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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electro
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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stablished by the respective organization to deal with particular fields of technical aclivity. 15O
echnical committees collaborate in fields of mutual interest. Other international organizations, gove
nd non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\of inf
bchnology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

nternational Standards are drafted in accordance with the rules given in the ISO/IEC Dijrectives, Part
he main task of the joint technical committee is to prepare International Standards. Draft Intg
tandards adopted by the joint technical committee are circulated to national bodies for voting. Publi
n International Standard requires approval by at least 75 % of the national bedies casting a vote.

ttention is drawn to the possibility that some of the elements of this document may be the subject
ghts. ISO and IEC shall not be held responsible for identifying any orall such patent rights.

BO/IEC 15944-8 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
ubcommittee SC 32, Data management and interchange.

BO/IEC 15944 consists of the following parts, under.the general title Information technology —
perational View:

— Part 1: Operational aspects of Open-edi forimplementation
— Part 2: Registration of scenarios and their components as business objects
— Part 4: Business transaction scenarios — Accounting and economic ontology

— Part 5: Identification and«referencing of requirements of jurisdictional domains as sources of
constraints

— Part 6: Technical.infroduction to e-Business modelling [Technical Report]
— Part 7: eBusiness vocabulary
— Part 8-ldéntification of privacy protection requirements as external constraints on business trans

L Part-10: Coded domains

and IEC
rnmental
ormation

D.

rnational
cation as
of patent

hnology,

Business

external

hctions

he fnlln\nling pnrfc are under propnrnﬁnn'

— Part 3: Open-edi description techniques (OeDTs)

— Part 9: Traceability framework
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0 Introduction

0.1 Purpose and overview

Modelling business transactions using scenarios and scenario components is done by specifying the
applicable constraints on the data content using explicitly stated rules. The Open-edi Reference Model
identified two basic classes of constraints, "internal constraints" and "external constraints". External
constraints apply to most business transactions. {See Clause 0.4 and Annex E}

Jurisdicti ;
protectioh requirements in turn are a common requirement of most jurisdictional domains, although they.m
also resplt from explicit scenario demands from or on the parties involved in a business transactio
(Requirements for secrecy or confidentiality are not addressed in this part of ISO/IEC 15944, unless they arn
implicitly|needed to apply privacy protection requirements to data).

D -

This parfof ISO/IEC 15944 describes the business semantic descriptive techniques needed/to support privagy
requirements when modelling business transactions using the external constraints of jurisdictional

In additign to the existing strategic directions of "portability" and "interoperability", the added strategic direction
of ISO/IEC JTC1 of "cultural adaptability" is also supported in this part of Y4SO/IEC 15944. The external
constrairjts of jurisdictional domains as a primary factor in choice and usé:of language and application ¢
public pdlicy are also addressed.

=h

0.1.1 I$O/IEC 14662 "Open-edi Reference Model"’
The ISOJIEC 14662 Open-edi Reference Model” states the conceptual architecture necessary for carrying oyt
electronit business transactions among autonomous parties~That architecture identifies and describes the
need to have two separate and related views of the business transaction.

—

The first|is the Business Operational View (BOV). Theisecond is the Functional Service View (FSV). Figure
from ISQ/IEC 14662:2010 illustrates the Open-edicenvironment. {For definitions of the terms used in Figure 1,
please s¢e Clause 3 below}

T The ISO/IEC 14462 Open-edi Reference Model serves as the basis of the 2000 Memorandum of Understanding
(MOU) among ISO, IEC, ITU and the UN/ECE concerning standardization in the field of electronic business.
{See http://www.itu.int//ITU-T/e-business/files/mou.pdf }

2 ISO/IEC 14662:2010 (3rd ed. E/F) "Information technology — Open-edi Reference Model/Technologies de
l'information — Modéle de référence EDI-ouvert".

viii © ISO/IEC 2012 — All rights reserved
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Figure 1 — Open-edi environment < Open-edi Reference Model

BO/IEC 14662:2010, Clause 5 states:

"The intention is that the sending, by an-Qpéen-edi Party, of information from a scenario, confgrming to
Open-edi standards, shall allow the acceptance and processing of that information in the conteixt of that
scenario by one or more Open-edixParties by reference to the scenario and without the hheed for
agreement.

However, the legal requirements’and/or liabilities resulting from the engagement of an organizatipn in any
Open-edi transaction may ‘be ‘conditioned by the competent legal environment(s) of the formdtion of a
legal interchange agreement between the participating organizations. Open-edi Parties need tg observe
rule-based behaviouf and possess the ability to make commitments in Open-edi, (e.g., business,
operational, technical,-legal, and/or audit perspectives)".

N addition, Annéx)"A of the ISO/IEC 14662:2010 "Open-edi Reference Model" contains Fjgure A.1
Relationships,of. Open-edi standardization areas with other standards and import of the legal envirponment”.
his part of ISO/IEC 15944 is a BOV standard which focuses on the legal environment for the application of
rivacy andfor data protection from an Open-edi perspective, and, as required follow-up standards
evelopment in support of the "Open-edi Reference Model".

"

o —

IBOAEC 15944-5 is used to identify the means by which laws and regulations impacting scengrios and
sCenario Components, as external constraints, may be modelied and represented. The primary source of
these external constraints is jurisdictional domains.

ISO/IEC 15944-1 creates rules for creating the specification of external constraints when modelling business
transactions through scenarios, scenario attributes and scenario components. Several parts of ISO/IEC 15944
are used as input to this part. They are consolidated in this part of ISO/IEC 15944 in Annex B.

ISO/IEC 15944-1:2011 in Clause 7 "Guidelines for scoping Open-edi Scenarios” states in Clause 7.1:

"The approach taken is that of identifying the most primitive common components of a business
transaction and then moving from the general to the more detailed, the simplest aspects to the more

© ISO/IEC 2012 — All rights reserved ix
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complex, from no external constraints on a business transaction to those which incorporate external
constraints, from no special requirements on functional services to specific requirements, and so on".

This part of ISO/IEC 15944 focuses on addressing commonly definable aspects of external constraints that

relate to
external

privacy and data protection when the source is a jurisdictional domain. A useful characteristic of
constraints is that, at the sectoral level, national and international levels, etc., focal points and

recognized authorities often already exist. The rules and common business practices in many sectoral areas
are already known. Use of this part of ISO/IEC 15944 (and related standards) addresses the transformation of
these external constraints (business rules) into specified, registered, and re-useable scenarios and scenario
components.

0.1.2

ISO/IEC
transacti
techniqu
They inc

e cominercial frameworks and associated requirements;

e lega

e publ
acco

e requ
mult
prov
speg

cominitments, between:

a)

b)

Figure 2
ISO/IEC
jurisdictig

ISO/IEC 15944-1 “Business Agreement Semantic Descriptive Techniques” (“Business
Operational View (BOV”))

15944-1 states the requirements of the BOV aspects of Open-edi in support of electronic busines
bns. They shall be taken into account in the development of business semantic descriptiv
s for modelling e-business transactions and components thereof as re-useablg ‘business objects.
ude:

D »n

frameworks and associated requirements;

c policy requirements particularly those of a generic nature such as consumer protection, privacy,
mmodation of handicapped/disabled;

rements arising from the need to support cultural adaptability. This includes meeting localization an
ingual requirements, (e.g., as may be required by~a’particular jurisdictional domain or desired t
de a good, service and/or right in a particular market. Here one needs the ability to distinguish, th
fication of scenarios, scenario components;~and their semantics, in the context of makin

G P O &

he use of unique, unambiguous and linguistically neutral identifiers (often as composite identifiers) at
he information technology (IT) interface level among the IT systems of participation parties on the
bne hand; and, on the other,

heir multiple human interfaceequivalent (HIE) expressions in a presentation form appropriate to th
Persons involved in the making of the resulting commitments.

(]

shows an integrated_view of these business operational requirements. It is based on Figure 3 fron
15944-1. Since the\focus of this part of ISO/IEC 15944 is that of external constraints for which
nal domains aréthe primary source these primary sources have been shaded in Figure 2 below).

>
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Sources of Requirements on the Business Operational View (BOV) aspects of Open-edi
which need to be integrated and/or taken into account

-

Business Transactions
(Open-edi based)

Commercial
Framework &
Requirements “\

o Characteristics of (),npn_pdi

~N

Legal
Framework &
Requirements

Rule-Based

Commitment Exchange
Unambiguous Identification
Business Transaction
Model (BTM)

Key Components

Public Policy
Reqg’'mts

(Privacy

protection,
Consumer, C.)

Person
Process
Data

Business Transaction Model:
Classes of Constraints
Specification, Identification &
Classification of\Open-edi
scenarios (and<omponents)

Sectoral (& e FSV Business Demands on
cross-sectoral) Open-edi;Support Infrastructure
Req’'mts e Open-edi Scenario Templates

4

Information
Technology
Requiremer
& Standardg

Telecom-
municatior]
Reg'mts &
Standards

J

Cultural Adaptability
Localization &
Multilingualism

(IT vs Human Interface)

ISO & Other
Standards
Environments

Functional Services View (FSV)

In electronic business transactions, whether undertaken on a for profit or not-for-profit basis, the key element
is commitment exchange among Persons made among their Decision Making Applications (DMAs) of the

© ISO/IEC 2012 — All rights reserved
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Information Technology Systems (IT Systems)3 acting on behalf of "Persons". "Persons" are the only entities

able to make commitments*. Clause 0.4 in ISO/IEC 15944-1 states:

"When the ISO/IEC 14662 Open-edi Reference Model standard was being developed, the "Internet" and
"WWW" were an embryonic stage and their impact on private and public sector organizations was not
fully understood.”

The Business Operational View (BOV) was therefore defined as:
‘perspective of business transactions limited to those aspects regarding the making of business

decisions and commitments among organizations which are needed for the description of a busine
transaction”.

The ISOJIEC 6523 definition of "organization" was used in the first edition (1997) of ISO/IEC 14662 The fa¢t
that todgy Open-edi, through the Internet and WWW, also involves "individuals" has been takenjinto accoumt
in the dgvelopment of the 2" and subsequent editions. ISO/IEC 15944-1 defines the term,"commitment/.
However, the definition of the term "Open-edi Party" previously used proved not to be, specific enough
satisfy sgenario specifications when the legal aspects of commitment were considered. In many instances
commitments were noted as being actually among IT systems acting under the direetion of those legal
capable pf making commitment, rather than actually the individuals acting in their own’capacities. It was als
recognized that in some jurisdictions a commitment could be made by "artificial®.persons such as corpora
bodies. Finally, it was noted that there are occasions where agents act, gither under the instruction of
principal| or as a result of requirement(s) laid down by a jurisdiction, or where an individual is prevented by
relevant jurisdiction from being able to make a commitment in their own right, (e.g., a minor), and this must b,
incorporated into the standard.

(ORI

To addrgss these extended requirements the additional concept.and term of "Person”, has been defined.
Person i$ defined such that they are capable of having the appropriate legal and regulatory constraints applie
to them.

Q=

There arg three categories of Person as a role player-in”Open-edi, namely: (1) the Person as "individual", (2
the Perspn as "organization", and (3) the Person as-"public administration". There are also three basic (qr

primitive) roles of Persons in business transactions,-namely: "buyer”, "seller", and "regulator".

~

=

When modelling business transactions, jurisdictional domains prescribe their external constraints in the role ¢f
"regulatdr" and execute them as "public administration”. {See further below Clause 6.3}

[®)

While “pliblic administration” is one(of the three distinct sub-types of Person, most of the rules applicable
“organization” also apply to “public)administration”. In addition, an unincorporated seller is also deemed t
function ps an “organization”. Consequently, the use of “organization” throughout this part of ISO/IEC 1594
also coyers “public administfation”. Where it is necessary to bring forward specific rules, constraintg,
propertigs, etc., which applyspecifically to “public administration”, this is stated explicitly.

0

The reqyirements ofjurisdictional domains are specified through the use of sets of "Codes representing X..
Such sejs of codes)are created and maintained by Source Authorities via a rulebase with resulting code
domains|in the_form of data elements whose permitted values represent predefined semantics in a structure,
form, i.ef, as_a type of semantic component. Jurisdictional domains serve as Source Authorities for suc
coded dgmains.

= O O

These three categories of Person also identify the possible Source Authorities for coded domains. Source
Authorities for coded domains are therefore either "organizations" or "public administrations".

Throughout this part of ISO/IEC 15944:

3 See further Clause 5.2 "Functional Services View" in ISO/IEC 14662:2010 "Open-edi Reference Model" (3" edition).

4 ; The text in this section is based on existing text in Section "0.3" in ISO/IEC 15944-1:2011 and ISO/IEC 14662:2010
(3" edition).
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e the use of Person with a capital "P" represents Person as a defined term, i.e., as the entity within an
Open-edi Party that carries the legal responsibility for making commitment(s);

¢ "individual", "organization", and "public administration" are defined terms representing the three common
sub-types of "Person"; and,

e the words "person(s)" and/or "party(ies)" are used in their generic contexts independent of roles of
"Person" as defined in the ISO/IEC 14662 and ISO/IEC 15944-1 standards. A "party" to a business
transaction has the properties and behaviours of a "Person".

.3 Importance and role of terms and definitions®

IBO/IEC Directives Part 2 provide for “Terms and definitions” as a “Technical normative element,” necessary
for the understanding of certain terms used in the document, where the words have special, extgnded or
téchnical meaning.

he ISO/IEC 15944 multipart standard sets out the processes for achieving a common understandipg of the
usiness Operational View (BOV) from commercial, legal, ICT, public policy and icross-sectoral perspectives.
I{ is therefore important to check and confirm that a “common understanding®{n any one of these domains is
Iso unambiguously understood as identical in the others.

his sub-clause is included in each part of ISO/IEC 15944 to eémphasize that harmonized terms and
efinitions are essential to the continuity of the overall standard./Définitions and their assigned terms should
e established as early as possible in the development process-"Comments on any definition/term pgir should
ddress the question of changes needed to avoid possiblé/misinterpretation. Definitions may nepd to be
mended/improved as part of the harmonization of definitions and their assigned terms among the various
arts of ISO/IEC 15944.

order to minimize ambiguity in the definitions and their associated terms, each definition and its agsociated
rm has been made available in at least one lapguage other than English in the part in which it is infroduced.
this context, it is noted that ISO/IEC 15944-7~eBusiness vocabulary already also contains human |interface
quivalents (HIEs) in ISO Chinese, ISO Frengh, and ISO Russian.

—_— e+ —

ormative Annex A “Consolidated list\of terms and definitions with cultural adaptability: ISO English|and ISO
rench language equivalency’ is dérived from Clause 3 of each part of ISO/IEC 15944.° Annex A is fepeated
each part of ISO/IEC 15944.as.a convenient reference. The designation ISO before a natural language
refers to the use of that naturallanguage in ISO standards, and has no other meaning.

4.4 Importance of the two classes of constraints of the Business Transaction Model (BTM)

Tlhe BTM has two classes of constraints; namely:

1) those which are "self-imposed" and agreed to as commitments among the parties themselyes, i.e.,
"intermal)constraints"; and,

2) those which are imposed on the parties to a business transaction based on the nature of the good, service
and/or rights exchanged, the nature of the commitment made among the parties (including ability| to make

S Al the terms and definitions of the current editions of the ISO/IEC 14669 Open-edi Reference Model and the
multipart ISO/IEC 15944 eBusiness standard have been consolidated in ISO/IEC 15944-7:2009. A primary reason for
having “Terms and definitions” in a standard is because one cannot assume that there exists a common understanding,
worldwide, for a specific concept. And even if one assumes that such an understanding exists, then having such a
common definition in Clause 3 serves to formally and explicitly affirm (re-affirm) such a common understanding, i.e.,
ensure that all parties concerned share this common understanding as stated through the text of the definitions in
Clause 3.

6 Canada has committed to maintain this comprehensive list in a database as the reference file for Annex A. This
Annex A reference file will insure the consistency of definitions and their assigned terms among the various parts in the
on-going harmonization effort. {See also ISO/IEC 15944-7 e-Business Vocabulary}
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commitments, the location, information identifying the parties as living individuals, and so on), i.e.,
"external constraints".

This part of ISO/IEC 15944 addresses external constraints. Jurisdictional domains are the primary
source_of external constraints.’ Privacy protection is addressed as a common set of external
constraint requirements coming from of jurisdictional domains.

ISO/IEC 15944-1:2011, Clause 6.1.6 provides normative text for these two classes of constraints. It is
included for convenience in this part of ISO/IEC 15944 as Annex C.

0.5 Naded for a standard based on rules and guidelines®

=

This par{ of ISO/IEC 15944 is intended to be used within and outside of the ISO and IEC by diverse sets ¢
users haying different perspectives and needs {See above Figure 2 in Clause 0.2}.

In an ISQ, IEC, ISO/IEC JTC1 context, a standard is considered to be a:

Q

"doqumented agreement containing technical specifications or other precise ¢riteria to be use
congistently as rules, guidelines, or definitions of characteristics, to ensure.that materials, product
prodesses and services are fit for their purpose."9

&

2]

This Business Operational View (BOV) standard focuses on "other precise criteria to be used consistently a
rules, guidelines, or definitions of characteristics, to ensure that materials, ‘products, processes and service
are fit for| their purpose”.

[

Open-edj is based on rules which are predefined and mutually agreed to. They are precise criteria and agree
upon refiuirements of business transactions representing common business operational practices an
functiongl requirements.

[oNgoN

Clause % “Characteristics of Open-edi” in ISO/IEC 15944-1:2011 defines the “Business Operational Vie
(BOV)” type of Open-edi standards as “rule-based” standards'. Of particular relevance here is the first ke
charactefistic of Open-edi as stated in Clause 5.1 {Actions based upon following clear, predefined rules”. It
useful tol quote some key normative text of ISO/IEC 15944-1:2011 so that users of ISO/IEC 15944-5 have
clear understanding of the nature and purposg ©f'this BOV standard.

D o< <

“Open-edi requires the use of clear and pre-defined rules, principles and guidelines. These rules formal
speg¢ify the role(s) of the partiessinvolved in Open-edi and the available expected behaviour(s) of th
partles as seen by other parties\engaging in Open-edi. Open-edi rules are applied to:

(LIS

7 For Business requirements”of the Functional Service View and business demands on the Open-edi suppo
infrastrucfure with respect ‘to) internal constraints, see further ISO/IEC 15944-1:2011, Clause 6.5.2 "Self-Impose
Constraings". ISO/IEC 1594474:2007, which focuses on accounting and economic aspects of business transactions, dog
so from ap "internal copstraints" perspective.

n Q ~

8  This |ntroductory.clause is primarily based on that found in ISO/IEC 15944-1:2011, Clause 6.1.2 titled “Standand
based onrules and. guidelines”.

9  See entry D252, AnnexD,
ISO/IEC Gt ; :
opposition to substantial issues...”

ISO/IEC 15944-7. One can interpret "agreement" in a variety of ways. Th

(e Ne)

10 The key characteristics of Open-edi are (as stated in Clause 5, ISO/IEC 15944-1:2011, pp.12-14) are:
- actions based on following predefined rules;
- commitment of the parties involved;
- communications among parties are automated;
- parties control and maintain their states;
- parties act autonomously; and,
- multiple transactions can be supported.
The six sub-clauses of Clause 5 of ISO/IEC 15944-1:2011 describe each of these in more detail.
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- the content of information flows; and,
- the order and behaviour of information flows themselves.

The combination of both of these provides a complete definition of the relationships among th

2012(E)

e parties

since it requires them to achieve a common semantic understanding of the information exchanged. They
must also have consistent generic procedural views on their interaction. Therefore, rule sets have to be
agreed to in advance and captured in Open-edi scenarios. This is a major component of the agreement

required among parties.”

Tlhese rules also serve as a common set of understanding bridging the varied perspectives of the co

—h

or ease of reference, common rules have been sequentially enumerated, and are presénted in b
Vhere guidelines associated with a rule are provided, they are numbered sequentially aftér that rulg
hown in bold and italic font™. Choice of words in the rules, the guidelines and the terms and defin
overned by maximizing the ability to map, on the one hand, to all the sources of requirements
usiness Operational View (BOV) of any e-business transaction, (e.g., commercial, legal, publ
ultural adaptability, sectoral, etc.), frameworks of the day-to-day world of business, and, on the oth
nose pertaining to the Functional Services View (FSV) in support of BOV \requirements, (e.g., that
roviding information technology and communication services in support-of. commitment exchange of
nd among all parties involved in a business transaction).

QT =0 MO O << T

o

.6 Use of "jurisdictional domain”, and "jurisdiction'’(and "country") in the contexi
business transaction and commitment exchange

he term "jurisdiction" has many possible definitions. Seme “jurisdictions” have accepted internatig
tatus while others do not. It is also common practice. 1o equate "jurisdiction" with "country", althoug
re by no means synonymous. It is also common\practice to refer to states, provinces, lander,
erritories, municipalities, etc., as "jurisdictions”, and in contract law it is customary to specify a partic
f law as having jurisdiction or a defined national’body, or an international body as having jurisdictio
nat is not legally enforceable), and so on, Finally, there are differing "legal" definitions of "juri
eaders of this part of ISO/IEC 15944 should understand that in this part of ISO/IEC 15944

T =0 = Q 0 —

the use of the term "jurisdictional domain" represents its use as a defined term; and,

the use of the terms “jurisdiction(s)” and/or “country(ies)” represents their use in their generic con
do not imply that this part-of ISO/IEC 15944 has any legal effect per se.

t the same time, a set of external constraints of a jurisdictional domain lends itself to being modelleq
cenarios and semantic components. For example, Annex "I" in ISO/IEC 15944-1:2011, titled, '
escription Usingythe Open-Edi Scenario Template, Telecommunications Operations Map Exam
cenario of anexternal constraint of a jurisdictional domain, i.e., the USA, that provides a business
amework-for the enterprise process required for a telecommunications service provider. Here, the
xternal.Constraints of jurisdictional domains are a primary factor in choice of language and appli
ublic Policy are also addressed in this part of ISO/IEC 15944,

T O = 50 I

amework, the legal framework, the information technology framework, standardizers, consumers;.etg.

’n1r1nercial

old font.
and are
tions are
5 of the
c policy,
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any kind

of

nal legal
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| through
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11

The working principle here is that of "coordinated autonomy", i.e., all parties are autonomous. Therefore, the extent to

which they cooperate, agree on common needs, business rules constraints, practices, etc., and reach agreement on

the same in form of precise rules, terms and definitions, etc., is a key influence on the creation of necessary
as well as common scenarios, scenario attributes and scenario components.

12 For example, “Guideline 5G2” equals the second Guideline under Rule 5.
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0.7 Use of "identifier" as "identifier (in business transaction)" to prevent ambiguity

Clause 6.1.4 of ISO/IEC 15944-1:2011 focuses on the requirement for the unambiguous identification of
entities in business transactions. "Unambiguous" is a key issue in business transactions because states of
ambiguity and uncertainty are an anathema from commercial, legal, consumer and information technology
perspectives. Issues of unambiguousness apply to all aspects of a business transaction and even more so to
those which are EDI-based. Open-edi transactions anticipate that all entities are fully and clearly identified
prior to the transaction.

The ISO/IEC 15944 multipart standard serves as a methodology and tool for the specification and
unambigpous identification of Open-edi scenarios, scenario attributes and scenario components as re-useable
elementy, i.e., as re-useable business objects, in support of common business transactions. These“and
related objectives of interoperability and re-usability of Open-edi scenarios and scenario components fq
businesq transactions require their unambiguous identification.

-

ISO/IEC|15944-1 defines "unambiguous" as follows:
unambiguous

level of certainty and explicitness required in the completeness of the semantics of the recorded
infoymation interchanged that is appropriate to the goal of a business transaction

[ISQ/IEC 15944-1:2011 (3.66)]
and "identifier (in business transaction)" as follows:
identifier (in business transaction)

unambiguous, unique and a linguistically neutral value, resulting from the application of a rule-basegd
identification process

NOTIE  Identifiers must be unique within the identification scheme of the issuing authority.

[ISQ/IEC 15944-1:2011 (3.27)]

=

Thus, rg¢aders of this part of ISO/IEC 15944 should understand that the "identifier" in this part g

ISO/IEC [15944 is used as a defined term as "identifier (in a business transaction)".™

0.8 WUse of “privacy protection” in the context of business transaction and commitment
exchange

Jurisdictional domains-such as UN member states (and/or their administrative sub-divisions), have enacted
various {privacy” laws; “data protection” laws, “protection of personal information” laws, etc., (as well as
pursuanf regulations). Some of these sources of legal requirements focus on the protection of person
informatipn in =systems only, (e.g., “data protection”), while others focus on the protection of personal
informatipn irrespective of the medium ' ‘used for the recording of personal information and/or i
communjcation to other Persons.

13 This is a summary of ISO/IEC 15944-1:2011, Clause 6.1.4 "Business transactions: Unambiguous identification of
entities". See also Annex C in ISO/IEC 15944-1 titled Unambiguous Identification of Entities in a Business Transaction
which provides the informative and explanatory text for the rules and definitions in Clause 6.1.4.

14 |dentifiers in business transactions can be simple or composite identifiers. This is dependent on (1) the rules
governing "identifiers" as a rule-based process; (2) the "registration schema" used (as well as any permitted combinations
of the same).

15 “Medium” is a defined concept. {See ISO/IEC 15944-1:2011, Clause 6.4. “Rules governing the data component”, and
its Clause 6.4.1 “Recorded informaton™}.
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In the case of personal information, this is currently defined by most jurisdictional domains to be a specific
sub-set of recorded information relating to the Person as an “individual” — where the qualities of such type of
Person are that they must be an identifiable, living individual. So this may only apply to some proportion of the
specific role players in a business transaction (including their personae) and not others.

This part of ISO/IEC 15944 incorporates the common aspects of such laws and regulations as pertaining to
privacy protection, applicable at the time of publication only. The concept of “privacy protection” also
integrates these various sets of legal and regulatory requirements and does so from a public policy
requirements perspective. {See below at Clause 6.3 and Clause 7}

I{ has to be borne in mind that the delivery of “privacy protection” requires action both at the business level
(BOV) and technology levels (FSV). Where human beings interact with recorded information™onge it has
assed through an Open-edi transaction, they may have the potential to compromise technical, eontrols (FSV)
that may have been applied. It is essential that business models take account of theCneed to stablish
verarching business processes that address issues that have not been, and/or cannot.be resolvgd by the
teéchnical FSV controls applied so as to provide the overall privacy demands of regulation‘that must bg applied
tp personal data, their use, proscribed dissemination and so on. In this regard, the\interplay of the BOV and
SV views of all organizations must be taken into account.

.9 Organization and description of this document

his part of ISO/IEC 15944 identifies basic common requirements,of privacy protection requirements, as
xternal constraints of jurisdictional domains, on the modelling of a)business transaction through gcenarios
nd scenario components.

ollowing Clauses 0, 1, 2, 3 and 4, which have common content in the multipart standard, Clause 5 irftroduces
fundamental set of principles and assumptions governing privacy protection requirements in pusiness
transactions involving individuals as Persons. The essential aspects of eleven common privacy grotection
rinciples have been identified and their requirements are captured in the form of rules. Also, in¢luded in
lause 5 are exclusions and rules for tagging (or:labelling) data elements in support of privacy grotection
requirements.

he importance of the concept of “collaboration space” introduced in ISO/IEC 15944-4 is carried foryvard and
dapted in the privacy protection contéxt in Clause 6, as the “privacy collaboration space (PCS)”.|Refer to
IBO/IEC 15944-4 in order to understand and use the concept of collaboration space and apply| it in an
IBO/IEC 15944-8 context. Generic_public policy requirements which apply whenever individuals engage in a
usiness transaction, i.e., as asbuyer, are summarized in Clause 7, which is based on ISO/IEC 19544-5. Refer

ISO/IEC 15944-5 in order_fo understand and use of the concept of public policy requirements.| (Privacy
rotection is one of several common public policy requirements; others include consumer protegtion and
imdividual accessibility.).Clause 7 concludes by noting that privacy protection is a right of an “indiviqual” only
nd not of an organization or public administration.

he establishment, management and use of the different identities that an individual has, is the|focus of
lause 8. Here'the generic principles and rules already stated in ISO/IEC 15944-1 pertaining to Pgrson are
sed, being/placed in a privacy protection requirements context. These include “persona”, “identifigers” (and
their assignment by Registration Authorities), signature, individual identity (ii)”, authentication, recognition, i.e.,
s a’recognized individual identity (rii), recognized individual name (RIN), etc.

Many aspects of the individual as a sub-type of Person and the resulting link to privacy protection were
anticipated in the development of ISO/IEC 15944-1 and ISO/IEC 15944-5. The purpose of Clause 9 is to
consolidate those which apply to an individual, and do so in a privacy protection requirements context.
Clause 9 addresses role qualifications of an individual, a legally recognized name (LRN), truncation of LRNs,
anonymization and use of pseudonyms.

Clause 10 focuses on the process component of the Business Transaction Model (BTM) which is constructed
of five fundamental activities: planning, identification, negotiation, actualization and post-actualization. Here
the generic rules in Clause 6.5 of ISO/IEC 15944-1:2011 are brought forward, and those which pertain to an
individual as a buyer are adapted and applied from a privacy protection perspective.
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Similarly, Clause 11 focuses on the data component of the BTM and brings forward in summary form
applicable concepts and rules in ISO/IEC 15944-1 and ISO/IEC 15944-5 in the context of privacy protection
requirements. Specific aspects addressed in Clause 11 include the role or the business transaction identifier
(BTI), change management and records retention of personal information, and associated data
synchronization requirements, for personal information among all parties to a business transaction as well as
date/time referencing.

As in ISO/IEC 15944-1, ISO/IEC 15944-2, and ISO/IEC 15944-5, Clause 12 provides a checklist through the
use of templates, to guide the user through the mechanics of determining the source of the external
constraints where these are jurisdictional domains; and of determining the adequacy of a scenario
specification as well as of available scenario components.

Finally, gnnexes are provided for elaboration of points raised in the main body.

Annex Alis a consolidated list of the definitions and their associated terms used in this part of ISQ/IEC 1594
in ISO English and ISO French. As stated in the main body of this part of ISO/IEC 15944/ the issue ¢
semantigs and their importance of identifying the correct interpretation across official aspects-iscritical.

S =

~h

Annex B| identifies rules stated in the other parts of ISO/IEC 15944 that are applieable to this part g
ISO/IEC|15944. Annex C is common to ISO/IEC 15944-2, ISO/IEC 15944-4, ‘and ISO/IEC 15944-5. |
summariges the Business Transaction Model (BTM). Annex D presents, in sumpnary form, an integrated set ¢
informatipn life cycle principles (ILCM) in support of information law complianee“/from a jurisdictional domai
perspectjve.

S S~

@)

The purgose of Annex E is to bring forward and highlight the key concepts and their definitions applicable f
the estaljlishment and management, etc., of the multiple identities of a.single individual.

O

Annex F|provides the primitive and essential set of coded domains whose interworking is required in order t
be able|to support state changes and record retention:{requirements in support of privacy protectio
requirements. '®

>

16 The coded domains presented in this Annex F are an application in a privacy protection context of those stated in
Clause 6.6.4 of ISO/IEC 15944-5:2008, which presents a high level generic approach. The reason that this normative text
is in an annex is to facilitate its possible future use of a new part of ISO/IEC 15944 which takes these coded domains as
new part of ISO/IEC 15944.
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Information technology — Business Operational View —

Part 8:
Identification of privacy protection requirements as external
¢onstraints on business transactions

_—

Scope

1.1 Statement of scope

—

his part of ISO/IEC 15944

o provides method(s) for identifying, in Open-edi modelling technolegies and development of scenarios, the
additional requirements in Business Operational View (BOV.)\specifications for identifying the additional
external constraints to be applied to recorded information ‘ih business transactions relating to [personal
information of an individual, as required by legal and regulatory requirements of applicable jurigsdictional
domains having governance over the personal information exchanged among parties to a pusiness
transaction;

¢/ integrates existing normative elements in support of privacy and data protection requirements as are
already identified in the current editions™of ISO/IEC 14662 and ISO/IEC 15944-1, ISO/IEC [15944-2,
ISO/IEC 15944-4, and ISO/IEC 15944=5 which apply to information concerning identifiable living
individuals as buyers17 in a businesstransaction or whose personal information is used in the transaction;

¢/ provides overarching operational fbest practice’ statements for associated (and not necessarily alitomated)
processes, procedures, practices and governance requirements that must act in support of implementing
and enforcing technical /mechanisms needed to support privacy/data protection requirements necessary
for the implementation-in-@pen-edi transaction environments;

¢/ identifies and prevides a sample scenario and implementation (use case) for one or more use [cases of
privacy/data protection in business transactions; and,

o provides.gdidelines on the need for procedural mechanisms in the event that mandatory disclosjure rules
of transactional information must be implemented.

This part of ISO/IEC 15944 is a BOV-related standard which addresses basic (or primitive) requiremients of a
grivacy protection environment, as legal requirements represented through jurisdictional domains, on pusiness
t allDabt;UllO, GII\‘:lI a:au ;IItUHIGtUO thc IU\{U;ICIIIGI |to Uf thc ;IIfUIIIIat;UII tUUhIIU:UHy al Id tc:UUUIIIIII ICatlonS

environments.

This part of ISO/IEC 15944 contains a methodology and tool for specifying common classes of external
constraints through the construct of "jurisdictional domains". It meets the requirements set in ISO/IEC 15944-1
and ISO/IEC 15944-2 through the use of explicitly stated rules, templates, and Formal Description Techniques
(FDTs).

17 As stated in Clauses 6.2.4 — 6.2.8, and Figure 18 of ISO/IEC 15944-1:2011, a natural person who provides a good,
service and/or right is deemed to be an organization. Most jurisdictional domains also view an unincorporated activity
providing a good, service and/or right to be an organization. {See further ISO/IEC 6523}
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1.2 Exclusions

1.2.1 Functional Services View (FSV)

This part of ISO/IEC 15944 focuses on the BOV aspects of a business transaction, and does not concern itself
with the technical mechanisms needed to achieve the business requirements (the FSV aspects, including the
specification of requirements of a Functional Services View (FSV) nature which include security techniques
and services, communication protocols, etc.). The FSV includes any existing standard (or standards
development of an FSV nature), which have been ratified by existing 1ISO, IEC, UN/ECE and/or ITU standards.

1.2.2 Illternal behaviour of organizations (and public administration)

Excluded from the scope of this part of ISO/IEC 15944 is the application of privacy ~protection
requirements within an organization itself. The Open-edi Reference Model, considers these to.be interni
behavioyrs of an organization and thus not germane to business transactions (which focus”on external
behaviodrs pertaining to electronic data interchange among the autonomous parties to a business transaction).
As such,|excluded from the scope of this part of ISO/IEC 15944 are any:

~ — —

1) interpal use and management of recorded information pertaining to an identifiableterganization Person an
orgapization (or public administration) within an organization; and,

2) impl¢mentation of internal information management controls, internal procedural controls or operational
controls within an organization or public administration necessary far,it'to comply with applicable privagy
requfrements that may be required in observance of their lawful or contractual rights, duties and
obligations as a legal entity in the jurisdictional domain(s) of which/they are part.

This shopld not be taken to mean that an organization could not\adapt this part of ISO/IEC 15944 in order fp
model infernal behaviour if they so wished, say when movingpérsonal data within the organization.

1.2.3 “prganization Person”

From a |public policy privacy protection requirements perspective, an “organization Person” is a “natural
person” yho acts on behalf of and makes commitments on behalf of the organization (or public administration)
of which|that natural person is an “organjzation part”. But, as an “organization Person, they do not attragt
inherent |rights to privacy. Privacy protection requirements which do apply to an organization Person are
placed irl an employee-employer context.with associated contractual elements. In addition, some jurisdiction
domains|have privacy protection laws“and regulations which apply specifically to employees of their public
administfations.

As such| from a business transaction perspective, it is an internal behaviour of an organization, as to wh
makes cpmmitments on behalf of an organization or public administration. How and why organization Perso
make dgcisions and cemmitments is not germane to the scope and purpose of this part of ISO/IEC 15944.
{See further ISO/IEC-15944-1:2011, Clause 6.2 “Person and external constraints: Individual, organization, a
public afiministration” as well as its Figure 17 “lllustration of commitment exchange versus informati
exchangg for ofganization, organization part(s) and organization Person(s)’}

1.24 Overlap of and/or conflict among jurisdictional domains as sources of privacy protection
requirements

A business transaction requires an exchange of commitments among autonomous parties. Commitment is the
making or accepting of a right, an obligation, liability or responsibility by a Person. In the context of a business
transaction, the making of commitments pertains to the transfer of a good, service and/or right among the
Persons involved.

Consequently, it is not an uncommon occurrence, depending on the goal and nature of the business
transaction, that the Persons (and parties associated) are in different jurisdictional domains, and that multiple
sets of external constraints apply, and overlap will occur. It is also not an uncommon occurrence that there is
overlap among such sets of external constraints and/or conflict among them. This is also the case with respect
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to laws and regulations of a privacy protection nature. Resolving issues of this nature is outside the
this part of ISO/IEC 15944.

However, modelling business transaction as scenarios and scenario components as re-useable
objects may well serve as a useful methodology for identifying specific overlaps and conflicts (thereb
as a tool for their harmonization, if only within the context of a specific transaction).

scope of

business
y serving

The application of business semantic descriptive techniques to laws, regulations, etc., of jurisdictional
domains and their modelling of such sets of external constraints as scenarios and scenario components is an
essential step to their application in a systematic manner to (electronic) business transactions (and especially

g-government, e-commerce, e-education, etc.).

Qpen-edi business agreement descriptive techniques methodologies can serve as a tool in the ‘harm
gnd simplification of external constraints arising from jurisdictional domains.

NOTE This part of ISO/IEC 15944 is based on the following assumptions:

jurisdictional domain in which the individual made the commitments associated_with the instantiated
transaction; and,

2 where the seller is in a jurisdictional domain other than that of the sndividual, as the buyer, this

Flows of Personal Data”.[See further below Clause 2.2]

1.2.5 Publicly available personal information

M

—

barticularly in the “planning phase” of the business transaction process).
Hor example, the seller in advertising product to.the market may:

1) publish personal information that_is “publicly available personal information, such as that
telephone directories;

2) make use of any personal information declared to be of a public information by a regulation bas
law or regulation of the applicable jurisdictional domain; and, or,

3) include that which the“individual itself chose to make public, (e.g., via one or more Intern
applications such.-as_“Facebook”).

N a privacy protectien context, publicly available personal information is defined as follows:
publicly.available personal information (PAPI)
personal information about an individual that the individual knowingly makes or permits to

available to the public, or is legally obtained and accessed from: (a) government records
available to the public; or, (b) information required by law to be made available to the public

pnization

1 the privacy protection requirements of the individual, as a buyer in a business transaction, are thope of the

business

edition of

ISO/IEC 15944 incorporates and supports the “OECD Guidelines on the Protection of Privacy and Transbgrder Data

xcluded from the scope of this part of ISO/IEC 15944 is“publicly available personal information” (PAPI). In a
Husiness transaction context, the seller does not collegpersonal information of this nature from the individual

found in

ed on an

et based

be made
that are

EXAMPLE 1 Examples of personal information which an individual knowingly makes or permits to

be made

available include public telephone directories, advertisements in newspapers, published materials, postings of a

similar nature on the internet, etc.

EXAMPLE 2 Examples of government records that are publicly available include registers of individuals who are
entitled to vote, buy or sell a property, or any other personal information that a jurisdictional domain requires to be

publicly available, etc.

Further, determining whether or not personal information is of a “PAPI” nature is also excluded from the scope

of this part of ISO/IEC 15944.
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1.3 Aspects currently not addressed

This part of ISO/IEC 15944 focuses on the essential and basic aspects of privacy protection requirements.
The purpose of this Clause is to identify aspects not currently addressed. These will be addressed in either:

f)

ISO/IEC|15944-8 also does yet address the following requirements:

1)

2)

an Amendment to this part of ISO/IEC 15944,
new editions of this part of ISO/IEC 15944,

through a new part of ISO/IEC 15944

in a new edition of an existing part of ISO/IEC 15944 (as may be applicable),

rough a new edition of an existing standard of ISO/IEC JTC1, or another existing ISO/IECIJTC1/S(
or 1ISO, IEC or ITU; and/or,

mew standard(s) by any of the above noted committees.

differences in equality in the use of official languages by an individual, in being informed an
gxercising privacy protection rights within a jurisdictional domain'®;

interworking between privacy protection and consumer protection requirements as two sets ¢
external constraints applicable to an individual as a buyer in @ business transaction;

identification and registration of schemas involving the control and management of legally recognize
mames (LRNs) as personas and associated unique identifiers for the unambiguous identification of a
individual and/or the role qualification of an individuallin a specific context;

rotection of personal information that sheuld be enacted by and among organizations and publ

&‘rore detailed information management and\“audit requirements pertaining to ensuring privag
dministrations as parties to a business transaction;

more detailed rules and associated text pertaining to the BOV perspective with respect to transborde
data flows of personal information;

inter-operation between jurisdictional domains where they do not possess defined equivalents to the
protection requirements.(interoperability) or where protection requirements simply are different;

instances in which-privacy protection requirements continue to apply to the personal information of a
individual after his/her death;

n addition, \ffom a business transaction perspective, there may be some continuity in privag
rotection requirements, (e.g., those pertaining to temporal aspects of post-actualization aspects of a

ghts\(including IP), etc.). Instantiated business transactions may require personal information to b

—h

> O

= [N

=

o<

Py

I
¢
instantiated business transaction, (e.g., health care matters, warranties on products, service contract
f
1

etained and continue to be protected following the death of the individual

18 This part of ISO/IEC 15944 focuses on the essential basic, i.e. primitive, aspect of jurisdictional domains as sources of
external constraints. As such this edition of ISO/IEC 15944-8 does not address differences in status that may exist among
official languages within a jurisdictional domain. It is not uncommon that where a jurisdictional domain has three or more
official languages that not all of these have equal status. For example, for use of some official language(s) in a
jurisdictional domain, there could be criteria such as “where and when numbers warrant”, “there is a significant demand for
communication with and services from a public administration in that language”, etc. This impacts both the language in
which personal information is recorded by an organization or public administration as well as the language of
communications of the individual with the organization in a business transaction.
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NOTE 1 This may also include a settlement of wills, probate, investments, etc., pertaining to that individual
once proved deceased.

NOTE 2 Tax information filed has 4-6 years record retention requirements in most jurisdictional domains. In
some jurisdictional domains, tax matters are confidential and in others they are public. The status of personal
information may change as a result of litigation and public hearings.

NOTE 3 Instantiated business transactions may require personal information to be retained and continue to be
protected following the death of an individual, (e.g., many credit card agreements exist after the death of the
credit card holder).

NOTE 4 One may need to have an added Clause on privacy protection of personal information"en’individuals
consequent upon the death of the individual.

8) personal information found in journalistic reports:
The use of personal information in a business transaction which is fouAd in journalisti¢ reports
including news items, public broadcasts, items published by news media-about an individual, |personal
information published and made available by third parties on the interriet;/(e.g., via Google, Facebook,
Twitter, etc.), which in some jurisdictional domains is held to be “in.the“public interest”, is not{included
in this part of ISO/IEC 15944.
The reasons for exclusion are that a journalistic report containing personal information about an
individual:
e may contain inaccurate information, allegations, and thus should not (can not) be |used as

“personal information”;

e may be subject to libel and other legal actions by the individual;
e efc.
Further issues pertaining to privaey protection versus journalistic reports on identified individuals
resulting in the publishing of pefsonal information is a “grey area” which courts in various jurigdictional
domains are addressing and thus not yet resolved;

9) this part of ISO/IEC 15944 does not address the question of negotiated consent, but rather gonsiders
the simplest case, that'a scenario may be registered which includes a specific form of consent within it;

10) the use of biological characteristics and attributes of an individual which require the physical presence
of an individual’and are physically “taken” from an individual in a particular context and for a [specified
role action of an individual;
These include the use of biometrics, biological (such as hair, blood, DNA samples), dentistry| records,
etc:

1) the application of the rights of individuals who are disabled as stated in the “UN Conventign on the
Rights of Persons with Disabilities” (2006)"°;

Of particular importance here is that this UN Convention takes as its basis the need to support
individuals with disabilities to be a fully functioning member of society means that information
necessary for these individuals to be able to make commitments including the undertaking of business
transactions shall be made available in a form and format so that the semantics are fully
communicated, the individual is able to have informed consent, etc.

19 Most, if not all, of the jurisdictional domains of the P-members of ISO/IEC JTC1 are signatories to this UN Convention

and are enacting the requirements of this UN Convention into their domestic legislation.
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12) this part of ISO/IEC 15944 does not address the role of an “ombudsperson”, “Privacy Commissioner”,
a “Data Protection Commissioner”, etc., who serves as an independent adjudicator of complaints and
ensures compliance with privacy protection requirements (including of internally of the organization or
public administration themselves);

Many jurisdictional domains provide for the role of an ombudsperson which may be a role similar in
application to public administration.

13) detailed rules pertaining to the use of agents and/or third parties by a seller in a business transaction

his includes their qualification and assurance of compliance with applicable privacy protectio
requirements for the personal information pertaining to a business transaction.

=)

14) an agent acting on behalf of an individual

n individual may request an agent to act on its behalf and this may or may not include'the individual
tp require the agent not to reveal the individual identity or any personal information about the
individual, i.e., as an anonymous “client” of the agent.

=

15) detailed rules governing the requirement to tag (or label) at the data elements (or field) level whid
rm part of personal information of an individual generally as is required for as the busines
ansactions(s) and its associated BTI(s);

[

16) mergers and acquisitions

It is presumed that when an organization “A” merges with,;or'is acquired by another organization “B
that the privacy protection requirements applicable te.personal information under the control ¢
qrganization “A” continue to apply and be enforced. It is,also assumed the personal information undg
the control of organization “A” remains under its ‘control and that a merger with or acquisition b
d
d
i

= —h -

<<

rganization “B” does not allow organization “B”+{o access and/or use personal information held b
rganization “A” without the express and informed consent of the individuals whose person
information is/was organization “A”.

&

17) ICT and other service providers

It is presumed that any ICT (or other) services provider which is under contract to provide IC[T
gervices to an organization or-public administration (which has personal information under its contro])
ghall not access or use such)personal information processed as part of its services offering to that
grganization, unless it has_a formal contractual arrangement to do so, in compliance with applicable
¢

rivacy protection requirements.

18) data mining

I} is also présumed that an organization shall ensure that any data mining activities undertaken b
ifself (or-via ‘an agent or third party on its behalf) shall be in compliance with applicable privac
Arotection requirements, and not involve any secondary use or any other use of personal informatio
fpr which the individual(s) concerned have not provided explicitly informed consent.

<K<

19) formal Conformance Statements

Clause 13 below deals with conformance requirements at the most primitive level only. More detailed
conformance statements with associated rules and procedures are required in implementation. It is
also necessary to ensure that any such conformance statement, i.e., declaration by an organization or
public administration is “verifiable”.

20) linkages and similarities between privacy protection and consumer protection requirements

Many of the external constraints pertaining to personal information of a privacy protection nature in a business
transaction are similar to consumer protection requirements. {See further below Clause 7.2.2}
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It is anticipated that some or all of these requirements will be addressed in future editions of ISO/IEC 15944-8
or in companion standards or technical reports (including possible new parts of ISO/IEC 15944).

1.4 IT-systems environment neutrality

This part of ISO/IEC 15944 does not assume nor endorse any specific system environment, database
management system, database design paradigm, system development methodology, data definition language,
command language, system interface, user interface, syntax, computing platform, or any technology required
for implementation, i.e., it is information technology neutral. At the same time, this part of ISO/IEC 15944

navimizas an lT.anablaed annroach to-its imnlementation and maximizes-semantic-intaronerahility
PP i P )=
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2 Normative references
The following referenced documents are indispensable for the application of this document. For dated

references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

2.1 ISOI/IEC, ISO and ITU?®

ISO 639-2:1998(E/F), Codes for the representation of names of languages — Part 2: Alpha-3 code/Codes

L 4 = ¥ ol ol L Doyt . Lol Lol 2
VUl 1A TOPTCOUTIIAtIUIT UTo TIVITIO UT lal’yuc rdariuc . CUuUT dipria“oy

50 1087-1:2000(E/F), Terminology work — Vocabulary — Part1: Theory and application/Travaux
brminologiques — Vocabulaire — Partie 1: Théorie et application

~

BO/IEC 2382 (all parts) (E/F), Information technology — Vocabulary/Technologies\de linformation —
Vocabulaire

50 3166-1:2006(E/F), Codes for the representation of names of countries and their subdivisions + Part 1:
ountry codes/Codes pour la représentation des noms de pays et de leur{subdivisions — Partie |: Codes
ays

O O

50 3166-2:2007(E/F), Codes for the representation of names of cauhtries and their subdivisions + Part 2:
ountry subdivision code/Codes pour la représentation des nhoms de_pays et de leurs subdivisions —| Partie 2:
ode pour les subdivisions de pays

o0

50 5127:2001(E), Information and documentation — Vocabulary

IBO/IEC 5218:2004(E/F), Information technology —> Codes for the representation of human sexes/
Technologies de l'information — Codes de représentation des sexes humains

IBO/IEC 6523-1:1998(E/F), Information technology — Structure for the identification of organizafjons and
drganization parts — Part 1: Identification of organization identification schemes/Technoldgies de
Ifnformation — Structures pour l'identification des organisations et des parties d'organisations —|Partie 1:
Iflentification des systemes d'identification-d'organisations

IBO/IEC 6523-2:1998(E/F), Information technology — Structure for the identification of organizatfons and
drganization parts — Part 2: Registration of organization identification schemes/Technolagies de
Ifnformation — Structures poyr l'identification des organisations et des parties d'organisations — |Partie 2:
Bnregistrement des systémes d'identification d'organisations

SO/IEC 7501-1:2008(E), Identification cards — Machine readable travel documents — Part 1: |Machine
badable passport

-

BO/IEC 7501-2:1997(E), Identification cards — Machine readable travel documents — Part 2: |Machine
padable visa

~

BO/IEC7501-3:2005(E), Identification cards — Machine readable travel documents — Part 3: |Machine
readable official travel documents

ISO/IEC 7812-1:2006(E), Identification cards — Identification of issuers — Part 1: Numbering system

ISO/IEC 7812-2:2007(E), Identification cards — Identification of issuers — Part 2: Application and registration
procedures

20 For standards referenced for which both English and French versions are available both the English and French
language titles are provided. This is independent of whether the English and French language versions of the standard are
published as a single document or as separate documents. For those standards which are available in English only, only
the English language title is provided.
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ISO 8601:2004(E), Data elements and interchange formats — Information interchange — Representation of
dates and times

ISO/IEC 14662:2010(E/F), Information technology — Open-edi reference model/Technologies de
l'information — Modeéle de référence EDI-ouvert

ISO/IEC 15944-1:2011(E), Information technology — Business Operational View — Part 1: Operational
aspects of Open-edi for implementation

ISO/IEC 15944-2:2006(E), Information technology — Business QOperational View — Part 2: Regqistration of
scenarios and their components as business objects

ISO/IEC|15944-4:2007(E), Information technology — Business QOperational View — Part4: Busines
transactipns and scenarios — Accounting and economic ontology

(%)

ISO/IEC|15944-5:2008(E), Information technology — Business Operational View — Part 5: [dentification and
referencing of requirements of jurisdictional domains as sources external constraints

ISO/IEC|15944-7:2009(E), Information technology — Business Operational View,>= Part7: eBusines
vocabulgry

[7)

ISO 19108:2002(E), Geographic information — Temporal schema

ISO/IEC|19501:2005(E), Information technology— Open Distributed\{Processing — Unified Modeling
Language (UML) Version 1.4.2%'

ISO 22857:2004(E), Health informatics — Guidelines on data<protection to facilitate trans-border flows of
personallhealth information

2.2 Referenced specifications?
APEC Piivacy Framework. (2005)

Charter ¢f the United Nations (as signed 1945.and Amended 1965, 1968, and 1973+), United Nations (UN).

=

Directive] 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection ¢
individugls with regard to the processing of personal data and on the free movement of such data (1994
Directive]

~

OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data (1980)
UN Convention on the Rights of Disabled Persons (2006+)

Vienna (onvention-of the Law of Treaties (1969), United Nations (UN)

21 Throughout this part of ISO/IEC 15944, ISO/IEC 19501:2005 is simply referenced as “UML”".

22 All references in this sub-clause were correct at the time of approval of this part of ISO/IEC 15944. The provisions of
the referenced specifications, as identified in this sub-clause, are valid within the context of this part of ISO/IEC 15944.
The reference to a specification within this part of ISO/IEC 15944 does not give it any further status within ISO/IEC; in
particular, it does not give the referenced specification the status of an International Standard.
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1
address

2012(E)

set of data elements that specifies a location to which a recorded information item(s), a business

object(s), a material object(s) and/or a person(s) can be sent or from which it can be received

NOTE 1 An address can be specified as either a physical address and/or electronic address

NOTE 2 In the identification, referencing and retrieving of registered business objects, it is necessary tq stat|
the pertinent recorded information is available in both physical and virtual forms.

NOTE 3  In the context of Open-edi, a “recorded information item” is modelled and registered as\an Open-ed
(PeS), Information Bundle (IB) or Semantic Component (SC).

[ISO/IEC 15944-2:2006 (3.1)]

3.2
dgent
Rerson acting for another Person in a clearly specified capacity in the €ontext of a business transad

NOTE Excluded here are agents as "automatons" (or robots, bobots, efc.). In ISO/IEC 14662:2009, "autom
bcognized and provided for but as part of the Functional Service View(FSV) where they are defined as an "In
Hrocessing Domain (IPD)".

-

[ISO/IEC 15944-1:2011 (3.1)]

33

anonymization

fArocess whereby the association between\a set of recorded information (SRI) and an id
individual is removed where such an association may have existed

NOTE Adapted from ISO 25237.

34
tribute
haracteristic of an object or'entity

[ISO/IEC 11179-3:2003(3.1.3)]
.5
uthentication

rovision of\assurance of the claimed identity of an entity

[ISOUEE10181-2:1996 (3.3)]

e whether

i scenario

tion

htons" are
formation

entifiable

e

V.

authenticity

property that ensures that the identity of a subject or resource is the one claimed. Authenticity applies to

entities such as users, processes, systems and information
NOTE Authenticity applies to entities such as users, processes, systems and information.

[ISO/IEC TR 13335-1:1996 (3.3)

© I1SO 2012 — All rights reserved
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3.7

business

series of processes, each having a clearly understood purpose, involving more than one Person, realised
through the exchange of recorded information and directed towards some mutually agreed upon goal,
extending over a period of time

[ISO/IEC 14662:2010 (3.1.2)]
3.8

business event
occurrence in time that partners to a business transaction wish to monitor or control

NOTE 1 Business events are the workflow tasks that business partners need to accomplish to complete arbusineg
transaction among themselves. As business events occur, they cause a business transaction to move through.its”variod
phases ofl planning, identification, negotiation, actualization, and post-actualization.

" n

NOTE 2 | Occurrences in time can either be:

(1) internal as mutually agreed to among the parties to a business transaction; and/or,
(2) referepce some common publicly available and recognized date/time referencing schema,<(e.g., one based on using
the ISO 8p01 and/or ISO 19135 standards).
[ISO/IE( 15944-4:2007 (3.5)]

3.9
business object

unambijuously identified, specified, referenceable, registered\;:and re-useable Open-edi scenario ¢
scenarig component of a business transaction

-

NOTE As an “object”, a “business object” exists only in the coniext of a business transaction.
[ISO/IE} 15944-2:2006 (3.6)]

3.10
Busine:r Operational View (BOV)

perspective of business transactions limited to those aspects regarding the making of business decisions
and conjmitments among Persons, which are needed for the description of a business transaction
[ISO/IE( 14662:2010 (3.1.3)]

3.1
business transaction

predefingd set of activities-and/or processes of Persons which is initiated by a Person to accomplish &
explicitly|shared busihess goal and terminated upon recognition of one of the agreed conclusions by all th
involved |Persons although some of the recognition may be implicit

(O]

[ISO/IE( 14662:2010 (3.1.4)]

3.12
business transaction identifier (BTI)

identifier assigned by a seller or a regulator to an instantiated business transaction among the Persons
involved

NOTE 1  The identifier assigned by the seller or regulator shall have the properties and behaviours of an “identifier (in a
business transaction)”.

NOTE 2 As an identifier (in a business transaction), a BTI serves as the unique common identifier for all Persons
involved for the identification, referencing, retrieval of recorded information, etc., pertaining to the commitments made and
the resulting actualization (and post-actualization) of the business transaction agreed to.

12 © ISO 2012 — Al rights reserved


https://standardsiso.com/api/?name=f4f8f9d12ff9b5cb58b4fd3ec42b1ab7

ISO/IEC 15944-8:2012(E)

NOTE 3 A business transaction identifier can be assigned at any time during the planning, identification or negotiation
phases but shall be assigned at least prior to the start or during the actualization phase.

NOTE 4  As and where required by the applicable jurisdictional domain(s), the recorded information associated with the
business transaction identifier (BTI) may well require the seller to include other identifiers, (e.g., from a value-added good
or service tax, etc., perspective) as assigned by the applicable jurisdictional domain(s).

[ISO/IEC 15944-5: 2008 (3.12)]

3.13

erson who aims to get possession of a good, service and/or right through providing am'agceptable
quivalent value, usually in money, to the Person providing such a good, service and/or right

[ISO/IEC 15944-1:2011 (3.8)]

[[SO 1087-1:2000 (3.2.4)]

.15
haracter set
ite set of different characters that is complete for a given\purpose

XAMPLE The international reference version of the.ghatacter set of ISO 646-1.
[ISO/IEC 2382-4:1999 (04.01.02)]

.16

lassification system
stematic identification and arrangement of business activities and/or scenario componegnts into
tegories according to logically structured conventions, methods and procedural rules as specified in a
assification schema

OTE1  The classification~cede or number often serves as a semantic identifier (Sl) for which one or more human
interface equivalents (HIEs). exist.

OTE 2 The rules-of @ classification schema governing the operation of a classification system at times lead fo the use

ID codes which~have an intelligence built into them, (e.g., in the structure of the ID, the manner in which|it can be
rsed, etc.). Hefe the use of block-numeric numbering schemas is an often used convention.

[ISO/IEC 15944-5:2008 (3.17)]

data representation in different forms according to a pre-established set of rules

NOTE In this part of ISO/IEC 5944 the "pre-established set of rules" are determined and enacted by a Source
Authority and must be explicitly stated.

[ISO 639-2:1998 (3.1)]

3.18

code (in coded domain)

identifier, i.e.,, an ID code, assigned to an entity as member of a coded domain according to the pre-
established set of rules governing that coded domain

© 1SO 2012 — Al rights reserved 13
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[ISO/IEC 15944-5:2008 (3.19)]

3.19

coded domain

domain for which (1) the boundaries are defined and explicitly stated as a rulebase of a coded domain
Source Authority; and (2) each entity which qualifies as a member of that domain is identified through the
assignment of a unique ID code in accordance with the applicable Registration Schema of that Source
Authority

NOTE 1 The rules governing the assignment of an ID code to members of a coded domain reside with its Source
Authority fnd form part of the Coded Domain Registration Schema of the Source Authority.

NOTE 2 | Source Authorities which are jurisdictional domains are the primary source of coded domains.

NOTE 3 | A coded domain is a data set for which the contents of the data element values are predetermined and
defined agcording to the rulebase of its Source Authority and as such have predefined semantics.
NOTE 4 | Associated with a code in a coded domain can be:

- one arjd/or more equivalent codes;

- one arjd/or more equivalent representations especially those in the form of Human Interface Equivalent (HIE) (linguist
expressions.

)

NOTE 5 | In a coded domain the rules for assignment and structuring of the ID codes must be specified.

NOTE 6 Where an entity as member of a coded domain is allowed to have; ‘i.e., assigned, more than one ID code, i.g.,
as equivalent ID codes (possibly including names), one of these must be specified as the pivot ID code.

NOTE 7 | A coded domain in turn can consist of two or more coded domains, i.e., through the application of the
inheritange principle of object classes.

=

NOTE 8 | A coded domain may contain ID code which -pértains to predefined conditions other than qualification
membership of entities in the coded domain. Further, the rules governing a coded domain may or may not provide for us¢
extensionp.

=

[

EXAMPLE Common examples include: (1) the-use of ID Code "0" (or "00", etc.) for “Others, (2) the use of ID Cod
"9" (or "99", etc.) for “Not Applicable”; (3) the use_of “8” (or “98”) for “Not Known”; and/or, if required, (4) the pre-reservatig
of a serie$ of ID codes for use of “user extensions”.

>

NOTE 9 | In object methodology, entities'which are members of a coded domain are referred to as instances of a class,
EXAMPLIE In UML modelling-notation, an ID code is viewed as an instance of an object class.

[ISO/IE( 15944-2:2006 (3,43)]

3.20

coded Dlomain_Registration Schema (cdRS)
formal definition of both (1) the data fields contained in the identification and specification of an entitF

forming part ‘'ef the members a coded domain including the allowable contents of those fields; and, (2) th
rules for{the’assignment of identifiers

[ISO/IEC 15944-5:2008 (3.21)]

3.21

coded domain Source Authority (cdSA)

Person, usually an organization, as a Source Authority which sets the rules governing a coded domain

NOTE 1 Source Authority is a role of a Person and for widely used coded domains the coded domain Source Authority
is often a jurisdictional domain.
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NOTE 2  Specific sectors, (e.g., banking, transport, geomatics, agriculture, etc.), may have particular coded domain

Source Authority (ies) whose coded domains are used in many other sectors.

NOTE 3 A coded domain Source Authority usually also functions as a Registration Authority but can use an agent, i.e.,

another Person, to execute the registration function on its behalf.

[ISO/IEC 15944-2:2006 (3.14)]

3.22
collaboration space
qu 1 (

bl

OTE In collaboration space, an individual partner's view of economic phenomena is de-emphasized.
bmmon use business and accounting terms like purchase, sale, cash receipt, cash disbursement‘raw mate
ihished goods is not allowed because they view resource flows from a participant’s perspective.

=)

—

SO/IEC 15944-4:2007 (3.12)]

3.23

gommitment

making or accepting of a right, obligation, liability or responsibility by a, Person that is capable of enf
im the jurisdictional domain in which the commitment is made

—

SO/IEC 14662:2010 (3.5)]

3.24

gomposite identifier

identifier (in a business transaction) functioning.asca single unique identifier consisting of one
gther identifiers, and/or one or more other data elements, whose interworkings are rule-based

NOTE 1 Identifiers (in business transactions) are for the most part composite identifiers.
NOTE 2  The rules governing the structure and working of a composite identifier should be specified.

NOTE 3  Most widely used composité identifiers consist of the combinations of:

the ID of the overall identification/numbering schema, (e.g., ISO/IEC 6532, ISO/IEC 7812, ISO/IEC 7506, |
ITU-T E.164, etc.), which is ofteniassumed;

the ID of the issuing organization (often based on a block numeric numbering schema); and,

the ID of the entities forming part of members of the coded domain of each issuing organization.
[ISO/IEC 15944+2:2006 (3.16)]

3.25

gomputational integrity
gxpression of a standard in a form that ensures precise description of behaviour and semantics in §
that allows for automated processing to occur, and the managed evolution of such standards in a

and not

IThus, the
rials, and

brcement

or more

UPC/EAN,

manner
way that

nables dynamir‘ introduction h‘,’ the next gnnnrnfinn of information eyei‘nme

NOTE Open-edi standards have been designed to be able to support computational integrity requirements
from a registration and re-use of business objects perspectives.

[ISO/IEC 15944-2:2006 (3.17)]

3.26
constraint

especially

rule, explicitly stated, that prescribes, limits, governs or specifies any aspect of a business transaction

© I1SO 2012 — All rights reserved
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NOTE 1 Constraints are specified as rules forming part of components of Open-edi scenarios, i.e., as scenario
attributes, roles, and/or information bundles.

NOTE 2  For constraints to be registered for implementation in Open-edi, they must have unique and unambiguous
identifiers.

NOTE 3 A constraint may be agreed to among parties, (condition of contract) and is therefore considered an "internal

constraint". Or a constraint may be imposed on parties, (e.g., laws, regulations, etc.), and is therefore considered an
"external constraint”.

[ISO/IEG+5944—+:26443-44)

3.27
consumepr
buyer wEo is an individual to whom consumer protection requirements are applied as a set oPexternal
constraints on a business transaction

NOTE 1 Consumer protection is a set of explicitly defined rights and obligations applicable as external constraints on ja
business fransaction.

NOTE 2 | The assumption is that a consumer protection applies only where a buyer in~a ‘business transaction is a
individual] If this is not the case in a particular jurisdiction, such external constraints should.be specified as part of scenario
components as applicable.

=]

)

NOTE 3 | Itis recognized that external constraints on a buyer of the nature of éensumer protection may be peculiar to
specified [urisdiction.

[ISO/IEC] 15944-1:2011 (3.12)]

3.28
consumer protection
set of external constraints of a jurisdictional domaincas rights of a consumer and thus as obligations (and
possible|liabilities) of a vendor in a business transaction which apply to the good, service and/or right
forming |the object of the business transaction (including associated information management and
interchange requirements including applicable (sets of) recorded information

NOTE 1 Jurisdictional domains may restrict\the application of their consumer protection requirements as applicab
only to individuals engaged in a business transaction of a commercial activity undertaken for personal, family or househo
purposes]i.e., they do not apply to naturakpersons in their role as "organization" or "organization Person".

[N}

NOTE 2 | Jurisdictional domains~may have particular consumer protection requirements which apply specifically
individuals who are considered to.be a "child" or a “minor”, (e.g., those individuals who have not reached their thirteent
(13) birthqay).

> O

=

NOTE 3 | Some jurisdictional domains may have consumer protection requirements which are particular to the nature
the good,[service and/orright being part of the goal of a business transaction.

[ISO/IEQ 15944-5:2008 (3.33)]

3.29
controlled vocabulary (CV)

vocabulary for which the entries, i.e., definition/term pairs, are controlled by a Source Authority based on a
rulebase and process for addition/deletion of entries

NOTE 1 In a controlled vocabulary, there is a one-to-one relationship of definition and term.

EXAMPLE The contents "Clause 3 Definitions" in ISO/IEC standards are examples of controlled vocabularies with
the entities being identified and referenced through their ID codes, i.e., via their clause numbers.

NOTE 2 In a multilingual controlled vocabulary, the definition/term pairs in the languages used are deemed to be
equivalent, i.e., with respect to their semantics.
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NOTE 3  The rule-base governing a controlled vocabulary may include a predefined concept system.
[ISO/IEC 15944-5:2008 (3.34)]

3.30

data (in a business transaction)

representations of recorded information that are being prepared or have been prepared in a form suitable for
use in a computer system

[ISO/IEC 15944-1:2011 (3.14)]

.31

ata element
nit of data for which the definition, identification, representation and permissible values,are spgcified by
eans of a set of attributes

[ISO/IEC 11179-1:2004 (3.3.8)]

.32
ata element (in organization of data)
nit of data that is considered in context to be indivisible

XAMPLE The data element "age of a person" with values consisting pf,all combinations of 3 decimal digits.
OTE Differs from the entry 17.06.02 in ISO/IEC 2382-17.

[ISO/IEC 2382-04:1998 (04.07.01)]

identifiable collection of data

OTE A dataset may be a smaller grouping/of data which, though limited by some constraint such as spatial extent
feature type, is located physically within a\larger dataset. Theoretically, a dataset may be as small as a single [feature or
feature attribute contained within a largerdataset. A hardcopy map or chart may be considered a dataset.

[1SO 19115:2003 (4.2)]

.34
ataset series
llection of datasets_sharing the same product specification

[ISO 19115:2008 (4.3)]

.35

ata synchronization (in business transaction)
rocess” of continuous harmonization of a set(s) of recorded information among all the parfies to a
usiness transaction to ensure that the current state of such a set(s) of recorded information is 1he same

£ ol £l whial ' ki
vldainrurcpartaoipaintyppartcs

i
NOTE Adapted from GS1 Global Traceability Standard (GDSN) Glossary.

3.36

Decision Making Application (DMA)

model of that part of an Open-edi system that makes decisions corresponding to the role(s) that the Open-
edi Party plays as well as the originating, receiving and managing data values contained in the instantiated
Information Bundles which is not required to be visible to the other Open-edi Parties

[ISO/IEC 14662:2010 (3.7)]
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3.37

de facto language

natural language used in a jurisdictional domain which has the properties and behaviours of an official
language in that jurisdictional domain without having formally been declared as such by that jurisdictional
domain

NOTE 1 A de facto language of a jurisdictional domain is often established through long term use and custom.

NOTE 2 Unless explicitly stated otherwise and for the purposes of modelling a business transaction through
scenario(s), scenario attributes and/or scenario components, a de facto language of a jurisdictional domain is assumed to
have the §ame properties and benaviours of an official language.

[ISO/IE( 15944-5:2008 (3.42)]
3.38
definition
representation of a concept by a descriptive statement which serves to differentiate it from related concepts
[ISO/IE( 1087-1:2000 (3.3.1)]

3.39
designation

representation of a concept by a sign which denotes it

NOTE In terminology work three types of designations are distinguished: symbols, appellations and terms.
[ISO 1087-1:2000 (3.4.1 adapted)]

3.40
distingufshing identifier

data thai unambiguously distinguishes an entity in the-authentication process

[ISO/IE(G 10181-2:1996]

3.41

eBusiness
busine;} transaction, involving the making of commitments, in a defined collaboration space, among
Personsg using their IT systems, according to Open-edi standards

NOTE 1 eBusiness can be conducted on both a for-profit and not-for-profit basis.

NOTE 2 | A key distinguishihg~aspect of eBusiness is that it involves the making of commitment(s) of any kind amon|
the Persons in support of @ mttually agreed upon goal, involving their IT systems, and doing so through the use of EL
(using a viariety of communication networks including the Internet).

=Q

NOTE 3 | eBusiness’ includes various application areas such as e-commerce, e-administration, e-logistics, ¢
governmgnt, e-medicine, e-learning, etc.

NOTE 4 | “The equivalent French language term for “eBusiness” is always presented in its plural form.

[ISO/IEC 15944-7:2009 (3.06)]

3.42

electronic address

address used in a recognized electronic addressing scheme, (e.g., telephone, telex, IP, etc.), to which
recorded information item(s) and/or business object(s) can be sent to or received from a Contact

[ISO/IEC 15944-2:2006 (3.32)]
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3.43

Electronic Data Interchange (EDI)

automated exchange of any predefined and structured data for business purposes among information
systems of two or more Persons

NOTE This definition includes all categories of electronic business transactions.
[ISO/IEC 14662:2010 (3.8)]
3.44

ntity
gny concrete or abstract thing that exists, did exist, or might exist, including associations among thesg things

HXAMPLE A person, object, event, idea, process, etc.
NOTE An entity exists whether data about it are available or not.

[ISO/IEC 2382-17:1999 (17.02.05)]

3.45
ntity authentication
rroboration that the entity is the one claimed

[ISO/IEC 9798-1:1997 (3.3.11)
.46

xchange code set

t of ID codes identified in a coded domain as being suitable for information exchange as shareabl¢ data

XAMPLE The 3-numeric, 2-alpha and 3-alpha code Sets in ISO 3166-1.

[ISO/IEC 15944-5:2008 (3.49)]

onstraint which takes precedence-over internal constraints in a business transaction, i.e., is external to
ose agreed upon by the parties.to a business transaction

OTE 1 Normally external yConstraints are created by law, regulation, orders, treaties, conventions pr similar

OTE 2  Other sources of external constraints are those of a sectoral nature, those which pertain to a|particular
risdiction or a mdtually agreed to common business conventions, (e.g., INCOTERMS, exchanges, etc.).

OTE 3 External constraints can apply to the nature of the good, service and/or right provided in a|business
tlansaction.

OTE4' External constraints can demand that a party to a business transaction meet specific requirements of a
rticular role.

EXAMPLE 1 Only a qualified medical doctor may issue a prescription for a controlled drug.

EXAMPLE 2 Only an accredited share dealer may place transactions on the New York Stock Exchange.

EXAMPLE 3 Hazardous wastes may only be conveyed by a licensed enterprise.

NOTES5  Where the information bundles (IBs), including their Semantic Components (SCs) of a business transaction
are also to form the whole of a business transaction, (e.g., for legal or audit purposes), all constraints must be recorded.

EXAMPLE There may be a legal or audit requirement to maintain the complete set of recorded information
pertaining to a business transaction, i.e., as the information bundles exchanged, as a "record".
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NOTE 6 A minimum external constraint applicable to a business transaction often requires one to differentiate whether
the Person, i.e., that is a party to a business transaction, is an "individual", "organization", or "public administration". For
example, privacy rights apply only to a Person as an "individual".

[ISO/IEC 15944-1:2011 (3.23)]

3.48

Formal Description Technique (FDT)
specification method based on a description language using rigorous and unambiguous rules both with
respect to developing expressions in the language (formal syntax) and interpreting the meaning of these
expressipns (formal semantics)

[ISO/IEC 14662:2010 (3.9)]

3.49
Functional Service View (FSV)
perspective of business transactions limited to those information technology interoperability aspects of Il
Systemg needed to support the execution of Open-edi transactions

[ISO/IEQ 14662:2010 (3.10)]

3.50
Human Interface Equivalent (HIE)

represeri!ation of the unambiguous and IT-enabled semantics of an ITdnterface equivalent (in a busines
transacfjon), often the ID code of a coded domain (or a composite) identifier), in a formalized manng
suitable for communication to and understanding by humans

>

NOTE 1 Human interface equivalents can be linguistic or non-linguistic in nature but their semantics remain the same
although their representations may vary.

—

NOTE 2 In most cases there will be multiple Human |sterface Equivalent representations as required to me¢
localizatign requirements, i.e., those of a linguistic nature, jurisdictional nature, and/or sectoral nature.

NOTE 3 | Human Interface Equivalents include representations in various forms or formats, (e.g., in addition to written
text those| of an audio, symbol (and icon) nature, glyphs, image, etc.).

[ISO/IEQ 15944-2:2006 (3.35)]

3.51
IB Identifier
unique, l[nguistically neutral, unambiguous referenceable identifier for an Information Bundle

[ISO/IEQ 15944-2:2006 (3,36)]
3.52

ID Code
identifier assigned by the coded domain Source Authority (cdSA) to a member of a coded domain ID

NOTE 1 ID codes must be unique within the Registration Schema of that coded domain

NOTE 2 Associated with an ID code in a coded domain can be: - one or more equivalent codes; - one or more
equivalent representations, especially those in the form of human equivalent (linguistic) expressions.

NOTE 3 Where an entity as a member of a coded domain is allowed to have more than one ID code, i.e., as equivalent
codes (possibly including names), one of these must be specified as the pivot ID code.

NOTE 4 A coded domain may contain ID codes pertaining to entities which are not members as peer entities, i.e., have
the same properties and behaviours, such as ID codes which pertain to predefined conditions other than member entities.
If this is the case, the rules governing such exceptions must be predefined and explicitly stated.
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EXAMPLE Common examples include: (1) the use of an ID code "0" (or "00", etc.), for “Other”; (2) the use of an ID
code "9" (or "99") for “Not Applicable”; (3) the use of “8” (or “98”) for “Not Known”; if required, (4) the pre-reservation of a
series or set of ID codes for use for "user extensions".

NOTE 5 In UML modeling notation, an ID codes is viewed as an instance of an object class.

[ISO/IEC 15944-2:2006 (3.37)]

3.53
|dent|f|cat|on

.54

identifier (in business transaction)
nambiguous, unique and a linguistically neutral value, resulting from the_application of a rule-based
identification process

OTE 1 Identifiers must be unique within the identification scheme of the issuing authority.

OTE 2 An identifier is a linguistically independent sequence of characters capable of uniquely and pefmanently
identifying that with which it is associated. (See ISO 19135:2005 (4.1.5).

[ISO/IEC 15944-1:2011 (3.27)]

J.55

individual
erson who is a human being, i.e., a natural personywho acts as a distinct indivisible entity or is cgnsidered

ds such

[[SO/IEC 15944-1:2011 (3.28)]

J.56

individual accessibility

set of external constraints of a jurisdictional domain as rights of an individual with disabilities to e able to
se IT systems at the humaniie., user, interface and the concomitant obligation of a seller to proyide such

gdaptive technologies

OTE  Although “accessibility” typically addresses users who have a disability, the concept is not limited tq disability
igsues.

HXAMPLE Examples of disabilities in the form of functional and cognitive limitations include:

-|people who are blind;

- |people with low vision;

- lpeople/with colour blindness;

-|people who are hard of hearing or deaf, i.e., are hearing impaired;

nnnnla \nnfh nhuenr\al Alechllnhne
i

- people with Ianguage or cognltlve disabilities.

[ISO/IEC 15944-5:2008 (3.60)]

3.57

individual anonymity

state of not knowing the identity or no having any recording of personal information on or about an
individual as a buyer by the seller or regulator, (or any other party) to a business transaction
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3.58

individual authentication

provision of the assurance of a recognized individual identity (rii) sufficient for the purpose of the business
transaction

3.59

individual identity (ii)

Person identity of an individual, i.e., an individual identity, consisting of the combination of the persona
information and identifier used by an individual in a business transaction, i.e., the making of any kind of
commitment

3.60
individupl persona Registration Schema (ipRS)
personal Registration Schema (pRS) where the persona is, or includes, that of an individual being
registered

NOTE 1 Where an persona Registration Schema includes persona of sub-types of Personsy~i.e., individual$,
organizations, and/or, public administrations, those which pertain to individuals shall be identified.as such because publ
policy as gxternal constraints apply including those of a privacy protection requirements nature.

(3]

[oN

NOTE 2 | In an individual persona Registration Schema, one shall state whether or not g truncated name, i.e. registere
persona, of the individual, is allowed or mandatory, and if so the ipRS shall explicitly) state the rules governing th
formation [of the same.

[

3.61
Information Bundile (IB)
formal description of the semantics of the recorded information.to be exchanged by Open-edi Parties
playing rples in an Open-edi scenario

[ISO/IEQ 14662:2010 (3.11)]

3.62
information law
any law| regulation, policy, or code (or any.part thereof) that requires the creation, receipt, collection,
descriptipn or listing, production, retrieval,..submission, retention, storage, preservation or destruction ¢f
recordedl information, and/or that places conditions on the access and use, confidentiality, privacy, integrity,
accountdbilities, continuity and availahility of the processing, reproduction, distribution, transmission, sale,
sharing gr other handling of recorded information

3.63
Information Processing Domain (IPD)

Information Technology System which includes at least either a Decision Making Application and/or on
of the components of anyOpen-edi Support Infrastructure, and acts/executes on behalf of an Open-ed
Party (either directly or‘under a delegated authority)

- (D

processes, information transfer means, that form an autonomous whole, capable of performing information
processing and/or information transfer

[ISO/IEC 14662:2010 (3.12)]

3.65

internal constraint

constraint which forms part of the commitment(s) mutually agreed to among the parties to a business
transaction
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NOTE Internal constraints are self-imposed. They provide a simplified view for modelling and re-use of scenario
components of a business transaction for which there are no external constraints or restrictions to the nature of the
conduct of a business transaction other than those mutually agreed to by the buyer and seller.

[ISO/IEC 15944-1:2011 (3.33)]

3.66

IT-enablement
transformation of a current standard used in business transactions, (e.g., coded domains), from a manual
to computational perspective so as to be able to support commitment exchange and computational
integrity

[ISO/IEC 15944-5:2008 (3.48)]

3.67

IT-interface equivalent

gomputer processable identification of the unambiguous semantics of a scenafio, scenario pttribute
gnd/or scenario component(s) pertaining to a commitment exchange in a business transaction which
supports computational integrity

bl

OTE 1 IT interface equivalents have the properties of identifiers (in business transaction) and are used {o support
semantic interoperability in commitment exchange.

NOTE 2  The value of an IT interface equivalent at times is a composite, identifier.

bl

OTE 3 An IT interface equivalent as a composite identifier cantconsist of the identifier of a coded domain plus an ID
bde of that coded domain.

Q

NOTE 4  AnIT interface equivalent is at times used as a sémantic identifier.
NOTE 5  AnIT interface equivalent may have associated with it one or more Human Interface Equivalents (HIEs).
NOTE 6  The value of an IT Interface is independent of its encoding in programming languages or APlIs.
[ISO/IEC 15944-2:2006 (3.45)]

3.68

jurisdictional domain
jurrisdiction, recognized in JawJas a distinct legal and/or regulatory framework, which is a source of [external
onstraints on Persons,\their behaviour and the making of commitments among Persons including any
spect of a business transaction

OTE1 The pivotal jurisdictional domain is a United Nations (UN) recognized member state. From a |egal and
spvereignty perspéeetive they are considered "peer" entities. Each UN member state, (a.k.a. country) may have sub-
ministrativetdivisions as recognized jurisdictional domains, (e.g., provinces, territories, cantons, lander, etc.), gs decided
that UN tnember state.

OTE 2( ~ Jurisdictional domains can combine to form new jurisdictional domains, (e.g., through bilateral, multilateral
d/er international treaties).

EXAMPLE Included here, for example, are the European Union (EU), NAFTA, WTO, WCO, ICAO, WHO, Red Cross,
the ISO, the IEC, the ITU, etc.

NOTE 3  Several levels and categories of jurisdictional domains may exist within a jurisdictional domain.

NOTE 4 A jurisdictional domain may impact aspects of the commitment(s) made as part of a business transaction
including those pertaining to the making, selling, transfer of goods, services and/or rights (and resulting liabilities) and
associated information. This is independent of whether such interchange of commitments is conducted on a for-profit or
not-for-profit basis and/or includes monetary values.
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NOTE 5 Laws, regulations, directives, etc., issued by a jurisdictional domain are considered as parts of that
jurisdictional domain and are the primary sources of external constraints on business transactions.

[ISO/IEC 15944-5:2008: (3.67)]

3.69

jurisdictional domain identifier

ID code of a jurisdictional domain as recognized for use by peer jurisdictional domains within a system of
mutual recognition

[1SO/IEC]T5944-2:2006 (3.47)]

3.70
languagp
system df signs for communication, usually consisting of a vocabulary and rules

NOTE In this part of ISO/IEC 156944, language refers to natural languages or special {anguages, but not
"programining languages" or "artificial languages".

[1SO 5127-1:2001 (1.1.2.01)]

3.7
languagpe code
combination of characters used to represent a language or languages

NOTE In this multipart ISO/IEC 15944 standard, the ISO 639-2/T (terminology) three alpha-code, shall be used.
[ISO 639-2:1998 (3.2. adapted)]

3.72
legally recognized language (LRL)
natural |[language which has status (other than-an official language or de facto language) in @
jurisdictional domain as stated in an act, regulation, or other legal instrument, which grants a community ¢f
people (pr its individuals) the right to use that natural language in the context stipulated by the legal
instrumept(s)

NOTE The LRL can be specified through either:

- the iderttification of a language by the hame used; or,
- the iderftification of a people and thus their language(s).

EXAMPLIE In addition to.acts and regulations, legal instruments include self-government agreements, land claim
settlemenfs, court decisions, jurisprudence, etc.

[ISO/IEC 15944-5:2008 (3.71)]

3.73
legally recognized name (LRN)

personal associated with a role of a Person recognized as having legal status and so recognized in g
jurisdiczmmmmmmmm i i i i ' jurisdictional

domain, i.e. as governing the coded domain of which the LRN is a member

NOTE 1 A LRN may be of a general nature and thus be available for general use in commitment exchange or may
arise from the application of a particular law, regulation, program or service of a jurisdictional domain and thus will have a
specified use in commitment exchange.

NOTE 2  The process of the establishment of a LRN is usually accompanied by the assignment of a unique identifier.
NOTE 3 A LRN is usually a registry entry in a register established by the jurisdictional domain (usually by a specified

public administration within that jurisdictional domain) for the purpose of applying the applicable rules and registering and
recording LRNs (and possible accompanying unique identifiers accordingly).
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NOTE 4 A Person may have more than one LRN (and associated LRN identifier).
[ISO/IEC 15944-5:2008 (3.72)]

3.74

list

ordered set of data elements

[ISO/IEC 2382-4:1999 (04.08.01)]

2012(E)

.75
bcalization

O T =

f:

(a) a linguistic nature including natural and special languages and associated mu
requirements;

(b) jurisdictional nature, i.e., legal, regulatory, geopolitical, etc.;

(c) a sectoral nature, i.e., industry sector, scientific, professional, etg:;

(d) a human rights nature, i.e., privacy, disabled/handicapped persons, etc.;

(e) consumer behaviour requirements; and/or,

(f) safety or health requirements.

Within and among "locales", interoperability and harmonization objectives also apply
[ISO/IEC 15944-5:2008 (3.75)]

3.76

pcation
place, either physical or electronic, that'can be defined as an address

[ISO/IEC 15944-2:2006 (3.50)]

3.77

medium

pghysical material which/serves as a functional unit, in or on which information or data is normally rec
which information~or’ data can be retained and carried, from which information or data can be retrie
which is non-volatile in nature

OTE 1 This definition is independent of the material nature on which the information is recorded and/or t
sed to.record the information, (e.g., paper, photographic, (chemical), magnetic, optical, ICs (integrated circuit
5 other( categories no longer in common use such as vellum, parchment (and other animal skins), plastics, (e.g
I uinyl), textiles, (e.g., linen, canvas), metals, etc.).

O N c =z

ertaining to or concerned with anything that is not global and is bound through specified sets)of constraints

tilingual

orded, in
ved, and

echnology
5), as well
., bakelite

NOTE 2  The inclusion of the "non-volatile in nature" attribute is to cover latency and records retention requirements.

NOTE 3  This definition of "medium" is independent of:
i) the form or format of recorded information;

ii) the physical dimension and/or size; and,

iii) any container or housing that is physically separate from material being housed and without which the medium can

remain a functional unit.
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NOTE 4

This definition of "medium" also captures and integrates the following key properties:

i) the property of medium as a material in or on which information or data can be recorded and retrieved;

ii) the property of storage;

i) the property of physical carrier;

iv) the property of physical manifestation, i.e., material;

v) the property of a functional unit; and,

vi) the property of (some degree of) stability of the material in or on which the information or data is recorded.

[ISO/IEG
3.78
model
abstracti

[1SO 191

3.79

15944-1:2011 (3.34)]

bn of some aspect of reality

15:2003 (4.9)]

ability to
associat
sectoral

muItiIin1uaIism

[ISO/IEC

3.80
mutually
recogniz

the indiviidual, as buyer, in a business transaction

support not only character sets specific to a (natural) language {or family of languages) and
d rules but also localization requirements, i.e., use of a langudge" from jurisdictional domain,
and/or consumer marketplace perspectives

15944-5:2008 (3.82)]

defined - recognized individual identity (md-rii)
ed individual identity (rii) which is mutually defined and agreed to for use between the seller and

NOTE 1 The establishment of a mutually agreed to andyrecognized individual between a seller and individual, as buyey,
does not ¢xtinguish the applicable privacy protection.rights of that individual.

NOTE 2 | A mutually defined recognized individual identity (md-rii) shall be established between the seller and the
individual|no later than the end of the negotiation phase.

NOTE 3 | Use of a mutually defined_recognized individual identity (md-rii) may not be permitted where external
constraints apply.

3.81

name

designation of an indiyvidual concept by a linguistic expression

NOTE Adapted.from ISO 1087-1:2000.

[1SO 521)7:2000 (1.1.2.02)]

3.82

natural language

language which is or was in active use in a community of people, and the rules of which are mainly deduced
from the usage

[ISO 5217:2000 (1.1.2.02)]

3.83

object

anything perceivable or conceivable.
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NOTE Objects may be material (e.g. engine, a sheet of paper, a diamond), or immaterial (e.g. conversion ratio, a project
play) or imagined, (e.g., a unicorn).

[ISO 1087-1:2000 (3.1.1)]

3.84

object class

set of ideas, abstractions, or things in the real world that can be identified with explicit boundaries and
meaning and whose properties and behaviour follow the same rules

[[SOEC T1179-1:2004 (3.3.22)]

.85
fficial language
ternal constraint in the form of a natural language specified by a jurisdictional domainfor officipl use by
Rersons forming part of and/or subject to that jurisdictional domain for use in communication(s) either:

(I) within that jurisdictional domain; and/or,

—

P) among such Persons, where such communications are recorded information involving commitment(s)

bl

OTE 1 Unless official language requirements state otherwise, Persons are.free to choose their mutually gcceptable
atural language and/or special language for communications as well as exchange of commitments.

]

NOTE 2 A jurisdictional domain decides whether or not it has an official language. If not, it will have g de facto
language.

NOTE 3  An official language(s) can be mandated for formal:communications as well as provision of gpods and
ervices to Persons subject to that jurisdictional domain and for use in the legal and other conflict resolution system(s) of
that jurisdictional domain, etc.

(7))

NOTE 4  Where applicable, use of an official language may be required in the exercise of rights and obligations of
individuals in that jurisdictional domain.

NOTE 5 Where an official language of a“jurisdictional domain has a controlled vocabulary of the nature of a
terminology, it may well have the characteristics of a special language. In such cases, the terminology to be usefd must be
specified.

NOTE 6  For an official languagethe writing system(s) to be used shall be specified, where the spoken use of a natural
nguage has more than one writing system.

XAMPLE 1 The spoken‘language of use of an official language may at times have more than one writing system. For
ample, three writing systems exist for the Inuktitut language. Canada uses two of these writing systems, pamely, a
tin-1 based (Roman),the other is syllabic-based. The third is used in Russia and is Cyrillic based.

XAMPLE 2 Another example is that of Norway which has two official writing systems, both Latin-1 based, namely,
okmal (Dano-Ngrwegian) and Nynorsk (New Norwegian).
OTE 7~ A/jurisdictional domain may have more than one official language but these may or may not have eqtal status.

XAMPLE Canada has two official languages, Switzerland has three, while the Union of South Africa hps eleven
icial tanguages.

NOTE 8 The BOV requirement of the use of a specified language will place that requirement on any FSV supporting
service.

EXAMPLE A BOV requirement of Arabic, Chinese, Russian, Japanese, Korean, etc., as an official language requires
the FSV support service to be able to handle the associated character sets.

[ISO/IEC 15944-5:2008 (3.87)]

3.86

Open-edi

electronic data interchange among multiple autonomous Persons to accomplish an explicit shared
business goal according to Open-edi standards
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[ISO/IEC

3.87

14662:2010 (3.14)]

Open-edi Description Technique (OeDT)
specification method such as a Formal Description Technique, another methodology having the
characteristics of a Formal Description Technique, or a combination of such techniques as needed to
formally specify BOV concepts, in a computer processable form

[ISO/IEC

14662:2010 (3.16)]

3.88

Open-eg
process
or transf
authoritie

NOTE
[ISO/IEG

3.89
Open-ec

Person that participates in Open-edi

NOTE
a Person

[ISO/EQG

3.90
Open-eg

specification of a period of time that a set of recorded information must be kept by a Person in order f

meet op
internal

[ISO/IEQ

3.91
Open-ec

information technology system which enables an Open-edi Party to participate in Open-edi transactions

[ISO/EQG

3.92

organiz
unique fi
purpose

i disposition
governing the implementation of formally approved records retention, destruction (or expungemen
er of recorded information under the control of a Person which are documented in (dispositio
s or similar instruments

Adapted from ISO 15489-1.

15944-5:2008: (3.90)]
i Party (OeP)
Often in this ISO/IEC 15944-1 standard referred to generically as “party" or "parties" for any entity modelled 4
bs playing a role in Open-edi scenarios.
14662:2010 (3.17)]
i Record Retention (OeRR)

brational, legal, regulatory, fiscal or otherrequirements as specified in the external constraints (g
constraints) applicable to a Person whe-is a party to a business transaction

15944-5:2008 (3.92)]

i system

14662:2010 (3.22))

tion
amework*of authority within which a person or persons act, or are designated to act, towards som

)

)

[

=

NOTE

I'ne Kinds Of organiZzations covered DY this International Standarad include the Tollowing examples:

EXAMPLE 1 An organization incorporated under law.

EXAMPLE 2 An unincorporated organization or activity providing goods and/or services including:

1) partnerships;

2) social or other non-profit organizations or similar bodies in which ownership or control is vested in a group of
individuals;

3) sole proprietorships;

4) governmental bodies.

28
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EXAMPLE 3 Groupings of the above types of organizations where there is a need to identify these in information
interchange.

[ISO/IEC 6523-1: 1998 (3.1)]

3.93

organization part

any department, service or other entity within an organization, which needs to be identified for information
interchange

—_—

SOIEC 6523-1:1998 (3.2)]

3.94

drganization Person
drganization part which has the properties of a Person and thus is able to make commitments on [behalf of
that organization

NOTE 1 An organization can have one or more organization Persons.

NOTE 2  An organization Person is deemed to represent and act on behalf ofthe organization and to dp so in a
specified capacity.

NOTE 3  An organization Person can be a "natural person" such as an employee or officer of the organization
NOTE 4  An organization Person can be a legal person, i.e., anotherorganization.
[ISO/IEC 15944-1:2011 (3.46)]

3.95
Rerson
entity, i.e., a natural or legal person, recognized by law as having legal rights and duties, able [to make
gommitment(s), assume and fulfil resulting obligation(s), and able of being held accountable for its agtion(s)

NOTE 1 Synonyms for "legal person" includ€ "artificial person”, "body corporate", etc., depending on the tgrminology
used in competent jurisdictions.

NOTE 2  Person is capitalized to indicate that it is being used as formally defined in the standards and to diffgrentiate it
filom its day-to-day use.

NOTE 3 Minimum and _cemmon external constraints applicable to a business transaction often requiIz one to
differentiate among three common subtypes of Person, namely "individual", "organization", and "public administration".

[ISO/IEC 14662:2010 (3.24)]

3.96

Rerson authentication
provision.of the assurance of a recognized Person identity (rPi) (sufficient for the purpose of the Business
transaction) by corroboration

[ISO/IEC 15944-1:2011 (3.48)]

3.97

persona

set of data elements and their values by which a Person wishes to be known and thus identified in a
business transaction

[ISO/IEC 15944-1:2010 (3.51)]
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3.98
persona

Registration Schema (pRS)

formal definition of the data fields contained in the specification of a persona of a Person and the allowable

contents

of those fields, including the rules for the assignment of identifiers. (This may also be referred to as

a persona profile of a Person)

[ISO/IEC 15944-1:2011 (3.52)]

3.99
persona

| information

any infor
on papet

NOTE
address,

[ISO/IEC

3.100

Person identity (Pi)

combina
[ISO/IEG

3.101

Person gsignature

signature, i.e., a name representation, distinguishing mark or usual*mark, which is created by and pertains o
a Person
[ISO/IE( 15944-1:2011 (3.50)]

3.102

personal information filing system

any stru
centraliz

3.103
physica
address
material
(e.g., P.C

[ISO/IEC
3.104

pivot co
set of |

mation on or about an identifiable individual that is recorded in any form, including electronically, g

=

Some examples would be information about a person's religion, age, financial transactions, medical history,
br blood type.

15944-5:2008 (3.103)]

ion of persona information and identifier used by a Person in a business transaction

15944-1:2011 (3.49)]

ctured set of personal information iwhich is accessible according to specific criteria, whethe
bd, decentralized or dispersed on a-functional or geographical basis

-

address

that is used/recognized(by a postal authority and/or courier service to deliver information item(s
pbject(s), or business object(s) to a Contact at either an actual address or a pick-up point addres|
D. Box, rural route, etc))

15944-2:2006,(3'80)]

de set
D codes in a coded domain which is made publicly known and available, the most stablg,

represen

ting the defined semantics. Most often it is the same as the ID code

NOTE 1

The use of the pivot code set as distinguished from the ID code supports the requirement of a Source

Authority to maintain internally and on a confidential basis the ID code of its members.

NOTE 2  Attimes a coded domain has more than one valid code set, (e.g., ISO 639, ISO 3166, etc.).
EXAMPLE In 1ISO 3166-1 the 3-digit numeric code is the pivot. The 2-alpha and 3-alpha code sets can change when
the name of the entity referenced is changed by that entity.

[ISO/IEC

30

15944-5:2008: (3.104)]
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3.105

pivot ID code

most stable ID code assigned to identify a member of a coded domain where more than one ID code may
be assigned and/or associated with a member of that coded domain

EXAMPLE ISO 3166-1:2006 (E/F) "Codes for the representation of names of countries and their subdivisions —
Part 1: Country codes/Codes pour la représentation des noms de pays et de leur subdivisions — Partie 1: Codes pays"
contains three code sets:

- a three digit numeric code;
- a two alpha code
a three alpha code.

-

ere, the three digit numeric code serves as the pivot ID code. It is the most stable, remains the same €ven though the
vo alpha and/or three alpha codes may and do change.

—

—

SO/IEC 15944-5:2008: (3.105)]

106

rinciple
ndamental, primary assumption and quality which constitutes a source of action ‘détermining particular objectives or
sults

= —h == )

OTE 1 A principle is usually enforced by rules that affect its boundaries.

OTE 2 A principle is usually supported through one or more rules.

OTE 3 A principle is usually part of a set of principles which together form a unified whole.
XAMPLE Within a jurisdictional domain, examples of asset of principles include a charter, a constitution, efc.
[ISO/IEC 15944-2:2006 (3.80) ]

107

rivacy collaboration space (PCS)
odelling or inclusion of an Open-edi scenario of a collaboration space involving an individual as the
uyer in a potential or actualized/business transaction where the buyer is an individual and therefore
rivacy protection requirements apply to personal information of that individual provided in that Business
transaction

.108

rivacy protection
t of external constraints of a jurisdictional domain pertaining to recorded information on or gbout an
identifiable individoal, i.e., personal information, with respect to the creation, collection, management,
retention, access\and use and/or distribution of such recorded information about that individual induding its
ccuracy, timeliness, and relevancy

OTE 1 Recorded information collected or created for a specific purpose on an identifiable individual, i.e., th¢ explicitly
shared goal of the business transaction involving an individual, shall not be used for another purpose without the explicit
d.informed consent of the individual to whom the recorded information pertains.

NOTE 2 Privacy requirements include the right of an individual to be able to view the recorded information about
him/her and to request corrections to the same in order to ensure that such recorded information is accurate and up-to-
date, or have it deleted.

NOTE 3  Where jurisdictional domains have legal requirements which override privacy protection requirements these
must be specified, (e.g., national security, investigations by law enforcement agencies, etc.).

[ISO/IEC 15944-5:2008 (3.109)]
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3.109

privacy protection officer (PPO)

organization Person authorized by the organization to act on behalf of that organization and entrusted by
the organization as the officer responsible for the overall governance and implementation of the privacy
protection requirements for information life cycle management not only within that organization but also
with respect to any electronic data interchange of personal information on the individual concerned with
parties to the business transaction, including a regulator where required, as well as any agents, third
parties involved in that business transaction

3.110

process
series off actions or events taking place in a defined manner leading to the accomplishment of an expéecté
result

[oN

[ISO/IE( 15944-1:2011 (3.53)]

3.111
processjng of personal information
any operation or set of operations which is performed upon personal data, whether ornet'by automatic means,
such as| collection, recording, organization, storage, adaptation or alteration, retrieval, consultation, usg,
disclosutle by transmission, dissemination or otherwise making available, alignment or combination, blockingj,
erasure ¢r destruction

3.112
property
peculiarily common to all members of an object class

[ISO/IE( 11179-1:2004(3.3.29)]

3.113
pseudonym
use of a|persona or other identifier by an individual-which is different from that used by the individual with
the intention that it be not linkable to that individual

NOTE Adapted from ISO TS 25237.

3.114
pseudonymization
particulal type of anonymization(that removes the associate with an individual and adds an associate
between|a particular set of characteristics relating to the individual and one more pseudonym

NOTE Adapted from ISO-TR 25237.

3.115
public agministration

entity, i.p., a Person, which is an organization and has the added attribute of being authorized to act o
behalf of|a regulator

)

[ISO/IEC159244-1201T1T(3:54)]

3.116

public policy

category of external constraints of a jurisdictional domain specified in the form of a right of an individual
or a requirement of an organization and/or public administration with respect to an individual pertaining to
any exchange of commitments among the parties concerned involving a good, service and/or right including
information management and interchange requirements

NOTE 1 Public policy requirements may apply to any one, all or combinations of the fundamental activities comprising
a business transaction, i.e., planning, identification, negotiation, actualization and post-actualization. {See further Clause
6.3 "Rules governing the process component" in ISO/IEC 15944-1:2010}.
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NOTE 2 It is up to each jurisdictional domain to determine whether or not the age of an individual qualifies a public
policy requirement, (e.g., those which specifically apply to an individual under the age of thirteen (13) as a "child", those
which require an individual to have attained the age of adulthood, (e.g., 18 years or 21 years of age) of an individual to be
able to make commitments of a certain nature.

NOTE 3  Jurisdictional domains may have consumer protection or privacy requirements which apply specifically to

individuals who are considered to be "children", "minors", etc. (e.g. those who have not reached their 18th or 21st birthday
according to the rules of the applicable jurisdictional domain).

[ISO/IEC 15944-5:2008 (3.113)]

117

ublicly available personal information (PAPI):
ersonal information about an individual that the individual knowingly makes or permits to be made
vailable to the public, or is legally obtained and accessed from: a) government records thab are available to
the public; or, b) information required by law to be made available to the public

XAMPE 1 Examples of personal information which an individual knowingly makes of\permits to be mad¢g available
include public telephone directories, advertisements in newspapers, published materials,, postings of this natyre on the
internet, etc.

XAMPLE 2 Examples of government records that are publicly available~include registers of individuald who are
titled to vote, buy or sell a property, or any other personal information that a jurisdictional domain requires to ke publicly
ailable, etc.

118

recognized individual identity (rii)
identity of an individual, i.e., individual identity, established to the extent necessary for the specifiq purpose
a business transaction

119
recognized individual name (RIN)
ersona of an individual having the properties of a legally recognized name (LRN)

OTE 1 On the whole, a persona presented by an individual should have a basis in law (or recognized jurjsdictional
main) in order to be considered as the basis for a recognized individual name (RIN).

OTE 2  Anindividual may haveimore than one RIN and more than one RIN at the same time.

OTE3 The establishment of a RIN is usually accompanied by the assignment of a unique identifier, ile. by the
risdictional domain (or public-administration) which recognizes the persona as a RIN.

—

SO/IEC 15944-5:2008 (3.114)]

120

cognized\Rerson identity (rPi)
entity of\a’ Person, i.e., Person identity, established to the extent necessary for a specific purgose in a
usiness transaction

O o = W

[ISGAEC45944-1-2044(3-55)]
3121

recorded information
information that is recorded on or in a medium irrespective of form, recording medium or technology used,
and in a manner allowing for storage and retrieval

NOTE 1  This is a generic definition and is independent of any ontology, (e.g., those of "facts" versus "data" versus
"information" versus "intelligence" versus "knowledge", etc.).

NOTE 2  Through the use of the term "information," all attributes of this term are inherited in this definition.
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NOTE 3  This definition covers:
(i) any form of recorded information, means of recording, and any medium on which information can be recorded; and,

(i) all types of recorded information including all data types, instructions or software, databases, etc.
[ISO/IEC 15944-1:2011 (3.56)]
3.122

register
set of files containing identifiers assigned to items with descriptions of the associated items

[1SO 191[35:2005 (4.1.9)]

3.123
registration

rule-basgd process, explicitly stated, involving the use of one or more data elements, whose value (q
combination of values) is used to identify uniquely the results of assigning an OeRI

=

[ISO/IE( 15944-2:2006 (3.94)]

3.124
Registrgtion Authority (RA)
Person |responsible for the maintenance of one or more Registration.Schemas (RS) including the
assignment of a unique identifier for each recognized entity in a Registration Schema (RS)

[ISO/IEQ 15944-1:2011 (3.57)]

3.125
Registrgtion Authority Identifier (RAI)
identifief assigned to a Registration Authority (RA)

[ISO/IE( 11179-1:2004 (3.3.32)]

3.126
Registrgtion Schema (RS)
formal definition of a set of rules governing’the data fields for the description of an entity and the allowable
contents|of those fields, including the rules for the assignment of identifiers

[ISO/IEQ 15944-1:2011 (3.58)]

3.127
Registrgtion Schema (based) —recognized individual identity (RS-rii)

recognized individualjidentity (rii) for use in a business transaction, by the buyer as an individual, whic
is one bpsed on the,use by an individual as a member of a specified Registration Schema (RS) of
particulaf Registration Authority (RA)

[\

3.128

registry
information system on which a register is maintained

[ISO/IEC 19135:2005 (4.1.13)]

3.129

regulator

Person who has authority to prescribe external constraints which serve as principles, policies or rules
governing or prescribing the behaviour of Persons involved in a business transaction as well as the
provisioning of goods, services, and/or rights interchanged

[ISO/IEC 15944-1:2011 (3.59)]
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3.130

regulatory business transaction (RBT)

class of business transactions for which the explicitly shared goal has been established and specified by a
jurisdictional domain, as a Person in the role of a regulator

NOTE 1 A regulatory business transaction (RBT) can itself be modelled as a stand-alone business transaction and
associated scenario(s). For example, the filing of a tax return, the making of a customs declaration, the request for and

issuance of a license, the provision of a specified service of a public administration, a mandatory filing of any kind with a
regulator, etc.

NOTE2—ATegutatory businmess transaction (modettetas a SCenario) Car formT part of another business transagtion.

NOTE 3 A RBT may apply to a seller only, a buyer only or both, as well as any combination of parti€s\to g business
tlansaction.

NOTE4 A RBT may require or prohibit the use of an agent or third party.

OTES5 A regulatory business transaction (RBT) may be specific to the nature of the good, services and/or right
rming part of a business transaction.

=

[ISO/IEC 15944-5:2008 (3.124)]

(]

131
ptention period
ength of time for which data on a data medium is to be preseryed

-

[ISO/IEC 2382-12:1988 (12.04.11)]

specification which models an external intendedtbehaviour (as allowed within a scenario) of an Qpen-edi

statement governing conduct, procedure, conditions and relations.

OTE 1 Rules specify conditions that must be complied with. These may include relations among objects| and their
attributes.

OTE 2 Rules are of a mandatory or conditional nature.

OTE 3 Int©pen-edi, rules formally specify the commitment(s) and role(s) of the parties involved, and the| expected
haviour(s) of the parties involved as seen by other parties involved in (electronic) business transactions. SucH rules are
applied_to;=content of the information flows in the form of precise and computer-processable meaning, i.e. the semantics
of data;\and, -the order and behaviour of the information flows themselves.

y

must be capable of being able to be specified using a using a Formal Description Technique(s) (FDTs).
EXAMPLE A current and widely used FDT is "Unified Modelling Language (UML)".

NOTE 5  Specification of rules in an Open-edi business transaction should be compliant with the requirements of
ISO/IEC 15944-3 "Open-edi Description Techniques (OeDT)".

[ISO/IEC 15944-2:2006 (3.100)]
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3.134
rulebase
pre-established set of rules which interwork and which together form an autonomous whole

NOTE One considers a rulebase to be to rules as database is to data.
[ISO/IEC 15944-2:2006 (3.101)]
3.135

SC identifier
unique, l|nguistically neutral, unambiguous, referenceable identifier of a Semantic Component

[ISO/IEQ] 15944-2:2006 (3.101)]

3.136
scenariqg attribute
formal specification of information, relevant to an Open-edi scenario as a whole, which is‘negither specific t
roles nof to Information Bundles

O

[ISO/IE( 14662:2010 (3.26)]

3.137
scenarig component
one of the three fundamental elements of a scenario, namely role, Information Bundle, and Semantic
Comporjent

[ISO/IEQ 15944-2:2006 (3.103)]

3.138
scenarig content
set of recorded information containing registry entrysidentifiers, labels and their associated definitions
and related recorded information posted (or reposted) in any registry for business objects

[ISO/IE( 15944-2:2006 (3.104)]

3.139
scenariq specification attribute
any attripute of a scenario, role, Information Bundle, and/or Semantic Component

[ISO/IEQ 15944-2 2006 (3.105)]

3.140
seller
Person yvho aims tothand over voluntarily or in response to a demand, a good, service and/or right to anothe
Person and in refurh receives an acceptable equivalent value, usually in money, for the good, service and/q
right proyided

S

[1SO/IEQ] 15944-1:2011 (3.62)]

3.141

Semantic Component (SC)

unit of recorded information unambiguously defined in the context of the business goal of the business
transaction

NOTE A SC may be atomic or composed of other SCs.

[ISO/IEC 14662:2010 (3.27)]
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3.142

semantic identifier (Sl)

IT-interface identifier for a semantic component or other semantic for which (1) the associated context,
applicable rules and/or possible uses as a semantic are predefined and structured and the Source Authority
for the applicable rulebase is identified and (2) for which more than one or more Human Interface
Equivalents(HIEs) exist

NOTE The identifier for a Semantic Component (SC), an Information Bundle (IB) and/or an ID Code for which one or
more Human Interface Equivalents (HIEs) exist are considered to have the properties or behaviours of semantic identifiers.

[[SONMET 15944-5:2008 (3.136)]

143

et of recorded information (SRI)
recorded information of an organization or public administration, which is under the.eontrol of the same

nd which is treated as a unit in its information life cycle

OTE 1 A SRI can be a physical or digital document, a record, a file, etc., that can be read, perceived or heard by a
rson or computer system or similar device.

OTE2 A SRl is a unit of recorded information that is unambiguously defined in‘the context of the businesg goals of
the organization, i.e., a semantic component.

NOTE 3 A SRI can be self-standing (atomic), or a SRI can consist of a bundling of two or more SRIs into another “new”
SRI. Both types can exist simultaneously within the information managenient systems of an organization.

[ISO/IEC 15944-5:2008 (3.137)]

3.144
Source Authority (SA)
Rerson recognized by other Persons as the authdritative source for a set of constraints

NOTE 1 A Person as a Source Authority for internal constraints may be an individual, organization, |or public
administration.

NOTE 2 A Person as Source Authority for external constraints may be an organization or public administration.

m

XAMPLE In the field of air travel and transportation, IATA as a Source Authority, is an "organization," whilg ICAO as
Source Authority, is a "public administration".

Q

NOTE 3 A Person as an.individual shall not be a Source Authority for external constraints.

b

OTE 4  Source Autherities are often the issuing authority for identifiers (or composite identifiers) for use i business
transactions.

OTES5  AfSeurce Authority can undertake the role of Registration Authority or have this role undertaken on|its behalf
anotherPerson.

OTE 6{ © Where the sets of constraints of a Source Authority control a coded domain, the SA have the role df a coded
main Source Authority.

[ISO/IEC 15944-2:2006 (3.108)]

3.145

special language

language for special purposes (LSP), language used in a subject field and characterized by the use of
specific linguistic means of expression

NOTE The specific linguistic means of expression always include subject-specific terminology and phraseology and
also may cover stylistic or syntactic features.

[ISO 1087-1:2000 (3.1.3)]
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3.146

standard

documented agreement containing technical specifications or other precise criteria to be used consistently as
rules, guidelines, or definitions of characteristics, to ensure that materials, products, processes and
services are fit for their purpose

NOTE This is the generic definition of “standard” of the ISO and IEC (and now found in the ISO/IEC JTC1 Directives,
Part 1, Section 2.5:1998) {See also ISO/IEC Guide 2:1996 (1.7)}.

[ISO/IEC 15944-1:2011 (3.64)]

3.147
term
designation of a defined concept in a special language by a linguistic expression

NOTE A term may consist of one or more words i.e. simple term, or complex term or even contain symbols.
[ISO 1087-1:2000 (3.4.3)]

3.148
text
data in the form of characters, symbols, words, phrases, paragraphs, sentences, tables, or other characte
arrangements, intended to convey a meaning and whose interpretation is essentially based upon the reader
knowledge of some natural language or artificial language

n =

EXAMPLE A business letter printed on paper or displayed on a screen.
[ISO/IE} 2382-23:1994 (23.01.01)]

3.149
third party
Person pesides the two primarily concerned in a business transaction who is agent of neither and whp
fulfils a gpecified role or function as mutually agreed to by the two primary Persons or as a result of external
constraints

NOTE It is understood that more than two Rersons can at times be primary parties in a business transaction.
[ISO/IE( 15944-1:2011 (3.65)]

3.150
treaty
internatignal agreement €encluded among jurisdictional domains in written form and governed by

internatignal law

NOTE 1 On the whole a treaty is concluded among UN member states.

=

NOTE 2 | Treaties among UN member states when coming into force are required to be transmitted to the Secretariat ¢
the United Nations for registration or filing or recording as the case may be and for publication. {See further Article 80
the Charterofthe LN}

=

NOTE 3  Treaties can also be entered into by jurisdictional domains other than UN member states, i.e. non-members
such as international organizations and the rare sub-national units of federations which are constitutionally empowered to
do so.

NOTE4 A treaty can be embodied in a single instrument or in two or more related instruments and whatever its
particular designations. However, each treaty is a single entity.

NOTE 5  Jurisdictional domains can make agreements which they do not mean to be legally binding such as for
reasons of administrative convenience or expressions of political intent only, (e.g., as a Memorandum of Understanding
(MOU)).
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NOTE 6  Adapted from the Vienna Convention on the Law of Treaties, 1(a).
[ISO/IEC 15944-5:2008 (3.144)]

3.151
truncated name

2012(E)

short form of a name or persona of a Person resulting from the application of a rule-based truncation

process

[ISO/IEC 15944-5:2008 (3.145)]

3.152
funcated recognized name (TRN)
runcated name, i.e., persona, of a Person which has the properties of a legally recognized-hame

~ -~

b

OTE 1 Truncated recognized name(s) may be required for use in machine-readable~travel docume
passports or visas), identity tokens, drivers’ licenses, Medicare cards, etc.).

NOTE 2  The source of a truncated recognized name may be a legally recognized name/(LRN).
[ISO/IEC 15944-5:2008 (3.146)]

3.153

truncation

rule-base process, explicitly stated, for shortening an existing hame of an entity to fit within a p
maximum length (of characters)

NOTE Truncation may be required for the use of names_invIT systems, electronic data interchange (EDI),
Iabels in packaging, in the formation of a Person identity (Ri);etc.

—

SO/IEC 15944-5:2008 (3.147)]

3.154
ynambiguous
I

|

vel of certainty and explicitness required in the completeness of the semantics of the recorded inf¢
imterchanged appropriate to the goal of a business transaction

[ISO/IEC 15944-1:2011 (3.66)]

3.155

endor

eller on whom consumer protection requirements are applied as a set of external constrai
usiness transaction

OTE 1 Consumer protection is a set of explicitly defined rights and obligations applicable as external constr
siness.transaction.

OTE?2  Itis recognized that external constraints on a seller of the nature of consumer protection may be pe

(LRN)

hts, (e.g.,

edefined

he use of

prmation

hts on a

Aints on a

culiar to a

specified jurisdiction

[ISO/IEC 15944-1:2011 (3.67)]

3.156
vocabulary

terminological dictionary which contains designations and definitions for one or more specific subject fields

NOTE The vocabulary may be monolingual, bilingual or multilingual.

[ISO 1087-1:2000 (3.7.2)]
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4 Symbols and abbreviations

For the purposes of this document, the following symbols and abbreviations apply.

Acronym Description

API Application Programming Interface

BOV Business Operational View

BTI Business Transaction Identifier

BTM Business Transaction Model

adRS coded domain Registration Schema

adSA coded domain Source Authority

qv controlled vocabulary

OMA Decision Making Application

DMA Interface Decision Making Application Interface

gC European Community

DI Electronic Data Interchange

HU European Union

ADT Formal Description Technique

ASV Functional Service View

HIE Human Interfacer Equivalent

B Information Bundle

IE International Electrotechnical Commission

ii individual identity

IPD Information Processing Domain

iPRS individual persona Registration Schema

180 International Organization for Standardization

IT System Information Technology System

ITU International Telecommunications Union

ITU-R International Telecommunications Union — Radiocommunications Sector
ITU-T International Telecommunications Union — Telecommunications Sector
JTC1 Joint Technical Committee 1 “Information Technology” (of the ISO and IEC)
LRL Legally Recognized Language

LRN Legally Recognized Name
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md-rii
OeBTO
OeDT
OeORI
OeP
OeR
OeRA
OeRI
OeRO
OeRR
OeS
OeSlI
PAPI
PCS
pRS
RA
RAI
RBT
rii

RIN
rPi

RA
RS
RS-rii
SA
SC

Si

SRI
TRN
UML

UN

42

mutually defined — recognized individual identity
Open-edi Business Transaction Ontology
Open-edi Descriptive Techniques

Open-edi Registration Organization Identifier

Open-edi Party

Open-edi Registry

Open-edi Registration Authority
Open-edi Registry ltem

Open-edi Registration Organization
Open-edi Records Retention
Open-edi scenario

Open-edi Support Infrastructure
publicly available personal information
privacy collaboration space

persona Registration Schema
Registration Authority

Registration Authority Identifier
Regulatory Business Transaction
recognized individual identity
Recognized Individual Name
recognized Rerson identity
Registration Authority

Registration Schema

Registration Schema (based) — recognized individual identity

Source Authority

Semantic Component
Semantic Identifier

set of recorded information
truncated recognized name
Unified Modelling Language

United Nations
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5 Fundamental principles and assumptions governing privacy protection

2012(E)

requirements in business transactions involving individuals (external constraints

perspective)

5.1 Introduction

Clause 5 introduces a fundamental set of principles and assumptions based on two primary sources; namely:

1) those already stated in other parts of the ISO/IEC 15944 eBusiness standards which are of relevance

to-nrivacv nrotectionraauirements-—and
tO-PpHYaEY-PHotecHoR-egure e tS—ahe;

2) those introduced explicitly in this part of ISO/IEC 15944 addressing the BOV aspects 0
protection.

Whilst there is acknowledgement that information must, of necessity, be exchanged in the furtheran
doals and actualization of a business transaction, many jurisdictional domains require<that where
imformation is concerned particular external constraints apply, i.e., where the buyerfis,an individual a
tp a business transaction.

Ithough legislation and regulations of a privacy/data protection nature differ’among jurisdictional

here they exist there are many common elements. A high level review and analysis of priy
rotection legislation in Australia, Canada, Japan, USA, (and APEC member states), the EU, and N
ell as Europe (both at the EU level and that of component countries (and within country such as
ander within Germany), etc., indicates that they have common primitive requirements. These ha
aptured and integrated below into a single set of common privacy protection principles.

s O < >

Q

—

he three most common and international recognized:'and accepted sources for privacy
bquirements are:

—

- the 1980 OECD Guidelines on the Protectioh of Privacy and Transborder Flows of Person
Lignes directrices de 'OCDE sur la protection de la vie privée et les flux transfrontiéres de
de caractére personnel®

- the Directive 95/46/EC of the European Parliament and of the Council of 24 October 199
protection of individuals with regard to the processing of personal data and on the free moyv
such data / Directive 95/46/CE-du Parlement européen et du Conseil, du 24 octobre 1995,
la protection des personnes-physiques a I'égard du traitement des données a caractére per:
a la libre circulation de ¢es‘données®

s the 2005 APEC Privacy Framework?®

—

hese three normatiye\references, i.e., as referenced specifications, are indispensable to the unde

QD QO

ddition, the follewing normative references also apply in a similar nature and shall be referenced.

hese are stated in the following referenced specifications which shall apply and must be reference
nree sources of external constraints indentified are crucial to the understanding and use of this d
hey, shall be referenced and used by those implementing this part of ISO/IEC 15944. In add
bllowing three normative references are also essential to the understanding and use of this

f privacy

ce of the
personal
s a party

Homains,
acy/data
brway as
those of
ve been

rotection

al Data /
données

5 on the
ement of
elative a
sonnel et

standing

nd use of this dogument. As such, they shall be referenced by users and implementers of this dociiment. In

d. These
bcument.
tion, the

part of

—_——h | —+ ]

BOAEC 15944 and shall be used: namely:

23 http://www.oecd.org/document/53/0,3343.fr 2649 34255 15591797 1 1 1_1,00.html.
24 This 1995 Directive is supplemented by the Directive 2002/58/EC of the European Parliament and of the Co

uncil of

12 July 2002 concerning the processing of personal data and the protection of privacy in the electronic communications
sector (Directive on privacy and electronic communications) / DIRECTIVE 2002/58/CE DU PARLEMENT EUROPEEN ET
DU CONSEIL DU 12 JUILLET 2002 CONCERNANT LE TRAITEMENT DES DONNEES A CARACTERE PERSONNEL

ET LA PROTECTION DE LA VIE PRIVEE DANS LE SECTEUR DES COMMUNICATIONS ELECTRONIQUES
DIRECTIVE VIE PRIVEE ET COMMUNICATIONS
ELECTRONIQUES http://ec.europa.eu/justice _home/fsj/privacy/law/index en.htm

25 http://publications.apec.org/publication-detail.php?pub _id=390

© I1SO 2012 — All rights reserved

43


http://www.oecd.org/document/53/0,3343,fr_2649_34255_15591797_1_1_1_1,00.html
http://ec.europa.eu/justice_home/fsj/privacy/law/index_en.htm
http://publications.apec.org/publication-detail.php?pub_id=390
https://standardsiso.com/api/?name=f4f8f9d12ff9b5cb58b4fd3ec42b1ab7

ISO/IEC 15944-8:2012(E)

a) the Charter of the United Nations
b) the UN Convention on the Rights of Persons with Disabilities; and,
c) the Vienna Convention on the Law of the Treaties.

The essential aspects of each of these eleven (11) common privacy protection principles and their
requirements are captured below in the form of rules®. It is noted that for organizations and public
administrations to be able to comply with these rules as external constraints which apply to them, surrounding
and overarching business processes and systems may be required to be changed to be able to support
external fonstraints of this nature.

The appfoach to the development of the 11 principles governing privacy protection requirements is illustrated
in the following Figure 3 below.

26 The development of the Parts of the multipart ISO/IEC 15944 set of eBusiness standards focuses on common
primitives which are captured in the form of principles and their rules along with clearly defined concepts, i.e. as a rule-
based approach in support of the Business Operational View. This is required to ensure unambiguity in the modelling of
business agreement semantic descriptive techniques through Open-edi scenarios and scenario components.
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Primary Sources for Privacy Protection Principles

International External Constraints

> OECD Gwdehnes
Dire he

> 2005 APEC Framework

(Common) Laws & Regs. of UN
member states of a Privacy Relevant international ISO
Protection nature & of their standards

admin. units, (e.g., states,
provinces, lander, etc., at

whatever level ) (including Privacy & Data
external constraints of localization Commissioners
requirements nature)
» Guidelines
. . > Publications
Relevant added public policy >  tools
requirements of jurisdictional domains, > rulings
(e.g., consumer protection, individual > etc.

accessibility) requirements/standards of
a jurisdictional domain

g

Eleven (11) Privacy protection Principles

eBusiness &
user —driven

reqg’mts (of a
BOV nature)

Clause 5
ISO/IEC 15944-8

Figure 3 — Primary sources for privacy protection principles

n the text'which follows, these eleven (11) Privacy Protection principles are placed in a LET and| learning
ansaction ‘context, i.e. that of the parties making a commitment on a commonly agreed upon gpal for a
¢arning transaction.

R

From a FSV perspective, this nciudes ensuringthat the 1T Systems of anm organization provide the technical
implementation measures which must be capable of exchanging the necessary information among the parties
to a business transaction. This is necessary to be able to determine when personal information is to be
processed as against all other recorded information forming part of the business transaction. This includes
ensuring that applicable controls are in place in the Decision Making Applications (DMAs) of the IT systems of
organizations (and public admlnlstra’uon) where personal information is processed and interchanged among
all parties to a business transaction?’

27 On Decision Making Applications (DMAs), Information Processing Domain (IPD) and Open-edi Support Infrastructure
(OCeSl) in IT systems, see further Clause 5.2 Functional Service View in ISO/IEC 14662:2010 (3rd edition) and its Figure 3
Open-edi system relationships.
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Finally, the privacy protection principles enumerated below represent a whole and should be interpreted and
implemented as a whole and not piecemeal. Be aware that in subsequent clauses of this part of
ISO/IEC 15944, two or more of the privacy protection principles referenced may be instantiated
simultaneously.

5.2 Exceptions to the application of the privacy protection principles

Privacy protection requirements of jurisdictional domains may contain exceptions (derogations) to the
application of external constraints of this nature. The most common exceptions are those relating to national
sovereigp security—law-enforcementpublic-safetyand-health

[0

Exceptions of this nature often requires access to personal information about a particular individual and*th
tracing of any other personal information pertaining to that individual®®, (e.g., access to personal informatio
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Where exceptions to the application of privacy protection principles exist, they shall be:
1) limited and proportional® to meeting the objectives to which these exceptions relate; and,
2) a) [made known to the public; or,

b) [in accordance with law.
5.3 Fyndamental Privacy Protection Principles®

5.3.1 Privacy Protection Principle 1: Preventing Harm
Rule 002:

The prorection of personal information shall ' be designed to prevent the misuse of such personal
information.

A primaly objective of the preventing\‘harm principle is to prevent misuse of personal information, and
consequently harm to individuals ¥ .) Therefore, the implementation of privacy protection, including self:
regulatony efforts, education, and awareness campaigns, as well as enforcement mechanisms, etc., should b
a priority] governance principle\of any organization and public administration which provides a good, servic
and/or right to an individual.by.a business transaction using electronic means,

O O

28 Trace ability isstes including those pertaining to individuals are being addressed in the ISO/IEC 15944-9 “Traceabilify
Framewolk” standard which is under development.

29 |n relation’ to “limited and proportional”, the APEC Privacy Framework, Clause 13 states that “The Principles contained
in Part Il of the APEC Privacy Framework should be interpreted as a whole rather than individually, as there is a close
relationship among them.” It goes on to state that countries implementing the Framework “may adopt suitable exceptions
that suit their particular circumstances.” Further, “one should take into consideration the impact of these activities,” i.e.
invocation of an exception, “upon the rights, responsibilities and legitimate interests of individuals.”

30 The purpose here is simply to present, in summary form and in a non-technical BOV manner, key common
privacy/data protection requirements as promulgated. Other groupings of Privacy/Data Protection Principles have been
published elsewhere; and some may have more or fewer than these ten “principles”. The same set of requirements can
also be grouped differently or have different titles.

31 This privacy protection principle is introduced in the APEC Privacy Framework. It can be considered an application of
the generic aspect of the human rights of “do no harm”, already a well and long established principle in the field of
medicine.
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This requirement also applies to both the business operational view (BOV) and functional services view (FSV)
of the organization (and/or public administration) and especially to the interchange of personal information
among parties to a business transaction.

5.3.2 Privacy Protection Principle 2: Accountability
Rule 003:

An orzganlzatlon subject to privacy protectlon requlrements in the jurlsdlctlonal domaln (at whatever
le N hich de a_aood ndl/o ah h h alla mblemented nforceable
Jolicies and procedures with the proper accountablllty controls reqwred to ensure its compliance
ith applicable privacy protection requirements.

his means that the ability to comply with applicable privacy protection requirements is a preconditipn for an
drganization to be able to offer goods, services and/or rights to individuals in that jurisdictional domair).

ule 004:

drganization Person, i.e. a privacy protection officer (PPO), who is accountable for the organjzation's
dompliance with established privacy principles which, in turn, afe,compliant with and support the
legal requirements of a privacy protection nature of the applicable jurisdictional domain(s) {n which
the organization operates.

An organization33 is responsible for all personal information under its.control and shall des:})nate an

practice, this means that at any time, in the process of an individual establishing a business transagtion with
gn organization or public administration, the individual isxinformed of the presence of a privacy grotection
dfficer (PPO) within the organization who has been assigned this role®. Most organizations already|do so in
the ‘planning phase’ of the process for a business tranSaction by makmg such information readily avpilable in
their catalogue(s), on their website, etc.

Any organization to which privacy protection requirements apply shall have in place poli¢ies and
Jractices which make it clear as to.who (and where), in an enforceable and auditable manner; in their
Husiness operations is responsibile for compliance with these external constraints as applicable to the
donduct of business transactions where the buyer is an individual.

Guideline 005G:

(Organizations should'ensure that their accountability policies, practices and controls are supported, if
ot embedded, in“the operations of their DMAs in their IT systems to ensure that the personal
information of individuals is managed through its information life cycle in compliance with applicable
grivacy protection requirements.

I{ is recognized “best practice” that the design and operation of an organization’s IT systems in support of its
husiness:-operations should implement not only the information management polices of the organization but
qise, and especially, any external constraints which may apply. In this context Privacy protection reqlirements

32 |In some jurisdictional domains, privacy protection requirements are found at the UN member state level, an
administrative unit of the UN member state, at a municipal level, or at any combination of the same.

33 The use of the term “organization” in these Privacy Protection Principles includes “public administration”.

34 Within an organization it is a common and well accepted practice to label any organization Person who has a (legal)
responsibility at the organization—wide level as an “officer”, i.e., one who has an “official” responsibility on behalf of the
organization as a whole. The concept/term “controller” within an organization is usually related to “financial controls”.
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represent a defined set of external constraints of jurisdictional domains which apply when and where the
buyer is an individual.*®

It is not uncommon that in the “actualization” of a business transaction that the seller may well utilize one or
more “agents”, now commonly known as “outsourcing”. The role of such agents (of whatever nature and role)
may range from a simple transport delivery role to one including the undertaking of many other business
operational functions which a seller may delegate to an agent (and in some cases also a third party, i.e. where
the use of such a designated third party is either mandated by the rules of the applicable jurisdictional domain
in which the business transaction is taking place, and/or the seller and buyer, i.e., as an individual agree to
such an arrangement (e.g., using a mutually. At the same time, it is also not uncommon that the actualization
of the bysiness transaction involves the use of third parties. The use and role of third parties may be mutual
consentdd to by the buyer and seller, i.e. as part of modelling internal constraints, or be mandatory baséd '
the requirements of an applicable regulator, i.e. as external constraints.

o<

Privacy protection requirements which apply to the organization when providing a good, service and/or right t
ho is an individual often do not address directly the aspect of delegates (subcontractors) of role g
in a business transaction delegated to an agent or third party. Commonly, the organization acting &
, i.e., as primary party, remains responsible and accountable for ensuring that ‘privacy protectio
nts are complied with for that business transaction regardless of how or where-it is delivered.

- 0 5 0

individupl , and interchanges of personal information pertaining<to that individual, to an “agen
(and/or [‘third party”), the organization shall ensure that: (1) in-its)arrangement with the designate
agent (3nd/or third party), the agent (and/or third party) is. fully aware of the applicable privac
protectipn requirements; and, (2) such parties commit themselves to support the applicable privac
protectipn requirements pertaining to the business transaction®.

Where 3n organization, as a seller, delegates any aspect of a business transaction involving a£
Py

<<

This rule|is consistent with the overall approach that delegation of a BOV or FSV aspects (including scenari
compongnts) to an agent (and/or third party) of commitments made by a Person as a seller in a busines
transactipn apply to any combination of agents and/or third parties where the seller may delegate a BOV ¢
FSV aspgct to them.

= 0 O

>

It is notgd that should an organization make Use of an agent in the instantiation of a business transactio
where the buyer is an individual and thus-personal information is involved, that the organization remain
responsiple for ensuring that privacy protection requirements are complied with.

2]

Guideline 006G1:

Prior to|an organization delegating part (or all) of the instantiation of a business transaction to an
agent, the organization‘should obtain (written) assurance of the “agent’s compliance with privacy
protection requirements’and particularly in the DMAs in the IT systems of the agent.

[¢)]

With respect to the engagement of a third party in a business transaction, it is already stated in Clause 6.2.
of ISO/IEC 159441, that a third party is not an agent of either the buyer or seller but is one who fulfils
specific fole<or{function in the execution of a business transaction as mutually agreed to by the two primarny
Persons [of-as a result of applicable external constraints.

)

35 Privacy protection is but one set of external constraints of a public policy nature which apply when the buyer is an
individual. Others include those of a consumer protection, individual accessibility, etc. nature. {See further below, Clause 7
“Public policy requirements of jurisdictional domains”}

36 One should note that whether or not the seller in an business transaction, decides to delegate one or more role or
functions (if permitted in a scenario) to an agent and/or third party, that this is immaterial to the fact that the seller shall
ensure that it maintains control of any and all of the personal information associated with a business transaction where the
buyer is an individual.
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Guideline 006G2:

Where a third party is involved in a business transaction involving personal information, the seller and
buyer should be provided with the (legally binding) assurance of the “third party’s compliance with
privacy protection requirements and particularly in the DMAs in the IT systems of the third party.

Guideline 006G3:

Where:

due to the nature of the good, service and/or right of the goal of the business transaction|external
constraints of a jurisdictional domain, mandate the use of a third party; and,

for a business transaction of this nature, the buyer may be an individual, the jurisdictional domain
which is the source of such an external constraint should ensure that such a third party is able to
comply with privacy protection requirements and particularly in the DMAs in.the IT systems of the
third party.

ule 007:

n agent (and/or third party) which commits itself to act on behalf-of‘a Person acting as a s¢ller in a
usiness transaction, where the buyer is an _individual in a jurisdictional domain where| privacy
rotection requirements apply, shall ensure that the DMA(s) in its IT system(s) is capable of
upporting applicable external constraints requirements.

he purpose of this rule is to ensure that any agent (and/or:third party) recognizes the fact that it, as p Person

a jurisdictional domain, is also bound by external constraints of a privacy protection nature which| apply to
tihat jurisdictional domain. This applies to any busingss transaction where the buyer is an indivigual and
rivacy protection requirements apply. This also applies to applicable data synchronization reqyirements
etween the sellers and its agent(s) and/or third-patty (ies).

ule 008:

n organization shall ensure that.in the execution of an (instantiated) business transaction, i.e., as
identified by its business transaction identifier (BTI), that where these involve parties, other than the
individual as a buyer, that such parties, are capable of and have implemented the requiremenits of the
rivacy protection principles”.

is recognized that the development of efficient and cost-effective Open-edi scenarios often redquire EDI
mong parties with varying business relationships. It is therefore not uncommon that the Persons adting as a
ller, in a business.transaction, involve other Persons in the instantiation of the business transaction. It is
portant for an erdanization acting as a seller in a business transaction to ensure that these other pgrties to a
usiness transaction are committed to, and do have in place (and have implemented), applicabl¢ privacy
rotection requirements, i.e., where the buyer is an “individual” and the business transaction involves the use
personal information.

inally," one should note that there is a direct relation here between accountability requirements and
requirements here of synchronization of master data among all the parties to a business transaction. T

The internal constraint of the general requirement of data synchronization with master data among parties to a
business transaction becomes an external constraint based on privacy protection principles where the buyer is
an individual and thus requiring data synchronization.

37 A key requirement is the ability for the seller to be able to support data synchronization among the IT systems of all
parties participating in a business transaction. This is particularly important where this data is of the nature of personal
information.
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5.3.3 Privacy Protection Principle 3: Identifying Purposes

Rule 009:

The specified purpose(s) for which personal information is collected with respect to the (the (potential)
goal of the business transaction shall be identified by the organization at or before the personal

information is collected.

Here the specified purpose is deemed to be the goal of the business transaction, i.e., that mutually agreed to
by the individual at the end of the negotiation phase, and prior to the actualization phase.

—

In an Oplen-edi context, the purpose for which the personal information is being collected is specified as (pa
of) the plirpose of an Open-edi scenario, i.e., as the OeS purpose. The Clause 7.2 Rules for scoping Open-edl
scenarios in ISO/IEC 15944-1 already make provision for supporting this rule from a privacyQprotectio
requirements perspective.®

5 =

5.3.4 Privacy Protection Principle 4: Informed Consent

The priniple of “informed consent” requires that the individual, as prospective buyer, be fully and explicit
informed| by the seller as to why and for what purpose, the individual is requested*(or required) to provid
(additionpl) personal information (of various kinds), i.e., in addition to that whichCmay be required with respe
to paymeént aspects.

—~ 0 <

This pringiple is clearly a requirement to flag personal information supplied as being for limited use. It is for the
surrounding BOV and FSV processes to identify what the use implications are, and how the ‘informed
consent’| status for the transaction has been achieved. However. it is clearly necessary for scenarios to
develop the granularity of what the informed consent being given actually is for. It is possible that different
data in g single transaction could be of different “informed congsent” use; however, this part of ISO/IEC 15944
addressgs the simplest case of all of the data to the transaction being subject to the single ‘informed consent
agreement.

It is notgd that in a substantial number of business, transaction, the buyer, as an individual, remains for gll
practical|purposes “anonymous”. A good is purchased in a store, payment is made in cash or by credit/debjt
card (as|authorized by the relevant financial-iastitution, etc. and the individual is provided by the seller of g
sales reg¢eipt which contains the associatéd,business transaction identifier (BTI). As such the only binding
betweenl|the individual as buyer and the selier might be the BTI*°. Thus the use of a BTI is mandatory.*’

Rule 01Q:

Where in a business transaction, the seller requires the buyer, as an individual, to provide personal
information, the seller shall-ensure that the collection and use of such personal information shall have
the infomed and explicit-consent of the individual and that the same be directly linked to the specified
goal of the business{ransaction (to be) entered into.

38 See further below Clause 12.3 “Template for specifying an Open-edi scenario” for privacy protection requirements.

39 In the development of this part of ISO/IEC 15944, it has been taken into account that many organizations, especially
small and medium enterprises do not collect or maintain personal information pertaining to the individual as buyer. It is
also a common business practice that with respect to any complaint, return of merchandise, invocation of a warranty, that
the buyer (or now owner) must have the sales receipt (in hand) and/or be able to provide the BTI pertaining to the
business transaction.

40 On the role and importance of business transaction identifier (BTl) and associated rules, see below Clause 11.2
Business Transaction Identifier.
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The application of this rule also prevents the possible use of “automatic opt—in"41 by the seller, i.e., collection is
not allowed unless expressly consented to be the individual, since that may not be part of the “informed
consent” and may violate the principle of “limiting collection” and of limiting use”.

This includes the need for a seller to ask for explicit consent from the individual who is the buyer, for the use
of any of his/her personal information for any purpose which is different form that originally agreed to, i.e., as
the agreed upon goal of the business transaction. As such, privacy protection requirements preclude the use
by the seller of an “automatic opt-ins” in EDI and in links (including posting any and use of Internet-based
functional services which may be used to identify an individual). The following Guideline supports this privacy
requirement.

Ih support of privacy protection requirements, the seller shall ensure that there are no “autonLatic opt-
ins” by the seller with respect to aspects of the commitment exchange forming’ the basis of the
usiness transaction or any secondary use of the personal information of the\individual who is the
uyer in a business transaction.

ule 011:

ny secondary use of personal information of the individual in a-business transaction reqyires the
plicit and informed consent of the individual.

ere it is understood that the organization in the role of seller will maintain a record (as a SR|) on the
dividual providing such explicit informed consent, i.e., in compliance with documentary evidence rules of the
pplicable jurisdictional domain.

he following Guideline represents a “best practice” approach42.
uideline 011G1:

ny use of “automatic opt-ins” shall be explicitly agreed to by the individual, i.e., as informed|consent,
nd be recorded as such by the seller, i-e., in compliance with documentary evidentiary rulegs of the
plicable jurisdictional domain.
his Guideline supports the fact that'the use of “an automatic op-in” by a seller necessitates use of |personal
formation of the buyer as an\individual and therefore requires documented evidence of his/her finformed
nsent.
ule 012:
xcept with the.explicit informed consent of the individual, or as required by law, personal information
hall not be used or disclosed for purposes other than those for which it was collected, i.¢., in the

ontext of the-specified goal of the business transaction to which it pertains.

his means that:

e the personal information of the individual as the buyer in the business transaction collectgd by the
seller in that business transaction shall not be disclosed, i.e., communicated to any other party(ies)
unless so required for the actualization of that specific business transaction with the individual being
fully informed of the same by the seller and having consented to; seller;

41 With respect to rules governing the use of “automatic opt-in” by sellers, there is a link here to external constraints of a
privacy protection nature.

42 Rules pertaining to compliance with documentary evidence rules of jurisdictional domains are outside the scope of this
part of ISO/IEC 15944.
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e unless the individual provides explicitly stated and documented informed consent, none of the
personal information created or obtained for one business transaction shall be used for any other
business transaction or purpose (such as aggregation);

e once the business transaction has been actualized all personal information shall be deleted unless
required for post-actualization purposes and/or other specified external constraints of an information
law nature require specific personal information to be retained; and,

e personal information concerning the transaction shall not be retained for longer that is necessary in

5.3.5 rivacy Protection Principle 5: Limiting Collection

Rule 013:

-

The collpction of personal information shall be limited to only that which is necessaryand relevant fg
the identified and specified purpose, i.e., the goal, of the specified business transaction.

=

Only perponal information on the individual as a buyer that is essential, i.e., can be\proved to be relevant, fq
the completion of the business transaction “in hand” shall be collected. This alsoxmeans that any informatio
that is ngt essential to the business transaction shall be clearly identified, and\the business transaction shd
not fail iffinformation that is not fundamental to the transaction is missing.

= 5

The implementation of this privacy protection principle requires that-at the planning phase, or no later than
before cpmpletion of the negotiation phase in a business transaction; that the individual is fully informed, not
only of the purpose of the business transaction, but also why specific sub-sets or components of personal
informatipn are required or optional and that they are clearly and unambiguously identified.
Rule 014:

Any collection of personal information by the seller, or other parties to a business transaction, which
pertains|to a buyer as an individual in that business transaction, shall be lawful and fair.

This rule|recognizes the fact that:

1) laws|(and regulations) of jurisdictional domains, i.e., external constraints, may require data to be collected
depgnding on the nature of the good, service and/or right as the goal of the business transaction; and,

2) wherte the (prospective) buyeris an individual,

[

then thaf individual is requited to provide specified personal information either as part of the actualization of
businesq transaction gneven during the planning, identification and/or negotiation phase, or at any time prig
to the acfualization of;a business transaction. For example, an external constraint may be of the nature that:

=

1) only fan individual (and not an organization) may purchase a specified good, service and/or right; and,

2) wheiethis is the case the individual may be required to provide additional personal information before
making a purchase .This can include, the individual being required to provide proof of age, status (e.g.
citizenship, landed immigrant, etc.), credentials (e.g. as a licensed medical doctor, an engineer, qualified
technician, etc.).”®

This principle also provides that collection methods shall be lawful and fair. For example, fraudulent
misrepresentation in order to obtain personal information on an individual is considered unlawful in most
jurisdictional domains. This includes misrepresentation, via EDI, to deceive individuals, as (potential)

43 On this matter and for other examples see further, Clause 6.1.6 “Business model: Classes of External constraints”,
Clause 6.3.3 “Identification” and Annex F, Clause F.2.3 “Identification Phase” in ISO/IEC 15944-1.
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consumers to induce them to provide sensitive personal information such as credit/debit card numbers, bank
account information, etc.**

Rule 015:

An organization collecting personal information shall inform the individual concerned whether or not
the personal information collected is:

1) essential to the intention of the business transaction;

2) required to be provided by the individual due to identified and specified constJaints of
jurisdictional domains applicable to the nature and goal of the business transactiof;yand/or,

3) “optional”, i.e., desired to have by the organization, acting as the seller, but not required

44 The use “unfair” means includes of fraudulent means. The use of fraudulent means to obtain personal information on
or about an individual (irrespective of how it may be used) is likely subject to sanctions under the Criminal Code (or laws of
an equivalent nature) in most jurisdictional domains.
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5.3.6 Privacy Protection Principle 6: Limiting Use, Disclosure and Retention

This Privacy Protection Principle consolidates and integrates what are considered “generic, primitive”
Information Life Cycle Management (ICLM) principles which apply to any and all types of sets of recorded
information (SRIs) within an organization (including public administrations) and among organizations. This
addresses the “collaboration space” among all parties, i.e., types of Person, to a business transaction. As
such, Annex D below titled “Integrated set of information life cycle management principles in support of
/nformat/on law compliance” applies to these privacy protection pr|n0|ples The integrated set of information
life cycle management (ICLM) principles in support of mformatlon law compliance, which apply to data
management and interchange generally also apply to Open- -edi*® within and among Persons ( and their IT
systems]. In addition, Annex E below titled “Coded domains for the management and control of state changes,
retention| and destruction of personal information in commitment exchange, including business transactions”
supports|both the implementation of the ICLM principles as well as privacy protection requirements.

Rule 016:

The intdgrated set of ICLM principles applies to and supports the external constraints of a privacy
protectipn nature for any business transaction involving an individual and its personal information.

Parties tp a business transaction are required to be able to support these six Open-edi characteristics a
requirements governing the DMAs of the organization in their IT systems‘”. The UCLM principles reflect an
support the six key characteristics of Open-edi.

O n

Note that this rule may require that some personal data must be retained.specifically for this purpose and that
thereforq this purpose is implicitly necessary to a transaction involving-personal data.

Rule 017:

-

Personal information shall not be used or disclosed by. the seller (or regulator) for purposes othg
than for|those it was originally collected as part of the\business transaction, except with the informe
consent|of the individual, or as required by law. Secondary or derivative uses of personal informatio
are not permitted.

-

45 The fpcus and scope of ISO/IEC JTC1H/SC32 standards development work is “Data Management and Interchangg’
was at firgt not only within the IT system(s) of a Person of primarily organizations (including public administrations) biit
now also |includes individuals (and their 1T systems). As such, Open-edi standards development, which focuses on the
collaborafjon space among Persons. and their IT systems, has from it inception supported information life cycle
managenient (ICLM) requirements.~The need to reflect and support ICLM requirements is of particular importance where
external qonstraints apply tos/the modelling of a business transaction. This was reflected and explicitly supported in t
developmient of the existing principles, rules and definitions in ISO/IEC 15944, i.e., its definitions of relevant concept, a
rules and|include those found in the “Characteristics of Open-edi”, those pertaining to state changes, record retention, t
specificatfon of the collaboration space, etc., as well as being found in the templates for scoping Open-edi transactions
and modglling Open~edi scenarios and their components.

Annex D pelowtbrings forward and states explicitly the ILCM principles in support of information law compliance, i.¢.
external gonstraints, applicable to the modelling of common business transactions via Open-edi scenarios.

46 While
constraints applicable to any. set of recorded information (SRI) of any Person.

47 The six key characteristics by which Open-edi is recognized and defined are:
- actions based upon following rules;
- commitment of the parties involved;
- communications among parties automated;
- parties control and maintain their states;
- parties act autonomously; and,
- multiple simultaneous transactions can be supported.
See further Clause 5 “Characteristics of Open-edi’ ISO/IEC 15944-1.
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This means that the purpose for which personal information was collected or requested from an individual
shall be directly related to, if not explicitly stated, in the mutually agreed upon and explicitly stated goal of the
business transaction being instantiated.

In scenario definitions, this shall require that the scenario definition identify explicitly all data that are subject to
this rule Other BOV processes will be required to enact this rule, so the scenario definition is required in order
to identify to the party(ies) subject to this rule that they are liable for non-compliance if they fail to instantiate
annual or other separate procedures in compliance with this rule.

here the organization, having collected personal information for a specific purpose and gogl of the
ecution of the business transaction, desires to use the relevant personal information for|another
urpose, it is necessary to obtain revised/new “informed consent” directly from' the individual
oncerned.

his rule requires not only that:

the individual may refuse consent for a secondary, derivative or new uselof its personal information; but
also;

where an organization is not able to contact the individual concerned to make request for another use of
that individual’s personal information, then such a proposed “new” use is not permitted.

ule 019:

ersonal information shall be retained by the seller;only for as long as is necessary for the fulfillment
f those purposes as specified as part of the business transaction.

ersonal information must be identified as having a specific ‘life’ of time of existence if this is to be other than
that demanded for the purposes of national.record keeping. This retention time period shall form part of the
enario definition and the time period will’be’ explicit.

his also means that organizationg™shall have in place auditable rules and procedures as are necg¢ssary to
nsure that personal information notfonger required for the post-actualization phase of a business trgnsaction
all be destroyed (expunged).by- the organization, or its agents where applicable, and in a manner which can
e verified via audit procedures.

or most, if not all, instantiated business transactions, external constraints of the applicable jurigdictional
omain(s) require that-specific sets of recorded information (SRIs) pertaining to any business transaction be
retained by the seller for a specified period of time.

is recognized that, depending on the nature of the good, service and/or right which is the gogl of the
usiness-fransaction, specified additional records retentions requirements of applicable jurisdictional{domains
ay apply to all or specified subsets of all the recorded information pertaining to a business transactign.

IS also recognized that where the purchase of a good, service and/or right involves “post-actuplization”
aspects of a temporal nature that these will also impact record retention requirements and obligations
resulting from an actualized business transaction. A primary example here of an internal constraint nature is
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that of a “warranty” for “n” number of years*®. This includes the possibility that the individual who made the
purchase may not be the “warranty holder”*°.

The following rules summarize these requirements from a BOV perspective:

Rule 020:

The seller shall identify to the buyer, especially where the buyer is an individual, any and all record
retention requirements pertaining the resulting sets of recorded information forming part of the

specified goal of a business transaction as a result of applicable external constraints of jurisdictional
domain(s) as a result of the actualization of the business transaction.

Rule 021:

Where the seller offers a warranty, or extended warranty, as part of the business transaction, th
seller shall inform the buyer, when the buyer is an individual, of the associatedadded record
retention requirements for the personal information associated with the warranty) (including th
purchase by the individual of an extended warranty).

® & O

The salg of many types of goods or services, require the seller to inform the buyér’of possible safety and
health cpnsiderations with respect to whatever was purchased. These include’ product recalls, repairs,
verificatipns checks or testing of specific function or components, etc.

Rule 022:

Where the buyer in a business transaction is an individual, the.seller shall inform the individual of anE
and all fecords retention requirements of personal information which is recorded as the result of th
actualization of the business transaction, including:

1) personal information which is required to actualize-the business transaction and the time period(s)
for which such sets of personal information are;to’be retained;

2) additjonal personal information, i.e., in addition to (1), which is required to be collected anf
retained as a result of applicable external constraints, of whatever nature, of relevant jurisdictional
domain(s); and/or,

3) additjonal personal informationgi.e. in addition to (1) or (2), which is required to be collected an

retained as a results of the invocation of an associated warranty, purchase of an extended warrant[;,
or ar’Iy other personal information which is required to be collected or retained as part of the pos
actugdlization phase of an instantiated business transaction.

From a gustomer service,”many sellers, i.e. organizations (including public administrations), wish to stay i
contact \ith their customers for a variety of reasons. These include providing catalogues of their offerings
possible | associated{goods or services, etc., as well as obtaining client feedback, surveys, new produ¢
announcgments,-etc.

>

~~

Rule 023:

Where the buyer in business transaction is an individual, the seller shall inform that individual of the
applicable record retention conditions where these pertain to personal information.

48 Here it is noted that in order to be able to support a “warranty” of whatever nature, the seller will need to maintain
personal information for a time period other, i.e. longer, than that required by law, i.e. as part of the applicable external
constraints of the relevant jurisdictional domain(s). This is especially so where consumers purchase an “extended
warranty”.

49 For example, where the good or service purchased as a gift. Here the recipient of the gift, as an individual, would
become the owner and also would complete the warranty information including personal information required for the
warranty to be invoked.
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It is important that when the buyer is an individual that, prior to and at the actualization phase in a business
transaction, that the buyer is fully informed of the records retention requirements and practices of the seller
particularly as these pertain to the personal information forming part of the set(s) of recorded information.
Here it may well occur, depending on the nature of the business transaction, that certain types of personal
information may be subject to differing records retention periods.

It is noted that where the business transaction is one of the nature of the provision of a service or a right,
(such as a license or authority of some kind) that the seller needs to retains a specified set(s) of personal
information for as long as a business transaction of this nature remains active.

ule 024:

here a business transaction does not reach the actualization phase, any personal’information
ollected by the organization in support of that transaction shall be deleted bycCthe organization
(unless the individual concerned explicitly consents to the prospective seller to the retention| of such
ersonal information for a defined period of time).

n individual may have provided personal information to a seller as part of the identification or nggotiation
hase. However, in this case the individual decides not to commit to the, ‘actualization of the pusiness
transaction. As such the personal information provided by the individual to the.seller is no longer releyant, and
therefore the organization concerned shall delete the personal information‘\pertaining to that individual.

I{ is noted that this rule makes provision for the possibility that the~individual, as a prospective buyer, may
nsent to be kept informed by the seller about product information (e.g. via a catalogue), special sgles, new
ferings, etc. Such a decision by the individual is of the nature ef/obtaining “informed consent”.

articular care must be taken to avoid collecting or providing data that are not actually necessary for the
urpose(s) of the transaction itself. By way of examplein the transaction given in section 6 of a purchase and
ayment it may not be necessary for the seller to know the actual personal identity of the buyer, buf to have
n identifier by which that buyer may be uniquely:identified to the seller. It may be sufficient that the seller is
rtain of payment because the seller has an -authority from a third party such as a bank that the transaction
ill be paid. Thus the bank may need to_know the identity of the buyer and seller in order to| fulfill its
requirements in the transaction (but not the eontent of the transaction), whilst the seller does not need to know
the identity of the buyer. The same jsitrue when agents are used, or when a public administrgtion is a
pervisor to a transaction, where thé.other parties need to know and perhaps be able to prove that the public
dministration was involved, but not-be able to identify the individual within the public administration actually
imvolved (although the internal functions of the public administration may need that information for {heir own
pervisory purposes).

.3.7 Privacy Protection Principle 7: Accuracy

I{ is to the mutual-benefit of all parties to a business transaction, and also a good business practice, fo ensure
that any and all.recorded information pertaining to a business transaction be as timely, accurate, gomplete,
p-to-date, ete:; as possible. Accuracy of recorded information is an essential component of “integrity[°” which
a majoer.asset of any organization. No organization should keep recorded information on its pusiness
transaetion or its clients which is not accurate or out-of-date, especially in the DMAs of its IT systems]| As such
for_this' generally accepted set of internal constraint on recorded information applicable to all pafties to a
usiness transaction, organizations concluding business transactions with buyers as individuals, shquld have
no difficulties in support the external constraint of “accuracy” of a privacy protection nature (including in the
DMAs of their IT systems).

50 |t is noted that an organization which does not have policies and auditable procedures in place, as part of its overall
governance, to ensure that the recorded information on which its decisions and commitments are made, does not have the
required level of “integrity” (e.g. timeliness, accuracy, being-up-to data, etc.) and ensures that all its recorded information
which does not meet these criteria is expunged (unless required to be retained due to applicable external constraints),
may find itself (and particular its officers) being subject to legal action for not exercising stewardship, due diligence,
damages, etc., for not implementing these requirements (which in turn form part of the implementation of ILCM principles).
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Rule 025:

Personal information shall be as accurate, complete and up-to-date as is necessary for the specified
purposes for which it was collected in support of the business transaction.

Here, the scenario definition shall make it clear that the data identified shall subsequently be capable of
amendment (including deletion). It may be that there are other data for which alteration may be forbidden,
either by automatic or manually inspired processes.

One should consider the implementation of this principle to be of the nature of good corporate governance
and besf] practices. For a variety of reasons, organization should not retain personal information, or retain-the
same in [ts IT systems, if such personal information is not accurate, complete and up-to-date.

Guideline 025G1:

In order| to support the privacy principle of accuracy, organizations should considercinforming thejr
clients, who are individuals, of the personal information retained on that individualyand do so on
cyclical|basis in order to ascertain whether such personal information, collected earlier and still
maintained by the organization, is still accurate.

5.3.8 Privacy Protection Principle 8: Safeguards

[oN

This Priyacy Protection Principle pertains to ensuring that the orgapization has in place policies an
operatiomal controls and practices to ensure its policies for the retention; §torage, preservation or destructior
confidentiality, integrity, continuity and availability of the processing, réproduction, distribution, sharing or othg
handling| of its recorded information is “safeguarded” in comgpliance with applicable “information law
requirement351.

=

This pririciple is of the nature of an external constraint which makes such existing best practices from
businesq operational view perspective mandatory from aniexternal constraints privacy protection requirement
perspectjve.

[ Y]

Recognized international standards for “safeguards® exist not only with respect to those pertaining to Open-edli
but also |n the fields of:

=

e records/information management (including records retention and archiving as well as supporting |
gystems and their DMAs));

e audit controls;
e gecurity services;
e ‘jquality” of communication services;

e ¢videntiary aspects of paper, microform and/or electronic based document;

e database management.

International standards support and provide guidance to organizations for addressing address and
implementing most of the accountability, information managements, and “safeguard” requirements of a privacy
protection nature. Many organizations already have in place officers, mechanisms, procedures, etc., required
to provide safeguard measures in support of the implementation of this principle either directly or as an
integrated aspect of its overall approach to information management.

51 For a generic “information law” requirement from a BOV perspective, see further below Annex D (Normative)
Integrated set of information lifecycle management (ILCM) principles in support of information law compliance.
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Rule 026:

Personal information shall be protected by operational procedures and safeguards and safeguards
appropriate to the level of sensitivity of such recorded information and shall have in place (and tested)
measures in support of compliance of compliance with privacy protection requirements of applicable
jurisdictional domains, as well as any other external constraints which may apply such measures as
are appropriate to ensure that all applicable legal requirements are supported.

Guideline 026G1:

here an organization does not have a single designated focal point and “officer, i.e., @ [‘privacy
rotection officer (PPO)” responsible for ensuring the identification and implementation.of. safequard
quirements applicable to all of its recorded information, it should ensure that all cof-its personal
information meets privacy protection requirements.

his principle also introduces the concept of protection. Protection involves one or mare constraints that are to
e applied to specific data that are expected to provide the safeguard that is appropriate. It should pe noted
that the actual sensitivity of the data to be protected may be of national or cultural expectation, and need not
e consistent. It should also be noted that in modelling, specific data fields are’labelled with the type of privacy
rotection that is to be provided, but that it is for the FSV implementation~\t6 determine how sucl privacy
rotection requirements are given technical effect. In this part of AISQ/IEC 15944 only the npeans of
etermining the agreed (or required) privacy protection that is attaching-to specified individual data glements
ields and records) is addressed.

.3.9 Privacy Protection Principle 9: Openness

he principle of “openness” pertains to the privacy protection requirement that any organization whigh collect
nd uses personal information shall be fully transparent;in its use of personal information. This mearjs that all
its policies and business practices pertaining tojthe collection, use and management of any [personal
imformation shall be made readily and publicly available, free of charge, and via various means and |media of
gommunication.

Rule 027:
An organization shall have and make readily available to any Person®? specific information dbout its

policies and practices pertaining to the management and interchange of personal informatign under
its control.

h support of this principle the organization will have explicitly stated such information:
(i) on its website; and)

(ii) have a policy in place to provide printed materials of this nature for free and upon request from afyone.

I{ is expected'that in support of this principle the organization will have explicitly stated such informatign.

h addition, any agents and/or third parties that the organization may wish to involve in the pusiness
trabsaction shall be fully cognizant of and able to comply with and support the privacy protection poljcies and
ractices of the organization to which they are an agent or third party to.

Where protection scenarios are recorded for the purpose of Open-edi this principle is met by publishing the
agreed scenario constraints, together with any external manual processes that have been used or providing
references to them in an external source.

52 “pgrson” is used here, instead of individual so that other (potential) parties to a business transaction, (e.g.,
organizations and public administrations) need to have access to an organization’s privacy protection policies, practices
and related information.
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5.3.10 Principle Protection Principle 10: Individual Access

A key component of privacy protection requirements is that an individual shall be able to enquire of any
organization (private or public sector) whether or not that organization has and maintain personal information
about that individual anywhere in its record/information management systems. From a business transaction
and Open-edi perspective, this principle applies in particular to the DMAs in the IT systems of an organization.

It is anticipated that this principle will be enacted not through this part of ISO/IEC 15944 but through laws and
regulations of the applicable jurisdictional domain(s) pertaining to the business transaction where the
individual is the buyer.

Rule 028:

An indivEduaI has the right to know whether or not an organization has personal information*under its
control®f on or about that individual.

Rule 029:
individupl shall inform that individual of the existence, use and disclosure\ 'of his or her personal

information in any and all records management/information systems and jn particular the DMAs of th
IT systems which support the business transactions of that organization.

An org}nization, subject to privacy protection requirements, upon receiving-a request from a£

Where tlpis principle is implemented through Open-edi, the scenario, ife., model, shall show the protection
labels that are applied to the fields of data as part of the implementation,of the scenario. It must be noted that
this may| be met by other means, such as the publishing of contact information for the point at which this
informatipn may be requested since there will be a need for theyindividual to prove they have the corregt
identity Hefore a disclosure can be made.

Guideline 029G1:

Upon rgceiving a request of this nature, the_organization may request the individual to provi

personal information which will assist the organization in ascertaining whether or not it has under i
control personal information on that individual. Personal information of this nature requested by t

organization may include provision by the.individual making the request for access (any combinatio
of the fallowing, in no particular order):

e one or more personae by which)the individual may represent itself**;
e the provision of a temporal period which may be applicable;
e the provision of one-or more physical addresses which may be applicable;

e the |provision.'\of one or more electronic addresses including telephone numbers, e-mails
addresses, ete:;

e the
org :
request; and/or,

Business transaction identifier (BTI) pertaining to the business transaction which led to t

53 The use of “under its control” covers the fact that the organization may engage agents, third parties, other parties to a
business transaction and thus provide them with personal information. However, the seller organization retains control of
all its recorded information including personal information. This is already stated in Clause 6.4 “Data component’ in
ISO/IEC 15944-1 and emphasized in Clause 6.4 “Data component” below in this document.

54 |t is a fact that an individual has and uses many differing personae. The organization receiving the request for
“individual access” can only assume that the name that the individual uses is the same (or 95%+) the same as the one
that it maintains in its IT systems. If not there may be no match. Thus, it is up to the individual to provide alternative
personae to be used in any search/discovery.
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e any other personal information, i.e. as data elements, which the organization receiving the request
may require to ensure that its search for the existence of personal information relating to the
requesting individual is as complete and thorough as possible.

Rule 030:

Where an organization discovers that it has personal information on the individual who made the
request, that individual shall be given full and complete access to any and all personal information
which the organization maintains on that individual (unless there exist specified and referenced
external constraints of the applicable jurisdictional domain(s) which prohibit access to one or more
sets of such personal information).

he qualification on access to personal information in the above rule is necessary as this doctiment applies to
hoth private and public organizations as well as regulators.

he cost effective and efficient implementation of these privacy protection principles requires |that the
grganization/public administration shall make publicly available its accessible fax orphone numbers| website
RL, and where relevant, the name of its privacy protection officer (PPO) as to:

1) where and how an individual is able to obtain a complete record of its personal information; and,

2) how and where such personal information is used and interchanged with other parties to a pusiness
transaction.

he overall purpose of this principle is to ensure that the personal information which a Person retgins on a
specified individual is as accurate and complete at all times:as*possible. This means that where and whenever
gersonal information on a particular individual which an organization has or retains for business transactional
reasons (or related legal “upon request” requirements)shall provide (be able to provide) a complete {ranscript
gf any and all personal information to the individual eoncerned about his/her personal information.

Guideline 030G1:

On the whole, based both on requirements of jurisdictional domains as well as “best practices”
grganizations should ensure that:

such information and documeéntation is available without charge;
no costs are charged.to an individual making a privacy protection request;

no costs are charged to the individual by the organization in providing the personal inforation it
as on or about that.individual

such information and documentation is made available in the official language(s) of the
jurisdictional-domain in which the good, service, and/or right is being offered for sale.

ote: <Users of this document shall refer to the ISO 639-2/T set of 3-alpha codes in prder to
nderstand the use of codes representing official (and de facto) languages.

[ f O atio anag_aocu s atio f ade—avaitabtle o—individua f a praarice With
consumer protection and individual accessibility requirements.

Rule 031:
Where an organization has and maintains personal information on the individual making the request

for access to his/her personal information and such personal information does exist, the organization
shall provide access to the personal information in a manner which is convenient to that individual.
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Guideline 031G1:

While it is up to the organization and the individual concerned to agree on the most effective and
efficient way to provide access to the personal information requested, it is up to the individual to
decide as to what is the most convenient means for providing the personal identification identified.

Guidelines 31G2:

In cases where there is a difference of opinion between an organization and an individual about the
accuracy of that individual’s personal information held by the organization, it is advisable for the
organization to maintain both (1) the personal organization which the organization considers to-be
accurate; and, (2) the personal information which the individual considers to be accurate.

This guideline supports a pragmatic approach in support of the fact that not all requesters use theClnternet gr
ail address or fax machines, etc. which support the provision of access to the identified personal
informatipn via attachments to an e-mail or via fax. That is, the organization may well have to,send hardcoply
or printolit of the personal information requested to the individual.

5.3.11 Privacy Protection Principle 11: Challenging Compliance

=)

Challenging compliance is a key privacy protection principle. It pertains to the right-6f an individual to questio
and thug challenge whether or not: (1) an organization has under its controk (of maintains on behalf of othg
organizafions) personal information on the individual; and, (2) if it does, that such personal information
accurate| timely, and relevant to the nature of the informed consent provided by that individual.

w =

Depending on the privacy protection requirements of the applicable jurisdictional domain, an individual may
have the|right to:

(a) challenge compliance directly with the organization to whiom the challenge is directed;

(b) dire¢t such a challenge, (e.g., complaint) to a privaty or data protection commissioner/ombudsman gs
provide fpr in the jurisdictional domain; or,

(c) varipus combinations of (a) or (b) above”.

[oN

It is antigipated that this principle will be enacted not through this part of ISO/IEC 15944 but through laws an
regulations of the applicable jurisdictional’domain(s) pertaining to the business transaction where th
individugl is the buyer.

[©]

Rule 032:

An indiyidual shall be able)to challenge the accuracy and completeness of his or her person
information held by an_organization with respect to a business transaction (and/or part of a general
client file) and have it.amended or deleted as appropriate55

It is to ng one’s hengfit to maintain or make decisions on personal information which is not accurate. As such,
one pradtical solution might be for the organization to maintain in its records both (1) the personal informatio

which it |conSiders to be accurate and, (2) the personal information which the individual considers to be
accurate
businesstrar
with respect to the busmess transactlon(s) entered into.

55 This rule requires an organization to tack its master data and have data synchronization. These and related matters of
traceability, including those pertaining to individuals are being addressed in the ISO/IEC 15944-9 “Traceability Framework”
standard which is under development.
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Guideline 032G1:

In cases where there is a difference of opinion between an organization and an individual about the
accuracy of that individual’s personal information, it is advisable for the organization to maintain both
(1) that of the organization; and (2) the personal information that the individual considers to be
accurate.

For example, an organization which maintains “credit information” on an individual may not be in a position to,
or even want to adjudicate, where there exist differences between an organization reporting personal
information on an individual and that individual questioning its accuracy.

ule 033:

n individual shall be able to challenge an organization concerning its compliance with the above
rivacy protection principles 1 through 10, including assurance of privacy protection for any personal
information that is interchanged with other organizations as agents or third parties (as|well as
econdary or derivative uses of personal information).

n effect, this means that any organization, to which privacy protection requirements apply, shall have

q) in place the identification of a public contact, if other than that of its Privacy Protection Office (PPO), and
physical address (e-mail optional) to which an individual can diréct and challenge compliancke of that
organization with respect to personal information which that ordanization currents has on that individual
(as well as secondary or derivative uses of that individual’s persenal information);

H) available a document which states clearly and explicitly the/procedures the procedures the orggnization
has in place to address a challenge to compliance with-privacy protection requirements.

.4 Requirement for tagging (or labelling) data elements in support of privacy protection
quirements

he application of the general privacy protection principles, as stated in Clause 5.3 above, reduires an
rganization to be able to identify and tag any and all personal information when it is created or collegted in its
IT systems. Such tagging is required enable an organization’s compliance with specific privacy protection
requirements. (It also assists the organization in meeting general ICLM requirements). An organizatign can do
ch tagging of sets of recorded (nformation at the records level (e.g. client file level) down to the more
ranular data element level.

ule 034:
n organization shall*have in place policies and procedures in order to identify and tag (or |abel) all
ets of recorded information (SRIs) which contain personal information and do so at the appgropriate

level of granularityto facilitate compliance with specific privacy protection requirements.

n SRI can.be any scenario component such as semantic component (SC), an Information Bundle (IB) or
enarig.attribute.

urther from data interchange perspective, among parties to a business transaction, there are additional

rivvacv nrotection reauirements which annly
TP < PPy~

Rule 035:

For a field or data element comprising the recorded information pertaining to a business transaction,
for personal information the following requirements apply from a data interchange perspective, the
need to ensure the provision of a tag(s) to note that the personal information:

1) shall not be communicated with other parties;
2) may be communicated to other parties but with restrictions; or,

3) may be communicated to other parties with no restrictions.
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Rule 036:
For a field or data element comprising the recorded information pertaining to a business transaction,
for personal information the following requirements apply from a data interchange perspective, i.e.,
the need to ensure the provision of a tag(s) to note that the personal information is subject to
mandatory disclosure is:

1) the actual information;

2) anonymous information that represents the actual information; or,

3) pseudonyms that represents the actual information.
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6 Collaboration space and privacy protection®®

6.1 Introduction

The focus of these Open-edi and eBusiness standards is modelling the collaboration space among the
primary parties to a business transaction. For modelling purposes a business transaction requires at the least
the roles of a “buyer” and a “seller”, based on “internal constraints” only. Depending on the nature of the good,
service and/or right (or combination of the same) one or more sets of “external constraints” may apply. These
are modelled through the introduction of the role of a “regulator”.

his section summarizes “collaboration space”, as already defined along with applicable frules in
IBO/IEC 15944-4 and ISO/IEC 15944-5 but does so from a Privacy Protection requirements_perspective. As
ch, users of this document shall use and reference these two standards in their use of this,doecumennt.

.2 Basic Open-edi collaboration space: Buyer and seller

he primary purpose of collaboration space is to avoid having the same commitment exchanges conprising a
usiness transaction modelled multiple times, i.e., as mirror images views’ of-the same sets of fecorded
imformation being interchanged among “Persons” in their roles of “buyer” and“seller” as informatior] bundles
(IBs) (and their semantic components (SCs)), as part of the scenario goyerning a business transaction.

By way of example, the “receipt of a sale” between a buyer and seller always contains the same information
ith respect to:

<

o the business transaction identifier (BTI);

date (and time) of sale, i.e., the date of the instantiated business transaction;
¢ the price paid (often before and then including applicable taxes);

e identification (at various levels of granularity) of what was purchased/sold;

e the means and mode of payment;

e conditions, warranties, rebates, etc., as applicable; and,

e any other documentation provided (including that as part of the packaging, recorded informatfon in the
packaging, or “online” via the Internet, including where it is a “virtual” good, service and/or right being
transacted).

he purpose of{business process modelling in an Open-edi context is to model the recorded information
xchanged among the two primary Persons to a business transaction (and any others). In this context, there
re two roles\of Person, one assuming the role of “buyer” and the other the role of “seller”, and the fogcus is on

ne information bundles that are being interchanged among these two primary partners in the pusiness
ansaction.

ot @

Hrom-an ﬂpnn_ndi pnrepnnﬁ\/n’ the collaboration space is_a view of transactions that take rr_\lnm: outside the

internal control space of the Persons who are parties to a business transaction. This view sees both
interchanges of information, from seller to buyer and buyer to seller, as conceptually similar. Such a
perspective is quite different from that of the view taken inside an organization.

In Open-edi collaboration modelling, internal processes are not relevant until a resource, as an information
flow (or represented by it via a reference tag) crosses an organization’s logical boundaries. This independent

56 |n order to obtain a clear understanding of this Clause 6, users of this part of ISO/IEC 15944 should familiarize
themselves with Clauses 0.1-0.4 of ISO/IEC 15944-4 and Clauses 5.22 and 5.23 in ISO/IEC 15944-5.
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perspective is the focus of Open-edi and is represented by collaboration space, where values in the form of
sets of recorded information (SRIs) are interchanged among the parties to a business transaction.

This is illustrated in Figure 4 below (taken from Figure 3 “Concept of a Business Collaboration” in
ISO/IEC 15944-4).

Collaboration Space Perspective: Trading Partner vs. Independent
Enterprise #1 Independent view of
’l _ Inter-enterprise events
. V4
..... v Y SR

g / Enterprise #2 \
\ ¢

'y |
/). \
: Enterprise #3

Trading Partner view of /

Inter-enterprise events
(upstream vendors and
downstream customers)

Dotted arrows represent flow of goods, services, and cash betweeh
different companies; solid arrows represent flows within companiés

SOURCE: Adapted from ISO/IEC 15944, 2007

Figure 4 — Concept of atbusiness collaboration

6.3 Collaboration space: The role of buyer (as individual), seller and regulators”

The coll@boration space, introduced and- defined in ISO/IEC 15944-4 of this multipart standard, focuses 0
collabordtion space from an internal censtraints perspective only. ISO/IEC 15944-5 {Clause 5.2.2} focuses 0
adding gxternal constraints from the Jperspective of the requirements of jurisdictional domains 8 They ar
modelledq by adding (1) a regulator” (as already introduced and provided for in Clause 6.2.6 i
ISO/IEC|15944-1 titled “Person)jand external constraints: the “regulator”; and, (2) the three sub-types ¢
Person |(see Clause 6.27-in ISO/IEC 15944-1 titled “Person and external constraints “individua
“organization”, and “publie_administration”).

= s B () Blbes B |

Where a|Person is_acting as (1) an individual; and, (2) in the role of a buyer the external constraints identifie
in Claus¢ 5.3 in this Part of ISO/IEC 15944 may be required. Thus, when modeling a scenario, two possibl
approa\c}}es may. be used. In the first it will be necessary to identify different scenario components in th

< O O O

model wheri~addressing scenarios which involve privacy from those that do not. In the second the privag
constrairjtsZmust be included in the model with an option to switch them off for the scenarios where privag
requirements are absent. Either approach is valid.

There may therefore be more than one role fulfilled by the regulator (or regulators) in the transaction, since the
regulator may act to supervise that the information constraint(s) have been applied, or may act to provide an
anonymous or pseudonymous identity for one or more of the parties to the transaction (which may include the
regulator).

57 This Clause is based on Clauses 5.2.2 and 5.2.3 in ISO/IEC 15944-5.
58 gee further ISO/IEC 15944-5.
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The regulator is the source of external constraints in a privacy collaboration space (PCS), defined as:
privacy collaboration space (PCS)

modelling or inclusion in an Open-edi scenario of a collaboration space involving an individual as the
buyer in a potential or actualized business transaction where the buyer is an individual and therefore
privacy protection requirements apply to personal information of that individual provided in that business
transaction

The overall business transaction being modelled (as a scenario or scenario component) involves (1) a “buyer”
who is an individual; and, (2) the jurisdictional domain(s) involved have external constraints of, & privacy
grotection nature.

Rule 037:

m

or any business transaction (or part thereof) which involves external constraint(s) of a| privacy
frotection nature, the Open-edi model shall include:

1) the Person in the role of buyer as an individual;

2) the role of the regulator(s) representing the source of privacy protection requirements for
modelling as part of a scenario and scenario components;

3) the role of the regulator(s) providing proof of identity of the individual without negessarily
disclosing the actual identity of the individual.

This is illustrated in Figure 5 below (as adapted from Figure)5 in ISO/IEC 15944-5.

I{ is noted that in some business transactions the seller as well as the buyer may be both making yse of an
gent or a third party supplier for the purpose(s) oficoncluding a business transaction.

Q
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Privacy Collaboration Space

(of a business transaction) [“privacy protection”
requirements perspective

Requlator

[as source of external constraints for
the specification of privacy protection
requirements of applicable
jurisdictional domain(s)]

!

Value
Exchange Seller
Buyer
[involving the making “‘Person” as
“Person” as of a commitment to
including associated “organization” or
“individual” EDI of personal “‘public
information] administration”
—_—
4—_

Figurg 5 — Privacy collaboration space (of a business transaction) including the role of a regulator
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7 Public policy requirements of jurisdictional domains

7.1 Introduction

2012(E)

Clause 7 relates privacy protection in the context of public policy requirements, i.e., the overall legal and
regulatory requirements which apply to an “individual” as a “buyer”. The focus here is the fact that when the
buyer is an individual then the (legal) rights, which the individual has, must be supported and modelled in

scenarios and scenario components.

Ciduac 63 Uf iSOIIiEC ‘I\’.-)C—:-—‘r':.-) Dbtb uui ti 1< UVUId” appluab;l dlllj 'r\cy IuiUb. Ti ITy dItT buIIIIIIdI;LUUI i
gxpanded with respect to the privacy protection perspective.

1.2 Jurisdictional domains and public policy requirements

Increasingly jurisdictional domains require those providing a good, service and/or right in making su
gnd those executing resulting (electronic) business transactions, to comply with réquirements expr
rights of natural persons in their role as individuals.*® Clause 0.2 and Figure 3.in ISO/IEC 15944-1:
these as "public policy" requirements. “Public policy” is defined in ISO/IEC ,15944-5. (For text se
Glause 3)

Glause 6.2.8 in ISO/IEC 15944-1 titled "Person and external constraints? constraints: consumer and
imtroduced "consumer protection" as a minimum external constraint-which needs to be taken into a
odelling business transactions, involving an individual as “buyer’y but doing so in a limited manner.

here are other external constraints of a "public policy".nature which need to be taken into ad
odelling business transactions. These include “individual accessibility”, human rights, etc. In Cla
usiness transaction model: Classes of constraints" from*ISO/IEC 15944-1, these form part of the ca
"External Constraints: Public Administration" (as identified in Figure 8 in ISO/IEC 15944-1).

ow we focus on some of the most basic categories of public policy as external constraints that ng
taken into account when modelling (electronic) business transactions which involve "individuals" as
Tlhose already identified include:
e privacy protection
e consumer protection;
e individual accessibility; and,

e human rights,

Thhis is illustratéd.in Figure 6 below.

ere, and

th offers,
pssed as
dentified
e above

"

vendor
ccount in

count in
Ise 6.1.6
tegory of

ed to be
'buyers".

59 Note: A natural person, a human being, acting in the role of “seller” is deemed to be an “organization” (as per

ISO/IEC 6523 definition and common (legal) practices.
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Common public policy requirements of
jurisdictional domains as external
constraints on business transactions
where the “buyer is an “individual’

consumer privacy individual human Others
protection protection accessibility rights (as defined)

Figurp 6 — Common public policy requirements, i.e., external constraints, applying to a business
transaction where the “buyer” is an “individual”

The following four sub-clauses summarize the minimal external constraints of this)nature in a very simple forr
It is outs|de the scope of this part of ISO/IEC 15944 to address and specify external constraints on a busines
transactipn of the nature of "consumer protection”, "accessibility", etc., in, specific detail. The purpose of th
clause if to ensure that when ISO/IEC 15944-8 is used to model business transactions (or parts of busines
transactipns as reusable business objects in the form of scenarios and ‘scenario components), one is able t
identify in the template provided in Clause 12 under "external canstraints requirements of a "public policy
nature.

S v n w3

7.21 Privacy protection

When mpdelling (electronic) business transactions;-a common minimum external constraint that needs to b
taken infp account is that commonly referred toas "privacy" requirements (or in some jurisdictional domain
as "data| protection"). Here the term "privacy(protection" is used to identify the public policy requirement
addressipg both of these topics. Privacy protection requirements apply to any business transaction in whic
an individual is a “buyer”.

> O 0 D

Rule 03§:

A commlon set of external eonstraints of a jurisdictional domain on a business transaction, where the
buyer is|an individual, are’those of a privacy protection nature.

Rule 039:

Where the buyer in a business transaction is an individual, external constraints of a privacy protectio
nature df jurisdictional domains apply and shall be supported in applicable business scenarios and

scenari

-

The principles governing privacy protection and associated rules are in Clause 5 above.

The focus of this sub-Clause is to specify key rules which are applied to any Person in the role of a seller, i.e.,
as an organization and public administration, who offers or provides a good, service, and/or right to
prospective buyers.

It is noted that from a supplier perspective, privacy protection requirements can be summarized as
maintaining recorded information about an identifiable individual which is as timely, accurate, and relevant as
possible, is used only for its original purpose and not for any other purpose (unless consented to by the
individual concerned), and that any such recorded information which does not meet these requirements is
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expunged, unless there are other external constraints of a jurisdictional domain nature which override such
privacy protection requirements, (e.g., law enforcement, national security, etc.). The privacy protection
principles which apply here are stated above in Clause 5.

The application and implementation of this rule has as a logical consequence that any Person offering a good,
service and/or right as a seller in a business transaction shall explicitly state that the good, services and/or
right, as a goal in a business transaction, is, or is not offered to a buyer as an individual.

Rule 040:

jny Person offering a good, service, and/or right as a seller shall explicitly state whether-or not the
ame is available for purchase by any Person in its role as an “individual”.

-

or example, certain goods, services and/or rights may be proscribed from being offéred for dale, and
nerefore are not sold to an individual.

—

Rule 041:

ature of jurisdictional domains apply and shall be supported in applicable business scenarios and

avhere the buyer in a business transaction is an individual, external constraint of a privacy protection
cenario components.

Rule 042:

A seller shall ascertain, at the identification phase in theyprocess leading to a business transaction,
hether or not the buyer is an individual (not someone as organization Person buying on behalf of an
rganization or public administration)so.

uideline 042G1:

here a jurisdictional domain differentiates'in criteria for privacy protection with respect to @ natural
erson in its role as an "individual” or an."organization Person," this needs to be specified.

uideline 042G2:

here a jurisdictional domain -has privacy protection requirements as a set of external copstraints
yhich are applicable to a specific sector (public versus private, per industry sector, etc.), or type of
Rhusiness transaction, this'shall to be specified.

S

60 see further in ISO/IEC 15944-1 Clauses 6.2 “Rules governing Person’; Clause 6.3 “Rules governing the process
component”; and, Clause 6.4 “Rules governing the data component’. Here the development work on the “process”
component is specifically structured to support privacy protection requirements in its five fundamental activities which are:
- planning;

- identification;

- negotiation;

- actualization; and,

- post-actualization.

Examples in the text or in the footnotes for this Clause 6.3 are based on privacy protection requirements. Annex F
(Informative) titled “Business transaction model: process component” in ISO/IEC 15944-1 takes a similar approach.
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7.2.2 Person and external constraints: Consumer protection®’

In modelling (electronic) business transactions, an external constraint that needs to be taken into account is
that commonly known as "consumer protection”.®

Rule 043:

A common set of external constraints of a jurisdictional domain on a business transaction, where the
buyer is an individual, are those of a consumer protection nature®. As such, any business transaction
involving an “individual”_in the role of buyer shall be structured to be able to support applicable
“consumer protection” requirements.

“Consumer” and “vendor” have already been defined in ISO/IEC 15944-1:2010 and “consumer protection” i
ISO/IEC|15944-5:2008. {See further above Clauses 3.27, 3.115, and 3.28 respectively for the dext of th
definitiorls of these three concepts}.

(O]

Rule 044:

Where the buyer is an individual, the seller shall ascertain that the individual has the age qualificatio
required by the jurisdictional domain to be able to be involved in and make commitments pertaining t
the good, service and/or right being offered in the proposed business transaction

[ 2=

Guideline 044G:

A seller| shall take the required precautions to ensure that it does not communicate inappropriat)ﬁ
information, engage in monetary transactions, or in the making of any commitments with those wh
do not have the capacity to engage in them such as minors, (without the verifiable consent of thejr
parents}:r guardians), or those without legal capacity, as may be required by the jurisdictional domain
of the buiyer.

This rulefand guideline captures common consumer protection requirements pertaining to sales in general a
well as tp particular goods or services to children and“minors who may not have the legal capacity to engag
in such dctions in the jurisdictional domain of the buyer (and/or seller).

[CI7)

Rule 045:

A sellef shall ensure that where<it intends to sell a good, service and/or right to a buyer aE
an individual that consumer protection requirements of the applicable jurisdictional domain of th
buyer aﬂ; supported.

These cdnsumer protection‘requirements include the provision of “complete” information, the use of languag
of the indlividual, terms of €ontract formation and fulfillment, privacy of the on-line information, security of th
personallinformation andvpayment, procedures for redress, stop to unsolicited e-mail, etc. Note that the plac
of delivefy may affectthe ability of the buyer and seller to act.

[CENCENY)

61 Clause 6.3.2 builds on and uses Clause 6.2.8 "Person and external constraints: Consumer and vendor” of ISO/IEC
15944-1.

62 |t is noted that:

e many of the external constraints pertaining to personal information of an individual for {orivacy protection in a
business transaction are similar in nature to consumer protection requirements; the 1% edition of his Part of
ISO/IEC 15944 focuses on most primitive aspects only; and,

e linkages and similarities between privacy protection and consumer protection requirements will be addressed in
the 2™ edition of ISO/IEC 15944-8 orin a separate new part of ISO/IEC 15944.

63 This is a restatement of "Rule 38" in ISO/IEC 15944-1.
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7.2.3 Individual accessibility

This is an external constraint of a public policy nature that shall to be taken into account in modelling
(electronic) business transactions through re-useable business objects, including those which are categorized
as individual accessibility® requirements. These take the form of either (1) rights of individuals in their use of
information technologies at the human interface; and/or (2) those providing goods or services in general or in
particular ensure that the provisioning of the same does not discriminate against or prevent participation by
“non-typical” users, i.e., those persons with an impairment or disability of some kind, who require some form of
adaptive semantics and technologies to participate in a business transaction, viz. “individual accessibility”.
Here “individual accessibility” pertains to ensuring that goods or services being provided in (electronic)

usiness transactions can be used by people with impairments or disabilities.

Jurisdictional domains often specify human accessibility requirements as being: (1) of a generic ngture and
pplicable irrespective of the goals of a business transaction and the commitments being entered info among
articipating parties, (e.g., as part of basic human rights, as part of its constitution,\\etc.); and/¢r (2) as
pplicable to a particular sector, (e.g., e-government, education, etc.). Particular*human acgessibility

requirements may also exist at the UN member state’s sub-division level, (e.g., a state;"province, lander, etc.),

the regional level, (e.g., the European Union)65.

Here disabilities can be of either a functional or cognitive nature.

I{ is noted that language and cognitive disabilities are very difficult ‘to-specify and thus model as human
nterface requirements6 , but often it is possible to do so. They include mental retardation, lack of short term
nemory, dyslexia, dyscalculia, dysgraphia, auditory and perceptdal disabilities, cognitive disorganizgtion, and
sual perceptual disabilities.®’

< 0 =

nless a human disability(ies) of an individual is of the,nature where the jurisdictional domain considers or
eclares the individual to be "incompetent", i.e., not able to make a commitment as a party to a pusiness
ansaction, from an external constraints perspective;{here is a need to be able to support human acgessibility
bquirements. This includes the provision of “alternate formats”, i.e. the provision of the semanti¢s of the
bcorded information is in a representation form, which the individual as (prospective) buyer ig able to
nderstand in an unambiguous manner in-order to be able to decide whether or not to make the
ommitment(s) associated with the actualization of a business transaction. This also applies to the protection
f their personal data.

Q0o cCc = = o O —

)]

t The concept of ‘Individual accessibility” has already been defined in ISO/IEC 15944-5 and is reprgduced in
lause 3.56 above.

P The United/Nations has published an “Overview of International Frameworks for Disability Legislation” ayailable at
<http://www.Um.0rg/esa/socdev/enable/disother.htm>>.

A 0O

66  Annex:X in ISO/IEC 5218 “Codes representing the human sexes” titled “Annex A (Informative) — Codes for the
erresentation of the human sexes supporting (linguistic) cultural adaptability/Annexe A (Informative) — (Codes de

représentation des sexes humains supportant I'adaptabilité culturelle (linguistique)” provides an example of this.

07 See further the US National Institute of Neurological Disorders and Stroh resources on dyslexia at
<http://www.ninds.nih.gov/disorders/dyslexia/dyslexia.htm>, and the "IMS Guidelines for Developing Accessible Learning
Applications", Version 1.0 White Paper, 2002-06-22, as well as other IMS documents containing IT systems specifications
for individual accessibility requirements from an “e-learning” perspective. {http://imsglobal.org/accessibility}. This IMS work
is being progressed as a multipart international standard through JTC1/SC36 as ISO/IEC 24751 Individualized Adaptability
and Accessibility in E-learning, Education and Training:

Part 1: Framework and Reference Model
Part 2: “AccessForAll” Personal Needs and Preferences for Digital Delivery”
Part 3 : “AccessForAll” Digital Resource Description”

The ISO/IEC JTC1/SC36 multipart ISO/IEC 20016 standard ITLET — Language Accessibility and Human Interface
Equivalencies (HIEs) in e-Learning applications: Principles, Rules, and Attributes is also relevant.
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Rule 046:

In the development of human interface equivalents (HIEs) for an ID code®® or a semantic identifier,
these must also include those HIEs of a nature to ensure individual accessibility®.

7.2.4 Human rights

The three public policy requirements identified above apply to Persons in their role as an individual engaged
asa "buyer" (or "consumer ) ina busmess transactlon There are other publlc poIrcy requrrements which may
need to be , , f
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e UN "Universal Declaration of Human Rights" (1948);

e the UN "Universal Declaration of Rights of Persons belonging to National or Ethnic, Religious and
finguistic Minorities";

e the UN "Universal Declaration of Cultural Diversity" (Paris, November, 2001); and,
e International Covenant on Economic, Social and Cultural Rights 19665 United Nations (UN).

¢ WN Convention on the Rights of Disabled Persons (2006).

7.25 Prlvacy as a right of an “individual” and not the right.of\an organization or public
administration”

Rule 047:

—h

Privacy protection requirements apply only to a_natural person, i.e., human being, acting in the role ¢
an individual.

Organizdtions or public administration do not\normally have any common law or statute law right” to privag
protectioh because public policy does not consider them to require statutory protection. They by definition an
“legal pdrsons” and not “natural persons”. {See further Figure 16 Clause 6.2.7 and Figure E.19 Annex E i
ISO/IEC|15944-1 as well as associated‘rules and text}

<<

)

An organization or public administration may introduce and maintain requirements of a “confidentiality” ¢
“secrecy| nature with respect-to an identified set(s) of recorded information (included as semantic component
or information bundles among participating parties to a business transaction). However, requirements of
“confidentiality” and “secrecy” nature would need to be identified, negotiated and agreed to as part of contra
formatiof pertainingto a business transaction, and are not in the scope of this part of ISO/IEC 15944,
although(similar methods may be used in modelling confidentiality or secrecy as those for privacy.

—_ D 0O 5

68 The development of “Coded domains” of ISO/IEC 15944-10 incorporates the ability to support individual accessibility
requirements.

69 Table 1 in Annex A of ISO/IEC 5218:2004 provides an example of an IT-enabled approach to supporting individual
accessibility. It has been reproduced in Annex D. ISO/IEC 15944-7 is structured to be able to support individual
accessibility requirements through the development of additional normative Annexes.

70 The other two strategic directions of ISO/IEC JTC1 for standards development are "portability" and "interoperability".

™ In the preparation of this part of ISO/IEC 15944 no applicable law or regulation has been identified in jurisdictional
domains which state that an organization has an explicit right to “privacy protection” as an organization.
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This is part of the broader field referred to as of information security labelling in ISO/IEC 27002. Information
is labelled according to the overall protection constraints that are to be applied to it. Information that is
confidential is generally labelled so that supporting FSV mechanisms can be provided that determine if the
information is being accessed by an entity that is properly authorized. Privacy protection labels (as shown in
Section 5) are used to indicate what subsequent use (if any) the authorized entity may make of the information
that is labelled. So, at a simple level, the recipient of information that is confidential is not limited in the
subsequent use that they make of that information, whilst the recipient of information that has privacy is
explicitly constrained as to the subsequent use. As such, privacy protection labelling is separate and
independent from confidentiality labelling, although both make use of similar supporting mechanisms (FSV).

72 gee further ISO/IEC 27002:2005 Information technology — Security techniques — Code of practice for information
security management. In addition, the ITU-T has standards development activities pertaining to privacy protection and use
of ICT, i.e., from a FSV perspective. Similar, ISO/IEC JTC1 has several standard development committees addressing
privacy protection issues from both a BOV and FSV perspective, (e.g., JTC1/SC31 and SC37) or from an FSV
perspective, (e.g., ISO/IEC JTC1/SC27)
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8 Principles and rules governing the establishment, management and use of
identities of an individual”

8.1 Introduction

The concept of “identity management” is not clearly defined with reference to international standards, although
there is relevant work in ISO/IEC JTC1/SC27/WG5 “Identity management and privacy technologies’.
Published work seems to focus on the Functional Services View (FSV) aspects: the “How to,” without first
defining the business operational view (BOV) requirements, the “WHATS”. In addition to addressing the
Stablishment, management, and USe of [dentities of an mdividual based on external constraints, this section
focuses on supporting external constraints of a privacy protection nature.

he concept of “identity management”, or more accurately “management of identity(ies)” of an entity since it is
ewed differently from various perspectives. Its widest perspective is that at the entity, i.e«,“pertaining to any
erson, object, event, idea, process, etc. {See further Clause 3.44 definition of entity} Within an Openp-edi and
Business context, a differentiation is made between “Person” and “non-Person”“{See further |Annex C
Unambiguous identification of entities in (electronic) business transaction” in ISOAEC 15944-1 74} The focus
f this part of ISO/IEC 15944 with respect to “management of identities” is not on Persons in general but that
f an individual and as a sub-type of Person in particular.”

0T < -

O 0

he need for unambiguous identification of entities in (electronic) busingss transaction is identified in|Annex C
f ISO/IEC 15944-1 titled “(informative) Unambiguous identification "of entities in (electronic) pusiness
ansactions. In Annex C of ISO/IEC 15944-1, (1) the ISO/IEC JTEZ1 definition for the concept “entity”|provides
s examples “person, object, event, ideas, process”; and (2)4hat the focus of the multipart ISO/IHEC 15944
tandard Is only the unambiguous identification in a business‘transaction of Persons’®, and thus not ¢ bjects”,
vents, processes, etc. Objects, events, processes when defined or referenced in the modeling of Ppen-edi
cenarios and scenario components, are registered as business objects. {See further ISO/IEC 1594412}

O O Q0 -

—

sers of this part of ISO/IEC 15944 should be aware that many of the issues pertaining to| “identity
hanagement” with respect to a Person (natural grlegal) are also identified and addressed in ISO/IEC] 15944-1
s well as ISO/IEC 15944-2. ISO/IEC 15944-4)\and ISO/IEC 15944-5.

[V ]

—

his Part of ISO/IEC 15944 sets out the/principles and rules governing the establishment, managenpent, and
use of identities of an individual which:are to:

1) to be based on those which already apply to a Person in a generic manner, as already foupd in the
following normative Clauses of ISO/IEC 15944-1,

Clause 6.1.4 — Buysiness transaction: unambiguous identification of entities

3 See furtherAnnex E below titled (Normative) Key existing concepts and definitions applicable to the estaplishment,
hanagement,fand use of identities of a single individual

A guiding principle in the development of the multipart ISO/IEC 15944 standard is that it is structured to e able to
upport\the need to differentiate among the three sub-types of “Person” namely “individual”, “organization” ahd “public
dministration”.

9" This part of ISO/IEC 15944 maximizes the use of other ISO and IEC standards as well as Referenced Specifications
relevant to the privacy protection requirements in a BOV (and not FSV) context.

76 |n support of this approach ISO/IEC 15944-1 also contains an Annex D titled “Existing standards for the unambiguous
identification of Persons in business transactions (organizations and individuals) and common policy and implementation
considerations”.

77 180, IEC and ITU standards for the unambiguous identification of objects (including tokens) are many. Standards here
developed and maintained by ISO/IEC JTC1/SC17 “Identification cards” and those by JTC1/SC31 “Automatic identification
and data capture techniques” and the resulting ubiquitous use of bar codes are the most commonly known. In addition,
various industry sectors also served by one or more international standard of registration and identification schemas and
assignment of unique identifiers for each unique objects, (which in turn usually has many clones with the same ID as result
of mass manufacturing, publishing, etc.).
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Clause 6.2.2 — Person, personae identification, and Person signature; and,
Clause 6.2.3 — Person, identity and authentication;

2) apply the Clause 5 Privacy Protection principles to an “individual” as a defined sub-type of “Person”;
and,

3) modify the relevant figures found Clause 6.2.2 and 6.2.3 to focus on ‘“individual” only, i.e.,
identification of organizations and/or public administrations is not included.

~

Key coniepts and definitions applicable to the establishment, management and use of identities of a (single
individugl along with associated rules are already defined and stated in ISO/IEC 15944-1, ISO/IEC 15944-2,
ISO/IEC|15944-4, and ISO/IEC 15944-5.

Annex E| below contains the key concepts and definitions applicable to the establishment, management and
use of idpntities of an individual in a business operational view (BOV) context’®.

8.2 Ruyles governing the establishment of personae, identifiers and signatures of an
individyal

This subtclause and its rules:

o1 —

1) applies the existing rules as well as associated concepts and their definitions in ISO/IEC 15944
}ertaining to Person, and adapts them based on the privacy protection principles set out in Clause
bove, doing so from a collaboration space perspective as stated in Clause 6 above;

2) ipcludes added rules which apply where an individual is abuyer in a business transaction; and,
3) do soin an integrated approach.
4) gupports this integrated approach and support\the real world conditions noted above;

5) supports the fact that it is up to a Registration Authority to decide, and therefore accept due liability

which must be made clear to the parties) for the correctness of their assertion, based on applicable
g¢riteria in the jurisdictional domain_bf that Registration Authority, i.e., applicable set(s) of internal
gonstraints; whether or not to register an individual as a member, of a coded domain, and if so assign
an |ID code, to that individual together with any qualifications as to the liability taken by the
egistration Authority as to the provenance they grant individuals.

(It is noted that a Registratioh-Authority, i.e. an organization or public administration, may be responsible fq
the man@agement of moredhan one registration schema (RS). Consequently, the “same” real world individual
may or nmpay not be eligible)to become a member of the different RSs being managed by a single RA.)

=

From an|external censtraints perspective, a single organization may be a Person, as an incorporated (lega
entity with the associated accepted legal name(s)79 as part of the incorporation, and also may use othed

~

=

management of one or more registration schema (RS). Consequently, the “same” real world individual may or
may not be eligible to become a member of the different RSs being managed by a single RA.

78 |t is noted that various ISO/IEC, ISO, IEC and ITU communities are working on developing standards in support of
management of identities of entities (including individuals). This is especially true from a Functional Services View, i.e.,
FSV technical support services view perspective.

79 Where a jurisdictional domain has more than one official language, a “legal” person may well have more than one
official name, i.e. in each of those official languages. This is most often the case with public administrations.

78 © ISO 2012 — Al rights reserved


https://standardsiso.com/api/?name=f4f8f9d12ff9b5cb58b4fd3ec42b1ab7

ISO/IEC 15944-8:2012(E)

Rule 048:

The primary set of generic principles and rules, as well as associated concepts and their definitions
governing the creation, recognition, use, management of identities of a Person as stated in Clauses
6.1.4, and 6.2.2 of ISO/IEC 15944-1, apply here.

A Person has one or more personae (and associated identifier(s) with each resulting in one or more Person
identities (Pi) depending on the status and role qualification requirements of the Person to able to be
registered for and obtain the resulting assignment of a unique identifier. This also applies to an individual
obtaining a unique identifier from a RA.

Tlhe interworking with the rules in Clause 6.2.2, ISO/IEC 15944-1, results in a variety of combinptions of
linkages currently existing among personae, identifications and Person signatures for the same sihgle real
world individual. This is illustrated in Figure *7” below, which integrates and is a composite,of Figures 9, 10
gnd 11 found in Clause 6.2.2. of ISO/IEC 15944-1). Figure 7 uses different fonts andyfepresentgtions for
“Person signature” to recognize the wide variety of forms and information technologiés utilized tq capture
“Person signatures®’.”

80 One should note that the definition of signature created in Clause 6.2.2 in ISO/IEC 15994-1 allows for the use of
different forms and each may be created by different processes, ranging from physical to advanced biometrics
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Contexts of Different Business Identification er?:rll(?lg_)m
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World Entity Governing Rules
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Figure 7 — lllustration of relationships of links of a (real world) individual to (its) persona (e) to
identification schemas andresulting identifiers to associated Person signatures — in the context of
different business transactions and governing rules

>

Clause 6.2.2 in ISO/EC 15944-1 has therefore been adapted to focus on “individual” as a sub-%ype of PersQ
as is illugtrated in-Figure 7 above. This includes and supports the following real world conditions '

1) ih@ddition to identifiers, an individual, during its lifetime, may have many multiple different personag,

81 Throughout this part of ISO/IEC 15944 the use of the phrase “real world conditions” means supporting identified
existing internal and external constraints. It is outside the scope of this part of ISO/IEC 15944 to identify data management
and interchange conditions of an external constraints nature which would result in more efficient and cost-effective data
management and interchange among parties to a business transaction involving personal information. This should reduce
significantly existing common “administrative” costs and inefficiencies in Open-edi among parties to a business transaction
(as well as in the internal behaviour of their data management).

In addition, identifier “S” is used to represent an identifier being assigned to an individual without a persona, (an
anonymous ID, usually associated in its use with techniques such as the introduction of a password or code or similar
which may be used instead of a persona).
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For some personae, the individual may assign or adopt for itself, while other personae used may be
qualified as to whether or not they may be used as a persona in the identification schema of a
Registration Authority (based on the rules governing the formation, representation and use of names

of registrants of that Registration Authority) or otherwise. For instance, people at the time of

marriage

may create personae that were not previously in existence, as well as retain previous personae. (At

the time of marriage an individual may acquire and use a new (legal) persona.)

Similarly, based on the rules and criteria of the applicable Registration Authority, the persona of an

individual as written on its birth certificate, may not be the same as stated on an immigration

record, a

passport, a driver’s licence, a social insurance or health insurance card, and so on. Consequently, any

2)

4)

6)

individual may well have multiple legally recognized names (LRNSs), recognized individug
(RINSs), recognized individual identities (riis), all at the same time (and so used in various
transactions).

unless proscribed by a specific external constraint, an individual is free to us€ any “pe

| names
business

sona” to

represent itself®

an individual, during its lifetime, may have and use multiple different identifiers, i.e. individual

identities
83

depending on the roles that it has, qualifies for, or is assigned by nature'ef its status or action

P

It is likely that an individual identity (ii) established by an individual in the context of g
Registration Authority (RA) may have limited use as decided\by the individual and/or Re
Authority (see further Clause 6.4 below)

Examples include a persona which an individual assign_ to itself and is one which also serv|
identifier such as an e-mail address (an anonymous hotmail or gmail account), Facebook, T
an “avatar”, etc.

an individual, during its lifetime, often has and does use different forms or representation of it

specific
histration

es as an
witter as

s Person

signature.

Common examples here include the use by an individual of a “short name signature, the U
initial, the use of a first name and-surname only, the use of a initial and surname only 3
signature forms whether physjeal or electronic in nature, (e.g. personal seals, symbols, @
embossings, stampings, etc:).

only a specific persona\of an individual may be eligible for use in an identification sche

se of an
nd other
ocument

ma of a

Registration authority before an associated identifier can be assigned by the RA.

This is illustrated with “persona C”, i.e., an individual shall use the persona as stated in
certificate, larided immigrant, or residence permit document (or its accepted Latin-1
equivalent*where the IT systems of identification schema of the Registration Authority supp
the Latin=J character subset of ISO/IEC 10646);

AA._individual, in qualifying for a new role and becoming a member of a reqistration sch¢

its birth
alphabet
orts only

bma of a

Registration Authority, may be assigned a “new persona” in addition to their associated identi

ier.

82 The misuse of an existing persona by an individual for fraudulent purposes, a.k.a. “personation” is a criminal offence
in (most) jurisdictional domains.

83 For example, at the time of marriage an individual may acquire and use a new (legal) persona. similarly, based on
rules and criteria of the applicable Registration Authority) the persona of an individual as written on its birth certificate may
not be the same as stated in an immigration record, a passport, a drivers’ licence, a social insurance or health insurance
card, etc. Consequently, an individual may and will have multiple legally recognized names (LRNs), recognized individual
names (LRNs), recognized individual identities (riis) at the same time (as so used in various business transactions.

© I1SO 2012 — All rights reserved
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7)

8)

9)

10)

With respect to the identification schema and the creation of identifiers®, in that identification schema, it is
noted that

1)

The fact that an individual is assigned a “new” persona is a not infrequent occurrence (for instance
where the movement of an individual from one jurisdictional domain to another results in the individual
obtaining a new or different civil status in that jurisdictional domain for no more reason than the written
form of the persona of the individual who moves to another jurisdictional domain as immigrant,
resident, refugee, etc., may well be in a language and or writing system which is different from or not
supported in the new jurisdictional domain). This is evidenced in documents issued as proof of civil
status.

the Person signature form used by the individual at the time the persona was registered and the

identifier assigned shall be same in all transactions (and interactions) of that individual when using the

identifier assigned by that Registration Authority.

bommon examples here include requirements in the financial services and banking sector, where th
ignature form of the individual when first registered with a bank or financial service-recorde
hanually on a signature card maintained by the issuer or on the back of the card/issued) ¢
lectronically by that registration authority, must match and continue to match the sigpattre form use
y the individual when using that specific identifier for a particular purpose.

Fen i« Wil S ¢ T
O s O 0

[2]

ny identifier, i.e., ID code in a registration schema of an RA providing that is\fit for the purpose of th
fransaction.

[¢]

ipersona used by an individual need not be linked to any registered identification schema and thu

This is illustrated by the box representing “persona Z”.

n_individual may be registered in a registration schema (RS)\of a Registration Authority (RA) by it
sulting identifier without a specific persona being maintained.

[

This is illustrated by the box representing “identifier S”. "An example here is an individual having
numbered account with a bank which does not require the individual's persona for its use but othe
(hon-) personal information which is deemed by\the RA to be sufficient to absolutely identify th
persona for the purposes of effecting transactions for money or money’s worth.

(ORI )

the identifier assigned by the Source Autherity is of the nature of a composite identifier based on a sgt
of rules, and the identifier assigned is therefore parse-able.

Ror example, the identifier on one’s*credit/debit card or any other card issued based on the use of th
IBO/IEC 7812, is a composite.identifier®, as is any organization identifier based on ISO/IEC 6523%.

[0

it is the Registration Authority (RA) which assigns the identifier when the individual meets the stated
griteria and is registered as a member of that coded domain(s) of the RA;

84 For information on how this composite identifier is composed and related summary information, see ISO/IEC 15944-1,
Clause D.4.2.3 “(Global) unambiguous identification of “buyers” and “sellers”— ISO/IEC 7812

85 For information on how this composite identifier is composed and related summary information, see ISO/IEC 15944-1
Clause D.4.2.2 (Global) unambiguous identification of “organizations” — ISO/IEC 6523”. Here the IANA is registered under

ISO/IEC

6523 with its international code designation (IDC) being “0090” for the Internet IP addressing, i.e., internet IP

addresses, like international telephone numbers are composite identifiers and thus parse-able which facilitates their use in
IT systems.

86 Note that these can include the use of identifiers in coded domains. {See further ISO/IEC 159440-10}.
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2) the status, eligibility and/or qualifications of the individual may result in:

a) “mandatory87” registration with a particular RA, i.e. often due to specified external constraints
of a jurisdictional domain; or,

b) “voluntary” registration by the individual with an RA which can be based on a requirement of
an internal constraints nature by the seller; i.e. that based on internal constraints of the
seller®; or those based on external constraints of a regulator.89

Rule 049:

n individual may have and often does have multiple different personae, i.e., names in the Iilletime of
that individual. More than one persona may be valid in one or more jurisdictional domaihs’at the same
time.

During the course of the life of an individual multiple personae may be required to be‘used. In addition, the
mdividual may also use a variety of different personae. Significant factors here includé:

o/ mobility and migration of individuals from one jurisdictional domain to another including the facf that this
involves the use of different official languages. The most common example here is that the jurigdictional
domain in which the individual is born has a language and/or writing-system which is different|from the
jurisdictional domain into which the individual has immigrated to (orbecomes a legal resident or gitizen of);

¢/ through marriage (or similar change in civil status), the individual (legally) obtains or uses a|persona
different from its “birth certificate persona”;

¢/ the individual decides to use a variant (or new) persona which is different than that stated or} its birth
certificate, and uses this new persona as a default {fpersona” which in turn may become a RIN.;

o the fact that an individual as a child (or minor)imay be subject to a divorce of its parents and thus|obtain, a
changed family name;

o the fact that an individual may request and receive a legal change of name in the applicable jurigdictional
domain;

¢/ an individual in using ICT and.in particular the Internet may well represent itself with a personalwhich is
quite different from any ofits' personae used in the “physical” or jurisdictional world.

b u |

tule 050:

I

\n individual may have, and often has, one or more recognized individual names (RINs), including two
r more simultaneously existing RINs, and thus more than one recognized individual identity (fii).

o

recognized{individual name is any persona associated with a role of an individual which is recognized as
aving legal’ status, so any legally recognized name (LRN) recognized in a jurisdictional domain as accepted
r assigned in compliance with the rules applicable of the registration schema of that jurisdictional dpmain as
overning the coded domain of which the RIN is a member can be valid. Associated with a registered

© 0 - 3

87 Primary examples here are the mandatory requirement of registration of an individual at birth, registration of marriage
i., or pursuant to the issue of a passport or similar travel document for crossing international boundaries, etc. Here the
individual is not issued an “identifier” as such but the document attesting the existence and status of an individual is
assigned an unique and unambiguous identifier. Often identities are linked to permitted methods of payment (e.g. use by
the buyer of a credit or debit card only for payment in a business transaction.

88 Often these are linked to permitted methods of payment (e.g. use by the buyer of a credit or debit card only for
payment in a business transaction.

89 Examples here include an individual qualifying for a license of some kind (driver’s license, professional license for a
doctor, engineer, architect, etc.)
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individual name is (usually) a registration number of the document attesting to the RIN and its legal status of
some kind.

Common examples of RINs with directly associated riis include:

e a birth certificate name and birth registration number as issued by the jurisdictional domain in which
the birth of the individual was registered;

arried name but(normally) only one is valid at any one time.

e & passport name and passport registration number as issued by the jurisdictional domdin whic
issued the passport based on the applicable eligibility rules for that coded domain. Note: Ar"individual
ay have more than one type of passport (depending on its role) as well as more than one passpoft
ipsued by different jurisdictional domains (depending on the rules of those jurisdictional domains).
$ome individuals may hold multiple passports both in their own apparent names ‘and also different
apparent names;

e & medical or health name and card registration number as issued by the-jurisdictional domain which
issues the card based on applicable eligibility rules;

e adriver’s license and registration number as issued by a jurisdictional domain based on the individual
qualifying for such a license.

It is noted that, on the whole, the establishment of a RIN and\its associated rii for an individual by g
jurisdictional domain may be based on, either or a combination of;

1) recognition of the status of an individual
his relates to the civil status of an individual in‘a jurisdictional domain of a geo-political nature, (e.g

1
quch as birth, marriage, death, citizenship, landed immigrant, resident, etc.), and the rights an
gbligations which are “automatically” conferred relating to the status of an individual.

[

2) ﬁe individual qualifying is based oh meeting a set of pre-defined criteria, and passing the associated
st.

Quualifications of the individuallmay include:
) those of an age nature, i.e. an individual must have attained the age of “n” years to be able to pla

a particular role,\(€.g., get married, authority to buy cigarettes, alcohol, a firearm, vote in loca|,
regional or national elections, etc. );

Q)

<

B) those of.a criteria and /or test nature, in addition to likely having to meet “1)” and “2.a” aspects as
well._Examples here include a driver's license, a professional qualification (as an individual
qualified and so registered in a recognized “official” profession such as medical doctor or lawyer, in
a jurisdictional domain), etc.

8.3 Rules governing the assignment of unique identifiers to an individual by Registration
Authorities (RAs)

Rule 051:
Any Person acting in the capacity of a Registration Authority (RA) shall, for each of its Registration
Schemas (RS) involving the registration of an individual, be identified as observing the rules

governing and ensuring the assignment of a unique identifier for each individual as a member of that
registration schema.

84 © ISO 2012 — Al rights reserved
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The rules governing the eligibility of an entity to become a member of a registration schema (RS),
administered by its Registration Authority are for the Registration Authority to determine. This includes
determining whether the entity, i.e., as a Person and then as “individual” has the qualification to be an eligible
candidate in order (to submit a request) to become a member of that Registration Schema, including the
assignment of a unique identifier.

Rule 052:

A Registration Authority shall assign a unique identifier to each of its registered members including,
where relevant, where the member is acting as an individual.

his unique identifier has the properties and behaviours of an ID code in the coded domain used 19 support
anagement and maintenance of the Registration Authority Schema®.

ule 053:

here the Registration Schema (RS) of a Registration Authority allows for the registration of Persons
nd differentiates among sub-types of Persons, i.e., individuals, organizations and/or public
dministrations, the Registration Authority shall ensure that:

1) any registration involving an individual is so identified; and;

2) that privacy protection requirements which apply to' resulting or associated personal
information are identified and supported.

his is important because where different sub-types of Persons may be members of the same coded domain,
bsulting from the application of a Registration Schema of a Registration Authority, privacy grotection
bquirements apply only to those members of the coded>-domain who are individuals. This is because recorded
mformation about a member of a coded domain whe'is an individual is personal information and thug subject
D privacy protection requirements.

= =

=

Rule 054:

here a Registration Authority (RA)-administers more than one Registration Schema which jnvolves
individuals (and their associated" personal information), the RA shall not use personal information
rovided by the individual underone Registration Schema (RS) in another RS of the RA without the
plicit consent of the individual concerned unless required by applicable law.

his rule supports the privacy protection requirements stated in Clause 5.3.4 above.

.4 Rules governing individual identity, authentication, recognition, and use

usiness transactions differ in their nature and goals. The rules governing a business transaction,| may (a)
llow a Personto use one of several Person identities, (e.g., one of several different credit cards or passports);
r, (b) require a Person to have/utilize a pre-specified Person identity (e.g. a Blue Cross card, al national
ealthinsurance card, etc.)

tule 055

The individual identity, i.e., the persona and the associated identifier, used by an individual in a
business transaction, shall be capable of being prescribed depending on the context and goal of the
business transaction.

90 The rules and best practices governing the development, management and interchange of coded domain are the
focus of ISO/IEC 15944-10 on “Coded Domains”.
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Based on the rules in Clause 8.3 and 8.4 above, and drawing on elements in Figure 7 above, Figure 8 below
lllustrates the range of one-to-one bindings that can occur between the personae and identifiers of an
individual as individual identities (ii) defined as:

individual identity (ii)

Person identity of an individual, consisting of the combination of the persona information and
identifier used by an individual in a business transaction, i.e. the making of any kind of commitment

individual identity(ii) A1

Real World
Entity persona A identifier 1

individual identity (ii) B2

persona B identifier 2

individual

individual identity (ii) A3

persona A identifier 3

individaal identity (ii) Xn

persona X identifier n

individual identity (ii) Z

—-—
T
o
(7]
o
=}
Q
N
F oo = mm

individual identity (ii) Xn

| identifier S

Figure T = IHustration of range of links between personae and identifiers of an individual identity(ies)
of an-individual

Rule 056:

A specific individual identity (ii) established by a Registration Authority, (organization or public
administration), should not be used for any purpose other than that for which it was created, without
the express and explicit consent of the individual.

Guideline 056G1:

A recognized individual identity (riij) based on a Registration Schema(RS) of Registration Authority
(RA) has the added attribute of being re-useable and thus is the preferred approach for Open-edi.
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An individual identity which is recognized for use in a business transaction is know as a “recognized individual
identity” and is defined based on the existing ISO/IEC 15944-1 definition of for the concept of “recognized
person identity” (rPi)” adapted as follows:

recognized individual identity (rii)

identity of an individual, established to the extent necessary for the specific purpose of a business
transaction

As stated in Clause 6.2.3 in ISO/IEC 15944-1:

“When a Person identity is presented for use in a business transaction, it has to be “recoghizéfl” by the
other parties to the business transaction. Each party to the transaction may have its own'rules governing
the requirements for establishing a “recognized Person identity (rPi) A1

>

pplying the existing ISO/IEC 15944-1 rules governing identification and authentication of Perspn to an
dividual based on applicable common external constraints, i.e., those stated in Clause 5 above is illustrated
Figure 9 below, which is an adaptation of Figure 12 in Clause 6.2.3 in ISO/IEC-15944-1.

[ds)

ince a persona Registration Schema (RS), of a Registration Authority (RA),
1) may or may not, include the registration of individuals; and,

2) ifthe RS, does allow for the registration of individuals as members,

—

nen external constraints of a privacy protection requirements nature apply, and it is necessary |that one
istinguishes between a pRS which does not contain individuals as members and those which does,|in whole
arin part, i.e., as individual persona Registration Schema (ipRS).

Q.

Rule 057:

Hor any persona Registration Schema which includes, in whole or in part, individuals as njembers,
gxternal constraints of a privacy protection nature apply and all its registrants which are individuals

hall be managed as members of. an‘individual persona Registration Schema (ipRS) in acdordance
yith applicable privacy protection requirements.

s

M

xpanding the ISO/IEC 159441 definition for the concept of “persona Registration Schema (pRS), an
ndividual persona Registration' Schema (ipRS)” is defined as follows:

individual persona Registration Schema (ipRS)

persona Registration Schema (pRS) where the persona is, or includes, that of an individual being
registered

NOTE\? Where an persona Registration Schema includes persona of subtypes of Persons, i.e.
individuals, organizations, and/or, public administrations, those which pertain to individuals|shall be
identified as such because public policy as external constraints apply including those of § privacy
protection requirements nature.

1 “Depending on the rules governing a business transaction, a Person identity for interchange purposes can be
comprised of a finite set of data elements such as those required for identification systems for Persons based on
international standards such as found in ISO/IEC 7501 or ISO/IEC 7812 (See further Annex D in ISO/IEC 15944-1). Or the
set of data element required may be more extensive, but it must still be finite and prescribed. These and similar
specifications are expected to be registered as “re-useable” in accordance with ISO/IEC 15944-2”
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NOTE 2 In an individual persona Registration Schema, one shall state whether or not a truncated name,

ie.

registered persona, of the individual, is allowed or mandatory, and if so the ipRS shall explicitly state

the rules governing the formation of the same. 92

The selection of an individual identity in a business transaction between the seller and the buyer, where the
buyer is an individual, i.e., one which is recognized for use between the buyer and the seller in a business
transaction (as well as any other parties to that business transaction) is established in one of two ways:

1) the individual identity to be recognized (and accepted) for use in a business transaction is the one that

Use of spich a “md-rii” is found in business transaction involving internal constraints only. Such identities ma

be of a

Open-edj scenario as a scenario component, information bundle, and/or semantic componenty.it does nd
have the|generally property of re-usability and thus is not a preferred approach in Open-edi.

2)

These two basic approaches to recognized individual identities are defined as,follows:
mutually defined - recognized individual identity (md-rii)

recc
and|the individual, as buyer, in a business transaction

NOTE 1 The establishment of a mutually agreed fe\and recognized individual between a seller and
inditidual, as buyer, does not extinguish the applicable privacy protection rights of that individual.

NOTE 2 A mutually defined recognized individual identity (md-rii) shall be established between the sellgr
and|the individual no later than the end of the negotiation phase.

NOTE 3 Use of a mutually defined recognized individual identity (md-rij) may not be permitted wherne
exteyrnal constraints apply.

and,

Regiistration Schema.(based) —recognized individual identity (RS-rii)

recagnized individual identity (rii) for use in a business transaction, by the buyer as an individuay,
whigh is one based on the use by an individual as a member of a specified Registration Schema (RS)
of a|particular-Registration Authority (RA)

is established and mutually agreed to between the buyer and the individual. It is thus a “mutuall
defined - recognized individual identity (md-rii)”.

bne time nature only and not “re-useable”. Although the use of a “md-rii” could be modglled in 4

= 5o <<

[0

e individual identity to be recognized (and accepted) for use in a business transaction where th
uyer is an individual is one based on that established through a Registration Schema (RS) of
egistration Authority. It is thus a “Regqistration Schema (based) — recognized individual identit
RS-rii”).

)

pgnized individual identity (rii) which is mutually defined-and agreed to for use between the sellgr

92 Note the ISO/IEC 7501 multipart standard re Machine Readable Travel documents (e.g. passports, already does this.
Similarly the ISO/IEC multipart 7812 Identification cards standard also does this.
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Basic Options

~\ mutually defined -

Mutual recognized

individual identity
(md-rii)

\ 4

Recognition

individual

identity
Registration \

(ii) Authority (RA

Registration
individual persona <y | Schema (based)-
Registration Schema RS recognized

(ipRS) individual identity
(RS-rii)

\_ J

Figure 9 — lllustration of two basic options for establishment of a recognized individual identity (rii)

Rule 058:

I

. Registration Authority (RA) for individuals shall have explicitly stated rules for transforming an
ndividual identity into alrecognized individual identity to meet a stated business requirement.

Rule 059:

—

he rules governing a business transaction shall either require the use of a specified regognized
ndividual identity (rii) or allow for several of a similar nature.

Hor example, if payment by credit or debit card is allowed in a business transaction, several different brands of
gards_may be allowed, but not necessarily all. It can also happen that for specific business transagtions, an
imdividual may be required to present a “legally” recognized individual identity such as a birth certificate,
passport, a driver’s Ticense, a landed immigrant card, efc.

The establishment or verification of a recognized individual identity will require the capability for authentication,
i.e., individual authentication, especially in electronic business transaction. As such individual authentication is
defined as:

individual authentication

provision of the assurance of a recognized individual identity (rii) sufficient for the purpose of the
business transaction
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For individual authentication to be successful, the following actions must have taken place:
e the individual identity must have been established; and,

e the individual identity must be recognized, i.e. a recognized individual identity (rii), must exist.
Rule 060:
In a business transaction, individual authentication is established by either:

1)

2) neferring to predefined individual persona registration schema (ipRS) and process- of @p
articular RA

8.5 Legally recognized individual identifies (LRIIs)

A buyer may remain “anonymous” in a business transaction or use a “pseudonym”ga. However, the nature ¢

the good, service and/or right being provided by the seller (or a regulator as seller) may.require a high level g

qualificafion the individual needs to have, i.e., as a legally recognized individual identity (LRII) which in turn
issued by a legally (recognized) individual persona Registration Schema (LipRS):

The definitions for these two concepts are as follows:
legglly (recognized) individual persona Registration Schema(LipRS)
individual persona Registration Schema (ipRS) which~has legal status and is so recognized

recdgnized in a jurisdictional domain as being able to¥égister a recognized individual name (RIN
and|unique identifier associated with such a registration:

~ S

and,

legglly recognized individual identity (LRII)
recqgnized individual identity (rii) which includes the use of a recognized individual name (RIN) and
the @ssociated identifier, i.e., ID code, assigned as part of the personal information for that individual
in the individual persona Registration Schema (ipRS)

Here with respect to a LipRS, itis noted that:

a) it mdist have the status and recognition in the jurisdiction domain in which they are based;

b) the majority of LipRS are the responsibility of a public administration in a jurisdictional domain;

c) whefe a LipRS is not a public administration, its operations and “legally recognized” status is covered

throfigh<applicable laws and regulations, (e.g., the issuance of credit and debit cards is prescribed by
rule$ of-the financial services sector).

Further, with respect to LDII, it is recognized that the use of a LRIl is directly related to role qualification(s)
which apply to a business transaction. These include those which are:

a) related to the age of the individual concerned to be able to make commitments with respect to certain
types of business transactions such as marriage, purchase property, issuance of a passport, etc., or
purchase of alcohol, tobacco, etc. These are related to applicable “age of majority” requirements in a
jurisdictional domain;

93 This requirement was already recognized in Clause D.5.2 “Anonymity”, in ISO/IEC 15944-1.
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and,

b) related to the age of an individual and associate role qualification, (e.g., a driver’s licence, professional
qualifications, (e.g., doctors, accountants, lawyers, nurses, etc.).

In addition, a legally recognized individual identity (LRII) may:

a) be of general applicability such as those pertaining the existence and status of an individual (including
birth, marriage, or death certificates);

b) have a predefined purpose and use such as a passport, a licence or certificate, a security classififation;
d) be used for both individual identity and civil status purposes in a business transaction; andjor,

d) be independent of any particular use even though its use is strictly controlled and \regulated by privacy
requirements, such as any biometric based data used to identify an individual.®*,

94 The standards developed by ISO/IEC JTC1/SC37 Information technology — biometrics are relevant here.
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9 Person component — individual sub-type

9.1 Introduction
Many aspects of the individual as a sub-type of Person and the resulting link to privacy protection

requirements have already been addressed in Clauses 5, 7, and 8 above. This clause sets out additional
requirements on the Person component.

9.2 Role qualification of a Person as an individual

Tihe test as to whether a Person is qualified to play a role as a party to a business transaction is'a kgy aspect
m modelling business transactions addressed in ISO/IEC 15944-1. Clause 8.4 “Rules for thenspecification of
pen-edi roles and role attributes” as stated in ISO/IEC 15944-1 is mandatory when the businéss transaction
imvolves an individual as a buyer. (See further Clauses 1.2.2 and 1.2.3 above) In addition,it’is very important
tp ascertain as early as possible whether or not the party to a business transaction, inthetrole of a buyer, is an
imdividual (or not). Because if buyer is an “individual”, then public policy requirementsyof a public poli¢y nature
pply, including privacy protection, consumer protection, individual accessibility, etc. {See further Clause 6.3
risdictional domains and public policy requirements (as well as associated rules) as dtated in
IBO/IEC 15944-5}.

ule 061:

he Clause 8.4 “Rules for the specification of Open-edi «oles and role attributes”, as sgtated in
IBO/IEC 15944-1 are mandatory where the business transaction involves an individual as a buyer.

ule 062:

rior to the start of the actualization phase of a.business transaction, a seller shall ascertain [whether
r not the Person acting as a buyer is doing so.in its capacity or status as an individual (rather than as
h organization Person or other roles of a Person).

uideline 062G1:

seller should ascertain at the-identification phase in a business transaction whether or| not the
erson acting as a buyer is doing so in its capacity or status as an individual and not in one of the
ther valid capacities of a Person.
ule 063:

here the buyer ina’business transaction is an individual, the buyer shall:

1) ensure)that privacy protection requirements as stated in this part of ISO/IEC 15944 are|applied;
and;

2) . ascertain whether or not other external constraints apply with respect the individual [meeting
specified criteria of the applicable jurisdictional domain(s) in qualifying for the role pf buyer
with respect to the good, service, and/or right which is the goal of the business transagtion.

If the buyer does not wish to permit the transaction if either the seller offered scenario does not support
appropriate privacy constraints, or the seller’s jurisdictional domain does not offer appropriate safeguards then
the buyer should have the option to refuse the scenario.

Rule 064:
When the identification and negation phase of a business transaction does not result in its

actualization and the prospective buyer is an individual, the seller (or regulator) shall delete all
personal information on that individual gathered at that time.
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Guideline 064G1:

The deletion, i.e. expungement, of such recorded information should be part of the organization’s
“Open-edi disposition” process and be part of the operational policy of an organization or public
administration.

The rules stated below in Clauses 11.3 and 11.4 regarding state changes and records retention are applicable
here.

Guideline 064G2:

Where iule 064 applies, it is best practice that the seller or regulator informs the individual that a&l
his/her personal information has been destroyed, [unless the individual requests that his/her personal
information be retained, i.e., “left on file”].

9.3 Pdrsona and legally recognized names (LRNs) of an individual

A Persof may use any persona in a business transaction as is mutually accepted among all the parties to p
businesq transaction. This is qualified where external constraints especially those.imposed by jurisdictional
domains|are applicable.

However, one result of the application of external constraints is that a Personiis 'not always free to choose an
negotiate the nature of the Person identify (Pi) to be used in a business transaction, including the person
forming part of the Pi. Based on the external constraints applicable to the‘business transaction, a Person ma
be required to use a persona which is legally recognized, i.e., has the ‘properties and behaviour of a “legal
recognized name (LRN)”. This requirement is addressed in Clause.6.6.2.3 “Personae as legally recognize|
names (LRNs)” in ISO/IEC 15944-5. The rules stated in Clause’ 6.6.2.3 ISO/IEC 15944-5 from a gener
Person gerspective also apply here.

0O < O O

Rule 069§:

-

The rules in Clause 6.6.2.3 “Personae asclegally recognized names (LRNs)”, as stated i
ISO/IEC |[15944-5 apply.

Rule 066:
Where the buyer in a business transaction is an individual, the seller shall inform itself as to whethgr

external| constraints apply which ‘require the individual to use a legally recognized name (LRN) as its
persona, as well as the nature-of-the Source Authority for such a LRN.

[

For example, the persona presented by the individual for use in a business transaction must be one which ha
the statys of being legally-fecognized for use in a jurisdictional domain, (e.g., the persona as stated on
government issued bifth-Certificate, a passport, a driver’s licence, health insurance card, etc.

o)

9.4 Truncation of legally recognized names of individuals

Even thugh in many |f not most Jurlsdlct|onal domams there is no legal I|m|t on the Iength (number of

g
qualified as a LRN. However standards such as ISO/IEC 7812 for |dent|f|cat|on cards (|nclud|ng credlt/deblt
cards) and ISO/IEC 7501 for machine-readable travel documents, (e.g., passports), limit the persona which
has a maximum number of characters. The persona of a Person may therefore be truncated, i.e., is a
“truncated name” and that “truncated name” is legally recognized and known as a “truncated recognized name
(TRN)”.

Where a persona of the individual (including birth name) exceeds the maximum number of characters, it

needs to be truncated. Therefore, users of this document shall reference ISO 7501 and ISO 7812 these
standards shall be used for the technical details and rules for truncation.
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Rule 067:

The rules governing the truncation of a persona, as stated in ISO 7501 and ISO 7812 ISO/IEC 15944-1,
apply to this Part of ISO/IEC 15944.

Rule 068:
Where external constraints on a business transaction require an individual as a (potential) buyer

using a legally recognized name (LRN) as the persona for that individual, the seller shall specify the
types of LRNs permitted to be used by the individual.

ule 069:

here external constraints on a business transaction require that the personae ofthe indixlidual be
rovided using a specified language or character set which is different from the language which the
individual uses for his/her persona (or is his/her birth name), then the transliteration rules of ISO 7501
hall apply™.

uite often the persona of an individual (including its birth name) is in a language-other than that to bge used in
business transaction. In addition, external constraints of jurisdictional domains, often prescribe the use of
ficial languages (only).

.5 Rules governing anonymization of individuals in a,bésiness transaction®

ommonly in business transactions, particularly electronic{business transactions, terms such a$ clients,
nsumers, customers, etc., are used rather than “individuals" or "organizations". Significant development has
een undertaken by the private and public sector alike to re-use business-to-business transagtions in
usiness-to-consumer transactions.

rom an eBusiness perspective, it is not always necessary to find out if the entity which is party to a pusiness
transaction is a "natural person" or "legal person”, or an "individual" or "organization", etc. Credit wqrthiness,
bility to pay, secure payment, etc., of a "Person", as a buyer, is often a more important criterion for doing
usiness by the Person in the role .of ‘seller based applications, business (including e-commerce, e-
overnment, e-health, etc.). This is(particularly so when modelling Open-edi scenarios and |scenario
mponents from an internal constraints perspective only.

much of consumer trade, atbuyer can remain anonymous vis-a-vis a seller by presenting a money token®’
which a seller has 100% \trust, (e.g., cash). Similarly in electronic business transactions where the value
bken when presented by the buyer to the seller has 100% trust of the seller, the buyer can alsp remain
nonymous (provided-the' "E-cash" really has the nature of cash, and does not identify the bearer or holder of
ne token). Similarly\if'a Person (undifferentiated as to organization or individual) with an e-mail agdress of
liamondsR4ever@google.com” presents an acceptable value token which does not link the value[token to
e buyer, then/buyer can remain anonymous to the seller.

=~ ) &+ = —

—

95 These are stated in Appendix 9 to Section IV of ISO/IEC 7501:2008. The source text for which in turn is ICAO
document 9303. This Appendix 9 has the following sub-divisions.

A. Transliteration of multinational characters
B. Transliteration of Cyrillic characters.
Depending on the source text for the persona of individual “A” or “B” apply.

9 The text for this sub-Clause is based on Clause D.5.2 of ISO/IEC 15944-1 and other relevant parts of ISO/IEC 15944
in a privacy protection context.

97 The term “value token” is a generic term used to cover all such tokens including cash, money orders, bearer bonds,
pre-paid value tokens, etc.
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Thus in electronic business transactions, unambiguous identification does not necessarily require one to
distinguish the nature, i.e., sub-type, of the Person in a business transaction, i.e., whether the Person is an
individual or organization (or an organization Person).98

Rule 070:

Identification of a Person as buyer in a business transaction is not always necessary in (electronic)
business transaction involving the seller knowing whether or not the buyer is an individual.

The Process Component of the Business Transaction Model has five basic_sets of activities: Planning,
Identificgtion, Negotiation, Actualization and Post-Actualization™. In the Planning set of activities (the (fir$
phase in|a business transaction), prospective buyers and sellers can and do often remain anonymous t{Q'eac
other. The fundamental characteristic of the Identification Phase is that of establishing one-to-one cbinding
among the parties (potentially) involved in a business transaction.

n I ~

Privacy protection requirements have made “anonymity” an external constraint that needs te'be supported,
creating the concept of “individual anonymity:”

indiyvidual anonymity

stat¢ of not knowing an identity or not having any recording of personal-information on or about an
indiyidual as a buyer by the seller or regulator, (or any other party) to a business transaction)

From a pgrocess perspective, “anonymization is defined as follows:
anohymization

pro¢ess whereby the association between a set of recorded information (SRI) and an identifiable
indiyvidual is removed, even where such an associationpreviously existed

NOTE Adapted from ISO 25237:2008.
Rule 071:
Unless éxplicitly proscribed, (not allowed) by external constraints of the relevant jurisdictional domain
applicahle to the specified goal of the ‘business transaction to be entered into, an individual as buysg

many decide to remain anonymous.in that business transaction, and no personal information on the
individupl is maintained by the seller or other parties.

—

One conjmon external constraint of a jurisdictional domain is that of stating a role qualification for an individual
as a buygr in a transaction."For example, an individual must be able to provide “proof of age” in the purchasge
of produfts which are “agé” dependent, (e.g., cigarettes, alcohol, etc.). However, the provision of “proof ¢f
age” by an individual {or external constraints of a similar nature) does not necessarily require the capture ¢f
t
I

any perspnal information (including any “individual identity”) by the seller on the individual as the buyer in th
transactipn. That.s, unless explicitly required by a regulator, the individual identity (and associated person
informatipn) provided by the individual as its “proof of age” is simply “proven” and the actual age not recordeq.
Only thg business transaction identifier generated (on the sales receipt) by the seller for an instantiate
businesq transaction needs to be retained by the parties to the business transaction. {See further Clause 11.
below}

98 Privacy concerns of individuals, who are worried about who knows what you see and spend online on the Internet with
whom, for what, etc., have given rise to a demand for "anonymization services". Disabling "cookies" on one's browser's
preferences may prevent prospective buyers from exploring websites of sellers. Such services allow one: (1) to browse the
Web and go anywhere "cookie free"; (2) to send e-mail through a middle man "remailer"; (3) an anonymous website to
allow anyone (individual or organization) to have a homepage without identifying themselves; (4) to support the use of
synonyms, etc. {See further, Time, February 8, 1999, p. 62, or visit Internet anonymous based services such as
<www.anonymize.com>}, www.anonymize.net, www.anonymize.ws, etc.

99 See Clause 6.1.5 and Clause 6.3 "Rules Governing the Process Component".
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9.6 Rules governing pseudonymization of personal information in a business transaction’®

At times it is desired that an individual can establish a long-term relationship (including a reputation, trust
relationship, etc.), with some other Person, without the individual’s actual identity being disclosed. For
convenience, it may be useful for the individual, or the other party concerned, to establish a unique (new)
persona, identifier, token, etc., known as “pseudonym” with the other Person. Pseudonymization is recognized
as an important method for privacy protection of personal information. Pseudonymization techniques,
mechanisms and services may be used within an organization or public administration, within a jurisdictional
domain as a whole or across jurisdictional domains for transborder data flows.

Application areas for pseudonymization include, but are not limited to:
e secondary use of personal information, (e.g., research);
e use of pseudonym in publishing; and,

e use on the internet and other computer networks.

1 the context of this part of ISO/IEC 15944, a “pseudonym” is defined as follows:
pseudonym

use of a persona or other identifier by an individual which,is 'different from that used by the individual
with the intention that it be not linkable to that individual

NOTE Adapted from ISO/TS 25237.
And in the same context “pseudonymization” is definedas:
pseudonymization

particular type of anonymization that_removes the associate with an individual and adds an associate
between a particular set of characteristics relating to the individual and one more pseudonym

NOTE Adapted from ISO/TR 25237

100 This Clause 9.6 and its rules make extensive use in summary form of ISO/TS 25237:2008(E) titled “Health
Informatics — Pseudonymization”
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10 Process component

10.1 Introduction

The text and rules presented here are consistent with Clause 6.5 “Rules governing the process component” of
in ISO/IEC 15944-1. In Clause 6.3 in ISO/IEC 15944-1, and in its associated Annex F “(informative) Business
tfransaction model: process component”, the requirements for privacy protection as support for external
constraints, when modelling business transactions were already included.

oo uCo
B>/ | =\ ]
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Rule 072:

CGonceptually, a business transaction can be considered to be constructed from a,set of fundamental
activities: planning, identification, negotiation, actualization and post-actualizatioh.

Rule 073:

These five fundamental activities may take place in any order.

Rule 074:

A Person may terminate a business transaction by any agreed method of conclusion.

Rule 075:

—]

he activities may be completed in a single continuous interactive dialogue or through multi|ple sets
f interactions among buyer and seller.

(o]

10.2 Planning

h the planning phase, both the seller and buyer are engaged in a process to decide what actions are [taken for
eller to offer to sell a product, or the buyer to request a product. As such, there is no direct binding between a
articular buyer and an identified seller.

o lN/]

mu

rivacy protection requirements are not applicable in that, where a prospective buyer, as an individual, issues
request for purchase (RFER),)any personal information associated with such a request is considered to be of
“publicly available personal information (PAPI)” nature.

QD QO

However, as part of\the planning phase, a seller as an organization should make publicly available its privacy
olicy for the sale-of products for which the buyer can be an individual.

ho]

0.3 Identification

he identification phase refers to all those actions or events whereby data is interchanged among |potential
hHuyers and sellers in order to establish a one-to-one linkage, i.e., binding, between a possible seller{s) and a
i i ificati i i j quired to

progress from the planning phase to the negotiation phase as is mutually acceptable.
Rule 076:

During the identification phase, the seller shall ascertain whether or not the buyer is an individual, and
if so, inform the individual of the privacy policy of the seller.
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10.4 Negotiation

The negotiation phase covers all those actions and events involving the exchange of IBs following the
identification, i.e., a potential buyer and seller having (1) identified the nature of the goal of the business
transaction; and, (2) identified each other at the level of unambiguity, necessary for this mutual agreement to
be formalised.

Rule 077:

Where the buye jua J .
the indi |dual for prowswn of its personal mformatlon as |dent|f|ed and specmed as well ascth
specification of the information life cycle management (ILCM) and EDI aspects of such personal
information, as stated in Clause 5.3 “Privacy Principles”.

10.5 Agtualization

The actyalization phase includes as activities or events and associated exchanges of IBs necessary for th
executioh and fulfilment of the results of the negotiation for the actual business transaction.

[1]

Rule 078:

Where the buyer is an individual, the seller shall ensure and have in place'supporting procedures and
mechanjsms to support both the generic privacy protection requirements as: (1) found in this part ¢
ISO/IEC 15944 and stated in its rules and guidelines; and, (2) as\well as those resulting from the
negotiation phase, i.e., as negotiated between the seller and the<ndividual as buyer.

—h

10.6 Pgst-Actualization

=

The post-actualization phase includes all the activities, events and associated exchanges of IBs that occl
between|the buyer and seller after the agreed upon good, service and/or right, or is deemed to have bee
delivered.

>

Commor} post-actualization activities are those of the nature of warranties, (extended) service contracts, et¢
Where the individual is the buyer it is not uncommon that the individual “gifts”, (e.g., as a present) the produ
that it bought to another individual. In this’case it is the individual who is the recipient of the “gift” wh
completds the warranty card, and becomeés the owner of the extended service contract, etc. Actions of th
nature impact the creation, management and use of personal information of both the individual as the buyg
and the|individual who is the recipient of the purchased product as a gift. The following set of rule
summariges the privacy protection-requirements which apply.

w5 O O & ¢

Rule 079:

=3

A buyer (and its agent(s)) or third party (or any other party to the business transaction), shall ng
retain any personal'‘information on the individual as the buyer for any time longer than is consented tp
by the |individual for post-actualization purposes unless external constraints of the applicable
jurisdictional domain requires retention of such personal information for a longer period.

Rule 080:

Where the buyer gifts the product to another individual, and the terms of the purchase allow the
recipient individual to assume the warranty, extended service contract, etc., the seller shall ensure
that such a recipient individual is fully informed of its privacy protection rights, including the record
retention requirements.
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11 Data component

11.1 Introduction

The text and rules presented here are based on Clause 6.6 “Rules governing the data component” of
ISO/IEC 15944-1, as well as Clause 6.6.4 “Data component” of ISO/IEC 15944-5. The generic perspectives of
ISO/IEC 15944-1, ISO/IEC 15944-2, and ISO/IEC 15944-5 form the basis for this Clause 11 in the context of
privacy protection requirements.

1.2 Rules governing the role of Business Transaction Identitier (BTI) in support of privacy
rotection requirements

his Clause creates the generic aspects of the role and requirements for the business transaction|identifier
(BTI), which is independent of whether internal or external constraints applying to@” generic pusiness
transaction or a regulatory business transaction. {See further Clause 6.6.4.4 Business/Transaction |ldentifier
(BTI) and its associated rules and definitions in ISO/IEC 15944-5"°"}

ule 081:

ach instantiated business transaction involving an individual as.a buyer shall have a hQusiness
transaction identifier (BTI) assigned by the seller or the regulator.

he assignment of the BTI represents the actualization of a business transaction. When an individdial is the
uyer privacy protection requirements apply to all personal infermation pertaining to that business trapsaction.
o the seller or regulator when assigning the BTI also binds.itself to the privacy protection requirements of the
jurrisdictional domain of that individual (as well as applicable consumer protection and individual acgessibility
requirements).

uideline 081G1:

he seller (or the regulator) which assigns-the BTI to an actualized business transaction invglving an
individual should use the BTI as the ID for all the personal information pertaining to that indiviglual.

ule 082:
here an individual as a buyer in a business transaction decides to be anonymous (as pernl:jitted by

ne external constraints of the applicable jurisdictional domain), the business transaction identifier
BTI) serves as the sole identifier.

—_

Rule 083:

Where the business transaction is of the nature of a regulatory business transaction (RBT)|and the
ules goveriiing the RBT permit an individual to be a buyer, such rules shall explicitly state and define
the associated personal information in conformance with this part of ISO/IEC 15944.

-

Tlhe‘mandatory use of unique BTI in support of a RBT is necessary to be able to support the rules |stated in
¢latse 5 above. This is so that the SRIs pertaining to an instantiated business transaction (as SCs or IBs)
which are of the nature of personal information can be tagged and linked to the applicable BTI, and thus
managed accordingly from both a privacy protection and information life cycle management (ILCM
requirements perspective.

101 |t is advised that users of this part of ISO/IEC 15944 familiarize themselves with this Clause 6.6.4.4 in
ISO/IEC 15944-5.
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11.3 Rules governing state of change management of business transactions in support of
privacy protection requirements

A key characteristic of Open-edi is that “parties control and maintain the states of the recorded information”
pertaining to the business transaction of which they are part. {See Clause 5.4 ISO/IEC 14662} It is important
to specify whether or not the content of its Information Bundles (IBs) or its Semantic Components (SCs), once
interchanged among parties to a business transaction, is allowed to be changed during any phase of the
business transaction. Knowing whether or not state changes are allowed for a specific IB or SC is important
for the management of the state description and automated change management of the state machines of the
parties involved

>

This gerjeral approach to state changes also applies here because these are mandatory requirements’i
support ¢f privacy protection.

Rule 084:

The rules governing state changes of recorded information (Clause 6.6.4.3 “State Changes” i
ISO/IEC [15944-5) apply to any business transaction involving an individual as a buyer.

The exefution and implementation of these rules requires any organization or public administration whi

collects ¢r creates personal information to determine whether or not a state changey'if any, is allowed once th
personallinformation in relation to a business transaction has been recorded;, This pertains to any informatio
bundles |(IBs), semantic components (SCs), data elements, etc., forming(part of the personal informatio
associated with a business transaction. Annex F below provides a fortmalized approach to specifying sta
changes| It incorporates two coded domains taken from ISO/IEC 1594456 namely:

Coded Domain ID Title

ISO/IEC 15944-5:05 Codes for specifying state.changes allowed for the values of
Information Bundles and-Semantic Components

ISO/IEC 15944-5:06 Codes representing store change type for Information
Bundles and Semantic Components

11.4 Rules governing records retention of personal information in a business transaction

ISO/IEC|15944-1 states that records retention requirements are to be specified:

—

e in the scoping of an Open-edi scenario, e.g., as a post-actualization requirement or a data componer
fequirement; and,

e as an attribute of an Information Bundle, e.g., for specifying internal constraints. {See ISO/IE
5944-1, Clause 8.5.2.8, and Rule 140; and for external constraints see Clause 8.5.2.9 and Rule 141

= CJ

A common requirement of external constraints of a public policy nature is that they mandate records retention
(and delelztion) requirements. These are specified in Clause 6.6.4.2 “Records Retention” of ISO/IEC 15944-5.

The general approach to records retention also applies to this part of ISO/IEC 15944 to meet the requirements
of privacy protection.

Rule 085:
The rules governing the specification of records retention requirements are stated in Clause 8.5.2.8

and 8.5.2.9 in ISO/IEC 15944-1 and in Clause 6.6.4.2 of ISO/IEC 15944-5 and are mandatory to any
business transaction involving an individual as a buyer, i.e., to all resulting information.
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Rule 086:

Where the buyer is an individual, the seller shall inform the buyer of all records retention aspects,
whether of internal or external information, with respect to the sets of recorded information (SRIs)
pertaining to the personal information forming part of the business transaction, and in particular

those pertaining to the post-actualization phase.

The execution and implementation of these rules are stated in Annex F, which also incorporates three coded

domains taken from ISO/IEC 15944-5; namely:

Coded Domain ID Title

ISO/IEC 15944-5:02 Codes representing specification of records retention
responsibility

ISO/IEC 15944-5:03 Codes representing disposition of recorded information

ISO/IEC 15944-5:04 Codes representing retention triggers

11.5 Rules governing time/date referencing of personal information in a business
transaction

Unambiguous date and time referencing (a.k.a., “temporal referéncing”) has always been an importa
im the recording of the establishment of the commitment/exchanges among all parties to a

b.g., stock markets, future markets, derivatives, currency hedging, etc.), in actions, (e.g., eBay) or sirn
Ime sensitive transactions where the level of granularity, i.e., detail or precision, used in temporal re
$ of great importance.

t
world of e-business where “time” has become as important-as “date”. This is especially so in online e
(
t

n addition, while based on internal constraints only, the seller and buyer can mutually decide on a
emporal reference schema, or where external constraints apply the use of a specific temporal re
chema may be proscribed.

o0 =+

Rule 087:

—]

he rules governing temporal referencing as stated in Clause 6.6.4.5 “Date/time referencing” g

grotection requirements apply.
Rule 088:

Unless otherwise specified and agreed to by the individual as buyer in a business transac
gommon-temporal referencing schema of the jurisdictional domain of the individual applies.

Rule 089:

Nt aspect
business

ansaction. Unambiguity in the specification of temporal réferencing has become even more important in the

changes,
nilar very
erencing

common
erencing

s stated

n ISO/IEC 15944-5 apply when the individual is a buyer in a business transaction and thus| privacy

tion, the

The temporal referencing schema governing the business transaction where the buyer is an individual
shall also be used to ensure deletion of sets of personal information as required by privacy protection

requirements.
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12 Template for identifying privacy protection requirements on business
transactions '’

12.1 Introduction and basic principles
The approach taken for Clause 12 is the same as that for ISO/IEC 15944-1.

This Clause builds on the structure developed in Clauses 1 through 11. Together with the rules contained in
these clauses, it provides the user with the rules for the specification of Open-edi scenarios, Open-edi

p
mponents (SCs). This template is used to capture these aspects in a systematic, coded form.

ote:  From an ISO perspective, Decision Codes (in Column 2) are provided only wherecthey pertain to the
implementation of this part of ISO/IEC 15944. In modelling, business transactions through scengrios and
enario components, users/implementers will decide on the Decision Codes to be entered depephding on
pplicable internal and external constraints for the scenario and scenario components for the (¢ommon)
enario of the business transaction being modelled.

2.2 Template structure and contents

pen-edi scoping attributes from ISO/IEC 15944-1 sub clause 7.3, “Template for specifying scope of an
pen-edi scenario, and specification attributes”, from ISO/IEC 16944-1 sub clause 8.2.3, “Conpolidated
témplate of attributes of Open-edi scenarios, roles and Information Bundles”, are included here tq simplify
implementation.

ule 090:

It is important in scoping an Open-edi scenario‘to specify at the outset whether or not [external
onstraints apply to the business transaction being modelled.

If there are no external constraints, i.e., the only internal constraints are those which the buyer and seller
utually agree to, then such an Open-ediuscenario can often serve as a generic re-useable 'Lego| block in
pport of those Open-edi scenarios which do include external constraints.

ule 091:

It is equally important in_scoping an Open-edi scenario which allows for an individual as byyer in a
usiness transaction to note whether this is an adaptation of an existing “generic” Open-edi scenario
r a new Open-edi scenario.

It is understood-that (a) most of the Open-edi scenarios will be and are modelled at the Person level;
nd, (b) thatimany of these need only minor modifications in their modelling of such scenarios to
incorporate‘privacy protection requirements.

cenarion scoping and specification attributes ensure that all the information required for the Business

perational View (BOV) of an Open-edi scenario, its components and all attributes required to be gpecified,
(and’ registered for re- use) are captured in a systematic and explicit manner. They are capturgd at the
scenario scoping level as “scenario scoping attnbutes“”“"” and at the scenario level itself as “attributes of
Open-edi scenarios, roles and Information bundles””

102 This Clause is based on and similar in structure to Clauses 7, 8 and 9 in ISO/IEC 15944-1.
103 See further ISO/IEC 15944-1 Clause 7.3 Template for specifying scope of an Open-edi Scenario”.

104 see further ISO/IEC 15944-1 Clause 9.2.3 “Consolidated Template of attributes of Open-edi scenarios, roles and
Information Bundles”. (Also included here are attributes of Semantic Components (SCs)).
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Development of scoping of scenarios, the development of scenario components, etc., requires the use of
these templates and ensuring that for each of the attributes listed in the templates one enters a Decision Code
as specific in ISO/IEC 15944-1, Clause 7.3.1 and with its rules summarized here as follows:

1) Decision Code (Col.2) must be specified, i.e., it shall not have a “blank” or “null” value

2) The two valid Decision Codes are

e applies =1 (Yes)

Once thg Decision Codes for scenario scoping and specification attributes of ISO/IEC 15944-1 are determing
the scenario specification would then be formally expressed in an OeDT according to OeDT requirement
prescribed in ISO/IEC 14662 and elaborated on in (future) ISO/IEC 15944-3 of this multipart,standard. Th
Open-edj Scenario Scoping ID Tags and Open-edi scenario component ID codes of ISO/IEE15944-1 shg
be expligitly associated with the OeDT artefacts. This having been done also permits for the registration d
scenariop and scenario components as identifiable and re-useable business pbjects. {See furthe
ISO/IEC 15944-2 titled “Part 2: registration of scenarios and their components as business objects”}

The two|templates which follow are those taken from ISO/IEC 15944-1:2010~as”found in its 7.3.2 and it
Clause 9.2.3. The attributes which have been added are those resulting”from the identification ¢
requirements of jurisdictional domains as sources of external constraints, i.e., Clauses 5, 6 and 7 ¢
this do¢gument and the rules it contains. These are in addition,t6 rules already stated in ISO/IE
15944-112010 which pertain to external constraints. {See further, in this’document, Annex B.3 “Consolidate

¢ does not apply = 2 (No)

List of Ruiles in ISO/IEC 15944-1 pertaining to External Constraints?

Attribut¢s which have been added to these two templatescresulting from the requirements of this pa
of ISO/IEC 15944-5 have been indicated with an asterisk.(*) and inserted in the existing templates @

ISO/IEC [15944-1.

12.3 Template for specifying the scope of an, Open-edi scenario

Table 1 — Template for/specifying the scope of an Open-edi scenario

- .

Table 1: Templatetfor specifying the scope of an Open-edi scenario

(1)

(2)

®)

(4)

IT-Interface Linguistic Human-interface Equivalents
Scgpe | Decision Name Name Name
Tadq ID Code (English) (French) | (Other)
Code

()

Spare

10(10

BUSINESS GOAL OF BUSINESS
TRANSACTION-

NO EXTERNAL CONSTRAINTS

1010

Business goal of business transaction
includes external constraints

106
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Table 1: Template for specifying the scope of an Open-edi scenario
IT-Interface Linguistic Human-interface Equivalents

Scope | Decision Name Name Name Spare
Tag ID Code (English) (French) | (Other)
Code
(1) (2) 3) (4) (5) (6)
1040 2 Persons (no external constraint)
1041+ 1 Persons: Individual <-> Individual
1042+ 1 Persons: Individual <-> Organization™>
1043+ 1 Persons: Individual <-> Public Administration
1044 2 Persons: Organization <-> Organizations ™"
1045 2 Persons: Organization <-> Public

Administration
1046 2 Persons: Public Administration <->yPublic

Administration
1047 1 Business Transaction Identifier (BTI)
1048 1 Regulatory Transactiondentifier (RTI)
1060 Bilateral Transaction Model
1061 Mediated Business Transaction Model
1065 Defined Market Model
1066 Undefined Market Model
1070 Immediate Settlement Model
1071 Separate Settlement Model
1080 EXTERNAL CONSTRAINTS AND PUBLIC

POLICY
1081*+ 1 External constraints of a (general) public policy

nature apply

105 Often referred to as “B2C”, i.e., as in “business-to-consumer”. Here it is understood that a “consumer” is an
“individual” and not an “organization”.

106 Often referred to as “B2B” i.e., as in “business-to-business”.

© I1SO 2012 — All rights reserved
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Table 1: Template for specifying the scope of an Open-edi scenario

IT-Interface Linguistic Human-Iinterface Equivalents
Scope | Decision Name Name Name Spare
Tag ID Code (English) (French) | (Other)
Code
(1 (2) 3) (4) (5) (6)
1082*+ External constraints of a consumer protection

nature are supported

1083*+ 1 External constraints of a privacy protection
nature are supported

1084*+ External constraints of an “individual
accessibility” nature are supported

1085*+ External constraints of a human rights nature
are supported

1100 AGENTS AND THIRD PARTIES

1110 Business Transaction allows for Agents '’

1111 Buyer Agent

1112+ Seller Agent

1130 Business Transaction allows for Third "
Parties

1131 1 By mutualiagreement of buyer and seller (as

internal ‘constraints only)

1132+ 1 Mandated external constraint(s)

1150* External Constraints and agents

1191*+ 1 External constraints require a buyer to use an
agent

1152* 1 External constraints require a seller to use an
agent

107 1t is assumed that business rules and constraints relevant to the ability of the two primary parties (the seller and
buyer), to be able to delegate all or part(s) of their role and associated commitment(s) to agent(s) will be specified as part
of “Role Attributes”, see further Clause 8.4.2.5 in ISO/IEC 15844-1.

108 |t is assumed that business rules and constraints pertaining to the ability of the two primary parties (the seller and
buyer), to agree to delegate all or part(s) of their role(s) and associated commitment(s) to a “third party(ies)” will be
specified as part of “Role Attributes”, see further Clause 8.4.2.5 in ISO/IEC 15944-1.

108 © ISO 2012 — Al rights reserved
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Table 1: Template for specifying the scope of an Open-edi scenario
IT-Interface Linguistic Human-interface Equivalents
Scope | Decision Name Name Name Spare
Tag ID Code (English) (French) | (Other)
Code
(1) (2) (3) (4) (5) (6)
1160 EXTERNAL CONSTRAINTS AND THIRD
PARTY
1161* 1 External constraints require participation of a
qualified third party
1170 EXTERNAL CONSTRAINTS AND
REGULATOR
1171* 1 External constraints require direct participation
of a regulator
1172* 1 External constraints allow for,a third party to
act on behalf of a regulator,i.e. interacting with
both buyer and seller
1173* 1 External constraints allow for an agent to act
on behalf of thé.regulator
1180 DATE/TIME REFERENCING ™
1181*+ 1 Applicable Calendar Specified
1182* 1 Applicable Clock (and level of granularity)
specified
1183 1 Specification of date ( (time of sale)
1266 PROCESS-COMPONENT AltHfivesetsof
distinct activities covered.
1210 PLANNING
1215 1 Public information on goods/services provided
by a seller
109 For applicable rules, see above Clause 6.6.4.5.
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Table 1: Template for specifying the scope of an Open-edi scenario

IT-Interface Linguistic Human-Interface Equivalents
Scope | Decision Name Name Name | Spare
Tag ID Code (English) (French) | (Other)
Code
(1 (2) 3) (4) (5) (6)
121i6 1 Privacy policy of seller publicly available
1220 Public information on goods/services needed

by buyer

1225 1 Predefined/referenceable Catalogue
1230 1 Buyer initiated goods/service request
1235+ 1 Seller initiated goods/service offer
1240 Predefined Market Model
1250 IDENTIFICATION
1295 1 Identification for information exchange

purposes only (e.g. an-address) "’

1260 Identification of Person able to make
commitment"’

1265+ 1 Identification of Person as “individual”

1270+ Identification of Person as “consumer”

1300 NEGOTIATION

1305 Monetary Payment Involved

131 lmmediate Settlement Model

1315 Separate Settlement Model payment

10 A typical example here is an e-mail address or a P.O. Box address.

M Thisis usually required for the Negotiation step and certainly for Actualization.
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Table 1: Template for specifying the scope of an Open-edi scenario

IT-Interface Linguistic Human-interface Equivalents
Scope | Decision Name Name Name Spare
Tag ID Code (English) (French) | (Other)
Code
(1) (2) 3) (4) (5) (6)
1350 ACTUALIZATION
1355 Immediate Settlement
1360 Separate Settlement
1400 POST-ACTUALIZATION
1405+ Includes warranties
1410+ Includes records retention
1415+ Includes staying in contact with-buyer (e.g.,
defect and recall notification)
1500 DATA COMPONENT
1505 1 Predefined and ‘Structured, i.e., code sets
1520 1 Data integrity of any IB
1525+ 1 Retention /Latency Of Any IBs
1530*+ 1 SPECIFICATION OF RECORDS RETENTION
RESPONSIBILIY ' (in support of internal
and/or external constraints)
1540*+ 1 SPECIFICATION OF DISPOSITION OF
RECORDED INFORMATION ™"
15417+ 1 Specification of disposition of recorded
information from an internal constraints
perspective

M2 applicable, i.e. as applying to the set of recorded information pertaining to the business transaction as a whole,
utilize Coded Domain ISO/IEC 15944-5:02 Codes representing Specification of Records Retention Responsibility. See
also Clause 6.6.4.2 above.

M3 yf applicable, i.e. as applying to the set of recorded information pertaining to the business transaction as a whole,
utilize Codes Domain “ISO/IEC 15944-5:03 “Codes Representing Disposition of Recorded Information”. See also Clause
6.6.4.2 above.
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Table 1: Template for specifying the scope of an Open-edi scenario

IT-Interface Linguistic Human-Iinterface Equivalents
Scope | Decision Name Name Name Spare
Tag ID Code (English) (French) | (Other)
Code
(1 (2) 3) (4) (5) (6)
1542*+ 1 Specification of disposition of recorded

information from an external constraints
(jurisdictional domain requirements)

perspective

1550*+ 1 SPECIFICATION OF RETENTION
TRIGGERS™

1560+ 1 SPECIFICATION OF STATE CHANGES'™

1570+ 1 SPECIFICATION OF STORE CHANGE
TYPE™®

1600 Business req7U|rements on FSV — No exterral
constraints’

1610+ 1 Service: Information Bundle Integrity

1620+ 1 Service: Confidentiality of IB contents

1625+ 1 Service: Non-repudiation. of receipt

1630+ 1 Service: Proof of Time IB creation™"

1635 1 Service: Notarization of IBs

1640 1 Service: 'Quality of Service (QoS)

1700 1 EXTERNAL CONSTRAINTS

114 | applicable—o—as-applying-to-the-setof rocorded-information-portaining—to-the-business-transaction-as-a-wholé,

utilize Coded Domain “ISO/IEC 15944-5:04 Codes Representing Retention Triggers “. See also Clause 6.6.4.2 above.

15 yf applicable, i.e. as applying to the set of recorded information pertaining to the business transaction as a whole,
utilize Coded Domain “ISO/IEC 15944-5:06 Codes store change type for Information Bundles and semantic components”.
See also Clause 6.6.4.3 above.

116 If applicable, i.e. as applying to the set of recorded information pertaining to the business transaction as a whole, use
Coded Domain “ISO/IEC 15944-1:05 Codes for specifying state changes allowed for IBs and SCs”. See also Clause
6.6.4.3 above.

117 See further Clause 6.5.2 in ISO/IEC 15944-1.

118 Often referred to as time-stamping services. See further Clause 6.6.4.5, “Date/Time Referencing”.
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12.4 Consolidated template of attributes of Open-edi scenarios, roles and information

bundles'®

Table 2 — Consolidated template of attributes of Open-edi scenarios, roles and information bundles

Table 2: Consolidated template of attributes of Open-edi scenarios, roles and information bundles
IT-Interface Human-Interface Equivalents Spare
Open-edi Deci- Name Name Name
Scenario sion (Other)
Component | Code (ISO English) (ISO
French)
ID Code
(1) (2) 3) (4) (5) 6)
2000 1 OPEN-EDI SCENARIO ATTRIBUTES
2010 1 OeS Identifier
2020+ 1 OeS Name(s)
2030+ 1 OeS Purpose
2040+ 1 OeS Set of Roles OeS Business Requirements,
Rules and Constraints
2050+ 1 OeS Set of Information-Bundles OeS Scenario
Inheritance Identifier(s) and Cross-References
2060 1 OeS Set of Requirements on Open-edi Parties
2070 1 OeS Setlofiexternal constraints on Business
Requirements, i.e., Laws and Regulations
2080 1 OeS Inheritance Identifier(s) and Cross
References
2090 1 OeS Security Service Requirements
2100 1 OeS Communication - Quality of Service
Requirements
2120 1 OeS Role Requirements and Constraints
27130 T 0eS Dependency among Roles In a Scenario
2140 1 OeS Dependency among Information Bundles in
a Scenario
2150 1 OeS Dependency among Semantic Components
of different Information Bundles
119" This template is based that found in Clause 9.2.3 in ISO/IEC 15944-1.
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Table 2: Consolidated template of attributes of Open-edi scenarios, roles and information bundles

IT-Interface Human-Interface Equivalents Spare
Open-edi Deci- Name Name Name
Scenario sion (Other)
Component | Code (ISO English) (ISO
French)
ID Code
(1) 2) (3) (4) (5) (6)
2500 1 OeS Demands on Open-edi Parties
1

2600 1 OeS Demands on Open-edi Infrastructure
3000 1 ROLE ATTRIBUTES
3005 1 Role Identifier
3010 1 Role Name(s)
3015 1 Role Purpose
3020 1 Role Business Goal(s)
3025 1 Role Business Rules and Constraints
3030 Role Inheritance |dentifiers and Cross-

References
3035+ 1 Role externalconstraints on Business

Requirements, i.e., Laws and Regulations
3040 1 RoleySecurity Service Requirements
3045 1 Role Communications and Quality of Service

Requirements
3050 1 ROLE Demands on Open-edi Parties
3060 1 Interoperability Demands among Roles
3065+ 1 Role States
3070+ 1 Role Transitions
3075+ 1 Role Events
3080+ 1 Role Actions
3085 1 Role Internal Function
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Table 2: Consolidated template of attributes of Open-edi scenarios, roles and information bundles

IT-Interface Human-Interface Equivalents Spare
Open-edi Deci- Name Name Name
Scenario sion (Other)
Component | Code (ISO English) (ISO
French)

ID Code
(1) (2) 3) (4) () 6)
3090+ 1 Role Demands on Open-edi Support

Infrastructure

1

4000 1 INFORMATION BUNDLE ATTRIBUTES
4010+ 1 IB Identifier
4020+ 1 IB Name(s)
4030+ 1 IB Purpose
4040+ 1 Business Rules Controlling Content of IBs
4050+ 1 IB external constraints on“Business

Requirements, Governing Content of an IB, i.e.,

Laws and Regulations
4060+ 1 IB contents
4070*+ 1 IB recorded information retention — business

rules.and constraints'®
4080*+ 1 IB:recorded information retention — external

constraints on business requirements, i.e., laws

and regulations121
4081*+ 1 IB specification of disposition **
4082*+ 1 IB specification of retention triggers'>

120 it applicable, i.e. as applying to an IB in a scenario or related to a role being modelled, utilize Coded Domain
“ISO/IEC 15944-5:02 Codes Representing Specification of Records Retention Responsibility”. {See also Clause 6.6.4.2
above}

121 |dem.

122 applicable, i.e. as applying to an IB in a scenario or related to a role being modeled, utilize Coded Domain
“ISO/IEC 15944-5:03 Codes Representing Disposition of Recorded Information”. {See also Clause 6.6.4.2 above}

123 |f applicable, i.e. as applying to an IB in a scenario or related to a role being modeled, utilize Coded Domain
“ISO/IEC 15944-5:04 “Codes Representing Retention Triggers”. {See also Clause 6.6.4.2 above}
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Table 2: Consolidated template of attributes of Open-edi scenarios, roles and information bundles
IT-Interface Human-Interface Equivalents Spare
Open-edi Deci- Name Name Name
Scenario sion (Other)
Component | Code (ISO English) (ISO
French)
ID Code
(1) 2) (3) (4) (5) (6)
4083*4 1 IB specification of state changes'**
4084*4 1 IB specification of store change types '
4085+ 1 IB time validity characteristics ™*°
4090+ 1 IRBeIationship of Semantic Components within an
4100+ 1 IB security service requirements
4200+ 1 IB information for interoperability
4300 1 IB demands on Open-edi SupportiInfrastructure
5000 1 SEMANTIC COMPONENT ATTRIBUTES
5010+ 1 SC I|dentifier
5020+ 1 SC Name(s)
5030+ 1 SC Definition
5040+ 1 SC Security service requirements
5081*4 1 IB specification of disposition >’

124 yf applicable, i.e. as applying to an IB in a scenario or related to a role being modeled, utilize Coded Domain
“ISO/IEC 15944-5:05 “Codes representing State Changes Allowed form the Values of Information Bundles and Semantic
Components”. {See also Clause 6.6.4.3 above}

125 |f applicable, i.e. as applying to an IB in a scenario or related to a role being modeled, utilize Coded Domain
“ISO/IEC 15944-5:06 Codes Representing Store Change Type”. {See also Clause 6.6.4.2 above}

126 |f applicable, apply rules of Clause 6.6.4.5, “Date/Time Referencing’.

127 |f applicable, i.e. as applying to a SC of an IB being modeled, utilize Coded Domain “ISO/IEC 15944-5:03 Codes
Representing Disposition of Recorded Information”. {See also Clause 6.6.4.2 above}
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Table 2: Consolidated template of attributes of Open-edi scenarios, roles and information bundles
IT-Interface Human-Interface Equivalents Spare
Open-edi Deci- Name Name Name
Scenario sion (Other)
Component | Code (ISO English) (ISO

French)
ID Code
(1) (2) 3) (4) (5) 6)
5082*+ 1 IB specification of retention triggers@8
5083*+ 1 IB specification of state changes'>
5084*+ 1 IB specification of store change types'’

128 |f applicable, i.e. as applying to a SC of an IB being modeled, use Coded Domain “ISO/IEC 15944-5:04 Codes
Representing Retention Triggers”. {See also Clause 6.6.4.2 above}

129 |f applicable, i.e. as applying to a SC of an IB being modeled, utilize Coded Domain “ISO/IEC 15944-5:05 “Codes
representing State Changes Allowed from the Values of Information Bundles and Semantic Components”. {See also
Clause 6.6.4.3 above}

130 If applicable, i.e. as applying to a SC of an IB being modeled, utilize Coded Domain “ISO/IEC 15944-5:06 Codes
representing Store Change Type”. {See also Clause 6.6.4.3 above}
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13 Conformance statement

13.1 Introduction

The two types of conformance statements presented in Clause 13 below are at the most primiti
More detailed conformance statement(s) with associated rules and procedures, including those pert

ve level.
aining to

verification are expected to be developed either as Addendum(s) to this 1% edition or as part of the

development of a 2" edition for this part of ISO/IEC 15944

Lo 44
I

C idubb 13 ib IIIUdC“Cd UTIl ﬂldt fULJIIL.II iII Ciauoc 6 iII ti 1< Srd Udiﬁull fUI IOUIIEC 4662
Tihere are two different categories of conformance statements for this part of ISO/IEC 15944; namely:

h) Category A — ISO/IEC 14662 Open-edi Reference Model; and, ISO/IEC 15944 complianee; and,
b) Category B — ISO/IEC 15944-8 conformance only.

—~ o~

The reason for these two categories is to permit users and implementers of ISO/IEC 15944
onformant to its requirements without using the Open-edi modelling constructs as well as regis
pen-edi scenarios and scenario components as re-usable business objects.

IaXe)

13.2 Conformance to the ISO/IEC 14662 Open-edi Reference Model and the multipart
S50O/IEC 15944 eBusiness standard

Any user/implementer conformance statement of this nature.shall state:

(g) thatitis conformant to the BOV class of standardscof ISO/IEC 14662;

(b) the list of the basic concepts of the ISO/IEC Open-edi Reference Model and ISO/IEC eBusine
standards) as stated in the ISO/IEC 15944-7-eBusiness Vocabulary; and,

(¢) whether or not it has any Open-edi compliant scenarios and scenario components register|
ISO/IEC 15944-2.

13.3 Conformance to ISO/IEC 15944-8

>

ny user/implementer confofmance statement of this nature shall state:

“The existence and jnterchange of personal information by XYZ [insert name of organization
administration] ‘with any other party is conformant and consistent with the eleven Privacy H
principles stated in ISO/IEC 15944-8 definitions its concepts, rules and related requirement”.

8 to be
ration of

ss (BOV

ed using

or public
rotection
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Annex A
(normative)

Consolidated list of terms and definitions with cultural adaptability: ISO

English and ISO French language equivalency

A.1 Infroduction

This part
relevant
contains
English ¢

The ISO
already ¢
and defi
Chinese
below wi
the ISO

A.2 IS(

This part
or harma

as natural languages in various jurisdictional domains)}

Conseqy
of Englis
"special

A.3 Cu

ISO/IEC
should s
ISO/IEC
part due

Terms 4
adaptabi

of ISO/IEC 15944 maximizes the use of existing standards where and whenever possibleincludin

and applicable existing terms and definitions. These are presented in Clause 3 above; This Annex
only those new concepts and their definitions introduced in this part of ISO/IEC 15944, i.e. as IS
nd ISO French language HIEs.

|\ (o]

IEC 15944-7 “eBusiness Vocabulary’ (a “freely available 1ISO standard”).ifv its normative Annex
ontains the consolidated ISO English and ISO French language equivalents, for all the other concept
nitions found in Clause 3 of this document ISO/IEC 15944-7 also cehtains ISO Russian and IS
langue HIEs for all the concepts and their definitions. It is anticipated that the contents of Annex A.
| serve as the basis for an Addendum to ISO/IEC 15944-7 and thabthis Addendum will also contai
Russian and ISO Chinese HIEs for the contents of Annex A.5 below.

S T U 1

D English and ISO French

of ISO/IEC 15944 recognizes that the use of English and French as natural languages is not uniforim
nized globally. (Other examples include use of-Arabic, German, Portuguese, Russian, Spanish, etd,

ently, the terms "ISO English" and "ISQ_French" are used here to indicate the 1ISO's specialized us
h and French as natural languages-in-the specific context of international standardization, i.e., as
anguage".

JOE)

Itural adaptability and quality control

JTC1 has "cultural-adaptability” as the third strategic direction which all standards development worlk
upport. The two“Other existing strategic directions are "portability" and "interoperability". Not 4l
JTC1 standards.are being provided in more than one language, i.e., in addition to "ISO English," in
to resourcetgonstraints.

ity*“aspects of standards as required by ISO/IEC JTC1. Its purpose is to ensure that if, for whatever

nd definitions are an essential part of a standard. This Annex serves to support the "cuIturi

reason, andSO/IEC JTC1 standard is developed in one ISO/IEC "official" language only, at the minimum th

terms and definitions are made available in more than one language. ™"

131 Other ISO/IEC member bodies are encouraged to provide bilingual/multilingual equivalencies of terms/definitions for
the language(s) in use in their countries.

120
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A key benefit of translating terms and definitions is that such work in providing bilingual/multilingual
equivalency:

e should be considered a "quality control check" in that establishing an equivalency in another language
ferrets out "hidden" ambiguities in the source language. Often it is only in the translation that
ambiguities in the meaning, i.e., semantics, of the term/definition are discovered. Ensuring
bilingual/multilingual equivalency of terms/definition should thus be considered akin to a minimum "ISO
9000-like" quality control check; and,

e is considered a key element in the widespread adoption and use of standards world-wide, especially

i ' i i i —withip a legal
perspective, policy makers and consumer representatives, other standards developers, [T hardware
and service providers, etc.

A.4 Organization of Annex A — Consolidated list in matrix form

—

he terms/definitions are organized in matrix form in alphabetical order (English language). The cglumns in
e matrix are as follows:

—

Col. No. |Use

IT-Interface — Identification

1 Clause 3 ID (ID definition as per ISO/IEC_15944-8 Clause 3)

2 Source. International standard referenced or that of ISO/IEC 15944-8 itself.

Human Interface Equivalent (HIE) Components

3 ISO English Language — Term

4 Gender of ISO English Language Term+

5 ISO English Language — Definition

6 ISO French Language - Term *

7 Gender)of the ISO French language Term+
8 [SO French Language - Definition

—

he primary feason for organizing the columns in this order is to facilitate the addition of epuivalent
brms/definitions in other languages as added sets of paired columns, (e.g., Spanish, Japanese, |German,
Russian, Chinese, etc)'*.

—

+

The ‘codes representing gender of terms in natural languages are those found in Clause|6.2.6 in
ISO/IEC 15944-5 “Gender, and official, de facto, or LRL languages”, and especially its Tpble 1 —
“ISO/IEC 15944-5:01 “Codes representing gender and official languages”,

e ISO English, in Column 4, the gender code = “99” since the English language does not have
gender in its grammar; and,

e |ISO French, in Column 7, the gender codes are 01 = masculine, 02 = feminine, and 03 = neuter

* The use of [French language equivalent required] in Colum (8) means that for these terms and definitions,
ISO/IEC 20016-1 itself will be providing the ISO French language equivalent before the FDIS stage.

132 gee further ISO/IEC 15944-7 “eBusiness Vocabulary” of ISO/IEC 15944 for an implementation of this approach.
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