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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.
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Introduction

0.1 Purpose and overview

The ISO/IEC 14662 and the ISO/IEC 15944 Business Operational View (BOV) series of standards focus on
electronic data interchange (EDI) and “collaboration space” among Persons. Modelling business transactions
using scenarios and scenario components includes specifying the applicable constraints on the data
using explicitly stated rules. The ISO/IEC 14662 Open-edi Reference Model identifies two basic classes of
constraints, "internal constraints" and "external constraints".

]urisd r‘funna] r]nmainc are Hna pr1mary sourece nF avfc\rna] r‘nncfrcnnfc faVal hnc1nacc francanfw\nc Drlvacy

protedtion is addressed as a common set of external constraint requirements coming from jurisdi¢tional
domaipns. Jurisdictional domains, such as UN member states and/or their administrative sub-divVisions
(see further 5.2 on sources of requirements), have enacted various “privacy” laws, “data protection| laws,
“protection of personal information” laws, etc., (as well as pursuant regulations). Some iof‘\these spurces
of legpl requirements focus on the protection of personal information in IT systems”only, (e.g| “data
protedtion”), while others focus on the protection of personal information irrespective\of the medium used
for thq recording of personal information and/or its communication to other Persons.

The oyerall purpose of the PbDI2] approach is two folds: (1) to ensure that privacy protection requirgments
(as stated in applicable legal and/or regulatory requirements) are identified”as early as possible [in the
busingss operational process; (2) are specified in a systematic and rule-baséd manner for those developing
any IT|systems within their organization.

The PbD approach has always been supported and embedded in IS@/IEC 15944 development work. The need
for thg multipart ISO/IEC series of standards to comply with and support privacy protection requirgments
was already incorporated in thelst edition of ISO/IEC 15944%<1. The development of the multipart|series
of ISOfIEC 15944 eBusiness standards and relevant parts of the multipart ISO/IEC standard that fofus on
privady protection requirements fully supports the seven, (7) foundational principles of the PbD approach.
[2] In particular, it provides the detailed rules, definitions and related guidelines necessary to ensufe that
protection requirements are identified andiimplemented not only throughout the entire lif¢ cycle
of the| recorded information involved, i.e. “cradle-to-grave” information life cycle management ([ILCM)
but especially for any personal information interchanged via EDI among parities to a particular business
transdction.

This document highlights the requirements of ISO/IEC 14662 and ISO/IEC 15944 that focus on addressing
commpnly definable aspects of external constraints that relate to Privacy by Design in a privacy protection
requirements (PPR) context when.the source is a jurisdictional domain.!) Use of this document (and 1jelated
standdrds) addresses the transformation of these external constraints (business rules) into spdcified,
registered, and re-useable scendrios and scenario components.

ocument also extends the requirements of ISO/IEC 14662 and ISO/IEC 15944 where relevant and
descrl es the added-business semantic descriptive techniques needed to support PbD aspects Heyond
protection‘requirements (PPR) when modelling business transactions. PbD aspects are cenfral to
ensuring that PPRyare embedded early on in the design, passed on and supported throughout the lifecjycle of
the pefsonal information, among all the parties to a business transaction using EDI.

0.2 UseofISO/IEC 14662 and ISO/IEC 15944

0.2.1 TSO/IEC 14662 "Open-edi Reference Model"?

ISO/IEC 14662 states the conceptual architecture necessary for carrying out electronic business transactions
among autonomous parties. That architecture identifies and describes the need to have two separate and

1) See further sublause 0.2 below which identifies and summarizes the relevance of ISO/IEC 14662 and specific parts
of the multipart ISO/IEC 15944 standard to this document.

2) TheISO/IEC 14462 Open-edi Reference Model serves as the basis of the 2000 Memorandum of Understanding (MOU)
among ISO, IEC, ITU and the UN/ECE concerning [harmonization of standardization in the field of electronic business. See
https://www.itu.int//ITU-T /e-business/files /mou.pdf

© ISO/IEC 2024 - All rights reserved
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related views of the business transaction. ISO/IEC 15944 is a multipart eBusiness standard which is based
on and focuses on the BOV perspective of the ISO/IEC 14662 Open-edi reference model.

The delivery of Privacy by Design and privacy protection requires action both at the business operational
level (BOV) and functional services view (FSV) (or technology levels). Where human beings interact with
recorded information once it has passed through an Open-edi transaction, they have the potential to
compromise technical controls (FSV) that have been applied. It is essential that business models take into
account the need to establish overarching business processes that address issues that have not been, and/or
cannot be resolved by the technical FSV controls. This is to provide the overall privacy protection demands
of regulation that are required to be applied to personal data, their use, prescribed dissemination and so on.
In this regard, the interplay of the BOV and FSV views of all organizations is important.

The filrst is the Business Operational View (BOV). The second is the Functional Service View

1SO/IE

0.2.2
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Figure 1 —Privacy by Design and Open-edi reference model environment

ISO/IEC 15944-1 Business operational view (BOV) — Operational aspects of Open-e

C 15944-1 states the requirements of the BOV aspects of Open-edi in support of electronic bu

(FSV).
nt.

di for

siness

— commercial frameworks and associated requirements;

— legal frameworks and associated requirements;

— public policy requirements particularly which apply to individuals, i.e. are rights of individuals, which
are of a generic nature such as consumer protection, privacy protection, accessibility and human rights
(see ISO/IEC 15944-5:2008, 6.3);

— requirements arising from the need to support cultural adaptability. This includes meeting localization
and multilingual requirements, (e.g. as can be required by a particular jurisdictional domain or desired
to provide a good, service and/or right in a particular market). One needs the ability to distinguish,

© ISO/IEC 2024 - All rights reserved
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the specification of scenarios, scenario components, and their semantics, in the context of making
commitments, between:

a) theuse of unique, unambiguous and linguistically neutral identifiers (often as composite identifiers)
at the information technology interface level among the IT systems of participation parties on the
one hand; and, on the other,

b) their multiple human interface equivalent (HIE) expressions in a presentation form appropriate to
the Persons involved in the making of the resulting commitments.

Figure 2 shows an integrated view of these business operational requirements. Since the focus of this
documenten-Open-ediand Privacy by Designisthatefexternalconstraintsforwhichjurisdietionaldgmains

are the primary source, these primary sources have been shaded (see 5.2 for sources of requirements).

© ISO/IEC 2024 - All rights reserved
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Sources of Requirements on the Business Operational View (BOV) aspects of Open-edi which
need to be integrated and/or taken into account in business transactions that reflect the Privacy by
Design approach

4 )
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Figure 2=~ Integrated view of business operational requirements with a focus on externa
constraints relevant to Privacy by Design

In electronic business transactions, whether undertaken on a for profit or not-for-profit basis, the key

element is commitment exchange among Persons made through their Decision Making Applications (DMAs)

of their Information Technology Systems (IT Systems) (see ISO/IEC 14662:2010, 5.2) acting on behalf of
"Persons". "Persons"” are the only entities able to make commitments3).

0.2.3 Links to ISO/IEC 15944-5, ISO/IEC 15944-8, ISO/IEC 15944-4 and ISO/IEC 15944-12

3) The text in this section is based on existing text in Section "0.3" in ISO/IEC 15944-1 and ISO/IEC 14662 (3™
edition). ISO/IEC 15944-7 “... eBusiness vocabulary” standard

© ISO/IEC 2024 - All rights reserved
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ISO/IEC 15944-5 focuses on external constraints, the primary source of which is jurisdictional domains, at
various levels. It also identified a common class of external constraints known as “public policy”, which apply
where and when the “buyer” in a business transaction is an “individual”. It identifies three key sub-types,
along with applicable rules; of public policy constraints, namely: “consumer protection”, “privacy protection”
and “individual accessibility” (see ISO/IEC 15944-5:2008, 6.3). In addition, ISO/IEC 15944-5 specifies how

and where (common) external constraints of jurisdictional domains impact the “Person”, “process”, and
“data” components of the business transaction model (BTM), as introduced in ISO/IEC 15944-1.

ISO/IEC 15944-8, which is based on ISO/IEC 15944-5, focuses on providing a more detailed identification
and specification of the common privacy protection requirements as they apply to any business transaction
where the buyer is an individual. This document uses ISO/IEC 15944-8 as the basis for establishing the
fundamental privacy protection principles and rules that carry over to Privacy by Design. (Refer to Anhex C.)

ISO/IHC 15944-4 helps to define the context in which PPP and PbD rules apply which is to the golldbdration
space.|ISO/IEC 15944-4 provides the independent and the trading partner perspectives in the Open EDI
ontology. In ISO/IEC 15944-1:2011, 6.1.3, Rule 1 states: “Business transactions require both inforfnation
exchange and commitment exchange.” REA firmly agrees with and helps give definition*to this assgrtion.
Recipijocal commitments are exchanged in REA via economic contracts that govern exchanges,| while
infornpation exchange is tracked via business events that govern the state transitions ef business trangaction
entitigs that represent various economic phenomena. (See further 7.2 for REA afid collaboration spacg). It is
the refjuirement for information exchange and more specifically, informatioficexchange with an indijvidual
withir] a business transaction that will trigger privacy protection rules in anyOpen EDI environment.

[SO/IHC 15944-12 is based on both ISO/IEC 15944-5 and ISO/IEC 15944-8and integrates applicable concepts
and ddfinitions, principles, rules, etc., found in both (as well as applicable elements of the Open-edi refgrence
modell and other parts of the ISO/IEC 15944 series). The focus~iS on information life cycle management
(ILCM) aspects at a more granular level, i.e. that are requiredtovbe able to support implementation|of the
same. [The focus is on any kind of recorded information concerning identifiable living individuals as buyers
in a byisiness transaction or whose personal information*is’used in a business transaction or any type of
commjtment exchange. It describes the added business-seémantic descriptive techniques needed to syipport
information life cycle management_aspects as part, of privacy protection requirements when mogelling
busingss transactions using the external constraints of jurisdictional domains. ILCM aspects are cenltral to
the abjlity to ensure that privacy protection requirements (PPR) are passed on and supported amongfall the
partiep to a business transaction using EDI. ILCM is an important aspect of privacy protection and PbD.

0.3 Importance and role of terms and.definitions®

The I§0/IEC 15944 series sets out the processes for achieving a common understanding of the BOY from
commeprcial, legal, ICT, public policy and cross-sectoral perspectives. It is important to check and c¢nfirm
that a[‘common understanding™in any one of these domains is also unambiguously understood as id¢ntical
in the pthers.

This spibclause is included-in each part of the ISO/IEC 15944 series to emphasize that harmonized cohcepts
and dgfinitions (and@assigned terms) are essential to the continuity of the overall series.

In order to minifmiZze ambiguity in the definitions and associated terms, each definition and its assqciated
term lhas been‘made available in at least one language other than English in the document in whigh it is
introducedssIn this context, it is noted that ISO/IEC 15944-7 already also contains human inferface
equivglents (HIEs) in Chinese, French, and Russian.

0.4 Basicrules and guidelines

This document is intended to be used by diverse sets of users having different perspectives and needs (see
Figure 2).

4) All the terms and definitions of the current editions of the ISO/IEC 14662 Open-edi Reference Model and the
multipart ISO/IEC 15944 eBusiness standard have been consolidated in ISO/IEC 15944-7. A primary reason for having
“Terms and definitions” in a standard is because one cannot assume that a common understanding exists, worldwide,
for a specific concept. And even if one assumes that such an understanding exists, then having such a common definition
in Clause 3 serves to formally and explicitly affirm (re-affirm) such a common understanding, i.e. ensure that all parties
concerned share this common understanding as stated through the text of the definitions in Clause 3.

© ISO/IEC 2024 - All rights reserved
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The ISO/IEC 15944 series focuses on "other precise criteria to be used consistently as rules, guidelines, or
definitions of characteristics, to ensure that materials, products, processes and services are fit for their
purpose”.

Open-edi is based on rules which are predefined and for which there is mutual agreement. They are precise
criteria and agreed-upon requirements of business transactions representing common business operational
practices and functional requirements.

These rules also serve as a common understanding bridging the varied perspectives of the commercial
framework, the legal framework, the information technology framework, standardisers, consumers, etc.

” o« = = ” o
a avata a a¥a nd

— thle use of Person with a capital "P" represents Person as a defined term, i.e., as the entity within an|Open-
edi Party that carries the legal responsibility for making commitment(s);

— "ipdividual", "organization”, and "public administration" are defined terms\representing the| three
cdmmon sub-types of "Person”;

— thle use of the words “person(s)” and “party (ies)” without a capital “P*indicates their use in a generic
cdntext independent of “Person”, as a defined concept in ISO/IEC 14662-and the ISO/IEC 15944 series.

0.6 Ulse of “identifier” (in a business transaction) and roles of an‘individual

[SO/IHC 15944-1:2011, 6.1.4 focuses on the requirement for the_tinambiguous identification of entities in
busindss transactions (see also ISO/IEC 15944-1:2011, Annex €). "Unambiguous” is a key issue in business
transgdctions because states of ambiguity and uncertainty are an anathema from commercial, legal,
consumer and information technology perspectives. Issues of unambiguousness apply to all aspects of a
busingss transaction and even more so to those whichiare EDI-based. Open-edi transactions anticipate that
all entjities are fully and clearly identified prior to thelinstantiation of a business transaction.

0.7 Use of "jurisdictional domain" in the context of privacy protection requirements and Privacy
by Depign

The tgrm "jurisdiction" has many possible definitions. Some definitions of “jurisdiction” have ac¢epted
internptional legal status while others’do not. It is also common practice to equate "jurisdiction| with
"counfry", although the two are by.no means synonymous. It is also common practice to refer to states,
provirjces, ldnder, cantons, tertitories, municipalities, etc., as "jurisdictions”, and in contract lay it is
custorpary to specify a particular court of law as having jurisdiction or a defined national body,| or an
internptional body as havingjurisdiction (even if that is not legally enforceable), and so on. Finally, th¢re are
differing "legal” definitiens of "jurisdiction”. Readers should understand that in this document:

— thle use of the term "jurisdictional domain" represents its use as a defined term; and,

— thie use of the'terms “jurisdiction(s)” and/or “country (ies)” represents their use in their generic contexts
arjd do notimply any legal effect per se.

0.8 |Use of “privacy protection” in the context of business transaction, EDI and any type of
comntitmentexchange

Jurisdictional domains, such as UN member states (and/or their administrative sub-divisions), have enacted
various “privacy” laws, “data protection” laws, “protection of personal information” laws, etc. (as well as
pursuant regulations). Some of these sources of legal requirements focus on the protection of personal
information in IT systems only (e.g. “data protection”), while others focus on the protection of personal
information irrespective of the medium (see ISO/IEC 15944-1:2011, 6.4.1) used for the recording of personal
information and/or its communication to other Persons.

In the case of personal information, this is currently defined by most jurisdictional domains to be a specific
sub-set of recorded information relating to the Person as an “individual” — where the qualities of such type

© ISO/IEC 2024 - All rights reserved
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of Person are that they are required to be an identifiable, living individual. As a consequence, this can only
apply to some proportion of the specific role players in a business transaction (including their personae) and
not others.

0.9 Use of “set of recorded information” (SRI) and “set of personal information” (SPI) versus record,
document, message, data, etc.

» o«

The concepts of “record”, “document”, “data”, “message”, etc., are defined and used in ISO standards and
in different levels of jurisdictional domains. However, multiple differing definitions exist for each of these
terms. To address this polysemy issue, the unifying concept and definition of “set of recorded information”
was introduced and defined in ISO/IEC 15944-5.

In Opin—edi, SRIs are modelled as information bundles (IBs) and semantic components (SCs) whep they
are interchanged among participating parties in a business transaction. Within the IT systems| of an
organjzation, and especially within its decision-making applications (DMAs), the recorded linformation
pertaiping to a business transaction is usually maintained as one or more (linked) SRIs.

In order to maximize linkages between Open-edi (external behaviour) aspects and<data management
(interpal behaviour) aspects of an organization (as well as associated record mafragement and EQIFACT
standgrds), SRI is used as a common higher-level concept, which incorporates-essential attributes|of the
concepts of “record”, “document”, “message”, etc. as defined in various ways-in existing I1SO standards.
Wherg and when an SRI is of the nature of personal information or contains'pérsonal information, privacy
protedtion requirements (PPR) apply. Within the context of PPR and with'the focus of PbD the concept and

definition of SPI applies:

set of personal information (SPI)

set of recorded information (SRI) which is of the nature @f.or contains personal information.

This document focuses on PbD in support of PPR and as, such “set of personal information (SPI)” is used
throughout this document.

0.10 Aspects currently not addressed

The first edition of this document focuses onithe essential and basic PbD aspects in an EDI and collabdration
space [context. Other aspects identified in\the development of this document remain to be addressed. For
detail¢d information, see Annex F.

0.11 [T-systems environment neutrality

This document, like all the other/parts of ISO/IEC 15944, does not assume or endorse any specific §ystem
envirqnment, database mapagement system, database design paradigm, system development methodology,
data definition languagecommand language, system interface, user interface, syntax, computing platform,
or any technology required for implementation, i.e. it is information technology neutral. At thel same
time, this documeng maximizes an IT-enabled approach to its implementation and maximizes semantic
interoperability.

0.12 Prganization and description of this document

huyers

lype of
commitment exchange. (Refer to the exclusion of Publicly Available Personal Information (PAPI) in Annex D).

This document applies to any organization which receives, creates, process, maintains, communicates, etc.
personal information (PI) of a consumer and, in particular, to those who receive, create, capture, maintain,
use, store or dispose of sets of recorded information (SRIs) electronically. This document applies to private
and public sector activities of Persons irrespective of whether such activities are undertaken on a for-profit
or not-for-profit basis.
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This document is intended for use by organizations to ensure that the recorded information (electronic
records and transactions) in their IT systems is trustworthy, reliable and recognized as authentic. Typical
users of this document include:

a) managers of private and public sector organizations;

b) IT

systems and design management professionals;

c) Privacy protection officers (PPOs) and other personnel in organizations, including those responsible for
risk management; and,

Clause
in ISO
link tg
istop

e organization.

| 5 summarizes the 11 “Fundamental privacy protection principles” introduced and defined in
IEC 15944-8:2012, Clause 5 along with its associated rules and guidelines. Clause 57also proy

ace privacy protection principles in the context of PbD requirements.

The purpose and focus of Clause 6 is to apply the seven PbD requirements in Open*edi business trans

contex

t using the ISO/IEC 15944 rule-based approach as they apply to any organization (or

admiI];stration) in their interaction with any individual (outside of their organization) in the role

indivi
The in

and ad

Clause
proted
jurisd

Claussd

Annex
other

ual as a buyer, i.e. consumer, in its interaction with the organization:

apted in the privacy protection context in Clause 7, as the “privacy collaboration space (PCS)".
tion requirements when modelling business transactions using the external constrai
ctional domains defined in detail in ISO/IEC 15944-1222020.

| 9 provided the conformance requirements for this document.

| A provides the HIEs for all the terms and.definitions newly defined in this document in addi
parts of ISO/IEC 15944.

Annex B provides a consolidated set of rules-defined in ISO/IEC 15944 relevant to this document.

Annex

Annex

| C provides the mapping of Privacy Protection Principles (PPP) to the Privacy by Design princip

D is a further descriptionto:the scope to clarify the exclusions that this document is not specif}

Annej E introduces the concept’of Fair Information Principles/Fair Information Practices in more det

Anne
conter

| F provides additienal information to the scope, stating those aspects that are yet addressed
t of this document.

iapce by

detail
rides a

related “consumer protection” and “individual accessibility” requirements. A key purpose of Clause 5

action
public
bf that

nportance of the concept of “collaboration space” introduced in JSO/IEC 15944-4 is carried forward

| 8 summarizes the Information Lifecycle Management)(l.CM) aspects of PbD as part of privacy

nts of

[ion to

les.
ing.
nil.

by the
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Information technology — Business operational view —

Part 17:
Fundamental principles and rules governing Privacy-by

-Design
(Pb ;

ext

1 Scope
This dpbcument:

a) fofpuses on PbD aspects of privacy protection requirements as external constraints on any type of
Pgrson, (e.g. organization or public administration) involved in any kind of business transaction gmong
sych Persons which involves the electronic data interchange (EDI) of any fersonal information;

b) egtablishes a fundamental set of privacy principles known as Privacy-by/Design and assumptions|based
o1} primary sources;

c) ingegrates existing normative elements in support of PbD as are already identified in ISO/IEC 14662 and
ISP/IEC 15944-1, ISO/IEC 15944-5, ISO/IEC 15944-8, ISO 15944-12;

d) p1jovides overarching operational ‘best practice’ statements for associated (and not necegsarily
aytomated) processes, procedures, practices and governance requirements that need to act in siipport
off implementing and enforcing technical mechanisms that support PbD in Open-edi transactign and
cdllaboration space environments;

e) foruses on PbD related aspects of the life~cycle management of and accountability for the personal
information, i.e. the contents of SPIs (and:their SRIs) related to the business transaction interchanged via
EDI as information bundles and their associated semantic components among the parties to a business
trpnsaction.

This document focuses on the BOV aspects of a business transaction and does not concern itself with
the tethnical mechanisms needed-to implement the FSV aspects of the business requirements of the FSV
includjng the specification of fequirements of an FSV nature which include security techniques and sefvices,
commpnication protocols, €tc:). The FSV includes any existing standard (or standards development of an
FSV nature), which has heen ratified by existing ISO, IEC, UN/ECE and/or ITU standards.

This document does\not specify the technical mechanisms, i.e. FSV which are required to supporf BOV-
identified requirenients. Detailed exclusions to the scope of this document are provided in Annex D.

2 Nprmative references

The fC loarina doctimaontce arn vrafarend +0 10 tho +avt 1n cvelh A vazayg thatcomn nr Al Afthniy cantnant ~an Ltitute
IOWAHIE- GO e e tSarerererreatoHrttnetextih-SHena-Way-tat Some- 6o o tnetH—Eottent €S

requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 14662:2010, Information technology — Open-edi reference model

ISO/IEC 15944-1:2011, Information technology — Business operational view — Part 1: Operational aspects of
open-edi for implementation

ISO/IEC 15944-4:2015, Information technology — Business operational view — Part 4: Business transaction
scenarios — Accounting and economic ontology

© ISO/IEC 2024 - All rights reserved
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ISO/IEC 15944-5:2008, Information technology — Business Operational View — Part 5: Identification and
referencing of requirements of jurisdictional domains as sources external constraints

ISO/IEC 15944-7:2009, Information technology — Business Operational View — Part 7: eBusiness vocabulary

ISO/IEC 15944-8:2012, Information technology — Business operational view — Part 8: Identification of privacy
protection requirements as external constraints on business transactions

ISO/IEC 15944-12:2020, Information technology — Business operational view — Part 12: Privacy protection
requirements (PPR) on information life cycle management (ILCM) and EDI of personal information (PI)

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISOa
— IS

d IEC maintain terminology databases for use in standardization at the following addresses:

D Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1
agent
Person

Note 1

recognfized and provided for but as part of the Functional Service View (FSV) where they are defined as an "Infor

Proces|

to entry: Excluded are agents as "automatons” (or robots, bobats, etc.). In ISO/IEC 14662, "automato

5ing Domain (IPD)".

[SOURCE: ISO/IEC 15944-1:2011, 3.1]

3.2

busin
series
realiz¢

PSS
of processes (3.51), each having a clearly unhderstood purpose, involving more than one Person

upon goal, extending over a period of time

[SOURCE: ISO/IEC 14662:2010, 3.2]

3.3
Busin
BOV

perspé¢
decisi

ess Operational View

ns and commitments (3.9) among Persons (3.41), which are needed for the description of a b

transdction

[SOURCE: ISO/IE€44662:2010, 3.3]

3.4
busin

bss‘transaction

predefinéd set of activities and/or processes of Persons (3.41) which is initiated by a Person to accomp
explicitly shared business (3.2) goal and terminated upon recognition of one of the agreed conclusions by all
the involved Persons although some of the recognition may be implicit

(3.41) acting for another Person in a clearly specified capacity in theContext of a business transactio

bd through the exchange of recorded information (3.57) and directed towards some mutually 4

bctive of business transactions (3.4) limited to those aspects regarding the making of busines

n(3.4)

hs" are
mation

(3.41),
igreed

5 (3.2)
ysiness

ish an

[SOURCE: ISO/IEC 14662:2010, 3.4]
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3.5

business transaction identifier

BTI

identifier assigned by a seller (3.63) or a regulator (3.58) to an instantiated business transaction (3.4) among
the Persons (3.41) involved

Note 1 to entry: The identifier assigned by the seller or regulator shall have the properties and behaviours of an
identifier (in a business transaction).

Note 2 to entry: As an identifier (in a business transaction), a BTI serves as the unique common identifier for all Persons
involved for the identification, referencing, retrieval of recorded information, etc., pertaining to the commitments

made and-the rncnlfing actualization (anﬂ pncf-ar‘hln]i7afinn) ofthe business transaction agrnnﬂ to

Note 3|to entry: A business transaction identifier can be assigned at any time during the planning, identification or
negotidtion phases but shall be assigned at least prior to the start or during the actualization phase.

Note 4[to entry: As and where required by the applicable jurisdictional domain(s), the recorded information ass¢ciated
with the business transaction identifier (BTI) can require the seller to include other identifiersy:(e.g., from a value-
added good or service tax, etc., perspective) as assigned by the applicable jurisdictional domain(s).

[SOURCE: ISO/IEC 15944-5:2008, 3.12]

3.6
buyer
Persor] (3.41) who aims to get possession of a good, service and/or rightthrough providing an acceptable
equivglent value, usually in money, to the Person providing such a good)service and/or right

[SOURCE: ISO/IEC 15944-1:2011, 3.8]

3.7
coded domain
domaipn for which: (1) the boundaries are defined and explicitly stated as a rulebase of a coded domain $ource
Authority; and, (2) each entity (3.19) which qualifies as a member of that domain is identified through the
assignment of a unique ID code (3.24) in accordance with the applicable Registration Schema of that Source
Authotity (3.66)

Note 1| to entry: The rules governing the assignment of an ID code to members of a coded domain reside With its
Source|Authority and form part of the Coded:\Démain Registration Schema of the Source Authority.

Note 2[to entry: Source Authorities which.are jurisdictional domains are the primary source of coded domains.

Note 3[to entry: 3 A coded domain is 4 data set for which the content values of the data element are predetermirled and
definedl according to the rulebase.of its Source Authority and as such have predefined semantics.

Note 4 [to entry: Associated with a code in a coded domain can be: (a) one and/or more equivalent codes; and/or, (b) one
and/orjmore equivalent répresentations especially those in the form of human interface equivalent (HIE) (linguistic)
exprespions.

Note 5|to entry:dmya coded domain the rules for assignment and structuring of the ID codes must be specified.

Note 6[to entry: Where an entity as member of a coded domain is allowed to have, i.e., assigned, more than one IPD code,
i.e., as gquivalent ID codes (possibly including names), one of these must be specified as the pivot ID code.

Note 7 to entry: A coded domain in turn can consist of two or more coded domains, i.e., through the application of the
inheritance principle of object classes.

Note 8 to entry: A coded domain may contain an ID code which pertains to predefined conditions other than
qualification of membership of entities in the coded domain. Further, the rules governing a coded domain may or may
not provide for user extensions.

EXAMPLE1 (1) The use of ID Code "0" (or "00", etc.) for “Others, (2) the use of ID Code "9" (or "99", etc.) for “Not
Applicable”; (3) the use of “8” (or “98”) for “Not Known”; and/or, if required, (4) the pre-reservation of a series of ID
codes for use of “user extensions”.

© ISO/IEC 2024 - All rights reserved
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Note 9 to entry: In object methodology, entities which are members of a coded domain are referred to as instances of
aclass.

EXAMPLE 2  In UML modelling notation, an ID code is viewed as an instance of an object class.
[SOURCE: ISO/IEC 15944-2:2015, 3.13]

3.8

collaboration space

business (3.2) activity space where an economic exchange of valued resources is viewed independently and
not from the perspective of any business partner

Note 1[to entry: In collaboration space, an individual partner’s view of economic phenomena is de-emphasized. Thus,
the conmon use business and accounting terms like purchase, sale, cash receipt, cash disbursement, raw magerials,
and finfished goods, etc., is not allowed because they view resource flows from a participant’s perspectiyve.

[SOURCE: ISO/IEC 15944-4:2015, 3.12]

39
commitment
makinlg or accepting of a right, obligation, liability or responsibility by a Person (3.41) that is capable of

enfordement in the jurisdictional domain (3.34) in which the commitment (3.9)ds'made

[SOURCE: ISO/IEC 14662:2010, 3.5]

3.10
constraint
rule (3161), explicitly stated, that prescribes, limits, governs or spegifies any aspect of a business transactidn (3.4)

Note 1[to entry: Constraints are specified as rules forming part of\Components of Open-edi scenarios, i.e., as s¢enario
attributes, roles, and/or information bundles.

Note 2[to entry: For constraints to be registered for implenientation in Open-edi, they are required to have unique and
unambliguous identifiers.

Note 3|to entry: A constraint may be agreed to among parties, (condition of contract) and is therefore congidered
an intdgrnal constraint. Or a constraint may be*imposed on parties, (e.g., laws, regulations, etc.), and is therefore
consid¢red an external constraint.

[SOURCE: ISO/IEC 15944-1:2011, 3.11]

3.11
consujmer
buyer [3.6) who is an individual (3.27) to whom consumer protection (3.13) requirements are applied ds a set
of extdrnal constraints (3£24) on a business transaction (3.4)

Note 1| to entry: ConSumer protection is a set of explicitly defined rights and obligations applicable as external
constrgints on a busintess transaction.

Note 2[to entry»The assumption is that a consumer protection applies only where a buyer in a business transagtion is
an individuat;,If this is not the case in a particular jurisdictional domain, such external constraints should be specified
as parfofSeenhario components as applicable.

Note 3 to entry: It is recognized that external constraints on a buyer of the nature of consumer protection can be
peculiar to a specified jurisdictional domain.

[SOURCE: ISO/IEC 15944-1:2011, 3.12]
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3.12

consumer information profile

CIP

any one or more, personal information profiles (PIPs) (3.44) and any related personal information (3.42) on
or about an identifiable individual (3.27) to which consumer protection (3.13) requirements apply, i.e., in
addition to applicable privacy protection (3.48) requirements

[SOURCE: ISO/IEC 15944-12:2020, 3.25]

3.13

consumer protection

set of extermat constraints3-21)of ajurisdictionat domain (3-34)as rightsof a conmsumer(3:-11jand thus
as obljgations (and possible liabilities) of a vendor (3.71) in a business transaction (3.4) which apply|to the
good, pervice and/or right forming the object of the business transaction including associated-information
management and interchange requirements including applicable set(s) of recorded information’(SRIs) (B.65)

Note 1| to entry: Jurisdictional domains may restrict the application of their consumer protection requirements as
applicgble only to individuals engaged in a business transaction of a commercial activity undertakén for personalf family
or hougehold purposes, i.e., they do not apply to natural persons in their role as organization orjorganization Perfon.

Note 2[to entry: Jurisdictional domains have particular consumer protection requirements which apply spedifically
to indiyiduals who are considered to be a "child" or a “minor”, (e.g., those individuals who have not reached their
thirtegnth birthday).

Note 3| to entry: Some jurisdictional domains have consumer protection réquirements which are particularf to the
nature|of the good, service and/or right being part of the goal of a businegss transaction.

[SOURCE: ISO/IEC 15944-5:2008, 3.33]

3.14
data
reintefpretable representation of information in a‘formalized manner suitable for communigation,
interpretation, or processing

Note 1|to entry: Data can be processed by humans orby automatic means.
[SOURCE: ISO/IEC 2382:2015, 2122101]

3.15
data dlement
unit of data (3.14) for which the-definition, identification (3.25), representation and permissible valyes are
specifled by means of a set of attributes

[SOURCE: ISO/IEC 15944¢£1:2011, 3.15]

3.16
Decisjon Making Application
DMA
model|of that-patt of an Open-edi system that makes decisions corresponding to the role(s) (3.60) that the
Open-gdi Party plays as well as the originating, receiving and managing data (3.14) values contained|in the
instanltiated Information Bundles (3.29) which is not required to be visible to the other Open-edi Partieg (OeP)

[SOURCE: ISO/IEC 14662:2010, 3.7]

3.17

eBusiness

business transaction (3.4), involving the making of commitments (3.9), in a defined collaboration space (3.8),
among Persons (3.41) using their IT Systems (3.32), according to Open-edi standards (3.37)

Note 1 to entry: eBusiness can be conducted on both a for-profit and not-for-profit basis.

© ISO/IEC 2024 - All rights reserved
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to entry: A key distinguishing aspect of eBusiness is that it involves the making of commitment(s) of any kind
the Persons in support of a mutually agreed upon goal, involving their IT Systems, and doing so through the use

of EDI (using a variety of communication networks including the Internet).

Note 3

to entry: eBusiness includes various application areas such as e-commerce, e-administration, e-logistics,

e-government, e-medicine, e-learning, etc.

Note 4

to entry: The equivalent French language term for “eBusiness” is always presented in its plural form.

[SOURCE: ISO/IEC 15944-7:2015, 3.06]

3.18

Electijonic Data Interchange

EDI
auto
infor

Note 1

[SOURCE: ISO/IEC 14662:2010, 3.8]

3.19
entity

ted exchange of any predefined and structured data (3.14) for business (3.2) purposes gmong
ation systems of two or more Persons (3.41)

to entry: This definition includes all categories of electronic business transactions.

any concrete or abstract thing that exists, did exist, or might exist, including associations among these things

EXAM]

Note 1

[SOURCE: ISO/IEC 2382:2015, 2121433]

3.20

expur]
proces
(3.57)
that th

[SOURCE: ISO/IEC 15944-12:2020, 3.44]

3.21

external constraint

constr
exterr

Note 1

instruments.

Note 2
jurisdi

Note 3
transa

PLE A person, object, event, idea, process, etc.

to entry: An entity exists whether data about it are available oraat.

gement
s of ensuring complete elimination, wiping out;\destroying, or obliteration of any recorded inforfnation
(or sets of recorded information (SRIs)) (3.65), often including the medium on which it is recorded, so
ere can be no reconstruction of any its contents in whole or in part

nint (3.10) which takes précedence over internal constraints (3.36) in a business transaction (3.4)} i.e., is
al to those agreed uponby the parties to a business transaction

to entry: Normally.€xternal constraints are created by law, regulation, orders, treaties, conventions or pimilar
to entry: Other Sources of external constraints are those of a sectoral nature, those which pertain to a papticular
Ctional domain or a mutually agreed to common business conventions, (e.g., INCOTERMS, exchanges, etc|).

to entpy: External constraints can apply to the nature of the good, service and/or right provided in a byisiness
Ction:

Note 4

to entry: External constraints can demand that a party to a business transaction meet specific requirements of

a particular role.

EXAMPLE1 Only a qualified medical doctor can issue a prescription for a controlled drug.

EXAMPLE 2 Only an accredited share dealer can place transactions on the New York Stock Exchange.

EXAMPLE 3  Hazardous wastes can only be conveyed by a licensed enterprise.

Note 5

to entry: Where the Information Bundles (IBs), including their Semantic Components (SCs) of a business

transaction are also to form the whole of a business transaction, (e.g., for legal or audit purposes), all constraints are
required to be recorded.
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pertaining to a business transaction, i.e., as the Information Bundles exchanged, as a record.

There can be a legal or audit requirement to maintain the complete set of recorded information

Note 6 to entry: A minimum external constraint applicable to a business transaction often requires one to
differentiate whether the Person, i.e., that is a party to a business transaction, is an individual, organization, or public

admini

stration. For example, privacy rights apply only to a Person as an individual.

[SOURCE: ISO/IEC 15944-1:2011, 3.23]

3.22

Functional Service View

FSV

perspective of business transactions (3.4) limited to those information technology interoperability asp
IT Systems (3.32) needed to support the execution of Open-edi transactions

[SOU
3.23

Humaln Interface Equivalent

HIE

repreg
busine]
manng

Note 1
the sar

Note 2
localiz

Note 3

[SOU

3.24
ID cod
identif

Note 1

Note 2
more €

Note 3
equiva

Note 4
i.e., ha
membd{

EXAM]

writtj text those of an audio, symbol (and icon) nature, glyphs, image, etc.).

CE: ISO/IEC 14662:2010, 3.10]

entation of the unambiguous (3.69) and IT-enabled semantics of an [T interface equivalen
ss transaction (3.4)), often the ID code of a coded domain (or a compaSite identifier, in a form
br suitable for communication to and understanding by humans

to entry: Human interface equivalents can be linguistic or non-linguistieTn nature but their semantics
he although their representations can vary.

to entry: In most cases there will be multiple human interface eguivalent representations as required {
htion requirements, i.e., those of a linguistic, jurisdictional, and/or sectoral nature.

to entry: Human interface equivalents include representations in various forms or formats, (e.g., in add
CE: ISO/IEC 15944-2:2015, 3.35]

e
ier assigned by the coded domain (3.7) Source Authority (cdSA) to a member of a coded domain

to entry: ID codes must be unique within the Registration Schema of that coded domain.

to entry: Associated with dn)ID code in a coded domain can be: (a) one or more equivalent codes; (b)
quivalent representations, especially those in the form of human equivalent (linguistic) expressions.

to entry: Where anfentity as a member of a coded domain is allowed to have more than one ID code
ent codes (possiblysincluding names), one of these must be specified as the pivot ID code.

to entry: A coded domain may contain ID codes pertaining to entities which are not members as peer ¢
e the same \properties and behaviours, such as ID codes which pertain to predefined conditions oth¢
r entities. ¥f this is the case, the rules governing such exceptions must be predefined and explicitly state

LE (1) The use of an ID code "0" (or "00", etc.), for “Other”; (2) the use of an ID code "9" (or "99") f

pcts of

(in a
alized

remain

0 meet

tion to

D

one or

i.e., as

ntities,
br than
d.

br “Not

Applic

ible”; (3) the use of “8” (or “98”) for “Not Known”; if required, (4) the pre-reservation of a series or s¢

t of ID

codes for use for "user extensions".

Note 5

to entry: In UML modeling notation, an ID code is viewed as an instance of an object class.

[SOURCE: ISO/IEC 15944-2:2015, 3.37]
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fication

rule-based process, explicitly stated, involving the use of one or more attributes, i.e., data element(s) (3.15),
whose value (or combination of values) are used to identify uniquely the occurrence or existence of a
specified entity (3.19)

[SOURCE: ISO/IEC 15944-1:2011, 3.26]

3.26
identi

fier (in a business transaction)

unambiguous (3.69), unique and a linguistically neutral value, resulting from the application of a rule-based

identiffcation 3-25) process(3:51)

Note 1

Note 2
perma

[SOURCE: ISO/IEC 15944-1:2011, 3.27]

3.27

individual
(3.41) who is a human being, i.e., a natural person, who acts as a distinct indivisible entity (3.19) or is

Person
consid

[SOURCE: ISO/IEC 15944-1:2011, 3.28]

3.28

individual accessibility

to entry: Identifiers are required to be unique within the identification scheme of the issuing authoxity.

to entry: An identifier is a linguistically independent sequence of characters capable of ‘uniqud
hently identifying that with which it is associated. {See ISO 19135-1:2015, 4.1.5}

ered as such

ly and

set of|external constraints (3.21) of a jurisdictional domain»(3.34) as rights of an individual (3.27]) with
disabilities to be able to use IT Systems (3.32) at the humam;i.e., user, interface and the concomitant obligation
of a seller (3.63) to provide such adaptive technologies

Note 1|to entry: Although accessibility typically addrésses users who have a disability, the concept is not linfited to
disabiljty issues.

EXAMPLE Disabilities in the form of fung¢tional and cognitive limitations include: (a) people who are blind; (b)
people|with low vision; (c) people with colout-blindness; (d) people who are hard of hearing or deaf, i.e., are hearing
impairpd; (e) people with physical disabilitiés; and, (f) people with language or cognitive disabilities.

[SOURCE: ISO/IEC 15944-5:2008,3:60]

3.29

Information Bundle

IB

formal description of theé semantics of the recorded information (3.57) to be exchanged by Open-edi parties

[SOU

3.30
inforn

playir;r roles (3.60)4n"an Open-edi scenario

CE: ISQALEC 14662:2010, 3.11]

nation law

any law, regulation, policy, or code (or any part thereof) that requires the creation, receipt, collection,
description or listing, production, retrieval, submission, retention, storage, preservation or destruction of
recorded information (3.57), and/or that places conditions on the access and use, confidentiality, privacy,
integrity, accountabilities, continuity and availability of the processing, reproduction, distribution,
transmission, sale, sharing or other handling of recorded information

[SOURCE: ISO/IEC 15944-8:2012, 3.62]
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3.31

information life cycle management

ILCM

series of actions and rules (3.61) governing the management and its Electronic Data Interchange (EDI) (3.18)
of set(s) of recorded information (SRIs) (3.65) under the control of (3.70) a Person (3.41) from its creation
to final disposition, including expungement (3.20), in compliance with applicable information law (3.30)
requirements

Note 1 to entry: The inclusion of information law brings into this definition all the resulting various information
management requirements and related activities.

SOUR‘C‘—‘ A fefaWAlnVall Hala W IV B Es MaYala YaWls M nlo k|
L. IoU/TLG 1077771 4.4U4LVU, O.J0]

3.32
Information Technology System
IT System

set of|one or more computers, associated software, peripherals, terminals, human operations, physical
processes (3.51), information transfer means, that form an autonomous whole, capable of perfqrming
infor:[ation processing and/or information transfer

[SOURCE: ISO/IEC 14662:2010, 3.13]

3.33
internal constraint
constrpint (3.10) which forms part of the commitment(s) (3.9) mutually agreed to among the parti¢s to a
businefss transaction (3.4)

Note 1| to entry: Internal constraints are self-imposed. They provide a simplified view for modelling and refuse of
scenarjo components of a business transaction for which thereiare no external constraints or restrictions|to the
nature|of the conduct of a business transaction other than those‘mutually agreed to by the buyer and seller.

[SOURCE: ISO/IEC 15944-1:2011, 3.33]

3.34
jurisdictional domain
jurisdjction, recognized in law as a distinct Jegal and/or regulatory framework, which is a source of external
constrpints (3.21) on Persons (3.41), theix’behaviour and the making of commitments (3.9) among Hersons
includjng any aspect of a business transaction (3.4)

Note 1|to entry: The pivotal jurisdietional domain is a United Nations (UN) recognized member state. From|a legal
and soyereignty perspective they are considered peer entities. Each UN member state, (a.k.a. country) can haye sub-
administrative divisions as recognized jurisdictional domains, (e.g., provinces, territories, cantons, lander, ¢tc.), as
decidefl by that UN member state.

Note 2| to entry: Jurisdictional domains can combine to form new jurisdictional domains, (e.g., through bilateral,
multildteral and/or infernational treaties).

EXAMPLE TheEuropean Union (EU), NAFTA, WTO, WCO, ICAO, WHO, Red Cross, the ISO, the IEC, the ITU, gtc.

Note 3|to entryr Several levels and categories of jurisdictional domains can exist within a jurisdictional domain.

Note 4 to)entry: A jurisdictional domain can impact aspects of the commitment(s) made as part of a byisiness
transaction including those pertaining to the making, selling, and transfer of goods, services and/or rights (and
resulting liabilities) and associated information. This is independent of whether such an interchange of commitments
is conducted on a for-profit or not-for-profit basis and/or includes monetary values.

Note 5 to entry: Laws, regulations, directives, etc., issued by a jurisdictional domain are considered as parts of that
jurisdictional domain and are the primary sources of external constraints on business transactions.

[SOURCE: ISO/IEC 15944-5:2008, 3.67]
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3.35

medium

physical material which serves as a functional unit, in or on which information or data (3.14) is normally
recorded, in which information or data can be retained and carried, from which information or data can be
retrieved, and which is non-volatile in nature

Note 1 to entry: This definition is independent of the material nature on which the information is recorded and/or
technology used to record the information, (e.g. paper, photographic (chemical), magnetic, optical, ICs (integrated
circuits), as well as other categories no longer in common use such as vellum, parchment (and other animal skins),
plastics (e.g. bakelite or vinyl), textiles (e.g. linen, canvas), metals, etc.).

Note 2-to nnfry- The inclusion of the "non-vgolatile in nature"” attribute is to cover l:lfnhr‘y and-records retention

requir¢ments.

Note 3[to entry: This definition of "medium"” is independent of: (a) form or format of recorded information;{b) physical
dimengion and/or size; and, (c) any container or housing that is physically separate from material being houded and
withoyt which the medium can remain a functional unit.

Note 4 to entry: This definition of "medium"” also captures and integrates the following key prépérties: (a) the pijoperty
of medjum as a material in or on which information or data can be recorded and retrieved;;(b)the property of sforage;
(c) the|property of physical carrier; (d) the property of physical manifestation, i.e., material; (e) the property of a
functidnal unit; and, (f) the property of (some degree of) stability of the material in’or-on which the information or
data isfrecorded.

[SOURCE: ISO/IEC 15944-1:2011, 3.34]

3.36
Open-edi
Electronic Data Interchange (3.18) (EDI) among multiple autondmous Persons (3.41) to accomplish an egxplicit
shared business (3.2) goal according to Open-edi standards [3.37)

[SOURCE: ISO/IEC 14662:2010, 3.14]

3.37
Open-edi standard
standdrd (3.67) that complies with the Open-edi)(3.36) Reference Model

[SOURCCE: ISO/IEC 14662:2010, 3.19]

3.38
Open-edi transaction
business transaction (3.4) thatis.in compliance with an Open-edi scenario

[SOURCE: ISO/IEC 15944-1¢2011, 3.43]

3.39
organjization
uniqué¢ framework-of authority within which a Person (3.41) or persons act, or are designated to act, towards
some purpose

Note 1|to efitfy: The kinds of organizations covered by this International Standard include the following examylles:

EXAM 1=1 A 4 43 H o 2| 1
v vy X OT gdir ZacromT I OT poTatCt aITatT Iavy.

EXAMPLE 2 An unincorporated organization or activity providing goods, services and/or rights including: (a)
partnerships; (b) social or other non-profit organizations or similar bodies in which ownership or control is vested in
a group of individuals; (c) sole proprietorships; and, (d) governmental bodies.

EXAMPLE 3  Groupings of the above types of organizations where there is a need to identify these in information
interchange.

[SOURCE: ISO/IEC 15944-1:2011, 3.44]
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3.40

organization Person

organization part which has the properties of a Person (3.41) and thus is able to make commitments (3.9) on
behalf of that organization (3.39)

Note 1 to entry: An organization can have one or more organization Persons.

Note 2 to entry: An organization Person is deemed to represent and act on behalf of the organization and to do so in a
specified capacity.

Note 3 to entry: An organization Person can be a natural person such as an employee or officer of the organization.

Note 4[to entry: An organization Person can be a legal person, i.e., another organization.
[SOURCE: ISO/IEC 15944-1:2011, 3.46]

3.41

Perso
entity|3.19), i.e., a natural or legal person, recognized by law as having legal rights and'duties, able tq make
commitment(s) (3.9), assume and fulfil resulting obligation(s), and able of being.leld accountable [for its
action(s)

Note 1| to entry: Synonyms for "legal person” include "artificial person”, "body-corporate”, etc., depending[on the
terminjology used in competent jurisdictional domains.

Note 2[to entry: Person is capitalized to indicate that it is being used as formally defined in the standards|and to
differeptiate it from its day-to-day use.

Note 3[to entry: Minimum and common external constraints applicableto a business transaction often requirg one to
differeptiate among three common sub-types of Person, namely individual, organization, and public administrgtion.

[SOURCE: ISO/IEC 14662:2010, 3.24]

3.42
persopal information
PI
any irfformation on or about an identifiable individual (3.27) that is recorded in any form, indluding
electrgnically or on paper

EXAMPLE Recorded information about an individual’s religion, age, financial transactions, medical history,
addresg, or blood type.

[SOURCE: ISO/IEC 15944-5:2008, 3.103]

3.43

persopal informatiorieontroller
PIC

organization Person (3.40) authorized and so formally designated by the organization (3.39) to ¢nsure
that personal information (3.42) remains (fully) under the control of (3.70) the organization and ensufres its
privaqy protéction transactional integrity (PPTI) in compliance with applicable privacy protection |(3.48)
requireménts including in any use by the organization of agents (3.1) and/or third parties (3.68) in siipport
of a business transaction(s) (3.4) T

Note 1 to entry: The primary role and responsibility pertain to and focus on ensuring that: (a) personal information
remains under the control of the organization; and, (b) required ILCM aspects are implemented in a verifiable manner.
A PIC also bridges the BOV-to-FSV with respect to all aspects of information handling (processing and EDI) of personal
information of IT system(s) of an organization.

Note 2 to entry: A PIC has a defined set of responsibilities which can be “outsourced” in case a seller decides to use
an agent and/or third party based on a contractual agreement to ensure that the privacy protection requirements
(rights) of the buyer as an individual are fully supported.

Note 3 to entry: An organization can authorize and designate its privacy protection officer (PPO) to also function in
the role of its personal information controller (PIC).

© ISO/IEC 2024 - All rights reserved
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Note 4 to entry: A privacy protection officer (PPO) is a role of an officer in an organization. It is possible that the
same organization Person is assigned responsibility for more than one role within an organization including those
pertaining to corporate information law compliance, responsibility for corporate internal constraints such as

inform

ation/records management, security, etc.

[SOURCE: ISO/IEC 15944-12:2020, 3.91]

3.44

personal information profile

PIP

any collection of personal information (PI) (3.42) or aggregation of sets of personal information (SPIs) (3.64)

includ

ng associated idpnfifiprc’ ]inl(ngnc qndllnr associations on or about an identifiable individual

(3.27)

being
(3.39)
includ

Note 1
partieq
phase

origing

Note 2

[SOU

3.45
Perso
Pi
combi

collected, retained, managed, used, etc., by any other Person (3.41) and in particular an orgdn
or public administration (3.54) and as such to which privacy protection (3.48) requirements
ng those of a ILCM (3.31) nature

to entry: A personal information profile (PIP) includes any personal information (PI) created by the sell

hssigning an applicable warranty for the good, service and/or right purchased to another individual wh
1 buyer (as an individual) “gifts” the good to another individual.

to entry: A personal information profile (PIP) often includes personal inforfation (PI) resulting fron

than (;Je instantiated business transaction.

CE: ISO/IEC 15944-12:2020, 3.92]

h identity

hation of personal information (3.42) and identifier usedyby a Person (3.41) in a business transactioj

[SOURCE: ISO/IEC 15944-12:2020, 3.93]

3.46

principle

funda
object

Note 1
Note 2
Note 3
EXAM]I

mental, primary assumption and qualitizwhich constitutes a source of action determining par
ves or results

to entry: A principle is usually enforced by rules that affect its boundaries.
to entry: A principle is usuallyrsupported through one or more rules.
to entry: A principle is ustiadly part of a set of principles which together form a unified whole.

LE Within a juriSdictional domain, examples of a set of principles include a charter, a constitution,

[SOURCE: ISO/IEC 15944-2:2015, 3.81]

3.47

privag
model
as the

'y collaboration space
ing.orinclusion in an Open-edi scenario of a collaboration space (3.8) involving an individual
buyer (3.6) in a potential or actualized business transaction (3.4) where the buyer is an individy

zation
apply

er (and

acting on its behalf such as an agent) in the instantiated business transaction, (e.g., in{tl€ post-actualjization

ere the

N more

i (3.4)

ficular

ptc.

(3.27)
al and

theref;

re privacy protection requiremernts apply 1o personai mjormation (3.242]) or thatmadividuat prov

that business transaction

[SOURCE: ISO/IEC 15944-8:2012, 3.107]

© ISO/IEC 2024 - All rights reserved
12

ded in


https://standardsiso.com/api/?name=069026bdf6024b8562393139e678d8b0

3.48

ISO/IEC 15944-17:2024(en)

privacy protection
set of external constraints (3.21) of a jurisdictional domain (3.34) pertaining to recorded information (3.57)
on or about an identifiable individual (3.27), i.e., personal information (3.42), with respect to the creation,
collection, management, retention, access and use and/or distribution of such recorded information about

that in

dividual including its accuracy, timeliness, and relevancy

Note 1 to entry: Recorded information collected or created for a specific purpose on an identifiable individual, i.e.,
the explicitly shared goal of the business transaction involving an individual, shall not be used for another purpose
without the explicit and informed consent of the individual to whom the recorded information pertains.

Note 3
these

[SOUR

3.49

Privag
PbD

appro
inform
(3.39)
of per:
includ
inform

3.50

privag
PPO

organi
entrus
the pri
organi
indivig
requin

the same in order to ensure that such ke

oentry: Wherejurisdictional domains have legal requirements which override privacy protectienrequir

dre required to be specified, (e.g., national security, investigations by law enforcement agencies, etc.).

CE: ISO/IEC 15944-5:2008, 3.109]

'y by Design

ich whose objective is to embed privacy protection (3.48) requirements for the processing of p4
ation (3.42) into the development and operation of IT Systems (3.32) and networks of an organ
as early as possible (proactively) and throughout the information life cycle management (ILCM)
bonal information with the goal of full compliance with applicable privacy protection requirg
ng reducing the risk of unauthorized collection, use, interchange, and/or disclosure of such pe
ation

'y protection officer

zation Person (3.40) authorized by the organization (3.39) to act on behalf of that organizati
ted by the organization as the officer nesponsible for the overall governance and implementa
vacy protection (3.48) requirements, for” information life cycle management (3.31) not only with
zation but also with respect to any\Electronic Data Interchange (3.18) of personal information
ual (3.27) concerned with partiesito the business transaction (3.4), including a regulator (3.58)
ed, as well as any agents (3.1), third parties (3.68) involved in that business transaction

[SOURCE: ISO/IEC 15944-8:2012,3.115]

3.51
proce
series

S
pf actions or events taking place in a defined manner leading to the accomplishment of an expected

[SOURCE: ISO/IE€45944-1:2011, 3.53]

3.52
proce

5sing ‘of personal information

any operation or set of operations which is performed upon personal data, whether or not by aut

Pments

rsonal
zation
(3.31)
ments
rsonal

n and
tion of
n that
on the
where

result

bmatic

means, such as collection, recording, organization, storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making available, alignment or combination,
blocking, erasure or destruction

[SOURCE: ISO/IEC 15944-8:2012, 3.118]
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pseudonym
use of a persona or other identifier by an individual (3.27) which is different from that used by the individual
with the intention that it be not linkable to that individual

[SOURCE: ISO/IEC 15944-8:2012, 3.119]

3.54

public administration
entity (3.19), i.e., a Person (3.41), which is an organization (3.39) and has the added attribute of being
authorized to act on behalf of a regulator (3.58)

[SOURICE: ISO/IEC 15944-1:2011, 3.54]

3.55
publig
categg
individ
to an
good,

Note 1
compr

Note 2
public
those

policy
ry of external constraints (3.21) of a jurisdictional domain (3.34) specified in the form of a righ
ual (3.27) or a requirement of an organization (3.39) and/or public administration(3.54) with r

bervice and/or right including information management and interchange requirements

to entry: Public policy requirements can apply to any one, all or combinatiefis’of the fundamental ac

individual to be able to make commitments of a certain nature.

Note 3
specifi
or 21sf]

to entry: Jurisdictional domains can have consumer protection or privacy protection requirements whic

birthday according to the rules of the applicable jurisdictional domain.

[SOURCE: ISO/IEC 15944-5:2008, 3.113]

3.56
publig
PAPI
person
be ma
availa

EXAM]I
public
interng

EXAM]
vote, b
availal]

ly available personal information

ble to the public; or, (2)information required by law to be made available to the public

LE1  Personal infopmation which an individual knowingly makes or permits to be made available
telephone directories, advertisements in newspapers, published materials, postings of this nature
t, social media, etc.

le, etc.

[SOU}1CE: [SO/IEC 15944-8:2012, 3.123]

sing a business transaction, i.e., planning, identification, negotiation, actudlization and post-actualizatiqn.

[t of an
espect

ndividual pertaining to any exchange of commitments (3.9) among the parties-concerned involving a

tivities

to entry: It is up to each jurisdictional domain to determine whether ‘or not the age of an individual qudlifies a
policy requirement, (e.g., those which specifically apply to an individuial under the age of thirteen as a child),
which require an individual to have attained the age of adulthead, (e.g., 18 years or 21 years of age) of an

h apply

cally to individuals who are considered to be children,minors, etc., i.e., those who have not reached thejir 18th

al information (3.42) about an individual (3.27) that the individual knowingly makes or permits to
de available to the public, ortis legally obtained and accessed from: (1) government records that are

nclude
on the

LE2  Govefamient records that are publicly available include registers of individuals who are entitled to
uy or sell a‘property, or any other personal information that a jurisdictional domain requires to be gqublicly

3.57

recorded information
information that is recorded on or in a medium (3.35) irrespective of form, recording medium or technology
used, and in a manner allowing for storage and retrieval

Note 1 to entry: This is a generic definition and is independent of any ontology, (e.g., those of "facts" versus "data"

versus

"information" versus "intelligence" versus "knowledge", etc.).

Note 2 to entry: Through the use of the term "information," all attributes of this term are inherited in this definition.
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Note 3 to entry: This definition covers: (a) any form of recorded information, means of recording, and any medium on
which information can be recorded; and, (b) all types of recorded information including all data types, instructions or
software, databases, etc.

[SOURCE: ISO/IEC 15944-1:2011, 3.56]

3.58

regulator

Person (3.41) who has authority to prescribe external constraints (3.21) which serve as principles (3.46),
policies or rules (3.61) governing or prescribing the behaviour of Persons involved in a business transaction
(3.4) as well as the provisioning of goods, services, and/or rights interchanged

[SOURCE: ISO/IEC 15944-1:2011, 3.59]

3.59
retention period
length| of time for which data (3.14) on a data medium (3.35) is to be preserved

[SOURCE: ISO/IEC 15944-5:2008, 3.136]

3.60
role
specification which models an external intended behaviour (as allowed withina'scenario) of an Open-ed} Party

[SOURCE: ISO/IEC 14662:2010, 3.25]

3.61
rule
statenpent governing conduct, procedure, conditions and relations

Note 1|to entry: Rules specify conditions that should be complied*with. These can include relations among objefts and
their aftributes.

Note 2|to entry: Rules are of a mandatory or conditionabnature.

Note 3|to entry: In Open-edi, rules formally specify the commitment(s) and role(s) of the parties involved, dnd the
expectpd behaviour(s) of the parties involved.as Seen by other parties involved in (electronic) business transdctions.
Such rples are applied to: (a) content of thé information flows in the form of precise and computer-proce¢ssable
meaning, i.e., the semantics of data; and, (b) the order and behaviour of the information flows themselves.

Note 4|to entry: Rules should be cleariand explicit enough to be understood by all parties to a business trangaction.
Rules dlso should be capable of beifig)able to be specified using a using a Formal Description Technique(s) (FDT).

EXAMPLE A current andidely used FDT is "Unified Modelling Language (UML)".
[SOURCE: ISO/IEC 15944-2:2015, 3.101]

3.62
scenafio
forma| specification of a class of business (3.2) activities having the same business goal

[SOURiCE: IS0 9735-1:2002, 4.89]

3.63

seller

Person (3.41) who aims to hand over voluntarily or in response to a demand, a good, service and/or right to
another Person (3.41) and in return receives an acceptable equivalent value, usually in money, for the good,
service and/or right provided

[SOURCE: ISO/IEC 15944-1:2011, 3.62]
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set of personal information

SPI

set of recorded information (SRI) (3.65) which is of the nature of, or contains, personal information (3.42)

[SOURCE: ISO/IEC 15944-12:2020, 3.127]

3.65

set of recorded information

SRI

recorded information (3.57) of a Person (3.41), which is under the control of (3.70) the same and which is

treate

Note 1
by a P¢

Note 2
goals o

Note 3
new SH

[SOURCE: ISO/IEC 15944-5:2008, 3.137]

3.66
Sourc
SA
Person

Note 1
admini

Note 2

EXAM]I
asaSo

Note 3

Note 4
busine

Note 5
its beh

Note 6
coded

[SOURCE: ISO/IE(15944-2:2015, 3.109]

3.67
stand

asaumit i its informatiomn tife cycte

to entry: An SRI can be a physical or digital document, a record, a file, etc., that can be read, perceived o
rson or computer system or similar device.

f the organization, i.e., a semantic component.

to entry: An SRI can be self-standing (atomic), or a SRI can consist of a bundling of twe et more SRIs into 3
I. Both types can exist simultaneously within the information management systé€ms of an organization.

e Authority

(3.41) recognized by other Persons as the authoritative sQurce for a set of constraints (3.10)

to entry: A Person as a Source Authority for internal constraints can be an individual, organization, o
stration.

to entry: A Person as Source Authority for external constraints can be an organization or public administ

LE In the field of air travel and transportation, IATA as a Source Authority, is an organization, whi
lirce Authority, is a public administration.

to entry: A Person as an individual shall not be a Source Authority for external constraints.

to entry: Source Authorities are often the issuing authority for identifiers (or composite identifiers) foj
5S transactions.

to entry: A Source Authoritycan undertake the role of Registration Authority or have this role underta
h1f by another Person.

to entry: Where the\Sets of constraints of a Source Authority control a coded domain, the SA has the r
Homain Source Authority.

Ard

docun

" heard

to entry: An SRI is a unit of recorded information that is unambiguously defined in the context of the blisiness

nother

public

ration.

e ICAO

use in

ken on

ble of a

ehted agreement containing technical specifications or other precise criteria to be used consis

tently

as rules (3.61), guidelines, or definitions of characteristics, to ensure that materials, products, processes and
services are fit for their purpose

Note 1 to entry: This is the generic definition of standard of the ISO and IEC (and now found in the ISO/IEC JTC1
Directives, Part 1, Section 2.5:1998). {See also ISO/IEC Guide 2:1996, 1.7}

[SOURCE: ISO/IEC 15944-1:2011, 3.64]
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third party
Person (3.41) besides the two primarily concerned in a business transaction (3.4) who is agent (3.1) of neither
and who fulfils a specified role (3.60) or function as mutually agreed to by the two primary Persons or as a

result

of external constraints (3.21)

Note 1 to entry: It is understood that more than two Persons can at times be primary parties in a business transaction.

[SOUR
3.69

unampigueus

CE: ISO/IEC 15944-1:2011, 3.65]

level off certainty and explicitness required in the completeness of the semantics of the recorded inforj

(3.57)

[SOURCE: ISO/IEC 15944-1:2011, 3.66]

3.70
under
set of 1
proted
life cy
(3.65)
to the
storag
(3.20)
the de
partie

Note 1
out phj
for eng
execut

Note 2

interchanged appropriate to the goal of a business transaction (3.4)

the control of
equirements on an organization (3.39), especially those of external constraint (3:21) nature, i.e., g
tion (3.48) and related information law (3.30) requirements, requiring fullband complete inforij
rle management (ILCM) (3.31) of personal information (3.42) as set(s)~0frecorded information

nation

rivacy
nation
(SRIs)

related to the agreed upon goal of the instantiated business transaction (3.4), including state changes

content of the SRIs with respect to their creation/collection, recording processing, organi

e, use, retrieval, disclosure, retrieval, aggregation, disseminatien, disposition (including expung
, Electronic Data Interchange (EDI) (3.18), etc., and in partiCular that of any and all state char
cision making application (DMAs) (3.16) of the organizatien and any of its agents (3.1) and/o
b (3.68) (as well as any other parties) to the business tranSaction

to entry: The fact that a Person responsible for the control of an SRI(s), especially SPI(s), delegates or co
rsical custody of the SRI(s) to an agent or third party.ddes not take away from the responsibility of that
uring ILCM management aspects in support of privacy protection requirements remain fully support
bd.

to entry: If and where a disposition or expungement of SPIs pertaining to a business transaction invol

transfd

[SOU

3.71
vendg

seller
(3.21)

Note 1
constr

Note 2
specifi

contir;wlle to apply to the organization to whicli the SPIs are being transferred to.

r of the related SPIs to another organization the applicable ILCM requirements of a privacy protection

CE: ISO/IEC 15944-12:2020, 3.142]

r
3.63) on whom consumer protection (3.13) requirements are applied as a set of external cons
on a business transdction (3.4)

to entry: Consumer protection is a set of explicitly defined rights and obligations applicable as e
hints on a busihess transaction.

to entrynIt is recognized that external constraints on a seller of the nature of consumer protection
C to,a jurisdictional domain.

[SOURICEZISQ/IEC 15944-1:2011 3 67]

ration,
ement
ges in
 third

htracts
Person
ed and

ves the
nature

traints

kternal

can be
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4 Abbreviated terms

BOV
BTI
BTM
CRPD
CIP
DMA
EDI
FDT
FIP
FSV
GDPR
HIE
IB
ICT
IT Sys
ILCM
OeS
PAPI
PbD
PCS
Pi

PI
PIC
PIP
PPO
PPP
PPR
PPTI
RBT

rii

Business Operational View

Business Transaction Identifier

Business Transaction Model

(UN) Convention on Rights of Persons with Disabilities

Consumer Information Profile

[E1N

Decision Making Application

Electronic Data Interchange

Formal Description Technique

Fair Information Principles / Fair Information Practices
Functional Service View

General Data Protection Directive
Human Interface Equivalent

Information Bundle

Information communication technologies
Information technology system
Information life cycle management
Open-edi scenario

publicly available personatl jfiformation
Privacy by Design

Privacy Collabofation Space

personal identity

personialhinformation

personal information controller

personal information profile

privacy protection officer

Privacy Protection Principles

privacy protection requirement

privacy protection transactional integrity
regulatory business transaction

recognized individual identity
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rPi
REA
SA
SC
SPI
SRI

5 Fundamental privacy protection principles

5.1

This C
are fo
ISO/IH

ISO/IE
a privi
on bu
teleco
exterr]

1SO/IE

This
princi

the “collaboration space” introduced in ISO/IEC 15944-4, is carried forward in a privacy protection ¢

in ISO
those
“indiv
ISO/IE
and de

model
cycle

implementation of the same. Consequently, ILCM is an important aspect of privacy protection and Ph

there
Rule (

The r
and I§

Rule (

Desc]ption Techniques (FDTs).

ISO/IEC 15944-17:2024(en)

recognized Person identity
Resource, Events, Agents
Source Authority

Semantic Component

set of personal information

set of recorded information

Dverview

lause is based primarily on [SO/IEC 15944-8:2012 and, in particular, its ClauseGyThe applicabl
ind in ISO/IEC 15944-8:2012, B.5. In addition, relevant rules of ISO/IEC 15944-1, ISO/IEC 15
C 15944-5, and ISO/IEC 15944-12 are identified in Annex B.

C 15944-8:2012 is a BOV-related standard which addresses basic-[or primitive) requiremsg
acy protection environment, as legal requirements represented-through jurisdictional do
siness transactions, and also integrates the requirements «of\the information technolog
mmunications environments. It contains a methodology and tool for specifying common claf
al constraints through the construct of "jurisdictional demains". It meets the requirements
C 15944-1 and ISO/IEC 15944-2 through the use of expliCitly stated rules, templates, and

bles rules that carry over to Privacy by Desigii(Refer to Annex C.) In Clause 6, the importg

[EC 15944-8 as “privacy collaboration _space (PCS)”. The concept of PCS is extended to i
hspects of a Privacy by Design nature, Ityis important to note that privacy protection is a righ
dual” only and not of an organization ot public administration.

C15944-12 is based on both ISO/IEC 15944-5 and ISO/IEC 15944-8 and integrates applicable co
finitions, principles, rules, etc., found in both (as well as applicable elements of the Open-edi ref|
and other parts of the ISOAEC 15944 series). The focus of ISO/IEC 15944-12 is on informati

b rules
D4.4-4,

nts of
mains,
y and
ses of
set in
ormal

ocument begins with ISO/IEC 15944-8 as the basis to establish the fundamental privacy profection

nce of
ontext
nclude
t of an

ncepts
brence
on life

management (ILCM) aspects at a more granular level, i.e. that are required to be able to sfipport

erence to this in Clause 8.
01:

iles identified in Annex B, as taken from ISO/IEC 15944-1, ISO/IEC 15944-4, ISO/IEC 15
0/IEC 15944-12 shall be applied to the normative Clauses and Annexes of this document

02:

D and

944-5

The r
identi

fy the eleven (11) privacy protection principles (PPP) shall apply to this document.

ules, guidelines and associated normative text as stated 1n ISU/IEC 15944-8:2012, 5.3 that

The Open-EDI eleven (11) privacy protection principles are affirmed by the Privacy by Design framework.
The PbD framework is a holistic approach to design privacy protection into technologies, business processes
and systems prior to processing personal information.

In particular, three of the seven PbD principles expand upon PPP to reflect the pervasiveness of technology

and gr

owing digitization of data.
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5.2 Primary sources of privacy protection principles

Figure 3 is adapted from ISO/IEC 15944-8:2012, Figure 3. It is repeated to provide an updated overview
of the sources of requirements of the privacy protection principles as they also apply to this document.
The EU “General Data Protection Directive” (GDPR) replaced the EU “Directive 95/46/EC of the European
Parliament”[19] and refers to “data protection by design and by default” in its Article 25.

Primary Sources for Privacy Protection Principles (PPR)

International External Constraints

e  OECD Guidelines (2013)
e  General Data Protection Directive (GDPR (2016)
e APEC Framework (2015)

(Common) Laws & Regulations of a Privacy Relevant international ISO
Protection nature, of UN member states & of standards

their admin. units, (e.g., states, provinces,
lander, etc.,) at whatever level of jurisdictional
domain, including external constraints of Privacy & Data
localization requirements nature (e.g. those of Commissioners
a cross-border data flow type)

¢ Guidelines

e Publications
e tools

e rulings
Relevant added public policy . etc.
requirements of jurisdictional domains,
(e.g., consumer protection, individual
accessibility) requirements/standards of
ajurisdictional domain

A

eBusiness and Eleven (11) Privacy protection Principles
user-driven

requirements l
(of a BOV_nature)

Clause 5
ISO/IEC 15944-8

cvrnrotection-nr
Ty pProtCcaon—pr

P
R
o

5.3 Exceptions to the application of the privacy protection principles

The rules stated in ISO/IEC 15944-8:2012, 5.2, along with the interpretation specified in 5.2, shall apply.

5.4 Key eleven (11) privacy protection principles

Rule 003:
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The rules stated in ISO/IEC 15944-8:2012, 5.3 that reference eleven (11) fundamental privacy
protection principles, rules, guidelines and associated normative text apply to this document.

The principles are:

Privacy protection principle 1: Preventing harm

Privacy protection principle 2: Accountability

Privacy protection principle 3: Identifying purposes

Privacy protection principle 4: Informed consent

Pifivacy protection principle 5: Limiting collection

Piiivacy protection principle 6: Limiting use, disclosure and retention
Pilivacy protection principle 7: Accuracy

Pilivacy protection principle 8: Safeguards

Pilivacy protection principle 9: Openness

Pifivacy protection principle 10: Individual access

Pifivacy protection principle 11: Challenging compliance

A summary of the complete set of rules (with guidelines where applicable) and associated normative
provided for each PPP in the PbD context in Annex C, Table C.2,

These
Persons, as parties, making a commitment on the commonly agreed upon goal for a business trans
From
provide associated required technical implementatign measures which need to be capable of exchangi
necesdary information among the parties to a busifiess transaction. This is necessary to be able to dete
when
forming part of the business transaction. This-includes ensuring that applicable controls are in place]
decisi
personal information is processed and/interchanged among all parties to a business transaction.

eleven (11) privacy protection principles are placed\ih a business transaction context, i.e.

hn FSV perspective, this includes ensuring that:the IT systems of an organization are able to §

pn-making applications (DMAs) of the'IT systems of organizations (and public administrations)

Finally, as with Privacy by Design,\the privacy protection principles enumerated above represent a
and should be interpreted and itnplemented as a whole and not piecemeal.

5.5

Link to “consumer-protection” and “individual accessibility” requirements

This document, as with”ISO/IEC 15944-5 and ISO/IEC 15944-8 (ISO/IEC 15944-8:2012, 6.3 Collabg
space:

1y

2)

The role of buyeér (as individual), seller and regulator), is based on the following assumptions:

The privacyprotection requirements of the individual, as a buyer in a business transaction, are
off the jurisdictional domain in which the individual made the commitments associated wi

in

Stantiated business transaction.

text is

hat of
hction.
ind do
ng the
rmine

bersonal information is to be processed as*opposed to all other (non-personal) recorded information

in the
where

whole

ration

those
th the

Where the seller is in a jurisdictional domain other than that of the individual, as the buyer, this
document incorporates and supports the:

2016 The General Data Protection Regulation (GDPR)[?]

— APEC Privacy Framework. (2015)[ZI

— UN Convention on the Rights of Persons with Disabilities (CRPD) (2006+)[£l.
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There are other external constraints of a "public policy” nature which need to be taken into account
in modelling business transactions. These include “individual accessibility”, human rights, etc.
In ISO/IEC 15944-1:2011, 6.1.6, these form part of the category of "External Constraints: Public
Administration" (as identified in ISO/IEC 15944-1:2011, Figure 8).

Rule 004:

The rules stated in ISO/IEC 15944-8:2012, 7.2.1 Privacy protection, 7.2.2, 7.2.3, 7.2.4, 7.2.5 apply to
this document.

5.6 Requirements for tagging (or labelling) sets of personal information (SPIs) in support

of privacy protection requirements (PPR)

Rule (

The r
prote
inforn

5.7

buyer

Rule (

Ther
as we
individual, aware of all personal information pertaining to/that business transaction and to d¢ so in
a timg

6 Fundamental principles and rules governing Privacy by Design (PbD)

requ

6.1

Privad
Annex
the psg
reflect
Remed

Full Fyinctionality - Positive-Sum, not Zero-Sum.

Privadg

a)

b)
c)
d)
e)
f)
g)
h)

N
ar

re

05:

nles stated in ISO/IEC 15944-8:2012, 5.4 apply to this document. The application of p
ction requirements requires an organization to be able to identify and tag any<and all pe}
nation when it is created or recorded in its IT systems.

Requirements for making all personal information (PI) available to the buyer whe}
is an individual

06:

1les stated in ISO/IEC 15944-12:2020, 5.7 apply to this document. It is a best business pr
1 as a contractual and consumer protection requirement-for the seller to make the buye1

ly manner.

rements

Dverview

y by Design not only embodies the universal principles of the Fair Information Practices!]
| E), but also provides a set_of added necessary and complementary principles intended to

ed in the first four Foundational Principles: i) Principle 1. Proactive not Reactive, Preventati
lial; ii) Principle 2. Privacy as the Default; iii) Principle 3. Privacy Embedded into Design; ang

v by Design pringciples can assure effective organizational privacy and security by:

rving as a framework for specific data management and interchange control objectives (see Clg
d best practices;

dueing harms and other “unintended” consequences associated with personal information;

rivacy
rsonal

‘e the

actice
L as in

Ll (See
reflect

rvasiveness of technologysand growing digitization of data. These complementary principles are

ve not
| iv) 4.

use 8)

st

engthening imtermataccoumntabitity recharismrs;

demonstrating effectiveness and credibility of data management practices;

supporting regulatory and third-party oversight efforts;

earning the confidence and trust of clients, partners and the public;

promoting market-based innovation, creativity and competitiveness;

and ensuring that personal information remains under the control of the organization.
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6.2 Fundamental principles of Privacy by Design

6.2.1 Privacy by Design Principle 1: Proactive not reactive; preventative not remedial

Much of the text in 6.2 is adapted in summary form and placed in an Open-edi and eBusiness transaction

context from PbD publication sourcesl2l.

The PbD approach is characterized by proactive rather than reactive measures. It anticipates and prevents

privacy invasive events before they happen. PbD does not wait for privacy risks to materialize, no

r does

it offer remedies for resolving privacy infractions once they have occurred — it aims to prevent them

from occurring. In short, Privacy by Design comes before-the-fact, not after. This requires clear lead

ership

priorities to set and enforce the highest privacy protection requirements at the beginning of any ITisy
develdpment involving the use of personal information.

Rule:()07:

This dlear commitment at the highest level within an organization also shall apply to any elec
data ipterchange (EDI) of personal information of individuals as in their role as’a consumer
provision of a good, service, and/or right by the organization.

Rule (08:

stems

Lronic
in the

Ther¢q shall be a clear commitment, at the highest levels within an organization, to set and epforce

high gtandards of privacy protection - higher than the minimal ‘standards set out by globa
and regulations which serve as external requirements on any personal information includir
EDI of the same with the individual concerned as well as any@agents or third parties with whi
organjization interchanges personal information of an individual.

Rule (09:

| laws

1g any
ch the

Comnjitment to privacy protection requirements shall be demonstrable and shared throughoEt the

organjization, with its user communities and other parties to the transaction (e.g. consumers, a
third parties, etc.), in a culture of continuous improvement.

Rule (10:

Ther¢q shall be established methods.te: i) identify lack of, absence of or poorly designed p
protegtion controls, ii) identify associated risks to privacy protection; iii) remediate the risks

ents,

rivacy
based

on interest of the parties and the negative impacts before they occur in proactive, systematic, and

innovptive ways.

Guidefine 010G1:

While|risk management dpproach has it benefits, an organization should take a quality and integrity

approgach as a best practice as since such an approach will minimize risks.

6.2.2 | Privacy by Design Principle 2: Privacy as the Default Setting

Privady by Design seeks to deliver the maximum degree of privacy by ensuring that personal information

(PI) afecautomatically protected in any given IT system or business practice. If an individual does nathing,

th 1 3 4311 3 oS £ N 43 | £]a £ ol il HEpS A | 1 rs £l o3
elr Pl lVClLy O LT T TIIIAIITS TIIUACL L. INU AdClIUIT IS5 1 C\iull CUu UlIl 11T lJCll U UT UIIT 11iuiIviududl tU Pl ULCULU LIITCII

— itis built into the IT system(s) of the organization, by default.
The PbD default settings of a PbD approach include the following:
— Purpose Specification;

— Collection Limitation;

— Data Minimization; and,

— Use, Retention and Disclosure Limitation.
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The rules and guidelines supporting each of these PbD default setting are as follows.

Rule 011:

Purpose Specification: the purposes for which personal information is collected, used, retained and
disclosed shall be communicated to the individual at or before the time the information is collected.

Guideline 011G1:

Specified purposes should be clear, limited and relevant to the goal of the business transaction between
an organization and any individual (as in its role as a consumer).

Rule (

Colledtion Limitation: the collection of personal information shall be fair, lawful and limited ¢

which
betwd

Rule (

Data

required to meet the requirements of an instantiated business transaction‘between the organi

and a

the orjganization.

Guide]ine 013G1:

12:

is necessary for the specified purpose as stated and agreed to in the business trans
en the organization and the individual as its (potential) consumer.

13:

inimization: the collection of personal information should be kept to a strict minim

individual as a (potential) consumer of the goods, services, and/or right being provid

o that
hction

m as
zation
ed by

The design of IT systems (and associated data and software programs) should in their design,

develgppment and implementation differentiate between“any recorded information which a]

not ¢
prote
perso

Rule (

Use,
inforn
has cd

Rule (

Perso
then d
inforn

6.2.3

PbD is
an add
being
comm

ntain personal information, and b) that which_ dees. This is important to support p

hal information pertaining to an individual.
14:

Retention, and Disclosure Limitation: - the use, retention, and disclosure of pel
hation shall be limited to the relevant purposes identified to the individual, for which he
nsented, except where otherwiserequired by law.

15:

hal information shall be.retained only as long as necessary to fulfill the stated purpose(d
lestroyed, i.e., expunged in accordance with the rules stated in ISO/IEC 15944-12 pertain
hation life cycle management.

Privacy by Design Principle 3: Privacy Embedded into Design

-on, after'the fact. The result is that privacy becomes an essential component of the core functic
delivered. Privacy is integral to the system, without diminishing functionality. It means ver
tent to these priorities in all design and operational processes. A systemic program or metho

does
rivacy

ction requirements which exclude any possible.identifiability, observability and linkability of

'sonal
pr she

), and
ing to

embedded into the design and architecture of IT systems and business practices. It is not boltedl on as

nality
ifiable
Hology

should

be i place toensure that privacy commitrents are thoroughty imtegrated imtotire techr

process or architecture in question.

Rule 016:

ology,

A systematic, principle-based approach to embedding privacy protection requirements shall be
adopted by any organization which in its operations involves personal information.

Guideline 16G01:
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An organization should apply fair information practices (FIP) with equal rigour at every step in the
design and operation of any business transaction of that organization (e.g., through its specification
of a (reusable/repeatable) scenario(s) governing such specified business transaction.

Rule 017:

Detailed risk and impact assessments shall be carried out and published, i.e., one that clearly
documents the privacy protection risks and all measures taken to mitigate those risks, including
consideration of alternatives and selection of metrics.

Rule 018:

The rpquirements of privacy protection impacts on the resulting IT systems, their operatipn, or
information architecture, and their uses shall be demonstrably minimized and not easily.degraded
through use, misconfiguration or error.

6.2.4 | Privacy by Design Principle 4: Full Functionality — Positive-Sum, not Zero-Sam

PbD a¢commodates and supports all legitimate interests and objectives in a positiveésum “win-win” manner,
not where unnecessary trade-offs are madel3l[4]. PbD avoids the pretence of false dichotomies, sich as
privady versus security, demonstrating that it is possible to have both. It includes demonstrating practical,
measyrable and proven results that reflect the presence of multiple objectives. All legitimate non-privacy
objectjves and functionalities should be accommodated (taking an innovative approach).

Rule (19:

An organization shall ensure that when it embeds privacy{protection requirements into any| of its
information life cycle management (ICLM) processes, andvts supporting IT Systems, that this shall
be done in such a way that full functionality of support for privacy protection requirements|is not
impaiIed, and that all privacy protection requirements are optimized in the design and operation

of any business transaction, (e.g., through its spegification of re-useable scenarios governing such
specifiied business transactions).

Rule 020:

All ingerests and objectives shall be clearly documented, desired functions articulated, metrics
agreef upon and applied, and trade-offs rejected as often being unnecessary, in favour of finding a
solutipn that enables multi-functionality.

Privady protection is often positiohed as having to compete with other legitimate human values, design
object]ves, and technical capabilities in a given domain. Privacy by Design rejects taking such an approgch - it
embralces legitimate non-privacy objectives and accommodates them all in an innovative positive-sum manner.

Rule 021:

An organization shall ensure that all times throughout the life cycle of personal information that
such personal information remains under its control including in the organization’s use of agents or
third parties;.and especially personal information that forms part of EDI interactions in support of
any farm of’business transaction.

6.2.5
Cycle (ILCM) Protection

ife

Privacy by Design, having been embedded into the IT system prior to the first element of personal
information being collected, extends securely throughout the entire lifecycle of the data involved — strong
security measures are essential to privacy protection, from start to finish. This ensures that all data are
securely retained, and then destroyed at the end of the ILCM process, in a timely fashion. Thus, Privacy by
Design ensures cradle-to-grave, information lifecycle management of personal information, end-to-end.

Rule 022:
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Safeguarding: Organizations shall assume responsibility for the safeguarding of personal
information (commensurate with its degree of sensitivity) throughout its entire lifecycle,).
Rule 023:

Organizations shall assure the confidentiality, integrity and availability of personal information
throughout its lifecycle and include, inter alia, methods of secure destruction, appropriate
encryption, and strong access control and logging methods.

6.2.6 Privacy by Design Principle 6: Visibility and Transparency — Keep it Open

PbD sEeRS T0 assure ail stakenotders that whatever the DUSINess practice or technology invoived, |t is in
fact, operating according to the stated promises and objectives, and applicable legal requirementsy’Jubject
to indgpendent verification. Its component parts and operations remain visible and transparent, tq users
and pijoviders alike.

Rule 024:

Accountability: Collection of personal information entails a duty of care) for its protgction.
Respdansibility for all privacy protection related policies and procedures-shall be documentged by
the organization and communicated as appropriate and assigned to a specified officer withjn the
organjization.

Rule 025:

When| transferring personal information to third parties, equivalent privacy protection through
contractual or other means shall be secured, documented andtransparent.

Rule 026:

practices relating to the management of personal information shall be made readily available fto the

OpenLess: Openness and transparency are key to acecountability. Information about the polici¢s and
individual to whom the personal information pertains.

Rule (27:

Compliance: Complaint and redress mechanisms shall be established, and information communjcated
about|{them to the individual to whom the personal information pertains, including how to access the
next level of appeal.

Guideline 027G1:

Necespsary steps to monitor; evaluate, and verify compliance with privacy protection policigs and
procedures should be taken.

6.2.7 | Privacy by Design Principle 7: Respect for User Privacy — Keep it User-Centric

Abovelall, PbD.requires architects and operators to keep the interests of the individual uppermost by offering
such 1peasures as strong privacy protection defaults, appropriate notice, and empowering user-fifiendly
optiors,-Respect for User Privacy extends to the need for human-machine interfaces to be human-cgntred,
user-centric and person-friendly so that informed privacy decisions can be reliably exercised. Similarly,
business operations and physical architectures should also demonstrate the same degree of consideration
for the individual to whom the personal information pertains.

Rule 028:

Consent: The individual’s free and specific consent is required for the collection, use or disclosure
of any and all personal information, except where otherwise permitted by law. The greater the
sensitivity of the personal data, the clearer and more specific the quality of the consent required. An
individual shall be able to withdraw consent at any time.

Rule 029:
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Accuracy: personal information shall be as accurate, complete, and up-to-date as is necessary to
fulfil the specified purposes.
Rule 030:

Access: Individuals shall be provided access to their personal information and informed of its
uses and disclosures. Individuals shall be able to challenge the accuracy and completeness of their
personal information and have it amended as appropriate.

Rule 031:

Compli : Orga esta ]
about them to the public, including how to access

dINCE
information

adre - ' :
the next level of appeal.

6.3 Exceptions to the application of any of the Privacy by Design principles

Privady protection requirements of jurisdictional domains can contain exceptions (derogations) [to the
applicption of external constraints of this nature. The most common exceptions are theserelating to ngtional
soverdignty and security, law enforcement.

Althoygh PbD is intended as a holistic framework, there can be exceptions tothe'application of each|of the
(7) Foundational Principles. For example, if the IT system does not involve thé direct interaction with an
indiviglual, then Principle 6 concerning transparency to the individual is netapplicable.

Rule (032:

Wherg exceptions to the application of the PbD framework eXxist, they shall be:

1) l;]:ited, proportional and effective>) to meeting the objéctives to which these exceptions r¢late;
2) de known to the public; or
3) infaccordance with law of the applicable jurisdictional domain(s).

6.4 Mapping the eleven (11) Privacy Pretection Principles (PPP) to the seven (7) Privaty by
Design principles

The d¢velopment of the PPP has a lorig history and is focused on identifying and integrating the pfimary
sourcgs of requirements (see 5.2 and Figure 3). The development of the PbD approach and its sevien (7)
principles is driven from an implementation perspective of the PPP.

Rule D33: Users of this document shall be guided on the relationship between the eleven PPP
principles and seven PhDprinciples as found in Annex C.

It is tHerefore important to “map” the relations and interactions between these two sets of principles. This
has bden done and the results are presented in Annex C. At the same time, 5.4 simply lists the elevgn PPP.
Annex C providesummary information on each PPP.

7 Collaboration space and privacy protection

7.1 Overview

The focus of these Open-edi and eBusiness standards is modelling the collaboration space among the
primary parties to a business transaction. The business transaction requires at the least, the roles of a buyer
and a seller, based on internal constraints only. Depending on the nature of the good, service and/or right (or

5) Also refer to the Oakes Test arising out of the Supreme Court of Canada - a test that is used every time a Charter
violation is found. Section 1 of the Charter is often referred to as the “reasonable limits clause” because it is the section
that can be used to justify a limitation on a person’s Charter rights. Charter rights are not absolute and can be infringed if
the Courts determine that the infringement is reasonably justified[121,
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combination of the same) one or more sets of “external constraints” can apply. These are modelled through

the introduction of the role of a “regulator”.

The collaboration space was first established along with applicable rules in ISO/IEC 15944-4 and

ISO/IEC 15944-5 but this document does so from a PPP requirements and PbD perspective. This
summarizes the “privacy” collaboration space.

7.2 Collaboration space: Role of consumer (as individual), vendor and regulator

clause

The collaboration space, introduced and defined in ISO/IEC 15944-4, focuses on collaboration space from
an internal constraints perspective only. ISO/IEC 15944-5 focuses on adding external constraints from the
perspeéctive of the requirements of jurisdictional domains. They are modelled by adding: (1) a regulatpr” (as
already introduced and provided for in ISO/IEC 15944-1:2011, 6.2.6; and, (2) the three sub-typge$ of Person

(see I§O/1IEC 15944-1:2011, 6.2.7).

Wherg¢ a Person is acting as an individual, the external constraints identified in 5.4 can be‘required

Thus,

when modeling a scenario, two possible approaches can be used. In the first, it will be necessary to identify

differgnt scenario components in the model when addressing scenarios which invelve privacy prot

ection

from those that do not. In the second, the privacy constraints are required to be incladed in the model with an
option to switch them off for the scenarios where privacy requirements are absent; Either approach is yalid.

Anothpr minimum external constraint that is taken into account in business transactions is that com|
known as "consumer protection”. The sole purpose of this clause is to~enhsure that when one usg
docunjent to model business transactions or parts of business transactions as scenarios and sc
compdnents, one does note under "external constraints" whether or-not the scenario and/or the sc
compdnent supports external constraints of a consumer protection nature.

There|may be more than one role fulfilled by the regulator (erx.regulators) in the business transaction

monly
s this
enario
enario

, since

the regulator may act to supervise that the information constraint(s) have been applied, or can act to provide

an angnymous or pseudonymous identity for one or morfe of the parties to the business transaction
can include the regulator). The regulator is the source of external constraints in a privacy collabd
space [PCS).

The ovferall business transaction being modelled (as a scenario or scenario component) involves: (1) a
who i9 an individual; and, (2) the jurisdictional domain(s) involved having or exerting external consf
of a prjivacy protection nature.

This i illustrated in Figure 4 (as adapted from Figure 5 in ISO/IEC 15944-5). It is noted that in some bu
transqctions the seller as well as the buyer can both be making use of an agent or a third-party suppl
the pulrpose(s) of concluding a-business transaction.

which
ration

buyer”
raints

siness
ier for
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Privacy Collaboration
Space

(of a business transaction)
[“Privacy by Design”
requirements perspective]

Figul

The ry
Rule (

An or
activi
transj
comp]
any ot

Desi .
[as source of external constraints for
the specification of Privacy by Design

requirements of applicable
jurisdictional domain(s)]

A

Value
Exchange Vendor
Consumer
“Person” as
“Person” as —> [involving the making
of a commitment\to “organization” or
“individual” including assoeiated “public
EDI of peioonal administration”
inforiration]

—
4—

les stated in ISO/IEG15944-8:2012, 6.3 apply to this document. (refer to Rule 38 in B.5)
34:

fies undertaken by itself (or via an agent or third party on its behalf) to automate bu
iction_decisions that impact an individual in the privacy collaboration space, shall
iance>with applicable privacy protection requirements, and not involve any secondary
her'use of personal information for which the individual concerned has not provided exp

‘e 4 — Privacy collaboration space (of a business transaction) including the role of a regulator

panization shall ensure that any artificial intelligence, machine learning and/or data mining

siness
be in
1se or
licitly

inforr

ed consent

TC T CUIIO Ity

Rule 035:

An individual shall be able to challenge the organization’s sole use of artificial intelligence, machine
learning and/or data mining activities with respect to a business transaction and request human
intervention[21[10],

A rule

additional to ISO/IEC 15944-8:2012 and adapted from Rule 013 is:

Rule 036:
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Except with the explicit informed consent of the individual, or as required by law, personal
information collected in the privacy collaboration space (independent view) shall not be used or
disclosed for purposes other than those for which it was collected, i.e., in the context of the specified
goal of the business transaction to which it pertains.

This means that in the privacy collaboration space, the personal information of the individual as the buyer
in the business transaction collected by the seller in that business transaction, Enterprise #2, shall not be
disclosed, i.e. communicated, to any other party(ies), Enterprise #1, unless so required for the actualization
of that specific business transaction with the individual being fully informed of the same by the seller and
having consented to. This is illustrated in Figures 5 and 6 REA - patterned compound sentence (Independent
View)[3],

€g9s were shipped

I

I dozen from to

: four Enterprise #1 Enterpr‘ise #2

|

|

| and
|
|

$20,60 was paid :
from to '
Enterprise #2 Enterprise #1

Figure 5 — Generalized collaboration space

Figurd 6 takes the generalized model and adapts it in a privacy protection and Privacy by Design context.
Furth¢r in REA, the use of “enterprise” is generic in nature and should be considered a synonym for
“orgarfization”.

Cookies (baked
Using the eggs) | were shipped
: dozen \ from to
: Enterprise #2 Individual
| four
: and
|
|
$20,60 was paid :
from to )
Individual Enterprise #2

REA-Patterned Compound Sentence (Independent View)

Figure 6 — collaboration space involving an individual and personal information

8 Ensuring that personal information is ‘under the control of’ the organization
throughout its ILCM

8.1 Overview

Privacy by Design, having PPR embedded into the IT system and initiated in the collaboration space, extends
securely throughout the entire lifecycle of the personal information involved. —Robust information life
cycle management (ILCM) measures are essential to ensuring the implementation and compliance by any
organization of applicable privacy protection requirements as these apply to any of'its “organization Persons”
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as well as any of its actual or potential “customers”. This ensures that all personal information are securely
retained, and then securely destroyed at the end of the ILCM process, in a timely fashion.

The significance of ILCM to PbD is the series of actions and rules governing the management and its
Electronic Data Interchange (EDI) of set(s) of recorded information (SRIs) under the control of a Person
from its creation to final disposition, including expungement, in compliance with applicable information law
requirements.

8.2 Rules governing the specification of ILCM aspects of personal information

The rules stated in ISO/IEC 15944-12:2020, 6.2 that reference a high-level set of generic ILCM principles
which|integrate and are embedded in the eleven (11) fundamental privacy protection principles,|rules,
guideljnes and associated normative text apply to this document.

Rule (37:

Privagy protection requirements continue to apply to the personal information of an'individua] after
his/hér death and will follow those of the jurisdictional domain.

Guideline 037G1:

In addition, from a business transaction perspective, there may be some continuity in privacy protection
requintements, [e.g. those pertaining to temporal aspects of post-actualization aspects of an instantiated
business transaction, (e.g. health care matters, warranties on products, service contracts, rights,
including IP), etc.]. Instantiated business transactions may require-personal information to be retained
and continue to be protected following the death of the individual.

NOTE]1 This can also include a settlement of wills, probate, investments, etc., pertaining to that individugl once
proved deceased.

NOTE? Taxinformation filed has 4-6 years record retentiof’ requirements in most jurisdictional domains. In some
jurisdiftional domains, tax matters are confidential and in others they are public. The status of personal information
can chgnge as a result of litigation and public hearings,

NOTE Instantiated business transactions can~require personal information to be retained and continug to be
protected following the death of an individual, (€:g., many credit card agreements exist after the death of thq credit
card ho¢lder).

8.3 [Implementing “under the control of” and accountability®)

The rple of the personal information controller(s) (PIC) focuses on responsibilities pertaining o the
implementation of the related:ILCM requirements. On the whole, in (large) organizations, a PIC can pertain
to ong or more DMAs in¢he’IT system(s) of the organization, or that of a specified organizational ynit. In
smallgdr organizations,therole of a PIC can | be carried out by a single organizational Person.

The iffformation life-cycle management (ILCM) is focused on implementation aspects as well as sprving
as a bridge between the BOV and FSV, thereby significant to Privacy by Design. Whether or not thq seller
organjzation«ds.a’small or large organization, it needs to have a designated director, manager, etc., in ¢harge
of enspring\that at the day-to-day operational and ICT technical level privacy protection requirements are
implerrlented.

[t is not uncommon that in the “actualization” of a business transaction that the seller may well use one or
more “agents”, now commonly known as “outsourcing”. The role of such agents may range from a simple
transport delivery role to one including the undertaking of many other business operational functions
which a seller may delegate to an agent. In some cases, it is also a third party, i.e., where the use of such a
designated third party is either mandated by the rules of the applicable jurisdictional domain in which the
business transaction is taking place, and/or the seller and buyer. At the same time, it is also not uncommon
that the actualization of the business transaction involves the use of third parties. The use and role of third

6) This Clause and its rules complement those of I[SO/IEC 15944-8:2017, 5.3.2, which applies. See further B.5.
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parties may be mutually consented to by the buyer and seller, i.e., as part of modelling internal constraints,
or be mandatory based on the requirements of an applicable regulator, i.e., as external constraints.

Privacy protection requirements which apply to the organization when providing a good, service and/or
right to a buyer who is an individual often do not address directly the aspect of delegates (subcontractors) of
role or functions in a business transaction delegated to an agent or third party. Commonly, the organization
acting as the seller, i.e., as primary party, remains responsible and accountable for ensuring that privacy
protection requirements are complied with for that business transaction regardless of how or where it is
delivered.

The rules stated in ISO/IEC 15944-12:2020, Clauses 7 and 10 apply to this document.

Rule (38:

The use of agents and/or third parties by a seller in a business transaction to an organizat

jon or

publi¢ administration (which has personal information under its control) shall not access Tr use
n

such personal information processed as part of its services offering to that organization, u

has a
requi

Guide

This includes their qualification and assurance of compliance with~applicable privacy prot
requinfements for the personal information pertaining to a business transaction.

Guide

It is gresumed that when an organization “A” merges with,or is acquired by another organi
“B”, that the privacy protection requirements applicable to personal information under the con

organ

Guide

conse

9 Conformance statement?

9.1
The fi

More detailed conformance statement(s) with associated rules and procedures, including those pertai

verifid
of ano

Claussd

There

formal contractual arrangement to do so, in compliance with applicable |privacy prot
‘ements.

ine 038G1:

ine 038G2:

lization “A” continue to apply and be enforced.

ine 038G3:

nt of the individuals whose personalinformation is/was organization “A”.

Dverview

st two types of .€onformance statements presented in Clause 9 are at the most primitive levg

ation are expeeted to be developed either as Addendum(s) to this edition or as part of the develo
Lher editieryfor this document.

9 is maodelled on that found in ISO/IEC 14662:2010, Clause 6.

ess it
pction

ection

gation
trol of

It is tﬂlso assumed the personal information under the control of organization “A” remains undler its
contrgl and that a merger with or acquisition*by organization “B” does not allow organization
acces§ and/or use personal information held by organization “A” without the express and inf

IIB n to
brmed

1 only.
ing to
ment

are'two different categories of conformance statements for this document; namely:

a) Category A -1SO/IEC 14662 Open-edi Reference Model; and, ISO/IEC 15944 compliance; and,

b) Category B - ISO/IEC 15944-17 conformance only. These basically apply for use by a seller or regulator.

The reason for these two categories is to permit users and implementers of this document to be conformant
to its requirements without using the Open-edi modelling constructs as well as registration of Open-edi
scenario(s) (OeS) and scenario components as re-usable business objects.

7) Similar to that of, ISO/IEC 15944-8:2012, Clause 13 but with added sub-clauses re: conformance statement for

“agent

» o«

, “third party”, and “regulator”.
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In addition, there are conformance statements for use by “agents” and “third parties”. See further 9.4.

9.2 Conformance to the ISO/IEC 14662 Open-edi Reference Model and the multipart ISO/
IEC 15944 eBusiness standard

Rule:039:

This clear commitment at the highest level within an organization also shall apply to any electronic
data interchange (EDI) of personal information of individuals as in their role as a consumer in the
provision of a good, service, and/or right by the organization

Rule (40:

Any uker/implementer conformance statement of this nature shall state: (a) that it is conformiant to
the BQV class of standards of ISO/IEC 14662; (b) the list of the basic concepts of the ISO/IEC Op¢
Reference Model and ISO/IEC eBusiness (BOV standards) as stated in the ISO/IEC 15944-7 eBu
Vocallllary; and, (c) whether or not it has any Open-edi compliant scenarios and scenario compd

regis

9.3

red using ISO/IEC 15944-2.

Conformance to ISO/IEC 15944-17

Rule (041:

Any user/implementer conformance statement of this nature shall'state: “The existence, manage
use, and/or interchange of personal information, i.e. as SPIs, by’XYZ [insert name of organij
or puplic administration] with any other party (to the business transaction) is conformar
consigtent with the eleven Privacy Protection principles and associated PbD requirements as
in ISO/IEC 15944-17 definitions, its concepts, rules, guidelines and related requirements”.

9.4

Conformance by agents and third parties £61SO/IEC 15944-17

It is the seller in a business transaction who is responsible for ILCM of personal information pertaini
busingss transaction where the buyer is an individual.

This means that such personal informatign maintained under the control of the organization act
the role of seller, including the organjzations’ IT Systems (and related DMAs). Where and when a
organijzation decides to use an agent or-a third party in the fulfilment of a business transaction conft
personal information, the seller organization shall ensure that any agent or third party with w
interchanges personal information‘is “conformant” with ISO/IEC 15944-17.

Rule (042

An organization, in the'role of seller, in a business transaction where the buyer is an individu
the bysiness transaction contains personal information shall ensure that before interchanges
such personal information occur with an agent or third party that such an agent or third p4d
conformant with applicable privacy protection requirements.

Conformance-statement for use by parties who function as agents or third parties to a seller organi
ina lﬂlsiness transaction where the buyer is an individual and the business transaction involves pe
infornration:

bn-edi
siness
nents

ment,
zation
it and
stated

hg to a

ing in
seller)
@ining
hich it

hl and
of any
rty is

zation
rsonal
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Annex A
(normative)

Consolidated controlled vocabulary definitions and associated terms, as
human interface equivalents (HIEs), with cultural adaptability: English
and French language equivalency in an IT standardization context

Al

All pai

and

\Y

as fou
These

In add
2000,
well a

A2

In ord|

Purpose

'ts of the ISO/IEC 15944 series of eBusiness standards maximize the use of existing standards,
henever possible, and in particular relevant and applicable existing terms and defintitions of co
hd existing ISO/IEC, ISO, or IEC existing standards. They are re-used either,“@s is” or as “add
are many examples of the application of this rule found in Clause 3.

ition, since the inception of the development multipart ISO/IEC 15944/eBusiness standard, b
the need for unambiguous definitions was recognized to minimize possible ambiguities in the s3

Maximizing unambiguity and quality control

where
hcepts
ipted”.

ack in
me, as

5, to facilitate their implementations by users in an international andymultilingual eBusiness conptext.

siness

standgrds, as well to facilitate multilingual and internatiénal interoperability of key eBusiness definpitions

and tleir associated terms, the concept and definitioly of “human interface equivalencies (HIEj
develdped for several reasons, the four primary reasons being that,

a)

b)

in
re

5.
fo

la
la

Ag
to

{r to maximize unambiguity and ensure necessary quality in the ISO/IEC 15944 series of eBy

ddfinition for the same, and then decidingon the label, i.e. term, to be assigned to the definition
ngw concept. Here it is most likely that'the “term” assigned to the definition of the new concept y
ad what is known in terminology(work as an invented, i.e. “coined” term (see ISO/IEC 15944-7

an} ISO/IEC (as well as ISO-erJEC) standard.

In| order, to ensure that there is no ambiguity in the definition of a new concept. Thus, it is very
thiat the introduction-of these new concepts, the development of their definitions and assignme

fernational standards development, by its:wvéry nature, focuses on identifying new issues, nee

B.2. This means that such new English language “coined” terms in an international standard 3
und in exiting English langitage dictionaries, i.e. they are first introduced into the English langug

bel, i.e., “term’zto the same in an international standard will not have a semantic equivalentin a

suchyit is the approach of this document and other parts of ISO/IEC 15944, as well as ISO/IEC
use'HIEs in English and French in the IT standardization context.

) was

s and

solving them. This includes identification of new concepts, developing an “international standard”

of this
vill be,
:2009,
re not
ige via

likely
nt of a
hother

hguage. As suell it is unlikely that equivalent translation exists. Instead, one needs to view thijis as a
cHallenge of.developing a human interface equivalent (HIE) in another language.

14662

Where the use any part ISO/IEC 15944 of the multipart series of eBusiness standard (as well as any other
[SO/IEC. IS0, IEC, ITU, etc.), involves, or impacts, an individual as the “buyer” of any good, service and/
or right of any nature (including those provided to individuals by private or public sector organizations,
including public administrations), then international, regional and national public policy requirements
of alegal/and regulatory requirements apply.

The most common of the international legal/regulatory requirement of a “public policy” nature already
identified and supported in the multipart series of ISO/IEC 15944 series of eBusiness standards as
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defined set of rights of an include “consumer protection, privacy protection, individual accessibility,
human rights®), etc. 9).

c¢) ISO/IEC JTC1 has “cultural adaptability” as the third strategic direction which all standards
development should support, where applicable. The other two strategic directions of ISO/IEC JTC1
standards development are “portability” and “interoperability”. Here it is noted that the ISO Technical
Management Board (TMB) has permitted ISO/IEC JTC1 to issue its standards in the English language
only, instead of in the three official languages IS0, i.e., English, French and Russian19).

Therefore, when a new concept, its definition and associated term is developed, it is necessary at the

Sa

me time to develop HIEs for the same in one or more other languages. This approach,

d) In|
ng
w
IS
dd

e) Hd

V(

A.3
facili

Based
entrie

adds a level of “quality control check” as developing an equivalency in another language-ide|
ambiguities in the source language;

recognizes that in languages other than English, specifying the grammatical gender of the 4
essential (since the same word, i.e., character string, may well have a completely. different m
depending on its grammatical gender (see ISO/IEC 15944-5:2008, 6.2.6);

enhances the widespread adoption and use of eBusiness standards world-wide, especially u
this document who include various industry sectors, different legal perspectives, policy make
consumer representatives, other standard developers, IT hardware atid’service providers, et

interface perspective (see ISO/IEC 15944-5). An essential aspect of this approach is to assig
use the unique and unambiguous composite identifier of.each term/definition pair as the II
with which are associated multiple bilingual/multilingualjsemantically HIE representations.

2006, the United Nations adopted the UN Convention afrights of persons with disabilities (CRPD)]
ted that the concept and definition of HIE (developed@s part of the 1st edition of ISO/IEC 15944-]
hs developed in support of the UN CRPD.At is noted that ISO/IEC ]JTC1/SC36 dev
D/IEC 20016-1[13], Significant normative elements in the development of the ISO/IEC 20016
finitions, rules, etc., are based on ISO/IEC 15944 eBusiness standards.

bre the development by ISO/IEC JTC1632 with the introduction of the concept and cont
cabulary of ISO/IEC 15944 eBusiness standards.

tating HIE approach

on the need to maximize unambiguity and quality control in the development of an HIE apprad
5 in Clause 3, ISO/IEG15944-7 was developed to capture in a formalized manner:

plicable international standards in the fields of terminology and vocabulary (These are pri

thiose of ISO T€37 and ISO TC 46); and,

8) Article19,of the UN Charter of Universal Declaration of Human Rights specify what these are. See further H
www.uln.orﬂ/en/about-us/universal-declaration-of—human-rights

Role and importance of ISO/IEC 15944-7 — eBusiness vocabulary in support

ntifies

erm is
baning

sers of
rs and
. and,

takes an IT-enabled approach which promotes interoperabilityfnom both IT interface and hhuman

n and
D code

D Itis
:2006
bloped
-1, i.e.

rolled

of

ach to

marily

ttps://

9) These important legal/regulatory requirements as public policy rights of an individual are introduced, explained,
fully supported and defined in ISO/IEC 15944-5.

10) Aprimary reason here is that many ISO/IEC]JTC1 standards introduce an artificial language, (e.g., ai.e., “programming
language”, a “database language”, etc.) and thus do not use a “natural’, i.e., human, language.

11) Currently, all countries who are P-members of ISO/IEC JTC1 are also signatories to the CRPD.
The development of this standard had as its primary requirement to implement CRDP requirements in an
eLearning context. In addition, its development was based on the assumption that a “requirements pertaining to
a “learning transaction” were very similar to those already addressed in a “business transaction”, i.e., including
the need to identify where in a learning transaction the “buyer”, i.e. “learner”, in an ]JTC1/SC36 eLearning
standards context was an “individual” or not (e.g. “organizations” providing eLearning services to other).
ISO/IEC 20016-1 was also found to be a base foundational “Framework” standards freely available ISO/IEC JTC standard.
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— apply them in a practical, IT-enabled and cost-efficient manner in a multilingual eBusiness requirements
context. (initially based on the lessons learned in the development of ISO/IEC 14662 and 15t editions of
ISO/IEC 15944-1, ISO/IEC 15944-2, ISO/IEC 15944-4, ISO/IEC 15944-5 and ISO/IEC 15944-6)

The results are formalized in ISO/IEC 15944-7:2009, Clause 5, and in particular its subclause 5.2.

An important result is that when and wherever in the development a new Part of ISO/IEC 15944 involved the
identification of a new concept and the development of a definition (as well as assignment of a term for a new
concept), the rules found in Clause 5 of ISO/IEC 15944-7 apply, including the requirements to provide an HIE
in at least one other language.

This requiremen

RasB he-development-ot-this-deocument—tor-the Ehg ish-andfren Es-in this
docunjent, see ISO/IEC 15944-7:2009, Annex D.

ISO/IHC 15944-7, a publicly available standard at the ISO publicly available standard website}?), prpvides
rules gnd procedures for creating and maintaining a (consolidated) “controlled vocabulary’and basically its
Annex D provides a list of HIEs that provides the minimum level of unambiguity in ISO/IEC15944 eBusiness
standqrds as stated in A.1.

A.4 List of terms and definition with cultural adaptability: English and French
language equivalency in the IT standardization context

For Enlglish and French HIEs in this document, see ISO/IEC 15944-7:2009,/Annex D.

12) See https://standards.iso.org/ittf/PubliclyAvailableStandards/index.html
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Annex B
(normative)

Consolidated set of rules in existing Parts of ISO/IEC 15944 of

particular relevance to PbD as external constraints on business
transactions which apply to personal information (PI) in an EDI and

collaboration space context

B.1

This d
in ISO
found
as the

The pIrpose of Annex B is to provide a consolidated presentation of all the rules which are relevant
g parts of ISO/IEC 15944 for the scoping and specification of Open-edi scenarios and their comppnents
pertain to external constraints relevant to Privacy by Design. Jurisdictional domains are the pffimary

existi
which
sourc
of the
arere

Only t

applic
matris

B.2

The riles and associated references are.presented in matrix form as Table B.2, Table B.3, Table B]

PDverview

[EC 15944-1 and adapts them in a PbD requirements context. Similarly, relevantrules and guid
in ISO/IEC 14662, ISO/IEC 15944-5, ISO/IEC 15944-8, ISO/IEC 15944-12 have been adapted of
basis for rules!3) of this nature required to support PbD requirements.

of external constraints. The existing parts of ISO/IEC 15944-address, in an integrated manner]

evant to privacy protection requirements either in a generic or specific manner.

res below.

Drganization of Annex B: Consolidated list in matrix form

pbcument already makes extensive use of relevant rules and guidelines as found-in‘referenced (lauses

elines
serve

in the

many

requirements pertaining to specifying common external-constraints of jurisdictional domains{which

he Rules themselves are presented here. For related text, as well as associated Guidelines, where
hble, see the relevant Clauses in the current éditions of Parts of ISO/IEC 15944 identified |in the

4 and

Table B.5. The rules are presented in‘the numeric order in which they are presented in ISO/IEC 15944-1,
[SO/IHC 15944-5, ISO/IEC 15944-8%and ISO/IEC 15944-12. The columns in the matrix are given in Table B.1.

Table B.1 —Columns in Table B.2, Table B.3, Table B.4 and Table B.5

ColiNo Use

1 Numberof\Rule as per Part of [SO/IEC 15944 referenced in the Annex B subclause.

2 ClausédDin ISO/IEC 15944-1 of which the Rule is part
Rule)Statement as per ISO/IEC 15944-1
NOTE Only text of the Rule itself is presented. For associated guidelines, requirements and text{see
the relevant clauses in that part of ISO/IEC 15944. All Parts of ISO/IEC 15944 are ISO “freely availlable
standards”.

13) ISO/IEC 15944-16 provides a consolidated set of rules and guidelines found in ISO/IEC 15944.
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Table B.2 — Consolidated lists of rules and associated guidelines in ISO/IEC 15944-1 supporting PbD

Rule No. Clause ID Rule Statement
(1) (2) (3)
3 6.1.3 In (electronic) business transactions, all commitments shall be stated explicitly and un-

ambiguously and be understood by all Persons involved in a business transaction.

13 6.2.2 The level of unambiguity, i.e., certainty/reliability of a persona and resulting identifi-
cation of the Person identity used by a Person shall be appropriate to the goal of the
business transaction.

15 6.2.2 Business transactions having different goals can allow a Person to use the same persona
and-itsassociatedidentificationrschemafinchuding resulting tdentifiersy; white others

can prohibit this.

27 6.2.4 Unless bound by external constraints, buyers and sellers as Persons are free,tounder-
take any business transaction involving any good, service, and/or right they mutually
agree to.

24 6.2.4 External constraints governing rules and practices of buyers and sellets in businesp
transactions apply either to Persons (undifferentiated) or distinguish among individuals,
organizations, and public administrations.

29 6.2.5 Rights or obligations arising from commitments in a businésstransaction shall be ful-
filled either directly by the Person as the end entity or bydm agent acting on its behalf.

3( 6.2.5 The ability to delegate a role to an agent shall be explicitly stated. If constraints shgll be
satisfied before such delegation can take place theyShall be explicitly stated.

31 6.2.5 Where delegation of a role cannot take place this\shall be explicitly stated.

37 6.2.5 A business transaction takes place betweentwo Persons. Other Persons, i.e., third

parties, can fulfil specified role(s) or functions(s) on mutual agreement or as a resuflt of
external constraints.

33 6.2.6 External constraints exist on the provisioning of goods and services and the behavjour
of Persons as players in business-tfansactions including those provided via electrofic
commerce.

34 6.2.7 From a minimal external.constraints perspective, the three basic sub-types of Perdons as
role players in any business scenario are: (a) individual, (b) organization, and (c) pyblic
administration.

34 6.2.8 From a minimal external constraints perspective, a common set of constraints on 3
business transaction where the buyer is an individual are those of a consumer protection
nature.

39 6.3.1 Conceptually a business transaction can be considered to be constructed from a sef of
fundarental phases. They are planning, identification, negotiation, actualization ahd
postiadtualization.

49 6.5.1 Open-edi scenarios and Information Bundles shall therefore be capable of reflecting
constraints to be applied which can be as a result of: (a) commitments among partigs, i.e.,
as internal constraints; and, (b) external constraints.

5( 7.2 The requirement for an Open-edi scenario to incorporate external constraints on a|busi-
ness transaction shall be stated at the outset.

51 7.2 It is necessary to state whether the Open-edi Parties in the business transaction bging
modelled are (a) Persons in general, i.e., undifferentiated; or (b) differentiated amopng
categories of Persons, i.e., subtypes, as individuals, organizations and public adminfistra-

L
CIUIIL.

72 8.3.2.6 The business requirements, rules and practices applicable at the scenario level shall be
specified. This specification shall be stated at a level of detail to ensure

that there is no ambiguity in the commitments among Open-edi Parties at the scenario
level.

73 8.3.2.6 Business constraints, if any at the scenario level, pertaining to Open-edi Parties
and scenario components shall be specified. All of these shall be accounted for in scenar-
io components, i.e., roles and/or Information Bundles.

74 8.3.2.7 Requirements or constraints arising from applicable laws or regulations at the scenario
level shall be explicitly stated including the source jurisdictional domains.
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Table B.2 (continued)

Rule No. Clause ID Rule Statement

Q) (2) (3)

75 8.3.2.7 Where multiple laws and regulations apply at the scenario level, the constraints applica-
ble shall be integrated.

101 8.4.2.5 Constraints, if any, on an Open-edi Party being able to play a role shall be specified.

103 8.4.2.7 Any external constraints arising from laws or regulations to any aspect of the role and
its attributes shall be identified and stated including the reference/source of the applica-
ble law or regulation, i.e., qualifications for a role, prescribed behaviour, restrictions on
tho dalagation ~f o o140 A4
the-delegationefareteete

13p 8.5.2.4 Any business rules controlling the content of an IB shall be identified and the nature and
functioning of these rules explicitly stated. The source of such business rules\shall also
be referenced.

13p 8.5.2.5 Any external constraints arising from laws and regulations governing the content ¢f an
IB shall be identified, the requirements explicitly stated and the source referenced

13y 8.5.2.5 Any IB created to meet a requirement of external constraints ofthe nature of laws and
regulations should be so identified, the contents of the IB explicitly defined, at the level of
granularity required, and the source law/regulation refereficed.

14D 8.5.2.8 Requirements for retention of recorded information foran4B, if any, shall be speciffed as
well as which OePs involved in the associated role(s) haye the primary responsibility for
retaining this recorded information

141 8.5.29 Requirements arising from laws or regulations for the retention of recorded infornpjation
applicable to the IB, if any, shall be explicitlystated and the source(s) referenced.

14p 8.5.5.1 A Semantic Component can be a single (sitnple) data element, a composite data element,
or a data structure, (e.g., a set of data elements which interwork in order to ensure se-
mantic completeness and ensure thexequired unambiguousness).

14y 8.5.5.1 A Semantic Component shall be a.eomponent of at least one Information Bundle whien
exchanged among Open-edi Patties.

158 8.5.5.2.2 |ASCname is the designation of the SC ID by a linguistic expression. More than one 5C

name as equivalent linguistic expressions can be associated with an SC ID, (e.g., as [alias-
n
es").

Table|B.3 — Consolidated lists of rules:and associated guidelines in ISO/IEC 15944-5 supporting PbD

Rule|No. Clause ID Rule Statement

(4 (2) (3)

00pR 5.2.1 Unless a particular external constraint governing the commitment made requiresjthat it
besmade in a specific jurisdictional domain, Persons are free to choose the jurisdidtional
domain in which the business transaction is (deemed) to take place

0ooB 523 Depending on the nature of the goods, services or rights being provided (as the gopl of
the business transaction being modelled), applicable external constraints can spegify
and require the business transaction to be enacted in a specified jurisdictional domain

004 5.2.3 Within a particular jurisdictional domain, Referencing a specific act or regulation|can
be required as well as requiring the participation (in some form) of a regulator.

00p 5.2.3 For any business transaction (or part thereof) which involves an external constrajnt(s),
arole of regulator(s) shall be included and modelled as part of the scenario and scenario
components.

006 5.3 The primary source of a regulator having the authority to prescribe external con-
straints is that of a jurisdictional domain.

008 5.4 When modelling a business transaction, where one includes external constraints, it
is necessary to differentiate among the three common sub-types of Person, namely
individual, organization and public administration. A jurisdictional domain shall be
modelled as a public administration.

016 5.7 An external constraint can specify the "explicitly shared goal” of a business transaction

as a whole.
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Table B.3 (continued)

Rule No.

Clause ID

Rule Statement

M

(2)

3)

017

6.2.1

It is vital that all parties to a business transaction have a complete and unambiguous
understanding, i.e., level of certainty and explicitness required, to ensure that the com-
mitments being entered into are fully and completely understood and agreed upon by
all the parties involved.

018

6.2.1

Persons, whether as individuals or as organization Persons acting on behalf of their or-
ganization or public administration (on whose behalf they are qualified and authorized
as role players to make commitments), shall agree to the language(s)

to be used in a business transaction, i.e., by all the parties involved, in order to engure
that the semantics of the commitments being entered into are completely understpod by
all parties involved.

01p

6.2.1

Choice of use of language(s) is governed by three primary factors:

(1) seller, i.e., supplier choice;
(2) buyer, i.e., user, demands; and/or;

(3) regulator, i.e., requirements of a jurisdictional domain.

020

6.2.1

In business transactions which are modelled and registefed as scenarios and scenprio
components which involve internal constraints only(the parties involved are free fo
choose and decide among themselves the naturallafiguage(s) to be used for the reford-
ed information in a business transaction.

02t

6.2.1

In modelling a business transaction which ifivolves internal constraints only, it is §dvis-
able that parties concerned use the 3-alphalanguage code set as stated in ISO 639/ (Ter-
minology) code set for the identification®f the language(s) to be used and/or suppprted.

02p

6.2.2

In business transactions which are;modelled (and registered) as scenarios and scqnario
components, i.e., as business objeets; which involve external constraints, one shall spec-
ify the official language(s) to b&supported based on the requirements of the jurisdic-

tional domain(s) which is the\source(s) for these external constraints.

02B

6.2.2

In modelling a business transaction (or parts thereof) and registering them as re-fisea-
ble business objects involving external constraints, these shall be modelled in a mpnner
which supports the laniguage requirements, including a multilingual approach, of the
source of such external constraint(s), (e.g., jurisdictional domain(s)).

02

=

6.2.2

Ajurisdictionaldomain has either an official language(s) or a de facto language.

02

U1

6.2.2

Itis for ajurisdictional domain to decide whether or not it has an official language} If
not, itwillhave a de facto language.

026

6.2.2

A law or regulation of a jurisdictional domain can require the use of or the ability fo
support a specific language within a particular context, i.e., as a legally recognized
tanguage (LRL).

027

6.2.3

Where a jurisdictional domain has more than one official language, Persons as suppliers
shall be capable of communicating with buyers (particularly as individuals) in anyf one
of the official languages of that jurisdictional domain.

028

6.2.4

A jurisdictional domain can have either one or more official languages and, if not, ¢an
have only one de facto language.

029

6.2.6

In order to be able to specify the grammatical gender of a noun or term used as cah be

reauired based onthe official for de facta)l lancuace used the set of "Codes Renre ent-
1 U J t=) o 4 | 3

ing Gender in Natural Languages" shall be used in the modelling of a business transac-
tion and registration of any related business object.

030

6.2.6

Where the official language (or de facto language) of a jurisdictional domain has no
gender this shall be stated.

031

6.2.7

Where a jurisdictional domain has more than one official language, human interface
equivalents (HIEs) are required in each official language in order to ensure unambigui-
ty in the semantics of the commitments made.

032

6.2.7

Itis up to a jurisdictional domain to establish HIEs in its official language(s) where these
are part of the specification and implementation of external constraints.
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Table B.3 (continued)

Rule No.

Clause ID

Rule Statement

M

(2)

3)

033

6.2.8

In order to ensure unambiguity in the use of a natural language in business transactions
it is necessary to specify the jurisdictional domain for the varied forms of that natural
language to be used using common standard default conventions for the unambiguous
identification, interworkings and referencing of combinations of codes representing
countries, language and currencies.

034

6.2.8

In modelling a business transaction through scenarios and scenario components which
involve external constraints and for which the Source Authority is a UN member state

(or an administrative sub-division of the same), it is advisable that all parties congerned
use the 3-digit numeric country code plus the 3-alpha language code, and in this’order.

03

6.29

The official language of a treaty-based international organization recognized as having
primary competence in a specific sector can override the official langudge requiregments
of the jurisdictional domains of UN member states.

036

6.29

In modelling a business transaction (or parts thereof) as scenaries.and scenario compo-
nents, and registering them as re-useable business objects invalving internal con-
straints, these should be modelled in a manner which supportsithe language(s) of the
source authorities referenced and used in such referenced‘specifications.

0388

6.3.2

Where the buyer is an individual, the seller shall ascertairf that the individual has fhe

age qualification required by the jurisdictional domain'to be able to be involved in and
make commitments pertaining to the good, service-and/or right being offered in the
proposed business transaction.

03P

6.3.2

A seller shall ensure that where it intends togell a good, service and/or right to a Quyer
as an individual that consumer protectienrequirements of the applicable jurisdictional
domain of the buyer are supported.

041

6.4

When an external constraint of a jutisdictional domain requires use of a specific iflenti-
fication system with respect to aiPecognized Person identity (rPi) and/or with respect
to a good, service and/or right;pértaining to the business transaction being modelled
as scenarios and scenario components as re-useable business objects, such modelling
shall be done in a mannerxWwhich supports the requirement of the identification system
referenced.

0433

6.5

Where a classification system uses identifiers for each distinct entry, (with the asgociat-
ed semantics in.that classification system), such identifiers (or "composite identifiers"
shall be used(as'well as their structure in modelling a scenario or scenario component.

044

6.6.2.2

Any external constraint of a jurisdictional domain which governs, limits or qualifips a

Person;aPerson sub-type, any role qualification, etc., with respect to a business trans-
actionref a particular nature shall be specified unambiguously and in a manner sofas to
be.able to be modelled using an OeDT.

046

6.6.2.3

The formation of a LRN of an incorporated organization, i.e., a legal person, is govgrned
by the rules of the jurisdictional domain in which it is incorporated, registered angl
recognized as such.

0417

616,2.3

The establishment and representation of name(s) of a public administration, i.e., it]s per-
sonae, is determined by the jurisdictional domain of which it is part.

048

6.6.2.3

The personae of an individual shall include at least one LRN in order to confirm thp
existence of that individual as a "natural person," i.e., the birth certificate name (of a
similar name).

049

6.6.2.3

The establishment and representation of an individual, i.e., its personae, is determined
by the role and context of that individual within a jurisdictional domain, i.e., as con-
trolled by a regulator and the associated public administration.

052

6.6.3

A Person can terminate a business transaction by any agreed method of conclusion.

054

6.6.4.3

An instantiated business transaction shall have one or more IB or SC for which no state
changes are permitted. One of these is to serve as the transaction ID number, i.e., a busi-
ness transaction identifier (BTI), for the instantiated business transaction.

070

8.2

Itis important in scoping an Open-edi Scenario (OeS) to specify at the outset whether or
not external constraints apply to the business transaction being modelled.
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Table B.4 — Consolidated lists of rules and associated guidelines in ISO/IEC 15944-8 supporting PbD

Rule No. Clause ID Rule Statement
(1) (2) (3)
001 5.2 Where exceptions to the application of privacy protection principles exist, they shall be:

1) limited and proportional to meeting the objectives to which these exceptions relate; and,
2) a) made known to the public; or,

b) in accordance with law.

002 5.31 The protection of personal information shall be designed to prevent the misuse of such
pprcnna] information

oo 5.3.2 An organization subject to privacy protection requirements in the jurisdictiopal/domain
(at whatever level) in which it delivers a good, service and/or rights, shall hdve'in place
implemented, enforceable policies and procedures with the proper accountability [con-
trols required to ensure its compliance with applicable privacy protection requirgments

00p4 5.3.2 An organization is responsible for all personal information under itseontrol and shall
designate an organization Person, i.e., a privacy protection officenfPPO), who is ag
countable for the organization's compliance with established privacy principles which,
in turn, are compliant with and support the legal requirements‘of a privacy protedtion
nature of the applicable jurisdictional domain(s) in whicli,the organization operatgs.

00p 5.3.2 Any organization to which privacy protection requirements apply shall have in plgce

policies and practices which make it clear as to who.(and where), in an enforceabl¢ and
auditable manner, in their business operations is responsible for compliance with fhese
external constraints as applicable to the conduct of business transactions where the
buyer is an individual.

006 5.3.2 Where an organization, as a seller, delegates any aspect of a business transaction involv-
ing an individual , and interchanges personal information pertaining to that individ-
ual, to an “agent” (and/or “third patty”), the organization shall ensure that: (1) in |ts
arrangement with the designatedragent (and/or third party), the agent (and/or third
party) is fully aware of the applicable privacy protection requirements; and, (2) such
parties commit themselves_to, support the applicable privacy protection requiremgnts
pertaining to the businessdransaction.

007 5.3.2 An agent (and/or third\party) which commits itself to act on behalf of a Person actjng

as a seller in a business transaction, where th ris an individual in a jurisdictipnal
domain where privacy protection requirements apply, shall ensure that the DMA($) in
its IT system(3),is capable of supporting applicable external constraints requirem¢nts.

00j8 5.3.2 An organijzation shall ensure that in the execution of an (instantiated) business trans-
action,ites as identified by its business transaction identifier (BTI), that where th¢se
involve parties, other than the individual as a buyer, that such parties, are capable{of
and‘have implemented the requirements of the privacy protection principles.

00pP 5.3.3 The specified purpose(s) for which personal information is collected with respectjto the
(potential) goal of the business transaction shall be identified by the organization|at or
before the personal information is collected.

010 534 Where in a business transaction, the seller requires the buyer, as an individual, to
provide personal information, the seller shall ensure that the collection and use offsuch
personal information shall have the informed and explicit consent of the individudl and
that the same be directly linked to the specified goal of the business transaction (o be)
entered into.

01 5.3.4 Any secondary use of personal Information of the individual In a busIiness transaction
requires the explicit and informed consent of the individual.

012 5.34 Any use of “automatic opt-ins” shall be explicitly agreed to by the individual, i.e., as in-
formed consent, and be recorded as such by the seller, i.e., in compliance with documen-
tary evidentiary rules of the applicable jurisdictional domain.

013 5.3.4 Except with the explicit informed consent of the individual, or as required by law, per-
sonal information shall not be used or disclosed for purposes other than those for which
it was collected, i.e., in the context of the specified goal of the business transaction to
which it pertains.
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Table B.4 (continued)

Rule No.

Clause ID

Rule Statement

M

(2)

3)

014

5.3.5

The collection of personal information shall be limited to only that which is necessary

and relevant for the identified and specified purpose, i.e., the goal, of the specified
ness transaction.

busi-

015

5.3.5

Any collection of personal information by the seller, or other parties to a business

trans-

action, which pertains to a buyer as an individual in that business transaction, shall be

lawful and fair.

nnnnnnnnnnnn = T |

01

dn
Y
g

ArrerganizatienecoeectingpersonantfeormationshalHinfermtheindividualconee
whether or not the personal information collected is:

1) essential to the intention of the business transaction;

ned

2) required to be provided by the individual due to identified and specified cons{raints
of jurisdictional domains applicable to the nature and goal of the buysiness

transaction; and/or,

3) “optional”, i.e., desired to have by the organization, acdting as the seller, but not

required.

01f7

5.3.6

The integrated set of ILCM principles applies to and supperts the external constral
a privacy protection nature for any business transagtion involving an individual a
personal information.

ints of
nd its

01pB

5.3.6

Personal information shall not be used or disclesed by the seller (or regulator) for

pur-

poses other than for those it was originally€oellected as part of the business transgction,
except with the informed consent of the ifidjvidual, or as required by law. Secondafry or

derivative uses of personal information‘are not permitted.

01p

5.3.6

Where the organization, having collected personal information for a specific purp
and goal of the execution of the business transaction, desires to use the relevant p

pse
S

sonal information for another,piirpose, it is necessary to obtain revised/new “informed

consent” directly from the individual concerned.

020

5.3.6

Personal information shall‘be retained by the seller only for as long as is necessary for

the fulfillment of those purposes as specified as part of the business transaction.

02t

5.3.6

The seller shall identify to the buyer, especially where the buyer is an individual, ajny

and all record retention requirements pertaining to the sets of recorded informat
forming part(ofjithe specified goal of a business transaction of applicable external
constraints of jurisdictional domain(s) as a result of the actualization of the busin
transactioh.

on

PSS

0zp

5.3.6

Where-the seller offers a warranty, or extended warranty, as part of the business frans-

aetion, the seller shall inform the buyer, when the buyer is an individual, of the ass|
edvadded records retention requirements for the personal information associated
the warranty (including the purchase by the individual of an extended warranty).

ociat-
with

02B

5.3.6

Where the buyer in a business transaction is an individual, the seller shall inform

the

individual of any and all records retention requirements of personal information yhich

is recorded as the result of the actualization of the business transaction, including:

1) personal information which is required to actualize the business transacti

n and

the time period(s) for which such sets of personal information are to be retainped;

1l varcaona 1l i forma oo 3 i addibian o (10 o ilG racuira

3)

ddits 3 n a ich 2| to be
aattotarPpersoharHroractoh e Haaattoi—o—( Wit is—Ttequirea

collected and retained as a result of applicable external constraints, of whatever
nature, of relevant jurisdictional domain(s); and/or,

additional personal information, i.e. in addition to (1) or (2), which is required to
be collected and retained as a results of the invocation of an associated warranty,
purchase of an extended warranty, or any other personal information which is
required to be collected or retained as part of the post-actualization phase of an
instantiated business transaction.
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Table B.4 (continued)

Rule No.

Clause ID

Rule Statement

M

(2)

3)

024

5.3.6

Where the buyer in business transaction is an individual, the seller shall inform that
individual of the applicable record retention conditions where these pertain to personal
information.

025

5.3.6

Where a business transaction does not reach the actualization phase, any personal
information collected by the organization in support of that business transaction shall
be deleted by the organization (unless the individual concerned explicitly consents to
the prospective seller to the retention of such personal information for a defined period

of time).

026

5.3.7

Personal information shall be as accurate, complete and up-to-date as is necessary for
the specified purposes for which it was collected in support of the business transaction.

02f7

5.3.8

Personal information shall be protected by operational procedures and.safeguardf ap-
propriate to the level of sensitivity of such recorded information andshall have in(place
(and tested) measures in support of compliance with privacy proteetion requiremgents
of applicable jurisdictional domains, as well as any other exterfial-constraints whigh can
apply such measures as are appropriate to ensure that all applicable legal requirements
are supported.

028

5.39

An organization shall have and make readily available to.dny Person specific inforfma-
tion about its policies and practices pertaining to the.management and interchange of
personal information under its control.

02P

5.3.10

An individual has the right to know whether, o not an organization has personal ihfor-
mation under its control on or about that individual.

030

5.3.10

An organization, subject to privacy protection requirements, upon receiving a request
from an individual shall inform that individual of the existence, use and disclosurg of his
or her personal information in any‘and all records management/information syst¢ms
and in particular the DMAs of théAT systems which support the business transactjons
of that organization.

03t

5.3.10

Where an organization dis¢overs that it has personal information on the individugl who
made the request, that individual shall be given full and complete access to any and all
personal informationcwhich the organization maintains on that individual (unless|there
exist specified and referenced external constraints of the applicable jurisdictional do-
main(s) which priohibit access to one or more sets of such personal information).

0o3p

5.3.10

Where an organization has and maintains personal information on the individual mak-
ing the request for access to his/her personal information and such personal inforjma-
tion dees:exist, the organization shall provide access to the personal information in a
mapnerwhich is convenient to that individual.

03B

5.3.11

Anyindividual shall be able to challenge the accuracy and completeness of his or her per-
sonal information held by an organization with respect to a business transaction (and/
or part of a general client file) and have it amended or deleted as appropriate.

03¢

5.341

An individual shall be able to challenge an organization concerning its compliance/ with
the above privacy protection principles 1 through 10, including assurance of privacy
protection for any personal information that is interchanged with other organizatfions
as agents or third parties (as well as secondary or derivative uses of personal informa-
tion).

03p

5.4

An organization shall have in place policies and procedures in order to identify anfl tag

(or label) all sets of recorded information (SRIs) which contain personal information
and do so at the appropriate level of granularity to facilitate compliance with specific
privacy protection requirements.

036

5.4

For a field or data element comprising the recorded information pertaining to a busi-
ness transaction, for personal information the following requirements apply from a data
interchange perspective, the need to ensure the provision of a tag(s) to note that the
personal information:
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Rule No.

Clause ID

Rule Statement

M

(2)

3)

1) shall not be communicated with other parties;
2) can be communicated to other parties but with restrictions; or,

3) canbe communicated to other parties with no restrictions.

037

5.4

For a field or data element comprising the recorded information pertaining to a busi-
ness transaction, for personal information the following requirements apply from a data

Interchange perspective, L.e., the need to ensure the provision of a tag(s) to note that the
personal information is subject to mandatory disclosure is:

1) the actual information;
2) anonymous information that represents the actual information; of;

3) pseudonyms that represent the actual information.

03p

6.3

For any business transaction (or part thereof) which involves.ekternal constraint(s) of a
privacy protection nature, the Open-edi model shall include:

1) the Person in the role of buyer as an individual;

2) the role of the regulator(s) representing~the source of privacy proflection
requirements for modelling as part of a scenaxio and scenario component;

3) the role of the regulator(s) providing{proof of identity of the individual wjithout
necessarily disclosing the actual identity of the individual.

04{0

7.2.1

Where the buyer in a business transagtion is an individual, external constraints of a
privacy protection nature of jurisdietional domains apply and shall be supported i
applicable business scenarios andsscenario components.

[=]

04

7.2.1

Where the buyer in a business‘transaction is an individual, external constraint of &
privacy protection nature efjurisdictional domains apply and shall be supported jn
applicable business scenarios and scenario components.

0483

7.2.1

A seller shall ascertainy at the identification phase in the process leading to a business
transaction, whether'or not the buyer is an individual (not someone as organizatign
Person buying.on behalf of an organization or public administration).

044

7.2.2

A common set.of external constraints of a jurisdictional domain on a business trarjs-

action, where the buyer is an individual, are those of a consumer protection nature¢. As
such, anycbusiness transaction involving an “individual” in the role of buyer shall he
structured to be able to support applicable “consumer protection” requirements.

045

7.2.2

Where the buyer is an individual, the seller shall ascertain that the individual has the

age qualification required by the jurisdictional domain to be able to be involved inand
make commitments pertaining to the good, service and/or right being offered in the
proposed business transaction.

04i8

7:2.5

Privacy protection requirements apply only to a natural person, i.e., human being,act-
ing in the role of an individual.

049

8.2

The primary set of generic principles and rules, as well as associated concepts and their
definitions governing the creation, recognition, use, management of identities of a[Per-
son as stated in ISO/IEC 15944-1:2011, 6.1.4 and 6.2.2 apply here.

055

8.3

Where a Registration Authority (RA) administers more than one Registration Schema
which involves individuals (and their associated personal information), the RA shall not
use personal information provided by the individual under one Registration Schema
(RS) in another RS of the RA without the explicit consent of the individual concerned
unless required by applicable law.

056

8.4

The individual identity, i.e., the persona and the associated identifier, used by an indi-
vidual in a business transaction, shall be capable of being prescribed depending on the
context and goal of the business transaction.
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(2)

3)

057

8.4

A specific individual identity (ii) established by a Registration Authority, (organization
or public administration), should not be used for any purpose other than that for which
it was created, without the express and explicit consent of the individual.

062

9.2

The Clause 8.4 “Rules for the specification of Open-edi roles and role attributes”, as
stated in ISO/IEC 15944-1 are mandatory where the business transaction involves an
individual as a buyer.

riopm o tlhha cbot AC el o 4 | 4 £ b cinnce Lo oo IS alla Lol

D o maligation oo oF o 1 18— rchao

Priorte-thestartof- theactuatization phaseefabusinesstransactonaselershal
ascertain whether or not the Person acting as a buyer is doing so in its capacity 0x[status
as an individual (rather than as an organization Person or other roles of a Person)

06i4

9.2

Where the buyer in a business transaction is an individual, the buyer shall:

1) ensure that privacy protection requirements as stated in ISO/TEC 159448 are
applied; and,

2) ascertain whether or not other external constraints ‘apply with respert the
individual meeting specified criteria of the applicable jurisdictional domain(s) in
qualifying for the role of buyer with respect to the good; service, and/or rightjwhich
is the goal of the business transaction.

065

9.2

When the identification and negotiation phase of a‘bltsiness transaction does not fesult
in its actualization and the prospective buyer is;anindividual, the seller (or regulaftor)
shall delete all personal information on that individual gathered at that time.

06|

=)

9.3

The rules in ISO/IEC 15944-5:2008, 6.6.2,3-apply.

06

~N

9.3

Where the buyer in a business transactien is an individual, the seller shall inform Jtself
as to whether external constraints apply which require the individual to use a legally

recognized name (LRN) as its persoiia, as well as the nature of the Source Authorify for
such as LRN.

068

9.4

The rules governing the truncation of a persona, as stated in ISO 7501 series, [SO 7812
series, and ISO/IEC 15944=1,"apply to ISO/IEC 15944-8

06P

9.4

Where external constraints on a business transaction require an individual as a (poten-
tial) buyer using a legally recognized name (LRN) as the persona for that individupl, the
seller shall specifyithe types of LRNs permitted to be used by the individual.

070

9.4

Where external'constraints on a business transaction require that the personae of the
individual be provided using a specified language or character set which is differejnt
from thelanguage which the individual uses for his/her persona (or is his/her birth
name), then the transliteration rules of the ISO 7501 series shall apply.

07t

9.5

Identification of a Person as buyer in a business transaction is not always necessary in
(electronic) business transaction involving the seller knowing whether or not the puyer
is an individual.

071

9.5

Unless explicitly proscribed, (not allowed) by external constraints of the relevant
jurisdictional domain applicable to the specified goal of the business transaction tp be
entered into, an individual as buyer many decide to remain anonymous in that buginess
transaction, and no personal information on the individual is maintained by the sgller
or other parties

07B

9.6

Unless explicitly proscribed (not allowed) by external constraints of the relevant

jul ibdibtiUllal duuu:xiu app}i\,a‘ulc tU thC DlJCLif;Cd sual Uf t}lC ]Ublbillcbb tl auaabtiuu L be
entered into, an individual, as a buyer, can decide to use a pseudonym in that business
transaction, and no personal information on the individual in particular its name re-
mains private

078

10.3

During the identification phase, the seller shall ascertain whether or not the buyer is an
individual, and if so, inform the individual of the privacy policy of the seller.

079

10.4

Where the buyer is an individual, the end of the negotiation phase shall include the
explicit consent of the individual for provision of its personal information, as identified
and specified, as well as the specification of the information life cycle management
(ILCM) and EDI aspects of such personal information, as stated in 5.3 “Privacy Princi-
ples”.
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M

(2)

3)

080

10.5

Where the buyer is an individual, the seller shall ensure and have in place procedures
and mechanisms to support both the generic privacy protection requirements as: (1)
found in ISO/IEC 15944-8 and stated in its rules and guidelines; and, (2) as well as those
resulting from the negotiation phase, i.e., as negotiated between the seller and the indi-
vidual as buyer.

081

10.6

A buyer (and its agent(s)) or third party (or any other party to the business transaction),
shall not retain any personal information on the individual as the buyer for any time

longer than is consented to by the individual for post-actualization purposes unlegs
external constraints of the applicable jurisdictional domain requires retentioh|of uch
personal information for a longer period.

08P

10.6

Where the buyer gifts the product to another individual, and the terms of.the purdhase
allow the recipient individual to assume the warranty, extended seryige‘contract, ptc.,
the seller shall ensure that such a recipient individual is fully informed of its privaky
protection rights, including the record retention requirements;,

08B

11.2

Each instantiated business transaction involving an individual\as a buyer shall haye a
business transaction identifier (BTI) assigned by the seller.or the regulator.

084

11.2

Where an individual as a buyer in a business transaction.decides to be anonymoug (as
permitted by the external constraints of the applicable'jurisdictional domain), thebusi-
ness transaction identifier (BTI) serves as the sple identifier.

085

11.2

Where the business transaction is of the naturé of a regulatory business transactipn
(RBT) and the rules governing the RBT perndit an individual to be a buyer, such rulles
shall explicitly state and define the associated personal information in conformange
with ISO/IEC 15944-8

086

11.3

The rules governing state changes ‘efrecorded information (Clause 6.6.4.3 “State (hang-
es” in [SO/IEC 15944-5) apply to @ny business transaction involving an individual ps a
buyer.

08[7

11.4

The rules governing the spéeification of records retention requirements are stategl in
ISO/IEC 15944-1:2011, 8,5.2.8 and 8.5.2.9 and in ISO/IEC 15944-5:2008, 6.6.4.2 and
are mandatory to anyhusiness transaction involving an individual as a buyer, i.e., ko all
resulting information.

080

11.4

Where the buyeris an individual, the seller shall inform the buyer of all records reten-
tion aspects,'whether of internal or external information, with respect to the sets jof
recordedinfermation (SRIs) pertaining to the personal information forming part ¢f the

businessitransaction, and in particular those pertaining to the post-actualization phase.

089

11.5

Therules governing temporal referencing as stated in Clause 6.6.4.5 “Date/time refer-
encing” as stated in ISO/IEC 15944-5 apply when the individual is a buyer in a bus|ness
transaction and thus privacy protection requirements apply.

090

11.5

Unless otherwise specified and agreed to by the individual as buyer in a business {rans-
action, the common temporal referencing schema of the jurisdictional domain of the
individual applies.

o091

11.5

The temporal referencing schema governing the business transaction where the bliyer
is an individual shall also be used to ensure deletion of sets of personal informatign as
required by privacy protection requirements.

093

122

Itis nqn:\"y impnrt’nnf in crnping an nppn-pdi scenario (ﬂpQ) which allows for an in-
dividual as buyer in a business transaction to note whether this is an adaptation of an
existing “generic” OeS or a new OeS.

It is understood that (a) most of the Open-edi scenarios will be and are modelled at the
Person level; and, (b) that many of these need only minor modifications in their model-
ling of such scenarios to incorporate privacy protection requirements.

F-001

F.1

Management and control of state change, retention and destruction of personal infor-
mation shall be based on the application of the integrated set of information life cycle
management (ILCM) principles.
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F-002

F.2.2

Where an individual is a party to a business transaction, i.e., as a buyer, the seller (as an

organization or public administration) shall have in place rules governing state changes,
if any, for personal information (at whatever level of granularity required) in support of
data management and interchange required to comply with privacy protection require-

ments

F-004

F.3

Where an individual is a buyer to a business transaction, the seller shall specify who
is responsible for the retention of any (combination of) set(s) of recorded information

during the negotiation phase and no later than at the actualization phase in accerdance
with privacy protection requirements.

F-0p5

F.3

Where an individual is a buyer in a business transaction the seller shall ensure thgt all
other parties to the instantiated business transaction, as applicable, (e,g.5a'regulafor, an
agent, and/or third party) are informed of records retention (and destruction reqtiire-
ments).

F.3

Where an individual is a buyer to a business transaction, the seller shall specify the “re-
tention trigger” activating records retention requirements in accordance with priyacy
protection requirements of the applicable jurisdictional domiain(s).

F-0p7

F.4

Where an individual is a buyer to a business transactionythe seller shall specify the dis-
position action to be taken at the end of the expiry,efithe record retention period ip ac-
cordance with privacy protection requirements,of the applicable jurisdictional domain.

Table[B.5 — Consolidate

d lists of rules and associated guidelings in ISO/IEC 15944-12 supporting PbD

Rule|No.

Clause ID

Rule Statement

(1

(2)

(3)

00p

5.4

Laws and regulations governingprivacy protection (as well as consumer protectign and
individual accessibility requirements) which apply where, in a business transactidgn. the
buyer is an individual, arefhose of the jurisdictional domain of the buyer.

00p

5.5

An individual, as a buyeriin a business transaction, shall be able to challenge the timeli-
ness and accuracy of his or her personal information including ILCM aspects inclufling
any state changegste the content value of such a set of personal information (SPI) gs
part of the ILCM-of the organization in accordance with other applicable informatijon
law requirements, including retention, and expungement, as well as with respect to any
ILCM management of a privacy protection requirements nature, in any use by the feller
organization of an agent and/or third party to a business transaction.

00j6

5.7

Updn request by an individual (as a buyer), the seller shall make available to that
individual all personal information pertaining to that business transaction includjng
associated metadata

00[7

5.8

Before any Person, i.e., an organization or public administration, establishes a pergon-
al information profile (PIP) on or about an identifiable individual, it shall have: (a)the
explicit and informed consent of that individual; and (b) have clearly identified angl
specified legal or regulatory requirements (of the applicable jurisdictional domain)
which explicitly authorize the establishment of a PIP including the coverage or extlent of
the sets of personal information involved; or (c) a combination of (a) and (b).

0088

5.8

Any Person authorized to establish and maintain a personal information profile (RIP),

as per Rule 007, shall ensure that applicable PPR information life cycle management
(ILCM) requirements are identified and implemented, i.e., including those stated in this
document.

009

6.2.1

Where external constraints (of a relevant jurisdictional domain(s)), with respect to
privacy protection requirements to a business transaction apply, the Person as a seller
shall ensure that such privacy protection requirements (PPR) are identified and sup-
ported. This generic rule also applies to the identification of any and all ILCM related

requirements?’,
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