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Foreword 

IS0 (the International Organization for Standardization) and IEC (the 
International Electrotechnical Commission) form the specialized system for 
worldwide standardization. National bodies that are members of IS0 or IEC 
participate in the development of International Standards through technical 
committees established by the respective organization to deal with 
particular fields of technical activity. IS0 and IEC technical committees 
collaborate in fields of mutual interest. Other international organizations, 
governmental and non-governmental, in liaison with IS0 and IEC, also take 
part in the work. 

In the field of information technology, IS0 and IEC have established a joint 
technical committee, ISO/IEC JTC 1. Draft International Standards adopted 
by the joint technical committee are circulated to national bodies for voting. 
Publication as an International Standard requires approval by at least 75 % 
of the national bodies casting a vote. 

International Standard ISO/IEC 15851 was prepared by Joint Technical 
Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 22, 
Programming languages, their environments and system software 
interfaces. 

Annex A forms an integral part of this International Standard. Annexes B 
and C are for information only. 
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INTERNATIONAL STANDARD @ lSO/IEC lSO/IEC 15851:1999(E) 

Information technology - Communication protocol - 
Open MUMPS Interconnect 

1 Scope 

1.1 Scope 

Open MUMPS Interconnect defines a method for network access to MUMPS databases. The protocol provides all 
basic operations on the sparse tree-structured MUMPS database. 

1.2 Purpose 

Because the MUMPS language standard (see 2) defines the operations on its database facilities, a MUMPS- 
specific protocol is required to extend these facilities into an open systems environment. 

1.3 Application 

Developed primarily for connection of different implementations of the MUMPS language, the protocol may also be 
used by other languages to gain access to a MUMPS database or to provide a MUMPS database service. 

OMI may also be used for inter-task operations on a single computer, for example between two different products. 

2 Normative references 

The following standards contain provisions which, through reference in this text, constitute provisions of this 
International Standard. At the time of publication, the editions indicated were valid. All standards are subject to 
revision, and parties to agreements based on this International Standard are encouraged to investigate the 
possibility of applying the most recent editions of the standards indicated below. Members of IEC and IS0 maintain 
registers of currently valid International Standards. 

ANSI X3.4-l 990, American standard code for information interchange. 

ANSVMDC Xl 1 .I-1995, American national standard for information systems - programming languages - 
MUMPS. 

ISO/IEC 8859-l :I 998, Information technology - 8-bit single-byte coded graphic character sets - Part 1: Latin 
alphabet No. 1. 

3 Definitions 

For the purpose of this International Standard, the following definitions apply. 

3.1 MUMPS: name of the programming language defined by ANSVMDC Xl 1 .I. 

3.2 OMI: an acronym for Open MUMPS Interconnect. 
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3.3 OSI: the Open Systems Interconnect model of computer communication protocols. 

34 . 

3.5 
4 se 

message: a string of 8-bit characters, allowing all character codes from 0 to 255. 

circuit: 
rvice. 

an error-free, sequence-preserving path for messages. The virtual circuit provided by an OSI level 

3.6 client: a process that originates messages (requests) to be transmitted to a server. Most OMI clients are 
MUMPS application processes, but a network manager utility program or a non-MUMPS application program could 
be a client. 

37 . server: a process that responds to clients’ requests by performing database functions on their behalf and 
returning response messages. 

38 . transaction: one request message and the related response message. An OMI transaction is not the same 
as a transaction processing transaction. 

3.9 agent: a process that manages transactions on behalf of one or more clients. 

3.10 session: a connection between exactly one agent and exactly one server. When establishing a session, the 
two processes authenticate each other and negotiate the parameters of transactions to follow. 

3.11 

3.12 

3.13 

user: the human being for whom a client process runs. 

user ID: a number identifying a user for authorization purposes. 

group ID: a number identifying a group of users for authorization purposes. 

3.14 OMI node: Usually a node is a computer, but two or more independent implementations might share a 
computer without sharing their databases, and thus be separate nodes. Conversely, an implementation might 
occupy several computers connected by a non-OMI method, and thus be one OMI node. Specifically, an OMI node 
is a set of one or more environments that are accessible without use of the OMI network. That is, a program can 
refer to an environment in its own node without using OMI. 

4 General description 

4.1 OMI and MUMPS 

ANSI/MDC X11.1 defines the components of the MUMPS database and operations on them. OMI makes some of 
these operations, listed here, available over a network. The following references are to the formal definitions in 
ANSI/MDC Xl 1 .I; the additional text is for information only: 

- environment.* 7.1.2.4 identifies a specific set of all possible names - a name space. A particular name may 
appear only once in an environment. Typical implementations place an environment in a directory or a user class, 
and - with a network - on a node as well. 

- gvn: 7.1.2.4 Global 
variable, for example: 

variables are persistent data records organized into trees. gvn is the name of a global 

*INV(5321 ,“Denver”,“qu”) 

A global variable may optiona 
is informally called a “global.” 

.Ily have a value, and it may optionally have descendants. A tree of global va riables 

- naked reference: 7.1.2.4 a shorthand form of gvn referring to the last-used gvn. 

- nref; 8.2.12 The objects of database lock operations are organized 
but they relate to gvns only by an application’s convention. nrefs have 

into trees. 
no values. 

Their names are similar to SM.=, 

- $Data: 7.1.5.3 Function of a gvn indicates whether the variable it names has a value and whether it has 
descendants. 

- $Get: 7 1 
not defined 

.5.7 Function of a qvn returns the value of the variable it names, or the e mPtY string if the va riable is 

- $Job: 7.1.4.10 An unsigned decimal integer uniquely identifies a process on a particular computer. 
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- Ki//: 8.2.11 deletes a global variable and its descendants. 

- Lock+: 8.2.12 claims exclusive use of an nref or a list of nrefs. If the claim succeeds, other concurrent 
processes’ claims on those nrefs will not succeed. 

- Lock-: 8.2.12 releases a claim on an nref or a list of nrefs. 

- Merge: 8.2.13 assigns the value of one variable to another and then assigns the values of all the first variable’s 
descendants to corresponding descendants of the second variable. 

- $Order: 7.1511 Function of a qvn returns the final subscript of the next gvn in a defined tree-walking order. 

- $Query: 7.1515 Function of a qvn returns the next CJIJ in a defined tree-walking order. 

- Set: 8.2.18 creates a global variable and assigns it a value. 

- Set $Extract; 8.2.18 creates a global variable and modifies its value by assigning a range of its character 
positions. 

- Set $Piece: 8.2.18 creates a global variable and modifies its value by assigning one or more of its pieces. 

B.6 (of this International Standard, not Xl 1 #I) suggests how implementations may combine these basic operations 
to achieve more complex MUMPS operations. 

4.2 OMI and the OSI network model 

OMI provides the services described by levels 5 and 6 of the Open Systems Interconnect model. Level 5, the 
session layer, involves creating and terminating communication sessions between cooperating systems, while Level 
6, the presentation layer, deals with data formats. These OMI services make the network transparent to applications 
(OS1 level 7) for their remote database operations. 

In turn, OMI relies on the virtual circuits of an existing OSI level 4 service to provide reliable sequential transmission 
of messages. 

Successful communication with OMI depends on hardware and software to establish compatible protocols at level 4 
and below, which are beyond the scope of this International Standard. 

4.3 Client-server protocol 

OMI is a connection-oriented protocol based on the client-server model. An OMI node may offer client functions, 
server functions, or both, as its applications require and its implementer chooses. 

4.3.1 Sessions 

OMI uses one circuit to establish a session between exactly two OMI nodes. However, implementers may supply 
servers that support many sessions, to give several client nodes access to the server node’s database. 
Implementers may also permit more than one session on a client node, so that different client processes may refer 
to data on several server nodes. However, a particular client shall connect to a particular server through only one 
session at a time, because duplicate paths between a client and a server could cause transactions to be processed 
out of sequence. 

Initiation and termination of sessions shall be invisible to application programs. The implementation shall establish 
and terminate sessions as necessary to perform OMI operations. 

A session is not symmetric. Requests from one client node are satisfied at the other server node. Another session 
is needed to handle requests in the opposite direction. 

4.3.2 The role of the agent 

OMI allows, but does not require, an agent process that multiplexes requests from any number of clients on one 
node in a single session. Thus several clients may share one connection to a server, and all OMI servers shall 
accept multiplexed requests 

NOTE - Although agents are an important conceptual part of this International Standard, their existence does not affect the 
form, content, or sequence of messages. A simple implementation could provide one client per session, and you may read 
“client” wherever “agent” appears. 

This International S 
any method. 

describes the agent as a separate process, but an implementation may provide its functions by 
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The agent is synchronous. A session supports only one transaction at a time. The agent shall send one request and 
then no more until the server’s response arrives or the circuit fails. 

4.3.3 Transactions 

An agent shall originate each transaction with exactly one request message. The server shall attempt the requested 
operation and shall reply with exactly one response message, which may indicate failure to perform the operation. 

NOTE - In anticipation of fut ure versions of the protocol, whit 
messages include sequence numbers and request identifiers. 

h may permit many requests and responses in a transaction, 

Only the agent shall initiate a transaction. If the server has something to tell the agent, for example “shutting down,” 
the server shall indicate in its next response message that the agent should request the server’s status. 

Transactions are isolated. The server need not retain information about completed transactions. 

Nonetheless, both server and agent shall retain the parameters of the session including, for example, agent’s and 
server’s names, and negotiated maximum lengths of gvns, values, and messages. 

All OMI transactions shall have the same priority or the same class. That is, there are no out-of-band messages. 
Protocol management transactions such as capability negotiation, status updates, or startup and shutdown shall be 
handled in the same manner as database transactions. 

4.3.4 Complex locks 

A client may lock a list of nrefs that lie on different OMI nodes. The lock operation is atomic - it shall succeed only 
if all nrefs in the list are successfully claimed. This property, combined with the isolated transactions between the 
agent and its servers, requires the agent to assemble a complex lock from OMI lock requests to the respective 
servers. 

The agent shall claim all nrefs of a complex lock. If all the claims succeed, then the entire lock succeeds. 
Otherwise, the agent shall release its successful claims and repeat the procedure until the lock succeeds or times 
out. 

NOTE - To facilitate this procedure, the protocol defines a request to unlock all nrefs held by a client on one server. 

44 . National character sets 

ANSVMDC Xl 1.1, Annex A, requires ASCII symbols for codes 0 - 127. Many English language terminals and all 
other language terminals require different encodings, some of which use codes 128 - 255 as well. Most information 
systems have addressed the question of printing a symbol on a printer that uses a different code from the keyboard 
that originated the symbol. Networked systems should also address the translation of codes between agents and 
servers that use different character sets. 

All OMI messages shall use the IS0 8859-l Latin alphabet No. 1, which equals ASCII for codes 0 - 127, and which 
specifies common European symbols for codes 128 - 255. 

Both agents and servers shall send the standard character set on output and shall accept it as input, except for the 
following special case: 

OMI provides an exemption from this requirement for an agent and a server that share a single non-standard 
character set internally. When establishing their session they may select untranslated messages, thus avoiding the 
burden of two reciprocal translations. 

4.5 Security 

Security of computer networks has many facets. This International Standard addresses some of them and leaves 
some to other layers of the protocol stack. The general principle is to afford the networked system as much security 
as typical single-computer commercial systems furnish. 

4.5.1 Privacy 

OMI offers no privacy protection. System managers who wish to thwart eavesdropping should specify lower-level 
protocols that provide encryption. 

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 15
85

1:1
99

9

https://standardsiso.com/api/?name=0b2009e8081c38555e4c454941399ee9


@ ISO/IEC ISOAEC 15851:1999(E) 

4.5.2 Data Integrity 

OMI depends on the virtual circuit of its underlying level 4 service to provide integrity of the data in OMI messages. 
An OMI transaction either completes or fails entirely, therefore a broken connection cannot cause a partial database 
operation. 

4.5.3 Authentication 

When establishing a session, the server and the agent shall exchange passwords to verify each other’s authenticity. 

4.5.4 Identification 

A server shall be identified by one or more names that are available to agents. Likewise, an agent shall be identified 
by one or more names that are available to servers. The server and agent shall exchange their names when 
establishing a session 

Each message shall identify the user. Together, the agent’s name and the user’s identification furnish proof of 
origin, that is, the server “knows” the origin of a request. Completion of the transaction provides the agent with proof 
of delivery of the request. 

4.5.5 Authorization 

OMI supports authorization, the determination that the user has authority for the requested operation. The method 
encompasses most MUMPS implementations of authorization (see A.3). 

The agent shall include a user ID and a group ID in each request. Both identifiers shall pertain to the server, that is, 
the agent shall translate its implementation’s identifiers to the server’s identifiers. 

NOTE - A different translation may be necessary for each server. 

The server shall test the request’s user ID and group ID for authorization to perform the requested operation on the 
object of the request. If either the user ID or the group ID passes the test, then the request is authorized. 

The server shall not perform an unauthorized request, but shall return an authorization exception response. 

4.6 Replication 

Implementers of OMI may offer replication of changes to selected global variables. That is, set and kill operations 
are also applied to global variables of the same name in one or more other environments, some of which may 
reside on other OMI nodes. 

Replication is often applied symmetrically to keep the databases identical, whichever one a client changes explicitly. 
For example, AXX on computer A is replicated to AXX on computer B and vice versa, so a change to either one 
evokes an OMI request to change the other. Then the protocol must avoid an endless series of transactions caused 
by mutual replication. 

Requests (set, set extract, set piece, 
the request should be replicated. 

and kill) that alter variables shall inclu de a replicat ion flag to indicate whether 

NOTE - Implementations of OMI are not required to perform replication. They are required to provide the replication flag in 
order to cooperate with implementations that do perform replication. 

All agents shall originate set, set extract, set piece, and kill requests with replication enabled. Servers shall attempt 
the requested operation whether or not replication is enabled, subject to other considerations like authorization, and 
shall reply as described in 4.3.3. 

An implementation that supports replication shall take further action if and only if it successfully performs a set, set 
extract, set piece, or kill operation with replication enabled. (The operation may have originated from an OMI 

J The agent on that request or from a local set, set extract, set piece, or kill by a process on the server’s own node. 
node shall: 

- establish sessions with the replication destination nodes, if not already established. 

- send the same request with replication disabled to each of the destinations, in effect 
replication message. Do not replicate it further.” 

saying, “This is a 
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4.7 Environments 

Agents shall translate the client’s environments for gvns and nrefs to the server’s environments, defined in 4.1. The 
translation may be implicit - hidden from the client program with a translation table defined by the network 
manager - or explicit through extended references that include an environment specification in the client program. 

In either case, the implementation shall not require the client program to contain any information about the server’s 
name or environments. If necessary, the agent shall translate the client’s environment specification to a server’s 
name and to an environment as it is known on the server’s node. 

The server may treat a request whose environment equals an empty string as an error, or it may apply a default 
environment. 

4.8 OMI version negotiation 

In anticipation of future versions of OMI, some of which may not be compatible with earlier versions, the agent and 
server shall negotiate a commonly supported OMI version when establishing a session. This negotiation permits 
most new releases of OMI implementations to be installed one node at a time. 

If the agent supports multiple OMI versions, it shall send connect requests for each until the server accepts one. 
53.1 shows how the location and format of the version number in the connect requests of all versions are made 
accessible to servers of all versions. 

4.9 Exception handling 

OMI defines four categories of exceptions: those that a program might expect from its database operations, those 
related to the protocol itself, errors during session establishment, and errors from the virtual circuit. See 5.3.2 for 
details of error codes. 

Some errors are fatal to OMI and require that a new session be established. When processing these fatal errors, 
the implementer may choose to maintain or to disconnect the underlying virtual circuit. In either case, the 
establishment of a new OMI session ensures that subsequent transactions are valid. 

4.9.1 Database errors 

Implementers may choose to handle errors arising from database operations in the same way whether the database 
is local or remote. OMI responses indicate errors like undefined global variable, unauthorized operation, reference 
to an undefined environment, or maximum length exceeded. OMI does not support the MUMPS naked reference 
because that would require the server to retain information about past transactions. Agents shall detect naked 
reference errors. 

OMI does not specify the timing of responses to database update requests. Servers that defer disk writing may be 
implemented to notify their own system manager of a failure to write, and not to delay their OMI response until the 
disk operation completes. 

4.9.2 OMI protocol exceptions 

OMI responses indicate protocol failures like illegal requests! sequence errors, or negotiated limits exceeded. OMI 
also provides a “service suspended” response for occasions like database backup where the request might 
succeed if repeated later. 

4.9.3 Session establishment errors 

A connect transaction must succeed before other requests are valid. If the 
at the appropriate time, then no session is establis hed. 

connect fails or is not sent by the agent 

4.9.4 Virtual circuit failure 

The underlying level 4 services used by the agent and server may report failure of the virtual circuit. Such failures 
are fatal to OMI; the session must be reestablished. 

NOTE - Implementers may choose to treat circuit failures as hardware errors, notifying the affected clients and logging the 
events for corrective action. However, this is not required; termination of a session need not affect client operations. The 
agent may choose to defer pending requests, reestablish the session, and continue processing, without delivering any errors 
to the application level. 

4.10 Implementation limits and portability 

When establishing a session, the agent and server shall negotiate the maximum mutually acceptable sizes of a gvn, 
its value, an nref, and the messages that contain them. The agent offers its minimum and maximum for each. The 
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server compares these with its own minima and maxima, then replies with the maxima to be used during the 
session. 

Agents and servers must support at least the portability requirements of ANSI/MDC Xl 1 .I and the minimum 
message sizes they imply. The OMI protocol permits larger limits by negotiation, so implementations that exceed 
the portability requirements can use longer fields. OMI does have its own rather large limits; clause 5 describes 
them. 

4.11 Extensions to the standard 

OMI admits extensions for specific implementations or for specific applications. Extensions to the standard may 
afford increased performance in homogeneous networks, add proprietary functions, or enable experimentation with 
features planned for new versions of OMI. 

Implementers shall register their extensions with the MUMPS Development Committee, the sponsor of 
ANWMDC Xl 1.2, to assure uniqueness. Two numbers identify an extension; an operation class and an error class. 
Each class comprises 65 536 values 

An extension may coexist with other extensions. The agent and the server shall notify each other of their available 
extensions when establishing the session, and they may use any number of these extensions during the session. 

Implementers define extensions, and they shall bear responsibility for conflicts with the standard and among 
extensions. An implementation that provides an extension shall also provide the standard protocol. 

5 Message form and content 

5.1 Characters 

OMI messages consist of 8-bit bytes (octets). No characters have special meaning to the protocol, thus the bytes 
may assume any value from 0 to 255. Although negotiations between the agent and server may limit the range of 
valid characters in particular fields, the underlying circuit shall transport all 8-bit bytes. See 4.4 for more about 
character sets. 

5.2 Fields 

OMI messages are defined in terms of these 6 fields: 

- Shod integer <S/x 1 byte represents an unsigned integer ranging from 0 to 255. 

- Long integer <Lb: 2 bytes represent an unsigned integer ranging from 0 to 65 535, with the low order byte sent 
first (little endian). 

- Very long integer <VI>: 4 bytes represent an unsigned integer ranging from 0 to 232-1. The bytes are sent in 
order of increasing significance, from low to high. 

- Shod string cSS>: a counted string comprising a 1 byte length &I> followed by 0 to 255 bytes of data. 

- Long string <LSx a counted string comprising a 2 byte length cLI> followed by 0 to 65 535 bytes of data. 

- Very long string cVS>: a counted string comprising a 4 byte length <VI> followed by 0 to 232-1 bytes of data. 

5.3 Message form 

OMI messages comprise a header followed by 0 or more of the fields described in 5.2. The 2 types of OMI 
messages - request and response - have different headers. The number and form of the following fields depend 
on the operation class and type. The overall message is a very long string <VS> so that message boundaries can 
be clearly distinguished. 

The total number of bytes in a message shall not exceed 65 535. 

d/s> 
<VI> 1 Header 1 Operation Specific Fields 

Figure 1 - Form of a message 
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5.3.1 Request header 

Each request shall contain a header that, among other things, identifies the user. Inclusion of this information 
permits transactions to be isolated (see 4.3.3). Without it the server would have to track users and their 
authorizations across transactions. 

The request header is a short string cSS> so that the server can locate the field following the header regardless of 
the length of the header. 

NOTE - The request header has fixed length, but future versions of OMI may specify different lengths. Servers and agents 
need to find the version numbers following the header in connect messages, regardless of the version in use (see 4.8). 

The fields of the request header and their sequence shall be: 

a Operation class: <LI> denotes 1 of 65 536 classes of operations. The MUMPS Development Committee 
assigns classes to OMI versions and to specific extensions of the standard (see 4.11). The class of operations 
specified by ANSVMDC Xl 1.2 shall be 1. All other classes are reserved for assignment by the MUMPS 
Development Committee. 

b Operation type: &I> denotes a specific operation within an operation class. For example, set and kill are 
operation types 10 and 13. 

c User identifier: cLI> identifies a user for security purposes. See 4.5. 

d Group identifier; <LI> identifies a group of users for security purposes. See 4.5. 

e Sequence number: <LI> This sequential number starts at 1 and increments by 1 to 65 535, then continues with 
1. The server may use this number to verify that requests are received and processed in the correct order. The 
agent may choose any valid starting sequence number for a connect request, causing the server to synchronize 
at that sequence number. 

f Request identifier: cLI> links responses to requests. The content of this field is left to the implementer, except 
that the server must return the value from each request in the corresponding response. 

Table 1 shows the OMI operations and the values assigned to their operation types. These operations suffice for 
the database functions of ANSVMDC Xl 1 .I. The unlock client and unlock a// operations provide additional 
convenience for implementers. 

Control operations establish and maintain the OMI session. They do not relate to application-level processes. 

The global update and fetch operations perform assignment and retrieval of global variables and their values. They 
correspond directly to application-level database operations. 

Lock operations claim and release exclusive use of nrefs, which correspond to database records by application 
program conventions. 

cSI> 
<ss> 

<LI> &I> <LI> <LI> <LI> <LI> 
Class Type User Group Sequence Req ID 

Figure 2 - Form of a request header 

5.3.2 Response header 

Each response shall contain a header that describes the server’s response to one request. 

The response header is a short string <SS> so that the agent can locate the field following the header. 5.3.1 
discusses the need for this ability. 
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Table 1 - Operation types 

Type Name 

Control operations 

Description 

1 Connect Creates a session between an agent and a server. A connect 
request shall be sent by an agent and accepted by the server 
before the server accepts any other messages. 

2 Status Requests status from the server. Sent by the agent whenever 
server status is required. 

3 Disconnect Terminates an OMI session. A disconnect request should be 
sent by the agent on shutdown, before disconnecting the 
underlying circuit. 

Global update operations 

10 

11 

12 

13 

Set 

Set Piece 

Set Extract 

. 
KIII 

Assigns a value to a global variable. 

Assigns a value to a piece of a global variable. 

Assigns a value to positions within a global variable. 

Kills a global variable. 

Global fetch operations 

20 Get Requests the value of a global variable. Returns the value, or the 
empty string if the variable is undefined. A status flag indicates if 
the variable was defined, so that the agent can use this message 
for either the MUMPS $Get function or a normal global fetch. 

21 Define 

22 Order 

Requests the status of a global variable. 

Requests the following global subscript or the following global 
name in collating sequence. Returns the empty string if no 
following subscript or global name is defined. 

24 Query Requests the next gvn in collating order. Returns the empty 
string if no further qvns are defined. 

25 Reverse order 

30 Lock 

31 Unlock 

32 Unlock client 

33 Unlock all 

Requests the preceding global subscript or the preceding global 
name in collating order. Returns the empty string if no preceding 
subscript or global name is defined. 

Lock Operations 

Claims an incremental lock on an nref. 

Releases a lock on an nref. 

Unlocks all nrefs for one client. 

Unlocks all nrefs for all clients on the client node. 

9 
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The fields of the response header and their sequence shall be: 

a Error class: <LI> denotes 1 of 65 536 classes of errors. The MUMPS Development Committee assigns classes 
to OMI versions and to specific extensions of the standard (see 4.11). The classes of errors specified by 
ANSVMDC Xl 1.2 shall be 0 and 1. All other classes are reserved for assignment by the MUMPS Development 
Committee. 

An error class of 0 means that the request completed successfully. Class 1 indicates failure to perform the 
request. 

b Error type; cSI> indicates the result of the server’s attempt to perform the request. When the error class is 0, 
indicating success, then the error type indicates types of success. For other error classes, the error type denotes 
a specific error condition. 

c Error modifier; <LI> modifies the meaning of specific error conditions. This field is optional, therefore it may be 
set to 0 by a server and may be ignored by an agent. See specific operations in 5.4 for use of the error modifier. 

d Server status: <LI> conveys information about the server itself, and is not necessarily related to the request. 
Each change in server status is conveyed in only one response. A value of 0 means that no change in server 
status has occurred since the last response. 

e Sequence number; cLI> This number shall equal the sequence number of the corresponding request. 

f Request identifier; This number shall equal the request identifier of the corresponding request. 

Table 2 shows the error conditions that the server shall indicate in responses when applicable. The error class field 
shall equal 1 in all error responses where a numeric value for the error type appears. 

Table 2 also shows other errors for completeness. Circuit errors by definition cause failure to deliver OMI 
messages. Database exception conditions are not protocol errors. Their error class equals 0 and they are signaled 
in other fields of the response. 

NOTE - The grouping of error types in table 2 and the assignment of their numeric values is for didactic convenience and 
does not imply any special qualities or processing requirements. 

<SIB <SIB 
css css 

<Lb <Lb &I> &I> <Lb <Lb <Lb <Lb <Lb <Lb <Lb <Lb 
Class Type Class Type Modifier Modifier Server Status Server Status Sequence Sequence Req ID Req ID 

Figure 3 - Form of a response header Figure 3 - Form of a response header 

Table 2 - Error conditions Table 2 - Error conditions 

Type Name 

Database errors 

Description 

Undefined global 

Lock not granted 

Signaled in the Define field of the Get response message. 

Signaled in the Lock Granted field of the Lock response 
message. 

1 User not authorized The user did not have authorization to perform the 
requested operation. 

2 No such environment The environment in the global reference is not known to the 
server. 

3 

4 

Global reference content not valid The global reference contains invalid characters. 

Global reference too long The global reference is longer than the maximum 
negotiated for this session. 

10 
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Table 2 - Error conditions (concluded) 

Type 

5 

Name 

Value too long 

Description 

The value specified is longer than the maximum negotiated 
for this session. 

6 Unrecoverable error The server encountered a fatal error while processing the 
request, for example, disk full or write error. 

Protocol errors 

10 Global reference format not valid The structure of the global reference is incorrect. This error 
indicates a failure in the agent or server logic. 

* 
11 ) 

12 

Message format not valid 

Operation type not valid 

The format of the message is incorrect. 

The operation type requested by the agent is not known to 
the server. 

13 Service temporarily suspended The server has temporarily suspended OMI operations. The 
agent may choose to disconnect or to retry the operation 
later. This error is intended for use during backup or other 
maintenance operation. 

14*j Sequence number error The server received a request with a sequence number that 
did not follow the sequence number of the previous request. 
Indicates either a logic failure or lost message(s). 

Session Establishment errors 

20 OMI version not supported The OMI major version requested by the agent in the 
connect message is not supported on the OMI server. The 
agent may try again with another version number. 

21*) Agent min length > 
server max length 

The minimum length required by the agent for value, 
subscripts, reference or message was greater than the 
maximum supported by the server. No session can be 
established. 

22*) Agent max length c 
server min length 

The maximum length allowed by the agent for a field is less 
than the minimum supported by the server. No session can 
be established 

* 
23 ) 

24 

Connect request received 
during session 

OMI session not established 

The agent sent a connect request to the server when an 
OMI session was already established. 

The agent sent a request to the server before sending the 
connect request. 

Broken session 

Interface busy 

Circuit Errors 

Insufficient resources 

*) These errors are fatal to the session. The agent shall reestablish the session. 

11 
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5.3.3 Global reference 

4.1 describes the environment, the global variable name (qvn) and the lock argument (nref) that appear in many 
OMI messages, where they have the following form, called a global reference. 

A global reference shall be a long string <LS>. Its fields shall be strings containing the environment, global name 
and subscripts. 

NOTE - The protocol does not support MUMPS naked references. The agent shall send full references for all operations. 

The fields of the global reference and their sequence shall be: 

a Environment.- <LS> denotes the server’s environment for this global reference. See 4.1 and 4.7. 

b Name: <SS> The name shall include a leading caret as shown in 4.1. 

C Subscript(s); cSS> 0 or more subscripts. Each shall be a short string, thus limited to 255 characters. Numeric 
subscripts shall appear as ASCII characters, not as binary numbers or other internal representation. 

NOTE - The number of subscripts is implied by the length of the entire global reference, a long string <LS>. 

cLS> <ss> <ss> <ss> 
<LI> 1 Environment <SI> 1 Name <SI> ] Sub 1 &I> 1 Sub 2 . . . 

Figure 4 - Form of global reference 

5.4 Requests and responses 

A complete request or response message is a <VS>, whose string comprises the request or response header 
followed by operation-specific fields defined here. 

5.4.1 Connect 

Operation type 1) The fields of the connect request and their sequence shall be: 

a Major version: &I> the major version of the OMI protocol supported by the agent. This International Standard 
defines major version 1. If the agent supports multiple versions, it shall send connect requests for each until the 
server accepts a major version. 

b Minor version: &I> the minor version of the OMI protocol supported by the agent. This International Standard 
defines minor version 1. The agent should send the highest minor version it supports. 

c Midmax values: cLI> The next 10 fields are 5 pairs of minimum and maximum lengths for global values, 
individual subscripts, global references, total message length, and limit on requests outstanding. These values 
represent the minimum acceptable to the agent and the maximum that can be processed by the agent. 

The server shall compare these values with its own limits and shall return either the largest value possible or, if 
the agent’s lengths are not within its bounds, an error condition. 

Agents shall send minimum values that accommodate the portability requirements of ANSI/MDC Xl 1 .I. 
Maximum values may be as high as the agent can support. For example, an agent that supports global value 
lengths of 510 bytes would send min = 255 and max = 510. A server with maximum global value length of 255 
would respond with a maximum of 255. The agent should thereafter return a maximum length error to any client 
that sets global values longer than 255. 

Minimum and maximum values for the limit on requests outstanding shall both equal 1. Larger values allow for 
higher performance in extensions and future versions of the protocol. 

12 
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&I> &I> <Ll> cLI> <LI> 
I 

<LI> <LI> <LI> <LI> <LI> <LI> cLI> &I> 
Major Minor ’ Mjn Max Min Max l  Mjn Max Min Max * Mjn Max 
Ver Ver Value Subscriipt Reference Messaae Outstand 8 bit 

<SI> 43s css <ss> <ss> &I> <LI> <LI> 
Char &I> lmplem <SIB Agent <SI> Agent cSI> Server Ext 1 st 2nd 

Trans ID Name Passwrd Name Count Ext# Ext# 
Figure 5 - Connect request 

d 8 bit; &I> The 8 bit flag indicates whether the agent supports 8 bit bytes for global values and subscripts. 0 
means that only 7 bit values are valid; 1 means that all 8 bit values are valid. 

NOTE - This flag does not affect the overall protocol, which shall transmit 8 bit characters. 

e Character translation: &I> The character translation flag indicates whether the agent wishes to send 
characters in an untranslated form. 1 means do not translate; 0 means translate to the standard character set. 
See 4.4. 

f implementation identification: <SS> identifies the implementation of MUMPS or other software that is running on 
the agent. This field is for information only and does not affect the operation of the protocol. Implementers shall 
register their implementation identifiers with the MUMPS Development Committee, the sponsor of 
ANSI/MDC Xl 1.2, to avoid duplication. Implementers who do not wish to register an identification may use an 
empty string. 

g Agent name: &S> the OMI node name assigned to the agent’s node, used along with the agent’s password to 
authenticate that the agent is not an impersonator. 

h Agent password: <sS> a password assigned by the network manager, used by the server for authentication. 

i Server name: &S> the OMI node name assigned to the server’s node with which the agent wishes to establish 
a session. This name may or may not relate to the names used to establish the circuit in the underlying protocol. 

j Extension count: &I> the count of extension numbers that follow. 

k Extension number(s): 0 or more fields contain extension numbers that the agent proposes to use in this 
session. These extension numbers are assigned by the MUMPS Development Committee and need not relate 
directly to operation classes. See 4.11. 

The fields of the connect response and their sequence shall be: 

a Major version: &I> the major version of the OMI protocol supported by the server. 

b Minor version: &I> the minor version of the OMI protocol supported by the server. The server shall send the 
highest minor version it supports that is not greater than the agent’s minor version. 

c Max values: <LI> The next 5 fields are the maximum lengths for global values, individual subscripts, global 
references, total message length, and limit on requests outstanding. These values shall equal the largest 
acceptable to the server but shall not exceed the maxima proposed by the agent in the connect request. If the 
server cannot satisfy this constraint, then it shall return an error condition. 

NOTE - When the agent requests minima that meet the portability requirements of ANSVMDC Xl 1 .I, the server should be 
able to accept those values. Failure to agree means that one of the parties does not conform to the OMI protocol. 

The limit on requests outstanding shall equal 1. Larger values allow for higher performance in extensions and 
future versions of the protocol. 

d 6 bit; cSI> The 8 bit flag indicates whether the server agrees to use 8 bit bytes for global values and subscripts. 
0 means that only 7 bit values are valid; 1 means that all 8 bit values are valid. 

e Character translation: cSI> The character translation flag indicates whether the server agrees to send 
characters in an untranslated form. 1 means do not translate; 0 means translate to the standard character set. 
See 4.4. 

f implementation identifier: <SS> identifies the implementation of MUMPS or other software that is running on the 
server. See the corresponding field in the connect request. 
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g Server name; <ss> the OMI node name assigned to this server’s node. 

h Server password: <sS> a password assigned by the network manager, used by the agent for authentication. 

i Extension count: &I> the count of extension numbers that follow. 

j Extension number(s): cLI> 0 or more fields contain extension numbers that the server agrees to use in this 
session. Only extensions proposed by the agent shall be returned. These extension numbers are assigned by the 
MUMPS Development Committee and need not relate directly to operation classes. See 4.11. 

<SI> &I> <LIB cLI> cLI> <LI> <LIB <SI> <SI> 
Major Minor Max Max Max Max Max 8 bit Char 

Version Version Value Sub Ref Mes out Trans 

<ss> <ss> <ss> <SI> 
<Sl> lmplem <SI> Server <SI> Server Ext 

ID Name Password Count 

<LI> 
1 st 

Ext# 

<LI> 
2nd 
Ext# 

5.4.2 Status 

Figure 6 - Connect response 

(Operation type 2) The status request consists of a header only. 

The status response consists of a header only, with status information conveyed in the error type, error modifier, 
and server status fields. 

5.4.3 Disconnect 

(Operation type 3) The disconnect reason field is an arbitrary text string <LS> that the server should log and display 
for the network manager. 

The disconnect response consists of a header only, indicating if an error occurred during the disconnect. 

j <LI> <;SR>eason 1 

Figure 7 - Disconnect request 

5.4.4 Set 

(Operation type 10) This operation assigns a value to a global variable, creating the variable if it does not already 
exist. 

The fields of the set request and their sequence shall be: 

a Replicate flag: &I> indicates whether the server should replicate the operation (see 4.6). 0 means no, 1 means 
yes. All other values are reserved. 

NOTE - Servers are not required to support replication. Those that do support it shall honor this field. 

b G/oba/ reference: <LS> the name of the global variable (gvn) that is to be set to a new value. 

c Global value: <LS> The value to be assigned to the global variable. 

The set response consists of a header only, indicating whether an error occurred during the operation. 

<SI> cLS> <LS> 
Replicate cLI> I Global Ref <LI> I Global Value 

Figure 8 - Set request 

5.4.5 Set piece 

(Operation type 11) This operation assigns a value to 1 or more contiguous pieces of a global variable’s value. 
ANSI/MDC Xl 1 .I, 8.2.18 describes the semantics. 
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The first 3 fields of this request are identical to those of the set request in 5.4.4. These additional 
first 3: 

d Start piece: cLI> the number of the first piece whose value is to be assigned. 

15851:1999(E) 

fields follow the 

e End piece: cLl> the number of the last piece whose value is to be assigned. When assigning a single piece of 
the value, this field shall equal the start piece field. 

f Delimiter; <SS> The delimiter of pieces in the value. 

The set piece response consists of a header only, indicating whether an error occurred during the operation. 

<SI> cLS> <LS> <Ll> <Ll> <ss> 
Replicate <LI> I Global Ref <LI> I Global Value Start End cSI> I Delimiter 

Figure 9 - Set piece request 

5.4.6 Set extract 

(Operation type 12) This operation assigns a value to 1 or more contiguous character positions of a global variable’s 
value. If the variable does not already exist, the operation creates the variable with a value equal to the empty string 
before assigning the value. ANSVMDC Xl 1 .I, 8.2.18 describes the semantics. 

The first 3 fields of this request are identical to those of the set request in 5.4.4. These additional fields follow the 
first 3: 

d Starfposition: <LI> the first position where the value is to be assigned. 

e End position: cLl> the last position where the value is to be assigned. When assigning a single character 
position, this field shall equal the start position field. 

The set extract response consists of a header only, indicating whether an error occurred during the operation. 

v  

cSI> aLS> CL% <LI> <LI> 
Replicate <LI> I Global Ref <LI> I Global Value Start End 

Figure 10 - Set extract request 

5.4.7 Kill 

(Operation type 13) This operation deletes a global variable and all its descendants. 

The fields of the kill request and their sequence shall be: 

a Replicate flag: &I> indicates whether the server should replicate the operation (see 4.6). 0 means no, 1 means 
yes. All other values are reserved. 

NOTE - Servers are not required to support replication. Those that do support it shall honor this field. 

b Global reference: cLS> the global reference that is to be killed. 

The kill response consists of a header only, indicating whether an error occurred during the operation. 

<SI> <LS> 
Replicate <LI> I Global Ref 

Figure 11 - Kill request 

5.4.8 Get 

(Operation type 20) This operation fetches the value of a global reference given in its global reference field cLS>. 

The fields of the get response and their sequence shall be: 

a Define: &I> indicates whether the global variable has a value. 0 means no, and 1 means yes. All other values 
are reserved. This distinguishes an empty string value from undefined. 

NOTE - A global variable may have descendants without having a value. 
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b Global data: CL% the value of the requested global variable. If the variable has no value, this field shall equal 
the empty string. 

cLS> 
<LI> 1 Global Reference 

Figure 12 - Get request 

<SI> <LS> 
Define cLI> 1 Global Value 

Figure 13 - Get response 

5.4.9 Define 

(Operation type 21) The define operation indicates whether the global variable given in its global reference field 
<LS> has a value and whether it has descendants. 

The one field of the define response shall be a short integer &I>, the $DATA value of the global reference. 
ANSVMDC Xl 1 .I, 7.1.5.3, defines the $DATA values that indicate the presence of a global value and descendants. 

r <LS> 
<LIB 1 Global Reference 

Figure 14 - Define request 

Figure 15 - Define response 

5.4.10 Order 

(Operation type 22) The order operation fetches the following subscript or the following global name, depending on 
the global reference in its request. ANSVMDC Xl 1 .I, 7.1.5.11 defines the ordering sequence. 

5.4.10.1 Subscript 

If the global reference <LS> of its request contains one or more subscripts, the order operation fetches the following 
subscript on the same level as the final subscript in the global reference. 

NOTE - The final subscript of the global reference may be the empty string, requesting the first subscript at that level in the 
tree. 

The order response shall comprise 1 field, a short string cSS> containing the following subscript. If there is no 
following subscript, this field shall equal the empty string. 

5.4.10.2 Global name 

If the global reference <LS> of its request contains no subscripts, the order operation returns the following global 
name in the environment. 

NOTE - The entire global reference may equal the empty string, requesting the first global name in the environment. 

The order response shall comprise 1 field, a short string <SS> containing the following global name. If there is no 
following global name, this field shall equal the empty string. 

<LS> 
<LIB 1 Global Reference 

Figure 16 - Order request 

<ss> 
<SI> I Subscript or Name 

Figure 17 - Order response 
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5.4.11 Reverse order 

(Operation type 25) The reverse order operation fetches the subscript or the global name preceding the subscript or 
the global name in the global reference cLS> of its request, depending on the form of that global reference. 
ANSVMDC Xl 1 .I, 7.1.5.11 defines the ordering sequence. 

5.4.11 .l Subscript 

If the global reference cLS> of its request contains one or more subscripts, the reverse order operation fetches the 
preceding subscript on the same level as the final subscript in the global reference. 

NOTE - The final subscript of the global reference may be the empty string, requesting the last subscript at that level in the 
tree. 

The reverse order response shall comprise 1 field, a short string cSS> containing the preceding subscript. If there is 
no preceding subscript, this field shall equal the empty string. 

5.4.11.2 Global name 

If the global reference <LS> of its request contains no subscripts, the reverse order operation returns the preceding 
global name in the environment. 

NOTE - The entire global reference may equal the empty string, requesting the last global name in the environment. 

The reverse order response shall comprise 1 field, a short string cSS> containing the preceding global name. If 
there is no preceding global name, this field shall equal the empty string. 

<LS> 
<LI> I Global Reference 

Figure 18 - Reverse order request 

css> 
&I> I Subscript or Name 

Figure 19 - Reverse order response 

5.4.12 Query 

(Operation type 24) The query operation fetches the entire global reference following the global reference cLS> of 
its request. The final subscript of the requested global reference may be the empty string. 

The query response shall comprise 1 field, a long string <LS> containing the following global reference. If there is 
no following global reference, this field shall equal the empty string. 

<LS> 
<LIB 1 Global Reference 

Figure 20 - Query request 

<LS> 
<LI> I Global Reference 

Figure 21 - Query response 

5.4.13 Lock 

(Operation type 30) The lock operation claims exclusive use of an nref, which has the form of a global reference. 
4.3.4 describes the coordination of multiple lock operations. 

The fields of the lock request and their sequence shall be: 

a Global reference: cLS> the reference being claimed. 

b Client identifier: cSS> $Job (see ANSVMDC Xl 1 .I, 7.1.4.10) of the client process making the request, an 
ASCII string of decimal digits. 

17 

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 15
85

1:1
99

9

https://standardsiso.com/api/?name=0b2009e8081c38555e4c454941399ee9


lSO/IEC 15851:1999(E) 0 ISO/IEC 

The lock response contains 1 field indicating whether the claim succeeded. 0 means no, and 1 means yes. All other 
values are reserved. 

<LS> <ss> 
<LI> I Global Reference <SIB 1 Client ID 

Figure 22 - Lock request 

5.4.14 Unlock 

/ LocZ’!Zant j 

Figure 23 - Lock response 

(Operation type 31) The unlockoperation releases 1 claim on an nref, which has the form of a global 

The fields of the unlock request and their sequence shall be: 

a Global reference: CL% the reference being unlocked. 

b Client identifier: cSS> $Job (see ANSVMDC Xl 1 .I, 7.1.4.10) of the client process making t 
ASCII string of decimal digits. 

reference. 

he request, an 

The unlock response consists of a header only, indicating whether an error occurred during the operation. 

5.4.15 Unlock client 

(Operation type 32) The unlock client operation releases all claims on all nrefs held by a client process. This 
operation implies that the server node’s lock manager shall retain the client identifier and node for each lock (see 
B.4). The client ID field cSS> equals $Job (see ANSI/MDC Xl 1 .I, 7.1.4.10) of the client process making the 
request, an ASCII string of decimal digits. 

The unlock client response consists of a header only, indicating whether an error occurred during the operation. 

5.4.16 Unlock all 

(Operation type 33) The unlock a// request consists of a header only, indicating that all locks held by all clients on 
the client node shall be unlocked. 

NOTE - This operation is included for the convenience of implementers - there is no requirement that the request be sent in 
any specific condition. 

The unlock all response consists of a header only, indicating whether an error occurred during the operation. 

<LS> <ss> 
<LI> I Global Reference <SI> 1 Client ID 

Figure 24 - Unlock request 

[<SI> 
Figure 25 - Unlock client request 
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Annex A 
(normative) 

Conformance 

ISOAEC 15851:1999(E) 

This annex defines levels of conformance to this International Standard and prescribes information that imple- 
menters shall provide to International Standard the conformance of an implementation. 

NOTE - The term program used in this annex does not refer to a MUMPS program or routine. It refers to the program with 
which a MUMPS or other product implements the protocol defined in this International Standard. 

Al . Implementations 

A conforming implementation shall 

- correctly execute all messages conforming to both this International Standard and the implementation-defined 
extensions to this International Standard; 

- reject all messages that contain errors, where such error detection is required by this International Standard; 

- be accompanied by a document which provides a definition of all implementation-defined extensions and a 
conformance statement of the form: 

xxx version v implements Xl 1.2-yyyy with the following conformance specification: 

followed by a table or equivalent presentation of the features shown in table A.1 with the implementation’s options 
or values supplied. 

An MDC conforming implementation shall be a conforming implementation except that the conforming document 
shall be this International Standard together with any such current MDC documents that the vendor chooses to 
implement. The conformance statement shall be of the form: 

xxx version v implements Xl 1.2-yyyy as modified by the following MDC documents: 

ddd (MDC status sss) 

with the following conformance specification: 

followed by a table or equivalent presentation of the features 
values supplied. 

shown in table A.1 with the implementation’s options or 

An MDC strict/y conforming implementation is an MDC conforming implementation whose MDC modification 
documents only have MDC Type A status. 

A <National Body> conforming implementation is an implementation conforming to one of the above options in 
which any requirements are replaced by the <National Body> requirements and other extensions required by the 
<National Body> are implemented. 

An implementation may 
select the conformance 

A.2 Programs 

A strictly conforming program shall use only the constructs 
the limits and restrictions specified and shall not depend on 

claim more than one level of conformance if it provides a switch by which the user is able to 
level. 

specified in 
extensions 

this I 
of an 

nternational Sta ndard, shall not exceed 
implementation 

A strict/y conforming <National Body> program is a strictly conforming program, except that any limits and 
restrictions are replaced by those specified by the <National Body> and other extensions required by the <National 
Body> may be used. 

A conforming program is one that is acceptable to a conforming implementation. 
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