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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of Internatlonal Standards through technlcal commlttees estabhshed by the respectlve organ1zat1on to deal with
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A orgamzatlons govemmental and non- governmental in halson w1th ISO and IEC also take part in the
information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

h| Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

nsk of the joint technical committee is to prepare International Standards. Draft International Standards ad
chnical committee are circulated to national bodies for voting. Publication as an International Standard
 at least 75 % of the national bodies casting a vote.

5 drawn to the possibility that some of the elements of this International Standard may be the subject
and IEC shall not be held responsible for identifying any or all such patentgights.

hniques, in collaboration with ITU-T. The identical text is published‘as ITU-T Rec. X.841.

rms a normative part of of this International Standard. AnnexBJis for information only.
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p816 was prepared by Joint Technical Committee ISO/IEC JTC 1, Inforination technology, Subcommittee SC 27, IT
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Introduction

This Recommendation | International Standard on Security Information Objects (SIOs) for Access Control provides
object definitions that are commonly needed in more than one security standard such that multiple and different
definitions of the same functionality may be avoided. Precision in these definitions is achieved by use of the Abstract
Syntax Notation One (ASN.1) defined in ITU-T Rec. X.680 (1997) | ISO/IEC 8824-1:1998, and ITU-T Rec. X.681
(1997) | ISO/IEC 8824-2:1998.

The ai e anageme Sure e e e 2Fays ely-and cost
effectfively htrol the
handling of their information. Severe damage or embarrassment can be caused to either the originator~er hjplder of
sensifive information, for example, if it is released to those not authorized to receive it (a breach of confidentiality), or if
it is modified in any way (a breach of integrity). Each organization needs to ensure that it protects,itS)own infgrmation
and assets adequately in all forms during its storage, processing and transmission between and within ‘organizatipns over
both private and public networks. Organizations must be satisfied that their assets will be protected properly when they
are he¢ld or processed by others if business is to be conducted more widely.

The 1notivation for development of SIOs for Access Control is the achievement of the\flexibility and interoperdbility in
securjty management that accrues from the use of common structures for similar functions. Standardization of|security
labelg and alternative methods for access control have been pursued in this Recommi€ndation | International Standpard.

© ISO/IEC 2002 — All rights reserved v


https://standardsiso.com/api/?name=67bbc9fba62dd0197db802d8d9f10a74



https://standardsiso.com/api/?name=67bbc9fba62dd0197db802d8d9f10a74

ISO/IEC 15816 : 2002 (E)

INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - SECURITY TECHNIQUES - SECURITY
INFORMATION OBJECTS FOR ACCESS CONTROL
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2.1

Scope

ppe of this Recommendation | International Standard is:

Objects (SIOs) for Access Control;
b) the specification of generic SIOs for Access Control;

c) the specification of specific SIOs for Access Control.

ope of this Recommendation | International Standard covers only the stafics" of SIOs through sy
ons in terms of ASN.1 descriptions and additional semantic explanation$. It does not cover the "dynam
for example rules relating to their creation and deletion. The dynamics of SIOs are a local implementation is

Normative references

llowing Recommendations and International Standards-gentain provisions which, through reference in th
ute provisions of this Recommendation | International Standard. At the time of publication, the editions in
ralid. All Recommendations and Standards are spbject to revision, and parties to agreements based

mendation | International Standard are encouraged to investigate the possibility of applying the most
of the Recommendations and Standards listed)below. Members of IEC and ISO maintain registers of cy
hternational Standards. The Telecommuniedtion Standardization Bureau of ITU maintains a list of currentl
Recommendations.

Identical Recommendations | International Standards

—  ITU-T Recommendation X.411 (1999) | ISO/IEC 10021-4, Information technology — Message Hd
Systems (MHS):Message transfer system: Abstract service definition and procedures.

—  ITU-T Recommendation X.500 (2001) | ISO/IEC 9594-1:2001, Information technology — Open 3
Interconmection — The Directory.: Overview of concepts, models and services.

—  ITUI*Recommendation X.501 (2001) | ISO/IEC 9594-2:2001, Information technology — Open 3
Inferconnection — The Directory: Models.

—, ITU-T Recommendation X.509 (2000) | ISO/IEC 9594-8:2001, Information technology — Open S
Interconnection — The Directory: Public-key and attribute certificate frameworks.

a) the definition of guidelines for specifying the abstract syntax of generic and specific_Security Infogmation

ntactic
ics" of
ue.

is text,
Hicated
bn this
recent
rrently
y valid

ndling

(ystems

(ystems

(ystems

= -T Recommendation X. -1 S Injormation technology — Absirac
notation one (ASN.1): Specification of basic notation.

—  ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abstract
notation one (ASN.1): Information object specification.

—  ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abstract
notation one (ASN.1): Constraint specification.

—  ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abstract
notation one (ASN.1): Parameterization of ASN.1 specifications.

syntax

syntax

syntax

syntax

—  ITU-T Recommendation X.690 (1997) | ISO/IEC 8825-1:1998, Information technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished

Encoding Rules (DER).

ITU-T X.841 (10/2000 E)
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CCITT Recommendation X.722 (1992) | ISO/IEC 10165-4:1992, Information technology — Open Systems
Interconnection — Structure of management information.: Guidelines for the definition of managed objects.

ITU-T Recommendation X.741 (1995) | ISO/IEC 10164-9:1995, Information technology — Open Systems
Interconnection — Systems Management: Objects and attributes for access control.

ITU-T Recommendation X.803 (1994) | ISO/IEC 10745:1995, Information technology — Open Systems
Interconnection — Upper layers security model.

ITU-T Recommendation X.810 (1995) | ISO/IEC 10181-1:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Overview.

ITU-T Recommendation X.830 (1995) | ISO/IEC 11586-1:1996, Information technology — Open Systems
Interconnection — Generic upper layers security. Overview, models and notation.

2.2 Paired Recommendations | International Standards equivalent in technical content

3 Definitions

For th¢ purposes of this Recommendation | International Standard, the following definitions apply.

CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for
CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnegtion — Basic Reference
Model — Part 2: Security Architecture.

3.1 Compartmentalization: As defined in ISO/IEC 2382-8.
3.2 Generic SIO Class: An SIO Class in which the data types)for one or more of the components are ngt fully
specified.

33 Information Object: As defined in ITU-T Rec. X.681| ISO/IEC 8824-2.
34 Information Object Class: As defined in ITU=T* Rec. X.681 | ISO/IEC 8824-2.

3.5 Object Identifier (OID): As defined inJTU-T Rec. X.680 | ISO/IEC 8824-1.

3.6 Seal: As defined in ITU-T Rec. X.810'| ISO/IEC 10181-1.

3.7 Security Authority: The eatity accountable for the administration of a security policy within a security
domain.

3.8 Security Domain: A(collection of users and systems subject to a common security policy.

3.9 Security Information Object: An instance of an SIO Class.

3.10 Security Information Object Class: An Information Object Class that has been tailored for security use

3.11 Security/Label: As defined in CCITT Rec. X.800 and ISO/IEC 7498-2.

3.12 Security Policy: As defined in ISO/IEC 2382-8.

3.13 Security Policy Information File: A construct that conveys domain-specific security policy information.

3.14 Specific SIO Class: An SIO Class in which the data types for all components are fully specified.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

ASN.1  Abstract Syntax Notation One

EE
IT

End Entity

Information Technology

2 ITU-T X.841 (10/2000 E)
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OID Object Identifier
RBAC Rule Based Access Control
SIO Security Information Object

SPIF Security Policy Information File

Conventions

Security Information Object Class Description

An SIQ—Ctass qulplibe.

5.2

A Gen|
Specifi
corres

53

The sp

The dg
class b

6

When
specifi

— avalue for a SIO Class identifier;
— aset of one or more data type specifications, one for each component the SIO Class contains;and

—  astatement of the semantics associated with use of the SIO Class.
Generic Security Information Object Class Correspondence

¢ SIO Class is an SIO Class in which the data types for all components are, fully specified. A generic SI(
onds to a family of specific SIO Classes.

Security Information Object Composition

ecification of each SIO in this Recommendation | International.Standard contains the following parts:
— adescription of the SIO;
—  an explanation of the usage of the SIO;

— adescription of the components of the SIO,

scription of the components of the SIO includes the ASN.1 specification and the object identifier of the
eing defined.

Specification of Security Information Objects

a new requirement is identified for an SIO, the following steps shall be followed to encourage reuse of ¢
cations and to reduce\the’proliferation of different specifications meeting the same requirements:

— If this Recommendation | International Standard defines an SIO that meets the new requiremsg
definition in this Recommendation | International Standard shall be used.

— _Gomponents of SIOs defined in this Recommendation | International Standard should be used
definition of the new SIO if they satisfy part of the new requirement.

eric SIO Class is an SIO Class in which the data types for one or more of the comppnents are not fully specified. A

Class

object

xisting

nt, the

in the

1ses. A

Specif

cattons of the SIOs that have been developed to support access control are included in the following subclas

compl
Annex

6.1

6.1.1

T ASN- Tdefinition for the Security Information Objects discussed T These subciatses 15 mciuded as a mo
A. This module is identified as follows:

id-SI0OsAccessControl-MODULE OBJECT IDENTIFIER ::= {
joint-iso-itu-t sios(24) specification(0) modules(0) accessControl(0)}

Confidentiality Label

Introduction

dule in

Organizations typically have one or more security policies that provide for the compartmentalization of data into
groupings that are to be protected and handled in the same way. The security policy defines the protection to be applied
to each compartment.

ITU-T X.841 (10/2000 E)
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The aspects of security expressed by a security policy, indicated in a security label, include the following:

When
the da
handle
The in|

— the level of protection to be given to data stored on a system;

—  who is authorized to access data, processes or resources;

—  security markings required to be shown on any display or print of the material;
—  routing and enciphering requirements for data transmitted between systems;

—  requirements for protection against unauthorized copying;

—  methods for storage of data;

— enciphering algorithms to be used;

— methods of mlﬂqpnﬁnnﬁng entities:
—  whether operations on the object are to be audited;
—  whether preventing repudiation of receipt of an object by recipients is required;

—  whether, and whose, digital signatures are required to authenticate the data.

a are labelled to indicate the security compartment to which the data belongs and(thus how the data i

data is held on an Information Technology (IT) system, or when it is transmitted electronically between systems,

5 to be

d for security. The label may be separately identifiable from the protected information but is logically bourd to it.
fegrity of the labels, and the integrity of their binding to the information, must be-assured. This allows IT gystems

and ndtworks to make security-relevant decisions, such as access control and routing;”without the need to accpss the

information that is being protected. The security label may be associated with each'data object in an IT system,

uch as

documients, electronic mail messages, display windows, database entries, dire€tory entries and electronic forms. The

labels

When
be app,
policy

Labels
needs
organi
for tha
inform
agreen|

6.1.2

The ca

labelled data is to be passed between different security domain$, the domains should agree on a security p

to be enforced by each organization while the labelled information is within the scope of their control.

ation will be handled according to agteed security policies. This trust is usually established through a
lent.

ASN.1 Specification of the-Eabel
nfidentiality label is identified’as follows:

id-Confidentialityllabel OBJECT IDENTIFIER ::= {
joint-iso-itu-t sios(24) specification(0) securityLabels(1) confidentiality(0)}

ConfidentialityLabel ::= SET {

security-policy-identifier SecurityPolicyldentifier OPTIONAL,
security-classification INTEGER(0..MAX) OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,
security-categories SecurityCategories OPTIONAL }

(ALL EXCEPT({-- none; at least one component shall be present --}))

are intended for use when objects are stored, moved around (particularly between systems), and when they are
being handled by applications that act on labels, including applications thab ¢reate new objects from existing ones.

licy to

lied to that data. If the labels specified by the policy applied-swithin a domain differ from the labels specified by the
for shared data, then the policy for the shared data shall speeify how to translate between the two sets of labgls.

alone are not sufficient to ensure the security of information. The security policy that applies to the infogmation

All the

vations, individuals and IT systems that procesSyan item of information are presumed to know the security| policy
t information. Organizations that exchange(information need to establish trust in one another to be satisfied that

formal

SecurityPolicyldentifier ::= OBJECT IDENTIFIER

PrivacyMark ::= CHOICE {
pString PrintableString (SIZE(1..ub-privacy-mark-length)),
utf8String UTF8String (SIZE(1..ub-privacy-mark-length))

}

ub-privacy-mark-length INTEGER ::= 128 -- as defined in ITU-T Rec. X.411 | ISO/IEC 10021-4
SecurityCategories ::= SET SIZE (1..MAX) OF SecurityCategory

SecurityCategory ::= SEQUENCE {
type [0] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
value [1] SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type})

ITU-T X.841 (10/2000 E)


https://standardsiso.com/api/?name=67bbc9fba62dd0197db802d8d9f10a74

ISO/IEC 15816 : 2002 (E)

SECURITY-CATEGORY ::= TYPE-IDENTIFIER
SecurityCategoriesTable SECURITY-CATEGORY ::= {...}

An example of the expansion of the TYPE-IDENTIFIER information object class is provided in Annex B.

6.1.3

6.1.3.1

Binding Methods for Confidentiality Labels

Binding Method 1

A copy of the data (D) and a copy of the security label (L) are stored together, as a data record, inside the secure
boundary of the system. It is assumed that the system is capable of protecting the integrity of the security label and the
integrity, as well as possibly the secrecy, of the data. The protection provided by the system must be such that an
unauthorized user or application is not capable of altering the data or its associated security label. With this binding

metho

no r‘rvpfngrnphir‘ function is needed to bind the data and the security label

6.1.3.2

A non
key (X

The di
definit

With this binding method, L and S need not be stored inside the secure boundary”of the system. If a cryptog

servic
public

6.1.3.3

A non
enciph

The M
public

With ]
servicq
calculd
agains

6.2
6.2.1

A secyrity policy in itg”simplest form is a set of criteria for the provision of security services. With regard to

contro
contro

Binding Method 2

secret digital signature (S) is calculated on D and L using a digital signature algorithm (SigAlg): and the
of a public key algorithm. That is,

S = SigAlg(X,f(D),L)

pital signature is stored together with D and L in a data record. The generated digital.Signature binds L to D
on, fis a public function such that f(D) does not reveal information about D.

is invoked with an incorrect value of L, D or S, the inconsistency is detected. This is accomplished us
key of the public key algorithm as a verification key to verify the signagure:

Binding Method 3

secret message authentication code (MAC) is calculated onyD and L using a MAC-generation modd
erment algorithm (MacAlg) and a secret MAC algorithm key,(K-MAC). That is,

MAC = MacAlg(K-MAC,f(D),L)

AC is stored together with D and L in a data record. The generated MAC binds L to D. In this definition
function such that f(D) does not reveal information about D.

his binding method, L and MAC need nofbe stored inside the secure boundary of the system. If a cryptog
is invoked with an incorrect value of 5] D or MAC, the inconsistency is detected. This is accomplis|
ting a MAC-of-reference using the previded values of L and D and a copy of K-MAC, and comparing th
the provided MAC.

Security Policy Information File

Introduction

, security policy~iS a subset of a higher system-level security policy that defines the means for enforcing
policies between initiators and targets. The access control mechanisms must:

— _sallow communication where a specific policy permits; and

2\, ' deny communication where a specific policy does not explicitly permit.

private

In this

rraphic

ng the

of an

,fisa

rraphic
hed by
b result

access
access

A secu
inform:

TiTy policy is the basis for the decisions made Dy the access COMrol mechanisms. DOMain-specilic security
ation is conveyed via the Security Policy Information File.

The Security Policy Information File contains a sequence of the following:

—  versioninformation — indicates the version of the ASN.1 syntax and associated semantics of the S
Policy Information File specification.

— updatelnformation — indicates the currency of the security policy information file data.

policy

ecurity

—  securityPolicyldData — identifies the security policy to which the Security Policy Information File

applies.

—  privilegeld — indicates the OID that identifies the syntax included in the clearance attribute s
category of relying certificates used in conjunction with the Security Policy Information File. The
indicated by privilegeld must be consistent with that indicated by rbacld.

ITU-T X.841 (10/2000 E)
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—  securityClassifications — maps the classification of the security label to a classification in the clearance
attribute, and also provides equivalency mappings.

— rbacld — rule based access control object identifier which identifies the syntax included in the
securitylLabel security category that is used in conjunction with the Security Policy Information File. The
syntax indicated by rbacld must be consistent with that indicated by privilegeld.

—  securityCategories — maps the security categories of the security label to the security categories in the
clearance attribute, and also provides equivalency mappings.

— equivalentPolicies — consolidates all equivalent policies in the SPIF.

— defaultSecurityPolicyldData — identifies the security policy which will apply if data is received without a
security label.

— extensions — provides a mechanism to include additional capabilities as future requirements are
1dentified.

The Sqcurity Policy Information File is a signed object to protect it from unauthorized changes.

6.2.2 ASN.1 Specification of the Security Policy Information File
The Sqcurity Policy Information File is defined by the following syntax:

SecurityPolicylnformationFile ::= SIGNED {EncodedSPIF}
EncodedSPIF ::= TYPE-IDENTIFIER.&Type( SPIF )

SPIF ::= SEQUENCE {

versioninformation VersioninformationData DEFAULT v1,
updatelnformation UpdatelnformationData,

securityPolicyldData ObjectidData;

privilegeld OBJECT IDENTIFIER,

rbacld OBJECT IDENTIFIER,

securityClassifications [0] SEQUENCE OF SecurityClassification OPTIONAL,
securityCategories [1] SEQUENCE OF SecurityCategory OPTIONAL,
equivalentPolicies [2] SEQUENCE OF EquivalentPolicy OPTIONAL,
defaultSecurityPolicyldData [3] ObjectldData OPTIONAL,

extensions [4] Extensions OPTIONAL }

6.2.2.1 Version Information

The vdrsioninformation field indicates the ASN.](syntax version as well as the associated semantics.

VersioninformationData ::= INTEGER { v1(0) } (0..MAX)

6.2.2.2 Update Information

The updatelnformationData is a-sequence of information pertaining to the specific version of the SPIF dafa. The
sPIFVersionNumber differentiates-between different versions of the SPIF information for the security policy id¢ntified
in securityPolicyldData in' the SPIF. The creationDate indicates when the SPIF was generated. The
origingtorDistinguishedName identifies the signer of the SPIF. The keyldentifier identifies the key used to sjgn the
SPIF.

UpdatelnformationData ::= SEQUENCE {

sPIFVersionNumber INTEGER (0..MAX),
CreationDate GeneralizedTime,
originatorDistinguishedName Name,

keyldentifier OCTET STRING OPTIONAL }

6.2.2.3 Security Policy ID Data

The securityPolicyldData identifies the security policy to which the SPIF applies. The securityPolicyldData is defined
as ObjectldData, where ObjectldData is a sequence of objectld and objectidName. An objectld is the OID assigned to
a specific object, while the objectldName is a string identifying a specific object.

ObjectldData ::= SEQUENCE {
objectld OBJECT IDENTIFIER,
objectidName ObjectidName }
ObjectldName ::= DirectoryString {ubObjectildNameLength}

6.2.2.4 Privilege Identifier

The privilegeld object identifier identifies the syntax that is included in the clearance attribute security category of
relying certificates used in conjunction with the SPIF.

6 ITU-T X.841 (10/2000 E)
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6.2.2.5 RBAC Identifier

The rbacld object identifier identifies the syntax that is included in the securityLabel security categories used in

conjunction with the SPIF. The syntax indicated by rbacld must be consistent with that indicated by privilegeld.

6.2.2.6 Security Classifications

A SecurityClassification SEQUENCE is present in the SPIF for each security classification value defined for the

security policy identified in securityPolicyldData. This is an OPTIONAL element.

The labelAndCertValue represents the value assigned to this classification in the security label and the integer value

representing the bit location of this security classification in the clearance attribute classList BIT STRING.

The classificationName is a strlng 1dent1fy1ng thls clas51ﬁcat10n used by the appllcatlon to determine the text to be

displayed-to-the use

The equivalentClassifications is a sequence of classification values (defined in security policies (0thg
securityPolicyldData) that are equivalent to the SecurityClassification labelAndCertValue.

The hierarchyValue indicates the relative position of the SecurityClassification labelAndCertValue in-the hiera
securitly classifications in the security policy indicated by the securitypolicyldData. The hierarchyValue must be
within|the security policy.

The markingData identifies the marking information attached to the data object. markingData is composed of
and mprking codes which identify where the string is physically displayed. If the markingPhrase is absent, t}
markingCode applies to the SecurityClassification classificationName.

When [a security category or security classification is selected for inclusion in-the security label, the associate
requiredCategory field, if present, indicates the security categories that must also be included in the security |
conjuniction with the selected value. If the requiredCategory field is.@of ‘present, then the selected value
dependencies on any security categories.

If OpfiionalCategoryGroup operation is onlyOne, then one (and. enly one) of the security categories inclu
categgryGroup must be included in the security label. If OptionalCategoryGroup operation is oneOrMore, then
more [of the security categories included in categoryGroup must be included in the security lal
OptionalCategoryGroup operation is all, then all of thelsecurity categories included in categoryGroup 1
includ¢d in the security label. The user must select each~value. If multiple OptionalCategoryGroups are pre]
requiredCategories, then the requirement expressed by all of the OptionalCategoryGroups must be sa
categqryGroup is a sequence of OptionalCategoryData. The optCatDatald object identifier must specify a sy
use in [the OptionalCategoryData categorydata ficld that is consistent with those specified by the rbacld, priv|
and SHIF SecurityCategory type object idertifiers.

The opsolete component, when set to \RUE, indicates that a formerly valid classification is now obsolete.
classiffcation may be associated with(old' data objects, but it should not be associated with the new ones.

SecurityClassification, ::= SEQUENCE {

labelAndCertValue LabelAndCertValue,
classificationName ClassificationName,
equivalentClassifications [0] EquivalentClassifications OPTIONAL,
hierarchyValue INTEGER,

markingData [11 MarkingDatalnfo OPTIONAL,
requiredCategory [2] OptionalCategoryGroups OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }

r than

rchy of
unique

strings
len the

i SPIF
abel in
has no

ded in
one or
pel. If
ust be
sent in
tisfied.
tax for
legeld

Such a

babelAndCertValue ::= INTEGER (0 .MAX)

= mgtiT}
EquivalentCIassifications ::= SEQUENCE SIZE(0..MAX) OF EquivalentClassification

EquivalentClassification ::= SEQUENCE {
securityPolicyld OBJECT IDENTIFIER,
labelAndCertValue LabelAndCertValue,
applied Applied }

Applied ::= INTEGER {
encrypt (0),
decrypt (1),
both (2)}

(encrypt | decrypt | both)

MarkingDatalnfo ::= SEQUENCE SIZE(1..MAX) OF MarkingData
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MarkingData ::= SEQUENCE {
markingPhrase MarkingPhrase OPTIONAL,

markingCodes MarkingCodes OPTIONAL }
(ALL EXCEPT({-- none; at least one component shall be present --}))

MarkingPhrase ::= DirectoryString { ubMarkingPhraseLength }
MarkingCodes ::= SEQUENCE SIZE(1..MAX) OF MarkingCode
MarkingCode ::= INTEGER {

pageTop (1),
pageBottom (2),
pageTopBottom (3),
documentEnd (4),
noNameDisplay (5),
noMarkingDisplay (6),
unused (7),
documentStart (8),
suppressClassName 9) }

OptionalCategoryGroups ::= SEQUENCE SIZE(1..MAX) OF OptionalCategoryGroup
OptionalCategoryGroup ::= SEQUENCE {

operation Operation,

categoryGroup CategoryGroup }
Operation ::= INTEGER {

onlyOne (1),

oneOrMore (2),

all (3)}

(onlyOne | oneOrMore | all)

CategoryGroup ::= SEQUENCE SIZE(1..MAX) OF OptionalCategoryData
OptionalCategoryData ::= SEQUENCE {

optCatDatald OC-DATA.&id({CatData}),

categorydata OC-DATA.&Type({CatData}{@optCatDatald }) }

OC-DATA ::= TYPE-IDENTIFIER
CatData OC-DATA := {...}

6.2.2.71 Security Categories

A SedurityCategory SEQUENCE jsvpresent in the SPIF for each security category defined for the security|policy
identiffed in securityPolicyldDatd. The SecurityCategory syntax is defined in the confidentiality label given in 6{1. The
syntax| defined for use in the/SecurityCategory value field that is indicated by the SecurityCategory type|object
identiffer must be consistent Wwith the syntaxes indicated by the privilegeld, rbacld and optCatDatalD object identiffiers.

6.2.2.§ Equivalent Policies

values| The _securityPolicyld is an Object Identifier that identifies the equivalent security policy. The

The eIuivaIentPoIicies is a list of all security policies for which values have been included in the SPIF as eqyivalent
securityPolicyName is an optional directory string identifying the name of the equivalent security policy.

EquivalentPolicy ::= SEQUENCE {
securityPolicyld OBJECT IDENTIFIER,
securityPolicyName SecurityPolicyName OPTIONAL}

SecurityPolicyName ::= DirectoryString {ubObjectidNameLength}

6.2.2.9 Default Security Policy Identifier

The value for defaultSecurityPolicyldData supports interoperability with applications that do not support access control.
This object identifier is referenced when no security label is used.

Note that the default security policy will be mapped to a single classification level. When a security classification value
is mapped to the Default Security Policy, then the SPIF SecurityClassification SEQUENCE for the designated value
will include an equivalentClassification SEQUENCE in which the policyld is set to the Default Security Policy object
identifier.
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6.2.2.10 Extensions

The extension field is a sequence of information that allows for future expansion of the SPIF as additional requirements
are identified while maintaining interoperability with previous SPIF implementations. It contains the extnld, critical, and
extnValue components. The syntax is imported from ITU-T Rec. X.509 | ISO/IEC 9594-8.

An extension may be designated as critical or non-critical. A SPIF-using system MUST reject the SPIF if it encounters a
critical extension it does not recognize; however, a non-critical extension may be ignored if it is not recognized. Caution
should be exercised in adopting any critical extensions that might prevent use in a general context.

Extensions ::= SEQUENCE OF Extension

Extension ::= SEQUENCE {

extnld EXTENSION.&id ({ExtensionSet}),
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING

-- contains a DER encoding of a value of type &ExtnType
-- for the extension object identified by extnld -- }

ExtensionSet EXTENSION ::= {...}

EXTENSION ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,
&ExtnType }
WITH SYNTAX { SYNTAX &ExtnType IDENTIFIED BY &id }

6.3 Clearance Attribute

6.3.1 Introduction

The (learance attribute is used to define the authorizations granted a specific user or application entity. The
author|zations granted to a user or application entity maytbe a subset of the organization's total security poljcy (or
policigs). Alternately, authorizations may encompass the security policy in its entirety.

The clparance attribute contains three components: ‘policyld, classList, and, optionally, securityCategory as illystrated
in Figyre 1 below.

clearance

— policyld

— classList

L—  securityCategory

FO733460/d0¢

Figure 1 — Clearance Attributes Structure

The policyld OID identifies which optional components must be present. The classList component defines the user's
granted and hierarchical clearances as indicated by ClassList, which is defined by ITU-T Rec. X.501 | ISO/IEC 9594-2.
Other non-hierarchical class lists could be defined elsewhere for inclusion in other SIOs or addressed in security
categories. The securityCategory component identifies any number of restrictive and permissive bit mapped security
categories as well as restrictive and permissive enumerated security categories assigned to the user. This structure is
illustrated in Figure 2.
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clearance
Sequence
policyld classList securityCategory (optional)
unmarked (0) Authorizations defined for a domain:
. unclassified (1)

OID Identifying restricted (2) - Permissive Access (EE must have one)

the Security Policy confidential (3) — Restrictive Access (EE must have all)
secret (4) — Enumerated Access (e.g. National Access)
topSecret (5)

T0733170/d02

Figure 2 — Clearance Attribute Fields

6.3.2 Definition of clearance attribute
The clgarance attribute is defined:

clearance ATTRIBUTE ::= { WITH SYNTAX Clearance
ID id-at-clearance }

id-at-clearance OBJECT IDENTIFIER ::= {
joint-iso-itu-t (2) ds (5) attributeType (4) clearance (55) }

Clearance ::= SEQUENCE {

policyld OBJECT IDENTIFIER,

classList ClassList DEFAULTAunclassified},

securityCategories SecurityCategories ‘OPTIONAL}
ClassList ::= BIT STRING {

unmarked (0),

unclassified (1),

restricted (2),

confidential (3),

secret (4),

topSecret 3) 1}

SecurityCategories ::= SET SIZE(1..MAX) OF SecurityCategory
-- SecurityCategory is defined ifi the confidentiality label given in subclause 6.1.2

7 Security Information:Object Interaction

7.1 SIO Class Structare Comparison

Figure|3 shows the structures of the confidentiality label, the ITU-T Rec. X.501 | ISO/IEC 9594-2 clearance attribfite and
the SPIF for comparison. Equivalent components in these structures may be examined in application software to gchieve
specific functionality. Achievement of access control functionality using these three structures is discussed in 7.2.

7.2 Security Information Object Interaction for Access Control

Access—eontrot-inehides—the—eoneept-of-eonveyinganthorizattons—for-mittators—or—users—through-the—use—ef-a—etearance
attribute and assigning sensitivities to target objects by means of a security label. The SPIF is used to interpret these
authorization and sensitivity parameters. Application software uses the SPIF to apply sensitivities to targets, read
sensitivities from labels, read and assert authorizations in certificates, and determine legitimate policy mappings across
security policy domains.

The mechanisms used to convey the authorizations and sensitivities are classifications and categories. Classifications and
categories are asserted in a clearance attribute embedded in a user's certificate thereby conveying the authorizations of
that user. Classifications and categories are also asserted in an object's security label thereby conveying the sensitivities
of that object. Access to an object is permitted when authorizations conveyed in the clearance attribute of a user are
sufficient when compared to the sensitivities conveyed in the security label of the target object. Figure 4 illustrates the
interactions among the SIOs defined herein to achieve access control in a data storage environment. The authorizations
in the data owner's clearance attribute, contained in the certificate associated with the data owner, limit what
authorizations from the SPIF the owner can assert in the label for the target data. The label is bound with the data and
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placed in storage. In accessing data in the storage device, the user's clearance attribute, contained in the certificate
associated with the user, is compared with the label bound with the target data in the Access Control Decision function.
If permissive sensitivities exist in the security label, they are checked to ensure that at least one of the sensitivities
present in each permissive tag in the security label is also authorized in the certificate (permissive authorization(s))
allowing access to the target data object through the Access Control Enforcement function. A similar access control
scenario for a messaging environment is shown in Figure 5.

Confidentiality clearance
Label attribute SPIF
security-policy- ] securityPolicyld
identifier ] policyld ] Data
security- . security]
classification classList Classificatipns
privacy-mark — rbacld
[ [ [
SecurityCategory L___| SecurityCategory L___| SecurityCatggory
T07331804d03
Figure 3 — Equivalent Object Class Comparison
Owner's User's
sPIF Clearance Clearance
Attribute Attribute
Label
o
Data ontrol Decision
Labey L [
Access Control
Enforcement
Binding v
Data
\ Deny Grant
Storage
Label

Data
Data v

T0733190/d04

Figure 4 — Data Storage Access Control
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12

Message

Figure 5 — Messaging Scenario Access Control

. M¢gssage

Initiator’s Recipient’s
Clearance Clearance
Attribute Attribute
Label
""""" Access
> > Control Decision
Data
Label | 0 T
Access Control
o Enforcement
Binding Message
Transmission
System
Message

.

T07$3200/d05
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Annex A

Security Information Objects for Access Control in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value, and information object class definitions contained in this
Recommendation | International Standard, in the form of an ASN.1 module.

Sl GsAccessControl - MODULE  {
joint-iso-itu-t sios(24) specification(0) nodul es(0) accessControl (0)
}
DEFINITIONS IMPLICIT TAGS ::= BEG N
-- EXPORTS Al l; --
| MPCRTS
i d- at - cl earance
FROM EnhancedSecurity -- ITUT Rec. X501 | ISOIEC 9594-2 --
AT[TRI BUTE, Nane
FROM | nf or mat i onFr amewor k -- I TU-TVRec. X. 501 | ISOIEC 9594-2 --
Exft ensi ons
FROM Certifi cat eExt ensi ons -- ITUT Rec. X.509 | ISOIEC 9594-8 --
DifectoryString {}
FROM Sel ect edAt tr.isbut eTypes; -- ITUT Rec. X. 520 | 1SO | EC 9594-6 --
i d- Confidential i‘tyLabel OBJECT IDENTIFIER ::= {joint-iso-itu-t sios(24) specificatijn(0)
securf tyLabel s(\) confidentiality(0)}
ConfidentialitylLabel ::= SET {

security-policy-identitier SecurityPolicyldentifier OPITONAL,

security-classification I NTEGER( 0. . MAX)  OPTI ONAL,
privacy- mark PrivacyMark OPTI ONAL,
security-categories SecurityCategories OPTI ONAL

}
(ALL EXCEPT({-- none; at |east one conponent shall be present --}))

SecurityPolicyldentifier ::= OBJECT | DENTIFI ER

ITU-T X.841 (10/2000 E) 13
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PrivacyMark ::= CHO CE {
pString Printabl eString (SIZE(1..ub-privacy-mark-1ength)),
utf8String UTF8String (SIZE(1..ub-privacy-mark-1ength))

}
ub-privacy-mark-length INTEGER ::= 128 -- as defined in X 411
SecurityCategories ::= SET SIZE(1l..MAX) OF SecurityCategory
Securj tyCat egory ::= SEQUENCE {
t yjpe [0] SECURI TY- CATEGORY. & d({SecurityCategoriesTable}),
val ue [1] EXPLICI T SECURI TY- CATEGORY. &Type(
{SecurityCategoriesTabl e}{@ype})
}
SECURI TY- CATEGORY :: = TYPE- | DENTI FI ER
Secur| t yCat egori esTabl e SECURI TY- CATEGORY :: = {
-- objects defined as needed --
}
SecurjtyPolicylnformationFile ::= SIGNED {. EncodedSPI F }
-- Type EncodedSPIF is an open type cdnstrained to be a val ue
-- of| type SPIF. This open type réprésentation i s an opaque
-- stfing of hexadecimal charatters suitable for signature
-- and signature verificati.en operations.
EncodedSPI F :: = TYPE-\BENTI FI ER. &Type( SPIF )
SPI F | : = SEQUENCE {
velr si onl"af*or mat i on Ver sionl nfornati onData DEFAULT v1,
updat el nf or mat i on Updat el nf or mat i onDat a,
securityPol T cyldbat a o) ectIdDbat a,
privilegeld OBJECT | DENTI FI ER,
rbacl d OBJECT | DENTI FI ER,
securityd assifications [0] Securityd assifications OPTIONAL,
securityCategories [1] SPIF-SecurityCategories OPTI ONAL,
equi val ent Pol i ci es [2] Equival entPolicies OPTIONAL,
defaul t SecurityPolicyldData [3] CbjectldData OPTI ONAL,
ext ensi ons [4] Extensions OPTI ONAL
}
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VersionlnformationData ::= INTEGER { v1(0) } (0..MAX)
Updat el nformati onData ::= SEQUENCE {
sPI FVer si onNunber SPI FVer si onNunber ,
creationDate Ceneral i zedTi e,
origi natorDi stingui shedNane Nane,
keyl dentifier OCTET STRING OPTI ONAL
}
SPI F\Ver si onNunber ::= | NTEGER (0. . MAX)
oj ecft | dData :: = SEQUENCE {
obj ectld OBJECT | DENTI FI ER,
obj ectl dName bj ect | dNane
}
oj ectldName ::= DirectoryString { ubCbject!| dNanmeLength }
Securjftyd assifications ::=
SEQUENCE Sl ZE( 0. . MAX) OF Securityd assificatican
SPI F-|SecurityCategories ::=
SEQUENCE SI ZE(0.. MAX) OF SecurityCategory
Equi vjal ent Policies ::=
SEQUENCE SI ZE( 0. . MAX) OF Equi“val ent Pol i cy
Securfityd assification ::£ SEQUENCE {
| apel AndCert Val ue Label AndCert Val ue,
cllassi fi cati onNane Cl assi fi cati onNane,
equi val ent G assifications [0] Equival entd assifications OPTI ONAL,
hijer ar chyVal,ue | NTEGER,
ki ngbat a [1] MarkingDatalnfo OPTI ONAL,
:Lui r edCat egory [2] Optional CategoryG oups OPTI ONAL,
obsol et e BOOLEAN DEFAULT FALSE
}
Label AndCert Val ue ::= | NTEGER( 0. . MAX)
ClassificationNanme ::= DirectoryString { ubC assificati onNanmeLength }
Equi val ent d assifications ::=

SEQUENCE SI ZE( 0. . MAX) OF Equi val entd assification

ITU-T X.841 (10/2000 E)
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Equi val ent d assi fication ::= SEQUENCE {

securityPolicyld OBJECT | DENTI FI ER,

| abel AndCert Val ue Label AndCert Val ue,

applied Appl i ed
}
Applied ::= I NTEGER {

encrypt (0),

decrypt (1),

bot h (2)
}

(encrypt | decrypt | both)

Mar ki jngDat al nfo ::= SEQUENCE Sl ZE(1..MAX) OF Mar ki ngDat a
Mar ki jngDat a :: = SEQUENCE {
ki ngPhrase Mar ki ngPhrase OPTI ONAL,
:[ ki ngCodes Mar ki ngCodes  OPTI ONAL
}

(ALY EXCEPT({-- none; at |east one conponent.shall be present --}))
Mar ki jngPhrase ::= DirectoryString { ubMarki ngPhraseLength }
Mar ki jngCodes ::= SEQUENCE SI ZE(1... MAX) OF Mar ki ngCode
Mar ki jngCode :: = | NTECER{

pageTop (1),
palgeBott om (2),
pageTopBottom (3),
docurent,End (4),
noNameDi spl ay (5),
noMar ki ngDi splay (6),
unused (7),
docurent St art (8),
suppressd assNane (9)
}

Opt i onal Cat egoryGroups :: =

16

SEQUENCE Sl ZE(1.. MAX) OF Optional Cat egoryG oup
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