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Foreword

ISO (the
Commis

International Organization for Standardization) and IEC (the International Electrotechnical
sion) form the specialized system for worldwide standardization. National bodies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take pa

tin the work

The pro
describe
the diffd
editoria

Attention is drawn to the possibility that some of the elements of this document may be the subjedt

of pater]
rights. I
Introdu
list of p4

For an

express
World T
.org/iso

cedures used to develop this document and those intended for its further maintenance.ate

d in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fdr
rent types of document should be noted. This document was drafted in accordance-with thie
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

t rights. ISO and IEC shall not be held responsible for identifying any or all such patert
etails of any patent rights identified during the development of the document will be in thie
tion and/or on the ISO list of patent declarations received (see www.iso:0Tg/patents) or the IEC
tent declarations received (see http://patents.iec.ch).

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

bxplanation of the voluntary nature of standards, the{meaning of ISO specific terms anfd
ons related to conformity assessment, as well as information about ISO's adherence to thie
rade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.isp
foreword.html.

This do
Subcom

technic
IEC 156

This th{d edition cancels and replaces the.second edition (ISO/IEC 15693-3:2009) which has bee

The maipn changes compared to the-previous edition are as follows:

— RFU
— fast
A list of

Any feed
complet

fument was prepared by Joint Technical.@ommittee ISO/IEC JTC 1, Information technology,
mittee SC 17, Cards and security devices for-pérsonal identification.

-

lly revised. It also incorporates:the Amendments ISO/IEC 15693-3:2009/Amd 2:2015, 1SO
3-3:2009/Amd 3:2015 and ISO/IEC 15693-3:2009/Amd 4:2017.

bits;
response data rates:

b1l parts in the 180 15693 series can be found on the ISO website.

=

|lback orquestions on this document should be directed to the user’s national standards body.
e listing of these bodies can be found at www.iso.org/members.html.

Vi
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Introduction

ISO/IEC 15693 (all parts) is one of a series of International Standards describing the parameters for
identification cards as defined in ISO/IEC 7810 and the use of such cards for international interchange.

This document describes the anticollision and transmission protocols.

This document does not preclude the incorporation of other standard technologies on the card.

doupled cards), the ISO/IEC 14443 series (proximity cards) and the ISO/IEC 15693 serjiés)|vicinity
dards). These are intended for operation when very near, nearby and at a longer dista
dssociated coupling devices, respectively.

© ISO/IEC 2019 - All rights reserved vii
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Cards and security devices for personal identification —
Contactless vicinity objects —

Part 3:

: Hisi , . I

1 Scope
This document specifies:
—+ protocols and commands;

-+ other parameters required to initialize communications between a vicinity integrated cir¢uit card
and a vicinity coupling device;

-+ methods to detect and communicate with one card among seyeral cards ("anticollision");

-+ optional means to ease and speed up the selection of one@mong several cards based on application
criteria.

|

his document does not preclude the incorporation.of other standard technologies on the|card as
escribed in Annex A.

(oW

2 Normative references

—

he following documents are referred.to in the text in such a way that some or all of their| content
onstitutes requirements of this docwment. For dated references, only the edition cited applies. For
yYndated references, the latest edition-of the referenced document (including any amendments)|applies.

Q

]

BO/IEC 13239, Information stechnology — Telecommunications and information exchange |between
ystems — High-level data link'control (HDLC) procedures

[ %)

]

50/1EC 15693-1, Cards.and security devices for personal identification — Contactless vicinity objects —
art 1: Physical characteristics

—  ~y

50/1EC 15693:2) €ards and security devices for personal identification — Contactless vicinity opjects —
art 2: Air interfdce and initialization

~

3 Terms, definitions, symbols and abbreviated terms

4 aal 3 3 =
-1 ICTTIILS AU UTIIITILIUID

For the purposes of this document, the terms and definitions given in ISO/IEC 15693-1, ISO/IEC 15693-
2 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2019 - All rights reserved 1


https://www.iso.org/obp/ui
http://www.electropedia.org/
https://standardsiso.com/api/?name=6f10a170fc04d5fbe1e9deaea5a64f51

ISO/IEC 15693-3:2019(E)

3.1.1
anticoll

ision loop

algorithm used to prepare for and handle a dialogue between a VCD and one or more VICCs from several
in its energizing field

3.1.2
byte

string that consists of 8 bits of data designated b1 to b8, from the most significant bit (MSB, b8) to the

least sig

nificant bit (LSB, b1)

3.1.3
payload
part of
defined

Note 1 to

314
Respon
VICC md

n this document

seBuffer

using a ReadBuffer command

3.1.5
Write a
commal

3.2 Sy

fe
AFI

CRC

CS

CSI
DSFID
EOF
LSB
LSByte
MSB

like

mbols and abbreviated terms

application family identifier
cyclic redundancy check
Cryptographic Suite
Cryptographic Suite Identifier
data storage format.identifier
end of frame

least significant bit

least significant byte

most significant bit

he message data which conveys information relating to the use of the security command

entry: The message data is defined in the ISO/IEC 29167 series.

mory area where the result of a cryptographic operation is stored which may be retrieved

d or request resulting in a non-volatile change to the conténts of the VICC memory

frequency of operating field (carrier frequency)

[72)

MSByte
RFU
SOF
UID
VCD

VICC

mostsigmnificantbyte
reserved for future use
start of frame

unique identifier
vicinity coupling device

vicinity integrated circuit card

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=6f10a170fc04d5fbe1e9deaea5a64f51

ISO/IEC 15693-3:2019(E)

4 Definition of data elements

4.1 UID

The VICCs are uniquely identified by a 64 bits UID. This is used for addressing each VICC uniquely and
individually, during the anticollision loop and for one-to-one exchange between a VCD and a VICC.

The UID shall be set permanently by the IC manufacturer in accordance with Table 1.

l'able 1 — UID format

— the MSByte (bits 64 - 57) which shall be 'E0’;

— the IC manufacturer code (bits 56 - 49) defined in ISO/IEC 7816-6;

— aunique serial number (bits 48 - 1) assigned by the IC manufacturer.

4.2 AFI

=

he AFI represents the type of application targeted by.the VCD and is used to extract from all t
dresent only the VICCs meeting the required application criteria.

p—

F may be programmed and locked by the respective commands.

The AFI is coded on one byte, which constituites 2 nibbles of 4 bits each.

—

he most significant nibble of the AFl isused to code one specific or all application families, as
n Table 2.

—

—

he least significant nibble of the AFI is used to code one specific or all application sub-famil
hmily codes different from.0:are proprietary.

-

Table 2 — AFI coding

MSB LEB
64 57|56 4948 AL
'E0Q’ IC Mfg code IC manufacturer serial number
The UID comprises:

he VICCs

defined

jes. Sub-

s?gl;lilflilcoasltt %asrtlt (EETI T Examples/comments
hibble N‘ﬁl ibble VICCs respond from
‘0’ ‘0’ All families and subfamilies No applicative preselection
X 0’ All sub-families of family X Wide applicative preselection
X Y Only the Yth sub-family of family X
‘9 Y Proprietary-stb-famiy-Yonty
“1' ‘0,Y Transport Mass transit, bus, airline
'2' ‘0,Y Financial IEP, banking, retail
'3’ ‘0,Y Identification Access control
'4' ‘0,Y Telecommunication Public telephony, GSM
‘5’ ‘0,Y Medical
'6' ‘0,Y Multimedia Internet services
7' ‘0,Y Gaming
'8’ ‘0,Y Data storage Portable files

NOTE X=1"to ‘F,Y="1to ‘F.

© ISO/IEC 2019 - All rights reserved
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Table 2 (continued)

AFI most AFI least .
significant | significant T Examples/comments
. . VICCs respond from
nibble nibble

'9' ‘0,Y EAN-UCC system for Application
Identifiers

'A' ‘0,Y Data Identifiers as defined in ISO/
IEC 15418

'B' 05 HPY (UlliVCl satPostat 'U'lliUll)

'C' ‘0,Y IATA (International Air Transport
Association)

'D' ‘0,Y RFU

'E' ‘0,Y RFU

‘F’ ‘0,Y RFU

NOTE XE‘1Tto‘F,Y="1to F.

The support of the AFI by the VICC is optional.

If the ARl is not supported by the VICC and if the AFI_flag is set, the VICC shdll not answer whatever thie
AFI value is in the request.

If the ARl is supported by the VICC, it shall answer according to thematching rules described in Table 2.

Figure 1f shows the VICC decision tree for the AFI.

4 © ISO/IEC 2019 - All rights reserved
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Inventory
request
received

AFI_flag Set Answer

AFI supported
by VICC

No answer

AFI value=0

AFI value
= VICE\s\AFI

No answer

Answer

Answer

NOTE "Answer" means that the VICGlanswers to the Inventory request.

Figure 1 — VICC decision tree for the AFI

4.3 DSFID
The DSFID indicates-how the data is structured in the VICC memory.

F may be pragrammed and locked by the respective commands. It is coded on one byte. It allows for
hstant knewledge on the logical organisation of the data.

e

If its programming is not supported by the VICC, the VICC shall respond with the value zero ('00").

4 cRC
O § GItG

The CRC shall be calculated in accordance with ISO/IEC 13239.
The initial register content shall be all ones: 'FFFF".
For examples, refer to Annex C.

The two bytes CRC are appended to each request and each response, within each frame, before the EOF.
The CRC is calculated on all the bytes after the SOF up to but not including the CRC field.

Upon reception of a request from the VCD, the VICC shall verify that the CRC value is valid. If it is invalid,
it shall discard the frame and shall not answer (modulate).

© ISO/IEC 2019 - All rights reserved 5
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Upon reception of a response from the VICC, it is recommended that the VCD verifies that the CRC value

is valid.

Ifit is invalid, actions to be performed are left to the responsibility of the VCD designer.

The CRC is transmitted least significant byte first (see Table 3).

Each byte is transmitted least significant bit first.

Table 3 — CRC bits and bytes transmission rules

NOTE
error rat

4.5 S¢

The secuirity framework provides an interface to the crypto suites defined.in.the ISO/IEC 29167 serie$.

Crypto s

The security framework includes optional security features such as VICC or VCD Authentication, Mutual

Authent

5 VI

The com
pages) o

— Up to 65 536 blocks can be addressed.

— The
— This
The con
implicit
revisio

6 Block security status

The bloq
specifie
and 8 as

LSByte MSByte
LSB ........................................... N MSB
CRC 16 (8 bits) CRC 16 (8 bits)
T first transmitted bit of the CRC

ot

The probability that CRC 16 detects an error depends on the frame length and bit errof.rate. Witha b
e of 1E-4 the maximum frame length is less than 512 bytes.

curity framework

uites are identified by an 8-bit CSI defined in ISO/IEC 29167-1.
cation, key update or secure messaging.

C memory organization

mands specified in this document assume that the physical memory is organized in blocks (g
f fixed size.

—

block size can be of up to 256 bits:
leads to a maximum memory capacity of up to 2 MBytes (16 MBits).

mands described in this(document allow the access (read and write) by block(s). There is n|
or explicit restriction regarding other access method, e.g. by byte or by logical object in futun
s) of this document or)in custom commands.

D O

k security)status is sent back by the VICC as a parameter in the response to a VCD request g
1 in Clause 10 (e.g. Read single block). It is currently coded on one byte but may be coded in 2, ¢
definéd in future revisions of this document (see Table 4).

[72)

It is an

termrentof the protocot. There s o implicitorexpiicitassumption that the 8 bitsare actuait

implemented in the physical memory structure of the VICC.

Table 4 — Block security status

Bit Flag name Value Description
0 Not locked
b1l Lock_flag
1 Locked
b2 to b5 Proprietary X Not defined in this document

© ISO/IEC 2019 - All rights reserved
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Table 4 (continued)

Bit

Flag name

Value

Description

b6

0

Unless otherwise specified in future
revisions of this document

See warning for legacy commands
listed in Annex E.

h7

Unless otherwise specified in future
revisions of this document

-y
A

—

See warning for legacy commands
listed in Annex E.

b8

Unless otherwise specified in future
revisions of this document

See warning for legacy ecommands
listed in Annex E.

b9 to bl6

RFU

Only present if specified in future

revisions of thisldocument and the
block security'status length_flag is set
to (0,1)b

b9 to b32

RFU

Only present if specified in future

revisions of this document and the
blocksecurity status length_flag is setf
to (1, 0)b

b9 to b64

REU

Only present if specified in future

revisions of this document and the
block security status length_flag is set
to (1, 1)b

7.1 Protocol concept

Overall protocol description

he transmission protocol (or-ptrotocol) defines
Hetween the VCD and the VIECin both directions.

It is based on the concept of "VCD talks first".

This means that anyVICC shall not start transmitting (i.e. modulating according to ISO/IEC 1
unless it has received and properly decoded an instruction sent by the VCD.

The protocol is based on an exchange of:

— areéquest from the VCD to the VICC;

=" aresponse from the VICC(s) to the VCD.

the mechanism to exchange instructions 3

The conditions under which the VICC sends a response are defined in Clause 10.

b)

c)

© ISO/IEC 2019 - All rights reserved

nd data

5693-2)

Each request and each response are contained in a frame. The frame delimiters (SOF, EOF) shall be
implemented as specified in [SO/IEC 15693-2. The maximum frame length is 8 192 bytes.

Each request consists of the following fields:

— flags;

— command code;

— mandatory and optional parameters fields, depending on the command;
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application data fields;

CRC.

d) Eachresponse consists of the following fields:

e) The
ani

f) Asi

g) A mpltiple-byte field is transmitted LSByte first, each byte is transmitted LSB first.

h) The
the

i) RF( flags shall be set to zero (0).

VICC or

commards listed in Annex E. The VICC may respond with an exror code.

7.2 Mpdes

7.2.1

The terth mode refers to the mechanism to specify in a request the set of VICCs that shall answer to thie

request,

7.2.2

When t
address

Any VI(C receiving a requést with the Address_flag set to 1 shall compare the received unique I
(addresg) to its own ID.

If it ma

commarijd description.

If it doeg not match, it shall remain silent.

7.2.3

flags;
mandatory and optional parameters fields, depending on the command;

npp]ir‘nfinn data fields;

CRC.

o

protocol is bit-oriented. The number of bits transmitted in a frame is a multiple of eight(8), i.¢.
hteger number of bytes.

hgle-byte field is transmitted LSB first.

setting of the flags indicates the presence of the optional fields. When the flag is set (to one),
field is present. When the flag is reset (to zero), the field is absent.

—

VCD receiving RFU bits set incorrectly shall disregard/the’ command or response except fq

General

Addressed mode

he Address_flag is set to )1 (Addressed mode), the request shall contain the UID of the
ed VICC.

U

ches, it shalls execute it (if possible) and return a response to the VCD as specified by the

Non-addressed mode

When the Address_flag is set to 0 (Non-addressed mode), the request shall not contain a unique ID.

Any VICC receiving a request with the Address_flag set to 0 shall execute it (if possible) and shall return
aresponse to the VCD as specified by the command description.

7.2.4

Select mode

When the Select_flag is set to 1 (Select mode), the request shall not contain a VICC unique ID.

© ISO/IEC 2019 - All rights reserved
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The VICC in the Selected state or Selected Secure state receiving a request with the Select_flag set to
1 shall execute it (if possible) and shall return a response to the VCD as specified by the command

description.

Only the VICC in the Selected state or Selected Secure state shall answer to a request having the Select

flag set to 1.

7.3 Request format

1.3.1

flags;

General

command code (see Clause 10);

parameters and data fields;

CRC (see 4.4).

The request consists of the following fields (see Figure 2):

SOF

Flags

Command

code

Parameters Data CRC EOF

o —

1.3.2 Request flags

[ consists of eight bits.

Table 5 — Request flags 1 to 4 definition

Figure 2 — General réquest format

h a request, the field "flags" specifies the' actions to be performed by the VICC and whether
orresponding fields are present or not. Fable 5 to Table 7 show the Request flags definition.

Bit Flag nanys_(_)\ Value Description
¢ 0 A single sub-carrier frequency shall be used by the VICC.
b1 Sub-cagrier flag -
1 Two sub-carriers shall be used by the VICC.
0 Low data rate shall be used unless specified otherwise in|the
definition of the command.
b2 Data_rate_flag - — —
1 High data rate shall be used unless specified otherwise inf the
definition of the command.
The meaning for flags 5 to 8 is according to Table 6.
3 Inventory_flag - - -
The meaning for flags 5 to 8 is according to Table 7.
No protocol format extension.
Protocol format is extended.
b4 Protocol
Extension_flag 1 .

See warning for legacy commands listed in Annex E.

Reserved for future use for all other commands.

NOTE 1 Sub-carrier_flag refers to the VICC-to-VCD communication as specified in ISO/IEC 15693-2.
NOTE 2 Data_rate_flag refers to the VICC-to-VCD communication as specified in ISO/IEC 15693-2.

© ISO/IEC 2019 - All rights reserved
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Table 6 — Request flags 5 to 8 definition when Inventory_flag is not set

Bit Flag name Value Description

The request shall be executed by any VICC according to the set-
ting of Address_flag.

b5 Select_flag The request shall be executed only by the VICC in Selected state.
1 The Address_flag shall be set to 0 and the UID field shall not be
included in the request.

The request is not addressed. The UID field is not included. It
Shattbeexecuted by any VICE:

b6 Address_flag The request is addressed. The UID field is included. It shall be

1 executed only by the VICC whose UID matches the UID spegified
in the request.

0

The meaning is defined by the command description' It shall be
b7 Option_flag set to 0 if not otherwise defined by the command

The meaning is defined by the command description.

Unless otherwise specified in the command definition.

b8
See warning for legacy commands listed 1Y Annex E.
Table 7 — Request flags 5 to 8 definition when Inventory_flag is set
Bit Flag name Value )lﬁscription
0 AFI field is not present.
b5 AFI_flag ——
1 AFI field is present.
0 16 slots.
b6 Nb_slots_flag
1 1 slot.
0 The meaningis defined by the command description. It shall be
b7 Option_flag set to 0 ifnot otherwise defined by the command.
The meaning is defined by the command description.
b8 Utiless otherwise specified in the command definition.

See warning for legacy commands listed in Annex E.

7.4 Response format

7.4.1 [General
The response consistsof the following fields (see Figure 3):
— flagp;

— onelor more parameter fields;

— data 5

— CRC (see 4.4).

SOF | Flags | Parameters Data CRC EOF

Figure 3 — General response format
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7.4.2 Response flags

The eight bit response flags field indicates how actions have been performed by the VICC and whether
corresponding fields are present or not. Table 8 shows the Response flags definition.

Where the value "1b" for bits b2 to b8 may be used see warning for the legacy commands listed in
Annex E.

Table 8 — Response flags 1 to 8 definition

Bit Flag name Value Description O\
0 No error.
bl Error_flag — -
1 Error detected. Error code is in the "Error" field.
0 In any response if the ResponseBuffer does not contain a valid r¢sult of
b2 ResponseBuffer a (cryptographic) calculation or if the ResponseBuffer is not supported.
Validity_flag L In any response if the ResponseBuffer containsa valid result of g (cryp-
tographic) calculation.
0 In the Final response of an In-process régly if this reply does not| contain
. the result of a (cryptographic) calculation.
b3 | Final response_flag - — -
1 In the Final response of an In-process reply if this reply containg the
result of a (cryptographic) calculation.
. No protocol format extension.
b4 Extension_flag -
1 Protocol format is exterided. Reserved for future use.
b5 b6 | ‘\\ E Block security status Length
bE 0 0 1byte
BIOCklsecuilt%’l s 0 gt 2 bytes These values shall not be used finless
b6 tus length_flag the content of the additional bytes of the
1 0 4 bytes . . . .
block security status is defined ip future
1 1 8 bytes revisions of this document.
b7 Waiting time exten- 0 No Waiting time extension request.
sion request_flag 1 Waiting time extension request.
b8 RFU

The ResponseBuffer Validityy flag shall be set or reset as specified in the command description,
Hor each of the following commands, block security status b5 and b6 in Table 8 shall be set to zero|(1 byte).
1+ Read single bloeK'with option flag = 1

—+ Read multiple blocks with option flag =1

1+ Extended Read single block with option flag = 1

—4 ‘Extended Read multiple blocks with option flag =1

— Let multiple DIOCK security status

— Extended get multiple block security status

7.4.3 Response error code

When the Error_flag is set by the VICC, the error code field shall be included and provides information
about the error that occurred. Error codes are defined in Table 9.

If the VICC does not support specific error code(s) listed in Table 9, it shall answer with the error code
'OF' ("Error with no information given").
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Table 9 — Response error code definition

Error code Meaning
'01' The command is not supported, i.e. the request code is not recognized.
'02' The command is not recognized, for example, a format error occurred.
'03' The command option is not supported.
'04' The command cannot be processed in time.
'OF' Error with no information given or a specific error code is not supported.
"1( The specilied block 1s not available (doesn't exist).
"1 The specified block is already locked and thus cannot be locked again.
1% The specified block is locked and its content cannot be changed.
13 The specified block was not successfully programmed.
'14' The specified block was not successfully locked.
15 The specified block is protected.
'4(Q)' Generic cryptographic error.

'A0' -|DF" |Custom command error codes.

all others RFU.

(@]

S

b

7.4.4 [n-process reply response formats
7.4.4.1 | Barker field
The Barker field contains the Done flag and a Barker code.
7.4.4.2 | Barker code
The Barker code is included to facilitate the synchronisation between the VCD and the VICC. It is a fixe
7-bit valpe as defined in Table 10.
Table 10 — Barker field
b8 b7 b6\ b5 b4 b3 b2 b1
X 0 T 0 0 1 1 1
Done Barker code
flag
7.4.4.3 | Done flag
The Done flag indi¢ates whether the VICC is still processing a command. Done flag = 0 means the VIC
is still processing a command; Done flag = 1 means that the VICC has finished the command processing
7.4.4.4 L Barker response
If no error occurs and the Done flag is set to 0, the Barker response contains the fields defined in
Table 11.
Table 11 — Barker response
Barker
SOF Flags field CRC16 EOF
8 bits 8 bits 16 bits
If an error occurs, the response contains the error code and is the Final response (see Table 13).

12
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7.4.4.5 Final response

If no error occurs and the Done flag is set to 1, the Final response contains the fields defined in Table 12.

Table 12 — Final response

Barker
SOF Flags field Data CRC16 EOF
8 bits 8 bits multiple of 8 bits 16 bits

—

he Data field shall be padded with least significant 0 bits as required to a minimum multiple [of 8 bits
r not be present.

(@)

If an error occurs, the Final response contains the fields defined in Table 13.

Table 13 — Final response if error flag is set

SOF Flags brror CRC16 Qﬁ)r
coae N
8 bits 8 bits 16 bits

71.4.4.6 Initial response

Ifno error occurs and the Done flag is set to 0, the Initial response contains the fields defined in able 14.

Table 14 — Initial response

\ 24
SOF Flags Barker | X0 poia CRC16 EOF
field N
8 bits 8 bits 16 bits 16 bits

—

he Done flag is set to 0. The Data field‘contains the timing information. Timing information fis coded
s a binary integer multiple of 4 096/f¢-(302 ps), a value of 0 indicates that the feature is not supported.

job)

If an error occurs, the response.contains the error code and is the Final response (see Table 13].

1.4.5 Waiting time extension request formats

If no error occurs, the.VICC Waiting time extension request contains the fields defined in Table|15.

Table 15 — Waiting time extension request

SOF Flags
8 bits

CRC16 EOF
16 bits

Data
16 bits

The Waiting time extension request_flag shall be set to 1.

The Data field contains the Waiting time extension delay information. Waiting time extension delay is
coded as a binary integer multiple of 4 096/f. (302 pus).

If an error occurs, the response shall use the format described in the command description.
7.5 VICC states

7.5.1 General
A VICC can be in one of the 5 following states:

— Power-off;
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— Ready;

— Quiet;

— Selected;

— Selected Secure.

The transition between these states is specified in Figure 4.

The support aof the Power-off Ready and Quiet statesis m:mdnfnry

The support of the Selected and Selected Secure states is optional as represented with a dotted lineip
Figure 4.

The VICC state transition diagram shows only valid transitions. In all other cases the current’ VICC stat
remains| unchanged. When the VICC cannot process a VCD request (e.g. CRC error, etc.);-it'shall stay i
its currgnt state.

= (D

The intgntion of the state transition method is that only one VICC should be in the-Selected or Selected
Secure dtate at a time.

NOTE The case where one VICC is in a Selected state and another is in a Selected Secure state can happen |f
a first VILCC is selected, and a second VICC moves in the Selected Secure state when the VCD does a VCD or Mutu
Authentifation. Only the VCD can prevent this situation to occur by deselecting the first VICC before doing th
VCD or Mutual Authentication with the second one.

D —

7.5.2 Power-off state

The VIC( is in the Power-off state when it cannot be activated by the VCD.

7.5.3 Ready state

The VICC is in the Ready state when it is activated by the VCD. It shall process any request unles
otherwike specified in the command definitioir where the Select_flag is not set.

v

In a Reddy state, a VCD can perform a VICC Authentication by a successful Challenge, ReadBuffer g
Authentjcate command sequence. After a VICC Authentication, the VICC remains in the Ready state.

—

For a transition from the Ready state to the Selected Secure state, perform a VCD Authentication o
Mutual Authentication in Addressed mode containing the correct UID as specified by the crypto suiteq.

—

See Annkx D for additional,information on crypto command sequence.

7.5.4 uiet state

When in the Quiet state, the VICC shall process any request unless otherwise specified in the commangd
definitiqn wheére the Inventory_flag is not set and where the Address_flag is set.

For a tramsitiom fronr the Quiet statetotheSetected-Securestate;, performma VEDAuthenticatiomror
Mutual Authentication in Addressed mode containing the correct UID as specified in the crypto suites.

7.5.5 Selected state

The VICC in the Selected state shall process any request unless otherwise specified in the command
definition where the Select_flag is set.

For a transition from the Selected state to the Ready state, a VCD shall perform:
— Reset to Ready command with the Select_flag set;

— Select command with different VICC UID.
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For a transition from the Selected state to the Quiet state, a VCD shall perform a Stay quiet command
with the correct UID number.

For a transition from the Selected state to the Selected Secure state, perform a VCD Authentication or
Mutual Authentication as specified by the crypto suites with the Select_flag set.

7.5.6 Selected Secure state

A VICC may execute any optional commands and the mandatory Stay quiet command. All commands
all he executed with the Qp]pr‘f_flqg set except the Stay quiet or Select commands which shall be

gxecuted in Addressed mode.

Hor a transition from the Selected Secure state to the Ready state, a VCD shall perform:
—+ Reset to Ready command with the Select_flag set;

-+ Challenge command;

-+ any Authenticate command starting a new authentication process;

—+ Select command with different VICC UID.

]

h addition the VICC shall return to the Ready state in case of cryptographic errors as specifi¢d in the
rypto suites.

Q

Hor a transition from the Selected Secure state to the Quiet state, a VCD shall perform a Sty quiet
dommand with the correct UID number.

Hor a transition from the Selected Secure state tocthe Selected state, the VCD shall perform|a Select
gommand in Addressed mode containing the correct UID.

i VCD Authenticated (UID)

KeyUpdate, ReadBuffer Select with different UID,

c ds or AuthC .
On;;:z:eCoor;mltr (;nm, ; Selected : Reset to ready where Select_flagis setor Any ¢
. m Cryp H Secure ~< challenge or New Authenticate command Com
format identifiers or any (optional) - ?.\e\d Where Sel
other command where Ofpje] QU of not
Select_flagisset .~ = Tgeeepe--e- -‘ S, d
2
N
S
%, Power-off
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= : g
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is set and where elect (UID) . g (optional)
< Stay quiet (UID) where

Inventory_flagis not set ) Select_flag is set

Figure 4 — VICC state transition diagram
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8 Anticollision

8.1 General

The purpose of the anticollision sequence is to make an inventory of the VICCs present in the VCD field
by their UID.

The VCD is the master of the communication with one or multiple VICCs. It initiates card communication
by issuing the Inventory request. See Annex B for additional information how the anticollision could be

. e 1 =l AR SalnY
1mplemc TICCT OIT CITe VG .

-

The VIC( shall send its response in the slot determined or shall not respond, according to the algorithi
describgd in 8.3.

8.2 Request parameters

jom

When igsuing the Inventory command, the VCD shall set the Nb_slots_flag to the desired setting an
add aftef the command field the mask length and the mask value defined in Table 16.

The masgk length indicates the number of significant bits of the mask value: It can have any valule
betweer] 0 and 60 when 16 slots are used and any value between 0 and 64.when 1 slot is used. LSB sha|l
be trangmitted first.

The magk value is contained in an integer number of bytes. LSB shallbe transmitted first.

o

If the mpsk length is not a multiple of 8 (bits), the mask value:MSB shall be padded with the require
number |of null (set to 0) bits so that the mask value is contained in an integer number of bytes.

The nexf field starts on the next byte boundary.

Table 16 — Inventory request format

4
SOF Flags Command ’:M‘“k Mask value CRC16 EOF
W ength
8 bits 8 bits 8 bits 0 to 8 bytes 16 bits

Table 17— Example of the padding of the mask

() MSB LSB
0000 0100 1100 1111
Pad Mask value

In the eample of Table 17, the mask length is 12 bits. The mask value MSB is padded with four bits set to ().
The AFI|field shall be present if the AFI_flag is set.

The pulge-shall be generated according to the definition of the EOF in ISO/IEC 15693-2.

The first slot starts immediately after the reception of the request EOF.

To switch to the next slot, the VCD sends an EOF. The rules, restrictions and timing are specified in
Clause 9.

8.3 Request processing by the VICC

Upon reception of a valid request, the VICC shall process it by executing the operation sequence
specified in the following text in italics. The step sequence is also graphically represented in Figure 5.

NDS is the total number of slots (1 or 16)

16 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=6f10a170fc04d5fbe1e9deaea5a64f51

ISO/IEC 15693-3:2019(E)

SN is the current slot number (0 to 15)

SN_length is set to 0 when 1 slot is used and set to 4 when 16 slots are used
LSB (value, n) function returns the n less significant bits of value

"&" is the concatenation operator

Slot_Frame is either a SOF or an EOF

SN=0

if Nb_slots_flag then

NbS =1 SN_length=0

else NbS = 16 SN_length=4
endif

~

bell: if LSB(UID, SN_length + Mask_length) = LSB(SN, SN_length)&LSB(Mask, Mask_length) then

transmit response to inventory request

endif

wait (Slot_Frame)

if Slot_Frame= SOF then
Stop anticollision and decode/process request
exit

endif

if SN<NbS-1 then
SN =SN +1
goto labell
exit

endif

exit
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The Inventory request
contains the mask value
and its length. The mask
is padded with Osto a
whole number of bytes.

Padding

LSB

The mask value (less
padding) is loaded Mask value recgived in Inventory request

into the comparator.
NMSD \—/\/\_/

length

Upon reception of the
Inventory request, the
VICC resets its slot

counter to 0.

Upon reception of an
EOF, the VICC
increments its slot Slot counter
counter and loads it into
the comparator,
concatenated with the
mask value (less padding).

The concatenated result is
compared with the
least significant bits of the

VICCUID. Ifit matches, Slot number Mask value (less padding)
the VICC shall transmit

its response, according to /\/\
the other criteria
(e.g. AF], Quiet state). Ignore Compare

A

Unique identifier (UID)

MSB  J LSB

MSB LSB

NOTE When the slot itumber is 1 (Nb_slots_flag is set to 1), the comparison is made only on the mask
(without|padding).

igure 5'< Principle of comparison between the mask value, slot number and UID

8.4 Explanation of an anticollision sequence

Figure 6 summarises the main cases that can occur during a typical anticollision sequence where the
number of slots is 16.

The different steps are:
a) the VCD sends the Inventory request, in a frame, terminated by an EOF; the number of slots is 16;

b) VICC 1 transmits its response in slot 0; it is the only one to do so, therefore no collision occurs and
its UID is received and registered by the VCD;

c) the VCD sends an EOF, meaning to switch to the next slot;
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d) inslot 1, two VICCs 2 and 3 transmits their response, this generates a collision; the VCD detects it
and remembers that a collision was detected in slot 1;
e) the VCD sends an EOF, meaning to switch to the next slot;
f) inslot 2, no VICC transmits a response; therefore the VCD does not detect a VICC SOF and decides to
switch to the next slot by sending an EOF;
g) inslot 3, there is another collision caused by responses from VICC 4 and 5;
Y 41 A9 7l A WA N pa | el + pa | PR | pa | £ (L 3 i R D1 1) 4 ADAVaralk| 3
J LIICT VUL UIITIT UTUIUCT)S LU OSUIIU dIl dAUUI TS5TU 1 Cl,lblCDL klUl IIIStAdIlitT ada I\CTdu UIULI\J LU viuu 1, W ICh UID
was already correctly received;
i} all VICCs detect an SOF and exit the anticollision sequence; they process this request.and gince the
request is addressed to VICC 1, only VICC1 transmits its response;
j] all VICCs are ready to receive another request; if it is an Inventory command;’the slot numbering
sequence restarts from 0.
NOTE The decision to interrupt the anticollision sequence is up to the VCR,AtCould have continuef to send
HOFs till slot 15 and then send the request to VICC 1.
Slot 0 Slot 1
VCD | SOF | Inventoryrequest | EOF EOF
VICCs Response'l Response 2
i Response 3
Timing «—> > «—> «—>
t1 N 7 t1 )
Comment No collision Collision
Time |
Continued ..
Slot.2 Slot 3
< > >
VCD EOF EOF SOF | RequesttoVICC1 | EOF
o M -
VICCs | Response 4
_———— — ) Response
] from VICC1
Response 5
Timing < G > <>
t3 t1 t2 t1
Comment NovIcC Collision
lC)pUlle
Time |
NOTE t1, tz and t3 are specified in Clause 9.
Figure 6 — Description of a possible anticollision sequence
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9 Timing specifications

9.1 General

The VCD and the VICC shall comply with the following timing specifications.

9.2 VICC waiting time before transmitting its response after reception of an EOF
from the VCD

When th
a valid V
or befor

t1 startg

NOTE
synchror

e VICC has detected an EOF of a valid VCD request or when this EOF is in the normal sequence
CD request, it shall wait for a time t1 before starting to transmit its response to a VCD requeés
e switching to the next slot when in an inventory process (see 8.3 and 8.4).

from the detection of the rising edge of the EOF received from the VCD (see ISO/IEG/15693-2)

The synchronisation on the rising edge of the VCD-to-VICC EOF is needed for ensting the require
ization of the VICC responses.

The mi:limum value of t1 is ty . = 4 320/fc (318,6 pus)

The no
The ma3

t; d

max
the com

tl dd

max
commar

If the V
further
when in

9.3 VI

When th
of a vali

The min

time of 4
tnrt lS dE

NOTE

inal value of t1 is Eom = 4 352/f: (320,9 ps)
imum value of t1 is ty = 4 384/f: (323,3 pus)

bes not apply for Write alike requests. Timing conditions forWrite alike requests are defined i

mand descriptions.

d description. Timing conditions for those commands are defined in 9.9.

CC detects a carrier modulation during this time t1, it shall reset its t1 timer and wait for
[ime t1 before starting to transmit itswesponse to a VCD request or to switch to the next sld
an inventory process.

CC modulation ignore time after reception of an EOF from the VCD

e VICC has detected an EOFE of a valid VCD request or when this EOF is in the normal sequenc
| VCD request, it shall ignére any received 10 % modulation during a time tpjt.

ts from the detectiom of the rising edge EOF received from the VCD (see ISO/IEC 15693-2).

imum value of tit is t
VICC.

= 4 384/f. (323,3 us) + tnrt, where tyrt is the nominal respons

mit min

es not apply to commands which may use the Waiting time extension reply as indicated in thie

pendent on the VICC-to-VCD data rate and subcarrier modulation mode (see ISO/IEC 15693-2).

-

==

-+ 2D

[}

[}

The synchronisation on the rising edge of the VCD-to-VICC EOF is needed for ensuring the require

synchror

1Zation ot the VILL responses.

9.4 VCD waiting time before sending a subsequent request

a) When the VCD has received a VICC response to a previous request other than Inventory and Quiet,
it shall wait a time ¢, before sending a subsequent request. tp starts from the time the EOF has been
received from the VICC.

b) When the VCD has sent a Quiet request (which causes no VICC response), it shall wait a time ¢;
before sending a subsequent request. tp starts from the end of the Quiet request EOF (rising edge of
the EOF plus 9,44 ps, see ISO/IEC 15693-2).

20
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The minimum value of ¢ is ty . = 4 192/f (309,2 ps).
NOTE 1 This ensures that the VICCs are ready to receive this subsequent request (see ISO/IEC 15693-2).

NOTE 2  The VCD wait at least 1 ms after it activated the powering field before sending the first request, to
ensure that the VICCs are ready to receive it (see ISO/IEC 15693-2).

c) When the VCD has sent the Inventory request, it is in an inventory process. See 9.5.
iting tim for itchin he next sl ring an inventory process

9.5.1 General
An inventory process is started when the VCD sends the Inventory request. (See 8.3, 8.2,'10.3.1)).

To switch to the next slot, the VCD may send either a 10 % or a 100 % modulated EQF independgnt of the
modulation index it used for transmitting its request to the VICC, after waiting'a@'time specified in 9.5.2
and 9.5.3).

9.5.2 When the VCD has started to receive one or more VICC responses

During an inventory process, when the VCD has started to recejve‘one or more VICC responsgs (i.e. it
Has detected a VICC SOF and/or a collision), it shall:

—+ wait for the complete reception of the VICC responsé€s (i.e. when a VICC EOF has been redeived or
when the VICC nominal response time t,¢ has elapsed);

-+ wait an additional time t3;

+ thensend a 10 % or 100 % modulated EOFsto switch to the next slot.

tp starts from the time the EOF has been received from the VICC (see ISO/IEC 15693-2).
The minimum value of ¢; is ty . = 4492/f: (309,2 ps).

thrt is dependent on the VICC-to-VICD data rate and subcarrier modulation mode (see ISO/IEC 15693-2).

9.5.3 When the VCD has neceived no VICC response

During an inventory process, when the VCD has received no VICC response, it shall wait a time 3 before
sending a subsequeft EOF to switch to the next slot.

tg starts from.the time the VCD has generated the rising edge of the last sent EOF:
d) ifthe¥CD sends a 100 % modulated EOF,

the-minimum value of t3 is t3 . = 4 384/f. (323,3 us) + tsof;

H) “if the VCD sends a 10 % modulated EOF,

the minimum value of 3 is t3 .= 4 384/f: (323,3 us) + tnrt + ty .
where
tsof is the time duration for a VICC to transmit an SOF to the VCD;

tnrt is the nominal response time of a VICC.

tnrt and tsor are dependent on the VICC-to-VCD data rate and subcarrier modulation mode (see 1SO/
IEC 15693-2).
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9.6 Clarification of use of Option_flag in Write alike commands
VICC may or may not support Write alike commands with all Option_flag settings.

If the Option_flag is not set, the VICC shall return its response when it has completed the operation
starting after: o [4 352/f: (320,9 us), see 9.2] + a multiple of 4 096/f. (302 pus) with a total tolerance

of £32/f; and latest after 20 ms upon detection of the rising edge of the EOF of the VCD request.

If the Option_flag is set and supported by the VICC, the VICC shall wait for the reception of an EOF from

the VCD.and upon such reception shall return its response

The VCI shall transmit an EOF at least 10 ms and no later than 20 ms after transmitting the command.

If the V€D transmits an EOF within 10 ms, the VICC may not be able to execute the command or |t
may respt.

Upon re¢eption of an EOF the VICC shall wait for a duration of t1 before transmitting its response (see 9.2).

If the Option_flag is set and not supported by the VICC, the VICC shall return an error in the timinjg
defined jn 9.2 in the Select or Addressed mode.

9.7 Security timeout as used in the CS

A VICC ray use a security timeout for each of the following commands:
— Challenge;

— Authenticate;

— Keylpdate.

Or for tHe following crypto format indicators:

— SecyreComm;

— AuthComm.

—_—

If implemmented, a security timeout shall be triggered by specific errors as specified in the CS and sha
cause a[VICC to reject those commands or crypto format indicators for which a VICC implements
security| timeout until the end of the security timeout period.

s¥)

A security timeout shall bg-ayminimum of 20 ms and a maximum of 200 ms in any state including thee
Power-dff state.

9.8 VICCreplieSzas used in CS or extended functionalities

A 1 a nd a a A a

Ina]lre aVatalals uthen ate K Upngate commandsang secureCommn; uth Comm
indicators, the immediate VICC reply or in-process VICC reply shall be used by the VICC.

If a CS specifies a Delayed reply an in-process VICC reply shall be used.

The specified timing mechanisms may also be used for custom commands or future extensions.

9.8.2 Immediate VICC reply

See 9.2 for a specification of the immediate VICC reply as requested by the CS.
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9.8.3 In-process reply

9.8.3.1 General

019(E)

The In-process reply allows a VICC to spend longer than ¢1 and to notify the VCD that it is still processing
that command.

The In-process reply is composed of two modes called Synchronous (see Figure 7) and Asynchronous
(see Figure 8) modes.

T
1

he Asynchronous and Synchronous modes are selected using the Option_flag (OF) wi
equest flags:

— OF =0 : Synchronous mode;

— OF =1: Asynchronous mode.

.8.3.2 Synchronous mode
— The VCD sends a command which may require an In-process reply.(as‘specified in CS).

- The VICC maintains a continuous communication until its response is ready by sending th
response in accordance with the response grid. The response'grid is defined as:

— trest=ty [4 352/f: (320,9 ps), see 9.2] + a multiple of 4 096/f; (302 ps) with a total t

of +32/f. and no later than 20 ms from the detection of the rising edge of the EOF of
request;

— tres2=ty [4352/f: (320,9 us), see 9.2} %a multiple of 4 096/f. (302 us) with a total t
of +32/f; from the rising edge of the EOF of the VCD request;

— tres3 = no later than 20ms from_ the logical end of EOF of the previous Baker response.
— The VICC has not completed the operation if the Done flag is set to 0.

— The VICC sends the Final response when the execution of the command is completed or w
an error occurs in accordance with the response grid. The error response does not ing
Barker field.

- Ifthe Final response is available within the 20 ms, the Barker response may be skipped and
Final response.is_sent.

— The VICC has'completed the operation if the Done flag is set to 1.

— The YICC decides whether the data field is included in the Final response or store
ResponseBuffer.

thin the

b Barker

blerance
the VCD

blerance

henever
lude the

only the

1 in the

pgraphic

— Ifresponse flagb3 is setto 1, the Final response includes the data field with valid crypt

TLoa IO 11 £ 1D +

3 1s ] oo o | PN IPA | R Do d ch
I'COUILS. TIITU VIUU llla_)’ dISU STUTT LIITU TUTOUILS T1IIS51IUCT ad I\CDPUIIDCUHIICI dllu S1lIdIl STL UL U

1.

— Ifresponse flag b3 is set to 0, the Final response does not include the data field. The VICC shall

store the cryptographic results inside the ResponseBuffer and shall set b2 to 1.
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20 ms
20 ms
Crypto » 20 ms -
request 20 ms e
Barker Barker Barker Barker Final
response response response response response
‘tresl‘ tres3‘ P tres3 o P tres3
: > f'rn 2 Y : - Ll - L
: ” tres2 R
: tres2
Figure 7 — VICC in-reply process — Synchronous mode
9.8.3.3 | Asynchronous mode
— The|[VCD sends a command which may require an In-Process reply (as specified in CS).

— The
defi

tole
VCD

— Opt
com

— The
an 4
[43
detd
Bar

— Ifthe Final response is available within the 20 ms, the Initial response may be skipped and only the

Find

— The
Res

VICC sends an Initial response in accordance with the response-grid. The response grid is
ned as tres1 = 1 om [4 352/f: (320,9 ps), see 9.2] + a multiple 0f4 096/f; (302 ps) with a totgl

Fance of +32/f. and no later than 20 ms from the detectionof the rising edge of the EOF of the
request for the Initial response.

onally the VICC may provide in the Initial responseé the estimated time required for the
putation of the Final response.

VICC sends the Final response when the execution of the command is completed or wheneve
rror occurs in accordance with the responsé-grid. The response grid is defined as tres2 = tlnon

b2 /fc (320,9 us), see 9.2] + a multiple of 4096 /f. (302 ps) with a total tolerance of +32/f. from t
ction of the rising edge of the EOF oflthe VCD request. The error response does not include t
ker field.

—

l response is sent.

VICC decides whetherthe data field is included in the Final response or stored in the
bonseBuffer.

Ifresponse flagb3 is set to 1, the Final response includes the data field with valid cryptographic
results. TheVICC may also store the results inside a ResponseBuffer and shall set b2 to 1.

—_—

If respomnise flag b3 is set to 0, the Final response does not include the data field. The VICC sha
storethe cryptographic results inside the ResponseBuffer and shall set b2 to 1.

20 ms
Crypto Time optionally indicated by the VICC in the Initial response
request ( ..................................................................................................................................................................................
Initial Final
response response
 trest
P tres2
Figure 8 — VICC in-reply process — Asynchronous mode
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A VICC shall ignore any VCD commands while processing a prior command.

If a VCD transmits a command while the VICC is processing a prior command the VICC may undergo a
power-on reset.

NOTE The optionally indicated time by the VICC in the Initial response is a rough estimation and can be
inaccurate, it starts from the logical end of the Initial response of the VICC.

9.9 Waiting time extension reply

Where a command definition supports a Waiting time extension reply (see Figure 9) a-V[CC may
respond to that command with a request to the VCD indicating the extension time required: The VCD
shall then resend the previous command.

—

he Waiting time extension sequence shall be:

-+ The VCD sends a command for which the Waiting time extension reply is allewed;
-+ Incase no waiting time extension delay is required, the VICC sends thelresponse to the command in
accordance with the response grid. The response grid is defined as tpe$1'= o [4352/f: (3209 us),
see 9.2] + amultiple of 4 096/f; (302 us) with a total tolerance of+32/f. and no later than 20 ms from
the detection of the rising edge of the EOF of the VCD request;

1 In case a waiting time extension delay is required for préviding the response to the command, the
VICC sends a Waiting time extension request in accordance with the response grid. The|Waiting
time extension request indicates the waiting time extension delay required by the VICC;

-+ VCD shall wait for the waiting time extension time tytx indicated by the VICC in the Waitjing time
extension request before resending the previéits command;

-+ VICC shall respond with the Final respanse to the command, which terminates the Waitjng time
extension sequence in accordance to the response grid or send an error after tyes1.

]

[ specified in the command definition/the Waiting time extension sequence may be repeated.

20 m§ 20 ms
> < >
twix
Request < »{ Request
Waiting time
. Responpse
extension request
tres1 tres1
9 res ; : >

Figure 9 — Waiting time extension reply

The VCD shall not send any command within &ytx.

If an error occurs, the Waiting time extension sequence shall be terminated. The VICC may answer with
an error in accordance with the response grid.

If the VCD request following a Waiting time extension request is different from the initial VCD request,
the Waiting time extension sequence shall be terminated. The VICC may answer with an error in
accordance with the response grid or may ignore the last request or process the last request.

If the VCD request following a Waiting time extension request is sent before tyx, the Waiting time
extension sequence may be terminated. The VICC may answer with an error in accordance with the
response grid or may ignore the last request or process the last request.
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The usage of the Waiting time extension reply mechanism is described in the command description and
may also be used for custom commands or future extensions.

10 Commands

10.1 Command types

10.1.1 General

Four setls of commands are defined: mandatory, optional, custom, proprietary.

All VIC({s with the same IC manufacturer code and same IC version number shall behave-the’ samle
functionalities.

10.1.2 Mandatory
The conmand codes range from '01' to '1F".

All VICCE shall support them.

10.1.3 Pptional

The conjmand codes range from '20" to '9F".

-

VICCs miay support them, at their option. If supported, requestand response formats shall comply wit
the defipition given in this document.

(i

If the VICC does not support an optional command and“if the Address_flag or the Select_flag is set,
may retfirn an error code or remain silent. If neither the Address_flag nor the Select_flag is set, the VICC
shall rerhain silent.

If a command has different options they may.be Supported by the VICC otherwise an error code shall be
returnedl.

10.1.4 [Custom

The command codes range froni 'A0" to 'DF".

=

VICCs syipport them, at theéit-option, to implement manufacturer-specific functions. The function ¢
flags (inkcluding reservedbits) shall not be modified except the Option_flag. The only fields that can b

[}

Each custom command contains as its first parameter the IC manufacturer code. This allows I
manufag¢turers-tevimplement custom commands without risking duplication of command codes an

=

return an error code or remain silent. If neither the Address_flag_northe Select_fla_g isset, the VICC
shall remain silent.

If a command has different options they may be supported by the VICC otherwise an error code shall be
returned.

10.1.5 Proprietary
The command codes range from 'EQ' to 'FF".

These commands are used by IC and VICC manufacturers for various purposes such as tests,
programming of system information, etc. They are not specified in this document. The IC manufacturer
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may at its option document them or not. It is allowed that these commands are disabled after IC and/or

VICC manufacturing.

10.2 Command codes

Table 18 shows a list of Command codes.

Table 18 — Command codes

YUsageim Ysagein
Command Write alike (See | AuthComm SecureComm %
code Type 9.6) crypto format | crypto format Fun@g
possible possible A.‘l,
'01' Mandatory No No No Inventery
'02' Mandatory No No No Stay,quiet
'03' - "1F' Mandatory RFU

'20' Optional No Yes Yes Read single block

21 Optional Yes Yes Yes Write single block

22! Optional Yes Yes Yeés Lock block

23" Optional No Yes Yes Read multiple blocKs

24 Optional Yes Yes Yes Write multiple blocks

'25' Optional No Yes Yes Select

'26' Optional No Yes Yes Reset to ready

27 Optional Yes Yes Yes Write AFI

'28' Optional Yes Yes Yes Lock AFI

'29' Optional Yes Yes Yes Write DSFID

247 Optional Yes Yes Yes Lock DSFID

'2B' Optional No No No Get system informaltion
2C Optional NS No No g}tzttumsultiple block decurity
2D’ Optional No Yes Yes Fast read multiple hlocks
‘30 Optional No Yes Yes Extended read single block
31 Optional Yes Yes Yes Extended write single block
'32' Optional Yes Yes Yes Extended lock block

'33' Optional No Yes Yes Elxot;?jed read multiple
'34' Optional Yes Yes Yes l]i‘lxot fl?sded write mujtiple
'35 Optional No No Authenticate

'36' Optional Yes Yes KeyUpdate

37" Optional No No ﬁ:g;é;g;?m crypto format
38 | Optional No No |SecureComm cryptoformat
'39' Optional No No Challenge

"'3A' Optional No Yes No ReadBuffer

'3B' Optional No No No ]f;'oxrtrir:tifoiget system in-
'3C' Optional No No No f:ctl‘i?i;ds tg;ctursnultiple block
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Table 18 (continued)

Command Type Write alike (See | AuthComm SecureComm
code p 9.6) crypto format | crypto format

Usage in Usage in
Function

possible possible

3D’ Optional No Yes Yes

Fast extended read multi-
ple blocks

|2E| _

2F'
Optional RFU

'3E' _

F

’AO’ !

DF' Custom IC Mfg dependent

lEov _

FF' | Proprietary IC Mfg dependent

10.3 M

10.3.1
Comma

When r
sequenc

The reqt
— the
— the
— the
— the
— the
— the
The Invg

The me3d

andatory commands

Inventory
nd code ='01'

pceiving the Inventory request defined in Table 19, the VICC shall perform the anticollisiop
.

hest contains:

Flags;

nventory command code;
AFI if the AFI_flag is set;
mask length;

mask value;

CRC.

ntory_flag shall be set to 1=

ning of flags 5 to 8 is.according to Table 7.

Table 19 — Inventory request format

SOF

Flags | [uventory | Optional AFI Mask length Mask value | CRC16 EOF

8 bits 8 bits 8 bits 8 bits 0 - 64 bits 16 bits

The res

onse'shall contain (see Table 20):

— the unique ID.

If the VICC detects an error, it shall remain silent.

Table 20 — Inventory response format

SOF Flags DSFID UID CRC16 EOF

8 bits 8 bits 64 bits 16 bits

28
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10.3.2 Stay quiet

Command code ="'02'

When receiving the Stay quiet command defined in Table 21, the VICC shall enter the quiet state and

shall NOT send back a response. There is NO response to the Stay quiet command.
When in quiet state:

— the VICC shall not process any request where Inventory_flag is set;

- the VICC shall process any addressed request.
The VICC shall exit the quiet state when:
-+ reset (power off);

—+ receiving a Select request; it shall then go to the Selected state if supported.orreturn an erti
supported;

-+ receiving a Reset to ready request; it shall then go to the Ready state.

Table 21 — Stay quiet request format

ror if not

SOF Flags | Stay quiet uiD CRC16 EOR

8 bits 8 bits 64 bits 16 bits

Request parameter:

UID (mandatory).

—

he Stay quiet command shall always be executed in ddressed mode (Select_flagis setto 0 and 4
agissetto 1).

-

10.4 Optional commands

10.4.1 Read single block
(ommand code ="'20'

When receiving the Read single block command defined in Table 22, the VICC shall read the re
block and send baek.its value in the response (see Table 23 and Table 24).

If the Optionflag is set in the request, the VICC shall return the block security status, followe
block value.

If it is not set, the VICC shall return only the block value.

\ddress_

quested

d by the

Table 22 — Read cinglp block request format

pead Block
SOF Flags single UID b CRC16 EOF
block number
8 bits 8 bits 64 bits 8 bits 16 bits
Request parameter:

(optional) UID;

block number.

© ISO/IEC 2019 - All rights reserved
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Responpe parameter:

10.4.2
Commahd code = '21'
When rdceiving the Write single block command defined in-Table 25, the VICC shall write the requeste
block with the data contained in the request and report the success of the operation in the respons

(see Tabje 26 and Table 27).

For the

Reques

30

Errof_flag (and Error code if Error_flag is set)

if Error_flag is not set

Table 23 — Read single block response format when Error_flag is set

SOF | Flags Error CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 24 — Read single block response format when Error_flag is NOT set

Block
SOE p]ngc cnr'nrify Data CRC16 EQE
status
8 bits 8 bits Blocklength| 16 bits

Block security status (if Option_flag is set in the request)
Block data

Write single block

D =

Dption_flag definition, see 9.6.

Table 25 — Write'single block request format

L ~ Block
SOF Flags singl@ 1 UID Data CRC16 EOF
number
block,
8 bits 8 bits 64 bits 8 bits IBIOCk 16 bits
ength

(optfional) UID;
blodk number;

datg.

[ parameter:

Table 26 — Write single block response format when Error_flag is set

SOF | Flags Error CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 27 — Write single block response format when Error_flag is NOT set

SOF Flags CRC16 EOF
8 bits 16 bits
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10.4.3 Lock block

Command code ='22'

Error_flag (and Error code if Error_flag is set)
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When receiving the Lock block command defined in Table 28, the VICC shall lock permanently the
requested block and report the success of the operation in the response (see Table 29 and Table 30).

K

=<

or the Option_flag definition, see 9.6.

Table 28 — Lock single block request format

O 4
SOF | Flags [l UID L1l CRC165| EOF
block number N
8 bits 8 bits 64 bits 8 bits 16 bits

I

lequest parameter:
(optional) UID;

block number.

Table 29 — Lock block response format Error_flag is set

SOF | Flags f‘ég} CRC16 | EOF
5 e
8 bits 8 bits 16 bits

Table 30 — Lock block response format when Error_flag is NOT set

.CN
SOF ..C

Flags

CRC16

EOF

8 bits

16 bits

lesponse parameter:

0.4.4 Read multiple blocks

ommand code = '23'

Error_flag (and Errorcode if Error_flag is set)

Vhen receiving the Read multiple blocks command defined in Table 31, the VICC shall 1
equested block(s) and send back their value(s) in the response (see Table 32 and Table 33).

[ the Option_flag is set in the request, the VICC shall return the hlock security statns, followe

ead the

d by the

block value sequentially block by block.

If the Option_flag is not set in the request, the VICC shall return only the block value.

The blocks are numbered from '00' to 'FF' (0 to 255).

The number of blocks in the request is one less than the number of blocks that the VICC shall return in

its response.

EXAMPLE

read a single block.

© ISO/IEC 2019 - All rights reserved
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Table 31 — Read multiple blocks request format

Read First Number
SOF Flags multiple UID block of blocks CRC16 EOF
block number
8 bits 8 bits 64 bits 8 bits 8 bits 16 bits
Request parameter:

(optional) UID;

first block number;

number of blocks.

Table 32 — Read multiple blocks response format when Error_flag is sét

SOF | Flags LIS CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 33 — Read multiple block response format when Erxror_flag is NOT set

<

Block
SOF Flags security Data QQ CRC16 EOF
status N\
8 bits 8 bits Block length 16 bits
Repeated as needed

Responke parameter:

Errop_flag (and Error code if Error_flag is set)
if Error_flag is not set (the following order shall be respected in the VICC response)
Block security status N (if Option_flag is set in the request)
Block value N
Block security status N+1  (if Option_flag is set in the request)
Block value N#l

etc.

where\W is the first requested (and returned) block.

10.4.5

|Write multiple blocks

Command code = '24'

When receiving the Write multiple blocks command defined in Table 34, the VICC shall write the
requested block(s) with the data contained in the request and report the success of the operation in the
response (see Table 35 and Table 36).

For the Option_flag definition, see 9.6.

The blocks are numbered from '00' to 'FF' (0 to 255).
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The number of blocks in the request is one less than the number of blocks that the VICC shall write.

EXAMPLE

A value of '06' in the "Number of blocks" field requests to write 7 blocks. The "Data" field contains

7 blocks. A value of '00" in the "Number of blocks" field requests to write 1 block. The "Data" field contains 1 block.

Table 34 — Write multiple blocks request format

Write First Number of
SOF Flags multiple UID block Data CRC16 EOF
blocks
block number
8 bits 8 bits 64 bits 8 bits 8 bits Block length 16 bits
Repeated as
needed

Request parameter:

(optional) UID;

first block number;

number of blocks;

block data (repeated as defined in Table 34).

Table 35 — Write multiple blocks response‘format when Error_flag is set
Error -
SOF Flags 4" | CRC16 | EOF
8 bits 8.bits 16 bits
Table 36 — Write multiple block'response format when Error_flag is NOT set
SOF | ““Flags CRC16 EOF
8 bits 16 bits

Response parameter:

Error_flag (and Error.code if Error_flag is set)
10.4.6 Select
(ommand codé="25'
When receiving the Select command defined in Table 37:
+ Ifthe UID is equal to its own UID, the VICC shall enter the Selected state and shall send a rlesponse

(see Table 39).

[fthe UID is different to its own and in Selected state, the VICC shall return to the Ready state and

shall not send a response. The Select command shall always be executed in Addressed mode. (The

Select_flag is set to 0. The Address_flagis setto 1.)

not send a response.

Table 37 — Select request forma

SOF Flags Select

UID

CRC16

EOF

8 bits 8 bits

64 bits

16 bits

© ISO/IEC 2019 - All rights reserved

If the UID is different to its own and not in Selected state, the VICC shall remain in its state and shall

33


https://standardsiso.com/api/?name=6f10a170fc04d5fbe1e9deaea5a64f51

ISO/IEC 15693-3:2019(E)

Request parameter:

UID (mandatory).

Table 38 — Select response format when Error_flag is set

SOF Flags Ay CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 39 — Select response format when Error_flag is NOT set

SOF Flags CRC16 EOF
8 bits 16 bits

Responfe parameter:

Err¢r_flag (and Error code if Error_flag is set)

10.4.7 Reset to ready

Commapnd code = '26'

D

When rgceiving a Reset to ready command defined in Table 40, the"'VICC shall return to the Ready staf]
and rep¢rt the success of the operation in the response (see Table/41 and Table 42).

Table 40 — Reset to ready request format

NS
Reset to
SOF | Flags ready .. L\ UID CRC16 | EOF
8 bits 8 bits 64 bits 16 bits

Request parameter:

(Optional) UID.

Table 41 — Resét to ready response format when Error_flag is set

<

éalf Flags Error | cpc16 | EOF
S code

8 bits 8 bits 16 bits

Table/42 — Reset to ready response format when Error_flag is NOT set

SOF Flags CRC16 EOF
8 bits 16 bits

Response parameter:

Error_flag (and Error code if Error_flag is set)

10.4.8 Write AFI
Command code = '27"'

When receiving the Write AFI request defined in Table 43, the VICC shall write the AFI value into its
memory and report the success of the operation in the response (see Table 44 and Table 45).

For the Option_flag definition, see 9.6.
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Table 43 — Write AFI request format

SOF | Flags "Z{F‘:e UID AFI CRC16 | EOF
8 bits 8 bits 64 bits 8 bits 16 bits

Request parameter:

(optional) UID;

AFL.

10.4.9 Lock AFI

(Jommand code =

—e

1

Table 44 — Write AFI response format when Error_flag is set

SOF | Flags | E™°T | CRC16 | EOF
code
8 bits 8 bits 16 bits

SOF

Flags

CRC16

8 bits

16 bits

Response parameter:

'28'

or the Option_flag definition, se€ 9:6.

Error_flag (and Error code if Error_flag is set)

Table 46 — Lock AFI request format

Table 45 — Write AFI response format when Error_fldag is NOT set

_CEOF

When receiving the Lock AFI request defined in Table 46, the VICC shall lock the AFI value pern
hto its memory and report the success of the operation in the response (see Table 47 and Tabld

hanently
48).

U

_SOF | Flags L:;}‘ UID CRC16 | EOF
8 bits 8 bits 64 bits 16 bits

Request parameter:

(Optional) UID.

Table 47 — Lock AFI response format when Error_flag is set

SOF | Flags | E™°" | CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 48 — Lock AFI response format when Error_flag is NOT set

SOF

Flags

CRC16

EOF

8 bits

16 bits

Response parameter:

© ISO/IEC 2019 - All rights reserved
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Error_flag (and Error code if Error_flag is set)

10.4.10Write DSFID command
Command code = '29'

When receiving the Write DSFID request defined in Table 49, the VICC shall write the DSFID value into
its memory and report the success of the operation in the response (see Table 50 and Table 51).

For the Option flag definition, see 9.6.

Table 49 — Write DSFID request format

Write
SOF Flags DSFID UID DSFID CRC16 EOF
8 bits 8 bits 64 bits 8 bits 16 bits

Request parameter:
(optional) UID;
DSHID.

Table 50 — Write DSFID response format when Error_flag is set

X
SOF | Flags | EXror c@s EOF
code &

8 bits 8 bits 16 bits

Table 51 — Write DSFID response format when Error_flag is NOT set

SOF Flags O CRC16 EOF
8 bits 16 bits

Responke parameter:

Errgr_flag (and Error code if Exror_flag is set)

10.4.11Lock DSFID
Commapnd code = '2A’

When receiving theiock DSFID request defined in Table 52, the VICC shall lock the DSFID value
permanently intgits memory and report the success of the operation in the response (see Table 53 and
Table 54).

For the Qption_flag definition, see 9.6.

Table 52 — Lock DSFID request format

Lock
SOF Flags DSFID UID CRC16 EOF
8 bits 8 bits 64 bits 16 bits

Request parameter:

(Optional) UID.
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Table 53 — Lock DSFID response format when Error_flag is set

ISO/IEC 15693-3:2019(E)

SOF | Flags | E™°T | CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 54 — Lock DSFID response format when Error_flag is NOT set

SOF

Flags

CRC16

EOF

O DITS

106 DITS

Response parameter:

Error_flag (and Error code if Er

10.4.12 Get system information

(Jommand code ='2B'

ror_flag is set)

The Get system information request command defined in Table 55¢allows for retrieving thg system
ipformation value from the VICC. When receiving this command,. the VICC shall report the syccess of
the operation in the response (see Table 56 and Table 57).
Table 55 — Get system information request format
Gt [
SOF | Flags system [ UID CRC16 | EOF
info .)(\Q
8 bits 8 bits 64 bits 16 bits
Request parameter:
(Optional) UID.
Table 56 — Get system information response when Error_flag is set
.QV Error
,QOF Flags P CRC16 | EOF
8 bits 8 bits 16 bits
Table57-<— Get system information response format when Error_flag is NOT set
)
SOF O?;Igs Loi) UID DSFID AFI Dilicar CRC16 | EOF
N flags fields

8 bits 8 bits 64 bits 8 bits 8 bits See below 16 bits

Response parameter:
Error_flag (and Error code if Error_flag is set)
if Error_flag is not set

Information flag

UID (mandatory)

Information fields, in the order of their corresponding flag, as defined in

Table 57 and Table 58, if their corresponding flag is set.
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Table 58 — Information flags definition

Bit Flag name Value Description
0 DSFID is not supported. DSFID field is not present.
bl DSFID - —
1 DSFID is supported. DSFID field is present.
b2 AF] 0 AFIlis not supported. AFI field is not present.
1 AFl is supported. AFI field is present.
0 Information on VICC memory size defined in Table 59 is not sup-
nortad Manmara cion f1ald ic ot nracant
b3 VICC memory size — = — ,
1 Information on VICC memory size defined in Table 59 is suppprt-
ed. Memory size field is present.
0 Information on IC reference is not supported. IC reference field is
not present.
b4 IC reference - - —
1 Information on IC reference is supported. IC referénece field is
present.
b5 Proprietary X Not defined in this document.
b6 Proprietary X Not defined in this document.
b7 Proprietary X Not defined in this document.
b8 Proprietary X Not defined in this document.
Table 59 — VICC memory size information
MSB ) \)\\ LSB
1€ 14(13 9/8 o 1
Proprietary Block size in bytes Number of blocks

Propriefary bits b14 to b16 are not defined in this décument.

The blogk size is expressed in number of byteson' 5 bits, allowing to specify up to 32 bytes i.e. 256 bits.
It is onefless than the actual number of bytes:

EXAMPLE value of '1F" indicates 32 bytes) a value of '00' indicates 1 byte.

The number of blocks is on 8 bits;allowing to specify up to 256 blocks. It is one less than the actugl
number|of blocks.

EXAMPLE A value of 'FF'indicates 256 blocks, a value of '00" indicates 1 block.
The thrge most significant’bits are reserved for future use and shall be set to zero.

The IC reference is'on'8 bits and its meaning is defined by the IC manufacturer.

10.4.13Get multiple block security status

Commapd.code = '2C'

When receiving the Get multiple block security status command defined in Table 60, the VICC shall send
back the block security status (see Table 61 and Table 62).

The blocks are numbered from '00 to 'FF' (0 to 255).

The number of blocks in the request is one less than the number of block security status that the VICC
shall return in its response.

EXAMPLE A value of '06' in the "Number of blocks" field requests to return 7 Block security status. A value
of '00" in the "Number of blocks" field requests to return a single Block security status.
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Table 60 — Get multiple block security status request format

ISO/IEC 15693-3:2019(E)

Get multi- First
SOF | Flags | PlebPlock | vy 1 plock | Number | cpei6 | EoF
security of blocks
number
status
8 bits 8 bits 64 bits 8 bits 8 bits 16 bits

Request parameter:

[optional) UTD;

=<

(ool

first block number;

number of blocks.

SOF | Flags | E°T | cRrci6 EQs)
code A
8 bits 8 bits 16 bits

Response parameter:

(Jommand code = 2D’

SOF | Flags |Blocksecu:i\eperg | pop
rity status
8 bits 8 bits 16 bits
Repedted as
needed

10.4.14 Fast read multiple-blocks

Error_flag (and Error code if Error, flag is set)

if Error_flag is not set Blo¢k security status (repeated as per Table 61)

Table 62 — Get multiple block security status response format when Error_flag is NO

Vhen receiving the Fast read multiple blocks command defined in Table 64, the VICC shall
equested block(s}-and send back their value in the response (see Table 65 and Table 66).

Table 63 — Fast response data rates supported by VICC

he VICC shall'send back this response using the fast response data rate as determined by the
th bits iff\Request flag as defined in Table 63.

Table 61 — Get multiple block security status response format when-Error_flag is det

I set

read the

2nd and

b2 b8 Meaning
1 0 High data rate [26,48 kbits/s (f; /512)]
0 1 X2 [52,97 kbits/s (f: /256)]
1 1 X4 [105,94 kbits/s (fz /128)]
0 0 X8 [211,88 kbits/s (f. /64)]

Sub-carrier_flag shall be set to 0.
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If two subcarriers are requested and the VICC responds with an error code it shall be with two sub-
carriers at the Low or High data rate according to the value of b2 as defined in Table 5.

NOTE 1

If the command is not supported and the VICC responds with an error code it will be at the Low or
High data rate according to the value of b2 and the selection of one or two subcarrier according to the value of bl
as defined in Table 5.

If the command is supported and Sub-carrier_flag is set to 0, the data rate for the response with or
without an error code shall be according to the value of b2 and b8.

The VIC{
extensid
the data

If the O;fﬁ

block v
If the Op
The blog

The nunpber of blocks in the request is one less than the number of blocks that the VICC shall return ip

its respc

EXAMPL

~

”

rate.

nse.

read a simgle block.

Reques

ks are numbered from ‘00’ to ‘FF’ (0 to 255).

n sequence is required it shall only be used once. The timing specifications are independentx

tion_flag is not set in the request, the VICC shall return only the block value.

Table 64 — Fast read multiple blocks request format

tion_flag is set in the request, the VICC shall return the block security status, followed by thie
ue sequentially block by block.

F A value of '06' in the "Number of blocks" field requests to read 7 blocks. A value of '00' requests ]

(optlional) UID;

first

block number;

nunber of blocks.

Respons

SOF | Flags | '™ | CRci6 | EOF
code
8 bits 8 bits 16 bits

efformat when Error_flag is not set and response is available within 20 ms.

Fastread F@F
SOF Flags | multiple | UID ock (ﬂ‘gl‘:};‘l’(‘; CRC16 | EOF
block ./cmumber
8 bits 8bits | 64bits| 8bits | 8bits | 16bits
[ parameter:

Table 65 — Fast read multiple blocks response format when Error_flag is set

=

[=]

Table 66 — Fast read multiple blocks response format when Error_flag is NOT set and

NOTE 2

40

response is available within 20ms

The block security status can be extended to 2, 4 or 8 bytes in future revisions of this document.

Block
SOF Flags | security Data CRC16 EOF
status
8 bits 8 bits Block length 16 bits
Repeated as needed
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If the response is not available within 20 ms, VICC can request a waiting time extension by using the

Waiting time extension reply as defined in 7.4.5.

Response parameter:
Error_flag (and Error code if Error_flag is set)

if Error_flag is not set (the following order shall be respected in the VICC response)

Block security status N (if Option_flag is set in the request)

Block value N

Block security status N+1 (if Option_flag is set in the request)
Block value N+1

etc.

where N is the first requested (and returned) block.

10.4.15Extended read single block

(Jommand code = ‘30’

Vhen receiving the Extended read single block command<efined in Table 67, the VICC shall
equested block and send back its value in the response. (S€e Table 68 and Table 69).

=<

]

 a VICC supports Extended read single block command, it shall also support Read sing
dgommand for the first 256 blocks of memory.

[ the Option_flag is set in the request, the VIE€'shall return the block security status, followe
Hlock value.

]

If it is not set, the VICC shall return only the block value.

Table 67 — Extended read single block request format

§ Extended
SOF g izl UID — CRC16 | EOF
N single number
+O block

8 bits 8 bits 64 bits 16 bits 16 bits

Request parameter:
(optional) UID;

block number.

read the

le block

d by the

Table 68 — Extended read single block response format when Error_flag is set

SOF Flags Bl CRC16 | EOF
code
8 bits 8 bits 16 bits

© ISO/IEC 2019 - All rights reserved
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Table 69 — Extended read single block response format when Error_flag is NOT set

SOF | Flags |Blocksecu-| s | CRC16 | EOF
rity status
8 bits 8 bits Block 1 16 pits
length

Response parameter:

Error_flag (and Error code if Error_flag is set)

Block data

if Error_flag is not set

10.4.16Extended write single block

Commapnd code = ‘31’

When rgceiving the Extended write single block command defined in Tablé*70, the VICC shall write t
request¢d block with the data contained in the request and report the Success of the operation in t

responsg (see Table 71 and Table 72).

If a VICC supports Extended write single block command, it shall also support Write single bloc

commarnd for the first 256 blocks of memory.

For the

Dption_flag definition, see 9.6.

Block security status (if Option_flag is set in the request)

Table 70 — Extended write single block request format

Extended \O\‘
SOF | Flags write “UID Block Data | CRC16 | EOF
single - O number
block |}V
8 bits 8 bits 64 bits 16 bits plock | 16 bits
ength

Request{ parameter:
(optional) UID;
blodk number;

data.

Table 71 — Extended write single block response format when Error_flag is set

=

SOF | Flags ainon CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 72 — Extended write single block response format when Error_flag is NOT set

Response parameter:

SOF

Flags

CRC16

EOF

8 bits

16 bits

Error_flag (and Error code if Error_flag is set)

42
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10.4.17Extended lock block
Command code = ‘32

When receiving the Extended lock block command defined in Table 73, the VICC shall lock permanently
the requested block and report the success of the operation in the response (see Table 74 and Table 75).

If a VICC supports Extended lock block command, it shall also support Lock block command for the first
256 blocks of memory.

+1 PN £1 1o Pl
Ul LT UPLIUI_Tldg UCTIHIILIOI, STT J.0.

Table 73 — Extended lock single block request format

Extended e
SOF | Flags lock uID Slock CRC1%J.;¥0F
block A
8 bits 8 bits 64 bits 16 bits 16 bits

Request parameter:
(optional) UID;

block number.

Table 74 — Extended lock block response format Error_flag is set

Errosi\\)

e

8'bits

SOF Flags CRC16 EOF

8 bits 16 bits

Table 75 — Extended lock bleck response format when Error_flag is NOT set

SOF . (|

Flags

CRC16

EOF

8 bits

16 bits

Response parameter:

Error_flag (and Error.éode if Error_flag is set)

10.4.18Extended-read multiple block
(ommand cede= ‘33’

When recejving the Extended read multiple blocks command defined in Table 76, the VICC shall read
the requested block(s) and send back their value in the response (see Table 77 and Table 78).

If aVICC supports Extended read multiple blocks command, it shall also support Read multiple blocks
command for the first 256 blocks of memory.

If the Option_flag is set in the request, the VICC shall return the block security status, followed by the
block value sequentially block by block.

If the Option_flag is not set in the request, the VICC shall return only the block value.

The blocks are numbered from ‘0000’ to ‘FFFF’ (0 to 65 535).
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The number of blocks in the request is one less than the number of blocks that the VICC shall return in
its response.

EXAMPLE A value of ‘0006’ in the "Number of blocks" field requests to read 7 blocks. A value of ‘0000’
requests to read a single block.

Table 76 — Extended read multiple blocks request format

Extended First
SOE | Flags Lz Gl uID block— | Number | 0., | gop
e multiple b of blocks
block fumber
8 bits 8 bits 64 bits 16 bits 16 bits 16 bits

Request{ parameter:
(optlional) UID;
first block number;

nunber of blocks.

Table 77 — Extended read multiple blocks response formatiwhen Error_flag is set

SOF | Flags il CR@ " EOF
code

LN

8 bits 8 bits 16,bits

Table 78 — Extended read multiple block response format when Error_flag is NOT set

Block \@‘
SOF Flags security 3 Data CRC16 EOF
status ) \,O
8 bits 8 bits Block length 16 bits
Repeated as needed

Responge parameter:
Errop_flag (and Error code.if‘Error_flag is set)
if Error_flag is not.sét/(the following order shall be respected in the VICC response)
Block security status N (if Option_flag is set in the request)
Blockalue N

Block security status N+1 (if Option_flag is set in the request)

L Blockvalue Nal

etc.

where N is the first requested (and returned) block.

10.4.19Extended write multiple blocks

Command code = ‘34’

When receiving the Extended write multiple blocks command defined in Table 79, the VICC shall write
the requested block(s) with the data contained in the request and report the success of the operation in
the response (see Table 80 and Table 81).
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If a VICC supports Extended write multiple blocks command, it shall also support Write multiple blocks
command for the first 256 blocks of memory.

For the Option_flag definition, see 9.6.
The blocks are numbered from ‘0000’ to ‘FFFF’ (0 to 65 535).
The number of blocks in the request is one less than the number of blocks that the VICC shall write.

EXAMPLE A value of ‘0006’ in the "Number of blocks" field requests to write 7 blocks. The "Data" field
centains—7Z blocks—Avalue of 0000 in the "Number of blocks" field vnqnncfc towrite-1 block The "Data" field

cpntains 1 block.

Table 79 — Extended write multiple blocks request format

Extended . (b(b'
write First Number ©
SOF Flags . UID block num- D 163 CRC16 EOF
multiple b of blocks
er
block C,
8 bits 8 bits 64 bits 16 bits 16 bits Block length 16 bits
Repeated
as needed

Request parameter:
(optional) UID;
first block number;
number of blocks;

block data (repeated as defined in Table.79).

[

Table 80 — Extended write multiple blocks response format when Error_flag is s¢

\V
Error
SOF F) Flags o CRC16 | EOF
8 bits 8 bits 16 bits

Table 81 — Extended write multiple block response format when Error_flag is NOT set

SOF Flags CRC16 EOF
8 bits 16 bits

F;esponse parameter:

Error_flag (and Error code if Error_flag is set)

0.4.20Extended get multiple block security status
Command code = ‘3C’

When receiving the Extended get multiple block security status command defined in Table 82, the VICC
shall send back the block security status (see Table 83 and Table 84).

The blocks are numbered from ‘0000’ to ‘FFFF’ (0 to 65 535).
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The number of blocks in the request is one less than the number of block security status that the VICC

shall return in its response.

EXAMPLE

value of ‘0000’ in the "Number of blocks" field requests to return a single Block security status.

Table 82 — Extended get multiple block security status request format

Extended
get

Lirct

A value of ‘0006’ in the "Number of blocks" field requests to return 7 Block security status. A

Reques

SOF

Flags

multiple
block

security
status

UID

block
number

Number
of blocks

CRC16

EOF

8 bits

8 bits

64 bits

16 bits

16 bits

16 bits

[ parameter:

(optlional) UID;

first

nun

Table §

Table 8

Respon

block number;

iber of blocks.

)
SOF | Flags | LrTor q@}e EOF
code n
8 bits 8 bits 16 bits

set

SOF

A
hol

Block
security
status

CRC16

EOF

8'bits

8 bits

16 bits

5e parameter:

Repeated as
needed

Err¢r_flag (and Eproer code if Error_flag is set)

if Ex

10.4.21

Fast extended read multiple blocks

ror_flagisnot set Block security status (repeated as per Table 84)

3 — Extended get multiple block security status respense format when Error_flag is sef

1 — Extended get multiple block securitystatus response format when Error_flag is NO

=~

Command code = ‘3D’

When receiving the Fast extended read multiple blocks command defined Table 85, the VICC shall read

the requested block(s) and send back their value in the response (see Table 86 and Table 87).

The VICC shall send back this response using the fast response data rate as determined by the 2nd and

8th bits in Request flag as defined in Table 63.

Sub-carrier_flag shall be set to 0.
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If two sub-carriers are requested and the VICC responds with an error code it shall be with two

subcarriers at the Low or High data rate according to the value of b2 as defined in Table 5.

NOTE1 If the command is not supported and the VICC responds with an error code it will be at th

e Low or

High data rate according to the value of b2 and the selection of one or two subcarrier according to the value of bl

as defined in Table 5.

If the command is supported and Sub-carrier_flag is set to 0, the data rate for the response
without an error code shall be according to the value of b2 and b8.

with or

1 A A Va¥al 1 1l e =l h b b o | | o | A - | 1.1 1 - | - 1 b
IIT VIUGU SlidIl 1c>puuu LU LIIT I'dSU TALTCIIUCU 1 TdU lllulLlplC UIULRKS CUIIIIIAIIU dLCUIL uulgl_y U
Vaiting time extension sequence is required, it shall only be used once. The timing specificat
hdependent of the data rate.

m
1

—

F the Option_flag is set in the request, the VICC shall return the block security status,’followe
lock value sequentially block by block.

—_—

Fthe Option_flag is not set in the request, the VICC shall return only the blockvalue.
he blocks are numbered from ‘0000’ to ‘FFFF’ (0 to 65 535).

he number of blocks in the request is one less than the number of blacks that the VICC shall 1
S response.

sl

XAMPLE A value of '0006' in the "Number of blocks" fielddequests to read 7 blocks. A value
bquests to read a single block.

—

Table 85 — Fast extended read multiple blocks request format

)
Fast B\ )
extend- First Number
SOF Flags edread | . @% block CRC16 EOF

. A\ of blocks

multiple number

block . C)
8 bits 8 bits 64 bits 16 bits 16 bits 16 bits
Request parameter:

(optional) UID;
first block number;

number of blecks:

9.9. If the

ions are

d by the

eturn in

of '0000'

set

Table 86— Fast extended read multiple blocks response format when Error_flag is
SOF | Flags | '™ | CRC16 | EOF
code
8 bits 8 bits 16 bits

Table 87 — Fast extended read multiple blocks response format when Error_flag is NOT
response is available within 20 ms

Block
SOF Flags | security Data CRC16 EOF
status
8 bits 8 bits Block length 16 bits
Repeated as needed

NOTE 2

© ISO/IEC 2019 - All rights reserved
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If the response is not available within 20 ms, VICC can request a waiting time extension by using the
Waiting time extension reply as defined in 7.4.5.

Response parameter:
Error_flag (and Error code if Error_flag is set)
if Error_flag is not set (the following order shall be respected in the VICC response)

Block security status N (if Option_flag is set in the request)

Block value N

Block security status N+1 (if Option_flag is set in the request)
Block value N+1

etc.

where N is the first requested (and returned) block.

10.4.22Authenticate
Commahpd code ='35’
The Authenticate command defined in Table 88 is used to perform<VIEC, VCD or Mutual Authentication.

The Authenticate command supports a variety of CS as indicated by the CSI field. The supported
authentlcate method, number and sequence of Authenticate commands depends on the selected CS and
are defiped inside payload field.

CS may define VICC Authentication only, VCD Authentication only or Mutual Authentication. The VCD
shall not integrate an Authenticate command in a SecureComm or AuthComm crypto format indicator

A VICC rleceiving an Authenticate command wjith an unsupported CSI shall not execute the Authenticate
commarjd and remain in the current state,

If the VICC receives an Authenticate command but there is a cryptographic error, and the cryptographi
suite splcifies that the error requires a security timeout, the VICC shall set a security timeout a
specifiedl in 9.7.

v O

If the V[CC supports security timeout for the Authenticate command and receives an Authentica]
during 4 timeout then it shallreject the command, send the generic crypto error code and remain in it
current ptate.

wvnn O

The VICL decides whether the data field is included in the Final response to this command or stored ip
the ResponseBuffer.

If respofseflag b3 is set to 1, the Final response includes the data field with valid cryptographic results.
The VIC(C ftay also store the results inside a ResponseBuffer and shall set b2 to 1.

If the response flag b3 is set to 0, the Final response does not include the data field. The VICC shall store
the cryptographic results inside the ResponseBuffer and shall set b2 to 1.

If a ResponseBuffer is supported, the VICC shall clear the Validity flag (flag b2) immediately after
receiving the Authenticate command and shall set this flag after a successful execution of Authenticate
command and successful storage of the results of the cryptographic calculation in the VICC
ResponseBuffer.

In case of an in-process reply:
— The Initial response or the Barker response shall always contain the Barker field with Done flag

set to 0.
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— The Final response to this command shall always contain the Barker field with Done flag set to 1.

The reply timing for this command is defined by the CS (Immediate or In-Process reply).

Table 88 — Authenticate request format

SOF Flags Authenticate UID CSI Message CRC16 | EOF

Size and content defined

cppr‘ifipd hy the CSI

8 bits 8 bits 64 bits 8 bits by the crypto suite 16 bits

Request parameter:
(optional) UID;
CSL;

message.
Response parameter:

The response formats for this command are defined in 7Z.4. The response payload is defined by

10.4.23KeyUpdate

(Jommand code ='36’

—

he KeyUpdate command defined in Table 89 allows<the VCD to write or overwrite a key in t
he KeyUpdate shall only be executed when the WICC is in the Selected Secure state. The

= =

he VCD may send the KeyUpdate command iffa SecureComm crypto format indicator or an Au
rypto format indicator. If the CS requires to send the KeyUpdate command in a SecureComn
prmat then the payload message shall'not be encrypted. If the CS allows to send the Ke
ommand in an AuthComm crypto format or without usage of a crypto format then the payload
hall be encrypted.

.o =—h o —

—

he VICC shall answer the KeylUpdate command using the In-process reply as defined in 9.8.

]

F an error occurs, the response may be an Immediate reply.

Table 89 — Key Update request format

the CS.

he VICC.
payload

nessage and reply formatting are specified by the'CSI used by the previous Authenticate comnjand.

thComm
h crypto
yUpdate
message

SOF Flags"”| KeyUpdate UID Key ID Message CRC16

EOF

Size and content defined by the

crypto suite specified by the CSI 16 bits

8 bits 8 bits 64 bits 8 bits

The VICC shall update its current key value with a new key value. If the VICC does not write the

new key

S| 1r‘rﬂccﬁl"v thenitshall reverttothe hrlnr l(ny Anv I(nvl Inr] ate shallhe atomicin nature Eore

rample a

VICC may meet this requirement by double buffermg the wrlte operation.

A VICC shall only accept a KeyUpdate command in Selected Secure state. If a KeyUpdate command is
received in another state, the KeyUpdate command shall be ignored and the VICC shall remain in the

current state.

If a cryptographic error occurs when processing a properly formatted KeyUpdate command of a CS
requiring a security timeout the VICC shall set a security timeout if supported and shall reply with an

error response (generic crypto error code).
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During a security timeout the VICC shall reject Authenticate, Challenge or KeyUpdate commands or any
command sent in a crypto format. The VICC shall reply with an error response except for the Challenge
command (generic crypto error code) and shall remain in its current state.

Request parameter:

(optional) UID;

key

ID;

me

Respon

The response formats for this command are defined in 7.4. The response payload is defined by the CS.

10.4.24
Comma

The Cha

DGSC.

ke parameter:

Challenge
nd code ="39’

[=}

simulta

or mutupl Authentication. The VICC shall not reply and shall store its response (computed values) fq
subsequlent authentication in the ResponseBuffer.

The VCI) may subsequently read the ResponseBuffer using a ReadBuffer command. If an error occuy
during the execution of a Challenge command, the VICC shall respond to this ReadBuffer command wit
a standqrd error response (e.g. generic crypto error code).

llenge command defined in Table 90 allows the VCD to instruct single or multiple VICCs
eously and independently precompute cryptographic values for use,in a subsequent VICC, VC

= U

- n

The Challenge command shall only be executed in Non-addressed mode. If the Address or Select_flag is
set, the VICC shall ignore it and keep the current statev:A VICC shall only execute a Challenge command
in ready|state.
After refeiving a Challenge command, the VICE.shall immediately clear the validity response flag (flEE
b2) and|shall set this flag after a successfuljexecution of the challenge and successful storage of t
result of the cryptographic calculation in'the VICC ResponseBuffer.
If a VCD|sends any command while the VICC is processing a Challenge command, the VICC may suspenfd
its processing and execute the fhéw incoming command, or in environments with limited powdr
availability, undergo a power-on reset.
After trgnsmitting a Challeage command, VCD should send un-modulated carrier for a sufficient period
of time defined by CS allowing all VICCs to compute and store their results.
Table 90 — Challenge request format
SOF| | .Flags | Challenge | CSI Message CRC 16 EOF
Size and content defined by
8 bits 8 bits 8 bits the crypto suite specified by 16 bits
the CSI

Request parameter:

CSI;

message.

Response parameter:

No answer from the VICC
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10.4.25ReadBuffer
Command code ="3A’

If a ResponseBuffer is implemented the ReadBuffer command defined in Table 91 shall be supported.
After receiving the ReadBuffer command, the VICC shall send back to the VCD the data stored in the
ResponseBuffer (see Table 92 and Table 93).

If a ResponseBuffer is not implemented, the VICC may return an error code after receiving an addressed
or selected ReadBuffer command.

The VCD may use a ReadBuffer command in an AuthComm crypto format indicator but shall/not use it
ih a SecureComm crypto format indicator.

The VICC shall return its response as Immediate reply or as In-process reply if used.in an AuthComm
rypto format indicator.

Q

—

he response shall contain the calculated data padded with least significant-0 bits as required to a
minimum multiple of 8 bits or an error code.

Table 91 — ReadBuffer request format

SOF Flags ReadBuffer uID & CRC16 | EOF
8 bits 8 bits 64 bits ~ 16 bits

Request parameter:

(Optional) UID.

Table 92 — ReadBuffer response format when Error_Flag is set

SOF Flags A\‘lfrror code CRC16 EOF
8 bits 8 bits 16 bits

Table 93 — ReadBiiffer response format when Error_Flag is NOT set

SOF- N fags ReadBuffer Data CRC16 | EOF
8 bits multiple of 8 bits 16 bits

Response parameter:
Error_flag (and-Error code if Error_flag is set)
if Errgr-flag is not set

ReadBuffer Data bits (minimum multiple of 8 bits)

10:4.26 Extended get system information

Command code = '3B'

The Extended get system information request command defined in Table 94 and Table 95 allows for
retrieving the system information value from the VICC and shall be supported by the VICC if extended
memory, security functionalities or Fast response data rate are supported by the VICC. When receiving
this command, the VICC shall report the success of the operation in the response (see Table 96 and
Table 97).

© ISO/IEC 2019 - All rights reserved 51


https://standardsiso.com/api/?name=6f10a170fc04d5fbe1e9deaea5a64f51

ISO/IEC 15693-3:2019(E)

Table 94 — Extended get system information request format

SOF | Flags Extendec.l Get Get System info pa- UID CRC16 EOF
System info | rameter request field
8 bits 8 bits 8 bits or 16 bits 64 bits 16 bits
Request parameter:
Get System info parameter request field;
Table 95 — Get System info parameter request field
Bit Flag name Value Description qp
0 No request of DSFID
bl DSFID
1 Request of DSFID
0 No request of AFI
b2 AF1
1 Request of AFI
) 0 No request of data field on VICC memer§,size
b3 VICC memory size - -
1 Request of data field on VICC memary size
0 No request of Information on IC réference
b4 IC reference
1 Request of Information onAC'réference
b5 MOI 1 Information on MOI always'returned in response flag
) 0 No request of Data field of all supported commands
b6 VICC Command list -
1 Request of Data field of all supported commands
. 0 No request of GST list
b7 CSI Information -
1 Request ofi€SI list
Get System Info parameter 0 One byte
b8 :
request field length 1 Twd bytes
The bit h8, Get System Info parameter requést field length shall be set to 0. When receiving a get systeth
informafion command with info parameter bit b8 set to 1, the VICC shall send an error code.

(optional) UID.

Table 96 — Extended get system information response when Error_flag is set

</
Error
) SOF Flags code CRC16 EOF
8 bits 8 bits 16 bits
Table 97 — Extended get system information response format when Error_flag is NOT set
SOF ) Elags Info UID DSEID AFI Other CRC16 EQE |
b tlags fields
8 bits
8 bits or 64 bits 8 bits 8 bits See below 16 bits
16 bits

Response parameter:

Error_flag (and Error code if Error_flag is set)

if Error_flag is not set
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Information fields, in the order of their corresponding flag, as defined in Table 95 and Table 98,
if their corresponding flag is set.

Table 98 — Information flags definition

Bit Flag name Value Description
0 DSFID field is not present.
bl DSFID
1 DSFID Tield 1s present.
0 AFI field is not present.
b2 AFI
1 AFI field is present.
0 Data field on VICC memory size defined in-Table 99 is not
b3 VICC memory size present.
1 Data field on VICC memory size defined,in Table 99 is pfesent.
0 Information on IC reference field/s not present.
b4 IC reference X >
1 Information on IC reference fi€ld/is present.
0 1 byte memory addressin
b5 Mol y y &
1 2 bytes memory addressing
0 Data field of all supported commands defined in Table 100 to
) Table 104 is not présent.
b6 VICC Command list - - -
1 Data field of all'supported commands defined in Table 100 to
Table 104 is;present.
] 0 CSIlist defined in Table 105 is not present.
b7 CSI Information - - -
1 CSI list defined in Table 105 is present.
0 One byte
b8 Info flag length
1 Two byte

—

—y

by p—

|

—

he bit b8, Info flag length shall be setito 0. If set to 1, the response shall be ignored.

[ the DSFID information was requested by the VCD but is not returned by the VICC then th
inctionality is not supported\by the VICC.

F the AFI information was' requested by the VCD but is not returned by the VICC then
inctionality is not supported by the VICC.

The VICC memory-5size information when requested by the VCD shall always be returned by th|
gxtended memery-or security functionalities are supported by the VICC.

he IC referernce information when requested by the VCD shall always be returned by the
gxtended.memory or security functionalities are supported by the VICC.

heVICC Command list when requested by the VCD shall always be returned by the VICC if e
memory or security functionalities are supported by the VICC.

e DSFID

the AFI

e VICC if

VICC if

xtended

The CSI list when requested by the VCD shall always be returned by the VICC if security functionality is
supported by the VICC.

Other field information description is as follows.

The VICC memory size information is shown in Table 99.
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Table 99 — VICC memory size information

MSB LSB
24 22|21 17 16 1
RFU Block size in bytes Number of blocks

The block size shall be expressed in number of bytes on 5 bits, allowing to specify up to 32 bytes i.e. 256
bits. It is one less than the actual number of bytes.

EXAMPLE A value of "1F" indicates 32 bvtes, a value of '00' indicates 1 hyte

The nunluber of blocks is on 16 bits, allowing to specify up to 65 536 blocks. It is one less than the attu3l
number|of blocks.

EXAMPLE A value of 'FFFF' indicates 63 536 blocks, a value of '0000' indicates 1 block.
The thrge most significant bits are reserved for future use and shall be set to zero.
The IC reference shall be coded as an 8 bits binary integer and is defined by the IC(manufacturer.

For the §upported command list, Byte 1, 2, 3 and 4 are mandatory.

Table 100 — VICC memory supported commands information

MSB X LSH
v

32 25[24 17|16 <7 09]os 01

Byte 4 Byte 3 Byte)2 Byte 1

Table 101 — Byte I'definition

Bit Meaning if bit is set ;\\® Comment
bl Read single block is supported.
b2 Write single block is supported.
b3 Lock single block is supported.
b4 Read multiple blocks is supported.
b5 Write multiple blocks is supperted.
b6 Select is supported. Including Selected state.
b7 Reset to Ready is supported.
b8 Get multiple blocK'sgcurity status is supported.

Table 102 — Byte 2 definition

Bit Sv Meaning if bit is set Comment
bl Write AFI is supported.
b2 LeekAlHssupperted:
b3 Write DSFID is supported.
b4 Lock DSFID is supported.
b5 Get System Information is supported.
b6 Custom commands are supported.
b7 Fast read multiple blocks is supported.
b8 RFU 0 shall be returned.
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