INTERNATIONAL ISO/IEC
STANDARD 15433

First edition
1999-08-15

Information technology —
Telecommunications and inféormation
exchange between systems —

Private Integrated Services Network —
Inter-exchange signalling protocol —
Wireless Terminalk Authentication
supplementary.services

Technologies de Linformation — Télécommunications et échange
d'information.entre systémes — Réseau privé a intégration de selvices —
Protocole de-signalement d'interéchange — Services supplémentgires

d'authentification de terminal sans fil

Reference number
ISO/IEC 15433:1999(E)



https://standardsiso.com/api/?name=1e8940ae137fafe5427b2edf44b393fa

ISO/IEC 15433:1999(E)

Contents

S Yo 1< 1
P2 o] 0] 5 1 4= 0 T PP 1
0 N\ 4 o F= ) P23 =) (== T U S 1
4 Terms and defiNItiONS ........ooiiiiiii e es tenrreenreesn s Tadk e s e ne 2
4.1 External definitiONS..........oiiiiiiie it nne reeennne g b eeeennnee s e nneene 2
4.2 Other HefiNitiONS .......eiiiiieiree e e e e e nnee e psgeensNeesnneenneennrenennabeneennns 3
5 Symbolg and abbreviated tErMS .........cooviiiiiiic e A e verrrrreereee e e b 3
6 Signallirlg protocol for the sUPPOrt Of SS-WTAT ..cceie i S et e e e e e ssnrnrrrrreeenees evvvneeabereeenns 4
6.1 SS-WTAT AESCHPLON ..ttt s s e e e e e s s s re e e e e e s e nnnnaeeeedegeasnsnteneeeaesesnnsss  tesssssssnnseseesssnnsnnabereennnnn 4
6.2 SS-WTAT operational reQUIrEMENTS .........cccviiiiiieeeiiiiiiiiieeee e s sssce 5 naessnsnnteeeeeeeessnssnreneeeeeeesns teeeesssnssssbereeeanns 4
6.2.1 Reqirements 0N @ ViISItOr PINX ........oiiiiiiiiiiiiiiiiee e isisiiieeie e N snnieeer e e e e s s ssnnnnneneaeesssnnsnnnnens seeeseseesssnnsnssbereeennnn 4
6.2.2 Reqglirements 0N @ HOME PINX ... 08 ettt e e e e s s st e e e e e e s s ssnntaneneeeeessnnnnnns eereeeesssnnsnnsbereeennns 4
6.2.3 Regliirements on the Authentication Server PINX . .. oo e e S 4
6.2.4 Reqgliirements 0n a TranSit PINX . ... 8o oot e e e e e s s s e e e e e s s ssnnrnnnneeeessnns eenreseesssnssnnabereeesnn 4
6.3 SS-WTAT cOdiNg rEQUITEMENES .......uvveeeehedeeiiiiiiiee e e st ee e e e e s st e e e e e e s s st e eeeaeesssnrnnnnenes teeeeeeesssnssnnsbereeennnn 4
T T @ o= - 1o e SSSRR SUPTR 4
6.3.2 INfOMALION EIEMENTS ... e o et e e e s reesnreeesnneesneennnenshoreenines 7
ORI  V =T] ¥ Vo [ S SRR 7
6.4 SS-WTAT State defllIitiONS ........ooiiiiiiie e nne ernreeesnneesneesnneesheneenines 8
6.4.1 States at the-Home PINX for initiation of SS-WTAT ....ccccviiiiiiiiree s nnedireennns 8
6.4.2 Statgsat'the Home PINX for requesting authentication parameters..........cccccvvveveeeviicciieeeeee e ..8
6.4.3 States at the Home PINX when fetching authentication parameters.........cccccceevveviiiiiieeeee e ..8
6.4.4 States at the Visitor PINX for execution Of SS-WTAT .....oooiiiiiiiiiiieree e reesneesnes 8
6.4.5 States at the Visitor PINX for requesting authentication parameters .........ccccceevvvvcciviieeeee e cccviiieeeeeeen w9

© ISO/IEC 1999

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means, electronic
or mechanical, including photocopying and microfilm, without permission in writing from the publisher.

ISO/IEC Copyright Office « Case postale 56 « CH-1211 Genéve 20 « Switzerland
Printed in Switzerland


https://standardsiso.com/api/?name=1e8940ae137fafe5427b2edf44b393fa

© ISO/IEC ISO/IEC 15433:1999(E)

6.4.6 States at the AuthentiCation SErVer PINX.........coiiio i ses areeesrneesreeanneees 9
6.5 SS-WTAT Signalling PrOCEAUIES. ........uieiiiiieee ettt e e e e r e e e s s ar et e e e e eesssssntraareeeeeseasantnes teeeeeessssnssnnnneeeeennn 9
6.5.1 Actions at the Home PINX for initiation Of SS-WTAT .....ccviiiiii e aevreeennneas 9
6.5.2 Actions at the Home PINX for requesting authentication parameters ...........cccoveveee e ivicciiiieeeee e 1 0
6.5.3 Actions at the Home PINX when fetching authentication parameters.........ccccccceeevvieiiiiieiee e 10
6.5.4 AgtensattheMistor Pt terecaHnrtiaton ot SSWH A e 11
6.5.5 Agtions at the Visitor PINX for execution of SS-WTAT .......ocooiriiiiiiicrieeeneenee e GN [ erreeen 11
6.5.6 Agtions at the Visitor PINX for requesting authentication parameters..........cccccvveeevvevevveeeefhaed sennvennnnns .. .12
6.5.7 Agtions at the Authentication Server PINX .........cccooviiniiiniicneeee e Bt b 12
6.5.8 ACtIONS at @ TranSit PINX ........cooiiiiiiiieiicrie e s aaghren e s anreesneessnneesnahenneesnnns 13
6.6 SSAWTAT Impact of interworking with public ISDNS ........cccvvviiiiiiiiiiiiieeee e ot eeseee e e [ eereeeeen 13
6.7 SSAWTAT Impact of interworking with NON-ISDNS ........ccccoevivviivieenee o S beveeeeen, 13
6.8 Projocol interactions between SS-WTAT and other supplementary sérvices and ANFs ..........ccccceeenn. .13

6.8.1 Interaction with Calling Name Identification Presentation (SS*CNIP)........ccccoccvveeiiiiiciiiieeee e “ .13
6.8.2 Interaction with Connected Name Identification Presentation (SS-CONP) .......ccccccccvveiviiiiiiiieeneeeeennn . 13
6.8.3 Interaction with Completion of Calls to Busy Subs€tiber (SS-CCBS) .......cccccvieeveeee i . 3
6.8.4 Interaction with Completion of Calls on NO RePIY (SS-CCNR) .....ccoiviiiiiiiiiiiee et e e e sveee e . .14
6.8.5 Interaction With Call TranSTer (SS-CT) ot i riieiieee e ieiiiieee e e s srrrre e e e e e e s s e e e e e e s ssnrnrrrrrees taeeeessnssaberereeennns 14
6.8.6 Interaction with Call Forwarding-Unconditional (SS-CFU).........ccccoiiiiiiiiirieee i csvinnneeneeens | veeeeenn 14
6.8.7 Interaction with Call Forwarding BUSY (SS-CFB) ......cc.uuiiiiiiieic et a e e e I 14
6.8.8 Interaction with Call. Forwarding NO Reply (SS-CFNR).......ccccviiiiiieee e iiiiiiiieeee e sssiiinneeee e e e s essnnnneens | eereeeeens 14
6.8.9 Interaction with/Call DefleCtion (SS-CD) ...uuuiiiiiiiiiceieiiiee e srer e e e e e snrrrrr e e e e e nes aeeessnsabarereeenns 14
6.8.10 Interactionwith Path Replacement (ANF-PR) ... e e e s sssanenee e e e e e s eennns S 14
6.8.11 Intefaction with Call Offer (SS-CO) ...cccciiiiiiiiiiiie e e e rr e e e e e s ssranree eveeeeessnnsaberereeeann 14
6.8.12 Interaction with Call INTrUSION (SS-Cl) .....ciiiiiiiiii et e e e e e e e e e ssranree teaeeessassrreeraaeans 14
6.8.13 Interaction with DO NOt DIStUrb (SS-DIND) ......coccuiiiiiiieee et e e s s s e e e e e e s ssrrrrr e e e e e s e e s aessaseneeraeeeas 14
6.8.14 Interaction with Do Not Disturb Override (SS-DNDO).........cccuuuiiiieeieiiiiiiieieie e e s seriirerr e e e snnnnnnerees arraeeees 14
6.8.15 Interaction with Advice Of Charge (SS-AOQC) ....ccccii it e e e e e srrr e e e e ees rrreeraaeeas 14
6.8.16 Interaction With RECAII (SS-RE) ........uuuiiiiiieiiiiiii ittt e e e e e e s s e e e e e e saie eeeeaeeesansnrreeeaeeans 14
6.8.17 Interaction with Call Interception (ANF-CINT) .....ccciiiiiiiie e e e e e e e e s srrrrrr e e e e e e ses avrrrereeraaeans 14
6.8.18 Interaction with Transit Counter (ANF-TC) ... e e e e e e e e s anseee aerrarrreeeaeeees 14


https://standardsiso.com/api/?name=1e8940ae137fafe5427b2edf44b393fa

ISO/IEC 15433:1999(E) © ISO/IEC

6.8.19 Interaction with Route Restriction Class (ANF-RRC)........coicuiiiiiiiee st e e ssvrieer e e e snsinneee aenveeeees 15
6.8.20 Interaction with Message Waiting Information (SS-MWI) .......ccoiiiiiiiiiiie e aeeees 15
6.8.21 Interaction with Wireless Terminal Location Registration (SS-WTLR) ......cccccvvvieeeiiiiiiieeeee e 15

6.8.22 Interaction with Wireless Terminal information exchange (ANF-WTINFO).........cccoccevveeiiiiiiiiieeee e 15

6.8.23 Interaction with Wireless Terminal Incoming Call (ANF-WTMI) .......uuuiiiiiiiiiiiieeiee e cereieeee e ..15
6.8.24 Interaction-with-WirelessFermiral-Outgoirg-CalHANFW MY e .15
6.8.25 Intgraction with Authentication of the PISN (SS-WTAN) ....cccooiiiiiiiiiiiieeeeiririieneeeee e sssnnvnnneeneee N = beveeen 15
6.9 SS-WTAT parameter Values (LIMEIS).......cccuuuiiiiieeeiiiiiiiieeee e e s sssniieeres e e e s s ssnssneneeeeessssnsnsnnnseseesssenf Jndeessessenssheneenes 15
G 0 A T 0T g I PRSP RTPURIN S SR OUROPRTRT SUR 15
6.9.2 TIMBI T2 .ottt sttt sn e sne e nne e e s e e e nnn e e s nee s re e e e e e enneennneennenennnee b e 15
6.9.3 TIMBI T3 .. ittt e e snneesneesnnneesnnensnnnne (T e tennneenneeenneeennneenneeennneesheeennns 15
7 Signallirlg protocol for the support of SS-WTAN ....oovveiiiiccreeceee v s aevvesebaenen 16
7.1 SS-WTAN deSCHIPON.....cceiiiiiieie e ieciiiiieee e sssiieee e e e e e s esnnrnenesee e e s e B ¥ aaa e e e s tes e e aeesaans teeeesssssnereeeeesennssheneenes 16
7.2 SS-WTAN operational reqUIrEMENTS .........ccccuvrrerrereeeiiriiieereee e M0 et e e e rrereeesennnabennens 16
7.2.1 Reqliirements on the ViSitor PINX .......cooiiiiiiirir 0 e sstine e s e e e e ssnnnnnnneeees arnnreeeesssnnssbeneenes 16
7.2.2 Regliirements on the HOmME PINX ... ettt r e snnnene anrreeeeesennssbenneees 16
7.2.3 Regliirements on the Authentication Server PINX .........ooo i e e S 16
7.2.4 Reqgiirements 0N @ TranSit PINX ...l i s s s e e e e e e s s s ne e e e e e s s ssnnraneneeaeeses nrnneeeeeesesssshoneenes 16
7.3 SS-WTAN COAING FEQUITEIMENTS ...t e eeeeeeeiiitetierreeesssssttereereeesssssssrreereeesssanssssreereeessssssssssnrees  srsseesseesssnsshoreeees 16
A8 T RO o= - 1o T S UUSRRRY SURTR 16
7.3.2 InfOMALioN ElEMENTS . e i it e s reenneennneeenneennnessineenns 16
RS TG [=1] ST Vo [T e S SR 16
7.4 SS-WTAN Stat@defiNItIONS .......eiiiiiiiiiieiiie e srees neeesneesnneeesneeshoeenans 17
7.4.1 States atithie VISIOr PINX ..o e e e nnneen eeenneessneessneessnesshoneenns 17
7.4.2 States at the HOME PINX ......oiiiii ittt sttt s et e st e e s re e e s +anneeaneeennneesneeennneene 17
7.4.3 States at the Authentication SErVEr PINX........c.ooiiiiiiiiie e tennneesnneeenneenes 17
7.5 SS-WTAN SigNalliNg PrOCEAUIES .......eeiiiieeiiiciiiei e e e e e s s s e e e e e e s ss e e e e aeesssssarrenreees breeeeeeessssnsssnnenees 17
7.5.1 ACtiONS At the VISIEOr PINX.....cii ittt st eenne tennneessneeennneenneeennneenes 17
7.5.2 ACHIONS At the HOME PINX ... ittt ettt e e s e s e e arree aneeessneeaaneeennneennneennns 18
7.5.3 Actions at the Authentication SErver PINX ... sneees areesnreeenneenes 19
7.5.4 Actions at a Transit PINX for authentication 0f @ PISN..........ccccooiiiiiiiii e rerenneees 19


https://standardsiso.com/api/?name=1e8940ae137fafe5427b2edf44b393fa

© ISO/IEC ISO/IEC 15433:1999(E)

7.6 SS-WTAN impact of interworking with public ISDNS.........c.c.uviiiiiii e eereeeeeas 19
7.7 SS-WTAN impact of interworking With NON-ISDNS............uuiiiiiiiiii e reereeeees 20
7.8 Protocol interactions between SS-WTAN and other supplementary services and ANFs..........cccccceeeeennns 20

7.8.1 Interaction with Calling Name Identification Presentation (SS-CNIP)........ccccoovieieiiiiiiiieeeeee e, ..20
7.8.2 Interaction with Connected Name Identification Presentation (SS-CONP) .......cccccceeviiiiiiiiiieee e 20
7.8.3 Interaction-with-Completion-of-Callste-Busy-Subsertber{SS-6EBS i 2 0
7.8.4 Interaction with Completion of Calls on No Reply (SS-CCNR) ......ccovvviviiiiiieeeesiiciireeree e e e 2 . ...20
7.8.5 Interaction with Call Transfer (SS-CT) ....cccccieiiiii e sseeee e e e e e f T D reeeeesennabaneeeeeees 20
7.8.6 Interaction with Call Forwarding Unconditional (SS-CFU).......ccccccoviviiiiiineeee e e e siiineneeees | veeee, 20
7.8.7 Interaction with Call Forwarding BUSY (SS-CFB) ......ccvvviiiiiiei e e oo i nnnne e e I 20
7.8.8 Interaction with Call Forwarding No Reply (SS-CFNR).......cccccvvvvveeeeeiieceedmm e eevinieens | veveeeenn 20
7.8.9 Interaction with Call Deflection (SS-CD) ....ccvvveeiiiiiiiiiiieeee e ke aeeevsnsdbireeeeen 20
7.8.10 Interaction with Path Replacement (ANF-PR)........cccccoveevieee e Mo S 20
7.8.11 Interaction with Call Offer (SS-CO) ..ccceeiviiiiiiiiiieeeee e KO e evreeeessnaberrreeean 20
7.8.12 Interaction with Call INtrusion (SS-Cl) ....cciieiiiieiieee e e er e e e srsnnnee eeeeeessnnabrrrreeenns 21
7.8.13 Interaction with Do Not DIiSturb (SS-DND) ...... i85 e e e ovnnabarereeenn 21
7.8.14 Interaction with Do Not Disturb Override (SSDNDO)........cccvuveiieeeiiiiiiiiieereee e e s sssenineeeee e e s s ssnnnnnnneees | eveeeeens 21
7.8.15 Interaction with Advice Of Charge (SS-AOQC) .....ccciiiiiiiiiiiie e s e e e re e e e e S 21
7.8.16 Interaction With RECAII (SS-RE)\ . . ueeriiiiiie it e e s s e e e e e e s srrnarereeeeesane teeeeeessssnssebanereeenns 21
7.8.17 Interaction with Call Interception (ANF-CINT) ... e s e e s e e ssnrrrrrrene e e s avnabarereeenns 21
7.8.18 Interaction with TranSIYCounter (ANF-TC) ......uuuiiiiiiee e e e e s snrrrr e e e e e e s snnnee eernaberereeenns 21
7.8.19 Interaction witlhRoute Restriction Class (ANF-RRC).........cuviiiiiiiiiiiiiiieeee e crsiiiieeeeee e s ssnnvnnnnnnees [ eereeene 21
7.8.20 Interaction.with Message Waiting Information (SS-MWI) .......ccvviiiiiieeiiiiiiieeeee e criieeeee e sesninnnes | veeeen 21
7.8.21 Intefaction with Wireless Terminal Location Registration (SS-WTLR) ......ccovvveiiiiiiiiiiieiee e esiiiieeeeens ... 21
7.8.22 Interaction with Wireless Terminal information exchange (ANF-WTINFO) .......ccccccvvviiiiiiiieeee e, 21
7.8.23 Interaction with Wireless Terminal Incoming Call (ANF-WTMI) ......cccooiiiiiiiiiiirieee e .21
7.8.24 Interaction with Wireless Terminal Outgoing Call (ANF-WTMO) .......cccooiiiiiiiiieee e .21
7.8.25 Interaction with Authentication of the PISN (SS-WTAT) ..ottt e e e snnrenee areeeeeas 21
7.9 SS-WTAN parameter VAlUES (LIMEIS) ....uuueiiiiee it e e e e s ettt e e e e e s st e e e e e e s st aaeeeaeessssnnrnnes aaeessssssnnneraeeans 21
A8 2% A T4 T= O I OO TR PRSPPSO 21
AR 2 14 1= I OO TP PR PPR 22


https://standardsiso.com/api/?name=1e8940ae137fafe5427b2edf44b393fa

ISO/IEC 15433:1999(E) © ISO/IEC

Annex A (normative) Protocol Implementation Conformance Statement (PICS) proforma............cccccvveeveeeennn. 23
Annex B (informative) Imported ASN.L definitiONS .........cocuiiiiiiiee i e e e e e e e e ennns 31
Annex C (informative) Examples of MEeSSAQE SEQUENCES ........cuiiieiiiiiiiiiiiiee e e e iittrre e e e e s e ssrarrereeee s s s nnnraeeeeaesesnnns 32
Annex D (informative) Specification and Description Language (SDL) representation of procedures............ 37

Vi


https://standardsiso.com/api/?name=1e8940ae137fafe5427b2edf44b393fa

© ISO/IEC

Foreword

ISO/IEC 15433:1999(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collabofate in fields of mutual interest. Other international organizations, governmental and non-goverrimental, in

liaison

ith ISO and IEC, also take part in the work.

Internafional Standards are drafted in accordance with the rules given in the ISO/IEC DirectivesfRart 3.

In the fleld of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Draft |

ernational Standards adopted by the joint technical committee are circulated to national bodies

Publication as an International Standard requires approval by at least 75 % of the national bodies casting

Internal
techno

Annex

bgy, Subcommittee SC 6, Telecommunications and information exchange between systems.

A\ forms a normative part of this International Standard. Annexes B'to D are for information only.

for voting.
b vote.

ional Standard ISO/IEC 15433 was prepared by Joint Technical Committee ISO/IEC JTC 1, Ihformation

Vii
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Introduction

This International Standard is one of a series of International Standards defining services and signalling protocols
applicable to Private Integrated Services Networks (PISNs). The series uses ISDN concepts as developed by ITU-T
and conforms to the framework of International Standards for Open Systems Interconnection as defined by
ISO/IEC.

This partigular International Standard is one of a series of signalling protocol standards that together specify| Private
Signalling|System Number 1 (PSS1) (informally known as QSIG) for use at the Q reference point between| Private
Integrated Services Network Exchanges (PINXs). This International Standard supports the Wireless Tlerminal
Authentication supplementary services.

viii
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Information technology — Telecommunications and information

exch

ange between systems — Private Integrated Services

Network — Inter-exchange signalling protocol — Wireless Terminal
Authentication supplementary services

1 Scqpe

This International Standard specifies the signalling protocol for the support of the Wiré€less Terminal Autmentication
supplementary services (SS-WTAT and SS-WTAN) at the Q reference point between Private Integrated Services
Network Exchanges (PINXs) connected together within a Private Integrated Services Network (PISN).
Authentication of a WTM user (SS-WTAT) is a supplementary service that énables a PISN, as a securityl measure,
to validate the identity provided by the WTM user.

Authentication of the PISN (SS-WTAN) is a supplementary servicedhat enables a served WTM user, as|a security
measure, to validate the identity of the PISN.

The mgchanisms used in these services are based on the challenge and response method of authenticatipn.
Authentication algorithms to be used by these supplementary services are outside the scope of this International
Standard.

The Q reference point is defined in ISO/IEC 11579-1.

Servicg specifications are produced in_jthree stages and according to the method specified [n CCITT
Recomfnendation 1.130. This Internatienal Standard contains the stage 3 specification for the Q referencqg point and
satisfie$ the requirements identified-by;the stage 1 and stage 2 specifications in ISO/IEC 15432.

The sighalling protocol for SSA-WTAT and SS-WTAN uses certain aspects of the generic procedures for the control
of suppjementary services specified in ISO/IEC 11582.

This International Standard also specifies additional signalling protocol requirements for the support of i

at the Q

This Int]

reference point between SS-WTAT / SS-WTAN and other supplementary services and ANFs.

prnational Standard is applicable to PINXs which can interconnect to form a PISN.

teractions

2 Co

£
orriaricc

In order to conform to this International Standard, a PINX shall satisfy the requirements identified in the Protocol

Implem

entation Conformance Statement (PICS) proforma in annex A.

3 Normative references

The following normative documents contain provisions which, through reference in this text, constitute provisions of
this International Standard. For dated references, subsequent amendments to, or revisions of, any of these
publications do not apply. However, parties to agreements based on this International Standard are encouraged to
investigate the possibility of applying the most recent editions of the normative documents indicated below. For
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SO/IEC

undated references, the latest edition of the normative document referred to applies. Members of ISO and IEC
maintain registers of currently valid International Standards.

ISO/IEC 11571:1994, Information technology - Telecommunications and information exchange between systems -
Numbering and sub-addressing in private integrated services networks.

ISO/IEC 11574:1994, Information technology - Telecommunications and information exchange between systems -
Private Integrated Services Network - Circuit-mode 64 kbit/s bearer services - Service description, functional

capabilitie

s and information flows.

170 1

ISO/IEC 1]
Private inf

ISO/IEC 1
Private In
exchange

ISO/IEC 1
Private Inj
Location
feature.

ISO/IEC 1
Private In
suppleme

ISO/IEC 1
Private In|
Authenticd

ITU-T Req

CCITT Rs
network c

ITU-T Req
them.

ITU-T Req

ITU-T Re

1 faYaW. ] Lot 1 + L. L Tal H 41 ol raf Y I ot
LI I™ L. LII, ITITUITTTIAUUTT LCL;I”IUIUy)’ TCIeCeurTimrarneaturio arra minorirmatryori C/\l,llallyc CTVVCTTT Q)

egrated services network - Part 1: Reference configuration for PISN exchanges (PINX).

1582:1995, Information technology - Telecommunications and information exchange between sy
egrated Services Network - Generic functional protocol for the support of supplementary-services
signalling procedures and protocol.

5428:1999, Information technology - Telecommunications and information exchange between sy

fegrated Services Network - Specification, functional model and information flows - Wireless T
Registration supplementary service and Wireless Terminal Informatioh \Exchange additional

5429:1999, Information technology - Telecommunications and information exchange between sy
egrated Services Network - Inter-exchange signalling protocol = Wireless Terminal Location Reg
htary service and Wireless Terminal Information exchange additional network feature.

5432:1999, Information technology - Telecommunications and information exchange between sy
fegrated Services Network - Specification, functional~model and information flows - Wireless T
htion supplementary services (WTAT and WTAN),

. 1.112:1993, Vocabulary of terms for ISDNSs.

c. 1.130:1988, Method for the characterization of telecommunication services supported by an IS
hpabilities of an ISDN (Blue Book).

. 1.210: 1993, Principles of telecommunication services supported by an ISDN and the means to d

. 2.100: 1993, Specification and Description Language.

L. Q.950:1993, Digital Subscriber Signalling System No. 1 (DSS1) - Supplementary services pi

structure and general principles.

4 Terms

5 and definitions

For the py

stems -

stems -
- Inter-

istems -
‘erminal
network

stems -
stration

stems -
‘erminal

DN and

lescribe

otocols,

rposes of this International Standard, the following definitions apply.

4.1 Exte

rnal definitions

This International Standard uses the following terms defined in other documents:

— Application Protocol Data Unit (APDU) (ISO/IEC 11582)
— Coordination Function (ISO/IEC 11582)
— End PINX (ISO/IEC 11582)
— Home Data Base (HDB) (ISO/IEC 15428)
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— Home PINX (ISO/IEC 15428)
— Interpretation APDU (ISO/IEC 11582)
— Network Facility Extension (NFE) (ISO/IEC 11582)
— Originating PINX (ISO/IEC 11582)
— PISN Number (ISO/IEC 11571)
— Private-trtegrated-Services-Network-{(RISN) HSOHEC1E579-H
— Private Integrated Services Network Exchange (PINX) (ISO/IEC 11579-1)
— Sigrjalling (ITU-T Rec. 1.112)
— Supplementary Service (ITU-T Rec. 1.210)
— Supplementary Services Control Entity (ISO/IEC 11582)
— Terminating PINX (ISO/IEC 11582)
— Transit PINX (ISO/IEC 11582)
- Use (ISO/IEC 11574)
— Visitor area (ISOMEC 15428)
— Visitor PINX (ISO/IEC 15428)
— WTM user (ISO/IEC 15432)
— WTM user’s identity (ISO/IEC 15428)

4.2 Ofher definitions

4.2.1
Authen

the PIN

5 Syn
ANF

APDU

ication Server PINX
X that contains the functionality to compute a challenge for a WTM user

nbols and abbreviated terms

Additional Network Feature

Application Protocol Data Unit

ASN.1

HDB

ISDN

NFE

PICS

PINX

PISN

Abstract-SyrtaNotation-he—t
Home Data Base

Integrated Services Digital Network

Network Facility Extension

Protocol Implementation Conformance Statement
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6 Signahing protocol for the support of SS-WTAT

6.1 SS-

SS-WTAT]
provided K
If the rece|

6.2 SS-

(VTAT description
is a supplementary service which enables the PISN, as a security measure, to~validate the
y the WTM user. This is done by sending specific information to the WTM user.and awaiting a re

ved response is the expected response then authentication has passed successfully.

VTAT operational requirements

6.2.1 Requirements on a Visitor PINX

Generic p
in ISO/IEC

focedures for the call-independent control (connection-oriented)) of supplementary services, as s
11582 for an Originating and Terminating PINX, shall apply.

6.2.2 Requirements on a Home PINX

Generic p
in ISO/IEC

focedures for the call-independent control (connection-oriented) of supplementary services, as s
11582 for an Originating and Terminating PINX; shall apply.

6.2.3 Requirements on the Authentication Server RINX

Generic p
in ISO/IEC

focedures for the call-independent_conhtrol (connection-oriented) of supplementary services, as s
11582 for a Terminating PINX, shall apply.

6.2.4 Requirements on a Transit PINX

Generic p
in ISO/IEC

6.3 SS-
6.3.1 Op

The opera
Notation r

focedures for the call-independent control (connection-oriented) of supplementary services, as s
11582 for a Transit/PINX, shall apply.

VTAT coding feguirements
prations

itions\authWtmuUser, getWtatParam, wtatParamEng and transferAuthParam defined in Abstract
umber 1 (ASN.1) in Table 1 shall apply.

identity
sponse.

pecified

pecified

pecified

pecified

Syntax

Table 1 — Operations in support of Authentication services

WTM-Authentication -Operations

{iso standard pss1- authentication (15433) authentication -operations (0)}

DEFINITIONS EXPLICIT TAGS ::=

BEGIN

IMPORTS OPERATION, ERROR FROM Remote-Operation-Notation

{joint-iso-ccitt(2) remote-operations(4) notation (0)}
Extension FROM Manufacturer-specific-service-extension-definition
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{iso standard

pssl-generic-procedures (11582) msi-definition (0)}
invalidServedUserNumber FROM General-Errors-List

{ccitt recommendation q 950 general-error-list (1)}
PartyNumber FROM Addressing-Data-Elements

{iso(1) standard(0) pss1-generic-procedures(11582)

addressing-data-elements(9)};

-- The following three operations shall apply to SS-WTAT --

Authwmoser—= OPERATION ——fronT Home PINXto Visitor PTNX=-
ARGUMENT AuthWtmArg
RESULT AuthWtmRes
ERRORS { temporarilyUnavailable, invalidServedUserNumber,
notAuthorized, paramNotAvailable, unspecified}
GetWtagtParam ::= OPERATION -- from Visitor PINX to Home PINX --
ARGUMENT WitatParamArg
RESULT WitatParamRes
ERRORS { invalidServedUserNumber, notAuthorized,
paramNotAvailable, temporarilyUnavailable, unspecified}
WitatPayamEng ::= OPERATION -- from Home PINX to Authéntication Server PINX--
ARGUMENT WitatParamArg
RESULT WitatParamRes
ERRORS { invalidServedUserNumber, paramNotAvailable, unspecified}
AuthWtmArg ::= SEQUENCE { wtmUserld WtmUserld,
calcWtatInfe [ 1] IMPLICIT CalcWtatinfo OPTIONAL,
dummyExtension DummyExtension OPTIONAL}
AuthWtmRes ::= SEQUENCE { ENUMERATED {auth-res-correct (0),
auth-res-incorrect (1) },
dummyExtension DummyExtension OPTIONAL}
WtatPafamArg ::= SEQUENCE { wtmUserld WtmUserld,
canCompute CanCompute OPTIONAL,
authChallenge AuthChallenge OPTIONAL,
dummyExtension DummyExtension OPTIONAL}
=Z The presence of element canCompute indicates that the Visitor PINX is able tp --
-- compute a challenge and the expected response from session key information --
WtatPafamRes«is SEQUENCE {wtatParaminfo WtatParaminfo,

dummyExtension DummyExtension OPTIONAL}

-- The fpllowing two operations shall apply to SS-WTAN --

GetWtanParam ::= OPERATION -- from Visitor PINX to Home PINX --

ARGUMENT WtanParamArg

RESULT WtanParamRes

ERRORS { invalidServedUserNumber, notAuthorized,

paramNotAvailable, temporarilyUnavailable, unspecified}

WtanParamEnq ::= OPERATION -- from Home PINX to Authentication Server PINX--

ARGUMENT WtanParamArg

RESULT WtanParamRes

ERRORS { invalidServedUserNumber, paramNotAvailable, unspecified}
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WtanParamArg ::= SEQUENCE { wtmUserld WtmUserld,
authChallenge AuthChallenge,
authAlgorithm AuthAlgorithm,
canCompute CanCompute OPTIONAL,

dummyExtension DummyExtension OPTIONAL}

-- The presence of element canCompute indicates that the Visitor PINX is able to --
-- compute the response from session key information --

WtmUserld ::= CHOICE { pisnNumber PartyNumber
== 11e FISIN rurmoer or e vv I'ivi User,
-- always a Complete Number.

alternativeld Alternativeld }
Alternativeld ::= OCTET STRING(SIZE(1..20))
WtanParagmRes ::= SEQUENCE {wtanParaminfo WtanParaminfo,

dummyExtension DummyExtension OPTIONAL}

-- The follpwing unconfirmed operation shall apply when interaction between SS-WTAJ and ANF-WTINFO --

TransferAlithParam ::= OPERATION -- from Home PINX to Visitor PINX --
ARGUMENT SEQUENCE {wtatParaminfo WtatParaminfo,
dummyExtension DummyExtension OPTIONAL}
WitatPararinfo ::= SEQUENCE {authAlgorithm AuthAlgorithm,
CHOICE {
authSessionKeylnfo [ 1] IMPLICIT AuthSessionKeylinfd,
calcWtatinfo [ 2] IMPLICIT CalcWtatinfo,
authkey [ 3] IMPLICIT AuthKey,
challLen [4]IMPLICIT INTEGER(1..8) } }
AuthKey :[= OCTET STRING (SIZE(%-16)) -- Authentication key --
WtanParaminfo ::= CHOICE  {authSessionKeyinfo [ 1] IMPLICIT AuthSessionKeylnfo,
caleWtanInfo [ 2] IMPLICIT CalcWtanInfo}
AuthSessionKeyinfo ::= SEQUENCE {authSessionKey AuthSessionKey,
calculationParam CalculationParam}
CalcWitatlpfo ::= SEQUENCE SIZE(1..5) OF CalcWtatInfoUnit
CalcWitatipfoUnit ::= SEQUENCE {authChallenge  AuthChallenge,

authResponse AuthResponse,

derivedCipherKey [1] IMPLICIT DerivedCipherKey OPTIONAL
calculationParam [2] IMPLICIT CalculationParam OPTIONAL}
-- included if required by the authentication algorithm in use --

CalcWtaninfo ::= SEQUENCE {authResponse  AuthResponse,
calculationParam CalculationParam OPTIONAL}
-- included if required by the authentication algorithm in use --

DummyExtension ::= CHOICE  {extension [5] IMPLICIT Extension,
sequOfExtn [6] IMPLICIT SEQUENCE OF Extension}
AuthAlgorithm ::= SEQUENCE {‘authAlg  INTEGER { ct2 (0), dect (1), gsm (2), pci (3),

pwt (4), us-gsm (5), phs (6),
tetra (7) } (0..255),
ANY DEFINED by authAlg OPTIONAL}
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AuthChallenge ::= OCTET STRING (SIZE(1-8)) -- Randomly generated parameter --
AuthResponse ::= OCTET STRING (SIZE(1-4)) -- WTAT: Expected response value --
-- WTAN: Response value from network --
AuthSessionKey ::= OCTET STRING (SIZE(1-16)) -- Authentication session key--
CalculationParam ::= OCTET STRING (SIZE(1-8)) -- Parameter used when calculating --
-- the authentication session key from --
-- the real authentication key. It may be --
—transferred-tothe-Wivtruserduring—=
-- both WTAT and WTAN. --
CanCompute ::= NULL -- indicates capability of computing --
-- challenge and/or response value <
DerivedCipherKey ::= OCTET STRING (SIZE(1-8)) -- derived cipher key may be computed --
-- when computing challenge and --
-- expected response values4-
authWwtmUser AuthWtmUser = localvalue 72
getWtatParam GetWtatParam := localvalue 73
wtatPafamEnq WtatParamEnq = localValue 74
getWtanParam GetWtanParam := localvalue 75
wtanParamEnq WtanParamEnq = localvValue6
transfefAuthParam TransferAuthParam = localvalue 77
notAuthorized ERROR = localvValue 1007
paramNotAvailable ERROR = Jocalvalue 1017
temporgrilyUnavailable ERROR =@, localvalue 1000
unspecified Unspecified =" localValue 1008
Unspedified ::= ERROR PARAMETER Extension
END -- of WTM-Authentication -Operations
6.3.2 Ipformation elements
6.3.2.1| Facility information element
APDUs| of the operations~defined in 6.3.1 shall be coded in the Facility information element in accordance with

ISO/IE(

When (
shall cg

When d

[ 11582.

onveying.the invoke APDUs of operations defined in 6.3.1, the destinationEntity data element @
ntain value endPINX.

onveying the invoke APDUs of operations defined in 6.3.1, the Interpretation APDU shall either

f the NFE

be omitted

or bein

6.3.2.2

cluded with the value rejectAnyUnrecognisedinvokePdu.

Other information elements

Any other information elements (e.g. Calling party number, Called party number) shall be coded in accordance with
ISO/IEC 11582.

6.3.3 Messages

The Facility information element shall be conveyed in the messages as specified in clause 10 of ISO/IEC 11582.
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6.4 SS-WTAT state definitions
6.4.1 States at the Home PINX for initiation of SS-WTAT

The procedures for the Home PINX for initiation of SS-WTAT are written in terms of the following conceptual states
existing within the SS-WTAT Supplementary Service Control entity in that PINX in association with a particular
request for authentication of a WTM user.

6.4.1.1 State WtatHomelnitldle

Initiation ogF-SS-WHAFR-the-HemePHNX-isretin-progress:

6.4.1.2 State WtatHomelnitiating
An authWimUser invoke APDU has been sent to the Visitor PINX.
6.4.2 States at the Home PINX for requesting authentication parameters

The procgdures for the Home PINX for requesting authentication parameters are written~in terms of the fpllowing
conceptudl states existing within the SS-WTAT Supplementary Service Control entity:in that PINX in asspciation
with a particular request for authentication of a WTM user.

6.4.2.1 State WtatHomeRequestldle

Ready for|receipt of a getWtatParam invoke APDU from the Visitor PINX.
6.4.2.2 Slate WtatHomeRequesting

A getWtatParam invoke APDU has been received from the Visitor PINX.
6.4.3 States at the Home PINX when fetching authentication parameters

The procqdures for the Home PINX when fetching<authentication parameters are written in terms of the following
conceptudl states existing within the SS-WTAT Supplementary Service Control entity in that PINX in asspciation
with a particular request for authentication of 2" \WTM user.

6.4.3.1 State WtatHomeFetchldle
Fetching gf authentication parametérs from the Authentication Server PINX during SS-WTAT is not in progrefss.
6.4.3.2 State WtatHomeFetching

A wtatParamEnq invoke.APDU has been sent to the Authentication Server PINX.
6.4.4 States at the/Visitor PINX for execution of SS-WTAT

The procedures/for the Visitor PINX for execution of SS-WTAT are written in terms of the following conceptual
states existing" within the SS-WTAT Supplementary Service Control entity in that PINX in association| with a

1 + £ +lo '™ 1 £ AW Wil W
partlcular efuestrroratmentcattonora vv v tdSet:

6.4.4.1 State WtatVisitExecldle
Execution of SS-WTAT is not in progress.
6.4.4.2 State WtatVisitExecuting

An authWtmUser invoke APDU has been received from the Home PINX and execution of SS-WTAT is in progress.
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The procedures for the Visitor PINX for requesting authentication parameters are written in terms of the following
conceptual states existing within the SS-WTAT Supplementary Service Control entity in that PINX in association
with a particular request for authentication of a WTM user.

6.4.5.1

State WtatVisitRequestidle

Request for authentication parameters from the Home PINX during SS-WTAT is not in progress.

6.4.5.2

State \A/fn'r\/i':iannll |p<fing

A getW|
6.4.6 S

The prg
within t

authentjcation of a WTM user.

6.4.6.1
Ready
6.5 S9
Examp
6.5.1 A
The SD
6.5.1.1
On det
PINX, t

omitted

On det

PINX, the Home PINX shall use the procedures of 6.5.3 for enquiry to the Authentication Server PIN

challen
the Horj

The au

signallipg connettion. The call-independent signalling connection shall be established (or used, if an 8

connec
PINX's

fatParam invoke APDU has been sent to the Home PINX.

btates at the Authentication Server PINX

cedures for the Authentication Server PINX are written in terms of the following cenceptual statg
ne SS-WTAT Supplementary Service Control entity in that PINX in association-with a particular
State WtatAuthenticationldle

or receipt of a wtatParamEnq invoke APDU from the Home PINX,

5-WTAT Signalling procedures

es of message sequences are shown in annex C.

ctions at the Home PINX for initiation of SS-WTAT

L representation of procedures at the Home PINX for initiation of SS-WTAT is shown in D.1 of ann
Normal procedures

brmining that SS-WTAT is to be javoked without providing challenge and response values to
ne Home PINX shall send an authiWtmUser invoke APDU to the Visitor PINX where element calc
brmining that the SS-WTAT is to be invoked with challenge and response values provided to

je and response values. On receipt of challenge and response values from the Authentication Se
ne PINX shall send’an authwtmUser invoke APDU to the Visitor PINX containing the element calc

hwtmUserinvoke APDU shall be sent to the Visitor PINX using the call reference of a call-in

ion is.already available) in accordance with the procedures specified in 7.3 of ISO/IEC 11582. ]
hall’enter state WtatHomelnitiating and start timer T1.

S existing
equest for

ex D.

the Visitor
IWtatinfo is

the Visitor
X to fetch
ver PINX,
Wtatinfo.

lependent
ppropriate
'he Home

On receipt of the authWtmUser return result APDU, the Home PINX shall stop timer T1 and enter state

WtatHo

NOTE 1

melnitldle.

Confirmation of the authentication of the WTM user should be indicated to the initiating entity.

The Home PINX is responsible for clearing the call-independent signalling connection towards the Visitor PINX. This
may occur on receipt of a return result APDU. Alternatively, the signalling connection may be retained for other
applications, if appropriate.

6.5.1.2

Exceptional procedures

On receipt of an authWtmUser return error or reject APDU from the Visitor PINX, the Home PINX shall stop timer T1
and enter state WtatHomelnitldle.
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If timer T1 expires (i.e. the authWtmUser invoke APDU is not answered by the Visitor PINX), the Home PINX shall
enter state WtatHomelnitldle.

NOTE 2  Failure of the authentication of the WTM user should be indicated to the initiating entity.

The Home PINX is responsible for clearing the call-independent signalling connection towards the Visitor PINX. This
may occur on receipt of a return error or reject APDU or on expiry of timer T1. Alternatively, the signalling
connection may be retained for other applications, if appropriate.

6.5.2 Actions at the Home PINX for requesting authentication parameters

The SDL f[epresentation of procedures at the Home PINX for requesting authentication parameters is showpn in D.2
of annex .

6.5.2.1 Normal procedures

On receipt of a getWtatParam invoke APDU using the call reference of a call-independent sighalling connedtion (as
specified In 7.3 of ISO/IEC 11582), the Home PINX shall check that the received WTM auser’s identity is valid and
that the WTM user is authorized for SS-WTAT. The Home PINX shall then enter stater WtatHomeRequesting and
initiate fet¢hing of the authentication parameters from the Authentication Server PINX,using the procedures ¢f 6.5.3.
When the|authentication parameters are available, the Home PINX shall answer thé getWtatParam invoke APDU
with a retdirn result APDU containing the authentication parameters received from the Authentication Servgr PINX.
The Homg PINX shall enter state WtatHomeRequestldle.

6.5.2.2 E}ceptional procedures

If the recejved WTM user’s identity is not valid, the Home PINX shallanswer the getWtatParam invoke APDU with a
return errgr APDU containing the error invalidServedUserNumberand remain in state WtatHomeRequestldlg.

If the WTM user is not authorized for SS-WTAT, the HomePINX shall answer the getWtatParam invoke APPU with
a return efror APDU containing the error notAuthorized and remain in state WtatHomeRequestldle.

If authentication parameters are not received for_ any reason during the procedures of 6.5.3, the Home PINX shall
answer the getWtatParam invoke APDU with a-réturn error APDU and enter state WtatHomeRequestldle. In|case of
time out, grror value temporarilyUnavailable(shall be included. In all other cases, error paramNotAvailable shall be
included.

6.5.3 Actlons at the Home PINX when fetching authentication parameters

The SDL |representation of procedures at the Home PINX when fetching authentication parameters fijom the
Authentication Server PINX issshown in D.3 of annex D.

When a Home PINX also-provides Authentication Server PINX functionality, the joint requirements of 6.5.3 (for a
Home PINX) and 6.5.7(for an Authentication Server PINX) shall apply, with the exception that any commuhpication
between the Homeée.RINX functionality and the Authentication Server PINX functionality will be an intra-PINX| matter.
The messpges specified for sending from the Home PINX towards the Authentication Server PINX or vice versa will
not appear pn any inter-PINX link.

6.5.3.1 Normal procedures

On receipt of a request for fetching authentication parameters, the Home PINX shall send a wtatParamEnq invoke
APDU to the Authentication Server PINX using the call reference of a call-independent signalling connection.
Element canCompute shall be omitted, unless the Visitor PINX has indicated (by element canCompute in the
argument of a getWtatParam invoke APDU) that it is able to compute its own challenge and response. Element
authChallenge shall be included if it was provided by the Visitor PINX. The call-independent signalling connection
shall be established (or used, if an appropriate connection is already available) in accordance with the procedures
specified in 7.3 of ISO/IEC 11582. The Home PINX shall enter state WtatHomeFetching and start timer T2.

On receipt of the wtatParamEnqg return result APDU, the Home PINX shall stop timer T2 and enter state
WtatHomeFetchldle.

10
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The Home PINX is responsible for clearing the call-independent signalling connection towards the Authentication
Server PINX. This may occur on receipt of a return result APDU. Alternatively, the signalling connection may be
retained for other applications, if appropriate.

6.5.3.2 Exceptional procedures

On receipt of a wtatParamEnq return error or reject APDU from the Authentication Server PINX, the Home PINX
shall stop timer T2 and enter state WtatHomeFetchldle.

If timer T2 expires (i.e. the wtatParamEnq invoke APDU is not answered by the Authentication Server PINX), the
Home

The Hgme PINX is responsible for clearing the call-independent signalling connection towards therAuthentication
Server PINX. This may occur on receipt of a return error or reject APDU or on expiry of timer T2. Alternatively, the
signallipg connection may be retained for other applications, if appropriate.

6.5.4 Actions at the Visitor PINX for local initiation of SS-WTAT

The SOL representation of procedures at the Visitor PINX for requesting authentication parameters from|the Home
PINX ig shown in D.5 of annex D.

6.5.4.1| Normal procedures

On determining that SS-WTAT is to be invoked and when the authentjCation parameters are not availgble in the
Visitor PINX for this WTM user, the Visitor PINX shall use the procedures of 6.5.6 to make an enquiry to|the Home
PINX irl order to get the authentication parameters. Element auth€hallenge may be included if the Visitpr PINX is
capablg of calculating a challenge. If the Visitor PINX is capable of calculating challenge and response Values, the
elemenf canCompute shall be included. On receipt of the.authentication parameters from the Home PINX, SS-
WTAT s$hall be executed.

6.5.4.2 | Exceptional procedures

thentication parameters were not received-during the procedures of 6.5.6, SS-WTAT will not be executed.

The SDOL representation of procedures.at the Visitor PINX for execution of SS-WTAT is shown in D.4 of annex D.

On recgipt of an authwtmUser invoke APDU using the call reference of a call-independent signalling connection (as
igd in 7.3 of ISO/IEC’11582 ) and when either element calcWtatInfo is included or authentication parameters
for this [WTM user aré.already available at the Visitor PINX, a request for authentication shall be sent tg the WTM

If the ¢ entication
parameters for this WTM user are not avallable at the Visitor PINX, the Visitor PINX shall enter state
WtatVidi 1ting ) ke an enquiry to the
Home PINX to request the authentlcatlon parameters. Element authChaIIenge may be included if the Visitor PINX is
capable of calculating a challenge. If the Visitor PINX is capable of calculating challenge and response values, the
element canCompute shall be included. On receipt of the authentication parameters from the Authentication Server
PINX, a request for authentication shall be sent to the WTM user.

On receipt of the Authentication result from the WTM user, the Visitor PINX shall check the received result. If the
Authentication result from the WTM user is correct, the Visitor PINX shall answer the authwtmUser invoke APDU
with a return result APDU indicating authentication result correct. If the Authentication result is incorrect, the Visitor
PINX shall answer the authWtmUser invoke APDU with a return result APDU indicating authentication result
incorrect. The Visitor PINX shall enter state WtatVisitExecldle.

11
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6.5.5.2 Exceptional procedures

If authentication parameters are not received for any reason during the procedures of 6.5.6, the Visitor PINX shall
answer the authwtmuUser invoke APDU with a return error APDU and enter state WtatVisitExecldle.

If the authentication request is not answered by the WTM user, the Visitor PINX shall answer the authWtmUser
invoke APDU with a return error APDU containing the error temporarilyUnavailable and enter state
WitatVisitExecldle.

6.5.6 Actions at the Visitor PINX for requesting authentication parameters

The SDL f[epresentation of procedures at the Visitor PINX for requesting authentication parameters from(the Home
PINX is shown in D.5 of annex D.

6.5.6.1 Normal procedures

In order tq make an enquiry to the Home PINX to request the authentication parameters for a WTM user, the Visitor
PINX shall send a getWtatParam invoke APDU to the Home PINX using the call reference of a call-independent
signalling [connection. The call-independent signalling connection shall be established/(or used, if an appfropriate
connection is already available) in accordance with the procedures specified in 7. 3~of ISO/IEC 11582. The Visitor
PINX shall start timer T3 and enter state WtatVisitRequesting.

On receipt of the getWtatParam return result APDU, the Visitor PINX Shall stop timer T3 and entér state
WitatVisitRequestldle. If the element wtatParaminfo contains authentication session key, the Visitor PINX shall
calculate [the challenge and the expected response. If the elemefit WtatParaminfo contains calcWtafinfo no
calculation is necessary.

The Visitofy PINX is responsible for clearing the call-independent'signalling connection towards the Home PINX. This
may occuf on receipt of a return result APDU. Alternatively,~the signalling connection may be retained for other
applications, if appropriate.

6.5.6.2 Ejceptional procedures

On receipt of a getWtatParam return error or rejéct APDU from the Home PINX, the Visitor PINX shall stop timer T3
and enter [state WtatVisitRequestldle.

If timer T3 expires (i.e. the getWtatParam invoke APDU is not answered by the Home PINX), the Visitor PINX shall
enter state¢ WtatVisitRequestldle.

The Visitofy PINX is responsible-for'clearing the call-independent signalling connection towards the Home PINX. This
may occyr on receipt of a-return error or reject APDU or on expiry of timer T3. Alternatively, the signalling
connectionh may be retainedfor other applications, if appropriate.

6.5.7 Actlons at the-Authentication Server PINX

The SDL r|:presentation of procedures at the Authentication Server PINX is shown in D.6 of annex D.

6.5.7.1 Normal procedures

On receipt of a wtatParamEnq invoke APDU using the call reference of a call-independent signalling connection (as
specified in 7.3 of ISO/IEC 11582), the Authentication Server PINX shall check that the received WTM user’s
identity is valid and retrieve the authentication parameters if available.

Further processing depends on the application:
e If it is required by the application or if the element canCompute is not included in the wtatParamEnq invoke

APDU, the Authentication Server PINX shall generate challenge(s) unless one is provided, and use the
authentication keys to compute the expected response value(s), and answer the wtatParamEnq invoke APDU

12
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with a return result APDU where element wtatParaminfo contains the calculated authentication information
(choice calcWtatinfo).

» If the element canCompute is included in the wtatParamEng invoke APDU and if it is not required by the
application to compute a challenge and the expected response value, the Authentication Server PINX shall
answer the wtatParamEnq invoke APDU with a return result APDU where element wtatParaminfo contains the

auth

entication session key (choice authSessionKeylInfo).

» Choices authKey and challLen shall not be used in the wtatParamEnq return result APDU.

The wt
PINX s

6.5.7.2
If the r
invoke
WtatAu
If the a
invoke
shall re
6.5.8 A
No spe
6.6 S§
Not apq

6.7 S

Not apy

6.8 Pr
This cl

with su

publication of this International Standard, see those other stage 3 International Standards.

NOTE 3
relevant]

NOTE 4
messag

all remain in state WtatAuthenticationldle.

Exceptional procedures

pceived WTM user’s identity is not valid, the Authentication Server PINX shall answer the wtat
APDU with a return error APDU containing the error invalidServedUserNumber and remai
fhenticationldle.

ithentication parameters are not available, the Authentication Server PINX)shall answer the wtat
APDU with a return error APDU containing the error paramNotAvailable. The Authentication Se
main in state WtatAuthenticationldle.

ctions at a Transit PINX

Cial actions are required in support of authentication of a WTM user.
B-WTAT Impact of interworking with public ISDNs

licable.

5-WTAT Impact of interworking with non;ISDNs

licable.

otocol interactions between«SS-WTAT and other supplementary services and ANFs

bplementary services-and ANFs for which stage 3 International Standards are published subsequ

Additional.interactions that have no impact on the signalling protocol at the Q reference point can be f
stage 1 specifications.

Simultaneous conveyance of APDUs for SS-WTAT and another supplementary service or ANF in
P, gach in accordance with the requirements of its respective stage 3 International Standard, does not,

jon Server

ParamEng

h in state

ParamEng
rver PINX

huse specifies protocol (interactions with other supplementary services and ANFs for which stage 3
Internafional Standards had been published at the time of publication of this International Standard. For i

teractions
ent to the

bund in the

the same
bn its own,

constitu

e‘a protocol interaction.

6.8.1 Interaction with Calling Name Identification Presentation (SS-CNIP)

No protocol interaction.

6.8.2 Interaction with Connected Name Ildentification Presentation (SS-CONP)

No protocol interaction.

6.8.3 Interaction with Completion of Calls to Busy Subscriber (SS-CCBS)

No protocol interaction.
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6.8.4 Interaction with Completion of Calls on No Reply (SS-CCNR)
No protocol interaction.

6.8.5 Interaction with Call Transfer (SS-CT)

No protocol interaction.

6.8.6 Interaction with Call Forwarding Unconditional (SS-CFU)

No protocgl interaction

6.8.7 Intgraction with Call Forwarding Busy (SS-CFB)

No protocpl interaction.

6.8.8 Intgraction with Call Forwarding No Reply (SS-CFNR)
No protocpl interaction.

6.8.9 Intgraction with Call Deflection (SS-CD)

No protocpl interaction.

6.8.10 Inferaction with Path Replacement (ANF-PR)

No protocpl interaction.

6.8.11 Interaction with Call Offer (SS-CO)

No protocpl interaction.

6.8.12 Interaction with Call Intrusion (SS-CI)

No protocpl interaction.

6.8.13 Interaction with Do Not Disturb (SS-DND)

No protocpl interaction.

6.8.14 Interaction with Do Not-Disturb Override (SS-DNDO)
No protocpl interaction.

6.8.15 Interaction with-Advice Of Charge (SS-AOC)

No protocpl interaetion.

6.8.16 Inferaction with Recall (SS-RE)

No protocol interaction.

6.8.17 Interaction with Call Interception (ANF-CINT)
No protocol interaction.

6.8.18 Interaction with Transit Counter (ANF-TC)

No protocol interaction.
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6.8.19 Interaction with Route Restriction Class (ANF-RRC)

No protocol interaction.

6.8.20 Interaction with Message Waiting Information (SS-MWI)

No protocol interaction.

6.8.21 Interaction with Wireless Terminal Location Registration (SS-WTLR)

No protacol interaction

6.8.22 |Interaction with Wireless Terminal information exchange (ANF-WTINFO)
The follpwing protocol interaction shall apply if ANF-WTINFO is supported in accordance with ISO/IEC 15429.
6.8.22.1 Actions at the Home PINX
On receipt of a getRRCInf invoke APDU the Home PINX may obtain authentication/parameters and|include a
transfeffAuthParam invoke APDU in the same message as the getRRCInf return ‘tesult APDU. The invoke APDU
shall cgntain element wtatParaminfo with choice authKey or challLen.

6.8.22.2 Actions at the Visitor PINX

When the element wtatParaminfo is received in the transferAuthParam invoke APDU, the authentication information
may be|stored in the Visitor PINX. It may later be used by the Visitor'PINX during authentication of the WM user.

6.8.23 |Interaction with Wireless Terminal Incoming Call (ANE-W-TMI)
No protpcol interaction.

6.8.24 [Interaction with Wireless Terminal Outgoing-Call (ANF-WTMO)
No protpcol interaction.

6.8.25 [Interaction with Authentication of the PISN (SS-WTAN)

No protpcol interaction.

6.9 S$-WTAT parameter values (timers)

6.9.1 Timer T1

Timer T|1 operates atthe Home PINX during state WtatHomelnitiating. Its purpose is to protect against the absence
of a regponse to the{authwtmUser invoke APDU.

Timer T|1 shalPhave a value not less than 15 s.

6.9.2 imer T2

Timer T2 operates at the Home PINX during state WtatHomeFetching. Its purpose is to protect against the absence
of a response to the wtatParamEnq invoke APDU.

Timer T2 shall have a value not less than 15 s.
6.9.3 Timer T3

Timer T3 operates at the Visitor PINX during state WtatVisitRequesting. Its purpose is to protect against the
absence of a response to the getWtatParam invoke APDU.

Timer T3 shall have a value not less than 15 s.
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7 Signalling protocol for the support of SS-WTAN
7.1 SS-WTAN description

SS-WTAN is a supplementary service which enables the WTM user, as a security measure, to validate the identity
of the PISN, prior to accepting certain instructions from it. This is done by sending specific information to the PISN
and awaiting a response. If the received response is the expected response then authentication has passed
successfully.

7.2 SS-WTAN operational requirements

7.2.1 Retl]uirements on the Visitor PINX

Generic pfocedures for the call-independent control (connection-oriented) of supplementary services, as specified
in ISO/IEQ 11582 for an Originating PINX, shall apply.

7.2.2 Requirements on the Home PINX

Generic pfocedures for the call-independent control (connection-oriented) of suppleméntary services, as specified
in ISO/IEQ 11582 for a Terminating and an Originating PINX, shall apply.

7.2.3 Requirements on the Authentication Server PINX

Generic pfocedures for the call-independent control (connection-oriented))of supplementary services, as specified
in ISO/IEQ 11582 for a Terminating PINX, shall apply.

7.2.4 Requirements on a Transit PINX

Generic pfocedures for the call-independent control (connection-oriented) of supplementary services, as specified
in ISO/IEQ 11582 for a Transit PINX, shall apply.

7.3 SS-WTAN coding requirements
7.3.1 Operations

The opergtions getWtanParam and wtanParamEng defined in the Abstract Syntax Notation humber 1 (A$N.1) in
Table 1 in(6.3.1 shall apply to SS-WTAN:

7.3.2 Infgrmation elements
7.3.2.1 FRcility information,element

APDUs ol the operations-defined in 7.3.1 shall be coded in the Facility information element in accordarjce with
ISO/IEC 11582.

When conveying~the invoke APDU of operations defined in 7.3.1, the destinationEntity data element of the NFE
shall contTin value endPINX.

When conveying the invoke APDU of operations defined in 7.3.1, the interpretation APDU shall either be omitted or
be included with the value rejectAnyUnrecognisedinvokePdu.

7.3.2.2 Other information elements

Any other information elements (e.g. Calling party number, Called party humber) shall be coded in accordance with
ISO/IEC 11582.

7.3.3 Messages

The Facility information element shall be conveyed in the messages as specified in clause 10 of ISO/IEC 11582.
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7.4 SS-WTAN state definitions

7.4.1 States at the Visitor PINX

ISO/IEC 15433:1999(E)

The procedures for the Visitor PINX are written in terms of the following conceptual states existing within the SS-
WTAN Supplementary Service Control entity in that PINX in association with a particular request for authentication
of a PISN.

74.11

SS-WT

State WtanVisitRequestldle

7.4.1.2
A getW|
7.4.2 S

The prg
WTAN
of a PIS
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Ready
7.4.2.2
A wtanf
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7.5.1 A
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N-Hs-Ret-progress:

State WtanVisitRequesting
fanParam invoke APDU has been sent.
btates at the Home PINX

cedures for the Home PINX are written in terms of the following conceptual states existing with
N.

State WtanHomeRequestldle

or receipt of a getWtanParam invoke APDU.

State WtanHomeFetching
ParamEng invoke APDU has been sent.
btates at the Authentication Server PINX

cedures for the Authentication Server PINX are written in terms of the following conceptual statg
ne SS-WTAN Supplementary Service Control entity in that PINX in association with a particular
cation of a PISN.

State WtanAuthenticationldle

or receipt of a wtanParamEng invoke APDU.
5-WTAN signallingiprocedures
es of message,sequences are shown in annex B.

ctions atcthe Visitor PINX

L representation of procedures at the Visitor PINX is shown in D.7 of annex D.

n the SS-

Supplementary Service Control entity in that PINX in association with a particular request for authentication

S existing
equest for

These procedures appty oty whern the-Visitor PN Xdoes ot aiready trave authenticationm parametersavailable for
carrying out SS-WTAN.

7511

Normal procedures

On receipt of a valid authentication request from the WTM user and in order to make a request to the Home PINX to
get the authentication parameters for this WTM user, the Visitor PINX shall send a getWtanParam invoke APDU to
the Home PINX containing the challenge which was received from the WTM user and using the call reference of a
call-independent signalling connection. If the Visitor PINX is able to compute a response value, the element
canCompute shall be included in the getWtanParam invoke APDU. The call-independent signalling connection shall
be established (or used, if an appropriate connection is already available) in accordance with the procedures
specified in 7.3 of ISO/IEC 11582. The Visitor PINX shall enter state WtanVisitRequesting and start timer T4.
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On receipt of the getWtanParam return result APDU, the Visitor PINX shall stop timer T4. The element
wtanParamInfo contains either the authentication session key for the WTM user or the calculated response value. If
it contains the authentication session key, the Visitor PINX shall use it and the challenge received from the WTM
user to compute the response value for sending to the WTM user in acceptance of the authentication request. If the
return result APDU contains the calculated response value, this value shall be used for sending to the WTM user in
acceptance of the authentication request. The Visitor PINX shall enter state WtanVisitRequestldle.

The Visitor PINX is responsible for clearing the call-independent signalling connection towards the Home PINX. This
may occur on receipt of a return result APDU. Alternatively, the signalling connection may be retained for other
applications, if appropriate.

7.5.1.2 Ejceptional procedures

On receipf of a getWtanParam return error or reject APDU from the Home PINX, the Visitor PINX -shall stop timer
T4. A response shall be sent to the WTM user indicating rejection of the authentication request; and the Visitor
PINX shall enter state WtanVisitRequestlidle.

If timer T4 expires (i.e. the getWtanParam invoke APDU is not answered by the Home, RINX), a response shall be
sent to the WTM user indicating rejection of the authentication request, and the ¥isitor PINX shall enter state
WitanVisitRequestlidle.

The Visitofy PINX is responsible for clearing the call-independent signalling contiection towards the Home PINX. This
may occyr on receipt of a return error or reject APDU or on expiry of timer T4. Alternatively, the signalling
connectionh may be retained for other applications, if appropriate.

7.5.2 Actlons at the Home PINX

The SDL fepresentation of procedures at the Home PINX is shown in D.8 of annex D.

When a Home PINX also provides Authentication ServersPINX functionality, the joint requirements of 7.5 (for a
Home PINX) and 7.5.3 (for an Authentication Server RINX) shall apply, with the exception that any commuhpication
between the Home PINX functionality and the Autheftication Server PINX functionality will be an intra-PINX| matter.
The messpges specified for sending from the Home PINX towards the Authentication Server PINX or vice versa will
not appeal on any inter-PINX link.

7.5.2.1 Normal procedures

On receipt of a getWtanParam invoke APDU using the call reference of a call-independent signalling connedtion (as
specified In 7.3 of ISO/IEC 11582), the Home PINX shall check that the received WTM user’s identity is valid and
that the WTM user is authorizéd,for the SS-WTAN. If authorized, the Home PINX shall then send a wtanPafamEnq
invoke APDU to the Authentieation Server PINX, containing the received challenge and using the call reference of a
call-indepg¢ndent signallidg connection. The call-independent signalling connection shall be established (or Jused, if
an appropriate connection is already available) in accordance with the procedures specified in|7.3 of
ISO/IEC 111582. The KHome PINX shall enter state WtanHomeFetching and start timer T5.

On receipgt of thé wtanParamEnq return result APDU, the Home PINX shall stop timer T5 and ansyver the
getWtanPpram invoke APDU with a return result APDU containing the information received in the wtanPafamEnq
return resu . anHomeRequestidre.

The Home PINX is responsible for clearing the call-independent signalling connection towards the Authentication
Server PINX. This may occur on receipt of a return result APDU. Alternatively, the signalling connection may be
retained for other applications, if appropriate.

7.5.2.2 Exceptional procedures

If the received WTM user’s identity is not valid, the Home PINX shall answer the getWtanParam invoke APDU with
a return error APDU containing the error invalidServedUserNumber and remain in state WtanHomeRequestldle.

If the WTM user is not authorized for SS-WTAN, the Home PINX shall answer the getWtanParam invoke APDU with
a return error APDU containing the error notAuthorized and remain in state WtanHomeRequestldle.
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On receipt of a wtanParamEnq return error APDU from the Authentication Server PINX, the Home PINX shall stop
timer T5 and answer the getWtanParam invoke APDU with the received error in a return error APDU and enter
state WtanHomeRequestldle.

On receipt of a wtanParamEnq reject APDU from the Authentication Server PINX, the Home PINX shall stop timer
T5 and answer the getWtanParam invoke APDU with error paramNotAvailable in a return error APDU and enter
state WtanHomeRequestldle.

If timer T5 expires (i.e. the wtanParamEng invoke APDU is not answered by the Authentication Server PINX), the
Home PINX shall answer the getWtanParam invoke APDU with a return error APDU containing the error value

tempor rilyunavailaole dalla erier state vwianHoimerequestidic.

The Hdme PINX is responsible for clearing the call-independent signalling connection towards the’Aut
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signalli

7.5.3 A
The SD
7.5.3.1
On rece
specifie
identity
Further
o Ifit

APL

ans
calc

e |[f th
appl
wtar
auth

The Au

7.5.3.2

If the rd
invoke
WitanAl

If the a

INX. This may occur on receipt of a return error or reject APDU or on expiry of timer 5. Altern
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ctions at the Authentication Server PINX
L representation of procedures at the Authentication Server PINX is shown inD:9 of annex D.
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shall remain in state WtanAuthenticationldle.

7.5.4 Actions at a Transit PINX for authentication of a PISN

No special actions are required in support of authentication of a PISN.

7.6 SS-WTAN impact of interworking with public ISDNs

Not applicable.

rver PINX
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7.7 SS-WTAN impact of interworking with non-ISDNs

Not applic

able.

7.8 Protocol interactions between SS-WTAN and other supplementary services and ANFs

This clause specifies protocol interactions with other supplementary services and ANFs for which stage 3
International Standards had been published at the time of publication of this International Standard. For interactions

with suppl

ementary services and ANFs for which stage 3 International Standards are published subsequent to the

publication of this International Standard, see those other stage 3 International Standards.

NOTE 5

relevant stage 1 specifications.

NOTE 6
message,
constitute 3

7.8.1 Ints
No protoc
7.8.2 Ints
No protoc
7.8.3 Intg
No protoc
7.8.4 Ints
No protoc
7.8.5 Intg
No protoc
7.8.6 Ints
No protoc
7.8.7 Intg
No protoc
7.8.8 Intg

No protoc

Additional interactions that have no impact on the signalling protocol at the Q reference point can be fourl\d in the

Simultaneous conveyance of APDUs for SS-WTAN and another supplementary service ok’ ANF in the same
pach in accordance with the requirements of its respective stage 3 International Standard,does not, on|its own,
protocol interaction.

raction with Calling Name Identification Presentation (SS-CNIP)
Dl interaction.

raction with Connected Name Identification Presentation (SS-CONP)
Dl interaction.

raction with Completion of Calls to Busy Subscriber (SS-CEBS)
Dl interaction.

raction with Completion of Calls on No Reply (SS:CCNR)

Dl interaction.

raction with Call Transfer (SS-CT)

Dl interaction.

raction with Call Forwarding Unconditional (SS-CFU)

Dl interaction.

raction with Call-Forwarding Busy (SS-CFB)

Dl interaction;

raction‘with Call Forwarding No Reply (SS-CFNR)

pliinteraction.

7.8.9 Interaction with Call Deflection (SS-CD)

No protocol interaction.

7.8.10 Interaction with Path Replacement (ANF-PR)

No protocol interaction.

7.8.11 Interaction with Call Offer (SS-CO)

No protocol interaction.
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7.8.12 Interaction with Call Intrusion (SS-CI)

No protocol interaction.

7.8.13 Interaction with Do Not Disturb (SS-DND)

No protocol interaction.

7.8.14 Interaction with Do Not Disturb Override (SS-DNDO)

No protacol interaction

7.8.15 |Interaction with Advice Of Charge (SS-AOC)

No protpcol interaction.

7.8.16 |Interaction with Recall (SS-RE)

No protpcol interaction.

7.8.17 |Interaction with Call Interception (ANF-CINT)

No protpcol interaction.

7.8.18 |Interaction with Transit Counter (ANF-TC)

No protpcol interaction.

7.8.19 |Interaction with Route Restriction Class (ANF-RRC)

No protpcol interaction.

7.8.20 [Interaction with Message Waiting Information (SS-MWI)

No protpcol interaction.

7.8.21 |Interaction with Wireless Terminal Location Registration (SS-WTLR)
No protpcol interaction.

7.8.22 [Interaction with Wireless Terminal information exchange (ANF-WTINFO)
No protpcol interaction,

7.8.23 |Interaction With Wireless Terminal Incoming Call (ANF-WTMI)

No protpcol interaction.

7.8.24 [Interaction with Wireless Terminal Outgoing Call (ANF-WTMO)

No protocol interaction.

7.8.25 Interaction with Authentication of the PISN (SS-WTAT)
No protocol interaction.

7.9 SS-WTAN parameter values (timers)

7.9.1 Timer T4

Timer T4 operates at the Visitor PINX during state WtanVisitRequesting. Its purpose is to protect against the
absence of a response to the getWtanParam invoke APDU.
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Timer T4 shall have a value not less than 15 s.
7.9.2 Timer T5

Timer T5 operates at the Home PINX during state WtanHomeFetching. Its purpose is to protect against the
absence of a response to the wtanParamEnq invoke APDU.

Timer T5 shall have a value not less than 15 s.
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Annex A
(normative)

Protocol Implementation Conformance Statement (PICS) proforma

ISO/IEC 15433:1999(E)

Al |

The su
the follg

A comy
capabil
use:

htroduction

pplier of a protocol implementation which is claimed to conform to this International Standard shal
wing Protocol Implementation Conformance Statement (PICS) proforma.

leted PICS proforma is the PICS for the implementation in question. The PICSis a statemen
ties and options of the protocol have been implemented. The PICS can have a humber of uses|

— by the protocol implementor, as a check list to reduce the risk of failure to_conform to the International

thro

igh oversight;

_by

e supplier and acquirer, or potential acquirer, of the implementation, as a detailed indicat

capabilities of the implementation, stated relative to the common basis for understanding provid
Intefnational Standard's PICS proforma,;

— by the user or potential user of the implementation, as a basis for initially checking the possibility of in
another implementation - while interworking can never be guaranteed, failure to interwork cam often be

with
pred

icted from incompatible PICS's;

— by & protocol tester, as the basis for selecting appropriate tests against which to assess the

conf

A2 |
A2l
The PI(

items.
referen

prmance of the implementation.

nstructions for completingithe PICS proforma
General structure of the PICS proforma
CS proforma is a fixed format questionnaire divided into sub-clauses each containing a group of

Fach item is identified by an item number, the name of the item (question to be answered
Ce(s) to the clause(s) that specifies (specify) the item in the main body of this International Standar

The "S
followi

m

tus" column indicates whether an item is applicable and if so whether support is mandatory or op
terms-are used:

complete

t of which
including

Standard

on of the
ed by the

terworking

claim for

individual
, and the
.

ional. The

mandatory (the capability is required for conformance to the protocol);

(0]

0.<n>

X

optional (the capability is not required for conformance to the protocol, but if the cap
implemented it is required to conform to the protocol specifications);

optional, but support of at least one of the group of options labelled by the same nume
required;

prohibited;

c.<cond> conditional requirement, depending on support for the item or items listed in condition <cond>;

<item>:

ability is

ral <n> is

m simple conditional requirement, the capability being mandatory if item number <item> is supported,

otherwise not applicable;
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<item>:0 simple conditional requirement, the capability being optional if item number <item> is supported,

otherwise not applicable.

Answers to the questionnaire items are to be provided either in the "Support" column, by simply marking an answer

to indicate

a restricted choice (Yes or No), or in the "Not Applicable" column (N/A).

A.2.2 Additional information

Items of Additional Information allow a supplier to provide further information intended to assist the interpretation of
the PICS. It is not intended or expected that a large quantity will be supplied, and a PICS can be considered

complete [without—any such—mformation. — Exampies might be am_outhine of the ways 1T Which & ]

implemen

Referencsd

included in items of Exception information.

A23 E

It may ocq
conditions

ation can be set up to operate in a variety of environments and configurations.

s to items of Additional Information may be entered next to any answer in the questionnaire; and

ception information

(single)

may be

asionally happen that a supplier will wish to answer an item with mandatory or-prohibited status (dfter any
have been applied) in a way that conflicts with the indicated requirement. ) No pre-printed answef will be

found in the Support column for this. Instead, the supplier is required to writeinto the support column an x.<i>

reference [fo an item of Exception Information, and to provide the appropriate rationale in the Exception item

An implementation for which an Exception item is required in this way does not conform to this Inter
A possible reason for the situation described above is that.a defect in the International Standard has been
reported, a correction for which is expected to change the requirement'not met by the implementation.

Standard.

tself.

national
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A.3 PICS proforma for SS-WTAT

A3.1

Implementation identification

Supplie

r

Contact point for queries about the PICS

Implem

Entation Name(s) and Version(s)

Other [information necessary for full

identifigation, e.g., name(s) and version(s)

for maghines and/or operating systems;

system[name(s)

Only the first three items are required for all implementations; other information may be completed as apgropriate in

meeting the requirement for full identification.

The terms Name and Version should be interpreted appropriately)to correspond with a suppliers termindlogy (e.g.,

Type, Series, Model).

A.3.2 |Protocol summary

Protocdl version 1.0

Addenda  Implemented (if

applicable)

Amendments Implemented

Have ahy exception items been ["No[] Yes|[]

requiredl (see A.2.3)?
(The answer Yes means that the implementation does not conform to(this
International Standard)

Date of|statement
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A.3.3 General

Iltem | Question/feature References  $tatus IA upport

Al Behaviour as Visitor PINX for SS-WTAT 0.1 Yes[]No[]

A2 Behaviour as Home PINX for SS-WTAT 0.l Yes[]No[]
(separate from an Authentication Server
PINX)

A3 Behaviour as combined Home PINX and 0.1 Yes[]No[]
ApthenticatiomrServer PHX

A4 Behaviour as Authentication Server PINX for 0.l Yes[] No []
SB-WTAT (separate from a Home PINX)

A.3.4 Piocedures

Iltem | Question/feature References  $tatus 1A upport

B1 Sppport of ISO/IEC 11582 procedures at a | 6.2.1 Al:m b1 m: Yes []
V|sitor PINX

B2 Sppport of ISO/IEC 11582 procedures at a | 6.2.2 cX [1 m: Yes []
Hpme PINX

B3 Sppport of ISO/IEC 11582 procedures at an | 6.2.3 Ad:m [1 m: Yes []
Althentication Server PINX

B4 S|gnalling procedures at a Visitor PINX for | 6.5.5 Al:o [1 Yes[]No[]
rgceiving request from Home PINX for SS-
WTAT with challenge and expected response

B5 S|gnalling procedures at a Visitor PINX for | 6.5.5 Al:o [1 Yes[]No[]
rgceiving request from Home PINX forSS-
WTAT without challenge and (@xpected
r¢sponse

B6 Sppport of procedures for gnitiation of SS- | 6.5.4 Al:m [1 m: Yes []
WTAT at the Visitor PINX

B7 S|gnalling procedures-at‘a Visitor PINX for | 6.5.6 Al:m [1 m: Yes []
rgquesting authentication parameters from
Hpme PINX

B8 Sppport of ‘procedures for calculation of | 6.5.6 Al:o [1 Yes[]No[]
challengeftesponse at the Visitor PINX

B9 S|gnalling procedures at a Home PINX for | 6.5.1 c.2 [1 Yes[]No[]
initiation of SS-WTAT without challenge and
eXpected response

B10 Signalling procedures at a Home PINX for | 6.5.1 c.2 [1 Yes[]No[]
initiation of SS-WTAT with challenge and
expected response

B11 Signalling procedures at a Home PINX for | 6.5.2 c.l [1 m: Yes []
receiving request from Visitor PINX for
authentication parameters

B12 Signalling procedures at a Home PINX for | 6.5.3 A2:m [1 m: Yes []
fetching authentication parameters from
Authentication Server PINX
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B13 Signalling procedures at an Authentication | 6.5.7 Ad:m [1 m: Yes[]
Server PINX
c.1: if A2 or A3 then mandatory, else N/A
c.2: if A2 or A3 then optional, else N/A
A.3.5 Coding
Item | Question/feature References Status | N/A | Support
C1 Sending of authWtmUser invoke APDU and | 6.3 c.3 [1 m: Yes[]
receipt of return result and return error
APDUs
c2 Sending of getWtatParam invoke APDU and | 6.3 Al:m [1 m: Yes ]
receipt of return result and return error
APDUs
C3 Sending of wtatParamEnq invoke APDU and | 6.3 A2:m [4 m: Yes[]
receipt of return result and return error
APDUs
C4 Receipt of authWtmUser invoke APDU and | 6.3 AL:0Q [1 Yes[]No[]
sending of return result and return error
APDUs
C5 Receipt of getWtatParam invoke APDU and | 6.3 B1lm | ] m: Yes[]
sending of return result and return error
APDUs
C6 Receipt of wtatParamEnq invoke APDU and |- 63 Ad:m [1 m: Yes[]
sending of return result and return error
APDUs
c.3: if B9 or B10 then mandatory, else N/A
A.3.6 |Timers
Item |[Question/feature References  $tatus N/A  Support
D1 Support of timer T1 6.9.1 c4 [ m: Yes[]
Value ... ]
D2 Support of timer\F2 6.9.2 A2:m [ m: Yes[]
Value ... ]
D3 Supportofitimer T3 6.9.3 Al:m [ m: Yes[]
Value ... ]
c.4: if BOor,B10 then mandatory, else N/A
A.3.7 Protocol interactions with ANF-WTINFO
ltem | Question/feature Reference $tatus N/A  Support
El Support of ANF-WTINFO 0 Yes[]No[]
E2 Interactions at Home PINX 6.8.22.1 El.o [1 o:Yes[]NoJ]
E3 Interactions at Visitor PINX 6.8.22.2 El.o [1 o:Yes[]NoJ]
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A.4 PICS proforma for SS-WTAN

A.4.1 Implementation identification

Supplier

Contact point for queries about the PICS

Implementation Name(s) and Version(s)

Other information necessary for full
identificatipn, e.g., name(s) and version(s)
for machihes and/or operating systems;
system ngme(s)

Only the first three items are required for all implementations; other information may be completed as appropriate in
meeting the requirement for full identification.

The termgd Name and Version should be interpreted appropriatelytorcorrespond with a suppliers terminology (e.g.,
Type, Serles, Model).

A.4.2 Protocol summary

Protocol version 1.0

Addenda Implemented (if
applicable

Amendmegnts Implemented

Have any|exception items been{No[] Yes[]
required (see A.2.3)?
(The answer Yes means that the implementation does not conform to th(s
International Standard)

Date of statement
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A.4.3 General

ltem | Question/feature References  $tatus N/A  Support

Al Behaviour as Visitor PINX for SS-WTAN 0.l Yes[]No[]

A2 Behaviour as Home PINX for SS-WTAN 0.1 Yes[]No[]
(separate from an Authentication Server
PINX)

A3 Behaviour as combined Home PINX and 0.l Yes[]No[]
AuthenticatiomrServer PHX

A4 Behaviour as Authentication Server PINX for 0.1 Yes [] Ne.F]
SS-WTAN (separate from a Home PINX)

A.4.4 |Procedures

ltem |[Question/feature References  $tatus  N/A\Y Support

B1 Support of ISO/IEC 11582 procedures | 7.2.1 Al:m [1 m: Yes[]
at a Visitor PINX

B2 Support of ISO/IEC 11582 procedures | 7.2.2 ¢.1 [1 m: Yes[]
at a Home PINX

B3 Support of ISO/IEC 11582 procedures | 7.2.3 Ad:m [1 m: Yes[]
at an Authentication Server PINX

B4 Signalling procedures at a Visitor PINX 7.5.1 Al:m [1 m: Yes []

B5 Support of procedures for calculation of4’7.5.1 Al:o [ Yes[]No[]
response value at the Visitor PINX

B6 Signalling procedures at a Home PINX for | 7.5.2 c.l [1 m: Yes[]
receiving request from Visitor ~RINX for
authentication parameters

B7 Signalling procedures at aSHome PINX for | 7.5.2 A2:m [1 m: Yes[]
fetching authentication~ ‘\parameters from
Authentication Server RINX

B8 Signalling procedures at an Authentication | 7.5.3 Ad:m [1 m: Yes[]
Server PINX

c.1: if A2 or A3 then.mandatory, else N/A

A.4.5 |Coding

Item |[Question/feature References  $tatus N/A  Support

C1 Sending of getWtanParam invoke APDU and | 7.3 Al:m [1 m: Yes[]
receipt of return result and return error
APDUs

Cc2 Sending of wtanParamEnq invoke APDU and | 7.3 A2:m [1 m: Yes[]
receipt of return result and return error
APDUs

C3 Receipt of getWtanParam invoke APDU and | 7.3 c.2 [1 m: Yes[]
sending of return result and return error
APDUs
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C4 Receipt of wtanParamEng invoke APDU and | 7.3 Ad:m [] m: Yes []
sending of return result and return error
APDUSs

c.2: if A2 or A3 then mandatory, else N/A

A.4.6 Timers

Iltem | Question/feature References  $tatus N/A  Support

D1 Support of timer T4 7.9.1 Al:m [] m: Yes []
Value[... ]

D2 Sppport of timer T5 7.9.2 A2:m [1 m: Yes []
Value [~ .]
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Annex B
(informative)

Imported ASN.1 definitions

This annex shows ASN.1 definitions of types and values that are imported from other ISO/IEC or ITU-T
publicafions. However, definitions that are specified or reproduced in ISO/IEC 11582 are omitted.

Table B.1 is an extract from module General-Error-List in ITU-T recommendation Q.950 showing, the dgfinition of
imported error values.

Table B.1 — Imported ASN.1 definitions of error values

invalid§ervedUserNumber ERROR ::=6 -- The served users number provided is not a valid number.

31


https://standardsiso.com/api/?name=1e8940ae137fafe5427b2edf44b393fa

ISO/IEC 15433:1999(E) ©

Annex C
(informative)

Examples of message sequences

ISO/IEC

This annex describes some typical message flows for SS-WTAT and SS-WTAN. The following conventions are

Only the relevant information content (i.e. remote operation”APDUS) is listed below each message nar

used in th
1. The fd
XXX.in
XXX.re
XXX.el
2. Thefi
Only 1
3.
Facilit
Inform
4. Some
interfg

32

b figures of this annex.

llowing notation is used:

----- » Call-independent signalling connection message containing SS-WTAT/SS-WTAN
information

-------------------- » Call-independent signalling connection message without SS-WTAT/SS*WTAN
information

» Symbolic primitive carrying SS-WTAT/SS-WTAN information

v Invoke APDU for operation xxx

S Return result APDU for operation xxx

r Return error APDU for operation xxx

jures show messages exchanged via Protocol Control between PINXs involved in SS-WTAT/SS

nessages relevant to SS-WTAT/SS-WTAN are shown.
y information elements containing remote operation APDUs and notifications are not explicitly
ation with no impact on SS-WTAT/SS-WTAN-is/hot shown.

interactions with users are included in the'form of symbolic primitives. The actual protocol at the
ce is outside the scope of this International Standard.

WTAN.

ne. The
shown.

erminal
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C.1 Successful authentication of a WTM user (SS-WTAT); the Visitor PINX initiates SS-

WTAT

Figure C.1 shows an example message flow of successful authentication of a WTM user. The Visitor PINX initiates
SS-WTAT,; authentication parameters are not available in the Visitor PINX. The Authentication Server PINX is the

Home PINX.

Request

Authentication

Response

Authentication

CALL PROCEEDING

CONNECT

getWtatParam.re

WTM Visitor Transit Home PINX
user PINX PINX
SETUP
 SeWiaaram SETUP

getWtatParam.im

CALL PROCEEDING

=
getWtatPatamjres

Figure C.1 — Example message flow for authentication of a WTM user
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C.2 Successful authentication of a WTM user (SS-WTAT); the Home PINX initiates SS-
WTAT without including challenge and response values

Figure C.2 shows an example message flow of successful authentication of a WTM user. The Home PINX initiates
SS-WTAT without including challenge and response values; authentication parameters are not available in the
Visitor PINX. The Authentication Server PINX is not the Home PINX.

34

Request

Authentication

Authentication

»
Response

CONNECT

getWtatRParam.re

CONNECT

CALL PROCEEDING

CONNECT

getWtatParam.res

CALL PROCEEDING

4W/tatParamEnq.res

WTM Visitor Transit Home PINX Transit Authenticatior]
ser PINX PINX PINX Server PINX
SETUP
SETUP  WimUserinv
authwtmUser.inv
CALL PROCEEDING
................................. ’
CALL PROCEEDING
................................. ’
SETUP
G aran SETUP
etV aran i
SETUP
CALL PROCEEDING —— - ——
D wtatParamEng.inv SETUP

wtatParamEng.inv

CALL PROCEEDING
<................._._._._._._._._..

CONNECT

wtatParamEng.res

auththUser.rets

CONNECT

auththUser.re’s

Figure C.2 — Example message flow for authentication of a WTM user
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C.3 Successful authentication of a WTM user (SS-WTAT); the Home PINX initiates SS-
WTAT with challenge and response values included

Figure C.3 shows an example message flow of successful authentication of a WTM user. The Home PINX initiates

SS-WTAT with challenge and response values included. The Authentication Server PINX is not the Home PINX.

WTM Visitor Transit Home PINX Transit Authenticatior]
user PINX PINX PINX Server PINX
SETUP
\/EaTP-a-r;m-EFanv SETUP

wtatParamEng.inv
CALL PROCEEDING

D CALURROCEEDING
<._.______________________________.
CONNECT
e e e e e e e
CONNECT wtatParamEng.res
e = e e e
wtatParamEng:res
SETUP
SETUP e e

- authWtmUser.inv
authwtmUser.inv
CALL PROCEEDING

CALL PROCEEDING

Request

Authentication

CONNECT

auththUser.re’s
CONNECT

authWtmUser.res

Figure C.3 — Example message flow for authentication of a WTM user
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C.4 Successful authentication of a PISN (SS-WTAN); parameters retrieved from Home

PINX

Figure C.4 shows an example message flow of successful authentication of a PISN. The Authentication Server
PINX is not the Home PINX.

36

WTM Visitor Transit Home PINX Transit Authenticatior]
user PINX PINX PINX Server PINX
Request
Authentication SETUP
e e e
getWtanParam.in SETUP
getWtanParam.iny SETUP
CALL PROCEEDING e —
SETUP

Authentication

Response

CONNECT

getWtanParam.re

5

CALL PROCEEDING

CONNECT

-
getWtanParam.re

wtanParamEng.inv

CALL PROCEEDING

CONNECT

wtanParamEng.res

wtanParamEng.inv

CALL PROCEEDING

CONNECT

wtanParamEng.res

Figure C.4 — Example message flow for authentication of a PISN
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