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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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tent declarations received (see https://patents.iec.ch).
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e an endorsement.
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mittee SC 27, Information security, cyberSecurity and privacy protection.

-~

—

rth edition cancels and replaces-the third edition (ISO/IEC 15408-3:2008), which has bee
lly revised.

ferminology has been-reviewed and updated;

bxact conformance type has been incorporated;

assurance PPslave been removed and direct rationale PPs have been incorporated;
Nodules and PP-Configurations for modular evaluations have been incorporated;

Li-assurance evaluation has been incorporated.
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Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Legal notice

The governmental organizations listed below contributed to the development of this version of the
Common Criteria for Information Technology Security Evaluations. As the joint holders of the copyright
in the Common Criteria for Information Technology Security Evaluations (called CC), they hereby
grant non-exclusive license to ISO/IEC to use CC in the continued development/maintenance of the
ISO/IEC 15408 series of standards. However, these governmental organizations retain the right to use,
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) )

Australia The Australian Signals Directorate

(Janada Communications Security Establishment
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(jermany Bundesamt fiir Sicherheit in der Informationstechnik

Japan Information-technology Promotion Agency

Netherlands Netherlands National Communications Security Agency
New Zealand Government Communications Security Bureau

Hepublic of Korea National Security Research Institute
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Introduction

Security assurance components, as defined in this document, are the basis for the security assurance
requirements expressed in a Security Assurance Package, Protection Profile (PP), a PP-Module, a PP-
Configuration, or a Security Target (ST).

These requirements establish a standard way of expressing the assurance requirements for TOEs. This
document catalogues the set of assurance components, families and classes. It also defines evaluation
criteria for PPs, PP-Configurations, PP-Modules, and STs.
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NOTE
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calls for {
in bold t
addition,

bold typg.

The use
is for spe

jence for this document includes consumers, developers, technical working groups, evaluator|s
e IT products and others. ISO/IEC 15408-1:2022, Clause 5 provides additional information op
et audience of the ISO/IEC 15408 series, and on the use of the ISO/IEC 15408 seri€s'by the
hat comprise the target audience. These groups may use this document as follows:

sumers, who use this document when selecting components to express assuraii€e requirement
htisfy the security objectives expressed in a PP or ST, determining required‘levels of securitly
rance of the TOE.

[72)

elopers, who respond to actual or perceived consumer security requirements in constructin
DE, reference this document when interpreting statements of dsSurance requirements an
rmining assurance approaches of TOEs.

= 0q

uators, who use the assurance requirements defined ¢nh>this document as a mandator
ement of evaluation criteria when determining the assurance of TOEs and when evaluating PP
STs.

n <<

This document uses bold and italic type in some cases to distinguish terms from the rest of the texf.
ionship between components within a family is highlighted using a bolding convention. This convention
he use of bold type for all new requirements. For-hierarchical components, requirements are presented
ype when they are enhanced or modified beyend the requirements of the previous component. In
any new or enhanced permitted operations-beyond the previous component are also highlighted using

fitalics indicates text that has a precise meaning. For security assurance requirements the convention
cial verbs relating to evaluation.

Xii
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Information security, cybersecurity and privacy
protection — Evaluation criteria for IT security —

Part 3:

N TR CLY

1 Scope

his document defines the assurance requirements of the ISO/IEC 15408 séries. It inclydes the
hdividual assurance components from which the evaluation assurance levels‘and other packages
ontained in ISO/IEC 15408-5 are composed, and the criteria for evaluation of Rrotection Profiles (PPs),
P-Configurations, PP-Modules, and Security Targets (STs).

Q=

Normative references

[ NS]

—

he following documents are referred to in the text in such a~way that some or all of their| content
onstitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced décument (including any amendments)|applies.

Q

]

50/IEC 15408-1:2022, Information security — Evaluation criteria for IT security — Part 1: Intrpduction
nd general model

S

(]

50/1EC 15408-2, Information security — Evalugtion criteria for IT security — Part 2: Security fynctional
pmponents

Q

Y

50/1EC 15408-4, Information security, cybersecurity and privacy protection — Evaluation critetia for IT
ecurity — Part 4: Framework for the@pecification of evaluation methods and activities

N

IBO/IEC 15408-5, Information security — Evaluation criteria for IT security — Part 5: Pré-defined
Hackages of security requirements

]

50/1EC 18045:2022, Inférmation security, cybersecurity and privacy protection — Evaluation criteria for
" security — Methodalogy for IT security evaluation

— ey

50/1EC IEEE 24765, Systems and software engineering — Vocabulary

Terms'and definitions

L)

vl

or the)purposes of this document, the terms and definitions given in ISO/IEC 15408-1, ISO/IEC 15408-2,
5Q/EC 15408-4, ISO/IEC 15408-5, ISO/IEC 18045 and ISO/IEC IEEE 24765 and the following apply.

p—

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31

acceptance procedure

procedure followed in order to accept newly created or modified configuration items (3.3) as part of the
target of evaluation (TOE), or to move them to the next step of the life-cycle

Note 1 to entry: These procedures identify the roles or individuals responsible for the acceptance and the criteria
to be applied in order to decide on the acceptance.
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Note 2 to entry: There are several types of acceptance situations some of which can overlap:

a) acceptance of an item into the configuration management system for the first time, in particular as part of
an integration process;

b) progression of configuration items to the next life-cycle phase at each stage of the construction of the TOE
EXAMPLE1 Module, subsystem, quality control of the finished TOE;

c) subsequent to transport of configuration items

EXAMPLEZ — Parts of the TOE or preliminary products between dilferent development (3.15] sites;

d) subsequent to the delivery (3.14) of the TOE to the consumer;

e) subsgequent to the integration of the TOE

EXAMPLE 3 Inclusion of software, firmware and hardware components from other sources,ihto’the TOE.

3.2
action
evaluatgr or developer action element of ISO/IEC 15408-3

Note 1 tolentry: These actions are either explicitly stated as evaluator actions or implicitly derived from developg
actions (Jmplied evaluator actions) within ISO/IEC 15408-3 assurance components.

—

3.3
configufation item
item or pggregation of hardware, software, or both that is designated for configuration managemer

and tregted as a single entity in the configuration management process, during the target of evaluatio
(TOE) development (3.15)

==y

Note 1 t¢ entry: These can be either parts of the TOE oi~objects related to the development of the TOE, e.
evaluatign documents or development tools. Configuration management items can be stored in the configuratio
management system directly (for example, files) o by reference (for example, hardware parts) together wit
their vergion.

[=all=IA

3.4
configufation list

configurption management output-{3i8) document listing all configuration items (3.3) for a specif
product|together with the exactversion of each configuration management item relevant for a specif}
version pf the complete produet

a0

Note 1 tq entry: This list allows distinguishing the items belonging to the evaluated version of the product froin
other veysions of these items belonging to other versions of the product. The final configuration management
list is a dpecific documient for a specific version of a specific product. (Of course, the list can be an electronic
documert inside of a\configuration management tool (3.12). In that case, it can be seen as a specific view into the
system of a part of\the system rather than an output of the system. However, for the practical use in an evaluatiopn
the configuration list will probably be delivered as a part of the evaluation documentation.) The configuration
list definps the items that are under the configuration management requirements of ALC_CMC.

3.5
configuration management

CM

discipline applying technical and administrative direction and surveillance to: identify and document
the functional and physical characteristics of a configuration item (3.3), control changes to those
characteristics, record and report change processing and implementation status, and verify compliance
with specified requirements

[SOURCE: ISO/IEC IEEE 24765:2017, 3.779 1]
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3.6

configuration management documentation

CM documentation

documentation including configuration management output (3.8), configuration management list(s),
configuration management system records (3.11), configuration management plan (3.9) and configuration
management usage documentation (3.13)

3.7
configuration management evidence

icuration

P

anagement system

HXAMPLE Configuration management output (3.8), rationales provided by the developer, -6bsdrvations,
eikperiments, or interviews made by the evaluator during a site visit.

gonfiguration management output
esults, related to configuration management, produced, or enforced by the.configuration manpgement
slystem

ote 1 to entry: These configuration management related results can occur@s)documents (e.g. filled paper forms,
cpnfiguration management system records (3.11), logging data, hard-copies;and electronic output data) s well as
actions (e.g. manual measures to fulfil configuration management instructions). Examples of such conf]guration
anagement outputs are configuration lists (3.4), configuration management plans (3.9) and/or behavioufs during
the product life-cycle.

gonfiguration management plan
description of how the configuration management.system is used for the target of evaluation (TOE)

ote 1 to entry: The objective of issuing a configuration management plan is that staff members can s¢e clearly
hat they have to do. From the point of view of\the overall configuration management system this cap be seen
als an output document (because it can be produced as part of the application of the configuration management
stem). From the point of view of the contrete project it is a usage document because members of the project
tpam use it in order to understand the steps that they have to perform during the project. The confljguration
anagement plan defines the usage-of'the system for the specific product; the same system can be fised to a
different extent for other products. The configuration management plan defines and describes the output of the
cpnfiguration management systém of a company which is used during the TOE development (3.15).

HXAMPLE The structutreand content of a configuration management plan are presented in ISO 10007:2017,
Annex A.

10

gonfigurationananagement system
set of procedures and tools (including their documentation) used by a developer to devglop and
aintain eenfigurations of their products during their life-cycles

ote Itteentry: Configuration management systems can have varying degrees of rigour and function. At higher
l¢velsyconfiguration management systems can be automated, with flaw remediation, change controls, gnd other
tracking mechanisms.

3.11

configuration management system record

output produced during the operation of the configuration management system documenting important
configuration management activities

EXAMPLE Configuration management item change control forms and configuration management item
access approval forms.
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3.12
configuration management tool
manually operated or automated tool realizing or supporting a configuration management system

EXAMPLE Tools for the version management of the parts of the target of evaluation (TOE).

3.13

configuration management usage documentation
part of the configuration management system, which describes how the configuration management
system is defined and applied by using, e.g. handbooks, regulations and/or documentation of tools and
procedulres

3.14
delivery
transmipsion of the finished target of evaluation (TOE) from the production (3.24) environmerit into thie
hands of the customer

Note 1 tq entry: This product life-cycle phase can include packaging and storage at the development (3.15) sit¢
but does|not include transportation of the unfinished TOE or parts of the TOE between 'different developers d
different/development sites.

—

3.15
development
product|life-cycle phase which is concerned with generating the implementation representation of thie
target of evaluation (TOE)

Note 1 fo entry: Throughout the ALC: Life-cycle support requirements, development, and related terms
(developgr, develop) are meant in the more general sense to comptise development and production (3.24).

3.16
encountered potential vulnerability
potentigl weakness in the target of evaluation (TOE) identified by the evaluator while performinjg
evaluatipn activities that can be used to violate the security functional requirements (SFRs)

3.17
evaluatjon deliverable

resourc¢ required from the sponsor or developer by the evaluator or evaluation authority to perfory
one or njore evaluation or evaluation\oversight activities

==

3.18
exploitgble vulnerability
weakness in the target ef-evaluation (TOE) that can be used to violate the security functions
requiremnents (SFRs) in-the operational environment for the TOE

—_—

3.19
installaftion
procedufre perfermed by a human user embedding the target of evaluation (TOE) in its operationg
environment and putting it into an operational state

—_—

Note 1 to entry: This operation i1s performed normally only once, after receipt and acceptance of the TOE. The
TOE is expected to be progressed to a configuration allowed by the security target (ST). If similar processes have
to be performed by the developer, they are denoted as “generation” throughout the class ALC: Life-cycle support.
If the TOE requires an initial start-up that does not need to be repeated regularly, this process would be classified
as installation.

3.20

life-cycle model

framework containing the processes, activities, and tasks involved in the development (3.15), operation,
and maintenance of a product, spanning the life of the system from the definition of its requirements to
the termination of its use

[SOURCE: ISO/IEC IEEE 24765:2017 3.2219 2]
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3.21
operation

<TOE life-cycle> usage phase of the target of evaluation (TOE) including normal usage, administration,

and maintenance of the TOE after delivery (3.14) and preparation (3.23)

3.22
potential vulnerability
suspected, but not confirmed, weakness

Note 1 to entry: Suspicion is by virtue of a postulated attack path to violate the security functional requ

irements

(PFRs).

3.23

Hreparation

dctivity in the life-cycle phase of a product, comprising the customer's acceptance of the d
thrget of evaluation (TOE) and its installation (3.19)

=z

ote 1 to entry: Preparation can include such things as booting, initialization, start-up and progressing
b a state ready for operation.

—t

Note 1 to entry: This phase can comprise manufacturing, integration, generation, internal transport
d labelling of the TOE.

.25
sidual vulnerability
eakness that cannot be exploited in the operational environment for the target of evaluatio
ut that can be used to violate the security functional requirements (SFRs) by an attacker with
tack potential than is anticipated in the-operational environment for the TOE

3.26
b-activity
plication of an assurance component of ISO/IEC 15408-3

Note 1 to entry: Assurance fadmjlies are not explicitly addressed in the ISO/IEC 15408 series because ev
e conducted on a single assurance component from an assurance family.

27
time period to exposure
time interval when an element is participating in an IT system and can be attacked

.28

ulnerability

eakness in the TOE that can be used to violate the security functional requirements (SFRs)
vironment

elivered

r the TOE

3.24

production

life-cycle phase which consists of transforming the implémentation representation into the
implementation of the TOE, i.e. into a state acceptable for delivery’(3.14) to the customer

storage,

h (TOE),
greater

hluations

in some

3.29
window of opportunity
period of time that an attacker has access to the target of evaluation (TOE)

4 Overview

Clause 5 describes the paradigm used in the security assurance requirements of this document.

Clause 6 describes the presentation structure of the assurance classes, families, components, evaluation
assurance levels along with their relationships, and the structure of the composed assurance packages

(CAPs). It also characterizes the assurance classes and families found in Clauses 7 through 15.
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Clauses 7 through 15 provide the detailed definitions of this document assurance classes.
Annex A provides further explanations and examples of the concepts behind the development class.

Annex B provides an explanation of the concepts behind composed target of evaluation (TOE)
evaluations and the composition class.

Annex C provides a summary of the dependencies between the assurance components.

5 As

5.1 General

The purpose of this clause is to document the underlying approach of the ISO/IEC 15408 series approach
to assurpnce. An understanding of this clause allows the reader to understand the rationale behind the
assuranfe requirements of this document.

5.2 ISO/IEC 15408 series approach

The appjroach of the ISO/IEC 15408 series is that the threats to securitycaid organisational securit
policy cgmmitments should be clearly articulated and the proposed security controls be demonstrabl
sufficient for their intended purpose.

< <

Furtherfnore, measures should be adopted that reduce the likelihood of vulnerabilities, the ability
to exerdise (i.e. intentionally exploit or unintentionally trigger) a vulnerability, and the extent of thie
damage(that can occur from a vulnerability being exercised“Additionally, measures should be adoptefd
that facflitate the subsequent identification of vulnerabilities and the elimination, mitigation, and/qr
notificafion that a vulnerability has been exploited or triggered.

5.3 Assurance approach

5.3.1 [General

The approach of the ISO/IEC 15408 series is to provide assurance based upon an evaluation of the I[l
product|that is to be trusted. Evaluation has been the traditional means of providing assurance and is
the basis for prior evaluation criteria documents. In aligning the existing approaches, the ISO/IEC 1540PB
series aflopts the same approach. The ISO/IEC 15408 series proposes measuring the validity of the
documentation and of the resulting IT product by expert evaluators with increasing emphasis on scopg,
depth, ahd rigour.

The ISOYIEC 15408 series does not exclude, nor does it comment upon, the relative merits of othe
means of gaining a§surance. Research continues with respect to alternative ways of gaining assurance.
As matyre alternative approaches emerge from these research activities, they will be considered fqr
inclusion in theldSO/IEC 15408 series, which is so structured as to allow their future introduction.

—

5 3 2 Cionificanco ofvialnarahilitiac
e O IOICOIICC UV U C IO oI et =4

It is assumed that there are threat agents that will actively seek to exploit opportunities to violate
security policies both for illicit gains and for well-intentioned, but nonetheless insecure actions. Threat
agents may also accidentally trigger security vulnerabilities, causing harm to the organization. Due to
the need to process sensitive information and the lack of availability of sufficiently trusted products,
there is significant risk due to failures of IT. It is, therefore, likely that IT security breaches can lead to
significant loss.

IT security breaches arise through the intentional exploitation or the unintentional triggering of
vulnerabilities in the application of IT within business concerns.
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Steps should be taken to prevent vulnerabilities arising in IT products. To the extent
vulnerabilities should be:

feasible,

a) eliminated: active steps should be taken to expose, and remove or neutralize, all exercisable

vulnerabilities;

b) minimised: active steps should be taken to reduce, to an acceptable residual level, the potential

impact of any exercise of a vulnerability;

c) monitored: active steps should be taken to ensure that any attempt to exercise a

residual

vulnerability will be detected so that steps can be taken to Iimit the damage.

§3.3.3 Cause of vulnerabilities
Vulnerabilities can arise through failures in:

d) requirements: an IT product may possess all the functions and features-équired of it
contain vulnerabilities that render it unsuitable or ineffective with respect to security;

H) design: an IT product has been poorly designed. Building a secure pfeduct, system, or ap]
requires not only the implementation of functional requirements Butalso an architecture th
for the effective enforcement of specific security properties the product, system, or appli
supposed to enforce. The ability to withstand attacks the ptoduct, system, or application
face in its intended operational environment is highly dependent on an architecture that j
those attacks or, if they cannot be prohibited, allows fofr.detection of such attacks and/or li
of the damage such an attack can cause;

d development: an IT product does not meet its specifications and/or vulnerabilities hg
introduced as a result of poor development standards or incorrect design choices;

delivery, installation and configuration'of the product;

g) operation: an IT product has.tbeen constructed correctly to a correct specificat
vulnerabilities have been introduced as a result of inadequate controls upon the operation

f) maintenance: an IT product is maintained in such a way that new vulnerabilities are introg

[&x ]

.3.4 ISO/IEC 15408 series assurance

ssurance can be detived from reference to sources such as unsubstantiated assertions, prior
xperience, or specific experience. However, the ISO/IEC 15408 series provides assurance
ctive investigation or a specification-based approach. Active investigation is an evaluation
roduct in order to determine its security properties.

= D N

§.3.5 Assurance through evaluation

and still

blication
it allows
cation is
may be
rohibits
mitation

ve been

d) delivery, installation and configuration:can IT product has vulnerabilities introduced during the

on, but

luced.

relevant
through
bf the IT

C 15408

Hvaluation has been the traditional means of gaining assurance and is the basis of the ISO/IE

series approach. Evaluation techniques can include, but are not limited to:
a) analysis and checking of process(es) and procedure(s);

b) checking that process(es) and procedure(s) are being applied;

c) analysis of the correspondence between TOE design representations;
d) analysis of the TOE design representation against the requirements;
e) verification of proofs;

f) analysis of guidance documents;
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g) analysis of functional tests developed and the results provided;

h) independent functional testing;

i) analysis for vulnerabilities (including flaw hypotheses);

j) penetration testing;

k) analysis of the delivery process;

1) ana

ycic of the maintenance process

5.4 IS[) /IEC 15408 series evaluation assurance scale

The app
of great
necessa

a) scope: the effort is greater because a larger portion of the IT product is included;

b) dep
detz
c) rigg

6 Sedurity assurance components

6.1 G

Subclau
compon

Figure 1
most ab

then comtain assurance components, which in turn contain assurance elements. Classes and familigs

are used
PP/ST.

6.2 As

6.2.1
Figure 1

6.2.2

oach of the ISO/IEC 15408 series asserts that greater assurance results from the applicatiop
er evaluation effort, and that the goal is to apply the minimum effort required €o,provide thie
'y assurance. The increasing level of effort is based upon:

th: the effort is greater because it is deployed to a finer level of design and implementatio
il;

-

ur: the effort is greater because it is applied in a more structuréd, formal manner.

pneral

bes 6.2 to 6.6 describe the constructs used iprepresenting the assurance classes, families, anfd
bnts.

illustrates the security assurance requirements (SARs) defined in this document. Note that thie
stract collection of SARs is referred(o as a class. Each class contains assurance families, which

to provide a taxonomy for ¢lassifying SARs, while components are used to specify SARs injp

ssurance class structure

General

illustrates\the assurance class structure.

Class\name

Each as

urance classis nccignpd a lmiqnp name The name indicates the fnpirc cavered hy the assurana

class.

A uniqu

e short form of the assurance class name is also provided. This is the primary means for

referencing the assurance class. The convention adopted is an “A” followed by two letters related to the
class name.

6.2.3 Class introduction

Each assurance class has an introductory subclause that describes the composition of the class and
contains supportive text covering the intent of the class.
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6.2.4 Assurance families

Each assurance class contains at least one assurance family. The structure of the assurance families is
described in the following subclause.

Figure 1 illustrates the assurance family structure.

Common criteria assurance requirements

Class introduction

Assurance family

Family name
|
Objectives
|
Component levelling
|
Application notes

Assurance component

Component identification &s
I S\

Objectives A |
I \"@ ]
Application n%\ |
LY
|

I
Depenge&*es

AL |

&

rafice element
X
N

&\ue 1 — Assurance class/family/component/element hierarchy

4.3 A@‘ance family structure

A

q. Family name

Every assurance family is assigned a unique name. The name provides descriptive information about
the topics covered by the assurance family. Each assurance family is placed within the assurance class
that contains other families with the same intent.

A unique short form of the assurance family name is also provided. This is the primary means used to
reference the assurance family. The convention adopted is that the short form of the class name is used,
followed by an underscore, and then three letters related to the family name.

6.3.2 Objectives

The objectives subclause of the assurance family presents the intent of the assurance family.
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This subclause describes the objectives, particularly those related to the ISO/IEC 15408 series
assurance paradigm, that the family is intended to address. The description for the assurance family
is kept at a general level. Any specific details required for objectives are incorporated in the particular
assurance component.

6.3.3

Component levelling

Each assurance family contains one or more assurance components. This subclause of the assurance

family describes the components available and explains the distinctions between them. Its main

purpose
assuran

Assuran
how the

6.3.4

The app

the assurance family. This information should be of particular interest to users\0fthe assurance familly

Ce family is a necessary or useful part of the SARs for a PP/ST.

ce families containing more than one component are levelled and rationale is provided as tp
components are levelled. This rationale is in terms of scope, depth, and/or rigour.

Application notes

ication notes subclause of the assurance family, if present, contains additional information fd

—

(e.g. PP jand ST authors, designers of TOEs, evaluators). The presentation_is jnformal and covers, fqr
exampld, warnings about limitations of use and areas where specific attention may be required.
6.3.5 Assurance components
Each agsurance family has at least one assurance compaonent. The structure of the assurande
compongnts is provided in the following subclause.
6.4 Assurance component structure
6.4.1 [General
Figure Zillustrates the assurance component!/structure.
Assurance | -
component [+ | __[Component
identification
Objectives
|| Application
notes
Dependencies
Assurance ]
elements
] —
Figure 2 — Assurance component structure

The relationship between components within a family is highlighted using a bolding convention. Those
parts of the requirements that are new, enhanced or modified beyond the requirements of the previous

component within a hierarchy are bolded.

10
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6.4.2 Component identification

The component identification subclause provides descriptive information necessary to identify,
categorize, register, and reference a component.

Every assurance component is assigned a unique name. The name provides descriptive information
about the topics covered by the assurance component. Each assurance component is placed within the
assurance family that shares its security objective.

A unique short form of the assurance component name is also provided. This is the primary means used
tp reference the assurance component. The convention used is that the short form of the familyl name is
used, followed by a period, and then a numeric character. The numeric characters for the ©omjponents
within each family are assigned sequentially, starting from 1.

4.4.3 Objectives

—

he objectives subclause of the assurance component, if present, contains specific objective$ for the
articular assurance component. For those assurance components that haye this subclause, it presents
he specific intent of the component and a more detailed explanation of the objectives.

(mileo?

4.4.4 Application notes

—

he application notes subclause of an assurance component, if présent, contains additional infqgrmation
b facilitate the use of the component.

—

4.4.5 Dependencies

=

ependencies among assurance components arisewhen a component is not self-sufficient and relies
pon the presence of another component.

(et

wul

ach assurance component provides a comiplete list of dependencies to other assurance components.
ome components may list “No dependeficies”, to indicate that no dependencies have been identified.
The components depended upon may-have dependencies on other components.

@)

—]

he dependency list identifies the' minimum set of assurance components which are religd upon.
(Jomponents which are hierarchical to a component in the dependency list may also be used tp satisfy
he dependency.

—_—

h specific situations it is-possible that the indicated dependencies will not be applicable. Th¢ PP, PP-
odule, PP-Configuration or ST author, by providing rationale for why a given dependendy is not
plicable, may electnot to satisfy that dependency.

4.6 Assurance elements

set of-assurance elements is provided for each assurance component. An assurance elenjent is a
security requirement which, if further divided, would not yield a meaningful evaluation result| It is the
sjnfallest security requirement recognized in the ISO/IEC 15408 series.

Each assurance element is identified as belonging to one of the three sets of assurance elements:

a) Developer action elements: the activities that shall be performed by the developer. This set of
actions is further qualified by evidential material referenced in the following set of elements.
Requirements for developer actions are identified by appending the letter “D” to the element
number.

b) Content and presentation of evidence elements: the evidence required, what the evidence shall
demonstrate, and what information the evidence shall convey. Requirements for content and
presentation of evidence are identified by appending the letter “C” to the element number.

© ISO/IEC 2022 - All rights reserved 11
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c) Evaluator action elements: the activities that shall be performed by the evaluator. This set of actions
explicitly includes confirmation that the requirements prescribed in the content and presentation
of evidence elements have been met. It also includes explicit actions and analysis that shall be
performed in addition to that already performed by the developer. Implicit evaluator actions are
also to be performed as a result of developer action elements which are not covered by content
and presentation of evidence requirements. Requirements for evaluator actions are identified by
appending the letter “E” to the element number.

The developer actions and content and presentatlon of evidence deflne the assurance requlrements that

SFRs of 4 PP, PP-Module, PP-Configuration or ST

The evaluator actions define the evaluator's responsibilities in two aspects of evaluation. The firstasped
is validgtion of the applicable PP, PP-Module, PP-Configuration or ST, in accordance with the-classg
ACE, APE and ASE in Clauses, ACE: ACE: Protection Profile Configuration evaluation, ARE:Protectio
Profile g¢valuation and ASE: Security Target evaluation. The second aspect is verificatiph-of the TOE
conformance with its SFRs and SARs. By demonstrating that the PP, PP-Module, PP-Configuration or S
is valid and that the requirements are met by the TOE, the evaluator can provide a'basis for confidend
that the|TOE in its operational environment solves the defined security problent.

O = wn 5 n ~+

—

loper action elements, content and presentation of evidence elements, and explicit evaluato
action elements, identify the evaluator effort that shall be expended in veérifying the security claim|
made injthe ST of the TOE.

v

6.5 Assurance elements

Each el¢ment represents a requirement to be met. These Statements of requirements are intended
to be cl¢ar, concise, and unambiguous. Therefore, there-are no compound sentences: each separable
requiremnent is stated as an individual element.

6.6 Component taxonomy

[on

This do¢ument contains classes of families-and components that are grouped on the basis of relate
assuranfe. At the start of each class is-a“diagram that indicates the families in the class and the
compongnts in each family.

Family 1 1 2 3

Figure 3 — Sample class decomposition diagram

In Figurg 3 the class'ds shown contains a single family. The family contains three components that are
linearly |hierarchical (i.e. component 2 requires more than component 1, in terms of specific actions,
specificjevidence; or rigour of the actions or evidence). The assurance families in this document are a
linearly hierarchical, although linearity is not a mandatory criterion for assurance families that may b,
added in} the future.

D —

7 Class APE: Protection Profile (PP) evaluation

7.1 General

Evaluating a PP is required to demonstrate that the PP is sound and internally consistent, and, if the PP
is based on one or more other PPs or on packages, that the PP is a correct instantiation of these PPs and
packages. These properties are necessary for the PP to be suitable for use as the basis for writing an ST
or another PP.

12 © ISO/IEC 2022 - All rights reserved
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Clause 7 should be used in conjunction with ISO/IEC 15408-1:2022, Annexes B and D, as these
clarify the concepts here and provide many examples.

annexes

Figure 4 shows the families within this class, and the hierarchy of components within the families.

| APE_INT: PP introduction H 1 |

| APE_CCL: Conformance claims H 1 |

! APE SPD: Security problem definition !_! 1 !

| APE_OB]J: Security objectives H 1 H 2 ‘
| APE_ECD: Extended component definition H 1 |

|

APE_REQ: Security requirements H 1 H 2 ‘

Figure 4 — APE: Protection Profile (PP) evaluation class(decomposition

7.2 PP introduction (APE_INT)

71.2.1 Objectives
The objective of this family is to describe the TOE in a niarrative way.

Hvaluation of the PP introduction is required to demonstrate that the PP is correctly identified,
the PP reference and TOE overview are consistent'with each other.

7.2.2 APE_INT.1 PP introduction

Dependencies: No dependencies.

Developer action elements

APE_INT.1.1D

The developer shall provide a PP introduction.

(ontent and presentation elements

APE_INT.1.1€

The PP introduction shall contain a PP reference and a TOE overview.

APE/ZINT.1.2C

and that

APE_INT.1.3C

The TOE overview shall summarize the usage and major security features of the TOE.
APE_INT.1.4C

The TOE overview shall identify the TOE type.

APE_INT.1.5C

The TOE overview shall identify any non-TOE hardware/software/firmware available to the

TOE.

© ISO/IEC 2022 - All rights reserved
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Evaluator action elements

APE_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content

and pre

sentation of evidence.

7.3 Conformance claims (APE_CCL)

7.3.1

The obj
family s

7.3.2

Dependg¢

Develoy]
APE_CC
The dey
APE_CC
The dey
APE_CC
The dey
Content
APE_CC
The co

conformance.

APE_CC

The corn
ISO/IEC

1= -
DJeCuuves

ective of this family is to determine the validity of the conformance claim. In additiomn; ‘thi
becifies how STs and other PPs are to claim conformance with the PP.

[72)

APE_CCL.1 Conformance claims

ncies: APE_INT.1 PP introduction
APE_ECD.1 Extended components definition
APE_REQ.1 Direct rationale PP-Module security requirements
er action elements
..1.1D
eloper shall provide a conformance claim.
..1.2D
eloper shall provide a conformance clainrrationale.
..1.3D
eloper shall provide a conformance statement.
and presentation elements
..1.1C
hformance claim shall identify the ISO/IEC 15408 edition to which the PP claimis

..1.2C

formange) claim shall describe the conformance of the PP to ISO/IEC 15408-2 as either
15408-2 conformant or ISO/IEC 15408-2 extended.

APE_CC

.{1.3C

The conformance claim shall describe the conformance of the PP as either “ISO/IEC 15408-3
conformant” or “ISO/IEC 15408-3 extended”.

APE_CCL.1.4C

The conformance claim shall be consistent with the extended components definition.

APE_CCL.1.5C

The conformance claim shall identify all PPs and packages to which the PP claims conformance.

APE_CCL.1.6C

14
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The conformance claim shall describe any conformance of the PP to a functional package as one
of package-conformant, package-augmented, or package-tailored.

APE_CCL.1.7C

The conformance claim shall describe any conformance of the PP to an assurance package as
either package-conformant or package-augmented.

APE_CCL.1.8C

APE_CCL.1.9C

'he conformance claim rationale shall demonstrate that the TOE type is consistent with the TOE
type in the PP(s) to which conformance is being claimed.

APE_CCL.1.10C

'he conformance claim rationale shall demonstrate that the statement of the security problem
definition is consistent with the statement of the security problem definition in the PPs and any
functional packages for which conformance is being claimed.

APE_CCL.1.11C

'he conformance claim rationale shall demonstrate thatjthe statement of security objec¢tives is
gonsistent with the statement of security objectives in the PPs and any functional packpges for
hich conformance is being claimed.

APE_CCL.1.12C

'he conformance claim rationale shall demonstrate that the statement of security requirements
is consistent with the statement of security requirements in the PPs and any functional packages
for which conformance is being claimed.

APE_CCL.1.13C

'he conformance statement shall describe the conformance required of any PPs/STs to the PP as
gne of exact, strict, or demenstrable conformance.

APE_CCL.1.14C

or an exact conformance PP, the conformance statement shall contain an allowed-with
statement that identifies the set of PPs (if any) to which, in combination with the PP under
dvaluation, exact conformance is allowed to be claimed.

APE_CCL<:15C

or an—-exact conformance PP, the conformance statement shall contain an allowed-with
statement that identifies the set of PP-Modules (if any) that are allowed to be used witlll the PP

= 1 4=z L] DD £3 )
undaer-evatrtationiira rr=uuiliigur ativil.

APE_CCL.1.16C

The conformance statement shall identify the set of derived Evaluation Methods and Evaluation
Activities (if any) that shall be used with the PP under evaluation. This list shall contain:

— any Evaluation methods and Evaluation activities that are specified for the PP under
evaluation;

— any Evaluation methods and Evaluation activities specified in conformance statements of
PPs to which conformance is being claimed by the PP under evaluation;
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— any Evaluation methods and Evaluation activities specified in the Security Requirements
sections of packages to which conformance is being claimed by the PP under evaluation.

Evaluator action elements
APE_CCL.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

7.4 Seqcurity problem definition (APE_SPD)

7.4.1 Pbjectives

—_—

This paft of the PP defines the security problem to be addressed by the TOE and thetoperationg
environfnent of the TOE.

Evaluation of the security problem definition is required to demonstrate that the security probler
intendedl to be addressed by the TOE and its operational environment, is clearly‘defined.

-

7.4.2 APE_SPD.1 Security problem definition

ncies: No dependencies.

1.1C

rity problem definition shall deScribe the threats.

1.2C

ts shall be described in terms of a threat agent, an asset, and an adverse action.
1.3C

rity problem definition shall describe the organizational security policies (OSPs).

.1.4C

[==]

The sefurity..problem definition shall describe the assumptions about the operationd
environmentof the TOE.

Evaluatioraction elements

APE_SPD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

7.5 Security objectives (APE_OB]J)

7.5.1 Objectives

The security objectives are a concise statement of the intended response to the security problem
defined through the Security problem definition (APE_SPD) family.

16 © ISO/IEC 2022 - All rights reserved
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Evaluation of the security objectives is required to demonstrate that the security objectives adequately
and completely address the security problem definition and that the division of this problem between

the TOE and its operational environment is clearly defined.

7.5.2 Component levelling

The components in this family are levelled on whether they prescribe only security objectives for the

operational environment, or also security objectives for the TOE.

ecurity objecuves ior

ependencies: No dependencies.
eveloper action elements
PE_OBJ.1.1D

he developer shall provide a statement of security objectives for the,operational envird
PE_OB]J.1.2D

he developer shall provide a security objectives rationale_objectives for the ope
nvironment.

ontent and presentation elements
PE_OB]J.1.1C

he statement of security objectives shall describe the security objectives for the ope
nvironment.

PE_OB]J.1.2C

he security objectives rationale shall trace each security objective for the ope
nvironment back to threats countered by that security objective, OSPs enforced by that
bjective, and assumptions upheld by that security objective.

PE_0BJ.1.3C

he security objectives Tationale shall demonstrate that the security objectives
perational environment uphold all assumptions.

valuator actionm“elements
PE_OBJ.1.1E

he evaluator shall confirm that the information provided meets all requirements for
nd ptesentation of evidence.

nment.

rational

rational

rational
ecurity

for the

content

3 C =y 1. o
& OCLUTILYy ODjJeCuves

—t

4—APE-OB
Dependencies: APE_SPD.1 Security problem definition.
Developer action elements
APE_OB]J.2.1D
The developer shall provide a statement of security objectives.

APE_OBJ.2.2D

The developer shall provide a security objectives rationale.

© ISO/IEC 2022 - All rights reserved
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Content and presentation elements
APE_OB]J.2.1C

The statement of security objectives shall describe the security objectives for the TOE and the security
objectives for the operational environment.

APE_OBJ.2.2C

The security objectives rationale shall trace each security objective for the TOE back to threats

APE_OH]J.2.3C

The secyirity objectives rationale shall trace each security objective for the operational environmerjt
back to [threats countered by that security objective, OSPs enforced by that security ebjective, and
assumptions upheld by that security objective.

APE_OH]J.2.4C

The sedurity objectives rationale shall demonstrate that the security‘\objectives counter all
threats
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Evaluator action elements

APE_OH]J.2.1E
The evaluator shall confirm that the information provided meets all requirements for content anfd
presentation of evidence.

7.6 Extended components definition (APE_ECD)

7.6.1 Pbjectives

Extendeld security réqiuirements are requirements that are not based on components froy
ISO/IEC[{15408-2 or_this document, but which are based on extended components: components define
by the PP author

[o e

Evaluation efithe definition of extended components is necessary to determine that they are cledr
and unambiguous, and that they are necessary, i.e. they may not be clearly expressed using existing
ISO/IEC

7.6.2 APE_ECD.1 Extended components definition

Dependencies: No dependencies.

Developer action elements

APE_ECD.1.1D

The developer shall provide a statement of security requirements.

APE_ECD.1.2D

18 © ISO/IEC 2022 - All rights reserved
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The developer shall provide an extended components definition.
Content and presentation elements

APE_ECD.1.1C

The statement of security requirements shall identify all extended security requirements.

APE_ECD.1.2C

ecurity requirement.
APE_ECD.1.3C

The extended components definition shall describe how each extended comp®oent is re
the existing ISO/IEC 15408 series components, families, and classes.

APE_ECD.1.4C

The extended components definition shall use the existing ISO/IEC.15408 series comy
families, classes, and methodology as a model for presentation.
A

|PE_ECD.1.5C

donformance or nonconformance to these elements maybe demonstrated.
Hvaluator action elements
APE_ECD.1.1E

The evaluator shall confirm that the inforimation provided meets all requirements for
nd presentation of evidence.

<]

o~y

|PE_ECD.1.2E

The evaluator shall confirm thatno extended component may be clearly expressed using
omponents.

o

7.7 Security requirénients (APE_REQ)

71.7.1 Objectives

—]

he SFRs forfm-a clear, unambiguous and well-defined description of the expected security bg
f the TOE-Ehe SARs form a clear, unambiguous and well-defined description of the expected 3
hat willlbe’'undertaken to gain assurance in the TOE.

[mille)

Hvaluation of the security requirements is required to ensure that they are clear, unambigy

extended

lated to

onents,

The extended components shall consist of measurable and objective elements such that

content

pxisting

thaviour
ctivities

ous and

wvel<defined

7.7.2 Component levelling

The components in this family are levelled on whether the SFRs are derived from SPD, or whether the

SFRs are derived from security objectives for the TOE.
7.7.3 APE_REQ.1 Direct rationale PP-Module security requirements

Dependencies: APE_ECD.1 Extended components definition

APE_OB].1 Security objectives for the operational environment

© ISO/IEC 2022 - All rights reserved
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Developer action elements

APE_REQ.1.1D

The developer shall provide a statement of security requirements.
APE_REQ.1.2D

The developer shall provide a security requirements rationale.

Content.and prpcpnfnfinn elements

APE_RHEQ.1.1C
The statement of security requirements shall describe the SFRs and the SARs.
APE_REQ.1.2C

All subjlects, objects, operations, security attributes, external entities and other-terms that arge
used injthe SFRs and the SARs shall be defined.

APE_REQ.1.3C

The statement of security requirements shall identify all operations on the security
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SFR and the OSPs enforced by that,SFR.
APE_RHEQ.1.7C

The sequrity requirements rationale shall demonstrate that the SFRs (in conjunction with the
security objectives for the.énvironment) counter all threats for the TOE.

APE_RHQ.1.8C

The sequrity requirements rationale shall demonstrate that the SFRs (in conjunction with the
security objectives for the environment) enforce all OSPs for the TOE.

APE_REQ:1,9C

The security requirements rationale shall explain why the SARs were chosen.APE_REQ.1.10C
The statement of security requirements shall be internally consistent.

Evaluator action elements

APE_REQ.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

7.7.4 APE_REQ.2 Derived security requirements

20 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

Dependencies: APE_OB]J.2 Security objectives

APE_ECD.1 Extended components definition
Developer action elements
APE_REQ.2.1D

The developer shall provide a statement of security requirements.

_REQ.2:2D
he developer shall provide a security requirements rationale.

ontent and presentation elements

PE_REQ.2.1C

he statement of security requirements shall describe the SFRs and the SARs.

PE_REQ.2.2C

1l subjects, objects, operations, security attributes, external entiti€s and other terms that arg used in
the SFRs and the SARs shall be defined.

PE_REQ.2.3C
he statement of security requirements shall identify alhoperations on the security requiremepts.
PE_REQ.2.4C
1l operations shall be performed correctly.
PE_REQ.2.5C

ach dependency of the security requirements shall either be satisfied, or the security requirements
tionale shall justify the dependency not being satisfied.

PE_REQ.2.6C

he security requirements-rationale shall trace each SFR back to the security objectives for [the TOE
forced by that SFR.

PE_REQ.2.7C

he security£equirements rationale shall demonstrate that the SFRs meet all security objecfives for

He security requirements rationale shall explain why the SARs were chosen.

APE_REQ.2.9C

The statement of security requirements shall be internally consistent.
Evaluator action elements

APE_REQ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.
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8 Class ACE: Protection Profile Configuration evaluation

8.1 General

Evaluating a PP-Configuration is required to demonstrate that the PP-Configuration is sound and
consistent. These properties are necessary for the PP-Configuration to be suitable for use as the basis
for writing an ST.

The class ACE is defined for the evaluation of a PP-Configuration composed of at least one PP and one

other compormrent{PPsand/forPP-Modutesj—Theevatuatiomrof PPstsaddressedtrtlassAPE-Thectass

ACE defines the requirements for:

— Evaluating the PP-Modules in the framework of their PP-Modules Base(s) (components ACE/INT.],
ACH_CCL.1, ACE_SPD.1, ACE_OBJ.1 or ACE_OBJ.2, ACE_REQ.1 or ACE_REQ.2, and ACE_MCO0.1).

— Evaluating the consistency of the combination of all the PPs and PP-Modules that belong to the PI
Configuration (see ACE_CCO.1).

Clause § should be used in conjunction with ISO/IEC 15408-1:2022, Annex C.

ACE_INT: PP-Module intruduction 1

ACE_CCL: PP-Module conformance claims 1

ACE_SPD: PP-Module Security problem definition 1
ACE_OBJ: PP-Module Security objective 1 2

ACE_ECD: PP-Module extended compofient definition 1
ACE_REQ: PP-Module security requirements 1 2

ACE_MCO:RPP-Module consistency 1

ACE>CEO: PP-Configuration consistency 1

Figure 5, —/ACE: Protection Profile Configuration evaluation class decomposition

8.2 PT-Module introduction (ACE_INT)

8.2.1 Objectives
The objective of this family is to describe the TOE in a narrative way.

The evaluation of the PP-Module introduction is required to demonstrate that the PP-Module is correctly
identified, and that the PP-Module reference and TOE overview are consistent with each other.

8.2.2 ACE_INT.1 PP-Module introduction
Dependencies: No dependencies.

Developer action elements
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ACE_INT.1.1D

The developer shall provide a PP-Module introduction.
Content and presentation elements

ACE_INT.1.1C

The PP-Module introduction shall contain a PP-Module reference, the identification of the PP-
Module Base(s) and a TOE overview.

CE_INT.1.2C
he PP-Module reference shall uniquely identify the PP-Module.
CE_INT.1.3C

he identification of the PP-Module Base shall consist of a list of at leastjone PP and possibly
ther PPs and PP-Modules on which the PP-Module depends.

CE_INT.1.4C

he identification of the PP-Module Base(s) shall describe thetdependency structure of|the PP-
odule Base(s).

CE_INT.1.5C

he PP-Module introduction shall contain as many TOE overviews as alternative PP{Module

he TOE overview shall summarize the usage and major security features of the TOE.
CE_INT.1.7C

he TOE overview shall identify-the TOE type.

CE_INT.1.8C

he TOE overview shall.identify any non-TOE hardware/software/firmware availabl¢ to the

he TOE overyview shall describe the differences of the TOE with regard to the TOEs defined in
the PP-Module Base(s).

valuator action elements

CE.INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

8.3 PP-Module conformance claims (ACE_CCL)

8.3.1 Objectives

The objective of this family is to determine the validity of the conformance claim and conformance
statement. A PP-Module cannot claim conformance to any PP, PP-Configuration, or another PP-Module.

8.3.2 ACE_CCL.1 PP-Module conformance claims
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Dependencies: ACE_INT.1 PP-Module introduction
ACE_ECD.1 PP-Module extended components definition

ACE_REQ.1 PP-Module stated security requirements or ACE_REQ.2 PP-Module de-
rived security requirements

Developer action elements

ACE_CCL.1.1D

The devieloper shall provide a conformance claim.
ACE_CCL.1.2D

The developer shall provide a conformance statement.
Content and presentation elements

ACE_CCL.1.1C

The confformance claim shall identify the ISO/IEC 15408 edition to which the PP-Module claim{s
conformance.

ACE_CCL.1.2C

The conformance claim shall describe the conformance of the PP-Module to ISO/IEC 15408-2 as
either IBO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

ACE_CCL.1.3C

The confformance statement shall describe the conformance type required of any ST to the PR
Module|(as part of a PP-Configuration) as one of exact, strict, or demonstrable.

ACE_CCL.1.4C

The conformance claim shall describe the conformance of the PP-Module to this document als
either “|SO/IEC 15408-3 conformant” or “ISO/IEC 15408-3 extended”.

ACE_CCL.1.5C
The confformance claim shallbe consistent with the extended components definition.
ACE_CCL.1.6C

The coliformance claim shall identify all functional packages to which the PP-Module claimis
conformance.

ACE_CCL.1.7€

The conformance claim shall describe any conformance of the PP-Module to a functional package
as either package-conformant, package-augmented or package-tailored.

ACE_CCL.1.8C

The conformance claim shall identify all assurance packages to which the PP-Module claims
conformance.

ACE_CCL.1.9C

The conformance claim shall describe any conformance of the PP-Module to an assurance
package as either package-conformant or package-augmented.

ACE_CCL.1.10C
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For exact conformance, the PP-Module’s conformance statement shall contain an allowed-with
statement that identifies the set of PPs and PP-Modules (exclusive of those PPs and PP-Modules
that are included in the PP-Module Base) to which, in combination with the PP-Module under

evaluation, exact conformance is allowed to be claimed.

ACE_CCL.1.11C

The conformance statement may identify the set of ISO/IEC 18045-derived Evaluation methods
and Evaluation activities that shall be used with the PP-Module under evaluation. This list shall
contain any Evaluation methods and Evaluation activities that are specified in the PP-Module

dnd/or in the packages (if any) for which conformance is being claimed by the PP-Modu
dvaluation.

Hvaluator action elements

ACE_CCL.1.1E

|

he evaluator shall confirm that the information provided meets all requirements for
and presentation of evidence.

8.4 PP-Module security problem definition (ACE_SPD)

8.4.1 Objectives

—

his part of the PP-Module defines the security problem:to be addressed by the TOE and the ope
gnvironment of the TOE.

Hvaluation of the security problem definition is.required to demonstrate that the security
htended to be addressed by the TOE and its operational environment, is clearly defined.

—e

§.4.2 ACE_SPD.1 PP-Module securityproblem definition
Jependencies: No dependencies.

Developer action elements

o~y

|CE_SPD.1.1D

The developer shall provide a security problem definition.

o

ontent and preSentation elements
ACE_SPD.1.1€
The security problem definition shall describe the threats.

ACE_SPD.1.2C

Hut also any Evaluation methods and Evaluation activities specified in the PP-Module|Base(s)

under

content

rational

problem

All threats shall be described in terms of a threat agent, an asset, and an adverse action.
ACE_SPD.1.3C

The security problem definition shall describe the OSPs.

ACE_SPD.1.4C

The security problem definition shall describe the assumptions about the operational

environment of the TOE.

Evaluator action elements
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ACE_SPD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

8.5 PP-Module security objectives (ACE_OB]J)

8.5.1 Objectives

The secTity objectives are a CONCISE Statement of te Imtended TeSPONSe 10 te SeCcurity provie
defined fhrough the Security problem definition (APE_SPD) family.

Evaluation of the security objectives is required to demonstrate that the security objectives adequatel
and conjpletely address the security problem definition and that the division of this problem-betwee
the TOE[and its operational environment is clearly defined.

= <

8.5.2 [omponent levelling

The conjponents in this family are levelled on whether they prescribe only security objectives for thie
operatignal environment (see ACE_OB]J.1), or also security objectives for the TOE (see ACE_OB].2).

8.5.3 MACE_OB]J.1 PP-Module security objectives for the operational énvironment
Dependé¢ncies: No dependencies.

Developer action elements

ACE_OBJ.1.1D

-+

The developer shall provide a statement of security objectives for the operational environmen
of the PP-Module.

ACE_OBJ.1.2D

The developer shall provide a security,objectives rationale for the operational environment qf
the PP-Module.

Content and presentation elemeénts

ACE_OHt.l.lC

=]

The statement of secufity objectives shall describe the security objectives for the operationd
environment.

ACE_0BJ.1.2C

[==]

The segurity~objectives rationale shall trace each security objective for the operationd
environment back to threats countered by that security objective, OSPs enforced by that securit
objective;s

<

ACE_O0B]J.1.3C

The security objectives rationale shall demonstrate that the security objectives for the
operational environment uphold all assumptions.

Evaluator action elements
ACE_OBJ.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.
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8.5.4 ACE_OB]J.2 PP-Module security objectives
Dependencies: ACE_SPD.1 PP-Module security problem definition.
Developer action elements

ACE_OBJ.2.1D

The developer shall provide a statement of security objectives for the PP-Module.

CE ﬂR! 22D

The developer shall provide a security objectives rationale for the PP-Module.

(ontent and presentation elements

022(E)

ACE_OB]J.2.1C

The statement of security objectives shall describe the security objectives for'tlie TOE and the [security
dbjectives for the operational environment.

ACE_OB]J.2.2C

The security objectives rationale shall trace each security objective for the TOE back to|threats
dountered by that security objective and OSPs enforced by that security objective.

ACE_O0BJ.2.3C

The security objectives rationale shall trace each security objective for the operational envifonment
hack to threats countered by that security objective, OSPs enforced by that security objective, and
assumptions upheld by that security objective.

ACE_OB]J.2.4C

The security objectives rationale shall demonstrate that the security objectives counter all
threats.

ACE_OB]J.2.5C

The security objectives rationale shall demonstrate that the security objectives enforce gll OSPs.

ACE_O0B]J.2.6C

The security objectives rationale shall demonstrate that the security objectives for the opsg
gnvironment uphold all assumptions.

Hvaluator action elements

ACE_OBJ:2/1E

rational

ent and

The~evaluator shall confirm that the information provided meets all requirements for conf

TeSemntation of evidence:.
8.6 PP-Module extended components definition (ACE_ECD)

8.6.1 Objectives

Extended SFRs are requirements that are not based on components from ISO/IEC 15408-2 or this
document, but which are based on extended components: components defined by the PP-Module author.

Evaluation of the definition of extended functional components is necessary to determine that they
are clear and unambiguous, and that they are necessary, i.e. they may not be clearly expressed using

existing ISO/IEC 15408-2 or this document components.
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8.6.2 ACE_ECD.1 PP-Module extended components definition

Dependencies: No dependencies.

Developer action elements

ACE_ECD.1.1D

The developer shall provide a statement of security requirements for the PP-Module.

ACE_ECp-1.2D

The devieloper shall provide an extended components definition for the PP-Module.

Content and presentation elements

ACE_ECD.1.1C

The statement of security requirements shall identify all the extended security réquirements.

ACE_ECp.1.2C

[="

The extended components definition shall define an extended component for each extende
security requirement.

ACE_ECp.1.3C

(=)

The extended components definition shall describe how each extended component is related t
the existing ISO/IEC 15408 series components, families,and classes.

ACE_ECp.1.4C

The extended components definition shall use the existing ISO/IEC 15408 series components,
familieg, classes, and methodology as a model for presentation.

ACE_ECDP.1.5C

-+

The extended components shall consist of measurable and objective elements such th3
conformance or nonconformance to these elements may be demonstrated

Evaluator action elements

ACE_ECP.1.1E

-+

The evdluator shall confirm that the information provided meets all requirements for conten
and presentation of evidence.

ACE_ECD.1.2E

The evalluator shall confirm that no extended component may be clearly expressed using existing
components.

8.7 PP-Module security requirements (ACE_REQ)

8.7.1 Objectives

The SFRs form a clear, unambiguous and well-defined description of the expected security behaviour
of the TOE. The SARs form a clear, unambiguous and well-defined description of the expected activities
that will be undertaken to gain assurance in the TOE.

Evaluation of the security requirements is required to ensure that they are clear, unambiguous and
well-defined.
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8.7.2 Component levelling

The components in this family are levelled on whether the SFRs are derived from SPD (see ACE_REQ.1),
or whether the SFRs are derived from the security objectives for the TOE (see ACE_REQ.2.).

8.7.3 ACE_REQ.1 PP-Module stated security requirements

Dependencies: APE_ECD.1 Extended components definition

Jeveloper action elements

ACE_REQ.1.1D

'he developer shall provide a statement of security requirements for the PP-Module.
ACE_REQ.1.2D

'he developer shall provide a security requirements rationale for the’PP-Module.
Jontent and presentation elements

ACE_REQ.1.1C

'he statement of security requirements shall describe‘the SFRs and SARs (the SARs that apply
tp the PP-Module may be explicitly stated, or inherited from the PP-Module Base(s)).

ACE_REQ.1.2C

All subjects, objects, operations, security attributes, external entities and other terms that are
sed in the SFRs and the SARs shall be defined.

ACE_REQ.1.3C

'he statement of security reqguirements shall identify all operations on the security
equirements.

ACE_REQ.1.4C
All operations shall be performed correctly.
ACE_REQ.1.5C

Hach dependency of the security requirements shall either be satisfied, or the §ecurity
equirements rationale shall justify the dependency not being satisfied.

ACE_REQ:1.6C
[he-security requirements rationale shall trace each SFR back to the threats countered by that
FR ’ e OSPsenforced by SFR
ACE_REQ.1.7C

The security requirements rationale shall demonstrate that the SFRs (in conjunction with the
security objectives for the environment) counter all the threats for the TOE.

ACE_REQ.1.8C

The security requirements rationale shall demonstrate that the SFRs (in conjunction with the
security objectives for the environment) enforce all the OSPs for the TOE.

ACE_REQ.1.9C
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The security requirements rationale shall explain why the SARs were chosen.
ACE_REQ.1.10C

The statement of security requirements shall be internally consistent.
Evaluator action elements

ACE_REQ.1.1E

The evaluator shall rnnfirm that the information prnvidpd meets all rpqnirpmpnfc for content
and presentation of evidence.

8.7.4 MACE_REQ.2 PP-Module derived security requirements

Dependg¢ncies: ACE_ECD.1 PP-Module extended components definition
ACE_OBJ.2 PP-Module security objectives

Developer action elements

ACE_REQ.2.1D

The devgloper shall provide a statement of security requirements for. the PP-Module.
ACE_REQ.2.2D

The developer shall provide a security requirement rationalefor the PP-Module.
Content and presentation elements

ACE_REQ.2.1C

The statlement of security requirements shall describe the SFRs and SARs (the SARs that apply to thie
PP-Modiile may be explicitly stated, or inherited from the PP-Module Base(s)).

ACE_REQ.2.2C

-

All subjécts, objects, operations, seecurity attributes, external entities and other terms that are used i
the SFR$ and the SARs shall be defined.

ACE_REQ.2.3C

The statement of securityrequirements shall identify all operations on the security requirements.
ACE_REQ.2.4C

All operptions shall be performed correctly.

ACE_REQ:2.5C

Each dependency of the security requirements shall either be satisfied, or the security requirements
rationale shall justify the dependency not being satisfied.

ACE_REQ.2.6C

The security requirements rationale shall trace each SFR back to the security objectives for the TOE
enforced by that SFR.

ACE_REQ.2.7C

The security requirements rationale shall demonstrate that the SFRs meet all security objectives for
the TOE.
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ACE_REQ.2.8C

The security requirements rationale shall explain why the SARs were chosen.
ACE_REQ.2.9C

The statement of security requirements shall be internally consistent.
Evaluator action elements

ACE_REQ.21E

The evaluator shall confirm that the information provided meets all requirements'for [content
dnd presentation of evidence.

8.8 PP-Module consistency (ACE_MCO)

§.8.1 Objectives

The objective of this family is to determine the consistency of the. PP-Module and to sftate the
dorrespondence between the PP-Module and its PP-Module Base(s).

§.8.2 ACE_MCO.1 PP-Module consistency

[Jependencies: ACE_INT.1 PP-Module introduction
ACE_SPD.1 PP-Module Security problem definition

ACE_OB]J.1 Direct Rationale PP<Module Security objectives for the environmgnt or
ACE_OB]J.2 PP-Module Secusity objectives

ACE_REQ.1 Direct Ratignale PP-Module security requirements or ACE_REQ.R
PP-Module derived seeurity requirements

Developer action elements

ACE_MCO.1.1D

|

he developer shall provide a consistency rationale of the PP-Module for each of the alt¢rnative
P-Module Bases identified in the PP-Module introduction.

o~ .. .

|CE_MCO0.1.2D

—

he developer-shall provide an assurance rationale of the PP-Module for each of the altérnative
P-Module Bases identified in the PP-Module introduction.

ln ]

(ontentand presentation elements

ACE’MCO.1.1C

The consistency rationale shall demonstrate that the TOE type of the PP-Module and the TOE
types of its PP-Module Base(s) are consistent.

ACE_MCO.1.2C

The consistency rationale shall identify the assets of the PP-Module’s SPD that also belong to
some of its PP-Module Bases and amongst them those for which the PP-Module and the PP-
Module Base define different security problems.

ACE_MCO0.1.3C
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The consistency rationale shall demonstrate that:

— the

statement of the security problem definition is consistent with the statement of the

security problem definition of its PP-Module Base(s);

— the

statement of the security problem definition is consistent with the statement of the

security problem definition of any functional package for which conformance is being

clai

med.

ACE_MCO.1.4C

The con

— the
Bas

— the
pac

ACE_M(
The con

— the
req

— the
req

ACE_M(

The as:s
assurarn

ACE_M(

The ass
require|
Module

Evaluat|
ACE_M(

The ev3
and pry¢
evaluat

sistency rationale shall demonstrate that:

security objectives definition is consistent with the security objectives of its PP-Module

e(s);

security objectives definition is consistent with the security objectives of any functiond
kage for which conformance is being claimed.

[==

0.1.5C

sistency rationale shall demonstrate that:

o

security functional requirements definition is consistent-with the security functionas
nirements of its PP-Modules Base(s);

[==]

security functional requirements definition is consistent with the security functiona
nirements of any functional package for which confermance is being claimed.

0.1.6C

urance rationale shall demonstrate thelinternal consistency of the set of securitly
ce requirements of the PP-Module withregard to its security problem definition.

0.1.7C

urance rationale shall demonstrate the consistency of the set of security assuranc
ments of the PP-Module with regard to the security assurance requirements of the PE
Base(s).

[¢°]

or action elements

0.1.1E

-+

luator shall éonfirm that the information provided meets all requirements for conten
psentation. of ‘evidence. If the PP-Module specifies alternative PP-Module Bases, the
pr shall perform this action for each consistency rationale.

8.9 PT-Configuration consistency (ACE_CCO)

8.9.1 Objectives

The objective of this family is to determine the well-formedness and the consistency of the PP-
Configuration.

8.9.2 ACE_CCO.1 PP-Configuration consistency

Dependencies: ACE_INT.1 PP-Module introduction

32

ACE_CCL.1 PP-Module conformance claims
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ACE_SPD.1 PP-Module security problem definition

ACE_OB]J.1 Direct Rationale PP-Module security objectives for the environment
or ACE_OBJ.2 PP-Module security objectives

ACE_ECD.1 PP-Module extended component definition

ACE_REQ.1 Direct Rational PP-Module security requirements or ACE_REQ.2
PP-Module derived security requirements

ACE_MCO.1 PP-Module consistency

APE_* (all APE components)

Developer action elements

ACE_CCO0.1.1D

The developer shall provide the reference of the PP-Configuration.
ACE_CCO0.1.2D

The developer shall provide a components statement.
ACE_CCO0.1.3D

The developer shall provide a TOE overview.

ACE_CCO0.1.4D

The developer shall provide a conformance claim.

ACE_CCO0.1.5D

The developer shall provide a conformance statement within the conformance claim.
ACE_CCO.1.6D

The developer shall provide\a consistency rationale.

ACE_CCO0.1.7D

The developer shallprovide a SAR statement.

ACE_CCO.1.8D

|

he developer shall provide the set of evaluation methods and/or activities that are applicable
p the PP-Configuration.

o W

ontent and presentation elements

\CE_CCO.1.1C
The PP-Configuration reference shall uniquely identify the PP-Configuration.
ACE_CCO0.1.2C

The PP-Configuration components statement shall uniquely identify the PPs and PP-Modules
that compose the PP-Configuration.

ACE_CCO0.1.3C
For each PP-Module identified in the PP-Configuration components statement, the components

statement shall include the PP-Module Base required by the identified PP-Module. If the PP-
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Module specifies alternative PP-Module Bases, only one of these PP-Module Bases shall be
referred to in the PP-Configuration.

ACE_CCO.1.4C

For a multi-assurance PP-Configuration, the components statement shall describe the
organization of the TSF in terms of the sub-TSFs defined in the PPs and PP-Modules defined in
the PP-Configuration.

ACE_CCO.1.5C

The TOE overview shall identify the TOE type.

ACE_CCp.1.6C

The TOE overview shall describe the usage and major security features of the TOE.
ACE_CCD.1.7C

The TOE overview shall identify any non-TOE hardware/software/firmware available to the
TOE.

ACE_CCD.1.8C

=)

The conformance claim shall identify the ISO/IEC 15408 edition(s) to which the PP-Configuratio
comporlents claim conformance.

ACE_CCD.1.9C

(=]

The cqnformance claim shall describe the conformance of the PP-Configuration t
ISO/IE(J15408-2 as either ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

ACE_CC9.1.10C

-+

The conformance claim shall describe the conformance of the PP-Configuration to this documen
as either “ISO/IEC 15408-3 conformant” e1<ISO/IEC 15408-3 extended.”

ACE_CCp.1.11C

The conformance claim shall beconsistent with the conformance claims of the PP-Configuratio
components.

=)

ACE_CCD.1.12C

The confformance claim-0f a PP-Configuration shall include an assurance package conformanc
claim donsisting of-statements describing any conformance of the PP-Configuration to a
assurarjce package as either package-conformant or package-augmented.

- P

ACE_CCD.1.13€

The conformance statement shall specify the required conformance to the PP-Configuration
as one of exact, strict, demonstrable, or it shall provide the list of conformance types that are
required by each of the PP-Configuration components.

ACE_CCO.1.14C

For the exact conformance case, the allowed-with statement of the conformance statement of
each PP included in the components statement of the PP-Configuration shall identify all the
PP-Configuration components as being allowed to be used in combination with the PP in a PP-
Configuration.

ACE_CCO0.1.15C
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For the exact conformance case, the allowed-with statement of the conformance statement of
each PP-Module included in the components statement of the PP-Configuration shall identify all
the PP-Configuration components that are not in the PP-Module Base(s) for that particular PP-
Module as being allowed to be used in combination with the PP-Module in a PP-Configuration.

ACE_CCO.1.16C

For PP-Configurations that are not of exact conformance type (i.e. for PP-Configurations of strict
or demonstrable conformance type), the conformance statement of a PP-Configuration may
include an Evaluation methods and Evaluation activities reference statement that identifies the
t of ISO/IEC 18045-derived Evaluation methods and Evaluation activities that are applicable
tp the PP-Configuration under evaluation.

CE_CCO0.1.17C

he consistency rationale shall demonstrate that the TOE type defined in the PP-Configuration
consistent with the TOE types defined in the PPs and PP-Modules that belong to |the PP-
onfiguration components statement.

CE_CCO0.1.18C

he consistency rationale shall demonstrate that the union of-all the SPDs, security objectives
nd security functional requirements defined in the PP-Configuration components is consistent.

CE_CCO0.1.19C

or a single-assurance PP-Configuration, the SAR-statement shall define a single set pf SARs
that applies to the entire TOE. For strict and demonstrable conformance, the set of SARs shall
ipclude the SARs identified in each of the PP-Configuration components. For exact conformance,
the set of SARs shall be identical to the set 6f SARs identified in each of the PP-Configuration

or a multi-assurance PP-Configuration, the SAR statement shall define the globa] set of
Rs that applies to the entire TOE and the SARs that apply to each sub-TSF. For strict and
emonstrable conformance, the global assurance set of SARs shall include the set of jommon
Rs among the PP-Configuration components, and each set of SARs that apply to a sub-T|SF shall
ipclude those identified for the PP-Configuration components associated with that sub-['SF. For
xact conformance, the.global assurance set of SARs shall be the set of common SARs anlong the
P-Configuration components, and each set of SARs that apply to a sub-TSF shall be identical to
those identified for-the PP-Configuration components associated with that sub-TSF.

CE_CCO.1.21C

he SARStatement of a PP-Configuration shall include an assurance rationale that demonstrates
the consistency of the applicable set of SARs with those defined in the components of|the PP-
onfiguration under evaluation and their associated Evaluation methods and Evgluation
ctivities. For a multi-assurance PP-Configuration, the assurance rationale shall demongtrate:

— that the global set of SARs is consistent with the threats as defined in the SPDs of the PP-
Configuration components, and

— that the global set of SARs and the sets of SARs for each sub-TSF are consistent with each
other.

Evaluator action elements
ACE_CCO.1.1E
The evaluator shall confirm that the information provided meets all requirements for content

and presentation of evidence.
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ACE_CCO.1.2E

The evaluator shall check that the PP-Configuration consisting of all the PPs and PP-Modules

identified in the component statement is consistent.

9 C(lass ASE: Security Target (ST) evaluation

9.1 General

Evaluating an ST is required to demonstrate that the ST is sound and internally consistent, and, if: thie

ST is baged on a PP-Configuration, or one or more PPs or packages, that the ST is a correct instantiatio
of the PF-Configuration, PPs, and packages. These properties are necessary for the ST to be suitable fo

use as the basis for a TOE evaluation.

Clause Yshould be used in conjunction with ISO/IEC 15408-1:2022, Annexes B, C and D as,these annex¢

clarify the concepts here and provide many examples.

Figure f shows the families within this class, and the hierarchy of components within the families.

ASE_INT: ST introduction —~1
ASE_CCL: Conformance claims 1
ASE_SPD: Security problem definition — 1
ASE_OB]J: Security objectives — 1
ASE_ECD: Extended component definition — 1
ASE_REQ: Security requirements — 1

ASE_TSS: TOE summary specification

ASE_COMP: Consistency of composite product Security Target

9.2 ST introduction(ASE_INT)

9.2.1 Pbjectives

The objgctive\of this family is to describe the TOE in a narrative way on three levels of abstraction: TO

referendeTOE overview and TOE description.

Figure 6 — ASE:Security Target (ST) evaluation class decomposition

n
I

Evaluation of the ST introduction is required to demonstrate that the ST and the TOE are correctly
identified, that the TOE is correctly described at three levels of abstraction and that these three

descriptions are consistent with each other.

9.2.2 ASE_INT.1 ST introduction
Dependencies: No dependencies.
Developer action elements

ASE_INT.1.1D

36

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

The developer shall provide an ST introduction.
Content and presentation elements
ASE_INT.1.1C

The ST introduction shall contain an ST reference, a TOE reference, a TOE overview and a TOE
description.

ASE_INT.1.2C

he ST reference shall uniquely identify the ST.

SE_INT.1.3C

he TOE reference shall uniquely identify the TOE.

SE_INT.1.4C

he TOE overview shall summarize the usage and major security featuves of the TOE.
SE_INT.1.5C

he TOE overview shall identify the TOE type.

SE_INT.1.6C

he TOE overview shall identify any non-TOE hardware/software/firmware required by the

or a multi-assurance ST, the TOE overview'shall describe the TSF organization in termis of the
b-TSFs defined in the PP-Configuration the ST claims conformance to.

SE_INT.1.8C

he TOE description shall describe the physical scope of the TOE.
SE_INT.1.9C

he TOE description shall describe the logical scope of the TOE.
valuator action elements

SE_INT.1.1E

he evaluator shall confirm that the information provided meets all requirements for |content
nd presentation of evidence.

SE_INT.1.2E

The evaluator shall confirm that the TOE reference, the TOE overview, and the TOE description
are consistent with each other.

9.3 Conformance claims (ASE_CCL)

9.3.1 Objectives

The objective of this family is to determine the validity of the conformance claim. In addition, this
family specifies how STs are to claim conformance with the PP or PP-Configuration.

9.3.2 ASE_CCL.1 Conformance claims
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Dependencies: ASE_INT.1 ST introduction
ASE_ECD.1 Extended components definition

ASE_REQ.1 Direct rationale stated security requirements
Developer action elements

ASE_CCL.1.1D

The devieloper shall provide a conformance claim.
ASE_CCL.1.2D

The developer shall provide a conformance claim rationale.
Content and presentation elements

ASE_CCL.1.1C

The conformance claim shall identify the edition of ISO/IEC 15408 to which the ST and the TOE
claim conformance.

ASE_CCL.1.2C

The conformance claim shall describe the conformance of the'ST to ISO/IEC 15408-2 as either
ISO/IE(15408-2 conformant or ISO/IEC 15408-2 extended,

ASE_CCL.1.3C

W

The coiformance claim shall describe the conforniance of the ST as either “ISO/IEC 15408-
conformant” or “ISO/IEC 15408-3 extended”.

ASE_CCL.1.4C
The conformance claim shall be consistentwith the extended components definition.

ASE_CCL.1.5C

-+

The conformance claim shall identify a PP-Configuration, or all PPs and security requiremen
packages to which the ST claims conformance.

ASE_CCL.1.6C

The confformance claim‘shall describe any conformance of the ST to a package as either packagg
conformant or package-augmented.

ASE_CCL.1.7C

The confformance claim shall describe any conformance of the ST to a PP as PP-Conformant.

ASE_CCL.1.8C

The conformance claim rationale shall demonstrate that the TOE type is consistent with the TOE
type in the PP-Configuration or PPs for which conformance is being claimed.

ASE_CCL.1.9C

The conformance claim rationale shall demonstrate that the statement of the security problem
definition is consistent with the statement of the security problem definition in the PP-
Configurationd), PPs and any functional packages for which conformance is being claimed.

1) In practice, this refers to the union of SPDs defined in the PP-Configuration components.

38 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

ASE_CCL.1.10C

The conformance claim rationale shall demonstrate that the statement of security ob

jectives

is consistent with the statement of security objectives in the PP-Configuration?), PPs, and any

functional package for which conformance is being claimed.

ASE_CCL.1.11C

The conformance claim rationale shall demonstrate that the statement of security requirements
is consistent with the statement of security requirements in the PP-Configuration3), PPs, and

dany functional packages 1or which coniormance 1s being claimed.

ASE_CCL.1.12C

|

he conformance claim for PP(s) or a PP-Configuration shall be exact, strict, or demonst
list of conformance types.

5]

=

|SE_CCL.1.13C

f the conformance claim identifies a set of Evaluation methods and Evaluation activities
rom ISO/IEC 18045 work units that shall be used to evaluate the-TOE then this set shall
11 those that are included in any package, PP, or PP-Module inca-PP-Configuration to wi
T claims conformance, and no others.

LN Q) r=h =

vl

valuator action elements

oY

|SE_CCL.1.1E

|

he evaluator shall confirm that the information provided meets all requirements for
and presentation of evidence.

O

4 Security problem definition (ASE.SPD)

9.4.1 Objectives

—

his part of the ST defines the(security problem to be addressed by the TOE and the opg
gnvironment of the TOE.

wul

valuation of the security~problem definition is required to demonstrate that the security
htended to be addressed-by the TOE and its operational environment, is clearly defined.

—e

9.4.2 ASE_SPD({Security problem definition
ependencies{No dependencies.

Developer-action elements

ASE_SPD.1.1D

rable or

derived
include
hich the

content

rational

problem

The developer shall provide a security problem definition.
Content and presentation elements

ASE_SPD.1.1C

The security problem definition shall describe the threats.

ASE_SPD.1.2C

2) In practice, this refers to the union of security objectives defined in the PP-Configuration components

3) In practice, this refers to the union of SFRs defined in the PP-Configuration components.
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All threats shall be described in terms of a threat agent, an asset, and an adverse action.
ASE_SPD.1.3C

The security problem definition shall describe the OSPs.

ASE_SPD.1.4C

The security problem definition shall describe the assumptions about the operational
environment of the TOE.

Evaluator action elements

ASE_SPD.1.1E

-+

The evdluator shall confirm that the information provided meets all requirements_for conten
and presentation of evidence.

9.5 S¢curity objectives (ASE_OB]J)

9.5.1 Pbjectives

-

The seclirity objectives are a concise statement of the intended respense to the security probler
defined fhrough the Security problem definition (ASE_SPD) family.

Evaluation of the security objectives is required to demonstrate that the security objectives adequateﬁg
and completely address the security problem definition, that the division of this problem between t
TOE and its operational environment is clearly defined.

9.5.2 [omponent levelling

The conjponents in this family are levelled on whether they prescribe only security objectives for thie
operatignal environment (ASE_OBJ.1), or also seeurity objectives for the TOE (ASE_OB].2).

9.5.3 MASE_OB]J.1 Security objectives for-the operational environment
Dependé¢ncies: No dependencies

Developer action elements

ASE_OBjJ.1.1D

The developer shall provide a statement of security objectives for the operational environment.

ASE_OBj.1.2D

The developer:shall provide a security objectives rationale for the operational environment.

Content and presentation elements

ASE_OB]J.1.1C

The statement of security objectives shall describe the security objectives for the operational
environment.

ASE_OB]J.1.2C

The security objectives rationale shall trace each security objective for the operational
environment back to threats countered by that security objective, OSPs enforced by that security
objective, and assumptions upheld by that security objective.

ASE_0B]J.1.3C
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The security objectives rationale shall demonstrate that the security objectives for the
operational environment uphold all assumptions.

Evaluator action elements
ASE_OB]J.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

9.5.4 ASE_OB]J.2 Security objectives

Dependencies: ASE_SPD.1 Security problem definition
Developer action elements

ASE_OB]J.2.1D

The developer shall provide a statement of security objectives.
ASE_O0B]J.2.2D

The developer shall provide a security objectives rationale.
(ontent and presentation elements

ASE_OBJ.2.1C

—

he statement of security objectives shall describe the'security objectives for the TOE and the [security
bjectives for the operational environment.

o

o~y

|SE_0B]J.2.2C

|

he security objectives rationale shall-frace each security objective for the TOE back to|threats
ountered by that security objective and OSPs enforced by that security objective.

o

o~y

1SE_0B]J.2.3C

—

he security objectives rationale shall trace each security objective for the operational environment
ack to threats countered by that security objective, OSPs enforced by that security objective, and
ssumptions upheld by that security objective.

[Silew

oY

|SE_0B]J.2.4C

—

he security objectives rationale shall demonstrate that the security objectives counter all threats.
ASE_OB]J.2:5C

The sécurity objectives rationale shall demonstrate that the security objectives enforce gll OSPs.

ASE’0OB]J.2.6C

The security objectives rationale shall demonstrate that the security objectives for the
operational environment uphold all assumptions.

Evaluator action elements
ASE_OBJ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.
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9.6 Extended components definition (ASE_ECD)

9.6.1 Objectives

Extended security requirements are requirements that are not based on components from
ISO/IEC 15408-2 or this document, but which are based on extended components: components defined
by the ST author.

Evaluation of the definition of extended components is necessary to determine that they are clear
and unagabisweus—a ndthat thayv ara nacaccaryg 3 e—thev-mavrpot-be-clearl-expressed—usiae—exds +in
& > ¥ > ey-—Hay by—exp sty

ISO/IEC[15408-2 or this document components.

9.6.2 ASE_ECD.1 Extended components definition

Dependé¢ncies: No dependencies.

Developer action elements

ASE_ECpP.1.1D

The developer shall provide a statement of security requirements.

ASE_ECD.1.2D

The developer shall provide an extended components definition.

Content and presentation elements

ASE_ECp.1.1C

The statement of security requirements shall identify all extended security requirements.

ASE_ECP.1.2C

="

The exfended components definition shall define an extended component for each extende
security requirement.

ASE_ECP.1.3C

(=)

The extended components definition shall describe how each extended component is related t
the exidting ISO/IEC 15408series components, families, and classes.

ASE_ECp.1.4C

The extended compeoiients definition shall use the existing ISO/IEC 15408 series components,
families, classes;and methodology as a model for presentation.

ASE_ECP.1.5€

-+

The extended components shall consist of measurable and objective elements such thg
conformance or nonconformance to these elements may be demonstrated.

Evaluator action elements
ASE_ECD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

ASE_ECD.1.2E
The evaluator shall confirm that no extended component may be clearly expressed using existing

components.

42 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

9.7 Security requirements (ASE_REQ)

9.7.1 Objectives

The SFRs form a clear, unambiguous and well-defined description of the expected security behaviour of
the TOE. The SARs form a clear, unambiguous and canonical description of the expected activities that
will be undertaken to gain assurance in the TOE.

Evaluation of the security requirements is required to ensure that they are clear, unambiguous and
weall-dafinad

Tr=crermreos

9.7.2 Component levelling

=]

he components in this family are levelled on whether they are stated as is (see ASE.REQ.1), or whether
he SFRs are derived from security objectives for the TOE (see ASE_REQ.2.).

—

9.7.3 ASE_REQ.1 Direct rationale security requirements
Dependencies: ASE_ECD.1 Extended components definition

Developer action elements

=

|ISE_REQ.1.1D

The developer shall provide a statement of security requirements.

o~y

SE_REQ.1.2D

The developer shall provide a security requirements rationale.

o

ontent and presentation elements

o~y

|SE_REQ.1.1C

The statement of security requirements shall describe the SFRs and the SARs.

ASE_REQ.1.2C

Hor a single-assurance ST) the statement of security requirements shall define the glpbal set
af SARs that apply to_the entire TOE. The sets of SARs shall be consistent with the PPy or PP-
(onfiguration to which the ST claims conformance.

ASE_REQ.1.3C

Hor a multisassurance ST, the statement of security requirements shall define the glpbal set
df SARs.that apply to the entire TOE and the sets of SARs that apply to each sub-TSF. The sets
df SARs shall be consistent with the multi-assurance PP-Configuration to which the ST claims
donfoermance.

\SE_REQ.1.4C

All subjects, objects, operations, security attributes, external entities and other terms that are
used in the SFRs and the SARs shall be defined.

ASE_REQ.1.5C

The statement of security requirements shall identify all operations on the security
requirements.

ASE_REQ.1.6C

All operations shall be performed correctly.
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ASE_RE

Q.1.7C

Each dependency of the security requirements shall either be satisfied, or the security

require

ASE_RE

ments rationale shall justify the dependency not being satisfied.

Q.1.8C

The security requirements rationale shall demonstrate that the SFRs (in conjunction with the
security objectives for the environment) counter all threats for the TOE.

ASE_RE

The sed
security

ASE_RE
The sec
ASE_RE
The sta
ASE_RE

If the S
claims ¢
that jus
Evaluat
affectec

Evaluat
ASE_RE

The evd
and pre

9.7.4

Dependg¢

Develoy]
ASE_RE
The dev

1. 00
[P YYPAY]

urity requirements rationale shall demonstrate that the SFRs (in conjunction withithe
 objectives for the environment) enforce all OSPs.

Q.1.10C

urity requirements rationale shall explain why the SARs were chosen.
Q.1.11C

fement of security requirements shall be internally consistent,

Q.1.12C

(=

I defines sets of SARs that expand the sets of SARs of‘the PPs or PP-Configuration
onformance to, the security requirements rationale$§hall include an assurance rational
tifies the consistency of the extension and provides:a rationale for the disposition of an
jon methods and Evaluation activities identified‘in the conformance statement that arj
| by the extension of the sets of SARs

T < ©®

or action elements

Q.1.1E

-+

luator shall confirm that the information provided meets all requirements for conten
sentation of evidence.

ASE_REQ.2 Derived security‘'requirements

bncies: ASE_OB]J.2-Security objectives

ASE_ECP.1 Extended components definition
er action elements
Q.2.1D

bloper shall provide a statement of security requirements.

ASE_RE

.2.2D

The developer shall provide a security requirements rationale.

Content and presentation elements

ASE_RE
The stat

ASE_RE

44

Q.2.1C
ement of security requirements shall describe the SFRs and the SARs.
Q.2.2C
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For a single-assurance ST, the statement of security requirements shall define the global set of SARs
that apply to the entire TOE. The sets of SARs shall be consistent with the PPs or PP-Configuration to
which the ST claims conformance.

ASE_REQ.2.3C

For a multi-assurance ST, the statement of security requirements shall define the global set of SARs
that apply to the entire TOE and the sets of SARs that apply to each sub-TSF. The sets of SARs shall be
consistent with the multi-assurance PP-Configuration to which the ST claims conformance.

SE_KREQ.2.4C

1l subjects, objects, operations, security attributes, external entities and other terms that dar¢ used in
the SFRs and the SARs shall be defined.

SE_REQ.2.5C
he statement of security requirements shall identify all operations on the security requirements.
SE_REQ.2.6C
1l operations shall be performed correctly.
SE_REQ.2.7C

ach dependency of the security requirements shall either he satisfied, or the security requirements
tionale shall justify the dependency not being satisfied.:

SE_REQ.2.8C

he security requirements rationale shall demonstrate that the SFRs meet all security objectives
fpr the TOE.

SE_REQ.2.9C

he security requirements rationaleshall explain why the SARs were chosen.
SE_REQ.2.10C

he statement of security requirements shall be internally consistent.
SE_REQ.2.11C

If the ST defines sets of SARs that expand the sets of SARs of the PPs or PP-Configuration {t claims
nformance ta; the security requirements rationale shall include an assurance rationale thatfjustifies
the consistenicy-of the extension and provides a rationale for the disposition of any Evaluation methods
nd Evaluation activities identified in the conformance statement that are affected by the ext¢nsion of
the sets.0f SARs.

valuator action elements

ASE_REQ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

9.8 TOE summary specification (ASE_TSS)

9.8.1 Objectives

The TOE summary specification enables evaluators and potential consumers to gain a general
understanding of how the TOE is implemented.
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Evaluation of the TOE summary specification is necessary to determine whether it is adequately
described how the TOE:

— meets its SFRs;
— protects itself against interference, logical tampering and bypass;

and whether the TOE summary specification is consistent with other narrative descriptions of the TOE.

9.8.2 Component levelling

The conIlponents in this family are levelled on whether the TOE summary specification only needs
to descrjibe how the TOE meets the SFRs, or whether the TOE summary specification also needs tp
describg how the TOE protects itself against logical tampering and bypass. This additional desefiptiop
may be fised in special circumstances where there can be a specific concern regarding the TOE securitly
architecfure.

9.8.3 ASE_TSS.1 TOE summary specification

Dependé¢ncies: ASE_INT.1 ST introduction

ASE_REQ.1 Direct rationale stated security requirements
ADV_FSP.1 Basic functional specification

Developer action elements

ASE_TS$.1.1D

The developer shall provide a TOE summary specification.

Content and presentation elements

ASE_TS$.1.1C

The TOE summary specification shallldescribe how the TOE meets each SFR.
Evaluatpr action elements

ASE _TS$5.1.1E

-+

The evdluator shall confirin that the information provided meets all requirements for conten
and presentation of evidence.

ASE_TS$.1.2E

The evaluator-shall confirm that the TOE summary specification is consistent with the TOE
overview and’the TOE description.

9.8.4 ASE_TSS.2 TOE summary specification with architectural design summary

Dependencies: ASE_INT.1 ST introduction
ASE_REQ.1 Direct rationale stated security requirements
ADV_ARC.1 Security architecture description

Developer action elements

ASE_TSS.2.1D

The developer shall provide a TOE summary specification.
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Content and presentation elements

ASE_TSS.2.1C

The TOE summary specification shall describe how the TOE meets each SFR.
ASE_TSS.2.2C

The TOE summary specification shall describe how the TOE protects itself against interference
and logical tampering.

SE_TSS.2.3C

he TOE summary specification shall describe how the TOE protects itself against bypass.

[7]

valuator action elements
SE_TSS.2.1E

he evaluator shall confirm that the information provided meets all requirements for content and
resentation of evidence.

SE_TSS.2.2E

he evaluator shall confirm that the TOE summary specification’is consistent with the TOE dverview
nd the TOE description.

2O

.9 Consistency of composite product Security-Target (ASE_COMP)

9.9.1 Objectives

—

he aim of this family is to determine whegher the ST of the composite product® does not cdntradict
he ST of the related base component>).6),

—

9.9.2 Component levelling

—

his family contains only one component.

\0

.9.3 Application note€s

oy

ST for the composite-product shall be written and evaluated.

he composite product evaluator shall examine that the ST of the composite product does not cdntradict
he ST of therelated base component. In particular, it means that the composite product eyaluator
hall examine the composite product ST and the base component ST for any conflicting assumptions,
ompatibility of security objectives, security requirements and security functionality needef by the
ependent component.

Q.0 W o —

The compaosite prndn(‘f evaluation sponsor shall ensure that the ST of the base component is z vailable
for the dependent component developer, for the composite product evaluator and for the composite
product evaluation authority. The information available in the public version of the base component ST
may not be sufficient.

These application notes aid the developer to create as well as the evaluator to analyse a composite
product ST and describe a general methodology for it.

In order to create a composite product ST, the developer should perform the following steps:

4) Denoted by composite product Security Target or composite-ST in the following.
5) Denoted by base component Security Target or base-ST in the following.

6) Generally, a Security Target expresses a security policy for the TOE defined.
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Step 1: The developer formulates a preliminary ST for the composite product (the composite-ST) using
the standard code of practice. The composite-ST can be formulated independently of the ST of the
composite product’s related base component (the base-ST), at least as long as there are no formal PP
conformance claims.

Step 2: The developer determines the overlap between the base-ST and the composite-ST through
analysing and comparing their respective TOE Security Functionality (TSF)7) 8).

Step 3: The developer determines under which conditions he can trust in and rely on the base
component-TSF being used by the composite-ST without a new examination.

Having ||1ndertaken these steps the developer completes the preliminary ST for the composite product,

It is not{ mandatory that the composite product and its related base component are being evaluatefd
according to the same edition of ISO/IEC 15408. It is due to the fact that the dependent cemponent of
the composite product can rely on some security services of the base component, if (i) the assurance
level of the base component covers the intended assurance level of the composite préduct and (ii) thie
base component evaluation is valid (i.e. accepted by the base component evaluation authority) an
up-to-date. Equivalence of single assurance components (and, hence, of assurance_levels) belonging t|
differenf ISO/IEC 15408 series editions shall be established / acknowledged by.the composite produg
evaluatipn authority.

- O

If conforymance to a PP is claimed, e.g. a composite product ST claims conformance to a PP (that possibl
claims donformance to a further PP), the consistency check can bededuced to the elements of the S
having rnjot already been covered by these PPs. However, in general the fact of compliance to a PP is ng
sufficient to avoid inconsistencies. Assume the following situation, where — stands for “complies with(:

<

—+

conjposite-ST = PP 1 = PP 2 « base-ST

require any kind of conformance®?), but this does not affect the ‘additional elements’ that thie
base-ST|may introduce beyond PP 2. In conclusion, these additions are not necessarily consistent with
the composite-ST’s additions chosen beyond PP 1.\There is no scenario that ensures their consistencly
‘by consfruction’.

Note that consistency may be no direct matching: Objectives for the base component’s environmerj
may bedome objectives for the composite TOE.

[

9.9.4 SE_COMP.1 Consistency of'Security Target (ST)
Dependé¢ncies: No dependencies:
Developer action elements

ASE_COMP.1.1D

-+

The deyeloper.shall provide a statement of compatibility between the composite produd
Security Target and the base component Security Target. This statement may be provided withi
the compesite product Security Target.

=]

Content and presentation elements

ASE_COMP.1.1C

7) Because the TSF enforce the Security Target (together with the organisational measures enforcing the security
objectives for the operational environment of the TOE).

8) The comparison shall be performed on the abstraction level of SFRs. If the developer defined security
functionality groups (TSF-groups) in the TSS part of his Security Target, the evaluator should also consider them in
order to get a better understanding for the context of the security services offered by the TOE.

» o«

9) e.g. “strict”, “exact” or “demonstrable” according to the ISO/IEC 15408 series.
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The statement of compatibility shall describe the separation of the base component-TSF into
relevant base component-TSF being used by the composite product Security Target and others.

ASE_COMP.1.2C

The statement of compatibility between the composite product Security Target and the base
component Security Target shall show (e.g. in form of a mapping) that the Security Targets of the
composite product and of the related base component match, i.e. that there is no conflict between
security environments, security objectives, and security requirements of the composite product
Security Target and the base component Security Target. It may be provided by indicating the
doncerned elements directly in the composite product Security Target followed by explanatory
text, if necessary.

Hvaluator action elements
ASE_COMP.1.1E

The evaluator shall confirm that the information provided meets all réquirements for |content
nd presentation of evidence.

<]

10 Class ADV: Development

10.1 General

The requirements of the Development class provide. information about the TOE. The knpowledge
btained by this information is used as the basis for conducting vulnerability analysis and testing upon
he TOE, as described in the AVA and ATE classes.

[mille)

he Development class encompasses seven families of requirements for structuring and reprgsenting
he TSF at various levels and varying forms.of abstraction. These families include:

o =

- requirements for the description ({at the various levels of abstraction) of the desfign and
implementation of the SFRs (ADWESP, ADV_TDS, ADV_IMP and ADV_COMP).

-+ requirements for the description of the architecture-oriented features of domain separatjion, TSF
self-protection and non-bypassability of the security functionality (ADV_ARC).

4 requirements for a seeurity policy model and for correspondence mappings between securify policy
model and the funetional specification (ADV_SPM).

1 requirements-Ontheinternal structure of the TSF, which coversaspects such as modularity, layering,
and minimization of complexity (ADV_INT).

Vhen docuinenting the security functionality of a TOE, there are two properties that ne¢d to be
emonstrated. The first property is that the security functionality works correctly, i.e. it performs as
pecified. The second property, and one that is arguably harder to demonstrate, is that the TOE cannot
esed in a way such that the security functionality can be corrupted or bypassed. These two prioperties
require somewhat different approaches in analysis, and so the families in ADV are structured tolsupport
these different approaches. The families Functional specification (ADV_FSP), TOE design (ADV_TDS),
Implementation representation (ADV_IMP), and Security policy modelling (ADV_SPM) deal with the
first property: the specification of the security functionality. The families Security Architecture (ADV_
ARC) and TSF internals (ADV_INT) deal with the second property: the specification of the design of
the TOE demonstrating the security functionality cannot be corrupted or bypassed. It should be noted
that both properties need to be realized: the more confidence one has that the properties are satisfied,
the more trustworthy the TOE is. The TSF of a composite product are represented at various levels
of abstraction in the families of the development class ADV. The family Composite design compliance
(ADV_COMP) determines whether the requirements on the dependent component, imposed by the
related base componen, are fulfilled in a composite product. Due to the distribution of the TSF of a
composite product to various levels in the families of the class ADV, this family is not represented in

o wn o <
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Figure 7. The components in the families are designed so that more assurance can be gained as the
components hierarchically increase.

The paradigm for the families targeted at the first property is one of design decomposition. At the
highest level, there is a functional specification of the TSF in terms of its interfaces (describing what the
TSF does in terms of requests to the TSF for services and resulting responses), decomposing the TSF
into smaller units (dependent on the assurance desired and the complexity of the TOE) and describing
how the TSF accomplishes its functions (to a level of detail commensurate with the assurance level), and
showing the implementation of the TSF. A formal model of the security behaviour also may be given.
All levels of decompaosition are nsed in determining the completeness and accuracy of all other levels
ensuring that the levels are mutually supportive. The requirements for the various TSF representation
are sepgrated into different families, to allow the PP/ST author to specify which TSF representation
are reqyired. The level chosen will dictate the assurance desired/gained.

)

[0

Figure 7 indicates the relationships among the various TSF representations of the ADV-¢lass, as we|l
as their|relationships with other classes. As the figure indicates, the APE and ASE classes define thie
requirements for the correspondence between the SFRs and the security objectivespfor the TOE. Clags
ASE alsq defines requirements for the correspondence between both the securityobjectives and SFR§,
and for the TOE summary specification which explains how the TOE meets its'SFRs. The activities gf
ALC_CMC.5.2E include the verification that the TSF that is tested under the-ATE and AVA classes is in
fact the pne described by all of the ADV decomposition levels.

Security Problem <«— " Source corresponds to target
'y (reflected in requirements)
APE/ASE_OB] € Source is refinded in target

A

APE/ASE_REQ

. - ADV_COMP - <
< Composite Design Functional Requirements

ASE_TSS

TOE Summary Specificatioi

ADV_FSP
ADV_SPM
Functional Specification Policy Model
ADY_TDS
Design Description ™. -~ Mutually supportive analysis pe.r.formed
= over all levels of decomposition
ADV_IMP
mplementation
Representation
K
ALC_CMC.5

A 4 ATE, AVA

- Formctiomatamd pemretratiom testing
Implementation R A . >
activities performed on implementation

Figure 7 — Relationships of ADV constructs to one another and to other families

The requirements for all other correspondence shown in Figure 7 are defined in the ADV class for the
TOE. The Security policy modelling (ADV_SPM) family defines the requirements for formally modelling
selected SFRs and providing correspondence between the functional specification and the formal model.
Each assurance family specific to a TSF representation (i.e. Functional specification (ADV_FSP), TOE
design (ADV_TDS) and Implementation representation (ADV_IMP)) defines requirements relating that
TSF representation to the SFRs. All decompositions must accurately reflect all other decompositions (i.e.
be mutually supportive); the developer supplies the tracings in the last .C elements of the components.
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Assurance relating to this factor is obtained during the analysis for each of the levels of decomposition
by referring to other levels of decomposition (in a recursive fashion) while the analysis of a particular
level of decomposition is being performed; the evaluator verifies the correspondence as part of the
second E element. The understanding gained from these levels of decomposition form the basis of the
functional and penetration testing efforts.

The ADV_INT family is not represented in this figure, as it is related to the internal structure of the TSF,
and is only indirectly related to the process of refinement of the TSF representations. Similarly, the
ADV_ARC family is not represented in the figure because it relates to the architectural soundness, rather
than representation, of the TSE Both ADV INT and ADV_ARC relate to the analysis of the property that
the TOE cannot be made to circumvent or corrupt its security functionality.

he TOE security functionality (TSF) consists of all parts of the TOE that shall be felied fipon for
nforcement of the SFRs. The TSF includes both functionality that directly enforces‘the SFR¢, as well
s functionality that, while not directly enforcing the SFRs, contributes to their enforcement ih a more
hdirect manner, including functionality with the capability to cause the SERs:to be violated. This
cludes portions of the TOE that are invoked on start-up that are responsible‘for putting the [T'SF into
s initial secure state.

— e = 0y D ]

(@s)]

everal important concepts were used in the development of the components of the ADV families.
hese concepts, while introduced briefly here, are explained more fully in the application notes for the
hmilies.

_

ne over-riding notion is that, as more information becofaes available, greater assurancq can be
btained that the security functionality a) is correctly implemented; b) cannot be corrupted; and c)
annot be bypassed. This is done through the verification that the documentation is corfect and
onsistent with other documentation, and by providinginformation that can be used to ensure|that the
bsting activities (both functional and penetration ¢esting) are comprehensive. This is reflect¢d in the
evelling of the components of the families. In general, components are levelled based on the agnount of
hformation that is to be provided (and subsegilently analysed).

ekl il sl @ N o Bl @ N an)

Vhile not true for all TOEs, it is generally the case that the TSF is sufficiently complex that there are
ortions of the TSF that deserve more inteénse examination than other portions of the TSF. Detdrmining
hose portions is unfortunately somewhat subjective, thus terminology and components hgve been
efined such that as the level of dSsurance increases, the responsibility for determining what portions
f the TSF need to be examined in detail shifts from the developer to the evaluator. To aid in expressing
his concept, the following términology is introduced. It should be noted that in the families of the class,
his terminology is used-when expressing SFR-related portions of the TOE (i.e. elements and work
nits embodied in the Eunctional specification (ADV_FSP), TOE design (ADV_TDS), and Implemntation
epresentation (ADY.IMP) families). While the general concept (that some portions of the [TOE are
hore interesting thait others) applies to other families, the criteria are expressed differently inlorder to
btain the assufarice required.

O O =S Cc o o O O oy

1l portions\of the TSF are security relevant, meaning that they must preserve the security of|the TOE
s expressed by the SFRs and requirements for domain separation and non-bypassability. One aspect
f security relevance is the degree to which a portion of the TSF enforces a security requjrement.
ince different portions of the TOE play different roles (or no apparent role at all) in enforcingsecurity
eguirementsthi cates—a—continvwm—of-SERrelevance—at-one—end-of-this—coentnuwum—areportions
of the TOE that are termed SFR-enforcing. Such portions play a direct role in implementing any SFR
on the TOE. Such SFRs refer to any functionality provided by one of the SFRs contained in the ST. It
should be noted that the definition of plays a role in for SFR-enforcing functionality is impossible to
express quantitatively. For example, in the implementation of a Discretionary Access Control (DAC)
mechanism, a very narrow view of SFR-enforcing can be the several lines of code that actually perform
the check of a subject's attributes against the object's attributes. A broader view would include the
software entity (e.g. C function) that contained the several lines of code. A broader view still would
include callers of the C function, since they would be responsible for enforcing the decision returned
by the attribute check. A still broader view would include any code in the call tree (or programming
equivalent for the implementation language used) for that C function (e.g. a sort function that sorted
access control list entries in a first-match algorithm implementation). At some point, the component

o o
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is not so much enforcing the security policy but rather plays a supporting role; such components are
termed SFR supporting. One of the characteristics of SFR-supporting functionality is that it is trusted
to preserve the correctness of the SFR implementation by operating without error. Such functionality
may be depended on by SFR-enforcing functionality, but the dependence is generally at a functional
level; for example, memory management, buffer management, etc. Further down on the security
relevance continuum is functionality termed SFR non-interfering. Such functionality has no role in
implementing the SFRs and is likely part of the TSF because of its environment; for example, any code
running in a privileged hardware mode on an operating system. It needs to be considered part of the
TSF because, 1f comprom1sed (or replaced by ma11c1ous code) it can comprom1se the correct operat1on
of an SFRb¥ 5

function al1ty can be a set of mathematlcal floatlng p01nt operat10ns implemented in kernel mode fdr
speed cqnsiderations.

The architecture family [Security Architecture (ADV_ARC)] provides for requirements andjanalysi
of the T|OE based on properties of domain separation, self-protection, and non-bypassability. Thes
properties relate to the SFRs in that, if these properties are not present, it will likely lead to the failure d
mechan{sms implementing SFRs. Functionality and design relating to these propertiés.is not considere
a part of the continuum described above, but instead is treated separately duge(to its fundamentall
differenf nature and analysis requirements.

- @ O

<

The difference in analysis of the implementation of SFRs (SFR-enforcing and SFR-supporti

functionjality) and the implementation of somewhat fundamental seeurity properties of the TO rll:g
which irfclude the initialisation, self-protection, and non-bypassability cencerns, is that the SFR-related
functionjality is more or less directly visible and relatively easy<to‘test, while the above-mentionefd
properties require varying degrees of analysis on a much broadér set of functionality. Further, thie
depth offanalysis for such properties will vary depending on the.design of the TOE. The ADV families arfe
constru¢ted to address this by a separate family [Security Architecture (ADV_ARC)] devoted to analysis
of the iditialisation, self-protection, and non-bypassability-requirements, while the other families are
concerngd with analysis of the functionality supporting SFRs.

Even in fases where different descriptions are necessary for the multiple levels of abstraction, it is nqt
absolutgly necessary for each and every TSF répresentation to be in a separate document. Indeed, |t
may be the case that a single document meet$.the documentation requirements for more than one TSF
represeftation, since it is the informationvabout each of these TSF representations that is required,
rather than the resulting document structure. In cases where multiple TSF representations arje
combingd within a single documentjithe developer should indicate which portions of the documents
meet which requirements.

Three types of specificationsstyle are mandated by this class: informal, semiformal and formal. Thie
functionjal specification and) TOE design documentation are always written in either informal dr
semiforial style. A semiformal style reduces the ambiguity in these documents over an informgl
presentgtion. A formahspecification may also be required in addition to the semi-formal presentation;
the valu is that a description of the TSF in more than one way will add increased assurance that thie
TSF has|been completely and accurately specified.

An infomal specification is written as prose in natural language Natural language is used here as

Dutch)
required as ord1nary convent1ons for that language (e.g. grammar and syntax) While no notat1onal
restrictions apply, the informal specification is also required to provide defined meanings for terms
that are used in a context other than that accepted by normal usage.

The difference between semiformal and informal documents is only a matter of formatting or
presentation: a semiformal notation includes, e.g. an explicit glossary of terms, a standardised
presentation format. A semiformal specification is written to a standard presentation template. The
presentation should use terms consistently if written in a natural language. The presentation may also
use more structured languages/diagrams (e.g. data-flow diagrams, state transition diagrams, entity-
relationship diagrams, data structure diagrams, and process or program structure diagrams). Whether
based on diagrams or natural language, a set of conventions must be used in the presentation. The
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glossary explicitly identifies the words that are being used in a precise and constant manner; similarly,
the standardised format implies that extreme care has been taken in methodically preparing the
document in a manner that maximises clarity. It should be noted that fundamentally different portions
of the TSF may have different semiformal notation conventions and presentation styles (as long as the
number of different “semiformal notations” is small); this still conforms to the concept of a semiformal
presentation.

A formal specification is written in a notation based upon well-established mathematical concepts and
is typically accompanied by supporting explanatory (informal) prose. These mathematical concepts
re used to define the syntax and semantics of the notation and the proof rules that support logical
reasoning. The syntactic and semantic rules supporting a formal notation should defifie| how to
recognize constructs unambiguously and determine their meaning. There needs to be evidence that
i
r

is impossible to derive contradictions, and all rules supporting the notation need to|be ddfined or
eferenced.

wwl

igure 8 shows the families within this class, and the hierarchy of components within the families.

ADV_ARC: Security Architecture

ADV_FSP: Functional specification 1 EI

ADV_IMP: Implementation representation

H

ADV_SPM: Security policy modelling

ADV_TDS: TOE design 1 a

ADV_COMP: Composite design compliance

|
|
|
| ADV_INT: TSF internals
|
|
|

Slola s

Figure 8 — ADV:Development class decomposition

h case of a multi-assurance evaluation the requirements for the description (at the variotis levels
f abstraction) of the design and implementation of the SFRs (ADV_FSP, ADV_TDS, ADV_IMP ajnd ADV_
OMP) will be presented forthe sub-TSF of the TOE. The architecture family (Security ArcHitecture
ADV_ARC)) provides fér,requirements and analysis of the TOE based on properties of| domain
eparation, self-proteCtion, and non-bypassability which also may hold for boundaries between the
b-TSF.

|
0
(
(
S

0.2 Securify-Architecture (ADV_ARC)

0.2.1 <Objectives

[he-objective of this family is for the developer to provide a description of the security arcHitecture
of—the —This—wi-aHow—analysts—ofthe—information—that—when—coupled—with—the-other—¢vidence
presented for the TSF, will confirm the TSF achieves the desired properties. The security architecture
descriptions support the implicit claim that security analysis of the TOE can be achieved by examining
the TSF; without a sound architecture, the entire TOE functionality would have to be examined.

10.2.2 Component levelling

This family contains only one component.
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10.2.3 Application notes

The properties of self-protection, domain separation, and non-bypassability are distinct from security
functionality expressed by ISO/IEC 15408-2 SFRs because self-protection and non-bypassability
largely have no directly observable interface at the TSF. Rather, they are properties of the TSF that are
achieved through the design of the TOE and TSF and enforced by the correct implementation of that
design.

The approach used in this family is for the developer to design and provide a TSF that exhibits the
above-mentioned properties, and to provide evidence (in the form of documentation) that explains
these prpperties of the TSF. This explanation is provided at the same level of detail as the description of
the SFR{enforcing elements of the TOE in the TOE design document. The evaluator has the responsibilit]
for looking at the evidence and, coupled with other evidence delivered for the TOE and TSF, determininjg
that theproperties are achieved.

<<

Specification of security functionality implementing the SFRs [in the Functional specification (ADV
FSP) andl TOE design (ADV_TDS)] will not necessarily describe mechanisms employed‘in implementin
self-profection and non-bypassability (e.g. memory management mechanisms). Therefore, the materig
needed [to provide the assurance that these requirements are being achieved is” better suited to
presentation separate from the design decomposition of the TSF as embodied*in ADV_FSP and ADV
TDS. This is not to imply that the security architecture description called for'by this component cannd
referende or make use of the design decomposition material; but it is¢likely that much of the deta
present[in the decomposition documentation will not be relevant to the argument being provided fq
the secufrity architecture description document.

')

D —

=No— |

The desfription of architectural soundness can be thought of\as'a developer's vulnerability analysis,
in that it provides the justification for why the TSF is sound.and enforces all of its SFRs. Where t
soundn{ss is achieved through specific security mechanists, these will be tested as part of the DepEE
(ATE_DRT) requirements; where the soundness is achieved solely through the architecture, t
behaviopir will be tested as part of the AVA: Vulnerability assessment requirements.

This family consists of requirements for a security architecture description that describes the self-
protectipn, domain separation, non-bypassability principles, including a description of how thes
principles are supported by the parts of the(T)OE that are used for TSF initialisation.

D

In case qf a multi-assurance evaluatienthe properties of self-protection, domain separation, and nor
bypassability may also be described.for boundaries between the sub-TSF.

Additional information on the security architecture properties of self-protection, domain separation,
and nontbypassability can belfound in A.1, ADV_ARC: Supplementary material on security architectures.

10.2.4 ADV_ARC.1 Security architecture description

Dependéncies: ADV_FSP.1 Basic functional specification

ADV_TDS.1 Basic design

Developeraction elements

ADV_ARC.1.1D

The developer shall design and implement the TOE so that the security features of the TSF
cannot be bypassed.

ADV_ARC.1.2D

The developer shall design and implement the TSF so that it is able to protect itself from
tampering by untrusted active entities.

ADV_ARC.1.3D
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The developer shall provide a security architecture description of the TSF.
Content and presentation elements
ADV_ARC.1.1C

The security architecture description shall be at a level of detail commensurate with the
description of the SFR-enforcing abstractions described in the TOE design document.

ADV_ARC.1.2C

The security architecture description shall describe the security domains maintained by the
SF consistently with the SFRs.

o~

IDV_ARC.1.3C
he security architecture description shall describe how the TSF initialisation process igsecure.

1
ADV_ARC.1.4C

|

he security architecture description shall demonstrate that the/TSF protects itsglf from
ampering.

o~ o o

I DV_ARC.1.5C

]

he security architecture description shall demonstrate that the TSF prevents bypass of the
FR-enforcing functionality.

wn

Hvaluator action elements
ADV_ARC.1.1E

The evaluator shall confirm that the infofmation provided meets all requirements for |content
nd presentation of evidence.

<]

10.3 Functional specification (ADV_FSP)

[

0.3.1 Objectives

his family levies requiréments upon the functional specification, which describes the TSF inpterfaces
['SFIs). The TSFI consgists of all means by which external entities (or subjects in the TOE but ofitside of
he TSF) supply datato the TSF, receive data from the TSF or invoke services from the TSF. It does not
escribe how theCFSF processes those service requests, nor does it describe the communicatipn when
he TSF invokes services from its operational environment; this information is addressed by [the TOE
esign (ADVTDS) and Reliance of dependent component (ACO_REL) families, respectively.

Q. Q ot/

—

his family provides assurance directly by allowing the evaluator to understand how the TYF meets
he claimed SFRs. It also provides assurance indirectly, as input to other assurance families and classes:

—

nead o gate ot i Aot di o A f

ADV ARC swhora tha dagepingd ofthe TShls maw b oty \-U salll [vAwa v wyy uuu\,A O\,Clll\—lllls UT hOW the

IXDV_1IXI\G, vwiICTCtIIC OCSTT APLAULL o thHe—ToT IS Hia

J
TSF is protected against corruption (i.e. subversion
bypass;

of self-protection or domain separation) and/or

— ATE, where the description of the TSFIs is an important input for both developer and evaluator
testing;

— AVA, where the description of the TSFIs is used to search for vulnerabilities.

10.3.2 Component levelling

The components in this family are levelled on the degree of detail required of the description of the
TSFIs, and the degree of formalism required of the description of the TSFIs.
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10.3.3 Application notes

10.3.3.1 General

Once the TSFIs are determined (see A.2.2 for guidance and examples of determining TSFI), they are
described. At lower-level components, developers focus their documentation (and evaluators focus
their analysis) on the more security-relevant aspects of the TOE. Three categories of TSFIs are defined,
based upon the relevance the services available through them have to the SFRs being claimed:

U):D

=)

[

It shouldl be noted that in order for an interface to be SFR-supporting or,SER non-interfering it mus
have no| SFR-enforcing services or results. In contrast, an SFR-enforcing interface may have SFR-
support|ng services (for example, the ability to set the system clock miay be an SFR-enforcing servic
of an interface, but if that same interface is used to display the systém date that service may be onl
SFR-supporting). An example of a purely SFR-supporting interface is’a system call interface that is use
both by psers and by a portion of the TSF that is running on behalf of users.

[SFASEN )

As mord information about the TSFIs becomes available, the greater the assurance that can be gaine
that the|interfaces are correctly categorised/analysed.sI'he requirements are structured such that, 2
the lowdst level, the information required for SFR nonsinterfering interfaces is the minimum necessar
in order| for the evaluator to make this determinatién in an effective manner. At higher levels, mor
informafion becomes available so that the evaluator has greater confidence in the designation.

o< ~ =

The purpose in defining these labels (SFR-eénforcing, SFR-supporting, and SFR-non-interfering) and
for levying different requirements uponceach (at the lower assurance components) is to provide a firgt
approximation of where to focus the analysis and the evidence upon which that analysis is performed.
If the d¢veloper's documentation efithe TSF interfaces describes all of the interfaces to the degree
specifiefl in the requirements for.the SFR-enforcing interfaces (i.e. if the documentation exceeds thie
requireinents), there is no need-for the developer to create new evidence to match the requirements.
Similarly, because the labels-are merely a means of differentiating the interface types within t
requirements, there is ne need for the developer to update the evidence solely to label the interfaces
as SFR-¢
to allow
detailed) i
cost.

The last
SFRs anl
the clalmed SFRs In the cases Where the ST contains such functional requlrements as ISO/IEC 15408 2,
whose functionality may not manifest itself at the TSFIs, the functional specification and/or the tracing
is expected to identify these SFRs; including them in the functional specification helps to ensure that
they are not lost at lower levels of decomposition, where they will be relevant.

10.3.3.2 Detail about the interfaces

The requirements define collections of details about TSFI to be provided. For the purposes of the
requirements, interfaces are specified (in varying degrees of detail) in terms of their purpose, method
of use, parameters, parameter descriptions, and error messages.
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The purpose of an interface is a high-level description of the general goal of the interface (e.g. process
GUI commands, receive network packets, provide printer output, etc.).

The interface's method of use describes how the interface is supposed to be used. This description
should be built around the various interactions available at that interface. For instance, if the interface
were a Unix command shell, Is, mv and cp would be interactions for that interface. For each interaction
the method of use describes what the interaction does, both for behaviour seen at the interface (e.g.
the programmer calling the API, the Windows users changing a setting in the registry, etc.) as well as
behaviour at other interfaces (e.g. generating an audit record).

HRarameters are explicit inputs to and outputs from an interface that control the behavipur of that
ipterface. For example, parameters are the arguments supplied to an API; the various fields|iff p packet
fbr a given network protocol; the individual key values in the Windows Registry; the sigiials'acrjoss a set
df pins on a chip; the flags that can be set for the Is, etc. The parameters are “identified” with p simple
list of what they are.

parameter description tells what the parameter is in some meaningful way. Forinstance, an acceptable
arameter description for interface foo(i) would be “parameter i is an integer that indicates thejnumber
f users currently logged in to the system”. A description such as “parameter i is an integer” {s not an
cceptable.

OO o

he description of an interface's actions describes what the interface does. This is more detailed than
he purpose in that, while the “purpose” reveals why one might'want to use it, the “actions’| reveals
verything that it does. These actions can be related to the SFRs or not. In cases where the inferface's
ction is not related to SFRs, its description is said to besunimarized, meaning the description merely
hakes clear that it is indeed not SFR-related.

= 9 @ ot

he error message description identifies the condition that generated it, what the message is,{and the
heaning of any error codes. An error message:i§ generated by the TSF to signify that a prablem or
['Tegularity of some degree has been encountered. The requirements in this family refer to ¢lifferent
inds of error messages:

= ==

- a“direct” error message is a security-relevant response through a specific TSFI invocation|.

-+ an “indirect” error cannot be tied’'to a specific TSFI invocation because it results from system-wide
conditions (e.g. resource exhaustion, connectivity interruptions, etc.). Error messages that are not
security-relevant are alsoiconsidered “indirect”.

4 “remaining” errors are-any other errors, such as those that can be referenced within the dode. For
example, the usesof .condition-checking code that checks for conditions that would not Jogically
occur (e.g. a finah“else” after a list of “case” statements), would provide for generating a fatch-all
error message;in an operational TOE, these error messages should never be seen.

o>y

n example fuiictional specification is provided in A.2.4.

10.3.3.3- Components of this family

Ih€reasing assurance through increased completeness and accuracy in the interface specifigation is
reflected In the documentation required irom the developer as detailed In the various hierarchical
components of this family.

At ADV_FSP.1 Basic functional specification, the only documentation required is a characterization
of all TSFIs and a high-level description of SFR-enforcing and SFR-supporting TSFIs. To provide some
assurance that the “important” aspects of the TSF have been correctly characterized at the TSFIs, the
developer is required to provide the purpose and method of use, parameters for the SFR-enforcing and
SFR-supporting TSFIs.

At ADV_FSP.2 Security-enforcing functional specification, the developer is required to provide the
purpose, method of use, parameters, and parameter descriptions for all TSFIs. Additionally, for the SFR-
enforcing TSFIs the developer shall describe the SFR-enforcing actions and direct error messages.
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At ADV_FSP.3 Functional specification with complete summary, the developer must now, in addition
to the information required at ADV_FSP.2, provide enough information about the SFR-supporting and
SFR-non-interfering actions to show that they are not SFR-enforcing. Further, the developer must now
document all of the direct error messages resulting from the invocation of SFR-enforcing TSFIs.

At ADV_FSP.4 Complete functional specification, all TSFIs, whether SFR-enforcing, SFR-supporting or
SFR-non-interfering, must be described to the same degree, including all of the direct error messages.

At ADV_FSP.5 Complete semi-formal functional specification with additional error information, the
TSFIs descriptions also include error messages that do not result from an invocation of a TSFI.

At ADV JFSP.6 Complete semi-formal functional specification with additional formal specification,'in
addition to the information required by ADV_FSP.5, all remaining error messages are included) T
developér must also provide a formal description of the TSFI. This provides an alternative view of t
TSFI that may expose inconsistencies or incomplete specification.

10.3.4 ADV_FSP.1 Basic functional specification

Dependé¢ncies: No dependencies.

Developer action elements

ADV_FSP.1.1D

The developer shall provide a functional specification.

ADV_FSP.1.2D

The developer shall provide a tracing from the functional specification to the SFRs.
Content and presentation elements

ADV_FSP.1.1C

The funictional specification shall describe!the purpose and method of use for each SFR-enforcing
and SFR-supportingTSFI.

ADV_FSp.1.2C

The furjctional specification shall identify all parameters associated with each SFR-enforcing
and SFR-supporting TSFI.

ADV_FSpP.1.3C

The functional specification shall provide rationale for the implicit categorization of interfacels
as SFR-non-interfering.

ADV_FSpP.1.4€

The tracing shall demonstrate that the SFRs trace to TSFIs in the functional specification.

Evaluator action elements
ADV_FSP.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

ADV_FSP.1.2E

The evaluator shall determine that the functional specification is an accurate and complete
instantiation of the SFRs.
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10.3.5 ADV_FSP.2 Security-enforcing functional specification
Dependencies: ADV_TDS.1 Basic design

Developer action elements

ADV_FSP.2.1D

The developer shall provide a functional specification.

DV_ESP2 2D

The developer shall provide a tracing from the functional specification to the SFRs.

(ontent and presentation elements

ADV_FSP.2.1C

The functional specification shall completely represent the TSF.

ADV_FSP.2.2C

The functional specification shall describe the purpose and method’ef-use for all TSFI.
ADV_FSP.2.3C

The functional specification shall identify and describe all'\parameters associated with each T

ADV_FSP.2.4C

Lo w|

or each SFR-enforcing TSFI, the functional specification shall describe the SFR-enforcing
ssociated with the TSFI.

job)

o~y

LDV_FSP.2.5C

e Bl |

esulting from processing associated with the SFR-enforcing actions.

ADV_FSP.2.6C

—

he tracing shall demonstfate that the SFRs trace to TSFIs in the functional specification.

el

valuator action elements

ADV_FSP.2.1E

—

he evaluatoxshall confirm that the information provided meets all requirements for conf
dresentatioiy of evidence.

=

I DV_ESP.2.2E

022(E)

SFI.

actions

or each SFR-enforcing TSFI, the functional specification shall describe direct error mlessages

ent and

he-evaluator shall determine that the functional specification is an accurate and complete insta

ntiation

of the SFRs.

10.3.6 ADV_FSP.3 Functional specification with complete summary
Dependencies: ADV_TDS.1 Basic design

Developer action elements

ADV_FSP.3.1D

The developer shall provide a functional specification.

ADV_FSP.3.2D
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The developer shall provide a tracing from the functional specification to the SFRs.
Content and presentation elements

ADV_FSP.3.1C

The functional specification shall completely represent the TSF.

ADV_FSP.3.2C

The functional me‘ifir‘qfinn shall describe the purpase and method of use for all TSEL

ADV_FSP.3.3C
The fung¢tional specification shall identify and describe all parameters associated with each TSEFT.

ADV_FSP.3.4C

SFR-enforcing TSFI, the functional specification shall describe the SFR-efiforcing action

wn

ADV_FSP.3.6C

The functional specification shall summarize the SER:supporting and SFR-non-interfering
actionsjassociated with each TSFI.

ADV_FSP.3.7C

The trading shall demonstrate that the SFRs trace<to' TSFIs in the functional specification.
Evaluatpr action elements

ADV_FSP.3.1E

The evaluator shall confirm that theinformation provided meets all requirements for content anfd
presentation of evidence.

ADV_FSP.3.2E

The evaluator shall determiine that the functional specification is an accurate and complete instantiatiop
of the SHRs.

10.3.7 ADV_FSP:4'Complete functional specification

Dependé¢ncies: ADV_TDS.1 Basic design

Developer action elements

ADV_FSP.4.1D

The developer shall provide a functional specification.

ADV_FSP.4.2D

The developer shall provide a tracing from the functional specification to the SFRs.
Content and presentation elements

ADV_FSP4.1C
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The functional specification shall completely represent the TSF.

ADV_FSP.4.2C

The functional specification shall describe the purpose and method of use for all TSFI.
ADV_FSP.4.3C

The functional specification shall identify and describe all parameters associated with each TS

ADV ESP 4 .4C

FI.

The functional specification shall describe all actions associated with each TSFI.

ADV_FSP.4.5C

—

he functional specification shall describe all direct error messages that ‘may result {
hvocation of each TSFI.

ot

ADV_FSP.4.6C

—

he tracing shall demonstrate that the SFRs trace to TSFIs in the funetional specification.

Hvaluator action elements

o~y

I DV_FSP.4.1E

he evaluator shall confirm that the information provided meets all requirements for con
resentation of evidence.

o~ s o |

|IDV_FSP.4.2E

—

he evaluator shall determine that the functional specification is an accurate and complete insta
f the SFRs.

o

10.3.8 ADV_FSP.5 Complete semi-formal functional specification with additional error
hformation

=

[Jependencies: ADV_TDS:t-Basic design

ADV_IMP.1 Implementation representation of the TSF
Developer action elements

ADV_FSP.5.1D

The developer shall provide a functional specification.

ADV.FSP.5.2D

‘Tom an

ent and

ntiation

The dnxrn]npﬂr shall prnvidp a f'r:\r‘ing from the functional cpnrifirnfinn tothe SERs

Content and presentation elements

ADV_FSP.5.1C

The functional specification shall completely represent the TSF.

ADV_FSP.5.2C

The functional specification shall describe the TSFI using a semi-formal style.

ADV_FSP.5.3C
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The functional specification shall describe the purpose and method of use for all TSFI.
ADV_FSP.5.4C

The functional specification shall identify and describe all parameters associated with each TSFI.
ADV_FSP.5.5C

The functional specification shall describe all actions associated with each TSFI.

ADV_FSP.5.6C

The fungtional specification shall describe all direct error messages that may result from an invocation
of each TSFL

ADV_FSP.5.7C

The functional specification shall describe all error messages that do not{résult from an
invocatjon of a TSFI.

ADV_FSP.5.8C

The functional specification shall provide a rationale for each errorf‘message contained in the
TSF implementation yet does not result from an invocation of a TSFI,

ADV_FSP.5.9C

The trading shall demonstrate that the SFRs trace to TSFIs in the functional specification.
Evaluatpr action elements

ADV_FSP.5.1E

The evaluator shall confirm that the information\provided meets all requirements for content and
presentgtion of evidence.

ADV_FSP.5.2E

The evaluator shall determine that the functional specification is an accurate and complete instantiatioh
of the SHRs.

10.3.9 ADV_FSP.6 Complete semi-formal functional specification with additional formal
specificphtion

Dependé¢ncies: ADVVTDS.1 Basic design
ADV_IMP.1 Implementation representation of the TSF

Developer.action elements

ADV_FSP6:1D

The developer shall provide a functional specification.

ADV_FSP.6.2D

The developer shall provide a formal presentation of the functional specification of the TSF.
ADV_FSP.6.3D

The developer shall provide a tracing from the functional specification to the SFRs.

Content and presentation elements
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ADV_FSP.6.1C

The functional specification shall completely represent the TSF.

ADV_FSP.6.2C

The functional specification shall describe the TSFI using a formal style.

ADV_FSP.6.3C

The functional cppr‘ifir‘nfinn shall describe the purpase and method of use for all TSEL

A
T
A

o ]

o B |

| Sl | oy

Lo W |

T

|DV_FSP.6.4C

he functional specification shall identify and describe all parameters associated with-each TS
IDV_FSP.6.5C

he functional specification shall describe all actions associated with each TSEI:

|DV_FSP.6.6C

he functional specification shall describe all direct error messagesthat may result from an in
f each TSFI.

IDV_FSP.6.7C

he functional specification shall describe all error messages contained in the TSF impleme
epresentation.

LDV_FSP.6.8C

he functional specification shall provide. a>rationale for each error message contained in

ot associated with a TSFI.
LDV_FSP.6.9C

he formal presentation of the functional specification of the TSF shall describe the TSF]
brmal style, supported by'informal, explanatory text where appropriate.

|DV_FSP.6.10C

he tracing shall demonstrate that the SFRs trace to TSFIs in the functional specification.
valuator action elements

DV_FSP6.1E

he evaluator shall confirm that the information provided meets all requirements for con
résentation of evidence.

B

vocation

ntation

the TSF

mplementation that is not otherwise described in the functional specification justifying why it is

using a

ent and

ADV_FSP.6.2E

The evaluator shall determine that the functional specification is an accurate and complete instantiation
of the SFRs.

10.4 Implementation representation (ADV_IMP)

10.4.1 Objectives

The function of the Implementation representation (ADV_IMP) family is for the developer to make
available the implementation representation (and, at higher levels, the implementation itself) of the
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TOE in a form that can be analysed by the evaluator. The implementation representation is used in
analysis activities for other families (analysing the TOE design, for instance) to demonstrate that the
TOE conforms its design and to provide a basis for analysis in other areas of the evaluation (e.g. the
search for vulnerabilities). The implementation representation is expected to be in a form that captures
the detailed internal workings of the TSF. This may be software source code, firmware source code,
hardware diagrams and/or IC hardware design language code or layout data.

10.4.2 Component levelling

10.4.3 Application notes

Source fode or hardware diagrams and/or IC hardware design language code or layout data thgt
are usedl to build the actual hardware are examples of parts of an implementatiofi~representation.
[t is important to note that while the implementation representation must be made available to t
evaluatqr, this does not imply that the evaluator needs to possess that representation. For instancg,
the devgloper may require that the evaluator review the implementation representation at a site of thie
developer's choosing.

The entjre implementation representation is made available to ensute that analysis activities ar
not curtailed due to lack of information. This does not, however, imply that all of the representatio
is examned when the analysis activities are being performed. This is likely impractical in almost a
cases, irff addition to the fact that it most likely will not result.irfa higher-assurance TOE vs. targete
sampling of the implementation representation. The implementation representation is made availab
to allow|analysis of other TOE design decompositions (e.g.functional specification, TOE design), and t
gain conffidence that the security functionality described‘at a higher level in the design actually appedr
to be implemented in the TOE. Conventions in some ferms of the implementation representation mal
make it|difficult or impossible to determine from:just the implementation representation itself wh3
the actupl result of the compilation or run-time interpretation will be. For example, compiler directive
for C larjguage compilers will cause the compiler to exclude or include entire portions of the code. Fg
this reagon, it is important that such “extra’dnformation or related tools (e.g. scripts, compilers, etc.) b
provided so that the implementation representation can be accurately determined.

2= o

D = O —~+

The purpose of the mapping between the implementation representation and the TOE design descriptioh
is to aid the evaluator's analysis{ The internal workings of the TOE may be better understood wheh
the TOH design is analysed with/corresponding portions of the implementation representation. Thie
mapping serves as an index‘into the implementation representation. At the lower component, only j
subset df the implementation representation is mapped to the TOE design description. Because of t
uncertainty of which poertions of the implementation representation will need such a mapping, t
developer may choose‘either to map the entire implementation representation beforehand, or to wait tp
see whi¢h portions'of the implementation representation the evaluator requires to be mapped.

The impglementation representation is manipulated by the developer in a form that is suitable fqr
transforjmdtion to the actual implementation. For instance, the developer may work with files containinj
source d ich i i Akes Avai
the implementation representation in the form used by the developer, so that the evaluator may use
automated techniques in the analysis. This also increases the confidence that the implementation
representation examined is actually the one used in the production of the TSF (as opposed to the case
where it is supplied in an alternate presentation format, such as a word processor document). It should
be noted that other forms of the implementation representation may also be used by the developer;
these forms are supplied as well. The overall goal is to supply the evaluator with the information that
will maximize the effectiveness of the evaluator's analysis efforts.

Some forms of the implementation representation may require additional information because they
introduce significant barriers to understanding and analysis. Examples include “shrouded” source
code or source code that has been obfuscated in other ways such that it prevents understanding and/or
analysis. These forms of implementation representation typically result from the TOE developer taking
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a version of the implementation representation and running a shrouding or obfuscation program on
it. While the shrouded representation is what is compiled and may be closer to the implementation (in
terms of structure) than the original, un-shrouded representation, supplying such obfuscated code may
cause significantly more time to be spent in analysis tasks involving the representation. When such
forms of representation are created, the components require details on the shrouding tools/algorithms
used so that the un-shrouded representation can be supplied, and the additional information can be
used to gain confidence that the shrouding process does not compromise any security functionality.

10.4.4 ADV_IMP.1 Implementation representation of the TSF

[

[ |

[ |

ependencies: ADV_TDS.3 Basic modular design
ALC_TAT.1 Well-defined development tools
Jeveloper action elements
|IDV_IMP.1.1D
he developer shall make available the implementation representation for the entire TS
\DV_IMP.1.2D

he developer shall provide a mapping between the TOE design description and the sa
he implementation representation.

ontent and presentation elements
\DV_IMP.1.1C

he implementation representation shall define the TSF to a level of detail such that
hay be generated without further design decisions.

I DV_IMP.1.2C

DV_IMP.1.3C

he mapping between the TOE design description and the sample of the impleme
epresentation shall demonstrate their correspondence.

valuator action elements
DV_IMP.1.1E

he evaluator shall confirm that, for the selected sample of the implementation represe

mple of

the TSF

he implementation representation shall be in the form used by the development personnel.

ntation

ntation,

he information provided meets all requirements for content and presentation of evidenice.

04,5 ADV_IMP.2 Complete mapping of the implementation representation of the TSF

Dependencies: ADV_TDS.3 Basic modular design

ALC_TAT.1 Well-defined development tools

ALC_CMC.5 Advanced support

Developer action elements

ADV_IMP.2.1D

The developer shall make available the implementation representation for the entire TSF.
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ADV_IMP.2.2D

The developer shall provide a mapping between the TOE design description and the entire
implementation representation.

Content and presentation elements
ADV_IMP.2.1C

The implementation representation shall define the TSF to a level of detail such that the TSF may be

I TN PR | 1o doaias
generat rwitnout rar tner e Sigraecstots:

ily addresses the assessment of the internal structure of the TSF. A TSF whose internals arje
well-strictured is easier to implement and lesslikely to contain flaws that can lead to vulnerabilities;
is also epsier to maintain without the introduction of flaws.

[

10.5.2 Component levelling

The components in this family arelevelled on the basis of the amount of structure and minimization
of compllexity required. ADV-AINT.1 Well-structured subset of TSF internals places requirements fdr
well-strjictured internals on.enly selected parts of the TSF. This component is not included in an EA[L
because| this component’is-viewed for use in special circumstances (e.g. the sponsor has a specific
concern|regarding a cryptographic module, which is isolated from the rest of the TSF) and would not bee
widely applicable.

At the next levely the requirements for well-structured internals are placed on the entire TSF. Finally,
minimization\af complexity is introduced in the highest component.

10.5.3 Application notes

These requirements, when applied to the internal structure of the TSF, typically result in improvements
that aid both the developer and the evaluator in understanding the TSF, and also provide the basis for
designing and evaluating test suites. Further, improving understandability of the TSF should assist the
developer in simplifying its maintainability.

The requirements in this family are presented at a fairly abstract level. The wide variety of TOEs
makes it impossible to codify anything more specific than “well-structured” or “minimum complexity”.
Judgements on structure and complexity are expected to be derived from the specific technologies
used in the TOE. For example, software is likely to be considered well-structured if it exhibits the
characteristics cited in the software engineering disciplines. The components within this family call
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for identifying the standards for measuring the characteristic of being well-structured and not overly-

complex.
10.5.4 ADV_INT.1 Well-structured subset of TSF internals

Dependencies: ADV_IMP.1 Implementation representation of the TSF

ADV_TDS.3 Basic modular design

AT AL

Al O 4.X 11 | Lo 1.1 1 " 1
ALGU_TATL. 1 VVCIITUCIIIICU UCVCIUPIIITIIU LOUIS
bjectives

he objective of this component is to provide a means for requiring specific portions of the T
ell-structured. The intent is that the entire TSF has been designed and implemeénted usin
gineering principles, but the analysis is performed upon only a specific subset|

pplication notes

his component requires the PP or ST author to fill in an assignment with the subset of the ]

SF to be
g sound

SF. This

sjubset may be identified in terms of the internals of the TSF at any layer of abstraction. For example:

the structural elements of the TSF as identified in the TOE design (e.g. “The developer sha
and implement the audit subsystem such that it has well-structured internals.”);

the implementation (e.g. “The developer shall design atid implement the encrypt.c and decr)
such that it has well-structured internals.” or “The.developer shall design and implement
IC chip such that it has well-structured internals,”).

It is likely this would not be readily accomplished*by referencing the claimed SFRs (e.g. “The d
shall design and implement the portion of the;TSF that provide anonymity as defined in FPR_AN|
that it has well-structured internals.”) because this does not indicate where to focus the analys

his component has limited value and would be suitable in cases where potentially-maliciou
sjubjects have limited or strictly controlled access to the TSFIs or where there is another n
rotection (e.g. domain separatien) that ensures the chosen subset of the TSF cannot be a

the TSF, is well-structuredy:
eveloper action elements
DV_INT.1.1D

he developérshall design and implement [assignment: subset of the TSF] such that it h
ructured‘internals.

DV_INT.1.2D

hedeveloper shall provide an internals description and justification.

Content and presentation elements

ADV_INT.1.1C

1 design

pt.c files

the 6227

bveloper
0.2 such

is.

s users/
heans of
dversely
ffected by the rest of the TSE (e.g. the cryptographic functionality, which is isolated from thg rest of

as well-

The justification shall explain the characteristics used to judge the meaning of “well-structured”.

ADV_INT.1.2C

The TSF internals description shall demonstrate that the assigned subset of the TSF
structured.

Evaluator action elements
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ADV_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

ADV_INT.1.2E

The evaluator shall perform an internals analysis on the assigned subset of the TSF.

10.5.5 ADV_INT.2 Well-structured internals

Dependé¢ncies: ADV_IMP.1 Implementation representation of the TSF

Objectiyes

The objgctive of this component is to provide a means for requiring the TSF tobe‘well-structured. Thie

intent is

Applica

Judgemgnts on the adequacy of the structure are expected to be derived from the specific technologie
used in the TOE. This component calls for identifying the standatdsfor measuring the characteristic ¢

being w

Developer action elements

ADV_IN
The dev
ADV_IN
The dev
Content
ADV_IN
The just]
ADV_IN
The TSF
Evaluat]

ADV_IN

ADV_TDS.3 Basic modular design

ALC_TAT.1 Well-defined development tools

that the entire TSF has been designed and implemented using sound engineering principles.

kion notes

=

bl]-structured.

I.2.1D

eloper shall design and implement the entire TSF such that it has well-structured internals.
I.2.2D

bloper shall provide an internalsidescription and justification.

and presentation elements

I.2.1C

ification shall describe the characteristics used to judge the meaning of “well-structured”.
I.2.2C

internal§ description shall demonstrate that the entire TSF is well-structured.

or action elements

Py —rr = =)

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

ADV_INT.2.2E

The evaluator shall perform an internals analysis on the TSF.

10.5.6 ADV_INT.3 Minimally complex internals

Dependencies: ADV_IMP.1 Implementation representation of the TSF
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ADV_TDS.3 Basic modular design
ALC_TAT.1 Well-defined development tools
Objectives

The objective of this component is to provide a means for requiring the TSF to be well-structured and of
minimal complexity. The intent is that the entire TSF has been designed and implemented using sound
engineering principles.

Application notes

Jiidgements on the adequacy of the structure and complexity are expected to be derived from the
specific technologies used in the TOE. This component calls for identifying the standards for m¢asuring
he structure and complexity.

—

[Jeveloper action elements
ADV_INT.3.1D

The developer shall design and implement the entire TSF such that it has well-structured internals.
ADV_INT.3.2D

The developer shall provide an internals description and justification.
(ontent and presentation elements

ADV_INT.3.1C

—

he justification shall describe the characteristics'used to judge the meaning of “well-structured” and
complex”.

]

ADV_INT.3.2C

—

he TSF internals description shall’demonstrate that the entire TSF is well-structured anf is not
verly complex.

o

Hvaluator action elements

o~y

IDV_INT.3.1E

he evaluator shall-confirm that the information provided meets all requirements for content and
resentation of evidence.

o~ s o B |

IDV_INT.3.2E

—

he evalirator shall perform an internals analysis on the entire TSF.

10:6 Security policy modelling (ADV_SPM)

10.6.1 Objectives

It is the objective of this family to provide additional assurance through the development of a formal
representation of the TSF and its properties, as defined by the SFRs and the security objectives of
the ST, further referred to as the formal model and the formal properties, respectively. It is expected
to establish by means of a formal proof that these formal properties hold in the formal model and to
establish by means of a correspondence rationale that the TOE functional specification preserves
the formal properties proven for the formal model. A formal proof or semiformal demonstration of
preservation of the formal properties in the formal or semiformal specification is expected if the latter
exists (ADV_FSP.5 or ADV_FSP.6, respectively).
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10.6.2 Component levelling

This family contains only one component.

10.6.3 Application notes

Inadequacies in a TOE can result either from a failure in understanding the security requirements or
from a flawed implementation of those security requirements. Defining the security requirements
adequately to ensure their understanding may be problematic because the definition must be sufficiently
precise Lo prnvnnf undesired results or suhtle flaws r‘]nring the imp]nmnnquinn ofthe TOE Thrnnghnl t
the design, implementation, and review processes, a formal representation of the TSF and its properties
may be used as precise design and implementation guidance, thereby providing increased assurande
that thel SFRs and the security objectives of the ST are satisfied by the TOE. The resulting guidance
and the precision of the TSF representation and its properties, as defined by the SFRs and the’securitly

1

n

objectivps of the ST, are significantly improved by defining the formal model and specifying’the form4
properties using a formal language and providing a formal proof that these formal properties hold i
the formal model.

The credtion of a formal Security Policy Model (SPM) of the TSF must be completedvith respect to the ST;
such a npodel helps to identify and eliminate ambiguous, inconsistent, contradictory, or unenforceab
elementp and to avoid any misunderstanding on the scope. To this end, the-evaluation must determi
whethei| the formal model and the formal properties completely cover the ST and accept only STs an
SPMs thpt match in scope. Once the TOE has been built, the formal /model serves the evaluation effoyt
by contyfibuting to the evaluator's judgement of how well the developer has understood the TSF bei
implemgnted and whether there are inconsistencies between the formal properties as defined by t
security| objectives of the ST and the TOE design. The confidence'gained by formally proving properties
of the njodel is accompanied by confidence gained by defining a correspondence rationale betwee
the fori[al model and the TOE functional specification.(@s defined for ADV_FSP). The corresponden
rationalg consists of a formal proof when mapping to formal aspects of the TOE functional specificatio
and semiformal demonstration otherwise. A combination of different formal systems (modellin|
languaggs, tools, proof systems) can be used for different parts of the ST (SFRs & Security Objectives
and corgespondence rationales.

jom

Nt

10.6.4 ADV_SPM.1 Formal TOE security,policy model

Dependg¢ncies: ASE_OB]J.2 Seeurity Objectives
ASE_REQ.2'Dérived security requirements

ADV_ESP.4 Complete functional specification

Developjer action elements

ADV_SPM.1.1D

The developer shall provide a formal model for the TSF supported by explanatory text.

ADV_SPM.1.2D

The developer shall provide the set of formal properties for the TOE supported by explanatory
text.

ADV_SPM.1.3D

The developer shall provide a formal proof that the model satisfies the formal properties
supported by explanatory text.

ADV_SPM.1.4D
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The developer shall provide a correspondence rationale between the formal model and the
functional specification.

ADV_SPM.1.5D

The developer shall provide a semi-formal demonstration of correspondence between the
formal model and any semi-formal functional specification.

ADV_SPM.1.6D

A | 1 lhaoll 2l £, 1 £ oF A Lai +la £, 1 d 1 d
11T ucvcnupcn S1idIll lJl UVIUUT d 11Ul Illdl l.ll UVUl Ul LUl 1capuuuc11\.c UTLVWUUII UIITU 1UL 1IIdar 11X e an

any formal functional specification.
(ontent and presentation elements

ADV_SPM.1.1C

|

he formal model, properties and proofs shall be defined using a well-founded mathgmatical
heory.

o~ o

I DV_SPM.1.2C

|

he explanatory text shall cover the entire formal model, formalproperties and proofs, including
hstructions for reproducing the proofs and the correspondence rationale, and it shall provide a
ationale for the modeling and verification choices.

g

=

|IDV_SPM.1.3C

The formal model shall cover the complete set of SFRs that define the TSF.
ADV_SPM.1.4C

The formal properties shall cover the complete set of security objectives for the TOE.

ADV_SPM.1.5C

—

he formal proof shall show that:the formal model satisfies all the formal properties gnd that
he consistency of the underlying mathematical theory is preserved.

o - o

I DV_SPM.1.6C

The correspondencerationale shall show that the formal properties proven for the formgl model
hold for the functional specification.
A

I DV_SPM.1.7C

|

he semi-formal demonstration of correspondence shall show that the formal propertieq proven
pr the formal model hold for any semi-formal functional specification.

-

ADV-SPM.1.8C

he formal proof of correspondence shall show that the properties proven for the formal model
hold for any formal functional specification.

ADV_SPM.1.9C

Any tool used to model or to prove the formal properties or the relationship between the formal
model and the functional specification shall be well-defined and unambiguously identified
and it shall be accompanied by documentation and a rationale of the tool’s suitability and
trustworthiness.

Evaluator action elements

ADV_SPM.1.1E
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The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

10.7 TOE design (ADV_TDS)

10.7.1 Objectives

The design description of a TOE provides both context for a description of the TSF, and a thorough
description of the TSF. As assurance needs increase, the level of detail provided in the description
also increases. As the size and complexity of the TSF increase, multiple levels of decomposition a
approprijate. The design requirements are intended to provide information (commensurate with) t
given aspurance level) so that a determination can be made that the SFRs are realized.

10.7.2 Component levelling

The conlponents in this family are levelled on the basis of the amount of information;that is required tp
be presgnted with respect to the TSF, and on the degree of formalism required of the design description.

10.7.3 Application notes

10.7.3.1 General

The goal of design documentation is to provide sufficient jnformation to determine the TS
boundaty, and to describe how the TSF implements the SFRs. The amount and structure of the desigh
documentation will depend on the complexity of the TOE and the number of SFRs; in general, a verly
complex TOE with a large number of SFRs will require mozre design documentation than a very simple
TOE impglementing only a few SFRs. Very complex TOEs will benefit (in terms of the assurance provided)
from th¢ production of differing levels of decomposition in describing the design, while very simple
TOEs do|not require both high-level and low-level descriptions of its implementation.

This farily uses two levels of decomposition: the subsystem and the module. A module is the mog
specific|description of functionality: it is a.description of the implementation. A developer should b
able to implement the part of the TOE described by the module with no further design decisions.
subsystém is a description of the design of the TOE; it helps to provide a high-level description of wha
a portion of the TOE is doing and how. As such, a subsystem may be further divided into lower-lev¢
subsystéms, or into modules. Very complex TOEs can require several levels of subsystems in order t
adequatkly convey a useful description of how the TOE works. Very simple TOEs, in contrast, might nd
require p subsystem level of description; the module can clearly describe how the TOE works.

—t+ »= D e+

—~ O

The gengeral approach adapted for design documentation is that, as the level of assurance increases, thie
emphasis of description-shifts from the general (subsystem level) to more (module level) detail. In cases
where almodule-levelof abstraction is appropriate because the TOE is simple enough to be described gt
the module level,yet the level of assurance calls for a subsystem level of description, the module-lev¢l
descriptfion atene will suffice. For complex TOEs, however, this is not the case: an enormous amourjt
of (module-level) detail would be incomprehensible without an accompanying subsystem level of
descriptiion

This approach follows the general paradigm that providing additional detail about the implementation
of the TSF will result in greater assurance that the SFRs are implemented correctly and provide
information that can be used to demonstrate this in testing (ATE: Tests).

In the requirements for this family, the term interface is used as the means of communication (between
two subsystems or modules). It describes how the communication is invoked; this is similar to the
details of TSFI [see Functional specification (ADV_FSP)]. The term interaction is used to identify the
purpose for communication; it identifies why two subsystems or modules are communicating.
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10.7.3.2 Detail about the subsystems and modules

The requirements define collections of details about subsystems and modules to be provided:

a)
b)

i

Subsystems and~thodules, and “SFR-enforcing” are all further explained in greater detail in A
TDS: Subsystéms’and Modules.

10.7.4 ;ADV_TDS.1 Basic design

Dependencies: ADV_FSP.2 Security-enforcing functional specification.

The subsystems and modules are identified with a simple list of what they are.

Subsystems and modules may be categorised (either implicitly or explicitly) as “SFR-enforcing”,

“SFR-supporting”, or “SFR-non-interfering”; these terms are used the same as they are
Functional specification (ADV_FSP).

SFR-supporting, or SFR-non-interfering. The behaviour of the subsystem is never cat
as more SFR-relevant than the category of the subsystem itself. For example, an-SER-e
subsystem can have SFR-enforcing behaviour as well as SFR-supporting or SER:non-int
behaviour.

A behaviour summary of a subsystem is an overview of the actions it performs (e.g. “
subsystem assembles [P datagrams into reliable byte streams”).

A behaviour description of a subsystem is an explanation of everything it does. This dej
should be at a level of detail that one can readily determine/whether the behaviour
relevance to the enforcement of the SFRs.

A description of interactions among or between subsystem$.or modules identifies the rea
subsystems or modules communicate and characterizes.the information that is passed
not define the information to the same level of detaillas’an interface specification. For ex
would be sufficient to say “subsystem X requests:ablock of memory from the memory 1
which responds with the location of the allocated‘imemory.

A description of interfaces provides the details.of how the interactions among modules are 4
Rather than describing the reason the;modules are communicating or the purpose
communication (i.e. the description ofinteractions), the description of interfaces descr

used in

forcing,
pgorised
nforcing
erfering

[he TCP

cription
has any

son that

It need
hmple, it
hanager,

chieved.
of their
ibes the

details of how that communication isyaccomplished, in terms of the structure and contens of the

messages, semaphores, internal process communications.

The purpose describes how(aymodule provides their functionality. It provides sufficie]

1t detail

that no further design decisions are needed. The correspondence between the implemgentation

representation that implements the module, and the purpose of the module should bd
apparent.

A module is otherwise described in terms of whatever is identified in the element.

readily

.4, ADV_

Developer action elements

ADV_TDS.1.1D

The developer shall provide the design of the TOE.

ADV_TDS.1.2D

The developer shall provide a mapping from the TSFI of the functional specification to the lowest
level of decomposition available in the TOE design.

Content and presentation elements
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ADV_TDS.1.1C

The design shall describe the structure of the TOE in terms of subsystems.
ADV_TDS.1.2C

The design shall identify all subsystems of the TSF.

ADV_TDS.1.3C

The design shall summarize the SFR-enforcing behaviour of the SFR-enforcing subsystems.

ADV_TDS.1.5C

The degign shall provide a description of the interactions among SFR-enfotcing subsystems qf
the TSF| and between the SFR-enforcing subsystems of the TSF and other sitbsystems of the TSE

ADV_TDS.1.6C

The mapping shall demonstrate that all TSFIs trace to the behaviour described in the TOE desig
that thdy invoke.
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ADV_TDS.2.1D
The developer shall provide the design of the TOE.
ADV_TDS,2.2D

The developer shall provide a mapping from the TSFI of the functional specification to the lowest level
of decomposition available in the TOE design.

Content and presentation elements

ADV_TDS.2.1C

The design shall describe the structure of the TOE in terms of subsystems.
ADV_TDS.2.2C

The design shall identify all subsystems of the TSF.
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ADV_TDS.2.3C

The design shall provide the behaviour summary of each SFR non-interfering subsystem of the
TSF.

ADV_TDS.2.4C
The design shall describe the SFR-enforcing behaviour of the SFR-enforcing subsystems.
ADV_TDS.2.5C

The design shall summarize the SFR-supporting and SFR-non-interfering behaviour of} the SFR-
nforcing subsystems.

D

ADV_TDS.2.6C

—

he design shall summarize the behaviour of the SFR-supporting subsystems.
ADV_TDS.2.7C
The design shall provide a description of the interactions among all Stibsystems of the TS$F.

ADV_TDS.2.8C

|

he mapping shall demonstrate that all TSFIs trace to the behaviour described in the TOE degign that
hey invoke.

—

el

valuator action elements

=

I DV_TDS.2.1E

The evaluator shall confirm that the information provided meets all requirements for confent and
dresentation of evidence.
A

I DV_TDS.2.2E

The evaluator shall determine thatthé design is an accurate and complete instantiation of all [security
flinctional requirements.

10.7.6 ADV_TDS.3 Basic modular design

Dependencies: ADV_FSP4 Complete functional specification.
Developer action‘elements

ADV_TDS.3,1D

The developer shall provide the design of the TOE.
ADV:TDS.3.2D

he developer shall provide a mapping from the TSFI of the functional specification to the lowest level
of decomposition available in the TOE design.

Content and presentation elements

ADV_TDS.3.1C

The design shall describe the structure of the TOE in terms of subsystems.
ADV_TDS.3.2C

The design shall describe the TSF in terms of modules.
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ADV_TDS.3.3C

The design shall identify all subsystems of the TSF.

ADV_TDS.3.4C

The design shall provide a description of each subsystem of the TSF.
ADV_TDS.3.5C

The design

ADV_TDS.3.7C
The design shall describe each SFR-enforcing module in terms of its purpose and relationship with
other modules

ADV_TDS.3.8C

The desgign shall describe each SFR-enforcing module in terms of its SFR-related interfaces,
return values from those interfaces, interaction with other modules and called SFR-relate
interfades to other SFR-enforcing modules.

=

ADV_TDS.3.9C

The desjign shall describe each SFR-supporting and SFR-non-interfering module in terms of itls
purpose¢ and interaction with other modules.

ADV_TDS.3.10C

The mapping shall demonstrate that all TSFIstface to the behaviour described in the TOE design th3
they invpke.

[

or action elements
ADV_TDS.3.1E

The evaluator shall confirm that'the information provided meets all requirements for content anfd
presentation of evidence.

ADV_TDS.3.2E

The evaluator shalldetermine that the design is an accurate and complete instantiation of all securitly
functionjal requifements.

10.7.7 ABV.TDS.4 Semiformal modular design

Dependencies: ADV_FSP.5 Complete semi-formal functional specification with additional error
information

Developer action elements

ADV_TDS.4.1D

The developer shall provide the design of the TOE.

ADV_TDS.4.2D

The developer shall provide a mapping from the TSFI of the functional specification to the lowest level

of decomposition available in the TOE design.
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Content and presentation elements

ADV_TDS.4.1C

The design shall describe the structure of the TOE in terms of subsystems.
ADV_TDS.4.2C

The design shall describe the TSF in terms of modules, designating each module as SFR-enforcing,
SFR-supporting, or SFR-non-interfering.

ADV_TDS.4.3C
The design shall identify all subsystems of the TSF.
ADV_TDS.4.4C

—

he design shall provide a semiformal description of each subsystem of ¢he TSF, supported by
hformal, explanatory text where appropriate.

(=

ADV_TDS.4.5C

—

he design shall provide a description of the interactions among all'subsystems of the TSF.

=

DV_TDS.4.6C
The design shall provide a mapping from the subsystems.of‘the TSF to the modules of the TSF.
ADV_TDS.4.7C

—

he design shall describe each SFR-enforcing and(SFR-supporting module in terms of its purpose and
elationship with other modules.

—

o~y

IDV_TDS.4.8C

—

he design shall describe each SFR-enforcing and SFR-supporting module in terms of its SFR-related
hterfaces, return values from thoselinterfaces, interaction with other modules and called SFR-related
hterfaces to other SFR-enforcing.or SFR-supporting modules.

[

=

IDV_TDS.4.9C

|

he design shall describe-€ach SFR-non-interfering module in terms of its purpose and interaction with
ther modules.

o

=

IDV_TDS.4.10C

—]

he mapping-shall demonstrate that all TSFIs trace to the behaviour described in the TOE degign that
hey inveke)

—

Hvaluator action elements

7 o
T

BRI P A-4R
\ 'V D% 1L

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

ADV_TDS.4.2E

The evaluator shall determine that the design is an accurate and complete instantiation of all security
functional requirements.
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10.7.8 ADV_TDS.5 Complete semiformal modular design

Dependencies: ADV_FSP.5 Complete semi-formal functional specification with additional error
information.

Developer action elements
ADV_TDS.5.1D

The developer shall provide the design of the TOE.

ADV_TDS.5.2D

The devgloper shall provide a mapping from the TSFI of the functional specification to the lowestleve¢l
of decomposition available in the TOE design.

Content and presentation elements
ADV_TDS.5.1C
The design shall describe the structure of the TOE in terms of subsystems.

ADV_TDS.5.2C

The design shall describe the TSF in terms of modules, designating each-module as SFR-enforcing, SFR:
supporting, or SFR-non-interfering.

ADV_TDS.5.3C
The design shall identify all subsystems of the TSF.
ADV_TDS.5.4C

The design shall provide a semiformal description-of each subsystem of the TSF, supported by informal,
explanatory text where appropriate.

ADV_TDS.5.5C

The design shall provide a description of the interactions among all subsystems of the TSF.
ADV_TDS.5.6C

The design shall provide a mapping from the subsystems of the TSF to the modules of the TSF.
ADV_TDS.5.7C

The dedign shall provide a semiformal description of each module in terms of its purpose¢
interaction, intérfaces, return values from those interfaces, and called interfaces to other modules,
supported by informal, explanatory text where appropriate.

-

ADV_TDS(5,8C

The mapping shall demonstrate that all TSFIs trace to the behaviour described in the TOE design that
they invoke.

Evaluator action elements
ADV_TDS.5.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

ADV_TDS.5.2E
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The evaluator shall determine that the design is an accurate and complete instantiation of all
functional requirements.

10.7.9 ADV_TDS.6 Complete semiformal modular design with formal high-level design
presentation

security

Dependencies: ADV_FSP.6 Complete semi-formal functional specification with additional formal

specification

eveloper action elements

ADV_TDS.6.1D

The developer shall provide the design of the TOE.
ADV_TDS.6.2D

—

he developer shall provide a mapping from the TSFI of the functional specification to the low
f decomposition available in the TOE design.

o

ADV_TDS.6.3D

—

he developer shall provide a formal specification of the TSEsubsystems.

ADV_TDS.6.4D

|

he developer shall provide a proof of correspondence between the formal specification]
SF subsystems and of the functional specification.

—

(ontent and presentation elements
ADV_TDS.6.1C
The design shall describe the structure‘@fthe TOE in terms of subsystems.

ADV_TDS.6.2C

—

he design shall describe the TSF in terms of modules, designating each module as SFR-enforcij
upporting, or SFR-non-interfering.

(%)

=

|IDV_TDS.6.3C
The design shall identify all subsystems of the TSF.
ADV_TDS.6.4C

—

he design shall provide a semiformal description of each subsystem of the TSF, supported by i
xplanatory text where appropriate.

[0)

est level

1s of the

ng, SFR-

nformal,

ADV)TDS.6.5C

The design shall provide a description of the interactions among all subsystems of the TSF.
ADV_TDS.6.6C

The design shall provide a mapping from the subsystems of the TSF to the modules of the TSF.
ADV_TDS.6.7C

The design shall describe each module in semiformal style in terms of its purpose, interaction,
interfaces, return values from those interfaces, and called interfaces to other modules, supported by

informal, explanatory text where appropriate.
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ADV_TDS.6.8C

The formal specification of the TSF subsystems shall describe the TSF using a formal style,
supported by informal, explanatory text where appropriate.

ADV_TDS.6.9C

The mapping shall demonstrate that all TSFIs trace to the behaviour described in the TOE design that
they invoke.

ADV_TDS:6-18€

The prdof of correspondence between the formal specifications of the TSF subsystems and-efith
functional specification shall demonstrate that all behaviour described in the TOE design is
correctfand complete refinement of the TSFI that invoked it.

=

Evaluator action elements
ADV_TDS.6.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

ADV_TDS.6.2E

The evaluator shall determine that the design is an accurate and eomplete instantiation of all securitly
functionjal requirements.

10.8 Composite design compliance (ADV_COMP)

10.8.1 Pbjectives

The aim|of this family is to determine whether the requirements on the dependent component, imposefd
by the r¢lated base component, are fulfilled in the composite product.

10.8.2 Component levelling

This fanmily contains only one component.

10.8.3 Application notes

The requirements on the) dependent component, imposed by the related base component, can b
formulated in the releyant base component-related user guidance, ETR for composite evaluation (in formn
of obserjvations and;recommendations) and report of the base component evaluation authority (e.g. ip
form of |constraints' and recommendations). The developer of the dependent component shall regard
each of these.sources, if available, and implement the dependent component in such a way that ti

S

applicable requirements are fulfilled. The composite product evaluator shall verify that all stipulatio
for the dependent component that are imposed by the base component and provided in its evaluatio
related documentation are fulfilled by the composite product, i.e. have been taken into account by the
dependent component developer.

The composite product evaluation sponsor shall ensure that the following is made available for the
composite product evaluator:

— the base component-related user guidance,
— the base component-related ETR for composite evaluation prepared by the base component evaluator,

— the report of the base component evaluation authority,

80 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

— a rationale for secure composite product implementation including evidence prepared by the
dependent component developer.

The TSF of the composite product are represented at various levels of abstraction in the families of the
development class ADV. From experience, the appropriate levels of design representation for examining,
whether the requirements of the base component are fulfilled by the composite product, are the TOE
design (ADV_TDS), security architecture (ADV_ARC) and the implementation (ADV_IMP). In case that,
these design representation levels are not available (e.g. due to the assurance package chosen is EAL1),
the current family is not applicable (see the next paragraph for the reason).

ue to the definition of the composite product the interface between its base component anddgpendent
mponent is the internal one, hence, a functional specification (ADV_FSP) as representation l€yel is not
propriate for analysing the design compliance.

ecurity architecture ADV_ARC as assurance family is dedicated to ensure that integrative [security
services like domain separation, self-protection and non-bypassability properly.work. It is impossible
nd not the sense of the composite evaluation to have an insight into the architectural interndls of the
elated base component (it is a matter of the base component evaluation)- In‘the context of the ADV_
RC, the composite product evaluator shall:

=

il determine whether the dependent component uses services of-the related base document within
its own composite product ST to provide domain separation, self<protection, non-bypassabjility and
protected start-up; if no, there are no further composite activities for ADV_ARGC; if yes, ther]

il. the evaluator shall determine, whether the dependent.component uses these services of the base
component in an appropriate/secure way (please refef to the base component user guidange).

s consistency of the composite product security policy has already been considered in the cgntext of
he ST in the assurance family ASE_COMP, there ismo'necessity to consider non-contradictoringss of the
ecurity policy model (ADV_SPM) of the compasite product and the security policy model of it$ related
ase component.

o wn ot N

(==Y

0.8.4 ADV_COMP.1 Design compliance with the base component-related user guidance, ETR for
omposite evaluation and report.of the base component evaluation authority

o

[Jependencies: No dependencies.

Developer action elements

ADV_COMP.1.1D

The developer shall provide a design compliance justification.
(ontent andpreésentation elements

ADV_COMP:1.1C

The“design compliance justification shall provide a rationale for design compliance |- on an
dppropriate representation level - of how the requirements on the dependent compongnt that
are imposed by the related base component are fulfilled in the composite product.

Evaluator action elements
ADV_COMP.1.1E

The evaluator shall confirm that the rationale for design compliance is complete, coherent, and
internally consistent.

© ISO/IEC 2022 - All rights reserved 81


https://standardsiso.com/api/?name=3ac7103d13b10e8d594aa2341a2b532c

ISO/IEC 15408-3:2022(E)

11 Class AGD: Guidance documents

11.1 General

The guidance documents class provides the requirements for guidance documentation for all user roles.
For the secure preparation and operation of the TOE it is necessary to describe all relevant aspects
for the secure handling of the TOE. The class also addresses the possibility of unintended incorrect
configuration or handling of the TOE.

In manycasesitcamrbeappropriatetoprovide guidanceimseparatedocumrentsfor preparatiomramnyd
operatidn of the TOE, or even separate for different user roles as, e.g. end-users, administratops,
applicatjon programmers using software or hardware interfaces.

D

The guidance documents class is subdivided into two families which are concerned with the preparativj
user guidance (what has to be done to transform the delivered TOE into its evaluated canfiguration i
the operfational environment as described in the ST) and with the operational user guidance (what ha
to be dope during the operation of the TOE in its evaluated configuration).

(=]

Figure 9 shows the families within this class, and the hierarchy of components ithin the families.

AGD_OPE: Operational user guide 1

AGD_PRE: Preparative procedures 1

Figure 9 — AGD: Guidance documents class decomposition

11.2 Operational user guidance (AGD_OPE)

11.2.1 Pbjectives

Operati¢gnal user guidance refers to written material that is intended to be used by all types of
users ofl the TOE in its evaluated configuration: end-users, persons responsible for maintaining anfd
adminisfering the TOE in a correct manner for maximum security, and by others (e.g. programmerg)
using the TOE's external interfaces.\Operational user guidance describes the security functionalitly
providegl by the TSF, provides in§tiuctions and guidelines (including warnings), helps to understanfd
the TSF pnd includes the security/critical information, and the security-critical actions required, for itls
secure yse. Misleading and unreasonable guidance should be absent from the guidance documentation,
and secyire procedures forall modes of operation should be addressed. Insecure states should be easly
to detecf.

The opprational user guidance provides a measure of confidence that non-malicious user$,
adminisfrators,~application providers and others exercising the external interfaces of the TOE will
understand the secure operation of the TOE and will use it as intended. The evaluation of the usdr
guidancg jncludes lnvestlgatlng Whether the TOE can be used i in a manner that is lnsecure but that thie
user of the )
or other errors in operatlon that may deactlvate disable, or fail to activate security functlonahty,
resulting in an undetected insecure state.

11.2.2 Component levelling

This family contains only one component.

11.2.3 Application notes

There may be different user roles or groups that are recognized by the TOE and that can interact
with the TSF. These user roles and groups should be taken into consideration by the operational user
guidance. They may be roughly grouped into administrators and non-administrative users, or more
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specifically grouped into persons responsible for receiving, accepting, installing and maintaining
the TOE, application programmers, revisors, auditors, daily-management, end-users. Each role can
encompass an extensive set of capabilities or can be a single one.

The requirement AGD_OPE.1.1C encompasses the aspect that any warnings to the users during
operation of a TOE with regard to the security problem definition and the security objectives for the
operational environment described in the PP/ST are appropriately covered in the user guidance.

The concept of secure values, as employed in AGD_OPE.1.3C, has relevance where a user has control
over security parameters. Guidance needs to be provided on secure and insecure settings for such
arameters.

GD_OPE.1.4C requires that the user guidance describes the appropriate reactions to.all decurity-
levant events. Although many security-relevant events are the result of performing functipns, this
eed not always be the case (e.g. the audit log fills up, an intrusion is detected). Furthetmore, a 4ecurity-
levant event may happen as a result of a specific chain of functions or, conversely, several decurity-
levant events may be triggered by one function.

GD_OPE.1.7C requires that the user guidance is clear and reasonable: Misleading or unreasonable
uidance may result in a user of the TOE believing that the TOE is secure.when it is not.

n example of misleading guidance would be the description of a-sifigle guidance instruction [that can
e parsed in more than one way, one of which may result in an inSecure state.

n example of unreasonable guidance would be a recomifiendation to follow a procedure that is so
mplicated that it cannot reasonably be expected that users will follow this guidance.

1.2.4 AGD_OPE.1 Operational user guidance
ependencies: ADV_FSP.1 Basic functional specification.
eveloper action elements

GD_OPE.1.1D

he developer shall provide operpational user guidance.
ontent and presentation elements

GD_OPE.1.1C

he operational user guidance shall describe, for each user role, the user-accessible functions
nd privileges ‘that should be controlled in a secure processing environment, including
ppropriate warnings.

GD_OPE1,2C

heoperational user guidance shall describe, for each user role, how to use the ayailable
ipterfaces provided by the TOE in a secure manner.

AGD_OPE.1.3C

The operational user guidance shall describe, for each user role, the available functions and
interfaces, in particular all security parameters under the control of the user, indicating secure
values as appropriate.

AGD_OPE.1.4C

The operational user guidance shall, for each user role, clearly present each type of security-
relevant event relative to the user-accessible functions that need to be performed, including
changing the security characteristics of entities under the control of the TSF.
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AGD_OPE.1.5C

The operational user guidance shall identify all possible modes of operation of the TOE (including
operation following failure or operational error), their consequences and implications for
maintaining secure operation.

AGD_OPE.1.6C

The operational user guidance shall, for each user role, describe the security controls to be
followed in order to fulfil the security objectives for the operational environment as described
in the ST

AGD_OHE.1.7C
The opgrational user guidance shall be clear and reasonable.
Evaluatpr action elements

AGD_OHE.1.1E

(=

The evdluator shall confirm that the information provided meets all requirements for conten
and presentation of evidence.

11.3 Preparative procedures (AGD_PRE)

11.3.1 Pbjectives

Preparafive procedures are useful for ensuring that the TOE has been received and installed in a secure
manner|as intended by the developer. The requirements-for preparation call for a secure transition
from th¢ delivered TOE to its initial operational envirgnment. This includes investigating whether the
TOE can] be configured or installed in a manner that'is insecure but that the user of the TOE would
reasonaply believe to be secure.

11.3.2 Component levelling

This fanily contains only one component:

11.3.3 Application notes

—

It is recqgnized that the application of these requirements will vary depending on aspects, e.g. whethe
the TOE|is delivered in ap‘'opérational state, or whether it has to be installed at the TOE owner's site.

The first process covered by the preparative procedures is the consumer's secure acceptance of the
received TOE in ac€erdance with the developer's delivery procedures. If the developer has not defined
delivery|procedures, security of the acceptance has to be ensured otherwise.

Installagion‘ofithe TOE includes transforming its operational environment into a state that conforms tp
the seculrity objectives for the operational environment provided in the ST.

It can also be the case that no installation is necessary, for example a smart card. In this case it may be
inappropriate to require and analyse installation procedures.

The requirements in this assurance family are presented separately from those in the Operational user
guidance (AGD_OPE) family, due to the infrequent, possibly one-time use of the preparative procedures.

11.3.4 AGD_PRE.1 Preparative procedures
Dependencies: No dependencies.

Developer action elements
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AGD_PRE.1.1D

The developer shall provide the TOE including its preparative procedures.
Content and presentation elements

AGD_PRE.1.1C

The preparative procedures shall describe all the steps necessary for secure acceptance of the
delivered TOE in accordance with the developer's delivery procedures.

GD_PRE.1.2C

he preparative procedures shall describe all the steps necessary for secure installation of
the TOE and for the secure preparation of the operational environment in accordance with the
curity objectives for the operational environment as described in the ST.

valuator action elements
GD_PRE.1.1E

he evaluator shall confirm that the information provided meets)all requirements for |content
nd presentation of evidence.

GD_PRE.1.2E

he evaluator shall apply the preparative procedures to’ confirm that the TOE can be prepared
curely for operation.

2 Class ALC: Life-cycle support

2.1 General

ife-cycle support is an aspect of establishing appropriate security controls in the development,
roduction, delivery and maintenance of the TOE. Confidence in the correspondence between|the TOE
security requirements and the TOE'is greater if security analysis and the production of the evidence are
one on a regular basis as antintegral part of the development, production, delivery and maintenance
ctivities.

uring the life-cycle gf\the TOE it is distinguished whether the TOE is under the responsibility of the
OE developer or the-uSer rather than whether it is located in the development or the user envirfjonment.
he point of transition is when the TOE is accepted by the user. User in this context relates to [the end-
ser as well as,product- and system integrators.

he ALC elass consists of nine families:

Development Life-cycle definition (ALC_LCD) provides requirements for the developer’s deqcription

of the life-cycle model used in the development, production, delivery and maintenance lifefcycle of

Fho TAOD
thC—T1T UL,

— CM capabilities (ALC_CMC) provides requirements for the management of the configuration items;

— CM scope (ALC_CMS) requires a minimum set of configuration items to be managed in the defined
way;

— Developer environment security (ALC_DVS) is concerned with the developer's physical, logical,
procedural, personnel, and other security controls;

— Tools and techniques (ALC_TAT) provides requirements for the development tools and
implementation standards used by the developer;

— Flaw remediation (ALC_FLR) provides requirements for the handling of security flaws;
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— Delivery (ALC_DEL) provides requirements for the procedures used for the delivery of the TOE to
the downstream user. Delivery processes occurring during the development of the TOE are denoted
rather as transfers, and are handled in the context of integration and acceptance procedures in
other families of this class;

— ALC_TDA is concerned with the generation of certain artefacts during the development process;

— ALC_COMP is concerned with the integration of composition parts and a consistency check of
delivery procedures.

Througlfout this class, development and related terms (developer, develop) are meant in the mo
general |[sense to comprise development and production, whereas production specifically means) t
process jof transforming the implementation representation into the final TOE.

Figure 10 shows the families within this class, and the hierarchy of components within thefamiilies.

ALC_CMC: CM capabilities H 1 H 2 H 3 H 4 H 5 |

ALC_CMS: CM scope — 1 273145

ALC_DEL: Delivery

| ALC_DVS: Development security 1 H 2 |
| ALC_FLR: Flaw remediation 1 H 2 H 3 |
ALC_LCD: Life-cycle definition 2

| ALC_TDA: Development Artifacts

Iil
Ll

| ALC_TAT: Tools and techniques

L L L L L

ALC_(JOMP: Integration of composition parts and consistency check of delivery procedures

Figure 10 — ALC: Life-cycle support class decomposition

12.2 CM capabilities (ALC_CMC)

12.2.1 Pbjectives

Configufation management (CM) techniques, properly defined as part of the development life-cycle
model, cpontributeto the assurance argument that the TOE meets the SFRs. A CM system that is managed
and opefatedseorrectly will help ensure the integrity of the portions of the TOE that are controlled, bF

providing.d method of tracking any changes to the TOE, and to help ensure that all changes to the TO
are authlorized

The objective of this family is to require the TOE developer's CM system to have certain capabilities.
These capabilities are intented to reduce the likelihood that accidental or unauthorised modifications
of the configuration items will occur. The CM system should support maintaining the integrity of the
TOE throughout the part of the TOE’s life-cycle that is under the control of the developer.

The objective of introducing automated CM tools is to increase the effectiveness of the CM system. While
both automated and manual CM systems can be bypassed, ignored, or proven insufficient to prevent
unauthorised modification, automated systems are less susceptible to human error or negligence.

The objectives of this family include the following:

a) ensuring that the TOE is identifiable and complete before it is sent to the downstream user;
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b) ensuring that no configuration items are missed during evaluation;

c) preventing unauthorised modification, addition, or deletion of TOE configuration items.

12.2.2 Component levelling

The components in this family are levelled on the basis of the CM system capabilities, the scope of the
CM documentation and the evidence provided by the developer.

] 3 - 'S
YT} CIVUII IIULC O

h the case where the TOE is a subset of a product, the requirements of this family apply onlyto|the TOE
onfiguration items, not to the product as a whole.

o —

f a CM application within the scope of the TOEs design, development, production and mainftenance,
is required to document all of them. For evaluation purposes, the set of GM-applications should be
egarded as parts of an overall CM system, applicable to the TOE, which is addressed in the criteria.

or developer organizations that specify more than one CM application or includeddifferent i]gstances

=S = O

—

he overall CM system should address any aspects of integration between component CM appljcations.

everal elements of this family refer to configuration items. Thesée\elements identify CM requirements
b be imposed on all items identified in the configuration list, but leave the contents of the ligt to the
iscretion of the developer. CM scope (ALC_CMS) can be used to narrow this discretion by idgntifying
pecific items that must be included in the configurationdist/and hence within the scope of the overall
M system.

O Wn Q. o N

LC_CMC.2.3C introduces a requirement that the GM system uniquely identify all configuratiqn items.
his also requires that modifications to configuration items result in a new, unique identifier being
ssigned to the configuration item.

QD N

LC_CMC.3.8C introduces the requirement*that the evidence shall demonstrate that the CM system
perates in accordance with the CM plan. Examples of such evidence can be documentation| such as
creen snapshots or audit trail output from the CM system, or a detailed demonstration of the CM
ystem by the developer. The evaluator is responsible for determining that this evidence is sufficient to
how that the CM system operatesin accordance with the CM plan.

. _n n O N

LC_CMC.4.5C introduces @ requirement that the CM system provide an automated means to|support
he production of the TOE) This requires that the CM system provide an automated means to fassist in
etermining that the €orrect configuration items are used in generating the TOE.

Q. o

LC_CMC.5.10Ciftroduces a requirement that the CM system provide an automated means to gscertain
he changes between the TOE and its preceding version. If no previous version of the TOE eXists, the
eveloper still'needs to provide an automated means to ascertain the changes between the TQE and a
iture vefsion of the TOE.

Q.

12.2.4° ALC_CMC.1 Labelling of the TOE

Dependencies: ALC_CMS.1 TOE CM coverage
Objectives

A unique reference is required to ensure that there is no ambiguity in terms of which instance of the
TOE is being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware
of which instance of the TOE they are using.

Developer action elements
ALC_CMC.1.1D

The developer shall provide the TOE and a unique reference for the TOE.
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Content and presentation elements

ALC_CMC.1.1C

The TOE shall be labelled with its unique reference.

Evaluator action elements

ALC_CMC.1.1E

The eva

luator shall rnnfirm that the information prnvidpd meets all rpqnirpmpnfc for content

and pre

12.2.5
Depends
Objectiy

A uniqu
TOEisb

sentation of evidence.

ALC_CMC.2 Use of the CM system
bncies: ALC_CMS.1 TOE CM coverage
Fes

e reference is required to ensure that there is no ambiguity in terms gfwhich instance of thie
ping evaluated. Labelling the TOE with its reference ensures that users'of the TOE can be awarje

of whicH instance of the TOE they are using.

Unique {dentification of the configuration items leads to a clearer understanding of the composition af
the TOE] which in turn helps to determine those items which are subject to the evaluation requirementfs
for the TOE.

The usejof a CM system increases assurance that the configuration items are maintained in a controllefd
manner.

Developer action elements

ALC_CMC.2.1D

The devgloper shall provide the TOE and a unique reference for the TOE.

ALC_CMC.2.2D

The deyeloper shall provide the EM'documentation.

ALC_CMC.2.3D

The devieloper shall use a-CM system.

Content and presentation elements

ALC_CMC.2.1C

The TOH shaltbe labelled with its unique reference.

ALC_CMC:2.2C

The CM documentation shall describe the method used to uniquely identify the configuration
items.

ALC_CMC.2.3C

The CM system shall uniquely identify all configuration items.

Evaluator action elements

ALC_CMC.2.1E
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The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

12.2.6 ALC_CMC.3 Authorization controls

Dependencies: ALC_CMS.1 TOE CM coverage

ALC_DVS.1 Identification of security measures

AL O 1 o a4 N 1 h 1l-c 1
ALGU_LUU. 1 UTVCIUPCT UCHITICU ITIC=LyLIT PDIOLTS5CS

life-cycle model encompasses the procedures, tools and techniques used to develop @nd maintain
he TOE. Aspects of the process that may be covered by such a model include design methods, review
rocedures, project management controls, change control procedures, test methods-and ac¢eptance
rocedures. An effective life-cycle model will address these aspects of the developmieht and mainjtenance
rocess within an overall management structure that assigns responsibilities and‘monitors progress.

here are different types of acceptance situations that are dealt with at,different locationls in the
riteria:

o = s s o s o B dilile

- acceptance of parts delivered by subcontractors (“integration”)’should be treated in this family,

- Development Life-cycle definition (ALC_LCD),

- acceptance subsequent to internal transportations in.Developer environment security (ALC_DVS),

- acceptance of parts into the CM system in CM capabilities (ALC_CMC), and

- acceptance of the delivered TOE by the consumeér in Delivery (ALC_DEL).
he first three types may overlap.

Ithough life-cycle definition deals with the maintenance of the TOE and hence with aspects bpcoming
elevant after the completion of the eyvaltration, its evaluation adds assurance through an analysis of the
fe-cycle information for the TOE pravided at the time of the evaluation.

= e

life-cycle model provides for the necessary control over the development and maintenange of the
OE, if the model enables sufficient minimisation of the danger that the TOE will not meet its [security
equirement.

e I e >

o>y

measurable life-cy¢le) model is a model using some quantitative valuation (arithmetic parfameters
nd/or metrics) of\the managed product in order to measure development properties of the product.
ypical metrics-are source code complexity metrics, defect density (errors per size of code) pr mean
time to failuré2For the security evaluation all those metrics are of relevance, which are used to [ncrease
uality by.decreasing the probability of faults and thereby in turn increasing assurance in the [security
f the TOE:

neshould take into account that there exist standardised life-cycle models on the one hgnd (like
the-waterfall model) and standardised metrics on the other hand (like error density), which may be
combined. The ISO/IEC 15408 series does not require the life-cycle to follow exactly one standard
defining both aspects.

ALC_LCD.1 Developer defined life-cycle processes
Objectives

A unique reference is required to ensure that there is no ambiguity in terms of which instance of the
TOE is being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware
of which instance of the TOE they are using.
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Unique i

the TOE,

dentification of the configuration items leads to a clearer understanding of the composition of
which in turn helps to determine those items which are subject to the evaluation requirements

for the TOE.

The use
manner.

of a CM system increases assurance that the configuration items are maintained in a controlled

Providing controls to ensure that unauthorised modifications are not made to the TOE (“CM access
control”) and ensuring proper functionality and use of the CM system, helps to maintain the integrity

of the TOE.

Developjer action elements

ALC_CMC.3.1D

The devgloper shall provide the TOE and a unique reference for the TOE.

ALC_CMC.3.2D

The devgloper shall provide the CM documentation.

ALC_CMC.3.3D

The devgloper shall use a CM system.

Content and presentation elements

ALC_CMC.3.1C

The TOH shall be labelled with its unique reference.

ALC_CMC.3.2C

The CM documentation shall describe the methodused to uniquely identify the configuration items.
ALC_CMC.3.3C

The CM pystem shall uniquely identify all. donfiguration items.

ALC_CMC.3.4C

The CM system shall provide/controls such that only authorized changes are made to the
configufation items.

ALC_CMC.3.5C

The CM|documentation shall include a CM plan.

ALC_CMC.3.6C

The CM|plan shall describe how the CM system is used for the development of the TOE.
ALC_CMC.3.7C

The evidence shall demonstrate that all configuration items are being maintained under the CM
system.

ALC_CMC.3.8C

The evidence shall demonstrate that the CM system is being operated in accordance with the CM

plan.

Evaluator action elements

ALC_CMC.3.1E
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The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

12.2.7 ALC_CMC.4 Production support, acceptance procedures and automation

Dependencies: ALC_CMS.1 TOE CM coverage

ALC_DVS.1 Identification of security measures

AL O 1 o a4 N 1 h 1l-c 1
ALGU_LUU. 1 UTVCIUPCT UCHITICU ITIC=LyLIT PDIOLTS5CS

life-cycle model encompasses the procedures, tools and techniques used to develop @nd maintain
he TOE. Aspects of the process that may be covered by such a model include design methods, review
rocedures, project management controls, change control procedures, test methods-and ac¢eptance
rocedures. An effective life-cycle model will address these aspects of the developmieht and mainjtenance
rocess within an overall management structure that assigns responsibilities and‘monitors progress.

here are different types of acceptance situations that are dealt with at,different locationls in the
riteria:

o = s s o s o B dilile

- acceptance of parts delivered by subcontractors (“integration”)’should be treated in this family,

- Development Life-cycle definition (ALC_LCD),

- acceptance subsequent to internal transportations in.Developer environment security (ALC_DVS),

- acceptance of parts into the CM system in CM capabilities (ALC_CMC), and

- acceptance of the delivered TOE by the consumeér in Delivery (ALC_DEL).
he first three types may overlap.

Ithough life-cycle definition deals with the maintenance of the TOE and hence with aspects bpcoming
elevant after the completion of the eyvaltration, its evaluation adds assurance through an analysis of the
fe-cycle information for the TOE pravided at the time of the evaluation.

= e

life-cycle model provides for the necessary control over the development and maintenange of the
OE, if the model enables sufficient minimisation of the danger that the TOE will not meet its [security
equirement.

e I e >

o>y

measurable life-cy¢le) model is a model using some quantitative valuation (arithmetic parfameters
nd/or metrics) of\the managed product in order to measure development properties of the product.
ypical metrics-are source code complexity metrics, defect density (errors per size of code) pr mean
time to failuré2For the security evaluation all those metrics are of relevance, which are used to [ncrease
uality by.decreasing the probability of faults and thereby in turn increasing assurance in the [security
f the TOE:

neshould take into account that there exist standardised life-cycle models on the one hgnd (like
the-waterfall model) and standardised metrics on the other hand (like error density), which may be
combined. The ISO/IEC 15408 series does not require the life-cycle to follow exactly one standard
defining both aspects.

ALC_LCD.1 Developer defined life-cycle processes
Objectives

A unique reference is required to ensure that there is no ambiguity in terms of which instance of the
TOE is being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware
of which instance of the TOE they are using.
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Unique identification of the configuration items leads to a clearer understanding of the composition of
the TOE, which in turn helps to determine those items which are subject to the evaluation requirements
for the TOE.

The use of a CM system increases assurance that the configuration items are maintained in a controlled
manner.

Providing access controls to help ensure that unauthorised modifications are not made to the TOE (“CM
access control”) and ensuring proper functionality and use of the CM system, helps to maintain the
integrity of the TOE.

The purpose of the acceptance procedures is to ensure that the parts of the TOE are of adequate qualit]
and to ¢onfirm that any creation or modification of configuration items is authorized. Acceptan
procedufres are an essential element in integration processes and in the life-cycle management of t
TOE.

In a CM|system where the quantity and organization of configuration items is complex, it is difficult
to contrpl changes without the support of automated tools. In particular, these automated tools neefd
to be able to support the numerous changes that occur during development_and ensure that those
changes|are authorized. It is an objective of this component to ensure that the eohfiguration items are
controlled through automated means. In the case where the overall CM systeni includes more than one
CM appljication then automated tools can also support integration between-the CM applications and of
the TOE

=

Productjon support procedures help to ensure that the generatign of the TOE from a managed set
configugation items is correctly performed in an authorized.manner, particularly in the case whe
differenf developers are involved and integration processes have to be carried out.

—

Developjer action elements

ALC_CMC.4.1D

The developer shall provide the TOE and a unique reference for the TOE.
ALC_CMC.4.2D

The devgloper shall provide the CM documentation.

ALC_CMC.4.3D

The devgloper shall use a CM¢system.

Content and presentation-elements

ALC_CMC.4.1C

The TOH shall belabelled with its unique reference.

ALC_CMC.4:2C

The CM documentation shall describe the method or methods used to uniquely identily the configuration
items.

ALC_CMC.4.3C
The CM system shall uniquely identify all configuration items.
ALC_CMC.4.4C

The CM system shall provide automated controls such that only authorized changes are made to the
configuration items.

ALC_CMC.4.5C
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The CM system shall support the production of the TOE by automated means.
ALC_CMC.4.6C

The CM documentation shall include a CM plan.

ALC_CMC.4.7C

The CM plan shall describe how the CM system is used for the development of the TOE.

ALC CMC4.8C

The CM plan shall describe the procedures used to accept modified or newly”|created
donfiguration items as part of the TOE.

ALC_CMC.4.9C
The evidence shall demonstrate that all configuration items are being maintained under the CM system.
ALC_CMC.4.10C
The evidence shall demonstrate that the CM system is being operatedin\accordance with the CM plan.
Hvaluator action elements
ALC_CMC.4.1E

The evaluator shall confirm that the information provided meets all requirements for confent and
fdresentation of evidence.

12.2.8 ALC_CMC.5 Advanced support

[Jependencies: ALC_CMS.1 TOE CM coverage
ALC_DVS.2 Sufficiency of security measures
ALC_LCD.1 Developer defined life-cycle processes

life-cycle model encompasses the procedures, tools and techniques used to develop and 1paintain
he TOE. Aspects of the process that may be covered by such a model include design methodg, review
rocedures, project management controls, change control procedures, test methods and acg¢eptance
rocedures. An effective life-cycle model will address these aspects of the development and mairntenance
rocess within an-overall management structure that assigns responsibilities and monitors progress.

here are differént types of acceptance situations that are dealt with at different locationls in the
riteria:

o = s Tl o s o B diie >

- aceeptance of parts delivered by subcontractors (“integration”) should be treated in this fgmily,

1+ Development Life-cycle definition (ALC_LCD),

— acceptance subsequent to internal transportations in Developer environment security (ALC_DVS),
— acceptance of parts into the CM system in CM capabilities (ALC_CMC), and

— acceptance of the delivered TOE by the consumer in Delivery (ALC_DEL).

The first three types may overlap.

Although life-cycle definition deals with the maintenance of the TOE and hence with aspects becoming
relevant after the completion of the evaluation, its evaluation adds assurance through an analysis of the
life-cycle information for the TOE provided at the time of the evaluation.
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A life-cycle model provides for the necessary control over the development and maintenance of the
TOE, if the model enables sufficient minimisation of the danger that the TOE will not meet its security
requirement.

A measurable life-cycle model is a model using some quantitative valuation (arithmetic parameters
and/or metrics) of the managed product in order to measure development properties of the product.
Typical metrics are source code complexity metrics, defect density (errors per size of code) or mean
time to failure. For the security evaluation all those metrics are of relevance, which are used to increase
quality by decreasing the probability of faults and thereby in turn increasing assurance in the security
of the TQE

One should take into account that there exist standardised life-cycle models on the one hand’(lik
the wategrfall model) and standardised metrics on the other hand (like error density), which'may b
combingd. The ISO/IEC 15408 series does not require the life-cycle to follow exactly oné’standar
defining both aspects.

D

[* "¢

ALC_LCD.1 Developer defined life-cycle processes
Objectiyes

A uniqug reference is required to ensure that there is no ambiguity in ternis)of which instance of thie
TOE is being evaluated. Labelling the TOE with its reference ensures that uséers of the TOE can be awarje
of whicH instance of the TOE they are using.

=

Unique {dentification of the configuration items leads to a clearerdinderstanding of the composition
the TOE] which in turn helps to determine those items which aresubject to the evaluation requirement
for the TOE.

[%2)

The usejof a CM system increases assurance that the configtration items are maintained in a controlled
manner.

v

Providing controls to ensure that unauthorised npigdifications are not made to the TOE (“CM acces
control”)) and ensuring proper functionality and-use of the CM system, helps to maintain the integritly
of the TQE.

The purpose of the acceptance procedures'is to ensure that the parts of the TOE meet defined criteri
in regaind to the integrity of the TQE: Criteria for acceptance procedures may include code reviey
checking for vulnerabilities, autherticity checking, and functional testing to confirm that any creatio
or modification of configuration-items is authorized. Acceptance procedures are an essential element i
integratjon processes and in the life-cycle management of the TOE.

-~ O

l==]

In development environments where the configuration items are complex, it is difficult to contrgl
changes|without the support of automated tools. In particular, these automated tools need to be able
to supp¢rt the numéretis changes that occur during development and ensure that those changes are
authorized. It is an\Objective of this component to ensure that the configuration items are controlled
through|automated means. If the TOE is developed by multiple developers, i.e. integration has to take
place, thle use\of'automatic tools is adequate.

ProductionZsupport procedures help to ensure that the generation of the TOE from a managed set of
configuration items is correctly performed in an authorized manner, particularly in the case when
different developers are involved and integration processes have to be carried out.

Requiring that the CM system be able to identify the version of the implementation representation
from which the TOE is generated helps to ensure that the integrity of this material is preserved by the
appropriate technical, physical and procedural safeguards.

Providing an automated means of ascertaining changes between versions of the TOE and identifying
which configuration items are affected by modifications to other configuration items assists in
determining the impact of the changes between successive versions of the TOE. This in turn can provide
valuable information in determining whether changes to the TOE result in all configuration items being
consistent with one another.
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Developer action elements

ALC_CMC.5.1D

The developer shall provide the TOE and a unique reference for the TOE.
ALC_CMC.5.2D

The developer shall provide the CM documentation.

ALC_ CMC.53D

he developer shall use a CM system.

ontent and presentation elements
LC_CMC.5.1C

he TOE shall be labelled with its unique reference.
LC_CMC.5.2C

he CM documentation shall describe the method used to uniquelyddentify the configuration ifems.
LC_CMC.5.3C

he CM documentation shall justify that the acceptancé procedures provide for an adeqyate and
ppropriate review of changes to all configuration items.

LC_CMC.5.4C
he CM system shall uniquely identify all configuration items.
LC_CMC.5.5C

he CM system shall provide automated controls such that only authorized changes are made to the
nfiguration items.

LC_CMC.5.6C
he CM system shall suppért the production of the TOE by automated means.
LC_CMC.5.7C

he CM system shall ensure that the person responsible for accepting a configuration item into
M is not the person who developed it.

LC_CMC:5.8C

he CM-system shall identify the configuration items that comprise the TSF.

L€/ CMC.5.9C

The CM system shall support the audit of all changes to the TOE by automated means, including
the originator, date, and time in the audit trail.

ALC_CMC.5.10C

The CM system shall provide an automated means to identify all other configuration items that
are affected by the change of a given configuration item.

ALC_CMC.5.11C

The CM system shall be able to identify the version of the implementation representation from
which the TOE is generated.
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ALC_CMC.5.12C

The CM documentation shall include a CM plan.

ALC_CMC.5.13C

The CM plan shall describe how the CM system is used for the development of the TOE.
ALC_CMC.5.14C

The CM p]nn shall describe the prnr‘pdnrpc used to accept modified or nm/\rly created r‘nnfignrqfin

items as|part of the TOE.

ALC_CMC.5.15C
The evidence shall demonstrate that all configuration items are being maintained under thé-CM systenj.
ALC_CMC.5.16C

The evidence shall demonstrate that the CM system is being operated in accordance/with the CM plan|
Evaluatpr action elements

ALC_CMC.5.1E

luator shall confirm that the information provided meetsidll requirements for content and

oW

The objgctive of this family is to identify items to be included as configuration items and hence place
under the CM requirements of GM-capabilities (ALC_CMC). Applying configuration management t
these additional items provides@dditional assurance that the integrity of TOE is maintained.

=}

12.3.2 Component levelling

[}

The conpponents in this/family are levelled on the basis of which of the following are required to b
included as configusation items: the TOE and the evaluation evidence required by the SARs; the part
of the T|OE; thefimplementation representation; security flaws; and development tools and related
information.

[72)

12.3.3

pplication notes

While CM scope (ALC_CMS) mandates a list of configuration items and that each item on this list be
under CM, CM capabilities (ALC_CMC) leaves the contents of the configuration list to the discretion of
the developer. CM scope (ALC_CMS) narrows this discretion by identifying items that must be included
in the configuration list, and hence come under the CM requirements of CM capabilities (ALC_CMC).

12.3.4 ALC_CMS.1 TOE CM coverage
Dependencies: No dependencies.

Objectives
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A CM system can control changes only to those items that have been placed under CM (i.e. the
configuration items identified in the configuration list). Placing the TOE itself and the evaluation
evidence required by the other SARs in the ST under CM provides assurance that they have been
modified in a controlled manner with proper authorisations.

Application notes

ALC_CMS.1.1C introduces the requirement that the TOE itself and the evaluation evidence required
by the other SARs in the ST be included in the configuration list and hence be subject to the CM
requirements of CM capabilities (ALC_CMC).

eveloper action elements

LC_CMS.1.1D

he developer shall provide a configuration list for the TOE.
ontent and presentation elements

LC_CMS.1.1C

he configuration list shall include the following: the TOE itself; and the evaluation evidence

he configuration list shall uniquely identify the configuration items.
valuator action elements
LC_CMS.1.1E

he evaluator shall confirm that the information provided meets all requirements for |content
nd presentation of evidence.

2.3.5 ALC_CMS.2 Parts of the TOE.CM coverage
ependencies: No dependencies.
bjectives

CM system can confrol changes only to those items that have been placed under CM |(i.e. the
nfiguration items identified in the configuration list). Placing the TOE itself, the parts that domprise
the TOE, and the evaluation evidence required by the other SARs under CM provides assurance that
they have been.modified in a controlled manner with proper authorisations.

pplication notes

LCACMS.2.1C introduces the requirement that the parts that comprise the TOE (all parts that
re~delivered to the consumer, for example hardware parts or executable files) be included in the
configuration list and hence be subject to the CM requirements of CM capabilities (ALC_CMC).

ALC_CMS.2.3C introduces the requirement that the configuration list indicate the developer of each TSF
relevant configuration item.

Developer action elements
ALC_CMS.2.1D
The developer shall provide a configuration list for the TOE.

Content and presentation elements
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ALC_CMS.2.1C

The configuration list shall include the following: the TOE itself; the evaluation evidence required by
the SARs; and the parts that comprise the TOE.

ALC_CMS.2.2C
The configuration list shall uniquely identify the configuration items.

ALC_CMS.2.3C

For each TSF relevant configuration item, the configuration list shall indicate the developer)qf
the iten.

Evaluator action elements
ALC_CMS.2.1E

The evaluator shall confirm that the information provided meets all requirements: for content and
presentation of evidence.

12.3.6 ALC_CMS.3 Implementation representation CM coverage
Depend¢ncies: No dependencies.
Objectiyes

A CM system can control changes only to those items that have been placed under CM (i.e. the
configufation items identified in the configuration list). Placing the TOE itself, the parts that comprise
the TOE, the TOE implementation representation and tlie evaluation evidence required by the othdr
SARs urlder CM provides assurance that they have beén modified in a controlled manner with proper
authoridations.

Applicafion notes

ALC_CMSS.3.1C introduces the requirement:that the TOE implementation representation be included ip
the list of configuration items and hence be subject to the CM requirements of CM capabilities (AL(_
CMQ).

Developer action elements

ALC_CMS.3.1D

The developer shall previde a configuration list for the TOE.
Conten{ and presentation elements

ALC_CMS.3.1C

The configuration list shall include the following: the TOE itself; the evaluation evidence required b
the SARWW&MMWWW?S@H&W.—P]

ALC_CMS.3.2C

The configuration list shall uniquely identify the configuration items.

ALC_CMS.3.3C

For each TSF relevant configuration item, the configuration list shall indicate the developer of the item.
Evaluator action elements

ALC_CMS.3.1E
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The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

12.3.7 ALC_CMS.4 Problem tracking CM coverage
Dependencies: No dependencies.
Objectives

A CM system can control changes only to those items that have been placed under CM (i.e. the
nfiguration items identified in the configuration list). Placing the TOE itself, the parts that,domprise
the TOE, the TOE implementation representation and the evaluation evidence required-by the other
Rs under CM provides assurance that they have been modified in a controlled mannér-with proper
thorisations.

lacing security flaw reports under CM ensures that the integrity of the reports is maintained and
that access to them is managed, further, it may support developers in tracking security flawg to their
solution.

pplication notes

LC_CMS.4.1C introduces the requirement that reports of identified’security flaws be included in the
nfiguration list and hence be subject to the CM requirements.of CM capabilities (ALC_CMC). This
quires that information regarding previously identified security flaw reports and their resolution be
aintained.

eveloper action elements

LC_CMS.4.1D

he developer shall provide a configuration ljistfor the TOE.
ontent and presentation elements

LC_CMS.4.1C

he configuration list shall include the following: the TOE itself; the evaluation evidence reqpired by
the SARs; the parts that comprise the TOE; the implementation representation; and securfty flaw
ports and resolution status.

LC_CMS.4.2C
he configuratiorlist shall uniquely identify the configuration items.
LC_CMS.4,3€
or each“T'SF relevant configuration item, the configuration list shall indicate the developer of the item.

valuator action elements

ALC_CMS.4.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

12.3.8 ALC_CMS.5 Development tools CM coverage
Dependencies: No dependencies.
Objectives

A CM system can control changes only to those items that have been placed under CM (i.e. the
configuration items identified in the configuration list). Placing the TOE itself, the parts that comprise
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the TOE, the TOE implementation representation and the evaluation evidence required by the other
SARs under CM provides assurance that they have been modified in a controlled manner with proper
authorisations.

Placing security flaw reports under CM ensures that the integrity of the reports is maintained and
that access to them is managed, further, it may support developers in tracking security flaws to their
resolution.

Development tools play an important role in ensuring the production of a quality version of the TOE.
Therefore, it is important to control modifications to these tools.

Application notes

ALC_CMS.5.1C introduces the requirement that development tools and other related information b
included in the list of configuration items and hence be subject to the CM requirements of Clcapabilitig
(ALC_CNIC). Examples of development tools are programming languages and compilers.yInformatio
pertaining to TOE generation items (such as compiler options, generation options, and/btild options) i
an example of information relating to development tools.

=L

Developer action elements

ALC_CMS.5.1D

The devgloper shall provide a configuration list for the TOE.
Content and presentation elements

ALC_CMS.5.1C

The configuration list shall include the following: the TQE-itself; the evaluation evidence required by
the SARE; the parts that comprise the TOE; the implementation representation; security flaw report
and resqlution status; and development tools and felated information.

[72)

ALC_CMS.5.2C

The configuration list shall uniquely identifyzthe configuration items.
ALC_CMS.5.3C

For eacH TSF relevant configuratien'item, the configuration list shall indicate the developer of the iten.
Evaluatpr action elements
ALC_CMS.5.1E

The evaluator shall ¢onfirm that the information provided meets all requirements for content and
presentation of eVidence.

12.4 Delivery (ALC_DEL)

12.4.1 Objectives

The concern of this family is the secure transfer of the finished TOE from the development environment
into the responsibility of the user.

The requirements for delivery call for system control and distribution facilities and procedures that
detail the controls necessary to provide assurance that the security of the TOE is maintained during
distribution of the TOE to the user. For a valid distribution of the TOE, the procedures used for the
distribution of the TOE address the implied or identified objectives identified in the PP/ST relating to
the security of the TOE during delivery.
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12.4.2 Component levelling

This family contains only one component. An increasing level of protection for the TOE is established
by requiring that the delivery procedures are commensurate with the assumed attack potential in the
family Vulnerability analysis (AVA_VAN) specified in the ST.

12.4.3 Application notes

Transfers from subcontractors to the developer or between different development sites are not

nsidered harn, butinthe Fami]y nnvn]npnr environment car‘nrify (Al C T“IQ)

The end of the delivery phase is marked by the acceptance of the transfer of the TQOE finto the
esponsibility of the downstream user.

—

NOTE This does not necessarily coincide with the arrival of the TOE at the downstreafiiser's location.

—

he delivery procedures should consider, if applicable, issues such as:

d) ensuring that the TOE received by the consumer corresponds precisely to the evaluated version of
the TOE;

h) avoiding or detecting any tampering with the actual version ofthe TOE;
d preventing submission of a counterfeit version of the TOE;

d) avoiding unwanted knowledge of distribution of the TQEto the consumer: there can be cas¢s where
potential attackers should not know when and howit is delivered;

g) avoiding or detecting the TOE being interceptedduring delivery; and
f) avoiding the TOE being delayed or stopped.during distribution.

The delivery procedures should include theirecipient's actions implied by these issues. The cqnsistent
description of these implied actions iss¢xamined in the Preparative procedures (AGD_PRE) family, if
dresent.

12.4.4 ALC_DEL.1 Delivery procedures
Dependencies: No dependéngies.

Developer action elenments

ALC_DEL.1.1D

|

he developer-shall document and provide procedures for delivery of the TOE or partg of it to
he consumer.

=+

ALC_DEL.1.2D

he‘developer shall use the delivery procedures.

Content and presentation elements
ALC_DEL.1.1C

The delivery documentation shall describe all procedures that are necessary to maintain
security when distributing versions of the TOE to the consumer.

Evaluator action elements

ALC_DEL.1.1E
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The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

12.5 Developer environment security (ALC_DVS)

12.5.1 Objectives

Development security is concerned with the determination and specification of security controls
relating to the developer provided environment.

NOTE Such controls include coverage of security relevant aspects of asset management, human resoqurce
security,| physical and environmental security, communications and operations management, access-contro
informatjon systems acquisition, development and maintenance, information security incident management, an|
business|continuity management.

o wn

12.5.2 Component levelling

The con]ponents in this family are levelled on the basis of whether justification of\the sufficiency of thie
security| controls is required.

12.5.3 Application notes

This faiily deals with controls to remove or reduce threads ahd security risks existing at the
developér's site.

The evajuator should visit the site(s) in order to assess evidence for development security. This maly
include pites of subcontractors involved in the TOE development and production. Any decision not tp
visit shalll be agreed with the evaluation authority.

relevant after the completion of the evaluation, the Developer environment security (ALC_DV
requirempnents specify only that the development-security controls be in place at the time of evaluation.
Furthermore, Developer environment security (ALC_DVS) does not contain any requirements related
to the sponsor's intention to apply the development security controls in the future, after completion of
the evalpation.

Although development security deals with the maintenance of the TOE and hence with aspects becomilf
)

v

It is recpgnized that confidentiality*may not always be an issue for the protection of the TOE in if]
development environment. The use of the word “necessary” allows for the selection of appropria]
safeguards.

D

12.5.4 ALC_DVS.1 Identification of security controls
Dependéncies: No_dependencies.

Developjer action elements

ALC_DVS(:;:1D

The developer shall produce and provide development security documentation.
Content and presentation elements
ALC_DVS.1.1C

The development security documentation shall describe all the physical, logical, procedural,
personnel, and other security controls that are necessary to protect the confidentiality and
integrity of the TOE design and implementation in its development environment.

Evaluator action elements

ALC_DVS.1.1E
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The evaluator shall confirm that the information provided meets all requirements for
and presentation of evidence.

ALC_DVS.1.2E

The evaluator shall confirm that the security controls are being applied.

12.5.5 ALC_DVS.2 Sufficiency of security controls

Dependencies: No dependencies.

content

eveloper action elements

LC_DVS.2.1D

he developer shall produce and provide development security documentation.
ontent and presentation elements

LC_DVS.2.1C

he development security documentation shall describe all the physical, procedural, person
ther security controls that are necessary to protect the confidentiality and integrity of the TO
nd implementation in its development environment.

LC_DVS.2.2C

he development security documentation shall justify that the security controls proy
ecessary level of protection to maintain the confidentiality and integrity of the TOE.

valuator action elements
LC_DVS.2.1E

he evaluator shall confirm that the information provided meets all requirements for cont
resentation of evidence.

LC_DVS.2.2E

he evaluator shall confirn that the security controls are being applied.
2.6 Flaw remediation (ALC_FLR)

2.6.1 Objectives

law remediation requires that discovered security flaws be tracked and corrected by the dd
Ithough-future compliance with flaw remediation procedures cannot be determined at the tin
OE<evaluation, it is possible to evaluate the policies and procedures that a developer has in

nel, and
E design

ride the

ent and

veloper.
ne of the
place to

traek and correct flaws, and to distribute the flaw information and corrections.

12.6.2 Component levelling

The components in this family are levelled on the basis of the increasing extent in scope of the flaw

remediation procedures and the rigour of the flaw remediation policies.

12.6.3 Application notes

This family provides assurance that the TOE will be maintained and supported in the future, requiring

the TOE developer to track and correct flaws in the TOE. Additionally, requirements are include

d for the

distribution of flaw corrections. However, this family does not impose evaluation requirements beyond

the current evaluation.
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The TOE user is considered to be the focal point in the user organization that is responsible for
receiving and implementing fixes to security flaws. This is not necessarily an individual user, but may
be an organisational representative who is responsible for the handling of security flaws. The use of
the term TOE user recognizes that different organisations have different procedures for handling flaw
reporting, which may be done either by an individual user, or by a central administrative body.

The flaw remediation procedures should describe the methods for dealing with all types of flaws
encountered. These flaws may be reported by the developer, by users of the TOE, or by other parties
with familiarity with the TOE. Some flaws may not be reparable immediately. There may be some
occasions_where a flaw cannot he fixed and other (e g procedural) controls must be taken Th
documeptation provided should cover the procedures for providing the operational sites with fixes @n
providirg information on flaws where fixes are delayed (and what to do in the interim) or when-fixe
are not possible.

[ ="

Changeqd applied to a TOE after its release render it unevaluated; although some information from the
original|evaluation may still apply. The phrase “release of the TOE” used in this family therefore refer|s
to a verdion of a product that is a release of a certified TOE, to which changes have beehapplied.

12.6.4 ALC_FLR.1 Basic flaw remediation
Dependéncies: No dependencies.
Developjer action elements
ALC_FLR.1.1D

The deyeloper shall document and provide flaw remediation procedures addressed to TOE
developlers.

Content and presentation elements

ALC_FLR.1.1C

[==1

The flay remediation procedures documentation shall describe the procedures used to track a
reported security flaws in each release.ef the TOE.

ALC_FLR.1.2C

The flayw remediation procedures shall require that a description of the nature and effect of each
security flaw be provided, as well as the status of finding a correction to that flaw.

ALC_FLR.1.3C

The flayw remediation. procedures shall require that corrective actions be identified for each qf

Evaluator action elements
ALC_FLR.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

12.6.5 ALC_FLR.2 Flaw reporting procedures

Dependencies: No dependencies.
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Objectives

In order for the developer to be able to act appropriately upon security flaw reports from TOE users,
and to know to whom to send corrective fixes, TOE users need to understand how to submit security
flaw reports to the developer. Flaw remediation guidance from the developer to the TOE user ensures
that TOE users are aware of this important information.

Developer action elements

ALC_FLR.2.1D

he developer shall document and provide flaw remediation procedures addressed to TOE deyglopers.

T
ALC_FLR.2.2D

|

he developer shall establish a procedure for accepting and acting upon all-reports of security
Jaws and requests for corrections to those flaws.

—

ALC_FLR.2.3D

The developer shall provide flaw remediation guidance addressed\to’TOE users.

o

ontent and presentation elements

ALC_FLR.2.1C

|

he flaw remediation procedures documentation shall_ describe the procedures used to track all
eported security flaws in each release of the TOE.

—

=

ILC_FLR.2.2C

]

he flaw remediation procedures shall require that a description of the nature and effect| of each
ecurity flaw be provided, as well as the statis of finding a correction to that flaw.

(%)

=

ILC_FLR.2.3C

—]

he flaw remediation procedures“shall require that corrective actions be identified for eadh of the
ecurity flaws.

(%)

=

ILC_FLR.2.4C

—]

he flaw remediation~procedures documentation shall describe the methods used to provjde flaw
hformation, corrections and guidance on corrective actions to TOE users.

—

=

LILC_FLR.2.5C

|

he flaw remediation procedures shall describe a means by which the developer receivies from
TOE users.reports and enquiries of suspected security flaws in the TOE.

ALC"FLR.2.6C

he procedures for processing reported security flaws shall ensure that any reported tlaws are
remediated and the remediation procedures issued to TOE users.

ALC_FLR.2.7C

The procedures for processing reported security flaws shall provide safeguards that any
corrections to these security flaws do not introduce any new flaws.

ALC_FLR.2.8C

The flaw remediation guidance shall describe a means by which TOE users report to the
developer any suspected security flaws in the TOE.
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Evaluator action elements
ALC_FLR.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

12.6.6 ALC_FLR.3 Systematic flaw remediation

Dependencies: No dependencies.

Objectiyes

In order| for the developer to be able to act appropriately upon security flaw reports from FOE users,
and to Know to whom to send corrective fixes, TOE users need to understand how to submit’securitly
flaw reports to the developer, and how to register themselves with the developer so that they maly
receive these corrective fixes. Flaw remediation guidance from the developer to the TOE user ensures
that TOK users are aware of this important information.

Developer action elements
ALC_FLR.3.1D
The developer shall document and provide flaw remediation procedurés’addressed to TOE developers]

ALC_FLR.3.2D

[72)

The devgloper shall establish a procedure for accepting and-acting upon all reports of security flaw
and requests for corrections to those flaws.

ALC_FLR.3.3D
The developer shall provide flaw remediation guidance addressed to TOE users.
Content and presentation elements

ALC_FLR.3.1C

—_—

The flayv remediation proceduressdocumentation shall describe the procedures used to track a
reported security flaws in each release of the TOE.

ALC_FLR.3.2C

The flay remediation procedures shall require that a description of the nature and effect of each
security] flaw be proyided, as well as the status of finding a correction to that flaw.

ALC_FLR.3.3C

The flay remédiation procedures shall require that corrective actions be identified for each of the
security] flaws.

ALC_FLR.3.4C

The flaw remediation procedures documentation shall describe the methods used to provide flaw
information, corrections and guidance on corrective actions to TOE users.

ALC_FLR.3.5C

The flaw remediation procedures shall describe a means by which the developer receives from TOE
users reports and enquiries of suspected security flaws in the TOE.

ALC_FLR.3.6C
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The flaw remediation procedures shall include a procedure requiring timely response and the
automatic distribution of security flaw reports and the associated corrections to registered
users who might be affected by the security flaw.

ALC_FLR.3.7C

The procedures for processing reported security flaws shall ensure that any reported flaws are
remediated and the remediation procedures issued to TOE users.

ALC_FLR.3.8C

]

he procedures for processing reported security flaws shall provide safeguards that any correftions to
hese security flaws do not introduce any new flaws.

—

=

LLC_FLR.3.9C

The flaw remediation guidance shall describe a means by which TOE users repottto the develpper any
uspected security flaws in the TOE.

(%)

=

LLC_FLR.3.10C

The flaw remediation guidance shall describe a means by which- TOE users may register with the
developer, to be eligible to receive security flaw reports and corrections.
A

|ILC_FLR.3.11C

The flaw remediation guidance shall identify the specific points of contact for all repgrts and
dnquiries about security issues involving the TOE.

Hvaluator action elements

ALC_FLR.3.1E

—

he evaluator shall confirm that the information provided meets all requirements for content and
fdresentation of evidence.

(=Y

2.7 Development Life-cycle\definition (ALC_LCD)

12.7.1 Objectives

Hoorly defined or uncéntrolled processes applied during the development, production and mairtenance
df the TOE can resultin a TOE that does not meet all of its security objectives. Therefore, it is inpportant
that well defined.anid controlled processes be established as early as possible in the TOE's life-¢ycle.

Defining and,implementing such processes does not guarantee that the TOE meets all of its SFRs. It is
fossible that the processes will be insufficient or inadequate.
A
t

dopting a life-cycle model, or models that meets the needs of the developer’s organization will jmprove
hélikelihood that the development, production and maintenance processes applied to TOE sugport the
OTTEeCT design and impiementation of a 1 OE that meets the specitied SFRS.

The determination of appropriate process controls in order to support process improvement is a long-
established best practice.

12.7.2 Component levelling

The components in this family are levelled on the basis of increasing requirements for measurability of
the life-cycle model, and for compliance with that model.
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12.7.3 Application notes

A life-cycle model encompasses the procedures, tools and techniques used to develop and maintain
the TOE. Aspects of the process that may be covered by such a model include design methods, review
procedures, project management controls, change control procedures, test methods and acceptance
procedures. An effective life-cycle model will address these aspects of the development and maintenance
process within an overall management structure that assigns responsibilities and monitors progress.

There are different types of acceptance situations that are dealt with at different locations in the
criteria:

— accg¢ptance of parts delivered by subcontractors (“integration”) should be treated in this famitly,
— Life}cycle definition (ALC_LCD),

— accg¢ptance subsequent to internal transportations in Development security (ALC_DVS),

— accg¢ptance of parts into the CM system in CM capabilities (ALC_CMC), and

— accgptance of the delivered TOE by the consumer in Delivery (ALC_DEL).

The firsf three types may overlap.

Although life-cycle definition deals with the maintenance of the TOE and-hence with aspects becomiEE
relevant after the completion of the evaluation, its evaluation adds assurance through an analysis of t
life-cycle information for the TOE provided at the time of the evaluation.

A life-cycle model provides for the necessary control over, the'development and maintenance of the
TOE, if the model enables sufficient minimization of the danger that the TOE will not meet its securitly
requireinent.

A measurable life-cycle model is a model using some quantitative valuation (arithmetic parameter
and/or metrics) of the managed product in orderto measure development properties of the produc
Typical metrics are source code complexity métrics, defect density (errors per size of code) or mea
time to failure. For the security evaluation allthose metrics are of relevance, which are used to increas
quality Iby decreasing the probability of faults and thereby in turn increasing assurance in the securit|
of the TQE.

< 0 = T ®n

One should take into account that\there exist standardised life-cycle models on the one hand (lik
the wat¢rfall model) and standandised metrics on the other hand (like error density), which may b,
combingd. The ISO/IEC 15408, series does not require the life-cycle to follow exactly one standar
defining both aspects.

D

[* "¢

12.7.4 ALC_LCD.1 Developer defined life-cycle processes
Depend¢ncies: No dependencies.

Developer-action elements

ALC_LCPB11D

The developer shall establish a life-cycle model to be used in the development and maintenance
of the TOE.

ALC_LCD.1.2D
The developer shall provide life-cycle definition documentation.
Content and presentation elements

ALC_LCD.1.1C
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The life-cycle definition documentation shall describe the processes used to develop and
maintain the TOE.

ALC_LCD.1.2C

The life-cycle model shall provide for the necessary control over the development and
maintenance of the TOE.

Evaluator action elements

1 1N 1 150
LG_LUU. 1. 1L

The evaluator shall confirm that the information provided meets all requirements-for [content
nd presentation of evidence.

<]

12.7.5 ALC_LCD.2 Measurable life-cycle model
[Jependencies: No dependencies.

Developer action elements

ALC_LCD.2.1D

—

he developer shall establish a life-cycle model to be used in theydevelopment and maintenange of the
OE that is based on a measurable life-cycle model.

—

ALC_LCD.2.2D

—

he developer shall provide life-cycle definition documentation.

=

|ILC_LCD.2.3D

—

he developer shall measure the TOE development using the measurable life-cycle model.

o~y

(LC_LCD.2.4D

|

he developer shall provide life-¢cycle output documentation.

o

ontent and presentation elements

=

|LC_LCD.2.1C

|

he life-cycle definitien documentation shall describe the model used to develop and maintain|the TOE
ncluding the details of its arithmetic parameters and/or metrics used to measure the qyality of
he TOE and/or; its development.

-

ALC_LCD.2,2C

—

he life-cycle model shall provide for the necessary control over the development and maintepance of
he-TOE.

—

ALC_LCD.2.3C

The life-cycle output documentation shall provide the results of the measurements of the TOE
development using the measurable life-cycle model.

Evaluator action elements
ALC_LCD.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

ALC_LCD.2.2E
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The evaluator shall confirm that the measurements of the TOE development processes and
security relevant properties of the TOE support improvements in the development processes
and/or the TOE itself.

12.8 TOE Development Artefacts (ALC_TDA)

12.8.1 Objectives

This family aims to add trust to the development process or a development. It focuses on the generation
of certain artefacts in the development process. These artefacts are used at a later pointin time to assegs
the degrlee to which the development process is trustable. This trust is realized through the validatioh
of the gdnerated artefacts for confirming them as sufficient evidence for trustable development:

This family introduces developer practices within the development process to generate the required
artefactp for realizing trustable development. If a requirement in this family does not explicitly specifly
the use|of automation to generate the required artefacts, the developer is free teyundertake the
corresppnding practice manually, or to use some integrated automation in the development process,
or to usg a hybrid method of both. It is expected that the degree of trust in thé development procegs
is propdrtional to the degree of automation adoption to implement the corresponding practice in the
developnent process.

jom

This farily also has a relationship with the ALC_TAT family. As ALG-TAT focuses on the tools an
techniques aspect for developing, analysing, and implementing thHe TOE, it provides the necessary
context fwvhen describing the practices of this family being introduged into the development process.

12.8.2 Component levelling

The conjponents in this family are levelled on the basis of increasing cross-checking for consistencly
with relgvant evidence from components of other families of other security assurance classes.

12.8.3 Application notes

—

The reqpirements in ALC_TDA.1 provide a.degree of trust in the developer’s ability to identify the sg
of implejmentation representation which actually has been used during the TOE generation time. Thi
degree qf trust helps to positively answer the question “is that really the source code for this softwarg
or “is that really the register-transfer level (RTL) design or description for this integrated circu

hardware”” or “is that really the'set'of implementation representation for this TOE”, which is potentiallly
relevant in an evaluation. Suchydegree of trust is built on

[72)

t

a) the riming of when the'set of implementation representation identifiers is recorded or logged,
b) the |ntegrity and authenticity of the record of implementation representation identifiers, and
c) the fraceability of implementation representation identifiers from the TOE.

In the cdseAvhere some implementation representation elements are also covered in the configuratiopn
list due| t®@ ALC_CMS.3, the requirements in ALC_TDA.2 make sure that these implementation
representation elements actually are identifiable through the use of the implementation representation
identifiers of ALC_TDA.1.

With the accurate recording or logging of the actual implementation representation being used by the
development tools under the scope of ALC_TAT, it provides an additional evidence to convince a third
party that a regeneration of the TOE is functionally equivalent to the original TOE.

The requirements in ALC_TDA.3 provide the developer an opportunity to testify the absence of
functional differences between the two possibly visibly different TOEs which have been independently
generated from the identical set of implementation representation.
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12.8.4 ALC_TDA.1 Uniquely identifying implementation representation
Dependencies: No dependencies.

Developer action elements

ALC_TDA.1.1D

The developer shall identify individual elements of the TOE implementation representation to
record the list of unique TOE implementation representation identifiers, as the development

¥ h - 1 [22Pa' al
(pOT SCIICIALCS UIT 1TUL.

ALC_TDA.1.2D

The developer shall use the current date and time to timestamp the list ‘of unigue TOE
implementation representation identifiers as recorded during the TOE generation time.
ALC_TDA.1.3D

The developer shall maintain the integrity of the list of umique TOE implemeéntation
riepresentation identifiers as recorded during the TOE generation tiie.

ALC_TDA.1.4D

The developer shall ensure the authenticity of the/list of unique TOE implemeéntation

e

epresentation identifiers as recorded during the TOE generation time, with the maintenance of
he (author) origination information.

o~ o o

LLC_TDA.1.5D

|

he developer shall be able to trace from the TOE to the list of unique TOE implemé¢ntation
epresentation identifiers as recorded during the TOE generation time.

=

ALC_TDA.1.6D
The developer shall produce and provide documentation describing

d) the developer’s creation of the list of unique TOE implementation representation identifiers
asrecorded during the TOE generation time;

H) the developer’s timéstamp being applied to the list of unique TOE impleme¢ntation
representation identifiers as recorded during the TOE generation time;

d the maintenance of the (author) origination information of the list of unique TOE
implementation representation identifiers as recorded during the TOE generation time;

d) the maintenance of the integrity of the list of unique TOE implementation representation
identifiers as recorded during the TOE generation time and its associated timestamp and
(author) origination information;

pentation

representation identifiers as recorded during the TOE generation time.
Content and presentation elements
ALC_TDA.1.1C

The list of unique TOE implementation representation identifiers as recorded during the TOE
generation time shall demonstrate the correspondence between the TOE implementation
representation element identifiers and the TOE implementation representation element names.

ALC_TDA.1.2C
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The TOE implementation representation element names shall be in the same form as used or
referenced by the development tool to generate the TOE.

ALC_TDA.1.3C

The timestamp of the list of unique TOE implementation representation identifiers as recorded
during the TOE generation time shall be consistent with the creation time of the TOE.

ALC_TDA.1.4C

identifiprs as recorded during the TOE generation time shall be consistent with the (authox
originafion information of the TOE. The author origination information may be the namé of a
affiliatq of an organization.

==

Evaluator action elements

1.1E
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EC_TDA.2 Matching CMS scope of implementation representation

Dependencies: ALC_CMS.3 Implementation representation CM coverage
Developer action elements
ALC_TDA.2.1D

The developer shall identify individual elements of the TOE implementation representation to record
the list of unique TOE implementation representation identifiers, as the development tool generates the
TOE.

ALC_TDA.2.2D
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The developer shall use the current date and time to timestamp the list of unique TOE implementation
representation identifiers as recorded during the TOE generation time.

ALC_TDA.2.3D

The developer shall maintain the integrity of the list of unique TOE implementation representation
identifiers as recorded during the TOE generation time.

ALC_TDA.2.4D

vetoper—shalensure-the—authentietty-of-thetis en—representation
iflentifiers as recorded during the TOE generation time, with the maintenance of the (author}.origination
information.

ALC_TDA.2.5D

The developer shall be able to trace from the TOE to the list of unique TOE implementation representation
iflentifiers as recorded during the TOE generation time.

ALC_TDA.2.6D
The developer shall produce and provide documentation describing

d) the developer’s creation of the list of unique TOE impleméntation representation identjifiers as
recorded during the TOE generation time;

H) the developer’s timestamp being applied to the list 6f unique TOE implementation represgntation
identifiers as recorded during the TOE generation titne;

d the maintenance of the (author) origination information of the list of unique TOE implemgntation
representation identifiers as recorded during-the TOE generation time;

d) the maintenance of the integrity of the listof unique TOE implementation representation idgentifiers
as recorded during the TOE generation time and its associated timestamp and (author) origination
information;

g) the developer’s mechanism(te*trace from the TOE to the list of unique TOE implemgntation
representation identifiers as.recorded during the TOE generation time.

ALC_TDA.2.7D

|

he developer shall provide evidence that the elements of implementation representation under
he configuration.scope of ALC_CMS.3 are identified by the list of unique TOE impleme¢ntation
epresentation-ideéntifiers as recorded during the TOE generation time.

o S s

o

ontent and;presentation elements
ALC_TDA:2.1C

Thelist of unique TOE implementation representation identifiers as recorded during the TOE geperation
tihreshatt-demonstratethe—cort capuudcubc betweenrtheTOE iulp}culcutatiuu representation element
identifiers and the TOE implementation representation element names.

ALC_TDA.2.2C

The TOE implementation representation element names shall be in the same form as used or referenced
by the development tool to generate the TOE.

ALC_TDA.2.3C

The timestamp of the list of unique TOE implementation representation identifiers as recorded during
the TOE generation time shall be consistent with the creation time of the TOE.
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ALC_TDA.2.4C

The (author) origination information of the list of unique TOE implementation representation
identifiers as recorded during the TOE generation time shall be consistent with the (author) origination
information of the TOE. The author origination information may be the name of an affiliate of an
organization.

ALC_TDA.2.5C

The list of identifiers of the elements of implementation representation under the configuration
scope «

The evaluator shall confirm that the development tool for generating, the’ TOE is capable to use gr
referende the implementation representation element names.

ALC TDr 2.3E
The evaluator shall confirm that the list of unique TOE implementation representation identifiers as
recordedl during the TOE generation time is consistent with the creation time of the TOE.

ALC_TDA.2.4E

TT]

The evgluator shall confirm that the (author) otigination information of the list of unique TO
implemgntation representation identifiers as recorded during the TOE generation time is consister
with thg (author) origination information of the TOE.

=

ALC_TDA.2.5E

=

The evdluator shall check the integrity of the list of unique TOE implementation representatio
identifidrs as recorded during the)TOE generation time and its associated timestamp and (authot)
originatjon information.

ALC T]:F 2.6E
The evaluator shall egnfirm the developer’s ability to trace from the TOE to the list of unique TO
implemgntation representation identifiers as recorded during the TOE generation time.

TT]

ALC_TDA.2.7E

=]

The evluator shaII conﬁrm that the llst of 1dent1f1ers of the elements of 1mplementat10
representa ' ' ; i
1mplementatlon representatlon 1dent1f1ers as recorded durlng the TOE generatlon time.

12.8.6 ALC_TDA.3 Regenerate TOE with well-defined development tools

Dependencies: ALC_CMS.3 Implementation representation CM coverage
ALC_TAT.1 Well-defined development tools and
ADV_IMP.1 Implementation representation of the TSF

Developer action elements
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ALC_TDA.3.1D

The developer shall identify individual elements of the TOE implementation representation to record
the list of unique TOE implementation representation identifiers, as the development tool generates the
TOE.

ALC_TDA.3.2D

The developer shall use the current date and time to timestamp the list of unique TOE implementation
representation identifiers as recorded during the TOE generation time.

ALC_TDA.3.3D

—

he developer shall maintain the integrity of the list of unique TOE implementation'represgentation
Hentifiers as recorded during the TOE generation time.

—

oY

|ILC_TDA.3.4D

—

he developer shall ensure the authenticity of the list of unique TOE implementation represgntation
lentifiers as recorded during the TOE generation time, with the maintenance of the (author) origination
nformation.

[ER—

=

ILC_TDA.3.5D

o |

he developer shall be able to trace from the TOE to the list of uhique TOE implementation represgentation
Hentifiers as recorded during the TOE generation time.

—

ALC_TDA.3.6D
The developer shall produce and provide documentation describing

d) the developer’s creation of the list of unigque TOE implementation representation identjifiers as
recorded during the TOE generation time;

h) the developer’s timestamp being applied to the list of unique TOE implementation represgentation
identifiers as recorded during the, TOE generation time;

d the maintenance of the (author) origination information of the list of unique TOE implemgntation
representation identifiers\as recorded during the TOE generation time;

d) the maintenance of the integrity of the list of unique TOE implementation representation idgntifiers
as recorded during the TOE generation time and its associated timestamp and (author) origination
information;

g) the develgper’s mechanism to trace from the TOE to the list of unique TOE implemgntation
representation identifiers as recorded during the TOE generation time.

ALC_TDA:3.7D
The-developer shall provide evidence that the elements of implementation representatiop under
the—configuratt scope A M =—10 ifred—by e—tst—of—unique—TOE—mptementation

representtion identifiers as recorded during the TOE generation time.
ALC_TDA.3.8D

After applying the development tools to another copy of the TOE implementation representation
according to the list of unique TOE implementation representation identifiers to regenerate a
TOE copy, the developer shall explain the functional differences, if any, between the TOE copy
and the original TOE.

ALC_TDA.3.9D
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The developer shall produce and provide documentation explaining the functional differences,
if any, between the regenerated TOE copy and the original TOE.

Content and presentation elements
ALC_TDA.3.1C

The list of unique TOE implementation representation identifiers as recorded during the TOE generation
time shall demonstrate the correspondence between the TOE implementation representation element
identifiers and the TOE implementation representation element names.

ALC_TDIA.3.2C

The TOH implementation representation element names shall be in the same form as used or referencefd
by the dpvelopment tool to generate the TOE.

ALC_TDA.3.3C

The timgstamp of the list of unique TOE implementation representation identifiers as recorded durinjg
the TOE|generation time shall be consistent with the creation time of the TOE.

ALC_TDA.3.4C

The (author) origination information of the list of unique TOE implementation representatio
identifidrs as recorded during the TOE generation time shall be consistent with the (author) originatio
information of the TOE. The author origination information mdy be the name of an affiliate of a
organization.

===

ALC_TDJA.3.5C

The list jof identifiers of the elements of implementation'representation under the configuration scopje
of ALC_{CMS.3 shall match with the list of unique FOE implementation representation identifiers g
recordedl during the TOE generation time.

[72)

ALC_TDA.3.6C

1]

The developer’s explanation of the functional differences, if any, between the regenerated TO
copy and the original TOE shall take into account all visible differences, if any, between the
regenerated TOE copy and the original TOE

Evaluator action elements

ALC_TDA.3.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

ALC_TDA.3.2E

The evaluator shall confirm that the development tool for generating the TOE is capable to use g

7 . 5 . . N
reference-the rmprementationrepresentatioirerementirames:

]

ALC_TDA.3.3E

The evaluator shall confirm that the list of unique TOE implementation representation identifiers as
recorded during the TOE generation time is consistent with the creation time of the TOE.

ALC_TDA.3.4E

The evaluator shall confirm that the (author) origination information of the list of unique TOE
implementation representation identifiers as recorded during the TOE generation time is consistent
with the (author) origination information of the TOE.
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ALC_TDA.3.5E

The evaluator shall check the integrity of the list of unique TOE implementation representation
identifiers as recorded during the TOE generation time and its associated timestamp and (author)
origination information.

ALC_TDA.3.6E

The evaluator shall confirm the developer’s ability to trace from the TOE to the list of unique TOE
implementation representation identifiers as recorded during the TOE generation time.

ALC_TDA.3.7E

The evaluator shall confirm that the list of identifiers of the elements of implementation'iepresentation
yUnder the configuration scope of ALC_CMS.3 matches with the list of unique TOEZimplempntation
representation identifiers as recorded during the TOE generation time.

ALC_TDA.3.8E

The evaluator shall check that the developer’s explanation of the functional differences, if any,
Hetween the regenerated TOE copy and the original TOE takes inte-account all visible differences,
if any, between the regenerated TOE copy and the original TOE

12.9 Tools and techniques (ALC_TAT)

12.9.1 Objectives

ools and techniques is an aspect of selecting tools that are used to develop, analyse and implement
he TOE. It includes requirements to prevent illzdefined, inconsistent or incorrect developmént tools
Fom being used to develop the TOE. This in¢ludes, but is not limited to, programming languages,
ocumentation, implementation standards,@nd other parts of the TOE such as supporting [runtime
braries.

— Q. o

12.9.2 Component levelling

The components in this family are levelled on the basis of increasing requirements on the degcription
and scope of the implementation standards and the documentation of implementation-dgpendent

2.9.3 Applicatiornotes

[here is a requirement for well-defined development tools. These are tools that are clearly and
dompletely déscribed. For example, programming languages and computer aided design (CAD)|systems
that are based on a standard published by standards bodies are considered to be well-definled. Self-

ade tools'would need further investigation to clarify whether they are well-defined.

[he requirement in ALC_TAT.1.2C is especially applicable to programming languages so as t¢ ensure

In ALC_TAT.2 and ALC_TAT.3, implementation guidelines may be accepted as an implementation
standard if they have been approved by some group of experts (e.g. academic experts, standards
bodies). Implementation standards are normally public, well accepted and common practise in a
specific industry, but developer-specific implementation guidelines may also be accepted as a standard;
the emphasis is on the expertise.

Tools and techniques distinguishes between the implementation standards applied by the developer
(ALC_TAT.2.3D) and the implementation standards for “all parts of the TOE” (ALC_TAT.3.3D) which
include third party software, hardware, or firmware. The configuration list introduced in CM scope
(ALC_CMS) requires that for each TSF relevant configuration item to indicate if it has been generated by
the TOE developer or by third party developers
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12.9.4 ALC_TAT.1 Well-defined development tools

Dependencies: ADV_IMP.1 Implementation representation of the TSF.
Developer action elements

ALC_TAT.1.1D

The developer shall provide the documentation identifying each development tool being used
for the TOE.

ALC_TA[.1.2D

The deyeloper shall document and provide the selected implementation-dependent options qf
each dejelopment tool.

Content and presentation elements
ALC_TAT.1.1C
Each dejvelopment tool used for implementation shall be well-defined.

ALC_TA[.1.2C

|1

The dogumentation of each development tool shall unambiguously define the meaning of a
statemgnts as well as all conventions and directives used in the.implementation.

ALC_TA[.1.3C

[=1

The dogumentation of each development tool shall unambiguously define the meaning of a
implemjentation-dependent options.

Evaluator action elements

ALC_TAT.1.1E

-+

The ev3dluator shall confirm that the information provided meets all requirements for conten
and prejsentation of evidence.

12.9.5 ALC_TAT.2 Compliance with implementation standards
Dependé¢ncies: ADV_IMP.1 Implementation representation of the TSF.
Developer action eleménts

ALC_TA[.2.1D

The devgloper.shall provide the documentation identifying each development tool being used for thie
TOE.

ALC_TAIL.2:2D

The developer shall document and provide the selected implementation-dependent options of each
development tool.

ALC_TAT.2.3D

The developer shall describe and provide the implementation standards that are being applied
by the developer.

Content and presentation elements

ALC_TAT.2.1C
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Each development tool used for implementation shall be well-defined.
ALC_TAT.2.2C

The documentation of each development tool shall unambiguously define the meaning of all statements
as well as all conventions and directives used in the implementation.

ALC_TAT.2.3C

The documentation of each development tool shall unambiguously define the meaning of all

: 1 ot | | i 43
1 ll}JlClllCllLaLlUll uClJCllblCllL UlJLlUllD.

Hvaluator action elements

=

|ILC_TAT.2.1E

he evaluator shall confirm that the information provided meets all requirements for content and
resentation of evidence.

o~ o |

|[LC_TAT.2.2E

The evaluator shall confirm that the implementation standards laye been applied.

12.9.6 ALC_TAT.3 Compliance with implementation standards*- all parts

Dependencies: ADV_IMP.1 Implementation representation-of the TSF

e

Jeveloper action elements

o~y

ILC_TAT.3.1D

he developer shall provide the documentatiei identifying each development tool being usedl for the
OE.

o~ e |

|ILC_TAT.3.2D

—

he developer shall document and-'provide the selected implementation-dependent options| of each
evelopment tool.

= O

ILC_TAT.3.3D

—

he developer shall déscribe and provide the implementation standards that are being applied by the
eveloper and by any third-party providers for all parts of the TOE.

Q.

(ontent and presentation elements

o~y

|ILC_TAT.3.1C

Hach development tool used for implementation shall be well-defined.

ALC'TAT.3.2C

The documentation of each development tool shall unambiguously define the meaning of all statements
as well as all conventions and directives used in the implementation.

ALC_TAT.3.3C

The documentation of each development tool shall unambiguously define the meaning of all
implementation-dependent options.

Evaluator action elements

ALC_TAT.3.1E
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The eva

luator shall confirm that the information provided meets all requirements for content and

presentation of evidence.

ALC_TAT.3.2E

The evaluator shall confirm that the implementation standards have been applied.

12.10 Integration of composition parts and consistency check of delivery procedures
(ALC_COMP)

12.10.1
The aim|

— the
very

— the
dev

12.10.2

This fanmily contains only one component.

12.10.3

The composite product evaluator shall verify that the correct version of the dependent componer

under e
compon

Dbjectives

of this family is to determine whether

[

correct version of the dependent component is installed onto / embedded inte‘the correqd
ion of the related base component, and

(i

breparative guidance procedures of the base componentdeveloper and the dependent componer
eloper are compatible with the acceptance procedures of the compositeptoduct integrator.

Component levelling

Application notes

[

Faluation has been installed onto / embedded.ifnto the evaluated version of the related bas
ent of the composite product.

D

The co

composite product integrator is available forthe composite product evaluator. This evidence maly
include, pmongst other, the configuration list\of the base component developer (e.g. provided within his
acknowledgement statement).

The co
develop
used by

The com
compon
persona

posite product evaluation sponsor shall-ensure that appropriate evidence generated by the

t

posite product evaluator shall verify that the delivery procedures of the base componer
er and the dependent component developer are compatible with the acceptance procedure
the composite product integrator.

[72)

posite product evaluator shall verify that all configuration parameters prescribed by the bas
ent developer and“the dependent component developer (e.g. pre-personalization data, pre
lisation script$) are used by the composite product integrator.

D

The co

composite product integrator is available for the composite product evaluator. This evidence m
include, pmongst other, the element of evidence for the dependent component reception, acceptance and
parameterisation by the base component developer (e.g. in form of his acknowledgement statement).

posite preduct evaluation sponsor shall ensure that appropriate evidence generated by thl;
a

12.10.4ALC_COMP.1 Integration of the dependent component into the related base component
and Consistency check for delivery and acceptance procedures

Dependencies: No dependencies

Developer action elements

ALC_COMP.1.1D

The developer shall provide components configuration evidence.

Content and presentation elements
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ALC_COMP.1.1C

The components configuration evidence shall show that the evaluated version of the dependent
component has been installed onto / embedded into the evaluated version of the related base
component.

ALC_COMP.1.2C

The components configuration evidence shall show that:

e—eviaence—ror—aenvery—ana—acceptance—compatio SnHow—tna re—glelivery
procedures of the base component developer and the dependent component develgper are
compatible with the acceptance procedures of the composite product integratot.
H) The evidence shall show that preparative guidance procedures prescribed by the base
component developer and the dependent component developer are eithér actually being

used by the composite product integrator or compatible with the*composite product
integrator guidance and do not contradict each other.

Hvaluator action elements

ALC_COMP.1.1E

|

he evaluator shall confirm that the information providedmeets all requirements for |content
nd presentation of evidence.

<)

=

LLC_COMP.1.2E

|

he evaluator shall confirm that the evidence for'delivery compatibility is complete, coherent,
nd internally consistent.

<)

13 Class ATE: Tests

13.1 General

—

he class “Tests” encompasses five families: Coverage (ATE_COV), Depth (ATE_DPT), Indgpendent
esting (ATE_IND) (i.e. functional testing performed by evaluators), Functional tests (ATE_FUN)
nd Composite functional(testing (ATE_COMP). Testing provides assurance that the TSF behaves as
escribed (in the functional specification, TOE design, implementation representation, and allows
straightforward traceability of SFR in test scenario).

—

he emphasis in-this class is on confirmation that the TSF operates according to its design descfiptions.
his class deesvnot address penetration testing, which is based upon an analysis of the TSF that
specifically seeks to identify vulnerabilities in the design and implementation of the TSF. Penetration
testing ishaddressed separately as an aspect of vulnerability assessment in the AVA: Vulngrability
ssessment class.

heDATE: Tests class separates testing into developer testing and evaluator testing. The (foverage
(ATE_COV), and Depth (ATE_DPT) families address the completeness of developer testing. Coverage
(ATE_COV) addresses the rigour with which the functional specification is tested; Depth (ATE_DPT)
addresses whether testing against other design descriptions (security architecture, TOE design, and
implementation representation) is required.

Functional tests (ATE_FUN) addresses the performing of the tests by the developer and how this testing
should be documented. Finally, Independent testing (ATE_IND) then addresses evaluator testing:
whether the evaluator should repeat part or all of the developer testing and how much independent
testing the evaluator should do.

Composite functional testing (ATE_COMP) determines whether the composite product as a whole
exhibits the properties necessary to satisfy the functional requirements of its ST.
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Figure 11 shows the families within this class, and the hierarchy of components within the families.

ATE_COV: Coverage 1 2 3
ATE_DPT: Depth 1 2 3 4
ATE_FUN: Functional tests 1 2
ATE_IND: Independent testing 1 2 3
ATE_COMP: Composite functional testing 1

Figure 11 — ATE: Tests class decomposition

13.2 Cgverage (ATE_COV)

13.2.1 Pbjectives

This fanjily establishes that the TSF has been tested against its functional'specification. This is achievefd
throughlan examination of developer evidence of correspondence.

13.2.2 Component levelling

The conlponents in this family are levelled on the basis of specification.
13.2.3 Application notes

13.2.4 ATE_COV.1 Evidence of coverage

Dependé¢ncies: ADV_FSP.2 Security-enforcing functional specification
ATE_FUN.1 Functional testing

Objectiyes

The objgctive of this compg@nent is to establish that some of the TSFIs have been tested.
Applicafion notes

In this cpmponentthe developer shows how tests in the test documentation correspond to TSFIs in thie
functionjal specification. This can be achieved by a statement of correspondence, perhaps using a table.

Developer action elements

ATE_COV.1.1D

The developer shall provide evidence of the test coverage.
Content and presentation elements

ATE_COV.1.1C

The evidence of the test coverage shall show the correspondence between the tests in the test
documentation and the TSFIs in the functional specification.

Evaluator action elements
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ATE_COV.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

13.2.5 ATE_COV.2 Analysis of coverage

Dependencies: ADV_FSP.2 Security-enforcing functional specification

I
I

o 1 43
UIittivlidil tCTo Lllls

o

)bjectives

=]

he objective of this component is to confirm that all of the TSFIs have been tested.

Application notes

]

h this component the developer confirms that tests in the test documentation correspond to all of the
SFIs in the functional specification. This can be achieved by a statementof correspondence, |perhaps
sing a table, but the developer also provides an analysis of the test coverage.

o

Developer action elements

ATE_COV.2.1D

—

he developer shall provide an analysis of the test coverage:

o

ontent and presentation elements

o~y

ITE_COV.2.1C

The analysis of the test coverage shall demgnstrate the correspondence between the tests inf the test
documentation and the TSFIs in the functional specification.
/

'TE_COV.2.2C

The analysis of the test coverage/shall demonstrate that all TSFIs in the functional specification
Have been tested.

Hvaluator action elements

ATE_COV.2.1E

The evaluator shall confirm that the information provided meets all requirements for confent and
dresentationofevidence.

13.2.6 -ATE_COV.3 Rigorous analysis of coverage

[}ependencies: ADV_FSP.2 Security-enforcing functional specification

ATE_FUN.1 Functional testin
Objectives

In this component, the objective is to confirm that the developer performed exhaustive tests of all
interfaces in the functional specification.

The objective of this component is to confirm that all parameters of all of the TSFIs have been tested.

Application notes
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In this component the developer is required to show how tests in the test documentation correspond to
all of the TSFIs in the functional specification. This can be achieved by a statement of correspondence,
perhaps using a table, but in addition the developer is required to demonstrate that the tests exercise
all of the parameters of all TSFIs. This additional requirement includes bounds testing (i.e. verifying
that errors are generated when stated limits are exceeded) and negative testing (e.g. when access is
given to User A, verifying not only that User A now has access, but also that User B did not suddenly gain
access). This kind of testing is not, strictly speaking, exhaustive because not every possible value of the
parameters is expected to be checked.

Developer action elements

ATE_CONV.3.1D

The devgloper shall provide an analysis of the test coverage.
Content and presentation elements

ATE_CO}V.3.1C

The anallysis of the test coverage shall demonstrate the correspondence betwéehn the tests in the tegt
documehtation and the TSFIs in the functional specification.

ATE_COMV.3.2C

The anallysis of the test coverage shall demonstrate that all TSFIs ifvthe functional specification havie
been completely tested.

Evaluator action elements

ATE_C(:IIV.S.lE

The evaluator shall confirm that the information provided meets all requirements for content anfd
presentation of evidence.

13.3 D¢pth (ATE_DPT)

13.3.1 Pbjectives

The corpponents in this family‘\deal with the level of detail to which the TSF is tested by the
developér. Testing of the TSE-is‘based upon increasing depth of information derived from additiongl
design fepresentations and descriptions (TOE design, implementation representation, and securitly
architecture descriptiony;

The obj¢ctive is to €ounter the risk of missing an error in the development of the TOE. Testing thg
exercises specific-internal interfaces can provide assurance not only that the TSF exhibits the desire
external securityvbehaviour, but also that this behaviour stems from correctly operating internc
functiorfality:

—_— L

13.3.2 Componentievelling

The components in this family are levelled on the basis of increasing detail provided in the TSF
representations, from the TOE design to the implementation representation. This levelling reflects the
TSF representations presented in the ADV class.

13.3.3 Application notes

The TOE design describes the internal components (e.g. subsystems) and, perhaps, modules of the TSF,
together with a description of the interfaces among these components and modules. Evidence of testing
of this TOE design must show that the internal interfaces have been exercised and seen to behave as
described. This may be achieved through testing via the external interfaces of the TSF, or by testing of
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the TOE subsystem or module interfaces in isolation, perhaps employing a test harness. In cases where
some aspects of an internal interface cannot be tested via the external interfaces, there should either be
justification that these aspects need not be tested, or the internal interface needs to be tested directly.
In the latter case the TOE design needs to be sufficiently detailed in order to facilitate direct testing.

In cases where the description of the TSF's architectural soundness [in Security Architecture (ADV_
ARCQ)] cites specific mechanisms, the tests performed by the developer must show that the mechanisms
have been exercised and seen to behave as described.

At the highest component of this family, the testing is performed not only against the TOE design, but
Iso against the implementation representation.

3.3.4 ATE_DPT.1 Testing: basic design

ependencies: ADV_ARC.1 Security architecture description
ADV_TDS.2 Architectural design
ATE_FUN.1 Functional testing

bjectives

he subsystem descriptions of the TSF provide a high-level descpiption of the internal workings of the
SF. Testing at the level of the TOE subsystems provides assurance that the TSF subsystems belave and
interact as described in the TOE design and the security architecture description.

eveloper action elements

TE_DPT.1.1D

he developer shall provide the analysis.of the depth of testing.
ontent and presentation elements

TE_DPT.1.1C

he analysis of the depth of testing shall demonstrate the correspondence between the|tests in
the test documentation and.the TSF subsystems in the TOE design.

TE_DPT.1.2C

he analysis of thé-depth of testing shall demonstrate that all TSF subsystems in the TOE design
ave been tested:

valuator action elements

TE_DPT.1.1E

he evaluator shall confirm that the information provided meets all requirements for |content

13.3.5 ATE_DPT.2 Testing: security enforcing modules

Dependencies: ADV_ARC.1 Security architecture description
ADV_TDS.3 Basic modular design
ATE_FUN.1 Functional testing

Objectives
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The subsystem and module descriptions of the TSF provide a high-level description of the internal
workings, and a description of the interfaces of the SFR-enforcing modules, of the TSF. Testing at this
level of TOE description provides assurance that the TSF subsystems and SFR-enforcing modules
behave and interact as described in the TOE design and the security architecture description.

Developer action elements
ATE_DPT.2.1D

The developer shall provide the analysis of the depth of testing.

Content and presentation elements
ATE_DPT.2.1C

The analysis of the depth of testing shall demonstrate the correspondence between the tests in the tegt
documeptation and the TSF subsystems and SFR-enforcing modules in the TOE design;

ATE_DPT.2.2C

The ana]ysis of the depth of testing shall demonstrate that all TSF subsystems'in the TOE design havie
been tegted.

ATE_DPT.2.3C

The anglysis of the depth of testing shall demonstrate that the:SFR-enforcing modules in the TOE
design have been tested.

Evaluator action elements
ATE_DPT.2.1E

The evaluator shall confirm that the information\pfovided meets all requirements for content and
presentation of evidence.

13.3.6 ATE_DPT.3 Testing: modular design

Dependg¢ncies: ADV_ARC.1 Security architecture description
ADV_TDS.4 Semiformal modular design
ATE_EUN.1 Functional testing

Objectiyes

—_—

The subjsystem and’module descriptions of the TSF provide a high-level description of the interng
workings, and_a.description of the interfaces of the modules, of the TSF. Testing at this level of TO
descriptfion ptevides assurance that the TSF subsystems and modules behave and interact as describe
in the TQE-design and the security architecture description.

[*"Ney]

Developer action elements

ATE_DPT.3.1D

The developer shall provide the analysis of the depth of testing.
Content and presentation elements

ATE_DPT.3.1C

The analysis of the depth of testing shall demonstrate the correspondence between the tests in the test
documentation and the TSF subsystems and modules in the TOE design.
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ATE_DPT.3.2C

The analysis of the depth of testing shall demonstrate that all TSF subsystems in the TOE design have
been tested.

ATE_DPT.3.3C

The analysis of the depth of testing shall demonstrate that all TSF modules in the TOE design have been
tested.

) o 1 s 43 1 V'S
OovVaiudiul dllivUll TITIIITIITOS

ATE_DPT.3.1E

The evaluator shall confirm that the information provided meets all requirement$*for confent and
resentation of evidence.

=

13.3.7 ATE_DPT.4 Testing: implementation representation

Jependencies: ADV_ARC.1 Security architecture description
ADV_TDS.4 Semiformal modular design
ADV_IMP.1 Implementation representation-of the TSF

ATE_FUN.1 Functional testing

o

)bjectives

he subsystem and module descriptions of the<TSF provide a high-level description of the [internal
borkings, and a description of the interfaces of the modules, of the TSF. Testing at this leve] of TOE
escription provides assurance that the TSE'stubsystems and modules behave and interact as dgscribed
h the TOE design and the security architecture description, and in accordance with the implementation
epresentation.

S o<

|

Jeveloper action elements

ATE_DPT.4.1D

—

he developer shall provide the analysis of the depth of testing.
(ontent and presentation elements
ATE_DPT.4.1C

The analysis(of the depth of testing shall demonstrate the correspondence between the tests ir] the test
documentation and the TSF subsystems and modules in the TOE design.

ATE_DPT.4.2C

The analysis of the depth of testing shall demonstrate that all TSF subsystems in the TOE design have
been tested.

ATE_DPT.4.3C

The analysis of the depth of testing shall demonstrate that all modules in the TOE design have been
tested.

ATE_DPT.4.4C

The analysis of the depth of testing shall demonstrate that the TSF operates in accordance with
its implementation representation.
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Evaluat

or action elements

ATE_DPT.4.1E

The eva

luator shall confirm that the information provided meets all requirements for content and

presentation of evidence.

13.4 Functional tests (ATE_FUN)

ol

13.4.1
Functiol;l testing performed by the developer provides assurance that the tests in the,'teqt

docume
design d
families

This family contributes to providing assurance that the likelihood of undiscoverediflaws is relatively

small.

The fan
combing

testing by the evaluator is specified by Independent testing (ATE_IND).

13.4.2

This fanmily contains two components, the higher requiring thatierdering dependencies are analysed.

13.4.3

bjectives

htation are performed and documented correctly. The correspondence of these testsito thie
lescriptions of the TSF is achieved through the Coverage (ATE_COV) and Depth, (ATE_DPT|)

ilies Coverage (ATE_COV), Depth (ATE_DPT) and Functional tests\(ATE_FUN) are used i
tion to define the evidence of testing to be supplied by a develaper: Independent functiong

— =

Component levelling

Application notes

test sui
proced

Proced:ifes for performing tests are expected to provide instructions for using test programs anfd

Orderin
the exis
before t

successfful execution of test B. Thius; failure of test B can be related to a problem with the orderin|

dependd
immedi3

13.4.4

Dependg¢
Objectiy
The objd

[

es, including the test environment, test conditions, test data parameters and values. The tes
es should also show how the test results’are derived from the test inputs.

=}

b dependencies are relevant whenithe successful execution of a particular test depends upo
fence of a particular state. For example, this can require that test A be executed immediatel
pst B, since the state resulting from the successful execution of test A is a prerequisite for t

o

ncies. In the above example, test B can fail because test C (rather than test A) was execute
itely before it, or thefajlure of test B can be related to a failure of test A.

ATE_FUN.1 Functional testing
bncies: ATEUEOV.1 Evidence of coverage.

=

jom

ctive is for the developer to demonstrate that the tests in the test documentation are performe

and doc

umented correctly.

Developer action elements

ATE_FU

N.1.1D

The developer shall test the TSF and document the results.

ATE_FU

N.1.2D

The developer shall provide test documentation.

Content and presentation elements

128
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ATE_FUN.1.1C

022(E)

The test documentation shall consist of test plans, expected test results and actual test results.

ATE_FUN.1.2C

The test plans shall identify the tests to be performed and describe the scenarios for performing
each test. These scenarios shall include any ordering dependencies on the results of other tests.

ATE_FUN.1.3C

'he expected test results shall show the anticipated outputs from a successful execution of the

tests.
ATE_FUN.1.4C
'he actual test results shall be consistent with the expected test results.
Hvaluator action elements
ATE_FUN.1.1E

'he evaluator shall confirm that the information provided méets all requirements for
and presentation of evidence.

3.4.5 ATE_FUN.2 Ordered functional testing
Jependencies: ATE_COV.1 Evidence of coverage.

Objectives

content

[he objectives are for the developer to demonstrate that the tests in the test documentation are

Jerformed and documented correctly, and.to-ensure that testing is structured such as to avoid
drguments about the correctness of the interfaces being tested.

Application notes

Although the test procedures may state pre-requisite initial test conditions in terms of ord

circular

ering of

tests, they may not providesairationale for the ordering. An analysis of test ordering is an important

factor in determining the-adequacy of testing, as there is a possibility of faults being conceale
drdering of tests.

Jeveloper action elements
ATE_FUN.2.1D

[he developer shall test the TSF and document the results.

ATE.FUN.2.2D

Content and presentation elements
ATE_FUN.2.1C
The test documentation shall consist of test plans, expected test results and actual test results.

ATE_FUN.2.2C

d by the

The test plans shall identify the tests to be performed and describe the scenarios for performing each

test. These scenarios shall include any ordering dependencies on the results of other tests.

ATE_FUN.2.3C
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The expected test results shall show the anticipated outputs from a successful execution of the tests.
ATE_FUN.2.4C

The actual test results shall be consistent with the expected test results.

ATE_FUN.2.5C

The test documentation shall include an analysis of the test procedure ordering dependencies.

Evaluator.action elements

ATE_FUN.2.1E

The evaluator shall confirm that the information provided meets all requirements for content anfd
presentation of evidence.

13.5 Independent testing (ATE_IND)

13.5.1 Pbjectives

The obj¢ctives of this family are built upon the assurances achieved in«thie ATE_FUN, ATE_COV, and
ATE_DP[T families by verifying the developer testing and performing additional tests by the evaluator.

13.5.2 Component levelling

(s

Levelling is based upon the amount of developer test documentation and test support and the amour]
of evalugtor testing.

13.5.3 Application notes

This family deals with the degree to which there is independent functional testing of the TSF.
Independent functional testing may take the form of repeating the developer's functional tests (ip
whole of in part) or of extending the scopg or the depth of the developer's tests. These activities are
complerhentary, and an appropriate mix niust be planned for each TOE, which takes into account thie
availability and coverage of test results,.and the functional complexity of the TSF.

Sampling of developer tests is intended to provide confirmation that the developer has carried out hi
planned|test programme on the'T'SF and has correctly recorded the results. The size of sample selecte
will be ipfluenced by the detailand quality of the developer's functional test results. The evaluator wi
also need to consider the-seope for devising additional tests, and the relative benefit that may be gaine
from effprt in these twoareas. It is recognized that repetition of all developer tests may be feasible an
desirable in some cases,’but may be very arduous and less productive in others. The highest componer]
in this family sheuld therefore be used with caution. Sampling will address the whole range of tes
results gvailableyincluding those supplied to meet the requirements of both Coverage (ATE_COV) an
Depth (ATE_ DPT).

O+ &« 8 — S w»n

There idalso a need to consider the different configurations of the TQO hat are in ded within thie
evaluation. The evaluator will need to assess the applicability of the results provided, and to plan his
own testing accordingly.

The suitability of the TOE for testing is based on the access to the TOE, and the supporting documentation
and information required (including any test software or tools) to run tests. The need for such support
is addressed by the dependencies to other assurance families.

Additionally, suitability of the TOE for testing may be based on other considerations. For example, the
version of the TOE submitted by the developer may not be the final version.
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The term interfaces refers to interfaces described in the functional specification and TOE design, and
parameters passed through invocations identified in the implementation representation. The exact set
of interfaces to be used is selected through Coverage (ATE_COV) and the Depth (ATE_DPT) components.

References to a subset of the interfaces are intended to allow the evaluator to design an appropriate set

of tests which is consistent with the objectives of the evaluation being conducted.

13.5.4 ATE_IND.1 Independent testing - conformance

OependenciesT ADV_FSPtBasicfumnctionat specification
AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

o

)bjectives

— —

epresentations and guidance documents.

Application notes

re not available, and also in cases where the developer's testing is accepted without validat

aluator is required to devise and conduct tests with the ebjective of confirming that the TOE

accordance with its design representations, including but not limited to the functional speci
he approach is to gain confidence in correct operation through representative testing, rat}
tp conduct every possible test. The extent of testing to be planned for this purpose is a meth
i$sue, and needs to be considered in the context ef.a particular TOE and the balance of other ey
ctivities.

eveloper action elements

TE_IND.1.1D

he developer shall provide the TOE for testing.
ontent and presentation-elements

TE_IND.1.1C

he TOE shall be stuiitable for testing.

valuator action elements

TE_INDQWE

he evaluator shall confirm that the information provided meets all requirements for
nd-presentation of evidence.

h this component, the objective is to demonstrate that the TOE operates inraccordance with ifs design

This component does not address the use of developer test results. It is applicable where such results

ion. The
bperates
fication.
her than
odology
aluation

content

ATE_IND.1.2E

The evaluator shall test a subset of the TSF to confirm that the TSF operates as specified.
13.5.5 ATE_IND.2 Independent testing - sample

Dependencies: ADV_FSP.2 Security-enforcing functional specification
AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures
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ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing
Objectives

In this component, the objective is to demonstrate that the TOE operates in accordance with its design
representations and guidance documents. Evaluator testing confirms that the developer performed
some tests of some interfaces in the functional specification.

Application notes

The intgnt is that the developer should provide the evaluator with materials necessary for the efficient
reproduftion of developer tests. This may include such things as machine-readable test documentation,
test programs, etc.

This component contains a requirement that the evaluator has available test results from‘the developdr
to supplpment the programme of testing. The evaluator will repeat a sample of the developer's tests tp
gain corfidence in the results obtained. Having established such confidence theé.evaluator will build
upon th¢ developer's testing by conducting additional tests that exercise the TQE'in a different manne.
By using a platform of validated developer test results the evaluator is ablel to gain confidence thdt
the TOH operates correctly in a wider range of conditions than would ‘be/possible purely using t{

developer's own efforts, given a fixed level of resource. Having gained cenfidence that the developer has
tested the TOE, the evaluator will also have more freedom, where dppropriate, to concentrate testi
in areas|where examination of documentation or specialist knowledge has raised particular concerns

Developer action elements

ATE_IND.2.1D

The developer shall provide the TOE for testing.
Content and presentation elements
ATE_IND.2.1C

The TOH shall be suitable for testing.
ATE_IND.2.2C

The deyeloper shall provide -an equivalent set of resources to those that were used in the
developer's functional testing of the TSF.

Evaluator action elements

ATE_IND.2.1E

presentation.of evidence.

The eVé+luator shall confirm that the information provided meets all requirements for content anfd

ATE_IND.2.2E

The evaluator shall execute a sample of tests in the test documentation to verify the developer
test results.

ATE_IND.2.3E

The evaluator shall test a subset of the TSF to confirm that the TSF operates as specified.

13.5.6 ATE_IND.3 Independent testing - complete
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Dependencies: ADV_FSP.4 Complete functional specification

AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

o

o+ = =

=

—

—_

T
B

)bjectives

h this component, the objective is to demonstrate that the TOE operates in accordancewith it
epresentations and guidance documents. Evaluator testing includes repeating allcof.'the d
psts.

\pplication notes

he intent is that the developer should provide the evaluator with materialsnecessary for the
eproduction of developer tests. This may include, e.g. machine-readable test documentat
rograms.

h this component the evaluator must repeat all of the developér's tests as part of the progr
bsting. As in the previous component the evaluator will also eonduct tests that aim to exercise

xhaustive, there may remain little scope for this.
Jeveloper action elements

[ TE_IND.3.1D

he developer shall provide the TOE for testing.
ontent and presentation elements
TE_IND.3.1C

he TOE shall be suitable for testing.
[TE_IND.3.2C

he developer shallLprovide an equivalent set of resources to those that were used in the dexy
inctional testing-of the TSF.

valuator action elements
I TE_IND{31E

heevaluator shall confirm that the information provided meets all requirements for con
résentation of evidence.

s design
bveloper

efficient

jon, test

hmme of
the TSF

h a different manner from that achieved by the developer¢licases where developer testing has been

reloper's

ent and

ATE_IND.3.2E

The evaluator shall execute all tests in the test documentation to verify the developer test results.

ATE_IND.3.3E

The evaluator shall test the TSF to confirm that the entire TSF operates as specified.
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13.6 Composite functional testing (ATE_COMP)

13.6.1 Objectives

The aim

of this family is to determine whether the composite product as a whole exhibits the properties

necessary to satisfy the functional requirements of its composite product ST.

13.6.2 Component levelling

This fanftfy contains onty one component.

13.6.3

A comp
product
indepen
scope of

emulatof, which represent a virtual machine.

Integrat
is runni

Some d
embedd
using th
shall be
function
assuran

Application notes

site product can be tested by testing its components separately and by testing the integrated
Separate testing means that its base component and its dependent component are’being testefd
dently of each other. A lot of tests of the base component may have been performed within thie
its accomplished evaluation. The dependent component may be tested jon a simulator or ap

ion testing means that the composite product is being tested as it isi\the dependent componerjt
hg together with the related base component.

ependent component functionality testing can only be pefformed on emulators, before ifs
ng/integration onto the base component, as effectivene$s)of this testing may not be visible
b interfaces of the composite product. Nevertheless, functional testing of the composite produgt
performed also on composite product samples aceoxding to the description of the securitly
s of the composite product and using the standard approach as required by the relevant ATE
Ce class. No additional developer’s action is requited here.

Since t

already peen validated by the base component evaluation, it is not necessary to re-perform these task
in the cpmposite evaluation. Please note thatthe ETR for composite evaluation does not provide anly
information on functional testing for the base:component.

The behlaviour of implementation of some SFRs can depend on properties of the base component 4
well as pn the dependent componerit, (e.g. correctness of the measures of the composite product t
withstand a side channel attack @y correctness of the implementation of tamper resistance againg
physical attacks). In such case the SFR implementation shall be tested on the final composite product
but not ¢n a simulator or an émulator.

This fa
partial
integrat
families

The com

e amount, the coverage and the depth of ¢he functional tests of the base component hav

wvn O

-+ © 0

ily focuses exclGsively on testing of the composite product as a whole and represents merelly
bfforts within“\the general test approach being covered by the assurance class ATE. These
jon tests shall be specified and performed, whereby the approach of the standard assurang
of the class'ATE shall be applied.

[}

D

posite product evaluation sponsor shall ensure that the following is available for the composit]

product

evaluator:

— composite product samples suitable for testing.

13.6.4 ATE_COMP.1 Composite product functional testing

Dependencies: No dependencies

Developer action elements

ATE_CO

MP.1.1D

The developer shall provide a set of tests as required by the assurance package chosen.
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ATE_COMP.1.2D

The developer shall provide the composite product for testing.
Content and presentation elements

ATE_COMP.1.1C

Content and presentation of the specification and documentation of the integration tests shall
correspond to the standard!? requirements of the assurance families ATE_FUN and ATE_COV.

ATE_COMP.1.2C

The composite product provided shall be suitable for testing.
HBvaluator action elements

ATE_COMP.1.1E

The evaluator shall confirm that the information provided meets all requirements for [content
nd presentation of evidence.

<))

14 Class AVA: Vulnerability assessment

14.1 General

The AVA: Vulnerability assessment class addresses‘;the possibility of exploitable vulnegabilities
htroduced in the development or the operation of the TOE.

—e

Higure 12 shows the families within this class, and the hierarchy of components within the families.
AVA_VAN: Vulnerability assessment 1 2 3 4 5
AVA_COMP: Composite product-vulnerability assessment 1

Figure 12 — AVA: Vulnerability assessment class decomposition

14.2 Application notes

o

enerally, the vélnerability assessment activity covers various vulnerabilities in the development
nd operatiomyof/the TOE. Development vulnerabilities take advantage of some property of the TOE,
r the product where the TOE resides, which was introduced during its development, e.g. defeating
the TSF self-protection through tampering, direct attack or monitoring of the TSF, defeating|the TSF

omain séparation through monitoring or direct attack the TSF, or defeating non-bypassability[through

ircamventing (bypassing) the TSF. Explicit dependencies of the TOE on IT systems in the environment

ust also be considered. Operational vulnerabilities take advantage of weaknesses in non-technical
countermeasures to violate the TOE SFRs, e.g. misuse or incorrect configuration. Misuse investigates
whether the TOE can be configured or used in a manner that is insecure, but that an administrator or
user of the TOE would reasonably believe to be secure.

Assessment of development vulnerabilities is covered by the assurance family AVA_VAN. Basically,
all development vulnerabilities can be considered in the context of AVA_VAN due to the fact, that this
family allows application of a wide range of assessment methodologies being unspecific to the kind of
an attack scenario. These unspecific assessment methodologies comprise, among other, also the specific
methodologies for those TSF where covert channels are to be considered (a channel capacity estimation
can be done using informal engineering measurements, as well as actual test measurements) or can be

10) i.e. as defined by ISO/IEC 18045.
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overcome by the use of sufficient resources in the form of a direct attack (underlying technical concept
of those TSF is based on probabilistic or permutational mechanisms; a qualification of their security
behaviour and the effort required to overcome them can be made using a quantitative or statistical
analysis).

If there are security objectives specified in the ST to either to prevent one user of the TOE from
observing activity associated with another user of the TOE, or to ensure that information flows cannot
be used to achieve enforced illicit data signals, covert channel analysis should be considered during the
conduct of the vulnerability analysis. This is often reflected by the inclusion of Unobservability (FPR_

UNO) awmmwmﬂmnwmmwﬂmr
Information flow control policy (FDP_IFC) requirements in the ST.

14.3 Vylnerability analysis (AVA_VAN)

14.3.1 Pbjectives

Vulnerability analysis is an assessment to determine whether potential vulngrabilities identified,
during the evaluation of the development and anticipated operation of the TOE or byother methods (e.g.

o
by flaw hypotheses or quantitative or statistical analysis of the security behaviour of the underlyinig
securitylmechanisms), can allow attackers to violate the SFRs.

Vulnerapility analysis deals with the threats that an attacker will be @ble to discover flaws that will
allow unjauthorised access to data and functionality, allow the abilityto interfere with or alter the TSF,
or interfere with the authorized capabilities of other users.

In case ¢f a multi-assurance evaluation the vulnerability analysis shall assess the defined sub-TSF as
well as the TOE as a whole.

14.3.2 Component levelling

Levelling is based on an increasing rigour of vulnerability analysis by the evaluator and increased levels
of attacl potential required by an attacker to identify and exploit the potential vulnerabilities.

14.3.3 AVA_VAN.1 Vulnerability survey

Dependéncies: ADV_FSP.1 Basic functional specification
AGD_OPE, 1T Operational user guidance
AGD.PRE.1 Preparative procedures
Objectiyes

A vulnerability survey of information available in the public domain is performed by the evaluator tp
ascertaip potential vulnerabilities that may be easily found by an attacker.

The evaluator performs penetration testing, to confirm that the potential vulnerabilities cannot be
exploited in the operational environment for the TOE. Penetration testing is performed by the evaluator
assuming an attack potential of Basic.

Developer action elements

AVA _VAN.1.1D

The developer shall provide the TOE for testing.
Content and presentation elements

AVA_VAN.1.1C
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The TOE shall be suitable for testing.
Evaluator action elements
AVA_VAN.1.1E

The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

AVA _VAN.1.2E

he evaluator shall perform a search of public domain sources to identify potential vulnérabilities
ih the TOE.

VA_VAN.1.3E

he evaluator shall conduct penetration testing, based on the identified potential vulnerabilities,
tp determine that the TOE is resistant to attacks performed by an attacker possessing Basic
ttack potential.

14.3.4 AVA_VAN.2 Vulnerability analysis

[Jependencies: ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functiofialspecification
ADV_TDS.1 Basic design

AGD_OPE.1 Operational user.gtiidance

AGD_PRE.1 Preparative ptocedures

o

)bjectives

oy

vulnerability analysis is performed by the evaluator to ascertain the presence of potential
ulnerabilities.

<

The evaluator performs penétration testing, to confirm that the potential vulnerabilities cgnnot be
xploited in the operational ehvironment for the TOE. Penetration testing is performed by the eyaluator
ssuming an attack potential of Basic.

S El¢)

Developer action €lements

AVA_VAN.2.1D

The develeper shall provide the TOE for testing.
AVA_VAN.2.2D

The’developer shall provide a list of third party components included in the TOE and the TOE
delivery.

Content and presentation elements
AVA _VAN.2.1C

The TOE shall be suitable for testing.
AVA_VAN.2.2C

The list of third party components shall include components provided by third parties, and that
are part of the TOE or otherwise part of the TOE delivery.
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Evaluator action elements
AVA_VAN.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

AVA _VAN.2.2E
The evaluator shall perform a search of public domain sources to identify potential vulnerabilities in
the TOE s et e e ety
environment that the TOE depends on.

AVA_VAN.2.3E

The evaluator shall perform an independent vulnerability analysis of the TOE usingthe guidanc
documsgntation, functional specification, TOE design and security architecture description t
identify] potential vulnerabilities in the TOE.

(=2 ¢’

AVA _VAN.2.4E

The evqluator shall conduct penetration testing, based on the identified. potential vulnerabilities,
to determine that the TOE is resistant to attacks performed by an attacker possessing Basic attac
potentigl.

=

14.3.5 AVA_VAN.3 Focused vulnerability analysis

Dependé¢ncies: ADV_ARC.1 Security architecture description
ADV_FSP.4 Complete functional specification
ADV_TDS.3 Basic modular design

ADV_IMP.1 Implementation representation of the TSF
AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ATE_DPT.1 Testing: basic design

Objectiyes

—_—

A vulndrability analysjs is performed by the evaluator to ascertain the presence of potentig
vulnerabilities.

The evaluator<performs penetration testing, to confirm that the potential vulnerabilities cannot b
exploitefl incthe operational environment for the TOE. Penetration testing is performed by the evaluatg
assuminglan attack potential of Enhanced-Basic.

= O

Developer action elements

AVA _VAN.3.1D

The developer shall provide the TOE for testing.

AVA _VAN.3.2D

The developer shall provide a list of third party components included in the TOE and the TOE delivery.
Content and presentation elements

AVA_VAN.3.1C
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The TOE shall be suitable for testing.
AVA_VAN.3.2C

The list of third party components shall include components provided by third parties, and that are
part of the TOE or otherwise part of the TOE delivery.

Evaluator action elements

AVA _VAN.3.1E

The evaluator shall confirm that the information provided meets all requirements for confent and
dresentation of evidence.
A

\VA_VAN.3.2E

—

he evaluator shall perform a search of public domain sources to identify potentialvulnerabilities in the
OE the components in the list of third party components, and specific IT proddcts in the environment
hat the TOE depends on.

o =

o~y

\VA_VAN.3.3E

—

he evaluator shall perform an independent, focused vulnerability analysis of the TOE uping the
uidance documentation, functional specification, TOE design, security architecture description and
mplementation representation to identify potential vulnerabilities in the TOE.

- (T

AVA_VAN.3.4E

The evaluator shall conduct penetration testing, based on the identified potential vulnerabilities, to
determine that the TOE is resistant to attacks performed by an attacker possessing Enhanced-Basic
attack potential.

14.3.6 AVA_VAN.4 Methodical vulnerability analysis

[Jependencies: ADV_ARC.1 Security architecture description
ADV_FSP.4 Complete functional specification
ADV(TDS.3 Basic modular design

ADV_IMP.1 Implementation representation of the TSF
AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ATE_DPT.1 Testing: basic design

Objectives

A methodical vulnerability analysis is performed by the evaluator to ascertain the presence of potential
vulnerabilities.

The evaluator performs penetration testing, to confirm that the potential vulnerabilities cannot be
exploited in the operational environment for the TOE. Penetration testing is performed by the evaluator
assuming an attack potential of Moderate.

Developer action elements
AVA_VAN.4.1D

The developer shall provide the TOE for testing.
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AVA_VA

N.4.2D

The developer shall provide a list of third party components included in the TOE and the TOE delivery.

Content and presentation elements

AVA_VA

N.4.1C

The TOE shall be suitable for testing.

AVA_VA

4.2C

The list
partoft

Evaluat

AVA_VA

The evaluator shall confirm that the information provided meets all requirements for content anfd

present:
AVA_VA

The eva
TOE the
that the

AVA_VA

The eva
guidanc
implemg

AVA_VA

The evalluator shall conduct penetration-testing based on the identified potential vulnerabilities t

of third party components shall include components provided by third parties, and that ate
he TOE or otherwise part of the TOE delivery.

or action elements

N.4.1E

ition of evidence.
N.4.2E

uator shall perform a search of public domain sources to identify’potential vulnerabilities in thie
components in the list of third party components, and specific IT products in the environment
TOE depends on.

N.4.3E

Juator shall perform an independent, methodical*vulnerability analysis of the TOE using thie
e documentation, functional specification, TQE design, security architecture description anfd
ntation representation to identify potential¥ulnerabilities in the TOE.

N.4.4E

~ O

determipe that the TOE is resistant to,attacks performed by an attacker possessing Moderate attac
potentigl.
14.3.7 AVA_VAN.5 Advanced methodical vulnerability analysis
Dependg¢ncies: ADV_ARC.1 Security architecture description
ADV_FSP.4 Complete functional specification
ADV_TDS.3 Basic modular design
ADV_IMP.1 Implementation representation of the TSF
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ATE_DPT.1 Testing: basic design
Objectives
A methodical vulnerability analysis is performed by the evaluator to ascertain the presence of potential
vulnerabilities.
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The evaluator performs penetration testing, to confirm that the potential vulnerabilities cannot be
exploited in the operational environment for the TOE. Penetration testing is performed by the evaluator

assuming an attack potential of High.
Developer action elements
AVA _VAN.5.1D

The developer shall provide the TOE for testing.

XL LA ML

[lills A aY
VOA_VAINGJ.alJ

(ontent and presentation elements

AVA_VAN.5.1C

—

he TOE shall be suitable for testing.

o~y

[VA_VAN.5.2C

—

he list of third party components shall include components pravided by third parties, and
dart of the TOE or otherwise part of the TOE delivery.

lwel

valuator action elements

=

[VA_VAN.5.1E

The evaluator shall confirm that the information gprovided meets all requirements for con
fdresentation of evidence.
Y.

\VA_VAN.5.2E

The developer shall provide a list of third party components included in the TOE and the TOE delivery.

that are

ent and

The evaluator shall perform a search of ptiblic domain sources to identify potential vulnerabilities in the
TOE the components in the list of third-party components, and specific IT products in the envifonment
that the TOE depends on.
AVA _VAN.5.3E
The evaluator shall perform’an independent, methodical vulnerability analysis of the TOE using the
guidance documentatien, functional specification, TOE design, security architecture description and
implementation repfeseéntation to identify potential vulnerabilities in the TOE.
AVA _VAN.5.4E
The evaluator shall conduct penetration testing based on the identified potential vulnerablities to
determine.that the TOE is resistant to attacks performed by an attacker possessing High attack
Hotentiak.

4.4 Composite vulirerabitity assessmrent {AVA_COMP)
14.4.1 Objectives
The aim of this family is to determine the exploitability of flaws or weaknesses in the composite product
as a whole in the intended environment.
14.4.2 Component levelling
This family contains only one component.
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14.4.3 Application notes

This family focuses exclusively on the vulnerability assessment of the composite product as a whole
and represents merely partial efforts within the general approach being covered by the standard!!)
assurance family of the class AVA: AVA_VAN.

The composite product evaluator shall perform a vulnerability analysis for the composite product
using, amongst other, the results of the base component evaluation. This vulnerability analysis shall be
confirmed by penetration testing.

The comiposite product evaluator shall check that the confidentiality protection of the dependerjt
compongnt embedded into/installed onto the base component is consistent with the confidentialit]
level clajmed by the dependent component developer for ALC_DVS.

In specigl cases, the vulnerability analysis and the definition of attacks can be difficult, need gonsiderab
time angl require extensive pre-testing, if only documentation is available. The base component m
also be fised in a way that was not foreseen by the base component developer and the&/base componerjt
evaluatqr, or the dependent component developer may not have followed the stipulations provided wit
the basd component. Different possibilities exist to shorten composite product vulnerability analysis i
such cades: E.g. the composite product evaluator may consult the base componerit evaluator and dra
on his ekperience gained during the base component evaluation. Alternatjvely, an approach aiming o
the sepadration of vulnerabilities of the dependent component and the base.component by using specif
test samples of the base component on which the composite product evaluator may load test depender
compongnts on his own discretion. The intention hereby is to use tést dependent components withoy
counterneasures and without deactivating any base componentinherent countermeasure.

— ~+ O

(s

The redults of the vulnerability assessment for the base‘component of the composite produd
represented in the ETR for composite evaluation can be re-used under the following conditions: they ar
up-to-d3te and all composite activities for correctnessx* ASE_COMP.1, ALC_COMP.1, ADV_COMP.1 an
ATE_COMP.1 - are finalised with the verdict PASS.

[o "¢

Due to cpmposing of the base component and the dependent component a new quality arises, which maly
cause additional vulnerabilities of the base component which might be not mentioned in the ETR fg
composife evaluation. In these circumstances'the composite product evaluation authority may require
re-assessment or re-evaluation of the base)component focusing on the new vulnerabilities’ issues.

=

The con;;posite product evaluation sponsor shall ensure that the following is made available for thie
composite product evaluator:

— the pase component-related-user guidance,
— the base component«telated ETR for composite evaluation prepared by the base component evaluator,

— the report of thelbaSe component evaluation authority.

14.4.4 AVA_COMP.1 Composite product vulnerability assessment

Dependé¢ncies: No dependencies

Developer action elements

AVA_COMP.1.1D

The developer shall provide the composite product for penetration testing.
Content and presentation elements

AVA_COMP.1.1C

The composite product provided shall be suitable for testing as a whole.

11) i.e. as defined by ISO/IEC 18045.
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Evaluator action elements

AVA_COMP.1.1E

The evaluator shall conduct penetration testing of the composite product as a whole building on
the evaluator’s own vulnerability analysis to ensure that the vulnerabilities being relevant for

the composite product Security Target are not exploitable.

15 Class ACO: Composition

15.1 General

o

hat are designed to provide confidence that a composed TOE will operate securelywhen rely
ecurity functionality provided by previously evaluated software, firmware or hardware comp

%)

omposition involves taking two or more IT entities successfully evaluated against the ISO/IE
eries security assurance requirements packages (base components and dependent compong
nnex B) and combining them for use, with no further development of either IT entity. The devd

valuation). The composed TOE forms a new product that can¢cbe-installed and integrated
pecific environment instance that meets the objectives for the énvironment.

w O O e » M

his approach does not provide an alternative approach ferthe evaluation of components. Com
nder ACO provides a composed TOE integrator a methed, which can be used as an alterr
ther assurance levels specified in the ISO/IEC 15408)Series, to gain confidence in a TOE th|
ombination of two or more successfully evaluated components without having to re-eval
omposite TSF. The composed TOE integrator is<referred to as “developer” throughout the A
bith any references to the developer of the base‘or dependent components clarified as such.

< 0 0 O < =

APs, as defined in ISO/IEC 15408-5 proyvide an assurance scale for composed TOEs. This as
cale is required in addition to other asstrance packages, for example the EALs, because to
omponents evaluated against angtheér assurance package and gain equivalent assuranc
esulting composed TOE, all SARS shall be applied to the composed TOE. Although reuse can
f the component TOE evaluation results, there are often additional aspects of the compone
ave to be considered in thescomposed TOE, as described in B.3. Due to the different parties
h a composed TOE evaluation activity it is generally not possible to gain all necessary eviden
hese additional aspects-of the components to apply the appropriate EAL. Hence, CAPs h3
efined to address the-issue of combining evaluated components and gaining a meaningful resg
b discussed furthein Annex B.

ol @ Vil s Sl eviiiies il @ Millen S @ ML 72 B e}

he class ACO: Composition encompasses five families. These families specify assurange requirements

ng upon
onents.

C 15408
nts, see
lopment

fadditional IT entities is notincluded (entities that have not previously’been the subject of a component

nto any

position
ative to
at is the
hate the
O class,

surance
combine
b in the
be made
nts that
nvolved
ce about
ve been
ult. This
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Non-TSF-a
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1|
2 . 3
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B
‘—4‘ TSF-b

Non-TSF-b

Key

A depgndent component-a
B  bas¢ component-b

1  ACQ REL (component-a)
2 ADV_FSP (component-b)
3 ACO_DEV (component-b)

Figure 13 — Relationship between ACO families and interactions between components

In a composed TOE it is generally the case that one component relies on the services provided by anothdr
compongnt. The component requiring services is termed the dependent component and the componer
providirlg the services is termed the base cdmponent. This interaction and distinct is discussed furthdr
in Annek B. It is assumed to be the case\that the developer of the dependent component is supporti
the composed TOE evaluation in some manner (as developer, sponsor, or just cooperating and providi;E
the necgssary evaluation evidence-from the dependent component evaluation) The ACO componentfs
included in the CAP assurance packages should not be used as augmentations for component TOE
evaluatipns, as this would provide no meaningful assurance for the component.

=

The famlilies within the AGO class interact in a similar manner to the ADV, ATE and AVA classes in
compongnt TOE evaluation and hence leverage from the specification of requirements from those classes
where applicable. There are however a few items specific to composed TOE evaluations. To determi
how the
dependd
(ACO_RE
the depe
interface [ [ [

to those serv1ce requests are analysed in ACO_ DEV. The ACO DEV famlly is based on the ADV TDS famlly,
as at the simplest level the TSF of each component can be viewed as a subsystem of the composed TOE,
with additional portions of each component seen as additional subsystems. Therefore, the interfaces
between the components are seen as interactions between subsystems in a component TOE evaluation.

It is possible that the interfaces and supporting behaviour descriptions provided for ACO_DEV are
incomplete. This is determined during the conduct of ACO_COR. The ACO_COR family takes the outputs
of ACO_REL and ACO_DEV and determines whether the components are being used in their evaluated
configuration and identifies where any specifications are incomplete, which are then identified as
inputs into testing (ACO_CTT) and vulnerability analysis (ACO_VUL) activities of the composed TOE.
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Testing of the composed TOE is performed to determine that the composed TOE exhibits the
expected behaviour as determined by the composed TOE SFRs, and at higher levels demonstrates the

compatibility of the interfaces between the components of the composed TOE.

The vulnerability analysis of the composed TOE leverages from the outputs of the vulnerability analysis
of the component evaluations. The composed TOE vulnerability analysis considers any residual
vulnerabilities from the component evaluations to determine that the residual vulnerabilities are not
applicable to the composed TOE. A search of publicly available information relating to the components is
also performed to identify any issues reported in the components since the completion of the respective

evaluations

he interaction between the ACO families is depicted in Figure 14 below. This shows by sélid

hrrowed

lines where the evidence and understanding gained in one family feeds into the next activity|and the

ashed arrows identify where an activity explicitly traces back to the composed TOE SFRs, as d

ove.

il

Figure 14 — Relationship between ACO families

Hurther discussion ofthe definition and interactions within composed TOEs is provided in Ann

igure 15 shows the'families within this class, and the hierarchy of components within the fam

bscribed

ilies.

ACO_COR: Composition rationale 1
ACO_DEV: Development evidence 1
ACE_REL: Reliance of dependent component 1
ACO_CTT: Composed TOE testing 1
ACO_VUL: Composition vulnerability analysis 1

Figure 15 — ACO: Composition class decomposition
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15.2 Composition rationale (ACO_COR)

15.2.1 Objectives

This family addresses the requirement to demonstrate that the base component can provide an
appropriate level of assurance for use in composition.

15.2.2 Component levelling

There is|
15.2.3

Dependsé

Develoj]

ACO_COR.1.1D

The dev

Content

ACO_COR.1.1C

The cor
of the
compor
depend

Evaluat

OTly a single component in this family:
ACO_COR.1 Composition rationale

bncies: ACO_DEV.1 Functional Description
ALC_CMC.1 Labelling of the TOE
ACO_REL.1 Basic reliance information

er action elements

eloper shall provide composition rationale for the basé component.

and presentation elements

-+

hposition rationale shall demonstrate that'a level of assurance at least as high as th3
lependent component has been obtained for the support functionality of the bas
ent, when the base component is canfigured as required to support the TSF of the
ent component.

[

or action elements

ACO_C

The evaluator shall confirm(that the information meets all requirements for content and

presen

15.3 D

15.3.1

This fan
Such inf]

1.1E

tion of evidence.
pvelopment evidence (ACO_DEV)

Dbjectives

ily sétsout requirements for a specification of the base componentin increasing levels of detai.
brmation is requlred to gain confidence that the approprlate security functionality is provide

=

rEFhn n amantc aftha dasp s Aot ~ o A n o acidantifind 10+ n i informatian)

to suppd

T C CIIC lb\.iull et ottt TCPTIIaCITT \,Ulllyull\,llb Lclo et ettt rerahece ot lllﬂLlUllJ

15.3.2 Component levelling

The components are levelled on the basis of increasing amounts of detail about the interfaces provided,
and how they are implemented.

15.3.3 Application notes

The TSF

of the base component is often defined without knowledge of the dependencies of the possible

applications with which it may by composed. The TSF of this base component is defined to include all
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parts of the base component that have to be relied upon for enforcement of the base component SFRs.
This will include all parts of the base component required to implement the base component SFRs.

The functional specification of the base component will describe the TSFI in terms of the interfaces
the base component provides to allow an external entity to invoke operations of the TSF. This includes
interfaces to the human user to permit interaction with the operation of the TSF invoking SFRs and also
interfaces allowing an external IT entity to make calls into the TSF.

The functional specification only provides a description of what the TSF provides at its interface and
the means by which that TSF functionality are invoked. Therefore, the functional specification does
ot necessarily provide a complete interface specification of all possible interfaces available between
n external entity and the base component. It does not include what the TSF expects/réquires from
the operational environment. The description of what a dependent component TSF rélies upon of a
ase component is considered in Reliance of dependent component (ACO_REL) and‘the development
information evidence provides a response to the interfaces specified.

he development information evidence includes a specification of the base,¢omponent. This may be
the evidence used during evaluation of the base component to satisfy the-ADV requirements}, or may
e another form of evidence produced by either the base component developer or the compogsed TOE
eveloper. This specification of the base component is used during Deyelopment evidence (ACO_DEV)
tp gain confidence that the appropriate security functionality is provided to support the requirements
f the dependent component. The level of detail required of this eyidénce increases to reflect the level of

quired assurance in the composed TOE. This is expected to,broadly reflect the increasing copfidence
ained from the application of the assurance packages to _thé components. The evaluator deffermines
that this description of the base component is consistent with the reliance information providefd for the
ependent component.

5.3.4 ACO_DEV.1 Functional Description
ependencies: ACO_RELL.1 Basic reliance information
bjectives

description of the interfaces in thie*base component, on which the dependent component felies, is
quired. This is examined to detérmine whether or not it is consistent with the description of irjterfaces
n which the dependent component relies, as provided in the reliance information.

eveloper action elements

CO_DEV.1.1D

he developer shall provide development information for the base component.
ontent and presentation elements

CO_DEV.¥.1C

he development information shall describe the purpose of each interface of the base coeronent
used in the rnmpncpd TOE

ACO_DEV.1.2C

The development information shall show correspondence between the interfaces, used in the
composed TOE, of the base component and the dependent component to support the TSF of the
dependent component.

Evaluator action elements
ACO_DEV.1.1E

The evaluator shall confirm that the information meets all requirements for content and
presentation of evidence.
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ACO_DEV.1.2E

The evaluator shall determine that the interface description provided is consistent with the
reliance information provided for the dependent component.

15.3.5 ACO_DEV.2 Basic evidence of design
Dependencies: ACO_REL.1 Basic reliance information

Objectives

A description of the interfaces in the base component, on which the dependent component reliés A
required. This is examined to determine whether or not it is consistent with the description of interface
on which the dependent component relies, as provided in the reliance information.

wn n

3]

In additfon, the security behaviour of the base component that supports the dependent coniponent TS
is described.

Developer action elements

ACO_DHV.2.1D

The devgloper shall provide development information for the base component.
Content and presentation elements

ACO_DHV.2.1C

The development information shall describe the purpose and method of use of each interface of thie
base corpponent used in the composed TOE.

ACO_DgV.2.2C

The deyelopment information shall provide ahigh-level description of the behaviour of the base
comporlent, which supports the enforcement of the dependent component SFRs.

ACO_DEV.2.3C

The development information shall show correspondence between the interfaces, used in the composed
TOE, of|the base component and _the dependent component to support the TSF of the depender
compongnt.

—

Evaluator action elements

ACO_DEV.2.1E

=)

The evaluator shdllconfirm that the information meets all requirements for content and presentation d
evidencg.

ACO_DHV.2,2E

The evaluator shall determine that the interface description provided is consistent with the reliance
information provided for the dependent component.

15.3.6 ACO_DEV.3 Detailed evidence of design
Dependencies: ACO_REL.2 Reliance information.
Objectives

A description of the interfaces in the base component, on which the dependent component relies, is
required. This is examined to determine whether or not it is consistent with the description of interfaces
on which the dependent component relies, as provided in the reliance information.
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The interface description of the architecture of the base component is provided to enable the evaluator

to determine whether or not that interface formed part of the TSF of the base component.
Developer action elements

ACO_DEV.3.1D

The developer shall provide development information for the base component.

Content and presentation elements

o~y

(CO_DEV.3.1C

The development information shall describe the purpose and method of use of each interfad
Hase component used in the composed TOE.
A

|CO_DEV.3.2C

|

he development information shall identify the subsystems of the base component that
hterfaces of the base component used in the composed TOE.

ot

—

hformation provided for the dependent component.

e of the

provide

he base

tems of

mposed
pendent

ACO_DEV.3.3C

The development information shall provide a high-level desctiption of the behaviour of
domponent subsystems, which support the enforcement of the dependent component SFRs.
ACO_DEV.3.4C

The development information shall provide a mapping from the interfaces to the subsys
the base component.

ACO_DEV.3.5C

The development information shall show correspondence between the interfaces, used in the cd
TOE, of the base component and the*dependent component to support the TSF of the de
domponent.

Hvaluator action elements

ACO_DEV.3.1E

The evaluator shall copfirm that the information meets all requirements for content and presengation of
gvidence.

ACO_DEV.3.2E

The evaluator shall determine that the interface description provided is consistent with the

reliance

1574 Reliance of dependent component (ACO_REL)

15.4.1 Objectives

The purpose of this family is to provide evidence that describes the reliance that a dependent component
has upon the base component. This information is useful to persons responsible for integrating the
component with other evaluated IT components to form the composed TOE, and for providing insight

into the security properties of the resulting composition.

This provides a description of the interface between the dependent and base component

s of the

composed TOE that may not have been analysed during evaluation of the individual components, as the

interfaces were not TSFIs of the individual component TOEs.
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