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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are me

mbers of

ISO or IEC participate in the development of International Standards through technical committees

established by the respective organization to deal with particular fields of technical activity. 1ISO

nd non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of\inf
chnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

mternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part

Tlhe main task of the joint technical committee is to prepare International Standards. Draft Intg
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publi
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

I

ttention is drawn to the possibility that some of the elements of this document may be the subject
ghts. ISO and IEC shall not be held responsible for identifying any or all’such patent rights.

-

BO/IEC 15408-3 was prepared by Joint Technical Committee 1SO/IEC JTC 1, Information teg

I

Subcommittee SC 27, IT Security techniques. The identical text of ISO/IEC 15408 is published by the
Criteria Project Sponsoring Organisations as Common, Criteria for Information Technology
Hvaluation. The common XML source for both publications gan be found at http://www.oc.ccn.cni.es/X

and IEC
Fnmental
ormation

D.

rnational
Cation as

Of patent

hnology,
Common

Security
ml

Tlhis third edition cancels and replaces the second edition (ISO/IEC 15408-3:2005), which has been tg
revised.

chnically

IBO/IEC 15408 consists of the following parts, under the general title Information technology — Security

teéchnigues — Evaluation criteria for IT secuirity:

—+ Part 1: Introduction and general-nmedel

—+ Part 2: Security functional.components

—+ Part 3: Security assurance components

lLegal Notice

Tlhe governmental organizations listed below contributed to the development of this version of the Common

Criteria fortnformation Technology Security Evaluations. As the joint holders of the copyright in the Common

Criteria forInformation Technology Security Evaluations, version 3.1 Parts 1 through 3 (called CC 3.1), they

hereby\grant non-exclusive license to ISO/IEC to use CC 3.1 in the continued development/maintepance of

theZlSO/IEC 15408 international standard. However, these governmental organizations retain the rigit to use,

Australia/New Zealand: The Defence Signals Directorate and the Government Communications
Security Bureau respectively;

Canada: Communications Security Establishment;

France: Direction Centrale de la Sécurité des Systemes d'Information;

Germany: Bundesamt fiir Sicherheit in der Informationstechnik;

Japan: Information Technology Promotion Agency;
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Netherlands:
Spain:
United Kingdom:

United States:

Netherlands National Communications Security Agency;

Ministerio de Administraciones Publicas and Centro Criptolégico Nacional;

Communications-Electronic Security Group;

The National Security Agency and the National Institute of Standards and

Technology.
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Security assurance components, as defined in this part of ISO/IEC 15408, are the basis for the security
assurance requirements expressed in a Protection Profile (PP) or a Security Target (ST).

These requirements establish a standard way of expressing the assurance requirements for TOEs. This part

g
[
d
A
T
P
t
[

T ISO/TEC 15408 catalogues the sef of assurance componenis, families and classes. [hi
5O/IEC 15408 also defines evaluation criteria for PPs and STs and presents evaluation assurance-
efine the predefined ISO/IEC 15408 scale for rating assurance for TOEs, which is calledthe E
ssurance Levels (EALSs).

he audience for this part of ISO/IEC 15408 includes consumers, developers, and gvaluators of s
roducts. ISO/IEC 15408-1 provides additional information on the target audience 0f\ISO/IEC 15408
ne use of IEC 15408 by the groups that comprise the target audience. These groups may use thi
BO/IEC 15408 as follows:

) Consumers, who use this part of ISO/IEC 15408 when selecting (components to express a
requirements to satisfy the security objectives expressed in a PRor ST, determining required
security assurance of the TOE.

reference this part of ISO/IEC 15408 when interpreting statements of assurance requirem
determining assurance approaches of TOEs.

Evaluators, who use the assurance requirements\defined in this part of ISO/IEC 15408 as a nj
statement of evaluation criteria when determining the assurance of TOEs and when evaluating
STs.

b part of
pvels that
aluation

ecure IT
, and on
5 part of

Esurance
levels of

) Developers, who respond to actual or perceived consumet security requirements in constructing a TOE,

pnts and

andatory
PPs and
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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 3:
Security assurance components

=

Scope

his part of ISO/IEC 15408 defines the assurance requirements of ISO/IEC 15408. It includes the eyaluation
ssurance levels (EALs) that define a scale for measuring assurance for component-TOEs, the composed
ssurance packages (CAPs) that define a scale for measuring assurance for composed’TOEs, the individual
ssurance components from which the assurance levels and packages are compased, and the cfiteria for
valuation of PPs and STs.

D QO QO QO -

Normative references

N

he following referenced documents are indispensable for the application of this document. Fpr dated
bferences, only the edition cited applies. For undated references, the latest edition of the regferenced
ocument (including any amendments) applies.

Q=

BO/IEC 15408-1, Information technology — Security techniques — Evaluation criteria for IT security + Part 1:
mtroduction and general model

BO/IEC 15408-2, Information technology — Security‘techniques — Evaluation criteria for IT security +— Part 2:
Security functional components

Terms and definitions, symbols and abbreviated terms

)

-1

or the purposes of this document;the terms, definitions, symbols and abbreviated terms given in
5O/IEC 15408-1 apply.

4 Overview
4.1 Organisation-of this part of ISO/IEC 15408

Clause 5 describes-the paradigm used in the security assurance requirements of this part of ISO/IEC [15408.

Q

lause 6 describes the presentation structure of the assurance classes, families, components, ejaluation
ssurance levels along with their relationships, and the structure of the composed assurance packagsgs. It also
haracterises the assurance classes and families found in Clauses 9 through 16.

o Q

Clause 7 provides detailed definitions of the EAL s

Clause 8 provides detailed definitions of the CAPs.
Clauses 9 through 16 provide the detailed definitions of this part of ISO/IEC 15408 assurance classes.
Annex A provides further explanations and examples of the concepts behind the Development class.

Annex B provides an explanation of the concepts behind composed TOE evaluations and the Composition
class.

Annex C provides a summary of the dependencies between the assurance components.
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Annex D provides a cross reference between PPs and the families and components of the APE class.
Annex E provides a cross reference between the EALs and the assurance components.

Annex F provides a cross reference between the CAPs and the assurance components.

5 Assurance paradigm

The purpose of this Clause is to document the philosophy that underpins ISO/IEC 15408 approach to

't

assurange Antndarctandina of thic Clauca will narmit tha rasdar +a tindarctand tha ratinnala hahind thic no
Ao et e g Ot oo S Wi p et e e e tour ettt tHeTat eIt tho P

of ISO/IHC 15408 assurance requirements.

5.1 ISD/IEC 15408 philosophy

ISO/IEC| 15408 philosophy is that the threats to security and organisational security policy~éemmitment
should bg clearly articulated and the proposed security measures be demonstrably sufficient for their intende

purpose.

Furthermore, measures should be adopted that reduce the likelihood of vulnerabilities, the ability to exercis
(i.e. intentionally exploit or unintentionally trigger) a vulnerability, and the extent of the damage that coul
occur frgm a vulnerability being exercised. Additionally, measures should .be)adopted that facilitate th
subsequent identification of vulnerabilities and the elimination, mitigation, and/or*notification that a vulnerabilit

has been exploited or triggered.

5.2 Agsurance approach

ISO/IEC |15408 philosophy is to provide assurance based upon“an evaluation (active investigation) of the |
product that is to be trusted. Evaluation has been the traditional means of providing assurance and is th
basis for| prior evaluation criteria documents. In aligning the existing approaches, ISO/IEC 15408 adopts th
same philosophy. ISO/IEC 15408 proposes measuring the'validity of the documentation and of the resulting |

product by expert evaluators with increasing emphasis\on scope, depth, and rigour.

ISO/IEC|15408 does not exclude, nor does it comment upon, the relative merits of other means of gainin
assurange. Research continues with respect.to/alternative ways of gaining assurance. As mature alternativ
approaches emerge from these research ‘activities, they will be considered for inclusion in ISO/IEC 15408

which is po structured as to allow their future introduction.

5.2.1 dignificance of vulnerabitities

It is assiimed that there arethreat agents that will actively seek to exploit opportunities to violate securit
policies both for illicit gainsZand for well-intentioned, but nonetheless insecure actions. Threat agents may als
accidentally trigger security vulnerabilities, causing harm to the organisation. Due to the need to proces
sensitive| information_and the lack of availability of sufficiently trusted products, there is significant risk due t

failures qf IT. It is,therefore, likely that IT security breaches could lead to significant loss.

IT security breaches arise through the intentional exploitation or the unintentional triggering of vulnerabilities i

the application of IT within business concerns.

[SNN77)

< (0 OO

O 0 0

Steps should be taken to prevent vulnerabilities arising in IT products. To the extent feasible, vulnerabilities

should be:

a) eliminated -- that is, active steps should be taken to expose, and remove or neutralise, all exercisable

vulnerabilities;

b) minimised -- that is, active steps should be taken to reduce, to an acceptable residual level, the potential

impact of any exercise of a vulnerability;

c) monitored -- that is, active steps should be taken to ensure that any attempt to exercise a residual

vulnerability will be detected so that steps can be taken to limit the damage.
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5.2.2 Cause of vulnerabilities
Vulnerabilities can arise through failures in:

a) requirements -- that is, an IT product may possess all the functions and features required of it
contain vulnerabilities that render it unsuitable or ineffective with respect to security;

2008(E)

and still

b) development -- that is, an IT product does not meet its specifications and/or vulnerabilities have been

introduced as a result of poor development standards or incorrect design choices;

cd) operation -- that is, an IT product has been constructed correctly to a correct specificg
vulnerabilities have been introduced as a result of inadequate controls upon the operation.

5.2.3 ISO/IEC 15408 assurance

Assurance is grounds for confidence that an IT product meets its security objectives. Assurance
derived from reference to sources such as unsubstantiated assertions, prior relevant experience, o
gxperience. However, ISO/IEC 15408 provides assurance through active investigation. Active invest
an evaluation of the IT product in order to determine its security properties.

5.2.4 Assurance through evaluation

mm

valuation techniques can include, but are not limited to:

a) analysis and checking of process(es) and procedure(s);

b) checking that process(es) and procedure(s) are being applied;

d) analysis of the correspondence between TOE:design representations;
d) analysis of the TOE design representation against the requirements;
€) verification of proofs;

f] analysis of guidance documents;

d) analysis of functional tests' developed and the results provided;

h) independent functional testing;

i analysis forulnrerabilities (including flaw hypothesis);

j penetration testing.

5.3 ,ISO/IEC 15408 evaluation assurance scale

tion but

can be
specific
gation is

valuation has been the traditional means of gaining assurance, and’is the basis of ISO/IEC 15408 approach.

The increasing level of effort is based upon:

a) scope -- that is, the effort is greater because a larger portion of the IT product is included;

valuation

effort, and that the goal is to apply the minimum effort required to provide the necessary level of assurance.

b) depth -- that is, the effort is greater because it is deployed to a finer level of design and implementation

detail;

c) rigour -- that is, the effort is greater because it is applied in a more structured, formal manner.
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6 Security assurance components

6.1 Security assurance classes, families and components structure

The following Subclauses describe the constructs used in representing the assurance classes, families, and
components.

Figure 1 illustrates the SARs defined in this part of ISO/IEC 15408. Note that the most abstract collection of
SARs is referred to as a class. Each class contains assurance families, which then contain assurance
componghts—which-ir-tarr-contain-assurance-elements—Classesand-familiesare-used-to-providea-taxenemy
for classifying SARs, while components are used to specify SARs in a PP/ST.

6.1.1 Assurance class structure

Figure 1|illustrates the assurance class structure.

6.1.1.1 | Class name

Each asgurance class is assigned a unique name. The name indicates the topics covered by the assurancg
class.

A uniqug short form of the assurance class name is also provided. This is the primary means for referencing
the assufance class. The convention adopted is an “A” followed by two letters’related to the class name.
6.1.1.2 | Class introduction

Each asgurance class has an introductory Subclause that describes the composition of the class and containis
supportiye text covering the intent of the class.

6.1.1.3 | Assurance families

Each aspurance class contains at least one assurance family. The structure of the assurance families is

describe

1 in the following Subclause.
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Common criteria assurance requirements
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Figure 1 - Assurance class/family/component/element hierarchy

68.1.2 Assurance family structure

-

igure 1 illustrates the assurance family structure.
§.1.2.1 Family‘name
Bvery assurance family is assigned a unique name. The name provides descriptive information gbout the

ppics covered by the assurance family. Each assurance family is placed within the assurance class that
contains-other families with the same intent.

—

A_unique short form of the assurance family name is also provided This is the primary meansl used to
reference the assurance family. The convention adopted is that the short form of the class name is used,
followed by an underscore, and then three letters related to the family name.

6.1.2.2  Objectives
The objectives Subclause of the assurance family presents the intent of the assurance family.
This Subclause describes the objectives, particularly those related to ISO/IEC 15408 assurance paradigm,

that the family is intended to address. The description for the assurance family is kept at a general level. Any
specific details required for objectives are incorporated in the particular assurance component.
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6.1.2.3 Component levelling

Each assurance family contains one or more assurance components. This Subclause of the assurance family
describes the components available and explains the distinctions between them. Its main purpose is to
differentiate between the assurance components once it has been determined that the assurance family is a
necessary or useful part of the SARs for a PP/ST.

Assurance families containing more than one component are levelled and rationale is provided as to how the
components are levelled. This rationale is in terms of scope, depth, and/or rigour.

6.1.2.4 | Application notes
The application notes Subclause of the assurance family, if present, contains additional information)fer the
assurange family. This information should be of particular interest to users of the assurance family,(e.g. PP
and ST [authors, designers of TOEs, evaluators). The presentation is informal and covers, (fgr example,
warningg about limitations of use and areas where specific attention may be required.
6.1.2.5 | Assurance components

Each asgurance family has at least one assurance component. The structure of the'\assurance components is
provided|in the following Subclause.

6.1.3 Assurance component structure

Figure 2[illustrates the assurance component structure.

Assurance
component Component

identification

Objectives

Application
I notes

Dependencies

Assurance
elements

Figure 2 - Assurance component structure

=h

The relationship bétween components within a family is highlighted using a bolding convention. Those parts ¢
the requjrements-that are new, enhanced or modified beyond the requirements of the previous componer
within a hierarchy are bolded.

—

6.1.3.1 —Componentidentification

The component identification Subclause provides descriptive information necessary to identify, categorise,
register, and reference a component.

Every assurance component is assigned a unique name. The name provides descriptive information about the
topics covered by the assurance component. Each assurance component is placed within the assurance
family that shares its security objective.

A unique short form of the assurance component name is also provided. This is the primary means used to
reference the assurance component. The convention used is that the short form of the family name is used,
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followed by a period, and then a numeric character. The numeric characters for the components within each
family are assigned sequentially, starting from 1.

6.1.3.2 Objectives
The objectives Subclause of the assurance component, if present, contains specific objectives for the
particular assurance component. For those assurance components that have this Subclause, it presents the

specific intent of the component and a more detailed explanation of the objectives.

6.1.3.3 Application notes

—

he application notes Subclause of an assurance component, if present, contains additional i~hformation to
acilitate the use of the component.

—h

8.1.3.4 Dependencies

Dependencies among assurance components arise when a component is not self-sufficient, and relies upon
the presence of another component.

m

ach assurance component provides a complete list of dependencies to otherassurance components. Some
omponents may list “No dependencies”, to indicate that no dependencies have been identiffed. The
omponents depended upon may have dependencies on other compenents.

QO

—

he dependency list identifies the minimum set of assurance components which are relied upon. Components
hich are hierarchical to a component in the dependency list may’'also be used to satisfy the dependgncy.

<

n specific situations the indicated dependencies mightinot be applicable. The PP/ST author, by providing
btionale for why a given dependency is not applicable,gmay elect not to satisfy that dependency.

-

6.1.3.5 Assurance elements

>~

set of assurance elements is provided for.each assurance component. An assurance element is g security
bquirement which, if further divided, would-not yield a meaningful evaluation result. It is the smalles{ security
pquirement recognised in ISO/IEC 15408

= =

Hach assurance element is identified as belonging to one of the three sets of assurance elements:

a) Developer action elements: the activities that shall be performed by the developer. This set of gctions is
further qualified by evidential material referenced in the following set of elements. Requirements for
developer actions.are identified by appending the letter “D” to the element number.

B) Content and\ presentation of evidence elements: the evidence required, what the eviderjce shall
demonstrate,vand what information the evidence shall convey. Requirements for content and pregentation
of evidenhee are identified by appending the letter “C” to the element number.

cd) Evaluator action elements: the activities that shall be performed by the evaluator. This set of actions
explicitly includes confirmation that the requirements prescribed in the content and presentation of
evidence elements have been met. It also includes explicit actions and analysis that shall be performed in
addition to that already performed by the developer. Implicit evaluator actions are also to be performed as
a result of developer action elements which are not covered by content and presentation of evidence
requirements. Requirements for evaluator actions are identified by appending the letter “E” to the element
number.

The developer actions and content and presentation of evidence define the assurance requirements that are
used to represent a developer's responsibilities in demonstrating assurance in the TOE meeting the SFRs of a
PP or ST.

The evaluator actions define the evaluator's responsibilities in the two aspects of evaluation. The first aspect
is validation of the PP/ST, in accordance with the classes APE and ASE in Clauses APE: Protection Profile
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evaluation and ASE: Security Target evaluation. The second aspect is verification of the TOE's conformance
with its SFRs and SARs. By demonstrating that the PP/ST is valid and that the requirements are met by the
TOE, the evaluator can provide a basis for confidence that the TOE in its operational environment solves the
defined security problem.

The developer action elements, content and presentation of evidence elements, and explicit evaluator action
elements, identify the evaluator effort that shall be expended in verifying the security claims made in the ST of

the TOE.

6.1.4 Assurance elements

Each elg
clear, co
is stated

6.1.5 d
This part

related 3
compong

In Figurg
are lineg

specific ¢vidence, or rigour of the actions or evidence). The‘assurance families in this part of ISO/IEC 1540

are all lin
added in

6.2 EA
Figure 4

the figur
included

ment represents a requirement to be met. These statements of requirements are intended.to) be
hcise, and unambiguous. Therefore, there are no compound sentences: each separable requirement
as an individual element.

omponent taxonomy

=

of ISO/IEC 15408 contains classes of families and components that are grouped on the basis g
ssurance. At the start of each class is a diagram that indicates the families-in the class and th
nts in each family.

[¢]

Family 1 1 2 3

Figure 3 - Sample class decomposition’diagram

3, above, the class as shown contains a single family.Fhe family contains three components that
rly hierarchical (i.e. component 2 requires more than component 1, in terms of specific actions

o0

early hierarchical, although linearity is not a mafdatory criterion for assurance families that may b
the future.

9]

L structure

illustrates the EALs and associated,structure defined in this part of ISO/IEC 15408. Note that whil
e shows the contents of the assurance components, it is intended that this information would b
in an EAL by reference to thesactual components defined in ISO/IEC 15408.

(]

D
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Evaluation assurance level

EAL name

ISO/IEC 15408-3:2008(E)

6.2.1 EAL name

g.2.2, \®©bjectives

Objectives

Application notes

Assurance component
[C@]p@e% identification;
— Objgeifves _

Application notes
_Apphicalion notes

Dependencies
— ependencies _

— Aarrara

-

Assurance element i

Figure 4 - EAL structure

The-objectives. Subclause of the EAL presents the intent of the EAI

Hach EAL is assigned a unique name. The name provides descriptive information about the intent of the EAL.

A unique shortform of the EAL name is also provided. This is the primary means used to reference thie EAL.

6.2.3 Application notes

The application notes Subclause of the EAL, if present, contains information of particular interest to users of
the EAL (e.g. PP and ST authors, designers of TOEs targeting this EAL, evaluators). The presentation is
informal and covers, for example, warnings about limitations of use and areas where specific attention may be

required.

6.2.4 Assurance components

A set of assurance components have been chosen for each EAL.
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A higher level of assurance than that provided by a given EAL can be achieved by:

a) including additional assurance components from other assurance families; or

b) replacing an assurance component with a higher level assurance component from the same assurance
family.

6.2.5 Relationship between assurances and assurance levels

Figure S-illus 86 S—3 c—15408.
While agsurance components further decompose into assurance elements, assurance elements cannofbe
individually referenced by assurance levels. Note that the arrow in the figure represents a reference from ap
EAL to ah assurance component within the class where it is defined.

Part 3 Assurance requirements Part 3 Assurance levels

Assurance class L

‘ Class name |
I

‘ Class introduction |
I Evaluation assurancé level [

Assurance family

EAd hame
Family name )

l Objectives
Objectives T

[ Application notes

Component levelling '

| 4] Assurance component .
c [('m_np@c%idcnlﬁcul_ion]
1cat1 r— =7 - 1
Application notes » r ]
‘ r A
L J
Assurance componeny L 1
[Component identification} L1 o
T L] | 15
[ Objectives | L1 |
T L1 LL —————— JJ |
[ Applicatighnotes | <& - — — — — — —|

[ Depgndéncies ]

[
A§surance element
| I
T [

Figure 5 - Assurance and assurance level association
6.3 CAP structure
The structure of the CAPs is similar to that of the EALs. The main difference between these two types of

package is the type of TOE they apply to; the EALs applying to component TOEs and the CAPs applying to
composed TOEs.

Figure 6 illustrates the CAPs and associated structure defined in this part of ISO/IEC 15408. Note that while

the figure shows the contents of the assurance components, it is intended that this information would be
included in a CAP by reference to the actual components defined in ISO/IEC 15408.
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Part 3 Assurance Packages

Composed Assurance Package

CAP name

Objectives

Application Notes

Assurance Component | |+

=

Component Identification |
. | -
| Component Identification }
' |

| Component Identification
' |

| Component Identification

= —

| Component Identificatiof }_Ll

|
|
L

= |

Figure 6 - CAP structure

6.3.1 CAP name

Hach CAP is assigned a upique name. The name provides descriptive information about the intent of the CAP.

3

unique short form of.the CAP name is also provided. This is the primary means used to reference thje CAP.

g.3.2 Objectives

—

he objectives Subclause of the CAP presents the intent of the CAP.

6.3.3, \Application notes

'l'l-w\ annlinatian Antne Quilhalaiion ~Af tha CCAD if Aracant ~Aantaine infaraatinn ~Af nartinilay intaract + users Of
TP PTCa O TOtCoOuUPtaAaSC—OTtHC—o v, 1 pProSChG oMo o T aao— O par ot tCrost—t

the CAP (e.g. PP and ST authors, integrators of composed TOEs targeting this CAP, evaluators). The
presentation is informal and covers, for example, warnings about limitations of use and areas where specific
attention may be required.

6.3.4 Assurance components
A set of assurance components have been chosen for each CAP.
Some dependencies identify the activities performed during the evaluation of the dependent component on

which the composed TOE activity relies. Where it is not explicitly identified that the dependency is on a
dependent component activity, the dependency is to another evaluation activity of the composed TOE.
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A higher level of assurance than that provided by a given CAP can be achieved by:
a) including additional assurance components from other assurance families; or

b) replacing an assurance component with a higher level assurance component from the same assurance
family.

The ACO: Composition components included in the CAP assurance packages should not be used as
augmentations for component TOE evaluations, as this would provide no meaningful assurance for the
component.

6.3.5 eratiomSHip DEetwWeem asSUTarnces and assurarnce 1evers

=

Figure 7| illustrates the relationship between the SARs and the composed assurance packages dgfined i
ISO/IEC| 15408. While assurance components further decompose into assurance elements, casstranc
elementg cannot be individually referenced by assurance packages. Note that the arrow  dn-the figur
represents a reference from a CAP to an assurance component within the class where it is defihed.

(LAY

Part 3 Assurance requirements Part 3 Assurance Packages

Assurance class L

‘ Class name |
I

‘ Class introduction |

| Composed ASsurance Packages I:
Assurance family

CAP name
Family name [
l Objectives
Objectives T
14 . .
[ I~ Application notes
. NA
Component levelling 2 |
| Assurance component n.
[~ ompumnl 1du1ullwlmn
Application notes T~ “ob ccl,—\,m: —
I [ AQLIM. thnHE \: ]
Assurance component r I)med»_ es
[Componentidensification] L+ ™ -
| ()h':lr‘tivcs; | /,,/‘/ | Assurance element | 4
bl LT E— — — — — — JJ‘|
[ A]:_;])Ilca‘tmn notes | &7 o —
[ Dependencies | :

[
4 Assurance element -H
AN \

Figure 7 - Assurance and composed assurance package association

7 Evaluation assurance levels

The Evaluation Assurance Levels (EALs) provide an increasing scale that balances the level of assurance
obtained with the cost and feasibility of acquiring that degree of assurance. ISO/IEC 15408 approach identifies
the separate concepts of assurance in a TOE at the end of the evaluation, and of maintenance of that
assurance during the operational use of the TOE.

12 © ISO/IEC 2008 - All rights reserved


https://standardsiso.com/api/?name=4b332ad957b0609a1a5f2f3d999ad23a

ISO/IEC 15408-3:2008(E)

It is important to note that not all families and components from this part of ISO/IEC 15408 are included in the
EALs. This is not to say that these do not provide meaningful and desirable assurances. Instead, it is
expected that these families and components will be considered for augmentation of an EAL in those PPs and

STs for which they provide utility.

7.1 Evaluation assurance level (EAL) overview

Table 1 represents a summary of the EALs. The columns represent a hierarchically ordered set of EALs, while
the rows represent assurance families. Each number in the resulting matrix identifies a specific assurance

component where applicable.

—Hh =g S =

milies (i.e. adding new requirements).

Tlhese EALs consist of an appropriate combination of assurance components¢as-described in Clause

a

amily and all assurance dependencies of every component are addressed:

o (D <

amilies not already included in the EAL) or the substitution of assurance components (with

onstructs defined in ISO/IEC 15408, only EALs may-.be augmented. The notion of an “EAL

Q< 0O 0O T

omponent to the EAL. An EAL may also be augmented with extended assurance requirements.

s outlined in the next Subclause, seven hierarchically ordered evaluation assurance levels are defined in
BO/IEC 15408 for the rating of a TOE's assurance. They are hierarchically ordered inasmuch-as each EAL
ppresents more assurance than all lower EALs. The increase in assurance from EAL to EAL,is accomplished
y substitution of a hierarchically higher assurance component from the same assurance family (i.e.
creasing rigour, scope, and/or depth) and from the addition of assurance components-from other agsurance

6 of this

art of ISO/IEC 15408. More precisely, each EAL includes no more than,one ‘component of each agsurance

Vhile the EALs are defined in ISO/IEC 15408, it is possible to represent other combinations of assurance.
pecifically, the notion of “augmentation” allows the addition.'ef assurance components (from agsurance

another

ierarchically higher assurance component in the same.assurance family) to an EAL. Of the agsurance

minus a

pnstituent assurance component” is not recognised by, the standard as a valid claim. Augmentatioh carries
ith it the obligation on the part of the claimant to justify the utility and added value of the added agsurance

© ISO/IEC 2008 - All rights reserved
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Assurance class

Assurance Family

Assurance Components by Evaluation Assurance Level

EAL1

EAL2

EAL3

EAL4

EALS

EAL6G

EAL7

Development

ADV_ARC

1

1

1

ADV_FSP

1

2

3

4

ADV_IMP

1

N|(—=|O01|—

ABDVINT

ADV_SPM

ADV_TDS

Gui

Hance documents

AGD_OPE

AGD_PRE

Li

fe-cycle support

ALC_CMC

ALC_CMS

RlRRk|k

ALC_DEL

N 11 ) N PN N

ALC_DVS

Pl |wlw|=|=a(N

S RaIDN DN W

N|= O Ui= (=0T RP|WINO=

N|=(OO = | ([WIN [0 =

ALC_FLR

4
SN N O I Y Y =YY

ALC_LCD

=

ALC_TAT

Secur

ty Target evaluation

ASE_CCL

ASE_ECD

ASE_INT

ASE_OBJ

ASE_REQ

ASE_SPD

ASE_TSS

Tests

ATE_COV

[y ¢ SN T [ ] PN (RN N

ATE_DPT

ATE_FUN

1

ATE_IND

2

Vulng

rability assessment

AVA VAN

2

(11 S N =Y VY SN FEN ) O 228 N PN

WIN=ININ =2 NN

AINI=2(WIN= 2NN N —

IININ(WW|=|= NN =R W(—

QWIN|R|W[=2 2NN (mw|N

7.2 EV

The follg
requirem

7.3 EV
731 Q

EAL1 is
viewed &

bjectives

Hpplicable where some confidence in correct operation is required, but the threats to security are ng
s serious. It will be of value where independent assurance is required to support the contention thd

due care

Table 1 - Evaliiation assurance level summary

aluation assurance level«déetails

aluation assurance level 1 (EAL1) - functionally tested

has bheen exercised with rpclnnr’r to the Ir\m‘rnr*tir‘m of ppmnnnl ar similar information

wing Subclauses provide’ definitions of the EALs, highlighting differences between the specifi
ents and the prose characterisations of those requirements using bold type.

(2]

— —~

EAL1 requires only a limited security target. It is sufficient to simply state the SFRs that the TOE must meet,
rather than deriving them from threats, OSPs and assumptions through security objectives.

EAL1 provides an evaluation of the TOE as made available to the customer, including independent testing
against a specification, and an examination of the guidance documentation provided. It is intended that an
EAL1 evaluation could be successfully conducted without assistance from the developer of the TOE, and for
minimal outlay.

An evaluation at this level should provide evidence that the TOE functions in a manner consistent with its
documentation.

14
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7.3.2 Assurance components

EAL1 provides a basic level of assurance by a limited security target and an analysis of the SFRs in
that ST using a functional and interface specification and guidance documentation, to understand the
security behaviour.

The analysis is supported by a search for potential vulnerabilities in the public domain and
independent testing (functional and penetration) of the TSF.

EAL1 also provides assurance through unique identification of the TOE and of the relevant evaluation
documents.

Tlhis EAL provides a meaningful increase in assurance over unevaluated IT.

Assurance Class Assurance components

ADV: Development ADV_FSP.1 Basic functional specification
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC CMC.1 Labelling of the TOE

ALC CMS.1 TOE CM coverage

ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE_OBJ.1 Security«bjectives for the operational environmgnt
ASE_REQ.1 Stated:'security requirements
ASE_TSS.1 TOEsUmmary specification

AGD: Guidance documents

ALC: Life-cycle support

ASE: Security Target evaluation

ATE: Tests ATE_IND.1 Independent testing - conformance
AVA: Vulnerability assessment | AVA_ VAN, TWulnerability survey
JTable 2 - EAL1

7.4 Evaluation assurance level 2 (EAL?2) - structurally tested

7.4.1 Objectives

m

AL2 requires the co-operation«f the developer in terms of the delivery of design information and tegt results,
ut should not demand more effort on the part of the developer than is consistent with good conmercial
practise. As such it shouldmnottrequire a substantially increased investment of cost or time.

o

HAL?Z2 is therefore applicable in those circumstances where developers or users require a low to moderate
I¢vel of independently assured security in the absence of ready availability of the complete devélopment
record. Such a_situation may arise when securing legacy systems, or where access to the developef may be
limited.

7.4.2 Assurance components
EAL2 provides assurance by a full secunty target and an anaIyS|s of the SFRs in that ST, usmg a functional

RS T P H I'H 1ol niati vl hao a £+ hi f th
LAY} IIIlUIIa\JU DPUUIII\JGLIUII 3u|ua||uc UU\JUIIIUIILQLIUII allu A UQQI\J UCDL’IIPLIUII Ul LIIU aIbIIILC\JLUI 0 e

TOE, to understand the security behaviour.

The analysis is supported by independent testing of the TSF, evidence of developer testing based on the
functional specification, selective independent confirmation of the developer test results, and a
vulnerability analysis (based upon the functional specification, TOE design, security architecture
description and guidance evidence provided) demonstrating resistance to penetration attackers with a
basic attack potential.

EAL2 also provides assurance through use of a configuration management system and evidence of
secure delivery procedures.
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This EAL represents a meaningful increase in assurance from EALL by requiring developer testing, a
vulnerability analysis (in addition to the search of the public domain), and independent testing based
upon more detailed TOE specifications.

Assurance Class Assurance components

ADV_ARC.1 Security architecture description
ADV: Development ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.1 Basic design

AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC CMC.2 Use of a CM system

ALC: Life-cycle support ALC_CMS.2 Parts of the TOE CM coverage
ALC DEL.1 Delivery procedures
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE: Security Target evaluation | ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE_COV.1 Evidence of coverage

ATE: Tests ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing™'sample
AVA: Vulnerability assessment | AVA_VAN.2 Vulnerability analysis

Table 3 - EAL2

a1 ! 4
AGD . GUadancte doTunter s

7.5 EMJaluation assurance level 3 (EAL3) - methodicaly tested and checked
7.5.1 Qbjectives

EAL3 pefmits a conscientious developer to gain maximum assurance from positive security engineering at th
design stage without substantial alteration of existing sound development practises.

[

=

EAL3 is| applicable in those circumstances where developers or users require a moderate level (
independently assured security, and require a thorough investigation of the TOE and its development withoy
substant{al re-engineering.

—

7.5.2 Assurance components

EAL3 prpvides assuranceCby a full security target and an analysis of the SFRs in that ST, using a functional
and intefface specification, guidance documentation, and an architectural description of the design of the
TOE, to understand the security behaviour.

The analysis isssupported by independent testing of the TSF, evidence of developer testing based on th
functiongl specification and TOE design, selective independent confirmation of the developer test results, an
a vulnergbility analysis (based upon the functional specification, TOE design, security architecture descriptio
and guidanceevidence provided) demonstrating Tesistance topenetratiomattackers—with—abasic—attac
potential.

-5 O (O

EALS3 also provides assurance through the use of development environment controls, TOE configuration
management, and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from EAL2 by requiring more complete testing

coverage of the security functionality and mechanisms and/or procedures that provide some
confidence that the TOE will not be tampered with during development.
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Assurance Class Assurance components
ADV_ARC.1 Security architecture description
ADV: Development ADV FSP.3 Functional specification with complete summary

ADV_TDS.2 Architectural design

AGD_OPE.1 Operational user guidance

AGD PRE.1 Preparative procedures

ALC CMC.3 Authorisation controls

ALC CMS.3 Implementation representation CM coverage
ALC: Life-cycle support ALC DEL.1 Delivery procedures

ALC DVS.1 Identification of security measures
ALC LCD.1 Developer defined life-cycle model
ASE_CCL.1 Conformance claims

ASE_ ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE: Security Target evaluation | ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem defjfition
ASE_TSS.1 TOE summary specification

ATE COV.2 Analysis of coverage

ATE _DPT.1 Testing: basic design

ATE_FUN.1 Functionaltesting

ATE _IND.2 Independent testing - sample

AVA: Vulnerability assessment | AVA VAN.2 Vulnerability analysis

Table 4*EAL3

AGD: Guidance documents

ATE: Tests

7.6 Evaluation assurance level 4 (EAL4) - methodically designed, tested, and reviewed
7.6.1 Objectives

HAL4 permits a developer to gain maximum assurance from positive security engineering based [on good
commercial development practises which, though rigorous, do not require substantial specialist knpwledge,
skills, and other resources. EAL4 is-the highest level at which it is likely to be economically feasible fo retrofit
tp an existing product line.

HAL4 is therefore applicable in those circumstances where developers or users require a moderatg¢ to high
g¢vel of independently a@ssured security in conventional commodity TOEs and are prepared to incur gdditional
ecurity-specific engiheering costs.

n =

7.6.2 Assurance components

HAL4 provides assurance by a full security target and an analysis of the SFRs in that ST, using a flunctional
nd complete interface specification, guidance documentation, a description of the basic modular gesign of
the TOE, and a subset of the implementation, to understand the security behaviour.

Ihe analysis 1s supported by independent testing of the TSF, evidence of developer testing based on the
functional specification and TOE design, selective independent confirmation of the developer test results, and
a vulnerability analysis (based upon the functional specification, TOE design, implementation
representation, architectural design and guidance evidence provided) demonstrating resistance to
penetration attackers with an Enhanced-Basic attack potential.

EAL4 also provides assurance through the use of development environment controls and additional TOE
configuration management including automation, and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from EAL3 by requiring more design description,

the implementation representation for the entire TSF, and improved mechanisms and/or procedures that
provide confidence that the TOE will not be tampered with during development.
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Assurance Class Assurance components

ADV_ARC.1 Security architecture description

ADV FSP.4 Complete functional specification
ADV_IMP.1 Implementation representation of the TSF
ADV_TDS.3 Basic modular design

ADV: Development

AGD: Guidance documents

AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC_CMC.4 Production support, acceptance procedures and
automation

ALC CMS.4 Problem tracking CM coverage

ALC: Life-cycle support ALC_DEL.1 Delivery procedures

ALC DVS.1 Identification of security measures

ALC LCD.1 Developer defined life-cycle model

ALC TAT.1 Well-defined development tools

AS

ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

F: Security Target evaluation | ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification

ATE COV.2 Analysis of coverage

ATE DPT.2 Testing: security enforcing modules
ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

ATE: Tests

AV A: Vulnerability assessment | AVA VAN.3 Focused vulnerability analysis

7.7 EMJaluation assurance level 5 (EAL5S) - semiformally designed and tested
7.7.1 Qbjectives

EAL5 permits a developer to gain maximum~ assurance from security engineering based upon rigorou
commergial development practises supported by moderate application of specialist security engineerin

techniqu

assurange. It is likely that the additional costs attributable to the EALS5 requirements, relative to rigorou
development without the application of specialised techniques, will not be large.

EALS is

independently assured sécurity in a planned development and require a rigorous development approach
without imcurring unreasenable costs attributable to specialist security engineering techniques.

772 A

EALS pr
and com
impleme

Table 5 - EALL4

bs. Such a TOE will probably, be designed and developed with the intent of achieving EAL

(22BN IR ® RN

=h

therefore applicable”in those circumstances where developers or users require a high level g

ssurance components

bvides{assurance by a full security target and an analysis of the SFRs in that ST, using a function
plete interface specification, guidance documentation, a description of the design of the TOE, and th
Ntation, 10 understand the security behaviour. A modular ISF design 1S also required.

The analysis is supported by independent testing of the TSF, evidence of developer testing based on the
functional specification, TOE design, selective independent confirmation of the developer test results, and an
independent vulnerability analysis demonstrating resistance to penetration attackers with a moderate attack
potential.

EALS also provides assurance through the use of a development environment controls, and comprehensive

TOE con
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figuration management including automation, and evidence of secure delivery procedures.
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This EAL represents a meaningful increase in assurance from EAL4 by requiring semiformal design
descriptions, a more structured (and hence analysable) architecture, and improved mechanisms and/or
procedures that provide confidence that the TOE will not be tampered with during development.

Assurance Class Assurance components

ADV_ARC.1 Security architecture description
ADV_FSP.5 Complete semi-formal functional specification with
additional error information

ADV_IMP.1 Implementation representation of the TSF
ADV_INT.2 Well-structured internals

ADV_TDS.4 Semiformal modular design

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC_CMC.4 Production support, acceptance procedures and
automation

ALC_CMS.5 Development tools CM coverage

ALC: Life-cycle support ALC_DEL.1 Delivery procedures

ALC_DVS.1 Identification of security. measures

ALC_LCD.1 Developer defined life=cycle model

ALC_TAT.2 Compliance with implementation standards
ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introductien

ASE: Security Target evaluation | ASE_OBJ.2 Security©bjéectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Sectrity problem definition

ASE_TSS.1.JOE summary specification
ATE_COV.2*Analysis of coverage

ATE DPT:3 Testing: modular design

ATE_EUN.1 Functional testing

ATE)IND.2 Independent testing - sample

AVA: Vulnerability assessment |*AVA_ VAN.4 Methodical vulnerability analysis

Table 6 - EAL5

ADV: Development

AGD: Guidance documents

ATE: Tests

7.8 Evaluation assurancetlevel 6 (EAL6) - semiformally verified design and tested

7.8.1 Objectives

m

AL6 permits developers to gain high assurance from application of security engineering technigues to a
gorous development environment in order to produce a premium TOE for protecting high valup assets
gainst significant risks.

Q) =

HALSG is therefore applicable to the development of security TOEs for application in high risk situations where
he value of the protected assets justifies the additional costs.

—

7.82 Assurance components

EALG provides assurance by a full security target and an analysis of the SFRs in that ST, using a functional
and complete interface specification, guidance documentation, the design of the TOE, and the implementation
to understand the security behaviour. Assurance is additionally gained through a formal model of select
TOE security policies and a semiformal presentation of the functional specification and TOE design. A
modular and layered TSF design is also required.

The analysis is supported by independent testing of the TSF, evidence of developer testing based on the
functional specification, TOE design, selective independent confirmation of the developer test results, and an
independent vulnerability analysis demonstrating resistance to penetration attackers with a high attack
potential.

© ISO/IEC 2008 - All rights reserved 19


https://standardsiso.com/api/?name=4b332ad957b0609a1a5f2f3d999ad23a

ISO/IEC 15408-3:2008(E)

EALG6 also provides assurance through the use of a structured development process, development
environment controls, and comprehensive TOE configuration management including complete automation,
and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from EAL5 by requiring more comprehensive
analysis, a structured representation of the implementation, more architectural structure (e.g.
layering), more comprehensive independent vulnerability analysis, and improved configuration
management and development environment controls.

A ool A £
MoouTdiive Uidoo Moourdrive CUITTPYUTITTILS

ADV_ARC.1 Security architecture description
ADV_FSP.5 Complete semi-formal functional specification with
additional error information

ADV_IMP.2 Complete mapping of the implementation
representation of the TSF

ADV _INT.3 Minimally complex internals

ADV_SPM.1 Formal TOE security policy model
ADV_TDS.5 Complete semiformal modular de€sigh
AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC CMC.5 Advanced support

ALC CMS.5 Development tools CM(coverage

ALC DEL.1 Delivery procedures

ALC: Life-cycle support ALC DVS.2 Sufficiency of seCurity measures

ALC LCD.1 Developer defined life-cycle model
ALC_TAT.3 Compliance with implementation standards - all
parts

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE: Security Target evaluation | ASE_OBJ,2'Security objectives

ASE_REQ:2 Derived security requirements
ASE.SPD.1 Security problem definition

ASE)TSS.1 TOE summary specification

ATE_COV.3 Rigorous analysis of coverage
ATE_DPT.3 Testing: modular design

ATE_FUN.2 Ordered functional testing

ATE_IND.2 Independent testing - sample

AVA: Vulnerability asséssment | AVA_VAN.5 Advanced methodical vulnerability analysis

Table 7 - EAL6

ADV: Development

AGD: Guidance documents

ATE: Tests

7.9 Evaluation assurance level 7 (EAL7) - formally verified design and tested

7.9.1 Qbjectives

=

EALY is applicable to the development of security TOEs for application in extremely high risk situations and/q
where the high value of the asseis jusfifies the higher costs. Practical application of EAL7 is currently limited
to TOEs with tightly focused security functionality that is amenable to extensive formal analysis.

7.9.2 Assurance components

EAL7 provides assurance by a full security target and an analysis of the SFRs in that ST, using a functional
and complete interface specification, guidance documentation, the design of the TOE, and a structured
presentation of the implementation to understand the security behaviour. Assurance is additionally gained
through a formal model of select TOE security policies and a semiformal presentation of the functional
specification and TOE design. A modular, layered and simple TSF design is also required.
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The analysis is supported by independent testing of the TSF, evidence of developer testing based on the
functional specification, TOE design and implementation representation, complete independent
confirmation of the developer test results, and an independent vulnerability analysis demonstrating resistance
to penetration attackers with a high attack potential.

EAL7 also provides assurance through the use of a structured development process, development
environment controls, and comprehensive TOE configuration management including complete automation,
and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from EAL6 by requiring more comprehensive
analysis using formal representations and formal correspondence, and comprehensive testing.

Assurance Class Assurance components

ADV_ARC.1 Security architecture description
ADV_FSP.6 Complete semi-formal functional specification with
additional formal specification

ADV_IMP.2 Complete mapping of the implementation
ADV: Development representation of the TSF

ADV_INT.3 Minimally complex internals

ADV_SPM.1 Formal TOE securitypolicy model
ADV_TDS.6 Complete semifermal modular design with formdl
high-level design presentation

AGD_OPE.1 Operational‘dser guidance

AGD_PRE.1 Preparatiye/procedures

ALC CMC.5 Advaneed support

ALC CMS.5 Development tools CM coverage

ALC_DEL.1 Delivery procedures

ALC: Life-cycle support ALC_DVS.2<Sufficiency of security measures

ALC_LCDBi2 Measurable life-cycle model

ALC_TAT.3 Compliance with implementation standards - all
parts.

ASE CCL.1 Conformance claims

ASE ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE: Security Target evaluation | ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE_COV.3 Rigorous analysis of coverage

ATE_DPT .4 Testing: implementation representation
ATE_FUN.2 Ordered functional testing

ATE_IND.3 Independent testing - complete
AVATVulnerability assessment | AVA_VAN.5 Advanced methodical vulnerability analysis

Table 8 - EAL7

AGD: Guidance documents

ATE! Tests

The Composed Assurance Packages (CAPs) provide an increasing scale that balances the level of assurance
obtained with the cost and feasibility of acquiring that degree of assurance for composed TOEs.

It is important to note that there are only a small number of families and components from this part of ISO/IEC
15408 included in the CAPs. This is due to their nature of building upon evaluation results of previously
evaluated entities (base components and dependent components), and is not to say that these do not provide
meaningful and desirable assurances.
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8.1 Composed assurance package (CAP) overview

CAPs are to be applied to composed TOEs, which are comprised of components that have been (are going

through)

component TOE evaluation (see Annex B). The individual components will have been certified to an

EAL or another assurance package specified in the ST. It is expected that a basic level of assurance in a
composed TOE will be gained through application of EAL1, which can be achieved with information about the
components that is generally available in the public domain. (EAL1 can be applied as specified within to both
component and composed TOEs.) CAPs provide an alternative approach to obtaining higher levels of
assurance for a composed TOE than application of the EALs above EAL1.

While a

to satisfy
interactia
composif
ensure t
analysis
result of

Table 9
while thg
assurand

As outlin
ISO/IEC
each CA
accompl
(i.e. incrl
assurang
composif

These C
part of IS
family an

The CAH
due to th

associat¢d with attack potential (knowledge of the composed TOE) and subsequently affecting the rigour g

vulnerab
compos¢
may be n

jependent component can be evaluated using a previously evaluated and certified base component
the IT platform requirements in the environment, this does not provide any formal assurance-of)the
ns between the components or the possible introduction of vulnerabilities resulting ffom the
ion. Composed assurance packages consider these interactions and, at higher levels of @ssuranca,
hat the interface between the components has itself been the subject of testing. A)vulnerability
of the composed TOE is also performed to consider the possible introduction of vulnerabilities as g
composing the components.

represents a summary of the CAPs. The columns represent a hierarchically ‘ordered set of CAPg,
b rows represent assurance families. Each number in the resulting matrix identifies a specifi
e component where applicable.

O

ed in the next Subclause, three hierarchically ordered composed assurance packages are defined i
15408 for the rating of a composed TOE's assurance. They aréshierarchically ordered inasmuch a
P represents more assurance than all lower CAPs. The increagse in assurance from CAP to CAP
shed by substitution of a hierarchically higher assurance component from the same assurance famil
basing rigour, scope, and/or depth) and from the addition of assurance components from othe
e families (i.e. adding new requirements). Thesepincreases result in greater analysis of th
ion to identify the impact on the evaluation results gained for the individual component TOEs.

O =< 00 S

2]

APs consist of an appropriate combination of :assurance components as described in Clause 6 of th
O/IEC 15408. More precisely, each CAP includes no more than one component of each assuranc
d all assurance dependencies of every component are addressed.

[

s only consider resistance against-an-attacker with an attack potential up to Enhanced-Basic. This
e level of design information that.can be provided through the ACO_DEV, limiting some of the factorn

lity analysis that can be (performed by the evaluator. Therefore, the level of assurance in th
d TOE is limited, although the assurance in the individual components within the composed TO
nuch higher.

T o =0 0
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Assurance class

Assurance
Family

Assurance Components by
Composition Assurance Package

CAP-A

CAP-B

CAP-C

Composition

ACO_COR

1

ACO_CTT

ACO_DEV

ACO-REL

ACO_VUL

Guidance
documents

AGD_OPE

AGD_PRE

Life-cycle support

ALC_CMC

ALC_CMS

NR|Rr|Rr|R|R|R|~

NI (=22 NPRINN|—

ALC_DEL

ZNA—\—\Q} N WIN|[—

ALC_DVS

ALC_FLR

ALC_LCD

ALC_TAT

Security Target
evaluation

ASE_CCL

ASE_ECD

ASE_INT

ASE_OBJ

ASE_REQ

ASE_SPD

ASE_TSS

|—\‘///|—\|—\|—\|—\|—\

SRININ=AA

=S2RDININ ===

= 4

8.3.1 Objectives

Q

—

gd.2 Composed assurance package details

Table 9 - Compositigniassurance level summary

rtification, withodt requiring the involvement of the base component developer.

AP-A is\therefore applicable in those circumstances where developers or users require a low to 1
l¢vel of.independently assured security in the absence of ready availability of the complete dev

record.

he following Subclauses provide definitions of the CAPs, highlighting differences between the
bquirements and the prose characterisations of those requirements using bold type.

8.3 Composition assurance level A (CAP-A) - Structurally composed

AP-A is applicable when a composed TOE is integrated and confidence in the correct security op
e resulting compaosite is required. This requires the cooperation of the developer of the d
mponent in terms of delivery of design information and test results from the dependent co

specific

ration of
pendent
mponent

noderate
blopment

8.3.2 Assurance components

CAP-A provides assurance by analysis of a security target for the composed TOE. The SFRs in the
composed TOE ST are analysed using the outputs from the evaluations of the component TOEs (e.g.
ST, guidance documentation) and a specification for the interfaces between the component TOEs in
the composed TOE to understand the security behaviour.

The analysis is supported by independent testing of the interfaces of the base component that are
relied upon by the dependent component, as described in the reliance information, evidence of
developer testing based on the reliance information, development information and composition
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rationale, and selective independent confirmation of the developer test results. The analysis is also
supported by a vulnerability review of the composed TOE by the evaluator.

CAP-A also provides assurance through unique identification of the composed TOE (i.e. IT TOE and
guidance documentation).

Assurance Class Assurance components

ACO_COR.1 Composition rationale
ACO CTT.1 Interface testing

ACO: Composition ACO_DEV.1 Functional Description
ACO REL.1 Basic reliance information
ACO_VUL.1 Composition vulnerability review

AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

GD: Guidance documents

ALC_CMC.1 Labelling of the TOE
ALC_CMS.2 Parts of the TOE CM coverage

ALC: Life-cycle support

AS

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.1 Security objectives for the 6pgerational environment
ASE_REQ.1 Stated security requirements

ASE_TSS.1 TOE summary specification

F: Security Target evaluation

8.4 Cd
841 (

CAP-B p
level, thg

the demand of involvement of the base component developer.

CAP-B i
indepeng
developn

842 A

CAP-B i
compos¢
guidancd
design (
the secu
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by the d

Table 10 - CAP-A

mposition assurance level B (CAP-B) - Methodically composed
bjectives
ermits a conscientious developer to gain maximum assurance from understanding, at a subsystem

affects of interactions between component TOEs integrated in the composed TOE, whilst minimising

=)

s applicable in those circumstances’ where developers or users require a moderate level ¢
ently assured security, and require a thorough investigation of the composed TOE and ifs
hent without substantial re-engineering.

ssurance components

rovides assurance dy-analysis of a full security target for the composed TOE. The SFRs in the
d TOE ST are analysed using the outputs from the evaluations of the component TOEs (e.g. ST,

documentatioh)) a specification for the interfaces between the component TOEs and the TOE
pdescribing TSF subsystems) contained in the composed development information to understand
ity behaviour.

=)

ysiscis;supported by independent testing of the interfaces of the base component that are relied upo

ependent component, as described in the reliance information (now also including TOE design),

evidenc
rationale
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, and selective independent confirmation of the developer test results. The analysis is also supported

by a vulnerability analysis of the composed TOE by the evaluator demonstrating resistance to attackers
with basic attack potential.

This CAP represents a meaningful increase in assurance from CAP-A by requiring more complete
testing coverage of the security functionality.
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Assurance Class Assurance components

ACO_ COR.1 Composition rationale

ACO_CTT.2 Rigorous interface testing

ACO: Composition ACO DEV.2 Basic evidence of design

ACO_REL.1 Basic reliance information

ACO VUL.2 Composition vulnerability analysis

AGD_OPE 1 Operational user guidance

ALL. SLIAANCE QOCTMETS AGD PRE.1 Preparative procedures

ALC CMC.1 Labelling of the TOE

ALC: Life-cycle support ALC CMS.2 Parts of the TOE CM coverage

ASE_CCL.1 Conformance claims

ASE_ ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE: Security Target evaluation | ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

Table 11 - CAP-B
8.5 Composition assurance level C (CAP-C) - Methodigallty composed, tested and re\

8.5.1 Objectives

[Ollela)

vidence of the base component.

a0

dditional security-specific engineering costs.
5.2 Assurance components

AP-C provides assurance/by.analysis of a full security target for the composed TOE. The SFH
mposed TOE ST are analysed using the outputs from the evaluations of the component TOEs
uidance documentation),.a specification for the interfaces between the component TOEs and
esign (describing TSE-modules) contained in the composed development information to unders
security behaviour¢

he analysis.is¢supported by independent testing of the interfaces of the base component that are re
the dependent component, as described in the reliance information (now including TOE design),
developer testing based on the reliance information, development information and composition
nd seléctive independent confirmation of the developer test results. The analysis is also suppor
Inerability analysis of the composed TOE by the evaluator demonstrating resistance to attach

iewed

AP-C permits a developer to gain maximum assurance from positive analysis of the interactions betyveen the
omponents of the composed TOE, which, though~rigorous, do not require full access to all eyaluation

AP-C is therefore applicable in those circumstances where developers or users require a moderatg to high
vel of independently assured security in conventional commodity composed TOEs and are prepared to incur

ks in the
e.g. ST,
the TOE
tand the

ied upon
bvidence
ationale,
ted by a
ers with

alan AR aci +4 L natantial
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This CAP represents a meaningful increase in assurance from CAP-B by requiring more design description

and demonstration of resistance to a higher attack potential.
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Assurance Class Assurance components

ACO_COR.1 Composition rationale

ACO_CTT.2 Rigorous interface testing

ACO: Composition ACO_DEV.3 Detailed evidence of design

ACO_REL.2 Reliance information

ACO VUL.3 Enhanced-Basic Composition vulnerability analysis

AGD_OPE. 1 Operational user guidance

2L BUIGENCE GUCHITICTS AGD_ PRE.1 Preparative procedures

ALC CMC.1 Labelling of the TOE
ALC CMS.2 Parts of the TOE CM coverage

ALC: Life-cycle support

AS

ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

F: Security Target evaluation | ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification

9 Cld

Evaluatin
based o
package
another |

This Cla
clarify th

Figure 8

Table 12 - CAP-C

5s APE: Protection Profile evaluation

[

g a PP is required to demonstrate that the PP is sound:and internally consistent, and, if the PP i
n one or more other PPs or on packages, that the PRis a correct instantiation of these PPs an
5. These properties are necessary for the PP to be_suitable for use as the basis for writing an ST @
PP.

= O

Ise should be used in conjunction with Annexes A, B and C in ISO/IEC 15408-1, as these Annexes

26

e concepts here and provide many examples.
shows the families within this class,.and the hierarchy of components within the families.
APE INT: PP introduction 1
APE CCL: Conformance claims 1
APE SPD: Security problem definition 1
APE OBIJ:; Security objectives 1 2
APE_ECD: Extended components definition 1
APE REQ: Security requirements 1 2

Figure 8 - APE: Protection Profile evaluation class decomposition
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9.1 PP introduction (APE_INT)
9.1.1 Objectives
The objective of this family is to describe the TOE in a narrative way.

Evaluation of the PP introduction is required to demonstrate that the PP is correctly identified, and that the PP
reference and TOE overview are consistent with each other.

912 APE INT.1 PP introduction

Dependencies: No dependencies.

9.1.2.1 Developer action elements

91.2.1.1 APE_INT.1.1D

Tlhe developer shall provide a PP introduction.

9.1.2.2 Content and presentation elements

9.1.2.21 APE_INT.1.1C

Tlhe PP introduction shall contain a PP reference and a TOE-guerview.

9.1.2.2.2 APE_INT.1.2C

Tlhe PP reference shall uniquely identify the PP.

9.1.2.2.3 APE_INT.1.3C

Tlhe TOE overview shall summarise the usage and major security features of the TOE.
9.1.2.24 APE_INT.1.4C

Tlhe TOE overview shall identify the TOE type.

9.1.2.25 APE_INT.1.5C

Tlhe TOE overview shalidentify any non-TOE hardware/software/firmware available to the TOH.
9.1.2.3 Evaluator action elements

9.1.2.3.1 ~APE_INT.1.1E

Tlhe evatuator shall confirm that the information provided meets all requirements for content and
[:1resentation of evidence.

9.2 Conformance claims (APE_CCL)
9.2.1 Objectives

The objective of this family is to determine the validity of the conformance claim. In addition, this family
specifies how STs and other PPs are to claim conformance with the PP.

9.2.2 APE_CCL.1 Conformance claims

Dependencies: APE_INT.1 PP introduction
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APE_ECD.1 Extended components definition
APE_REQ.1 Stated security requirements
9.2.2.1 Developer action elements
9.2211 APE_CCL.1.1D

The developer shall provide a conformance claim.

9.2.21.2l APE_CCL.1.2D

The developer shall provide a conformance claim rationale.
9.2.2.1.3 APE_CCL.1.3D

The developer shall provide a conformance statement.
9.2.2.2 | Content and presentation elements

9.2.2.2.1f APE_CCL.1.1C

The conformance claim shall contain an ISO/IEC 15408 conformance €laim that identifies the versio
of ISO/IEC 15408 to which the PP claims conformance.

-

9.2.2.2.2f APE_CCL.1.2C

ISO/IEC|15408 conformance claim shall describe the conformance of the PP to ISO/IEC 15408-2 as
either ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

9.2.2.2.3] APE_CCL.1.3C

)

ISO/IEC|15408 conformance claim shall describe the conformance of the PP to this part of ISO/IE
15408 ag either this part of ISO/IEC 15408 conformant or this part of ISO/IEC 15408 extended.

9.2.2.24 APE_CCL.1.4C
ISO/IEC 15408 conformance clajmshall be consistent with the extended components definition.

9.2.2.25 APE_CCL.1.5C

U

The conformance claimyshall identify all PPs and security requirement packages to which the P
claims cjonformancet

9.2.2.2.6( APEXCCL.1.6C

The conffermance claim shall describe any conformance of the PP to a package as either package
conformlantior Innr‘l(ngn-nllgmnnfnr‘l

9.2.2.27 APE_CCL.1.7C

The conformance claim rationale shall demonstrate that the TOE type is consistent with the TOE type
in the PPs for which conformance is being claimed.

9.2.2.2.8 APE_CCL.1.8C
The conformance claim rationale shall demonstrate that the statement of the security problem

definition is consistent with the statement of the security problem definition in the PPs for which
conformance is being claimed.
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2008(E)

The conformance claim rationale shall demonstrate that the statement of security objectives is
consistent with the statement of security objectives in the PPs for which conformance is being

claimed.

9.2.2.2.10 APE_CCL.1.10C

The conformance claim rationale shall demonstrate that the statement of security requirements is

consistent with the statement of security requirements in the PPs for which conformance

is being

cllaimed.

92.2.211 APE_CCL.1.11C

—

trict-PP or demonstrable-PP conformance.

n

9.2.2.3 Evaluator action elements
9.2.23.1 APE_CCL.1.1E

Tlhe evaluator shall confirm that the information provided meets--all requirements for cont
presentation of evidence.

9.3 Security problem definition (APE_SPD)

9.3.1 Objectives

—

his part of the PP defines the security problem to beraddressed by the TOE and the operational env|
f the TOE.

(@)

m

valuation of the security problem definitiopis required to demonstrate that the security problem int
e addressed by the TOE and its operational environment, is clearly defined.

(o

9.3.2 APE_SPD.1 Security problem definition
Dependencies:  No dependencies.

9.3.2.1 Developer action elements

93.211 APE_SPD71.1D

Tlhe developet/shall provide a security problem definition.
9.3.2.2 _Eontent and presentation elements

9.32.21 APE_SPD.1.1C

he conformance statement shall describe the conformance required of any PPS/STs to the PP as

ent and

ronment

ended to

The security problem definition shall describe the threats.

9.3.2.2.2 APE_SPD.1.2C

All threats shall be described in terms of a threat agent, an asset, and an adverse action.
9.3.2.23 APE_SPD.1.3C

The security problem definition shall describe the OSPs.
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9.3.2.24 APE_SPD.1.4C

The security problem definition shall describe the assumptions about the operational environment of
the TOE.

9.3.2.3 Evaluator action elements
9.3.2.3.1 APE_SPD.1.1E

The evaluator_shall confirm that the information provided meets all requirements for content and
presentation of evidence.

9.4 Sqcurity objectives (APE_OBJ)
9.4.1 Qbjectives

The security objectives are a concise statement of the intended response to the security-problem defined
through the Security problem definition (APE_SPD) family.

[®N

Evaluatign of the security objectives is required to demonstrate that the security-objectives adequately an
completgly address the security problem definition and that the division of this problem between the TOE an
its operational environment is clearly defined.

[oN

9.4.2 domponent levelling

The conpponents in this family are levelled on whether they prescribe only security objectives for th
operatiomal environment, or also security objectives for the TOE.

[

9.4.3 APE_OBJ.1 Security objectives for the operationalenvironment
Dependgncies: No dependencies.

9.4.3.1 | Developer action elements

9.4.3.1.1 APE_OBJ.1.1D

The developer shall provide a statement of security objectives.

9.4.3.2 | Content and presentation elements

9.4.3.21 APE_OBJ.1.1€

The stafement of seelrity objectives shall describe the security objectives for the operational
environient.

9.4.3.3 Evaluator action elements

9.4.3.3.1L =ARPE_OBJ.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

9.4.4 APE_OBJ.2 Security objectives

Dependencies: APE_SPD.1 Security problem definition
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9.4.4.1 Developer action elements

94411 APE_OBJ.2.1D

The developer shall provide a statement of security objectives.
94412 APE_0OBJ.2.2D

The developer shall provide a security objectives rationale.

9.4.4.2 Content and presentation elements
94.4.21 APE_OBJ.2.1C

Tlhe statement of security objectives shall describe the security objectives for the TOE and the
dbjectives for the operational environment.

94.4.22 APE_0OBJ.2.2C

—

he security objectives rationale shall trace each security objectjive for the TOE back to
ountered by that security objective and OSPs enforced by that security objective.

(@]

94.4.23 APE_OBJ.2.3C

he security objectives rationale shall trace each security~ebjective for the operational envi
ack to threats countered by that security objective, ©QSPs enforced by that security object
ssumptions upheld by that security objective.

o -

QD

94.424 APE_0OBJ.2.4C
Tlhe security objectives rationale shall dematistrate that the security objectives counter all thre
94.425 APE_OBJ.25C
Tlhe security objectives rationaleShall demonstrate that the security objectives enforce all OSH

94.4.26 APE_OBJ.2.6C

—

he security objectives ‘rationale shall demonstrate that the security objectives for the op¢
nvironment uphold-allassumptions.

@D

9.4.4.3 Evaluator action elements

94.4.3.1 ~APE_OBJ.2.1E

—

he evaluator shall confirm that the information provided meets all requirements for content and pre
of evidence.

2008(E)

security

threats

ronment
ive, and

ats.

PS.

brational

sentation

9.5 Extended components definition (APE_ECD)

9.5.1 Objectives

Extended security requirements are requirements that are not based on components from ISO/IEC 15408-2 or

this part of ISO/IEC 15408, but are based on extended components: components defined by the PP a

uthor.

Evaluation of the definition of extended components is necessary to determine that they are clear and

unambiguous, and that they are necessary, i.e. they may not be clearly expressed using existing
15408-2 or this part of ISO/IEC 15408 components.

© ISO/IEC 2008 - All rights reserved

ISO/IEC

31


https://standardsiso.com/api/?name=4b332ad957b0609a1a5f2f3d999ad23a

ISO/IEC 15408-3:2008(E)

9.5.2 APE_ECD.1 Extended components definition
Dependencies: No dependencies.

9.5.2.1 Developer action elements

9.5.211 APE_ECD.1.1D

The developer shall provide a statement of security requirements.

9.5.2.1.2 APE_ECD.1.2D

The developer shall provide an extended components definition.

9.5.2.2 | Content and presentation elements

9.5.2.2.1f APE_ECD.1.1C

The statement of security requirements shall identify all extended security requirements.
9.5.2.2.2f APE_ECD.1.2C

The extgnded components definition shall define an extended component for each extended securitly
requirement.

9.5.2.2.3] APE_ECD.1.3C

The ext¢nded components definition shall describe how @ach extended component is related to the
existing[ISO/IEC 15408 components, families, and classes.

9.5.2.2.4f APE_ECD.1.4C

The extended components definition shall use the existing ISO/IEC 15408 components, familieg,
classes,[and methodology as a model for presentation.

9.5.2.2.5 APE_ECD.1.5C

The extgnded components shall-cansist of measurable and objective elements such that conformance
or noncpnformance to these elements can be demonstrated.

9.5.2.3 Evaluator action‘elfements
9.5.2.3.1 APE_ECDBA-1E

The evdluator shall confirm that the information provided meets all requirements for content ang
presentation ofevidence.

9.5.2.3.2 ARE ECD 1 2E

The evaluator shall confirm that no extended component may be clearly expressed using existing
components.

9.6 Security requirements (APE_REQ)
9.6.1 Objectives

The SFRs form a clear, unambiguous and well-defined description of the expected security behaviour of the
TOE. The SARs form a clear, unambiguous and well-defined description of the expected activities that will be
undertaken to gain assurance in the TOE.
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Evaluation of the security requirements is required to ensure that they are clear, unambiguous and well-

defined.

9.6.2 Component levelling

The components in this family are levelled on whether they are stated as is, or whether the SFRs are derived

from security objectives for the TOE.

9.6.3 APE_REQ.1 Stated security requirements

Dependencies: APE_ECD.1 Extended components definition
9.6.3.1 Developer action elements

96.3.1.1 APE_REQ.1.1D

—

he developer shall provide a statement of security requirements.

96.3.1.2 APE_REQ.1.2D

—

he developer shall provide a security requirements rationale.

9.6.3.2 Content and presentation elements

9.6.3.2.1 APE_REQ.1.1C

Tlhe statement of security requirements shall describe\the SFRs and the SARs.

96.3.22 APE_REQ.1.2C

b~

Il subjects, objects, operations, security attributes, external entities and other terms that are
ne SFRs and the SARs shall be defined.

—

96.3.2.3 APE_REQ.1.3C

—

he statement of security requirements shall identify all operations on the security requiremer

9.6.3.24 APE_REQ.1.4€

b~

Il operations shall be-performed correctly.

96.3.25 APE"REQ.1.5C

m

ach dependency of the security requirements shall either be satisfied, or the security requi
btionale'shall justify the dependency not being satisfied.

=

96:3.26 APE_REQ.1.6C

used in

rements

The statement of security requirements shall be internally consistent.
9.6.3.3  Evaluator action elements

9.6.3.3.1 APE_REQ.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and

presentation of evidence.
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PE_REQ.2 Derived security requirements

Dependencies: APE_OBJ.2 Security objectives

9.6.4.1

9.64.11

APE_ECD.1 Extended components definition
Developer action elements

APE_REQ.2.1D

The developer shall provide a statement of security requirements.

9.6.4.1.2

The devd

9.6.4.2

9.6.4.2.1

The stat¢ment of security requirements shall describe the SFRs and the SARs.

9.6.4.2.2

All subj€
SFRs an

9.6.4.2.3

The stat¢ment of security requirements shall identify all operations on the security requirements.

9.6.4.2.4
All opera
9.6.4.2.5

Each de

shall jusfjfy the dependency not-being satisfied.

9.6.4.2.6

The sec

9.6.4.2.7

The sec

APE_REQ.2.2D
bloper shall provide a security requirements rationale.
Content and presentation elements

APE_REQ.2.1C

APE_REQ.2.2C

cts, objects, operations, security attributes, external entitieS and other terms that are used in th
d the SARs shall be defined.

APE_REQ.2.3C

APE_REQ.2.4C
tions shall be performed correctly.
APE_REQ.2.5C

bendency of the security requirements shall either be satisfied, or the security requirements rational

APE_REQ.2.6€
irity requirefaents rationale shall trace each SFR back to the security objectives for the TOE.
APEXREQ.2.7C

Lirity requirements rationale shall demonstrate that the SFRs meet all security objectives fo

=

the TOE

9.6.4.2.8

APE_REQ.2.8C

The security requirements rationale shall explain why the SARs were chosen.

9.6.4.2.9

APE_REQ.2.9C

The statement of security requirements shall be internally consistent.
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9.6.4.3 Evaluator action elements
9.6.4.3.1 APE_REQ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

10 Class ASE: Security Target evaluation

valuatinag-an-ST ic racitirad ta damaonctrata that tha ST o catind and intarnallyy, nancictant and i I—]e ST iS
uuuuuuuuu oo T o e gur e oG e orState et e O TS Ourttari T erHany - tororote T —ane 1y

based on one or more PPs or packages, that the ST is a correct instantiation of these PPs and/phackages.
Tlhese properties are necessary for the ST to be suitable for use as the basis for a TOE evaluation:
Tlhis Clause should be used in conjunction with Annexes A, B and C in ISO/IEC 15408-1, as these |JAnnexes
darify the concepts here and provide many examples.
Higure 9 shows the families within this class, and the hierarchy of components within the families.
ASE INT. ST introciction 1
ASE CCL: Conformance claims 1
ASE SPD: Security problem definition 1
ASE OBT: Security objectives 1 2
ASE ECD: Extended components definition 1
ASE REQ: Security requirements 1 2
ASE TSS: TOE summary specification 1 2

Figure 9 - ASE: Security Target evaluation class decompaosition
10.1, STintroduction (ASE_INT)

1011 Obhjectives

The objective of this family is to describe the TOE in a narrative way on three levels of abstraction: TOE
reference, TOE overview and TOE description.

Evaluation of the ST introduction is required to demonstrate that the ST and the TOE are correctly identified,
that the TOE is correctly described at three levels of abstraction and that these three descriptions are
consistent with each other.

10.1.2 ASE_INT.1 ST introduction

Dependencies: No dependencies.
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10.1.2.1 Developer action elements

10.1.2.1.1 ASE_INT.1.1D

The developer shall provide an ST introduction.
10.1.2.2 Content and presentation elements

10.1.2.2.1 ASE_INT.1.1C

The ST |introduction shall contain an ST reference, a TOE reference, a TOE overview and a TO
descriptjon.

10.1.2.22 ASE_INT.1.2C

The ST rfeference shall uniquely identify the ST.

10.1.2.23 ASE_INT.1.3C

The TOH reference shall identify the TOE.

10.1.2.24 ASE_INT.1.4C

The TOH overview shall summarise the usage and major security features of the TOE.
10.1.2.2p ASE_INT.1.5C

The TOH overview shall identify the TOE type.

10.1.2.26 ASE_INT.1.6C

The TOH overview shall identify any non-TOE hardware/software/firmware required by the TOE.
10.1.2.2)7¢ ASE_INT.1.7C

The TOR description shall describe the physical scope of the TOE.

10.1.2.28 ASE_INT.1.8C

The TOR description shall deseribe the logical scope of the TOE.

10.1.2.3| Evaluator action’elements

10.1.2.3]1 ASE_INT.1.1E

The evaluatorrshall confirm that the information provided meets all requirements for content ang
presentation“of evidence.

10.1.2.3.2 ASE_INT.1.2E

The evaluator shall confirm that the TOE reference, the TOE overview, and the TOE description are
consistent with each other.

10.2 Conformance claims (ASE_CCL)
10.2.1 Objectives

The objective of this family is to determine the validity of the conformance claim. In addition, this family
specifies how STs are to claim conformance with the PP.
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10.2.2 ASE_CCL.1 Conformance claims

Dependencies: ASE_INT.1 ST introduction
ASE_ECD.1 Extended components definition
ASE_REQ.1 Stated security requirements

10.2.2.1 Developer action elements

2008(E)

10.2.2.1.1 ASE_CCL.1.1D
Tlhe developer shall provide a conformance claim.

10.2.2.1.2 ASE_CCL.1.2D

—

he developer shall provide a conformance claim rationale.
10.2.2.2 Content and presentation elements

10.2.2.2.1 ASE_CCL.1.1C

—

he conformance claim shall contain an ISO/IEC 15408 conformance claim that identifies the|
f ISO/IEC 15408 to which the ST and the TOE claim conformance.

(@]

10.2.2.2.2 ASE_CCL.1.2C

SO/IEC 15408 conformance claim shall describe the conformance of the ST to ISO/IEC 151
ither ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

(0]

10.2.2.2.3 ASE_CCL.1.3C

SO/IEC 15408 conformance claim shallvdescribe the conformance of the ST to this part of
5408 as either this part of ISO/IEC-15408 conformant or this part of ISO/IEC 15408 extended.

=

10.2.2.2.4 ASE_CCL.1.4C

10.2.2.2.5 ASE_CCL.1.5C

—

he conformanCe-Cclaim shall identify all PPs and security requirement packages to which
claims confofmance.

10.2.2.2.6.VASE_CCL.1.6C

—

he conformance claim shall describe any conformance of the ST to a package as either ¢

5O/IEC 15408 conformapce.claim shall be consistent with the extended components definition.

version

108-2 as

ISO/IEC

the ST

ackage-

clonformant or pnrkngp-nllgmnnfnr‘l

10.2.2.2.7 ASE_CCL.1.7C

The conformance claim rationale shall demonstrate that the TOE type is consistent with the TOE type

in the PPs for which conformance is being claimed.
10.2.2.2.8 ASE_CCL.1.8C

The conformance claim rationale shall demonstrate that the statement of the security

problem

definition is consistent with the statement of the security problem definition in the PPs for which

conformance is being claimed.
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10.2.2.2.

9 ASE_CCL.1.9C

The conformance claim rationale shall demonstrate that the statement of security objectives is
consistent with the statement of security objectives in the PPs for which conformance is being

claimed.

10.2.2.2.

10 ASE_CCL.1.10C

The conformance claim rationale shall demonstrate that the statement of security requirements is

consistent with the statement of security requirements in the PPs for which conformance is being

claimed
10.2.2.3
10.2.2.3.

The eva
presenta

10.3 54
10.3.1 @

This part
of the TQ

Evaluatid
be addre

10.3.2 A
Dependsg
10.3.2.1
10.3.2.1.
The dev
10.3.2.2
10.3.2.2.
The sec

10.3.2.2.

Evaluator action elements
1 ASE_CCL.1.1E

luator shall confirm that the information provided meets all requirementsvfor content angd
ition of evidence.

curity problem definition (ASE_SPD)

bjectives

—

of the ST defines the security problem to be addressed by the-TOE and the operational environmer
E.

n of the security problem definition is required to deménstrate that the security problem intended tp
ssed by the TOE and its operational environment, is clearly defined.

SE_SPD.1 Security problem definition

ncies: No dependencies.
Developer action elements

1 ASE_SPD.1.1D

bloper shall provide a security problem definition.
Content and presentation elements

1 ASE_SPD.I1C

Iirity problem definition shall describe the threats.

P  ASE'SPD.1.2C

All thre

tsshall he described in terms of athreat agnnf’ an-asset; and an adverse action

10.3.2.2.

3 ASE_SPD.1.3C

The security problem definition shall describe the OSPs.

10.3.2.2.4 ASE_SPD.1.4C

The security problem definition shall describe the assumptions about the operational environment of

the TOE
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10.3.2.3 Evaluator action elements

10.3.2.3.1 ASE_SPD.1.1E

2008(E)

The evaluator shall confirm that the information provided meets all requirements for content and

presentation of evidence.

10.4 Security objectives (ASE_OBJ)

0.4.1 Obijectives

Tlhe security objectives are a concise statement of the intended response to the security problem
hrough the Security problem definition (ASE_SPD) family.

—

Q M

ompletely address the security problem definition, that the division of this problem between the TO
perational environment is clearly defined.

(@]

10.4.2 Component levelling

—

he components in this family are levelled on whether they prescribe’ only security objectiveq
perational environment, or also security objectives for the TOE.

(@]

10.4.3 ASE_OBJ.1 Security objectives for the operational eavironment
Dependencies: No dependencies.

10.4.3.1 Developer action elements

10.4.3.1.1 ASE_OBJ.1.1D

Tlhe developer shall provide a statement of security objectives.
10.4.3.2 Content and presentation.€lements

10.4.3.2.1 ASE_OBJ.1.1C

—

he statement of security/objectives shall describe the security objectives for the op4
nvironment.

@D

10.4.3.3 Evaluateraction elements
10.4.3.3.1 ASE-OBJ.1.1E

Tlhe evaluator shall confirm that the information provided meets all requirements for cont
presentation of evidence.

defined

valuation of the security objectives is required to demonstrate that the security objectives adequately and

E and its

for the

trational

ent and

1044 ASE-OBJ.2 Qﬂr“lll"if\][ nhjorfi\/nc

Dependencies: ASE_SPD.1 Security problem definition
10.4.4.1 Developer action elements
10.4.4.1.1 ASE_OBJ.2.1D

The developer shall provide a statement of security objectives.
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10.4.4.1.

2 ASE_0OBJ.2.2D

The developer shall provide a security objectives rationale.

10.4.4.2

10.4.4.2.

Content and presentation elements

1 ASE_OBJ.2.1C

The statement of security objectives shall describe the security objectives for the TOE and the

security
10.4.4.2.

The sed
counterg

10.4.4.2.
The sec
back to
assump
10.4.4.2.
The secy
10.4.4.2.
The sec

10.4.4.2

The sec
environ

10.4.4.3
10.4.4.3.

The eval
of evidern

10.5 EX

10.5.1 @

p ASE_OBJ.2.6C

objectives for the operational environment.

P ASE_OBJ.2.2C

urity objectives rationale shall trace each security objective for the TOE back ‘o ‘threatp
bd by that security objective and OSPs enforced by that security objective.

3 ASE_OBJ.2.3C

—

Lrity objectives rationale shall trace each security objective for the operational environmen
threats countered by that security objective, OSPs enforced by that\security objective, an
ions upheld by that security objective.

=N

1 ASE_OBJ.2.4C
rity objectives rationale shall demonstrate that the security'objectives counter all threats.
5 ASE_OBJ.2.5C

irity objectives rationale shall demonstrate thatthe security objectives enforce all OSPs.

urity objectives rationale shall demonstrate that the security objectives for the operational
nent uphold all assumptions.

Evaluator action elements
1 ASE_OBJ.2.1E

Lator shall confirm that-the information provided meets all requirements for content and presentatio
ce.

>

tended components definition (ASE_ECD)

bjectives

Extende(
this part &

=

| security requirements are reqwrements that are not based on components from ISO/IEC 15408-2 ¢

Evaluation of the definition of extended components is necessary to determine that they are clear and
unambiguous, and that they are necessary, i.e. they may not be clearly expressed using existing ISO/IEC

15408-2

or this part of ISO/IEC 15408 components.

10.5.2 ASE_ECD.1 Extended components definition

Dependencies: No dependencies.
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ISO/IEC 15408-3:

0.5.2.1 Developer action elements

0.5.2.1.1 ASE_ECD.1.1D

The developer shall provide a statement of security requirements.

1

0.5.2.1.2 ASE_ECD.1.2D

The developer shall provide an extended components definition.

2008(E)

1

1
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presentation ofcevidence.

0.5.2.2 Content and presentation elements

0.5.2.2.1 ASE_ECD.1.1C

he statement of security requirements shall identify all extended security requirements.
0.5.2.2.2 ASE_ECD.1.2C

he extended components definition shall define an extended componentfor each extended
bquirement.

0.5.2.2.3 ASE_ECD.1.3C

he extended components definition shall describe how each extended component is relate
xisting ISO/IEC 15408 components, families, and classes:

0.5.2.2.4 ASE_ECD.1.4C

he extended components definition shall use the existing ISO/IEC 15408 components,
lasses, and methodology as a model for preséntation.

0.5.2.2.5 ASE_ECD.1.5C

0.5.2.3 Evaluator action elements
0.5.2.3.1 ASE_ECD.1.1E

he evaluator shalk-confirm that the information provided meets all requirements for conf

0.5.2.3.2 ~ASE_ECD.1.2E

he evaluator shall confirm that no extended component can be clearly expressed using
ompohnents.

security

d to the

amilies,

he extended components shall conSist of measurable and objective elements such that conf¢ormance
dar nonconformance to these elenjents can be demonstrated.

ent and

existing

10.6 Security requirements (ASE_REQ)

1

0.6.1 Objectives

The SFRs form a clear, unambiguous and well-defined description of the expected security behaviour of the
TOE. The SARs form a clear, unambiguous and canonical description of the expected activities that will be

u

ndertaken to gain assurance in the TOE.

Evaluation of the security requirements is required to ensure that they are clear, unambiguous and well-

d

efined.
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10.6.2 Component levelling

The components in this family are levelled on whether they are stated as is.
10.6.3 ASE_REQ.1 Stated security requirements

Dependencies: ASE_ECD.1 Extended components definition

10.6.3.1 Developer action elements

10.6.3.1]1 ASE_REQ.1.1D

The devgeloper shall provide a statement of security requirements.

10.6.3.1.2 ASE_REQ.1.2D

The developer shall provide a security requirements rationale.

10.6.3.2| Content and presentation elements

10.6.3.2[1 ASE_REQ.1.1C

The statement of security requirements shall describe the SFRs and the) SARs.
10.6.3.22 ASE_REQ.1.2C

All subjécts, objects, operations, security attributes, externahentities and other terms that are used ip
the SFR§ and the SARs shall be defined.

10.6.3.2.3 ASE_REQ.1.3C

The statement of security requirements shall identify all operations on the security requirements.
10.6.3.24 ASE_REQ.1.4C

All operations shall be performed correctly.

10.6.3.2p ASE_REQ.1.5C

Each dependency of the security requirements shall either be satisfied, or the security requirement
rationale shall justify the-dependency not being satisfied.

192

10.6.3.26 ASE_REQ:1.6C
The statement.of.security requirements shall be internally consistent.

10.6.3.3| [Evaluator action elements

10.6.3.3.1 ASE_REQ.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

10.6.4 ASE_REQ.2 Derived security requirements
Dependencies: ASE_OBJ.2 Security objectives

ASE_ECD.1 Extended components definition
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ISO/IEC 15408-3:

0.6.4.1 Developer action elements

0.6.4.1.1 ASE_REQ.2.1D

The developer shall provide a statement of security requirements.

1

0.6.4.1.2 ASE_REQ.2.2D

The developer shall provide a security requirements rationale.

2008(E)

1

1

w0

> —

w m

—

-

0.6.4.2 Content and presentation elements
0.6.4.2.1 ASE_REQ.2.1C
he statement of security requirements shall describe the SFRs and the SARs.

0.6.4.2.2 ASE_REQ.2.2C

FRs and the SARs shall be defined.

0.6.4.2.3 ASE_REQ.2.3C

he statement of security requirements shall identify all operations{on the security requirements.
0.6.4.2.4 ASE_REQ.2.4C

Il operations shall be performed correctly.

0.6.4.2.5 ASE_REQ.2.5C

ach dependency of the security requirements shall either be satisfied, or the security requirements
hall justify the dependency not being satisfied.

0.6.4.2.6 ASE_REQ.2.6C
he security requirements rationale shall trace each SFR back to the security objectives for th
0.6.4.2.7 ASE_REQ,2.7€

he security requirements rationale shall demonstrate that the SFRs meet all security objec
ne TOE.

0.6.4.2.8 ~ASE_REQ.2.8C

he séeurity requirements rationale shall explain why the SARs were chosen.

1

6:4.2.9 ASE REQ.2.9C

Il subjects, objects, operations, security attributes, external entities and other terms that are use¢d in the

rationale

b TOE.

ives for

The statement of security requirements shall be internally consistent.

1

1

0.6.4.3 Evaluator action elements

0.6.4.3.1 ASE_REQ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

© ISO/IEC 2008 - All rights reserved
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10.7 TOE summary specification (ASE_TSS)
10.7.1 Objectives

The TOE summary specification enables evaluators and potential consumers to gain a general understanding
of how the TOE is implemented.

Evaluation of the TOE summary specification is necessary to determine whether it is adequately described
how the TOE:

e meefs its SFRs;

e protgcts itself against interference, logical tampering and bypass;

and whether the TOE summary specification is consistent with other narrative descriptions of the.TOE.
10.7.2 Jomponent levelling

The comlponents in this family are levelled on whether the TOE summary specification’only needs to describ
how the [TOE meets the SFRs, or whether the TOE summary specification alsoneeds to describe how th

TOE profects itself against logical tampering and bypass. This additional descfiption may be used in specia
circumstances where there might be a specific concern regarding the TOE security architecture.

= D O®

10.7.3 ASE_TSS.1 TOE summary specification
Dependgncies: ASE_INT.1 ST introduction

ASE_REQ.1 Stated security requirements
ADV_FSP.1 Basic functional specification
10.7.3.1| Developer action elements

10.7.3.11 ASE_TSS.1.1D

The devgloper shall provide a TOE summary specification.
10.7.3.2| Content and presentation’elements

10.7.3.2[1 ASE_TSS.1.1C

The TOHE summary specification shall describe how the TOE meets each SFR.
10.7.3.3| Evaluatortaction elements

10.7.3.3J1 ASE_TSS.1.1E

Th Il + hall £ + + £ EH ioladl + 1l H + £ + +
e eV Iuatvur  oirrart CUTTTITTIT tiTtat e 1immiruTiiratiuTti PIUVIUCU MMrcCio ait IUqUIICIIICIILD TUT CUTTITTIU Art

presentation of evidence.

-

10.7.3.3.2 ASE_TSS.1.2E

The evaluator shall confirm that the TOE summary specification is consistent with the TOE overview
and the TOE description.

10.7.4 ASE_TSS.2 TOE summary specification with architectural design summary

Dependencies: ASE_INT.1 ST introduction

44 © ISO/IEC 2008 - All rights reserved


https://standardsiso.com/api/?name=4b332ad957b0609a1a5f2f3d999ad23a

ISO/IEC 15408-3:

ASE_REQ.1 Stated security requirements
ADV_ARC.1 Security architecture description
10.7.4.1 Developer action elements
10.7.4.1.1 ASE_TSS.2.1D

The developer shall provide a TOE summary specification.

2008(E)

10.7.4.2 Content and presentation elements

10.7.4.2.1 ASE_TSS.2.1C

Tlhe TOE summary specification shall describe how the TOE meets each SFR.
10.7.4.2.2 ASE_TSS.2.2C

The TOE summary specification shall describe how the TOE protects_itself against interfere
Ipgical tampering.

10.7.4.2.3 ASE_TSS.2.3C
Tlhe TOE summary specification shall describe how the TOE-protects itself against bypass.
10.7.4.3 Evaluator action elements

10.7.4.3.1 ASE_TSS.2.1E

—

he evaluator shall confirm that the information pfovided meets all requirements for content and pre
f evidence.

(@)

10.7.4.3.2 ASE_TSS.2.2E

he evaluator shall confirm that the TTOE summary specification is consistent with the TOE overview
OE description.

— -

11 Class ADV: Development

=

his information isCused as the basis for conducting vulnerability analysis and testing upon the
described in the‘AVA and ATE classes.

—

he Development class encompasses six families of requirements for structuring and representing th
arious fevels and varying forms of abstraction. These families include:

<

nce and

sentation

and the

he requirements of the"Development class provide information about the TOE. The knowledge obtained by

TOE, as

e TSF at

requirements for the description (at the various levels of abstraction) of the design and implemerlltation of

— the SFRs(ADV_FSP, ADV_TDS, ADV_IMP)

e requirements for the description of the architecture-oriented features of domain separation, TSF self-

protection and non-bypassability of the security functionality (ADV_ARC)

e requirements for a security policy model and for correspondence mappings between security policy model

and the functional specification (ADV_SPM)

e requirements on the internal structure of the TSF, which covers aspects such as modularity, laye
minimisation of complexity (ADV_INT)

© ISO/IEC 2008 - All rights reserved
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When documenting the security functionality of a TOE, there are two properties that need to be demonstrated.

The first
property,
the secu

property is that the security functionality works correctly; that is, it performs as specified. The second
and one that is arguably harder to demonstrate, is that the TOE cannot be used in a way such that
rity functionality can be corrupted or bypassed. These two properties require somewhat different

approaches in analysis, and so the families in ADV are structured to support these different approaches. The

families

Functional specification (ADV_FSP), TOE design (ADV_TDS), Implementation representation

(ADV_IMP), and Security policy modelling (ADV_SPM) deal with the first property: the specification of the
security functionality. The families Security Architecture (ADV_ARC) and TSF internals (ADV_INT) deal with
the second property: the specification of the design of the TOE demonstrating the security functionality cannot

be corru

pted or bypassed. It should be noted that both properties need to be realised: the more confidence

one has
designeg

The pard
level, the
terms of

that the properties are satisfied, the more trustworthy the TOE is. The components in the familiesa
so that more assurance can be gained as the components hierarchically increase.

digm for the families targeted at the first property is one of design decomposition. At the.‘highegt
re is a functional specification of the TSF in terms of its interfaces (describing what the)TSF does i
requests to the TSF for services and resulting responses), decomposing the TSF into)smaller uni

(dependént on the assurance desired and the complexity of the TOE) and describing” how the TS

accompl
impleme
decompq
levels ar
different
chosen v

Figure 1

their relationships with other classes. As the figure indicates,.the APE and ASE classes define th

requirem
also defi
TOE sur
include t
by all of {

shes its functions (to a level of detail commensurate with the assurance leyel),» and showing th
ntation of the TSF. A formal model of the security behaviour also may/be/given. All levels ¢f
sition are used in determining the completeness and accuracy of all other\evels, ensuring that th
e mutually supportive. The requirements for the various TSF representations are separated int
families, to allow the PP/ST author to specify which TSF representations are required. The lev
ill dictate the assurance desired/gained.

D indicates the relationships among the various TSF represéntations of the ADV class, as well &

ents for the correspondence between the SFRs and the. security objectives for the TOE. Class AS
nes requirements for the correspondence between both the security objectives and SFRs, and for th
hmary specification which explains how the TOE mieets its SFRs. The activities of ALC_CMC.5.2
ne verification that the TSF that is tested under the ATE and AVA classes is in fact the one describe
he ADV decomposition levels.

O I d 1 »n
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Source corresponds
«—— totarget (reflected
n requirements).

Security
Problem

__. Source is refined
in target.

APE/ASE_OBI |

Security
Objectives

Y
APE/ASE RI:'Q?
_ ‘L\

Functional
Requirements

ASE_TSS

TOE Summary
Specification

N Mutually supportive
T : analysis performed
ADV_IMP G over all levels of
L decomposition
Implementation
Representation

I Functional and
ALC_CMCA penetration testing

Al'F_' AVA .- activities performed
- on implementation

Figure 10 - Relationships of ADV constructs to one another and to other familieg

he requirements fop all other correspondence shown in Figure 10 are defined in the ADV class. Thel Security
olicy modelling\(ADV_SPM) family defines the requirements for formally modelling selected SKRs, and
roviding correspondence between the functional specification and the formal model. Each assurange family
pecific to. a'TSF representation (i.e., Functional specification (ADV_FSP), TOE design (ADV_TDS) and
pleméntation representation (ADV_IMP)) defines requirements relating that TSF representation to the
FRs. All decompositions must accurately reflect all other decompositions (i.e., be mutually supportive); the
eveloper supplies the tracings in the last .C elements of the components. Assurance relating to thig factor is
obfained during the analysis for each of the levels of decomposition by referring to other levels of
decomposition (in a recursive fashion) while the analysis of a particular level of decomposition is being
performed; the evaluator verifies the correspondence as part of the second E element. The understanding
gained from these levels of decomposition form the basis of the functional and penetration testing efforts.

= 00O T -

The ADV_INT family is not represented in this figure, as it is related to the internal structure of the TSF, and is
only indirectly related to the process of refinement of the TSF representations. Similarly, the ADV_ARC family
is not represented in the figure because it relates to the architectural soundness, rather than representation, of
the TSF. Both ADV_INT and ADV_ARC relate to the analysis of the property that the TOE cannot be made to
circumvent or corrupt its security functionality.
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The TOE security functionality (TSF) consists of all parts of the TOE that have to be relied upon for
enforcement of the SFRs. The TSF includes both functionality that directly enforces the SFRs, as well as
functionality that, while not directly enforcing the SFRs, contributes to their enforcement in a more indirect
manner, including functionality with the capability to cause the SFRs to be violated. This includes portions of
the TOE that are invoked on start-up that are responsible for putting the TSF into its initial secure state.

Several important concepts were used in the development of the components of the ADV families. These
concepts, while introduced briefly here, are explained more fully in the application notes for the families.

One over-riding notion is that, as more information becomes available, greater assurance can be obtained that
the secufity functionality 1) is correctly implemented; 2) cannot be corrupted; and 3) cannot be bypassed. Fhis
is done through the verification that the documentation is correct and consistent with other documentatio

and by providing information that can be used to ensure that the testing activities (both functional anf
penetratipn testing) are comprehensive. This is reflected in the levelling of the components of the families. |

general, components are levelled based on the amount of information that is to be provided (and@ubsequentl)
analysed).

While natt true for all TOEs, it is generally the case that the TSF is sufficiently complex that'there are portionis
of the TSF that deserve more intense examination than other portions of the TSF. Determining those portions
is unfortyinately somewhat subjective, thus terminology and components have been“défined such that as the
level of gdssurance increases, the responsibility for determining what portions of the TSF need to be examinef
in detail $hifts from the developer to the evaluator. To aid in expressing this concept, the following terminolog)
is introdyiced. It should be noted that in the families of the class, this terminology is used when expressing
SFR-reldted portions of the TOE (that is, elements and work units embodied in the Functional specificatio

(ADV_F$P), TOE design (ADV_TDS), and Implementation representation (ADV_IMP) families). While the
general goncept (that some portions of the TOE are more interesting than others) applies to other families, the
criteria afe expressed differently in order to obtain the assurance required.

All portigns of the TSF are security relevant, meaning thathey must preserve the security of the TOE a
expressdd by the SFRs and requirements for domain.separation and non-bypassability. One aspect of
security felevance is the degree to which a portion of the;TSF enforces a security requirement. Since different
portions |of the TOE play different roles (or no apparent role at all) in enforcing security requirements, this
creates g continuum of SFR relevance: at one end of this continuum are portions of the TOE that are termegd
SFR-enfprcing. Such portions play a direct role-in<implementing any SFR on the TOE. Such SFRs refer to anj
functionglity provided by one of the SFRs contained in the ST. It should be noted that the definition of plays g
role in [for SFR-enforcing functionality, is” impossible to express quantitatively. For example, in the
implemeptation of a Discretionary Accéss’ Control (DAC) mechanism, a very narrow view of SFR-enforcing
might be|the several lines of code that actually perform the check of a subject's attributes against the objectls
attributeg. A broader view would include the software entity (e.g., C function) that contained the several lines
of code.[A broader view still would include callers of the C function, since they would be responsible fqr
enforcing the decision returned by the attribute check. A still broader view would include any code in the cdl
tree (or [programming equivalent for the implementation language used) for that C function (e.g., a so
function fhat sorted access control list entries in a first-match algorithm implementation). At some point, the
compongnt is not so.much enforcing the security policy but rather plays a supporting role; such component
are termed SFR supporting.

One of the characteristics of SFR-supporting functionality is that it is trusted to preserve the correctness of the
SFR imglementation by operatlng without error. Such functlonahty may be depended on by SFR-enforcing
functionati
management etc. Further down on the secunty relevance contlnuum is functlonallty termed SFR non-
interfering. Such functionality has no role in implementing the SFRs, and is likely part of the TSF because of
its environment; for example, any code running in a privileged hardware mode on an operating system. It
needs to be considered part of the TSF because, if compromised (or replaced by malicious code), it could
compromise the correct operation of an SFR by virtue of its operating in the privileged hardware mode. An
example of SFR non-interfering functionality might be a set of mathematical floating point operations
implemented in kernel mode for speed considerations.

The architecture family (Security Architecture (ADV_ARC)) provides for requirements and analysis of the TOE
based on properties of domain separation, self-protection, and non-bypassability. These properties relate to
the SFRs in that, if these properties are not present, it will likely lead to the failure of mechanisms
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implementing SFRs. Functionality and design relating to these properties is not considered a part of the
continuum described above, but instead is treated separately due to its fundamentally different nature and
analysis requirements.

The difference in analysis of the implementation of SFRs (SFR-enforcing and SFR-supporting functionality)
and the implementation of somewhat fundamental security properties of the TOE, which include the
initialisation, self-protection, and non-bypassability concerns, is that the SFR-related functionality is more or
less directly visible and relatively easy to test, while the above-mentioned properties require varying degrees
of analysis on a much broader set of functionality. Further, the depth of analysis for such properties will vary
depending on the design of the TOE. The ADV families are constructed to address this by a separate family
(Becurity Architecture (ADV_ARC)) devoted to analysis of the initialisation, self-protection, alnd non-
bypassability requirements, while the other families are concerned with analysis of the functionality,siipporting
JFRs.

Hven in cases where different descriptions are necessary for the multiple levels of @bstraction, [it is not
absolutely necessary for each and every TSF representation to be in a separate document. Indeed, it may be
the case that a single document meets the documentation requirements forymore than qne TSF
representation, since it is the information about each of these TSF representations that is required, rather than
the resulting document structure. In cases where multiple TSF representations-are combined within| a single
document, the developer should indicate which portions of the documents meet'which requirements.

hree types of specification style are mandated by this class: informalsemiformal and formal. The functional
specification and TOE design documentation are always written in)either informal or semiformal| style. A
semiformal style reduces the ambiguity in these documents_over an informal presentation. A formal
specification may also be required in addition to the semi-formal presentation; the value is that a desdription of
the TSF in more than one way will add increased assurance that the TSF has been completely and agcurately
specified.

An informal specification is written as prose in naturaklanguage. Natural language is used here as jmeaning
communication in any commonly spoken tongue (€.g. Spanish, German, French, English, Dutch). An|informal
specification is not subject to any notational- @F; special restrictions other than those required as|ordinary
conventions for that language (e.g. grammar-and syntax). While no notational restrictions apply, the|informal
specification is also required to provide defined meanings for terms that are used in a context other than that
accepted by normal usage.

he difference between semiformal~and informal documents is only a matter of formatting or presemntation: a
semiformal notation includes such things as an explicit glossary of terms, a standardised presentatiop format,
gtc. A semiformal specification+is written to a standard presentation template. The presentation shpuld use
terms consistently if wriften” in a natural language. The presentation may also use more sfructured
languages/diagrams (e.Q; ‘data-flow diagrams, state transition diagrams, entity-relationship diagrams, data
structure diagrams,.and process or program structure diagrams). Whether based on diagrams or natural
language, a set ofieonventions must be used in the presentation. The glossary explicitly identifies the words
that are being used in a precise and constant manner; similarly, the standardised format implies that| extreme
care has beentfaken in methodically preparing the document in a manner that maximises clarity. It should be

oted thatfundamentally different portions of the TSF may have different semiformal notation conventions and
presentation styles (as long as the number of different “semiformal notations” is small); this still conforms to
the concept of a semiformal presentation.

A—format—specification s writtermima notationm based upon wett-establishedmmathermaticalconcepts, and is
typically accompanied by supporting explanatory (informal) prose. These mathematical concepts are used to
define the syntax and semantics of the notation and the proof rules that support logical reasoning. The
syntactic and semantic rules supporting a formal notation should define how to recognise constructs
unambiguously and determine their meaning. There needs to be evidence that it is impossible to derive
contradictions, and all rules supporting the notation need to be defined or referenced.

Figure 11 shows the families within this class, and the hierarchy of components within the families.
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‘ ADV_ARC: Security Architecture

‘ ADV_FSP: Functional specification n n
‘ ADV_IMP: Iimplementation representation
L

ADV_INT: TSF internals
ADV SPM: Security policy modelling m
T

ADV_TDS: TOE. design n n

Figure 11 - ADV: Development class decomposition
11.1 Sqcurity Architecture (ADV_ARC)

11.1.1 Qbjectives

The objelctive of this family is for the developer to provide a description of the secdrity architecture of the TSH.
This will [allow analysis of the information that, when coupled with the other evidence presented for the TSk
will confirm the TSF achieves the desired properties. The security architécture descriptions supports th
implicit glaim that security analysis of the TOE can be achieved by examining the TSF; without a soun
architectpire, the entire TOE functionality would have to be examined.

[ONN )

11.1.2 Jomponent levelling

This famjly contains only one component.
11.1.3 Application notes

The properties of self-protection, domain separation, and non-bypassability are distinct from security
functionglity expressed by Part 2 SFRs because(self-protection and non-bypassability largely have no directly

observahle interface at the TSF. Rather, they.are properties of the TSF that are achieved through the desig
of the TQE and TSF, and enforced by the corréct implementation of that design.

>

The appfoach used in this family is-for‘the developer to design and provide a TSF that exhibits the above
mentioned properties, and to provide-evidence (in the form of documentation) that explains these properties ¢
the TSF| This explanation is provided at the same level of detail as the description of the SFR-enforcin
elementq of the TOE in the/TOE design document. The evaluator has the responsibility for looking at th
evidencd and, coupled with.other evidence delivered for the TOE and TSF, determining that the properties ar
achieved.

DO PG S,

Specificdtion of security functionality implementing the SFRs (in the Functional specification (ADV_FSP) an
TOE degign (ARYAMDS)) will not necessarily describe mechanisms employed in implementing self-protectio
and nonibypassability (e.g. memory management mechanisms). Therefore, the material needed to provid
the assufance that these requirements are bemg achleved is better suited to a presentatlon separate from th
design decempa S .
security arch|tecture descr|pt|on called for by this component cannot reference or make use of the deS|gn
decomposition material; but it is likely that much of the detail present in the decomposition documentation will
not be relevant to the argument being provided for the security architecture description document.

O 5 O

(1]

The description of architectural soundness can be thought of as a developer's vulnerability analysis, in that it
provides the justification for why the TSF is sound and enforces all of its SFRs. Where the soundness is
achieved through specific security mechanisms, these will be tested as part of the Depth (ATE_DPT)
requirements; where the soundness is achieved solely through the architecture, the behaviour will be tested
as part of the AVA: Vulnerability assessment requirements.
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This family consists of requirements for a security architecture description that describes the self-protection,
domain separation, non-bypassability principles, including a description of how these principles are supported
by the parts of the TOE that are used for TSF initialisation.

Additional information on the security architecture properties of self-protection, domain separation, and non-
bypassability can be found in Annex A.1, ADV_ARC: Supplementary material on security architectures.

11.1.4 ADV_ARC.1 Security architecture description

Dependencies: ADV FSP.1 Basic functional specification

ADV_TDS.1 Basic design
11.1.4.1 Developer action elements
11.1.4.1.1 ADV_ARC.1.1D

Tlhe developer shall design and implement the TOE so that the security features of the TSF cannot be
bypassed.

11.1.41.2 ADV_ARC.1.2D

Tlhe developer shall design and implement the TSF so that it is able to protect itself from tampring by
untrusted active entities.

11.1.41.3 ADV_ARC.1.3D

—

he developer shall provide a security architecturedescription of the TSF.
11.1.4.2 Content and presentation elements

11.1.4.21 ADV_ARC.1.1C

—

he security architecture description shall be at a level of detail commensurate with the descrjption of
he SFR-enforcing abstractions deseribed in the TOE design document.

—

11.1.4.2.2 ADV_ARC.1.2C

—

he security architecture/description shall describe the security domains maintained by the TSF
onsistently with the SERs.

(@]

11.1.4.2.3 ADV-ARC.1.3C
Tlhe security\architecture description shall describe how the TSF initialisation process is secute.

11.1.42:4 ADV_ARC.1.4C

The-security architecture description shall demonstrate that the TSE protects itself from tamparing.

11.1.4.25 ADV_ARC.1.5C

The security architecture description shall demonstrate that the TSF prevents bypass of the SFR-
enforcing functionality.
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11.1.4.3 Evaluator action elements
11.1.4.3.1 ADV_ARC.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

11.2 Functional specification (ADV_FSP)

11.2.1 Qbjectives

This famjly levies requirements upon the functional specification, which describes the TSF interfaces (FSEIs).
The TSHKIs consist of all means for users to invoke a service from the TSF (by supplying data)that i
processgd by the TSF) and the corresponding responses to those service invocations. It does notydescrib
how the| TSF processes those service requests, nor does it describe the communication when the TS
invokes |services from its operational environment; this information is addressed by ,the-’TOE desig
(ADV_TIPS) and Reliance of dependent component (ACO_REL) families, respectively.

oo &

>

This family provides assurance directly by allowing the evaluator to understand how the TSF meets th
claimed BFRs. It also provides assurance indirectly, as input to other assurance families and classes:

4%

e ADV| ARC, where the description of the TSFls may be used to gain betterunderstanding of how the TS
is protected against corruption (i.e. subversion of self-protection or domain separation) and/or bypass;

e ATE| where the description of the TSFls is an important input forfoth developer and evaluator testing;
e AVA| where the description of the TSFls is used to search for.vulnerabilities.
11.2.2 Jomponent levelling

The components in this family are levelled on the degrée of detail required of the description of the TSFls, and
the degre¢e of formalism required of the description of the TSFls.

11.2.3 Application notes

Once thg TSFls are determined (see A.2.1, Determining the TSFI for guidance and examples of determinin
TSFI), they are described. At lower-level components, developers focus their documentation (and evaluator
focus their analysis) on the more security-relevant aspects of the TOE. Three categories of TSFls are defined
based upon the relevance the services available through them have to the SFRs being claimed:

»nQ

—

e If a gervice available throtugh an interface can be traced to one of the SFRs levied on the TSF, then thg
interface is termed SFR=enforcing. Note that it is possible that an interface may have various services an
results, some of which may be SFR-enforcing and some of which may not.

[®N

e Interfaces tox(Or services available through an interface relating to) services that SFR-enforcin
funcfionality-depends upon, but need only to function correctly in order for the security policies of the TO
to bg preserved, are termed SFR-supporting.

ILL(®]

e Interfaces to services on which SFR-enforcing functionality has no dependence are termed SFR non-
interfering.

It should be noted that in order for an interface to be SFR-supporting or SFR non-interfering it must have no
SFR-enforcing services or results. In contrast, an SFR-enforcing interface may have SFR-supporting services
(for example, the ability to set the system clock may be an SFR-enforcing service of an interface, but if that
same interface is used to display the system date that service may be only SFR-supporting). An example of a
purely SFR-supporting interface is a system call interface that is used both by users and by a portion of the
TSF that is running on behalf of users.
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As more information about the TSFIs becomes available, the greater the assurance that can be gained that
the interfaces are correctly categorised/analysed. The requirements are structured such that, at the lowest
level, the information required for SFR non-interfering interfaces is the minimum necessary in order for the
evaluator to make this determination in an effective manner. At higher levels, more information becomes
available so that the evaluator has greater confidence in the designation.

The purpose in defining these labels (SFR-enforcing, SFR-supporting, and SFR-non-interfering) and for
levying different requirements upon each (at the lower assurance components) is to provide a first
approximation of where to focus the analysis and the evidence upon which that analysis is performed. If the
developer's documentation of the TSF interfaces describes all of the interfaces to the degree specified in the
requirements for the SFR-enforcing interfaces (that is, if the documentation exceeds the requirements), there

no need for the developer to create new evidence to match the requirements. Similarly, because-the labels
re merely a means of differentiating the interface types within the requirements, there is mo-neefd for the
eveloper to update the evidence solely to label the interfaces as SFR-enforcing, SFR-supporting, gnd SFR-
n-interfering. The primary purpose of this labelling is to allow developers with less mature deve¢lopment
ethodologies (and associated artifacts, such as detailed interface and design documentation) to proyide only
the necessary evidence without undue cost.

he last C element of each component within this family provides a direct correspondence between the SFRs
nd the functional specification; that is, an indication of which interfaces\aré used to invoke eagh of the
aimed SFRs. In the cases where the ST contains such functional. ‘requirements as ISO/IEC|15408-2
esidual information protection (FDP_RIP), whose functionality may\het manifest itself at the T$Fls, the
functional specification and/or the tracing is expected to identify these.SFRs; including them in the flinctional
specification helps to ensure that they are not lost at lower l€vels of decomposition, where they will be
relevant.

1.2.3.1 Detail about the Interfaces

he requirements define collections of details about TSFI to be provided. For the purposes of the
requirements, interfaces are specified (in varying degrees of detail) in terms of their purpose, methof of use,
arameters, parameter descriptions, and error qiéssages.

he purpose of an interface is a high-level‘description of the general goal of the interface (e.g. progess GUI
mmands, receive network packets, provide printer output, etc.).

he interface's method of use describes how the interface is supposed to be used. This description should be
uilt around the various interactions available at that interface. For instance, if the interface wer¢ a Unix
mmand shell, Is, mv and ¢pywould be interactions for that interface. For each interaction the method of use
escribes what the interaction does, both for behaviour seen at the interface (e.g. the programmer cglling the
PI, the Windows users thanging a setting in the registry, etc.) as well as behaviour at other interfaces (e.g.
enerating an audit record).

arameters are,explicit inputs to and outputs from an interface that control the behaviour of that interface. For
ample, parameters are the arguments supplied to an API; the various fields in a packet for a given| network
rotocol; the) individual key values in the Windows Registry; the signals across a set of pins on a chip; the
flags that.can be set for the Is, etc. The parameters are “identified” with a simple list of what they are.

parameter description tells what the parameter is in some meaningful way. For instance, an agceptable
parameter description for interface 100(i) would be "parameter 1 is an integer that indicates the number of
users currently logged in to the system”. A description such as “parameter i is an integer” is not an acceptable.

The description of an interface's actions describes what the interface does. This is more detailed than the
purpose in that, while the “purpose” reveals why one might want to use it, the “actions” reveals everything that
it does. These actions might be related to the SFRs or not. In cases where the interface's action is not related
to SFRs, its description is said to be summarised, meaning the description merely makes clear that it is indeed
not SFR-related.

The error message description identifies the condition that generated it, what the message is, and the
meaning of any error codes. An error message is generated by the TSF to signify that a problem or irregularity
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of some degree has been encountered. The requirements in this family refer to different kinds of error
messages:

e a “direct” error message is a security-relevant response through a specific TSFI invocation.

e an ‘“indirect” error cannot be tied to a specific TSFI invocation because it results from system-wide
conditions (e.g. resource exhaustion, connectivity interruptions, etc.). Error messages that are not

secu

° rem

rity-relevant are also considered “indirect”.

ining" errors are any other errors such as those that might he referenced within the code FEqr

exan
a fin
ano

An exam
11.2.3.2

Increasin
in the dg
family.

At ADV |
TSFls ar
that the
required
TSFls.

At ADV |
method
TSFls th

At ADV |
informati
interferin
the direc

At ADV |
non-inter

At ADV |
descripti

At ADV_

the inforation required by ADV_FSP.5, all remaining error messages are included. The developer must als

provide
inconsist

b| “else” after a list of “case” statements), would provide for generating a catch-all error message; i
berational TOE, these error messages should never be seen.

ple functional specification is provided in A.2.3.
Components of this Family
g assurance through increased completeness and accuracy in the interface{specification is reflecte

cumentation required from the developer as detailed in the various hierarchical components of thi

FSP.1 Basic functional specification, the only documentation required is a characterisation of g
d a high level description of SFR-enforcing and SFR-supporting{TSFls. To provide some assuranc
“important” aspects of the TSF have been correctly characterised at the TSFls, the developer i
to provide the purpose and method of use, parameters for the SFR-enforcing and SFR-supportin

FSP.2 Security-enforcing functional specification, the developer is required to provide the purpose
bf use, parameters, and parameter descriptions:*for all TSFIs. Additionally, for the SFR-enforcin
b developer has to describe the SFR-enforcing.actions and direct error messages.

FSP.3 Functional specification with complete summary, the developer must now, in addition to th

g actions to show that they are nat' $FR-enforcing. Further, the developer must now document all ¢
error messages resulting from the invocation of SFR-enforcing TSFls.

FSP.4 Complete functional specification, all TSFls - whether SFR-enforcing, SFR-supporting, SFR
fering - must be described-to the same degree, including all of the direct error messages.

FSP.5 Complete-semi-formal functional specification with additional error information, the TSF
bns also include-error messages that do not result from an invocation of a TSFI.

FSP.6 Complete semi-formal functional specification with additional formal specification, in addition t

h formal description of the TSFI. This provides an alternative view of the TSFI that may expos
encies' or incomplete specification.

nple, the use of condition-checking code that checks for conditions that would not logically occur (&-g.

bn required at ADV_FSP.2, provide_enough information about the SFR-supporting and SFR-non-

n

[¢]

=h

O O O

11.2.4 ADV_FSP.1 Basic functional specification

Dependencies: No dependencies.

11.2.4.1

11.2.4.1.

Developer action elements

1 ADV_FSP.1.1D

The developer shall provide a functional specification.
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11.2.4.1.2 ADV_FSP.1.2D

The developer shall provide a tracing from the functional specification to the SFRs.
11.2.4.2 Content and presentation elements

11.2.4.21 ADV_FSP.1.1C

The functional specification shall describe the purpose and method of use for each SFR-enforcing and
SER-supporting TSFEL

11.2.4.2.2 ADV_FSP.1.2C

Tlhe functional specification shall identify all parameters associated with each SFR-enfording and
SFR-supporting TSFI.

11.2.4.2.3 ADV_FSP.1.3C

Tlhe functional specification shall provide rationale for the implicit categorisation of interfaces|as SFR-
on-interfering.

o]

11.2.4.2.4 ADV_FSP.1.4C

Tlhe tracing shall demonstrate that the SFRs trace to TSFIs inthe functional specification.
11.2.4.3 Evaluator action elements

11.2.4.3.1 ADV_FSP.1.1E

Tlhe evaluator shall confirm that the information provided meets all requirements for confent and
presentation of evidence.

11.2.4.3.2 ADV_FSP.1.2E

Tlhe evaluator shall determine(that the functional specification is an accurate and domplete
nstantiation of the SFRs.

11.2.5 ADV_FSP.2 Security-enforcing functional specification
Dependencies: ADY_\TDS.1 Basic design
11.2.5.1 Developer action elements

11.2.5.1.1 ~ADV_FSP.2.1D

—

he deyeloper shall provide a functional specification.

12512 ADV ESP 22D

The developer shall provide a tracing from the functional specification to the SFRs.
11.2.5.2 Content and presentation elements
11.2.5.2.1 ADV_FSP.2.1C

The functional specification shall completely represent the TSF.
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11.2.5.2.2 ADV_FSP.2.2C

The functional specification shall describe the purpose and method of use for all TSFI.

11.2.5.2.3 ADV_FSP.2.3C

The functional specification shall identify and describe all parameters associated with each TSFI.

11.2.5.2.4 ADV_FSP.2.4C

For each SFR-enforcing TSFI, the functional specification shall describe the SFR-enforcing actionjs
associat¢d with the TSFI.

11.2.5.2p5 ADV_FSP.2.5C

For SFR-enforcing TSFIs, the functional specification shall describe direct error messages resulting
from prqcessing associated with the SFR-enforcing actions.

11.2.5.26 ADV_FSP.2.6C
The tracing shall demonstrate that the SFRs trace to TSFls in the functional specifieation.
11.2.5.3| Evaluator action elements

11.2.5.3[1 ADV_FSP.2.1E

>

The evaluator shall confirm that the information provided meets‘allrequirements for content and presentatio
of evider]ce.

11.2.5.32 ADV_FSP.2.2E

The evaluator shall determine that the functional specification is an accurate and complete instantiation of thg
SFRs.

11.2.6 ADV_FSP.3 Functional specification*with complete summary
Dependgncies: ADV_TDS.1 Basic design

11.2.6.1| Developer action elements

11.2.6.11 ADV_FSP.3.1B

The developer shall pfovide a functional specification.

11.2.6.1. ADYNRSP.3.2D

The developer shall provide a tracing from the functional specification to the SFRs.

11.2.6.2 Content and presentation elements

11.2.6.2.1 ADV_FSP.3.1C

The functional specification shall completely represent the TSF.
11.2.6.2.2 ADV_FSP.3.2C

The functional specification shall describe the purpose and method of use for all TSFI.
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11.2.6.2.3 ADV_FSP.3.3C
The functional specification shall identify and describe all parameters associated with each TSFI.

11.2.6.2.4 ADV_FSP.3.4C

2008(E)

For each SFR-enforcing TSFI, the functional specification shall describe the SFR-enforcing actions associated

with the TSFI.

11.2.6.2.5 ADV_FESP.3.5C

Hor each SFR-enforcing TSFI, the functional specification shall describe direct errer)m
bsulting from security enforcing effects and exceptions associated with invocation of the-TSH

-

11.2.6.2.6 ADV_FSP.3.6C

—

he functional specification shall summarise the SFR-supporting and SFR*non-interfering
ssociated with each TSFI.

Q

11.2.6.2.7 ADV_FSP.3.7C

—

he tracing shall demonstrate that the SFRs trace to TSFls in the functional specification.
11.2.6.3 Evaluator action elements

11.2.6.3.1 ADV_FSP.3.1E

—

he evaluator shall confirm that the information provided meets all requirements for content and pre
f evidence.

(@)

11.2.6.3.2 ADV_FSP.3.2E

he evaluator shall determine that the functional specification is an accurate and complete instantiati
FRs.

n -

11.2.7 ADV_FSP.4 Complete functional specification
Dependencies: ADV_TDS:\1/Basic design

11.2.7.1 Developer4action elements

11.2.7.1.1 ADV_FSP.4.1D

Tlhe developeérshall provide a functional specification.

11.2.7%2 ADV_FSP.4.2D

essages
l.

actions

sentation

on of the

The dn\/nlnpnr shall prn\/idn a ’rrsming from the functional Qpnnifihqfinn tothe SFRs

11.2.7.2 Content and presentation elements

11.2.7.2.1 ADV_FSP.4.1C

The functional specification shall completely represent the TSF.
11.2.7.2.2 ADV_FSP.4.2C

The functional specification shall describe the purpose and method of use for all TSFI.
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11.2.7.2.3 ADV_FSP.4.3C

The functional specification shall identify and describe all parameters associated with each TSFI.
11.2.7.2.4 ADV_FSP.4.4C

The functional specification shall describe all actions associated with each TSFI.

11.2.7.2.5 ADV_FSP.4.5C

The functional specification shall describe all direct error messages that may result fromoanp
invocatipn of each TSFI.

11.2.7.26 ADV_FSP.4.6C
The tracing shall demonstrate that the SFRs trace to TSFls in the functional specification.
11.2.7.3| Evaluator action elements

11.2.7.31 ADV_FSP4.1E

=)

The evaluator shall confirm that the information provided meets all requirements for content and presentatio
of eviderjce.

11.2.7.32 ADV_FSP.4.2E

The evaluator shall determine that the functional specification is‘anraccurate and complete instantiation of the
SFRs.

11.2.8 ADV_FSP.5 Complete semi-formal functional specification with additional error information
Dependgncies: ADV_TDS.1 Basic design

ADV_IMP.1 Implementation fepresentation of the TSF

11.2.8.1| Developer action elements

11.2.8.11 ADV_FSP.5.1D

The developer shall provide a-functional specification.

11.2.8.1.2 ADV_FSP.52D

The developer shall\provide a tracing from the functional specification to the SFRs.

11.2.8.2| Content and presentation elements

11.2.8.2.4=ADV_ESP5.1C

The functional specification shall completely represent the TSF.

11.2.8.2.2 ADV_FSP.5.2C

The functional specification shall describe the TSFI using a semi-formal style.
11.2.8.2.3 ADV_FSP.5.3C

The functional specification shall describe the purpose and method of use for all TSFI.
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11.2.8.2.4 ADV_FSP.5.4C

The functional specification shall identify and describe all parameters associated with each TSFI.
11.2.8.2.5 ADV_FSP.5.5C

The functional specification shall describe all actions associated with each TSFI.

11.2.8.2.6 ADV_FSP.5.6C

2008(E)

— -

SFI.

11.2.8.2.7 ADV_FSP.5.7C

—

he functional specification shall describe all error messages that do not resultifrem an invoq
g TSFI.

11.2.8.2.8 ADV_FSP.5.8C

Tlhe functional specification shall provide a rationale for each error-message contained in
mplementation yet does not result from an invocation of a TSFI.

11.2.8.2.9 ADV_FSP.5.9C

—

he tracing shall demonstrate that the SFRs trace to TSFls.in the functional specification.
11.2.8.3 Evaluator action elements

11.2.8.3.1 ADV_FSP.5.1E

—

he evaluator shall confirm that the information provided meets all requirements for content and pre
f evidence.

(@]

11.2.8.3.2 ADV_FSP.5.2E

he evaluator shall determine‘that the functional specification is an accurate and complete instantiati
FRs.

n -

11.2.9 ADV_FSP.6 Complete semi-formal functional specification with additional formal specif
Dependencies: «ABV_TDS.1 Basic design
ADV_IMP.1 Implementation representation of the TSF

11.2.95~ Developer action elements

he functional specification shall describe all direct error messages that may result from an invocatiof of each

ation of

the TSF

sentation

on of the

cation

129011 ADV ESP 61D

The developer shall provide a functional specification.

11.2.9.1.2 ADV_FSP.6.2D

The developer shall provide a formal presentation of the functional specification of the TSF.
11.2.9.1.3 ADV_FSP.6.3D

The developer shall provide a tracing from the functional specification to the SFRs.
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11.2.9.2

11.2.9.2.

Content and presentation elements

1 ADV_FSP.6.1C

The functional specification shall completely represent the TSF.

11.2.9.2.2 ADV_FSP.6.2C

The functional specification shall describe the TSFI using a formal style.

11.2.9.2.
The fung
11.2.9.2.
The fung
11.2.9.2.
The fung
11.2.9.2.

The fund
TSFI.

11.2.9.2.

The fun
represer

11.2.9.2.
The fun
impleme
associat

11.2.9.2.

The fory
formal s

11.2.9.2.

The traci

3 ADV_FSP.6.3C

tional specification shall describe the purpose and method of use for all TSFI.

1 ADV_FSP.6.4C

tional specification shall identify and describe all parameters associated with each,T'SFI.
5 ADV_FSP.6.5C

tional specification shall describe all actions associated with each TSFI;

6 ADV_FSP.6.6C

tional specification shall describe all direct error messages that'may result from an invocation of eac

7 ADV_FSP.6.7C

ctional specification shall describe all error messages contained in the TSF implementatio
tation.

8 ADV_FSP.6.8C

ctional specification shall provide ja rationale for each error message contained in the TS
htation that is not otherwise described in the functional specification justifying why it is ng
ed with a TSFI.

O ADV_FSP.6.9C

hal presentation~of-the functional specification of the TSF shall describe the TSFI using
tyle, supportedhy’informal, explanatory text where appropriate.

10 ADV_FESP:6.10C

ng shall-demonstrate that the SFRs trace to TSFls in the functional specification.

=)

—

11.2.9.3

E¢aluator action elements

11.2.9.3.

1 ADV_FSP.6.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

11.2.9.3.

2 ADV_FSP.6.2E

The evaluator shall determine that the functional specification is an accurate and complete instantiation of the

SFRs.
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11.3 Implementation representation (ADV_IMP)
11.3.1 Objectives

The function of the Implementation representation (ADV_IMP) family is for the developer to make available
the implementation representation (and, at higher levels, the implementation itself) of the TOE in a form that
can be analysed by the evaluator. The implementation representation is used in analysis activities for other
families (analysing the TOE design, for instance) to demonstrate that the TOE conforms its design and to
provide a basis for analysis in other areas of the evaluation (e.g., the search for vulnerabilities). The
implementation representation is expected to be in a form that captures the detailed internal workings of the
TSF. This may be software source code, firmware source code, hardware diagrams and/or 1€ m(ardware
design language code or layout data.
11.3.2 Component levelling

he components in this family are levelled on the amount of implementation that is mapped to the TOE design
escription.

Q. —

=

1.3.3 Application notes

ource code or hardware diagrams and/or IC hardware design language_cede or layout data that arg used to
uild the actual hardware are examples of parts of an implementatien‘\representation. It is importar|t to note
at while the implementation representation must be made availableto the evaluator, this does not inply that
the evaluator needs to possess that representation. For instance,‘the developer may require that the ¢valuator
review the implementation representation at a site of the developer's choosing.

= O (D

he entire implementation representation is made available to ensure that analysis activities are not|curtailed
ue to lack of information. This does not, however, imply that all of the representation is examined when the
nalysis activities are being performed. This is likelyimpractical in almost all cases, in addition to the|fact that
most likely will not result in a higher-assurance TOE vs. targeted sampling of the implementation
representation. The implementation representation is made available to allow analysis of other TOE design
ecompositions (e.g., functional specification, TOE design), and to gain confidence that the| security
fiinctionality described at a higher levelin the design actually appear to be implemented in the TOE.
onventions in some forms of the .implementation representation may make it difficult or impopsible to
etermine from just the implementation representation itself what the actual result of the compilation or run-
ime interpretation will be. For example, compiler directives for C language compilers will cause the [compiler

related tools (scripts, compilérs, etc.) be provided so that the implementation representation can be agcurately

he purpose of the miapping between the implementation representation and the TOE design descrigtion is to
id the evaluator’s;analysis. The internal workings of the TOE may be better understood when the TOE design
analysed with\corresponding portions of the implementation representation. The mapping serves as an
imdex into the~implementation representation. At the lower component, only a subset of the implementation
representation is mapped to the TOE design description. Because of the uncertainty of which portiops of the
plementation representation will need such a mapping, the developer may choose either to map the entire
plementation representation beforehand, or to wait to see which portions of the implementation
representation the evaluator requires to be mapped.

The implementation representation is manipulated by the developer in a form that is suitable for
transformation to the actual implementation. For instance, the developer may work with files containing source
code, which is eventually compiled to become part of the TSF. The developer makes available the
implementation representation in the form used by the developer, so that the evaluator may use automated
techniques in the analysis. This also increases the confidence that the implementation representation
examined is actually the one used in the production of the TSF (as opposed to the case where it is supplied in
an alternate presentation format, such as a word processor document). It should be noted that other forms of
the implementation representation may also be used by the developer; these forms are supplied as well. The
overall goal is to supply the evaluator with the information that will maximise the effectiveness of the
evaluator's analysis efforts.
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Some forms of the implementation representation may require additional information because they introduce
significant barriers to understanding and analysis. Examples include “shrouded” source code or source code
that has been obfuscated in other ways such that it prevents understanding and/or analysis. These forms of
implementation representation typically result from the TOE developer taking a version of the implementation
representation and running a shrouding or obfuscation program on it. While the shrouded representation is
what is compiled and may be closer to the implementation (in terms of structure) than the original, un-
shrouded representation, supplying such obfuscated code may cause significantly more time to be spent in
analysis tasks involving the representation. When such forms of representation are created, the components
require details on the shrouding tools/algorithms used so that the un-shrouded representation can be
supplied, and the additional information can be used to gain confidence that the shrouding process does not
compronise any security functionality.

11.3.4 ADV_IMP.1 Implementation representation of the TSF

Dependgncies: ADV_TDS.3 Basic modular design

ALC_TAT.1 Well-defined development tools

11.3.4.1| Developer action elements

11.3.4.11 ADV_IMP.1.1D

The devgloper shall make available the implementation representation for the entire TSF.
11.3.4.1p ADV_IMP.1.2D

The devieloper shall provide a mapping between the TOE design description and the sample of th
implemgntation representation.

1)

11.3.4.2] Content and presentation elements
11.3.4.2[1 ADV_IMP.1.1C

The imp|ementation representation shall define the TSF to a level of detail such that the TSF can bp
generated without further design decisigns.

11.3.4.2p ADV_IMP.1.2C
The implementation representation shall be in the form used by the development personnel.

11.3.4.23 ADV_IMP.1.3C

-

The mapping between the TOE design description and the sample of the implementatio
representation shall’demonstrate their correspondence.

11.3.4.3| Evaluator action elements

11.3.4.34 -ADV_IMP.1.1E

The evaluator shall confirm that, for the selected sample of the implementation representation, the
information provided meets all requirements for content and presentation of evidence.

11.3.5 ADV_IMP.2 Complete mapping of the implementation representation of the TSF
Dependencies: ADV_TDS.3 Basic modular design
ALC_TAT.1 Well-defined development tools

ALC_CMC.5 Advanced support
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11.3.5.1 Developer action elements

11.3.5.1.1 ADV_IMP.2.1D

The developer shall make available the implementation representation for the entire TSF.
11.3.5.1.2 ADV_IMP.2.2D

The developer shall provide a mapping between the TOE design description and the entire implementation
representation.

11.3.5.2 Content and presentation elements
11.3.5.2.1 ADV_IMP.2.1C

Tlhe implementation representation shall define the TSF to a level of detail suchythat the TSH can be
denerated without further design decisions.

11.3.5.2.2 ADV_IMP.2.2C

—

he implementation representation shall be in the form used by the development personnel.
11.3.5.2.3 ADV_IMP.2.3C

he mapping between the TOE design description and theventire implementation representatjon shall
emonstrate their correspondence.

QL —

11.3.5.3 Evaluator action elements

11.3.5.3.1 ADV_IMP.2.1E

—

he evaluator shall confirm that the information provided meets all requirements for content and presentation
f evidence.

(@]

11.4 TSF internals (ADV_INT)

11.4.1 Objectives

—

his family addresses the ‘assessment of the internal structure of the TSF. A TSF whose internals jare well-
tructured is easier to implement and less likely to contain flaws that could lead to vulnerabilities; |jit is also
asier to maintain without the introduction of flaws.

D »n

11.4.2 Component levelling

—

he components in this family are levelled on the basis of the amount of structure and minimisation of
ompléxity required. ADV_INT.1 Well-structured subset of TSF internals places requirements [for well-
tructured internals on only selected parts of the TSF. This component is not included in an EAL because this
mponent is viewed for use in special circumstances (n g-the sponsor has a Qpnhifin concernregarding a

cryptographic module, which is isolated from the rest of the TSF) and would not be widely applicable.

n O

At the next level, the requirements for well-structured internals are placed on the entire TSF. Finally,
minimisation of complexity is introduced in the highest component.

11.4.3 Application notes
These requirements, when applied to the internal structure of the TSF, typically result in improvements that
aid both the developer and the evaluator in understanding the TSF, and also provide the basis for designing

and evaluating test suites. Further, improving understandability of the TSF should assist the developer in
simplifying its maintainability.
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The requirements in this family are presented at a fairly abstract level. The wide variety of TOEs makes it

impossib
structure

le to codify anything more specific than “well-structured” or “minimum complexity”. Judgements on
and complexity are expected to be derived from the specific technologies used in the TOE. For

example, software is likely to be considered well-structured if it exhibits the characteristics cited in the

software

engineering disciplines. The components within this family call for identifying the standards for

measuring the characteristic of being well-structured and not overly-complex.

11.4.4 ADV_INT.1 Well-structured subset of TSF internals

Dependencies: ADV_IMP.1 Implementation representation of the TSF

11441

The objg
structure
principle

11.4.4.2

This coni
may be i

a) the
impl

b) the
such
such

It is likely
design a
has well-
This coni
have lim
domain 9
TSF (e.g
11.4.4.3
11.4.4.3.

The devi

ADV_TDS.3 Basic modular design
ALC_TAT.1 Well-defined development tools

Objectives

ctive of this component is to provide a means for requiring specific portions of the TSF to be wel
d. The intent is that the entire TSF has been designed and implemented dsing sound engineering
5, but the analysis is performed upon only a specific subset.

Application notes

ponent requires the PP or ST author to fill in an assignment with’ the subset of the TSF. This subset
Hentified in terms of the internals of the TSF at any layer of abstraction. For example:

structural elements of the TSF as identified in the TOE«design (e.g. “The developer shall design and
ement the audit subsystem such that it has well-structured internals.”)

mplementation (e.g. “The developer shall design and implement the encrypt.c and decrypt.c file
that it has well-structured internals.” or “The developer shall design and implement the 6227 IC chi
that it has well-structured internals.”)

o N

this would not be readily accomplished by referencing the claimed SFRs (e.g. “The developer shal
nd implement the portion of the T/SEthat provide anonymity as defined in FPR_ANO.2 such that [it
structured internals.”) because this does not indicate where to focus the analysis.

ponent has limited value_and would be suitable in cases where potentially-malicious users/subject
ted or strictly controlled ‘access to the TSFls or where there is another means of protection (e.g
eparation) that ensures the chosen subset of the TSF cannot be adversely affected by the rest of th
, the cryptographic\functionality, which is isolated from the rest of the TSF, is well-structured).

[

[

Developeraction elements

1 ADVAUINT.1.1D

eloper shall design and implement [assignment: subset of the TSF] such that it has wel

structur

pdointernals.

11.4.4.3.

2 ADV_INT.1.2D

The developer shall provide an internals description and justification.

11444

11.4.4.4.

Content and presentation elements

1 ADV_INT.1.1C

The justification shall explain the characteristics used to judge the meaning of “well-structured”.

64
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11.4.4.42 ADV_INT.1.2C

The TSF internals description shall demonstrate that the assigned subset of the TSF is well-
structured.

11.4.4.5 Evaluator action elements

11.4.45.1 ADV_INT.1.1E

The _evaluator_shall confirm that the information provided meets all reqguirements for _content and
dresentation of evidence.

11.4.45.2 ADV_INT.1.2E

Tlhe evaluator shall perform an internals analysis on the assigned subset of the TSk
11.4.5 ADV_INT.2 Well-structured internals

Dependencies: ADV_IMP.1 Implementation representation of the TSF

ADV_TDS.3 Basic modular design

ALC_TAT.1 Well-defined development tools

11.4.5.1 Objectives

—

he objective of this component is to provide a means fokrequiring the TSF to be well-structured. The intent is
hat the entire TSF has been designed and implemented,using sound engineering principles.

—

11.4.5.2 Application notes
Judgements on the adequacy of the structure are expected to be derived from the specific technologies used
im the TOE. This component calls for identifying the standards for measuring the characteristic of being well-
structured.

11.4.5.3 Developer action elements

11.4.5.3.1 ADV_INT.2.1D

—

he developer shall design and implement the entire TSF such that it has well-structured internals.

11.4.5.3.2 ADVTINT.2.2D

—

he developershall provide an internals description and justification.

11.4.5%~ Content and presentation elements

14541 ADV INT21C

The justification shall describe the characteristics used to judge the meaning of “well-structured”.
11.4.5.4.2 ADV_INT.2.2C

The TSF internals description shall demonstrate that the entire TSF is well-structured.
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11.4.5.5 Evaluator action elements
11.4.5.5.1 ADV_INT.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

11.45.5.2 ADV_INT.2.2E

The evaluator shall perform an internals analysis on the TSF.

11.4.6 ADV_INT.3 Minimally complex internals

Dependgncies: ADV_IMP.1 Implementation representation of the TSF
ADV_TDS.3 Basic modular design

ALC_TAT.1 Well-defined development tools

11.4.6.1| Objectives

The objgctive of this component is to provide a means for requiring the TSFto be well-structured and ¢f
minimal |[complexity. The intent is that the entire TSF has been designed)and implemented using sounfd

engineerjng principles.

11.4.6.2| Application notes

O

Judgemegnts on the adequacy of the structure and complexity’are expected to be derived from the specif
technologies used in the TOE. This component calls for idéentifying the standards for measuring the structur,
and complexity.

[

11.4.6.3| Developer action elements

11.4.6.3[1 ADV_INT.3.1D

The developer shall design and implement the entire TSF such that it has well-structured internals.
11.4.6.3.2 ADV_INT.3.2D

The devgloper shall provide an‘internals description and justification.

11.4.6.4] Content and¢presentation elements

11.4.6.40 ADV_INT.3.1C

The justfication-"shall describe the characteristics used to judge the meaning of “well-structured” anfd
“complex’

11.4.6.4.2 ADV_INT.3.2C

The TSF internals description shall demonstrate that the entire TSF is well-structured and is not overly
complex.

11.4.6.5 Evaluator action elements
11.4.6.5.1 ADV_INT.3.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.
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11.4.6.5.2 ADV_INT.3.2E

The evaluator shall perform an internals analysis on the entire TSF.

11.5 Security policy modelling (ADV_SPM)

11.5.1 Objectives

It is the objective of this family to provide additional assurance from the development of a formal security
olicy model of the TSF, and establishing a correspondence between the functional specification and this

ecurity policy model. Preserving internal consistency the security policy model is expected cto| formally
stablish the security principles from its characteristics by means of a mathematical proof.

D O =

11.5.2 Component levelling

—

his family contains only one component.

=

1.5.3 Application notes

adequacies in a TOE can result either from a failure in understanding the, 'security requirements ¢r from a
flawed implementation of those security requirements. Defining the ¢seeurity requirements adequately to
nsure their understanding may be problematic because the definition miust be sufficiently precise t¢ prevent
ndesired results or subtle flaws during implementation of the TOE(CThroughout the design, implementation,
nd review processes, the modelled security requiremenis<{may be used as precise design and
plementation guidance, thereby providing increased assurance that the modelled security requirements are
satisfied by the TOE. The precision of the model and resulting guidance is significantly improved by casting
the model in a formal language and verifying the security‘reguirements by formal proof.

he creation of a formal security policy model helps to identify and eliminate ambiguous, incqnsistent,
ntradictory, or unenforceable security policy elements. Once the TOE has been built, the formpl model
serves the evaluation effort by contributing tocthe evaluator's judgement of how well the develpper has
nderstood the security functionality being implemented and whether there are inconsistencies betyeen the
security requirements and the TOE design."The confidence in the model is accompanied by a prdof that it
ntains no inconsistencies.

formal security model is a precise formal presentation of the important aspects of security and their
relationship to the behaviour of-the TOE; it identifies the set of rules and practises that regulates how| the TSF
anages, protects, and otherwise controls the system resources. The model includes the set of reftrictions
nd properties that specifyshow information and computing resources are prevented from being used [o violate
the SFRs, accompanied by a persuasive set of engineering arguments showing that these restrictjons and

roperties play a key. tale in the enforcement of the SFRs. It consists both of the formalisms that exlress the
security functionality) as well as ancillary text to explain the model and to provide it with context. Thg security
ehaviour of the TSF is modelled both in terms of external behaviour (i.e. how the TSF interacts with the rest
the TOE and'with its operational environment), as well as its internal behaviour.

he Security Policy Model of the TOE is informally abstracted from its realisation by considering the proposed
security requirements of the ST. The informal abstraction is taken to be successful if the TOE's principles
(also' termed “invariants”) turn out to be enforced by its characteristics. The purpose of formal methods lies
within the enhancement of the rigour of enforcement. Informal arguments are always prone to fallacies;
especially if relationships among subjects, objects and operations get more and more involved. In order to
minimise the risk of insecure state arrivals the rules and characteristics of the security policy model are
mapped to respective properties and features within some formal system, whose rigour and strength can
afterwards be used to obtain the security properties by means of theorems and formal proof.

While the term “formal security policy model” is used in academic circles, ISO/IEC 15408's approach has no
fixed definition of “security”; it would equate to whatever SFRs are being claimed. Therefore, the formal
security policy model is merely a formal representation of the set of SFRs being claimed.
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The term security policy has traditionally been associated with only access control policies, whether label-
based (mandatory access control) or user-based (discretionary access control). However, a security policy is
not limited to access control; there are also audit policies, identification policies, authentication policies,
encryption policies, management policies, and any other security policies that are enforced by the TOE, as
described in the PP/ST. ADV_SPM.1.1D contains an assignment for identifying these policies that are formally
modelled.

11.5.4 ADV_SPM.1 Formal TOE security policy model

Dependencies: ADV_FSP.4 Complete functional specification

11.5.4.1| Developer action elements
11.5.4.14 ADV_SPM.1.1D

The developer shall provide a formal security policy model for the [assignment: list of pglicies that are
formallylmodelled].

11.5.4.1p ADV_SPM.1.2D

—

For each policy covered by the formal security policy model, the model_shall identify the relevan
portiong of the statement of SFRs that make up that policy.

11.5.4.13 ADV_SPM.1.3D

The devleloper shall provide a formal proof of correspondence*between the model and any forma
functionfal specification.

115414 ADV_SPM.1.4D

The developer shall provide a demonstration of cortéspondence between the model and the functiona
specification.

11.5.4.2] Content and presentation elements
115421 ADV_SPM.1.1C

The mogdel shall be in a formal'style, supported by explanatory text as required, and identify th
security[policies of the TSF that\are modelled.

1]

11.5.4.2p ADV_SPM.1.2C

For all policies that<are’modelled, the model shall define security for the TOE and provide a formal
proof that the TOE cannot reach a state that is not secure.

11.5.4.23 ADV: SPM.1.3C

The cornespondence between the model and the functional specification shall be at the correct level af
formality.

11.5.4.2.4 ADV_SPM.1.4C

The correspondence shall show that the functional specification is consistent and complete with
respect to the model.

11.5.4.2.5 ADV_SPM.1.5C

The demonstration of correspondence shall show that the interfaces in the functional specification are
consistent and complete with respect to the policies in the ADV_SPM.1.1D assignment.
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11.5.4.3 Evaluator action elements
11.5.4.3.1 ADV_SPM.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

11.6 TOE design (ADV_TDS)

11.6.1 Obijectives

he design description of a TOE provides both context for a description of the TSF, and.a fhorough
escrlptlon of the TSF. As assurance needs increase, the level of detail provided in the ‘description also
creases. As the size and complexity of the TSF increase, multiple levels of decompositiérare apgropriate.
Tlhe design requirements are intended to provide information (commensurate with the given assurarce level)
so that a determination can be made that the security functional requirements are realised.

11.6.2 Component levelling

—

he components in this family are levelled on the basis of the amount of\information that is required to be
presented with respect to the TSF, and on the degree of formalism required-of the design description.

=

1.6.3 Application notes

he goal of design documentation is to provide sufficient infermation to determine the TSF boundary, and to
escribe how the TSF implements the Security FunctionalhRequirements. The amount and structure of the
esign documentation will depend on the complexity of the* TOE and the number of SFRs; in general, a very
omplex TOE with a large number of SFRs will require’more design documentation than a very sinjple TOE
plementing only a few SFRs. Very complex TOEswill benefit (in terms of the assurance provided)|from the
roduction of differing levels of decomposition in describing the design, while very simple TOEs do ngt require
oth high-level and low-level descriptions of its implementation.

S0 Q Q —

his family uses two levels of decomposition: the subsystem and the module. A module is the mos} specific
escription of functionality: it is a description of the implementation. A developer should be able to implement
the part of the TOE described by the module with no further design decisions. A subsystem is a description of
the design of the TOE; it helps to provide a high-level description of what a portion of the TOE is dping and
ow. As such, a subsystem«may be further divided into lower-level subsystems, or into modules. Very
mplex TOEs might require_several levels of subsystems in order to adequately convey a useful dgscription
how the TOE works. Very simple TOEs, in contrast, might not require a subsystem level of description; the
odule might clearly describe how the TOE works.

he general approach adopted for design documentation is that, as the level of assurance incredses, the
mphasis of déseription shifts from the general (subsystem level) to more (module level) detail. [n cases
here a module-level of abstraction is appropriate because the TOE is simple enough to be describgd at the
odule level, yet the level of assurance calls for a subsystem level of description, the module-level dgscription
lone will. suffice. For complex TOEs, however, this is not the case: an enormous amount of (modple-level)
etaihwould be incomprehensible without an accompanying subsystem level of description.

This approach follows the general paradigm that providing additional detail about the implementation of the
TSF will result in greater assurance that the SFRs are implemented correctly, and provide information that can
be used to demonstrate this in testing (ATE: Tests).

In the requirements for this family, the term interface is used as the means of communication (between two
subsystems or modules). It describes how the communication is invoked; this is similar to the details of TSFI
(see Functional specification (ADV_FSP)). The term interaction is used to identify the purpose for
communication; it identifies why two subsystems or modules are communicating.
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11.6.3.1 Detail about the Subsystems and Modules

The requirements define collections of details about subsystems and modules to be provided:

a)

b)

c)

d)

)]

i)

Subsystd
ADV_TD

11.6.4 ADV_TDS.1Basic design
Depends

11.6.4.1

The

subsystems and modules are identified with a simple list of what they are.

Subsystems and modules may be categorised (either implicitly or explicitly) as “SFR-enforcing”, “SFR-
supporting”, or “SFR-non-interfering”; these terms are used the same as they are used in Functional
specification (ADV_FSP).

A su

supy
rele

SFR

A bd
asse

A bs
at a
enfg

A description of interactions among or between subsystems or modules identifies the reason tha

subs
defin
suffi
with

A dd
Rath
(that
com
inten

The
furth
that

Am

bsystem's behaviour is what it does. The behaviour may also be categorised as SFR-enforcing, SERH
orting, or SFR-non-interfering. The behaviour of the subsystem is never categorised as more.SFR-
ant than the category of the subsystem itself. For example, an SFR-enforcing subsystem can‘have
-enforcing behaviour as well as SFR-supporting or SFR-non-interfering behaviour.

haviour summary of a subsystem is an overview of the actions it performs (e.g. “TheTCP subsystemn
mbles IP datagrams into reliable byte streams”).

haviour description of a subsystem is an explanation of everything it does. This-description should bg
level of detail that one can readily determine whether the behaviour-has any relevance to the
rcement of the SFRs.

t
ystems or modules communicate, and characterises the information that is passed. It need ngt
e the information to the same level of detail as an interfaceyspecification. For example, it would bg
cient to say “subsystem X requests a block of memory freni~the memory manager, which responds
the location of the allocated memory.

pscription of interfaces provides the details of howi\the interactions among modules are achieved.
er than describing the reason the modules are communicating or the purpose of their communication
is, the description of interactions), the description of interfaces describes the details of how that
munication is accomplished, in terms of the structure and contents of the messages, semaphores,
nal process communications, etc.

O

purpose describes how a module provides their functionality. It provides sufficient detail that n
er design decisions are needed. The correspondence between the implementation representatio
implements the module, and the.purpose of the module should be readily apparent.

=)

bdule is otherwise described in terms of whatever is identified in the element.

ms and modules)and “SFR-enforcing”, etc. are all further explained in greater detail in A.4
S: Subsystems and’Modules.

ncies;.\ ADV_FSP.2 Security-enforcing functional specification

Developer action elements

11.6.4.1.1 ADV_TDS.1.1D

The developer shall provide the design of the TOE.

11.6.4.1.2 ADV_TDS.1.2D

The developer shall provide a mapping from the TSFI of the functional specification to the lowest level
of decomposition available in the TOE design.

70

© ISO/IEC 2008 - All rights reserved


https://standardsiso.com/api/?name=4b332ad957b0609a1a5f2f3d999ad23a

ISO/IEC 15408-3:2008(E)

11.6.4.2 Content and presentation elements

11.6.4.21 ADV_TDS.1.1C

The design shall describe the structure of the TOE in terms of subsystems.
11.6.4.2.2 ADV_TDS.1.2C

The design shall identify all subsystems of the TSF.

11.6.4.2.3 ADV_TDS.1.3C

—

he design shall describe the behaviour of each SFR-supporting or SFR-non-interfering TSF
ubsystem in sufficient detail to determine that it is not SFR-enforcing.

n

11.6.4.2.4 ADV_TDS.1.4C

—

he design shall summarise the SFR-enforcing behaviour of the SFR-enforcing subsystems.
11.6.4.2.5 ADV_TDS.1.5C

he design shall provide a description of the interactions among-SFR-enforcing subsystems of the
SF, and between the SFR-enforcing subsystems of the TSF and)other subsystems of the TSF

—

11.6.4.2.6 ADV_TDS.1.6C

—

he mapping shall demonstrate that all behaviour deseribed in the TOE design is mapped to the TSFls
hat invoke it.

—

11.6.4.3 Evaluator action elements
11.6.4.3.1 ADV_TDS.1.1E

Tlhe evaluator shall confirm that thé‘information provided meets all requirements for confent and
presentation of evidence.

11.6.4.3.2 ADV_TDS.1.2E

Tlhe evaluator shall determine that the design is an accurate and complete instantiation of all |security
finctional requirements.

11.6.5 ADV_TDS»2-Architectural design
Dependengies: ADV_FSP.3 Functional specification with complete summary

11.6.55~ Developer action elements

16511 ADV.TDS 21D

The developer shall provide the design of the TOE.
11.6.5.1.2 ADV_TDS.2.2D

The developer shall provide a mapping from the TSFI of the functional specification to the lowest level of
decomposition available in the TOE design.
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11.6.5.2 Content and presentation elements

11.6.5.2.1 ADV_TDS.2.1C

The design shall describe the structure of the TOE in terms of subsystems.
11.6.5.2.2 ADV_TDS.2.2C

The design shall identify all subsystems of the TSF.

11.6.5.23 ADV_TDS.2.3C

The desjgn shall describe the behaviour of each SFR non-interfering subsystem of the TSF in detal
sufficier]t to determine that it is SFR non-interfering.

11.6.5.24 ADV_TDS.2.4C
The design shall describe the SFR-enforcing behaviour of the SFR-enforcing subsystems.
11.6.5.2p ADV_TDS.2.5C

The design shall summarise the SFR-supporting and SFR-non-interfering, behaviour of the SFR-enforcing
subsystems.

11.6.5.26 ADV_TDS.2.6C

The design shall summarise the behaviour of the SFR-supporting.subsystems.

11.6.5.2)¢ ADV_TDS.2.7C

The des|gn shall provide a description of the interactions among all subsystems of the TSF.

11.6.5.28 ADV_TDS.2.8C

—

The magping shall demonstrate that all behaviour described in the TOE design is mapped to the TSFls tha
invoke it|

11.6.5.3| Evaluator action elements

11.6.5.3[1 ADV_TDS.2.1E

=)

The evaluator shall confirm-that the information provided meets all requirements for content and presentatio
of evider]ce.

11.6.5.3.2 ADV.FDS.2.2E

The evajuator shall determine that the design is an accurate and complete instantiation of all security
functional rnqnirnmnnfc

11.6.6 ADV_TDS.3 Basic modular design

Dependencies: ADV_FSP.4 Complete functional specification
11.6.6.1 Developer action elements

11.6.6.1.1 ADV_TDS.3.1D

The developer shall provide the design of the TOE.
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1.6.6.1.2 ADV_TDS.3.2D

2008(E)

The developer shall provide a mapping from the TSFI of the functional specification to the lowest level of

d

1

1

ecomposition available in the TOE design.
1.6.6.2 Content and presentation elements

1.6.6.2.1 ADV_TDS.3.1C

The design shall describe the structure of the TOE in terms of subsystems.

1

T

—

—

—

T

1

< -

—

a

1

11.6.6.2.7 ADV_TDS.3.7C
Tlhe design shall describe each SFR-enforcing module in terms of its purpose and interaction w
modules.

1.6.6.2.2 ADV_TDS.3.2C

he design shall describe the TSF in terms of modules.

1.6.6.2.3 ADV_TDS.3.3C

he design shall identify all subsystems of the TSF.

1.6.6.2.4 ADV_TDS.3.4C

he design shall provide a description of each subsystem of the TSF.

1.6.6.2.5 ADV_TDS.3.5C

he design shall provide a description of the interactions amiong all subsystems of the TSF.

1.6.6.2.6 ADV_TDS.3.6C

he design shall provide a mapping from the sithsystems of the TSF to the modules of the TSH.

1.6.6.2.8 ADV_TDS.3.8C

he design shall describe each SFR-enforcing module in terms of its SFR-related interface
alues from those interfaces, interaction with and called interfaces to other modules.

1.6.6.2.9 ADV TDPS.3.9C

he design-shall describe each SFR-supporting or SFR-non-interfering module in terms of its
nd interaction with other modules.

1:6.6:2.10 ADV_TDS.3.10C

th other

5, return

purpose

The mapping shall demonstrate that all behaviour described in the TOE design is mapped to the TSFls that
invoke it.

1

1

1.6.6.3 Evaluator action elements

1.6.6.3.1 ADV_TDS.3.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.
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11.6.6.3.2 ADV_TDS.3.2E

The evaluator shall determine that the design is an accurate and complete instantiation of all security
functional requirements.

11.6.7 ADV_TDS.4 Semiformal modular design
Dependencies: ADV_FSP.5 Complete semi-formal functional specification with additional error information

11.6.7.1 _Developer action elements

11.6.7.1.04 ADV_TDS.4.1D
The devgloper shall provide the design of the TOE.

11.6.7.1.p ADV_TDS.4.2D

=h

The developer shall provide a mapping from the TSFI of the functional specification/tqo the lowest level g
decompgsition available in the TOE design.

11.6.7.2| Content and presentation elements

11.6.7.2[1 ADV_TDS.4.1C

The design shall describe the structure of the TOE in terms of subsystems.
11.6.7.2p ADV_TDS.4.2C

The design shall describe the TSF in terms of modules, designating each module as SFR-enforcing, SFR
supporting, or SFR-non-interfering.

11.6.7.23 ADV_TDS.4.3C
The design shall identify all subsystems of the TSF.
11.6.7.24 ADV_TDS.4.4C

The design shall provide a semifermal description of each subsystem of the TSF, supported by informal,
explanafory text where appropriate.

11.6.7.2p ADV_TDS.4.5€
The design shall provide-a description of the interactions among all subsystems of the TSF.
11.6.7.26 ADVY FDS.4.6C

The design-shall provide a mapping from the subsystems of the TSF to the modules of the TSF.

11.6.7.2.7 ADV_TDS.4.7C

The design shall describe each SFR-enforcing and SFR-supporting module in terms of its purpose and
interaction with other modules.

11.6.7.2.8 ADV_TDS.4.8C

The design shall describe each SFR-enforcing and SFR-supporting module in terms of its SFR-related
interfaces, return values from those interfaces, interaction with and called interfaces to other modules.
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11.6.7.2.9 ADV_TDS.4.9C

The design shall describe each SFR-non-interfering module in terms of its purpose and interaction with other
modules.

11.6.7.2.10 ADV_TDS.4.10C

The mapping shall demonstrate that all behaviour described in the TOE design is mapped to the TSFls that
invoke it.

11.6.7.3 Evaluator action elements

11.6.7.3.1 ADV_TDS.4.1E

—

he evaluator shall confirm that the information provided meets all requirements for content and presentation
f evidence.

(@]

11.6.7.3.2 ADV_TDS.4.2E

—

he evaluator shall determine that the design is an accurate and complete instantiation of all| security
linctional requirements.

—h

11.6.8 ADV_TDS.5 Complete semiformal modular design
Dependencies: ADV_FSP.5 Complete semi-formal functional specification with additional error information
11.6.8.1 Developer action elements

11.6.8.1.1 ADV_TDS.5.1D

—

he developer shall provide the design of the TOE.
11.6.8.1.2 ADV_TDS.5.2D

he developer shall provide a mapping from the TSFI of the functional specification to the lowest level of
ecomposition available in the TOE design.

Q]

11.6.8.2 Content and presentation elements

11.6.8.2.1 ADV_TDS,6.AC

—

he design shalldescribe the structure of the TOE in terms of subsystems.

11.6.8.2.2 ~ADV_TDS.5.2C

—

he désign shall describe the TSF in terms of modules, designating each module as SFR-enforcifng, SFR-
upporting, or SFR-non-interfering.

n

11.6.8.2.3 ADV_TDS.5.3C
The design shall identify all subsystems of the TSF.
11.6.8.2.4 ADV_TDS.5.4C

The design shall provide a semiformal description of each subsystem of the TSF, supported by informal,
explanatory text where appropriate.
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11.6.8.2.5 ADV_TDS.5.5C

The design shall provide a description of the interactions among all subsystems of the TSF.

11.6.8.2.6 ADV_TDS.5.6C

The design shall provide a mapping from the subsystems of the TSF to the modules of the TSF.

11.6.8.2.7 ADV_TDS.5.7C

The des
interface
informal
11.6.8.2.

The mag
invoke it|

11.6.8.3
11.6.8.3.

The eval
of eviden

11.6.8.3.

The eva
functiongd

11.6.9 ADV_TDS.6 Complete semiformal modular, design with formal high-level design presentation

Depends
specifica

11.6.9.1
11.6.9.1.
The devd
11.6.9.1.

The dev
decompq

gn shall provide a semiformal description of each module in terms of its purpose, interactior
5, return values from those interfaces, and called interfaces to other modules, supported) by
., explanatory text where appropriate.

8 ADV_TDS.5.8C

—

ping shall demonstrate that all behaviour described in the TOE design is mapped‘io the TSFls th4g

Evaluator action elements

1 ADV_TDS.5.1E

=)

uator shall confirm that the information provided meets all requiréments for content and presentatio
ce.

P ADV_TDS.5.2E

uator shall determine that the design is an acecurate and complete instantiation of all securiy
| requirements.

ncies: ADV_FSP.6 Complete semi-formal functional specification with additional formal
tion

Developer action elements
1 ADV_TDS.6.1D
tloper shall provide the design of the TOE.

2  ADV_TDS/6:2D

=h

bloper shall provide a mapping from the TSFI of the functional specification to the lowest level g
sitioriavailable in the TOE design.

11.6.9.1

3 ~“ADV TDS 63D

The developer shall provide a formal specification of the TSF subsystems.

11.6.9.1.4 ADV_TDS.6.4D

The developer shall provide a proof of correspondence between the formal specifications of the TSF
subsystems and of the functional specification.
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11.6.9.2 Content and presentation elements
11.6.9.2.1 ADV_TDS.6.1C
The design shall describe the structure of the TOE in terms of subsystems.

11.6.9.2.2 ADV_TDS.6.2C

2008(E)

The design shall describe the TSF in terms of modules, designating each module as SFR-enforcing, SFR-

supporting, or SER-non-interfering.

11.6.9.2.3 ADV_TDS.6.3C
Tlhe design shall identify all subsystems of the TSF.

11.6.9.2.4 ADV_TDS.6.4C

—

he design shall provide a semiformal description of each subsystem of the~TSF, supported by
xplanatory text where appropriate.

(0]

11.6.9.2.5 ADV_TDS.6.5C

—

he design shall provide a description of the interactions among all subsystems of the TSF.

11.6.9.2.6 ADV_TDS.6.6C

—

he design shall provide a mapping from the subsystems:ofthe TSF to the modules of the TSF.
11.6.9.2.7 ADV_TDS.6.7C
he design shall describe in semiformal stylesxéach module in terms of its purpose, interfaces, retu

om those interfaces, and called interfaces~to other modules, supported by informal, explanatory te
ppropriate.

= 4

Q

11.6.9.2.8 ADV_TDS.6.8C

he formal specification of the TSF subsystems shall describe the TSF using a formal style, su
y informal, explanatory text' where appropriate.

o -

11.6.9.2.9 ADV_TDS.6.9C

Tlhe mapping shall demonstrate that all behaviour described in the TOE design is mapped to the T
imvoke it.

11.6.9.2.204ADV_TDS.6.10C

Tlhe_proof of correspondence between the formal specifications of the TSF subsystems an

informal,

n values
xt where

pported

SFls that

d of the

funetional me‘ifiratinn shall demaonstrate that all behaviour described in the TOE dpqign is d

correct

and complete refinement of the TSFI that invoked it.
11.6.9.3 Evaluator action elements

11.6.9.3.1 ADV_TDS.6.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.
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11.6.9.3.2 ADV_TDS.6.2E

The eval

uator shall determine that the design is an accurate and complete instantiation of all security

functional requirements.

12 Class AGD: Guidance documents

The guidance documents class provides the requirements for guidance documentation for all user roles. For
the secure preparatlon and operation of the TOE it is necessary to descnbe aII relevant aspects for the secure

handling
of the TQ

In many
operation

The guidance documents class is subdivided into two families which are concerned with the-preparative uss

guidancd
operation

during thie operation of the TOE in its evaluated configuration).

Figure 12 shows the families within this class, and the hierarchy of components ‘within the families.

12.1 Oy
1211 @
Operatio

TOE in if
in a cor

interfacep.

instructig
informati
guidancs
operation

cases it may be appropriate that guidance is provided in separate documents for preparation and
of the TOE, or even separate for different user roles as end-users, administrators, ‘application
programmers using software or hardware interfaces, etc.

r
(what has to be done to transform the delivered TOE into its evaluated configuration in the
al environment as described in the ST) and with the operational user guidanee {what has to be dong

AGD _ OPE: Operational user guidance 1

AGD PRE: Preparative procedures 1

Figure 12 - AGD: Guidance:documents class decomposition

erational user guidance (AGD~OPE)

bjectives

S evaluated configuration: end-users, persons responsible for maintaining and administering the TO
ect manner for maximum security, and by others (e.g. programmers) using the TOE's externa
Operational user*guidance describes the security functionality provided by the TSF, provide

nal user guidance refers(to, written material that is intended to be used by all types of users of the
I

should ¥e' absent from the guidance documentation, and secure procedures for all modes qf
should-be addressed. Insecure states should be easy to detect.

atlonal user gwdance prowdes a measure of confldence that non- maI|C|ous users, administrators,

The ope
applicati

operation of the TOE and will use it as intended. The evaluatlon of the user guidance mcludes investigating

whether

the TOE can be used in a manner that is insecure but that the user of the TOE would reasonably

believe to be secure. The objective is to minimise the risk of human or other errors in operation that may
deactivate, disable, or fail to activate security functionality, resulting in an undetected insecure state.

12.1.2 Component levelling

This fam

78

ily contains only one component.
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12.1.3 Application notes

There may be different user roles or groups that are recognised by the TOE and that can interact with the
TSF. These user roles and groups should be taken into consideration by the operational user guidance. They
may be roughly grouped into administrators and non-administrative users, or more specifically grouped into
persons responsible for receiving, accepting, installing and maintaining the TOE, application programmers,
revisors, auditors, daily-management, end-users. Each role can encompass an extensive set of capabilities, or
can be a single one.

The requirement AGD OPE.1.1C encompasses the aspect that any warnings to the users during operation of
TOE with regard to the security problem definition and the security objectives for the @eperational
nvironment described in the PP/ST are appropriately covered in the user guidance.

he concept of secure values, as employed in AGD_OPE.1.3C, has relevance where a usér,has control over
security parameters. Guidance needs to be provided on secure and insecure settings forSuch paramgters.

GD_OPE.1.4C requires that the user guidance describes the appropriate reactions to all securityj-relevant
ents. Although many security-relevant events are the result of performing functions, this need not glways be
the case (e.g. the audit log fills up, an intrusion is detected). Furthermore; a-Security-relevant eyent may
appen as a result of a specific chain of functions or, conversely, several\ se€curity-relevant eventy may be
triggered by one function.

3

GD_OPE.1.7C requires that the user guidance is clear and reasonable. Misleading or unreasonable
uidance may result in a user of the TOE believing that the TOE i§’secure when it is not.

Q

An example of misleading guidance would be the description of a single guidance instruction that [could be
parsed in more than one way, one of which may result incanyinsecure state.

An example of unreasonable guidance would be‘a recommendation to follow a procedure that is so
complicated that it cannot reasonably be expectedithat users will follow this guidance.

12.1.4 AGD_OPE.1 Operational user guidance
Dependencies: ADV_FSP.1 Basic functional specification
12.1.4.1 Developer action elements

12.1.4.1.1 AGD_OPE.1.1D

Tlhe developer shall provide operational user guidance.
12.1.4.2 Contentand presentation elements

12.1.4.2.1 _AGD_OPE.1.1C

Tlhe operational user guidance shall describe, for each user role, the user-accessible functipns and
\pllrivileges that should be controlled in a secure processing environment, including apgropriate
arnings.

12.1.4.2.2 AGD_OPE.1.2C

The operational user guidance shall describe, for each user role, how to use the available interfaces
provided by the TOE in a secure manner.

12.1.4.2.3 AGD_OPE.1.3C
The operational user guidance shall describe, for each user role, the available functions and

interfaces, in particular all security parameters under the control of the user, indicating secure values
as appropriate.
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12.1.4.2.4 AGD_OPE.1.4C

The operational user guidance shall, for each user role, clearly present each type of security-relevant
event relative to the user-accessible functions that need to be performed, including changing the
security characteristics of entities under the control of the TSF.

12.1.4.2.5 AGD_OPE.1.5C
The operational user guidance shall identify all possible modes of operation of the TOE (including

operation following failure or operational error), their consequences and implications for maintaining
secure gperation.

12.1.4.26 AGD_OPE.1.6C

The opefational user guidance shall, for each user role, describe the security measures to/be followef
in order|to fulfil the security objectives for the operational environment as described inthe ST.

12.1.4.2)7 AGD_OPE.1.7C

The opefational user guidance shall be clear and reasonable.
12.1.4.3| Evaluator action elements

12.1.4.3]1 AGD_OPE.1.1E

The evdluator shall confirm that the information provided meets all requirements for content angd
presentation of evidence.

12.2 Preparative procedures (AGD_PRE)
12.2.1 Qbjectives

Preparatjve procedures are useful for ensuring,that the TOE has been received and installed in a secur|
manner gas intended by the developer. The requirements for preparation call for a secure transition from th
delivered TOE to its initial operational environment. This includes investigating whether the TOE can b
configurgd or installed in a manner that is insecure but that the user of the TOE would reasonably believe t
be securg.

O D O

12.2.2 Jomponent levelling
This famjly contains only one.component.
12.2.3 Application notes

It is recopnised that'the application of these requirements will vary depending on aspects such as whether the
TOE is delivered-in an operational state, or whether it has to be installed at the TOE owner's site, etc.

The first pracess covered hy the prppnmfi\/p pmrndurpc is the consumer's secure arrppfnnrn of the recejve
TOE in accordance with the developer's delivery procedures. If the developer has not defined delivery
procedures, security of the acceptance has to be ensured otherwise.

Installation of the TOE includes transforming its operational environment into a state that conforms to the
security objectives for the operational environment provided in the ST.

It might also be the case that no installation is necessary, for example a smart card. In this case it may be
inappropriate to require and analyse installation procedures.

The requirements in this assurance family are presented separately from those in the Operational user
guidance (AGD_OPE) family, due to the infrequent, possibly one-time use of the preparative procedures.
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2.2.4 AGD_PRE.1 Preparative procedures

Dependencies: No dependencies.

1

1

2.2.4.1 Developer action elements

2.24.11 AGD_PRE.1.1D

The developer shall provide the TOE including its preparative procedures.

2008(E)

1

T

a

1

1

T

1

T

n

=

S 3 9o —

=

dbjectives for the operational environment as described in the ST.

presentation of evidence.

S = =

2.2.4.2 Content and presentation elements
2.2.4.2.1 AGD_PRE.1.1C

he preparative procedures shall describe all the steps necessary for securetacceptancs
elivered TOE in accordance with the developer's delivery procedures.

2.2.4.2.2 AGD_PRE.1.2C

he preparative procedures shall describe all the steps necessary for\secure installation of
nd for the secure preparation of the operational environment:in’accordance with the
2.2.4.3 Evaluator action elements

2.2.4.3.1 AGD_PRE.1.1E

he evaluator shall confirm that the information (provided meets all requirements for cont

2.2.4.3.2 AGD_PRE.1.2E

he evaluator shall apply the preparative procedures to confirm that the TOE can be
ecurely for operation.

3 Class ALC: Life-cycle.support

ife-cycle support is an aspect of establishing discipline and control in the processes of refinement of
uring its development-and maintenance. Confidence in the correspondence between the TOE
bquirements and the_TOE is greater if security analysis and the production of the evidence are d
bgular basis as anCintegral part of the development and maintenance activities.

the productiife-cycle it is distinguished whether the TOE is under the responsibility of the develop
ser rather-than whether it is located in the development or user environment. The point of transiti
oment-wheére the TOE is handed over to the user. This is also the point of transition from the Al

e of the

the TOE
security

ent and

repared

the TOE
security
bne on a

er or the
bn is the
C to the

1

GD.class.
kL Al O [l noict £ vaon-farnails Laf wal daficition (AL C 1L OV G +h biak laoval A e H
TS MO UIdoo UUTTOTOLO UT OCUVOITT TATTINCO. IO UyUIU aoTmmnmaunt \I‘\I_U_I_UI_I} o Urc IIIHII LA*A'Av1} UUD\JIIPLI

n of the

TOE life-cycle; CM capabilities (ALC_CMC) a more detailed description of the management of the
configuration items. CM scope (ALC_CMS) requires a minimum set of configuration items to be managed in
the defined way. Development security (ALC_DVS) is concerned with the developer's physical, procedural,
personnel, and other security measures; Tools and techniques (ALC_TAT) with the development tools and
implementation standards used by the developer; Flaw remediation (ALC_FLR) with the handling of security
flaws. Delivery (ALC_DEL) defines the procedures used for the delivery of the TOE to the consumer. Delivery
processes occurring during the development of the TOE are denoted rather as transportations, and are

h

andled in the context of integration and acceptance procedures in other families of this class.
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Throughout this class, development and related terms (developer, develop) are meant in the more general
sense to comprise development and production, whereas production specifically means the process of
transforming the implementation representation into the final TOE.

Figure 13 shows the families within this class, and the hierarchy of components within the families.

13.1 CN
13.11 @

Configur
establish

and the related information. CM systems are put in place to ensure the integrity of the portions of the TOE tha

they con

The objg
meant tg
occur. T
subsequ

The obje

automated and manual CM systems can be bypassed, ignored, or proven insufficient to prevent unauthorise

modifica
The obje

a) ensy

ALC CMC: CM capabilities 1 2 3 4 5
ALC CMS: CM scope 1 2 3 4 5
ALC_DEL: Delivery 1
ALC_DVS: Development security 1 2
ALC FLR: Flaw remediation 1 2 3
ALC LCD: Life-cycle definition 1 2
ALC_TAT: Tools and techniques 1 2 3

Figure 13 - ALC: Life-cycle support class decomposition
I capabilities (ALC_CMC)

bjectives

btion management (CM) is one means for increasing assurance that the TOE meets the SFRs. CN
es this by requiring discipline and control in the-processes of refinement and modification of the TO

rol, by providing a method of tracking any changes, and by ensuring that all changes are authorised

ctive of this family is to require the)developer's CM system to have certain capabilities. These ar
reduce the likelihood that accidental or unauthorised modifications of the configuration items wi

he CM system should ensuresthe integrity of the TOE from the early design stages through a

ent maintenance efforts.

ctive of introducing autemated CM tools is to increase the effectiveness of the CM system. While bot

ion, automated¢Systems are less susceptible to human error or negligence.

ctives of this(family include the following:

ring that the TOE is correct and complete before it is sent to the consumer;

2=

| © N

b) ensl

ring that no r\nnfigllrnfir\n items are missed r'hlring n\/nlllni‘inn;

c) preventing unauthorised modification, addition, or deletion of TOE configuration items.

13.1.2 Component levelling

The components in this family are levelled on the basis of the CM system capabilities, the scope of the CM
documentation and the evidence provided by the developer.
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13.1.3 Application notes

While it is desired that CM be applied from the early design stages and continue into the future, this family
requires that CM be in place and in use prior to the end of the evaluation.

In the case where the TOE is a subset of a product, the requirements of this family apply only to the TOE
configuration items, not to the product as a whole.

For developers that have separate CM systems for different life-cycle phases (for example development,
production_and/or_the final product), it is required to document all of them. For evaluation purposes, the
separate CM systems should be regarded as parts of an overall CM system which is addressed in the criteria.

Similarly, if parts of the TOE are produced by different developers or at different sites, the CM)systeins being
im use at the different places should be regarded as parts of an overall CM system which is-addressgd in the
criteria. In this situation, integration aspects have also to be taken into account.

Several elements of this family refer to configuration items. These elements identify)CM requiremepts to be
posed on all items identified in the configuration list, but leave the contents of the list to the discretipn of the
eveloper. CM scope (ALC_CMS) can be used to narrow this discretion by identifying specific items {hat must
e included in the configuration list, and hence covered by CM.

LC_CMC.2.3C introduces a requirement that the CM system uniquely-identify all configuration itegms. This
Iso requires that modifications to configuration items result in a new,*unique identifier being assigngd to the
nfiguration item.

LC _CMC.3.8C introduces the requirement that the evidence‘shall demonstrate that the CM system [operates

accordance with the CM plan. Examples of such evidence might be documentation such a$ screen
snapshots or audit trail output from the CM system, or, a detailed demonstration of the CM systefn by the
eveloper. The evaluator is responsible for determining that this evidence is sufficient to show that the CM
slystem operates in accordance with the CM plan.

LC_CMC.4.5C introduces a requirement that the CM system provide an automated means to support the
roduction of the TOE. This requires that the“CM system provide an automated means to assist in defermining
that the correct configuration items are gsed in generating the TOE.

LC_CMC.5.10C introduces a requirement that the CM system provide an automated means to ascertain the
anges between the TOE andits preceding version. If no previous version of the TOE exists, the developer
still needs to provide an autémated means to ascertain the changes between the TOE and a future Version of
e TOE.

13.1.4 ALC_CMC.Lkabelling of the TOE
Dependencies) VALC_CMS.1 TOE CM coverage
13.1.4.1 ‘Objectives

A urique reference is required to ensure that there is no ambiguity in terms of which instance of the TOE is

being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware |of which
instance of the TOE they are using.

13.1.4.2 Developer action elements
13.1.4.2.1 ALC_CMC.1.1D

The developer shall provide the TOE and a reference for the TOE.
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13.1.4.3 Content and presentation elements
13.1.4.3.1 ALC_CMC.1.1C

The TOE shall be labelled with its unique reference.
13.1.4.4 Evaluator action elements

13.1.4.4.1 ALC_CMC.1.1E

The evaluator shall confirm that the information provided meets all requirements for content anf
presentation of evidence.

13.1.5 ALC_CMC.2 Use of a CM system

Dependgncies: ALC_CMS.1 TOE CM coverage

13.1.5.1| Objectives

A uniqug reference is required to ensure that there is no ambiguity in terms of which instance of the TOE i

being evpluated. Labelling the TOE with its reference ensures that users of the FOE can be aware of which
instance |of the TOE they are using.

[

[

Unique identification of the configuration items leads to a clearer understanding of the composition of th
TOE, which in turn helps to determine those items which are subject te the evaluation requirements for th
TOE.

[0

The use|of a CM system increases assurance that the configuration items are maintained in a controlled
manner.

13.1.5.2| Developer action elements

13.1.5.21 ALC_CMC.2.1D

The devgloper shall provide the TOE and a(reference for the TOE.
13.1.5.2p ALC_CMC.2.2D

The developer shall provide the'€@M documentation.
13.1.5.283 ALC_CMC.2.3D

The developer shall dse’a CM system.

13.1.5.3| Contentvand presentation elements

13.1.5.31~ALC_CMC.2.1C

The TOE shall be labelled with its unique reference.

13.1.5.3.2 ALC_CMC.2.2C

The CM documentation shall describe the method used to uniquely identify the configuration items.
13.1.5.3.3 ALC_CMC.2.3C

The CM system shall uniquely identify all configuration items.
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13.1.5.4 Evaluator action elements

13.1.5.41 ALC_CMC.2.1E

2008(E)

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.
13.1.6 ALC_CMC.3 Authorisation controls

Dependencies: ALC_CMS.1 TOE CM coverage

ALC _DVS.1 Identification of security measures

ALC_LCD.1 Developer defined life-cycle model

13.1.6.1 Objectives

A unique reference is required to ensure that there is no ambiguity in terms of-which instance of th
being evaluated. Labelling the TOE with its reference ensures that users of the“"TOE can be aware
imstance of the TOE they are using.

Unique identification of the configuration items leads to a clearer undéerstanding of the compositic
T|OE, which in turn helps to determine those items which are subject to the evaluation requirement
1

OE.

Tlhe use of a CM system increases assurance that the cenfiguration items are maintained in a @
nmanner.

Rroviding controls to ensure that unauthorised modifications are not made to the TOE (“CM access

13.1.6.2 Developer action elements

13.1.6.2.1 ALC_CMC.3.1D

—

he developer shall provide the, TOE and a reference for the TOE.

13.1.6.2.2 ALC_CMC.3.2D

—

he developer shall provide the CM documentation.

13.1.6.2.3 ALCG-CMC.3.3D

—

he developer-shall use a CM system.

13.1.653~ Content and presentation elements

and ensuring proper functionality and use of the CM system, helps to maintain the integrity of the TOR.

b TOE is
of which

n of the
s for the

ontrolled

control”),

1WB1E31 AIC CMC31C

The TOE shall be labelled with its unique reference.

13.1.6.3.2 ALC_CMC.3.2C

The CM documentation shall describe the method used to uniquely identify the configuration items.
13.1.6.3.3 ALC_CMC.3.3C

The CM system shall uniquely identify all configuration items.
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13.1.6.3.4 ALC_CMC.3.4C

The CM system shall provide measures such that only authorised changes are made to the
configuration items.

13.1.6.3.5 ALC_CMC.3.5C
The CM documentation shall include a CM plan.

13.1.6.3.6_ALC_CMC.3.6C

The CM plan shall describe how the CM system is used for the development of the TOE.
13.1.6.3]7 ALC _CMC.3.7C

The eviglence shall demonstrate that all configuration items are being maintained funder the CM
system.

13.1.6.38 ALC _CMC.3.8C
The evidence shall demonstrate that the CM system is being operated in accerdance with the CM plar.
13.1.6.4| Evaluator action elements

13.1.6.4]1 ALC_CMC.3.1E

=)

The evaluator shall confirm that the information provided meets‘allrequirements for content and presentatio
of evider]ce.

13.1.7 ALC_CMC.4 Production support, acceptance ptocedures and automation

Dependgncies: ALC_CMS.1 TOE CM coverage

ALC_DVS.1 Identification of Security measures

ALC_LCD.1 Developer defined life-cycle model

13.1.7.1| Objectives

A uniqug reference is required:te ensure that there is no ambiguity in terms of which instance of the TOE |

being evpluated. Labelling-the”TOE with its reference ensures that users of the TOE can be aware of which
instance |of the TOE theyare using.

[

Unique ifentification\of the configuration items leads to a clearer understanding of the composition of th
TOE, which in turnvhelps to determine those items which are subject to the evaluation requirements for th
TOE.

[

[¢]

The uselafa CM system increases assurance that the r\nnfigumfinn items are maintained in_a controlle
manner.

Providing controls to ensure that unauthorised modifications are not made to the TOE (“CM access control”),
and ensuring proper functionality and use of the CM system, helps to maintain the integrity of the TOE.

The purpose of the acceptance procedures is to ensure that the parts of the TOE are of adequate quality and
to confirm that any creation or modification of configuration items is authorised. Acceptance procedures are an
essential element in integration processes and in the life-cycle management of the TOE.

In development environments where the configuration items are complex, it is difficult to control changes
without the support of automated tools. In particular, these automated tools need to be able to support the
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numerous changes that occur during development and ensure that those changes are authorised. It is an
objective of this component to ensure that the configuration items are controlled through automated means. If
the TOE is developed by multiple developers, i.e. integration has to take place, the use of automatic tools is
adequate.

Production support procedures help to ensure that the generation of the TOE from a managed set of
configuration items is correctly performed in an authorised manner, particularly in the case when different
developers are involved and integration processes have to be carried out.

13.1.7.2 Developer action elements

13.1.7.2.1 ALC _CMC.4.1D
Tlhe developer shall provide the TOE and a reference for the TOE.

13.1.7.2.2 ALC_CMC.4.2D

—

he developer shall provide the CM documentation.

13.1.7.2.3 ALC_CMC.4.3D

—

he developer shall use a CM system.

13.1.7.3 Content and presentation elements

13.1.7.3.1 ALC_CMC.4.1C

Tlhe TOE shall be labelled with its unique reference.

13.1.7.3.2 ALC_CMC.4.2C

Tlhe CM documentation shall describe the method used to uniquely identify the configuration items.

13.1.7.3.3 ALC_CMC.4.3C

—

he CM system shall uniquely identify all configuration items.

13.1.7.3.4 ALC_CMC.4.4C

—

he CM system shall ‘provide automated measures such that only authorised changes are made to the
pnfiguration items:

Q

13.1.7.3.5 ALEC-CMC.4.5C
Tlhe CM_system shall support the production of the TOE by automated means.

134.7.3.6 ALC_CMC.4.6C

The CM documentation shall include a CM plan.

13.1.7.3.7 ALC_CMC.A4.7C

The CM plan shall describe how the CM system is used for the development of the TOE.
13.1.7.3.8 ALC_CMC.4.8C

The CM plan shall describe the procedures used to accept modified or newly created configuration
items as part of the TOE.
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13.1.7.3.9 ALC_CMC.4.9C

The evidence shall demonstrate that all configuration items are being maintained under the CM system.

13.1.7.3.

10 ALC_CMC.4.10C

The evidence shall demonstrate that the CM system is being operated in accordance with the CM plan.

13.1.7.4

Evaluator action elements

13.1.7.4.

The eval
of evidern

13.1.8 ALC_CMC.5 Advanced support

Depends

13.1.8.1

A uniqug
being ev
instance

Unique i
TOE, wh
TOE.

The use
manner.

Providing
and enslu

The purg
to confirr]
essentia

In devel
without t
numerou
objective

1 ALC_CMC.A4.1E

uator shall confirm that the information provided meets all requirements for content and preséntatio
ce.

ncies: ALC_CMS.1 TOE CM coverage
ALC_DVS.2 Sufficiency of security measures
ALC_LCD.1 Developer defined life-cycle model
Objectives
reference is required to ensure that there is no ambiguity~in terms of which instance of the TOE i
bluated. Labelling the TOE with its reference ensures that users of the TOE can be aware of whic
of the TOE they are using.
Hentification of the configuration items leads tola clearer understanding of the composition of th
ich in turn helps to determine those items whieh are subject to the evaluation requirements for th
of a CM system increases assurance‘that the configuration items are maintained in a controlle
controls to ensure that unauthorised modifications are not made to the TOE (“CM access control”
ring proper functionality and_use of the CM system, helps to maintain the integrity of the TOE.
ose of the acceptanee.procedures is to ensure that the parts of the TOE are of adequate quality an
n that any creatiop-er-modification of configuration items is authorised. Acceptance procedures are a
element in integration processes and in the life-cycle management of the TOE.
bpment environments where the configuration items are complex, it is difficult to control change
he suppoert/of automated tools. In particular, these automated tools need to be able to support th

s changes that occur during development and ensure that those changes are authorised. It is a
of'this component to ensure that the configuration items are controlled through automated means.

=)

> O

[

[

> O

(OB

If

the TOE

is-developed by multiple developers. i.e. integration has to take place. the use of automatic tools i

adequate.

Production support procedures help to ensure that the generation of the TOE from a managed set of
configuration items is correctly performed in an authorised manner, particularly in the case when different
developers are involved and integration processes have to be carried out.

Requiring that the CM system be able to identify the version of the implementation representation from which
the TOE is generated helps to ensure that the integrity of this material is preserved by the appropriate

technical
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, physical and procedural safeguards.
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Providing an automated means of ascertaining changes between versions of the TOE and identifying which
configuration items are affected by modifications to other configuration items assists in determining the impact
of the changes between successive versions of the TOE. This in turn can provide valuable information in
determining whether changes to the TOE result in all configuration items being consistent with one another.

13.1.8.2 Developer action elements
13.1.8.2.1 ALC_CMC.5.1D

The developer shall provide the TOE and a reference for the TOE.

13.1.8.2.2 ALC_CMC.5.2D

—

he developer shall provide the CM documentation.

13.1.8.2.3 ALC_CMC.5.3D

—

he developer shall use a CM system.

13.1.8.3 Content and presentation elements

13.1.8.3.1 ALC_CMC.5.1C

Tlhe TOE shall be labelled with its unique reference.

13.1.8.3.2 ALC_CMC.5.2C

Tlhe CM documentation shall describe the method usedto uniquely identify the configuration items.
13.1.8.3.3 ALC_CMC.5.3C

Tlhe CM documentation shall justify that the acceptance procedures provide for an adeql
appropriate review of changes to all configuration items.

13.1.8.3.4 ALC_CMC.5.4C
Tlhe CM system shall uniquelytidentify all configuration items.

13.1.8.3.5 ALC_CMC,5.,5€

—

he CM system shall”provide automated measures such that only authorised changes are mad
onfiguration items:

Q

13.1.8.3.6 ~ALCC_CMC.5.6C

—

he CMrsystem shall support the production of the TOE by automated means.

31837 ALC CMCB7C

ate and

e to the

The CM system shall ensure that the person responsible for accepting a configuration item into CM is

not the person who developed it.
13.1.8.3.8 ALC_CMC.5.8C

The CM system shall identify the configuration items that comprise the TSF.
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13.1.8.3.

9 ALC_CMC.5.9C

The CM system shall support the audit of all changes to the TOE by automated means, including the
originator, date, and time in the audit trail.

13.1.8.3.

10 ALC_CMC.5.10C

The CM system shall provide an automated means to identify all other configuration items that are

affected

by the change of a given configuration item.

13.1.8.3.

The CM
the TOE

13.1.8.3.
The CM
13.1.8.3.
The CM
13.1.8.3.

The CM
part of th

13.1.8.3.
The evid
13.1.8.3.
The evid
13.1.8.4
13.1.8.4.

The eval
of evidern

13.1.8.4.

The eva
TOE as

11 ALC_CMC.5.11C

system shall be able to identify the version of the implementation representation from whic
is generated.

12 ALC_CMC.5.12C

Hocumentation shall include a CM plan.

13 ALC_CMC.5.13C

blan shall describe how the CM system is used for the development of the TOE.
14 ALC_CMC.5.14C

plan shall describe the procedures used to accept modified or newly created configuration items a
e TOE.

15 ALC_CMC.5.15C

bnce shall demonstrate that all configuration items are being maintained under the CM system.
16 ALC_CMC.5.16C

ence shall demonstrate that the CM system is being operated in accordance with the CM plan.
Evaluator action elements

1 ALC_CMC.5.1E

Lator shall confirm that the information provided meets all requirements for content and presentatio
ce.

P ALC_CMC.5.2E

uatofyshall determine that the application of the production support procedures results in
provided by the developer for testing activities.

)

13.2 CM scope (ALC_CMS)

13.2.1 Objectives

The objective of this family is to identify items to be included as configuration items and hence placed under
the CM requirements of CM capabilities (ALC_CMC). Applying configuration management to these additional
items provides additional assurance that the integrity of TOE is maintained.

90
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13.2.2 Component levelling

2008(E)

The components in this family are levelled on the basis of which of the following are required to be included as
configuration items: the TOE and the evaluation evidence required by the SARs; the parts of the TOE; the

implementation representation; security flaws; and development tools and related information.

13.2.3 Application notes

While CM scope (ALC_CMS) mandates a list of configuration items and that each item on this list be under

CM, CM capabilities (ALC CMC) leaves the contents of the configuration list to the discretio

n of the

developer. CM scope (ALC_CMS) narrows this discretion by identifying items that must be includs
configuration list, and hence come under the CM requirements of CM capabilities (ALC_CMC).

13.2.4 ALC_CMS.1 TOE CM coverage

Dependencies: No dependencies.

=

3.2.4.1 Objectives

items identified in the configuration list). Placing the TOE itself and the-evaluation evidence require
other SARs in the ST under CM provides assurance that they have been-modified in a controlled ma
proper authorisations.

=

3.2.4.2 Application notes

3

LC_CMS.1.1C introduces the requirement that the TOE itself and the evaluation evidence require
ther SARs in the ST be included in the configuration list and hence be subject to the CM requiremer
apabilities (ALC_CMC).

QO

13.2.4.3 Developer action elements

13.2.4.3.1 ALC_CMS.1.1D

Tlhe developer shall provide a configuration list for the TOE.
13.2.4.4 Content and presentation elements

13.2.44.1 ALC_CMS.1.1C

he configuration-list’shall include the following: the TOE itself; and the evaluation evidence
y the SARs.

o -

13.2.4.4.2 _AEC_CMS.1.2C

—

he canfiguration list shall uniquely identify the configuration items.

ed in the

A CM system can control changes only to those items that have been placed under CM (i.e., the configuration

d by the
hner with

d by the
ts of CM

equired

3.2/45 Evaluator action elements

13.2.45.1 ALC_CMS.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and

presentation of evidence.
13.2.5 ALC_CMS.2 Parts of the TOE CM coverage

Dependencies: No dependencies.
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13.2.5.1 Obijectives

A CM system can control changes only to those items that have been placed under CM (i.e., the configuration
items identified in the configuration list). Placing the TOE itself, the parts that comprise the TOE, and the
evaluation evidence required by the other SARs under CM provides assurance that they have been modified
in a controlled manner with proper authorisations.

13.2.5.2 Application notes
ALC CMS.2.1C introduces the requirement that the parts that comprise the TOE (all parts that are delivered

to the consumer, for example hardware parts or executable files) be included in the configuration list and
hence be subject to the CM requirements of CM capabilities (ALC_CMC).

L

ALC CMS.2.3C introduces the requirement that the configuration list indicate the developer offeach TS
relevant [configuration item. “Developer” here does not refer to a person, but to the organisation-fesponsibl
for the d¢velopment of the item.

(]

13.2.5.3| Developer action elements

13.2.5.3]1 ALC_CMS.2.1D

The devgloper shall provide a configuration list for the TOE.
13.2.5.4| Content and presentation elements

13.25471 ALC_CMS.2.1C

The configuration list shall include the following: the TOE itselfi;the evaluation evidence required by the SARg;
and the parts that comprise the TOE.

13.254p ALC_CMS.2.2C
The configuration list shall uniquely identify the configuration items.
13.2543 ALC_CMS.2.3C

For each TSF relevant configuratienyitem, the configuration list shall indicate the developer of th
item.

D

13.2.5.5| Evaluator action elements

13.255[1 ALC_CMS.2:1E

=)

The evaluator shall.confirm that the information provided meets all requirements for content and presentatio
of evider]ce.

13.2.6 AILC_CMS.B Implementation representation CM coverage

Dependencies: No dependencies.

13.2.6.1 Obijectives

A CM system can control changes only to those items that have been placed under CM (i.e., the configuration
items identified in the configuration list). Placing the TOE itself, the parts that comprise the TOE, the TOE

implementation representation and the evaluation evidence required by the other SARs under CM provides
assurance that they have been modified in a controlled manner with proper authorisations.
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13.2.6.2 Application notes

2008(E)

ALC_CMS.3.1C introduces the requirement that the TOE implementation representation be included in the list

of configuration items and hence be subject to the CM requirements of CM capabilities (ALC_CMC).
13.2.6.3 Developer action elements
13.2.6.3.1 ALC_CMS.3.1D

The developer shall provide a configuration list for the TOE.

13.2.6.4 Content and presentation elements

13.2.6.4.1 ALC_CMS.3.1C

—

he configuration list shall include the following: the TOE itself; the evaluation evidence.required by th
he parts that comprise the TOE; and the implementation representation.

—

13.2.6.4.2 ALC_CMS.3.2C
Tlhe configuration list shall uniquely identify the configuration items.

13.2.6.4.3 ALC_CMS.3.3C

-

113.2.6.5 Evaluator action elements

13.2.6.5.1 ALC_CMS.3.1E

—

he evaluator shall confirm that the information.provided meets all requirements for content and pre
f evidence.

(@)

13.2.7 ALC_CMS.4 Problem tracking(CM coverage
Dependencies:  No dependencies.

13.2.7.1 Objectives

items identified in the-Configuration list). Placing the TOE itself, the parts that comprise the TOE,
implementation représentation and the evaluation evidence required by the other SARs under CM
ssurance that they have been modified in a controlled manner with proper authorisations.

lacing security flaws under CM ensures that security flaw reports are not lost or forgotten, and
eveloper to track security flaws to their resolution.

or each TSF relevant configuration item, the configuration list)shall indicate the developer of the item.

e SARs;

sentation

A CM system can contrel'changes only to those items that have been placed under CM (i.e., the configuration

the TOE
provides

allows a

132772 Application notes

ALC_CMS.4.1C introduces the requirement that security flaws be included in the configuration list and hence
be subject to the CM requirements of CM capabilities (ALC_CMC). This requires that information regarding
previous security flaws and their resolution be maintained, as well as details regarding current security flaws.

13.2.7.3 Developer action elements
13.2.7.3.1 ALC_CMS.4.1D

The developer shall provide a configuration list for the TOE.
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13.2.7.4

13.2.7.4.

The conf

Content and presentation elements
1 ALC_CMS4.1C

iguration list shall include the following: the TOE itself; the evaluation evidence required by the SARs;

the parts that comprise the TOE; the implementation representation; and security flaw reports and
resolution status.

13.2.7.4.2 ALC_CMS.4.2C

The conﬁguration list shall uniquely identify the configuration items.

13.2.7.4.

For each

13.2.7.5

13.2.7.5.

The eval
of eviden

13.2.8 ALC_CMS.5 Development tools CM coverage

Depends
13.2.8.1

A CM sy
items ide
impleme
assurang

Placing
develops

Development tools play an important role in ensuring the production of a quality version of the TOBR.

Therefor
13.2.8.2

ALC CM
in the list
Example]
generatid
informati

3 ALC_CMS.4.3C

TSF relevant configuration item, the configuration list shall indicate the developer of the“item.
Evaluator action elements

1 ALC_CMS.A4.1E

uator shall confirm that the information provided meets all requirements_for content and presentatio
ce.

=)

ncies: No dependencies.
Objectives

5tem can control changes only to those items that-have been placed under CM (i.e., the configuratio
ntified in the configuration list). Placing the TOE itself, the parts that comprise the TOE, the TO
htation representation and the evaluation evidence required by the other SARs under CM provide
e that they have been modified in a controlled manner with proper authorisations.

[ L]

becurity flaws under CM ensures(that security flaw reports are not lost or forgotten, and allows g
r to track security flaws to their_ resolution.

b, it is important to controlmodifications to these tools.

Application notes

[®N

S.5.1C introduees the requirement that development tools and other related information be include
of configuration items and hence be subject to the CM requirements of CM capabilities (ALC_CMC
5 of development tools are programming languages and compilers. Information pertaining to TO
n items (such as compiler options, generation options, and build options) is an example ¢
bn-relating to development tools.

=N L

13.2.8.3

13.2.8.3.

Developer action elements

1 ALC_CMS.5.1D

The developer shall provide a configuration list for the TOE.
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13.2.8.4 Content and presentation elements

13.2.8.4.1 ALC_CMS.5.1C

The configuration list shall include the following: the TOE itself; the evaluation evidence required by the SARs;
the parts that comprise the TOE; the implementation representation; security flaw reports and resolution

status; and development tools and related information.

13.2.8.4.2 ALC_CMS.5.2C

Tlhe configuration list shall uniquely identify the configuration items.

13.2.8.4.3 ALC_CMS.5.3C

13.2.8.5 Evaluator action elements

13.2.8.5.1 ALC_CMS.5.1E

—

f evidence.

(@)

=

3.3 Delivery (ALC_DEL)

13.3.1 Objectives

—

he responsibility of the user.

nmeasures necessary to provide assurance that the security of the TOE is maintained during distributi
T|OE to the user. For a valid distribution of the TOE, the procedures used for the distribution of
address the objectives identified in the PP/ST relating to the security of the TOE during delivery.

13.3.2 Component levelling

—

his family contains only~one component. An increasing level of protection is established by
ommensurability of the delivery procedures with the assumed attack potential in the family Vul
nalysis (AVA_VAN).

QO

13.3.3 Application-notes

—

ransportations from subcontractors to the developer or between different development sites
pnsidered\here, but in the family Development security (ALC_DVS).

Q

Tlhe_end of the delivery phase is marked by the transfer of the TOE into the responsibility of the u

Hor each TSF relevant configuration item, the configuration list shall indicate the developér-of the item.

he evaluator shall confirm that the information provided meets all requirements for content and presentation

Tlhe concern of this family is the secure transfer of theé/finished TOE from the development environment into

Tlhe requirements for delivery call for system_¢ontrol and distribution facilities and procedures that detail the

on of the
the TOE

requiring
herability

are not

ser. This

es not nnr\necnrily coincide with the arrival of the TOE at the user's location

The delivery procedures should consider, if applicable, issues such as:

a) ensuring that the TOE received by the consumer corresponds precisely to the evaluated version of the

TOE;
b) avoiding or detecting any tampering with the actual version of the TOE;

c) preventing submission of a false version of the TOE;
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d) avoiding unwanted knowledge of distribution of the TOE to the consumer: there might be cases where

pote

ntial attackers should not know when and how it is delivered;

e) avoiding or detecting the TOE being intercepted during delivery; and

f) avoiding the TOE being delayed or stopped during distribution.

The delivery procedures should include the recipient's actions implied by these issues. The consistent
description of these implied actions is examined in the Preparative procedures (AGD_PRE) family, if present.

13.3.4 A
Depends
13.34.1
13.3.4.1.
The dev
13.3.4.1.
The dev
13.3.4.2
13.3.4.2.

The del
when di

13.3.4.3
13.3.4.3.

The eva
presenta

13.4 D¢

1341 @

LC_DEL.1 Delivery procedures
ncies: No dependencies.
Developer action elements
1 ALC_DEL.1.1D
bloper shall document procedures for delivery of the TOE or parts of it to-the consumer.
P ALC_DEL.1.2D
bloper shall use the delivery procedures.
Content and presentation elements
1 ALC_DEL.1.1C

very documentation shall describe all procedures that are necessary to maintain securit
btributing versions of the TOE to the consumer:

Evaluator action elements
1 ALC_DEL.1.1E

luator shall confirm that the information provided meets all requirements for content an
ition of evidence.

velopment security-(ALC_DVS)

bjectives

Developinent securityis- concerned with physical, procedural, personnel, and other security measures tha

may be
of the de

134.2 @

sed in the-development environment to protect the TOE and its parts. It includes the physical securit
velopmentMocation and any procedures used to select development staff.

omponent levelling

—

The components in this family are levelled on the basis of whether justification of the sufficiency of the security

measure

S is required.

13.4.3 Application notes

This fam

ily deals with measures to remove or reduce threats existing at the developer's site.

The evaluator should visit the site(s) in order to assess evidence for development security. This may include
sites of subcontractors involved in the TOE development and production. Any decision not to visit shall be
agreed with the evaluation authority.
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Although development security deals with the maintenance of the TOE and hence with aspects becoming
relevant after the completion of the evaluation, the Development security (ALC_DVS) requirements specify
only that the development security measures be in place at the time of evaluation. Furthermore, Development
security (ALC_DVS) does not contain any requirements related to the sponsor's intention to apply the

d

evelopment security measures in the future, after completion of the evaluation.

It is recognised that confidentiality may not always be an issue for the protection of the TOE in its
development environment. The use of the word “necessary” allows for the selection of appropriate safeguards.

1

3.4.4 ALC DVS.1 Identification of security measures

O

1

—

QO

1

T

1

T

1

T

ependencies: No dependencies.

3.4.4.1 Developer action elements

3.4.4.1.1 ALC_DVS.1.1D

he developer shall produce development security documentation.

3.4.4.2 Content and presentation elements

3.4.4.2.1 ALC_DVS.1.1C

he development security documentation shall describe all’the physical, procedural, person
ther security measures that are necessary to protect tfie/ confidentiality and integrity of
esign and implementation in its development environment.

3.4.4.3 Evaluator action elements

3.4.4.3.1 ALC_DVS.1.1E

he evaluator shall confirm that the information provided meets all requirements for conf

presentation of evidence.

3.4.4.3.2 ALC_DVS.1.2E

he evaluator shall confirm_that the security measures are being applied.
3.4.5 ALC_DVS.2 Sufficiency of security measures

ependencies: No.dependencies.

3.4.5.1 Developer action elements

3.4.5.1,2NALC_DVS.2.1D

he developer shall produce development security documentation.

nel, and
he TOE

ent and

1

1

3.4.5.2 Content and presentation elements

3.4.5.21 ALC_DVS.2.1C

The development security documentation shall describe all the physical, procedural, personnel, and other
security measures that are necessary to protect the confidentiality and integrity of the TOE design and
implementation in its development environment.
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13.4.5.2.

2 ALC_DVS.2.2C

The development security documentation shall justify that the security measures provide the
necessary level of protection to maintain the confidentiality and integrity of the TOE.

13.45.3

13.4.5.3.

The eval

Evaluator action elements
1 ALC _DVS.2.1E

uator shall confirm that the information provided meets all requirements for content and presentation

of evider
13.4.5.3.
The eval
13.5 FI
13.5.1 @
Flaw remn
future co
is possih
and to di
13.5.2 C

The co
remedia

13.5.3 Application notes

This fam
develops
flaw corri

The TOH
impleme
represen
that diffe

an indivigual user, or by a eentral administrative body.

The flaw

These flaws may be\reported by the developer, by users of the TOE, or by other parties with familiarity wit

the TOE
be fixed
procedur

ce.
P ALC_DVS.2.2E

Liator shall confirm that the security measures are being applied.
hw remediation (ALC_FLR)

bjectives

=

ediation requires that discovered security flaws be tracked and correctéd-by the developer. Althoug
mpliance with flaw remediation procedures cannot be determined att¢hetime of the TOE evaluation,
le to evaluate the policies and procedures that a developer has in_place to track and correct flaws,
stribute the flaw information and corrections.

—

omponent levelling

ponents in this family are levelled on the basis af;the increasing extent in scope of the flaw
on procedures and the rigour of the flaw remediation policies.

ly provides assurance that the TOE will bemaintained and supported in the future, requiring the TO
r to track and correct flaws in the TOE;*Additionally, requirements are included for the distribution ¢
pctions. However, this family does(nat impose evaluation requirements beyond the current evaluatiorn).

=L

user is considered to be thetfocal point in the user organisation that is responsible for receiving and
nting fixes to security flaws:.. This is not necessarily an individual user, but may be an organisational
tative who is responsible for the handling of security flaws. The use of the term TOE user recognisefs
rent organisations have.different procedures for handling flaw reporting, which may be done either by

remediation procedures should describe the methods for dealing with all types of flaws encountered.
Some_flaws may not be reparable immediately. There may be some occasions where a flaw canng

and other (e.g. procedural) measures must be taken. The documentation provided should cover th
es-for'providing the operational sites with fixes, and providing information on flaws where fixes ar

O D ~ I

delayed

and what to do in the interim) or when fixes are not possible.

Changes applied to a TOE after its release render it unevaluated; although some information from the original
evaluation may still apply. The phrase “release of the TOE” used in this family therefore refers to a version of
a product that is a release of a certified TOE, to which changes have been applied.

13.5.4 ALC_FLR.1 Basic flaw remediation

Dependencies: No dependencies.
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3.5.4.1 Developer action elements

3.54.11 ALC_FLR.1.1D

The developer shall document flaw remediation procedures addressed to TOE developers.

1

1

3.5.4.2 Content and presentation elements

3.5.4.2.1 ALC_FLR.1.1C

2008(E)

=

» -

w -

1

T

1

1

T

1

O

=

information, corrections and guidance on corrective actions to TOE users.

presentation of evidence.

he flaw remediation procedures documentation shall describe the procedures used to
pported security flaws in each release of the TOE.

3.5.4.2.2 ALC_FLR.1.2C

he flaw remediation procedures shall require that a description of the nature“and effect
ecurity flaw be provided, as well as the status of finding a correction to that flaw.

3.5.4.2.3 ALC_FLR.1.3C

he flaw remediation procedures shall require that corrective actions be identified for eac
ecurity flaws.

3.5.4.2.4 ALC_FLR.1.4C

he flaw remediation procedures documentation shalk describe the methods used to prov|

3.5.4.3 Evaluator action elements
3.5.4.3.1 ALC_FLR.1.1E

he evaluator shall confirm that the information provided meets all requirements for conf

3.5.5 ALC_FLR.2 Flaw reporting procedures
ependencies: No dependencies.

3.5.5.1 Objectives

Q

1

szx=

order for the developer to be able to act appropriately upon security flaw reports from TOE user|
ow to whoni te-send corrective fixes, TOE users need to understand how to submit security flaw r
e developer.“Flaw remediation guidance from the developer to the TOE user ensures that TOE U
ware of this important information.

3.5.5.2 Developer action elements

rack all

of each

h of the

ide flaw

ent and

5, and to
eports to
sers are

1

3.5.5.21 ALC_FLR.2.1D

The developer shall document flaw remediation procedures addressed to TOE developers.

1

3.5.5.22 ALC_FLR.2.2D

The developer shall establish a procedure for accepting and acting upon all reports of security flaws
and requests for corrections to those flaws.
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13.5.5.2.3 ALC_FLR.2.3D

The developer shall provide flaw remediation guidance addressed to TOE users.
13.5.5.3 Content and presentation elements

13.5.5.3.1 ALC_FLR.2.1C

The flaw remediation procedures documentation shall describe the procedures used to track all reported
security flaws in each release of the TOE.

13.5.5.32 ALC_FLR.2.2C

=

The flaw|remediation procedures shall require that a description of the nature and effect of each sécurity fla
be provided, as well as the status of finding a correction to that flaw.

13.5.5.383 ALC_FLR.2.3C

The flaw] remediation procedures shall require that corrective actions be identified<for“each of the security
flaws.

135534 ALC_FLR.2.4C

The flaw|remediation procedures documentation shall describe the metheds used to provide flaw information,
correctiophs and guidance on corrective actions to TOE users.

13553 ALC_FLR.2.5C

The flawW remediation procedures shall describe a means by which the developer receives from TO
users reports and enquiries of suspected security flaws in the TOE.

13.5536 ALC_FLR.2.6C

The procedures for processing reported Security flaws shall ensure that any reported flaws arp
remediated and the remediation procedures issued to TOE users.

13.5.5.3J7 ALC_FLR.2.7C

The progedures for processing ‘reported security flaws shall provide safeguards that any correction
to these|security flaws do net.ntroduce any new flaws.

[2)

13.5.5.3.8 ALC_FLR.2:8C

The flaw remediation guidance shall describe a means by which TOE users report to the develope
any suspected _security flaws in the TOE.

=

13.5.5.4| Evaluator action elements

13.554.1 ALC_FLR.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

13.5.6 ALC_FLR.3 Systematic flaw remediation

Dependencies: No dependencies.
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13.5.6.1 Objectives

In order for the developer to be able to act appropriately upon security flaw reports from TOE users, and to
know to whom to send corrective fixes, TOE users need to understand how to submit security flaw reports to
the developer, and how to register themselves with the developer so that they may receive these corrective
fixes. Flaw remediation guidance from the developer to the TOE user ensures that TOE users are aware of
this important information.

13.5.6.2 Developer action elements

13.5.6.2.1 ALC_FLR.3.1D
Tlhe developer shall document flaw remediation procedures addressed to TOE developers.

13.5.6.2.2 ALC_FLR.3.2D

—

he developer shall establish a procedure for accepting and acting upon all reports of security flaws and
pquests for corrections to those flaws.

-

13.5.6.2.3 ALC_FLR.3.3D

—

he developer shall provide flaw remediation guidance addressed to TOE users.
13.5.6.3 Content and presentation elements

13.5.6.3.1 ALC_FLR.3.1C

—

he flaw remediation procedures documentation shalP,describe the procedures used to track all [reported
ecurity flaws in each release of the TOE.

n

13.5.6.3.2 ALC_FLR.3.2C

he flaw remediation procedures shall require that a description of the nature and effect of each seclirity flaw
e provided, as well as the status of finding a correction to that flaw.

o —

13.5.6.3.3 ALC_FLR.3.3C

he flaw remediation procedures shall require that corrective actions be identified for each of thg security
aws.

|

13.5.6.3.4 ALC_FLR:8.4C

—

he flaw remediation procedures documentation shall describe the methods used to provide flaw information,
corrections-and guidance on corrective actions to TOE users.

13.5.6:8:5 ALC_FLR.3.5C

The-flaw remediation pracedures shall describe a means by which the developer receives from TOE users
reports and enquiries of suspected security flaws in the TOE.

13.5.6.3.6 ALC_FLR.3.6C
The flaw remediation procedures shall include a procedure requiring timely response and the

automatic distribution of security flaw reports and the associated corrections to registered users who
might be affected by the security flaw.
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13.5.6.3.7 ALC_FLR.3.7C

The procedures for processing reported security flaws shall ensure that any reported flaws are remediated
and the remediation procedures issued to TOE users.

13.5.6.3.8 ALC_FLR.3.8C

The procedures for processing reported security flaws shall provide safeguards that any corrections to these
security flaws do not introduce any new flaws.

13.5.6.3.0 ALC_FLR.3.9C

The flaw remediation guidance shall describe a means by which TOE users report to the developer any
suspectdd security flaws in the TOE.

13.5.6.310 ALC_FLR.3.10C

The flaw remediation guidance shall describe a means by which TOE users may register with the
developer, to be eligible to receive security flaw reports and corrections.

13.5.6.3.11 ALC_FLR.3.11C

The flaw] remediation guidance shall identify the specific points of contact for all reports and enquirie
about security issues involving the TOE.

U7

13.5.6.4| Evaluator action elements

13.5.6.4[1 ALC_FLR.3.1E

=}

The evaluator shall confirm that the information provided.meets all requirements for content and presentatio
of eviderjce.

13.6 Lite-cycle definition (ALC_LCD)
13.6.1 Qbjectives
Poorly controlled development and maintenance of the TOE can result in a TOE that does not meet all of it

SFRs. Therefore, it is important that.a model for the development and maintenance of a TOE be establishefd
as early gs possible in the TOE's life-cycle.

[

Using a model for the development and maintenance of a TOE does not guarantee that the TOE meets all ¢
its SFRs| It is possible thatthe model chosen will be insufficient or inadequate and therefore no benefits in th
quality of the TOE cafi’be observed. Using a life-cycle model that has been approved by a group of expert
(e.g. academic experts, standards bodies) improves the chances that the development and maintenanc|
models will contribute to the TOE meeting its SFRs. The use of a life-cycle model including some quantitativ|
valuation] adds further assurance in the overall quality of the TOE development process.

D D D =

13.6.2 dampanent levelling

The components in this family are levelled on the basis of increasing requirements for measurability of the life-
cycle model, and for compliance with that model.

13.6.3 Application notes

A life-cycle model encompasses the procedures, tools and techniques used to develop and maintain the TOE.
Aspects of the process that may be covered by such a model include design methods, review procedures,
project management controls, change control procedures, test methods and acceptance procedures. An
effective life-cycle model will address these aspects of the development and maintenance process within an
overall management structure that assigns responsibilities and monitors progress.
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There are different types of acceptance situations that are dealt with at different locations in the criteria:
acceptance of parts delivered by subcontractors (“integration”) should be treated in this family Life-cycle
definition (ALC_LCD), acceptance subsequent to internal transportations in Development security
(ALC_DVS), acceptance of parts into the CM system in CM capabilities (ALC_CMC), and acceptance of the
delivered TOE by the consumer in Delivery (ALC_DEL). The first three types may overlap.

Although life-cycle definition deals with the maintenance of the TOE and hence with aspects becoming
relevant after the completion of the evaluation, its evaluation adds assurance through an analysis of the life-
cycle information for the TOE provided at the time of the evaluation.

life-cycle model provides for the necessary control over the development and maintenance of th¢ TOE, if
the model enables sufficient minimisation of the danger that the TOE will not meet its security requiremment.

measurable life-cycle model is a model using some quantitative valuation (arithmetic parametefs and/or
etrics) of the managed product in order to measure development properties of the praduct. Typicgl metrics
re source code complexity metrics, defect density (errors per size of code) or mean.time to failurel For the

security evaluation all those metrics are of relevance, which are used to increase‘quality by decreasing the
robability of faults and thereby in turn increasing assurance in the security of the TOE.

ne should take into account that there exist standardised life cycle models 'on‘the one hand (like the|waterfall
odel) and standardised metrics on the other hand (like error density),\which may be combined.|ISO/IEC
1[5408 does not require the life cycle to follow exactly one standard defining both aspects.
13.6.4 ALC_LCD.1 Developer defined life-cycle model
Dependencies: No dependencies.

13.6.4.1 Developer action elements

13.6.4.1.1 ALC_LCD.1.1D

—

he developer shall establish a life-cycle.model to be used in the development and maintenanc¢e of the
OE.

—

13.6.4.1.2 ALC_LCD.1.2D

—

he developer shall providedife-cycle definition documentation.
13.6.4.2 Content and presentation elements
13.6.4.2.1 ALC_LGDA.1C

he life-cycle definition documentation shall describe the model used to develop and mairjtain the
OE.

13.6.4:2.2 ALC_LCD.1.2C

Tlhedife-cycle model shall provide for the necessary control over the development and maintepance of
the TOE.

13.6.4.3 Evaluator action elements
13.6.4.3.1 ALC_LCD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.
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13.6.5 ALC_LCD.2 Measurable life-cycle model

Dependencies: No dependencies.

13.6.5.1

13.6.5.1.

Developer action elements

1 ALC_LCD.2.1D

The developer shall establish a life-cycle model to be used in the development and maintenance of the TOE,

thatis b

ased on a measurable life-cycle model.

13.6.5.1.
The devd
13.6.5.1.
The dev
13.6.5.1.
The dev
13.6.5.2
13.6.5.2.
The life-
includin
TOE and

13.6.5.2.

The life-
TOE.

13.6.5.2.

The life
develop

13.6.5.3
13.6.5.3.

The eval
of eviden

P ALC_LCD.2.2D

tloper shall provide life-cycle definition documentation.

3 ALC_LCD.2.3D

Bloper shall measure the TOE development using the measurable life-cycle model.

1 ALC_LCD.2.4D

bloper shall provide life-cycle output documentation.

Content and presentation elements

1 ALC_LCD.2.1C

cycle definition documentation shall describe the model used to develop and maintain the TOE

j the details of its arithmetic parameters and/or metrics used to measure the quality of th
/or its development.

D -

P ALC_LCD.2.2C

cycle model shall provide for the necessary control over the development and maintenance of the

3 ALC_LCD.2.3C

L.cycle output documentation shall provide the results of the measurements of the TO
ment using the measurable life-cycle model.

Evaluator action’elements

1 ALC_LCD:2.1E

=)

uatortshall confirm that the information provided meets all requirements for content and presentatio
ce.

13.7 Tools and techniques (ALC_TAT)

13.7.1 Objectives

Tools an
TOE. It i
used to

d techniques is an aspect of selecting tools that are used to develop, analyse and implement the
ncludes requirements to prevent ill-defined, inconsistent or incorrect development tools from being
develop the TOE. This includes, but is not limited to, programming languages, documentation,

implementation standards, and other parts of the TOE such as supporting runtime libraries.
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13.7.2 Component levelling

2008(E)

The components in this family are levelled on the basis of increasing requirements on the description and

scope of the implementation standards and the documentation of implementation-dependent options.

13.7.3 Application notes

There is a requirement for well-defined development tools. These are tools that are clearly and completely

described. For example, programming languages and computer aided design (CAD) systems that a

re based

on a standard published by standards bodies are considered to be well-defined. Self-made tools would need

flrther investigation to clarify whether they are well-defined.

he requirement in ALC_TAT.1.2C is especially applicable to programming languages so as t0 ensure that all

statements in the source code have an unambiguous meaning.

In ALC_TAT.2 and ALC_TAT.3, implementation guidelines may be accepted as an implementation standard if

they have been approved by some group of experts (e.g. academic expernts, standards

bodies).

Implementation standards are normally public, well accepted and common pragtise’in a specific indlistry, but

eveloper-specific implementation guidelines may also be accepted as a standard; the emphasis
pertise.

ools and techniques distinguishes between the implementation ‘standards applied by the d
(ALC_TAT.2.3D) and the implementation standards for “all parts of¢he TOE” (ALC_TAT.3.3D) whic
third party software, hardware, or firmware. The configuration/list introduced in CM scope (AL
requires that for each TSF relevant configuration item to indicate if it has been generated by
developer or by third party developers.

13.7.4 ALC_TAT.1 Well-defined development tools

Dependencies: ADV_IMP.1 Implementation representation of the TSF

13.7.4.1 Developer action elements

13.7.41.1 ALC_TAT.1.1D

—

he developer shall identify each development tool being used for the TOE.

13.7.4.1.2 ALC_TAT.1.2D

—

he developer shall.document the selected implementation-dependent options of each deve
DOl

—

13.7.4.2 Content and presentation elements
13.7.4.2.25\ ALC_TAT.1.1C

Hach\development tool used for implementation shall be well-defined.

s on the

eveloper
h include
C_CMS)
the TOE

lopment

13.7.4.2.2 ALC_TAT.1.2C

The documentation of each development tool shall unambiguously define the meaning of all

statements as well as all conventions and directives used in the implementation.

13.7.4.2.3 ALC_TAT.1.3C

The documentation of each development tool shall unambiguously define the meaning of all

implementation-dependent options.
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13.7.4.3

13.7.4.3.

Evaluator action elements

1 ALC_TAT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

13.7.5 ALC_TAT.2 Compliance with implementation standards

Dependencies: ADV_IMP.1 Implementation representation of the TSF

13.7.5.1

13.7.5.1.

The developer shall identify each development tool being used for the TOE.

13.7.5.1.

The devgloper shall document the selected implementation-dependent options of each development tool.

13.7.5.1.

The dev

13.7.5.2

13.7.5.2.

Each de

13.7.5.2.

The doc
well as a

13.7.5.2.

The docyimentation of each development tool shall unambiguously define the meaning of all implementatior

depende
13.7.5.3
13.7.5.3.

The eval

of evider|ce.

13.7.5.3.

Developer action elements

1 ALC_TAT.2.1D

P ALC_TAT.2.2D

3 ALC_TAT.2.3D

bloper shall describe the implementation standards that arellseing applied by the developer.
Content and presentation elements

1 ALC_TAT.2.1C

elopment tool used for implementation shall be well-defined.

P ALC_TAT.2.2C

Umentation of each development tool(shall unambiguously define the meaning of all statements als
Jl conventions and directives used (inthe implementation.

3 ALC_TAT.2.3C

nt options.
Evaluator action’elements
1 ALC _FAT.2.1E

uatorshall confirm that the information provided meets all requirements for content and presentatio

=)

2 ALC_TAT.2.2E

The evaluator shall confirm that the implementation standards have been applied.

13.7.6 ALC_TAT.3 Compliance with implementation standards - all parts

Dependencies: ADV_IMP.1 Implementation representation of the TSF
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13.7.6.1 Developer action elements

13.7.6.1.1 ALC_TAT.3.1D

The developer shall identify each development tool being used for the TOE.
13.7.6.1.2 ALC_TAT.3.2D

The developer shall document the selected implementation-dependent options of each development tool.

13.7.6.1.3 ALC_TAT.3.3D

—

he developer shall describe the implementation standards that are being applied by the developef and by
ny third-party providers for all parts of the TOE.

QD

13.7.6.2 Content and presentation elements

13.7.6.2.1 ALC_TAT.3.1C

m

ach development tool used for implementation shall be well-defined.

13.7.6.2.2 ALC_TAT.3.2C

—

he documentation of each development tool shall unambiguouisly define the meaning of all statefnents as
ell as all conventions and directives used in the implementation:

<

13.7.6.2.3 ALC_TAT.3.3C

he documentation of each development tool shall unambiguously define the meaning of all implemjentation-
ependent options.

Qo

113.7.6.3 Evaluator action elements

13.7.6.3.1 ALC_TAT.3.1E

—

he evaluator shall confirm that the information provided meets all requirements for content and presentation
f evidence.

(@]

13.7.6.3.2 ALC_TAT.3.2E

Tlhe evaluator shall-cenfirm that the implementation standards have been applied.

14 Class ATE: Tests

Tlhe class-Tests” encompasses four families: Coverage (ATE_COQOV), Depth (ATE_DPT), Independent testing
(ATE. IND) (i.e. functional testing performed by evaluators), and Functional tests (ATE_FUN)| Testing
provides assurance that the TSF behaves as described (in the functional specification, TOE degign, and
il IP:UIIIUIItdtiUII IUPIUDUIItdtiUII).

The emphasis in this class is on confirmation that the TSF operates according to its design descriptions. This
class does not address penetration testing, which is based upon an analysis of the TSF that specifically seeks
to identify vulnerabilities in the design and implementation of the TSF. Penetration testing is addressed
separately as an aspect of vulnerability assessment in the AVA: Vulnerability assessment class.

The ATE: Tests class separates testing into developer testing and evaluator testing. The Coverage
(ATE_COV) and Depth (ATE_DPT) families address the completeness of developer testing. Coverage
(ATE_COV) addresses the rigour with which the functional specification is tested; Depth (ATE_DPT)
addresses whether testing against other design descriptions (security architecture, TOE design,
implementation representation) is required.
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Functional tests (ATE_FUN) addresses the performing of the tests by the developer and how this testing
should be documented. Finally, Independent testing (ATE_IND) then addresses evaluator testing: whether the
evaluator should repeat part or all of the developer testing and how much independent testing the evaluator
should do.

Figure 14 shows the families within this class, and the hierarchy of components within the families.

14.1 Cd
1411 @

This fam

through @an examination of developer evidence of correspondence.

14.1.2 C

The com

14.1.3 Application notes

14.1.4 A

Dependsg

14141
The obje|
14.1.4.2

In this ¢
functiond

ATE COV: Coverage 1 2 3
ATE DPT: Depth 1 2 3 4
ATE FUN: Functional tests 1 2
ATE IND: Independent testing 1 2 3

Figure 14 - ATE: Tests class decompaosition
verage (ATE_COV)

bjectives

ily establishes that the TSF has been tested against its functional specification. This is achievef

omponent levelling

ponents in this family are levelled on the basis ofspecification.

TE_COV.1 Evidence of coverage
ncies: ADV_FSP.2 Security-enforcing functional specification
ATE_FUN.1 Funetional testing
Objectives
ctive of this comiponent is to establish that some of the TSFls have been tested.
Application notes

pmponent the developer shows how tests in the test documentation correspond to TSFls in the
| specification. This can be achieved by a statement of correspondence, perhaps using a table.

14.1.4.3

14.1.4.3.

Developer action elements

1 ATE_COV.1.1D

The developer shall provide evidence of the test coverage.
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14.1.4.4 Content and presentation elements
14.1.4.4.1 ATE_COV.1.1C

The evidence of the test coverage shall show the correspondence between the tests in the test
documentation and the TSFls in the functional specification.

14.1.4.5 Evaluator action elements

14.1.45.1 ATE COV.1.1E

Tlhe evaluator shall confirm that the information provided meets all requirements for-gonfent and
presentation of evidence.

14.1.5 ATE_COV.2 Analysis of coverage
Dependencies: ADV_FSP.2 Security-enforcing functional specification

ATE_FUN.1 Functional testing

=

4.1.5.1 Objectives

—

he objective of this component is to confirm that all of the TSFls havé been tested.

14.1.5.2 Application notes

this component the developer confirms that tests in thétest documentation correspond to all of the|TSFls in
e functional specification. This can be achieved by a’statement of correspondence, perhaps using a table,
but the developer also provides an analysis of the test.coverage.

—

14.1.5.3 Developer action elements

14.1.5.3.1 ATE_COV.2.1D

Tlhe developer shall provide an analysis of the test coverage.
14.1.5.4 Content and presentation elements

14.1.5.4.1 ATE_COV.2.1€

he analysis of the.test coverage shall demonstrate the correspondence between the tests in| the test
ocumentation and-the TSFls in the functional specification.

Qo

14.1.5.4.2 ~ATE_COV.2.2C

Tlhe analysis of the test coverage shall demonstrate that all TSFIs in the functional specificatijon have
Been tested.

14.1.5.5 Evaluator action elements
14.1.5.5.1 ATE_COV.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

14.1.6 ATE_COV.3 Rigorous analysis of coverage

Dependencies: ADV_FSP.2 Security-enforcing functional specification
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ATE_FUN.1 Functional testing
14.1.6.1 Obijectives

In this component, the objective is to confirm that the developer performed exhaustive tests of all interfaces in
the functional specification.

The objective of this component is to confirm that all parameters of all of the TSFIs have been tested.

14.1.6.2 _Application notes

In this camponent the developer is required to show how tests in the test documentation correspond telall of
the TSFls in the functional specification. This can be achieved by a statement of correspondence,perhapgs
using a [table, but in addition the developer is required to demonstrate that the tests exerciseé’all of the
parametérs of all TSFls. This additional requirement includes bounds testing (i.e. verifying that errors arg
generated when stated limits are exceeded) and negative testing (e.g. when access is giveh to User A
verifying|not only that User A now has access, but also that User B did not suddenly gain access). This kind ¢
testing ig not, strictly speaking, exhaustive because not every possible value of the parameters is expected t
be checKed.

O =7

14.1.6.3| Developer action elements

14.1.6.3[1 ATE_COV.3.1D

The devgloper shall provide an analysis of the test coverage.
14.1.6.4| Content and presentation elements

14.1.6.4[1 ATE_COV.3.1C

The analysis of the test coverage shall demonstrate<the correspondence between the tests in the test
documentation and the TSFls in the functional specification.

14.1.6.4p ATE_COV.3.2C

The analysis of the test coverage shall demonstrate that all TSFls in the functional specification have beep
completely tested.

14.1.6.5| Evaluator action elements

14.1.6.51 ATE_COV.3.1E

=)

The evaluator shall canfirm that the information provided meets all requirements for content and presentatio
of evider]ce.

14.2 Ddpth (ATE_DPT)

14.2.1 Qbjectives

The components in this family deal with the level of detail to which the TSF is tested by the developer. Testing
of the TSF is based upon increasing depth of information derived from additional design representations and
descriptions (TOE design, implementation representation, and security architecture description).

The objective is to counter the risk of missing an error in the development of the TOE. Testing that exercises

specific internal interfaces can provide assurance not only that the TSF exhibits the desired external security
behaviour, but also that this behaviour stems from correctly operating internal functionality.
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14.2.2 Component levelling

2008(E)

The components in this family are levelled on the basis of increasing detail provided in the TSF

representations, from the TOE design to the implementation representation. This levelling reflects
representations presented in the ADV class.

14.2.3 Application notes

the TSF

The TOE design describes the internal components (e.g. subsystems) and, perhaps, modules of the TSF,

together with a description of the interfaces among these components and modules. Evidence of t

esting of

this TOE design must show that the internal interfaces have been exercised and seen to behave asd
his may be achieved through testing via the external interfaces of the TSF, or by testing\ of
subsystem or module interfaces in isolation, perhaps employing a test harness. In cases where 'somsg
an internal interface cannot be tested via the external interfaces, there should either be, justifica
these aspects need not be tested, or the internal interface needs to be tested directly. {h/the latter
T|OE design needs to be sufficiently detailed in order to facilitate direct testing.

n cases where the description of the TSF's architectural soundness (in Security Architecture (AD

o

gixercised and seen to behave as described.

3

t the highest component of this family, the testing is performed not ‘enly against the TOE design,
gainst the implementation representation.

Q

14.2.4 ATE_DPT.1 Testing: basic design

Dependencies: ADV_ARC.1 Security architecture desecription
ADV_TDS.2 Architectural design
ATE_FUN.1 Functional testing

14.2.4.1 Objectives

he subsystem descriptions of the(TSF provide a high-level description of the internal workings of

—

Q

s described in the TOE design.and the security architecture description.
14.2.4.2 Developer action elements

14.2.42.1 ATE_DRTA.1D

Tlhe developerishall provide the analysis of the depth of testing.
14.2.4.3 ~ Content and presentation elements

14,2431 ATE_DPT.1.1C

bscribed.
the TOE
aspects
tion that
case the

\V_ARC))

tes specific mechanisms, the tests performed by the developer must show that'the mechanisms have been

but also

the TSF.

esting at the level of the TOE subsystems provides assurance that the TSF subsystems behave and interact

The analysis of the depth of testing shall demonstrate the correspondence between the tests in the

test documentation and the TSF subsystems in the TOE design.
14.2.4.3.2 ATE_DPT.1.2C

The analysis of the depth of testing shall demonstrate that all TSF subsystems in the TOE desi
been tested.
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14.2.4.4

14.2.4.4.

Evaluator action elements

1 ATE_DPT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

14.2.5 ATE_DPT.2 Testing: security enforcing modules

Depende

ncies: ADV_ARC.1 Security architecture description

14.25.1
The subf
and a de
descripti
describe
14.2.5.2
14.2.5.2.
The devd
14.2.5.3
14.2.5.3.

The ana
documer

14.2.5.3.

The anal
tested.

14.2.5.3.

The andg
design

14.25.4

ADV_TDS.3 Basic modular design

ATE_FUN.1 Functional testing
Objectives
bystem and module descriptions of the TSF provide a high-level description of-the internal workings
bscription of the interfaces of the SFR-enforcing modules, of the TSF. Testing”at this level of TO
bn provides assurance that the TSF subsystems and SFR-enforcing modules behave and interact a
 in the TOE design and the security architecture description.
Developer action elements
1 ATE_DPT.2.1D
tloper shall provide the analysis of the depth of testing.
Content and presentation elements

1 ATE_DPT.2.1C

ysis of the depth of testing shall demonstrate the correspondence between the tests in the tes
tation and the TSF subsystems and-SFER-enforcing modules in the TOE design.

P ATE_DPT.2.2C

ysis of the depth of testing'shall demonstrate that all TSF subsystems in the TOE design have bee

3 ATE_DPT.2.3C

lysis of theddepth of testing shall demonstrate that the SFR-enforcing modules in the TO
ave been-tested.

Evaluator action elements

14.25.4

bt

>

1 “ATE DPT2 1FE

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

14.2.6 ATE_DPT.3 Testing: modular design

Dependencies: ADV_ARC.1 Security architecture description

112

ADV_TDS.4 Semiformal modular design

ATE_FUN.1 Functional testing
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14.2.6.1 Objectives

The subsystem and module descriptions of the TSF provide a high-level description of the internal workings,
and a description of the interfaces of the modules, of the TSF. Testing at this level of TOE description
provides assurance that the TSF subsystems and modules behave and interact as described in the TOE
design and the security architecture description.

14.2.6.2 Developer action elements

14.2.6.2.1 ATE DPT.3.1D

Tlhe developer shall provide the analysis of the depth of testing.
14.2.6.3 Content and presentation elements
14.2.6.3.1 ATE_DPT.3.1C

Tlhe analysis of the depth of testing shall demonstrate the correspondence between the tests in| the test
documentation and the TSF subsystems and modules in the TOE design.

14.2.6.3.2 ATE_DPT.3.2C

Tlhe analysis of the depth of testing shall demonstrate that all TSF subsystems in the TOE design have been
tested.

14.2.6.3.3 ATE_DPT.3.3C

—

he analysis of the depth of testing shall demonstrate’that all TSF modules in the TOE design have been
ested.

—

14.2.6.4 Evaluator action elements

14.2.6.4.1 ATE_DPT.3.1E

—

he evaluator shall confirm that the information provided meets all requirements for content and presentation
f evidence.

(@]

14.2.7 ATE_DPT.4 Testingtimplementation representation
Dependencies: AD)\ARC.1 Security architecture description
ABV_TDS.4 Semiformal modular design

ADV_IMP.1 Implementation representation of the TSF

ATE_FUN.1 Functional testing

142771 QObjectives

The subsystem and module descriptions of the TSF provide a high-level description of the internal workings,
and a description of the interfaces of the modules, of the TSF. Testing at this level of TOE description
provides assurance that the TSF subsystems and modules behave and interact as described in the TOE
design and the security architecture description, and in accordance with the implementation representation.
14.2.7.2 Developer action elements

14.2.7.2.1 ATE_DPT.4.1D

The developer shall provide the analysis of the depth of testing.
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14.2.7.3 Content and presentation elements
14.2.7.3.1 ATE_DPT.4.1C

The analysis of the depth of testing shall demonstrate the correspondence between the tests in the test
documentation and the TSF subsystems and modules in the TOE design.

14.2.7.3.2 ATE_DPT.4.2C

The analysis of the depth of testing shall demonstrate that all TSF subsystems in the TOE design have been
tested.

14.2.7.33 ATE_DPT.4.3C
The anallysis of the depth of testing shall demonstrate that all modules in the TOE design have béen tested.
14.2.7.3)4 ATE_DPT.4.4C

The analysis of the depth of testing shall demonstrate that the TSF operates<n accordance with it
implemgntation representation.

L

14.2.7.4| Evaluator action elements
14.2.7.41 ATE _DPT.4.1E

The evaluator shall confirm that the information provided meets allirequirements for content and presentatio
of evider]ce.

)

14.3 Functional tests (ATE_FUN)
14.3.1 Qbjectives
Functionpl testing performed by the developer provides assurance that the tests in the test documentation are

performgd and documented correctly. The cofrespondence of these tests to the design descriptions of th
TSF is achieved through the Coverage (ATE_€COV) and Depth (ATE_DPT) families.

[

This famjly contributes to providing asSurance that the likelihood of undiscovered flaws is relatively small.

>

The faniilies Coverage (ATE_-COV), Depth (ATE_DPT) and Functional tests (ATE_FUN) are used i
combination to define the evidence of testing to be supplied by a developer. Independent functional testing by
the evallator is specified by Independent testing (ATE_IND).
14.3.2 Jomponent levelling

This famjly contains’two components, the higher requiring that ordering dependencies are analysed.

14.3.3 AIppIication notes

Procedures for performing tests are expected to provide instructions for using test programs and test suites,
including the test environment, test conditions, test data parameters and values. The test procedures should
also show how the test results are derived from the test inputs.

Ordering dependencies are relevant when the successful execution of a particular test depends upon the
existence of a particular state. For example, this might require that test A be executed immediately before test
B, since the state resulting from the successful execution of test A is a prerequisite for the successful
execution of test B. Thus, failure of test B could be related to a problem with the ordering dependencies. In the
above example, test B could fail because test C (rather than test A) was executed immediately before it, or the
failure of test B could be related to a failure of test A.
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4.3.4 ATE_FUN.1 Functional testing

Dependencies: ATE_COV.1 Evidence of coverage

1

4.3.4.1 Objectives

2008(E)

The objective is for the developer to demonstrate that the tests in the test documentation are performed and

d

1

ocumented correctly.

4.3.4.2 Developer action elements

1

—

—

-

—

1

T

1

presentatjen(of evidence.

4.3.4.2.1 ATE_FUN.1.1D

he developer shall test the TSF and document the results.
41.3.4.2.2 ATE_FUN.1.2D

he developer shall provide test documentation.

4.3.4.3 Content and presentation elements

4.3.4.3.1 ATE_FUN.1.1C

4.3.4.3.2 ATE_FUN.1.2C

he test plans shall identify the tests to be performéd and describe the scenarios for performi
pst. These scenarios shall include any ordering‘dependencies on the results of other tests.

4.3.4.3.3 ATE_FUN.1.3C

4.3.4.3.4 ATE_FUN.1.4C

he actual test results shall.bheconsistent with the expected test results.
4.3.4.4 Evaluator action’elements

1.3.4.4.1 ATE_FUN7.1E

he evaluatot/shall confirm that the information provided meets all requirements for conf

4.3.5VATE_FUN.2 Ordered functional testing

he test documentation shall consist of test plans, expected-tést results and actual test results.

O

1

_g_pgn,d_gn_g_gs_AIE COV\ 1 Evidence-of coverage

4.3.5.1 Objectives

ng each

he expected test results shall show theanticipated outputs from a successful execution of the tests.

ent and

The objectives are for the developer to demonstrate that the tests in the test documentation are performed
and documented correctly, and to ensure that testing is structured such as to avoid circular arguments about
the correctness of the interfaces being tested.
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14.3.5.2 Application notes

Although the test procedures may state pre-requisite initial test conditions in terms of ordering of tests, they
may not provide a rationale for the ordering. An analysis of test ordering is an important factor in determining

the adequacy of testing, as there is a possibility of faults being concealed by the ordering of tests.
14.3.5.3 Developer action elements

14.3.5.3.1 ATE_FUN.2.1D

The devgloper shall test the TSF and document the results.

14.3.5.32 ATE_FUN.2.2D

The developer shall provide test documentation.

14.3.5.4] Content and presentation elements

14.3.5.4[1 ATE_FUN.2.1C

The test documentation shall consist of test plans, expected test results and actual-est results.

14.3.5.4p ATE_FUN.2.2C

The test|plans shall identify the tests to be performed and describe“the scenarios for performing each tes

These sgenarios shall include any ordering dependencies on the results of other tests.

14.3.5.483 ATE_FUN.2.3C

The expgcted test results shall show the anticipated outpuits from a successful execution of the tests.
14.3.5.44 ATE_FUN.2.4C

The actugl test results shall be consistent with the expected test results.

14.3.54p5 ATE_FUN.2.5C

The test|documentation shall inglude an analysis of the test procedure ordering dependencies.
14.3.5.5| Evaluator action elements

14.3.55[1 ATE_FUN.271E

The evaluator shallconfirm that the information provided meets all requirements for content and presentatio

of evider|ce.

14.4 Ingdependent testing (ATE_IND)

=

14.4.1 Objectives

The objectives of this family are built upon the assurances achieved in the ATE_FUN, ATE_COV, and

ATE_DPT families by verifying the developer testing and performing additional tests by the evaluator.

14.4.2 Component levelling

Levelling is based upon the amount of developer test documentation and test support and the amount of

evaluator testing.

116 © ISO/IEC 2008 - All rights reserved


https://standardsiso.com/api/?name=4b332ad957b0609a1a5f2f3d999ad23a

ISO/IEC 15408-3:2008(E)

14.4.3 Application notes

This family deals with the degree to which there is independent functional testing of the TSF. Independent
functional testing may take the form of repeating the developer's functional tests (in whole or in part) or of
extending the scope or the depth of the developer's tests. These activities are complementary, and an
appropriate mix must be planned for each TOE, which takes into account the availability and coverage of test
results, and the functional complexity of the TSF.

Sampling of developer tests is intended to provide confirmation that the developer has carried out his planned
test programme on the TSF, and has correctly recorded the results. The size of sample selected will be
imfluenced by the detail and quality of the developer's functional test results. The evaluator will alsd need to

nsider the scope for devising additional tests, and the relative benefit that may be gained.from| effort in
these two areas. It is recognised that repetition of all developer tests may be feasible and desirable|in some

ses, but may be very arduous and less productive in others. The highest component in“this family should
therefore be used with caution. Sampling will address the whole range of test results available, including those

supplied to meet the requirements of both Coverage (ATE_COV) and Depth (ATE_DP).

Tlhere is also a need to consider the different configurations of the TOE that are jncluded within the ejaluation.
Tlhe evaluator will need to assess the applicability of the results provided,“and to plan his own testing
accordingly.

Tlhe suitability of the TOE for testing is based on the access to the TOE; and the supporting documentation
and information required (including any test software or tools) to run tests. The need for such sppport is
addressed by the dependencies to other assurance families.

Additionally, suitability of the TOE for testing may be based.on. other considerations. For example, thé version
of the TOE submitted by the developer may not be the final\version.

Tlhe term interfaces refers to interfaces described(in the functional specification and TOE design, and
parameters passed through invocations identified, in the implementation representation. The exaft set of
imterfaces to be used is selected through Coverage (ATE_COV) and the Depth (ATE_DPT) components.

wul

eferences to a subset of the interfaces are intended to allow the evaluator to design an approprigte set of
@sts which is consistent with the objectives of the evaluation being conducted.

—

14.4.4 ATE_IND.1 Independent testing - conformance
Dependencies: ADV_FSP(1)Basic functional specification
AGD( OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

14.4.4.1 Objectives

n thisccemponent, the objective is to demonstrate that the TOE operates in accordance with its design
bprésentations and guidance documents.

-

14.4.4.2 Application notes

This component does not address the use of developer test results. It is applicable where such results are not
available, and also in cases where the developer's testing is accepted without validation. The evaluator is
required to devise and conduct tests with the objective of confirming that the TOE operates in accordance with
its design representations, including but not limited to the functional specification. The approach is to gain
confidence in correct operation through representative testing, rather than to conduct every possible test. The
extent of testing to be planned for this purpose is a methodology issue, and needs to be considered in the
context of a particular TOE and the balance of other evaluation activities.
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14.4.4.3 Developer action elements

14.4.43.1 ATE_IND.1.1D

The developer shall provide the TOE for testing.
14.4.4.4 Content and presentation elements

144441 ATE_IND.1.1C

The TOH shall be suitable for testing.
14.4.4.5| Evaluator action elements
1444501 ATE_IND.1.1E

The evaluator shall confirm that the information provided meets all requirements“for content anf
presentation of evidence.

14445 ATE_IND.1.2E

The evaluator shall test a subset of the TSF to confirm that the TSF operates as specified.
14.4.5 ATE_IND.2 Independent testing - sample

Dependgncies: ADV_FSP.2 Security-enforcing functional specification

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

14.4.5.1| Objectives

>

In this component, the objective is-to demonstrate that the TOE operates in accordance with its desig
representations and guidance daocuments. Evaluator testing confirms that the developer performed some test
of some |nterfaces in the functional specification.

[

14.4.5.2| Application notes

The intent is that~the developer should provide the evaluator with materials necessary for the efficient
reprodugtion of deveéloper tests. This may include such things as machine-readable test documentation, tegt
programs, etc!

supplement the programme of testing. The evaluator will repeat a sample of the developer's tests to gain
confidence in the results obtained. Having established such confidence the evaluator will build upon the
developer's testing by conducting additional tests that exercise the TOE in a different manner. By using a
platform of validated developer test results the evaluator is able to gain confidence that the TOE operates
correctly in a wider range of conditions than would be possible purely using the developer's own efforts, given
a fixed level of resource. Having gained confidence that the developer has tested the TOE, the evaluator will
also have more freedom, where appropriate, to concentrate testing in areas where examination of
documentation or specialist knowledge has raised particular concerns.
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14.4.5.3 Developer action elements
14.4.5.3.1 ATE_IND.2.1D

The developer shall provide the TOE for testing.
14.4.5.4 Content and presentation elements

14.45.41 ATE_IND.2.1C

Tlhe TOE shall be suitable for testing.
14.45.4.2 ATE_IND.2.2C

Tlhe developer shall provide an equivalent set of resources to those that were used-in the devieloper's
finctional testing of the TSF.

14.4.5.5 Evaluator action elements

14.4.55.1 ATE_IND.2.1E

—

he evaluator shall confirm that the information provided meets all requifements for content and pregentation
f evidence.

(@)

14.455.2 ATE_IND.2.2E

—

he evaluator shall execute a sample of tests in thétest documentation to verify the develgper test
psults.

-

14.4.55.3 ATE_IND.2.3E

—

he evaluator shall test a subset of the TSF Ao confirm that the TSF operates as specified.
14.4.6 ATE_IND.3 Independent testing*- complete

Dependencies: ADV_FSP.4 Complete functional specification

AGD_OPE.¥ Operational user guidance

AGDXPRE.1 Preparative procedures

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

14.4.65~ Objectives

3 s TC ) its design
representations and guidance documents. Evaluator testing includes repeating all of the developer tests.

14.4.6.2 Application notes

The intent is that the developer should provide the evaluator with materials necessary for the efficient
reproduction of developer tests. This may include such things as machine-readable test documentation, test
programs, etc.

In this component the evaluator must repeat all of the developer's tests as part of the programme of testing.
As in the previous component the evaluator will also conduct tests that aim to exercise the TSF in a different
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manner from that achieved by the developer. In cases where developer testing has been exhaustive, there
may remain little scope for this.

14.4.6.3 Developer action elements
14.4.6.3.1 ATE_IND.3.1D
The developer shall provide the TOE for testing.

14.4.6.4 _Content and presentation elements

14.4.6.41 ATE_IND.3.1C
The TOH shall be suitable for testing.
14.4.6.42 ATE_IND.3.2C

The devgloper shall provide an equivalent set of resources to those that were used in the developer
functiongl testing of the TSF.

[

14.4.6.5| Evaluator action elements

14.4.6.5]1 ATE_IND.3.1E

=)

The evaluator shall confirm that the information provided meets all requirements for content and presentatio
of evider]ce.

14.4.6.5p ATE_IND.3.2E
The evalpator shall execute all tests in the test documentation to verify the developer test results.
14.4.6.53 ATE_IND.3.3E

The evaluator shall test the TSF to confirm thatthe entire TSF operates as specified.

15 Class AVA: Vulnerability assessment

The AVA: Vulnerability assessment class addresses the possibility of exploitable vulnerabilities introduced ip
the development or the operation,of the TOE.

Figure 15 shows the families'within this class, and the hierarchy of components within the families.

AVA VAN: Vulnerability analysis 1 2 3 4 5

Figure 15 - AVA: Vulnerability assessment class decomposition
15.1 Applicationnote

(2}

Generally, the vulnerability assessment activity covers various vulnerabilities in the development and
operation of the TOE. Development vulnerabilities take advantage of some property of the TOE which was
introduced during its development, e.g. defeating the TSF self protection through tampering, direct attack or
monitoring of the TSF, defeating the TSF domain separation through monitoring or direct attack the TSF, or
defeating non-bypassability through circumventing (bypassing) the TSF. Operational vulnerabilities take
advantage of weaknesses in non-technical countermeasures to violate the TOE SFRs, e.g. misuse or
incorrect configuration. Misuse investigates whether the TOE can be configured or used in a manner that is
insecure, but that an administrator or user of the TOE would reasonably believe to be secure.
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Assessment of development vulnerabilities is covered by the assurance family AVA_VAN. Basically, all
development vulnerabilities can be considered in the context of AVA_VAN due to the fact, that this family
allows application of a wide range of assessment methodologies being unspecific to the kind of an attack

scenario. These unspecific assessment methodologies comprise, among other, also the

specific

methodologies for those TSF where covert channels are to be considered (a channel capacity estimation can
be done using informal engineering measurements, as well as actual test measurements) or can be overcome

by the use of sufficient resources in the form of a direct attack (underlying technical concept of thos

e TSF is

based on probabilistic or permutational mechanisms; a qualification of their security behaviour and the effort

required to overcome them can be made using a quantitative or statistical analysis).

I{ there are security objectives specified in the ST to either to prevent one user of the TOE from, g
ctivity associated with another user of the TOE, or to ensure that information flows cannot be used'tq
nforced illicit data signals, covert channel analysis should be considered during the (gondug

Inerability analysis. This is often reflected by the inclusion of ISO/IEC 15408-2 Unobservability (FH
nd multilevel access control policies specified through ISO/IEC 15408-2 Access controkpolicy (FO
nd/or ISO/IEC 15408-2 Information flow control policy (FDP_IFC) requirements in the.ST.

15.2 Vulnerability analysis (AVA_VAN)

15.2.1 Objectives

Mulnerability analysis is an assessment to determine whether potenptiat’vulnerabilities identified, d
evaluation of the development and anticipated operation of the TOE or by other methods (e.g.

hypotheses or quantitative or statistical analysis of the security behaviour of the underlying
mechanisms), could allow attackers to violate the SFRs.

<

ulnerability analysis deals with the threats that an attacker will be able to discover flaws that
nauthorised access to data and functionality, allow the ability to interfere with or alter the TSF, or
ith the authorised capabilities of other users.

< C

15.2.2 Component levelling

Levelling is based on an increasing rigour.of vulnerability analysis by the evaluator and increased
attack potential required by an attackerto-identify and exploit the potential vulnerabilities.

15.2.3 AVA_VAN.1 Vulnerability survey

Dependencies: ADV_FSP.1)Basic functional specification
AGD{OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

15.2.3.1 Objectives

3

vulnerability survey of information available in the public domain is performed by the evaluator to
potential vulnerabilities that may be easily found by an attacker.

bserving
achieve
t of the
R_UNO)
P_ACC)

ring the
by flaw
security

vill allow
interfere

levels of

ascertain

The evaluator performs penetration testing, to confirm that the potential vulnerabilities cannot be exploited in
the operational environment for the TOE. Penetration testing is performed by the evaluator assuming an

attack potential of Basic.
15.2.3.2 Developer action elements
15.2.3.2.1 AVA_VAN.1.1D

The developer shall provide the TOE for testing.
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15.2.3.3

15.2.3.3.

Content and presentation elements

1 AVA_VAN.1.1C

The TOE shall be suitable for testing.

15.2.3.4
15.2.3.4.

The eva
presenta

15.2.3.4.

The eva
the TOE

15.2.3.4.

The eval
determir

potential.

15.2.4 A

Depends

15.24.1

Evaluator action elements

1 AVA_VAN.1.1E

luator shall confirm that the information provided meets all requirements for content an
ition of evidence.

P AVA_VAN.1.2E

uator shall perform a search of public domain sources to identify potential vulnerabilities i

3 AVA_VAN.1.3E

uator shall conduct penetration testing, based on the identified-petential vulnerabilities, t
e that the TOE is resistant to attacks performed by an attacker possessing Basic attac

VA _VAN.2 Vulnerability analysis

ncies: ADV_ARC.1 Security architecture description
ADV_FSP.1 Basic functional specification
ADV_TDS.1 Basic design
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative(procedures

Objectives

A vulnerability analysis is performed by the evaluator to ascertain the presence of potential vulnerabilities.

The eval
the oper
attack pg
15.2.4.2

15.2.4.2.

uator performs penetration testing, to confirm that the potential vulnerabilities cannot be exploited i
ptional environment for the TOE. Penetration testing is performed by the evaluator assuming a
tential of Basie:

Developer action elements

1 ~AVA_VAN.2.1D

= O

=

The developer shall provide the TOE for testing.

15.2.4.3

Content and presentation elements

15.2.4.3.1 AVA_VAN.2.1C

The TOE shall be suitable for testing.
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15.2.4.41 AVA_VAN.2.1E

2008(E)

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.
15.2.4.4.2 AVA_VAN.2.2E

The evaluator shall perform a search of public domain sources to identify potential vulnerabilities in th

e TOE.

15.2.4.4.3 AVA_VAN.2.3E

he evaluator shall perform an independent vulnerability analysis of the TOE using the d
ocumentation, functional specification, TOE design and security architecture description to
potential vulnerabilities in the TOE.

Q -

15.2.4.4.4 AVA_VAN.2.4E

—

he evaluator shall conduct penetration testing, based on the identified petential vulnerabilities, to d
hat the TOE is resistant to attacks performed by an attacker possessing-Basic attack potential.

—

15.2.5 AVA VAN.3 Focused vulnerability analysis

Dependencies: ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functiohalspecification
ADV_TDS.3 Basic modular design

ADV_IMP.1 Implementation representation of the TSF
AGD_OPE.1 Operationalhuser guidance

AGD_PRE.1 Preparative procedures

15.2.5.1 Objectives

>~

vulnerability analysis is performed by the evaluator to ascertain the presence of potential vulnerabili
Tlhe evaluator perferms penetration testing, to confirm that the potential vulnerabilities cannot be ex
j;e operational €nvironment for the TOE. Penetration testing is performed by the evaluator assu
tack potential/ef’'Enhanced-Basic.

15.2.5.2_\Developer action elements

152.5.2.1 AVA_VAN.3.1D

uidance
identify

etermine

lies.

bloited in
ming an

The developer shall provide the TOE for testing.
15.2.5.3 Content and presentation elements
15.2.5.3.1 AVA_VAN.3.1C

The TOE shall be suitable for testing.
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15.25.4

15.2.5.4.

The eval

Evaluator action elements
1 AVA VAN.3.1E

uator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

15.2.5.4.

The eval

2 AVA_VAN.3.2E

uator shall perform a search of public domain sources to identify potential vulnerabilities in the TOE.

15.2.5.4.
The evd
documer
represef

15.2.5.4.

The eval
that the T

15.2.6 A

Depends

15.2.6.1

A methg
vulnerab

The eval
the oper
attack pg

15.2.6.2

3 AVA_VAN.3.3E

9]

luator shall perform an independent vulnerability analysis of the TOE using the »guidanc
tation, functional specification, TOE design, security architecture description and impltémentatio
tation to identify potential vulnerabilities in the TOE.

=)

4 AVA_VAN.3.4E

uator shall conduct penetration testing, based on the identified potential vulnerabilities, to determing
[OE is resistant to attacks performed by an attacker possessing Enhanced-Basic attack potential.

VA _VAN.4 Methodical vulnerability analysis

ncies: ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.3 Basic modular design
ADV_IMP.1 Implementation representation of the TSF
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative(procedures

Objectives

dical vulnerability analysis’ is performed by the evaluator to ascertain the presence of potential
lities.

uator performs¢penetration testing, to confirm that the potential vulnerabilities cannot be exploited ip
ational envireanient for the TOE. Penetration testing is performed by the evaluator assuming ap
tential of Maderate.

Developer action elements

15.2.6.2

1 ~AVA VAN 41D

The developer shall provide the TOE for testing.

15.2.6.3

15.2.6.3.

Content and presentation elements

1 AVA_VAN.4.1C

The TOE shall be suitable for testing.
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15.2.6.4 Evaluator action elements
15.2.6.4.1 AVA_VAN.4.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

15.2.6.4.2 AVA_VAN.4.2E

The evaluator shall perform a search of public domain sources to identify potential vulnerabilities in the TOE.

15.2.6.4.3 AVA_VAN.4.3E

he evaluator shall perform an independent, methodical vulnerability analysis of the TOE Using the guidance
ocumentation, functional specification, TOE design, security architecture description‘and implementation
ppresentation to identify potential vulnerabilities in the TOE.

Q. —

-

15.2.6.4.4 AVA_VAN.4.4E

—

he evaluator shall conduct penetration testing based on the identified petential vulnerabilities to determine
Ihat the TOE is resistant to attacks performed by an attacker possessing-Moderate attack potential.

—

15.2.7 AVA_VAN.5 Advanced methodical vulnerability analysis
Dependencies: ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functiohalspecification
ADV_TDS.3 Basic modular design

ADV_IMP.1 Implementation representation of the TSF
AGD_OPE.1 Operationalhuser guidance

AGD_PRE.1 Preparative procedures

15.2.7.1 Objectives

>~

methodical vulnerability~analysis is performed by the evaluator to ascertain the presence of |potential
ulnerabilities.

<

Tlhe evaluator performs penetration testing, to confirm that the potential vulnerabilities cannot be exploited in
tJh‘e operational-environment for the TOE. Penetration testing is performed by the evaluator assyming an
tack potential of High.

15.2.7:2~ Developer action elements

1B27721 AVA VANS 1D

The developer shall provide the TOE for testing.
15.2.7.3 Content and presentation elements
15.2.7.3.1 AVA_VAN.5.1C

The TOE shall be suitable for testing.
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15.2.7.4

15.2.7.4.

The eval

Evaluator action elements
1 AVA VAN.S.1E

uator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

15.2.7.4.

The eval

2 AVA_VAN.5.2E

uator shall perform a search of public domain sources to identify potential vulnerabilities in the TOE.

15.2.7.4.
The eval
documer
represen

15.2.7.4.

The eva
that the T

16 Clal

The clas

are designed to provide confidence that a composed TOE will operate securely when relying upon security

functiond

Compos
assurand
combinin
entities i
COMpOSE
instance

This app
ACO pro|
levels sf

successfully evaluated components” without having to re-evaluate the composite TSF. (The composed TO

integrato
base or ¢

Compos
This ass
and gain
reuse cs
compong

3 AVA_VAN.5.3E

9]

uator shall perform an independent, methodical vulnerability analysis of the TOE using the-guidanc
tation, functional specification, TOE design, security architecture description and implementatio
tation to identify potential vulnerabilities in the TOE.

=)

4 AVA_VAN.5.4E

uator shall conduct penetration testing based on the identified potential-vulnerabilities to determing
[OE is resistant to attacks performed by an attacker possessing High attack potential.

ss ACO: Composition

—

5 ACO: Composition encompasses five families. These families” specify assurance requirements tha
lity provided by previously evaluated software, firmware*or’hardware components.

tion involves taking two or more IT entities successfully evaluated against ISO/IEC 15408 security
e requirements packages (base components-and dependent components, see Annex B) and
g them for use, with no further development of either IT entity. The development of additional Il
5 not included (entities that have not previously been the subject of a component evaluation). The
d TOE forms a new product that can_be installed and integrated into any specific environment
that meets the objectives for the enviconment.

roach does not provide an alternative approach for the evaluation of components. Composition undg
vides a composed TOE integrator a method, which can be used as an alternative to other assuranc|
ecified in ISO/IEC 15408,-t0 gain confidence in a TOE that is the combination of two or mor|

DO 1o O I

I is referred to as “developer” throughout the ACO class, with any references to the developer of th
ependent components clarified as such.)

bd Assurance.Packages, as defined in Clauses 8 and 6.3, is an assurance scale for composed TOE;
irance scale(is required in addition to EALs because to combine components evaluated against EAL
a resulting’EAL assurance, all SARs in the EAL have to be applied to the composed TOE. Althoug
n be\made of the component TOE evaluation results, there are often additional aspects of th
nts that have to be considered in the composed TOE, as described in Annex B.3. Due to the differe

- D I O

parties i

evidence about these additional aspects of the components to apply the appropriate EAL. Hence, CAPs have
been defined to address the issue of combining evaluated components and gaining a meaningful result. This
is discussed further in Annex B.
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Dependent component-a

t t ot
:‘ TSF-a ‘
—
Non-TSF-a
_ ACO_DEV

;L;\;EZﬁznn,b] ' s ‘ 1 (component-b)

ACO_REL
(component-a)

-

TFSI-b B [«

T |

Non-TSF-b

Base component-b

Figure 16 - Relationship between ACO families and interactions between components

In a composed TOE it is generally the case that one component relies on the services provided by another
component. The component requiring services is termed thé dependent component and the cgmponent
providing the services is termed the base component. Thisdnteraction and distinct is discussed further in
Annex B. It is assumed to be the case that the developerof the dependent component is suppdrting the
composed TOE evaluation in some manner (as developér, sponsor, or just cooperating and provjding the

ecessary evaluation evidence from the dependent component evaluation) The ACO components in¢gluded in
the CAP assurance packages should not be usedas augmentations for component TOE evaluationg, as this
ould provide no meaningful assurance for the eggmponent.

he families within the ACO class intera¢t)in a similar manner to the ADV, ATE and AVA classes in a
component TOE evaluation and hence.leverage from the specification of requirements from those classes

here applicable. There are however: a-few items specific to composed TOE evaluations. To determine how
the components interact and identify any deviations from the evaluations of the compongnts, the
dependencies that the dependent component has upon the underlying base component are |dentified
(ACO_REL). This reliance on-the base component is specified in terms of the interfaces through which the
dependent component makes-calls for services in support of the dependent component SFRs. The interfaces,
and at higher levels the-supporting behaviour, provided by the base component in response to those service
requests are analysedyin ACO_DEV. The ACO_DEV family is based on the ADV_TDS family, 3s at the
simplest level theCTSF of each component can be viewed as a subsystem of the composed TPE, with
additional portiofis)of each component seen as additional subsystems. Therefore, the interfaces betyveen the
components areseen as interactions between subsystems in a component TOE evaluation.

| is possible that the interfaces and supporting behaviour descriptions provided for ACO_DEV are ingomplete.
his is\determined during the conduct of ACO_COR. The ACO_COR family takes the outputs of ACO_REL
and ACO DEV and determlnes whether the components are belng used in thelr evaluated conflgur tion and

and vulnerablllty anaIyS|s (ACO VUL) actlvmes of the composed TOE

Testing of the composed TOE is performed to determine that the composed TOE exhibits the expected
behaviour as determined by the composed TOE SFRs, and at higher levels demonstrates the compatibility of
the interfaces between the components of the composed TOE.

The vulnerability analysis of the composed TOE leverages from the outputs of the vulnerability analysis of the
component evaluations. The composed TOE vulnerability analysis considers any residual vulnerabilities from
the component evaluations to determine that the residual vulnerabilities are not applicable to the composed
TOE. A search of publicly available information relating to the components is also performed to identify any
issues reported in the components since the completion of the respective evaluations.
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The interaction between the ACO families is depicted in Figure 17 below. This shows by solid arrowed lines
where the evidence and understanding gained in one family feeds into the next activity and the dashed arrows
identify where an activity explicitly traces back to the composed TOE SFRs, as described above.

-
ASE

7 aco_ReL
/ \ J

~
[ Aco_DEV |
\ /

o
N
1 acocor |}
A P

Figure 17 - Relationship between ACO families
Further discussion of the definition and interactions within composed TOEs is provided in Annex B.

Figure 18 shows the families within this class, and the hierarchy of components within the families.

ACO_COR: Composition rationale 1

ACO_DEV: Development evidence 1 2 3
ACO_REL: Reliance of dependent component 1 2

ACO_CTT: Composed TOE testing 1 2
ACO_VUL: Composition vulnerability analysis 1 2 3

Figure 18 - ACO: Composition class decomposition
16.1 Cgmposition rationale (ACO_COR)

16.1.1 Qbjectives

4%

This famiily addresses the requirement to demonstrate that the base component can provide an appropriat
level of gssUrance for use in composition.

16.1.2 Component levelling
There is only a single component in this family.
16.1.3 ACO_COR.1 Composition rationale

Dependencies: ACO_DEV.1 Functional Description
ALC_CMC.1 Labelling of the TOE
ACO_REL.1 Basic reliance information
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16.1.3.1 Developer action elements
16.1.3.1.1 ACO_COR.1.1D
The developer shall provide composition rationale for the base component.

16.1.3.2 Content and presentation elements

16.1.3.2.1 ACO_COR.1.1C

he composition rationale shall demonstrate that a level of assurance at least as high)as that of the
ependent component has been obtained for the support functionality of the base ¢component, when
ne base component is configured as required to support the TSF of the dependenf.component.

- o

16.1.3.3 Evaluator action elements

16.1.3.3.1 ACO_COR.1.1E

—

he evaluator shall confirm that the information meets all requirements for content and presgentation
f evidence.

(@]

16.2 Development evidence (ACO_DEV)
16.2.1 Objectives

Tlhis family sets out requirements for a specification of the base component in increasing levels of defail. Such
imformation is required to gain confidence that the appropriate security functionality is provided to support the
requirements of the dependent component (as identified in the reliance information).

16.2.2 Component levelling

he components are levelled on the basis of increasing amounts of detail about the interfaces provigded, and
ow they are implemented.

=2 —

=

6.2.3 Application notes

he TSF of the base component is often defined without knowledge of the dependencies of the|possible
pplications with whighlitmay by composed. The TSF of this base component is defined to include all parts of
e base component.that have to be relied upon for enforcement of the base component SFRs.|This will
clude all parts ©of\the base component required to implement the base component SFRs.

S =S Q0

he functional specification of the base component will describe the TSFI in terms of the interfaces the base
mpongnt\provides to allow an external entity to invoke operations of the TSF. This includes interfages to the
uman user to permit interaction with the operation of the TSF invoking SFRs and also interfaces allpwing an
ternal IT entity to make calls into the TSF.

The functional specification only provides a description of what the TSF provides at its interface and the
means by which that TSF functionality are invoked. Therefore, the functional specification does not
necessarily provide a complete interface specification of all possible interfaces available between an external
entity and the base component. It does not include what the TSF expects/requires from the operational
environment. The description of what a dependent component TSF relies upon of a base component is
considered in Reliance of dependent component (ACO_REL) and the development information evidence
provides a response to the interfaces specified.

The development information evidence includes a specification of the base component. This may be the

evidence used during evaluation of the base component to satisfy the ADV requirements, or may be another
form of evidence produced by either the base component developer or the composed TOE developer. This
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specification of the base component is used during Development evidence (ACO_DEV) to gain confidence
that the appropriate security functionality is provided to support the requirements of the dependent
component. The level of detail required of this evidence increases to reflect the level of required assurance in
the composed TOE. This is expected to broadly reflect the increasing confidence gained from the application
of the assurance packages to the components. The evaluator determines that this description of the base
component is consistent with the reliance information provided for the dependent component.

16.2.4 ACO_DEV.1 Functional Description

Dependencies: ACO REL.1 Basic reliance information

16.2.4.1

A description of the interfaces in the base component, on which the dependent component relies, is~required.

This is €
depende

16.2.4.2
16.2.4.2.
The dev
16.2.4.3
16.2.4.3.

The dev
used in

16.2.4.3.
The de
compos
dependd
16.2.4.4
16.2.4.4.

The eva
of evide

16.2.4.4.

The eva

Objectives
xamined to determine whether or not it is consistent with the description of interfaces(on which th
ht component relies, as provided in the reliance information.
Developer action elements
1 ACO_DEV.1.1D
bloper shall provide development information for the base component.
Content and presentation elements
1 ACO_DEV.1.1C

elopment information shall describe the purposerof each interface of the base componen
he composed TOE.

P ACO_DEV.1.2C

elopment information shall show_correspondence between the interfaces, used in th
ed TOE, of the base component.and the dependent component to support the TSF of th
nt component.

Evaluator action elements

1 ACO_DEV.1.1E

uator shall confirm-that the information meets all requirements for content and presentatio
hce.

P ACO_DEV.1.2E

informaiiion provided for the dependent component.

uatorsshall determine that the interface description provided is consistent with the relianc

)

D

=)

16.2.5 ACO_DEV.2 Basic evidence of design

Dependencies: ACO_REL.1 Basic reliance information

16.2.5.1

Objectives

A description of the interfaces in the base component, on which the dependent component relies, is required.
This is examined to determine whether or not it is consistent with the description of interfaces on which the
dependent component relies, as provided in the reliance information.
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In addition, the security behaviour of the base component that supports the dependent component TSF is
described.

16.2.5.2 Developer action elements
16.2.5.2.1 ACO_DEV.2.1D
The developer shall provide development information for the base component.

16.2.5.3 Content and presentation elements

16.2.5.3.1 ACO_DEV.2.1C

—

he development information shall describe the purpose and method of use of each interface of the base
omponent used in the composed TOE.

Q

16.2.5.3.2 ACO_DEV.2.2C

—

he development information shall provide a high-level description of the behaviour of the base
omponent, which supports the enforcement of the dependent component SFRs.

(@]

16.2.5.3.3 ACO_DEV.2.3C

—

he development information shall show correspondence between the interfaces, used in the compoged TOE,
f the base component and the dependent component to support'the TSF of the dependent component.

(@)

16.2.5.4 Evaluator action elements

16.2.5.4.1 ACO_DEV.2.1E

—

he evaluator shall confirm that the information meets all requirements for content and preserjtation of
vidence.

D

16.2.5.4.2 ACO_DEV.2.2E

—

he evaluator shall determine that the interface description provided is consistent with the reliance information
provided for the dependent component.

16.2.6 ACO_DEV.3 Detaited evidence of design
Dependencies: ACQO’ REL.2 Reliance information
16.2.6.1 Objeetives

description of the interfaces in the base component, on which the dependent component relies, is fequired.

his isiexamined to determine whether or not it is consistent with the description of interfaces on which the
ependent component relies, as provided in the reliance information.

Q>

The interface description of the architecture of the base component is provided to enable the evaluator to
determine whether or not that interface formed part of the TSF of the base component.

16.2.6.2 Developer action elements
16.2.6.2.1 ACO_DEV.3.1D

The developer shall provide development information for the base component.
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16.2.6.3 Content and presentation elements
16.2.6.3.1 ACO_DEV.3.1C

The development information shall describe the purpose and method of use of each interface of the base
component used in the composed TOE.

16.2.6.3.2 ACO_DEV.3.2C

The development information _shall identify the subsystems of the base component that provide
interfaces of the base component used in the composed TOE.

16.2.6.3.3 ACO_DEV.3.3C

—

The development information shall provide a high-level description of the behaviour of the basejycomponer
subsystems, which support the enforcement of the dependent component SFRs.

16.2.6.34 ACO_DEV.3.4C

The devielopment information shall provide a mapping from the interfaces to, the subsystems of th
base component.

)

16.2.6.3.p ACO_DEV.3.5C

The deveglopment information shall show correspondence between the)interfaces, used in the composed TOH
of the base component and the dependent component to support the TSF of the dependent component.

16.2.6.4| Evaluator action elements

16.2.6.4J1 ACO_DEV.3.1E

=)

The evaluator shall confirm that the information .meets all requirements for content and presentation ¢
evidencd.

16.2.6.4p ACO_DEV.3.2E

The evalpator shall determine that thetinterface description provided is consistent with the reliance information
provided|for the dependent component.

16.3 Reliance of dependentcomponent (ACO_REL)

16.3.1 Qbjectives

The purgose of this.family is to provide evidence that describes the reliance that a dependent component ha
upon thg base component. This information is useful to persons responsible for integrating the componer

with othgr evaluated IT components to form the composed TOE, and for providing insight into the security
propertigs of the resulting composition.

— &

This provides a description of the interface between the dependent and base components of the composed
TOE that may not have been analysed during evaluation of the individual components, as the interfaces were
not TSFls of the individual component TOEs.

16.3.2 Component levelling

The components in this family are levelled according to the amount of detail provided in the description of the
reliance by the dependent component upon the base component.
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16.3.3 Application notes

The Reliance of dependent component (ACO_REL) family considers the interactions between the
components where the dependent component relies upon a service from the base component to support the
operation of security functionality of the dependent component. The interfaces into these services of the base
component may not have been considered during evaluation of the base component because the service in
the base component was not considered security-relevant in the component evaluation, either because of the
inherent purpose of the service (e.g., adjust type font) or because associated ISO/IEC 15408 SFRs are not
being claimed in the base component's ST (e.g. the login interface when no ISO/IEC 15408-2 FIA:
Identification and authentication SFRs are claimed). These interfaces into the base component are often
\:Lewed as functional interfaces in the evaluation of the base component, and are in addition to thg security
terfaces (TSFI) considered in the functional specification.

n summary, the TSFls described in the functional specification only include the calls made“into 4 TSF by
xternal entities and responses to those calls. Calls made by a TSF, which were notCexplicitly cgnsidered
uring evaluation of the components, are described by the reliance information provided.to satisfy Reliance of
ependent component (ACO_REL).

SO D

16.3.4 ACO_REL.1 Basic reliance information

Dependencies: No dependencies.

16.3.4.1 Developer action elements

16.3.4.1.1 ACO_REL.1.1D

Tlhe developer shall provide reliance information of the 'dependent component.
16.3.4.2 Content and presentation elements

16.3.4.2.1 ACO_REL.1.1C

Tlhe reliance information shall describesthe functionality of the base component hardware, firmware
and/or software that is relied upon by the dependent component TSF.

16.3.4.2.2 ACO_REL.1.2C

—

he reliance information_shall describe all interactions through which the dependent component TSF
bquests services from the' base component.

-

16.3.4.2.3 ACO_REL/1.3C

—

he reliance information shall describe how the dependent TSF protects itself from interfergnce and
hmpering _bythe base component.

—

16.3.4:3. Evaluator action elements

16.344.3.1 ACO REL.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

16.3.5 ACO_REL.2 Reliance information

Dependencies: No dependencies.
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16.3.5.1

16.3.5.1.

Developer action elements

1 ACO_REL.2.1D

The developer shall provide reliance information of the dependent component.

16.3.5.2

16.3.5.2.

Content and presentation elements

1 ACO_REL.2.1C

The relig
software

16.3.5.2.

The relia
services

16.3.5.2.

The relignce information shall describe each interaction in terms of the interface used and the returh

values f

16.3.5.2.

The reliapce information shall describe how the dependent TSF proetects itself from interference and tampering

by the ba
16.3.5.3
16.3.5.3.

The eval
of evider

16.4 Cd
16.4.1 @

This fani
compos¢

16.4.2 G
The com

rigour of
accordar

=

nce information shall describe the functionality of the base component hardware, firmware andig
that is relied upon by the dependent component TSF.

P ACO_REL.2.2C

[2)

hce information shall describe all interactions through which the dependent component-TSF request
from the base component.

3 ACO_REL.2.3C

om those interfaces.

A ACO_REL.2.4C

se component.
Evaluator action elements

1 ACO_REL.2.1E

=)

Lator shall confirm that the information provided meets all requirements for content and presentatio
ce.

mposed TOE testing (ACQ _‘CTT)

bjectives

4%

ily requires that testing of composed TOE and testing of the base component, as used in th
d TOE, is performed.

omponent léevelling
ponents_ in+this family are levelled on the basis of increasing rigour of interface testing and increasing

the analysis of the sufficiency of the tests to demonstrate that the composed TSF operates i
ce with the reliance information and the composed TOE SFRs.

=)

16.4.3 Application notes

There are two distinct aspects of testing associated with this family:

a) testing of the interfaces between the base component and the dependent component, which the
dependent component rely upon for enforcement of security functionality, to demonstrate their
compatibility;

b) testing of the composed TOE to demonstrate that the TOE behaves in accordance with the SFRs for the

com

134

posed TOE.
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If the test configurations used during evaluation of the dependent component included use of the base
component as a “platform” and the test analysis sufficiently demonstrates that the TSF behaves in accordance
with the SFRs, the developer need perform no further testing of the composed TOE functionality. However, if

the base component was not used in the testing of the dependent component, or the configuration

of either

component varied, then the developer is to perform testing of the composed TOE. This may take the form of
repeating the dependent component developer testing of the dependent component, provided this adequately

demonstrates the composed TOE TSF behaves in accordance with the SFRs.

The developer is to provide evidence of testing the base component interfaces used in the composition. The
operation of base component TSFls would have been tested as part of the ATE: Tests activities during

aluation of the base component. Therefore, provided the appropriate interfaces were included withi
sample of the base component evaluation and it was determined in Composition rationale (ACOyG
the base component is operating in accordance with the base component evaluated configuration
security functionality required by the dependent component included in the TSF, the)evaluatg
CO_CTT.1.1E may be met through reuse of the base component ATE: Tests verdicts.

I this is not the case, the base component interfaces used relevant to the compositionythat are affects
riations to the evaluated configuration and any additional security functionally-wilt be tested to ens

emonstrate the expected behaviour. The expected behaviour to be tested jis'that described in the]

imformation (Reliance of dependent component (ACO_REL) evidence).

16.4.4 ACO_CTT.1 Interface testing

Dependencies: ACO_REL.1 Basic reliance information

ACO_DEV.1 Functional Description

16.4.4.1 Objectives

he objective of this component is to ensure that each interface of the base component, on W
ependent component relies, is tested.

Q. —

16.4.4.2 Developer action elements

16.4.4.2.1 ACO_CTT.1.1D

—

he developer shall provide«composed TOE test documentation.

16.4.4.2.2 ACO_CTT.1.2D

—

he developer shallprovide base component interface test documentation.

16.4.4.2.3 ACOXCTT.1.3D

—

he developer shall provide the composed TOE for testing.

16.44,2.4 ACO_CTT.1.4D

N the test
OR) that
, with all
r action

d by any
sure they
reliance

hich the

The developer shall provide an equivalent set of resources to those that were used in t
component developer's functional testing of the base component.

16.4.4.3 Content and presentation elements

16.4.4.3.1 ACO_CTT.1.1C

he base

The composed TOE and base component interface test documentation shall consist of test plans,

expected test results and actual test results.
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