INTERNATIONAL ISO/IEC
STANDARD 15408-3

Second edition
2005-10-01

Information technology — Security
techniques — Evaluation criteria for |T
security —

Part 3:
Security assurance requirements

Technologies de l'information — Techniques de sécurité — Criferes
d'évaluation pour la.sécurité T| —

Partie 3: Exigencés d'assurance de sécurité

Reference number
ISO/IEC 15408-3:2005(E)

© ISO/IEC 2005



https://standardsiso.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 2005

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. +412274901 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2005 — Al rights reserved


https://standardsiso.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

Contents Page
o] €= o] o E PO UP U PTPPPUPPPRN iX
1] 4 oo [UYox 170 ] o FS PR Xi
1 o0 ] o 2 1
2 NOIMALIVE TEFEIENCES ...oiiiiiiiie e e rbee e s s snbee e e s snee e e e S e 1
3 Terms, definitions, symbols and abbreviated terms........ccccooovcciiiiiviee ey e [ 1
4 OVEBIVIBW ...ttt ettt ettt e e e e e e ettt et e e e e e s aanbnbbeeeeaeeessasnbseeeeaaesssansnnneneeesesssnnsaasdeeessnnnnnnabereaesannns 1
41 Organisation of this part of ISO/IEC 15408.........cccoviiiiiiiiiiiiiiieeeeeiiiiieeeeeee e ikl eeeeeee e e e 1
5 ISO/IEC 15408 assurance paradigm ........cccooceeeeerrirreeennireeesniieeessieeee sl e e 2
51 ISO/IEC 15408 PhilOSOPNY oottt s Nt ae e e s snbee e s e e e e s pebeeeeenens 2
52 ASSUranCe approach ... e 2
5.2.1 Significance of vulnerabilitieS...........ccccouiiiiiiiii i Y e b 2
5.2.2 Cause of vulnerabilities ........ccccceiiiiiiiiiieiie b e 3
H.2.3  ISO/IEC 15408 QSSUNANCE ...ccivvviieiiiieeeiiiieeesiiieeeesnsnneeessseeeesshsaadesssneeessnnssesessnsneeessnneeessnsneessshureeesnnnne 3
5.2.4 Assurance through eValUatioN..........ccuuiiiiiiieei i pedae e e e e e e s s s serneeeeeeeeessnnnsnsnneeeessssharnneeeeees 3
53 ISO/IEC 15408 evaluation aSSUranCe SCAle .....ccc.ueveeveedimniiieiieeee e sessiieieeeee e e s e snnnreeeeeee e e 3
6 Security assurance reqUIrEMENTS . ... ..o M ettt e e e e eeiieee e e e e e s e s senieeeeeeee e s e e s b e e e s 4
g1 Y 8 (o] AU €= T T ST U TUU ST UUUPUUURURUT TR O 4
B.1.1  ClasS STIUCTUIE ..ocooiiiiiiiieieeeeiiiieeee e O e e e e e e e 4
8.1.2  Assurance family STFUCTUIE ........oeiiiiiiiiiiiiie e Lttt e e ettt e e e e e re e e e e e e e e s snnrneee e s e e s e s 5
8.1.3 Assurance COMPONENT STIUCTUIE ... ... i e e e e e e e e e e e e e e e e e e e e eeeea e e 6
B.1.4  ASSUIANCE ElEMENTS...ciiiiiiiiiiiiiiiee i e ettt e sttt e s st ee e s snbae e e s snnbeeessnbeesannreee s dhereeeeannns 8
B.1.5  EAL StIUCTUIE .eiiiiiii e e ettt e e e e e e e ennn e e e e e e e e e b e e 8
q.2 LOToT ¢ oY oToT aT=T A= (0 e o 17 SR 10
g.3 Protection Profile and Security Target evaluation criteria class structure.........ccccoecceee s 11
g.4 Usage of terms in this part OfISO/IEC 15408 ..........ccooiiiiiiiiiiiiieeeiiieee et 11
.5 ASSUNANCE CAtEY O S AL O T i et iie ittt ettt e ettt ettt e et e e e st e e e s st be e e e s sabb e e e e sbbeeeessnbneeessneesshaeeeenaes 13
6.6 Assurance class and family OVEIVIEW ........coiuiiiiiiiiiieee e cieee e stiee e ssiieee e srneeessrreeesssnneee s froeeesnnns 13
g.6.1 Class ACM:Configuration ManagemMeEnt..........cocueeiiiieiiiieiiee e siee e sieee e sire e sreeesreessrne s s e saee e 13
8.6.2 Class ADO:Delivery and OPEratioN ..........ueeiieiaiiiiiiiiieie e e et e e e e e e e e e e e e e e e e s s sensreseeeeesbereeeeeas 14
8.6.3 Class ADV:DeVEIQPMENT. .. ... e e e s a e e e e s snnnnranae e e e e b e 14
8.6.4 Class AGD:GUIAANCE OCUMENTS ....cceiiiiiiieiiiiiieesiiiieeestieee e s siteeeesstreeessteeeeesssreeeessnsneesssnsneessfroeeesane 15
8.6.5 Class ALC:Life CYCIE SUPPOIT ..o e e e e s e s r e e e e e e s s s nnnnrraees s s sheraaeees 15
8.6.6 Class AREProtection Profile evaluation ... seeeee e e 16
8.6.7 Class A ASE:Security Target evaluation ..........cccoiiieiiiiiiieiieee e sieee e sineee s e 16
B.6.8  ClaS S A T TOSES iiiiiiiiiiie ettt e e e e e e e e e e sttt r e e e e e s sassetbeeeeaaeeessansssrneeeeaeeesstnseeeeeessnaherenenees 16
8.6.9 Class AVA:Vulnerability @SSESSMENT........ciiiiiiiiiiiiii et e e e e b 17
7 Protection Profile and Security Target evaluation Criteria.........ccccccceeviniiiiiiiieeieeeeeieriiieeee e 17
7.1 OV BIVIBW ...ttt ettt ettt et e e oo oot b bttt e e e e e e o aa b bbb e et e e e e e aannbbbaeeeaaeseaanntsnneeeaaesssansneeeasesssnnnnnaberaaeaes 17
2 I e N T =Yal dTa Yol Bl da N a1 =W Yl 7=V d D= a LV 7 =Y AV A T= 1V A NN 18
7.2.1  Protection Profile @ValUation ............cooiiiiiiiiiie e 18
7.2.2 Relation to the Security Target evaluation Criteria ........cccouuiiiieeee i 18
A T V- U= (0T gl =11 RS 18
7.3 SECUNitY Target CrHtErIa OVEIVIEW ......c.ueiiiiiiiiii ettt ettt et aabb e e s s ibe e e sbbe e e e e nbeas 19
7.3.1  SeCUrity Target @VAIUALION .......coiiiiiiieiiiiie ettt et e sttt e e s rtb e e e e s sbeeeessnbeeeeeanes 19
7.3.2 Relation to the other evaluation criteria in this part of ISO/IEC 15408 ............cccoceeeiiiiieeeiiiinienenns 19
RS T T Y- U= (o] gl = Y] - SRR TP 19
8 Class APE: Protection Profile @ValUation ... 20
8.1 TOE deSCIPtioN (APE_DES) ..uuuiiiiiiiii ittt s e s st e e e e e e e e s s et e e e e e e e e s s e sannbaaeeesensnnraneeeas 20

© ISO/IEC 2005 - All rights reserved ili


https://standardsiso.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

8.1.1
8.1.2
8.2

8.2.1
8.2.2
8.3

8.3.1
8.3.2
8.4

8.4.1
8.4.2
8.5

8.5.1
8.5.2
8.5.3
8.6

8.6.1
8.6.2
8.6.3

9.1

9.11
9.1.2
9.2

9.2.1
9.2.2
9.3

9.3.1
9.3.2
9.4

9.4.1
9.4.2
9.5

951
9.5.2
9.5.3
9.6

9.6.1
9.6.2
9.6.3
9.7

9.7.1
9.7.2
9.7.3

9.8

9.8.1
9.8.2
9.8.3

10
10.1
10.2
10.3
10.3.1
10.3.2
10.4
10.4.1
10.4.2

(0] o] 1101 ALY U UUT TSP 20
APE_DES.1 Protection Profile, TOE description, Evaluation requirements.............ccccceccvvvveennnn. 21
Security envViroNmMeNnt (APE_ENV) .. ...ttt e e e e s a e e e e e e e s e e nanrrareeaee s 21
(0] o)1= 4 V2= USSR 21

ODOTOT A B OWWOWORNNNPRPPRPPOOOOOOOOOOK

6

7

7
APPIICALION NOTES ... ettt e e oot ettt et e e e e e e et bbbe e et e e e e e s nbabeeeeeaeeaabnbeneeaaeeesaannnreees 37
ASE_TSS.1 Security Target, TOE summary specification, Evaluation requirements ................. 38
EValuation aSSUFANCE IEVEIS .....ciiiiiiiie ettt e et e e e s ssbe e e e e snbaee s sntaeeeeans 39
Evaluation assurance [eVel (EAL) OVEIVIEBW ......cccuuiiiiiiie et e et e e an e e e e e e e enne s 39
Evaluation assurance [eVel detailS .........uuuiiiiiiiii i 40
Evaluation assurance level 1 (EAL1L) - functionally teSted ........cceveiiiiiiiiiiiii e 40
(@ a1 Toa 11V PP PP PPTP PP 40
ASSUIANCE COMPONEINTS L.eiiiiiiiiiitiiei ittt e e et e e e e e s e e e e e e e e s s e et e e e e e s sanrnrr e e e e e sasrnrne s 41
Evaluation assurance level 2 (EAL2) - structurally tested .........cccceiiiiiiiiiiiiiiie e 41
(O o] T=Toa 1YL= TP PP PPOTPRPR 41
ASSUIANCE COMPONEINTS ..iiiiiiiitiii ettt e e e e et e et e s e e et ee e be s s e e e e eettsa it e e et eeessbateeeeeeeestanaanseeeeeeeenrnnns 41

© ISO/IEC 2005 - All rights reserved


https://standardsiso.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

10.5 Evaluation assurance level 3 (EAL3) - methodically tested and checked.............cccooviiiiiiinnnnn. 42
O T8 R © ] o] 1= €Y= SRR 42
10.5.2 ASSUIANCE COMPONENES . iiitutiiiie e i ittt e e ettt e et e e e e e e e e e e e et b r st e e et ee bbb s e e e e e e e tabnreeseeeaeeeestaan s 42
10.6  Evaluation assurance level 4 (EAL4) - methodically designed, tested, and reviewed................. 43
O @ o =T ox V2= PR PPSR 43
10.6.2 ASSUIANCE COMPONENTS ...ttt ittt e e e e e r e e e e e s e e e et e e e e s e e bbbt et et e e e s e ss s be e et et e e snnrnnneeeeeeeeas 43
10.7  Evaluation assurance level 5 (EALS5) - semiformally designed and tested ...........ccccccevviiieeennnnen. 44
O R @ o =T o LAY SO O OO PO PP PT R PPPPPP 44
10.7.2 ASSUIANCE COMPONENTS .....iiiitiiiieie ittt e e r e e e e s e e et e e e s e s b s ettt e e e s e s s b e et e eeesnnrnreeereee e s 44
10.8 Evaluation assurance level 6 (EAL6) - semiformally verified design and tested.......................... 45
T0.8.1 ODJECTIVES ..eeeiiiiiiiiiiiietee ettt ettt et e e e s e sttt e e e e e e s e sannbeaeeeaeeesesnnbsseeeaeesssssnnneeeesesssnnglandbeceaenans 45
10.8.2 ASSUIANCE COMPONENTS ..uuuiuiiuiiiritiiiiiiitiiititeeititieee e ee e Y o 45
10.9 Evaluation assurance level 7 (EAL7) - formally verified design and tested............ca% . 46
T0.9.1  ODBJECHIVES eviiiieiiiiciiiiieee e cs e s s e e e e e e s e st reereeeeessssnsnnaeeeeeessssnnnsnseneseessessnss Jometsnsnnnsnnahereeenens 46
10.9.2 ASSUIaNCe COMPONENTS . .uuuuiuiuieruininininrnrnrnennnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnssnsnssasessssnssdadigenssnsesnsssnnsshonsnnnnns 46
11 Assurance classes, families, and COMPONENTS......coocviiiiiiiieiiiiiee i e 47
12 Class ACM: Configuration management..........cueeeiiiiieieiiiieee e e e seeeeeesenneeessen e s 47
2.1 CM automation (ACM_AUT)...eii et it e 48
U2.1.1 ODJECHIVES .ooeiiiiiiie ittt e et e e snre e e s snree e s s AR Var e e e e s snnneeesnbeeeessnnneeessnnahessnnns 48
12.1.2 Component 1eVelliNg ......oooiiiiiiiiie b s e 48
12.1.3 APPLICALION NOLES ...eviiiiiieiiiiiiieeee et N et e e e e e e s s senbae e e e e s e snnnedheeaa e 48
12.1.4 ACM_AUT.1 Partial CM autOmMatioN ......cciieeiiiiiiiiiiiecee e fia e e e e e e s svinteee e e e e e e s esnnnrneeeeeeeessennndheraaeses 48
12.1.5 ACM_AUT.2 Complete CM automation .........ccccveeeeeeeeciloinmmnnnneeeiiiiiieeee e e e sssineeeeee e s s esnnnna b e sa e s 49
1B2.2  CM capabilitieS (ACM _CAP) ..o mig e et ee e e e e e s s santaneeesaeessnnnnnnnnneeeeessennnaheraeenns 50
2 R © ] o] 1= €Y= SR URSRRR BTSRRI 50
12.2.2 Component [@VEIIING ..oooveeiiiiiiee e i ettt e st e e s sebeeennne e e e e e e 51
U2.2.3 APPHCALION NOTES ...eiiiiiiiiiiieiiiie e Sttt e e st e e e s snbe e e e s snbneesnnneeeeennnah e e snnns 51
12.2.4 ACM_CAP.LVersion NUMDBETS ..o 3N ettt e e e 51
12.2.5 ACM_CAP.2 Configuration IteMS ... ... oot inrneee e e e e e b ee e 52
12.2.6 ACM_CAP.3 Authorisation CONTIOIS .. (2, e i e ha s 53
12.2.7 ACM_CAP.4 Generation support and acceptance proCcedures .......cccccceevvnniiiiieeeneeeeennescisveenenn 54
12.2.8 ACM_CAP.5 Advanced SUPPOIT sl e iiiiiiiiieee e st e e e e e s s snrrnn e e e e e e s s ssnnnnnnereeeeesssnsnnabereaeens 56
12.3  CM SCOPE (ACM _SCP).ci e et e e e e e e e e e s s snnannee e e e e snnnrnaaheraaeees 59
2 T R O o] 1= €Y= SR UREPRR SUTRERR 59
12.3.2 Component [8VEIIING ....... bl 59
U2.3.3 APPHCALION NOTES ..ot ettt et e e e s sabe e e e s ssbne e e s snbneesnnneeeesnnnahessninns 59
12.3.4 ACM_SCP.1 TOE CIMEOVEIAGE .....ccuuvreeiiiieeeiaiiiiriieeeeeessssirnnseeeeeessssnnnneeeeesesssssnnnnneeeessssnnssndhereesnnns 59
12.3.5 ACM_SCP.2 Prohtem tracking CM COVEIAgE ........uuiiiiiiiieiiiiiieeiiiee et e et e s b 60
12.3.6 ACM_SCP.3 Development t00IS CM COVEIAGE ....cccovvviieeiiiiieeeiiiieeesriiineeesiieeessniieeeessnneeessnsdheessnnens 60
13 Class ADQO:DelVEry and OPeration .........ccueeieiiuriieiiiiiiie it e e 61
U3.1  DeliVEryAADO_DEL) ...cciiiiiiieiiie ettt n e nnneesnesnnne e e e 61
T O R O ] 1= .V SR URSPRRN SUSRERR 61
13.1.2 ComPONeNnt IEVEIIING ..oooeeieieiiiie ettt e e s snreeennnee e e s e e e s 62
U3.1.3 APPHCALION NOTES ...eeiiiiiiiiie ettt st e e st e e e s sibne e s s snbeeesnnneeeesnnndheseninns 62
13.1.4- ADO_DEL.1 Delivery ProCeUUIES.....cccuiiii ittt ettt sibee e snne e e e 62
3.5 "ADO_DEL.2 Detection of ModifiCation ...........cooviiiiiiiiiiiiiiieieee e 62
1316 ADO DEL.3 Prevention of ModifiCation ................uuuuuiiiiiiiiiiiiiiiiiiiieseeeseeseeeeeeeeee e pesnnnn 63
13.2 Installation, generation and start-up (ADO_IGS) ... 64
R R O] o ][ =14 A Y= ST PP TP 64
R 2 oY g ] o Lo g T=T 0 d L=N =Y 1T o RSP 64
RS T2C T AN o o] [Ttz Lo I ¢ o ] £== PR 64
13.2.4 ADO_IGS.1 Installation, generation, and start-up ProCeAUrES .........euvvieeeiiiiiiiiiiieiee e seeireee e 64
13.2.5 ADO_IGS.2 GENEIALION 100 1uttiiieiiiiiiiei ittt ettt e ettt e e e stb b e e e et e e e e abbe e e nbbe e e e e nnneas 65
14 Class ADV: DEVEIOPIMENT.......iiiiiiiie ettt ettt e e s e bt e e st e e s e bb e e enbbe e e e e neeas 66
141 Functional Specification (ADV_FSP) ...ttt et s 70
I I R O o =T o LAY S O OO PP PP PT PRSP 70
14.1.2 COMPONENTIEVEITING oot e et e s ek e b e e e e e e e e 70
I e AN o o [ o= U Lo o I ¢ o ] £= PR 70

© ISO/IEC 2005 - All rights reserved \


https://standardsiso.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

14.1.4
14.1.5
14.1.6
14.1.7
14.2

14.2.1
14.2.2
14.2.3
14.2.4
14.2.5
14.2.6
14.2.7
14.2.8
14.3

14.3.1
14.3.2
14.3.3
14.3.4
14.3.5
14.3.6
14.4

1441
14.4.2
14.4.3
14.4.4
14.4.5
14.4.6
14.5

1451
14.5.2
14.5.3
145.4
1455
145.6
14.6

14.6.1
14.6.2
14.6.3
14.6.4
14.6.5
14.6.6
14.7

14.7.1
14.7.2
14.7.3
14.7.4
14.7.5
14.7.6

15
151
15.1.1
15.1.2
15.1.3
151.4
15.2
15.2.1
15.2.2
15.2.3
15.2.4

Y

ADV_FSP.1 Informal functional SpeCifiCation ... 71
ADV_FSP.2 Fully defined external iNterfaCes ......ccciei it 71
ADV_FSP.3 Semiformal functional SpecifiCation ...........ccccvveviie i 72
ADV_FSP.4 Formal functional SPeCIfiCAtION .......uuiiiiiii i 73
High-level deSign (ADV_HLD) ...ttt e et e e ettt e e e s bt ee s snbaeeeeans 74
(@ o103 1YL= PP 74
COMPONENT TEVEITING ..ttt s bt e e e bt et e e e e eebee e e e neee 74
APPIICALION NMOTES ...ttt e e e e st e e e e st b e e e e st b e e e e sbeeeeesabreeeeabnneeeans 74
ADV_HLD.1 Descriptive high-l1evel deSign ........cueiiiiiiiiie e 75
ADV_HLD.2 Security enforcing high-level deSign...........ccuuiiiiiiiiiiiiiiiiiiieeeeeee e 76
ADV_HLD.3 Semiformal high-level desSign........ ..o 7
ADV_HLD.4 Semiformal high-level explanation ..........cccociii i 00 7B
ADV_HLD.5 Formal high-1eVel deSIigN ......ccooiiiiiiiiiiiiicc e e N 70
Implementation representation (ADV _IMP)......oooiiiiiiiie e sinieeee e e e e ssnnveeee e e e den e 81l
) oY =03 1AV S SR 8L
COMPONENT IEVEIIING .eiviiiiiiiee e e e e e s e e e e e e e s s nnsnnrnereeeeeesfasbadeeeeeeennnnnnnns 8L
APPIICALION NOTES ...t e e e sbne e e s sbre e et S et e e e sbbeee e 81l
ADV_IMP.1 Subset of the implementation of the TSF..........cco oo N 81
ADV_IMP.2 Implementation of the TSF ..o e 8p
ADV_IMP.3 Structured implementation of the TSF ... e AN e, 83
TSF internals (ADV _INT) .t e e e s sh e e e e et e e eeeeeeas 84
()] o] [=To] ANV PR et PR UUTTT ORI 84
o] g ol oo Y =T oL A 1= V2= 1L o Yo SRR 84
o o1 Lo 4 o o T 0 ) =TSSR 84
Y DA LN I 1Y o Yo LU = . G0 8b
ADV_INT.2 Reduction of COMPIEXITY .....eeiiiiiiiiiiiiiiieiiiee e ottt 8b
ADV_INT.3 Minimisation Of COMPIEXITY ...ocueiiiiiiie i g 5t 87
Low-level deSign (ADV_LLD) ...t iy ettt ettt e st e e e st e e e e snbaee s sabneeeean 89
(0 o [=To] ALY T ¥ oo U RTT TSP 8P
ComMPONENT IEVEIIING .oeiiiiiiee e ettt e e e e e e e e e s e ee e e e s 8P
APPHICALION NOTES ..ot (T ettt e e e e e oottt e e e e e e s bbb e e e e e e e aabbbe e e e e e e e e e annnneees 89
ADV_LLD.1 Descriptive IoW-1eVel deSigN ..ol e e e srare e 89
ADV_LLD.2 Semiformal [ow-level deSignil. ... e e e sraree e 9L
ADV_LLD.3 FOormal [oW-1€VEl deSIgN tlouuriiiiiieiiiiiiiieiie et e e e e e s nreeeae s P
Representation correspondence (ADYV_RCR)......uuuiiiiiiiiie ittt 9B
DDJECTIVES .o N et B
COMPONENT TEVEITING .eeeiiiiii e B ettt et e e sk bt e e s sab e e e e e sabee e saba e e e e anbneeeeaa B
AAPPIICALION NOTES ... T ettt e oottt e e e e e e s bt be e et e e e e e s e ababe e e e e e e aanbnbbeeeaaeeesannnbeees B
ADV_RCR.1 Informal correspondence demonStration ............ueeiiiaiiiiiiiiiiiiiee e M
ADV_RCR.2 Semiformal correspondence demonStratioN..........ouioiiiiiiiiieiae e o
ADV_RCR.3 Formalcorrespondence demonStration .........ccceeeeeiiiiiiiieiiee et e e snene e 9%b
$ecurity policy MOAEING (ADV_SPM) ...ooii it e e e e e e e e e e sebarae e e s 9%b
(0 &L= A Y= S 9%6
COMPONENTTBVEITING ..eeiiiiiiiii ettt ettt e e st e e s st be s sabae e e s snbaeeeeaa 9%6
o] o] ITox=TaTc o N o Lol (=T PP PP PP PR 9%6
ADV_SPM1 Informal TOE security policy MOdel.........cooiiiiiiiii e 96
ADV, SPM.2 Semiformal TOE security poliCy MOTEl .......ccuuiiiiiiiiiiiiiiiiie e 97
ADVY "SPM.3 Formal TOE security policy MOl ........coooiiiiiiiiiii e 9B
Class AGD: GUIANCE QOCUMENTS .......uiiiiiiiiiieiitiet ettt e et e s s e e e e nbe e e e s annreeennnes 99
Administrator guidance (AGD_ADM).....uucii it e e e e e e e e e et rr e e e e e e e e b e ae e 99
(0] o[- €Y= SR 99
(OtoY ] oXo T aT=T L L=NY 71 | 11 oo [ USSR 99
PN o] o] [Tox=1aTo] o I o Lo ] (= PP PSPPI 99
AGD_ADM.1 AdMINiStrator QUIGANCE .....cciiiiiiiiiiiiiie ettt ettt sttt e e sbre e e e nabeeen 100
User guIidanCe (AGD_USR) ....ooiiiiiii ittt ettt e e s b e e s et e e s e be e e e e neee 101
101 Toa 1YL= TP PO PP PO P PPP TP 101
COMPONENT TEVEITING ... e et e e e e b e e e eb e e e e e anbe e e e e e 101
PN o] o] [ oF= 11T ] W o] =2 TP U PP PP PP 101
AGD _USR.1 USEI QUIAANCE ....uiiiiiiiiiei ittt e e ettt e e e e e e sttt e e e e e e e e e st et e e e e e e e e s snnanbeeeeesennnrnees 101

© ISO/IEC 2005 - All rights reserved


https://standardsiso.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

16 Class ALC: Life CYCIE SUPPOIT ...ttt e e e e et e e e e e e e e e aneeaaaee s 102
16.1 Development SECUNTY (ALC _DVS) ..ttt e e e e e e e e s et tre e e e e e e e e s e saanraaaeeeeean 102
T O R © ] o ] 1= €Y= SRR 102
G 2 1o ] o Lol g =T 0 dl L=N =1 1 T s o PR 102
LGP0 RS B Y oY o] T o=\ A o] o I g Lo (== S PP RPPTPRP 103
16.1.4 ALC_DVS.1 Identification of SECUIItY MEASUIES ......cuuiiiiiiiiiie ittt 103
16.1.5 ALC_DVS.2 Sufficiency Of SECUTtY MEASUIES .....ccoiiiiiiiiiiiiie ettt 103
16.2  Flaw remediation (ALC_FLRY) ..ottt ettt e e st e e e s s e e e saneeeeeanes 104
L16.2. 1 ODJECTIVES oeiiiiiiiiiitii ettt ettt e e bttt e e ek et e e e o bbbt e e o ek b et e e e ek be e e e e eabe e e e e aa b b e e e e be e e e e e bne e e e enrreeenan 104
16.2.2 COMPONENTIEVEIIING oottt e st eeesbeeeaeaaes 104
16.2.3 APPLICALION NOTES ..ottt e et ee e e e e e s snbnneeeaeeesesnnnnnnneeeessnnngfnncheneees 104
16.2.4 ALC_FLR.1Basic flaw remediation ..........c.cocccuiiiiiieeei i e cesiiineee e e e essinenee e e sndee N b e 105
16.2.5 ALC _FLR.2 Flaw reporting ProCedUIES........ccccvviiiieeeeeiiciiiieieee e e e sesininneeeee e e s e snnnnnee s d e e b 105
16.2.6 ALC_FLR.3 Systematic flaw remediation.........ccccccvveeiiiiiiiiiiiiecee e Dot e e 107
16.3 Life cycle definition (ALC _LCD)...cccuviiiiieei i iiiiiieeeee e e s ceitieees e e e e e s sssnnnnnnensae e e seseedeiennneeesnennnneshaneees 108
LUB.3.1 ODJECHIVES oeiiiieiiiiciieie e et e e e e s s e e e e e s e s st reeeeeeesessnnnnnneeeeeeessnssnsnnseeesdusbadeeeeeeesessnnnnnnnahereenns 108
16.3.2 CompPOoNeNnt IEVEIIING ..ocouviiiiiiiiieee et ST et sbeee e ab e 109
1U6.3.3 APPHCALION NOTES ...ttt e e e pimeees Seatneeeesbneessnneeessnnabeeenns 109
16.3.4 ALC_LCD.1 Developer defined life-cycle model .........ccoovvieeinnice bl 109
16.3.5 ALC_LCD.2 Standardised life-cycle model.........cccccoonniieen AN e e 110
16.3.6 ALC_LCD.3 Measurable life-cycle model.........ccccccornii bl e 111
16.4 Tools and technNiques (ALC_TAT) i N s eee e e e e 112
TB.4.1 ODJECHIVES oeviiee i ittt e et e e e e e e s st aaeeeaae e s s s e e eeeeeeessnntntneeeeeesssnnseneeaaeesssnsnsnnahereenes 112
16.4.2 Component IEVEIIING ..ooceei i et e e e s e re e e e e e s snnnnnrne e e s snnnnnneahaaeeees 112
R SC TN o o] [Tz U Lo o I o Yo ] = G RS SSSURSRRR EESR 112
16.4.4 ALC_TAT.1 Well-defined development t0O0IS.......... 3 i 112
16.4.5 ALC_TAT.2 Compliance with implementation standards .........c.ccccovvieeriiiiieenniieeeenieee b 113
16.4.6 ALC_TAT.3 Compliance with implementation standards - all parts .........ccccoevvveeeiniiin e 114
17 Class ATE: TESES ..uiiiiiiiiiieiiiieee e A ettt s e e sneessnnnee s 114
7.1 Coverage (ATE_COV) ..o ettt e e e e e e s nnnneee e e e ennnnee b eae e s 115
U7.1.1 ODJECHIVES eeiiieiiiiiiiieieee e N ettt ettt e ettt e e e e e s st e be e e e e e e e s snbeeeeaeeeessnnnnnedheneees 115
i A oY ] o Lol g =T 0N dl L=N =T 1 T o USSR BESRR 115
17.1.3 ATE_COV.1 EVIAENCE Of COVEIAGE wuuuiiiieeiiiiiiiiiiieiie e e e e sriitieer e e e e s e s ssineteeeeeae e s s ssnnnnrnneeeeeessssnnnneahaeanns 115
17.1.4 ATE_COV.2 ANAlYSIS OF COVBIAGE .uuurriiriieiiiiiiiiiiiiee e e ettt e e e e e s st ee e e e e e s ssnnnnnneeaaeeeesssnnneahaeeenn 116
17.1.5 ATE_COV.3 Rigorous analysis Of COVErage .....ccveiiiiiiiiiiiiie it e 117
U7.2  DEPIN (ATE _DPT )it iteis ittt ettt ettt e st e et e e stee e sbe e e smteesteeesnteeesseeesnsessnsennsneesnneedhoneenns 118
U7.2. 1 ODJECTIVES oo i ettt ettt ettt e e e sttt e e e st bt e e e st b et e e e abbe e e e s asbeeeeesabaeeessnbneeesnbneeessnnneessnnabeeennns 118
17.2.2 Component IeVEILAG L. . oo e e e e et e e e e e e e s s nnnnneeeessnnnneeeahaeeees 118
U7.2.3 APPLICALION NOTES ettt e e e e e s b e e e e e e e e e e ssnbnneeaeeessnnnnnneahenaans 118
U7.2.4 ATE_DPT.1 Testing: high-level deSign........ccccoiiiiiiiiiiiiiiiiee e e b 118
17.2.5 ATE_DPT.2.Te5ting: [oW-1eVEl deSIigN ...ccccooiiiiieiie e e 119
17.2.6 ATE_DPT.3'Testing: implementation representation .......ccccccccevvcciviviieeee e sssciineeeee e e e 120
17.3  FunctioNal teStS (ATE _FUN) ..ueiiii it e e e s sttt e e e e s e s snrare e e e e e e s e snnnnnnneeeeesssnnnneahanenas 121
U7.3. 1 ODJECLIVES ..ooiiiiiiiiiitiiie ettt e e e sttt e e e st bt e e s abbe e e e s stbeeeeesabaeeessnbeeeesnbneeessnneeessnnaberenan 121
U7.3.2 COMPONENT IEVEIIING oottt et e e sab e e e s sbeeesebneeessnabeeeanes 121
U7.3. 3 APPHCALION NOTES ...ttt e ettt e e e sba e e e s sbneeessbbeessnnneeessnnabeeenes 121
17.374 SATE_FUN.L FUNCLIONAl tESTING cooiiiieiiiiiiee et e e e e ee e e e e e e sneeedhaee e 122
U7:35 ATE_FUN.2 Ordered functional teSTING .........cecoiiiiiiiiiiiiic et neeee e 122
17.4  Independent teStiNg (ATE_IND) ...ttt e e e e e e e s e e e e e e e e e e annbeeeaaeaeas 124
A R © ] o] 1= €Y= USRI 124
Ao A oY ] o Lol g =T 0 al L=N =Y 1 T o PRSP 124
A c T AN o o] [Ttz Lo I o o ] £== PR 124
17.4.4 ATE_IND.1 Independent testing - CONFOIrMANCE .......cuiiiiiiiiiiie e 125
17.4.5 ATE_IND.2 Independent teSting - SAMPIE .....iii i 125
17.4.6 ATE_IND.3 Independent teSting - COMPIELE.....oouiiiiiiiiiie e 126
18 Class AVA: Vulnerability aSSESSMENT........coiiiiiiiieiiie e 127
18.1  Covert channel analysiS (AVA_CCA) ... ettt et e st e e e snreeeeaaes 128
S 0 0 R @ =T o Y= ST PO PP PP UPTPPPPPPPPPIN 128
S oY ] ool g =T o dl L=AV =Y T Lo PR 128

© ISO/IEC 2005 - All rights reserved Vii


https://standardsiso.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

R 20 G I AN o o] [T oF= 1410 ] g I g Lo (=2 SO TOPUPPPPPRRT 128
18.1.4 AVA_CCA.1 Covert channel @nalySiS .......ccciiiiiiiii e e e e bre e e e e e e anns 128
18.1.5 AVA_CCA.2 Systematic covert channel analySiS.......ccccccceiiiiiiiiiiiiie e 130
18.1.6 AVA_CCA.3 Exhaustive covert channel analysSiS.......ccocccieiiiiiiiiiiiiccc e 130
18.2  MiISUSE (AVA _IMSU) ..ttt ettt ettt e e e bt e e e b bt e e e ebbe e e e e s be e e e e anbe e e e nnbeeeeeneee 132
RS T A @ 1= To3 Y= PR EPT PR 132
18.2.2 COMPONENT IEVEIIING ..ttt e e b e e e sb e e e et e e e e neee 132
18.2.3 APPHCALION NOTES ...eiiiiiiiiie ettt e bt e e e b bt e e e ek b et e e e aa b et e e e anbe e e e aabe e e e e anbreeeeannee 132
18.2.4 AVA_MSU.1 Examination Of QUITANCE .......ccoiiiiiiiiiiiiii ettt 133
18.2.5 AVA_MSU.2 Validation Of @NaAlYSIS .......ccoiiiiiiiiiiiiieiiiee e 134
18.2.6 AVA_MSU.3 Analysis and testing fOr iNSECUIe STAteS ........cccuuiiiiiiiiee e 1
18.3  $trength of TOE security functions (AVA_SOF)......ccoiiiiiii e dn I
RS20 T80 R (0 o =Y o 4P PURRSRRI - | 1
18.3.2 CompPoneNnt IEVEIIING ..oooieeiieiii e e e e e e e e e s st ree e e e e e e e s snnnnsneeeeeensenee i Joneaennns 13
RS RCTRC I Y o] o] [T ox= 1110 I g Lo =SSO X SRR 1
18.3.4 AVA_SOF.1 Strength of TOE security function evaluation .........cccccceevviiiiiiiieeiee e b 1
18.4 ulnerability analysis (AVA_VLA) ...t S e 13
L18.4. 1 DDJECTIVES .ttt ettt a e h e e e e e e e s ettt e St e e e b e e e 1
18.4.2 Component [@VEIIING ...c.oeeiiiiiiiei ey Sttt 13
18.4.3 APPHCALION NOLES ...ciiiiiiiiiieiie ettt e e e e e eee e N ettt e e e st e eeeeaeeeaaas 1
18.4.4 AVA_VLA.1 Developer vulnerability analysis .........cccoveeeeieeiiiiniiii bl 13
18.4.5 AVA_VLA.2 Independent vulnerability analysis ..o N 1
18.4.6 AVA_VLA.3 Moderately reSiStant.......ccccii i i e e e e e s nenbre e e e e e e s e nnnnanaeeeeeeanns 1
18.4.7 AVA_VLA.A Highly reSistant.......ccccviiiiiiiiiiiiiiiieee s ccsiiiiiieese e o fenee e e s s ssare e e e e e s s s snaee e e e e e e e e 1
Annex A (informative) Cross reference of assurance component dependencies........cccooccvveeviiierennnn 1
Annex B (informative) Cross reference of EALS and assuranCe:\CompONENtS ........ccccveeviireeerniieeeesnenen. 1
viii © ISO/IEC 2005 - All rights reserved


https://standardsiso.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

established by the respective organization to deal with particular fields of technical activity. 1ISO

he main task of the joint technical committee is to prepare International Stantlards. Draft Intg
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publi
an International Standard requires approval by at least 75 % of the national bodies casting a vote.
rights. ISO and IEC shall not be held responsible for identifying any or all’such patent rights.

SO/IEC 15408-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information teg

riteria Project Sponsoring Organisations as Common Criteria for Information Technology Security E

This second edition cancels and replaces the first edition (ISO/IEC 15408-3:1999), which has been tg
revised.

SO/IEC 15408 consists of the following partsiZzunder the general title Information technology —
teéchniqgues — Evaluation criteria for IT security:

—+ Part 1: Introduction and general model

- Part 2: Security functional requirements

— Part 3: Security assurance requirements

Legal notice

ne governmental organizations listed below contributed to the development of this version of the (

fiteria-for Information Technology Security Evaluations, version 2.3 Parts 1 through 3 (called CC 2

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part P.

and IEC

technical commitiees collaborate i fields of mutual interest. er international organizations, govgrnmental
nd non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field af\information

rnational

Cation as

Attention is drawn to the possibility that some of the elements of this document may be the subject pf patent

hnology,

ubcommittee SC 27, IT security techniques. The identical text©f)ISO/IEC 15408 is published by the Common

valuation.

chnically

Security

Common
Common
3), they

T
Criteria fot\nformation Technology Security Evaluations. As the joint holders of the copyright in the ¢
C
h

breby grant non-exclusive license to ISO/IEC to use CC 2.3 in the continued development/mainte

ance of

the'1SO/IEC 15408 international standard. However, these governmental organizations retain the right to use,

copy, distribute, translate or modify CC 2.3 as they see fit.

Australia/New Zealand: The Defence Signals Directorate and the Government Communication
Security Bureau respectively;

Canada: Communications Security Establishment;
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France:
Germany:
Japan:
Netherlands:

Spain:

Direction Centrale de la Sécurité des Systémes d'Information;
Bundesamt fiir Sicherheit in der Informationstechnik;
Information Technology Promotion Agency;

Netherlands National Communications Security Agency;

Ministerio de Administraciones Publicas and Centro Criptologico Nacional;

United Kjngdom:

United States:

Communications-Electronic Security Group;

The National Security Agency and the National Institute of Standards and
Technology.
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Introduction

Security assurance components, as defined in this part of ISO/IEC 15408, are the basis for the security
assurance requirements expressed in a Protection Profile (PP) or a Security Target (ST).

These requirements establish a standard way of expressing the assurance requirements for TOEs. This part
E [SO/TEC 15408 catalogues the sef of assurance components, families and classes. Thig part of
t

I$O/IEC 15408 also defines evaluation criteria for PPs and STs and presents evaluation assurance levels-that define
e predefined ISO/IEC 15408 scale for rating assurance for TOEs, which is called the Evaluation Agsurance
Levels (EALS).

Tlhe audience for this part of ISO/IEC 15408 includes consumers, developers, and gevaluators of decure IT
gystems and products. ISO/IEC 15408-1 Clause 5 provides additional information # the target audlience of
IFO/IEC 15408, and on the use of ISO/IEC 15408 by the groups that comprise the target audience. These
groups may use this part of ISO/IEC 15408 as follows:

a) Consumers, who use this part of ISO/IEC 15408 when selecting (cOmponents to express apsurance
requirements to satisfy the security objectives expressed in a PR0r ST, determining required |levels of
security assurance of the TOE. ISO/IEC 15408-1 Subclause 5.3.provides more detailed informpation on
the relationship between security objectives and security requirements.

) Developers, who respond to actual or perceived consumeér security requirements in constructing a TOE,
reference this part of ISO/IEC 15408 when interpreting statements of assurance requirements and
determining assurance approaches of TOEs.

cd) Evaluators, who use the assurance requirements defined in this part of ISO/IEC 15408 as mandatory
statement of evaluation criteria when determining the assurance of TOEs and when evaluating |PPs and
STs.
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Information technology — Security techniques — Evaluation

criteria for IT security —

Part 3:
Security assurance requirements

1 Scope

his part of ISO/IEC 15408 defines the assurance requirements of ISO/IEC 15408. It ingludes the e
ssurance levels (EALS) that define a scale for measuring assurance, the individualtassurance con
om which the assurance levels are composed, and the criteria for evaluation of PRs7and STs.

= Q -

4 Normative references

Tlhe following referenced documents are indispensable for the applieation of this document. F
references, only the edition cited applies. For undated references, ‘the latest edition of the re
document (including any amendments) applies.

SO/IEC 15408-1, Information technology — Security techfiigues — Evaluation criteria for IT se
art 1: Introduction and general model

0 —

[@%)

Terms, definitions, symbols and abbreviated terms

-

or the purposes of this document, the terms, definitions, symbols and abbreviated terms
5O/IEC 15408-1 apply.

4 Overview
4.1 Organisation of this part of ISO/IEC 15408

Clause 5 describes the paradigm used in the security assurance requirements of this part of ISO/IEC

Q

lause 6 describes the\presentation structure of the assurance classes, families, components, and e
assurance levels along/with their relationships. It also characterises the assurance classes and famil
i clauses 12 throtigh 18.

Clauses 7,.8\and 9 provide a brief introduction to the evaluation criteria for PPs and STs, followed by
explanatiens of the families and components that are used for those evaluations.

Clause 10 provides detailed definitions of the EALSs.

valuation
hponents

pr dated
ferenced

Curity —

given in

15408.

valuation
es found

detailed

Clause 11 provides a brief introduction to the assurance classes and is followed by clauses 12 throug
provide detailed definitions of those classes.

Annex A provides a summary of the dependencies between the assurance components.

Annex B provides a cross reference between the EALs and the assurance components.
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5 ISO/IEC 15408 assurance paradigm

The purpose of this clause is to document the philosophy that underpins ISO/IEC 15408 approach to
assurance. An understanding of this clause will permit the reader to understand the rationale behind this part
of ISO/IEC 15408 assurance requirements.

5.1 ISO/IEC 15408 philosophy

ISO/IEC

15408 ph|Iosophy is that the threats to securlty and organisational securlty pollcy comm|tments

should be-cles

purpose.

Furthern
(i.e. inte

subsequ
has beer

52 AS

ISO/IEC

ore, measures should be adopted that reduce the likelihood of vulnerabilities, the ability to‘'exercisg
htionally exploit or unintentionally trigger) a vulnerability, and the extent of the damage’ that could
occur frgm a vulnerability being exercised. Additionally, measures should be adopted that facilitate the

bnt identification of vulnerabilities and the elimination, mitigation, and/or notification that-a vulnerabilit)
exploited or triggered.

surance approach

15408 philosophy is to provide assurance based upon an evaluation {active investigation) of the |

product ¢r system that is to be trusted. Evaluation has been the traditional means of providing assurance and

is the ba

the samp

resulting

ISO/IEC
assurang

5is for prior evaluation criteria documents. In aligning the existing approaches, ISO/IEC 15408 adopt
philosophy. ISO/IEC 15408 proposes measuring the validity. of the documentation and of the
IT product or system by expert evaluators with increasing emphasis on scope, depth, and rigour.

15408 does not exclude, nor does it comment upon, the' relative merits of other means of gaining
e. Research continues with respect to alternative ways of gaining assurance. As mature alternati

approaches emerge from these research activities, they willbe considered for inclusion in ISO/IEC 15408

which is

521 S

It is ass

accident
sensitive
risk due

IT securi
the appli

Steps sh
vulnerab

a) elim
vuln

50 structured as to allow their future introductions

ignificance of vulnerabilities

hlly trigger security vulnerabilities, causing harm to the organisation. Due to the need to proceg
information and the lack of availability of sufficiently trusted products or systems, there is significamt
o failures of IT. It is, therefore, likely that IT security breaches could lead to significant loss.

ly breaches arise through the intentional exploitation or the unintentional triggering of vulnerabilities in
Cation of IT withinbusiness concerns.

ould be taketyto prevent vulnerabilities arising in IT products and systems. To the extent feasiblg,
lities shouldbe:

nated ~ that is, active steps should be taken to expose, and remove or neutralise, all exercisaldle
erabilities;

b) mini

mised — that is, active steps should be taken to reduce, to an acceptable residual level, the potential

impact of any exercise of a vulnerability;

c) mon

itored — that is, active steps should be taken to ensure that any attempt to exercise a residual

vulnerability will be detected so that steps can be taken to limit the damage.
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5.2.2 Cause of vulnerabilities
Vulnerabilities can arise through failures in:

a) requirements — that is, an IT product or system may possess all the functions and features required of it
and still contain vulnerabilities that render it unsuitable or ineffective with respect to security;

b) construction — that is, an IT product or system does not meet its specifications and/or vulnerabilities have
been introduced as a result of poor constructional standards or incorrect design choices;

operation — that is, an IT product or system has been constructed correctly to a correct specificption but
vulnerabilities have been introduced as a result of inadequate controls upon the operation.

.2.3 ISO/IEC 15408 assurance
ssurance is grounds for confidence that an IT product or system meets its security, ebjectives. Agsurance
n be derived from reference to sources such as unsubstantiated assertions, prioprelevant experjence, or
ecific experience. However, ISO/IEC 15408 provides assurance through- active investigatiofn. Active
imvestigation is an evaluation of the IT product or system in order to determing/jts-Security properties.

5.2.4 Assurance through evaluation

m

valuation has been the traditional means of gaining assurance, andis the basis of ISO/IEC 15408 gpproach.
valuation techniques can include, but are not limited to:

m

a) analysis and checking of process(es) and procedure(s);

k) checking that process(es) and procedure(s) are being applied;

¢ analysis of the correspondence between TOE:design representations;
d) analysis of the TOE design representation against the requirements;
€) verification of proofs;

f] analysis of guidance documents;

d) analysis of functional tests developed and the results provided:;

R) independent functional testing;

iy analysis foraulnerabilities (including flaw hypothesis);

i penetration testing.

5.3 ,ISO/IEC 15408 evaluation assurance scale

effort and that the goal is to apply the minimum effort requrred to prowde the necessary Ievel of assurance.
The increasing level of effort is based upon:

a) scope — that s, the effort is greater because a larger portion of the IT product or system is included,;

b) depth — that is, the effort is greater because it is deployed to a finer level of design and implementation
detail;

c) rigour — that is, the effort is greater because it is applied in a more structured, formal manner.

© ISO/IEC 2005 - All rights reserved 3
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6 Security assurance requirements
6.1 Structures

The following subclauses describe the constructs used in representing the assurance classes, families,
components, and EALs along with the relationships among them.

Figure 1 illustrates the assurance requirements defined in this part of ISO/IEC 15408. Note that the most
abstract collection of assurance requirements is referred to as a class. Each class contains assurance families,
which ther-eentair-assturance—coempenents—which—rtarR-containassurance—elements—Classes—ana-families

are used|to provide a taxonomy for classifying assurance requirements, while components are used to spécify
assurange requirements in a PP/ST.

6.1.1 dlass structure
Figure 1|illustrates the assurance class structure.
6.1.1.1 | Class name

Each asgurance class is assigned a unique name. The name indicates the topigS covered by the assurance
class.

A uniquq short form of the assurance class name is also provided. This s the primary means for referencing
the assufance class. The convention adopted is an “A” followed by twodetters related to the class name.

6.1.1.2 | Class introduction

Each assurance class has an introductory subclause that descfibes the composition of the class and contains
supportiye text covering the intent of the class.

6.1.1.3 | Assurance families

Each aspurance class contains at least one assurance family. The structure of the assurance families is
describefl in the following subclause.

4 © ISO/IEC 2005 - All rights reserved
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Common criteria assurance requirements

Assurance class L

Class name
[

Class introduction
[

Assurance family

Family name
Objectives
Component levelling

I

Application notes

I
Assurance componem
[ Component identification
T

Objectives
T

|

| |

| Application notes |
T

| |

Dependencics
1

Assurance element
[
I

Figure 1 - Assurance class/family/component/element hierarchy

g8.1.2 Assurance family structure

-

igure 1 illustrates the assurance family structure.
8.1.2.1 Family'name
Hvery assurance family is assigned a unique name. The name provides descriptive information gbout the

ppics covered by the assurance family. Each assurance family is placed within the assurance dass that
ontaifis-other families with the same intent.

o =

||ninI||n short form of the assurance fnmily name_is also Inrn\/ir‘lnr‘l This is the primnry meansl! used to

reference the assurance family. The convention adopted is that the short form of the class name is used,
followed by an underscore, and then three letters related to the family name.

6.1.2.2 Objectives

The objectives subclause of the assurance family presents the intent of the assurance family.

This subclause describes the objectives, particularly those related to ISO/IEC 15408 assurance paradigm, that

the family is intended to address. The description for the assurance family is kept at a general level. Any
specific details required for objectives are incorporated in the particular assurance component.

© ISO/IEC 2005 - All rights reserved 5
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6.1.2.3 Component levelling

Each assurance family contains one or more assurance components. This subclause of the assurance family
describes the components available and explains the distinctions between them. Its main purpose is to
differentiate between the assurance components once it has been determined that the assurance family is a
necessary or useful part of the assurance requirements for a PP/ST.

Assurance families containing more than one component are levelled and rationale is provided as to how the
components are levelled. This rationale is in terms of scope, depth, and/or rigour.

6.1.2.4 | Application notes

The application notes subclause of the assurance family, if present, contains additional information)fer th
assurange family. This information should be of particular interest to users of the assurance family, (e.g. P
and ST [authors, designers of TOEs, evaluators). The presentation is informal and covers,fgr exampl¢
warningq about limitations of use and areas where specific attention may be required.

U o

6.1.2.5 | Assurance components

Each asgurance family has at least one assurance component. The structure of the\assurance components is
provided|in the following subclause.

6.1.3 Assurance component structure

Figure 2lillustrates the assurance component structure.

Assurance | .
component | || Component
identification

Objectives

Application
notes

Dependencies

Assurance
elements

Figure 2 - Assurance component structure

=

The relationship between components within a family is highlighted using a bolding convention. Those parts (
the requjrements-that are new, enhanced or modified beyond the requirements of the previous component
within a lpierarchy are bolded.

6.1.3.1 —Componentidentification

The component identification subclause provides descriptive information necessary to identify, categorise,
register, and reference a component.

Every assurance component is assigned a unique name. The name provides descriptive information about the
topics covered by the assurance component. Each assurance component is placed within the assurance
family that shares its security objective.

A unique short form of the assurance component name is also provided. This is the primary means used to
reference the assurance component. The convention used is that the short form of the family name is used,
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followed by a period, and then a numeric character. The numeric characters for the components within each
family are assigned sequentially, starting from 1.

6.1.3.2 Objectives
The objectives subclause of the assurance component, if present, contains specific objectives for the
particular assurance component. For those assurance components that have this subclause, it presents the

specific intent of the component and a more detailed explanation of the objectives.

6.1.3.3  Application notes

ihe application notes subclause of an assurance component, if present, contains additional ihferpation to
facilitate the use of the component.

8.1.3.4 Dependencies

Dependencies among assurance components arise when a component is not self-sufficient, and relies upon
the presence of another component.

Hach assurance component provides a complete list of dependencies to other assurance components. Some
omponents may list “No dependencies”, to indicate that no dependencies have been identifled. The
omponents depended upon may have dependencies on other compenents.

Q0

Tlhe dependency list identifies the minimum set of assurance camponents which are relied upon. Components
which are hierarchical to a component in the dependency list may’'also be used to satisfy the dependgncy.

h specific situations the indicated dependencies mightinot be applicable. The PP/ST author, by providing
htionale for why a given dependency is not applicable,;may elect not to satisfy that dependency.

=

§.1.3.5 Assurance elements

>

set of assurance elements is provided for.each assurance component. An assurance element is g security
bquirement which, if further divided, would-not yield a meaningful evaluation result. It is the smallest security
bquirement recognised in ISO/IEC 15408

[—

Hach assurance element is identified as belonging to one of the three sets of assurance elements:

a) Developer action elements: the activities that shall be performed by the developer. This set of actions is
further qualified by evidential material referenced in the following set of elements. Requirements for
developer actions.are identified by appending the letter “D” to the element number.

b) Content and\ presentation of evidence elements: the evidence required, what the eviderjce shall
demonstrate;vand what information the evidence shall convey, and, when considered appropriatd, specific
characteristics that either the TOE or this assurance must possess. Requirements for content and
presentation of evidence are identified by appending the letter “C” to the element number.

d ‘Evaluator action elements: the activities that shall be performed by the evaluator. This set of actions
explicitly includes confirmation that the requirements prescribed in the content and presertation of
evidence elements have been met. It also includes explicit actions and analysis that shall be performed in
addition to that already performed by the developer. Implicit evaluator actions are also to be performed as
a result of developer action elements which are not covered by content and presentation of evidence
requirements. Requirements for evaluator actions are identified by appending the letter “E” to the element
number.

The developer actions and content and presentation of evidence define the assurance requirements that are
used to represent a developer's responsibilities in demonstrating assurance in the TOE security functions. By
meeting these requirements, the developer can increase confidence that the TOE satisfies the functional and
assurance requirements of a PP or ST.

© ISO/IEC 2005 - All rights reserved 7


https://standardsiso.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

The evaluator actions define the evaluator's responsibilities in the two aspects of evaluation. The first aspect
is validation of the PP/ST, in accordance with the classes APE: Protection Profile evaluation and ASE:
Security Target evaluation in clauses 8 and 9. The second aspect is verification of the TOE's conformance
with its functional and assurance requirements. By demonstrating that the PP/ST is valid and that the
requirements are met by the TOE, the evaluator can provide a basis for confidence that the TOE will meet its
security objectives.

The developer action elements, content and presentation of evidence elements, and explicit evaluator action
elements, identify the evaluator effort that shall be expended in verifying the security claims made in the ST of
the TOE.

6.1.4 Assurance elements

Each elgment represents a requirement to be met. These statements of requirements are intendedrte be cleg
concise, [and unambiguous. Therefore, there are no compound sentences: each separable reglirement
stated ag an individual element.

0 =

The elements have been written using the normal dictionary meaning for the terms used, rather than using
number pf predefined terms as shorthand which results in implicit requirements. Therefore, elements ar
written ag explicit requirements, with no reserved terms.

[CHEY)

6.1.5 HAL structure

Figure 3|illustrates the EALs and associated structure defined in this part of ISO/IEC 15408. Note that while
the figurp shows the contents of the assurance components, it isifntended that this information would b
included|in an EAL by reference to the actual components defined in ISO/IEC 15408.

)
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Part 3 Assurance levels

Evaluation assurance level i

EAL name
|

Objectives
|

Application notes
I

Assurance component gl
(Component identification;
" Objectives
L — % ielcﬂes_ — J
F ATl T
L _ Application notes |

pu— |

r— = — — — 1

L _ Dependencies _ 4

r - — = = = i
a
| Assurance element. = | ~
L — — — — XN - I |
Lo 2
L s 1

|
|

Figure 3 - EAL structure
g.1.5.1 EAL name

Hach EAL is assigned-a-unique name. The name provides descriptive information about the intent of the EAL.
A unique short ferm-of the EAL name is also provided. This is the primary means used to reference the EAL.
8.1.5.2 _Objectives

Tlhe objectives subclause of the EAL presents the intent of the EAL.

1513 Apnnlication notes
Ll

The application notes subclause of the EAL, if present, contains information of particular interest to users of
the EAL (e.g. PP and ST authors, designers of TOEs targeting this EAL, evaluators). The presentation is
informal and covers, for example, warnings about limitations of use and areas where specific attention may be
required.

6.1.5.3.1 Assurance components

A set of assurance components have been chosen for each EAL.
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A higher level of assurance than that provided by a given EAL can be achieved by:
a) including additional assurance components from other assurance families; or

b) replacing an assurance component with a higher level assurance component from the same assurance
family.

6.1.5.4 Relationship between assurances and assurance levels

Figure 4 illustrates the rnl:\finnchip between the assurance rnquirnmnnfe and the assurance levels defined |

ISO/IEC| 15408. While assurance components further decompose into assurance elements, assurang
elementg cannot be individually referenced by assurance levels. Note that the arrow in the figure represents
referencg from an EAL to an assurance component within the class where it is defined.

QDD

Part 3 Assurance requirements Part 3 Assurance levels

Assurance class L

‘ Class name ‘
[

‘ Class introduction ‘
| Evaluation assurancelevel [

Assurance family I
EAdy name
Family name 1

| Objectives

Objectives T

| Application notes

Component levelling |

‘ RNl Assurance COlnpOnCllt e
0 [Component identification;
Application notes > T~ “Objectives_ __ |
[ [ :A&li%ti(inics: ]
Assurance component 1 [: Ecp%c@cizs _
[Component identification} = -3
[ Obiectives | LT | Assurance clement | 5
jectives /// - T n |
[ Applicatighnotcs | -7 LL —————— JJ
uonimotes | <1 b ] | v T T T
\ Depéndencies | I

[
AS§surance element
L [

Figure 4 - Assurance and assurance level association
6.2 Component taxonomy
This part of ISO/IEC 15408 contains classes of families and components that are grouped on the basis of

related assurance. At the start of each class is a diagram that indicates the families in the class and the
components in each family.

Family 1 1 2 3

Figure 5 - Sample class decomposition diagram
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In Figure 5, above, the class as shown contains a single family. The family contains three components that

are linearly hierarchical (i.e. component 2 requires more than component 1, in terms of specific

actions,

specific evidence, or rigour of the actions or evidence). The assurance families in this part of ISO/IEC 15408
are all linearly hierarchical, although linearity is not a mandatory criterion for assurance families that may be

added in the future.

6.3 Protection Profile and Security Target evaluation criteria class structure

The requirements for protection profile and security target evaluation are treated as assurance classes and

otable difference is the absence of a component levelling subclause in the associated family dés
he reason is that each family has only a single component and therefore no levelling has occurred.

—

ables 2, 3, 4 and 5 in clause 7 of this part of ISO/IEC 15408 summarise, for both the APE ‘and ASE
heir constituent families and abbreviations for each. Narrative summaries for the APE families can bg
SO/IEC 15408-1, annex A, whereas narrative summaries for the ASE families can“be found in
5408-1, annex B.

= — =

(@)}

4 Usage of terms in this part of ISO/IEC 15408

he following is a list of terms which are used in a precise way in thiszpart of ISO/IEC 15408. The
erit inclusion in ISO/IEC 15408-1 Clause 2 because they are general English terms and their usage
restricted to the explanations given below, is in conformance with ‘dictionary definitions. Howev

planations of the terms were used as guidance in the developmeént of this part of ISO/IEC 15408 ar
e helpful for general understanding.

n entity is logically ordered and has a discernible>xmeaning. For documentation, this addresses
ctual text and the structure of the document, in terms of whether it is understandable by its target au

etermination of sufficiency needs to be made. The level of rigour required depends on the natu
bject matter. This-term is only applied to evaluator actions.

this term. describes a relationship between two or more entities, indicating that there are no
nifadictions between these entitieAssurance categorisations.

Jow. One
Criptions.

classes,
found in
ISO/IEC

y do not
. though
br, those
d should

both the
lience.

relevant
quired at

bpendent
Fe of the

apparent

6.4.5
counter (verb)

this term is typically used in the context that the impact of a particular threat is mitigated but not necessarily

eradicated.
6.4.6

demonstrate
this term refers to an analysis leading to a conclusion, which is less rigourous than a “proof”.

© ISO/IEC 2005 - All rights reserved
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6.4.7
describe
this term requires that certain, specific details of an entity be provided.

6.4.8

determine

this term requires an independent analysis to be made, with the objective of reaching a particular conclusion.
The usage of this term differs from “confirm” or “verify”, since these other terms imply that an analysis has
already been performed which needs to be reviewed, whereas the usage of “determine” implies a truly
independent analysis, usually in the absence of any previous analysis having been performed.

6.4.9
ensure
this term|, used by itself, implies a strong causal relationship between an action and its consequences. Th
term is typically preceded by the word “helps”, which indicates that the consequence is not fully certain, on th
basis of fhat action alone.

D O

6.4.10
exhaust|ve
this term] is used in ISO/IEC 15408 with respect to conducting an analysis or othefactivity. It is reAssurance
categorigationlated to “systematic” but is considerably stronger, in that it indicates_not only that a methodical
approach has been taken to perform the analysis or activity according to an unambiguous plan, but that the
plan that/was followed is sufficient to ensure that all possible avenues have been exercised.

6.4.11

explain
this term| differs from both “describe” and “demonstrate”. It is intended to answer the question “Why?” withoyt
actually attempting to argue that the course of action that was taken was necessarily optimal.

6.4.12
internally consistent
there arg no apparent contradictions between any aspects of an entity. In terms of documentation, this means
that therg¢ can be no statements within the documentation that can be taken to contradict each other.

6.4.13
justificagion
this term| refers to an analysis leading te a conclusion, but is more rigorous than a demonstration. This ter
requires gignificant rigour in terms of very carefully and thoroughly explaining every step of a logical argument.

6.4.14
mutually supportive

this term| describes a relationship between a group of entities, indicating that the entities possess propertie
which dq not conflict withy and may assist the other entities in performing their tasks. It is not necessary t
determing that every~individual entity in question directly supports other entities in that grouping; rather, it is
more gemeral determination that is made.

DO »m

6.4.15
prove
this refers 10 a formal analysis in it mathematical Sense. It 1S completely figourous in all ways. Typically,
“prove” is used when there is a desire to show correspondence between two TSF representations at a high
level of rigour.

6.4.16

specify

this term is used in the same context as “describe”, but is intended to be more rigourous and precise. It is very
similar to “define”.
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6.4.17

trace (verb)

this term is used to indicate that an informal correspondence is required between two entities with only a
minimal level of rigour.

6.4.18

verify

this term is similar in context to “confirm”, but has more rigourous connotations. This term when used in the
context of evaluator actions indicates that an independent effort is required of the evaluator.

4.5 Assurance categorisation
Tlhe assurance classes, families, and the abbreviation for each family are shown in Table 1.
Assurance Class Assurance Family Abbrevipted
Name
ACM: Configuration management CM automation (ACM_AUT) ACM_AUT
CM capabilities (ACM_CAP) ACM_CAP
CM scope (ACM_SCP) ACM_SCP
ADO: Delivery and operation Delivery (ADO_DEL) ADO_DEL
Installation, generation and staftsup (ADO_IGS) ADO _IGS
ADV: Development Functional specification (ADY ‘FSP) ADV_F$P
High-level design (ADV _HLD) ADV H|D
Implementation representation (ADV_IMP) ADV_IMP
TSF internals (ADV{INT) ADV_INT
Low-level design fADV _LLD) ADV _LID
Representation‘carrespondence (ADV_RCR) ADV_RCR
Security policy’modeling (ADV_SPM) ADV_SPM
AGD: Guidance documents Administrater guidance (AGD_ADM) AGD_ADM
User guidance (AGD USR) AGD_ USR
ALC: Life cycle support Development security (ALC _DVS) ALC DVYS
klaw remediation (ALC_FLR) ALC_FIR
Life cycle definition (ALC_LCD) ALC_LCD
Tools and techniques (ALC_TAT) ALC_TAT
ATE: Tests Coverage (ATE_COV) ATE_COV
Depth (ATE_DPT) ATE DPT
Functional tests (ATE_FUN) ATE FUN
Independent testing (ATE_IND) ATE_IND
AVA: Vulnerability assessment Covert channel analysis (AVA_ CCA) AVA CCA
Misuse (AVA_MSU) AVA_MBU
Strength of TOE security functions (AVA_SOF) AVA SOF
Vulnerability analysis (AVA_VLA) AVA VIA
Table 1 Assurance family breakdown and mapping
g.6 ~Assurance class and family overview

The following summarises the assurance classes and families of clauses 12-18. These classes and family
summaries are presented in the same order as they appear in clauses 12-18.

6.6.1 Class ACM:Configuration management
Configuration management (CM) helps to ensure that the integrity of the TOE is preserved, by requiring
discipline and control in the processes of refinement and modification of the TOE and other related information.

CM prevents unauthorised modifications, additions, or deletions to the TOE, thus providing assurance that the
TOE and documentation used for evaluation are the ones prepared for distribution.
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6.6.1.1 CM automation (ACM_AUT)

Configuration management automation establishes the level of automation used to control the configuration
items.

6.6.1.2 CM capabilities (ACM_CAP)
Configuration management capabilities define the characteristics of the configuration management system.

6.6.1.3 _CM scope (ACM_SCP)

Configurption management scope indicates the TOE items that need to be controlled by the configuratio
managetnent system.

-

6.6.2 dlass ADO:Delivery and operation

Assurang¢e class ADO: Delivery and operation defines requirements for the measures,’ procedures, and
standards concerned with secure delivery, installation, and operational use of the TOE, ensuring that th
security protection offered by the TOE is not compromised during transfer, installation; start-up, and operation].

@D

6.6.2.1 | Delivery (ADO_DEL)

Delivery [covers the procedures used to maintain security during transfer of the TOE to the user, both on initi
delivery fand as part of subsequent modification. It includes special procedures or operations required
demonstfate the authenticity of the delivered TOE. Such proceduresand measures are the basis for ensurin
that the $ecurity protection offered by the TOE is not compromised-during transfer. While compliance with th
delivery fequirements cannot always be determined when a TQE)IS evaluated, it is possible to evaluate th
procedures that a developer has developed to distribute the TQE to users.

6.6.2.2 | Installation, generation and start-up (ADO_IGS)

Installatipn, generation, and start-up requires that.the copy of the TOE is configured and activated by th
administfator to exhibit the same protection properties as the master copy of the TOE. The installatio
generatipn, and start-up procedures provide cconfidence that the administrator will be aware of the TO
configurgtion parameters and how they canaffect the TSF.

6.6.3 (dlass ADV:Development

Assurange class ADV: Development defines requirements for the stepwise refinement of the TSF from th
TOE summary specification..in Jthe ST down to the actual implementation. Each of the resulting TS
representations provide information to help the evaluator determine whether the functional requirements of thie
TOE have been met.

1T (D

6.6.3.1 | Functionakspecification (ADV_FSP)

The fundtionakspecification describes the TSF, and must be a complete and accurate instantiation of the TO
security functional requirements. The functional specification also details the external interface to the TOH.
Users of [the/TOE are expected to interact with the TSF through this interface.

6.6.3.2 High-level design (ADV_HLD)

The high-level design is a top level design specification that refines the TSF functional specification into the
major constituent parts of the TSF. The high level design identifies the basic structure of the TSF and the
major hardware, firmware, and software elements.

6.6.3.3 Implementation representation (ADV_IMP)

The implementation representation is the least abstract representation of the TSF. It captures the detailed
internal workings of the TSF in terms of source code, hardware drawings, etc., as applicable.
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6.6.3.4 TSFinternals (ADV_INT)
The TSF internals requirements specify the requisite internal structuring of the TSF.
6.6.3.5 Low-level design (ADV_LLD)

The low-level design is a detailed design specification that refines the high-level design into a level of detalil
that can be used as a basis for programming and/or hardware construction.

6.6.3.6 Representation correspondence (ADV_RCR)

he representation correspondence is a demonstration of mappings between all adjacent pairs. of pvailable
SF representations, from the TOE summary specification through to the least abstract TSF) reprepentation
that is provided.

.6.3.7  Security policy modeling (ADV_SPM)

ecurity policy models are structured representations of security policies of the TSP, and are used tp provide
imcreased assurance that the functional specification corresponds to the séeurity policies of the TSP, and
Itimately to the TOE security functional requirements. This is achieyed“via correspondence mappings
etween the functional specification, the security policy model, and the security policies that are modglled.

.6.4 Class AGD:Guidance documents

ssurance class AGD: Guidance documents defines requirements directed at the understandability, ¢overage
nd completeness of the operational documentation provided by the developer. This documentatign, which
rovides two categories of information, for users and forsadministrators, is an important factor in the secure
peration of the TOE.

.6.4.1 Administrator guidance (AGD_ADM)

equirements for administrative guidance help ensure that the environmental constraints can be understood
administrators and operators of the TOE. Administrative guidance is the primary means availaljle to the
eveloper for providing the TOE administrators with detailed, accurate information of how to administer the
OE in a secure manner and how to"make effective use of the TSF privileges and protection functiong.

.6.4.2  User guidance (AGD USR)

equirements for user guidance help ensure that users are able to operate the TOE in a secure marner (e.qg.
the usage constraints.assumed by the PP or ST must be clearly explained and illustrated). User gu|dance is
the primary vehicle.available to the developer for providing the TOE users with the necessary backgr¢und and
ecific informatiefizon how to correctly use the TOE's protection functions. User guidance must do two things.
irst, it needs to_explain what the user-visible security functions do and how they are to be used, so that users
re able to_consistently and effectively protect their information. Second, it needs to explain the usef's role in
aintaining the TOE's security.

.6.5\ 'Class ALC:Life cycle support

Assurance class ALC: Life cycle support defines requirements for assurance through the adoption of a well
defined life-cycle model for all the steps of the TOE development, including flaw remediation procedures and
policies, correct use of tools and techniques and the security measures used to protect the development
environment.

6.6.5.1 Development security (ALC_DVS)
Development security covers the physical, procedural, personnel, and other security measures used in the

development environment. It includes physical security of the development location(s) and controls on the
selection and hiring of development staff.
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6.6.5.2 Flaw remediation (ALC_FLR)

Flaw remediation ensures that flaws discovered by the TOE consumers will be tracked and corrected while
the TOE is supported by the developer. While future compliance with the flaw remediation requirements
cannot be determined when a TOE is evaluated, it is possible to evaluate the procedures and policies that a
developer has in place to track and repair flaws, and to distribute the repairs to consumers.

6.6.5.3 Life cycle definition (ALC_LCD)

Life cycle definition establishes that the engineering practices used by a developer to produce the TO
include the considerations and activities identified in the development process and operational suppof
requirements. Confidence in the correspondence between the requirements and the TOE is greater.whe
security fanalysis and the production of evidence are done on a regular basis as an integral part ef th
development process and operational support activities. It is not the intent of this component to dictate an
specific glevelopment process.

—

< DO S

6.6.5.4 | Tools and techniques (ALC_TAT)

Tools and techniques addresses the need to define the development tools being ‘used to analyse and

implemept the TOE. It includes requirements concerning the development_toels and implementation
dependent options of those tools.

6.6.6 (lass APE:Protection Profile evaluation

The goal of a PP evaluation is to demonstrate that the PP is complete, consistent, technically sound, and
hence suitable for use as a statement of requirements for one or more evaluatable TOEs. Such a PP may bge
eligible for inclusion within a PP registry.

6.6.7 dlass ASE:Security Target evaluation

The goal| of an ST evaluation is to demonstrate that:the ST is complete, consistent, technically sound, and

hence syitable for use as the basis for the corresponding TOE evaluation.

6.6.8 (lass ATE:Tests

Assurange class ATE: Tests states testing requirements that demonstrate that the TSF satisfies the TO
security functional requirements.

6.6.8.1 | Coverage (ATE_COV)

Coveragg deals with the cempleteness of the functional tests performed by the developer on the TOE. |t
addresses the extent to which the TOE security functions are tested.

6.6.8.2 | Depth (ATE DPT)

Depth d¢als with the level of detail to which the developer tests the TOE. Testing of security functions
based upon’increasing depth of information derived from analysis of the TSF representations.

[

6.6.8.3  Functional tests (ATE_FUN)

Functional testing establishes that the TSF exhibits the properties necessary to satisfy the requirements of its
ST. Functional testing provides assurance that the TSF satisfies at least the requirements of the chosen
functional components. However, functional tests do not establish that the TSF does no more than expected.
This family focuses on functional testing performed by the developer.
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6.6.8.4 Independent testing (ATE_IND)

Independent testing specifies the degree to which the functional testing of the TOE must be performed by a
party other than the developer (e.g. a third party). This family adds value by the introduction of tests that are
not part of the developers tests.

6.6.9 Class AVA:Vulnerability assessment
Assurance class AVA: Vulnerability assessment defines requirements directed at the identification of

exploitable vulnerabilities. Specifically, it addresses those vulnerabilities introduced in the construction,
peration, misuse, or incorrect configuration of the TOE.

.6.9.1  Covert channel analysis (AVA_CCA)

overt channel analysis is directed towards the discovery and analysis of unintended commupications
annels that can be exploited to violate the intended TSP.

.6.9.2  Misuse (AVA_MSU)

isuse analysis investigates whether an administrator or user, with an\ understanding of the guidance
ocumentation, would reasonably be able to determine if the TOE is gonfigured and operating in 4 manner
that is insecure.

.6.9.3  Strength of TOE security functions (AVA_SOF)

trength of function analysis addresses TOE security functions that are realised by a probabilistic or
ermutational mechanism (e.g. a password or hash funetion). Even if such functions cannot be bypassed,
eactivated, or corrupted, it may still be possible to defeat them by direct attack. A level or a specific metric
ay be claimed for the strength of each of thesexfunctions. Strength of function analysis is perfprmed to
etermine whether such functions meet or exceed\the claim. For example, strength of function analysis of a
assword mechanism can demonstrate that thedpassword function meets the strength claim by shoying that
the password space is sufficiently large.

.6.9.4  Vulnerability analysis (AVA_VLA)

ulnerability analysis consists of-the identification of flaws potentially introduced in the different rgfinement
eps of the development. It restilts in the definition of penetration tests through the collection of the necessary
imformation concerning: (1) the completeness of the TSF (does the TSF counter all the postulated threats?)
nd (2) the dependencies‘bétween all security functions. These potential vulnerabilities are assessed through
enetration testing to_determine whether they could, in practice, be exploitable to compromise the sgcurity of
the TOE.

Protection’Profile and Security Target evaluation criteria

.1 Oxerview

his.clause introduces the evaluation criteria for PPs and STs. The evaluation criteria are then fully presented

andclausa O
—aha S

These criteria are the first requirements presented in this part of ISO/IEC 15408 because the PP and ST
evaluation will normally be performed before the TOE evaluation. They play a special role in that information
about the TOE is assessed and the functional and assurance requirements are evaluated in order to find out
whether the PP or ST is a meaningful basis for a TOE evaluation.

Although these evaluation criteria differ somewhat from the requirements in clauses 12 through 18, they are

presented in a similar manner because the developer and evaluator activities are comparable for PP, ST and
TOE evaluations.
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The PP and ST classes differ from the TOE classes in that all the requirements in the PP or ST class need to

be consi

dered for a PP or ST evaluation, whereas the requirements presented in the TOE classes cover a

wide range of topics not all of which need be considered for a given TOE.

The eval
15408-1.

uation criteria for PPs and STs are based on the information provided in annexes A and B of ISO/IEC
Useful background information for the requirements in the classes APE and ASE, as presented in

the following clauses, can be found there.

7.2 Pr
7.2.1 P
The goa
hence su
eligible f
722 R
As desc
between
requirem
manner.
7.2.3 H
7.2.3.1

Evaluato)
apply the

7.2.3.2

Evaluato
requirem

otection Profile criteria overview

rotection Profile evaluation

of a PP evaluation is to demonstrate that the PP is complete, consistent, technically sotnd, angd
itable for use as a statement of requirements for one or more evaluatable TOEs. Such a PRP*may b
br inclusion within a PP registry.

D

elation to the Security Target evaluation criteria
ibed in annexes A and B of ISO/IEC 15408-1, there are many similarities<in structure and contemt
the generic PP and the TOE-specific ST. Consequently, the criteria for evaluating PPs contain
ents that are similar to many of those for STs, and the criteria for both-are presented in a similgr

\valuator tasks

Evaluator tasks for an evaluation based on ISO/IEC 15408 requirements only

Is performing a PP evaluation that does not includezsequirements from outside the standard shdl

requirements of the APE: Protection Profile evaluation class as described in Table 2.
Assurance Class Assurance Family Abbreviated
Name
Class APE: Protection Profile | TOE description (APE_DES) APE_DES
evaluation Security environment (APE_ENV) APE_ENV
PP introduction (APE_INT) APE_INT
Security objectives (APE_OBJ) APE_OBJ
IT security requirements (APE_REQ) | APE_REQ

Table 2 Protection Profile families - only ISO/IEC 15408 requirements

Evaluator tasks. for/an ISO/IEC 15408 extended evaluation

D

rs performing a>PP evaluation that includes requirements from outside the standard shall apply th
ents of the ARPE: Protection Profile evaluation class as described in Table 3.

18
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Assurance Class Assurance Family Abbreviated
Name
Class APE: Protection Profile | TOE description (APE_DES) APE_DES
evaluation Security environment (APE_ENV) APE_ENV
PP introduction (APE_INT) APE_INT
Security objectives (APE_OBJ) APE_OBJ
IT security requirements (APE_REQ) | APE_REQ
Fylnlir*iﬂy stated |T secl |rify ADF_QRF
requirements (APE_SRE)
Table 3 Protection Profile families - ISO/IEC 15408 extended requirements
7.3 Security Target criteria overview
7.3.1 Security Target evaluation
Tlhe goal of an ST evaluation is to demonstrate that the ST is complete, cansistent, technically sound, and

hence suitable for use as the basis for the corresponding TOE evaluation.

7.3.2 Relation to the other evaluation criteria in this part of ISO/IEC-15408
Tlhere are two identified stages for the evaluation of a TOE; thé/ST evaluation and the correspong
gvaluation. The requirements for ST evaluations are discussed here and in clause 9 while the requ

for TOE evaluations are contained in clauses 12 through 18

An ST evaluation includes a PP claims evaluation. If the ST does not claim PP conformance, the P
part of the ST shall contain a statement that the TOE‘does not claim conformance to any PP.

7.3.3 Evaluator tasks

7.3.3.1  Evaluator tasks for an evaluation based on ISO/IEC 15408 requirements only

Hvaluators performing an ST evalyation that does not include requirements from outside the stand
apply the requirements of the ASE: Security Target evaluation class as described in Table 4.
Assurance Class Assurance Family Abbreviated
Name
Class ASE.: Security Target TOE description (ASE_DES) ASE_DES
evaluation Security environment (ASE_ENV) ASE_ENV
ST introduction (ASE_INT) ASE_INT
Security objectives (ASE_0OBJ) ASE_OBJ
PP claims (ASE_PPC) ASE_PPC
IT security requirements (ASE_REQ) | ASE_REQ
TOE summary specification ASE_TSS
(ASE_TSS)

ing TOE
irements

P claims

ard shall

lable 4 Security Target tfamilies - only ISO/IEC 15406 requirements

7.3.3.2 Evaluator tasks for an ISO/IEC 15408 extended evaluation

Evaluators performing an ST evaluation that includes requirements from outside the standard shall apply the

requirements of the ASE: Security Target evaluation class as described in Table 5.
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Assurance Class Assurance Family Abbreviated
Name

Class ASE: Security Target TOE description (ASE_DES) ASE_DES

evaluation Security environment (ASE_ENV) ASE_ENV
ST introduction (ASE_INT) ASE_INT
Security objectives (ASE_OBJ) ASE_OBJ
PP claims (ASE_PPC) ASE_PPC
IT secl |ri1y reg lirements (AQF_PFQ) AQF_F\’FQ
Explicitly stated IT security ASE_SRE
requirements (ASE_SRE)
TOE summary specification ASE_TSS
(ASE_TSS)

Table 5 Security Target families - ISO/IEC 15408 extended requirements

8 Clakss APE: Protection Profile evaluation

-

The goal of a PP evaluation is to demonstrate that the PP is complete, consistent.and technically sound. A
evaluatefl PP is suitable for use as the basis for the development of STs. Such@-PP is eligible for inclusion i
a registry.

]

Figure 6shows the families within this class, and the hierarchy of compenénts within the families.

APE DES: TOE description 1

APE_ENV: Security enyirahment 1

APE_INT:BP mtroduction 1

APE\OBI: Security objectives 1

WPE REQ: IT security requirements |

‘APE_SRE: Explicitly stated IT security requirements |

Figure 6 - APE: Protection Profile evaluation class decomposition

8.1 TOEdescription{ARPE-DES)
8.1.1 Objectives

The TOE description is an aid to the understanding of the TOE's security requirements. Evaluation of the TOE
description is required to show that it is coherent, internally consistent and consistent with all other parts of the
PP.
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8.1.2 APE_DES.1 Protection Profile, TOE description, Evaluation requirements

Dependencies: APE_ENV.1 Protection Profile, Security environment, Evaluation requirements

APE_INT.1 Protection Profile, PP introduction, Evaluation requirements
APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements

APE_REQ.1 Protection Profile, IT security requirements, Evaluation requirements

T.2.T __Developer action elements

81211 APE_DES.1.1D

Tlhe PP developer shall provide a TOE description as part of the PP.

8.1.2.2 Content and presentation of evidence elements

81221 APE_DES.1.1C

Tlhe TOE description shall describe the product type and the generallT)features of the TOE.
8.1.2.3 Evaluator action elements

81.23.1 APE_DES.1.1E

The evaluator shall confirm that the information provided meets all requirements for con
pgresentation of evidence.

81.2.3.2 APE_DES.1.2E
Tlhe evaluator shall confirm that the TOE description is coherent and internally consistent.

81233 APE_DES.1.3E

gd.2 Security environmeént' (APE_ENV)
8.2.1 Objectives

In order to deterniine whether the IT security requirements in the PP are sufficient, it is important
ecurity problem to be solved is clearly understood by all parties to the evaluation.

()]

8.2.2 APE)ENV.1 Protection Profile, Security environment, Evaluation requirements

Depéndencies: No dependencies.

Tlhe evaluator shall confirm that the TOE description is consistent with the other parts of the PP.

ent and

U

that the

8.2.2.1 Developer action elements

8.2.21.1 APE_ENV.1.1D

The PP developer shall provide a statement of TOE security environment as part of the PP.
8.2.2.2 Content and presentation of evidence elements

8.22.21 APE_ENV.1.1C

The statement of TOE security environment shall identify and explain any assumptions about the

intended usage of the TOE and the environment of use of the TOE.

© ISO/IEC 2005 - All rights reserved
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8.2.2.2.2

APE_ENV.1.2C

The statement of TOE security environment shall identify and explain any known or presumed threats
to the assets against which protection will be required, either by the TOE or by its environment.

8.2.2.2.3

APE_ENV.1.3C

The statement of TOE security environment shall identify and explain any organisational security

policies

with which the TOE must comply.

8.2.2.3

8.2.2.3.1]

The eva

Evaluator action elements
APE_ENV.1.1E

luator shall confirm that the information provided meets all requirements for.‘content an

presentation of evidence.

8.2.2.3.2

The eva
consiste

8.3 PH
8.3.1 (C
The PP
registry.
it is cons

832 A

Dependd

8.3.2.1

8.3.2.1.1

APE_ENV.1.2E

uator shall confirm that the statement of TOE security environment.is coherent and internall
nt.

introduction (APE_INT)
bjectives

ntroduction contains document management and ovefview information necessary to operate a P

Fvaluation of the PP introduction is required to demonStrate that the PP is correctly identified and that

stent with all other parts of the PP.
PE_INT.1 Protection Profile, PP introductien;yEvaluation requirements
ncies: APE_DES.1 Protection Profile, TOE description, Evaluation requirements
APE_ENV.1 Protection Rrofile, Security environment, Evaluation requirements
APE_OBJ.1 Protection'Profile, Security objectives, Evaluation requirements
APE_REQ.1 Protection Profile, IT security requirements, Evaluation requirements
Developer actiefnelements

APE_INT<ZAD

The PP developershall provide a PP introduction as part of the PP.

8.3.2.2

€ontent and presentation of evidence elements

D

8.3.2.21

APE_INT.1.1C

The PP introduction shall contain a PP identification that provides the labelling and descriptive
information necessary to identify, catalogue, register, and cross reference the PP.

8.3.2.2.2

The PP

22

APE_INT.1.2C

ntroduction shall contain a PP overview which summarises the PP in narrative form.
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8.3.2.3 Evaluator action elements

8.3.2.3.1 APE_INT.1.1E

2005(E)

The evaluator shall confirm that the information provided meets all requirements for content and

presentation of evidence.
8.3.2.3.2 APE_INT.1.2E

The evaluator shall confirm that the PP introduction is coherent and internally consistent.

83.2.3.3 APE_INT.1.3E
Tlhe evaluator shall confirm that the PP introduction is consistent with the other parts of the P
8.4 Security objectives (APE_OBJ)

8.4.1 Objectives

Tlhe security objectives is a concise statement of the intended response to-the security problem. Eva
e security objectives is required to demonstrate that the stated objectives adequately address thg
roblem. The security objectives are categorised as security objectives for the TOE and as security O

P
for the environment. The security objectives for both the TOE and)the environment must be sho
traced back to the identified threats to be countered and/or policies and assumptions to be met by eaq

—

8.4.2 APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements
Dependencies: APE_ENV.1 Protection Profile, Secufity environment, Evaluation requirements
8.4.2.1 Developer action elements

84211 APE_OBJ.1.1D

Tlhe PP developer shall provide a statement of security objectives as part of the PP.
84212 APE_0OBJ.1.2D

Tlhe PP developer shall provide the security objectives rationale.

84.2.2 Content and-presentation of evidence elements

8§4.22.1 APE"OBJ.1.1C

he statement of security objectives shall define the security objectives for the TOE
nvironment.

4222 APE_OBJ.1.2C

uation of

security
bjectives
vh to be
h.

and its

The security objectives for the TOE shall be traced back to aspects of the identified threats to be

countered by the TOE and/or organisational security policies to be met by the TOE.
8.4.2.2.3 APE_OBJ.1.3C

The security objectives for the environment shall be traced back to aspects of identified thr

eats not

completely countered by the TOE and/or organisational security policies or assumptions not

completely met by the TOE.
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8.4.2.24 APE_OBJ.1.4C

The security objectives rationale shall demonstrate that the stated security objectives are suitable to
counter the identified threats to security.

8.4.2.25 APE_OBJ.1.5C

The security objectives rationale shall demonstrate that the stated security objectives are suitable to
cover all of the identified organisational security policies and assumptions.

8.4.2.3 Evaluator action elements
8.4.23.1 APE_OBJ.1.1E

The evdluator shall confirm that the information provided meets all requirements for‘content and
presentation of evidence.

8.4.2.3.20 APE_OBJ.1.2E

The evdluator shall confirm that the statement of security objectives is-complete, coherent, anp
internaIGIL consistent.

8.5 IT|security requirements (APE_REQ)
8.5.1 Qbjectives
The IT security requirements chosen for a TOE and presented 6fcited in a PP need to be evaluated in ordg

to confirfn that they are internally consistent and lead to the development of a TOE that will meet its security
objectiv

=

Not all of the security objectives expressed in a PP may be met by a compliant TOE, as some TOEs m3
depend pn certain IT security requirements to be-met by the IT environment. When this is the case, th
environnjental IT security requirements must_be-clearly stated and evaluated in context with the TO
requirements.

T o<

This famjily presents evaluation requirements that permit the evaluator to determine that a PP is suitable fg
use as p statement of requirements-for an evaluatable TOE. The additional criteria necessary for th
evaluatign of explicitly stated requirements is covered in the Explicitly stated IT security requirement
(APE_SRE) family.

(2]

8.5.2 pplication notes

The term “IT security rfegifirements” refers to “TOE security requirements” and the optionally included “security
requirements for the \FT-environment”.

The tern} “TOE>Security requirements” refers to “TOE security functional requirements” and/or “TOE securit
assurange reguirements”.

<

In the APE_REQ.1 Protection Profile, IT security requirements, Evaluation requirements component, the word
“appropriate” is used to indicate that certain elements allow options in certain cases. Which options are
applicable depends on the given context in the PP. Detailed information for all these aspects is contained in
ISO/IEC 15408-1, annex A.

ISO/IEC 15408 recognises the validity of multiple SOF domains within a given TOE. A SOF domain is a
subset of the TOE (logical or physical) for which a specific functional strength level is appropriate, in the
context of the intended environment. This allows for a TOE with some functionality having a higher minimum
strength requirement than other functionality. For a TOE with multiple SOF domains, the phrase “minimum
strength of function” is used to indicate the set that contains the minimum strength of function for each domain,
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identified by domain. Additionally, the requirements rationale must consider the SOF level for each domain in
light of how that that domain impacts meeting the security objectives.

8.5.3 APE_REQ.1 Protection Profile, IT security requirements, Evaluation requirements
Dependencies: APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements
8.5.3.1 Developer action elements

853.11 APE REQ.1.1D

he PP developer shall provide a statement of IT security requirements as part of the PP,
85.3.1.2 APE_REQ.1.2D
Tlhe PP developer shall provide the security requirements rationale.
8.5.3.2 Content and presentation of evidence elements
85.3.21 APE_REQ.1.1C

The statement of TOE security functional requirements shall ddentify the TOE security functional
requirements drawn from ISO/IEC 15408-2 functional requiremefits components.

85.3.22 APE_REQ.1.2C

The statement of TOE security assurance requirements shall identify the TOE security agsurance
requirements drawn from this part of ISO/IEC 15408’assurance requirements components.

85.3.2.3 APE_REQ.1.3C

Tlhe statement of TOE security assurance.requirements should include an Evaluation Assurange Level
(EAL) as defined in this part of ISO/IEC 15408.

85.3.24 APE_REQ.1.4C
Tlhe evidence shall justify that\the statement of TOE security assurance requirements is appropriate.
85.3.25 APE_REQ.1.5€

Tlhe PP shall, if appropriate, identify any security requirements for the IT environment.
85.3.2.6 ARE-REQ.1.6C

All completed operations on IT security requirements included in the PP shall be identified.

853.27 APE_REQ.1.7C

Any uncompleted operations on IT security requirements included in the PP shall be identified.
8.5.3.2.8 APE_REQ.1.8C

Dependencies among the IT security requirements included in the PP should be satisfied.
8.5.3.29 APE_REQ.1.9C

The evidence shall justify why any non-satisfaction of dependencies is appropriate.
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8.5.3.2.10 APE_REQ.1.10C

The PP shall include a statement of the minimum strength of function level for the TOE security
functional requirements, either SOF-basic, SOF-medium or SOF-high, as appropriate.

8.5.3.2.11 APE_REQ.1.11C
The statement of security requirements shall identify all security functional requirements for which an

explicit strength of function claim is required, together with the explicit strength of function claim for
each such security functional requirement.

8.5.3.2.1p APE_REQ.1.12C

=

The seclrity requirements rationale shall demonstrate that the minimum strength of functionylevel fg
the PP, fogether with any explicit strength of function claim, is consistent with the security,objective,
for the T|OE.

2]

8.5.3.2.13 APE_REQ.1.13C

The seclirity requirements rationale shall demonstrate that the IT security requiréments are suitable tp
meet the security objectives.

8.5.3.2.14 APE_REQ.1.14C

The sequrity requirements rationale shall demonstrate that the/set of IT security requirement
togethern forms a mutually supportive and internally consistentiwhole.

[2)

8.5.3.3 Evaluator action elements
8.5.3.3.11 APE_REQ.1.1E

The evdluator shall confirm that the information provided meets all requirements for content anfd
presentation of evidence.

8.5.3.3.2 APE_REQ.1.2E

The evaluator shall confirm that the-Statement of IT security requirements is complete, coherent, anfl
internally consistent.

8.6 EXplicitly stated IT security requirements (APE_SRE)

8.6.1 Qbjectives

=+

If, after careful consideration, none of the requirements components in ISO/IEC 15408-2 or this part ¢
ISO/IEC|15408_ arereadily applicable to all or parts of the IT security requirements, the PP author may stat
other reduirements which do not reference ISO/IEC 15408. The use of such requirements shall be justified.

@D

This family-presents evaluation requirements that permit the evaluator to determine that the explicitly statel
requirements are clearly and unambiguously expressed. The evaluation of requirements taken from ISO/IEC
15408 in conjunction with valid explicitly stated security requirements is addressed by the IT security
requirements (APE_REQ) family.

Explicitly stated IT security requirements for a TOE presented or cited in a PP need to be evaluated in order to
demonstrate that they are clearly and unambiguously expressed.

8.6.2 Application notes

Formulation of the explicitly stated requirements in a structure comparable to those of existing ISO/IEC 15408
components and elements involves choosing similar labelling, manner of expression, and level of detalil.
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Using ISO/IEC 15408 requirements as a model means that the requirements can be clearly identified, that
they are self-contained, and that the application of each requirement is feasible and will yield a meaningful
evaluation result based on a compliance statement of the TOE for that particular requirement.

The term “IT security requirements” refers to “TOE security requirements” and the optionally included “security
requirements for the IT environment”.

The term “TOE security requirements” refers to “TOE security functional requirements” and/or “TOE security
assurance requirements”.

The elements APE_SRE.1.5C and APE_SRE.1.6C require that the explicitly stated IT security reguirements
shall be measurable and objective as well as clearly and unambiguously expressed. The existing|ISO/IEC
15408 functional and assurance requirements are to be used as models for compliance with these
requirements.

8.6.3 APE_SRE.1 Protection Profile, Explicitly stated IT security requirements, Evaluation
bquirements

-

Qependencies: APE_REQ.1 Protection Profile, IT security requirements, Evaluation requirements
8.6.3.1 Developer action elements

86.3.1.1 APE_SRE.1.1D

Tlhe PP developer shall provide a statement of IT securityrequirements as part of the PP.
86.3.1.2 APE_SRE.1.2D

Tlhe PP developer shall provide the security requirements rationale.

8.6.3.2 Content and presentation of evidence elements

86.3.21 APE_SRE.1.1C

All TOE security requirements thatvare explicitly stated without reference to ISO/IEC 15408 [shall be
dentified.

86.3.2.2 APE_SRE.1.2C

Il security requirements for the IT environment that are explicitly stated without reference to|ISO/IEC
5408 shall be identified.

| =Y

86.3.2.3 APESRE.1.3C
Tlhe evidenee shall justify why the security requirements had to be explicitly stated.

86.3:24 APE_SRE.1.4C

The explicitly stated IT security requirements shall use ISO/IEC 15408 requirements components,
families and classes as a model for presentation.

8.6.3.25 APE_SRE.1.5C
The explicitly stated IT security requirements shall be measurable and state objective evaluation

requirements such that compliance or noncompliance of a TOE can be determined and systematically
demonstrated.
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8.6.3.2.6 APE_SRE.1.6C
The explicitly stated IT security requirements shall be clearly and unambiguously expressed.
8.6.3.2.7 APE_SRE.1.7C

The security requirements rationale shall demonstrate that the assurance requirements are applicable
and appropriate to support any explicitly stated TOE security functional requirements.

8.6.3.3 Evaluator action elements

8.6.3.3.11] APE_SRE.1.1E

The evdluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

8.6.3.3.20 APE_SRE.1.2E

The evgluator shall determine that all of the dependencies of the expliciily”stated IT security
requirements have been identified.

9 Class ASE: Security Target evaluation

The goal of an ST evaluation is to demonstrate that the ST is complete; consistent, technically sound, and
hence suitable for use as the basis for the corresponding TOE evaluation.

Figure 7|shows the families within this class, and the hierarchy of\components within the families.

ASE DES: TOE desgtiption |

ASE ENV: Séewrity environment |

ASE INT: ST introduction 1

ASE_OBI: Security objectives 1

ASE PPC: PP claims 1

ASE REQ: IT security requirements |

ASE SRE: Explicitly stated IT security requirements |

ASE TSS: TOE summary specification 1

Figure 7 - ASE: Security Target evaluation class decomposition
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9.1 TOE description (ASE_DES)
9.1.1 Objectives

The TOE description is an aid to the understanding of the TOE's security requirements. Evaluation of

the TOE

description is required to show that it is coherent, internally consistent and consistent with all other parts of the

ST.

9.1.2 ASE_DES.1 Security Target, TOE description, Evaluation requirements

Dependencies: ASE_ENV.1 Security Target, Security environment, Evaluation requirements
ASE_INT.1 Security Target, ST introduction, Evaluation requirements
ASE_OBJ.1 Security Target, Security objectives, Evaluation requirements
ASE_PPC.1 Security Target, PP claims, Evaluation requirements

ASE_REQ.1 Security Target, IT security requirements, Evaluation requirements
ASE_TSS.1 Security Target, TOE summary specification;’Evaluation requirements
9.1.2.1 Developer action elements

9.1.2.1.1 ASE_DES.1.1D

Tlhe developer shall provide a TOE description as paftiof the ST.

9.1.2.2 Content and presentation of evidence élements

9.1.2.2.1 ASE_DES.1.1C

Tlhe TOE description shall describe the product or system type, and the scope and boundarig
TOE in general terms both in a physical and a logical way .

9.1.2.3 Evaluator action elements
9.1.2.3.1 ASE _DES.1.1E

Tlhe evaluator shall-cenfirm that the information provided meets all requirements for con
pgresentation of eyidence.

9.1.2.3.2 ASE-DES.1.2E
Tlhe evaluator shall confirm that the TOE description is coherent and internally consistent.

912.3.3 ASE_DES.1.3E

s of the

ent and

The evaluator shall confirm that the TOE description is consistent with the other parts of the ST.

9.2 Security environment (ASE_ENV)

9.2.1 Objectives

In order to determine whether the IT security requirements in the ST are sufficient, it is important that the

security problem to be solved is clearly understood by all parties to the evaluation.
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9.2.2 ASE_ENV.1 Security Target, Security environment, Evaluation requirements

Dependencies: No dependencies.

9.221

9.2211

Developer action elements

ASE_ENV.1.1D

The developer shall provide a statement of TOE security environment as part of the ST.

9.2.2.2
9.2.2.2.1

The stal
intended

9.2.2.2.2

The stat
to the as

9.2.2.2.3

The sta
policies

9.2.2.3
9.2.2.3.1

The eva

presentation of evidence.

9.2.2.3.2

The eva
consiste

9.3 ST

931 (

The ST i

to demonpstrate thatthe ST is correctly identified and that it is consistent with all other parts of the ST.

932 A

Content and presentation of evidence elements
ASE_ENV.1.1C

ement of TOE security environment shall identify and explain any assumptions) about the
usage of the TOE and the environment of use of the TOE.

ASE_ENV.1.2C

ement of TOE security environment shall identify and explain any known or presumed threatps
sets against which protection will be required, either by the TOE or.by its environment.

ASE_ENV.1.3C

ement of TOE security environment shall identify and)explain any organisational security
with which the TOE must comply.

Evaluator action elements
ASE_ENV.1.1E

luator shall confirm that the informatien provided meets all requirements for content anf

ASE_ENV.1.2E

uator shall confirm that thé:statement of TOE security environment is coherent and internally
nt.

introduction (ASE-INT)
bjectives

htroduction,contains identification and indexing material. Evaluation of the ST introduction is required

SE_INT.1 Security Target, ST introduction, Evaluation requirements

Dependencies: ASE_DES.1 Security Target, TOE description, Evaluation requirements

30

ASE_ENV.1 Security Target, Security environment, Evaluation requirements
ASE_OBJ.1 Security Target, Security objectives, Evaluation requirements
ASE_PPC.1 Security Target, PP claims, Evaluation requirements

ASE_REQ.1 Security Target, IT security requirements, Evaluation requirements

ASE_TSS.1 Security Target, TOE summary specification, Evaluation requirements
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9.3.2.1 Developer action elements

9.3.2.1.1 ASE_INT.1.1D

The developer shall provide an ST introduction as part of the ST.
9.3.2.2 Content and presentation of evidence elements

9.3.2.2.1 ASE_INT.1.1C

he ST introduction shall contain an ST identification that provides the labelling and descriptive

information necessary to control and identify the ST and the TOE to which it refers.

9.3.22.2 ASE_INT.1.2C

Tlhe ST introduction shall contain an ST overview which summarises the ST in narrative form.
93.2.2.3 ASE_INT.1.3C

Tlhe ST introduction shall contain an ISO/IEC 15408 conformance claim that states any evg
dlaim of ISO/IEC 15408 conformance for the TOE.

9.3.2.3 Evaluator action elements
9.3.2.3.1 ASE_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for con
pgresentation of evidence.

9.3.2.3.2 ASE_INT.1.2E
Tlhe evaluator shall confirm that the ST iptroduction is coherent and internally consistent.

9.3.2.3.3 ASE_INT.1.3E

9.4 Security objectives<(ASE_OBJ)

9.4.1 Objectives

he security objectives are a concise statement of the intended response to the security problem. E
df the security‘@bjectives is required to demonstrate that the stated objectives adequately address the
problem. The(security objectives are categorised as security objectives for the TOE and as security 0
for the environment. The security objectives for both the TOE and the environment must be sho
traced‘back to the identified threats to be countered and/or policies and assumptions to be met by eag

Dependencies: ASE_ENV.1 Security Target, Security environment, Evaluation requirements
9.4.2.1 Developer action elements
9.4.2.1.1 ASE_OBJ.1.1D

The developer shall provide a statement of security objectives as part of the ST.

© ISO/IEC 2005 - All rights reserved
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94212 ASE_OBJ.1.2D

The developer shall provide the security objectives rationale.
9.4.2.2 Content and presentation of evidence elements
9.4.22.1 ASE_OBJ.1.1C

The statement of security objectives shall define the security objectives for the TOE and its
environment.

9.4.22.20 ASE_OBJ.1.2C

The secprity objectives for the TOE shall be traced back to aspects of the identified threats to be
countered by the TOE and/or organisational security policies to be met by the TOE.

9.4.2.2.3 ASE_OBJ.1.3C

—

The secprity objectives for the environment shall be traced back to aspects @i identified threats nd
completply countered by the TOE and/or organisational security policies: or assumptions ndg
completply met by the TOE.

—

9.4.2.2.4 ASE_0OBJ.1.4C

The seclrrity objectives rationale shall demonstrate that the stated/security objectives are suitable tp
counter the identified threats to security.

9.4.2.25 ASE_OBJ.1.5C

The secprrity objectives rationale shall demonstrate that the stated security objectives are suitable tp
cover al| of the identified organisational security policies and assumptions.

9.4.2.3 Evaluator action elements
9.4.2.3.1 ASE_OBJ.1.1E

The evdluator shall confirm that_the“information provided meets all requirements for content anfd
presentation of evidence.

9.4.23.20 ASE_OBJ.1.2E

The evdluator shall confirm that the statement of security objectives is complete, coherent, anf
internally consistent{

9.5 PR claims(ASE_PPC)

9.5.1 Qbjectives

The goal of the evaluation of the Security Target PP claims is to determine whether the ST is a correct
instantiation of the PP.

9.5.2 Application notes

The family applies only in the case of a PP claim. In all other cases, no developer action and no evaluator
action is necessary.

Although additional evaluation activity is necessary when a PP claim is made, the ST evaluation effort is

generally smaller than in cases where no PP is used because it is possible to reuse the PP evaluation results
for the ST evaluation.
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9.5.3 ASE_PPC.1 Security Target, PP claims, Evaluation requirements

Dependencies: ASE_OBJ.1 Security Target, Security objectives, Evaluation requirements
ASE_REQ.1 Security Target, IT security requirements, Evaluation requirements

9.5.3.1 Developer action elements

9.5.3.1.1 ASE_PPC.1.1D

The developer shall provide any PP claims as part of the ST.

95.3.1.2 ASE_PPC.1.2D

Tlhe developer shall provide the PP claims rationale for each provided PP claim.
9.5.3.2 Content and presentation of evidence elements

95.3.21 ASE_PPC.1.1C

m

ach PP claim shall identify the PP for which compliance is being.elaimed, including quali
needed for that claim.

9.5.3.2.2 ASE_PPC.1.2C

o m

perations of the PP or otherwise further qualify the RRrequirements.

95.3.23 ASE_PPC.1.3C

m

ach PP claim shall identify security objectives and IT security requirements statements cont
ne ST that are in addition to those contained in the PP.

—

9.5.3.3 Evaluator action elements
95.3.3.1 ASE_PPC.1.1E

Tlhe evaluator shall confirm' that the information provided meets all requirements for con
gresentation of evidence:

95.3.3.2 ASE _PPC1.2E
Tlhe evaluatof.shall confirm that the PP claims are a correct instantiation of the PP.

9.6 IT.security requirements (ASE_REQ)

9.6:1 ™ Objectives

ications

ach PP claim shall identify the IT security requirements statements that satisfy the permitted

ained in

ent and

The IT security requirements chosen for a TOE and presented or cited in an ST need to be evaluated in order
to confirm that they are internally consistent and lead to the development of a TOE that will meet its security

objectives.

This family presents evaluation requirements that permit the evaluator to determine that an ST is suitable for
use as a statement of requirements for the corresponding TOE. The additional criteria necessary for the
evaluation of explicitly stated requirements is covered in the Explicitly stated IT security requirements

(ASE_SRE) family.
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9.6.2 Application notes

The term “IT security requirements” refers to “TOE security requirements” and the optionally included “security
requirements for the IT environment”.

The term “TOE security requirements” refers to “TOE security functional requirements” and/or “TOE security
assurance requirements”.

In the ASE_REQ.1 Security Target, IT security requirements, Evaluation requirements component, the word
“appropriate”_is_used to indicate that certain elements allow options in_certain cases. Which options are
applicable depends on the given context in the ST. Detailed information for all these aspects is contained.in
ISO/IEC|15408-1, annex B.

ISO/IEC|15408 recognises the validity of multiple SOF domains within a given TOE. A SOF domain is ja
subset dgf the TOE (logical or physical) for which a specific functional strength level is appropriate, in the
context ¢f the intended environment. This allows for a TOE with some functionality having athigher minimu:n
strength [requirement than other functionality. For a TOE with multiple SOF domains, thephrase “minimu
strength pf function” is used to indicate the set that contains the minimum strength of fupction for each domain,
identified by domain. Additionally, the requirements rationale must consider the SOFAgevel for each domain in
light of hpw that that domain impacts meeting the security objectives.

9.6.3 ASE_REQ.1 Security Target, IT security requirements, Evaluation regquirements
Dependgncies: ASE_OBJ.1 Security Target, Security objectives, Evaluation requirements
9.6.3.1 | Developer action elements

9.6.3.1.1] ASE_REQ.1.1D

The devgloper shall provide a statement of IT securitysrequirements as part of the ST.
9.6.3.1.20 ASE_REQ.1.2D

The devgloper shall provide the security requirements rationale.

9.6.3.2 | Content and presentation of evidence elements

9.6.3.2.1] ASE_REQ.1.1C

The staiement of TOE security functional requirements shall identify the TOE security functiona
requirements drawn from.1S@/IEC 15408-2 functional requirements components.

9.6.3.2.2l ASE_REQ@1:2C

The stalement af /TOE security assurance requirements shall identify the TOE security assurancg
requirementstdrawn from this part of ISO/IEC 15408 assurance requirements components.

9.6.3.2.3]_-ASE_REQ.1.3C

The statement of TOE security assurance requirements should include an Evaluation Assurance Level
(EAL) as defined in this part of ISO/IEC 15408.

9.6.3.24 ASE_REQ.1.4C
The evidence shall justify that the statement of TOE security assurance requirements is appropriate.
9.6.3.2.5 ASE_REQ.1.5C

The ST shall, if appropriate, identify any security requirements for the IT environment.
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9.6.3.2.6 ASE_REQ.1.6C

Operations on IT security requirements included in the ST shall be identified and performed.
9.6.3.2.7 ASE_REQ.1.7C

Dependencies among the IT security requirements included in the ST should be satisfied.

9.6.3.2.8 ASE_REQ.1.8C

The evidence shall justify why any non-satisfaction of dependencies is appropriate.
9.6.3.2.9 ASE_REQ.1.9C

The ST shall include a statement of the minimum strength of function level foththe TOE
functional requirements, either SOF-basic, SOF-medium or SOF-high, as approprate.

96.3.2.10 ASE_REQ.1.10C

he statement of security requirements shall identify all security fungtional requirements for
plicit strength of function claim is required, together with the explieit strength of function
ach such security functional requirement.

.6.3.2.11 ASE_REQ.1.11C
he security requirements rationale shall demonstratesthat the minimum strength of function

he ST together with any explicit strength of functiofi~claim is consistent with the security ol
br the TOE.

— —

9.6.3.2.12 ASE_REQ.1.12C

eet the security objectives.
9.6.3.2.13 ASE_REQ.1.13C

Tlhe security requirementssrationale shall demonstrate that the set of IT security requi
tpgether forms a mutually. 'supportive and internally consistent whole.

9.6.3.3 Evaluator action elements
96.3.3.1 ASE"REQ.1.1E

The evaluater shall confirm that the information provided meets all requirements for con
gresentation of evidence.

946382 ASE_REQ.1.2E

security

Vhich an
laim for

level for
jectives

;Ilhe security requirements rationale shall-demonstrate that the IT security requirements are suitable to

rements

ent and

The evaluator shall confirm that the statement of IT security requirements is complete, coher
internally consistent.

9.7 Explicitly stated IT security requirements (ASE_SRE)

9.7.1 Objectives

ent, and

If, after careful consideration, none of the requirements components in ISO/IEC 15408-2 or this part of
ISO/IEC 15408 are readily applicable to all or parts of the IT security requirements, the ST author may state
other requirements which do not reference ISO/IEC 15408. The use of such requirements shall be justified.

© ISO/IEC 2005 - All rights reserved
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This family presents evaluation requirements that permit the evaluator to determine that the explicitly stated
requirements are clearly and unambiguously expressed. The evaluation of requirements taken from ISO/IEC
15408 in conjunction with valid explicitly stated security requirements is addressed by the IT security
requirements (ASE_REQ) family.

Explicitly stated IT security requirements for a TOE presented or cited in an ST need to be evaluated in order
to demonstrate that they are clearly and unambiguously expressed.

9.7.2 Application notes

Formulation of the explicitly stated requirements in a structure comparable to those of existing ISO/IEC 154
compongnts and elements involves choosing similar labelling, manner of expression, and level of detall,

Using ISO/IEC 15408 requirements as a model means that the requirements can be clearly identified, that
they are|self-contained, and that the application of each requirement is feasible and will yield @y meaningf
evaluatign result based on a compliance statement of the TOE for that particular requirement.

The term “IT security requirements” refers to “TOE security requirements” and the optiopally'included “security
requirements for the IT environment”.

The term “TOE security requirements” refers to “TOE security functional requirements” and/or “TOE security
assurange requirements”.

The elemments ASE_SRE.1.5C and ASE_SRE.1.6C require that the explicitly stated IT security requirement
shall be [measurable and objective as well as clearly and unambiguously expressed. The existing ISO/IE
15408 functional and assurance requirements are to be used as models for compliance with thes
requirements.

[CIRA

o7

9.7.3 ASE_SRE.1 Security Target, Explicitly stated IT se€curity requirements, Evaluation requirement
Dependgncies: ASE_REQ.1 Security Target, IT secufity requirements, Evaluation requirements

9.7.3.1 | Developer action elements

9.7.3.1.11y ASE_SRE.1.1D

The devgloper shall provide a statement of IT security requirements as part of the ST.

9.7.3.1.2l1 ASE_SRE.1.2D

The devgloper shall providéthe security requirements rationale.

9.7.3.2 | Content and-pfesentation of evidence elements

9.7.3.2.1] ASE.SRE.1.1C

All TOE|security requirements that are explicitly stated without reference to ISO/IEC 15408 shall bre
identifief.

9.7.3.2.2 ASE_SRE.1.2C

All security requirements for the IT environment that are explicitly stated without reference to ISO/IEC
15408 shall be identified.

9.7.3.23 ASE_SRE.1.3C

The evidence shall justify why the security requirements had to be explicitly stated.
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9.7.3.24 ASE_SRE.1.4C

The explicitly stated IT security requirements shall use ISO/IEC 15408 requirements components,
families and classes as a model for presentation.

9.7.3.25 ASE_SRE.1.5C
The explicitly stated IT security requirements shall be measurable and state objective evaluation

requirements such that compliance or noncompliance of a TOE can be determined and systematically
demonstrated.

.7.3.2.6 ASE_SRE.1.6C
he explicitly stated IT security requirements shall be clearly and unambiguously expressed.
9.7.3.2.7 ASE_SRE.1.7C

Tlhe security requirements rationale shall demonstrate that the assuranceequirements are agplicable
and appropriate to support any explicitly stated TOE security functional fequirements.

9.7.3.3 Evaluator action elements
9.7.3.3.1 ASE_SRE.1.1E

Tlhe evaluator shall confirm that the information provided/meets all requirements for conient and
pgresentation of evidence.

9.7.3.3.2 ASE_SRE.1.2E

The evaluator shall determine that all of the dependencies of the explicitly stated IT |security
requirements have been identified.

9.8 TOE summary specification (ASE_TSS)
9.8.1 Objectives

'I]Jhe TOE summary specification provides a high-level definition of the security functions claimed to meet the
flinctional requirements and ‘of'the assurance measures taken to meet the assurance requirements.

9.8.2 Application netes

Tlhe relationship/between the IT security functions and the TOE security functional requirements ¢an be a
“many to many’~relationship. Nevertheless, every security function shall contribute to the satisfaction of at
I¢ast one secdrity requirement in order to be able to clearly define the TSF. Security functions that dq not fulfil
this requirement should normally not be necessary. Note, however, that the requirement that a| security
flinction~contributes to the satisfaction of at least one security requirement is worded in a quitq general
anner, so that all the security functions found to be useful for the TOE should be justifiable.

The statement of assurance measures is of specific relevance in all those cases where assurance
requirements not taken from ISO/IEC 15408 are included in the ST. If the TOE security assurance
requirements in the ST are exclusively based on ISO/IEC 15408 evaluation assurance levels or other this part
of ISO/IEC 15408 assurance components, then the assurance measures could be presented in the form of a
reference to the documents that show that the assurance requirements are met.

In the ASE_TSS.1 Security Target, TOE summary specification, Evaluation requirements component, the
word “appropriate” is used to indicate that certain elements allow options in certain cases. Which options are
applicable depends on the given context in the ST. Detailed information for all these aspects is contained in
ISO/IEC 15408-1, annex B.
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9.8.3 ASE_TSS.1 Security Target, TOE summary specification, Evaluation requirements
Dependencies: ASE_REQ.1 Security Target, IT security requirements, Evaluation requirements
9.8.3.1 Developer action elements

9.8.3.1.1 ASE_TSS.1.1D

The developer shall provide a TOE summary specification as part of the ST.

9.8.3.1.221 ASE_TSS.1.2D

The devgloper shall provide the TOE summary specification rationale.
9.8.3.2 | Content and presentation of evidence elements

9.8.3.2.11 ASE _TSS.1.1C

The TOE summary specification shall describe the IT security functions and the aSsurance measurefs
of the TOE.

9.8.3.2.20 ASE_TSS.1.2C

The TOE summary specification shall trace the IT security functiens to the TOE security functiona
requirements such that it can be seen which IT security functions satisfy which TOE security
functionfal requirements and that every IT security function contributes to the satisfaction of at leag
one TOH security functional requirement.

—

9.8.3.2.3 ASE_TSS.1.3C

-

The IT $ecurity functions shall be defined in an\informal style to a level of detail necessary fd
understanding their intent.

9.8.3.24 ASE_TSS.1.4C
All refelences to security mechanisms included in the ST shall be traced to the relevant securitly

functionfs so that it can be seen which security mechanisms are used in the implementation of eac
function|.

=)

9.8.3.2.5 ASE_TSS.1.5C

The TOH summary specification rationale shall demonstrate that the IT security functions are suitable
to meet fhe TOE secdrity functional requirements.

9.8.3.2.6] ASEANTSS.1.6C

=

The TOK summary specification rationale shall demonstrate that the combination of the specified |
securitylfunctions work together so as to satisfy the TOE security functional requirements

9.8.3.2.7 ASE_TSS.1.7C

The TOE summary specification shall trace the assurance measures to the assurance requirements so
that it can be seen which measures contribute to the satisfaction of which requirements.

9.8.3.2.8 ASE_TSS.1.8C

The TOE summary specification rationale shall demonstrate that the assurance measures meet all
assurance requirements of the TOE.
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9.8.3.29 ASE_TSS.1.9C

The TOE summary specification shall identify all IT security functions that are realised by a
probabilistic or permutational mechanism, as appropriate.

9.8.3.2.10 ASE_TSS.1.10C

The TOE summary specification shall, for each IT security function for which it is appropriate, state
the strength of function claim either as a specific metric, or as SOF-basic, SOF-medium or SOF-high.

9.8.3.3 Evaluator action elements
9.8.3.3.1 ASE TSS.1.1E

Tlhe evaluator shall confirm that the information provided meets all requiremefts for content and
pgresentation of evidence.

98.3.3.2 ASE_TSS.1.2E

Tlhe evaluator shall confirm that the TOE summary specification is cemplete, coherent, and ipternally
gonsistent.

10 Evaluation assurance levels

he Evaluation Assurance Levels (EALS) provide an increaSing scale that balances the level of agsurance
dbtained with the cost and feasibility of acquiring that degree\of assurance. ISO/IEC 15408 approach jdentifies
the separate concepts of assurance in a TOE at the *end of the evaluation, and of maintenancg of that
assurance during the operational use of the TOE.

I{ is important to note that not all families and components from this part of ISO/IEC 15408 are included in the
HALs. This is not to say that these do not\provide meaningful and desirable assurances. Instgad, it is
pected that these families and components will be considered for augmentation of an EAL in those|PPs and
3Ts for which they provide utility.

0.1 Evaluation assurance level (EAL) overview

able 6 represents a summary. 0f the EALs. The columns represent a hierarchically ordered set of EALS, while
the rows represent assurance families. Each number in the resulting matrix identifies a specific apsurance
component where applieable.

As outlined in thesnext subclause, seven hierarchically ordered evaluation assurance levels are defined in
IFO/IEC 15408 fon the rating of a TOE's assurance. They are hierarchically ordered inasmuch as gach EAL
represents more-assurance than all lower EALs. The increase in assurance from EAL to EAL is accomplished
substitution of a hierarchically higher assurance component from the same assurance family (i.e.
imcreasingsrigour, scope, and/or depth) and from the addition of assurance components from other agsurance

aVa a A an a

6 e+ahr 6 PHAaHO Camme HH3 epoehren a ae ibed-n ot 60fth|S
part of ISO/IEC 15408. More precisely, each EAL includes no more than one component of each assurance
family and all assurance dependencies of every component are addressed.

While the EALs are defined in ISO/IEC 15408, it is possible to represent other combinations of assurance.
Specifically, the notion of “augmentation” allows the addition of assurance components (from assurance
families not already included in the EAL) or the substitution of assurance components (with another
hierarchically higher assurance component in the same assurance family) to an EAL. Of the assurance
constructs defined in ISO/IEC 15408, only EALs may be augmented. The notion of an “EAL minus a
constituent assurance component” is not recognised by the standard as a valid claim. Augmentation carries
with it the obligation on the part of the claimant to justify the utility and added value of the added assurance
component to the EAL. An EAL may also be extended with explicitly stated assurance requirements.
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Assurance Assurance Assurance Components by
class Family Evaluation Assurance Level
EAL1 | EAL2 | EAL3 | EAL4 | EALS | EALG | EALY
ACM_AUT 1 1 2 2
Configuration management | ACM_CAP 1 2 3 4 4 5 5
ACM_SCP 1 2 3 3 3
: : ADODEL 1 1 2 2 2 3
Delivery and operation ADO_IGS 1 1 1 1 1 1 1
ADV_FSP 1 1 1 2 3 3 4
ADV_HLD 1 2 2 3 4 5
ADV_IMP 1 2 3 3
Development ADV_INT 1 2 3
ADV _LLD 1 1 2 2
ADV_RCR 1 1 1 1 2 2 3
ADV_SPM 1 3 3 3
Guidance documents AGD_ADM 1 1 1 L 3 1 L
AGD USR 1 1 1 1 1 1 1
ALC DVS 1 1 1 2 2
. ALC FLR ]
Life cycle support ALC_LCD T > > 3
ALC TAT A 1 2 3 3
ATE_COV 1 2 2 2 3 3
Tests ATE DPT 1 1 2 2 3
ATE FUN 1 1 1 1 2 2
ATE_IND 1 2 2 2 2 2 3
AVA _CCA N 1 2 2
ulnerability assessment  -AvAMSU R 1 2 2 3 3
y AVA SOF | . | 1 1 1 1 1 1
AVA VLA |07 1 1 2 3 4 4
Table 6 Evaluation assurance level summary
10.2 Evaluation assurance level. details
The follpwing subclauses provide ydefinitions of the EALs, highlighting differences between the specific
requirements and the prose characterisations of those requirements using bold type.
10.3 Evaluation assurance level 1 (EAL1) - functionally tested
10.3.1 Qbjectives
EALL1 is ppplicable where some confidence in correct operation is required, but the threats to security are ngt
viewed gs serious. It will be of value where independent assurance is required to support the contention that
due carelhas been exercised with respect to the protection of personal or similar information.

EAL1 provides an evaluation of the TOE as made available to the customer, including independent testing
against a specification, and an examination of the guidance documentation provided. It is intended that an
EAL1 evaluation could be successfully conducted without assistance from the developer of the TOE, and for
minimal outlay.

An evaluation at this level should provide evidence that the TOE functions in a manner consistent with its
documentation, and that it provides useful protection against identified threats.
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10.3.2 Assurance components

EALL provides a basic level of assurance by an analysis of the security functions using a functional and

interface specification and guidance documentation, to understand the security behaviour.
The analysis is supported by independent testing of the TOE security functions.

This EAL provides a meaningful increase in assurance over an unevaluated IT product or system.

Assurance Class Assurance components

ACM: Configuration management | ACM_CAP.1 Version numbers

ADO: Delivery and operation ADO_IGS.1 Installation, generation, and start-up_pracedur

ADV: Development ADV_FSP.1 Informal functional specification

ADV_RCR.1 Informal correspondence demanstration

AGD: Guidance documents AGD_ADM.1 Administrator guidance

AGD_USR.1 User guidance

ATE: Tests ATE_IND.1 Independent testing - conformance

Table 7 EAL1

10.4 Evaluation assurance level 2 (EAL2) - structurally tested
10.4.1 Objectives
HAL2 requires the co-operation of the developer in terms of:the delivery of design information and tes

but should not demand more effort on the part of the‘developer than is consistent with good co
practice. As such it should not require a substantially inereased investment of cost or time.

t results,
mmercial

HAL2 is therefore applicable in those circumstarices where developers or users require a low to moderate

I¢vel of independently assured security in the‘absence of ready availability of the complete dev
record. Such a situation may arise when seeuring legacy systems, or where access to the develope
limited.

10.4.2 Assurance components

HAL2 provides assurance by-\an analysis of the security functions, using a functional and
gpecification, guidance documentation and the high-level design of the TOE, to understand the
behaviour.

he analysis is supported by independent testing of the TOE security functions, evidence of develop
ased on the funetional specification, selective independent confirmation of the developer tes
rength of function analysis, and evidence of a developer search for obvious vulnerabilities (e.g. thd
ublic domain):

AL2 @also provides assurance through a configuration list for the TOE, and evidence of secure
rocedures.

blopment
[ may be

interface

security

I testing
results,
se in the

delivery

This EAL represents a meaningful increase in assurance from EALL1 by requiring developer testing, a

vulnerability analysis, and independent testing based upon more detailed TOE specifications.
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Assurance Class Assurance components

ACM: Configuration management | ACM_CAP.2 Configuration items

ADO: Delivery and operation ADO _DEL.1 Delivery procedures
ADO IGS.1 Installation, generation, and start-up procedures

ADV: Development ADV_FSP.1 Informal functional specification
ADV_HLD.1 Descriptive high-level design
ADV_RCR.1 Informal correspondence demonstration

AGD: Guidance documents AGD_ADM.1 Administrator guidance

AL [TaYmY

1 411 il
AUTDU _UOTN. L USTT yuiudlictT

ATE: Tests ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample

A

AVA: Vulnerability assessment | AVA_SOF.1 Strength of TOE security function evaluation
AVA_VLA.1 Developer vulnerability analysis

10.5 EV
10.5.1 @

EALS3 pe
design s

EAL3 is
independ
substant|
10.5.2 A

EAL3 p

Table 8 EAL2

aluation assurance level 3 (EAL3) - methodically tested and checked

bjectives

D

Fmits a conscientious developer to gain maximum assurance from pesitive security engineering at th
age without substantial alteration of existing sound development,practices.

=9

applicable in those circumstances where developers\or users require a moderate level (¢
ently assured security, and require a thorough investigation of the TOE and its development witho
al re-engineering.

—

ssurance components

ovides assurance by an analysis of .the security functions, using a functional and interfa

specification, guidance documentation, and the_high-level design of the TOE, to understand the securi

behaviod

The ana
based o
develope
vulnerab

EAL3 al

r.

ysis is supported by independent testing of the TOE security functions, evidence of developer testin
n the functional specification*and high-level design, selective independent confirmation of th
r test results, strength cof-function analysis, and evidence of a developer search for obvio
lities (e.g. those in the-public domain).

50 provides assurance through the use of development environment controls, TOE configuratio|

manageinent, and evidence of secure delivery procedures.

This EA
coverage
TOE will

L represents’ a meaningful increase in assurance from EAL2 by requiring more complete testin
of thesecurity functions and mechanisms and/or procedures that provide some confidence that th
not be’tampered with during development.
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Assurance Class Assurance components

ACM: Configuration management | ACM_CAP.3 Authorisation controls

ACM_SCP.1 TOE CM coverage

ADO: Delivery and operation ADO_DEL.1 Delivery procedures

ADO_IGS.1 Installation, generation, and start-up procedures

ADV: Development ADV_FSP.1 Informal functional specification

ADV_HLD.2 Security enforcing high-level design

ADV_RCR.1 Informal correspondence demonstration

AGD Gu;dal 1IUT dubul 1Tl Itb AG D_I‘I'\\D:\Vl:l Adl 1 I;I I;Dtl atUl yu;dcu LT
AGD_USR.1 User guidance
ALC: Life cycle support ALC _DVS.1 Identification of security measures
ATE: Tests ATE_COV.2 Analysis of coverage

ATE_DPT.1 Testing: high-level design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA: Vulnerability assessment | AVA_MSU.1 Examination of guidance

AVA_SOF.1 Strength of TOE security.function evaluation

AVA_VLA.1 Developer vulnerabilityanalysis

Table 9 EAL3

10.6 Evaluation assurance level 4 (EAL4) - methodically designed, tested, and reviewse
10.6.1 Objectives

HAL4 permits a developer to gain maximum assurancesfrom positive security engineering based
commercial development practices which, though rigorous, do not require substantial specialist kn
skills, and other resources. EAL4 is the highest levelvat which it is likely to be economically feasible
tp an existing product line.

HALA4 is therefore applicable in those cirecumstances where developers or users require a moderat
I¢vel of independently assured security in.conventional commodity TOEs and are prepared to incur 4
curity-specific engineering costs.

0.6.2 Assurance components

AL4 provides assurance(by-an analysis of the security functions, using a functional and complete
ecification, guidancesdocumentation, the high-level and low-level design of the TOE, and a subs
implementation, to understand the security behaviour. Assurance is additionally gained through an
odel of the TOE security policy.

he analysis.is¢supported by independent testing of the TOE security functions, evidence of develop
ased oncthe functional specification and high-level design, selective independent confirmatio
eveloperiest results, strength of function analysis, evidence of a developer search for vulnerabilitie
imdependent vulnerability analysis demonstrating resistance to penetration attackers with a lo
otential.

ed

on good
bwledge,
fo retrofit

b to high
jdditional

interface
et of the
informal

I testing
n of the
5, and an
v attack

EAL4 also provides assurance through the use of development environment controls and additional TOE

configuration management including automation, and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from EAL3 by requiring more design description, a
subset of the implementation, and improved mechanisms and/or procedures that provide confidence that the

TOE will not be tampered with during development or delivery.
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Assurance Class Assurance components
ACM: Configuration management | ACM_AUT.1 Partial CM automation
ACM_CAP.4 Generation support and acceptance procedures
ACM_SCP.2 Problem tracking CM coverage
ADO: Delivery and operation ADO_DEL.2 Detection of modification
ADO _IGS.1 Installation, generation, and start-up procedures
ADV: Development ADV_FSP.2 Fully defined external interfaces
ADV_HLD.2 Security enforcing high-level design

AN\ L_LNA
AUV IIVII_ J. \)UIJDCI. UI LIIC IIIIPICIIICIILGLIUII UI I.I 1T |qr

ADV_LLD.1 Descriptive low-level design
ADV_RCR.1 Informal correspondence demonstration
ADV_SPM.1 Informal TOE security policy model
AGD: Guidance documents AGD_ADM.1 Administrator guidance

AGD_USR.1 User guidance

ALC: Life cycle support ALC DVS.1 Identification of security measures

ALC _LCD.1 Developer defined life-cycle model
ALC_TAT.1 Well-defined development tools

ATE: Tests ATE_COV.2 Analysis of coverage

ATE_DPT.1 Testing: high-level design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing -, sample

AVA: Vulnerability assessment | AVA_MSU.2 Validation of analysis

AVA SOF.1 Strength of TOE security function evaluation
AVA_ VLA.2 Independent. vtlnerability analysis

Table 10 EAL4

10.7 Evaluation assurance level 5 (EALS5) - semiformally designed and tested
10.7.1 Qbjectives

EAL5 pgrmits a developer to gain maximum-yassurance from security engineering based upon rigorous
commergial development practices supported” by moderate application of specialist security engineering
techniques. Such a TOE will probably, be’ designed and developed with the intent of achieving EALpP
assurange. It is likely that the additional ‘costs attributable to the EAL5 requirements, relative to rigorous
developrhent without the application/of specialised techniques, will not be large.

EALS is|therefore applicable (inythose circumstances where developers or users require a high level of
independently assured security in a planned development and require a rigorous development approach
without ipcurring unreasonable costs attributable to specialist security engineering techniques.

10.7.2 Assurance components

EALS provides assurance by an analysis of the security functions, using a functional and complete interfacge
specifications. guidance documentation, the high-level and low-level design of the TOE, and all of the
implemeptation, to understand the security behavrour Assurance is additionally gained through a forml
model of Tt f . Nig
design and a semiformal demonstration of correspondence between them. A modular TOE desrgn is also
required.

The analysis is supported by independent testing of the TOE security functions, evidence of developer testing
based on the functional specification, high-level design and low-level design, selective independent
confirmation of the developer test results, strength of function analysis, evidence of a developer search for
vulnerabilities, and an independent vulnerability analysis demonstrating resistance to penetration attackers
with a moderate attack potential. The analysis also includes validation of the developer's covert channel
analysis.
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EAL5 also provides assurance through the use of a development environment controls, and comprehensive
TOE configuration management including automation, and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from EAL4 by requiring semiformal design
descriptions, the entire implementation, a more structured (and hence analysable) architecture, covert channel
analysis, and improved mechanisms and/or procedures that provide confidence that the TOE will not be
tampered with during development.

Assurance Class Assurance rnmpnnpnfe
ACM: Configuration management | ACM_AUT.1 Partial CM automation
ACM_CAP.4 Generation support and acceptance pracedunes
ACM_SCP.3 Development tools CM coverage
ADO: Delivery and operation ADO_DEL.2 Detection of modification
ADO_IGS.1 Installation, generation, and start=up procedurgs
ADV: Development ADV_FSP.3 Semiformal functional specification
ADV_HLD.3 Semiformal high-level design
ADV_IMP.2 Implementation of the TSF
ADV_INT.1 Modularity
ADV_LLD.1 Descriptive low-level'design
ADV_RCR.2 Semiformal correspondence demonstration
ADV_SPM.3 Formal TOE security policy model
AGD: Guidance documents AGD_ADM.1 Administrator'guidance
AGD_USR.1 User gdidance
ALC: Life cycle support ALC_DVS.1 Identification of security measures
ALC_LCD.2 Standardised life-cycle model
ALC_TAT.2 Compliance with implementation standards
ATE: Tests ATE COW2 Analysis of coverage
ATE_DPT.2 Testing: low-level design
ATE.FUN.1 Functional testing
ATE! IND.2 Independent testing - sample
AVA: Vulnerability assessment | "AVA_CCA.1 Covert channel analysis
AVA_ MSU.2 Validation of analysis
AVA_SOF.1 Strength of TOE security function evaluation
AVA _VLA.3 Moderately resistant

Table 11 EALS

10.8 Evaluation assurance level 6 (EALG6) - semiformally verified design and tested
10.8.1 Objectives
HALG6 permits,.developers to gain high assurance from application of security engineering techniques to a

rigorous development environment in order to produce a premium TOE for protecting high value assets
against Significant risks.

HAL®S is therefore applicable to the development of security TOEs for application in high risk situatiops where
the value of the protected assets Justifies the additional CoSTs.

10.8.2 Assurance components

EALG provides assurance by an analysis of the security functions, using a functional and complete interface
specification, guidance documentation, the high-level and low-level design of the of the TOE, and a structured
presentation of the implementation, to understand the security behaviour. Assurance is additionally gained
through a formal model of the TOE security policy, a semiformal presentation of the functional specification,
high-level design, and low-level design and a semiformal demonstration of correspondence between them. A
modular and layered TOE design is also required.
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The analysis is supported by independent testing of the TOE security functions, evidence of developer testing
based on the functional specification, high-level design and low-level design, selective independent
confirmation of the developer test results, strength of function analysis, evidence of a developer search for
vulnerabilities, and an independent vulnerability analysis demonstrating resistance to penetration attackers
with a high attack potential. The analysis also includes validation of the developer's systematic covert channel
analysis.

EAL6 also provides assurance through the use of a structured development process, development
environment controls, and comprehensive TOE configuration management including complete automation,
and evidence of secure delivery procedures.

D

This EAL represents a meaningful increase in assurance from EAL5 by requiring more comprehegnsiv
analysis,| a structured representation of the implementation, more architectural structure (e.g. layering);-mor
comprehgensive independent vulnerability analysis, systematic covert channel identification, andx-improve
configuration management and development environment controls.

[®RN¢)]

Assurance Class Assurance components

ACM: Configuration management | ACM_AUT.2 Complete CM automation

ACM_ CAP.5 Advanced support

ACM_SCP.3 Development tools CM coverage

ADO: Delivery and operation ADO_DEL.2 Detection of modification

ADO _IGS.1 Installation, generationj.and start-up procedures
ADV: Development ADV_FSP.3 Semiformal functignal specification

ADV_ HLD.4 Semiformal high-level explanation
ADV_IMP.3 Structured implementation of the TSF
ADV_INT.2 Reduction of\complexity

ADV_LLD.2 Semiformal low-level design

ADV_RCR.2 Semiformal correspondence demonstration
ADV_SPM.3 Fofmal TOE security policy model

AGD: Guidance documents AGD_ADM.1 Administrator guidance

AGD_USR(2 User guidance

ALC: Life cycle support ALC_DVS.2 Sufficiency of security measures
ALC\LED.2 Standardised life-cycle model

ALC/TAT.3 Compliance with implementation standards - all parts
ATE: Tests ATE_COV.3 Rigorous analysis of coverage

ATE_DPT.2 Testing: low-level design

ATE_FUN.2 Ordered functional testing

ATE_IND.2 Independent testing - sample

AVIA: Vulnerability assessment | AVA_CCA.2 Systematic covert channel analysis
AVA_MSU.3 Analysis and testing for insecure states
AVA_SOF.1 Strength of TOE security function evaluation
AVA_VLA.4 Highly resistant

Table 12 EAL6

10.9 Evaluation assurance level 7 (EAL7) - formally verified design and tested

10.9.1 Objectives

EALY7 is applicable to the development of security TOEs for application in extremely high risk situations and/or
where the high value of the assets justifies the higher costs. Practical application of EAL7 is currently limited
to TOEs with tightly focused security functionality that is amenable to extensive formal analysis.

10.9.2 Assurance components

EALY provides assurance by an analysis of the security functions, using a functional and complete interface

specification, guidance documentation, the high-level and low-level design of the TOE, and a structured
presentation of the implementation, to understand the security behaviour. Assurance is additionally gained
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through a formal model of the TOE security policy, a formal presentation of the functional specification and
high-level design, a semiformal presentation of the low-level design, and formal and semiformal demonstration
of correspondence between them, as appropriate. A modular, layered and simple TOE design is also required.

The analysis is supported by independent testing of the TOE security functions, evidence of developer testing
based on the functional specification high-level design, low-level design and implementation representation,
complete independent confirmation of the developer test results, strength of function analysis, evidence of a
developer search for vulnerabilities, and an independent vulnerability analysis demonstrating resistance to
penetration attackers with a high attack potential. The analysis also includes validation of the developer's
systematic covert channel analysis.

AL7 also provides assurance through the use of a structured development process,. development
nvironment controls, and comprehensive TOE configuration management including complete’ aufomation,
nd evidence of secure delivery procedures.

his EAL represents a meaningful increase in assurance from EAL6 by requiring~more comprghensive
agnalysis using formal representations and formal correspondence, and comprehensive testing.

Assurance Class Assurance components
ACM: Configuration management | ACM_AUT.2 Complete CM autemation
ACM_CAP.5 Advanced support
ACM_SCP.3 Development tabls CM coverage
ADO: Delivery and operation ADO_DEL.3 Prevention-0f modification
ADO _IGS.1 Installatioh,-generation, and start-up procedures
ADV: Development ADV_FSP.4 Formalfunctional specification
ADV_HLD.5 Formal high-level design
ADV_IMP.3.Structured implementation of the TSF
ADV_INT.3 Minimisation of complexity
ADV_LLPy2 Semiformal low-level design
ADV _.RCR.3 Formal correspondence demonstration
ADY) SPM.3 Formal TOE security policy model
AGD: Guidance documents AGD ADM.1 Administrator guidance
AGD_USR.1 User guidance
ALC: Life cycle support ALC_DVS.2 Sufficiency of security measures
ALC_LCD.3 Measurable life-cycle model
ALC_TAT.3 Compliance with implementation standards - all parts
ATE: Tests ATE_COV.3 Rigorous analysis of coverage
ATE_DPT.3 Testing: implementation representation
ATE FUN.2 Ordered functional testing
ATE_IND.3 Independent testing - complete
AVA: Vulnerability assessment | AVA CCA.2 Systematic covert channel analysis
AVA_MSU.3 Analysis and testing for insecure states
AVA_SOF.1 Strength of TOE security function evaluation
AVA_VLA.4 Highly resistant

Table 13 EAL7

11 Assurance classes, families, and components

The next seven clauses provide the detailed requirements, presented in alphabetical order, of each of the
assurance components, grouped by class and family.

12 Class ACM: Configuration management

Configuration management (CM) is one method or means for establishing that the functional requirements
and specifications are realised in the implementation of the TOE. CM meets these objectives by requiring
discipline and control in the processes of refinement and modification of the TOE and the related information.
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CM systems are put in place to ensure the integrity of the portions of the TOE that they control, by providing a
method of tracking any changes, and by ensuring that all changes are authorised.

Figure 8 shows the families within this class, and the hierarchy of components within the families.

ACM_AUT: CM automation 1 2
ACM_CAP:- CM capahilities 1 2 3 4 5
ACM _SCP: CM scope l 2 3

Figure 8 - ACM: Configuration management class decomposition

12.1 CM automation (ACM_AUT)
12.1.1 Qbjectives

The objerctive of introducing automated CM tools is to increase the effectiveness of the CM system. While both
automatTd and manual CM systems can be bypassed, ignored, or prove,insufficient to prevent unauthorisegd
modification, automated systems are less susceptible to human error of negligence.

12.1.2 dJomponent levelling

The conponents in this family are levelled on the basis of\the set of configuration items that are controlled
through @utomated means.

12.1.3 Application notes

ACM_AUT.1.1C introduces a requirement that istrelated to the implementation representation of the TOE. The
implemeptation representation of the TOE consists of all hardware, software, and firmware that comprise th
physical |TOE. In the case of a software-only TOE, the implementation representation may consist solely ¢
source anhd object code.

= (D

ACM_AUT.1.2C introduces a requirement that the CM system provide an automated means to support th
generatipn of the TOE. This/requires that the CM system provide an automated means to assist i
determinjng that the correct.cenfiguration items are used in generating the TOE.

- D

ACM_AUT.2.5C introddces a requirement that the CM system provide an automated means to ascertain the
changes|between the TOE and its preceding version. If no previous version of the TOE exists, the developg
still needs to provide'‘an automated means to ascertain the changes between the TOE and a future version ¢
the TOE

- =

12.1.4 ACM, AUT.1 Partial CM automation

Dependencies: ACM_CAP.3 Authorisation controls
12.1.4.1 Objectives

In development environments where the implementation representation is complex or is being developed by
multiple developers, it is difficult to control changes without the support of automated tools. In particular, these
automated tools need to be able to support the numerous changes that occur during development and ensure
that those changes are authorised. It is the objective of this component to ensure that the implementation
representation is controlled through automated means.
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12.1.4.2 Developer action elements
12.1.4.21 ACM_AUT.1.1D

The developer shall use a CM system.
12.1.4.2.2 ACM_AUT.1.2D

The developer shall provide a CM plan.

12.1.4.3 Content and presentation of evidence elements

12.1.4.3.1 ACM_AUT.1.1C

T|OE implementation representation.

12.1.4.3.2 ACM_AUT.1.2C

Tlhe CM system shall provide an automated means to support the generation of the TOE.
12.1.4.3.3 ACM_AUT.1.3C

Tlhe CM plan shall describe the automated tools used in the-CM system.

12.1.4.3.4 ACM_AUT.1.4C

The CM plan shall describe how the automated toglS,are used in the CM system.
12.1.4.4 Evaluator action elements

12.1.4.4.1 ACM_AUT.1.1E

The evaluator shall confirm that the information provided meets all requirements for con
pgresentation of evidence.

12.1.5 ACM_AUT.2 Complete:CM automation
Qependencies: ACM _CAP.3 Authorisation controls

12.1.5.1 Objectives

Ip development-environments where the configuration items are complex or are being developed by

The CM system shall provide an automated means by which only authorised changes are made to the

ent and

multiple

eveloperss it is difficult to control changes without the support of automated tools. In particulgr, these

utomated tools need to be able to support the numerous changes that occur during development an
that those changes are authorised. It is the objective of this component to ensure that all configurat
re-controlled through automated means.

d ensure
on items

Providing an automated means of ascertaining changes between versions of the TOE and identifying which
configuration items are affected by modifications to other configuration items assists in determining the impact
of the changes between successive versions of the TOE. This in turn can provide valuable information in

determining whether changes to the TOE result in all configuration items being consistent with one an
12.1.5.2 Developer action elements
12.1.5.2.1 ACM_AUT.2.1D

The developer shall use a CM system.
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12.1.5.2.

2 ACM_AUT.2.2D

The developer shall provide a CM plan.

12.1.5.3

12.1.5.3.

Content and presentation of evidence elements

1 ACM_AUT.2.1C

The CM system shall provide an automated means by which only authorised changes are made to the TOE

impleme

ntation representation, and to all other configuration items.

12.1.5.3.
The CM
12.1.5.3.
The CM
12.1.5.3.
The CM
12.1.5.3.

The CM
precedir

12.1.5.3.

The CM
affected

12.1.5.4
12.1.5.4.

The eval
of evider

12.2 CN

1221 @

The capabilities.of the CM system address the likelihood that accidental or unauthorised modifications of th

configura
stages th

P ACM_AUT.2.2C

system shall provide an automated means to support the generation of the TOE.
3 ACM_AUT.2.3C

plan shall describe the automated tools used in the CM system.

1 ACM_AUT.2.4C

plan shall describe how the automated tools are used in the CM system.

5 ACM_AUT.2.5C

system shall provide an automated means to ascertain the changes between the TOE and it
g version.

6 ACM_AUT.2.6C

system shall provide an automated means-to identify all other configuration items that ar
by the modification of a given configuration item.

Evaluator action elements
1 ACM_AUT.2.1E

Lator shall confirm that the\information provided meets all requirements for content and presentatio
ce.

| capabilities (ACM_CAP)

bjectives

ition items will occur. The CM system should ensure the integrity of the TOE from the early desig
reugh all subsequent maintenance efforts.

)

=)

The obje

ctives of this family include the following:

a) ensuring that the TOE is correct and complete before it is sent to the consumer;

b) ensuring that no configuration items are missed during evaluation;

c) preventing unauthorised modification, addition, or deletion of TOE configuration items.

In the case where the TOE is a subset of a product, the ACM requirements apply only to the TOE
configuration items, not to the product as a whole. While it is desired that CM be applied from the early design

50
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stages and continue into the future, ACM requires that CM be in place and in use prior to the end of the

evaluation.

12.2.2 Component levelling

The components in this family are levelled on the basis of the CM system capabilities, the scope of the CM

documentation provided by the developer, and whether the developer provides justification that
system meets its security requirements.

12.2.3 Application notes

the CM

ACM_CAP.2 Configuration items introduces several elements which refer to configuration items:

(7))

by

CM_CAP.2.3C introduces a requirement that a configuration list be provided. The configdration list
Il configuration items that are maintained by the CM system.

QD

>y

CM_CAP.2.7C introduces a requirement that the CM system uniquely identify all' configuration ite

QD

ACM_CAP.3.9C introduces the requirement that the evidence shall demeonstrate that the CM system
im accordance with the CM plan. Examples of such evidence might-be documentation such a

Iso requires that modifications to configuration items result in a new, unigue identifier being assigned.

The CM

cope (ACM_SCP) family contains requirements for the configuration items to be tracked by thie'€M dystem.

contains

ms. This

operates
5 Screen

apshots or audit trail output from the CM system, or a detailed demonstration of the CM system by the

eveloper. The evaluator is responsible for determining that thiS¢evidence is sufficient to show tha
stem operates in accordance with the CM plan.

CM_CAP.3.10C introduces the requirement that evidence' be provided to show that all configurat

re being maintained under the CM system. Since @,configuration item refers to an item that i
nfiguration list, this requirement states that all items on the configuration list are maintained unde
stem.

CM_CAP.4.12C introduces the requirement-that the CM system support the generation of the T
requires that the CM system provide information and/or electronic means to assist in determining
rrect configuration items are used in generating the TOE.

M capabilities (ACM_CAP) identifies the CM requirements to be imposed on all items identifig
nfiguration item list. Other than the TOE itself, CM capabilities (ACM_CAP) leaves the conten|

the CM

on items
5 on the
F the CM

DE. This
that the

d in the
ks of the

nfiguration item list to thé discretion of the developer. (CM scope (ACM_SCP) can be used t¢ identify

ecific items that must be.included in the configuration item list, and hence covered by CM.)
2.2.4 ACM_CAP.2Xersion numbers

ependencies:) “No dependencies.
2.2.4.1 < \Objectives

unique reference is required to ensure that there is no ambiguity in terms of which instance of th

e TOE is

eing evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware

of which

instance of the TOE they are using.
12.2.4.2 Developer action elements
12.2.4.2.1 ACM_CAP.1.1D

The developer shall provide a reference for the TOE.
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12.2.4.3

12.2.4.3.

Content and presentation of evidence elements

1 ACM_CAP.1.1C

The reference for the TOE shall be unique to each version of the TOE.

12.2.4.3.2 ACM_CAP.1.2C

The TOE shall be labelled with its reference.

12.2.4.4

12.2.4.4.

The eva

presentation of evidence.

1225 A
Depends
12.25.1
A uniqug

being eV
instance

Unique iglentification of the configuration items leads to a clearéy understanding of the composition of the TOE

which in

12.25.2

12.2.5.2.

The devs

12.2.5.2.

The dev

12.2.5.2,

The dev

12.25.3

12.2.5.3.

Evaluator action elements
1 ACM_CAP.1.1E

luator shall confirm that the information provided meets all requirements for.!content ang

CM_CAP.2 Configuration items
ncies: No dependencies.
Objectives
reference is required to ensure that there is no ambiguity in terms of which instance of the TOE

pluated. Labelling the TOE with its reference ensures that users of the TOE can be aware of whig
of the TOE they are using.

- O

furn helps to determine those items which are subject to the evaluation requirements for the TOE.
Developer action elements

1 ACM_CAP.2.1D

loper shall provide a reference forthe TOE.

P ACM_CAP.2.2D

bloper shall use a CM.system.

3 ACM_CAP.2.3D

bloper shall previde CM documentation.
Contentvand presentation of evidence elements

1,~ACM_CAP.2.1C

The reference for the TOE shall be unique to each version of the TOE.

12.2.5.3.

2 ACM_CAP.2.2C

The TOE shall be labelled with its reference.

12.2.5.3.

The CM

52

3 ACM_CAP.2.3C

documentation shall include a configuration list.
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12.2.5.3.4 ACM_CAP.2.4C

The configuration list shall uniquely identify all configuration items that comprise the TOE.
12.2.5.3.5 ACM_CAP.2.5C

The configuration list shall describe the configuration items that comprise the TOE.

12.25.3.6 ACM_CAP.2.6C

2005(E)

The CM documentation shall describe the method used to uniquely identify the configuratig
that comprise the TOE.

12.2.5.3.7 ACM_CAP.2.7C

The CM system shall uniquely identify all configuration items that comprise the TOE.
12.2.5.4 Evaluator action elements

12.2.5.41 ACM_CAP.2.1E

Tlhe evaluator shall confirm that the information provided meets all requirements for content and pre
gf evidence.

12.2.6 ACM_CAP.3 Authorisation controls

Qependencies: ALC_DVS.1 Identification of security measures

12.2.6.1 Objectives

unique reference is required to ensure that there is no ambiguity in terms of which instance of th

eing evaluated. Labelling the TOE with its-reference ensures that users of the TOE can be aware
mstance of the TOE they are using.

- o™

—

nique identification of the configuration items leads to a clearer understanding of the composition of
which in turn helps to determine those items which are subject to the evaluation requirements for the ]

-

roviding controls to ensure.that unauthorised modifications are not made to the TOE, and ensurin
flinctionality and use of the-€M system, helps to maintain the integrity of the TOE.

12.2.6.2 Developeraction elements
12.2.6.2.1 ACM’CAP.3.1D
Tlhe developer shall provide a reference for the TOE.

122.6.2.2 ACM_CAP.3.2D

n items

sentation

e TOE is
of which

the TOE,
[OE.

g proper

The developer shall use a CM system.

12.2.6.2.3 ACM_CAP.3.3D

The developer shall provide CM documentation.

12.2.6.3 Content and presentation of evidence elements
12.2.6.3.1 ACM_CAP.3.1C

The reference for the TOE shall be unique to each version of the TOE.
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12.2.6.3.2 ACM_CAP.3.2C

The TOE shall be labelled with its reference.

12.2.6.3.3 ACM_CAP.3.3C

The CM documentation shall include a configuration list and a CM plan.

12.2.6.3.4 ACM_CAP.3.4C

The confijguration list shall uniquely identify all configuration items that comprise the TOE.
12.2.6.3p ACM_CAP.3.5C

The confjguration list shall describe the configuration items that comprise the TOE.
12.2.6.36 ACM_CAP.3.6C

The CM| documentation shall describe the method used to uniquely identify the<canfiguration items that
comprisg the TOE.

12.2.6.3]7 ACM_CAP.3.7C

The CM pystem shall uniquely identify all configuration items that comprise the TOE.

12.2.6.38 ACM_CAP.3.8C

The CM plan shall describe how the CM system is used.

12.2.6.39 ACM_CAP.3.9C

The evidence shall demonstrate that the CM system is operating in accordance with the CM plan.
12.2.6.3[10 ACM_CAP.3.10C

The CM|documentation shall provide evidence that all configuration items have been and are beinp
effectivgly maintained under the CNksystem.

12.2.6.3[11 ACM_CAP.3.11C

The CM system shall provide measures such that only authorised changes are made to the
configutation items.

12.2.6.4| Evaluateraction elements

12.2.6.41 ACM_CAP.3.1E

The evaluatorshall confirm-that the information provided - meets-all requirements-for content and-presentati
Lad bt =~

of evidence.

12.2.7 ACM_CAP.4 Generation support and acceptance procedures

Dependencies: ALC_DVS.1 Identification of security measures

12.2.7.1 Objectives

A unique reference is required to ensure that there is no ambiguity in terms of which instance of the TOE is

being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware of which
instance of the TOE they are using.
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Unique identification of the configuration items leads to a clearer understanding of the composition of the TOE,
which in turn helps to determine those items which are subject to the evaluation requirements for the TOE.

Providing controls to ensure that unauthorised modifications are not made to the TOE, and ensuring proper
functionality and use of the CM system, helps to maintain the integrity of the TOE.

The purpose of acceptance procedures is to confirm that any creation or modification of configuration items is
authorised.

12.2.7.2 Developer action elements

12.2.7.2.1 ACM_CAP.4.1D

Tlhe developer shall provide a reference for the TOE.

12.2.7.2.2 ACM_CAP.4.2D

Tlhe developer shall use a CM system.

12.2.7.2.3 ACM_CAP.4.3D

Tlhe developer shall provide CM documentation.

12.2.7.3 Content and presentation of evidence elements

12.2.7.3.1 ACM_CAP.4.1C

Tlhe reference for the TOE shall be unique to each version of the TOE.

12.2.7.3.2 ACM_CAP.4.2C

Tlhe TOE shall be labelled with its reference-

12.2.7.3.3 ACM_CAP.4.3C

Tlhe CM documentation shall include a configuration list, a CM plan, and an acceptance plan.
12.2.7.3.4 ACM_CAP.4.4C

Tlhe configuration list,shall uniquely identify all configuration items that comprise the TOE.
12.2.7.3.5 ACM CAP.4.5C

Tlhe configuration list shall describe the configuration items that comprise the TOE.

12.2.73:6 ACM_CAP.4.6C

copise h O. V
12.2.7.3.7 ACM_CAP.4.7C
The CM system shall uniquely identify all configuration items that comprise the TOE.
12.2.7.3.8 ACM_CAP.4.8C

The CM plan shall describe how the CM system is used.
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12.2.7.3.9 ACM_CAP.4.9C
The evidence shall demonstrate that the CM system is operating in accordance with the CM plan.
12.2.7.3.10 ACM_CAP.4.10C

The CM documentation shall provide evidence that all configuration items have been and are being effectively
maintained under the CM system.

12.2.7.3.11 ACM_CAP.4.11C

The CM|system shall provide measures such that only authorised changes are made to the configuratio
items.

-

12.2.7.312 ACM_CAP.4.12C
The CM pystem shall support the generation of the TOE.
12.2.7.313 ACM_CAP.4.13C

The acdeptance plan shall describe the procedures used to accept imedified or newly createfd
configuration items as part of the TOE.

12.2.7.4| Evaluator action elements

12.2.7.41 ACM_CAP.4.1E

=)

The evaluator shall confirm that the information provided meets;all requirements for content and presentatio
of eviderce.

12.2.8 ACM_CAP.5 Advanced support

Dependgncies: ALC_DVS.2 Sufficiency of security measures

12.2.8.1| Objectives

A uniquq reference is required to ensure that there is no ambiguity in terms of which instance of the TOE

being evpluated. Labelling the TOE\with its reference ensures that users of the TOE can be aware of whic
instance|of the TOE they are using:

- O

Unique iglentification of the-configuration items leads to a clearer understanding of the composition of the TOE
which in furn helps to determine those items which are subject to the evaluation requirements for the TOE.

Providing controls.to/ensure that unauthorised modifications are not made to the TOE, and ensuring propsd
functiondlity and use of the CM system, helps to maintain the integrity of the TOE.

=

The purgose ‘of acceptance procedures is to confirm that any creation or modification of configuration items is
authorised

Integration procedures help to ensure that generation of the TOE from a managed set of configuration items is
correctly performed in an authorised manner.

Requiring that the CM system be able to identify the master copy of the material used to generate the TOE

helps to ensure that the integrity of this material is preserved by the appropriate technical, physical and
procedural safeguards.
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12.2.8.2 Developer action elements

12.2.8.2.1 ACM_CAP.5.1D

The developer shall provide a reference for the TOE.
12.2.8.2.2 ACM_CAP.5.2D

The developer shall use a CM system.

2005(E)

12.2.8.2.3 ACM_CAP.5.3D

Tlhe developer shall provide CM documentation.

12.2.8.3 Content and presentation of evidence elements
12.2.8.3.1 ACM_CAP.5.1C

Tlhe reference for the TOE shall be unique to each version of the TOE.
12.2.8.3.2 ACM_CAP.5.2C

Tlhe TOE shall be labelled with its reference.

12.2.8.3.3 ACM_CAP.5.3C

The CM documentation shall include a configuration list,a CM plan, an acceptance plan, and int
pgrocedures.

12.2.8.3.4 ACM_CAP.5.4C

Tlhe configuration list shall uniquely identify all configuration items that comprise the TOE.
12.2.8.3.5 ACM_CAP.5.5C

Tlhe configuration list shall describe the configuration items that comprise the TOE.
12.2.8.3.6 ACM_CAP.5.6C

The CM documentation/shall describe the method used to uniquely identify the configuration it
comprise the TOE,

12.2.8.3.7 ACM CAP.5.7C
Tlhe CM.system shall uniquely identify all configuration items that comprise the TOE.

12:2.8:3.8 ACM_CAP.5.8C

egration

ems  that

The CM plan shall describe how the CM system is used.
12.2.8.3.9 ACM_CAP.5.9C
The evidence shall demonstrate that the CM system is operating in accordance with the CM plan.

12.2.8.3.10 ACM_CAP.5.10C

The CM documentation shall provide evidence that all configuration items have been and are being effectively

maintained under the CM system.
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12.2.8.3.11 ACM_CAP.5.11C

The CM system shall provide measures such that only authorised changes are made to the configuration
items.

12.2.8.3.12 ACM_CAP.5.12C
The CM system shall support the generation of the TOE.

12.2.8.3.13 ACM_CAP.5.13C

-

The acce¢ptance plan shall describe the procedures used to accept modified or newly created configuratio
items as|part of the TOE.

12.2.8.3/14 ACM_CAP.5.14C

The intggration procedures shall describe how the CM system is applied in the TOE) manufacturinp
process

12.2.8.315 ACM_CAP.5.15C

The CMsystem shall require that the person responsible for accepting a configuration item into CM is
not the person who developed it.

12.2.8.3]16 ACM_CAP.5.16C
The CM pystem shall clearly identify the configuration itemstthat comprise the TSF.
12.2.8.3[17 ACM_CAP.5.17C

The CM|system shall support the audit of all modifieations to the TOE, including the originator, date,
and timeg in the audit trail.

12.2.8.3/18 ACM_CAP.5.18C
The CM pystem shall be able to identify the master copy of all material used to generate the TOE.
12.2.8.319 ACM_CAP.5.19C

The CM documentation shall demonstrate that the use of the CM system, together with the
development security measures, allow only authorised changes to be made to the TOE.

12.2.8.320 ACM_CAR’6:20C

The CM|documentation shall demonstrate that the use of the integration procedures ensures that the
generatipn ofithe TOE is correctly performed in an authorised manner.

12.2.8.3RT-ACM CAP 521C

The CM documentation shall demonstrate that the CM system is sufficient to ensure that the person
responsible for accepting a configuration item into CM is not the person who developed it.

12.2.8.3.22 ACM_CAP.5.22C

The CM documentation shall justify that the acceptance procedures provide for an adequate and
appropriate review of changes to all configuration items.
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12.2.8.4 Evaluator action elements
12.2.8.4.1 ACM_CAPGL.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

12.3 CM scope (ACM_SCP)

12.3.1 Objectives

he objective of this family is to require items to be included as configuration items and hence-placed under
the CM requirements of CM capabilities (ACM_CAP). Applying configuration management to‘these gdditional
items provides additional assurance that the integrity of TOE is maintained.

2.3.2 Component levelling

he components in this family are levelled on the basis of which of the followingrare required to be ingluded as
nfiguration items: implementation representation; the evaluation evidence required by the apsurance
mponents in the ST, security flaws; and development tools and related ipformation.

2.3.3 Application notes

hile CM capabilities (ACM_CAP) mandates a list of configuration items and that each item on tHis list be
nder CM, other than the TOE itself, CM capabilities (ACM_CAPY leaves the contents of the configurgtion item
list to the discretion of the developer. CM scope (ACM_SCR) narrows this discretion by identifying items that
ust be included in the configuration item list, and hence:eome under the CM requirements of CM capabilities
(ACM_CAP).

CM_SCP.1.1C introduces the requirement that the TOE implementation representation be included jn the list
configuration items. The TOE implementation‘representation refers to all hardware, software, and|[firmware
that comprise the physical TOE. In the case, of a software-only TOE, the implementation representgtion may
onsist solely of source and object code.

Q

>

CM_SCP.1.1C also introduces the requirement that the evaluation evidence required by the other agsurance
omponents in the ST be included in‘the list of configuration items.

Q

ACM_SCP.2.1C introduces ‘the requirement that security flaws be included in the list of configuratipn items.
his requires that information regarding previous security flaws and their resolution be maintained, ajs well as
etails regarding current security flaws.

CM_SCP.3.1C/ introduces the requirement that development tools and other related information be|included
im the list of configuration items. Examples of development tools are programming languages and cpmpilers.
Information_pertaining to TOE generation items (such as compiler options, installation/generation optjons, and
uild optiens) is an example of information relating to development tools.

2.3.4, ACM_SCP.1 TOE CM coverage

Dependencies: ACM_CAP.3 Authorisation controls

12.3.4.1 Objectives

A CM system can control changes only to those items that have been placed under CM (i.e., the configuration
items identified in the configuration item list). Placing the TOE implementation and the evaluation evidence

required by the other assurance components in the ST under CM provides assurance that they have been
modified in a controlled manner with proper authorisations.
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12.3.4.2

12.3.4.2.

Developer action elements

1 ACM_SCP.1.1D

The developer shall provide a list of configuration items for the TOE.

12.3.4.3

12.3.4.3.

Content and presentation of evidence elements

1 ACM_SCP.1.1C

The list
evaluati

12.3.4.4

12.3.4.4.

The eva

presentation of evidence.

12.35 A
Depends
12.35.1
A CM sy
items idg
required

modified

Placing
develope

12.3.5.2

12.3.5.2.

The devéloper shall provide a list ofconfiguration items for the TOE.

12.35.3

12.3.5.3,

The list (
the evall

of configuration items shall include the following: implementation representation and thie
bn evidence required by the assurance components in the ST.

Evaluator action elements
1 ACM_SCP.1.1E

luator shall confirm that the information provided meets all requirements for content anf

CM_SCP.2 Problem tracking CM coverage
ncies: ACM_CAP.3 Authorisation controls
Objectives
5tem can control changes only to those items that have‘been placed under CM (i.e., the configuratio
ntified in the configuration item list). Placing the TOE, implementation and the evaluation evidenc

by the other assurance components in the ST under CM provides assurance that they have bee
in a controlled manner with proper authorisations:

- b 35

becurity flaws under CM ensures that security flaw reports are not lost or forgotten, and allows g
r to track security flaws to their resolution.

Developer action elements

1 ACM_SCP.2.1D

Content and presentation of evidence elements
1 ACM_SCki271C

f configuration items shall include the following: implementation representation; security flaws; and
ationtevidence required by the assurance components in the ST.

12.3.54

Evaluator action elements

12.3.5.4.

The eval

1 ACM_SCP.2.1E

uator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

12.3.6 ACM_SCP.3 Development tools CM coverage

Dependencies: ACM_CAP.3 Authorisation controls
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12.3.6.1 Objectives

A CM system can control changes only to those items that have been placed under CM (i.e., the configuration
items identified in the configuration item list). Placing the TOE implementation and the evaluation evidence
required by the other assurance components in the ST under CM provides assurance that they have been
modified in a controlled manner with proper authorisations.

Placing security flaws under CM ensures that security flaw reports are not lost or forgotten, and allows a
developer to track security flaws to their resolution.

Cl

evelopment tools play an important role in ensuring the production of a quality version of the TOE, . Therefore,
tlis important to control modifications to these tools.

12.3.6.2 Developer action elements

12.3.6.2.1 ACM_SCP.3.1D

Tlhe developer shall provide a list of configuration items for the TOE.
12.3.6.3 Content and presentation of evidence elements
12.3.6.3.1 ACM_SCP.3.1C

Tlhe list of configuration items shall include the following: implementation representation; security flaws;
development tools and related information; and the evaluation evidence required by the agsurance
components in the ST.

12.3.6.4 Evaluator action elements

12.3.6.4.1 ACM_SCP.3.1E

Tlhe evaluator shall confirm that the information provided meets all requirements for content and pregentation
df evidence.

13 Class ADO: Delivery and operation

Cl

elivery and operation provides‘requirements for correct delivery, installation, generation, and start-up of the
OE.

—

Higure 9 shows the famijlies within this class, and the hierarchy of components within the families.

ADO_DEL: Delivery l 2 3

ADO 1GS: Installation, generation and start-up L 2

Figure 9 - ADO: Delivery and operation class decomposition

13.1 Delivery (ADO_DEL)

13.1.1 Objectives

The requirements for delivery call for system control and distribution facilities and procedures that detail the
measures necessary to provide assurance that the security of the TOE is maintained during distribution of the

TOE. For a valid distribution of the TOE, the procedures used for the distribution of the TOE address the
threats identified in the PP/ST relating to the security of the TOE during delivery.
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13.1.2 Component levelling

The components in this family are levelled on the basis of increasing requirements on the developer to

maintain

security of the TOE during delivery.

13.1.3 Application notes

These procedures could consider issues such as:

ring the TOE received by the consumer corresponds precisely to the TOE Master copy;

a) ens

b) avoi
c) prev
d) avoi
e) avoi
f) avoi
Although
the tech

Hing/detecting any tampering with the actual version of the TOE;
enting submission of a false version of the TOE;

ding unwanted knowledge of distribution of the TOE to the consumer;
Hing/detecting the TOE being intercepted during delivery; and

Hing the TOE being delayed or stopped during distribution.

the procedures consider protection of the TOE in all aspects (integrity, confidentiality, availability
hical measures introduced in ADO_DEL.2 Detection of modification) and ADO_DEL.3 Prevention (

modification are required to address integrity issues only.

13.14 A
Dependg
13.1.4.1
13.1.4.1.
The dev
13.1.4.1.
The dev
13.1.4.2
13.1.4.2.

The del
when di

13.1.4.3

DO_DEL.1 Delivery procedures
ncies: No dependencies.
Developer action elements
1 ADO_DEL.1.1D
bloper shall document procedures for delivery of the TOE or parts of it to the user.
? ADO_DEL.1.2D
bloper shall use the delivery procedures.
Content and presentation of evidence elements
1 ADO_DEL.I1€

very documentation shall describe all procedures that are necessary to maintain securit
Stributingwersions of the TOE to a user's site.

Evaluator action elements

13.1.4.3.

1 ADO_DEL.1.1E

=9

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

13.1.5 ADO_DEL.2 Detection of modification

Dependencies: ACM_CAP.3 Authorisation controls
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13.1.5.1 Developer action elements

13.1.5.1.1 ADO_DEL.2.1D

The developer shall document procedures for delivery of the TOE or parts of it to the user.
13.1.5.1.2 ADO_DEL.2.2D

The developer shall use the delivery procedures.

13.1.5.2 Content and presentation of evidence elements
13.1.5.2.1 ADO_DEL.2.1C

Tlhe delivery documentation shall describe all procedures that are necessary to maintain secun
distributing versions of the TOE to a user's site.

13.1.5.2.2 ADO_DEL.2.2C

he delivery documentation shall describe how the various procedures and technical m
rovide for the detection of modifications, or any discrepancy between the developer's mas
nd the version received at the user site.

3.1.5.2.3 ADO_DEL.2.3C

he delivery documentation shall describe how the various procedures allow detection of attg
asquerade as the developer, even in cases in which:the developer has sent nothing to the ug

13.1.5.3 Evaluator action elements
13.1.5.3.1 ADO_DEL.2.1E

Tlhe evaluator shall confirm that the information provided meets all requirements for content and pre
df evidence.

13.1.6 ADO_DEL.3 Prevention of modification

Qependencies: ACM_CAR.3 Authorisation controls

13.1.6.1 Developer-action elements

13.1.6.1.1 ADOQ™DEL.3.1D

Tlhe developer shall document procedures for delivery of the TOE or parts of it to the user.

13.1.65%-2 ADO_DEL.3.2D

ty when

easures
fer copy

bmpts to
er's site.

sentation

Tlhe dp\/plnpnr shall use the rlnli\/nry Ir\rnm:rh es

13.1.6.2 Content and presentation of evidence elements

13.1.6.2.1 ADO_DEL.3.1C

The delivery documentation shall describe all procedures that are necessary to maintain security when

distributing versions of the TOE to a user's site.
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13.1.6.2.2 ADO_DEL.3.2C

The delivery documentation shall describe how the various procedures and technical measures provide for the
prevention of modifications, or any discrepancy between the developer's master copy and the version
received at the user site.

13.1.6.2.3 ADO_DEL.3.3C

The delivery documentation shall describe how the various procedures allow detection of attempts to
masquerade as the developer, even in cases in which the developer has sent nothing to the user's site.

13.1.6.3| Evaluator action elements
13.1.6.31 ADO _DEL.3.1E

The evalpator shall confirm that the information provided meets all requirements for content and presentation
of eviderjce.

13.2 Installation, generation and start-up (ADO_IGS)
13.2.1 Qbjectives

Installatipn, generation, and start-up procedures are useful for ensuring that the TOE has been installed|,
generatgd, and started up in a secure manner as intended by the develepér. The requirements for installation,

generatipn and start-up call for a secure transition from the TOE's implementation representation being undg
configuration control to its initial operation in the user environment.

=

13.2.2 Jomponent levelling
The components in this family are levelled on the basis of whether the TOE generation options are logged.
13.2.3 Application notes

It is recopnised that the application of these requirements will vary depending on aspects such as whether the
TOE is @n IT product or system, whether it(is,delivered in an operational state, or whether it has to be brougipt
up at thel TOE owner's site, etc. For a given TOE, there will normally be a division of responsibility with respe
to installgtion, generation and start-up:hetween the TOE developer and the owner of the TOE, but there are
exampleg where all activities take place at one site. For example, for a smart card all aspects of installation
generatipn and start-up may have-been performed at the TOE developer's site. On the other hand the TO
might bel delivered as an IT system in the form of software, where all aspects of installation, generation and
start-up are carried out at the FOE owner's site.

—

It might also be the caSe'that the TOE is already installed by the time the evaluation starts. In this case it may
be inappfopriate to.demand and analyse installation procedures.

Furthermore, the generation requirements are applicable only to TOEs that provide the ability to generate
portions pf.an.operational TOE from its implementation representation.

The installation, generation, and start-up procedures may exist as a separate documents or could be grouped
with other administrative guidance. The requirements in this assurance family are presented separately from
those in the Administrator guidance (AGD_ADM) family, due to the infrequent, possibly one-time use of the
installation, generation and start-up procedures.

13.2.4 ADO_IGS.1 Installation, generation, and start-up procedures

Dependencies: AGD_ADM.1 Administrator guidance
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13.2.4.1 Developer action elements
13.2.4.1.1 ADO_IGS.1.1D

The developer shall document procedures necessary for the secure installation, generation, and start-
up of the TOE.

13.2.4.2 Content and presentation of evidence elements

13.2.42.1 ADO_1GS.1.1C

1|he installation, generation and start-up documentation shall describe all the steps npecegsary for
slecure installation, generation and start-up of the TOE.

13.2.4.3 Evaluator action elements
13.2.4.3.1 ADO_IGS.1.1E

Tlhe evaluator shall confirm that the information provided meets all £equirements for conient and
gresentation of evidence.

13.2.4.3.2 ADO_IGS.1.2E

;]he evaluator shall determine that the installation, generation, and start-up procedures regult in a
ecure configuration.

13.2.5 ADO_IGS.2 Generation log

Dependencies: AGD_ADM.1 Administrator guidance
13.2.5.1 Developer action elements

13.2.5.1.1 ADO_IGS.2.1D

'ILhe developer shall document proCedures necessary for the secure installation, generation, and sfart-up of
the TOE.

13.2.5.2 Content and presentation of evidence elements
13.2.5.2.1 ADO_IGS.2.1C

he installation/generation and start-up documentation shall describe all the steps necessary fqr secure
stallation, generation and start-up of the TOE.

—.

13.2.5.2.2VADO_1GS.2.2C

creating
5sible to

he installation, generation and start-up documentation shall describe procedures capable of

determine exactly how and when the TOE was generated.

13.2.5.3 Evaluator action elements
13.2.5.3.1 ADO_IGS.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.
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13.2.5.3.2 ADO_IGS.2.2E

The evaluator shall determine that the installation, generation, and start-up procedures result in a secure
configuration.

14 Class ADV: Development

The development class encompasses four families of requirements for representing the TSF at various levels
of abstraction from the functional interface to the implementation representation. The development class also
includes afamily—of requirementsfor acorrespondence—mapping-between-the various TSE representation
ultimately requiring a demonstration of correspondence from the least abstract representation through-dl
intervenipg representations to the TOE summary specification provided in the ST. In addition, there is afamily
of requirements for a TSP model, and for correspondence mappings between the TSP, the TSP model, and
the functional specification. Finally, there is a family of requirements on the internal structure of_the TSk
which copers aspects such as modularity, layering, and minimisation of complexity.

The pargdigm evident for these families is one of a functional specification of the TSF, deeomposing the TS
into subgystems, decomposing the subsystems into modules, showing the implementation of the module§
and demonstration of correspondence between all decompositions that are provided as evidence. Th
requirements for the various TSF representations are separated into different families, however, to allow th
PP/ST atithor to specify which subset of the TSF representations are required.

1

D D
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Figure 10 - Relationships between TOE representations and requirements

Figure 10 indicates the relationships between the various TSF representations and the objectives and
requirements that they are intended to address. As the figure indicates, the APE and ASE classes define the
requirements for the correspondence between the functional requirements and the security objectives as well
as between the security objectives and the TOE's anticipated environment. Class ASE also defines
requirements for the correspondence between both the security objectives and functional requirements and

the TOE summary specification.
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The requirements for all other correspondence shown in Figure 10 are defined in the ADV: Development class.
The Security policy modeling (ADV_SPM) family defines the requirements for correspondence between the
TSP and the TSP model, and between the TSP model and the functional specification. The Representation
correspondence (ADV_RCR) family defines the requirements for correspondence between all available TSF
representations from the TOE summary specification through the implementation representation. Finally, each
assurance family specific to a TSF representation (i.e. Functional specification (ADV_FSP), High-level design
(ADV_HLD), Low-level design (ADV_LLD) and Implementation representation (ADV_IMP)) defines
requirements relating that TSF representation to the functional requirements, the combination of which helps
to ensure that the TOE security functional requirements have been addressed. The traceability analysis is
always to be performed from the highest-level TSF representation down through each of the TSF
representations that are provided. ISO/IEC 15408 captures this traceability requirement via dependencies.on
the Representation correspondence (ADV_RCR) family. The TSF internals (ADV_INT) family ,iS yn(
represented in this figure, as it is related to the internal structure of the TSF, and is only indirectly related {
the procgss of refinement of the TSF representations.

O ~

[oX

The TOR security policy (TSP) is the set of rules that regulate how resources are managed,-protected an
distributgd within a TOE, expressed by the TOE security functional requirements. Thevdeveloper is ng
explicitly| required to provide a TSP, as the TSP is expressed by the TOE security functional requirements,
through @ combination of security function policies (SFPs) and the other individual requirement elements.

—

The TOH security functions (TSF) are all the parts of the TOE that have to be relied upon for enforcement ¢f
the TSP The TSF includes both functions that directly enforce the TSP, and ‘also those functions that, while
not direcly enforcing the TSP, contribute to the enforcement of the TSP in aiore indirect manner.

Although the requirements within the TOE summary specification~(ASE_TSS) family and within sever
families ¢f this class call for several different TSF representations, it is not absolutely necessary for each an
every T§F representation to be in a separate document. Indeed, it may be the case that a single document
meets the documentation requirements for more than one TSFepresentation, since it is the information aboyit
each of these TSF representations that is required, rather‘than the resulting document structure. In cas
where multiple TSF representations are combined withinla single document, the developer should indica
which ddcuments meet which requirements.

Three types of specification style are mandated by this class: informal, semiformal and formal. The functional
specification, high-level design, low-level desigh:and TSP models will be written using one or more of the
specification styles. Ambiguity in these spegifications is reduced by using an increased level of formality.

An informal specification is written as.prose in natural language. Natural language is used here as meanin
communjcation in any commonly (Spoken tongue (e.g. Dutch, English, French, German). An informal
specification is not subject to any jnotational or special restrictions other than those required as ordina
conventipns for that language (€}g. grammar and syntax). While no notational restrictions apply, the informal
specification is also required“to provide defined meanings for terms that are used in a context other than that
accepted by normal usage-

A semifoprmal specification is written in a restricted syntax language and is typically accompanied
supporting explaratory (informal) prose. The restricted syntax language may be a natural language wi
restricted sentence structure and keywords with special meanings, or it may be diagrammatic (e.g. data-flo
diagramg, state transition diagrams, entity-relationship diagrams, data structure diagrams, and process
program|structure diagrams). Whether based on diagrams or natural language, a set of conventions must b
supplied T0 define the restrictions placed on the syniax.

A formal specification is written in a notation based upon well-established mathematical concepts, and is
typically accompanied by supporting explanatory (informal) prose. These mathematical concepts are used to
define the syntax and semantics of the notation and the proof rules that support logical reasoning. The
syntactic and semantic rules supporting a formal notation should define how to recognise constructs
unambiguously and determine their meaning. There needs to be evidence that it is impossible to derive
contradictions, and all rules supporting the notation need to be defined or referenced.

Significant assurance can be gained by ensuring that the TSF can be traced through each of its

representations, and by ensuring that the TSP model corresponds to the functional specification. The
Representation correspondence (ADV_RCR) family contains requirements for correspondence mappings
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between the various TSF representations, and the Security policy modeling (ADV_SPM) family contains
requirements for a correspondence mapping between the TSP model and the functional specification. A
correspondence can take the form of an informal demonstration, a semiformal demonstration, or a formal
proof.

When an informal demonstration of correspondence is required, this means that only a basic correspondence
is required. Correspondence methods include, for example, the use of a two-dimensional table with entries
denoting correspondence, or the use of appropriate notation of design diagrams. Pointers and references to
other documents may also be used.

semiformal demonstration of correspondence requires a structured approach at the analysls of the
rrespondence. This approach should lessen ambiguity that could exist in an informal correspandglence by
iting the interpretation of the terms included in the correspondence. Pointers and references|to other
ocuments may be used.

formal proof of correspondence requires that well-established mathematical concepts-be used to define the
ntax and semantics of the formal notation and the proof rules that support logicahreasoning. Theg security
roperties need to be expressible in the formal specification language, and these security propertieg need to
e shown to be satisfied by the formal specification. Pointers and references 1o0‘ether documents may also be
sed.

he Representation correspondence (ADV_RCR).*.1C elements requite-that the developer provide gvidence,
for each adjacent pair of TSF representations, that all relevant security functionality of the more abs{ract TSF
representation is refined in the less abstract TSF repfesentation. The Functional specification
(ADV_FSP).*.2E, High-level design (ADV_HLD).*.2E, Low-level design (ADV_LLD).*.2E and Implementation
representation (ADV_IMP).*.2E elements each require the evaluator to determine that the TSF repregented by
that family of requirements is an accurate and complete instantiation of the TOE security functional
requirements. In order to determine that a TSF representation is an accurate and complete instantiation of the
OE security functional requirements, it is intendedthat the evaluator use the evidence provided by the
eveloper in Representation correspondence (ADV_RCR).*1C as an input to this determingtion. By
stablishing a correspondence between the TOE security functional requirements and each of syccessive
SF representations down the chain, this step-wise process will ultimately provide more assurancqg that the
I¢ast abstract TSF representation corresponds to the TOE security functional requirements, whi¢h is the
Itimate goal of this class. If the evaluator-makes no correspondence determinations back to the TOH security
flinctional requirements for intermediate TSF representations, then trying to determine the corresgondence
om the least abstract TSF representation back to the TOE security functional requirements may fepresent
tpo large a step to be accuratély performed. Finally, depending on the set of TSF representationg that are
required, it is quite possiblerthat the low-level design, high-level design, or even the functional specification
might be the least abstract TSF representation that is provided.

Higure 11 shows the families within this class, and the hierarchy of components within the families.
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ADV_FSP: Functional specification 1 2 3 4
ADV_HLD: High-level design | 2 3 4 5
ADV_IMP: Implementation representation 1 2 3
ADV _INT: TSF internals 1 2 3
ADV_LLD: Low-level design | 2 3
ADV_RCR: Representation correspondence l 2 3
ADV_SPM: Security policy modeling | 2 3

Figure 11 - ADV: Development class decQmposition

14.1 Functional specification (ADV_FSP)

14.1.1 Qbjectives

—

The fundtional specification is a high-level description of-the user-visible interface and behaviour of the TSF.
is an insfantiation of the TOE security functional requirements. The functional specification has to show that |
the TOE|security functional requirements are addressed.

14.1.2 domponent levelling

The components in this family are levelled on the basis of the degree of formalism required of the functional
specification, and the degree of detailprovided for the external interfaces to the TSF.

14.1.3 Application notes

The Furjctional specification (ADV_FSP).*.2E elements within this family define a requirement that th
evaluato[ determine that the functional specification is an accurate and complete instantiation of the TO
security functional requirements. This provides a direct correspondence between the TOE security function
requirements and-the functional specification, in addition to the pairwise correspondences required by th
Represetation<correspondence (ADV_RCR) family. It is expected that the evaluator will use the eviden
provided| in Representation correspondence (ADV_RCR) as an input to making this determination, and th
requirement. for completeness is intended to be relative to the level of abstraction of the functional
specification-

= 11T ®

For ADV_FSP.1.3C, it is intended that sufficient information is provided in the functional specification to
understand how the TOE security functional requirements have been addressed, and to enable the
specification of tests which reflect the TOE security functional requirements in the ST. It is not necessarily the
case that such testing will cover all possible return values and error messages which could be generated at
the interface, but the information provided should make clear the results of using an interface in the case of
success and the most common instances of failure.

ADV_FSP.2.3C introduces a requirement for a complete presentation of the functional interface. This will

provide the necessary detail for supporting both thorough testing of the TOE and the assessment of
vulnerabilities.
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In the context of the level of formality of the functional specification, informal, semiformal and formal are
considered to be hierarchical in nature. Thus, ADV_FSP.1.1C and ADV_FSP.2.1C may also be met with
either a semiformal or formal functional specification, provided that it is supported by informal, explanatory text
where appropriate. In addition, ADV_FSP.3.1C may also be met with a formal functional specification.

14.1.4 ADV_FSP.1 Informal functional specification

Dependencies: ADV_RCR.1 Informal correspondence demonstration

14.1.4.1 Developer action elements

14.1.4.11 ADV_FSP.1.1D

Tlhe developer shall provide a functional specification.
14.1.4.2 Content and presentation of evidence elements
14.1.4.21 ADV_FSP.1.1C

Tlhe functional specification shall describe the TSF and its external interfaces using an informal style.
14.1.4.2.2 ADV_FSP.1.2C

Tlhe functional specification shall be internally consistent.
14.1.4.2.3 ADV_FSP.1.3C

'Il‘he functional specification shall describe the purpose and method of use of all exterpal TSF
terfaces, providing details of effects, exceptions:and error messages, as appropriate.

14.1.4.2.4 ADV_FSP.1.4C

Tlhe functional specification shall completely represent the TSF.
14.1.4.3 Evaluator action elements

14.1.4.3.1 ADV_FSP.1.1E

Tlhe evaluator shall confirm that the information provided meets all requirements for conient and
pgresentation of evidence.

14.1.43.2 ADV-FSP.1.2E

'ILhe evaluator shall determine that the functional specification is an accurate and domplete
instantiation of the TOE security functional requirements.

14.1.5. ADV_FSP.2 Fully defined external interfaces

Dependencies: ADV_RCR.1 Informal correspondence demonstration
14.1.5.1 Developer action elements
14.1.5.1.1 ADV_FSP.2.1D

The developer shall provide a functional specification.
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14.1.5.2 Content and presentation of evidence elements

14.1.5.2.1 ADV_FSP.2.1C

The functional specification shall describe the TSF and its external interfaces using an informal style.
14.1.5.2.2 ADV_FSP.2.2C

The functional specification shall be internally consistent.

14.1.5.283 ADV_FSP.2.3C

The fungtional specification shall describe the purpose and method of use of all external TSF interfaces,
providing complete details of all effects, exceptions and error messages.

14.1.5.24 ADV_FSP.2.4C

The functional specification shall completely represent the TSF.

14.1.5.25 ADV_FSP.2.5C

The fungtional specification shall include rationale that the TSF is completely represented.
14.1.5.3| Evaluator action elements

14.1.5.3[1 ADV_FSP.2.1E

=)

The evaluator shall confirm that the information provided meets;all requirements for content and presentatio
of eviderjce.

14.1.5.32 ADV_FSP.2.2E

The evaluator shall determine that the functional, specification is an accurate and complete instantiation of the
TOE secprity functional requirements.

14.1.6 ADV_FSP.3 Semiformal functional specification
Dependgncies: ADV_RCR.1 Infermal correspondence demonstration
14.1.6.1| Developer actionelements

14.1.6.11 ADV_FSP.371D

The devéloper shall.provide a functional specification.

14.1.6.2| Content and presentation of evidence elements

14.1.6.2.4 An\/_I:QD 3.1C

The functional specification shall describe the TSF and its external interfaces using a semiformal style,
supported by informal, explanatory text where appropriate.

14.1.6.2.2 ADV_FSP.3.2C

The functional specification shall be internally consistent.
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14.1.6.2.3 ADV_FSP.3.3C

The functional specification shall describe the purpose and method of use of all external TSF interfaces,
providing complete details of all effects, exceptions and error messages.

14.1.6.2.4 ADV_FSP.3.4C
The functional specification shall completely represent the TSF.

14.1.6.2.5 ADV_FSP.3.5C

1|he functional specification shall include rationale that the TSF is completely represented.
14.1.6.3 Evaluator action elements
14.1.6.3.1 ADV_FSP.3.1E

Tlhe evaluator shall confirm that the information provided meets all requirements for content and pregentation
gf evidence.

14.1.6.3.2 ADV_FSP.3.2E

Tlhe evaluator shall determine that the functional specification is an accurate and complete instantiation of the
T|OE security functional requirements.

14.1.7 ADV_FSP.4 Formal functional specification

Dependencies: ADV_RCR.1 Informal correspondence,demonstration
14.1.7.1 Developer action elements

14.1.7.1.1 ADV_FSP.4.1D

Tlhe developer shall provide a functional specification.

14.1.7.2 Content and presentation of evidence elements
14.1.7.2.1 ADV_FSP.4.1€

Tlhe functional specification shall describe the TSF and its external interfaces using a formal style, supported
by informal, explanatery text where appropriate.

14.1.7.2.2 ADV-'FSP.4.2C
Tlhe functional specification shall be internally consistent.

144.712.3 ADV_FSP.4.3C

The functional specification shall describe the purpose and method of use of all external TSF interfaces,
providing complete details of all effects, exceptions and error messages.

14.1.7.2.4 ADV_FSP.4.4C
The functional specification shall completely represent the TSF.
14.1.7.2.5 ADV_FSP.4.5C

The functional specification shall include rationale that the TSF is completely represented.
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14.1.7.3

14.1.7.3.

Evaluator action elements

1 ADV_FSP.A4.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

14.1.7.3.2 ADV_FSP.4.2E
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m. The interrelationships of all subsystems are also definéd in the high-level design. Thes
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bloper is expected to describe the design of the TSF in terms of subsystems. The term “subsystem”
e to express the idea of decomposing the TSF into a relatively small number of parts. While th
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The Higlp-level design (ADV_HLD).*.2E elements within this family define a requirement that the evaluat

determine that the high-level design is an accurate and complete instantiation of the TOE security functional
requirements. This provides a direct correspondence between the TOE security functional requirements and
the high-level design, in addition to the pairwise correspondences required by the Representation
correspondence (ADV_RCR) family. It is expected that the evaluator will use the evidence provided in
Representation correspondence (ADV_RCR) as an input to making this determination, and the requirement

for comp

leteness is intended to be relative to the level of abstraction of the high-level design.

ADV_HLD.3.8C introduces a requirement for a complete presentation for the interfaces to the subsystems.
This will provide the necessary detail for supporting both thorough testing of the TOE (using components from
Depth (ATE_DPT)), and the assessment of vulnerabilities.
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In the context of the level of formality of the high-level design, informal, semiformal and formal are considered
to be hierarchical in nature. Thus, ADV_HLD.1.1C and ADV_HLD.2.1C may also be met with either a
semiformal or formal high-level design, and ADV_HLD.3.1C and ADV_HLD.4.1C may also be met with a
formal high-level design.

In High-level design (ADV_HLD).*.5C the phrase “underlying hardware, firmware and/or software” concerns
the virtual machine on which the TOE runs (if any), rather than mechanisms contained within the TOE (which
are covered elsewhere in the component). As such it is a requirement on information about the IT environment.

14.2.4 ADV HLD.1 Descriptive high-level design

Qependencies: ADV_FSP.1 Informal functional specification

ADV_RCR.1 Informal correspondence demonstration

14.2.4.1 Developer action elements

142411 ADV_HLD.1.1D

Tlhe developer shall provide the high-level design of the TSF.

14.2.4.2 Content and presentation of evidence elements

14.2.4.21 ADV_HLD.1.1C

Tlhe presentation of the high-level design shall be informal:

14.2.4.2.2 ADV_HLD.1.2C

Tlhe high-level design shall be internally consistent.

14.2.4.2.3 ADV_HLD.1.3C

Tlhe high-level design shall describedhe structure of the TSF in terms of subsystems.
14.2.4.2.4 ADV_HLD.1.4C

Tlhe high-level design shall.describe the security functionality provided by each subsystem of the TSF.

14.2.4.25 ADV_HLB:.5C

he high-level design shall identify any underlying hardware, firmware, and/or software reqpired by
the TSF witha-‘presentation of the functions provided by the supporting protection mechanisms
implemented’in that hardware, firmware, or software.

.2.42:6 ADV_HLD.1.6C

e-high-level design shall identify all interfaces to the suhsystems of the TSE

14.2.4.2.7 ADV_HLD.1.7C

The high-level design shall identify which of the interfaces to the subsystems of the TSF are externally
visible.
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Evaluator action elements

14.2.43.1 ADV_HLD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

14.2.4.3.2 ADV_HLD.1.2E

The eva

—h

uator shall determine that the high-level design is an accurate and complete instantiation

the TOE
1425 A

Dependd

14251

142511 ADV_HLD.2.1D

The devéloper shall provide the high-level design of the TSF.

14.2.5.2
14.2.5.2.
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The high
14.2.5.2.
The high
14.2.5.2.
The high

with a p
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security functional requirements.

DV_HLD.2 Security enforcing high-level design

ncies: ADV_FSP.1 Informal functional specification
ADV_RCR.1 Informal correspondence demonstration

Developer action elements

Content and presentation of evidence elements

1 ADV_HLD.2.1C

entation of the high-level design shall be informal.

P ADV_HLD.2.2C

Hlevel design shall be internally consistent.

3 ADV_HLD.2.3C

Hlevel design shall describe the-structure of the TSF in terms of subsystems.

4 ADV_HLD.2.4C

Hlevel design shall-describe the security functionality provided by each subsystem of the TSF.
5 ADV_HLDB:2:5C

-level design shall identify any underlying hardware, firmware, and/or software required by the TSF

esentation of the functions provided by the supporting protection mechanisms implemented in that
p, firmware, or software.

14.2.5.2.
The high
14.2.5.2.

The high
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6 ADV_HLD.2.6C
-level design shall identify all interfaces to the subsystems of the TSF.
7 ADV_HLD.2.7C

-level design shall identify which of the interfaces to the subsystems of the TSF are externally visible.
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The high-level design shall describe the purpose and method of use of all interfaces to the
subsystems of the TSF, providing details of effects, exceptions and error messages, as appropriate.

14.2.5.2.9 ADV_HLD.2.9C

The high-level design shall describe the separation of the TOE into TSP-enforcing and other

subsystems.

14.2.5.3 Evaluator action elements
14.2.5.3.1 ADV_HLD.2.1E

Tlhe evaluator shall confirm that the information provided meets all requirements for content and pre
df evidence.

14.2.5.3.2 ADV_HLD.2.2E

Tlhe evaluator shall determine that the high-level design is an accurate and.complete instantiation of
security functional requirements.

14.2.6 ADV_HLD.3 Semiformal high-level design
Qependencies: ADV_FSP.3 Semiformal functional specification
ADV_RCR.2 Semiformal correspondencerdemonstration
14.2.6.1 Developer action elements

14.2.6.1.1 ADV_HLD.3.1D

Tlhe developer shall provide the high-level design of the TSF.
14.2.6.2 Content and presentation'of evidence elements
14.2.6.2.1 ADV_HLD.3.1C

Tlhe presentation of the high-level design shall be semiformal.
14.2.6.2.2 ADV_HLD?3.2C

Tlhe high-levekdesign shall be internally consistent.

14.2.6.2.3.vADV_HLD.3.3C

'I]he high-level design shall describe the structure of the TSF in terms of subsystems.

sentation

the TOE

14.2.6.2.4 ADV_HLD.3.4C
The high-level design shall describe the security functionality provided by each subsystem of the TSF
14.2.6.2.5 ADV_HLD.3.5C

The high-level design shall identify any underlying hardware, firmware, and/or software required by

the TSF

with a presentation of the functions provided by the supporting protection mechanisms implemented in that

hardware, firmware, or software.
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14.2.6.2.
The high

14.2.6.2.

6 ADV_HLD.3.6C

-level design shall identify all interfaces to the subsystems of the TSF.

7 ADV_HLD.3.7C

The high-level design shall identify which of the interfaces to the subsystems of the TSF are externally visible.

14.2.6.2.

8 ADV_HLD.3.8C

The high
TSF, pro

14.2.6.2.
The high
14.2.6.3
14.2.6.3.

The eval
of evider

14.2.6.3.

The eval
security

14.2.7 A

Dependd

14.2.7.1
14.2.7.1,
The devd
14.2.7.2
14.2.7.2]

The preg

-Hlevel design shall describe the purpose and method of use of all interfaces to the subsystems of/th
viding complete details of all effects, exceptions and error messages.

O ADV_HLD.3.9C

Hlevel design shall describe the separation of the TOE into TSP-enforcing and other, subsystems.
Evaluator action elements

1 ADV_HLD.3.1E

Liator shall confirm that the information provided meets all requirementsfor content and presentatioj
ce.

? ADV_HLD.3.2E

uator shall determine that the high-level design is an accurate and complete instantiation of the TO
unctional requirements.

DV_HLD.4 Semiformal high-level explanation
ncies: ADV_FSP.3 Semiformal functional specification
ADV_RCR.2 Semiformal cortespondence demonstration

Developer action elements

1 ADV_HLD.4.1D

loper shall provide the-high-level design of the TSF.
Content and¢resentation of evidence elements

1 ADV_HLD4.1C

entation of the high-level design shall be semiformal.

4]

]

14.2.7.2.

2 ~“ADV HIL D A42C

The high
14.2.7.2.
The high
14.2.7.2.

The high

78

-level design shall be internally consistent.

3 ADV_HLD.4.3C

-level design shall describe the structure of the TSF in terms of subsystems.
4 ADV_HLD.4.4C

-level design shall describe the security functionality provided by each subsystem of the TSF.
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14.2.7.25 ADV_HLD.4.5C

The high-level design shall identify any underlying hardware, firmware, and/or software required by the TSF
with a presentation of the functions provided by the supporting protection mechanisms implemented in that
hardware, firmware, or software.

14.2.7.2.6 ADV_HLD.4.6C

The high-level design shall identify all interfaces to the subsystems of the TSF.

14.2.7.2.7 ADV_HLD.4.7C
Tlhe high-level design shall identify which of the interfaces to the subsystems of the TSF are exterhally visible.
14.2.7.2.8 ADV_HLD.4.8C

Tlhe high-level design shall describe the purpose and method of use of all interfaces’fo the subsystems of the
T|SF, providing complete details of all effects, exceptions and error messages.

14.2.7.29 ADV_HLD.4.9C
Tlhe high-level design shall describe the separation of the TOE into TSP-enforcing and other subsystgms.
14.2.7.2.10 ADV_HLD.4.10C
Tlhe high-level design shall justify that the identified \means of achieving separation, including any
pgrotection mechanisms, are sufficient to ensure a‘clear and effective separation of TSP-epforcing
ffom non-TSP-enforcing functions.

14.2.7.2.11 ADV_HLD.4.11C

Tlhe high-level design shall justify that the TSF mechanisms are sufficient to implement the [security
functions identified in the high-level design.

14.2.7.3 Evaluator action elements
14.2.7.3.1 ADV_HLD.4.1E

Tlhe evaluator shall confirm-that the information provided meets all requirements for content and prefentation
af evidence.

14.2.7.3.2 ADV-HED.4.2E

he evaluator'shall determine that the high-level design is an accurate and complete instantiation of|the TOE
curity fuhetional requirements.

2.8. ADV_HLD.5 Formal high-level design

Dependencies: ADV_FSP.4 Formal functional specification
ADV_RCR.3 Formal correspondence demonstration

14.2.8.1 Developer action elements

14.2.8.1.1 ADV_HLD.5.1D

The developer shall provide the high-level design of the TSF.

© ISO/IEC 2005 - All rights reserved 79


https://standardsiso.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

14.2.8.2
14.2.8.2.
The pres
14.2.8.2.

The high

Content and presentation of evidence elements
1 ADV_HLD.5.1C
entation of the high-level design shall be formal.

2 ADV_HLD.5.2C

-level design shall be internally consistent.

14.2.8.2.
The high
14.2.8.2,
The high
14.2.8.2.
The high
with a p
hardwaré
14.2.8.2.
The high
14.2.8.2,
The high

14.2.8.2.

The high
TSF, pro

14.2.8.2.
The high
14.2.8.2,
The high

mechani
enforcing

3 ADV_HLD.5.3C

Hlevel design shall describe the structure of the TSF in terms of subsystems.

4 ADV_HLD.5.4C

Hlevel design shall describe the security functionality provided by each subsystem of the TSF.
5 ADV_HLD.5.5C

-level design shall identify any underlying hardware, firmware, and/or¢software required by the TSF
esentation of the functions provided by the supporting protection mechanisms implemented in that
. firmware, or software.

6 ADV_HLD.5.6C

Hlevel design shall identify all interfaces to the subsystems.of the TSF.

7 ADV_HLD.5.7C

Hlevel design shall identify which of the interfac€s to the subsystems of the TSF are externally visible

8 ADV_HLD.5.8C

Hlevel design shall describe the purpose and method of use of all interfaces to the subsystems of th
viding complete details of all effects, exceptions and error messages.

D

O ADV_HLD.5.9C

-level design shall deseribe the separation of the TOE into TSP-enforcing and other subsystems.

10 ADV_HLD.5:16C

-level design shall justify that the identified means of achieving separation, including any protectio

bms, are.sufficient to ensure a clear and effective separation of TSP-enforcing from non-TSH
functiens.

=)

14.2.8.2

11-ADV/ HLD511C

The high

-level design shall justify that the TSF mechanisms are sufficient to implement the security functions

identified in the high-level design.

14.2.8.3

14.2.8.3.

The eval

Evaluator action elements
1 ADV_HLD.5.1E

uator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

80
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14.2.8.3.2 ADV_HLD.5.2E

The evaluator shall determine that the high-level design is an accurate and complete instantiation of the TOE
security functional requirements.

14.3 Implementation representation (ADV_IMP)
14.3.1 Objectives

drawings,

gtc. captures the detailed internal workings of the TSF in support of analysis.

4.3.2 Component levelling

he components in this family are levelled on the basis of the completeness -and structur¢ of the
implementation representation provided.

14.3.3 Application notes

Tlhe implementation representation is used to express the notion of the least abstract representatipn of the
T|SF, specifically the one that is used to create the TSF itself without further design refinement. Source code
that is then compiled or a hardware drawing that is used to build the actual hardware are examples of parts of
an implementation representation.

I{ is possible that evaluators may use the implementation representation to directly support other epaluation
ctivities (e.g. vulnerability analysis, test coverage analysis;.or identification of additional evaluator tgsts). It is
xpected that PP/ST authors will select a component that'requires that the implementation is complete and
omprehensive enough to address the needs of all other,requirements included in the PP/ST.

O D Q

14.3.4 ADV_IMP.1 Subset of the implementatior of the TSF
Dependencies: ADV_LLD.1 Descriptive low-level design
ADV_RCR.1 Informal correspondence demonstration
ALC_TAT.1 Well-defined development tools

14.3.4.1 Application notes

DV_IMP.1.1D requires-that the developer provide the implementation representation for a subset of[the TSF.
he intention is that\access to at least a portion of the TSF will provide the evaluator with an oppojtunity to
xamine the implemeéntation representation for those portions of the TOE where such an examinatior] can add
gnificantly to{th&” understanding of, and assurance in, the mechanisms employed. Provision of a gample of
he implementation representation will also allow the evaluator to sample the traceability evidenc¢ to gain
ssurancenin the approach taken for refinement, and to assess the presentation of the implementation
bpresentation itself.

= Q9 =+ 0N DO >

ADV/ IMP.1.2E element defines a requirement that the evaluator determine that the least abstract TSF
representation is an accurate and complete instantiation of the TOE security functional requirements. This
provides a direct correspondence between the TOE security functional requirements and the least abstract
TSF representation, in addition to the pairwise correspondences required by the Representation
correspondence (ADV_RCR) family. It is expected that the evaluator will use the evidence provided in
Representation correspondence (ADV_RCR) as an input to making this determination. The least abstract TSF
representation for this component is an aggregate of the implementation representation that is provided and
that portion of the low-level design for which no corresponding implementation representation is provided.
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Developer action elements

1 ADV_IMP.1.1D

The developer shall provide the implementation representation for a selected subset of the TSF.

14.3.4.3

14.3.4.3.

Content and presentation of evidence elements

1 ADV_IMP.1.1C

The imp
the TSF

14.3.4.3.
The imp
14.3.4.4
14.3.4.4.

The eva

presentation of evidence.

14.3.4.4.

The eva
complet

1435 A

Dependd

14.35.1

The AD
represen
provides
represen
(ADV_R
correspo)

14.3.5.2

14.3.5.2.

lementation representation shall unambiguously define the TSF to a level of detail such tha
can be generated without further design decisions.

? ADV_IMP.1.2C

ementation representation shall be internally consistent.
Evaluator action elements

1 ADV_IMP.1.1E

luator shall confirm that the information provided meets all ¢eguirements for content an

2 ADV_IMP.1.2E

uator shall determine that the least abstract TSF répresentation provided is an accurate an
b instantiation of the TOE security functional requirements.

DV_IMP.2 Implementation of the TSF

ncies: ADV_LLD.1 Descriptive low-level-design
ALC_TAT.1 Well-defined development tools

Application notes

_IMP.2.2E element defines’/a requirement that the evaluator determine that the implementatio

tation is an accurate and-complete instantiation of the TOE security functional requirements. Th

a direct correspondence between the TOE security functional requirements and the implementatio

tation, in addition-to the pairwise correspondences required by the Representation correspondenc|

CR) family. It is\expected that the evaluator will use the evidence provided in Representatio

ndence (ADV_RCR) as an input to making this determination.

Developer action elements

1 -~ADV_IMP.2.1D

The developer shall provide the implementation representation for the entire TSF.

14.3.5.3

14.3.5.3.

Content and presentation of evidence elements

1 ADV_IMP.2.1C

The implementation representation shall unambiguously define the TSF to a level of detail such that the TSF

canbeg

82

enerated without further design decisions.
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14.3.5.3.2 ADV_IMP.2.2C
The implementation representation shall be internally consistent.

14.3.5.3.3 ADV_IMP.2.3C

The implementation representation shall describe the relationships between all portions of the

implementation.

14.3.5.4 _Evaluator action elements

14.3.5.41 ADV_IMP.2.1E

Tlhe evaluator shall confirm that the information provided meets all requirements for content-and pre
df evidence.

14.3.5.4.2 ADV_IMP.2.2E

'“‘he evaluator shall determine that the implementation representation<is;-an accurate and
stantiation of the TOE security functional requirements.

14.3.6 ADV_IMP.3 Structured implementation of the TSF
Qependencies: ADV_INT.1 Modularity

ADV_LLD.1 Descriptive low-level design
ADV_RCR.1 Informal correspondence,demonstration

ALC _TAT.1 Well-defined development tools

=

4.3.6.1 Application notes

he ADV_IMP.3.2E element defines. @, requirement that the evaluator determine that the implen
representation is an accurate and(complete instantiation of the TOE security functional requireme
rovides a direct correspondence’ between the TOE security functional requirements and the implen
representation, in addition to_the*pairwise correspondences required by the Representation corres
(ADV_RCR) family. It is ,expected that the evaluator will use the evidence provided in Repre
rrespondence (ADV_RCR) as an input to making this determination.

.3.6.2 Developér action elements
3.6.2.1 ADWV.IMP.3.1D
he developer shall provide the implementation representation for the entire TSF.

3.6.3 Content and presentation of evidence elements

sentation

complete

hentation
nts. This
nentation
ondence
sentation

14.3.6.3.1 ADV_IMP.3.1C

The implementation representation shall unambiguously define the TSF to a level of detail such that the TSF

can be generated without further design decisions.
14.3.6.3.2 ADV_IMP.3.2C

The implementation representation shall be internally consistent.
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14.3.6.3.3 ADV_IMP.3.3C

The implementation representation shall describe the relationships between all portions of the implementation.
14.3.6.3.4 ADV_IMP.3.4C

The implementation representation shall be structured into small and comprehensible subclauses.

14.3.6.4 Evaluator action elements

14.3.6.41 ADV_IMP.3.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentatio
of eviderce.

-

14.3.6.4 ADV_IMP.3.2E

The evdluator shall determine that the implementation representation is an accurate and complete
instantiation of the TOE security functional requirements.

14.4 TYF internals (ADV_INT)

14.4.1 Qbjectives

This famlly addresses the internal structure of the TSF. Requirements are presented for modularity, layerin
(to sepafate levels of abstraction and minimise circular dependencies), minimisation of the complexity ¢

policy enforcement mechanisms, and the minimisation of the anfount of non-TSP-enforcing functionality withi
the TSF [- thus resulting in a TSF that is simple enough to be analysed.

S©

-

Modular |[design reduces the interdependence between elements of the TSF and thus reduces the risk that
change o¢r error in one module will have effects throughout the TOE. Thus, a modular design provides th
basis fof determining the scope of interaction with other elements of the TSF, provides for increase
assurange that unexpected effects do not occur,,and also provides the basis for designing and evaluating te$
suites.

~ Q. O D

The use|of layering and of simpler designs for the TSP-enforcing functionality reduces the complexity of th
TSF. This in turn enables a better understanding of the TSF, providing more assurance that the TOE securif
functiongl requirements are accurately’and completely instantiated in the implementation.

< @

=

Minimising the amount of fupctionality in the TSF that does not enforce the TSP, reduces the possibility (
flaws in the TSF. In combihation with modularity and layering, it allows the evaluator to focus only on that
functiondlity which is necessary for TSP enforcement.

Design domplexity-minimisation contributes to the assurance that the code is understood -- the less comple
the codg¢ in the\T}SF, the greater the likelihood that the design of the TSF is comprehensible. Desig
complexity minimisation is a key characteristic of a reference validation mechanism.

= X

14.4.2 domponent levelling

The components in this family are levelled on the basis of the amount of structure and minimisation required.
14.4.3 Application notes

The term “portions of the TSF” is used to represent parts of the TSF with a varying granularity based on the
available TSF representations. The functional specification allows identification in terms of interfaces, the

high-level design allows identification in terms of subsystems, the low-level design allows identification in
terms of modules, and the implementation representation allows identification in terms of implementation units.
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The ADV_INT.2.5C and ADV_INT.3.5C elements address minimisation of mutual interactions between layers.
Nevertheless, it is still permissible to have mutual interactions between layers, but in such cases the
developer is required to demonstrate that these mutual interactions are necessary and cannot reasonably be
avoided.

ADV_INT.2.6C introduces a reference monitor concept by requiring the minimisation of complexity of the
portions of the TSF that enforce the access control and/or information flow control policies identified in the
TSP. ADV_INT.3.6C further develops the reference monitor concept by requiring minimisation of the
complexity of the entire TSF.

everal of the elements within the components for this family refer to the architectural descripfion. The
rchitectural description is at a similar level of abstraction to the low-level design, in that it is concefned with
he modules of the TSF. Whereas the low-level design describes the design of the modules of-the [TSF, the
urpose of the architectural description is to provide evidence of modularity, layering, and -minimisation of
omplexity of the TSF, as applicable. Both the low-level design and the implementatiehyrepresentption are
bquired to be in compliance with the architectural description, to provide assuramce that th¢se TSF
bpresentations possess the required modularity, layering, and minimisation of complexity.

o> - 0O T £ Q (N

14.4.4 ADV_INT.1 Modularity

Qependencies: ADV_IMP.1 Subset of the implementation of the TSF
ADV_LLD.1 Descriptive low-level design

14.4.4.1 Developer action elements

14.44.1.1 ADV_INT.1.1D

'I]‘he developer shall design and structure thesxFSF in a modular fashion that avoids unngcessary
teractions between the modules of the design:

14.4.4.1.2 ADV_INT.1.2D

Tlhe developer shall provide an architectural description.

14.4.4.2 Content and presentation of evidence elements
14.4.4.2.1 ADV_INT.1.1C

Tlhe architectural description shall identify the modules of the TSF.
14.4.4.2.2 ADV~INT.1.2C

;Ilhe architectural description shall describe the purpose, interface, parameters, and effects|of each
odule of\the TSF.

14.44,2.3 ADV_INT.1.3C

The architectural description shall describe how the TSF design provides for largely independent
modules that avoid unnecessary interactions.

14.4.4.3 Evaluator action elements
14.443.1 ADV_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.
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14.4.4.3.

The eva

2 ADV_INT.1.2E

luator shall determine that both the low-level design and the implementation representation

are in compliance with the architectural description.

14.4.5 ADV_INT.2 Reduction of complexity

Dependencies: ADV_IMP.1 Subset of the implementation of the TSF

ADV_LLD.1 Descriptive low-level design

14451

This compponent introduces a reference monitor concept by requiring the minimisation of compléxity of th

portions
TSP.

14.45.2
14.4.5.2.

The dev
between

14.4.5.2.

The developer shall provide an architectural description.

14.4.5.2.

The de
interacti

14.4.5.2.

The dev
portions

14.45.3
14.4.5.3.

The arch
TSF enf

14.4.5.3.

Application notes

D

of the TSF that enforce the access control and/or information flow control policies identified in the

Developer action elements
1 ADV_INT.2.1D

bloper shall design and structure the TSF in a modular fashion thatcavoids unnecessary interaction
the modules of the design.

[72)

2 ADV_INT.2.2D

3 ADV_INT.2.3D

eloper shall design and structure the SF in a layered fashion that minimises mutual
ons between the layers of the design.

4 ADV_INT.2.4D

bloper shall design and structure the TSF in such a way that minimises the complexity of th
of the TSF that enforce any:access control and/or information flow control policies.

[

Content and presentatien of evidence elements
1 ADV_INT.2.1C

itectural description shall identify the modules of the TSF and shall specify which portions of the
prce the aceess control and/or information flow control policies.

P ADV: INT.2.2C

The arc

-+

the TSF.

14.4.5.3.

itectural description shall describe the purpose interface parameters and effects of each madule d

3 ADV_INT.2.3C

The architectural description shall describe how the TSF design provides for largely independent modules that
avoid unnecessary interactions.

14.4.5.3.

4 ADV_INT.2.4C

The architectural description shall describe the layering architecture.
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14.45.3.5 ADV_INT.2.5C

The architectural description shall show that mutual interactions have been minimised, and justify
those that remain.

14.4.5.3.6 ADV_INT.2.6C

The architectural description shall describe how the portions of the TSF that enforce any access
control and/or information flow control policies have been structured to minimise complexity.

14.4.5.4 Evaluator action elements
14.45.4.1 ADV_INT.2.1E

Tlhe evaluator shall confirm that the information provided meets all requirements for content and pregentation
df evidence.

14.45.4.2 ADV_INT.2.2E

Tlhe evaluator shall determine that both the low-level design and the implementation representatipn are in
compliance with the architectural description.

14.4.6 ADV_INT.3 Minimisation of complexity
Dependencies: ADV_IMP.2 Implementation of the TSF
ADV_LLD.1 Descriptive low-level design

14.4.6.1 Application notes

ddressed. When this component is combined with the functional requirements FPT_RVM.1 and FPT_SEP.3,
e reference monitor concept would be fullyrealised.

his component requires that the referencexmonitor property “simple enough to be analysed] is fully
:

14.4.6.2 Developer action elements
14.46.2.1 ADV_INT.3.1D

Tlhe developer shall design-and structure the TSF in a modular fashion that avoids unnecessary intgractions
between the modules-of.the design.

14.4.6.2.2 ADV-INT.3.2D
Tlhe developershall provide an architectural description.

14.4.652.3 ADV_INT.3.3D

The“developer shall design and structure the TSF in a layered fashion that minimises mutual interactions

between the layers of the design.

14.4.6.2.4 ADV_INT.3.4D

The developer shall design and structure the TSF in such a way that minimises the complexity of the entire
TSF.

14.46.25 ADV_INT.3.5D

The developer shall design and structure the portions of the TSF that enforce any access control
and/or information flow control policies such that they are simple enough to be analysed.
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14.46.2.6 ADV_INT.3.6D

The developer shall ensure that functions whose objectives are not relevant for the TSF are excluded
from the TSF modules.

14.4.6.3 Content and presentation of evidence elements

14.4.6.3.1 ADV_INT.3.1C

enforce the access control and/or information flow control policies.

14.46.32 ADV_INT.3.2C

—

The architectural description shall describe the purpose, interface, parameters, and effects of eachh module d
the TSF.

14.4.6.33 ADV_INT.3.3C

The architectural description shall describe how the TSF design provides for largely.independent modules that
avoid unpecessary interactions.

14.4.6.34 ADV_INT.3.4C
The arcHitectural description shall describe the layering architecture.
14.4.6.3p ADV_INT.3.5C

The arcHitectural description shall show that mutual interac¢tions have been minimised, and justify those tha
remain.

—

14.46.36 ADV_INT.3.6C

The archjitectural description shall describe how the entire TSF has been structured to minimise complexity.
14.4.6.3)7 ADV_INT.3.7C

The archjitectural description shalljustify the inclusion of any non-TSP-enforcing modules in the TSF,
14.4.6.4| Evaluator action glements

14.4.6.4[1 ADV_INT.32E

The evalpator shall.confirm that the information provided meets all requirements for content and presentation
of eviderjce.

14.4.6.4p ~ADV_INT.3.2E

The evaluator shall determine that both the low-level design and the implementation representation are in
compliance with the architectural description.

14.4.6.4.3 ADV_INT.3.3E

The evaluator shall confirm that the portions of the TSF that enforce any access control and/or
information flow control policies are simple enough to be analysed.
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14.5 Low-level design (ADV_LLD)
14.5.1 Objectives
The low-level design of a TOE provides a description of the internal workings of the TSF in terms of

and their interrelationships and dependencies. The low-level design provides assurance that
subsystems have been correctly and effectively refined.

2005(E)

modules
the TSF

For each module of the TSF, the low-level design describes its purpose, function, interfaces, dependencies,

and the implementation of any TSP-enforcing functions

.5.2 Component levelling

he components in this family are levelled on the basis of the degree of formalism required ‘of the
design, and on the degree of detail required for the interface specifications.

14.5.3 Application notes

Tlhe term “TSP-enforcing module” refers to any module that must be relied up@n for correct enforcemg
TISP.

low-level

ent of the

he term “security functionality” is used to represent the set of copérations that a module pefforms in

ntribution to security functions implemented by the TOE. This disfinction is made because modulé

ecessarily relate to specific security functions. While a given_ mddule may correspond directly to g

flinction, or even multiple security functions, it is also possible that many modules must be com
implement a single security function.

he Low-level design (ADV_LLD).*.6C elements require that the low-level design describe how e3
nforcing function is provided. The intent of this requirement is that the low-level design provide a de
how each module is expected to be implemented.-from a design perspective.

he Low-level design (ADV_LLD).*.2E elements within this family define a requirement that the
etermine that the low-level design is an accurate and complete instantiation of the TOE security f
bquirements. This provides a direct correspondence between the TOE security functional requirem
he low-level design, in additiop” t0 the pairwise correspondences required by the Repre
orrespondence (ADV_RCR) family. It is expected that the evaluator will use the evidence prg
epresentation correspondenee {ADV_RCR) as an input to making this determination, and the req
pr completeness is intended to be relative to the level of abstraction of the low-level design.

—~ T O =t =S O

>

DV_LLD.2.9C introduces a requirement for a complete presentation for the interfaces to the modd
ill provide the necessary detail for supporting both thorough testing of the TOE (using compone
epth (ATE_DPF),and the assessment of vulnerabilities.

o<

In the contextrof the level of formality of the low-level design, informal, semiformal and formal are cd

[

evel design, and ADV_LLD.2.1C may also be met with a formal low-level design.

bs do not
security
bined to

ch TSP-
scription

pvaluator
Linctional
ents and
sentation
vided in
uirement

les. This
nts from

nsidered

b be hierarchical in nature. Thus, ADV_LLD.1.1C may also be met with either a semiformal or fojmal low-

14.5/4 ADV LLD.1 Descriptive low-level design

Dependencies: ADV_HLD.2 Security enforcing high-level design
ADV_RCR.1 Informal correspondence demonstration

14.5.4.1 Developer action elements

145411 ADV_LLD.1.1D

The developer shall provide the low-level design of the TSF.
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14.5.4.2 Content and presentation of evidence elements
145421 ADV_LLD.1.1C
The presentation of the low-level design shall be informal.
145422 ADV_LLD.1.2C

The low-level design shall be internally consistent.

145428 ADV_LLD.1.3C
The lowilevel design shall describe the TSF in terms of modules.
145424 ADV_LLD.1.4C
The lowilevel design shall describe the purpose of each module.
145425 ADV_LLD.1.5C

The lowflevel design shall define the interrelationships between the maeduttes in terms of providef
security[functionality and dependencies on other modules.

145426 ADV_LLD.1.6C

The lowilevel design shall describe how each TSP-enforcing function is provided.
1454.2)7 ADV_LLD.1.7C

The lowilevel design shall identify all interfaces to theimodules of the TSF.
145428 ADV_LLD.1.8C

The lowplevel design shall identify which-@f'the interfaces to the modules of the TSF are externally
visible.

145429 ADV_LLD.1.9C

The lowtlevel design shall describe the purpose and method of use of all interfaces to the modules df
the TSF|providing details of effects, exceptions and error messages, as appropriate.

14.5.4.210 ADV_LLD.¥10C
The lowilevel designshall describe the separation of the TOE into TSP-enforcing and other modules.

14.5.4.3| Evalwator action elements

14.5.4.3=ADV LD 1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

145.4.3.2 ADV_LLD.1.2E

The evaluator shall determine that the low-level design is an accurate and complete instantiation of
the TOE security functional requirements.
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14.5.5 ADV_LLD.2 Semiformal low-level design
Dependencies: ADV_HLD.3 Semiformal high-level design

ADV_RCR.2 Semiformal correspondence demonstration
14.5.5.1 Developer action elements

1455.1.1 ADV_LLD.2.1D

The developer shall provide the low-level design of the TSF.
14.5.5.2 Content and presentation of evidence elements
14.55.2.1 ADV_LLD.2.1C

Tlhe presentation of the low-level design shall be semiformal.
145522 ADV_LLD.2.2C

Tlhe low-level design shall be internally consistent.

14.55.2.3 ADV_LLD.2.3C

Tlhe low-level design shall describe the TSF in terms of modulés:
14.5.5.24 ADV_LLD.2.4C

Tlhe low-level design shall describe the purpose of each module.
14.5.5.25 ADV_LLD.2.5C

'ILhe low-level design shall define the interrelationships between the modules in terms of provided
flinctionality and dependencies on other modules.

145526 ADV_LLD.2.6C

Tlhe low-level design shall describe how each TSP-enforcing function is provided.
14.55.27 ADV_LLB.27C

Tlhe low-level design shall identify all interfaces to the modules of the TSF.
14.55.2.8 ~ADV_LLD.2.8C

Tlhe low=level design shall identify which of the interfaces to the modules of the TSF are externally vis

145629 ADVLLD2.0C

v

The low-level design shall describe the purpose and method of use of all interfaces to the modules of
providing complete details of all effects, exceptions and error messages.

14.5.5.2.10 ADV_LLD.2.10C

The low-level design shall describe the separation of the TOE into TSP-enforcing and other modules.
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Evaluator action elements

1455.3.1 ADV_LLD.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

1455.3.2 ADV_LLD.2.2E

The evaluator shall determine that the low-level design is an accurate and complete instantiation of the TO

security
1456 A

Dependd

145.6.1

145.6.10 ADV_LLD.3.1D

The devgloper shall provide the low-level design of the TSF.

14.5.6.2
14.5.6.2.
The preg
14.5.6.2.
The low-
14.5.6.2.
The low-
14.5.6.2.
The low-
14.5.6.2.

The lows-
functiona

unctional requirements.
DV_LLD.3 Formal low-level design
ncies: ADV_HLD.5 Formal high-level design
ADV_RCR.3 Formal correspondence demonstration

Developer action elements

Content and presentation of evidence elements

1 ADV_LLD.3.1C

entation of the low-level design shall be formal.

P ADV_LLD.3.2C

evel design shall be internally consistent.

3 ADV_LLD.3.3C

evel design shall describe the:TSF in terms of modules.
4 ADV_LLD.3.4C

evel design shall describe the purpose of each module.
5 ADV_LLDB3:5C

level design shall define the interrelationships between the modules in terms of provided security
lity and-dependencies on other modules.

14.5.6.2.

ADV/ 11 D36C

The low-level design shall describe how each TSP-enforcing function is provided.

14.5.6.2.

7 ADV_LLD.3.7C

The low-level design shall identify all interfaces to the modules of the TSF.

14.5.6.2.

8 ADV_LLD.3.8C

The low-level design shall identify which of the interfaces to the modules of the TSF are externally visible.
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145.6.29 ADV_LLD.3.9C

The low-level design shall describe the purpose and method of use of all interfaces to the modules of the TSF,
providing complete details of all effects, exceptions and error messages.

14.5.6.2.10 ADV_LLD.3.10C
The low-level design shall describe the separation of the TOE into TSP-enforcing and other modules.

14.5.6.3 _Evaluator action elements

14.5.6.3.1 ADV_LLD.3.1E

Tlhe evaluator shall confirm that the information provided meets all requirements for content-and prepentation
df evidence.

14.5.6.3.2 ADV_LLD.3.2E

Tlhe evaluator shall determine that the low-level design is an accurate and complete instantiation of|the TOE
security functional requirements.

14.6 Representation correspondence (ADV_RCR)

14.6.1 Objectives

he correspondence between the various TSF representations (i.e. TOE summary specification, functional
ecification, high-level design, low-level design, implefientation representation) addresses the cofrect and
mplete instantiation of the requirements to the least@bstract TSF representation provided. This cgnclusion

i$ achieved by step-wise refinement and the cumulative results of correspondence determinations befween all
djacent abstractions of representation.

.6.2 Component levelling

he components in this family are levelled on the basis of the required level of formality of the corresgondence
etween the various TSF representations.

.6.3 Application notes

he developer must demonstrate to the evaluator that the most detailed, or least abstract, TSF representation
rovided is an accurate/ consistent, and complete instantiation of the functions expressed as functional
requirements in the 'SF. This is accomplished by showing correspondence between adjacent represgntations
a commensurate-level of rigour.

his family-of’requirements is not intended to address correspondence relating to the TSP model or the TSP.
ather, _as/ shown in Figure 10, it is intended to address correspondence between varigus TSF
representations (i.e. the TOE summary specification, functional specification, high-level design, [low-level
esigh, and implementation representation) that are provided.

The Representation correspondence (ADV_RCR).*.1C Elements refer to “all relevant security functionality” in
defining the scope of what must be refined between an adjacent pair of TSF representations. For the
refinements between the TOE summary specification and the functional specification, this element requires
only that the TOE security functions in the TOE summary specification be refined in the functional
specification, and does not require that the functional specification contain any details regarding assurance
measures (which are presented in the TOE summary specification). Where the implementation representation
is only provided for a subset of the TSF (as in ADV_IMP.1 Subset of the implementation of the TSF), the
required refinements between the low-level design and the implementation representation are limited to the
security functionality that is presented in the implementation representation. In all other cases, this element
requires that all parts of the more abstract TSF representation be refined in the less abstract TSF
representation.
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In the context of the level of formality for correspondence between adjacent TSF representations, informal,
semiformal and formal are considered to be hierarchical in nature. Thus, ADV_RCR.2.2C and ADV_RCR.3.2C
may be met with a formal proof of correspondence, and in the absence of any requirements on its level of
formality, a demonstration of correspondence may be informal, semiformal or formal.

14.6.4 ADV_RCR.1 Informal correspondence demonstration

Dependencies: No dependencies.

14.6.4.1 Developer action elements

146.4.10 ADV_RCR.1.1D

The deVyeloper shall provide an analysis of correspondence between all adjacent paifs)-of TSF
represeitations that are provided.

14.6.4.2| Content and presentation of evidence elements

14.6.4.21 ADV_RCR.1.1C

For each adjacent pair of provided TSF representations, the analysis~shall demonstrate that aL
relevant| security functionality of the more abstract TSF representation™is correctly and completel
refined in the less abstract TSF representation.
14.6.4.3| Evaluator action elements

14.6.4.31 ADV_RCR.1.1E

The evdluator shall confirm that the information prowided meets all requirements for content and
presentation of evidence.

14.6.5 ADV_RCR.2 Semiformal correspondence-demonstration
Dependgncies: No dependencies.

14.6.5.1| Developer action elements

14.6.5.11 ADV_RCR.2.1D

The developer shall provide an.analysis of correspondence between all adjacent pairs of TSF representation
that are provided.

[2)

14.6.5.2| Content and-presentation of evidence elements

14.6.5.2[1 ADV\RCR.2.1C

For each adjacent pair of provided TSF representations, the analysis shall demonstrate that all relevant
security ' ' ian i : :
abstract TSF representation.

14.6.5.2.2 ADV_RCR.2.2C

For each adjacent pair of provided TSF representations, where portions of both representations are at
least semiformally specified, the demonstration of correspondence between those portions of the
representations shall be semiformal.
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14.6.5.3 Evaluator action elements
14.6.5.3.1 ADV_RCR.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

14.6.6 ADV_RCR.3 Formal correspondence demonstration

Dependencies: No dependencies.

14.6.6.1 Application notes
Tlhe developer must either demonstrate or prove correspondence, as described in the réquiremen{s below,
commensurate with the level of rigour of presentation style. For example, correspondénce must be proven
when corresponding representations are formally specified.

14.6.6.2 Developer action elements

14.6.6.2.1 ADV_RCR.3.1D

'ILhe developer shall provide an analysis of correspondence between alhadjacent pairs of TSF represgntations
that are provided.

14.6.6.3 Content and presentation of evidence elements
14.6.6.3.1 ADV_RCR.3.2D

Hor those corresponding portions of representations that are formally specified, the developer shall
pgrove that correspondence.

14.6.6.3.2 ADV_RCR.3.1C

-

or each adjacent pair of provided TSF representations, the analysis shall prove or demonstrat¢ that all
blevant security functionality of thé more abstract TSF representation is correctly and completely fefined in
e less abstract TSF representation.

-

—

.6.6.3.3 ADV_RCR.3.2C
or each adjacent paiv of provided TSF representations, where portions of one representation are
emiformally spegcified and the other at least semiformally specified, the demonstration of corresgondence
etween those portiens of the representations shall be semiformal.

.6.6.3.4__ADV_RCR.3.3C

or each adjacent pair of provided TSF representations, where portions of both representations are
fpormally specified, the proof of correspondence between those portions of the representatigns shall
e farmal

14.6.6.4 Evaluator action elements
14.6.6.4.1 ADV_RCR.3.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

© ISO/IEC 2005 - All rights reserved 95


https://standardsiso.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

14.6.6.4.2 ADV_RCR.3.2E

The evaluator shall determine the accuracy of the proofs of correspondence by selectively verifying
the formal analysis.

14.7 Security policy modeling (ADV_SPM)

14.7.1 Objectives

It is the abje
specificafion enforce the policies in the TSP This is accomphshed via the development of a security paligy
model that is based on a subset of the policies of the TSP, and establishing a correspondence betweenthe
functiongl specification, the security policy model, and these policies of the TSP.
14.7.2 Jomponent levelling
The components in this family are levelled on the basis of the degree of formality required 6f the TSP mode],
and the [degree of formality required of the correspondence between the TSP mogdel and the functional
specification.
14.7.3 Application notes

While a |[TSP may include any policies, TSP models have traditionally, represented only subsets of thos
policies, pecause modeling certain policies is currently beyond the state-of the art. The current state of the af
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the state|of the art.

For each of the components within this family, there is a.requirement to describe the rules and characteristids
of appligable policies of the TSP in the TSP modelPand to ensure that the TSP model satisfies the
corresponding policies of the TSP. The “rules” and “Characteristics” of a TSP model are intended to alloyv
flexibility|in the type of model that may be developed (e.g. state transition, non-interference). For example,
rules may be represented as “properties” (e:g. simple security property) and characteristics may bg
represented as definitions such as “initial state™, “secure state”, “subjects” and “objects”.

In the context of the level of formality efithe TSP model and the correspondence between the TSP model and
the funcjonal specification, informal, semiformal and formal are considered to be hierarchical in nature. Thus,
ADV_SPM.1.1C may also be met.with either a semiformal or formal TSP model, and ADV_SPM.2.1C may
also be fnet with a formal TSP\model. Furthermore, ADV_SPM.2.5C and ADV_SPM.3.5C may be met with p
formal pfoof of correspondence. Finally, in the absence of any requirements on its level of formality, p
demonstfation of correspandence may be informal, semiformal or formal.

14.7.4 ADV_SPM.1\Informal TOE security policy model

Dependgncies;. ADV_FSP.1 Informal functional specification

14.7.4.1| Developer action elements

14.7.4.1.1 ADV_SPM.1.1D
The developer shall provide a TSP model.
14.7.4.1.2 ADV_SPM.1.2D

The developer shall demonstrate correspondence between the functional specification and the TSP
model.
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14.7.4.2 Content and presentation of evidence elements
14.7.4.2.1 ADV_SPM.1.1C
The TSP model shall be informal.

14.7.4.2.2 ADV_SPM.1.2C

The TSP model shall describe the rules and characteristics of all policies of the TSP that can be

modeled.

14.7.4.2.3 ADV_SPM.1.3C

The TSP model shall include a rationale that demonstrates that it is consistent and ‘compl
respect to all policies of the TSP that can be modeled.

14.7.4.2.4 ADV_SPM.1.4C

show that all of the security functions in the functional specification are‘consistent and comp
respect to the TSP model.

14.7.4.3 Evaluator action elements

14.7.4.3.1 ADV_SPM.1.1E

The evaluator shall confirm that the information proevided meets all requirements for con
pgresentation of evidence.

14.7.5 ADV_SPM.2 Semiformal TOE security palicy model
Dependencies: ADV_FSP.1 Informal functional specification
14.7.5.1 Developer action elements

14.7.5.1.1 ADV_SPM.2.1D

Tlhe developer shall provide 'a TSP model.

14.7.5.1.2 ADV_SPM:2:22D

Tlhe developer shall-demonstrate correspondence between the functional specification and the TSP nj
14.7.5.2 Eontent and presentation of evidence elements

14.7.52:x ADV_SPM.2.1C

ete with

Tlhe demonstration of correspondence between the TSP model and the functional specification shall

ete with

ent and

odel.

The-TSP_maodel shall be semiformal

14.7.5.2.2 ADV_SPM.2.2C

The TSP model shall describe the rules and characteristics of all policies of the TSP that can be modeled.

14.7.5.2.3 ADV_SPM.2.3C

The TSP model shall include a rationale that demonstrates that it is consistent and complete with respect to all

policies of the TSP that can be modeled.
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14.7.5.2.4 ADV_SPM.2.4C

The demonstration of correspondence between the TSP model and the functional specification shall show that
all of the security functions in the functional specification are consistent and complete with respect to the TSP
model.

14.7.5.2.5 ADV_SPM.2.5C

Where the functional specification is at least semiformal, the demonstration of correspondence
between the TSP model and the functional specification shall be semiformal.

14.7.5.3| Evaluator action elements
14.75.31 ADV_SPM.2.1E

The evalpator shall confirm that the information provided meets all requirements for content and presentation
of eviderjce.

14.7.6 ADV_SPM.3 Formal TOE security policy model
Dependgncies: ADV_FSP.1 Informal functional specification
14.7.6.1| Developer action elements

14.7.6.11 ADV_SPM.3.1D

The developer shall provide a TSP model.

14.7.6.1P ADV_SPM.3.2D

The deVeloper shall demonstrate or prove, as appropriate, correspondence between the functional
specification and the TSP model.

14.7.6.2| Content and presentation of evidence elements

14.7.6.2[1 ADV_SPM.3.1C

The TSH model shall be formal.

14.7.6.2p ADV_SPM.3.2C

The TSH model shall describe the rules and characteristics of all policies of the TSP that can be modeled.

14.7.6.23 ADV_SPM.3.3C

The TSH modelshall include a rationale that demonstrates that it is consistent and complete with respect to &l
policies ¢f the\TSP that can be modeled.

14.7.6.2.4 ADV_SPM.3.4C

The demonstration of correspondence between the TSP model and the functional specification shall show that
all of the security functions in the functional specification are consistent and complete with respect to the TSP
model.

14.7.6.25 ADV_SPM.3.5C

Where the functional specification is semiformal, the demonstration of correspondence between the TSP
model and the functional specification shall be semiformal.
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14.7.6.2.6 ADV_SPM.3.6C

Where the functional specification is formal, the proof of correspondence between the TSP model and
the functional specification shall be formal.

14.7.6.3 Evaluator action elements

14.7.6.3.1 ADV_SPM.3.1E

evidence.

5 Class AGD: Guidance documents

he guidance documents class provides the requirements for user and administrator guidance docurentation.
or the secure administration and use of the TOE it is necessary to describe all relevant aspects for the
cure application of the TOE. Guidance documentation includes user and administrator guidance and, when
imcluded in the assurance package, the specific guidance for users and administrators resulting [from the
requirements in the ADO: Delivery and operation class and the Flaw remediation (ALC_FLR) family.

Higure 12 shows the families within this class, and the hierarchy of compenents within the families.

AGD_ADM: Administrator guidapce |

AGD USR: User guidanice |

Figure 12 - AGD: Guidanee documents class decomposition

15.1 Administrator guidance (AGD ADM)

=

5.1.1 Objectives

dministrator guidance refers toxwritten material that is intended to be used by those persons respofpsible for
onfiguring, maintaining, and administering the TOE in a correct manner for maximum security. Begause the
ecure operation of the TOE is dependent upon the correct performance of the TSF, persons responsible for
erforming these functions are trusted by the TSF. Administrator guidance is intended to help admipistrators
nderstand the security functions provided by the TOE, including both those functions that require the
dministrator to perform security-critical actions and those functions that provide security-critical information.

QD C T VO T

=

5.1.2 Companent levelling

Tlhis family*contains only one component.

154183 Application notes

The requirements AGD_ADM.1.3C and AGD_ADM.1.7C encompass the aspect that any warnings to the
users of a TOE with regard to the TOE security environment and the security objectives described in the
PP/ST are appropriately covered in the administrator guidance.

The concept of secure values, as employed in AGD_ADM.1.5C, has relevance where an administrator has
control over security parameters. Guidance needs to be provided on secure and insecure settings for such
parameters. This concept is related to the use of the component FMT_MSA.2 from ISO/IEC 15408-2.

AGD_ADM.1.6C requires that the administrator guidance describe the appropriate administrator's reactions to

all security-relevant events. Although many security-relevant events are the result of performing administrative
functions, this need not always be the case (e.g. the audit log fills up, an intrusion is detected). Furthermore, a
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security-relevant event may happen as a result of a specific chain of administrator functions or, conversely,
several security-relevant events may be triggered by one function.

15.1.4 AGD_ADM.1 Administrator guidance

Dependencies: ADV_FSP.1 Informal functional specification

15141

15.1.4.1.

Developer action elements

1 AGD ADM.1.1D

The dev

15.1.4.2

15.1.4.2.

The adn
adminis

15.1.4.2.

The adm

15.1.4.2.

The adn
controllé

15.1.4.2.

The adn
to secur

15.1.4.2.

The ad
adminis

15.1.4.2.

The administrator guidance shall describe each type of security-relevant event relative to the

adminis
entities

15.1.4.2.

bloper shall provide administrator guidance addressed to system administrative personnel.
Content and presentation of evidence elements
1 AGD_ADM.1.1C

inistrator guidance shall describe the administrative functions and interfaces available to the
rator of the TOE.

P AGD_ADM.1.2C
inistrator guidance shall describe how to administer the TOE ifh)a secure manner.
3 AGD_ADM.1.3C

ninistrator guidance shall contain warnings about<functions and privileges that should bg
bd in a secure processing environment.

4 AGD_ADM.1.4C

inistrator guidance shall describe all assumptions regarding user behaviour that are relevarjt
e operation of the TOE.

5 AGD_ADM.1.5C

ministrator guidance shall-\describe all security parameters under the control of thg
rator, indicating secure~values as appropriate.

6 AGD_ADM.1.6C

—

rative functions that need to be performed, including changing the security characteristics @
inder the-cantrol of the TSF.

7 AGB ADM.1.7C

The adm

15.1.4.2.

inistrator guidance shall he consistent with all other documentation supplied for evaluation

8 AGD_ADM.1.8C

The administrator guidance shall describe all security requirements for the IT environment that are

relevant

100

to the administrator.
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15.1.4.3 Evaluator action elements
15.1.4.3.1 AGD_ADM.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

15.2 User guidance (AGD_USR)

15.2.1 Objectives

ser guidance refers to material that is intended to be used by non-administrative human users.of the TOE,
nd by others (e.g. programmers) using the TOE's external interfaces. User guidance describes thg security
finctions provided by the TSF and provides instructions and guidelines, including warnings,’ for its sequre use.
he user guidance provides a basis for assumptions about the use of the TOE and,a\yneasure of cqnfidence
that non-malicious users, application providers and others exercising the external interfaces of the [TOE will
nderstand the secure operation of the TOE and will use it as intended.
5.2.2 Component levelling

his family contains only one component.

5.2.3 Application notes

he requirements AGD_USR.1.3C and AGD_USR.1.5C encompass the aspect that any warnings to the users
a TOE with regard to the TOE security environment afdthe security objectives described in the PP/ST are
ppropriately covered in the user guidance.

many cases it may be appropriate that guidance'is provided in separate documents: one for human users,
nd one for application programmers and/or hard“ware designers using software or hardware interfacgs.

5.2.4 AGD_USR.1 User guidance

ependencies: ADV_FSP.1 Informal functional specification
5.2.4.1 Developer action elements

5.2.4.1.1 AGD _USR.1.1D

he developer shalkprovide user guidance.

5.2.4.2 Content and presentation of evidence elements

5.2.4.2. 12 VAGD_USR.1.1C

he_User guidance shall describe the functions and interfaces available to the non—admir]istrative
users of the TQE

15.2.4.2.2 AGD_USR.1.2C
The user guidance shall describe the use of user-accessible security functions provided by the TOE.
15.2.4.2.3 AGD_USR.1.3C

The user guidance shall contain warnings about user-accessible functions and privileges that should
be controlled in a secure processing environment.
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15.2.4.2.4 AGD_USR.1.4C

The user guidance shall clearly present all user responsibilities necessary for secure operation of the
TOE, including those related to assumptions regarding user behaviour found in the statement of TOE
security environment.

15.2.4.25 AGD_USR.1.5C

The user guidance shall be consistent with all other documentation supplied for evaluation.

152426 AGD_USR.1.6C

The usef guidance shall describe all security requirements for the IT environment that are relevant tp
the user

15.2.4.3| Evaluator action elements
15.2.4.31 AGD_USR.1.1E

The evdluator shall confirm that the information provided meets all requitements for content anfd
presentation of evidence.

16 Class ALC: Life cycle support

Life-cycl¢ support is an aspect of establishing discipline and control ifivthe processes of refinement of the TO
during it development and maintenance. Confidence in the coOtrespondence between the TOE securit
requirements and the TOE is greater if security analysis and thie-production of the evidence are done on
regular basis as an integral part of the development and mainténance activities.

D < TIT

Figure 18 shows the families within this class, and the hierarchy of components within the families.

ALC DVS: Development security 1 2

ALC FLR: Flavwremediation | 2 3
ALC LCD:Life cycle definition 1 2 3
AV C TAT: Tools and techniques 1 2 3

Figure 13 - ALC: Life cycle support class decomposition

16.1 Deavelopment security (Al C DVS)
16.1.1 Objectives

Development security is concerned with physical, procedural, personnel, and other security measures that
may be used in the development environment to protect the TOE. It includes the physical security of the
development location and any procedures used to select development staff.

16.1.2 Component levelling

The components in this family are levelled on the basis of whether justification of the sufficiency of the security
measures is required.
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16.1.3 Application notes

2005(E)

This family deals with measures to remove or reduce threats existing at the developer's site. Conversely,
threats to be countered at the TOE user's site are normally covered in the security environment subclause of a

PP or ST.

The evaluator should determine whether there is a need for visiting the developer's site in order to confirm that

the requirements of this family are met.

It_is recognised that confidentiality may not always be an issue for the protection of the TOE in its

evelopment environment. The use of the word “necessary” allows for the selection of appropriate saf
6.1.4 ALC_DVS.1 Identification of security measures

ependencies: No dependencies.

6.1.4.1 Developer action elements

6.1.4.1.1 ALC_DVS.1.1D

he developer shall produce development security documentation,

6.1.4.2 Content and presentation of evidence elements

6.1.4.2.1 ALC_DVS.1.1C

he development security documentation shall deséribe all the physical, procedural, person
ther security measures that are necessary to protect the confidentiality and integrity of
esign and implementation in its development environment.

6.1.4.2.2 ALC_DVS.1.2C

he development security documentation shall provide evidence that these security meas
fpllowed during the development and maintenance of the TOE.

16.1.4.3 Evaluator action elements
16.1.4.3.1 ALC DVS.1.1E

The evaluator shall-confirm that the information provided meets all requirements for con
pgresentation of evidence.

16.1.4.3.2 ALC-DVS.1.2E
Tlhe evaluator shall confirm that the security measures are being applied.

16,1.5. ALC_DVS.2 Sufficiency of security measures

eguards.

nel, and
he TOE

ires are

ent and

Dependencies: No dependencies.
16.1.5.1 Developer action elements
16.1.5.1.1 ALC_DVS.2.1D

The developer shall produce development security documentation.
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16.1.5.2 Content and presentation of evidence elements

16.1.5.2.1 ALC _DVvS.2.1C

The development security documentation shall describe all the physical, procedural, personnel, and other
security measures that are necessary to protect the confidentiality and integrity of the TOE design and

implementation in its development environment.

16.1.5.2.2 ALC_DVS.2.2C

The development security documentation shall provide evidence that these security measures are followed
during the development and maintenance of the TOE.

16.1.5.23 ALC_DVS.2.3C

The eviglence shall justify that the security measures provide the necessary level af protection tp
maintair) the confidentiality and integrity of the TOE.

16.1.5.3| Evaluator action elements
16.1.5.31 ALC DVS.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentatio
of eviderjce.

)

16.1.5.3p ALC_DVS.2.2E
The evalpator shall confirm that the security measures are being, applied.
16.2 Flaw remediation (ALC_FLR)

16.2.1 Qbjectives

-

Flaw remediation requires that discovered security flaws be tracked and corrected by the developer. Althoug
future compliance with flaw remediation pracedures cannot be determined at the time of the TOE evaluation, |
is possiljle to evaluate the policies and procedures that a developer has in place to track and correct flaws,
and to digtribute the flaw information and corrections.

—

16.2.2 Jomponent levelling

The conpponents in this family are levelled on the basis of the increasing extent in scope of the fla
remediation procedures@nd’'the rigour of the flaw remediation policies.

<

16.2.3 Application Rotes

This famjly provides assurance that the TOE will be maintained and supported in the future, requiring the TO
developgr to track and correct flaws in the TOE. Additionally, requirements are included for the distribution ¢
flaw corrections However_this family does not imlnncp evaluation rpqllirpmpnrq hpynnd the current evaluation.

S

The TOE user is considered to be the focal point in the user organisation that is responsible for receiving and
implementing fixes to security flaws. This is not necessarily an individual user, but may be an organisational
representative who is responsible for the handling of security flaws. The use of the term TOE user recognises
that different organisations have different procedures for handling flaw reporting, which may be done either by
an individual user, or by a central administrative body.

The flaw remediation procedures should describe the methods for dealing with all types of flaws encountered.
These flaws may be reported by the developer, by users of the TOE, or by other parties with familiarity with
the TOE. Some flaws may not be reparable immediately. There may be some occasions where a flaw cannot
be fixed and other (e.g. procedural) measures must be taken. The documentation provided should cover the
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procedures for providing the operational sites with fixes, and providing information on flaws where fixes are
delayed (and what to do in the interim) or when fixes are not possible.

Once the evaluation of a TOE is complete, it is no longer the target for evaluation. Furthermore, any changes
to this evaluated TOE result in the original evaluation results being no longer applicable to the changed
version. The phrase release of the TOE used in this family therefore refers to a version of a product or system
that is a release of a certified TOE, to which changes have been applied.

16.2.4 ALC_FLR.1 Basic flaw remediation

Qependencies: No dependencies.

16.2.4.1 Developer action elements

16.2.4.1.1 ALC_FLR.1.1D

Tlhe developer shall provide flaw remediation procedures addressed to TOE developers.
16.2.4.2 Content and presentation of evidence elements

16.2.4.2.1 ALC_FLR.1.1C

Tlhe flaw remediation procedures documentation shall describe the procedures used to frack all
reported security flaws in each release of the TOE.

16.2.4.2.2 ALC_FLR.1.2C

The flaw remediation procedures shall require that a description of the nature and effect|of each
gecurity flaw be provided, as well as the status of finding a correction to that flaw.

16.2.4.2.3 ALC_FLR.1.3C

he flaw remediation procedures shall~require that corrective actions be identified for each of the
ecurity flaws.

6.2.4.2.4 ALC_FLR.1.4C

he flaw remediation procedures documentation shall describe the methods used to provide flaw
information, corrections‘and guidance on corrective actions to TOE users.

6.2.4.3 Evaluateraction elements
6.2.4.3.1 ALC-FLR.1.1E

he evaluator shall confirm that the information provided meets all requirements for congent and
resentation of evidence.

6.25 AL C FIR.?2 Flaw reporting procedures
Dependencies: No dependencies.
16.2.5.1 Objectives
In order for the developer to be able to act appropriately upon security flaw reports from TOE users, and to
know to whom to send corrective fixes, TOE users need to understand how to submit security flaw reports to

the developer. Flaw remediation guidance from the developer to the TOE user ensures that TOE users are
aware of this important information.
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16.2.5.2

16.2.5.2.

Developer action elements

1 ALC_FLR.2.1D

The developer shall provide flaw remediation procedures addressed to TOE developers.

16.2.5.2.

2 ALC_FLR.2.2D

The developer shall establish a procedure for accepting and acting upon all reports of security flaws

and req

ests for corrections to those flaws.

16.2.5.2.

The dev

16.2.5.3

16.2.5.3.

The flaw

security flaws in each release of the TOE.

16.2.5.3.

The flaw
be provig

16.2.5.3.

The flaw
flaws.

16.2.5.3.

The flaw
correctio

16.2.5.3.

The flaw
users re

16.2.5.3,

The pro
correcte

3 ALC_FLR.2.3D

bloper shall provide flaw remediation guidance addressed to TOE users.
Content and presentation of evidence elements

1 ALC_FLR.2.1C

remediation procedures documentation shall describe the procedures-used to track all reported

? ALC_FLR.2.2C

<

remediation procedures shall require that a description of the mature and effect of each security fla
ed, as well as the status of finding a correction to that flaw;

3 ALC_FLR.2.3C

remediation procedures shall require that corréctive actions be identified for each of the security

4 ALC_FLR.2.4C

remediation procedures documentation shall describe the methods used to provide flaw information,
hs and guidance on corrective actions to TOE users.

5 ALC_FLR.2.5C

remediation procedures shall describe a means by which the developer receives from TO
ports and enquities-of suspected security flaws in the TOE.

6 ALC_FLR2.6C

cedures\for processing reported security flaws shall ensure that any reported flaws arg
d and:the correction issued to TOE users.

16.2.5.3

7 “AIC FIR?7C

The procedures for processing reported security flaws shall provide safeguards that any corrections

to these

16.2.5.3.

security flaws do not introduce any new flaws.

8 ALC_FLR.2.8C

The flaw remediation guidance shall describe a means by which TOE users report to the developer
any suspected security flaws in the TOE.
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16.2.5.4 Evaluator action elements

16.25.41 ALC_FLR.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.
16.2.6 ALC_FLR.3 Systematic flaw remediation

Dependencies: No dependencies.

6.2.6.1 Objectives

In order for the developer to be able to act appropriately upon security flaw reports from TOE user

ow to whom to send corrective fixes, TOE users need to understand how to submit security flaw n
the developer, and how to register themselves with the developer so that they may receive these ¢
fixes. Flaw remediation guidance from the developer to the TOE user ensures that JOE users are
this important information.
16.2.6.2 Developer action elements
16.2.6.2.1 ALC_FLR.3.1D
Tlhe developer shall provide flaw remediation procedures addressed to TOE developers.

16.2.6.2.2 ALC_FLR.3.2D

Tlhe developer shall establish a procedure for accepting and acting upon all reports of security f
requests for corrections to those flaws.

16.2.6.2.3 ALC_FLR.3.3D
Tlhe developer shall provide flaw remediation guidance addressed to TOE users.
16.2.6.3 Content and presentation of evidence elements

16.2.6.3.1 ALC_FLR.3.1C

he flaw remediation procedures documentation shall describe the procedures used to track all
curity flaws in each-release of the TOE.

6.2.6.3.2 ALCFER.3.2C

he flaw remediation procedures shall require that a description of the nature and effect of each sec
e provided, as well as the status of finding a correction to that flaw.

6,26.3.3 ALC_FLR.3.3C

5, and to
eports to
orrective
aware of

aws and

reported

urity flaw

The flaw remediation procedures shall require that corrective actions be identified for each of the security

flaws.

16.2.6.3.4 ALC_FLR.3.4C

The flaw remediation procedures documentation shall describe the methods used to provide flaw information,

corrections and guidance on corrective actions to TOE users.

© ISO/IEC 2005 - All rights reserved

107


https://standardsiso.com/api/?name=a679f244e894835bd80a1fad7c39e199

ISO/IEC 15408-3:2005(E)

16.2.6.3.5 ALC_FLR.3.5C

The flaw remediation procedures shall describe a means by which the developer receives from TOE users
reports and enquiries of suspected security flaws in the TOE.

16.2.6.3.6 ALC_FLR.3.6C

The procedures for processing reported security flaws shall ensure that any reported flaws are corrected and
the correction issued to TOE users.

16.2.6.3]7 ALC_FLR.3.7C

The prodedures for processing reported security flaws shall provide safeguards that any corrections(to-thesge
security flaws do not introduce any new flaws.

16.2.6.3)8 ALC_FLR.3.8C

The flaw remediation guidance shall describe a means by which TOE users report-to the developer any
suspectgd security flaws in the TOE.

16.2.6.39 ALC_FLR.3.9C
The flaw remediation procedures shall include a procedure requifing timely responses for th

automatjc distribution of security flaw reports and the associated cofrections to registered users wh
might be¢ affected by the security flaw.

T o

16.2.6.310 ALC_FLR.3.10C

The flaw remediation guidance shall describe a means.by which TOE users may register with the
developer, to be eligible to receive security flaw reports and corrections.

16.2.6.3]11 ALC_FLR.3.11C

[2)

The flawf remediation guidance shall identify the specific points of contact for all reports and enquirig
about security issues involving the TOE(

16.2.6.4| Evaluator action elements
16.2.6.41 ALC FLR.3.1E

The evalpator shall confirm'that the information provided meets all requirements for content and presentation
of eviderjce.

16.3 Lite cycle definition (ALC_LCD)

16.3.1 Qbjectives

Poor|y controlled dn\/plnpmpnf and maintenance of the TOE can result in a flawed implpmpnmrinn of a TOF
(or a TOE that does not meet all of its security requirements). This, in turn, results in security violations.
Therefore, it is important that a model for the development and maintenance of a TOE be established as early
as possible in the TOE's life-cycle.

Using a model for the development and maintenance of a TOE does not guarantee that the TOE will be free of
flaws, nor does it guarantee that the TOE will meet all of its security functional requirements. It is possible that
the model chosen will be insufficient or inadequate and therefore no benefits in the quality of the TOE can be
observed. Using a life-cycle model that has been approved by some group of experts (e.g. academic experts,
standards bodies) improves the chances that the development and maintenance models will contribute to the
overall quality of the TOE.
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16.3.2 Component levelling

The components in this family are levelled on the basis of increasing requirements for standardisation and

measurability of the life-cycle model, and for compliance with that model.

16.3.3 Application notes

A life-cycle model encompasses the procedures, tools and techniques used to develop and maintain the TOE.
Aspects of the process that may be covered by such a model include design methods, review procedures,
project management controls, change control procedures, test methods and acceptance procedures. An

ective life-cycle model will address these aspects of the development and maintenance process
erall management structure that assigns responsibilities and monitors progress.

Ithough life-cycle definition deals with the maintenance of the TOE and hence with @spects |
relevant after the completion of the evaluation, its evaluation adds assurance through ai-~analysis o
cle information for the TOE provided at the time of the evaluation.

standardised life-cycle model is a model that has been approved by some greup of experts (e.g.
perts, standards bodies).

measurable life-cycle model is a model with arithmetic parameters ‘and/or metrics that meas
evelopment properties (e.g. source code complexity metrics).

life-cycle model provides for the necessary control over the development and maintenance of th
the developer can supply information that shows that the modelappropriately minimises the danger o

OE's security objectives may be useful in defining the madel for the portion of the life-cycle after thg
the TOE.

6.3.4 ALC_LCD.1 Developer defined life-cycleimodel
ependencies: No dependencies.

6.3.4.1 Developer action elements

6.3.4.1.1 ALC_LCD.1.1D

he developer shall establish a life-cycle model to be used in the development and maintenan
TOE.

16.3.4.1.2 ALC_LEDA.2D
Tlhe developerishall provide life-cycle definition documentation.
16.3.4.2 ~Content and presentation of evidence elements

16.3.4,2.1 ALC_LCD.1.1C

vithin an

ecoming
f the life-

jcademic

ire TOE

e TOE, if
f security

olations in the TOE. Information given in the ST about the intended environment of the TOE and about the

delivery

ce of the

The life-cycle definition documentation shall describe the model used to develop and maintain the

TOE.

16.3.4.2.2 ALC_LCD.1.2C

The life-cycle model shall provide for the necessary control over the development and maintenance of

the TOE.
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16.3.4.3

16.3.4.3.

Evaluator action elements

1 ALC_LCD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

16.3.5 ALC_LCD.2 Standardised life-cycle model

Dependencies: _No dependencies.

16.3.5.1

16.3.5.1.

The devgloper shall establish a life-cycle model to be used in the development and maintenance-of the TOE.

16.3.5.1.

The devg

16.3.5.1.

The dev

16.3.5.2

16.3.5.2.

The life-¢

16.3.5.2.

The life-
TOE.

16.3.5.2.

The life-

16.3.5.2.

The life-
the TOE

16.3.5.2,

Developer action elements

1 ALC_LCD.2.1D

P ALC_LCD.2.2D

loper shall provide life-cycle definition documentation.

3 ALC_LCD.2.3D

bloper shall use a standardised life-cycle model to develop-and maintain the TOE.
Content and presentation of evidence elements

1 ALC_LCD.2.1C

ycle definition documentation shall describe the<model used to develop and maintain the TOE.
P ALC_LCD.2.2C

cycle model shall provide for the necessary control over the development and maintenance of the

3 ALC _LCD.2.3C
cycle definition documentation shall explain why the model was chosen.
1 ALC_LCD.2.4€

cycle definition"documentation shall explain how the model is used to develop and maintaip

5 ALE LCD.2.5C

The life-k

model.

16.3.5.3

16.3.5.3.

The eval

Evaluator action elements

1 ALC_LCD.2.1E

uator shall confirm that the information provided meets all requirements for content and presentation

of evidence.
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16.3.6 ALC_LCD.3 Measurable life-cycle model
Dependencies: No dependencies.

16.3.6.1 Developer action elements

16.3.6.1.1 ALC_LCD.3.1D

The developer shall establish a life-cycle model to be used in the development and maintenance of the TOE.

j‘6.3.6.1.2 ALC_LCD.3.2D
he developer shall provide life-cycle definition documentation.
16.3.6.1.3 ALC_LCD.3.3D
Tlhe developer shall use a standardised and measurable life-cycle model to develop’and maintain thg¢ TOE.
16.3.6.1.4 ALC_LCD.3.4D

;Ilhe developer shall measure the TOE development using the standardised and measurable ljfe-cycle
odel.

16.3.6.2 Content and presentation of evidence elements
16.3.6.2.1 ALC_LCD.3.1C
he life-cycle definition documentation shall describe’the model used to develop and maintain the TOE,

cluding the details of its arithmetic parameters and/or metrics used to measure the TOE
development against the model.

==

16.3.6.2.2 ALC_LCD.3.2C

Tlhe life-cycle model shall provide for.¢he necessary control over the development and maintenange of the
TOE.

16.3.6.2.3 ALC_LCD.3.3C
The life-cycle definition documentation shall explain why the model was chosen.
16.3.6.2.4 ALC_LCD?3.4C
Tlhe life-cycle definition documentation shall explain how the model is used to develop and maintain the TOE.

16.3.6.2.5.vALC_LCD.3.5C

'Ilhe life-cycle definition documentation shall demonstrate compliance with the standardised and measurable
li p_r‘yr‘ln maodel

16.3.6.2.6 ALC_LCD.3.6C

The life-cycle documentation shall provide the results of the measurements of the TOE development
using the standardised and measurable life-cycle model.
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16.3.6.3

16.3.6.3.

The eval

Evaluator action elements
1 ALC LCD.3.1E

uator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

16.4 To

16.4.1

ols and techniques (ALC_TAT)

biectives

Tools an
It includg
develop
standard
16.4.2 G

The coni
scope of

16.4.3 A
There is
applicab
compute
consider
Tools a
(ALC_TA
includes

The reqy
statemer

16.4.4 A
Dependg
16.4.4.1
16.4.4.1.
The dev

16.4.4.1.

[ techniques is an aspect of selecting tools that are used to develop, analyse and implement the.TOE.
s requirements to prevent ill-defined, inconsistent or incorrect development tools from being used tp
he TOE. This includes, but is not limited to, programming languages, documentation, implementation
5, and other parts of the TOE such as supporting runtime libraries.

omponent levelling

ponents in this family are levelled on the basis of increasing requirements on the description and
the implementation standards and the documentation of implementation-,dependent options.

pplication notes

a requirement for well-defined development tools. These are<tools that have been shown to b
e without the need for intensive further clarification. For¢sexample, programming languages an
[ aided design (CAD) systems that are based on an a standard published by standards bodies ar
bd to be well-defined.

O S OD

-

hd techniques distinguishes between the implementation standards applied by the developg
T.2.3D) and the implementation standards for “allparts of the TOE” (ALC_TAT.3.3D) that additionally
third party software, hardware, or firmware.

irement in ALC_TAT.1.2C is especially applicable to programming languages so as to ensure that gl
ts in the source code have an unambiguous meaning.

LC_TAT.1 Well-defined development tools

ncies: ADV_IMP.1 Subset.of the implementation of the TSF
Developer actionelements

1 ALC_TAT.11D

bloper shallddentify the development tools being used for the TOE.

P ALE TAT.1.2D

The de\

tools.

16.4.4.2

16.4.4.2.

All deve

112

plnppr shall document the selected implpmpntatinn-dpppndpnt npfinnc aof the dp\/plnpmprt

Content and presentation of evidence elements
1 ALC_TAT.1.1C

lopment tools used for implementation shall be well-defined.
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16.4.4.2.2 ALC_TAT.1.2C

The documentation of the development tools shall unambiguously define the meaning of all
statements used in the implementation.

16.4.4.2.3 ALC_TAT.1.3C

The documentation of the development tools shall unambiguously define the meaning of all
implementation-dependent options.

6.4.4.3 Evaluator action elements
6.4.4.3.1 ALC_TAT.1.1E

he evaluator shall confirm that the information provided meets all requirements for content and
pgresentation of evidence.

16.4.5 ALC_TAT.2 Compliance with implementation standards
Qependencies: ADV_IMP.1 Subset of the implementation of the TSF
16.4.5.1 Developer action elements

16.4.5.1.1 ALC_TAT.2.1D

Tlhe developer shall identify the development tools being used for the TOE.
16.4.5.1.2 ALC_TAT.2.2D

Tlhe developer shall document the selected implementation-dependent options of the development togls.
16.4.5.1.3 ALC_TAT.2.3D

Tlhe developer shall describe the implementation standards to be applied.
16.4.5.2 Content and presentation of evidence elements

16.4.5.2.1 ALC_TAT.2.1€

h Y

Il development tools-used for implementation shall be well-defined.
16.4.5.2.2 ALCTAT.2.2C

'[Lhe documentation of the development tools shall unambiguously define the meaning of all statemgnts used
the implémentation.

164.5.2.3 ALC_TAT.2.3C

The documentation of the development tools shall unambiguously define the meaning of all implementation-
dependent options.

16.4.5.3 Evaluator action elements
16.4.5.3.1 ALC TAT.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.
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16.4.5.3.

The eval

2 ALC_TAT.2.2E

uator shall confirm that the implementation standards have been applied.

16.4.6 ALC_TAT.3 Compliance with implementation standards - all parts

Dependencies: ADV_IMP.1 Subset of the implementation of the TSF

16.4.6.1

Developer action elements

16.4.6.1.

1 ALC_TAT.3.1D

The deve¢loper shall identify the development tools being used for the TOE.

16.4.6.1.

The deve

16.4.6.1.

The devs

16.4.6.2

16.4.6.2.

All devel

16.4.6.2.

P ALC_TAT.3.2D
loper shall document the selected implementation-dependent options of the development tools.
3 ALC_TAT.3.3D
loper shall describe the implementation standards for all parts of the TOE.
Content and presentation of evidence elements
1 ALC_TAT.3.1C
bpment tools used for implementation shall be well-defined:

P ALC_TAT.3.2C

The doclimentation of the development tools shall unambiguously define the meaning of all statements use]

in the im
16.4.6.2,

The doc
depende

16.4.6.3
16.4.6.3.

The eval
of evider

16.4.6.3,

blementation.
3 ALC TAT.3.3C

imentation of the development tools shall unambiguously define the meaning of all implementation
nt options.

Evaluator action elements
1 ALC _TAT.3.1E

uator shall coenfirm that the information provided meets all requirements for content and presentatio}
ce.

P ALE TAT.3.2E

=)

The eval

1ator shall confirm that the implnmnnfnfinn standards have heen npplinrl

17 Class ATE: Tests

The class “Tests” encompasses four families: coverage (Coverage (ATE_COV)), depth (Depth (ATE_DPT)),
independent testing (e.g. functional testing performed by evaluators) (Independent testing (ATE_IND)), and
functional tests (Functional tests (ATE_FUN)). Testing helps to establish that the TOE security functional
requirements are met. Testing provides assurance that the TOE satisfies at least the TOE security functional

requirements, although it cannot establish that the TOE does no more than what was specified. Testing may

also be directed toward the internal structure of the TSF, such as the testing of subsystems and modules
against their specifications.
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The aspects of coverage and depth have been separated from functional tests for reasons of increased
flexibility in applying the components of the families. However, the requirements in these three families are
intended to be applied together.

The independent testing family has dependencies on the other families to provide the necessary information
to support the requirements, but is primarily concerned with independent evaluator actions.

The emphasis in this class is on confirmation that the TSF operates according to its specification. This will
include both positive testing based on functional requirements, and negative testing to check that undesirable
behaviour is absent. This class does not address penetration testing, which is directed toward finding
Inerabilities that enable a user to violate the security policy. Penetration testing is based upon aryanalysis of
the TOE that specifically seeks to identify vulnerabilities in the design and implementation of thé TSF, and is
addressed separately as an aspect of vulnerability assessment in the class AVA: Vulnerabilitycassessment.

Higure 14 shows the families within this class, and the hierarchy of components within théfamilies.

ATE COV: Coverage | 2 3
ATE DPT: Depth | 2 3

ATE FUN: Functional tests l 2
ATE IND: Independent testing l 2 3

Figure 14 - ATETests class decomposition

IRy

7.1 Coverage (ATE_COV)

17.1.1 Objectives

his family addresses those .aspects of testing that deal with completeness of test coverage. That is, it
ddresses the extent to which‘the TSF is tested, and whether or not the testing is sufficiently ext¢nsive to
emonstrate that the TSF (operates as specified.

7.1.2 Component.|evelling
he componentsiin this family are levelled on the basis of increasing rigour of interface testing, and irjcreasing
rigour of thetanalysis of the sufficiency of the tests to demonstrate that the TSF operates in accordance with

its functional Specification.

7.143 YATE_COV.1 Evidence of coverage

Dependencies: ADV_FSP.1 Informal functional specification
ATE_FUN.1 Functional testing
17.1.3.1 Objectives

In this component, the objective is to establish that the TSF has been tested against its functional specification.
This is to be achieved through an examination of developer evidence of correspondence.
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17.1.3.2

Application notes

While the testing objective is to cover the TSF, there is no requirement to provide anything to verify this
assertion other than an informal mapping of tests to the functional specification and the testing data itself.

In this component the developer is required to show how the tests that have been identified correspond to the
TSF as described in the functional specification. This can be achieved by a statement of correspondence,
perhaps using a table. This information is required to support the evaluator in planning the test programme for
the evaluation. At this level there is no requirement for complete coverage of every aspect of the TSF by the
developer, and the evaluator will need to take account of any deficiencies in this area.

17.1.3.3

17.1.3.3.

The dev

17.1.3.4

17.1.3.4.

The evid
test doc

17.1.3.5

17.1.3.5.

The eva

Developer action elements

1 ATE_COV.1.1D

bloper shall provide evidence of the test coverage.
Content and presentation of evidence elements

1 ATE_COV.1.1C

Limentation and the TSF as described in the functional specification.
Evaluator action elements
1 ATE_COV.1l.1E

luator shall confirm that the information prowided meets all requirements for content an

presentation of evidence.

1714 A

Depends

17.1.4.1
In this cd
in a sy
correspo

17.1.4.2

The devd
security

TE_COV.2 Analysis of coverage
ncies: ADV_FSP.1 Informal functional specification
ATE_FUN.1 Functional‘testing
Objectives
mponent, the objective.is to establish that the TSF has been tested against its functional specificatio
;tgg:iic. manner.-\This is to be achieved through an examination of developer analysis ¢

Applicatiehrnotes

bloperisirequired to demonstrate that the tests which have been identified include testing of all of th
functions as described in the functional specification. The analysis should not only show th

ence of the test coverage shall show the correspondence between the tests identified in the

- =

D O

dence between tests and security functions, but should provide also sufficient information for th

correspo;

evaluator to determine how the functions have been exercised. This information can be used in planning for
additional evaluator tests. Although at this level the developer has to demonstrate that each of the functions
within the functional specification has been tested, the amount of testing of each function need not be
exhaustive.

17.1.4.3

17.1.4.3.

Developer action elements

1 ATE_COV.2.1D

The developer shall provide an analysis of the test coverage.
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17.1.4.4 Content and presentation of evidence elements

17.1.4.41 ATE_COV.2.1C

The analysis of the test coverage shall demonstrate the correspondence between the tests identified in the

test documentation and the TSF as described in the functional specification.
17.1.4.42 ATE_COV.2.2C

The analysis of the test coverage shall demonstrate that the correspondence between the

TSF as

described in the functional specification and the tests identified in the test documentation is-0
17.1.4.5 Evaluator action elements
47.1.45.1 ATE_COV.2.1E

Tlhe evaluator shall confirm that the information provided meets all requirements far’content and pre
gf evidence.

17.1.5 ATE_COV.3 Rigorous analysis of coverage
Qependencies: ADV_FSP.2 Fully defined external interfaces
ATE_FUN.1 Functional testing

17.1.5.1 Objectives

h this component, the objective is to establish that the ’SF has been tested against its functional spe
M a systematic and exhaustive manner. This is to be achieved through an examination of developer
f correspondence.

o =

17.1.5.2 Application notes

curity functions, and that the testing-of each security function is complete. There will remain little
e evaluator to devise additional-functional tests of the TSF interfaces based on the functional spe
s they will have been exhaustivély tested. Nevertheless, the evaluator should strive to devise such tg

%e developer is required to provide a convincing argument that the tests which have been identified
t

D

17.1.5.3 Developer action elements

17.1.5.3.1 ATE_COW3.1D

Tlhe developershall provide an analysis of the test coverage.
17.1.5.4 ~€ontent and presentation of evidence elements

171541 ATE_COV.3.1C

omplete.

sentation

cification
analysis

cover all
cope for
ification,
sts.

The analysis of the test coverage shall demonstrate the correspondence between the tests identified in the

test documentation and the TSF as described in the functional specification.

17.1.5.42 ATE_COV.3.2C

The analysis of the test coverage shall demonstrate that the correspondence between the TSF as described

in the functional specification and the tests identified in the test documentation is complete.
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