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Foreword

Electrotechnical Commission) form the specialized system for worldwide standardization.
National bodies that aremembers of ISOor IEC participate inthe development of International
Standards through technical committees established by the respective organization todeal with
particular fields of technical activity. ISO and IEC technical committees collaborate in fields of
mutual interest. Other international organizations, governmental and non-governmental, in liaison
with ISO and IEC, also take part in the work.

In thefield of information technology, ISO and IEC have establisheda joint technical committee,
ISO/IEC JTC 1. Draft International Standards adopted by the joint technical committee are
circulated to national bodies for voting. Publication as an International Standard requires approval
by atleast75 % of the nationalbodies casting a vote.

International Standard ISO/IEC 15408-3 was prepared by Joint Technical Committee ISO/IEC
JTC 1, Information technology, in collaboration with Common Criteria Project Sponsoring
Organisations. The identical text  of  ISO/IEC 15408-3is publishedby the CommonCriteria Project
Sponsoring Organisations as Common Criteria for Information Technology Security Evaluation.
Additional information on theCommon Criteria Project and contact information on its Sponsoring
Organisations is provided in Annex A of ISO-IEC 15408-1.

ISO/IEC 15408 consists of the following parts, under the general title Information technology —
Security techniques — Evaluation criteria for IT security:

  -  Part 1: Introduction and general model

  -  Part 2:Securityfunctionalrequirements

-  Part 3: Securityassurance requirements

Annexes A and B of this part of ISO/IEC 15408 are for information only.

This LEGAL NOTICE has been placed in all Parts of ISO/IEC 15408 by request:
The seven governmental organisations (collectively called “the Common Criteria Project
Sponsoring Organisations”) identified in ISO/IEC 15408-1 Annex A, as the joint holders of the
copyright in the Common Criteria for Information Technology SecurityEvaluation, Parts 1
through 3 (called the“CC”), h ereby grant non-exclusive license toISO/IEC to use the CC in the
development of the ISO/IEC 15408 international standard.  However, the Common Criteria
Project Sponsoring Organisations retainthe rightto use, copy,distribute, or modify the CC as they
see fit.

Part 3.

ISO the International Organization for Standardization) and IEC (the International

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
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Information technology — Security techniques — Evaluation
criteria for IT security —
Part 3:
Security assurance requirements

1  Scope

This part of ISO/IEC 15408 defines theassurance requirements of the standard. It includes the
evaluation assurance levels (EALs) that define a scale for measuring assurance, the individual
assurancecomponents from which the assurance levels are composed, and the criterfor
evaluation of PPs and STs.

1.1  Organisation of ISO/IEC 15408-3

Clause 1 is the introduction and paradigm for thispart of ISO/IEC 15408.

Clause 2 describes the presentation structure ofthe assurance classes, families, components, and
evaluation assurance levels along with their relationships. Italso characterises the assurance
classes and families found in clauses 8through 14.

Clauses 3, 4 and 5 provide a brief introduction to the evaluation criteria for PPs and STs, followed
by detailed explanationsof the families and components thatare used forthose evaluations.

Clause 6 provides detailed definitions of the EALs.

Clause 7 provides a brief introduction tothe assurance classes and is followed by clauses 8 through
14 thatprovide detailed definitions ofthose classes.

Clauses 15 and 16 providea brief introduction to the evaluation criteria for maintenance of
assurance, followed bydetailed definitions of thosefamiliesandcomponents.

Annex Aprovides a summaryof the dependencies betweenthe assurance components.

AnnexB provides a cross reference between the EALs and the assurance components.

1.2  ISO/IEC 15408 assurance paradigm

The purpose of this subclause is to document the philosophy that underpins the ISO/IEC 15408-3
approach to assurance. An understanding of this subclausewill permit the reader to understand the
rationale behind the ISO/IEC 15408-3 assurance requirements.
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1.2.1  ISO/IEC 15408 philosophy

The ISO/IEC 15408 philosophy is that the threats to security and organisational security policy
commitments should be clearly articulated and the proposed security measures be demonstrably
sufficient for their intended purpose.

Furthermore, measures should be adopted that reduce the likelihood of vulnerabilities, the ability
to exercise (i.e. intentionally exploit or unintentionally trigger) a vulnerability, and the extent of
the damage that could occur from a vulnerability being exercised. Additionally, measures should
be adopted that facilitate the subsequent identification of vulnerabilities and the elimination,
mitigation, and/or notification that a vulnerability has been exploited or triggered.

1.2.2  Assurance approach

The ISO/IEC 15408 philosophy is to provide assurance based upon an evaluation (acti
investigation) of the IT product or system that is to be trusted. Evaluation has been the traditional
means of providing assurance and is the basis for prior evaluation criteria documents. In aligning
the existing approaches, ISO/IEC 15408 adopts the same philosophy. ISO/IEC 15408 proposes
measuring the validity of the documentation and of the resulting IT product or system by e
evaluators with increasing emphasis on scope, depth, and rigour.

ISO/IEC 15408 does not exclude, nor does it comment upon, the relative merits of other means of
gaining assurance. Research continues with respect to alternative ways of gaining assurance. As
mature alternative approaches emerge from these research activities, they will be considered for
inclusion in the standard, which is so structured as to allow their future introduction.

1.2.2.1  Significance of vulnerabilities

It is assumed that there are threat agents that will actively seek to exploit opportunities to violate
security policies both for illicit gains and for well-intentioned, but nonetheless insecure actions
Threat agents may also accidentally trigger security vulnerabilities, causing harm to the
organisation. Due to the need to process sensitive information and the lack of availability of
sufficiently trusted products or systems, there is significant risk due to failures of IT. It is, therefore,
likely that IT security breaches could lead to significant loss.

IT security breaches arise through the intentional exploitation or the unintentional triggering of
vulnerabilities in the application of IT within business concerns.

Steps should be taken to prevent vulnerabilities arising in IT products and systems. To the extent
feasible, vulnerabilities should be:

a) eliminated — that is, active steps should be taken to expose, and remove or neutralise,
all exercisable vulnerabilities;

b) minimised — that is, active steps should be taken to reduce, to an acceptable residual
level, the potential impact of any exercise of a vulnerability;

c) monitored — that is, active steps should be taken to ensure that any attempt to exercise
a residual vulnerability will be detected so that steps can be taken to limit the damage.
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1.2.2.2  Cause of vulnerabilities

Vulnerabilities can arise through failures in:

a) requirements — that is, an IT product or system may possess all the functions and
features required of it and still contain vulnerabilities that render it unsuitable 
ineffective with respect to security;

b) construction — that is, an IT product or system does not meet its specifications and/or
vulnerabilities have been introduced as a result of poor constructional standards
incorrect design choices;

c) operation — that is, an IT product or system has been constructed correctly to a correct
specification but vulnerabilities have been introduced as a result of inadequate controls
upon the operation.

1.2.2.3  ISO/IEC 15408 assurance

Assurance is grounds for confidence that an IT product or system meets its security objectives.
Assurance can be derived from reference to sources such as unsubstantiated assertions, prior
relevant experience, or specific experience. However, the standard provides assurance through
active investigation. Active investigation is an evaluation of the IT product or system in order to
determine its security properties.

1.2.2.4  Assurance through evaluation

Evaluation has been the traditional means of gaining assurance, and is the basis of the ISO/IEC
15408 approach. Evaluation techniques can include, but are not limited to:

a) analysis and checking of process(es) and procedure(s);

b) checking that process(es) and procedure(s) are being applied;

c) analysis of the correspondence between TOE design representations;

d) analysis of the TOE design representation against the requirements;

e) verification of proofs;

f) analysis of guidance documents;

g) analysis of functional tests developed and the results provided;

h) independent functional testing;

i) analysis for vulnerabilities (including flaw hypothesis);

j) penetration testing.
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1.2.3  The ISO/IEC 15408 evaluation assuran ce scale

The ISO/IEC 15408 philosophy asserts that greater assurance results from the application of
greater evaluation effort, and that the goal is to apply the minimum effort required to provide the
necessary level of assurance. The increasing level of effort is based upon:

a) scope — that is, the effort is greater because a larger portion of the IT product or
system is included;

b) depth — that is, the effort is greater because it is deployed to a finer level of design and
implementation detail;

c) rigour — that is, the effort is greater because it is applied in a more structured, formal
manner.
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2  Security assurance requirements

2.1  Structures

The following subclauses describe the constructs used in representing the assurance classes,
families, components, and EALs along with the relationships among them.

Figure 2.1 illustrates the assurance requirements defined in this part of ISO/IEC 15408. Note that
the most abstract collection of assurance requirements is referred to as a class. Each class contains
assurance families, which then contain assurance components, which in turn contain assurance
elements. Classes and families are used to provide a taxonomy for classifying assurance
requirements, while components are used to specify assurance requirements in a PP/ST.

2.1.1  Class stru cture

Figure 2.1 illustrates the assurance class structure.

2.1.1.1  Class name

Each assurance class is assigned a unique name. The name indicates the topics covered by the
assurance class.

A unique short form of the assurance class name is also provided. This is the primary means for
referencing the assurance class. The convention adopted is an “A” followed by two letters relaed
to the class name.

2.1.1.2  Class introduction

Each assurance class has an introductory subclause that describes the composition of the class an
contains supportive text covering the intent of the class.

2.1.1.3  Assurance families

Each assurance class contains at least one assurance family. The structure of the assurance families
is described in the following subclause.
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Figure 2.1  -  Assurance class/family/component/element hierarchy

2.1.2  Assuranc e famil y structu re

Figure 2.1 illustrates the assurance family structure.
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2.1.2.1  Family name

Every assurance family is assigned a unique name. The name provides descriptive information
about the topics covered by the assurance family. Each assurance family is placed within the
assurance class that contains other families with the same intent.

A unique short form of the assurance family name is also provided. This is the primary meaned
to reference the assurance family. The convention adopted is that the short form of the class name
is used, followed by an underscore, and then three letters related to the family name.

2.1.2.2  Objectives

The objectives subclause of the assurance family presents the intent of the assurance family.

This subclause describes the objectives, particularly those related to the ISO/IEC 15408 assurance
paradigm, that the family is intended to address. The description for the assurance family is kept at
a general level. Any specific details required for objectives are incorporated in the particula
assurance component. 

2.1.2.3  Component levelling

Each assurance family contains one or more assurance components. This subclause of the
assurance family describes the components available and explains the distinctions between them.
Its main purpose is to differentiate between the assurance components once it has been determed
that the assurance family is a necessary or useful part of the assurance requirements for a PP/ST.

Assurance families containing more than one component are levelled and rationale is provided a
to how the components are levelled. This rationale is in terms of scope, depth, and/or rigour.

2.1.2.4  Application notes

The application notes subclause of the assurance family, if present, contains additional information
for the assurance family. This information should be of particular interest to users of the assurance
family (e.g. PP and ST authors, designers of TOEs, evaluators). The presentation is informal and
covers, for example, warnings about limitations of use and areas where specific attention m be
required. 

2.1.2.5  Assurance components

Each assurance family has at least one assurance component. The structure of the ass
components is provided in the following subclause.

2.1.3  Assurance component structure

Figure 2.2 illustrates the assurance component structure.
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Figure 2.2  -  Assurance component structure

The relationship between components within a family is highlighted using a bolding convention.
Those parts of the requirements that are new, enhanced or modified beyond the requirements of the
previous component within a hierarchy are bolded. The same bolding convention is also used for
dependencies.

2.1.3.1  Component identification

The component identification subclause provides descriptive information necessary to identify,
categorise, register, and reference a component.

Every assurance component is assigned a unique name. The name provides descriptive information
about the topics covered by the assurance component. Each assurance component is placed within
the assurance family that shares its security objective.

A unique short form of the assurance component name is also provided. This is the primary means
used to reference the assurance component. The convention used is that the short form of the family
name is used, followed by a period, and then a numeric character. The numeric characters for th
components within each family are assigned sequentially , starting from 1.

2.1.3.2  Objectives

The objectives subclause of the assurance component, if present, contains specific objectives for
the particular assurance component. For those assurance components that have this subclause, it
presents the specific intent of the component and a more detailed explanation of the objectives.

2.1.3.3  Application notes

The application notes subclause of an assurance component, if present, contains additional
information to facilitate the use of the component.

Assurance
component

Application
notes

Objectives 

Assurance
elements

Component

Dependencies

identification
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2.1.3.4  Dependencies

Dependencies among assurance components arise when a component is not self-sufficient, and
relies upon the presence of another component.

Each assurance component provides a complete list of dependencies to other assu
components. Some components may list “No dependencies”, to indicate that no dependencies have
been identified. The components depended upon may have dependencies on other components

The dependency list identifies the minimum set of assurance components which are relied upon.
Components which are hierarchical to a component in the dependency list may also be used to
satisfy the dependency.

In specific situations the indicated dependencies might not be applicable. The PP/ST author, by
providing rationale for why a given dependency is not applicable, may elect not to satisfy that
dependency.

2.1.3.5  Assurance elements

A set of assurance elements is provided for each assurance component. An assurance element is 
security requirement which, if further divided, would not yield a meaningful evaluation result. 
the smallest security requirement recognised in the standard.

Each assurance element is identified as belonging to one of the three sets of assurance elements:

a) Developer action elements: the activities that shall be performed by the developer. T
set of actions is further qualified by evidential material referenced in the following set
of elements. Requirements for developer actions are identified by appending the letter
“D” to the element number.

b) Content and presentation of evidence elements: the evidence required, what the
evidence shall demonstrate, and what information the evidence shall convey.
Requirements for content and presentation of evidence are identified by append
letter “C” to the element number.

c) Evaluator action elements: the activities that shall be performed by the evaluator. This
set of actions explicitly includes confirmation that the requirements prescribed in the
content and presentation of evidence elements have been met. It also includes explicit
actions and analysis that shall be performed in addition to that already performed by
the developer. Implicit evaluator actions are also to be performed as a result of
developer action elements which are not covered by content and presentation 
evidence reuirements. Requirements for evaluator actions are identified by appending
the letter “E” to the element number.

The developer actions and content and presentation of evidence define the assurance requirements
that are used to represent a developer’s responsibilities in demonstrating assurance in the T
security functions. By meeting these requirements, the developer can increase confidence at the
TOE satisfies the functional and assurance requirements of a PP or ST.
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The evaluator actions define the evaluator's responsibilities in the two aspects of evaluation. The
first aspect is validation of the PP/ST, in accordance with the classes APE and ASE in clauses 4
and 5. The second aspect is verification of the TOE's conformance with its functional and assurance
requirements. By demonstrating that the PP/ST is valid and that the requirements are met by the
TOE, the evaluator can provide a basis for confidence that the TOE will meet its securit
objectives.

The developer action elements, content and presentation of evidence elements, and explicit
evaluator action elements, identify the evaluator effort that shall be expended in verifying the
security claims made in the ST of the TOE.

2.1.4  Assuranc e elements

Each element represents a requirement to be met. These statements of requirements are inten
to be clear, concise, and unambiguous. Therefore, there are no compound sentences: ea
separable requirement is stated as an individual element.

The elements have been written using the normal dictionary meaning for the terms used, rat
using a number of predefined terms as shorthand which results in implicit requirements. Therefore,
elements are written as explicit requirements, with no reserved terms.

In contrast to ISO/IEC 15408-2, neither assignment nor selection operations are relevant for
elements in this part of ISO/IEC 15408; however, refinements may be made to ISO/IEC 15408-3
elements as required.

2.1.5  EAL structure

Figure 2.3 illustrates the EALs and associated structure defined in this part of ISO/IEC 15408. Note
that while the figure shows the contents of the assurance components, it is intended that
information would be included in an EAL by reference to the actual components defined in ISO/
IEC 15408.

2.1.5.1  EAL name

Each EAL is assigned a unique name. The name provides descriptive information about theent
of the EAL.

A unique short form of the EAL name is also provided. This is the primary means used to reference
the EAL.

2.1.5.2  Objectives

The objectives subclause of the EAL presents the intent of the EAL.

2.1.5.3  Application notes

The application notes subclause of the EAL, if present, contains information of particular interes
to users of the EAL (e.g. PP and ST authors, designers of TOEs targeting this EAL, evaluators)
The presentation is informal and covers, for example, warnings about limitations of use and areas
where specific attention may be required.
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Figure 2.3  -  EAL structure
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Figure 2.4  -  Assurance and assurance level association

2.1.5.4  Assurance components

A set of assurance components have been chosen for each EAL.
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A higher levelof assurance thanthat provided by a givenEAL can be achieved by:

a) including additional assurance components from otherassurancefamilies;or

b) replacing an assurance component with a higher level assurance component from the
same assurance family.

2.1.6  Relationship between as surances and assur ance le vels

Figure 2.4 illustrates the relationship between the assurance requirements and the assurance levels
defined in ISO/IEC 15408. While assurance components further decompose into assurance
elements, assurance elementscannot be individually referenced byassurance levels. Note that the
arrow in the figurerepresents a reference from an EALto an assurance component within the class
where it is defined.

2.2  Componen t taxonomy

This part of ISO/IEC 15408 contains classes of families and components that are grouped on 
basis of related assurance. At the start of each class is a diagram that indicates the families in the
class and the components in eachfamily.

In Figure 2.5, above, the class as shown contains a single family. The family contains three
components that arelinearly hierarchical (i.e. component 2 requires more than component 
termsof specific actions, specific evidence, or rigour of the actions or evidence). The assurance
families in this part of ISO/IEC 15408 are all linearly hierarchical, although linearity is not a
mandatory criterion forassurance families that maybe added in the future.

2.3  Protection Profile and Security Target evaluation criteria class 
structure

The requirements for protection profile and security target evaluation are treated as assuran
classes and are presented using the similar structure as that used for the other assurance classes,
described below. One notable difference is theabsence of a component levelling subclause in 
associated family descriptions. The reason is that each family has only a single component and
therefore no levelling has occurred.

Tables 3.1, 3.2, 3.3and 3.4 in clause 3 of thispart of ISO/IEC 15408 summarise, for boththeAPE
and ASE classes, their constituent families and abbreviations for each. Narrative summaries for the
APE families can befound in ISO/IEC 15408-1, Annex B, subclauses B.2.2 through B.2.6,

Class name

Family 1 1 2 3

Figure 2.5  -  Sampleclass decomposition diagram
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whereas narrative summaries for the ASE families can be found in ISO/IEC 15408-1, Annex
subclauses C.2.2 through C.2.8.

2.4  Usage o f terms in ISO/IEC 15408-3

The following is a list of terms which are used in a precise way in this part of ISO/IEC 15408. They
do not merit inclusion in the glossary because they are general English terms and their usage
though restricted to the explanations given below, is in conformance with dictionary definitions.
However, those explanations of the terms were used as guidance in the development of this part of
ISO/IEC 15408 and should be helpful for general understanding.

Check — This term is similar to, but less rigourous than “confirm” or “verify”. This term requires
a quick determination to be made by the evaluator, perhaps requiring only a cursory analysis, or
perhaps no analysis at all.

Coherent — An entity is logically ordered and has a discernible meaning. For documentation, this
addresses both the actual text and the structure of the document, in terms of whether 
understandable by its target audience.

Complete — All necessary parts of an entity have been provided. In terms of documentation, th
means that all relevant information is covered in the documentation, at such a level of detail that
no further explanation is required at that level of abstraction.

Confirm  — This term is used to indicate that something needs to be reviewed in detail, and tha
an independent determination of sufficiency needs to be made. The level of rigour required
depends on the nature of the subject matter. This term is only applied to evaluator actions.

Consistent — This term describes a relationship between two or more entities, indicating that ther
are no apparent contradictions between these entities.

Counter (verb) — This term is typically used in the context that a security objective counters a
particular threat, but does not necessarily indicate that the threat is completely eradicated as a
result.

Demonstrate — This term refers to an analysis leading to a conclusion, which is less rigourous
than a “proof”. 

Describe — This term requires that certain, specific details of an entity be provided.

Determine — This term requires an independent analysis to be made, with the objective of
reaching a particular conclusion. The usage of this term differs from “confirm” or “verify”, since
these other terms imply that an analysis has already been performed which needs to be reviewed,
whereas the usage of “determine” implies a truly independent analysis, usually in the absence of
any previous analysis having been performed.

Ensure — This term, used by itself, implies a strong causal relationship between an action and its
consequences. This term is typically preceded by the word “helps”, which indicates that th
consequence is not fully certain, on the basis of that action alone.
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Exhaustive — This term is used in the standard with respect to conducting an analysis or other
activity. It is related to “systematic” but is considerably stronger, in that it indicates not only that a
methodical approach has been taken to perform the analysis or activity according to an
unambiguous plan, but that the plan that was followed is sufficient to ensure that all po
avenues have been exercised.

Explain — This term differs from both “describe” and “demonstrate”. It is intended to answer 
question “Why?” without actually attempting to argue that the course of action that was taken was
necessarily optimal.

Internally consistent — There are no apparent contradictions between any aspects of an entity. In
terms of documentation, this means that there can be no statements within the documentation that
can be taken to contradict each other.

Justification — This term refers to an analysis leading to a conclusion, but is more rigorous an
a demonstration. This term requires significant rigour in terms of very carefully and thoroughly
explaining every step of a logical argument.

Mut ually supportive — This term describes a relationship between a group of entities, indicating
that the entities possess properties which do not conflict with, and may assist the other entities in
performing their tasks. It is not necessary to determine that every individual entity in question
directly supports other entities in that grouping; rather, it is a more general determination that is
made.

Prove — This refers to a formal analysis in its mathematical sense. It is completely rigourous in
all ways. Typically, “prove” is used when there is a desire to show correspondence between two
TSF representations at a high level of rigour. 

Specify — This term is used in the same context as “describe” , but is intended to be more rigourou
and precise. It is very similar to “define”.

Tr ace (verb) — This term is used to indicate that an informal correspondence is required between
two entities with only a minimal level of rigour.

Verify  — This term is similar in context to “confirm”, but has more rigourous connotations. This
term when used in the context of evaluator actions indicates that an independent effort is required
of the evaluator.

2.5  Assurance ca tegorisation

The assurance classes, families, and the abbreviation for each family are shown in Table 2.1.

2.6  Assurance class and family overv iew

The following summarises the assurance classes and families of clauses 8-14. These classes and
family summaries are presented in the same order as they appear in clauses 8-14.
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2.6.1  Class ACM: Configuration management

Configuration management (CM) helps to ensure that the integrity of the TOE is preserved, by
requiring discipline and control in the processes of refinement and modification of the TOE and
other related information. CM prevents unauthorised modifications, additions, or deletions to the
TOE, thus providing assurance that the TOE and documentation used for evaluation are the ones
prepared for distribution.

2.6.1.1  CM automation (ACM_AUT)

Configuration management automation establishes the level of automation used to control the
configuration items.

Table 2.1 -Assurance family  breakdown and mapping

Assurance Class Assurance Family Abbreviated Name

Class ACM: 
Configuration 
management

CM automation ACM_AUT
CM capabilities ACM_CAP
CM scope ACM_SCP

Class ADO: Delivery 
and operation

Delivery ADO_DEL
Installation, generation and start-up ADO_IGS

Class ADV: 
Development

Functional specification ADV_FSP
High-level design ADV_HLD
Implementation representation ADV_IMP
TSF internals ADV_INT
Low-level design ADV_LLD
Representation correspondence ADV_RCR
Security policy modeling ADV_SPM

Class AGD: Guidance 
documents

Administrator guidance AGD_ADM
User guidance AGD_USR

Class ALC: Life cycle 
support

Development security ALC_DVS
Flaw remediation ALC_FLR
Life cycle definition ALC_LCD
Tools and techniques ALC_TAT

Class ATE: Tests

Coverage ATE_COV
Depth ATE_DPT
Functional tests ATE_FUN
Independent testing ATE_IND

Class AVA: 
Vulnerability 
assessment

Covert channel analysis AVA_CCA
Misuse AVA_MSU
Strength of TOE security functions AVA_SOF
Vulnerability analysis AVA_VLA
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2.6.1.2  CM capabilities (ACM_CAP)

Configuration management capabilities define the characteristics of the configuration management
system. 

2.6.1.3  CM scope (ACM_SCP)

Configuration management scope indicates the TOE items that need to be controlled by the
configuration management system.

2.6.2  Class ADO: Delivery and operation

Assurance class ADO defines requirements for the measures, procedures, and standards concerned
with secure delivery, installation, and operational use of the TOE, ensuring that the security
protection offered by the TOE is not compromised during transfer, installation, start-up, and
operation.

2.6.2.1  Delivery (ADO_DEL)

Delivery covers the procedures used to maintain security during transfer of the TOE to the user,
both on initial delivery and as part of subsequent modification. It includes special procedures or
operations required to demonstrate the authenticity of the delivered TOE. Such procedures and
measures are the basis for ensuring that the security protection offered by the TOE is not
compromised during transfer. While compliance with the delivery requirements cannot always be
determined when a TOE is evaluated, it is possible to evaluate the procedures that a developer ha
developed to distribute the TOE to users.

2.6.2.2  Installation, generation and start-up (ADO_IGS)

Installation, generation, and start-up requires that the copy of the TOE is configured and activated
by the administrator to exhibit the same protection properties as the master copy of the TOE. The
installation, generation, and start-up procedures provide confidence that the administrator will be
aware of the TOE configuration parameters and how they can affect the TSF.

2.6.3  Class ADV: Developm ent

Assurance class ADV defines requirements for the stepwise refinement of the TSF from the T
summary specification in the ST down to the actual implementation. Each of the resulting TSF
representations provide information to help the evaluator determine whether the functional
requirements of the TOE have been met.

2.6.3.1  Functional specification (ADV_FSP)

The functional specification describes the TSF, and must be a complete and accurate instantiation
of the TOE security functional requirements. The functional specification also details the external
interface to the TOE. Users of the TOE are expected to interact with the TSF through this interface.
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2.6.3.2  High-level design (ADV_HLD)

The high-level design is a top level design specification that refines the TSF functiona
specification into the major constituent parts of the TSF. The high level design identifies the basic
structure of the TSF and the major hardware, firmware, and software elements. 

2.6.3.3  Implementation representation (ADV_IMP)

The implementation representation is the least abstract representation of the TSF. It captures th
detailed internal workings of the TSF in terms of source code, hardware drawings, etc., as
applicable.

2.6.3.4  TSF internals (ADV_INT)

The TSF internals requirements specify the requisite internal structuring of the TSF.

2.6.3.5  Low-level design (ADV_LLD)

The low-level design is a detailed design specification that refines the high-level design into a level
of detail that can be used as a basis for programming and/or hardware construction. 

2.6.3.6  Representation correspondence (ADV_RCR)

The representation correspondence is a demonstration of mappings between all adjacent pairs of
available TSF representations, from the TOE summary specification through to the least a
TSF representation that is provided.

2.6.3.7  Security policy modeling (ADV_SPM)

Security policy models are structured representations of security policies of the TSP, and are used
to provide increased assurance that the functional specification corresponds to the security policies
of the TSP, and ultimately to the TOE security functional requirements. This is achieved via
correspondence mappings between the functional specification, the security policy model, and the
security policies that are modelled.

2.6.4  Class AGD: Guidanc e documents

Assurance class AGD defines requirements directed at the understandability, coverage and
completeness of the operational documentation provided by the developer. This documentation,
which provides two categories of information, for users and for administrators, is an important
factor in the secure operation of the TOE.

2.6.4.1  Administrator guidance (AGD_ADM)

Requirements for administrative guidance help ensure that the environmental constraints can b
understood by administrators and operators of the TOE. Administrative guidance is the primary
means available to the developer for providing the TOE administrators with detailed, accurate
information of how to administer the TOE in a secure manner and how to make effective use of the
TSF privileges and protection functions.
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2.6.4.2  User guidance (AGD_USR)

Requirements for user guidance help ensure that users are able to operate the TOE in a secure
manner (e.g. the usage constraints assumed by the PP or ST must be clearly explained and
illustrated). User guidance is the primary vehicle available to the developer for providing the TOE
users with the necessary background and specific information on how to correctly use the TOE's
protection functions. User guidance must do two things. First, it needs to explain what the user-
visible security functions do and how they are to be used, so that users are able to consisten
effectively protect their information. Second, it needs to explain the user's role in maintainin
TOE's security.

2.6.5  Class ALC: Life cycle suppo rt

Assurance class ALC defines requirements for assurance through the adoption of a well ed
life-cycle model for all the steps of the TOE development, including flaw remediation procedures
and policies, correct use of tools and techniques and the security measures used to pro
development environment.

2.6.5.1  Development security (ALC_DVS)

Development security covers the physical, procedural, personnel, and other security measures used
in the development environment. It includes physical security of the development location(s) an
controls on the selection and hiring of development staff.

2.6.5.2  Flaw remediation (ALC_FLR)

Flaw remediation ensures that flaws discovered by the TOE consumers will be tracked and
corrected while the TOE is supported by the developer. While future compliance with the flaw
remediation requirements cannot be determined when a TOE is evaluated, it is possible to e
the procedures and policies that a developer has in place to track and repair flaws, and to distribute
the repairs to consumers.

2.6.5.3  Life cycle definition (ALC_LCD)

Life cycle definition establishes that the engineering practices used by a developer to produce the
TOE include the considerations and activities identified in the development process and
operational support requirements. Confidence in the correspondence between the requirements and
the TOE is greater when security analysis and the production of evidence are done on a regu
basis as an integral part of the development process and operational support activities. It is not the
intent of this component to dictate any specific development process.

2.6.5.4  Tools and techniques (ALC_TAT)

Tools and techniques addresses the need to define the development tools being used to analy
implement the TOE. It includes requirements concerning the development tools and
implementation dependent options of those tools.
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2.6.6  Class ATE: T ests

Assurance class ATE states testing requirements that demonstrate that the TSF satisfies the TOE
security functional requirements.

2.6.6.1  Coverage (ATE_COV)

Coverage deals with the completeness of the functional tests performed by the developer on the
TOE. It addresses the extent to which the TOE security functions are tested.

2.6.6.2  Depth (ATE_DPT)

Depth deals with the level of detail to which the developer tests the TOE. Testing of security
functions is based upon increasing depth of information derived from analysis of the TSF
representations.

2.6.6.3  Functional tests (ATE_FUN)

Functional testing establishes that the TSF exhibits the properties necessary to satisfy the
requirements of its ST. Functional testing provides assurance that the TSF satisfies at least the
requirements of the chosen functional components. However, functional tests do not establish that
the TSF does no more than expected. This family focuses on functional testing performed by th
developer.

2.6.6.4  Independent testing (ATE_IND)

Independent testing specifies the degree to which the functional testing of the TOE must be
performed by a party other than the developer (e.g. a third party). This family adds value by the
introduction of tests that are not part of the developers tests.

2.6.7  Class AVA: Vulner ability asses sment

Assurance class AVA defines requirements directed at the identification of exploitable
vulnerabilities. Specifically, it addresses those vulnerabilities introduced in the construction,
operation, misuse, or incorrect configuration of the TOE. 

2.6.7.1  Covert channel analysis (AVA_CCA)

Covert channel analysis is directed towards the discovery and analysis of unintended
communications channels that can be exploited to violate the intended TSP.

2.6.7.2  Misuse (AVA_MSU)

Misuse analysis investigates whether an administrator or user, with an understanding o
guidance documentation, would reasonably be able to determine if the TOE is configured and
operating in a manner that is insecure.
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2.6.7.3  Strength of TOE security functions (AVA_SOF)

Strength of function analysis addresses TOE security functions that are realised by a probabilist
or permutational mechanism (e.g. a password or hash function). Even if such functions cannot be
bypassed, deactivated, or corrupted, it may still be possible to defeat them by direct attack. A level
or a specific metric may be claimed for the strength of each of these functions. Strength of function
analysis is performed to determine whether such functions meet or exceed the claim. For example,
strength of function analysis of a password mechanism can demonstrate that the password function
meets the strength claim by showing that the password space is sufficiently large.

2.6.7.4  Vulnerability analysis (AVA_VLA)

Vulnerability analysis consists of the identification of flaws potentially introduced in the differen
refinement steps of the development. It results in the definition of penetration tests through the
collection of the necessary information concerning: (1) the completeness of the TSF (does the TS
counter all the postulated threats?) and (2) the dependencies between all security functions. These
potential vulnerabilities are assessed through penetration testing to determine whether they could,
in practice, be exploitable to compromise the security of the TOE.

2.7  Maintenance categorisation

The requirements for the maintenance of assurance are treated as an assurance class and a
presented using the class structure defined above.

The maintenance of assurance families, and the abbreviation for each family are shown in Table
2.2.

2.8  Maintenance o f assurance class and family overview

The following summarises the assurance class and families of clause 16. The class and family
summaries are presented in the same order as they appear in clause 16.

2.8.1  Class AMA: M aintenance of as surance

Assurance class AMA is aimed at maintaining the level of assurance that the TOE will  continue to
meet its security target as changes are made to the TOE or its environment. Each of the families in

Table 2.2 -Maintenance of assurance class decomposition

Assurance Class Assurance Family Abbreviated Name

Maintenance of assurance

Assurance maintenance plan AMA_AMP
TOE component categorisation
report AMA_CAT

Evidence of assurance maintenance AMA_EVD
Security impact analysis AMA_SIA
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this class identifies developer and evaluator actions that are to be applied after the TOE has been
successfully evaluated, although some requirements can be applied at the time of the evaluation.

2.8.1.1  Assurance maintenance plan (AMA_AMP)

The assurance maintenance plan identifies the plans and procedures a developer is to implement i
order to ensure that the assurance that was established in the evaluated TOE is maintas
changes are made to the TOE or its environment.

2.8.1.2  TOE component categorisation report (AMA_CAT)

The TOE component categorisation report provides a categorisation of the components of a TOE
(e.g. TSF subsystems) according to their relevance to security. This categorisation acts as a focus
for the developer’s security impact analysis.

2.8.1.3  Evidence of assurance maintenance (AMA_EVD)

Evidence of assurance maintenance seeks to establish confidence that the assurance in the TOE is
being maintained by the developer, in accordance with the assurance maintenance plan.

2.8.1.4  Security impact analysis (AMA_SIA)

Security impact analysis seeks to establish confidence that assurance has been maintained in the
TOE through an analysis performed by the developer of the security impact of all changes affecting
the TOE since it was evaluated.
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3  Protection Profile and Security Target evaluation 
criteria

3.1  Overview

This clause introduces the evaluation criteria for PPs and STs. The evaluation criteria are then fully
presented in clause 4, Class APE: Protection Profile evaluation, and clause 5, Class ASE: Security
Target evaluation.

These criteria are the first requirements presented in this part of ISO/IEC 15408 because the PP
and ST evaluation will normally be performed before the TOE evaluation. They play a special role
in that information about the TOE is assessed and the functional and assurance requirements are
evaluated in order to find out whether the PP or ST is a meaningful basis for a TOE evaluation. 

Although these evaluation criteria differ somewhat from the requirements in clauses 7 through 14,
they are presented in a similar manner because the developer and evaluator activities are
comparable for PP, ST and TOE evaluations.

The PP and ST classes differ from the TOE classes in that all the requirements in the PP or ST class
need to be considered for a PP or ST evaluation, whereas the requirements presented in the TO
classes cover a wide range of topics not all of which need be considered for a given TOE.

The evaluation criteria for PPs and STs are based on the information provided in Annexes B and
C of ISO/IEC 15408-1. Useful background information for the requirements in the classes APE
and ASE, as presented in the following clauses, can be found there.

3.2  Protection Profile criteria overview

3.2.1  Protection Profile evaluation

The goal of a PP evaluation is to demonstrate that the PP is complete, consistent, technically sound,
and hence suitable for use as a statement of requirements for one or more evaluatable TOEs. Such
a PP may be eligible for inclusion within a PP registry.

3.2.2  Relation to the Se curity T arget ev aluation criteria

As described in Annexes B and C of ISO/IEC 15408-1, there are many similarities in structure and
content between the generic PP and the TOE-specific ST. Consequently, the criteria for evaluating
PPs contain requirements that are similar to many of those for STs, and the criteria for both are
presented in a similar manner.
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3.2.3  Evaluator ta sks

3.2.3.1  Evaluator tasks for an evaluation based on ISO/IEC 15408 requirements only

Evaluators performing a PP evaluation that does not include requirements from outside the
standard shall apply the requirements of the APE class as described in Table 3.1.

3.2.3.2  Evaluator tasks for a ISO/IEC 15408 extended evaluation

Evaluators performing a PP evaluation that includes requirements from outside the standard sha
apply the requirements of the APE class as described in Table 3.2.

3.3  Secur ity Target cr iteria overview

3.3.1  Security Target e valuation

The goal of an ST evaluation is to demonstrate that the ST is complete, consistent, technically
sound, and hence suitable for use as the basis for the corresponding TOE evaluation.

3.3.2  Relation to the oth er evaluation crit eria in this part of IS O/IEC 15408

There are two identified stages for the evaluation of a TOE; the ST evaluation and th
corresponding TOE evaluation. The requirements for ST evaluations are discussed here and in
clause 6 while the requirements for TOE evaluations are contained in clauses 7 through 14.

Table 3.1 -Protection Profile families - only ISO/IEC 15408 requirements

Class Family Abbreviated Name

Class APE: 
Protection 

Profile 
evaluation

Protection Profile, TOE description APE_DES
Protection Profile, Security environment APE_ENV
Protection Profile, PP introduction APE_INT
Protection Profile, Security objectives APE_OBJ
Protection Profile, IT security requirements APE_REQ

Table 3.2 -Protection Profile families - ISO/IEC 15408 extended requirements

Class Family Abbreviated Name

Class APE: 
Protection 

Profile 
evaluation

Protection Profile, TOE description APE_DES
Protection Profile, Security environment APE_ENV
Protection Profile, PP introduction APE_INT
Protection Profile, Security objectives APE_OBJ
Protection Profile, IT security requirements APE_REQ
Protection Profile, Explicitly stated IT 
security requirements APE_SRE
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An ST evaluation includes a PP claims evaluation. If the ST does not claim PP conformance, the
PP claims part of the ST shall contain a statement that the TOE does not claim conformance to any
PP. 

3.3.3  Evaluator ta sks

3.3.3.1  Evaluator tasks for an evaluation based on ISO/IEC 15408 requirements only

Evaluators performing an ST evaluation that does not include requirements from outside the
standard shall apply the requirements of the ASE class as described in Table3.3.

3.3.3.2  Evaluator tasks for a ISO/IEC 15408 extended evaluation

Evaluators performing an ST evaluation that includes requirements from outside the standard shall
apply the requirements of the ASE class as described in Table 3.4.

Table 3.3 -Security Target families - only ISO/IEC 15408 requirements

Class  Family Abbreviated Name

Class ASE: 
Security 
Target 

evaluation

Security Target, TOE description ASE_DES
Security Target, Security environment ASE_ENV
Security Target, ST introduction ASE_INT
Security Target, Security objectives ASE_OBJ
Security Target, PP claims ASE_PPC
Security Target, IT security requirements ASE_REQ
Security Target, TOE summary specification ASE_TSS

Table 3.4 -Security Target families - ISO/IEC 15408 extended requirements

Class  Family Abbreviated Name

Class ASE: 
Security 
Target 

evaluation

Security Target, TOE description ASE_DES
Security Target, Security environment ASE_ENV
Security Target, ST introduction ASE_INT
Security Target, Security objectives ASE_OBJ
Security Target, PP claims ASE_PPC
Security Target, IT security requirements ASE_REQ
Security Target, Explicitly stated IT
security requirements ASE_SRE

Security Target, TOE summary specification ASE_TSS
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4  Class APE: Protection Profile evaluation
Class APE

The goal of a PP evaluation is to demonstrate that the PP is complete, consistent and technically
sound. An evaluated PP is suitable for use as the basis for the development of STs. Such a PP is
eligible for inclusion in a registry.

Figure 4.1 shows the families within this class.

 Class APE: Protection Profile evaluation

APE_DES: Protection Profile, TOE description 1

APE_ENV: Protection Profile, Security environment 1

APE_INT: Protection Profile, PP introduction 1

APE_OBJ: Protection Profile, Security objectives 1

APE_REQ: Protection Profile, IT security requirements 1

APE_SRE: Protection Profile, Explicitly stated IT security 
requirements

1

Figure 4.1  -  Protection Profil e evaluation class decomposition
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4.1  TOE description (APE_DES)
APE_DES Protect ion Profi le, TOE desc rip tion

Objectives

The TOE description is an aid to the understanding of the TOE’s security requirements. Evaluation
of the TOE description is required to show that it is coherent, internally consistent and consistent
with all other parts of the PP.

APE_DES.1 Protection Profile, TOE description, Evaluation requirements

Dependencies:

APE_ENV.1 Protection Profile, Security environment, Evaluation requirements 

APE_INT.1 Protection Profile, PP introduction , Evaluation requirements  

APE_OBJ.1 Protection Profile, Secur ity objectives, Evaluation requirements  

APE_REQ.1 Protection Profile, IT security requirements, Evaluation
requirements  

Developer action elements: 

APE_DES.1.1D The PP developer shall provide a TOE description as part of the PP. 

Content and presentation of evidence elements: 

APE_DES.1.1C The TOE description shall as a minimum describe the product type and the
general IT features of the TOE.

Evaluator action elements: 

APE_DES.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

APE_DES.1.2E The evaluator shall confirm that the TOE  description is coherent and
internally consistent.

APE_DES.1.3E The evaluator shall confirm that the TOE description is consistent with the
other parts of the PP.
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ortant
4.2  Security environment (APE_ENV)
APE_ENV Protection Profile, Securi ty envi ronment

Objectives

In order to determine whether the IT security requirements in the PP are sufficient, it is imp
that the security problem to be solved is clearly understood by all parties to the evaluation. 

APE_ENV.1 Protection Profile, Security environment, Evaluation requirements

Dependencies:

No dependencies.

Developer action elements: 

APE_ENV.1.1D The PP developer shall provide a statement of TOE security environment as
part  of the PP.

Content and presentation of evidence elements: 

APE_ENV.1.1C The statement of TOE security envi ronment shall identify and explain any
assumptions about the intended usage of the TOE and the environment of use
of the TOE. 

APE_ENV.1.2C The statement of TOE security envi ronment shall identify and explain any
known or presumed threats to the assets against which protection will be
required, either by the TOE or by its environment. 

APE_ENV.1.3C The statement of TOE security envi ronment shall identify and explain any
organisational security policies with which the TOE must comply.

Evaluator action elements: 

APE_ENV.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

APE_ENV.1.2E The evaluator shall confirm that th e statement of TOE security environment
is coherent and internally consistent.
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4.3  PP introduction (APE_ INT)
APE_INT Protect ion Profi le, PP int roduction

Objectives

The PP introduction contains document management and overview information necessary to
operate a PP registry. Evaluation of the PP introduction is required to demonstrate that the PP is
correctly identified and that it is consistent with all other parts of the PP.

APE_INT.1 Protection Profile, PP introduction, Evaluation requirements

Dependencies:

APE_DES.1 Protection Profile, TOE description, Evaluation requirements  

APE_ENV.1 Protection Profile, Security environment, Evaluation requirements 

APE_OBJ.1 Protection Profile, Secur ity objectives, Evaluation requirements  

APE_REQ.1 Protection Profile, IT security requirements, Evaluation
requirements  

Developer action elements: 

APE_INT. 1.1D The PP developer shall provide a PP introduction as part of the PP.

Content and presentation of evidence elements: 

APE_INT. 1.1C The PP introduction shall contain a PP identification that provides the
labelling and descriptive information necessary to identify, catalogue, register,
and cross reference the PP.

APE_INT. 1.2C The PP introduction shall contain a PP overview which summarises the PP in
nar rative form. 

Evaluator action elements: 

APE_INT. 1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

APE_INT. 1.2E The evaluator shall confirm that the PP introduction  is coherent and internally
consistent.

APE_INT. 1.3E The evaluator shall confirm that the PP introduction is consistent with the
other parts of the PP.STANDARDSISO.C
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4.4  Security objectives (APE_OBJ)
APE_OBJ  Protection P rofile, Securi ty object ives

Objectives

The security objectives is a concise statement of the intended response to the security problem.
Evaluation of the security objectives is required to demonstrate that the stated objectives
adequately address the security problem. The security objectives are categorised as security
objectives for the TOE and as security objectives for the environment. The security objectives for
both the TOE and the environment must be shown to be traced back to the identified threats to be
countered and/or policies and assumptions to be met by each.

APE_OBJ. 1 Protection Profile, Security objectives, Evaluation requirements

Dependencies:

APE_ENV.1 Protection Profile, Secur ity environment, Evaluation requirements 

Developer action elements: 

APE_OBJ.1.1D The PP developer shall provide a statement of security objectives as part of the
PP. 

APE_OBJ.1.2D The PP developer shall provide the security objectives rationale.

Content and presentation of evidence elements: 

APE_OBJ.1.1C The statement of secur ity objectives shall define the security objectives for the
TOE and its environment.

APE_OBJ.1.2C The secur ity objectives for the TOE shall be clearly stated and traced back to
aspects of the identified threats to be countered by the TOE and/or
organisational security policies to be met by the TOE.

APE_OBJ.1.3C The security objectives for the environment shall be clear ly stated and traced
back to aspects of identified threats not completely countered by the TOE and/
or organisational security policies or assumptions not completely met by the
TOE.

APE_OBJ.1.4C The security objectives rationale shall demonstrate that the stated secur ity
objectives are suitable to counter the identified threats to secur ity.

APE_OBJ.1.5C The security objectives rationale shall demonstrate that the stated secur ity
objectives are suitable to cover all of the identifi ed organisational secur ity
policies and assumptions.

Evaluator action elements: 

APE_OBJ.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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APE_OBJ.1.2E The evaluator shall confirm that the statement of security objectives is
complete, coherent, and internally  consistent.
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4.5  IT security requirements (APE_REQ)
APE_REQ Protection P rofile, IT securit y requi rem ents 

Objectives

The IT security requirements chosen for a TOE and presented or cited in a PP need to be evaluaed
in order to confirm that they are internally consistent and lead to the development of a TOE that
will meet its security objectives.

Not all of the security objectives expressed in a PP may be met by a compliant TOE, as some TOEs
may depend on certain IT security requirements to be met by the IT environment. When this is th
case, the environmental IT security requirements must be clearly stated and evaluated in context
with the TOE requirements.

This family presents evaluation requirements that permit the evaluator to determine that a PP is
suitable for use as a statement of requirements for an evaluatable TOE. The additional criteri
necessary for the evaluation of explicitly stated requirements is covered in the APE_SRE family.

Application notes

The term “IT security requirements” refers to “TOE security requirements” and the optionally
included “security requirements for the IT environment”.

The term “TOE security requirements” refers to “TOE security functional requirements” and/or
“TOE security assurance requirements”.

In the APE_REQ.1 component, the word “appropriate” is used to indicate that certain elements
allow options in certain cases. Which options are applicable depends on the given context in the
PP. Detailed information for all these aspects is contained in ISO/IEC 15408-1, Annex B.

APE_REQ.1 Protection Profile, IT security requirements, Evaluation requirements

Dependencies:

APE_OBJ.1 Protection Profil e, Security objectives, Evaluation requirements  

Developer action elements: 

APE_REQ.1.1D The PP developer shall provide a statement of IT security requir ements as part
of the PP.

APE_REQ.1.2D The PP developer shall provide the security requirements rationale.

Content and presentation of evidence elements: 

APE_REQ.1.1C The statement of TOE security functional requirements shall identify th e TOE
security fun ctional requirements drawn from ISO/IEC 15408-2 functional
requirements components.
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APE_REQ.1.2C The statement of TOE security assurance requirements shall identify the TOE
security assurance requirements drawn from ISO/IEC 15408-3 assurance
requirements components.

APE_REQ.1.3C The statement of TOE security assurance requirements should include an
Evaluation Assurance Level (EAL) as defined in ISO/IEC 15408-3. 

APE_REQ.1.4C The evidence shall justify that the statement of TOE security assurance
requirements is appropriate.

APE_REQ.1.5C The PP shall, if appropriate, identify any security requirements for the IT
environment.

APE_REQ.1.6C All completed operations on IT security requirements included in the PP shall
be identified.

APE_REQ.1.7C Any uncompleted operations on IT security requirements included in the PP
shall be identified.

APE_REQ.1.8C Dependencies among the IT security requirements included in the PP should
be satisfied.

APE_REQ.1.9C The evidence shall justify why any non-satisfaction of dependencies is
appropria te.

APE_REQ.1.10C The PP shall include a statement of the minimum strength of function level for
the TOE security functional requirements, either SOF-basic, SOF-medium or
SOF-high, as appropriate.

APE_REQ.1.11C The PP shall identify any specific TOE security functional requirements for
which an explicit strength of function is appropriate, together with the specific
metric.

APE_REQ.1.12C The security requirements rationale shall demonstrate that the minimum
strength of function level for the PP, together with any explicit strength of
function claim, is consistent with  the security objectives for the TOE.

APE_REQ.1.13C The security requirements rationale shall demonstrate that the IT security
requirements are suitable to meet the security objectives.

APE_REQ.1.14C The security requirements rationale shall demonstrate that the set of IT
security requirements together forms a mutually supportive and internally
consistent whole.

Evaluator action elements: 

APE_REQ.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 15
40

8-3
:19

99
34

https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33


© ISO/IEC ISO/IEC 15408-3:1999(E)
APE_REQ.1.2E The evaluator shall confirm that the statement of IT security r equirements is
complete, coherent, and internally consistent.
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4.6  Expl icitly s tated IT security requirements (APE_SRE)
APE_SRE Protect ion Profi le, Explici tly stated IT sec uri ty requ irements 

Objectives

If, after careful consideration, none of the requirements components in ISO/IEC 15408-2 or ISO/
IEC 15408-3 are readily applicable to all or parts of the IT security requirements, the PP autho
may state other requirements which do not reference ISO/IEC 15408. The use of such requirements
shall be justified. 

This family presents evaluation requirements that permit the evaluator to determine that the
explicitly stated requirements are clearly and unambiguously expressed. The evaluation of
requirements taken from ISO/IEC 15408 in conjunction with valid explicitly stated security
requirements is addressed by the APE_REQ family.

Explicitly stated IT security requirements for a TOE presented or cited in a PP need to be evaluated
in order to demonstrate that they are clearly and unambiguously expressed.

Application notes

Formulation of the explicitly stated requirements in a structure comparable to those of existing
ISO/IEC 15408 components and elements involves choosing similar labelling, manner of
expression, and level of detail. 

Using the ISO/IEC 15408 requirements as a model means that the requirements can be clear
identified, that they are self-contained, and that the application of each requirement is feasible and
will yield a meaningful evaluation result based on a compliance statement of the TOE for that
particular requirement. 

The term “IT security requirements” refers to “TOE security requirements” and the optional
included “security requirements for the IT environment”.

The term “TOE security requirements” refers to “TOE security functional requirements” and/or
“TOE security assurance requirements”.

APE_SRE.1 Protection Profile, Explicitly stated IT security requirements, 
Evaluation requirements

Dependencies:

APE_REQ.1 Protection Profile, IT security requirements, Evaluation
requirements  

Developer action elements: 

APE_SRE.1.1D The PP developer shall provide a statement of IT security requirements as part
of the PP.

APE_SRE.1.2D The PP developer shall provide the secur ity requir ements rationale.
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Content and presentation of evidence elements: 

APE_SRE.1.1C All TOE security  requirements that are explicitly stated without reference to
ISO/IEC 15408 shall be identified. 

APE_SRE.1.2C All security requir ements for the IT environment that are explicitly  stated
without reference to ISO/IEC 15408 shall be identified.

APE_SRE.1.3C The evidence shall justify why the security  requirements had to be explicitly
stated.

APE_SRE.1.4C The explicitly stated IT security requirements shall use the ISO/IEC 15408
requirements components, families and classes as a model for  presentation.

APE_SRE.1.5C The explicitly stated IT security requirements shall be measurable and state
objective evaluation requirements such that compliance or noncompliance of
a TOE can be determined and systematically demonstrated.

APE_SRE.1.6C The explicitly stated IT security requirements shall be clear ly and
unambiguously expressed.

APE_SRE.1.7C The security requirements rationale shall demonstrate that the assurance
requirements are applicable and appropriate to support any explicitly  stated
TOE security functional requirements.

Evaluator action elements: 

APE_SRE.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

APE_SRE.1.2E The evaluator shall determine that all of the dependencies of the explicitly
stated IT security requirements have been identified.
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5  Class ASE: Security Target evaluation
Class ASE

The goal of an ST evaluation is to demonstrate that the ST is complete, consistent, technically
sound, and hence suitable for use as the basis for the corresponding TOE evaluation.

Figure 5.1 shows the families within this class.

 Class ASE: Security Target evaluation

ASE_DES: Security Target, TOE description 1

ASE_ENV: Security Target, Security environment 1

ASE_INT: Security Target, ST introduction 1

ASE_OBJ: Security Target, Security objectives 1

ASE_PPC: Security Target, PP claims 1

ASE_REQ: Security Target, IT security requirements 1

ASE_SRE: Security Target, Explicitly stated IT security 
requirements

1

ASE_TSS: Security Target, TOE summary specification 1

Figure 5.1  -  Security Target evaluation class decomposition
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5.1  TOE description (ASE_DES)
ASE_DES Securi ty Target, TOE descript ion

Objectives

The TOE description is an aid to the understanding of the TOE’s security requirements. Evaluation
of the TOE description is required to show that it is coherent, internally consistent and consistent
with all other parts of the ST.

ASE_DES.1 Security Target, TOE description, Evaluation requirements

Dependencies:

ASE_ENV.1 Security Target, Security environment, Evaluation requirements  

ASE_INT.1 Security Target, ST introduction,  Evaluation requirements  

ASE_OBJ.1 Security Target, Security objectives, Evaluation requirements  

ASE_PPC.1 Security Target, PP claims, Evaluation requirements  

ASE_REQ.1 Security Target, IT security requirements, Evaluation
requirements  

ASE_TSS.1 Security Target, TOE summary specification, Evaluation
requirements  

Developer action elements: 

ASE_DES.1.1D The developer shall provi de a TOE description as part of the ST. 

Content and presentation of evidence elements: 

ASE_DES.1.1C The TOE description shall as a minimum describe the product or system type,
and the scope and boundaries of the TOE in general terms both in a physical
and a logical way.

Evaluator action elements: 

ASE_DES.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ASE_DES.1.2E The evaluator shall confirm that the TOE  description is coherent and
internally consistent.

ASE_DES.1.3E The evaluator shall confirm that the TOE description is consistent with the
other parts of the ST.STANDARDSISO.C
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t

5.2  Security environment (ASE_ENV)
ASE_ENV Secur ity Target , Secur ity environ ment

Objectives

In order to determine whether the IT security requirements in the ST are sufficient, it is importan
that the security problem to be solved is clearly understood by all parties to the evaluation. 

ASE_ENV.1 Security Target, Security environment, Evaluation requirements

Dependencies:

No dependencies.

Developer action elements: 

ASE_ENV.1.1D The developer shall provide a statement of TOE security environment as part
of the ST.

Content and presentation of evidence elements: 

ASE_ENV.1.1C The statement of TOE security envi ronment shall identify and explain any
assumptions about the intended usage of the TOE and the environment of use
of the TOE. 

ASE_ENV.1.2C The statement of TOE security envi ronment shall identify and explain any
known or presumed threats to the assets against which protection will be
required, either by the TOE or by its environment. 

ASE_ENV.1.3C The statement of TOE security envi ronment shall identify and explain any
organisational security policies with which the TOE must comply.

Evaluator action elements: 

ASE_ENV.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ASE_ENV.1.2E The evaluator shall confirm that th e statement of TOE security environment
is coherent and internally consistent.
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 ST
5.3  ST in troduction (ASE_INT)
ASE_INT Securi ty Target, ST in trod uction

Objectives

The ST introduction contains identification and indexing material. Evaluation of the
introduction is required to demonstrate that the ST is correctly identified and that it is consistent
with all other parts of the ST.

ASE_INT.1 Security Target, ST introduction, Evaluation requirements

Dependencies:

ASE_DES.1 Security Target, TOE description, Evaluation requirements  

ASE_ENV.1 Security Target, Security environment, Evaluation requirements  

ASE_OBJ.1 Security Target, Security objectives, Evaluation requirements  

ASE_PPC.1 Security Target, PP claims, Evaluation requirements  

ASE_REQ.1 Security Target, IT security requirements, Evaluation
requirements  

ASE_TSS.1 Security Target, TOE summary specification, Evaluation
requirements  

Developer action elements: 

ASE_INT.1.1D The developer shall provi de an ST introduction as part of the ST.

Content and presentation of evidence elements: 

ASE_INT.1.1C The ST introduction shall contain an ST identification that provides the
labelling and descriptive information necessary to control and identify the ST
and the TOE to which it refers.

ASE_INT.1.2C The ST introduction shall contain an ST overview which summar ises the ST in
nar rative form. 

ASE_INT.1.3C The ST introduction shall contain a ISO/IEC 15408 conformance claim that
states any evaluatable claim of ISO/IEC 15408 conformance for the TOE.

Evaluator action elements: 

ASE_INT.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ASE_INT.1.2E The evaluator shall confirm that the ST introduction  is coherent and internally
consistent.

ASE_INT.1.3E The evaluator shall confirm that the ST introduction is consistent with the
other parts of the ST.
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5.4  Security objectives (ASE_OBJ)
ASE_OBJ  Secur ity Target , Secur ity ob jectives

Objectives

The security objectives are a concise statement of the intended response to the security problem
Evaluation of the security objectives is required to demonstrate that the stated objectives
adequately address the security problem. The security objectives are categorised as security
objectives for the TOE and as security objectives for the environment. The security objectives for
both the TOE and the environment must be shown to be traced back to the identified threats to be
countered and/or policies and assumptions to be met by each.

ASE_OBJ. 1 Security Target, Security objectives, Evaluation requirements

Dependencies:

ASE_ENV.1 Security Target, Security environment, Evaluation requirements  

Developer action elements: 

ASE_OBJ.1.1D The developer shall provide a statement of security objectives as part of the ST. 

ASE_OBJ.1.2D The developer shall provide the security objectives rationale.

Content and presentation of evidence elements: 

ASE_OBJ.1.1C The statement of secur ity objectives shall define the security objectives for the
TOE and its environment.

ASE_OBJ.1.2C The secur ity objectives for the TOE shall be clearly stated and traced back to
aspects of the identified threats to be countered by the TOE and/or
organisational security policies to be met by the TOE.

ASE_OBJ.1.3C The security objectives for the environment shall be clear ly stated and traced
back to aspects of identified threats not completely countered by the TOE and/
or organisational security policies or assumptions not completely met by the
TOE.

ASE_OBJ.1.4C The security objectives rationale shall demonstrate that the stated secur ity
objectives are suitable to counter the identified threats to secur ity.

ASE_OBJ.1.5C The security objectives rationale shall demonstrate that the stated secur ity
objectives are suitable to cover all of the identifi ed organisational secur ity
policies and assumptions.

Evaluator action elements: 

ASE_OBJ.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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ASE_OBJ.1.2E The evaluator shall confirm that the statement of security objectives is
complete, coherent, and internally  consistent.
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d no
5.5  PP cla ims (ASE_PPC)
ASE_PPC Secur ity Target , PP claim s

Objectives

The goal of the evaluation of the Security Target PP claims is to determine whether the ST is a
correct instantiation of the PP.

Application notes

The family applies only in the case of a PP claim. In all other cases, no developer action an
evaluator action is necessary.

Although additional evaluation activity is necessary when a PP claim is made, the ST evaluation
effort is generally smaller than in cases where no PP is used because it is possible to reuse the PP
evaluation results for the ST evaluation.

ASE_PPC.1 Security Target, PP claims, Evaluation requirements

Dependencies:

ASE_OBJ.1 Security Target, Secur ity objectives, Evaluation requirements  

ASE_REQ.1 Secur ity Target, IT security requir ements, Evaluation
requirements  

Developer action elements: 

ASE_PPC.1.1D The developer shall provide any PP claims as part of the ST.

ASE_PPC.1.2D The developer shall provide the PP claims rationale for each provided PP
claim.

Content and presentation of evidence elements: 

ASE_PPC.1.1C Each PP claim shall i dentify t he PP for  which compliance is being claimed,
including qualifications needed for that claim.

ASE_PPC.1.2C Each PP claim shall identify the IT security requi rements statements that
satisfy the permitted operations of the PP or otherwise further qualify the PP
requirements.

ASE_PPC.1.3C Each PP claim shall identify security objectives and IT security requirements
statements contained in the ST that are in addition to those contained in the
PP.

Evaluator action elements: 

ASE_PPC.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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ASE_PPC.1.2E The evaluator shall confirm that the PP claims are a corr ect instantiation of
the PP.
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5.6  IT security requirements (ASE_REQ)
ASE_REQ Secur ity Target , IT securi ty requi rements 

Objectives

The IT security requirements chosen for a TOE and presented or cited in an ST need to be evalued
in order to confirm that they are internally consistent and lead to the development of a TOE that
will meet its security objectives.

This family presents evaluation requirements that permit the evaluator to determine that an ST is
suitable for use as a statement of requirements for the corresponding TOE. The additional criteria
necessary for the evaluation of explicitly stated requirements is covered in the ASE_SRE family.

Application notes

The term “IT security requirements” refers to “TOE security requirements” and the optionally
included “security requirements for the IT environment”.

The term “TOE security requirements” refers to “TOE security functional requirements” and/or
“TOE security assurance requirements”.

In the ASE_REQ.1 component, the word “appropriate” is used to indicate that certain elements
allow options in certain cases. Which options are applicable depends on the given context in the
ST. Detailed information for all these aspects is contained in ISO/IEC 15408-1, Annex C.

ASE_REQ.1 Security Target, IT security requirements, Evaluation requirements

Dependencies:

ASE_OBJ.1 Security Target, Secur ity objectives, Evaluation requirements  

Developer action elements: 

ASE_REQ.1.1D The developer shall provide a statement of IT secur ity r equirements as part of
the ST.

ASE_REQ.1.2D The developer shall provide the security requirements rationale.

Content and presentation of evidence elements: 

ASE_REQ.1.1C The statement of TOE security functional requirements shall identify th e TOE
security fun ctional requirements drawn from ISO/IEC 15408-2 functional
requirements components.

ASE_REQ.1.2C The statement of TOE security assurance requirements shall identify the TOE
security assurance requirements drawn from ISO/IEC 15408-3 assurance
requirements components.

ASE_REQ.1.3C The statement of TOE security assurance requirements should include an
Evaluation Assurance Level (EAL) as defined in ISO/IEC 15408-3. 
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ASE_REQ.1.4C The evidence shall justify that the statement of TOE security assurance
requirements is appropriate.

ASE_REQ.1.5C The ST shall, if appropriate, identify any security requir ements for the IT
environment.

ASE_REQ.1.6C Operations on IT security requirements included in the ST shall be identified
and performed.

ASE_REQ.1.7C Dependencies among the IT security requirements included in the ST should
be satisfied. 

ASE_REQ.1.8C The evidence shall justify why any non-satisfaction of dependencies is
appropria te.

ASE_REQ.1.9C The ST shall include a statement of the minimum strength of function level for
the TOE security functional requirements, either SOF-basic, SOF-medium or
SOF-high, as appropriate.

ASE_REQ.1.10C The ST shall identify any specific TOE security functional requirements for
which an explicit strength of function is appropriate, together with the specific
metric.

ASE_REQ.1.11C The security requirements rationale shall demonstrate that the minimum
strength of function level for the ST together with any explicit strength of
function claim is consistent with the security objectives for the TOE.

ASE_REQ.1.12C The security requirements rationale shall demonstrate that the IT security
requirements are suitable to meet the security objectives.

ASE_REQ.1.13C The security requirements rationale shall demonstrate that the set of IT
security requirements together forms a mutually supportive and internally
consistent whole.

Evaluator action elements: 

ASE_REQ.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ASE_REQ.1.2E The evaluator shall confirm that the statement of IT security requirements is
complete, coherent, and internally  consistent.
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5.7  Explicitly stated IT security requirements (ASE_SRE)
ASE_SRE Secur ity Target , Explic i tly s tated IT securi ty requi rements 

Objectives

If, after careful consideration, none of the requirements components in ISO/IEC 15408-2 or ISO/
IEC 15408-3 are readily applicable to all or parts of the IT security requirements, the ST author
may state other requirements which do not reference ISO/IEC 15408. The use of such requirements
shall be justified. 

This family presents evaluation requirements that permit the evaluator to determine that th
explicitly stated requirements are clearly and unambiguously expressed. The evaluat
requirements taken from ISO/IEC 15408 in conjunction with valid explicitly stated security
requirements is addressed by the ASE_REQ family.

Explicitly stated IT security requirements for a TOE presented or cited in an ST need to be
evaluated in order to demonstrate that they are clearly and unambiguously expressed.

Application notes

Formulation of the explicitly stated requirements in a structure comparable to those of exis
ISO/IEC 15408 components and elements involves choosing similar labelling, manner o
expression, and level of detail. 

Using the ISO/IEC 15408 requirements as a model means that the requirements can be clearly
identified, that they are self-contained, and that the application of each requirement is feasible and
will yiel d a meaningful evaluation result based on a compliance statement of the TOE for that
particular requirement. 

The term “IT security requirements” refers to “TOE security requirements” and the optionally
included “security requirements for the IT environment”.

The term “TOE security requirements” refers to “TOE security functional requirements” and/or
“TOE security assurance requirements”.

ASE_SRE.1 Security Target, Explicitl y stated IT secu rity requirements, Evaluation 
requirements

Dependencies:

ASE_REQ.1 Secur ity Target, IT security requir ements, Evaluation
requirements  

Developer action elements: 

ASE_SRE.1.1D The developer shall provide a statement of IT secur ity r equirements as part of
the ST.

ASE_SRE.1.2D The developer shall provide the security requirements rationale.
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Content and presentation of evidence elements: 

ASE_SRE.1.1C Al l TOE secur ity requi rements that are explicitl y stated without reference to
ISO/IEC 15408 shall be identified.

ASE_SRE.1.2C All security requirements for the IT environment that are explicitly stated
without reference to ISO/IEC 15408 shall be identified.

ASE_SRE.1.3C The evidence shall justif y why the security requirements had to be explicitly
stated.

ASE_SRE.1.4C The explicitly stated IT security requirements shall use the ISO/IEC 15408
requirements components, families and classes as a model for presentation.

ASE_SRE.1.5C The explicitly stated IT security requirements shall be measurable and state
objective evaluation requirements such that compliance or noncompliance of
a TOE can be determined and systematically demonstrated.

ASE_SRE.1.6C The explicitly stated IT security  requirements shall be clearly and
unambiguously expressed.

ASE_SRE.1.7C The security requirements rationale shall demonstrate that the assurance
requirements are applicable and appropriate to support any explicitly stated
TOE security functional requirements.

Evaluator action elements: 

ASE_SRE.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ASE_SRE.1.2E The evaluator shall determine that all of the dependencies of the explicitly
stated IT security requirements have been identified.

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 15
40

8-3
:19

99
50

https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33


© ISO/IEC ISO/IEC 15408-3:1999(E)

the

rance

ls or
5.8  TOE summary specification (ASE_TSS)
ASE_TSS Secur ity Target , TOE summa ry speci fication

Objectives

The TOE summary specification provides a high-level definition of the security functions claimed
to meet the functional requirements and of the assurance measures taken to meet the assurance
requirements.

Application notes

The relationship between the IT security functions and the TOE security functional requirements
can be a “many to many” relationship. Nevertheless, every security function shall contribute to 
satisfaction of at least one security requirement in order be able to clearly define the TSF. Security
functions that do not fulfil this requirement should normally not be necessary. Note, however, that
the requirement that a security function contributes to the satisfaction of at least one security
requirement is worded in a quite general manner, so that all the security functions found to be
useful for the TOE should be justifiable.

The statement of assurance measures is of specific relevance in all those cases where assu
requirements not taken from ISO/IEC 15408 are included in the ST. If the TOE security assurance
requirements in the ST are exclusively based on ISO/IEC 15408 evaluation assurance leve
other ISO/IEC 15408 assurance components, then the assurance measures could be presented in
the form of a reference to the documents that show that the assurance requirements are met.

In the ASE_TSS.1 component, the word “appropriate” is used to indicate that certain elements
allow options in certain cases. Which options are applicable depends on the given context in the
ST. Detailed information for all these aspects is contained in ISO/IEC 15408-1, Annex C.

ASE_TSS.1 Security Target, TOE summary specification, Evaluation requirements

Dependencies:

ASE_REQ.1 Secur ity Target, IT security requir ements, Evaluation
requirements  

Developer action elements: 

ASE_TSS.1.1D The developer shall provide a TOE summary specification as part of the ST.

ASE_TSS.1.2D The developer shall provide the TOE summary specification rationale.

Content and presentation of evidence elements: 

ASE_TSS.1.1C The TOE summary specification shall describe the IT security functions and
the assurance measures of the TOE.

ASE_TSS.1.2C The TOE summary specification shall trace the IT security functions to the
TOE security functional requirements such that it can be seen which IT
security functions satisfy which TOE security functional requirements and
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that every IT security function contributes to the satisfaction of at least one
TOE security functional requirement.

ASE_TSS.1.3C The IT security functio ns shall be defined in an informal style to a level of
detail necessary for understanding their intent. 

ASE_TSS.1.4C All refer ences to security mechanisms included in the ST shall be traced to the
relevant secur ity functions so that it can be seen which security mechanisms
are used in the implementation of each function.

ASE_TSS.1.5C The TOE summary specification rationale shall demonstrate that the IT
security functions are suitable to meet the TOE secur ity functional
requirements.

ASE_TSS.1.6C The TOE summary specification rationale shall demonstrate that the
combination of the specified IT security functions work together so as to satisfy
the TOE security functional requirements.

ASE_TSS.1.7C The TOE summary specification shall trace the assurance measures to the
assurance requirements so that it can be seen which measures contribute to the
satisfaction of which requirements.

ASE_TSS.1.8C The TOE summary specification rationale shall demonstrate that the
assurance measures meet all assurance requirements of the TOE.

ASE_TSS.1.9C The TOE summary specification shall identify all IT security functions that
are realised by a probabilistic or permutational mechanism, as appropriate.

ASE_TSS.1.10C The TOE summary specification shall, for each IT security function for which
it is appropriate, state the strength of function claim either as a specific metric,
or as SOF-basic, SOF-medium or SOF-high.

Evaluator action elements: 

ASE_TSS.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ASE_TSS.1.2E The evaluator shall confirm that the TOE summary specification is complete,
coherent, and internally consistent.
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6  Evaluation assurance levels

The Evaluation Assurance Levels (EALs) provide an increasing scale that balances the level of
assurance obtained with the cost and feasibility of acquiring that degree of assurance. The ISO/IEC
15408 approach identifies the separate concepts of assurance in a TOE at the end of the evaluation,
and of maintenance of that assurance during the operational use of the TOE.

It is important to note that not all families and components from ISO/IEC 15408-3 are included in
the EALs. This is not to say that these do not provide meaningful and desirable assurances. Instead,
it is expected that these families and components will be considered for augmentation of an EAL
in those PPs and STs for which they provide utility.

6.1  Evaluation assurance leve l (EAL) overview

Table 6.1 represents a summary of the EALs. The columns represent a hierarchically ordered set
of EALs, while the rows represent assurance families. Each number in the resulting matrix
identifies a specific assurance component where applicable.

As outlined in the next subclause, seven hierarchically ordered evaluation assurance levels ar
defined in ISO/IEC 15408 for the rating of a TOE's assurance. They are hierarchically ordered
inasmuch as each EAL represents more assurance than all lower EALs. The increase in assurance
from EAL to EAL is accomplished by substitution of a hierarchically higher assurance component
from the same assurance family (i.e. increasing rigour, scope, and/or depth) and from the addition
of assurance components from other assurance families (i.e. adding new requirements).

These EALs consist of an appropriate combination of assurance components as described in clau
2 of this part of ISO/IEC 15408. More precisely, each EAL includes no more than one component
of each assurance family and all assurance dependencies of every component are addressed.

While the EALs are defined in ISO/IEC 15408, it is possible to represent other combinations of
assurance. Specifically, the notion of “augmentation” allows the addition of assurance components
(from assurance families not already included in the EAL) or the substitution of assurance
components (with another hierarchically higher assurance component in the same ass
family) to an EAL. Of the assurance constructs defined in ISO/IEC 15408, only EALs may 
augmented. The notion of an “EAL minus a constituent assurance component” is not recognised
by the standard as a valid claim. Augmentation carries with it the obligation on the part of the
claimant to justify the utility and added value of the added assurance component to the EAL. An
EAL may also be extended with explicitly stated assurance requirements.

6.2  Evaluation assurance leve l details

The following subclauses provide definitions of the EALs, highlighting differences between the
specific requirements and the prose characterisations of those requirements using bold type.
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Table 6.1 - Evaluation assurance level summary

Assurance 
Class

Assurance 
Family

Assurance Components by 
Evaluation Assurance Level

EAL1 EAL2 EAL3 EAL4 EAL5 EAL6 EAL7

Configuration
 management

ACM_AUT 1 1 2 2
ACM_CAP 1 2 3 4 4 5 5
ACM_SCP 1 2 3 3 3

Delivery and 
operation

ADO_DEL 1 1 2 2 2 3
ADO_IGS 1 1 1 1 1 1 1

Development

ADV_FSP 1 1 1 2 3 3 4
ADV_HLD 1 2 2 3 4 5
ADV_IMP 1 2 3 3
ADV_INT 1 2 3
ADV_LLD 1 1 2 2
ADV_RCR 1 1 1 1 2 2 3
ADV_SPM 1 3 3 3

Guidance 
documents

AGD_ADM 1 1 1 1 1 1 1
AGD_USR 1 1 1 1 1 1 1

Life cycle 
support

ALC_DVS 1 1 1 2 2
ALC_FLR
ALC_LCD 1 2 2 3
ALC_TAT 1 2 3 3

Tests

ATE_COV 1 2 2 2 3 3
ATE_DPT 1 1 2 2 3
ATE_FUN 1 1 1 1 2 2
ATE_IND 1 2 2 2 2 2 3

Vulnerability 
assessment

AVA_CCA 1 2 2
AVA _MSU 1 2 2 3 3
AVA_SOF 1 1 1 1 1 1
AVA_VLA 1 1 2 3 4 4
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6.2.1  Evaluation as surance l evel 1 (EAL 1) - functionall y test ed

Objectives

EAL1 is applicable where some confidence in correct operation is required, but the threats to
security are not viewed as serious. It will be of value where independent assurance is requi
support the contention that due care has been exercised with respect to the protection of personal
or similar information.

EAL1 provides an evaluation of the TOE as made available to the customer, including independe
testing against a specification, and an examination of the guidance documentation provided. It is
intended that an EAL1 evaluation could be successfully conducted without assistance from
developer of the TOE, and for minimal outlay.

An evaluation at this level should provide evidence that the TOE functions in a manner consistent
with its documentation, and that it provides useful protection against identified threats.

Assurance components

EAL1 (see Table 6.2) provides a basic level of assurance by an analysis of the secur ity
functions using a functional and interface specification and guidance documentation, to
understand the security behaviour.

The analysis is supported by independent testing of the TOE security functions.

This EAL provides a meaningful increase in assurance over an unevaluated IT product or
system.

Table 6.2 - EAL1

Assurance class Assurance components
Configuration management ACM_CAP.1 Version numbers

Delivery and operation ADO_IGS.1 Installation, generation, and start-up procedures

Development
ADV_FSP.1 Informal functional specification
ADV_RCR.1 Informal cor respondence demonstration 

Guidance documents
AGD_ADM.1 Administrato r guidance
AGD_USR.1 User guidance

Tests ATE_IND.1 In dependent testing - conformance
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6.2.2  Evaluation assuranc e level 2 (EAL2) - structur ally tested

Objectives

EAL2 requires the co-operation of the developer in terms of the delivery of design information and
test results, but should not demand more effort on the part of the developer than is consistent with
good commercial practice. As such it should not require a substantially increased investment of
cost or time.

EAL2 is therefore applicable in those circumstances where developers or users require a low to
moderate level of independently assured security in the absence of ready availability 
complete development record. Such a situation may arise when securing legacy systems, or where
access to the developer may be limited.

Assurance components

EAL2  (see Table 6.3) provides assurance by an analysis of the security functions, using a
functional and interface specification, guidance documentation and the high-level design of the
TOE, to understand the security behaviour. 

The analysis is supported by independent testing of the TOE security functions, evidence of
developer testing based on the functional specification, selective independent confirmation of
the developer test results, strength of function analysis, and evidence of a developer search
for obvious vulnerabilities (e.g. those in the public domain).

EAL2 also provides assurance through a configuration list for the TOE, and evidence of
secure delivery procedures.

This EAL represents a meaningful increase in assurance from EAL1 by requiring developer
testing, a vulnerability analysis, and independent testing based upon more detailed TOE
specifications.
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Table 6.3 - EAL2

Assurance class Assurance components
Configuration management ACM_CAP.2 Configuration items

Delivery and operation
ADO_DEL.1 Delivery procedures
ADO_IGS.1 Installation, generation, and start-up procedures

Development
ADV_FSP.1 Informal functional specification
ADV_HLD.1 Descriptive high-level design
ADV_RCR.1 Informal correspondence demonstration 

Guidance documents
AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Tests
ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample

Vulnerability assessment
AVA_SOF.1 Strength of TOE security function evaluation
AVA_VLA.1 Developer vulnerability analysis
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6.2.3  Evaluation assurance level 3 (EAL3) - methodically tested and checked

Objectives

EAL3 permits a conscientious developer to gain maximum assurance from positive security
engineering at the design stage without substantial alteration of existing sound development
practices.

EAL3 is applicable in those circumstances where developers or users require a moderate level of
independently assured security, and require a thorough investigation of the TOE and it
development without substantial re-engineering.

Assurance components

EAL3  (see Table 6.4) provides assurance by an analysis of the security functions, using a
functional and interface specification, guidance documentation, and the high-level design of
TOE, to understand the security behaviour.

The analysis is supported by independent testing of the TOE security functions, evidence of
developer testing based on the functional specification and high-level design, selective
independent confirmation of the developer test results, strength of function analysis, and evid
of a developer search for obvious vulnerabilities (e.g. those in the public domain).

EAL3  also provides assurance through the use of development environment controls, TOE
configuration management, and evidence of secure delivery procedures. 

This EAL represents a meaningful increase in assurance from EAL2 by requiring more
complete testing coverage of the security functions and mechanisms and/or procedures that
provide some confidence that the TOE will not be tampered with during development.
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Table 6.4 - EAL3

Assurance class Assurance components

Configuration management
ACM_CAP.3 Authorisation controls
ACM_SCP.1 TOE CM coverage

Delivery and operation
ADO_DEL.1 Delivery procedures
ADO_IGS.1 Installation, generation, and start-up procedures

Development
ADV_FSP.1 Informal functional specification
ADV_HLD.2 Security enforcing high-level design
ADV_RCR.1 Informal correspondence demonstration 

Guidance documents
AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Life cycle support ALC_DVS.1 Identification of security measures

Tests

ATE_COV.2 Analysis of coverage
ATE_DPT.1 Testing: high-level design
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample

Vulnerability assessment
AVA_MSU.1 Examination of guidance
AVA_SOF.1 Strength of TOE security function evaluation
AVA_VLA .1 Developer vulnerability analysis
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6.2.4  Evaluation assurance level 4 (EAL4) - methodically designed, tested, and 
review ed

Objectives

EAL4 permits a developer to gain maximum assurance from positive security engineering based
on good commercial development practices which, though rigorous, do not require substantial
specialist knowledge, skills, and other resources. EAL4 is the highest level at which it is likely to
be economically feasible to retrofit to an existing product line.

EAL4 is therefore applicable in those circumstances where developers or users require a mode
to high level of independently assured security in conventional commodity TOEs and are prepared
to incur additional security-specific engineering costs.

Assurance components

EAL4  (see Table 6.5) provides assurance by an analysis of the security functions, using a
functional and complete interface specification, guidance documentation, the high-level and low-
level design of the TOE, and a subset of the implementation, to understand the security
behaviour. Assurance is additionally  gained through an informal model of the TOE security
policy.

The analysis is supported by independent testing of the TOE security functions, evidence of
developer testing based on the functional specification and high-level design, selective
independent confirmation of the developer test results, strength of function analysis, evidence of a
developer search for vulnerabilities, and an independent vulnerability analysis demonstrating
resistance to penetration attackers with a low attack potential.

EAL4  also provides assurance through the use of development environment controls and
additional TOE configuration management including automation, and evidence of secure
delivery procedures. 

This EAL represents a meaningful increase in assurance from EAL3 by requiring more
design description, a subset of the implementation, and improved mechanisms and/o
procedures that provide confidence that the TOE will not be tampered with during
development or delivery.
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Table 6.5 - EAL4

Assurance class Assurance components

Configuration management
ACM_AUT.1 Partial CM automation
ACM_CAP.4 Generation support and acceptance procedures
ACM_SCP.2 Problem tracking CM coverage

Delivery and operation
ADO_DEL.2 Detection of modification
ADO_IGS.1 Installation, generation, and start-up procedures

Development

ADV_FSP.2 Fully  defined external interfaces
ADV_HLD.2 Security enforcing high-level design
ADV_IMP.1 Subset of the implementation of the TSF
ADV_LLD.1 D escriptive low-level design
ADV_RCR.1 Informal correspondence demonstration 
ADV_SPM.1 Informal TOE security policy model

Guidance documents
AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Life cycle support
ALC_DV S.1 Identification of security measures
ALC_LCD.1 Developer defined life-cycle model
ALC_TAT .1 Well-defined development tools

Tests

ATE_COV.2 Analysis of coverage
ATE_DPT.1 Testing: high-level design
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample

Vulnerability assessment
AVA_MSU.2 Validat ion of analysis
AVA_SOF.1 Strength of TOE security function evaluation
AVA_VLA.2 Independent vulnerability analysis
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6.2.5  Evaluation assuranc e level 5 (EAL5) - semiformally designed and tested

Objectives

EAL5 permits a developer to gain maximum assurance from security engineering based
rigorous commercial development practices supported by moderate application of specialist
security engineering techniques. Such a TOE will probably be designed and developed with the
intent of achieving EAL5 assurance. It is likely that the additional costs attributable to the E
requirements, relative to rigorous development without the application of specialised techniques,
will  not be large.

EAL5 is therefore applicable in those circumstances where developers or users require a high level
of independently assured security in a planned development and require a rigorous development
approach without incurring unreasonable costs attributable to specialist security engineering
techniques.

Assurance components

EAL5  (see Table 6.6) provides assurance by an analysis of the security functions, using a
functional and complete interface specification, guidance documentation, the high-level and lo
level design of the TOE, and all of the implementation, to understand the security behaviour.
Assurance is additionally gained through a formal model of the TOE security policy and a
semiformal presentation of the functional specification and high-level design and a
semiformal demonstration of correspondence between them. A modular TOE design is also
required.

The analysis is supported by independent testing of the TOE security functions, evidence of
developer testing based on the functional specification, high-level design and low-level design,
selective independent confirmation of the developer test results, strength of function analysis,
evidence of a developer search for vulnerabilities, and an independent vulnerability analys
demonstrating resistance to penetration attackers with a moderate attack potential. The analysis
also includes validation of the developer’s covert channel analysis. 

EAL5 also provides assurance through the use of a development environment controls, and
comprehensive TOE configuration management including automation, and evidence of secure
delivery procedures. 

This EAL represents a meaningful increase in assurance from EAL4 by requiring
semiformal design descriptions, the entire implementation, a more structured (and hence
analysable) architecture, covert channel analysis, and improved mechanisms and/or
procedures that provide confidence that the TOE will not be tampered with during
development.STANDARDSISO.C

OM : C
lick

 to
 vi

ew
 th

e f
ull

 PDF of
 IS

O/IE
C 15

40
8-3

:19
99
62  

https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33


© ISO/IEC ISO/IEC 15408-3:1999(E)
Table 6.6 - EAL5

Assurance class Assurance components

Configuration management
ACM_AUT.1 Partial CM automation
ACM_CAP.4 Generation support and acceptance procedures
ACM_SCP.3 Development tools CM coverage

Delivery and operation
ADO_DEL.2 Detection of modification
ADO_IGS.1 Installation, generation, and start-up procedures

Development

ADV_FSP.3 Semiformal functional specification
ADV_HLD.3 Semiformal high-level design
ADV_IMP.2 Implementation of the TSF
ADV_INT.1 Modularity
ADV_LLD.1 Descriptive low-level design
ADV_RCR.2 Semiformal correspondence demonstration 
ADV_SPM.3 Formal TOE security policy model

Guidance documents
AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Life cycle support
ALC_DVS.1 Identification of security measures
ALC_LCD.2 Standardised life-cycle model
ALC_T AT.2 Compliance with implementation standards

Tests

ATE_COV.2 Analysis of coverage
ATE_DPT.2 Testing: low-level design
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample

Vulnerability assessment

AVA_CCA.1 Covert channel analysis
AVA_MSU.2 Validation of analysis
AVA_SOF.1 Strength of TOE security function evaluation
AVA_VLA.3 Modera tely resistant
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6.2.6  Evaluation assuran ce level 6 (EAL6) - semiform ally verified de sign and test ed

Objectives

EAL6 permits developers to gain high assurance from application of security engineering
techniques to a rigorous development environment in order to produce a premium TO
protecting high value assets against significant risks.

EAL6 is therefore applicable to the development of security TOEs for application in high ris
situations where the value of the protected assets justifies the additional costs.

Assurance components

EAL6  (see Table 6.7) provides assurance by an analysis of the security functions, using a
functional and complete interface specification, guidance documentation, the high-level and lo
level design of the of the TOE, and a structured presentation of the implementation, to
understand the security behaviour. Assurance is additionally gained through a formal model of the
TOE security policy, a semiformal presentation of the functional specification, high-level design,
and low-level design and a semiformal demonstration of correspondence between them. A
modular and layered TOE design is also required.

The analysis is supported by independent testing of the TOE security functions, evidence of
developer testing based on the functional specification, high-level design and low-level design,
selective independent confirmation of the developer test results, strength of function analysis,
evidence of a developer search for vulnerabilities, and an independent vulnerability analys
demonstrating resistance to penetration attackers with a high attack potential. The analysis also
includes validation of the developer’s systematic covert channel analysis.

EAL6  also provides assurance through the use of a structured development process,
development environment controls, and comprehensive TOE configuration management including
complete automation, and evidence of secure delivery procedures. 

This EAL represents a meaningful increase in assurance from EAL5 by requiring more
comprehensive analysis, a structured representation of the implementation, more
architectural structure (e.g. layering), more comprehensive independent vulnerability
analysis, systematic covert channel identificatio n, and improved configuration management
and development environment controls.
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Table 6.7 - EAL6

Assurance class Assurance components

Configuration 
management

ACM _AUT.2 Complete CM automation
ACM_CAP.5 Advanced support
ACM_SCP.3 Development tools CM coverage

Delivery and 
operation

ADO_DEL.2 Detection of modification
ADO_IGS.1 Installation, generation, and start-up procedures

Development

ADV_FSP.3 Semiformal functional specification
ADV_HLD.4 Semiformal high-level explanation
ADV_IMP.3  Structured implementation of the TSF
ADV_INT .2 Reduction of complexity
ADV_LLD.2 Semiformal  low-level design
ADV_RCR.2 Semiformal correspondence demonstration 
ADV_SPM.3 Formal TOE security policy model

Guidance documents
AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Life cycle support
ALC_DVS.2 Sufficiency of secur ity measures
ALC_LCD.2 Standardised life-cycle model
ALC_TAT.3 Compliance with implementation standards - all parts

Tests

ATE_COV.3 Rigorous analysis of coverage
ATE_DPT.2 Testing: low-level design
ATE_FUN.2 Ordered functional testing
ATE_IND.2 Independent testing - sample

Vulnerability 
assessment

AVA_CCA.2 Systematic covert channel analysis
AVA_MSU.3 Analysis and testing for insecure states
AVA_SOF.1 Strength of TOE security function evaluation
AVA _VLA.4 Highly resistant
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6.2.7  Evaluation assuranc e level 7 (EAL7) - fo rmall y verifi ed design and tested

Objectives

EAL7 is applicable to the development of security TOEs for application in extremely high risk
situations and/or where the high value of the assets justifies the higher costs. Practical application
of EAL7 is currently limited to TOEs with tightly focused security functionality that is amenable
to extensive formal analysis.

Assurance components

EAL7  (see Table 6.8) provides assurance by an analysis of the security functions, using a
functional and complete interface specification, guidance documentation, the high-level and
level design of the TOE, and a structured presentation of the implementation, to understand th
security behaviour. Assurance is additionally gained through a formal model of the TOE security
policy, a formal presentation of the functional specification and high-level design, a
semiformal presentation of the low-level design, and formal and semiformal demonstration of
correspondence between them, as appropriate. A modular, layered and simple TOE design is also
required.

The analysis is supported by independent testing of the TOE security functions, evidence of
developer testing based on the functional specification high-level design, low-level design and
implementation representation, complete independent confirmation of the developer test results,
strength of function analysis, evidence of a developer search for vulnerabilities, and a
independent vulnerability analysis demonstrating resistance to penetration attackers with a hig
attack potential. The analysis also includes validation of the developer’s systematic covert channel
analysis.

EAL7  also provides assurance through the use of a structured development process, development
environment controls, and comprehensive TOE configuration management including complete
automation, and evidence of secure delivery procedures. 

This EAL represents a meaningful increase in assurance from EAL6 by requiring more
comprehensive analysis using formal representations and formal corr espondence, and
comprehensive testing.

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 15
40

8-3
:19

99
66  

https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33


© ISO/IEC ISO/IEC 15408-3:1999(E)

ts
Table 6.8 - EAL7

Assurance class Assurance components

Configuration management
ACM_AUT.2 Complete CM automation
ACM_CAP.5 Advanced support
ACM_SCP.3 Development tools CM coverage

Delivery and operation
ADO_DEL.3 Prevention of modification
ADO_IGS.1 Installation, generation, and start-up procedures

Development

ADV_FSP.4 Formal functional specification
ADV_HLD .5 Formal high-level design
ADV_IMP.3 Structured implementation of the TSF
ADV_IN T.3 Minimisation of complexity
ADV_LLD.2 Semiformal low-level design
ADV_RCR.3 Formal correspondence demonstration 
ADV_SPM.3 Formal TOE security policy model

Guidance documents
AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Life cycle support
ALC_DVS.2 Sufficiency of security measures
ALC_LCD.3 Measurable life-cycle model
ALC_TAT.3 Compliance with implementation standards - all par

Tests

ATE_COV.3 Rigorous analysis of coverage
ATE_DPT.3 Testing: implementation representation
ATE_FUN.2 Ordered functional testing
ATE_IND.3 Independent testing - complete

Vulnerability assessment

AVA_CCA.2 Systematic covert channel analysis
AVA_MSU.3 Analysis and testing for insecure states
AVA_SOF.1 Strength of TOE security function evaluation
AVA_VLA.4 Highly resistant
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7  Assurance classes, families, and components

The next seven clauses provide the detailed requirements, presented in alphabetical order, of each
of the assurance components, grouped by class and family.
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8  Class ACM: Configuration management
Class ACM Configuration management

Configuration management (CM) is one method or means for establishing that the functional
requirements and specifications are realised in the implementation of the TOE. CM meets these
objectives by requiring discipline and control in the processes of refinement and modification of
the TOE and the related information. CM systems are put in place to ensure the integrity of the
portions of the TOE that they control, by providing a method of tracking any changes, and by
ensuring that all changes are authorised.

Figure 8.1 shows the families within this class, and the hierarchy of components within the
families.

Class ACM: Configuration management

ACM_AUT CM automation 1 2

ACM_CAP CM capabilities 1 2 3 4 5

ACM_SCP CM scope 1 2 3

Figure 8.1 -Configuration management class decomposition
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8.1  CM automat ion (ACM_AUT)
ACM_AUT CM automat ion

Objectives

The objective of introducing automated CM tools is to increase the effectiveness of the CM system.
While both automated and manual CM systems can be bypassed, ignored, or prove insufficient to
prevent unauthorised modification, automated systems are less susceptible to human error or
negligence.

Component levelling

The components in this family are levelled on the basis of the set of configuration items that are
controlled through automated means.

Application notes

ACM_AUT.1.1C introduces a requirement that is related to the implementation representation of
the TOE. The implementation representation of the TOE consists of all hardware, software, and
firmware that comprise the physical TOE. In the case of a software-only TOE, the implementation
representation may consist solely of source and object code.

ACM_AUT.1.2C introduces a requirement that the CM system provide an automated means 
support the generation of the TOE. This requires that the CM system provide an automated me
to assist in determining that the correct configuration items are used in generating the TOE.

ACM_AUT.2.5C introduces a requirement that the CM system provide an automated means 
ascertain the changes between the TOE and its preceding version. If no previous version of the
TOE exists, the developer still needs to provide an automated means to ascertain the changes
between the TOE and a future version of the TOE.

ACM_AUT.1 Partial CM automation

Objectives

In development environments where the implementation representation is complex or is bei
developed by multiple developers, it is difficult to control changes without the support of
automated tools. In particular, these automated tools need to be able to support the numerou
changes that occur during development and ensure that those changes are authorised. It is the
objective of this component to ensure that the implementation representation is controlled through
automated means.

Dependencies:

ACM_CAP.3 Authorisation controls  

Developer action elements: 

ACM_AUT.1.1D The developer shall use a CM system.

ACM_AUT.1.2D The developer shall provi de a CM plan.
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Content and presentation of evidence elements: 

ACM _AUT.1.1C The CM system shall provide an automated means by which only authorised
changes are made to the TOE implementation representation.

ACM _AUT.1.2C The CM system shall provide an automated means to support the generation
of the TOE.

ACM _AUT.1.3C The CM plan shall describe the automated tools used in the CM system.

ACM _AUT.1.4C The CM plan shall describe how the automated tools are used in the CM
system.

Evaluator action elements: 

ACM _AUT.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ACM_AUT.2 Complete CM autom ation

Objectives

In development environments where the configuration items are complex or are being developed
by multiple developers, it is difficult to control changes without the support of automated tools. 
particular, these automated tools need to be able to support the numerous changes that occur during
development and ensure that those changes are authorised. It is the objective of this component to
ensure that all configuration items are controlled through automated means.

Providing an automated means of ascertaining changes between versions of the TOE and
identifying which configuration items are affected by modifications to other configuration items
assists in determining the impact of the changes between successive versions of the TOE. This in
turn can provide valuable information in determining whether changes to the TOE result in
configuration items being consistent with one another.

Dependencies:

ACM_CAP.3 Authorisation controls  

Developer action elements: 

ACM _AUT.2.1D The developer shall use a CM system.

ACM _AUT.2.2D The developer shall provide a CM plan.

Content and presentation of evidence elements: 

ACM _AUT.2.1C The CM system shall provide an automated means by which only authorised
changes are made to the TOE implementation representation, and to all other
configuration items.
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ACM_AUT.2.2C The CM system shall provide an automated means to support the generation of the
TOE.

ACM_AUT.2.3C The CM plan shall describe the automated tools used in the CM system.

ACM_AUT.2.4C The CM plan shall describe how the automated tools are used in the CM system.

ACM_AUT.2.5C The CM system shall provide an automated means to ascertain the changes
between the TOE and its preceding version.

ACM_AUT.2.6C The CM system shall provide an automated means to identify all other
configuration items that are affected by the modification of a given
configuration item.

Evaluator action elements: 

ACM_AUT.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.
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8.2  CM capabilities (ACM_CAP)
ACM_CAP CM capabi li t ies

Objectives

The capabilities of the CM system address the likelihood that accidental or unauthorised
modifications of the configuration items will occur. The CM system should ensure the integr
the TOE from the early design stages through all subsequent maintenance efforts.

The objectives of this family include the following:

a) ensuring that the TOE is correct and complete before it is sent to the consumer;

b) ensuring that no configuration items are missed during evaluation;

c) preventing unauthorised modification, addition, or deletion of TOE configuration
items.

Component levelling

The components in this family are levelled on the basis of the CM system capabilities, the scop
of the CM documentation provided by the developer, and whether the developer provide
justification that the CM system meets its security requirements.

Application notes

ACM_CAP.2 introduces several elements which refer to configuration items. The ACM_SCP
family contains requirements for the configuration items to be tracked by the CM system.

ACM_CAP.2.3C introduces a requirement that a configuration list be provided. The configuration
list contains all configuration items that are maintained by the CM system.

ACM_CAP.2.6C introduces a requirement that the CM system uniquely identify all configuration
items. This also requires that modifications to configuration items result in a new, unique identifier
being assigned.

ACM_CAP.3.8C introduces the requirement that the evidence shall demonstrate that the CM
system operates in accordance with the CM plan. Examples of such evidence might be
documentation such as screen snapshots or audit trail output from the CM system, or a detailed
demonstration of the CM system by the developer. The evaluator is responsible for determini
that this evidence is sufficient to show that the CM system operates in accordance with the CM
plan.

ACM_CAP.3.9C introduces the requirement that evidence be provided to show that
configuration items are being maintained under the CM system. Since a configuration item refers
to an item that is on the configuration list, this requirement states that all items on the configuration
list are maintained under the CM system.
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ACM_CAP.4.11C introduces the requirement that the CM system support the generation of the
TOE. This requires that the CM system provide information and/or electronic means to assist in
determining that the correct configuration items are used in generating the TOE.

ACM_CAP.1 Version numbers

Objectives

A unique reference is required to ensure that there is no ambiguity in terms of which instance of
the TOE is being evaluated. Labelling the TOE with its reference ensures that users of the TOE can
be aware of which instance of the TOE they are using.

Dependencies:

No dependencies.

Developer action elements: 

ACM_CAP.1.1D The developer shall provide a reference for the TOE.

Content and presentation of evidence elements: 

ACM_CAP.1.1C The reference for the TOE shall be unique to each version of the TOE.

ACM_CAP.1.2C The TOE shall be labelled with its reference.

Evaluator action elements: 

ACM_CAP.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ACM_CAP.2 Configuration items

Objectives

A unique reference is required to ensure that there is no ambiguity in terms of which instance of
the TOE is being evaluated. Labelling the TOE with its reference ensures that users of the TOE can
be aware of which instance of the TOE they are using.

Unique identification of the configuration items leads to a clearer understanding of the compositi
of the TOE, which in turn helps to determine those items which are subject to the evaluatio
requirements for the TOE.

Dependencies:

No dependencies.

Developer action elements: 

ACM_CAP.2.1D The developer shall provide a reference for the TOE.
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ACM _CAP.2.2D The developer shall use a CM system.

ACM _CAP.2.3D The developer shall provide CM documentation.

Content and presentation of evidence elements: 

ACM _CAP.2.1C The reference for the TOE shall be unique to each version of the TOE.

ACM _CAP.2.2C The TOE shall be labelled with its reference.

ACM _CAP.2.3C The CM documentation shall include a configuration list.

ACM _CAP.2.4C The configuration list shall describe the configuration items that comprise the
TOE.

ACM _CAP.2.5C The CM documentation shall describe the method used to uniquely identify the
configuration items.

ACM _CAP.2.6C The CM system shall uniquely identify all configuration items.

Evaluator action elements: 

ACM _CAP.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ACM_CAP.3 Authorisation controls

Objectives

A unique reference is required to ensure that there is no ambiguity in terms of which instance of
the TOE is being evaluated. Labelling the TOE with its reference ensures that users of the TOE can
be aware of which instance of the TOE they are using.

Unique identification of the configuration items leads to a clearer understanding of the composition
of the TOE, which in turn helps to determine those items which are subject to the evaluation
requirements for the TOE.

Providing controls to ensure that unauthorised modifications are not made to the TOE,
ensuring proper functionality and use of the CM system, helps to maintain the integrity of the TOE.

Dependencies:

ACM_SCP.1 TOE CM coverage  

ALC_DVS.1 Identification of security measures  

Developer action elements: 

ACM _CAP.3.1D The developer shall provide a reference for the TOE.

ACM _CAP.3.2D The developer shall use a CM system.
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ACM_CAP.3.3D The developer shall provide CM documentation.

Content and presentation of evidence elements: 

ACM_CAP.3.1C The reference for the TOE shall be unique to each version of the TOE.

ACM_CAP.3.2C The TOE shall be labelled with its reference.

ACM_CAP.3.3C The CM documentation shall include a configuration list and a CM plan.

ACM_CAP.3.4C The configuration list shall describe the configuration items that comprise the TOE.

ACM_CAP.3.5C The CM documentation shall describe the method used to uniquely identify the
configuration items.

ACM_CAP.3.6C The CM system shall uniquely identify all configuration items.

ACM_CAP.3.7C The CM plan shall describe how the CM system is used.

ACM_CAP.3.8C The evidence shall demonstrate that the CM system is operating in accordance
with the CM plan.

ACM_CAP.3.9C The CM documentation shall provide evidence that all configuration it ems
have been and are being effectively maintained under the CM system.

ACM_CAP.3.10C The CM system shall provide measures such that only authorised changes are
made to the configuration items.

Evaluator action elements: 

ACM_CAP.3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ACM_CAP.4 Generation support and acceptance procedures

Objectives

A unique reference is required to ensure that there is no ambiguity in terms of which instance of
the TOE is being evaluated. Labelling the TOE with its reference ensures that users of the TOE can
be aware of which instance of the TOE they are using.

Unique identification of the configuration items leads to a clearer understanding of the compositi
of the TOE, which in turn helps to determine those items which are subject to the evaluatio
requirements for the TOE.

Providing controls to ensure that unauthorised modifications are not made to the TOE, a
ensuring proper functionality and use of the CM system, helps to maintain the integrity of the TOE.

The purpose of acceptance procedures is to confirm that any creation or modification of
configuration items is authorised.
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Dependencies:

ACM_SCP.1 TOE CM coverage  

ALC_DVS.1 Identification of security measures  

Developer action elements: 

ACM _CAP.4.1D The developer shall provide a reference for the TOE.

ACM _CAP.4.2D The developer shall use a CM system.

ACM _CAP.4.3D The developer shall provide CM documentation.

Content and presentation of evidence elements: 

ACM _CAP.4.1C The reference for the TOE shall be unique to each version of the TOE.

ACM _CAP.4.2C The TOE shall be labelled with its reference.

ACM _CAP.4.3C The CM documentation shall include a configuration list, a CM plan, and an
acceptance plan.

ACM _CAP.4.4C The configuration list shall describe the configuration items that comprise the TOE.

ACM _CAP.4.5C The CM documentation shall describe the method used to uniquely identify t
configuration items.

ACM _CAP.4.6C The CM system shall uniquely identify all configuration items.

ACM _CAP.4.7C The CM plan shall describe how the CM system is used.

ACM _CAP.4.8C The evidence shall demonstrate that the CM system is operating in accordance with
the CM plan.

ACM _CAP.4.9C The CM documentation shall provide evidence that all configuration items have
been and are being effectively maintained under the CM system.

ACM _CAP.4.10C The CM system shall provide measures such that only authorised changes are made
to the configuration items.

ACM _CAP.4.11C The CM system shall support the generation of the TOE.

ACM _CAP.4.12C The acceptance plan shall describe the procedures used to accept modified or
newly created configuration items as part of the TOE.

Evaluator action elements: 

ACM _CAP.4.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.
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ACM_CAP.5 Advanced support

Objectives

A unique reference is required to ensure that there is no ambiguity in terms of which instance of
the TOE is being evaluated. Labelling the TOE with its reference ensures that users of the TOE can
be aware of which instance of the TOE they are using.

Unique identification of the configuration items leads to a clearer understanding of the compositi
of the TOE, which in turn helps to determine those items which are subject to the evaluatio
requirements for the TOE.

Providing controls to ensure that unauthorised modifications are not made to the TOE, a
ensuring proper functionality and use of the CM system, helps to maintain the integrity of the TOE.

The purpose of acceptance procedures is to confirm that any creation or modification of
configuration items is authorised.

Integration procedures help to ensure that generation of the TOE from a managed set of
configuration items is correctly performed in an authorised manner.

Requiring that the CM system be able to identify the master copy of the material used to generate
the TOE helps to ensure that the integrity of this material is preserved by the appropriate technical,
physical and procedural safeguards.

Dependencies:

ACM_SCP.1 TOE CM coverage  

ALC_DVS.2 Sufficiency of security measures  

Developer action elements: 

ACM_CAP.5.1D The developer shall provide a reference for the TOE.

ACM_CAP.5.2D The developer shall use a CM system.

ACM_CAP.5.3D The developer shall provide CM documentation.

Content and presentation of evidence elements: 

ACM_CAP.5.1C The reference for the TOE shall be unique to each version of the TOE.

ACM_CAP.5.2C The TOE shall be labelled with its reference.

ACM_CAP.5.3C The CM documentation shall include a configuration list, a CM plan, an acceptance
plan, and integration procedures.

ACM_CAP.5.4C The configuration list shall describe the configuration items that comprise the TOE.
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ACM _CAP.5.5C The CM documentation shall describe the method used to uniquely identify t
configuration items.

ACM _CAP.5.6C The CM system shall uniquely identify all configuration items.

ACM _CAP.5.7C The CM plan shall describe how the CM system is used.

ACM _CAP.5.8C The evidence shall demonstrate that the CM system is operating in accordance with
the CM plan.

ACM _CAP.5.9C The CM documentation shall provide evidence that all configuration items have
been and are being effectively maintained under the CM system.

ACM _CAP.5.10C The CM system shall provide measures such that only authorised changes are made
to the configuration items.

ACM _CAP.5.11C The CM system shall support the generation of the TOE.

ACM _CAP.5.12C The acceptance plan shall describe the procedures used to accept modified or newly
created configuration items as part of the TOE.

ACM _CAP.5.13C The integration procedures shall describe how the CM system is applied in the
TOE manufacturing process.

ACM _CAP.5.14C The CM system shall require that the person responsible for accepting a
configuration item into CM is not the person who developed it.

ACM _CAP.5.15C The CM system shall clearly identify the configuration items that comprise the
TSF.

ACM _CAP.5.16C The CM system shall support t he audit of all modifications to the TOE,
including as a minimum the originator , date, and time in the audit trail.

ACM _CAP.5.17C The CM system shall be able to identify the master copy of all material used to
generate the TOE.

ACM _CAP.5.18C The CM documentation shall demonstrate that the use of the CM system
together with the development security measures, allow only authorised
changes to be made to the TOE.

ACM _CAP.5.19C The CM documentation shall demonstrate that the use of the integration
procedures ensures that the generation of the TOE is correctly performed in
an authorised manner.

ACM _CAP.5.20C The CM documentation shall demonstrate that the CM system is sufficient to
ensure that the person responsible for accepting a configuration item into CM
is not the person who developed it.

ACM _CAP.5.21C The CM documentation shall justify that the acceptance procedures provide
for an adequate and appropriate review of changes to all configuration items.
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Evaluator action elements: 

ACM_CAP.5.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.
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8.3  CM scope (ACM_SCP)
ACM_SCP CM scope

Objectives

The objective of this family is to ensure that all necessary TOE configuration items are tracked by
the CM system. This helps to ensure that the integrity of these configuration items is protected
through the capabilities of the CM system.

The objectives of this family include the following:

a) ensuring that the TOE implementation representation is tracked;

b) ensuring that all necessary documentation, including problem reports, are tracked
during development and operation;

c) ensuring that configuration options (e.g. compiler switches) are tracked; and

d) ensuring that development tools are tracked.

Component levelling

The components in this family are levelled on the basis of which of the following are tracked by
the CM system: the TOE implementation representation; design documentation; 
documentation; user documentation; administrator documentation; CM documentation; security
flaws; and development tools.

Application notes

ACM_SCP.1.1C introduces the requirement that the TOE implementation representation 
tracked by the CM system. The TOE implementation representation refers to all hardware,
software, and firmware that comprise the physical TOE. In the case of a software-only TOE, the
implementation representation may consist solely of source and object code.

ACM_SCP.1.1C also introduces the requirement that the CM documentation be tracked by the CM
system. This includes the CM plan, as well as information on the current versions of any tools that
comprise the CM system.

ACM_SCP.2.1C introduces the requirement that security flaws be tracked by the CM system. Th
requires that information regarding previous security flaws and their resolution be maintained, a
well as details regarding current security flaws.

ACM_SCP.3.1C introduces the requirement that development tools and other related information
be tracked by the CM system. Examples of development tools are programming languages and
compilers. Information pertaining to TOE generation items (such as compiler options, installation
generation options, and build options) is an example of information relating to development tools
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ACM_SCP.1 TOE CM coverage

Objectives

A CM system can control changes only to those items that have been placed under CM. Placing
the TOE implementation representation, design, tests, user and administrator documentation, and
CM documentation under CM provides assurance that they have been modified in a controlle
manner with proper authorisations.

Dependencies:

ACM_CAP.3 Authorisation controls  

Developer action elements: 

ACM_SCP.1.1D The developer shall provi de CM documentation.

Content and presentation of evidence elements: 

ACM_SCP.1.1C The CM documentation shall show that the CM system, as a minimum, tracks
the following: the TOE implementation representation, design documentation,
test documentation, user documentation, administrator documentation, and
CM documentation.

ACM_SCP.1.2C The CM documentation shall describe how configuration items are tracked by
the CM system.

Evaluator action elements: 

ACM_SCP.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ACM_SCP.2 Problem tracking CM coverage

Objectives

A CM system can control changes only to those items that have been placed under CM. Placing
the TOE implementation representation, design, tests, user and administrator documentation, and
CM documentation under CM provides assurance that they have been modified in a controlle
manner with proper authorisations.

The ability to track security flaws under CM ensures that security flaw reports are not lost or
forgotten, and allows a developer to track security flaws to their resolution.

Dependencies:

ACM_CAP.3 Authorisation controls  

Developer action elements: 

ACM_SCP.2.1D The developer shall provide CM documentation.
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Content and presentation of evidence elements: 

ACM _SCP.2.1C The CM documentation shall show that the CM system, as a minimum, tracks the
following: the TOE implementation representation, design documentation, tes
documentation, user documentation, administrator documentation, 
documentation, and secur ity flaws.

ACM _SCP.2.2C The CM documentation shall describe how configuration items are tracked by the
CM system.

Evaluator action elements: 

ACM _SCP.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ACM_SCP.3 Development tools CM coverage

Objectives

A CM system can control changes only to those items that have been placed under CM. Placing
the TOE implementation representation, design, tests, user and administrator documentation, and
CM documentation under CM provides assurance that they have been modified in a contred
manner with proper authorisations.

The ability to track security flaws under CM ensures that security flaw reports are not lost or
forgotten, and allows a developer to track security flaws to their resolution.

Development tools play an important role in ensuring the production of a quality version of the
TOE. Therefore, it is important to control modifications to these tools.

Dependencies:

ACM_CAP.3 Authorisation controls  

Developer action elements: 

ACM _SCP.3.1D The developer shall provide CM documentation.

Content and presentation of evidence elements: 

ACM _SCP.3.1C The CM documentation shall show that the CM system, as a minimum, tracks the
following: the TOE implementation representation, design documentation, tes
documentation, user documentation, administrator documentation, 
documentation, security flaws, and development tools and related information.

ACM _SCP.3.2C The CM documentation shall describe how configuration items are tracked by the
CM system.

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 15
40

8-3
:19

99
85

https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33


ISO/IEC 15408-3:1999(E) © ISO/IEC
Evaluator action elements: 

ACM_SCP.3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.
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9  Class ADO: Delivery and operation
Class ADODelivery and operation

Delivery and operation provides requirements for correct delivery, installation, generation, and
start-up of the TOE. 

Figure 9.1 shows the families within this class, and the hierarchy of components within the
families.

 Class ADO: Delivery and operation

ADO_DEL Delivery 1 2 3

ADO_IGS Installation, generation and start-up 1 2

Figure 9.1 -Delivery and operation class decompositi on
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9.1  Delivery (ADO_DEL)
ADO_DEL Del ivery

Objectives

The requirements for delivery call for system control and distribution facilities and procedures 
provide assurance that the recipient receives the TOE that the sender intended to send, without any
modifications. For a valid delivery, what is received must correspond precisely to the TOE master
copy, thus avoiding any tampering with the actual version, or substitution of a false version.

Component levelling

The components in this family are levelled on the basis of increasing requirements on the develope
to detect and prevent modifications to the TOE during delivery.

ADO_DEL.1 Delivery procedures

Dependencies:

No dependencies.

Developer action elements: 

ADO_DEL.1.1D The developer shall document procedures for delivery of the TOE or parts of
it to the user.

ADO_DEL.1.2D The developer shall use the delivery procedures.

Content and presentation of evidence elements: 

ADO_DEL.1.1C The delivery documentation shall describe all procedures that are necessary to
maintain security when distributing  versions of the TOE to a user’s site.

Evaluator action elements: 

ADO_DEL.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ADO_DEL.2 Detection of modification

Dependencies:

ACM_CAP.3 Authorisation controls  

Developer action elements: 

ADO_DEL.2.1D The developer shall document procedures for delivery of the TOE or parts of 
the user.

ADO_DEL.2.2D The developer shall use the delivery procedures.
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Content and presentation of evidence elements: 

ADO_DEL.2.1C The delivery documentation shall describe all procedures that are necessary to
maintain security when distributing versions of the TOE to a user’s site.

ADO_DEL.2.2C The delivery documentation shall describe how the various procedures and
technical measures provide for the detection of modifications, or any
discrepancy between the developer’s master copy and the version received at
the user site.

ADO_DEL.2.3C The delivery  documentation shall describe how the various procedures allow
detection of attempts to masquerade as the developer, even in cases in whi
the developer has sent nothing to the user’s site.

Evaluator action elements: 

ADO_DEL.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADO_DEL.3 Prevention of modification

Dependencies:

ACM_CAP.3 Authorisation controls  

Developer action elements: 

ADO_DEL.3.1D The developer shall document procedures for delivery of the TOE or parts of it to
the user.

ADO_DEL.3.2D The developer shall use the delivery procedures.

Content and presentation of evidence elements: 

ADO_DEL.3.1C The delivery documentation shall describe all procedures that are necessary to
maintain security when distributing versions of the TOE to a user’s site.

ADO_DEL.3.2C The delivery documentation shall describe how the various procedures an
technical measures provide for the prevention of modifications, or any discrepancy
between the developer’s master copy and the version received at the user site.

ADO_DEL.3.3C The delivery documentation shall describe how the various procedures allow
detection of attempts to masquerade as the developer, even in cases in which the
developer has sent nothing to the user’s site.

Evaluator action elements: 

ADO_DEL.3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.
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9.2  Installation, generation and start-up (ADO_IGS)
ADO_IGS Installation , generat ion and start -up

Objectives

Installation, generation, and start-up procedures are useful for ensuring that the TOE has been
installed, generated, and started up in a secure manner as intended by the developer. Th
requirements for installation, generation and start-up call for a secure transition from the TOE’s
implementation representation being under configuration control to its initial operation in the use
environment.

Component levelling

The components in this family are levelled on the basis of whether the TOE generation options are
logged.

Application notes

It is recognised that the application of these requirements will vary depending on aspects such as
whether the TOE is an IT product or system, whether it is delivered in an operational st
whether it has to be brought up at the TOE owner’s site, etc. For a given TOE, there will normally
be a division of responsibility with respect to installation, generation and start-up between the TO
developer and the owner of the TOE, but there are examples where all activities take place at one
site. For example, for a smart card all aspects of installation, generation and start-up may have be
performed at the TOE developer’s site. On the other hand the TOE might be delivered as an IT
system in the form of software, where all aspects of installation, generation and start-up are carrie
out at the TOE owner’s site.

It might also be the case that the TOE is already installed by the time the evaluation starts. In t
case it may be inappropriate to demand and analyse installation procedures. 

Furthermore, the generation requirements are applicable only to TOEs that provide the ability to
generate portions of an operational TOE from its implementation representation.

The installation, generation, and start-up procedures may exist as a separate documents or could be
grouped with other administrative guidance. The requirements in this assurance family are
presented separately from those in the AGD_ADM family, due to the infrequent, possibly one-time
use of the installation, generation and start-up procedures.

ADO_IGS.1 Installation, generation, and start-up procedures

Dependencies:

AGD_ADM.1 Administrato r guidance  

Developer action elements: 

ADO_IGS.1.1D The developer shall document procedures necessary for the secure installation,
generation, and start-up of the TOE.
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Content and presentation of evidence elements: 

ADO_IGS.1.1C The documentation shall describe the steps necessary for secure installation,
generation, and star t-up of the TOE.

Evaluator action elements: 

ADO_IGS.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ADO_IGS.1.2E The evaluator shall determine that the installation, generation, and start-up
procedures result in a secure configuration.

ADO_IGS.2 Generation log

Dependencies:

AGD_ADM.1 Administrator guidance  

Developer action elements: 

ADO_IGS.2.1D The developer shall document procedures necessary for the secure installation,
generation, and start-up of the TOE.

Content and presentation of evidence elements: 

ADO_IGS.2.1C The documentation shall describe the steps necessary for secure installation
generation, and start-up of the TOE.

ADO_IGS.2.2C The documentation shall describe procedures capable of creating a lo
containing the generation options used to generate the TOE in such a way that
it  is possible to determine exactly how and when the TOE was generated.

Evaluator action elements: 

ADO_IGS.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADO_IGS.2.2E The evaluator shall determine that the installation, generation, and start-up
procedures result in a secure configuration.
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10  Class ADV: Development
Class ADVDevelopment

The development class encompasses four families of requirements for representing the TSF at
various levels of abstraction from the functional interface to the implementation represenation.
The development class also includes a family of requirements for a correspondence mapping
between the various TSF representations, ultimately requiring a demonstration of correspondence
from the least abstract representation through all intervening representations to the TOE summar
specification provided in the ST. In addition, there is a family of requirements for a TSP m
and for correspondence mappings between the TSP, the TSP model, and the functional
specification. Finally, there is a family of requirements on the internal structure of the TSF, which
covers aspects such as modularity, layering, and minimisation of complexity.

Figure 10.1 shows the families within this class, and the hierarchy of components within the
families.
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The paradigm evident for these families is one of a functional specification of the TSF,
decomposing the TSF into subsystems, decomposing the subsystems into modules, showing the
implementation of the modules, and demonstration of correspondence between all decompositions
that are provided as evidence. The requirements for the various TSF representations are separated
into different families, however, to allow the PP/ST author to specify which subset of the TSF
representations are required.

Class ADV: Development

ADV_FSP Functional specification 1 2 3 4

ADV_HLD High-level design 1 2 3 4 5

ADV_IMP Implementation representation 1 2 3

ADV_INT TSF internals 1 2 3

ADV_LLD Low-level design 1 2 3

ADV_RCR Representation correspondence 1 2 3

ADV_SPM Security policy modeling 1 2 3

Figure 10.1  -  Development class decompositi on
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Figure 10.2  -  Relationships between TOE representations and requirements

Figure 10.2 indicates the relationships between the various TSF representations and the objectives
and requirements that they are intended to address. As the figure indicates, the APE and ASE
classes define the requirements for the correspondence between the functional requirements and
the security objectives as well as between the security objectives and the TOE’s anticipated
environment. Class ASE also defines requirements for the correspondence between both the
security objectives and functional requirements and the TOE summary specification. 
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Low-level Design

High-level Design

Implementation
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The requirements for all other correspondence shown in Figure 10.2 are defined in the ADV class.
The ADV_SPM family defines the requirements for correspondence between the TSP and the TSP
model, and between the TSP model and the functional specification. The ADV_RCR family
defines the requirements for correspondence between all available TSF representations from the
TOE summary specification through the implementation representation. Finally, each assurance
family specific to a TSF representation (i.e. ADV_FSP, ADV_HLD, ADV_LLD and ADV_IM P)
defines requirements relating that TSF representation to the functional requirements
combination of which helps to ensure that the TOE security functional requirements have been
addressed. The traceability analysis is always to be performed from the highest-level TSF
representation down through each of the TSF representations that are provided. ISO/IEC 1
captures this traceability requirement via dependencies on the ADV_RCR family. The ADV_INT
family is not represented in this figure, as it is related to the internal structure of the TSF, and is
only indirectly related to the process of refinement of the TSF representations.

Application notes

The TOE security policy (TSP) is the set of rules that regulate how resources are managed,
protected and distributed within a TOE, expressed by the TOE security functional requirement
The developer is not explicitly required to provide a TSP, as the TSP is expressed by the TOE
security functional requirements, through a combination of security function policies (SFPs) and
the other individual requirement elements.

The TOE security functions (TSF) are all the parts of the TOE that have to be relied upon for
enforcement of the TSP. The TSF includes both functions that directly enforce the TSP, and also
those functions that, while not directly enforcing the TSP, contribute to the enforcement of the T
in a more indirect manner.

Although the requirements within the ASE_TSS family and within several families of this class
call for several different TSF representations, it is not absolutely necessary for each and every TSF
representation to be in a separate document. Indeed, it may be the case that a single documeneets
the documentation requirements for more than one TSF representation, since it is the informatio
about each of these TSF representations that is required, rather than the resulting document
structure. In cases where multiple TSF representations are combined within a single document
developer should indicate which documents meet which requirements.

Three types of specification style are mandated by this class: informal, semiformal and formal. The
functional specification, high-level design, low-level design and TSP models will be written using
one or more of these specification styles. Ambiguity in these specifications is reduced by using an
increased level of formality.

An informal specification is written as prose in natural language. Natural language is used here as
meaning communication in any commonly spoken tongue (e.g. Dutch, English, French, German
An informal specification is not subject to any notational or special restrictions other than those
required as ordinary conventions for that language (e.g. grammar and syntax). While no notationa
restrictions apply, the informal specification is also required to provide defined meanings for terms
that are used in a context other than that accepted by normal usage.

A semiformal specification is written in a restricted syntax language and is typically accomped
by supporting explanatory (informal) prose. The restricted syntax language may be a natural
language with restricted sentence structure and keywords with special meanings, or it may be
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diagrammatic (e.g. data-flow diagrams, state transition diagrams, entity-relationship diagrams,
data structure diagrams, and process or program structure diagrams). Whether based on diagrams
or natural language, a set of conventions must be supplied to define the restrictions placed on the
syntax.

A formal specification is written in a notation based upon well-established mathematical concepts
and is typically accompanied by supporting explanatory (informal) prose. These mathematical
concepts are used to define the syntax and semantics of the notation and the proof rules that suppo
logical reasoning. The syntactic and semantic rules supporting a formal notation should define how
to recognise constructs unambiguously and determine their meaning. There needs to be evidenc
that it is impossible to derive contradictions, and all rules supporting the notation need to be
defined or referenced.

Significant assurance can be gained by ensuring that the TSF can be traced though each of its
representations, and by ensuring that the TSP model corresponds to the functional specification.
The ADV_RCR family contains requirements for correspondence mappings between the various
TSF representations, and the ADV_SPM family contains requirements for a correspon
mapping between the TSP model and the functional specification. A correspondence can take the
form of an informal demonstration, a semiformal demonstration, or a formal proof.

When an informal demonstration of correspondence is required, this means that only a basic
correspondence is required. Correspondence methods include, for example, the use of a two-
dimensional table with entries denoting correspondence, or the use of appropriate notation of
design diagrams. Pointers and references to other documents may also be used.

A semiformal demonstration of correspondence requires a structured approach at the analysis
the correspondence. This approach should lessen ambiguity that could exist in an informal
correspondence by limiting the interpretation of the terms included in the correspondence. Pointers
and references to other documents may be used.

A formal proof of correspondence requires that well-established mathematical concepts be used to
define the syntax and semantics of the formal notation and the proof rules that support logical
reasoning. The security properties need to be expressible in the formal specification language, an
these security properties need to be shown to be satisfied by the formal specification. Pointer
references to other documents may also be used.

The ADV_RCR.*.1C elements require that the developer provide evidence, for each adjacent pair
of TSF representations, that all relevant security functionality of the more abstract TSF
representation is refined in the less abstract TSF representation. The ADV_FSP.*.2E
ADV_HLD.*.2E, ADV_LLD.*.2E and ADV_IMP.*.2E elements each require the evaluator to
determine that the TSF represented by that family of requirements is an accurate and co
instantiation of the TOE security functional requirements. In order to determine that a TSF
representation is an accurate and complete instantiation of the TOE security functional
requirements, it is intended that the evaluator use the evidence provided by the developer in
ADV_RCR.*.1C as an input to this determination. By establishing a correspondence between the
TOE security functional requirements and each of successive TSF representations down the chain,
this step-wise process will ultimately provide more assurance that the least abstract TS
representation corresponds to the TOE security functional requirements, which is the ultimate goal
of this class. If the evaluator makes no correspondence determinations back to the TOE security
functional requirements for intermediate TSF representations, then trying to determine the
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correspondence from the least abstract TSF representation back to the TOE security functioal
requirements may represent too large a step to be accurately performed. Finally, depending on the
set of TSF representations that are required, it is quite possible that the low-level design, high-level
design, or even the functional specification might be the least abstract TSF representation that is
provided.
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10.1  Functional specificat ion (ADV_FSP)
ADV_FSP Fun ct ional s pecif ication

Objectives

The functional specification is a high-level description of the user-visible interface and behaviour
of the TSF. It is an instantiation of the TOE security functional requirements. The functional
specification has to show that all the TOE security functional requirements are addressed.

Component levelling

The components in this family are levelled on the basis of the degree of formalism required of 
functional specification, and the degree of detail provided for the external interfaces to the TSF.

Application notes

The ADV_FSP.*.2E elements within this family define a requirement that the evaluator determ
that the functional specification is an accurate and complete instantiation of the TOE security
functional requirements. This provides a direct correspondence between the TOE security
functional requirements and the functional specification, in addition to the pairwise
correspondences required by the ADV_RCR family. It is expected that the evaluator will use the
evidence provided in ADV_RCR as an input to making this determination, and the requirement for
completeness is intended to be relative to the level of abstraction of the functional specification.

For ADV_FSP.1.3C, it is intended that sufficient information is provided in the functional
specification to understand how the TOE security functional requirements have been addressed,
and to enable the specification of tests which reflect the TOE security functional requirements in
the ST. It is not necessarily the case that such testing will cover all possible return values and error
messages which could be generated at the interface, but the information provided should make
clear the results of using an interface in the case of success and the most common instances of
failure.

ADV_FSP.2.3C introduces a requirement for a complete presentation of the functional interface.
This will provide the necessary detail for supporting both thorough testing of the TOE and t
assessment of vulnerabilities.

In the context of the level of formality of the functional specification, informal, semiformal and
formal are considered to be hierarchical in nature. Thus, ADV_FSP.1.1C and ADV_FSP.2.1C ma
also be met with either a semiformal or formal functional specification, provided that it is
supported by informal, explanatory text where appropriate. In addition, ADV_FSP.3.1C may also
be met with a formal functional specification.

ADV_FSP.1 Informal functional specification

Dependencies:

ADV_RCR.1 Informal correspondence demonstration  

Developer action elements: 

ADV_FSP.1.1D The developer shall provide a functional specification.
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Content and presentation of evidence elements: 

ADV_FSP.1.1C The functional specification shall descr ibe the TSF and its external interfaces
using an informal style.

ADV_FSP.1.2C The functional specification shall be internally consistent.

ADV_FSP.1.3C The functional specification shall describe the purpose and method of use of all
external TSF interfaces, providing details of effects, exceptions and error
messages, as appropriate.

ADV_FSP.1.4C The functional specification shall completely represent the TSF.

Evaluator action elements: 

ADV_FSP.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ADV_FSP.1.2E The evaluator shall determine that the functional specification is an accurate
and complete instantiation of the TOE security functional requirements.

ADV_FSP.2 Fully defined external interfaces

Dependencies:

ADV_RCR.1 Informal correspondence demonstration  

Developer action elements: 

ADV_FSP.2.1D The developer shall provide a functional specification.

Content and presentation of evidence elements: 

ADV_FSP.2.1C The functional specification shall describe the TSF and its external interfaces using
an informal style.

ADV_FSP.2.2C The functional specification shall be internally consistent.

ADV_FSP.2.3C The functional specification shall describe the purpose and method of use of all
external TSF interfaces, providing complete details of all effects, exceptions and
error messages.

ADV_FSP.2.4C The functional specification shall completely represent the TSF.

ADV_FSP.2.5C The functional specification shall include rationale that the TSF is completely
represented.
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Evaluator action elements: 

ADV_FSP.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_FSP.2.2E The evaluator shall determine that the functional specification is an accurat
complete instantiation of the TOE security functional requirements.

ADV_FSP.3 Semiform al function al specification

Dependencies:

ADV_RCR.1 Informal correspondence demonstration  

Developer action elements: 

ADV_FSP.3.1D The developer shall provide a functional specification.

Content and presentation of evidence elements: 

ADV_FSP.3.1C The functional specification shall describe the TSF and its external interfaces using
a semiformal style, supported by informal, explanatory text where
appropriate.

ADV_FSP.3.2C The functional specification shall be internally consistent.

ADV_FSP.3.3C The functional specification shall describe the purpose and method of use of all
external TSF interfaces, providing complete details of all effects, exceptions and
error messages.

ADV_FSP.3.4C The functional specification shall completely represent the TSF.

ADV_FSP.3.5C The functional specification shall include rationale that the TSF is completely
represented.

Evaluator action elements: 

ADV_FSP.3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_FSP.3.2E The evaluator shall determine that the functional specification is an accurat
complete instantiation of the TOE security functional requirements.

ADV_FSP.4 Formal functional specification

Dependencies:

ADV_RCR.1 Informal correspondence demonstration  
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Developer action elements: 

ADV_FSP.4.1D The developer shall provide a functional specification.

Content and presentation of evidence elements: 

ADV_FSP.4.1C The functional specification shall describe the TSF and its external interfaces using
a formal style, supported by informal, explanatory text where appropriate.

ADV_FSP.4.2C The functional specification shall be internally consistent.

ADV_FSP.4.3C The functional specification shall describe the purpose and method of use of all
external TSF interfaces, providing complete details of all effects, exceptions and
error messages.

ADV_FSP.4.4C The functional specification shall completely represent the TSF.

ADV_FSP.4.5C The functional specification shall include rationale that the TSF is completely
represented.

Evaluator action elements: 

ADV_FSP.4.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_FSP.4.2E The evaluator shall determine that the functional specification is an accurate and
complete instantiation of the TOE security functional requirements.
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10.2  High-level design (ADV_HLD)
ADV_HLD High -level design

Objectives

The high-level design of a TOE provides a description of the TSF in terms of major structura
(i.e. subsystems) and relates these units to the functions that they provide. The high-level design
requirements are intended to provide assurance that the TOE provides an architecture appropria
to implement the TOE security functional requirements. 

The high-level design refines the functional specification into subsystems. For each subsystem of
the TSF, the high-level design describes its purpose and function, and identifies the security
functions contained in the subsystem. The interrelationships of all subsystems are also defined in
the high-level design. These interrelationships will be represented as external interfaces for d
flow, control flow, etc., as appropriate. 

Component levelling

The components in this family are levelled on the basis of the degree of formalism required of 
high-level design, and on the degree of detail required for the interface specifications.

Application notes

The developer is expected to describe the design of the TSF in terms of subsystems. The term
“subsystem” is used here to express the idea of decomposing the TSF into a relatively 
number of parts. While the developer is not required to actually have “subsystems”, the develo
is expected to represent a similar level of decomposition. For example, a design may be similarly
decomposed using “ layers” , “domains”, or “servers”.

The term “security functionality” is used to represent the set of operations that a subsyst
performs in contribution to security functions implemented by the TOE. This distinction is ma
because design constructs, such as subsystems and modules, do not necessarily relate to specific
security functions. While a given subsystem may correspond directly to a security function, or even
multiple security functions, it is also possible that many subsystems must be combin
implement a single security function. 

The term “TSP-enforcing subsystem” refers to a subsystem that contributes to the enforcement o
the TSP, either directly or indirectly.

The ADV_HLD.*.2E elements within this family define a requirement that the evaluator determin
that the high-level design is an accurate and complete instantiation of the TOE security functional
requirements. This provides a direct correspondence between the TOE security functional
requirements and the high-level design, in addition to the pairwise correspondences required by the
ADV_RCR family. It is expected that the evaluator will use the evidence provided in ADV_RC
as an input to making this determination, and the requirement for completeness is intended to 
relative to the level of abstraction of the high-level design.

ADV_HLD.3.8C introduces a requirement for a complete presentation for the interfaces to the
subsystems. This will provide the necessary detail for supporting both thorough testing of the TOE
(using components from ATE_DPT), and the assessment of vulnerabilities.
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In the context of the level of formality of the high-level design, informal, semiformal and fo
are considered to be hierarchical in nature. Thus, ADV_HLD.1.1C and ADV_HLD.2.1C may also
be met with either a semiformal or formal high-level design, and ADV_HLD.3.1C and
ADV_HLD.4.1C may also be met with a formal high-level design.

ADV_HLD.1 Descriptive high-lev el design

Dependencies:

ADV_FSP.1 Informal functional specification  

ADV_RCR.1 Informal cor respondence demonstration  

Developer action elements: 

ADV_HLD. 1.1D The developer shall provide the high-level design of the TSF.

Content and presentation of evidence elements: 

ADV_HLD. 1.1C The presentation of the high-level design shall be informal.

ADV_HLD. 1.2C The high-level design shall be internally consistent.

ADV_HLD. 1.3C The high-level design shall descr ibe the structure of the TSF in terms of
subsystems.

ADV_HLD. 1.4C The high-level design shall describe the security fun ctionality provided by each
subsystem of the TSF.

ADV_HLD. 1.5C The high-level design shall identify any underlying hardware , fi rmware, and/
or software required by the TSF with a presentation of the functions provided
by the supporting protection mechanisms implemented in that hardware,
firmware , or software.

ADV_HLD. 1.6C The high-level design shall identify all int erfaces to the subsystems of the TSF

ADV_HLD. 1.7C The high-level design shall identify whi ch of the interfaces to the subsystems of
the TSF are externally visible.

Evaluator action elements: 

ADV_HLD. 1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ADV_HLD. 1.2E The evaluator shall determine that the high-level design is an accurate and
complete instantiation of the TOE security functional requirements.

ADV_HLD.2 Security enforcing high-level design

Dependencies:

ADV_FSP.1 Informal functional specification  
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ADV_RCR.1 Informal correspondence demonstration  

Developer action elements: 

ADV_HL D.2.1D The developer shall provide the high-level design of the TSF.

Content and presentation of evidence elements: 

ADV_HL D.2.1C The presentation of the high-level design shall be informal.

ADV_HL D.2.2C The high-level design shall be internally consistent.

ADV_HL D.2.3C The high-level design shall describe the structure of the TSF in terms of subsystem

ADV_HL D.2.4C The high-level design shall describe the security functionality provided by each
subsystem of the TSF.

ADV_HL D.2.5C The high-level design shall identify any underlying hardware, firmware, and/or
software required by the TSF with a presentation of the functions provided by the
supporting protection mechanisms implemented in that hardware, firmware, or
software.

ADV_HL D.2.6C The high-level design shall identify all interfaces to the subsystems of the TSF.

ADV_HL D.2.7C The high-level design shall identify which of the interfaces to the subsystems o
TSF are externally visible.

ADV_HL D.2.8C The high-level design shall describe the purpose and method of use of all
interfaces to the subsystems of the TSF, providing details of effects, exceptions
and error messages, as appropriate.

ADV_HL D.2.9C The high-level design shall describe the separation of the TOE into TSP-
enforcing and other subsystems. 

Evaluator action elements: 

ADV_HL D.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_HL D.2.2E The evaluator shall determine that the high-level design is an accurate and complete
instantiation of the TOE security functional requirements.

ADV_HLD.3 Semiformal high-level design

Dependencies:

ADV_FSP.3 Semiformal functional specification  

ADV_RCR.2 Semiformal correspondence demonstration  
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Developer action elements: 

ADV_HLD. 3.1D The developer shall provide the high-level design of the TSF.

Content and presentation of evidence elements: 

ADV_HLD. 3.1C The presentation of the high-level design shall be semiformal.

ADV_HLD. 3.2C The high-level design shall be internally consistent.

ADV_HLD. 3.3C The high-level design shall describe the structure of the TSF in terms of subsystems.

ADV_HLD. 3.4C The high-level design shall describe the security functionality provided by ea
subsystem of the TSF.

ADV_HLD. 3.5C The high-level design shall identify any underlying hardware, firmware, and/or
software required by the TSF with a presentation of the functions provided by the
supporting protection mechanisms implemented in that hardware, firmware, or
software.

ADV_HLD. 3.6C The high-level design shall identify all interfaces to the subsystems of the TSF.

ADV_HLD. 3.7C The high-level design shall identify which of the interfaces to the subsystems of th
TSF are externally visible.

ADV_HLD. 3.8C The high-level design shall describe the purpose and method of use of all interfaces
to the subsystems of the TSF, providing complete details of all effects, exceptions
and error messages.

ADV_HLD. 3.9C The high-level design shall describe the separation of the TOE into TSP-enfo
and other subsystems. 

Evaluator action elements: 

ADV_HLD. 3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_HLD. 3.2E The evaluator shall determine that the high-level design is an accurate and complete
instantiation of the TOE security functional requirements.

ADV_HLD.4 Semiformal high-level explanation

Dependencies:

ADV_FSP.3 Semiformal functional specification  

ADV_RCR.2 Semiformal correspondence demonstration  

Developer action elements: 

ADV_HLD. 4.1D The developer shall provide the high-level design of the TSF.
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Content and presentation of evidence elements: 

ADV_HL D.4.1C The presentation of the high-level design shall be semiformal.

ADV_HL D.4.2C The high-level design shall be internally consistent.

ADV_HL D.4.3C The high-level design shall describe the structure of the TSF in terms of subsystem

ADV_HL D.4.4C The high-level design shall describe the security functionality provided by each
subsystem of the TSF.

ADV_HL D.4.5C The high-level design shall identify any underlying hardware, firmware, and/or
software required by the TSF with a presentation of the functions provided by the
supporting protection mechanisms implemented in that hardware, firmware, or
software.

ADV_HL D.4.6C The high-level design shall identify all interfaces to the subsystems of the TSF.

ADV_HL D.4.7C The high-level design shall identify which of the interfaces to the subsystems o
TSF are externally visible.

ADV_HL D.4.8C The high-level design shall describe the purpose and method of use of all interfac
to the subsystems of the TSF, providing complete details of all effects, exceptions
and error messages.

ADV_HL D.4.9C The high-level design shall describe the separation of the TOE into TSP-enfo
and other subsystems.

ADV_HL D.4.10C The high-level design shall justify that the identified means of achieving
separation, including any protection mechanisms, are sufficient to ensure a
clear and effective separation of TSP-enforcing from non-TSP-enforcing
functions.

ADV_HL D.4.11C The high-level design shall justify that the TSF mechanisms are sufficient to
implement the security functions identified in the high-level design.

Evaluator action elements: 

ADV_HL D.4.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_HL D.4.2E The evaluator shall determine that the high-level design is an accurate and complete
instantiation of the TOE security functional requirements.

ADV_HLD.5 Formal high-level design

Dependencies:

ADV_FSP.4 Formal functional specification  

ADV_RCR.3 Formal cor respondence demonstration  

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 15
40

8-3
:19

99
 107

https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33


ISO/IEC 15408-3:1999(E) © ISO/IEC

ch

e

rcing

to
Developer action elements: 

ADV_HLD. 5.1D The developer shall provide the high-level design of the TSF.

Content and presentation of evidence elements: 

ADV_HLD. 5.1C The presentation of the high-level design shall be formal.

ADV_HLD. 5.2C The high-level design shall be internally consistent.

ADV_HLD. 5.3C The high-level design shall describe the structure of the TSF in terms of subsystems.

ADV_HLD. 5.4C The high-level design shall describe the security functionality provided by ea
subsystem of the TSF.

ADV_HLD. 5.5C The high-level design shall identify any underlying hardware, firmware, and/or
software required by the TSF with a presentation of the functions provided by the
supporting protection mechanisms implemented in that hardware, firmware, or
software.

ADV_HLD. 5.6C The high-level design shall identify all interfaces to the subsystems of the TSF.

ADV_HLD. 5.7C The high-level design shall identify which of the interfaces to the subsystems of th
TSF are externally visible.

ADV_HLD. 5.8C The high-level design shall describe the purpose and method of use of all interfaces
to the subsystems of the TSF, providing complete details of all effects, exceptions
and error messages.

ADV_HLD. 5.9C The high-level design shall describe the separation of the TOE into TSP-enfo
and other subsystems.

ADV_HLD. 5.10C The high-level design shall justify that the identified means of achieving separation,
including any protection mechanisms, are sufficient to ensure a clear and effective
separation of TSP-enforcing from non-TSP-enforcing functions.

ADV_HLD. 5.11C The high-level design shall justify that the TSF mechanisms are sufficient 
implement the security functions identified in the high-level design.

Evaluator action elements: 

ADV_HLD. 5.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_HLD. 5.2E The evaluator shall determine that the high-level design is an accurate and complete
instantiation of the TOE security functional requirements.
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10.3  Implementation representation (ADV_IMP)
ADV_IMP Implementat ion representation

Objectives

The description of the implementation representation in the form of source code, firmware,
hardware drawings, etc. captures the detailed internal workings of the TSF in support of analysis.

Component levelling

The components in this family are levelled on the basis of the completeness and structure of th
implementation representation provided.

Application notes

The implementation representation is used to express the notion of the least abstract representa
of the TSF, specifically the one that is used to create the TSF itself without further design
refinement. Source code that is then compiled or a hardware drawing that is used to build the actual
hardware are examples of parts of an implementation representation.

It is possible that evaluators may use the implementation representation to directly support other
evaluation activities (e.g. vulnerability analysis, test coverage analysis, or identification of
additional evaluator tests). It is expected that PP/ST authors will select a component that require
that the implementation is complete and comprehensive enough to address the needs of all other
requirements included in the PP/ST.

ADV_IMP.1 Subset of the implementation of the TSF

Application notes

ADV_IMP.1.1D requires that the developer provide the implementation representation for a subset
of the TSF. The intention is that access to at least a portion of the TSF will provide the evaluator
with an opportunity to examine the implementation representation for those portions of the TOE
where such an examination can add significantly to the understanding of, and assurance in, the
mechanisms employed. Provision of a sample of the implementation representation will also allow
the evaluator to sample the traceability evidence to gain assurance in the approach taken
refinement, and to assess the presentation of the implementation representation itself.

ADV_IMP.1.2E element defines a requirement that the evaluator determine that the least abstract
TSF representation is an accurate and complete instantiation of the TOE security functional
requirements. This provides a direct correspondence between the TOE security functional
requirements and the least abstract TSF representation, in addition to the pairwise correspondences
required by the ADV_RCR family. It is expected that the evaluator will use the evidence provided
in ADV_RCR as an input to making this determination. The least abstract TSF representation for
this component is an aggregate of the implementation representation that is provided and that
portion of the low-level design for which no corresponding implementation representation is
provided.

Dependencies:

ADV_LLD.1 D escriptive low-level design  
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ADV_RCR.1 Informal cor respondence demonstration  

ALC_TAT.1 Well-defined development tools  

Developer action elements: 

ADV_IMP.1.1D The developer shall provide the implementation representation for a selected
subset of the TSF.

Content and presentation of evidence elements: 

ADV_IMP.1.1C The implementation representation shall unambiguously define the TSF to a
level of detail such that the TSF can be generated without further design
decisions.

ADV_IMP.1.2C The implementation representation shall be internally consistent.

Evaluator action elements: 

ADV_IMP.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ADV_IMP.1.2E The evaluator shall determine that the least abstract TSF representation
provided is an accurate and complete instantiation of the TOE security
functional requirements.

ADV_IMP.2 Implementation of the TSF

Application notes

The ADV_IMP.2.2E element defines a requirement that the evaluator determine that the
implementation representation is an accurate and complete instantiation of the TOE security
functional requirements. This provides a direct correspondence between the TOE security
functional requirements and the implementation representation, in addition to the pai
correspondences required by the ADV_RCR family. It is expected that the evaluator will use the
evidence provided in ADV_RCR as an input to making this determination.

Dependencies:

ADV_LLD.1 Descriptive low-level design  

ADV_RCR.1 Informal correspondence demonstration  

ALC_TAT.1 Well-defined development tools  

Developer action elements: 

ADV_IMP.2.1D The developer shall provide the implementation representation for the entire TSF.
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Content and presentation of evidence elements: 

ADV_IM P.2.1C The implementation representation shall unambiguously define the TSF to a level
of detail such that the TSF can be generated without further design decisions.

ADV_IM P.2.2C The implementation representation shall be internally consistent.

ADV_IM P.2.3C The implementation representation shall describe the relationships between
all portions of the implementation.

Evaluator action elements: 

ADV_IM P.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_IM P.2.2E The evaluator shall determine that the implementation representation is an
accurate and complete instantiation of the TOE security functional requirements.

ADV_IMP.3 Structured implementation of the TSF

Application notes

The ADV_IMP.3.2E element defines a requirement that the evaluator determine that the
implementation representation is an accurate and complete instantiation of the TOE security
functional requirements. This provides a direct correspondence between the TOE security
functional requirements and the implementation representation, in addition to the pairwise
correspondences required by the ADV_RCR family. It is expected that the evaluator will use the
evidence provided in ADV_RCR as an input to making this determination.

Dependencies:

ADV_INT.1 Modularity  

ADV_LLD.1 Descriptive low-level design  

ADV_RCR.1 Informal correspondence demonstration  

ALC_TAT.1 Well-defined development tools  

Developer action elements: 

ADV_IM P.3.1D The developer shall provide the implementation representation for the entire TSF.

Content and presentation of evidence elements: 

ADV_IM P.3.1C The implementation representation shall unambiguously define the TSF to a level
of detail such that the TSF can be generated without further design decisions.

ADV_IM P.3.2C The implementation representation shall be internally consistent.

ADV_IM P.3.3C The implementation representation shall describe the relationships betwee
portions of the implementation.
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ADV_IMP.3.4C The implementation representation shall be structur ed into small and
comprehensible sections.

Evaluator action elements: 

ADV_IMP.3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_IMP.3.2E The evaluator shall determine that the implementation representation is an accurate
and complete instantiation of the TOE security functional requirements.
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10.4  TSF internals (ADV_ INT)
ADV_INT TSF in ternals

Objectives

This family addresses the internal structure of the TSF. Requirements are presented for modularity,
layering (to separate levels of abstraction and minimise circular dependencies), minimisation of the
complexity of policy enforcement mechanisms, and the minimisation of the amount of non-TS
enforcing functionality within the TSF — thus resulting in a TSF that is simple enough to be
analysed.

Modular design reduces the interdependence between elements of the TSF and thus reduces
risk that a change or error in one module will have effects throughout the TOE. Thus, a modular
design provides the basis for determining the scope of interaction with other elements of the TSF,
provides for increased assurance that unexpected effects do not occur, and also provides the b
for designing and evaluating test suites. 

The use of layering and of simpler designs for the TSP-enforcing functionality reduces the
complexity of the TSF. This in turn enables a better understanding of the TSF, providing more
assurance that the TOE security functional requirements are accurately and completely instantiated
in the implementation.

Minimising the amount of functionality in the TSF that does not enforce the TSP, reduces the
possibility of flaws in the TSF. In combination with modularity and layering, it allows the
evaluator to focus only on that functionality which is necessary for TSP enforcement.

Design complexity minimisation contributes to the assurance that the code is understood — the less
complex the code in the TSF, the greater the likelihood that the design of the TSF i
comprehensible. Design complexity minimisation is a key characteristic of a reference validation
mechanism.

Component levelling

The components in this family are levelled on the basis of the amount of structure and minimisation
required.

Application notes

The term “portions of the TSF” is used to represent parts of the TSF with a varying granularity
based on the available TSF representations. The functional specification allows identification in
terms of interfaces, the high-level design allows identification in terms of subsystems, the low-
level design allows identification in terms of modules, and the implementation representatio
allows identification in terms of implementation units.

The ADV_INT.2.5C and ADV_INT.3.5C elements address minimisation of mutual interac
between layers. Nevertheless, it is still permissible to have mutual interactions between layers, but
in such cases the developer is required to demonstrate that these mutual interactions are necessary
and cannot reasonably be avoided.
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ADV_INT.2.6C introduces a reference monitor concept by requiring the minimisation of
complexity of the portions of the TSF that enforce the access control and/or information flow
control policies identified in the TSP. ADV_INT.3.6C further develops the reference monitor
concept by requiring minimisation of the complexity of the entire TSF.

Several of the elements within the components for this family refer to the architectural description.
The architectural description is at a similar level of abstraction to the low-level design, in that it is
concerned with the modules of the TSF. Whereas the low-level design describes the design of th
modules of the TSF, the purpose of the architectural description is to provide evidence of
modularity, layering, and minimisation of complexity of the TSF, as applicable. Both the low-level
design and the implementation representation are required to be in compliance with the
architectural description, to provide assurance that these TSF representations possess the required
modularity, layering, and minimisation of complexity.

ADV_INT.1 Modularity

Dependencies:

ADV_IMP.1 Subset of the implementation of the TSF  

ADV_LLD .1 Descriptive low-level design  

Developer action elements: 

ADV_INT.1.1D The developer shall design and structure the TSF in a modular fashion that
avoids unnecessary interactions between the modules of the design.

ADV_INT.1.2D The developer shall provide an architectural description.

Content and presentation of evidence elements: 

ADV_INT.1.1C The architectural descr iption shall identify the modules of the TSF.

ADV_INT.1.2C The architectural description shall describe the purpose, interface,
parameters, and effects of each module of the TSF.

ADV_INT.1.3C The architectural description shall describe how the TSF design provides for
largely independent modules that avoid unnecessary interactions.

Evaluator action elements: 

ADV_INT.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ADV_INT.1.2E The evaluator shall determine that both the low-level design and the
implementation representation are in compliance with the architectural
description.
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ADV_INT.2 Reduction of complexity

Application notes

This component introduces a reference monitor concept by requiring the minimisation 
complexity of the portions of the TSF that enforce the access control and/or information flow
control policies identified in the TSP.

Dependencies:

ADV_IMP.1 Subset of the implementation of the TSF  

ADV_LLD.1 Descriptive low-level design  

Developer action elements: 

ADV_INT. 2.1D The developer shall design and structure the TSF in a modular fashion that avoids
unnecessary interactions between the modules of the design.

ADV_INT. 2.2D The developer shall provide an architectural description.

ADV_INT. 2.3D The developer shall design and structure the TSF in a layered fashion tha
minimises mutual interactions between the layers of the design.

ADV_INT. 2.4D The developer shall design and structure the TSF in such a way that minimises
the complexity of the portions of the TSF that enforce any access control and
or information flow control policies.

Content and presentation of evidence elements: 

ADV_INT. 2.1C The architectural description shall identify the modules of the TSF and shall
specify which por tions of the TSF enforce the access control and/or
informat ion flow control poli cies.

ADV_INT. 2.2C The architectural description shall describe the purpose, interface, parameters, and
effects of each module of the TSF.

ADV_INT. 2.3C The architectural description shall describe how the TSF design provides for largely
independent modules that avoid unnecessary interactions.

ADV_INT. 2.4C The architectural description shall describe the layering architecture.

ADV_INT. 2.5C The architectural description shall show that mutual interactions have been
minimised, and justify those that remain.

ADV_INT. 2.6C The architectural description shall describe how the portions of the TSF that
enforce any access control and/or information flow control policies have been
structured to minimise complexity. 

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 15
40

8-3
:19

99
 115

https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33


ISO/IEC 15408-3:1999(E) © ISO/IEC

 that

es the
Evaluator action elements: 

ADV_INT.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_INT.2.2E The evaluator shall determine that both the low-level design and the
implementation representation are in compliance with the architectural description.

ADV_INT.3 Minimis ation of compl exi ty

Application notes

This component requires that the reference monitor property “simple enough to be analysed” is
fully addressed. When this component is combined with the functional requirements FPT_RVM.1
and FPT_SEP.3, the reference monitor concept would be fully realised.

Dependencies:

ADV_IMP.2  Implementation of the TSF  

ADV_LLD.1 Descriptive low-level design  

Developer action elements: 

ADV_INT.3.1D The developer shall design and structure the TSF in a modular fashion that avoids
unnecessary interactions between the modules of the design.

ADV_INT.3.2D The developer shall provide an architectural description.

ADV_INT.3.3D The developer shall design and structure the TSF in a layered fashion
minimises mutual interactions between the layers of the design.

ADV_INT.3.4D The developer shall design and structure the TSF in such a way that minimis
complexity of the entire TSF.

ADV_INT.3.5D The developer shall design and structure the portions of the TSF that enforce
any access control and/or information flow control policies such that they are
simple enough to be analysed.

ADV_INT.3.6D The developer shall ensure that functions whose objectives are not relevant for
the TSF are excluded from the TSF modules.

Content and presentation of evidence elements: 

ADV_INT.3.1C The architectural description shall identify the modules of the TSF and shall specify
which portions of the TSF enforce the access control and/or information flow
control policies.

ADV_INT.3.2C The architectural description shall describe the purpose, interface, parameters, and
side-effects of each module of the TSF.
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ADV_INT. 3.3C The architectural description shall describe how the TSF design provides for largely
independent modules that avoid unnecessary interactions.

ADV_INT. 3.4C The architectural description shall describe the layering architecture.

ADV_INT. 3.5C The architectural description shall show that mutual interactions have ben
minimised, and justify those that remain.

ADV_INT. 3.6C The architectural description shall describe how the entire TSF has been structured
to minimise complexity. 

ADV_INT. 3.7C The architectural description shall justify the inclusion of any non-TSP-
enforcing modules in the TSF.

Evaluator action elements: 

ADV_INT. 3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_INT. 3.2E The evaluator shall determine that both the low-level design and th
implementation representation are in compliance with the architectural description.

ADV_INT. 3.3E The evaluator shall confirm that the por tions of the TSF that enforce any
access control and/or information flow control policies are simple enough to be
analysed.
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10.5  Low- level design (ADV_LLD)
ADV_LLD  Low -level design

Objectives

The low-level design of a TOE provides a description of the internal workings of the TSF in terms
of modules and their interrelationships and dependencies. The low-level design provides assurance
that the TSF subsystems have been correctly and effectively refined.

For each module of the TSF, the low-level design describes its purpose, function, interaces,
dependencies, and the implementation of any TSP-enforcing functions.

Component levelling

The components in this family are levelled on the basis of the degree of formalism required of the
low-level design, and on the degree of detail required for the interface specifications.

Application notes

The term “TSP-enforcing module” refers to any module that must be relied upon for co
enforcement of the TSP.

The term “security functionality” is used to represent the set of operations that a module perform
in contribution to security functions implemented by the TOE. This distinction is made because
modules do not necessarily relate to specific security functions. While a given module may
correspond directly to a security function, or even multiple security functions, it is also possible
that many modules must be combined to implement a single security function.

The ADV_LLD.*.6C elements require that the low-level design describe how each TSP-enforcing
function is provided. The intent of this requirement is that the low-level design provide a
description of how each module is expected to be implemented from a design perspective.

The ADV_LLD.*.2 E elements within this family define a requirement that the evaluator determine
that the low-level design is an accurate and complete instantiation of the TOE security functional
requirements. This provides a direct correspondence between the TOE security functional
requirements and the low-level design, in addition to the pairwise correspondences required by the
ADV_RCR family. It is expected that the evaluator will use the evidence provided in ADV_R
as an input to making this determination, and the requirement for completeness is intended to be
relative to the level of abstraction of the low-level design.

ADV_LLD.2.9C introduces a requirement for a complete presentation for the interfaces to the
modules. This will provide the necessary detail for supporting both thorough testing of the TO
(using components from ATE_DPT), and the assessment of vulnerabilities.

In the context of the level of formality of the low-level design, informal, semiformal and for
are considered to be hierarchical in nature. Thus, ADV_LLD.1.1C may also be met with either a
semiformal or formal low-level design, and ADV_LLD.2.1C may also be met with a formal low-
level design.
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ADV_LLD. 1 Descriptiv e low-level design

Dependencies:

ADV_HLD.2  Secur ity enforcing high-level design  

ADV_RCR.1 Informal correspondence demonstration  

Developer action elements: 

ADV_LL D.1.1D The developer shall provide the low-level design of the TSF.

Content and presentation of evidence elements: 

ADV_LL D.1.1C The presentation of the low-level design shall be informal.

ADV_LL D.1.2C The low-level design shall be internally consistent.

ADV_LL D.1.3C The low-level design shall describe the TSF in terms of modules.

ADV_LL D.1.4C The low-level design shall describe the purpose of each module.

ADV_LL D.1.5C The low-level design shall define the interrelationships between the modules in
terms of provided security functionality and dependencies on other modules.

ADV_LL D.1.6C The low-level design shall describe how each TSP-enforcing function is
provided.

ADV_LL D.1.7C The low-level design shall identify all interfaces to the modules of the TSF.

ADV_LL D.1.8C The low-level design shall identify which of the interfaces to the modules of the
TSF are externally visible.

ADV_LL D.1.9C The low-level design shall describe the purpose and method of use of all
interfaces to the modules of the TSF, providing details of effects, exception
and error messages, as appropriate.

ADV_LL D.1.10C The low-level design shall describe the separation of the TOE into TSP-
enforcing and other modules.

Evaluator action elements: 

ADV_LL D.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ADV_LL D.1.2E The evaluator shall determine that the low-level design is an accurate and
complete instantiation of the TOE security functional requirements.
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ADV_LLD. 2 Semiformal low-level design

Dependencies:

ADV_HLD.3 Semiformal high-level design  

ADV_RCR.2 Semiformal correspondence demonstration  

Developer action elements: 

ADV_LLD. 2.1D The developer shall provide the low-level design of the TSF.

Content and presentation of evidence elements: 

ADV_LLD. 2.1C The presentation of the low-level design shall be semiformal.

ADV_LLD. 2.2C The low-level design shall be internally consistent.

ADV_LLD. 2.3C The low-level design shall describe the TSF in terms of modules.

ADV_LLD. 2.4C The low-level design shall describe the purpose of each module.

ADV_LLD. 2.5C The low-level design shall define the interrelationships between the modules i
terms of provided security functionality and dependencies on other modules.

ADV_LLD. 2.6C The low-level design shall describe how each TSP-enforcing function is provided.

ADV_LLD. 2.7C The low-level design shall identify all interfaces to the modules of the TSF.

ADV_LLD. 2.8C The low-level design shall identify which of the interfaces to the modules of the
TSF are externally visible.

ADV_LLD. 2.9C The low-level design shall describe the purpose and method of use of all intees
to the modules of the TSF, providing complete details of all effects, exceptions and
error messages.

ADV_LLD. 2.10C The low-level design shall describe the separation of the TOE into TSP-enforci
and other modules.

Evaluator action elements: 

ADV_LLD. 2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_LLD. 2.2E The evaluator shall determine that the low-level design is an accurate and complete
instantiation of the TOE security functional requirements.

ADV_LLD. 3 Formal lo w-level design 

Dependencies:

ADV_HLD.5 Formal  high-level design  
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ADV_RCR.3 Formal cor respondence demonstration  

Developer action elements: 

ADV_LL D.3.1D The developer shall provide the low-level design of the TSF.

Content and presentation of evidence elements: 

ADV_LL D.3.1C The presentation of the low-level design shall be formal.

ADV_LL D.3.2C The low-level design shall be internally consistent.

ADV_LL D.3.3C The low-level design shall describe the TSF in terms of modules.

ADV_LL D.3.4C The low-level design shall describe the purpose of each module.

ADV_LL D.3.5C The low-level design shall define the interrelationships between the modules in
terms of provided security functionality and dependencies on other modules.

ADV_LL D.3.6C The low-level design shall describe how each TSP-enforcing function is provided.

ADV_LL D.3.7C The low-level design shall identify all interfaces to the modules of the TSF.

ADV_LL D.3.8C The low-level design shall identify which of the interfaces to the modules of 
TSF are externally visible.

ADV_LL D.3.9C The low-level design shall describe the purpose and method of use of all interfac
to the modules of the TSF, providing complete details of all effects, exceptions and
error messages.

ADV_LL D.3.10C The low-level design shall describe the separation of the TOE into TSP-enforcing
and other modules.

Evaluator action elements: 

ADV_LL D.3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_LL D.3.2E The evaluator shall determine that the low-level design is an accurate and complete
instantiation of the TOE security functional requirements.
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10.6  Representa tion correspondence (ADV_RCR)
ADV_RCR Representat ion correspond ence

Objectives

The correspondence between the various TSF representations (i.e. TOE summary specification,
functional specification, high-level design, low-level design, implementation representatio
addresses the correct and complete instantiation of the requirements to the least abstract TSF
representation provided. This conclusion is achieved by step-wise refinement and the cumulati
results of correspondence determinations between all adjacent abstractions of representation.

Component levelling

The components in this family are levelled on the basis of the required level of formality of the
correspondence between the various TSF representations.

Application notes

The developer must demonstrate to the evaluator that the most detailed, or least abstract, TSF
representation provided is an accurate, consistent, and complete instantiation of the functions
expressed as functional requirements in the ST. This is accomplished by showing correspondence
between adjacent representations at a commensurate level of rigour. 

This family of requirements is not intended to address correspondence relating to the TSP mode
or the TSP. Rather, as shown in Figure 10.2, it is intended to address correspondence between
various TSF representations (i.e. the TOE summary specification, functional specification, high-
level design, low-level design, and implementation representation) that are provided.

The ADV_RCR.*.1C elements refer to “all relevant security functionality” in defining the scop
of what must be refined between an adjacent pair of TSF representations. For the refinements
between the TOE summary specification and the functional specification, this element requires
only that the TOE security functions in the TOE summary specification be refined in the functional
specification, and does not require that the functional specification contain any details regardin
assurance measures (which are presented in the TOE summary specification). Where the
implementation representation is only provided for a subset of the TSF (as in ADV_IMP.1), the
required refinements between the low-level design and the implementation representation are
limited to the security functionality that is presented in the implementation representation.
other cases, this element requires that all parts of the more abstract TSF representation be refi
in the less abstract TSF representation.

In the context of the level of formality for correspondence between adjacent TSF representations
informal, semiformal and formal are considered to be hierarchical in nature. Thus,
ADV_RCR.2.2C and ADV_RCR.3.2C may be met with a formal proof of correspondence, and in
the absence of any requirements on its level of formality, a demonstration of correspondence may
be informal, semiformal or formal. 

ADV_RCR.1 Informal correspondence demonstration

Dependencies:

No dependencies.
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Developer action elements: 

ADV_RCR.1.1D The developer shall provide an analysis of correspondence between all
adjacent pairs of TSF representations that are provided.

Content and presentation of evidence elements: 

ADV_RCR.1.1C For each adjacent pair of provided TSF representations, the analysis shall
demonstrate that all relevant security functionality of the more abstract TSF
representation is correctly and completely refined in the less abstract TSF
representation.

Evaluator action elements: 

ADV_RCR.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ADV_RCR.2 Semiformal correspondence demonstration

Dependencies:

No dependencies.

Developer action elements: 

ADV_RCR.2.1D The developer shall provide an analysis of correspondence between all adjacent
pairs of TSF representations that are provided.

Content and presentation of evidence elements: 

ADV_RCR.2.1C For each adjacent pair of provided TSF representations, the analysis shal
demonstrate that all relevant security functionality of the more abstract TSF
representation is correctly and completely refined in the less abstract TSF
representation.

ADV_RCR.2.2C For each adjacent pair of provided TSF representations, where portions of
both representations are at least semiformally specified, the demonstration of
correspondence between those portions of the representations shall b
semiformal.

Evaluator action elements: 

ADV_RCR.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

STANDARDSISO.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IS
O/IE

C 15
40

8-3
:19

99
 123

https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33


ISO/IEC 15408-3:1999(E) © ISO/IEC

nce

of the
ADV_RCR.3 Formal correspondence demonstration

Application notes

The developer must either demonstrate or prove correspondence, as described in the requirements
below, commensurate with the level of rigour of presentation style. For example, corresponde
must be proven when corresponding representations are formally specified.

Dependencies:

No dependencies.

Developer action elements: 

ADV_RCR.3.1D The developer shall provide an analysis of correspondence between all adjacent
pairs of TSF representations that are provided.

ADV_RCR.3.2D For those corresponding por tions of representations that are formally
specified, the developer shall prove that correspondence.

Content and presentation of evidence elements: 

ADV_RCR.3.1C For each adjacent pair of provided TSF representations, the analysis shall prove or
demonstrate that all relevant security functionality of the more abstract TSF
representation is correctly and completely refined in the less abstract TSF
representation.

ADV_RCR.3.2C For each adjacent pair of provided TSF representations, where portions of one
representation are semiformally specified and the other at least semiformally
specified, the demonstration of correspondence between those portions 
representations shall be semiformal.

ADV_RCR.3.3C For each adjacent pair of provided TSF representations, where portions of
both representations are formally specified, the proof of correspondence
between those portions of the representations shall be formal.

Evaluator action elements: 

ADV_RCR.3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_RCR.3.2E The evaluator shall determine the accuracy of the proofs of correspondence by
selectively verifyin g the formal analysis.STANDARDSISO.C
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10.7  Secur ity policy modeling (ADV_SPM)
ADV_SPM Secur ity po licy modeling

Objectives

It is the objective of this family to provide additional assurance that the security functions in the
functional specification enforce the policies in the TSP. This is accomplished via the development
of a security policy model that is based on a subset of the policies of the TSP, and establishing a
correspondence between the functional specification, the security policy model, and these policies
of the TSP.

Component levelling

The components in this family are levelled on the basis of the degree of formality required of the
TSP model, and the degree of formality required of the correspondence between the TSP model
and the functional specification.

Application notes

While a TSP may include any policies, TSP models have traditionally represented only subsets o
those policies, because modeling certain policies is currently beyond the state of the art. Th
current state of the art determines the policies that can be modeled, and the PP/ST author shou
identify specific functions and associated policies that can, and thus are required to be, modele
At the very least, access control and information flow control policies are required to be modeled
(if they are part of the TSP) since they are within the state of the art.

For each of the components within this family, there is a requirement to describe the rules and
characteristics of applicable policies of the TSP in the TSP model and to ensure that the TSP model
satisfies the corresponding policies of the TSP. The “ rules” and “characteristics” of a TSP model
are intended to allow flexibility in the type of model that may be developed (e.g. state transition,
non-interference). For example, rules may be represented as “properties” (e.g. simple security
property) and characteristics may be represented as definitions such as “initial state”, “secure
state”, “subjects” and “objects”.

In the context of the level of formality of the TSP model and the correspondence between the TSP
model and the functional specification, informal, semiformal and formal are considered to be
hierarchical in nature. Thus, ADV_SPM.1.1C may also be met with either a semiformal or foal
TSP model, and ADV_SPM.2.1C may also be met with a formal TSP model. Further
ADV_SPM.2.5C and ADV_SPM.3.5C may be met with a formal proof of correspondence.
Finally, in the absence of any requirements on its level of formality, a demonstration of
correspondence may be informal, semiformal or formal. 

ADV_SPM.1 Informal TOE security policy model

Dependencies:

ADV_FSP.1 Informal functional specification  

Developer action elements: 

ADV_SPM.1.1D The developer shall provide a TSP model.
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ADV_SPM.1.2D The developer shall demonstrate correspondence between the functional
specification and the TSP model.

Content and presentation of evidence elements: 

ADV_SPM.1.1C The TSP model shall be informal.

ADV_SPM.1.2C The TSP model shall describe the rules and characteristics of all policies of the
TSP that can be modeled.

ADV_SPM.1.3C The TSP model shall include a rationale that demonstrates that it is consisten
and complete with respect to all policies of the TSP that can be modeled.

ADV_SPM.1.4C The demonstration of correspondence between the TSP model and the
functional specification shall show that all of the security functions in the
functional specification are consistent and complete with respect to the TSP
model.

Evaluator action elements: 

ADV_SPM.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ADV_SPM.2 Semiformal TOE security policy model

Dependencies:

ADV_FSP.1 Informal functional specification  

Developer action elements: 

ADV_SPM.2.1D The developer shall provide a TSP model.

ADV_SPM.2.2D The developer shall demonstrate correspondence between the funct
specification and the TSP model.

Content and presentation of evidence elements: 

ADV_SPM.2.1C The TSP model shall be semiformal.

ADV_SPM.2.2C The TSP model shall describe the rules and characteristics of all policies of the TSP
that can be modeled.

ADV_SPM.2.3C The TSP model shall include a rationale that demonstrates that it is consistent and
complete with respect to all policies of the TSP that can be modeled.

ADV_SPM.2.4C The demonstration of correspondence between the TSP model and the functional
specification shall show that all of the security functions in the function
specification are consistent and complete with respect to the TSP model.
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ADV_SPM.2.5C Where the functional specification is at least semiformal, the demonstration of
correspondence between the TSP model and the functional specification shall
be semiformal.

Evaluator action elements: 

ADV_SPM.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_SPM.3 Formal T OE security policy model

Dependencies:

ADV_FSP.1 Informal functional specification  

Developer action elements: 

ADV_SPM.3.1D The developer shall provide a TSP model.

ADV_SPM.3.2D The developer shall demonstrate or prove, as appropriate, correspondence
between the functional specification and the TSP model.

Content and presentation of evidence elements: 

ADV_SPM.3.1C The TSP model shall be formal.

ADV_SPM.3.2C The TSP model shall describe the rules and characteristics of all policies of the TSP
that can be modeled.

ADV_SPM.3.3C The TSP model shall include a rationale that demonstrates that it is consistent and
complete with respect to all policies of the TSP that can be modeled.

ADV_SPM.3.4C The demonstration of correspondence between the TSP model and the functional
specification shall show that all of the security functions in the functional
specification are consistent and complete with respect to the TSP model.

ADV_SPM.3.5C Where the functional specification is semiformal, the demonstration of
correspondence between the TSP model and the functional specification shall be
semiformal.

ADV_SPM.3.6C Where the functional specification is formal, the proof of cor respondence
between the TSP model and the functional specification shall be formal.

Evaluator action elements: 

ADV_SPM.3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.
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11  Class AGD: Guidance documents
Class AG DGuidance docu ments

The guidance documents class provides the requirements for user and administrator guidance
documentation. For the secure administration and use of the TOE it is necessary to describe al
relevant aspects for the secure application of the TOE. 

Figure 11.1 shows the families within this class, and the hierarchy of components within the
families.

 Class AGD: Guidance documents

AGD_ADM Administrator guidance 1

AGD_USR User guidance 1

Figure 11.1 - Guidance documents class decomposition
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11.1  Administrator guidance (AGD_ADM)
AGD_ADM Administrator gu idance

Objectives

Administrator guidance refers to written material that is intended to be used by those persons
responsible for configuring, maintaining, and administering the TOE in a correct manner for
maximum security. Because the secure operation of the TOE is dependent upon the corre
performance of the TSF, persons responsible for performing these functions are trusted by the TSF.
Administrator guidance is intended to help administrators understand the security functions
provided by the TOE, including both those functions that require the administrator to perform
security-critical actions and those functions that provide security-critical information.

Component levelling

This family contains only one component.

Application notes

The requirements AGD_ADM.1.3C and AGD_ADM.1.7C encompass the aspect that any
warnings to the users of a TOE with regard to the TOE security environment and the security
objectives described in the PP/ST are appropriately covered in the administrator guidance.

The concept of secure values, as employed in AGD_ADM.1.5C, has relevance where an
administrator has control over security parameters. Guidance needs to be provided on secure and
insecure settings for such parameters. This concept is related to the use of the componen
FMT_MSA.2 from ISO/IEC 15408-2 .

AGD_ADM.1Administrator guidance

Dependencies:

ADV_FSP.1 Informal functional specification  

Developer action elements: 

AGD_ADM .1.1D The developer shall provide administrator guidance addressed to system
administrative personnel.

Content and presentation of evidence elements: 

AGD_ADM .1.1C The administrator guidance shall describe the administrative functions and
interfaces available to the administrator of the TOE.

AGD_ADM .1.2C The administrator guidance shall describe how to administer the TOE in a
secure manner.

AGD_ADM .1.3C The administrator guidance shall contain warnings about functions and
privileges that should be controlled in a secure processing environment.
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AGD_ADM.1.4C The administrator guidance shall describe all assumptions regarding user
behaviour that are relevant to secure operation of the TOE.

AGD_ADM.1.5C The administrator guidance shall describ e all secur ity  parameters under the
control of the administrator, indicating secure values as appropr iate.

AGD_ADM.1.6C The administrator guidance shall describe each type of security-relevant event
relative to the administrative functions that need to be performed, including
changing the security characteristics of entities under the control of the TSF.

AGD_ADM.1.7C The administrator guidance shall be consistent with all other documentation
supplied for evaluation.

AGD_ADM.1.8C The administrator guidance shall describe all security requirements for the IT
environment that are relevant to the administrator.

Evaluator action elements: 

AGD_ADM.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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11.2  User gu idance (AGD_USR)
AGD_USR User gu idance

Objectives

User guidance refers to material that is intended to be used by non-administrative human user
the TOE, and by others (e.g. programmers) using the TOE’s external interfaces. User guidance
describes the security functions provided by the TSF and provides instructions and guideli
including warnings, for its secure use.

The user guidance provides a basis for assumptions about the use of the TOE and a me of
confidence that non-malicious users, application providers and others exercising the external
interfaces of the TOE will understand the secure operation of the TOE and will use it as intended.

Component levelling

This family contains only one component. 

Application notes

The requirements AGD_USR.1.3.C and AGD_USR.1.5C encompass the aspect that any warnings
to the users of a TOE with regard to the TOE security environment and the security objectives
described in the PP/ST are appropriately covered in the user guidance.

In many cases it may be appropriate that guidance is provided in separate documents: one for
human users, and one for application programmers and/or hard-ware designers using software or
hardware interfaces.

AGD_USR.1 User guidance

Dependencies:

ADV_FSP.1 Informal functional specification  

Developer action elements: 

AGD_USR.1.1D The developer shall provide user guidance.

Content and presentation of evidence elements: 

AGD_USR.1.1C The user guidance shall describe the functions and interfaces available to the
non-administrativ e users of the TOE. 

AGD_USR.1.2C The user guidance shall describe the use of user-accessible security functions
provided by the TOE.

AGD_USR.1.3C The user guidance shall contain warnings about user-accessible functions and
privileges that should be controlled in a secure processing environment.
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AGD_USR.1.4C The user guidance shall clearly present all user responsibilities necessary for
secure operation of the TOE, including those related to assumptions regarding
user behaviour found in the statement of TOE security environment.

AGD_USR.1.5C The user guidance shall be consistent with all other documentation supplied
for evaluation.

AGD_USR.1.6C The user guidance shall describe all security requirements for the IT
environment that are relevant to the user.

Evaluator action elements: 

AGD_USR.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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12  Class ALC: Life cycle support
Class ALCLife cycle support

Life-cycle support is an aspect of establishing discipline and control in the processes of refinement
of the TOE during its development and maintenance. Confidence in the correspondence beten
the TOE security requirements and the TOE is greater if security analysis and the production of the
evidence are done on a regular basis as an integral part of the development and maintenance
activities.

Figure 12.1 shows the families within this class, and the hierarchy of components within the
families.

 Class ALC: Lif e cycle support

ALC_DVS Development security 1 2

ALC_FLR Flaw remediation 1 2 3

ALC_LCD Life cycle definition 1 2 3

ALC_TAT Tools and techniques 1 2 3

Figure 12.1 -Life-cycle support class decomposition
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12.1  Development security (ALC_DVS)
ALC_DVS Develop ment securi ty

Objectives

Development security is concerned with physical, procedural, personnel, and other security
measures that may be used in the development environment to protect the TOE. It includes the
physicalsecurity of the development location and any procedures used to select development staff.

Component levelling

The components in this family are levelled on the basis of whether justification of the suffic
of the security measures is required.

Application notes

This family deals with measures to remove orreducethreats existing at the developer’s site
Conversely, threats to be countered at the TOE user’s site are normally covered in the security
environment subclause of a PP or ST.

The evaluator should determine whether there is a need for visiting the developer’s site in o
confirm that therequirements of this family are met.

It is recognised that confidentiality may not always be an issue for the protection of the TOE in
development environment. The use of the word “necessary” allows for the selection of appropriate
safeguards.

ALC_DVS.1 Identification of security measures

Dependencies:

No dependencies.

Developer action elements: 

ALC _DVS.1.1D The developer shall producedevelopment security documentation.

Content and presentation of evidence elements: 

ALC _DVS.1.1C The development security documentation shall describe all the physical,
procedural, personnel, and other security measures that are necessary t
protect the confidentiality and integrity of the TOE design and
implementation in its development environment.

ALC _DVS.1.2C The development security documentation shall provide evidence that these
security measures are followed during the development and maintenance of
the TOE.
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Evaluator action elements: 

ALC_DVS.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ALC_DVS.1.2E The evaluator shall confirm that the security measures are being applied.

ALC_DVS.2 Sufficiency of security measures

Dependencies:

No dependencies.

Developer action elements: 

ALC_DVS.2.1D The developer shall produce development security documentation.

Content and presentation of evidence elements: 

ALC_DVS.2.1C The development security documentation shall describe all the physical,
procedural, personnel, and other security measures that are necessary to pro
confidentiality and integrity of the TOE design and implementation in its
development environment.

ALC_DVS.2.2C The development security documentation shall provide evidence that these security
measures are followed during the development and maintenance of the TOE.

ALC_DVS.2.3C The evidence shall justify that the security measures provide the necessary
level of protection to maintain the confidentiality and int egrity of  the TOE.

Evaluator action elements: 

ALC_DVS.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ALC_DVS.2.2E The evaluator shall confirm that the security measures are being applied.
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12.2  Flaw remediation (ALC_FLR)
ALC_FLR Flaw remediat ion

Objectives

Flaw remediation requires that discovered security flaws be tracked and corrected bythe
developer. Althoughfuture compliance withflaw remediation procedurescannot bedetermined at
the time of the TOE evaluation, it is possible to evaluatethe policies and procedures thata
developer has in placeto track and correct flaws, and to distribute the flaw information and
corrections.

Component levelling

The components inthis familyare levelled onthe basis of the increasingextent in scope ofthe flaw
remediation procedures and the rigour of the flaw remediation policies.

Application notes

This family provides assurance that the TOE will be maintained and supported inthe future,
requiring the TOE developer to track and correct flaws in the TOE. Additionally, requirements are
included for the distribution of flaw corrections. However, this family does not impose evaluation
requirements beyond the currentevaluation. 

The flaw remediation procedures should describe the methods for dealing with all types of flaw
encountered. Some flaws may not be fixable immediately. There may be some occasions where a
flaw cannotbe fixed and other (e.g. procedural) measures must be taken. The documentat
provided should cover the procedures for providing the operational sites with fixes, and providing
information on flaws where fixes are delayed (and what to do in the interim) or when fixes are
possible. 

ALC_FLR. 1 Basic flaw remediation

Dependencies:

No dependencies.

Developer action elements: 

ALC _FLR.1.1D The developer shalldocument theflaw remediation procedures.

Content and presentation of evidence elements: 

ALC _FLR.1.1C The flaw remediation procedures documentation shall describe the procedures
used totrack all reported security flaws in each release of theTOE.

ALC _FLR.1.2C The flaw remediation procedures shall require that a description of the nature
and effect of each secur ity flaw be provided, as well as the status of finding a
correction to that flaw.

ALC _FLR.1.3C The flaw remediation procedures shallrequire that corrective actions be
identified for each of the security flaws.
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ALC_FLR.1.4C The flaw remediation procedures documentation shall describe the methods
used to provide flaw information, corrections and guidance on corrective
actions to TOE users.

Evaluator action elements: 

ALC_FLR.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ALC_FLR. 2 Flaw reporting procedures

Dependencies:

No dependencies.

Developer action elements: 

ALC_FLR.2.1D The developer shall document the flaw remediation procedures.

ALC_FLR.2.2D The developer shall establish a procedure for accepting and acting upon user
reports of security flaws and requests for cor rections to those flaws.

Content and presentation of evidence elements: 

ALC_FLR.2.1C The flaw remediation procedures documentation shall describe the proceduresed
to track all reported security flaws in each release of the TOE.

ALC_FLR.2.2C The flaw remediation procedures shall require that a description of the nature a
effect of each security flaw be provided, as well as the status of finding a correction
to that flaw.

ALC_FLR.2.3C The flaw remediation procedures shall require that corrective actions be identified
for each of the security flaws.

ALC_FLR.2.4C The flaw remediation procedures documentation shall describe the methods used t
provide flaw information, corrections and guidance on corrective actions to TOE
users.

ALC_FLR.2.5C The procedures for processing reported security flaws shall ensure that any
reported flaws are corrected and the cor rection issued to TOE users.

ALC_FLR.2.6C The procedures for  processing repor ted security flaws shall provide
safeguards that any cor rections to these security flaws do not introduce any
new flaws.

Evaluator action elements: 

ALC_FLR.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.
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ALC_FLR. 3 Syst ematic flaw remediation

Dependencies:

No dependencies.

Developer action elements: 

ALC _FLR.3.1D The developer shall document the flawremediation procedures.

ALC _FLR.3.2D The developer shall establish a procedure foraccepting and actingupon user reports
of securityflaws and requests for corrections tothose flaws.

ALC _FLR.3.3D The developer shall designate one or more specific points ofcontact for user
reports and inquiries about security issues involving the TOE.

Content and presentation of evidence elements: 

ALC _FLR.3.1C The flaw remediation procedures documentation shall describe the procedures used
to trackall reported security flaws in eachrelease of theTOE.

ALC _FLR.3.2C The flaw remediation procedures shall require that a description of the nature and
effect of each security flaw be provided, as well as the status of finding a correction
to that flaw.

ALC _FLR.3.3C The flaw remediation procedures shall require that corrective actionsbe identified
for eachof the securityflaws.

ALC _FLR.3.4C The flaw remediation procedures documentation shall describe the methods used 
provide flaw information, corrections and guidance on corrective actions to T
users.

ALC _FLR.3.5C The procedures for processing reported security flaws shall ensure that any reporte
flaws are corrected and the correction issued toTOE users.

ALC _FLR.3.6C The procedures for processingreported security flaws shall provide safeguards that
any corrections tothese security flaws do not introduce any new flaws.

ALC _FLR.3.7C The flaw remediation procedures shall include a procedure requir ing timely
responses for the automatic distribution of security flaw reports and t he
associated corrections toregistered users who might be affected by the security
flaw.

Evaluator action elements: 

ALC _FLR.3.1E The evaluator shall confirm thatthe informationprovided meets all requirements
for content and presentation of evidence.
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12.3  Life cycle def inition(ALC_LCD)
ALC_LCD Li fe cy cle defin it ion

Objectives

Poorly controlled development and maintenance of the TOE can result in a flawed implementati
of a TOE (or a TOE that does not meet all of its security requirements). This, in turn, results in
security violations. Therefore, it is important that a model for the development and maintenance of
a TOE be established as early as possible in the TOE’s life-cycle.

Using a model for the development and maintenance of a TOE does not guarantee that the TOE
will  be free of flaws, nor does it guarantee that the TOE will meet all of its security functional
requirements. It is possible that the model chosen will be insufficient or inadequate and therefo
no benefits in the quality of the TOE can be observed. Using a life-cycle model that has been
approved by some group of experts (e.g. academic experts, standards bodies) improves the chances
that the development and maintenance models will contribute to the overall quality of the TOE.

Component levelling

The components in this family are levelled on the basis of increasing requirements fo
standardisation and measurability of the life-cycle model, and for compliance with that model.

Application notes

A life-cycle model encompasses the procedures, tools and techniques used to develop and maintai
the TOE. Aspects of the process that may be covered by such a model include design method
review procedures, project management controls, change control procedures, test methods a
acceptance procedures. An effective life-cycle model will address these aspects of the development
and maintenance process within an overall management structure that assigns responsibilities
monitors progress.

Although life-cycle definition deals with the maintenance of the TOE and hence with aspects
becoming relevant after the completion of the evaluation, its evaluation adds assurance through an
analysis of the life-cycle information for the TOE provided at the time of the evaluation.

A standardised life-cycle model is a model that has been approved by some group of experts (e
academic experts, standards bodies).

A measurable life-cycle model is a model with arithmetic parameters and/or metrics that measure
TOE development properties (e.g. source code complexity metrics).

A li fe-cycle model provides for the necessary control over the development and maintenance
the TOE, if the developer can supply information that shows that the model appropriately
minimises the danger of security violations in the TOE. Information given in the ST about the
intended environment of the TOE and about the TOE's security objectives may be useful in
defining the model for the portion of the life-cycle after the delivery of the TOE.
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ALC_LCD. 1 Developer defined life-cycle model

Dependencies:

No dependencies.

Developer action elements: 

ALC _LCD.1.1D The developer shall establish a life-cycle model to be used in the development
and maintenance ofthe TOE.

ALC _LCD.1.2D The developer shall provide life-cycle definition documentation.

Content and presentation of evidence elements: 

ALC _LCD.1.1C The life-cycle definition documentation shall describe the model used to
develop and maintain the TOE.

ALC _LCD.1.2C The life-cycle model shall provide for the necessary control over the
development and maintenanceof the TOE.

Evaluator action elements: 

ALC _LCD.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation ofevidence.

ALC_LCD. 2 Standardised life-cycle model

Dependencies:

No dependencies.

Developer action elements: 

ALC _LCD.2.1D The developer shall establish a life-cycle model to be used in the developmentand
maintenance of the TOE.

ALC _LCD.2.2D The developer shall provide life-cycle definition documentation.

ALC _LCD.2.3D The developer shall use a standardised life-cycle model to develop and
maintain the TOE.

Content and presentation of evidence elements: 

ALC _LCD.2.1C The life-cycle definition documentation shall describe the model used todevelop
and maintain the TOE.

ALC _LCD.2.2C The life-cycle model shall provide for the necessary control overthe development
and maintenance of theTOE.
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ALC_LC D.2.3C The life-cycle definition documentation shall explain why the model was
chosen. 

ALC_LC D.2.4C The life-cycle definition documentation shall explain how the model is used to
develop and maintain the TOE.

ALC_LC D.2.5C The life-cycle definition documentation shall demonstrate compliance with the
standardised life-cycle model.

Evaluator action elements: 

ALC_LC D.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ALC_LCD.3 Measurable life-cycle model

Dependencies:

No dependencies.

Developer action elements: 

ALC_LC D.3.1D The developer shall establish a life-cycle model to be used in the development and
maintenance of the TOE.

ALC_LC D.3.2D The developer shall provide life-cycle definition documentation.

ALC_LC D.3.3D The developer shall use a standardised and measurable life-cycle model to develop
and maintain the TOE.

ALC_LC D.3.4D The developer shall measure the TOE development using the standardised and
measurable life-cycle model.

Content and presentation of evidence elements: 

ALC_LC D.3.1C The life-cycle definition documentation shall describe the model used to develop
and maintain the TOE, including the details of its arithmetic parameters and/or
metrics used to measure the TOE development against the model.

ALC_LC D.3.2C The life-cycle model shall provide for the necessary control over the development
and maintenance of the TOE.

ALC_LC D.3.3C The life-cycle definition documentation shall explain why the model was chose

ALC_LC D.3.4C The life-cycle definition documentation shall explain how the model is used
develop and maintain the TOE.

ALC_LC D.3.5C The life-cycle definition documentation shall demonstrate compliance with the
standardised and measurable life-cycle model.
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ALC _LCD.3.6C The life-cycle documentation shall provide the results of the measurements of
the TOE development usingthe standardised and measurable life-cycle model.

Evaluator action elements: 

ALC _LCD.3.1E The evaluator shall confirm thatthe informationprovided meets all requirements
for content and presentation of evidence.
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12.4  Tools and techniques (ALC_TAT)
ALC_TAT Too ls and techniqu es

Objectives

Tools and techniques is an aspect of selecting tools that are used to develop, analyse and implement
the TOE. It includes requirements to prevent ill-defined, inconsistent or incorrect development
tools from being used to develop the TOE. This includes, but is not limited to, programming
languages, documentation, implementation standards, and other parts of the TOE such as
supporting runtime libraries.

Component levelling

The components in this family are levelled on the basis of increasing requirements on 
description and scope of the implementation standards and the documentation of implementation-
dependent options.

Application notes

There is a requirement for well-defined development tools. These are tools that have been shown
to be applicable without the need for intensive further clarification. For example, programming
languages and computer aided design (CAD) systems that are based on an a standard published 
standards bodies are considered to be well-defined.

Tools and techniques distinguishes between the implementation standards applied by the develop
(ALC_TAT.2.3D) and the implementation standards for “all parts of the TOE” (ALC_TAT.3.
that additionally includes third party software, hardware, or firmware.

The requirement in ALC_TAT.1.2C is especially applicable to programming languages so as to
ensure that all statements in the source code have an unambiguous meaning.

ALC_TAT. 1 Well-defined development tools

Dependencies:

ADV_IMP. 1 Subset of the implementation of the TSF  

Developer action elements: 

ALC_TAT. 1.1D The developer shall identify the development tools being used for  the TOE.

ALC_TAT. 1.2D The developer shall document the selected implementation-dependent options
of the development tools.

Content and presentation of evidence elements: 

ALC_TAT. 1.1C All development tools used for implementation shall be well-defined.

ALC_TAT. 1.2C The documentation of the development tools shall unambiguously define the
meaning of all statements used in the implementation.
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ALC _TAT.1.3C The documentation of the development tools shall unambiguously define the
meaning of all implementation-dependent options.

Evaluator action elements: 

ALC _TAT.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation ofevidence.

ALC_TAT. 2 Compliance with implementation standards

Dependencies:

ADV_IMP.1 Subset of the implementation oftheTSF

Developer action elements: 

ALC _TAT.2.1D The developer shall identify the development tools beingused for theTOE.

ALC _TAT.2.2D The developer shall document the selected implementation-dependent options of
the development tools.

ALC _TAT.2.3D The developer shall describe the implementation standards to beapplied.

Content and presentation of evidence elements: 

ALC _TAT.2.1C All development tools used for implementation shallbe well-defined.

ALC _TAT.2.2C The documentation of the development tools shall unambiguously define the
meaning of allstatements used in theimplementation.

ALC _TAT.2.3C The documentation of the development tools shall unambiguously define the
meaning of allimplementation-dependent options.

Evaluator action elements: 

ALC _TAT.2.1E The evaluator shall confirm thatthe informationprovided meets all requirements
for content and presentation of evidence.

ALC _TAT.2.2E The evaluator shall confirm that the implementation standards have been
applied.

ALC_TAT. 3 Compliance with implementation standards - all parts

Dependencies:

ADV_IMP.1 Subset of the implementation oftheTSF

Developer action elements: 

ALC _TAT.3.1D The developer shall identify the development tools beingused for theTOE.
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ALC_TAT. 3.2D The developer shall document the selected implementation-dependent options 
the development tools.

ALC_TAT. 3.3D The developer shall describe the implementation standards for all parts of the
TOE.

Content and presentation of evidence elements: 

ALC_TAT. 3.1C All development tools used for implementation shall be well-defined.

ALC_TAT. 3.2C The documentation of the development tools shall unambiguously define the
meaning of all statements used in the implementation.

ALC_TAT. 3.3C The documentation of the development tools shall unambiguously define the
meaning of all implementation-dependent options.

Evaluator action elements: 

ALC_TAT. 3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ALC_TAT. 3.2E The evaluator shall confirm that the implementation standards have been applied.
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13  Class ATE: Tests
Class ATETests

The class “Tests” encompasses four families: coverage (ATE_COV), depth (ATE_D
independent testing (e.g. functional testing performed by evaluators) (ATE_IND), and functional
tests (ATE_FUN). Testing helps to establish that the TOE security functional requiremen
met. Testing provides assurance that the TOE satisfies at least the TOE security functional
requirements, although it cannot establish that the TOE does no more than what was specified.
Testing may also be directed toward the internal structure of the TSF, such as the testing 
subsystems and modules against their specifications.

The aspects of coverage and depth have been separated from functional tests for reasons o
increased flexibility in applying the components of the families. However, the requirements i
these three families are intended to be applied together. 

The independent testing family has dependencies on the other families to provide the necessary
information to support the requirements, but is primarily concerned with independent evaluator
actions.

The emphasis in this class is on confirmation that the TSF operates according to its specification.
This will include both positive testing based on functional requirements, and negative testing to
check that undesirable behaviour is absent. This class does not address penetration testing, which
is directed toward finding vulnerabilities that enable a user to violate the security policy.
Penetration testing is based upon an analysis of the TOE that specifically seeks to identify
vulnerabilities in the design and implementation of the TSF, and is addressed separately asan
aspect of vulnerability assessment in the class AVA.
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Figure 13.1 shows the families within this class, and the hierarchy of components within the
families.

Class ATE  Tests

ATE_COV Coverage 1 2 3

ATE_DPT Depth 1 2 3

ATE_FUN Functional tests 1 2

ATE_IND Independent testing 1 2 3

Figure 13.1 -Tests class decomposition
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13.1  Coverage (ATE_COV)
ATE_COV Coverage

Objectives

This family addresses those aspects of testing that deal with completeness of test coverage. That
is, it addresses the extent to which the TSF is tested, and whether or not the testing is sufficie
extensive to demonstrate that the TSF operates as specified.

Component levelling

The components in this family are levelled on the basis of increasing rigour of interface testing,
and increasing rigour of the analysis of the sufficiency of the tests to demonstrate that the TSF
operates in accordance with its functional specification.

ATE_COV.1 Evidence of coverage

Objectives

In this component, the objective is to establish that the TSF has been tested against its functional
specification. This is to be achieved through an examination of developer evidence of
correspondence.

Application notes

While the testing objective is to cover the TSF, there is no requirement to provide anythi
verify this assertion other than an informal mapping of tests to the functional specification and the
testing data itself.

In this component the developer is required to show how the tests that have been identified
correspond to the TSF as described in the functional specification. This can be achieved by a
statement of correspondence, perhaps using a table. This information is required to support th
evaluator in planning the test programme for the evaluation. At this level there is no requirement
for complete coverage of every aspect of the TSF by the developer, and the evaluator will need to
take account of any deficiencies in this area.

Dependencies:

ADV_FSP.1 Informal functional specification  

ATE_FUN.1 Functional testing  

Developer action elements: 

ATE_COV.1.1D The developer shall provide evidence of the test coverage.

Content and presentation of evidence elements: 

ATE_COV.1.1C The evidence of the test coverage shall show the cor respondence between the
tests identified in the test documentation and the TSF as described in the
functional specification.
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Evaluator action elements: 

ATE_COV.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.

ATE_COV.2 Analy sis of cove rage

Objectives

In this component, the objective is to establish that the TSF has been tested against its functional
specification in a systematic manner. This is to be achieved through an examination of develop
analysis of correspondence.

Application notes

The developer is required to demonstrate that the tests which have been identified include testing
of all of the security functions as described in the functional specification. The analysis should not
only show the correspondence between tests and security functions, but should provide also
sufficient information for the evaluator to determine how the functions have been exercised. Th
information can be used in planning for additional evaluator tests. Although at this level the
developer has to demonstrate that each of the functions within the functional specification has b
tested, the amount of testing of each function need not be exhaustive.

Dependencies:

ADV_FSP.1 Informal functional specification  

ATE_FUN.1 Functional testing  

Developer action elements: 

ATE_COV.2.1D The developer shall provide an analysis of the test coverage.

Content and presentation of evidence elements: 

ATE_COV.2.1C The analysis of the test coverage shall demonstrate the correspondence betwee
the tests identified in the test documentation and the TSF as described in the
functional specification.

ATE_COV.2.2C The analysis of the test coverage shall demonstrate that the correspondence
between the TSF as described in the functional specification and the tests
identified in the test documentation is complete. 

Evaluator action elements: 

ATE_COV.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence. 
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ATE_COV.3 Rigorous analysis of coverage

Objectives

In this component, the objective is to establish that the TSF has been tested against its functional
specification in a systematic and exhaustive manner. This is to be achieved through an examination
of developer analysis of correspondence.

Application notes

The developer is required to provide a convincing argument that the tests which have been
identified cover all security functions, and that the testing of each security function is complete
There will remain little scope for the evaluator to devise additional functional tests of the TSF
interfaces based on the functional specification, as they will have been exhaustively tested
Nevertheless, the evaluator should strive to devise such tests.

Dependencies:

ADV_FSP.1 Informal functional specification  

ATE_FUN.1 Functional testing  

Developer action elements: 

ATE_COV.3.1D The developer shall provide an analysis of the test coverage.

Content and presentation of evidence elements: 

ATE_COV.3.1C The analysis of the test coverage shall demonstrate the correspondence between the
tests identified in the test documentation and the TSF as described in the functional
specification.

ATE_COV.3.2C The analysis of the test coverage shall demonstrate that the correspondence between
the TSF as described in the functional specification and the tests identified in the
test documentation is complete.

ATE_COV.3.3C The analysis of the test coverage shall rigorously demonstrate that all external
interfaces of the TSF identified in the functional specification have been
completely tested.

Evaluator action elements: 

ATE_COV.3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.STANDARDSISO.C
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13.2  Depth (ATE_DPT)
ATE_DPT Depth

Objectives

The components in this family deal with the level of detail to which the TSF is tested. Testing of
security functions is based upon increasing depth of information derived from analysis of the
representations.

The objective is to counter the risk of missing an error in the development of the TOE
Additionally, the components of this family, especially as testing is more concerned with t
internal structure of the TSF, are more likely to discover any malicious code that has been inserted.

Testing that exercises specific internal interfaces can provide assurance not only that the T
exhibits the desired external security behaviour, but also that this behaviour stems from correctly
operating internal mechanisms.

Component levelling

The components in this family are levelled on the basis of increasing detail provided in the TS
representations, from the high-level design to the implementation representation. This levelling
reflects the TSF representations presented in the ADV class.

Application notes

The specific amount and type of documentation and evidence will, in general, be determined by
the chosen component from ATE_FUN. 

Testing at the level of the functional specification is addressed by ATE_COV.

The principle adopted within this family is that the level of testing be appropriate to the level o
assurance being sought. Where higher components are applied, the test results will need to
demonstrate that the implementation of the TSF is consistent with its design. For example, th
high-level design should describe each of the subsystems and also describe the interfaces between
these subsystems in sufficient detail. Evidence of testing must show that the internal interfaces
between subsystems have been exercised. This may be achieved through testing via the extern
interfaces of the TSF, or by testing of the subsystem interfaces in isolation, perhaps employi
test harness. In cases where some aspects of an internal interface cannot be tested via the extern
interfaces there should either be justification that these aspects need not be tested, or the inte
interface needs to be tested directly. In the latter case the high-level design needs to be sufficiently
detailed in order to facilitate direct testing. The higher components in this family aim to check the
correct operation of internal interfaces that become visible as the design becomes less abstract.
When these components are applied it will be more difficult to provide adequate evidence of the
depth of testing using the TSF’s external interfaces alone, and modular testing will usually 
necessary. 
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ATE_DPT.1 Testing: high-level design

Objectives

The subsystems of a TSF provide a high-level description of the internal workings of the TSF
Testing at the level of the subsystems, in order to demonstrate the presence of any flaws, provides
assurance that the TSF subsystems have been correctly realised.

Application notes

The developer is expected to describe the testing of the high-level design of the TSF in terms of
“subsystems”. The term “subsystem” is used to express the notion of decomposing the TSF into a
relatively small number of parts. 

Dependencies:

ADV_HLD.1 Descriptive high-level design  

ATE_FUN.1 Functional testing  

Developer action elements: 

ATE_DPT.1.1D The developer shall provide the analysis of the depth of testing.

Content and presentation of evidence elements: 

ATE_DPT.1.1C The depth analysis shall demonstrate that the tests identified in the test
documentation are sufficient to demonstrate that the TSF operates in
accordance with it s high-level design.

Evaluator action elements: 

ATE_DPT.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ATE_DPT.2 Testing: low-level design

Objectives

The subsystems of a TSF provide a high-level description of the internal workings of the TSF
Testing at the level of the subsystems, in order to demonstrate the presence of any flaws, provides
assurance that the TSF subsystems have been correctly realised.

The modules of a TSF provide a description of the internal workings of the TSF. Testing at the level
of the modules, in order to demonstrate the presence of any flaws, provides assurance that the TS
modules have been correctly realised.
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Application notes

The developer is expected to describe the testing of the high-level design of the TSF in terms of
“subsystems”. The term “subsystem” is used to express the notion of decomposing the TSF into a
relatively small number of parts. 

The developer is expected to describe the testing of the low-level design of the TSF in terms of
“modules”. The term “modules” is used to express the notion of decomposing each of the
“subsystems” of the TSF into a relatively small number of parts. 

Dependencies:

ADV_HLD.2 Security enforcing high-level design  

 ADV_LLD.1 Descriptive low-level design  

ATE_FUN.1 Functional testing  

Developer action elements: 

ATE_DPT.2.1D The developer shall provide the analysis of the depth of testing.

Content and presentation of evidence elements: 

ATE_DPT.2.1C The depth analysis shall demonstrate that the tests identified in the test
documentation are sufficient to demonstrate that the TSF operates in accordance
with its high-level design and low-level design.

Evaluator action elements: 

ATE_DPT.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ATE_DPT.3 Testing: implementation representation

Objectives

The subsystems of a TSF provide a high-level description of the internal workings of the TSF.
Testing at the level of the subsystems, in order to demonstrate the presence of any flaws, provides
assurance that the TSF subsystems have been correctly realised.

The modules of a TSF provide a description of the internal workings of the TSF. Testing at the level
of the modules, in order to demonstrate the presence of any flaws, provides assurance that the TSF
modules have been correctly realised.

The implementation representation of a TSF provides a detailed description of the internal
workings of the TSF. Testing at the level of the implementation, in order to demonstrate the
presence of any flaws, provides assurance that the TSF implementation has been correctly realised.
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Application notes

The developer is expected to describe the testing of the high-level design of the TSF in terms of
“subsystems”. The term “subsystem” is used to express the notion of decomposing the TSF into a
relatively small number of parts. 

The developer is expected to describe the testing of the low-level design of the TSF in terms of
“modules” . The term “modules” is used to express the notion of decomposing each of th
“subsystems” of the TSF into a relatively small number of parts. 

The implementation representation is the one which is used to generate the TSF itself (e.g. source
code which is then compiled).

Dependencies:

ADV_HLD.2 Security enforcing high-level design  

ADV_IMP. 2 Implementation of the TSF  

ADV_LLD.1 Descriptive low-level design  

ATE_FUN.1 Functional testing  

Developer action elements: 

ATE_DPT.3.1D The developer shall provide the analysis of the depth of testing.

Content and presentation of evidence elements: 

ATE_DPT.3.1C The depth analysis shall demonstrate that the tests identified in the te
documentation are sufficient to demonstrate that the TSF operates in accordanc
with its high-level design, low-level design and implementation representation.

Evaluator action elements: 

ATE_DPT.3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.
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13.3  Functiona l tests (ATE_FUN)
ATE_FUN Functional tests

Objectives

Functional testing performed by the developer establishes that the TSF exhibits the properties
necessary to satisfy the functional requirements of its PP/ST. Such functional testing provides
assurance that the TSF satisfies at least the security functional requirements, although it cannot
establish that the TSF does no more than what was specified. The family “Functional tests” is
focused on the type and amount of documentation or support tools required, and what is to be
demonstrated through developer testing. Functional testing is not limited to positive confirmat
that the required security functions are provided, but may also include negative testing to check for
the absence of particular undesired behaviour (often based on the inversion of functional
requirements).

This family contributes to providing assurance that the likelihood of undiscovered flaws is
relatively small.

The families ATE_COV, ATE_DPT and ATE_FUN are used in combination to define the
evidence of testing to be supplied by a developer. Independent functional testing by the eva
is specified by ATE_IND.

Component levelling

This family contains two components, the higher requiring that ordering dependencies are
analysed.

Application notes

Procedures for performing tests are expected to provide instructions for using test programs and
test suites, including the test environment, test conditions, test data parameters and values. The te
procedures should also show how the test results are derived from the test inputs.

This family specifies requirements for the presentation of all test plans, procedures and results
Thus the quantity of information that must be presented will vary in accordance with the use of
ATE_COV and ATE_DPT.

Ordering dependencies are relevant when the successful execution of a particular test depen
upon the existence of a particular state. For example, this might require that test A be executed
immediately before test B, since the state resulting from the successful execution of test A is a
prerequisite for the successful execution of test B. Thus, failure of test B could be related to 
problem with the ordering dependencies. In the above example, test B could fail because test C
(rather than test A) was executed immediately before it, or the failure of test B could be related to
a failure of test A.
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ATE_FUN.1 Functional testing

Objectives

The objective is for the developer to demonstrate that all security functions perform as specified.
The developer is required to perform testing and to provide test documentation.

Dependencies:

No dependencies.  

Developer action elements: 

ATE_FUN.1.1D The developer shall test the TSF and document the results.

ATE_FUN.1.2D The developer shall provide test documentation.

Content and presentation of evidence elements: 

ATE_FUN.1.1C The test documentation shall consist of test plans, test procedure descriptions,
expected test results and actual test results.

ATE_FUN.1.2C The test plans shall identify t he security functions to be tested and describe the
goal of the tests to be performed.

ATE_FUN.1.3C The test procedure descriptions shall identify the tests to be performed and
describe the scenarios for  testing each security function. These scenarios shall
include any ordering dependencies on the results of other tests.

ATE_FUN.1.4C The expected test results shall show the anticipated outputs from a successful
execution of the tests.

ATE_FUN.1.5C The test results from the developer execution of the tests shall demonstrate
that each tested security function behaved as specified.

Evaluator action elements: 

ATE_FUN.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ATE_FUN.2 Ordered functional testing

Objectives

The objective is for the developer to demonstrate that all security functions perform as specified.
The developer is required to perform testing and to provide test documentation.

In this component, an additional objective is to ensure that testing is structured such as to avoid
circular arguments about the correctness of the portions of the TSF being tested.
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Application notes

Although the test procedures may state pre-requisite initial test conditions in terms of ordering of
tests, they may not provide a rationale for the ordering. An analysis of test ordering is an importan
factor in determining the adequacy of testing, as there is a possibility of faults being concealed by
the ordering of tests.

Dependencies:

No dependencies.  

Developer action elements: 

ATE_FUN.2.1D The developer shall test the TSF and document the results.

ATE_FUN.2.2D The developer shall provide test documentation.

Content and presentation of evidence elements: 

ATE_FUN.2.1C The test documentation shall consist of test plans, test procedure descriptions,
expected test results and actual test results.

ATE_FUN.2.2C The test plans shall identify the security functions to be tested and describe the goal
of the tests to be performed.

ATE_FUN.2.3C The test procedure descriptions shall identify the tests to be performed and de
the scenarios for testing each security function. These scenarios shall include any
ordering dependencies on the results of other tests.

ATE_FUN.2.4C The expected test results shall show the anticipated outputs from a succ
execution of the tests.

ATE_FUN.2.5C The test results from the developer execution of the tests shall demonstrate that each
tested security function behaved as specified.

ATE_FUN.2.6C The test documentation shall include an analysis of the test procedure ordering
dependencies.

Evaluator action elements: 

ATE_FUN.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.
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13.4  Independent testing (ATE_IND)
ATE_IND Independent testing

Objectives

One objective is to demonstrate that the security functions perform as specified.

An additional objective is to counter the risk of an incorrect assessment of the test outcomes on the
part of the developer that results in the incorrect implementation of the specifications, or overlooks
code that is non-compliant with the specifications.

Component levelling

Levelling is based upon the amount of test documentation, test support and the amount of evator
testing.

Application notes

The testing specified in this family can be supported by a party with specialised knowledge other
than the evaluator (e.g. an independent laboratory, an objective consumer organisation). Testing
requires an understanding of the TOE consistent with the performance of other assurance activities,
and the evaluator retains responsibility for ensuring that the requirements of this family are
properly addressed when such support is used.

This family deals with the degree to which there is independent functional testing of the TSF.
Independent functional testing may take the form of repeating the developer’s functional tests, in
whole or in part. It may also take the form of the augmentation of the developer’s functional tests,
either to extend the scope or the depth of the developer’s tests, or to test for obvious public domain
security weaknesses that could be applicable to the TOE. These activities are complementary, and
an appropriate mix must be planned for each TOE, which takes into account the availability and
coverage of test results, and the functional complexity of the TSF. A test plan should be develope
that is consistent with the level of other assurance activities, and which, as greater assurance is
required, includes larger samples of repeated tests, and more independent positive and negative
functional tests by the evaluator.

Sampling of developer tests is intended to provide confirmation that the developer has carried out
his planned test programme on the TSF, and has correctly recorded the results. The size of sample
selected will be influenced by the detail and quality of the developer’s functional test results. The
evaluator will also need to consider the scope for devising additional tests, and the relative benefit
that may be gained from effort in these two areas. It is recognised that repetition of all dev
tests may be feasible and desirable in some cases, but may be very arduous and less productive
others. The highest component in this family should therefore be used with caution. Sampling will
address the whole range of test results available, including those supplied to meet the requiremen
of both ATE_COV and ATE_DPT.

There is also a need to consider the different configurations of the TOE that are included within th
evaluation. The evaluator will need to assess the applicability of the results provided, and to plan
his own testing accordingly.
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Independent functional testing is distinct from penetration testing, the latter being based on
informed and systematic search for vulnerabilities in the design and/or implementatio
Penetration testing is specified using the family AVA_VLA.

The suitability of the TOE for testing is based on the access to the TOE, and the supporting
documentation and information required (including any test software or tools) to run tests
need for such support is addressed by the dependencies to other assurance families.

Additionally, suitability of the TOE for testing may be based on other considerations. For example,
the version of the TOE submitted by the developer may not be the final version.

References to a subset of the TSF are intended to allow the evaluator to design an appropate set
of tests which is consistent with the objectives of the evaluation being conducted.

ATE_IND.1 Independent testing - conformance

Objectives

In this component, the objective is to demonstrate that the security functions perform as specified.

Application notes

This component does not address the use of developer test results. It is applicable where such
results are not available, and also in cases where the developer’s testing is accepted without
validation. The evaluator is required to devise and conduct tests with the objective of conf
that the TOE security functional requirements are met. The approach is to gain confidence 
correct operation through representative testing, rather than to conduct every possible test. The
extent of testing to be planned for this purpose is a methodology issue, and needs to be consid
in the context of a particular TOE and the balance of other evaluation activities. 

Dependencies:

ADV_FSP.1 Informal functional specification  

AGD_ADM.1 Administrato r guidance  

AGD_USR.1 User guidance  

Developer action elements: 

ATE_IND.1.1D The developer shall provide the TOE for testing.

Content and presentation of evidence elements: 

ATE_IND.1.1C The TOE shall be suitable for  testing.

Evaluator action elements: 

ATE_IND.1.1E The evaluator shall confirm that the infor mation provided meets all
requirements for content and presentation of evidence.
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ATE_IND.1.2E The evaluator shall test a subset of the TSF as appropriate to confirm that the
TOE operates as specified.

ATE_IND.2 Independent testing - sample

Objectives

The objective is to demonstrate that the security functions perform as specified. Evaluator testin
includes selecting and repeating a sample of the developer tests.

Application notes

The intent is that the developer should provide the evaluator with materials necessary for the
efficient reproduction of developer tests. This may include such things as machine-readable test
documentation, test programs, etc. 

This component contains a requirement that the evaluator has available test results from the
developer to supplement the programme of testing. The evaluator will repeat a sample of the
developer’s tests to gain confidence in the results obtained. Having established such confidence the
evaluator will build upon the developer’s testing by conducting additional tests that exercise th
TOE in a different manner. By using a platform of validated developer test results the evaluator
able to gain confidence that the TOE operates correctly in a wider range of conditions than would
be possible purely using the developer’s own efforts, given a fixed level of resource. Having gained
confidence that the developer has tested the TOE, the evaluator will also have more freedom,
where appropriate, to concentrate testing in areas where examination of documentation o
specialist knowledge has raised particular concerns.

Dependencies:

ADV_FSP.1 Informal functional specification  

AGD_ADM.1 Administrator guidance  

AGD_USR.1 User guidance  

ATE_FUN.1 Functional testing  

Developer action elements: 

ATE_IND.2.1D The developer shall provide the TOE for testing.

Content and presentation of evidence elements: 

ATE_IND.2.1C The TOE shall be suitable for testing.

ATE_IND.2.2C The developer shall provide an equivalent set of resources to those that were
used in the developer’s functional testing of the TSF. 

Evaluator action elements: 

ATE_IND.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.
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ATE_IND.2.2E The evaluator shall test a subset of the TSF as appropriate to confirm that the TOE
operates as specified.

ATE_IND.2.3E The evaluator shall execute a sample of tests in the test documentation to verify
the developer test results.

ATE_IND.3 Independent testing - complete

Objectives

The objective is to demonstrate that all security functions perform as specified. Evaluator testing
includes repeating all of the developer tests.

Application notes

The intent is that the developer should provide the evaluator with materials necessary for the
efficient reproduction of developer tests. This may include such things as machine-readable test
documentation, test programs, etc. 

In this component the evaluator must repeat all of the developer’s tests as part of the programme
of testing. As in the previous component the evaluator will also conduct tests that aim to exercise
the TOE in a different manner from that achieved by the developer. In cases where developer
testing has been exhaustive, there may remain little scope for this.

Dependencies:

ADV_FSP.1 Informal functional specification  

AGD_ADM.1 Administrator guidance  

AGD_USR.1 User guidance  

ATE_FUN.1 Functional testing  

Developer action elements: 

ATE_IND.3.1D The developer shall provide the TOE for testing.

Content and presentation of evidence elements: 

ATE_IND.3.1C The TOE shall be suitable for testing.

ATE_IND.3.2C The developer shall provide an equivalent set of resources to those that were used
in the developer’s functional testing of the TSF. 

Evaluator action elements: 

ATE_IND.3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ATE_IND.3.2E The evaluator shall test a subset of the TSF as appropriate to confirm that the TOE
operates as specified.
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ATE_IND.3.3E The evaluator shall execute all tests in the test documentation to verify th
developer test results.
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14  Class AVA: Vulnerability assessment
Class AVAVulnerability assessment

The class addresses the existence of exploitable covert channels, the possibility of misuse
incorrect configuration of the TOE, the possibility to defeat probabilistic or permutational
mechanisms, and the possibility of exploitable vulnerabilities introduced in the development or the
operation of the TOE.

Figure 14.1 shows the families within this class, and the hierarchy of components within the
families.

 Class AVA: Vulnerability assessment

AVA_CCA Covert channel analysis 1 2 3

AVA_MSU Misuse 1 2 3

AVA_SOF Strength of TOE security functions 1

AVA_VLA Vulnerability analysis 1 2 3 4

Figure 14.1 -Vulnerabilit y assessment class decomposition
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14.1  Covert channel analysis (AVA_CCA)
AVA_CCA Covert channel analysis

Objectives

Covert channel analysis is carried out to determine the existence and potential capacity of
unintended signalling channels (i.e. illicit information flows) that may be exploited.

The assurance requirements address the threat that unintended and exploitable signalling paths
exist that may be exercised to violate the SFP.

Component levelling

The components are levelled on increasing rigour of covert channel analysis.

Application notes

Channel capacity estimations are based upon informal engineering measurements, as well as actua
test measurements.

Examples of assumptions upon which the covert channel analysis is based may include processor
speed, system or network configuration, memory size, and cache size.

The selective validation of the covert channel analysis through testing allows the evaluator the
opportunity to verify any aspect of the covert channel analysis (e.g. identification, capacity
estimation, elimination, monitoring, and exploitation scenarios). This does not impose 
requirement to demonstrate the entire set of covert channel analysis results.

If  there are no information flow control SFPs in the ST, this family of assurance requirements is
no longer applicable, as this family applies only to information flow control SFPs.

AVA_CCA. 1 Covert channel analysis 

Objectives

The objective is to identify covert channels that are identifiable, through an informal sear
covert channels.

Dependencies:

ADV_FSP.2 Fully defined external interfaces  

ADV_IMP.2  Implementation of the TSF  

AGD_ADM.1 Administrato r guidance  

AGD_USR.1 User guidance  

Developer action elements: 

AVA_CCA.1.1D The developer shall conduct a search for covert channels for each information
flow control policy.
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AVA _CCA.1.2D The developer shall provide covert channel analysis documentation.

Content and presentation of evidence elements: 

AVA _CCA.1.1C The analysis documentation shall identify covert channels and estimate thei
capacity.

AVA _CCA.1.2C The analysis documentation shall describe the procedures used for
determining the existence of covert channels, and the information needed to
carry out the covert channel analysis.

AVA _CCA.1.3C The analysis documentation shall describe all assumptions made during th
covert channel analysis.

AVA _CCA.1.4C The analysis documentation shall describe the method used for estimatin
channel capacity, based on worst case scenarios.

AVA _CCA.1.5C The analysis documentation shall describe the worst case exploitation scenario
for each identified covert channel.

Evaluator action elements: 

AVA _CCA.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

AVA _CCA.1.2E The evaluator shall confirm that the results of the cover t channel analysis show
that the TOE meets its functional requirements.

AVA _CCA.1.3E The evaluator shall selectively validate the covert channel analysis through
testing.

AVA_CCA. 2 Systematic covert ch annel analysis

Objectives

The objective is to identify covert channels that are identifiable, through a systematic sea
covert channels.

Application notes

Performing a covert channel analysis in a systematic way requires that the developer identify
covert channels in a structured and repeatable way, as opposed to identifying covert channels in an
ad-hoc fashion.

Dependencies:

ADV_FSP.2 Fully defined external interfaces  

ADV_IMP.2 Implementation of the TSF  

AGD_ADM.1 Administrator guidance  
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	2.6.3.7 Security policy modeling (ADV_SPM)
	Security policy models are structured representati...


	2.6.4 Class AGD: Guidance documents
	Assurance class AGD defines requirements directed ...
	2.6.4.1 Administrator guidance (AGD_ADM)
	Requirements for administrative guidance help ensu...

	2.6.4.2 User guidance (AGD_USR)
	Requirements for user guidance help ensure that us...


	2.6.5 Class ALC: Life cycle support
	Assurance class ALC defines requirements for assur...
	2.6.5.1 Development security (ALC_DVS)
	Development security covers the physical, procedur...

	2.6.5.2 Flaw remediation (ALC_FLR)
	Flaw remediation ensures that flaws discovered by ...

	2.6.5.3 Life cycle definition (ALC_LCD)
	Life cycle definition establishes that the enginee...

	2.6.5.4 Tools and techniques (ALC_TAT)
	Tools and techniques addresses the need to define ...


	2.6.6 Class ATE: Tests
	Assurance class ATE states testing requirements th...
	2.6.6.1 Coverage (ATE_COV)
	Coverage deals with the completeness of the functi...

	2.6.6.2 Depth (ATE_DPT)
	Depth deals with the level of detail to which the ...

	2.6.6.3 Functional tests (ATE_FUN)
	Functional testing establishes that the TSF exhibi...

	2.6.6.4 Independent testing (ATE_IND)
	Independent testing specifies the degree to which ...


	2.6.7 Class AVA: Vulnerability assessment
	Assurance class AVA defines requirements directed ...
	2.6.7.1 Covert channel analysis (AVA_CCA)
	Covert channel analysis is directed towards the di...

	2.6.7.2 Misuse (AVA_MSU)
	Misuse analysis investigates whether an administra...

	2.6.7.3 Strength of TOE security functions (AVA_SO...
	Strength of function analysis addresses TOE securi...

	2.6.7.4 Vulnerability analysis (AVA_VLA)
	Vulnerability analysis consists of the identificat...



	2.7 Maintenance categorisation
	The requirements for the maintenance of assurance ...
	The maintenance of assurance families, and the abb...
	Table 2.2 - Maintenance of assurance class decompo...



	Assurance Class
	Assurance Family
	Abbreviated Name
	2.8 Maintenance of assurance class and family over...
	The following summarises the assurance class and f...
	2.8.1 Class AMA: Maintenance of assurance
	Assurance class AMA is aimed at maintaining the le...
	2.8.1.1 Assurance maintenance plan (AMA_AMP)
	The assurance maintenance plan identifies the plan...

	2.8.1.2 TOE component categorisation report (AMA_C...
	The TOE component categorisation report provides a...

	2.8.1.3 Evidence of assurance maintenance (AMA_EVD...
	Evidence of assurance maintenance seeks to establi...

	2.8.1.4 Security impact analysis (AMA_SIA)
	Security impact analysis seeks to establish confid...



	3 Protection Profile and Security Target evaluatio...
	3.1 Overview
	This clause introduces the evaluation criteria for...
	These criteria are the first requirements presente...
	Although these evaluation criteria differ somewhat...
	The PP and ST classes differ from the TOE classes ...
	The evaluation criteria for PPs and STs are based ...

	3.2 Protection Profile criteria overview
	3.2.1 Protection Profile evaluation
	The goal of a PP evaluation is to demonstrate that...

	3.2.2 Relation to the Security Target evaluation c...
	As described in Annexes B and C of ISO/IEC 15408-1...

	3.2.3 Evaluator tasks
	3.2.3.1 Evaluator tasks for an evaluation based on...
	Evaluators performing a PP evaluation that does no...
	Table 3.1 - Protection Profile families - only ISO...






	Class
	Family
	Abbreviated Name
	3.2.3.2 Evaluator tasks for a ISO/IEC 15408 extend...
	Evaluators performing a PP evaluation that include...
	Table 3.2 - Protection Profile families - ISO/IEC ...



	Class
	Family
	Abbreviated Name
	3.3 Security Target criteria overview
	3.3.1 Security Target evaluation
	The goal of an ST evaluation is to demonstrate tha...

	3.3.2 Relation to the other evaluation criteria in...
	There are two identified stages for the evaluation...
	An ST evaluation includes a PP claims evaluation. ...

	3.3.3 Evaluator tasks
	3.3.3.1 Evaluator tasks for an evaluation based on...
	Evaluators performing an ST evaluation that does n...
	Table 3.3 - Security Target families - only ISO/IE...





	Class
	Family
	Abbreviated Name
	3.3.3.2 Evaluator tasks for a ISO/IEC 15408 extend...
	Evaluators performing an ST evaluation that includ...
	Table 3.4 - Security Target families - ISO/IEC 154...



	Class
	Family
	Abbreviated Name

	4 Class APE: Protection Profile evaluation
	The goal of a PP evaluation is to demonstrate that...
	Figure 4.1 shows the families within this class.
	Figure 4.1 - Protection Profile evaluation class d...

	4.1 TOE description (APE_DES)
	Protection Profile, TOE description
	The TOE description is an aid to the understanding...
	APE_DES.1 Protection Profile, TOE description, Eva...
	APE_DES.1.1D The PP developer shall provide a TOE ...
	APE_DES.1.1C The TOE description shall as a minimu...
	APE_DES.1.1E The evaluator shall confirm that the ...
	APE_DES.1.2E The evaluator shall confirm that the ...
	APE_DES.1.3E The evaluator shall confirm that the ...

	4.2 Security environment (APE_ENV)

	Protection Profile, Security environment
	In order to determine whether the IT security requ...
	APE_ENV.1 Protection Profile, Security environment...
	APE_ENV.1.1D The PP developer shall provide a stat...
	APE_ENV.1.1C The statement of TOE security environ...
	APE_ENV.1.2C The statement of TOE security environ...
	APE_ENV.1.3C The statement of TOE security environ...
	APE_ENV.1.1E The evaluator shall confirm that the ...
	APE_ENV.1.2E The evaluator shall confirm that the ...

	4.3 PP introduction (APE_INT)

	Protection Profile, PP introduction
	The PP introduction contains document management a...
	APE_INT.1 Protection Profile, PP introduction, Eva...
	APE_INT.1.1D The PP developer shall provide a PP i...
	APE_INT.1.1C The PP introduction shall contain a P...
	APE_INT.1.2C The PP introduction shall contain a P...
	APE_INT.1.1E The evaluator shall confirm that the ...
	APE_INT.1.2E The evaluator shall confirm that the ...
	APE_INT.1.3E The evaluator shall confirm that the ...

	4.4 Security objectives (APE_OBJ)

	Protection Profile, Security objectives
	The security objectives is a concise statement of ...
	APE_OBJ.1 Protection Profile, Security objectives,...
	APE_OBJ.1.1D The PP developer shall provide a stat...
	APE_OBJ.1.2D The PP developer shall provide the se...
	APE_OBJ.1.1C The statement of security objectives ...
	APE_OBJ.1.2C The security objectives for the TOE s...
	APE_OBJ.1.3C The security objectives for the envir...
	APE_OBJ.1.4C The security objectives rationale sha...
	APE_OBJ.1.5C The security objectives rationale sha...
	APE_OBJ.1.1E The evaluator shall confirm that the ...
	APE_OBJ.1.2E The evaluator shall confirm that the ...

	4.5 IT security requirements (APE_REQ)

	Protection Profile, IT security requirements
	The IT security requirements chosen for a TOE and ...
	Not all of the security objectives expressed in a ...
	This family presents evaluation requirements that ...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	In the APE_REQ.1 component, the word “appropriate”...
	APE_REQ.1 Protection Profile, IT security requirem...
	APE_REQ.1.1D The PP developer shall provide a stat...
	APE_REQ.1.2D The PP developer shall provide the se...
	APE_REQ.1.1C The statement of TOE security functio...
	APE_REQ.1.2C The statement of TOE security assuran...
	APE_REQ.1.3C The statement of TOE security assuran...
	APE_REQ.1.4C The evidence shall justify that the s...
	APE_REQ.1.5C The PP shall, if appropriate, identif...
	APE_REQ.1.6C All completed operations on IT securi...
	APE_REQ.1.7C Any uncompleted operations on IT secu...
	APE_REQ.1.8C Dependencies among the IT security re...
	APE_REQ.1.9C The evidence shall justify why any no...
	APE_REQ.1.10C The PP shall include a statement of ...
	APE_REQ.1.11C The PP shall identify any specific T...
	APE_REQ.1.12C The security requirements rationale ...
	APE_REQ.1.13C The security requirements rationale ...
	APE_REQ.1.14C The security requirements rationale ...
	APE_REQ.1.1E The evaluator shall confirm that the ...
	APE_REQ.1.2E The evaluator shall confirm that the ...

	4.6 Explicitly stated IT security requirements (AP...

	Protection Profile, Explicitly stated IT security ...
	If, after careful consideration, none of the requi...
	This family presents evaluation requirements that ...
	Explicitly stated IT security requirements for a T...
	Formulation of the explicitly stated requirements ...
	Using the ISO/IEC 15408 requirements as a model me...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	APE_SRE.1 Protection Profile, Explicitly stated IT...
	APE_SRE.1.1D The PP developer shall provide a stat...
	APE_SRE.1.2D The PP developer shall provide the se...
	APE_SRE.1.1C All TOE security requirements that ar...
	APE_SRE.1.2C All security requirements for the IT ...
	APE_SRE.1.3C The evidence shall justify why the se...
	APE_SRE.1.4C The explicitly stated IT security req...
	APE_SRE.1.5C The explicitly stated IT security req...
	APE_SRE.1.6C The explicitly stated IT security req...
	APE_SRE.1.7C The security requirements rationale s...
	APE_SRE.1.1E The evaluator shall confirm that the ...
	APE_SRE.1.2E The evaluator shall determine that al...



	5 Class ASE: Security Target evaluation
	The goal of an ST evaluation is to demonstrate tha...
	Figure 5.1 shows the families within this class.
	Figure 5.1 - Security Target evaluation class deco...

	5.1 TOE description (ASE_DES)
	Security Target, TOE description
	The TOE description is an aid to the understanding...
	ASE_DES.1 Security Target, TOE description, Evalua...
	ASE_DES.1.1D The developer shall provide a TOE des...
	ASE_DES.1.1C The TOE description shall as a minimu...
	ASE_DES.1.1E The evaluator shall confirm that the ...
	ASE_DES.1.2E The evaluator shall confirm that the ...
	ASE_DES.1.3E The evaluator shall confirm that the ...

	5.2 Security environment (ASE_ENV)

	Security Target, Security environment
	In order to determine whether the IT security requ...
	ASE_ENV.1 Security Target, Security environment, E...
	ASE_ENV.1.1D The developer shall provide a stateme...
	ASE_ENV.1.1C The statement of TOE security environ...
	ASE_ENV.1.2C The statement of TOE security environ...
	ASE_ENV.1.3C The statement of TOE security environ...
	ASE_ENV.1.1E The evaluator shall confirm that the ...
	ASE_ENV.1.2E The evaluator shall confirm that the ...

	5.3 ST introduction (ASE_INT)

	Security Target, ST introduction
	The ST introduction contains identification and in...
	ASE_INT.1 Security Target, ST introduction, Evalua...
	ASE_INT.1.1D The developer shall provide an ST int...
	ASE_INT.1.1C The ST introduction shall contain an ...
	ASE_INT.1.2C The ST introduction shall contain an ...
	ASE_INT.1.3C The ST introduction shall contain a I...
	ASE_INT.1.1E The evaluator shall confirm that the ...
	ASE_INT.1.2E The evaluator shall confirm that the ...
	ASE_INT.1.3E The evaluator shall confirm that the ...

	5.4 Security objectives (ASE_OBJ)

	Security Target, Security objectives
	The security objectives are a concise statement of...
	ASE_OBJ.1 Security Target, Security objectives, Ev...
	ASE_OBJ.1.1D The developer shall provide a stateme...
	ASE_OBJ.1.2D The developer shall provide the secur...
	ASE_OBJ.1.1C The statement of security objectives ...
	ASE_OBJ.1.2C The security objectives for the TOE s...
	ASE_OBJ.1.3C The security objectives for the envir...
	ASE_OBJ.1.4C The security objectives rationale sha...
	ASE_OBJ.1.5C The security objectives rationale sha...
	ASE_OBJ.1.1E The evaluator shall confirm that the ...
	ASE_OBJ.1.2E The evaluator shall confirm that the ...

	5.5 PP claims (ASE_PPC)

	Security Target, PP claims
	The goal of the evaluation of the Security Target ...
	The family applies only in the case of a PP claim....
	Although additional evaluation activity is necessa...
	ASE_PPC.1 Security Target, PP claims, Evaluation r...
	ASE_PPC.1.1D The developer shall provide any PP cl...
	ASE_PPC.1.2D The developer shall provide the PP cl...
	ASE_PPC.1.1C Each PP claim shall identify the PP f...
	ASE_PPC.1.2C Each PP claim shall identify the IT s...
	ASE_PPC.1.3C Each PP claim shall identify security...
	ASE_PPC.1.1E The evaluator shall confirm that the ...
	ASE_PPC.1.2E The evaluator shall confirm that the ...

	5.6 IT security requirements (ASE_REQ)

	Security Target, IT security requirements
	The IT security requirements chosen for a TOE and ...
	This family presents evaluation requirements that ...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	In the ASE_REQ.1 component, the word “appropriate”...
	ASE_REQ.1 Security Target, IT security requirement...
	ASE_REQ.1.1D The developer shall provide a stateme...
	ASE_REQ.1.2D The developer shall provide the secur...
	ASE_REQ.1.1C The statement of TOE security functio...
	ASE_REQ.1.2C The statement of TOE security assuran...
	ASE_REQ.1.3C The statement of TOE security assuran...
	ASE_REQ.1.4C The evidence shall justify that the s...
	ASE_REQ.1.5C The ST shall, if appropriate, identif...
	ASE_REQ.1.6C Operations on IT security requirement...
	ASE_REQ.1.7C Dependencies among the IT security re...
	ASE_REQ.1.8C The evidence shall justify why any no...
	ASE_REQ.1.9C The ST shall include a statement of t...
	ASE_REQ.1.10C The ST shall identify any specific T...
	ASE_REQ.1.11C The security requirements rationale ...
	ASE_REQ.1.12C The security requirements rationale ...
	ASE_REQ.1.13C The security requirements rationale ...
	ASE_REQ.1.1E The evaluator shall confirm that the ...
	ASE_REQ.1.2E The evaluator shall confirm that the ...

	5.7 Explicitly stated IT security requirements (AS...

	Security Target, Explicitly stated IT security req...
	If, after careful consideration, none of the requi...
	This family presents evaluation requirements that ...
	Explicitly stated IT security requirements for a T...
	Formulation of the explicitly stated requirements ...
	Using the ISO/IEC 15408 requirements as a model me...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	ASE_SRE.1 Security Target, Explicitly stated IT se...
	ASE_SRE.1.1D The developer shall provide a stateme...
	ASE_SRE.1.2D The developer shall provide the secur...
	ASE_SRE.1.1C All TOE security requirements that ar...
	ASE_SRE.1.2C All security requirements for the IT ...
	ASE_SRE.1.3C The evidence shall justify why the se...
	ASE_SRE.1.4C The explicitly stated IT security req...
	ASE_SRE.1.5C The explicitly stated IT security req...
	ASE_SRE.1.6C The explicitly stated IT security req...
	ASE_SRE.1.7C The security requirements rationale s...
	ASE_SRE.1.1E The evaluator shall confirm that the ...
	ASE_SRE.1.2E The evaluator shall determine that al...

	5.8 TOE summary specification (ASE_TSS)

	Security Target, TOE summary specification
	The TOE summary specification provides a high-leve...
	The relationship between the IT security functions...
	The statement of assurance measures is of specific...
	In the ASE_TSS.1 component, the word “appropriate”...
	ASE_TSS.1 Security Target, TOE summary specificati...
	ASE_TSS.1.1D The developer shall provide a TOE sum...
	ASE_TSS.1.2D The developer shall provide the TOE s...
	ASE_TSS.1.1C The TOE summary specification shall d...
	ASE_TSS.1.2C The TOE summary specification shall t...
	ASE_TSS.1.3C The IT security functions shall be de...
	ASE_TSS.1.4C All references to security mechanisms...
	ASE_TSS.1.5C The TOE summary specification rationa...
	ASE_TSS.1.6C The TOE summary specification rationa...
	ASE_TSS.1.7C The TOE summary specification shall t...
	ASE_TSS.1.8C The TOE summary specification rationa...
	ASE_TSS.1.9C The TOE summary specification shall i...
	ASE_TSS.1.10C The TOE summary specification shall,...
	ASE_TSS.1.1E The evaluator shall confirm that the ...
	ASE_TSS.1.2E The evaluator shall confirm that the ...

	6 Evaluation assurance levels
	The Evaluation Assurance Levels (EALs) provide an ...
	It is important to note that not all families and ...
	6.1 Evaluation assurance level (EAL) overview
	Table 6.1 represents a summary of the EALs. The co...
	As outlined in the next subclause, seven hierarchi...
	These EALs consist of an appropriate combination o...
	While the EALs are defined in ISO/IEC 15408, it is...

	6.2 Evaluation assurance level details
	The following subclauses provide definitions of th...
	Table 6.1 - Evaluation assurance level summary

	6.2.1 Evaluation assurance level 1 (EAL1) - functi...
	EAL1 is applicable where some confidence in correc...
	EAL1 provides an evaluation of the TOE as made ava...
	An evaluation at this level should provide evidenc...
	EAL1 (see Table 6.2) provides a basic level of ass...
	The analysis is supported by independent testing o...
	This EAL provides a meaningful increase in assuran...
	Table 6.2 - EAL1


	6.2.2 Evaluation assurance level 2 (EAL2) - struct...
	EAL2 requires the co-operation of the developer in...
	EAL2 is therefore applicable in those circumstance...
	EAL2 (see Table 6.3) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL2 also provides assurance through a configurati...
	This EAL represents a meaningful increase in assur...
	Table 6.3 - EAL2


	6.2.3 Evaluation assurance level 3 (EAL3) - method...
	EAL3 permits a conscientious developer to gain max...
	EAL3 is applicable in those circumstances where de...
	EAL3 (see Table 6.4) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL3 also provides assurance through the use of de...
	This EAL represents a meaningful increase in assur...
	Table 6.4 - EAL3


	6.2.4 Evaluation assurance level 4 (EAL4) - method...
	EAL4 permits a developer to gain maximum assurance...
	EAL4 is therefore applicable in those circumstance...
	EAL4 (see Table 6.5) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL4 also provides assurance through the use of de...
	This EAL represents a meaningful increase in assur...
	Table 6.5 - EAL4


	6.2.5 Evaluation assurance level 5 (EAL5) - semifo...
	EAL5 permits a developer to gain maximum assurance...
	EAL5 is therefore applicable in those circumstance...
	EAL5 (see Table 6.6) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL5 also provides assurance through the use of a ...
	This EAL represents a meaningful increase in assur...
	Table 6.6 - EAL5


	6.2.6 Evaluation assurance level 6 (EAL6) - semifo...
	EAL6 permits developers to gain high assurance fro...
	EAL6 is therefore applicable to the development of...
	EAL6 (see Table 6.7) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL6 also provides assurance through the use of a ...
	This EAL represents a meaningful increase in assur...
	Table 6.7 - EAL6


	6.2.7 Evaluation assurance level 7 (EAL7) - formal...
	EAL7 is applicable to the development of security ...
	EAL7 (see Table 6.8) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL7 also provides assurance through the use of a ...
	This EAL represents a meaningful increase in assur...
	Table 6.8 - EAL7




	7 Assurance classes, families, and components
	The next seven clauses provide the detailed requir...



	8 Class ACM: Configuration management
	Configuration management
	Configuration management (CM) is one method or mea...
	Figure 8.1 shows the families within this class, a...
	Figure 8.1 - Configuration management class decomp...


	8.1 CM automation (ACM_AUT)
	CM automation
	The objective of introducing automated CM tools is...
	The components in this family are levelled on the ...
	ACM_AUT.1.1C introduces a requirement that is rela...
	ACM_AUT.1.2C introduces a requirement that the CM ...
	ACM_AUT.2.5C introduces a requirement that the CM ...
	ACM_AUT.1 Partial CM automation
	In development environments where the implementati...
	ACM_AUT.1.1D The developer shall use a CM system.
	ACM_AUT.1.2D The developer shall provide a CM plan...
	ACM_AUT.1.1C The CM system shall provide an automa...
	ACM_AUT.1.2C The CM system shall provide an automa...
	ACM_AUT.1.3C The CM plan shall describe the automa...
	ACM_AUT.1.4C The CM plan shall describe how the au...
	ACM_AUT.1.1E The evaluator shall confirm that the ...


	ACM_AUT.2 Complete CM automation
	In development environments where the configuratio...
	Providing an automated means of ascertaining chang...
	ACM_AUT.2.1D The developer shall use a CM system.
	ACM_AUT.2.2D The developer shall provide a CM plan...
	ACM_AUT.2.1C The CM system shall provide an automa...
	ACM_AUT.2.2C The CM system shall provide an automa...
	ACM_AUT.2.3C The CM plan shall describe the automa...
	ACM_AUT.2.4C The CM plan shall describe how the au...
	ACM_AUT.2.5C The CM system shall provide an automa...
	ACM_AUT.2.6C The CM system shall provide an automa...
	ACM_AUT.2.1E The evaluator shall confirm that the ...




	8.2 CM capabilities (ACM_CAP)
	CM capabilities
	The capabilities of the CM system address the like...
	The objectives of this family include the followin...
	a) ensuring that the TOE is correct and complete b...
	b) ensuring that no configuration items are missed...
	c) preventing unauthorised modification, addition,...

	The components in this family are levelled on the ...
	ACM_CAP.2 introduces several elements which refer ...
	ACM_CAP.2.3C introduces a requirement that a confi...
	ACM_CAP.2.6C introduces a requirement that the CM ...
	ACM_CAP.3.8C introduces the requirement that the e...
	ACM_CAP.3.9C introduces the requirement that evide...
	ACM_CAP.4.11C introduces the requirement that the ...
	ACM_CAP.1 Version numbers
	A unique reference is required to ensure that ther...
	ACM_CAP.1.1D The developer shall provide a referen...
	ACM_CAP.1.1C The reference for the TOE shall be un...
	ACM_CAP.1.2C The TOE shall be labelled with its re...
	ACM_CAP.1.1E The evaluator shall confirm that the ...


	ACM_CAP.2 Configuration items
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	ACM_CAP.2.1D The developer shall provide a referen...
	ACM_CAP.2.2D The developer shall use a CM system.
	ACM_CAP.2.3D The developer shall provide CM docume...
	ACM_CAP.2.1C The reference for the TOE shall be un...
	ACM_CAP.2.2C The TOE shall be labelled with its re...
	ACM_CAP.2.3C The CM documentation shall include a ...
	ACM_CAP.2.4C The configuration list shall describe...
	ACM_CAP.2.5C The CM documentation shall describe t...
	ACM_CAP.2.6C The CM system shall uniquely identify...
	ACM_CAP.2.1E The evaluator shall confirm that the ...


	ACM_CAP.3 Authorisation controls
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	Providing controls to ensure that unauthorised mod...
	ACM_CAP.3.1D The developer shall provide a referen...
	ACM_CAP.3.2D The developer shall use a CM system.
	ACM_CAP.3.3D The developer shall provide CM docume...
	ACM_CAP.3.1C The reference for the TOE shall be un...
	ACM_CAP.3.2C The TOE shall be labelled with its re...
	ACM_CAP.3.3C The CM documentation shall include a ...
	ACM_CAP.3.4C The configuration list shall describe...
	ACM_CAP.3.5C The CM documentation shall describe t...
	ACM_CAP.3.6C The CM system shall uniquely identify...
	ACM_CAP.3.7C The CM plan shall describe how the CM...
	ACM_CAP.3.8C The evidence shall demonstrate that t...
	ACM_CAP.3.9C The CM documentation shall provide ev...
	ACM_CAP.3.10C The CM system shall provide measures...
	ACM_CAP.3.1E The evaluator shall confirm that the ...


	ACM_CAP.4 Generation support and acceptance proced...
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	Providing controls to ensure that unauthorised mod...
	The purpose of acceptance procedures is to confirm...
	ACM_CAP.4.1D The developer shall provide a referen...
	ACM_CAP.4.2D The developer shall use a CM system.
	ACM_CAP.4.3D The developer shall provide CM docume...
	ACM_CAP.4.1C The reference for the TOE shall be un...
	ACM_CAP.4.2C The TOE shall be labelled with its re...
	ACM_CAP.4.3C The CM documentation shall include a ...
	ACM_CAP.4.4C The configuration list shall describe...
	ACM_CAP.4.5C The CM documentation shall describe t...
	ACM_CAP.4.6C The CM system shall uniquely identify...
	ACM_CAP.4.7C The CM plan shall describe how the CM...
	ACM_CAP.4.8C The evidence shall demonstrate that t...
	ACM_CAP.4.9C The CM documentation shall provide ev...
	ACM_CAP.4.10C The CM system shall provide measures...
	ACM_CAP.4.11C The CM system shall support the gene...
	ACM_CAP.4.12C The acceptance plan shall describe t...
	ACM_CAP.4.1E The evaluator shall confirm that the ...


	ACM_CAP.5 Advanced support
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	Providing controls to ensure that unauthorised mod...
	The purpose of acceptance procedures is to confirm...
	Integration procedures help to ensure that generat...
	Requiring that the CM system be able to identify t...
	ACM_CAP.5.1D The developer shall provide a referen...
	ACM_CAP.5.2D The developer shall use a CM system.
	ACM_CAP.5.3D The developer shall provide CM docume...
	ACM_CAP.5.1C The reference for the TOE shall be un...
	ACM_CAP.5.2C The TOE shall be labelled with its re...
	ACM_CAP.5.3C The CM documentation shall include a ...
	ACM_CAP.5.4C The configuration list shall describe...
	ACM_CAP.5.5C The CM documentation shall describe t...
	ACM_CAP.5.6C The CM system shall uniquely identify...
	ACM_CAP.5.7C The CM plan shall describe how the CM...
	ACM_CAP.5.8C The evidence shall demonstrate that t...
	ACM_CAP.5.9C The CM documentation shall provide ev...
	ACM_CAP.5.10C The CM system shall provide measures...
	ACM_CAP.5.11C The CM system shall support the gene...
	ACM_CAP.5.12C The acceptance plan shall describe t...
	ACM_CAP.5.13C The integration procedures shall des...
	ACM_CAP.5.14C The CM system shall require that the...
	ACM_CAP.5.15C The CM system shall clearly identify...
	ACM_CAP.5.16C The CM system shall support the audi...
	ACM_CAP.5.17C The CM system shall be able to ident...
	ACM_CAP.5.18C The CM documentation shall demonstra...
	ACM_CAP.5.19C The CM documentation shall demonstra...
	ACM_CAP.5.20C The CM documentation shall demonstra...
	ACM_CAP.5.21C The CM documentation shall justify t...
	ACM_CAP.5.1E The evaluator shall confirm that the ...




	8.3 CM scope (ACM_SCP)
	CM scope
	The objective of this family is to ensure that all...
	The objectives of this family include the followin...
	a) ensuring that the TOE implementation representa...
	b) ensuring that all necessary documentation, incl...
	c) ensuring that configuration options (e.g. compi...
	d) ensuring that development tools are tracked.

	The components in this family are levelled on the ...
	ACM_SCP.1.1C introduces the requirement that the T...
	ACM_SCP.1.1C also introduces the requirement that ...
	ACM_SCP.2.1C introduces the requirement that secur...
	ACM_SCP.3.1C introduces the requirement that devel...
	ACM_SCP.1 TOE CM coverage
	A CM system can control changes only to those item...
	ACM_SCP.1.1D The developer shall provide CM docume...
	ACM_SCP.1.1C The CM documentation shall show that ...
	ACM_SCP.1.2C The CM documentation shall describe h...
	ACM_SCP.1.1E The evaluator shall confirm that the ...


	ACM_SCP.2 Problem tracking CM coverage
	A CM system can control changes only to those item...
	The ability to track security flaws under CM ensur...
	ACM_SCP.2.1D The developer shall provide CM docume...
	ACM_SCP.2.1C The CM documentation shall show that ...
	ACM_SCP.2.2C The CM documentation shall describe h...
	ACM_SCP.2.1E The evaluator shall confirm that the ...


	ACM_SCP.3 Development tools CM coverage
	A CM system can control changes only to those item...
	The ability to track security flaws under CM ensur...
	Development tools play an important role in ensuri...
	ACM_SCP.3.1D The developer shall provide CM docume...
	ACM_SCP.3.1C The CM documentation shall show that ...
	ACM_SCP.3.2C The CM documentation shall describe h...
	ACM_SCP.3.1E The evaluator shall confirm that the ...





	9 Class ADO: Delivery and operation
	Delivery and operation
	Delivery and operation provides requirements for c...
	Figure 9.1 shows the families within this class, a...
	Figure 9.1 - Delivery and operation class decompos...


	9.1 Delivery (ADO_DEL)
	Delivery
	The requirements for delivery call for system cont...
	The components in this family are levelled on the ...
	ADO_DEL.1 Delivery procedures
	ADO_DEL.1.1D The developer shall document procedur...
	ADO_DEL.1.2D The developer shall use the delivery ...
	ADO_DEL.1.1C The delivery documentation shall desc...
	ADO_DEL.1.1E The evaluator shall confirm that the ...

	ADO_DEL.2 Detection of modification
	ADO_DEL.2.1D The developer shall document procedur...
	ADO_DEL.2.2D The developer shall use the delivery ...
	ADO_DEL.2.1C The delivery documentation shall desc...
	ADO_DEL.2.2C The delivery documentation shall desc...
	ADO_DEL.2.3C The delivery documentation shall desc...
	ADO_DEL.2.1E The evaluator shall confirm that the ...

	ADO_DEL.3 Prevention of modification
	ADO_DEL.3.1D The developer shall document procedur...
	ADO_DEL.3.2D The developer shall use the delivery ...
	ADO_DEL.3.1C The delivery documentation shall desc...
	ADO_DEL.3.2C The delivery documentation shall desc...
	ADO_DEL.3.3C The delivery documentation shall desc...
	ADO_DEL.3.1E The evaluator shall confirm that the ...



	9.2 Installation, generation and start-up (ADO_IGS...
	Installation, generation and start-up
	Installation, generation, and start-up procedures ...
	The components in this family are levelled on the ...
	It is recognised that the application of these req...
	It might also be the case that the TOE is already ...
	Furthermore, the generation requirements are appli...
	The installation, generation, and start-up procedu...
	ADO_IGS.1 Installation, generation, and start-up p...
	ADO_IGS.1.1D The developer shall document procedur...
	ADO_IGS.1.1C The documentation shall describe the ...
	ADO_IGS.1.1E The evaluator shall confirm that the ...
	ADO_IGS.1.2E The evaluator shall determine that th...

	ADO_IGS.2 Generation log
	ADO_IGS.2.1D The developer shall document procedur...
	ADO_IGS.2.1C The documentation shall describe the ...
	ADO_IGS.2.2C The documentation shall describe proc...
	ADO_IGS.2.1E The evaluator shall confirm that the ...
	ADO_IGS.2.2E The evaluator shall determine that th...




	10 Class ADV: Development
	Development
	The development class encompasses four families of...
	Figure 10.1 shows the families within this class, ...
	Figure 10.1 - Development class decomposition

	The paradigm evident for these families is one of ...
	Figure 10.2 - Relationships between TOE representa...

	Figure 10.2 indicates the relationships between th...
	The requirements for all other correspondence show...
	The TOE security policy (TSP) is the set of rules ...
	The TOE security functions (TSF) are all the parts...
	Although the requirements within the ASE_TSS famil...
	Three types of specification style are mandated by...
	An informal specification is written as prose in n...
	A semiformal specification is written in a restric...
	A formal specification is written in a notation ba...
	Significant assurance can be gained by ensuring th...
	When an informal demonstration of correspondence i...
	A semiformal demonstration of correspondence requi...
	A formal proof of correspondence requires that wel...
	The ADV_RCR.*.1C elements require that the develop...

	10.1 Functional specification (ADV_FSP)
	Functional specification
	The functional specification is a high-level descr...
	The components in this family are levelled on the ...
	The ADV_FSP.*.2E elements within this family defin...
	For ADV_FSP.1.3C, it is intended that sufficient i...
	ADV_FSP.2.3C introduces a requirement for a comple...
	In the context of the level of formality of the fu...
	ADV_FSP.1 Informal functional specification
	ADV_FSP.1.1D The developer shall provide a functio...
	ADV_FSP.1.1C The functional specification shall de...
	ADV_FSP.1.2C The functional specification shall be...
	ADV_FSP.1.3C The functional specification shall de...
	ADV_FSP.1.4C The functional specification shall co...
	ADV_FSP.1.1E The evaluator shall confirm that the ...
	ADV_FSP.1.2E The evaluator shall determine that th...

	ADV_FSP.2 Fully defined external interfaces
	ADV_FSP.2.1D The developer shall provide a functio...
	ADV_FSP.2.1C The functional specification shall de...
	ADV_FSP.2.2C The functional specification shall be...
	ADV_FSP.2.3C The functional specification shall de...
	ADV_FSP.2.4C The functional specification shall co...
	ADV_FSP.2.5C The functional specification shall in...
	ADV_FSP.2.1E The evaluator shall confirm that the ...
	ADV_FSP.2.2E The evaluator shall determine that th...

	ADV_FSP.3 Semiformal functional specification
	ADV_FSP.3.1D The developer shall provide a functio...
	ADV_FSP.3.1C The functional specification shall de...
	ADV_FSP.3.2C The functional specification shall be...
	ADV_FSP.3.3C The functional specification shall de...
	ADV_FSP.3.4C The functional specification shall co...
	ADV_FSP.3.5C The functional specification shall in...
	ADV_FSP.3.1E The evaluator shall confirm that the ...
	ADV_FSP.3.2E The evaluator shall determine that th...

	ADV_FSP.4 Formal functional specification
	ADV_FSP.4.1D The developer shall provide a functio...
	ADV_FSP.4.1C The functional specification shall de...
	ADV_FSP.4.2C The functional specification shall be...
	ADV_FSP.4.3C The functional specification shall de...
	ADV_FSP.4.4C The functional specification shall co...
	ADV_FSP.4.5C The functional specification shall in...
	ADV_FSP.4.1E The evaluator shall confirm that the ...
	ADV_FSP.4.2E The evaluator shall determine that th...



	10.2 High-level design (ADV_HLD)
	High-level design
	The high-level design of a TOE provides a descript...
	The high-level design refines the functional speci...
	The components in this family are levelled on the ...
	The developer is expected to describe the design o...
	The term “security functionality” is used to repre...
	The term “TSP-enforcing subsystem” refers to a sub...
	The ADV_HLD.*.2E elements within this family defin...
	ADV_HLD.3.8C introduces a requirement for a comple...
	In the context of the level of formality of the hi...
	ADV_HLD.1 Descriptive high-level design
	ADV_HLD.1.1D The developer shall provide the high-...
	ADV_HLD.1.1C The presentation of the high-level de...
	ADV_HLD.1.2C The high-level design shall be intern...
	ADV_HLD.1.3C The high-level design shall describe ...
	ADV_HLD.1.4C The high-level design shall describe ...
	ADV_HLD.1.5C The high-level design shall identify ...
	ADV_HLD.1.6C The high-level design shall identify ...
	ADV_HLD.1.7C The high-level design shall identify ...
	ADV_HLD.1.1E The evaluator shall confirm that the ...
	ADV_HLD.1.2E The evaluator shall determine that th...

	ADV_HLD.2 Security enforcing high-level design
	ADV_HLD.2.1D The developer shall provide the high-...
	ADV_HLD.2.1C The presentation of the high-level de...
	ADV_HLD.2.2C The high-level design shall be intern...
	ADV_HLD.2.3C The high-level design shall describe ...
	ADV_HLD.2.4C The high-level design shall describe ...
	ADV_HLD.2.5C The high-level design shall identify ...
	ADV_HLD.2.6C The high-level design shall identify ...
	ADV_HLD.2.7C The high-level design shall identify ...
	ADV_HLD.2.8C The high-level design shall describe ...
	ADV_HLD.2.9C The high-level design shall describe ...
	ADV_HLD.2.1E The evaluator shall confirm that the ...
	ADV_HLD.2.2E The evaluator shall determine that th...

	ADV_HLD.3 Semiformal high-level design
	ADV_HLD.3.1D The developer shall provide the high-...
	ADV_HLD.3.1C The presentation of the high-level de...
	ADV_HLD.3.2C The high-level design shall be intern...
	ADV_HLD.3.3C The high-level design shall describe ...
	ADV_HLD.3.4C The high-level design shall describe ...
	ADV_HLD.3.5C The high-level design shall identify ...
	ADV_HLD.3.6C The high-level design shall identify ...
	ADV_HLD.3.7C The high-level design shall identify ...
	ADV_HLD.3.8C The high-level design shall describe ...
	ADV_HLD.3.9C The high-level design shall describe ...
	ADV_HLD.3.1E The evaluator shall confirm that the ...
	ADV_HLD.3.2E The evaluator shall determine that th...

	ADV_HLD.4 Semiformal high-level explanation
	ADV_HLD.4.1D The developer shall provide the high-...
	ADV_HLD.4.1C The presentation of the high-level de...
	ADV_HLD.4.2C The high-level design shall be intern...
	ADV_HLD.4.3C The high-level design shall describe ...
	ADV_HLD.4.4C The high-level design shall describe ...
	ADV_HLD.4.5C The high-level design shall identify ...
	ADV_HLD.4.6C The high-level design shall identify ...
	ADV_HLD.4.7C The high-level design shall identify ...
	ADV_HLD.4.8C The high-level design shall describe ...
	ADV_HLD.4.9C The high-level design shall describe ...
	ADV_HLD.4.10C The high-level design shall justify ...
	ADV_HLD.4.11C The high-level design shall justify ...
	ADV_HLD.4.1E The evaluator shall confirm that the ...
	ADV_HLD.4.2E The evaluator shall determine that th...

	ADV_HLD.5 Formal high-level design
	ADV_HLD.5.1D The developer shall provide the high-...
	ADV_HLD.5.1C The presentation of the high-level de...
	ADV_HLD.5.2C The high-level design shall be intern...
	ADV_HLD.5.3C The high-level design shall describe ...
	ADV_HLD.5.4C The high-level design shall describe ...
	ADV_HLD.5.5C The high-level design shall identify ...
	ADV_HLD.5.6C The high-level design shall identify ...
	ADV_HLD.5.7C The high-level design shall identify ...
	ADV_HLD.5.8C The high-level design shall describe ...
	ADV_HLD.5.9C The high-level design shall describe ...
	ADV_HLD.5.10C The high-level design shall justify ...
	ADV_HLD.5.11C The high-level design shall justify ...
	ADV_HLD.5.1E The evaluator shall confirm that the ...
	ADV_HLD.5.2E The evaluator shall determine that th...



	10.3 Implementation representation (ADV_IMP)
	Implementation representation
	The description of the implementation representati...
	The components in this family are levelled on the ...
	The implementation representation is used to expre...
	It is possible that evaluators may use the impleme...
	ADV_IMP.1 Subset of the implementation of the TSF
	ADV_IMP.1.1D requires that the developer provide t...
	ADV_IMP.1.2E element defines a requirement that th...
	ADV_IMP.1.1D The developer shall provide the imple...
	ADV_IMP.1.1C The implementation representation sha...
	ADV_IMP.1.2C The implementation representation sha...
	ADV_IMP.1.1E The evaluator shall confirm that the ...
	ADV_IMP.1.2E The evaluator shall determine that th...

	ADV_IMP.2 Implementation of the TSF
	The ADV_IMP.2.2E element defines a requirement tha...
	ADV_IMP.2.1D The developer shall provide the imple...
	ADV_IMP.2.1C The implementation representation sha...
	ADV_IMP.2.2C The implementation representation sha...
	ADV_IMP.2.3C The implementation representation sha...
	ADV_IMP.2.1E The evaluator shall confirm that the ...
	ADV_IMP.2.2E The evaluator shall determine that th...

	ADV_IMP.3 Structured implementation of the TSF
	The ADV_IMP.3.2E element defines a requirement tha...
	ADV_IMP.3.1D The developer shall provide the imple...
	ADV_IMP.3.1C The implementation representation sha...
	ADV_IMP.3.2C The implementation representation sha...
	ADV_IMP.3.3C The implementation representation sha...
	ADV_IMP.3.4C The implementation representation sha...
	ADV_IMP.3.1E The evaluator shall confirm that the ...
	ADV_IMP.3.2E The evaluator shall determine that th...



	10.4 TSF internals (ADV_INT)
	TSF internals
	This family addresses the internal structure of th...
	Modular design reduces the interdependence between...
	The use of layering and of simpler designs for the...
	Minimising the amount of functionality in the TSF ...
	Design complexity minimisation contributes to the ...
	The components in this family are levelled on the ...
	The term “portions of the TSF” is used to represen...
	The ADV_INT.2.5C and ADV_INT.3.5C elements address...
	ADV_INT.2.6C introduces a reference monitor concep...
	Several of the elements within the components for ...
	ADV_INT.1 Modularity
	ADV_INT.1.1D The developer shall design and struct...
	ADV_INT.1.2D The developer shall provide an archit...
	ADV_INT.1.1C The architectural description shall i...
	ADV_INT.1.2C The architectural description shall d...
	ADV_INT.1.3C The architectural description shall d...
	ADV_INT.1.1E The evaluator shall confirm that the ...
	ADV_INT.1.2E The evaluator shall determine that bo...

	ADV_INT.2 Reduction of complexity
	This component introduces a reference monitor conc...
	ADV_INT.2.1D The developer shall design and struct...
	ADV_INT.2.2D The developer shall provide an archit...
	ADV_INT.2.3D The developer shall design and struct...
	ADV_INT.2.4D The developer shall design and struct...
	ADV_INT.2.1C The architectural description shall i...
	ADV_INT.2.2C The architectural description shall d...
	ADV_INT.2.3C The architectural description shall d...
	ADV_INT.2.4C The architectural description shall d...
	ADV_INT.2.5C The architectural description shall s...
	ADV_INT.2.6C The architectural description shall d...
	ADV_INT.2.1E The evaluator shall confirm that the ...
	ADV_INT.2.2E The evaluator shall determine that bo...

	ADV_INT.3 Minimisation of complexity
	This component requires that the reference monitor...
	ADV_INT.3.1D The developer shall design and struct...
	ADV_INT.3.2D The developer shall provide an archit...
	ADV_INT.3.3D The developer shall design and struct...
	ADV_INT.3.4D The developer shall design and struct...
	ADV_INT.3.5D The developer shall design and struct...
	ADV_INT.3.6D The developer shall ensure that funct...
	ADV_INT.3.1C The architectural description shall i...
	ADV_INT.3.2C The architectural description shall d...
	ADV_INT.3.3C The architectural description shall d...
	ADV_INT.3.4C The architectural description shall d...
	ADV_INT.3.5C The architectural description shall s...
	ADV_INT.3.6C The architectural description shall d...
	ADV_INT.3.7C The architectural description shall j...
	ADV_INT.3.1E The evaluator shall confirm that the ...
	ADV_INT.3.2E The evaluator shall determine that bo...
	ADV_INT.3.3E The evaluator shall confirm that the ...



	10.5 Low-level design (ADV_LLD)
	Low-level design
	The low-level design of a TOE provides a descripti...
	For each module of the TSF, the low-level design d...
	The components in this family are levelled on the ...
	The term “TSP-enforcing module” refers to any modu...
	The term “security functionality” is used to repre...
	The ADV_LLD.*.6C elements require that the low-lev...
	The ADV_LLD.*.2E elements within this family defin...
	ADV_LLD.2.9C introduces a requirement for a comple...
	In the context of the level of formality of the lo...
	ADV_LLD.1 Descriptive low-level design
	ADV_LLD.1.1D The developer shall provide the low-l...
	ADV_LLD.1.1C The presentation of the low-level des...
	ADV_LLD.1.2C The low-level design shall be interna...
	ADV_LLD.1.3C The low-level design shall describe t...
	ADV_LLD.1.4C The low-level design shall describe t...
	ADV_LLD.1.5C The low-level design shall define the...
	ADV_LLD.1.6C The low-level design shall describe h...
	ADV_LLD.1.7C The low-level design shall identify a...
	ADV_LLD.1.8C The low-level design shall identify w...
	ADV_LLD.1.9C The low-level design shall describe t...
	ADV_LLD.1.10C The low-level design shall describe ...
	ADV_LLD.1.1E The evaluator shall confirm that the ...
	ADV_LLD.1.2E The evaluator shall determine that th...

	ADV_LLD.2 Semiformal low-level design
	ADV_LLD.2.1D The developer shall provide the low-l...
	ADV_LLD.2.1C The presentation of the low-level des...
	ADV_LLD.2.2C The low-level design shall be interna...
	ADV_LLD.2.3C The low-level design shall describe t...
	ADV_LLD.2.4C The low-level design shall describe t...
	ADV_LLD.2.5C The low-level design shall define the...
	ADV_LLD.2.6C The low-level design shall describe h...
	ADV_LLD.2.7C The low-level design shall identify a...
	ADV_LLD.2.8C The low-level design shall identify w...
	ADV_LLD.2.9C The low-level design shall describe t...
	ADV_LLD.2.10C The low-level design shall describe ...
	ADV_LLD.2.1E The evaluator shall confirm that the ...
	ADV_LLD.2.2E The evaluator shall determine that th...

	ADV_LLD.3 Formal low-level design
	ADV_LLD.3.1D The developer shall provide the low-l...
	ADV_LLD.3.1C The presentation of the low-level des...
	ADV_LLD.3.2C The low-level design shall be interna...
	ADV_LLD.3.3C The low-level design shall describe t...
	ADV_LLD.3.4C The low-level design shall describe t...
	ADV_LLD.3.5C The low-level design shall define the...
	ADV_LLD.3.6C The low-level design shall describe h...
	ADV_LLD.3.7C The low-level design shall identify a...
	ADV_LLD.3.8C The low-level design shall identify w...
	ADV_LLD.3.9C The low-level design shall describe t...
	ADV_LLD.3.10C The low-level design shall describe ...
	ADV_LLD.3.1E The evaluator shall confirm that the ...
	ADV_LLD.3.2E The evaluator shall determine that th...



	10.6 Representation correspondence (ADV_RCR)
	Representation correspondence
	The correspondence between the various TSF represe...
	The components in this family are levelled on the ...
	The developer must demonstrate to the evaluator th...
	This family of requirements is not intended to add...
	The ADV_RCR.*.1C elements refer to “all relevant s...
	In the context of the level of formality for corre...
	ADV_RCR.1 Informal correspondence demonstration
	ADV_RCR.1.1D The developer shall provide an analys...
	ADV_RCR.1.1C For each adjacent pair of provided TS...
	ADV_RCR.1.1E The evaluator shall confirm that the ...

	ADV_RCR.2 Semiformal correspondence demonstration
	ADV_RCR.2.1D The developer shall provide an analys...
	ADV_RCR.2.1C For each adjacent pair of provided TS...
	ADV_RCR.2.2C For each adjacent pair of provided TS...
	ADV_RCR.2.1E The evaluator shall confirm that the ...

	ADV_RCR.3 Formal correspondence demonstration
	The developer must either demonstrate or prove cor...
	ADV_RCR.3.1D The developer shall provide an analys...
	ADV_RCR.3.2D For those corresponding portions of r...
	ADV_RCR.3.1C For each adjacent pair of provided TS...
	ADV_RCR.3.2C For each adjacent pair of provided TS...
	ADV_RCR.3.3C For each adjacent pair of provided TS...
	ADV_RCR.3.1E The evaluator shall confirm that the ...
	ADV_RCR.3.2E The evaluator shall determine the acc...



	10.7 Security policy modeling (ADV_SPM)
	Security policy modeling
	It is the objective of this family to provide addi...
	The components in this family are levelled on the ...
	While a TSP may include any policies, TSP models h...
	For each of the components within this family, the...
	In the context of the level of formality of the TS...
	ADV_SPM.1 Informal TOE security policy model
	ADV_SPM.1.1D The developer shall provide a TSP mod...
	ADV_SPM.1.2D The developer shall demonstrate corre...
	ADV_SPM.1.1C The TSP model shall be informal.
	ADV_SPM.1.2C The TSP model shall describe the rule...
	ADV_SPM.1.3C The TSP model shall include a rationa...
	ADV_SPM.1.4C The demonstration of correspondence b...
	ADV_SPM.1.1E The evaluator shall confirm that the ...

	ADV_SPM.2 Semiformal TOE security policy model
	ADV_SPM.2.1D The developer shall provide a TSP mod...
	ADV_SPM.2.2D The developer shall demonstrate corre...
	ADV_SPM.2.1C The TSP model shall be semiformal.
	ADV_SPM.2.2C The TSP model shall describe the rule...
	ADV_SPM.2.3C The TSP model shall include a rationa...
	ADV_SPM.2.4C The demonstration of correspondence b...
	ADV_SPM.2.5C Where the functional specification is...
	ADV_SPM.2.1E The evaluator shall confirm that the ...

	ADV_SPM.3 Formal TOE security policy model
	ADV_SPM.3.1D The developer shall provide a TSP mod...
	ADV_SPM.3.2D The developer shall demonstrate or pr...
	ADV_SPM.3.1C The TSP model shall be formal.
	ADV_SPM.3.2C The TSP model shall describe the rule...
	ADV_SPM.3.3C The TSP model shall include a rationa...
	ADV_SPM.3.4C The demonstration of correspondence b...
	ADV_SPM.3.5C Where the functional specification is...
	ADV_SPM.3.6C Where the functional specification is...
	ADV_SPM.3.1E The evaluator shall confirm that the ...




	11 Class AGD: Guidance documents
	Guidance documents
	The guidance documents class provides the requirem...
	Figure 11.1 shows the families within this class, ...
	Figure 11.1 - Guidance documents class decompositi...


	11.1 Administrator guidance (AGD_ADM)
	Administrator guidance
	Administrator guidance refers to written material ...
	This family contains only one component.
	The requirements AGD_ADM.1.3C and AGD_ADM.1.7C enc...
	The concept of secure values, as employed in AGD_A...
	AGD_ADM.1 Administrator guidance
	AGD_ADM.1.1D The developer shall provide administr...
	AGD_ADM.1.1C The administrator guidance shall desc...
	AGD_ADM.1.2C The administrator guidance shall desc...
	AGD_ADM.1.3C The administrator guidance shall cont...
	AGD_ADM.1.4C The administrator guidance shall desc...
	AGD_ADM.1.5C The administrator guidance shall desc...
	AGD_ADM.1.6C The administrator guidance shall desc...
	AGD_ADM.1.7C The administrator guidance shall be c...
	AGD_ADM.1.8C The administrator guidance shall desc...
	AGD_ADM.1.1E The evaluator shall confirm that the ...



	11.2 User guidance (AGD_USR)
	User guidance
	User guidance refers to material that is intended ...
	The user guidance provides a basis for assumptions...
	This family contains only one component.
	The requirements AGD_USR.1.3.C and AGD_USR.1.5C en...
	In many cases it may be appropriate that guidance ...
	AGD_USR.1 User guidance
	AGD_USR.1.1D The developer shall provide user guid...
	AGD_USR.1.1C The user guidance shall describe the ...
	AGD_USR.1.2C The user guidance shall describe the ...
	AGD_USR.1.3C The user guidance shall contain warni...
	AGD_USR.1.4C The user guidance shall clearly prese...
	AGD_USR.1.5C The user guidance shall be consistent...
	AGD_USR.1.6C The user guidance shall describe all ...
	AGD_USR.1.1E The evaluator shall confirm that the ...




	12 Class ALC: Life cycle support
	Life cycle support
	Life-cycle support is an aspect of establishing di...
	Figure 12.1 shows the families within this class, ...
	Figure 12.1 - Life-cycle support class decompositi...


	12.1 Development security (ALC_DVS)
	Development security
	Development security is concerned with physical, p...
	The components in this family are levelled on the ...
	This family deals with measures to remove or reduc...
	The evaluator should determine whether there is a ...
	It is recognised that confidentiality may not alwa...
	ALC_DVS.1 Identification of security measures
	ALC_DVS.1.1D The developer shall produce developme...
	ALC_DVS.1.1C The development security documentatio...
	ALC_DVS.1.2C The development security documentatio...
	ALC_DVS.1.1E The evaluator shall confirm that the ...
	ALC_DVS.1.2E The evaluator shall confirm that the ...

	ALC_DVS.2 Sufficiency of security measures
	ALC_DVS.2.1D The developer shall produce developme...
	ALC_DVS.2.1C The development security documentatio...
	ALC_DVS.2.2C The development security documentatio...
	ALC_DVS.2.3C The evidence shall justify that the s...
	ALC_DVS.2.1E The evaluator shall confirm that the ...
	ALC_DVS.2.2E The evaluator shall confirm that the ...



	12.2 Flaw remediation (ALC_FLR)
	Flaw remediation
	Flaw remediation requires that discovered security...
	The components in this family are levelled on the ...
	This family provides assurance that the TOE will b...
	The flaw remediation procedures should describe th...
	ALC_FLR.1 Basic flaw remediation
	ALC_FLR.1.1D The developer shall document the flaw...
	ALC_FLR.1.1C The flaw remediation procedures docum...
	ALC_FLR.1.2C The flaw remediation procedures shall...
	ALC_FLR.1.3C The flaw remediation procedures shall...
	ALC_FLR.1.4C The flaw remediation procedures docum...
	ALC_FLR.1.1E The evaluator shall confirm that the ...

	ALC_FLR.2 Flaw reporting procedures
	ALC_FLR.2.1D The developer shall document the flaw...
	ALC_FLR.2.2D The developer shall establish a proce...
	ALC_FLR.2.1C The flaw remediation procedures docum...
	ALC_FLR.2.2C The flaw remediation procedures shall...
	ALC_FLR.2.3C The flaw remediation procedures shall...
	ALC_FLR.2.4C The flaw remediation procedures docum...
	ALC_FLR.2.5C The procedures for processing reporte...
	ALC_FLR.2.6C The procedures for processing reporte...
	ALC_FLR.2.1E The evaluator shall confirm that the ...

	ALC_FLR.3 Systematic flaw remediation
	ALC_FLR.3.1D The developer shall document the flaw...
	ALC_FLR.3.2D The developer shall establish a proce...
	ALC_FLR.3.3D The developer shall designate one or ...
	ALC_FLR.3.1C The flaw remediation procedures docum...
	ALC_FLR.3.2C The flaw remediation procedures shall...
	ALC_FLR.3.3C The flaw remediation procedures shall...
	ALC_FLR.3.4C The flaw remediation procedures docum...
	ALC_FLR.3.5C The procedures for processing reporte...
	ALC_FLR.3.6C The procedures for processing reporte...
	ALC_FLR.3.7C The flaw remediation procedures shall...
	ALC_FLR.3.1E The evaluator shall confirm that the ...



	12.3 Life cycle definition(ALC_LCD)
	Life cycle definition
	Poorly controlled development and maintenance of t...
	Using a model for the development and maintenance ...
	The components in this family are levelled on the ...
	A life-cycle model encompasses the procedures, too...
	Although life-cycle definition deals with the main...
	A standardised life-cycle model is a model that ha...
	A measurable life-cycle model is a model with arit...
	A life-cycle model provides for the necessary cont...
	ALC_LCD.1 Developer defined life-cycle model
	ALC_LCD.1.1D The developer shall establish a life-...
	ALC_LCD.1.2D The developer shall provide life-cycl...
	ALC_LCD.1.1C The life-cycle definition documentati...
	ALC_LCD.1.2C The life-cycle model shall provide fo...
	ALC_LCD.1.1E The evaluator shall confirm that the ...

	ALC_LCD.2 Standardised life-cycle model
	ALC_LCD.2.1D The developer shall establish a life-...
	ALC_LCD.2.2D The developer shall provide life-cycl...
	ALC_LCD.2.3D The developer shall use a standardise...
	ALC_LCD.2.1C The life-cycle definition documentati...
	ALC_LCD.2.2C The life-cycle model shall provide fo...
	ALC_LCD.2.3C The life-cycle definition documentati...
	ALC_LCD.2.4C The life-cycle definition documentati...
	ALC_LCD.2.5C The life-cycle definition documentati...
	ALC_LCD.2.1E The evaluator shall confirm that the ...

	ALC_LCD.3 Measurable life-cycle model
	ALC_LCD.3.1D The developer shall establish a life-...
	ALC_LCD.3.2D The developer shall provide life-cycl...
	ALC_LCD.3.3D The developer shall use a standardise...
	ALC_LCD.3.4D The developer shall measure the TOE d...
	ALC_LCD.3.1C The life-cycle definition documentati...
	ALC_LCD.3.2C The life-cycle model shall provide fo...
	ALC_LCD.3.3C The life-cycle definition documentati...
	ALC_LCD.3.4C The life-cycle definition documentati...
	ALC_LCD.3.5C The life-cycle definition documentati...
	ALC_LCD.3.6C The life-cycle documentation shall pr...
	ALC_LCD.3.1E The evaluator shall confirm that the ...



	12.4 Tools and techniques (ALC_TAT)
	Tools and techniques
	Tools and techniques is an aspect of selecting too...
	The components in this family are levelled on the ...
	There is a requirement for well-defined developmen...
	Tools and techniques distinguishes between the imp...
	The requirement in ALC_TAT.1.2C is especially appl...
	ALC_TAT.1 Well-defined development tools
	ALC_TAT.1.1D The developer shall identify the deve...
	ALC_TAT.1.2D The developer shall document the sele...
	ALC_TAT.1.1C All development tools used for implem...
	ALC_TAT.1.2C The documentation of the development ...
	ALC_TAT.1.3C The documentation of the development ...
	ALC_TAT.1.1E The evaluator shall confirm that the ...

	ALC_TAT.2 Compliance with implementation standards...
	ALC_TAT.2.1D The developer shall identify the deve...
	ALC_TAT.2.2D The developer shall document the sele...
	ALC_TAT.2.3D The developer shall describe the impl...
	ALC_TAT.2.1C All development tools used for implem...
	ALC_TAT.2.2C The documentation of the development ...
	ALC_TAT.2.3C The documentation of the development ...
	ALC_TAT.2.1E The evaluator shall confirm that the ...
	ALC_TAT.2.2E The evaluator shall confirm that the ...

	ALC_TAT.3 Compliance with implementation standards...
	ALC_TAT.3.1D The developer shall identify the deve...
	ALC_TAT.3.2D The developer shall document the sele...
	ALC_TAT.3.3D The developer shall describe the impl...
	ALC_TAT.3.1C All development tools used for implem...
	ALC_TAT.3.2C The documentation of the development ...
	ALC_TAT.3.3C The documentation of the development ...
	ALC_TAT.3.1E The evaluator shall confirm that the ...
	ALC_TAT.3.2E The evaluator shall confirm that the ...




	13 Class ATE: Tests
	Tests
	The class “Tests” encompasses four families: cover...
	The aspects of coverage and depth have been separa...
	The independent testing family has dependencies on...
	The emphasis in this class is on confirmation that...
	Figure 13.1 shows the families within this class, ...
	Figure 13.1 - Tests class decomposition


	13.1 Coverage (ATE_COV)
	Coverage
	This family addresses those aspects of testing tha...
	The components in this family are levelled on the ...
	ATE_COV.1 Evidence of coverage
	In this component, the objective is to establish t...
	While the testing objective is to cover the TSF, t...
	In this component the developer is required to sho...
	ATE_COV.1.1D The developer shall provide evidence ...
	ATE_COV.1.1C The evidence of the test coverage sha...
	ATE_COV.1.1E The evaluator shall confirm that the ...

	ATE_COV.2 Analysis of coverage
	In this component, the objective is to establish t...
	The developer is required to demonstrate that the ...
	ATE_COV.2.1D The developer shall provide an analys...
	ATE_COV.2.1C The analysis of the test coverage sha...
	ATE_COV.2.2C The analysis of the test coverage sha...
	ATE_COV.2.1E The evaluator shall confirm that the ...

	ATE_COV.3 Rigorous analysis of coverage
	In this component, the objective is to establish t...
	The developer is required to provide a convincing ...
	ATE_COV.3.1D The developer shall provide an analys...
	ATE_COV.3.1C The analysis of the test coverage sha...
	ATE_COV.3.2C The analysis of the test coverage sha...
	ATE_COV.3.3C The analysis of the test coverage sha...
	ATE_COV.3.1E The evaluator shall confirm that the ...



	13.2 Depth (ATE_DPT)
	Depth
	The components in this family deal with the level ...
	The objective is to counter the risk of missing an...
	Testing that exercises specific internal interface...
	The components in this family are levelled on the ...
	The specific amount and type of documentation and ...
	Testing at the level of the functional specificati...
	The principle adopted within this family is that t...
	ATE_DPT.1 Testing: high-level design
	The subsystems of a TSF provide a high-level descr...
	The developer is expected to describe the testing ...
	ATE_DPT.1.1D The developer shall provide the analy...
	ATE_DPT.1.1C The depth analysis shall demonstrate ...
	ATE_DPT.1.1E The evaluator shall confirm that the ...

	ATE_DPT.2 Testing: low-level design
	The subsystems of a TSF provide a high-level descr...
	The modules of a TSF provide a description of the ...
	The developer is expected to describe the testing ...
	The developer is expected to describe the testing ...
	ATE_DPT.2.1D The developer shall provide the analy...
	ATE_DPT.2.1C The depth analysis shall demonstrate ...
	ATE_DPT.2.1E The evaluator shall confirm that the ...

	ATE_DPT.3 Testing: implementation representation
	The subsystems of a TSF provide a high-level descr...
	The modules of a TSF provide a description of the ...
	The implementation representation of a TSF provide...
	The developer is expected to describe the testing ...
	The developer is expected to describe the testing ...
	The implementation representation is the one which...
	ATE_DPT.3.1D The developer shall provide the analy...
	ATE_DPT.3.1C The depth analysis shall demonstrate ...
	ATE_DPT.3.1E The evaluator shall confirm that the ...



	13.3 Functional tests (ATE_FUN)
	Functional tests
	Functional testing performed by the developer esta...
	This family contributes to providing assurance tha...
	The families ATE_COV, ATE_DPT and ATE_FUN are used...
	This family contains two components, the higher re...
	Procedures for performing tests are expected to pr...
	This family specifies requirements for the present...
	Ordering dependencies are relevant when the succes...
	ATE_FUN.1 Functional testing
	The objective is for the developer to demonstrate ...
	ATE_FUN.1.1D The developer shall test the TSF and ...
	ATE_FUN.1.2D The developer shall provide test docu...
	ATE_FUN.1.1C The test documentation shall consist ...
	ATE_FUN.1.2C The test plans shall identify the sec...
	ATE_FUN.1.3C The test procedure descriptions shall...
	ATE_FUN.1.4C The expected test results shall show ...
	ATE_FUN.1.5C The test results from the developer e...
	ATE_FUN.1.1E The evaluator shall confirm that the ...

	ATE_FUN.2 Ordered functional testing
	The objective is for the developer to demonstrate ...
	In this component, an additional objective is to e...
	Although the test procedures may state pre-requisi...
	ATE_FUN.2.1D The developer shall test the TSF and ...
	ATE_FUN.2.2D The developer shall provide test docu...
	ATE_FUN.2.1C The test documentation shall consist ...
	ATE_FUN.2.2C The test plans shall identify the sec...
	ATE_FUN.2.3C The test procedure descriptions shall...
	ATE_FUN.2.4C The expected test results shall show ...
	ATE_FUN.2.5C The test results from the developer e...
	ATE_FUN.2.6C The test documentation shall include ...
	ATE_FUN.2.1E The evaluator shall confirm that the ...



	13.4 Independent testing (ATE_IND)
	Independent testing
	One objective is to demonstrate that the security ...
	An additional objective is to counter the risk of ...
	Levelling is based upon the amount of test documen...
	The testing specified in this family can be suppor...
	This family deals with the degree to which there i...
	Sampling of developer tests is intended to provide...
	There is also a need to consider the different con...
	Independent functional testing is distinct from pe...
	The suitability of the TOE for testing is based on...
	Additionally, suitability of the TOE for testing m...
	References to a subset of the TSF are intended to ...
	ATE_IND.1 Independent testing - conformance
	In this component, the objective is to demonstrate...
	This component does not address the use of develop...
	Dependencies�:�
	ATE_IND.1.1D The developer shall provide the TOE f...
	ATE_IND.1.1C The TOE shall be suitable for testing...
	ATE_IND.1.1E The evaluator shall confirm that the ...
	ATE_IND.1.2E The evaluator shall test a subset of ...


	ATE_IND.2 Independent testing - sample
	The objective is to demonstrate that the security ...
	The intent is that the developer should provide th...
	This component contains a requirement that the eva...
	ATE_IND.2.1D The developer shall provide the TOE f...
	ATE_IND.2.1C The TOE shall be suitable for testing...
	ATE_IND.2.2C The developer shall provide an equiva...
	ATE_IND.2.1E The evaluator shall confirm that the ...
	ATE_IND.2.2E The evaluator shall test a subset of ...
	ATE_IND.2.3E The evaluator shall execute a sample ...

	ATE_IND.3 Independent testing - complete
	The objective is to demonstrate that all security ...
	The intent is that the developer should provide th...
	In this component the evaluator must repeat all of...
	ATE_IND.3.1D The developer shall provide the TOE f...
	ATE_IND.3.1C The TOE shall be suitable for testing...
	ATE_IND.3.2C The developer shall provide an equiva...
	ATE_IND.3.1E The evaluator shall confirm that the ...
	ATE_IND.3.2E The evaluator shall test a subset of ...
	ATE_IND.3.3E The evaluator shall execute all tests...




	14 Class AVA: Vulnerability assessment
	Vulnerability assessment
	The class addresses the existence of exploitable c...
	Figure 14.1 shows the families within this class, ...
	Figure 14.1 - Vulnerability assessment class decom...


	14.1 Covert channel analysis (AVA_CCA)
	Covert channel analysis
	Covert channel analysis is carried out to determin...
	The assurance requirements address the threat that...
	The components are levelled on increasing rigour o...
	Channel capacity estimations are based upon inform...
	Examples of assumptions upon which the covert chan...
	The selective validation of the covert channel ana...
	If there are no information flow control SFPs in t...
	AVA_CCA.1 Covert channel analysis
	The objective is to identify covert channels that ...
	AVA_CCA.1.1D The developer shall conduct a search ...
	AVA_CCA.1.2D The developer shall provide covert ch...
	AVA_CCA.1.1C The analysis documentation shall iden...
	AVA_CCA.1.2C The analysis documentation shall desc...
	AVA_CCA.1.3C The analysis documentation shall desc...
	AVA_CCA.1.4C The analysis documentation shall desc...
	AVA_CCA.1.5C The analysis documentation shall desc...
	AVA_CCA.1.1E The evaluator shall confirm that the ...
	AVA_CCA.1.2E The evaluator shall confirm that the ...
	AVA_CCA.1.3E The evaluator shall selectively valid...


	AVA_CCA.2 Systematic covert channel analysis
	The objective is to identify covert channels that ...
	Performing a covert channel analysis in a systemat...
	AVA_CCA.2.1D The developer shall conduct a search ...
	AVA_CCA.2.2D The developer shall provide covert ch...
	AVA_CCA.2.1C The analysis documentation shall iden...
	AVA_CCA.2.2C The analysis documentation shall desc...
	AVA_CCA.2.3C The analysis documentation shall desc...
	AVA_CCA.2.4C The analysis documentation shall desc...
	AVA_CCA.2.5C The analysis documentation shall desc...
	AVA_CCA.2.6C The analysis documentation shall prov...
	AVA_CCA.2.1E The evaluator shall confirm that the ...
	AVA_CCA.2.2E The evaluator shall confirm that the ...
	AVA_CCA.2.3E The evaluator shall selectively valid...


	AVA_CCA.3 Exhaustive covert channel analysis
	The objective is to identify covert channels that ...
	Performing a covert channel analysis in an exhaust...
	AVA_CCA.3.1D The developer shall conduct a search ...
	AVA_CCA.3.2D The developer shall provide covert ch...
	AVA_CCA.3.1C The analysis documentation shall iden...
	AVA_CCA.3.2C The analysis documentation shall desc...
	AVA_CCA.3.3C The analysis documentation shall desc...
	AVA_CCA.3.4C The analysis documentation shall desc...
	AVA_CCA.3.5C The analysis documentation shall desc...
	AVA_CCA.3.6C The analysis documentation shall prov...
	AVA_CCA.3.1E The evaluator shall confirm that the ...
	AVA_CCA.3.2E The evaluator shall confirm that the ...
	AVA_CCA.3.3E The evaluator shall selectively valid...




	14.2 Misuse (AVA_MSU)
	Misuse
	Misuse investigates whether the TOE can be configu...
	The objectives are:
	a) to minimise the probability of configuring or i...
	b) to minimise the risk of human or other errors i...

	The components are levelled on the increasing evid...
	Conflicting, misleading, incomplete or unreasonabl...
	An example of conflicting guidance would be two gu...
	An example of misleading guidance would be the des...
	An example of incomplete guidance would be a list ...
	An example of unreasonable guidance would be a rec...
	Guidance documentation is required. This may be co...
	AVA_MSU.1 Examination of guidance
	The objective is to ensure that misleading, unreas...
	AVA_MSU.1.1D The developer shall provide guidance ...
	AVA_MSU.1.1C The guidance documentation shall iden...
	AVA_MSU.1.2C The guidance documentation shall be c...
	AVA_MSU.1.3C The guidance documentation shall list...
	AVA_MSU.1.4C The guidance documentation shall list...
	AVA_MSU.1.1E The evaluator shall confirm that the ...
	AVA_MSU.1.2E The evaluator shall repeat all config...
	AVA_MSU.1.3E The evaluator shall determine that th...


	AVA_MSU.2 Validation of analysis
	The objective is to ensure that misleading, unreas...
	AVA_MSU.2.1D The developer shall provide guidance ...
	AVA_MSU.2.2D The developer shall document an analy...
	AVA_MSU.2.1C The guidance documentation shall iden...
	AVA_MSU.2.2C The guidance documentation shall be c...
	AVA_MSU.2.3C The guidance documentation shall list...
	AVA_MSU.2.4C The guidance documentation shall list...
	AVA_MSU.2.5C The analysis documentation shall demo...
	AVA_MSU.2.1E The evaluator shall confirm that the ...
	AVA_MSU.2.2E The evaluator shall repeat all config...
	AVA_MSU.2.3E The evaluator shall determine that th...
	AVA_MSU.2.4E The evaluator shall confirm that the ...


	AVA_MSU.3 Analysis and testing for insecure states...
	The objective is to ensure that misleading, unreas...
	In this component the evaluator is required to und...
	AVA_MSU.3.1D The developer shall provide guidance ...
	AVA_MSU.3.2D The developer shall document an analy...
	AVA_MSU.3.1C The guidance documentation shall iden...
	AVA_MSU.3.2C The guidance documentation shall be c...
	AVA_MSU.3.3C The guidance documentation shall list...
	AVA_MSU.3.4C The guidance documentation shall list...
	AVA_MSU.3.5C The analysis documentation shall demo...
	AVA_MSU.3.1E The evaluator shall confirm that the ...
	AVA_MSU.3.2E The evaluator shall repeat all config...
	AVA_MSU.3.3E The evaluator shall determine that th...
	AVA_MSU.3.4E The evaluator shall confirm that the ...
	AVA_MSU.3.5E The evaluator shall perform independe...




	14.3 Strength of TOE security functions (AVA_SOF)
	Strength of TOE security functions
	Even if a TOE security function cannot be bypassed...
	There is only one component in this family.
	Security functions are implemented by security mec...
	The strength of TOE security function evaluation i...
	The strength of TOE security function analysis sho...
	AVA_SOF.1 Strength of TOE security function evalua...
	AVA_SOF.1.1D The developer shall perform a strengt...
	AVA_SOF.1.1C For each mechanism with a strength of...
	AVA_SOF.1.2C For each mechanism with a specific st...
	AVA_SOF.1.1E The evaluator shall confirm that the ...
	AVA_SOF.1.2E The evaluator shall confirm that the ...



	14.4 Vulnerability analysis (AVA_VLA)
	Vulnerability analysis
	Vulnerability analysis is an assessment to determi...
	Vulnerability analysis deals with the threats that...
	Levelling is based on an increasing rigour of vuln...
	A vulnerability analysis is performed by the devel...
	The intent of the developer analysis is to confirm...
	Obvious vulnerabilities are considered to be those...
	Performing a search for vulnerabilities in a syste...
	Independent vulnerability analysis goes beyond the...
	AVA_VLA.1 Developer vulnerability analysis
	A vulnerability analysis is performed by the devel...
	The evaluator should consider performing additiona...
	AVA_VLA.1.1D The developer shall perform and docum...
	AVA_VLA.1.2D The developer shall document the disp...
	AVA_VLA.1.1C The documentation shall show, for all...
	AVA_VLA.1.1E The evaluator shall confirm that the ...
	AVA_VLA.1.2E The evaluator shall conduct penetrati...


	AVA_VLA.2 Independent vulnerability analysis
	A vulnerability analysis is performed by the devel...
	The evaluator performs independent penetration tes...
	AVA_VLA.2.1D The developer shall perform and docum...
	AVA_VLA.2.2D The developer shall document the disp...
	AVA_VLA.2.1C The documentation shall show, for all...
	AVA_VLA.2.2C The documentation shall justify that ...
	AVA_VLA.2.1E The evaluator shall confirm that the ...
	AVA_VLA.2.2E The evaluator shall conduct penetrati...
	AVA_VLA.2.3E The evaluator shall perform an indepe...
	AVA_VLA.2.4E The evaluator shall perform independe...
	AVA_VLA.2.5E The evaluator shall determine that th...


	AVA_VLA.3 Moderately resistant
	A vulnerability analysis is performed by the devel...
	The evaluator performs independent penetration tes...
	AVA_VLA.3.1D The developer shall perform and docum...
	AVA_VLA.3.2D The developer shall document the disp...
	AVA_VLA.3.1C The documentation shall show, for all...
	AVA_VLA.3.2C The documentation shall justify that ...
	AVA_VLA.3.3C The evidence shall show that the sear...
	AVA_VLA.3.1E The evaluator shall confirm that the ...
	AVA_VLA.3.2E The evaluator shall conduct penetrati...
	AVA_VLA.3.3E The evaluator shall perform an indepe...
	AVA_VLA.3.4E The evaluator shall perform independe...
	AVA_VLA.3.5E The evaluator shall determine that th...


	AVA_VLA.4 Highly resistant
	A vulnerability analysis is performed by the devel...
	The evaluator performs independent penetration tes...
	AVA_VLA.4.1D The developer shall perform and docum...
	AVA_VLA.4.2D The developer shall document the disp...
	AVA_VLA.4.1C The documentation shall show, for all...
	AVA_VLA.4.2C The documentation shall justify that ...
	AVA_VLA.4.3C The evidence shall show that the sear...
	AVA_VLA.4.4C The analysis documentation shall prov...
	AVA_VLA.4.1E The evaluator shall confirm that the ...
	AVA_VLA.4.2E The evaluator shall conduct penetrati...
	AVA_VLA.4.3E The evaluator shall perform an indepe...
	AVA_VLA.4.4E The evaluator shall perform independe...
	AVA_VLA.4.5E The evaluator shall determine that th...


	15 Assurance maintenance paradigm
	15.1 Introduction
	This clause provides the discourse on an assurance...
	Maintenance of assurance is a concept intended to ...
	One way to determine that assurance has been maint...
	The main goal of class AMA is therefore to define ...
	It should be noted that it is possible to re-evalu...
	Maintenance developer and evaluator actions are in...
	a) the certified version of the TOE refers to the ...
	b) the current version of the TOE refers to a vers...
	- a new release of the TOE
	- the certified version with patches applied to co...
	- the same basic version of the TOE, but on a diff...


	The developer and evaluator roles in this class ar...
	In order to allow assurance to be maintained in a ...

	15.2 Assurance maintenance cycle
	This subclause describes one possible approach to ...
	a) the acceptance phase, at the start of a cycle, ...
	b) the monitoring phase, in which the developer pr...
	c) the re-evaluation phase, completing the cycle, ...

	The families within AMA address primarily the firs...
	The assurance maintenance cycle is illustrated in ...
	In this example, a TOE can enter the monitoring ph...
	During the monitoring phase the developer follows ...
	Figure 15.1 - Example assurance maintenance cycle

	Therefore, once a TOE is in the monitoring phase, ...
	A TOE that is subject to change would not continue...
	In a similar way, it would not possible to ‘uprate...
	The assurance maintenance status of the TOE will h...
	15.2.1 TOE acceptance
	In the example, the TOE acceptance phase of the as...
	Figure 15.2 - Example TOE acceptance approach


	15.2.2 TOE monitoring
	The TOE monitoring phase of the assurance maintena...
	Figure 15.3 - Example TOE monitoring approach


	15.2.3 Re-evaluation
	The third phase of this example maintenance cycle ...
	Re-evaluation activities would be scheduled in the...


	15.3 Assurance maintenance class and families
	To support assurance maintenance approaches the cl...
	Table 15.1 - Maintenance of assurance family break...




	Assurance Class
	Assurance Family
	Abbreviated Name
	15.3.1 Assurance maintenance plan
	The AM Plan provides a clear identification of the...
	The Assurance Maintenance Plan (AM Plan) identifie...
	The AM Plan defines the scope of changes that can ...
	a) significant changes to the security target (i.e...
	b) significant changes to external TSF interfaces ...
	c) (where the assurance requirements include ADV_H...

	It should be noted that the approach to changes ma...
	A more precise specification of the rules is outsi...
	The AM Plan is required to define or reference the...
	a) configuration management procedures, controllin...
	b) procedures to maintain ‘assurance evidence’ (i....
	c) procedures governing the security impact analys...
	d) flaw remediation procedures, covering the track...

	The AM Plan is expected to remain valid until comp...
	The AM Plan requires the developer to identify a d...

	15.3.2 TOE component categorisation report
	The aim of the TOE component categorisation report...
	The checking of the TOE component categorisation r...
	The TOE component categorisation report covers all...
	a) any hardware, firmware or software components t...
	b) any development tools that, if modified, will h...

	The TOE component categorisation report also provi...
	The initial categorisation of the components of th...
	It may be useful for the ST to include AMA_CAT.1 w...

	15.3.3 Evidence of assurance maintenance
	Confidence needs to be established that the assura...
	AM audits are conducted in accordance with the sch...
	The developer is required to provide evidence that...
	a) configuration management records;
	b) documentation referenced by the security impact...
	c) evidence of the tracking of security flaws.

	The evaluator’s check of the developer’s security ...
	An AM audit requires the evaluators to confirm tha...

	15.3.4 Security impact analysis
	The aim of the security impact analysis is to prov...
	The developer’s security impact analysis is based ...
	The components in this family may be used in suppo...
	For an AM audit, the evaluators’ review of the sec...
	The security impact analysis identifies the change...
	Provision of the security impact analysis in suppo...




	16 Class AMA: Maintenance of assurance
	Maintenance of assurance
	The maintenance of assurance class provides requir...
	The class comprises four families, and the hierarc...
	Figure 16.1 - Maintenance of assurance class decom...


	16.1 Assurance maintenance plan (AMA_AMP)
	Assurance maintenance plan
	The Assurance Maintenance Plan (AM Plan) identifie...
	This family contains only one component.
	An AM Plan covers one assurance maintenance cycle,...
	The requirements AMA_AMP.1.2C and AMA_AMP.1.3C ser...
	The definition of the scope of changes covered by ...
	AMA_AMP.1.5C requires a description of the develop...
	AMA_AMP.1.6C requires a definition of the planned ...
	AMA_AMP.1 Assurance maintenance plan
	AMA_AMP.1.1D The developer shall provide an AM Pla...
	AMA_AMP.1.1C The AM Plan shall contain or referenc...
	AMA_AMP.1.2C The AM Plan shall identify the certif...
	AMA_AMP.1.3C The AM Plan shall reference the TOE c...
	AMA_AMP.1.4C The AM Plan shall define the scope of...
	AMA_AMP.1.5C The AM Plan shall describe the TOE li...
	AMA_AMP.1.6C The AM Plan shall describe the assura...
	AMA_AMP.1.7C The AM Plan shall identify the indivi...
	AMA_AMP.1.8C The AM Plan shall describe how the de...
	AMA_AMP.1.9C The AM Plan shall describe how the de...
	AMA_AMP.1.10C The AM Plan shall justify why the id...
	AMA_AMP.1.11C The AM Plan shall describe or refere...
	AMA_AMP.1.1E The evaluator shall confirm that the ...
	AMA_AMP.1.2E The evaluator shall confirm that the ...



	16.2 TOE component categorisation report (AMA_CAT)...
	TOE component categorisation report
	The aim of the TOE component categorisation report...
	This family contains only one component.
	The term “least abstract TSF representation” in AM...
	a) all external TSF interfaces identifiable in the...
	b) all TSF subsystems identifiable in the high-lev...

	While AMA_CAT requires at least two categories to ...
	a) security critical TOE components are those whic...
	b) security supporting TOE components are those wh...
	- those that provide services to security critical...
	- those that do not provide any such service, but ...


	AMA_CAT.1.3C requires an identification of any dev...
	AMA_CAT.1 TOE component categorisation report
	AMA_CAT.1.1D The developer shall provide a TOE com...
	AMA_CAT.1.1C The TOE component categorisation repo...
	AMA_CAT.1.2C The TOE component categorisation repo...
	AMA_CAT.1.3C The TOE component categorisation repo...
	AMA_CAT.1.1E The evaluator shall confirm that the ...
	AMA_CAT.1.2E The evaluator shall confirm that the ...



	16.3 Evidence of assurance maintenance (AMA_EVD)
	Evidence of assurance maintenance
	The aim of this family of requirements is to estab...
	This family contains only one component.
	This family includes some evidence requirements th...
	As part of the AM audit, the evaluators check (by ...
	AMA_EVD.1.3C requires the provision of evidence th...
	The evidence required in AMA_EVD.1.4C includes the...
	a) the developer’s analysis required by AVA_VLA.1,...
	b) any other reported security flaws handled by th...

	AMA_EVD.1.5E requires the evaluators to confirm th...
	AMA_EVD.1 Evidence of maintenance process
	AMA_EVD.1.1D The developer security analyst shall ...
	AMA_EVD.1.1C The AM documentation shall include a ...
	AMA_EVD.1.2C The configuration list shall describe...
	AMA_EVD.1.3C The AM documentation shall provide ev...
	AMA_EVD.1.4C The list of identified vulnerabilitie...
	AMA_EVD.1.1E The evaluator shall confirm that the ...
	AMA_EVD.1.2E The evaluator shall confirm that the ...
	AMA_EVD.1.3E The evaluator shall confirm that the ...
	AMA_EVD.1.4E The evaluator shall confirm that all ...
	AMA_EVD.1.5E The evaluator shall confirm that func...



	16.4 Security impact analysis (AMA_SIA)
	Security impact analysis
	The aim of the security impact analysis is to prov...
	This family consists of two components, levelled a...
	AMA_SIA.1 requires a sampling approach to validate...
	Both components in this family require the securit...
	AMA_SIA.1 Sampling of security impact analysis
	AMA_SIA.1.1D The developer security analyst shall,...
	AMA_SIA.1.1C The security impact analysis shall id...
	AMA_SIA.1.2C The security impact analysis shall id...
	AMA_SIA.1.3C The security impact analysis shall, f...
	AMA_SIA.1.4C The security impact analysis shall, f...
	AMA_SIA.1.5C The security impact analysis shall, f...
	AMA_SIA.1.6C The security impact analysis shall, f...
	AMA_SIA.1.7C The security impact analysis shall, f...
	AMA_SIA.1.1E The evaluator shall confirm that the ...
	AMA_SIA.1.2E The evaluator shall check, by samplin...

	AMA_SIA.2 Examination of security impact analysis
	AMA_SIA.2.1D The developer security analyst shall,...
	AMA_SIA.2.1C The security impact analysis shall id...
	AMA_SIA.2.2C The security impact analysis shall id...
	AMA_SIA.2.3C The security impact analysis shall, f...
	AMA_SIA.2.4C The security impact analysis shall, f...
	AMA_SIA.2.5C The security impact analysis shall, f...
	AMA_SIA.2.6C The security impact analysis shall, f...
	AMA_SIA.2.7C The security impact analysis shall, f...
	AMA_SIA.2.1E The evaluator shall confirm that the ...
	AMA_SIA.2.2E The evaluator shall check that the se...
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