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articular felds of technlcalactlwty ISO and IEC technat commlttees codiborate in flelds of
tual inteest Othe international eganizationsgovenmental and nogovenmental, in liaisen
th ISO andIEC, also take part in the wi.

Organisations is provided in Annex A of ISO-IEC 15408-1.

1 Part 3 Securityassurance requirements

ernational Standards are drafted in accordance with the rules given in the ISO/IEC Dirg
rt 3.

rculated to national bodies for voting. Pubtion asan International-Standarequires approa
atleast75 % of the nationdbodies casting a vote.

ternational Sandard ISO/IEC 1548-3 was prepard by Joint Tehnical Committe ISO/IEC

ponsoring Orgnisations asCommonCriteria for Information Technology Securityw&uation.
dditional information on th€ommon Criteria Project and contact information on its Sponsg

bcurity techniqgues — Evaluation criteria for | Taadty:
Part 1: Introduction and general:model

Part 2: Securityfunctionalrequirerents

hnexes A and B of this part ofSO/IEC 15408 aréor informatian only.

nis LEGAL NOTICE has been placed in all Partsd ¢SO/IEC 15408 by request:

ne seven \governmental organisatiort®lléctively called “the Common Criteria Praje
bonsoring’ Organisations”) @htified in ISO/EC 154081 Annex A, as the joint hadd of the
pyright*in the Common Criteria for Informatio Technology Securitgvaluation, Pars 1
rougw 3 (called the“CC”) h ereby grant non- excluswe Ilcense lSO/IEC to use tde\CC in the

PI’OJECt Sponsormg Organlsatlons retallme rlghtto use, copyjlstrlbute or modlfy ttaCC as they
see fit.

Vii

thefield of information technologylSO and IEC have establishedjoint.technical committeg,
SO/IEC JTC 1. Draft International Steards adopted by the joint technical committee 3

[C 1, Information technologyin collabogtion with Cemmon Criteria Project Sponsoring
OrganisationsTheidentical &xt of ISO/IEC 15408-% publishedby the CommonCiriteria Projet

O/IEC 15408&onsists of the following g@ts; under the general titlaformation technology —

onal

ctives,
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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 3:
Security assurance requirements

1 Scope

This part of ISO/IEC 15408dfines theassurance requireants of the standard. It incles the
evaluation asswance levels (EALS) that dfine a scale for measugrassuraoe, the individial
assurancecomponents from which the assurance levels are cemposed, and the fpiteria
evaluation of PPs and STs.

1.1 Organisation of ISO/IEC 15408-3
Clause 1 is the introduction and paradigm for gast ofdSO/IEC 15408.
Clause 2 desibes the presentation structuretloé assuranceadses, familiescomporents, gnd

evaluation assurance levels along with th@lationships. Italso chaeacteries the assurance
classes ard families fourd in clauses 8hroudi,14.

D
o

Clauses 34 and 5 povide a brief introduction to the evaluatianteriafor PPs and STsfollow
by detailed explanatiorsf the families‘and compents thatare used fothose evaluations.

Clause 6 provides detailed definitions of the EALSs.

Clause 7 providea brief introdwtion tothe assuranceadsesand is followed by claus$ throygh
14 thatprovide detailed-definitions dhose classes.

Clauses 15 and:-16 provide brief introdation to the evaluatiorcriteria for maintenance¢ of
assuranceollowed bydetailed definitions of thodamiliesandcomponents.

Annex Aprovides a summarnyf the depenéncies betweetheassurance components.

AnnexB provides a cross refence letween the EALs and the assurance components.

T.Z TSOMECT 15408 assurance paradigm

The purpose fothis subclause is to document the philosophy that underpihS@HEC 15408-3
approad to assurace. An understanding of this subclaus#l permit the eader to understand the
rationak behind tle ISO/IEC 15408-3 assurance reganrents.
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1.2.1 ISO/IEC 15408 philosophy

The ISO/IEC 15408 philosophy is that the threatsetuisty and organisationaksurity policy
commitments should beearly articulaéd and tle proposed smirity measures be&lemonstrably
sufficient fa their intended purpose.

to| exercise (| e. mtentlonally expl0|t or unlntentlonally trigger) a vuiméty and theextent of
thie damage that could occur from a \aséibility being exercised. Additialy, measures shoulg
be adoptd that facilitate the subsequent identition of vulnerabilitis and the elimination,
mjtigation, and/omotification that a vulnerability Isbeenexploited ortriggered.

1.2 Assurance approach

The I1SO/IEC 15408 philsophy is to provide ssurance based upon_an evaluation (actjve
investigation) of the IT product or system that is to beadudtvaluation hiasden the traditional
means of providig assurance and is the tsf&ir prior evaluation criteria dcuments. In aligning
the existing apmachesISO/IEC 15408 adopts the same philosoph@/IEC 15408 proposes
measuing the validity of the documentation and of the resulting IT product or system by axpert

miturealternativeapproaches emerge from these redeactivities, they will be considered for
inglusion in thestandard, whicls so structured asto allotheir future introduction.

1p.2.1 Significance of vulnerabilities

Itjis assumed that ¢he are thret agentsthat will activelyegk to exploit opportunities to violats
security polcies both for illicit gains*and for well-intentioned, but etreless insecure actions
Threat agents mawlso acciderdlly trigger security vulnerabiligs, causing harm to thg
orfganisation. Due to the need to processsiive information and the lack of awability of
sufficiently trusted prodtis ‘or' systems, there is signdit risk due todilures of IT. Itis, therefore,
likely that IT security brezhes could lead to significant loss.

U~ ViU

IT| security bre@hes arise througthe intentionakxploitation or the unintentional triggng of
vulnerabilities in teapplication of ITwithin busines concerns.

Stes shouldbe taken tgrevent vulnerabilities arising in IT prods andsystems. To thextent
feasiblervulnaabilities should le:

a) eliminated— thatis, active steps should beken toexpose and remove or neutralise
all exercisable vulerabilities;

b) minimised — that is, active steps shouldta&en to educe, toan acceptableesidual
level, the potential impact of any exie of a vulerability;

c) monitored — thatis, active stgps $ould betaken to ensure hat ary attenpt to exercise
a residual vularability will be deteted so that steps can taien to limit the damage.


https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

© ISO/IEC

ISO/IEC 15408-3:1999(

1.2.2.2 Cause of vulnerabilities

Vulnerabilities can arise throudhilures in:

a)

E)

requirenents — tha is, an IT produtor system may possead the functions and
features required of it and stitontain vulnerabilities that render it unsuitable or

b)

1.2.2.3 ISO/IEC 15408 assurance

Assurance is grounds for confidenthd an IT product or, system nets its seurity objectiv
Assurance can be derived fromereince to sources goyas unsubahtiated assertions, p
relevantexperience, ospecific experierce. However, the” standarg@rovides assuraeahrou
active investigation. Active insstigation is an evaluatioof the IT product or system in ord
detemine itssecurity properties.

1.2.2.4 Assurance through evaluation

Evaluation

15408 approach. Evaluatitechniges-can include, but are not limited to:

a)
b)
c)
d)
e)
f)
9)

meffectivewith Tespectto Security;
construction — that is, an IT product or system does not meet its satemis@Nd/
vulnerabilities have been introdad as a result of poor constructional .stand
incorrect designchoices;

operation — that isan IT produtor systen has be@ constricted,carrectly tacorrg

specification but vulerabilities have ben introduced saresultof inagquate contt
upon the operation.

has beethe traditional means of gaining assurance, and is #sestof the ISO/I

analysis and checking pfocess(esand procedure(s);

checking thaprocess(es) and procedure(s) laeang applied;
analysis.of-the correspondmbetween TOE ekign representations;
analysis of the TOE design representation ag#uestequirements;
verification of proofs;

analysis of guidance documents;

or
ards or

bCt
ols

bS.,
rior
gh

br to

FC

analyss of functional test developed amhthe results provided,;

h)

)

independent functional testing;
analysis for vulnerabilities (including flalypothesis);

penetration testing.
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1.2.3 The ISO/IEC 15408 evaluation assuran ce scale

The ISO/IEC 15408 philosophy asserts that greaesmsuence results from the applicatiaf
greaterevaluation effort, and that the goal is to apbly minimum effort required to providthe
necessary level of assurance. The increasmgl bf effort is kased upon:

f Attt I . - I
system is included;

b) depth—tha is, the effort is geater becausit is deployed t@ finer level odesignand
implementation etail;

c) rigour — that isthe effortis greater bcause iis applied ira morestructuredformal
manner.
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2 Security assurance requirements

2.1 Structures

The following subclauses describe the com$srwsed in remsenting the assance class
families, componentand EALs aong with the relationships among them.

Figure 21 illustrates the assance requirements defined in this part of IKQ/ 15408. Note

bES,

that

the most abstract collection of assurance requiremergfeisad to as a class. Eaeh clasatains

assurancdamilies, whch then contain assures components, which in tuwgontain assurg
elements. Classes and families are used to provide a tayommmclassifying assurg
requirements, whil comporents are used tepecifyassuance requirements ia PP/ST.
2.1.1 Class stru cture

Figure 2.1 illustrates thassurancelass structure.

2.1.1.1 Class name

Each assurane class is assigned a unguoname. The nammdicates the topics caved by
assurance class.

A unique shorform of the assurance clasameis also provided. Thiss the primary measf
referencing the assurandass. The convention adopted is an “A” followed by two letterst
to the chss name.

2.1.1.2 Class introduction

Each assuance class has an introductory subclause thatitbes the composition of the clas
contairs supportive textoveringthe intent of tle class.

2.1.1.3 Assurance families

\nce
nce

he

DI
heblat

s and

Each assurance’class cant atleast one assureafamily. The strgture of treassuance familjes

is described.-in the following subclause.



https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

ISO/IEC 15408-3:1999(E) © ISO/IEC

Common criteria assurancerequirements

Class ntroduction

Class name

Assurance family

Family name
|
Objectives N
: &
O

| ¢

PR\
Component IevethgQ

[ NS
Appllcatlosg\@s&es

[~
Assurance cor@?nent
\ CompOﬂbht identification
\,\-bbjectlves
u(')"“,O\ppllcatlon notes
( Depepdenmes

\

\

\

)@ Assuanceelement
\

Figure2.1 - Assurance class/family/component/element hierachy

2.1.2 Assuranc e family structu re

Figure 2.1 illustrates the assuranamify structure.
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Every assuance family is assigned a unique name. The name provieesigtive information
abou the topics cogred by theassurance family. Eh assurancdamily is placed within the

assurancelass that comins otler families withthe same intent.

to referencehe assurance family. €ltonvention adopted is thattbhot form of theclass)ng
is used, followedby an underscore, aiden thredetters related to the familyame.

2.1.2.2 Objectives
The objetives subclause dheassuance family presents the intenttbie assance family.

This subclause describes the objectives, particularly tietested to theJSDEC 15408 assura
paradigm, that the family is intended to address. The descriptiop-for the assamnahces kept
a generaldvel. Any specific details required for objectiveare dncorporated in the parti
assurance component.

2.1.2.3 Component levelling

Each assurance family contains one or more assurance componkistssubciuse of

assurance family describesstbomponents available drexplairs the distinctios between th
Its main purpose is to differentiatetlyeen the assurance components once it has been de
that theassurane family is a necessary or usepart of the assurarcequrements foa PP/S

Assurance famiéis containing more than one componentlavelled and rationale is provid
to howthe components are levelled..This rationai@ i®rms of sope, depth, and/or rigour.

2.1.2.4 Application notes

The application notes suladlse ofthe assurase family, if present, contains additidmaformati
for the assuranceamily.‘Thisinformationshould be oparticular interest tasers othe assura
family (e.g. PP and.ST authoresthners of TOEs, evaluators). Thegentation is informal

covers, forexample;warnings about limitations of use and areas where specific attentid
requred.

2.1.2.5 Assurance components

Each<asswance family has at least one assurance component. The structure of the
ceamporents is provided in the following sulzcise.

ans us
me

\nce
at
cular

the
em.
e rmin
I.

bd as

bNn
nce
and
Ie may

assurance

Z2.1.5 Assurance component structure

Figure 2.2 illustrates thassurance&omponent streture.
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Assurance |
component| |__| Component
identification

Ohicectivia

~
VUJDULI vioo

Application
notes

Dependenies

Assurance
—1 elements

Figure 2.2 - Assurance component structure

Therelationship betwen components within a family is highlighted using a bolding eotign.
Those parts ahe requirements thatemew,enhancd or modified beyond tk requirements of the
prlevious componentithin a hierarchy ardolded. Thesame bolding corention isalso usd for
dgpendenais.

2[1.3.1 Component identification

The component ghtification subchuse ‘provides descriptive infoation necessary to identify,
categoriseregiser, and referece acomponent.

Eyery assuranecomponent is assigd a unique name. The name proadescriptive information
about the tops covered by.thessuranceomponent. Each assurance componengieglwithin
the assuranefamily that sharesstsecurity objective.

Alunigue short form ofthe asswance component name is alprovided. Thisis the primary means
uged to refeence theassurane component. Theonvention usedthat the short form of tafamily

ngmeis used, followed by a periodnd thena nuneric character. The numeric characters for th
cgmponents-within el family are assigned sequedlty, starting fromi.

2[1.3.2_Objectives

TheZobgctives subclause ofhe assurance component pfesentcontains specific objectisdor

the particulaassuranceomporent. For those assurance componends hlave this subelise, it
presents the specific intent okttomporent and a more detailed exphtion of the objectives.

2.1.3.3 Application notes

The application n@s subclause ofan assuance component,if present, corgins additional
information to fecilitate the use of tacomporent.

e
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2.1.3.4 Dependencies

Dependenies among assurance components arise waemponent is not self-suient, and
relies upon th@resenceof another component.

Each assurancecomponent provides a complete list of dependencies to other assurance
. 1 i MRS
beenidentified. Thecomponents depended uparay have dependencies on other compoﬁents.

The dependency list edtifies the minimum setof assurance componentsich arecreliedipgn.
Componentsvhich are hierarchical to a componenttire deendency list nay also be used to
satisfy the dependency.

In speific situations the indicatd demndencies might not be apphble.. The PP/STauthor, py
providing tionale for why a given dependency is not applicable,<magtehot to satisfy {a
depedency.

2.1.3.5 Assurance elements

A set ofassurancelementss providedfor eachassuance-componenAn assurance element is a
security requirement which, if further divided, would net yield a meaningful evaluation result. It is
the smallest smirity requitrement recognised ithe standard.

Each assurance @hent is identified as blonging-to one of the three setsassuance elements:

a) Developer action efnents: theagtivities that shall be performed by the developer. This
set of adionsis further qualfied by ewdential materal referencedin thefollowing st
of elements. Requirements for developetiioms aredentified by appending thetter
“D” to the element number.

b) Content and presentation of eviderements: the eviehce requied, what the
evidence shall>demonstrate, and what information the eadeshall convey.
Requirements for content and presentation of evidence are identified by appgnding the
letter” C”. to'the elementnumber.

c) Evaluator actiomlements: the activities that shall performed bytheevaluator. This
set)of actions explicitly isludesconfirmation that the requements prescribed in| the
content and presentation of eside elements havbeen met. lalso includes expl|cit
actionsand analysi that shall be performed iaddition to that already @formed jpy
the developer. Implicit evadtor actions are also to beerformed as a esult |of
developer actiorelements whichare not covered by content and presentation of
evidence reuirements. Requirements for evahgttions are identiéd by appending
theletter "E”T0 the element nuneb.

The developer actions and caentt and preantation of evidencelefinethe assuance requirements
that are usd to represent a developerasponsibilities in demonstrating assurance in the TOE
security functions. By meeting these requirements, the developer can increase confidethee th
TOE satisfies théunctional and assurancequirementof a AP or ST.
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The evaluator ations define the euator's lesponsibilities in the two aspects ofaation. The
first aspecis validation of thePP/ST in accordance with the classes APE and AS&anses 4
and 5. Theecond aspect is verifation of the TOE's conformance with its functioaatl assurance
requirements. By demonstrating that the PP/ST is aalidthatthe requirements areanby the
TOE, the evaluator can provide basis for confidence that the TOE will meet its security
objectives.

The cvelope action elementscontentand presentation oévidene elements, ah explicit
eyaluatoraction elements, identify the awator effort that shall be expeed in verifying-the
security clains made inthe ST of the TOE.

2[1.4 Assuranc e elements

Eqch elementepresents a requirementbe met. These statements of requirements are intehded
to] be clear, conogs and unambiguous. Thefore, there are no compound sentences: each
separableequirement is stated as iadividual element.

The elements have been written using the normal dictionary meaning for the terms used, rather than
uging a number of predefidéerms as shorthand wdhi resulsin implicit requirements. Therefore,
elementsare writen as expkit requirementswith no reserveterms

In| contrast tolSO/IEC 15408, neither assignment nor selection operationsral@vantfor
elements in this parf SO/IEC 15408; howeverefinaviens may be made to IS@C 15408-3
elements arequired.

2[1.5 EAL structure

Figure 2.3 illustates the EALs and associated structwgfened in this part of ISO/IEC 15408. Not
thFlt while the figure shows theontents of the assurance components, it is intended that this
information would be includd in an EAL by refeence to the actual componentfided in 1ISO/

IHC 15408.

D

2[1.5.1 EAL name

Each EAL is assigned-a unique name. The name provides descriptive information aboettitthie int
off the EAL.

Alunique shortorm of the EAL namesalso providedThis isthe primary means uséareference
thie EAL.

2.[1.52¥0Objectives

Theobjectives subclause of the EAL presents the intentedEAL.

2.1.5.3 Application notes

Theapplication notes subclause of the EAL, igent, contains information of particular interest
to uses of the EAL (e.g. PP andTSauthors designers bTOEs targeting this EAL, evaluators).

Thepresentation is inforah and coversfor example, warnings about limitations of wumel areas
where specific attention may bequired.

10
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ISO/IEC 15408-3 Assurance levels

Evaluation assurance level ol

EAL name

Objectives

Application notes

C

— ararara

Assurance component

omporent identiicaior
_ Objecfives
T AnAlicatinn nAtaa ]
7Agipll%mm notes g
J
2
|

__ Dependenes ~
1

Assuanceelement
18,

Figure 2.3

- EAL structure
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ISO/IEC 15408-3 Assurance ISO/IEC 15408-3 Assurance
requirements levels

Assurance class -

Class name
\

Class introduction _
‘ Evaluation assuranceevel 1

Assurance family gt

EAL name
Family name [

| Qbjectives
Objectives \

| Application notes

Component levelling ‘
‘ Assurance component

(Component identification

_ Objectives
:Ag_pli%lti@ notes |
_ Dependencies |

- — /1

Application notes N
\

Assulnce component [~

\Componeqt identificatidn

4

— aorararn

ol
Assurance element | 4

‘ Obj?Cti\BS ! Lo - J-$‘
\ Applicqtion notés;" | & § — — — — — — )
\ Dependenes \

Assuarceelement q
»

Figure 2.4 - Assurance and assurance leVassociation
2.1.5.4 Assurance components

A setof assuance componentsaie keen choseffior each EAL.

12
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A higher levelof assuance tharthat provided by a giveBAL can be achiesd by:
a) including additional assuraa comporents from otheassurancdamilies;or

b) replachg an asurance component with a higher level asurance component from the
sameasaurancefamily.

2.1.6 Relationship between as surances and assur ance levels

Figure 2.4 illustrates the relationship beén the assance requirements and thesugence levels
defined in ISO/IEC 15408. While assurance components furthesngmse dato assurance
elementsassuance elementsannot be individually referead byassuance kvels. Note that|the
arrow in the figurerepresents a referemfrom an EALto an assurance component within ¢ragss
where it is defined.

2.2 Componen t taxonomy

This part of ISO/IEC 15408 contains classes of fasi#ind components that are grouped|on the
basis of related assamce. At the start of each class is adiagram that indicates theekamithe
class and tacomporents in eactiamily.

Class name

Figure 2.5 - Sampleclass decomposition diagam

In Figure 2.5, above, the class as shawntains a singleamily. The family contains three
comporents that ardinearly, hierarchical (i.e. component 2 requires more than compongnt 1, in
termsof specific actions; Sp#ic eviderce, or rigour of the actions or evides). The assurance
families in this part 0f,ISO/IEC 15408 are all lany hierarchical,athough linarity is not a
mandatory criterion forassuance families that malge added in the future.

2.3 Protection Profile and Security Target evaluation criteria class
structure

Theequirements for protection profile andcsirity target esluation are treated as assyrance
classes and are presented usmg the S|m|Iar structure as that used for the othereasassws,

assouated famlly descrlptlons The reason is daeh arnlly has onIy a sm@ component and
therefore no levelling has occurred.

Tables 31, 3.2, 3.3ad 3.4 in clause3 of thispart of ISO/IEC 15408 summarise, for boththe APE

and ASE classes, theconstitient families andabbreviations for ach. Narrative sumuries for the
APE familiescan befoundin ISOIEC 154081, Annex B, subclauses B.2 through B.2.6,

13
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whereas arrative summaries for the ASE families can be found in ISO/IEC 15408-1, Annex C,
subclauses C.2through C.2.8.

2.

de
C
C

Pa
re

an indepenént determinationof sufficiency need to be made. Télevel of rigour required

arle noapparent contradictions be@en these entities.

4 Usage of terms in ISO/IEC 15408-3

herent— An entity is logically ordered and has a discernible meaning. For agodation, this
Idresses both thectaal text and the structure of the document, in terms of whether
cerstandable byts target audience.

bmplete— All necessary parts of an entity havedm provided. In terms of documentation, th

eans thasll relevant information is covered in theawnentation, at suchlavel of deéil that
further explanation is reqad at thatievel of abstraction.

pnfirm — This term is used to indicatieat someéthing regls to be reviewed in detail, and th

pends on theatureof the subjet matter, Thigermis only appliedto evaluator actions.

bnsistent— This term describes a retationship besvivo or more entities, indicating that the

punter (verb) — This termxis typically wesl in the context that a @arity objective counters §

rticular theat, but does‘notacessarily indica that the threat is completely eradiedtas a
sult.

D
th

Describe < Thisterm requires that certain, gjiféec details ofan entity be provided.

bmonstrate — This term efers to an analysis leading tacanclusion, which is less rigourou
n a “proof”,

Deternine — This term requires an independent analysie be madgwith the objectie of
reaehing a articular conclusion. The usagjof this tem differs from “confirm” or “verify”, since

it is

1S

re

|

these other terms Imply that an analysis hamayr be@ performel which reecds to be reviewed,

whereas the usage of “determine” implies a truly independent analysis, usuh#éyabsence of

any previous analysisaving been perforedl.

Ensure — This term, ued by itself, implies a stroncausal redtionship between aaction and its

consequences. Thigrt is typically peceded by the word “helps”, which indicates that the

consequence is not fully cairt, on the basis of that@on alone.

14


https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

© ISO/IEC ISO/IEC 15408-3:1999(

E)

Exhaustive — This term is ud in the standard with respectdonductirg an analyss or other
activity. It is related to “systematic” but is considerably stronigethat it indicates not only gha
methodical approach has beeskeén to perform the analysis or activityccarding to an
unambiguous plan, but that the plan that was followed is sufficient to ensure that all possible

avenues have been exercised.

guestion “Why?” without actually attempting to argue that the course of ac@bwés taken
necessarily optimal.

Internally consistent— There are napparent contradictionsetween any asgcts of’an entity.

terms of docurentation, this measthatthere carbe no staments within thedocumentation
can betaken to contradict each other.

Justification — This term redrs to an analysis leading to a conclusiof; but is more rigorg

ver the
vas

In
hit

Bns th

a demonstration. This ternequires signifcant rigour in terms of yvery ogully and thoroughly

explaining every step dlogical argument.

Mut ually supportive— This term descrilsearelationship betweeagroup ofentities, indicating

that the entities possess propersevhich do not conflit with; and may assist thether entities
performing their tasks. It is not neceay to deermine.that every individual entityn quest
directly supports other entities in that groupiragher;.it is a more general deterration that
made.

Prove — This refers to a formal alysis in its nathematical sens. It is completely rigourou
al ways. Typially, “prove” is usel when there is a desire to shoveorrespondenceetween tw
TSFrepresentationst ahigh levelof rigour.

5 in
on
S

S in
0]

Specify— This termis useal in the samecontextas“describé, but is intended to be more rigodirous

and precise. Itis very similar to define”.

Trace (verb) — This érmssiugd to indicate that an informal corresponderns equired betws
two entitieswith only a minimal leveof rigour.

Verify — This term-s simdr in context to “confirm”, but has more rigourous corations. T

termwhen used:in the comt of evaluator ations indicaes that an independent effort is red
of the evaluator:

2.5 “Assurance ca tegorisation

=

his
g

The assurance classes, familagl the abbreviatiofor each familyare shown ifable 2.1.

2.6 Assurance class and family overv iew

The following sumrarises the assurae classes andrhilies of clauses 8-14. These clessnd

family summaris are presented ithe same order as they appm clauses 8-14.

15
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Table 2.1 -Assurance family breakdown and mapping

Assurance Class Assurance Family Abbreviated Name
Class ACM: CM automation ACM_AUT
Configuration CM capabilities ACM_CAP
management —cit-seope AEM—SEP
Clas ADO: Delivery |Delivery ADO_DEL
and operation [Installation generation amstart-up| ADO_IGS
Functional speci@ation ADV_ESP
High-level design ADY._HLD
_ Implementation represtation ADY_IMP
gészfoéz\éht TSF irfernds _ ADV_INT
Low-level design ADV_LLD
Representation correspondence ADV_RCR
Security policymodeling ADV_SPM
ClasAGD: GuidanceAdministrator guidance AGD_ADM
documents  |[User guidance AGD_USR
Development security ALC_DVS
Class ALC: Life cyclgFlaw remediation ALC_FLR
support Life cycle definition ALC_LCD
Tools amitechniques ALC_TAT
Coveaage ATE_COV
_ Depth ATE_DPT
Class ATE: Tests Functional tests ATE_FUN
Independent testing ATE_IND
Covertchannelanalysis AVA_CCA
\%ﬁf: ra%\”/é\y Misuse AVA_MSU
assessment | Strength of TOE securitiunctions AVA_SOF
Vulnerability analysis AVA VLA
26.1 ClasstACM: Configuration management
CpnfigurationmanagementCM) helps to ensure thahe integrityof the TOE is preseed, by
rejquiting disipline and control in the processes of refirent and modification of the TOBnd

othePrelated information. CM prevents unauthorised modifications, additiondgbtows to the

TOE, thus providing assuranceithhe TOE and documentation used for eg@dun arethe ores

pr

epaed for distribution.

2.6.1.1 CM automation (ACM_AUT)

Configuration maagement automation establisheg tbvel of automation usd to control the
configuration items.

16


https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

© ISO/IEC ISO/IEC 15408-3:1999(E)

2.6.1.2 CM capabilities (ACM_CAP)

Configuration management capabilities defihe claracteristics ofthe configuation management

system.

2.6.1.3 CM scope (ACM_SCP)

Configurtion managment <ope indicates the TOE items that need to be coetrdily tlhe

configuration maagement system.

2.6.2 Class ADO: Delivery and operation

Assurance e@ss ADO defines requirements for the measureszgulares, and'Standards condgern

with secure divery, installation, and agational use of thefOE, ensuring that the a&
protection dfered by theTOE is not compromised during transfedstllation, start-up,
operation.

2.6.2.1 Delivery (ADO_DEL)

Delivery covers the procedures used to namsecurity.during ensfer of the TOE to the ¢
both on initial delivery ands part of subsequent modification. It includes spgmiocedures
operations requied to cemonstete the authenticity -of the detked TOE. Such pradures g
measures are thbasisfor ensuring thaithe security protection offedeby the TOE $ n
compromisé during tansfer While complianewith the delivery requirementsannot alwayg
determined when a TOE is evaluated, it is possibledae theprocedures that a developg
developd to distribute thélf OE tousers.

2.6.2.2 Installation, generation and.start-up (ADO_IGS)

Installation, gegration, and start-up requires that topy of the TOE is configured andtavat
by the administrator texhibit the same protection properties as the enastpy of the TOE. ]
installation, gneration and\start-up predures provide confahce that the administrator w
aware of the TOE copfiguratigparameters anldow they can affedhe TSF.

2.6.3 Class ADY::Bevelopm ent

Assurance _¢€lass ADV defa requirements for the stepwise refinement of the TSF from t
summary._specifigtion in the ST down tdhe actual implementation. Each of tlesulting T
representations provide information to help the evaluator detemine whether the function
requirements of the TOEahe keen met.

2:6.3.1 Functional specification (ADV_FSP)

ty
and

IS

or
ind
ot

be
br has

bd
'he
e

he TOE
SF
al

The functional specitation describgthe TSF,and must bea complet and accurate instantiation
of the TOE security functional requirements. The funcligpacification alg detailsthe exteral
interface to te TOE. Users othe TOE ag expeced tointerad with the TSF through this ingrface.

17
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2.6.3.2 High-level design (ADV_HLD)

The high-evel design is a top lel design speification that refines the TSF functional
specification into the major constituent parts of tHESF. Thehigh lewel design identifies the basic
structure of the TSF and theapr hardware, firmwae, and software elements.

-3 3 Imptementation Tepresentation (ADV_1viP)

The implementationepresentation is the least abstract espntation of the TSF. It captures the
dgtailed internal workings of the TSF iterms of sowe code, hardware drawingsy-etc.as

e TSF internad requirements sgeify the requisite internabtructuring otbe TSF.
.3.5 Low-level design (ADV_LLD)

e low-levé design isadetailed design specification tirafines the high-levdalesigninto a level
detail that cafre useds a basigor programming and/ohardwareconstruction.

.3.6 Representation correspondence (ADV_RCR)

e repesentationcorresponence is a demonstration of mappings betweeadjicent pairs of
ailable TSF representations, from the TOE summary specification through to the least abstract
representation thasiprovided.

.3.7 Security policy modeling (ADV._SPM)

curity policy models are structutegbresentations of security policies of the T&R] are used
provide increased assucarthat the functional speaitition coresponds to the sarity policies
ofl the TSP, and ultimately to.the TOE security functional requirements. Ttash®ved via
cqrrespondere mappings-beteen the futional specification, the security policy metj and the
security policies ti are.modelled.

26.4 Class AGD: Guidanc e documents

Assuance clas AGD defines requirements doted at the understandabyjlitcoverageand
cgmpkteness of the operational documentation provided by the develdps documentation
which provides two categ@s of information, for users and for administrators, is an imgrt
tor in the scure operation of th€OE.

2.6.4.T Administrator guidance (AGD_ADM)

Requiements for administrativguidance help ensuredahthe environmental constraints can be
understood by adminisétors and operators of the TOE. Admingsire guidarce is the primary
means aailable to the @velope for providing the TOE administratewith detailed, acurate
information of how to adminigr the TOE in a sgire manner and how toake effective use of the
TSF pivilegesand protection functions.

18
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2.6.4.2 User guidance (AGD_USR)

ISO/IEC 15408-3:1999(E)

Requirements for @s guidance help ensure that users are able ématgpthe TOE in aesure

manner (e.g. tle usage constraints assumbyg the PP orST must be clearlyexplaineda

nd

illustrated). User guidance is thpemary \ehicle available to thdeveloper for providinghe TOE
users with the necessary background and speficmation on how to correctly uske TOE's

visible security funtibns do and how they are to be used,. SO th:at users are able to consi
effectively protect their information. Second, it needs to explain the user's role in,maint
TOE's security.

2.6.5 Class ALC: Life cycle suppo rt

Assurance class ALC defines requirements for assurance through the adoption of a
life-cycle model forall the steps of th€OE development,including flaw remediatioproced

and policees, correct use of tools and techniques and the security measures used to
development environment.

2.6.5.1 Development security (ALC_DVS)

Development security cexs the physial, procedural, personnel, and otkaurity measures @d

in the development environment. It incksdohyscal security of the development location(§
controls on the selection and hiringdewelopment staff.

2.6.5.2 Flaw remediation (ALC_FLR)
Flaw remediationensures tht flaws discovered by the TOE consemh will be traked 3

correctedwhile the TOE is supportepy the developeMWhile future complance with theflg
remediation requirements cannotbe determined when a TOE is evaluated, it is possiblg

Ser-
stently and
hining the

Il defin
res
protect the

5) and

nd
W
to evaluate

the proedures ad policies thata-@velope has in place to track and repaavits, and to distrilpute

the repairsa consumers.
2.6.5.3 Life cycle definition (ALC_LCD)

Life cycle definition-establishes that the engieg practices used by a devedopo produce
TOE include ctle~considerationsand activities identiied in the developnent process 4
operationalstpport requiremnts. Configgnce inthe correspondendetweerthe requiements g
the TOE is<greater when security analyaisl the production of evidence are done on a

basis asyan integral part of tthevelopment proess and operational support actiesti It is not

intent-efthiscomponent to dictate argpecific development peess.

26.5.4 Tools and techniques (ALC_TAT)

the
nd

nd
fegular
the

Tools and technices addesses the need to define the development tools being used to analyse and

implement the TOE It includes equiremens concerning the development tools
implementatiordependentoptions of those tools.

and
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2.6.6 Class ATE: T ests

Assuince classATE states testigrequirements that demonseahat the TS satisfies the TOE
security functionbrequirements.

2.6.6.1 Coverage (ATE_COV)

Cpverage deals with tmompletenesof the functional tests permed by thedeveloper oncthe
TOE. It addressgthe extent to whicthe TOE security functions are tested.

2.6.6.2 Depth (ATE_DPT)
Depth dealswith the level of dedil to which the developer tests éhTOE. Testing of security

functions is based upon areasing depth of inforration derived from aaysis of the TSF
rejpresentations.

2)6.6.3 Functional tests (ATE_FUN)

Functional testing ealishes thatthe TSF exhibits the properes necessary to satisfthe

requirements of its ST. Fational testing provigs assurace-that the TSFatisfies at least the
rgquirements of thehosen functional components. However, functional tests destadilish that
thie TSF does no more than exdcfThis family focuss.on functional testing performed by the
developer.

26.6.4 Independent testing (ATE_IND)

Independent testing specHi¢he degree to-whichthe functional testingof the TOE must beg
performed by a party therthan the deveper (e.g. dhird party). This family adds value byhe

infroduction of testthat ae nat part of tte developes tests.

26.7 Class AVA: Vulner abjlity ‘asses sment

Assuance clas AVA defines requirementslirected at the identification ofxploitable

vulnerabilities. Specifially, it addresses those vulnerabilities introgtliin the construction,
operation, misuser ineerrectconfiguration of tke TOE.

26.7.1 Covertchannel analysis (AVA_CCA)

Cpvert channelanalysis is directed towards the digvery and analysis ofunintended
communicationghannelghat can be exploéd toviolate theintended TSP.

2612 Misuse (AVA_MSU)

Misuse aalysis investigates whether an administrator or user, with an understanding of the
guidarce documentation, would reasonably be able to deterihite TOE is configurednd
operatingn a mannethat is ingcure.
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2.6.7.3 Strength of TOE security functions (AVA_SOF)

Strength of function analysaldresse3 OE seurity functions that are realised by a probabilistic

or permutational mecham (e.g. a pasvord or hash function)Even f such functios cannot

be

bypasseddeattivated, orcorrupted, it may still be possible defeat them by direct attack.level
or aspecific metric may be claimed for the strength of each of thesedns. Strength diunction

strength d function analysis of password mechanism cdamonstrathatthe passw functi
meets the sength claim by showinghatthe password spacgsufficiently large.

2.6.7.4 Vulnerability analysis (AVA_VLA)

Vulnerability analysis consists of the identdiion of flaws potentially introduced in the diffe
refinementsteps of tle developmentlt results inthe dfinition of penetratiortests through
collection of the neessary informatiogoncerning: (1) the compteness.ofthe TSF (does th¢
countr al the postulad threat8) and (2) the dependencies betweenall securitycfioms. Th
potentialvulnerabilities are assessed through penetration testimgtermine whetheéheycou
in practice beexploitabkto canpromise the secity of the TOE.

2.7 Maintenance categorisation

The requirements for the maintenance of asserare trested as an assurance class an
presented using theass structure definegbove:

The maintenancef assuranefamilies, andhe abbreviatiorior each familyare shownin Tal
2.2.

Table 2.2 -Majntenan@ of assurance class decomposition

Assurance Class Assurance Family Abbreviated Name}
Assuiance maingnance plan AMA_AMP

_ TOE component categorisation AMA CAT
Maintenancé of assuraa |repat -
Evidence of assurance maintenapnce AMA_EVD

Security impacanalysis AMA_SIA

2.8 Maintenance o f assurance class and family overview

e,
bn

prent
the
b TSF
pse
d,

d are

e

The following summarises the assuraa class and families of clause 16. Td@ss and fan

nily

summaries arpresented in theameorderas they appean clause 16.
2.8.1 Class AMA: M aintenance of as surance

Assurance class AMA is aimed at maintaining the level of assutlaaiitke TCE will continue

to

meet its security target asatges are nade to the TOE or itsnvironment. Each of the families in
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this class identifiesaeloper and evaluat@ctions thatare to beappliedafter the TOE has been
swecessfully ealuated, althouglsome requiremnts can be applieat the time of the evaluation.

2.8.1.1 Assurance maintenance plan (AMA_AMP)
Theassurance maintenanplan identifies the plans and pedares a developer is to implement in
ondertoensure that the assurance that was estabtished i the evatuated TOE 15 madTjained
changes are madetiee TCE or its environment.

28.1.2 TOE component categorisation report (AMA_CAT)

The TOE componerdategorisation repogrovidesa categoristion of the component®f a TOE
(¢.9. TSF subsystemsyarding to their redvance to security. This agforisation‘acts as a focusg
for the developer’s securitynpact analysis.

28.1.3 Evidence of assurance maintenance (AMA_EVD)

Evidence of assuranceaintenance seeks éstablishconfidence tht theassuance inthe TCE is
bging maintainedy the eveloper, inaccordanceavith the assurase mainterance plan.

28.1.4 Security impact analysis (AMA_SIA)
Security impct analysis seks to establish confidea that assurance has been nzaned in the

TOE through aranalysis perforred by tre developeofthe gcurity impact ofall changsaffecting
the TOE since itvas evaluated.
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3 Protection Profile and Security Target evaluation
criteria

3 1T OVerview

Thisclause introduces ¢tevalwetion criteria for PPs and STs. The evaluation critaréghen ful
presented in aelse 4, Class APErotection Profile evaluation, and clause 5, Class,/S&ttiri
Target evaluation.

These criteria are the first requirements presented in this part of ISOHEC 1%408édéhe
and ST evaluation will normally beeformed before th& OE evaluation/They play a spal rg

in that informationabout the TOE is assessed #énel functional and.assurance requieais Ire

evaluated in order téind outwhether the PP or STs a meaningful bassfor a TOE evaluatio
Although these evaluation criteria differ somewhat from the<requiremecitauses 7 through
they are presentedn a similar manneibecaus the developer and elator activities 3
comparable for PP,TSand TOE evaluations.

ThePPand ST classes d#f from the TOE classes,in.that all the requirementserPtor STcla

y
Ly

PP
le

need to beonsicered for a PP or ST evaluation, @bas the requirements presented in the TOE

classes coveawide range of topics not all of whicmeedbe considered fagiven TOE.

The evaluation criteria for PPs and STsare based on the information providecexe#\Bn
C of ISONEC 154081. Useful backgound irformationfor the requremens in theclasses A
and ASE, as presented the following-clauses, cdre found there.

3.2 Protection Profile criteria overview

3.2.1 Protection Profile-evaluation

The goal of a Pevaluation is tadlemonstragthat the PP is compdte, consisint, technicallysout
and herte suitable for use asstatenent of requirements for one or moreaatable TOEs. §

aPP may b&ligible for inclusian within a FP registry.

3.2.2 Relation to the Se curity T arget ev aluation criteria

ind
PE

th

As. described in Annexes B and €I80/IEC 154081, there arenany similarities in structure

and

content letween the generic PP and the TOE-specific ST. Coeaélguthe criteria foevaluating

PPs contain requirements thatessimilar to manyof those forSTs and thecriteria for bothare

presented in a similar manner.
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3.2.3.1 Evaluator tasks for an evaluation based on ISO/IEC 15408 requirements only

Evaluators performing a P&valuation that des not include requements from outside the
standard shall applythe requirements of th®PE class as described Table 3.1.

3/2.3.2 Evaluator tasks for a ISO/IEC 15408 extended evaluation

Table 3.1 -Protection Profile families - only IS@QIEC 15408 requirements

Class Family Abbreviated Name
Protection Profile, T@ description APE_DES
Class APE:[Protection Profile, Securitgnvironment APE_ENV
Pg)rtgf‘fltéon Protection Profile, Pihtroduction APE_INT
evaluation |Protection Profile, Securitybjectives ARE -OBJ
ProtectionProfile, IT security requirements APE_REQ

Epaluators prforming a PRevaluation that includes requir@mts from outside the standard sh
apply therequrements bthe APE clasas desgbed inTable 3.2.

Table 3.2 -Protection Profle families- ISO/IEC 15408 extended requirements

Class Family Abbreviated Name
Protection Profile, T@.description APE_DES
Protection Profile, Swirity environment APE_ENV
Class APE : : :
Protection Protection Prafile, Pihtroduction APE_INT
Profile |Protection Profile, Smirity objectives APE_OBJ
evaluation|ProtectionRrofile, IT security requirements APE_REQ
Protection Profile, Explicitly stated IT APE SRE
security requirements -

3 SecurityTarget cr iteria overview

3[3.1 Security Target e valuation

The .goal of an ST evaluation is to demonstraée tie ST is completesonsistent, tehnically
sound and herce suitable for us@s the basis for the correspondingH évaluation.

3.3.2 Relation to the oth er evaluation crit eria in this part of IS O/IEC 15408

There are two identified &jes for the ealuation of a TOE; the ST evaluation and the

corresponding TOE evaluation. Thequirements for ST evaluations arecdssedhere and in

clause 6wvhile the equirementdor TOE evaluatioeare contained in clauses 7 through 14.
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An ST evaluation includea PP claims eauation. If the ST does notam PP conformance, the
PP claims part of the ST shall contain a statement that the TOE does not claim carddoaan
PP.

3.3.3 Evaluator ta sks

333" T Evaluator tasks for arm evatuation based om ISOAEC 15408 TequiTeEmMenms onmy |

Epaluators performing an ST evaluation that does noude equirementsfrom outside)the
standard shall applythe requirements of th&SE class as described Tablk 3.3.

Table 3.3-Security Target families - only ISO/IEC 15408 requirements

Class Family Abbreviated Name|
Securiy Target, TOE description ASE- DES
SecurityTarget, ®curity environment ASE_ENV

Class ASE:[SecurityTarget, ST introduction ASE_INT
S.I?grlgé? SecurityTarget, ®curity objectives ASE_OBJ
evaluation |SecurityTarget, PP claims ASE_PPC
SecurityTarget, IT securityequirements ASE_REQ

Securiy Target, TOE summary.specification ASE_TSS

3/3.3.2 Evaluator tasks for a ISO/IEC 15408 extended evaluation

Epaluators performing an ST evaluation-thatudes requirements from outside gtndard shall
apply therequrements bthe ASE clasas desgbed inTable 3.4.

Table 3.4 -Security Target families- ISO/IEC 15408 extendedequirements

Class Family Abbreviated Nameg
Security TargetTOE description ASE_DES
Security TargetSecurity environment ASE_ENV
Security TargetST introduction ASE_INT
C?:csuﬁtSE: Security TargetSecurity objectives ASE_OBJ
Targety Security TargetPP claims ASE_PPC
evaluation |Security TargetlT security requirements ASE_REQ
e et Xpicily_stated T pse sre
Security TargetTOE summary specification ASE_TSS
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4 Class APE: Protection Profile evaluation

The gal of a PP evaluation is to demonsgritat tre PPis complek, consisent and techrgally
sound. Anevaluated PP $ suitable for usesthe basis for tadevelopnent of STs. Sucta PPis

eligible Tor Inclusion In a registry.

Figure 4.1 shows the farre within this class.

Class APE: Protection Profile evaluation

— APE_DES: Protection Profil§,0E description —

— APE_ENV: Protction Profile, Securitgnvironment .

— APE_INT: Praecion Profile, PPintrodudion o

— APE_OBJ: Protection<RProfile, Security etiives .

— APE_REQ: Pretection Profile, I3ecurity requirements |

| APE_SRE: Praiction Profile, Explicitly stagd IT security |
requirements

[~ J =] =] o] L] [

Figure4.1 - Protection Profil e evaluation class deomposition
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4.1 TOE description (APE_DES)

Objectives
The TOE descriptiorsian ad to the understandirg of the TOE’s securiy requirements. Evaluation
\c/)\fth all othe pats ofthe PP.

APE_DES.1 Protection Profile, TOE description, Evaluation requirements

Dependencies:

APE_ENV.1 Protection Profile, Security environment, Evaluation‘réquirements
APE_INT.1 Protection Profile, PP introduction, Evaluation requirements
APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements

APE_REQ.1 Protection Profile, IT security requirements, Evaluation
requirements

Developer action elements:
age DEs.1ip  The PP dewloper shall provide aTOE description as part of the PP.
Cpntent and presentation of evidence elements;

age pes.1ic  The TOE description shall as’a minimum decribe the product type and the
generalI T feaures of the TOE.

Eyaluator action elements:

AgE DEs.11E  The evaluator, shall confirm that the infor mation provided mees all
requirementsfor content ard presentation ofevidence.

Age DEs.12e  The evaluator shall confirm that the TOE description is coherent and
internally’consistent.

Age DeEs.13e  The'evaluator shall confirm that the TOE description is consistent with the
other parts of the PP.
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4.2 Security environment (APE_ENV)

Objectives

In order to determine whether the IT security requirements in the PP are sufficient, it is important
that the security problem to be sobl is clearly understood hyall parties to the evaluation

APE_ENV.1 Protection Profile, Security environment, Evaluation requirements

Dependencies:
No degendencies.

Developer action elements:

APE_ENv.11D  The PP developer shall provide a statement of TOE Security environment as
part of the PP.

Content and presentation of evidence elements:

APE_ENv.11c  The statement of TOE security enviroenment shall identify and explain gny
assumptiors about the intended usageef the TOE and the environment of use
of the TOE.

APE_ENv.12c  The statement of TOE secutity environment shall identify and explain gny
known or presumed threats to the assets against which protection wi|l be
required, either by the TOE or by itsenvironment.

APE_ENv.13c  The statenment of FOE security environment shall identify and explain gny
organisational segurity policies with which the TOE must comply.

Evaluator action elements:

APE_ENV.11E  The _evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

APe_ENv.126 < The evaluator shall confirm that th e statement of TOE security environment
is coherent and internally consistent.

29


https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

ISO/IEC 15408-3:1999(E) © ISO/IEC

4.3 PP introduction (APE_ INT)

Objectives

The PP introduction contains docermb management and ovemw information neessary to

C(')rrectlyldentlfled and that it is consestt with aII otherparts of thePP
APE_INT.1 Protection Profile, PP introduction, Evaluation requirements

Dependencies:

APE_DES Protection Profile, TOE description, Evaluation requirements
APE_ENV.1 Protection Profile, Security environment, Evaluation requirements
APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements

APE_REQ.1 Protection Profile, IT security requirements, Evaluation
requirements

Developer action elements:

Age_INT.1.1D  The PP dewloper shall provide aPP introduction as part of the PP.

Cpntent and presentation of evidence elements;

Age_INT.1.1c  The PP introduction shall c@ntain a PP identification that provides the
labelling and descriptive information necessey to identify, catalogue, register,

and crossreference the PP.

age_INT.12.2c  The PP introduction shall contain a AP overview which summarises the PP in
narrative form.

Eypaluator action elements:

Age_INT.11E  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

ARe_NT.12E . The evaluata shall confirm that the PP introduction is cohetent and internally
consisent.

Age INT.L38  The evaluator $all confirm that the PP ntroduction is consisten with the
other parts of the PP.
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4.4 Security objectives (APE_OBJ)

Objectives

The security objectives is a concise atant of the intended response the security problem.

adequatelyaddress the ezurity problem. The securitpbjectives are categoes & secUri
objectivesfor the TOE and as security ebjives forthe environment. The securitpjectives fpr
both the TOEand the environment must be shown to be traced back to the identikatstta|be
counered and/or policies and assumpsdo bemet byeach.

APE_OBJ. 1 Protection Profile, Security objectives, Evaluation requirements

Dependencies:
APE_ENV.1 Protection Profile, Seurity environment-Evaluation requirements

Developer action elements:

APE_oBJ11D  ThePP developer shall provide astatementof security objectives as part ofthe
PP.

APE_oBi12p  The PP developer shallprovide the*security objectives rationale.
Content and presentation of evidence elements:

APE_oBJ11C  The statement of seurity-objectives shall dsfine the security objectives for the
TOE and its environment.

APE_oBJ12c  The seurity objectives for the TOE shall be atarly stated and traced bak fo
aspects of the~ identified threats to be counted by the TOE andfor
organisatienal security policies tdbe met by the TOE.

APE_oBJL13c  The secdrity objectives for the environment shall be cledy stated andtraced
baek-to aspects of identified theats not compétely countered by the TOE and/
er-organisational security policies or assumptions not complely met by the
TOE.

APE_0B¥T4C  The security objectives rationaleshall demonstratethat the stated security
objectives are suitable to counter the identified theats tosecurity.

APE_OBJ.L5C The securlty objectlves ratlonaleshall demonstratethat the stated se:url y

policies and assumptions.
Evaluator action elements:

APE_0BJL1E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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APE_0BJ12E  The evaluator shall confirm that the statement of security obgctives is
complete, coherent, andnternally consistent.
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4.5 IT security requirements (APE_REQ)

Objectives

The IT securlty requwements chosen for a TOE aaslqmted or cited in a PP need to be evatlat

will meetlts securlty objectlves

Not al of the securityobjectives expressed in a PP may be met by a compliant &&n& TO
may depend on ertain IT scurity requirements to beenby the IT environment. \WWhen this
case the environmental I'Becurity requiements mustbe clearly stad andevalyated incontg
with the TOE requirements.

This family presnts evaluationequirements tbt permit the ewauator to.aétermine that a P
suitable foruse as a atement of requirements f@an evaluatable TOE. The additional cf
necessaryor the evaluation of explicitigtated requireents is coyereih the APE_SRE fam
Application notes

The &rm “IT security requirerants” refers to* TOE security equirements” and the optiof
included*“security requirementdor the IT environment™

ot

Es
s the
Xt

P is
iteria
ly.

nally

The term “TOE scurity requirenents” refers to TOE seurity functional requirementsind/or

“TOE securityassurance requirements”.

In the APE_REQ.1 compent, the word*appropriate” is used to indicate thertaineleme
allow options incertain casesNhich.gptions are appiable depends aotie given corext in t
PP. Detailed inforrtion for allthese aspects tontained in ISO/IEC 15408-1, AexB.
APE_REQ.1 Protection Profile, IT security requirements, Evaluation requirements

Dependencies:
APE_OBJ:¥ Protection Profil e, Security objectives, Evaluation requirements

Developer action-elements:

APE_REQ.1.10<~ The PP developer shall provide a stateemt of IT security requir ements as p
of the PP.

APE REQ.12D  The PP develope shall provide the security requirements rationale.

Nts
he

Content and presentation of evidence etements.

APE_REQ.11C  The statenent of TOE security functional requirementsshall identify the TOE
security functional requirements drawn from ISO/IEC 15408-2 funcional

requirements components.
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APE_REQ.12C

APE_REQ.13C

The statement of TOE security assurance requiraents shall identify the TOE

security assurance requirements drawn from ISO/IEC 15408-3 assurance

requirements components.

The statement of TOE security assurance requirenents should include an
Evaluation Asaurance Level (EAL) asdefined in ISO/IEC 15408-3.

AH

AH

AH

AH

AH

AH

AH

AH

AH

AH

AH

E_REQ.14C

E_REQ.15C

E_REQ.16C

E_REQ.1.7C

E_REQ.18C

E_REQ.19C

E_REQ.1.10C

E_REQ.1.11C

E_REQ.1.12C

E_REQ.1.13C

E_REQ(1.14C

The eviderce shall justify that the staement of TOE security assurance
requirements is appropriate.

The PP shall, if appropriate, identify any security requirements for the IT
environment.

All completed operations on IT security requrements included in the PP shall
be identified.

Any uncompleted operations on IT security requirements included in the PH
shall be identified.

Dependencies among the IT security requirements included in thePPshould
be satisfied.

The evidence shall justify why any-non-satisfaction of dependencies i
appropriate.

The PP shall include a $atemert of the minimum strength of fundion level for
the TOE security functionalrequirements, eithe SOF-basic, SOF-medium or
SOF-high, as appropriate.

The PP shall identify-any specific TOE security function&requirements for
which an explicit strength of function is appropriate, together with the specific
metric.

The security requirements rationale shall demonstratethat the minimum
strength-of function level for the PP,togeher with any explicit strength of
funetion claim, is consistentwith the security objectives for the TOE.

The security requirements rationale shall demonstrate that the IT security
requirements are suitable to meet the securitybjectives.

The security requirements rationale shall demonstrate that the set of IT

U7

security requirements together forms a mutuallysupportive and internally

consisent whole.

Evaluator action elements:

APE_REQ.11E

34
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APE_REQ.12E  The evaluator shall confirm that the statement of IT scurity r equirements is
complete, coterent, and internally consistent.
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4.6 Explicitly s tated IT security requirements (APE_SRE)

Objectives

If, after carefulconsideation, none of the requiremestomporentsin ISO/IEC 154082 or ISO/
e - ; . ; .

may séte other requirements which do not referef®0/IEC 15408. Tle use of sud requirements
shall be justified.

This family presents evaluation requirements thatnpt the evalator to determine-that th
explicitly stated requaments are early and unambiguouslyexpressed. The evadtion of
rgquirements taken from ISOME154@ in conjunction with valid explicitly ;seted security
rgquirements is adessed by theAPE_REQ family.

Ekplicitly stated IT security requirements for a TOE presentedited in a PPrieed tdoe evaluated
inf order todemonstratthatthey areclearly aml unambiguously expressed.

Application notes

Fprmulation of the exptitly stated requirements in a strdctucemparable to those of existin
I$O/IEC 15408 componesmitand elements involves.choosing similar labelling, marofe
expression, and level of detail

Uking the ISO/IEC 15408 regeinents as a moél>means tht the requirements can be clea
identified, that they are self-contained, and thatg@ication of eacheguirement is feasibland
wjll yield a meaningful evaluation result based oncamplian@ staement of the TOE for that
prticular requirement.

included “securityrequirements fethe IT environment”.

The term “TOEsecurity requirements” refers to “TOE security funciloquirements” and/o
“TOE security assuranceequirements”.

APE_SRE.1 Protection Profile, Explicitly stated IT security requirements,
Evatuation requirements

Dependencies:

APE_REQ.1 Protection Profile, IT security requirements, Evaluation
requirements

The term “IT security requirements®tefs to “TOE security requirements” and the optiong

117

Developer action elements:

AapE_sre.11D  ThePP develope shall provide a statement of T security requirements a part
of the PP.

AaPE_sre.12D  The PP dewloper shall provide the security requir ements rationale.
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Content and presentation of evidence elements:

ape_sreric  All TOE security requirements that are explicitly stated without reference to
ISO/IEC 154@8 shall be identified.

ape_srer2c  All security requir ements for the IT environment that are explicitly stated
'I - , ta eTTtifiet

APE_srRer3c  The evidene shall justify why the security requirements hadto be explicitly
stated.

APE_SREr4c  The explicitly stated IT security requirements shal use the JSO/IEC 154P8
requirements componentsfamilies and classes aa modelforpresentation.

APE_srReisc  The explicitly stated IT security requirements shall he measurable and gtate
objective evaluationrequirements seh that compliance or noncompliancepf
a TOE can be determined and systematically demonstrated.

APE_srRei6c  The explicitly stated IT security requirements shall be cledy and
unambiguously expressed.

APE_SREL7C ~ The security requirements rationale-shall demonstrate that the assurgnce
requirements are applicable and_appropriate tosupport any explicitly stated
TOE security functional requirenyents.
Evaluator action elements:

APE_SREL1E  The evaluator shal*eonfirm that the information provided meets all
requirements for centent and presentation of evidence.

APE_SRe12E  The evaluator shall determine that all of tle dependencies of the expligitly
stated IT security requirements have been identified.
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5 Class ASE: Security Target evaluation

The goal ofan ST evaluation is toainonstate that the ST is complete, consistent, tecdhyi
sound, and hence suitable tare as tabasis for theeorrespondingl OE e\aluation.

Figure 5.1 shows the fanmes within this class.

Class ASE: Securityarget evalwation

— ASE_DES: Securityfarget, TOE description —

— ASE_ENV: Security Target, Security envirahment —

— ASE_INT: SecurityTarget, ST infroduction .

— ASE_OBJ:SecurityTarget,Security objectives —

— ASE_PPCSecurityFarget, PP claims —

— ASE_REQ:SecurityTarget, IT securityequirements  —

| ASESRE: 8curity Target, Explicitly statedT security |
requirements

L ASE_TSS: Securitfarget TOE summary specificatior—

1|
i
1|
1|
i
1|
|
i

Figure 5.1 - Searity Target evaluation class deomposition
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5.1 TOE description (ASE_DES)

Objectives

The TOE descriptiorsian ad to the understandirg of the TOE’s securiy requirements. Evaluation
of TP : D . . ;
with all othe pats ofthe ST.

ABE_DES.1 Security Target, TOE description, Evaluation requirements

Dependencies:

ASE_ENV.1 Security Target, Security environment, Evaluation, reguirements
ASE_INT.1 Security Target, ST introduction, Evaluation requirements
ASE_OBJ1 Security Target, Security objectives Evaluation.requirements
ASE_PPC1 Security Target, PP claims, Evaluation reguirements

ASE_REQ. Security Target, IT security fequirements, Evaluation
requirements

ASE_TSS1 Security Target, TOE summary specification, Evaluation
requirements

Developer action elements:

AgE_DES.1.1D  Thedevelger shall provide a FOE description as part ofthe ST.

Cpntent and presentation of evidence*elements:

Age_DEs.1.ic  The TOE descriptienshall asa minimum describe the product orsystem type,
and the scpe and bourdaries of the TOE in general terms both n a physical
and a logicalway.

Eypaluator action elements:

AgE_DEs.1.1E  The-“evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

ASE_DEs.1.2e~Y The evaluator shall confirm that the TOE description is coherent and
internally consistent.

AgeCBES.1.3E  The evaluator shall confirm that the TOE description is consistent with the
ottrer parts of the ST
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5.2 Security environment (ASE_ENV)

Objectives

In orderto determine whether the Becurity requiremensin the ST are sufficient, it is impo
that the security problem to be sobl is clearly understood hyall parties to the evaluation

rtant

ASE_ENV.1 Security Target, Security environment, Evaluation requirements

Dependencies:
No demndencies.

Developer action elements:

Aase Env.11p  The developer shalprovid e a statement of TOE seeurity environment as part

of the ST.

Content and presentation of evidence elements:

AsE_ENv.1ic  The statement of TOE security enviroenment shall identify and explain gny

assumptiors about the intended usageef the TOE and the environment ofu
of the TOE.

AsE_ENv.12c  The statenment of TOE security environment shall identify and explain g
known or presumed threats to the assets against which protection wi
required, either by the TOE or by itsenvironment.

ASE_ENv.1.3c  The statenment of FOE security environment shall identify and explain g
organisational segurity policies with which the TOE must comply.

Evaluator action elements:

Ase_ENv.11E  The evaluator shall confirm that the information provided meets 3
requirements for content and presentation of evidence.

Ase_env.1.2e_< The evaluator shall confirm that th e statement of TOE security environme
is coherent and internally consistent.

5e

ny
| be

Al
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5.3 ST introduction (ASE_INT)

Objectives

The ST introduction contains identification and indexing material. Evaluation of the ST
introdiction is equired todemaonstrate that the S correctlyidentified andthatit is consistent

th all othe pats ofthe ST.

W
ABE_INT.1 Security Target, ST introduction, Evaluation requirements
D

ependencies:
ASE_DES1 Security Target, TOE description, Evaluation requiréments
ASE_ENV.1 Security Target, Security environment, Evaluation requirements
ASE_OBJ1 Security Target, Security objectives Evaluation.requirements
ASE_PPC1 Security Target, PP claims, Evaluation regquirements

ASE_REQ. Security Target, IT security fequirements, Evaluation
requirements

ASE_TSS1 Security Target, TOE summary specification, Evaluation
requirements

Developer action elements:

A$E_NT.1.1D  The develger shall provide anSTintroduction as part of the ST.

Cpntent and presentation of evidence:¢€lements:

AsE_NT.1.1c  The ST introductien-shall contain an ST identification that provides the
labelling and descriptive information necessary to control and identify he ST

and the TOE te which it refers.

a3e_INT.2.2c The ST introduction shall contain an ST oerview which summarises the ST in
narrativeform.

A3e_INT.2.3¢  The-ST introduction shall contain a I1SO/IEC 15408 conformance claim hat
states any evaluatable clan of ISO/IEC 15408 conformance for the TOE.

Eyaluateraction elements:

AgeCiNT.L1E  The evaluator shall confirm that the infor mation provided meet all
TEqUITETTTENS for Tomntent ard presentation ofeviderTce.

AsE_INT.1.2E  The evaluata shall confirm that the STintroduction is coheent and internally
consisent.

ASE_INT.1.3E The evaluator $all confirm that the ST introduction is consisteh with the
other parts of the ST.

42


https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

© ISO/IEC ISO/IEC 15408-3:1999(E)

5.4 Security objectives (ASE_OBJ)

Objectives

The seurity objectives are a conaesstaement of the irgnded response to the security problem.

adequatelyaddress the esurity problem. The securitpbjectives are categoes & secUri

objectivesfor the TOE and as security ebjives forthe environment. The securitypjectives fpr

both the TOEand the environment must be shown to be traced back to the identifathtto
countered and/or policies and assumpsdo bemet byeach.

ASE_OBJ.1 Security Target, Security objectives, Evaluation requiremenis

Dependencies:
ASE_ENV.1 Security Target, Security envronment, Evaluation requirements

Developer action elements:

Ase_oBi11D  Thedeveloper shalprovide a statement of-Security objectiveaspart of the S
Ase_oBi12p  The developer shall grovide the security obgctives rationale.

Content and presentation of evidence elements:

Ase_oBilic  The statement of seurity objectives shall define the security objectives for |
TOE and its environment:.

Ase_oBii2c  The seurity objectives for the TOE shall be atarly stated and traced bak o

aspects of the identified threats to be counted by the TOE and
organisational security policies tdoe met by the TOE.

AsE_oBJ13c  The security objectives for the environment shall be cledy stated andtrace
back to-aspects of identified theats not compétely countered by the TOE an
or organisational security policies or assumptions not complely met by t
TOE.

AsE_oBJ.14C ™ The security objectives rationaleshall demonstratethat the stated securi
objectives are suitable to counter the identified theats tosecurity.

-

he

or

3|
d/
he

y

Ase oBiisc  The security objectives rationaleshall demonstratethat the stated securi

Yy

objectives are suitable to cover all of the ientified organisational seurity

policies and assumptions.

Evaluator action elements:

AsE_oBi1iE  The evaluator shall confirm that the information provided meets all

requirements for content and presentation of evidence.
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Ase_oBJ.1.2E  The evaluator shall confirm that the statement of security obgctives is
complete, coherent, andnternally consistent.
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5.5 PP claims (ASE_PPC)

Objectives

The goal of the ealuation of the Security Target PPaghs is todeermine whethethe ST is a

correct instantation of the PP

Application notes

The family applies only in thease of a PP claim. In all other cases, no developer action and no

evaluatoraction is necessary.

Although additional evaluation activity is ressary when a PP claim is maglthe STevaluati
effort is generally smaller than itases whre no PP is used because.it\is possibleuse the
evaluation esultsfor the § evaluation.

ASE_PPC.1 Security Target, PP claims, Evaluation requiements

Dependencies:
ASE_OBJ.1 Security Target, Security objegctives, Evaluation requrements

ASE_REQ. Security Target, IT¢.\Security requir ements, Evaluati
requirements

Developer action elements:
Ase_ppc.11b  The developer shall povide any PP clains aspart of the ST.

Aase_ppc.12p  The developer shall provide the PRlaims rationale for each provided
claim.

Content and presentatien:of evidence elements:

ase_ppc.1ic  Each PP claim shall identify the PP for which compliance i being claime
including qualification s needed for thatclaim.

Ase_ppc.12c~JEach PP claim shall identify the IT security requirement statements th
satisfy the permitted operations of the PP or oterwise further qualify the H
requirements.

ase ppc.13c  Each PP claim shall identify security objectives and IT security requirenen

DN
PP

at
P

ts

statements contained in he ST that are in addition to thog contained in t

ne

PP.

Evaluator action elements:

Aaseppc1iE  The evaluator shall confirm that the information provided meets all

requirements for content and presentation of evidence.
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ase ppc.12e  The evaluator shallconfirm that the PP claims ae a corr ect instantiation of
the PP.
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5.6 IT security requirements (ASE_REQ)

Objectives

The IT security requireemtschosen for a TOE and presented orcited in an ST need to be eathluat
’ % at

will meetits security objectlves

This family presents evaluatioequirements that permit the @uator to deérmine thatan SJI is
suitable for use as aagment of requirements for tiserresponding TOE. The additidrcriteria
necessaryor the evaluation of explicitlgtated requireents is covereth the ASE-SRE fam|ly.
Application notes

The &rm “IT security requirerents” refers to*TOE security equirenients” and the optionally
included“security requirementdor the IT environment”.

The term “TOE ecurity requirenents” refers to “TOE seurity-functional requirementsind/or
“TOE securityassurance requirements”.

In the ASE_REQ.1 compent, the word*appropriate™is used to indicate thagrtainelements
allow options incertain cases/Nhich options are appiable depends otihe given corext in the
ST. Detailed informatiofor all theseaspectis caontain€ in ISO/IEC 154081, Annex C.
ASE_REQ.1 Security Target, IT security:fequirements, Evaluation requirements

Dependencies:
ASE_OBJ1 Security Target, Security objectives, Evaluation requrements

Developer action elements:

AsE REQ.11D  The deyvelogr shall provide a statement of IT security r equirements as part pf
the ST.

AsE REQ.120  Fhe“developer shall povide the security requirements rationag.

Content and-presentation of evidence elements:

security functional requirements drawn from ISO/IEC 15408-2 funcional
requirements components.

Ase Re@:fic  The staterrent of TOE security functional requirementsshall identify th eTaE

ASE_REQ.12c  The statament of TOE security assurance equirements shall identify the TOE
security assurance requirements drawn from ISO/IEC 15408-3 assurance
requirements components.

ASE REQ.13c  The statement of TOE security assurace requirements should include an
Evaluation AssurancelL evel EAL) as definedin ISO/IEC 15408-3.
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U7

AsE_ReQ.1.4c  The eviderce shall justify that the staement of TOE security assurance
requirements is appropriate.

Ase_ReQ.1s5c  The ST shall, if appropriate, identify any security requirements for the IT
environment.

AE_REQ.T6C  Operations o i T Securityrequirements mctuded i the ST shattbe identified
and performed.

AsE_ReQ.1.7c  Dependencies among the IT security requirements includea the STshould
be satisfied.

A3E_REQ.18c  The evidence shall justify why any non-satisfaction of dependencies i
appropriate.

AsE_ReQ.19c  The ST shall include a statement ofhe minimum strengttr of function level for

ASE_REQ.1.10C

ASE_REQ1.11C

ASE_REQ1.12C

A3E_REQ1.13C

ASE_REQ.1.1E

ASE_REQ.%2E

Eypaluator action elements:

the TOE security functional requirements, eithe SQF:=basic, SOF-medium or
SOF-high, as appropriate.

The ST shall identify any specific TOE seeurity function& requirements for
which an explicit strength of function is appropriate, together with the specific
metric.

The security requirements rationale” shall demonstratethat the minimum
strength of function level for the ‘ST togeher with any explicit strength of
function claim is consistent with the security obgctives for the TOE.

The security requirements’rationale shall demonstrate that the IT security
requirements are suitable to meet the securitybjectives.

The security requirements rationale shall demonstrate that the set of IT
security requirements together forms a mutuallysupportive and internally
consisent whole.

The “evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

The evaluator shall confirm that the statement of IT security requiements is
complete, coherent, andnternally consistent.
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5.7 Explicitly stated IT security requirements (ASE_SRE)

Objectives

If, after careful consideration, none oétlequirements components iSO/IEC 15408-2 otSO/

may stateother requirements which do not eferene1SO/IEC15408. Thaiseof suchrequireme
shallbe justfied.

This family presents evaluatioequirements thapermit the evaluator to determine th

or
nts

ht the

explicitly stated requirements are clearly and unambiguously expressed~The evailtuation of
ri

requiremerg taken from ISO/IEC 15408 in conjunction with validxplicitly“stated seu
requirements is addressieylthe ASE_REQamily.

Explicitly stated IT security requirements for a TOE presented orctite an ST need to
evaluated in order tdemonstratéhat they are clearly andunambiguously expressed.

Application notes

Formulation of the explicitly statecgquirements in a,structure comparable to those of ¢
ISO/IEC 15408 components and ebts involes. choosing similar labelling, manng
expression, ancevel of detail.

Using the ISO/IEC 15408 requirements as‘a modenméhat the requirementsarcbe clear
identified, that theyare self-contained, and-that the application @he@quirement is feasiblg
will yield a meaningful eauation result\lased ona compliace statement of the TEfor th
particular requirement.

The &rm “IT security requirerants” refers to* TOE security equirements” and the optiof
included*“security requirementdor the IT environment”.

y

be

pXisting

br  of

ly
and
at

nally

The term “TOE scurity requirenents” refers to “TOE seurity functional requirementsind/or

“TOE securityassurance requirements”.

ASE_SRE.1 Security Target, Explicitl y stated IT secu rity requirements, Evaluation
reguirements

Dependencies:

ASE_REQJ1 Security  Target, IT security requir ements, Evaluati
requirements

Developer action elements.

Aase_sre.1.1D  The develogr shall provide a statement of IT security r equirements as part of

the ST.

Ase_sre.12D  The developer shall grovide the security requirements rationag.
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Content and presentation of evidence elements:

ASE_SRE.1.1C

ASE_SRE.1.2C

ASE_SRE.1.3C

A§E_SRE.1.4C

ASE_SRE.1.5C

A$E_SRE.1.6C

ASE_SRE.1.7C

Eypaluator action elements:

ASE_SRE.1.1E

A§E_SRE.1.2E

—_____without referenceto ISOAEC 15408 shatt be identified:

All TOE security requirementsthat are explicitly stated without reference to
ISO/IEC 15408 shall beidentified.

All security requirements for the IT environment that are explicitly stated

The evidence shdljustify why the security requrementshad to be explieitly
stated.

The explicitly stated IT security requirements shalluse the ISO/AEC 15408
requirements components, families and classes as a model fep presentation

The explicitly stated IT security requirements shall be measurable and state
objective evaluationrequirements such that complianee or noncompliance o
a TOE can be determinel and systematically demoastrated.

The explicitly stated IT security requiremeénts shal be clkarly and
unambiguously expressed.

The =ecurity requirements rationale, shall demonstrate that the assuranc
requirements are applicableand appropriate to support any explicitly stated
TOE security functional requirements.

The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

The evaluator shall’ determine that all of the dependencies dhe explicitly
stated IT security requirements have bea identified.

11
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5.8 TOE summary specification (ASE_TSS)

Objectives

The TOE sumray speuﬂcaﬂorprowd%a high-level definition of the securlty functiedaimed

requwements.

Application notes

The rebtionship ketween the IT scurity functions and the TOE security funct@requireme
can be a “many to manyelationship. Nevertheless, every security functionsshall contributg

satisfaction of atéad one security requirement arder be able toclearly definetre TSF.Security

functions that do not fulfil this requirement should normally be necessary. Note, howeve
the requirement tha security function contribugeto the stisfaction‘ef at leas one seuri
requirement is worded in a quite gesd manner, so # all the security functions found
usefulfor the TOE should bpustifiable.

The sttement of assance measures is of specific relevance in all those cases where g

gance

nts
 to the

af th

y
o0 be

ssurance

requirements not taken from ISO/IEG408 arencluded)in'the ST. If the TBsecurity assurgnce

requirements in theTSare exclusively based on ISOHEC 15408 evaluation assurance
other ISO/IEC 15408&ssurance components, thenthe assurance nesasuid be presnted
theform of areference to the documents that shibatthe asswance requirements areet.

In the ASE_TSS.1 component, the woggropriate” is used to indicate thegrtaineleme
alow options incertain casesNhich options are apptable depends ote given corext in t
ST. Detailed informatiofor all theseaspecsis containé in ISO/IEC 154081, Annex C.
ASE_TSS.1 Security Target, TOE summary specification, Evaluation requirements

Dependencies:

ASE_REQ.1Seurity Target, IT security requir ements, Evaluati
requirements

Developer action-elements:

AsE_Tss.1.10%~ The developer shall povide a TOEsummary specification agart of the ST|.

Ase_tssi2p  The developer shall povide the TOEsummary specificationrationale.

Content and presentation of evidence elements:

levels or
in

nts
he

Ase_tss.1.ic  The TOE summary specification shall describe the IT security functions and

the assurance measures of the TOE.

Ase_tss.12c  The TOE summay specification shall tace the IT security furctions to the
TOE security functional requirements such that it can be seen which IT
security functions satisfy which TOE security functional requirements and
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AS

AY

AY

AY

AY

A9

AY

A9

AY

E_TSS.1.3C

ETSS.14

E_TSS.1.5C

E_TSS.1.6C

E_TSS.1.7C

E_TSS.1.8C

E_TSS.1.9C

E_TSS.1.10C

Eypaluator action elements.

E_TSS.1.1E

E_TSS.1.2E

that every IT security function contributes to the satisfaction of at least one
TOE security functional requirement.

The IT seaurity functio ns shall be defind in an informal style to a level of
detail necessary for understanding theiintent.

relevant seurity functions so that it can beseen which security mechanisms
are used in theimplementation of each function.

The TOE summary specification rationale shall demonstrae that/the IT
security functions are suitable to meet the TOE seurity. functional
requirements.

The TOE summary specification rationale shall demonstrate that the
combination of the specifed IT security functions work-together so as to satisfy
the TOE security functional requirements.

The TOE summary speciftation shall trace theassuance measues to the
assurance requirements so that itan beseenwhitt measures contributeto the
satisfaction of which requirements.

The TOE summary specification rationale shall demonstrate that the
assurance measues meet all assurance requirenents of the TOE.

The TOE summary specification shall icentify all IT security functions that
are realised by a probabilistic or permutational mechanism, as appropriate.

The TOE summay specification shall, for each IT security function for which
it is appropriate, state'thestrength of function claim either as a specifianetric,
or as SOF-basig SOF-medium or SOF-high.

The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

The evaluator shall confirm that the TOE summay specification is complete,
coherent, and internally consistent.
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The Evaluation Assuranceelels (EALS) provide an increasing scaleatipalances the level of

assurance obtalned Wlth thes and feaS|b|I|ty obcquiring that égree ofassurace. Tte ISO/IEC
j lafy

and of maln'enance of that assurance durthg operatlonal lﬂﬁ)fthe TOE

It is important to note that not all families and components from ISO/IEC 154G8H3cludec

in

the EALSs. This is not to say that thesend provide meaningful and desirable assurancesgjast

it is expeotd that these families andcomponents will beonsidered foaugmentation cdnEA
in thosePPs and&Ts forwhich theyprovideutility.

6.1 Evaluation assurance leve | (EAL) overview

Table 6.1 repesents a summary of the EALs. Temlumns epresent dierarchically ordred &t

of EALs, while the rows represent assurance familieshEagnber in the resulting m
identifies a specific assuraeacomporent where applicablé,

As outlined in the next subclauseven hierarchically-ordered awation assurance level
defined in ISO/IEC 15408 for theting of a TOE's)assurae. They are lerarchically ordg
inasmuch as e EAL represents more assurance than all lower EALsindnease in assur
from EAL to EAL is acomplisheal by substitutionof a hierarchically higler assurace compon
from the same assuranfamily (i.e. inceasing rigour, scopand/or depth) and from thedditi
of assuance components from other asstirance familiesg@ddingnew requirements).

These EALSs consist @h appropriate combinatiasf assuance components as described in
2 of this part of ISO/IEC 15408:More preciselysle&AL includes no moréhan one compo

of each assuranceamily andall.assurance @endenas of every component are addressed.

While the EALs aredefined in ISO/IEC 15408, it is possible to resent other combination
assurane. Specifically, thenotionof “augmentatioh allows the additionof assuranceompone
(from assuence families not already included in the EAL) or thabstitution of assuri
comporents (withoanother hierarchically higher assurance component in the same
family) to an-EAL. Of the assance constructs defined in ISO/IEC 15408, only EALS 1
augmented-The notion of an “EALminus a constituenassuance component” is not cegnig
by the standard as a valichich. Augmentation carries with it thebligation on the part of
claimantto justify the utility andadded value of the added assw&component to the EAL
EAL, may also be exterd with explicitly stated assurance requirements.

L
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6.2 Evaluation assurance leve | details

The following subduses provide definitions @he EALS, highlightingdifferences beteen the
specific requirerants and the prose charactetfisns of those requirements using bold type.
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Table 6.1 - Evaluation assurance level summay
Assurance | Assurance Assura_rmeComponents by
P AR Evaluation Assurane Level
T "7 |EAL1|EAL2|EAL3|EAL4|EAL5|EAL6|EAL7
] . |ACM_AUT 1 1 2 2
Configuration xey"capl™ 1 | 2 | 3 | 4 | 4 | 5 | 5
management —
ACM_SCP 1 2 3 3 3
Delivery and | ADO_DEL 1 1 2 2 2 3
operation | ADO_IGS 1 1 1 1 1 1 1
ADV_FSP|| 1 1 1 2 3 3 4
ADV_HLD 1 2 2 3 4 5
ADV_IMP 1 2 3 3
Development ADV_INT ‘ 1 2 3
ADV_LLD i\ 1 2 2
ADV_RCR| 1 1 1 Y 2 2 3
ADV_SPM Ny 1 3 3 3
Guidance |AGD ADM|| 1 1 1 1 1 1 1
documents | AGD_USR|| 1 1 1 1 1 1 1
ALC_DVS o 1 1 1 2 2
Life cycle | ALC_FLR ,\\\‘
support | ALC_LCD i 1 2 2 3
ALC_TAT IS8 1 2 3 3
ATE_COV ¥ 1 2 2 2 3 3
Tests ATE_BPRT 1 1 2 2 3
ATE -FUN 1 1 1 1 2 2
ATE_IND 1 2 2 2 2 2 3
AVA_CCA 1 2 2
Vulnerability | AVA_MSU 1 2 2 3 3
asesgient | AVA SOF 1 1 1 1 1 1
AVA VLA 1 1 2 3 4 4
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6.2.1 Evaluation as surance | evel 1 (EAL 1) - functionall y tested
Objectives

EALL is appli@ble where some confidence @orrect operation is requéd, but the thrats

E)

to

security are not \ewed as serious. It will be of value where mdependent assurance is required to

or S|m|Iar|nformat|on.

EAL1 provides an evaluation of the TOE aadmavailable to the customer, including, indepe

testing aginst a speification, and an examination of the guidance doentation@rovided. I]t is

intended thaan EAL1 evalation could be successfully conducted without. assistance
developernf the TOE and for minima outlay.

al

ndent

rom the

An evaluation at thiselel should provide evidencedtthe TOE fumtions.in a maner consistent

with its daumentationand that it provides useful protecti@yainst-identified treats.
Assurance components

EAL1 (see Table 6.2) povides a basiclevel of assuraticeby an analysis of thesecuri
functions using a functional and interface ecification and guidance documentation,
understand the securitybehaviour.

The analysis s supported by independent testing of the TOE security functions.

This EAL provides a meaningful increase in assurance over an unevalwalt T product
system

Table 6.2- EAL1

Assurance class Assurange components

Configuration management| ACM_CAP .1 Version rumbers

Delivery and operation | ADO_IG S.1 Installation, generation, and start-up procedure

n

ADV_FSP.1 Informal functional specification

Develggont ADV_RCR.1 Informal correspondence demonstration

AGD_ADM.1 Administrato r guidance

. t .
Guidance documents AGD_USR.1 User guidance

Tests ATE_IND.1 Independent testing - conformance

55


https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

ISO/IEC 15408-3:1999(E) © ISO/IEC

6.2.2 Evaluation assuranc e level 2 (EAL2) - structur ally tested
Objectives

EAL2 requires the co-operatiafithe developer iterms d the delivery édesign information and
test results, tishould not derand more effort orthe part of the developer thasconsistentvith

g@OT COMITIETCIat Priite. AS ST it Shoutd TTot TequiTe a SubStatyncreased mvestment of

cgst or time.

EAL2 is therefore applicable in those circumsenwhere developers ores requireca low to
mpderate level of independently assured security in the absence of ready availability|of the
cgmpkte development record. Such a situation may arise when securing legagyssgstwhere
ag¢ass to the developer may hmited.

Agsurance components

EAL2 (see Bble 6.3 provides assance by an analysis of thesemrity functions, using a
functioral and interéce specification, gumhce documentatioand:the high-level desigrof the
TOE, to understand the securighaviour.

The analysis is supported by independent testing of the” TOE security funotddsnce of
developer testingbased m the functional specificatian, selectiveindependent confirmation of
the developer test resultsstrength of function analysis and evidence of adeveloper search
for obvious vulnerabilities (e.g. thogin the publiccdomain).

EAL2 also provides assurance throuly a configuration list for the TOE, and evidence of
secure delivery procedurs.

This EAL represents a meaningful.inCrease in assurancerbm EAL1 by requiring developer
testing, a vulnerability analysis, @and independent testing basedipon more detailed TOE
specifications.
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Table 6.3 - EAL2

Assurance class

Assurance components

Configuration manageernt

ACM_CAP.2 Configuration items

Delivery and operation

ADO_DEL.1 Delivery procedures

A\ Lo 4.1 N Ll s i (] N . [l
ADU_TOOo. LstdllatUlt, yericratlurt, alrtu start=upy procteuul

Devdopment

ADV_FSP.1 Informal functional specification

ADV_HLD.1 Descriptive high-level design

ADV_RCR.1 Informal coresponence demonstration

Guidance documents

AGD_ADM.1 Administator guidance

AGD_USR.1 Useguidance

Tests

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional teging

ATE_IND.2 Independent testing - sample

Vulnerability assessment

AVA_SOF.1 Strengh of TOE security function evaluation

AVA_VLA.1 Developer vulnerability analysis
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6.2.3 Evaluation assurance level 3 (EAL3) - methodically tested and checked
Objectives
EAL3 permits a conscientious developer to gain maximum asseirfrom positive security

engineering at theedign stage without substantial alteration of existing soumakldprent
PIECHITES.

EAL3 is applicable in those cnmstances where develwp or ugrs require a modate leyelof
independently assured security, arefjure a thoough investigation of the TOE: and ifs
dgvelopnent without subsdntial re-engineering.

Agsurance components

EAL3 (see Bble 6.4 provides assance by an analysis of theecurity functions, using a
functioral and inerface specifiation, guidance documentation, and the high-level design of the
TOE, to understand the securtghaviour.

The analysis is supported bypdepenént testing of theTOE sé&urity functions,eviderce of
dgveloper esting kased on thefunctional specifietion and high-levd design selective
independent confiration of the developer test results, sttength of function analysis, and evi@lence
ofla developer search for obvious vulneraleditie.g. those in theublicdomain).

EAL3 also provigs assurance throughe use ofcdevelopment environment controls, TOE
cgnfiguration management,and evignce of secureelivery procedures

This EAL represents a meaningful increase n assurance fom EAL2 by requiring more
camplete testing covieage of the security‘functios and mechanisms and/or procedures that
prlovide someconfidence that e TOE will not be tampered with during development.
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Table 6.4 - EAL3

Assurance class

Assurana components

ACM_CAP .3 Authorisation controls

Corfiguration managemer

ACM_SCP.1 TOE CM cove age

AN

| el | 4\ 1. ('l
ADO_DEL. I DENVETY POCETUTES

Delivery and operation

ADO_IGS.1 Ingtallation, generation, ahstart-up pocedures

ADV_FSP.1 Informal functional specification

Development

ADV_HLD.2 Security enforcing high-level design

ADV_RCR.1 Irformal corespondencdemorstration

Guidance documents

AGD_ADM.1 Administator guidance

AGD_USR.1 Useguidance

Life cycle support

ALC_DVS.1 Identification of searity measures

ATE_COV.2 Analysis of coverage

Tests

ATE_DPT.1 Testing: high-levekdesign

ATE_FUN.1 Functional testing

ATE_IND.2 Independenttesting - sample

AVA_MSU.1 Examination of guidance

Vulnerability assessment

AVA_SOF.1 Strength'd TOE securityfunction evaluation

AVA_VLA .1 Developer vulnebility analysis
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6.2.4 Evaluation assurance level 4 (EAL4) - methodically designed, tested, and
review ed

Objectives

EAL4 permits adeveloper tgain maximumassurance from positive agrity engineering based
5 ; : X i : . .
specialist knowledge, skills, and athresoures. EAL4 is the higest level at which it is likelyyto
be economcally feasible toretrofit toan existingproduct lire.

to high level of inépendently assured security in conventiammhmodity TOEsndare pepared
to] incur additional security-specifiengineering costs.

Agsurance components

EAL4 (see Bble 6.5 provides assance by an analysis of thesemrity functions, using a
functioral andcompleteinterface speification, guidancedocumentation, #high-leveland low-
lepel design of the TOEand a subset of the implementatighto understand the securit
bghaviour Assurane is additionally gained through an inferinal model of the TOE security

policy.

The analysis is supported bypdepenént testing of theTOE security functions,eviderce of
dgvelope testing based on the funct@nspecification ad high-level design, selective
independent confirmation of the d#oper test results, strength of function analysigjence of a
dgveloper search for vulnerabilitieand anindependent vulnerability analysis damonstrating
resistarce topenetration attackers with a towattack potential.

EAL4 also provides assurape throdgh the use of developm environment controls and
additional TOE configuration manageent including automation, and evidence of secur
ddglivery proceduses.

This EAL represents a meaningful increase n assurance fom EAL3 by requiring more

design description, a-subset of the implementation, and improved mechanisms and/
procedures that previde confidence that the TOE will not be tampered with during

development or delivery.

EAL4 is thereforeapplicable in those cicumstances where developers or users requite a moderate

D
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Table 6.5 - EAL4

Assurance class

Assurance components

ACM _AUT.1 Partial CM automation

Configuration managemenACM_CAP.4 Generation support and accetanceprocedures

AN A oo O I Lol b | L0 A
ACNVI_Oo LI .2 FTUVICTIT UTAdCLKINY CIvi LUVETAytT

ADO_DEL.2 Detedion of modification

Delivery and operation

ADO_IGS1 Installation geneation, and start-uprocedures

ADV_FSP.2Fully defined external interfaces

ADV_HLD.2 Security eforcing high-levédesign

ADV_IMP.1 Subset of heimplementation of the TSF

Development

ADV_LLD.1 D escriptivelow-level design

ADV_RCR.1 Informal corresponderaemonstration

ADV_SPM.1 Informal TOE securjty-policy model

AGD_ADM.1 Administator guidance

Guidance documents

AGD_USR.1 User guidance

ALC_DV S.1 Identification of security measures

Life cycle support

ALC_LCD.1 Developer.defind life-cycle model

ALC_TAT .1 Well-défined developmert tools

ATE_COV.2 Analysis 6coverage

ATE_DPT.1 Testing: high-level design

Tests

ATE_FUN.ZFunctional testing

ATE_IND.2 Independent testingsample

AVA-MSU.2 Validation of andysis

Vulnerability assessment

AVA SOF.1 Strengtlof TOE security function evaluation

AVA_VLA.2 Independent vulnerability analysis
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6.2.5 Evaluation assuranc e level 5 (EAL5S) - semiformally designed and tested

Objectives

EALS5 permits a developer to gain maximum assurance from security engineering based upon
rlgorous commerual development practlces supported by moderate apmlaﬂtlepecmllst

infent of achlevmg EALS assurance It is likely that the additional costs attributable to the’[EALS

requirements, relative to rigorous development without the application oélsgetitechnigues
w(ll not be large.

EALS is theefore applicable in those circumstances where developersrsrraguire-a high leve
offindependently assured security in a planned development and require a‘figevelepdent
approach withouincurring unreasonable casttributableto speialist security enginering
techniques.

Agsurance components

EALS (see HBble 6.6) provides assance by an analysis of ‘theecurity functions, using a
ctioral and complete interface specificatjiguidance doecumentation, the high-level and Ig
lepel design of the TOE, arall of the implementation,<to“understand the securiyalsiour.
Assuince is additionallygained througha formal model of the TOE security policyand a
seémiformal presentation of the functional specification and high-level @sign and a
semiformal demonstration of correspondene between them. A modula TOE design is also
rejquired.

The analysis is supported bypdepenént_testing of theTOE security functions,eviderce of

dgveloper testing based on the functional specification, tegél-ldesignand low-level design

selective independent cormation of thedevelope test resultsstrength offunction analysis,
eyidence of a develog search for vulerabilities, and an independent vulnerability analyg
onsteting resistance to penetration akars with amoderate attack potential. The analysis
also includes validationof the-developer’s covert channel analysis.

EALS also providesassurance through the use of a development em&oin controls and
cgmprehensiveTOE-cenfiguration nanagement including automatioand evidewe of secure
ddglivery proceduses.

This EAL represents a meaningful increase in assurance from EAL4 by equiring
semiformal~design descriptions, the entire implementation, a more structured (and henc
amalysable) achitecture, cowrt channel analysis, and improved mechaniss and/or
prlocedures that provide confidence that the TOE will not be tampered with during
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Table 6.6 - EAL5

Assurance class Assurance components
ACM AUT.1 Partial CMautomation

(%)

Configuration managerent | ACM_CAP.4 Generation support and acceptancerocedure
ACM_SCP.3 Developmentools CM coverage
ADO_DEL.2 Detection of modification

ADO_IGS.1 Installationgereration and start-up procedures
ADV_FSP.3 Semiformal functional specification
ADV_HLD.3 Semiformal high-level design

ADV_IMP.2 Implementation of the TSE

Development ADV_INT.1 Modularity

ADV_LLD.1 Descriptive low-leveldesign

ADV_RCR.2 Semiformal corr esponderce demonstr ation
ADV_SPM.3 Formal TOE-security policy model
AGD_ADM.1 Administrator guidance

AGD_USR.1 Useguidance

ALC_DVS.1 Identification of security meassr

Life cycle support ALC_LCD.2 Standardised life-cycle model

ALC_T AT.2Compliancewith implementation standards
ATE_COQV.2 Analysis of coverage

ATE.DPT.2 Testing: low-kbvel design

ATE“FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA_CCA.1 Covert channel analysis

AVA_MSU.2 Validation of aalysis

AVA_SOF.1 Strength & TOE securityfunction evaluation
AVA_VLA.3 Modera tely resigant

Delivery and opration

Guidance documents

Tests

Vulnerability assessmen
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6.2.6 Evaluation assuran ce level 6 (EALG6) - semiform ally verified de sign and test ed
Objectives

EAL6 permit developes to gain high assurandeom application 6 secuity engineeing
techniques to a rigorous development environment in order to produce a premium TOE for

protectmy highvatue assets agamst Sigmiicaisks.

EALSG is therefore applicable to the dvelopnent of security TOEs for application in high rigk
sifuations whezthevalue of theprotected assets justifies the additional costs.

Agsurance components

EALG6 (see HBble 6.7) provides assance by an analysis of theecurity functions, using 4
functioral and complete interface specificatiguidance documentationihe high-level and Iqw-
lepel design of the fothe TOE, ad a structured presentation of the implementation, tg
umderstandthe security behaviguAssuiance is additionally gned throughaformal model othe
TOE security policy, a semiformal presentation of thedtional speification, high-level desig,
and low-level designand a semiformal demonstration of ,corresporaemetveen them. A
mpdularand layered TOE desig is also required.

The analysis is supported byndepeneént testing of theTOE security functions,eviderce of
dgveloper testing based on the functional spedtific, high-evel design and low-level design
selective independent commation of thedevelopetest resultsstrength offunction analysis,
eVidence of a develog search for vulerabilities, and an independent vulnerability analys
onsteting resistancéo penetration attackers with lsigh attack potential. The alysis also
includes validation of tle develope's systematiccovert clannel analysis.

is

EAL6 also provides assurance. through the use dftractured development process,
developnent environment contrgland compehensive T@ corfiguration management including
completeautomationand eviderce of secure delivery procedures.

This EAL represents a meaningful increase n assurance fom EAL5 by requiring more
cgmprehensive analysis; a structwed representation of the implementation, more
arjchitectural structure’ (e.g. layering), more comprehensive independent vulnerability,
amalysis, systematic covert channetlentificatio n, and improved configuration management
and developmet environment controls.
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Table 6.7 - EAL6

Assurance class Assurance components
ACM _AUT.2 Complete CM automation
ACM_CAP.5 Advanced support

Configuration
management

ACM—SCP3DevetopmenttootsCivtcoverage
Delivery and ADO_DEL.2 Detection bmodification
operation ADO_IGS.1 Installation, genation, and start-up procedures
ADV_FSP.3 Semiformal functional specification
ADV_HLD .4 Semiformal high-level explanation
ADV_IMP.3 Structured implementation of the TSF
Development ADV_INT .2 Reductian of complexity
ADV_LLD.2 Semiformal low-level design
ADV_RCR.2 Semiformal correspondmndemonstration
ADV_SPM.3 Formal TOE security policy model
AGD_ADM.1 Administrator guidance
"AGD_USR.1 User guidance
ALC_DVS.2 Sufficiency of security measu es
Life cyclesupport | ALC_LCD.2 Standardised lifeycle mod!
ALC_TAT.3 Compliance with implementation standards - all parfs
ATE_COV.3 Rigoraus analysis of coverage
ATE_DPT.2 Testing: low-levalesign
ATE_FUN.2:Ordered functional testing
ATE_IND:2Independent testingsample
AVA_CCA.2 Systematic covert channel analysis
Vulnerability AVA MSU.3 Analysis and testirg for insecure states
assessment AVA_SOF.1 Strength of T& securityfunction evaluation
AVA _VLA.4Highly resistant

Guidance document

Tests
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6.2.7 Evaluation assuranc e level 7 (EAL7) - fo rmally verifi ed design and tested
Objectives

EALY is appli@ble to the developrrent of security TOEs for application inextremey high risk
situations and/or where the high valuelsf assetustifies the higher costBracticalapplication

offEALCT isTUITEntty timited to TOES withT tightty focusedsecurity functionatity thes amenabie)

to| extensive formal analysis.

Ag$surance components

EAL7 (see HBble 6.8 provides assance by an analysis of theecuirity functions, using g
ctioral and complete interface specification, guidance documentation, the high-level an
lepel design of the TOE and a structured presentatiohtioe implementation, to understand t
security behaviour. Assuranceadditionally gained through a formal mdéaéthe TOE security,
policy, a formal presentaticn of the functional speification ane ‘high-level desig, a

semiforma presentation of the low-levelesign, andformal and semformal demongration of

cqrrespondere betwen them, as appropriate A modular layeredand simpleTOE design is alsg
required.

The analysis is supported bypdepenént testing of theTOE security functions,eviderce of
dgveloper testing bad on the functional specification:high-levedsign, low-level desigrand
plementation representatian, complete indepenénteonfirmation of the devela test results,
strength of function analysis, evidence of acdewelopearch for vulnerabilities, and
independent vulnerability analgsiemonstrating resistaa to penetration attackers with a hi
attack potential. Thanalysis also includesaidation of the @veloper’'s sysgmatic covert channel
analysis.

EAL7 also provides assurance through the use of a struatignetbpment proess, avelopnent
efvironment controls, and comprehensive TOE configuratiamagement includingomplete
aytonation, and evidence of secureligery procedues.

This EAL represents a meaningful increase n assurance fom EAL6 by requiring more
cgmprehensive analysis-using formal epresentations and formal corr espondence, and
comprehensive testing:

i low-
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Table 6.8 - EAL7

Assurance class

Assurance components

ACM_AUT.2 Complete CM automation

Configuration manageme

NACM_CAP.5 Advared support

AN A faYaY W al =Y L e | L0 A
ACLINVI_OoLr.oUEVEIUPITIETIL U UIVE LUVETAyT

Delivery and operation

ADO_DEL.3 Prevention of modification

ADO_IGS.1 Installation, generation, and start-up ptoces

ADV_FSP.4 Formal functional specification

ADV_HLD .5 Formal high-level design

ADV_IMP.3 Structured implementation of the_TSF

Development

ADV_IN T.3 Minimisation of complexity

ADV_LLD.2 Semiformal low-level gsign

ADV_RCR.3 Formal correspondence/demonstration

ADV_SPM.3 Formal T@& security policy model

AGD_ADM.1 Administrato guidarce

Guidance docuents

AGD_USR.1 User guidnce

ALC_DVS.2 Sufficency:ofsecurity measures

Life cycle support

ALC_LCD.3 Measurable life-cycle model

ALC_TAT.3 Compliance with implementation standards - al

s

ATE_COV.3Rigorous analysis of coverage

ATE_DPT.3Testing: implementation representation

Tests

ATE_FUN.2 Ordeedfunctionaltesting

ATE (IND. 3 Independent testing - complete

AVA CCA.2 Systematic covert chadranalysis

AVA_MSU.3 Analysis and testing for insecure states

Vulnerability assessment

AVA_SOF.1 Strength of OE security functiorevaluation

AVA_VLA .4 Highly resistant
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7 Assurance classes, families, and components

The next seven clausprovide the deta@d requirements, psentel in alphabetical orderof each
of the asstance canponentsgroupeal by clas and family
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8 Class ACM: Configuration management

Corfiguration managemenCM) is onemethod ormears for establishing thatthe functional
requirements and specificatioa® realised irthe implementation of the TOE. CM meets these

objectives by requiriig disciplineand control Inthe processes of refinemearid modl’rcatlontl
the TOE and theaelated information. CM systems grat in placeto ensure taintegrity(of

of

he

portions & the TOE that they cordl, by providing a methodof trackingany changes, ang by

ensuring thatll change areauthorised.

Figure 8.1 shows the families within thisas$, and théhierarchy of compenents withir
families.

Class ACM: Configurationmanagement

— ACM_AUT CM automaion 1 2

— ACM_CAP CM capabiities — 12 5

-+ ACM_SCP CM scqe — 12

Figure 8.1 <Configuration management class de@mposition

the
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8.1 CM automation (ACM_AUT)

Objectives

The obgctive ofintroducing automated CM tools isitwrease the effectiveness tife CM system

ptevent unauthorised modlamon automated systems dess susceptibléo human errowr
negligence.

pmponent levelling

C
The components in this familgire levelled on the basis ofthe set ofconfiguratian.items that are
controlled through automted means.

Application notes

ACM_AUT.1.1C introdues a requirement that is agd to the implementation repeasation of
the TOE. The implementation representatiothef TOE consists,of all hardwesoftware,and
fitmware that compristhe physichTOE. Inthe case o softwae-only TOE, the implementatiof
rgpresentation may consistaglof source anabjectcode.

ACM_AUT.1.2C introduces a requirement that the.CM eyisprovide an automated means
suipport the gneration of the TOE. This reqes that the CM system provide an automated me
tq assist in determininipat the correct configuration items amused in generatindpe TOE.

ACM_AUT.2.5C introduces a requirement-that the CM @ysprovide an automated means
agcerdin the changes between the TQE)and itegug version. If no previousession of the
TPE exists, the deloper still needs. to providan automated means to ascertain thanges
between the TBand a future versior of the TOE.

ACM_AUT.1 Partial CM auteamation
Opjectives

IN developnent environments where themplementation representation is complex or is be
develope by muitiple develogrs, it is difficult to control change without the support of
afitonated toels.vIn partical, these automated toolsedeto be able to support the numerg
clhanges thataour duringdevelopment and ensutkat those changes aaathorised. It is the
objective of.this componerib ensure that the implementation esgntatioris controlled through
afitonated mans.

to
paNS

to

ng

us

Dependencies:

ACM_CAP.3 Authorisation controls

Developer action elements:
AcM_AUT.1aD  The developer shaluse a CM system.

AcM_AUT.12D  The develger shall providea CM plan.
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Content and presentation of evidence elements:

AcM_AuT.11c  The CM system #$all provide an automaed means by which onlyauthorised

changes are made to the TOlnplementation representation.

AacM_AuT.1.2c - The CM system shall provide an automated means to support the generation

of the TOE.
AcMm_AuT.1.3c  The CM plan shall describe the automate tools used in the CM system.

AcM_AuT.24c  The CM plan shall describe how the autamated tools are used in the
system.

Evaluator action elements:

AcM_AuT.11E  The evaluator shall confirm that the information provided meets 3
requirements for content and presentation of evidence.

ACM_AUT.2 Complete CM autom ation

Objectives

In developmenénvironments where the configuration items are compleagrerbeing developl

by multiple developers, it is difficult to control-chasgvithout the support of automated to
particular, these automated tools need to he able to support the numenges ¢hat occur du
development ashensue that those changes are authoriseds theé objetive of this componer
ensure that all configuratiotems are controllethrough automati means.

Al

bls. In
ring
tto

Providing anautomated means-,0f as@aming changs betweenversions of te TOE and

identifying which configurationr iems areaffected by modifications to other configuration i
assists in dtermining the impact of thehanges between swessive versions of the TOE. TH

ems
1S in

turn can provide valuable.inforation in determining whether changes to the TOE result in all

configuration itens being.consistent witbhne another.

Dependencies:
ACM CAP.3 Authoristion controls

Developer-action elements:

ACM:-AUT.21D  The ceveloper shalusea CM system.

| aem_aut220  The dbveloper shalprovide a CM pn

Content and presentation of evidence elements:

AcM_AuT.21c The CM systm shal provide an automated means Wich only authorised
changes are made the T(E implementationrepregntation, and to dl other

configuration items.
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AcM_AuT22c  TheCM systenshall provigk an automated meais suppot the generation of the
TOE.

AcM_AuT23¢  The CM planshalldescribe thautomated tools used in ti@&M system.

AcM_auT24c  The CM planshalldescribe how the automated toale used in th€M system.

A¢M_AuT25¢  The CM system shall provide an automated means to ascertain the chasg
between the TOE and its preceding version.

A¢m_auT26c  The CM system shall provide an automated means to identify all other

ACM_AUT .2.1E

Eypaluator action elements:

configuration items that are affected ly the modification 0P a given
configuration item.

The evaluator shall confirm th#ie informationprovided”meets all equirements
for content and presentation of evidence.
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8.2 CM capabilities (ACM_CAP)

Objectives

The capabilities of the CM system address the likelihood abeidental or uauthorised

madifications of the (‘nnfigurafinn items will occur The CM system should ensure the | 'regrity of
the TOE from the earlylesign stages through all subsequeainterance efforts.

The objectives of thitamily includethe following:
a) ensuringthatthe TOE is correct and complete before it is derthe censumer;
b) ensuringthatno configuration ims are misseduring evaluation;

c) preventing unauthorised modification, addition, or deletion of T€H&figuration
items.

Component levelling

The components in this family alevelled on the &sis of\the CM system capabilities, the scope
of the CM documentation provided by the develomerd whether the developer proyides
justification that the CMsystem meets its securityrequirements.

Application notes

ACM_CAP.2 introdues several @ments which efer to configuration iems. TheACM_SCP
family containgequirements fothe canfiguration éms to be tracketly the CMsystem.

ACM_CAP.2.3C introdues a requirement that aonfiguration list be provided. Thenfiguratipn
list contains allconfiguration iems thatare mainained by theCM system.

ACM_CAP 2.6C introduces aequirement that the OM system uniquely identify all configuratipn
items. Thisalso requires that modifations to configuation items resulin a rew, unique identifier
being assigned.

ACM_CAP.3:8C introduces the requirement that the evidenaé demonstete that the CM
system operates in accordance with the CM plan. Examples of such cevideght [be
documentation suclas screen snapshots ardit trail output from the CM system, or a abtd
demonstration of 8@CM systen by the aveloper. The evaluator is responsible for determining
thatithis evidence isufficient toshow that the CM systen operates inaccordance withthe M
plan.

ACM_CAP.3.9C introdues the requirement that evidence be provided to show that all
configuration itemsre being maintained under tlM system. Since a configuration itesfers

to anitem thatis on the configurationlist, this requiement setes tlat all itemson the configuration

list are mainained under the CM system.
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ACM_CAP.4.11C introduces the requirement that the CM system support thetigenef the

TOE. This requires that the CM system provigrmation and/oelectronic neans to assist in

determining that the correct configuratitems are useth generating taTOE.

ACM_CAP. 1 Version numbers

bjectives

Alunique reference is required to ensure theretis no ambiguity in tersof which insance of
the TOE is beig evaluatedL abelling the TOE wihiits referene ensures that useof the TOE can
be aware of whichinstarce of the TOE theyare using.

Dependencies:
No dependenas.

Developer action elements:

A¢m_car11D  The develogr shall provide a reference for the TOE.

Cpntent and presentation of evidence elements:

Aa¢m_capiic  The referencefor the TOE shall be unigue to eal version of the TOE.
A¢m_cari2c  The TOE shall belabelled with itsteference.

Epaluator action elements:

A¢M_cap1iE  The evaluator shall .confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

ACM_CAP. 2 Configuration items

Opjectives

Alunique reference4s required to ensure theretis no ambiguity in tersof which insance of
the TOE is beig evaluatedL abelling the TOE whits referene ensures that useof the TOE can
be aware of which/instarce of the TOE theyare using.

Uhique identification of theonfiguration items lads to a clearer understanding of the composi

of the TOE, which in turn helps tce@rmine those @ns which are subject to the evaluati
rgquirements for the TOE.

ion
DN

Dependencies:
No dependenas.

Developer action elements:

AcM_cAp21D  The developer shall provide a refecefor the TOE.
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AcM_cAp22p  The developer shall usea CM sysem.
AcM_cAp23p  The developer shall povide CM documentation.

Content and presentation of evidence elements:

ACM _CAP2IC _ 1he regrence forthe TCEshattbe umque to each versiom e roE.

acm _capr22c  The TCE shallbe labelled with &reference.

AcMm_cAp23c  The CM documentation shall include a configuration list.

AcMm_cap24c  The configuration list shall describe the configuration itemShat comprise the

TOE.

acm_cap2sc  The CM documentation shall describe the method-used taniquely identify the

configuration items.
acm_cap2ec  The CM system shalluniquely identify all configuration items.
Evaluator action elements:

AcMm_cAp21e  The evaluator shall confirm that the information provided saktequireme
for contentand presentation of evigence.

ACM_CAP. 3 Authorisation controls
Objectives

A uniquereference s requredto ensure that there is ambiguity in terms bwhich instance
theTOE is being evaluated. Labellythe TOE with its reference ensures that usdrghe TCEc
be awareof which instanee of 81TOE they are using.

Unique identifcation ofthe configurativitems leads to a cheer understanding of tttemposit
of the TOE, which-in turn helps to @ahine those items whichre subject to thevaluat
requrements fothe TOE.

Providing “controls toensure that unauthorised modifications are not made to the T
ensuringproper functionality and use of the CM system, helpsdiatain the integrity of the T

Dependencies:

nts

of
an

on
on

DE, and
OE.

ACM SCP.1TOE CM coverage

ALC_DVS.1 Identification of security measures
Developer action elements:
AcMm_cAr31D  The ceveloper shalprovide a refrence forthe TOE.

AcM_cAP32p  The ceveloper shalusea CM system.
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AcM_cap33p  The developer shall provide CM documentation.
Content and presentation of evidence elements:

Aacm_caraic  The referepefor the TOE shHIl be unique teeach versiorof the TOE.

AGM CAP32C  1he 1OE shattbtabettedwittrits Teference.
A¢M_car33c The CM documentation shaficlude a configuration listnd a CM plan.
A¢M_car3ac  Theconfiguration listshalldescribehe configuratioritems that comprise tHEOE.

A¢Mm_car3sc  The CM docurentation shall describe the methodedsto uniquéely identifythe
configuration items.

A¢M_cap3ec  The CM system shall uniquely identify all configtion items.
A¢M_cap3zc  The CM plan shall describe howthe CM system is used.

A¢Mm_cap3sc  The evidence shall demonstrate that the CIMSystemagerating in accordance
with the CM plan.

A¢M_cap3oc  The CM documentation shall provide-evidence that dlconfiguration items
have be@ and are being effectively-maintained undethe CM system.

A¢M_capr3ioc The CM system shal provide measures such thabnly authorised changes are
made to the configuration items.

Eyaluator action elements:

A¢M_cAP31E  The evaluator shall’confirm th#te informationprovided meets all equirements
for content and-presentation of evidence.

ACM_CAP.4 Generation-support and acceptance procedures
Opjectives
Alunique reference is required to ensure theretis no ambiguity in tersof which insance of

the TOE is heig evaluatedLabelling the TOE whits referene ensures that useof the TOE can
be aware:of which instarce of the TOE theyare using.

Uhique identification of theonfiguration items lads to a clearer understanding of the composi

ion

orf the TOE, which In turn helps fosi@rmine those @ms which are subject to the evaluation

requirements for the TOE.

Providing controls to ensure that unautBed modifications are not made to the TOE, and

ensuring poperfunctionality and use of the CM system, helps to mainkesintegrity ¢ the TOE.

The purpose of aeptance procedures is to confirm thaany creation or modifi@étion of
configurationitems is authorised.
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Dependencies:
ACM_SCP.1 TOE CM coverage
ALC_DVS.1 Identification of securityneasures

Developer action elements:

ACM_CAP.41D

ACM_CAP.42D

ACM_CAP.43D

Content and presentation of evidence elements:

ACM_CAP.41C

ACM_CAP.42C

ACM_CAP.43C

ACM_CAP.44C

ACM_CAP.45C

ACM_CAP.46C

ACM_CAP.47C

ACM_CAP.48C

ACM_CAP.49C

ACM_CAP.4.10€

ACM\CAP.411C

The ceveloper shalprovide a redrence forthe TOE.
The developer shalusea CM system.

The ceveloper shalprovide CM documentation.

The retrence forthe TCE shall be unique to each version o¢ TfOE.
The TCE shallbe labelled with &reference.

The CM documentation shall include a-confaion list, a CM plan and
aceceptance plan.

The configuration list shall desbe the’configuration iteathatcomprise the T

The CM documentation sh describe the method used to uniquely ident
configuration items.

The CMsystem sHll uniquely identify all configurationitems.

The CMplan shall:dexibe howthe CM system is used.

DE.

fy the

The evidence shall demonstrate that the CM system is operating in aceondn

theCM plan:

The CM docunentation shal provide evidence that atonfiguration itens ha
pbeen andre being effetively maintainedunderthe CM sysém.

The CM system sl provide mesures such #i only authorised chameg are m
to the configuratiortems.

The CM systemshall support the generation of the TOE.

hde

ACM_CAP.4.1Z2C

Tl 4 1 oo l—el Hom—dla - s 4 PRUH e |
T ALTpytalict Piall Stiall UTCSUTTUT LT Prottuuits ustu tULa PLITIUUTICU

newly created configuration items as part of the TOE.

Evaluator action elements:

ACM_CAP.41E

The evaluator shall confirm that the information provided saetequireme
for content and prestation of evidence.

r

nts
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ACM_CAP.5 Advanced support
Objectives
A unique reference is required to ensure theretis no ambiguity in tersof which insance of

the TOE is beig evaluatedL abelling the TOE wihiits referene ensures that useof the TOE can
beawareof whichimstarce of the TOE theyare using:.

Uhique identification of theonfiguration items lads to a clearer understanding of the composition
of the TOE, which in turn helps tce@rmine those @ns which are subject to thecevaluatipn
rgquirements for the TOE.

Providing controls to ensure that unauibed modifications are not made“vto the TOE, and
ensuring poperfunctionality and use of the CM system, helps to mainkeaimntegrity é the TOE.

The purpose of aeptance procedures is to confirm thaany creation or modifi@étion of
configurationitems is authorised.

Integration procedures help to ensure thgéreration of the TOE from a managedet of
configurationitems is correctlyperformed in an authoed manner.

Requiring that the CM system be able to identify thastar copy of the material used tengrate
the TOE helps to ensure that the integrity of this materiabsepred by the appropriatchnical,
physicaland procedural safeguards.

Dependencies:
ACM_SCP.1 TOE CM coverage
ALC_DVS.2 Sufficiency of-securitymeasures

Developer action elements:

A¢Mm_cArs.1D  The developer shall provide a refecefor the TOE.
A¢Mm_caps2p  The developer shall use a CM system.
A¢M_cars53p  The-developer shall provide CM documentation.
Cpntent and(presentation of evidence elements:

A¢M_caRsic  The referene for the TOE shHIl be unique teeach versiorof the TOE.

O oloall lodbalaall ol HY oF
UL Slidll Vet cud WitTits TSICTTTICT.,

e o T
ACVM_CAP5ZC LILILL=AL

AcM_cArs3c  The CMdocumentation shall include a configuration list, a CM plmaceptance
plan and integration procedu es.

AacM_capsac  Theconfiguration listshalldescribehe configurationtems that comprise thEOE.
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Aacm_capssc  The CM documentation sl describe the method used to uniquely identify the
configuration items.

Aacm_cAarsec  The CMsystem sHll uniquely identify all configurationitems.

acm_capsrc  The CMplan shall dexibe howthe CM system is used.

Aacm_capssc  The evidence shall demonstrate that the CM system is operating in awomkzm
theCM plan.

Acm_carsaoc  The CM docurrentation shal provide evidence that atonfiguration itens have

ACM_CAP.5.10C

ACM_CAP.5.11C

ACM_CAP.512C

ACM_CAP.513C

ACM_CAP.5.14C

ACM_CAP.5.15C

ACM_CAP.5.16C

ACM_CAP.517C

ACM_CAP.518C

AGM XCAP.519C

been andre being effetively maintainedunderthe CM sysém.

The CM system sl provide mesures such #i only autherised chameg are m
to the configuratiortems.

The CMsystem sHl support the genation of the TOE.

The acceptance planaldescribe the procedures usdad accept modifiedr newly

created configuration itens as part ofthe TOE.

The integration procedures shall describe how the CM system is applied in

TOE manufacturing process.

The CM system shall require”that the peson responsible for acceptin
configuration item into CMcis not the persa who developed it.

The CM system shall’clearly identify theconfiguration items that comprisethe

TSF.

The CM system shall suport the audit of all modifications to the TO
including asa minimum the originator, date, and time in the adit trail.

The CM-system shall be ald to identify the master copy of all material used
generate tre TOE.

hde

the

E,

to

The CM documentation shall demonstrate that the use of the CM system,
together with the development security measues, allow only authorised

changes to be made to th€ OE.

The CM documentation shall demonstrate that the use of the inggratign

procedures ensures that the generation of th& OE is correctly performed

5

ACM_CAP.520C

ACM_CAP.521C

an authorised manne.

The CM documentation shall demonstrate that the CM system is sufficient to
ensure that the @rson responsible for accepting a configuration item into CM

is not the person wio developel it.

The CM documentation shall justify that the acceptance pocedures provide
for an adequate aml appropriate review of changes tall configuration items.
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Evaluator action elements:

AcM_cApPs1E  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.
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8.3 CM scope (ACM_SCP)

Objectives

The objective of this family is to ensure tiaitnecessary TOE configuration iterage tracked

E)

by

the CM system This helps tcensure that #hinteqrity of thee configuration iters is proteced

through tre capabilities of theCM system.
The objectives of thitamily includethe following:
a) ensuring that the TBimplementatiorrepresentation is aicked;

b) ensuring that all necessary documentationlutiing problem"“reports, are tra
during deelopment andperation;

c) ensuringthatconfiguration optios (e.g. compiler swihes) are treked; and
d) ensuring that developmetools ae tracked.
Component levelling

The components in this family are levelled on the basis ofhwdii the following are tracke
the CM system: the TOE implementation; representation; design documentat

documentation; usr docunentation; administrator documentation; CM documentatioovirigy

flaws; ard development tools.
Application notes

ACM_SCP.1.1C introduces thequirement that the TOE implementation representa
tracked by the CM system.\The TOE implemtation representation refers to alardwal
software, and firmware that compriseethhysical TOE. In the casof a software-onyl TOE, t
implementation represtation may consissolely of soure and objectcode.

ACM_SCP.1.1C also'introduces the requirement that thel@Mmentation be ticked bythe G
system. This idudes the CMplan, as well as infortion on the current versions of any too
comprisethe CM system.

ACM_SCP:2.1C introduces the requiremeiat ecurity flaws be tracked by the CM system
requires’/that information regardipgevious security flaws anddin resolution be maintaine
weltas detas regarding current security flaws.

ark

0 by
on; test

tion be
re,
he

M
atth

This
d, as

be tracked byhe CM syslem Examples of development teare programmlngangwges and
compilers. Information pertaining to TOE generation itemsh{®s compiler options, installation/
genestion options, and build options) is anaaxple of information relating to development tools.
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ACM_SCP.1 TOE CM coverage
Objectives

A CM system an control changes only to those items that hawa Ipdaced uner CM. Placing
the TOE implementation reggentation, desigriests user and adminisator documentatiorand
Civd h : o e v ; e "

mlanner with poper authasations.

Dependencies:
ACM_CAP.3 Authorisation controls

Developer action elements:

A¢M_scr.11p  Thedevelmer shall provide CM doaumentation.

Cpntent and presentation of evidence elements:

A¢M_scrp.iic  The CM documentation $all show that the CM system, as a mininum, tracks
the following: the TOE implementation représentation, design doumentation,
test documentation, user documentation,*admisirator documentation, and

CM documentation.

A¢m_scri2c  The CM documentation shall deseribe how configuration items are tracked by
the CM system.

Eypaluator action elements:

A¢M_scr.1ie  The evaluator shallconfirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

CM_SCP.2 Problem tragking CM coverage

CM system an‘control changes only to those items that hawa péaced uner CM. Placing

A
Opjectives
A
He TOE implementation reggentation, desigrests user and adminisdtor documentatiorand

—*

M documentation under CM provides assuwaithat tley have been modified in a controllg

ne ability totradk security flaws undeCM ensures that security flaw repoere na lost or

C

manner with poper authdsations.
.

f

rgetten, and allows a develogertracksecurity flawsto their resolution

Dependencies:
ACM_CAP.3 Authorisation controls

Developer action elements:

acm_scr21p  The developer shall provide CM documentation.
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Content and presentation of evidence elements:

AcMm_scp21ic  The CM docurentation slall show that the CM sysin, as aminimum, tracks
following: the TOE implemention representationdesign documentation,
documentation, user documentation, administrator documentatio
documentationand searity flaws.

the
test
n, CM

acm_scp22c  The CM documentation shall describe how configuration items anieett by
CM system.

Evaluator action elements:

AcMm_scp21E  The evaluator shall confirm that the information provided swetequireme
for contentand preentation of evicence.

ACM_SCP.3 Development tools CM coverage

Objectives

A CM system carcontrol changes only to thosernts that\lave been @ced under CM. Pta
the TOE impémentation representation, desigtests userand administrator documentati
CM docunentation uncer CM provides assurance -that they have been modified in a ¢
manner with proper authorisations.

The ability to track seurity flaws under CMensures that securityflaw reports are not Ids
forgotten, and allows a developerttack securityflaws totheir resolution.

he

nts

nd
bahtroll

or

Development tools play amportantrele in ensuring the production of a qualityrsien of {he

TOE. Thereforgit is important to contrainodificationsto these tools.

Dependencies:
ACM_CAP.3-Authorigtion controls

Developer action elements:
Aacm_scp3.1p . Fhe developer shalprovide CM documentation.
Content and presentation of evidence elements:

Aacmesersic  The CM docurentation slall show that the CM syei, as aminimum, tracks
following: the TOE implemention representationdesign documentation,

the
test

documentation, user documentation, administrator documentatio

CM

documentation,esurity flaws, and development tools and related information.

acm_scp3z2c  The CM documentation shall describe how configuration items anieett by the

CM system.
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Evaluator action elements:

AcM_scr3iE  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.
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9 Class ADO: Delivery and operation

Delivery andoperation provides requementsfor correct delivery, installation, geradon, and
start-ip of the TOE.

Figure 9.1 shows the families within thisag$, and théhierarchy of components withif] the
families.

Class ADO: Blivery and opegtion

ADO_DEL Delivay

ADO_IGS Installation, generaticard stat-up

Figure 9.1 -Delivery and ope@ation class decompositi on
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9.1 Delivery (ADO_DEL)

Objectives

The |equ|rements for dellery call for system control and distribution faC|I|t|es and procedures that

rﬁodlflcatlons For a vaI|d dellvery, what isgeived must correspondqmsely to the TOE master
copy, thus avoidingny tampering with thectual version, or substitution affalse version.

Clpmponent levelling

The components in this family are éived on the basis aficreasing requirements orn the develoger
tq detect and prevent modifications to theEduring delivery.

APO_DEL.1 Delivery procedures

Dependencies:
No dependenas.

Developer action elements:

Apo_peL.11D  The developer shal document procedures for delivery of the TOE or parts of
it to the user.

Aapo DEL120  The develogr shall use the deliwery procedures.
Cpntent and presentation of evidence*elements:

apo_peL.1ic  The delivery documentation shall describeall procedures that a e necessaryto
maintain security when distributing versions ofthe TOE to a userssite.

Eyaluator action elements:;

Apo peEL.11E  The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

ADO_DEL.2Detection of modification

Dependencies:
ACM_CAP.3 Authorisation controls

Developer action elements:

Apo_DEL.21D  The dewloper shall document procedures for delivery of the TOE or parts of it to
the user.

Apo_DEL.220  The developer shall use thelidery proceduses.

88


https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

© ISO/IEC

ISO/IEC 15408-3:1999(E)

Content and presentation of evidence elements:

ADO_DEL.2.1C

ADO_DEL.2.2C

ADO_DEL.2.3C

Evaluator action elements:

ADO_DEL.2.1E

ADO_DEL.3 Prevention of modification

Dependencies:

Developer

ADO_DEL.3.1D

ADO_DEL.3.2D

Content and presentation-of evidence elements:

ADO_DEL.3.1C

ADO_DEL.3.2C

ADQ, DEL.3.3C

The delivery documentation shiadescribeall procedures that are neessary to
maintain security whedistributing vesionsof the TOEto a us€s site.

The delivery documentation shall cescribe how the various procedures and

: y
discrepancy between the eveloper's maser copy and the vesion receied pat

the user site.
The delivery documentation shall describe how the various procedures allpw

detection of attempts to masquerade as the developer, even-in cases in|which
the developer has seamothing to the user’s site.

The evaluator shall confirm that the information-provided s@ktequirements
for contentand presentation of evidence.

ACM_CAP.3 Authoristion controls

action elements:

The developr shall doeument predures for delivery of th€OE or parts of it|to
the user.

The develope shall ug the delivery procedures.

The delivery documentation shiadescribeall procedures that are neessary| to
maintain security whedistributing veasionsof the TOEto a us€s site.

The delivery documentation shallestribe how the various procedures and
technical mesures provide for thprevention of modifications or ary discrepancy
between tb developer’'s master cond the versioreceived at the user site.

The dlivery docunentation shall describe how the various proedures allpw

detection of attempts toasquerade as the deloper, even in cases in which the
developer has sent nothingtte user’s sé

Evaluator action elements:

ADO_DEL.3.1E

The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.
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9.2 Installation, generation and start-up (ADO_IGS)

Objectives

Installatlon generatlon and start up pe@lures are useful for ensurlng that the TQE lbeen

re quwements for installation, generatlordaunart up caII fora secure transition from the TOE'$
inhplementationa@presentation being uedconfiguration control to its initial operation in the-uger
efpvironment.

Cpmponent levelling

The components in thisrhily are levelled on thbasis of whetér the TOE generatio optiors are
logged.

Application notes

Itlis recognised that the apgdtion of these requirements will vary dependingaspects suchs
ether the TOE is an IT product or system, whether it is delivered in an operational sjate, or
ether it has to berbught up at the TOE owniersite etc_For a given TOE, there will mmally

be a divisiorof responsibility with respect to installation, gesteon and start-up between the TQE

developer and the owner of the TOE, but there arecexamples whertvilka take plae at one
site For examplefor a smart card all aspts of installationgeneration and start-up may have been
performedat the TOE @veloper’s site. On the otheatd the TOE might beelivered & an IT
system in the form of softwarwhere all aspects*of installatiorengration and start-up are carrig¢d
oyt atthe TOE owner’s site.

Itmight also be thease that the TOE @ready installed by the time the evaluation starts. In this
cqse it may beappropria¢ to demandind analyse installation praclures.

Furthermore, the generatioaquirements are applicable oty TOESs that provide #hability to
geénerate portions of apeaationd TOE from itsimplementatiorrepresentation.
T

neinstallation, genecation, arstiart-upprocedures may exist as a seggadocunents or could bej
gfoupeal with other:administrative guidance. The requirengeimt this assurane family are
pfesentedeparately from those the AGD_ADM family, due to tleinfrequent, possiblgne-time
use of the installation, gemation and sta-up procedtes.

APO_IGS:I Installation, generation, and start-up procedures
D

ependencies:
AGD_ADM.IT Administrato r guidance

Developer action elements:

apo_es.1ap  Thedeveloper shall document procedures necessary fordkecure installation,
generation, and start-up of the TOE.
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Content and presentation of evidence elements:

ADO_IGS.1.1C

The documentation shall describeéhe steps necessary for saire installation,

generation, andstart-up of the TOE.

Evaluator action elements:

ADO_IGS11E

ADO_IGS.1.2E

ADO_IGS.2 Generation log

Dependencies:
AGD_ADM.1 Administrator guidance

Developer action elements:

ADO_|GS2.1D

Content and presentation of evidence elements:

ADO_I1GS2.1C

ADO_IGS2.2C

Evaluator action elements:

ADO_IGS2.1E

ADO_IGS2.2E

The evaluator shall confirm that the information provided meets:
requirements for content and presentation of evidence.

The evaluator $all determine that the installation, generation, and start-U
procedures result in a secure configuration.

The developer shall document procesunecessary for the secure afistio
genestion, and start-up ahe TOE.

The documentation shall describe the stepecessary for secure install
genestion, and start-up dhe TOE.

The documentation-shall describe procedures capable of creating 3
containing the gateration options used to generatelie TOE in such a way th
it is possible to'de¢rmine exactly how and when theTOE was generated.

The (evaluator shall confirm that the information provided saetequireme
for_eontentand presntation of evidcence

Al

Y

ation,

L log
at

nts

The evaluator sl determire that the installation, generation, and start-up

procedures result ia secureonfiguration.
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10 Class ADV: Development

The development class encompasses four families of requirements fserdjg the TSRt
various levels of abstraction from the functional interface to the implementation regiiesent

The development class also inadadafamily of requirements for a correspondenmappjng
betweerthe varios TSF representations, ultimately reqgug ademonstration focorrespotdence

from the least abstract representation through all interveningseegiations to the TOE Summary
specification provided in the ST. In addition, there is a family of requirementsfor a TSP model,
and for correspondete neppings betwen the TSP, the TSP model, and; the fungtion
specification. Finally, there isfamily of requirements on the internal structure-of &€, whth
covers aspects sh as modudrity, layering, andminimisation ofcomplexity.

Figure 10.1 showshe families within ths class, and # hierarchy of.components within|the
families.
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Class ADV: Development

— ADV_FSP Fuwtional specification -

© ISO/IEC

— ADV_HLD High-level design .

— ADV_IMP Implementatiorrepresentation |—

— ADV_INT TSF internals —

— ADV_LLD Low-level design .

— ADV_RCR Representatiotorrespondence—

- ADV_SPM Security policy medeling .

The paradigh evident fo these families’;is oa of a functional specifietion of the TSF

Figure10.1 - Development class decompositi

1]
T
1
1]
)
1
1

o

v | [f] [ ]

(o] D] [ ]S> ]

n

3
3
3
3
3
3
3

decomposing the TSF into subsystems, decomposing the subsystems intesrsbawling the
implementation of the modules, and.demonstration of correspomtietween all d®mmpositigns

that are provided & evidence The requirements fothe various TSF represtations are €paragd

into different families, however; to allow ti&P/STauthor to sgcify which subset of the [TSF

representations are equired.
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Figure 10.2 - Relationships between TOHepresentations and requirements

Figure 10.2 indietes the relationships between the various TSF representations and thieasbje
and requirements that they are intended to esfdrAs the figurendicates, the APE and ASE
classes define the reqamentsfor the correspondence between the dtional requirements and
the security objectives as well as betnethe security objectives and the TOE’s anticipad
envirorment. Clas ASE also déines requirement$or the correspondeecbetweenboth the
security objectives and functionalequirements and the TOE summargcfication.
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The requirementdor all other correspondence shown in Figlie2 are defined in #ADV class.
The ADV_SPM family defines the requirements for correspondence éethve TSP and the TSP

model, and between the TSP model and the functiepecifcation. TheADV_RCR fam

ily

defines the equirements forcorresponance between all aitable TSF represitations from the

TOE summary sgification through the implemeation representation. Finally, €& assura

nce

family specific to a T6 representation (i.e. ADV_FSP, ADV_HLD, ADV_LLD dADV_IMP)

gefimes equirements Tefating—that— T SFrepresentation tothe furnctional Tequirem
combiration of which helg to ensure that the TEsecurity functioral requirements have
addressed.The tracebility analysis is alwaydo be performed from the highestdel T4
representation down through each of the TSF representations that are provided, .ISO/II
captures this tragbility requirement via degmdencies on the ADV_RCR familyoThe ADV |
family is not representeid this figure, ait is related tothe internal structurejdhe TSF, an
only indirectly related to theprocess of refinement ofeéfT SF iepresentations:

Application notes

pnts, the
be

bF

FC 15408
[INT

d is

The TOE security policy (TSP) isdlsetof rules that regulatbow resoures are managed,

protected and distributed within a TOE, expres®y the TOE:security functional requiren|
The developr is not explicitlyrequiredto providea TSP, as the TSP is expressed by fhid
security functiona requirementsthrough a combination-ofsurity function policies (SFPS)
theother individual requirement elements.

The TOE security functions (TSF) are all the paftthe TOE that haa/to be relied upon
enforcement of the TSP. THESF includes both-functions thdirectly enforce the TSP, and

ents.
E
and

for
also

those functions that, while not datey enforcing the TSP, contribute to the enforcement of the TSP

in a more indirect manner.

Althoughthe requirements within @ASE_TSSfamily ard within several families othis cla
call for several diffeent TSF representations, it is not absolutely necessarydbraeal every 1
representation to be in a separate’document. Indeed, it may be the case that a single doeq
thedocumentation requirements for moh@n one€l' SF iepresentation, since it is the inform|
about eah of theseTSF«epreentations that is required, rather thanetresulting documg
structure. In cases wte'\multipleTSF representations are combined within a single docun
developer should indate whch docunents meetvhich requirements.

Three types of specification style are mandaiethis cless: informal, semiformal and formal
functionalspegifcation, high-level design, low-level designd TSP moels will bewritten us
one 0 more d these spetication stylesAmbiguity in these specificationsrisduced by sing
increagd level of formality.

An informal sgecification is writien as pros in naturd language. Natural langge is usd here

SS
'SF
sent m
ation

Nt

ent, the

The

ng
an

as

meaning communication in argpmmonly spoken tongue.. Dutch, English, French, Gerr

nan).

An informal sgcification 1S not subjacto any noational or special restaions other tha those

requred as adinary conventions for thdanguage (e.g.rgmmar and syntax). While no notat

ional

restrictionsapply, threinformal speciftationisalso required to provide defined amngs for terms

that areused in a context other than tlaatepted by nor@ usage.

A semiformal specification is written in a restricted syntax language and is typically accechpani
by suppeting explanatoy (informal) prose. The restricted syntaxanguagemay be anatual
languege with restricted sentea stricture and keywords with sp@l meanings, or it may be
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diagrammatic (e.g. &a-flow diagrams, ste transition diagramsentity-relationship diagrams,
data structure diagramand process or program structure diagrams). Whetsdbon diagrams

or natural languagea set of conventions must be supmlito define the restrictions plzed on t
syntax.

he

A formal specification is written in a notation based upefh—establlsred mathematlcal concepts

concepts are used to define the syram:ksemantlcs ahe notatlorand the proof rules that su
logical reasoning.The syntactic and semantic rules supporting adbnatation should defineg
to recognise constructs ambiguouslyand determine their maning. There needs to.be evi
that it is impossible to derive contradictiorand all rules suppting the notatien need t
defined orreferenced.

Significant assurance can be gained by ensuriagtiie TSF can be tead though eacbf

representations, and by ensuring that ti&P model corresponds to the functionadc#iatioin.

The ADV_RCR family contains requirements for correspondenee mappingsehetveevarig
TSF epresentations, and the ADV_SPM family contains reguirements for a corres
mapping betwen the TSP model and the fttional specification.”A correspondencan tke {
form of an informal demonstration, a semiformeddnstration, oaformal proof.

When an informal demonstion of correspondencetis required, thisanmethat only a &s
corresponence is required. Caesponence nethods:irtlude, for example, the use of a
dimensional d@ble with entries denoting correspondence, or the ussppifoprate notation
design diagams. Pointers aneference$o othg documents may also be used.

A semiformal demonstration of coespon@nce equires a structured approach at the ana
the correspondenceThis approachshould lessen ambiguity that couldxist in an inforn

corresponence by limiting the interpretatiorof the ternsincluded in tke correspondere Point¢

andreferences to other documents may be used.

A formal proof ofcorrespondererequites tha well-established mathematical cepts be used
definethe syntax ath semantis of the formal notationand the probrules that support log

reasoning. Theesurity-propertis needto beexpressiblen the formal specification language,

thesesecurity proprties’'need to be shown to be satisfied by the formal specification. Poi
referenesto other-documents mayjso beused.

The ADV_RCR*.1C elements require that the develgpovide evideoe, for eah adjacent
of TSF repesentations, that all relevant security functionality ofetimore abstract

representation is refined in the Issabstract BF representation. The ADV_FSP.
ADV<HLD.*.2E, ADV_LLD.*.2E and ADV_IMP.*.2E element®ach require the evaluat
determine that the TSF represented by that family of requirements is an accurate an

Hence
b be

ts

DUS
pondence
he

ic
WO-
of

ysis of
8l
Brs

to

ical

and
nters and

air

TSF

*.2E,
Dr to
d complete

instantiation of the TOE security functional requirements. In order to determine

a

repesentation 1S an accurate and compgie instan@ion of the TOE security functioa
requirements, it is intended that thealuator usehe evidence provided by thaeveloper in
ADV_RCR.*.1C as an input to this determination. 8tablishing aorresponence ketween the

TOE security functiod requirements andeeh ofsucessive TSF representations dowrettha
this step-wise process will ultimely provide more assance that the least abstract

in,
TSF

representation corresponds to the TOE security dtianal requirements, which is the ultimateabo
of this class. If the euator makes no coesponance determinations back to th©E seurity
functional requirementgor intermediate BF representationsthen tying to detemine the
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corresponance from the least abstct TSF representation back to the TOE security funation
requirements may reprd too large a sp to be accuratelygoformed. Finally, depending on the
set of TSFrepresentations #éharerequired, it is qui possiblethatthe low-level design, high-lel/
design or even tle functional specifietion might be tle least abstract TSF representatiba is
provided.

98


https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

© ISO/IEC ISO/IEC 15408-3:1999(E)

10.1 Functional specificat ion (ADV_FSP)

Objectives

The functional specifaion is a high-level escription of the usr-visible interface and bekio
of the TSFE It is an instantiation ofhe TOF securityfunctional equirements  The functi

ur

specificatiorhas toshow that all the TOE security functionalequirementsare addressed.
Component levelling

The components in this family are levellen the basis of the degree of formalism required
functionalspecifcation, and the dege of detil providedfor the externainterfaces to the TS

Application notes

The ADV_FSP.*.2E elemestvithin this family define a requirement that the evaluator de
that the functional sgcification is an acurate and complete itistaation of the TOE seur
functional equirements. This provides a direct correspondence between the ToD
functional requiements and the functional sp#ication, in addition to the pair
corresponances requid by the ADV RCR family. It is-expected that the evaluator will u
evidence provideth ADV_RCRas an input to making this determinatiandtherequirement

compleeness is intenatl tobe klative to the level af.absaction of the functioml specification).

For ADV_FSP.1.8, it is intended tht sufficient information is proviel in the functio
specificationto understand how the TOE:Secuffitymctional requirements havedmeaddress
and to enable the speciéiton of tests wikeh reflect the TOE security fational requirement
the ST.It is na necessarily tie case that suctesting willcover all possibé return values anderr,
messages which could be generataidthe interface, but the information proettshould m
clear the results of usingn inteffaee inthe case ofucessand the mostcommon insénces
failure.

ADV_FSP.2.3C introduces aquirement for a complete pesgation of the functional irdrfag

ity

| of the
F.

ermine

yse
vise
he
for

Al
bed,
5 1N
or
ke
Df

e.

This will provide the(nécessanetdil for supporting both thorough testing of the TOE and the

assessment of vulnerabilities.

In the contextOf the le of formality of the functional sgcification, informal, semiformal
formal are.considered to be hierarchical in naflinels, ADV_FSP.1.1C and ADV_FSP.2.1Q0
also be et with either a semiformal or formal dtional specification, provided that
supported bynformal, explanatory texivhere appropriate. laddition, ADV_FSE3.1C may 3
be met with a formdunctional speciftation.

and
may
it is
1so

| ADV_ESP. 1 Informalfunctional-specification

Dependencies:
ADV_RCR.1 Informal correspondence demonstration

Developer action elements:

abv_rsp11D  The developer shall provide a functionalspecification.
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Content and presentation of evidence elements:

apbv_rsp.iic  The functional specifcation shal descibe the TS and its external interfaces
using an nformal style.

abv_frsp.12c  The functional specification shall be internally consistent.

Apv_rsp.13c  The functional specificationshall describe the pur pose and method of use of.al
external TSF interfaces, providing details of effects, exceptions andrror
messages, as appropriate.

Apv_rsp.14ac  The functional specification shall completely represent the TSF.

Epaluator action elements:

Apv_Fsp.11E  The evaluator shall confirm that the infor mation-\provided mees all
requirements for content ard presentation ofevidence:

Apv_Fsp.12e  The evaluator shall deermine that the functional-specification is anaccurate
and complete instantiation of theTOE security~functional requirements.

ADV_FSP.2 Fully defined external interfaces

D

All

All

Al

Al

V_FSP.2.1D

V_FSP.2.1C

V_FSP.22C

V_FSP.2.3C

All

ADV_FSP.25C

100

ependencies:
ADV_RCR.1 Informal carespondencdemonstation

eveloper action elements:

pntent and presentation of evidence elements:

C he functionakpecificatiorshallcompletd |

The developer shall.grovide a functiosgkcification.

The functional specification sh describe tB TSFand its external interfas using
an informalstyle.

Theé-functionakpecificatiornshallbe intermally consisent.
The functional sgcification shall @scribe the purpose andetimod of use of all

external TSF interfaces, providimgmplete details ofall effects, exceptionand
error messages.

The functional specification shall include rationale that the TSF is aapletely
represented.


https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

© ISO/IEC

ISO/IEC 15408-3:1999(E)

Evaluator action elements:

ADV_FSP2.1E

ADV_FSP2.2E

—_______compietanstantiation of tha OE Security functionat Tequirements. |
ADV_FSP.3 Semiform al function al specification

Dependencies:
ADV_RCR.1 Informal correspondemdemonstration

Developer action elements:

ADV_FSP3.1D

Content and presentation of evidence elements:

ADV_FSP3.1C

ADV_FSP3.2C

ADV_FSP3.3C

ADV_FSP3.4C

ADV_FSP3.5C

Evaluator action“elements:

ADV_FSP3.1E

ADV{ESP3.2E

The evaluator shall confirm that the information provided smaktequireme
for contentand preentation of evicence.

nts

The evaluator shall determine that the functional specification is an accurate and

The developer shalprovide a functional spédication;

Thefunctional speification shall describe.the TSFaits externdinterfaces us
a semifamal style supported hy <informal, explanatory text whg
appropriate.

The functiora specification shall\banternally consistent.

The functional specificatior’shall describeetpurpose ad method of use oall

extern& TSF interfaces;~providig complete details of all effectexceptions &
error message

The functior speification shall completely represetiie TSF.

The functional secification shall include raticale that the TSF is comgik
represented.

The evaluator shall confirm that the information provided saktequireme
for contentand preentation of evicence.

The evaluator shall determine that the functional specification is an acc
completeinstantiation of th& OE security functional requirements.

ng
re

ind

ly

nts

Lrate and

ADV_FSP.4 Formal functional specification

Dependencies:

ADV_RCR.1 Informal correspondemdemonstration
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Developer action elements:

ADV_FSP.4.1D

The developer shall provide a functiosgkcification.

Content and presentation of evidence elements:

AIDV_FSP.4.1

AIDV_FSP.42C

AIDV_FSP.43C

AIDV_FSP.44C

ADV_FSP.45C

AIDV_FSP.41E

ADV_FSP.42E

aformal style, suppded by irformal, explanatoy text where appropriate.

The functionakpecificationshallbe intermlly consisent.

The functional sgcification shall @scribe the purpose andethod.of use of all
exterral TSF interfaes, providing complet details ofal effects, ‘€xceptiongand
error messages.

The functionakpecificationshallcompletly represent the TSF.

The functional specification shall includationale_tiat the TSF is completely
represented.

Eyaluator action elements:

The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.

The ewuator stell determine that the functional specdtion is an ecurateand
complete instantiationf the TCE security functionalrequirements.
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10.2 High-level design (ADV_HLD)

Objectives

The hlgh -level design of a TOE prowdes a description of the TSF in terms of major structural units
sign
requwements armtended to prowdeassurancehat the TOE provides an architecture apprppriate

to implement the TOE security functiomaljuirements.

The high-level design refines the functional speatfon into subsystems. Forasasubsystem of

the TSF,the high-level desig describes & purpo® and function,and identifies the secyrity
functionscontained inthe subsystem. The interrelationships bsabsystermare ale defined in

the high-evel design. These iatrelationships will be represented as external interfaces for data
flow, control flow, etc, as appropria

Component levelling

The components in this family are levellen the basis of the.degree of formalism required of the
high-leveldesign, and othe degree of detaiequired for the interface spécations.

Application notes

The developer is expected to délse the design;of theSF in terms of subsystem$he tem
“subsysterh is used here to express the idea of decomposing the TSF into a relatiyely small
number & parts. While the developer is netjuired to actually have “subsystems”, the deyeloper

is expeatd to repesent asimilar level of decomposition. For example, a desigy besimilarly
decomposed usirigayers, “domains’;or‘servers”.

The term “security fuctionality™™i$ used to remsent the set of operations that a subgystem
performs in contribution to securitiunctions implemented by the TOE. This distinction i§ made
because design constructs, such as subsystehmodules, dmot neessarily relate to specjfic

security functions. Whilexgiven subsystem myaorrespond dectly to a security fuction, oreven
multiple security functions, it is also possible that many subsystems must be combined to
implementa single(securitfunction.

The term “TSP=enfaing subsysm” refers to a subsyan thatcontributes to the enforcemant of
the TSP gither directy or indirectly.

The ADY_HLD.*.2E elements within this family defi@gequirement that the evaluator determine
thatthe high-levedesign is an accuratand complete instantiation of the TOE security fundion
requirements. This prom a direct correspondem between the TOE securlty functian

ADV RCR famlly It is expe;ted that th@valuator WI|| use the eV|dence prowded in ADV RCR
as an input tanaking this determination, and the reerent for completeness is intended to be
relative to thdevel of abstration of the high-levetesign.

ADV_HLD.3.8C introduces a requirement fora compéte presentation for the intedes to the

subsystems. This will provide the necessary detail for supporting both thoestigd of the TOE
(using componentsom ATE_DPT), and the assessmenvuolnerabilities.
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In the context of the level of formality of the high-level design, informal, semiformal and formal
are considered to be hierarcHhizanature. Thus, ADV_HLD.1.C and ADV_HLD.2.C may also

be met with eithe a seniformal o formal high-level design, and BV_HLD.3.1C and
ADV_HLD.4.1C may also benet with a formal high-level design.

ADV_HLD.1 Descriptive high-lev el design

Dependencies:
ADV_FSP.1 Informal functional specification
ADV_RCR.1 Informal correspondence dmonstration

Developer action elements:

Apv_HLD.1.1D  The developer shallprovide the high-level desigrof the TSF-
Cpntent and presentation of evidence elements:

Apv_HLD.1.1c  The presentationof the high-level desigrshall be informal.
Aapv_HLp.1.2c  The high-level design shall beinter nally cansistent.

Apv_HLD.1.3c  The high-level design shall desde ‘the structure of the TSF in terms of
subsystems.

Aapv_HLD.1.4c  Thehigh-level design shall describe thessurity fun ctionality provided by each
subsysten of the TSF.

Apv_HLD.15c  The high-level design shalidentify any underlying hardware, firmware, and/
or software required by the TSF with a presentation of he functions provided
by the supporting-protection mechanisms implememd in that hardware,
firmware , or software.

apv_HiD.1.6c  The high-level designshall identify all interfaces to the subsystems of the TSH.

apv_Hp.1.7c - The-high-level designshall identify which of the interfaces to the subsystns of
the FSF are externally visible.

Eypaluator.action elements:

Apv_HeD e The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

ADV_HLD.12E  The evaluator shall determine that the high-level design is an awirate and
complete instantiation of the TOE securityfunctional requirements.

ADV_HLD.2 Security enforcing high-level design

Dependencies:
ADV_FSP1 Informal functionaspecification
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ADV_RCR.1 Informal correspondemdemonstration
Developer action elements:

ADV_HLD.21D  The developer shalprovide the high-lesl designof the TSF.

Content and presentation of EVidence etements:

ADV_HLD.21c  The presentation of tHagh-leveldesign shall benformal.
Aapbv_HLD.22c  The high-lewl designshall be internally consit.
Apv_HLD.23c  The high-level dsign shall degibe the strature of the TSF in terms of subsystems.

Apv_HLD.24c  The high-level design shall dgie the seurity functionality provied by e&h
subsystem of the TSF.

Aapbv_HLp25c  The hghdewel desgn shd identify any underlying hardare, firmware,and/or
software required by the TSF with agsentation bthe functions mvided by the
supporting protection achanisms implemented in that hardware, fitaray |or
software.

Apv_HLD.26c  The high-leel designshall icentify all interfaesto the subsysims of the TSF

apbv_HLp.27c  The high-level design shall idenitify which of the interfaces to the subsystems of the
TSF are externally visible,

Aabv_HLD.2s8c  The high-level design<shall describe the purpose and method ofsa of all
interfaces tothe subsystens of the TSF, providing details ofeffects, exceptipns
and error messages, as appropriate.

Aapv_HLD.29c  The high-level design shalldescribe the separationof the TOE into TSP-
enforcing.and other subsystems.

Evaluator action-elements:

apv_HLD.21E_< The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.

apbv_meD.22e  The evaluator shall determine that the high-leesigh isan accurate and complete
instantiation of te TOE security functional requirements.

ADV_HLD. 3 Semiformal high-level design

Dependencies:
ADV_FSP.3 Semiformalfunctional specfication
ADV_RCR.2 Semiformal correspondence demonstration
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Developer action elements:
Apv_HLD.31D  The developer shall provideghigh-leveldesign of the TSF.

Content and presentation of evidence elements:

ADV_ALD.31C__ 1he presentationf the tigh-tevetdsigm shattbesemiformat:
Apv_HLD.32c  The high-levedesign shall be internallyonsistent.
Apv_HLD.33c  The high-level design shall describe thesture of the TSF in tersof sobsgtems.

Apv_HLD.34c  The high-level dsign skl describe the security functionality ‘provided by egch
subsystenof the TSF.

Apv_HLD.35c  The high-level desigrshall identiy any underlyinghardware, firmwee, and/or
software requied by the TSF with a presentation ofthedions provided by the
supporting protection mechanisms implemented in that resegviirmware, or
software.

Apv_HLD.36c  The high-evel design sHIl identify all interfacés tahe subsystems of theSF.

Apv_HLp.37c  The high-level design shall identify which of the intee&to the subsystems of the
TSF are exterlly visible.

Apv_HLD.38c  The high-level design shall describe the purmosemethod of use of all interfes
to the subsystent the TSF;providingomplete details ofall effects,exceptions
and error messages.

Apv_HLD.39c  The high-level design shall describe the separation of the TOE into TSP-enfprcing
and dher subsygems.

Eypaluator action elements.

ADv_HLD.31E  The evaluator shall confirm th#te informationprovided meets all equirements
for cantent and presentation of evidence.

Apv_HLD.32E . The evaluator shall determine that the high{lelesign is an accatie andcomplete
instentiation of the TOE searity functional requirements.

ADPV<HLD.4 Semiformal high-level explanation

Dependencies:
ADV_FSP3 Semiformal functional specification
ADV_RCR.2 Semifamal corespondencdemorstration

Developer action elements:

ADv_HLD.41D  The developer shall provideghigh-leveldesign of the TSF.
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Content and presentation of evidence elements:

ADV_HLD.41C

ADV_HLD.42C

ADV_HLD.4.

ADV_HLD.44C

ADV_HLD.45C

ADV_HLD.46C

ADV_HLD.4.7C

ADV_HLD.48C

ADV_HLD.49C

ADV_HL D.4.10C

ADV_HLD.4.11C

The presentation of tHegh-leveldesign shall beamiformal.

The high-lel designshall be internally consistt.

The high-level design shall deie the seurity functionality provicd. by e
subsystem of the TSF.

The hgh4ewel desgn shdl idertify any underlying hardare, firmware,and
software required by the TSF with agsentation bthe functions mvided by
supporting protection athanisms implemented in that hardware, firray
software.

The high-lewl designshall icentify all interfaces todhe subsystns of the TSF

The high-level design shall identify which of the interfaces to the subsyste
TSF are externally visible.

The high-level design shall descrithe:purpose and method of use of all inte
to the subsysins of the TSF, providing compledetils of all effects, exeptio
and erro messages.

The high-level design shalPdescribe the separation of the TOE into TSP-
and other subsystems.

The high-level desig shall justify that the identified mears of achievi
separation, including any protection mechanisns, are sufficient toensure
clear and effective separation of TSP-enforcing from non-TSP-enfor
functions,

The high-level design shall justify thatthe TSF mechanisms aresufficient
implement the security functions identified in the high-level dsign.

Evaluator action elements:

ADV_HL D.41E

ADV_HLD.4.2E

The evaluator shall confirm that the information provided saketequireme
for contentand preentation of evicence.

ems.

h

or
he
or

ms of the

rfaces
ns

enforcing

9
a
Cing

[0

nts

lete

The evaluator shall determine that the high-leesigh isan accurate and comg

Instantiation ot te 1 Ok security Tunctional requirements.

ADV_HLD.5 Formal high-level design

Dependencies:
ADV_FSP.4 Formal functional specfication
ADV_RCR.3 Formal correspondence demonstration
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Developer action elements:

ADV_HLD.5.1D

The developer shall provideghigh-leveldesign of the TSF.

Content and presentation of evidence elements:

AV _FALD.5.1 - i Trat,

Apv_HLD.s.2c  The high-levedesign shall be internallyonsistent.

Apv_HLD.s.3c  The high-level design shall describe thesture of the TSF in tersof sobsgtems.

Apv_HLD.s.4c  The high-level dsign skl describe the security functionality ‘provided by egch
subsystenof the TSF.

Aapv_HLD.s5¢  The high-level desigrshall identfy any underlyinghardware, firmwee, and/or
software requied by the TSF with a presentation ofthedions provided by the
supporting protection mechanisms implemented in that resegviirmware, or
software.

Apv_HLD.56c  The high-evel design shll identify all interfac€s tahe subsystems of thESF.

Abv_HLD.s.7c  The high-level design shall identify which of the intee&to the subsystems of the
TSF are exterlly visible.

Apv_HLD.s.8c  The high-level design shall describe the purmosemethod of use of all interfes
to the subsystems dhe TSEproviding complete eails of all effects exceptions
and error messages.

Apv_HLD.s.9c  The high-level design shall describe the separation of the TOE into TSP-enfprcing
and otler subsystems.

Apv_HLD.s.10c  Thehigh-leveldesign shall justifghatthe identified means of achievingpgration,
including.any protection nohanisms, are sufficient to ensure eaclandeffective
separation of TSP-enforcing fronon-TSP-enforcing functions.

Apv_HLD.511c  Thé~high-evel design shalljustify that the TSF mechanisms are sufficient|to
implement the securitjunctiors identified in the high-¢vel design.

Epaluateraction elements:

ADV=HLD.5.1E  The evaluator shall confirm th#ie informationprovided meets all equirements
for content and presentation of evidence.

ADV_HLD.52E  The evaluator shall determine that the high-lelsign is an accaie andcomplete
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10.3 Implementation representation (ADV_IMP)

Objectives

The descriptia of the implementation represtation in the form of souce code, firmware,

hardware drawingsic @ptures tle detailedinternal waorkingsof the TS in suppaor of aralysi

S.

Component levelling

The components in this family are levelled on the basis of the etampks and structure g
implementation represtation provided.

Application notes

The implementation representation is useekfwess the notion of the\least abstract represt
of the TSF, specifically the one that usedto create the TSFE_itself without fughdes
refinement. Sotce code that ifen compiled ba haravare dawing-that is ged to build the ac
hardwareare examples gbarts of an implementation representation.

It is possiblethatevaluators may use th@plementationre@sentation tairectly support o
evaluation activities (e.g. vulnerability aalysis, test cograge analysis, or identitation

additional evaluator tests). It is expedtithat PP/ST authors will ek a component that req
that the impkementation is compleé and compehensiveenoughto addres the needs of hAbth
requirements included e PP/ST.

ADV_IMP.1 Subset of the implementation of the TSF

Application notes

ADV_IMP.1.1D requires that tadevelor provide tleimplementation repreatation for asubgt

of the TSFE The intentionisithat access to at least a portion of the=W8ll provide the evalat
with an opportunityto examine thémplementation re@sentatiorfor those portions athe TC
where such an @rination can add signdantly to the unerstanding of, and assuranitg t
mechanisms employed. Provision of a sample of theemphtation representation will also

f the

pntation

gn
tual

her
of
ires
er

Dr
E

ne

allow

the evaluator to’Sample the traceabilydence to gain assurance in the approach taken for

refinementandio assessdlpresentatiof the implementationepresentation itself.

ADV_IMP:1.2E ekment defines a requirement that the evaluaédermine that the least ab
TSF_representation is amccurate and complete instantiation of the Er'&curity functior
requitements. This prowed a direct correspondes ketween the TOE security funct
requwements anthe leastabstract TSF repsentation, in addltloto the pairwise corresponder

stra

el
aln
ces

i ded
in ADV RCR as an |nput to d{lng this determlnatlon Thedst ab tact TSF repesentatlon for

this component is an aggregate of the impleatemt repesentation that is provided andath
portion of the low-ével design for which no corresponding implementatigoresentation is

provided.

Dependencies:
ADV_LLD.1 D escriptive low-level design

1
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ADV_RCR.1 Informal correspondence eémonstration
ALC_TAT.1 Well-defined developmen tools

Developer action elements:

abv_IMp.1.1D  The dewloper shall provide the implementation representation for a selected
subset of he TSF.

Cpntent and presentation of evidence elements:

Apv_imMp.11c  The implementation representation shall unambiguously define.the TSF to
level of detail such that the TSF can be generated without further desig
decisions.

— D

Apv_imMp.12c  The implementation representation shalbe internally consistent.
Epaluator action elements:

Apv_imp.11E  The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation-ofevidence.

Apv_imMp.1.2e  The evaluata shall determine that the'least abstract T$ representation
provided is an accurate and complete instantiation of the TOE security
functional requirements.

ADV_IMP.2 Implementation of the TSF
Application notes

The ADV_IMP.2.2E element defines a requiremerdt tthe ewluator determine that the
implementation representatige -an accurate andomplete instangtion of the TOE security
functional requirements. [Fhis proesl a direct correspondencetleen the TOE security
fynctional equirements(and the implementation representation, in addition to the pajrwise
correspondences required by the ADV_RCR family. It is expetiat the esuator will use the
eyidenceprovided if-ADV_RCR as afnput to making this detenination.

Dependencies;:

ADV_LLD.1 Descriptivelow-level design
ADV_RCR.1 Informal carespondencdemonstation
ALC_TAT.1 Well-defired developrent tools

Developer action elements:

apbv_Imp.21D  The ceveloper shall provide the implementation representatioth®entire TSE
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Content and presentation of evidence elements:

ADv_IMP2ic  The impkementation representation shall unambiguouslgfohe the TSF to a lesf
of detll such that the TSEan be generated without further desigcid®ns.

Aapbv_mp22c  The implementationepresentation shall be rhally consistent.

Aapv_IMpP23c  The implementation representation shall @scribe the relationships betwéeen
all portions of the implementation.

Evaluator action elements:

Aapbv_ImMpP21E  The evaluator shall confirm that the information provided ‘swaetequirements
for contentand preentation of evicence.

Apv_IMpP22e  The evaluator shall @ermine th& the implementation representation is an
accurate andompleteinstantiation of th& OE sectiity functionalequirement

192

ADV_IMP.3 Structured implementation of the TSF
Application notes

The ADV_IMP.3.2E element defines a reqement that the evaluator etermine that [the
implementation representation is accurate ad’complete insntiation of the TOE seurity
functional equirements. This provides a\ direct correspondence between the TdDHyse
functional requirements and thenplementation representation, in addition to thmairwise

corresponances requid by the ADV RER family. It is expected that the evaluator will ube
evidence provided in ADV_RCRsan.input tomaking this @étermination.

Dependencies:
ADV_INT.1 Medularity
ADV_LLD.X Descriptive low-level design
ADV_RER1 Informal correspondemaemonstration
ALC.TAT.1 Well-defined deglopmenttools

Developeraction elements:
apbv_IMeeip  The developer shall provide the implementati@presentation for the entire TSF.

€ontent and presentation of evidence elements:

ADv_IMP3ic  The impkementation representation shall unambiguouslgfohe the TSF to a lesf
of detl such that the TSEan be generated without further desigidiens.

Apv_IMpP32c  The implementationepresentation shall be mhally consistent.

ADv_IMP33c  The implementation representation shall describe the relationships between all
portions oftheimplementation.
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ADv_IMP.34c  The implementation representation shall be structured into small and
comprehensible sections.

Evaluator action elements:

abv_iMp.31E  The evaluator shall confirm th#tie informationprovided meets all equirements
forcontentand presentation of evidence.

Apv_IMP.32E  The evaluatoshal determire that treimplementation represeation is an @acurate
and compdte instantiation of the TOE security function@fuirements.
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10.4 TSF internals (ADV_ INT)

Objectives

This famlly addresses the internal structure of the TSF Remﬁznts are preseed formodulari

compIeX|ty of polcy enf0|cement nechanlsms and the m|n|m|sat|on of the amount of e
enforcingfunctionality within the TSF — thus resulting in BSF thatis simple enough tq
analysed.

Modular design reduces the inteygendence éween elements of the TSF and-thus redu

design provides #hbasisfor determiniig the scope ointeraction with othea elementsf the
provides for increased assuance ttat unexpected effects do not occur, ‘and also provides
for designing and ealuating test suites.

risk that a change or error in one module will have effects throughout the*TOE. Thu?%mr

The use oflayering anl of simple designsfor the TSRenforCing functionality reduce t
complexity ofthe TSF. This irturn enables a bettunderstanding ofhe TSF, providig mg

assurance i the TOE scurity functional requirements are acatety and completely inahtiated

in the implementation.

Minimising the amount of functionality in the TSF that does erdorce the TSP,educes
possibility of flaws in the TSF. In combination with modularityddayering, it allows
evaluator to focus only on that functionality Which is necessary &?® enforcement.

ty,
the
n-TSP-

ces the
he basis

ne
re

the
the

Designcomplexity minimisation contributes to the asgae that the code is uadtood — the less

complex the code in the TSF, theegter the liklihood that the design of the T§
comprehensibleDesign complexityminimisatio is a key characteristic ofa refererce validati
mechanism.

Component levelling

Thecomporentsin this familyarelevelled on the basis of the amountgifucture ad minimisati
requred.

Application notes

The erm"*portions of the TSF” is usedto represent parts of the TSF with a varyingngtar
basedon’/the avadble TSF epresentations. The functiongpecifcation allows identifiation
termsof interfaces, the high-leve design allows ientification interms ofsubsystems, the
level designallows identifi@tion in terms of moduks, and tle implementation represent

F is
on

ty

in
low-
ation

|_allows-identificationin-terms-of implementationnits.

The ADV_INT.2.5C and ADV_INT.3.5C elements address minimisation of mutual interactions
betveen layes. Nevetheless, it is still penissibleto havemutual inteactionsbetveenlayers, but
in such cases the developer is required to demon#teitthese mutual iatactions are Bcessary

and cannot reasonablye avoided.

1
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ADV_INT.2.6C introduces areference monitor concept by regng the minimisation of
compkxity of the portionsof the TSF that enforce the &ss control and/or inforation flow
control policies identified in the TSP. ADV_INT.3.6C furth#evelops theaference monitor
concept by equiring minimisation of theomplexity of the entire TSF.

Several of the elements within theemporents for this family refer to the architectural degtion.

concerned with the modules of the TSF. Whereas thedosl-tlesign describes the’ design-ofA
modules ofthe TSF,the purpose othe architetural description is to provid evidence of
modularity, layering, and minimisation of complexity of the TSFpgudicable. Boh the low-kevel
design and the implementation representatioare required to ben compliarce)-Wwith the
afchitectural description, tprovideassurance that the3 SF representations possie required
mlodularity,layering, and minimisation of complexity.

APV _INT.1 Modularity
D

ependencies:
ADV_IMP.1 Subset of the implementation of the TSF
ADV_LLD .1 Descrigive low-level design

Developer action elements:

Aapv_INT.2.1D0  The developer shall design and structure the TSF in a modular fashion tha
avoids unnecessary interactions,between the modules thie design.

apv_INT.120  Thedevelope shall provide-an architectural description.
Cpntent and presentation of evidencée-elements:
Apv_INT.Lic  The architectural desciption shall identify the modules of the TSF.

Apv_INT.22c  The architectural description shall describe the purpose, interface
parameters,/ard effects ofeach module of ther SF.

Abv_INT.13c  The-arehitectural description shall describehow the TSF design provides for
largely independentmodules that avoid unnecessary interactions.

Eypaluator.action elements:

Apv_INTiE  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

ADV_INT.12E  The evaluator shall determine that both the low-level design and the
implementation representation are in compliance with the architectural
description.

114

he


https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

© ISO/IEC ISO/IEC 15408-3:1999(E)

ADV_INT.2 Reduction of complexity
Application notes

This component introduces a esfnce monitor concept by requiring the minimisation of
complexity of the portions of tle TSF that enforce theaccess controénd/or information flow

controt poticies Tdentified i the TSP:

Dependencies:
ADV_IMP.1 Subset othe implemerdtion of the TSF
ADV_LLD.1 Descriptive low-level design

Developer action elements:

Aapbv_NT.21D  The developer shall design and structure the TSEmodular fashion that avoids
unnecesxy interactions betweethe modules of thdesign.

ADV_INT.22D  The ceveloper shalprovide ararchitectural degiption.

Aapbv_NT.23D  The developer shall design and strueture the TSF in a layered fashion|that
minimises mutualinteractions betwee the layers of the design.

ADV_INT.24D  The developer shall design and-structure the TSF in such a way that mmises
the complexity of the portions of the TSF that enforce any access controlfand/
or information flow controlpolicies.

Content and presentation of eviden¢e elements:
ADV_INT.21c  The architectural:description shalleidify the modués of the TE and shgll
specify which ‘portions of the TSF enfoce the acess control andfor
information flow control policies.

ADV_INT.22c  The architectural description shall describe the purpose, inted@ameters, and
effecs’of each module ahe TSF.

ADV_INT.23c ¢ ~Jhe achitectural descriptioshalldescribe how tke TSF design providsfor large
independeninodules that avoid ueoessary interactions.

y

Aapv_iNtw2ac - The architectural description shall describethe layering architecture.

Apv.INT.25c  The architectural description shall show that mutual interactions have bg¢en

mintmised;andustify-those-tatremain:
ADV_INT.26Cc  The architectural description shall describe how the portios of the TSF that

enforce any acess control and/or information flow contol policies have been
structured to minimise complexity.
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Evaluator action elements:

ADV_INT.2.1E

ADV_INT.2.2E

ADV_INT.3.1D

AIDV_INT.3.2D

AIDV_INT.3.3D

ADV_INT.3.4D

AIDV_INT.3.5D

ADV_INT.3.6D

Application notes

This compoent requires that the refereno®nitor property “simple enough, to lb@alysed’is
fylly addressed. When this component is combined welfuthictionalrequirements FPT_RVM.]
aphd FH _SEP.3the reference monitaoncept would be fully realised.

Dependencies:
ADV_IMP.2 Implementation of the TSF
ADV_LLD.1 Descriptivelow-level design

Developer action elements:

Cpntent and presentation of evidence elements:

The evaluator shall confirm th#ie informationprovided meets all equirements
for content and presentation of evidence.

The evaluator shall efiermine tht both the low-level design and the

——_____(MpIemenaion Tepresntaionare T comptiance witimthe arcaatural desriptiorn. |
ADV_INT.3 Minimis ation of compl exity

The developer shall desigimd structure the TS in a modula fashian that avoids
unnecessary interactions beem the'modus of the aesign.

The developer shall provide‘an architeal description.

The developer shall ‘design and structure the TSF in a layered fashio
minimises mutual interactions betwea the layers of the design.

The developer._shall design and structure the TSF in such a way that minimis
complexity of theentire TSF.

The developer shall design and structure the portions of the TSF that enforc
any-aceess control and/or information flow control polcies such thatthey are
simple enough to beanalysed.

The developer shall ensur¢hat functions whose objectives araot relevant for
the TSF are excludeal from the TSF modules.

n that

bes the

ADV_INT.3.1C

ADV_INT.3.2C

116

The architectudadescription shall identify the modsl of the TSF and shall specify
which portions of the TSkenforce the agess control and/or information flow

control policies.

Thearchitectual description shall describe the purpomiterface, paramets, and
side-effects otach module of th€SF.
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ADV_INT.33c  The achitectural descriptioshalldescribe how tle TSF design providsfor largely
independeninodules that avoid ueoessary interactions.

ADV_INT.34c  The architetural description slll describethe layering architeure.

ADV_INT.35c  The archiéctural description shall show that mutual interactions hawen be
mimmmisedand justy those thatemair.

ADV_INT.36C  The archiéctural description shalledcribe how theentire TSF has been structy
to minimise complexity.

ADV_INT.37Cc  The architectural description shall justify the inclusion of. any non-TS

Evaluator action elements:

ADV_INT.3.1E

ADV_INT.3.2E

ADV_INT.3.3E

enforcing modules in the TSF.

The evaluator shall confirm that the information-provided smaktequireme
for contentand presentation of evidence.

The evaluator shalldeermine that both the low-level design anc
implementationepresentation are in compliance with thehéectural descript

P-

nts

| the
on.

The evaluata shall confirm that_the portions of the TSF that enfarce ahy

acaess controland/or informationflow control policiesare simple enough td
analysed.

he

1
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10.5 Low-level design (ADV_LLD)

Objectives

The low-level design of a TEprovides a description of the ietnhal workingsof the TSF in terms
of modules antheir interrelationshigand dependencies. The ldawel design povides assurance

th

F
d

C

re
A

at the T subsystems have &ecorrectly and effeively refined.

br exh module of the TSF, the low-level design describes its purpose, functionagese
bpendenes, and the implementation afly TSP-enforcing functions.

omponent levelling

ne components in this family are éied on the basis of the degree of formalisouired ofthe
w-level design, and othe degree ofelail requiled for the interface sgifications.

pbplication notes

ne term “TSP-enforcing module” refers to any module«hat must be relied upon for g
nforcementof the TSP.

ne term “security functionality” is used to represent the sepahtions that a module perform

contributionto security functioaimplemented bythe TOE. Thiddistinction is made becaug
odules do not recessarily relate to speafisectirity functions.While a given module may
prrespond dirgtly to asecurity function, or exen multiple seurity functions, it is also possibl
at many modules must bembined tamplement a single security function.

ne ADV_LLD.*.6C elements require that the low-level desigscdbe how each TSP-enforcin
nction is provided. The intent ob thigquirement is that the low-lel design provide a
pscription of how each moduleggpected to be implemented froadesign perspectes

ne ADV_LLD.*.2 E elements within this family defireerequirement that the elator determine
a the low-level designiis-asccurate and comete instntiation of the TOE secusyitfunctional
qguirements. This provides a d@it correspondence betwe the TOE security functional
qguirements and the)low-level designadgidition to the pairwiseorrespondencesquired by the
DV_RCR family~it is expected that the evaluator will use the evidence provided in ADV |
5 an input to-making this @emination, and the requirement for complenis intended to b
lative to thelevieof abstraction othe lowlevel design.

PV_LLD.2.9C introdwes a requirement for a complete presentation for the ingsrtacthe
odtles. This will provide the nessary detail for supporting both thorough testing of the T(

—h

orrect

S

1Y%

RCR

117

DE

sing components fm ATE _DPT). and thasessnent of vulnerabilities.

In the context of the level of formality of the low-level design, informal, semiformal and formal
are considred to be hierarchical in nature. Thus, ADV_LLD.1.1C ralsp be met with either a
semifamal a formal low-level design, and ADV_LLD.2.1C may also be met wifiloranal low-

le

vel design.
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ADV_LLD.1 Descriptiv e low-level design

Dependencies:
ADV_HLD.2 Security enforcing high-level design
ADV_RCR.1 Informal correspondence demonstration

Developer action elements:

ADV_LLD.1.1D

The developer shall grovide the low-leveldesign of the TSF.

Content and presentation of evidence elements:

ADV_LLD.1.1C

ADV_LLD.1.2C

ADV_LLD.13C

ADV_LLD.14C

ADV_LLD.15C

ADV_LLD.16C

ADV_LLD.1.7C

ADV_LLD.18C

ADV_LLD.19C

ADV_LL D.1.10C

The presentation of the low-ével design shallbe infor mal.

The low-level desigrshall be internally consistent.

The low-level desigrshall descrikethe TSF in ¢exms of modules.
The low-level desigrshall descrike the purpose ofeach module.

The low-level design shall define theinterrelationshipsdiween the modués
terms of provided security functionality and dependencies on other modul

The low-level design shdl describe how each TSP-enforcing function
provided.

The low-level desigrshall identify all interfa cesto the modules of the TSF.

The low-lewel design shall identify which of the interfaces to the modek of t
TSF are exte nally visible.

The low4level design shall describe the purpose and method o$e of all

interfaces to the modules of the TSF, providing details of effects, excef
and error messages, as appropriate.

J-he low-level designshall descrite the sparation of the TOE into TS
enforcing andother modules.

Evaluator action elements:

tions

=

Al

Apv LLD.11E  The evaluator shall confirm that the information provided meets 4
regirements-forcontentand-presentationof-evidence:
ADV_LLD.12e  The evaluator shall determire that the low-level design isan aaurate and

complete instantiation of the TOE security functional requirements.

1
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ADV_LLD. 2 Semiformal low-level design

Dependencies:
ADV_HLD.3 Semiformal high-level design
ADV_RCR.2 Semiformal correspondence demongation

D

ADV_LLD. 21D

C

ADV_LLD.21C

ADDV_LLD.22C

ADDV_LLD. 23C

ADDV_LLD. 24C

AIDV_LLD. 25C

ADDV_LLD. 2.6C

eveloper action elements:

pntent and presentation of evidence elements:

The developer shall provideglow-level design ofthe TSF.

The presentation of #low-level desigrshall besemifa mal.
The low-level @sign shall be irrnally consistent.
The low-level design shall describe the TSF in sofimodules.

The low-level @sign shall describe the purpese of each madul

The low-level design shall define the intationships between the modules (i

terms of provided securifynctionality anddependencies asthermodules.

The low-level @sign shall describe-how @aTSP-enfoecing function is provided.

apv_Lip.27c  The low-level @ésign shall identify all interfeesto the modulsof the TSF.

Apv_LLp.28c  The low-level design shall identify which of the inteda to the modules of the
TSF are exterlly visible.

Apv_LLD.29c  The low-level.design shall describe the purpose and method of use of all e
to the modules of the TSF, providingmpletedetails ofall effects, exceptionand
error messages.

Apv_LLp.210c  The-lewlevel design shall degbe the separation of the TOE into TSP-enforc
and -otler modules.

Epaluator,action elements:

Apv_Lepyzie - The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.

Aapv_LLp.22e  The evaluatoshall deérmine thet the low-levd design isan accurate andomplete

instentiation of the TOE searity functional requirements.

ADV_LLD. 3 Formal lo w-level design

Dependencies:
ADV_HLD.5 Formal high-level design
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ADV_RCR.3 Formal correspondence demonstration

Developer action elements:

ADV_LLD.31D

The developeshal provide the low-levedesign of the BF.

Content and presentation of EVidence etements:

ADV_LLD.31C

ADV_LLD.32C

ADV_LLD.33C

ADV_LL D.34C

ADV_LL D.35C

ADV_LLD.36C

ADV_LLD.3.7C

ADV_LLD.38C

ADV_LLD.39C

ADV_LL D.3.10C

Evaluator action elements:

ADV_LLD.3.1E

ADV_LL B32E

The presentation of ¢How-level design shall béormal.

The low-kevel design shll be internallyconsistent.

The low-leveldesign shall descritde TS in terms of modules.
The low-levé design shall descriltbe purposef each maodule.

The low-lewel design shall define the mrrelationships betwen the modules
terms of providedsecurity functionality and dependencies on other maasul

The low-kvel design shll describehow eackif SP-enforcing functiors provided.

The low-kvel design shll identify all interfaces to thenodules of tke TSF.

The low-level @sign shall identify’which of the interfaces to the modules
TSF are externally visible.

The low-level design shall desbe the purpose and method of use of all int¢
to the modulsof the TSF, providing complete detdf all effects, exceptions
error message

The low-level-design shall describe teparation of the TOE into TSP-erdimqig

and other modules.

The evaluator shall confirm that the information provided saktequireme
for contentand presentation of evidence.

The evaluator shall @ermine thathe low-kevel design is an accate and compl
instantiation of tk TOE security functional requirements.

5 N
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10.6 Representa tion correspondence (ADV_RCR)

Objectives

The correspondenceebween the various TSrepresentations (i.8 OE summary specification,

functional fficati higrevel desi low-level desi ol : ion)
afldresses the correatd complete instantiation of the requirements to the least abX&E
rgpresentation provided. This conclusioadhieved by step-wise refinement and the cumulatjve
rgsults of comsponence determinationsetween alhdjecentabstractions of representation.

Cpmponent levelling

The components ithis family ae levelled on the basis of the requireel&l of formality ofthe
correspondence beterethe various TErepresentations.

Application notes

The developer must demonstratethe evaluator that theost @tailed, or least abstract, TSF
rgpresentation provided is an aatar consistent, and complete erdiation of the functiong
expressé as functionarequirenentsin the ST. This is accemplisti by showirng correspondence
between adjgentrepreserdtions ata commensurate level of rigour.

This family d requrements is not intended to address correspondefating to the TSP mode
the TSP Rathe, as shwn in Figure 10.2 it is<intended to adéss carespondence betwegn

The ADV_RCR.*.1C elerents refer ¢.all relevant security functionality” in defining the scope

specification, and des not reguire that the functional spewtion contain any details regarding

plementation representation is only provided for a autisthe TSF (as in ADV_IMP.1), th
quired refinements between the low-level design and the implementgpi@santation are
ited to the security functionality that is presented in the implementation representation| In all

D—P—

the less abstret TSF representation.

the conext of the level of formality for correspondence betweencaljaTSF representations
ofmal, semiformal and foreh are considered to be herarchical in nature. Thus

A =. =. ~Tala WAND =, =, ma he metwitn a tormal prool oesponence —anadin

theabsence ofiny requiremesston its kvel of formality,ademonstration oforrespondere may
beinformal, semiformal or formal.

ADV_RCR.1 Informal correspondence demonstration

Dependencies:
No dependenas.
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Developer action elements:

ADV_RCR.1.1D

Content an

The developer shdl provide an analyss of correspondence betwae all
adjacentpairs of TSF representations thatare provided.

d presentation of evidence elements:

ADV_RCR.1.1C

Evaluator action elements:

ADV_RCR.1.1E

ADV_RCR

Dependencies:

Developer

ADV_RCR.2.1D

Content an

ADV_RCR.2.1C

ADV_RCR.22C

Evaluator action elements:

For each adjacent pair of proviced TSF representations, the analysis ghall
demonstrate that all relevant scurity functionality of the more abstract TSF

representation is correctly and completely €fined in the less abstract T|SF
representation.

The evaluator shall confirm that the informatiorn, provided meets all
requirements for content and presentation of evidence.

.2 Semiformal correspondence demonstration

No degendencies.
action elements:

The developr shall provide.an analysis of correspondebetwveen all adjagcent
pairs of TSF representations that are provided.

d presentation of evidence elements:

For eachadjacent pair of provided TSF repesdations, the analysis shall
demonstrate_that all relevant security functionality of the more agbsiisF
representation is corly and completly refined in the less abstract [TSF
representation.

Foreach adjacent pair of provided TSF representations, where portions |of
both representations are at least semiformally spiied, the demonstration pf
correspondence between those portions of the representations shall be
semiformal.

nts
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ADV_RCR.3 Formal correspondence demonstration

Application notes

The developer must either demonstrate or prove correspomdendescribed in thequirements
below,commensurate with thevMel of rigour of presentation style. For example, correspondence

ADV_RCR.3.1D

ADV_RCR.3.2D

AIDV_RCR.3.1C

AIDV_RCR.3.2C

ADV_RCR.3.3C

Eyaluator action.elements:

ADV_RCR.3.1E

AIDV-RCR.3.2E

nUStbe proverwhe correspondingepresentatiosare formatty speified:
Dependencies:
No dependenas.

Developer action elements:

Cpntent and presentation of evidence elements:

The dewloper shall provide an analysis of corresponderice leatwt adjaent
pairs of TF representations thategprovided.

For those coresponding potions of representations that are formally
specified,the develope shall prove that corresporidence.

For each adjacent pair of provid€8F representations, the analysis lspadve or
demonstrate #i all relevant security, functionality of the morabstract TSF
representation is correctly and<coetply refined in the less abstract TS
representation.

For each adjacent pair of-provideTSF representations, where port®of one
representation areemiformally specified and the other at least semiformally
specified, the demonstration of correspondence between those portions
representations shall lsemiformal.

For each adjacent pair of provided T representations, whee portions of

both representations ae formally specified, the proof of correspondence
betweenthose portiors of therepresentations shall béor mal.

The evaluator shall confirm th#ie informationprovided meets all equirements
for content and presentation of evidence.

The evaluator shall determine the acuracy ofthe proofs of correspondence by

of the
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10.7 Security policy modeling (ADV_SPM)

Objectives

It is the objectiveof this family to prowde additionahssuance that te securlty functions in

the
ont

of a secuty policy model that is based on a subset of the polidiegseo T, and establishing a

correspon@nce betweethe functional speci¢ation, the securitpolicy modtl, and tlese polci
of the TSP.

Component levelling

Thecomporentsin this familyare levellel on the basiof the degre of formality required of t

TSP model, and theedree of formality required of the correspondence betwiee TSP mae

and the functional secification.
Application notes

While a TSP may include gmpolicies, TSP modselhave teditionally represented only subs

those policies, lmuse modeling certain polésiis currently beyond the state of the ary.

current stae of the art @termines the policies thatt®e modeled, and the PP/ST author
identify specific functions and assiated policies that an, and thus are required to be, mo

At the very kast, access contrahd information flow control policies arequired to be moded

(if they are part of the TSP) since they are within the state @frthe

For each of thecomporents within this_family, there is a requirement tsatibe the rules
characteristics odipplicable policies gf the TSP ingff SP model and to ensure that 81T SP moqg
satisfies the corresponding paikes-ofthe TSP. Tk “rules” and “claracteristics” ofa TSP mo
are intended tallow flexibility in:the type of model tit may be desloped (e.g. ste transiti

non-interference). For example, esilmay be epresented as “properties” (e.g. simgkeurity

property) and characteristics may tepresented as dfinitions sich as “initial stag”, “secy
stak”, “subjects” and “objects”.

In the context of the)level of formality of the TSP model andctineesponaence between the
model and the-fanctional specdition, informal, semiformal and fomhare considered t
hierarchical ja;nature. Thus, ADV_SPM.1.1C may also be met with either a semiformal
TSP model,~and ADV_SPM.2.1C may also be met with a formal TSP model. Fur
ADV_SPM:2.5C andADV_SPM.3.5C may be met with a formal préoof coresponde
Finally;vin the absence of any regaments on its leel of formality, a demonstratio
corresponence maybe informa, senmformal orformd.
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ADV_SPM.1 Informal TOE-securitypolicy-mode!

Dependencies:
ADV_FSP.1 Informal functional specification

Developer action elements:

apbv_spmi1D  The developer shall grovide a TSP model.
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ADV_SPM.12D

The develomr shall demonstrate corespondeme between the functional
specification andthe TSP model.

Content and presentation of evidence elements:

apv_smm.1ic The TSP model shall be informal.

apv_sem.i2c  The TSP model shall describe the rules and chacteristics of all policies ofthe
TSP that can be modeled.

Aapv_spv.13c  The TSP model shall include a rationale that demonstrates that it is;consiste
and complete with respecto all policies of the TSP that ca be modeled.

ADv_smm.14ac  The demonstration of correspondene between the TSP model and the
functional specification shall show that all of the security” functions in the
functional specification are consistert and completewith resped to the TSP
model.

Epaluator action elements:

Apv_smm.11iE  The evaluator shall confirm that the <infor mation provided mees all
requirements for content ard presentation ofevidence.

APV_SPM.2 Semiformal TOE security policy model

ependencies:
ADV_FSP1 Informal functiopispecification

tional

Developer action elements:

Aapv_spv.210  The developer shall provide a TSP model.

Apv_spv.220  The dewloper shall demonstrate correspondence between the func
specifi@tion and the TSP model.

Cpntent and presentation of evidence elements:

apv_spm.2ac -Fhe TSP model shall lsemiformal.

Aapv_sem22c  The TSP mod shall describe the rules anklaracterists of all policies of the TSH
thatcan be modeled.

apbv_spv.23c  The TSP model s#il include a rationale thatlemonstrags thatit is consistenand
complete with respedto all policies of thel SP that cale modeled.

ADV_sPv.24c  The demonstration of casponence betweerthe TSP mod and the functional
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apv_spm2sc  Where the functional specification is atéast semifa mal, the demonstration
corresponaence between the TSP modé and the functional specification sh
be semiformal.

Evaluator action elements:

ADV_SPMZIE  1he evaluator shattconfimm that the mformation provided s @etequirerne

for contentand preentation of evicence.
ADV_SPM.3 Formal T OE security policy model

Dependencies:
ADV_FSP.1 Informal functional sp#ication

Developer action elements:
Apv_spm31D  The developer shalprovide a T® model.

apbv_spm32p  The developer shall demonsteabr prove; as appropriate, corresponde
betweerthe functional specitation ar the TSP model.

Content and presentation of evidence elements:
Apv_spm3ic  The TSP model shalbe formal.

apbv_spmazc  The TSP model shall describe the rules aradacteristics ofall policies of the T
that carbe modeled.

apv_spm33c  The TS modelshdllinclude a rationale #it demonstrates éhit is consistent
completewith respet to all policies of the TSP thaan bemodeled.

ADV_spm34c  The demonstetion of correspondence betarethe TSP model and the func
specification shall show thadll of the security functions in thdéunctior
specification are consistent and complete witheetsjpthe TSP mod.

apbv_spm3sc - Where tle functional spgcification is semiformal, the demonstration
corresponence between the TSP modeand tre functional sjgcification shall
semiformal.

apvesemsec  Where the functional specifcation is formal, the proof of caresponder
between the TSP modednd the functional specification shall be formal.
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Evaluator action elements:

Aapv_spm31E  The evaluator shall confirm that the information provided saetequireme
for contentand presentation of evidence.

nts
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11 Class AGD: Guidance documents

The guidance documents class prasdhe requirements foruserand administrator guidance
documentation. For theesure administration and use of the TOE it isessary to describe all

relevant aspects for trsecure applicatioar the TOE.

Figure 11.1 showshe families within ts class, and th hierarchy of components within|the
families.

Class AGD: Guidance documents

AGD_ADM Administrata guidance
AGD_USR User guidance

Figure 11.1 - Guidance ,documents class decompaosition
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11.1 Administrator guidance (AGD_ADM)

Objectives

Administrator guidance refers to writtenat@rial that is intended to be etsby those persons
respansible for configuring maintainingnd administering 81 TOF in a correct manner for
nmaximum security. Because the secure ajmer of the TOE is dependent upon the carrect
performance athe TSF, prsons esponsible foperformingthese functiosare trusted by theSF.
Administrator guidance is intended t@ln administetors understand the @ity functions
ptovided by the TOE, oiuding both those functions dhrequire the adminisdtor to_perform
security-criti@ actions andhose functions that provide security-critical informatian.

omponent levelling

nis family contains only one component.

ne requirements AGD_ADM.1.3Cand AGD_ADM.1.7C encompass theaspect thatany
arnings to the users of a TOE with regard to the TOE. seamityonment and the security

C
T
Application notes
T
W
objectives desribedin the PP/$ are appropriadly covered in the administrator guidance.

The corcept of secure slues, as emplogd in AGD_ADM.1.5C, las relevage where an
a@iministrator has control over security parameters. Gogdaeeds to be prowed on securand
nsecure settings for sugharametersThis cencept is relatetb the use of the component
FMT_MSA.2 from ISO/IEC 15408-2 .
AGD_ADM. 1 Administrator guidance
D

ependencies:
ADV_FSP.1 Informal functional specification

Developer action elements:

Ag¢p_apm.110  The-developer shall provide administrator guidance addressed to system
administrative personnel.

Cpntent and‘presentation of evidence elements:

Aa¢p_apom.iic  The administrator guidance shall describe the administrative functions ang
interfaces availabkto the administrator of the TOE.

AGD_apMm.12c  The administrator guidance shall eéscribe how to adninister the TOE in a
secure manner.

AGD_ADM.13c The administrator guidance $all contain warnings abaut functions and
privilegesthat should be controlled in a secure processing environment.
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AGD_ADM.1.4C

AGD_ADM.1.5C

AGD_ADM 1.

AGD_ADM.1.7C

AGD_ADM.1.8C

ISO/IEC 15408-3:1999(E)

The administrator guidance shall describe all assumptions regarding user

behaviour that are relevant to secure operation of the TOE.

The administrator guidance shall desrib e all security parameters under the

control of the administrator, indicating secure values as apprapate.

relative to the administrative functions that neel to be performed, includi

changing the securitycharacteristics of entities under thecontrol of the TSH.

Nt
g

The administrator guidance shall be consistent with all other dgcumentation

supplied for evaluation.

The administrator guidance shall desribe all security requirements for the
environmentthat are relevant to theadministrator.

Evaluator action elements:

AGD_ADM.1.1E

The evaluator shall confirm that the information provided meets 3
requirements for content and presentation of evidence.

T

Al
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11.2 User guidance (AGD_USR)

Objectives

User guidance refs to maerlal that is mtended to be used by non- admlnlstratlve human users of

The user guidance provides a basis for assumptions about the use of the TOE and eofneasure
interfaces othe TCE will understand theeeure opeation of the TOE and will use_itas intended.
pmponent levelling

nis family contains only one component.

C

T

Application notes
Therequirements AGD_USR.1.3.C aA6GD_USR.1.5C ecompass the asp that anywarnings
tq the users o TOE with regard to th@ OE securityenvironment and the security objects
described inthe PP/ST arappropriatelycovered inthewser guidance.

Il many cases it may be appriate that guidance isqvided in sepate documents: onir
htiman uers, and one foapplication progammers and/or hard-wareedigners using software @
hardware interfaces.

=

GD_USR.1 User guidance

o >

ependencies:
ADV_FSP.1 Informal functional specification

Developer action elements:
A¢p_usr11D  The-developer shalprovide user guidance.

Cpntent and presentation of evidence elements:

U

A¢D_usrzze” The user guidanceshall describe the functions and interfaces available to th
non-administrativ e users of e TOE.

AGD_USR12C __ The user guidarce shall describethe USe of U&r-accessibie security functions
provided by the TOE.

AGD_Usr13c  The user guidanceshall contan warnings aboutuser-accessit# functions and
privileges that should be controlled in a secure processig environment.
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AGD_UsR.14Cc  The user guidance shall clearly present all useresponsibilities neessary for
secure operation of the TOE, including those related to assumptions regding
user behaviour found in the statementof TOE security environment.

AGD_UsR.15c  The user guidance shall be consistent with all other documentation supplied
for evaluation.

AGD_UsR.16C  The user guidanceshall describe all security requirements forthe~|T

Evaluator action elements:

AGD_USR.1.1E

environmentthat are relevant to theuser.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence:
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12 Class ALC: Life cycle support

Life-cycle support is an aspeof establishing discipline and control in the proesss refinement
of the TOE during its e/eloprment and maintenance. Confidence in the correspondencedoetwe

the TOE secaty requirements and the TOE 1S gederif secuify analysis and the production of the
evidenceare dore on a regular basias an integral part ofthe developmenand maingnarice
adivities.

Figure 12.1 showshe families within ts class, and th hierarchy of componénts within|the
families.

Clas ALC: Lifecycle support

— ALC_DVS Developmensecurity .

— ALC_FLR Flaw remediation —

— ALC_LCD Life cycle definition .

L ALC_TAT Teolsand techniques —

1
1
1
1

2
2
2
2

3
— 3
3

Figure 12.1 -Life-cycle support clasdecomposition
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12.1 Development security (ALC_DVS)

Objectives

Development securlty is comped with phyS|caJ procedual, personnel and otfresecuity

p 1y5|calsecur|ty of the cd!velopment location and any procedures used dtest development aff.

Cpmponent levelling

The components in this family are levelled on the basis of whether justification6f the sufficiency
of the security measures is required.

bplication notes

1%

pnversely, threats to be countered at the TOE user’s site are-Aoconahed in the security

A
This family deak with measures to remove oeducethreat existing at the developer’s sit
C
ehvironment subclause of a PP @r. S

The evaluator should determine whether there is a need,for visiting the developer’s site in jorder to
confirm that therequirements of thisamily are met.

Itlis recognised that confdtiality may not always lve an issue for the protection of the TOE [n its
development environment. The use of the word-*necessary” allows for dag@ebf appropriatg
s@feguards.

ALC DVS.1 ldentification of security measures
D

ependencies:
No dependenas.

Developer action elements:

Alc_pvsiip  The develogr shall produce development security documentation.

Cpntent and presentation of evidence elements:

Alc_pvsiie™Y The dewlopment security documentation shall describe all the physical,
procedural, personnel, and other security measures that are necessary [to

protect the confidentiality and integrity of the TOE design and
implementation in its development environment.

ALc_pvsi2c  The development security documentation shall povide evidence that these
security measures are followed during the developent and maintenance of
the TOE.
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Evaluator action elements:

E)

ALc_pvs.1iE  The evaluator shall confirm that the information provided meets all

requirements for content and presentation of evidence.

ALc_pvs.12e  The evaluatorshall confirm that the security measures are being applied.

ALC_DVS.2 Sufficiency of security measures

Dependencies:
No degndencies.

Developer action elements:

ALc_pvs.2ip  The ceveloper shalproduce éveloprent security documentation.

Content and presentation of evidence elements:

ALc_pvs2ic  The deelopment security documeation( shall ascribe all the physic
procedural, personnel, and other security measures that are necessary tg

confidentiality and irdgrity of the .TOE dsign and implementation i
development environment.

ALc_pvs.22c  The development seurity documentation sl provide evidence that thesecurity

measures ar&llowed duringthie developmerdand maintenance of the TOE.

ALc_pvs23c  The evidence shall justify that the security measuresrpvide the necess
level of protectiontoimaintain the confidentiality and int egrity of the TOE.

Evaluator action elements:

ALc_pvs.2iE  The evaluator shall confirm that the information provided saetequireme
for contentand presentation of evidence.

ALc_pvs.22e  Thiesevaluator sl confirm that the gcurity measures are beiagplied.
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12.2 Flaw remediation (ALC_FLR)

O
F
d
th
d
C
C

T

T

bjectives

aw remediation equwes that dlscovered securlty flaws beckted and corrected b}he

e time of the TOE evaluatlon it is possible to evaluhee poI|C|es and pr@clures thata
bveloper has in plac® track andcorrect flaws, and to distribute the flaw informatiamd
prrections.

omponent levelling

ne components ithis familyare levelled othe bass of theincreasingextent in'scope dhe flaw
mediatio procedures and #érigour of theflaw remediation policies.

bplication notes

nis family provides assuraecha the TOE will be maintairgand supported ithe future,
quiring the T& develogr totrad and correct flaws in #TOE. Additionally, requirenents are

guirements beyond the currevialuation.

b

o >

D

Al

C

Al

f:_IW cannotbe fixed and other (e.g. procedural)easures must be taken. The documenta

ncounteed. Some flaws may not be fixable immediately. There may be sorasiats where g

ovided should cowethe procedtes for providing the operational siteih fixes, and poviding

cluded for the distribution of flaw corrections. Hewver, this.family des not impose evaluatiop

ne flaw remediation peedures should desbe theZmethods for dealing with all types of flayvs

on

ormation on flaws wére fixes are delayed (and what to do in the interim) or when fixes are not

pssible.
| C_ FLR.1 Basic flaw remediation

ependencies:
No dependenas.

eveloper action-elements:
c_rFr.110 _“The developer shaldocument theflaw remediation procedures.
pntent-and presentation of evidence elements:

cCrir.11c - The flaw remediation procedures documentation shall describe the procedurs

—________Used totrack aif reported security flaws in each release of theOE:

ALc_FLr.12c  The flaw remediation procedures shall require that a description of the nature

and effed of each security flaw be provided, aswell as the status of finding a
correction to that flaw.

ALc_FLr.13c  The flaw remediation procedures shallrequire that corrective actions be

identified for each of the security flaws.

138


https://standardsiso.com/api/?name=83e3942e4ac10156b3ac397758e5ca33

© ISO/IEC

ALC_FLR.14C

ISO/IEC 15408-3:1999(E)

The flaw remediation procedures documentation shall describe the methods
used to provide flaw information, corrections and guidance on corrective
actions to TOE users.

Evaluator action elements:

ALC_FLR.LIE e evatuator —stat—confirmm that—the—mformationprovidedmeets_all
requirements for content and presentation of evidence.
ALC_FLR.2 Flaw reporting procedures

Dependeaies:

Developer
ALC_FLR.21D

ALC_FLR.22D

Content and presentation of evidence elements:

ALC_FLR.21C

ALC_FLR.22C

ALC_FLR.23C

ALC_FLR.24C

ALC_FLR.25CG

ALC. FLR.26C

No degendencies.
action elements:
The developer shaldocument thélaw remediation-procedures.

The developershall establish a procelure for accepting and actng upon user
reports of security flaws and requests fof.ca rections to those flaws.

The flaw remediation procedures documentation shall describe the procedetes us
to track all reported security-flasin each release of the TOE.

The flaw remediation pr@dures shall require that a description of the natlire and
effect of ech security faw be providedas wellas the sétus of finding a correcfion
to thatflaw.

The flawremediatiorprocedure shallrequire that correctivactions be identifd
for each et thesecurity flaws.

The flaw remediation procedures documentatiati slescribe the methods used to
préovide flaw information, corrections and guidance on correetitiens to TOE
users.

The procedures for processingeported security flaws shall ensure that any
reported flaws are corrected ard the carection issued to TOE users.

The procedures for processing repoted security flaws shall provide
safeguards that any corections to these security flaws do not introduce amny

new flaws.

Evaluator action elements:

ALC_FLR.2.1E

The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.
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ALC_FLR.3 Systematic flaw remediation

Dependencies:

No dependenas.

Developer action elements:

AlYC_FLR.3.1D

AlYC_FLR.3.2D

AlYC_FLR.3.3D

Alc_FLR.3.1C

AlC_FLR.3.2C

AlYC_FLR.3.3C

AlC_FLR.3.4C

AlC_FLR.3.5C

Alc_FLR.3.6C

AlYC_FLR.3.7C

Cpntent and presentation of evidence elements:

The developer shall document the fleemediation proedures.

Thedeveloper shall establish a procedurestmepting and actingpon usr reports
of securityflaws and regests for corrections tthose flaws.

The developer shal designate one or more specific points oftontact far user
reports and inquiries about security issues involvirg the TOE.

The flaw remediation paedures documentation shall delse the proedures used
to trackall reported security flaws in eachlease of thelfOE.

The flaw remediation procedures shall require thagsarghtion of the naturend
effect of each security flaw be provided;yas well as the status of findingeatworr
to that flaw.

The flaw remediation praceduses.stall require that corrective actionde icentified
for eachof the securityflaws.

The flaw remediation procedes docunentation shall describe the methods useg
provide flaw information, corrections and guidance on corrective actions to
users.

The proedures-for processing reporteassty flaws shall ensure that any report
flaws are cofrected and the correction ékto TOE users.

The pracedures for processirgpored scurity flaws shall provig sakguards that
any-corrections tthese security flaws do not introduce any new flaws.

The flaw remediation procedures shall islude a procedure requring timely
respanses for he automatic distribution of seawrity flaw reports and the
associated corrections toegister ed users wio might be affected ly the security
flaw.

to
TOE

Evaluator action elements:

ALC_FLR.3.1E
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12.3 Life cycle def inition(ALC_LCD)

Objectives

Poorly controlled development anaimterance of the TOE can result in a flawed implementation

of a TOF (ora TOF thatdoes not met all of its security requements) This in turn _esults

in

security violations. Therefore, it is important that a model for the development and nagicg
aTOE be established as gaals possible in the TOElife-cycle.

Using a model for the developmeaantd maintenace of a TOE does not guaranteattthe T(
will be free of flaws, nor does it guarantetha the TOE will meet all ofts sectirity functig
requirements. lis possibé that the model chosen will be insufficient or inadequate and the
no benéts in the quality of the TOE can be observed. gsalife-cycle model that has

approved by somgroup ofexperts €.g.academic exgts, standards bodies) improves thang
that the development and antenancemodelswill contribute tothe overall qality of the TOE

Component levelling

The componentsin this family are levelled on the bas of increasing requirements
standardisation and measurability of life-cycle model;andor compliarce with that model.

Application notes

20)]

DE
al
refore
been
es

for

A life-cycle model encompassteproceduregools andechnigesused to develop and maintain

the TOE. Aspects of the process that may bereavby such a model include design me
review proedures, project @nagement controlhange control procedures, test metho
acceptance procedures. Affective life=cycle model will addss these aspcts of the developn

thods,
ds and
hent

and maintenance process within averall management structure that assigns responsibilities and

monitors progress.

Although life-cycle definition deals with the minterance of the TOE andehce with aspq
becoming relevant aftéinecCompétion of the evaluation, gevaluatioradds assuraethrough
analysis of the life-cycle informatiofor the TOE provided ahetime of the evaluation.

A standrdised life=cxle model is a model that hasdm approved by some group of expert
acacemic experis, standards bodies).

A measugble life-cycle moel is a model witharithmetic parameterand/or metrics that east
TOE _development properties (e.g. source code complexity metrics).

ts
2

S (e.g.

ire

A Ilfecycle model povides for the necessary camitover the development and malnten

mlnlmlses the danger . securlty V|olat|ons in the TOE Informatloenglw the ST about
intendedenvironment of the TOE and about the TOE's security objectiaysba useful
defining the model for the portion of the life-cle after tle deliveryof the TOE.

the
in
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ALC_LCD.1 Developer defined life-cycle model

Dependencies:
No dependenas.

Developer action elements:

alc_Lco.aip  The developer shal establish a life-cycle model to @used in the development
and maintenance ofthe TOE.

Alc_tcoi2p  The develger shall provide life-cycle definition documentation.
Cpntent and presentation of evidence elements:

Alc_tcoric  The life-cycle definition documentation shall describe<the model used to
develop and maintain the TCE.

Alc_tcoi2c  The life-cycle model shall provide for the nécessey control over the
develgpment and maintenanceof the TOE.

Eyaluator action elements:

Alc_Lcp.rie  The evaluator shall confirm thatcthe infor mation provided mees all
requirements for content ard presentation ofevidence.

ALC LCD.2 Standardised life-cycle model

Dependencies:
No dependenais.

Developer action elements:

Alc_Lcp21p  Thedeveloper shall establish a life-cycle model to belus the developmerdnd
mainenance of te TOE.

Alc_Lco22p  The-developer shall provide life-cyclefohition documentation.

Alc_Lcp.23p~ X The developer shall use a standdised life-cycle model to develop and
maintain the TOE.

Cpntent and presentation of evidence elements:

AaLc_tcp21c  The life-cycle definition docurnentation shall describe the model useddevelop
and maintain the TOE.

ALc_Lcp22c  Thelife-cycle modd shall provice for the necessy control overthe development
and maintenance of tiHeOE.
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ALc_Lcp23c  The life-cycle definition documentation shall explain why the model was
chosen.

ALc_Lcp.24ac  The life-cycledefinition documentation shall explain how the model is used to
develop andmaintain the TOE.

ALC_ICD25C  1he tife-cycte defmitiomdocumentation shattdemonstrate comptiance with the
standardised life-cycle moé!.

Evaluator action elements:

ALc_Lcp21E  The evaluator shall confirm that the information provided sy@Etequirements
for contentand presentation of evidence.

ALC LCD.3 Measurable life-cycle model

Dependencies:
No degndencies.

Developer action elements:

ALc_Lcp3ib  The ceveloper shll establisha life-cyclemodel to bausedin the development|and
maintenance of the TOE.

ALc_Lcp32o  Thedevelope shall povidelife:cycle definition documentation.

ALc_Lcp33p  The developer shall use a standardesetimeasurablelife-cycle model to desigpp
ard maintain tlke TOE.

ALc_Lcp34p  Thedeveloper shalimeasure the TOE develoment using the standardigd apd
measurabledlife-cycle mod!.

Content and presentation of evidence elements:
ALc_Lcp3ic  Thelife-cycle definition documentation shall describe the model usede®lop
and maintain the TOHRnpcluding the details of its arithmetic parameters and/or
metrics usel to measure the T(E development against thenodd.

ALc_Lcdszc  The life-cycle model shall provide ftine recessary contrabver tre development
andmainterance of the TOE.

arc_1cpaac  The life-cycledefinition documentation shall explain why the model was chosen.

ALc_Lcp3ac  The life-cycle dé@énition documentation shall explain how the model is used to
develop and maintain the TOE.

ALc_Lcp3sc  The life-cycle definition documentation shall demonstrate comg@iawith the
standardisednd measirable life-cyclemodd.
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ALc_Lcpasc  The life-cycle documentation shall povide theresults of the measuremnts of
the TOE development usinghe standardised and measurable life-cycle model.

Evaluator action elements:

ALc_Lcp31e  The evaluator shall confirm th#te informationprovided meets all equirements
forcontentand presentation of evidence.
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12.4 Tools and techniques (ALC_TAT)

Objectives

Tools arl technlques is aaspect obelecting toolsthat are use to developanalyse adimplement

tools from belng used to develop the TOE. This includes, but is not limited-dgrgmm
languages, documentation, implementation stdd, and otar parts of the TOE-suc
supporting runtire libraries.

Component levelling

The components in thisarhily are kvelled on the basis of increasing.requirements

descriptionand scop®f the mplementationstandard and the documentation ahplementatiq
dependent options.

Application notes

There is a requirement for well-defohdevelopment toolsi/These are tools tratetbeen shg
to be applicable withouhe ned for intensive further¢larification. Faxample programm
languages and compui@ded design(CAD) systems.thatrabased on an a standard publist
standards bodies acensideredo bewell-defined.

Tools and tehniques distinguishestween thesimpmentation standards applied by the deyv
(ALC_TAT.2.3D) and the implementation-standards for “all parts of the TOE” (ALC_TA
that additionally includethird party sdtwéare, hardvare, orfirmware.

The equirementin ALC_TAT.1.2Qis especially applicable tprogramming languageso as
ensure that all statements in the:source code have an unambigesmisgn

ALC_TAT.1 Well-defined.development tools

Dependencies:
ADV AMP. 1 Subset of heimplementation of the TSF

Developer action elements:
ALC_TAY™D  The developer shall identify the dexlopment tools being usel for the TOE.

ALC TAT.12D  The developer shall docurent the selected implenentation-dependent optid

ng
N as

on the
n_

wn

ng
ned by

eloper
r.3.3D)

to

ns

of the development tools.

Content and presentation of evidence elements:

aLc_tat.11c  All developmenttools usel for implementation shall be well-defined.

ALC_TAT.12c  The documentation of the development toslshall unambiguously define the

meaning ofall statements used in theémplementation.
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ALc_TAaT.13c  The documentation of the develpment tools shall unambiguously define lte
meaning of all implementation-dependent options.

Evaluator action elements:

ALc_TAT.L1E  The evaluator shall confirm that the infor mation provided mees all
TequiTements for content ard presentation ofevidence.

ALC TAT.2 Compliance with implementation standards

Dependencies:
ADV_IMP.1 Subset of the implementationtbe TSF

Developer action elements:
Alc_TAT.22D  The developer shall identify the development tools basegl for ther OE.

Alc_TAT220  The deweloper shall document the selected implementatioremtignt options of
the development tools.

Alc_taT230  The developershall describe the implementation standards to bapplied.
Cpntent and presentation of evidence elements:
alc_tat21c  All development tools usd forimplementation shallbe well-defined.

Alc_TAT22c  The documentation of ghdevelopment tools shall unambiguouslgfide the
meaning of alstaements used in thenplementation.

Alc_taT23c  The documentation of éhdevelopment tools shall unambiguouslgfide the
meaning of alimplementation-degndent options.

Eypaluator action elements:

Alc_TAT.22E  The gvaluator shall confirm th#te informationprovided meets all equirements
for.eontent and presentation of evidence.

Alc_taT22e_»The evaluator shall confirm that the implementation standads have leen
applied.

ALC™TAT.3 Compliance with implementation standards - all parts

Dependencies:
ADV_IMP.1 Subset of the implementationtbe TSF

Developer action elements:

ALc_TAT.31D  The developer shall identify the development tools basegl for thef OE.
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ALC_TAT.32D  The developr shall document theelected implementation-dependent options of
the delopmert tools.

ALC_TAT.33D  The dewloper shall describe the implemtation standarddor all parts of the
TOE.

Content and presentation of EVidence etements:
aLc_Ttat.31c  All development tod used for implementation shall be well-defin

ALc_TAT.32c  The documentation fothe develoment tools shall umabiguously “define |the
meaningof all statements used the implementation.

ALC_TAT.33c  The documentation fothe develoment tools shall urmmabiguously define |the
meaningof all implementation-dependent options.

Evaluator action elements:

ALC_TAT.31E  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.

Q

ALC_TAT.32E  The evaluator sl confirm that the implementatiostandards haveebn applie
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13 Class ATE: Tests

The class “Tests” encompasses four families: coverage (ATE_COV), depth (ATE_DPT),
independenttesting (e.g. functional testing performeddwaluators) (ATE_IND), and functi@h

fests (ATE_FUN). Testing helps to establish that the TOE Security functional require
met. Testig provides assurance thatetiOE satisfis at leag the TCE security functiof,
requirements, although it cannot establish that th& d@@s no more than what vesspecifig
Testing may also be directed towatitke internal structure of the TSF, such as’the tes
subsystems and modslagainst their sp#ications.

The aspcts of coverage and depth haveeen separated from fetional ite€sts for reasor
increaed flexibility in applying the components of the faredi However, the requiremer
thesethree families aretended to be appliedgether.

The indendent testing family has depdencies on the other families to provide tieeess

information to support theequirementsbut is primarily concernedvith independent evadtor

actions.

The emphasis in thidass is on confirmation that the"TSF agies acording to its spcificatio
This will include bothpositive testig basel on function& requirements, ahnegative testing

ments are
al

2d.

ing of

s of
ts in

ary

n.
J to

check that undesirablesbaviour is absent. Thisclass does not address peneteimgt wh

Penetration testing is based upon an analysith@fTCE that specifically eeks toident
vulnerabilities in the design and ineplentation of the TSF, and is addressed separate
aspect ofvulnerabilityassessment in the class AVA.

is direced toward finding vulnerabilitie thatenabke a ugr to violate the security poll:;y.
y

ch

as
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Figure 13.1 show the families within ths class, andhe hierarchyof comporents within the
families.

ClassATE Tests

— ATE_COV Coverage —

- ATE_DPT Depth -

— ATE_FUN Functional tests |

12
[z
12
1l e

— ATE_IND Independettesting —

Figure 13.1 -Tests classydecomposition
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13.1 Coverage (ATE_COV)

Objectives

This family addresses those asfseof testing that dal with completeerss of test coverage.
is. it addresses thextent to which the TSF is tested _and whether or not the testing is su

d@ih
iciently

extensive tademonstratthat theTSF opeates as specified.

Component levelling

The components in this family are levelled on the basis of increasing rigour-of intesiagg, t

and increasig rigour of the analysisof the sufficierty of the tess to demonstratha the T
operates in acordance with its functional sgécation.

ATE_COV.1 Evidence of coverage

Objectives

In this component, the objective is to establisdt the TSFE.has been tedtagainst its functic
specification. Ths is to be achieved through aexamination of developer eviénce
correspondence.

Application notes

While the testing objective is to cover therTSF, there is no requirement to provide arn

verify this assertion ot than an informalmapping of tests to the functionacsication and
testng data itsdl

In this component & dewloperis requiredto show how the testthat have been identid

correspond to the TSHs described in the fustional specification. Thiscan be achiesd by
staement of correspondenceggaps using aable. This information is required to suppo
evaluator in planning the test programme for thaetion. At this lewel there is no requirer
for complete covexgelof every aspect of¢iT SF bythe developr, andthe evaluator wilheed
takeaccount of ag(deficiencies inthis area.

Dependencies:
ADV_FSP.1 Informal functional specification
ATE_FUN.1 Functional teging

Developer action elements:

SF

1]
of

ything to
the

a
rt the
nent
to

ATE_cov.1.1D  The developer shall povide evidence ofhe test coverage.

Content and presentation of evidence elements:

ATE_cov.1.ic  Theevidenceof the test coverage shalshow the corespondence btween the
tests identified in the test documentation and the TSF aslescribed in the

functional specification.
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Evaluator action elements:

ATE_cov.1ie  The evaluator shall confirm that the infor mation provided meet all

requirements for content ard presentation ofevidence.

ATE_COV.2 Analy sis of cove rage

O

In
S
a
A
T
ol
0
S
i

d
tg

D

Al

Al

Al

bjectives

this component, the dojective is to establisthat he TSF hasbeen tested gainst its functional
pecification in a systematic manner. Thistes be achieved through an examination-of develo
nalysis of coespondence.

pbplication notes

ne developr is requied to demonstrate that the tests whiekehbeen-identified include testin
all of thesecurity functions as described the functional specifation.-“Theanalysis should no
nly show the correspondence betweests and security fetions, but should provalalso

fficient information for the evaluator to determine howfthmetions have been exercised. Ti
ormation can beused inplanning fa additional evaluatorests. Althoughat this level the

bvelope has to demonsdte that each of the functions within the functional specification has
sted the amounof testirg of eachfunction need ndye-exhaustive.

ependencies:
ADV_FSP1 Informal functionaspecification
ATE_FUN.1 Functionaldsting

eveloper action elements:

e_cov2ip  The developer shalt'provid analysisof the est coverage.

pntent and presentation(of evidence elements:

E_cov.2ic  Theapalysisof the test coverage shaémonstratethe correspondence betwe
the test identified in the test docurentation and tke TSF as described irthe
functional sgcification.

E_cov.22¢e~ Y The analysis of the testoverage shall demonstrate that thecorrespondence

between the TE as describad in the functional specification ard the tests
identified in thetes documertation is conplete.

per

i

S

been

E

1 4 1 1 4
dAdluatul aclult TITITITIIS .

ATE_cov.21E  The evaluator shall confirm th#te informationprovided meets all equirements

for content and presentation of evidence.
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ATE_COV.3 Rigorous analysis of coverage

Objectives

In this component, the objective is to establisdt the TSF has been tedtagainst its functica

specification in a systematic and exhaustive marfies is to beachieved through an examin

ation

of dewloperanatysis of COTeSpOnNJeTrcE.
Application notes

The developer is requiredo provide a convicing argument thathe tests which have

bre

identified cower all security functions, and that thesting ofeach security function is complete.
There will remain little scope for the evaluator to devise additiumctionabtests of theT $F
interfaces based on the functional specdtfiion, as thy will have been exhaustively tested.

Neverthelesghe evaluatpshoul strive to devise such tests.

Dependencies:
ADV_FSP.1 Informal functional sp#ication
ATE_FUN.1 Functional testing

Developer action elements:
ATE_cov.31D  The developer shalprovide aranalysis of the testoverage.

Content and presentation of evidence elements:

ATE_cov.aic  The analysis of the test.coverage shathdnstete the correspondea betweerhe

tests identifed in thertesdocumentation anthe TSFas descriled inthe functio
specification.

@l

ATE_cov.32c  The analysis of the test coverage stiathonstratéhat the correspondence bepne

the TSE @S descid in the functioal specification and the tests idensfi in t
testdocumentation is complete.

ATE_cov.33c  Fhe-analysisof the test coverage shall rigorouslgemonstratethat all extern

he

al

interfaces of the TSF identified in the functional speification have begen

completely tested.
Evaluator action elements:

ATE.cov.31E  The evaluator shall confirm that the information provided saetequireme

nts

£ & . ! Py £ HA Y
10T LUTICTanu preol allurt U ©VIRETTUE,
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13.2 Depth (ATE_DPT)

Objectives

The comporents in this amny deal W|th the Ievebf detail to whlchheTSF is tested. Testlrrgf

I presentatlons.

The objectiveis to counter the risk of missing amror in the development of the "TOE.
Additionally, the components of thigrhily, especially as testing is more concerned with [the
internal structure of the TSF, are more likely to discamgrmali cious code that hasén inserted

Testing that exerses specific internal interfas can provide assurance not.only that the TSF
exhibits tke desired external security behaviour, balso tha this behaviouw,stems from correctly
operating internal nehanisms.

Cpmponent levelling

The components in this family are levelled on thsivof increasing detail provided in the T$F
rgpresentatios, from the high-level desig to the inplementation representation. This levelling
rgflecsthe TS repregntations presented ithe ADV class.

Application notes

The specific amount and type ofawonentationtand evahce will, in general, beaiermined by
the chosen componéfrom ATE_FUN.

bsting at the level of the functionakspecification is estd by ATE_COV.

T
The principleadopied within this family is that the leb of testing be appropriate to the level jof
agsurane being sought. Where higher componeats applied the est resuls will need to

demonstate that themplementation of the TSF insistent with its design. For example, the
high-level design shouldedcribe each of the subsystems alsd describe the interfees between
these subsystems in(sufficient detail. Evicenf testing must show d@hthe interml interfaces

between subsystemsude beerexercised. This may bachieved through testing via the external
interfaces of the-TSF, or bgsting of the subsystem interfaces in isolation, perhaps employjng a
test harness. dn_eases &b some aspects of an internal integfaannot be tested via the external

interfaces there shoutther be justifcation that these aspects need not be tested, or the internal
interfaceneesito be tested diatly. In thelatter case thdnigh-level design eeds to besufficiently

depth of testing usmg th'ESF S exErnaI mterfaces alone and modular testlng will usually be
necessary.
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ATE_DPT.1 Testing: high-level design
Objectives

The subsystems of a TSF provide a high-lewestrption of the internal workings of the TSF.
Testing at the levelfdhe subsstems, in oder to demonstrate the presence of #éays, provides

—aSsurancehatthe TSFE SubSyStens Tave beer CoTTesistised:

Application notes

The cbveloper is expetedto describehe testing of the high-leldesignof the TSFin terms) of
“subsystems”. The term “subsgist’ is used to expresthe notionof decomposing'tle TSF intp a
relatively smdlnumberof pats.

Dependencies:
ADV_HLD.1 Descriptive high-level design
ATE_FUN.1 Functional teging

Developer action elements:

ATE_DPT.L1D  The developer shall povide the analysis of the depth of testing.

Content and presentation of evidence elements:

ATE_DPT.L1C  The depth analysis shall-dmonstrate that the tests identified in the test
documentation are sufficent to demonstrate that the TSF operates|in
accordane with it s high*level design.

Evaluator action elements:

ATE_DPT.L1E  The evaluater shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ATE_DPT.2 Testing: low-level design
Objectives
The subsystems of a TSF provide a high-lewestrption of the internal workings of the TSF.

Testingat the levelfadhe subsstems, in oder to demonstrate the presence of #éays, provides
assurancehatthe TSF subsystems have been correcthlised.

C JC =S OT A . OO 1C WOTE OSSO C oottty a v"ii
of the modules, in order taohonstete the presence cény flaws provides assurance that the TSF
modules have been correctBalised.
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Application notes

The developer is expected to describe the testing ohigjie-level design of the TSF in tesrof
“subsystems”. The term “subsystéms used toexpres the notionof decomposing 8aTSF into a
relativelysmall number of parts.

T . . . _
“modules”. The term‘modules”is used to express theotion of decomposingaeh of the
qubsystems” of th@ SF into a relatively sall number of parts.

Dependencies:

ADV_HLD.2 Security enforcing high-level design
ADV_LLD.1 Descriptive low-level design
ATE_FUN.1 Functionaldsting

Developer action elements:

Ate_ppT21D0  The developer shall provideghnalysis of the depth désting.

Cpntent and presentation of evidence elements:

Afe_DPT21c  The depth analysis shall demonstrate that the tests igdniifi the test
documentatiorare suffcient to demonstrate that the F8perates in accordanc
with its high-level @signand low-level desig.

Eyaluator action elements:

ATE_DPT.21E  The evaluator shall confirm th#ie informationprovided meets all equirements
for content and présentation of evidence.

TE_DPT.3 Testing: implementation representation
bjectives

A
O
The subsystas d”a TSF provide a high-level description of the internalrkings d the TSF.
Testing at the level of the subssrsis, in orer to demonstate the presence of any flaws, praesd
agsurance that the TSF subsystems have been correctly realised.

The modules of a TSF provide a description oftikernal workings of the TSF. Testing at teedl
of the. modugs, in ordetto demonstrathe presence ofany flaws provides assurandbat tre TSF
modules have been correctly realised.

The implementatiorrepresentation of a TSF providea detiled description of the internal
workings of the TSF.Testirg at the leel of the implementation, in order to demonsedhe
presene of any flaws, providesssurance thtdhe TSHEmplementation has baeorrectlyrealised.
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Application notes

The cbveloper is expetedto describehe testing of the high-lel/designof the TSFin terms

E)

of

“subsystems”. The term “subssisi’ is used to expresthe notionof decomposing tle TSF into a
relatively smdlnumberof pats.

of

“moduks’. The term “modules” is used to exgws the notion of decomposing each”pf the

“subsystems” of the TSF into a relatively snmalimbe of parts.

The implementationepresentatioms theone which is used to geme the TSF itself (e.g. s
code which is thecompiled).

Dependencies:
ADV_HLD.2 Security enfoeing high-leveldesign
ADV_IMP. 2 Implementation of the TSF
ADV_LLD.1 Descriptive low-level design
ATE_FUN.1 Functional testing

Developer action elements:
ATE_DPT31D  The ceveloper shalprovide the anmalysis dhe depth of testing.

Content and presentation of evidence elements:

urce

ATE_DPT31Cc  The depth analysis, @lh demonstrate that the tests identified in the test
documentation are.suff@it to demonstrate théhe TSF operates in accordance

with its high-leveldesign, low-levedesignand implementation representatiq

Evaluator action elements:

n

ATE_DPT31E  The evaluator shall confirm that the information provided saktequirements

for contentand preentation of evicence.
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13.3 Functiona | tests (ATE_FUN)

Objectives

Functional testing performed by the é®per estblishes that the TSF exhibits the propesti
e , . , : . , ;

agsurance that the TSF satisfaedead the securit functional requirements, althoughcannot
establish thathe TS does no more than what was apfied. The family“Functional tests® s
fgcusa on the type an@mourt of documentation or support tools required, and whéd ise

that the requid security futions are provided, but may also include aieg testingtaheck for
the absece of particular undesired behaviour éoftbase on the inversion offunctional
rgquirements).

This family contributes to mviding assurance that thkkelihood o wundiscoveed flaws is
rglatively small.

The families ATE_COV, ATE_DPT and ATE_FUMre usedin:combinationto define the
eyidence btesting to be supplied by a developer. Independent functional testing by the ev
is| specified byATE_IND.

Clomponent levelling

This family contains two components, the higher requiring that ordering depeed are
apalysed.

bplication notes

A

Procedures forgsforming tests are-expected to provide indians for using test progranamd
test suites, including the testvironment, testconditions, st data parameters and values. The t
ptocedures should ashow hav the tesresuls are derive from the ted inputs.
T
.
A

nis family specifies requgments for the presentation of all tggans procedures and result
nus the quanttof information that must bpresented will varyn accordance witlthe use of
TE_COV ard ATE-DPT.

Ofrdering dependenciese relevant when the scessful execution of a particular test depe

demonstated through eveloper testing. Functional testing is not limited to positive confirmation

aluator

est

U7

nds

a

a fallure oftest A
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ATE_FUN.1 Functional testing
Objectives

The obgctive is for the developer to demonstrate tilasecurity functions performas specified.
The developeis requiredo paform testing ad to provide tesdocumentation.

Dependencies:
No degndencies.

Developer action elements:

ATE_FUN.11D  The developer shall test the TSF and documette results!
ATE_FUN.12D  The developer shall povide test documentation.

Content and presentation of evidence elements:

ATE_FUN.11c  The test documentationshall consist of testplans, test procedure deription
expected test resulteind actual test resuits.

o

ATE_FUN.12c  The test plars shall identify t he security functions to be testd and describe the
goal d theteststo be performed.

ATE_FUN.13c  The test proecedure descriptions shall identify the tests to be ggformed ard
describe the scenariefor teésting ead security function. These scenarios ghall
include any ordering dependencies on thresults of other tests.

ATE_FUN.14c  The expecta testresults shall show the anticipatd outputs from a successful
executian of the. tests.

ATE_FUN.15c  The testresults from the developer execution of theedts shall cemonstrate
that eachtested security function behaved as specified.

Evaluator action“elements:

ATE_FUN.11E~ “The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ATE_FUN.2 Ordered functional testing

Objectives

The obgctive is for the developer to demonstrate tilasecurity functions performas specified.
The developeis requiredo paform testing ad to provide tesdocumentation.

In this component, an additianobjective is toensure that testing is structuredcllas to avoid
circular arguments abothe correctness of the portionstbé TSF beingested.
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Application notes

Although the test pr@edures may state pre-requisite initial test conditionsterms of ordering of
tests, they may not providerationale for the ordering. Anaysis of test ordering is an important

factorin determinirg the adequacy desting, as theris a possibility ofaults beirg conceald by
the orabring of tests.

Dependencies:
No dependenas.

Developer action elements:

ATE_FUN21D  The developer shall tete TSF anddocument the results.
ATE_FUN.22D  The developer shall provide tekicumentation.

Cpntent and presentation of evidence elements:

ATe_FuN.21c  The test doumentation shall consist of testap$, test procedureestriptions,
expecte test results and actual test results;

ATE_FUN.22c  The test plans shall identify thecseity funetions to beested and desbe the goal
of the testto beperformed.

ATE_FUN23c  The test procedure descriptions:shall identify the tests to be performed and d
the senarios for ésting each security fwtion. These snarios shll include any
ordering dependeies on thaesults of other tests.

ATE_FUN.24c  The expected test results shall show the anticipated outputs from a suc
execution of the tests.

ATE_FUN25Cc  The tesresultsfrom the developexecution ofthe ests shall demonstmtha each
testedsecurity function behaved as spified.

ATE_FUN26Cc  Thetesbdocumentation shall include an analysis of the test procedue ordering
dependencies.

Eyaluator action elements:

ATE_FUN:23E  The evaluator shall confirm th#ie informationprovided meets all equirements
for content and presentation of evidence.

pscribe

cessful
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13.4 Independent testing (ATE_IND)

Objectives

One objectiveis to demonstete that the securitjunctiors perform as spsfied.

ISO/IEC 15408-3:1999(E)

An additioral objective is to counter the risk of an incorrect assessment tfgheutcomeso
part d the developer that results in the incorrect imaatation @ the specfications or overloo
codethat is non-complianwith the speifications.

Component levelling

N the
ks

Levelling is based upon the amount of test documentation, test support'‘and the amoundtpf evalu

testing.
Application notes
The testing specifekin this family can be suppodéy a partywith specialised knowtige ot

than the evaluator (e.g. an independent laboratory, amtelgeconsunar organisation). Tes
requires an understandinfithe TCE consistent with thperformane of otherassuraneactivitig

ner
ting
S,

and the evaluatorretairs responsibility for ensuring that thequirementsof this family are

properly addressed when sistipport is ued.

This family deals with the degree to whithere is indegndent furctional testing of the T
Independentunctional esting may &ke the farm of repeatingthe developr’s functional ests,
wholeor in part. It mayalso take the formof the augmentation of the dewalsgunctional te

SF.
in
5tS,

either to extend the scopetbe depth of the developsitests, or to tegbr obvious public dompain

security weaknesses that could be. applicable to the TOE. These actimigesomplementary,
an appropriate mix must beapined for eaciT OE, which takes into account the aitability a
coveaage d test results, and tHehctional complexity of the TS A test plan should be deve
that is consistentvith the_lewel of other assurancedivities, and which,as greater assurage
required, includes larger, saraplof repeated tests, and more indegan@ositive and negj
functionaltests by thé&valuator.

Samplingof develogr tessis intendd to provide confirmation that ¢étdeveloperhas carried g
his planned test programme on WeF, and has correctly recorded the results. TdAgeadisam
selected will be influenced by the detaild quality of the developer’s fational test resultsief
evaluatorwill also need to consider theope for devisingdditional tests, and the relative

that may’'be gained from effort in these two areas. It is recognised that repetition of all
tests-may be feasible @ddesirable in some casdsitmay be very arduous and less produg

and
nd
oped
1S

e

ut

le

he

in
developer
tive in

Il

others The hlghe$ component |rlh|sfamlly should theefore beused with cautlorSampllngW

of both ATE COV and ATE DPT.

ments

There is als@aneedto considethe different configuations of the TOE that are included within the
evaluation. Theevaluator willneed toassess #applicability ofthe resuls provided,and to pbln

his own testing accordingly.
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Indepenént functional testing is distad from penetration testing, the latter being based on an
informed and systematic search for vehabilities in the design and/or implementation.
Penetration testing is spéed using the familyAVA_VLA.

The suitability of the TOE for testing is based the accessotthe TOE and the supporting
documentation and information required (including any test software or tools) to run tests. The

nEed for sucsuppoTt IS addressed by the dependencies o otheT asSiaraities:

Additionally, suitability d the TCE for testing may béased on othreconsideations. For example),
the version bthe TOE submit@by the developemay nat be thefina version.

References to a subset of the TSF are intended to allow the evaluator to design anasgeipri
of tess which is consistent with th@bjectives of the eluation being conducted:.

ATE_IND.1 Independent testing - conformance

Opjectives

In this component, the objective is to demonstrate that theisefunctions perform as spified.
Application notes

This component does not address the use of developeresestsr It is appliable where such
rgsults are not available, and also in cases where the deneltgsting is acepted without
validation. The evaluator is required to devise and conduct tests with the objective of confirming
that the TOE security functional regenments’are ret. The approach is to gain confidence|in
correct ogration through representative testing, rather thacotmwct every possible test. The
extent of testing to be plannéat this purpese is a methodology issue, and needs to be cons|dered
in the context ofa particular TGE and the balance of other evaluation activities.

Dependencies:

ADV_FSP.1 Infoermal functional specification
AGD_ADM.1\Administrato r guidance
AGD_USR1 Userguidance

Developer action elements:
ATe_IND.118_ )* The developer shall provide the TOE for testing.

Cpontent and presentation of evidence elements:

ATE_IND.L1C  The TOE shall be suitablefor testing.
Evaluator action elements:

ATE_IND.L1E ~ The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.
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ATE_ND.12E  The evaluatorshall test a subset of the TSF as appropriate to confirm that the
TOE operates as speified.

ATE_IND.2 Independent testing - sample

Objectives

The objetive is to demonstratinat thesecurity functions perform as specified. Evaluater.testing
includes seleting and repeating a sample of theelopertests.

Application notes

The intent is that theesteloper should provide the evaluator with materigsessary for [the
efficient reproductionof developer tests. This may include stisimgsas-machine-reatle tgst
documentation, tegrograms etc.

This comporent contains aequirement that the evaluator has, availaleg tesults from |the
developer to supplemetite programme of testind.he evaluator will repea a sampe of the
developer’s tests wainconfidence irthe results obtained. Haviegtablished s confidence|the
evaluator will build upon the develeps testing by conductingdditional tests that exercisg the
TOE in a diferent manne By using a platfom of validateddeveloper test results the evaluator is
ableto gain configénce that the TOE operates correctlaivider range otonditionsthan wouyld
be possible purely using the developeris efforts, gien a fixed level of resource. Having gein
confidence that th developerhas tested the TOE, tlevaluatorwill also have more freedom,
where appropriateto conentrate testing .in “aes where examination of documentatign or
specialist knowledge Baaised rticular-concerns.

Dependencies:
ADV_FSP.1 Informalfunctional spdication
AGD_ADM.1 Administrator guidance
AGD_USR.1User guidance
ATE_FUN.1 Functional teging

Developer actionelements:
ATE_IND.21D2VThe developer shatirovide the TOE for testing.
Contentand presentation of evidence elements:

ATEvIND.21c  The TCE shallbe suitable fotesting.

ATE_IND.22c  The developer shall provide arequivalent set of resouces to those that were
used in the developer’s functional testing of theTSF.

Evaluator action elements:

ATE_IND.21E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.
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ATE_IND.22E  Theevaluator shall test subsebf the TSF as appropriate to confirm ttfag TOE

operaés & specified.

ATE_IND.23E  The evaluata shall execute a sampleof testsin the test documentation toverify

A
O

T

A
T
el
d
In
o]
th
tg

D

D
AT
C
AT

Al

the developer est results.

TE _ND-3—Independent testing - comptete
bjectives

ne obgctive is to demonstrate that allcseity functions perform as spéied. Evaluator testing
cludes repeatingll of the developr tests.

pbplication notes

ne intent is that the developer should previde ewuator with materials necessaryrfthe
ficient reproductionof developer tests. This may include such_thiag machine-@abk test
bcumentation,est programs, etc.

this component the evaluator muspeat all of the devel@p's tests as part of the pragnme
testing. As in the previous component ¢éraluator will als6 conducests that aim toexercise
e TOE in a different manner fromathachieed by the developer. In cases wheveloper
sting ha beenexhaustiwe, there nay remainlittle scope for this.

ependencies:

ADV_FSP1 Informal functionaspeécification
AGD_ADM.1 Administrate guidance
AGD_USR1 Use guidance

ATE_FUN.1 Functionalasting

eveloper action elements:

e_ino31p  The developer shall providegl OE for testing.
pntent and presentation of evidence elements:

e_IND.3.1c.. \vThe TOE shall bsuitable for ¢sting.

E_iNnD32c  The developer shall providen equivalent set ofesources to those thatere used
in the developer’sunctional esting of the TSF.

Evaluator action elements:

ATE_IND.31E  The evaluator shall confirm th#te informationprovided meets all equirements

for content and presentation of evidence.

ATE_IND.32E  Theevaluator shall tesh subsebf the TSF as appropriate to confirm tttet TOE

operaes & specified.
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ATE_ND.33E  The evaluator shall executl tests in the test documentation to verify the
developettest results.
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14 Class AVA: Vulnerability assessment

The classaddresses the exestce of exploitable covert channels, the possibility of misuse or
incorrect configuration ofthe TOE, the possibility todefeat probabilistic or permutatian

mechanismsandihe possibility of explodble vulnerabilitiesintroducedn the developmentof the
operation of the TOE.

Figure 14.1 showshe families within trs class, and th hierarchy of components, within| the
families.

ClassAVA: Vulnerability assessment

— AVA_CCA Covert channanalysis —

1
— AVA_MSU Misuse — 1
— AVA_SOCF Strength ofTOE security functions — 1

L~ AVA_VLA Vulnerabilityanalysis — 1 4}

Figure 14.1 -Vulnerability assesment class decomposition
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14.1 Covert channel analysis (AVA_CCA)

Objectives

Covert channel analysiss carried outto determine the existence and potentigbacity of

unintenad signalling channels (i e_illicit inforation flows)that may be exploited

The assurance requiremeiatidress the tleat that unintndedand exploitable signallingcpath
exist thatmay be exanisedto violate the SFP.

(2]

omponent levelling
ne comporents are levelled on increasing rigour of covert clehanalysis.
pbplication notes

hannetapaity estimationsare based upon informal engineeringasi@rements, as well as actyal
St measurements.

a0 » 4 O

Ekampes of assumptions upon which the cowdrannel apalysis is basedynnclude proessor
speed, systm or network configuration, memosjze, ang:achesize.

The seletive validation of the coart channel analysis through testing allows the evaludte
opportunity to verifyany aspect of thecovert channel alysis (e.g. identiftation, capacityj
egtimation, elimination, monitoring, and eXploitationersrios). This does not impose |a
rgquirement t@emonstrate the entire set of\covert channel anaksi#is.

If|there are no information flowcontrol SFRB in the ST, thifamily of assurape requirements is
no longer applicable, as this famagplies only tanformationflow control SFPs.

VA _CCA. 1 Covert channet. analysis

ne objective is to.identify covert channels that are identifiable, through an informal seafch for

A
Opjectives
T
covert channels:

Dependencies:
ADV_FSP2 Fully defined external interfaces
ADV_IMP.2 Implementation of the TSF

A ADNDM 1 Adainictratan v ~n Ao~
MO AV T Ui sSuato T yguriiarce

AGD_USR.1 Userguidance

Developer action elements:

AvA_cca11d  The develogr shall conduct a search for covert channels for each information
flow control policy.
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The developer shall grovide covert channel analysis documentation.

Content and presentation of evidence elements:

AVA_cca.1ic  The analysis documentation shall identify covert channels and estimate their
capecity.

AVA_cca12c  The analysis documentation shall describe the procedures used’|for
determining the existence of coert channels, and the information needed |to
carry out the covert channel analysis.

AVA_ccAa.13c  The analysis documentation shall describe all assumptions_made during the
covert channel analyss.

AVA_cca.14c  The analysis documentation shall describe the method used for estimiating
channel capacity, based on worstase scenarios.

AVA_cca.15c  The analysis docunentation shall describe thewost case exploitation senaijio

for each identified covert channel.

Evaluator action elements:

AVA_CCA.11E

AVA_CCA.12E

AVA_CCA.13E

The evaluator shall confirm that the information provided meets 3
requirements for content and presentation of evidence.

The evaluator shallconfirmdhat the results of the covet channel analysis sh
that the TOE meets its funhctional requiremens.

The evaluator shall‘seletively validate the covert channel analysis throu
testing.

AVA_CCA. 2 Systematic.covert ch annel analysis

Objectives

The objective s to identify covert channels that are identifiable, through a systematic
covert channels.

Application notes

Al

jh

search for

Performing acovert channebnalysis ina systematic ay requires that theestelope identi
eovert channels in a structured and repeatable way, as opposed to identifying covel$ amamn

y

ad-hoctashian.

Dependencies:

ADV_FSP2 Fully defined external interfaes
ADV_IMP.2 Implementatiorof the TSF
AGD_ADM.1 Administrator guidance
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	c) rigour — that is, the effort is greater because...




	2 Security assurance requirements
	2.1 Structures
	The following subclauses describe the constructs u...
	Figure 2.1 illustrates the assurance requirements ...
	2.1.1 Class structure
	Figure 2.1 illustrates the assurance class structu...
	2.1.1.1 Class name
	Each assurance class is assigned a unique name. Th...
	A unique short form of the assurance class name is...

	2.1.1.2 Class introduction
	Each assurance class has an introductory subclause...

	2.1.1.3 Assurance families
	Each assurance class contains at least one assuran...
	Figure 2.1 - Assurance class/family/component/elem...



	2.1.2 Assurance family structure
	Figure 2.1 illustrates the assurance family struct...
	2.1.2.1 Family name
	Every assurance family is assigned a unique name. ...
	A unique short form of the assurance family name i...

	2.1.2.2 Objectives
	The objectives subclause of the assurance family p...
	This subclause describes the objectives, particula...

	2.1.2.3 Component levelling
	Each assurance family contains one or more assuran...
	Assurance families containing more than one compon...

	2.1.2.4 Application notes
	The application notes subclause of the assurance f...

	2.1.2.5 Assurance components
	Each assurance family has at least one assurance c...


	2.1.3 Assurance component structure
	Figure 2.2 illustrates the assurance component str...
	Figure 2.2 - Assurance component structure

	The relationship between components within a famil...
	2.1.3.1 Component identification
	The component identification subclause provides de...
	Every assurance component is assigned a unique nam...
	A unique short form of the assurance component nam...

	2.1.3.2 Objectives
	The objectives subclause of the assurance componen...

	2.1.3.3 Application notes
	The application notes subclause of an assurance co...

	2.1.3.4 Dependencies
	Dependencies among assurance components arise when...
	Each assurance component provides a complete list ...
	The dependency list identifies the minimum set of ...
	In specific situations the indicated dependencies ...

	2.1.3.5 Assurance elements
	A set of assurance elements is provided for each a...
	Each assurance element is identified as belonging ...
	a) Developer action elements: the activities that ...
	b) Content and presentation of evidence elements: ...
	c) Evaluator action elements: the activities that ...

	The developer actions and content and presentation...
	The evaluator actions define the evaluator's respo...
	The developer action elements, content and present...


	2.1.4 Assurance elements
	Each element represents a requirement to be met. T...
	The elements have been written using the normal di...
	In contrast to ISO/IEC 15408-2, neither assignment...

	2.1.5 EAL structure
	Figure 2.3 illustrates the EALs and associated str...
	2.1.5.1 EAL name
	Each EAL is assigned a unique name. The name provi...
	A unique short form of the EAL name is also provid...

	2.1.5.2 Objectives
	The objectives subclause of the EAL presents the i...

	2.1.5.3 Application notes
	The application notes subclause of the EAL, if pre...
	Figure 2.3 - EAL structure
	Figure 2.4 - Assurance and assurance level associa...


	2.1.5.4 Assurance components
	A set of assurance components have been chosen for...
	A higher level of assurance than that provided by ...
	a) including additional assurance components from ...
	b) replacing an assurance component with a higher ...



	2.1.6 Relationship between assurances and assuranc...
	Figure 2.4 illustrates the relationship between th...


	2.2 Component taxonomy
	This part of ISO/IEC 15408 contains classes of fam...
	Figure 2.5 - Sample class decomposition diagram

	In Figure 2.5, above, the class as shown contains ...

	2.3 Protection Profile and Security Target evaluat...
	The requirements for protection profile and securi...
	Tables 3.1, 3.2, 3.3 and 3.2 in clause 3 of this p...

	2.4 Usage of terms in ISO/IEC 15408-3
	The following is a list of terms which are used in...
	Check — This term is similar to, but less rigourou...
	Coherent — An entity is logically ordered and has ...
	Complete — All necessary parts of an entity have b...
	Confirm — This term is used to indicate that somet...
	Consistent — This term describes a relationship be...
	Counter (verb) — This term is typically used in th...
	Demonstrate — This term refers to an analysis lead...
	Describe — This term requires that certain, specif...
	Determine — This term requires an independent anal...
	Ensure — This term, used by itself, implies a stro...
	Exhaustive — This term is used in the standard wit...
	Explain — This term differs from both “describe” a...
	Internally consistent — There are no apparent cont...
	Justification — This term refers to an analysis le...
	Mutually supportive — This term describes a relati...
	Prove — This refers to a formal analysis in its ma...
	Specify — This term is used in the same context as...
	Trace (verb) — This term is used to indicate that ...
	Verify — This term is similar in context to “confi...

	2.5 Assurance categorisation
	The assurance classes, families, and the abbreviat...
	Table 2.1 - Assurance family breakdown and mapping...



	Assurance Class
	Assurance Family
	Abbreviated Name
	2.6 Assurance class and family overview
	The following summarises the assurance classes and...
	2.6.1 Class ACM: Configuration management
	Configuration management (CM) helps to ensure that...
	2.6.1.1 CM automation (ACM_AUT)
	Configuration management automation establishes th...

	2.6.1.2 CM capabilities (ACM_CAP)
	Configuration management capabilities define the c...

	2.6.1.3 CM scope (ACM_SCP)
	Configuration management scope indicates the TOE i...


	2.6.2 Class ADO: Delivery and operation
	Assurance class ADO defines requirements for the m...
	2.6.2.1 Delivery (ADO_DEL)
	Delivery covers the procedures used to maintain se...

	2.6.2.2 Installation, generation and start-up (ADO...
	Installation, generation, and start-up requires th...


	2.6.3 Class ADV: Development
	Assurance class ADV defines requirements for the s...
	2.6.3.1 Functional specification (ADV_FSP)
	The functional specification describes the TSF, an...

	2.6.3.2 High-level design (ADV_HLD)
	The high-level design is a top level design specif...

	2.6.3.3 Implementation representation (ADV_IMP)
	The implementation representation is the least abs...

	2.6.3.4 TSF internals (ADV_INT)
	The TSF internals requirements specify the requisi...

	2.6.3.5 Low-level design (ADV_LLD)
	The low-level design is a detailed design specific...

	2.6.3.6 Representation correspondence (ADV_RCR)
	The representation correspondence is a demonstrati...

	2.6.3.7 Security policy modeling (ADV_SPM)
	Security policy models are structured representati...


	2.6.4 Class AGD: Guidance documents
	Assurance class AGD defines requirements directed ...
	2.6.4.1 Administrator guidance (AGD_ADM)
	Requirements for administrative guidance help ensu...

	2.6.4.2 User guidance (AGD_USR)
	Requirements for user guidance help ensure that us...


	2.6.5 Class ALC: Life cycle support
	Assurance class ALC defines requirements for assur...
	2.6.5.1 Development security (ALC_DVS)
	Development security covers the physical, procedur...

	2.6.5.2 Flaw remediation (ALC_FLR)
	Flaw remediation ensures that flaws discovered by ...

	2.6.5.3 Life cycle definition (ALC_LCD)
	Life cycle definition establishes that the enginee...

	2.6.5.4 Tools and techniques (ALC_TAT)
	Tools and techniques addresses the need to define ...


	2.6.6 Class ATE: Tests
	Assurance class ATE states testing requirements th...
	2.6.6.1 Coverage (ATE_COV)
	Coverage deals with the completeness of the functi...

	2.6.6.2 Depth (ATE_DPT)
	Depth deals with the level of detail to which the ...

	2.6.6.3 Functional tests (ATE_FUN)
	Functional testing establishes that the TSF exhibi...

	2.6.6.4 Independent testing (ATE_IND)
	Independent testing specifies the degree to which ...


	2.6.7 Class AVA: Vulnerability assessment
	Assurance class AVA defines requirements directed ...
	2.6.7.1 Covert channel analysis (AVA_CCA)
	Covert channel analysis is directed towards the di...

	2.6.7.2 Misuse (AVA_MSU)
	Misuse analysis investigates whether an administra...

	2.6.7.3 Strength of TOE security functions (AVA_SO...
	Strength of function analysis addresses TOE securi...

	2.6.7.4 Vulnerability analysis (AVA_VLA)
	Vulnerability analysis consists of the identificat...



	2.7 Maintenance categorisation
	The requirements for the maintenance of assurance ...
	The maintenance of assurance families, and the abb...
	Table 2.2 - Maintenance of assurance class decompo...



	Assurance Class
	Assurance Family
	Abbreviated Name
	2.8 Maintenance of assurance class and family over...
	The following summarises the assurance class and f...
	2.8.1 Class AMA: Maintenance of assurance
	Assurance class AMA is aimed at maintaining the le...
	2.8.1.1 Assurance maintenance plan (AMA_AMP)
	The assurance maintenance plan identifies the plan...

	2.8.1.2 TOE component categorisation report (AMA_C...
	The TOE component categorisation report provides a...

	2.8.1.3 Evidence of assurance maintenance (AMA_EVD...
	Evidence of assurance maintenance seeks to establi...

	2.8.1.4 Security impact analysis (AMA_SIA)
	Security impact analysis seeks to establish confid...



	3 Protection Profile and Security Target evaluatio...
	3.1 Overview
	This clause introduces the evaluation criteria for...
	These criteria are the first requirements presente...
	Although these evaluation criteria differ somewhat...
	The PP and ST classes differ from the TOE classes ...
	The evaluation criteria for PPs and STs are based ...

	3.2 Protection Profile criteria overview
	3.2.1 Protection Profile evaluation
	The goal of a PP evaluation is to demonstrate that...

	3.2.2 Relation to the Security Target evaluation c...
	As described in Annexes B and C of ISO/IEC 15408-1...

	3.2.3 Evaluator tasks
	3.2.3.1 Evaluator tasks for an evaluation based on...
	Evaluators performing a PP evaluation that does no...
	Table 3.1 - Protection Profile families - only ISO...






	Class
	Family
	Abbreviated Name
	3.2.3.2 Evaluator tasks for a ISO/IEC 15408 extend...
	Evaluators performing a PP evaluation that include...
	Table 3.2 - Protection Profile families - ISO/IEC ...



	Class
	Family
	Abbreviated Name
	3.3 Security Target criteria overview
	3.3.1 Security Target evaluation
	The goal of an ST evaluation is to demonstrate tha...

	3.3.2 Relation to the other evaluation criteria in...
	There are two identified stages for the evaluation...
	An ST evaluation includes a PP claims evaluation. ...

	3.3.3 Evaluator tasks
	3.3.3.1 Evaluator tasks for an evaluation based on...
	Evaluators performing an ST evaluation that does n...
	Table 3.3 - Security Target families - only ISO/IE...





	Class
	Family
	Abbreviated Name
	3.3.3.2 Evaluator tasks for a ISO/IEC 15408 extend...
	Evaluators performing an ST evaluation that includ...
	Table 3.4 - Security Target families - ISO/IEC 154...



	Class
	Family
	Abbreviated Name

	4 Class APE: Protection Profile evaluation
	The goal of a PP evaluation is to demonstrate that...
	Figure 4.1 shows the families within this class.
	Figure 4.1 - Protection Profile evaluation class d...

	4.1 TOE description (APE_DES)
	Protection Profile, TOE description
	The TOE description is an aid to the understanding...
	APE_DES.1 Protection Profile, TOE description, Eva...
	APE_DES.1.1D The PP developer shall provide a TOE ...
	APE_DES.1.1C The TOE description shall as a minimu...
	APE_DES.1.1E The evaluator shall confirm that the ...
	APE_DES.1.2E The evaluator shall confirm that the ...
	APE_DES.1.3E The evaluator shall confirm that the ...

	4.2 Security environment (APE_ENV)

	Protection Profile, Security environment
	In order to determine whether the IT security requ...
	APE_ENV.1 Protection Profile, Security environment...
	APE_ENV.1.1D The PP developer shall provide a stat...
	APE_ENV.1.1C The statement of TOE security environ...
	APE_ENV.1.2C The statement of TOE security environ...
	APE_ENV.1.3C The statement of TOE security environ...
	APE_ENV.1.1E The evaluator shall confirm that the ...
	APE_ENV.1.2E The evaluator shall confirm that the ...

	4.3 PP introduction (APE_INT)

	Protection Profile, PP introduction
	The PP introduction contains document management a...
	APE_INT.1 Protection Profile, PP introduction, Eva...
	APE_INT.1.1D The PP developer shall provide a PP i...
	APE_INT.1.1C The PP introduction shall contain a P...
	APE_INT.1.2C The PP introduction shall contain a P...
	APE_INT.1.1E The evaluator shall confirm that the ...
	APE_INT.1.2E The evaluator shall confirm that the ...
	APE_INT.1.3E The evaluator shall confirm that the ...

	4.4 Security objectives (APE_OBJ)

	Protection Profile, Security objectives
	The security objectives is a concise statement of ...
	APE_OBJ.1 Protection Profile, Security objectives,...
	APE_OBJ.1.1D The PP developer shall provide a stat...
	APE_OBJ.1.2D The PP developer shall provide the se...
	APE_OBJ.1.1C The statement of security objectives ...
	APE_OBJ.1.2C The security objectives for the TOE s...
	APE_OBJ.1.3C The security objectives for the envir...
	APE_OBJ.1.4C The security objectives rationale sha...
	APE_OBJ.1.5C The security objectives rationale sha...
	APE_OBJ.1.1E The evaluator shall confirm that the ...
	APE_OBJ.1.2E The evaluator shall confirm that the ...

	4.5 IT security requirements (APE_REQ)

	Protection Profile, IT security requirements
	The IT security requirements chosen for a TOE and ...
	Not all of the security objectives expressed in a ...
	This family presents evaluation requirements that ...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	In the APE_REQ.1 component, the word “appropriate”...
	APE_REQ.1 Protection Profile, IT security requirem...
	APE_REQ.1.1D The PP developer shall provide a stat...
	APE_REQ.1.2D The PP developer shall provide the se...
	APE_REQ.1.1C The statement of TOE security functio...
	APE_REQ.1.2C The statement of TOE security assuran...
	APE_REQ.1.3C The statement of TOE security assuran...
	APE_REQ.1.4C The evidence shall justify that the s...
	APE_REQ.1.5C The PP shall, if appropriate, identif...
	APE_REQ.1.6C All completed operations on IT securi...
	APE_REQ.1.7C Any uncompleted operations on IT secu...
	APE_REQ.1.8C Dependencies among the IT security re...
	APE_REQ.1.9C The evidence shall justify why any no...
	APE_REQ.1.10C The PP shall include a statement of ...
	APE_REQ.1.11C The PP shall identify any specific T...
	APE_REQ.1.12C The security requirements rationale ...
	APE_REQ.1.13C The security requirements rationale ...
	APE_REQ.1.14C The security requirements rationale ...
	APE_REQ.1.1E The evaluator shall confirm that the ...
	APE_REQ.1.2E The evaluator shall confirm that the ...

	4.6 Explicitly stated IT security requirements (AP...

	Protection Profile, Explicitly stated IT security ...
	If, after careful consideration, none of the requi...
	This family presents evaluation requirements that ...
	Explicitly stated IT security requirements for a T...
	Formulation of the explicitly stated requirements ...
	Using the ISO/IEC 15408 requirements as a model me...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	APE_SRE.1 Protection Profile, Explicitly stated IT...
	APE_SRE.1.1D The PP developer shall provide a stat...
	APE_SRE.1.2D The PP developer shall provide the se...
	APE_SRE.1.1C All TOE security requirements that ar...
	APE_SRE.1.2C All security requirements for the IT ...
	APE_SRE.1.3C The evidence shall justify why the se...
	APE_SRE.1.4C The explicitly stated IT security req...
	APE_SRE.1.5C The explicitly stated IT security req...
	APE_SRE.1.6C The explicitly stated IT security req...
	APE_SRE.1.7C The security requirements rationale s...
	APE_SRE.1.1E The evaluator shall confirm that the ...
	APE_SRE.1.2E The evaluator shall determine that al...



	5 Class ASE: Security Target evaluation
	The goal of an ST evaluation is to demonstrate tha...
	Figure 5.1 shows the families within this class.
	Figure 5.1 - Security Target evaluation class deco...

	5.1 TOE description (ASE_DES)
	Security Target, TOE description
	The TOE description is an aid to the understanding...
	ASE_DES.1 Security Target, TOE description, Evalua...
	ASE_DES.1.1D The developer shall provide a TOE des...
	ASE_DES.1.1C The TOE description shall as a minimu...
	ASE_DES.1.1E The evaluator shall confirm that the ...
	ASE_DES.1.2E The evaluator shall confirm that the ...
	ASE_DES.1.3E The evaluator shall confirm that the ...

	5.2 Security environment (ASE_ENV)

	Security Target, Security environment
	In order to determine whether the IT security requ...
	ASE_ENV.1 Security Target, Security environment, E...
	ASE_ENV.1.1D The developer shall provide a stateme...
	ASE_ENV.1.1C The statement of TOE security environ...
	ASE_ENV.1.2C The statement of TOE security environ...
	ASE_ENV.1.3C The statement of TOE security environ...
	ASE_ENV.1.1E The evaluator shall confirm that the ...
	ASE_ENV.1.2E The evaluator shall confirm that the ...

	5.3 ST introduction (ASE_INT)

	Security Target, ST introduction
	The ST introduction contains identification and in...
	ASE_INT.1 Security Target, ST introduction, Evalua...
	ASE_INT.1.1D The developer shall provide an ST int...
	ASE_INT.1.1C The ST introduction shall contain an ...
	ASE_INT.1.2C The ST introduction shall contain an ...
	ASE_INT.1.3C The ST introduction shall contain a I...
	ASE_INT.1.1E The evaluator shall confirm that the ...
	ASE_INT.1.2E The evaluator shall confirm that the ...
	ASE_INT.1.3E The evaluator shall confirm that the ...

	5.4 Security objectives (ASE_OBJ)

	Security Target, Security objectives
	The security objectives are a concise statement of...
	ASE_OBJ.1 Security Target, Security objectives, Ev...
	ASE_OBJ.1.1D The developer shall provide a stateme...
	ASE_OBJ.1.2D The developer shall provide the secur...
	ASE_OBJ.1.1C The statement of security objectives ...
	ASE_OBJ.1.2C The security objectives for the TOE s...
	ASE_OBJ.1.3C The security objectives for the envir...
	ASE_OBJ.1.4C The security objectives rationale sha...
	ASE_OBJ.1.5C The security objectives rationale sha...
	ASE_OBJ.1.1E The evaluator shall confirm that the ...
	ASE_OBJ.1.2E The evaluator shall confirm that the ...

	5.5 PP claims (ASE_PPC)

	Security Target, PP claims
	The goal of the evaluation of the Security Target ...
	The family applies only in the case of a PP claim....
	Although additional evaluation activity is necessa...
	ASE_PPC.1 Security Target, PP claims, Evaluation r...
	ASE_PPC.1.1D The developer shall provide any PP cl...
	ASE_PPC.1.2D The developer shall provide the PP cl...
	ASE_PPC.1.1C Each PP claim shall identify the PP f...
	ASE_PPC.1.2C Each PP claim shall identify the IT s...
	ASE_PPC.1.3C Each PP claim shall identify security...
	ASE_PPC.1.1E The evaluator shall confirm that the ...
	ASE_PPC.1.2E The evaluator shall confirm that the ...

	5.6 IT security requirements (ASE_REQ)

	Security Target, IT security requirements
	The IT security requirements chosen for a TOE and ...
	This family presents evaluation requirements that ...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	In the ASE_REQ.1 component, the word “appropriate”...
	ASE_REQ.1 Security Target, IT security requirement...
	ASE_REQ.1.1D The developer shall provide a stateme...
	ASE_REQ.1.2D The developer shall provide the secur...
	ASE_REQ.1.1C The statement of TOE security functio...
	ASE_REQ.1.2C The statement of TOE security assuran...
	ASE_REQ.1.3C The statement of TOE security assuran...
	ASE_REQ.1.4C The evidence shall justify that the s...
	ASE_REQ.1.5C The ST shall, if appropriate, identif...
	ASE_REQ.1.6C Operations on IT security requirement...
	ASE_REQ.1.7C Dependencies among the IT security re...
	ASE_REQ.1.8C The evidence shall justify why any no...
	ASE_REQ.1.9C The ST shall include a statement of t...
	ASE_REQ.1.10C The ST shall identify any specific T...
	ASE_REQ.1.11C The security requirements rationale ...
	ASE_REQ.1.12C The security requirements rationale ...
	ASE_REQ.1.13C The security requirements rationale ...
	ASE_REQ.1.1E The evaluator shall confirm that the ...
	ASE_REQ.1.2E The evaluator shall confirm that the ...

	5.7 Explicitly stated IT security requirements (AS...

	Security Target, Explicitly stated IT security req...
	If, after careful consideration, none of the requi...
	This family presents evaluation requirements that ...
	Explicitly stated IT security requirements for a T...
	Formulation of the explicitly stated requirements ...
	Using the ISO/IEC 15408 requirements as a model me...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	ASE_SRE.1 Security Target, Explicitly stated IT se...
	ASE_SRE.1.1D The developer shall provide a stateme...
	ASE_SRE.1.2D The developer shall provide the secur...
	ASE_SRE.1.1C All TOE security requirements that ar...
	ASE_SRE.1.2C All security requirements for the IT ...
	ASE_SRE.1.3C The evidence shall justify why the se...
	ASE_SRE.1.4C The explicitly stated IT security req...
	ASE_SRE.1.5C The explicitly stated IT security req...
	ASE_SRE.1.6C The explicitly stated IT security req...
	ASE_SRE.1.7C The security requirements rationale s...
	ASE_SRE.1.1E The evaluator shall confirm that the ...
	ASE_SRE.1.2E The evaluator shall determine that al...

	5.8 TOE summary specification (ASE_TSS)

	Security Target, TOE summary specification
	The TOE summary specification provides a high-leve...
	The relationship between the IT security functions...
	The statement of assurance measures is of specific...
	In the ASE_TSS.1 component, the word “appropriate”...
	ASE_TSS.1 Security Target, TOE summary specificati...
	ASE_TSS.1.1D The developer shall provide a TOE sum...
	ASE_TSS.1.2D The developer shall provide the TOE s...
	ASE_TSS.1.1C The TOE summary specification shall d...
	ASE_TSS.1.2C The TOE summary specification shall t...
	ASE_TSS.1.3C The IT security functions shall be de...
	ASE_TSS.1.4C All references to security mechanisms...
	ASE_TSS.1.5C The TOE summary specification rationa...
	ASE_TSS.1.6C The TOE summary specification rationa...
	ASE_TSS.1.7C The TOE summary specification shall t...
	ASE_TSS.1.8C The TOE summary specification rationa...
	ASE_TSS.1.9C The TOE summary specification shall i...
	ASE_TSS.1.10C The TOE summary specification shall,...
	ASE_TSS.1.1E The evaluator shall confirm that the ...
	ASE_TSS.1.2E The evaluator shall confirm that the ...

	6 Evaluation assurance levels
	The Evaluation Assurance Levels (EALs) provide an ...
	It is important to note that not all families and ...
	6.1 Evaluation assurance level (EAL) overview
	Table 6.1 represents a summary of the EALs. The co...
	As outlined in the next subclause, seven hierarchi...
	These EALs consist of an appropriate combination o...
	While the EALs are defined in ISO/IEC 15408, it is...

	6.2 Evaluation assurance level details
	The following subclauses provide definitions of th...
	Table 6.1 - Evaluation assurance level summary

	6.2.1 Evaluation assurance level 1 (EAL1) - functi...
	EAL1 is applicable where some confidence in correc...
	EAL1 provides an evaluation of the TOE as made ava...
	An evaluation at this level should provide evidenc...
	EAL1 (see Table 6.2) provides a basic level of ass...
	The analysis is supported by independent testing o...
	This EAL provides a meaningful increase in assuran...
	Table 6.2 - EAL1


	6.2.2 Evaluation assurance level 2 (EAL2) - struct...
	EAL2 requires the co-operation of the developer in...
	EAL2 is therefore applicable in those circumstance...
	EAL2 (see Table 6.3) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL2 also provides assurance through a configurati...
	This EAL represents a meaningful increase in assur...
	Table 6.3 - EAL2


	6.2.3 Evaluation assurance level 3 (EAL3) - method...
	EAL3 permits a conscientious developer to gain max...
	EAL3 is applicable in those circumstances where de...
	EAL3 (see Table 6.4) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL3 also provides assurance through the use of de...
	This EAL represents a meaningful increase in assur...
	Table 6.4 - EAL3


	6.2.4 Evaluation assurance level 4 (EAL4) - method...
	EAL4 permits a developer to gain maximum assurance...
	EAL4 is therefore applicable in those circumstance...
	EAL4 (see Table 6.5) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL4 also provides assurance through the use of de...
	This EAL represents a meaningful increase in assur...
	Table 6.5 - EAL4


	6.2.5 Evaluation assurance level 5 (EAL5) - semifo...
	EAL5 permits a developer to gain maximum assurance...
	EAL5 is therefore applicable in those circumstance...
	EAL5 (see Table 6.6) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL5 also provides assurance through the use of a ...
	This EAL represents a meaningful increase in assur...
	Table 6.6 - EAL5


	6.2.6 Evaluation assurance level 6 (EAL6) - semifo...
	EAL6 permits developers to gain high assurance fro...
	EAL6 is therefore applicable to the development of...
	EAL6 (see Table 6.7) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL6 also provides assurance through the use of a ...
	This EAL represents a meaningful increase in assur...
	Table 6.7 - EAL6


	6.2.7 Evaluation assurance level 7 (EAL7) - formal...
	EAL7 is applicable to the development of security ...
	EAL7 (see Table 6.8) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL7 also provides assurance through the use of a ...
	This EAL represents a meaningful increase in assur...
	Table 6.8 - EAL7




	7 Assurance classes, families, and components
	The next seven clauses provide the detailed requir...



	8 Class ACM: Configuration management
	Configuration management
	Configuration management (CM) is one method or mea...
	Figure 8.1 shows the families within this class, a...
	Figure 8.1 - Configuration management class decomp...


	8.1 CM automation (ACM_AUT)
	CM automation
	The objective of introducing automated CM tools is...
	The components in this family are levelled on the ...
	ACM_AUT.1.1C introduces a requirement that is rela...
	ACM_AUT.1.2C introduces a requirement that the CM ...
	ACM_AUT.2.5C introduces a requirement that the CM ...
	ACM_AUT.1 Partial CM automation
	In development environments where the implementati...
	ACM_AUT.1.1D The developer shall use a CM system.
	ACM_AUT.1.2D The developer shall provide a CM plan...
	ACM_AUT.1.1C The CM system shall provide an automa...
	ACM_AUT.1.2C The CM system shall provide an automa...
	ACM_AUT.1.3C The CM plan shall describe the automa...
	ACM_AUT.1.4C The CM plan shall describe how the au...
	ACM_AUT.1.1E The evaluator shall confirm that the ...


	ACM_AUT.2 Complete CM automation
	In development environments where the configuratio...
	Providing an automated means of ascertaining chang...
	ACM_AUT.2.1D The developer shall use a CM system.
	ACM_AUT.2.2D The developer shall provide a CM plan...
	ACM_AUT.2.1C The CM system shall provide an automa...
	ACM_AUT.2.2C The CM system shall provide an automa...
	ACM_AUT.2.3C The CM plan shall describe the automa...
	ACM_AUT.2.4C The CM plan shall describe how the au...
	ACM_AUT.2.5C The CM system shall provide an automa...
	ACM_AUT.2.6C The CM system shall provide an automa...
	ACM_AUT.2.1E The evaluator shall confirm that the ...




	8.2 CM capabilities (ACM_CAP)
	CM capabilities
	The capabilities of the CM system address the like...
	The objectives of this family include the followin...
	a) ensuring that the TOE is correct and complete b...
	b) ensuring that no configuration items are missed...
	c) preventing unauthorised modification, addition,...

	The components in this family are levelled on the ...
	ACM_CAP.2 introduces several elements which refer ...
	ACM_CAP.2.3C introduces a requirement that a confi...
	ACM_CAP.2.6C introduces a requirement that the CM ...
	ACM_CAP.3.8C introduces the requirement that the e...
	ACM_CAP.3.9C introduces the requirement that evide...
	ACM_CAP.4.11C introduces the requirement that the ...
	ACM_CAP.1 Version numbers
	A unique reference is required to ensure that ther...
	ACM_CAP.1.1D The developer shall provide a referen...
	ACM_CAP.1.1C The reference for the TOE shall be un...
	ACM_CAP.1.2C The TOE shall be labelled with its re...
	ACM_CAP.1.1E The evaluator shall confirm that the ...


	ACM_CAP.2 Configuration items
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	ACM_CAP.2.1D The developer shall provide a referen...
	ACM_CAP.2.2D The developer shall use a CM system.
	ACM_CAP.2.3D The developer shall provide CM docume...
	ACM_CAP.2.1C The reference for the TOE shall be un...
	ACM_CAP.2.2C The TOE shall be labelled with its re...
	ACM_CAP.2.3C The CM documentation shall include a ...
	ACM_CAP.2.4C The configuration list shall describe...
	ACM_CAP.2.5C The CM documentation shall describe t...
	ACM_CAP.2.6C The CM system shall uniquely identify...
	ACM_CAP.2.1E The evaluator shall confirm that the ...


	ACM_CAP.3 Authorisation controls
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	Providing controls to ensure that unauthorised mod...
	ACM_CAP.3.1D The developer shall provide a referen...
	ACM_CAP.3.2D The developer shall use a CM system.
	ACM_CAP.3.3D The developer shall provide CM docume...
	ACM_CAP.3.1C The reference for the TOE shall be un...
	ACM_CAP.3.2C The TOE shall be labelled with its re...
	ACM_CAP.3.3C The CM documentation shall include a ...
	ACM_CAP.3.4C The configuration list shall describe...
	ACM_CAP.3.5C The CM documentation shall describe t...
	ACM_CAP.3.6C The CM system shall uniquely identify...
	ACM_CAP.3.7C The CM plan shall describe how the CM...
	ACM_CAP.3.8C The evidence shall demonstrate that t...
	ACM_CAP.3.9C The CM documentation shall provide ev...
	ACM_CAP.3.10C The CM system shall provide measures...
	ACM_CAP.3.1E The evaluator shall confirm that the ...


	ACM_CAP.4 Generation support and acceptance proced...
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	Providing controls to ensure that unauthorised mod...
	The purpose of acceptance procedures is to confirm...
	ACM_CAP.4.1D The developer shall provide a referen...
	ACM_CAP.4.2D The developer shall use a CM system.
	ACM_CAP.4.3D The developer shall provide CM docume...
	ACM_CAP.4.1C The reference for the TOE shall be un...
	ACM_CAP.4.2C The TOE shall be labelled with its re...
	ACM_CAP.4.3C The CM documentation shall include a ...
	ACM_CAP.4.4C The configuration list shall describe...
	ACM_CAP.4.5C The CM documentation shall describe t...
	ACM_CAP.4.6C The CM system shall uniquely identify...
	ACM_CAP.4.7C The CM plan shall describe how the CM...
	ACM_CAP.4.8C The evidence shall demonstrate that t...
	ACM_CAP.4.9C The CM documentation shall provide ev...
	ACM_CAP.4.10C The CM system shall provide measures...
	ACM_CAP.4.11C The CM system shall support the gene...
	ACM_CAP.4.12C The acceptance plan shall describe t...
	ACM_CAP.4.1E The evaluator shall confirm that the ...


	ACM_CAP.5 Advanced support
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	Providing controls to ensure that unauthorised mod...
	The purpose of acceptance procedures is to confirm...
	Integration procedures help to ensure that generat...
	Requiring that the CM system be able to identify t...
	ACM_CAP.5.1D The developer shall provide a referen...
	ACM_CAP.5.2D The developer shall use a CM system.
	ACM_CAP.5.3D The developer shall provide CM docume...
	ACM_CAP.5.1C The reference for the TOE shall be un...
	ACM_CAP.5.2C The TOE shall be labelled with its re...
	ACM_CAP.5.3C The CM documentation shall include a ...
	ACM_CAP.5.4C The configuration list shall describe...
	ACM_CAP.5.5C The CM documentation shall describe t...
	ACM_CAP.5.6C The CM system shall uniquely identify...
	ACM_CAP.5.7C The CM plan shall describe how the CM...
	ACM_CAP.5.8C The evidence shall demonstrate that t...
	ACM_CAP.5.9C The CM documentation shall provide ev...
	ACM_CAP.5.10C The CM system shall provide measures...
	ACM_CAP.5.11C The CM system shall support the gene...
	ACM_CAP.5.12C The acceptance plan shall describe t...
	ACM_CAP.5.13C The integration procedures shall des...
	ACM_CAP.5.14C The CM system shall require that the...
	ACM_CAP.5.15C The CM system shall clearly identify...
	ACM_CAP.5.16C The CM system shall support the audi...
	ACM_CAP.5.17C The CM system shall be able to ident...
	ACM_CAP.5.18C The CM documentation shall demonstra...
	ACM_CAP.5.19C The CM documentation shall demonstra...
	ACM_CAP.5.20C The CM documentation shall demonstra...
	ACM_CAP.5.21C The CM documentation shall justify t...
	ACM_CAP.5.1E The evaluator shall confirm that the ...




	8.3 CM scope (ACM_SCP)
	CM scope
	The objective of this family is to ensure that all...
	The objectives of this family include the followin...
	a) ensuring that the TOE implementation representa...
	b) ensuring that all necessary documentation, incl...
	c) ensuring that configuration options (e.g. compi...
	d) ensuring that development tools are tracked.

	The components in this family are levelled on the ...
	ACM_SCP.1.1C introduces the requirement that the T...
	ACM_SCP.1.1C also introduces the requirement that ...
	ACM_SCP.2.1C introduces the requirement that secur...
	ACM_SCP.3.1C introduces the requirement that devel...
	ACM_SCP.1 TOE CM coverage
	A CM system can control changes only to those item...
	ACM_SCP.1.1D The developer shall provide CM docume...
	ACM_SCP.1.1C The CM documentation shall show that ...
	ACM_SCP.1.2C The CM documentation shall describe h...
	ACM_SCP.1.1E The evaluator shall confirm that the ...


	ACM_SCP.2 Problem tracking CM coverage
	A CM system can control changes only to those item...
	The ability to track security flaws under CM ensur...
	ACM_SCP.2.1D The developer shall provide CM docume...
	ACM_SCP.2.1C The CM documentation shall show that ...
	ACM_SCP.2.2C The CM documentation shall describe h...
	ACM_SCP.2.1E The evaluator shall confirm that the ...


	ACM_SCP.3 Development tools CM coverage
	A CM system can control changes only to those item...
	The ability to track security flaws under CM ensur...
	Development tools play an important role in ensuri...
	ACM_SCP.3.1D The developer shall provide CM docume...
	ACM_SCP.3.1C The CM documentation shall show that ...
	ACM_SCP.3.2C The CM documentation shall describe h...
	ACM_SCP.3.1E The evaluator shall confirm that the ...





	9 Class ADO: Delivery and operation
	Delivery and operation
	Delivery and operation provides requirements for c...
	Figure 9.1 shows the families within this class, a...
	Figure 9.1 - Delivery and operation class decompos...


	9.1 Delivery (ADO_DEL)
	Delivery
	The requirements for delivery call for system cont...
	The components in this family are levelled on the ...
	ADO_DEL.1 Delivery procedures
	ADO_DEL.1.1D The developer shall document procedur...
	ADO_DEL.1.2D The developer shall use the delivery ...
	ADO_DEL.1.1C The delivery documentation shall desc...
	ADO_DEL.1.1E The evaluator shall confirm that the ...

	ADO_DEL.2 Detection of modification
	ADO_DEL.2.1D The developer shall document procedur...
	ADO_DEL.2.2D The developer shall use the delivery ...
	ADO_DEL.2.1C The delivery documentation shall desc...
	ADO_DEL.2.2C The delivery documentation shall desc...
	ADO_DEL.2.3C The delivery documentation shall desc...
	ADO_DEL.2.1E The evaluator shall confirm that the ...

	ADO_DEL.3 Prevention of modification
	ADO_DEL.3.1D The developer shall document procedur...
	ADO_DEL.3.2D The developer shall use the delivery ...
	ADO_DEL.3.1C The delivery documentation shall desc...
	ADO_DEL.3.2C The delivery documentation shall desc...
	ADO_DEL.3.3C The delivery documentation shall desc...
	ADO_DEL.3.1E The evaluator shall confirm that the ...



	9.2 Installation, generation and start-up (ADO_IGS...
	Installation, generation and start-up
	Installation, generation, and start-up procedures ...
	The components in this family are levelled on the ...
	It is recognised that the application of these req...
	It might also be the case that the TOE is already ...
	Furthermore, the generation requirements are appli...
	The installation, generation, and start-up procedu...
	ADO_IGS.1 Installation, generation, and start-up p...
	ADO_IGS.1.1D The developer shall document procedur...
	ADO_IGS.1.1C The documentation shall describe the ...
	ADO_IGS.1.1E The evaluator shall confirm that the ...
	ADO_IGS.1.2E The evaluator shall determine that th...

	ADO_IGS.2 Generation log
	ADO_IGS.2.1D The developer shall document procedur...
	ADO_IGS.2.1C The documentation shall describe the ...
	ADO_IGS.2.2C The documentation shall describe proc...
	ADO_IGS.2.1E The evaluator shall confirm that the ...
	ADO_IGS.2.2E The evaluator shall determine that th...




	10 Class ADV: Development
	Development
	The development class encompasses four families of...
	Figure 10.1 shows the families within this class, ...
	Figure 10.1 - Development class decomposition

	The paradigm evident for these families is one of ...
	Figure 10.2 - Relationships between TOE representa...

	Figure 10.2 indicates the relationships between th...
	The requirements for all other correspondence show...
	The TOE security policy (TSP) is the set of rules ...
	The TOE security functions (TSF) are all the parts...
	Although the requirements within the ASE_TSS famil...
	Three types of specification style are mandated by...
	An informal specification is written as prose in n...
	A semiformal specification is written in a restric...
	A formal specification is written in a notation ba...
	Significant assurance can be gained by ensuring th...
	When an informal demonstration of correspondence i...
	A semiformal demonstration of correspondence requi...
	A formal proof of correspondence requires that wel...
	The ADV_RCR.*.1C elements require that the develop...

	10.1 Functional specification (ADV_FSP)
	Functional specification
	The functional specification is a high-level descr...
	The components in this family are levelled on the ...
	The ADV_FSP.*.2E elements within this family defin...
	For ADV_FSP.1.3C, it is intended that sufficient i...
	ADV_FSP.2.3C introduces a requirement for a comple...
	In the context of the level of formality of the fu...
	ADV_FSP.1 Informal functional specification
	ADV_FSP.1.1D The developer shall provide a functio...
	ADV_FSP.1.1C The functional specification shall de...
	ADV_FSP.1.2C The functional specification shall be...
	ADV_FSP.1.3C The functional specification shall de...
	ADV_FSP.1.4C The functional specification shall co...
	ADV_FSP.1.1E The evaluator shall confirm that the ...
	ADV_FSP.1.2E The evaluator shall determine that th...

	ADV_FSP.2 Fully defined external interfaces
	ADV_FSP.2.1D The developer shall provide a functio...
	ADV_FSP.2.1C The functional specification shall de...
	ADV_FSP.2.2C The functional specification shall be...
	ADV_FSP.2.3C The functional specification shall de...
	ADV_FSP.2.4C The functional specification shall co...
	ADV_FSP.2.5C The functional specification shall in...
	ADV_FSP.2.1E The evaluator shall confirm that the ...
	ADV_FSP.2.2E The evaluator shall determine that th...

	ADV_FSP.3 Semiformal functional specification
	ADV_FSP.3.1D The developer shall provide a functio...
	ADV_FSP.3.1C The functional specification shall de...
	ADV_FSP.3.2C The functional specification shall be...
	ADV_FSP.3.3C The functional specification shall de...
	ADV_FSP.3.4C The functional specification shall co...
	ADV_FSP.3.5C The functional specification shall in...
	ADV_FSP.3.1E The evaluator shall confirm that the ...
	ADV_FSP.3.2E The evaluator shall determine that th...

	ADV_FSP.4 Formal functional specification
	ADV_FSP.4.1D The developer shall provide a functio...
	ADV_FSP.4.1C The functional specification shall de...
	ADV_FSP.4.2C The functional specification shall be...
	ADV_FSP.4.3C The functional specification shall de...
	ADV_FSP.4.4C The functional specification shall co...
	ADV_FSP.4.5C The functional specification shall in...
	ADV_FSP.4.1E The evaluator shall confirm that the ...
	ADV_FSP.4.2E The evaluator shall determine that th...



	10.2 High-level design (ADV_HLD)
	High-level design
	The high-level design of a TOE provides a descript...
	The high-level design refines the functional speci...
	The components in this family are levelled on the ...
	The developer is expected to describe the design o...
	The term “security functionality” is used to repre...
	The term “TSP-enforcing subsystem” refers to a sub...
	The ADV_HLD.*.2E elements within this family defin...
	ADV_HLD.3.8C introduces a requirement for a comple...
	In the context of the level of formality of the hi...
	ADV_HLD.1 Descriptive high-level design
	ADV_HLD.1.1D The developer shall provide the high-...
	ADV_HLD.1.1C The presentation of the high-level de...
	ADV_HLD.1.2C The high-level design shall be intern...
	ADV_HLD.1.3C The high-level design shall describe ...
	ADV_HLD.1.4C The high-level design shall describe ...
	ADV_HLD.1.5C The high-level design shall identify ...
	ADV_HLD.1.6C The high-level design shall identify ...
	ADV_HLD.1.7C The high-level design shall identify ...
	ADV_HLD.1.1E The evaluator shall confirm that the ...
	ADV_HLD.1.2E The evaluator shall determine that th...

	ADV_HLD.2 Security enforcing high-level design
	ADV_HLD.2.1D The developer shall provide the high-...
	ADV_HLD.2.1C The presentation of the high-level de...
	ADV_HLD.2.2C The high-level design shall be intern...
	ADV_HLD.2.3C The high-level design shall describe ...
	ADV_HLD.2.4C The high-level design shall describe ...
	ADV_HLD.2.5C The high-level design shall identify ...
	ADV_HLD.2.6C The high-level design shall identify ...
	ADV_HLD.2.7C The high-level design shall identify ...
	ADV_HLD.2.8C The high-level design shall describe ...
	ADV_HLD.2.9C The high-level design shall describe ...
	ADV_HLD.2.1E The evaluator shall confirm that the ...
	ADV_HLD.2.2E The evaluator shall determine that th...

	ADV_HLD.3 Semiformal high-level design
	ADV_HLD.3.1D The developer shall provide the high-...
	ADV_HLD.3.1C The presentation of the high-level de...
	ADV_HLD.3.2C The high-level design shall be intern...
	ADV_HLD.3.3C The high-level design shall describe ...
	ADV_HLD.3.4C The high-level design shall describe ...
	ADV_HLD.3.5C The high-level design shall identify ...
	ADV_HLD.3.6C The high-level design shall identify ...
	ADV_HLD.3.7C The high-level design shall identify ...
	ADV_HLD.3.8C The high-level design shall describe ...
	ADV_HLD.3.9C The high-level design shall describe ...
	ADV_HLD.3.1E The evaluator shall confirm that the ...
	ADV_HLD.3.2E The evaluator shall determine that th...

	ADV_HLD.4 Semiformal high-level explanation
	ADV_HLD.4.1D The developer shall provide the high-...
	ADV_HLD.4.1C The presentation of the high-level de...
	ADV_HLD.4.2C The high-level design shall be intern...
	ADV_HLD.4.3C The high-level design shall describe ...
	ADV_HLD.4.4C The high-level design shall describe ...
	ADV_HLD.4.5C The high-level design shall identify ...
	ADV_HLD.4.6C The high-level design shall identify ...
	ADV_HLD.4.7C The high-level design shall identify ...
	ADV_HLD.4.8C The high-level design shall describe ...
	ADV_HLD.4.9C The high-level design shall describe ...
	ADV_HLD.4.10C The high-level design shall justify ...
	ADV_HLD.4.11C The high-level design shall justify ...
	ADV_HLD.4.1E The evaluator shall confirm that the ...
	ADV_HLD.4.2E The evaluator shall determine that th...

	ADV_HLD.5 Formal high-level design
	ADV_HLD.5.1D The developer shall provide the high-...
	ADV_HLD.5.1C The presentation of the high-level de...
	ADV_HLD.5.2C The high-level design shall be intern...
	ADV_HLD.5.3C The high-level design shall describe ...
	ADV_HLD.5.4C The high-level design shall describe ...
	ADV_HLD.5.5C The high-level design shall identify ...
	ADV_HLD.5.6C The high-level design shall identify ...
	ADV_HLD.5.7C The high-level design shall identify ...
	ADV_HLD.5.8C The high-level design shall describe ...
	ADV_HLD.5.9C The high-level design shall describe ...
	ADV_HLD.5.10C The high-level design shall justify ...
	ADV_HLD.5.11C The high-level design shall justify ...
	ADV_HLD.5.1E The evaluator shall confirm that the ...
	ADV_HLD.5.2E The evaluator shall determine that th...



	10.3 Implementation representation (ADV_IMP)
	Implementation representation
	The description of the implementation representati...
	The components in this family are levelled on the ...
	The implementation representation is used to expre...
	It is possible that evaluators may use the impleme...
	ADV_IMP.1 Subset of the implementation of the TSF
	ADV_IMP.1.1D requires that the developer provide t...
	ADV_IMP.1.2E element defines a requirement that th...
	ADV_IMP.1.1D The developer shall provide the imple...
	ADV_IMP.1.1C The implementation representation sha...
	ADV_IMP.1.2C The implementation representation sha...
	ADV_IMP.1.1E The evaluator shall confirm that the ...
	ADV_IMP.1.2E The evaluator shall determine that th...

	ADV_IMP.2 Implementation of the TSF
	The ADV_IMP.2.2E element defines a requirement tha...
	ADV_IMP.2.1D The developer shall provide the imple...
	ADV_IMP.2.1C The implementation representation sha...
	ADV_IMP.2.2C The implementation representation sha...
	ADV_IMP.2.3C The implementation representation sha...
	ADV_IMP.2.1E The evaluator shall confirm that the ...
	ADV_IMP.2.2E The evaluator shall determine that th...

	ADV_IMP.3 Structured implementation of the TSF
	The ADV_IMP.3.2E element defines a requirement tha...
	ADV_IMP.3.1D The developer shall provide the imple...
	ADV_IMP.3.1C The implementation representation sha...
	ADV_IMP.3.2C The implementation representation sha...
	ADV_IMP.3.3C The implementation representation sha...
	ADV_IMP.3.4C The implementation representation sha...
	ADV_IMP.3.1E The evaluator shall confirm that the ...
	ADV_IMP.3.2E The evaluator shall determine that th...



	10.4 TSF internals (ADV_INT)
	TSF internals
	This family addresses the internal structure of th...
	Modular design reduces the interdependence between...
	The use of layering and of simpler designs for the...
	Minimising the amount of functionality in the TSF ...
	Design complexity minimisation contributes to the ...
	The components in this family are levelled on the ...
	The term “portions of the TSF” is used to represen...
	The ADV_INT.2.5C and ADV_INT.3.5C elements address...
	ADV_INT.2.6C introduces a reference monitor concep...
	Several of the elements within the components for ...
	ADV_INT.1 Modularity
	ADV_INT.1.1D The developer shall design and struct...
	ADV_INT.1.2D The developer shall provide an archit...
	ADV_INT.1.1C The architectural description shall i...
	ADV_INT.1.2C The architectural description shall d...
	ADV_INT.1.3C The architectural description shall d...
	ADV_INT.1.1E The evaluator shall confirm that the ...
	ADV_INT.1.2E The evaluator shall determine that bo...

	ADV_INT.2 Reduction of complexity
	This component introduces a reference monitor conc...
	ADV_INT.2.1D The developer shall design and struct...
	ADV_INT.2.2D The developer shall provide an archit...
	ADV_INT.2.3D The developer shall design and struct...
	ADV_INT.2.4D The developer shall design and struct...
	ADV_INT.2.1C The architectural description shall i...
	ADV_INT.2.2C The architectural description shall d...
	ADV_INT.2.3C The architectural description shall d...
	ADV_INT.2.4C The architectural description shall d...
	ADV_INT.2.5C The architectural description shall s...
	ADV_INT.2.6C The architectural description shall d...
	ADV_INT.2.1E The evaluator shall confirm that the ...
	ADV_INT.2.2E The evaluator shall determine that bo...

	ADV_INT.3 Minimisation of complexity
	This component requires that the reference monitor...
	ADV_INT.3.1D The developer shall design and struct...
	ADV_INT.3.2D The developer shall provide an archit...
	ADV_INT.3.3D The developer shall design and struct...
	ADV_INT.3.4D The developer shall design and struct...
	ADV_INT.3.5D The developer shall design and struct...
	ADV_INT.3.6D The developer shall ensure that funct...
	ADV_INT.3.1C The architectural description shall i...
	ADV_INT.3.2C The architectural description shall d...
	ADV_INT.3.3C The architectural description shall d...
	ADV_INT.3.4C The architectural description shall d...
	ADV_INT.3.5C The architectural description shall s...
	ADV_INT.3.6C The architectural description shall d...
	ADV_INT.3.7C The architectural description shall j...
	ADV_INT.3.1E The evaluator shall confirm that the ...
	ADV_INT.3.2E The evaluator shall determine that bo...
	ADV_INT.3.3E The evaluator shall confirm that the ...



	10.5 Low-level design (ADV_LLD)
	Low-level design
	The low-level design of a TOE provides a descripti...
	For each module of the TSF, the low-level design d...
	The components in this family are levelled on the ...
	The term “TSP-enforcing module” refers to any modu...
	The term “security functionality” is used to repre...
	The ADV_LLD.*.6C elements require that the low-lev...
	The ADV_LLD.*.2E elements within this family defin...
	ADV_LLD.2.9C introduces a requirement for a comple...
	In the context of the level of formality of the lo...
	ADV_LLD.1 Descriptive low-level design
	ADV_LLD.1.1D The developer shall provide the low-l...
	ADV_LLD.1.1C The presentation of the low-level des...
	ADV_LLD.1.2C The low-level design shall be interna...
	ADV_LLD.1.3C The low-level design shall describe t...
	ADV_LLD.1.4C The low-level design shall describe t...
	ADV_LLD.1.5C The low-level design shall define the...
	ADV_LLD.1.6C The low-level design shall describe h...
	ADV_LLD.1.7C The low-level design shall identify a...
	ADV_LLD.1.8C The low-level design shall identify w...
	ADV_LLD.1.9C The low-level design shall describe t...
	ADV_LLD.1.10C The low-level design shall describe ...
	ADV_LLD.1.1E The evaluator shall confirm that the ...
	ADV_LLD.1.2E The evaluator shall determine that th...

	ADV_LLD.2 Semiformal low-level design
	ADV_LLD.2.1D The developer shall provide the low-l...
	ADV_LLD.2.1C The presentation of the low-level des...
	ADV_LLD.2.2C The low-level design shall be interna...
	ADV_LLD.2.3C The low-level design shall describe t...
	ADV_LLD.2.4C The low-level design shall describe t...
	ADV_LLD.2.5C The low-level design shall define the...
	ADV_LLD.2.6C The low-level design shall describe h...
	ADV_LLD.2.7C The low-level design shall identify a...
	ADV_LLD.2.8C The low-level design shall identify w...
	ADV_LLD.2.9C The low-level design shall describe t...
	ADV_LLD.2.10C The low-level design shall describe ...
	ADV_LLD.2.1E The evaluator shall confirm that the ...
	ADV_LLD.2.2E The evaluator shall determine that th...

	ADV_LLD.3 Formal low-level design
	ADV_LLD.3.1D The developer shall provide the low-l...
	ADV_LLD.3.1C The presentation of the low-level des...
	ADV_LLD.3.2C The low-level design shall be interna...
	ADV_LLD.3.3C The low-level design shall describe t...
	ADV_LLD.3.4C The low-level design shall describe t...
	ADV_LLD.3.5C The low-level design shall define the...
	ADV_LLD.3.6C The low-level design shall describe h...
	ADV_LLD.3.7C The low-level design shall identify a...
	ADV_LLD.3.8C The low-level design shall identify w...
	ADV_LLD.3.9C The low-level design shall describe t...
	ADV_LLD.3.10C The low-level design shall describe ...
	ADV_LLD.3.1E The evaluator shall confirm that the ...
	ADV_LLD.3.2E The evaluator shall determine that th...



	10.6 Representation correspondence (ADV_RCR)
	Representation correspondence
	The correspondence between the various TSF represe...
	The components in this family are levelled on the ...
	The developer must demonstrate to the evaluator th...
	This family of requirements is not intended to add...
	The ADV_RCR.*.1C elements refer to “all relevant s...
	In the context of the level of formality for corre...
	ADV_RCR.1 Informal correspondence demonstration
	ADV_RCR.1.1D The developer shall provide an analys...
	ADV_RCR.1.1C For each adjacent pair of provided TS...
	ADV_RCR.1.1E The evaluator shall confirm that the ...

	ADV_RCR.2 Semiformal correspondence demonstration
	ADV_RCR.2.1D The developer shall provide an analys...
	ADV_RCR.2.1C For each adjacent pair of provided TS...
	ADV_RCR.2.2C For each adjacent pair of provided TS...
	ADV_RCR.2.1E The evaluator shall confirm that the ...

	ADV_RCR.3 Formal correspondence demonstration
	The developer must either demonstrate or prove cor...
	ADV_RCR.3.1D The developer shall provide an analys...
	ADV_RCR.3.2D For those corresponding portions of r...
	ADV_RCR.3.1C For each adjacent pair of provided TS...
	ADV_RCR.3.2C For each adjacent pair of provided TS...
	ADV_RCR.3.3C For each adjacent pair of provided TS...
	ADV_RCR.3.1E The evaluator shall confirm that the ...
	ADV_RCR.3.2E The evaluator shall determine the acc...



	10.7 Security policy modeling (ADV_SPM)
	Security policy modeling
	It is the objective of this family to provide addi...
	The components in this family are levelled on the ...
	While a TSP may include any policies, TSP models h...
	For each of the components within this family, the...
	In the context of the level of formality of the TS...
	ADV_SPM.1 Informal TOE security policy model
	ADV_SPM.1.1D The developer shall provide a TSP mod...
	ADV_SPM.1.2D The developer shall demonstrate corre...
	ADV_SPM.1.1C The TSP model shall be informal.
	ADV_SPM.1.2C The TSP model shall describe the rule...
	ADV_SPM.1.3C The TSP model shall include a rationa...
	ADV_SPM.1.4C The demonstration of correspondence b...
	ADV_SPM.1.1E The evaluator shall confirm that the ...

	ADV_SPM.2 Semiformal TOE security policy model
	ADV_SPM.2.1D The developer shall provide a TSP mod...
	ADV_SPM.2.2D The developer shall demonstrate corre...
	ADV_SPM.2.1C The TSP model shall be semiformal.
	ADV_SPM.2.2C The TSP model shall describe the rule...
	ADV_SPM.2.3C The TSP model shall include a rationa...
	ADV_SPM.2.4C The demonstration of correspondence b...
	ADV_SPM.2.5C Where the functional specification is...
	ADV_SPM.2.1E The evaluator shall confirm that the ...

	ADV_SPM.3 Formal TOE security policy model
	ADV_SPM.3.1D The developer shall provide a TSP mod...
	ADV_SPM.3.2D The developer shall demonstrate or pr...
	ADV_SPM.3.1C The TSP model shall be formal.
	ADV_SPM.3.2C The TSP model shall describe the rule...
	ADV_SPM.3.3C The TSP model shall include a rationa...
	ADV_SPM.3.4C The demonstration of correspondence b...
	ADV_SPM.3.5C Where the functional specification is...
	ADV_SPM.3.6C Where the functional specification is...
	ADV_SPM.3.1E The evaluator shall confirm that the ...




	11 Class AGD: Guidance documents
	Guidance documents
	The guidance documents class provides the requirem...
	Figure 11.1 shows the families within this class, ...
	Figure 11.1 - Guidance documents class decompositi...


	11.1 Administrator guidance (AGD_ADM)
	Administrator guidance
	Administrator guidance refers to written material ...
	This family contains only one component.
	The requirements AGD_ADM.1.3C and AGD_ADM.1.7C enc...
	The concept of secure values, as employed in AGD_A...
	AGD_ADM.1 Administrator guidance
	AGD_ADM.1.1D The developer shall provide administr...
	AGD_ADM.1.1C The administrator guidance shall desc...
	AGD_ADM.1.2C The administrator guidance shall desc...
	AGD_ADM.1.3C The administrator guidance shall cont...
	AGD_ADM.1.4C The administrator guidance shall desc...
	AGD_ADM.1.5C The administrator guidance shall desc...
	AGD_ADM.1.6C The administrator guidance shall desc...
	AGD_ADM.1.7C The administrator guidance shall be c...
	AGD_ADM.1.8C The administrator guidance shall desc...
	AGD_ADM.1.1E The evaluator shall confirm that the ...



	11.2 User guidance (AGD_USR)
	User guidance
	User guidance refers to material that is intended ...
	The user guidance provides a basis for assumptions...
	This family contains only one component.
	The requirements AGD_USR.1.3.C and AGD_USR.1.5C en...
	In many cases it may be appropriate that guidance ...
	AGD_USR.1 User guidance
	AGD_USR.1.1D The developer shall provide user guid...
	AGD_USR.1.1C The user guidance shall describe the ...
	AGD_USR.1.2C The user guidance shall describe the ...
	AGD_USR.1.3C The user guidance shall contain warni...
	AGD_USR.1.4C The user guidance shall clearly prese...
	AGD_USR.1.5C The user guidance shall be consistent...
	AGD_USR.1.6C The user guidance shall describe all ...
	AGD_USR.1.1E The evaluator shall confirm that the ...




	12 Class ALC: Life cycle support
	Life cycle support
	Life-cycle support is an aspect of establishing di...
	Figure 12.1 shows the families within this class, ...
	Figure 12.1 - Life-cycle support class decompositi...


	12.1 Development security (ALC_DVS)
	Development security
	Development security is concerned with physical, p...
	The components in this family are levelled on the ...
	This family deals with measures to remove or reduc...
	The evaluator should determine whether there is a ...
	It is recognised that confidentiality may not alwa...
	ALC_DVS.1 Identification of security measures
	ALC_DVS.1.1D The developer shall produce developme...
	ALC_DVS.1.1C The development security documentatio...
	ALC_DVS.1.2C The development security documentatio...
	ALC_DVS.1.1E The evaluator shall confirm that the ...
	ALC_DVS.1.2E The evaluator shall confirm that the ...

	ALC_DVS.2 Sufficiency of security measures
	ALC_DVS.2.1D The developer shall produce developme...
	ALC_DVS.2.1C The development security documentatio...
	ALC_DVS.2.2C The development security documentatio...
	ALC_DVS.2.3C The evidence shall justify that the s...
	ALC_DVS.2.1E The evaluator shall confirm that the ...
	ALC_DVS.2.2E The evaluator shall confirm that the ...



	12.2 Flaw remediation (ALC_FLR)
	Flaw remediation
	Flaw remediation requires that discovered security...
	The components in this family are levelled on the ...
	This family provides assurance that the TOE will b...
	The flaw remediation procedures should describe th...
	ALC_FLR.1 Basic flaw remediation
	ALC_FLR.1.1D The developer shall document the flaw...
	ALC_FLR.1.1C The flaw remediation procedures docum...
	ALC_FLR.1.2C The flaw remediation procedures shall...
	ALC_FLR.1.3C The flaw remediation procedures shall...
	ALC_FLR.1.4C The flaw remediation procedures docum...
	ALC_FLR.1.1E The evaluator shall confirm that the ...

	ALC_FLR.2 Flaw reporting procedures
	ALC_FLR.2.1D The developer shall document the flaw...
	ALC_FLR.2.2D The developer shall establish a proce...
	ALC_FLR.2.1C The flaw remediation procedures docum...
	ALC_FLR.2.2C The flaw remediation procedures shall...
	ALC_FLR.2.3C The flaw remediation procedures shall...
	ALC_FLR.2.4C The flaw remediation procedures docum...
	ALC_FLR.2.5C The procedures for processing reporte...
	ALC_FLR.2.6C The procedures for processing reporte...
	ALC_FLR.2.1E The evaluator shall confirm that the ...

	ALC_FLR.3 Systematic flaw remediation
	ALC_FLR.3.1D The developer shall document the flaw...
	ALC_FLR.3.2D The developer shall establish a proce...
	ALC_FLR.3.3D The developer shall designate one or ...
	ALC_FLR.3.1C The flaw remediation procedures docum...
	ALC_FLR.3.2C The flaw remediation procedures shall...
	ALC_FLR.3.3C The flaw remediation procedures shall...
	ALC_FLR.3.4C The flaw remediation procedures docum...
	ALC_FLR.3.5C The procedures for processing reporte...
	ALC_FLR.3.6C The procedures for processing reporte...
	ALC_FLR.3.7C The flaw remediation procedures shall...
	ALC_FLR.3.1E The evaluator shall confirm that the ...



	12.3 Life cycle definition(ALC_LCD)
	Life cycle definition
	Poorly controlled development and maintenance of t...
	Using a model for the development and maintenance ...
	The components in this family are levelled on the ...
	A life-cycle model encompasses the procedures, too...
	Although life-cycle definition deals with the main...
	A standardised life-cycle model is a model that ha...
	A measurable life-cycle model is a model with arit...
	A life-cycle model provides for the necessary cont...
	ALC_LCD.1 Developer defined life-cycle model
	ALC_LCD.1.1D The developer shall establish a life-...
	ALC_LCD.1.2D The developer shall provide life-cycl...
	ALC_LCD.1.1C The life-cycle definition documentati...
	ALC_LCD.1.2C The life-cycle model shall provide fo...
	ALC_LCD.1.1E The evaluator shall confirm that the ...

	ALC_LCD.2 Standardised life-cycle model
	ALC_LCD.2.1D The developer shall establish a life-...
	ALC_LCD.2.2D The developer shall provide life-cycl...
	ALC_LCD.2.3D The developer shall use a standardise...
	ALC_LCD.2.1C The life-cycle definition documentati...
	ALC_LCD.2.2C The life-cycle model shall provide fo...
	ALC_LCD.2.3C The life-cycle definition documentati...
	ALC_LCD.2.4C The life-cycle definition documentati...
	ALC_LCD.2.5C The life-cycle definition documentati...
	ALC_LCD.2.1E The evaluator shall confirm that the ...

	ALC_LCD.3 Measurable life-cycle model
	ALC_LCD.3.1D The developer shall establish a life-...
	ALC_LCD.3.2D The developer shall provide life-cycl...
	ALC_LCD.3.3D The developer shall use a standardise...
	ALC_LCD.3.4D The developer shall measure the TOE d...
	ALC_LCD.3.1C The life-cycle definition documentati...
	ALC_LCD.3.2C The life-cycle model shall provide fo...
	ALC_LCD.3.3C The life-cycle definition documentati...
	ALC_LCD.3.4C The life-cycle definition documentati...
	ALC_LCD.3.5C The life-cycle definition documentati...
	ALC_LCD.3.6C The life-cycle documentation shall pr...
	ALC_LCD.3.1E The evaluator shall confirm that the ...



	12.4 Tools and techniques (ALC_TAT)
	Tools and techniques
	Tools and techniques is an aspect of selecting too...
	The components in this family are levelled on the ...
	There is a requirement for well-defined developmen...
	Tools and techniques distinguishes between the imp...
	The requirement in ALC_TAT.1.2C is especially appl...
	ALC_TAT.1 Well-defined development tools
	ALC_TAT.1.1D The developer shall identify the deve...
	ALC_TAT.1.2D The developer shall document the sele...
	ALC_TAT.1.1C All development tools used for implem...
	ALC_TAT.1.2C The documentation of the development ...
	ALC_TAT.1.3C The documentation of the development ...
	ALC_TAT.1.1E The evaluator shall confirm that the ...

	ALC_TAT.2 Compliance with implementation standards...
	ALC_TAT.2.1D The developer shall identify the deve...
	ALC_TAT.2.2D The developer shall document the sele...
	ALC_TAT.2.3D The developer shall describe the impl...
	ALC_TAT.2.1C All development tools used for implem...
	ALC_TAT.2.2C The documentation of the development ...
	ALC_TAT.2.3C The documentation of the development ...
	ALC_TAT.2.1E The evaluator shall confirm that the ...
	ALC_TAT.2.2E The evaluator shall confirm that the ...

	ALC_TAT.3 Compliance with implementation standards...
	ALC_TAT.3.1D The developer shall identify the deve...
	ALC_TAT.3.2D The developer shall document the sele...
	ALC_TAT.3.3D The developer shall describe the impl...
	ALC_TAT.3.1C All development tools used for implem...
	ALC_TAT.3.2C The documentation of the development ...
	ALC_TAT.3.3C The documentation of the development ...
	ALC_TAT.3.1E The evaluator shall confirm that the ...
	ALC_TAT.3.2E The evaluator shall confirm that the ...




	13 Class ATE: Tests
	Tests
	The class “Tests” encompasses four families: cover...
	The aspects of coverage and depth have been separa...
	The independent testing family has dependencies on...
	The emphasis in this class is on confirmation that...
	Figure 13.1 shows the families within this class, ...
	Figure 13.1 - Tests class decomposition


	13.1 Coverage (ATE_COV)
	Coverage
	This family addresses those aspects of testing tha...
	The components in this family are levelled on the ...
	ATE_COV.1 Evidence of coverage
	In this component, the objective is to establish t...
	While the testing objective is to cover the TSF, t...
	In this component the developer is required to sho...
	ATE_COV.1.1D The developer shall provide evidence ...
	ATE_COV.1.1C The evidence of the test coverage sha...
	ATE_COV.1.1E The evaluator shall confirm that the ...

	ATE_COV.2 Analysis of coverage
	In this component, the objective is to establish t...
	The developer is required to demonstrate that the ...
	ATE_COV.2.1D The developer shall provide an analys...
	ATE_COV.2.1C The analysis of the test coverage sha...
	ATE_COV.2.2C The analysis of the test coverage sha...
	ATE_COV.2.1E The evaluator shall confirm that the ...

	ATE_COV.3 Rigorous analysis of coverage
	In this component, the objective is to establish t...
	The developer is required to provide a convincing ...
	ATE_COV.3.1D The developer shall provide an analys...
	ATE_COV.3.1C The analysis of the test coverage sha...
	ATE_COV.3.2C The analysis of the test coverage sha...
	ATE_COV.3.3C The analysis of the test coverage sha...
	ATE_COV.3.1E The evaluator shall confirm that the ...



	13.2 Depth (ATE_DPT)
	Depth
	The components in this family deal with the level ...
	The objective is to counter the risk of missing an...
	Testing that exercises specific internal interface...
	The components in this family are levelled on the ...
	The specific amount and type of documentation and ...
	Testing at the level of the functional specificati...
	The principle adopted within this family is that t...
	ATE_DPT.1 Testing: high-level design
	The subsystems of a TSF provide a high-level descr...
	The developer is expected to describe the testing ...
	ATE_DPT.1.1D The developer shall provide the analy...
	ATE_DPT.1.1C The depth analysis shall demonstrate ...
	ATE_DPT.1.1E The evaluator shall confirm that the ...

	ATE_DPT.2 Testing: low-level design
	The subsystems of a TSF provide a high-level descr...
	The modules of a TSF provide a description of the ...
	The developer is expected to describe the testing ...
	The developer is expected to describe the testing ...
	ATE_DPT.2.1D The developer shall provide the analy...
	ATE_DPT.2.1C The depth analysis shall demonstrate ...
	ATE_DPT.2.1E The evaluator shall confirm that the ...

	ATE_DPT.3 Testing: implementation representation
	The subsystems of a TSF provide a high-level descr...
	The modules of a TSF provide a description of the ...
	The implementation representation of a TSF provide...
	The developer is expected to describe the testing ...
	The developer is expected to describe the testing ...
	The implementation representation is the one which...
	ATE_DPT.3.1D The developer shall provide the analy...
	ATE_DPT.3.1C The depth analysis shall demonstrate ...
	ATE_DPT.3.1E The evaluator shall confirm that the ...



	13.3 Functional tests (ATE_FUN)
	Functional tests
	Functional testing performed by the developer esta...
	This family contributes to providing assurance tha...
	The families ATE_COV, ATE_DPT and ATE_FUN are used...
	This family contains two components, the higher re...
	Procedures for performing tests are expected to pr...
	This family specifies requirements for the present...
	Ordering dependencies are relevant when the succes...
	ATE_FUN.1 Functional testing
	The objective is for the developer to demonstrate ...
	ATE_FUN.1.1D The developer shall test the TSF and ...
	ATE_FUN.1.2D The developer shall provide test docu...
	ATE_FUN.1.1C The test documentation shall consist ...
	ATE_FUN.1.2C The test plans shall identify the sec...
	ATE_FUN.1.3C The test procedure descriptions shall...
	ATE_FUN.1.4C The expected test results shall show ...
	ATE_FUN.1.5C The test results from the developer e...
	ATE_FUN.1.1E The evaluator shall confirm that the ...

	ATE_FUN.2 Ordered functional testing
	The objective is for the developer to demonstrate ...
	In this component, an additional objective is to e...
	Although the test procedures may state pre-requisi...
	ATE_FUN.2.1D The developer shall test the TSF and ...
	ATE_FUN.2.2D The developer shall provide test docu...
	ATE_FUN.2.1C The test documentation shall consist ...
	ATE_FUN.2.2C The test plans shall identify the sec...
	ATE_FUN.2.3C The test procedure descriptions shall...
	ATE_FUN.2.4C The expected test results shall show ...
	ATE_FUN.2.5C The test results from the developer e...
	ATE_FUN.2.6C The test documentation shall include ...
	ATE_FUN.2.1E The evaluator shall confirm that the ...



	13.4 Independent testing (ATE_IND)
	Independent testing
	One objective is to demonstrate that the security ...
	An additional objective is to counter the risk of ...
	Levelling is based upon the amount of test documen...
	The testing specified in this family can be suppor...
	This family deals with the degree to which there i...
	Sampling of developer tests is intended to provide...
	There is also a need to consider the different con...
	Independent functional testing is distinct from pe...
	The suitability of the TOE for testing is based on...
	Additionally, suitability of the TOE for testing m...
	References to a subset of the TSF are intended to ...
	ATE_IND.1 Independent testing - conformance
	In this component, the objective is to demonstrate...
	This component does not address the use of develop...
	Dependencies�:�
	ATE_IND.1.1D The developer shall provide the TOE f...
	ATE_IND.1.1C The TOE shall be suitable for testing...
	ATE_IND.1.1E The evaluator shall confirm that the ...
	ATE_IND.1.2E The evaluator shall test a subset of ...


	ATE_IND.2 Independent testing - sample
	The objective is to demonstrate that the security ...
	The intent is that the developer should provide th...
	This component contains a requirement that the eva...
	ATE_IND.2.1D The developer shall provide the TOE f...
	ATE_IND.2.1C The TOE shall be suitable for testing...
	ATE_IND.2.2C The developer shall provide an equiva...
	ATE_IND.2.1E The evaluator shall confirm that the ...
	ATE_IND.2.2E The evaluator shall test a subset of ...
	ATE_IND.2.3E The evaluator shall execute a sample ...

	ATE_IND.3 Independent testing - complete
	The objective is to demonstrate that all security ...
	The intent is that the developer should provide th...
	In this component the evaluator must repeat all of...
	ATE_IND.3.1D The developer shall provide the TOE f...
	ATE_IND.3.1C The TOE shall be suitable for testing...
	ATE_IND.3.2C The developer shall provide an equiva...
	ATE_IND.3.1E The evaluator shall confirm that the ...
	ATE_IND.3.2E The evaluator shall test a subset of ...
	ATE_IND.3.3E The evaluator shall execute all tests...




	14 Class AVA: Vulnerability assessment
	Vulnerability assessment
	The class addresses the existence of exploitable c...
	Figure 14.1 shows the families within this class, ...
	Figure 14.1 - Vulnerability assessment class decom...


	14.1 Covert channel analysis (AVA_CCA)
	Covert channel analysis
	Covert channel analysis is carried out to determin...
	The assurance requirements address the threat that...
	The components are levelled on increasing rigour o...
	Channel capacity estimations are based upon inform...
	Examples of assumptions upon which the covert chan...
	The selective validation of the covert channel ana...
	If there are no information flow control SFPs in t...
	AVA_CCA.1 Covert channel analysis
	The objective is to identify covert channels that ...
	AVA_CCA.1.1D The developer shall conduct a search ...
	AVA_CCA.1.2D The developer shall provide covert ch...
	AVA_CCA.1.1C The analysis documentation shall iden...
	AVA_CCA.1.2C The analysis documentation shall desc...
	AVA_CCA.1.3C The analysis documentation shall desc...
	AVA_CCA.1.4C The analysis documentation shall desc...
	AVA_CCA.1.5C The analysis documentation shall desc...
	AVA_CCA.1.1E The evaluator shall confirm that the ...
	AVA_CCA.1.2E The evaluator shall confirm that the ...
	AVA_CCA.1.3E The evaluator shall selectively valid...


	AVA_CCA.2 Systematic covert channel analysis
	The objective is to identify covert channels that ...
	Performing a covert channel analysis in a systemat...
	AVA_CCA.2.1D The developer shall conduct a search ...
	AVA_CCA.2.2D The developer shall provide covert ch...
	AVA_CCA.2.1C The analysis documentation shall iden...
	AVA_CCA.2.2C The analysis documentation shall desc...
	AVA_CCA.2.3C The analysis documentation shall desc...
	AVA_CCA.2.4C The analysis documentation shall desc...
	AVA_CCA.2.5C The analysis documentation shall desc...
	AVA_CCA.2.6C The analysis documentation shall prov...
	AVA_CCA.2.1E The evaluator shall confirm that the ...
	AVA_CCA.2.2E The evaluator shall confirm that the ...
	AVA_CCA.2.3E The evaluator shall selectively valid...


	AVA_CCA.3 Exhaustive covert channel analysis
	The objective is to identify covert channels that ...
	Performing a covert channel analysis in an exhaust...
	AVA_CCA.3.1D The developer shall conduct a search ...
	AVA_CCA.3.2D The developer shall provide covert ch...
	AVA_CCA.3.1C The analysis documentation shall iden...
	AVA_CCA.3.2C The analysis documentation shall desc...
	AVA_CCA.3.3C The analysis documentation shall desc...
	AVA_CCA.3.4C The analysis documentation shall desc...
	AVA_CCA.3.5C The analysis documentation shall desc...
	AVA_CCA.3.6C The analysis documentation shall prov...
	AVA_CCA.3.1E The evaluator shall confirm that the ...
	AVA_CCA.3.2E The evaluator shall confirm that the ...
	AVA_CCA.3.3E The evaluator shall selectively valid...




	14.2 Misuse (AVA_MSU)
	Misuse
	Misuse investigates whether the TOE can be configu...
	The objectives are:
	a) to minimise the probability of configuring or i...
	b) to minimise the risk of human or other errors i...

	The components are levelled on the increasing evid...
	Conflicting, misleading, incomplete or unreasonabl...
	An example of conflicting guidance would be two gu...
	An example of misleading guidance would be the des...
	An example of incomplete guidance would be a list ...
	An example of unreasonable guidance would be a rec...
	Guidance documentation is required. This may be co...
	AVA_MSU.1 Examination of guidance
	The objective is to ensure that misleading, unreas...
	AVA_MSU.1.1D The developer shall provide guidance ...
	AVA_MSU.1.1C The guidance documentation shall iden...
	AVA_MSU.1.2C The guidance documentation shall be c...
	AVA_MSU.1.3C The guidance documentation shall list...
	AVA_MSU.1.4C The guidance documentation shall list...
	AVA_MSU.1.1E The evaluator shall confirm that the ...
	AVA_MSU.1.2E The evaluator shall repeat all config...
	AVA_MSU.1.3E The evaluator shall determine that th...


	AVA_MSU.2 Validation of analysis
	The objective is to ensure that misleading, unreas...
	AVA_MSU.2.1D The developer shall provide guidance ...
	AVA_MSU.2.2D The developer shall document an analy...
	AVA_MSU.2.1C The guidance documentation shall iden...
	AVA_MSU.2.2C The guidance documentation shall be c...
	AVA_MSU.2.3C The guidance documentation shall list...
	AVA_MSU.2.4C The guidance documentation shall list...
	AVA_MSU.2.5C The analysis documentation shall demo...
	AVA_MSU.2.1E The evaluator shall confirm that the ...
	AVA_MSU.2.2E The evaluator shall repeat all config...
	AVA_MSU.2.3E The evaluator shall determine that th...
	AVA_MSU.2.4E The evaluator shall confirm that the ...


	AVA_MSU.3 Analysis and testing for insecure states...
	The objective is to ensure that misleading, unreas...
	In this component the evaluator is required to und...
	AVA_MSU.3.1D The developer shall provide guidance ...
	AVA_MSU.3.2D The developer shall document an analy...
	AVA_MSU.3.1C The guidance documentation shall iden...
	AVA_MSU.3.2C The guidance documentation shall be c...
	AVA_MSU.3.3C The guidance documentation shall list...
	AVA_MSU.3.4C The guidance documentation shall list...
	AVA_MSU.3.5C The analysis documentation shall demo...
	AVA_MSU.3.1E The evaluator shall confirm that the ...
	AVA_MSU.3.2E The evaluator shall repeat all config...
	AVA_MSU.3.3E The evaluator shall determine that th...
	AVA_MSU.3.4E The evaluator shall confirm that the ...
	AVA_MSU.3.5E The evaluator shall perform independe...




	14.3 Strength of TOE security functions (AVA_SOF)
	Strength of TOE security functions
	Even if a TOE security function cannot be bypassed...
	There is only one component in this family.
	Security functions are implemented by security mec...
	The strength of TOE security function evaluation i...
	The strength of TOE security function analysis sho...
	AVA_SOF.1 Strength of TOE security function evalua...
	AVA_SOF.1.1D The developer shall perform a strengt...
	AVA_SOF.1.1C For each mechanism with a strength of...
	AVA_SOF.1.2C For each mechanism with a specific st...
	AVA_SOF.1.1E The evaluator shall confirm that the ...
	AVA_SOF.1.2E The evaluator shall confirm that the ...



	14.4 Vulnerability analysis (AVA_VLA)
	Vulnerability analysis
	Vulnerability analysis is an assessment to determi...
	Vulnerability analysis deals with the threats that...
	Levelling is based on an increasing rigour of vuln...
	A vulnerability analysis is performed by the devel...
	The intent of the developer analysis is to confirm...
	Obvious vulnerabilities are considered to be those...
	Performing a search for vulnerabilities in a syste...
	Independent vulnerability analysis goes beyond the...
	AVA_VLA.1 Developer vulnerability analysis
	A vulnerability analysis is performed by the devel...
	The evaluator should consider performing additiona...
	AVA_VLA.1.1D The developer shall perform and docum...
	AVA_VLA.1.2D The developer shall document the disp...
	AVA_VLA.1.1C The documentation shall show, for all...
	AVA_VLA.1.1E The evaluator shall confirm that the ...
	AVA_VLA.1.2E The evaluator shall conduct penetrati...


	AVA_VLA.2 Independent vulnerability analysis
	A vulnerability analysis is performed by the devel...
	The evaluator performs independent penetration tes...
	AVA_VLA.2.1D The developer shall perform and docum...
	AVA_VLA.2.2D The developer shall document the disp...
	AVA_VLA.2.1C The documentation shall show, for all...
	AVA_VLA.2.2C The documentation shall justify that ...
	AVA_VLA.2.1E The evaluator shall confirm that the ...
	AVA_VLA.2.2E The evaluator shall conduct penetrati...
	AVA_VLA.2.3E The evaluator shall perform an indepe...
	AVA_VLA.2.4E The evaluator shall perform independe...
	AVA_VLA.2.5E The evaluator shall determine that th...


	AVA_VLA.3 Moderately resistant
	A vulnerability analysis is performed by the devel...
	The evaluator performs independent penetration tes...
	AVA_VLA.3.1D The developer shall perform and docum...
	AVA_VLA.3.2D The developer shall document the disp...
	AVA_VLA.3.1C The documentation shall show, for all...
	AVA_VLA.3.2C The documentation shall justify that ...
	AVA_VLA.3.3C The evidence shall show that the sear...
	AVA_VLA.3.1E The evaluator shall confirm that the ...
	AVA_VLA.3.2E The evaluator shall conduct penetrati...
	AVA_VLA.3.3E The evaluator shall perform an indepe...
	AVA_VLA.3.4E The evaluator shall perform independe...
	AVA_VLA.3.5E The evaluator shall determine that th...


	AVA_VLA.4 Highly resistant
	A vulnerability analysis is performed by the devel...
	The evaluator performs independent penetration tes...
	AVA_VLA.4.1D The developer shall perform and docum...
	AVA_VLA.4.2D The developer shall document the disp...
	AVA_VLA.4.1C The documentation shall show, for all...
	AVA_VLA.4.2C The documentation shall justify that ...
	AVA_VLA.4.3C The evidence shall show that the sear...
	AVA_VLA.4.4C The analysis documentation shall prov...
	AVA_VLA.4.1E The evaluator shall confirm that the ...
	AVA_VLA.4.2E The evaluator shall conduct penetrati...
	AVA_VLA.4.3E The evaluator shall perform an indepe...
	AVA_VLA.4.4E The evaluator shall perform independe...
	AVA_VLA.4.5E The evaluator shall determine that th...


	15 Assurance maintenance paradigm
	15.1 Introduction
	This clause provides the discourse on an assurance...
	Maintenance of assurance is a concept intended to ...
	One way to determine that assurance has been maint...
	The main goal of class AMA is therefore to define ...
	It should be noted that it is possible to re-evalu...
	Maintenance developer and evaluator actions are in...
	a) the certified version of the TOE refers to the ...
	b) the current version of the TOE refers to a vers...
	- a new release of the TOE
	- the certified version with patches applied to co...
	- the same basic version of the TOE, but on a diff...


	The developer and evaluator roles in this class ar...
	In order to allow assurance to be maintained in a ...

	15.2 Assurance maintenance cycle
	This subclause describes one possible approach to ...
	a) the acceptance phase, at the start of a cycle, ...
	b) the monitoring phase, in which the developer pr...
	c) the re-evaluation phase, completing the cycle, ...

	The families within AMA address primarily the firs...
	The assurance maintenance cycle is illustrated in ...
	In this example, a TOE can enter the monitoring ph...
	During the monitoring phase the developer follows ...
	Figure 15.1 - Example assurance maintenance cycle

	Therefore, once a TOE is in the monitoring phase, ...
	A TOE that is subject to change would not continue...
	In a similar way, it would not possible to ‘uprate...
	The assurance maintenance status of the TOE will h...
	15.2.1 TOE acceptance
	In the example, the TOE acceptance phase of the as...
	Figure 15.2 - Example TOE acceptance approach


	15.2.2 TOE monitoring
	The TOE monitoring phase of the assurance maintena...
	Figure 15.3 - Example TOE monitoring approach


	15.2.3 Re-evaluation
	The third phase of this example maintenance cycle ...
	Re-evaluation activities would be scheduled in the...


	15.3 Assurance maintenance class and families
	To support assurance maintenance approaches the cl...
	Table 15.1 - Maintenance of assurance family break...




	Assurance Class
	Assurance Family
	Abbreviated Name
	15.3.1 Assurance maintenance plan
	The AM Plan provides a clear identification of the...
	The Assurance Maintenance Plan (AM Plan) identifie...
	The AM Plan defines the scope of changes that can ...
	a) significant changes to the security target (i.e...
	b) significant changes to external TSF interfaces ...
	c) (where the assurance requirements include ADV_H...

	It should be noted that the approach to changes ma...
	A more precise specification of the rules is outsi...
	The AM Plan is required to define or reference the...
	a) configuration management procedures, controllin...
	b) procedures to maintain ‘assurance evidence’ (i....
	c) procedures governing the security impact analys...
	d) flaw remediation procedures, covering the track...

	The AM Plan is expected to remain valid until comp...
	The AM Plan requires the developer to identify a d...

	15.3.2 TOE component categorisation report
	The aim of the TOE component categorisation report...
	The checking of the TOE component categorisation r...
	The TOE component categorisation report covers all...
	a) any hardware, firmware or software components t...
	b) any development tools that, if modified, will h...

	The TOE component categorisation report also provi...
	The initial categorisation of the components of th...
	It may be useful for the ST to include AMA_CAT.1 w...

	15.3.3 Evidence of assurance maintenance
	Confidence needs to be established that the assura...
	AM audits are conducted in accordance with the sch...
	The developer is required to provide evidence that...
	a) configuration management records;
	b) documentation referenced by the security impact...
	c) evidence of the tracking of security flaws.

	The evaluator’s check of the developer’s security ...
	An AM audit requires the evaluators to confirm tha...

	15.3.4 Security impact analysis
	The aim of the security impact analysis is to prov...
	The developer’s security impact analysis is based ...
	The components in this family may be used in suppo...
	For an AM audit, the evaluators’ review of the sec...
	The security impact analysis identifies the change...
	Provision of the security impact analysis in suppo...




	16 Class AMA: Maintenance of assurance
	Maintenance of assurance
	The maintenance of assurance class provides requir...
	The class comprises four families, and the hierarc...
	Figure 16.1 - Maintenance of assurance class decom...


	16.1 Assurance maintenance plan (AMA_AMP)
	Assurance maintenance plan
	The Assurance Maintenance Plan (AM Plan) identifie...
	This family contains only one component.
	An AM Plan covers one assurance maintenance cycle,...
	The requirements AMA_AMP.1.2C and AMA_AMP.1.3C ser...
	The definition of the scope of changes covered by ...
	AMA_AMP.1.5C requires a description of the develop...
	AMA_AMP.1.6C requires a definition of the planned ...
	AMA_AMP.1 Assurance maintenance plan
	AMA_AMP.1.1D The developer shall provide an AM Pla...
	AMA_AMP.1.1C The AM Plan shall contain or referenc...
	AMA_AMP.1.2C The AM Plan shall identify the certif...
	AMA_AMP.1.3C The AM Plan shall reference the TOE c...
	AMA_AMP.1.4C The AM Plan shall define the scope of...
	AMA_AMP.1.5C The AM Plan shall describe the TOE li...
	AMA_AMP.1.6C The AM Plan shall describe the assura...
	AMA_AMP.1.7C The AM Plan shall identify the indivi...
	AMA_AMP.1.8C The AM Plan shall describe how the de...
	AMA_AMP.1.9C The AM Plan shall describe how the de...
	AMA_AMP.1.10C The AM Plan shall justify why the id...
	AMA_AMP.1.11C The AM Plan shall describe or refere...
	AMA_AMP.1.1E The evaluator shall confirm that the ...
	AMA_AMP.1.2E The evaluator shall confirm that the ...



	16.2 TOE component categorisation report (AMA_CAT)...
	TOE component categorisation report
	The aim of the TOE component categorisation report...
	This family contains only one component.
	The term “least abstract TSF representation” in AM...
	a) all external TSF interfaces identifiable in the...
	b) all TSF subsystems identifiable in the high-lev...

	While AMA_CAT requires at least two categories to ...
	a) security critical TOE components are those whic...
	b) security supporting TOE components are those wh...
	- those that provide services to security critical...
	- those that do not provide any such service, but ...


	AMA_CAT.1.3C requires an identification of any dev...
	AMA_CAT.1 TOE component categorisation report
	AMA_CAT.1.1D The developer shall provide a TOE com...
	AMA_CAT.1.1C The TOE component categorisation repo...
	AMA_CAT.1.2C The TOE component categorisation repo...
	AMA_CAT.1.3C The TOE component categorisation repo...
	AMA_CAT.1.1E The evaluator shall confirm that the ...
	AMA_CAT.1.2E The evaluator shall confirm that the ...



	16.3 Evidence of assurance maintenance (AMA_EVD)
	Evidence of assurance maintenance
	The aim of this family of requirements is to estab...
	This family contains only one component.
	This family includes some evidence requirements th...
	As part of the AM audit, the evaluators check (by ...
	AMA_EVD.1.3C requires the provision of evidence th...
	The evidence required in AMA_EVD.1.4C includes the...
	a) the developer’s analysis required by AVA_VLA.1,...
	b) any other reported security flaws handled by th...

	AMA_EVD.1.5E requires the evaluators to confirm th...
	AMA_EVD.1 Evidence of maintenance process
	AMA_EVD.1.1D The developer security analyst shall ...
	AMA_EVD.1.1C The AM documentation shall include a ...
	AMA_EVD.1.2C The configuration list shall describe...
	AMA_EVD.1.3C The AM documentation shall provide ev...
	AMA_EVD.1.4C The list of identified vulnerabilitie...
	AMA_EVD.1.1E The evaluator shall confirm that the ...
	AMA_EVD.1.2E The evaluator shall confirm that the ...
	AMA_EVD.1.3E The evaluator shall confirm that the ...
	AMA_EVD.1.4E The evaluator shall confirm that all ...
	AMA_EVD.1.5E The evaluator shall confirm that func...



	16.4 Security impact analysis (AMA_SIA)
	Security impact analysis
	The aim of the security impact analysis is to prov...
	This family consists of two components, levelled a...
	AMA_SIA.1 requires a sampling approach to validate...
	Both components in this family require the securit...
	AMA_SIA.1 Sampling of security impact analysis
	AMA_SIA.1.1D The developer security analyst shall,...
	AMA_SIA.1.1C The security impact analysis shall id...
	AMA_SIA.1.2C The security impact analysis shall id...
	AMA_SIA.1.3C The security impact analysis shall, f...
	AMA_SIA.1.4C The security impact analysis shall, f...
	AMA_SIA.1.5C The security impact analysis shall, f...
	AMA_SIA.1.6C The security impact analysis shall, f...
	AMA_SIA.1.7C The security impact analysis shall, f...
	AMA_SIA.1.1E The evaluator shall confirm that the ...
	AMA_SIA.1.2E The evaluator shall check, by samplin...

	AMA_SIA.2 Examination of security impact analysis
	AMA_SIA.2.1D The developer security analyst shall,...
	AMA_SIA.2.1C The security impact analysis shall id...
	AMA_SIA.2.2C The security impact analysis shall id...
	AMA_SIA.2.3C The security impact analysis shall, f...
	AMA_SIA.2.4C The security impact analysis shall, f...
	AMA_SIA.2.5C The security impact analysis shall, f...
	AMA_SIA.2.6C The security impact analysis shall, f...
	AMA_SIA.2.7C The security impact analysis shall, f...
	AMA_SIA.2.1E The evaluator shall confirm that the ...
	AMA_SIA.2.2E The evaluator shall check that the se...
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