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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work

jhe procedures used to develop this document and those intended for its further, maif
re described in the ISO/IEC Directives, Part 1. In particular, the different approeval
eeded for the different types of document should be noted. This document jwas dr

tenance
criteria
hfted in
tives or

1
dccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/dire
www.iec.ch/members_experts/refdocs).

ttention is drawn to the possibility that some of the elements of this document may be the
f patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
ights. Details of any patent rights identified during the development\0of'the document will &
htroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) o
st of patent declarations received (see https://patents.iec.ch).

=== o %

Any trade name used in this document is information given4or the convenience of users and
gonstitute an endorsement.

or an explanation of the voluntary nature of standards, the meaning of ISO specific tel
xpressions related to conformity assessment, as well as information about ISO's adhei
he World Trade Organization (WTO) principles in the Technical Barriers to Trade (T
rww.iso.org/iso/foreword.html. In the IEC, seelwww.iec.ch/understanding-standards.

< o D

This document was prepared by Joint Teehnical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 27, Information security-cybersecurity and privacy protection.

—

his fourth edition cancels and replaces the third edition (ISO 15408-2:2008), which h
pchnically revised.

—

The main changes are as folows:
-+ new security functional components have been introduced.

list of all parts in‘the ISO/IEC 15408 series can be found on the ISO website.

subject
h patent
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r the IEC

Hoes not

'ms and
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BT) see
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ody. A caomplete listing of these bodies can be found at www.iso.org/members.hf

A

Any feedback)oy” questions on this document should be directed to the user’s national sf]
b

www.iec.ch)/national-committees.

© ISO/IEC 2022 - All rights reserved

XV


https://www.iso.org/directives-and-policies.html
https://www.iec.ch/members_experts/refdocs
https://www.iso.org/iso-standards-and-patents.html
https://patents.iec.ch
https://www.iso.org/iso/foreword.html
https://www.iec.ch/understanding-standards
https://www.iso.org/members.html
https://www.iec.ch/national-committees
https://standardsiso.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

Legal notice

The governmental organizations listed below contributed to the development of this version of the
Common Criteria for Information Technology Security Evaluations. As the joint holders of the copyright
in the Common Criteria for Information Technology Security Evaluations (called CC), they hereby
grant non-exclusive license to ISO/IEC to use CC in the continued development/maintenance of the
ISO/IEC 15408 series of standards. However, these governmental organizations retain the right to use,

d' faaaloo ot 4 loi e OO £l £i4
Copy, 1; LI'TUULL, LI dilosIdiT Ul lllUull)’ UL do \.uC_y OoCUC 11IL.

Australip The Australian Signals Directorate

Canada Communications Security Establishment

France Agence Nationale de la Sécurité des Systemes d'Information
Germany Bundesamt fiir Sicherheit in der Informationstechnik

Japan Information-technology Promotion Agency

Netherlgnds Netherlands National Communications Security Agehcy
New Zedland Government Communications Security Bureat

Republi¢ of Korea National Security Research Institute

Spain Ministerio de Asuntos Econdmicos y Transformacion Digital
Sweden FMV, Swedish Defence Materiel Administration

United Kingdom National Cyber Security Centre

United Jtates The National Security Agency

XVi © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

Introduction

Security functional components, as defined in this document, are the basis for the security fu
requirements (SFRs) or components expressed in a Protection Profile (PP), PP-Module, fu

nctional
nctional

package or a Security Target (ST). These requirements describe the desired security behaviour
expected of a Target of Evaluation (TOE) and are intended to meet the security objectives as stated in a
PP, PP-Module, functional package or an ST. These requirements describe security properties that users
can detect by direct interaction (i.e. inputs, outputs) with the IT or by the IT response to stimulus.

@)

ecurity functional components allow for the expression of SFRs intended to counter threa
ssumed operating environment of the TOE and/or cover any identified organizational security

o8]

he audience for this document includes consumers, developers, and evaluators of securé IT p
50/1EC 15408-1:2022, 5.2, provides additional information on the target audience afthe ISO/IH

=] 0 =

hese groups use this document as follows:

which satisfy the security objectives expressed in a PP, PP-Modul€, functional packag
ISO/IEC 15408-1:20—, Clause 7, provides more detailed information on the relationship
security objectives and security requirements;

H) developers, who respond to actual or perceived consumeér Security requirements in cons
a TOE, will find a standardized method to understand¢those requirements in this docume
also use the contents of this document as a basis for.further defining the TOE security func
and mechanisms that conform with those requirements;

requirements expressed in the PP, PP-Maodule, functional package or ST satisfy the IT

this document to assist in determining-whether a given TOE satisfies stated requirements.

NOTE This document uses bold andhitalic type in some cases to distinguish terms from the rest of
Thhe relationship between components within a family is highlighted using a bolding convention. This cq
cplls for the use of bold type for all new requirements. For hierarchical components, requirements are g
in bold type when they are enhanced or modified beyond the requirements of the previous comp
addition, any new or enhanced permitted operations beyond the previous component are also highligh
bold type.

Thhe use of italics indicates text that has a precise meaning. For security assurance requirements the cq
for special verbs relating to evaluation.

—

s in the
policies.

roducts.
C 15408

eries, and on the use of the ISO/IEC 15408 series by the groups that comprise.the target audience.

d) consumers, who use this document when selecting components to express functional requirements

e or ST.
between

tructing
nt. They
fionality

d evaluators, who use the SFRs defined in this’document in verifying that the TOE functional

security

objectives and that all dependencies arezaccounted for and shown to be satisfied. Evaludtors use

the text.
nvention
resented
bnent. In
ted using

nvention
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Information security, cybersecurity and privacy
protection — Evaluation criteria for IT security —

Part 2:

Security functional components

1 Scope

This document defines the required structure and content of security functiondl*component} for the
gdurpose of security evaluation. It includes a catalogue of functional components,that meets the fommon
security functionality requirements of many IT products.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their| content
donstitutes requirements of this document. For dated references, only the edition cited applies. For
yndated references, the latest edition of the referenced doctiment (including any amendments)|applies.
IPO/IEC 15408-1:2022, Information security, cybersecurity and privacy protection— Evaluation criteria
for IT security — Part 1: Introduction and general model

IBO/IEC 15408-3, Information security, cybersecurxity and privacy protection— Evaluation criteria for IT
spcurity — Part 3: Security assurance components

IBO/IEC 18045, Information security, cyberSecurity and privacy protection— Evaluation criterja for IT
security — Methodology for IT security evaluation

3 Terms and definitions

Hor the purposes of this)document, the terms, definitions, and abbreviated terms given in
IFO/IEC 15408-1, ISO/IEC_15408-3, ISO/IEC 18045 and the following apply.

I50 and IEC maintaimterminology databases for use in standardization at the following addresses:

—+ ISO Onlineghrowsing platform: available at https://www.iso.org/obp

1 IEC Electropedia: available at https://www.electropedia.org/

31

iflentity

representation nninlnn]y idpnfifying an entity within the context of the target of evaluation (TF E)
EXAMPLE An example of such a representation is a string.

Note 1 to entry: Entities can be diverse such as a user, process, or disk. For a human user, the representation can

be the full or abbreviated name or a unique pseudonym.
Note 2 to entry: An entity can have more than one identity.

3.2
inter TSF transfer

communication between the target of evaluation (TOE) and the security functionality of other trusted

IT products
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3.3
internal communication channel
communication channel between separated parts of the target of evaluation (TOE)

3.4
internal TOE transfer
communicating data between separated parts of the target of evaluation (TOE)

3.5

operation
(on an I§0/1EC 15408-2 component) modification or repetition of a component by assignment, iteration,
refinement, or selection

3.6
secret
informafion that is known only to authorized users and/or the TOE security functionality (TSF) i
order to|enforce a specific security function policy (SFP) (3.8)

=)

3.7
secure $tate

state in which the TOE security functionality (TSF) data are consistent and\.the TSF continues corred
enforcement of the security functional requirements (SFRs)

t

3.8
security function policy
SFP
set of rufles describing specific security behaviour enforced hy the TOE security functionality (TSF) an
expressible as a set of security functional requirements (SFRS)

oW

3.9
TOE resource
anything usable or consumable in the target of evaluation (TOE)

3.10
transfer outside of the TOE

target of evaluation (TOE) security functienality (TSF)-mediated communication of data to entities na
under tHe control of the TSF

—

3.11
trusted|channel
means by which a target of @valution (TOE) security functionality (TSF) and another trusted IT produd
can comjmunicate with necéssary confidence

(s

3.12
trusted|path
means by which-a“user and a target of evaluation (TOE) security functionality (TSF) can communicate
with thd necessary confidence

N t lt [ ST T T AP-STCRLCETEE oY S PSS TIC PPN | LTI L2 24 L P00 2 Y foblichon ot oF 3 niificoti oy o bl antioori o €1 A4
0 e c CIILT = GUITTTITIITUITICALIUILT LJ l.ll\’ﬂlly lllll)llbo CITOU COLAUITOITITICTIU U TULIILITICAauIvIlT aIr I o T

parties, as well as the concept of a user specific session which is integrity-protected.

Note 2 to entry: When the external entity is a trusted IT product, the notion of trusted channel (3.11) is used
instead of trusted path.

Note 3 to entry: Both physical and logical aspects of secure communication can be considered as mechanisms for
gaining confidence.

3.13

TSF data

data for the operation (3.5) of the target of evalution (TOE) upon which the enforcement of the security
functional requirement (SFR) relies
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3.14

user data

data received or produced by the target of evaluation (TOE), which is meaningful to some external
entity, but which do not affect the operation (3.5) of the TOE security funtionality (TSF)

Note 1 to entry: Depending on the concept, this definition assumes that the same data created by users that has
an actual impact on the operation of the TSF can be regarded as the TSF data (3.13).

4 Abbreviated terms

API application programming interface
dbp compact disk

NAC discretionary access control

JRBG deterministic random bit generator
HMS electromagnetic spectrum

(4B gigabyte

(GHz gigahertz

qul graphical user interface

HSM hardware security module

HTTPS hypertext transfer protocol secure

IPCTL input output control

Ip internet protocol

[Psec [P security (protocol)

[{DAP lightweight directory access protocol
NAC mandatory acgess control

NIB megabyte

NIBps megabytes per second

as operating system

qTP one-time programmable

He personat-comptter

PCI peripheral component interconnect
PKI public key infrastructure

PP protection profile

RAM random access memory

RBG random bit generator

RNG random number generator
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RPC remote procedure call

SFP security function policy

SFR security functional requirement
SSH secure shell

ST security target

TCP transmission control protocol
TLS transport layer security

TOE target of evaluation

TSF TOE security functionality
TSFI TSF interface

USB universal serial bus

VPN virtual private network

5 Ove¢rview

5.1 General

The ISOfIEC 15408 series and the associated security furictional requirements (SFRs) described in thij
document are not intended to be a definitive answer’to all the problems of IT security. This documer
offers a|set of well understood security functional components that can be used to specify truste
productp reflecting the needs of the market. Theése security functional components are presented 4
the current state of the art in security requirements specification.

N L~ »n

This doqument does not include all possible security functional components but contains those that ar
known g4nd agreed to be of value by_ the contributors to this document.

D

Since tHe understanding and needs of consumers can change, the functional components in thi
documeht will need to be maintained. It is envisioned that some authors of PPs, PP-Modules, functionz
packages and STs can havé-security needs not covered by the security functional components in thi
document. In those cases,the author of a PP, PP-Module, functional package or ST may choose to considg
using functional compenents and requirements that are not given in this document. The concepts d
extensihility are explained in ISO/IEC 15408-1:2022, 8.4.

- = O

5.2 Organization of this document

Clause 5 describes the paradigm used in the SFRs of this document.

Clause 7 introduces the catalogue of functional components, while Clauses 8 through 18 describe the
functional classes.

Annex A provides explanatory information for potential users of the functional components.
Annex B provides a complete cross reference table of the functional component dependencies.

Annexes C through M provide the explanatory information for the functional classes. This material
shall be seen as normative instructions on how to apply relevant operations and select appropriate
audit or documentation information. Where different options are given, the choice is left to the PP, PP-
Module, functional package and ST author.
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Those who author PPs, PP-Modules, functional packages, or STs shall refer to ISO/IEC 15408-1:2022 for
relevant structures, rules, and guidance, in particular:

a) ISO/IEC 15408-1:2022, Clause 3 defines the terms and definitions used in the ISO/IEC 15408 series;

b) ISO/IEC 15408-1:2022, Clause 7 describes how SFRs can be specified using the security functional
components;

c) ISO/IEC 15408-1:2022, Clause 8 describes how security functional components are organized, and
the operations that may be applied to them;

d) ISO/IEC 15408-1:2022, Annex A provides further information on the structure forn jsecurity
functional packages;

g) ISO/IEC 15408-1:2022, Annex B provides further information on the structure for PPs;

f) ISO/IEC 15408-1:2022, Annex C provides further information on the structiue of PP-Modples and
PP-Configurations;

g) ISO/IEC 15408-1:2022, Annex D provides further information on thelstracture for STs.

6 Functional requirements paradigm

This clause describes the paradigm used in the security funttional components and the deriyation of
FRs.

his document is a catalogue of security functional components that may be used for the spedjfication
f SFRs describing a TOE.

OE evaluation is concerned primarily with ensuring that a defined set of SFRs is enforced pver the
OE resources. The SFRs define the rules bywhich the TOE governs access to and use of its resources,
nd thus information and services controlled by the TOE.

he SFRs may define multiple Security Function Policies (SFPs) to represent the rules that the TOE
forces. Each SFP specifies its $cepe of control, by defining the subjects, objects, resolirces or
ipformation, and operations to‘which it applies. All SFPs are implemented by the TOE Becurity
unctionality (TSF) (see below), whose mechanisms enforce the rules defined in the SFRs and|provide
ecessary capabilities.

hose portions of a TOE that are relied upon for the correct enforcement of the SFRs are collectively
ferred to as the TSE.“The TSF consists of all hardware, software, and firmware of a TOE thatl|is either
irectly or indirectly relied upon for security enforcement.

he TOE maybe a monolithic product containing hardware, firmware, and software. Alternatively, a
OE may befa distributed product that consists internally of multiple separated parts. Each |of these
arts of-the TOE provides a particular service for the TOE and is connected to the other parts of the
OE through an internal communication channel. This channel can be as small as a processdr bus or
ajencompass a network internal to the TOE.

When the TOE consists of multiple parts, each part of the TOE may have its own part of the TSF which
exchanges user and TSF data over internal communication channels with other parts of the TSF. This
interaction is called internal TOE transfer. In this case, the separate parts of the TSF abstractly form the
composite TSF, which enforces the SFRs.

TOE interfaces may be localized to the particular TOE, or they may allow interaction with other IT
products over external communication channels. These external interactions with other IT products
may take two forms:

a) the SFRs of the other “trusted IT product” and the SFRs of the TOE have been administratively
coordinated and the other trusted IT product is assumed to enforce its SFRs correctly (e.g. by being
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separately evaluated). Exchanges of information in this situation are called inter-TSF transfers, as
they are between the TSFs of distinct trusted products;

b) the other IT product may not be trusted, it may be called an “untrusted IT product”. Therefore,
its SFRs are either unknown or their implementation is not viewed as trustworthy. TSF mediated
exchanges of information in this situation are called transfers outside of the TOE, as there is either
no TSF, or its policy characteristics are unknown, on the other IT product.

The set of interfaces, whether interactive (man-machine interface) or programmatic [application
programming interface (API)], through which resources are accessed that are mediated by the TSF, or
information is obtained from the TSF, is referred to as the TSF Interface (TSFI). The TSFI defines thie
boundaties of the TOE functionality that provide for the enforcement of the SFRs.

Users aife outside of the TOE. However, in order to request that services be performed by the)TOE thqt
are subject to rules defined in the SFRs, users interact with the TOE through the TSFIs. Thete are twp
types ofl users of interest to this document: human users and external IT entities. Human users maly
further pe differentiated as local human users, meaning they interact directly with‘the TOE via TOE
devices [or remote human users, meaning they interact indirectly with the TOE-through another I’
product

EXAMPLE 1

An example of a TOE device is a workstation.

A period of interaction between users and the TSF is referred to asaliser session. Establishment of use
sessiond can be controlled based on a variety of considerations.

—

EXAMPLE 2

—

User aut:rentication, time of day, method of accessing the TOE; and number of allowed concurrent sessions (pe
user or in total).

This doqument uses the term authorized to signify'a user who possesses either the rights or privileges
or both that are necessary to perform an operation. The term authorized user, therefore, indicates th4
it is allowable for a user to perform a specificloperation or a set of operations as defined by the SFRs.

=

To exprgss requirements that call for thée separation of administrator duties, the relevant securitly
functionjal components (from family EMT_SMR) explicitly state that administrative roles are required.
A role if a pre-defined set of rules-establishing the allowed interactions between a user operating i
that rold and the TOE. A TOE mdy support the definition of any number of roles.

-

EXAMPLE 3

Roles related to the secure operation of a TOE may include “Audit Administrator” and “User Accounfs
Adminis{rator”.

TOEs contain reSorces that may be used for the processing and storing of information. The primar
goal of the TSEis the complete and correct enforcement of the SFRs over the resources and informatio
that the|TOE.controls.

- <

TOE resources can be structured and utilized In many different ways. However, this document makes a
specific distinction that allows for the specification of desired security properties. All entities that can
be created from resources can be characterized in one of two ways. The entities may be active, meaning
that they are the cause of actions that occur internal to the TOE and cause operations to be performed
on information. Alternatively, the entities may be passive, meaning that they are either the container
from which information originates or to which information is stored.

Active entities in the TOE that perform operations on objects are referred to as subjects. Several types
of subjects may exist within a TOE:

a) those acting on behalf of an authorized user;

EXAMPLE 4  UNIX processes.
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b) those acting as a specific functional process that may in turn act on behalf of multiple users;

EXAMPLES5  Functions as can be found in client/server architectures.
c) those acting as part of the TOE itself.

EXAMPLE 6  Processes not acting on behalf of a user.

This document addresses the enforcement of the SFRs over types of subjects as those listed above.

a subject may also be acted on as an object.
HXAMPLE 7  An example of a subject is an inter-process communication.

(bjects can contain information. This concept is required to specify informatior flow control
as addressed in the FDP class.

Users, subjects, information, objects, sessions, and resources controlled by fules in the SFRs mayj
ertain attributes that contain information that is used by the TOE fof/its correct operatid

(@)

resources while others, such as access control information, can existspecifically for the enforc
the SFRs. These latter attributes are generally referred to as “seturity attributes”. The word ¢
will be used as a shorthand in some places in this document for the term “security attribute”.
rno matter what the intended purpose of the attribute inforimation, it can be necessary to have
dn attributes as dictated by the SFRs.

Datain a TOE is categorized as either user data or TSF'data. Figure 1 depicts this relationship. U
i$ information stored in TOE resources that can be"éperated upon by users in accordance with

and upon which the TSF places no special meaning. TSF Data is information used by the TSF in
decisions as required by the SFRs. TSF Data mray be influenced by users if allowed by the SFRs.

HXAMPLE 8
User data:
—+ The content of an electronic mail' message can be user data.

T|SF data:

- Security attributes,authentication data, TSF internal status variables used by the rules defined in
or used for the protection of the TSF and access control list entries are examples of TSF data.

There are several*SFPs that apply to data protection such as access control SFPs and infg
flow control SEPS. The mechanisms that implement access control SFPs base their policy deci
tributes-efithe users, resources, subjects, objects, sessions, TSF status data and operations w

the operations by subjects on information. The attributes of the information, which may be as

Passive entities in the TOE that contain or receive information and upon which subjects perform
dperations are called objects. In the case where a subject (an active entity) is the target of an oiﬂeration,

policies

possess
n. Some

attributes, such as file names, may be intended to be informational orimay be used to identify individual

bment of
ttribute
lowever,
controls

ser data
he SFRs
making

the SFRs

rmation
sions on
thin the
ects may

5 on the
t govern
sociated

with the attributes of the container or may be derived from the data in the container, stay with the

information as it is processed by the TSFE.
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Two spe
These a1

Authent

most cojmmon form of authentication data is the password, which-depends on being kept secret in orddr

to be an
secret. H
that the

EXAMPLE 9

Example} of biometric authentication devices include fihgerprint readers and retinal scanners.

The terr
be appli

Therefo
are used
data. In
subclaus

LS 0 ‘ User attributes ’
Object attributes
USER DATA .
Authentication
data Subject attributes
Information

) & ) \ attributes / /

Figure 1 — Relationship between user data and TSF datd

cific types of TSF data addressed by this document can be, but are'not necessarily, the samé¢.
e authentication data and secrets.

cation data is used to verify the claimed identity of a user réquesting services from a TOE. Thee

effective security mechanism. However, not all forms.of authentication data need to be kept
iometric authentication devices do not rely on the fact that the data is kept secret, but rathdr
data is something that only one user possesses and’that cannot be forged.

h secrets, as used in this document, while applicable to authentication data, is also intended tp
Cable to other types of data that need’'to be kept secret in order to enforce a specific SFP.

[72)

e, some, but not all, authentication data needs to be kept secret and some, but not all, secret
as authentication data. Eigure 2 shows this relationship between secrets and authenticatio
the figure, the types of-data typically encountered in the authentication data and the secret
es are indicated.

[Z=]

/AUTHENTICATION DATA \

BIOMETRICS
SMART CARDS

PASSWORDS

CRYPTO VARABLES

SECRETS
/

\

Figure 2 — Relationship between “authentication data” and “secrets”
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7 Security functional components
7.1 Overview

7.1.1 General

022(E)

This clause defines the content and presentation of the functional requirements of this document and
provides guidance on the organization of the requirements for new, extended components that may be

the functional components and requirements are expressed in classes, families, compone
elements.

1.1.2 Class structure

7.1.2.1 General

Higure 3 illustrates the functional class structure in diagrammatic form. Each functional class
d class name, class introduction, and one or more functional families.
Functional |
class Class
name
] Class
introduction
I I 1
I I dn 1
Functional
families

Figure 3 — Functional class structure

NOTE A functional class edn contain multiple functional families.

7.1.2.2 Class name

he class nameé'subclause provides information necessary to identify and categorize a functior
very functional class has a unique name. The categorical information consists of a short name
haracterS.\he short name of the class is used in the specification of the short names of the fa
hat class:

(il ol vl

included in a PP, PP-Module, functional package or ST. As described in ISO/IEC 15408-1:2022, Clause 8,

nts and

includes

1al class.
of three
milies of

.1.2.3 Class introduction

~1

The class introduction expresses the common intent or approach of those families to satisfy
objectives. The definition of functional classes does not reflect any formal taxonomy in the spec
of the requirements.

security
ification

The class introduction provides a figure describing the families in this class and the hierarchy of the

components in each family, as explained in 7.2.
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7.1.3 Family structure

7.1.3.1

General

Figure 4 illustrates the functional family structure in diagrammatic form.

Functional
family

— Family name

7.1.3.2

The famjily name subclause provides categorical and descriptive information necessary to identify an

categori
consists|
followed
of the fa

7.1.3.3

The famlily behavioursubclause provides the narrative description of the functional family stating if

security
greater

a) the

] Family behaviour

Components leveling
and description

— Management

— Audit

— Components

Figure 4 — FunctionalMfamily structure

Family name

ze a functional family. Every«functional family has a unique name. The categorical informatio
of a short name of seven ¢haracters, with the first three identical to the short name of the clas
by an underscore and theshort name of the family as follows: XXX_YYY. The unique short forr
mily name provides the principal reference name for the security components.

Family behaviour

objective and a general description of the functional requirements. These are described i
Hetailbelow:

> n =2 X

- W

cécurity objectives of the family address a security problem that may be solved with the help ¢

=)

aT

E that incorporates SFRs derived from a component of this family;

b) the description of the functional requirements summarizes all the requirements that are included in
the component(s). The description is aimed at authors of STs, PPs, PP-Modules or security functional
packages who wish to assess whether the family is relevant to their specific requirements.

7.1.3.4

Components leveling and description

Functional families contain one or more components, any one of which may be selected for inclusion
in STs, PPs, PP-Modules or security functional packages. The goal of the components leveling and
description subclause is to provide information to users in selecting an appropriate functional

10
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component once the family has been identified as being a necessary or useful part of their security
requirements.

The functional family description describes the components available, and their rationale. The exact
details of the components are contained within each component.

The relationships between components within a functional family may be hierarchical. A component is
hierarchical to another if it offers more security.

As explained in 7.2 the descriptions of the families provide a graphical overview of the hierarchy of the
Mponents 1 a ramily.

.1.3.5 Management

he management subclauses contain information for ST, PP, PP-Module, or security frinctional [package

thors to consider as management activities for a given component. The clausesiteference confponents
f the management class (FMT) and provide guidance regarding potential management activities that
hay be applied via operations to those components.

= 0O

n author may select the indicated management components or may”include other manhgement
equirements not listed to detail management activities. As such, the'information should be copsidered
hformative.

=TS

.1.3.6 Audit

~1

he audit requirements subclauses contain auditable events for the authors to select, if requirements
Fom the class FAU are included in the ST, PP, PB<Module, or security functional package. These
equirements include security relevant events in terms of the various levels of detail supportgd by the
omponents of the security audit data generation\(FAU_GEN) family.

Q = =

p—

F can be observed that the categorization of.ddditable events is hierarchical.
HXAMPLE 1

An audit note can include actions thatare:

- minimal: successful use of the'security mechanism;

—+ Dbasic: any use of the sedurity mechanism as well as relevant information regarding the security attributes
involved;

—+ detailed: any configuration changes made to the mechanism, including the actual configuration valules before
and after the change.

HXAMPLE 2

When Basie/Audit Generation is needed, all auditable events identified as being both Minimal and Basic are
ifcluded.in the PP, PP-Module, functional package or ST through the use of the appropriate assignment operation,
ﬂxcept when the higher-level event simply provides more detail than the lower level event. When Detailed Audit

erieration is needed, all identified auditable events (Minimal, Basic and Detailed) are included in t}re PP, PP-
Module, functional package or ST.

—

In the FAU class the rules governing the audit are explained in more detail.
7.1.4 Component structure

7.1.4.1 General

Figure 5 illustrates the functional component structure.
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Component [—
L Component

identification

— Dependencies

7.1.4.2
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ast
com
com

— a hid
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7.1.4.3
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containg
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a compd
Module,

A uniqu
EXAMPL

The com

Functional
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Figure 5 — Functional component structure

Component identification

hponent identification subclause(s) provide descriptive informationiecessary to identify,
ze, register, and cross-reference a component. The following is provided as part of everly
al component:

ique name. The name reflects the purpose of the component;

ique short name. A unique short form of the functional compenent name. This short name serves
he principal reference name for the categorization, registration, and cross-referencing of t
ponent. This short name reflects the class and family~to which the component belongs and t
ponent number within the family;

brarchical-to list. A list of other components that this component is hierarchical to and for which
component can be used to satisfy dependenéies to the listed components.

Functional elements

elements is provided for each({component. Each element is individually defined and is self:
d.

hilding packages, PPs andyor STs, it is not permitted to select only one or more elements from
nent. The complete set'of elements of a component shall be selected for inclusion in a PP, P}
security functionalpackage or an ST.

e short form ofthe’functional element name is provided.
E

ponent wame FDP_IFF.4.2 reads as follows:

— F fulnctional requirement;

— DP: class “User data protection”;

— _IFF

: family “Information flow control functions”;

— .4: 4th component named “Partial elimination of illicit information flows”;

— .2: 2nd element of the component.

7.1.4.4

Dependencies

Dependencies among functional components arise when a component is not self-sufficient and relies
upon the functionality of, or interaction with, another component for its own proper functioning.

12
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Each functional component provides a complete list of dependencies to other functional and assurance
components. Some components may list “No dependencies”. The components depended upon may in
turn have dependencies on other components. The list provided in the components will be the direct
dependencies, i.e. only references to the other functional components that are required for this
component to perform its job properly. The indirect dependencies, i.e. the dependencies that result
from the depended upon components, can be found in Annex B of this document. It is noted that in some
cases the dependency is optional in that a number of functional components are provided, where each
one of them would be sufficient to satisfy the dependency.

XAMPLE FDP UIT.1 Data exchange integrity.

The dependency list identifies the minimum functional or assurance components needed.to saltisfy the
ecurity requirements associated with an identified component. Components that arechierarghical to
he identified component may also be used to satisfy the dependency.

W

he dependencies indicated in this document are normative and they shall,be satisfied yithin a
ackage, PP or ST. In situations where the indicated dependencies are not appticable, the author shall
ptisfy the dependency by providing a rationale why it is not applicable and may leave the dppended
pon component from the package, PP or ST.

o S e

~1

.2 Component catalogue

—]

he grouping of the components in this document does not reflect any formal taxonomy.

his document contains classes of families and components, which are rough groupingd on the
asis of related function or purpose, presented in alphabetical order. At the start of each clgss is an
hformative figure that indicates the taxonomy of edchrclass, indicating the families in each dlass and
he components in each family. Figure 6 is a useful’indicator of the hierarchical relationship [that can
xist between components.

O ot = o

]

h the description of the functional componeéfits, a subclause identifies the dependencies between the
omponent and any other components.

Q

Ih each class, a figure describing the-family hierarchy similar to Figure 6 is provided. In Figufe 6, the
first family, Family 1, contains three hierarchical components, where component 2 and component 3
dan both be used to satisfy dependencies on component 1. Component 3 is hierarchical to component 2
and can also be used to satisfy.dependencies on component 2.

Class name
Family 1 — 1 M 2 3
1
Family 2
2 M 3
2
Family 3 — 1 4
3

Figure 6 — Sample class decomposition diagram
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In Family 2 there are three components, not all of which are hierarchical. Components 1 and 2 are
hierarchical to no other components. Component 3 is hierarchical to component 2 and can be used to
satisfy dependencies on component 2, but not to satisfy dependencies on component 1.

In Family 3, components 2, 3, and 4 are hierarchical to component 1. Components 2 and 3 are both
hierarchical to component 1, but non-comparable. Component 4 is hierarchical to both component 2
and component 3.

These d

iagrams are meant to complement the text of the families and make identification of the

relationships easier. They do not replace the “Hierarchical to:” note in each component that is the

mandat¢ry claim of hierarchy for each component.

8 C(Cla

8.1 Class description

Security
relevant
determi

Figure 7

the figur

Annex (
compon

s FAU: Security audit

auditing involves recognizing, recording, storing, and analyzing information related to securitly
activities (i.e. activities controlled by the TSF). The resulting audit recotds’can be examined tp
he which security relevant activities took place and whom (which user)\is responsible for then.

shows the decomposition of this class, it’s families and components:Elements are not shown ip
e.

| provides explanatory information for this class and_should be consulted when using thie
ents identified in this class.

FAU: Security audit

FAU_ARP: Security’audit automatic response

FAU_GEN: Security audit data generation

Sl

[~][=]

FAU_SAA: Security audit analysis

14

H
FAU_SAR: Security audit review

FAU_SEL: Security audit event selection

FAU_STG: Security audit event storage

Figure 7 — FAU: Security audit class decomposition
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8.2 Security audit automatic response (FAU_ARP)

8.2.1 Family behaviour

This family defines the response to be taken in case of detected events indicative of a potential security
violation.

8.2.2 Components leveling and description

Higure o snows the component leveling 1or tnis ramily.

FAU_ARP: Security audit automatic response

Figure 8 — FAU_ARP: Component leveling

t FAU_ARP.1 Security alarms, the TSF shall take actions in case a potential security violation is
etected.

[oPille Y

§.2.3 Management of FAU_ARP.1

—

he following actions can be considered for the management fundtions in FMT:

d) the management (addition, removal, or modification).ofactions.

§4.2.4 Audit of FAU_ARP.1

—

he following actions should be auditable if FAUSGEN Security audit data generation is includé¢d in the
P, PP-Module, functional package or ST:

law]

d) minimal: Actions taken due to potential security violations.

§.2.5 FAU_ARP.1 Security alarms

(omponent relationships

Hierarchical to: No other components.
[Jependencies: FAU_SAA.1 Potential violation analysis
HAU_ARP.1.1

The TSF shall take [assignment: list of actions] upon detection of a potential security violation.

8.3 « Security audit data generation (FAU_GEN)

8.3.1 Family behaviour

This family defines requirements for recording the occurrence of security relevant events that take
place under TSF control. This family identifies the level of auditing, enumerates the types of events that
shall be auditable by the TSF, and identifies the minimum set of audit-related information that should be
provided within various audit record types.

8.3.2 Components leveling and description

Figure 9 shows the component leveling for this family.
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FAU_GEN: Security audit data generation

Figure 9 — FAU_GEN: Component leveling

FAU_GEN.1 Audit data generation, defines the level of auditable events and specifies the list of data that
shall be recorded in each record.

In FAU_
identitie
8.3.3

The foll

a) the

8.34

The foll
PP, PP-M

a) thet

8.3.5

Component relationships

Hierarchical to: No other components)
Dependg¢ncies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1

The TS shall be able to generateaudit data of the following auditable events:

a) Stap
b) All3

aud
c) [ass
FAU_GE

GEN.2 User identity association, the TSF shall associate auditable events to individual user

S.

Management of FAU_GEN.1, FAU_GEN.2
wing actions can be considered for the management functions in FMT:

e are no management activities foreseen.

Audit of FAU_GEN.1, FAU_GEN.2

wing actions should be auditable if FAU_GEN Security audit data generation is included in thie
odule, functional package or ST:

e are no auditable events foreseen.

FAU_GEN.1 Audit data generation

t-up and shutdown of the/audit functions;

juditable events forthe [selection, choose one of: minimum, basic, detailed, not specified] level af
t

ignment: other specifically defined auditable events].

N.1.2

The TSI[ shall record within the audit data at least the following information:

a) Date and time of the auditable event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event;

b) For each auditable event type, based on the auditable event definitions of the functional components
included in the PP, PP-Module, functional package or ST, [assignment: other audit relevant
information].

8.3.6 FAU_GEN.2 User identity association

Component relationships

16
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Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1

For audit events resulting from actions of identified users, the TSF shall be able to associate each
auditable event with the identity of the user that caused the event.

8.4 Security audit analysis (FAU_SAA)

8.4.1 Family behaviour

—

his family defines requirements for automated means that analyze system activity and aydit data
boking for possible or real security violations. This analysis may work in supportof intrusion detection,
r automatic response to a potential security violation.

o =

The actions to be taken based on the detection can be specified using‘the Security audit ajitomatic
esponse (FAU_ARP) family as desired.

—

8.4.2 Components leveling and description

ol

igure 10 shows the component leveling for this family.

FAU_SAA: Security auditanalysis

Figure 10 -<FAU_SAA: Component leveling

]

h FAU_SAA.1 Potential violation(analysis, basic threshold detection on the basis of a fixed ryle set is
equired.

—

h FAU_SAA.2 Profile based anomaly detection, the TSF maintains individual profiles of systein usage,
here a profile represents'the historical patterns of usage performed by members of the profije target
roup. A profile target group refers to a group of one or more individuals who interact with [the TSF.
ach member of a-profile target group is assigned an individual suspicion rating that represgnts how
Fell that member's’current activity corresponds to the established patterns of usage representgd in the
rofile. This analysis can be performed at runtime or during a post-collection batch-mode analysis.

= o< mag < =

p—

h FAU_SAA.3 Simple attack heuristics, the TSF shall be able to detect the occurrence of slgnature
gvents-that represent a significant threat to enforcement of the SFRs. This search for signature events
may occur in real-time or during a post-collection batch-mode analysis.

In FAU_SAA.4 Complex attack heuristics, the TSF shall be able to represent and detect multi-step
intrusion scenarios. The TSF is able to compare system events (possibly performed by multiple
individuals) against event sequences known to represent entire intrusion scenarios. The TSF shall be
able to indicate when a signature event or event sequence is found that indicates a potential violation of
the enforcement of the SFRs.

8.4.3 Management of FAU_SAA.1
The following actions can be considered for the management functions in FMT:

a) maintenance of the rules by (adding, modifying, deletion) of rules from the set of rules.
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8.4.4 Management of FAU_SAA.2
The following actions can be considered for the management functions in FMT:

a) maintenance (deletion, modification, addition) of the group of users in the profile target group.

8.4.5 Management of FAU_SAA.3

The following actions can be considered for the management functions in FMT:

a) maiptenance (deletion, modification, addition) of the subset of system events.

8.4.6 Management of FAU_SAA.4
The follgwing actions can be considered for the management functions in FMT:
a) maiptenance (deletion, modification, addition) of the subset of system events;

b) maiptenance (deletion, modification, addition) of the set of sequences of system/events.

8.4.7 Audit of FAU_SAA.1, FAU_SAA.2, FAU_SAA.3, FAU_SAA.4

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) minfimal: Enabling and disabling of any of the analysis mechanisms;

b) minjimal: Automated responses performed by the tool.

8.4.8 [FAU_SAA.1 Potential violation analysis

Component relationships

Hierarchical to: No other components.
Dependé¢ncies: FAU_GEN.1 Audit data generation
FAU_SAA.1.1

=]

The TSF shall be able to apply a set of rules in monitoring the audited events and based upo
these rules indicate a potential violation of the enforcement of the SFRs.

FAU_SAA.1.2
The TSK shall enforce the following rules for monitoring audited events:

a) Accumulation or combination of [assignment: subset of defined auditable events] known to indicate
a pdtential security violation;

b) [assignment: any other rules].

8.4.9 FAU_SAA.2 Profile based anomaly detection

Component relationships

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FAU_SAA.2.1
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The TSF shall be able to maintain profiles of system usage, where an individual profile represents
the historical patterns of usage performed by the member(s) of [assignment: the profile target

groupl.
FAU_SAA.2.2

The TSF shall be able to maintain a suspicion rating associated with each user whose activity
is recorded in a profile, where the suspicion rating represents the degree to which the user's
current activity is found inconsistent with the established patterns of usage represented in the
profile.

U_SAA.2.3

he TSF shall be able to indicate a possible violation of the enforcement of the SFRs when|a user's
spicion rating exceeds the following threshold conditions [assignment: conditions undé¢r which
dnomalous activity is reported by the TSF].

§.4.10 FAU_SAA.3 Simple attack heuristics

(omponent relationships

Hierarchical to: No other components.

[Jependencies: No dependencies.

HAU_SAA.3.1

The TSF shall be able to maintain an internal representation of the following signature events

[assignment: a subset of system events] that may indicate a violation of the enforcement of the
YFRs.

HAU_SAA.3.2

The TSF shall be able to compare the signature events against the record of system [activity
discernible from an examination-.of [assignment: the information to be used to determine system
dctivity].

HAU_SAA.3.3

The TSF shall be able‘to indicate a potential violation of the enforcement of the SFRs when

<]

system event is found to match a signature event that indicates a potential violation of the
dnforcement of the SFRs.

§.4.11 FAU_SAA.4 Complex attack heuristics

(omponent relationships

Hiérarchical to: FAU_SAA.3 Simple attack heuristics
Dependencies: No dependencies.
FAU_SAA.4.1

The TSF shall be able to maintain an internal representation of the following event sequences of
known intrusion scenarios [assignment: list of sequences of system events whose occurrence are
representative of known penetration scenarios] and the following signature events [assignment: a
subset of system events] that may indicate a potential violation of the enforcement of the SFRs.

FAU_SAA.4.2
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The TSF shall be able to compare the signature events and event sequences against the record of
system activity discernible from an examination of [assignment: the information to be used to determine
system activity].

FAU_SAA.4.3

The TSF shall be able to indicate a potential violation of the enforcement of the SFRs when system
activity is found to match a signature event or event sequence that indicates a potential violation of
the enforcement of the SFRs.

8.5 Seqcurity audit review (FAU_SAR)

8.5.1 Family behaviour

This fanmily defines the requirements for tools that are made available to authorized usérs-to assist ip
the revigw of audit data.

8.5.2 [Components leveling and description

Figure 1]1 shows the component leveling for this family.

FAU_SAR: Security audit review

][] (=]

Figure 11 — FAU_SAR: Component leveling

FAU_SAR.1 Audit review, provides the capability tot‘ead information from the audit data.

FAU_SAR.2 Restricted audit review, requires that there are no other users except those that have beep
identifigd in FAU_SAR.1 Audit review that caitread the information.

FAU_SAR.3 Selectable audit review, requires audit review tools to select the audit data to be reviewed
based o1 criteria.

8.5.3 Management of FAU_SAR.1
The follgwing actions can beconsidered for the management functions in FMT:

a) maiptenance (deletion, modification, addition) of the group of users with read access right to thie
aud]t records.

8.5.4 Management of FAU_SAR.2, FAU_SAR.3

The follgwing actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

8.5.5 Audit of FAU_SAR.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) basic: Reading of information from the audit records.

20 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

8.5.6 Audit of FAU_SAR.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) basic: Unsuccessful attempts to read information from the audit records.

8.5.7 Audit of FAU_SAR.3

The following actions should be auditable if FAU GEN Security audit data generation is included in the
HP, PP-Module, functional package or ST:

d) detailed: The parameters used for the viewing.

§.5.8 FAU_SAR.1 Audit review

(omponent relationships

Hierarchical to: No other components.
[Jependencies: FAU_GEN.1 Audit data generation
HAU_SAR.1.1

The TSF shall provide [assignment: authorized users}swith the capability to read [assignment:
Ilist of audit information] from the audit data.

HAU_SAR.1.2

The TSF shall provide the audit data in_a“manner suitable for the user to interpret the
ipformation.

4.5.9 FAU_SAR.2 Restricted audit review

(omponent relationships

Hierarchical to: No other components.

[Jependencies: FAU_SAR.1 Audit review

HAU_SAR.2.1

The TSF shall prohibit all users read access to the audit data, except those users that hayve been

ranted explicit read access.

aQ

§.5.10-_FAU_SAR.3 Selectable audit review

Hierarchical to: No other components
Dependencies: FAU_SAR.1 Audit review
FAU_SAR.3.1

The TSF shall provide the ability to apply [assignment: methods of selection and/or ordering] of
audit data based on [assignment: criteria with logical relations].
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8.6 Security audit event selection (FAU_SEL)

8.6.1 Family behaviour

This family defines requirements to select the set of events to be audited during TOE operation from
the set of all auditable events.

8.6.2 Components leveling and description

Figure l[Zshows the component levellng 1or tnis ramily.

FAU_SEL: Security audit event selection

Figure 12 — FAU_SEL: Component leveling

FAU_SEL.1 Selective audit, requires the ability to select the set of events to be audited from the set of a
auditable events, identified in FAU_GEN.1 Audit data generation, based upon attribltes to be specifie
by the apithor of a PP, PP-Module, functional package or ST.

| wpy e

8.6.3 Management of FAU_SEL.1
The follgwing actions can be considered for the management functions in FMT:

a) maiptenance of the rights to view/modify the audit data.

8.6.4 Audit of FAU_SEL.1

The follpwing actions should be auditable if FAU_GEN-Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) minfimal: All modifications to the audit configuration that occur while the audit collection functionfs
are pperating.

8.6.5 [FAU_SEL.1 Selective audit

Component relationships

Hierarchical to: No other components.

Dependé¢ncies: FAU_GEN.1 Audit data generation
FMT_MTD.1 Management of TSF data

FAU_SEL.1.1

The TSE shall be able to select the set of events to be audited from the set of all auditable eventis
based on-the following attributes:

a) [selection: object identity, user identity, subject identity, host identity, event type]

b) [assignment: list of additional attributes that audit selectivity is based upon)]
8.7 Security audit data storage (FAU_STG)

8.7.1 Family behaviour

This family defines the requirements for the TSF to be able to create and maintain a secure audit trail.
Stored audit data refers to those data stored within an audit trail, and not to any audit data that has
been retrieved (to temporary storage) through selection.

22 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

8.7.2 Components leveling and description

Figure 13 shows the component leveling for this family.

FAU_STG: Security audit event storage

ol

AU_STG.1 Audit data storage location, requires that the storage location(s) for audit data be sy

HAU_STG.2 Protected audit data storage, requires that protections are placed on the'audit dat
He protected from unauthorized deletion and/or modification.

ol

AU_STG.3 Guarantees of audit data availability, specifies the guarantees that the TSF maintd
he audit data given the occurrence of an undesired condition.

Tt

AU_STG.4 Action in case of possible audit data loss specifies actions_to be taken if a threshol,
stored audit data is exceeded.

HAU_STG.5 Prevention of audit data loss specifies actions to bé taken in the case that audit datd
i full.

§8.7.3 Management of FAU_STG.1
The following actions can be considered for the nianhagement functions in FMT:

d) maintenance of remote audit storage locations.

§4.7.4 Management of FAU_STG.2
The following actions can be congidered for the management functions in FMT:

d) there are no managemenfiactivities foreseen.

§4.7.5 Management of FAU_STG.3
The following actionis/can be considered for the management functions in FMT:

d) maintenance’/of the parameters that control the audit data storage capability.

§4.7.6 _Management of FAU_STG.4

—

he‘following actions can be considered for the management functions in FMT:

ecified.

. It will

ins over

d on the

storage

a) maintenance (deletion, modification, addition) of actions to be taken in case of imminent audit data

storage failure.

8.7.7 Management of FAU_STG.5

The following actions can be considered for the management functions in FMT:

a) maintenance (deletion, modification, addition) of actions to be taken in case of audit data storage

failure.
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8.7.8 Audit of FAU_STG.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) basic: Changes in the location of remote audit data storage.

8.7.9 Audit of FAU_STG.2, FAU_STG.3

The following actions should be auditable if FAU GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

8.7.10 Audit of FAU_STG.4

The follpwing actions should be auditable if FAU_GEN Security audit data generation iS)included in thie
PP, PP-Module, functional package or ST:

a) basic: Actions taken due to exceeding of a threshold.

8.7.11 Audit of FAU_STG.5

The follpwing actions should be auditable if FAU_GEN Security audit{ata generation is included in thie
PP, PP-Module, functional package or ST:

a) Dbasic: Actions taken due to the audit data storage failure;

8.7.12 FAU_STG.1 Audit data storage location

Component relationships

Hierarchical to: No other compenents.

Dependé¢ncies: FAU_GEN.1{Audit data generation
FTP_ITG.1 Inter-TSF trusted channel

FAU_ST(.1.1

o~

The TSF shall be able to'store generated audit data on the [selection: TOE itself, transm
the genprated audit data.to an external IT entity using a trusted channel according to FTP_ITC,
[assignment: other storage location(s)].]

El

8.7.13 FAU_STG:2 Protected audit data storage

Component rfelationships

Hierarclrcatto: Noothercomporments:
Dependencies: FAU_GEN.1 Audit data generation
FAU_STG.2.1

The TSF shall protect the stored audit data in the audit trail from unauthorized deletion.
FAU_STG.2.2

The TSF shall be able to [selection, choose one of: prevent, detect] unauthorized modifications to
the stored audit data in the audit trail.
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8.7.14 FAU_STG.3 Guarantees of audit data availability

Component relationships

Hierarchical to: FAU_STG.2 Protected audit data storage
Dependencies: FAU_GEN.1 Audit data generation
FAU_STG.3.1

1

R

]
R
T

8
(

R
1

he TSF shall protect the stored audit data in the audit trail from unauthorized deletion.
AU_STG.3.2

he TSF shall be able to [selection, choose one of: prevent, detect] unauthorized modificatior
tored audit data in the audit trail.

AU_STG.3.3

he TSF shall ensure that [assignment: metric for saving audit data] stored audit datal
haintained when the following conditions occur: [selection: agudit data storage exh
hilure, attack].

.7.15 FAU_STG.4 Action in case of possible audit data loss

omponent relationships

ierarchical to: No other components.

ependencies: FAU_STG.2 Protected audit data storage

AU_STG.4.1

he TSF shall [assignment: actions to be taken in case of possible audit data storage failur

dudit data storage exceeds [assignment: pre-defined limit)].

.7.16 FAU_STG.5 Prevention of audit data loss

omponent relationships

ierarchical to: FAU_STG.4 Action in case of possible audit data loss

ependencies: FAU_STG.2 Protected audit data storage
FAU_GEN.1 Audit data generation

AU_STG:51

1s to the

will be
austion,

re] if the

n by the

a

he TSF shall [selection: ignore audited events, “prevent audited events, except those take

”

t: other

actions to be taken in case of audit storage failure and conditions for the actions] if the audit data

S

torage is full.

9 (lass FCO: Communication

9.1 C(lass description

This class provides two families specifically concerned with assuring the identity of a party
participating in a data exchange. These families are related to assuring the identity of the originator
of transmitted information (proof of origin) and assuring the identity of the recipient of transmitted
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information (proof of receipt). These families ensure that an originator cannot deny having sent the
message, nor can the recipient deny having received it. Figure 14 shows the decomposition of the class.

Figure 14 shows the decomposition of this class, it’s families and components. Elements are not shown
in the figure.

Annex D provides explanatory information for this class and should be consulted when using the
components identified in this class.

9.2 N¢n-repudiation of origin (FCO_NRO)

9.2.1

Non-rep
sent the

receivesinformation during a data exchange is providedwith evidence of the origin of the information.

This evi

9.2.2

Figure 1|5 shows the component leveling forthis family.

FCO_NR

evidenc¢ of the origin efinformation.

FCO_NR
transmi

9.2.3

ECO-Communication

—| FCO_NRO: Non-repudiation of origin
—| FCO_NRR: Non-repudiation of receipt |—

Figure 14 — FCO: Communication class decomposition

Family behaviour

udiation of origin ensures that the originator of inforimation cannot successfully deny havinlg
information. This family requires that the TSF proyvide a method to ensure that a subject th3

(s

lence can then be verified by either this subject or other subjects.

Components leveling and description

| FCO_NRO: Non-repudiation of origin

Figure’l5 — FCO_NRO: Component leveling

(s

D.1 Selective proof.oforigin, requires the TSF to provide subjects with the capability to reques

D.2 Enforced"proof of origin, requires that the TSF always generate evidence of origin fq
fted infermation.

—

Management of FCO_NRO.1, FCO_NRO.2

The following actions can be considered for the management functions in FMT:

a) the

management of changes to information types, fields, originator attributes and recipients of

evidence.

9.2.4

Audit of FCO_NRO.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: The identity of the user who requested that evidence of origin would be generated;
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b) minimal: The invocation of the non-repudiation service;

c) basic: Identification of the information, the destination, and a copy of the evidence provided;

d) Ddetailed: The identity of the user who requested a verification of the evidence.

9.2.5 Audit of FCO_NRO.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Module, functional package or ST:

d) minimal: The invocation of the non-repudiation service;
h) basic: Identification of the information, the destination, and a copy of the evidence,provide

d detailed: The identity of the user who requested a verification of the evidence:

9.2.6 FCO_NRO.1 Selective proof of origin

(omponent relationships

[ Ml

vidence applies.

HCO_NRO.1.3

|

he TSF shall provide ‘a_capability to verify the evidence of origin of information to [se
riginator, recipient, Jassignment: list of third parties]] given [assignment: limitations
vidence of origin)

O

9.2.7 FCO_NRO.2 Enforced proof of origin

(omponent relationships

Hierarchical to: No other components.

[Jependencies: FIA_UID.1 Timing of identification

HCO_NRO.1.1

The TSF shall be able to generate evidence of.origin for transmitted [assignment
information types] at the request of the [selection: originator, recipient, [assignment: list|
parties]].

HCO_NRO.1.2

The TSF shall be able to relate the-[assignment: list of attributes] of the originator

e list of
of third

of the

hformation, and the [assignment: list of information fields] of the information to which the

lection:
on the

Hierarchical to: FCO_NRO.1 Selective proof of origin
Dependencies: FIA_UID.1 Timing of identification
FCO_NRO.2.1

The TSF shall enforce the generation of evidence of origin for transmitted [assignment: list of

information types] at all times.

FCO_NRO.2.2

The TSF shall be able to relate the [assignment: list of attributes] of the originator of the information,

and the [assignment: list of information fields] of the information to which the evidence applies.

FCO_NRO.2.3
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The TSF shall provide a capability to verify the evidence of origin of information to [selection: originator,
recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence of origin].

9.3 Non-repudiation of receipt (FCO_NRR)

9.3.1 Family behaviour

Non-repudiation of receipt ensures that the recipient of information cannot successfully deny receiving
the information. This family requires that the TSF provide a method to ensure that a subject that
transmifs information during a data exchange is provided with evidence of receipt of the information.
This eviflence can then be verified by either this subject or other subjects.

9.3.2 [Components leveling and description

Figure 1|6 shows the component leveling for this family.

| FCO_NRR: Non-repudiation of receipt

Figure 16 — FCO_NRR: Component leveling

(s

FCO_NRR.1 Selective proof of receipt, requires the TSF to provide subjéots with a capability to requeg
evidenc¢ of the receipt of information.

FCO_NRR.2 Enforced proof of receipt, requires that the TSF.always generate evidence of receipt fo
received information.

—

9.3.3 Management of FCO_NRR.1, FCO_NRR.2
The follgwing actions can be considered for the mahagement functions in FMT:

a) the |management of changes to information types, fields, originator attributes and third-party
recipients of evidence.

9.3.4 Audit of FCO_NRR.1

The follpwing actions should be-auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minfimal: The identity ‘efthe user who requested that evidence of receipt would be generated;
b) minfimal: The inyocdtion of the non-repudiation service;
c) basic: Identification of the information, the destination, and a copy of the evidence provided;

d) detgiled: The identity of the user who requested a verification of the evidence.

9.3.5 Audit of FCO_NRR.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: The invocation of the non-repudiation service;
b) basic: Identification of the information, the destination, and a copy of the evidence provided;

c) detailed: The identity of the user who requested a verification of the evidence.
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9.3.6 FCO_NRR.1 Selective proof of receipt

Component relationships

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FCO_NRR.1.1

The TSF shall be able to generate evidence of receipt for received [assignment: list of infofmation
ypes] at the request of the [selection: originator, recipient, [assignment: list of third parties]].

o~

HCO_NRR.1.2

The TSF shall be able to relate the [assignment: list of attributes] of thé-recipient of the
hformation, and the [assignment: list of information fields] of the information to which the
vidence applies.

[ Tt

KHCO_NRR.1.3

|

he TSF shall provide a capability to verify the evidence of receipt of information to [sdlection:
riginator, recipient, [assignment: list of third parties]] given [assignment: limitationg on the
vidence of receipt].

Qo

9.3.7 FCO_NRR.2 Enforced proof of receipt

(omponent relationships

Hierarchical to: FCO_NRR.1 Selective proof of receipt

[Jependencies: FIA_UID.1 Timing of identification

HCO_NRR.2.1

The TSF shall enforce the generation of evidence of receipt for received [assignment: list of infarmation
types] at all times.

HCO_NRR.2.2

The TSF shall be able to)relate the [assignment: list of attributes] of the recipient of the information, and
the [assignment: listof information fields] of the information to which the evidence applies.
HCO_NRR.2.3

The TSF shall provide a capability to verify the evidence of receipt of information to [sglection:

(@)

riginatory recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence of
pceipt].

~

10 Class FCS: Cryptographic support

10.1 Class description

The TSF may employ cryptographic functionality to help satisfy several high-level security objectives.
These include, but are not limited to: identification and authentication, non-repudiation, trusted path,
trusted channel, and data separation. This class is used when the TOE implements cryptographic
functions, the implementation of which can be in hardware, firmware and/or software.

The FCS: Cryptographic support class is composed of four families.
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Figure 17 shows the decomposition of this class, it’s families and components. Elements are not shown
in the figure.

Annex E provides explanatory information for this class and should be consulted when using the
components identified in this class.

FCS: Cryptographic support

— FCS_CKM: Cryptographic key management

— FCS_COP: Cryptographic operation

B WERHE

[~] [=]

o]

— FCS_RBG: Random bit generation

o] [] [+]

g

—| FCS_RNG: Random number generation

Figure 17 — FCS: Cryptographic support class decomposition

10.2 Cryyptographic key management (FCS_CKM)

10.2.1 Family behaviour

t

Cryptographic keys mustbe managed throughout their life cycle. This family is intended to suppor
that life¢ycle and conSequently defines requirements for the following activities:

— cryptographickey generation;

— cryptographic key distribution;

— Cl"yPtugl aphi\, }\c_y dCCESSs;
— cryptographic key derivation;
— timing and event of cryptographic key destruction.

This family should be included whenever there are functional requirements for the management of
cryptographic keys.

10.2.2 Components leveling and description

Figure 18 shows the component leveling for this family.
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FCS_CKM: Cryptographic key management

Figure 18 — FCS_CKM: Component Ieveling

1

CS_CKM.1 Cryptographic key generation, requires cryptographic keys to be generated |in acq
Uith a specified algorithm and key sizes which can be based on an assigned standard,

<

=1

CS_CKM.2 Cryptographic key distribution, requires cryptographic keys to be distributed in acq
bith a specified distribution method which can be based on an assigned standard.

<

v w]

CS_CKM.3 Cryptographic key access requires access to cryptographic-keys to be perfo
ccordance with a specified access method which can be based on ansassigned standard.

jo5)

HCS_CKM.5 Cryptographic key derivation, requires that the metheds, standards, and param
ey-derivation are specified.

CS_CKM.6 Timing and event of cryptographic key destruction, requires cryptographic
e destroyed in accordance with specified destruction methods which can be based on an
standard.

OTE Previous editions of this document specified FCS_CKM.4 which has been deprecated in th

this document. In order to preserve consistengy when applying different editions of this docu
cpmponent number has not been re-used.

0.2.3 Management of FCS_CKM.1, FCS-CKM.2, FCS_CKM.3, FCS_CKM.5, CKM.6
he following actions can be considered for the management functions in FMT:

there are no managementactivities foreseen.

0.2.4 Audit of FCS_CKM!1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.5, CKM.6

he following actientSshould be auditable if FAU_GEN Security audit data generation is includg
P, PP-Module, furictional package or ST:

minimali,Success and failure of the activity;

basiexThe object attribute(s), and object value(s) excluding any sensitive information.

022(E)

ordance
ordance
rmed in
bters for

keys to
hssigned

s edition
nent, the

bd in the

0:2.5 FCS_CKM.1 Cryptographic key generation

Component relationships

Hierarchical to: No other components.
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Dependencies: [FCS_CKM.2 Cryptographic key distribution, or FCS_CKM.5 Cryptograph-
ic key derivation, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.3 Cryptographic key access
[FCS_RBG.1 Random bit generation, or
FCS_RNG.1 Generation of random numbers]
FCS_CKM.6 Timing and event of cryptographic
key destruction

FCS_CKM:1:1

The TSF shall generate cryptographic keys in accordance with a specified cryptographic ke
generatiion algorithm [assignment: cryptographic key generation algorithm] and specifie
cryptographic key sizes [assignment: cryptographic key sizes] that meet the following
[assignment: list of standards].

T e

10.2.6 FCS_CKM.2 Cryptographic key distribution

Component relationships

Hierarchical to: No other components.

Dependé¢ncies: [FDP_ITC.1 Import of user data without security
attributes, or

FDP_ITC.2 Import of user data with Security
attributes, or

FCS_CKM.1 Cryptographic keypgeneration or
FCS_CKM.5 Cryptographickey derivation]
FCS_CKM.3 Cryptographic key access

FCS_CKM.2.1

The TSF shall distribute cryptographic keys in accordance with a specified cryptographlt
key distribution method [assignmentieryptographic key distribution method] that meets th
following: [assignment: list of standards].

10.2.7 FCS_CKM.3 Cryptographic Key access

Component relationships

Hierarclical to: No other components.

Dependé¢ncies: [FDP_ITC.1 Import of user data without security
attributes, or

FDP_ITC.2 Import of user data with security
attributes, or

ECS_CKM 1 Cryptaographic key generation or

FCS_CKM.5 Cryptographic key derivation]

FCS_CKM.3.1

The TSF shall perform [assignment: type of cryptographic key access] in accordance with a
specified cryptographic key access method [assignment: cryptographic key access method] that
meets the following: [assignment: list of standards].

10.2.8 FCS_CKM.4 Cryptographic key destruction

The component has been deprecated. See FCS_CKM.6 Timing and event of cryptographic key destruction
instead.
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10.2.9 FCS_CKM.5 Cryptographic key derivation

Component relationships

Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.6 Timing and event of cryptographic key

destruction

v |

CS_CKM.5.1

he TSF shall derive cryptographic keys [assignment: key type] from [assignment: input
arameters] in accordance with a specified key derivation algorithm [assignment: key defivation
Igorithm] and specified cryptographic key sizes [assignment: list of key,sizes] that meet the
pllowing: [assignment: list of standards].

Lo W W o |

NOTE See E.2.6. for information on using this component.

10.2.10FCS_CKM.6 Timing and event of cryptographic key destruction

(omponent relationships

Hierarchical to: No other components.

Jependencies: [FDP_ITC.1 Import of user.data without security
attributes, or

FDP_ITC.2 Import ofuser data with security
attributes, or

FCS_CKM.1 Cryptographic key generation]

HCS_CKM.6.1

|

he TSF shall destroy [assignment: list of cryptographic keys (including keying material)]
vhen [selection: no longer needed, [assignment: other circumstances for key or keying material
estruction]].

o, <

KCS_CKM.6.2

The TSF shall destroy cryptographic keys and keying material specified by FCS_CKM.6.1 in
ccordance with-a'specified cryptographic key destruction method [assignment: cryptdgraphic
ey destructionmethod] that meets the following: [assignment: list of standards].

0.3 Cryptographic operation (FCS_COP)

0:3,1 Family behaviour

In order for a cryptographic operation to function correctly, the operation shall be performed in
accordance with a specified algorithm and with a cryptographic key of a specified size. This family
should be included whenever there are requirements for cryptographic operations to be performed.

Typical cryptographic operations include data encryption and/or decryption, digital signature
generation and/or verification, cryptographic checksum generation for integrity and/or verification
of checksum, secure hash (message digest), cryptographic key encryption and/or decryption, and
cryptographic key agreement.

10.3.2 Components leveling and description

Figure 19 shows the component leveling for this family.
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| FCS_COP: Cryptographic operation

Figure 19 — FCS_COP: Component leveling

FCS_COP.1 Cryptographic operation, requires a cryptographic operation to be performed in accordance
with a specified algorithm and with a cryptographic key of specified sizes. The specified algorithm and
cryptographic key sizes can be based on an assigned standard.

10.3.3 Management of FCS_COP.1
The follgwing actions can be considered for the management functions in FCS:

a) theile are no management activities foreseen.

10.3.4 MAudit of FCS_COP.1

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) minfimal: Success and failure, and the type of cryptographic operation;

b) basic: Any applicable cryptographic mode(s) of operation, subject attributes and object attributes

10.3.5 FCS_COP.1 Cryptographic operation

Component relationships

Hierarchical to: No other components.

Dependg¢ncies: [FDP_ITC.1 Import of-user data without security
attributes, or

FDP_ITC.2 Import of user data with security
attributes, or

FCS_CKM:1 Cryptographic key generation, or
FCS_CKM.5 Cryptographic key derivation]
FCS.\CKM.3 Cryptographic key access

FCS_COP.1.1

The TSF shall perform)[assignment: list of cryptographic operations] in accordance with p
specifigqd cryptographic algorithm [assignment: cryptographic algorithm] and cryptographi
key sizes [assignment: cryptographic key sizes] that meet the following: [assignment: list qf
standands].

9]

10.4 R;Imdom bit generation (FCS_RBG)

10.4.1 Family behaviour

Components in this family address the requirements for random bit/number generation.

10.4.2 Components leveling and description

Figure 20 shows the component leveling for this family.
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FCS_RBG: Random bit generation

= <

(ollle | — T

o =

vl

=

—e

—

=

Figure 20 — FCS_RBG: Component leveling

CS_RBG.1 Random bit generation (RBG) requires random bit generation to be perférmed in acd
Vith selected standards. It also specifies whether the initial seeding is done via an-internal or
oise source, as well as when and how an RBG’s state is updated.

CS_RBG.2 Random bit generation (external seeding) gives requirements-for seeding by an
butside the TOE) entropy source.

CS_RBG.3 Random bit generation (internal seeding - single squrce) gives requirements for
sing a TSF entropy source.

CS_RBG.4 Random bit generation (internal seeding - multiple sources) gives requirements for
sing multiple TSF entropy sources.

CS_RBG.5 Random bit generation (combining noisé sources) gives requirements for co
hultiple entropy sources (multiple internal sources;internal and external).

CS_RBG.6 Random bit generation service reguires random numbers to be supplied over an
hterface as a service to other entities.

0.4.3 Management of FCS_RBG.1, FES_RBG.2, FCS_RBG.3, FCS_RBG.4, FCS_RBG.5, FCS_RBG.

he following actions can be considered for the management functions in FMT:

there are no managementactivities foreseen.

0.4.4 Audit of FCS_RBG.1, FCS_RBG.2

he following actions should be auditable if FAU_GEN Security audit data generation is includg
P, PP-Modulejpfunctional package or ST:

minimal: Failure of the randomization process, failure to initialize or reseed (as supportg
technoelogy).

ordance
external

external

seeding

seeding

mbining

external

bd in the

d by the

1

02.5 Audit of FCS_RBG.3, FCS_RBG.4, FCS_RBG.5, FCS_RBG.6

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

10.4.6 FCS_RBG.1 Random bit generation (RBG)

Component relationships

Hierarchical to: No other components.
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Dependencies: [FCS_RBG.2 Random bit generation (external
seeding), or
FCS_RBG.3 Random bit generation (internal
seeding - single source)]
FPT_FLS.1 Failure with preservation of secure
state
FPT_TST.1 TSF self-testing

FCS_RBG.1.1

D]

The TSF shall perform deterministic random bit generation services using [assignment: RB
algorithm] in accordance with [assignment: list of standards] after initialization with a seed,

FCS_RB[:.1.2

The TSK shall use a [selection: TSF noise source [assignment: name of noise sourcel, TSF interfag
for seedling] for initialized seeding.

3

FCS_RB[.1.3

o bl

using a [selection: TSF noise source [assignment: name of noise source], TSF interface for seeding
in the fgllowing situations: [selection:

The TS}shall update the RBG state by [selection: reseeding, uninstantiating and re-instantiating
— never;

— on demand;

— on the condition: [assignment: condition];

— aftdr [assignment: time]]

in accoridance with [assignment: list of standards)|.

10.4.7 FCS_RBG.2 Random bit generation (external seeding)

Component relationships

Hierarchical to: No-other components.
Dependg¢ncies: ECS_RBG.1 Random bit generation (RBG)
FCS_RB[.2.1

The TSK shall be able to accept a minimum input of [assignment: minimum input length greate
than zero] from‘a TSF interface for the purpose of seeding.

~

10.4.8 FCS_RBG.3 Random bit generation (internal seeding - single source)

Component relationships

Hierarchical to: No other components.
Dependencies: FCS_RBG.1 Random bit generation (RBG)
FCS_RBG.3.1

The TSF shall be able to seed the RBG using a [selection: choose one of: TSF software-based noise
source, TSF hardware-based noise source][assignment: name of noise source] with a minimum of
[assignment: number of bits] bits of min-entropy.
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10.4.9 FCS_RBG.4 Random bit generation (internal seeding - multiple sources)

Component relationships

Hierarchical to: No other components.

Dependencies: FCS_RBG.1 Random bit generation (RBG)
FCS_RBG.5 Random bit generation (combining
noise sources)

HCS_RBG.4.1

—]

he TSF shall be able to seed the RBG using [selection: [assignment: number] TSF softwar
oise source(s), [assignment: number] TSF hardware-based noise source(s)].

=

10.4.10FCS_RBG.5 Random bit generation (combining noise sources)

(omponent relationships

Hierarchical to: No other components.

[Jependencies: FCS_RBG.1 Random bit generation (RBG)
[FCS_RBG.2 Random bit generation [external
seeding), or

FCS_RBG.3 Random bit genefation (internal
seeding - single source), or.

FCS_RBG.4 Random bit generation (internal
seeding - multiple soutces)]

HCS_RBG.5.1

he TSF shall [assignment: combining operation] [selection: output from TSF noise s
hput from TSF interface(s) for seeding)] to create the entropy input into the derivation
s defined in [assignment: list of standards], resulting in a minimum of [assignment: nu
its] bits of min-entropy.

O Q) N e

10.4.11FCS_RBG.6 Random bit generation service

(omponent relationships

Hierarchical to: No other components.
Jependencies FCS_RBG.1 Random bit generation (RBG)
HCS_RBG.6'1

e-based

urce(s),
nction
mber of

e type]]

The ‘TSF shall provide a [selection: hardware, software, [assignment: other interfac
available as a service to entities outside of the TOE.

10.5 Generation of random numbers (FCS_RNG)

10.5.1 Family behaviour

(RBG),

This family defines quality requirements for the generation of random numbers which are intended to

be use for cryptographic purposes.
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10.5.2 Components leveling and description

Figure 21 shows the component leveling for this family.

| FCS_RNG: Random number generation

Figure 21 — FCS_RNG: Component leveling

FCS_RNG.1 Random number generation requires that random numbers meet a defined quality metric.

10.5.3
The foll

a) ther

10.5.4

The foll
PP, PP-M

a) thet

10.5.5

Component relationships

Hierarclical to: No other components.

Dependé¢ncies: No dependencies.

FCS_RN[G.1.1

The TSF shall provide a [selection: physical, non-physical true, deterministic, hybrid physical,

Management of FCS_RNG.1
wing actions can be considered for the management functions in FCS_RNG.1:

e are no management activities foreseen.

Audit of FCS_RNG.1

wing actions should be auditable if FAU_GEN Security audit data generation is included in thie
odule, functional package or ST:

e are no actions defined to be auditable.

FCS_RNG.1 Random number generation

hybrid

capabilities].
FCS_RN[G.1.2

The TSH shall provide [sel€ction: bits, octets of bits, numbers [assignment: format of the numbers}
that meget [assignment;@defined quality metric].

11 Claps FDP{User data protection

11.1 Class description

eterministic] random number generator that implements: [assignment: list of security

e

This class contains families specifying requirements related to protecting user data. FDP: User data
protection is split into four groups of families (listed below) that address user data within a TOE, during
import, export, and storage as well as security attributes directly related to user data.

The fam

ilies in this class are organized into four groups:

a) user data protection SFPs:

38

Access control policy (FDP_ACC);
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Information flow control policy (FDP_IFC).

Components in these families permit the author of a PP, PP-Module, functional package or ST to
name the user data protection SFPs and define the scope of control of the policy, necessary to
address the security objectives. The names of these policies are meant to be used throughout
the remainder of the functional components that have an operation that calls for an assignment
or selection of an "access control SFP" or an "information flow control SFP". The rules that
define the functionality of the named access control and information flow control SFPs will
be defined in the Access control functions (FDP_ACF) and Information flow control functions

(EDP_TFF) families (respectively)

—- g

h) forms of user data protection:

Access control functions (FDP_ACF);
Information flow control functions (FDP_IFF);
Internal TOE transfer (FDP_ITT);

Information Retention Control (FDP_IRC)
Residual information protection (FDP_RIP);
Rollback (FDP_ROL);

Stored data confidentiality (FDP_SDC);

Stored data integrity (FDP_SDI).

d off-line storage, import and export:

Data authentication (FDP_DAU);
Export from the TOE (FDP_ETC);
Import from outside of the TOE (FDP_ITC).

Components in these families address the trustworthy transfer into or out of the TOE.

d) inter-TSF communication:

Inter-TSF user-data confidentiality transfer protection (FDP_UCT);
Inter-TSE-user data integrity transfer protection (FDP_UIT).

Components in these families address communication between the TSF of the TOE and|
trusted IT product.

igure-22 shows the decomposition of this class, it’s families and components. Elements are nd
n the figure.

another

t shown

nnex I provides explanatory information for this class and should be consulted when using the
components identified in this class.
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FDP: User data protection

FDP_ACC: Access control policy

FDP_ACF: Access control functions I—.
FDP_DAU: Data authentication
=1

FDP_ETC: Export from the TOE

FDP_IFC: Information flow control policy

FDP_IFF: Information flow control functions

FDP_IRC: Information retention control

FDP_ITC: Import from outside of the TOE

FDP_ITT: Internal TOE transfer

FDP_RIP: Residual information protection

] [~]

FDP_ROL; Rollback

oot L L1l LL1

FDP_SDC: Stored data confidentiality

FDP_SDI: Stored data integrity

FDP-UCT: Inter-TSF user data confidentiality
transfer protection

FDP_UIT: Inter-TSF user data integrity
transfer protection

Figure 22 — FDP: User data protection class decomposition

11.2 Access control policy (FDP_ACC)

11.2.1 Family behaviour

This family identifies the access control SFPs (by name) and defines the scope of control of the policies
that form the identified access control portion of the SFRs related to the SFP. This scope of control is
characterized by three sets: the subjects under control of the policy, the objects under control of the
policy, and the operations among controlled subjects and controlled objects that are covered by the
policy. The criteria allow multiple policies to exist, each having a unique name. This is accomplished
by iterating components from this family once for each named access control policy. The rules that
define the functionality of an access control SFP will be defined by other families such as Access
control functions (FDP_ACF) and Export from the TOE (FDP_ETC). The names of the access control SFPs

40 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

identified here in Access control policy (FDP_ACC) are meant to be used throughout the remainder of
the functional components that have an operation that calls for an assignment or selection of an “access
control SFP.”

11.2.2 Components leveling and description

Figure 23 shows the component leveling for this family.

| FDP_ACC: Access control policy

Figure 23 — FDP_ACC: Component leveling

vl

DP_ACC.1 Subset access control, requires that each identified access control SFP be in.place for|a subset
f the possible operations on a subset of the objects in the TOE.

o

v w]

DP_ACC.2 Complete access control, requires that each identified access control SFP cover all oplerations
n subjects and objects covered by that SFP. It further requires that all objeCts and operations pfotected
y the TSF are covered by at least one identified access control SFP.

jonlle)

11.2.3 Management of FDP_ACC.1, FDP_ACC.2

—]

he following actions can be considered for the managementfunctions in FMT:

d) there are no management activities foreseen.

11.2.4 Audit of FDP_ACC.1, FDP_ACC.2

—]

he following actions should be auditable if FAU_GEN Security audit data generation is includg¢d in the
P, PP-Module, functional package or ST:

law]

a) there are no auditable events foreseén.

11.2.5 FDP_ACC.1 Subset access-control

(omponent relationships

Hierarchical to: No other components.

[Jependencies: FDP_ACF.1 Security attribute-based access control

HDP_ACC.1.1

The TSF shall enforce the [assignment: access control SFP] on [assignment: list of subjects,|objects,

S

nd operations among subjects and objects covered by the SFP].

11:2.6 FDP_ACC.2 Complete access control

Component relationships

Hierarchical to: FDP_ACC.1 Subset access control
Dependencies: FDP_ACF.1 Security attribute-based access control
FDP_ACC.2.1

The TSF shall enforce the [assignment: access control SFP] on [assignment: list of subjects and objects]
and all operations among subjects and objects covered by the SFP.

FDP_ACC.2.2
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The TSF shall ensure that all operations between any subject controlled by the TSF and any
object controlled by the TSF are covered by an access control SFP.

11.3 Access control functions (FDP_ACF)

11.3.1 Family behaviour

This family describes the rules for the specific functions that can implement an access control policy
named in Access control policy (FDP_ACC). Access control policy (FDP_ACC) specifies the scope of
control ¢f the policy.

11.3.2 Components leveling and description

Figure 24 shows the component leveling for this family.

| FDP_ACF: Access control functions

Figure 24 — FDP_ACF: Component leveling

This fanmily addresses security attribute usage and characteristics of policies. The component withi
this fanjily is meant to be used to describe the rules for the functiéh that implements the SFP a
identifigd in Access control policy (FDP_ACC). The author of a PP, PR<Module, functional package or S
may als¢ iterate this component to address multiple policies in the FOE.

S wn =

o

FDP_ACK.1 Security attribute-based access control allows¢the TSF to enforce access control base
upon se¢urity attributes and named groups of attributes. Earthermore, the TSF may have the ability t
explicitlly authorize or deny access to an object based upon security attributes.

[=}

11.3.3 Management of FDP_ACF.1
The follgwing actions can be considered for the management functions in FMT:

a) marjaging the attributes used to makejexplicit access or denial-based decisions.

11.3.4 Audit of FDP_ACF.1

The follpwing actions should/be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) minfimal: Successfulyréquests to perform an operation on an object covered by the SFP;
b) basic: All requests to perform an operation on an object covered by the SFP;

c) detdiled:The specific security attributes used in making an access check.

11.3.5 EDP_ACE1 melrify attribute-based access control

Component relationships

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute

FDP_ACF.1.1
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The TSF shall enforce the [assignment: access control SFP] to objects based on the following:
[assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-
relevant security attributes, or named groups of SFP-relevant security attributes].

FDP_ACF.1.2

The TSF shall enforce the following rules to determine if an operation among controlled subjects
and controlled objects is allowed: [assignment: rules governing access among controlled subjects
and controlled objects using controlled operations on controlled objects].

HDP_ACUF.1.3

The TSF shall explicitly authorize access of subjects to objects based on the following'additional
ules: [assignment: rules, based on security attributes, that explicitly authorize access of subjects
p objects].

o =

HDP_ACF.1.4

|

he TSF shall explicitly deny access of subjects to objects based on thefollowing additional rules:
[assignment: rules, based on security attributes, that explicitly deny.access of subjects to opjects].

11.4 Data authentication (FDP_DAU)

=

1.4.1 Family behaviour

ata authentication permits an entity to accept responsibility for the authenticity of informatjon. This
hmily provides a method of providing a guarantee of\the validity of a specific unit of data thdt can be
ubsequently used to verify that the information content has not been forged or fraudulently npodified.
h contrast to FAU: Security audit, this family is inténded to be applied to "static" data rather than data
hat is being transferred.

= W =h =

11.4.2 Components leveling and description

ol

igure 25 shows the component leveling for this family.

| FDP_DAU: Data authentication

Figure 25 — FDP_DAU: Component leveling
HDP_DAU.1 Basic/Data Authentication, requires that the TSF is capable of generating a guarpntee of
authenticity of the information content of objects.

HDP_DAU,2.Data Authentication with Identity of Guarantor additionally requires that the TSF i capable
df establishing the identity of the subject who provided the guarantee of authenticity.

14,3 Management of FDP_DAU.1, FDP_DAU.2

The following actions can be considered for the management functions in FMT:

a) the assignment or modification of the objects for which data authentication may apply can be
configurable.

11.4.4 Audit of FDP_DAU.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Successful generation of validity evidence;
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b) basic: Unsuccessful generation of validity evidence;

c) detailed: The identity of the subject that requested the evidence.

11.4.5 Audit of FDP_DAU.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Successful generation of validity evidence;

b) Bbapic: Unsuccessful generation of validity evidence;
c) detdiled: The identity of the subject that requested the evidence;

d) detgiled: The identity of the subject that generated the evidence.

11.4.6 FDP_DAU.1 Basic Data Authentication

Component relationships

ical to: No other components.

ncies: No dependencies.

1.1

shall provide a capability to generate evidence‘that can be used as a guarantee of the
of [assignment: list of objects or information typeés].

1.2

shall provide [assignment: list of subjects] with the ability to verify evidence of the
of the indicated information.

DP_DAU.2 Data Authentication with Identity of Guarantor

ent relationships

Hierarclhical to: FDP_DAU.1 Basic Data Authentication

Dependé¢ncies: FIA_UID.1 Timing of identification

FDP_DAU.2.1

The TSF|shall provide a capability to generate evidence that can be used as a guarantee of the validity of

The TSF shall provide [assignment: list of subjects] with the ability to verify evidence of the validity of
the indicated information and the identity of the user that generated the evidence.

11.5 Export from the TOE (FDP_ETC)

11.5.1 Family behaviour

This family defines functions for TSF-mediated exporting of user data from the TOE such that its
security attributes and protection either can be explicitly preserved or can be ignored once it has been
exported. It is concerned with limitations on export and with the association of security attributes with
the exported user data.
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11.5.2 Components leveling and description

Figure 26 shows the component leveling for this family.

| FDP_ETC: Export from the TOE

2]

Figure 26 — FDP_ETC: Component leveling

HDP_ETC.1 Export of user data without security attributes, requires that the TSF enfo
appropriate SFPs when exporting user data outside the TSF. User data that is exported by.this
i$ exported without its associated security attributes.

—

SFPs using a function that accurately and unambiguously associates security attributes with
data that is exported.

11.5.3 Management of FDP_ETC.1

|

he following actions can be considered for the management functions in FMT:

d) there are no management activities foreseen.

11.5.4 Management of FDP_ETC.2
The following actions can be considered for the management functions in FMT:

d) the additional exportation control rules can be configurable by a user in a defined role.

11.5.5 Audit of FDP_ETC.1, FDP_ETC.2

|

he following actions should be auditable if FAU_GEN Security audit data generation is includg
P, PP-Module, functional package or ST:

—_—

d) minimal: Successful export of information;

o

) basic: All attempts to export information.

11.5.6 FDP_ETC.1.Export of user data without security attributes

(omponent relationships

"ces the
function

HDP_ETC.2 Export of user data with security attributes, requires that the TSF enforces the appropriate

the user

bd in the

Hierarchigal to: No other components.
[Jepéndencies: [FDP_ACC.1 Subset access control, or

FDP IFC.1 Subset information flow control]
FDP_ETC.1.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow
SFP(s)] when exporting user data, controlled under the SFP(s), outside of the TOE.

FDP_ETC.1.2

The TSF shall export the user data without the user data's associated security attributes

11.5.7 FDP_ETC.2 Export of user data with security attributes

Component relationships
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Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FDP_ETC.2.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control
SFP(s)] when exporting user data, controlled under the SFP(s), outside of the TOE.

FDP_ET[.2.2

The TSK shall export the user data with the user data's associated security attributes.

The TSH shall ensure that interpretation of the security attributes of the-exported user data is as
intendeld by the owner of the user data.

FDP_ET[.2.5

The TSH shall enforce the following rules when user data is.exported from the TOE: [assignmen{:
additional exportation control rules].

11.6 Information flow control policy (FDP_IFC)

11.6.1 Family behaviour

—_—

This family identifies the information flow-control SFPs (by name) and defines the scope of contrg
for each named information flow control:SFP. This scope of control is characterized by three sets:
the subjects under control of the policy,.the information under control of the policy, and operation
which cquse controlled information to flow to and from controlled subjects covered by the policy. T
criteria pllow multiple policies torexist, each having a unique name. This is accomplished by iteratin
compongnts from this family ¢nce for each named information flow control policy. The rules thdt
define the functionality of aninformation flow control SFP will be defined by other families such as
Information flow control functions (FDP_IFF) and Export from the TOE (FDP_ETC). The names of t
informafion flow control-SFPs identified here in Information flow control policy (FDP_IFC) are meant t|
be used throughout the.remainder of the functional components that have an operation that calls for a
assignmlent or selection of an “information flow control SFP.”

[72)

> O

The TSH mechanism controls the flow of information in accordance with the information flow contrd
SFP. Opgrations that would change the security attributes of information are not generally permitte
as this weuld be in violation of an information flow control SFP. However, such operations may b,
permitted as exceptions to the information flow control SFP if explicitly specified.

0=

[}

11.6.2 Components leveling and description

Figure 27 shows the component leveling for this family.

| FDP_IFC: Information flow control policy

Figure 27 — FDP_IFC: Component leveling
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FDP_IFC.1 Subset information flow control, requires that each identified information flow control SFPs
be in place for a subset of the possible operations on a subset of information flows in the TOE.

FDP_IFC.2 Complete information flow control, requires that each identified information flow control
SFP cover all operations on subjects and information covered by that SFP. It further requires that
all information flows and operations controlled by the TSF are covered by at least one identified
information flow control SFP.

11.6.3 Management of FDP_IFC.1, FDP_IFC.2

The following actions can be considered for the management functions in FMT:

d) there are no management activities foreseen.

11.6.4 Audit of FDP_IFC.1, FDP_IFC.2

|

he following actions should be auditable if FAU_GEN Security audit data generation is includg¢d in the
P, PP-Module, functional package or ST:

—_—

a) there are no auditable events foreseen.

11.6.5 FDP_IFC.1 Subset information flow control

(omponent relationships

Hierarchical to: No other components.
[Jependencies: FDP_IFF.1 Simple security attributes
HDP_IFC.1.1

The TSF shall enforce the [assignment: information flow control SFP] on [assignment: list of
subjects, information, and operatigns that cause controlled information to flow to ampd from
dontrolled subjects covered by the SEP].

11.6.6 FDP_IFC.2 Complete information flow control

(omponent relationships

Hierarchical to: FDP_IFC.1 Subset information flow control

[Jependencies: FDP_IFF.1 Simple security attributes

HDP_IFC.2:1

The TSk shall enforce the [assignment: information flow control SFP] on [assignment: list of subjects and

~

nformation] and all operations that cause that information to flow to and from subjects coyered by
the-SEP

FDP_IFC.2.2

The TSF shall ensure that all operations that cause any information in the TOE to flow to and
from any subject in the TOE are covered by an information flow control SFP.

11.7 Information flow control functions (FDP_IFF)

11.7.1 Family behaviour

This family describes the rules for the specific functions that can implement the information flow
control SFPs named in Information flow control policy (FDP_IFC), which also specifies the scope of
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control of the policy. It consists of two kinds of requirements: one addressing the common information
flow function issues, and a second addressing illicit information flows (i.e. covert channels). This

division

arises because the issues concerning illicit information flows are, in some sense, orthogonal

to the rest of an information flow control SFP. By their nature, they circumvent the information flow
control SFP resulting in a violation of the policy. As such, they require special functions to either limit
or prevent their occurrence.

11.7.2 Components leveling and description

Figure 2

FDP_IFF|
cause th
rules th

function.

FDP_IFF|
attribut
attribut
propert
propert
is greats
greatest
other el

FDP_IFF
not necd

FDP_IFF|
some (b

FDP_IFF|
flows.

FDP_IFF
specifie

11.7.3
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FDP_IFF: Information flow control functions

Figure 28 — FDP_IFF: Component leveling

—t

1 Simple security attributes, requires security attributes on information, and on subjects thg
at information to flow and on subjects that act as recipients of thatinformation. It specifies t
ht must be enforced by the function and describes how security~attributes are derived by t

2 Hierarchical security attributes expands on the requirements of FDP_IFF.1 Simple securitly
bs by requiring that all information flow control SFPs inthe set of SFRs use hierarchical securitly
s that form a lattice (as defined in mathematics). EDP-1FF.2.6 is derived from the mathematical
es of a lattice. A lattice consists of a set of elenzents with an ordering relationship with thie
iy defined in the first bullet, a least upper bound which is the unique element in the set thdt
br than or equal to (in the ordering relationship) than any other element of the lattice, and jp
lower bound, which is the unique elementin the set that is smaller than or equal to than any
bment of the lattice.

3 Limited illicit information flows,requires the SFP to cover illicit information flows, but do€ds
ssarily eliminate them.

4 Partial elimination of illicit information flows, requires the SFP to cover the elimination qf
1t does not necessarily all)llicit information flows.

5 No illicit information flows, requires SFP to cover the elimination of all illicit informatio

—

6 Illicit infofmdtion flow monitoring, requires the SFP to monitor illicit information flows fqr
| and maximum capacities.

Management of FDP_IFF.1, FDP_IFF.2

AT

The foll

3 b 1 P | J £ 41 4L 4oy s
WITE dULIUILS L4l UT CUILSTUCT TU TUT LT TTI4dITd STIITIHTT TUITCLIUILS T TPV L.

a) managing the attributes used to make explicit access-based decisions.

11.7.4 Management of FDP_IFF.3, FDP_IFF.4, FDP_IFF.5

The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

48
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11.7.5 Management of FDP_IFF.6
The following actions can be considered for the management functions in FMT:
a) the enabling or disabling of the monitoring function;

b) modification of the maximum capacity at which the monitoring occurs.

11.7.6 Audit of FDP_IFF.1, FDP_IFE.2, FDP_IFF.5

he following actions should be auditable if FAU_GEN Security audit data generation is includé¢d in the
HP, PP-Module, functional package or ST:

d) minimal: Decisions to permit requested information flows;
h) basic: All decisions on requests for information flow;
d detailed: The specific security attributes used in making an information flew enforcement dlecision;

d) detailed: Some specific subsets of the information that has flowed bdsed upon policy goals

11.7.7 Audit of FDP_IFE.3, FDP_IFF.4, FDP_IFF.6

—

he following actions should be auditable if FAU_GEN Security audit data generation is includé¢d in the
P, PP-Module, functional package or ST:

law]

d) minimal: Decisions to permit requested informationflows;
h) basic: All decisions on requests for information¢flow;

d basic: The use of identified illicit informatien flow channels;
d) detailed: The specific security attributes used in making an information flow enforcement dlecision;
g) detailed: Some specific subsets of.the information that has flowed based upon policy goals

f) detailed: The use of identified illicit information flow channels with estimated maximum [apacity
exceeding a specified value.

11.7.8 FDP_IFF.1 Simple security attributes
(omponent relationships

Hierarchical to: No other components.

Jependericies: FDP_IFC.1 Subset information flow control
FMT_MSA.3 Static attribute

HDP,IFF.1.1

The TSF shall enforce the [assignment: information flow control SFP] based on the following
types of subject and information security attributes: [assignment: list of subjects and information
controlled under the indicated SFP, and for each, the security attributes].

FDP_IFF.1.2

The TSF shall permit an information flow between a controlled subject and controlled
information via a controlled operation if the following rules hold: [assignment: for each
operation, the security attribute-based relationship that hold between subject and information
security attributes].

FDP_IFF.1.3
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The TSF shall enforce the [assignment: additional information flow control SFP rules].

FDP_IFF.1.4

The TSF shall explicitly authorize an information flow based on the following rules: [assignment:
rules, based on security attributes, that explicitly authorize information flows].

FDP_IFF.1.5

The TSF sh
rules, bgse

11.7.9

Compornent relationships

Hierarclical to: FDP_IFF.1 Simple security attributes
Dependé¢ncies: FDP_IFC.1 Subset information flow control
FMT_MSA.3 Static attribute
FDP_IFH.2.1
The TSH shall enforce the [assignment: information flow control SFP] based on the following types (

subject
under th

FDP_IFH
The TSH

a contralled operation if the following rules, based oitthe ordering relationships between securit

attribut
between

FDP_IFH
The TSH
FDP_IFH

The TSH
based orn

FDP_IFH

The TSF
on secur

FDP_IFH

10 ’ U U 7] v [ g uciIty v aTIO v

FDP_IFF.2 Hierarchical security attributes

and information security attributes: [assignment: list of Subjects and information controlle
e indicated SFP, and for each, the security attributes].

.2.2

shall permit an information flow between a controlled subject and controlled information vi

es hold: [assignment: for each operation, thesecurity attribute-based relationship that shall hol
subject and information security attributes].

.2.3
shall enforce the [assignment:-additional information flow control SFP rules].
2.4

shall explicitly authetize an information flow based on the following rules: [assignment: rule
security attributesythat explicitly authorize information flows].

.2.5

shall expligitly deny an information flow based on the following rules: [assignment: rules, base
ity attributes, that explicitly deny information flows].

.2:6

all explicitly deny an information flow based on the following rules: [assignment:

N

[«5)

U<

The TSF shall enforce the following relationships for any two valid information flow control
security attributes:

a) there exists an ordering function that, given two valid security attributes, determines if the
security attributes are equal, if one security attribute is greater than the other, or if the security
attributes are incomparable;

b) there exists a “least upper bound” in the set of security attributes, such that, given any two valid
security attributes, there is a valid security attribute that is greater than or equal to the two valid
security attributes;

50
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c) there exists a “greatest lower bound” in the set of security attributes, such that, given any two valid
security attributes, there is a valid security attribute that is not greater than the two valid security
attributes.

11.7.10FDP_IFE.3 Limited illicit information flows

Component relationships

Hierarchical to: No other components.
[Jependencies: FDP_IFC.1 Subset information flow control
HDP_IFF.3.1

The TSF shall enforce the [assignment: information flow control SFP] to limit the capacity of
[assignment: types of illicit information flows] to a [assignment: maximum capacity].

11.7.11FDP_IFF.4 Partial elimination of illicit information flows

(omponent relationships

Hierarchical to: FDP_IFF.3 Limited illicit informationiflows
[Jependencies: FDP_IFC.1 Subset informationdlow control
HDP_IFF.4.1

—

he TSF shall enforce the [assignment: information flow control SFP] to limit the capacity of [assignment:
ypes of illicit information flows] to a [assignment*maximum capacity].

M)

HDP_IFF.4.2

The TSF shall prevent [assignment: types of illicit information flows].

11.7.12FDP_IFE.5 No illicit information flows

(omponent relationships

Hierarchical to: FDP_IFF.4 Partial elimination of illicit information flows
[Jependencies: FDP_IFC.1 Subset information flow control
HDP_IFF.5.1

The TSF.shall ensure that no illicit information flows exist to circumvent [assignment: pame of
hformation flow control SFP].

T~y

11.Z13FDP_IFE6 llicit information flow monitoring

Component relationships

Hierarchical to: No other components.
Dependencies: FDP_IFC.1 Subset information flow control
FDP_IFF.6.1

The TSF shall enforce the [assignment: information flow control SFP] to monitor [assignment:
types of illicit information flows] when it exceeds the [assignment: maximum capacity].
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11.8 Information Retention Control (FDP_IRC)

11.8.1

Family behaviour

The “Information retention control” family addresses a basic need in secure information processing
and storage applications for the secure management of data no longer needed by the TOE to perform its
operations, but that is still stored in the TOE.

The historical view of IT systems as data storage systems suggested that once entered, data would

seldom
exhaust

Howeve
data, as

can want their IT products to avoid retaining sensitive data that they consider to be exploitable by thir

parties

secure Hy deleting every copy of the data when it is no longer needed.

The FDP_RIP “Residual information protection” family addresses one side of/this problem, but ah

explicit

Of courde, competing requirements can arise, since some data can be needed by the system for more
operatidns over a longer time period. Possible solutions to this problem(are:

— bettler protecting the information objects stored in the TOE from access;

— Tre-T

Informal
deleted

or ST to
objects,

The TOH is also required to keep track of suchtstored information objects, and to delete both the on-linje

and the

This farpily sets only requirements,on information objects requested for specific activities in the
TOE op4ration, and not on generaldata gathering. The policies which control the collection, storage,
processing, disclosure, and elimination of general user data stored on the TOE are detailed elsewherg,

and are
Module,

When more than one @peration requires the presence of a protected object, all operations, which refgr
to the rgquired object,shall end before deleting it.

11.8.2

Figure 29¢shows the component leveling for this family.

adalatad fram tha cuctam ~nd if i+ vayac dalatad thic vwonld yaainly ha hacanicn Af ctorag
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on problems.

b, in a multilateral or high security environment it is important to minimize the repli¢ation ¢
well as the time period during which data is stored in the system. It is also possible'that useq]

72 S V7

br that can threaten privacy. FDP_IRC may help users to gain confidence that the product i

requirement on the management of data that is no longer needed is missing.

equesting the protected information from the user eachtime it is needed.

fion retention control ensures, that data no longer' necessary for the operation of the TOE i
by the TOE. Components of this family require the author of a PP, PP-Module, functional packag
identify the TOE operations, including both simple and complex processing and the informatio
that are not to be kept in the TOE, that are-the subject of those operations.

> O® wn

pff-line information objects that arerdo longer required.

in the domain of the-environmental objectives and organizational policies, not of the PP, PR-
functional package“or-ST.

Components leveling and description

| FDP_IRC: Information retention control

Figure 29 — FDP_IRC: Component leveling

FDP_IRC.1 Information retention control requires that the TSF ensure that any copy of a defined set
of objects in the TOE is deleted when no longer strictly necessary for the operation of the TOE, and to

identify

52

and define the operations for which the object is required.
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11.8.3 Management of FDP_IRC.1
The following actions can be considered for the management functions in FMT:

a) there are no management actions foreseen.

11.8.4 Audit of FDP_IRC.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

11.8.5 FDP_IRC.1 Information retention control

(omponent relationships

Hierarchical to: No other components.
[Jependencies: No dependencies.
HDP_IRC.1.1

The TSF shall enforce the [assignment: information erasurepolicy] on a [assignment: list of]
riequired for [assignment: list of operations] so that the'selected objects are deleted irre
and untraceably from the TOE promptly upon termination of the selected operations.

HDP_IRC.1.2

The TSF shall ensure that [assignment: list of objects] cannot be accessed after their rele
grior to their irreversible and untraceable-deletion.

11.9 Import from outside of the TOE (FDP_ITC)
11.9.1 Family behaviour

his family defines the mechanisms for TSF-mediated importing of user data into the TOE s

n importation, determination of desired security attributes, and interpretation of security at
ssociated with theaser data.

O O =

[

1.9.2 Components leveling and description

ol

igure 30Shows the component leveling for this family.

objects]
versibly

ase and

uch that

has appropriate securjty-attributes and is appropriately protected. It is concerned with limitations

tributes

| FDP_ITC: Import from outside of the TOE

Figure 30 — FDP_ITC: Component leveling

FDP_ITC.1 Import of user data without security attributes, requires that the security attributes

correctly represent the user data and are supplied separately from the object.

FDP_ITC.2 Import of user data with security attributes, requires that security attributes correctly
represent the user data and are accurately and unambiguously associated with the user data imported

from outside the TOE.
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11.9.3 Management of FDP_ITC.1, FDP_ITC.2
The following actions can be considered for the management functions in FMT:

a) the modification of the additional control rules used for import.

11.9.4 Audit of FDP_ITC.1, FDP_ITC.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minfimal: Successful import of user data, including any security attributes;
b) basic: All attempts to import user data, including any security attributes;

c) detdiled: The specification of security attributes for imported user data supplied by@n-authorized
user.

11.9.5 FDP_ITC.1 Import of user data without security attributes

Component relationships

Hierarclical to: No other components.

Dependé¢ncies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow centrol]
FMT_MSA.3 Static attribute initialization

FDP_IT(.1.1

P—

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow contr
SFP(s)] when importing user data, controlled under the SFP, from outside of the TOE.

FDP_IT:I'.LZ

The TSK shall ignore any security atttibutes associated with the user data when imported fror
outside|the TOE.

=)

FDP_IT(.1.3

The TSF shall enforce the following rules when importing user data controlled under the SFP
from outside the TOE: [assignment: additional importation control rules].

11.9.6 FDP_ITC.2 Import of user data with security attributes

Component relationships

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]
FPT_TDC.1 Inter-TSF basic TSF data consistency

FDP_ITC.2.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control
SFP(s)] when importing user data, controlled under the SFP, from outside of the TOE.

FDP_ITC.2.2
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The TSF shall use the security attributes associated with the imported user data.
FDP_ITC.2.3

The TSF shall ensure that the protocol used provides for the unambiguous association between
the security attributes and the user data received.

FDP_ITC.2.4

The TSF shall ensure that interpretation of the security attributes of the imported user data is

'S daod las il £l dai
O IIILCIIUCTU u_y CIIC SUUI LU Ul LUIIU UST1 Udtid.

HDP_ITC.2.5

|

he TSF shall enforce the following rules when importing user data controlled under [the SFP
rom outside the TOE: [assignment: additional importation control rules].

-

11.10 Internal TOE transfer (FDP_ITT)

b

1.10.1Family behaviour

his family provides requirements that address protection of userdata when it is transferred pbetween
eparated parts of a TOE across an internal channel. This may/e contrasted with the Inter-TSF user
ata confidentiality transfer protection (FDP_UCT) and Inter-TSF user data integrity transfer prjotection
FDP_UIT) families, which provide protection for user dataswhen it is transferred between distinct TSFs
cross an external channel, and Export from the TOE (FDP_ETC) and Import from outside of [the TOE
FDP_ITC), which address TSF-mediated transfer of data'to or from outside the TOE.

MO /O n

[

1.10.2 Components leveling and description

ol

igure 31 shows the component leveling for\this family.

| FDP_ITT: Internal TOE transfer . n

3

Figure 31 — FDP_ITT: Component leveling

HDP_ITT.1 Basic internal transfer protection, requires that user data be protected when transmitted
Hetween parts of the“TOE.

vl

DP_ITT.2 Transmission separation by attribute, requires separation of data based on the valug of SFP-
relevant attributes in addition to the first component.

1

DP_ITTE3 Integrity monitoring, requires that the TSF monitor user data transmitted between|parts of
he TOE for identified integrity errors.

—

RO 4 AL

PR | . 1 1 ’n — — . 1 41 el | P | 1l .
Ur_T1T 1.7 AL IDULC=Dd5CU TTICETILY HTTUIILOI IITy ©XPAIIUS UIT LT LUIIITU COHIPUIICIIL DY dIIOWIITE ..he fOI‘m
of integrity monitoring to differ by SFP-relevant attributes.

11.10.3Management of FDP_ITT.1, FDP_ITT.2
The following actions can be considered for the management functions in FMT:

a) if the TSF provides multiple methods to protect user data during transmission between physically
separated parts of the TOE, the TSF can provide a pre-defined role with the ability to select the
method that will be used.
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11.10.4Management of FDP_ITT.3, FDP_ITT.4
The following actions can be considered for the management functions in FMT:

a) the specification of the actions to be taken upon detection of an integrity error can be configurable.

11.10.5Audit of FDP_ITT.1, FDP_ITT.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minfimal: Successful transfers of user data, including identification of the protection method uSed

(s

b) basic: All attempts to transfer user data, including the protection method used and any exrofs th3
occyrred.

11.10.6Audit of FDP_ITT.3, FDP_ITT.4

The follpwing actions should be auditable if FAU_GEN Security audit data generatien is included in thie
PP, PP-Module, functional package or ST:

-

a) minfimal: Successful transfers of user data, including identification_ of the integrity protectio
method used;

b) basic: All attempts to transfer user data, including the integrity protection method used and anjy
errqrs that occurred;

c) basic: Unauthorized attempts to change the integrity protection method;

d) detgiled: The action taken upon detection of an integrity error.

11.10.7FDP_ITT.1 Basic internal transfer protection

Component relationships

Hierarclhical to: No other components.

Dependé¢ncies: [FDR-ACC.1 Subset access control, or
FDPIFC.1 Subset information flow control]

FDP_ITT.1.1

P—

The TSF shall enforce)the [assignment: access control SFP(s) and/or information flow contrd
SFP(s)] o prevent ‘the [selection: disclosure, modification, loss of use] of user data when it i
transmitted between physically-separated parts of the TOE.

2]

11.10.8FDP_ITT.2 Transmission separation by attribute

Componentrelationships

Hierarchical to: FDP_ITT.1 Basic internal transfer protection

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FDP_ITT.2.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to
prevent the [selection: disclosure, modification, loss of use] of user data when it is transmitted between
physically-separated parts of the TOE.
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FDP_ITT.2.2

The TSF shall separate data controlled by the SFP(s) when transmitted between physically-
separated parts of the TOE, based on the values of the following: [assignment: security attributes
that require separation].

11.10.9FDP_ITT.3 Integrity monitoring

Component relationships

Hierarchical to: No other components.

[Jependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FDP_ITT.1 Basic internal transfer protection

HDP_ITT.3.1

he TSF shall enforce the [assignment: access control SFP(s) and/or-information flow| control
[FP(s)] to monitor user data transmitted between physically-separated parts of the TOE for the
pllowing errors: [assignment: integrity errors].

= (A )

KDP_ITT.3.2

Upon detection of a data integrity error, the TSF shall Jassignment: specify the action to be taken
upon integrity error].

11.10.10 FDP_ITT.4 Attribute-based integrity, monitoring

(omponent relationships

Hierarchical to: FDP_ITT.3 Integrity monitoring

[Jependencies: [FDP_ACC.1 Subset access control, or
FDR_IFC.1 Subset information flow control]
FDP_ITT.2 Transmission separation by attribute

L |

DP_ITT.4.1

he TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to
honitor user data transmitted between physically-separated parts of the TOE for the following errors:
hssignment: integrity errors], based on the following attributes: [assignment: security atgributes
hat require separate transmission channels].

S =

HDP_ITT4.2

—

pon detection of a data integrity error, the TSF shall [assignment: specify the action to be taken upon
ntegrity error].

~.

11.11 Residual information protection (FDP_RIP)

11.11.1Family behaviour

This family addresses the need to ensure that any data contained in a resource is not available when
the resource is de-allocated from one object and reallocated to a different object. This family requires
protection for any data contained in a resource that has been logically deleted or released but may still
be present within the TSF-controlled resource which in turn may be re-allocated to another object.
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11.11.2Components leveling and description

Figure 32 shows the component leveling for this family.

| FDP_RIP: Residual information protection

Figure 32 — FDP_RIP: Component leveling

FDP_RIP.1 Subset residual information protection, requires that the TSF ensure that any residual
informaEion content of any resources is unavailable to a defined subset of the objects controlled by thie
TSF upop the resource's allocation or deallocation.

FDP_RIH2 Full residual information protection, requires that the TSF ensure that any) residugl
informafion content of any resources is unavailable to all objects upon the resource's @location g
deallocdtion.

—

11.11.3Management of FDP_RIP.1, FDP_RIP.2
The follgwing actions can be considered for the management functions in FMT;

a) the rhoice of when to perform residual information protection (i.e. upomn'allocation or deallocatior])
can[be made configurable within the TOE.

11.11.4Audit of FDP_RIP.1, FDP_RIP.2

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

11.11.5FDP_RIP.1 Subset residual informatiof)protection

Component relationships

Hierarclical to: No other.components.
Dependé¢ncies: Nodependencies.
FDP_RIP.1.1

The TSF shall ensure-that any previous information content of a resource is made unavailabl
upon thie [selectioni/allocation of the resource to, deallocation of the resource from] the followin
objects] [assignment: list of objects].

Ta O

11.11.6FDP_RIP.2 Full residual information protection

Componeftrelationships

Hierarchical to: FDP_RIP.1 Subset residual information protection
Dependencies: No dependencies.
FDP_RIP.2.1

The TSF shall ensure that any previous information content of a resource is made unavailable upon the
[selection: allocation of the resource to, deallocation of the resource from] all objects.

58 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

11.12 Rollback (FDP_ROL)

11.12.1Family behaviour
The rollback operation involves undoing the last operation or a series of operations, bounded by some

limit, such as a period of time, and return to a previous known state. Rollback provides the ability to
undo the effects of an operation or series of operations to preserve the integrity of the user data.

11.12.2Components leveling and description

ol

igure 33 shows the component leveling for this family.

| FDP_ROL: Rollback

Figure 33 — FDP_ROL: Component leveling

v w]

DP_ROL.1 Basic rollback addresses a need to roll back or undo a limited nuinber of operationfs within
he defined bounds.

—

DP_ROL.2 Advanced rollback addresses the need to roll back or undo all operations within thg defined
ounds.

o

11.12.3Management of FDP_ROL.1, FDP_ROL.2

|

he following actions can be considered for the management functions in FMT:
d) the boundary limit to which rollback may be performed can be a configurable item within the TOE;

H) permission to perform a rollback operation can be restricted to a well-defined role.

11.12.4Audit of FDP_ROL.1, FDP_ROL:2

—

he following actions should be auditable if FAU_GEN Security audit data generation is includé¢d in the
P, PP-Module, functional package-or ST:

law]

d) minimal: All successfutrollback operations;
H) basic: All attempts-to perform rollback operations;

d detailed: All-attémpts to perform rollback operations, including identification of the types of
operations<olted back.

11.12.5FDB'ROL.1 Basic rollback

(ompeonent relationships

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FDP_ROL.1.1

The TSF shall enforce [assignment: access control SFP(s) and/or information flow control SFP(s)]
to permit the rollback of the [assignment: list of operations] on the [assignment: information
and/or list of objects].

FDP_ROL.1.2
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The TSF shall permit operations to be rolled back within the [assignment: boundary limit to
which rollback may be performed].

11.12.6 FDP_ROL.2 Advanced rollback

Component relationships

Hierarchical to: FDP_ROL.1 Basic rollback

- H rr'r\n ACC 1 C. L 1
Depend IICITO. l DUl _1Nuu. 1 JUUDCL dlUlUTOO \.Ulll.l Ul, Ul

FDP_R

The TS
permit

FDP_R

The TSH
rollback

11.13 §

11.13.1

FDP_IFC.1 Subset information flow control]

21

shall enforce [assignment: access control SFP(s) and/or information flow control SFP(s)] t
e rollback of all the operations on the [assignment: list of objects].

2.2

shall permit operations to be rolled back within the [assignment:\botndary limit to whic
may be performed].

ptored data confidentiality (FDP_SDC)

Family behaviour

This fanjily provides requirements that address protection ofurser data confidentiality while the data i

stored v
through
interfac
from int

11.13.2

Figure 3

FDP_SD
the user

FDP_SD(

ithin memory areas protected by the TSF. The TSFprovides access to the data in the memor
the specified interfaces only and prevents compromise of their information bypassing thes
bs. [t complements the family Stored data integrity (FDP_SDI) which protects the user dat]
egrity errors while being stored in the memory.

Components leveling and description

4 shows the component leveling for this family.

| FDP SDC: Stored data confidentiality
2

Figure 34 — FDP_SDC: Component leveling

[.1 Stored data confidentiality, requires the TSF to protect the confidentiality of information ¢
data incspecified memory areas.

=}

L0 w»

confider

2 Stored data confldentlallty w1th dedlcated method requlres the TSF to protect t

of protectlon of confldentlallty

11.13.3Management of FDP_SDC.1, FDP_SDC.2

The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

60

© ISO/IEC 2022 - All rights reserve

d


https://standardsiso.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

11.13.4Audit of FDP_SDC.1, FDP_SDC.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

11.13.5FDP_SDC.1 Stored data confidentiality

Component relationships

K

|

o

|

b

1.14.1Family behaviour

his family provides requirements that address protection of user data while it is storec
ontaitters controlled by the TSF. Integrity errors may affect user data stored in memory, or in g

ierarchical to: No other components.

ependencies: No dependencies.

DP_SDC.1.1

he TSF shall ensure the confidentiality of [selection: all user data, the following user data
issignment: list of user data]] while it is stored in the [selection: temporary memory, persistent
hemory, any memoryl].

1.13.6FDP_SDC.2 Stored data confidentiality with dedicatedimethod

omponent relationships

ierarchical to: No other components.

ependencies: FCS_COP.1.

DP_SDC.2.1

he TSF shall ensure the confidentiality* of the [selection: all user data, the following user data
nssignment: list of user data]] according to [assignment: data characteristics] while it i$ stored
nder the control of the TSF.

DP_SDC.2.2

he TSF shall ensure theconfidentiality of the user data specified in FDP_SDC.2.1 with¢ut user
htervention.

1.14 Stored data-integrity (FDP_SDI)

| within
storage
hita from

evice. This family differs from Internal TOE transfer (FDP_ITT) which protects the user d:

haoing tngan £a darithia +h o TAD

";'Qﬁ»—]

£ SGuribey A azlhila
lL\,sl AL)’ CIl Ulo VVllll\, U\,llls Ll Clll.)k\,l lb\/l VV lLlllll CIIC 1T UL

11.14.2Components leveling and description

Figure 35 shows the component leveling for this family.

| FDP_SDI: Stored data integrity

Figure 35 — FDP_SDI: Component leveling

FDP_SDI.1 Stored data integrity monitoring, requires that the TSF monitor user data stored within

C

ontainers controlled by the TSF for identified integrity errors.
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FDP_SDI.2 Stored data integrity monitoring and action adds the additional capability to the first
component by allowing for actions to be taken as a result of an error detection.

11.14.3Management of FDP_SDI.1
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

11.14.4Managementof FPP-SBE2
The follgwing actions can be considered for the management functions in FMT:

a) the pctions to be taken upon the detection of an integrity error can be configurable.

11.14.5Audit of FDP_SDI.1

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) minfimal: Successful attempts to check the integrity of user data, inChrding an indication of thie
resylts of the check;

b) basic: All attempts to check the integrity of user data, includingéan indication of the results of thie
chegk, if performed;

c) detgiled: The type of integrity error that occurred.

11.14.6Audit of FDP_SDI.2

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) minfimal: Successful attempts to checkthe integrity of user data, including an indication of the
resylts of the check;

b) basic: All attempts to check the.integrity of user data, including an indication of the results of thie
chegk, if performed;

c) detdiled: The type of intégyity error that occurred;

d) detgiled: The action®aken upon detection of an integrity error.

11.14.7FDP_SDI.1'Stored data integrity monitoring

Component relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
FDP_SDI.1.1

The TSF shall monitor user data stored in containers controlled by the TSF for [assignment:
integrity errors] on all objects, based on the following attributes: [assignment: user data
attributes].

11.14.8FDP_SDI.2 Stored data integrity monitoring and action
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Hierarchical to: FDP_SDI.1 Stored data integrity monitoring
Dependencies: No dependencies.
FDP_SDI.2.1

The TSF shall monitor user data stored in containers controlled by the TSF for [assignment: integrity
errors] on all objects, based on the following attributes: [assignment: user data attributes].

FDP_SDI.2.2

Upon detection of a data integrity error, the TSF shall [assignment: action to be taken},
11.15 Inter-TSF user data confidentiality transfer protection (FDP_UCT)

11.15.1Family behaviour

This family defines the requirements for ensuring the confidentiality of us€r data when it is transferred
using an external channel between the TOE and another trusted IT product.

11.15.2Components leveling and description

wl

igure 36 shows the component leveling for this family.

FDP_UCT: Inter-TSF user data confidentiality
- —.1
transfer protection .

Figure 36 — FDP_UCT: Component leveling

Y

h FDP_UCT.1 Basic data exchange confidentiality, the goal is to provide protection from disclosure of
yser data while in transit.

11.15.3Management of FDP_UCT.1
The following actions can beiconsidered for the management functions in FMT:

d) there are no managément activities foreseen.

11.15.4 Audit of FDP-UCT.1

—

he following actions should be auditable if FAU_GEN Security audit data generation is includ¢d in the
P, PP-Module; functional package or ST:

—_—

d) minimal: The identity of any user or subject using the data exchange mechanisms;

h) “basic: The identity of any unauthorized user or subject attempting to use the data egxchange
mechanisms;

c) Dbasic: Areference to the names or other indexing information useful in identifying the user data that
was transmitted or received. This can include security attributes associated with the information.

11.15.5FDP_UCT.1 Basic data exchange confidentiality

Component relationships

Hierarchical to: No other components.
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Dependencies: [FTP_ITC.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]
[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FDP_UCT.1.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control
SFP(s)] to [selection: transmit, receive] user data in a manner protected from unauthorized
disclosyre

11.16 Inter-TSF user data integrity transfer protection (FDP_UIT)

11.16.1Family behaviour

1]

This fanpily defines the requirements for providing integrity for user data in transit between the TO
and angther trusted IT product and recovering from detectable errors. At a minimum, this famil
monitork the integrity of user data for modifications. Furthermore, this family stpports different way
of correfting detected integrity errors.

N <

11.16.2Components leveling and description

Figure 37 shows the component leveling for this family.

FDP_UIT: Inter-TSF user data integrity
transfer protection

Figure 37 — FDP_UIT: Component leveling
FDP_UIT1 Data exchange integrity addresses\detection of modifications, deletions, insertions, and
replay efrors of the user data transmitted.

FDP_UIT].2 Source data exchange recovery’addresses recovery of the original user data by the receivinjg
TSF with help from the source trusted.IT product.

FDP_UIT.3 Destination data ex¢hange recovery addresses recovery of the original user data by the
receiving TSF on its own without any help from the source trusted IT product.

11.16.3Management of EDP_UIT.1, FDP_UIT.2, FDP_UIT.3
The follgwing actions'can be considered for the management functions in FMT:

a) theile aresio management activities foreseen.

11.16.4Audit of FDP UIT.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: The identity of any user or subject using the data exchange mechanisms;

b) basic: The identity of any user or subject attempting to use the user data exchange mechanisms, but
who is unauthorized to do so;

c) basic: A reference to the names or other indexing information useful in identifying the user data
that was transmitted or received. This can include security attributes associated with the user
data;
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d) basic: Any identified attempts to block transmission of user data;

e) detailed: The types and/or effects of any detected modifications of transmitted user data.

11.16.5Audit of FDP_UIT.2, FDP_UIT.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Module, functional package or ST:

a) minimal: The identity of any user or subject using the data exchange mechanisms;

B) minimal: Successful recovery from errors including the type of error that was detected;

d basic: The identity of any user or subject attempting to use the user data exchange-mechani
who is unauthorized to do so;

d) basic: A reference to the names or other indexing information useful in iderntifying the u
that was transmitted or received. This can include security attributes’associated with
data;

g) basic: Any identified attempts to block transmission of user data;

f) detailed: The types and/or effects of any detected modifications of transmitted user data.

11.16.6 FDP_UIT.1 Data exchange integrity

(omponent relationships

Hierarchical to: No other components:

[Jependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FTP_ITC.LInter-TSF trusted channel, or
FTP_TRPRH-Trusted path]

HDP_UIT.1.1

he TSF shall enforce théfassignment: access control SFP(s) and/or information flow
FP(s)] to [selection: gransmit, receive] user data in a manner protected from [se
nodification, deletion;.inSertion, replay] errors.

N (A

KDP_UIT.1.2

The TSF shall.be able to determine on receipt of user data, whether [selection: modij
deletion, insertion, replay] has occurred.

11.16:7FDP_UIT.2 Source data exchange recovery

sms, but

ser data
the user

control
lection:

fication,

(( onpon entrelation chipc

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FDP_UIT.1 Data exchange integrity, or
FTP_ITC.1 Inter-TSF trusted channel]

FDP_UIT.2.1
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The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control
SFP(s)] to be able to recover from [assignment: list of recoverable errors] with the help of the
source trusted IT product.

11.16.8FDP_UIT.3 Destination data exchange recovery

Hierarchical to: FDP_UIT.2 Source data exchange recovery

Dependencies: [FDP_ACC.1 Subset access control, or

FDP_UIT

The TSF
able to 1
IT prody

12 Cla

12.1 Class description

Familied
identity.

Identifig
security

The unambiguous identification of authorized users and the correct association of security attribute

with us
in this ¢
interact
Other cl
order to

Figure 3
in the fig

Annex (
compon

FDP_IFC.T Subset information [1ow CONtrol]
[FDP_UIT.1 Data exchange integrity, or
FTP_ITC.1 Inter-TSF trusted channel]

.3.1

shall enforce the [assignment: access control SFP(s) and/or information flow contrel SFP(s)] to b
ecover from [assignment: list of recoverable errors] without any help from the source truste
ct.

[®FRre

5s FIA: Identification and authentication

in this class address the requirements for functions, te establish and verify a claimed usdr

ation and authentication are required to ensuye‘that users are associated with the prope
attributes

—

brs and subjects is critical to the enforCement of the intended security policies. The familie
lass deal with determining and verifyzing the identity of users, determining their authority t
with the TOE, and with the correctiassociation of security attributes for each authorized use
hsses of requirements are dependent upon correct identification and authentication of users i
be effective.

> 0 O »nn »

8 shows the decomposition of this class, it’s families and components. Elements are not showh
Fure.

| provides explanatory information for this class and should be consulted when using thie
ents identifieddn this class.
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FIA_AFL: Authentication failure

FIA_API: Authentication proof of identity

FIA_ATD: User attribute definition

NN

FIA_SOS: Specification of secrets

Il

FIA_UAU: User authentication

=

FIA_UID: Usertidentification

o

FIA_USB: Usér-subject binding

12.2.1 Family behaviour;

ol

12.2 Authentication failures((FITA_AFL)

12.2.2 Components leveling and description

igure 39°shows the component leveling for this family.

Figure 38 — FIA: Identification and authentication class decomposition

FIA_AFL: Authentication failure

1]

Figure 39 — FIA_AFL: Component leveling

This family contains pequirements for defining values for some number of unsuccessful authemtication
dttempts and TSF aCtions in cases of authentication attempt failures. Parameters include, buf
limited to, the number of failed authentication attempts and time thresholds.

are not

FIA_AFL.1 Authentication failure handling, requires that the TSF be able to terminate the session
establishment process after a specified number of unsuccessful user authentication attempts. It also
requires that, after termination of the session establishment process, the TSF be able to disable the
user account or the point of entry from which the attempts were made until an administrator-defined

condition occurs.
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12.2.3 Management of FIA_AFL.1
The following actions can be considered for the management functions in FMT:
a) management of the threshold for unsuccessful authentication attempts;

b) management of actions to be taken in the event of an authentication failure.

12.2.4 Audit of FIA_AFL.1

The follwing actions should be auditable if FAU_GEN Security audit data generation is included in thle
PP, PP-Module, functional package or ST:

a) minfimal: The reaching of the threshold for the unsuccessful authentication attempts‘and thie
actipns taken and the subsequent, if appropriate, restoration to the normal state.

12.2.5 FIA_AFL.1 Authentication failure handling

Component relationships

Hierarchical to: No other components.
Dependé¢ncies: FIA_UAU.1 Timing of authentication
FIA_AFL.1.1

The TSF shall detect when [selection: [assignment: positive integer number], an administrator
configurable positive integer within [assignment: range of acceptable values]] unsuccessfu
authentjication attempts occur related to [assignment:\list of authentication events].

[==]

FIA_AFL.1.2

When the defined number of unsuccessful @uthentication attempts has been [selection: mef,
surpassed], the TSF shall [assignment: list of actions].

thentication proof of identity (FIA_API)

12.3.1 Family behaviour

=

This fanpily defines functions.provided by the TOE to prove its identity and so allow for verification
the TOE|by an external entity in the TOE’s IT environment.

12.3.2 Componentsleveling and description

Figure 40 shows:the component leveling for this family.

| FIA_API: Authentication proof of identity

Figure 40 — FIA_API: Component leveling

FIA_API.1 Authentication Proof of Identity, provides proof of the identity of the TOE to an external
entity.

12.3.3 Management of FIA_API.1
The following actions can be considered for the management functions in FMT:

a) management of authentication information used to prove the claimed identity.
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12.3.4 Audit of FIA_APIL.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

12.3.5 FIA_API.1 Authentication proof of identity

Component relationships

Hierarchical to: No other components.
[Jependencies: No dependencies.
HIA_APIL.1.1

The TSF shall provide an [assignment: authentication mechanism]-to prove the ideptity of
[assignment: entity] by including the following properties [assignment: list of propertigs] to an
dxternal entity.

12.4 User attribute definition (FIA_ATD)

12.4.1 Family behaviour

oy

1l authorized users may have a set of security attributes, other than the user's identity, that is used
b enforce the SFRs. This family defines the requirements for associating user security attributes with
ysers as needed to support the TSF in making security decisions.

—

12.4.2 Components leveling and description

wwl

igure 41 shows the component levelingfer this family.

| FIAZATD: User attribute definition |

Figure 41 — FIA_ATD: Component leveling

HIA_ATD.1 User attribute definition, allows user security attributes for each user to be majntained
hdividually.

—

12.4.3 Management of FIA_ATD.1

—

he following actions can be considered for the management functions in FMT:

d) 7f indicated in the assignment, the authorized administrator can be able to define additional
security attributes for users.

12.4.4 Audit of FIA_ATD.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

12.4.5 FIA_ATD.1 User attribute definition

Component relationships
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Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_ATD.1.1

The TSF shall maintain the following list of security attributes belonging to individual users:
[assignment: list of security attributes].

12 5 S acification nfcacxntc (CIA CNACQ)
. I CCImMICatIoIr O SCCrito (N Irxr_oovyj

12.5.1 Family behaviour

This farmily defines requirements for mechanisms that enforce defined quality metricscen ‘provided
secrets and generate secrets to satisfy the defined metric.

12.5.2 Components leveling and description
Figure 42 shows the component leveling for this family.

| FIA_SOS: Specification of secrets |

Figure 42 — FIA_SOS: Component leveling

FIA_SO{.1 Verification of secrets, requires the TSF to verify-that secrets meet defined quality metrics.

FIA_SO{.2 TSF Generation of secrets, requires the TSF-to be able to generate secrets that meet defined
quality fnetrics.

12.5.3 Management of FIA_S0S.1
The follgwing actions can be considered fer the management functions in FMT:

a) the management of the metrig-used to verify the secrets.

12.5.4 Management of FIA(SOS.2
The follgwing actions cai'be considered for the management functions in FMT:

a) the management®©f the metric used to generate the secrets.

12.5.5 Audit.of FIA_SOS.1, FIA_SOS.2

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Rejection by the TSF of any tested secret;
b) basic: Rejection or acceptance by the TSF of any tested secret;

c) detailed: Identification of any changes to the defined quality metrics.

12.5.6 FIA_SOS.1 Verification of secrets

Component relationships
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Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_SOS.1.1

The TSF shall provide a mechanism to verify that secrets meet [assignment: a defined quality
metric].

12-5-7—FIA-SOS2-TSEGenerationofseerets— ———————

(omponent relationships

Hierarchical to: No other components.
[Jependencies: No dependencies.
HIA_SOS.2.1

The TSF shall provide a mechanism to generate secrets that meet [assigument: a defined qualityl metric].
HIA_S0S.2.2

The TSF shall be able to enforce the use of TSF generated secrets for [assignment: list of TSF
functions].

12.6 User authentication (FIA_UAU)

12.6.1 Family behaviour

This family defines the types of user authentication mechanisms supported by the TSF. This family also
defines the required attributes on whichcthe user authentication mechanisms be based.

12.6.2 Components leveling and description

ol

igure 43 shows the component leveling for this family.

FIA_UAU: User authentication

Figure 43 — FIA_UAU: Component leveling

FIA_UAU.1 Timing of authentication, allows a user to perform certain actions prior to the authentication
of the user's identity.

FIA_UAU.2 User authentication before any action, requires that users are authenticated before any
other action will be allowed by the TSF.

FIA_UAU.3 Unforgeable authentication, requires the authentication mechanism to be able to detect and
prevent the use of authentication data that has been forged or copied.
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FIA_UAU.4 Single-use authentication mechanisms, requires an authentication mechanism that operates
with single-use authentication data.

FIA_UAU.5 Multiple authentication mechanisms, requires that different authentication mechanisms be
provided and used to authenticate user identities for specific events.

FIA_UAU.6 Re-authenticating, requires the ability to specify events for which the user needs to be re-
authenticated.

FIA_UAU.7 Protected authentication feedback, requires that only limited feedback information is

provide

12.6.3
The foll
a) mai
b) mai

c) mar

12.6.4
The follg
a) mai

b) mai

12.6.5
The foll

a) ther

12.6.6
The foll

a) the

12.6.7
The foll

1 {0 The user during the authentication.

Management of FIA_UAU.1

wing actions can be considered for the management functions in FMT:
agement of the authentication data by an administrator;

agement of the authentication data by the associated user;

aging the list of actions that can be taken before the user is authenticated.

Management of FIA_UAU.2
wing actions can be considered for the management functions in FMT:
agement of the authentication data by an administratot;

agement of the authentication data by the user associated with this data.

Management of FIA_UAU.3, FIA_UAU.4, FIACUAU.7
wing actions can be considered for the management functions in FMT:

e are no management activities foréseen.

Management of FIA_UAU.5
wing actions can be considered for the management functions in FMT:

management of authentication mechanisms.

Managementef FIA_UAU.6

wing actions can be considered for the management functions in FMT:

a) if a

aut}rentication request.

h authorized administrator can request re-authentication, the management includes a r¢

12.6.8 Management of FIA_UAU.7

The following actions can be considered for the management functions in FMT:

a) the management of the rules for authentication.

12.6.9 Audit of FIA_UAU.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) min

72

imal: Unsuccessful use of the authentication mechanism;
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b) basic: All use of the authentication mechanism;

c) detailed: All TSF mediated actions performed before authentication of the user.

12.6.10Audit of FIA_UAU.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Module, functional package or ST:

a) minimal: Unsuccessful use of the authentication mechanism;

h) basic: All use of the authentication mechanism.

12.6.11 Audit of FIA_UAU.3

—

he following actions should be auditable if FAU_GEN Security audit data generation is includé
P, PP-Module, functional package or ST:

—

a) minimal: Detection of fraudulent authentication data;

jow

) basic: Allimmediate measures taken and results of checks on thé fraudulent data.

12.6.12 Audit of FIA_UAU.4

—

he following actions should be auditable if FAU_GEN Security audit data generation is includé
P, PP-Module, functional package or ST:

law]

d) minimal: Attempts to reuse authentication data.

12.6.13 Audit of FIA_UAU.5

—

he following actions should be auditable if FAU_GEN Security audit data generation is includg
P, PP-Module, functional package or ST

—_—

a) minimal: The final decision on"authentication;

o

) basic: The result of each detivated mechanism together with the final decision.

12.6.14 Audit of FIA_UAU.6

The following actienSshould be auditable if FAU_GEN Security audit data generation is includg
P, PP-Module, furnictional package or ST:

—

a) minimal Failure of re-authentication;

o

) basierAll re-authentication attempts.

bd in the

bd in the

bd in the

bd in the

12:6.15Audit of FIA_UAU.7

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP, PP-Module, functional package or ST:
a) well-formedness of rules regarding the semantics of rule-set;

b) basic: verification of enforceability of rules.

12.6.16FIA_UAU.1 Timing of authentication

Component relationships
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Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FIA_UAU.1.1

The TSF shall allow [assignment: list of TSF mediated actions] on behalf of the user to be
performed before the user is authenticated.

FIA_UAU.1.2

The TSK shall require each user to be successfully authenticated before allowing any other TSll
mediatéd actions on behalf of that user.

12.6.17FIA_UAU.2 User authentication before any action

Component relationships

Hierarchical to: FIA_UAU.1 Timing of authentication
Dependg¢ncies: FIA_UID.1 Timing of identification
FIA_UAU.2.1

The TSK shall require each user to be successfully authenticated "before allowing any other TSH
mediated actions on behalf of that user.

12.6.18FIA_UAU.3 Unforgeable authentication

Component relationships

Hierarchical to: No other components.
Dependéncies: No dependencies.
FIA_UAU.3.1

The TSK shall [selection: detect; prevent] use of authentication data that has been forged by any
user of the TSF.

FIA_UAU.3.2

The TSF shall [selection: detect, prevent] use of authentication data that has been copied fror
any othpr user of the TSF.

=]

12.6.19FIA_UAU.4 Single-use authentication mechanisms

Component relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UAU.4.1

The TSF shall prevent reuse of authentication data related to [assignment: identified
authentication mechanism(s)].

12.6.20FIA_UAU.5 Multiple authentication mechanisms

Component relationships
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Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UAU.5.1

The TSF shall provide [assignment: list of multiple authentication mechanisms] to support user
authentication.

FIA_UAU.5.2

The TSF shall authenticate any user's claimed identity according to the [assignment: rules
escribing how the multiple authentication mechanisms provide authentication].

D

12.6.21FIA_UAU.6 Re-authenticating

(omponent relationships

Hierarchical to: No other components.
[Jependencies: No dependencies.
HIA_UAU.6.1

The TSF shall re-authenticate the user under the conditions [assignment: list of conditions under
which re-authentication is required].

12.6.22FIA_UAU.7 Protected authentication feedback

(omponent relationships

Hierarchical to: No other components.
[Jependencies: FIA_UAU.T Timing of authentication
HIA_UAU.7.1

The TSF shall provide only [assignment: list of feedback] to the user while the authentidation is
ih progress.

12.7 User identifieation (FIA_UID)

12.7.1 Family behaviour

—

his family defines the conditions under which users shall be required to identify themselves before
derferniing any other actions that are to be mediated by the TSF and which require user identification.

2.7.2 Components leveling and description

Figure 44 shows the component leveling for this family.

| FIA_UID: User identification |

Figure 44 — FIA_UID: Component leveling

FIA_UID.1 Timing of identification, allows users to perform certain actions before being identified by
the TSF.
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FIA_UID.2 User identification before any action, requires that users identify themselves before any
action will be allowed by the TSF.

12.7.3 Management of FIA_UID.1
The following actions can be considered for the management functions in FMT:
a) the management of the user identities;

b) if an authorized administrator can change the actions allowed before identification, the managin
of the action lists.

12.7.4 Management of FIA_UID.2
The follgwing actions can be considered for the management functions in FMT:

a) the management of the user identities.

12.7.5 MAudit of FIA_UID.1, FIA_UID.2

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

imal: Unsuccessful use of the user identification mechahism, including the user identitfy

b) basic: All use of the user identification mechanism, including the user identity provided.

12.7.6 FIA_UID.1 Timing of identification

Component relationships

Hierarchical to: No other compenetits.

Dependéncies: No dependéncies.

The TSK shall requite each user to be successfully identified before allowing any TSF-mediated
actions|on behalf'of that user.

12.7.7 FIANUID.2 User identification before any action
Hierarchical to: FIA_UID.1 Timing of identification
Dependencies: No dependencies.

FIA_UID.2.1

The TSF shall require each user to be successfully identified before allowing any TSF-mediated actions
on behalf of that user.
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12.8 User-subject binding (FIA_USB)

12.8.1 Family behaviour

An authenticated user, in order to use the TOE, typically activates a subject. The user's security
attributes are associated (totally or partially) with this subject. This family defines requirements to
create and maintain the association of the user's security attributes to a subject acting on the user's
behalf.

2.8.2 Components leveling and description

ol

igure 45 shows the component leveling for this family.

| FIA_USB: User-subject binding |

Figure 45 — FIA_USB: Component leveling

[IA_USB.1 User-subject binding, requires the specification of any rules governing the asgociation
etween user attributes and the subject attributes into which they are mapped.

o

12.8.3 Management of FIA_USB.1

|

he following actions can be considered for the managementfunctions in FMT:
d) an authorized administrator can define default subject security attributes;

H) anauthorized administrator can change subject’security attributes.

12.8.4 Audit of FIA_USB.1

—]

he following actions should be auditable’if FAU_GEN Security audit data generation is includ¢d in the
P, PP-Module, functional package or-ST:

law]

d) minimal: Unsuccessful binding of user security attributes to a subject;

low

) basic: Success and failure-of binding of user security attributes to a subject.

12.8.5 FIA_USB.1 Usep-subject binding

(omponent relationships

Hierarchicalte: No other components.
ependencies: FIA_ATD.1 User attribute definition
HIAOUSB.1.1

The TSF shall associate the following user security attributes with subjects acting on the behalf
of that user: [assignment: list of user security attributes].

FIA_USB.1.2

The TSF shall enforce the following rules on the initial association of user security attributes
with subjects acting on the behalf of users: [assignment: rules for the initial association of
attributes].

FIA_USB.1.3
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The TSF shall enforce the following rules governing changes to the user security attributes
associated with subjects acting on the behalf of users: [assignment: rules for the changing of
attributes].

13 Class FMT: Security management

13.1 Class description

ThlS Cla cac dntandad +0 conoif tha oS gaa + of caunra l ccnncte ofF +bha TCD. cniadyy bbb ne
s-is—ntended-to-speeifythe-managementof-several-aspeets—of-the TSF—seeurityattributes,
TSF data and functions. The different management roles and their interaction, such as separatioh|of

capabili
This cla
a) mai
b) mar
c) mai
d) defi

Figure 4
in the fig

Annex |
compon

y, can be specified.

s has the following objectives:
agement of TSF data;

agement of security attributes;
agement of functions of the TSF;
hition of security roles.

6 shows the decomposition of this class, it’s families and compoenents. Elements are not showp
Fure.

[ provides explanatory information for this class and.should be consulted when using thie
ents identified in this class.
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FMT: Security management

—| FMT_LIM: Limited capabilities and availability

—| FMT_MOF: Management of functions in TSF

1

FMT_MSA: Management of security attributes

= HHHEZI; ][]

|

FMT_MTD: Management of TSF data

]

FMT_REV: Revocation

FMT_SAE: Security attribute expiration

FMT_SMF: Specification of management functions

FMT_SMR: Security management roles

CTTT 1
IBE O 8

Figure 46 — FMT: Security management class decomposition

13.2 Limited capabilities and availability (FMT_LIM)

13.2.1 Family behaviour

—

his family defines requirements that limit the capabilities and availability of functions in a cpmbined
manner.

=z

OTE FDP_ACF restricts the access to functions whereas the component Limited Capability of tHis family
pquirés-the functions themselves to be designed in a specific manner.

—

Q3 ) Fal el 1 ph S | Ly
IV TY 4 \..Ullll}UllClll,D lCthlllg dilu UcSLl lpllUll
Figure 47 shows the component leveling for this family.

FMT_LIM: Limited capabilities and availability

Figure 47 — FMT_LIM: Component leveling

FMT_LIM.1 Limited capabilities requires that the TSF is built to provide only the capabilities (perform
action, gather information) necessary for its genuine purpose.
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FMT_LIM.2 Limited availability requires that the TSF restrict the use of functions (refer to Limited
capabilities (FMT_LIM.1)). This can be achieved, for instance, by removing or by disabling functions in a
specific phase of the TOE’s life-cycle.

13.2.3 Management of FMT_LIM.1, FMT_LIM.2
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

13.2.4 Audit of FMT_LIM.1

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included-in thie
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

13.2.5 FMT_LIM.1 Limited capabilities

Component relationships

Hierarchical to: No other components.
Dependé¢ncies: FMT_LIM.2 Limited availability
FMT_LIM.1.1

The TSK shall limit its capabilities so that in conjunctiomwith “Limited availability (FMT_LIM.2)”
the following policy is enforced [assignment: Limited.capability and availability policy].

13.2.6 FMT_LIM.2 Limited availability

Component relationships

Hierarclhical to: No other components.
Dependé¢ncies: FMT/LIM.1 Limited capabilities
FMT_LIM.2.1

The TSF shall be designed in a manner that limits its availability so that in conjunction wit
“Limitefl capabilities\(FMT_LIM.1)” the following policy is enforced [assignment: Limite
capability and availability policy].

= =

13.3 Mpnagement of functions in TSF (FMT_MOF)

13.3.1 Family behaviour

This family allows authorized users to control over the management of functions in the TSF.

13.3.2 Components leveling and description

Figure 48 shows the component leveling for this family.

| FMT_MOF: Management of functions in TSF

Figure 48 — FMT_MOF: Component leveling
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FMT_MOF.1 Management of security functions behaviour allows the authorized users (roles) to
manage the behaviour of functions in the TSF that use rules or have specified conditions that may be
manageable.

13.3.3 Management of FMT_MOF.1
The following actions can be considered for the management functions in FMT:

a) managing the group of roles that can interact with the functions in the TSF.

13.3.4 Audit of FMT_MOFE.1

The following actions should be auditable if FAU_GEN Security audit data generation is includ¢d in the
P, PP-Module, functional package or ST:

——

a) Dbasic: All modifications in the behaviour of the functions in the TSF.

13.3.5 FMT_MOF.1 Management of security functions behaviour

(omponent relationships

Hierarchical to: No other components.
[Jependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
HMT_MOF.1.1
The TSF shall restrict the ability to [selection:determine the behaviour of, disable, enable, modify

o~

he behaviour of] the functions [assignment: list of functions] to [assignment: the authorized
entified roles].

.

13.4 Management of security attributes (FMT_MSA)

13.4.1 Family behaviour

|

his family allows authérized users control over the management of security attributges. This
hanagement can include-capabilities for viewing and modifying of security attributes.

=

13.4.2 Componentsleveling and description

il

igure 49 shows'the component leveling for this family.

FMT_MSA: Management of security attributes —
\o

Figure 49 — FMT_MSA: Component leveling

FMT_MSA.1 Management of security attributes allows authorized users (roles) to manage the specified
security attributes.

FMT_MSA.2 Secure security attributes ensures that values assigned to security attributes are valid
with respect to the secure state.
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FMT_MSA.3 Static attribute ensures that the default values of security attributes are appropriately
either permissive or restrictive in nature.

FMT_MSA.4 Security attribute value inheritance allows the rules/policies to be specified that will
dictate the value to be inherited by a security attribute.

13.4.3 Management of FMT_MSA.1

The following actions can be considered for the management functions in FMT:

a) marjaging the group of roles that can interact with the security attributes;

b) maragement of rules by which security attributes inherit specified values.

13.4.4 Management of FMT_MSA.2
The follgwing actions can be considered for the management functions in FMT:

a) marjagement of rules by which security attributes inherit specified values.

13.4.5 Management of FMT_MSA.3

The follgwing actions can be considered for the management functions@n'FMT:

a) marjaging the group of roles that can specify initial values;

b) maraging the permissive or restrictive setting of default values for a given access control SFP;

c¢) marjagement of rules by which security attributes inherit specified values.

13.4.6 Management of FMT_MSA.4
The follgwing actions can be considered for themanagement functions in FMT:

a) spegification of the role permitted to.establish or modify security attributes.

13.4.7 Audit of FMT_MSA.1

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional pa¢kage or ST:

a) basic: All modifications of the values of security attributes.

13.4.8 Audit of FMT.MSA.2

The follpwing.actions should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Moddle; functional package or ST:

a) minimal: All offered and rejected values for a security attribute;

b) detailed: All offered and accepted secure values for a security attribute.

13.4.9 Audit of FMT_MSA.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) basic: Modifications of the default setting of permissive or restrictive rules;

b) basic: All modifications of the initial values of security attributes.
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13.4.10Audit of FMT_MSA.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) basic: Modifications of security attributes, possibly with the old and/or values of security attributes
that were modified.

13.4.11FMT_MSA.1 Management of security attributes

(omponent relationships

Hierarchical to: No other components.

[Jependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Lo w|

MT_MSA.1.1

he TSF shall enforce the [assignment: access control SFP(s); information flow control SFP(s)]
p restrict the ability to [selection: change_default, query,ymodify, delete, [assignmenjt: other
perations]] the security attributes [assignment: list of Sécurity attributes] to [assignmient: the
uthorized identified roles].

SO e+

13.4.12FMT_MSA.2 Secure security attributes

(omponent relationships

Hierarchical to: No other components.

[Jependencies: [FDP_AGEC.I"Subset access control, or
FDP_IEG/ Subset information flow control]
FMT_MSA.1 Management of security attributes
EMT_SMR.1 Security roles

EMT_MSA.2.1

|

he TSF shall ensure that only secure values are accepted for [assignment: list of kecurity
ttributes].

D

13.4.13FMT_MSA.3 Static attribute initialization

(omponent relationships

Hiérarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1

The TSF shall enforce the [assignment: access control SFP, information flow control SFP] to
provide [selection, choose one of: restrictive, permissive, [assignment: other property]] default
values for security attributes that are used to enforce the SFP.

FMT_MSA.3.2
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The TSF shall allow the [assignment: the authorized identified roles] to specify alternative initial
values to override the default values when an object or information is created.

13.4.14FMT_MSA.4 Security attribute value inheritance

Component relationships

Hierarchical to: No other components.
Depend T ll\,;CD. [FDP_ACC.l Subact dlUlUTOO \.Ulltl U}, Ul

FDP_IFC.1 Subset information flow control]
FMT_M$A.4.1

The TSK shall use the following rules to set the value of security attributes: [assignimnent: rule
for setting the values of security attributes].

72)

13.5 Mpnagement of TSF data (FMT_MTD)

13.5.1 Family behaviour

This fanily allows authorized users (roles) control over the managementof TSF data.

13.5.2 Components leveling and description

Figure 50 shows the component leveling for this family.

| FMT_MTD: Management of TSF data

Figure 50 = FMT_MTD: Component leveling

FMT_MTD.1 Management of TSF data allows authorized users to manage TSF data.

FMT_MTD.2 Management of limits on TSF data specifies the action to be taken if limits on TSF data are
reached|or exceeded.

FMT_MTD.3 Secure TSFydata ensures that values assigned to TSF data are valid with respect to the
secure sftate.

13.5.3 Management of FMT_MTD.1

The follgwing actions can be considered for the management functions in FMT:

a) managing the group of roles that can interact with the TSF data.

13.5.4 Management of FMT_MTD.2
The following actions can be considered for the management functions in FMT:

a) managing the group of roles that can interact with the limits on the TSF data.
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13.5.5 Management of FMT_MTD.3
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

13.5.6 Audit of FMT_MTD.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) basic: All modifications to the values of TSF data.

13.5.7 Audit of FMT_MTD.2

—

he following actions should be auditable if FAU_GEN Security audit data generatien is includéed in the
P, PP-Module, functional package or ST:

law]

a) Dbasic: All modifications to the limits on TSF data;

jow

) basic: All modifications in the actions to be taken in case of violation of the limits.

13.5.8 Audit of FMT_MTD.3

—

he following actions should be auditable if FAU_GEN Security audit data generation is includé¢d in the
P, PP-Module, functional package or ST:

law]

d) minimal: All rejected values of TSF data.

13.5.9 FMT_MTD.1 Management of TSF data

(omponent relationships

Hierarchical to: No othépcomponents.
[Jependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
HMT_MTD.1.1
The TSF shall restrict the ability to [selection: change_default, query, modify, deletg, clear,

[pssignment: othér operations]] the [assignment: list of TSF data] to [assignment: the authorized
entified roles)

~y

13.5.10FMT_MTD.2 Management of limits on TSF data

(omponent relationships

Hierarchical to: No other components.

Dependencies: FMT_MTD.1 Management of TSF data
FMT_SMR.1 Security roles

FMT_MTD.2.1

The TSF shall restrict the specification of the limits for [assignment: list of TSF data] to
[assignment: the authorized identified roles].

FMT_MTD.2.2
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The TSF shall take the following actions, if the TSF data are at, or exceed, the indicated limits:
[assignment: actions to be taken)].

13.5.11FMT_MTD.3 Secure TSF data

Component relationships

Hierarchical to: No other components.
Depend T ll\,;CD. FP’I{T_}\'{TD.:‘L l\v{auasculcut Uf TSF data
FMT_MTD.3.1

The TSK shall ensure that only secure values are accepted for [assignment: list of TSF datal.
13.6 Re¢vocation (FMT_REV)

13.6.1 Family behaviour

This fanpily addresses revocation of security attributes for a variety of entities/within a TOE.

13.6.2 Components leveling and description

Figure 31 shows the component leveling for this family.

| FMT_REV: Revocation

Figure 51 — FMT_REV: Component leveling

FMT_RHV.1 Revocation provides for revocationof security attributes to be enforced at some point i
time.

-

13.6.3 Management of FMT_REV.1

The follgwing actions can be considered for the management functions in FMT:

a) marlaging the group of roles-that can invoke revocation of security attributes;
b) maraging the lists of usets, subjects, objects, and other resources for which revocation is possiblef

c) managing the revoeation rules.

13.6.4 Audit of EMT_REV.1

The follpwing'actions should be auditable if FAU_GEN Security audit data generation is included in thle
PP, PP-Module, functional package or ST:

a) minimal: Unsuccessful revocation of security attributes;

b) basic: All attempts to revoke security attributes.

13.6.5 FMT_REV.1 Revocation

Component relationships

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
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FMT_REV.1.1

The TSF shall restrict the ability to revoke [assignment: list of security attributes] associated
with the [selection: users, subjects, objects, [assignment: other additional resources]] under the
control of the TSF to [assignment: the authorized identified roles].

FMT_REV.1.2

The TSF shall enforce the rules [assignment: specification of revocation rules].

13.7 Security attribute expiration (FMT_SAE)

13.7.1 Family behaviour

This family addresses the capability to enforce time limits for the validity of securityattributes.

13.7.2 Components leveling and description

ol

igure 52 shows the component leveling for this family.

| FMT_SAE: Security attribute expiration

Figure 52 — FMT_SAE: Component leveling

1

MT_SAE.1 Time-limited authorization provides the eapability for an authorized user to specify an
xpiration time on specified security attributes.

(o)

13.7.3 Management of FMT_SAE.1

—

he following actions can be considered forthe management functions in FMT:

d) managing the list of security attributes for which expiration is to be supported;

low

) the actions to be taken if the'expiration time has passed.

13.7.4 Audit of FMT_SAE1

o |

he following actions(Should be auditable if FAU_GEN Security audit data generation is includé¢d in the
P, PP-Module, functional package or ST:

—_—

d) Dbasic: Specification of the expiration time for an attribute;

o

) basiciAction taken due to attribute expiration.

13.7{5¢¥ FMT_SAE.1 Time-limited authorization

Component retationships

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FPT_STM.1 Reliable time stamps

FMT_SAE.1.1

The TSF shall restrict the capability to specify an expiration time for [assignment: list of security
attributes for which expiration is to be supported] to [assignment: the authorized identified roles].

FMT_SAE.1.2
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For each of these security attributes, the TSF shall be able to [assignment: list of actions to be
taken for each security attribute] after the expiration time for the indicated security attribute
has passed.

13.8 Specification of Management Functions (FMT_SMF)

13.8.1 Family behaviour

This family allows the specification of the management functions to be provided by the TOE.
Management functions provide TSFI that allow administrators to define the parameters that contrgl
the operjation of security-related aspects of the TOE, such as data protection attributes, TOE protectioh
attributes, audit attributes, and identification and authentication attributes. Management functions alsp
include those functions performed by an operator to ensure continued operation of the TOE, such as

y

S

backup and recovery. This family works in conjunction with the other components in the FMT: Securit|
management class: the component in this family calls out the management functions, and other familig
in FMT: Becurity management restricts the ability to use these management functions!

13.8.2 Components leveling and description

Figure 53 shows the component leveling for this family.

| FMT_SMF: Specification of management functions

Figure 53 — FMT_SMF: Componentleveling

FMT_SMF.1 Specification of Management Functions requires that the TSF provide specific managemerjt
functions.

13.8.3 Management of FMT_SMF.1
The follgwing actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

13.8.4 Audit of FMT_SMFE.1

The follpwing actions shouldbe-auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minfimal: Use of the management functions.

13.8.5 FMT_SME.1'Specification of Management Functions

CompoTent relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1

The TSF shall be capable of performing the following management functions: [assignment: list of
management functions to be provided by the TSF].
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13.9 Security management roles (FMT_SMR)

13.9.1 Family behaviour

This family is intended to control the assignment of different roles to users. The capabilities of these
roles with respect to security management are described in the other families in this class.

13.9.2 Components leveling and description

gigure >4 snows tne component leveling ror this ramily.

| FMT_SMR: Security management roles

Figure 54 — FMT_SMR: Component leveling

HMT_SMR.1 Security roles specifies the roles with respect to security that the TSF recognizes.

HMT_SMR.2 Restrictions on security roles specifies that in addition to the specification of the roles,
there are rules that control the relationship between the roles.

HMT_SMR.3 Assuming roles, requires that an explicit requesf\s given to the TSF to assume a rdle.

13.9.3 Management of FMT_SMR.1
The following actions can be considered for the mafagement functions in FMT_SMR.1:

d) managing the group of users that are part.of a role.

13.9.4 Management of FMT_SMR.2

—

he following actions can be considered for the management functions in FMT_SMR.2:

d) managing the group of users that are part of a role;

o

) managing the conditions that the roles must satisfy.

13.9.5 Management-of FMT_SMR.3

—

he following actiehs can be considered for the management functions in FMT_SMR.3:

d) there afie-ho management activities foreseen.

13.9.6 -Audit of FMT_SMR.1

TheAfollowing actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: modifications to the group of users that are part of a role;

b) detailed: every use of the rights of a role.

13.9.7 Audit of FMT_SMR.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: modifications to the group of users that are part of a role;
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b) minimal: unsuccessful attempts to use a role due to the given conditions on the roles;

c) detailed: every use of the rights of a role.

13.9.8 Audit of FMT_SMR.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Explicit request to assume a role.

13.9.9 FMT_SMR.1 Security roles

Component relationships

Hierarchical to: No other components.
Dependé¢ncies: FIA_UID.1 Timing of identification
FMT_SMR.1.1

The TSK shall maintain the roles [assignment: the authorized identifiedroles].
FMT_SMR.1.2

The TSK shall be able to associate users with roles.

13.9.10FMT_SMR.2 Restrictions on security roles

Component relationships

Hierarchical to: FMT_SMR.1 Security Toles
Dependé¢ncies: FIA_UID.1 Timing of identification
FMT_SMR.2.1

The TSF|shall maintain the roles: fassignment: authorized identified roles].
FMT_SMR.2.2

The TSF|shall be able to assoCiate users with roles.

FMT_SMR.2.3

The TSF shall.ensure that the conditions [assignment: conditions for the different roles] ar]
satisfiefl.

[¢°]

13.9.11EMT SMR 3 Accnming roles

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMR.3.1

The TSF shall require an explicit request to assume the following roles: [assignment: the roles].
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14 Class FPR: Privacy

14.1 Class description

This class contains privacy requirements. These requirements provide a user protection against
discovery and misuse of identity by other users.

Figure 55 shows the decomposition of this class, it’s families and components. Elements are not shown
in the figure.

Annex [ provides explanatory information for this class and should be consulted when using the
domponents identified in this class.

FPR: Privacy

— FPR_ANO: Anonymity

— FPR_PSE: Pseudonymity

| FPR_UNL: Unlinkability

— FPR_UNO: Unobservability

Figure 55 —FPR: Privacy class decomposition

14.2 Anonymity (FPR_ANO)

14.2.1 Family behaviour

—

his family ensures-that a user can use a resource or service without disclosing the user's [identity:.
he requirements-for’anonymity provide protection of the user identity. Anonymity is not int¢nded to
drotect the subjectidentity.

—]

14.2.2 Coniponents leveling and description

Higure56 shows the component leveling for this family.
I EFPR _ANQO: Anonvmitv I—m—m
1 — Y o4 1 1 —

Figure 56 — FPR_ANO: Component leveling

FPR_ANO.1 Anonymity, requires that other users or subjects are unable to determine the identity of a
user bound to a subject or operation.

FPR_ANO.2 Anonymity without soliciting information enhances the requirements of FPR_ANO.1
Anonymity by ensuring that the TSF does not ask for the user identity.
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14.2.3 Management of FPR_ANO.1, FPR_ANO.2
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

14.2.4 Audit of FPR_ANO.1, FPR_ANO.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minfimal: The invocation of the anonymity mechanism.

14.2.5 FPR_ANO.1 Anonymity

Component relationships

Hierarclical to: No other components.
Dependé¢ncies: No dependencies.
FPR_ANO.1.1

The TSK shall ensure that [assignment: set of users and/or subjects] are unable to determine the
real usqr name bound to [assignment: list of subjects and/or operations and/or objects].

14.2.6 FPR_ANO.2 Anonymity without soliciting information

Component relationships

Hierarchical to: FPR_ANO.1 Anonymity
Dependé¢ncies: No dependencies.
FPR_ANO.2.1

The TSH shall ensure that [assignment: set of users and/or subjects] are unable to determine the regl
user natpe bound to [assignment: (iS¢ of subjects and/or operations and/or objects].

FPR_ANO.2.2

-+

The TSF shall provide“jassignment: list of services] to [assignment: list of subjects] withou
soliciting any reference to the real user name.

14.3 Pseudonymity (FPR_PSE)

14.3.1 Family behaviour

This family ensures that a user may use a resource or service without disclosing its user identity but
can still be accountable for that use.

14.3.2 Components leveling and description

Figure 57 shows the component leveling for this family.
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FPR_PSE: Pseudonymity

Figure 57 — FPR_PSE: Component leveling

FPR_PSE.1 Pseudonymity requires that a set of users and/or subjects are unable to determine the
identity of a user bound to a subject or operation, but that this user is still accountable for its actions.

HPR_PSE.2 Reversible pseudonymity, requires the TSF to provide a capability to determine the|original
user identity based on a provided alias.

HPR_PSE.3 Alias pseudonymity, requires the TSF to follow certain construction rules forthe alips to the
ser identity.

(et

14.3.3 Management of FPR_PSE.1, FPR_PSE.2, FPR_PSE.3

—

he following actions can be considered for the management functions ind¢PMT:

d) there are no management activities foreseen.

14.3.4 Audit of FPR_PSE.1, FPR_PSE.2, FPR_PSE.3

The following actions should be auditable if FAU_GEN Se¢urity audit data generation is includ¢d in the
HP, PP-Module, functional package or ST:

d) minimal: The subject/user that requested resplution of the user identity should be audited

14.3.5 FPR_PSE.1 Pseudonymity

(omponent relationships

Hierarchical to: No other components.
[Jependencies: No dependencies.
HPR_PSE.1.1

The TSF shall ensure-that [assignment: set of users and/or subjects] are unable to determine the
rieal user name bound to [assignment: list of subjects and/or operations and/or objects].

HPR_PSE.1.2

The TSF-shall be able to provide [assignment: number of aliases] aliases of the real user hame to
[assignment: list of subjects].

HPR)PSE.1.3

The TSF shall [selection, choose one of: determine an alias for a user, accept the alias from the
user] and verify that it conforms to the [assignment: alias metric].

14.3.6 FPR_PSE.2 Reversible pseudonymity

Component relationships

Hierarchical to: FPR_PSE.1 Pseudonymity

Dependencies: FIA_UID.1 Timing of identification
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FPR_PSE.2.1

The TSF shall ensure that [assignment: set of users and/or subjects| are unable to determine the real
user name bound to [assignment: list of subjects and/or operations and/or objects].

FPR_PSE.2.2

The TSF shall be able to provide [assignment: number of aliases] aliases of the real user name to
[assignment: list of subjects].

FPR_PSE23

[om

The TSHshall [selection, choose one of: determine an alias for a user, accept the alias from the user]lan
verify tHat it conforms to the [assignment: alias metric].

FPR_PSE.2.4

=

The TSF shall provide [selection: an authorized user, [assignment: list of trusted subjects]]
capabiljty to determine the user identity based on the provided alias only under the following
[assignment: list of conditions].

14.3.7 FPR_PSE.3 Alias pseudonymity

Component relationships

Hierarchical to: FPR_PSE.1 Pseudonymity
Dependg¢ncies: No dependencies.
FPR_PSE.3.1

The TSH shall ensure that [assignment: set of users<nd/or subjects| are unable to determine the regl
user natpe bound to [assignment: list of subjects and/or operations and/or objects].

FPR_PSE.3.2

The TSH shall be able to provide [assignment: number of aliases] aliases of the real user name tp
[assignment: list of subjects].

FPR_PSE.3.3

The TSHshall [selection, chogse one of: determine an alias for a user, accept the alias from the user| and
verify that it conforms tethe [assignment: alias metric].

FPR_PSE.3.4

The TSH shall provide an alias to the real user name which shall be identical to an alias provide
previously under the following [assignment: list of conditions] otherwise the alias provided sha
be unreflated to previously provided aliases.

=gy =

14.4 Unlinkability (FPR_UNL)

14.4.1 Family behaviour

This family ensures that selected entities can be linked together without external entities being able to
back trace these links.

14.4.2 Components leveling and description

Figure 58 shows the component leveling for this family.
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FPR_UNL: Unlinkability

Figure 58 — FPR_UNL: Component leveling

FPR_UNL.1 Unlinkability of operations requires that users and/or subjects are unable to determine

whether the same user caused certain specific operations in the system, or whether operat

ions are

related in some other manner. This component ensures that users cannot link different operations in

the system and thereby obtain information.

14.4.3 Management of FPR_UNL.1
The following actions can be considered for the management functions in FMT:

d) the management of the unlinkability function.

14.4.4 Audit of FPR_UNL.1

—]

he following actions should be auditable if FAU_GEN Security audit data“generation is includg
P, PP-Module, functional package or ST:

law]

d) minimal: The invocation of the unlinkability mechanism.

14.4.5 FPR_UNL.1 Unlinkability of operations

(omponent relationships

Hierarchical to: No other components.
[Jependencies: No dependencies!
HPR_UNL.1.1

The TSF shall ensure that [assighiment: set of entities and/or operations] are unable to de
Vhether [assignment: list of entities and/or operations] [selection: were caused by the sal
re related as follows [assignment: list of relations]].

D <

bd in the

fermine
me user,

od

OTE This SFR does fiot only stipulate at the individual set of operations performed by one en
FR intends to look at achain of interlinked operations by multiple entities. This chain can be subsul
Fansaction.

(9]

14.5 Unobservability (FPR_UNO)

14.5.1 Family behaviour

—

his family ensures that a user can use a resource or service without others, especially third

ity. This
ed as a

parties,

ping able to ohserve that the resource or service is hping used

14.5.2 Components leveling and description

Figure 59 shows the component leveling for this family.
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FPR_UNO: Unobservability

Figure 59 — FPR_UNO: Component leveling

FPR_UNP.T Unobservability, requires that users and/Or subjects cannot determine whetherah
operatidn is being performed.

FPR_UN[P.2 Allocation of information impacting unobservability, requires that the TSE- provide
specific[mechanisms to avoid the concentration of privacy related information within the /TOE. Such
concentfations can impact unobservability if a security compromise occurs.

FPR_UNP.3 Unobservability without soliciting information, requires that the TSF doés not try to obtaip
privacy felated information that can be used to compromise unobservability.

FPR_UN[.4 Authorized user observability, requires the TSF to provide one/ormore authorized users
with a cppability to observe the usage of resources and/or services.

14.5.3 Management of FPR_UNO.1, FPR_UNO.2
The follgwing actions can be considered for the management furietions in FMT:

a) the management of the behaviour of the unobservability‘function.

14.5.4 Management of FPR_UNO.3
The follgwing actions can be considered for the management functions in FMT:

a) theile are no management activities foreseen.

14.5.5 Management of FPR_UNO.4
The follgwing actions can be considered for the management functions in FMT:

a) thelist of authorized users,that are capable of determining the occurrence of operations.

14.5.6 Audit of FPR_UNO.1, FPR_UNO.2

The follpwing actions.should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) minfimal:'The invocation of the unobservability mechanism.

14.5.7 Audit of FPR_UNO.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

14.5.8 Audit of FPR_UNO.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: The observation of the use of a resource or service by a user or subject.
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14.5.9 FPR_UNO.1 Unobservability

Component relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
FPR_UNO.1.1

T

o

=]

(@)

1

peration [assignment: list of operations] on [assignment: list of objects] by [assignme
rotected users and/or subjects].

4.5.10FPR_UNO.2 Allocation of information impacting unobservability

omponent relationships

ierarchical to: FPR_UNO.1 Unobservability
ependencies: No dependencies.
PR_UNO.2.1

he TSF shall ensure that [assignment: list of users and/or,subjects] are unable to observe the o
hssignment: list of operations] on [assignment: list of objects] by [assignment: list of protected us
r subjects].

PR_UNO.2.2

he TSF shall allocate the [assignment: ginobservability related information] among d
arts of the TOE such that the following'conditions hold during the lifetime of the infor
hssignment: list of conditions].

4.5.11FPR_UNO.3 Unobservability without soliciting information

omponent relationships

ierarchical to: No other components.
ependencies: FPR_UNO.1 Unobservability
PR_UNO.3.1

he TSF¢shall provide [assignment: list of services] to [assignment: list of subjects]

he T5F shall ensure that [assignment: /it of users and/or subjects| are unable to obsjtrve the

: list of

peration
ers and/

ifferent
mation:

without

Iliciting any reference to [assignment: privacy related information].

4:5.12FPR_UNO.4 Authorized user observability

Component relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
FPR_UNO.4.1

The TSF shall provide [assignment: set of authorized users] with the capability to observe the
usage of [assignment: list of resources and/or services].
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15 Class FPT: Protection of the TSF

15.1 Class description

This class contains families of functional requirements that relate to the integrity and management of
the mechanisms that constitute the TSF and to the integrity of TSF data. Although families in this class
appear to duplicate components in the FDP: User data protection class, and they can be implemented
using the same mechanisms. However, FDP: User data protection focuses on user data protection, while
FPT: Protection of the TSF focuses on TSF data protection. In fact, Components from the FPT: Protection
of the TPF class are necessary to provide requirements that the SFPs in the TOE cannot be tampered
with or bypassed.

From thp point of view of this class, regarding to the TSF there are three significant elements:
a) the [ISF's implementation, which executes and implements the mechanisms that enfarce the SFRs
b) the [[SF's data, which are the administrative databases that guide the enforcement-of the SFRs;

c) the pxternal entities that the TSF may interact with in order to enforce the SFRS.
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FPT: Protection of the TSF

— FPT_EMS: TOE emanation
— FPT_FLS: Fail secure
— FPT_INI: TSF initialization
FPT_ITA: Availability of exported TSF data
—l FPT_ITC: Confidentiality of exported data
— FPT_ITI: Integrity of exported TSF data
—l FPT_ITT: Internal TOE TSF data transfer
-1 FPT_PHP: TSF physical protection B
—l FPT_RCV: Trusted recovery
— FPT_RPL: Replay detection
—l FPT_SSP: State'synchrony protocol
—| FPT_STM: Time stamps
] FPETDC: Inter-TSF TSF data consistency
— FPT_TEE: Testing of external entities |—
FPT_TRC: Internal TOE TSF data replication .
consistency
- FPT_TST: TSF self-test
Higure 60,shows the decomposition of this class, it’s families and components. Elements are nd
ih the figure.
Anxex '] provides explanatory information for this class and should be consulted when u
mponents identified in this class

t shown

sing the
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FPT: Protection of the TSF

— FPT_EMS: TOE emanation
— FPT_FLS: Fail secure
— FPT_INI: TSF initialization
—I FPT_ITA: Availability of exported TSF data I—.
—l FPT_ITC: Confidentiality of exported data
— FPT_ITI: Integrity of exported TSF data
—l FPT_ITT: Internal TOE TSF data transfer
-1 FPT_PHP: TSF physical protection
—l FPT_RCV: Trusted recovery
—| FPT_RPL: Replay detection
—l FPT_SSP: State synchrony protocol
—| FPT_STM:Time stamps
— FPT_TDC: Inter-TSF TSF data consistency
— FPT-TEE: Testing of external entities |—
FBT_TRC: Internal TOE TSF data replication .
consistency
4 FPT_TST: TSF self-test
Figure 60 — FPT: Protection of the TSF class decomposition
15.2 TOE-emanation (FPT_FMQ)

15.2.1 Family behaviour

The family FPT_EMS (TOE Emanation) of the class FPT (Protection of the TSF) describes the IT SFRs of
the TOE related to leakage of information based on emanation.

If the TOE must prevent attacks against the TOE and secret data processed by the TOE where the attack
is based on external observable phenomena of the TOE during its operation, different types of emissions
and interfaces of the TOE as well as different types of TSF data and user data can be addressed.

EXAMPLE
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Examples of such attacks against the TOE and its processed secret data are simple power analysis (SPA),
differential power analysis (DPA), simple electromagnetic analysis (SEMA), differential electromagnetic analysis
(DEMA), timing attacks, padding oracle attacks, cache miss attacks.

This family describes the functional requirements for the limitation of intelligible emanations which
are not directly addressed by any other component of this document.

15.2.2 Components leveling and description

Figure 61 shows the component leveling for this family.

| FPT_EMS: TOE emanation

Figure 61 — FPT_EMS: Component leveling

—

his family consists of one component, FPT_EMS.1 Emanation of TSF and ,USer data, which defines
requirements for the TOE to mitigate intelligible emanations.

15.2.3 Management of FPT_EMS.1
The following actions can be considered for the management fun¢tions in FMT:

d) there are no management activities foreseen.

15.2.4 Audit of FPT_EMS.1

|

he following actions should be auditable if FAU.GEN Security audit data generation is includ¢d in the
P, PP-Module, functional package or ST:

—_—

a) there are no auditable events foreseen.

15.2.5 FPT_EMS.1 Emanation of TSF.and User data

(omponent relationships

Hierarchical to: No other components.
DJependencies: No dependencies.
HPT_EMS.1.1

The TSF shall'enisure that the TOE does not emit emissions over its attack surface in suchjamount
hat these-emissions enable access to TSF data and user data as specified in Table 1:

=+

Table 1 — FPT_EMS.1.1 Table

1B Emissions————————attacksurface TSEdata User-data
1 [assignment: list of types of [assignment: [assignment: [assignment:
emissions] list of types of list of types of list of types of
attack surface] TSF data] user data]

15.3 Fail secure (FPT_FLS)

15.3.1 Family behaviour

The requirements of this family ensure that the TOE will always enforce its SFRs in the event of
identified categories of failures in the TSF.
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15.3.2 Components leveling and description

Figure 62 shows the component leveling for this family.

[ FPT_FLS: Fail secure

Figure 62 — FPT_FLS: Component leveling

This family consists of only one component, FPT FLS.1 Failure with preservation of secure state, which
requireg that the TSF preserve a secure state in the face of the identified failures.

15.3.3 Management of FPT_FLS.1
The follgwing actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

15.3.4 Audit of FPT_FLS.1

The follpwing actions should be auditable if FAU_GEN Security audit data @eneration is included in thie
PP, PP-Module, functional package or /ST:

a) basic: Failure of the TSF.

15.3.5 FPT_FLS.1 Failure with preservation of secure state

Component relationships

Hierarclhical to: No other components.
Dependé¢ncies: No dependencies.
FPT_FL$.1.1

The TSF shall preserve a secure state when the following types of failures occur: [assignment:
list of tyjpes of failures in the TSF]).

15.4 T$F initialization (FPT_INI)

15.4.1 Family behavietir

This farpily describes the functional requirements for the initialization of the TSF by a dedicated
function of the TOE that ensures the initialization in a correct and secure operational state.

15.4.2 Ceniponents leveling and description

Figure 63 shows the component leveling for this family.

| FPT_INI: TSF initialization

Figure 63 — FPT_INI: Component leveling

This family consists of only one component, Component FPT_INI.1. This component requires the TOE
to provide a TSF initialization function that brings the TSF into a secure operational state at power-on.
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15.4.3 Management of FPT_INI.1

The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

15.4.4 Audit of FPT_INIL.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

d) there are no auditable events foreseen.

15.4.5 FPT_INI.1 TSF initialization

(omponent relationships

Hierarchical to: No other components.

[Jependencies: No dependencies.

HPT_INI.1.1

The TOE shall provide an initialization function which is self-protected for integrnity and
quthenticity.

HPT_INI.1.2

The TOE initialization function shall ensure_ that certain properties hold on certain elements

ot

mmediately before establishing the TSF in a secure initial state, as specified in Table 2:

Table2 — FPT_INI.1.2 Table

ID Properties Elements
1 [assignment: property, for instance [assignment: list of TSF/user
authenticity, integrity, correct version] firmware, software or data]

HPT_INI.1.3
The TOE initialization function shall detect and respond to errors and failures| during
ipitialization such that the TOE [selection: is halted, successfully completes initialization with
[selection: reduced functionality, signaling error state, [assignment: list of actions]].
HPT_INIL.1.4
The TOE initialization function shall only interact with the TSF in [assignment: defined methods]

o

uring initialization.

15.5 Availability of exported TSF data (FPT_ITA)

15.5.1 Family behaviour

This family defines the rules for the prevention of loss of availability of TSF data moving between the
TSF and another trusted IT product.

15.5.2 Components leveling and description

Figure 64 shows the component leveling for this family.
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| FPT_ITA: Availability of exported TSF data

Figure 64 — FPT_ITA: Component leveling

This family consists of only one component, FPT_ITA.1 Inter-TSF availability within a defined
availability metric. This component requires that the TSF ensure, to an identified degree of probability,
the availability of TSF data provided to another trusted IT product.

15.5.3 Management of FPT_ITA.1
The follgwing actions can be considered for the management functions in FMT:

a) marjagement of the list of types of TSF data that be available to another trusted IT product.

15.5.4 Audit of FPT_ITA.1

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) minfimal: The absence of TSF data when required by a TOE.

15.5.5 FPT_ITA.1 Inter-TSF availability within a defined availability metric

Component relationships

Hierarclical to: No other components.
Dependé¢ncies: No dependencies.
FPT_ITA.1.1

The TSF shall ensure the availability of-Jassignment: list of types of TSF data] provided t
another trusted IT product within [assighment: a defined availability metric] given the followin
conditigns [assignment: conditions to ensure availability].

' =B

15.6 Confidentiality of exported TSF data (FPT_ITC)

15.6.1 Family behaviour

This farpily defines the)Tules for the protection from unauthorized disclosure of TSF data during
transmipsion betweenthe TSF and another trusted IT product.

15.6.2 Components leveling and description

Figure §5shows the component leveling for this family.

| FPT_ITC: Confidentiality of exported data

Figure 65 — FPT_ITC: Component leveling

This family consists of only one component, FPT_ITC.1 Inter-TSF confidentiality during transmission,
which requires that the TSF ensure that data transmitted between the TSF and another trusted IT
product is protected from disclosure while in transit.
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15.6.3 Management of FPT_ITC.1
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

15.6.4 Audit of FPT_ITC.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

15.6.5 FPT_ITC.1 Inter-TSF confidentiality during transmission

(omponent relationships

Hierarchical to: No other components.
[Jependencies: No dependencies.
HPT_ITC.1.1

The TSF shall protect all TSF data transmitted from the TSF to another trusted IT product from
uUnauthorized disclosure during transmission.

15.7 Integrity of exported TSF data (FPT_ITI)

15.7.1 Family behaviour

]

his family defines the rules for the protection, from unauthorized modification, of TSF datp during
Fansmission between the TSF and anothler trusted IT product.

—

15.7.2 Components leveling and description

wul

igure 66 shows the component leveling for this family.

| FEPT_ITI: Integrity of exported TSF data

Figure 66 — FPT_ITI: Component leveling

HPT_ITI.1 Inter-TSF detection of modification, provides the ability to detect modification of TSF data
during transmission between the TSF and another trusted IT product, under the assumption that
another'trusted IT product is cognizant of the mechanism used.

HPTOITI.2 Inter-TSF detection and correction of modification, provides the ability for another] trusted
IT product not only to detect modification, but to correct modified TSF data under the assumption that
another trusted IT product is cognizant of the mechanism used.

15.7.3 Management of FPT_ITI.1
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.
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15.7.4 Management of FPT_ITIL.2
The following actions can be considered for the management functions in FMT:
a) management of the types of TSF data that the TSF tries to correct if modified in transit;

b) management of the types of action that the TSF takes if TSF data is modified in transit.

15.7.5 Audit of FPT_ITI.1

The follwing actions should be auditable if FAU_GEN Security audit data generation is included in thle
PP, PP-Module, functional package or ST:

a) minfimal: the detection of modification of transmitted TSF data;

b) basic: the action taken upon detection of modification of transmitted TSF data.

15.7.6 Audit of FPT_ITL.2

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) minfimal: the detection of modification of transmitted TSF data;
b) basic: the action taken upon detection of modification of transmjtted TSF data;

c) basic: the use of the correction mechanism.

15.7.7 FPT_ITIL.1 Inter-TSF detection of modification

Component relationships

Hierarchical to: No other componehts.
Dependé¢ncies: No dependencies.
FPT_ITI1.1

The TSk shall provide the capability to detect modification of all TSF data during transmissioh
between the TSF and another-trusted IT product within the following metric: [assignment:
defined|modification metric}

~

FPT_ITI1.2

The TSK shall provide the capability to verify the integrity of all TSF data transmitted betwee
the TSKF and another trusted IT product and perform [assignment: action to be taken]

- -

15.7.8

Component relationships

Hierarchical to: FPT_ITI.1 Inter-TSF detection of modification
Dependencies: No dependencies.
FPT_ITI.2.1

The TSF shall provide the capability to detect modification of all TSF data during transmission between
the TSF and another trusted IT product within the following metric: [assignment: a defined modification
metric].
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FPT_ITL.2.2

The TSF shall provide the capability to verify the integrity of all TSF data transmitted between the
TSF and another trusted IT product and perform [assignment: action to be taken] if modifications are

detected.

FPT_ITL.2.3

The TSF shall provide the capability to correct [assignment: type of modification] of all TSF data

transmitted between the TSF and another trusted IT product.

15.8 Internal TOE TSF data transfer (FPT_ITT)

15.8.1 Family behaviour

—

his family provides requirements that address protection of TSF data when it is<transferred
eparate parts of a TOE across an internal channel.

wn

15.8.2 Components leveling and description

ol

igure 67 shows the component leveling for this family.

| FPT_ITT: Internal TOE TSF data transfer

Figure 67 — FPT_ITT: Component leveling

v w]

PT_ITT.1 Basic internal TSF data transfer protection, requires that TSF data be protects
ransmitted between separate parts of the TOE.

—

HPT_ITT.2 TSF data transfer separation, requires that the TSF separate user data from TSF dat
Fansmission.

.t

PT_ITT.3 TSF data integrity monitoring, requires that the TSF data transmitted between
gdarts of the TOE is monitored-for identified integrity errors.

15.8.3 Managementef FPT_ITT.1

o |

he following actions’can be considered for the management functions in FMT:

d) managenient of the types of modification against which the TSF should protect;

low

) mandgement of the mechanism used to provide the protection of the data in transit
different parts of the TSF.

between

d when

A during

beparate

between

]_5‘8_4_Mnnngnmnnf of FPT ITT.2

The following actions can be considered for the management functions in FMT:

a) management of the types of modification against which the TSF should protect;

b) management of the mechanism used to provide the protection of the data in transit between

different parts of the TSF;

c) management of the separation mechanism.
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15.8.5 Management of FPT_ITT.3
The following actions can be considered for the management functions in FMT:
a) management of the types of modification against which the TSF should protect;

b) management of the mechanism used to provide the protection of the data in transit between
different parts of the TSF;

c¢) management of the types of modification of TSF data the TSF should try to detect;

d) management of the actions that will be taken.

15.8.6 Audit of FPT_ITT.1, FPT_ITT.2

The follpwing actions should be auditable if FAU_GEN Security audit data generation is ifichided in thie
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

15.8.7 Audit of FPT_ITT.3

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) minfimal: the detection of modification of TSF data;

b) basic: the action taken following detection of an integrity error.

15.8.8 FPT_ITT.1 Basic internal TSF data transfer protection

Component relationships

Hierarclical to: No other components.
Dependé¢ncies: No dependencies.
FPT_ITT.1.1

The TSF shall protect TSF data’from [selection: disclosure, modification] when it is transmitted
betweeh separate parts of the TOE.

15.8.9 FPT_ITT.2 TSF.data transfer separation

Component relationships

Hierarchical te: FPT_ITT.1 Basic internal TSF data transfer protection
DependeTcies: NO dependencies:
FPT_ITT.2.1

The TSF shall protect TSF data from [selection: disclosure, modification] when it is transmitted between
separate parts of the TOE.

FPT_ITT.2.2

The TSF shall separate user data from TSF data when such data is transmitted between separate
parts of the TOE.
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15.8.10FPT_ITT.3 TSF data integrity monitoring

Component relationships

Hierarchical to: No other components.
Dependencies: FPT_ITT.1 Basic internal TSF data transfer protection
FPT_ITT.3.1

(3 sha : rdering
f data, deletion of data, [assignment: other integrity errors]] for TSF data transmitted'hetween
parate parts of the TOE.

PT_ITT.3.2

pon detection of a data integrity error, the TSF shall take the following a¢tions: [assignment:
ecify the action to be takenl].

5.9 TSF physical protection (FPT_PHP)

5.9.1 Family behaviour

SF physical protection components refer to restrictions oninauthorized physical access to|the TSF,
nd to the deterrence of, and resistance to, unauthorized physical modification, or substitutign of the
TSF.

The requirements of components in this family ensure that the TSF is protected from physical tampering
jnd interference. Satisfying the requirements ofithese components results in the TSF being packaged

nd used in such a manner that physical tampering is detectable, or resistance to physical tampering
i$ enforced. Without these components, theprotection functions of a TSF lose their effectivieness in
gnvironments where physical damage cannot be prevented. This family also provides requirements
egarding how the TSF shall respond.to physical tampering attempts.

—

15.9.2 Components leveling and’/description

ol

igure 68 shows the compenent leveling for this family.

| FPT_PHP: TSF physical protection

Figure 68 — FPT_PHP: Component leveling

HPT_PHP:1 Passive detection of physical attack, provides for features that indicate when a TSJF device
drTSF element is subject to tampering. However, notification of tampering is not automatic; an
. . i+ b rative X ] it 1dtermine

if tampering has occurred.

FPT_PHP.2 Notification of physical attack, provides for automatic notification of tampering for an
identified subset of physical penetrations.

FPT_PHP.3 Resistance to physical attack, provides for features that prevent or resist physical tampering
with TSF devices and TSF elements.
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15.9.3

Management of FPT_PHP.1

The following actions can be considered for the management functions in FMT:

a) management of the user or role that determines whether physical tampering has occurred.

15.94

Management of FPT_PHP.2

The following actions can be considered for the management functions in FMT:

a) marjagement of the user or role that gets informed about intrusions;

b) maragement of the list of devices that should inform the indicated user or role about the intfusion.

15.9.5
The foll

a) maragement of the automatic responses to physical tampering.

15.9.6
The foll

PP, PP-Module, functional package or ST:

a) min

15.9.7

The follpwing actions should be auditable if FAU_GENsSecurity audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) min|

15.9.8
The foll

PP, PP-Module, functional package or ST:

a) there are no auditable eveents foreseen.

15.9.9

Component relationships

Management of FPT_PHP.3

wing actions can be considered for the management functions in FMT:

Audit of FPT_PHP.1

wing actions should be auditable if FAU_GEN Security audit data generation is included in thie

imal: If detection by IT means, detection of intrusion.

Audit of FPT_PHP.2

imal: Detection of intrusion.

Audit of FPT_PHP.3

wing actions should be auditable if FAU_GEN Security audit data generation is included in the

FPT_PHP.1 Passive detection of physical attack

HierarcIical to: No other components.

Depend dneies: No dpppndpm‘ipc

FPT_PHP.1.1

The TSF shall provide unambiguous detection of physical tampering that can compromise the
TSF.

FPT_PHP.1.2

The TSF shall provide the capability to determine whether physical tampering with the TSF's

devices

110

or TSF's elements has occurred.
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15.9.10FPT_PHP.2 Notification of physical attack

Component relationships

Hierarchical to: FPT_PHP.1 Passive detection of physical attack
Dependencies: FMT_LIM.1 Limited capabilities
FPT_PHP.2.1

The TSF shall provide unambiguous detection of physical tampering that can compromise the T SF.
RPT_PHP.2.2

The TSF shall provide the capability to determine whether physical tampering with thre TSF'Y devices
dr TSF's elements has occurred.

RPT_PHP.2.3

Hor [assignment: list of TSF devices/elements for which active detection is required], the TSF
shall monitor the devices and elements and notify [assignment: a.designated user or role] when
physical tampering with the TSF's devices or TSF's elements has-occurred.

15.9.11FPT_PHP.3 Resistance to physical attack

(omponent relationships

Hierarchical to: No other components.

[Jependencies: No dependencies.

HPT_PHP.3.1

The TSF shall resist [assignment: physical tampering scenarios] to the [assignment: list of TSF

D

evices/elements] by responding-atitomatically such that the SFRs are always enforced.

15.10 Trusted recovery (EPT_RCV)

[

5.10.1Family behaviour

he requirements ofthis family ensure that the TSF can determine that the TOE is started up|without
rotection compromise and can recover without protection compromise after discontipuity of
perations. Thisfamily is important because the start-up state of the TSF determines the protgction of
ubsequent States.

v O T

(==

5.10:2Components leveling and description

Higure 69 shaws the component leveling for this family

FPT_RCV: Trusted recovery

Figure 69 — FPT_RCV: Component leveling

FPT_RCV.1 Manual recovery, allows a TOE to only provide mechanisms that involve human intervention
to return to a secure state.
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FPT_RCV.2 Automated recovery, provides, for at least one type of service discontinuity, recovery to a
secure state without human intervention; recovery for other discontinuities that can require human
intervention.

FPT_RCV.3 Automated recovery without undue loss, also provides for automated recovery, but
strengthens the requirements by disallowing undue loss of protected objects.

FPT_RCV.4 Function recovery, provides for recovery at the level of particular functions, ensuring either
successful completion or rollback of TSF data to a secure state.

15.10.3Management of FPT_RCV.1
The follgwing actions can be considered for the management functions in FMT:

a) maragement of who can access the restore capability within the maintenance mode.

15.10.4Management of FPT_RCV.2, FPT_RCV.3
The follgwing actions can be considered for the management functions in FMT:;
a) marjagement of who can access the restore capability within the maintenahce mode;

b) marnagement of the list of failures/service discontinuities that-will be handled through thie
autqmatic procedures.

15.10.5Management of FPT_RCV.4
The follgwing actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

15.10.6Audit of FPT_RCV.1, FPT_RCV.2, FPT_REV.3

The follpwing actions should be auditable.if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) Minjmal: the fact that a failure erservice discontinuity occurred;
b) Minjimal: resumption of the(regular operation;

c) Bas]c: type of failure of-service discontinuity.

15.10.7Audit of FPT.R€V.4

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) min|imal: If possible, the impossibility to return to a secure state after a failure of the TSF;

b) basic: If possible, the detection of a failure of a function.

15.10.8FPT_RCV.1 Manual recovery

Component relationships

Hierarchical to: No other components.
Dependencies: AGD_OPE.1 Operational user guidance
FPT_RCV.1.1
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After [assignment: list of failures/service discontinuities] the TSF shall enter a maintenance mode
where the ability to return to a secure state is provided.

15.10.9FPT_RCV.2 Automated recovery

Component relationships

Hierarchical to: FPT_RCV.1 Manual recovery

pa | H A A3 ] A |
r CIJCIIUCIILICD. L1 PCI dllivulidl uosCTI suluauuc

RPT_RCV.2.1

When automated recovery from [assignment: list of failures/service discontinuities] |is not pgossible,
the TSF shall enter a maintenance mode where the ability to return to a secure stateis providegd.

HPT_RCV.2.2

Hor [assignment: list of failures/service discontinuities], the TSF shall.énsure the return of the
OE to a secure state using automated procedures.

|

15.10.10 FPT_RCV.3 Automated recovery without unduedoss

(omponent relationships

Hierarchical to: FPT_RCV.2 Automated recovery

[Jependencies: AGD_OPE.1 Operational;user guidance

HPT_RCV.3.1

When automated recovery from [assignment: list of failures/service discontinuities] is not posdible, the

—]

SF shall enter a maintenance mode where the ability to return to a secure state is provided.

KPT_RCV.3.2

1

or [assignment: list of failures/service discontinuities], the TSF shall ensure the return of the TOE to a
ecure state using automatediprocedures.

(%)

KPT_RCV.3.3

The functions provided by the TSF to recover from failure or service discontinuity shall ensure
hat the secureinitial state is restored without exceeding [assignment: quantification] for loss of
SF data or 6bjécts under the control of the TSF.

o i

RPT_RCV.3:4

he“TSF shall provide the capability to determine the objects that were or were not capable of
eing recovered.

lowlie|

15.10.11 FPT_RCV.4 Function recovery

Component relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_RCV.4.1
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The TSF shall ensure that [assignment: list of functions and failure scenarios] have the property
that the function either completes successfully, or for the indicated failure scenarios, recovers
to a consistent and secure state.

15.11 Replay detection (FPT_RPL)

15.11.1Family behaviour

This family addresses detection of replay for various types of entities and subsequent actions to correct.
In the cdse where replay may be detected, this effectively prevents it.

15.11.2Components leveling and description

Figure 70 shows the component leveling for this family.

| FPT_RPL: Replay detection

Figure 70 — FPT_RPL: Component leveling

The famjily consists of only one component, FPT_RPL.1 Replay detection, which requires that the TSF
shall be pble to detect the replay of identified entities.

15.11.3Management of FPT_RPL.1
The follgwing actions can be considered for the managementfunctions in FMT:
a) maragement of the list of identified entities for which replay is detected;

b) marnagement of the list of actions that need to be“taken in case of replay.

15.11.4Audit of FPT_RPL.1

The follpwing actions should be auditablejif FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or.ST:

a) basic: Detected replay attacks;

b) detdiled: Action to be taken based on the specific actions.

15.11.5FPT_RPL.1 Replay detection

Component relationships

HierarcTcal to: No other components.
Dependéncies: Ng dependencies-
FPT_RPL.1.1

The TSF shall detect replay for the following entities: [assignment: list of identified entities].
FPT_RPL.1.2

The TSF shall perform [assignment: list of specific actions] when replay is detected.

114 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

15.12 State synchrony protocol (FPT_SSP)

15.12.1Family behaviour

Distributed TOEs can give rise to greater complexity than monolithic TOEs through the potential for
differences in state between parts of the TOE, and through delays in communication. In most cases
synchronization of state between distributed functions involves an exchange protocol, not a simple
action. When malice exists in the distributed environment of these protocols, more complex defensive

protocols are required.

Sitate synchrony protocol (FPT_SSP) establishes the requirement for certain critical functioj
TSF to use this trusted protocol. State synchrony protocol (FPT_SSP) ensures that two, dis|
fdarts of the TOE have synchronized their states after a security-relevant action.

15.12.2Components leveling and description

wwl

igure 71 shows the component leveling for this family.

| FPT_SSP: State synchrony protocol

Figure 71 — FPT_SSP: Componentleveling

HPT_SSP.1 Simple trusted acknowledgement, requires only a simple acknowledgment by f{
ecipient.

—

HPT_SSP.2 Mutual trusted acknowledgement, requiressmutual acknowledgment of the data exc

15.12.3Management of FPT_SSP.1, FPT_SSP.2
The following actions can be considered forthe management functions in FMT:

d) there are no management activitieés foreseen.

15.12.4 Audit of FPT_SSP.1, FPT_SSP.2

|

he following actions should be auditable if FAU_GEN Security audit data generation is includg
P, PP-Module, functional package or ST:

—_—

d) minimal: Failurebo receive an acknowledgement when expected.

15.12.5FPT_SSP.1 Simple trusted acknowledgement

(omponent relationships

1s of the
tributed

he data

hange.

bd in the

Hierarchical to: No other components.
Dependencies: FPT_ITT.1 Basic internal TSF data transfer protection
FPT_SSP.1.1

The TSF shall acknowledge, when requested by another part of the TSF, the receipt of an

unmodified TSF data transmission.

15.12.6 FPT_SSP.2 Mutual trusted acknowledgement

Component relationships
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Hierarchical to: FPT_SSP.1 Simple trusted acknowledgement
Dependencies: FPT_ITT.1 Basic internal TSF data transfer protection
FPT_SSP.2.1

The TSF shall acknowledge, when requested by another part of the TSF, the receipt of an unmodified
TSF data transmission.

FPT_SSP.2.2

The TSJ‘ shall ensure that the relevant parts of the TSF know the correct status of transmitted
data among its different parts, using acknowledgements.

15.13 Time stamps (FPT_STM)

15.13.1Family behaviour

This fanily addresses requirements for a reliable time stamp function within aFOE.

15.13.2Components leveling and description

Figure 72 shows the component leveling for this family.

| FPT_STM: Time stamps

Figure 72 — FPR_STM: Component leveling

FPT_STM.1 Reliable time stamps, requires that the.-TSF provide reliable time stamps for TSF functions|

FPT_STM.2 Time source, requires the description of the time source used in timestamps

15.13.3Management of FPT_STM.1
The follgwing actions can be consideted for the management functions in FMT:

a) marnagement of the time.

15.13.4Management of FPT STM.2
The follgwing actionsycan be considered for the management functions in FMT:

a) setting of timé)by user authorized according to security policy.

15.13.5Audit'of FPT_STM.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Changes to the time;

b) detailed: Providing a timestamp.

15.13.6Audit of FPT_STM.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Discontinuous changes to the time;
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) detailed: Changes to the time source.

15.13.7FPT_STM.1 Reliable time stamps

Component relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
HPT_STM.1.1

The TSF shall be able to provide reliable time stamps.

(o S

wl

5.13.8FPT_STM.2 Time source

omponent relationships

ierarchical to: No other components.

ependencies: FPT_STM.1 Reliable time stamps
FMT_SMR.1 Security roles

PT_STM.2.1

he TSF shall allow the [assignment: user authorized by security policy] to [assignment
jme, configure another time sourcel]].

5.14 Inter-TSF TSF data consistency (FPT-TDC)

5.14.1Family behaviour

h a distributed environment, a TOE may need to exchange TSF data with another trusted IT
his family defines the requirements for sharing and consistent interpretation of these af
etween the TSF of the TOE and adifferent trusted IT product.

5.14.2 Components leveling and description

igure 73 shows the-component leveling for this family.

| FPT_TDC: Inter-TSF TSF data consistency

Figure 73 — FPT_TDC: Component leveling

PA_TDC.1 Inter-TSF basic TSF data consistency, requires that the TSF provide the capability t

set the

product.
tributes

D ensure

ncicfnnr‘y of attributes between TSEs

15.14.3Management of FPT_TDC.1

The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.
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15.14.4 Audit of FPT_TDC.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Successful use of TSF data consistency mechanisms;
b) basic: Use of the TSF data consistency mechanisms;

c) basic: Identification of which TSF data have been interpreted;

d) basic: Detection of modified TSF data.

15.14.5FPT_TDC.1 Inter-TSF basic TSF data consistency

Component relationships

Hierarchical to: No other components.
Dependé¢ncies: No dependencies.
FPT_TDLC.1.1

o

The TSK shall provide the capability to consistently interpret [assighment: list of TSF data types
when shared between the TSF and another trusted IT product:

FPT_TD(.1.2

The TSF shall use [assignment: list of interpretatiow,rules to be applied by the TSF] whe
interpreting the TSF data from another trusted IT product.

=]

15.15 Testing of external entities (FPT_TEE)

15.15.1Family behaviour
This fanily defines requirements for the*FSF to perform tests on one or more external entities.
This component is not intended to-be applied to human users.

External] entities can include applications running on the TOE, hardware or software runnin
“underngath” the TOE (e.g«platforms, operating systems) or applications/boxes connected to the TO
(e.g. intijusion detection systems, firewalls, login servers, time servers).

TT10Q

15.15.2Componentsieveling and description

Figure 74 shows-the component leveling for this family.

| FPT_TEE: Testing of external entities |—

Figure 74 — FPT_TEE: Component leveling

FPT_TEE.1 Testing of external entities, provides for testing of the external entities by the TSF.

15.15.3Management of FPT_TEE.1
The following actions can be considered for the management functions in FMT:

a) management of the conditions under which the testing of external entities occurs, such as during
initial start-up, regular interval, or under specified conditions;
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b) management of the time interval if appropriate.

15.15.4Audit of FPT_TEE.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) basic: Execution of the tests of the external entities and the results of the tests.

| it B PR T 14T A2 £ i 1 3ds
JeLlJ.JI'L I _TLL.X lCDI.llls Ul CALCT 11dl CIIUIUIT S

(omponent relationships

Hierarchical to: No other components.

[Jependencies: No dependencies.

HPT_TEE.1.1

The TSF shall run a suite of tests [selection: during initial start-up; periodically during|normal

peration, at the request of an authorized user, [assignment: other conditions]] to check the
nlfillment of [assignment: list of properties of the external entities].

-0

HPT_TEE.1.2

If the test fails, the TSF shall [assignment: action(s)]:

15.16 Internal TOE TSF data replication conSistency (FPT_TRC)

==

5.16.1Family behaviour

he requirements of this family are needed to ensure the consistency of TSF data when such data is
eplicated internal to the TOE. Such data can become inconsistent if the internal channel betwefen parts
f the TOE becomes inoperative. If\the TOE is internally structured as a network and parts of|the TOE
etwork connections are broken,'this can occur when parts become disabled.

= 0O = e

(=Y

5.16.2Components leveling and description

ol

igure 75 shows the component leveling for this family.

FPT_TRC: Internal TOE TSF data replication .
consistency

Figure 75 — FPT_TRC: Component leveling

Thisfamily consists of only one component, FPT_TRC.1 Internal TSF consistency, which requjres that
the TSF ensure the consistency of TSF data that is replicated in multiple locations.

15.16.3Management of FPT_TRC.1
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.
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15.16.4Audit of FPT_TRC.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Restoring consistency upon reconnection;

b) basi

c: Detected inconsistency between TSF data.

15.16.5FPT TRC.1 Internal TSF consistency

Comporlent relationships

Hierarclhical to: No other components.
Dependé¢ncies: FPT_ITT.1 Basic internal TSF data transfer protection
FPT_TR[L.1.1

The TSH shall ensure that TSF data is consistent when replicated between'parts of the TOE.

FPT_TR

When p
the con

[assignment: list of functions dependent on TSF data replication consistency].

15.17 7

15.17.1

The fam
operatig
critical
authoriz
self-test

The req
(i.e. TSF
the TOE
because
unforest
because

15.17.2

C.1.2

arts of the TOE containing replicated TSF data are disconnected, the TSF shall ensurg
sistency of the replicated TSF data upon reconnection before processing any requests for

[SF self-test (FPT_TST)

Family behaviour

ly defines the requirements for the self-testing of the TSF with respect to some expected correqt
n. Examples are interfaces to enforcement functions, and sample arithmetical operations op
parts of the TOE. These tests can be,carried out at start-up, periodically, at the request of thie
ed user, or when other conditiofis;are met. The actions to be taken by the TOE as the result gf
ng are defined in other families,

lirements of this family @re also needed to detect the corruption of TSF data and TSF itse
executable code or TSFshardware component) by various failures that do not necessarily sto
s operation (which-would be handled by other families). These checks need to be performe
these failures cannot necessarily be prevented. Such failures can occur either because ¢
pen failure modes-or associated oversights in the design of hardware, firmware, or software, g
of maliciousiéerruption of the TSF due to inadequate logical and/or physical protection.

Y=

Compenents leveling and description

Figure 7

6ishows the component leveling for this family.

[ FPT_TST: TSF self-test

Figure 76 — FPT_TST: Component leveling

FPT_TST.1 TSF self-testing, provides the ability to test the TSF's correct operation. These tests can be
performed at start-up, periodically, at the request of the authorized user, or when other conditions are
met. It also provides the ability to verify the integrity of TSF data and TSF itself.
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15.17.3Management of FPT_TST.1
The following actions can be considered for the management functions in FMT:

a) management of the conditions under which TSF self-testing occurs, such as during initial start-up,
regular interval, or under specified conditions;

b) management of the time interval if appropriate.

15.17.4Audit of FPT_TST.1

The following actions should be auditable if FAU_GEN Security audit data generation is includ¢d in the
HP, PP-Module, functional package or ST:

d) minimal: Indication that the TSF self-tests were completed and any failures of the tests.

o

) basic: Execution of the TSF self-tests and the results of the tests.

15.17.5FPT_TST.1 TSF self-testing

(omponent relationships

Hierarchical to: No other components.

[Jependencies: No dependencies.

HPT_TST.1.1

The TSF shall run a suite of the following self-tests [selection: during initial start-up, periodically
during normal operation, at the request of the authorized user, at the conditions [assignment:
donditions under which self-test should occur]] to demonstrate the correct operation of [selection:
[assignment: parts of TSF], the TSF]: [assignment: list of self-tests run by the TSF].

HPT_TST.1.2

The TSF shall provide authorized users with the capability to verify the integrity of [selection:
[pssignment: parts of TSF datd], TSF datal.

HPT_TST.1.3

The TSF shall provideauthorized users with the capability to verify the integrity of [selection:

[pssignment: parts.of TSF], TSF].

16 Class FRU: Resource utilization

16.1 Class description

This” class prnvir‘]pc three families that Support the avai]:\hilify of rpqnirpd resources Isuch as

processing capability and/or storage capacity. The family Fault Tolerance provides protection against
unavailability of capabilities caused by failure of the TOE. The family Priority of Service ensures that the
resources will be allocated to the more important or time-critical tasks and cannot be monopolized by
lower priority tasks. The family Resource Allocation provides limits on the use of available resources,
therefore preventing users from monopolizing the resources.

Figure 77 shows the decomposition of this class, it’s families and components. Elements are not shown
in the figure.

Annex K provides explanatory information for this class and should be consulted when using the
components identified in this class.
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FRU: Resource
utilization

FRU_FLT: Fault tolerance .

:

FRU_PRS: Priority of service 1|

NN
g

FRU_RSA: Resource allocation .

Figure 77 — FRU: Resource utilization class decomposition

16.2 Fgult tolerance (FRU_FLT)

16.2.1 Family behaviour

The requiirements of this family ensure that the TOE will maintain correct-eperation even in the everjt
of failuregs.

16.2.2 Components leveling and description

Figure 78 shows the component leveling for this family.

| FRU_FLT: Fault tolerance

Figure 78 — FRU_FLT: Component leveling

FRU_FLT.1 Degraded fault tolerance, requives the TOE to continue correct operation of identified
capabilities in the event of identified failures.

FRU_FLT.2 Limited fault tolerance, requires the TOE to continue correct operation of all capabilities ip
the event of identified failures.

16.2.3 Management of FRU-FLT.1, FRU_FLT.2
The follgwing actions ¢anbe considered for the management functions in FMT:

a) there are no mamragement activities foreseen.

16.2.4 Auditof FRU_FLT.1

The foll nnn— f\t‘f OBS o]nr\ dd bhao audithla i F EAIT CEN Sacuyieityy A + data canaratinon ic ineliidad 10 +h
OWrHEaEetHot Trro—oEry—oeettTt )

FoHra—Beadattapnteit

PP, PP-Module, functional package or ST:
a) minimal: Any failure detected by the TSF;

b) basic: All TOE capabilities being discontinued due to a failure.

16.2.5 Audit of FRU_FLT.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Any failure detected by the TSF.
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16.2.6 FRU_FLT.1 Degraded fault tolerance

Component relationships

Hierarchical to: No other components.

Dependencies: FPT_FLS.1 Failure with preservation of secure state

FRU_FLT.1.1

The shall ensure the operation of [assignment: /ISt 0 capabilities] when the Idllowing
fhilures occur: [assignment: list of type of failures].

16.2.7 FRU_FLT.2 Limited fault tolerance

o

omponent relationships

Hierarchical to: FRU_FLT.1 Degraded fault tolerance

=

ependencies: FPT_FLS.1 Failure with preservation of secure state

KHRU_FLT.2.1

—

he TSF shall ensure the operation of all the TOE's capabilities when the following failurgds occur:
hssignment: list of type of failures].

—

[=Y

6.3 Priority of service (FRU_PRS)

16.3.1 Family behaviour

o |

he requirements of this family allow the LSF to control the use of resources under the contrl of the
SF by users and subjects such that high(priority activities under the control of the TSF will always be
ccomplished without undue interference or delay caused by low priority activities.

QO

16.3.2 Components leveling and’'description

ol

igure 79 shows the compongent leveling for this family.

| FRU_PRS: Priority of service

Figure 79 — FRU_PRS: Component leveling

1

RU_PRS{ Limited priority of service, provides priorities for a subject's use of a subset of the r¢sources
nderthe control of the TSF.

o

1

RU,PRS.2 Full priority of service, provides priorities for a subject's use of all of the resources under
e control of the TS5k

=

16.3.3 Management of FRU_PRS.1, FRU_PRS.2
The following actions can be considered for the management functions in FMT:

a) assignment of priorities to each subject in the TSF.
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16.3.4 Audit of FRU_PRS.1, FRU_PRS.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Rejection of operation based on the use of priority within an allocation;

b) basic: All attempted uses of the allocation function which involves the priority of the service
functions.

16.3.5 FRU_PRS.1 Limited priority of service

Hierarchical to: No other components.
Dependé¢ncies: No dependencies.
FRU_PRS.1.1

The TSK shall assign a priority to each subject in the TSF.
FRU_PRIS.1.2

The TSK shall ensure that each access to [assignment: controlled resources] shall be mediated op
the basis of the subjects assigned priority.

16.3.6 FRU_PRS.2 Full priority of service

Component relationships

Hierarchical to: FRU_PRS.1 Limited priority of service
Dependé¢ncies: No dependencies.
FRU_PRS.2.1

The TSF|shall assign a priority to each subject in the TSF.
FRU_PRS.2.2

The TSF shall ensure that each aecess to all shareable resources shall be mediated on the basis of the
subjectdassigned priority.

16.4 R¢source allo¢ation (FRU_RSA)

16.4.1 Family behaviour

-

The reqiiirements of this family allow the TSF to control the use of resources by users and subjects suc
that denjial’of service will not occur because of unauthorized monopolization of resources.

16.4.2 Components leveling and description

Figure 80 shows the component leveling for this family.

| FRU_RSA: Resource allocation

Figure 80 — FRU_RSA: Component leveling

FRU_RSA.1 Maximum quotas, provides requirements for quota mechanisms that ensure that users and
subjects will not monopolize a controlled resource.
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FRU_RSA.2 Minimum and maximum quotas, provides requirements for quota mechanisms that ensure
that users and subjects will always have at least a minimum of a specified resource and that they will

not be able to monopolize a controlled resource.

16.4.3 Management of FRU_RSA.1

The following actions can be considered for the management functions in FMT:

a) specifying maximum limits for a resource for groups and/or individual users and/or subjects by an

administrator

16.4.4 Management of FRU_RSA.2

—

he following actions can be considered for the management functions in FMT:

d) specifying minimum and maximum limits for a resource for groups and/orindividual user
subjects by an administrator.

16.4.5 Audit of FRU_RSA.1, FRU_RSA.2

—

he following actions should be auditable if FAU_GEN Security auditidata generation is includg
P, PP-Module, functional package or ST:

—_—

d) minimal: Rejection of allocation operation due to resouree limits.

o

) basic: All attempted uses of the resource allocationunctions for resources that are undel
of the TSF.

16.4.6 FRU_RSA.1 Maximum quotas

(omponent relationships

~

esources] that [selection: individual user, defined group of users, subjects] can use [s€
imultaneously, over a specified period of time].

%)

16.4.7 FRU_RSA.2 Minimum and maximum quotas

(omponent relationships

5 and/or

bd in the

" control

Hierarchical to: No otherlcomponents.

[Jependencies: No dependencies.

HRU_RSA.1.1

The TSF shall enforce-maximum quotas of the following resources: [assignment: controlled

lection:

Hierarchical to: FRU_RSA.1 Maximum quotas
Dependencies: No dependencies.
FRU_RSA.2.1

The TSF shall enforce maximum quotas of the following resources [assignment: controlled resources]
that [selection: individual user, defined group of users, subjects] can use [selection: simultaneously, over a

specified period of time].
FRU_RSA.2.2
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The TSF shall ensure the provision of minimum quantity of each [assignment: controlled
resource] that is available for [selection: an individual user, defined group of users, subjects] to
use [selection: simultaneously, over a specified period of time].

17 Class FTA: TOE access

17.1 Class description

ThlS farv Uz cnacifine foinm bt ol nodvnante o ~ote Il agtha actablichaonant Af o L on'c cnccins
IHry-Spece st oharregtHtremees o contr ottt eStaorSHRe T O H5e-5-5855101-

Figure 81 shows the decomposition of this class, it’s families and components. Elements are not showp
in the figure.

Annex I} provides explanatory information for this class and should be consulted wheh' using the
compongnts identified in this class.

FTA: TOE Access

FTA_LSA: Limitation on scope of selectable
- Jl
attributes .
FTA_MCS: Limitation on multiple conhcirrent
sessions

—| FTA_SSL: Session locking and termination B
—| FTA.TAB: TOE access banners
—| FTA_TAH: TOE access history
—| FTA_TSE: TOE session establishment

Figure 81 — FTA: TOE access class decomposition

17.2 Limitatien’on scope of selectable attributes (FTA_LSA)

17.2.1 Family behaviour

This family defines requirements to limit the scope of session security attributes that a user can select
for a session.

17.2.2 Components leveling and description

Figure 82 shows the component leveling for this family.

FTA_LSA: Limitation on scope of selectable
- —-.1
attributes

Figure 82 — FTA_LSA: Component leveling

126 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

FTA_LSA.1 Limitation on scope of selectable attributes, provides the requirement for a TOE to limit the
scope of the session security attributes during session establishment.

17.2.3 Management of FTA_LSA.1
The following actions can be considered for the management functions in FMT:

a) management of the scope of the session security attributes by an administrator.

24 A A3d
e & AUUIUU

H

—]

he following actions should be auditable if FAU_GEN Security audit data generation is inelude¢d in the
P, PP-Module, functional package or ST:

law]

d) minimal: All failed attempts at selecting session security attributes;

low

) basic: All attempts at selecting session security attributes;

d detailed: Capture of the values of each of the session security attributes:

17.2.5 FTA_LSA.1 Limitation on scope of selectable attributes

(omponent relationships

Hierarchical to: No other components.
[Jependencies: No dependencies.
HTA_LSA.1.1

The TSF shall restrict the scope of the session security attributes [assignment: session security
dttributes], based on [assignment: attributes].

17.3 Limitation on multiple conocurrent sessions (FTA_MCS)

17.3.1 Family behaviour

—

his family defines requirgments to place limits on the number of concurrent sessions that helong to
he same user.

—

17.3.2 Components leveling and description

Higure 83 shews the component leveling for this family.
FTA_MCS: Limitation on multiple concurrent
sessions

Figure 83 — FTA_MCS: Component leveling

FTA_MCS.1 Basic limitation on multiple concurrent sessions, provides limitations that apply to all users
of the TSFE.

FTA_MCS.2 Per user attribute limitation on multiple concurrent sessions extends FTA_MCS.1 Basic
limitation on multiple concurrent sessions by requiring the ability to specify limitations on the number
of concurrent sessions based on the related security attributes.
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17.3.3 Management of FTA_M(CS.1
The following actions can be considered for the management functions in FMT:

a) management of the maximum allowed number of concurrent user sessions by an administrator.

17.3.4 Management of FTA_MCS.2

The following actions can be considered for the management functions in FMT:

a) marfagement of the rules that govern the maximum allowed number of concurrent user sessiong.bly
an ddministrator.

17.3.5 MAudit of FTA_MCS.1, FTA_MCS.2

The follpwing actions should be auditable if FAU_GEN Security audit data generation isfih¢luded in thie
PP, PP-Module, functional package or ST:

a) minfimal: Rejection of a new session based on the limitation of multiple conctrrent sessions;

b) detdiled: Capture of the number of currently concurrent user sessidns and the user securitly
attribute(s).

17.3.6 FTA_MCS.1 Basic limitation on multiple concurrent sessions

Component relationships

Hierarchical to: No other components.
Dependé¢ncies: FIA_UID.1 Timing of identification
FTA_M(S.1.1

The TSH shall restrict the maximum number of concurrent sessions that belong to the same user.
FTA_M(S.1.2

The TSH shall enforce, by default;a’limit of [assignment: default number] sessions per user.

17.3.7 FTA_MCS.2 Per user(attribute limitation on multiple concurrent sessions

Component relationships

Hierarchical to: FTA_MCS.1 Basic limitation on multiple concurrent sessions
Dependé¢ncies: FIA_UID.1 Timing of identification
FTA_M(S22,1

The TSF shall restrict the maximum number of concurrent sessions that belong to the same user
according to the rules [assignment: rules for the number of maximum concurrent sessions].

FTA_MCS.2.2

The TSF shall enforce, by default, a limit of [assignment: default number] sessions per user.
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17.4 Session locking and termination (FTA_SSL)

17.4.1 Family behaviour

This family defines requirements for the TSF to provide the capability for TSF-initiated and user-

initiated locking, unlocking, and termination of interactive sessions.

17.4.2 Components leveling and description

Higure o4 snows the component leveling ror tnis ramily.

| FTA_SSL: Session locking and termination

Figure 84 — FTA_SSL: Component leveling

HTA_SSL.1 TSF-initiated session locking includes system-initiated:locking of an interactive sess
specified period of user inactivity.

job)

HTA_SSL.2 User-initiated locking, provides capabilities far the user to lock and unlock the us
teractive sessions.

—

1

TA_SSL.3 TSF-initiated termination, provides requirements for the TSF to terminate the sess
specified period of user inactivity.

jo5)

HTA_SSL.4 User-initiated termination, providés capabilities for the user to terminate the us
hteractive sessions.

—

17.4.3 Management of FTA_SSL.1

—

he following actions can be considered for the management functions in FMT:

d) specification of the time/of user inactivity after which lock-out occurs for an individual use

o

) specification of the default time of user inactivity after which lock-out occurs;

d management-of the events that occur prior to unlocking the session.

17.4.4 Management of FTA_SSL.2

=]

he following actions can be considered for the management functions in FMT:

on after

br's own

on after

br's own

3

d) ““management of the events that occur prior to unlocking the session.

17.4.5 Management of FTA_SSL.3

The following actions can be considered for the management functions in FMT:

a) specification of the time of user inactivity after which termination of the interactive session occurs

for an individual user;

b) specification of the default time of user inactivity after which termination of the interactive session

occurs.
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17.4.6 Management of FTA_SSL.4
The following actions can be considered for the management functions in FMT:

a) there are no management activities foreseen.

17.4.7 Audit of FTA_SSL.1, FTA_SSL.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minfimal: Locking of an interactive session by the session locking mechanism;
b) minfimal: Successful unlocking of an interactive session;

c) basijc: Any attempts at unlocking an interactive session.

17.4.8 Audit of FTA_SSL.3

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) minfimal: Termination of an interactive session by the session locking mechanism.

17.4.9 Audit of FTA_SSL.4

The follpwing actions should be auditable if FAU_GEN Security audit data generation is included in thie
PP, PP-Module, functional package or ST:

a) minfimal: Termination of an interactive session by the user.

17.4.10FTA_SSL.1 TSF-initiated session locking

Component relationships

Hierarchical to: No other ecomponents.
Dependé¢ncies: FIA_UAU.1 Timing of authentication
FTA_SSL.1.1

The TSK shall lock an interactive session after [assignment: time interval of user inactivity] by:
a) clearing or overwriting display devices, making the current contents unreadable;
b) disabling anydctivity of the user's data access/display devices other than unlocking the session.

FTA_SSL.1.2

The TSF shall require the following events to occur prior to unlocking the session: [assignment:
events to occur].

17.4.11FTA_SSL.2 User-initiated locking

Component relationships

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FTA_SSL.2.1
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The TSF shall allow user-initiated locking of the user's own interactive session, by:

a) clearing or overwriting display devices, making the current contents unreadable;

b) disabling any activity of the user's data access/display devices other than unlocking the session.
FTA_SSL.2.2

The TSF shall require the following events to occur prior to unlocking the session: [assignment:
events to occur].

17.4.12FTA_SSL.3 TSF-initiated termination

(omponent relationships

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
HTA_SSL.3.1

The TSF shall terminate an interactive session after a [asSighment: time interval |of user
ipactivity].

17.4.13FTA_SSL.4 User-initiated termination

(omponent relationships

Hierarchical to: No other components:
[Jependencies: No dependencies;
HTA_SSL.4.1

The TSF shall allow user-initiatedtermination of the user's own interactive session.
17.5 TOE access banners (FTA_TAB)

17.5.1 Family behaviour

—

his family defines-requirements to display a configurable advisory warning message to users
egarding the appropriate use of the TOE.

ot

17.5.2 Comiponents leveling and description

[

igure’85 shows the component leveling for this family.

! ETA_TAR: TOE access banners !—m

Figure 85 — FTA_TAB: Component leveling

FTA_TAB.1 Default TOE access banners, provides the requirement for a TOE Access Banner. This banner
is displayed prior to the establishment dialogue for a session.

17.5.3 Management of FTA_TAB.1
The following actions can be considered for the management functions in FMT:

a) maintenance of the banner by the authorized administrator.
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17.5.4 Audit of FTA_TAB.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

17.5.5 FTA_TAB.1 Default TOE access banners

Component relationships

Hierarclical to: No other components.
Dependé¢ncies: No dependencies.
FTA_TAB.1.1

Before ¢stablishing a user session, the [selection: TSF, TOE platform] shall display'an [assignment:
description of the message] message.

17.6 TOE access history (FTA_TAH)

17.6.1 Family behaviour

This fanjily defines requirements for the TSF to display to a user, wpon successful session establishment,
a history of successful and unsuccessful attempts to access theluser's account.

17.6.2 Components leveling and description

Figure 86 shows the component leveling for this family.

| FTA_TAH: TOE access history

Figure 86 — FTA_TAH: Component leveling

FTA_TAH.1 TOE access history, proyvides the requirement for a TOE to display information related tp
previou$ attempts to establish a.session.

17.6.3 Management of FTA_ TAH.1
The follgwing action§can be considered for the management functions in FMT:

a) there are naimanagement activities foreseen.

17.6.4 Audit of FTA_TAH.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) there are no auditable events foreseen.

17.6.5 FTA_TAH.1 TOE access history

Component relationships

Hierarchical to: No other components.

Dependencies: No dependencies.
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FTA_TAH.1.1

Upon successful session establishment, the TSF shall display the [selection: date, time, method,
location] of the last successful session establishment to the user.

FTA_TAH.1.2

Upon successful session establishment, the TSF shall display the [selection: date, time,
method, location] of the last unsuccessful attempt to session establishment and the number of
unsuccessful attempts since the last successful session establishment.

HTA_TAH.1.3

The TSF shall not erase the access history information from the user interface without giving
he user an opportunity to review the information.

-+

17.7 TOE session establishment (FTA_TSE)

17.7.1 Family behaviour

This family defines requirements to deny a user permission to estaplish a session with the TOH.

17.7.2 Components leveling and description

wwl

igure 87 shows the component leveling for this family.

| FTA_TSE: TOE session establishment

Figure 87 — FTA_TSE: Component leveling

1

TA_TSE.1 TOE session establishment, provides requirements for denying users access to the TOE
Hased on attributes.

17.7.3 Management of FTA_TSE.A
The following actions can be considered for the management functions in FMT:

d) management of the.seSsion establishment conditions by the authorized administrator.

17.7.4 Audit of FTA_TSE.1

—

he followingéctions should be auditable if FAU_GEN Security audit data generation is includ¢d in the
P, PP-Module, functional package or ST:

——f

a) bminimal: Denial of a session establishment due to the session establishment mechanism;

) bhasic: All nﬂ'nmpfc at estabhlishment of 3 user cnccinn;

c) detailed: Capture of the value of the selected access parameters.

17.7.5 FTA_TSE.1 TOE session establishment

Component relationships

Hierarchical to: No other components.
Dependencies: No dependencies.
FTA_TSE.1.1
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The TSF shall be able to deny session establishment based on [assignment: attributes].

18 Class FTP: Trusted path/channels

18.1 Class description

Families in this class provide requirements for a trusted communication path between users and the
TSF, and for a trusted communication channel between the TSF and other trusted IT products. Trusted
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aradigm, a trusted channel is a communication channel that cah be initiated by either side gf
nel and provides non-repudiation characteristics with respéet to the identity of the sides of thie

d path provides a means for users to perform functions through an assured direct interactio
e TSF. Trusted path is usually desired for user agtions such as initial identification and/qg

2 = =S

itiated by a user or the TSF. User responses via‘the trusted path are guaranteed to be protecte
dification by or disclosure to untrusted applications.

describing the use of commonly used communication protocols used in the provision of trustef
5 and paths are also given.

8 shows the decomposition of this class, it’s families and components. Elements are not showp
Fure.

I provides explanatory information for this class and should be consulted when using the
ents identified in thigelass.

FTP: Trusted/path / channels

—| FTP_ITC: Inter-TSF trusted channel I—

134

—| FTP_PRO: Trusted channel protocol
| FTP_TRP: Trusted path 1]

Figure 88 — FTP: Trusted path/channels class decomposition
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18.2 Inter-TSF trusted channel (FTP_ITC)

18.2.1 Family behaviour

This family defines requirements for the creation of a trusted channel between the TSF and other
trusted IT products for the performance of security critical operations. The components of this family
may be included whenever there are requirements for the secure communication of user or TSF data
between the TOE and other trusted IT products.

8.2.2 Components leveling and description

ol

igure 89 shows the component leveling for this family.

| FTP_ITC: Inter-TSF trusted channel I—

Figure 89 — FTP_ITC: Component leveling

1

TP_ITC.1 Inter-TSF trusted channel, requires that the TSF provide a trusted communication|channel
hetween itself and another trusted IT product.

18.2.3 Management of FTP_ITC.1
The following actions can be considered for the managementfunctions in FMT:

d) configuring the actions that require trusted channel; if supported.

18.2.4 Audit of FTP_ITC.1

|

he following actions should be auditable if\FAU_GEN Security audit data generation is includg¢d in the
P, PP-Module, functional package or ST:

—_—

a) minimal: Failure of the trusted.channel functions;

o

) minimal: Identification of the'initiator and target of failed trusted channel functions;
d Dbasic: All attempted uses-of the trusted channel functions;

d) basic: Identificatien of the initiator and target of all trusted channel functions.

18.2.5 FTP_ITCXInter-TSF trusted channel

(omponentrelationships

Hieraxchical to: No other components.
[}eépendencies: No dependencies.
FTP_ITC.1.1

The TSF shall provide a communication channel between itself and another trusted IT product
thatis logically distinct from other communication channels and provides assured identification
of its end points and protection of the channel data from modification or disclosure.

FTP_ITC.1.2

The TSF shall permit [selection: the TSF, another trusted IT product] to initiate communication
via the trusted channel.

FTP_ITC.1.3
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The TSF shall initiate communication via the trusted channel for [assignment: list of functions
for which a trusted channel is required].

18.3 Trusted channel protocol (FTP_PRO)

18.3.1 Family behavior

This family defines requirements for establishing a trusted channel and using the trusted channel to
transfer the TSF data or user data securely.

18.3.2 Components leveling and description

Figure 90 shows the component leveling for this family.

| FTP_PRO: Trusted channel protocol

) [] [~

Figure 90 — FTP_PRO: Component leveling
FTP_PR(.1 Trusted channel protocol requires that communicatiorf be established in accordance with ja
defined protocol.

FTP_PR(.2 Trusted channel establishment requires that Keys be securely established between thee
peers.

FTP_PR(.3 Trusted channel data protection requires:;that data in transit be protected.

18.3.3 Management of FTP_PRO.1

The follgwing actions can be considered for.the management functions in FMT:
a) configuring the protocols needed. for the trusted channel;

b) configuring the credentialsforusing the trusted channel;

c) configuring the conditiens/for initializing and terminating the trusted channel.

18.3.4 Management©OfiFTP_PRO.2
The follgwing actien’s can be considered for the management functions in FMT:

a) configuring-the parameters for shared secrets;

b) configuring the parameters for cryptographic key derivation.

18.3.5 Management of FTP_PRO.3
The following actions can be considered for the management functions in FMT:

a) configuring the encryption and integrity mechanisms used by the trusted channel.

136 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

18.3.6 Audit of FTP_PRO.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP, PP-Module, functional package or ST:

a) minimal: Failure of the trusted channel establishment;
b) minimal: Identification of the initiator and target of failed trusted channel establishment;

c) Dbasic: All attempted uses of the trusted channel;

d) basic: Identification of the initiator and target of all trusted channel attempts.

(ther events should be considered according to the specific protocols used.

18.3.7 Audit of FTP_PRO.2

—

he following actions should be auditable if FAU_GEN Security audit data generation is includé¢d in the
P/ST:

law]

d) minimal: Authentication failures during channel establishment;

low

) basic: All authentication attempts.

18.3.8 Audit of FTP_PRO.3

—]

he following actions should be auditable if FAU_GEN Security audit data generation is includg¢d in the
P/ST:

law]

d) minimal: Failures when attempting to verify«channel properties in FTP_PRO.3.2.

18.3.9 FTP_PRO.1 Trusted channel protocol

(omponent relationships

Hierarchical to: No other components.

[Jependencies: FTP_PRO.2 Trusted channel establishment
FTP_PRO.3 Trusted channel data protection.

HTP_PRO.1.1

The TSF shall implement [assignment: trusted channel protocol] acting as [assignment:|defined
protocol role{s)Yin accordance with: [assignment: list of standards].

HTP_PRO:1.2

The<TSF shall enforce usage of the trusted channel for [assignment: purpose(s) of the|trusted
dhannel] in accordance with: [assignment: list of standards].

FTP_PRO.1.3
The TSF shall permit [selection: itself, its peer] to initiate communication via the trusted channel.
FTP_PRO.1.4

The TSF shall enforce the following rules for the trusted channel: [assignment: rules governing
operation and use of the trusted channel and/or its protocol].

FTP_PRO.1.5
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The TSF shall enforce the following static protocol options: [assignment: list of options and
references to standards in which each is defined].

FTP_PRO.1.6

The TSF shall negotiate one of the following protocol configurations with its peer: [assignment:
list of configurations and reference to standards in which each is defined].

18.3.10FTP_PRO.2 Trusted channel establishment

Component relationships

Hierarchical to: No other components.

Dependé¢ncies: FTP_PRO.1 Trusted channel protocol
[FCS_CKM.1 Cryptographic key generation, or
FCS_CKM.2 Cryptographic key distribution]
FCS_CKM.5 Cryptographic key derivation
FCS_COP.1 Cryptographic operation.

FTP_PRD.2.1

The TSF shall establish a shared secret with its peer using one of the following mechanismsg:
[assignment: list of key establishment mechanisms].

FTP_PRD.2.2

The TSF shall authenticate [selection: its peer, itself to its peer] using one of the followin
mechanisms: [assignment: list of authentication mechanisms] and according to the followinE
rules: [assignment: list of rules for carrying out the authentication].

FTP_PRD.2.3

The TSF shall use [assignment: key derivation function] to derive the following cryptographi
keys frgm a shared secret: [assignment:.list of cryptographic keys].

9]

18.3.11FTP_PRO.3 Trusted channeldata protection

Compornent relationships

Hierarchical to: No other components.

Dependé¢ncies: FTP_PRO.1 Trusted channel protocol
FTP_PRO.2 Trusted channel establishment
FCS_COP.1 Cryptographic operation.

FTP_PRD.34

The TSF-shalH-protectdataintran rom—thatthor
mechanisms: [assignment: list of encryption mechanisms].

FTP_PRO.3.2

The TSF shall protect data in transit from [selection: modification, deletion, insertion, replay,
[assignment: other]] using one of the following mechanisms: [assignment: list of integrity
protection mechanisms].
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18.4 Trusted path (FTP_TRP)

18.4.1 Family behaviour

This family defines the requirements to establish and maintain trusted communication to or from
users and the TSF. A trusted path can be required for any security-relevant interaction. Trusted path
exchanges can be initiated by a user during an interaction with the TSF, or the TSF can establish
communication with the user via a trusted path.

8.4.2 Components leveling and description

ol

igure 91 shows the component leveling for this family.

| FTP_TRP: Trusted path 1]

Figure 91 — FTP_TRP: Component leveling

1

TP_TRP.1 Trusted path, requires that a trusted path between the TSF'and a user be provided|for a set
f events defined by a PP, PP-Module, functional package or ST author\The user and/or the TSF ¢an have
he ability to initiate the trusted path.

[mille)

18.4.3 Management of FTP_TRP.1

—

he following actions can be considered for the management functions in FMT:

o8]

configuring the actions that require trusted path, if supported.

18.4.4 Audit of FTP_TRP.1

—

he following actions should be auditable,if FAU_GEN Security audit data generation is includéd in the
P, PP-Module, functional package or ST:

law]

d) minimal: Failures of the trusted path functions;
B) mMinimal: Identification of the user associated with all trusted path failures, if available;
d Dbasic: All attempted(uses of the trusted path functions;

d) basic: Identification of the user associated with all trusted path invocations, if available.

18.4.5 FTP_TRP.1 Trusted path

(omponentrelationships

Hierarchical to: No other components.
ependencies: No dependencies.

FTP_TRP.1.1

The TSF shall provide a communication path between itself and [selection: remote, local] users
that is logically distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from [selection: modification, disclosure,
[assignment: other types of integrity or confidentiality violation]].

FTP_TRP.1.2

The TSF shall permit [selection: the TSF, local users, remote users] to initiate communication via
the trusted path.
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FTP_TRP.1.3

The TSF shall require the use of the trusted path for [selection: initial user authentication,
[assignment: other services for which trusted path is required]].
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Annex A
(informative)

Security functional requirements (SFRs) structure of the
application notes

NS

.1 General

his annex contains additional guidance for the families and components defined-in" this dqcument,
Uhich may be required by users, developers, or evaluators to use the components.’lo facilitate finding
he appropriate information, the presentation of the classes, families and coniponents in this pnnex is
epeated from the presentation within the main clauses of this document.

= ot <

A.2 Structure of the notes

A.2.1 General

The content and presentation of the notes related to fuhctional requirements in this docyment is
defined below.

A.2.2 C(lass structure

A.2.2.1 General

Higure A.1 illustrates the functional classstructure in this annex.
Functional |
class Class
name
n Class
general information
|
|
— Functional families
nnnnnn A1 Funchiconal clace ckrnie o
I lsul C L LI UIICLIVIIdAd]I CiIdOoJo St UL tuIlI ©
NOTE Some functional classes contain multiple functional families.

A.2.2.2 Class name

This is the unique name of the class defined within the normative elements of this document.

A.2.2.3 Class introduction

The class introduction provides information about the use of the families and components of the class.
This information is completed with the informative diagram that describes the organization of each

© ISO/IEC 2022 - All rights reserved 141


https://standardsiso.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

class with the families in each class and the hierarchical relationship between components in each
family.

A.2.3 Family structure

A.2.3.1 General

Figure A.2 illustrates the functional family structure for application notes in diagrammatic form.

Furnctiomat

family

1 Family name

User application
notes

- Evaluator notes

Notes for operations
on components

Figure A.2 — Functional family structure for application notes

A.2.3.2 | Family name

This is the unique name of the family defined;within the normative elements of this document.

A.2.3.3 | User application notes

The user notes contain additionalinformation that is of interest to potential users of the family, that i
PP, PP-Module, ST and functignalpackage authors, and developers of TOEs incorporating the functionz
compongnts. The presentations informative and can cover warnings about limitations of use and area
where specific attentioncanbe required when using the components.

v —wn

NOTE In the annegés'the term PP, PP-Module, functional package or ST author includes authors of document
used to fprmulate a PP-or ST, this includes PP-Modules and functional packages.

%)

A.2.3.4 | Evalmator notes

The evaluator notes contain any information that is of interest to r‘]pvplnpprc and evaluators of TQHs
that claim conformance with a component of the family. The presentation provides information and
can cover a variety of areas where specific attention can be needed when evaluating the TOE. This can
include clarifications of meaning and specification of the way to interpret requirements, as well as
caveats and warnings of specific interest to evaluators.

The user application notes and evaluator notes are not mandatory and appear only if appropriate.

A.2.4 Component structure

A.2.4.1 General

Figure A.3 illustrates the functional component structure for the application notes.
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Component [—

Component
identification

Component
rationale and
application notes

|
]
L Notes on
operations

Figure A.3 — Functional component structure

A.2.4.2 Component identification

This is the unique name of the component defined within the normative elements of this document.

A.2.4.3 Component rationale and application notes

oY

ny specific information related to the component is found\in the component rationale and application
otes subclause.

=

The component rationale contains information thatyrefines the general statements on rationalg for the
pecific component level and is used if level-specific amplification is needed.

%)

—

he application notes contain additional refinement in the form of narrative qualifications for g specific
omponent. This refinement may pertain to user notes, and/or evaluator notes as described fn A.2.3.
he application notes may be used to explain the nature of the dependencies.

= Q

The component rationale and application notes subclause appear only if appropriate.

A.2.4.4 Notes on operations

—

his portion of each component contains guidance relating to the permitted operation$ of the
gomponent.

—

he permitted op€sations subclause appears only if appropriate.
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Annex B
(informative)

Dependency tables for security functional components

B1 D

Tables |

ppendency tables

function

Each of {

Each fuiftional component is allocated a row. The value in the table cell indicates whether the colump

label co
cross “X
the row
and 02

Where 4
to.

NOTE
If no chg
EXAMPL

An exam
attribute
to be pre
necessar

.1 to Table B.11 show the hierarchical, direct, indirect, and optional dependencies lamonjg
al components.

he components that is a dependency of some other functional component is allotcated a columi.

ponent is a hierarchical requirement (indicated by an “H”). directly required (indicated by

"), indirectly required (indicated by a dash “-”), or optionally required{indicated by a “0”) b
label component. Sets of optional requirements are indicated by using+a subscript group, e.g. O

—< D

dependency is given for security assurance requirements, ISO/IEC 15408-3 shall be referrefd

Depending upon the optional requirements chosen, some.indirect dependencies are not applicable.
racter is presented, the component is not dependent upon another component.
E

ple of a component with optional dependencies is FDP_ETC.1 Export of user data without securif]
s, which requires either FDP_ACC.1 Subset access control or FDP_IFC.1 Subset information flow contr
sent. So, if FDP_ACC.1 Subset access controls present, FDP_IFC.1 Subset information flow control is ng
y and vice versa.

—_—<<

(i
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Table B.1 — Dependency table for Class FAU: Security audit

T 2! T i ] T ] =i rq 2| r1 r] ]
EIE|E|E|E|E|E|Z|E|8|8 3 3
222291995 5|%|e|g|3
Z|» | > | ® | @ 0|0/ 2135|522
= [ w = = N S = N = -
FAU_ARP.1 X -
FAU_GEN.1 X
FAU_GEN.2 X X -
FAU_SAA.1 X -
FAU_SAA.2 X
FAU_SAA.3
FAU_SAA.4 H
FAU_SAR.1 X -
FAU_SAR.2 - X -
FAU_SAR.3 - X -
FAU_SEL.1 X - X - - -
FAU_STG.1 X - X
FAU_STG.2 X -
FAU_STG.3 X H -
FAU_STG.4 - X -
FAU_STG.5 X X | H -
Table B.2 — Dependency-table for Class FCO: Communication
E = =
P |8 |8
s | £ | 3
= | B | 2
FCO_NRO.1 X
[FCO_NRO.2 X H
FCO_NRR.1 X
FCO_NRR.2 X H
Table B.3 — Dependency table for Class FCS: Cryptographic support
HEHAERRRBEBERBEEEBEEEREEBEBEEEREIEE
A NS R EE I EE R E
FCS_CKM.1 o[ x |ot| X |0t |02 0?
FCS_CKM.2 | 0! X |ot ot | ot
FCS_CKM.3| 0! | - [ -|ot| - | - [-|-|- -] -] -1-1]-]ot|ot
FCS_CKM.5| - |0l |- |- |x]|o!
FCSCKM.6|O' | - [ -|-|-|-|-|-|- -l - -1-1]-]ot|ot
FCS_COP1 |02 | - [x |02 -| - |[-|-|- -l -] -|-|-]ot]ot
FCS_RBG.1 - |ot]o! - X | X
FCS_RBG.2 X
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Table B.3 (continued)

FTP_TRP.1

FTP_ITC.1

FPT_TDC.1

FPT_TST.1

FPT_FLS.1

FMT_SMR.1

FMT_SMF.1

FMT_MSA.3

FMT_MSA.1

FIA_UID.1

FDP_ITC.2

FDP_ITC.1

FDP_IFF.1

FDP_IFC.1

FDP_ACF.1

FDP_ACC.1

FCS_RNG.1

FCS_RBG.5

FCS_RBG.4

01

FCS_RBG.3

Ol

FCS_RBG.2

FCS_RBG.1

X |0t

FCS_COP.1

FCS_CGM.6

FCS_CKM.5

FCS_CKM.3

FCS_CKM.2

FCS_CKM.1

FCS_RBG.3
FCS_RBG.4

FCS_RBG.p

FCS_RBG.p

FCS_RNG.|L
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FTP_TRP.1 S .

FTP_ITC.1

02

FPT_TDC.1 > '

FPT_TST.1 '

FPT_FLS.1 '

FMT.SMR.1 [ | ' |-

FMT_SMF.1 T ] ] ] ] ] ] ] ] ] T . :

FMT_MSA.3 A Y vl e o] | sl ol | ] | '

FMT_MSA.1 N L I A AT IS I A T T (N IR I R A q/ .l,/ ' '

FIA_UID.1 I S N N N I B T B I

FDP_UIT.2 \8) .

FDP_UIT.1 ' C.)

FDP_SDI.1

(|
CH
FDP_ROL.1 \O e

k//("

FDP_RIP.1 L

4
. jan)
FDP_ITT.3 00
o
FDP_ITT.2 ~§ <

FDP_ITT.1

Q
H
X

‘)('

FDP_ITC.2

FDP_ITC.1 \Q) :

FDP_IFF.4 \O =

N
FDP_IFF.3 =
g \\Q

Q)X

FDP_IFF.1 N

7
f .
01
H
X
X
X
X
X
X
01
o1
01
01
01
01
01
o1

FDP_IFC.1 [ I B

FDP_ACF.1 ><><()

FDP_ACC.1 -c;;s~

FCS_RNG.1 ‘O -

X
H
01
[o)8
0!
[o}8
[o}8
0!
o)}
[o}8
[o}8
01

FCS_RBG£~ '

{&inm ,

>FCS COP.1 >

L

FCS_CKM.6 '

FCS_CKM.5 :

FCS_CKM.3 '

FCS_CKM.1 '

FDP_ACC.2
FDP_ACF.1
FDP_DAU.1
FDP_DAU.2
FDP_ETC.1
FDP_ETC.2
FDP_IFC.1
FDP_IFC.2
FDP_IFF.1
FDP_IFF.2
FDP_IFF.3
FDP_IFF.4
FDP_IFF.5
FDP_IFF.6
FDP_IRC.1
FDP_ITC.1
FDP_ITC.2
FDP_ITT.1
FDP_ITT.2
FDP_ITT.3
FDP_ITT.4
FDP_RIP.1
FDP_RIP.2
FDP_ROL.1
FDP_ROL.2
FDP_SDC.1
FDP_SDC.2
FDP_SDI.1

FDP_ACC.1
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Table B.4 (continued)
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Table B.5 — Dependency table for Class FIA: Identification and authentication

T°'dlV VId

nvn vid
Tain vid

FIA_AFL.1
FIA_API.1
FIA_ATD.1
FIA_SOS.1
FIA_SOS.2
FIA_UAU.1 X
FIA_UAU.2 H X
FIA_UAU.3
FIA_UAU.4
FIA_UAU.5
FIA_UAU.6
FIA_UAU.7 X -
FIA_UID.1
FIA_UID.2 H
FIA_USB.1 X

>

Table B.6 — Dependency table for Class FMT: Security management

AEIEEIHEHBEHBHBEE
|: |: ’\\i |2 IZ o I T e I e I e R e B ,:
) nC)ﬁ Z|S|E|E|2|2|5|2|2|3
NS |R|R|R|IE|E|2|2|B|2|7|8
ﬁ\&& PN R |w | R [P R]|*"
FMT_LIM.1 X
FMT_LIM.2 X | -
FMT. i X | X
FMEMSA1 | o' | - [ot| - | - Sl X | X
FMEMSA2 | o' | - [ot | - | - X | - - x
FMTMSA3 | - | - | - | - | - X | - - x
FMT.MSA4 | o' | - |0t | - | - S - ~ -
FMT_MTD.1 i X | X
FMT_MTD.2 i X | - | X
FMT_MTD.3 i X | - | -
FMT_REV.1 i X
FMT_SAE.1 i X | X
FMT_SMF.1
FMT_SMR.1 X
FMT_SMR.2 X H
FMT_SMR.3 : X
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Table B.7 — Dependency table for Class FPR: Privacy

" =] =] =]
= g g o
| = = =
: [} 1 1
=) > g =
o Z z Z
m =] =)
[N = [
FPR_ANO.1
FPR_ANO.2 H
FPR_PSE.1
FPR_PSE.2 X H
FPR_PSE.3 H
FPR_UNL.1
FPR_UNO.1
FPR_UNO.2 H
FPR_UNO.3 X
FPR_UNO.4
Table B.8 — Dependency table for Class FPT: Protection of the TSF
> > - - - - - A 1 1 1 - -
3 I~ =)= & g g g g
U g I> E E E E -Q D|'-] |-° |'-:I |'-:I |'-] |'-]
1 1 c ] 1 1 1 ]
SIZ|E|E|E|g|¢g S 2| 818|383
B3| 2| E|E|S|EQE |2 |8 |=|2| 2|2
=R R RIS R & o I S R VO e i
%
FPT_EMS.1
FPT_FL$.1
FPT_INI{1
FPT_ITA.1
FPT_IT(.1
FPT_ITII.l
FPT_ITI|2 H
FPT_ITT.1
FPT_ITT.2 H
FPT_ITT.3 X
FPT_PHP.1
FPT_PHP.2 X - H
FPT_PHP.3 <
FPTRCy1A Y | x | -
FPT_RCL.2” X - H
FPT_RCV.3 X - H
FPT_RCV.4
FPT_RPL.1
FPT_SSP.1 X
FPT_SSP.2 X H
FPT_STM.1
FPT_STM.2 - X X
FPT_TDC.1
FPT _TEE.1
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Table B.8 (continued)

|
|
|

T'LLI Ldd
T'LLI Ldd
T'dHd d.Ld

1°'4d0 dIV
T'dSd AQV
T'ADY Ldd
Z'ADY Ld4A
T'dSS Ldd
T'INLS LdA

TANS LN

T'ain vid
T'INIT LINA
TUNS LN

CINIT LN

FPT_TRC.1
FPT_TST.1

>

NOTE The AGD and ADV classes and their dependencies are described in ISO/IEC 15408-3.

Table B.9 — Dependency table for Class FRU: Resource utilization

T'STd Ld4
TL1d a4
T'sud Ni4

-
G

FRU_FLT.1 X
FRU_FLT.2 X H
FRU_PRS.1
FRU_PRS.2 H
FRU_RSA.1
FRU_RSA.2 H

Table B.10 — Dependency table for Class FTA: TOE access
Q\

'nvn vid

Tamn vid
TUNS LINA
T'SOIN V.LA

FTA'LSA.1

[FTA_MCS.1
FTA_MCS.2 X H
FTA_SSL.1 X :
FTA_SSL.2 X i
FTA_SSL.3 X
FTA_SSL.4
FTA_TAB.1
FTA_TAH.1
FTA_TSE.1

>
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FTP_PRO.3

FTP_PRO.2

FTP_PRO.1

FTP_TRP.1

FTP_ITC.1

FPTl_l DC.1

FPTI_TST.l

FPTl_FLS.l

FM’

_SMR.1

FM’

_SMF.1

FM’

[_MSA.3

FM’

'_MSA.1

FIA

| UID.1

FDH

| ITC.2

FDH

| ITC.1

FDH

| IFF.1

FDH

| IFC.1

FDH

| ACF.1

FDH

| ACC.1

FCS

| RNG.1

FCS

| RBG.3

FCS

| RBG.2

FCS

| RBG.1

FCS

| COP.1

Table B.11 — Dependency table for Class FTP: Trusted Path/channels

FCS

_CKM.Be<

FCS

FCS_CKM.3

FCS_CKM.2

01!

FCS_CKM.1

0!
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FTP_ITC.1
FTP_PRO.1

FTP_PRO.2

FTP_PRO.3

FTP_TRP.1
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Annex C
(normative)

Class FAU: Security audit — Application notes

(.1 General

)

.1.1 General information about audit requirements

he audit families allow PP, PP-Module, functional package or /ST authors_the’ ability t
equirements for monitoring user activities and, in some cases, detecting real,\possible, or it
iolations of the enforcement of the SFRs. The TOE's security audit functions are defined to help
ecurity-relevant events, and act as a deterrent against security violations. The requiremen
audit families refer to functions that include audit data protection, record’format, and event s

v < =

ih human-readable format either directly or indirectly or both.

HXAMPLE 1

oy

n example of direct presentation is storing the audit records ifphiman-readable format.

o=y

n example of indirect presentation is by using audit reductien tools.

Vhile developing the security audit requirements; the author of a PP, PP-Module, functional pa
T should take note of the inter-relationships among the audit families and components. The j
xists to specify a set of audit requirement§’that conform with the family/component depel
sts, while at the same time resulting in a deficient audit function.

= 0 wn <

HXAMPLE 2

>

n audit function that requires all Sedurity relevant events to be audited but without the selectivity t
hem on any reasonable basis such'as individual user or object.

ot

[

.1.2 Audit requirements in a distributed environment

Fom those needed, for stand-alone systems. Larger, more complex, and active systems requi
hought concerning which audit data to collect and how this can be managed, due to the
basibility of interpreting (or even storing) what gets collected. The traditional notion of a timeH
st, set ofarecords or “trail” of audited events is not always applicable in a global asynchronous
ith many arbitrary events occurring at once.

< =t —h

oY

Iso, dlfferent hosts and servers on a distributed TOE can have differing naming poli

as well as analysis tools, violation alarms, and real-time analysis. The audit records may be pr

b define
nminent
monitor
's of the
election,
esented

ckage or
otential
hdencies

o control

he implementationof-dudit requirements for networks and other large systems can differ signlificantly

re more
lowered
ordered
hetwork

ries and

alivac rihoaw +ha ion AF oz b Alin oo

efto avoid

£ = H 3 nat ida nrzamtl
‘lalu\,o 1 u1 Lll\vl, CIIC uoL, Ul Dyllll}Ullb ITAITIC O 1U1 au\,uL ILVleV 1\.,\1u11 bJ a IICU VVl\zlb bUllVLllLlUll

redundancies and “name clashes.”

A multi-object audit repository, portions of which are accessible by a potentially wide variety of

authorized users, are usually required if audit repositories are to serve a useful function in dis
systems.

tributed

Finally, misuse of authority by authorized users can be addressed by systematically avoiding local

storage of audit data pertaining to administrator actions.
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C.2 Security audit automatic response (FAU_ARP)

C.2.1 User application notes

The security audit automatic response family describes requirements for the handling of audit events.
The requirement can include requirements for alarms or TSF action (automatic response).

EXAMPLE

The TSF can include the generation of real time alarms, termination of the offending process, disabling of a
service, qr disconnection or invalidation of a user account.

(s

An audit event is defined to be an “potential security violation” when indicated by the Securjty atd
analysis|(FAU_SAA) components.

C.2.2 FAU_ARP.1 Security alarms

C.2.2.1 | Component rationale and application notes
One or more actions should be taken for follow up action in the event of an alarm.

These a¢tions can include informing the authorized user of the alarm, presenting the authorized usdr
with a s¢t of possible containment actions, or options for the authorizeduser to take corrective actions.

The tim|ng of the actions should be carefully considered by the PP, BP-Module, functional package or
ST authgr.

C.2.2.2 | Operations

In FAU_ARP.1.1, the author of a PP, PP-Module, functional package or ST specifies the actions to be takep
in case qf a potential security violation.

EXAMPLE

An example of such a list is: “inform the authorized user, disable the subject that created the potential securitly
violation{”

The list may also specify that the action to be taken can be specified by an authorized user.

C.3 Security audit data generation (FAU_GEN)

C.3.1 General

C.3.1.1 | User application notes

—_—

The secfirity audit data generation family includes requirements to specify the audit events that sha
be geneIated by the TSF for security-relevant events.

This family is presented in a manner that avoids a dependency on all components requiring audit
support. Each component has an audit subclause developed in which the events to be audited for that
functional area are listed. When the PP, PP-Module, functional package or /ST is written, the items in
the audit area are used to complete the variable in these components. Thus, the specification of what
can be audited for a functional area is localized in that functional area.

The list of auditable events is entirely dependent on the other functional families within the PP, PP-
Module, functional package or ST./ST. Each family definition should therefore include a list of its family-
specific auditable events. Each auditable event in the list of auditable events specified in the functional
family should correspond to one of the levels of audit event generation specified in this family (i.e.
minimal, basic, detailed). This provides the author of a PP, PP-Module, functional package or ST with
the information necessary to ensure that all appropriate auditable events are specified in the PP, PP-
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Module, functional package or ST./ST. The following example shows how auditable events are to be
specified in appropriate functional families:

EXAMPLE 1

The following actions should be auditable if Security audit data generation (FAU_GEN) is included in the PP, PP-
Module, functional package or ST:

a) minimal: Successful use of the user security attribute administration functions;

b) basic: All attempted uses of the user security attribute administration functions;

c¢) basic: Identification of which user security attributes have been modified;

d) detailed: With the exception of specific sensitive attribute data items, the new values of theattributps should
be captured.”

NOTE Sensitive attribute data items include passwords and cryptographic keys.

Hor each functional component that is chosen, the auditable events that are indicated in that component,
at and below the level indicated in Security audit data generation (FAU{GEN) should be auditjable. So,
ih the previous example “Basic” would be selected in Security audit-data generation (FAU_GEN), the
duditable events mentioned in a), b) and c) should be auditable.

(bserve that the categorization of auditable events (minimal,basic, detailed) is hierarchical in that
drder.

This means that:

- when minimal audit generation is desired, all auditable events identified as being minimgl should
be included in the PP, PP-Module, functional package or ST through the use of the appropriate
assignment operation;

-+ when basic audit generation is desired) all auditable events identified as being either mihimal or
basic, should also be included in the. PP, PP-Module, functional package or ST through the use of the
appropriate assignment operation;-except when the higher-level event simply provides mofe detail
than the lower level event;

-+ when detailed audit generation is desired, all identified auditable events (minimal, bdsic, and
detailed) should be included in the PP, PP-Module, functional package or ST.

jary

PP, PP-Module, functional package or ST author may decide to include other auditable eventg beyond
hose required for acgiven audit level.

—

HXAMPLE 2

—

he PP, PP-Module, functional package or ST may claim only minimal audit capabilities while including most of
he basic capabilities because the few excluded capabilities conflict with other PP, PP-Module, functional package
r ST constraints (perhaps because they require the collection of unavailable data).

o

The-functionality that creates the auditable event should be specified in the PP, PP-Module, fuInctional
ackage or ST as a functional Tequirement.

EXAMPLE 3

The following are examples of the types of the events that can be defined as auditable within each PP, PP-Module,
functional package or ST functional component:

a) introduction of objects within the control of the TSF into a subject's address space;
b) deletion of objects;
c) distribution or revocation of access rights or capabilities;

d) changes to subject or object security attributes;
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e) policy checks performed by the TSF as a result of a request by a subject;
f) the use of access rights to bypass a policy check;
g) use of Identification and Authentication functions;

h) actions taken by an operator, and/or authorized user (such as. suppression of a TSF protection mechanism
as human-readable labels);

i) import/export of data from/to removable media (such as printed output, tapes, USB sticks).

C.3.1.2 | Evaluator notes

FAU_GEN.1.1 has a dependency on FPT_STM.1 Reliable time stamps. If correctness of time i§)not ap
issue for this TOE, elimination of this dependency can be justified by the author of a PP, PP-Modulg,
functionjal package or ST.

14

C.3.2 FAU_GEN.1 Audit data generation

C.3.2.1 | Component rationale and application notes

This component defines requirements to identify the auditable events for which audit records should be
generat¢d, and the information to be provided in the audit records.

—

FAU_GEN.1 Audit data generation by itself can be used when the SFRs,do not require that individual usq
identitigs be associated with audit events. This can be appropriate when the PP, PP-Module, functiong
package] or ST also contains privacy requirements. If the useridentity needs to be incorporated FAU_
GEN.2 Uker identity association can be used in addition to FAU_GEN.1.

—_—

If the supject is a user, the user identity may be recordedas the subject identity. The identity of the user
may notjyet have been verified if User authentication;(FIA_UAU) has not been applied. Therefore, in thie
instancq of an invalid login the claimed user identity should be recorded. It should also be considerefd
whethej to indicate when a recorded identity hasinot been authenticated.

C.3.2.2 | Operations

In FAU_GEN.1.1, the author of a PP\PP-Module, functional package or ST should select the level of
auditable events called out in the audit subclause of other functional components included in the P
PP-Modiile, functional package ar ST. This level is one of the following: “minimum”, “basic”, “detailed” o
“not spegified”.

<

—

—

In FAU_GEN.1.1, the auther' of a PP, PP-Module, functional package or ST should assign a list of othe
specifically defined auditable events to be included in the list of auditable events. The assignment ma
comprisg none, or events that can be auditable events of a functional requirement that are of a highd
audit level than requested in b), as well as the events generated through the use of a specified API.

- <]

In FAU_GEN:1¥2; the author of a PP, PP-Module, functional package or ST should assign, for each of thie
auditableCevents included in the PP, PP-Module, functional package or ST, either a list of other audijt
relevantinformation to be included in audit events records or None.

C.3.3 FAU_GEN.2 User identity association

C.3.3.1 Component rationale and application notes

This component addresses the requirement of accountability of auditable events at the level of individual
user identity. This component should be used in addition to FAU_GEN.1 Audit data generation.

There is a potential conflict between the audit and privacy requirements. For audit purposes, it can be
desirable to know who performed an action. It is possible that a user wants to keep his/her actions to
himself/herself and not be identified by other persons such as a site with job offers. Alternatively, it
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can be required in the Organizational Security Policy that the identity of the users must be protected.
In those cases, the objectives for audit and privacy can contradict each other. Therefore, if this
requirement is selected and privacy is important, inclusion of the component user pseudonymity should
be considered. Requirements on determining the real user name based on its pseudonym are specified
in the privacy class.

If the identity of the user has not yet been verified through authentication, in the instance of an invalid
login the claimed user identity should be recorded. It should be considered to indicate when a recorded
identity has not been authenticated.

4.3.3.2 Operations

There are no operations specified for this component.

(.4 Security audit analysis (FAU_SAA)

(.4.1 User application notes

|

his family defines requirements for automated means that analyze\system activity and aydit data
boking for possible or real security violations. This analysis can work in support of intrusion dé¢tection,
r automatic response to a potential security violation.

o =

The action to be performed by the TSF on detection of a potential violation is defined in Securjty audit
automatic response (FAU_ARP) components.

Hor real-time analysis, audit data can be transformediinto a useful format for automated treatment, but
into a different useful format for delivery to authorized users for review.

(.4.2 FAU_SAA.1 Potential violation analysis

(.4.2.1 Component rationale and application notes

—

his component is used to specify-the set of auditable events whose occurrence or accumulated
ccurrence held to indicate a potehtial violation of the enforcement of the SFRs, and any rules to be
sed to perform the violation‘analysis.

o O

(.4.2.2 Operations

]

h FAU_SAA.1.2, theZauthor of a PP, PP-Module, functional package or ST should identify the subset
df defined auditable events whose occurrence or accumulated occurrence need to be detectgd as an
hdication of a)petential violation of the enforcement of the SFRs.

—

Ih FAU_SAA\1.2, the author of a PP, PP-Module, functional package or ST should specify any other rules
that théxT'SF should use in its analysis of the audit trail. Those rules can include specific requirements
tp expriess the needs for the events to occur in a certain period of time. If there are no additiopal rules
thatthe TSF should use in the analysis of the audit trail, this assignment can be completed with “none”.

EXAMPLE

Period of time: period of the day, duration.

C.4.3 FAU_SAA.2 Profile based anomaly detection

C.4.3.1 Component rationale and application notes

A profile is a structure that characterizes the behaviour of users and/or subjects; it represents how the
users/subjects interact with the TSF in a variety of ways. Patterns of usage are established with respect
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to the various types of activity the users/subjects engage in. The ways in which the various types of
activity are recorded in the profile are referred to as profile metrics.

EXAMPLE 1

Patterns of usage: patterns in exceptions raised, patterns in resource utilization (when, which, how), patterns in
actions performed.

Profile metrics: resource measures, event counters, timers.

Each pr
group. This pattern may be based on past use (hlstorlcal patterns) or on normal use for users of 51m11 I
target groups (expected behaviour). A profile target group refers to one or more users who interaet wit
the TSF.[The activity of each member of the profile group is used by the analysis tool in establishing t
usage patterns represented in the profile. The following are some examples of profile target groups:

a) single user account: one profile per user;

b) group ID or group account: one profile for all users who possess the same-group ID or operat
usirlg the same group account;

D

c) operating role: one profile for all users sharing a given operating role;
d) system: one profile for all users of a system.

Each mgmber of a profile target group is assigned an individual suspicion rating that represents how
closely that member's new activity corresponds to the establishéd patterns of usage represented in thie
group profile.

The sophistication of the anomaly detection tool will largely be determined by the number of target
profile groups required by the PP, PP-Module, functional package or ST and the complexity of thie
required profile metrics.

The author of a PP, PP-Module, functional package or ST should enumerate specifically what activit|
should He monitored and/or analysed by the TSF. The author of a PP, PP-Module, functional package o
ST should also identify specifically what inférmation pertaining to the activity is necessary to construg
the usage profiles.

=<

[

FAU_SAA.2 Profile based anomaly detection requires that the TSF maintain profiles of system usagg.
The word maintain implies that'\the anomaly detector is actively updating the usage profile basefd
on new |activity performed by the profile target members. It is important here that the metrics fo
representing user activity are-defined by the author of a PP, PP-Module, functional package or ST.

—

EXAMPLE 2

—

There cap be a thousand different actions an individual can be capable of performing, but the anomaly detectd
can choope to monitor a subset of that activity.

Anomalgpus.activity gets integrated into the profile just like non-anomalous activity (assuming the togl
is monit ormg those actlons) Things that may have appeared anomalous four months ago, can over ti

become T
this notion if it f11tered out anomalous activity from the proflle updatmg algorithms.

Administrative notification should be provided such that the authorized user understands the
significance of the suspicion rating.

The author of a PP, PP-Module, functional package or ST should define how to interpret suspicion
ratings and the conditions under which anomalous activity is indicated to the Security audit automatic
response (FAU_ARP) mechanism.

158 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

C.4.3.2 Operations

In FAU_SAA.2.1, the author of a PP, PP-Module, functional package or ST should specify the profile target
group. A single PP, PP-Module, functional package or ST may include multiple profile target groups.

In FAU_SAA.2.3, the author of a PP, PP-Module, functional package or ST should specify conditions under
which anomalous activity is reported by the TSF. Conditions may include the suspicion rating reaching
a certain value or be based on the type of anomalous activity observed.

4.4 FAU SAA.3 Simple attack heuristics

(.4.4.1 Component rationale and application notes

]

h practice, it is at best rare when an analysis tool can detect with certainty when a security yiolation
5 imminent. However, there do exist some system events that are so significantthat they ar¢ always
orthy of independent review.

< -

HXAMPLE 1

s

xample of such events include the deletion of a key TSF security data file (such'as the password file) of activity
Lich as a remote user attempting to gain administrative privilege.

w0

hese events are referred to as signature events in that their oceurrence in isolation from the rest of
he system activity are indicative of intrusive activity.

o =

—

he complexity of a given tool will depend greatly on the @ssignments defined by the author ofa PP, PP-
odule, functional package or ST in identifying the base:set of signature events.

he author of a PP, PP-Module, functional packagéZor ST should enumerate specifically what events
should be monitored by the TSF in order to perform the analysis. The author of a PP, PP{Module,
flinctional package or ST should identify specifically what information pertaining to the |event is
ecessary to determine if the event maps to\a signature event.

dministrative notification should -be“provided such that the authorized user understands the
significance of the event and the apptopriate possible responses.

n effort was made in the specification of these requirements to avoid a dependency on audit data as
the sole input for monitoringssystem activity. This was done in recognition of the existence of previously
eveloped intrusion deteetion tools that do not perform their analyses of system activity solely|through
the use of audit data.

XAMPLE 2

xamples of otherinput data include network datagrams, resource/accounting data, or combinations df various
system data.

he elements of FAU_SAA.3 Simple attack heuristics do not require that the TSF implementing the
mediate attack heuristics be the same TSF whose activity is being monitored. Thus, one can|develop
nCntrusion detection component that operates independently of the system whose system ag¢tivity is
being analyzed-

C.4.4.2 Operations

In FAU_SAA.3.1, the author of a PP, PP-Module, functional package or ST should identify a base subset of
system events whose occurrence, in isolation from all other system activity, can indicate a violation of
the enforcement of the SFRs. These include events that by themselves indicate a clear violation to the
enforcement of the SFRs, or whose occurrence is so significant that they warrant actions.

In FAU_SAA.3.2, the author of a PP, PP-Module, functional package or ST should specify the information
used to determine system activity. This information is the input data used by the analysis tool to
determine the system activity that has occurred on the TOE. This data may include audit data,
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combinations of audit data with other system data, or may consist of data other than the audit data.
The author of a PP, PP-Module, functional package or ST should define precisely what system events and
event attributes are being monitored within the input data.

C.4.5 FAU_SAA.4 Complex attack heuristics

C.4.5.1 Component rationale and application notes

In practice, it is at best rare when an analysis tool can detect with certainty when a security violation is
imminent HOWeVeT; there do ex OIME SYSUEIN eVer atare SO SIPT ar ey are arways worthy of
indepenfent review.

EXAMPLE 1

Example|of such events include the deletion of a key TSF security data file (such as the password file) or activitly
such as alremote user attempting to gain administrative privilege.

"

These eyents are referred to as signature events in that their occurrence in isolation from the rest d
the system activity are indicative of intrusive activity. Event sequences are an ofdered set of signatur
events that can indicate intrusive activity.

D

The complexity of a given tool will depend greatly on the assignments defined by the author of a PP, PH
Module,|[functional package or ST in identifying the base set of signature,events and event sequences.

The author of a PP, PP-Module, functional package or ST should<ehtimerate specifically what event
should lpe monitored by the TSF in order to perform the analysis. The author of a PP, PP-Modulg,
functiorlal package or ST should identify specifically what information pertaining to the event i
necessafly to determine if the event maps to a signature event:

[72)

4

[72)

Adminigtrative notification should be provided such“that the authorized user understands the
significdnce of the event and the appropriate possible,responses.

An effort was made in the specification of thes€ requirements to avoid a dependency on audit data a
the sole fnput for monitoring system activity:This was done in recognition of the existence of previousl
developgd intrusion detection tools that donét perform their analyses of system activity solely throug
the use ¢f audit data.

=< N

EXAMPLE 2

Examples of other input data include'network datagrams, resource/accounting data, or combinations of various
system dpta.

Levelling, therefore, reqliives the author of a PP, PP-Module, functional package or ST to specify the typ
of input(data used to/menitor system activity.

D

The eletpents of FAU_SAA.4 Complex attack heuristics do not require that the TSF implementing t
complet}attack heuristics be the same TSF whose activity is being monitored. Thus, one can develo

an intrujsion detection component that operates independently of the system whose system activity is
being arnalyzed.

C4.5.2 Operations

In FAU_SAA.4.1, the author of a PP, PP-Module, functional package or ST should identify a base set of lists
of sequences of system events whose occurrence are representative of known penetration scenarios.
These event sequences represent known penetration scenarios. Each event represented in the sequence
should map to a monitored system event, such that as the system events are performed, they are bound
(mapped) to the known penetration event sequences.

In FAU_SAA.4.1, the author of a PP, PP-Module, functional package or ST should identify a base subset of
system events whose occurrence, in isolation from all other system activity, may indicate a violation of
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the enforcement of the SFRs. These include events that by themselves indicate a clear violation to the
SFRs, or whose occurrence is so significant they warrant action.

In FAU_SAA.4.2, the author of a PP, PP-Module, functional package or ST should specify the information
used to determine system activity. This information is the input data used by the analysis tool to
determine the system activity that has occurred on the TOE. This data may include audit data,
combinations of audit data with other system data, or may consist of data other than the audit data.
The author of a PP, PP-Module, functional package or ST should define precisely what system events and
event attributes are being monitored within the input data.

(.5 Security audit review (FAU_SAR)

(.5.1 User application notes
The Security audit review family defines requirements related to review of the audit informatipn.

These functions should allow pre-storage or post-storage audit selection.

HXAMPLE

o~y

n example of requirement related to review of the audit information is thejability to selectively review}:

- theactions of one or more users (such as. identification, authentication, TOE entry, and access controlactions);

- the actions performed on a specific object or TOE resource;

- all of a specified set of audited exceptions; or
-+ actions associated with a specific SFR attribute.

The distinction between audit reviews is based*on functionality. Audit review (only) encompdsses the
bility to view audit data. Selectable review-is more sophisticated and requires the ability fo select
}bsets of audit data based on a single criterion or multiple criteria with logical (i.e. and/or) gelations
nd order the audit data before it is reyiewed.

(¢.5.2 FAU_SAR.1 Audit review

(.5.2.1 Component rationale and application notes

—

his component provides authorized users the capability to obtain and interpret the informatign. In the
ase of human userS-this information needs to be in a human understandable presentation. In|the case
f external IT entities, the information needs to be unambiguously represented in an electronidfashion.

ol e)

|

his component is also used to specify that users and/or authorized users can read the audit |records.
hese audityrecords will be provided in a manner appropriate to the user. There are differentftypes of
sers (human users, machine users) that can have different needs.

o =

Thé-content of the audit records that can be viewed can be specified.

C.5.2.2 Operations

In FAU_SAR.1.1, the author of a PP, PP-Module, functional package or ST should specify the authorized
users that can use this capability. If appropriate the author of a PP, PP-Module, functional package or ST
may include security roles (see FMT_SMR.1 Security roles).

In FAU_SAR.1.1, the author of a PP, PP-Module, functional package or ST should specify the type of
information the specified user is permitted to obtain from the audit records.

EXAMPLE

» o«

Examples are “all”, “subject identity”, “all information belonging to audit records referencing this user”.
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When employing the SFR, FAU_SAR.], it is not necessary to repeat, in full detail, the list of audit
information first specified in FAU_GEN.1. Use of terms such as “all” or “all audit information” assist
in eliminating ambiguity and the further need for comparative analysis between the two security
requirements.

C.5.3 FAU_SAR.2 Restricted audit review

C.5.3.1 Component rationale and application notes

This corfipoment spectfies thatany users not tdentiffed im FAU_SAR T Audit Teview witt ot be abte
read the audit records.

C.5.3.2 | Operations

There affe no operations specified for this component.

C.5.4 FAU_SAR.3 Selectable audit review

C.5.4.1 | Component rationale and application notes

This component is used to specify that it should be possible to perform selection of the audit data to bje
reviewefl. If based on multiple criteria, those criteria should be related-together with logical (i.e. “and”
or “or”) relations, and the tools should provide the ability to manipulate audit data

EXAMPLE

Means offmanipulating audit data include sorting and filtering.

C.5.4.2 | Operations

In FAU_SAR.3.1, the author of a PP, PP-Module, functional package or ST should specify whethgr
capabilities to select and/or order audit data is‘required from the TSF.

In FAU_PAR.3.1, the author of a PP, PP-Maedule, functional package or ST should assign the criterig,
possiblyl with logical relations, to be used to select the audit data for review. The logical relations are
intendedl to specify whether the operation can be on an individual attribute or a collection of attributes.
EXAMPLE An example of this @ssignment can be: “application, user account and/or location”.

In this dase, the operation €an’be specified using any combination of the three attributes: application,

user acc

C.6 Security audit event selection (FAU_SEL)

c.6.1

punt and location-

Jser application notes

: : P : . L o
The securityauditeventsetectiom famity provides requirenrents retatedtothecapabitities of idemntifyin

which of the possible auditable events are to be audited. The auditable events are defined in the Security
audit data generation (FAU_GEN) family, but those events should be defined as being selectable in this
component to be audited.

This family ensures that it is possible to keep the audit trail from becoming so large that it becomes

useless,
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by defining the appropriate granularity of the selected security audit events.
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C.6.2 FAU_SEL.1 Selective audit

C.6.2.1 Component rationale and application notes

This component defines the selection criteria used, and the resulting audited subsets of the set of all
auditable events, based on user attributes, subject attributes, object attributes, or event types.

The existence of individual user identities is not assumed for this component. This allows for TOEs such
as routers that may not support the notion of users.

or a distributed environment, the host identity can be used as a selection criterion for events to be
dited.

—

he management function FMT_MTD.1 Management of TSF data will handle the rights of authorized
ysers to query or modify the selections.

(.6.2.2 Operations

Ih FAU_SEL.1.1, the author of a PP, PP-Module, functional package or§T should select whether the
security attributes upon which audit selectivity is based, is related-te object identity, user [identity,
sjubject identity, host identity, or event type.

Ih FAU_SEL.1.1, the author of a PP, PP-Module, functional packdge or ST should specify any additional
attributes upon which audit selectivity is based. If there-are no additional rules upon which audit
selectivity is based, this assignment can be completed with “none”.

(.7 Security audit data storage (FAU_STG)

(.7.1 User application notes

—

he security audit data storage family describes requirements for storing audit data for later use,
hcluding requirements controlling the“oss of audit information due to TOE failure, attaclf and/or
xhaustion of storage space.

o =

(.7.2 FAU_STG.1 Audit data storage location

(.7.2.1 Component rationale and application notes

h a distributed envivonment, as the location of the audit trail is in the TSF, but not necessarily co-
bcated with the function generating the audit data, the author of a PP, PP-Module, functional |package
r ST can requestauthentication of the originator of the audit record, or non-repudiation of the prigin of
he record pzior to storing this record in the audit trail.

- O — —

—]

he TSF-will protect the stored audit records in the audit trail from unauthorised deletion and
modification. It is noted that in some TOEs the auditor (role) can not be authorized to delete the audit
re€ords for a certain period of time.

FAU_STG.1.1 is dependent upon FTP_ITC.1 Inter-TSF trusted channel, if “transmit the generated audit
data to an external IT entity using a trusted channel according to FTP_ITC” is not selected then the
author of a PP, PP-Module, functional package or ST can satisfy the dependency by providing the
rationale explaining why it was not selected.

C.7.2.2 Operations

In FAU_STG.1.1the author of a PP, PP-Module, functional package or ST should select where the audit
data is stored. Audit data may be stored on the TOE itself, be transmitted to an external entity using a
trusted channel, or other storage options can be specified in the assignment.
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If additional or alternative storage locations for audit data need to be specified by the author of a PP,
PP-Module, functional package or ST then this requirement can be specified in FAU_STG.1.1 using the
assignment found within the selection.

C.7.3 FAU_STG.2 Protected audit data storage

C.7.3.1 Component rationale and application notes

In a distributed environment, as the location of the audit trail is in the TSF, but not necessarily co-
located itiTtie furnction generating the audit data, the author of a PP, PP-Modute, functionat package
or ST cah request authentication of the originator of the audit record, or non-repudiation of the origin.af
the recofrd prior storing this record in the audit trail.

The TSF|will protect the stored audit data in the audit trail from unauthorized deletion and modification.
It is not¢d that in some TOEs the auditor (role) can not be authorized to delete the audifxecords for ja
certain period of time.

C.7.3.2 | Operations

In FAU_$TG.2.2, the author of a PP, PP-Module, functional package or ST should)specify whether the TSF
shall pr¢vent or only be able to detect modifications of the stored audit data/in the audit trail. Only onje
of these[options may be chosen.

C.7.4 FAU_STG.3 Guarantees of audit data availability

C.7.4.1 | Component rationale and application notes

This component allows the author of a PP, PP-Module,“functional package or ST to specify to which
metrics fhe audit trail should conform.

In a disfributed environment, as the location of the audit trail is in the TSF, but not necessarily cq-
located with the function generating the audit data, the author of a PP, PP-Module, functional packag
or ST cah request authentication of the originator of the audit record, or non-repudiation of the origin ¢
the recopd prior storing this record in the audit trail.

—n D

C.7.4.2 | Operations

In FAU_$TG.3.3, PP, PP-Module, fiinctional package or ST author should specify the metric that the TSF
must enpure with respect tosthe stored audit records. This metric limits the data loss by enumeratinjg
the numpber of records thiat must be kept, or the time that records are guaranteed to be maintained.

EXAMPL
An example of themetric can be “100,000” indicating that 100,000 audit records can be stored.

In FAU_$TG:3:3 the author of a PP, PP-Module, functional package or ST should specify the conditio
under which the TSF shall still be able to maintain a defined amount of audit data. This condition can b
any of the following: audit storage exhaustion, failure, attack.

D =

C.7.5 FAU_STG.4 Prevention of audit data loss

C.7.5.1 Component rationale and application notes

This component specifies the behaviour of the TOE if the audit trail is full: either audit records are
ignored, or the TOE is frozen such that no audited events can take place. The requirement also states
that no matter how the requirement is instantiated, the authorized user with specific rights to this
effect, can continue to generate audited events (actions). The reason is that otherwise the authorized
user can not even reset the TOE. Consideration should be given to the choice of the action to be taken by
the TSF in the case of audit storage exhaustion, as ignoring events, which provides better availability of
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the TOE, will also permit actions to be performed without being recorded and without the us
accountable.

C.7.5.2 Operations

er being

In FAU_STG.5.1, the author of a PP, PP-Module, functional package or ST should select whether the TSF
shall ignore audited actions, or whether it should prevent audited actions from happening, or whether
the oldest audit records should be overwritten when the TSF can no longer store audit records. Only

one of these options may be chosen.

]

h FAU_STG.5.1, the author of a PP, PP-Module, functional package or ST should specify othe;
hat should be taken in case of audit storage failure, such as informing the authorized user-1fth
ther action to be taken in case of audit storage failure, this assignment can be completedwith

o ct

(.7.6 FAU_STG.5 Action in case of possible audit data loss

(.7.6.1 Component rationale and application notes

—

his component requires that actions will be taken when the audit trailvexceeds certain pre
mits.

p—

o

.7.6.2 Operations

h FAU_STG.5 Prevention of audit data loss, the author ef*a/PP, PP-Module, functional packa
hould indicate the pre-defined limit. If the management:functions indicate that this numbe

ackage or ST can choose to let the authorized user@efine this limit.

b T O »n =

XAMPLE

—_— —

mit”.

et

h FAU_STG.5 Prevention of audit.data loss, the author of a PP, PP-Module, functional packa
hould specify actions that should be taken in case of imminent audit storage failure indi
xceeding the threshold. Actiens-can include informing an authorized user.

[eE%)

actions
ere is no
“none”.

Fdefined

be or ST
I can be

hanged by the authorized user, this value is the defaultvalue. The author of a PP, PP-Module, functional

h the case that an authorized user defines thedimit, an example of the assignment can be “an authorized user set

be or ST
rated by
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Annex D
(normative)

Class FCO: Communication — Application notes

D.1 General

This claps describes requirements specifically of interest for TOEs that are used for the transport of
informafion. Families within this class deal with non-repudiation.

(i

In this c]ass, the concept of “information” is used. This information should be interpretéd-as the objeq
being communicated, and can contain an electronic mail message, a file, or a set of predefined attribut

types.

D

In the literature, the terms “proof of receipt” and “proof of origin” are commenly used terms. Howeve
itis recdgnized that the term “proof” can be interpreted in a legal sense to imply a form of mathematicg
rationale. The components in this class interpret the de-facto use of the.woérd “proof” in the context
“evidende” that the TSF demonstrates the non-repudiated transport of types of information.

=B

D.2 Non-repudiation of origin (FCO_NRO)

D.2.1 User application notes

Non-repudiation of origin defines requirements toiprovide evidence to users/subjects about t
identity|of the originator of some information. The@riginator cannot successfully deny having sent t
informafion because evidence of origin provides, evidence of the binding between the originator and
the infofmation sent. The recipient or a third party can verify the evidence of origin. This evidende
should ot be forgeable.

EXAMPLE 1
Evidence of origin can be a digital signature.

If the infformation or the assoctated attributes are altered in any way, validation of the evidence of origi
can fail.[Therefore, a PP, PPtModule, functional package or ST author should consider including integrit|
requirements such as FDPOUIT.1 Data exchange integrity in the PP, PP-Module, functional package or S’

SERSI =]

In non-repudiation, thére are several different roles involved, each of which can be combined in one g
more supjects. Tdig first role is a subject that requests evidence of origin (only in FCO_NRO.1 Selectivj
proof ofjorigin)<Fhe second role is the recipient and/or other subjects to which the evidence is provided
The third releds a subject that requests verification of the evidence of origin.

—

.

EXAMPLE-2

Subject that requests evidence of origin: a recipient or a third party such as an arbiter.
Subject to which the evidence is provided: A notary.

The author of a PP, PP-Module, functional package or ST specifies the conditions that must be met to be
able to verify the validity of the evidence.

EXAMPLE 3

An example of a condition which can be specified is where the verification of evidence must occur within 24 h.
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These conditions, therefore, allow the tailoring of the non-repudiation to legal requirements, such as
being able to provide evidence for several years.

In most cases, the identity of the recipient will be the identity of the user who received the transmission.
In some instances, the author of a PP, PP-Module, functional package or ST does not want the user
identity to be exported. In that case, the author of a PP, PP-Module, functional package or ST considers
whether it is appropriate to include this class, or whether the identity of the transport service provider
or the identity of the host should be used.

In addition to (or instead of) the user identity, a PP, PP-Module, functional package or ST author can be
more concerned about the time the information was transmitted.

HXAMPLE 4

Hor example, requests for proposals must be transmitted before a certain date in order to be considered.

]

h such instances, these requirements can be customized to provide a timestainp indication|(time of
rigin).

o

D.2.2 FCO_NRO.1 Selective proof of origin

I).2.2.1 User application notes

There are no user application notes specified for this componént:

D.2.2.2 Operations

]

h FCO_NRO.1.1, the author of a PP, PP-Module, functional package or ST should fill in the kypes of
hformation subject to the evidence of origin funetion.

—

HXAMPLE 1

An example of the type of information is “eleCtronic mail messages”.

]

h FCO_NRO.1.1, the author of a PP, RP-Module, functional package or ST should specify the user/subject
'ho can request evidence of originy

<

]

h FCO_NRO.1.1, the authorefia PP, PP-Module, functional package or ST, dependent on the sglection,
hould specify the third parties that can request evidence of origin.

(%)

HXAMPLE 2

>

third party can be-ah arbiter, judge, or legal body.

Ih FCO_NRQ.1¢2; the author of a PP, PP-Module, functional package or ST should fill in the lit of the
attributesthat shall be linked to the information.

HXAMRLEE 3

Atttibutes include originator identity, time of origin, and location of origin.

In FCO_NRO.1.2, the author of a PP, PP-Module, functional package or ST should fill in the list of
information fields within the information over which the attributes provide evidence of origin, such as
the body of a message.

In FCO_NRO.1.3, the author of a PP, PP-Module, functional package or ST should specify the user/subject
who can verify the evidence of origin.

In FCO_NRO.1.3, the author of a PP, PP-Module, functional package or ST should fill in the list of
limitations under which the evidence can be verified.

EXAMPLE 4
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An example of a limitation is “the evidence can only be verified within a 24-h time interval.”
An assignment of “immediate” or “indefinite” is acceptable.

In FCO_NRO.1.3, the author of a PP, PP-Module, functional package or ST, dependent on the selection,
should specify the third parties that can verify the evidence of origin.

D.2.3 FCO_NRO.2 Enforced proof of origin

D.2.3.1 _User npplir‘aﬁnn notes

There afe no user application notes specified for this component.

D.2.3.2 | Operations

=

In FCO_NRO.2.1, the author of a PP, PP-Module, functional package or ST should fill in"the types (
information subject to the evidence of origin function.

EXAMPLE 1 Electronic mail messages.

In FCO_NRO.2.2, the author of a PP, PP-Module, functional package or ST-should fill in the list of the
attributes that shall be linked to the information; for example, originator.identity, time of origin, and
location|of origin.

=

In FCO_NRO.2.2, the author of a PP, PP-Module, functional package or ST should fill in the list
information fields within the information over which the attributes provide evidence of origin, such 4
the body of a message.

[72)

In FCO_INRO.2.3, the author of a PP, PP-Module, functional(package or ST should specify the user/subjeq
who can verify the evidence of origin.

[

In FCO_NRO.2.3, the author of a PP, PP-Module,functional package or ST should fill in the list qf
limitatigns under which the evidence can be verified.

EXAMPLE 2 The evidence can only be verified within a 24-h time interval.
An assignment of “immediate” or “indefinite” is acceptable.

In FCO_NRO.2.3, the author of a.RP) PP-Module, functional package or ST, dependent on the selection,
should sppecify the third parties'that can verify the evidence of origin.

EXAMPLE 3 A third party'can be an arbiter, judge, or legal body.

D.3 Npn-repudiation of receipt (FCO_NRR)

D.3.1 Userapplication notes

Non-repudiation of receipt defines requirements to provide evidence to other users/subjects that thie
information was received by the recipient. The recipient cannot successfully deny having received
the information because evidence of receipt provides evidence of the binding between the recipient
attributes and the information. The originator or a third party can verify the evidence of receipt. This
evidence should not be forgeable.

EXAMPLE1 Anexample of a receiptis a digital signature.

It should be noted that the provision of evidence that the information was received does not necessarily
imply that the information was read or comprehended, but only delivered.

If the information or the associated attributes are altered in any way, validation of the evidence of
receipt with respect to the original information can fail. Therefore, a PP, PP-Module, functional package
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or ST author should consider including integrity requirements such as FDP_UIT.1 Data exchange
integrity in the PP, PP-Module, functional package or ST.

In non-repudiation, there are several different roles involved, each of which can be combined in one
or more subjects. The first role is a subject that requests evidence of receipt (only in FCO_NRR.1
Selective proof of receipt). The second role is the recipient and/or other subjects to which the evidence
is provided). The third role is a subject that requests verification of the evidence of receipt, for example,
an originator or a third party such as an arbiter.

EXAMPLE 2  Arecipient or subject can be a notary.

jéle author of a PP, PP-Module, functional package or ST specifies the conditions that mustbeimet to be
le to verify the validity of the evidence.

HXAMPLE 3

o~y

n example of a condition which can be specified is where the verification of evidence must occur withip 24 h.

hese conditions, therefore, allow the tailoring of the non-repudiation toAegal requirements/ such as
eing able to provide evidence for several years.

lowlli—|

h most cases, the identity of the recipient will be the identity of the user who received the transmission.
h some instances, the author of a PP, PP-Module, functional package or ST does not want the user
Hentity to be exported. In that case, the author of a PP, PP-Module, functional package or ST cpnsiders
hether it is appropriate to include this class, or whether the\identity of the transport service provider
r the identity of the host should be used.

O e

]

h addition to (or instead of) the user identity, a PP, PRModule, functional package or ST authdr can be
hore concerned about the time the information was;received.

=

I

XAMPLE 4  When an offer expires at a certain date; orders must be received before a certain date inj order to
be considered.

]

h such instances, these requirements can be customized to provide a timestamp indication|(time of
eceipt).

—

D.3.2 FCO_NRR.1 Selective proof of receipt

I.3.2.1 User application notes

There are no user appli¢ation notes specified for this component.

D.3.2.2 Operatioens

p—

h FCO_NRR:1, the author of a PP, PP-Module, functional package or ST should fill in the kypes of
hformation subject to the evidence of receipt function, for example, electronic mail messages.

—

]

h FCO'NRR.1.1, the author of a PP, PP-Module, functional package or ST should specify the usey/subject
yh0)can request evidence of receipt.

<

In FCO_NRR.1.1, the author of a PP, PP-Module, functional package or ST, dependent on the selection,
should specify the third parties that can request evidence of receipt.

EXAMPLE A third party can be an arbiter, judge, or legal body.

In FCO_NRR.1.2, the author of a PP, PP-Module, functional package or ST should fill in the list of the
attributes that shall be linked to the information; for example, recipient identity, time of receipt, and
location of receipt.

In FCO_NRR.1.2, the author of a PP, PP-Module, functional package or ST should fill in the list of
information fields with the fields within the information over which the attributes provide evidence of
receipt, such as the body a message.
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In FCO_NRR.1.3, the author of a PP, PP-Module, functional package or ST should specify the user/

subjects

who can verify the evidence of receipt.

In FCO_NRR.1.3, the author of a PP, PP-Module, functional package or ST should fill in the list of
limitations under which the evidence can be verified. For example, the evidence can only be verified

within a

24-hour time interval. An assignment of “immediate” or “indefinite” is acceptable.

In FCO_NRR.1.3, the author of a PP, PP-Module, functional package or ST, dependent on the selection,
should specify the third parties that can verify the evidence of receipt.

D.3.3 FCO_NRR.2 Enforced proof of receipt

D.3.3.1 | User application notes

There afe no user application notes specified for this component.

D.3.3.2 | Operations

In FCO_NRR.2.1, the author of a PP, PP-Module, functional package or ST sheuld fill in the types af
information subject to the evidence of receipt function.

EXAMPLE 1  Electronic mail messages.

In FCO_NRR.2.2, the author of a PP, PP-Module, functional packageor ST should fill in the list of thie
attributes that shall be linked to the information.

EXAMPLE 2  Recipient identity, time of receipt, and location of receipt.

In FCO_NRR.2.2, the author of a PP, PP-Module, functional package or ST should fill in the list of
information fields with the fields within the information over which the attributes provide evidence gf
receipt, puch as the body of a message.

In FCO_NRR.2.3, the author of a PP, PP-Module) functional package or ST should specify the usef
subjectqwho can verify the evidence of receipt.

In FCO_NRR.2.3, the author of a PP, PR-Module, functional package or ST should fill in the list of
limitatigns under which the evidence can be verified. An assignment of “immediate” or “indefinite” is
acceptalple.

EXAMPLE 3  When the evidenee can only be verified within a 24-h time interval.

In FCO_NRR.2.3, the author-of a PP, PP-Module, functional package or ST, dependent on the selection,
should dpecify the third\parties that can verify the evidence of receipt. A third party can be an arbiter,
judge or|legal body.
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Annex E
(normative)

Class FCS: Cryptographic support — Application notes

E.1 General

—

he TSF may employ cryptographic functionality to help satisfy several high-level security objjectives.
hese include, but are not limited to:

|

- identification and authentication;
-+ non-repudiation;

-+ trusted path;

—+ trusted channel;

-+ data separation.

This class is used when the TOE implements cryptographi¢ fanctions, the implementation of which can
he in hardware, firmware and/or software.

|

he FCS: Cryptographic support class is composed;of four families: Cryptographic key manhgement
FCS_CKM), Cryptographic operation (FCS_COP);"Random bit generation (FCS_RBG), and Generation of
handom numbers (FCS_RNG).

—

—

he Cryptographic key management (FCS_CKM) family addresses the management aspects of
ryptographic keys; the Cryptographic operation (FCS_COP) family is concerned with the opgrational
se of those cryptographic keys; theZRandom bit generation (FCS_RBG) family provides requirements
br generating random bits; and the Generation of random numbers (FCS_RNG) is concerrled with
nsuring that random numbers‘meet defined quality metrics.

O —h o O =

vl

or each cryptographic key)generation method implemented by the TOE, if any, the author|of a PP,
P-Module, functional package or ST should select the FCS_CKM.1 Cryptographic key geperation
omponent.

Q

Hor each cryptographic key distribution method implemented by the TOE, if any, the author of p PP, PP-
Nodule, functiehal package or ST should select the FCS_CKM.2 Cryptographic key distribution.

Hor eachicryptographic key access method implemented by the TOE, if any, the author of 3 PP, PP-
Nodule, functional package or ST should select the FCS_CKM.3 Cryptographic key access.

Horeach cryptographic key derivation method implemented by the TOE, if any, the author of a4 PP, PP-
odule, Tunctional package or ST should select the FCS_CKM.5 Cryptographic Key derivation.

For each cryptographic key destruction method implemented by the TOE, if any, the author of a PP, PP-
Module, functional package or ST should select the FCS_CKM.6 Timing and event of cryptographic key
destruction component.

For each cryptographic operation (such as digital signature, data encryption, key agreement, secure
hash, etc.) performed by the TOE, if any, the author of a PP, PP-Module, functional package or ST should
select the FCS_COP.1 Cryptographic operation component.

For each deterministic random bit generation service implemented by the TOE, if any, the author of
a PP, PP-Module, functional package or ST should select the FCS_RBG.1 Random bit generation (RBG)
component.
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For each external seeding source used by the TOE, if any, the author of a PP, PP-Module, functional
package or ST should select the FCS_RBG.2 Random bit generation (external seeding) component.

For each internal seeding source (single) used by the TOE, if any, the author of a PP, PP-Module,
functional package or ST should select the FCS_RBG.3 Random bit generation (internal seeding - single
source) component.

Where internal seeding source (multiple) is to be specified, the author of a PP, PP-Module, functional
package or ST should select the FCS_RBG.4 Random bit generation (internal seeding — multiple sources)
component.

For casegs where the TOE combines entropy sources, the FCS_RBG.5 Random bit generation (combininlg
noise sojirces) component should be specified by PP, PP-Module, functional package or ST author:

o

For each random bit generation service implemented by the TOE, the author of a PP;PP-Modulg,
functionjal package or ST should specify the FCS_RBG.6 Random bit generation service component.

14

For eacl random number generation service implemented by the TOE, the author of.a PP, PP-Modulg,
functional package or ST should specify the FCS_RNG.1 Random number generatién)component.

Cryptographic functionality may be used to meet objectives specified in c¢lass FCO: Communication,
and in fpmilies Data authentication (FDP_DAU), Stored data integrity (FDP_SDI), Inter-TSF user datp
confidentiality transfer protection (FDP_UCT), Inter-TSF user data ‘integrity transfer protection
(FDP_UI|T), Specification of secrets (FIA_SOS), User authenticatiow (FTA_UAU), to meet a variety of
objectivps. In the cases where cryptographic functionality is used(te'meet objectives for other classes,
the individual functional components specify the objectives_that cryptographic functionality mugt
satisfy. The objectives in class FCS: Cryptographic support should be used when assurance for the
cryptographic functionality of the TOE is sought by consumers.

E.2 Cryptographic key management (FCS-€KM)

E.2.1 User application notes

Cryptographic keys need to be managed throughout their lifetime. The typical events in the lifecycle
of a cryptographic key include but are net limited to key generation or derivation, distribution, entry;,
storage,|access, and destruction.

EXAMPLE 1
— bacKup;

—  escrpw;

— archive;

— recovery.

The incliision of other stages is dependent on the key management strategy being implemented, as t
TOE is nbtalways involved in all of the key life-cycle phases

EXAMPLE 2 The TOE may only generate and distribute cryptographic keys.

This family is intended to support the cryptographic key lifecycle and consequently defines
requirements for the following activities:

— cryptographic key generation;
— cryptographic key derivation;
— cryptographic key distribution;

— cryptographic key access;
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— cryptographic key destruction.

This family should be included whenever there are functional requirements for the management of
cryptographic keys.

If Security audit data generation (FAU_GEN) is included in the PP, PP-Module, functional package or ST
then, in the context of the events being audited:

a) the object attributes may include the assigned user for the cryptographic key, the user role, the
cryptographic operation that the cryptographic key is to be used for, the cryptographic key
Tdentifier and the cryptographic Key validity period,

h) the object value may include the values of cryptographic key(s) and parameters. gxcluding any
sensitive information (such as secret or private cryptographic keys).

—

ypically, random numbers are used to generate cryptographic keys. If this is the case, then FC5_CKM.1
ryptographic key generation should be used instead of the component FIA_SOS.2 TSF Geperation
f secrets. In cases where random number generation is required for purposes other thar for the
eneration of cryptographic keys, the component FIA_SOS.2 TSF Generation of secrets should he used.

o O

.2.2 Evaluator notes

valuators should refer to ISO/IEC 15408-1:2022, B.4 for information in regard to the use of standards
specified in FCS_CKM.5.

CS_CKM.5 has a dependency on FCS_CKM.6, The dependéncy should be understood as the dependency
f two directions, 1) destruction of key derivation key,»and 2) destruction of derived keys. Evialuators
should keep in mind that the dependency of two direetions shall be fulfilled, and should also fonsider
ny intermediate values (such as those from keyestablishment) that should be destroyed in jorder to
dreserve the confidentiality of the key.

BE.2.3 FCS_CKM.1 Cryptographic key generation

vl

.2.3.1 Component rationale andapplication notes

his component requires the cryptographic key sizes and method used to generate cryptograghic keys
b be specified, this may be+dnaccordance with an assigned standard. It should be used to sp¢cify the
ryptographic key sizes andthe method used to generate the cryptographic keys. Only one ingtance of
he component is needed-for the same method and multiple key sizes. The key size may be cornmon or
ifferent for the various entities and may be either the input to or the output from the method.

Q. o o

s

XAMPLE An.example of a method is an algorithm.

H.2.3.2 Opeéerations

Ih FCS:CKM.1.1, the author of a PP, PP-Module, functional package or ST should specify the cryptpgraphic
11ey generation algorithm to be used.

In FCS_CKM.1.1, the author of a PP, PP-Module, functional package or ST should specify the cryptographic
key sizes to be used. The key sizes specified should be appropriate for the algorithm and its intended
use.

In FCS_CKM.1.1, the author of a PP, PP-Module, functional package or ST should specify the assigned
standard that documents the method used to generate cryptographic keys. The assigned standard may
comprise none, one or more actual standards publications, for example, from international, national,
industry or organizational standards.
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E.2.4 FCS_CKM.2 Cryptographic key distribution

E.2.4.1 Component rationale and application notes

This component requires the method used to distribute cryptographic keys to be specified, this may be
in accordance with an assigned standard. See ISO/IEC 15408-1 for information on using standards in
PPs, PP-Modules, functional packages and STs.

E.2.4.2 Operations

In FCS_(JKM.2.1 the author of a PP, PP-Module, functional package or ST should specify the cryptographJ
key distribution method to be used.

@)

In FCS_CKM.2.1 the author of a PP, PP-Module, functional package or ST should specify the'assigned
standarfl that documents the method used to distribute cryptographic keys. The assighed standarfd
may comprise none, one or more actual standards publications, for example, freny international,
nationall industry or organizational standards.

E.2.5 FCS_CKM.3 Cryptographic key access

E.2.5.1 | Component rationale and application notes

This component is intended to allow the specification of requiremeiits on the usage of keys outside t
TOE (e.g. backup, archival, escrow, recovery) and requires the methods used to access cryptograph
keys be ppecified, this may be in accordance with an assigned standard.

(@)

FCS_CKM.3 Cryptographic key access is not intended to pestulate the access control on cryptographic
keys.

E.2.5.2 | Operations

In FCS_CKM.3.1, the author of a PP, PP-Module; functional package or ST should specify the type qf
cryptographic key access being used.

EXAMPLE Examples of types of cryptographic key access include (but are not limited to) cryptographic kely
backup, qryptographic key archival, cryptographic key escrow, and cryptographic key recovery.

In FCS_(QKM.3.1, the author of a RP,)PP-Module, functional package or ST should specify the cryptographic
key accdss method to be used.

In FCS_CKM.3.1, the author of a PP, PP-Module, functional package or ST should specify the assigned
standar{l that documenps the method used to access cryptographic keys. The assigned standard m:ﬁ/
comprisge none, one-0r more actual standards publications, for example, from international, nationaf,
industry or orgafiizational standards.

E.2.6 FCS.CKM.5 Cryptographic key derivation

E.2.6.1 Component rationale and application notes

This component requires the specification of the methods and parameters associated with the key
derivation for a specified type of key.

FCS_CKM.5 has a dependency on FCS_CKM.6, The dependency should be understood as the dependency
of two directions, 1) destruction of key derivation key, and 2) destruction of derived keys. PP, PP-Module,
functional package and ST authors should keep in mind that the dependency of two directions shall be
fulfilled and should also consider any intermediate values (such as those from key establishment) that
should be destroyed in order to preserve the confidentiality of the key:.
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E.2.6.2 Operations

There are no operations specified for this component.
E.2.7 FCS_CKM.6 Timing and event of cryptographic key destruction

E.2.7.1 Component rationale and application notes

This component requires the list of keys, including any keying material and the method used to destroy

[he purpose of the destruction of cryptographic keys and keying material is to prevent their fecovery
in consideration of threats related to their compromise.

OTE1 Keying material includes keys and initialization vectors necessary to establish and |maintain
cryptographic keying relationships.

OTE2 When a DRBG is used to generate a cryptographic key or any keying material, and the PP/4T author
desires to protect the DRBG state to avoid the possibility that knowledge of this/state can compromise the key or
Jeying material, then the PP/ST author includes DRBG entropy input, seed inputyand internal state of {he DRBG
the assignment in FCS_CKM.6.1. See also FCS_RBG.1 regarding the destruction of the DRBG state fising the
ninstantiate operation.

HB.2.7.2 Operations

Ih FCS_CKM.6.1, the author of a PP, PP-Module, functional package or ST provides a list of cryptpgraphic
Keys and keying material that should be destroyed under certain circumstances.

Ih FCS_CKM.6.2, the author of a PP, PP-Module, functional package or ST provides the cryptographic key
destruction method and the standards specifying the cryptographic key destruction method.

]

h FCS_CKM.6.1, the author of a PP, PP-Moditle, functional package or ST selects the circumstjances of
he destruction of key or key material.

—

]

.3 Cryptographic operation (FCS_COP)

H.3.1 User applicationnotes

oY

cryptographic operation may have cryptographic mode(s) of operation associated with it. If this is the
ase, then the cryptographic mode(s) shall be specified.

Q

wsl

XAMPLE

Hxamples of eryptographic modes of operation are cipher block chaining, output feedback mode, electrpnic code
book modejand cipher feedback mode.

o

ryptographic operations may be used to support one or more TOE security services. The Cryptpgraphic
peration (FCS_COP) component can need to be iterated more than once depending on:

o

a) the user application for which the security service is being used;
b) the use of different cryptographic algorithms and/or cryptographic key sizes;
c) thetype or sensitivity of the data being operated on.

If Security audit data generation (FAU_GEN) Security audit data generation is included in the PP, PP-
Module, functional package or ST then, in the context of the cryptographic operation events being
audited:

a) the types of cryptographic operation may include digital signature generation and/or verification,
cryptographic checksum generation for integrity and/or for verification of checksum, secure hash

© ISO/IEC 2022 - All rights reserved 175


https://standardsiso.com/api/?name=779666477d3d345403a7dab1be09baa3

ISO/IEC 15408-2:2022(E)

(message digest) computation, data encryption and/or decryption, cryptographic key encryption
and/or decryption, cryptographic key agreement, and random number generation;

b) the subject attributes may include subject role(s) and user(s) associated with the subject;

c) the object attributes may include the assigned user for the cryptographic key, user role,
cryptographic operation the cryptographic key is to be used for, cryptographic key identifier, and
the cryptographic key validity period.

When specifying cryptographic operations, the author of a PP, PP-Module, functional package or ST
should ferform due diligence in order to have coniidence that the speciiied cryptographic operations
are apptopriate for the selected assurance requirements and in consideration of the technology type$
environfnent and use cases of the TOE.

-

NOTE In some cases, certification bodies can apply policies in regard to the selection of eryptograph
operations. (See ISO/IEC 18045:2022, A.6 n).

[g)

E.3.2 FCS_COP.1 Cryptographic operation

E.3.2.1 | Component rationale and application notes

This component requires the cryptographic algorithm and key size\uSed to perform specified
cryptographic operation(s) which can be based on an assigned standard;

The deppndencies to FCS_RBG.1 or FCS_RNG.1 will be required fot\cryptographic algorithm operation|
which irffternally generate random numbers.

[72)

EXAMPLE1  DSA signature generation, ECDSA signature generation, RSASSA-PSS signature generation.

The dependencies to FCS_RBG.1 or FCS_RNG.1 may not'‘be necessary for deterministic cryptographic
algorithm operations.

EXAMPLE 2 AES encryption / decryption in ECB mode.

E.3.2.2 | Operations

In FCS_COP.1.1, the author of a PP, RP-Module, functional package or ST specifies the cryptographic
operatigns being performed. Typicalcryptographic operations include digital signature generation and
or Verif'lcation, cryptographic cheecksum generation for integrity and/or for verification of checksuny,
secure hash (message digest) computation, data encryption and/or decryption, cryptographic kely
encryptjon and/or decryption, cryptographic key agreement, and random number generation. The

cryptographic operation‘may be performed on user data or TSF data.

In FCS_(JOP.1.1, the author of a PP, PP-Module, functional package or ST should specify the cryptographic
algorithm to be used.

EXAMPLE Examples of typical cryptographic algorithms include, but are not limited to, DES, RSA and IDEA.

In FCS_(JORA.1, the author of a PP, PP-Module, functional package or ST should specify the cryptographic
key sizes to be used. The key sizes specified should be appropriate for the algorithm and its intended
use.

In FCS_COP.1.1, the author of a PP, PP-Module, functional package or ST should specify the assigned
standard that documents how the identified cryptographic operation(s) are performed. The assigned
standard may comprise none, one or more actual standards publications, these may include standards
from international, national, industry or organizational standards.
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E.4 Random bit generation (FCS_RBG)

E.4.1 User application notes

When specifying random bit generation methods, the author of a PP, PP-Module, functional package or
ST should perform due diligence in order to have confidence that the specifications are appropriate for
the selected assurance requirements and in consideration of the technology types, environment and
use cases of the TOE.

QOTE In_some cases,; certification hodies can app]y pn]ir‘inc in rpgnrr‘ to the selection of ra 'ldom b]t

generators. (See ISO/IEC 18045:2022, A.6 n).

E.4.2 FCS_RBG.1 Random bit generation (RBG)

H.4.2.1 Component rationale and application notes
Hor FCS_RBG.1, these dependencies shall always be met.

IFO/IEC 15408-1:2022, 8.3 c) allows a justification to be provided if a*dependency is not mgt is not
allowed for this component.

Heseeding is the typical mechanism for updating RBG state. If reseeding is not feasible, the TSF should
yYninstantiate RBGs rather than produce output that is of insuffieient quality.

Uninstantiate” means that the internal state of the RBG is)ne longer available for use.

The situation “never” should be selected only if the RBGcannot be reseeded or uninstantiated.

—

he situation “on demand” indicates that there is‘dh interface to trigger reseeding or uninstantfiating of
he RBG, whether internal to the TOE or presented as a TSFI (e.g. an API call).

—

]

he situation “on the condition” allows the:PP/ST author to specify application-specific conditions for
eseeding.

—

—

he list of standards should specify the reseed interval, and procedures for uninstantiating and
eseeding. This assignment shouldbe “None” if the situation is “never.”

—

Health tests for the RBG arespecified in FPT_TST.1.

NOTE If a TOE needs te protect the DRBG state to avoid the possibility that knowledge of this ftate can
cpmpromise a key or keying material derived from its output, then the PP/ST author will include DRB¢ entropy
input, seed input, and internal state of the DRBG in the assignment in an instance of FCS_CKM.6.1. Th{s applies
particularly where sieither ‘reseeding’ nor ‘re-instantiating’ apply in the last selection of FCS_RBG{1.3 (and
therefore wherea«different method of destruction needs to be specified).

H.4.2.2 ~Operations

There.are no operations specified for this component.

E.4.3 FCS_RBG.2 Random bit generation (external seeding)

E.4.3.1 Component rationale and application notes

For this component, the interface to obtain the entropy noise source can be used multiple times to
provide input. For instance, if the input length is 128 bits, it can be used twice to gather 256 bits. In this
instance, the 128 bits would not be provided to the DRBG, since the DRBG can only be instantiated once,
rather a function would gather the 128 bits twice and provide the DRBG with 256 bits of entropy noise
source.
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This component does not describe requirements on seed quality: It is the responsibility of the
operational environment to define their requirement in this regard and to ensure that it is met by the
external source.

Guidance in the introduction to PP, PP-Module, functional package or ST authors should address
protection from modification and disclosure of the value from the external noise source, as well as the
leaking of any pertinent information (e.g. internal state) regarding the RBG.

E.4.3.2 Operations

There affe no operations specified for this component.
E.4.4 FCS_RBG.3 Random bit generation (internal seeding - single source)

E.4.4.1 | Component rationale and application notes

If the aufhor of a PP, PP-Module, functional package or ST wishes to use multiple internal noise sources,
they iterfate this requirement for each noise source being used by the TSF.

oscillatdrs, diodes, and thermal noise. While software is used to collect thenoise from these hardwa
sources,these are not software-based. Software-based noise sources aré.those sources that have so

other prjimary function and the noise is a byproduct of their normal operation. Examples of softwarg-
based npise sources are user or system-based events, reading thé least significant bits from an ever
timer.

Hardwafe-based noise sources are sources whose primary function is noise’)generation, such as rimTE

[

Hardwale-based noise sources may be stochastically modeled, in which case the amount of entroply
is well ynderstood. Software-based noise sources are usually less well understood and therefore will
typically take a more conservative approach, gathering larger numbers of bits than required and theh
performling a compression function to derive the final'output. Software-based noise sources often rely
on an entropy estimator.

E.4.4.2 | Operations
There affe no operations specified for thiscomponent.
E.4.5 FCS_RBG.4 Random bit generation (internal seeding - multiple sources)

E.4.5.1 | Component ratiohale and application notes

The minimum entropy(s defined per source/iteration of FCS_RBG.3.1. The resulting minimum entroply
is cover¢d by FCS_RBG:5.1 which is a dependency of FCS_RBG.4.1.

E.4.6 FCS_RBG.6 Random bit generation service

E.4.6.1 | Component rationale and application notes

Specifying the interface type is important for developing evaluation activities and important
information for an external instance requesting the RBG service from the TOE.

E.4.6.2 Operations

Other interface types can be a service over a network interface.

EXAMPLE Ethernet, wireless.
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E.5 Generation of random numbers (FCS_RNG)

E.5.1 User application notes

When specifying random number generation methods, the author of a PP, PP-Module, functional

package

or ST should perform due diligence in order to have confidence that the specifications are appropriate
for the selected assurance requirements and in consideration of the technology types, environment and

use cases of the TOE.

QTE In_some cases certification bodies can apply policies in regard to the selection of ra
T rr-J r [=]

ndom bit

generators. (See ISO/IEC 18045:2022, A.6 n).

BE.5.2 FCS_RNG.1 Random number generation

vl

.5.2.1 Component rationale and application notes

he ST writer shall perform the missing operation appropriate for cryptographic applicatig
andom numbers in the elements FCS_RNG.1.1 and FCS_RNG_1.2. The,ST) writer shall perf]
elections for specification of the security capabilities provided by the raiidom number generat]
OE.

= 0 =

OTE Some users of FCS_RNG can find The National Institute of Standards and Technology (NIS']
ublication 800-90A Recommendation for Random Number Generation Using Deterministic Ray
enerators, June 2015 and NIST Special Publication 800-90B Re¢ommendation for the Entropy Sourceg
andom Bit Generation, January 2018 useful.

o llonNavilrd

The evaluation of the random number generator shalkfollow a recognized methodology,

Q.

er Informationstechnik (BSI) organization.

H.5.2.2 Operations

]

h FCS_RNG.1.1 the author of a PP, PP<Module, functional package or ST should specify the list of
pabilities.

Q

HXAMPLE 1
Hxamples of security capablilities include:

-+ atotal failure test.detects a total failure of entropy source immediately when the RNG has started
total failure is, detected, no random numbers will be output;

-+ ifatotal failure of the entropy source occurs while the RNG is being operated, the RNG [selection: pre
output ofany internal random number that depends on some raw random numbers that have been g
afterthe total failure of the entropy source, generates the internal random numbers with a post-p1
algorithm of class DRG.2 as long as its internal state entropy guarantees the claimed output entrop,

—+C-the online test detection non-tolerable statistical defects of the raw random number sequence (i) imy

n of the
orm the
or of the

) Special
dom Bit
Used for

XAMPLE An example of a recognized methodology is AIS31, published by the Bundesamt fiir Siclerheit in

security

. When a

vents the
enerated
ocessing

1

nediately

1 +1 DAL - PR | 1 £ AR R | DMNCO -1 PR 2 o1 aalalal - - - -
WIITIT UIT RING TIdS SUdTLEU, dIIU (IT) WIIIT UIT RING 1S UTTITE UpPTTdlcuU. TTIT 1T oI" IITUS U ITOU UOULput dIl

random

numbers before the power-up online test has finished successfully or when a defect has been detected;

— the online test procedure be effective to detect non-tolerable weaknesses of the random numbers s

oon.

— the online test procedure checks the quality of the raw random number sequence. It is triggered [selection:
externally, at regular intervals, continuously, applied upon specified internal events]. The online test is

suitable for detecting non-tolerable statistical defects of the statistical properties of the raw random
within an acceptable period of time;

— failure or severe degradation of the noise source be detectable;

numbers

— continuous tests or other mechanisms in the entropy source protect against producing output during

malfunctions.
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NOTE 1

In the case of a PP, PP-Module or functional package, FCS_RNG.1 .1 can be completed with a more

restrictive language such as:

— assignment: list of additional security capabilities.

In FCS_RNG.1.2 the author of a PP, PP-Module, functional package or ST should make the appropriate
selection in regard to the quality metric.

EXAMPLE 2

Examples of quality metrics include

— test

numbers from output sequences of an ideal RNG;

NOTE 2
— the:
— each

NOTE 3
restrictiy

— [selg

NOTE 4

EXAMPL
In the ca
“FCS_RN

The TSF
Hash_DR|

FCS_RNQG

The TSF
[assignm

procedure A [assignment: additional standard test suites] does not distinguish the internal randoyln

The assignment for additional standard statistical test suite may be empty.
verage Shannon entropy per internal random bit exceeds 0.998;
output bit is independent of all other output bits.

In the case of a PP, PP-Module or functional package, FCS_RNG.1 .2 can be‘completed with a morfe
re language such as:

ction:
full entropy output;
[assignment: bias and entropy rate of the output].
The “quality metric” can include both qualitative metgicand quantitative metric.
F 3
e of a hybrid deterministic RNG, the following\is-an example:
G.1.1/HD

thall provide a hybrid deterministicianrdom number generator that implements: [selection: CTR_DRBG,
BG, HMAC_DRBG] as defined in NIST-Special Publication 800-90A.

.1.2/HD

(d

shall provide [selection: bits, octets of bits, numbers [assignment: format of the numbers]] that meg
ent: security bits].”
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Annex F
(normative)

Class FDP: User data protection — Application notes

.1 General

his class contains families specifying requirements related to protecting user data. This clags differs
from FIA and FPT in that FDP: User data protection specifies components to protect user data, FIA
specifies components to protect attributes associated with the user, and FPT speeifies companents to
rotect TSF information.

he class does not contain explicit requirements for traditional Mandatory Access Controls (MAC)
r traditional Discretionary Access Controls (DAC); however, such requifements may be conptructed
sing components from this class.

DP: User data protection does not explicitly deal with confidentiality, integrity, or availability, as all
three are most often intertwined in the policy and mechanisms{However, the TOE security policy shall
dequately cover these three objectives in the PP, PP-Module; functional package or ST.

final aspect of this class is that it specifies access control in terms of “operations”. An opefation is
efined as a specific type of access on a specific object. It depends on the level of abstractign of the
thor of a PP, PP-Module, functional package or ST’whether these operations are described 4s “read”
nd/or “write” operations, or as more complex operations such as “update the database”.

he access control policies are policies that.¢ontrol access to the information container. The aftributes
present attributes of the container. Once the information is out of the container, the accessqr is free
tp modify that information, including writing the information into a different container with gdifferent
tributes. By contrast, an information flow policy controls access to the information, independent of
the container. The attributes of the information, which may be associated with the attributés of the
ntainer (or may not, as in the case of a multi-level database) stay with the information as it mdves. The
ccessor does not have the ability, in the absence of an explicit authorization, to change the attrjbutes of
the information.

his class is not meant.to be a complete taxonomy of IT access policies, as others can be imagined. Those
olicies included diere are simply those for which current experience with actual systems provides
basis for specifying requirements. There may be other forms of intent that are not capturgd in the
efinitions here.

XAMPLE 1

goalYof having user-imposed (and user-defined) controls on information flow (such as. an ayitomated
plementation of the NO FOREIGN handling caveat).

Such concepts can be handled as refinements of, or extensions to the FDP: User data protection
components.

Finally, it is important when looking at the components in FDP: User data protection to remember that
these components are requirements for functions that may be implemented by a mechanism that also
serves or can serve another purpose.

EXAMPLE 2

It is possible to build an access control policy (Access control policy (FDP_ACC)) that uses labels (FDP_IFF.1
Simple security attributes) as the basis of the access control mechanism.
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A set of SFRs may encompass many SFPs, each to be identified by the two policy-oriented components
Access control policy (FDP_ACC), and Information flow control policy (FDP_IFC). These policies will
typically take confidentiality, integrity, and availability aspects into consideration as required, to
satisfy the TOE requirements. Care should be taken to ensure that all objects are covered by at least one
SFP and that there are no conflicts arising from implementing the multiple SFPs.

When building a PP, PP-Module, functional package or ST using components from the FDP: User data
protection class, the following information provides guidance on where to look and what to select from
the class.

The reqpiirements in the FDP: User data protection class are defined in terms of a set of SFRs that wi
implemgnt an SFP. Since a TOE may implement multiple SFPs simultaneously, the author of a PP| P
Module,|functional package or ST shall specify the name for each SFP, so it can be referenced in-othq
families| This name will then be used in each component selected to indicate that it is being used as pa
of the dgfinition of requirements for that SFP. This allows the author to easily indicate-tle scope fo
operatidns, e.g. objects covered, operations covered, authorized users.

Each ing§tantiation of a component can apply to only one SFP. Therefore, if an SFP"is specified in
compongnt then this SFP will apply to all the elements in this component. Thie 'eomponents may b
instantigted multiple times within a PP, PP-Module, functional package or ST\t¢ account for differer]
policies if requested.

The keyto selecting components from this family is to have a well-defined'set of TOE security objective
to enable proper selection of the components from the two policy. €omponents; Access control polic
(FDP_A(QC) and Information flow control policy (FDP_IFC). In Access control policy (FDP_ACC) an
Informagion flow control policy (FDP_IFC) respectively, all access control policies and all informatiop
flow corltrol policies are named. Furthermore, the scope of control of these components in terms of thie
subjectsd, objects and operations covered by this security fonctionality. The names of these policies are
meant tp be used throughout the remainder of the func¢tional components that have an operation thgt
calls for|an assignment or selection of an “access control SFP” or an “information flow control SFP”. Thie
rules that define the functionality of the named acgéss control and information flow control SFPs wi|l
be definpd in the Access control functions (FDP_ACF) and Information flow control functions (FDP_IFH)
families|(respectively).

The follpwing steps are guidance on how,this class is applied in the construction of a PP, PP-Modulg,
functionjal package or ST:

a)

b)

d)

f)

182
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14

iderttify the policies to be enfér¢ed from the Access control policy (FDP_ACC), and Information floy
confrol policy (FDP_IFC) families. These families define scope of control for the policy, granularit
of cpntrol and may identify some rules to go with the policy;

< <

identify the compenénts and perform any applicable operations in the policy components. The
assignment operations may be performed generally (such as with a statement “All files”) dr
spetifically (“The files “A”, “B”, etc.) depending upon the level of detail known;

iderttify any applicable function components from the Access control functions (FDP_ACF) and
Information flow control functions (FDP_IFF) families to address the named policy families fromn
Accg¢ssDcontrol policy (FDP_ACC) and Information flow control policy (FDP_IFC). Perform the
operations to make the components define the rules to be enforced by the named policies. This
should make the components fit the requirements of the selected function envisioned or to be built;

identify who will have the ability to control and change security attributes under the function,
such as only a security administrator, only the owner of the object, etc. Select the appropriate
components from FMT: Security management and perform the operations. Refinements may be
useful here to identify missing features, such as that some or all changes shall be done via trusted
path;

identify any appropriate components from the FMT: Security management for initial values for new
objects and subjects;

identify any applicable rollback components from the Rollback (FDP_ROL) family;
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g) identify any applicable residual information protection requirements from the Residual information
protection (FDP_RIP) family;

h) identify any applicable import or export components, and how security attributes should be
handled during import and export, from the Import from outside of the TOE (FDP_ITC) and Export
from the TOE (FDP_ETC) families;

i) identify any applicable internal TOE communication components from the Internal TOE transfer
(FDP_ITT) family;

jJ__1dentify any requirements for integrity protection of stored imformation from the sStoted data
integrity (FDP_SDI);

K) identify any applicable inter-TSF communication components from the Inter-TISF uger data
confidentiality transfer protection (FDP_UCT) or Inter-TSF user data integritytransfer prjotection
(FDP_UIT) families.

K2 Access control policy (FDP_ACC)

H2.1 User application notes

This family is based upon the concept of arbitrary controls on the interaction of subjects and|objects.
The scope and purpose of the controls is based upon thecattributes of the accessor (subjgect), the
tributes of the container being accessed (object), the actions (operations) and any associate{d access
ntrol rules.

he components in this family are capable of identifying the access control SFPs (by nampe) to be

forced by the traditional DAC mechanisms. It further defines the subjects, objects and operatjons that
re covered by identified access control SFPs. The rules that define the functionality of an acces$ control
FP will be defined by other families, such as’Access control functions (FDP_ACF) and Export from the
OE (FDP_ETC). The names of the access ceritrol SFPs defined in Access control policy (FDP_ACC) are
heant to be used throughout the remainder of the functional components that have an operation that
dalls for an assignment or selection of\an “access control SFP.”

o |

he access control SFP covers a set of triplets: subject, object, and operations. Therefore, a suljject can
e covered by multiple accessicontrol SFPs but only with respect to a different operation or a dlifferent
bject. Of course, the sameapplies to objects and operations.

o o

critical aspect of anaccess control function that enforces an access control SFP is the ability for users
b modify the attributés involved in access control decisions. The Access control policy (FPP_ACC)
hmily does not address these aspects. Some of these requirements are left undefined, but can e added
s refinements,;\while others are covered elsewhere in other families and classes such as FMT: Security
nanagement,

20 =h ot N

—

here are'ho audit requirements in Access control policy (FDP_ACC) as this family specifigs access
dontrol’SFP requirements. Audit requirements will be found in families specifying functions tp satisfy
thé-access control SFPs identified in this family.

This family provides a PP, PP-Module, functional package or ST author the capability to specify several
policies, for example, a fixed access control SFP to be applied to one scope of control, and a flexible access
control SFP to be defined for a different scope of control. To specify more than one access control policy,
the components from this family can be iterated multiple times in a PP, PP-Module, functional package
or ST to different subsets of operations and objects. This will accommodate TOEs that contain multiple
policies, each addressing a particular set of operations and objects. In other words, the author of a PP,
PP-Module, functional package or ST should specify the required information in the ACC component
for each of the access control SFPs that the TSF will enforce. For example, a TOE incorporating three
access control SFPs, each covering only a subset of the objects, subjects, and operations within the TOE,
will contain one FDP_ACC.1 Subset access control component for each of the three access-control SFPs,
necessitating a total of three FDP_ACC.1 Subset access control components.
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F.2.2 FDP_ACC.1 Subset access control

F2.2.1 Component rationale and application notes

The terms object and subject refer to generic elements in the TOE. For a policy to be implementable,
the entities shall be clearly identified. For a PP, the objects and operations can be expressed as types
such as: named objects, data repositories, observe accesses, etc. For a specific TOE these generic terms
(subject, object) shall be refined.

EXAMPL Fllnc, rnglcfnrc’ pnri‘c, Hanmnnc, open calls

=)

This corpponent specifies that the policy cover some well-defined set of operations on some subset’d
the objefts. It places no constraints on any operations outside the set - including operations ori bbject
for which other operations are controlled.

[72)

F.2.2.2 | Operations

oW

In FDP_ACC.1.1, the author of a PP, PP-Module, functional package or ST should spe¢ify a uniquely name
access cpntrol SFP to be enforced by the TSF.

=)

In FDP_ACC.1.1, the author of a PP, PP-Module, functional package or ST-should specify the list
subjectsd, objects, and operations among subjects and objects covered by:the SFP.

F.2.3 FDP_ACC.2 Complete access control

F.2.3.1 | Component rationale and application notes

This cofnponent requires that all possible operations en-objects, that are included in the SFP, are
covered|by an access control SFP.

The author of a PP, PP-Module, functional package or ST shall demonstrate that each combination of
objects gnd subjects is covered by an access contpvol SFP.

F.2.3.2 | Operations

o

In FDP_ACC.2.1, the author of a PP, PP*Module, functional package or ST should specify a uniquely name
access cpntrol SFP to be enforced by the TSF.

In FDP_ACC.2.1, the author of @ PP, PP-Module, functional package or ST should specify the list of subjectls
and objqcts covered by the(SEP. All operations among those subjects and objects will be covered by the
SFP.

E3 Access control functions (FDP_ACF)

F3.1 User application notes

This family describes the rules for the speciiic functions that can Implement an access control policy
named in Access control policy (FDP_ACC) which also specifies the scope of control of the policy.

This family provides a PP, PP-Module, functional package or ST author the capability to describe the
rules for access control. This results in a TOE where the access to objects will not change.

EXAMPLE 1

An example of such an object is “Message of the Day”, which is readable by all, and changeable only by the
authorized administrator.
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This family also provides the author of a PP, PP-Module, functional package or ST with the ability to
describe rules that provide for exceptions to the general access control rules. Such exceptions would
either explicitly allow or deny authorization to access an object.

There are no explicit components to specify other possible functions such as two-person control,
sequence rules for operations, or exclusion controls. However, these mechanisms, as well as traditional
DAC mechanisms, can be represented with the existing components, by careful drafting of the access
control rules.

A variety of acceptable access control functionality may be specified in this family.

HXAMPLE 2

- access control lists (ACLs);

-+ time-based access control specifications;

- origin-based access control specifications;

-+ owner-controlled access control attributes.

H3.2 FDP_ACFE.1 Security attribute-based access control

H3.2.1 Component rationale and application notes

This component provides requirements for a mechanism thatmediates access control based onsecurity
tributes associated with subjects and objects. Each. object and subject have a set of asfsociated
tributes, such as location, time of creation, accesstrights such as Access Control Lists (ACLs)). This
mponent allows the author of a PP, PP-Module, fungtional package or ST to specify the attribuites that
ill be used for the access control mediation. This component allows access control rules, usipg these
tributes, to be specified.

HXAMPLE
Hxamples of the attributes that a PP, PP-Medule, functional package or ST author can assign are:

-+ an identity attribute may be assotiated with users, subjects, or objects to be used for mediation. Examples
of such attributes can be the name of the program image used in the creation of the subject, or g security
attribute assigned to the program image;

—+ atime attribute can bew’sed to specify that access will be authorized during certain times of the ddy, during
certain days of the week, or during a certain calendar year;

-+ a location attfribute can specify whether the location is the location of the request for the operation, the
location where the operation will be carried out, or both. It can be based upon internal tables to tramslate the
logical intérfaces of the TSF into locations such as through terminal locations, CPU locations, etc.;

—+ a grouping attribute allows a single group of users to be associated with an operation for the purposes of
access control. If required, the refinement operation should be used to specify the maximum npimber of
definable groups, the maximum membership of a group, and the maximum number of groups to which a user
can concurrently be associated

This component also provides requirements for the access control security functions to be able to
explicitly authorize or deny access to an object based upon security attributes. This can be used to
provide privilege, access rights, or access authorizations within the TOE. Such privileges, rights, or
authorizations can apply to users, subjects (representing users or applications), and objects.

E3.2.2 Operations

In FDP_ACF.1.1, the author of a PP, PP-Module, functional package or ST should specify an access control
SFP name that the TSF is to enforce. The name of the access control SFP, and the scope of control for that
policy are defined in components from Access control policy (FDP_ACC).
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In FDP_ACF.1.1, the author of a PP, PP-Module, functional package or ST should specify, for each
controlled subject and object, the security attributes and/or named groups of security attributes that
the function will use in the specification of the rules.

EXAMPL

E1l

Such attributes may be things such as the user identity, subject identity, role, time of day, location, ACLs, or any

other att

ribute specified by the author of a PP, PP-Module, functional package or ST.

Named groups of security attributes can be specified to provide a convenient means to refer to multiple

security
manage
role can

fhaaaloo ot AN | 3 3 2| £3.1 s iata (ool LD PN P2 I C ik
AT TOOCC ST INdIIIC U ST UT P S~ CalT ProOvIOC—d aSCTuT vway O a5>55S0tTatC— TOTCS— acTmct 1T oCTUTTY

ment roles (FMT_SMR), and all of their relevant attributes, with subjects. In other words,€ac
relate to a named group of attributes.

In FDP_ACF.1.2, the author of a PP, PP-Module, functional package or ST should specify the, SFP rule
governing access among controlled subjects and controlled objects using controlled operations o

controll

bd objects. These rules specify when access is granted or denied. It can specify’general acceq

control functions or granular access control functions.

EXAMPL

— Gen

E 2

bral access control functions: typical permission bits;

— Granular access control: Access Control Lists (ACL).

In FDP_
based o
to expli

ACF.1.3, the author of a PP, PP-Module, functional package: or ST should specify the rule
N security attributes, that explicitly authorize access ofsubjects to objects that will be use
itly authorize access. These rules are in addition to these specified in FDP_ACF.1.1. They an

included in FDP_ACF.1.3 as they are intended to contain exceptions to the rules in FDP_ACF.1.1.

EXAMPL

An exam
always g

E 3

ple of rules to explicitly authorize access is baséd on a privilege vector associated with a subject ths
Fants access to objects covered by the access.control SFP that has been specified.

If such { capability is not desired, then the author of a PP, PP-Module, functional package or ST shoul

specify

none”.

In FDP_ACF.1.4, the author of a PP, PP-Module, functional package or ST should specify the rules, based o
security|attributes, that explicitly@deny access of subjects to objects. These rules are in addition to thos

specifie

l in FDP_ACF.1.1 . They @pe included in FDP_ACF.1.4 as they are intended to contain exception

to the rules in FDP_ACF.1.1 . Anyexample of rules to explicitly deny access is based on a privilege vecto
associated with a subject«that always denies access to objects covered by the access control SFP thg

has bee

1 specified. If such a capability is not desired, then the author of a PP, PP-Module, functions

packagejor ST should'specify “none”.

F4 D

F4.1

hta authentication (FDP_DAU)

y
h

2=

b

~

D =

ot

Jser application notes

This family describes specific functions that can be used to authenticate “static” data.

Components in this family are to be used when there is a requirement for “static” data authentication,
i.e. where data is to be signed but not transmitted.

NOTE
received

186

The non-repudiation of origin (FCO_NRO) family provides for non-repudiation of origin of informatio
during a data exchange.
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F.4.2 FDP_DAU.1 Basic Data Authentication

F.4.2.1 Component rationale and application notes

This component may be satisfied by one-way hash functions to generate a hash value for a definitive
document that may be used as verification of the validity or authenticity of its information content.

EXAMPLE Cryptographic checksum, fingerprint, message digest.

R

4.2 . raY d=a.
B YTy UpTClativuliis

]

h FDP_DAU.1.1, the author of a PP, PP-Module, functional package or ST should specify thelist of objects
r information types for which the TSF shall be capable of generating data authenticationevidgnce.

o

h FDP_DAU.1.2, the author of a PP, PP-Module, functional package or ST shouldCspecify the list of
ubjects that will have the ability to verify data authentication evidence for the objects identifigd in the
revious element. The list of subjects can be very specific, if the subjects arelknrown, or it can jpbe more
eneric and refer to a “type” of subject such as an identified role.

qQ 5 U»n —

o]

4.3 FDP_DAU.2 Data Authentication with Identity of Guarantor

H4.3.1 Component rationale and application notes

—

his component additionally requires the ability to verify: the identity of the user that provjided the
uarantee of authenticity

aQ

HXAMPLE A trusted third party.

KH4.3.2 Operations

]

h FDP_DAU.2.1, the author of a PP, PP-Module, functional package or ST should specify the list of objects
r information types for which the TSFshall be capable of generating data authentication evidgnce.

o

]

h FDP_DAU.2.2, the author of a PP-PP-Module, functional package or ST should specify the list of
ubjects that will have the ability‘te verify data authentication evidence for the objects identifigd in the
drevious element as well as the identity of the user that created the data authentication evidenge.

(%)

KE5 Exportfromthe TOE (FDP_ETC)

5.1 User application notes

—

his family.defines functions for TSF-mediated exporting of user data from the TOE such|that its
ecurity dattributes either can be explicitly preserved or can be ignored once it has been ekported.
onsisterncy of these security attributes are addressed by Inter-TSF TSF data consistency (FPT|TDC).

Jan %)

Hxpeart from the TOE (FDP_ETC) is concerned with limitations on export and association of [security
tributes witlT the exported user data.

This family, and the corresponding Import family Import from outside of the TOE (FDP_ITC), address
how the TOE deals with user data transferred into and outside its control. In principle, this family is
concerned with the TSF-mediated exporting of user data and its related security attributes.

A variety of activities can be involved here:
a) exporting of user data without any security attributes;

b) exporting user data including security attributes where the two are associated with one another
and the security attributes unambiguously represent the exported user data.
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If there are multiple SFPs (access control and/or information flow control) then it may be appropriate
to iterate these components once for each named SFP.

F.5.2 FDP_ETC.1 Export of user data without security attributes

F5.2.1 Component rationale and application notes

This component is used to specify the TSF-mediated exporting of user data without the export of its
security attributes.

E5.2.2 | Operations

—_—

In FDP_KTC.1.1, the author of a PP, PP-Module, functional package or ST should specify the access.¢ontrq
SFP(s) ahd/or information flow control SFP(s) that will be enforced when exporting user data. The usq
data that this function exports is scoped by the assignment of these SFPs.

—

F.5.3 FDP_ETC.2 Export of user data with security attributes

F.5.3.1 | Component rationale and application notes

The us¢r data is exported together with its security attributes.«The security attributes are
unambiguously associated with the user data. There are several ways ofachieving this association. Onle
way that this can be achieved is by physically collocating the user data and the security attributes.

EXAMPLE On the same external media.

An alternative way is by using cryptographic techniques-such as secure signatures to associate t
attributes and the user data. Inter-TSF trusted channél*(FTP_ITC) can be used to assure that t
attributes are correctly received at the other trusted JT product while Inter-TSF TSF data consistencly
(FPT_TOC) can be used to make sure that thoseiattributes are properly interpreted. Furthermore,
Trusted|path (FTP_TRP) can be used to make sure that the export is being initiated by the proper user

E.5.3.2 | Operations

[%2)

In FDP_ETC.2.1, the author of a PP, .PP-Module, functional package or ST should specify the acced
control §FP(s) and/or information-flow control SFP(s) that will be enforced when exporting user data.
The user data that this functionexports is scoped by the assignment of these SFPs.

—_—

In FDP_KTC.2.5, the author,of.a PP, PP-Module, functional package or ST should specify any addition
exportation control rules er’ “none” if there are no additional exportation control rules. These rule
will be dnforced by the TSF in addition to the access control SFPs and/or information flow control SFP
selected/in FDP_ETC2-1.

wn n

F.6 Information flow control policy (FDP_IFC)

F6 1 Icor annlication notac
L] - e A D 3 “l’l’ll\v“‘-lull IEUTCJ

This family covers the identification of information flow control SFPs and, for each, specifies the scope
of control of the SFP.

The components in this family are capable of identifying the information flow control SFPs to be
enforced by the traditional MAC mechanisms that would be found in a TOE. However, they go beyond
just the traditional MAC mechanisms and can be used to identify and describe non-interference policies
and state-transitions. It further defines the subjects under control of the policy, the information under
control of the policy, and operations which cause controlled information to flow to and from controlled
subjects for each information flow control SFP in the TOE. The information flow control SFP will be
defined by other families such as Information flow control functions (FDP_IFF) and Export from the
TOE (FDP_ETC). The information flow control SFPs named here in Information flow control policy
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(FDP_IFC) are intended to be used throughout the remainder of the functional components that have an
operation that calls for an assignment or selection of an “information flow control SFP.”

These components are quite flexible. They allow the domain of flow control to be specified and there
is no requirement that the mechanism be based upon labels. The different elements of the information
flow control components also permit different degrees of exception to the policy.

Each SFP covers a set of triplets: subject, information, and operations that cause information to flow
to and from subjects. Some information flow control policies may be at a very low level of detail and
explicitly describe subjects in terms of processes within an operating system. Other information flow

ntrol policies may be at a high level and describe subjects in the generic sense of users or inpuf/output

annels. If the information flow control policy is at too high a level of detail, it may not cléatly define
the desired IT security functions. In such cases, it is more appropriate to include suchcdescriptions of
information flow control policies as objectives. In this case the desired IT security‘functionf can be
specified as supportive of those objectives.

Ih the second component (FDP_IFC.2 Complete information flow control),“each information flow
ntrol SFP will cover all possible operations that cause information covered by that SFP td flow to
nd from subjects covered by that SFP. Furthermore, all information flows-will need to be coyered by
SFP. Therefore, for each action that causes information to flow, there will be a set of rules that define
Uhether the action is allowed. If there are multiple SFPs that are-applicable for a given infgqrmation
ow, all involved SFPs shall allow this flow before it is permitted«totake place.

o> lamr W 5]

n information flow control SFP covers a well-defined set ©f operations. The SFPs coverage may be
romplete” with respect to some information flows, or it may address only some of the operations that
dffect the information flow.

n access control SFP controls access to the objegts' that contain information. An informatjon flow
ontrol SFP controls access to the information;{independent of its container. The attributds of the
hformation, which may be associated with the:attributes of the container (or may not, as in the case of
multi-level database) stay with the information as it flows. The accessor does not have the ability, in
he absence of an explicit authorization, to change the attributes of the information.

&+ QO = NS

hformation flows and operations .an be expressed at multiple levels. In the case of a| ST, the
hformation flows and operations can be specified at a system-specific level: TCP/IP packets|flowing
hrough a firewall based upon known IP addresses. For a PP, the information flows and operatjions can
e expressed as types, e.g. email, data repositories, observe accesses.

5 et e —

—]

he components in this family can be applied multiple times in a PP, PP-Module, functional pafkage or
T to different subsets)of operations and objects. This will accommodate TOEs that contain multiple
Holicies, each addresSing a particular set of objects, subjects, and operations.

N

H6.2 FDPJFE.1 Subset information flow control

K6.2.1 ~Component rationale and application notes

This component requires that an information flow control policy apply to a subset of the |possible

Torero oot

F6.2.2 Operations

In FDP_IFC.1.1, the author of a PP, PP-Module, functional package or ST should specify a uniquely named
information flow control SFP to be enforced by the TSF.

In FDP_IFC.1.1, the author of a PP, PP-Module, functional package or ST should specify the list of subjects,
information, and operations which cause controlled information to flow to and from controlled subjects
covered by the SFP. As mentioned above, the list of subjects can be at various levels of detail depending
on the needs of the author of a PP, PP-Module, functional package or ST.

EXAMPLE It can specify users, machines, or processes.
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Information can refer to data such as email or network protocols, or more specific objects similar to
those specified under an access control policy. If the information that is specified is contained within
an object that is subject to an access control policy, then both the access control policy and information
flow control policy shall be enforced before the specified information can flow to or from the object.

F.6.3 FDP_IFC.2 Complete information flow control

F.6.3.1 Component rationale and application notes

NpoIner fequlire [1d d DO DIE€ OpPErdtliol [1d dUSC [110I'TTd
subjectqincluded in the SFP, are covered by an information flow control SFP.

The author of a PP, PP-Module, functional package or ST shall demonstrate that each combination of
information flows and subjects is covered by an information flow control SFP.

F.6.3.2 | Operations

o

In FDP_I[FC.2.1, the author of a PP, PP-Module, functional package or ST should specify a uniquely name
information flow control SFP to be enforced by the TSF.

In FDP_IFC.2.1, the author of a PP, PP-Module, functional package or ST shotld specify the list of subject
and infgrmation that will be covered by the SFP. All operations that catise that information to flow t
and from subjects will be covered by the SFP. As mentioned above, the list of subjects can be at variou
levels of|detail depending on the needs of the author of a PP, PP-Module, functional package or ST.

n O wn

EXAMPLE The list can specify users, machines, or processes.

Informafion can refer to data such as email or network protocols, or more specific objects similar
those specified under an access control policy. If the information that is specified is contained withi
an objedt that is subject to an access control policy, then both the access control policy and informatio
flow cortrol policy shall be enforced before the specified information can flow to or from the object.

[=I=e]

FE7 Information flow control functions (FDP_IFF)

E7.1 User application notes

This farhily describes the ruleg-for the specific functions that can implement the information floy
control SFPs named in Information flow control policy (FDP_IFC), which also specifies the scope (
control of the policies. It cansists of two “trees:” one addressing the common information flow contr¢
function issues, and a secend addressing illicit information flows (i.e. covert channels) with respect t
one or rhore information flow control SFPs. This division arises because the issues concerning illic
information flows are, in some sense, orthogonal to the rest of an SFP. Illicit information flows are flow
in violatjion of polisy; thus, they are not a policy issue.

N+ 0 = =<

In ordey to dmplement strong protection against disclosure or modification in the face of untrusted
softwarg,ccontrols on information flow are required. Access controls alone are not sufficient because
they On} LUlltl U} dLLTSS tU LUlltaillUl D, d}}UVV ills t}lC illfUl 1uatiuu t}lC_y LUlltaill tU f}UVV, \A%4 ithuut LUlltl U} )
throughout a system.

In this family, the phrase “types of illicit information flows” is used. This phrase may be used to refer
to the categorization of flows as “Storage Channels” or “Timing Channels”, or it can refer to improved
categorizations reflective of the needs of a PP, PP-Module, functional package or ST author.

The flexibility of these components allows the definition of a privilege policy within FDP_IFF.1 Simple
security attributes and FDP_IFF.2 Hierarchical security attributes to allow the controlled bypass of all
or part of a particular SFP. If there is a need for a predefined approach to SFP bypass, the author of a PP,
PP-Module, functional package or ST should consider incorporating a privilege policy.
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F.7.2 FDP_IFF.1 Simple security attributes

F.7.2.1 Component rationale and application notes

This component requires security attributes on information, and on subjects that cause that information
to flow and subjects that act as recipients of that information. The attributes of the containers of the
information should also be considered if it is desired that they should play a part in information flow
control decisions or if they are covered by an access control policy. This component specifies the key
rules that are enforced and describes how security attributes are derived.

his component does not specify the details of how a security attribute is assigned (i.e.isefr versus
rocess). Flexibility in policy is provided by having assignments that allow specificationef’additional
olicy and function requirements, as necessary.

his component also provides requirements for the information flow control funcbions to b¢ able to
xplicitly authorize and deny an information flow based upon security attributes. This can bg used to
mplement a privilege policy that covers exceptions to the basic policy definedin’this component.

— @ = tolcolli—|

R7.2.2 Operations

Ih FDP_IFF.1.1, the author of a PP, PP-Module, functional package or’ST should specify the infqrmation
flow control SFPs enforced by the TSF. The name of the information flow control SFP, and thescope of
dontrol for that policy are defined in components from Informgation flow control policy (FDP_IFC).

Ih FDP_IFF.1.1, the author of a PP, PP-Module, functional package or ST should specify, for each type of
dontrolled subject and information, the security attributes that are relevant to the specificati¢n of the
SFP rules.

HXAMPLE 1

Such security attributes can be things such the subject identifier, subject sensitivity label, subject clearaphce label,
information sensitivity label.

—

he types of security attributes should-be sufficient to support the environmental needs.

et

h FDP_IFF.1.2, the author of a PP, RP-Module, functional package or ST should specify for each operation,
he security attribute-based\ relationship that holds between subject and information [security
dttributes that the TSF willenforce.

—

h FDP_IFF.1.3, the author of a PP, PP-Module, functional package or ST should specify any additional
hformation flow control SFP rules that the TSF is to enforce. This includes all rules of the SFP|that are
ither not based enthe security attributes of the information and the subject or rules that automatically
hodify the secfirity attributes of information or subjects as a result of an access operation. An pxample
b1 the firstdse is a rule of the SFP controlling a threshold value for specific types of informatjon. This
Fould foréexample be the case when the information flow SFP contains rules on access to statistjical data
Uhere atsubject is only allowed to access this type of information up to a specific number of gccesses.
n example for the second case would be a rule stating under which conditions and how the [security
attributes of a subject or object change as the result of an access operation. Some informatjon flow
policies for example may limit the number of access operations to information with specific security
attributes. If there are no additional rules then the author of a PP, PP-Module, functional package or ST
should specify “none”.

TS g =h s o= =

In FDP_IFF.1.4, the author of a PP, PP-Module, functional package or ST should specify the rules, based
on security attributes, that explicitly authorize information flows. These rules are in addition to those
specified in the preceding elements. They are included in FDP_IFF.1.4 as they are intended to contain
exceptions to the rules in the preceding elements.

EXAMPLE 2
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An example of rules to explicitly authorize information flows is based on a privilege vector associated with a
subject that always grants the subject the ability to cause an information flow for information that is covered by
the SFP that has been specified.

If such a capability is not desired, then the author of a PP, PP-Module, functional package or ST should
specify “none”.

In FDP_IFF.1.5, the author of a PP, PP-Module, functional package or ST should specify the rules, based on
security attributes, that explicitly deny information flows. These rules are in addition to those specified
in the preceding elements. They are included in FDP_IFF.1.5 as they are intended to contain exceptions
to the rylesin the preceding elements. An example of rules to explicitly deny information 11ows 1s basef
on a prifilege vector associated with a subject that always denies the subject the ability to cause ap
information flow for information that is covered by the SFP that has been specified. If such a capability
is not dgsired, then the author of a PP, PP-Module, functional package or ST should specify “none”.

F.7.3 FDP_IFE.2 Hierarchical security attributes

E7.3.1 | Component rationale and application notes

This component requires that the named information flow control SFP wses hierarchical security
attributes that form a lattice.

o

It is imfortant to note that the hierarchical relationship requirement§jidentified in FDP_IFF.2.4 nee
only apfly to the information flow control security attributes for the information flow control SFPs th4
have be¢n identified in FDP_IFF.2.1. This component is not meant)te’apply to other SFPs such as acceg
control $FPs.

w0 ~+

=)

FDP_IFF{2.6 phrases the requirements for the set of securnity attributes to form a lattice. A number (
information flow policies defined in the literature and implemented in IT products are based on a sg
of securfity attributes that form a lattice. FDP_IFF.2.6:s specifically included to address this type (
information flow policies.

—

If it is the case that multiple information flow“control SFPs are to be specified, and that each of thes
SFPs will have their own security attributes that are not related to one another, then the author (
a PP, PP}Module, functional package or ST should iterate this component once for each of those SFP$.
Otherwise, a conflict can arise with the sub-items of FDP_IFF.2.4 since the required relationships will
not exist.

— D

F.7.3.2 | Operations

In FDP_IFF.2.1, the auther.of’a PP, PP-Module, functional package or ST should specify the informatiop
flow corjtrol SFPs enforced by the TSF. The name of the information flow control SFP, and the scope q
control for that policy are defined in components from Information flow control policy (FDP_IFC).

=)

In FDP_JFF.2.1, the’ author of a PP, PP-Module, functional package or ST should specify, for each typ
of contrplled subject and information, the security attributes that are relevant to the specification (

the SFP [rules. For example, such security attributes may be things such the subject identifier, subjeq
Sel’lSlth thr 1abhal cuhinct claarancn 1ahal 1nfarmaatinny cancitivityy lﬂlr\a] ate Tha tunac of cacs ri—

p3=sva—sy) uuuj\,w\, CreororrCC IO ot I T o o croT S T I T vV 1T Y OoT, Tttty pTo—Or Secut Ty

attributes should be sufficient to support the environmental needs.

‘.-r»-..,(‘D

In FDP_IFF.2.2, the author of a PP, PP-Module, functional package or ST should specify for each
operation, the security attribute-based relationship that holds between a subject and the information
security attributes that the TSF will enforce. These relationships should be based upon the ordering
relationships between the security attributes.

In FDP_IFF.2.3, the author of a PP, PP-Module, functional package or ST should specify any additional
information flow control SFP rules that the TSF is to enforce. This includes all rules of the SFP that are
either not based on the security attributes of the information and the subject or rules that automatically
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modify the security attributes of information or subjects as a result of an access operation. An example
for the first case is a rule of the SFP controlling a threshold value for specific types of information.

EXAMPLE 1

This would for example be the case when the information flow SFP contains rules on access to statistical data
where a subject is only allowed to access this type of information up to a specific number of accesses. An example
for the second case would be a rule stating under which conditions and how the security attributes of a subject or
object change as the result of an access operation.

< < < , aith specific
securlty attrlbutes If there are no additional rules then the author of a PP, PP Module functional
fdackage or ST should specify “none”.

h FDP_IFF.2.4, the author of a PP, PP-Module, functional package or ST should specify|the rulgs, based
n security attributes, that explicitly authorize information flows. These rules are'in addition [to those
pecified in the preceding elements. They are included in FDP_IFF.2.4 as they,ate-intended tg contain
xceptions to the rules in the preceding elements.

o W O ==

sl

XAMPLE 2

n example of rules to explicitly authorize information flows is based on'a privilege vector associat¢d with a
bject that always grants the subject the ability to cause an information flow for information that is cgvered by
he SFP that has been specified.

- 0

]

F such a capability is not desired, then the author of a PP, PP-Module, functional package or ST should
pecify “none”.

%)

h FDP_IFF.2.5, the author of a PP, PP-Module, functionalpackage or ST should specify the rules, based on
ecurity attributes, that explicitly deny informationdlows. These rules are in addition to those dpecified
h the preceding elements. They are included in FDP_IFF.2.5 as they are intended to contain exfeptions
b the rules in the preceding elements. An example of rules to explicitly deny information flows|is based
n a privilege vector associated with a subject that always denies the subject the ability to ¢ause an
hformation flow for information that is. Covered by the SFP that has been specified. If such a capablhty
5 not desired, then the author of a PP,RP-Module, functional package or ST should specify “nong”.

H7.4 FDP_IFF.3 Limited illicit information flows

R7.4.1 Component rationale and application notes

This component should be used when at least one of the SFPs that requires control of illicit infgrmation
flows does not require elimination of flows.

Hor the specified.llicit information flows, certain maximum capacities should be provided. In addition, a
HP, PP-Module, functional package or ST author has the ability to specify whether the illicit infqrmation
flows must be audited.

R74.2° Operations

In FDP_IFF.3.1, the author of a PP, PP-Module, functional package or ST should specify the information
flow control SFPs enforced by the TSF. The name of the information flow control SFP, and the scope of
control for that policy are defined in components from Information flow control policy (FDP_IFC).

In FDP_IFF.3.1, the author of a PP, PP-Module, functional package or ST should specify the types of illicit
information flows that are subject to a maximum capacity limitation.

In FDP_IFF.3.1, the author of a PP, PP-Module, functional package or ST should specify the maximum
capacity permitted for any identified illicit information flows.
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F.7.5 FDP_IFF.4 Partial elimination of illicit information flows

E7.5.1 Component rationale and application notes

This component should be used when all the SFPs that requires control of illicit information flows
require elimination of some (but not necessarily all) illicit information flows.

E7.5.2 Operations

74 s a

In FDP_ T quthor of a PP, PP-Moduls, onat packag De e Informatio
flow corjtrol SFPs enforced by the TSF. The name of the information flow control SFP, and the scopel(
control for that policy are defined in components from Information flow control policy (FDP_IFG).

=

—

In FDP_IFF.4.1, the author of a PP, PP-Module, functional package or ST should specify the types of illic
information flows which are subject to a maximum capacity limitation.

In FDP_IFF.4.1, the author of a PP, PP-Module, functional package or ST should spetify the maximurm
capacity] permitted for any identified illicit information flows.

[

information flows to be eliminated. This list may not be empty as this component requires that somle

In FDP_I}FFA.Z, the author of a PP, PP-Module, functional package or ST should-specify the types of illic
illicit in

ormation flows are to be eliminated.

F.7.6 FDP_IFFE.5 No illicit information flows

E7.6.1 | Component rationale and application notes

This cohponent should be used when the SFPs that require control of illicit information flows requir
eliminatjion of all illicit information flows. However, the author of a PP, PP-Module, functional packag
or ST sHould carefully consider the potential impaét that eliminating all illicit information flows ca
have on[the normal functional operation of the TOE. Many practical applications have shown that ther
is an indirect relationship between illicit information flows and normal functionality within a TOE an
eliminating all illicit information flows mayesult in less than desired functionality.

9" = ©

E7.6.2 | Operations

In FDP_IFF.5.1, the author of a PP\PP-Module, functional package or ST should specify the informatio
flow conjtrol SFP for which illicitinformation flows are to be eliminated. The name of the informatio
flow corjtrol SFP, and the seope of control for that policy are defined in components from Informatio
flow corltrol policy (FDPAFC).

= J==-]

E7.7 FDP_IFF.6 IHicit information flow monitoring

E7.7.1 | Component rationale and application notes

This component should be used when it is desired that the TSF provide the ability to monitor the use of
illicit information flows that exceed a specified capacity. If it is desired that such f[Tows be audited, then
this component can serve as the source of audit events to be used by components from the Security
audit data generation (FAU_GEN) family.

E7.7.2 Operations

In FDP_IFF.6.1, the author of a PP, PP-Module, functional package or ST should specify the information
flow control SFPs enforced by the TSF. The name of the information flow control SFP, and the scope of
control for that policy are defined in components from Information flow control policy (FDP_IFC).

In FDP_IFF.6.1, the author of a PP, PP-Module, functional package or ST should specify the types of illicit
information flows that will be monitored for exceeding a maximum capacity.
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In FDP_IFF.6.1, the author of a PP, PP-Module, functional package or ST should specify the maximum
capacity above which illicit information flows will be monitored by the TSF.

NOTE Here the controlled subjects indicate both subjects that cause the information to flow and subjects
that act as recipients of that information.

F.8 Information retention control (FDP_IRC)

F.8.1 User application notes

While a great aspect of the elimination of the objects as required by FDP_IRC refers to thefinfqrmation
stored within the object as a container, it also includes all attributes (also in the meaning-of metadata)
hat may be associated with the object.

—

h this aspect, the focus of FDP_IRC differs from other components related to acces$s or information flow
ontrol policies, such as FDP_IFF and FDP_IFC. More important, objects here dre¢ always considered in
he context of selected activities that are performed on these objects. In contrast to residual infqrmation
rotection (FDP_RIP), FDP_IRC excludes objects from any access or information flow and deletes them,
'reversibly and untraceably when they are no longer needed by a set of activities.

= ot —

Vhile it may not be completely clear, which objects to consider, it\S-essential that the list of objects is
ssigned by the author of a PP, PP-Module, functional package or.ST at the very latest in order|to allow
br concrete tests. In any case the list of objects shall be derived from a structured analysis.

=0

by

.8.2 FDP_IRC.1 Information retention control

Lo w|

8.2.1 Component rationale and application netes

he information erasure policy as defined ifi* FDP_IRC.1 serves to protect all information} that is
ontained in the assigned objects from being\misused, regardless of whether the information is primary
ontent or any Kind of attribute. The poligy covers combinations of objects and activities. The policy’s
overage may be “complete” with respect to all the objects related to one or more activities, qr it may
ddress only some of the objects reldted to one or more activities.

L O 0o o —

he term “promptly” in FDP_IRC.1 specifically refers to the fact that the objects shall be terminpted in a
hanner that ensures that theycannot be accessed as before.

= =]
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8.2.2 Operations

]

h FDP_IRC.1.1, the-author of a PP, PP-Module, functional package or ST should specify a uniquely named
hformation erasure policy to be enforced by the TSF.

—

et

h FDP_IRG.I(T, the author of a PP, PP-Module, functional package or ST should specify the list of objects
hat arerequired for the respective list of activities, e.g. “all message objects”.

—

e list of
assing a
message on, such as receiving a message, cryptographic handling of a message, sending a message”.

Ih FDP_IRC.1.1, the author of a PP, PP-Module, functional package or ST should specify t

In FDP_IRC.1.2, the author of a PP, PP-Module, functional package or ST should specify the list of objects
that are required for the respective list of activities. This assignment shall be identical to the assigned
objects in FDP_IRC.1.1.
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F9 Import from outside of the TOE (FDP_ITC)

F9.1 User application notes

This family defines mechanisms for TSF-mediated importing of user data from outside the TOE into
the TOE such that the user data security attributes can be preserved. Consistency of these security
attributes are addressed by Inter-TSF TSF data consistency (FPT_TDC).

Import from outside of the TOE (FDP_ITC) is concerned with limitations on import, user specification of

a ahala s a a alala 8 D A a ne cala

ily, and the corresponding export family Export from the TOE (FDP_ETC), address hew|the
TOE dealls with user data outside its control. This family is concerned with assigning and abstraction gf
the user|data security attributes.

EXAMPLE 1

A variety of activities can be involved here:

(i

a) imp¢rting user data from an unformatted medium (e.g. tape, scanner, video 0t audio signal), witho
incldding any security attributes, and physically marking the medium to indicateits contents;

b) imperting user data, including security attributes, from a medium and yerifying that the object securitly
attributes are appropriate;

c) imperting user data, including security attributes, from a medium.tising a cryptographic sealing techniqu
to protect the association of user data and security attributes.

[¢)

This fanily is not concerned with the determination of whéther the user data may be imported. It i
concerngd with the values of the security attributes to assg¢iate with the imported user data.

v

There aife two possibilities for the import of user data:either the user data is unambiguously associatefd
with reljable object security attributes (values and\mieaning of the security attributes is not modified),
or no reliable security attributes (or no securityattributes at all) are available from the import sourcg.
This family addresses both cases.

If there [are reliable security attributes(ayailable, they may have been associated with the user da]
by physical means (the security attributes are on the same media), or by logical means (the security
attributgs are distributed differently-but include unique object identification).

9]

EXAMPLE 2  Cryptographic checksum.

This fanpily is concerned with TSF-mediated importing of user data and maintaining the association gf
security|attributes as required by the SFP. Other families are concerned with other import aspects such
as consiptency, trustéd channels, and integrity that are beyond the scope of this family. Furthermorg,
Import from outside-of the TOE (FDP_ITC) is only concerned with the interface to the import mediuny.
Export from the.FOE (FDP_ETC) is responsible for the other end point of the medium (the source).

Some offthe*well-known import requirements are:

a) importing of user data without any Security attributes;

b) importing of user data including security attributes where the two are associated with one another
and the security attributes unambiguously represent the information being imported.

These import requirements may be handled by the TSF with or without human intervention, depending
on the IT limitations and the organizational security policy. For example, if user data is received on a
“confidential” channel, the security attributes of the objects will be set to “confidential”.

If there are multiple SFPs (access control and/or information flow control) then it may be appropriate
to iterate these components once for each named SFP.
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F.9.2 FDP_ITC.1 Import of user data without security attributes

F9.2.1 Component rationale and application notes

This component is used to specify the import of user data that does not have reliable (or any) security
attributes associated with it. This function requires that the security attributes for the imported user
data be initialized within the TSF. It can also be the case that the author of a PP, PP-Module, functional
package or ST specifies the rules for import. It may be appropriate, in some environments, to require
that these attributes be supplied via a trusted path or a trusted channel mechanism.

K9.2.2 Operations

Ih FDP_ITC.1.1, the author of a PP, PP-Module, functional package or ST should specify the'acces$ control
SFP(s) and/or information flow control SFP(s) that will be enforced when importing user data from
dutside of the TOE. The user data that this function imports is scoped by the assignment of thege SFPs.

Ih FDP_ITC.1.3, the author of a PP, PP-Module, functional package or ST should specify any additional
inportation control rules or “none” if there are no additional importatign’control rules. Thegse rules
will be enforced by the TSF in addition to the access control SFPs and/orinformation flow control SFPs
selected in FDP_ITC.1.1.

H9.3 FDP_ITC.2 Import of user data with security attributes

H9.3.1 Component rationale and application notes

This componentis used to specify the import of user data that has reliable security attributes associated
bith it. This function relies upon the security dttributes that are accurately and unambjguously
associated with the objects on the import mediunmt. Once imported, those objects will have thqse same
dttributes. This requires Inter-TSF TSF data-consistency (FPT_TDC) to ensure the consistengy of the
data. It can also be the case that the author'of a PP, PP-Module, functional package or ST spedifies the
ules for import.

<

—

K9.3.2 Operations

Ih FDP_ITC.2.1, the author of a\PP, PP-Module, functional package or ST should specify the acces$ control
SFP(s) and/or informationrfloew control SFP(s) that will be enforced when importing user data from
dutside of the TOE. The user data that this function imports is scoped by the assignment of the$e SFPs.

Ih FDP_ITC.2.5, the @uthor of a PP, PP-Module, functional package or ST should specify any additional
importation contfelrules or “none” if there are no additional importation control rules. Thdse rules
will be enforced by the TSF in addition to the access control SFPs and/or information flow confrol SFPs
selected in EDP_ITC.2.1.

=

.10 Internal TOE transfer (FDP_ITT)

.1U.1 User appilcatlon notwes

This family provides requirements that address protection of user data when it is transferred between
parts of a TOE across an internal channel. This may be contrasted with the Inter-TSF user data
confidentiality transfer protection (FDP_UCT) and Inter-TSF user data integrity transfer protection
(FDP_UIT) family, which provide protection for user data when it is transferred between distinct TSFs
across an external channel, and Export from the TOE (FDP_ETC) and Import from outside of the TOE
(FDP_ITC), which address TSF-mediated transfer of data to or from outside the TOE.

The requirements in this family allow a PP, PP-Module, functional package or ST author to specify the
desired security for user data while in transit within the TOE. This security can be protection against
disclosure, modification, or loss of availability.
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The determination of the degree of physical separation above which this family should apply depends
on the intended environment of use. In a hostile environment, there may be risks arising from transfers
between parts of the TOE separated by only a system bus. In more benign environments, the transfers
may be across more traditional network media.

If there are multiple SFPs (access control and/or information flow control) then it may be appropriate
to iterate these components once for each named SFP.

F.10.2 FDP_ITT.1 Basic internal transfer protection

F.10.2.1] Component rationale and application notes

No component rationale or application notes have been given.

F.10.2.2( Operations

—_—

In FDP_I[TT.1.1, the author of a PP, PP-Module, functional package or ST should specify the access contrg
SFP(s) ahd/or information flow control SFP(s) covering the information being transferred.

=)

In FDP_|TT.1.1, the author of a PP, PP-Module, functional package or ST should specify the types (
transmipsion errors that the TSF should prevent occurring for user data while in transport. The option
are disclosure, modification, loss of use.

[72)

F.10.3 FDP_ITT.2 Transmission separation by attribute

F.10.3.1] Component rationale and application notes

This corhponent can, for example, be used to provide different forms of protection to information with
differenf clearance levels.

One of the ways to achieve separation of data when it is transmitted is through the use of separat
logical or physical channels.

D

F.10.3.2( Operations

In FDP_I[TT.2.1, the author of a PP, PR-Module, functional package or ST should specify the access contrgl
SFP(s) ahd/or information flow gontrol SFP(s) covering the information being transferred.

=

In FDP_|TT.2.1, the author,of a PP, PP-Module, functional package or ST should specify the types (
transmifpsion errors thattheTSF should prevent occurring for user data while in transport. The option
are disclosure, modificatien, loss of use.

[72)

In FDP_ITT.2.2, thézauthor of a PP, PP-Module, functional package or ST should specify the security
attributes, the values of which the TSF will use to determine when to separate data that is bein
transmifted between physically-separated parts of the TOE. An example is that user data associate
with the idéntity of one owner is transmitted separately from the user data associated with the identi
of a different owner. In this case, the value of the identity of the owner of the data is what is used t
determine when to separate the data for transmission.

F.10.4 FDP_ITT.3 Integrity monitoring

F.10.4.1 Component rationale and application notes

This component is used in combination with either FDP_ITT.1 Basic internal transfer protection or
FDP_ITT.2 Transmission separation by attribute. It ensures that the TSF checks received user data (and
their attributes) for integrity. FDP_ITT.1 Basic internal transfer protection or FDP_ITT.2 Transmission
separation by attribute will provide the data in a manner such that it is protected from modification (so
that FDP_ITT.3 Integrity monitoring can detect any modifications).
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The author of a PP, PP-Module, functional package or ST shall specify the types of errors that must be
detected. The author of a PP, PP-Module, functional package or ST should consider: modification of data,
substitution of data, unrecoverable ordering change of data, replay of data, incomplete data, in addition
to other integrity errors.

The author of a PP, PP-Module, functional package or ST specifies the actions that the TSF should take
on detection of a failure.

EXAMPLE

1 3 1 3 : PR 1 3 . 1 I e 1 .
I pI1IOTC LIIC USCT Udld, TCqUEST LT Udla dgdlll, HTTOTIIT UIC dULIIOTTZEU aUIIIIIIS T alOT, TCTrOoute tralliC 101N Ot er llneS.

K10.4.2 Operations

]

h FDP_ITT.3.1, the author of a PP, PP-Module, functional package or ST shouldyspécify the access
ontrol SFP(s) and/or information flow control SFP(s) covering the informationbeing transferred and
honitored for integrity errors.

= 0

Ih FDP_ITT.3.1, the author of a PP, PP-Module, functional package or ST.should specify the| type of
fossible integrity errors to be monitored during transmission of the usér‘data.

et

h FDP_ITT.3.2, the author of a PP, PP-Module, functional package dr’$T should specify the actjon to be
hken by the TSF when an integrity error is encountered.

—

HXAMPLE

—

he TSF should request the resubmission of the user data. The SFP(s) specified in FDP_ITT.3.1 will be enlforced as
he actions are taken by the TSF.

ot

H10.5 FDP_ITT.4 Attribute-based integrity:nmionitoring

o |

10.5.1 Component rationale and application notes

his component is used in combination with FDP_ITT.2 Transmission separation by attribute. Ifensures
hat the TSF checks received user-data, that has been transmitted by separate channels (Hased on
alues of specified security attributes), for integrity. It allows the author of a PP, PP-Module, fulnctional
ackage or ST to specify actions to be taken upon detection of an integrity error.

T < ot

XAMPLE 1

—

his component can be used to provide different integrity error detection and action for information at|different
(tegrity levels.

—

he author of-a“\PP, PP-Module, functional package or ST shall specify the types of errors thatjmust be
etected. Thelauthor of a PP, PP-Module, functional package or ST should consider: modification of data,
sjubstitution 'of data, unrecoverable ordering change of data, replay of data, incomplete data, in pddition
tp otheriintegrity errors.

He-author of a PP, PP-Module, functional package or ST should specify the attributes (and associated
transmission channels) that necessitate INtegrity error monitoring.

The author of a PP, PP-Module, functional package or ST specifies the actions that the TSF should take
on detection of a failure.

EXAMPLE 2

Ignore the user data, request the data again, inform the authorized administrator, reroute traffic for other lines.
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F.10.5.2 Operations

In FDP_ITT.4.1, the author of a PP, PP-Module, functional package or ST should specify the access
control SFP(s) and/or information flow control SFP(s) covering the information being transferred and
monitored for integrity errors.

In FDP_ITT.4.1, the author of a PP, PP-Module, functional package or ST should specify the type of
possible integrity errors to be monitored during transmission of the user data.

In FDP_ITT.4.1, the author of a PP, PP-Module, functional package or ST should specify a list of security
attributfs that require separate transmission channels. This [ist is used to determine which user dath
to monifor for integrity errors., based on its security attributes and its transmission channel/This
element|is directly related to FDP_ITT.2 Transmission separation by attribute.

In FDP_ITT.4.2, the author of a PP, PP-Module, functional package or ST should specify the ‘action tp
be takenp by the TSF when an integrity error is encountered. An example can be that the TSF should
request [the resubmission of the user data. The SFP(s) specified in FDP_ITT.4.1 will bé~enforced as thie
actions are taken by the TSF.

F.11 Residual information protection (FDP_RIP)

F.11.1 User application notes

=}

Residual information protection ensures that TSF-controlled resources when de-allocated from a
object ahd before they are reallocated to another object are tredted by the TSF in a way that it is nd
possiblelto reconstruct all or part of the data contained in the resource before it was de-allocated.

—

A TOE ysually has a number of functions that potentially’ de-allocate resources from an object anfd
potentiglly re-allocate those resources to objects. Some, but not all of those resources may have been
used to|store critical data from the previous use ©@f the resource and for those resources FDP_RIP
requireq that they are prepared for reuse. Object reuse applies to explicit requests of a subject or usqr
to releage resources as well as implicit actions ofthe TSF that result in the de-allocation and subsequent
re-allocqtion of resources to different objects;

EXAMPLE

Examples of explicit requests are the-deletion or truncation of a file or the release of an area of main memory.
Examples of implicit actions of the FSE-are the de-allocation and re-allocation of cache regions.

—

The reqpirement for object-reuse is related to the content of the resource belonging to an object, ng
all information about the-resource or object that may be stored elsewhere in the TSF. As an example, t|
satisfy the FDP_RIP requirement for files as objects requires that all sectors that make up the file nee
to be pr¢pared for re-use.

[eFNe)

It also applies to-resources that are serially reused by different subjects within the system. For examplg,
most operating: systems typically rely upon hardware registers (resources) to support processes
within the-System. As processes are swapped from a “run” state to a “sleep” state (and vice versa), thes
register ) . . . o R .

an allocation or deallocation of a resource, Residual information protection (FDP_RIP) can apply to suc
events and resources.

e
d
h

Residual information protection (FDP_RIP) typically controls access to information that is not part of
any currently defined or accessible object; however, in certain cases this may not be true. For example,
object “A” is a file and object “B” is the disk upon which that file resides. If object “A” is deleted, the
information from object “A” is under the control of Residual information protection (FDP_RIP) even
though it is still part of object “B”.

It is important to note that Residual information protection (FDP_RIP) applies only to on-line objects
and not off-line objects such as those backed-up on tapes. For example, if a file is deleted in the TOE,
Residual information protection (FDP_RIP) can be instantiated to require that no residual information
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exists upon deallocation; however, the TSF cannot extend this enforcement to that same file that exists
on the off-line back-up. Therefore, that same file is still available. If this is a concern, then the author of a
PP, PP-Module, functional package or ST should make sure that the proper environmental objectives are
in place to support operational user guidance to address off-line objects.

Residual information protection (FDP_RIP) and Rollback (FDP_ROL) can conflict when Residual
information protection (FDP_RIP) is instantiated to require that residual information be cleared at
the time the application releases the object to the TSF (i.e. upon deallocation). Therefore, the Residual
information protection (FDP_RIP) selection of “deallocation” should not be used with Rollback (FDP_

. . . S ilahility upon
llocation”, may be used with Rollback (FDP_ROL), but there is the risk that the resource which held
he information has been allocated to a new object before the roll back took place. If that were to occur,
hen the roll back would not be possible.

=+

—

here are no audit requirements in Residual information protection (FDP_RIP) because this|is not a
ser-invokable function. Auditing of allocated or deallocated resources would bg-auditable a$ part of
he access control SFP or the information flow control SFP operations.

o o

—

his family should apply to the objects specified in the access control SFP(s) or the information flow
ontrol SFP(s) as specified by the author of a PP, PP-Module, functional-package or ST.

Q

H11.2 FDP_RIP.1 Subset residual information protection

H11.2.1 Component rationale and application notes

—

his component requires that, for a subset of the objects in the TOE, the TSF will ensure that| there is
o available residual information contained in a resource allocated to those objects or deallocated from
hose objects.

(mllien]

K11.2.2 Operations

Ih FDP_RIP.1.1, the author of a PP, PP<Module, functional package or ST should specify the event,
allocation of the resource to or dealloeation of the resource from, that invokes the residual infdrmation
drotection function.

Ih FDP_RIP.1.1, the author of a\PP, PP-Module, functional package or ST should specify the list of objects
sjubject to residual informatipn protection.

H11.3 FDP_RIP.2 Fall residual information protection

H11.3.1 Component rationale and application notes

—]

his component requires that for all objects in the TOE, the TSF will ensure that there is no gvailable
esidual \information contained in a resource allocated to those objects or deallocated from those
bjects:

o =

B

443 23 i
A 104 UPTIAUUILS

In FDP_RIP.2.1, the author of a PP, PP-Module, functional package or ST should specify the event,
allocation of the resource to or deallocation of the resource from, that invokes the residual information
protection function.
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F.12 Rollback (FDP_ROL)

F.12.1 User application notes

This family addresses the need to return to a well-defined valid state, such as the need of a user to undo
modifications to a file or to undo transactions in case of an incomplete series of transaction as in the
case of databases.

This family is intended to assist a user in returning to a well-defined valid state after the user undoes
the last .setof ar‘h'nnc’ or, indistributed r]af::h:\cpc’ the return of all of the distributed r‘npinc of th

databasgs to the state before an operation failed.

Residual information protection (FDP_RIP) and Rollback (FDP_ROL) conflict when Residual infornmratio
protectipn (FDP_RIP) enforces that the contents will be made unavailable at the time that a resource i
deallocdted from an object. Therefore, this use of Residual information protection (FDP_RIP) cannot b
combingd with Rollback (FDP_ROL) as there would be no information to roll back. Residual’ informatio!
protectipn (FDP_RIP) can be used only with Rollback (FDP_ROL) when it enforces that the contents wi
be unavhilable at the time that a resource is allocated to an object. This is because,the Rollback (FDH
ROL) mgchanism will have an opportunity to access the previous information that may still be preser
in the TQE in order to successfully roll back the operation.

— = ® w»n =

=+ |

The rollback requirement is bounded by certain limits.

EXAMPLE 1

A text edjftor typically only allows you roll back up to a certain number'¢f commands.
EXAMPLE 2

Backups/If backup tapes are rotated, after a tape is reused, the-information can no longer be retrieved. This alsjo
poses a Hound on the rollback requirement.

F.12.2 FDP_ROL.1 Basic rollback

F.12.2.1] Component rationale and application notes

This component allows a user or subject to undo a set of operations on a predefined set of objects. T
undo is jonly possible within certain-limits, for example up to a number of characters or up to a ti
limit.

F.12.2.2( Operations

In FDP_ROL.1.1, the author of a PP, PP-Module, functional package or ST should specify the acced
control $FP(s) andferinformation flow control SFP(s) that will be enforced when performing rollbac
operatidns. Thisis necessary to make sure that roll back is not used to circumvent the specified SFPs.

N N

=)

In FDP_ROK1¥1, the author of a PP, PP-Module, functional package or ST should specify the list
operatidnsthat can be rolled back.

In FDP_ROL.1.1, the author of a PP, PP-Module, functional package or ST should specify the information
and/or list of objects that are subjected to the rollback policy.

In FDP_ROL.1.2, the author of a PP, PP-Module, functional package or ST should specify the boundary
limit to which rollback operations may be performed. The boundary may be specified as a predefined
period of time,

EXAMPLE

Operations may be undone which were performed within the past two minutes. Other possible boundaries may
be defined as the maximum number of operations allowable or the size of a buffer.
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F.12.3 FDP_ROL.2 Advanced rollback

F.12.3.1 Component rationale and application notes

This component enforces that the TSF provide the capability to rollback all operations; however, the
user can choose to rollback only a part of them.

F12.3.2 Operations

FDP RO (ItNoT O = 0T 0T Dackape or o1 snould spe y the access

| ]

o kil B P |

(00 Manl

ontrol_SFP(s) and/or information flow control SFP(s) that will be enforced when performing
perations. This is necessary to make sure that roll back is not used to circumvent the specifie

h FDP_ROL.2.1, the author of a PP, PP-Module, functional package or ST should specify the list o
hat are subjected to the rollback policy.

h FDP_ROL.2.2, the author of a PP, PP-Module, functional package or ST should specify the b
mit to which rollback operations may be performed. The boundary may (e specified as a pr
eriod of time,

XAMPLE
perations may be undone which were performed within the past tweminutes.

ther possible boundaries may be defined as the maximum.number of operations allowable or
f a buffer.

.13 Stored data confidentiality (FDP_SDC)

.13.1 User application notes

tored within memory areas protected-by the TSF. The TSF provides access to the data in the
hrough the specified interfacesonly and prevents compromise of their information bypassi
hterfaces. It complements the.family Stored data integrity (FDP_SDI) which protects the u
fom integrity errors while being stored in the memory.

.13.2 Evaluator notes

h practice, the depéndency to FCS_COP.1 may be satisfied by a PP, PP-Module, functional pa
T author by previding a rationale explaining an alternative method to cryptography is used
edicated cases.

.13.3 FDP_SDC.1 Stored data confidentiality

R

13;3.1 Component rationale and application notes

rollback
] SFPs.

If objects

bundary
bdefined

the size

his family provides requirements that'address protection of user data confidentiality while thle data is

memory
ng these
ser data

rkage or
in some

In FDP_SDC.1 Stored data confidentiality, the author of a PP, PP-Module, functional package or ST
specifies which user data is to be protected and in which type of memory the user data is requested to
be protected. In the second selection the author of a PP, PP-Module, functional package or ST provides
the memory type where the user data is to be protected.

F13.3.2 Operations

In FDP_SDC.1.1 the author of a PP, PP-Module, functional package or ST shall select either “all user data”
or provide a list of user data using the assignment below. In the second selection, the author of a PP,
PP-Module, functional package or ST can specify either temporary memory, persistent memory or any
memory. “Any memory” includes both temporary (volatile) and persistent (non-volatile) memory.
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In FDP_SDC.1.1 the author of a PP, PP-Module, functional package or ST provides a list of the user data
that is to be protected in memory.

F.13.4 FDP_SDC.2 Stored data confidentiality with dedicated method

F.13.4.1 Component rationale and application notes

FDP_SDC.2 Stored data confidentiality with dedicated method refines the FDP_SDC.1.1 element by
allowing the author of a PP, PP-Module, functional package or ST to refine the list of user data using a
variety pfdatacharacteristics.

F.13.4.2 Operations
The operations of selection and the first assignment are the same as that in FDP_SDC.1.

For the pecond assignment the author of a PP, PP-Module, functional package or ST grovides the datp
charactgristics. Data characteristics can include items such as data length (shortervor longer than
threshold), data type (binary, text, image, sound, video), and data representation (binary, vecto
charactgr, frame).

MR )

F.14 SYored data integrity (FDP_SDI)

F.14.1 User application notes

This farpily provides requirements that address protectionvof user data while it is stored withip
containgrs controlled by the TSF.

Hardware glitches or errors may affect data stored in\nremory. This family provides requirements t|
detect these unintentional errors. The integrity of user data while stored on storage devices controlle
by the TSF are also addressed by this family.

[N

To prevent a subject from modifying the data, the Information flow control functions (FDP_IFF) d
Access dontrol functions (FDP_ACF) families-are required (rather than this family).

—

This family differs from Internal TQE transfer (FDP_ITT) that protects the user data from integrity
errors While being transferred within the TOE.

F.14.2 FDP_SDI.1 Stored data integrity monitoring

F.14.2.1] Component rationale and application notes

This component monitors data stored on media for integrity errors. The author of a PP, PP-Modulg,
functionjal packdge or ST can specify different kinds of user data attributes that will be used as the
basis foif monitoring.

F.14.2.2L Operations

In FDP_SDI.1.1, the author of a PP, PP-Module, functional package or ST should specify the integrity
errors that the TSF will detect.

In FDP_SDI.1.1, the author of a PP, PP-Module, functional package or ST should specify the user data
attributes that will be used as the basis for the monitoring.
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F.14.3 FDP_SDI.2 Stored data integrity monitoring and action

F.14.3.1 Component rationale and application notes

This component monitors data stored on media for integrity errors. The author of a PP, PP-Module,
functional package or ST can specify which action should be taken in case an integrity error is detected.

F.14.3.2 Operations

.th.e’TSF will detect.

~ c Integrity
grrors that

Ih FDP_SDI.2.1, the author of a PP, PP-Module, functional package or ST should specifylthe user data
dttributes that will be used as the basis for the monitoring.

p—

h FDP_SDI.2.2, the author of a PP, PP-Module, functional package or ST should specify the actigns to be
hken in case an integrity error is detected.

—

K.15 Inter-TSF user data confidentiality transfer protection (FDP_UCT)

by

.15.1 User application notes

his family defines the requirements for ensuring the confidentiality of user data when it is trahsferred
sing an external channel between the TOE and another trusted IT product. Confidentiality is ¢nforced
y preventing unauthorized disclosure of user data in-transit between the two end points. [The end
oints may be a TSF or a user.

his family provides a requirement for the protection of user data during transit. In ¢ontrast,
onfidentiality of exported TSF data (FPT_ITG)}handles TSF data.

| hollloulewili—

e |

.15.2 FDP_UCT.1 Basic data exchange confidentiality

K15.2.1 Component rationale and application notes

=

epending on the access contrel or information flow policies the TSF is required to send or recg¢ive user
data in a manner such thatthe confidentiality of the user data is protected.

R15.2.2 Operations

Ih FDP_UCT.1.1,the-author of a PP, PP-Module, functional package or ST should specify the acces$ control
FP(s) and/or’information flow control SFP(s) that will be enforced when exchanging user data. The
specified policies will be enforced to make decisions about who can exchange data and which fata can
e exchanged.

Ih FDP'UCT.1.1, the author of a PP, PP-Module, functional package or ST should specify whether this
ement applies to a mechanism that transmits or receives user data.

F.16 Inter-TSF user data integrity transfer protection (FDP_UIT)

F.16.1 User application notes

This family defines the requirements for providing integrity for user data in transit between the TSF
and another trusted IT product and recovering from detectable errors. At a minimum, this family
monitors the integrity of user data for modifications. Furthermore, this family supports different ways
of correcting detected integrity errors.
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This family defines the requirements for providing integrity for user data in transit; while Integrity of
exported TSF data (FPT_ITI) handles TSF data.

Inter-TSF user data integrity transfer protection (FDP_UIT) and Inter-TSF user data confidentiality
transfer protection (FDP_UCT) are duals of each other, as Inter-TSF user data confidentiality transfer
protection (FDP_UCT) addresses user data confidentiality. Therefore, the same mechanism that
implements Inter-TSF user data integrity transfer protection (FDP_UIT) can possibly be used to
implement other families such as Inter-TSF user data confidentiality transfer protection (FDP_UCT) and
Import from outside of the TOE (FDP_ITC).

F.16.2 FDP_UIT.1 Data exchange integrity

F.16.2.1] Component rationale and application notes

Depending on the access control or information flow policies the TSF is required to send 6ryreceive use
data in 4 manner such that modification of the user data is detected. There is no requirement for a TS
mechanjsm to attempt to recover from the modification.

Tl =

F.16.2.2( Operations

In FDP_UIT.1.1, the author of a PP, PP-Module, functional package or ST should specify the access contrgl
SFP(s) ahd/or information flow control SFP(s) that will be enforced onthe transmitted data or on thie
received data. The specified policies will be enforced to make decisiéns about who can transmit or whjp
can recdive data, and which data can be transmitted or received.

In FDP_UIT.1.1, the author of a PP, PP-Module, functional package or ST should specify whether this
element|applies to a TSF that is transmitting or receiving objects.

In FDP_UIT.1.1, the author of a PP, PP-Module, functional package or ST should specify whether the data
should He protected from modification, deletion, insertion, or replay.

In FDP_VUIT.1.2, the author of a PP, PP-Module, functional package or ST should specify whether thie
errors of the type: modification, deletion, insértion, or replay are detected.

F.16.3 FDP_UIT.2 Source data exchange recovery

F.16.3.1] Component rationale.and application notes

This component provides thé ability to recover from a set of identified transmission errors, if required,
with thg help of the othertrusted IT product. As the other trusted IT product is outside the TOE, the
TSF canpot control its/béhaviour. However, it can provide functions that have the ability to cooperate
with thd other trustedIT product for the purposes of recovery.

EXAMPLE

(i

The TSF candnclude functions that depend upon the source trusted IT product to re-send the data in the ever
that an efror,is detected.

This component deals with the ability of the TSF to handle such an error recovery.

F.16.3.2 Operations

In FDP_UIT.2.1, the author of a PP, PP-Module, functional package or ST should specify the access control
SFP(s) and/or information flow control SFP(s) that will be enforced when recovering user data. The
specified policies will be enforced to make decisions about which data can be recovered and how it can
be recovered.

In FDP_UIT.2.1, the author of a PP, PP-Module, functional package or ST should specify the list of
integrity errors from which the TSF, with the help of the source trusted IT product, is be able to recover
the original user data.
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F.16.4 FDP_UIT.3 Destination data exchange recovery

F.16.4.1 Component rationale and application notes

This component provides the ability to recover from a set of identified transmission errors. It
accomplishes this task without help from the source trusted IT product.

EXAMPLE

If certain errors are detected, the transmission protocol must be robust enough to allow the TSF to recover from
the error based on checksums and other information available within that protocol.

K16.4.2 Operations

Ih FDP_UIT.3.1, the author of a PP, PP-Module, functional package or ST should specifysthe acces$ control
SFP(s) and/or information flow control SFP(s) that will be enforced when recovering user data. The
pecified policies will be enforced to make decisions about which data can bejrécovered and hgw it can
He recovered.

w

]

h FDP_UIT.3.1, the author of a PP, PP-Module, functional package or ST.shotild specify the list of integrity
grrors from which the receiving TSF, alone, is able to recover the original user data.
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Annex G
(normative)

Class FIA: Identification and authentication — Application notes

G.1 General

A comnjon security requirement is to unambiguously identify the person and/or entity performi
functionls in a TOE. This involves not only establishing the claimed identity of each user,/but als
verifying that each user is indeed who he/she claims to be. This is achieved by requiring users to provi
the TSF with some information that is known by the TSF to be associated with the user i question.

Familieq in this class address the requirements for functions to establish and verify a claimed usdr
identity{ Identification and Authentication is required to ensure that users ar€ associated with the
proper decurity attributes.

EXAMPLE Security attributes include identity, groups, roles, security, or intégrity levels.

The unambiguous identification of authorized users and the correctassociation of security attribute
with usdrs and subjects is critical to the enforcement of the security policies.

[77)

—_—

The Aufthentication failures (FIA_AFL) family addresses defining limits on repeated unsuccessfu
authentication attempts.

The Authentication proof of identity (FIA_API) family addresses defining the functionality provided b
the TOE|to prove its identity and to be verified by anzexternal entity in the TOE IT environment.

<

The User attribute definition (FIA_ATD) family.addresses the definition of user attributes that are used
in the erfforcement of the SFRs.

[

The Spetrification of secrets (FIA_SOS) family addresses the generation and verification of secrets th3
satisfy 4 defined metric.

The Uset authentication (FIA_UAU)family addresses verifying the identity of a user.
The Usef identification (FIA.UID) family addresses determining the identity of a user.

The Usef-subject bindingJFIA_USB) family addresses the correct association of security attributes fqr
each authorized user:

G.2 Authentication failures (FIA_AFL)

G.2.1 User application notes

This family addresses requirements for defining values for authentication attempts and TSF actions
in cases of authentication attempt failure. Parameters include, but are not limited to, the number of
attempts and time thresholds.

The session establishment process is the interaction with the user to perform the session establishment
independent of the actual implementation. If the number of unsuccessful authentication attempts
exceeds the indicated threshold, either the user account or the terminal (or both) will be locked. If the
user account is disabled, the user cannot log-on to the system. If the terminal is disabled, the terminal
(or the address that the terminal has) cannot be used for any log-on. Both of these situations continues
until the condition for re-establishment is satisfied.
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G.2.2 FIA_AFL.1 Authentication failure handling

G.2.2.1 Component rationale and application notes

The author of a PP, PP-Module, functional package or ST may define the number of unsuccessful
authentication attempts or may choose to let the TOE developer or the authorized user to define this
number. The unsuccessful authentication attempts need not be consecutive, but rather related to an
authentication event. Such an authentication event can be the count from the last successful session
establishment at a given terminal.

he author of a PP, PP-Module, functional package or ST can specify a list of actions that the|TSF shall
tpke in the case of authentication failure. An authorized administrator can also be allowed‘tolmanage
the events, if deemed opportune by the author of a PP, PP-Module, functional package or S[[. These

ctions can be, among other things, terminal deactivation, user account deactivation, ot administrator

larm. The conditions under which the situation will be restored to normal be spécified on thelaction.

]

h order to prevent denial of service, TOEs usually ensure that there is at least' one user accqunt that
dannot be disabled.

Hurther actions for the TSF can be stated by the author of a PP, PP-Me@dule, functional package or ST,
ihcluding rules for re-enabling the user session establishment process, or sending an alarmp to the
ddministrator.

HXAMPLE

Hxamples of these actions are:

- until a specified time has lapsed;

- until the authorized administrator re-enables thé.terminal/account;

- atime related to failed previous attempts (e¥ery time the attempt fails, the disabling time is doublgd).

o

.2.2.2 Operations

Ih FIA_AFL.1 Authentication failare-handling, the author of a PP, PP-Module, functional package or ST
should select either the assignment of a positive integer, or the phrase “an administrator confligurable
fositive integer” specifyingthe range of acceptable values.

]

h FIA_AFL.1 Authentication failure handling, the author of a PP, PP-Module, functional packalge or ST
hould specify the authéntication events.

(%)

HXAMPLE

sl

xamples of thése authentication events are:

—+ theainsuccessful authentication attempts since the last successful authentication for the indicdted user
identity;

-+ “the unsuccessful authentication attempts since the last successful authentication for the current tefminal;

— the number of unsuccessful authentication attempts in the last 10 min;
— atleast one authentication event shall be specified.

In FIA_AFL.1 Authentication failure handling, if the assignment of a positive integer is selected, the
author of a PP, PP-Module, functional package or ST should specify the default number (positive integer)
of unsuccessful authentication attempts that, when met or surpassed, will trigger the events.

In FIA_AFL.1 Authentication failure handling, if an administrator configurable positive integer
is selected, the author of a PP, PP-Module, functional package or ST should specify the range of
acceptable values from which the administrator of the TOE may configure the number of unsuccessful
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authentication attempts. The number of authentication attempts should be less than or equal to the
upper bound and greater or equal to the lower bound values.

In FIA_AFL.1.2, the author of a PP, PP-Module, functional package or ST should select whether the event
of meeting or surpassing the defined number of unsuccessful authentication attempts shall trigger an
action by the TSF.

In FIA_AFL.1.2, the author of a PP, PP-Module, functional package or ST should specify the actions to be
taken in case the threshold is met or surpassed, as selected. These actions can be disabling of an account
for 5 minutes, disabling the terminal for an increasing amount of time (2 to the power of the number of
unsuccelfsful attempts in seconds), or disabling of the account until unlocked by the administrator an‘E
simultaipeously informing the administrator. The actions should specify the measures and if applicab

the durgtion of the measure (or the conditions under which the measure will be ended).

G.3 Atpthentication proof of identity (FIA_API)

G.3.1 User application notes

The other families of the Class FIA describe only the authentication verification of users’ identitly
performed by the TOE and do not describe the functionality of the usero-prove their identity. Thie
family F[A_API allows the specification the functionality allowing a TOE to.prove its own identity.

G.3.2 FIA_API.1 Authentication proof of identity

G.3.2.1 | Component rationale and application notes

FIA_API|1 Authentication proof of identity allows the spe€ification of the authentication mechanism
used to gupport proving the identity of the TOE to external entities.

G.3.2.2 | Operations

The firgt assignment is where a PP, PP-Module, functional package or ST author specifies thie
authentjcation mechanism to be used.

EXAMPLE

Examples of such an authentication‘method is “an Authentication Mechanism based on Triple-DES” and “Chijp
Authentifation Protocol according te' TR-03110".

The secpnd assignment allows the author of a PP, PP-Module, functional package or ST to specify t
what entity the proof ofidentity is associated with.

[=]

The thiild assignment is used to provide a list of properties. The property list may include roles g
credentials.

—

G.4 Usepattribute definition (FIA_ATD)

G.4.1 User application notes

All authorized users may have a set of security attributes, other than the user's identity, that are used
to enforce the SFRs. This family defines the requirements for associating user security attributes with
users as needed to support the TSF in making security decisions.

There are dependencies on the individual security policy (SFP) definitions. These individual definitions
should contain the listing of attributes that are necessary for policy enforcement.
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G.4.2 FIA_ATD.1 User attribute definition

G.4.2.1 Component rationale and application notes

This component specifies the security attributes that should be maintained at the level of the user. This
means that the security attributes listed are assigned to and can be changed at the level of the user. In
other words, changing a security attribute in this list associated with a user should have no impact on
the security attributes of any other user.

I Bcase-securit- Atributac bhalaonag o o graonn of neaee (cch ac o copna ey et for o oo tha 1ser Wlll
HeaSe-Seetity—a to-a-g£Fodp-e+uSersSHenasSa-capasihty+ist Pt

uuuuuuuuuuuuuuu & SFOHP B ¥ fora-grow e
need to have a reference (as a security attribute) to the relevant group.

(G.4.2.2 Operations

Ih FIA_ATD.1.1, the author of a PP, PP-Module, functional package or ST should specify the [security
dttributes that are associated to an individual user.

» o«

HXAMPLE An example of such a list is {“clearance”, “group identifier”, “rights’}.

¢.5 Specification of secrets (FIA_SOS)

(¢.5.1 User application notes

—

his family defines requirements for mechanisms that €nforce defined quality metrics on provided
ecrets and generate secrets to satisfy the defined mettic.

W

ey

XAMPLE 1

Hxamples of such mechanisms may include automated checking of user supplied passwords, or ayitomated
password generation.
A

secret can be generated outside the TQE!
HXAMPLE 2

An example of a secret generated outside of the TOE can be one that is selected by the user and introduged in the
TOE.

Ih such cases, the FIA_SQS:1 Verification of secrets component can be used to ensure that the pxternal
generated secret adhéres to certain standards, for example a minimum size, not present in a di¢tionary,
nd/or not previously/used.

ecrets can alse/be generated by the TOE. In those cases, the FIA_SOS.2 TSF Generation of secrets
mponent cah be used to require the TOE to ensure that the secrets that will adhere to some dpecified
etrics.

ecréts contain the authentication data provided by the user for an authentication mechanjsm that
i$ based on knowledge the user possesses. When cryptographic keys are employed, the clpss FCS:
Cryptographic support should be used instead of this family.

G.5.2 FIA_SOS.1 Verification of secrets

G.5.2.1 Component rationale and application notes

Secrets can be generated by the user. This component ensures that those user generated secrets can be
verified to meet a certain quality metric.
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G.5.2.2 Operations

In FIA_SOS.1.1, the author of a PP, PP-Module, functional package or ST provides a defined quality
metric. The quality metric specification may be as simple as a description of the quality checks to be
performed, or as formal as a reference to a government published standard that defines the quality
metrics that secrets must meet.

EXAMPLE

Quality metrics can include a description of the alphanumeric structure of acceptable secrets and/or the space
size that aLucha‘ulc STCrTcts nmusteet.

G.5.3 FIA_SO0OS.2 TSF Generation of secrets

G.5.3.1 | Component rationale and application notes

This co&rlponent allows the TSF to generate secrets for specific functions such as,aathentication by
means of passwords.

When a pseudo-random number generator is used in a secret generation algorithi, it should accept 4
input rapdom data that would provide output that has a high degree of unpredictability. This randor
data (sefed) can be derived from a number of available parameters such-as a system clock, syster]
registerf, date, time, etc. The parameters should be selected to ensure that the number of unique seed
that can|be generated from these inputs should be at least equal to the minimum number of secrets thg
must be[generated.

- n S5 S5 W0

G.5.3.2 | Operations

In FIA_$0S.2.1, the author of a PP, PP-Module, functional package or ST provides a defined qualit]
metric. The quality metric specification can be as sifiiple as a description of the quality checks to b
performled or as formal as a reference to a goverhiment published standard that defines the qualit]
metrics that secrets must meet.

D <<

<=

EXAMPLE 1

[¢)

Quality rhetrics can include a description of‘the alphanumeric structure of acceptable secrets and/or the spad
size thatjpcceptable secrets must meet,

[72)

In FIA_40S.2.2, the author of a PP, PP-Module, functional package or ST provides a list of TSF function|
for which the TSF generated secrets shall be used.

EXAMPLE 2 An example-ofistuch a function can include a password-based authentication mechanism.

G.6 User authentication (FIA_UAU)

G.6.1 User'application notes

This fami

G.6.2 FIA_UAU.1 Timing of authentication

G.6.2.1 Component rationale and application notes

This component requires that the author of a PP, PP-Module, functional package or ST define the TSF-
mediated actions that can be performed by the TSF on behalf of the user before the claimed identity
of the user is authenticated. The TSF-mediated actions should have no security concerns with users
incorrectly identifying themselves prior to being authenticated. For all other TSF-mediated actions not
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in the list, the user shall be authenticated before the action can be performed by the TSF on behalf of
the user.

This component cannot control whether the actions can also be performed before the identification took
place. This requires the use of either FIA_UID.1 Timing of identification or FIA_UID.2 User identification
before any action with the appropriate assignments.

G.6.2.2 Operations

nediated
the user
[J.2 User

thentication before any action should be used instead.

HXAMPLE Such an action can include the request for help on the login procedure.

(¢.6.3 FIA_UAU.2 User authentication before any action

(.6.3.1 Component rationale and application notes

This component requires that a user is authenticated before any.6ther TSF-mediated action ¢an take
dlace on behalf of that user.

(G.6.3.2 Operations

No operations have been specified for this component.

¢.6.4 FIA_UAU.3 Unforgeable authentication

(.6.4.1 Component rationale and application notes

This component addresses requirements for mechanisms that provide protection of authentication
data. Authentication data that is copied from another user or is in some way constructed siould be
detected and/or rejected. These (mechanisms provide confidence that users authenticated by|the TSF
dre actually who they claim tq be.

This component may be useful only with authentication mechanisms that are based on authentication
data that cannot be shared. It is impossible for a TSF to detect or prevent the sharing of passwords
dutside the control of'the TSF.

(.6.4.2 Operations

]

h FIA_UAU,3.1, the author of a PP, PP-Module, functional package or ST should specify whethejj the TSF
/ill detect;prevent, or detect and prevent forging of authentication data.

<

]

h FIA_UAU.3.2, the author of a PP, PP-Module, functional package or ST should specify whether the TSF

7ill r‘nfnr‘f’ prnvnnf’ ordetect and prnvnnf Pnpyihg of authentication data

-

G.6.5 FIA_UAU.4 Single-use authentication mechanisms

G.6.5.1 Component rationale and application notes

This component addresses requirements for authentication mechanisms based on single-use
authentication data. Single-use authentication data can be something the user has or knows, but not
something the user is.

EXAMPLE
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Single-use authentication data include single-use passwords, encrypted time-stamps, and/or random numbers
from a secret lookup table.

The author of a PP, PP-Module, functional package or ST can specify to which authentication
mechanism(s) this requirement applies.

G.6.5.2 Operations

In FIA_UAU.4.1, the author of a PP, PP-Module, functional package or ST should specify the list
of authentication mechanisms to which this requirement applies. This assignment can be “all
authentication mechanisms”.

EXAMPLE

An example of this assignment can be “the authentication mechanism employed to authenticate people on th
external network”.

[¢)

G.6.6 FIA_UAU.5 Multiple authentication mechanisms

G.6.6.1 | Component rationale and application notes

The usel of this component allows specification of requirements for mere than one authenticatio
mechan]sm to be used within a TOE. For each distinct mechanism, applicable requirements are chosep
from the¢ FIA: Identification and authentication class to be applied‘to each mechanism. It is possib
that the|same component is selected multiple times in order toreflect different requirements for t
different use of the authentication mechanism.

=

-

The management functions in the class FMT provide>maintenance capabilities for the set (
authentication mechanisms, as well as the rules that'determine whether the authentication was
successful.

To alloy anonymous users to interact with the~TOE, a “none” authentication mechanism may bje
incorporated. The use of such access needs to be-clearly explained in the rules of FIA_UAU.5.2.

G.6.6.2 | Operations

In FIA_PAU.5.1, the author of a «RP; PP-Module, functional package or ST defines the available
authentication mechanisms.

EXAMPLE 1
Such a ligt can be, “none, pdssword mechanism, biometric (retinal scan), S/key mechanism”.

In FIA_YAU.5.2, the author of a PP, PP-Module, functional package or ST specifies the rules that describ,
how the] authentication mechanisms provide authentication and when each is to be used. This mean
that for pach situation the set of mechanisms used for authenticating the user shall be described.

wn O

EXAMPLE 2

Alist of such rules is, “if the user has special privileges a password mechanism and a biometric mechanism both
shall be used, with success only if both succeed; for all other users a password mechanism shall be used.”

The author of a PP, PP-Module, functional package or ST may give the boundaries within which the
authorized administrator may specify specific rules.

EXAMPLE 3

An example of arule is, “the user shall always be authenticated by means of a token; the administrator can specify
additional authentication mechanisms that also must be used.”

The author of a PP, PP-Module, functional package or ST also may choose not to specify any boundaries
but leave the authentication mechanisms and their rules completely up to the authorized administrator.
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G.6.7 FIA_UAU.6 Re-authenticating

G.6.7.1 Component rationale and application notes

This component addresses potential needs to re-authenticate users at defined points in time. These
may include user requests for the TSF to perform security relevant actions, as well as requests from
non-TSF entities for re-authentication.

EXAMPLE A server application requesting that the TSF re-authenticate the client it is serving.

(G.6.7.2 Operations

h FIA_UAU.6.1, the author of a PP, PP-Module, functional package or ST specifies the list-of conditions
equiring re-authentication. This list may include a specified user inactivity period,that has|elapsed,
he user requesting a change in active security attributes, or the user requesting\the TSF to [perform
bme security critical function.

Qoo = —

The author of a PP, PP-Module, functional package or ST may give the boundaries within which the re-
duthentication occurs and leave the specifics to the authorized administidtor.

HXAMPLE

«

Che user shall always be re-authenticated at least once a day; theyadministrator may specify that the re-
authentication happens more often but not more often than once every 10 min.”

(}.6.8 FIA_UAU.7 Protected authentication feedback

(.6.8.1 Component rationale and application netes

|

his component addresses the feedback on the‘authentication process that will be provided to the user.
Ih some systems, the feedback consists ofi\ittdicating how many characters have been typed but not
showing the characters themselves, in qther systems even this information can not be approprjate.

This component requires that the authentication data is not provided as-is back to the uger. In a
workstation environment, it can(display a substitute character for each password character provided,
and not the original character,

HXAMPLE A star ”*” character.

(.6.8.2 Operations

]

h FIA_UAU.7 Protected authentication feedback, the author of a PP, PP-Module, functional patkage or
9T should specify the feedback related to the authentication process that will be provided to the user.

HXAMPLE

A feedback assignment can be “the number of characters typed”, another type of feedback is “the authentication
I11echanism that failed the authentication”.

G.7 User identification (FIA_UID)

G.7.1 User application notes

This family defines the conditions under which users are required to identify themselves before
performing any other actions that are to be mediated by the TSF and that require user identification.
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