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Introduction

Security
functiona
describe

functional components, as defined in this part of ISO/IEC 15408, are the basis for the security
| requirements expressed in a Protection Profile (PP) or a Security Target (ST). These requirements
the desired security behaviour expected of a Target of Evaluation (TOE) and are intended to meet

the security objectives as stated in a PP or an ST. These requirements describe security properties that users

can deteft by direct interaction (I.€. Nputs, OUtputs) with the 1T or by the IT response to sumulus.

Security [functional components express security requirements intended to counter threats in the assume

operating

assumpt|ons.

The aud|ence for this part of ISO/IEC 15408 includes consumers, developers, and evaluators of secure Il

products

and on the use of ISO/IEC 15408 by the groups that comprise the target audience. These/groups may use this

part of IS

a) Conpumers, who use this part of ISO/IEC 15408 when selecting compodhents to express functional

requ
deta

b) Devglopers, who respond to actual or perceived consumer segurity requirements in constructing a TOE

may

can Jalso use the contents of this part of ISO/IEC 15408~as a basis for further defining the TOE securit
functionality and mechanisms that comply with those requirements.

c) Eva
TOE

depg¢ndencies are accounted for and shown to be satisfied. Evaluators also should use this part ¢

ISO

O O

environment of the TOE and/or cover any identified organisational security policies an

ISO/IEC 15408-1 Clause 5 provides additional information on the target audience of ISO/IEC 15408,

O/IEC 15408 as follows:

irements to satisfy the security objectives expressed in a PP or ST-NSO/IEC 15408-1 provides mote
led information on the relationship between security objectives and security requirements.

find a standardised method to understand those requirements in this part of ISO/IEC 15408. The

<<

[¢]

uators, who use the functional requirements-defined in this part of ISO/IEC 15408 in verifying that th
functional requirements expressed in the)PP or ST satisfy the IT security objectives and that 4

— —

IEC 15408 to assist in determining. whether a given TOE satisfies stated requirements.

XX
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Information technology — Security techniques — Evaluation

criteria for IT security —

Part 2:
Security functional components

1 Scope

—

his part of ISO/IEC 15408 defines the required structure and content of security functional compo
he purpose of security evaluation. It includes a catalogue of functional components that-will meet the
ecurity functionality requirements of many IT products.

[ ==

2 Normative references

—

he following referenced documents are indispensable for the application of this document. F
bferences, only the edition cited applies. For undated references,‘the latest edition of the re
ocument (including any amendments) applies.

o =

BO/IEC 15408-1, Information technology — Security techniques =~ Evaluation criteria for IT security -
ptroduction and general model

-~

3 Terms and definitions, symbols and abbreviated terms

-

or the purposes of this document, the terms), definitions, symbols and abbreviated terms
5O/IEC 15408-1 apply.

4 Overview

BO/IEC 15408 and the associated security functional requirements described herein are not mean
efinitive answer to all the problems of IT security. Rather, ISO/IEC 15408 offers a set of well un
ecurity functional requirements that can be used to create trusted products reflecting the neeg
arket. These security functional requirements are presented as the current state of the art in requ
specification and evaluation-

o —

S

his part of ISO/IEC 15408 does not presume to include all possible security functional requiremn
rather contains these that are known and agreed to be of value by this part of ISO/IEC 15408 authg

ince the. understanding and needs of consumers may change, the functional requirements in thi
IBO/IEE-15408 will need to be maintained. It is envisioned that some PP/ST authors may have secur
ot-(yet) covered by the functional requirement components in this part of ISO/IEC 15408. In those ¢

nents for
common

or dated
ferenced

— Part 1:

jiven in

t to be a
derstood
s of the
irements

ents but
rs at the

s part of
ty needs
ases the

P/ST author may choose to consider using functional requirements not taken from ISO/IEC 15408

(referred

to as extensibility), as explained in annexes A and B of ISO/IEC 15408-1.
4.1 Organisation of this part of ISO/IEC 15408
Clause 5 describes the paradigm used in the security functional requirements of this part of ISO/IEC 1

Clause 6 introduces the catalogue of this part of ISO/IEC 15408 functional components while c
through 17 describe the functional classes.

5408.

lauses 7

Annex A provides explanatory information for potential users of the functional components including a

complete cross reference table of the functional component dependencies.
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Annex B through Annex M provide the explanatory information for the functional classes. This material must
be seen as normative instructions on how to apply relevant operations and select appropriate audit or
documentation information; the use of the auxiliary verb should means that the instruction is strongly
preferred, but others may be justifiable. Where different options are given, the choice is left to the PP/ST
author.

Those who author PPs or STs should refer to clause 2 of ISO/IEC 15408-1 for relevant structures, rules, and
guidance:

a) ISO/IEC 15408-1, clause 3 defines the terms used in ISO/IEC 15408.

b) ISOJIEC 15408-1, annex A defines the structure for STs.

c) ISO[IEC 15408-1, annex B defines the structure for PPs.

5 Functional requirements paradigm

This clayse describes the paradigm used in the security functional requirements of this part of ISO/IEC 15408.
Key congepts discussed are highlighted in bold/italics. This subclause is not intended\{o replace or supersed
any of thge terms found in ISO/IEC 15408-1, clause 3.

[

This partof ISO/IEC 15408 is a catalogue of security functional components that can be specified for a Target
of Evaldation (TOE). A TOE is a set of software, firmware and/or hardware possibly accompanied by usegr
and admiinistrator guidance documentation. A TOE may contain resourcés such as electronic storage medig
(e.g. ma|n memory, disk space), peripheral devices (e.g. printers), @nd’computing capacity (e.g. CPU time)
that can pe used for processing and storing information and is the stibject of an evaluation.

TOE evdluation is concerned primarily with ensuring that a defined set of security functional requirements
(SFRs) is enforced over the TOE resources. The SFRs define the rules by which the TOE governs access tp
and use pf its resources, and thus information and services‘controlled by the TOE.

—

The SFRs may define multiple Security Function Rolicies (SFPs) to represent the rules that the TOE mus
enforce. [Each such SFP must specify its scope of control, by defining the subjects, objects, resources ¢
informatipn, and operations to which it applies."All SFPs are implemented by the TSF (see below), whos
mechanisms enforce the rules defined in the SFRs and provide necessary capabilities.

D =

Those pprtions of a TOE that must.be ‘relied on for the correct enforcement of the SFRs are collectivel
referred |to as the TOE Security- Functionality (TSF). The TSF consists of all hardware, software, an
firmware|of a TOE that is either directly or indirectly relied upon for security enforcement.

o<

The TOH may be a monoljthic-product containing hardware, firmware, and software.

Alternatiyely a TOE may-be a distributed product that consists internally of multiple separated parts. Each g
these parts of the TOE provides a particular service for the TOE, and is connected to the other parts of th
TOE thrqugh an_internal communication channel. This channel can be as small as a processor bus, or mal
encompgss a hetwork internal to the TOE.

< D =

When the_EQE_consists aof multipln parts, each part of the TOE may have its own part of the TSE whic
exchanges user and TSF data over internal communication channels with other parts of the TSF. This
interaction is called internal TOE transfer. In this case the separate parts of the TSF abstractly form the
composite TSF, which enforces the SFRs.

TOE interfaces may be localised to the particular TOE, or they may allow interaction with other IT products
over external communication channels. These external interactions with other IT products may take two
forms:

a) The SFRs of the other “trusted IT product” and the SFRs of the TOE have been administratively
coordinated and the other trusted IT product is assumed to enforce its SFRs correctly (e. g. by being
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separately evaluated). Exchanges of information in this situation are called inter-TSF transfers
are between the TSFs of distinct trusted products.

b) The other IT product may not be trusted, it may be called an “untrusted IT product”. Therefore

2008(E)

, as they

its SFRs

are either unknown or their implementation is not viewed as trustworthy. TSF mediated exchanges of

information in this situation are called transfers outside of the TOE, as there is no TSF (or
characteristics are unknown) on the other IT product.

The set of interfaces, whether interactive (man-machine interface) or programmatic (application prog
interface), through which resources are accessed that are mediated by the TSF, or information is

its policy

ramming
obtained

flom the TSF, is referred to as the TSF Interface (TSFI). The TSFI defines the boundaries of
functionality that provide for the enforcement of the SFRs.

sers are outside of the TOE. However, in order to request that services be performed by)the TOE
subject to rules defined in the SFRs, users interact with the TOE through the TSFls. There are two
sers of interest to this part of ISO/IEC 15408: human users and external IT entities. Human ug
further be differentiated as local human users, meaning they interact directly with the TOE via TOH
(e.9. workstations), or remote human users, meaning they interact indirectly with the TOE through a
roduct.

period of interaction between users and the TSF is referred to as a user session. Establishmen
sessions can be controlled based on a variety of considerations, for example: user authentication, tim|
ethod of accessing the TOE, and number of allowed concurrent sessions (per user or in total).

—

his part of ISO/IEC 15408 uses the term authorised to signify a user who possesses the righ
rivieges necessary to perform an operation. The term.authorised user, therefore, indicates
llowable for a user to perform a specific operation or a set'of operations as defined by the SFRs.

QO

0 express requirements that call for the separation. of administrator duties, the relevant security f
omponents (from family FMT_SMR) explicitly state that administrative roles are required. A role

OE may support the definition of any number-of roles. For example, roles related to the secure oper.
OE may include “Audit Administrator” and.“dser Accounts Administrator”.

4400 -

—

OEs contain resources that may bé.used for the processing and storing of information. The primaf
he TSF is the complete and correct enforcement of the SFRs over the resources and information
OE controls.

— =

T|OE resources can be structured and utilised in many different ways. However, this part of ISO/IE
akes a specific distinction that allows for the specification of desired security properties. All entities|
e created from resources can be characterised in one of two ways. The entities may be active, meag
they are the cause)of actions that occur internal to the TOE and cause operations to be perfg
information. Alternatively, the entities may be passive, meaning that they are either the container frg
imformation originates or to which information is stored.

ctive entities in the TOE that perform operations on objects are referred to as subjects. Several
subjects may exist within a TOE:

the TOE

that are
types of
sers may
devices
nother IT

t of user
e of day,

s and/or
hat it is

Linctional
is a pre-

efined set of rules establishing the allowed interactions between a user operating in that role and th¢ TOE. A

htion of a

y goal of
that the

C 15408
that can
ning that
rmed on
m which

types of

a) those acting on behalf of an authorised user (e.g. UNIX processes);

b) those acting as a specific functional process that may in turn act on behalf of multiple us
functions as might be found in client/server architectures); or

c) those acting as part of the TOE itself (e.g. processes not acting on behalf of a user).

ers (e.g.

This part of ISO/IEC 15408 addresses the enforcement of the SFRs over types of subjects as those listed

above.
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Passive entities in the TOE that contain or receive information and upon which subjects perform operations
are called objects. In the case where a subject (an active entity) is the target of an operation (e.g.
interprocess communication), a subject may also be acted on as an object.

Objects can contain information. This concept is required to specify information flow control policies as
addressed in the FDP class.

Users, subjects, information, objects, sessions and resources controlled by rules in the SFRs may possess
certain attributes that contain information that is used by the TOE for its correct operation. Some attributes,
such as file names, may be intended to be informational or may be used to identify individual resources while
others, quch as access control information, may exist specifically for the enforcement of the SFRs. Thesge
latter attributes are generally referred to as “security attributes”. The word attribute will be used(as p
shorthand in some places of this part of ISO/IEC 15408 for the word “security attribute”. However, no‘matter
what the|intended purpose of the attribute information, it may be necessary to have controls on attriblUtes afs
dictated by the SFRs.

Data in § TOE is categorised as either user data or TSF data. Figure 1 depicts this relationship. User Data is
informatipn stored in TOE resources that can be operated upon by users in accordanece with the SFRs anfd
upon whjch the TSF places no special meaning. For example, the content of an electrenic mail message is
user data. TSF Data is information used by the TSF in making decisions as required\by the SFRs. TSF Dar
may be |influenced by users if allowed by the SFRs. Security attributes, authentication data, TSF internal
status variables used by the rules defined in the SFRs or used for the protection of the TSF and access
control list entries are examples of TSF data.

There ane several SFPs that apply to data protection such as access.control SFPs and information flow
control $FPs. The mechanisms that implement access control SERs*base their policy decisions on attributels
of the usgers, resources, subjects, objects, sessions, TSF statusydata and operations within the scope gf
control. These attributes are used in the set of rules that govern operations that subjects may perform op
objects.

The meghanisms that implement information flow contrél'SFPs base their policy decisions on the attributes g
the subjects and information within the scope of control and the set of rules that govern the operations b
subjects [on information. The attributes of the information, which may be associated with the attributes of th
containef or may be derived from the data in thetcontainer, stay with the information as it is processed by th
TSF.

D00 < =

TOE DATA

/'—\ / /" Security Attributes \\

TSF DATA

User Attributes

Authentication Object Attributes

USER DATA Data
Subject Attributes

Information Attributes

A\

N RN )

Figure T - Relationship between user data and SF data

Two specific types of TSF data addressed by this part of ISO/IEC 15408 can be, but are not necessarily, the
same. These are authentication data and secrets.

Authentication data is used to verify the claimed identity of a user requesting services from a TOE. The most
common form of authentication data is the password, which depends on being kept secret in order to be an
effective security mechanism. However, not all forms of authentication data need to be kept secret. Biometric
authentication devices (e.g. fingerprint readers, retinal scanners) do not rely on the fact that the data is kept
secret, but rather that the data is something that only one user possesses and that cannot be forged.
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The term secrets, as used in this part of ISO/IEC 15408, while applicable to authentication data, is intended to
also be applicable to other types of data that must be kept secret in order to enforce a specific SFP. For
example, a trusted channel mechanism that relies on cryptography to preserve the confidentiality of
information being transmitted via the channel can only be as strong as the method used to keep the

cryptographic keys secret from unauthorised disclosure.

Therefore, some, but not all, authentication data needs to be kept secret and some, but not all, secrets are

used as authentication data. Figure 2 shows this relationship between secrets and authentication da

ta. In the

Figure the types of data typically encountered in the authentication data and the secrets subclauses are

indicated.
AUTHENTICATION DATA
BIOMETRICS
SMART CARDS
CRYPTO VARIABLES
SECRETS
Figure 2 - Relationship between “authentication data” and “secrets”

6 Security functional components

6.1 Overview

—

his clause defines the content and presentation of the functional requirements of ISO/IEC 154
provides guidance on the organisation of the’ requirements for new components to be included in an
linctional requirements are expressed jhiclasses, families, and components.

—h

6.1.1 Class structure

Higure 3 illustrates the functional class structure in diagrammatic form. Each functional class include
name, class introduction, and one or more functional families.

Functional
Class
Class
— Name
Class

108, and
ST. The

5 a class

—  Introduction

Functional
Families

A contains B plus a number of C —

Figure 3 - Functional class structure
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6.1.1.1

Class name

The class name subclause provides information necessary to identify and categorise a functional class. Every
functional class has a unique name. The categorical information consists of a short name of three characters.
The short name of the class is used in the specification of the short names of the families of that class.

6.1.1.2

Class introduction

The class introduction expresses the common intent or approach of those families to satisfy security

objective

s. The definition of functional classes does not reflect any formal taxonomy in the specification of the

requirem

The clag
compong

6.1.2 H

Figure 4

6.1.2.1

The fam
categorid
of a shor
underscq
provides

6.1.2.2

The fam

ents.

s introduction provides a figure describing the families in this class and the hierarchy)of th
nts in each family, as explained in subclause 6.2.

[4%

amily structure

illustrates the functional family structure in diagrammatic form.

Functional
Family _| Family name ‘

_| Family behaviour }

_| Component levelling ‘

_| Managément |
4| Audit ‘

II
_| Components Lu

Figure 4'-Functional family structure

Family name

ily name subclause provides categorical and descriptive information necessary to identify and
e a functional family~Every functional family has a unique name. The categorical information consists
t name of seven chardcters, with the first three identical to the short name of the class followed by an
re and the short\name of the family as follows XXX_YYY. The unique short form of the family namg
the principal fefefence name for the components.

Family.behaviour

ly-behaviour is the narrative description of the functional family stating its security objective and

V)

general

a) The

escription of the functional requirements. These are described in greater detail below:

security objectives of the family address a security problem that may be solved with the help of a

TOE that incorporates a component of this family;

b) The
com

description of the functional requirements summarises all the requirements that are included in the
ponent(s). The description is aimed at authors of PPs, STs and functional packages who wish to

assess whether the family is relevant to their specific requirements.
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6.1.2.3 Component levelling

2008(E)

Functional families contain one or more components, any one of which can be selected for inclusion in PPs,
STs and functional packages. The goal of this subclause is to provide information to users in selecting an
appropriate functional component once the family has been identified as being a necessary or useful part of

their security requirements.

This subclause of the functional family description describes the components available, and their rationale.

The exact details of the components are contained within each component.

Tlhe relationships between components within a functional family may or may not be hierar
component is hierarchical to another if it offers more security.

>~

s explained in 6.2 the descriptions of the families provide a graphical overview of the) hierarch
omponents in a family.

Q

D

.1.2.4 Management

Tlhe management clauses contain information for the PP/ST authors to consider-as management act
a given component. The clauses reference components of the management class (FMT), and
duidance regarding potential management activities that may be applied-via-operations to those comp
A
r

PP/ST author may select the indicated management components or may include other man
bquirements not listed to detail management activities. As _such the information should be co
imformative.

6.1.2.5 Audit
Tlhe audit requirements contain auditable events fer.the PP/ST authors to select, if requirements

dass FAU: Security audit, are included in the PP/ST. These requirements include security relevant
terms of the various levels of detail supported’by the components of the Security audit data gg

hical. A

y of the

vities for
provide
onents.

agement
nsidered

from the
pvents in
eneration

(FAU_GEN) family. For example, an audit noté*might include actions that are in terms of: Minimal - sficcessful

se of the security mechanism; Basic - any use of the security mechanism as well as relevant inf
regarding the security attributes involved; Detailed - any configuration changes made to the me
imcluding the actual configuration vatues before and after the change.

If should be observed that the ‘categorisation of auditable events is hierarchical. For example, wh
Audit Generation is desired, @ll auditable events identified as being both Minimal and Basic should be
im the PP/ST through the'use of the appropriate assignment operation, except when the higher le
simply provides more (detail than the lower level event. When Detailed Audit Generation is de
dentified auditable events (Minimal, Basic and Detailed) should be included in the PP/ST.

In the class FAW:Security audit the rules governing the audit are explained in more detail.
6.1.3 Component structure

Higure, 5 illustrates the functional component structure.

ormation
chanism,

en Basic
included
el event
sired, all
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Component

Component
Identification

Dependencies

Functional
Elements

Figure 5 - Functional component structure

6.1.3.1 [ Component identification

The component identification subclause provides descriptive information necéssary to identify, categorisg
register and cross-reference a component. The following is provided as part of every functional component:

A uniqug name. The name reflects the purpose of the component.
A short name. A unique short form of the functional component name. This short name serves as the principal
referencé name for the categorisation, registration and cross-referencing of the component. This short namge
reflects the class and family to which the component belongs and the component number within the family.

A hierarghical-to list. A list of other components that this component is hierarchical to and for which this
compongnt can be used to satisfy dependencies to the listed components.

6.1.3.2 | Functional elements
A set of ¢lements is provided for each component. Each element is individually defined and is self-contained.

A functignal element is a security functional requirement that if further divided would not yield a meaningful
evaluatidn result. It is the smallest/seeurity functional requirement identified and recognised in ISO/IEC 15408.

When building packages, PPsand/or STs, it is not permitted to select only one or more elements from p
compongnt. The completeset of elements of a component must be selected for inclusion in a PP, ST g
package

—

A unique short ferm of the functional element name is provided. For example the requirement nam
FDP_IFH.4.2 reads”as follows: F - functional requirement, DP - class “User data protection”, _IFF - fami
“Informa¥on flow-'control functions”, .4 - 4th component named “Partial elimination of illicit information flows

)

- <

.2 - 2nd ¢lement of the component.

6.1.3.3 Dependencies

Dependencies among functional components arise when a component is not self sufficient and relies upon the
functionality of, or interaction with, another component for its own proper functioning.

Each functional component provides a complete list of dependencies to other functional and assurance
components. Some components may list “No dependencies”. The components depended upon may in turn
have dependencies on other components. The list provided in the components will be the direct
dependencies. That is only references to the functional requirements that are required for this requirement to
perform its job properly. The indirect dependencies, that is the dependencies that result from the depended
upon components can be found in Annex A of this part of ISO/IEC 15408. It is noted that in some cases the
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dependency is optional in that a number of functional requirements are provided, where each one of them
would be sufficient to satisfy the dependency (see for example FDP_UIT.1 Data exchange integrity).

The dependency list identifies the minimum functional or assurance components needed to satisfy the security
requirements associated with an identified component. Components that are hierarchical to the identified
component may also be used to satisfy the dependency.

The dependencies indicated in this part of ISO/IEC 15408 are normative. They must be satisfied within a
PP/ST. In specific situations the indicated dependencies might not be applicable. The PP/ST author, by
providing the rationale why it is not applicable, may leave the depended upon component out of the package,
HP or ST.

6.2 Component catalogue

—

he grouping of the components in this part of ISO/IEC 15408 does not reflect any formaltaxonomy.

his part of ISO/IEC 15408 contains classes of families and components, which arérough groupings on the
asis of related function or purpose, presented in alphabetic order. At the start of each class is an informative
iagram that indicates the taxonomy of each class, indicating the families in eaeh-Class and the compgnents in
ach family. The diagram is a useful indicator of the hierarchical relationship that may exist |between
pomponents.

Q0 QO O —

n the description of the functional components, a subclause, identifies the dependencies between the
omponent and any other components.

Q

2 each class a figure describing the family hierarchy similar to Figure 6, is provided. In Figure g the first
mily, Family 1, contains three hierarchical components;»where component 2 and component 3 car both be
sed to satisfy dependencies on component 1. Companent 3 is hierarchical to component 2 and canp also be
sed to satisfy dependencies on component 2.

I
f

u
u

Class Name
Family 1 1 H2H3
o
ami
4
; 1 2 N
Family 3 Il — 14
3

Figure 6 - Sample class decomposition diagram

Eamily 2 there are three components not all of which are hierarchical. Components 1 and 2 are higrarchical
t TO—0OTNE COMPOTents: oM Ponen i hterarchies O—CoOMPOonen T allC cat € S€C Dsatisfy
dependencies on component 2, but not to satisfy dependencies on component 1.

In Family 3, components 2, 3, and 4 are hierarchical to component 1. Components 2 and 3 are both
hierarchical to component 1, but non-comparable. Component 4 is hierarchical to both component 2 and
component 3.

These diagrams are meant to complement the text of the families and make identification of the relationships

easier. They do not replace the “Hierarchical to:” note in each component that is the mandatory claim of
hierarchy for each component.
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6.2.1 Component changes highlighting

The relationship between components within a family is highlighted using a bolding convention. This bolding
convention calls for the bolding of all new requirements. For hierarchical components, requirements are
bolded when they are enhanced or modified beyond the requirements of the previous component. In addition,
any new or enhanced permitted operations beyond the previous component are also highlighted using bold

type.

7 Class FAU: Security audit

Security [auditing involves recognising, recording, storing, and analysing information related to secUrity
relevant |activities (i.e. activities controlled by the TSF). The resulting audit records can be examined tb
determinge which security relevant activities took place and whom (which user) is responsible for them!
FAU ARP: Secwrity audit automatic response 1
1
FAU GEN: Security audit data generation <
2
1
FAU SAA: Security audit analysis 2
3 4
1
FATY SAR: Secwrity audit review 2
3
FAU SEL: Security audit event selection 1
1 2
FAU_ STG: Secwrity audit event storage <
3 4

Figure 7 - FAU: Security audit class decomposition
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7.1 Security audit automatic response (FAU_ARP)
7.1.1 Family Behaviour

This family defines the response to be taken in case of detected events indicative of a potential security
violation.

7.1.2 Component levelling

At FAU ARP.1 Security alarms, the TSF shall take actions in case a potential security violation is detected.

7.1.3 Management of FAU_ARP.1

Tlhe following actions could be considered for the management functions in FMT:
a) the management (addition, removal, or modification) of actions.

7.1.4 Audit of FAU_ARP.1

Tlhe following actions should be auditable if FAU_GEN Security audit /data generation is includgd in the
AHP/ST:

a) Minimal: Actions taken due to potential security violations.

7.1.5 FAU_ARP.1 Security alarms

Hierarchical to:  No other components.

Dependencies: FAU_SAA.1 Potential violation analysis

71.51 FAU_ARP.11

Tlhe TSF shall take [assighment: list of actions] upon detection of a potential security violation
7.2 Security audit data generation (FAU_GEN)

7.2.1 Family Behaviour

Tlhis family defines requirements for recording the occurrence of security relevant events that take place under
T|SF control. This family-identifies the level of auditing, enumerates the types of events that shall be auditable
by the TSF, and identifies the minimum set of audit-related information that should be provided withip various
3

udit record types.

7.2.2 Component levelling

-

AU,GEN.1 Audit data generation defines the level of auditable events, and specifies the list of data that shall
beecorded in each record.

At FAU_GEN.2 User identity association, the TSF shall associate auditable events to individual user identities.
7.2.3 Management of FAU_GEN.1, FAU_GEN.2

There are no management activities foreseen.

7.2.4 Audit of FAU_GEN.1, FAU_GEN.2

There are no auditable events foreseen.
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7.2.5 FAU_GEN.1 Audit data generation
Hierarchical to:  No other components.
Dependencies: FPT_STM.1 Reliable time stamps
7.251 FAU_GEN.1.1

The TSF shall be able to generate an audit record of the following auditable events:

a) Stant-up and shutdown of the audit functions;

b) All e1auditable events for the [selection, choose one of: minimum, basic, detailed, not specified]
levell of audit; and

c) [assignment: other specifically defined auditable events].
7.2.5.2 | FAU_GEN.1.2
The TSF| shall record within each audit record at least the following informatjoen:

a) Date and time of the event, type of event, subject identity (if applicable), and the outcomp
(sudcess or failure) of the event; and

b) Foreach audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, [assignment: other audit relevant information].

7.2.6 FAU_GEN.2 User identity association
Hierarchical to:  No other components.
Dependgncies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
7.2.6.1 | FAU_GEN.2.1

For audjt events resulting from-actions of identified users, the TSF shall be able to associate each
auditablge event with the identity of the user that caused the event.

7.3 Sdcurity audit analysis (FAU_SAA)

7.3.1 Family Behaviour

=

This famjly defines‘requirements for automated means that analyse system activity and audit data looking fa
possible |or real-security violations. This analysis may work in support of intrusion detection, or automati
response to.a‘potential security violation.

(¢

The actions to be taken based on the detection can be specified using the Security audit automatic response
(FAU_ARP) family as desired.

7.3.2 Component levelling

In FAU_SAA.1 Potential violation analysis, basic threshold detection on the basis of a fixed rule set is
required.

In FAU_SAA.2 Profile based anomaly detection, the TSF maintains individual profiles of system usage, where

a profile represents the historical patterns of usage performed by members of the profile target group. A profile
target group refers to a group of one or more individuals (e.g. a single user, users who share a group ID or
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group account, users who operate under an assigned role, users of an entire system or network node) who
interact with the TSF. Each member of a profile target group is assigned an individual suspicion rating that
represents how well that member's current activity corresponds to the established patterns of usage
represented in the profile. This analysis can be performed at runtime or during a post-collection batch-mode

analysis.

In FAU_SAA.3 Simple attack heuristics, the TSF shall be able to detect the occurrence of signature events

that represent a significant threat to enforcement of the SFRs. This search for signature events may
real-time or during a post-collection batch-mode analysis.

In FAU_SAA.4 Complex attack heuristics, the TSF shall be able to represent and detect multi-step
scenarios. The TSF is able to compare system events (possibly performed by multiple individuals
gvent sequences known to represent entire intrusion scenarios. The TSF shall be able to indicatg
signature event or event sequence is found that indicates a potential violation of the enforcement of th

7.3.3 Management of FAU_SAA.1

—

he following actions could be considered for the management functions in FMT:

a) maintenance of the rules by (adding, modifying, deletion) of rules from.the set of rules.
7.3.4 Management of FAU_SAA.2

Tlhe following actions could be considered for the management functions in FMT:

a) maintenance (deletion, modification, addition) of the group-of users in the profile target group.
7.3.5 Management of FAU_SAA.3

Tlhe following actions could be considered for the.management functions in FMT:

a) maintenance (deletion, modification, addition) of the subset of system events.

7.3.6 Management of FAU_SAA.4

Tlhe following actions could be considered for the management functions in FMT:

a) maintenance (deletion,.madification, addition) of the subset of system events;

K) maintenance (deletion, modification, addition) of the set of sequence of system events.
7.3.7 Audit of FAU_SAA.1, FAU_SAA.2, FAU_SAA.3, FAU_SAA 4

he following™actions should be auditable if FAU_GEN Security audit data generation is includg
P/ST:

o

a) ~ Minimal: Enabling and disabling of any of the analysis mechanisms;

b) Minimal: Automated responses performed by the tool.
7.3.8 FAU_SAA.1 Potential violation analysis
Hierarchical to:  No other components.

Dependencies: FAU_GEN.1 Audit data generation

© ISO/IEC 2008 - All rights reserved
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7.3.811 FAU_SAA1.1

The TSF shall be able to apply a set of rules in monitoring the audited events and based upon these
rules indicate a potential violation of the enforcement of the SFRs.

7.3.8.2 FAU_SAA.1.2
The TSF shall enforce the following rules for monitoring audited events:

a) Accumulation or combination of [assignment: subset of defined auditable events] known to
indicate a potential security violation;

b) [assignment: any other rules].

7.3.9 FAU_SAA.2 Profile based anomaly detection
Hierarchical to: No other components.
Dependgncies: FIA_UID.1 Timing of identification
7.3.9.1 | FAU_SAA.2.1

The TSH shall be able to maintain profiles of system usage, where an individual profile represents th
historical patterns of usage performed by the member(s) of [assignment: the profile target group].

7.3.9.2 | FAU_SAA.2.2

The TSK shall be able to maintain a suspicion rating associated with each user whose activity is
recordef in a profile, where the suspicion rating represents the degree to which the user's currer
activity is found inconsistent with the established patterns of usage represented in the profile.

-+

7.3.9.3 | FAU_SAA.2.3

The TSH shall be able to indicate a possible violation of the enforcement of the SFRs when a user’
suspicign rating exceeds the following threshold conditions [assignment: conditions under whic
anomalqus activity is reported by the TSF].

> O

7.3.10 FAU_SAA.3 Simple attack heuristics
Hierarchical to: No other components.
Dependgncies: No dependencies.

7.3.10.1| FAU_SAAZ3.1

The TSF shall-be able to maintain an internal representation of the following signature events
[assignment:.a subset of system events] that may indicate a violation of the enforcement of the SFRs

7.3.10.2 FAU_SAA.3.2

The TSF shall be able to compare the signature events against the record of system activity
discernible from an examination of [assignment: the information to be used to determine system
activity].

7.3.10.3 FAU_SAA.3.3

The TSF shall be able to indicate a potential violation of the enforcement of the SFRs when a system

event is found to match a signature event that indicates a potential violation of the enforcement of the
SFRs.

14 © ISO/IEC 2008 - All rights reserved
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7.3.11 FAU_SAA.4 Complex attack heuristics

Hierarchical to: FAU_SAA.3 Simple attack heuristics

Dependencies: No dependencies.

7.3.111 FAU_SAAA4A1

The TSF shall be able to maintain an internal representation of the following event sequences of known

intrusion scenarios [assignment: list of sequences of system events whose occurrence are

representative of known penetration scenarios] and the following signature events [assignment;|a subset
df system events] that may indicate a potential violation of the enforcement of the SFRs.

7.3.11.2 FAU_SAA.4.2

—

he TSF shall be able to compare the signature events and event sequences against-the record qgf system
ctivity discernible from an examination of [assignment: the information to be uséd to determing system
ctivity].

QD Q

7.3.11.3 FAU_SAAA4.3

he TSF shall be able to indicate a potential violation of the enforcementof the SFRs when system activity is
pund to match a signature event or event sequence that indicates @ypotential violation of the enforgement of
the SFRs.

= -

7.4 Security audit review (FAU_SAR)

7.4.1 Family Behaviour

—

his family defines the requirements for audit tools:that should be available to authorised users to assist in the
bview of audit data.

—

7.4.2 Component levelling
HAU_SAR.1 Audit review, provides(the capability to read information from the audit records.

HAU_SAR.2 Restricted audit.review, requires that there are no other users except those that hgve been
dentified in FAU_SAR.1 Auditreview that can read the information.

-

AU_SAR.3 Selectable-audit review, requires audit review tools to select the audit data to be reviewed based
n criteria.

(@]

7.4.3 Management of FAU_SAR.1

—

he following actions could be considered for the management functions in FMT:

a) ~maintenance (deletion, modification, addition) of the group of users with read access right to the audit
records

7.4.4 Management of FAU_SAR.2, FAU_SAR.3
There are no management activities foreseen.
7.4.5 Audit of FAU_SAR.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Reading of information from the audit records.
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7.4.6 Audit of FAU_SAR.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Basi

c¢: Unsuccessful attempts to read information from the audit records.

7.4.7 Audit of FAU_SAR.3

The following _actions _should be auditable if FAU_GEN Security audit data generation is_included in_the

PP/ST:

a) Detd
7.48 H
Hierarch

Depends

7.4.8.1

The TSH

iled: the parameters used for the viewing.
AU_SAR.1 Audit review
cal to:  No other components.

ncies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1

shall provide [assignment: authorised users] with the capability to read [assignment: list d

audit information] from the audit records.

7.4.8.2
The TSF
749 H
Hierarch
Depends
7.4.9.1

The TSH
granted

7.4.10 F
Hierarch

Depends

FAU_SAR.1.2
shall provide the audit records in a manner suitable for the user to interpret the information.
AU_SAR.2 Restricted audit review
cal to:  No other components.
ncies: FAU_SAR.1 Audit review
FAU_SAR.2.1

shall prohibit all users-read access to the audit records, except those users that have bee
explicit read-access.

AU_SAR.3 Selectable audit review
cal to: Nodther components.

nciest>~ FAU_SAR.1 Audit review

7.4101

f

FAU_SAR 3.1

The TSF shall provide the ability to apply [assignment: methods of selection and/or ordering] of audit
data based on [assignment: criteria with logical relations].

16

© ISO/IEC 2008 - All rights reserved


https://standardsiso.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:2008(E)

7.5 Security audit event selection (FAU_SEL)
7.5.1 Family Behaviour

This family defines requirements to select the set of events to be audited during TOE operation from the set of
all auditable events.
7.5.2 Component levelling

FAU_SEL.1 Selective audit, requires the ability to select the set of events to be audited from the set of all
guditable events, [dentifled In FAU_GEN. T AUdIt data generation, based upon attributes to be specitied by the
RP/ST author.

7.5.3 Management of FAU_SEL.1

—

he following actions could be considered for the management functions in FMT:
a) maintenance of the rights to view/modify the audit events.
7.5.4 Audit of FAU_SEL.1

Tlhe following actions should be auditable if FAU_GEN Security audit-data generation is includgd in the
RHP/ST:

a) Minimal: All modifications to the audit configuration that ec€ur while the audit collection funcfions are
operating.

7.5.5 FAU_SEL.1 Selective audit

Hierarchical to:  No other components.

Dependencies: FAU_GEN.1 Audit data generation
FMT_MTD.1 Management of TSF data
7.5.51 FAU_SEL.1.1

Tlhe TSF shall be able to select the set of audited events from the set of all auditable events based on
he following attributes:

—

Q

) [selection: objectidentity, user identity, subject identity, host identity, event type]
k) [assignment:list of additional attributes that audit selectivity is based upon]
7.6 Security audit event storage (FAU_STG)

7.6.1, \Family Behaviour

Thisfamity-definres-thereqtirementsforthe TSHto-be-able-tocreate-and-maintain-a-secure—audittrall. Stored
audit records refers to those records within the audit trail, and not the audit records that have been retrieved
(to temporary storage) through selection.

7.6.2 Component levelling

At FAU_STG.1 Protected audit trail storage, requirements are placed on the audit trail. It will be protected
from unauthorised deletion and/or modification.

FAU_STG.2 Guarantees of audit data availability, specifies the guarantees that the TSF maintains over the
audit data given the occurrence of an undesired condition.
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FAU_STG.3 Action in case of possible audit data loss, specifies actions to be taken if a threshold on the audit
trail is exceeded.

FAU_STG.4 Prevention of audit data loss, specifies actions in case the audit trail is full.
7.6.3 Management of FAU_STG.1
There are no management activities foreseen.

7.6.4 Management of FAU_STG.2

The following actions could be considered for the management functions in FMT:
a) maitenance of the parameters that control the audit storage capability.
7.6.5 anagement of FAU_STG.3

The following actions could be considered for the management functions in FMT:

a) maintenance of the threshold;

9]

b) maintenance (deletion, modification, addition) of actions to be taken in.case of imminent audit storag
failure.

7.6.6 Management of FAU_STG.4

The following actions could be considered for the management fanctions in FMT:

a) maitenance (deletion, modification, addition) of actions\to be taken in case of audit storage failure.
7.6.7 Audit of FAU_STG.1, FAU_STG.2

There arg no auditable events foreseen.

7.6.8 Audit of FAU_STG.3

The follgwing actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Actions taken due-to-exceeding of a threshold.

7.6.9 Audit of FAU_STG:4

4%

The follgwing actiens "should be auditable if FAU_GEN Security audit data generation is included in th
PP/ST:

a) BasicActions taken due to the audit storage failure.

7.6.10 FAU_STG.1 Protected audit trail storage
Hierarchical to:  No other components.
Dependencies: FAU_GEN.1 Audit data generation
7.6.10.1 FAU_STG.1.1

The TSF shall protect the stored audit records in the audit trail from unauthorised deletion.

18 © ISO/IEC 2008 - All rights reserved


https://standardsiso.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:

7.6.10.2 FAU_STG.1.2

2008(E)

The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised modifications to the

stored audit records in the audit trail.
7.6.11 FAU_STG.2 Guarantees of audit data availability
Hierarchical to: FAU_STG.1 Protected audit trail storage

Dependencies: FAU_GEN.1 Audit data generation

7.6.11.1 FAU_STG.2.1
Tlhe TSF shall protect the stored audit records in the audit trail from unauthorised deletion.

7.6.11.2 FAU_STG.2.2

—

udit records in the audit trail.

Q

7.6.11.3 FAU_STG.2.3

-

he TSF shall ensure that [assignment: metric for saving audit records] stored audit record
naintained when the following conditions occur: [selection:-audit storage exhaustion, failure,

o=

7.6.12 FAU_STG.3 Action in case of possible audit data‘loss
Hierarchical to:  No other components.
Dependencies: FAU_STG.1 Protected audit trailistorage

7.6.121 FAU_STG.3.1

[

rail exceeds [assignment: pre-defined limit].

~l

.6.13 FAU_STG.4 Prevention'of audit data loss
Hierarchical to: FAU _STG.3 Action in case of possible audit data loss
Dependencies: FAUZSTG.1 Protected audit trail storage

7.6.13.1 FAU/STG.4.1

1 111

LI N1

those ‘taken by the authorised user with special rights”, “overwrite the oldest stored audit r

he TSF shall be able to [selection, choose one of: prevent, detect] unauthorised modifications to the stored

will be
ttack]

he TSF shall [assignment: actions(to be taken in case of possible audit storage failure] if the audit

Tlhe TSE shall [selection, choose one of: “ignore audited events”, “prevent audited events, except

pcords”)

1nd [assighment: other actions to be taken in case of audit storage failure] if the audit trail is full.

8 Class FCO: Communication

This class provides two families specifically concerned with assuring the identity of a party participating in a
data exchange. These families are related to assuring the identity of the originator of transmitted information
(proof of origin) and assuring the identity of the recipient of transmitted information (proof of receipt). These
families ensure that an originator cannot deny having sent the message, nor can the recipient deny having

received it.

© ISO/IEC 2008 - All rights reserved
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8.1

8.11

N

FCO _NRO: Non-repudiation of origin 1 2

FCO NRR: Non-repudiation of receipt 1 2

Figure 8 - FCO: Communication class decomposition
n-repudiation of origin (FCO_NRO)

Fi

Non-repy
informati
informati
can then

812 (G

FCO

_NR

evidencs

FCO

_NR

informati

amily Behaviour

diation of origin ensures that the originator of information cannot successfully deny having,sent th
bn. This family requires that the TSF provide a method to ensure that a subject.that receive
bn during a data exchange is provided with evidence of the origin of the informatiof,. This evidenc
be verified by either this subject or other subjects.

omponent levelling

0.1 Selective proof of origin, requires the TSF to provide subjects (with’ the capability to reques
of the origin of information.

0.2 Enforced proof of origin, requires that the TSF always generate evidence of origin for transmitte
bn.

8.1.3 Management of FCO_NRO.1, FCO_NRO.2

The follo

a) The

wing actions could be considered for the management functions in FMT:

management of changes to information types,fields, originator attributes and recipients of evidence.

8.1.4 Audit of FCO_NRO.1

The follg
PP/ST:

a) Mini
b) Mini
c) Bas
d) Detd

wing actions should be auditablé if*f FAU_GEN Security audit data generation is included in th

mal: The identity of the userwho requested that evidence of origin would be generated.
mal: The invocation ef'the non-repudiation service.
c: Identification/of, the information, the destination, and a copy of the evidence provided.

iled: The identity of the user who requested a verification of the evidence.

8.1.5 Audit 6fFCO_NRO.2

The

foll

—

4%

\A/ing actions should be auditable if EFAUJ GEN Qnmlrify audit data gnnnrafinn is_included in th

PP/ST:

a)
b)

c)

Minimal: The invocation of the non-repudiation service.

Basi

c: Identification of the information, the destination, and a copy of the evidence provided.

Detailed: The identity of the user who requested a verification of the evidence.

8.1.6 FCO_NRO.1 Selective proof of origin

Hierarchical to:  No other components.

20
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Dependencies: FIA_UID.1 Timing of identification

8.1.6.1 FCO_NRO.1.1

2008(E)

The TSF shall be able to generate evidence of origin for transmitted [assignment: list of information

types] at the request of the [selection: originator, recipient, [assignment: list of third parties]].
8.1.6.2 FCO_NRO.1.2

The TSF shall be able to relate the [assignment: list of attributes] of the originator of the info

8§1.6.3 FCO_NRO.1.3

Q =

riginator, recipient, [assignment: list of third parties]] given [assignment: limitations on the
f origin].

(o]

8.1.7 FCO_NRO.2 Enforced proof of origin

-

ierarchical to: FCO_NRO.1 Selective proof of origin
Dependencies: FIA_UID.1 Timing of identification
81.71 FCO_NRO.21

Tlhe TSF shall enforce the generation of evidence of ‘origin for transmitted [assignment: list of inf
'ypes] at all times.

~

81.72 FCO_NRO.2.2

Tlhe TSF shall be able to relate the [assignment: list of attributes] of the originator of the information
[@assignment: list of information fields] of the-information to which the evidence applies.

8§1.7.3 FCO_NRO.2.3

Tlhe TSF shall provide a capability to verify the evidence of origin of information to [selection: g
peipient, [assignment: list of.third parties]] given [assignment: limitations on the evidence of origin].

S

8.2 Non-repudiation’of receipt (FCO_NRR)
8.2.1 Family Behaviour

Non-repudiation of receipt ensures that the recipient of information cannot successfully deny rece
formationy/ This family requires that the TSF provide a method to ensure that a subject that
imformation during a data exchange is provided with evidence of receipt of the information. This evids
then_be verified by either this subject or other subjects.

nd the [assignment: list of information fields] of the information to which the evidence applies.

rmation,

he TSF shall provide a capability to verify the evidence of origin of information to [sIIection:

vidence

ormation

and the

riginator,

iving the
ransmits
Bnce can

8.2.2 Component levelling

FCO_NRR.1 Selective proof of receipt, requires the TSF to provide subjects with a capability to request

evidence of the receipt of information.

FCO_NRR.2 Enforced proof of receipt, requires that the TSF always generate evidence of receipt for
information.

8.2.3 Management of FCO_NRR.1, FCO_NRR.2

The following actions could be considered for the management functions in FMT:

© ISO/IEC 2008 - All rights reserved
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a) The management of changes to information types, fields, originator attributes and third parties recipients
of evidence.

8.2.4 Audit of FCO_NRR.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The identity of the user who requested that evidence of receipt would be generated.

b) Minimal: The invocation of the non-repudiation service.

c) Basic: Identification of the information, the destination, and a copy of the evidence provided.
d) Detgiled: The identity of the user who requested a verification of the evidence.

8.2.5 Audit of FCO_NRR.2

The follqwing actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The invocation of the non-repudiation service.

b) Basic: Identification of the information, the destination, and a copy of the evidence provided.
c) Detgiled: The identity of the user who requested a verification of the evidence.

8.2.6 FICO_NRR.1 Selective proof of receipt

Hierarchical to:  No other components.

Dependgncies: FIA_UID.1 Timing of identification

8.2.6.1 | FCO_NRR.1.1

S

The TSH shall be able to generate evidence of receipt for received [assignment: list of informatio
types] at the request of the [selection: originator, recipient, [assignment: list of third parties]].

8.2.6.2 | FCO_NRR.1.2

The TSH shall be able to-relate the [assignment: list of attributes] of the recipient of the information,
and the [assignment: list-of information fields] of the information to which the evidence applies.

8.2.6.3 | FCO_NRR1.3
The TSk shall-provide a capability to verify the evidence of receipt of information to [selection:

originator;-recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence
of receipt]

8.2.7 FCO_NRR.2 Enforced proof of receipt
Hierarchical to: FCO_NRR.1 Selective proof of receipt
Dependencies: FIA_UID.1 Timing of identification
8.2.71 FCO_NRR.2.1

The TSF shall enforce the generation of evidence of receipt for received [assignment: list of information
types] at all times.
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8.27.2 FCO_NRR.2.2

The TSF shall be able to relate the [assignment: list of attributes] of the recipient of the information, and the
[assignment: list of information fields] of the information to which the evidence applies.

8.27.3 FCO_NRR.2.3

The TSF shall provide a capability to verify the evidence of receipt of information to [selection: originator,
recipient, [assignment: list of third parties]] given [assignment: limitations on the evidence of receipt].

9 Class FCS: Cryptographic support

—

he TSF may employ cryptographic functionality to help satisfy several high-level security objectives. These
clude (but are not limited to): identification and authentication, non-repudiation, trusted path; trusted channel
nd data separation. This class is used when the TOE implements cryptographic functipns, the
plementation of which could be in hardware, firmware and/or software.

- =

—

he FCS: Cryptographic support class is composed of two families: Cryptographic key management
FCS_CKM) and Cryptographic operation (FCS_COP). The Cryptographicikey management (FQS_CKM)
amily addresses the management aspects of cryptographic keys, while the Cryptographic ¢peration
FCS_COP) family is concerned with the operational use of those cryptographic keys.

~ —h—~

1
2
FCS CKM: Cryptographic key management
3
4
FCS_COP: Cryptographic operation 1

Figure 9 - FCS: Cryptographic support class decomposition
9.1  Cryptographic key management (FCS_CKM)

9.1.4 Family Behaviour

Cryptographic keys must be managed throughout their life cycle. This family is intended to support that
lifecycle and consequently defines requirements for the following activities: cryptographic key generation,
cryptographic key distribution, cryptographic key access and cryptographic key destruction. This family should
be included whenever there are functional requirements for the management of cryptographic keys.

9.1.2 Component levelling

FCS_CKM.1 Cryptographic key generation, requires cryptographic keys to be generated in accordance with a
specified algorithm and key sizes which can be based on an assigned standard.
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FCS_CKM.2 Cryptographic key distribution, requires cryptographic keys to be distributed in accordance with a

specified

distribution method which can be based on an assigned standard.

FCS_CKM.3 Cryptographic key access, requires access to cryptographic keys to be performed in accordance

with a sp

ecified access method which can be based on an assigned standard.

FCS_CKM.4 Cryptographic key destruction, requires cryptographic keys to be destroyed in accordance with a

specified

destruction method which can be based on an assigned standard.

9.1.3 Management of FCS CKM.1, FCS CKM.2, FCS CKM.3, FCS CKM.4

There ar

e N0 management activities foreseen.

9.1.4 Audit of FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4

The folld
PP/ST:

a) Mini

b) Bas
privé

9.1.5 F
Hierarch

Dependsg

9.1.5.1

The TS

cryptog

wing actions should be auditable if FAU GEN Security audit data generation istincluded in th

mal: Success and failure of the activity.

te keys).

CS_CKM.1 Cryptographic key generation

calto:  No other components.

ncies: [FCS_CKM.2 Cryptographic key distribution,r
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1

shall generate cryptographic keys in accordance with a specified cryptographic ke

aphic key sizes [assignment: cryptographic key sizes] that meet the following: [assignmen

generatE[n algorithm [assignment:* cryptographic key generation algorithm] and specifie

list of s
9.1.6 F
Hierarch

Dependsg

ndards].

CS_CKM.2 Cryptographic key distribution

cal to:  No @ther components.

ncies: _\[FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or

c: The object attribute(s), and object value(s) excluding any sensitive~information (e.g. secret g

=

T

9.1.6.1

FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1

The TSF shall distribute cryptographic keys in accordance with a specified cryptographic key
distribution method [assignment: cryptographic key distribution method] that meets the following:
[assignment: list of standards].
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9.1.7 FCS_CKM.3 Cryptographic key access

Hierarchical to:  No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or

FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

91.71 FCS_CKM.3.1

|

ryptographic key access method [assignment: cryptographic key access method] that m
bllowing: [assignment: list of standards].

= 0

9.1.8 FCS_CKM.4 Cryptographic key destruction

Hierarchical to:  No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

9.1.81 FCS_CKM.4.1

(o |

estruction method [assignment: cryptographic key destruction method] that meets the fa
[assignment: list of standards].

9.2 Cryptographic operation((FCS_COP)

9.2.1 Family Behaviour

n order for a cryptographic”operation to function correctly, the operation must be performed in ac
ith a specified algorithm and with a cryptographic key of a specified size. This family should be
henever there are-requirements for cryptographic operations to be performed.

s <

—

ypical cryptographic operations include data encryption and/or decryption, digital signature generatiq
erification~cryptographic checksum generation for integrity and/or verification of checksum, sec
message digest), cryptographic key encryption and/or decryption, and cryptographic key agreement.

—_ <

9.2:2 * Component levelling

he TSF shall perform [assignment: type of cryptographic key access] in accordance with a stecified

ets the

he TSF shall destroy cryptographic keys in accordance with a specified cryptographic key

llowing:

cordance
included

n and/or
ire hash

FCS_COP.1 Cryptographic operation, requires a cryptographic operation to be performed in accordance with
a specified algorithm and with a cryptographic key of specified sizes. The specified algorithm and

cryptographic key sizes can be based on an assigned standard.
9.2.3 Management of FCS_COP.1

There are no management activities foreseen.
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9.2.4 Audit of FCS_COP.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a)

b)

Minimal: Success and failure, and the type of cryptographic operation.

Bas

ic: Any applicable cryptographic mode(s) of operation, subject attributes and object attributes.

9.2.5 FCS_COP.1 Cryptographic operation

Hierarch

Dependgncies: [FDP_ITC.1 Import of user data without security attributes, or

9.2.5.1

The TSH shall perform [assignment: list of cryptographic operations] in accordance with a specifie
cryptographic algorithm [assignment: cryptographic algorithm] and cryptographic key size
[assignment: cryptographic key sizes] that meet the following:[assignment: list of standards].

10 Class FDP: User data protection

This clags contains families specifying requirements related to protecting user data. FDP: User data protectio
is split into four groups of families (listed below) that address user data within a TOE, during import, export
and storage as well as security attributes directly related to user data.

The families in this class are organised into four-groups:

a)

b)

26

Use

Components in these/families permit the PP/ST author to name the user data protection security functio
poligies and define the scope of control of the policy, necessary to address the security objectives. Th
names of these)policies are meant to be used throughout the remainder of the functional components tha
have an operation that calls for an assignment or selection of an "access control SFP" or an "informatio

flow
con

ALcess control policy (FDR”ACC); and

nformation flow controhpolicy (FDP_IFC).

cal to:  No other components.

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.11

O o

>

[ data protection security function policies:

< O~ 0O 25

contral SFP". The rules that define the functionality of the named access control and information flo
ol-SFPs will be defined in the Access control functions (FDP_ACF) and Information flow contrg

[t = T ] ]

Forms of user data protection:

Access control functions (FDP_ACF);

Information flow control functions (FDP_IFF);

Internal TOE transfer (FDP_ITT);

Residual information protection (FDP_RIP);
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¢ Rollback (FDP_ROL); and

e Stored data integrity (FDP_SDI).
c) Off-line storage, import and export:

e Data authentication (FDP_DAU);

e Export from the TOE (FDP_ETC);

¢ Import from outside of the TOE (FDP_ITC).
Components in these families address the trustworthy transfer into or out of the TOE.
d) Inter-TSF communication:
¢ Inter-TSF user data confidentiality transfer protection (FDP_UCT); and
o Inter-TSF user data integrity transfer protection (FDP_UIT).

Components in these families address communication between theZTSF of the TOE and another trusted
IT product.
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FDP ACC: Access control policy 1 2
FDP ACF: Access control functions 1
FDP_DAU: Data authentication 1 2

FDP_ETC: Export fiom the TOE

FDP_IFC: Information flow control policy 1 2
1 2
FDP IFF: Information flow control functions 3 4 5

FDP_ITC: Import from outside of the TOE
2
1 2
FDP_ITT: Internal TOE transfer
3 4
FDP_RIP: Residual information protection 1 2
FDP ROL: Rollback 1 2
FDP_SDL Storéd data integrity 1 2
FDP_UCT: Inter-TSF.uger data confidentiality transfer ~ protection 1
1
FDP_UIT: Inter-TSF user data integrity transfer protection
2 3

Figure 10 - FDP: User data protection class decomposition
10.1 Agcess control policy (FDP_ACC)

10.1.1 Family Behaviour

This family identifies the access control SFPs (by name) and defines the scope of control of the policies that
form the identified access control portion of the SFRs related to the SFP. This scope of control is
characterised by three sets: the subjects under control of the policy, the objects under control of the policy,
and the operations among controlled subjects and controlled objects that are covered by the policy. The
criteria allows multiple policies to exist, each having a unique name. This is accomplished by iterating
components from this family once for each named access control policy. The rules that define the functionality
of an access control SFP will be defined by other families such as Access control functions (FDP_ACF) and
Export from the TOE (FDP_ETC). The names of the access control SFPs identified here in Access control
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policy (FDP_ACC) are meant to be used throughout the remainder of the functional components that have an
operation that calls for an assignment or selection of an “access control SFP.”

10.1.2 Component levelling

FDP_ACC.1 Subset access control, requires that each identified access control SFP be in place for a subset
of the possible operations on a subset of the objects in the TOE.

FDP_ACC.2 Complete access control, requires that each identified access control SFP cover all operations
on _subjects and objects covered by that SFP. It further requires that all objects and operations protected by
tTe TSF are covered by at least one identified access control SFP.

10.1.3 Management of FDP_ACC.1, FDP_ACC.2
Tlhere are no management activities foreseen.
10.1.4 Audit of FDP_ACC.1, FDP_ACC.2

Tlhere are no auditable events foreseen.

10.1.5 FDP_ACC.1 Subset access control
Hierarchical to:  No other components.

Dependencies: FDP_ACF.1 Security attribute based access)control

10.1.5.1 FDP_ACC.1.1

-

he TSF shall enforce the [assignment: access control SFP] on [assignment: list of subjects,|objects,
1nd operations among subjects and objects covered by the SFP].

—

0.1.6 FDP_ACC.2 Complete access control
Hierarchical to: FDP_ACC.1 Subset access control

Dependencies: FDP_ACF.1 Security attribute based access control

—

0.1.6.1 FDP_ACC.2.1

—

he TSF shall enforce-the [assignment: access control SFP] on [assignment: list of subjects and objegcts] and
Il operations among.subjects and objects covered by the SFP.

—

0.1.6.2 FDPRAACC.2.2

-

he TSE'shall ensure that all operations between any subject controlled by the TSF and any object
ontrolled by the TSF are covered by an access control SFP.

(o)

10.2 Access control functions (FDP ACF)

10.2.1 Family Behaviour

This family describes the rules for the specific functions that can implement an access control policy named in
Access control policy (FDP_ACC). Access control policy (FDP_ACC) specifies the scope of control of the

policy.
10.2.2 Component levelling

This family addresses security attribute usage and characteristics of policies. The component within this family
is meant to be used to describe the rules for the function that implements the SFP as identified in Access
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control policy (FDP_ACC). The PP/ST author may also iterate this component to address multiple policies in
the TOE.

FDP_ACF.1 Security attribute based access control Security attribute based access control allows the TSF to
enforce access based upon security attributes and named groups of attributes. Furthermore, the TSF may
have the ability to explicitly authorise or deny access to an object based upon security attributes.

10.2.3 Management of FDP_ACF.1

The following actions could be considered for the management functions in FMT:

a) Manlaging the attributes used to make explicit access or denial based decisions.
10.2.4 Audit of FDP_ACF.1

The follqwing actions should be auditable if FAU_GEN Security audit data generation istineluded in th
PP/ST:

[4%

a) Minimal: Successful requests to perform an operation on an object covered by the SFP.
b) Basic: All requests to perform an operation on an object covered by the SFP;

c) Detgiled: The specific security attributes used in making an access check.

10.2.5 FDP_ACF.1 Security attribute based access control

Hierarchical to:  No other components.

Dependgncies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

10.2.5.1| FDP_ACF.1.1

The TSk shall enforce the [assignment:,;access control SFP] to objects based on the following:

[assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFR
relevant|security attributes, or named groups of SFP-relevant security attributes].

10.2.5.2| FDP_ACF.1.2

j® X

The TSH shall enforce the'following rules to determine if an operation among controlled subjects an
controlled objects is allowed: [assignment: rules governing access among controlled subjects angd
controlled objects using controlled operations on controlled objects].

10.2.5.3| FDP_ACF.1.3

The TSE shall explicitly authorise access of subjects to objects based on the following additiona

rules: [assignment: rules, based on security attributes, that explicitly authorise access of subjects fl

objects].

O

10.2.5.4 FDP_ACF.1.4

The TSF shall explicitly deny access of subjects to objects based on the [assignment: rules, based on
security attributes, that explicitly deny access of subjects to objects].
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10.3 Data authentication (FDP_DAU)
10.3.1 Family Behaviour

Data authentication permits an entity to accept responsibility for the authenticity of information

2008(E)

(e.g., by

digitally signing it). This family provides a method of providing a guarantee of the validity of a specific unit of
data that can be subsequently used to verify that the information content has not been forged or fraudulently
modified. In contrast to FAU: Security audit, this family is intended to be applied to "static" data rather than

data that is being transferred.

10.3.2 Component levelling

ADP_DAU.1 Basic Data Authentication, requires that the TSF is capable of generating (@ guar
uthenticity of the information content of objects (e.g. documents).

Q

-

DP_DAU.2 Data Authentication with Identity of Guarantor additionally requires that.the TSF is c4
stablishing the identity of the subject who provided the guarantee of authenticity.

()

—

0.3.3 Management of FDP_DAU.1, FDP_DAU.2

—

he following actions could be considered for the management functions in-FMT:

a) The assignment or modification of the objects for which, data authentication may apply
configurable.

10.3.4 Audit of FDP_DAU.1

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includs
RP/ST:

a) Minimal: Successful generation of validity evidence.
b) Basic: Unsuccessful generation of validity evidence.

cd) Detailed: The identity of the subject that requested the evidence.

—

0.3.5 Audit of FDP_DAU.2

he following actions shouwld be auditable if FAU_GEN Security audit data generation is includg
P/ST:

o4

a) Minimal: Successful generation of validity evidence.
b) Basic;JnSuccessful generation of validity evidence.

cd) Détailed: The identity of the subject that requested the evidence.

antee of

pable of

tould be

d in the

d in the

) Detailed: The idnn’rify of the s| |hJinr~f that gnnnrn‘rnd the evidence

10.3.6 FDP_DAU.1 Basic Data Authentication
Hierarchical to:  No other components.
Dependencies:  No dependencies.

10.3.6.1 FDP_DAU.1.1

The TSF shall provide a capability to generate evidence that can be used as a guarantee of the validity

of [assignment: list of objects or information types].
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10.3.6.2 FDP_DAU.1.2

The TSF shall provide [assignment: list of subjects] with the ability to verify evidence of the validity of
the indicated information.

10.3.7 FDP_DAU.2 Data Authentication with Identity of Guarantor
Hierarchical to: FDP_DAU.1 Basic Data Authentication

Dependencies: FIA_UID.1 Timing of identification

10.3.7.1| FDP_DAU.21

=h

The TSH shall provide a capability to generate evidence that can be used as a guarantee of thé jvalidity g
[assignmient: list of objects or information types].

10.3.7.2| FDP_DAU.2.2

The TSH shall provide [assignment: list of subjects] with the ability to verify evidedee-of the validity of th
indicated information and the identity of the user that generated the evidence.

[0

10.4 Export from the TOE (FDP_ETC)
10.4.1 Flamily Behaviour
This family defines functions for TSF-mediated exporting of useridata from the TOE such that its securif

attributeg and protection either can be explicitly preserved or can-be ignored once it has been exported. It i
concerngd with limitations on export and with the association of’security attributes with the exported user datg.

<<

10.4.2 Gomponent levelling

FDP_ET[C.1 Export of user data without security attributes, requires that the TSF enforce the appropriat
SFPs when exporting user data outside the TSF: User data that is exported by this function is exporte
without its associated security attributes.

[N 0]

]

FDP_ET[C.2 Export of user data with security attributes, requires that the TSF enforce the appropriate SFP
using a function that accurately and_tinambiguously associates security attributes with the user data that
exported

[

10.4.3 Management of FDP~-ETC.1
There arg no management dctivities foreseen.
10.4.4 Management'of FDP_ETC.2

The following getions could be considered for the management functions in FMT:

a) Theladditional nypnrfnfinn control rules could be Pnnfigurnhln h‘,’ auserin adefinedrole

10.4.5 Audit of FDP_ETC.1, FDP_ETC.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Successful export of information.

b) Basic: All attempts to export information.
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10.4.6 FDP_ETC.1 Export of user data without security attributes
Hierarchical to:  No other components.
Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

10.4.6.1 FDP_ETC.1.1

he TSF shall enforce the [assignment: access control SFP(s) and/or information flow contro| SFP(s)]
hen exporting user data, controlled under the SFP(s), outside of the TOE.

10.4.6.2 FDP_ETC.1.2

Tlhe TSF shall export the user data without the user data's associated security attributes
10.4.7 FDP_ETC.2 Export of user data with security attributes

Hierarchical to:  No other components.

Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

10.4.7.1 FDP_ETC.2.1

Tlhe TSF shall enforce the [assighment: access control SFP(s) and/or information flow contro| SFP(s)]
when exporting user data, controlled under the SEP(s), outside of the TOE.

10.4.7.2 FDP_ETC.2.2
Tlhe TSF shall export the user data with the user data's associated security attributes.

10.4.7.3 FDP_ETC.2.3

Tlhe TSF shall ensure that the security attributes, when exported outside the TOE, are unambiguously
Tsociated with the exported user data.
10

4.7.4 FDP_ETC.24

Tlhe TSF shall €nforce the following rules when user data is exported from the TOE: [assignment:
additional exportation control rules].

10.5 Information flow control policy (FDP_IFC)

10:5.1 Family Behaviour

This family identifies the information flow control SFPs (by name) and defines the scope of control for each
named information flow control SFP. This scope of control is characterised by three sets: the subjects under
control of the policy, the information under control of the policy, and operations which cause controlled
information to flow to and from controlled subjects covered by the policy. The criteria allows multiple policies to
exist, each having a unique name. This is accomplished by iterating components from this family once for
each named information flow control policy. The rules that define the functionality of an information flow
control SFP will be defined by other families such as Information flow control functions (FDP_IFF) and Export
from the TOE (FDP_ETC). The names of the information flow control SFPs identified here in Information flow
control policy (FDP_IFC) are meant to be used throughout the remainder of the functional components that
have an operation that calls for an assignment or selection of an “information flow control SFP.”
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The TSF mechanism controls the flow of information in accordance with the information flow control SFP.
Operations that would change the security attributes of information are not generally permitted as this would
be in violation of an information flow control SFP. However, such operations may be permitted as exceptions
to the information flow control SFP if explicitly specified.

10.5.2 Component levelling

FDP_IFC.1 Subset information flow control, requires that each identified information flow control SFPs be in
place for a subset of the possible operations on a subset of information flows in the TOE.

=

FDP_IF(.2 Complete information flow control, requires that each identified information flow control SFP coeye
all operations on subjects and information covered by that SFP. It further requires that all information. flow
and operjations controlled by the TSF are covered by at least one identified information flow control SFP:

[

10.5.3 Management of FDP_IFC.1, FDP_IFC.2
There arge no management activities foreseen.

10.5.4 Audit of FDP_IFC.1, FDP_IFC.2

There arg no auditable events foreseen.

10.5.5 FDP_IFC.1 Subset information flow control
Hierarchical to:  No other components.
Dependgncies: FDP_IFF.1 Simple security attributes
10.5.5.1( FDP_IFC.1.1

The TSH shall enforce the [assignment: informationflow control SFP] on [assignment: list of subjects,
information, and operations that cause controlled information to flow to and from controlled subjects
covered|by the SFP].

10.5.6 FDP_IFC.2 Complete informationflow control
Hierarchical to: FDP_IFC.1 Subset information flow control

Dependgncies: FDP_IFF.1 Simple security attributes

10.5.6.1| FDP_IFC.2.1

Qo

The TSH shall enforce’the [assignment: information flow control SFP] on [assignment: list of subjects an
information] and all.operations that cause that information to flow to and from subjects covered by the SFP.

10.5.6.2| FDR:IFC.2.2

The TSH
subject in the TOE are covered by an information flow control SFP.

10.6 Information flow control functions (FDP_IFF)

10.6.1 Family Behaviour

This family describes the rules for the specific functions that can implement the information flow control SFPs
named in Information flow control policy (FDP_IFC), which also specifies the scope of control of the policy. It
consists of two kinds of requirements: one addressing the common information flow function issues, and a

second addressing illicit information flows (i.e. covert channels). This division arises because the issues
concerning illicit information flows are, in some sense, orthogonal to the rest of an information flow control
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SFP. By their nature they circumvent the information flow control SFP resulting in a violation of the policy. As

such, they require special functions to either limit or prevent their occurrence.

10.6.2 Component levelling

FDP_IFF.1 Simple security attributes, requires security attributes on information, and on subjects th
that information to flow and on subjects that act as recipients of that information. It specifies the r

must be enforced by the function, and describes how security attributes are derived by the function.

FDP IFF.2 Hierarchical security attributes expands on the requirements of FDP IFF.1 Simple

at cause
ules that

security

tributes by requiring that all information flow control SFPs in the set of SFRs use hierarchieal

tributes that form a lattice (as defined in mathematics). FDP_IFF.2.6 is derived from the-math
properties of a lattice. A lattice consists of a set of elements with an ordering relationship with’the
defined in the first bullet, a greatest lower bound which is the unique element in the set that(is greater
(in the ordering relationship) than any other element of the lattice, and a least upperCbound, whi
unique element in the set that is smaller or equal than any other element of the lattice.

ADP_IFF.3 Limited illicit information flows, requires the SFP to cover illicit information flows,
necessarily eliminate them.

HADP_IFF.4 Partial elimination of illicit information flows, requires the SFP-to.cover the elimination of s
not necessarily all) illicit information flows.

ADP_IFF.5 No illicit infformation flows, requires SFP to cover the_élimination of all illicit information flov

HADP_IFF.6 lllicit information flow monitoring, requires the SFP to monitor illicit information flows for
and maximum capacities.

10.6.3 Management of FDP_IFF.1, FDP_IFF.2
Tlhe following actions could be considered for theZmanagement functions in FMT:

a) Managing the attributes used to make“explicit access based decisions.

—

0.6.4 Management of FDP_IFF.3;FDP_IFF.4, FDP_IFF.5

Tlhere are no management activities foreseen.

—

0.6.5 Management of FDP_IFF.6

—

he following actions.could be considered for the management functions in FMT:
a) The enablingor disabling of the monitoring function.

b) Modification of the maximum capacity at which the monitoring occurs.

10.6.6. Audit of FDP_IFF.1, FDP_IFF.2, FDP_IFF.5

security
ematical

property
or equal
ch is the

but not

pme (but

VS.

specified

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:
a) Minimal: Decisions to permit requested information flows.

b) Basic: All decisions on requests for information flow.

c) Detailed: The specific security attributes used in making an information flow enforcement decision.

d) Detailed: Some specific subsets of the information that has flowed based upon policy goals (e.g.

of downgraded material).
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10.6.7 Audit of FDP_IFF.3, FDP_IFF.4, FDP_IFF.6

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal: Decisions to permit requested information flows.

c: All decisions on requests for information flow.

c: The use of identified illicit information flow channels.

b) Basi
c) Basi
d) Detd
e) Detd

ofd
f) Detd

excs

10.6.8 F|
Hierarch

Depends

10.6.8.1
The TSH
subject
under th

10.6.8.2

The TSH

a contrglled operation if the following rules hold: [assignment: for each operation, the securi

attribute

10.6.8.3

The TSH

10.6.8.4

The TSk

iled: The specific security attributes used in making an information flow enforcement decision.

iled: Some specific subsets of the information that has flowed based upon policy goals (€'g, auditing
pwngraded material).

iled: The use of identified illicit information flow channels with estimated yyYaximum capacity
eding a specified value.

DP_IFF.1 Simple security attributes

cal to:  No other components.

ncies: FDP_IFC.1 Subset information flow control
FMT_MSA.3 Static attribute initialisation

FDP_IFF.1.1

=)

shall enforce the [assignment: information flow control SFP] based on the following types @

and information security attributes: [assignment: list of subjects and information controlled

e indicated SFP, and for each, the security attributes].
FDP_IFF.1.2

shall permit an information flow between a controlled subject and controlled information vilﬁl

-based relationship that-must hold between subject and information security attributes].
FDP_IFF.1.3

shall enforce the-{assignment: additional information flow control SFP rules].

FDP_IFE. 14

rules, ba[sed on security attributes, that explicitly authorise information flows].

shall-explicitly authorise an information flow based on the following rules: [assignment:

10.6.8.5

FDP_IFF.1.5

The TSF shall explicitly deny an information flow based on the following rules: [assignment: rules,
based on security attributes, that explicitly deny information flows].

10.69 F

DP_IFF.2 Hierarchical security attributes

Hierarchical to: FDP_IFF.1 Simple security attributes

Dependencies: FDP_IFC.1 Subset information flow control

36
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FMT_MSA.3 Static attribute initialisation

10.6.9.1 FDP_IFF.2.1

2008(E)

The TSF shall enforce the [assignment: information flow control SFP] based on the following types of subject
and information security attributes: [assignment: list of subjects and information controlled under the indicated

SFP, and for each, the security attributes].

10.6.9.2 FDP_IFF.2.2

Tlhe TSF shall permit an information flow between a controlled subject and controlled informatiEn via a

controlled operation if the following rules, based on the ordering relationships between security a
hold: [assignment: for each operation, the security attribute-based relationship that must hold betwee
and information security attributes].

10.6.9.3 FDP_IFF.2.3

Tlhe TSF shall enforce the [assignment: additional information flow control SFP rules].

10.6.9.4 FDP_IFF.2.4

—

he TSF shall explicitly authorise an information flow based on the fellowing rules: [assignment: rulg
n security attributes, that explicitly authorise information flows].

o

10.6.9.5 FDP_IFF.2.5

—

he TSF shall explicitly deny an information flow based:on-the following rules: [assignment: rules, {
ecurity attributes, that explicitly deny information flows}:

(%))

10.6.9.6 FDP_IFF.2.6

Tlhe TSF shall enforce the following relationships for any two valid information flow control
attributes:

a) There exists an ordering function that, given two valid security attributes, determing
security attributes are equal, if one security attribute is greater than the other, or if the
attributes are incomparable; and

H) There exists a “least-upper bound” in the set of security attributes, such that, given any t
security attributes, there is a valid security attribute that is greater than or equal to the t
security attributes; and

d) There exists’a “greatest lower bound” in the set of security attributes, such that, given

security attributes.

10.6.10'° FDP_IFF.3 Limited illicit information flows

tributes
h subject

s, based

based on

security

s if the
security

wo valid
wo valid

any two

valid security attributes, there is a valid security attribute that is not greater than the two valid

Hierarchical to:  No other components.
Dependencies: FDP_IFC.1 Subset information flow control

10.6.10.1 FDP_IFF.3.1

The TSF shall enforce the [assignment: information flow control SFP] to limit the capacity of

[assignment: types of illicit information flows] to a [assignment: maximum capacity].
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10.6.11

FDP_IFF.4 Partial elimination of illicit information flows

Hierarchical to: FDP_IFF.3 Limited illicit information flows

Dependencies: FDP_IFC.1 Subset information flow control

10.6.11.1 FDP_IFF.4.1

The TSF shall enforce the [assignment: information flow control SFP] to limit the capacity of [assignment:

types of

illicit information flows] to a [assignment: maximum capacity].

10.6.11.1
The TSH
10.6.12

Hierarch
Depends

10.6.12.1

The TSIk

informat
10.6.13

Hierarch
Dependsg
10.6.13.1

The TSH
of illicit

10.7 Import from outside of the TOE (FDP_ITC)

10.7.1 Flamily Behaviour

This fam

appropriate security attributes and is appropriately protected. It is concerned with limitations on importation,

determin
data.

10.7.2 G

) FDP_IFF.4.2
shall prevent [assignment: types of illicit information flows].

FDP_IFF.5 No illicit information flows

cal to: FDP_IFF.4 Partial elimination of illicit information flows
ncies: FDP_IFC.1 Subset information flow control
FDP_IFF.5.1
- shall ensure that no illicit information flows exist to-circumvent [assignment. name of

jon flow control SFP].

FDP_IFF.6 lllicit information flow monitoring

cal to:  No other components.
ncies: FDP_IFC.1 Subset information flow control
FDP_IFF.6.1
shall enforce the [assignment: information flow control SFP] to monitor [assignment: types

nformation flows] when it exceeds the [assignment: maximum capacity].

ily defines the anechanisms for TSF-mediated importing of user data into the TOE such that it has

ation of desired security attributes, and interpretation of security attributes associated with the usgr

omponent levelling

FDP_ITC.1 Import of user data without security attributes, requires that the security attributes correctly

represen

t the user data and are supplied separately from the object.

FDP_ITC.2 Import of user data with security attributes, requires that security attributes correctly represent the
user data and are accurately and unambiguously associated with the user data imported from outside the

TOE.

10.7.3 Management of FDP_ITC.1, FDP_ITC.2

The following actions could be considered for the management functions in FMT:
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a) The modification of the additional control rules used for import.
10.7.4 Audit of FDP_ITC.1, FDP_ITC.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Successful import of user data, including any security attributes.

b) Basic: All attempts to import user data, including any security attributes.

d) Detailed: The specification of security attributes for imported user data supplied by an authorised|user.
10.7.5 FDP_ITC.1 Import of user data without security attributes
Hierarchical to:  No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_MSA.3 Static attribute initialisation

10.7.5.1 FDP_ITC.1.1

-

he TSF shall enforce the [assignment: access control.SFP(s) and/or information flow contro| SFP(s)]
yhen importing user data, controlled under the SFP, from outside of the TOE.

s

10.7.5.2 FDP_ITC.1.2

he TSF shall ignore any security attributes associated with the user data when imported from outside
ne TOE.

|

10.7.5.3 FDP_ITC.1.3

Tlhe TSF shall enforce the following rules when importing user data controlled under the SFP from
dutside the TOE: [assignment: additional importation control rules].

10.7.6 FDP_ITC.2 Import of user data with security attributes
Hierarchical to:  No-other components.
Dependencies:/~FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

[FTP_ITC.1 Inter-TSF trusted channel, or

FTP_TRP.1 Trusted path]
FPT_TDC.1 Inter-TSF basic TSF data consistency
10.7.6.1 FDP_ITC.2.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]
when importing user data, controlled under the SFP, from outside of the TOE.
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10.7.6.2

The TSF

10.7.6.3

FDP_ITC.2.2
shall use the security attributes associated with the imported user data.

FDP_ITC.2.3

The TSF shall ensure that the protocol used provides for the unambiguous association between the

security

10.7.6.4

attributes and the user data received.

FDP_ITC.2.4

The TSH
intendec

10.7.6.5

The TSH
outside

10.8 Inf
10.8.1 F|
This fan
separate
confiden
families,
channel,
TSF-meq
10.8.2 C

FDP_ITT

parts of the TOE.

FDP_ITT
relevant

FDP_ITT
for identi

FDP_ITT
integrity

10.8.3 Management of FDP_ITT.1, FDP_ITT.2

The follo

shall ensure that interpretation of the security attributes of the imported user data-is aL
by the source of the user data.

FDP_ITC.2.5

shall enforce the following rules when importing user data controlled under the SFP from
the TOE: [assignment: additional importation control rules].

ernal TOE transfer (FDP_ITT)
amily Behaviour

ily provides requirements that address protection of user_,data when it is transferred betweeh
d parts of a TOE across an internal channel. This may bec¢ontrasted with the Inter-TSF user data
iality transfer protection (FDP_UCT) and Inter-TSF user data integrity transfer protection (FDP_UIT)
which provide protection for user data when it is transfefred between distinct TSFs across an external
and Export from the TOE (FDP_ETC) and Import fromyoutside of the TOE (FDP_ITC), which address
liated transfer of data to or from outside the TOE.

omponent levelling

.1 Basic internal transfer protection, requires that user data be protected when transmitted betweep

.2 Transmission separation by attribute, requires separation of data based on the value of SFH
bttributes in addition to the first.component.

.3 Integrity monitoring, requires that the TSF monitor user data transmitted between parts of the TO
fied integrity errors.

=h

4 Attribute-based”integrity monitoring expands on the third component by allowing the form ¢
monitoring to<differ by SFP-relevant attribute.

wingtactions could be considered for the management functions in FMT:

a) |If the TSF provides multiple methods to protect user data during transmission between physically
separated parts of the TOE, the TSF could provide a pre-defined role with the ability to select the method

that

will be used.

10.8.4 Management of FDP_ITT.3, FDP_ITT.4

The following actions could be considered for the management functions in FMT:

a) The
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specification of the actions to be taken upon detection of an integrity error could be configurable.
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10.8.5 Audit of FDP_ITT.1, FDP_ITT.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Successful transfers of user data, including identification of the protection method used.

b) Basic: All attempts to transfer user data, including the protection method used and any errors that
occurred.

10.8.6 Audit of FDP_ITT.3, FDP_ITT.4

he following actions should be auditable if FAU_GEN Security audit data generation is(ineludgd in the
P/ST:

o

a) Minimal: Successful transfers of user data, including identification of the integrity protection method used.

b) Basic: All attempts to transfer user data, including the integrity protection-method used and apy errors
that occurred.

d) Basic: Unauthorised attempts to change the integrity protection method-
d) Detailed: The action taken upon detection of an integrity error,

10.8.7 FDP_ITT.1 Basic internal transfer protection

-

ierarchical to:  No other components.

Dependencies: [FDP_ACC.1 Subset access contrel; or
FDP_IFC.1 Subset informatior-flow control]
10.8.7.1 FDP_ITT.1.1

Tlhe TSF shall enforce the [assighment: access control SFP(s) and/or information flow contro| SFP(s)]

p prevent the [selection: disclosure, modification, loss of use] of user data when it is transmitted
etween physically-separated parts of the TOE.

fo i~

10.8.8 FDP_ITT.2 Transmission separation by attribute
Hierarchical to: EDP-ITT.1 Basic internal transfer protection
Dependencies:/~{FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

10.8.8.1 FDP_ITT.2.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to
prevent the [selection: disclosure, modification, loss of use] of user data when it is transmitted between
physically-separated parts of the TOE.

10.8.8.2 FDP_ITT.2.2
The TSF shall separate data controlled by the SFP(s) when transmitted between physically-separated

parts of the TOE, based on the values of the following: [assignment: security attributes that require
separation).
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10.8.9 FDP_ITT.3 Integrity monitoring

Hierarchi

calto:  No other components.

Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FDP_ITT.1 Basic internal transfer protection

10.8.9.1

The TSH

to monitor user data transmitted between physically-separated parts of the TOE for the followinp
errors: [pssignment: integrity errors].

10.8.9.2

Upon d
upon in

10.8.10
Hierarch

Depends

FDP_ITT.3.1

shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s,

d

FDP_ITT.3.2

S

tection of a data integrity error, the TSF shall [assignment: specify ¢he action to be take
egrity error].

FDP_ITT.4 Attribute-based integrity monitoring
calto: FDP_ITT.3 Integrity monitoring
ncies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FDP_ITT.2 Transmission separation by attribute

10.8.10.1 FDP_ITT.4.1

The TSH shall enforce the [assignment: accéss control SFP(s) and/or information flow control SFP(s)] o
monitor |user data transmitted between physically-separated parts of the TOE for the following errors:
[assignment: integrity errors], based on‘the following attributes: [assignment: security attributes that
require $eparate transmission channels].

10.8.10.2 FDP_ITT.4.2

Upon dgtection of a data-integrity error, the TSF shall [assignment: specify the action to be taken upon
integrity error].

10.9 Residual infermation protection (FDP_RIP)

10.9.1 Family,Behaviour

This fa |I\1 addresses-the-need-to-ensure-that any data—contained-in-a-tresource—is—-nhot-available—when-th
resource |s de-allocated from one object and reallocated to a different object. This family requires protection
for any data contained in a resource that has been logically deleted or released, but may still be present within

the TSF-

controlled resource which in turn may be re-allocated to another object.

10.9.2 Component levelling

FDP_RIP.1 Subset residual information protection, requires that the TSF ensure that any residual information
content of any resources is unavailable to a defined subset of the objects controlled by the TSF upon the

resource'

42

s allocation or deallocation.
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FDP_RIP.2 Full residual information protection, requires that the TSF ensure that any residual information
content of any resources is unavailable to all objects upon the resource's allocation or deallocation.

10.9.3 Management of FDP_RIP.1, FDP_RIP.2
The following actions could be considered for the management functions in FMT:

a) The choice of when to perform residual information protection (i.e. upon allocation or deallocation) could
be made configurable within the TOE.

10.9.4 Audit of FDP_RIP.1, FDP_RIP.2

Tlhere are no auditable events foreseen.

10.9.5 FDP_RIP.1 Subset residual information protection
Hierarchical to:  No other components.

Dependencies: No dependencies.

10.9.5.1 FDP_RIP.1.1

Tlhe TSF shall ensure that any previous information content,of a resource is made unavailable upon
the [selection: allocation of the resource to, deallocation of.the resource from] the following |objects:
[assignment: list of objects].

EJ.Q.G FDP_RIP.2 Full residual information protection
Hierarchical to:  FDP_RIP.1 Subset residual informyation protection

Dependencies:  No dependencies.

10.9.6.1 FDP_RIP.2.1

—

he TSF shall ensure that any previous information content of a resource is made unavailable Upon the
selection: allocation of the resource to, deallocation of the resource from] all objects.

-

0.10 Rollback (FDP_ROL)

10.10.1 Family Behaviour

—

he rollback operation involves undoing the last operation or a series of operations, bounded by sgme limit,
uch as a pefiod” of time, and return to a previous known state. Rollback provides the ability to pndo the
ffects of an, operation or series of operations to preserve the integrity of the user data.

D n

10.10.2~~"Component levelling

ADRP-ROL 1 B
defined bound

FDP_ROL.2 Advanced rollback addresses the need to roll back or undo all operations within the defined
bounds.

10.10.3 Management of FDP_ROL.1, FDP_ROL.2
The following actions could be considered for the management functions in FMT:

a) The boundary limit to which rollback may be performed could be a configurable item within the TOE.
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b) Permission to perform a rollback operation could be restricted to a well defined role.
10.10.4 Audit of FDP_ROL.1, FDP_ROL.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: All successful rollback operations.

b) Basic: All attempts to perform rollback operations.

c) Detdiled: All attempts to perform rollback operations, including identification of the types of operations
rolled back.
10.10.5 | FDP_ROL.1 Basic rollback
Hierarchical to: No other components.
Dependgncies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
10.10.5.1 FDP_ROL.1.1
The TSH shall enforce [assignment: access control SFP(s) and/or-information flow control SFP(s)] tp
permit the rollback of the [assignment: list of operations] on-the' [assignment: information and/or list

of objecis].
10.10.5.2 FDP_ROL.1.2

The TSFK shall permit operations to be rolled back‘within the [assignment: boundary limit to which
rollback|may be performed].

10.10.6 | FDP_ROL.2 Advanced rollback

Hierarchical to: FDP_ROL.1 Basic rollback

Dependgncies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1-Subset information flow control]

10.10.6.1] FDP_ROL.2.1

=

The TSH shall enferee [assignment: access control SFP(s) and/or information flow control SFP(s)] to permii
the rollbgck of all\the operations on the [assignment: list of objects].

10.10.6.2 FDP_ROL.2.2

The TSF shall permit operations to be rolled back within the [assignment: boundary limit to which rollback may
be performed)].

10.11 Stored data integrity (FDP_SDI)

10.11.1 Family Behaviour

This family provides requirements that address protection of user data while it is stored within containers
controlled by the TSF. Integrity errors may affect user data stored in memory, or in a storage device. This

family differs from Internal TOE transfer (FDP_ITT) which protects the user data from integrity errors while
being transferred within the TOE.
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10.11.2 Component levelling

FDP_SDI.1 Stored data integrity monitoring, requires that the TSF monitor user data stored within containers
controlled by the TSF for identified integrity errors.

FDP_SDI.2 Stored data integrity monitoring and action adds the additional capability to the first component by
allowing for actions to be taken as a result of an error detection.

10.11.3 Management of FDP_SDI.1

Tlhere are no management activities foreseen.

10.11.4 Management of FDP_SDI.2

—

he following actions could be considered for the management functions in FMT:
a) The actions to be taken upon the detection of an integrity error could be configurable.
10.11.5 Audit of FDP_SDI.1

Tlhe following actions should be auditable if FAU_GEN Security audit-data generation is includgd in the
RP/ST:

a) Minimal: Successful attempts to check the integrity of user-data, including an indication of the fesults of
the check.

b) Basic: All attempts to check the integrity of user dataincluding an indication of the results of the|check, if
performed.

d) Detailed: The type of integrity error that occurfed.
10.11.6 Audit of FDP_SDI.2

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
RP/ST:

a) Minimal: Successful attempts to check the integrity of user data, including an indication of the fesults of
the check.

B) Basic: All attempts\to check the integrity of user data, including an indication of the results of the|check, if
performed.

cd) Detailed: The'type of integrity error that occurred.

d) Detailed: The action taken upon detection of an integrity error.

10.41:7° FDP_SDI.1 Stored data integrity monitoring

Hierarchical to:  No other components.
Dependencies:  No dependencies.
10.11.7.1 FDP_SDI.1.1

The TSF shall monitor user data stored in containers controlled by the TSF for [assignment: integrity
errors] on all objects, based on the following attributes: [assignment: user data attributes].
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10.11.8

Hierarchi

FDP_SDI.2 Stored data integrity monitoring and action

calto: FDP_SDI.1 Stored data integrity monitoring

Dependencies: No dependencies.

10.11.8.1 FDP_SDI.2.1

The TSF shall monitor user data stored |n contalners controlled by the TSF for [assignment: integrity errors]

10.12.1

This fam
an exterrn

10.12.2

In FDP_
data whi

10.12.3
There ar
10.12.4

The folld
PP/ST:

a) Mini
b) Bas

c) Bas
tran

10.12.5

Hierarch

FDP_SDI.2.2

tection of a data integrity error, the TSF shall [assignment: action to be taken].
hter-TSF user data confidentiality transfer protection (FDP_UCT)
Family Behaviour

ily defines the requirements for ensuring the confidentiality of user dataswhen it is transferred usin
al channel between the TOE and another trusted IT product.

Component levelling

JCT.1 Basic data exchange confidentiality, the goal is to provide protection from disclosure of uss
e in transit.

Management of FDP_UCT.1
P no management activities foreseen.
Audit of FDP_UCT .1

wing actions should be auditable .if (EAU_GEN Security audit data generation is included in th

mal: The identity of any user.0rsubject using the data exchange mechanisms.

c: A reference tothehames or other indexing information useful in identifying the user data that wa
Emitted or received: This could include security attributes associated with the information.

FDP_UCT.1 Basic data exchange confidentiality

cal ot~ No other components.

c: The identity of any unauthorised user or subject attempting to use the data exchange mechanisms.

=

Dependé

46

pelos—F R C-Hnter-TFSFtrusted-channeh-or
FTP_TRP.1 Trusted path]

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
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10.12.5.1 FDP_UCT.1.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]
to be able to [selection: transmit, receive] user data in a manner protected from unauthorised
disclosure.

10.13 Inter-TSF user data integrity transfer protection (FDP_UIT)

10.13.1 Family Behaviour

his family defines the requirements for providing integrity for user data in transit between the-JOE and
nother trusted IT product and recovering from detectable errors. At a minimum, this family-monitors the
imtegrity of user data for modifications. Furthermore, this family supports different ways of correcting [detected
imtegrity errors.

10.13.2 Component levelling

-

DP_UIT.1 Data exchange integrity addresses detection of modifications, deletions, insertions, and replay
rrors of the user data transmitted.

(0]

-

DP_UIT.2 Source data exchange recovery addresses recovery of the griginal user data by the receiying TSF
ith help from the source trusted IT product.

<

DP_UIT.3 Destination data exchange recovery addresses recovery of the original user data by the feceiving
SF on its own without any help from the source trusted IT product.

—4 7

10.13.3 Management of FDP_UIT.1, FDP_UIT.2, FDP.UIT.3
Tlhere are no management activities foreseen.
10.13.4 Audit of FDP_UIT.1

Tlhe following actions should be auditableif FAU_GEN Security audit data generation is includgd in the
RP/ST:

a) Minimal: The identity of any user or subject using the data exchange mechanisms.

B) Basic: The identity of any.user or subject attempting to use the user data exchange mechanisms| but who
is unauthorised to do se.

cd) Basic: A reference’to the names or other indexing information useful in identifying the user data|that was
transmitted .orreceived. This could include security attributes associated with the user data.

d) Basic;Anyidentified attempts to block transmission of user data.

g) Deétailed: The types and/or effects of any detected modifications of transmitted user data.

10435 Auditof FDP UIT2 FDP UIT 3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The identity of any user or subject using the data exchange mechanisms.
b) Minimal: Successful recovery from errors including they type of error that was detected.

c) Basic: The identity of any user or subject attempting to use the user data exchange mechanisms, but who
is unauthorised to do so.
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d) Basic: A reference to the names or other indexing information useful in identifying the user data that was
transmitted or received. This could include security attributes associated with the user data.

e) Basic: Any identified attempts to block transmission of user data.
f)  Detailed: The types and/or effects of any detected modifications of transmitted user data.
10.13.6 FDP_UIT.1 Data exchange integrity

Hierarchical to: _No other components.

Dependgncies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]

10.13.6.1 FDP_UIT.1.1

The TSH shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]
to be jble to [selection: transmit, receive] user data in a manner protected from [selectior):
modification, deletion, insertion, replay] errors.

10.13.6.2 FDP_UIT.1.2

The TSH shall be able to determine on receipt of user data;;whether [selection: modification, deletion,
insertion, replay] has occurred.

10.13.7 | FDP_UIT.2 Source data exchange recovery.
Hierarchical to: No other components.

Dependgncies: [FDP_ACC.1 Subset accéss control, or
FDP_IFC.1 Subset.information flow control]
[FDP_UIT.1 Data-exchange integrity, or
FTP_ITG. \inter-TSF trusted channel]
10.13.7.1 FDP_UIT.21

The TSH shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s
to be aqle to recover from [assignment: list of recoverable errors] with the help of the source truste

| @ ]

IT product:

10.13.8 FDP_UIT.3 Destination data exchange recovery

Hierarchical to: FDP_UIT.2 Source data exchange recovery

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FDP_UIT.1 Data exchange integrity, or

FTP_ITC.1 Inter-TSF trusted channel]
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10.13.8.1 FDP_UIT.3.1
The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to be

able to recover from [assignment: list of recoverable errors] without any help from the source trusted IT
product.

11 Class FIA: Identification and authentication

Families in this class address the requirements for functions to establish and verify a claimed user identity.

entification and Authentication is required to ensure that users are associated with the proper| security
tributes (e.g. identity, groups, roles, security or integrity levels).

he unambiguous identification of authorised users and the correct association of security attribyites with
sers and subjects is critical to the enforcement of the intended security policies. The.families in this class
eal with determining and verifying the identity of users, determining their authority, toxinteract with the TOE,
nd with the correct association of security attributes for each authorised user. Other-classes of requirements
b.g. User Data Protection, Security Audit) are dependent upon correct identification and authentication of
sers in order to be effective.

—
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FIA AFL: Authentication failures 1
FIA ATD: User attribute definition 1
1
FIA SOS: Specification of secrets
2
1 2
3
4
FIA UAU: User authentication
5
6
7
FIA UID{Useridentification 1 2
FIA) USB: User-subject binding 1
Figure, 11 - FIA: Identification and authentication class decomposition
11.1 Adthentication failures (FIA_AFL)
11.1.1 Family Behaviour

This family contains requirements for defining values for some number of unsuccessful authentication
attempts and TSF actions in cases of authentication attempt failures. Parameters include, but are not limited
to, the number of failed authentication attempts and time thresholds.

11.1.2 Component levelling

FIA_AFL.1 Authentication failure handling, requires that the TSF be able to terminate the session
establishment process after a specified number of unsuccessful user authentication attempts. It also requires
that, after termination of the session establishment process, the TSF be able to disable the user account or
the point of entry (e.g. workstation) from which the attempts were made until an administrator-defined
condition occurs.
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11.1.3 Management of FIA_AFL.1

The following actions could be considered for the management functions in FMT:
a) management of the threshold for unsuccessful authentication attempts;

b) management of actions to be taken in the event of an authentication failure.

11.1.4 Audit of FIA_AFL.1

he following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
P/ST:

o

a) Minimal: the reaching of the threshold for the unsuccessful authentication attempts and the actipns (e.g.
disabling of a terminal) taken and the subsequent, if appropriate, restoration to the formal state| (e.g. re-
enabling of a terminal).

11.1.5 FIA_AFL.1 Authentication failure handling
Hierarchical to:  No other components.
Dependencies: FIA_UAU.1 Timing of authentication
11.1.5.1 FIA_AFL.1.1

Tlhe TSF shall detect when [selection: [assignment: positive integer number], an admipistrator
donfigurable positive integer within[assignment:. range of acceptable values]] unsugcessful
authentication attempts occur related to [assignment: list of authentication events].

11.1.5.2 FIA_AFL.1.2

When the defined number of unsuccessful authentication attempts has been [selectign: met,
slurpassed], the TSF shall [assignment: list of actions].

—

1.2 User attribute definition (FIA_ATD)
11.2.1 Family Behaviour
All authorised users may.have a set of security attributes, other than the user's identity, that is used tg enforce

he SFRs. This family-defines the requirements for associating user security attributes with users as needed to
upport the TSF in-making security decisions.

[ =5

11.2.2 Component levelling
HIA_ATDX\User attribute definition, allows user security attributes for each user to be maintained indiyvidually.

11.2.3- Management of FIA_ATD.1

The following actions could be considered for the management functions in FMT:

a) if so indicated in the assignment, the authorised administrator might be able to define additional security
attributes for users.

11.2.4 Audit of FIA_ATD.1

There are no auditable events foreseen.
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11.2.5 FIA_ATD.1 User attribute definition
Hierarchical to:  No other components.
Dependencies: No dependencies.
11.2.51 FIA_ATD.1.1

The TSF shall maintain the following list of security attributes belonging to individual users:
[assignment: list of security attributes].

11.3 Specification of secrets (FIA_SOS)
11.3.1 Family Behaviour

This famjly defines requirements for mechanisms that enforce defined quality metrics on provided secrets and
generate| secrets to satisfy the defined metric.

11.3.2 Qomponent levelling
FIA_SO$.1 Verification of secrets, requires the TSF to verify that secrets meet défined quality metrics.

FIA_SO$.2 TSF Generation of secrets, requires the TSF to be able to,génerate secrets that meet defined
quality mletrics.

11.3.3 Management of FIA_SOS.1

The following actions could be considered for the managementfunctions in FMT:

a) the management of the metric used to verify the secrets.

11.3.4 Management of FIA_SOS.2

The following actions could be considered forthe'management functions in FMT:
a) the management of the metric used to.generate the secrets.

11.3.5 Audit of FIA_SOS.1, FIA ,808.2

4%

The follqwing actions should be auditable if FAU_GEN Security audit data generation is included in th
PP/ST:

a) Minimal: Rejection/by the TSF of any tested secret;
b) Basic: Rejection or acceptance by the TSF of any tested secret;

c) Detgiled:dentification of any changes to the defined quality metrics.

11.3.6 FIA_SOS.1 Verification of secrets
Hierarchical to:  No other components.
Dependencies: No dependencies.
11.3.6.1 FIA_S0OS.1.1

The TSF shall provide a mechanism to verify that secrets meet [assignment: a defined quality metric].
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11.3.7 FIA_S0S.2 TSF Generation of secrets
Hierarchical to:  No other components.
Dependencies: No dependencies.

11.3.71 FIA_S0S.2.1

2008(E)

The TSF shall provide a mechanism to generate secrets that meet [assignment: a defined quality

metric].

11.3.7.2 FIA_S0S.2.2

he TSF shall be able to enforce the use of TSF generated secrets for [assignment: list
inctions].

— |

11.4 User authentication (FIA_UAU)

—

1.4.1 Family Behaviour

his family defines the types of user authentication mechanisms supported by the TSF. This fa
efines the required attributes on which the user authentication mechanisms must be based.

Q. —

—

1.4.2 Component levelling

-

IA_UAU.1 Timing of authentication, allows a user to perform certain actions prior to the authenticati
ser's identity.

o

-

IA_UAU.2 User authentication before any action,“requires that users are authenticated before g
ction will be allowed by the TSF.

Q

-

IA_UAU.3 Unforgeable authentication Unforgeable authentication, requires the authentication mech
e able to detect and prevent the use of authentication data that has been forged or copied.

o

-

IA_UAU.4 Single-use authenticationymechanisms, requires an authentication mechanism that oper
ngle-use authentication data.

n

-

IA_UAU.5 Multiple authentication mechanisms, requires that different authentication mechan
provided and used to authenticate user identities for specific events.

-

IA_UAU.6 Re-authenticating, requires the ability to specify events for which the user needs t
uthenticated.

Q

HIA UAU.Z-Rrotected authentication feedback, requires that only limited feedback information is pr
Ihe user_during the authentication.

—

11.4.3. Management of FIA_UAU .1

of TSF

mily also

on of the

ny other

anism to

ates with

isms be

b be re-

pvided to

The following actions could be considered for the management functions in FMT:
a) management of the authentication data by an administrator;

b) management of the authentication data by the associated user;

c) managing the list of actions that can be taken before the user is authenticated.
11.4.4 Management of FIA_UAU.2

The following actions could be considered for the management functions in FMT:
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a) management of the authentication data by an administrator;

b) management of the authentication data by the user associated with this data.
11.4.5 Management of FIA_UAU.3, FIA_UAU .4, FIA_UAU.7

There are no management activities foreseen.

11.4.6 Management of FIA_UAU.5

The following actions could be considered for the management functions in FMT:
a) the management of authentication mechanisms;

b) the management of the rules for authentication.

11.4.7 I\]r;nagement of FIA_UAU.6

The following actions could be considered for the management functions in FMT:

a) if ah authorised administrator could request re-authentication, the management includes a re
authientication request.

11.4.8 Audit of FIA_UAU.1

The follqwing actions should be auditable if FAU_GEN Security>audit data generation is included in the
PP/ST:

a) Minimal: Unsuccessful use of the authentication mechanism;

b) Basic: All use of the authentication mechanism;

c) Detgiled: All TSF mediated actions performed before authentication of the user.
11.4.9 Audit of FIA_UAU.2

The follgwing actions should be auditable if FAU_GEN Security audit data generation is included in th
PP/ST:

4%

a) Minimal: Unsuccessful use-of the authentication mechanism;
b) Basic: All use of theauthentication mechanism.
11.4.10 | Audit of FIA_UAU.3

The follqwing actions should be auditable if FAU_GEN Security audit data generation is included in th
PP/ST:

[

a) Minimal: Detection of fraudulent authentication data;
b) Basic: Allimmediate measures taken and results of checks on the fraudulent data.
11.4.11 Audit of FIA_UAU.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Attempts to reuse authentication data.
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11.4.12 Audit of FIA_UAU.5

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The final decision on authentication;
b) Basic: The result of each activated mechanism together with the final decision.

11.4.13 _Audit of FIA UAU.6

he following actions should be auditable if FAU_GEN Security audit data generation is in¢cludgd in the
P/ST:

o I

a) Minimal: Failure of reauthentication;

b) Basic: All reauthentication attempts.

11.4.14 Audit of FIA_UAU.7

Tlhere are no auditable events foreseen.

11.4.15 FIA_UAU.1 Timing of authentication
Hierarchical to:  No other components.
Dependencies: FIA_UID.1 Timing of identification
11.4.15.1 FIA_UAU.11

he TSF shall allow [assignment: list of TSF ‘mediated actions] on behalf of the user to be pgrformed
efore the user is authenticated.

fo il |

11.4.15.2 FIA_UAU.1.2

-

he TSF shall require each user to be successfully authenticated before allowing any other TSF-
nediated actions on behalf of that user.

=

11.4.16 FIA_UAU.2 User-authentication before any action
Hierarchical to: FIA-UAU.1 Timing of authentication
Dependencies:/~FIA_UID.1 Timing of identification

11.4.16 1°FIA_UAU.2.1

Tlhe TSF shall require each user to be successfully authenticated before allowing any other TSF-mediated
tions on behalf of that user

11.4.17 FIA_UAU.3 Unforgeable authentication
Hierarchical to:  No other components.
Dependencies:  No dependencies.

11.4.17.1 FIA_UAU.3.1

The TSF shall [selection: detect, prevent] use of authentication data that has been forged by any user
of the TSF.
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11.4.17.2 FIA_UAU.3.2

The TSF shall [selection: detect, prevent] use of authentication data that has been copied from any
other user of the TSF.

11.4.18 FIA_UAU.4 Single-use authentication mechanisms
Hierarchical to:  No other components.

Dependencies: No dependencies.

11.4.18.1 FIA_UAU.41

S

The TSF shall prevent reuse of authentication data related to [assignment: identified authenticatio
mechanjsm(s)].

11.4.19 | FIA_UAU.5 Multiple authentication mechanisms
Hierarchical to: No other components.

Dependgncies: No dependencies.

11.4.19.1 FIA_UAU.5.1

The TSK shall provide [assignment: list of multiple authentication mechanisms] to support user
authentication.

11.4.19.2 FIA_UAU.5.2

The TSH shall authenticate any user's claimed identity according to the [assignment: rules describing
how the(multiple authentication mechanisms providé’authentication].

11.4.20 | FIA_UAU.6 Re-authenticating
Hierarchical to: No other components.
Dependgncies: No dependencies.
11.4.20.1 FIA_UAU.6.1

The TSE shall re-authenticate the user under the conditions [assignment: list of conditions under
which re-authenticationmis’required].

11.4.21 | FIA_UAU.7 Protected authentication feedback

Hierarchical to:>~' No other components.

Depend ncies: EIA_UAUA Timing of authentication

11.4.21.1 FIA_UAU.71

The TSF shall provide only [assignment: list of feedback] to the user while the authentication is in
progress.
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11.5 User identification (FIA_UID)
11.5.1 Family Behaviour

This family defines the conditions under which users shall be required to identify themselves before
performing any other actions that are to be mediated by the TSF and which require user identification.

11.5.2 Component levelling

FIA_UID.1 Timing of identification, allows users to perform certain actions before being identified by the TSF.

-n

IA_UID.2 User identification before any action, requires that users identify themselves befere gny other
ction will be allowed by the TSF.

Q

—

1.5.3 Management of FIA_UID.1

—

he following actions could be considered for the management functions in FMT:
a) the management of the user identities;

b) if an authorised administrator can change the actions allowed befgre-identification, the managing of the
action lists.

—

1.5.4 Management of FIA_UID.2

—

he following actions could be considered for the management functions in FMT:
a) the management of the user identities.
101.5.5 Audit of FIA_UID.1, FIA_UID.2

Tlhe following actions should be auditable~if FAU_GEN Security audit data generation is includgd in the
RP/ST:

a) Minimal: Unsuccessful use of thejuser identification mechanism, including the user identity provided;
B) Basic: All use of the user.identification mechanism, including the user identity provided.
11.5.6 FIA_UID.1 Timing of identification

Hierarchical to:  Noother components.

Dependenciesi~No dependencies.

11.5.6.1.~FIA_UID.1.1

ol |

he TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the user to be pgrformed
foro th is identifiod.

11.5.6.2 FIA_UID.1.2

The TSF shall require each user to be successfully identified before allowing any other TSF-mediated
actions on behalf of that user.

11.5.7 FIA_UID.2 User identification before any action
Hierarchical to:  FIA_UID.1 Timing of identification

Dependencies: No dependencies.
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11.5.71 FIA_UID.2.1

The TSF shall require each user to be successfully identified before allowing any other TSF-mediated actions
on behalf of that user.

11.6 User-subject binding (FIA_USB)

11.6.1 Family Behaviour

©
9]
]
o]
Q,
)
—
o
©

(totally or partially) with this subject. This family defines requirements to create and maintaincth
associatipn of the user's security attributes to a subject acting on the user's behalf.

11.6.2 Qomponent levelling

FIA_USB.1 User-subject binding, requires the specification of any rules governing the assadgiation between
user attriputes and the subject attributes into which they are mapped.

11.6.3 Management of FIA_USB.1

The following actions could be considered for the management functions in FMT:
a) an duthorised administrator can define default subject security attributes.

b) an authorised administrator can change subject security attributes)

11.6.4 Audit of FIA_USB.1

The follqwing actions should be auditable if FAU_GEN Security audit data generation is included in th
PP/ST:

[

a) Minimal: Unsuccessful binding of user security attributes to a subject (e.g. creation of a subject).

b) Basic: Success and failure of binding of . User security attributes to a subject (e.g. success or failure tp
create a subject).

11.6.5 FIA_USB.1 User-subject binding
Hierarchical to: No other components.
Dependgncies: FIA_ATD, 1\ User attribute definition
11.6.5.1| FIA_USB.1A4

The TSF shall.associate the following user security attributes with subjects acting on the behalf qgf
that usef: [assignment: list of user security attributes].

11.6.5.2_FEIA_USB1.2

The TSF shall enforce the following rules on the initial association of user security attributes with
subjects acting on the behalf of users: [assignment: rules for the initial association of attributes].

11.6.5.3 FIA_USB.1.3

The TSF shall enforce the following rules governing changes to the user security attributes associated
with subjects acting on the behalf of users: [assignment: rules for the changing of attributes].
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12 Class FMT: Security management

This class is intended to specify the management of several aspects of the TSF: security attributes, TSF data
and functions. The different management roles and their interaction, such as separation of capability, can be
specified.

This class has several objectives:

a

)

management of TSF data, which include, for example, banners;

b

)

management of security attributes, which include, for example, the Access Control Lists, and-(]
Lists;

management of functions of the TSF, which includes, for example, the selection of functions, andg
conditions influencing the behaviour of the TSF;

definition of security roles.
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FMT MOF: Management of functions in TSF 1
1
2
FM'T MSA: Management of security attributes
3
4
1
FMT MTD: Management of TSF data 2
3
FMT REV: Revocation 1
FMT SAE: Security attribute expiration 1
FMT SMF: Specification of Management Functions 1
1 2
T SMR: Security management roles <
3
Figure 12 - FMT: Security management class decomposition

12.1 Management of functions in TSF (FMT_MOF)
12.1.1 Family Behaviour

This family allows authorised users control over the management of functions in the TSF. Examples of
functions in the TSF include the audit functions and the multiple authentication functions.

12.1.2 Component levelling

FMT_MOF.1 Management of security functions behaviour allows the authorised users (roles) to manage the
behaviour of functions in the TSF that use rules or have specified conditions that may be manageable.
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2.1.3 Management of FMT_MOF.1

The following actions could be considered for the management functions in FMT:

a

1

) managing the group of roles that can interact with the functions in the TSF;

2.1.4 Audit of FMT_MOF.1

2008(E)

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

b Sl o |

—

1

T

1

w7

-

D T

-

V]

nmight include capabilities for viewing and,modifying of security attributes.

) Basic: All modifications in the behaviour of the functions in the TSF.
2.1.5 FMT_MOF.1 Management of security functions behaviour
ierarchical to:  No other components.
ependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
2.1.51 FMT_MOF.1.1
ehaviour of] the functions [assignment: list of functions]to [assignment: the authorised i
bles].
2.2 Management of security attributes (FMT_MSA)
2.2.1 Family Behaviour

his family allows authorised users controlover the management of security attributes. This man|

2.2.2 Component levelling

MT_MSA.1 Management ofisecurity attributes allows authorised users (roles) to manage the
ecurity attributes.

MT_MSA.2 Securesseeurity attributes ensures that values assigned to security attributes are
bspect to the secure state.

MT_MSA.3 Static attribute initialisation ensures that the default values of security attributes are app
ither permissive or restrictive in nature.

MT_MSA.4 Security attribute value inheritance allows the rules/policies to be specified that will di
alue to be inherited by a security attribute.

he TSF shall restrict the ability to [selection: determine the'behaviour of, disable, enable, modify the

Hentified

agement

specified

alid with

opriately

ctate the

1

2.2.3 Management of FMT_MSA.1

The following actions could be considered for the management functions in FMT:

a

b

1

) managing the group of roles that can interact with the security attributes;
) management of rules by which security attributes inherit specified values.

2.2.4 Management of FMT_MSA.2

The following actions could be considered for the management functions in FMT:
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a) man

agement of rules by which security attributes inherit specified values.

12.2.5 Management of FMT_MSA.3

The following actions could be considered for the management functions in FMT:

a) man

b) man

aging the group of roles that can specify initial values;

aging the permissive or restrictive setting of default values for a given access control SFP;

12.2.6
The follo

a) speq

c) ma;lagement of rules by which security attributes inherit specified values.

anagement of FMT_MSA.4
wing actions could be considered for the management functions in FMT:

ification of the role permitted to establish or modify security attributes.

12.2.7 Audit of FMT_MSA.1

The folld
PP/ST:

a) Bas

wing actions should be auditable if FAU_GEN Security audit data @eneration is included in th

c: All modifications of the values of security attributes.

12.2.8 Audit of FMT_MSA.2

The folld
PP/ST:

a) Mini

b) Dets

wing actions should be auditable if FAU_GEN Security audit data generation is included in th

mal: All offered and rejected values for a security attribute.

iled: All offered and accepted secure values for a security attribute.

12.2.9 Audit of FMT_MSA.3

The folld
PP/ST:

a) Bas
b) Bas
12.2.10

The folld
PP/ST:

wing actions should be auditable if FAU_GEN Security audit data generation is included in th

c: Modifications of the default setting of permissive or restrictive rules.
c: All modifications of the initial values of security attributes.
Audit of EMT_MSA.4

wing \aetions should be auditable if FAU_GEN Security audit data generation is included in th

[4%

[

4%

[

a) Basic: Modifications of security attributes, possibly with the old and/or values of security attributes that
were modified.

12.2.11

FMT_MSA.1 Management of security attributes

Hierarchical to:  No other components.

Dependencies: [FDP_ACC.1 Subset access control, or

62

FDP_IFC.1 Subset information flow control]
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FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
12.2.11.1 FMT_MSA.1.1
The TSF shall enforce the [assignment: access control SFP(s), information flow control SFP(s)] to
restrict the ability to [selection: change_default, query, modify, delete, [assignment: other operations]]

the security attributes [assignment: list of security attributes] to [assignment: the authorised
identified roles].

12.2.12 FMT_MSA.2 Secure security attributes

Hierarchical to:  No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

12.2.12.1 FMT_MSA.2.1

Tlhe TSF shall ensure that only secure values are accepted for [assignment: list of security attributes].
12.2.13 FMT_MSA.3 Static attribute initialisation
Hierarchical to:  No other components.

Dependencies: FMT_MSA.1 Management.of security attributes
FMT_SMR.1 Security roles

12.2.13.1 FMT_MSA.3.1

Tlhe TSF shall enforce the'\[assignment: access control SFP, information flow control SFP] to| provide
[selection, choose one of: restrictive, permissive, [assignment: other property]] default vdlues for
siecurity attributes that.are used to enforce the SFP.

12.2.13.2 FMT_MSA.3.2

The TSF shall allow the [assignment: the authorised identified roles] to specify alternative initial
Values to-override the default values when an object or information is created.

12.2.14 FMT_MSA.4 Security attribute value inheritance

Hierarchical to:  No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

12.2.14.1 FMT_MSA.4.1

The TSF shall use the following rules to set the value of security attributes: [assignment: rules for
setting the values of security attributes]
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12.3 Management of TSF data (FMT_MTD)
12.3.1 Family Behaviour

This family allows authorised users (roles) control over the management of TSF data. Examples of TSF data
include audit information, clock and other TSF configuration parameters.

12.3.2 Component levelling

FMT_MTD.1 Management of TSF data allows authorised users to manage TSF data

FMT_MTD.2 Management of limits on TSF data specifies the action to be taken if limits on TSF datajare
reached ppr exceeded.

FMT_MTD.3 Secure TSF data ensures that values assigned to TSF data are valid with respect'to the securge
state.

12.3.3 Management of FMT_MTD.1

The following actions could be considered for the management functions in FMT:
a) marlfaging the group of roles that can interact with the TSF data.

12.3.4 Management of FMT_MTD.2

The following actions could be considered for the management functions in FMT:
a) marlaging the group of roles that can interact with the limit§’on the TSF data.
12.3.5 Management of FMT_MTD.3

There arg no management activities foreseen.

12.3.6 Audit of FMT_MTD.1

The follqwing actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: All modifications to the values of TSF data.
12.3.7 Audit of FMT_MTD,2

The follqwing actions\should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: All'madifications to the limits on TSF data.

b) Basle—Almodifications-in-the-actions-to-be-taken-in-case-ofviolation-of-the limits-
12.3.8 Audit of FMT_MTD.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: All rejected values of TSF data.
12.3.9 FMT_MTD.1 Management of TSF data

Hierarchical to:  No other components.
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
12.3.9.1 FMT_MTD.1.1
The TSF shall restrict the ability to [selection: change_default, query, modify, delete, clear,

[assignment: other operations]] the [assignment: list of TSF data] to [assignment: the authorised
identified roles].

12.3.10 FMT_MTD.2 Management of limits on TSF data
Hierarchical to:  No other components.

Dependencies: FMT_MTD.1 Management of TSF data
FMT_SMR.1 Security roles

12.3.10.1 FMT_MTD.2.1

he TSF shall restrict the specification of the limits for [assignment:-list of TSF data] to [assignment:
he authorised identified roles].

o~

12.3.10.2 FMT_MTD.2.2

Tlhe TSF shall take the following actions, if the TSF:\data are at, or exceed, the indicated limits:
[@assignment: actions to be taken].

12.3.11 FMT_MTD.3 Secure TSF data

Hierarchical to:  No other components.

Dependencies: FMT_MTD.1 Management of TSF data

12.3.11.1 FMT_MTD.3.1

Tlhe TSF shall ensure that only. secure values are accepted for [assignment: list of TSF data].
12.4 Revocation (FMT_REV)

12.4.1 Family Behaviour

Tlhis family ad@resses revocation of security attributes for a variety of entities within a TOE.

12.4.2 Component levelling

AMT. REV.1 Revocation provides for revocation of security attributes to be enforced at some point in {ime.

12.4.3 Management of FMT_REV.1

The following actions could be considered for the management functions in FMT:

a) managing the group of roles that can invoke revocation of security attributes;

b) managing the lists of users, subjects, objects and other resources for which revocation is possible;

c) managing the revocation rules.
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12.4.4 Audit of FMT_REV.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Unsuccessful revocation of security attributes.
b) Basic: All attempts to revoke security attributes.

12.4.5 FMT_REV.1 Revocation

Hierarchical to: No other components.
Dependgncies: FMT_SMR.1 Security roles

12.4.51| FMT_REV.1.1

The TSH shall restrict the ability to revoke [assignment: list of security attributes} associated with thE
[selectign: users, subjects, objects, [assignment: other additional resources]] under the control of th
TSF to [assignment: the authorised identified roles].

12.4.5.2| FMT_REV.1.2

The TSH shall enforce the rules [assignment: specification of revocation rules].

12.5 Security attribute expiration (FMT_SAE)

12.5.1 Family Behaviour

This famjly addresses the capability to enforce time limits-for the validity of security attributes.

12.5.2 Qomponent levelling

FMT_SAE.1 Time-limited authorisation providés the capability for an authorised user to specify an expiratio
time on gpecified security attributes.

=}

12.5.3 Management of FMT_SAE.1

The following actions could be cansidered for the management functions in FMT:
a) marfaging the list of security attributes for which expiration is to be supported;
b) the actions to be taken if the expiration time has passed.

12.5.4 Audit of FMT_SAE.1

The follqwing* actions should be auditable if FAU_GEN Security audit data generation is included in th
PP/ST:

4%

a) Basic: Specification of the expiration time for an attribute;
b) Basic: Action taken due to attribute expiration.

12.5.5 FMT_SAE.1 Time-limited authorisation

Hierarchical to:  No other components.

Dependencies: FMT_SMR.1 Security roles
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FPT_STM.1 Reliable time stamps
12.5.51 FMT_SAE.1.1

The TSF shall restrict the capability to specify an expiration time for [assignment: list of

security

attributes for which expiration is to be supported] to [assignment: the authorised identified roles].

12.5.5.2 FMT_SAE.1.2

For each of these security attributes, the TSF shall be able to [assignment: list of actions to be taken

for each security attribute] after the expiration time for the indicated security attribute has pas
12.6 Specification of Management Functions (FMT_SMF)

12.6.1 Family Behaviour

flnctions provide TSFI that allow administrators to define the parameters that control the operation of

Tlhis family allows the specification of the management functions to be provided)by’the TOE. Management

security-

related aspects of the TOE, such as data protection attributes, TOE protectiofiattributes, audit attribdites, and
identification and authentication attributes. Management functions also inelude those functions perfgrmed by

n operator to ensure continued operation of the TOE, such as backup-and recovery. This family

works in

njunction with the other components in the FMT: Security management class: the component in this family

lls out the management functions, and other families in FMT: Security management restrict the abil
these management functions.

12.6.3 Management of FMT_SMF.1
Tlhere are no management activities foreseen.
12.6.4 Audit of FMT_SMF.1

Tlhe following actions shouldsbe' auditable if FAU_GEN Security audit data generation is includsg
RP/ST:

a) Minimal: Use of the.management functions.
12.6.5 FMT_SMF.1-Specification of Management Functions
Hierarchical.to: No other components.

Dependencies:  No dependencies.

ty to use

12.6.2 Component levelling
AMT_SMF.1 Specification of Management Functions¢requires that the TSF provide specific management
functions.

d in the

12651 FMT SMF 11

The TSF shall be capable of performing the following management functions: [assignment: list of

management functions to be provided by the TSF].
12.7 Security management roles (FMT_SMR)

12.7.1 Family Behaviour

This family is intended to control the assignment of different roles to users. The capabilities of these roles with

respect to security management are described in the other families in this class.
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12.7.2 Component levelling
FMT_SMR.1 Security roles specifies the roles with respect to security that the TSF recognises.

FMT_SMR.2 Restrictions on security roles specifies that in addition to the specification of the roles, there are
rules that control the relationship between the roles.

FMT_SMR.3 Assuming roles, requires that an explicit request is given to the TSF to assume a role.

12.7.3 Management of FMT_SMR.1

The following actions could be considered for the management functions in FMT:
a) marlfaging the group of users that are part of a role.

12.7.4 Management of FMT_SMR.2

The following actions could be considered for the management functions in FMT:
a) marlfaging the group of users that are part of a role;

b) managing the conditions that the roles must satisfy.

12.7.5 Management of FMT_SMR.3

There arg no management activities foreseen.

12.7.6 Audit of FMT_SMR.1

[

The follqwing actions should be auditable if FAU_GENtISecurity audit data generation is included in th
PP/ST:

a) Minimal: modifications to the group of users that are part of a role.
b) Detailed: every use of the rights of a role;

12.7.7 Audit of FMT_SMR.2

4%

The follgwing actions should be ‘auditable if FAU_GEN Security audit data generation is included in th
PP/ST:

a) Minimal: modificatians to the group of users that are part of a role.
b) Minimal: unsuecessful attempts to use a role due to the given conditions on the roles.

c) Detgiled: &very use of the rights of a role.

12.7.8 Auditof FMT_QMD 3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: explicit request to assume a role.
12.7.9 FMT_SMR.1 Security roles
Hierarchical to:  No other components.

Dependencies: FIA_UID.1 Timing of identification
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12.7.9.1 FMT_SMR.1.1

T

he TSF shall maintain the roles [assignment: the authorised identified roles].

12.7.9.2 FMT_SMR.1.2

T

he TSF shall be able to associate users with roles.

12.7.10 FMT_SMR.2 Restrictions on security roles

F

O

—

1

T

12.7.10.1 FMT_SMR.2.1

12.7.10.2 FMT_SMR.2.2

12.7.10.3 FMT_SMR.2.3

12.7.11 FMT_SMR.3 Assuming roles

12.7.11.1 FMT_SMR.3.1

misuse of identity by other users.

ierarchical to: FMT_SMR.1 Security roles

ependencies: FIA_UID.1 Timing of identification

he TSF shall maintain the roles: [assignment: authorised identified roles].

he TSF shall be able to associate users with roles.

he TSF shall ensure that the conditions [assignment: conditions for the different roles] are s3tisfied.

ierarchical to:  No other components.

ependencies: FMT_SMR.1 Security roles

he TSF shall require an explicit request to assume the following roles: [assignment: the roles].

3 Class FPR: Privacy

his class contains privacy requirements. These requirements provide a user protection against discovery and
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FPR_ANO: Anonymity 1 2
2
FPR_PSE: Pseudonymity 1 <
3
FPR_UNL: Utlinkability 1
1 2
FPR_TUNO: Unobservability 3
4

Figure 13 - FPR: Privacy class decomposition
13.1 Anonymity (FPR_ANO)

13.1.1 Family Behaviour

D

This family ensures that a user may use a resource oriservice without disclosing the user's identity. Th
requirements for Anonymity provide protection of the user identity. Anonymity is not intended to protect th
subject identity.

9]

13.1.2 GQomponent levelling

FPR_ANO.1 Anonymity, requires that other users or subjects are unable to determine the identity of a use
bound to|a subject or operation.

=

FPR_ANO.2 Anonymity without seliciting information enhances the requirements of FPR_ANO.1 Anonymity
by ensur|ng that the TSF does hot ask for the user identity.

13.1.3 Management of FPR_ANO.1, FPR_ANO.2

There arg no management activities foreseen.

13.1.4 Audit of FPR_ANO.1, FPR_ANO.2

The folldwing 2
PP/ST:

a) Minimal: The invocation of the anonymity mechanism.
13.1.5 FPR_ANO.1 Anonymity
Hierarchical to:  No other components.

Dependencies: No dependencies.
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13.1.5.1 FPR_ANO.1.1

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine
user name bound to [assignment: list of subjects and/or operations and/or objects].

13.1.6 FPR_ANO.2 Anonymity without soliciting information
Hierarchical to: FPR_ANO.1 Anonymity

Dependencies: No dependencies.

2008(E)

the real

13.1.6.1 FPR_ANO.2.1

—

he TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the
name bound to [assignment: list of subjects and/or operations and/or objects].

13.1.6.2 FPR_ANO.2.2

any reference to the real user name.

13.2 Pseudonymity (FPR_PSE)

—

3.2.1 Family Behaviour

his family ensures that a user may use a resource or service' without disclosing its user identity, bu
e accountable for that use.

o -

—

3.2.2 Component levelling

-

PR_PSE.1 Pseudonymity requires that a set of-Users and/or subjects are unable to determine the i
user bound to a subject or operation, but that this user is still accountable for its actions.

Q

HPR_PSE.2 Reversible pseudonymity,(requires the TSF to provide a capability to determine the orig
dentity based on a provided alias.

APR_PSE.3 Alias pseudonymity; requires the TSF to follow certain construction rules for the alias to
dentity.

—

3.2.3 Management-of FPR_PSE.1, FPR_PSE.2, FPR_PSE.3
Tlhere are no management activities foreseen.
13.2.4 Audifiof FPR_PSE.1, FPR_PSE.2, FPR_PSE.3

he follewing actions should be auditable if FAU_GEN Security audit data generation is includg
P/ST:

o

real user

Tlhe TSF shall provide [assignment: list of services] to [assignment: list{of subjects] without goliciting

can still

jentity of

inal user

the user

d in the

a) Minimal: The subject/user that requested resolution of the user identity should be audited.
13.2.5 FPR_PSE.1 Pseudonymity
Hierarchical to:  No other components.

Dependencies:  No dependencies.
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13.2.5.1 FPR_PSE.1.1

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real
user name bound to [assignment: list of subjects and/or operations and/or objects].

13.2.5.2 FPR_PSE.1.2

The TSF shall be able to provide [assignment: number of aliases] aliases of the real user name to
[assignment: list of subjects].

13.2.5.3| FPR_PSE.1.3

The TSH shall [selection, choose one of: determine an alias for a user, accept the alias from the-user]
and verify that it conforms to the [assignment: alias metric].

13.2.6 FPR_PSE.2 Reversible pseudonymity
Hierarchical to: FPR_PSE.1 Pseudonymity
Dependgncies: FIA_UID.1 Timing of identification

13.2.6.1| FPR_PSE.2.1

=

The TSH shall ensure that [assignment: set of users and/or subjects],aré unable to determine the real use
name bound to [assignment: list of subjects and/or operations and/or.objects].

13.2.6.2( FPR_PSE.2.2

The TSK shall be able to provide [assignment: number of aliases] aliases of the real user name to
[assignmlent: list of subjects].

13.2.6.3| FPR_PSE.2.3

The TSH shall [selection, choose one of: detefmine an alias for a user, accept the alias from the user] and
verify thgt it conforms to the [assignment: afias metric].

13.2.6.4| FPR_PSE.2.4
The TSF shall provide [selection: an authorised user, [assignment: list of trusted subjects]]

capability to determine the'\user identity based on the provided alias only under the followinpg
[assignment: list of conditions].

[Y)

13.2.7 FPR_PSE.3 Alias’pseudonymity
Hierarchical to: _\FPR_PSE.1 Pseudonymity

Dependgneies:” No dependencies.

13.2.71 FPR_PSE.3.1

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real user
name bound to [assignment: list of subjects and/or operations and/or objects].

13.2.7.2 FPR_PSE.3.2

The TSF shall be able to provide [assignment: number of aliases] aliases of the real user name to
[assignment: list of subjects].
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13.2.7.3 FPR_PSE.3.3

The TSF shall [selection, choose one of: determine an alias for a user, accept the alias from the user] and
verify that it conforms to the [assignment: alias metric].

13.2.7.4 FPR_PSE.3.4
The TSF shall provide an alias to the real user name which shall be identical to an alias provided

previously under the following [assignment: list of conditions] otherwise the alias provided shall be
unrelated to previously provided aliases.

13.3 Unlinkability (FPR_UNL)

13.3.1 Family Behaviour

—

his family ensures that a user may make multiple uses of resources or services without others being able to
ink these uses together.

—

3.3.2 Component levelling

-

PR _UNL.1 Unlinkability, requires that users and/or subjects are unable to-determine whether the same user
aused certain specific operations.

Q

—

3.3.3 Management of FPR_UNL.1

—

he following actions could be considered for the management functions in FMT:

Q

) the management of the unlinkability function.
13.3.4 Audit of FPR_UNL.1

he following actions should be auditable~if FAU_GEN Security audit data generation is includgd in the
P/ST:

I

a) Minimal: The invocation of the Gnlinkability mechanism.
13.3.5 FPR_UNL.1 Unlinkability

Hierarchical to:  No other-components.

Dependencies: Nodependencies.

13.3.5.1 FPRZUNL.1.1

Tlhe TSE shall ensure that [assignment: set of users and/or subjects] are unable to determine whether

[assignment: list of operations][selection: were caused by the same user, are relpted as
bllows[assignment: list of relations]].

~

13.4 Unobservability (FPR_UNO)
13.4.1 Family Behaviour

This family ensures that a user may use a resource or service without others, especially third parties, being
able to observe that the resource or service is being used.

13.4.2 Component levelling

FPR_UNO.1 Unobservability, requires that users and/or subjects cannot determine whether an operation is
being performed.
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FPR_UNO.2 Allocation of information impacting unobservability, requires that the TSF provide specific
mechanisms to avoid the concentration of privacy related information within the TOE. Such concentrations
might impact unobservability if a security compromise occurs.

FPR_UNO.3 Unobservability without soliciting information, requires that the TSF does not try to obtain privacy
related information that might be used to compromise unobservability.

FPR_UNO.4 Authorised user observability, requires the TSF to provide one or more authorised users with a
capability to observe the usage of resources and/or services.

13.4.3 Management of FPR_UNO.1, FPR_UNO.2

The following actions could be considered for the management functions in FMT:;
a) the mmanagement of the behaviour of the unobservability function.

13.4.4 I\]r;nagement of FPR_UNO.3

There arge no management activities foreseen.

13.4.5 Management of FPR_UNO.4

The following actions could be considered for the management functions in EMT:

a) the ljst of authorised users that are capable of determining the occurrence of operations.

13.4.6 Audit of FPR_UNO.1, FPR_UNO.2

The follqwing actions should be auditable if FAU_GEN Security audit data generation is included in th
PP/ST:

[

a) Minimal: The invocation of the unobservability mechanism.
13.4.7 Audit of FPR_UNO.3

There arg no auditable events foreseen,

13.4.8 Audit of FPR_UNO.4

The follqwing actions should- be auditable if FAU_GEN Security audit data generation is included in th
PP/ST:

4%

a) Minimal: The obsérvation of the use of a resource or service by a user or subject.
13.4.9 FPR_UNO:¥ Unobservability

Hierarchical to:° No other components.

Dependencies: No dependencies.

13.4.9.1 FPR_UNO.1.1

The TSF shall ensure that [assignment: list of users and/or subjects] are unable to observe the
operation [assignment: list of operations] on [assignment: list of objects] by [assignment: list of
protected users and/or subjects].

13.4.10 FPR_UNO.2 Allocation of information impacting unobservability

Hierarchical to: FPR_UNO.1 Unobservability
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Dependencies: No dependencies.

13.4.10.1 FPR_UNO.2.1

The TSF shall ensure that [assignment: list of users and/or subjects] are unable to observe the operation
[assignment: list of operations] on [assignment: list of objects] by [assignment: list of protected users and/or

subjects].

13.4.10.2 FPR_UNO.2.2

Tlhe TSF shall allocate the [assignment: unobservability related information] among differentLparts of
he TOE such that the following conditions hold during the lifetime of the information: [assignment:
Iist of conditions].

[

13.4.11 FPR_UNO.3 Unobservability without soliciting information
Hierarchical to:  No other components.

Dependencies: FPR_UNO.1 Unobservability

13.4.11.1 FPR_UNO.3.1

Tlhe TSF shall provide [assignment: list of services] to [assignment: list of subjects] without goliciting
any reference to [assignment: privacy related information].

13.4.12 FPR_UNO.4 Authorised user observability
Hierarchical to:  No other components.
Dependencies:  No dependencies.

13.4.12.1 FPR_UNO.4.1

-

he TSF shall provide [assignment:(set of authorised users] with the capability to observe the usage
f [assignment: list of resources@nd/or services].

o]

14 Class FPT: Protection of the TSF

—

his class contains families of functional requirements that relate to the integrity and management of the
echanisms that constitute the TSF and to the integrity of TSF data. In some sense, families in this cJass may
ppear to duplicatezecomponents in the FDP: User data protection class; they may even be implemented using
the same mechanisms. However, FDP: User data protection focuses on user data protection, while FPT:
rotection of the-TSF focuses on TSF data protection. In fact, components from the FPT: Protectipn of the
SF class~are necessary to provide requirements that the SFPs in the TOE cannot be tampered with or
ypassed:.

rom the point of view of this class, regarding to the TSF there are three significant elements:

a) The TSF's implementation, which executes and implements the mechanisms that enforce the SFRs.
b) The TSF's data, which are the administrative databases that guide the enforcement of the SFRs.

c) The external entities that the TSF may interact with in order to enforce the SFRs.
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FPT FLS: Fail secure 1
FPT ITA: Availability of exported TSF data 1
FPT ITC: Confidentiality of exported TSF data 1
FRT TTT: Integrity of exported TSE data 1 2
1 2
FPT ITT: Internal TOE TSF data transfer <
3
1 2
FPT PHP: TSF physical protection <
3
I 2 3
FPT RCV: Trusted recovery <
4
FPT RPL: Replay detection 1
FPT SSP: State synchromny, protocol 1 2
FPT STM: Tme stamps 1
FPT TDC:Inter-TSF TSF data consistency 1
FPT TEE: Testing of external entities 1
FRT TRC: Internal TOE TSF data replication consistency 1
FPT TST. TSF self test 1

Figure 14 - FPT: Protection of the TSF class decomposition
14.1 Fail secure (FPT_FLS)

14.1.1 Family Behaviour

The requirements of this family ensure that the TOE will always enforce its SFRs in the event of identified
categories of failures in the TSF.
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14.1.2 Component levelling

This family consists of only one component, FPT_FLS.1 Failure with preservation of secure state, which
requires that the TSF preserve a secure state in the face of the identified failures.

14.1.3 Management of FPT_FLS.1
There are no management activities foreseen.

14.1.4 Audit of FPT_FLS.1

he following actions should be auditable if FAU _GEN Security audit data generation is included in the
P/ST:

o I

a) Basic: Failure of the TSF.

14.1.5 FPT_FLS.1 Failure with preservation of secure state
Hierarchical to:  No other components.

Dependencies: No dependencies.

14.1.5.1 FPT_FLS.11

he TSF shall preserve a secure state when the following)types of failures occur: [assignment: list of
ypes of failures in the TSF].

|

14.2 Availability of exported TSF data (FPT_ITA)
14.2.1 Family Behaviour

Tlhis family defines the rules for the prevention of loss of availability of TSF data moving between the [TSF and
another trusted IT product. This data could; for example, be TSF critical data such as passwords, kgys, audit
data, or TSF executable code.
14.2.2 Component levelling
Tlhis family consists of only~ene component, FPT_ITA.1 Inter-TSF availability within a defined ayailability
metric. This component-reguires that the TSF ensure, to an identified degree of probability, the availability of
T|SF data provided toanother trusted IT product.
14.2.3 Management of FPT_ITA.1

Tlhe followingyactions could be considered for the management functions in FMT:

a) management of the list of types of TSF data that must be available to another trusted IT product.

14.2:4 _Auditof FPT ITA A1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: the absence of TSF data when required by a TOE.
14.2.5 FPT_ITA.1 Inter-TSF availability within a defined availability metric
Hierarchical to:  No other components.

Dependencies: No dependencies.

© ISO/IEC 2008 - All rights reserved 77


https://standardsiso.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:2008(E)

14.2.51 FPT_ITA11

The TSF shall ensure the availability of [assignment: list of types of TSF data] provided to another
trusted IT product within [assignment: a defined availability metric] given the following conditions
[assignment: conditions to ensure availability].

14.3 Confidentiality of exported TSF data (FPT_ITC)

14.3.1 Family Behaviour

=)

This family defines the rules for the protection from unauthorised disclosure of TSF data during transmissio
between|the TSF and another trusted IT product. This data could, for example, be TSF critical data sueh ajs
passwordls, keys, audit data, or TSF executable code.

14.3.2 GQomponent levelling
This famiily consists of only one component, FPT_ITC.1 Inter-TSF confidentiality during transmission, which

requires |that the TSF ensure that data transmitted between the TSF and another/trusted IT product i
protected from disclosure while in transit.

[

14.3.3 Management of FPT_ITC.1

There arg no management activities foreseen.

14.3.4 Audit of FPT_ITC.1

There arg no auditable events foreseen.

14.3.5 FPT_ITC.1 Inter-TSF confidentiality during transmission
Hierarchical to:  No other components.

Dependgncies: No dependencies.

14.3.5.1| FPT_ITC.1.1

The TSK shall protect all TSF data\transmitted from the TSF to another trusted IT product fror
unauthorised disclosure during transmission.

=)

14.4 Integrity of exported TSF data (FPT_ITI)
14.4.1 Family Behaviodr
This family defines\the rules for the protection, from unauthorised modification, of TSF data during

transmission between the TSF and another trusted IT product. This data could, for example, be TSF critical
data such as/passwords, keys, audit data, or TSF executable code.

14.4.2 Componentlevelling

FPT_ITL1 Inter-TSF detection of modification, provides the ability to detect modification of TSF data during
transmission between the TSF and another trusted IT product, under the assumption that another trusted IT
product is cognisant of the mechanism used.

FPT_ITIL.2 Inter-TSF detection and correction of modification, provides the ability for another trusted IT product

not only to detect modification, but to correct modified TSF data under the assumption that another trusted IT
product is cognisant of the mechanism used.
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14.4.3 Management of FPT_ITI.1

There are no management activities foreseen.

14.4.4 Management of FPT_ITI.2

The following actions could be considered for the management functions in FMT:

a) management of the types of TSF data that the TSF should try to correct if modified in transit;

B) management of the types of action that the TSF could take if TSF data is modified in transit.
14.4.5 Audit of FPT_ITI.1

Tlhe following actions should be auditable if FAU _GEN Security audit data generationyis includgd in the
AP/ST:

a) Minimal: the detection of modification of transmitted TSF data.
b) Basic: the action taken upon detection of modification of transmitted TSF data.
14.4.6 Audit of FPT_ITI.2

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
RP/ST:

a) Minimal: the detection of modification of transmitted TSF data.

b) Basic: the action taken upon detection of modification of transmitted TSF data.
d) Basic: the use of the correction mechanism.

14.4.7 FPT_ITL1 Inter-TSF detection of modification

Hierarchical to:  No other componéents.

Dependencies:  No dependehgies.

14.4.71 FPT_ITI.11

o =

he TSF shall provide the capability to detect modification of all TSF data during tranjmission
etween the TSFyand another trusted IT product within the following metric: [assignment: & defined
nodification metric].

=

14.4.7.2 “FPT_ITI.1.2

Tlhe TSF shall provide the capability to verify the integrity of all TSF data transmitted between|the TSF
and-another trusted IT product and perform [assignment: action to be taken] if modifications are
detected.

14.4.8 FPT_ITIL2 Inter-TSF detection and correction of modification

Hierarchical to:  FPT_ITI.1 Inter-TSF detection of modification

Dependencies: No dependencies.
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14.4.81 FPT_ITL.21

The TSF shall provide the capability to detect modification of all TSF data during transmission between the
TSF and another trusted IT product within the following metric: [assignment: a defined modification metric].

14.4.8.2 FPT_ITIL.2.2

The TSF shall provide the capability to verify the integrity of all TSF data transmitted between the TSF and
another trusted IT product and perform [assignment: action to be taken] if modifications are detected.

14.4.8.3| FPT_ITIL.2.3

The TSK shall provide the capability to correct [assignment: type of modification] of all TSF-data
transmitted between the TSF and another trusted IT product.

14.5 Internal TOE TSF data transfer (FPT_ITT)
14.5.1 Flamily Behaviour

This famjly provides requirements that address protection of TSF data when it is transferred between separate
parts of @ TOE across an internal channel.

14.5.2 GQomponent levelling

FPT_ITT].1 Basic internal TSF data transfer protection, requires that{DSF data be protected when transmitted
between|separate parts of the TOE.

FPT_ITT.2 TSF data transfer separation, requires that the TSF separate user data from TSF data during
transmisgion.

=

FPT_ITT|.3 TSF data integrity monitoring, requires that‘the TSF data transmitted between separate parts ¢
the TOE]|is monitored for identified integrity errors,

14.5.3 Management of FPT_ITT.1
The following actions could be considerged for the management functions in FMT:

a) marfagement of the types of modification against which the TSF should protect;

—

b) management of the meehanism used to provide the protection of the data in transit between differen
parts of the TSF.

14.5.4 Management of-FPT_ITT.2
The following actiens could be considered for the management functions in FMT:

a) marfagement of the types of modification against which the TSF should protect;

b) management of the mechanism used to provide the protection of the data in transit between different
parts of the TSF;

c) management of the separation mechanism.
14.5.5 Management of FPT_ITT.3
The following actions could be considered for the management functions in FMT:

a) management of the types of modification against which the TSF should protect;
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b) management of the mechanism used to provide the protection of the data in transit between different
parts of the TSF;

c) management of the types of modification of TSF data the TSF should try to detect;
d) management of the action>s that will be taken.
14.5.6 Audit of FPT_ITT.1, FPT_ITT.2

There are no auditable events foreseen.

14.5.7 Audit of FPT_ITT.3

he following actions should be auditable if FAU _GEN Security audit data generation ‘i$,includgd in the
P/ST:

o I

a) Minimal: the detection of modification of TSF data;

b) Basic: the action taken following detection of an integrity error.
14.5.8 FPT_ITT.1 Basic internal TSF data transfer protection
Hierarchical to:  No other components.

Dependencies: No dependencies.

14.5.8.1 FPT_ITT.1.1

Tlhe TSF shall protect TSF data from [selection: disclosure, modification] when it is transmitted
hetween separate parts of the TOE.

14.5.9 FPT_ITT.2 TSF data transfer separation
Hierarchical to: FPT_ITT.1 Basic intefnal TSF data transfer protection
Dependencies:  No dependencies.

14.5.91 FPT_ITT.21

—

he TSF shall protect\FSF data from [selection: disclosure, modification] when it is transmitted |between
eparate parts of the\TFOE.

n

14.5.9.2 FPTAAT.2.2

-

he TSE shall separate user data from TSF data when such data is transmitted between separate parts
f the TOE.

o

14510 _FPT ITT 3 TSE data_in_tegrify mnnifnring

Hierarchical to:  No other components.

Dependencies: FPT_ITT.1 Basic internal TSF data transfer protection

14.5.10.1 FPT_ITT.3.1

The TSF shall be able to detect [selection: modification of data, substitution of data, re-ordering of

data, deletion of data, [assignment: other integrity errors]] for TSF data transmitted between separate
parts of the TOE.
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14.5.10.2 FPT_ITT.3.2

Upon detection of a data integrity error, the TSF shall take the following actions: [assignment: specify
the action to be taken].

14.6 TSF physical protection (FPT_PHP)
14.6.1 Family Behaviour

TSF physical protection components refer to restrictions on unauthorised physical access to the TSF, and
the deterrence of, and resistance to, unauthorised physical modification, or substitution of the TSF.

The reqyirements of components in this family ensure that the TSF is protected from physical tampering and
interferemce. Satisfying the requirements of these components results in the TSF being packaged and-used ip
such a manner that physical tampering is detectable, or resistance to physical tampering is enforced. Withouit
these components, the protection functions of a TSF lose their effectiveness in environment$,where physical
damage [cannot be prevented. This family also provides requirements regarding how the T)SF)shall respond to
physical tampering attempts.

14.6.2 GQomponent levelling

FPT_PHP.1 Passive detection of physical attack, provides for features that indicate when a TSF device ¢
TSF element is subject to tampering. However, notification of tampering js fiot automatic; an authorised usg
must invpke a security administrative function or perform manual inspegtion to determining if tampering hal
occurred

" s s

FPT_PHP.2 Notification of physical attack, provides for automatic notification of tampering for an identified
subset of physical penetrations.

FPT_PHP.3 Resistance to physical attack, provides for features that prevent or resist physical tampering with
TSF devices and TSF elements.

14.6.3 Management of FPT_PHP.1

The following actions could be considered for,the management functions in FMT:

a) management of the user or role that'determines whether physical tampering has occurred.
14.6.4 Management of FPT_PHP-2

The following actions could-be-considered for the management functions in FMT:

a) marfagement of the-User or role that gets informed about intrusions;

b) management.of the list of devices that should inform the indicated user or role about the intrusion.

14.6.5 Nranagement of FPT_PHP.3

The following actions could be considered for the management functions in FMT:
a) management of the automatic responses to physical tampering.
14.6.6 Audit of FPT_PHP.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: if detection by IT means, detection of intrusion.
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14.6.7 Audit of FPT_PHP.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: detection of intrusion.
14.6.8 Audit of FPT_PHP.3

There are no auditable events foreseen.

14.6.9 FPT_PHP.1 Passive detection of physical attack
Hierarchical to:  No other components.

Dependencies: No dependencies.

14.6.9.1 FPT_PHP.1.1

Tlhe TSF shall provide unambiguous detection of physical tampering that might compromise the TSF.
14.6.9.2 FPT_PHP.1.2

Tlhe TSF shall provide the capability to determine whether, physical tampering with the TSF's|devices
dar TSF's elements has occurred.

14.6.10 FPT_PHP.2 Notification of physical attack
Hierarchical to: FPT_PHP.1 Passive detection of physical attack

Dependencies: FMT_MOF.1 Management of\security functions behaviour

—

4.6.10.1 FPT_PHP.2.1
Tlhe TSF shall provide unambiguou$ detection of physical tampering that might compromise the TSF.

14.6.10.2 FPT_PHP.2.2

—

he TSF shall provide the capability to determine whether physical tampering with the TSF's devices|or TSF's
lements has occurred.

D

14.6.10.3 FPT_PHP.2.3

m

or [assignment: list of TSF devices/elements for which active detection is required], the T|SF shall
monitor_the devices and elements and notify [assignment: a designated user or role] when physical
tampeting with the TSF's devices or TSF's elements has occurred.

14.611 _EPT PHP 3 Resistance to physical attack

Hierarchical to:  No other components.
Dependencies:  No dependencies.
14.6.11.1 FPT_PHP.3.1

The TSF shall resist [assignment: physical tampering scenarios] to the [assignment: list of TSF
devices/elements] by responding automatically such that the SFRs are always enforced.
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14.7 Trusted recovery (FPT_RCV)

14.7.1 Family Behaviour

The requirements of this family ensure that the TSF can determine that the TOE is started up without
protection compromise and can recover without protection compromise after discontinuity of operations. This

family is important because the start-up state of the TSF determines the protection of subsequent states.

14.7.2 Component levelling

FPT_RCNV.1 Manual recovery, allows a TOE to only provide mechanisms that involve human intervention-{p
return toa secure state.

9]

FPT_RCVM.2 Automated recovery, provides, for at least one type of service discontinuity, recovery tg a secur|
state without human intervention; recovery for other discontinuities may require human intervention.

2]

FPT_RCVM.3 Automated recovery without undue loss, also provides for automated recovery,) but strengthen
the requirements by disallowing undue loss of protected objects.

P

FPT_RCNM.4 Function recovery, provides for recovery at the level of particularfunctions, ensuring eithe
successl\IJI completion or rollback of TSF data to a secure state.

14.7.3 Management of FPT_RCV.1

The following actions could be considered for the management functionsin FMT:

a) management of who can access the restore capability withinthe maintenance mode.
14.7.4 Management of FPT_RCV.2, FPT_RCV.3

The following actions could be considered for the management functions in FMT:

a) marfagement of who can access the restore capability within the maintenance mode;

b) management of the list of failures/sérvice discontinuities that will be handled through the automatic
progedures.

14.7.5 Management of FPT_RCV:4
There arge no management agtivities foreseen.
14.7.6 Audit of FPT_RCV:1, FPT_RCV.2, FPT_RCV.3

The follgwing actiens "should be auditable if FAU_GEN Security audit data generation is included in th
PP/ST:

4%

a) Minimal; the fact that a failure or service discontinuity occurred;

b) Minimal: resumption of the regular operation;
c) Basic: type of failure or service discontinuity.
14.7.7 Audit of FPT_RCV.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: if possible, the impossibility to return to a secure state after a failure of the TSF;

84 © ISO/IEC 2008 - All rights reserved


https://standardsiso.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:2008(E)

b) Basic: if possible, the detection of a failure of a function.
14.7.8 FPT_RCV.1 Manual recovery

Hierarchical to:  No other components.

Dependencies: AGD_OPE.1 Operational user guidance

14.7.8.1 FPT_RCV.1.1

fter [assignment: list of failures/service discontinuities] the TSF shall enter a maintenang¢e mode
here the ability to return to a secure state is provided.

14.7.9 FPT_RCV.2 Automated recovery
Hierarchical to: FPT_RCV.1 Manual recovery
Dependencies: AGD_OPE.1 Operational user guidance

14.7.9.1 FPT_RCV.2.1

<

Vhen automated recovery from [assignment: list of failures/service «iscontinuities] is not possible| the TSF
hall enter a maintenance mode where the ability to return to a secufe) state is provided.

[7)]

14.7.9.2 FPT_RCV.2.2

-

or [assignment: list of failures/service discontinuities], the TSF shall ensure the return of th¢ TOE to
secure state using automated procedures.

QD

14.7.10 FPT_RCV.3 Automated recovery without undue loss
Hierarchical to: FPT_RCV.2 Automated recovery
Dependencies: AGD_OPE.1 Operational user guidance

14.7.10.1 FPT_RCV.3.1

<

Vhen automated recovery-from [assignment: list of failures/service discontinuities] is not possible,|the TSF
hall enter a maintenance mode where the ability to return to a secure state is provided.

n

14.7.10.2 FPT_RCV.3:2

-

or [assignment:=-list of failures/service discontinuities], the TSF shall ensure the return of the TOE toa secure
tate using-automated procedures.

n

14.7.10:3 FPT_RCV.3.3

The-functions provided by the TSF to recover from failure or service discontinuity shall ensure that
the secure initial state is restored without exceeding [assignment: quantification] for loss of TSF data
or objects under the control of the TSF.

14.7.10.4 FPT_RCV.3.4

The TSF shall provide the capability to determine the objects that were or were not capable of being
recovered.

14.7.11 FPT_RCV.4 Function recovery

Hierarchical to:  No other components.
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Dependencies: No dependencies.
14.7.11.1 FPT_RCV.4.1
The TSF shall ensure that [assignment: list of functions and failure scenarios] have the property that

the function either completes successfully, or for the indicated failure scenarios, recovers to a
consistent and secure state.

14.8 Replay detection (FPT_RPL)

14.8.1 Family Behaviour
This famjily addresses detection of replay for various types of entities (e.g. messages, service rfequests,
service fesponses) and subsequent actions to correct. In the case where replay may be detected, this
effectively prevents it.

14.8.2 Qomponent levelling

The family consists of only one component, FPT_RPL.1 Replay detection, which requires that the TSF shq
be able tp detect the replay of identified entities.

14.8.3 Management of FPT_RPL.1

The following actions could be considered for the management functions.in FMT:
a) marfagement of the list of identified entities for which replay shall be detected;
b) management of the list of actions that need to be taken in Gase of replay.
14.8.4 Audit of FPT_RPL.1

The follqwing actions should be auditable if FAUNGEN Security audit data generation is included in thie
PP/ST:

a) Basic: Detected replay attacks.

b) Detailed: Action to be taken based:on the specific actions.
14.8.5 FPT_RPL.1 Replay detection

Hierarchical to:  No othep-cemponents.

Dependgncies: No @ependencies.

14.8.5.1| FPT_.RPL.1.1

The TSF| shall detect replay for the following entities: [assignment: list of identified entities].

14.8.5.2 FPT_RPL.1.2

The TSF shall perform [assignment: list of specific actions] when replay is detected.

14.9 State synchrony protocol (FPT_SSP)

14.9.1 Family Behaviour

Distributed TOEs may give rise to greater complexity than monolithic TOEs through the potential for

differences in state between parts of the TOE, and through delays in communication. In most cases
synchronisation of state between distributed functions involves an exchange protocol, not a simple action.
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When malice exists in the distributed environment of these protocols, more complex defensive protocols are
required.

State synchrony protocol (FPT_SSP) establishes the requirement for certain critical functions of the TSF to
use this trusted protocol. State synchrony protocol (FPT_SSP) ensures that two distributed parts of the TOE
(e.g. hosts) have synchronised their states after a security-relevant action.

14.9.2 Component levelling

FPT_SSP.1 Simple trusted acknowledgement, requires only a simple acknowledgment by the data recipient.

HPT_SSP.2 Mutual trusted acknowledgement, requires mutual acknowledgment of the data exchangg.
14.9.3 Management of FPT_SSP.1, FPT_SSP.2
Tlhere are no management activities foreseen.
14.9.4 Audit of FPT_SSP.1, FPT_SSP.2

Tlhe following actions should be auditable if FAU GEN Security audit data” generation is includgd in the
RP/ST:

a) Minimal: failure to receive an acknowledgement when expected:!
14.9.5 FPT_SSP.1 Simple trusted acknowledgement

Hierarchical to:  No other components.

Dependencies: FPT_ITT.1 Basic internal TSF data transfer protection
14.9.5.1 FPT_SSP.1.1

he TSF shall acknowledge, when requested by another part of the TSF, the receipt of an unmodified
SF data transmission.

14.9.6 FPT_SSP.2 Mutual trusted acknowledgement

Hierarchical to: FPT_SSP\L.Simple trusted acknowledgement
Dependencies: FPFMTT.1 Basic internal TSF data transfer protection
14.9.6.1 FPT_SSP.2.1

he TSF shall"acknowledge, when requested by another part of the TSF, the receipt of an unmodified TSF
ata transmission.

[o |

14.9.6.2 FPT_SSP.2.2

The TSF shall ensure that the relevant parts of the TSF know the correct status of transmitted data
among its different parts, using acknowledgements.

14.10 Time stamps (FPT_STM)
14.10.1 Family Behaviour

This family addresses requirements for a reliable time stamp function within a TOE.
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14.10.2

This fam

Component levelling

ily consists of only one component, FPT_STM.1 Reliable time stamps, which requires that the TSF

provide reliable time stamps for TSF functions.

14.10.3

Management of FPT_STM.1

The following actions could be considered for the management functions in FMT:

a) man

agement of the time.

14.10.4

The folld
PP/ST:

a) Mini
b) Dets
14.10.5

Hierarch
Depends
14.10.5.1
The TSF
14.11 |
14.11.1

In a distn
data,_ au
requirem
different

14.11.2

FPT_TD

consistency of attributes-between TSFs.

14.11.3

There ar

Audit of FPT_STM.1

[4%

wing actions should be auditable if FAU_GEN Security audit data generation is included in th

mal: changes to the time.
iled: providing a timestamp.

FPT_STM.1 Reliable time stamps
calto:  No other components.
ncies: No dependencies.

FPT_STM.1.1

shall be able to provide reliable time stamps.
nter-TSF TSF data consistency (FPT_TDC)
Family Behaviour
buted environment, a TOE may need to exchange TSF data (e.g. the SFP-attributes associated with
dit information, identification information) with another trusted IT product, This family defines the
ents for sharing and consistent interpretation of these attributes between the TSF of the TOE and p

trusted IT product.

Component levelling

(]

C.1 Inter-TSF basic TSF data consistency, requires that the TSF provide the capability to ensur

Management of FPT_TDC.1

P N0 management activities foreseen.

14.11.4

Audit of FPT_TDC.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal: Successful use of TSF data consistency mechanisms.

b) Basi

c) Basi

88

c: Use of the TSF data consistency mechanisms.

c: Identification of which TSF data have been interpreted.
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d) Basic: Detection of modified TSF data.

14.11.5 FPT_TDC.1 Inter-TSF basic TSF data consistency
Hierarchical to:  No other components.

Dependencies: No dependencies.

14.11.5.1 FPT_TDC.11

he TSF shall provide the capability to consistently interpret [assignment: list of TSF data typés] when
hared between the TSF and another trusted IT product.

—

4.11.5.2 FPT_TDC.1.2

he TSF shall use [assignment: list of interpretation rules to be applied by the TSF] when interpreting
he TSF data from another trusted IT product.

-

14.12 Testing of external entities (FPT_TEE)

14.12.1 Family Behaviour

—

his family defines requirements for the TSF to perform tests on onelor more external entities.

—

his component is not intended to be applied to human users

xternal entities may include applications running on the’TOE, hardware or software running “underngath” the
OE (platforms, operating systems etc.) or applications/boxes connected to the TOE (intrusion ¢letection
ystems, firewalls, login servers, time servers etc.).

»w 4 m

14.12.2 Component levelling

HPT_TEE.1 Testing of external entities,.provides for testing of the external entities by the TSF.
14.12.3 Management of FPT_TEE.1

Tlhe following actions could befconsidered for the management functions in FMT:

d) management of the.conditions under which the testing of external entities occurs, such as durjng initial
start-up, regular interval, or under specified conditions;

B) managementofithe time interval if appropriate.
14.12.4 Audit of FPT_TEE.1

he following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
P/ST:

s I

a) Basic: Execution of the tests of the external entities and the results of the tests.
14.12.5 FPT_TEE.1 Testing of external entities
Hierarchical to:  No other components.

Dependencies:  No dependencies.
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14.12.5.1 FPT_TEE.11

The TSF shall run a suite of tests [selection: during initial start-up, periodically during normal
operation, at the request of an authorised user, [assignment: other conditions]] to check the
fulfillment of [assignment: list of properties of the external entities] .

14.12.5.2 FPT_TEE.1.2

If the test fails, the TSF shall [assignment: action(s)] .

14.13 Internal TOE TSF data replication consistency (FPT_TRC)
14.13.1 | Family Behaviour

The requirements of this family are needed to ensure the consistency of TSF data when.'such data i
replicated internal to the TOE. Such data may become inconsistent if the internal channel between parts of th
TOE begomes inoperative. If the TOE is internally structured as a network and parts of'‘the TOE networ
connectipns are broken, this may occur when parts become disabled.

A DD

14.13.2 | Component levelling

This famjily consists of only one component, FPT_TRC.1 Internal TSF consisténcy, which requires that the
TSF ensure the consistency of TSF data that is replicated in multiple locations.

14.13.3 | Management of FPT_TRC.1
There arge no management activities foreseen.
14.13.4 | Audit of FPT_TRC.1

The follqwing actions should be auditable if FAU_GEN Security audit data generation is included in th
PP/ST:

[

a) Minimal: restoring consistency upon reconnection.

b) Basic: Detected inconsistency between TSF data.

14.13.5 | FPT_TRC.1 Internal TSF'consistency

Hierarchical to: No other components.

Dependgncies: FPT_ITT+1 Basic internal TSF data transfer protection
14.13.5.1 FPT_TRCT1

The TSF shalllensure that TSF data is consistent when replicated between parts of the TOE.

14.13.5.2-EPT_TRC.1.2

When parts of the TOE containing replicated TSF data are disconnected, the TSF shall ensure the
consistency of the replicated TSF data upon reconnection before processing any requests for
[assignment: list of functions dependent on TSF data replication consistency].

14.14 TSF self test (FPT_TST)

14.14.1 Family Behaviour

The family defines the requirements for the self-testing of the TSF with respect to some expected correct
operation. Examples are interfaces to enforcement functions, and sample arithmetical operations on critical
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parts of the TOE. These tests can be carried out at start-up, periodically, at the request of the authorised user,
or when other conditions are met. The actions to be taken by the TOE as the result of self testing are defined

in other families.

The requirements of this family are also needed to detect the corruption of TSF executable code (i.e. TSF
software) and TSF data by various failures that do not necessarily stop the TOE's operation (which would be
handled by other families). These checks must be performed because these failures may not necessarily be
prevented. Such failures can occur either because of unforeseen failure modes or associated oversights in the
design of hardware, firmware, or software, or because of malicious corruption of the TSF due to inadequate

logical and/or physical protection.

14.14.2 Component levelling

-

PT_TST.1 TSF testing, provides the ability to test the TSF's correct operation. These tests
erformed at start-up, periodically, at the request of the authorised user, or when other ©anditions a
Iso provides the ability to verify the integrity of TSF data and executable code.

[\ e]

14.14.3 Management of FPT_TST.1

—

he following actions could be considered for the management functions in.FMT:

interval, or under specified conditions;
b) management of the time interval if appropriate.
14.14.4 Audit of FPT_TST.1

Tlhe following actions should be auditable if FAUXGEN Security audit data generation is includg
RP/ST:

a) Basic: Execution of the TSF self tests and the results of the tests.
14.14.5 FPT_TST.1 TSF testing

Hierarchical to:  No other components.

Dependencies:  No dependencies.

14.14.5.1 FPT_TST.1.1

Tlhe TSF shall run/a suite of self tests [selection: during initial start-up, periodically during
gdperation, attherequest of the authorised user, at the conditions[assignment: conditions undi
self test should occur]] to demonstrate the correct operation of [selection: [assignment: parts

the TSF]:

14,.14.5.2 FPT_TST.1.2

may be
'e met. It

a) management of the conditions under which TSF self testing occurs;. such as during initial start-up, regular

d in the

normal
br which
of TSF],

The TSF shall provide authorised users with the capability to verify the integrity of [selection:

[assignment: parts of TSF], TSF data].
14.14.5.3 FPT_TST.1.3

The TSF shall provide authorised users with the capability to verify the integrity of sto
executable code.
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15 Class FRU: Resource utilisation

This class provides three families that support the availability of required resources such as processing
capability and/or storage capacity. The family Fault Tolerance provides protection against unavailability of
capabilities caused by failure of the TOE. The family Priority of Service ensures that the resources will be
allocated to the more important or time-critical tasks and cannot be monopolised by lower priority tasks. The
family Resource Allocation provides limits on the use of available resources, therefore preventing users from
monopolising the resources.

FRU_FLT Fault tolerance 1 2
FRU_PRS: Priority of service 1 2
FRU RSA: Resource allocation 1 2

Figure 15 - FRU: Resource utilisation class decomposition
15.1 Fault tolerance (FRU_FLT)

15.1.1 Family Behaviour

=~

The reqlirements of this family ensure that the TOE will maintain correct operation even in the event g
failures.

15.1.2 Qomponent levelling

[

FRU_FLT .1 Degraded fault tolerance, requires the TOE to continue correct operation of identified capabilitie
in the event of identified failures.

FRU_FLT.2 Limited fault tolerance, requires\the TOE to continue correct operation of all capabilities in the
event of |dentified failures.

15.1.3 Management of FRU_FLT.1, FRU_FLT.2
There arge no management activities foreseen.

15.1.4 Audit of FRU_FLTFA

[

The follgwing actions-should be auditable if FAU_GEN Security audit data generation is included in th
PP/ST:

a) MinimalfAny failure detected by the TSF.

b) Basic: All TOE capabilities being discontinued due to a failure.
15.1.5 Audit of FRU_FLT.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Any failure detected by the TSF.
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15.1.6 FRU_FLT.1 Degraded fault tolerance
Hierarchical to:  No other components.
Dependencies: FPT_FLS.1 Failure with preservation of secure state

15.1.6.1 FRU_FLT.1.1

2008(E)

The TSF shall ensure the operation of [assignment: list of TOE capabilities] when the following

failures occur: [assignment: list of type of failures].

15.1.7 FRU_FLT.2 Limited fault tolerance

Hierarchical to: FRU_FLT.1 Degraded fault tolerance
Dependencies: FPT_FLS.1 Failure with preservation of secure state
15.1.71 FRU_FLT.2.1

The TSF shall ensure the operation of all the TOE's capabilities when the following failurg
[@ssignment: list of type of failures].

15.2 Priority of service (FRU_PRS)

15.2.1 Family Behaviour

C -

sers and subjects such that high priority activities undér the control of the TSF will always be acco
ithout undue interference or delay caused by low priority activities.

<

—

5.2.2 Component levelling

-

RU_PRS.1 Limited priority of service, provides priorities for a subject's use of a subset of the r
nder the control of the TSF.

o

-

RU_PRS.2 Full priority of seryice, provides priorities for a subject's use of all of the resources u
ontrol of the TSF.

Q

—

5.2.3 Management of FRU_PRS.1, FRU_PRS.2

—

he following actions\could be considered for the management functions in FMT:
a) assignmeht-of priorities to each subject in the TSF.
15.2.4 Audit of FRU_PRS.1, FRU_PRS.2

he_following actions should be auditable if FAU_GEN Security audit data generation is includg

S OCcCur:

he requirements of this family allow the TSF to control the use of resources under the control of th¢ TSF by

mplished

psources

nder the

d in the

o4

P/ST:

a) Minimal: Rejection of operation based on the use of priority within an allocation.

b) Basic: All attempted uses of the allocation function which involves the priority of the service functi
15.2.5 FRU_PRS.1 Limited priority of service

Hierarchical to:  No other components.

Dependencies: No dependencies.
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15.2.5.1

The TSF

15.2.5.2

FRU_PRS.1.1
shall assign a priority to each subject in the TSF.

FRU_PRS.1.2

The TSF shall ensure that each access to [assignment: controlled resources] shall be mediated on the

basis of
15.2.6 F
Hierarch
Depends
15.2.6.1

The TSF
15.2.6.2

The TSH
subjects

15.3 Re

15.3.1 Family Behaviour

The reqy
denial of]

15.3.2 G

FRU_RS
subjects

FRU_RS
users an
to monoy

15.3.3 Management of FRU-RSA.1

The follo
a) speq
adm

the subjects assigned priority.

RU_PRS.2 Full priority of service

calto: FRU_PRS.1 Limited priority of service
ncies: No dependencies.
FRU_PRS.2.1
shall assign a priority to each subject in the TSF.
FRU_PRS.2.2

shall ensure that each access to all shareable resources shall bexmediated on the basis of th
assigned priority.

source allocation (FRU_RSA)

irements of this family allow the TSF to control the“use of resources by users and subjects such thg
service will not occur because of unauthorised monopolisation of resources.

omponent levelling

A.1 Maximum quotas, provides reqguirements for quota mechanisms that ensure that users an
will not monopolise a controlled reSource.

A.2 Minimum and maximum{guotas, provides requirements for quota mechanisms that ensure tha

d subjects will always haye\at least a minimum of a specified resource and that they will not be abl
olise a controlled resource:

wing actions €ould be considered for the management functions in FMT:

ifying maximum limits for a resource for groups and/or individual users and/or subjects by a
inistrator.

—

—

>

15.3.4 M

I,a_n_a_g,emenf of ERU RSA2

The following actions could be considered for the management functions in FMT:

a) specifying minimum and maximum limits for a resource for groups and/or individual users and/or subjects

by a

n administrator.

15.3.5 Audit of FRU_RSA.1, FRU_RSA.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:
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a) Minimal: Rejection of allocation operation due to resource limits.

2008(E)

b) Basic: All attempted uses of the resource allocation functions for resources that are under control of the

TSF.
15.3.6 FRU_RSA.1 Maximum quotas
Hierarchical to:  No other components.

Dependencies: No dependencies.

15.3.6.1 FRU_RSA.1.1

he TSF shall enforce maximum quotas of the following resources: [assignment: c
resources] that [selection: individual user, defined group of users, subjects] can use [s
imultaneously, over a specified period of time].

—

5.3.7 FRU_RSA.2 Minimum and maximum quotas
Hierarchical to: FRU_RSA.1 Maximum quotas
Dependencies: No dependencies.

15.3.7.1 FRU_RSA.2.1

—

he TSF shall enforce maximum quotas of the following-resources [assignment: controlled resour
selection: individual user, defined group of users, subjécts] can use [selection: simultaneousl)
becified period of time].

—

(%))

15.3.7.2 FRU_RSA.2.2
Tlhe TSF shall ensure the provision of minimum quantity of each [assignment: controlled r

that is available for [selection: an individual user, defined group of users, subjects] to use [s{
simultaneously, over a specified period of time].

16 Class FTA: TOE access

—

his family specifies functional' requirements for controlling the establishment of a user's session.

ntrolled
lection:

ces] that
over a

bsource]
blection:
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FTA LSA: Limitation on scope of selectable attributes 1

FTA MCS: Limitation on multiple concurrent sessions 1 2
1
2

FTA SSL: Session locking and termination

3

4

FTA TAB: TOE access banners 1
FTA TAH: TOE access history 1
FTA TSE: TOE session establishment 1

Figure 16 - FTA: TOE access class decomposition
16.1 Limitation on scope of selectable attributes (FTA_LSA)

16.1.1 Family Behaviour

This famiily defines requirements to limit\the scope of session security attributes that a user may select for
session.

1Y

16.1.2 GQomponent levelling

FTA_LSA.1 Limitation on-sCope of selectable attributes, provides the requirement for a TOE to limit the scop
of the sepsion security-attributes during session establishment.

9]

16.1.3 Management of FTA_LSA.1

The following.actions could be considered for the management functions in FMT:

a) management of the scope of the session security attributes by an administrator.
16.1.4 Audit of FTA_LSA.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: All failed attempts at selecting a session security attributes.

b) Basic: All attempts at selecting a session security attributes.
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c) Detailed: Capture of the values of each session security attributes.
16.1.5 FTA_LSA.1 Limitation on scope of selectable attributes
Hierarchical to:  No other components.

Dependencies: No dependencies.

16.1.5.1 FTA_LSA.1.1

2008(E)

he TSF shall restrict the scope of the session security attributes [assignment: session
ttributes], based on [assignment: attributes].

=

6.2 Limitation on multiple concurrent sessions (FTA_MCS)

—

6.2.1 Family Behaviour

C -

Ser.

—

6.2.2 Component levelling

TA _MCS.1 Basic limitation on multiple concurrent sessions, proyides limitations that apply to all use
SF.

—

-

TA_MCS.2 Per user attribute limitation on multiple concurtent sessions extends FTA_MCS.1 Basic
n multiple concurrent sessions by requiring the ability<to' specify limitations on the number of c¢
essions based on the related security attributes.

»n O

—

6.2.3 Management of FTA_MCS.1

—

he following actions could be considered for,the management functions in FMT:

a) management of the maximum allowed number of concurrent user sessions by an administrator.

—

6.2.4 Management of FTA_MCS.2

—

he following actions could-be’/considered for the management functions in FMT:

d) management of the-rules that govern the maximum allowed number of concurrent user sessio
administrator.

16.2.5 Audit 6f FTA_MCS.1, FTA_MCS.2

he following actions should be auditable if FAU_GEN Security audit data generation is includg
P/ST:

s I

security

his family defines requirements to place limits on the number of concurrent sessions that belong to the same

brs of the

imitation
ncurrent

ns by an

d in the

) Minimal- Dojicr\finn of a new sessionbased-on-the limitation of mnltipln concurrent sessions

b) Detailed: Capture of the number of currently concurrent user sessions and the user security attribute(s).

16.2.6 FTA_MCS.1 Basic limitation on multiple concurrent sessions
Hierarchical to:  No other components.

Dependencies: FIA_UID.1 Timing of identification
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16.2.6.1 FTA_MCS.1.1

The TSF shall restrict the maximum number of concurrent sessions that belong to the same user.
16.2.6.2 FTA_MCS.1.2

The TSF shall enforce, by default, a limit of [assignment: default number] sessions per user.

16.2.7 FTA_MCS.2 Per user attribute limitation on multiple concurrent sessions

Hierarchical to: FTA_MCS.1 Basic limitation on multiple concurrent sessions
Dependgncies: FIA_UID.1 Timing of identification
16.2.7.1| FTA_MCS.2.1

The TSH shall restrict the maximum number of concurrent sessions that belong to the same)user according
to the rules [assignment: rules for the number of maximum concurrent sessions],

16.2.7.2| FTA_MCS.2.2

The TSH| shall enforce, by default, a limit of [assignment: default number] sessions per user.
16.3 Session locking and termination (FTA_SSL)

16.3.1 Flamily Behaviour

This family defines requirements for the TSF to provide theZcapability for TSF-initiated and user-initiated
locking, inlocking, and termination of interactive sessions.

16.3.2 Qomponent levelling

FTA_SS|.1 TSF-initiated session locking includes’system initiated locking of an interactive session after g
specified period of user inactivity.

FTA_SS|.2 User-initiated locking, pravides capabilities for the user to lock and unlock the user's own
interactie sessions.

FTA_SSL.3 TSF-initiated termination, provides requirements for the TSF to terminate the session after p
specified period of user inactivity:

FTA_SSL.4 User-initiatedtermination, provides capabilities for the user to terminate the user's own interactive
sessions

16.3.3 Management of FTA_SSL.1

The following actions could be considered for the management functions in FMT:

a) specification of the time of user inactivity after which lock-out occurs for an individual user;
b) specification of the default time of user inactivity after which lock-out occurs;

¢c) management of the events that should occur prior to unlocking the session.

16.3.4 Management of FTA_SSL.2

The following actions could be considered for the management functions in FMT:

a) management of the events that should occur prior to unlocking the session.
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16.3.5 Management of FTA_SSL.3
The following actions could be considered for the management functions in FMT:

a) specification of the time of user inactivity after which termination of the interactive session occurs for an
individual user;

b) specification of the default time of user inactivity after which termination of the interactive session occurs.

16.3.6 Management of FTA_SSL.4

Tlhere are no management activities foreseen.
16.3.7 Audit of FTA_SSL.1, FTA_SSL.2

Tlhe following actions should be auditable if FAU_GEN Security audit data generatfien is includgd in the
AHP/ST:

a) Minimal: Locking of an interactive session by the session locking mechanism:
b) Minimal: Successful unlocking of an interactive session.

d) Basic: Any attempts at unlocking an interactive session.

16.3.8 Audit of FTA_SSL.3

Tlhe following actions should be auditable if FAU_GEN\Security audit data generation is includgd in the
RP/ST:

a) Minimal: Termination of an interactive sessioniby the session locking mechanism.
16.3.9 Audit of FTA_SSL.4

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
RP/ST:

a) Minimal: Termination of an:interactive session by the user.
16.3.10 FTA_SSL.1 TSF-initiated session locking
Hierarchical to:  No-other components.

Dependencies:/~FIA_UAU.1 Timing of authentication

—

6.3.10.1°FTA_SSL.1.1

Tlhe TSF shall lock an interactive session after [assignment: time interval of user inactivity] by

a) clearing or overwriting display devices, making the current contents unreadable;
b) disabling any activity of the user's data access/display devices other than unlocking the session.
16.3.10.2 FTA_SSL.1.2

The TSF shall require the following events to occur prior to unlocking the session: [assignment:
events to occur].
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16.3.11

Hierarchi

FTA_SSL.2 User-initiated locking

calto:  No other components.

Dependencies: FIA_UAU.1 Timing of authentication

16.3.11.1 FTA_SSL.21

The TSF

a) cleq)
b) disdq

16.3.11.1

The TSk

events f
16.3.12

Hierarch
Depends
16.3.12.1
The TSF
16.3.13

Hierarch
Dependsg
16.3.13.1
The TSH

16.4 TC

16.4.1 Family Behaviour

This fam

appropriate use.of.the TOE.

16.4.2 G

shall allow user-initiated locking of the user's own interactive session, by:
ring or overwriting display devices, making the current contents unreadable;
bling any activity of the user's data access/display devices other than unlocking the session.
) FTA_SSL.2.2
shall require the following events to occur prior to unlocking the session: [assignment:
b occur].
FTA_SSL.3 TSF-initiated termination

cal to:  No other components.

ncies: No dependencies.
FTA_SSL.3.1

shall terminate an interactive session after a [assignment: time interval of user inactivity].
FTA_SSL.4 User-initiated termination

cal to:  No other components.

ncies: No dependencies.
FTA_SSL.4.1

shall allow user-initiated termination of the user's own interactive session.

DE access banners(FTA_TAB)

ily defines~requirements to display a configurable advisory warning message to users regarding th

omponent levelling

]

FTA_TAB.1 Default TOE access banners, provides the requirement for a TOE Access Banner. This banner is
displayed prior to the establishment dialogue for a session.

16.4.3 Management of FTA_TAB.1

The following actions could be considered for the management functions in FMT:

a) maintenance of the banner by the authorised administrator.

100

© ISO/IEC 2008 - All rights reserved


https://standardsiso.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:2008(E)

16.4.4 Audit of FTA_TAB.1

There are no auditable events foreseen.

16.4.5 FTA_TAB.1 Default TOE access banners
Hierarchical to:  No other components.

Dependencies: No dependencies.

16.4.5.1 FTA_TAB.1.1

Before establishing a user session, the TSF shall display an advisory warning message regarding
unauthorised use of the TOE.

16.5 TOE access history (FTA_TAH)

—

6.5.1 Family Behaviour

his family defines requirements for the TSF to display to a user, upon successful session establishment, a
istory of successful and unsuccessful attempts to access the user's account.

= —

—

6.5.2 Component levelling

-

TA _TAH.1 TOE access history, provides the requirement for’a TOE to display information related to[previous
ttempts to establish a session.

Q

—

6.5.3 Management of FTA_TAH.1

Tlhere are no management activities foreseen.
16.5.4 Audit of FTA_TAH.1

Tlhere are no auditable events foresee.
16.5.5 FTA_TAH.1 TOE access history
Hierarchical to:  No othercoemponents.
Dependencies: Nocdependencies.

16.5.5.1 FTA TAH.1.1

Upon successful session establishment, the TSF shall display the [selection: date, time, [method,
ocation] of the last successful session establishment to the user.

—

16:5.5:2 FTA_TAH.1.2

Upon successful session establishment, the TSF shall display the [selection: date, time, method,
location] of the last unsuccessful attempt to session establishment and the number of unsuccessful
attempts since the last successful session establishment.

16.5.5.3 FTA_TAH.1.3

The TSF shall not erase the access history information from the user interface without giving the user
an opportunity to review the information.
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16.6 TOE session establishment (FTA_TSE)

16.6.1 F

amily Behaviour

This family defines requirements to deny a user permission to establish a session with the TOE.

16.6.2 Component levelling

FTA_TSE.1 TOE session establishment, provides requirements for denying users access to the TOE based
on attribytes

16.6.3
The follo

a) marn

anagement of FTA_TSE.1
wing actions could be considered for the management functions in FMT:

agement of the session establishment conditions by the authorised administrator.

16.6.4 Audit of FTA_TSE.1

The folld
PP/ST:

a) Mini
b) Bas

c) Detd
acce

16.6.5 H
Hierarch
Dependsg
16.6.5.1

The TSH

wing actions should be auditable if FAU_GEN Security audit data generation is included in th

mal: Denial of a session establishment due to the session establishiment mechanism.
c: All attempts at establishment of a user session.

iled: Capture of the value of the selected access parameters (e.g. location of access, time ¢
SS).

TA_TSE.1 TOE session establishment

cal to:  No other components.

ncies: No dependencies.
FTA_TSE.1.1

shall be able to deny session establishment based on [assignment: attributes].

17 Class FTP: Trusted path/channels

Families
for a tru
channels

e The
appr

in this class provide requirements for a trusted communication path between users and the TSF, an
sted communication channel between the TSF and other trusted IT products. Trusted paths an
have the following general characteristics:

communications path is constructed using internal and external communications channels (3

[4%

=h

[oNgoN

D &

ppriate for the component) that isolate an identified subset of TSF data and commands from th

rema

Inder of the I'SF and user data.

e Use of the communications path may be initiated by the user and/or the TSF (as appropriate for the
component).

e The communications path is capable of providing assurance that the user is communicating with the
correct TSF, and that the TSF is communicating with the correct user (as appropriate for the component).

In this paradigm, a trusted channel is a communication channel that may be initiated by either side of the

channel,

102

and provides non-repudiation characteristics with respect to the identity of the sides of the channel.
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A trusted path provides a means for users to perform functions through an assured direct interaction

with the

TSF. Trusted path is usually desired for user actions such as initial identification and/or authentication, but
may also be desired at other times during a user's session. Trusted path exchanges may be initiated by a user
or the TSF. User responses via the trusted path are guaranteed to be protected from modification by or

disclosure to untrusted applications.

FTP ITC: Inter-TSF trusted channel 1

FTP TRP: Trusted path 1

Figure 17 - FTP: Trusted path/channels class decomposition
17.1 Inter-TSF trusted channel (FTP_ITC)

17.1.1 Family Behaviour

This family defines requirements for the creation of a trusted channel between the TSF and other tfusted IT
products for the performance of security critical operations. This family should be included whenever there are
requirements for the secure communication of user or TSF data(between the TOE and other tiusted IT
products.

17.1.2 Component levelling

ATP_ITC.1 Inter-TSF trusted channel, requires that(the TSF provide a trusted communication| channel
between itself and another trusted IT product.

17.1.3 Management of FTP_ITC.1

The following actions could be considered for the management functions in FMT:

a) Configuring the actions that require trusted channel, if supported.

17.1.4 Audit of FTP_ITC.1

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
RP/ST:

a) Minimal: Failure of the trusted channel functions.

B) Minimal;\Identification of the initiator and target of failed trusted channel functions.

cd) Basic: All attempted uses of the trusted channel functions.

17.1.5 FTP_ITC.1 Inter-TSF trusted channel

Hierarchical to:  No other components.

Dependencies: No dependencies.
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17.1

5.1

FTP_ITC.1.1

The TSF shall provide a communication channel between itself and another trusted IT product that is
logically distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from modification or disclosure.

17.1.5.2 FTP_ITC.1.2

The TSF shall permit [selection: the TSF, another trusted IT product] to initiate communication via the
trusted channel.

17.1

The

.5.3

TSH

which a

17.2 Tr

17.2.1 F

This fam
TSF. A {
initiated
via a trug

17.2.2 G

FTP_TR
events d

17.2.3 Management of FTP_TRP.1

The follo

a)

17.2.4 Audit of FTP_TRP.1

Con

FTP_ITC.1.3

shall initiate communication via the trusted channel for [assignment: list of functions fd
trusted channel is required].

usted path (FTP_TRP)

amily Behaviour

ly defines the requirements to establish and maintain trusted communication to or from users and th
rusted path may be required for any security-relevant interaction. Trusted path exchanges may b
Dy a user during an interaction with the TSF, or the TSF may establish communication with the uss
ted path.

omponent levelling

P.1 Trusted path, requires that a trusted path between, the TSF and a user be provided for a set ¢
bfined by a PP/ST author. The user and/or the TSFmay have the ability to initiate the trusted path.

wing actions could be considered for the management functions in FMT:

figuring the actions that require trusted path, if supported.

wing actions should be “auditable if FAU_GEN Security audit data generation is included in th

mal: Failures ofithe“trusted path functions.
mal: Identification of the user associated with all trusted path failures, if available.

c: All ‘attempted uses of the trusted path functions.

The follg
PP/ST:

a) Mini
b) Mini
c) Bas
d) Bas

= D D

=

4%

ddentification of the user associatedwith all trusted pafh invocations, if available

17.2.5 FTP_TRP.1 Trusted path

Hierarchical to:  No other components.

Dependencies: No dependencies.

17.2.5.1

FTP_TRP.1.1

The TSF shall provide a communication path between itself and [selection: remote, local] users that is
logically distinct from other communication paths and provides assured identification of its end
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points and protection of the communicated data from [selection: modification, disclosure,

[assignment: other types of integrity or confidentiality violation]].

17.2.5.2 FTP_TRP.1.2

The TSF shall permit [selection: the TSF, local users, remote users] to initiate communication via the

trusted path.

17.2.5.3 FTP_TRP.1.3

he TSF shall require the use of the trusted path for [selection: initial user authentication,

[assignment: other services for which trusted path is required]].
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Annex A
(normative)

Security functional requirements application notes

This annex contains additional guidance for the families and components defined in the elements of this part

of ISO/I
facilitate
annex is

A.1 St

This clayse defines the content and presentation of the notes related to functional requirements of ISO/IE

15408.

A.1.1 Class structure

Figure A

A1.11
This is tH
A1.1.2

The clas

class. Th
with the 1

FC— 15408, whith Tmay be Tequired by USETS, Uevelopers or evatiuators to use the CoMponents. T
finding the appropriate information, the presentation of the classes, families and components in.thils
similar to the presentation within the elements.

ructure of the notes

)

1 below illustrates the functional class structure in this annex.
Functional
Class
Class
4 Name
Class

— Introduction
Key
The Functional Class

can contain multiple
Functional Families.

Functional
Families

Figure A.1 - Functional class structure

Class name

e unique name oftheclass defined within the normative elements of this part of ISO/IEC 15408.

Class introduction

(]

5 introduction in this annex provides information about the use of the families and components of th
is infopmation is completed with the informative diagram that describes the organisation of each clas|
amilies in each class and the hierarchical relationship between components in each family.

[

A.1.2 Family structure

Figure A.2 illustrates the functional family structure for application notes in diagrammatic form.
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Functional
Family _| Family name ‘

_{ User notes ‘
4{ Evaluator notes ‘
[

Key

The Functional Family
can contain multiple

2008(E)

I
_| Components \IJ
L

\Components.

Figure A.2 - Functional family structure for application notes

A.1.21 Family name

—

his is the unique name of the family defined within the normative elements of this part of ISO/IEC 15

>

.1.2.2 User notes

—

he user notes contain additional information that is of interest to potential users of the family, that i
nd functional package authors, and developers of TOEs incorperating the functional compone
resentation is informative, and might cover warnings about limitations of use and areas where
tention might be required when using the components.

.1.2.3 Evaluator notes

he evaluator notes contain any information that is of{interest to developers and evaluators of TOEs t
ompliance with a component of the family. The presentation is informative and can cover a variety
here specific attention might be needed when eyaluating the TOE. This can include clarifications of
nd specification of the way to interpret requirements, as well as caveats and warnings of specific i
valuators.

Q< QO

—

hese User Notes and Evaluator Notes'subclauses are not mandatory and appear only if appropriate

I

\.1.3 Component structure

-

igure A.3 illustrates the functional component structure for the application notes.

Component

Component
—1 Identification

Component

108.

5 PP, ST
nts. The
specific

hat claim
of areas
meaning
terest to

—| Rationale &

Application notes

Permitted
Operations

Figure A.3 - Functional component structure
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A1.31

Component identification

This is the unique name of the component defined within the normative elements of this part of ISO/IEC

15408.

A.1.3.2

Component rationale and application notes

Any specific information related to the component can be found in this subclause.

e The

spedfic level, and should only be used if level specific amplification is required.

e The

spedfic component. This refinement can pertain to user notes, and/or evaluator notes as described i
Subglause A.1.2. This refinement can be used to explain the nature of the dependencies((e.g. share
information, or shared operation).

This subglause is not mandatory and appears only if appropriate.

A1.3.3

This portjon of each component contains advice relating to the permitted operations of the component.

This subclause is not mandatory and appears only if appropriate.

A.2 Dependency tables

The foll

dependehcies. Each of the components that is a dependency of some functional component is allocated g

column.

label component is directly required (indicated by a cross “X”), indirectly required (indicated by a dash “-”), ¢r

optionall

dependehcies is FDP_ETC.1 Export of user data.without security attributes, which requires either FDP_ACC 1
Subset gccess control or FDP_IFC.1 Subsetiinformation flow control to be present. So if FDP_ACC.1 Subsét
access dontrol is present, FDP_IFC.1 Subset information flow control is not necessary and vice versa. If np
charactef is presented, the component is not dependent upon another component.

108

rationale contains the specifics of the rationale that refine the general statements on rationale for th

application notes contain additional refinement in terms of narrative qualification as it pertains to

O 5 0O

Permitted operations

bwing dependency tables for functional components show their direct, indirect and optional
Fach functional component is allocated a row, Fhe value in the table cell indicate whether the colump

“ 9

required (indicated by a “0”) by the row.label component. An example of a component with optional
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L'N3I9D Nv4
L'VVS Nv4d
LYVS Nv4d
1'91S Nv4
L'ain vid
L'ALN 1INA
L'dINS LINS
LHNS 1N
L'WLS 1dd

FAU_ARP.1

FAU—GEN-

x

K

FAU_GEN.2
FAU_SAA.1
FAU_SAA.2 X
FAU_SAA.3
FAU _SAA.4
FAU SAR.1
FAU _SAR.2
FAU _SAR.3
FAU_SEL.1
FAU STG.1
FAU _STG.2
FAU _STG.3
FAU STG.4

Table A.1 Dependency table for Class FAU: Security audit

XX

>

>

XXX !

X -
X -

L1'ain vid

FCO_NRO.1
FCO_NRO.2
FCO_NRR.1
FCO_NRR.2

Table A.2 Dependency table for Class FCO: Communication

XXX | X
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L'YINS LINA

1'0dl 1dd
L'OLl d1ld

L'NMO S04
1'd0O S04
1'00V da4d
1’40V da4d
L'04l da4d
1'441 da4
L'O1l da4
2’0l da4
Lain vid
L'VSIW LINA
VSN LINd
L'dNS 1LINA

L'd¥l did

FCS_CKM.1

Ol Z'WMD sOA

O

FCSCKM-2

FCS CKM.3

FCS_CKM.4

FCS_COP.1

XXX IO S04

o000
o|lo|0|D|!
o|lo|0|D|!

Table A.3 Dependency table for Class FCS: Cryptographic support

1’00V dd4d

1’40V dd4d

1'04l da4d

1441 da4d

111l da4d

Z'Lll da4d

L'LIN da4d

L'ain vid

LVSINT LINA

eVSIN_1INA
L'dINS KNS
LHINS LINS
1'0dl 1d4

L'OLI d1d

L'ddl d1d

FDP_ACC.1

FDP_ACC.2

FDP_ACF.1

x

'X|X

x

FDP_DAU.1

FDP_DAU.2

FDP_ETC.1

FDP_ETC.2

O|0o

FDP_IFC.1

FDP_IFC.2

FDP_IFF.1

FDP_IFF.2

FDP_IFF.3

'X|X

FDP_IFF.4

FDP_IFF.5

FDP_IFF.6

FDP_ITC.}

FDP_ITE:2

FDP 4T\

FDRAITT.2

FDP_ITT.3

FDP_ITT.4

O|0|0|0|0|0f!}

O|O|O|O|O|O|X|X|X|X|XX|"'

FDP_RIP.1

FDP_RIP.2

EDP DAl 1

T T TS T

FDP_ROL.2

o

o|p

FDP_SDI.1

FDP_SDI.2

FDP_UCT.1

FDP_UIT A

FDP_UIT.2

O]

FDP_UIT.3

O|0|0|0

O|0|0|O

O]

O|0|0|O

Table A.4 Dependency table for Class FDP: User data protection
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1ALy vid
L'NvN vid
L'ain vid

X

FIA_AFL.1
FIA_ATD.1
FIA_SOS.1
FIA-SOS2
FIA_UAU.1 X
FIA_UAU.2 X
FIA_UAU.3
FIA_UAU.4
FIA_UAU.5
FIA_UAU.6
FIA_UAU.7 X |-
FIA_UID.1
FIA UID.2
FIA_USB.1 | X

Table A.5 Dependency table for Class FIA: Identification and authenticatipn

L'YINS LN
L'INLS Ld4d

L'VSIN LA

1" D0V dad4d
€VSIN LWL
L'l LINS
L'4NS LINA

140V da4
L' 041Ida4d
l'441 da4

L'din vid

FMT_MOF.1
FMT_MSA.1
FMT_MSA:2
FMT_MSA.3
FMT:-MSA4 | O | - o |- -
FMT: MTD.1 -
EMT_MTD.2 - X |-
FMT_MTD.3 - X |-
FMT_REV.1 -
FMT_SAE.1 -
FMT_SMF.1
FMT_SMR.1 X
FMT_SMR.2 X
FMT_SMR.3 - X

Table A.6 Dependency table for Class FMT: Security management

o|C
O|0
XX

1 >< >< 1

X

XX XXX XXX

© ISO/IEC 2008 - All rights reserved

111


https://standardsiso.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:2008(E)

112

ey
|:(> >
S|s
210
FPR_ANO.1
ERPR_ANO2
FPR_PSE.1
FPR_PSE.2 | X
FPR_PSE.3
FPR_UNL.1
FPR_UNO.1
FPR_UNO.2
FPR_UNO.3 X
FPR_UNO.4
Table A.7 Dependency table for Class FPR:-Privacy
slx| 2L 2|3
ID |> 3 . - —
OlS|E|e|2| 5
RSHR| R |52
FPT _FLS.1
FPT ITA1
FPT _ITCA
FPT ITI4
FPT ATI.2
FPTVITT A
FPT ITT.2
FPT ITT.3 X
FPT_PHP.1
FPT _PHP.2 - X |- -
FPT _PHP.3
FPT RCV.1 | X
FPT RCV.2 | X
FPT RCV.3 | X
FPT RCV.4
FPT RPL.1
FPT SSP.1 X
FPT _SSP.2 X
FRTFSHWHA
FPT TDC.1
FPT TEE.1
FPT _TRC.1 X
FPT TST.1

Table A.8 Dependency table for Class FPT: Protection of the TSF
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1’874 1d4d

FRU_FLT A

FRU_FLT.2

x| X

FRU_PRS.1

ERLL PRS 2
e TtryoTz=

FRU RSA.1

FRU RSA.2

Table A.9 Dependency table for Class FRU: Resource utilisation

L'NvN vid

L\amn vid

FTA LSA.1

FTA_MCS3

FTA_MCS.2

x| X

FTA.SSL.1 | X

FTA SSL.2 | X

FTA_SSL.3

FTA_SSL.4

FTA_TAB.1

FTA_TAH.1

FTA_TSEA

Table A.10 Dependency table for Class FTA: TOE access
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Annex B
(normative)

Functional classes, families, and components

The following annexes Annex C through Annex M provide the application notes for the functional classes

defined ifrtheTmaimbody of this part of tSOAEC 15408
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Class FAU: Security audit

ATV anda, OTTTEe Cd , dele g dl, PO pIe, O VToTatio O O O
he TOE's security audit functions are defined to help monitor security-relevant events, and act as:a
against security violations. The requirements of the audit families refer to functions that include a
protection, record format, and event selection, as well as analysis tools, violation alarms,”and
analysis. The audit trail should be presented in human-readable format either directly (e.g./storing
trail in human-readable format) or indirectly (e.g. using audit reduction tools), or both.

hile developing the security audit requirements, the PP/ST author should take note of the inter-rela
among the audit families and components. The potential exists to specify a set of audit requirem
comply with the family/component dependencies lists, while at the same tinie resulting in a defici
flinction (e.g. an audit function that requires all security relevant events to pe audited but without the s
¢ control them on any reasonable basis such as individual user or object);

C.1 Audit requirements in a distributed environment

he implementation of audit requirements for networks and other large systems may differ significa
those needed for stand-alone systems. Larger, more complex and active systems require more
concerning which audit data to collect and how this, should be managed, due to lowered feaj
interpreting (or even storing) what gets collected., The traditional notion of a time-ordered list or
qudited events may not be applicable in a global asynchronous network with arbitrarily many events
at once.

Iso, different hosts and servers on a distributed TOE may have differing naming policies ang
ymbolic names presentation for audit review may require a net-wide convention to avoid redundar
name clashes.”

x>

>~

multi-object audit repository, ‘\portions of which are accessible by a potentially wide variety of a
sers, may be required if audityrepositories are to serve a useful function in distributed systems.

oy

-

inally, misuse of authority by authorised users should be addressed by systematically avoiding loca
f audit data pertainingto administrator actions.

(@]

-

igure C.1 shows.the decomposition of this class into its constituent components.

2008(E)

ISO/IEC 15408 audit families allow PP/ST authors the ability to define requirements for monitoring user

e SFRs.
deterrent
udit data
real-time
the audit

tionships
ents that
ent audit
electivity

ntly from
thought
Bibility of
“trail” of
bcecurring

values.
cies and

ithorised

| storage
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FAU ARP: Secwrity audit automatic response 1
1
FAU GEN: Security audit data generation <
2
1
FAU SAA: Security audit analysis 2
3 4
1
FAU SAR: Secwrity audit review 2
3
FAU_SEL: Security audit-event selection 1
1 2
FAU_ STGh\Secwrity audit event storage <
3 4
Figure C.1 - FAU: Security audit class decomposition
C.2 Sjcurity audit automatic response (FAU_ARP)
C.2.1 User notes

The Security audit automatic response family describes requirements for the handling of audit events. The
requirement could include requirements for alarms or TSF action (automatic response). For example, the TSF
could include the generation of real time alarms, termination of the offending process, disabling of a service,
or disconnection or invalidation of a user account.

An audit event is defined to be an “potential security violation” if so indicated by the Security audit analysis
(FAU_SAA) components.
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C.2.2 FAU_ARP.1 Security alarms

C.2.2.1 User application notes

An action should be taken for follow up action in the event of an alarm. This action can be to inform the
authorised user, to present the authorised user with a set of possible containment actions, or to take

corrective actions. The timing of the actions should be carefully considered by the PP/ST author.

C.2.2.2 Operations

.2.2.21 Assignment

FAU_ARP.1.1, the PP/ST author should specify the actions to be taken in case of a potential security
olation. An example of such a list is: “inform the authorised user, disable the subject|that created the
otential security violation.” It can also specify that the action to be taken can be specified by an alithorised
ser.

.3 Security audit data generation (FAU_GEN)
.3.1 User notes

he Security audit data generation family includes requirements to specify the audit events that should be
enerated by the TSF for security-relevant events.

his family is presented in a manner that avoids a dependency on all components requiring audit{ support.
ach component has an audit subclause developed in which the events to be audited for that functignal area
re listed. When the PP/ST author assembles the PP/ST the items in the audit area are used to complete the
riable in this component. Thus, the specification of what could be audited for a functional area is logalised in
that functional area.

he list of auditable events is entirely dependent on the other functional families within the PP/ST. Each family
efinition should therefore include a list of.its family-specific auditable events. Each auditable event |n the list
auditable events specified in the functional family should correspond to one of the levels of audit event
eneration specified in this family «(i;€. minimal, basic, detailed). This provides the PP/ST author with
imformation necessary to ensure that all appropriate auditable events are specified in the PP/ST. The ffollowing
gxample shows how auditable events are to be specified in appropriate functional families:

he following actions should’be auditable if Security audit data generation (FAU_GEN) is includéd in the
RP/ST:

a) Minimal: Successful use of the user security attribute administration functions.
B) Basic: All'attempted uses of the user security attribute administration functions.
cd) Basiexldentification of which user security attributes have been modified.

d) C-Detailed: With the exception of specific sensitive attribute data items (e.g. passwords, crypfographic

il AN § 1 £ Ll Y e la 1ol | ry pu |
RTYS), UTCTTTIOW VAluTS UT U TC attimfoulcos - STiutiu- ot Lapliarcu.

For each functional component that is chosen, the auditable events that are indicated in that component, at
and below the level indicated in Security audit data generation (FAU_GEN) should be auditable. If, for
example, in the previous example “Basic” would be selected in Security audit data generation (FAU_GEN),
the auditable events mentioned in a), b) and c¢) should be auditable.

Observe that the categorisation of auditable events is hierarchical. For example, when Basic Audit Generation
is desired, all auditable events identified as being either Minimal or Basic, should also be included in the
PP/ST through the use of the appropriate assignment operation, except when the higher level event simply
provides more detail than the lower level event. When Detailed Audit Generation is desired, all identified
auditable events (Minimal, Basic, and Detailed) should be included in the PP/ST.
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A PP/ST author may decide to include other auditable events beyond those required for a given audit level.
For example, the PP/ST may claim only minimal audit capabilities while including most of the basic
capabilities because the few excluded capabilities conflict with other PP/ST constraints (e.g. because they
require the collection of unavailable data).

The functionality that creates the auditable event should be specified in the PP or ST as a functional
requirement.

The following are examples of the types of the events that should be defined as auditable within each PP/ST
functional component:

a) Intrdduction of objects within the control of the TSF into a subject's address space;
b) Delgtion of objects;

c) Distrfibution or revocation of access rights or capabilities;

d) Chapges to subject or object security attributes;

e) Poligy checks performed by the TSF as a result of a request by a subject;

f)  Theluse of access rights to bypass a policy check;

g) Use|of Identification and Authentication functions;

h) Actipns taken by an operator, and/or authorised user (e.g. suppression of a TSF protection mechanism as
humian-readable labels);

i) Import/export of data from/to removable media (e.g. prinfed output, tapes, diskettes).
C.3.2 FIAU_GEN.1 Audit data generation

C.3.2.1 | User application notes

4%

This component defines requirements to (identify the auditable events for which audit records should b
generated, and the information to be provided in the audit records.

FAU_GHN.1 Audit data generatiop-by/itself might be used when the SFRs do not require that individual use
identities be associated with audit-events. This could be appropriate when the PP/ST also contains privag
requirements. If the user identity-must be incorporated FAU_GEN.2 User identity association could be used i
addition.

S =

If the sulbject is a usef,/the user identity may be recorded as the subject identity. The identity of the user ma
not yet heen verifiedyif User authentication (FIA_UAU) has not been applied. Therefore in the instance of a
invalid login the_claimed user identity should be recorded. It should be considered to indicate when a recorde
identity Has not;been authenticated.

T 5 <

C.3.2.2

There is a dependency on Time stamps (FPT_STM). If correctness of time is not an issue for this TOE,
elimination of this dependency could be justified.

C.3.2.3 Operations
C.3.2.3.1 Selection
In FAU_GEN.1.1, the PP/ST author should select the level of auditable events called out in the audit

subclause of other functional components included in the PP/ST. This level is one of the following: “minimum”,
“basic”, “detailed” or “not specified”.
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C.3.2.3.2 Assignment

In FAU_GEN.1.1, the PP/ST author should assign a list of other specifically defined auditable events to be
included in the list of auditable events. The assignment may comprise none, or events that could be auditable
events of a functional requirement that are of a higher audit level than requested in b), as well as the events
generated through the use of a specified Application Programming Interface (API).

In FAU_GEN.1.2, the PP/ST author should assign, for each auditable events included in the PP/ST, either a
list of other audit relevant information to be included in audit events records or none.

.3.3 FAU_GEN.2 User identity association
.3.3.1  User application notes

his component addresses the requirement of accountability of auditable events at the level of indivigual user
entity. This component should be used in addition to FAU_GEN.1 Audit data generation.

here is a potential conflict between the audit and privacy requirements. For, audit purposes it| may be
esirable to know who performed an action. The user may want to keep his/her actions to himself/hgrself and
ot be identified by other persons (e.g. a site with job offers). Or it might.be required in the Organisational
ecurity Policy that the identity of the users must be protected. In those-eases the objectives for qudit and
rivacy might contradict each other. Therefore if this requirement is~selected and privacy is important,
imclusion of the component user pseudonimity might be considered)‘Requirements on determining| the real
user name based on its pseudonym are specified in the privacy class.

{ the identity of the user has not yet been verified through authentication, in the instance of an invalid|login the
aimed user identity should be recorded. It should be considered to indicate when a recorded identity has not
een authenticated.

o0

C.4 Security audit analysis (FAU_SAA)

C.4.1 User notes

—

his family defines requirements for autémated means that analyse system activity and audit data lopking for
possible or real security violations._This analysis may work in support of intrusion detection, or dutomatic
bsponse to a potential security violation.

—

Tlhe action to be performed-by the TSF on detection of a potential violation is defined in Security audit
automatic response (FAU, ARP) components.

or real-time analysis; audit data could be transformed into a useful format for automated treatment, but into a
ifferent useful format for delivery to authorised users for review.

Q. T

¢.4.2 FAU,'SAA.1 Potential violation analysis

G.4.2.1" User application notes

This—component s usedto-specify the set of auditableeventswhoseoccurrence or accumutated-occurrence
held to indicate a potential violation of the enforcement of the SFRs, and any rules to be used to perform the
violation analysis.

C.4.2.2 Operations

C.4.221 Assignment

In FAU_SAA.1.2, the PP/ST author should identify the subset of defined auditable events whose occurrence

or accumulated occurrence need to be detected as an indication of a potential violation of the enforcement of
the SFRs.
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In FAU_SAA.1.2, the PP/ST author should specify any other rules that the TSF should use in its analysis of
the audit trail. Those rules could include specific requirements to express the needs for the events to occur in
a certain period of time (e.g. period of the day, duration). If there are no additional rules that the TSF should
use in the analysis of the audit trail, this assignment can be completed with “none”.

C.4.3 FAU_SAA.2 Profile based anomaly detection

C.4.3.1 User application notes

A profile_i
users/supjects
various types of activity the users/subjects engage in (e.g. patterns in exceptions raised, patterns in resource
utilisation (when, which, how), patterns in actions performed). The ways in which the various types of)activi
are reconded in the profile (e.g. resource measures, event counters, timers) are referred to as profile)metrics.

Each prafile represents the expected patterns of usage performed by members of the profile-target group.
This pattern may be based on past use (historical patterns) or on normal use for users of similar target groupss
(expectefd behaviour). A profile target group refers to one or more users who interact with the TSF. The
activity df each member of the profile group is used by the analysis tool in establishing the usage patternjs
represented in the profile. The following are some examples of profile target groups:

a) Single user account: one profile per user;

b) Gropp ID or Group Account: one profile for all users who possess«the same group ID or operate using
the same group account;

c) Op¢€rating Role: one profile for all users sharing a given operating role;
d) System: one profile for all users of a system.

Each mgmber of a profile target group is assigned an-individual suspicion rating that represents how closely
that menpber's new activity corresponds to the established patterns of usage represented in the group profile.

The sophistication of the anomaly detection. tool will largely be determined by the number of target profil
groups required by the PP/ST and the complexity of the required profile metrics.

)

The PP/BT author should enumeratesspecifically what activity should be monitored and/or analysed by th
TSF. The¢ PP/ST author should also'identify specifically what information pertaining to the activity is necessary
to constrlct the usage profiles.

(]

FAU_SAA.2 Profile based-anemaly detection requires that the TSF maintain profiles of system usage. Thee
word malintain implies thatthe anomaly detector is actively updating the usage profile based on new activity
performgd by the profile.target members. It is important here that the metrics for representing user activity arp
defined by the PP/ST~author. For example, there may be a thousand different actions an individual may b
S
e
d

capable pf perfortning, but the anomaly detector may choose to monitor a subset of that activity. Anomalou
activity dets integrated into the profile just like non-anomalous activity (assuming the tool is monitoring thos
actions).[Things that may have appeared anomalous four months ago, might over time become the norm (an
vice-verda).ds the user's work duties change. The TSF wouldn't be able to capture this notion if it filtered out
anomalous activity from the profile updating algorithms.

Administrative notification should be provided such that the authorised user understands the significance of
the suspicion rating.

The PP/ST author should define how to interpret suspicion ratings and the conditions under which anomalous
activity is indicated to the Security audit automatic response (FAU_ARP) mechanism.
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C.4.3.2 Operations
C.4.3.21 Assignment

In FAU_SAA.2.1, the PP/ST author should specify the profile target group. A single PP/ST may include
multiple profile target groups.

In FAU_SAA.2.3, the PP/ST author should specify conditions under which anomalous activity is reported by
the TSF. Conditions may include the suspicion rating reaching a certain value, or be based on the type of
anomalous activity observed.

.4.4 FAU_SAA.3 Simple attack heuristics
.4.41 User application notes

practice, it is at best rare when an analysis tool can detect with certainty whemya' security viglation is
minent. However, there do exist some system events that are so significant that they are always yorthy of
imdependent review. Example of such events include the deletion of a key TSF security data file [(e.g. the
assword file) or activity such as a remote user attempting to gain administrdiive privilege. These eyents are
referred to as signature events in that their occurrence in isolation from-the rest of the system adtivity are
dicative of intrusive activity.

—

he complexity of a given tool will depend greatly on the assignments defined by the PP/ST author in
dentifying the base set of signature events.

—

he PP/ST author should enumerate specifically what events should be monitored by the TSF in|order to
erform the analysis. The PP/ST author should identify specifically what information pertaining to thg event is
ecessary to determine if the event maps to a signaturerevent.

=

Administrative notification should be provided such that the authorised user understands the significance of
Ihe event and the appropriate possible responses’

—

An effort was made in the specification of these requirements to avoid a dependency on audit data ag the sole
put for monitoring system activity. This was done in recognition of the existence of previously developed
intrusion detection tools that do not perform their analyses of system activity solely through the useg of audit
ata (examples of other input data include network datagrams, resource/accounting data, or combinations of

rious system data).

he elements of FAU_SAA.3 Simple attack heuristics do not require that the TSF implementing the immediate

tack heuristics be the_same TSF whose activity is being monitored. Thus, one can develop an |intrusion
detection component.that operates independently of the system whose system activity is being analysed.
G.4.4.2 Operations

G.4.4.2.1- Assignment

II FAU' SAA.3.1, the PP/ST author should identify a base subset of system events whose occurfence, in
igolation from all other system activity, may indicate a violation of the enforcement of the SFRs. Thesg include
events that by themselves indicate a clear violation to the enforcement of the SFRs, or whose occurrence is
so significant that they warrant actions.

In FAU_SAA.3.2, the PP/ST author should specify the information used to determine system activity. This
information is the input data used by the analysis tool to determine the system activity that has occurred on
the TOE. This data may include audit data, combinations of audit data with other system data, or may consist
of data other than the audit data. The PP/ST author should define precisely what system events and event
attributes are being monitored within the input data.
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C45 F

C.4.51

AU_SAA.4 Complex attack heuristics

User application notes

In practice, it is at best rare when an analysis tool can detect with certainty when a security violation is
imminent. However, there do exist some system events that are so significant they are always worthy of
independent review. Example of such events include the deletion of a key TSF security data file (e.g. the
password file) or activity such as a remote user attempting to gain administrative privilege. These events are
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to as signature events in that their occurrence in isolation from the rest of the system activity are
of intrusive activity. Event sequences are an ordered set of signature events that might indicate
activity.

plexity of a given tool will depend greatly on the assignments defined by the PP/ST author in
g the base set of signature events and event sequences.

ST author should enumerate specifically what events should be monitored by the {TSF in order {
he analysis. The PP/ST author should identify specifically what information pertaining to the event i
y to determine if the event maps to a signature event.

(2B ®)

=h

rative notification should be provided such that the authorised user understands the significance g
and the appropriate possible responses.

was made in the specification of these requirements to avoid a depéndency on audit data as the sol
monitoring system activity. This was done in recognition of the’ existence of previously develope
detection tools that do not perform their analyses of systemyactivity solely through the use of aud

O S~ & D

ystem data). Levelling, therefore, requires the PP/ST author to specify the type of input data used f
ystem activity.

ents of FAU_SAA.4 Complex attack heuristics donot require that the TSF implementing the comple
uristics be the same TSF whose activity is:b€ing monitored. Thus, one can develop an intrusio
component that operates independently of the system whose system activity is being analysed.

=

Operations
Assignment

S5AA.4.1, the PP/ST author should identify a base set of list of sequences of system events whos
ce are representative of\khown penetration scenarios. These event sequences represent know|
pn scenarios. Each event represented in the sequence should map to a monitored system event
t as the system evénts are performed, they are bound (mapped) to the known penetration ever
S,

- D

— -

SAA.4.1, the~PP/ST author should identify a base subset of system events whose occurrence, i
from all other system activity, may indicate a violation of the enforcement of the SFRs. These includ
at by-themselves indicate a clear violation to the SFRs, or whose occurrence is so significant the
ction.

< (D 3

In FAU_SAA.4.2, the PP/ST author should specify the information used to determine system activity. This
information is the input data used by the analysis tool to determine the system activity that has occurred on
the TOE. This data may include audit data, combinations of audit data with other system data, or may consist
of data other than the audit data. The PP/ST author should define precisely what system events and event
attributes are being monitored within the input data.

C.5 Se

C51U

curity audit review (FAU_SAR)

ser notes

The Security audit review family defines requirements related to review of the audit information.
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These functions should allow pre-storage or post-storage audit selection that includes, for example, t
to selectively review:

2008(E)

he ability

e the actions of one or more users (e.g. identification, authentication, TOE entry, and access control

actions);
e the actions performed on a specific object or TOE resource;

o all of a specified set of audited exceptions; or

o| actions associated with a specific SFR attribute.
he distinction between audit reviews is based on functionality. Audit review (only) encompasses the
ew audit data. Selectable review is more sophisticated, and requires the ability to select subsets

1
V
data based on a single criterion or multiple criteria with logical (i.e. and/or) relations, apd(order the a
before it is reviewed.

¢.5.2 FAU_SAR.1 Audit review

G.5.2.1 User application notes

This component will provide authorised users the capability to obtain-and interpret the information. In
human users this information needs to be in a human understandable presentation. In case of ex
eptities the information needs to be unambiguously representéd in an electronic fashion.

G.5.2.2 Operations

g¢.5.2.2.1 Assignment

FAU_SAR.1.1, the PP/ST author should specify the authorised users that can use this cap
ppropriate the PP/ST author may include security roles (see FMT_SMR.1 Security roles).

FAU_SAR.1.1, the PP/ST author_should specify the type of information the specified user is per
btain from the audit records. Examples are ° subject |dent|ty" “all information belonging to audi

in eliminating ambiguity-and‘the further need for comparatlve analysis between the two security requir
¢.5.3 FAU_SAR:2Restricted audit review
¢.5.3.1 Userapplication notes

Tlhis component specifies that any users not identified in FAU_SAR.1 Audit review will not be able to
auditrecords.

ability to
of audit
udit data

case of
ternal IT

bbility. If

mitted to
t records
etail, the
n” assist
ements.

read the

C-54 FAU—SAR:3 Selectableaudit review

C.5.4.1 User application notes

This component is used to specify that it should be possible to perform selection of the audit data to be
reviewed. If based on multiple criteria, those criteria should be related together with logical (i.e. “and” or “or”)

relations, and the tools should provide the ability to manipulate audit data (e.g. sort, filter).

© ISO/IEC 2008 - All rights reserved

123


https://standardsiso.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:2008(E)

C.54.2

C.5.4.21

Operations

Assignment

In FAU_SAR.3.1, the PP/ST author should specify whether capabilities to select and/or order audit data is

required

from the TSF.

In FAU_SAR.3.1, the PP/ST author should assign the criteria, possibly with logical relations, to be used to
select the audit data for review. The logical relations are intended to specify whether the operation can be on
an individual attribute or a collection of attributes. An example of this assignment could be: “application, user

account
attributes

C.6 Security audit event selection (FAU_SEL)

c.61 U
The Sec
of the pd
generatiq
be audite

This fam
by defini

C.6.2 F
C.6.2.1

This comj
events, b

The exis

routers that may not support the notion of users-

For a dis|

The man
query or

C.6.2.2
C.6.2.2.1

In FAU_
based, is

and/or location”. In this case the operation could be specified using any combination of the three
: application, user account and location.

ser notes
Urity audit event selection family provides requirements related to the capabilities of identifying which
ssible auditable events are to be audited. The auditable events are defined.n the Security audit data
n (FAU_GEN) family, but those events should be defined as being selgctable in this component tb
d.

ly ensures that it is possible to keep the audit trail from becoming“so large that it becomes useles$,
g the appropriate granularity of the selected security audit events.

AU_SEL.1 Selective audit
User application notes

ponent defines the selection criteria used, and the resulting audited subsets of the set of all auditable
ased on user attributes, subject attributes, object attributes, or event types.

tence of individual user identities is notlassumed for this component. This allows for TOEs such aps

tributed environment, the host identity could be used as a selection criteria for events to be audited.

agement function FMT_MTD?1 Management of TSF data will handle the rights of authorised users tp
modify the selections.

Operations
Selection

BEL.1.%-the PP/ST author should select whether the security attributes upon which audit selectivity is
related to object identity, user identity, subject identity, host identity, or event type.

C.6.2.2.2—Assignment

In FAU_SEL.1.1, the PP/ST author should specify any additional attributes upon which audit selectivity is

based. If

there are no additional rules upon which audit selectivity is based, this assignment can be completed

with “none”.
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C.7 Security audit event storage (FAU_STG)

C.7.1 User notes

The Security audit event storage family describes requirements for storing audit data for later use, including
requirements controlling the loss of audit information due to TOE failure, attack and/or exhaustion of storage

space.

C.7.2 FAU_STG.1 Protected audit trail storage

G.7.2.1 User application notes

a distributed environment, as the location of the audit trail is in the TSF, but not necessarily co-lochted with
e function generating the audit data, the PP/ST author could request authentication of. the-originafor of the
udit record, or non-repudiation of the origin of the record prior storing this record in thecaudit trail.

Q==

—

he TSF will protect the stored audit records in the audit trail from unauthorised deletion and modification. It is
oted that in some TOEs the auditor (role) might not be authorised to delete the audit records for p certain
eriod of time.

0 J

G.7.2.2 Operations
G.7.2.2.1 Selection

Irm FAU_STG.1.2, the PP/ST author should specify whetherdhe”TSF shall prevent or only be able fo detect
odifications of the stored audit records in the audit trail. Only one of these options may be chosen.

¢.7.3 FAU_STG.2 Guarantees of audit data availability

G.7.3.1 User application notes

—

his component allows the PP/ST author to(specify to which metrics the audit trail should conform.

e function generating the audit data, the PP/ST author could request authentication of the originator of the
udit record, or non-repudiation«f the origin of the record prior storing this record in the audit trail.

j a distributed environment, as the legation of the audit trail is in the TSF, but not necessarily co-located with
t

G.7.3.2 Operations
G.7.3.21 Selection

:m FAU_STG.2.2, the PP/ST author should specify whether the TSF shall prevent or only be able fo detect
odifications.of the stored audit records in the audit trail. Only one of these options may be chosen.

G.7.3.2.2—~"Assignment

In EAU_STG.2.3, the PP/ST author should specify the metric that the TSF must ensure with respgct to the
stcmmrmmmwmmmmmmmm i et i be kept,

or the time that records are guaranteed to be maintained. An example of the metric could be “100,000”
indicating that 100,000 audit records can be stored.

C.7.3.2.3 Selection
In FAU_STG.2.3, the PP/ST author should specify the condition under which the TSF shall still be able to

maintain a defined amount of audit data. This condition can be any of the following: audit storage exhaustion,
failure, attack.
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C.7.4 FAU_STG.3 Action in case of possible audit data loss

C.7.41

User application notes

This component requires that actions will be taken when the audit trail exceeds certain pre-defined limits.

C.74.2

C.7.4.21

Operations

Assignment

In FAU
that this
might ch
authorise

In FAU_

storage failure indicated by exceeding the threshold. Actions might include informing an autharised user.

C.7.5 F
C.7.5.1

This coni
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the requi
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C.75.2
C.7.5.2.1
In FAU_.
should p
when thg
C.7.5.2.2
In FAU _

failure, s
failure, tH

5TG.3.1, the PP/ST author should indicate the pre-defined limit. If the management functions indicatle
number might be changed by the authorised user, this value is the default value. The PP/STauthqr
pose to let the authorised user define this limit. In that case the assignment can be for example “an
d user set limit”.

5TG.3.1, the PP/ST author should specify actions that should be taken in case of\imminent audit

AU_STG.4 Prevention of audit data loss
User application notes

ponent specifies the behaviour of the TOE if the audit trail is full: €ither audit records are ignored, qr
is frozen such that no audited events can take place. The requirément also states that no matter hoyw
rement is instantiated, the authorised user with specific rightS te' this effect, can continue to generatg
bvents (actions). The reason is that otherwise the authotised user could not even reset the TOR.
ation should be given to the choice of the action to be taken by the TSF in the case of audit storagp
bn, as ignoring events, which provides better availability of the TOE, will also permit actions to be
d without being recorded and without the user being.accountable.

Operations

Selection
5TG.4.1, the PP/ST author should select whether the TSF shall ignore audited actions, or whether |t
revent audited actions from happening, or whether the oldest audit records should be overwrittep

TSF can no longer store audit-records. Only one of these options may be chosen.

Assignment

[¢]

5TG.4.1, the PP/ST adthor should specify other actions that should be taken in case of audit storag
ch as informingthe authorised user. If there is no other action to be taken in case of audit storag
is assignment/edn be completed with “none”.

[
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Annex D
(normative)

Class FCO: Communication

This class describes requirements specifically of interest for TOEs that are used for the transport of
imformmation Famities withim thisttassdeatwithrmmor-repudiatior:

n this class the concept of “information” is used. This information should be interpreted as the)obj¢ct being
communicated, and could contain an electronic mail message, a file, or a set of predefined attribute types.

n the literature, the terms “proof of receipt” and “proof of origin” are commonly used\terms. Howgver it is
pcognised that the term “proof” might be interpreted in a legal sense to imply,.a’*form of mathematical
ptionale. The components in this class interpret the de-facto use of the word\“proof’ in the cpntext of
pvidence” that the TSF demonstrates the non-repudiated transport of types of.information.

= =

Higure D.1 shows the decomposition of this class into its constituent components.
FCO NRO: Non-repudiation of origin 1 2
FCO NRR: Non-repudiation of receipt 1 2

Figure D.1 - FCO: Communication class decomposition

0.1 Non-repudiation of origin (FCO_NRO)

D.1.1 User notes

Non-repudiation of origin defines requirements to provide evidence to users/subjects about the identjty of the
driginator of some informatieny,\The originator cannot successfully deny having sent the information|because
evidence of origin (e.g. digital signature) provides evidence of the binding between the originator| and the
imformation sent. The recipient or a third party can verify the evidence of origin. This evidence should not be
forgeable.

If the information.or the associated attributes are altered in any way, validation of the evidence of origin might
ail. Thereforea PP/ST author should consider including integrity requirements such as FDP_UI[l.1 Data
gxchangedntegrity in the PP/ST.

—h

In non-repudiation there are several different roles involved, each of which could be combined in ong or more
subjects. The first role is a subject that requests evidence of origin (only in FCO_NRO.1 Selectivel proof of
g i ipi j i i i i g—a notary).
The third role is a subject that requests verification of the evidence of origin, for example, a recipient or a third
party such as an arbiter.

The PP/ST author must specify the conditions that must be met to be able to verify the validity of the
evidence. An example of a condition which could be specified is where the verification of evidence must occur
within 24 hours. These conditions, therefore, allow the tailoring of the non-repudiation to legal requirements,
such as being able to provide evidence for several years.

In most cases, the identity of the recipient will be the identity of the user who received the transmission. In
some instances, the PP/ST author does not want the user identity to be exported. In that case the PP/ST
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author must consider whether it is appropriate to include this class, or whether the identity of the transport
service provider or the identity of the host should be used.

In addition to (or instead of) the user identity, a PP/ST author might be more concerned about the time the
information was transmitted. For example, requests for proposals must be transmitted before a certain date in
order to be considered. In such instances, these requirements can be customised to provide a timestamp
indication (time of origin).

D.1.2 FCO_NRO.1 Selective proof of origin

D.1.2.1 | Operations
D.1.21.1 Assignment

In FCO_NRO.1.1, the PP/ST author should fill in the types of information subject to the evidence of origi
function,|for example, electronic mail messages.

=)

D.1.2.1.2 Selection
In FCO_NRO.1.1, the PP/ST author should specify the user/subject who can request evidence of origin.
D.1.2.1.3 Assignment

In FCO_|NRO.1.1, the PP/ST author, dependent on the selection, sheuld specify the third parties that ca
request gvidence of origin. A third party could be an arbiter, judge or legal body.

>

In FCO_NRO.1.2, the PP/ST author should fill in the list of the attributes that shall be linked to the information;
for example, originator identity, time of origin, and location of origin.

In FCO_NRO.1.2, the PP/ST author should fill in the list ofinformation fields within the information over which
the attributes provide evidence of origin, such as the body of a message.

D.1.2.1.4 Selection

In FCO_NRO.1.3, the PP/ST author should specify the user/subject who can verify the evidence of origin.
D.1.2.1.8 Assignment

In FCO_|NRO.1.3, the PP/ST ,author should fill in the list of limitations under which the evidence can be

verified. [For example the eyidence can only be verified within a 24 hour time interval. An assignment ¢
“immediate” or “indefinite” is‘acceptable.

=h

In FCO_|NRO.1.3, the RP/ST author, dependent on the selection, should specify the third parties that can
verify thg evidence-of’origin.

D.1.3 FCO_NRO.2 Enforced proof of origin

D.1.3.1 LOperations

D.1.3.1.1 Assignment

In FCO_NRO.2.1, the PP/ST author should fill in the types of information subject to the evidence of origin
function, for example, electronic mail messages.

In FCO_NRO.2.2, the PP/ST author should fill in the list of the attributes that shall be linked to the information;
for example, originator identity, time of origin, and location of origin.

In FCO_NRO.2.2, the PP/ST author should fill in the list of information fields within the information over which
the attributes provide evidence of origin, such as the body of a message.
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D.1.3.1.2 Selection

In FCO_NRO.2.3, the PP/ST author should specify the user/subject who can verify the evidence of origin.
D.1.3.1.3 Assignment

In FCO_NRO.2.3, the PP/ST author should fill in the list of limitations under which the evidence can be

verified. For example the evidence can only be verified within a 24 hour time interval. An assignment of
“immediate” or “indefinite” is acceptable.

In FCO_NRO.2.3, the PP/ST author, dependent on the selection, should specify the third parties [that can
erify the evidence of origin. A third party could be an arbiter, judge or legal body.

on-repudiation of receipt defines requirements to provide evidence to,other users/subjects [that the
imformation was received by the recipient. The recipient cannot successfdlly deny having recedived the
imformation because evidence of receipt (e.g. digital signature) provides evidence of the binding betyveen the
recipient attributes and the information. The originator or a third party can verify the evidence of recgipt. This

If should be noted that the provision of evidence that the informpation was received does not necessarily imply
that the information was read or comprehended, but only delivered.

I{ the information or the associated attributes are altered*inrany way, validation of the evidence of reg¢eipt with
respect to the original information might fail. Therefere a PP/ST author should consider including| integrity
requirements such as FDP_UIT.1 Data exchange integrity in the PP/ST.

Im non-repudiation, there are several different.roles involved, each of which could be combined in ong or more
subjects. The first role is a subject that requests evidence of receipt (only in FCO_NRR.1 Selectivg proof of
receipt). The second role is the recipient and/or other subjects to which the evidence is provided, (e.g. a

otary). The third role is a subject.that requests verification of the evidence of receipt, for example, an
driginator or a third party such as an_arbiter.

he PP/ST author must specify the conditions that must be met to be able to verify the validify of the
idence. An example of acondition which could be specified is where the verification of evidence muyst occur
ithin 24 hours. These, econditions, therefore, allow the tailoring of the non-repudiation to legal requirements,

ssion. In
e PP/ST
transport

time the

3 A 3 received
before a certaln date in order to be consrdered In such mstances these requrrements can be customlsed to
provide a timestamp indication (time of receipt).

D.2.2 FCO_NRR.1 Selective proof of receipt
D.2.2.1 Operations
D.2.2.1.1 Assignment

In FCO_NRR.1.1, the PP/ST author should fill in the types of information subject to the evidence of receipt
function, for example, electronic mail messages.
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D.2.2.1.2 Selection

In FCO_NRR.1.1, the PP/ST author should specify the user/subject who can request evidence of receipt.

D.2.2.1.3 Assignment

In FCO_NRR.1.1, the PP/ST author, dependent on the selection, should specify the third parties that can
request evidence of receipt. A third party could be an arbiter, judge or legal body.

In FCO

NRR.1.2, the PP/ST author should fill in the list of the attributes that shall be linked to the information;

for exam

In FCO |
informati

D.2.2.1.4
In FCO_|
D.2.2.1.5
In FCO |
verified.
“immedis

In FCO |
verify the

D.2.3 F
D.2.31
D.2.3.1.1

In FCO |
function,

In FCO_
for exam

In FCO |
informati

D.2.3.1.2

In FCO_

ple, recipient identity, time of receipt, and location of receipt.

NRR.1.2, the PP/ST author should fill in the list of information fields with the fields within the
bn over which the attributes provide evidence of receipt, such as the body a message.

Selection

NRR.1.3, the PP/ST author should specify the user/subjects who can verify theevidence of receipt.
Assignment

NRR.1.3, the PP/ST author should fill in the list of limitations undér“which the evidence can b

For example the evidence can only be verified within a 24 hour_time interval. An assignment ¢
te” or “indefinite” is acceptable.

=h

NRR.1.3, the PP/ST author, dependent on the selectionj should specify the third parties that cap
evidence of receipt.

CO_NRR.2 Enforced proof of receipt
Operations

Assignment

—

NRR.2.1, the PP/ST author should fill in the types of information subject to the evidence of receig
for example electronic mail messages.

NRR.2.2, the PP/ST auther'should fill in the list of the attributes that shall be linked to the information;
ple, recipient identity, time-of receipt, and location of receipt.

NRR.2.2, the PR/ST author should fill in the list of information fields with the fields within the
bn over which the,attributes provide evidence of receipt, such as the body of a message.

Selection

NRR.2:3; the PP/ST author should specify the user/subjects who can verify the evidence of receipt.

D.2.3.1.3

| _—Assignment

In FCO_NRR.2.3, the PP/ST author should fill in the list of limitations under which the evidence can be

verified.

For example the evidence can only be verified within a 24 hour time interval. An assignment of

“immediate” or “indefinite” is acceptable.

In FCO_NRR.2.3, the PP/ST author, dependent on the selection, should specify the third parties that can
verify the evidence of receipt. A third party could be an arbiter, judge or legal body.
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Annex E
(normative)

Class FCS: Cryptographic support

The TSF may employ cryptographic functionality to help satisfy several high-level security objective

nd data separation. This class is used when the TOE implements cryptographic functi
plementation of which could be in hardware, firmware and/or software.

—

he FCS: Cryptographic support class is composed of two families: Cryptographic .kéy man
FCS_CKM) and Cryptographic operation (FCS_COP). The Cryptographic key management (FC
amily addresses the management aspects of cryptographic keys, while the¢ Cryptographic
FCS_COP) family is concerned with the operational use of those cryptographic keys:

~ =h —~

-

or each cryptographic key generation method implemented by the TOE, f{any, the PP/ST authg
elect the FCS_CKM.1 Cryptographic key generation component.

(7))

-

or each cryptographic key distribution method implemented by thei TOE, if any, the PP/ST authg
elect the FCS_CKM.2 Cryptographic key distribution component;

(7))

Hor each cryptographic key access method implemented by‘the TOE, if any, the PP/ST author shot
the FCS_CKM.3 Cryptographic key access component.

Hor each cryptographic key destruction method implemented by the TOE, if any, the PP/ST authg
select the FCS_CKM.4 Cryptographic key destruction-component.

-

or each cryptographic operation (such as digital signature, data encryption, key agreement, secu
tc.) performed by the TOE, if any, the PR/ST author should select the FCS_COP.1 Cryptographic
omponent.

Q D

Q

ryptographic functionality may be\used to meet objectives specified in class FCO: Communicatio
amilies Data authentication (FDP_‘DAU), Stored data integrity (FDP_SDI), Inter-TSF user data confi
ransfer protection (FDP_UGCT); Inter-TSF user data integrity transfer protection (FDP_UIT), Specif
ecrets (FIA_SOS), Usercauthentication (FIA_UAU), to meet a variety of objectives. In the casg

— —h

pecify the objectives’that cryptographic functionality must satisfy. The objectives in class FCS: Cryp
upport should be gdsed when cryptographic functionality of the TOE is sought by consumers.

n o0 w

Higure E.1 shows the decomposition of this class into its constituent components.

2008(E)

s. These
channel
bns, the

agement
S_CKM)
bperation

r should

r should

Id select

r should

re hash,
bperation

N, and in
dentiality
cation of
s where

ryptographic functionality .is used to meet objectives for other classes, the individual functional components

ographic
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E.1 Cryptographic key management (FCS_CKM)

E.1.1 U

Cryptogr|
cryptogra
escrow,

The incldy
need nof
keys).

This fam
the folloy
and cryp|
for the m

If Securif
the contd

a) The

cryp)
the

1
2
FCS CEKM: Cryptographic key management
\ ’
4
FCS COP: Cryptographic operation 1

Figure E.1 - FCS: Cryptographic support class decomposition

ser notes

bphic keys must be managed throughout their lifetime. The typical events in the lifecycle of
phic key include (but are not limited to): generation, distribution, entry, storage, access (e.g. backug
brchive, recovery) and destruction.

sion of other stages is dependent on the.key management strategy being implemented, as the TO
be involved in all of the key life-cycle (e.g. the TOE may only generate and distribute cryptographi

ily is intended to support the ¢ryptographic key lifecycle and consequently defines requirements fqg
ving activities: cryptographicKey generation, cryptographic key distribution, cryptographic key acces
fographic key destruction( This family should be included whenever there are functional requirement
anagement of cryptographic keys.

y audit data generation (FAU_GEN) Security Audit Data Generation is included in the PP/ST then, i
xt of the events.being audited:

object aftributes may include the assigned user for the cryptographic key, the user role, th
tographicOperation that the cryptographic key is to be used for, the cryptographic key identifier an
cryptographic key validity period.

j Y

(R

(22

4%

[oN

b) The

object vatue Tmay include the vatues of tryptographic key(s)and parameters exctudingany sensitiv

information (such as secret or private cryptographic keys).

Typically, random numbers are used to generate cryptographic keys. If this is the case, then FCS_CKM.1
Cryptographic key generation should be used instead of the component FIA SOS.2 TSF Generation of
secrets. In cases where random number generation is required for purposes other than for the generation of
cryptographic keys, the component FIA_SOS.2 TSF Generation of secrets should be used.
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E.1.2 FCS_CKM.1 Cryptographic key generation
E.1.2.1 User application notes

This component requires the cryptographic key sizes and method used to generate cryptographic keys to be
specified, this can be in accordance with an assigned standard. It should be used to specify the cryptographic
key sizes and the method (e.g. algorithm) used to generate the cryptographic keys. Only one instance of the
component is needed for the same method and multiple key sizes. The key size could be common or different
for the various entities, and could be either the input to or the output from the method.

H.1.2.2 Operations
B.1.2.21 Assignment

In FCS_CKM.1.1, the PP/ST author should specify the cryptographic key generation algarithm to be used.

In FCS_CKM.1.1, the PP/ST author should specify the cryptographic key sizes td.be used. The Key sizes
specified should be appropriate for the algorithm and its intended use.

In FCS_CKM.1.1, the PP/ST author should specify the assigned standard that documents the methoj used to
denerate cryptographic keys. The assigned standard may comprise none, one or more actual standards
publications, for example, from international, national, industry or organisational standards.

E.1.3 FCS_CKM.2 Cryptographic key distribution

H.1.3.1 User application notes

—

his component requires the method used to distribute cryptographic keys to be specified, this can be in
ccordance with an assigned standard.

Q

B.1.3.2 Operations
H.1.3.2.1 Assignment

In FCS_CKM.2.1, the PP/ST authof should specify the cryptographic key distribution method to be usgd.

n FCS_CKM.2.1, the PP/ST _.author should specify the assigned standard that documents the methodl used to
istribute cryptographic keys.” The assigned standard may comprise none, one or more actual standards
publications, for example, from international, national, industry or organisational standards.

Q.

E.1.4 FCS_CKM:3.Cryptographic key access

B.1.4.1 Userapplication notes

—

his compohent requires the method used to access cryptographic keys be specified, this can be in
ccordance with an assigned standard.

Q

E-44-2—Operations
E.1.4.21 Assignment

In FCS_CKM.3.1, the PP/ST author should specify the type of cryptographic key access being used.
Examples of types of cryptographic key access include (but are not limited to) cryptographic key backup,

cryptographic key archival, cryptographic key escrow and cryptographic key recovery.

In FCS_CKM.3.1, the PP/ST author should specify the cryptographic key access method to be used.
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In FCS_CKM.3.1, the PP/ST author should specify the assigned standard that documents the method used to
access cryptographic keys. The assigned standard may comprise none, one or more actual standards
publications, for example, from international, national, industry or organisational standards.

E.1.5 FCS_CKM.4 Cryptographic key destruction

E.1.5.1 User application notes

This component requires the method used to destroy cryptographic keys be specified, this can be in
accordance with an assigned standard

E.1.5.2 | Operations
E.1.5.2.1 Assignment

In FCS_|CKM.4.1, the PP/ST author should specify the key destruction method to be, igsed to destroy
cryptographic keys.

In FCS_CKM.4.1, the PP/ST author should specify the assigned standard that documents the method used t
destroy gryptographic keys. The assigned standard may comprise none, one~or*more actual standard
publicatipns, for example, from international, national, industry or organisationalstandards.

(28N ®)

E.2 Cryptographic operation (FCS_COP)
E.2.1 User notes
A cryptographic operation may have cryptographic mode(s) of operation associated with it. If this is the casq

then the |cryptographic mode(s) must be specified. Examples 6f cryptographic modes of operation are ciphe
block chaining, output feedback mode, electronic code book mode, and cipher feedback mode.

=

[¢)

Cryptogrpphic operations may be used to support ehe or more TOE security services. The Cryptograph
operation (FCS_COP) component may need to be.itérated more than once depending on:

a) the liser application for which the securityservice is being used,
b) the lise of different cryptographic algorithms and/or cryptographic key sizes,
c) the fype or sensitivity of the data-being operated on.

If Securify audit data generation (FAU_GEN) Security audit data generation is included in the PP/ST then, i
the contéxt of the cryptographic operation events being audited:

=

a) Theltypes of eryptographic operation may include digital signature generation and/or verification,
cryptographic. ghecksum generation for integrity and/or for verification of checksum, secure hash
(message digest) computation, data encryption and/or decryption, cryptographic key encryption and/qr
decryptiony cryptographic key agreement and random number generation.

b) The subjectattributes mmaynctudesubject Tote(s)and user(s)assocated wittr thesubject:
c) The object attributes may include the assigned user for the cryptographic key, user role, cryptographic

operation the cryptographic key is to be used for, cryptographic key identifier, and the cryptographic key
validity period.
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E.2.2 FCS_COP.1 Cryptographic operation

E.2.2.1 User application notes

2008(E)

This component requires the cryptographic algorithm and key size used to perform specified cryptographic

operation(s) which can be based on an assigned standard.

E.2.2.2 Operations

Ipn FCS_COP.1.1, the PP/ST author should specify the cryptographic operations being perfermed
yptographic operations include digital signature generation and/or verification, cryptographic c

. Typical
nhecksum

eneration for integrity and/or for verification of checksum, secure hash (message digest)' computatjon, data

ncryption and/or decryption, cryptographic key encryption and/or decryption, cryptographic key ag
nd random number generation. The cryptographic operation may be performed on user-data or TSF

In FCS_COP.1.1, the PP/ST author should specify the cryptographic algorithm to be used
yptographic algorithms include, but are not limited to, DES, RSA and IDEA,

In FCS_COP.1.1, the PP/ST author should specify the cryptographic key’sizes to be used. The K
In FCS_COP.1.1, the PP/ST author should specify the assigned standard that documents how the

aryptographic operation(s) are performed. The assigned standard may comprise none, one or mo
standards publications, for example, from international, national, industry or organisational standards.

jreement
data.

Typical

ey sizes

dentified
re actual
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Annex F
(normative)

Class FDP: User data protection

This class contains families specifying requirements related to protecting user data. This class differs from FIA
and FPTmthat—FDP—User data—protectiom —specifiescomponents—toprotectuser data, FtA—specifigs
compongnts to protect attributes associated with the user, and FPT specifies components to protect-TSF
informatipn.

The clags does not contain explicit requirements for traditional Mandatory Access Controls, (MAC) ¢
traditional Discretionary Access Controls (DAC); however, such requirements may be constructed using
compongnts from this class.

=

FDP: Uskr data protection does not explicitly deal with confidentiality, integrity, or availability, as all three ar
most often intertwined in the policy and mechanisms. However, the TOE security policy must adequately
cover thgse three objectives in the PP/ST.

9]

[

A final agpect of this class is that it specifies access control in terms of “operations”. An operation is defined 4
a specific type of access on a specific object. It depends on the levelrof-abstraction of the PP/ST authg
whether fthese operations are described as “read” and/or “write” operations, or as more complex operation
such as jupdate the database”.

[

The accgess control policies are policies that control access to”'the information container. The attribute
represent attributes of the container. Once the informations“out of the container, the accessor is free t
modify that information, including writing the information into-a different container with different attributes. B
contrast,[ an information flow policies controls access tg-the information, independent of the container. Th
attributeg of the information, which may be associated‘with the attributes of the container (or may not, as i
the case| of a multi-level database) stay with the_ information as it moves. The accessor does not have th
ability, in[the absence of an explicit authorisationy to'change the attributes of the information.

D oI OO,

[

This clags is not meant to be a complete taxonomy of IT access policies, as others can be imagined. Thos
policies included here are simply thosewfor- which current experience with actual systems provides a basis fqg
specifying requirements. There may,beother forms of intent that are not captured in the definitions here.

=

For exarmple, one could imagine a goal of having user-imposed (and user-defined) controls on informatio
flow (e.d. an automated implementation of the NO FOREIGN handling caveat). Such concepts could b
handled gs refinements oforéxtensions to the FDP: User data protection components.

(O]

Finally, if is important*when looking at the components in FDP: User data protection to remember that thesge
compongnts are requirements for functions that may be implemented by a mechanism that also serves qr
could sefve anether purpose. For example, it is possible to build an access control policy (Access control
policy (FPP_ACCE)) that uses labels (FDP_IFF.1 Simple security attributes) as the basis of the access control
mechanism.

A set of SFRs may encompass many security function policies (SFPs), each to be identified by the two policy
oriented components Access control policy (FDP_ACC), and Information flow control policy (FDP_IFC). These
policies will typically take confidentiality, integrity, and availability aspects into consideration as required, to
satisfy the TOE requirements. Care should be taken to ensure that all objects are covered by at least one SFP
and that there are no conflicts arising from implementing the multiple SFPs.

When building a PP/ST using components from the FDP: User data protection class, the following information
provides guidance on where to look and what to select from the class.

The requirements in the FDP: User data protection class are defined in terms of a set of SFRs that will
implement a SFP. Since a TOE may implement multiple SFPs simultaneously, the PP/ST author must specify
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the name for each SFP, so it can be referenced in other families. This name will then be used in each
component selected to indicate that it is being used as part of the definition of requirements for that SFP. This
allows the author to easily indicate the scope for operations such as objects covered, operations covered,
authorised users, etc.

Each instantiation of a component can apply to only one SFP. Therefore if an SFP is specified in a component
then this SFP will apply to all the elements in this component. The components may be instantiated multiple
times within a PP/ST to account for different policies if so desired.

The key to selecting components from this family is to have a well defined set of TOE security objectives to

nable proper selection of the components from the two policy components; Access control policy ([
nd Information flow control policy (FDP_IFC). In Access control policy (FDP_ACC) and Inférma
ntrol policy (FDP_IFC) respectively, all access control policies and all information flow contrel po
amed. Furthermore the scope of control of these components in terms of the subjects, obj
perations covered by this security functionality. The names of these policies are meant t0-be used th
the remainder of the functional components that have an operation that calls for an assighment or se
n “access control SFP” or an “information flow control SFP”. The rules that defife the functional
amed access control and information flow control SFPs will be defined in the“Access control
-DP_ACF) and Information flow control functions (FDP_IFF) families (respectively).

-

e

a)

he following steps are guidance on how this class is applied in the construction of a PP/ST:

Identify the policies to be enforced from the Access control policy (FDP_ACC), and Informa
control policy (FDP_IFC) families. These families define s€epe of control for the policy, gran
control and may identify some rules to go with the policy.

Identify the components and perform any applicable operations in the policy compone
assignment operations may be performed generally (such as with a statement “All files”) or sq
(“The files “A”, “B”, etc.) depending upon the level of detail known.

Identify any applicable function componénts from the Access control functions (FDP_A

P_ACC)
tion flow
icies are
pcts and
roughout
ection of
ty of the
functions

tion flow
ularity of

nts. The
ecifically

CF) and

Information flow control functions (FDP_IFF) families to address the named policy families fromh Access

control policy (FDP_ACC) and Information flow control policy (FDP_IFC). Perform the operations
the components define the rules to-be enforced by the named policies. This should make the con
fit the requirements of the selected-function envisioned or to be built.

Identify who will have the ability to control and change security attributes under the function, suc
a security administrator{ only the owner of the object, etc. Select the appropriate components fr
Security management_and perform the operations. Refinements may be useful here to identify
features, such as that some or all changes must be done via trusted path.

Identify any_.appropriate components from the FMT: Security management for initial values
objects and subjects.

Identify any applicable rollback components from the Rollback (FDP_ROL) family.

Identify any applicable residual information protection requirements from the Residual inf

to make
hponents

h as only
bm FMT:
missing

for new

ormation

protection (FDP_RIP) family.

)

Identify any applicable import or export components, and how security attributes should be
during import and export, from the Import from outside of the TOE (FDP_ITC) and Export from
(FDP_ETC) families.

Identify any applicable internal TOE communication components from the Internal TOE
(FDP_ITT) family.

Identify any requirements for integrity protection of stored information from the Stored data
(FDP_SDI).
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k) Identify any applicable inter-TSF communication components from the Inter-TSF user data confidentiality
transfer protection (FDP_UCT) or Inter-TSF user data integrity transfer protection (FDP_UIT) families.

Figure F.1 shows the decomposition of this class into its constituent components.

FDP_ACC: Access control policy 1 2
FDP_ACF: Access control functions 1
FDP_DAU: Data authentication 1 2
1
FDP_ETC: Export firom the TOE
2
FDP IFC: Information flow control policy 1 2
1 2
FDP_IFF: Information flow control functions 3 4 5
6
1
FDP_ITC: Import from outside of the TOE
2
1 2
FDP ITT Internal TOE transfer
3 4
FDP_RIP: Residnal information protection 1 2
FDP_ROL: Rollback 1 2
FDP_SDI Stored data integrity 1 2
FDP UCT: Inter-TSF user data confidentiality transfer protection 1
1
FDP UIT Inter-TSF user data integrity transfer protection
2 3

Figure F.1 - FDP: User data protection class decomposition
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F.1Access control policy (FDP_ACC)
F.1.1 User notes

This family is based upon the concept of arbitrary controls on the interaction of subjects and objects. The
scope and purpose of the controls is based upon the attributes of the accessor (subject), the attributes of the
container being accessed (object), the actions (operations) and any associated access control rules.

The components in thls family are capable of identifying the access control SFPs (by name) to be enforced by
jects and
peratlons that are covered by |dent|f|ed access control SFPs The rules that deﬂne the functionality of an
access control SFP will be defined by other families, such as Access control functions (FDP_ACFK))and Export
flom the TOE (FDP_ETC). The names of the access control SFPs defined in Access| control policy
(FDP_ACC) are meant to be used throughout the remainder of the functional components that [have an
dperation that calls for an assignment or selection of an “access control SFP.”

he access control SFP covers a set of triplets: subject, object, and operations. Therefore a subjegt can be
covered by multiple access control SFPs but only with respect to a different operation or a different gbject. Of
course the same applies to objects and operations.

A critical aspect of an access control function that enforces an accessccontrol SFP is the ability for|users to
odify the attributes involved in access control decisions. The Access ‘control policy (FDP_ACC) farily does
ot address these aspects. Some of these requirements are left undefined, but can be added as refinements,
hile others are covered elsewhere in other families and classes-such as FMT: Security managementi.

here are no audit requirements in Access control policy (RDP_ACC) as this family specifies access control
JFP requirements. Audit requirements will be found in<families specifying functions to satisfy th¢ access
control SFPs identified in this family.

his family provides a PP/ST author the capability to specify several policies, for example, a fixed access
control SFP to be applied to one scope of control, and a flexible access control SFP to be defined for a
different scope of control. To specify more-than one access control policy, the components from this family

n be iterated multiple times in a PP/ST to different subsets of operations and objects. [This will
accommodate TOEs that contain multiple policies, each addressing a particular set of operations and objects.
In other words, the PP/ST author shauld specify the required information in the ACC component fol each of
the access control SFPs that the: TSF will enforce. For example, a TOE incorporating three access control
§FPs, each covering only a subset of the objects, subjects, and operations within the TOE, will contain one
ADP_ACC.1 Subset access. control component for each of the three access control SFPs, necessitating a
total of three FDP_ACC.1 Subset access control components.

H.1.2 FDP_ACC.1Subset access control

R.1.2.1 Usef application notes

—

he terms object and subject refer to generic elements in the TOE. For a policy to be implementgble, the
ntities must be clearly identified. For a PP, the objects and operations might be expressed as types|such as:
amed ‘'objects, data repositories, observe accesses, etc. For a specific TOE these generic terms |(subject,
bject) must be refined, e.g. files, registers, ports, daemons, open calls, etc

= D

This component specifies that the policy cover some well-defined set of operations on some subset of the
objects. It places no constraints on any operations outside the set - including operations on objects for which
other operations are controlled.

F.1.2.2 Operations

F.1.2.21 Assignment

In FDP_ACC.1.1, the PP/ST author should specify a uniquely named access control SFP to be enforced by
the TSF.
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In FDP_ACC.1.1, the PP/ST author should specify the list of subjects, objects, and operations among subjects
and objects covered by the SFP.

F.1.3 FDP_ACC.2 Complete access control

F.1.3.1

User application notes

This component requires that all possible operations on objects, that are included in the SFP, are covered by

an acces

s control SFP.

The PP/
control S

F.1.3.2
F.1.3.21

In FDP_
the TSF.

In FDP_
operation

F.2Acd
F.21 U

This fam
Access ¢

This fam
TOE wh
which is
PP/ST a
Such exq

There ar
rules for
mechani
A varietyl

e Accs

e Time

BT author must demonstrate that each combination of objects and subjects is covered by an acces
FP.

Operations
Assignment
NCC.2.1, the PP/ST author should specify a uniquely named access control S8FP to be enforced b,

ACC.2.1, the PP/ST author should specify the list of subjects and objects covered by the SFP. A
s among those subjects and objects will be covered by the SFP.

ess control functions (FDP_ACF)

ser notes

ly describes the rules for the specific functions that.can implement an access control policy named i
ontrol policy (FDP_ACC) which also specifies the scope of control of the policy.

ily provides a PP/ST author the capability teidescribe the rules for access control. This results in

bre the access to objects will not change(_An example of such an object is “Message of the Day

readable by all, and changeable only by the authorised administrator. This family also provides th

eptions would either explicitly allow_or deny authorisation to access an object.

e no explicit components to~specify other possible functions such as two-person control, sequenc
operations, or exclusion,~Controls. However, these mechanisms, as well as traditional DA

of acceptable access control functionality may be specified in this family such as:

ss control lists.(ACLs)

-basedsaecess control specifications

ithor with the ability to describe rules.that provide for exceptions to the general access control ruleg.

EMs, can be represented with the existing components, by careful drafting of the access control rules.

[2]

=}

(4%

[¢]

e Origi

htbased access control specifications

e Owner-controlled access control attributes

F.2.2 F

F.2.2.1

DP_ACF.1 Security attribute based access control

User application notes

This component provides requirements for a mechanism that mediates access control based on security
attributes associated with subjects and objects. Each object and subject has a set of associated attributes,
such as location, time of creation, access rights (e.g., Access Control Lists (ACLs)). This component allows
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the PP/ST author to specify the attributes that will be used for the access control mediation. This component
allows access control rules, using these attributes, to be specified.

Examples of the attributes that a PP/ST author might assign are presented in the following paragraphs.
An identity attribute may be associated with users, subjects, or objects to be used for mediation. Examples of
such attributes might be the name of the program image used in the creation of the subject, or a security

attribute assigned to the program image.

A time attribute can be used to specify that access will be authorised during certain times of the day, during
rtain days of the week, or during a certain calendar year.

location attribute could specify whether the location is the location of the request for thé) opergtion, the
Ipcation where the operation will be carried out, or both. It could be based upon internal tables to translate the
logical interfaces of the TSF into locations such as through terminal locations, CPU locations, etc.

grouping attribute allows a single group of users to be associated with an operation for the purposes of
ccess control. If required, the refinement operation should be used to speeify the maximum niymber of
efinable groups, the maximum membership of a group, and the maximum ndmber of groups to whigh a user
n concurrently be associated.

his component also provides requirements for the access control seeufity functions to be able to|explicitly
uthorise or deny access to an object based upon security attributes:yThis could be used to provide privilege,
ccess rights, or access authorisations within the TOE. Such privileges, rights, or authorisations could apply to
sers, subjects (representing users or applications), and objects.

C Q

R.2.2.2 Operations

A.2.2.21 Assignment

n FDP_ACF.1.1, the PP/ST author should specify an access control SFP name that the TSF is to|enforce.
he name of the access control SFP, and the scope of control for that policy are defined in compongnts from
ccess control policy (FDP_ACC).

> -

IJnt FDP_ACF.1.1, the PP/ST author:should specify, for each controlled subject and object, the| security
tributes and/or named groups of security attributes that the function will use in the specification of the rules.
Hor example, such attributes«may be things such as the user identity, subject identity, role, time of day,
Ipcation, ACLs, or any other(attribute specified by the PP/ST author. Named groups of security attrijutes can
be specified to provide a.convenient means to refer to multiple security attributes. Named groups could
provide a useful way t@_associate “roles” defined in Security management roles (FMT_SMR), and all of their
relevant attributes, with’subjects. In other words, each role could relate to a named group of attributes|

In FDP_ACF.12xthe PP/ST author should specify the SFP rules governing access among controlled|subjects
nd controlléd-objects using controlled operations on controlled objects. These rules specify when access is
ranted or.denied. It can specify general access control functions (e.g. typical permission bits) or|granular
ccess.control functions (e.g. ACLs).

Ipn “*EDP_ACF.1.3, the PP/ST author should specify the rules, based on security attributes, that |explicitly
authorise access of subjects to objects that will be used to explicitly authorise access. These rules are in
addition to those specified in FDP_ACF.1.1. They are included in FDP_ACF.1.3 as they are intended to
contain exceptions to the rules in FDP_ACF.1.1. An example of rules to explicitly authorise access is based
on a privilege vector associated with a subject that always grants access to objects covered by the access
control SFP that has been specified. If such a capability is not desired, then the PP/ST author should specify
“none”.

In FDP_ACF.1.4, the PP/ST author should specify the rules, based on security attributes, that explicitly deny
access of subjects to objects. These rules are in addition to those specified in FDP_ACF.1.1. They are
included in FDP_ACF.1.4 as they are intended to contain exceptions to the rules in FDP_ACF.1.1. An
example of rules to explicitly deny access is based on a privilege vector associated with a subject that always
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denies access to objects covered by the access control SFP that has been specified. If such a capability is not
desired, then the PP/ST author should specify “none”.

F.3Data authentication (FDP_DAU)
F.3.1 User notes

This family describes specific functions that can be used to authenticate “static” data.

ata is to be signed but not transmitted. (Note that the Non-repudiation of origin (FCO_NRO
provides|for non-repudiation of origin of information received during a data exchange.)

) fami
F.3.2 FDP_DAU.1 Basic Data Authentication

F.3.2.1 | User application notes

This component may be satisfied by one-way hash functions (cryptographic checksum, fingerprint, messag

digest), fo generate a hash value for a definitive document that may be used as verification of the validity ¢
authentigity of its information content.

=

F.3.2.2 | Operations

F.3.2.2.1 Assignment

In FDP_DAU.1.1, the PP/ST author should specify the list of objects or information types for which the TS
shall be ¢apable of generating data authentication evidence.

In FDP_DAU.1.2, the PP/ST author should specify the list of subjects that will have the ability to verify dat
authentigation evidence for the objects identified in thesprevious element. The list of subjects could be veny
specific, [if the subjects are known, or it could be mare generic and refer to a “type” of subject such as anh
identified role.

j Y

F.3.3 FDP_DAU.2 Data Authentication.with Identity of Guarantor

F.3.3.1 | User application notes

=)

This component additionally requires the ability to verify the identity of the user that provided the guarantee ¢
authentidity (e.g. a trusted third/party).

F.3.3.2 | Operations
F.3.3.2.1 Assignment

In FDP_DAU.24;the PP/ST author should specify the list of objects or information types for which the TSF
shall be ¢apablé of generating data authentication evidence.

In FDP_DAU.Z.Z, the PP/ST author should specify the ISt of subjects that will have the ability to verify data
authentication evidence for the objects identified in the previous element as well as the identity of the user that
created the data authentication evidence.

F.4Export from the TOE (FDP_ETC)
F.4.1 User notes

This family defines functions for TSF-mediated exporting of user data from the TOE such that its security
attributes either can be explicitly preserved or can be ignored once it has been exported. Consistency of these
security attributes are addressed by Inter-TSF TSF data consistency (FPT_TDC).
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Export from the TOE (FDP_ETC) is concerned with limitations on export and association of security attributes
with the exported user data.

This family, and the corresponding Import family Import from outside of the TOE (FDP_ITC), address how the
TOE deals with user data transferred into and outside its control. In principle this family is concerned with the
TSF-mediated exporting of user data and its related security attributes.

A variety of activities might be involved here:

a) exporting of user data without any security attributes;

b) exporting user data including security attributes where the two are associated with one another and the
security attributes unambiguously represent the exported user data.

If there are multiple SFPs (access control and/or information flow control) then it may be@ppropriate fo iterate
these components once for each named SFP.

H.4.2 FDP_ETC.1 Export of user data without security attributes
R.4.2.1 User application notes

Tlhis component is used to specify the TSF-mediated exporting of userdata without the export of it§ security
attributes.

H.4.2.2 Operations

R.4.2.21 Assignment

n FDP_ETC.1.1, the PP/ST author should specify the access control SFP(s) and/or information floyw control
FP(s) that will be enforced when exporting useridata. The user data that this function exports is s¢oped by
he assignment of these SFPs.

w

—

H.4.3 FDP_ETC.2 Export of user data with security attributes
R.4.3.1 User application notes

he user data is exported together with its security attributes. The security attributes are unambiguously
ssociated with the user data./There are several ways of achieving this association. One way that this can be
chieved is by physically collocating the user data and the security attributes (e.g. the same flopply), or by
sing cryptographic techniques such as secure signatures to associate the attributes and the user dgta. Inter-
SF trusted channel(FTP_ITC) could be used to assure that the attributes are correctly received at the other
usted IT productywhile Inter-TSF TSF data consistency (FPT_TDC) can be used to make sure that those
tributes are proeperly interpreted. Furthermore, Trusted path (FTP_TRP) could be used to make sur¢ that the
gxport is beging-initiated by the proper user.

—HC QO QO -

Q =

R.4.3.2>-Operations
A4321 Assignmenf
In FDP_ETC.2.1, the PP/ST author should specify the access control SFP(s) and/or information flow control

SFP(s) that will be enforced when exporting user data. The user data that this function exports is scoped by
the assignment of these SFPs.

In FDP_ETC.2.4, the PP/ST author should specify any additional exportation control rules or “none” if there
are no additional exportation control rules. These rules will be enforced by the TSF in addition to the access
control SFPs and/or information flow control SFPs selected in FDP_ETC.2.1.
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F.5Information flow control policy (FDP_IFC)
F.5.1 User notes

This family covers the identification of information flow control SFPs; and, for each, specifies the scope of
control of the SFP.

The components in this family are capable of identifying the information flow control SFPs to be enforced by
the traditional Mandatory Access Control mechanisms that would be found in a TOE. However, they go
beyond ne ,nnnf MA me nfn m 214 ~TallaT~ ~Yal o_identi ~Tala Blal= ibe non-interferen e
policies and state-transitions. It further defines the subjects under control of the policy, the information undgr
control of the policy, and operations which cause controlled information to flow to and from controlled subjects
for each|information flow control SFP in the TOE. The information flow control SFP will be defined‘'by othgr
families puch as Information flow control functions (FDP_IFF) and Export from the TOE (FDP_'ETC). The

d

r

informatipn flow control SFPs named here in Information flow control policy (FDP_IFC) are mean? to be use
throughagut the remainder of the functional components that have an operation that calls for,an.assignment g
selection| of an “information flow control SFP.”

These components are quite flexible. They allow the domain of flow control to be specified and there is np
requirement that the mechanism be based upon labels. The different elements of-the information flow contrg
compongnts also permit different degrees of exception to the policy.

Each SFP covers a set of triplets: subject, information, and operations that_cause information to flow to an
from subjects. Some information flow control policies may be at a vety low level of detail and explicitl
describe[subjects in terms of processes within an operating system) ©ther information flow control policie,
may be at a high level and describe subjects in the generic sense_of users or input/output channels. If th
informatipn flow control policy is at too high a level of detail, it may not clearly define the desired IT securit
functiong. In such cases, it is more appropriate to include suchiescriptions of information flow control polici€
as objeclives. Then the desired IT security functions can be‘specified as supportive of those objectives.

NT< PO O

In the sgcond component (FDP_IFC.2 Complete informyation flow control), each information flow control SFP
will cover all possible operations that cause informaation covered by that SFP to flow to and from subjects
covered by that SFP. Furthermore, all information flows will need to be covered by a SFP. Therefore for each
action thpt causes information to flow, there will;be a set of rules that define whether the action is allowed. |f
there arg multiple SFPs that are applicable/for'a given information flow, all involved SFPs must allow this floy
before it js permitted to take place.

An information flow control SFP_covers a well-defined set of operations. The SFPs coverage may b
“complete” with respect to some information flows, or it may address only some of the operations that affeq
the information flow.

—~ D

An accegs control SFP controls access to the objects that contain information. An information flow control SF
controls pccess to the information, independent of its container. The attributes of the information, which ma
be assogiated with_the attributes of the container (or may not, as in the case of a multi-level database) stq
with the|information as it flows. The accessor does not have the ability, in the absence of an explig
authorisgtion, to.change the attributes of the information.

~< < U

Informatipn_flows and operations can be expressed at multiple levels. In the case of a ST, the information
flows and operations might be specified at a system-specific level: TCP/IP packets flowing through a firewall
based upon known IP addresses. For a PP, the information flows and operations might be expressed as
types: email, data repositories, observe accesses, etc.

The components in this family can be applied multiple times in a PP/ST to different subsets of operations and
objects. This will accommodate TOEs that contain multiple policies, each addressing a particular set of
objects, subjects, and operations.
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F.5.2 FDP_IFC.1 Subset information flow control
F.5.2.1 User application notes

This component requires that an information flow control policy apply to a subset of the possible operations in
the TOE.

F.5.2.2 Operations

In FDP_IFC.1.1, the PP/ST author should specify a uniquely named information flow control SEP to be
nforced by the TSF.

FDP_IFC.1.1, the PP/ST author should specify the list of subjects, information, and operations which cause
ntrolled information to flow to and from controlled subjects covered by the SFP. As.mentioned alpove, the
list of subjects could be at various levels of detail depending on the needs of the) PP/ST author/ It could
specify users, machines, or processes for example. Information could refer to data such as email o network
rotocols, or more specific objects similar to those specified under an access{eontrol policy. If the information
that is specified is contained within an object that is subject to an access eontrol policy, then both thg access
control policy and information flow control policy must be enforced before the specified information cpuld flow
tp or from the object.

H.5.3 FDP_IFC.2 Complete information flow control
R.5.3.1 User application notes

Tlhis component requires that all possible operationsthat cause information to flow to and from|subjects
imcluded in the SFP, are covered by an information flow control SFP.

Tlhe PP/ST author must demonstrate that each;¢ombination of information flows and subjects is covered by an
imformation flow control SFP.

H.5.3.2 Operations
A.5.3.2.1 Assignment

In FDP_IFC.2.1, the PP/ST.author should specify a uniquely named information flow control SEP to be
nforced by the TSF.

D

In FDP_IFC.2.1, the"\PP/ST author should specify the list of subjects and information that will be coyvered by
the SFP. All operations that cause that information to flow to and from subjects will be covered by the|SFP. As
entioned abeye, the list of subjects could be at various levels of detail depending on the needs of the PP/ST
uthor. It could specify users, machines, or processes for example. Information could refer to data| such as
mail or_network protocols, or more specific objects similar to those specified under an access contrpl policy.
I{ the infarmation that is specified is contained within an object that is subject to an access control policy, then
oth the access control policy and information flow control policy must be enforced before the ppecified
information could flow to or from the object

F.6Information flow control functions (FDP_IFF)
F.6.1 User notes

This family describes the rules for the specific functions that can implement the information flow control SFPs
named in Information flow control policy (FDP_IFC), which also specifies the scope of control of the policies. It
consists of two “trees:” one addressing the common information flow control function issues, and a second
addressing illicit information flows (i.e. covert channels) with respect to one or more information flow control
SFPs. This division arises because the issues concerning illicit information flows are, in some sense,
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orthogonal to the rest of an SFP. lllicit information flows are flows in violation of policy; thus they are not a
policy issue.

In order to implement strong protection against disclosure or modification in the face of untrusted software,
controls on information flow are required. Access controls alone are not sufficient because they only control
access to containers, allowing the information they contain to flow, without controls, throughout a system.

In this family, the phrase “types of illicit information flows” is used. This phrase may be used to refer to the
categorisation of flows as “Storage Channels” or “Timing Channels”, or it can refer to improved categorisations
reflective of the needs of a PP/ST author.

The flexipility of these components allows the definition of a privilege policy within FDP_IFF.1 Simple securif
attributeg and FDP_IFF.2 Hierarchical security attributes to allow the controlled bypass of all or part’ of
particulatr SFP. If there is a need for a predefined approach to SFP bypass, the PP/ST author should considg
incorporating a privilege policy.

0 <

=

F.6.2 FDP_IFF.1 Simple security attributes
F.6.2.1 | User application notes

This conmponent requires security attributes on information, and on subjects that-cause that information to flo
and subjects that act as recipients of that information. The attributes of the\containers of the informatio
should afso be considered if it is desired that they should play a part in information flow control decisions or
they are|covered by an access control policy. This component specifiesithe key rules that are enforced, an
describeg how security attributes are derived.

O = o =

This component does not specify the details of how a security attribute is assigned (i.e. user versus process).
Flexibility in policy is provided by having assignments that allow, specification of additional policy and functio
requiremients, as necessary.

=)

This conpponent also provides requirements for the infermation flow control functions to be able to explicitly
authorisg and deny an information flow based upon security attributes. This could be used to implement
privilege |policy that covers exceptions to the basic'policy defined in this component.

j V)

F.6.2.2 | Operations
F.6.2.2.1 Assignment
In FDP_IFF.1.1, the PP/ST authorshould specify the information flow control SFPs enforced by the TSF. Th

name of|the information flow_control SFP, and the scope of control for that policy are defined in component
from Infgrmation flow controlpelicy (FDP_IFC).

[2BN )

]

In FDP_|FF.1.1, the PPIST author should specify, for each type of controlled subject and information, th
security attributes that-are relevant to the specification of the SFP rules. For example, such security attribute
may be [things such the subject identifier, subject sensitivity label, subject clearance label, informatio
sensitivity label,.etc. The types of security attributes should be sufficient to support the environmental needs.

> O

In FDP_IFEA.2, the PP/ST author should specify for each operation, the security attribute-based relationshi
that must hold between subject and information security attributes that the TSF will enforce.

In FDP_IFF.1.3, the PP/ST author should specify any additional information flow control SFP rules that the
TSF is to enforce. This includes all rules of the SFP that are either not based on the security attributes of the
information and the subject or rules that automatically modify the security attributes of information or subjects
as a result of an access operation. An example for the first case is a rule of the SFP controlling a threshold
value for specific types of information. This would for example be the case when the information flow SFP
contains rules on access to statistical data where a subject is only allowed to access this type of information
up to a specific number of accesses. An example for the second case would be a rule stating under which
conditions and how the security attributes of a subject or object change as the result of an access operation.
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Some information flow policies for example may limit the number of access operations to information with
specific security attributes. If there are no additional rules then the PP/ST author should specify “none”.

In FDP_IFF.1.4, the PP/ST author should specify the rules, based on security attributes, that explicitly
authorise information flows. These rules are in addition to those specified in the preceding elements. They are
included in FDP_IFF.1.4 as they are intended to contain exceptions to the rules in the preceding elements. An
example of rules to explicitly authorise information flows is based on a privilege vector associated with a
subject that always grants the subject the ability to cause an information flow for information that is covered by
the SFP that has been specified. If such a capability is not desired, then the PP/ST author should specify
“none”.

In FDP_IFF.1.5, the PP/ST author should specify the rules, based on security attributes, that expligitly deny
information flows. These rules are in addition to those specified in the preceding elements. Theyare|included
im FDP_IFF.1.5 as they are intended to contain exceptions to the rules in the preceding elemgents. An|example
rules to explicitly deny information flows is based on a privilege vector associated with/a subject|that
Iways denies the subject the ability to cause an information flow for information that.is)covered by|the SFP

that has been specified. If such a capability is not desired, then the PP/ST author should specify “nong”.
H.6.3 FDP_IFF.2 Hierarchical security attributes
R.6.3.1 User application notes

his component requires that the named information flow control SFPyuses hierarchical security attributes that
brm a lattice.

=

If is important to note that the hierarchical relationship requirements identified in FDP_IFF.2.4 need oply apply
to the information flow control security attributes for the information flow control SFPs that have been |dentified
im FDP_IFF.2.1. This component is not meant to apply te,other SFPs such as access control SFPs.

ADP_IFF.2.6 phrases the requirements for the set of security attributes to form a lattice. A nymber of
imformation flow policies defined in the literatureand implemented in IT products are based on a set of security
tributes that form a lattice. FDP_IFF.2.6_is specifically included to address this type of information flow
olicies.

it is the case that multiple information*flow control SFPs are to be specified, and that each of these $FPs will
ave their own security attributes that are not related to one another, then the PP/ST author should itg¢rate this
mponent once for each of those SFPs. Otherwise a conflict might arise with the sub-items of FDR_IFF.2.4
sjnce the required relationships will not exist.

.6.3.2 Operations
.6.3.2.1 Assjgnment
FDP_IFF.2:4; the PP/ST author should specify the information flow control SFPs enforced by the TSF. The

ame of the/information flow control SFP, and the scope of control for that policy are defined in components
ftom Information flow control policy (FDP_IFC).

EDP IFF.2.1, the PP/ST author should specify, for each type of controlled subject and informgtion, the
security attributes that are relevant to the specification of the SFP rules. For example, such security attributes
may be things such the subject identifier, subject sensitivity label, subject clearance label, information
sensitivity label, etc. The types of security attributes should be sufficient to support the environmental needs.

In FDP_IFF.2.2, the PP/ST author should specify for each operation, the security attribute-based relationship
that must hold between subject and information security attributes that the TSF will enforce. These
relationships should be based upon the ordering relationships between the security attributes.

In FDP_IFF.2.3, the PP/ST author should specify any additional information flow control SFP rules that the

TSF is to enforce. This includes all rules of the SFP that are either not based on the security attributes of the
information and the subject or rules that automatically modify the security attributes of information or subjects
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as a result of an access operation. An example for the first case is a rule of the SFP controlling a threshold
value for specific types of information. This would for example be the case when the information flow SFP
contains rules on access to statistical data where a subject is only allowed to access this type of information
up to a specific number of accesses. An example for the second case would be a rule stating under which
conditions and how the security attributes of a subject or object change as the result of an access operation.
Some information flow policies for example may limit the number of access operations to information with
specific security attributes. If there are no additional rules then the PP/ST author should specify “none”.

In FDP_IFF.2.4, the PP/ST author should specify the rules, based on security attributes, that explicitly
authorise information flows. These rules are in addition to those specified in the preceding elements. They are
included|in FDP_IFF.2.4 as they are intended to contain exceptions to the rules in the preceding elements~An
example|of rules to explicitly authorise information flows is based on a privilege vector associated with"g
subject that always grants the subject the ability to cause an information flow for information that is covered bly
the SFP|that has been specified. If such a capability is not desired, then the PP/ST author should. 'specify
“none”.

In FDP_|FF.2.5, the PP/ST author should specify the rules, based on security attributes, that explicitly den
informatipn flows. These rules are in addition to those specified in the preceding elements. They are include
in FDP_IFF.2.5 as they are intended to contain exceptions to the rules in the preceding'elements. An exampl
of rules {o explicitly deny information flows is based on a privilege vector associated. 'with a subject that
always denies the subject the ability to cause an information flow for information.that is covered by the SF
that has peen specified. If such a capability is not desired, then the PP/ST auther-should specify “none”.

(OIS

U

F.6.4 FDP_IFF.3 Limited illicit information flows
F.6.4.1 | User application notes

This component should be used when at least one of the SFPs that requires control of illicit information flows
does notfrequire elimination of flows.

For the gpecified illicit information flows, certain maximim capacities should be provided. In addition a PP/S[l
author has the ability to specify whether the illicit information flows must be audited.

F.6.4.2 | Operations
F.6.4.2.1 Assignment
In FDP_IFF.3.1, the PP/ST author shaould specify the information flow control SFPs enforced by the TSF. Th

name of|the information flow control SFP, and the scope of control for that policy are defined in component
from Infgrmation flow control pelicy (FDP_IFC).

»n D

In FDP_|FF.3.1, the PR/ST author should specify the types of illicit information flows that are subject to
maximum capacity limitation.

V)

In FDP_|JFF.3.1,the PP/ST author should specify the maximum capacity permitted for any identified illicjt
informatipn flows.

F.6.5 FDP’IFF.4 Partial elimination of illicit information flows

F.6.5.1 User application notes

This component should be used when all the SFPs that requires control of illicit information flows require
elimination of some (but not necessarily all) illicit information flows.
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F.6.5.2 Operations

F.6.5.21 Assignment

In FDP_IFF.4.1, the PP/ST author should specify the information flow control SFPs enforced by the TSF. The
name of the information flow control SFP, and the scope of control for that policy are defined in components

from Information flow control policy (FDP_IFC).

In FDP_IFF.4.1, the PP/ST author should specify the types of illicit information flows which are subject to a
maximum capacity limitation.

Ii FDP_IFF.4.1, the PP/ST author should specify the maximum capacity permitted for any identified illicit
formation flows.

Irm FDP_IFF.4.2, the PP/ST author should specify the types of illicit information flows to be-gliminated| This list
ay not be empty as this component requires that some illicit information flows are to be-eliminated.

H.6.6 FDP_IFF.5 No illicit information flows
A.6.6.1 User application notes

Tlhis component should be used when the SFPs that require cantrol of illicit information flowg require
glimination of all illicit information flows. However, the PP/ST authab 'should carefully consider the [potential
impact that eliminating all illicit information flows might have on.the normal functional operation of the TOE.
lany practical applications have shown that there is an indirect' relationship between illicit informatjon flows
nd normal functionality within a TOE and eliminating all illicit information flows may result in less than desired
flinctionality.

=

R.6.6.2 Operations

A.6.6.2.1 Assignment

n FDP_IFF.5.1, the PP/ST author should specify the information flow control SFP for which illicit information
flows are to be eliminated. The name ©f the information flow control SFP, and the scope of contrdl for that
policy are defined in components from Information flow control policy (FDP_IFC).

H.6.7 FDP_IFF.6 lllicit information flow monitoring
H.6.7.1  User application-notes

Tlhis component should be used when it is desired that the TSF provide the ability to monitor the usg of illicit
information flows™that exceed a specified capacity. If it is desired that such flows be audited, then this

mponent coluld serve as the source of audit events to be used by components from the Security qudit data
eneration(FAU_GEN) family.

.6.7.2>>Operations

In FDP_IFF.6.1, the PP/ST author should specify the information flow control SFPs enforced by the TSF. The
name of the information flow control SFP, and the scope of control for that policy are defined in components
from Information flow control policy (FDP_IFC).

In FDP_IFF.6.1, the PP/ST author should specify the types of illicit information flows that will be monitored for
exceeding a maximum capacity.

In FDP_IFF.6.1, the PP/ST author should specify the maximum capacity above which illicit information flows
will be monitored by the TSF.
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F.7Import from outside of the TOE (FDP_ITC)

F.7.1 User notes

This family defines mechanisms for TSF-mediated importing of user data from outside the TOE into the TOE
such that the user data security attributes can be preserved. Consistency of these security attributes are

addressed by Inter-TSF TSF data consistency (FPT_TDC).

Import from outside of the TOE (FDP_ITC) is concerned with limitations on import, user specification of

Security ttributes,-and-association-of enr‘nrify attributes with the user data

This family, and the corresponding export family Export from the TOE (FDP_ETC), address how the 7O
deals wilh user data outside its control. This family is concerned with assigning and abstraction of.'the use
data secrrity attributes.

UL

A variety| of activities might be involved here:

a) importing user data from an unformatted medium (e.g. floppy disk, tape, scanner,video or audit signal
withput including any security attributes, and physically marking the medium to indicate its contents;

b) importing user data, including security attributes, from a medium and vefifying that the object security
attributes are appropriate;

c) impgrting user data, including security attributes, from a medium usifig a cryptographic sealing techniqu
to protect the association of user data and security attributes.

[

This famjly is not concerned with the determination of whether the-lUser data may be imported. It is concernefd
with the Yyalues of the security attributes to associate with the imported user data.

There arge two possibilities for the import of user data: either the user data is unambiguously associated wit
reliable gbject security attributes (values and meaning\ef'the security attributes is not modified), or no reliabl
security attributes (or no security attributes at all) are available from the import source. This family addresse
both cases.

(2=

If there are reliable security attributes available, they may have been associated with the user data by physic
means (the security attributes are on, the same media), or by logical means (the security attributes a
distributgd differently, but include unique object identification, e.g. cryptographic checksum).

This famjly is concerned with TSF-mediated importing of user data and maintaining the association of securi
attributeg as required by the-SFP. Other families are concerned with other import aspects such

consistemncy, trusted channels;“and integrity that are beyond the scope of this family. Furthermore, Import fro
outside df the TOE (FDRP{TC) is only concerned with the interface to the import medium. Export from the TOE
(FDP_ETC) is responsible for the other end point of the medium (the source).

Some of[the well’ Known import requirements are:

a) impgrting-of user data without any security attributes;

b) importing of user data including security attributes where the two are associated with one another and the
security attributes unambiguously represent the information being imported.

These import requirements may be handled by the TSF with or without human intervention, depending on the
IT limitations and the organisational security policy. For example, if user data is received on a “confidential”
channel, the security attributes of the objects will be set to “confidential”.

If there are multiple SFPs (access control and/or information flow control) then it may be appropriate to iterate
these components once for each named SFP.
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F.7.2 FDP_ITC.1 Import of user data without security attributes
F.7.2.1 User application notes

This component is used to specify the import of user data that does not have reliable (or any) security
attributes associated with it. This function requires that the security attributes for the imported user data be
initialised within the TSF. It could also be the case that the PP/ST author specifies the rules for import. It may
be appropriate, in some environments, to require that these attributes be supplied via a trusted path or a
trusted channel mechanism.

H.7.2.2 Operations

A.7.2.21 Assignment

n FDP_ITC.1.1, the PP/ST author should specify the access control SFP(s) and/or ipfermation floy control
FP(s) that will be enforced when importing user data from outside of the TOE, The user data [that this
linction imports is scoped by the assignment of these SFPs.

W

—h

m FDP_ITC.1.3, the PP/ST author should specify any additional importation control rules or “none” if there are
no additional importation control rules. These rules will be enforced by, the* TSF in addition to thé access
control SFPs and/or information flow control SFPs selected in FDP_ITC 4.4~

H.7.3 FDP_ITC.2 Import of user data with security attributes
R.7.3.1 User application notes

Tlhis component is used to specify the import of user data-that has reliable security attributes associated with
it This function relies upon the security attributes that @re accurately and unambiguously associated with the
dbjects on the import medium. Once imported, those objects will have those same attributes. This|requires
Inter-TSF TSF data consistency (FPT_TDC) to efisure the consistency of the data. It could also be [the case
that the PP/ST author specifies the rules for import.

H.7.3.2 Operations

m

.7.3.21 Assignment

n FDP_ITC.2.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
FP(s) that will be enforced_when importing user data from outside of the TOE. The user data [that this
linction imports is scoped by the assignment of these SFPs.

W

—h

n FDP_ITC.2.5, the PP/ST author should specify any additional importation control rules or “none” if there are
no additional impaertation control rules. These rules will be enforced by the TSF in addition to th¢ access
control SFPs and/or information flow control SFPs selected in FDP_ITC.2.1.

F.8Internal TOE transfer (FDP_ITT)

H.81 " User notes

This family provides requirements that address protection of user data when it is transferred between parts of
a TOE across an internal channel. This may be contrasted with the Inter-TSF user data confidentiality transfer
protection (FDP_UCT) and Inter-TSF user data integrity transfer protection (FDP_UIT) family, which provide
protection for user data when it is transferred between distinct TSFs across an external channel, and Export
from the TOE (FDP_ETC) and Import from outside of the TOE (FDP_ITC), which address TSF-mediated
transfer of data to or from outside the TOE.

The requirements in this family allow a PP/ST author to specify the desired security for user data while in
transit within the TOE. This security could be protection against disclosure, modification, or loss of availability.
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The determination of the degree of physical separation above which this family should apply depends on the
intended environment of use. In a hostile environment, there may be risks arising from transfers between parts
of the TOE separated by only a system bus. In more benign environments, the transfers may be across more
traditional network media.

If there are multiple SFPs (access control and/or information flow control) then it may be appropriate to iterate
these components once for each named SFP.

F.8.2 FDP_ITT.1 Basic internal transfer protection

F.8.2.1 | Operations

F.8.2.1.1 Assignment

In FDP_|TT.1.1, the PP/ST author should specify the access control SFP(s) and/or information flow contrg
SFP(s) cpvering the information being transferred.

F.8.2.1.2 Selection

—

In FDP_ITT.1.1, the PP/ST author should specify the types of transmission errors thatthe TSF should prever
occurring for user data while in transport. The options are disclosure, modification,loss of use.

F.8.3 FDP_ITT.2 Transmission separation by attribute
F.8.3.1 | User application notes

This component could, for example, be used to provide different forms of protection to information with
different clearance levels.

-

One of the ways to achieve separation of data when it is-transmitted is through the use of separate logical g
physical channels.

F.8.3.2 | Operations

F.8.3.2.1 Assignment

In FDP_|TT.2.1, the PP/ST author should specify the access control SFP(s) and/or information flow contrg
SFP(s) cpvering the information beingtransferred.

F.8.3.2.2 Selection

—

In FDP_ITT.2.1, the PP/ST-author should specify the types of transmission errors that the TSF should prever
occurring for user dataavhile in transport. The options are disclosure, modification, loss of use.

F.8.3.2.3 Assighment

In FDP_IT#.2:2, the PP/ST author should spemfy the securlty attributes, the values of which the TSF will usge
to determing-w ) , ]
An example is that user data assomated W|th the |dent|ty of one owner is transmltted separately from the user
data associated with the identify of a different owner. In this case, the value of the identity of the owner of the
data is what is used to determine when to separate the data for transmission.

F.8.4 FDP_ITT.3 Integrity monitoring
F.8.4.1 User application notes
This component is used in combination with either FDP_ITT.1 Basic internal transfer protection or FDP_ITT.2

Transmission separation by attribute. It ensures that the TSF checks received user data (and their attributes)
for integrity. FDP_ITT.1 Basic internal transfer protection or FDP_ITT.2 Transmission separation by attribute
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will provide the data in a manner such that it is protected from modification (so that FDP_ITT.3 Integrity
monitoring can detect any modifications).

The PP/ST author has to specify the types of errors that must be detected. The PP/ST author should consider:
modification of data, substitution of data, unrecoverable ordering change of data, replay of data, incomplete
data, in addition to other integrity errors.

The PP/ST author must specify the actions that the TSF should take on detection of a failure. For example:
ignore the user data, request the data again, inform the authorised administrator, reroute traffic for other lines.

R.8.4.2 Operations

F.8.4.21 Assignment

n FDP_ITT.3.1, the PP/ST author should specify the access control SFP(s) and/or inferfmation flow control
FP(s) covering the information being transferred and monitored for integrity errors.

W

In FDP_ITT.3.1, the PP/ST author should specify the type of possible integrity errors to be monitored during
transmission of the user data.

n FDP_ITT.3.2, the PP/ST author should specify the action to be taken-by-the TSF when an integrity error is
ncountered. An example might be that the TSF should request the.resubmission of the user data. The
FP(s) specified in FDP_ITT.3.1 will be enforced as the actions are taken by the TSF.

wn o

-

.8.5 FDP_ITT.4 Attribute-based integrity monitoring
H.8.5.1 User application notes

Tlhis component is used in combination with FDP_ITF.2 Transmission separation by attribute. It ensures that
the TSF checks received user data, that has been transmitted by separate channels (based on vyalues of
specified security attributes), for integrity. It allows the PP/ST author to specify actions to be taken upon
etection of an integrity error.

or example, this component could:- be* used to provide different integrity error detection and gction for
formation at different integrity levels;

Tlhe PP/ST author has to specify.the types of errors that must be detected. The PP/ST author should ¢onsider:
modification of data, substitution of data, unrecoverable ordering change of data, replay of data, incomplete
data, in addition to other integrity errors.

Tlhe PP/ST author-'should specify the attributes (and associated transmission channels) that nefessitate
imtegrity error monitering.

Tlhe PP/ST.author must specify the actions that the TSF should take on detection of a failure. For ¢xample:
ignore the.user data, request the data again, inform the authorised administrator, reroute traffic for otHer lines.

H.8.5:2' Operations

F.8.5.21 Assignment

In FDP_ITT.4.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) covering the information being transferred and monitored for integrity errors.

In FDP_ITT.4.1, the PP/ST author should specify the type of possible integrity errors to be monitored during
transmission of the user data.

In FDP_ITT.4.1, the PP/ST author should specify a list of security attributes that require separate transmission
channels. This list is used to determine which user data to monitor for integrity errors., based on its security

© ISO/IEC 2008 - All rights reserved 153


https://standardsiso.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:2008(E)

attributes and its transmission channel. This element is directly related to FDP_ITT.2 Transmission separation
by attribute.

In FDP_ITT.4.2, the PP/ST author should specify the action to be taken by the TSF when an integrity error is

encountered. An example might be that the TSF should request the resubmission of the user data. The
SFP(s) specified in FDP_ITT.3.1 will be enforced as the actions are taken by the TSF.

F.9Residual information protection (FDP_RIP)

F.9.1 Userneotes

[oN

Residuall information protection ensures that TSF-controlled resources when de-allocated from an obj€ct-an
before they are reallocated to another object are treated by the TSF in a way that it is not possible {
reconstryict all or part of the data contained in the resource before it was de-allocated.

@)

A TOE usually has a number of functions that potentially de-allocate resources from an object<and potentiall
re-allocate those resources to objects. Some, but not all of those resources may have been used to stor
critical data from the previous use of the resource and for those resources FDP_RIP(requires that they ar
prepared for reuse. Object reuse applies to explicit requests of a subject or user to release resources as we
as impligit actions of the TSF that result in the de-allocation and subsequent re=allocation of resources f
different pbjects. Examples of explicit requests are the deletion or truncation of @-file or the release of an are|
of main memory. Examples of implicit actions of the TSF are the de-allocation and re-allocation of cach
regions.

= D D <

O O O

The reqlirement for object reuse is related to the content of the fesource belonging to an object, not all
informatipn about the resource or object that may be stored elsewhere in the TSF. As an example to satisfy
the FDP| RIP requirement for files as objects requires that all'sectors that make up the file need to b
prepared for re-use.

It also applies to resources that are serially reused by different subjects within the system. For example, most
operating systems typically rely upon hardware registers’ (resources) to support processes within the systemn.
As procgsses are swapped from a “run” state to ac“sleep” state (and vice versa), these registers are serial
reused by different subjects. While this “swapping™action may not be considered an allocation or deallocatio
of a resolrce, Residual information protection (EDP_RIP) could apply to such events and resources.

o<

Residual| information protection (FDP_RIP) typically controls access to information that is not part of an
currently|defined or accessible object;“however, in certain cases this may not be true. For example, object “A
is a file and object “B” is the disk-upon which that file resides. If object “A” is deleted, the information from
object “A’ is under the control of.Residual information protection (FDP_RIP) even though it is still part of obje¢
“B”.

<

~

—

It is impagrtant to note that, Residual information protection (FDP_RIP) applies only to on-line objects and n¢
off-line dbjects such as-those backed-up on tapes. For example, if a file is deleted in the TOE, Residu
informatipn protection~(FDP_RIP) can be instantiated to require that no residual information exists upo
deallocation; however, the TSF cannot extend this enforcement to that same file that exists on the off-lin
back-up.| Therefore that same file is still available. If this is a concern, then the PP/ST author should mak
sure thaf{thé proper environmental objectives are in place to support operational user guidance to address off-
line objetts

Residual information protection (FDP_RIP) and Rollback (FDP_ROL) can conflict when Residual information
protection (FDP_RIP) is instantiated to require that residual information be cleared at the time the application
releases the object to the TSF (i.e. upon deallocation). Therefore, the Residual information protection
(FDP_RIP) selection of “deallocation” should not be used with Rollback (FDP_ROL) since there would be no
information to roll back. The other selection, “unavailability upon allocation”, may be used with Rollback
(FDP_ROL), but there is the risk that the resource which held the information has been allocated to a new
object before the roll back took place. If that were to occur, then the roll back would not be possible.
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There are no audit requirements in Residual information protection (FDP_RIP) because this is not a user-
invokable function. Auditing of allocated or deallocated resources would be auditable as part of the access
control SFP or the information flow control SFP operations.

This family should apply to the objects specified in the access control SFP(s) or the information flow control
SFP(s) as specified by the PP/ST author.

F.9.2 FDP_RIP.1 Subset residual information protection
F9.21 U licati

—

his component requires that, for a subset of the objects in the TOE, the TSF will ensure that there is no
vailable residual information contained in a resource allocated to those objects or deallocated frgm those
bjects.

O Q

R.9.2.2 Operations
R.9.2.2.1 Selection

In FDP_RIP.1.1, the PP/ST author should specify the event, allocation of the\resource to or deallocation of the
resource from, that invokes the residual information protection function.

R.9.2.2.2 Assignment
In FDP_RIP.1.1, the PP/ST author should specify the list of objeets subject to residual information protection.
H.9.3 FDP_RIP.2 Full residual information protection
R.9.3.1 User application notes

Tlhis component requires that for all objects in the TOE, the TSF will ensure that there is no availablg residual
imformation contained in a resource allocated\to those objects or deallocated from those objects.

R.9.3.2 Operations
R.9.3.2.1 Selection

In FDP_RIP.2.1, the PP/SFauthor should specify the event, allocation of the resource to or deallocatipon of the
resource from, that invokes-the residual information protection function.

F.10Rollback (FDP_ROL)
H.10.1User-notes

Tlhis family addresses the need to return to a well defined valid state, such as the need of a user to undo
q\odifications to a file or to undo transactions in case of an incomplete series of transaction as in thT case of

atabases.

This family is intended to assist a user in returning to a well defined valid state after the user undoes the last
set of actions, or, in distributed databases, the return of all of the distributed copies of the databases to the
state before an operation failed.

Residual information protection (FDP_RIP) and Rollback (FDP_ROL) conflict when Residual information
protection (FDP_RIP) enforces that the contents will be made unavailable at the time that a resource is
deallocated from an object. Therefore, this use of Residual information protection (FDP_RIP) cannot be
combined with Rollback (FDP_ROL) as there would be no information to roll back. Residual information
protection (FDP_RIP) can be used only with Rollback (FDP_ROL) when it enforces that the contents will be
unavailable at the time that a resource is allocated to an object. This is because the Rollback (FDP_ROL)
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mechanism will have an opportunity to access the previous information that may still be present in the TOE in
order to successfully roll back the operation.

The rollback requirement is bounded by certain limits. For example a text editor typically only allows you roll
back up to a certain number of commands. Another example would be backups. If backup tapes are rotated,
after a tape is reused, the information can no longer be retrieved. This also poses a bound on the rollback
requirement.

F.10.2FDP_ROL.1 Basic rollback

F.10.2.1| User application notes

This component allows a user or subject to undo a set of operations on a predefined set of objects. The“undp
is only possible within certain limits, for example up to a number of characters or up to a time limit.

F.10.2.2| Operations

F.10.2.2]1 Assignment
In FDP_ROL.1.1, the PP/ST author should specify the access control SFP(s) and/orinformation flow contrgl
SFP(s) that will be enforced when performing rollback operations. This is negessary to make sure that rgl
back is not used to circumvent the specified SFPs.

In FDP_RROL.1.1, the PP/ST author should specify the list of operations,that can be rolled back.

In FDP_ROL.1.1, the PP/ST author should specify the informationtand/or list of objects that are subjected t
the rollback policy.

O

In FDP_ROL.1.2, the PP/ST author should specify the boundary limit to which rollback operations may b
performdgd. The boundary may be specified as a predefified period of time, for example, operations may b
undone Which were performed within the past two minutes. Other possible boundaries may be defined as th
maximum number of operations allowable or the size of a buffer.

[

F.10.3FDP_ROL.2 Advanced rollback
F.10.3.1| User application notes

This component enforces that the ASF provide the capability to rollback all operations; however, the user cap
choose tp rollback only a part of-them.

F.10.3.2| Operations

F.10.3.2]1 Assignment

In FDP_ROL.2.4\the PP/ST author should specify the access control SFP(s) and/or information flow contrg
SFP(s) that will-be enforced when performing rollback operations. This is necessary to make sure that rqg|
back is nof-used to circumvent the specified SFPs.

In FDP_ROL.2.1, the PP/ST author should specify the list of objects that are subjected to the rollback policy.

In FDP_ROL.2.2, the PP/ST author should specify the boundary limit to which rollback operations may be
performed. The boundary may be specified as a predefined period of time, for example, operations may be
undone which were performed within the past two minutes. Other possible boundaries may be defined as the
maximum number of operations allowable or the size of a buffer.
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F.11Stored data integrity (FDP_SDI)
F.11.1User notes

This family provides requirements that address protection of user data while it is stored within containers
controlled by the TSF.

Hardware glitches or errors may affect data stored in memory. This family provides requirements to detect
these unintentional errors. The integrity of user data while stored on storage devices controlled by the TSF are

lso addressed hy this fnmily

—

o prevent a subject from modifying the data, the Information flow control functions (FDP_IFE) of Access
pntrol functions (FDP_ACF) families are required (rather than this family).

Q

his family differs from Internal TOE transfer (FDP_ITT) that protects the user data fromintegrity errprs while
eing transferred within the TOE.

o -

H.11.2FDP_SDI.1 Stored data integrity monitoring
R.11.2.1 User application notes

Tlhis component monitors data stored on media for integrity errors.The PP/ST author can specify|different
kinds of user data attributes that will be used as the basis for monitoring.

R.11.2.2 Operations
A.11.2.21 Assignment
In FDP_SDI.1.1, the PP/ST author should specify the-integrity errors that the TSF will detect.

Irm FDP_SDI.1.1, the PP/ST author should spegify the user data attributes that will be used as the basis for the
onitoring.

H.11.3FDP_SDI.2 Stored data integrity monitoring and action

H.11.3.1 User application notes

—

his component monitors data stored on media for integrity errors. The PP/ST author can specify whith action
hould be taken in case an integrity error is detected.

(7))

R.11.3.2 Operations
A.11.3.2.1 Assignment

In FDP_SBI.2.1, the PP/ST author should specify the integrity errors that the TSF will detect.

I||1 EDP_SDI.2.1, the PP/ST author should specify the user data attributes that will be used as the basis for the
NTOMItoTINg-

In FDP_SDI.2.2, the PP/ST author should specify the actions to be taken in case an integrity error is detected.

F.12Inter-TSF user data confidentiality transfer protection (FDP_UCT)
F.12.1User notes

This family defines the requirements for ensuring the confidentiality of user data when it is transferred using
an external channel between the TOE and another trusted IT product. Confidentiality is enforced by

© ISO/IEC 2008 - All rights reserved 157


https://standardsiso.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:2008(E)

preventing unauthorised disclosure of user data in transit between the two end points. The end points may be
a TSF or a user.

This family provides a requirement for the protection of user data during transit. In contrast, Confidentiality of
exported TSF data (FPT_ITC) handles TSF data.

F.12.2FDP_UCT.1 Basic data exchange confidentiality

F.12.2.1 User application notes

The TSF|has the ability to protect from disclosure some user data which is exchanged.
F.12.2.2| Operations

F.12.2.211 Assignment

In FDP_UCT.1.1, the PP/ST author should specify the access control SFP(s) and/or information flow contrg
SFP(s) that will be enforced when exchanging user data. The specified policies will'be enforced to make
decisions about who can exchange data and which data can be exchanged.
F.12.2.2]2 Selection

In FDP_|UCT.1.1, the PP/ST author should specify whether this element applies to a mechanism that
transmitg or receives user data.

F.13Inter-TSF user data integrity transfer protection(FDP_UIT)

F.13.1User notes

[®N

This fanily defines the requirements for providing integrity for user data in transit between the TSF an
another frusted IT product and recovering from detectable errors. At a minimum, this family monitors th
integrity pf user data for modifications. Furthermoré,this family supports different ways of correcting detecte
integrity errors.

O

This famiily defines the requirements for previding integrity for user data in transit; while Integrity of exported
TSF datg (FPT_ITI) handles TSF data.

Inter-TSK user data integrity transfer” protection (FDP_UIT) and Inter-TSF user data confidentiality transfe
protection (FDP_UCT) are duals-of each other, as Inter-TSF user data confidentiality transfer protectio
(FDP_UCT) addresses userata confidentiality. Therefore, the same mechanism that implements Inter-TS
user data integrity transfecprotection (FDP_UIT) could possibly be used to implement other families such a
Inter-TSK user data coénfidentiality transfer protection (FDP_UCT) and Import from outside of the TO
(FDP_ITE).

o mTs 3

F.13.2FDP_UIT-1"Data exchange integrity

F.13.2.1| User application notes

The TSF has a basic ability to send or receive user data in a manner such that modification of the user data
can be detected. There is no requirement for a TSF mechanism to attempt to recover from the modification.

F.13.2.2 Operations

F.13.2.2.1 Assignment

In FDP_UIT.1.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) that will be enforced on the transmitted data or on the received data. The specified policies will be

enforced to make decisions about who can transmit or who can receive data, and which data can be
transmitted or received.
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F.13.2.2.2 Selection

In FDP_UIT.1.1, the PP/ST author should specify whether this element applies to a TSF that is transmitting or
receiving objects.

In FDP_UIT.1.1, the PP/ST author should specify whether the data should be protected from modification,
deletion, insertion or replay.

In FDP_UIT.1.2, the PP/ST author should specify whether the errors of the type: modification, deletion,
insertion or replay are detected.

.13.3FDP_UIT.2 Source data exchange recovery
.13.3.1 User application notes

his component provides the ability to recover from a set of identified transmission erfors, if required] with the
elp of the other trusted IT product. As the other trusted IT product is outside the TOE) the TSF cann¢t control
behaviour. However, it can provide functions that have the ability to cooperate with the other tfusted IT
roduct for the purposes of recovery. For example, the TSF could include 4unctions that depend Lipon the
spurce trusted IT product to re-send the data in the event that an error is detected. This component deals with
the ability of the TSF to handle such an error recovery.

.13.3.2 Operations

.13.3.2.1 Assignment
FDP_UIT.2.1, the PP/ST author should specify the dceess control SFP(s) and/or information floy control

FP(s) that will be enforced when recovering user data. The specified policies will be enforced [to make

ecisions about which data can be recovered and how. it can be recovered.

FDP_UIT.2.1, the PP/ST author should specify the list of integrity errors from which the TSF, with|the help
of the source trusted IT product, is be able to,récover the original user data.

H.13.4FDP_UIT.3 Destination data exchange recovery

H.13.4.1 User application notes

—

his component provides the.ability to recover from a set of identified transmission errors. It accomplishes this
ask without help from-the’ source trusted IT product. For example, if certain errors are dete¢ted, the
ransmission protocol-must be robust enough to allow the TSF to recover from the error based on checksums
and other informatienh.available within that protocol.

— —+

R.13.4.2 Operations

H.13.4.2.1.Assignment

In FDP_UIT.3.1, the PP/ST author should specify the access control SFP(s) and/or information floy control

SEP(s) that will be enforced when recovering user data The specified policies will be enforced [to make
decisions about which data can be recovered and how it can be recovered.

In FDP_UIT.3.1, the PP/ST author should specify the list of integrity errors from which the receiving TSF,
alone, is able to recover the original user data.
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Annex G
(normative)

Class FIA: Identification and authentication

A common security requirement is to unambiguously identify the person and/or entity performing functions in a

TOE. Th
indeed w
that is kn

Families

Identificdtion and Authentication is required to ensure that users are associated with the_proper security

attributes

The una
users an

The Use

The Use

The Au
authentiq

The Use

enforcement of the SFRs.

The Use
authorise

The Spe
a defineq

Figure G

snvotves ot oy estabtishingthethaimed dentity of eachuser, butatso verifyimg that eactruser
ho he/she claims to be. This is achieved by requiring users to provide the TSF with some information
own by the TSF to be associated with the user in question.
in this class address the requirements for functions to establish and verify a claimed_ user identity.

(e.g. identity, groups, roles, security or integrity levels).

mbiguous identification of authorised users and the correct association of, security attributes with
H subjects is critical to the enforcement of the security policies.

- identification (FIA_UID) family addresses determining the identity of a‘uSer.
- authentication (FIA_UAU) family addresses verifying the identity of-a user.

thentication failures (FIA_AFL) family addresses defining limits on repeated unsuccessfl
ation attempts.

r attribute definition (FIA_ATD) family address the.définition of user attributes that are used in the

r-subject binding (FIA_USB) family addresses*the correct association of security attributes for each
d user.

cification of secrets (FIA_SOS) family~addresses the generation and verification of secrets that satisfly
metric.

.1 shows the decomposition af this class into its constituent components.
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FIA AFL: Authentication failures 1
FIA ATD: User attribute definition 1
1
FIA SOS: Specilication of secrets
2
1 2
3
4
FIA UAU: User authentication
5
6
7
FTA\UID: User identification 1 2
FIA USB: User-subject binding 1
Figure G.1 - FIA: Identification and authentication class decomposition
I.1 Authentication failures (FIA_AFL)
11 User notes

This family addresses requirements for defining values for authentication attempts and TSF actions in cases
of authentication attempt failure. Parameters include, but are not limited to, the number of attempts and time
thresholds.

The session establishment process is the interaction with the user to perform the session establishment
independent of the actual implementation. If the number of unsuccessful authentication attempts exceeds the
indicated threshold, either the user account or the terminal (or both) will be locked. If the user account is
disabled, the user cannot log-on to the system. If the terminal is disabled, the terminal (or the address that the
terminal has) cannot be used for any log-on. Both of these situations continue until the condition for re-
establishment is satisfied.
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G.1.2 FIA_AFL.1 Authentication failure handling
G.1.2.1 User application notes

The PP/ST author may define the number of unsuccessful authentication attempts or may choose to let the
TOE developer or the authorised user to define this number. The unsuccessful authentication attempts need
not be consecutive, but rather related to an authentication event. Such an authentication event could be the
count from the last successful session establishment at a given terminal.

The PP/ST author could specify a list of actions that the TSF shall take in the case of authentication failure

authorisgd administrator could also be allowed to manage the events, if deemed opportune by the PR/S
author. These actions could be, among other things, terminal deactivation, user account deactivation) q
administrator alarm. The conditions under which the situation will be restored to normal must be specified o
the actiop.

5 = 1

—

In order to prevent denial of service, TOEs usually ensure that there is at least one user account that canng
be disabled.

Further gctions for the TSF can be stated by the PP/ST author, including rules for re-ehabling the user sessig
establishment process, or sending an alarm to the administrator. Examples of-these actions are: until

specified time has lapsed, until the authorised administrator re-enables the terminal/account, a time related {
failed prgvious attempts (every time the attempt fails, the disabling time is doubled).

[OJ " s

G.1.2.2 | Operations
G.1.2.2.1 Selection

In FIA_AFL.1.1, the PP/ST author should select either the assignment of a positive integer, or the phrase “ap
administrator configurable positive integer” specifying the rangé of acceptable values.

G.1.2.2.2 Assignment

In FIA_AFL.1.1, the PP/ST author should specify the authentication events. Examples of these authenticatioh
events afe: the unsuccessful authentication attempts since the last successful authentication for the indicatefd
user identity, the unsuccessful authentication,attempts since the last successful authentication for the current
terminal,| the number of unsuccessful - authentication attempts in the last 10 minutes. At least ong
authentigation event must be specified;

=

In FIA_AFL.1.1, if the assignment'of a positive integer is selected, the PP/ST author should specify the defaul
number (positive integer) of unsuccessful authentication attempts that, when met or surpassed, will trigger th
events.

[

In FIA_AFL.1.1, if an @administrator configurable positive integer is selected, the PP/ST author should specif
the range of acceptable values from which the administrator of the TOE may configure the number ¢
unsuccessful authentication attempts. The number of authentication attempts should be less than or equal {
the upper boundand greater or equal to the lower bound values.

—- <

O

G.1.2.2.3 _Selection

In FIA_AFL.1.2, the PP/ST author should select whether the event of meeting or surpassing the defined
number of unsuccessful authentication attemps shall trigger an action by the TSF.

G.1.2.2.4 Assignment
In FIA_AFL.1.2, the PP/ST author should specify the actions to be taken in case the threshold is met or
surpassed, as selected. These actions could be disabling of an account for 5 minutes, disabling the terminal

for an increasing amount of time (2 to the power of the number of unsuccessful attempts in seconds), or
disabling of the account until unlocked by the administrator and simultaneously informing the administrator.
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The actions should specify the measures and if applicable the duration of the measure (or the conditions
under which the measure will be ended).

G.2 User attribute definition (FIA_ATD)
G.2.1 User notes

All authorised users may have a set of security attributes, other than the user's identity, that are used to
enforce the SFRs. This family defines the requirements for associating user security attributes with users as

adad to-crn
COTTToO~StP

pnardtha TOLE 1 o aliina can ety Adaniciane
POTTtC T Ot i N 1ig- ST oty O T CIroToTTST

—

here are dependencies on the individual security policy (SFP) definitions. These individual definitions should
pntain the listing of attributes that are necessary for policy enforcement.

Q

G.2.2 FIA_ATD.1 User attribute definition

G.2.2.1 User application notes

—

his component specifies the security attributes that should be maintained atthe level of the user. This means
at the security attributes listed are assigned to and can be changed at the ‘level of the user. In oth¢r words,
anging a security attribute in this list associated with a user should have no impact on the security attributes
any other user.

—

case security attributes belong to a group of users (such as €apability List for a group), the user will need to
have a reference (as security attribute) to the relevant group.

G.2.2.2 Operations

G.2.2.21 Assignment

FIA_ATD.1.1, the PP/ST author should specify the security attributes that are associated to an individual

v«

ser. An example of such a list is {“clearance?, “group identifier”, “rights”}.

.3 Specification of secrets-(FIA_SOS)
.3.1 User notes

his family defines requireménts for mechanisms that enforce defined quality metrics on provided sedrets, and
enerate secrets to satisfy the defined metric. Examples of such mechanisms may include agtomated
ecking of user supplied passwords, or automated password generation.

secret can be_ generated outside the TOE (e.g. selected by the user and introduced in the TOE)] In such
ses, the FIA-SOS.1 Verification of secrets component can be used to ensure that the external generated
secret adheres to certain standards, for example a minimum size, not present in a dictionary, apd/or not
reviously used.

ecrets can also be generated by the TOE. In those cases, the FIA SOS.2 TSF Generation of secrets
component can be used to require the TOE to ensure that the secrets that will adhere to some specified
metrics.

Secrets contain the authentication data provided by the user for an authentication mechanism that is based on
knowledge the user possesses. When cryptographic keys are employed, the class FCS: Cryptographic
support should be used instead of this family.

© ISO/IEC 2008 - All rights reserved 163


https://standardsiso.com/api/?name=abb52faf75dbb0d8b3afe83be133f062

ISO/IEC 15408-2:2008(E)

G.3.2 FIA_SOS.1 Verification of secrets
G.3.2.1 User application notes

Secrets can be generated by the user. This component ensures that those user generated secrets can be
verified to meet a certain quality metric.

G.3.2.2 Operations

G.3.2.2.1__Assignment

In FIA_S|0S.1.1, the PP/ST author should provide a defined quality metric. The quality metric specification.ca
be as simple as a description of the quality checks to be performed, or as formal as a referen¢e to
government published standard that defines the quality metrics that secrets must meet. Examples| of qualif
metrics gould include a description of the alphanumeric structure of acceptable secrets and/or the space siz
that accgptable secrets must meet.

<< O 3

G.3.3 FJA_SOS.2 TSF Generation of secrets

G.3.3.1 | User application notes

=

This component allows the TSF to generate secrets for specific functions such‘as authentication by means g
passwords.

—

When a pseudo-random number generator is used in a secret generation algorithm, it should accept as inpt
random data that would provide output that has a high degree of unpredictability. This random data (seed) ca
be derived from a number of available parameters such as a system clock, system registers, date, time, etg.
The pargmeters should be selected to ensure that the number,of unique seeds that can be generated from
these inguts should be at least equal to the minimum number of secrets that must be generated.

=

G.3.3.2 | Operations

G.3.3.2.1 Assignment
In FIA_S|0S.2.1, the PP/ST author should provide a defined quality metric. The quality metric specification can
be as simple as a description of the, quality checks to be performed or as formal as a reference to p
governmgent published standard that_defines the quality metrics that secrets must meet. Examples of quality
metrics gould include a description-efthe alphanumeric structure of acceptable secrets and/or the space size
that accgptable secrets must meet:

In FIA_S|0S.2.2, the PP/SF ‘author should provide a list of TSF functions for which the TSF generated secrets
must be bsed. An example -of such a function could include a password based authentication mechanism.

G.4 User authentication (FIA_UAU)

G.4.1 Usernotes

This fam
required attributes on which the user authentication mechanisms must be based.

(0

G.4.2 FIA_UAU.1 Timing of authentication
G.4.2.1 User application notes
This component requires that the PP/ST author define the TSF-mediated actions that can be performed by the

TSF on behalf of the user before the claimed identity of the user is authenticated. The TSF-mediated actions
should have no security concerns with users incorrectly identifying themselves prior to being authenticated.
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For all other TSF-mediated actions not in the list, the user must be authenticated before the action can be
performed by the TSF on behalf of the user.

This component cannot control whether the actions can also be performed before the identification took place.
This requires the use of either FIA_UID.1 Timing of identification or FIA_UID.2 User identification before any
action with the appropriate assignments.

G.4.2.2 Operations

G.4.2.21 Assignment

In FIA_UAU.1.1, the PP/ST author should specify a list of TSF-mediated actions that can be performed by the
SF on behalf of a user before the claimed identity of the user is authenticated. This list canhot' be empty. If
0 actions are appropriate, component FIA_UAU.2 User authentication before any action ,should |be used
stead. An example of such an action might include the request for help on the login pro€edure.

G.4.3 FIA_UAU.2 User authentication before any action
G.4.3.1 User application notes

Tlhis component requires that a user is authenticated before any other TSF-mediated action can take|place on
behalf of that user.

G.4.4 FIA_UAU.3 Unforgeable authentication
G.4.4.1 User application notes

his component addresses requirements for mechafiisms that provide protection of authentication data.
uthentication data that is copied from another user;or is in some way constructed should be detectgd and/or

bjected. These mechanisms provide confidence-that users authenticated by the TSF are actually who they
aim to be.

o I >

—

his component may be useful only with authentication mechanisms that are based on authentication data
hat cannot be shared (e.g. biometri¢s). It is impossible for a TSF to detect or prevent the sharing of
passwords outside the control of thé T,SF.

—

G.4.4.2 Operations
G.4.4.21 Selection

In FIA_UAU.3.1, the"PP/ST author should specify whether the TSF will detect, prevent, or detect and prevent
brging of authentication data.

—h

FIA UAU.32, the PP/ST author should specify whether the TSF will detect, prevent, or detect and prevent
pying.of.authentication data.

4.5 -FIA_UAU.4 Single-use authentication mechanisms

G.4.5.1 User application notes

This component addresses requirements for authentication mechanisms based on single-use authentication
data. Single-use authentication data can be something the user has or knows, but not something the user is.
Examples of single-use authentication data include single-use passwords, encrypted time-stamps, and/or
random numbers from a secret lookup table.

The PP/ST author can specify to which authentication mechanism(s) this requirement applies.
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G.4.5.2 Operations

G.4.5.21 Assignment

In FIA_UAU.4.1, the PP/ST author should specify the list of authentication mechanisms to which this
requirement applies. This assignment can be “all authentication mechanisms”. An example of this assignment

could be “the authentication mechanism employed to authenticate people on the external network”.

G.4.6 FIA_UAU.5 Multiple authentication mechanisms

G.4.6.1 | User application notes

The use |of this component allows specification of requirements for more than one authentication mechanism
to be usgd within a TOE. For each distinct mechanism, applicable requirements must be chosen fréom the FIA:
Identificdtion and authentication class to be applied to each mechanism. It is possible that the sampe
compongnt could be selected multiple times in order to reflect different requirements for the\\different use g
the authentication mechanism.

=

—h

The mahagement functions in the class FMT may provide maintenance capabjliies for the set d
authentigation mechanisms, as well as the rules that determine whether the authentication was successful.

To allow|anonymous users to interact with the TOE, a “none” authentication mechanism can be incorporated.
The use pf such access should be clearly explained in the rules of FIA_UAU5.2.

G.4.6.2 | Operations
G.4.6.2.1 Assignment

In FIA_UAU.5.1, the PP/ST author should define the available authentication mechanisms. An example o¢f
such a lit could be: “none, password mechanism, biometfi¢ (retinal scan), S/key mechanism”.

In FIA_UAU.5.2, the PP/ST author should specify the rules that describe how the authentication mechanism
provide authentication and when each is to be used. This means that for each situation the set of mechanism|
that might be used for authenticating the user.must be described. An example of a list of such rules is: “if th
user hag special privileges a password mechanism and a biometric mechanism both shall be used, wi
success pnly if both succeed; for all other-users a password mechanism shall be used.”

O O

=

The PP/BT author might give the boundaries within which the authorised administrator may specify specific
rules. Anl example of a rule is: “the-dser shall always be authenticated by means of a token; the administratqr
might specify additional authentication mechanisms that also must be used.” The PP/ST author also might
choose not to specify any beundaries but leave the authentication mechanisms and their rules completely up
to the authorised adminijstrator.

G.4.7 FJA_UAU,6 Re-authenticating

G.4.7.1 | Userapplication notes

This co 3 y
include user requests for the TSF to perform security relevant actions, as well as requests from non-TSF
entities for re-authentication (e.g. a server application requesting that the TSF re-authenticate the client it is
serving).

G.4.7.2 Operations
G.4.7.21 Assignment
In FIA_UAU.6.1, the PP/ST author should specify the list of conditions requiring re-authentication. This list

could include a specified user inactivity period that has elapsed, the user requesting a change in active
security attributes, or the user requesting the TSF to perform some security critical function.
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The PP/ST author might give the boundaries within which the reauthentication should occur and leave the
specifics to the authorised administrator. An example of such a rule is: “the user shall always be re-
authenticated at least once a day; the administrator might specify that the re-authentication should happen
more often but not more often than once every 10 minutes.”

G.4.8 FIA_UAU.7 Protected authentication feedback

G.4.8.1 User application notes

user. In

some systems the feedback conS|stsof indicating how many characters have been typed but not shgwing the

characters themselves, in other systems even this information might not be appropriate.
his component requires that the authentication data is not provided as-is back to the useér. In a wqarkstation
gnvironment, it could display a “dummy” (e.g. star) for each password character provided;-and not th¢ original
character.

G.4.8.2 Operations
G.4.8.21 Assignment
FIA_UAU.7.1, the PP/ST author should specify the feedback related\to the authentication procesg that will

be provided to the user. An example of a feedback assignment is “the number of characters typed’| another
type of feedback is “the authentication mechanism that failed the-atuthentication”.

G.5 User identification (FIA_UID)

G.5.1 User notes

—

his family defines the conditions under which users are required to identify themselves before performing any
ther actions that are to be mediated by the TSF and that require user identification.

(@]

G.5.2 FIA_UID.1 Timing of identification

G.5.2.1 User application notes

—

his component poses requirements for the user to be identified. The PP/ST author can indicatg specific
ctions that can be performed before the identification takes place.

Q

I{ FIA_UID.1 Timing (ef)identification is used, the TSF-mediated actions mentioned in FIA_UID.1 Timing of
dentification should-also appear in this FIA_UAU.1 Timing of authentication.

G.5.2.2 Operations
G.5.2.2.1~ Assignment

In &A_UID.1.1, the PP/ST author should specify a list of TSF-mediated actions that can be performéd by the
Mmponem

FIA_UID.2 User identification before any action should be used instead. An example of such an action might
include the request for help on the login procedure.

G.5.3 FIA_UID.2 User identification before any action
G.5.3.1 User application notes

In this component users will be identified. A user is not allowed by the TSF to perform any action before being
identified.
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G.6 User-subject binding (FIA_USB)

G.6.1 User notes

An authenticated user, in order to use the TOE, typically activates a subject. The user's security attributes are
associated (totally or partially) with this subject. This family defines requirements to create and maintain the

associati

G.6.2 F

on of the user's security attributes to a subject acting on the user's behalf.

IA_USB.1 User-subject binding

G.6.2.1

It is inten
activated

Therefor
cases wW
unknown
In such d

G.6.2.2
G.6.2.2.1

In FIA_U
subjects.

In FIA_\
attributes

In FIA_U
user sec

User application notes

[¢]

ded that a subject is acting on behalf of the user who caused the subject to come into being or to b
to perform a certain task.

=)

B, when a subject is created, that subject is acting on behalf of the user who initiated’the creation. |
nere anonymity is used, the subject is still acting on behalf of a user, but the identity of that user
. A special category of subjects are those subjects that serve multiple users (€.g. a server process).
ases the user that created this subject is assumed to be the “owner”.

[

Operations
Assignment

SB.1.1, the PP/ST author should specify a list of the user sectrity attributes that are to be bound tp

=

SB.1.2, the PP/ST author should specify any rules“that are to apply upon initial association ¢
with subjects, or “none”.

SB.1.3, the PP/ST author should specify any\rules that are to apply when changes are made to the
Urity attributes associated with subjects acting on behalf of users, or “none”.
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Annex H
(normative)

Class FMT: Security management
This class specifies the management of several aspects of the TSF: security attributes, TSF data and

farctions—mthe—T SFT e different mamagement Totes—and-theirimteraction, such—as separatiom of tapability,
can also be specified.

n an environment where the TOE is made up of multiple physically separated parts, the timing isques with
pspect to propagation of security attributes, TSF data, and function modification becomé very complex,
specially if the information is required to be replicated across the parts of the (TOE. This should be
ponsidered when selecting components such as FMT_REV.1 Revocation, or EMT_SAE.1 Time-limited
uthorisation, where the behaviour might be impaired. In such situations, use of‘components fromn} Internal
OE TSF data replication consistency (FPT_TRC) is advisable.

Q0 O D =

-

igure H.1 shows the decomposition of this class into its constituent components.
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FMT MOF: Management of functions in TSF 1
1
2
FM'T MSA: Management of security attributes
3
4
1
FMT MTD: Management of TSF data 2
3
FMT REV: Revocation 1
FMT SAE: Security attribute expiration 1
FMT SMF: Specification of Management Functions 1
1 2
T SMR: Security management roles <
3
Figure H.1 - FMT: Security management class decomposition

H.1 Management of functions in TSF (FMT_MOF)
H.1.1 User notes

The TSF management functions enable authorised users to set up and control the secure operation of the
TOE. These administrative functions typically fall into a number of different categories:

a) Management functions that relate to access control, accountability and authentication controls enforced

by the TOE. For example, definition and update of user security characteristics (e.g. unique identifiers
associated with user names, user accounts, system entry parameters) or definition and update of auditing
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system controls (e.g. selection of audit events, management of audit trails, audit trail analysis, and audit
report generation), definition and update of per-user policy attributes (such as user clearance), definition

of known system access control labels, and control and management of user groups.

b) Management functions that relate to controls over availability. For example, definition and update of

availability parameters or resource quotas.

c) Management functions that relate to general installation and configuration. For examp
configuration, manual recovery, installation of TOE security fixes (if any), repair and reinsta
hardware.

le, TOE
llation of

d) Management functions that relate to routine control and maintenance of TOE resources, Eor
enabling and disabling peripheral devices, mounting of removable storage media, backuprand req

=

ote that these functions need to be present in a TOE based on the families included in_the PP or ST
psponsibility of the PP/ST author to ensure that adequate functions will be provided to~manage the
ecure fashion.

[ =]

Tlhe TSF might contain functions that can be controlled by an administrator’ For example, the
;nlinctions could be switched off, the time synchronisation could be switchable, and/or the authg
echanism could be modifiable.

H.1.2 FMT_MOF.1 Management of security functions behaviour

H.1.2.1 User application notes

Tlhis component allows identified roles to manage the security functions of the TSF. This might entail
the current status of a security function, disabling or enabling the security function, or modifying the b
of the security function. An example of modifying<the behaviour of the security functions is chg
authentication mechanisms.

H.1.2.2 Operations

H.1.2.2.1 Selection

n FMT_MOF.1.1, the PP/ST author should select whether the role can determine the behaviour of
gnable, and/or modify the behaviour of the security functions.

H.1.2.2.2 Assignment

n FMT_MOF.1.1, the-PP/ST author should specify the functions that can be modified by the identifi
Bxamples include~auditing and time determination.

n FMT_MOEFE2t.1, the PP/ST author should specify the roles that are allowed to modify the functio
T|SF. Thepossible roles are specified in FMT_SMR.1 Security roles.

-

1.2 Management of security attributes (FMT_MSA)

bxample,
overy.

. Iltis the
TOE in a

auditing
ntication

bbtaining
ehaviour
nging of

disable,

ed roles.

ns in the

H.2.1 User notes

This family defines the requirements on the management of security attributes.

Security attributes affect the behaviour of the TSF. Examples of security attributes are the groups to which a

user belongs, the roles he/she might assume, the priority of a process (subject), and the rights belon
role or a user. These security attributes might need to be managed by the user, a subject, a

ging to a
specific

authorised user (a user with explicitly given rights for this management) or inherit values according to a given

policy/set of rules.
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It is noted that the right to assign rights to users is itself a security attribute and/or potentially subject to
management by FMT_MSA.1 Management of security attributes.

FMT_MSA.2 Secure security attributes can be used to ensure that any accepted combination of security
attributes is within a secure state. The definition of what “secure” means is left to the TOE guidance.

In some instances subjects, objects or user accounts are created. If no explicit values for the related security
attributes are given, default values need to be used. FMT_MSA.1 Management of security attributes can be
used to specify that these default values can be managed.

H.2.2 FMT_MSA.1 Management of security attributes
H.2.2.1 | User application notes

This component allows users acting in certain roles to manage identified security attributes. The users are
assigned to a role within the component FMT_SMR.1 Security roles.

The defgult value of a parameter is the value the parameter takes when it is instantiated without specificall
assigned values. An initial value is provided during the instantiation (creation) of a parameter, and override
the defalilt value.

(2

H.2.2.2 | Operations
H.2.2.2.1 Assignment

In FMT_MSA.1.1, the PP/ST author should list the access control ‘SFP(s) or the information flow control
SFP(s) for which the security attributes are applicable.

H.2.2.2.2 Selection
In FMT_MSA.1.1, the PP/ST author should specify the Gperations that can be applied to the identified security

attributeg. The PP/ST author can specify that the rele can modify the default value (change_default), query
modify the security attribute, delete the security attributes entirely or define their own operation.

H.2.2.2.3 Assignment

In FMT_MSA.1.1, the PP/ST author_‘should specify the security attributes that can be operated on by th
identified roles. It is possible for the PP/ST author to specify that the default value such as default accesg
rights can be managed. Examples/of these security attributes are user-clearance, priority of service leve],
access cpntrol list, default aceess rights.

[

In FMT_MSA.1.1, the PR/ST author should specify the roles that are allowed to operate on the securiy
attributeg. The possibleiroles are specified in FMT_SMR.1 Security roles.

In FMT_MSA.1.1yif/selected, the PP/ST author should specify which other operations the role could perforn.
An example ofisuch an operation could be “create”.

H.2.3 FMT_MSA. 2 Secure security attributes

H.2.3.1 User application notes

This component contains requirements on the values that can be assigned to security attributes. The assigned
values should be such that the TOE will remain in a secure state.

The definition of what “secure” means is not answered in this component but is left to the development of the

TOE and the resulting information in the guidance. An example could be that if a user account is created, it
should have a non-trivial password.
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