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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical commitiees collaborate n flelds of mutual mnterest. Other International organizations, governmental

and non

technology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Internatignal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Bart’2.

The maip task of the joint technical committee is to prepare International Standards. Draft International

Standard
an Intern

Attention
rights. IS

ISO/IEC

Subcommittee SC 27, IT security techniques. The identical text of ISO/IEC 15408 is published by the Common

Criteria H

This sec
revised.

ISO/IEC
techniqu

— Part
— Part

— Part

Legal n

The gov
Criteria f
Criteria f

governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information

s adopted by the joint technical committee are circulated to national bodies for voting. Publication as
ational Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this document.may be the subject of patemt
O and IEC shall not be held responsible for identifying any or all suchpatent rights.

15408-2 was prepared by Joint Technical Committee ISOAECJTC 1, Information technology,

-

Project Sponsoring Organisations as Common Criteria for Infafmation Technology Security Evaluatio

pnd edition cancels and replaces the first edition (ISO/IEE€“15408-2:1999), which has been technicall

15408 consists of the following parts, underthe general title Information technology — Security
bs — Evaluation criteria for IT security:

1: Introduction and general model
2: Security functional requirements

3: Security assurance requirements

ptice

brnmental organizations listed below contributed to the development of this version of the Commo
br Information” Technology Security Evaluations. As the joint holders of the copyright in the Commo
br Information Technology Security Evaluations, version 2.3 Parts 1 through 3 (called CC 2.3), the

hereby d

the ISO/IEE_15408 international standard. However, these governmental organizations retain the right to uss

- D D

rant. Aen-exclusive license to ISO/IEC to use CC 2.3 in the continued development/maintenance

copy, distribdte translate or mnriif\l/ CcC23as 'rhpy see fit

Australia/New Zealand: The Defence Signals Directorate and the Government Communications

Canada:

Xviii

Security Bureau respectively;

Communications Security Establishment;
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France:
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Direction Centrale de la Sécurité des Systéemes d'Information;
Bundesamt fir Sicherheit in der Informationstechnik;
Information Technology Promotion Agency;

Netherlands National Communications Security Agency;

Ministerio de Administraciones Publicas and Centro Criptoldgico Nacional;

United Kingdom:

United States:

Communications-Electronic Security Group;

The National Security Agency and the National Institute of Standards gnd
Technology.
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Introduction

Security functional components, as defined in this part of ISO/IEC 15408, are the basis for the security
functional requirements expressed in a Protection Profile (PP) or a Security Target (ST). These requirements
describe the desired security behaviour expected of a Target of Evaluation (TOE) or the IT environment of the
TOE and are intended to meet the security objectives as stated in a PP or an ST. These requirements

operating environment of the TOE and/or cover any identified organisational security policies andsassumptio

groups npay use this part of ISO/IEC 15408 as follows:

describe
the IT re
Security
The aud
systems
ISO/IEC
a) Con
requ
prov
requ
b) Dev
may
can
func
c) Eva
TOEH
deps
1ISO
XX

Eponse to stimulus.

functional components express security requirements intended to counter threats in the,'assum

ence for this part of ISO/IEC 15408 includes consumers, developers, and evaluators of secure |
and products. ISO/IEC 15408-1 Clause 5 provides additional information on the‘target audience ¢f
15408, and on the use of ISO/IEC 15408 by the groups that comprise the target audience. The

sumers, who use this part of ISO/IEC 15408 when selecting components to express functional
irements to satisfy the security objectives expressed in a PP or ST.ISO/IEC 15408-1 Subclause 5.3
ides more detailed information on the relationship between security objectives and security
irements.

blopers, who respond to actual or perceived consumer segurity requirements in constructing a TOH
find a standardised method to understand those requirements in this part of ISO/IEC 15408. They
also use the contents of this part of ISO/IEC 15408-as a basis for further defining the TOE security
tions and mechanisms that comply with those requirements.

uators, who use the functional requirements-defined in this part of ISO/IEC 15408 in verifying that th

functional requirements expressed in the)PP or ST satisfy the IT security objectives and that 4|
endencies are accounted for and shown to be satisfied. Evaluators also should use this part d
IEC 15408 to assist in determining. whether a given TOE satisfies stated requirements.

— — (D
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Information technology — Security techniques — Evaluation

criteria for IT security —

Part 2:
Security functional requirements

Scope

his part of ISO/IEC 15408 defines the required structure and content of security functional compo
e purpose of security evaluation. It includes a catalogue of functional components thatwill meet the
ecurity functionality requirements of many IT products and systems.

[ =2

4 Normative references

Tlhe following referenced documents are indispensable for the applieation of this document. F
references, only the edition cited applies. For undated references, ‘the latest edition of the re
document (including any amendments) applies.

SO/IEC 15408-1, Information technology — Security techAiques — Evaluation criteria for IT se
Hart 1: Introduction and general model

[@%)

Terms, definitions, symbols and abbreviated terms

a1l

SO/IEC 15408-1 apply.

4 Overview

SO/IEC 15408 and the associated Security functional requirements described herein are not mean
efinitive answer to all the preblems of IT security. Rather, ISO/IEC 15408 offers a set of well un
ecurity functional requireménts that can be used to create trusted products or systems reflecting the
he market. These security functional requirements are presented as the current state of th
bquirements specification and evaluation.

S = p o =

his part of ISOAEC 15408 does not presume to include all possible security functional requirent
rather containgthose that are known and agreed to be of value by this part of ISO/IEC 15408 authdg
time of releasSe.

ince the understanding and needs of consumers may change, the functional requirements in thi
ISO/EC 15408 will need to be maintained. It is envisioned that some PP/ST authors may have secur

hents for
common

pr dated
ferenced

Curity —

or the purposes of this document, the terms, definitions, symbols and abbreviated terms given in

t to be a
derstood
needs of
e art in

ents but
rs at the

S part of
ty needs

ot{yet) covered by the functional requirement components in this part of ISO/IEC 15408. In those d

ases the

PP/ST author may choose to consider using functional requirements not taken from ISO/IEC 15408
to as extensibility), as explained in annexes A and B of ISO/IEC 15408-1.

4.1 Organisation of this part of ISO/IEC 15408

(referred

Clause 5 describes the paradigm used in the security functional requirements of this part of ISO/IEC 15408.

Clause 6 introduces the catalogue of this part of ISO/IEC 15408 functional components while ¢
through 17 describe the functional classes.

© ISO/IEC 2005 - All rights reserved
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Annex A provides explanatory information for potential users of the functional components including a
complete cross reference table of the functional component dependencies.

Annex B through Annex M provide the explanatory information for the functional classes. This material must
be seen as normative instructions on how to apply relevant operations and select appropriate audit or
documentation information; the use of the auxiliary verb should means that the instruction is strongly preferred,
but others may be justifiable. Where different options are given, the choice is left to the PP/ST author.

Those who author PPs or STs should refer to clause 2 of ISO/IEC 15408-1 for relevant structures, rules, and
guidance:

a) ISOJIEC 15408-1, clause 2 defines the terms used in ISO/IEC 15408.
b) ISOJIEC 15408-1, annex A defines the structure for PPs.
c) ISOJIEC 15408-1, annex B defines the structure for STs.

d) ISOJIEC 15408-1, annex C contains a bibliography of relevant reference documents:

5 Functional requirements paradigm

This clayse describes the paradigm used in the security functional requirements of this part of ISO/IEC 15408.
Figures 1 and 2 depict some of the key concepts of the paradigm. This subclause provides descriptive text fa
those figures and for other key concepts not depicted. Key concepts discussed are highlighted in bold/italicg.
This subglause is not intended to replace or supersede any of the terfs found in ISO/IEC 15408-1, clause 2.

=

Target of Evaluation (TOE)

TOE Security Functions Interface (TSFI)

S

Huma - N .
- > TOE Security Functions
User ( Security o
Remote IT \ Attributes (TSF)
Product \ -

B Enforces TOE Security Policy

; * (TSP) ~

ubject Object/
Information Subject

Security
Attributes Security Security
Attributes Attributes

/ Security @ @

subject

User \ Attributes

TSF Scope of Control (TSC)

Figure 1 - Security functional requirements paradigm (Monolithic TOE)

This part of ISO/IEC 15408 is a catalogue of security functional requirements that can be specified for a
Target of Evaluation (TOE). A TOE is an IT product or system (along with user and administrator guidance
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documentation) containing resources such as electronic storage media (e.g. disks), peripheral devices (e.g.
printers), and computing capacity (e.g. CPU time) that can be used for processing and storing information and
is the subject of an evaluation.

TOE evaluation is concerned primarily with ensuring that a defined TOE Security Policy (TSP) is enforced
over the TOE resources. The TSP defines the rules by which the TOE governs access to its resources, and
thus all information and services controlled by the TOE.

The TSP is, in turn, made up of multiple Security Function Policies (SFPs). Each SFP has a scope of
control, that defines the subjects, objects, and operations controlled under the SFP. The SEP is implemented
by a Security Function (SF), whose mechanisms enforce the policy and provide necessary capabilities.

Local User Local (Internal TOE)

-~ "Trusted Path
& D ‘\’ . Internal TOE Transfer

SF SF
SF X

» Local TOE
Transfers \ Inter-TSF
. . - T r
» . Outside?TSF - ransfer
Control I ‘
Inter-TSF \
Truﬁted 4 - RF: Remote
Pat ! Function
vtrusted I Product i Remote Trusted IT Product

Remote User

Figure 2 - Diagram of security functions in a distributed TOE

Those portions of a TOE that must be relied on for the correct enforcement of the TSP are collectively referred
to as the TOE Security Functions (TSF). The TSF consists of all hardware, software, and firmware of a TOE
that is either directly or indirectly relied upon for security enforcement.

A reference monitor is an abstract machine that enforces the access control policies of a TOE. A reference
validation mechanism is an implementation of the reference monitor concept that possesses the following
properties: tamperproof, always invoked, and simple enough to be subjected to thorough analysis and testing.
The TSF may consist of a reference validation mechanism and/or other security functions necessary for the
operation of the TOE.

The TOE may be a monolithic product containing hardware, firmware, and software.
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Alternatively a TOE may be a distributed product that consists internally of multiple separated parts. Each of
these parts of the TOE provides a particular service for the TOE, and is connected to the other parts of the
TOE through an internal communication channel. This channel can be as small as a processor bus, or may
encompass a network internal to the TOE.

When the TOE consists of multiple parts, each part of the TOE may have its own part of the TSF which
exchanges user and TSF data over internal communication channels with other parts of the TSF. This
interaction is called internal TOE transfer. In this case the separate parts of the TSF abstractly form the
composite TSF, which enforces the TSP.

TOE inte
over ext
forms:

a) The
adm
TSH

b) The

secy
con

TSF Sc

rfaces may be localised to the particular TOE, or they may allow interaction with other IT product
brnal communication channels. These external interactions with other IT products may take“\tw

security policy of the “remote trusted IT product” and the TSP of the local TOES~have bee

inistratively coordinated and evaluated. Exchanges of information in this situation are’ called intef-

transfers, as they are between the TSFs of distinct trusted products.

remote IT product may not be evaluated, indicated in Figure 2 as “untrusted/Tproduct”, therefore it
rity policy is unknown. Exchanges of information in this situation are called-transfers outside TS
rol, as there is no TSF (or its policy characteristics are unknown) on the remote IT product.

pe of Control (TSC). The TSC encompasses a defined set of intéractions based on subjects, object

The Setch interactions that can occur with or within a TOE and are subject to'the rules of the TSP is called th

and ope

The set

interface
from the
functions

Users ar
performg
to this pg
users ar
devices
another

A period
sessions

tions within the TOE, but it need not encompass all resources.of a TOE.

bf interfaces, whether interactive (man-machine interface) or programmatic (application programmin
, through which resources are accessed that are mediated by the TSF, or information is obtaing|
TSF, is referred to as the TSF Interface (TSFH:\The TSFI defines the boundaries of the TO
that provide for the enforcement of the TSP.

e outside of the TOE, and therefore outside 0f'the TSC. However, in order to request that services b
d by the TOE, users interact with the TOE:through the TSFI. There are two types of users of intere
rt of ISO/IEC 15408 security functionat requirements: human users and external IT entities. Huma
b further differentiated as local human users, meaning they interact directly with the TOE via TO
e.g. workstations), or remote human users, meaning they interact indirectly with the TOE throug
T product.

of interaction between users and the TSF is referred to as a user session. Establishment of usg
can be controlled based on a variety of considerations, for example: user authentication, time of day

method ¢f accessing the TOE,_and number of allowed concurrent sessions per user.

This par
privilege
allowabld

To expre

of ISO/IEC /5408 uses the term authorised to signify a user who possesses the rights and/c
5 necessary»>to perform an operation. The term authorised user, therefore, indicates that it
 for a user to perform an operation as defined by the TSP.

ssfequirements that call for the separation of administrator duties, the relevant this part of ISO/IE

15408 s

pcarity functional components (from family FMT_SMR) explicitly state that administrative roles an

[@ 7))

L2

IZ)

o Q

—~ (D

p

= = 11T

0 =

required.

A role is a pre-defined set of rules establishing the allowed interactions between a user and the TO

e

A TOE may support the definition of any number of roles. For example, roles related to the secure operation of
a TOE may include “Audit Administrator” and “User Accounts Administrator”.

TOEs contain resources that may be used for the processing and storing of information. The primary goal of
the TSF is the complete and correct enforcement of the TSP over the resources and information that the TOE

controls.

TOE resources can be structured and utilised in many different ways. However, this part of ISO/IEC 15408
makes a specific distinction that allows for the specification of desired security properties. All entities that can
be created from resources can be characterised in one of two ways. The entities may be active, meaning that

© ISO/IEC 2005 - All rights reserved


https://standardsiso.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:

2005(E)

they are the cause of actions that occur internal to the TOE and cause operations to be performed on
information. Alternatively, the entities may be passive, meaning that they are either the container from which

information originates or to which information is stored.

Active entities are referred to as subjects. Several types of subjects may exist within a TOE:

a) those acting on behalf of an authorised user and which are subject to all the rules of the TSP (e.g. UNIX

processes);

b) those acting as a specific functional process that may in turn act on behalf of multiple us

ers (e.g.

functions as might be found in client/server architectures); or

cd) those acting as part of the TOE itself (e.g. trusted processes).

—

his part of ISO/IEC 15408 addresses the enforcement of the TSP over types of subjects @s those list

assive entities (i.e. information containers) are referred to in this part of ISO/IECYI5408 security f
bquirements as objects. Objects are the targets of operations that may be perfermed by subjects. In
here a subject (an active entity) is the target of an operation (e.g. interpraCess communication),
hay also be acted on as an object.

o< = T

O

bjects can contain information. This concept is required to specify~information flow control pg
ddressed in the FDP class.

Q

Users, subjects, information and objects possess certain attributes that contain information that al
T|OE to behave correctly. Some attributes, such as file names, may be intended to be information

ecifically for the enforcement of the TSP. These latter attributes are generally referred to as
tributes”. The word attribute will be used as a shorthand in this part of ISO/IEC 15408 for the word
tribute”, unless otherwise indicated. Howeversino matter what the intended purpose of the
imformation, it may be necessary to have controlsion attributes as dictated by the TSP.

ata in a TOE is categorised as either usér-data or TSF data. Figure 3 depicts this relationship. Use|
imformation stored in TOE resources. that can be operated upon by users in accordance with the
pon which the TSF places no special'meaning. For example, the contents of an electronic mail me
ser data. TSF Data is information used by the TSF in making TSP decisions. TSF Data may be influ
sers if allowed by the TSP:..Security attributes, authentication data and access control list en
amples of TSF data.

ontrol SFPs. The miechanisms that implement access control SFPs base their policy decisions on
the subjects, objects and operations within the scope of control. These attributes are used in the se
that govern operations that subjects may perform on objects.

bd above.
Linctional

the case
h subject

licies as

lows the
bl (i.e. to

crease the user-friendliness of the TOE) while others)'such as access control information, njay exist

security
“security
attribute

I Data is
TSP and
ssage is
bnced by
tries are

here are several SEPs that apply to data protection such as access control SFPs and informatjon flow

httributes
t of rules

ibutes of

he mechanisms that implement information flow control SFPs base their policy decisions on the att

ntainer (or may not, as in the case of a multi-level database) stay with the information as it moves.

the subjects and information within the scope of control and the set of rules that govern the operations by
bjécts on information. The attributes of the information, which may be associated with the attributh of the

© ISO/IEC 2005 - All rights reserved


https://standardsiso.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

Two spe

same. These are authentication data and secrets.

Authenti
common
effective

authentic
secret, bpt rather that the data is something that only one user possesses and.that cannot be forged.

TOE DATA
/ / Security Attributes \\
TSF DATA
o
Authentication Object Attributes
USER DATA Data
Subject Attributes
\ Information Attribute /

Figure 3 - Relationship between user data and TSF data

D

Cific types of TSF data addressed by this part of ISO/IEC 15408 can be, but are not necessarily, th

Cation data is used to verify the claimed identity of a user requesting services from a TOE. The most
form of authentication data is the password, which depends on being kept'Secret in order to be ah
security mechanism. However, not all forms of authentication data needt0'be kept secret. Biometric
ation devices (e.g. fingerprint readers, retinal scanners) do not rely en‘the fact that the data is ket

The term secrets, as used in this part of ISO/IEC 15408 functional*requirements, while applicable
authentigation data, is intended to also be applicable to other types of.data that must be kept secret in order
enforce & specific SFP. For example, a trusted channel mechanism that relies on cryptography to preserve th

confiden

keep the|

Therefor

used as

Figure the types of data typically encountered in(the authentication data and the secrets subclauses ar
indicated.

iality of information being transmitted via the channel can only be as strong as the method used
cryptographic keys secret from unauthorised disclosure.

[¢]

b, some, but not all, authentication data needs>to be kept secret and some, but not all, secrets an
puthentication data. Figure 4 shows this relationship between secrets and authentication data. In th

D O

AUTHENTICATION DATA

BIOMETRICS
SMART CARDS

PASSWORDS

CRYPTO VARIABLES
SECRETS

Figure 4 - Relationship between “authentication data” and “secrets”

6 Security functional components

6.1 Overview

This clause defines the content and presentation of the functional requirements of ISO/IEC 15408, and
provides guidance on the organisation of the requirements for new components to be included in an ST. The
functional requirements are expressed in classes, families, and components.
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6.1.1 Class structure

Figure 5 illustrates the functional class structure in diagrammatic form. Each functional class includes a class

name, class introduction, and one or more functional families.

Functional
Class

Class

— Name

Class
— Introduction

A
B
[
: Functional
&0\ contains B plus a number of C — Families
Figure 5 - Functional class structure
8.1.1.1 Class name

= =

g.1.1.2 Class introduction

he class introduction_expresses the common intent or approach of those families to satisfy
bjectives. The definition)of functional classes does not reflect any formal taxonomy in the specificati
requirements.

he class introduction provides a figure describing the families in this class and the hierarch
mponents‘in-each family, as explained in subclause 6.2.

.1.2 Family structure

© ISO/IEC 2005 - All rights reserved

he class name subclause provides information necessary to identify and categorise a functional clags. Every
nctional class has a uniqgue name. The'Categorical information consists of a short name of three characters.
he short name of the class is used inthe specification of the short names of the families of that clasg.
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Functional
Family Family name

Family behaviour

Component levelling

Management

Audit

| I
Components JJ

Figure 6 - Functional family structure

6.1.2.1 | Family name

The famlily name subclause provides categorical and descriptive information necessary to identify and
categorige a functional family. Every functional family has a unique name. The categorical information consists
of a shoft name of seven characters, with the first three identical to the short name of the class followed by ah
underscgre and the short name of the family as follows - XXX_YYY. The unique short form of the family namg
provides|the principal reference name for the components.

6.1.2.2 | Family behaviour

The famlly behaviour is the narrative desc¢ription of the functional family stating its security objective and
general glescription of the functional requirements. These are described in greater detail below:

(Y]

a) The|security objectives of the-family address a security problem that may be solved with the help of
TOH that incorporates a component of this family;

()

D

b) The|description of the:functional requirements summarises all the requirements that are included in th
component(s). The{description is aimed at authors of PPs, STs and functional packages who wish 1
assess whether the-family is relevant to their specific requirements.

(@)

6.1.2.3 | Component levelling

Functionpl-families contain one or more components, any one of which can be selected for inclusion in PP$,

STS and fiinetional nackaaas Tha anal of thic cuhelatica 1c 1A nrawvida infarmatinn tn icare 1n calactine o
HHEHE APtk e S—HEe—gGo0ar—o0—tHS—SHReHSE—15—t0—proviae—HHoraton—t6—duSers——Seecthig—

appropriate functional component once the family has been identified as being a necessary or useful part of
their security requirements.

This subclause of the functional family description describes the components available, and their rationale.
The exact details of the components are contained within each component.

The relationships between components within a functional family may or may not be hierarchical. A
component is hierarchical to another if it offers more security.

As explained in 6.2 the descriptions of the families provide a graphical overview of the hierarchy of the
components in a family.
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6.1.2.4 Management

2005(E)

The management requirements contain information for the PP/ST authors to consider as management
activities for a given component. The management requirements are detailed in components of the

management class (FMT).

A PP/ST author may select the indicated management requirements or may include other man
requirements not listed. As such the information should be considered informative.

6.1.2.5 Audit

agement

he audit requirements contain auditable events for the PP/ST authors to select, if requirermnents
ass FAU: Security audit, are included in the PP/ST. These requirements include security relevant
terms of the various levels of detail supported by the components of the Security audit ,data g

from the
pvents in
bneration

(FAU_GEN) family. For example, an audit note might include actions that are in terms oftMinimal - sliccessful

se of the security mechanism; Basic - any use of the security mechanism as wellpas’ relevant inf
regarding the security attributes involved; Detailed - any configuration changes made to the me
imcluding the actual configuration values before and after the change.

I{ should be observed that the categorisation of auditable events is hierarchical. For example, wh

udit Generation is desired, all auditable events identified as being both Minimal and Basic should be
im the PP/ST through the use of the appropriate assignment operation;“except when the higher le
mply provides more detail than the lower level event. When Detailed Audit Generation is de
identified auditable events (Minimal, Basic and Detailed) should be’included in the PP/ST.

In the class FAU: Security audit the rules governing the audit are explained in more detail.

g.1.3 Component structure

n

igure 7 illustrates the functional component structure.

Component

Component
|dentification

ormation
Chanism,

N Basic
included
el event
Sired, all

Functional
Elements

‘—| Dependencies

Figure 7 - Functional component structure
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6.1.3.1 Component identification

The component identification subclause provides descriptive information necessary to identify, categorise,
register and cross-reference a component. The following is provided as part of every functional component:

A unique name. The name reflects the purpose of the component.
A short name. A unique short form of the functional component name. This short name serves as the principal

reference name for the categorisation, registration and cross-referencing of the component. This short name
reflects the class and family to which the component belongs and the component number within the family.

A hierarghical-to list. A list of other components that this component is hierarchical to and for which this
compongnt can be used to satisfy dependencies to the listed components.

6.1.3.2 Functional elements

A set of ¢lements is provided for each component. Each element is individually defined and iS)self-contained.

A functignal element is a security functional requirement that if further divided would-not yield a meaningf
evaluatign result. It is the smallest security functional requirement identified and recognised in ISO/IEC 1540§.

When building packages, PPs and/or STs, it is not permitted to select only ‘erie or more elements from
compongnt. The complete set of elements of a component must be selected for inclusion in a PP, ST
package

A unigug¢ short form of the functional element name is provided: For example the requirement nam
FDP_IFH.4.2 reads as follows: F - functional requirement, DP ¢~ ¢lass “User data protection”, _IFF - fami
“Information flow control functions”, .4 - 4th component named “Partial elimination of illicit informati
flows”, .4 - 2nd element of the component.

6.1.3.3 | Dependencies

Dependgncies among functional components ariseswhen a component is not self sufficient and relies upon th
functiondlity of, or interaction with, another compenent for its own proper functioning.

Each fupctional component provides a -complete list of dependencies to other functional and assuran
compongnts. Some components may:list “No dependencies”. The components depended upon may in tu
have dependencies on other components. The list provided in the components will be the direct dependenci
That is dnly references to the funetional requirements that are required for this requirement to perform its jo
properly| The indirect dependencies, that is the dependencies that result from the depended upg
compongnts can be foundsin/Annex A of this part of ISO/IEC 15408. It is noted that in some cases th
dependehcy is optional inthat a number of functional requirements are provided, where each one of the
would bg sufficient to satisfy the dependency (see for example FDP_UIT.1 Data exchange integrity).

The depéndency:lispidentifies the minimum functional or assurance components needed to satisfy the securit
requirements associated with an identified component. Components that are hierarchical to the identifie
componegnt may also be used to satisfy the dependency.

O

The dependencies indicated in this part of ISO/IEC 15408 are normative. They must be satisfied within a
PP/ST. In specific situations the indicated dependencies might not be applicable. The PP/ST author, by
providing the rationale why it is not applicable, may leave the depended upon component out of the package,
PP or ST.

6.2 Component catalogue

The grouping of the components in this part of ISO/IEC 15408 does not reflect any formal taxonomy.

This part of ISO/IEC 15408 contains classes of families and components, which are rough groupings on the
basis of related function or purpose, presented in alphabetic order. At the start of each class is an informative
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diagram that indicates the taxonomy of each class, indicating the families in each class and the components in
each family. The diagram is a useful indicator of the hierarchical relationship that may exist between
components.

In the description of the functional components, a subclause identifies the dependencies between the
component and any other components.

In each class a figure describing the family hierarchy similar to Figure 8, is provided. In Figure 8 the first family,
Family 1, contains three hierarchical components, where component 2 and component 3 can both be used to
satisfy dependencies on component 1. Component 3 is hierarchical to component 2 and can also be used to
satisfy dependencies on component 2.

Class Name
Family 1 1 H2HA3
—
ami
:
- A 2 N
Family 3 i — 14
3

Figure 8 - Sample classdecomposition diagram

h Family 2 there are three components not all. ofwhich are hierarchical. Components 1 and 2 are higrarchical
b no other components. Component 3 is\hierarchical to component 2, and can be used tp satisfy
ependencies on component 2, but not to satisfy dependencies on component 1.

o

h Family 3, components 2, 3, and:4’are hierarchical to component 1. Components 2 and 3 fjare both
hierarchical to component 1, but non-comparable. Component 4 is hierarchical to both componept 2 and
omponent 3.

Q

hese diagrams are meant te‘complement the text of the families and make identification of the relationships
asier. They do not replace the “Hierarchical to:” note in each component that is the mandatory|claim of
ierarchy for each component.

.2.1 Component changes highlighting

he relationship between components within a family is highlighted using a bolding convention. Thig bolding
nvention.*calls for the bolding of all new requirements. For hierarchical components, requirements are
Ided\when they are enhanced or modified beyond the requirements of the previous component. Infaddition,
ny-hew or enhanced permitted operations beyond the previous component are also highlighted ugding bold
type-

7 Class FAU: Security audit

Security auditing involves recognising, recording, storing, and analysing information related to security
relevant activities (i.e. activities controlled by the TSP). The resulting audit records can be examined to
determine which security relevant activities took place and whom (which user) is responsible for them.
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FAU ARP: Security audit automatic response |
l
FAU GEN: Security audit data generation <
2
2
FAU SAA: Security audit analysis L
3 4
l
FAU SAR: Security audit review 2
3
FAU SEL: Security audit event selection L
l 2
FAU STG: Security audit event storage <
3 4

Figure 9 - FAU: Security audit.class decomposition

7.1 Sqgcurity audit automatic response (FAU_ARP)
7.1.1 Hamily Behaviour

This fanlily defines the response to be taken in case of detected events indicative of a potential security
violation

7.1.2 domponent levelling

FAU ARP: Security audit automatic response |

Figure 10 - FAU_ARP component levelling

At FAU_ARP.t;Security alarms, the TSF shall take actions in case a potential security violation is detected.

7.1.3 Management of FAU ARP.1

The following actions could be considered for the management functions in FMT:
a) the management (addition, removal, or modification) of actions.
7.1.4 Audit of FAU_ARP.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Actions taken due to imminent security violations.
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7.1.5 FAU_ARP.1 Security alarms

Hierarchical to:  No other components.

Dependencies: FAU_SAA.1 Potential violation analysis
7151 FAU_ARP.1.1

The TSF shall take [assignment: list of the least disruptive actions] upon detection of a potential
security violation.

1.2 Security audit data generation (FAU_GEN)
7.2.1 Family Behaviour

Tlhis family defines requirements for recording the occurrence of security relevant events-that take place under
T|SF control. This family identifies the level of auditing, enumerates the types of events that shall be puditable
ky the TSF, and identifies the minimum set of audit-related information that should be provided withip various
audit record types.

7.2.2 Component levelling

FAU GEN: Security audit data gereration <

Figure 11 - FAU_GEN component levelling

-

AU_GEN.1 Audit data generation defines the-level of auditable events, and specifies the list of data that shall
e recorded in each record.

(o

At FAU_GEN.2 User identity association, the TSF shall associate auditable events to individual user iflentities.
7.2.3 Management of FAU .GEN.1, FAU_GEN.2
Tlhere are no management.activities foreseen.
7.2.4 Audit of FAUZGEN.1, FAU_GEN.2

Tlhere are no auditable events foreseen.

71.2.5 FAU/GEN.1 Audit data generation

Hierarchical to:  No other components.

Dependencies: FPT_STM.1 Reliable time stamps

7251 FAU_GEN.1.1

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one of: minimum,basic,detailed,not specified] level
of audit; and

c) [assignment: other specifically defined auditable events].
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7.25.2

FAU_GEN.1.2

The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity, and the outcome (success or failure) of
the event; and

b) For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, [assignment: other audit relevant information].

7.2.6 H
Hierarch

Dependg

7.2.6.1

The TSH
event.

7.3 Se
731 F
This fam
possible

response

The actiq
(FAU_AGR

732 (

In FAU_

In FAU_.
a profile

AU_GEN.2 User identity association

cal to: No other components.

ncies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1

shall be able to associate each auditable event with the identity-of-the user that caused the

curity audit analysis (FAU_SAA)

amily Behaviour

ly defines requirements for automated means that analyse system activity and audit data looking fg
or real security violations. This analysis may work:in support of intrusion detection, or automat

to an imminent security violation.

ns to be taken based on the detection can\be specified using the Security audit automatic respons
RP) family as desired.

omponent levelling

FAU (SAAY Security audit analysis 1

Figure 12 - FAU_SAA component levelling
SAA.1 Potential violation analysis, basic threshold detection on the basis of a fixed rule set is require

5AA:2 Profile based anomaly detection, the TSF maintains individual profiles of system usage, wher
Fepresents the historical patterns of usage performed by members of the profile target group. A profil

=

e
e

target gr

bun refars to a aroun-of ane or more-individuals (e a3 sinale user tsers wha-sharae a aroun 1D d
Hp—feters—+to—a—grodp—-oi-ohe-ohRorehahiadais—e-g—a—sHgiedser—dsersWho-share—a—grodp—+-

r
I

group account, users who operate under an assigned role, users of an entire system or network node) who
interact with the TSF. Each member of a profile target group is assigned an individual suspicion rating that
represents how well that member's current activity corresponds to the established patterns of usage
represented in the profile. This analysis can be performed at runtime or during a post-collection batch-mode

analysis.

In FAU_SAA.3 Simple attack heuristics, the TSF shall be able to detect the occurrence of signature events
that represent a significant threat to TSP enforcement. This search for signature events may occur in real-time

or during

14

a post-collection batch-mode analysis.
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In FAU_SAA.4 Complex attack heuristics, the TSF shall be able to represent and detect multi-step intrusion
scenarios. The TSF is able to compare system events (possibly performed by multiple individuals) against
event sequences known to represent entire intrusion scenarios. The TSF shall be able to indicate when a
signature event or event sequence is found that indicates a potential violation of the TSP.

7.3.3 Management of FAU_SAA.1

The following actions could be considered for the management functions in FMT:

a) __maintenance of the rules by (adding, modifying, deletion) of rules from the set of rules.

71.3.4 Management of FAU_SAA.2

Tlhe following actions could be considered for the management functions in FMT;

a) maintenance (deletion, modification, addition) of the group of users in the profile tatget group.
71.3.5 Management of FAU_SAA.3

Tlhe following actions could be considered for the management functions ip-EMT:

a) maintenance (deletion, modification, addition) of the subset of systenT events.

71.3.6 Management of FAU_SAA.4

Tlhe following actions could be considered for the management functions in FMT:

a) maintenance (deletion, modification, addition) of the;subset of system events;

bB) maintenance (deletion, modification, addition)'of the set of sequence of system events.
71.3.7 Audit of FAU_SAA.1, FAU_SAA.2 FAU_SAA.3, FAU_SAA.4

Tlhe following actions should be auditable if FAU _GEN Security audit data generation is includgd in the
AP/ST:

a) Minimal: Enabling and disabling of any of the analysis mechanisms;
) Minimal: Automated.responses performed by the tool.

71.3.8 FAU_SAA A 'Potential violation analysis

Hierarchical to:/~"No other components.

Qependencies: FAU_GEN.1 Audit data generation

71381 FAU_SAA11

The TSF shall be able to apply a set of rules in monitoring the audited events and based upon these
rules indicate a potential violation of the TSP.

7.3.8.2 FAU_SAA12
The TSF shall enforce the following rules for monitoring audited events:

a) Accumulation or combination of [assignment: subset of defined auditable events] known to
indicate a potential security violation;

b) [assignment: any other rules].
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739 F

AU_SAA.2 Profile based anomaly detection

Hierarchical to: FAU_SAA.1 Potential violation analysis

Dependencies: FIA_UID.1 Timing of identification

7.3.9.1

FAU_SAA.2.1

The TSF shall be able to maintain profiles of system usage, where an individual profile represents the

historic

| patterns of usage performed by the member(s) of [assignment: the profile target group].

7.3.9.2

The TSH

recorded in a profile, where the suspicion rating represents the degree to which the user's currer

activity
7.3.9.3

The TSH
exceeds

is reporfed by the TSF].

7.3.10 H
Hierarch
Dependd
7.3.10.1

The TS
[assignn

7.3.10.2

The TSH
from an

7.3.10.3

The TSH
match a

7.3.11 H

Hierarch

FAU_SAA.2.2

[2)

shall be able to maintain a suspicion rating associated with each user whose ‘activity i

—

s found inconsistent with the established patterns of usage represented in the profile.
FAU _SAA.2.3

shall be able to indicate an imminent violation of the TSP when,a\user's suspicion rating
the following threshold conditions [assignment: conditions under:which anomalous activity

AU_SAA.3 Simple attack heuristics
calto: FAU_SAA.1 Potential violation analysis
ncies: No dependencies.
FAU_SAA.3.1
- shall be able to maintain an internal representation of the following signature events
hent: a subset of system events] that,may indicate a violation of the TSP.
FAU_SAA.3.2
shall be able to compare the.signature events against the record of system activity discernible
examination of [assignment’/the information to be used to determine system activity].
FAU_SAA.3.3
shall be ablesto-indicate an imminent violation of the TSP when a system event is found tp

signature event'that indicates a potential violation of the TSP.
AU_SAA/Complex attack heuristics

cal te:" FAU_SAA.3 Simple attack heuristics

Dependencies: No dependencies.

7.3.11.1

FAU_SAA 4.1

The TSF shall be able to maintain an internal representation of the following event sequences of known
intrusion scenarios [assignment: list of sequences of system events whose occurrence are
representative of known penetration scenarios] and the following signature events [assignment: a subset
of system events] that may indicate a potential violation of the TSP.
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7.3.11.2 FAU_SAA.4.2

The TSF shall be able to compare the signature events and event sequences against the record of system
activity discernible from an examination of [assignment: the information to be used to determine system
activity].

7.3.11.3 FAU_SAA.4.3

The TSF shall be able to indicate an imminent violation of the TSP when system activity is found to match a
signature event or event sequence that indicates a potential violation of the TSP.

1.4 Security audit review (FAU_SAR)
71.4.1 Family Behaviour

This family defines the requirements for audit tools that should be available to authorised’users to asgist in the
review of audit data.

7.4.2 Component levelling

FAU SAR: Security audit review 2

Figure 13 - FAUYSAR component levelling
HAU_SAR.1 Audit review, provides the capability to read information from the audit records.

HAU_SAR.2 Restricted audit review,fequires that there are no other users except those that hgve been
identified in FAU_SAR.1 Audit review that can read the information.

HAU_SAR.3 Selectable audit.review, requires audit review tools to select the audit data to be reviewé¢d based
an criteria.

714.3 Management.of FAU_SAR.1
Tlhe following @ctions could be considered for the management functions in FMT:

a) maintenance (deletion, modification, addition) of the group of users with read access right to the audit
recerds.

n44  Management of FALI SAR2 FALl] SAR3

There are no management activities foreseen.
7.4.5 Audit of FAU_SAR.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Reading of information from the audit records.
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7.4.6 Audit of FAU_SAR.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Unsuccessful attempts to read information from the audit records.
7.4.7 Audit of FAU_SAR.3

The following _actions_should be auditable if FAU _GEN Security audit data _generation _is_included in_the
PP/ST:

a) Detailed: the parameters used for the viewing.
7.4.8 HAU_SAR.1 Audit review
Hierarch|cal to:  No other components.

Dependgncies: FAU_GEN.1 Audit data generation

=

This component will provide authorised users the capability to obtain and interpret the information. In case ¢
human Jsers this information needs to be in a human understandable presentation. In case of external |
entities the information needs to be unambiguously represented in an electronic fashion.

=

7.4.8.1 | FAU_SAR.1.1

The TSH shall provide [assignment: authorised users] withy the capability to read [assignment: list qf
audit information] from the audit records.

7.48.2 | FAU_SAR.1.2

The TSHshall provide the audit records in amanner suitable for the user to interpret the information.
7.4.9 HAU_SAR.2 Restricted audit review,

Hierarch|cal to:  No other components:

Dependgncies: FAU_SAR.1 Audit review

7.49.1 | FAU_SAR.2.1

The TSH shall prohibit-all users read access to the audit records, except those users that have beep
granted [explicit read-access.

7.4.10 HAU_SAR.3 Selectable audit review

HierarchleaHte:—No-ethercemponents:
Dependencies: FAU_SAR.1 Audit review
7.4.10.1 FAU_SAR.3.1

The TSF shall provide the ability to perform [selection: searches,sorting,ordering] of audit data based
on [assignment: criteria with logical relations].
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7.5 Security audit event selection (FAU_SEL)
7.5.1 Family Behaviour

This family defines requirements to select the events to be audited during TOE operation. It defines
requirements to include or exclude events from the set of auditable events.

7.5.2 Component levelling

FAU SEL: Security audit event selection |

Figure 14 - FAU_SEL component levelling

-

AU_SEL.1 Selective audit, requires the ability to include or exclude events from the:Set of audited events
based upon attributes to be specified by the PP/ST author.

715.3 Management of FAU_SEL.1

Tlhe following actions could be considered for the management functionsin FMT:
a) maintenance of the rights to view/modify the audit events.

71.5.4 Audit of FAU_SEL.1

Tlhe following actions should be auditable if FAU_GEN."Security audit data generation is includgd in the
RP/ST:

a) Minimal: All modifications to the audit configuration that occur while the audit collection funcfions are
operating.

715.5 FAU_SEL.1 Selective audit

-

ierarchical to:  No other components.

Dependencies: FAU_GEN-L Audit data generation
FMT MTD.1 Management of TSF data
71551 FAU_SEL1.1

Tlhe TSF shallbe able to include or exclude auditable events from the set of audited events based on
the following attributes:

a) Jselection: object identity,user identity,subject identity,host identity,event type]

by—fassigmmenttistof additionmatattributes that audit setectivity s basedupont

7.6 Security audit event storage (FAU_STG)
7.6.1 Family Behaviour

This family defines the requirements for the TSF to be able to create and maintain a secure audit trail.
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7.6.2 Component levelling

At FAU _[STG.1 Protected audit trail storage, requirements are placed on the audit trail. It will be protecte
from unguthorised deletion and/or modification.

FAU_ST
audit dat

FAU_ ST
trail is ex

FAU_ST,
763 M
There ar
764 M

The follo

a) maiftenance of the parameters that control the audit Storage capability.

765 M

The follo

a) maimtenance of the threshold;

b) maiptenance (deletion, modification, addition) of actions to be taken in case of imminent audit storag

failu

76.6 M

The follo

a) maintenance (deletion, modification, addition) of actions to be taken in case of audit storage failure.

A

FAU STG: Security audit event storage \

Figure 15 - FAU_STG component levelling

(5.2 Guarantees of audit data availability, specifies the guarantees that the TSF maintains”over th
A given the occurrence of an undesired condition.

5.3 Action in case of possible audit data loss, specifies actions to be taken if a threshold on the aud
ceeded.

(5.4 Prevention of audit data loss, specifies actions in case the audit trail is full.
anagement of FAU_STG.1

b N0 management activities foreseen.

anagement of FAU_STG.2

ving actions could be considered for the managementfunctions in FMT:

anagement of FAU_STG.3

ving actions could be considered forthe management functions in FMT:

e.
anagement of FAY" STG.4

ving actions-could be considered for the management functions in FMT:

7.6.7 A

it

@D

udit of FAU_STG.1, FAU_STG.2

There are no auditable events foreseen.

7.6.8 Audit of FAU_STG.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Basi

20

c: Actions taken due to exceeding of a threshold.

© ISO/IEC 2005 - All rights reserve

d


https://standardsiso.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

7.6.9 Audit of FAU_STG.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Actions taken due to the audit storage failure.
7.6.10 FAU_STG.1 Protected audit trail storage

Hierarchical to: _No other components.

Dependencies: FAU_GEN.1 Audit data generation

716.10.1 FAU_STG.1.1

Tlhe TSF shall protect the stored audit records from unauthorised deletion.
71.6.10.2 FAU_STG.1.2

Tlhe TSF shall be able to [selection, choose one of: prevent,detect] unauthorised modifications to the
stored audit records in the audit trail.

7.6.11 FAU_STG.2 Guarantees of audit data availability

-

ierarchical to: FAU_STG.1 Protected audit trail storage
Oependencies: FAU_GEN.1 Audit data generation

716.11.1 FAU_STG.2.1

Tlhe TSF shall protect the stored audit records from unauthorised deletion.
7.6.11.2 FAU_STG.2.2

Tlhe TSF shall be able to [selection, choose one of: prevent,detect] unauthorised modifications to the stored
audit records in the audit trail.

716.11.3 FAU_STG.2.3

:]1he TSF shall ensure/ that [assighment: metric for saving audit records] audit records| will be
aintained when the-following conditions occur: [selection: audit storage exhaustion,failure,ajtack]

=l

.6.12 FAU_SFG.3 Action in case of possible audit data loss

-

ierarchicalto:  No other components.

juw]

ependencies: FAU_STG.1 Protected audit trail storage

7.6.12.1 FAU_STG.3.1

The TSF shall [assignment: actions to be taken in case of possible audit storage failure] if the audit
trail exceeds [assignment: pre-defined limit].

7.6.13 FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss

Dependencies: FAU_STG.1 Protected audit trail storage
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7.6.13.1 FAU_STG4.1

The TSF shall [selection, choose one of: “ignore auditable events”,“prevent auditable events, except
those taken by the authorised user with special rights”, “overwrite the oldest stored audit records”]
and [assignment: other actions to be taken in case of audit storage failure] if the audit trail is full.

8 Class FCO: Communication

This class provides two families specifically concerned with assuring the identity of a party participating in a
data exchange—Fhesefamilies—are related-to-assuring-the-identity of the originator of transmitted-informati

(proof of| origin) and assuring the identity of the recipient of transmitted information (proof of receipt). Thes
families ensure that an originator cannot deny having sent the message, nor can the recipient denyaving
received|it.

D

FCO_NRO: Non-repudiation of origin 1 2

FCO _NRR: Non-repudiation of receipt 1 2

Figure 16 - FCO: Communication class decomposijtion

8.1 Nan-repudiation of origin (FCO_NRO)
8.1.1 Hamily Behaviour

Non-repudiation of origin ensures that the originator of information cannot successfully deny having sent th
informatipn. This family requires that the TSF provide asmethod to ensure that a subject that receive
informatipn during a data exchange is provided with evidence of the origin of the information. This evidenc|
can then|be verified by either this subject or other subjects:

D » @

8.1.2 domponent levelling

FCO_NRO: Noncrgpudiation of origin | 2

Figure/17 - FCO_NRO component levelling

—

FCO_NRO.1 Selective proof-af‘origin, requires the TSF to provide subjects with the capability to reques
evidencq of the origin of information.

FCO_NRO.2 Enforced{proof of origin, requires that the TSF always generate evidence of origin for transmitted
informatipn.

8.1.3 Management of FCO_NRO.1, FCO_NRO.2

Th f ” H ' [P 1l o £ +la + £ 41 H |l W o
e 0 Gllvlllu ALUUTTIS CUUTU UT CUTIOITUTTTU TUT UITT IIIQIIGyCIIICIIL arictuurio nmrrivir.

a) The management of changes to information types, fields, originator attributes and recipients of evidence.
8.1.4 Audit of FCO_NRO.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The identity of the user who requested that evidence of origin would be generated.

b) Minimal: The invocation of the non-repudiation service.
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c) Basic: Identification of the information, the destination, and a copy of the evidence provided.
d) Detailed: The identity of the user who requested a verification of the evidence.
8.1.5 Audit of FCO_NRO.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a)__Minimal: The invocation of the non-repudiation service.

) Basic: Identification of the information, the destination, and a copy of the evidence provided-
cd) Detailed: The identity of the user who requested a verification of the evidence.

8.1.6 FCO_NRO.1 Selective proof of origin

Hierarchical to:  No other components.

Qependencies: FIA_UID.1 Timing of identification

81.6.1 FCO_NRO.1.1

Tlhe TSF shall be able to generate evidence of origin for tradsmitted [assignment: list of infgrmation
types] at the request of the [selection: originator, recipientyfassignment: list of third parties]].

816.2 FCO_NRO.1.2

Tlhe TSF shall be able to relate the [assignment®list of attributes] of the originator of the infofmation,
and the [assignment: list of information fields}iof the information to which the evidence applies.

81.6.3 FCO_NRO.1.3
The TSF shall provide a capability sto verify the evidence of origin of information to [selection:
driginator, recipient,[assignment( list of third parties]] given [assignment: limitations on the gvidence
df origin].

8.1.7 FCO_NRO.2 Enforeced proof of origin
Hierarchical to: FCO\NRO.1 Selective proof of origin
Qependencies: ¢ FHA_UID.1 Timing of identification

8171 kGO _NRO.2.1

Tlhe TSk shall enforce the generation of evidence of origin for transmitted [assignment: list of information
typeshat all times.

8.1.7.2 FCO_NRO.2.2

The TSF shall be able to relate the [assignment: list of attributes] of the originator of the information, and the
[assignment: list of information fields] of the information to which the evidence applies.

8.1.7.3 FCO_NRO.2.3

The TSF shall provide a capability to verify the evidence of origin of information to [selection: originator,
recipient,Jassignment: list of third parties]] given [assignment: limitations on the evidence of origin].
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8.2 Non-repudiation of receipt (FCO_NRR)

8.2.1 Family Behaviour

Non-repudiation of receipt ensures that the recipient of information cannot successfully deny receiving the
information. This family requires that the TSF provide a method to ensure that a subject that transmits
information during a data exchange is provided with evidence of receipt of the information. This evidence can
then be verified by either this subject or other subjects.

8.2.2 omponent levelling

FCO_NRR: Non-repudiation of receipt | 2

Figure 18 - FCO_NRR component levelling

—

FCO_NRR.1 Selective proof of receipt, requires the TSF to provide subjects with a-capability to reques
evidencq of the receipt of information.

FCO_NRR.2 Enforced proof of receipt, requires that the TSF always generate evidence of receipt for received
informatipn.

8.2.3 Management of FCO_NRR.1, FCO_NRR.2
The folloving actions could be considered for the management fungtions in FMT:;

a) The|management of changes to information types, fields,eriginator attributes and third parties recipients
of eyidence.

8.2.4 Audit of FCO_NRR.1

The follqwing actions should be auditable if FAU-GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The identity of the user who.requested that evidence of receipt would be generated.
b) Minimal: The invocation of the non-repudiation service.

c) Basic: Identification of the information, the destination, and a copy of the evidence provided.
d) Detailed: The identity.0f’the user who requested a verification of the evidence.

8.2.5 Audit of FCO»NRR.2

The follqwingactions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The invocation of the non-repudiation service.

b) Basic: Identification of the information, the destination, and a copy of the evidence provided.
c) Detailed: The identity of the user who requested a verification of the evidence.

8.2.6 FCO_NRR.1 Selective proof of receipt

Hierarchical to:  No other components.

Dependencies: FIA_UID.1 Timing of identification
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The TSF shall be able to generate evidence of receipt for received [assignment: list of information

types] at the request of the [selection: originator, recipient,[Jassignment: list of third parties]].
8.2.6.2 FCO_NRR.1.2

The TSF shall be able to relate the [assignment: list of attributes] of the recipient of the info

rmation,

and the [assignment: list of information fields] of the information to which the evidence applies.

8§2.6.3 FCO_NRR.1.3

The TSF shall provide a capability to verify the evidence of receipt of information)te [s
driginator, recipient,Jassignment: list of third parties]] given [assignment: limitations)on the e
df receipt].

8.2.7 FCO_NRR.2 Enforced proof of receipt
Hierarchical to: FCO_NRR.1 Selective proof of receipt
Qependencies: FIA_UID.1 Timing of identification

8271 FCO_NRR.21

The TSF shall enforce the generation of evidence of receiptAor received [assignment: list of inf
types].

§2.7.2 FCO_NRR.2.2

'1he TSF shall be able to relate the [assignment:list of attributes] of the recipient of the information
[dssignment: list of information fields] of the information to which the evidence applies.

8273 FCO_NRR.2.3

Tlhe TSF shall provide a capability to verify the evidence of receipt of information to [selection: g
recipient,[assignment: list of third parties]] given [assignment: limitations on the evidence of receipt].

0

Class FCS: Cryptographic support

he TSF may employ.cryptographic functionality to help satisfy several high-level security objective
imclude (but are natlimited to): identification and authentication, non-repudiation, trusted path, trusteg
and data separation. This class is used when the TOE implements cryptographic functi
implementatior’of which could be in hardware, firmware and/or software.

he FCSux*Cryptographic support class is composed of two families: Cryptographic key man

blection:
vidence

ormation

and the

riginator,

5. These
channel
bns, the

agement

(FCS CKM) and Cryptographic operation (FCS_COP). The Cryptographic key management (FQ

S_CKM)
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FCS_CKM: Cryptographic key management

FCS_COP: Cryptographic operation |

Figure 19 - FCS: Cryptographic support class decomposition

9.1 Cryptographic key management (FCS_CKM)

9.1.1 Hamily Behaviour

—

Cryptogrpphic keys must be managed throughout their life cycle. This family(is) intended to support thI
lifecycle |and consequently defines requirements for the following activities:\Cryptographic key generatio

cryptographic key distribution, cryptographic key access and cryptographic key destruction. This family should
be included whenever there are functional requirements for the managementof cryptographic keys.

9.1.2 domponent levelling

FCS_CKM: Cryptographic key management

Figure 20 - FCS_CKM component levelling

FCS_CKM.1 Cryptographic-key generation, requires cryptographic keys to be generated in accordance with p
specified algorithm and’key sizes which can be based on an assigned standard.

FCS_CKM.2 Cryptographic key distribution, requires cryptographic keys to be distributed in accordance with p
specified distribution method which can be based on an assigned standard.

FCS_CKIM.3 Cryptographic key access, requires access ta cryptographic keys to be performed in accordanc
with a specified access method which can be based on an assigned standard.

FCS_CKM.4 Cryptographic key destruction, requires cryptographic keys to be destroyed in accordance with a
specified destruction method which can be based on an assigned standard.

9.1.3 Management of FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4

The following actions could be considered for the management functions in FMT:

a) the management of changes to cryptographic key attributes. Examples of key attributes include user, key
type (e.g. public, private, secret), validity period, and use (e.g. digital signature, key encryption, key
agreement, data encryption).
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9.1.4 Audit of FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Success and failure of the activity.

b) Basic: The object attribute(s), and object value(s) excluding any sensitive information (e.g. secret or
private keys).

9.1.5 FCS_CKM.1 Cryptographic key generation
Hierarchical to:  No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

9151 FCS_CKM.1.1

The TSF shall generate cryptographic keys in accordance with a specified cryptograghic key
deneration algorithm [assignment: cryptographic .~key generation algorithm] and dpecified
dryptographic key sizes [assignment: cryptographicikey sizes] that meet the following: [assignment:
list of standards].

9.1.6 FCS_CKM.2 Cryptographic key distribution

Hierarchical to:  No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.2 Cryptographic key generation]

FCS \CKM.4 Cryptographic key destruction

FMT_MSA.2 Secure security attributes

916.1 ECS CKM.2.1

istribution method [assignment: cryptographic key distribution method] that meets the fqgllowing:
ssignment: list of standards]

qahe TSE shall distribute cryptographic keys in accordance with a specified cryptograghic key
[

9.1.7 FCS_CKM.3 Cryptographic key access
Hierarchical to:  No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

© ISO/IEC 2005 - All rights reserved 27


https://standardsiso.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

9.1.7.1

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

FMT_MSA.2 Secure security attributes

FCS_CKM.3.1

The TSH
cryptog
followin
9.1.8 H

Hierarch

Depends

9.1.8.1

The TS

destruction method [assignment: cryptographic keytdestruction method] that meets the following:

[assignn
9.2 Cr
9.2.1 H
In order
with a s
whenevg
Typical ¢
verificati

(messag

9.22 (@

shall perform [assignment: type of cryptographic key access] in accordance with a specifiet

aphic key access method [assignment: cryptographic key access method] that meets th

: [assignment: list of standards].

CS_CKM.4 Cryptographic key destruction

calto: No other components.

ncies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FMT_MSA.2 Secure security attributes

FCS_CKM.4.1

- shall destroy cryptographic keys in accordance with a specified cryptographic kel

hent: list of standards].

yptographic operation (FCS_COP)

amily Behaviour

for a cryptographic operatiofiito function correctly, the operation must be performed in accordanc|

pecified algorithm and with\a’ cryptographic key of a specified size. This family should be include]
r there are requirements for cryptographic operations to be performed.

[N

ryptographic operations include data encryption and/or decryption, digital signature generation and/q
bn, cryptographicychecksum generation for integrity and/or verification of checksum, secure has
e digest), cryptegraphic key encryption and/or decryption, and cryptographic key agreement.

- =

omponentlevelling

ECS _COP- Cryptographic operation ]

Figure 21 - FCS_COP component levelling

FCS_COP.1 Cryptographic operation, requires a cryptographic operation to be performed in accordance with

a specifi

ied algorithm and with a cryptographic key of specified sizes. The specified algorithm and

cryptographic key sizes can be based on an assigned standard.

9.2.3 Management of FCS_COP.1

There are no management activities foreseen.

28
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The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal: Success and failure, and the type of cryptographic operation.

b) Basic: Any applicable cryptographic mode(s) of operation, subject attributes and object attributes.

9.2.5 FCS COP.1 Cryptographic operation

Hierarchical to:  No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

FMT_MSA.2 Secure security attributes

9251 FCS_COP.1.1

Tlhe TSF shall perform [assignment: list of cryptographic' operations] in accordance with a g

gryptographic algorithm [assignment: cryptographic algorithm] and cryptographic ke
[@ssignment: cryptographic key sizes] that meet the’following: [assignment: list of standards].

10 Class FDP: User data protection

his class contains families specifying regquirements for TOE security functions and TOE security]
olicies related to protecting user datas EDP: User data protection is split into four groups of famili

pecified
y sizes

function
bs (listed

elow) that address user data withiniasTOE, during import, export, and storage as well as security fttributes

irectly related to user data.

he families in this class are,erganised into four groups:
a) User data protection.security function policies:

e Access contrgl policy (FDP_ACC); and

¢ Information flow control policy (FDP_IFC).

Components in these families permit the PP/ST author to name the user data protection security
policies and define the scope of control of the policy, necessary to address the security object

function
ves. The
ents that

names of these policies are meant to be used throughout the remainder of the functional compor

ormation

flow control SFP". The rules that define the functionality of the named access control and information flow
control SFPs will be defined in the Access control functions (FDP_ACF) and Information flow control

functions (FDP_IFF) families (respectively).
b) Forms of user data protection:
e Access control functions (FDP_ACF);

¢ Information flow control functions (FDP_IFF);
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<)

d)

30

Internal TOE transfer (FDP_ITT);

Residual information protection (FDP_RIP);

Rollback (FDP_ROL); and

Stored data integrity (FDP_SDI).

Off-

Con

Inte

Con

ITp

line storage, import and export:

Dlata authentication (FDP_DAU);
Export to outside TSF control (FDP_ETC);

mport from outside TSF control (FDP_ITC).

-TSF communication:

nter-TSF user data confidentiality transfer protection (FDP_UCT); and

nter-TSF user data integrity transfer protection (FDP_UIT).

oduct.

ponents in these families address the trustworthy transfer into or out of the TSC.

ponents in these families address communication between'the TSF of the TOE and another truste|
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FDP_ACC: Access control policy l 2
FDP_ACF: Access control functions 1
FDP DAU: Data authentication 1 2
l
FDP_ETC: E ide TSF ol
xport to outside contro \ :
FDP_IFC: Information flow control policy 1 2
l 2
FDP_IFF: Information flow control functions 3 4 5
[
l
FDP_ITC: Import from outside TSF control ] 5
1 2
FDP_ITT: Internal TOEMransfer <
3 4
FDP_RIR; Residual information protection 1 2
FDP_ROL: Rollback | 2
FDP SDI: Stored data integrity 1 2
FDP_UCT: Inter-TSF user data confidentiality transfer protection 1
l
FRPH e S userdatamtesritrtratsferproteetion
2 3

Figure 22 - FDP: User data protection class decomposition
10.1 Access control policy (FDP_ACC)

10.1.1 Family Behaviour

This family identifies the access control SFPs (by name) and defines the scope of control of the policies that
form the identified access control portion of the TSP. This scope of control is characterised by three sets: the
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subjects under control of the policy, the objects under control of the policy, and the operations among
controlled subjects and controlled objects that are covered by the policy. The criteria allows multiple policies to
exist, each having a unique name. This is accomplished by iterating components from this family once for
each named access control policy. The rules that define the functionality of an access control SFP will be
defined by other families such as Access control functions (FDP_ACF) and Stored data integrity (FDP_SDI).
The names of the access control SFPs identified here in Access control policy (FDP_ACC) are meant to be
used throughout the remainder of the functional components that have an operation that calls for an
assignment or selection of an “access control SFP.”

10.1.2 Component levelling

FDP_AG
of the po

FDP_AQ
on subje)
are cove
10.1.3 M
There ar
10.14 A
There ar
10.1.5 R
Hierarch
Depends

10.1.5.1

The TSH
and ope

10.1.6 H

Hierarch

FDP_ACC: Access control policy | 2

Figure 23 - FDP_ACC component levelling

C.1 Subset access control, requires that each identified access control SFP be in“place for a subsé
ssible operations on a subset of the objects in the TOE.

C.2 Complete access control, requires that each identified access control SFP cover all operation
Ccts and objects covered by that SFP. It further requires that all objects-and operations with the TS
red by at least one identified access control SFP.

anagement of FDP_ACC.1, FDP_ACC.2

P N0 management activities foreseen.

udit of FDP_ACC.1, FDP_ACC.2

b no auditable events foreseen.

DP_ACC.1 Subset access control

cal to: No other components.

ncies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1

shall enforce the\[assignment: access control SFP] on [assignment: list of subjects, objects
fations among,subjects and objects covered by the SFP].

DP_ACC.2Gomplete access control

cal to;.\.FDP_ACC.1 Subset access control

Depends

h

—

(2]

)

ncies: FDP ACF.1 Security attribute based access control

10.1.6.1

FDP_ACC.2.1

The TSF shall enforce the [assignment: access control SFP] on [assignment: list of subjects and objects] and
all operations among subjects and objects covered by the SFP.

10.1.6.2

FDP_ACC.2.2

The TSF shall ensure that all operations between any subject in the TSC and any object within the TSC
are covered by an access control SFP.

32
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10.2 Access control functions (FDP_ACF)
10.2.1 Family Behaviour

This family describes the rules for the specific functions that can implement an access control policy named in
Access control policy (FDP_ACC). Access control policy (FDP_ACC) specifies the scope of control of the

policy.

10.2.2 Component levelling

FDP_ACF: Access control functions 1

Figure 24 - FDP_ACF component levelling

his family addresses security attribute usage and characteristics of policies. The component within t:I:is family
i$ meant to be used to describe the rules for the function that implements the” SFP as identified il Access
ntrol policy (FDP_ACC). The PP/ST author may also iterate this component 1o address multiple policies in
the TOE.
DP_ACF.1 Security attribute based access control Security attribute.based access control allows the TSF to
nforce access based upon security attributes and named groups(of attributes. Furthermore, the TSF may
ave the ability to explicitly authorise or deny access to an object.based upon security attributes.
0.2.3 Management of FDP_ACF.1
he following actions could be considered for the management functions in FMT:
a) Managing the attributes used to make explicitiaccess or denial based decisions.

10.2.4 Audit of FDP_ACF.1

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is included in the
HP/ST:

a) Minimal: Successful requésts to perform an operation on an object covered by the SFP.
k) Basic: All requeststq perform an operation on an object covered by the SFP.
cd) Detailed: The specific security attributes used in making an access check.

10.2.5 FDP_AECF.1 Security attribute based access control

-

ierarchicalto: No other components.

Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
10.2.5.1 FDP_ACF.1.1
The TSF shall enforce the [assignment: access control SFP] to objects based on the following:

[assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-
relevant security attributes, or named groups of SFP-relevant security attributes].
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FDP_ACF.1.2

shall enforce the following rules to determine if an operation among controlled subjects and

controlled objects is allowed: [assignment: rules governing access among controlled subjects and
controlled objects using controlled operations on controlled objects].

10.2.5.3

FDP_ACF.1.3

The TSF shall explicitly authorise access of subjects to objects based on the following additional

rules: [a

ssignment: rules, based on security attributes, that explicitly authorise access of subjects to

objects]
10.2.5.4

The TSH
security

10.3 D4
10.3.1 H
Data au
digitally
data that
modified

data that

10.3.2 @

FDP_DA
authentiq

FDP_DA
establish

10.3.3 M
The follo

a) The
conf

FDP_ACF.1.4

shall explicitly deny access of subjects to objects based on the [assignment: rules, based op
attributes, that explicitly deny access of subjects to objects].

ta authentication (FDP_DAU)
amily Behaviour

hentication permits an entity to accept responsibility for the authenticity of information (e.g., b
5igning it). This family provides a method of providing a guarantee(of the validity of a specific unit d
can be subsequently used to verify that the information contentthas not been forged or fraudulently
In contrast to FAU: Security audit, this family is intended t0“be applied to "static" data rather than
is being transferred.

—_ <

omponent levelling

FDP_DAU: Data authentication | 2

Figure 25 - FDRLDAU component levelling

—+

U.1 Basic Data Authentication,, requires that the TSF is capable of generating a guarantee (
ity of the information content of\objects (e.g. documents).

—

U.2 Data Authentication(with Identity of Guarantor additionally requires that the TSF is capable ¢
ing the identity of the subject who provided the guarantee of authenticity.

anagement of FBR° DAU.1, FDP_DAU.2
ving actions-could be considered for the management functions in FMT:

assignment or modification of the objects for which data authentication may apply could b
gurable in the system.

D

10.3.4 Audit of FDP_DAU.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal: Successful generation of validity evidence.

b) Basi

c¢: Unsuccessful generation of validity evidence.

c) Detailed: The identity of the subject that requested the evidence.
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The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:
a) Minimal: Successful generation of validity evidence.
b) Basic: Unsuccessful generation of validity evidence.

c) _Detailed: The identity of the subject that requested the evidence.

d) Detailed: The identity of the subject that generated the evidence.
10.3.6 FDP_DAU.1 Basic Data Authentication

Hierarchical to:  No other components.

Dependencies: No dependencies.

10.3.6.1 FDP_DAU.1.1

Tlhe TSF shall provide a capability to generate evidence that cancbetlsed as a guarantee of thg
df [assignment: list of objects or information types].

10.3.6.2 FDP_DAU.1.2

the indicated information.

10.3.7 FDP_DAU.2 Data Authentication with Identity of Guarantor
Hierarchical to: FDP_DAU.1 Basic Data Authentication
Dependencies: FIA_UID.1 Timing of identification

10.3.7.1 FDP_DAU.2.1

'ILhe TSF shall provide a capability to generate evidence that can be used as a guarantee of the
[fssignment: list of objects er information types].

10.3.7.2 FDP_DAU.2:2

'[Lhe TSF shall provide [assignment: list of subjects] with the ability to verify evidence of the valid
imdicated information and the identity of the user that generated the evidence.

10.4, Export to outside TSF control (FDP_ETC)

validity

Tlhe TSF shall provide [assignment: list of subjects] with the ability to verify evidence of the validity of

alidity of

ty of the

1l I ehaviour
O—4—1—Ea-m+l—y—8. - HeHOH

This family defines functions for exporting user data from the TOE such that its security attributes and
protection either can be explicitly preserved or can be ignored once it has been exported. It is concerned with

limitations on export and with the association of security attributes with the exported user data.
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10.4.2 Component levelling

FDP_ETC: Export to outside TSF control <

Figurp 26 - FDP_FTC companent IP\/pIIing

FDP_ET

SFPs wihen exporting user data outside the TSF. User data that is exported by this function is.exported

without it
FDP_ET
using a
exported
1043 M
There ar
1044 M
The follo
a) The

10.45 A

The follg
PP/ST:

a) Mini
b) Bas
10.4.6 H
Hierarch

Dependd

C.1 Export of user data without security attributes, requires that the TSF enforce the appropriate
s associated security attributes.

C.2 Export of user data with security attributes, requires that the TSF enforce the, appropriate SFP
unction that accurately and unambiguously associates security attributes with the-user data that

n 0

anagement of FDP_ETC.1

b N0 management activities foreseen.

anagement of FDP_ETC.2

ving actions could be considered for the management fungtions in FMT:

additional exportation control rules could be configurable by a user in a defined role.
udit of FDP_ETC.1, FDP_ETC.2

wing actions should be auditable if FAUNGEN Security audit data generation is included in the

mal: Successful export of information.

c: All attempts to export information.

DP_ETC.1 Export of user data without security attributes
calto: No othereomponents.

ncies: [FDRACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

10.4.6.1

EDP_ETC.1.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]

when ex

10.4.6.2

porting user data, controlled under the SFP(s), outside of the TSC.

FDP_ETC.1.2

The TSF shall export the user data without the user data's associated security attributes

10.4.7 F

DP_ETC.2 Export of user data with security attributes

Hierarchical to:  No other components.
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Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
10.4.7.1 FDP_ETC.2.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]
when exporting user data, controlled under the SFP(s), outside of the TSC.

10.4.7.2 FDP _ETC.2.2

he TSF shall export the user data with the user data's associated security attributes.
0.4.7.3 FDP_ETC.2.3

he TSF shall ensure that the security attributes, when exported outside the TSC;’are unambiguously
ssociated with the exported user data.

0.4.7.4 FDP_ETC.2.4

he TSF shall enforce the following rules when user data is exported from the TSC: [assighment:
dditional exportation control rules].

0.5 Information flow control policy (FDP_IFC)

0.5.1 Family Behaviour

his family identifies the information flow control SERS (by name) and defines the scope of contrfol of the
olicies that form the identified information flow*control portion of the TSP. This scope of dontrol is
aracterised by three sets: the subjects under centrol of the policy, the information under control of the policy,
nd operations which cause controlled information to flow to and from controlled subjects covered by the
olicy. The criteria allows multiple policies~to exist, each having a unique name. This is accomplished by
rating components from this family once for each named information flow control policy. The rules that
efine the functionality of an information,flow control SFP will be defined by other families such as Information
flow control functions (FDP_IFF) and*'Stored data integrity (FDP_SDI). The names of the informgtion flow
ntrol SFPs identified here in Information flow control policy (FDP_IFC) are meant to be used throughout the
remainder of the functional components that have an operation that calls for an assignment or selection of an
“Information flow control SER.”

he TSF mechanism-controls the flow of information in accordance with the information flow confrol SFP.
Qperations that would-Change the security attributes of information are not generally permitted as this would
ke in violation of-an-information flow control SFP. However, such operations may be permitted as exceptions
p the information“flow control SFP if explicitly specified.

—

10.5.2 Cemponent levelling

FDP_IFC: Information flow control policy l 2

Figure 27 - FDP_IFC component levelling

FDP_IFC.1 Subset information flow control, requires that each identified information flow control SFPs be in
place for a subset of the possible operations on a subset of information flows in the TOE.

FDP_IFC.2 Complete information flow control, requires that each identified information flow control SFP cover
all operations on subjects and information covered by that SFP. It further requires that all information flows
and operations with the TSC are covered by at least one identified information flow control SFP. In conjunction
with the FPT_RVM.1 component, this gives the “always invoked” aspect of a reference monitor.
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10.5.3 Management of FDP_IFC.1, FDP_IFC.2

There are no management activities foreseen.

10.5.4 Audit of FDP_IFC.1, FDP_IFC.2

There are no auditable events foreseen.

1055 F

DP_IFC.1 Subset information flow control

Hierarch
Dependéd
10.5.5.1

The TSH

information, and operations that cause controlled information to flow to and fronr controlled subject

covered
10.5.6 H
Hierarch
Dependéd
10.5.6.1

The TSH

information] and all operations that cause that informatign to flow to and from subjects covered by the SFP,

10.5.6.2

The TSH
subject

10.6 Inf
10.6.1 H

This fam

S
named i Information flew,control policy (FDP_IFC), which also specifies the scope of control of the policy. |t
a

consists
second

concerni
SFP. By
such, the

cal to: No other components.
ncies: FDP_IFF.1 Simple security attributes
FDP_IFC.1.1

shall enforce the [assignment: information flow control SFP] on [assignment._list of subjects

[2)

by the SFP].

DP_IFC.2 Complete information flow control

calto: FDP_IFC.1 Subset information flow control

ncies: FDP_IFF.1 Simple security attributes
FDP_IFC.2.1

shall enforce the [assignment: information flow eontrol SFP] on [assignment: list of subjects and

FDP_IFC.2.2

shall ensure that all operations that,cause any information in the TSC to flow to and from anly
n the TSC are covered by an information flow control SFP.

ormation flow control funetions (FDP_IFF)
amily Behaviour

ly describes the rules for the specific functions that can implement the information flow control SFP
of two kinds<ef-requirements: one addressing the common information flow function issues, and
hddressing. \llicit information flows (i.e. covert channels). This division arises because the issugs
ng illicit-information flows are, in some sense, orthogonal to the rest of an information flow contrl

their hiature they circumvent the information flow control SFP resulting in a violation of the policy. As
yfequire special functions to either limit or prevent their occurrence.

10.6.2 Component levelling
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FDP_IFF: Information flow control functions 3 4 5

Figure 28 - FDP_IFF component levelling
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FDP_IFF.1 Simple security attributes, requires security attributes on information, and on subjects that cause
that information to flow and on subjects that act as recipients of that information. It specifies the rules that
must be enforced by the function, and describes how security attributes are derived by the function.

FDP_IFF.2 Hierarchical security attributes expands on the requirements of FDP_IFF.1 Simple security
attributes by requiring that all information flow control SFPs in the TSP use hierarchical security attributes that
form a lattice.

FDP_IFF.3 Limited illicit information flows, requires the SFP to cover illicit information flows, but not
necessarily eliminate them.

HDP_IFF.4 Partial elimination of illicit information flows, requires the SFP to cover the elimination\of spme (but
not necessarily all) illicit information flows.

HDP_IFF.5 No illicit information flows, requires SFP to cover the elimination of all illicit information flows.

HDP_IFF.6 lllicit information flow monitoring, requires the SFP to monitor illicit information flows for gpecified
and maximum capacities.

10.6.3 Management of FDP_IFF.1, FDP_IFF.2

Tlhe following actions could be considered for the management functiens:in FMT:
a) Managing the attributes used to make explicit access based.décisions.
10.6.4 Management of FDP_IFF.3, FDP_IFF.4, FDP_IFF.5

Tlhere are no management activities foreseen.

10.6.5 Management of FDP_IFF.6

Tlhe following actions could be considered for the management functions in FMT:
a) The enabling or disabling of the manitoring function.

) Modification of the maximum capacity at which the monitoring occurs.
10.6.6 Audit of FDP_IFF.L\EDP_IFF.2, FDP_IFF.5

Tlhe following actions-'should be auditable if FAU_GEN Security audit data generation is includgd in the
RP/ST:

a) Minimal: Decisions to permit requested information flows.

k) Basic Al decisions on requests for information flow.

d) ~ Detailed: The specific security attributes used in making an information flow enforcement decisiorr.

d) Detailed: Some specific subsets of the information that has flowed based upon policy goals (e.g. auditing
of downgraded material).

10.6.7 Audit of FDP_IFF.3, FDP_IFF.4, FDP_IFF.6

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Decisions to permit requested information flows.

b) Basic: All decisions on requests for information flow.
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c) Basi

c: The use of identified illicit information flow channels.

d) Detailed: The specific security attributes used in making an information flow enforcement decision.

e) Detailed: Some specific subsets of the information that has flowed based upon policy goals (e.g. auditing
of downgraded material).

f) Detailed: The use of identified illicit information flow channels with estimated maximum capacity
exceeding a specified value.

10.6.8 H
Hierarch

Dependd

10.6.8.1

The TSH
subject

under the indicated SFP, and for each, the security attributes].

10.6.8.2

The TSH

a contrglled operation if the following rules hold: [assignment: for each operation, the securit

attribute

10.6.8.3

The TSH

10.6.8.4

The TSH

10.6.8.5

The TSH
based o

10.6.8.6

The TSH
based o

DP_IFF.1 Simple security attributes

cal to: No other components.

ncies: FDP_IFC.1 Subset information flow control
FMT_MSA.3 Static attribute initialisation

FDP_IFF.1.1

—h

shall enforce the [assignment: information flow control SFP] based-on the following types d
and information security attributes: [assignment: list of subjects.and information controlle

j®N

FDP_IFF.1.2

shall permit an information flow between a controlled subject and controlled information vi

<5

-based relationship that must hold between subject and information security attributes].
FDP_IFF.1.3

shall enforce the [assignment: additional information flow control SFP rules].
FDP_IFF.1.4

shall provide the followingsfassignment: list of additional SFP capabilities].
FDP_IFF.1.5

shall explicitly authorise an information flow based on the following rules: [assignment: rulef,

N security attributes, that explicitly authorise information flows].
FDP_IFF. 16

shall>explicitly deny an information flow based on the following rules: [assignment: ruleg,
N security attributes, that explicitly deny information flows].

10.6.9 F

Hierarchi

DP_IFF.2 Hierarchical security attributes

calto: FDP_IFF.1 Simple security attributes

Dependencies: FDP_IFC.1 Subset information flow control
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The TSF shall enforce the [assignment: information flow control SFP] based on the following types of subject

and information security attributes: [assignment: list of subjects and information controlled under the
SFP, and for each, the security attributes].

10.6.9.2 FDP_IFF.2.2

The TSF shall permit an information flow between a controlled subject and controlled informati

indicated

on via a

controlled operation if the following rules, based on the ordering relationships between security attributes

old: [assignment: for each operation, the security attribute-based relationship that must hold betwee
nd information security attributes].

0.6.9.3 FDP_IFF.2.3

he TSF shall enforce the [assignment: additional information flow control SFP rules].
10.6.9.4 FDP_IFF.2.4

Tlhe TSF shall provide the following [assignment: list of additional SFP capabllities].

10.6.9.5 FDP_IFF.2.5

he TSF shall explicitly authorise an information flow based on.thé following rules: [assignment: rulg
n security attributes, that explicitly authorise information flows}.

0.6.9.6 FDP_IFF.2.6

N subject

s, based

he TSF shall explicitly deny an information flow based on the following rules: [assignment: rules, lbased on

curity attributes, that explicitly deny information.flows].
0.6.9.7 FDP_IFF.2.7

he TSF shall enforce the following(relationships for any two valid information flow control
attributes:

a) There exists an ordering“function that, given two valid security attributes, determine
security attributes are.equal, if one security attribute is greater than the other, or if the
attributes are incomparable; and

) There exists a“least upper bound” in the set of security attributes, such that, given any t
security attributes, there is a valid security attribute that is greater than or equal to the t
security dftributes; and

d) There\exists a “greatest lower bound” in the set of security attributes, such that, given
vahld security attributes, there is a valid security attribute that is not greater than the t
security attributes.

security

s if the
security

wo valid
vo valid

any two
vo valid

10.6.10 FDP_IFF.3 Limited illicit information flows
Hierarchical to:  No other components.
Dependencies: AVA_CCA.1 Covert channel analysis

FDP_IFC.1 Subset information flow control
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10.6.10.1 FDP_IFF.3.1

The TSF shall enforce the [assignment: information flow control SFP] to limit the capacity of
[assignment: types of illicit information flows] to a [assignment: maximum capacity].

10.6.11 FDP_IFF.4 Partial elimination of illicit information flows
Hierarchical to:  FDP_IFF.3 Limited illicit information flows

Dependencies: AVA_CCA.1 Covert channel analysis

FDP_IFC.1 Subset information flow control
10.6.11.1 FDP_IFF.4.1

The TSH shall enforce the [assignment: information flow control SFP] to limit the capacityof’[assignment:
types of |llicit information flows] to a [assignment: maximum capacity].

10.6.11.2 FDP_IFF.4.2

The TSHshall prevent [assignment: types of illicit information flows].
10.6.12 | FDP_IFF.5 No illicit information flows

Hierarchlcal to: FDP_IFF.4 Partial elimination of illicit information flows
Dependgncies: AVA_CCA.3 Exhaustive covert channel analysis
FDP_IFC.1 Subset information flow control

10.6.12.1 FDP_IFF.5.1

The TSK shall ensure that no illicit information flows exist to circumvent [assignment. name (f
informatipn flow control SFP].

10.6.13 | FDP_IFF.6 lllicit information flow monitoring
Hierarch|cal to:  No other components.

Dependgncies: AVA_CCAA ‘Covert channel analysis
FDP_{FC-1 Subset information flow control
10.6.13.1 FDP_IERG'1

The TSH shall>enforce the [assignment: information flow control SFP] to monitor [assignment: types
of illicit [nformation flows] when it exceeds the [assignment: maximum capacity].

10.7 Import from outside TSF control (FDP_ITC)
10.7.1 Family Behaviour
This family defines the mechanisms for introduction of user data into the TOE such that it has appropriate

security attributes and is appropriately protected. It is concerned with limitations on importation, determination
of desired security attributes, and interpretation of security attributes associated with the user data.
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10.7.2 Component levelling

FDP_ITC: Import from outside TSF control <

Figurp 29 - FDP _ITC component Ip\/plling

2005(E)

HDP_ITC.1 Import of user data without security attributes, requires that the security attributes
bpresent the user data and are supplied separately from the object.

-

-n

DP_ITC.2 Import of user data with security attributes, requires that security attributesccorrectly repr
ser data and are accurately and unambiguously associated with the user data imported from outside

)

10.7.3 Management of FDP_ITC.1, FDP_ITC.2

Tlhe following actions could be considered for the management functions imEMT:
a) The modification of the additional control rules used for import.

10.7.4 Audit of FDP_ITC.1, FDP_ITC.2

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includg
AP/ST:

a) Minimal: Successful import of user data, including any security attributes.

k) Basic: All attempts to import user data, including any security attributes.

¢ Detailed: The specification of security attributes for imported user data supplied by an authorised
10.7.5 FDP_ITC.1 Import of user data without security attributes

Hierarchical to:  No other cemponents.

Dependencies: [FDP~ACC.1 Subset access control, or

EDP_IFC.1 Subset information flow control]

FMT_MSA.3 Static attribute initialisation

10.7.5.1==FDP_ITC.1.1

correctly

psent the
the TSC.

d in the

user.

SFP(s)]

he-TSF shall enforce the [assignment: access control SFP(s) and/or information flow contro
\lm‘mmmmﬁ ] ; —fromoutsideof theTSE:
10.7.5.2 FDP_ITC.1.2

The TSF shall ignore any security attributes associated with the user data when imported from
the TSC.

10.7.5.3 FDP_ITC.1.3

The TSF shall enforce the following rules when importing user data controlled under the S
outside the TSC: [assignment: additional importation control rules].
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10.7.6 FDP_ITC.2 Import of user data with security attributes

Hierarchi

calto: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

[FTP_ITC.1 Inter-TSF trusted channel, or

10.7.6.1| FDP_ITC.2.1

The TSHshall enforce the [assignment: access control SFP and/or information flow control SFP] whep
importing user data, controlled under the SFP, from outside of the TSC.

10.7.6.2| FDP_ITC.2.2

The TSHshall use the security attributes associated with the imported userdata.

10.7.6.3| FDP_ITC.2.3

The TSH shall ensure that the protocol used provides for thelunambiguous association between the

security
10.7.6.4

The TSH
intended

10.7.6.5

The TSH
outside

10.8 Int
10.8.1 H

This fam
a TOE a
protectio]
protectio|
outside

FTP_TRP.1 Trusted path]

FPT_TDC.1 Inter-TSF basic TSF data consistency

attributes and the user data received.
FDP_ITC.2.4

- shall ensure that interpretation of the security attributes of the imported user data is &
by the source of the user data.

FDP_ITC.2.5

shall enforce the following, rules when importing user data controlled under the SFP frof
he TSC: [assignment: additional importation control rules].

ernal TOE transfer (FDP_ITT)
amily Behaviour,

ly provides_requirements that address protection of user data when it is transferred between parts (
Cross an jaternal channel. This may be contrasted with the Inter-TSF user data confidentiality transfg

D = =

N (FDR_UET) and Inter-TSF user data integrity transfer protection (FDP_UIT) families, which provid
h for User data when it is transferred between distinct TSFs across an external channel, and Export
'SF_control (FDP_ETC) and Import from outside TSF control (FDP_ITC), which address transfer

fram outside the TSE's cantrol

f

data to

10.8.2 Component levelling

44

FDP_ITT: Internal TOE transfer <

Figure 30 - FDP_ITT component levelling
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FDP_ITT.1 Basic internal transfer protection, requires that user data be protected when transmitted
parts of the TOE.

FDP_ITT.2 Transmission separation by attribute, requires separation of data based on the value
relevant attributes in addition to the first component.

FDP_ITT.3 Integrity monitoring, requires that the SF monitor user data transmitted between parts of
for identified integrity errors.

2005(E)

between

of SFP-

the TOE

FDP ITT.4 Attribute-based integrity monitoring expands on the third component by allowing the form of

imtegrity monitoring to differ by SFP-relevant attribute.

10.8.3 Management of FDP_ITT.1, FDP_ITT.2

Tlhe following actions could be considered for the management functions in FMT:;

a) |If the TSF provides multiple methods to protect user data during transmission between [
separated parts of the TOE, the TSF could provide a pre-defined role with the ability to select the
that will be used.

10.8.4 Management of FDP_ITT.3, FDP_ITT.4

Tlhe following actions could be considered for the management functions in FMT:

&) The specification of the actions to be taken upon detection of an integrity error could be configura

10.8.5 Audit of FDP_ITT.1, FDP_ITT.2

Tlhe following actions should be auditable if FAUXGEN Security audit data generation is includg
RP/ST:

a) Minimal: Successful transfers of user data, including identification of the protection method used.

) Basic: All attempts to transfer user data, including the protection method used and any e
occurred.

10.8.6 Audit of FDP_ITT.3, FRR: ITT.4

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includg
RP/ST:

a) Minimal: Succeessful transfers of user data, including identification of the integrity protection meth

h) Basic.-All-attempts to transfer user data, including the integrity protection method used and a
that oeccurred.

d) ~ Basic: Unauthorised attempts to change the integrity protection method.

hysically
e method

ble.

d in the

rors that

d in the

bd used.

Ny errors

d) Detailed: The action taken upon detection of an integrity error.
10.8.7 FDP_ITT.1 Basic internal transfer protection
Hierarchical to:  No other components.

Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
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10.8.7.1

The TSF

15408-2:2005(E)

FDP_ITT.1.1

shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)]

to prevent the [selection: disclosure, modification, loss of use] of user data when it is transmitted

between

10.8.8 F

Hierarchi

physically-separated parts of the TOE.
DP_ITT.2 Transmission separation by attribute

calto: FDP_ITT.1 Basic internal transfer protection

Depends

10.8.8.1
The TSH
prevent
physicall
10.8.8.2
The TSH
parts of
separati
10.8.9 H

Hierarch

Dependd

10.8.9.1
The TSH
to moni
errors: |

10.8.9.2

Upon d
upon in

ncies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FDP_ITT.2.1

o

shall enforce the [assignment: access control SFP(s) and/or information flow. €ontrol SFP(s)] t
the [selection: disclosure, modification, loss of use] of user data when it is-transmitted betwee
y-separated parts of the TOE.

=)

FDP_ITT.2.2

joN

shall separate data controlled by the SFP(s) when transmitted)between physically-separate
the TOE, based on the values of the following: [assignment: security attributes that requir
bn].

[¢]

DP_ITT.3 Integrity monitoring

cal to: No other components.

ncies: [FDP_ACC.1 Subset access control; or
FDP_IFC.1 Subset information flow control]
FDP_ITT.1 Basic internaltransfer protection

FDP_ITT.3.1

[t}

shall enforce the [assigAment: access control SFP(s) and/or information flow control SFP(s
or user data transmitted between physically-separated parts of the TOE for the followinp
assignment: integrity errors].

FDP_ITT.32

tection~of a data integrity error, the TSF shall [assignment: specify the action to be takeh
egrityserror].

10.8.10

EDP_ITT.4 Attribute-based integrity monitoring

Hierarchical to: FDP_ITT.3 Integrity monitoring

Dependencies: [FDP_ACC.1 Subset access control, or

46

FDP_IFC.1 Subset information flow control]

FDP_ITT.2 Transmission separation by attribute
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10.8.10.1 FDP_ITT.4.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to
monitor user data transmitted between physically-separated parts of the TOE for the following errors:
[assignment: integrity errors], based on the following attributes: [assignment: security attributes that

require separate transmission channels].

10.8.10.2 FDP_ITT.4.2

Upon detection of a data integrity error, the TSF shall [assignment: specify the action to be taken upon

imtegrity error].

10.9 Residual information protection (FDP_RIP)

10.9.1 Family Behaviour

his family addresses the need to ensure that deleted information is no longer accessible, and th

eated objects do not contain information that should not be accessible. This~family requires prote
formation that has been logically deleted or released, but may still be presentwithin the TOE.

= g

10.9.2 Component levelling

FDP_RIP: Residual information protection | 2

Figure 31 - FDP_RIP component levelling

-

DP_RIP.1 Subset residual information protection, tequires that the TSF ensure that any residual inf
ontent of any resources is unavailable to a defined subset of the objects in the TSC upon the r¢
llocation or deallocation.

DO

-

DP_RIP.2 Full residual information protection, requires that the TSF ensure that any residual inf
ontent of any resources is unavailable ta-all objects upon the resource's allocation or deallocation.

Q

10.9.3 Management of FDP_RIP.1;FDP_RIP.2

Tlhe following actions could be)considered for the management functions in FMT:

be made configurable within the TOE.
10.9.4 Audit of EDP_RIP.1, FDP_RIP.2
Tlhere are‘no auditable events foreseen.

10.9°5 'FDP_RIP.1 Subset residual information protection

at newly
pction for

ormation
source's

ormation

a) The choice of when 10 perform residual information protection (i.e. upon allocation or deallocatipn) could

Hierarchical to:  No other components.
Dependencies: No dependencies.

10.9.5.1 FDP_RIP.1.1

The TSF shall ensure that any previous information content of a resource is made unavailable upon

the [selection: allocation of the resource to, deallocation of the resource from] the following
[assignment: list of objects].

© ISO/IEC 2005 - All rights reserved
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10.9.6 FDP_RIP.2 Full residual information protection
Hierarchical to: FDP_RIP.1 Subset residual information protection
Dependencies: No dependencies.

10.9.6.1 FDP_RIP.2.1

The TSF shall ensure that any previous information content of a resource is made unavailable upon the
[selection: allocation of the resource to, deallocation of the resource from] all objects.

10.10 Rollback (FDP_ROL)
10.10.1 | Family Behaviour
The rollgack operation involves undoing the last operation or a series of operations, bounded: by some limif

such as|a period of time, and return to a previous known state. Rollback provides thejability to undo th
effects of an operation or series of operations to preserve the integrity of the user data.

D

10.10.2 | Component levelling

FDP_ROL: Rollback | 2

Figure 32 - FDP_ROL componentdevelling

FDP_RQL.1 Basic rollback addresses a need to roll back or undo a limited number of operations within the
defined hounds.

FDP_RQL.2 Advanced rollback addresses the need.to;roll back or undo all operations within the defined
bounds.

10.10.3 | Management of FDP_ROL.1, FDP_ROL.2

The folloving actions could be considered for'the management functions in FMT:

a) The[boundary limit to which rollback may be performed could be a configurable item within the TOE.
b) Permission to perform a rallback operation could be restricted to a well defined role.

10.10.4 | Audit of FDP_R®©L.1, FDP_ROL.2

The follqwing actions-should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) MinimalfAll successful rollback operations.

b) Basic: All attempts to perform rollback operations.

c) Detailed: All attempts to perform rollback operations, including identification of the types of operations
rolled back.

10.10.5 FDP_ROL.1 Basic rollback
Hierarchical to:  No other components.
Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
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10.10.5.1 FDP_ROL.1.1

The TSF shall enforce [assignment: access control SFP(s) and/or information flow control SFP(s)] to
permit the rollback of the [assignment: list of operations] on the [assignment: information and/or list

of objects].
10.10.5.2 FDP_ROL.1.2

The TSF shall permit operations to be rolled back within the [assignment: boundary limit t
rollback may be performed].

o which

10.10.6 FDP_ROL.2 Advanced rollback

Hierarchical to: FDP_ROL.1 Basic rollback

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
10.10.6.1 FDP_ROL.2.1

Tlhe TSF shall enforce [assignment: access control SFP(s) and/or information flow control SFP(s)]
the rollback of all the operations on the [assignment: list of objects]!

10.10.6.2 FDP_ROL.2.2

Tlhe TSF shall permit operations to be rolled back within ther[assignment: boundary limit to which rollk
ke performed].

10.11 Stored data integrity (FDP_SDI)
10.11.1 Family Behaviour
tegrity errors may affect user data stored in memory, or in a storage device. This family differs fro

OE transfer (FDP_ITT) which pratects the user data from integrity errors while being transferred
T|OE.

—

10.11.2 Component leveHling

FDP_SDI: Stored data integrity | 2

Figure 33 - FDP_SDI component levelling

HDPASDI.1 Stored data integrity monitoring, requires that the SF monitor user data stored within the

fo permit

ack may

'I]‘his family provides requirements that,address protection of user data while it is stored within n]|he TSC.
I

Internal
vithin the

TSC for

iflentified integrity errors.

FDP_SDI.2 Stored data integrity monitoring and action adds the additional capability to the first component by

allowing for actions to be taken as a result of an error detection.
10.11.3 Management of FDP_SDI.1

There are no management activities foreseen.
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10.11.4 Management of FDP_SDI.2

The following actions could be considered for the management functions in FMT:;
a) The actions to be taken upon the detection of an integrity error could be configurable.

10.11.5 Audit of FDP_SDI.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Successful attempts to check the integrity of user data, including an indication of the restllts ¢f
the ¢heck.

b) Basic: All attempts to check the integrity of user data, including an indication of the resultscef.the check, [if
performed.

c) Detailed: The type of integrity error that occurred.
10.11.6 | Audit of FDP_SDI.2

The follqwing actions should be auditable if FAU_GEN Security audit data 'generation is included in the
PP/ST:

a) Minimal: Successful attempts to check the integrity of user data,/inCluding an indication of the results ¢f
the ¢heck.

b) Basic: All attempts to check the integrity of user data, inclading an indication of the results of the check, [if
performed.

c) Detgiled: The type of integrity error that occurred.

d) Detailed: The action taken upon detection ef an integrity error.
10.11.7 | FDP_SDI.1 Stored data integrity_monitoring
Hierarch|cal to:  No other components:

Dependgncies: No dependenciges.

10.11.7.1 FDP_SDI.1.1

The TSHshall monijtof-user data stored within the TSC for [assignment: integrity errors] on all objects
based op the following attributes: [assignment: user data attributes].

10.11.8 | FDP\SDI.2 Stored data integrity monitoring and action

Hierarchteatto: FDP_SD:]. Stored-datait ItCUI |ty monitotit )
Dependencies: No dependencies.
10.11.8.1 FDP_SDI.2.1

The TSF shall monitor user data stored within the TSC for [assignment: integrity errors] on all objects, based
on the following attributes: [assignment: user data attributes].

10.11.8.2 FDP_SDI.2.2

Upon detection of a data integrity error, the TSF shall [assignment: action to be taken].
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10.12 Inter-TSF user data confidentiality transfer protection (FDP_UCT)
10.12.1 Family Behaviour

This family defines the requirements for ensuring the confidentiality of user data when it is transferred using
an external channel between distinct TOEs or users on distinct TOEs.

10.12.2 Component levelling

| | I |
| FDP_UOCT: Inter- ISF user data confidentiality franster protection ’—‘ T |

Figure 34 - FDP_UCT component levelling

I FDP_UCT.1 Basic data exchange confidentiality, the goal is to provide protection from disclosurg¢ of user
ata while in transit.

0.12.3 Management of FDP_UCT.1
here are no management activities foreseen.
10.12.4 Audit of FDP_UCT.1

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
RP/ST:

a) Minimal: The identity of any user or subject using thecdata exchange mechanisms.
) Basic: The identity of any unauthorised user or, Subject attempting to use the data exchange mechanisms.

¢ Basic: A reference to the names or other_indexing information useful in identifying the user data|that was
transmitted or received. This could include security attributes associated with the information.

10.12.5 FDP_UCT.1 Basic data exchange confidentiality
Hierarchical to:  No other components.

Dependencies: [FTP_ITE.&nter-TSF trusted channel, or
FTP-FRP.1 Trusted path]

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

10.12.5% FDP_UCT.1.1

i i SFP(s)]
to be able to [selection: transmit, receive] objects in a manner protected from unauthorised disclosure.

10.13 Inter-TSF user data integrity transfer protection (FDP_UIT)

10.13.1 Family Behaviour

This family defines the requirements for providing integrity for user data in transit between the TSF and
another trusted IT product and recovering from detectable errors. At a minimum, this family monitors the

integrity of user data for modifications. Furthermore, this family supports different ways of correcting detected
integrity errors.
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10.13.2

Component levelling

FDP_UIT: Inter-TSF user data integrity transfer protection

Figure 35 - FDP_UIT component levelling

FDP_UIT
errors of

FDP_UIT
with help

FDP_UIT
TSFoni

10.13.3
There ar
10.13.4

The follg
PP/ST:

a) Mini

b) Bas
is ur

c) Bas
tran

d) Bas
e) Deta
10.13.5

The follg
PP/ST:

a) Mini

[.1 Data exchange Integrity addresses detection of modifications, deletions, insertions, and repld
the user data transmitted.

[.2 Source data exchange recovery addresses recovery of the original user data by the receiving TS
from the source trusted IT product.

.3 Destination data exchange recovery addresses recovery of the original user datayby the receivin
s own without any help from the source trusted IT product.

Management of FDP_UIT.1, FDP_UIT.2, FDP_UIT.3
b N0 management activities foreseen.
Audit of FDP_UIT.1

wing actions should be auditable if FAU_GEN Security. audit data generation is included in th

mal: The identity of any user or subject using the data*éxchange mechanisms.

c: The identity of any user or subject attempting’to use the user data exchange mechanisms, but wh
authorised to do so.

c: A reference to the names or other indexing information useful in identifying the user data that wa
Emitted or received. This could include Security attributes associated with the user data.

c: Any identified attempts to hloek transmission of user data.
liled: The types and/or effects of any detected modifications of transmitted user data.
Audit of FDP_UIT.2)FDP_UIT.3

wing actions~should be auditable if FAU_GEN Security audit data generation is included in th

mal: The identity of any user or subject using the data exchange mechanisms.

<

b) Mini

mal? Successful recovery from errors including they type of error that was detected.

c) Basic: The identity of any user or subject attempting to use the user data exchange mechanisms, but who
is unauthorised to do so.

d) Basic: A reference to the names or other indexing information useful in identifying the user data that was
transmitted or received. This could include security attributes associated with the user data.

e) Basi

c¢: Any identified attempts to block transmission of user data.

f) Detailed: The types and/or effects of any detected modifications of transmitted user data.
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10.13.6 FDP_UIT.1 Data exchange integrity

Hierarchical to:  No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

[FTP_ITC.1 Inter-TSF trusted channel, or

2005(E)

FTP_TRP.1 Trusted path]

10.13.6.1 FDP_UIT.1.1

Tlhe TSF shall enforce the [assignment: access control SFP(s) and/or information.flow contro
tp be able to [selection: transmit, receive] user data in a manner protegted from [s
modification, deletion, insertion, replay] errors.

10.13.6.2 FDP_UIT.1.2

'I]‘he TSF shall be able to determine on receipt of user data, whether-fselection: modification,
sertion, replay] has occurred.

10.13.7 FDP_UIT.2 Source data exchange recovery

Hierarchical to:  No other components.

Dependencies: [FDP_ACC.1 Subset access control, @r

FDP_IFC.1 Subset information-flow control]

[FDP_UIT.1 Data exchange integrity, or

FTP_ITC.1 Inter-TSKtrusted channel]

10.13.7.1 FDP_UIT.2.1

Tlhe TSF shall enforce the'[assignment: access control SFP(s) and/or information flow contro
tp be able to recover fromr' [assignment: list of recoverable errors] with the help of the sourcq
IT product.

10.13.8 FDP_UIT-3 Destination data exchange recovery

Hierarchicakto: FDP_UIT.2 Source data exchange recovery

Dependencies: [FDP_ACC.1 Subset access control, or

SFP(s)]
blection:

Jeletion,

SFP(s)]
trusted

IZDD_II:{" 1 Subset information flow. r‘nnfrnl]
[FDP_UIT.1 Data exchange integrity, or
FTP_ITC.1 Inter-TSF trusted channel]

10.13.8.1 FDP_UIT.3.1

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to be
able to recover from [assignment: list of recoverable errors] without any help from the source trusted IT

product.
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11 Class FIA: Identification and authentication
Families in this class address the requirements for functions to establish and verify a claimed user identity.

Identification and Authentication is required to ensure that users are associated with the proper security
attributes (e.g. identity, groups, roles, security or integrity levels).

The unambiguous identification of authorised users and the correct association of security attributes with
users and subjects is critical to the enforcement of the intended security policies. The families in this class
deal with-determining and verifying the identity of users_determining their authaority to interact with the TOFE,
and with|the correct association of security attributes for each authorised user. Other classes of requiremént
(e.g. Us¢r Data Protection, Security Audit) are dependent upon correct identification and authentication ¢
users in prder to be effective.

= U

FIA AFL: Authentication failures |
FIA ATD: User attribute definition |
|
FIA SOS: Specification of secrets
2
| 2
3
4
FIA UAU: User authentication
5
6
7
FIA UID: User identification | 2
FIA USB: User-subject binding |

Figure 36 - FIA: Identification and authentication class decomposition

11.1 Authentication failures (FIA_AFL)
11.1.1 Family Behaviour
This family contains requirements for defining values for some number of unsuccessful authentication

attempts and TSF actions in cases of authentication attempt failures. Parameters include, but are not limited
to, the number of failed authentication attempts and time thresholds.
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11.1.2 Component levelling

FIA AFL: Authentication failires |

Figure 37 - FIA_AFL component levelling

FIA_AFL.1 Authentication failure handling, requires that the TSF be able to terminate the

that, after termination of the session establishment process, the TSF be able to disable the useria
e point of entry (e.g. workstation) from which the attempts were made until an administtato
gondition occurs.

11.1.3 Management of FIA_AFL.1

Tlhe following actions could be considered for the management functions in FMT:
a) management of the threshold for unsuccessful authentication attempts;

) management of actions to be taken in the event of an authentication faiture.

11.1.4 Audit of FIA_AFL.1

Tlhe following actions should be auditable if FAU_GEN SeCurity audit data generation is includg
RP/ST:

a) Minimal: the reaching of the threshold for the unsuccesful authentication attempts and the acti
disabling of a terminal) taken and the subsequent, if appropriate, restoration to the normal state
enabling of a terminal).

11.1.5 FIA_AFL.1 Authentication failure handling

Hierarchical to:  No other components.

Dependencies: FIA_UAU.1 Timing of authentication

11.1.51 FIA_AFL.1.1

he TSF shall detect/when [selection: [assignment: positive integer number], an admi
onfigurable positive integer within[assignment: range of acceptable values]] unsu
uthentication attempts occur related to [assignment: list of authentication events].

1.1.5.2 FKIATAFL.1.2

henithe defined number of unsuccessful authentication attempts has been met or surpas
SF shall [assighment: list of actions].

2005(E)

session
requires
count or
I-defined

d in the

pns (e.g.
(e.g. re-

histrator
ccessful

sed, the

11.2 User attribute definition (FIA_ATD)

11.2.1 Family Behaviour

All authorised users may have a set of security attributes, other than the user's identity, that is used to enforce

the TSP. This family defines the requirements for associating user security attributes with users as n
support the TSP.

© ISO/IEC 2005 - All rights reserved
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11.2.2 Component levelling

FIA_ ATD: User attribute definition |

Figure 38 - FIA_ATD component levelling

FIA_ATD.1 User attribute definition, allows user security attributes for each user to be maintained individually.

11.2.3 Management of FIA_ATD.1
The folloving actions could be considered for the management functions in FMT:

a) if so|indicated in the assignment, the authorised administrator might be able to define additional security
attrilputes for users.

11.2.4 Audit of FIA_ATD.1

There arg no auditable events foreseen.
11.2.5 HA_ATD.1 User attribute definition
Hierarch|cal to:  No other components.
Dependgncies: No dependencies.
11.25.1| FIA_ATD.1.1

The TSF shall maintain the following list of security attributes belonging to individual userg:
[assignment: list of security attributes].

11.3 Sgecification of secrets (FIA_SOS)
11.3.1 Hamily Behaviour

This famjly defines requirements for mechanisms that enforce defined quality metrics on provided secrets and
generate secrets to satisfy the defined metric.

11.3.2 Jomponent levelling

FIA_SOS: Specification of secrets <

Figure 39 - FIA_SOS component levelling

FIA_SOS.1 Verification of secrets, requires the TSF to verify that secrets meet defined quality metrics.

FIA_SOS.2 TSF Generation of secrets, requires the TSF to be able to generate secrets that meet defined
quality metrics.

11.3.3 Management of FIA_SOS.1

The following actions could be considered for the management functions in FMT:

a) the management of the metric used to verify the secrets.
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11.3.4 Management of FIA_SOS.2
The following actions could be considered for the management functions in FMT:;
a) the management of the metric used to generate the secrets.

11.3.5 Audit of FIA_SOS.1, FIA_SOS.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal: Rejection by the TSF of any tested secret;

h) Basic: Rejection or acceptance by the TSF of any tested secret;

cd) Detailed: Identification of any changes to the defined quality metrics.
11.3.6 FIA_SOS.1 Verification of secrets

Hierarchical to:  No other components.

Qependencies: No dependencies.

11.3.6.1 FIA_SOS.1.1

11.3.7 FIA_SOS.2 TSF Generation of secrets
Hierarchical to:  No other components.
Dependencies: No dependencies.

11.3.7.1 FIA_SOS.2.1

;Ilhe TSF shall provide a mechanism to generate secrets that meet [assignment: a defineg
etric].

11.3.7.2 FIA_S0S.2.2

The TSF shall be able to enforce the use of TSF generated secrets for [assignment: list
functions].

11.4 Userauthentication (FIA_UAU)

11.4,4\Family Behaviour

Tlhe TSF shall provide a mechanism to verify that secrets meet [assignment: a defined quality netric].

quality

of TSF
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11.4.2 Component levelling

FIA_UALU
user's id

FIA_UALU
be allowsg

FIA_UALU
be able

FIA_UAU
single-us

FIA_UAU
provided

FIA_UALU
authentiq

FIA_UALU
the user

1143 M
The follo

a) man

1A _TIATL 1L - 4l ™ '™
Ty rer o e athme i e Aot

L

Figure 40 - FIA_UAU component levelling

J.1 Timing of authentication, allows a user to perform certain actions.prior to the authentication of the
bntity.

.2 User authentication before any action, requires that users)are authenticated before any action wl
bd by the TSF.

.3 Unforgeable authentication Unforgeable authentication, requires the authentication mechanism tp
b detect and prevent the use of authentication data‘that has been forged or copied.

.4 Single-use authentication mechanisms, reguires an authentication mechanism that operates with
e authentication data.

.5 Multiple authentication mechaniSms, requires that different authentication mechanisms be
and used to authenticate user ideqtities for specific events.

.6 Re-authenticating, requires‘the ability to specify events for which the user needs to be re
ated.

.7 Protected authentieation feedback, requires that only limited feedback information is provided t
during the authentication.

O

anagement of-FIA_UAU.1
ving actions could be considered for the management functions in FMT:

agement of the authentication data by an administrator;

b) man

c) man

agement of the authentication data by the associated user;

aging the list of actions that can be taken before the user is authenticated.

11.4.4 Management of FIA_UAU.2

The following actions could be considered for the management functions in FMT:

a) man

b) man

58

agement of the authentication data by an administrator;

agement of the authentication data by the user associated with this data.
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11.4.5 Management of FIA_UAU.3, FIA_UAU.4, FIA_UAU.7

There are no management activities foreseen.

11.4.6 Management of FIA_UAU.5

The following actions could be considered for the management functions in FMT:

a) the management of authentication mechanisms;

) the management of the rules for authentication.
11.4.7 Management of FIA_UAU.6
Tlhe following actions could be considered for the management functions in FMT:;

a) if an authorised administrator could request re-authentication, the mandgement includds a re-
authentication request.

11.4.8 Audit of FIA_UAU.1

The following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
PP/ST:

a) Minimal: Unsuccessful use of the authentication mechanism;

) Basic: All use of the authentication mechanism;

¢) Detailed: All TSF mediated actions performed before authentication of the user.
11.4.9 Audit of FIA_UAU.2

The following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
PP/ST:

§) Minimal: Unsuccessful use,of the authentication mechanism;
) Basic: All use of the authentication mechanism.

11.4.10 Audit of FIAMJAU.3

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
AP/ST:

d) Minimal\Detection of fraudulent authentication data;

h) Basic: Allimmediate measures taken and results of checks on the fraudulent data.

1411 Auditof FIA UALUA4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Attempts to reuse authentication data.

11.4.12 Audit of FIA_UAU.5

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The final decision on authentication;

b) Basic: The result of each activated mechanism together with the final decision.
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11.4.13

Audit of FIA_UAU.6

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal: Failure of reauthentication;

b) Basi

11.4.14

c: All reauthentication attempts.

Audit of FIA_UAU.7

There ar
11.4.15

Hierarch
Dependsd
11.4.15.]

The TSH

before the user is authenticated.

11.4.15.7

The TSK

mediate
11.4.16

Hierarch
Depends

11.4.16.]

The TSK

mediate
11.4.17

Hierarch
Dependd

11.4.17.]

e no auditable events foreseen.
FIA_UAU.1 Timing of authentication

calto:  No other components.

ncies: FIA_UID.1 Timing of identification

| FIA_UAU.1.1

shall allow [assignment: list of TSF mediated actions] on behalf\of the user to be performe

? FIA_UAU.1.2

shall require each user to be successfully authenticated before allowing any other TSH
j actions on behalf of that user.

FIA_UAU.2 User authentication before any agtion
cal to: FIA_UAU.1 Timing of authenticatjon

ncies: FIA_UID.1 Timing of identification
| FIA_UAU.2.1

shall require each user. to be successfully authenticated before allowing any other TSH
[ actions on behalf of that user.

FIA_UAU.3 Unforgeable authentication
cal to: No gthef components.
ncies: _“No dependencies.

| EfA ‘UAU.3.1

The TSF shall [selection: detect, prevent] use of authentication data that has been forged by any user
of the TSF.

11.4.17.2 FIA_UAU.3.2

The TSF shall [selection: detect, prevent] use of authentication data that has been copied from any

other us
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er of the TSF.
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11.4.18 FIA_UAU.4 Single-use authentication mechanisms
Hierarchical to:  No other components.

Dependencies: No dependencies.

11.4.18.1 FIA_UAU.4.1

The TSF shall prevent reuse of authentication data related to [assignment: identified authentication
mechanism(s)].

11.4.19 FIA_UAU.5 Multiple authentication mechanisms
Hierarchical to:  No other components.

Dependencies: No dependencies.

11.4.19.1 FIA_UAU.5.1

The TSF shall provide [assignment: list of multiple authenticatiop~mechanisms] to suppprt user
authentication.

11.4.19.2 FIA_UAU.5.2

Tlhe TSF shall authenticate any user's claimed identity agcording to the [assignment: rules dgscribing
how the multiple authentication mechanisms provide authentication].

11.4.20 FIA_UAU.6 Re-authenticating
Hierarchical to:  No other components.
Dependencies: No dependencies.
11.4.20.1 FIA_UAU.6.1

Tlhe TSF shall re-authenticate the user under the conditions [assignment: list of conditions under
which re-authentication is reguired].

11.4.21 FIA_UAU.7 Protected authentication feedback
Hierarchical to:  No-.other components.
Dependencies:/~FIA_UAU.1 Timing of authentication

11.4.21.13\FA_UAU.7.1

:]he TSF shall provide only [assignment: list of feedback] to the user while the authenticat|on is in
roaress

11.5 User identification (FIA_UID)
11.5.1 Family Behaviour

This family defines the conditions under which users shall be required to identify themselves before
performing any other actions that are to be mediated by the TSF and which require user identification.
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11.5.2 Component levelling

FIA UID: User identification | 2

Figure 41 - FIA_UID component levelling

FIA_UID.1 Timing of identification, allows users to perform certain actions before being identified by the TSF.

FIA_UIDJ2 User identification before any action, requires that users identify themselves before any action.wil
be allowgd by the TSF.

11.5.3 Management of FIA_UID.1
The folloving actions could be considered for the management functions in FMT:
a) the management of the user identities;

b) if arl authorised administrator can change the actions allowed before identification, the managing of th
actign lists.

D

11.5.4 Management of FIA_UID.2

The folloving actions could be considered for the management functions in FMT:
a) the management of the user identities.

11.5.5 Audit of FIA_UID.1, FIA_UID.2

The follqwing actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Unsuccessful use of the user identification mechanism, including the user identity provided;
b) Basic: All use of the user identification mechanism, including the user identity provided.

11.5.6 HA_UID.1 Timing of identification

Hierarchjcal to:  No other components.

Dependgncies: No dependencies.

11.5.6.1| FIA_UID.T:A

j®N

The TSH shallallow [assignment: list of TSF-mediated actions] on behalf of the user to be performe
before tll\e dser is identified.

11.5.6.2 FIA_UID.1.2

The TSF shall require each user to be successfully identified before allowing any other TSF-mediated
actions on behalf of that user.

11.5.7 FIA_UID.2 User identification before any action
Hierarchical to:  FIA_UID.1 Timing of identification

Dependencies: No dependencies.
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11.5.7.1 FIA_UID.2.1

The TSF shall require each user to identify itself before allowing any other TSF-mediated actions on
behalf of that user.

11.6 User-subject binding (FIA_USB)
11.6.1 Family Behaviour
An authenticated user, in order to use the TOE, typically activates a subject. The user's security attributes are

associated (totally or partially) with this subject. This family defines requirements to create and niajntain the
association of the user's security attributes to a subject acting on the user's behalf.

11.6.2 Component levelling

FIA_ USB: User-subject binding 1

Figure 42 - FIA_USB component levelling

-

IA_USB.1 User-subject binding, requires the specification of any rules governing the association [between
ser attributes and the subject attributes into which they are mapped.

)

11.6.3 Management of FIA_USB.1

Tlhe following actions could be considered for the management functions in FMT:
a) an authorised administrator can define default subject security attributes.

b) an authorised administrator can change subject security attributes.

11.6.4 Audit of FIA_USB.1

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
AP/ST:

a) Minimal: Unsuccessful-binding of user security attributes to a subject (e.g. creation of a subject).

) Basic: Success and-failure of binding of user security attributes to a subject (e.g. success or failure to
create a subjeet).

11.6.5 FIA_USB-1 User-subject binding
Hierarchicalto: No other components.

Dependencies: FIA_ATD.1 User attribute definition

11.6.5.1 FIA_USB.1.1

The TSF shall associate the following user security attributes with subjects acting on the behalf of
that user: [assignment: list of user security attributes].

11.6.5.2 FIA_USB.1.2

The TSF shall enforce the following rules on the initial association of user security attributes with
subjects acting on the behalf of users: [assighment: rules for the initial association of attributes].
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11.6.5.3 FIA_USB.1.3

The TSF shall enforce the following rules governing changes to the user security attributes associated
with subjects acting on the behalf of users: [assignment: rules for the changing of attributes].

12 Class FMT: Security management

This class is intended to specify the management of several aspects of the TSF: security attributes, TSF data
and functions. The different management roles and their interaction, such as separation of capability, can be
specified:

=

¢) management of functions of the TSF, which includes, for example, the selectionef functions, and rules g
condlitions influencing the behaviour of the TSF;

d) defipition of security roles.

FMT_ MOF: Management of functions in TSF 1

FMT MSA: Management of security-attributes 2

FMT MAD: Management of TSF data 2

FMT_REV: Revocation 1

FMT SAE: Security attribute expiration 1

FMT_SMF: Specification of Management Functions 1

FMT SMR: Security management roles

Figure 43 - FMT: Security management class decomposition
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12.1 Management of functions in TSF (FMT_MOF)
12.1.1 Family Behaviour

This family allows authorised users control over the management of functions in the TSF. Examples of
functions in the TSF include the audit functions and the multiple authentication functions.

12.1.2 Component levelling

FMT MOF: Management of functions in TSF |

Figure 44 - FMT_MOF component levelling

AMT_MOF.1 Management of security functions behaviour allows the authorised usefs:(roles) to mahage the
bBehaviour of functions in the TSF that use rules or have specified conditions that may.-be manageable.

12.1.3 Management of FMT_MOF.1

Tlhe following actions could be considered for the management functions’iin-FMT:
a) managing the group of roles that can interact with the functions inithe TSF;
12.1.4 Audit of FMT_MOF.1

Tlhe following actions should be auditable if FAU_GEN\Security audit data generation is includgd in the
RP/ST:

g) Basic: All modifications in the behaviour of theifunctions in the TSF.
12.1.5 FMT_MOF.1 Management of security functions behaviour
Hierarchical to:  No other components.

Dependencies: FMT_SMR.1 Security roles

FMT_SMFE.Y Specification of Management Functions
12.1.5.1 FMT_MOFR:1:k

Tlhe TSF shall restrict the ability to [selection: determine the behaviour of, disable, enable, mgdify the

behaviour off«the functions [assignment: list of functions] to [assignment: the authorised iglentified
rples].

[InY

2.2, Management of security attributes (FMT_MSA)

1’7 21 Eamilbvy Dahaviinge
L T artty oohav oot

This family allows authorised users control over the management of security attributes. This management
might include capabilities for viewing and modifying of security attributes.
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12.2.2 Component levelling

FMT MSA: Management of security attributes 2

FMT_MS
security

FMT_MS
respect t

FMT_MS
either pe

12.2.3 M
The follo
a) man
1224 M
There ar
1225 M
The follo
a) man
b) man
12.2.6 A

The follg
PP/ST:

a) Bas

Figure 45 - FMT_MSA component levelling

[®X

A.1 Management of security attributes allows authorised users (roles) to manage.‘the specifig
httributes.

A.2 Secure security attributes ensures that values assigned to security attributes are valid with
b the secure state.

A.3 Static attribute initialisation ensures that the default values of security-attributes are appropriate
Fmissive or restrictive in nature.

<

anagement of FMT_MSA.1

ving actions could be considered for the management functions in FMT:

aging the group of roles that can interact with the security attributes.

anagement of FMT_MSA.2

b N0 management activities foreseen.

anagement of FMT_MSA.3

ving actions could be considered for the management functions in FMT:

aging the group of roles that_¢an specify initial values;

aging the permissive-or.restrictive setting of default values for a given access control SFP.
udit of FMT_MSA-1

wing actions~should be auditable if FAU_GEN Security audit data generation is included in the

c.-Alkmodifications of the values of security attributes.

12.2.7 Audit of FMT_MSA.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal: All offered and rejected values for a security attribute;

b) Detailed: All offered and accepted secure values for a security attribute.
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12.2.8 Audit of FMT_MSA.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Modifications of the default setting of permissive or restrictive rules.
b) Basic: All modifications of the initial values of security attributes.

12.2.9 EMT_MSA.1 Management of security attributes

Hierarchical to:  No other components.

Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
12.29.1 FMT_MSA.1.1

Tlhe TSF shall enforce the [assignment: access control SERXinformation flow control SFP] tq restrict
the ability to [selection: change_default, query, modify;)delete,[Jassignment: other operatigns]] the
decurity attributes [assignment: list of security attributes] to [assignment: the authorised identified
rples].

12.2.10 FMT_MSA.2 Secure security attributes

Hierarchical to:  No other components.

Dependencies: ADV_SPM.1 Informal TOE security policy model
[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT _MSA.1 Management of security attributes
FMT” SMR.1 Security roles

12.2.10.1 FMT/AMSA.2.1

Tlhe TSEshall ensure that only secure values are accepted for security attributes.

#2211 FMT_MSA.3 Static attribute initialisation

Hierarchical to:  No other components.
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
12.2.11.1 FMT_MSA.3.1
The TSF shall enforce the [assignment: access control SFP, information flow control SFP] to provide

[selection, choose one of: restrictive, permissive,Jassignment: other property]] default values for
security attributes that are used to enforce the SFP.
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12.2.11.2 FMT_MSA.3.2

The TSF shall allow the [assignment: the authorised identified roles] to specify alternative initial
values to override the default values when an object or information is created.

12.3 Management of TSF data (FMT_MTD)

12.3.1 Family Behaviour

This family allows authorised users (roles) control over the management of TSF data. Examples of TSE dat
include gudit information, clock, system configuration and other TSF configuration parameters.

12.3.2 Jomponent levelling

FMT MTD: Management of TSF data 2

Figure 46 - FMT_MTD component-eyelling

FMT_MTD.1 Management of TSF data allows authorised users to~manage TSF data.

FMT_MTD.2 Management of limits on TSF data specifies<the action to be taken if limits on TSF data are
reached pr exceeded.

FMT_MTD.3 Secure TSF data ensures that values-assigned to TSF data are valid with respect to the secure
state.

12.3.3 Management of FMT_MTD.1

The folloving actions could be considéred for the management functions in FMT:
a) managing the group of roles_ that can interact with the TSF data.

12.3.4 Management of FMT-MTD.2

The folloving actions €ould be considered for the management functions in FMT:;
a) managing the group of roles that can interact with the limits on the TSF data.

12.3.5 Management of FMT_MTD.3

There are no management activities foreseen.
12.3.6 Audit of FMT_MTD.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: All modifications to the values of TSF data.
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12.3.7 Audit of FMT_MTD.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: All modifications to the limits on TSF data;
b) Basic: All modifications in the actions to be taken in case of violation of the limits.

12.3.8 Audit of FMT_MTD.3

he following actions should be auditable if FAU_GEN Security audit data generation is ipcludad in the
RP/ST:

a) Minimal: All rejected values of TSF data.

12.3.9 FMT_MTD.1 Management of TSF data

-

ierarchical to:  No other components.

Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
12.3.9.1 FMT_MTD.1.1

lear,[assighment: other operations]] the [assignment: list of TSF data] to [assighment: the authorised

;1he TSF shall restrict the ability to [selectien: change default, query, modify,| delete,
entified roles].

12.3.10 FMT_MTD.2 Management of limits\aff TSF data
Hierarchical to:  No other components,

Dependencies: FMT_MTD.1 Management of TSF data
FMT_SMR.%:Security roles

12.3.10.1 FMT_MTD.2,1

The TSF shall restrict the specification of the limits for [assignment: list of TSF data] to [assignment:
the authorised identified roles].

12.3.10.2 FMT_MTD.2.2

Tlhe TSF shall take the following actions, if the TSF data are at, or exceed, the indicatefl limits:
[@ssignment: actions to be taken].

12.3.11 FMT_MTD.3 Secure TSF data

Hierarchical to:  No other components.

Dependencies: ADV_SPM.1 Informal TOE security policy model
FMT_MTD.1 Management of TSF data

12.3.11.1 FMT_MTD.3.1

The TSF shall ensure that only secure values are accepted for TSF data.
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12.4 Revocation (FMT_REV)
12.4.1 Family Behaviour
This family addresses revocation of security attributes for a variety of entities within a TOE.

12.4.2 Component levelling

FMT _REV: Revocation |

Figure 47 - FMT_REV component levelling

FMT_RHV.1 Revocation provides for revocation of security attributes to be enforced at some pointin time.
12.4.3 Management of FMT_REV.1

The folloving actions could be considered for the management functions in FMT:

a) manfaging the group of roles that can invoke revocation of security attributes;

b) managing the lists of users, subjects, objects and other resources for,which revocation is possible;

c) managing the revocation rules.

12.4.4 Audit of FMT_REV.1

The follqwing actions should be auditable if FAU_GEN ,Security audit data generation is included in the
PP/ST:

a) Minimal: Unsuccessful revocation of security attributes;

b) Basic: All attempts to revoke security attributes.

12.4.5 HMT_REV.1 Revocation

Hierarchjcal to:  No other companents.

Dependgncies: FMT_SMR1 Security roles

12.45.1| FMT_REV.14

The TSH shall restrict the ability to revoke security attributes associated with the [selection: users

subjectd, objeets;[assignment: other additional resources]] within the TSC to [assignment: thg
authorisled identified roles].

12.4.5.2 —HHREV-E2

The TSF shall enforce the rules [assignment: specification of revocation rules].
12.5 Security attribute expiration (FMT_SAE)

12.5.1 Family Behaviour

This family addresses the capability to enforce time limits for the validity of security attributes.
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12.5.2 Component levelling

FMT_SAE: Security attribute expiration |

Figure 48 - FMT_SAE component levelling

FMT_SAE.1 Time-limited authorisation provides the capability for an authorised user to specify an expiration
time on specified security attributes

12.5.3 Management of FMT_SAE.1

Tlhe following actions could be considered for the management functions in FMT:
a) managing the list of security attributes for which expiration is to be supported;
) the actions to be taken if the expiration time has passed.

12.5.4 Audit of FMT_SAE.1

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
RP/ST:

a) Basic: Specification of the expiration time for an attribute;
) Basic: Action taken due to attribute expiration.

12.5.5 FMT_SAE.1 Time-limited authorisation

Hierarchical to:  No other components.

Dependencies: FMT_SMR.1 Security.roles

FPT_STM.1 Reliable time stamps

12.5.5.1 FMT_SAE.1.1

The TSF shall restrict-the capability to specify an expiration time for [assignment: list of [security
attributes for whichexpiration is to be supported] to [assignment: the authorised identified roles].

12.5.5.2 FMT. SAE.1.2

Hor each of these security attributes, the TSF shall be able to [assignment: list of actions to be taken
fpr each-security attribute] after the expiration time for the indicated security attribute has pasged.

126, 'Specification of Management Functions (FMT_SMF)

12.6.1 Family Behaviour

This family allows the specification of the management functions to be provided by the TOE. Management
functions provide TSFI that allow administrators to define the parameters that control the operation of security-
related aspects of the TOE, such as data protection attributes, TOE protection attributes, audit attributes, and
identification and authentication attributes. Management functions also include those functions performed by
an operator to ensure continued operation of the TOE, such as backup and recovery. This family works in
conjunction with the other components in the FMT: Security management class: the component in this family
calls out the management functions, and other families in FMT: Security management restrict the ability to use
these management functions.
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12.6.2 Component levelling

FMT_ SMF: Specification of Management Functions |

Figure 49 - FMT_SMF component levelling

FMT_SMF.1 Specification of Management Functions requires that the TSF provide specific management
functions

12.6.3 Management of FMT_SMF.1
There arg no management activities foreseen.
12.6.4 Audit of FMT_SMF.1

The follqwing actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Use of the management functions.

12.6.5 HMT_SMF.1 Specification of Management Functions
Hierarch|cal to:  No other components.

Dependgncies: No dependencies.

12.6.5.1| FMT_SMF.1.1

The TSH shall be capable of performing the following security management functions: [assignment:
list of sgcurity management functions to be provided by the TSF].

12.7 Sqcurity management roles (FMT..SMR)
12.7.1 Hamily Behaviour

This famjly is intended to control therassignment of different roles to users. The capabilities of these roles with
respect tp security management-are described in the other families in this class.

12.7.2 Jomponent levelling

A

FMT SMR: Security management roles \

Figure 50 - FMT_SMR component levelling

FMT_SMR.1 Security roles specifies the roles with respect to security that the TSF recognises.

FMT_SMR.2 Restrictions on security roles specifies that in addition to the specification of the roles, there are
rules that control the relationship between the roles.

FMT_SMR.3 Assuming roles, requires that an explicit request is given to the TSF to assume a role.
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12.7.3 Management of FMT_SMR.1

The following actions could be considered for the management functions in FMT:;
a) managing the group of users that are part of a role.

12.7.4 Management of FMT_SMR.2

The following actions could be considered for the management functions in FMT:

&) managing the group of users that are part of a role;
) managing the conditions that the roles must satisfy.
12.7.5 Management of FMT_SMR.3

Tlhere are no management activities foreseen.

12.7.6 Audit of FMT_SMR.1

Tlhe following actions should be auditable if FAU_GEN Security audit-data generation is includgd in the
AP/ST:

a) Minimal: modifications to the group of users that are part of.axole;
) Detailed: every use of the rights of a role.
12.7.7 Audit of FMT_SMR.2

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
RP/ST:

a) Minimal: modifications to the group.of users that are part of a role;

) Minimal: unsuccessful attempts te*use a role due to the given conditions on the roles;
) Detailed: every use of thetrights of a role.

12.7.8 Audit of FMT_SMR:3

Tlhe following actiens—should be auditable if FAU_GEN Security audit data generation is includgd in the
RP/ST:

a) Minimal\explicit request to assume a role.

12.7.9NFMT_SMR.1 Security roles

Hierarchical to: No other anpnnnnfe

Dependencies: FIA_UID.1 Timing of identification

12.7.9.1 FMT_SMR.1.1

The TSF shall maintain the roles [assignment: the authorised identified roles].
12.7.9.2 FMT_SMR.1.2

The TSF shall be able to associate users with roles.
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FMT_SMR.2 Restrictions on security roles

calto: FMT_SMR.1 Security roles

Dependencies: FIA_UID.1 Timing of identification

12.7.10.1 FMT_SMR.2.1

The TSF

shall maintain the roles: [assignment: authorised identified roles].

12.7.10.7
The TSH
12.7.10.1
The TSH
12.7.11

Hierarch
Depends
12.7.11.]

The TSH

13 Cla

This clas
misuse d

P FMT_SMR.2.2
shall be able to associate users with roles.
FMT_SMR.2.3
shall ensure that the conditions [assignment: conditions for the different roles] are satisfied.
FMT_SMR.3 Assuming roles
cal to: No other components.
ncies: FMT_SMR.1 Security roles
| FMT_SMR.3.1

shall require an explicit request to assume the following roles: [assignment: the roles].

ss FPR: Privacy

s contains privacy requirements. These requitements provide a user protection against discovery and
f identity by other users.

FPR_ANO;Anonymity | 2

FPR_PSE: Pseudonymity |

FPR_UNL: Unlinkability 1

FPR_UNO: Unobservability 3

74

Figure 51 - FPR: Privacy class decomposition
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13.1 Anonymity (FPR_ANO)

1

3.1.1 Family Behaviour

This family ensures that a user may use a resource or service without disclosing the user's identity. The
requirements for Anonymity provide protection of the user identity. Anonymity is not intended to protect the

S

1

ubject identity.

3.1.2 Component levelling

joxlnn|

o T

1

O

1

u

1

H

FPR_ANO: Anonymity l 2

Figure 52 - FPR_ANO component levelling

PR_ANO.1 Anonymity, requires that other users or subjects are unable to determine the identity
ound to a subject or operation.

PR_ANO.2 Anonymity without soliciting information enhances the requirements of FPR_ANO.1 A
y ensuring that the TSF does not ask for the user identity.

3.1.3 Management of FPR_ANO.1, FPR_ANO.2

Tlhere are no management activities foreseen.

13.1.4 Audit of FPR_ANO.1, FPR_ANO.2

Tlhe following actions should be auditable if FAULXGEN Security audit data generation is includg
HP/ST:

a) Minimal: The invocation of the anonymity mechanism.

13.1.5 FPR_ANO.1 Anonymity

ierarchical to:  No other components.
ependencies: No dependencies.

3.1.5.1 FPR_ANO,1.1

Tlhe TSF shall ensure that [assignment: set of users and/or subjects] are unable to determing

ser name baund to [assignment: list of subjects and/or operations and/or objects].
3.1.6 FRR/ANO.2 Anonymity without soliciting information

ierarchical to: FPR_ANO.1 Anonymity

Df a user

honymity

d in the

the real

Dependencies: No dependencies.

1

3.1.6.1 FPR_ANO.2.1

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real user
name bound to [assignment: list of subjects and/or operations and/or objects].

13.1.6.2 FPR_ANO.2.2

The TSF shall provide [assignment: list of services] to [assignment: list of subjects] without soliciting
any reference to the real user name.
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13.2 Pseudonymity (FPR_PSE)
13.2.1 Family Behaviour

This family ensures that a user may use a resource or service without disclosing its user identity, but can still
be accountable for that use.

13.2.2 Component levelling

FPR_PSE: Pseudonymity l <

Figure 53 - FPR_PSE component levelling

=

FPR_PSE.1 Pseudonymity requires that a set of users and/or subjects are unable to,detérmine the identity (
a user bgund to a subject or operation, but that this user is still accountable for its actions.

=

FPR_PSE.2 Reversible pseudonymity, requires the TSF to provide a capabilityt@ determine the original usd
identity Hased on a provided alias.

FPR_PSE.3 Alias pseudonymity, requires the TSF to follow certain cofistruction rules for the alias to the use
identity.

-

13.2.3 Management of FPR_PSE.1, FPR_PSE.2, FPR_PSE.3
There arg no management activities foreseen.
13.2.4 Audit of FPR_PSE.1, FPR_PSE.2, FPR_PSE:3

The follqwing actions should be auditable if FAU GEN Security audit data generation is included in the
PP/ST:

a) Minimal: The subject/user that requested resolution of the user identity should be audited.
13.2.5 HPR_PSE.1 Pseudonymity

Hierarch|cal to:  No other components.

Dependgncies: No dependencies.

13.25.1] FPR_PRSE!1.1

The TSH shallfensure that [assignment: set of users and/or subjects] are unable to determine the real
user name’bound to [assignment: list of subjects and/or operations and/or objects]. T

13.25.2 FPR_PSE.1.2

The TSF shall be able to provide [assignment: number of aliases] aliases of the real user name to
[assighment: list of subjects].

13.25.3 FPR_PSE.1.3

The TSF shall [selection, choose one of: determine an alias for a user, accept the alias from the user]
and verify that it conforms to the [assignment: alias metric].
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13.2.6 FPR_PSE.2 Reversible pseudonymity
Hierarchical to: FPR_PSE.1 Pseudonymity
Dependencies: FIA_UID.1 Timing of identification

13.2.6.1 FPR_PSE.2.1

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the real user

name bound to [assignment: list of subjects and/or operations and/or objects].

13.2.6.2 FPR_PSE.2.2

'1he TSF shall be able to provide [assignment: number of aliases] aliases of the real* user
[dssignment: list of subjects].

13.2.6.3 FPR_PSE.2.3

Tlhe TSF shall [selection, choose one of: determine an alias for a user, accépt-the alias from the
verify that it conforms to the [assignment: alias metric].

13.2.6.4 FPR_PSE.24

Tlhe TSF shall provide [selection: an authorised user,[assigniment: list of trusted subjects]] ac
gonditions].

13.2.7 FPR_PSE.3 Alias pseudonymity

Hierarchical to: FPR_PSE.1 Pseudonymity

Dependencies: No dependencies.

13.2.7.1 FPR_PSE.3.1

Tlhe TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine the
name bound to [assignment: list\0f subjects and/or operations and/or objects].

13.2.7.2 FPR_PSE.3.2

'ILhe TSF shall be-“able to provide [assignment: number of aliases] aliases of the real user
[fssignment: list.of subjects].

13.2.7.3 FEPR PSE.3.3

rify'that it conforms to the [assignment: alias metric].

hame to

ser] and

hpability

tp determine the user identity based on the provided aliag'only under the following [assignment: list of

real user

hame to

ser] and

llge TSk shall [selection, choose one of: determine an alias for a user, accept the alias from the U

13.2.7.4 FPR_PSE.3.4

The TSF shall provide an alias to the real user name which shall be identical to an alias provided

previously under the following [assignment: list of conditions] otherwise the alias provided
unrelated to previously provided aliases.
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13.3 Unlinkability (FPR_UNL)

13.3.1 Family Behaviour

This family ensures that a user may make multiple uses of resources or services without others being able to
link these uses together.

13.3.2 Component levelling

FPR_UN
caused @

1333 M

The follo

a) the management of the unlinkability function.

13.34 A

The follg
PP/ST:

a) Mini
13.3.5 H
Hierarch
Dependgq
13.35.1
The TSH
[assignn
follows]

13.4 Ur

13.4.1 H

FPR_UNL: Unlinkability |

Figure 54 - FPR_UNL component levelling

—

L.1 Unlinkability, requires that users and/or subjects are unable to determine whetheithe same usg
ertain specific operations in the system.

anagement of FPR_UNL.1

ving actions could be considered for the management functions in FMT:

udit of FPR_UNL.1

wing actions should be auditable if FAU_GEN Security audit data generation is included in the

mal: The invocation of the unlinkability mechanism:.
PR_UNL.1 Unlinkability

cal to: No other components.

ncies: No dependencies.

FPR_UNL.1.1

=

shall ensure that [assignment: set of users and/or subjects] are unable to determine whethe
nent: list of opeérations][selection: were caused by the same user, are related as
assignment: list\of relations]].
observability (FPR_UNO)

amity\Behaviour

This fa
able to o

78

fty-enstres-that-atusermay tse—aresotrceor-service-without-others;especialty-thirdpartres;bein
bserve that the resource or service is being used.
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13.4.2 Component levelling

FPR_UNO: Unobservability 3

Figure 55 - FPR_UNO component levelling

loxinn|

eing performed.

HPR_UNO.2 Allocation of information impacting unobservability, requires thatnthe TSF provide
mechanisms to avoid the concentration of privacy related information within the TOE. Such concdg
ight impact unobservability if a security compromise occurs.

-

PR_UNO.3 Unobservability without soliciting information,q requires ¢hat the TSF does not try
rivacy related information that might be used to compromise unobservability.

m__ O

PR_UNO.4 Authorised user observability, requires the TSF to-ptovide one or more authorised use
apability to observe the usage of resources and/or services.

(@]

13.4.3 Management of FPR_UNO.1, FPR_UNO.2

Tlhe following actions could be considered for the management functions in FMT:

a) the management of the behaviour of the unobservability function.

13.4.4 Management of FPR_UNO.3

Tlhere are no management activitie$ foreseen.

13.4.5 Management of FPRUNO.4

Tlhe following actions could-be considered for the management functions in FMT:

a) the list of authorised users that are capable of determining the occurence of operations.
13.4.6 Audit 6fFPR_UNO.1, FPR_UNO.2

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includg
AP/ST:

PR_UNO.1 Unobservability, requires that users and/or subjects cannot determine whether an opgration is

specific
ntrations

0 obtain

rs with a

d in the

Minimal—The-invocation-of-the-unebservability mechanism-
13.4.7 Audit of FPR_UNO.3
There are no auditable events foreseen.

13.4.8 Audit of FPR_UNO.4

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal: The observation of the use of a resource or service by a user or subject.
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13.4.9 FPR_UNO.1 Unobservability

Hierarchical to:  No other components.

Dependencies: No dependencies.

13.49.1 FPR_UNO.1.1

The TSF shall ensure that [assignment: list of users and/or subjects] are unable to observe the

operation [assignment: list of operations] on [assignment: list of objects] by [assignment: list of
protected users and/or subjects].

13.4.10 | FPR_UNO.2 Allocation of information impacting unobservability
Hierarchlcal to: FPR_UNO.1 Unobservability

Dependgncies: No dependencies.

13.4.10.1 FPR_UNO.2.1

The TSH shall ensure that [assignment: list of users and/or subjects] are unable’ to observe the operatio

[assignmient: list of operations] on [assignment: list of objects] by [assignmentlist of protected users and/q
subjects].

= 2

13.4.10.2 FPR_UNO.2.2

—h

The TSH shall allocate the [assignment: unobservability related information] among different parts @
the TOH such that the following conditions hold during the lifetime of the information: [assignment:
list of cqnditions].

13.4.11 | FPR_UNO.3 Unobservability without soliciting information
Hierarch|cal to:  No other components.

Dependgncies: FPR_UNO.1 Unobservahility

13.4.11.1 FPR_UNO.3.1

The TSH shall provide [assignntent: list of services] to [assignment: list of subjects] without solicitinp
any refefence to [assignment._privacy related information].

13.4.12 | FPR_UNO.4 Authorised user observability
Hierarchlcal to:  Nocother components.

Dependgncies; > No dependencies.

13.4.12.1 EPR UNQ 41

The TSF shall provide [assignment: set of authorised users] with the capability to observe the usage
of [assignment: list of resources and/or services].

14 Class FPT: Protection of the TSF

This class contains families of functional requirements that relate to the integrity and management of the
mechanisms that provide the TSF (independent of TSP-specifics) and to the integrity of TSF data
(independent of the specific contents of the TSP data). In some sense, families in this class may appear to
duplicate components in the FDP: User data protection class; they may even be implemented using the same
mechanisms. However, FDP: User data protection focuses on user data protection, while FPT: Protection of
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the TSF focuses on TSF data protection. In fact, components from the FPT: Protection of the TSF class are
necessary to provide requirements that the SFPs in the TOE cannot be tampered with or bypassed.

From the point of view of this class, there are three significant portions for the TSF:

a) The TSF's abstract machine, which is the virtual or physical machine upon which the specific TSF
implementation under evaluation executes.

b) The TSF's implementation, which executes on the abstract machine and implements the mechanisms
that enforce the TSP.

d The TSF's data, which are the administrative databases that guide the enforcement of the TSP,
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FPT_AMT: Underlying abstract machine test

FPT FLS: Fail secure

FPT ITA: Availability of exported TSF data

FPT ITC: Confidentiality of exported TSF data

FPT ITI: Integrity of exported TSF data

FPT _ITT: Internal TOE TSF data transfer

FPT PHP: TSF physical protection

FPT_RCV: Trusted recovery

FPT RPL: Replay detection

FPT _RVM: Reference mediation

FPT SEP:‘Bormain separation

FPT(SSP: State synchrony protocol

FPT STM: Time stamps

FPT_TDC: Inter-TSF TSF data consistency

FPT TRC: Internal TOE TSF data replication consistency

| 2

| 2
|
\2

| 2
|
\,;

| 2 3
S~

4

|

|

| 2 3

| 2

|

|

|

FPT _TST: TSF self test

Figure 56 - FPT: Protection of the TSF class decomposition
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14.1 Underlying abstract machine test (FPT_AMT)

14.1.1 Family Behaviour

This family defines requirements for the TSF to perform testing to demonstrate the security assumptions made
about the underlying abstract machine upon which the TSF relies. This “abstract” machine could be a
hardware/firmware platform, or it could be some known and assessed hardware/software combination acting

as a virtual machine.

4.1.2 Component levelling

FPT_AMT: Underlying abstract machine test I

Figure 57 - FPT_AMT component levelling

HPT_AMT.1 Abstract machine testing, provides for testing of the underlying abstract machine.
14.1.3 Management of FPT_AMT.1
Tlhe following actions could be considered for the management functionsin FMT:

a) management of the conditions under which abstract maching. test occurs, such as during initial
regular interval, or under specified conditions;

) management of the time interval if appropriate.
14.1.4 Audit of FPT_AMT.1

Tlhe following actions should be auditable if\FAU_GEN Security audit data generation is includg
RP/ST:

g) Basic: Execution of the tests of thelunderlying machine and the results of the tests.
14.1.5 FPT_AMT.1 Abstract machine testing

Hierarchical to:  No othercemponents.

Dependencies: Nodependencies.

14.1.51 FPT_AMT.1.1

he TSF shall run a suite of tests [selection: during initial start-up, periodically during
peratienyat the request of an authorised user,[assignment: other conditions]] to demons
orrectroperation of the security assumptions provided by the abstract machine that unde
SE.

14.2 Fail secure (FPT_FLS)

14.2.1 Family Behaviour

start-up,

d in the

normal

rate the
lies the

The requirements of this family ensure that the TOE will not violate its TSP in the event of identified categories

of failures in the TSF.
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14.2.2 Component levelling

FPT FLS: Fail secure |

Figure 58 - FPT_FLS component levelling

This family consists of only one component, FPT_FLS.1 Failure with preservation of secure state, which
requires that the TSF preserve a secure state in the face of the identified failures

14.2.3 Management of FPT_FLS.1
There arg no management activities foreseen.
14.2.4 Audit of FPT_FLS.1

The follqwing actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Basic: Failure of the TSF.

14.2.5 HPT_FLS.1 Failure with preservation of secure state
Hierarch|cal to:  No other components.

Dependgncies: ADV_SPM.1 Informal TOE security policy model
14.25.1| FPT_FLS.1.1

The TSH shall preserve a secure state when the following types of failures occur: [assignment: list qf
types offfailures in the TSF].

14.3 A\ailability of exported TSF data(FPT_ITA)

14.3.1 Hamily Behaviour

[®N

This famjly defines the rules for the prevention of loss of availability of TSF data moving between the TSF an
a remotd trusted IT product. This, data could, for example, be TSF critical data such as passwords, keys, audi
data, or TSF executable code;

—

14.3.2 Jomponent levelling

FPT ITA: Availability of exported TSF data |

Eiaure 50 . FEDT ITA comn a
=gtHe—o ———HA—compohRenRt+everHhyg

This family consists of only one component, FPT_ITA.1 Inter-TSF availability within a defined availability
metric. This component requires that the TSF ensure, to an identified degree of probability, the availability of
TSF data provided to a remote trusted IT product.

14.3.3 Management of FPT_ITA.1

The following actions could be considered for the management functions in FMT:

a) management of the list of types of TSF data that must be available to a remote trusted IT product.
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14.3.4 Audit of FPT_ITA.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: the absence of TSF data when required by a TOE.
14.3.5 FPT_ITA.1 Inter-TSF availability within a defined availability metric

Hierarchical to: _No other components.

Dependencies: No dependencies.
14.35.1 FPT_ITA.11
The TSF shall ensure the availability of [assignment: list of types of TSF data]\provided to 4 remote

usted IT product within [assignment: a defined availability metric] given,the following conditions
hssignment: conditions to ensure availability].

—

14.4 Confidentiality of exported TSF data (FPT_ITC)

=

4.4.1 Family Behaviour
This family defines the rules for the protection from unauthorised<disclosure of TSF data during transmission
between the TSF and a remote trusted IT product. This dataccould, for example, be TSF critical datd such as
passwords, keys, audit data, or TSF executable code.

14.4.2 Component levelling

FPT ITC: Confidentiality of exported TSF data 1

Figure®0 - FPT_ITC component levelling

Tlhis family consists of only one_component, FPT_ITC.1 Inter-TSF confidentiality during transmissign, which
bquires that the TSF ensuresthat data transmitted between the TSF and a remote trusted IT pfoduct is
protected from disclosure while in transit.

=

14.4.3 Managementof-FPT_ITC.1
Tlhere are no mahagement activities foreseen.
14.4.4 Auditiof FPT_ITC.1

Tlhere are no auditable events foreseen.

1/| A5 EDT ITC 1 Ilntayr TCQLE ~anfidantiality
45 FRPTFHCHnter FSkeonfidentiakity
Hierarchical to:  No other components.
Dependencies: No dependencies.

14451 FPT_ITC.1.1

The TSF shall protect all TSF data transmitted from the TSF to a remote trusted IT product from
unauthorised disclosure during transmission.
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14.5 Integrity of exported TSF data (FPT_ITI)

1451 F

amily Behaviour

This family defines the rules for the protection, from unauthorised modification, of TSF data during
transmission between the TSF and a remote trusted IT product. This data could, for example, be TSF critical
data such as passwords, keys, audit data, or TSF executable code.

14.5.2 Component levelling

FPT_ITI.
transmis
IT produ

FPT_ITI

product mot only to detect modification, but to correct modified TSF data under'the assumption that the remote

trusted I
1453 M
There ar
1454 M
The follo
a) man
b) man
1455 A

The follg
PP/ST:

a) Mini
b) Bas

1456 A

FPT ITI: Integrity of exported TSF data l 2

Figure 61 - FPT_ITI component levelling

1 Inter-TSF detection of modification, provides the ability to detect modification ,of<TSF data durin
Sion between the TSF and a remote trusted IT product, under the assumption that the remote truste
Lt is cognisant of the mechanism used.

P Inter-TSF detection and correction of modification, provides the ability/for the remote trusted |
[ product is cognisant of the mechanism used.

anagement of FPT_ITI.1

b N0 management activities foreseen.

anagement of FPT_ITI.2

ving actions could be considered for the management functions in FMT:

agement of the types of TSF data that the.FSF should try to correct if modified in transit;

agement of the types of action thatthe TSF could take if TSF data is modified in transit.

udit of FPT_ITI.1

wing actions should be‘auditable if FAU_GEN Security audit data generation is included in th

mal: the detection©f modification of transmitted TSF data.
c: the actioftaken upon detection of modification of transmitted TSF data.

udit L FPT_ITI.2

O Q

T

The follg

wing actions should be auditable if FAU_GEN Security audit data generation is included in th

PP/ST:

a) Minimal: the detection of modification of transmitted TSF data;

b) Basi

c) Basi

1457 F

Hierarchi

c: the action taken upon detection of modification of transmitted TSF data.

c: the use of the correction mechanism.

PT_ITL1 Inter-TSF detection of modification

calto: No other components.

Dependencies: No dependencies.
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14571 FPT_ITL1.1

The TSF shall provide the capability to detect modification of all TSF data during transmission

between the TSF and a remote trusted IT product within the following metric: [assignment: a
modification metric].

145.7.2 FPT_ITL1.2

The TSF shall provide the capability to verify the integrity of all TSF data transmitted between
nd a remote trusted IT product and perform [assignment: action to be taken] if modificat

defined

the TSF
ons are

detected.

14.5.8 FPT_ITIL.2 Inter-TSF detection and correction of modification
Hierarchical to: FPT_ITI.1 Inter-TSF detection of modification
Dependencies: No dependencies.

14.58.1 FPT_ITL2.1

Tlhe TSF shall provide the capability to detect modification of all TSF data’ during transmission bety
T|SF and a remote trusted IT product within the following metric: [assignment: a defined modification n

14.5.8.2 FPT_ITL2.2

Tlhe TSF shall provide the capability to verify the integrity ef.all TSF data transmitted between the T
remote trusted IT product and perform [assignment: actionto be taken] if modifications are detected.

14.5.8.3 FPT_ITL2.3

Tlhe TSF shall provide the capability to cotrect [assignment: type of modification] of all T
transmitted between the TSF and a remote trusted IT product.

14.6 Internal TOE TSF data transfer (FPT_ITT)
14.6.1 Family Behaviour

Tfhis family provides requirements that address protection of TSF data when it is transferred between
parts of a TOE across an.internal channel.

14.6.2 Componentlevelling

FPT _ITT: Internal TOE TSF data transfer

veen the

hetric).

5F and a

SF data

separate

Figure 62 - FPT_ITT component levelling

FPT_ITT.1 Basic internal TSF data transfer protection, requires that TSF data be protected when transmitted

between separate parts of the TOE.

FPT_ITT.2 TSF data transfer separation, requires that the TSF separate user data from TSF data during

transmission.

© ISO/IEC 2005 - All rights reserved
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FPT_ITT.3 TSF data integrity monitoring, requires that the TSF data transmitted between separate parts of
the TOE is monitored for identified integrity errors.

14.6.3 Management of FPT_ITT.1
The following actions could be considered for the management functions in FMT:
a) management of the types of modification against which the TSF should protect;

b) management of the mechanism used to provide the protection of the data in transit between different
part$ of the TSF.

14.6.4 Management of FPT_ITT.2
The folloing actions could be considered for the management functions in FMT:;
a) management of the types of modification against which the TSF should protect;

b) management of the mechanism used to provide the protection of the data in {ransit between differemt
part$ of the TSF;

c) management of the separation mechanism.

14.6.5 Management of FPT_ITT.3

The folloving actions could be considered for the management functions in FMT:

a) management of the types of modification against which the’TSF should protect;

b) management of the mechanism used to provide thé&-protection of the data in transit between different
part$ of the TSF;

¢c) management of the types of modification of TSF data the TSF should try to detect;
d) management of the action>s that will be taken.

14.6.6 Audit of FPT_ITT.1, FPT_ITT:2

There arg no auditable events foreseen.

14.6.7 Audit of FPT_ITT.3

The follqwing actions.should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal:thedetection of modification of TSF data;

b) Baslc:the action taken following detection of an integrity error
14.6.8 FPT_ITT.1 Basic internal TSF data transfer protection
Hierarchical to:  No other components.

Dependencies: No dependencies.

146.8.1 FPT_ITT.1.1

The TSF shall protect TSF data from [selection: disclosure, modification] when it is transmitted
between separate parts of the TOE.
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14.6.9 FPT_ITT.2 TSF data transfer separation

Hierarchical to: FPT_ITT.1 Basic internal TSF data transfer protection
Dependencies: No dependencies.

146.9.1 FPT_ITT.2.1

The TSF shall protect TSF data from [selection: disclosure, modification] when it is transmitted
separate parts of the TOE.

between

14.6.9.2 FPT_ITT.2.2

af the TOE.

14.6.10 FPT_ITT.3 TSF data integrity monitoring

Hierarchical to:  No other components.

Dependencies: FPT_ITT.1 Basic internal TSF data transfer protection

14.6.10.1 FPT_ITT.3.1

Tlhe TSF shall be able to detect [selection: modification”of/data, substitution of data, re-ord
data, deletion of data,,[assignment: other integrity errars]]} for TSF data transmitted between
parts of the TOE.

14.6.10.2 FPT_ITT.3.2

Upon detection of a data integrity error, the~FSF shall take the following actions: [assignment
the action to be taken].

14.7 TSF physical protection (FRT,PHP)

14.7.1 Family Behaviour

—

SF physical protection components refer to restrictions on unauthorised physical access to the TS
e deterrence of, and resistance to, unauthorised physical modification, or substitution of the TSF.

—

he requirements of\components in this family ensure that the TSF is protected from physical tampg
imterference. Satisfying the requirements of these components results in the TSF being packaged an
ch a mannet/hat physical tampering is detectable, or resistance to physical tampering is enforced
these comporents, the protection functions of a TSF lose their effectiveness in environments where
amage_cannot be prevented. This family also provides requirements regarding how the TSF shall re
hysical-tampering attempts.

Tlhe TSF shall separate user data from TSF data when such data is transmitted betweéen‘separte parts

ering of
Eeparate

specify

=, and to

ring and
] used in
Without
physical
spond to

14 772 Compaonent levelling

FPT PHP: TSF physical protection

Figure 63 - FPT_PHP component levelling

FPT_PHP.1 Passive detection of physical attack, provides for features that indicate when a TSF device or

TSF element is subject to tampering. However, notification of tampering is not automatic; an authori
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must invoke a security administrative function or perform manual inspection to determining if tampering has
occurred.

FPT_PHP.2 Notification of physical attack, provides for automatic notification of tampering for an identified
subset of physical penetrations.

FPT_PHP.3 Resistance to physical attack, provides for features that prevent or resist physical tampering with
TSF devices and TSF elements.

14.7.3 Management of FPT PHP.1

The follopving actions could be considered for the management functions in FMT:;

a) management of the user or role that determines whether physical tampering has occurred.

14.7.4 Management of FPT_PHP.2

The folloving actions could be considered for the management functions in FMT:

a) management of the user or role that gets informed about intrusions;

b) management of the list of devices that should inform the indicated user of refe about the intrusion.
14.7.5 Management of FPT_PHP.3

The folloving actions could be considered for the management functions in FMT:

a) management of the automatic responses to physical tampeting.

14.7.6 Audit of FPT_PHP.1

The follqwing actions should be auditable if FAULGEN Security audit data generation is included in the
PP/ST:

a) Minimal: if detection by IT means, detection of intrusion.
14.7.7 Audit of FPT_PHP.2

The follqwing actions should be “auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: detection efintrusion.
14.7.8 Audit of FRTPHP.3

There arg no. auditable events foreseen.

14.7.9 H T_DI—ID 1 Passive detection of Ir\hyqir‘;}l attack
Hierarchical to:  No other components.
Dependencies: No dependencies.

14.79.1 FPT_PHP.1.1

The TSF shall provide unambiguous detection of physical tampering that might compromise the TSF.
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14.7.9.2 FPT_PHP.1.2

The TSF shall provide the capability to determine whether physical tampering with the TSF's devices
or TSF's elements has occurred.

14.7.10 FPT_PHP.2 Notification of physical attack
Hierarchical to: FPT_PHP.1 Passive detection of physical attack

Dependencies: FMT_MOF.1 Management of security functions behaviour

14.7.10.1 FPT_PHP.2.1
Tlhe TSF shall provide unambiguous detection of physical tampering that might compromise the TSF.
14.7.10.2 FPT_PHP.2.2

Tlhe TSF shall provide the capability to determine whether physical tampering with the TSF's devices|or TSF's
glements has occurred.

14.7.10.3 FPT_PHP.2.3
Hor [assignment: list of TSF devices/elements for which activé)detection is required], the TSF shall
monitor the devices and elements and notify [assignment.-a designated user or role] when physical
tampering with the TSF's devices or TSF's elements has eceurred.
14.7.11 FPT_PHP.3 Resistance to physical attack

Hierarchical to:  No other components.

Dependencies: No dependencies.

14.7.11.1 FPT_PHP.3.1

The TSF shall resist [assignment: physical tampering scenarios] to the [assignment: list] of TSF
devices/elements] by responding automatically such that the TSP is not violated.

14.8 Trusted recovery(FPT_RCV)

14.8.1 Family Behaviouf

he requirementSyof this family ensure that the TSF can determine that the TOE is started up without
rotection compromise and can recover without protection compromise after discontinuity of operatipns. This
family is impartant because the start-up state of the TSF determines the protection of subsequent states.

.8.2\€omponent levelling

FPT RCYV: Trusted recovery

Figure 64 - FPT_RCV component levelling

FPT_RCV.1 Manual recovery, allows a TOE to only provide mechanisms that involve human intervention to
return to a secure state.

FPT_RCV.2 Automated recovery, provides, for at least one type of service discontinuity, recovery to a secure
state without human intervention; recovery for other discontinuities may require human intervention.
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FPT_RCV.3 Automated recovery without undue loss, also provides for automated recovery, but strengthens
the requirements by disallowing undue loss of protected objects.

FPT_RCV.4 Function recovery, provides for recovery at the level of particular SFs, ensuring either successful
completion or rollback of TSF data to a secure state.

14.8.3 Management of FPT_RCV.1

The following actions could be considered for the management functions in FMT:

a) management of who can access the restore capability within the maintenance mode.
14.8.4 Management of FPT_RCV.2, FPT_RCV.3

The folloing actions could be considered for the management functions in FMT:;

a) management of who can access the restore capability within the maintenance mode;

b) management of the list of failures/service discontinuities that will be handled thfough the automatic
progedures.

14.8.5 Management of FPT_RCV.4
There arg no management activities foreseen.
14.8.6 Audit of FPT_RCV.1, FPT_RCV.2, FPT_RCV.3

The follqwing actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: the fact that a failure or service discontinuity occurred,;
b) Minimal: resumption of the regular operation;

c) Basic: type of failure or service discontinuity.

14.8.7 Audit of FPT_RCV.4

The follqwing actions should be “auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: if possibles/the’impossibility to return to a secure state after failure of a security function;
b) Basic: if possible;the detection of a failure of a security function.

14.8.8 HPT_REV.1 Manual recovery

Hierarchlcatto:  No other components

Dependencies: AGD_ADM.1 Administrator guidance
ADV_SPM.1 Informal TOE security policy model

14.8.8.1 FPT_RCV.1.1

After [assignment: list of failures/service discontinuities] the TSF shall enter a maintenance mode
where the ability to return to a secure state is provided.
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14.8.9 FPT_RCV.2 Automated recovery

Hierarchical to: FPT_RCV.1 Manual recovery

Dependencies: AGD_ADM.1 Administrator guidance
ADV_SPM.1 Informal TOE security policy model

14.8.9.1 FPT_RCV.2.1

<

Vhen automated recovery from [assignment: list of failures/service discontinuities] is not possihjle] the TSF
hall enter a maintenance mode where the ability to return to a secure state is provided.

(7))

14.89.2 FPT_RCV.2.2

-

or [assignment: list of failures/service discontinuities], the TSF shall ensure the'return of th¢ TOE to
secure state using automated procedures.

QD

14.8.10 FPT_RCV.3 Automated recovery without undue loss
Hierarchical to: FPT_RCV.2 Automated recovery
Dependencies: AGD_ADM.1 Administrator guidance
ADV_SPM.1 Informal TOE security policy model

14.8.10.1 FPT_RCV.3.1

<

Vhen automated recovery from [assignment: list of. failures/service discontinuities] is not possible,|the TSF
hall enter a maintenance mode where the ability-fo return to a secure state is provided.

(7))

14.8.10.2 FPT_RCV.3.2

Hor [assignment: list of failures/service discontinuities], the TSF shall ensure the return of the TOE toja secure
state using automated procedures.

14.8.10.3 FPT_RCV.3.3
Tlhe functions provided by the TSF to recover from failure or service discontinuity shall enqure that
the secure initial state.is restored without exceeding [assignment: quantification] for loss of TSF data
dr objects within the-TSC.
14.8.10.4 FPT/RCV.3.4

The TSE'shall provide the capability to determine the objects that were or were not capable pf being
recovered.

14811 FPT RCV 4 Function recavery

Hierarchical to:  No other components.

Dependencies: ADV_SPM.1 Informal TOE security policy model
14.8.11.1 FPT_RCV.4.1

The TSF shall ensure that [assignment: list of SFs and failure scenarios] have the property that the SF

either completes successfully, or for the indicated failure scenarios, recovers to a consistent and
secure state.
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14.9 Replay detection (FPT_RPL)

14.9.1 Family Behaviour

This family addresses detection of replay for various types of entities (e.g. messages, service requests,
service responses) and subsequent actions to correct. In the case where replay may be detected, this

effectively prevents it.

14.9.2 Component levelling

FPT_RPL: Replay detection |

Figure 65 - FPT_RPL component levelling

The family consists of only one component, FPT_RPL.1 Replay detection, which requires.that the TSF shdl
be able tp detect the replay of identified entities.

14.9.3 Management of FPT_RPL.1

The follojving actions could be considered for the management functions in FMT:
a) management of the list of identified entities for which replay shall he~detected;
b) management of the list of actions that need to be taken in case.of replay.
14.9.4 Audit of FPT_RPL.1

The follqwing actions should be auditable if FAU_GENYSecurity audit data generation is included in the
PP/ST:

a) Basic: Detected replay attacks.

b) Detagiled: Action to be taken based on the ‘'specific actions.

14.9.5 HPT_RPL.1 Replay detection

Hierarchjcal to:  No other components.

Dependgncies: No dependencies.

14.9.5.1| FPT_RPL.1&

The TSHshall detect replay for the following entities: [assignment: list of identified entities].

14.95.2| EPT_RPL.1.2

The TSF shall perform [assighment: list of specific actions] when replay is detected.

14.10 Reference mediation (FPT_RVM)

14.10.1 Family Behaviour

The requirements of this family address the “always invoked” aspect of a traditional reference monitor. The
goal of this family is to ensure, with respect to a given SFP, that all actions requiring policy enforcement are
validated by the TSF against the SFP. If the portion of the TSF that enforces the SFP also meets the

requirements of appropriate components from Domain separation (FPT_SEP) and TSF internals (ADV_INT),
then that portion of the TSF provides a “reference monitor” for that SFP.
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A TSF that implements a SFP provides effective protection against unauthorised operation if and only if all
enforceable actions (e.g. accesses to objects) requested by untrusted subjects with respect to any or all of
that SFP are validated by the TSF before succeeding. If an action that could be enforceable by the TSF, is
incorrectly enforced or incorrectly bypassed, the overall enforcement of the SFP could be compromised.
Subjects could then bypass the SFP in a variety of unauthorised ways (e.g. circumvent access checks for
some subjects or objects, bypass checks for objects whose protection was assumed by applications, retain
access rights beyond their intended lifetime, bypass auditing of audited actions, or bypass authentication).
Note that some subjects, the so called “trusted subjects” with respect to a specific SFP, might be trusted to
enforce the SFP by themselves, and bypass the mediation of the SFP.

14.10.2 Component levelling

FPT RVM: Reference mediation |

Figure 66 - FPT_RVM component levelling

Tlhis family consists of only one component, FPT_RVM.1 Non-bypassability ©f the TSP, which requjres non-
kypassability for all SFPs in the TSP.

14.10.3 Management of FPT_RVM.1

Tlhere are no management activities foreseen.
14.10.4 Audit of FPT_RVM.1

Tlhere are no auditable events foreseen.

14.10.5 FPT_RVM.1 Non-bypassability of the. TSP
Hierarchical to:  No other components.
Dependencies: No dependencies.

14.10.5.1 FPT_RVM.1.1

Tlhe TSF shall ensure that\TSP enforcement functions are invoked and succeed before each function
within the TSC is allowed-to proceed.

14.11 Domain separation (FPT_SEP)

14.11.1 Fanmily-Behaviour

he components of this family ensure that at least one security domain is available for the T$F's own
ecution and that the TSF is protected from external interference and tampering (e.g. by modificatign of TSF

de or data structures) by untrusted subjects. Satisfying the requirements of this family makes the TSF self-
rnmr‘ting, mnnning that an untrusted Qllhijf cannot mnrlify or r‘lnmngn the TSE

This family requires the following:

a) The resources of the TSF's security domain (“protected domain”) and those of subjects and
unconstrained entities external to the domain are separated such that the entities external to the
protected domain cannot observe or modify TSF data or TSF code internal to the protected domain.

b) The transfers between domains are controlled such that arbitrary entry to, or return from, the protected
domain is not possible.
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c) The user or application parameters passed to the protected domain by addresses are validated with
respect to the protected domain's address space, and those passed by value are validated with respect to
the values expected by the protected domain.

d) The

14.11.2

security domains of subjects are distinct except for controlled sharing via the TSF.

Component levelling

FPT_SEP: Domain separation 1 2 3

FPT_SE
between

FPT_SE
an identi
the TSF,

FPT_SE
domain f

14.11.3
There ar
14.11.4
There ar
14.11.5
Hierarch
Depends
14.11.5.]

The TSH

tamperifg by untrusted subjects.

14.11.5.7

The TSH

Figure 67 - FPT_SEP component levelling

P.1 TSF domain separation, provides a distinct protected domain for the TSF and provides,separatio
subjects within the TSC.

P.2 SFP domain separation, requires that the TSF be further subdivided, with distinct domain(s) fq
fied set of SFPs that act as reference monitors for their policies, and a domain jfor the remainder ¢
as well as domains for the non-TSF portions of the TOE.

P.3 Complete reference monitor, requires that there be distinct domain(s) for TSP enforcement,
Dr the remainder of the TSF, as well as domains for the non-TSF portions of the TOE.

Management of FPT_SEP.1, FPT_SEP.2, FPT_SEP.3
b N0 management activities foreseen.
Audit of FPT_SEP.1, FPT_SEP.2, FPT_SEP.3
b no auditable events foreseen.
FPT_SEP.1 TSF domain separation
cal to: No other components.
ncies: No dependencies.
| FPT_SEP.1.1

shall maintain a séeurity domain for its own execution that protects it from interference an

? FPT_SEPR.12

shall enforce separation between the security domains of subjects in the TSC.

14.11.6

-

—- =

ERT_SEP.2 SFP domain separation

Hierarchical to: FPT_SEP.1 TSF domain separation

Dependencies: No dependencies.

14.11.6.1 FPT_SEP.2.1

The unisolated portion of the TSF shall maintain a security domain for its own execution that protects it from
interference and tampering by untrusted subjects.
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14.11.6.2 FPT_SEP.2.2
The TSF shall enforce separation between the security domains of subjects in the TSC.
14.11.6.3 FPT_SEP.2.3

The TSF shall maintain the part of the TSF related to [assignment: list of access contro

| and/or

information flow control SFPs] in a security domain for their own execution that protects them from
interference and tampering by the remainder of the TSF and by subjects untrusted with respect to

those SFPs.

14.11.7 FPT_SEP.3 Complete reference monitor

Hierarchical to: FPT_SEP.2 SFP domain separation

jw]

ependencies: No dependencies.

14.11.7.1 FPT_SEP.3.1

he unisolated portion of the TSF shall maintain a security domain for its-own execution that protec|
terference and tampering by untrusted subjects.

—

14.11.7.2 FPT_SEP.3.2

Tlhe TSF shall enforce separation between the security domains\ef subjects in the TSC.

14.11.7.3 FPT_SEP.3.3

Tlhe TSF shall maintain the part of the TSF that enforces the access control and/or information flo
SFPs in a security domain for its own executionithat protects them from interference and tamperir

remainder of the TSF and by subjects untrustedwith respect to the TSP,

14.12 State synchrony protocol (FPT_SSP)

=

4.12.1 Family Behaviour

istributed systems may givesrise to greater complexity than monolithic systems through the pot
ifferences in state betwegen/parts of the system, and through delays in communication. In mo
ynchronisation of state. between distributed functions involves an exchange protocol, not a simpl
Vhen malice exists in the distributed environment of these protocols, more complex defensive prot
bquired.

S < 0 O

tate synchrofy-protocol (FPT_SSP) establishes the requirement for certain critical security functio

— - (N

OE (e.gxnhests) have synchronised their states after a security-relevant action.

14.12:2° Component levelling

[s it from

v control
g by the

ential for
st cases
e action.
hcols are

hs of the

SF to use-this trusted protocol. State synchrony protocol (FPT_SSP) ensures that two distributed parts of the

FPT_SSP: State synchrony protocol | 2

Figure 68 - FPT_SSP component levelling

FPT_SSP.1 Simple trusted acknowledgement, requires only a simple acknowledgment by the data recipient.

FPT_SSP.2 Mutual trusted acknowledgement, requires mutual acknowledgment of the data exchange.
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14.12.3 Management of FPT_SSP.1, FPT_SSP.2
There are no management activities foreseen.
14.12.4 Audit of FPT_SSP.1, FPT_SSP.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: failure to receive an acknowledgement when expected.

14.12.5 | FPT_SSP.1 Simple trusted acknowledgement

Hierarchlcal to:  No other components.

Dependgncies: FPT_ITT.1 Basic internal TSF data transfer protection
14.12.5.1 FPT_SSP.1.1

The TSH shall acknowledge, when requested by another part of the TSF, the-receipt of an unmodified
TSF datq transmission.

14.12.6 | FPT_SSP.2 Mutual trusted acknowledgement

Hierarchlcal to: FPT_SSP.1 Simple trusted acknowledgement
Dependgncies: FPT_ITT.1 Basic internal TSF data transfer prétection
14.12.6.1 FPT_SSP.2.1

The TSH shall acknowledge, when requested by another part of the TSF, the receipt of an unmodified TSF
data transmission.

14.12.6.2 FPT_SSP.2.2

The TSH shall ensure that the relevant, parts of the TSF know the correct status of transmitted datia
among ifs different parts, using acknowledgements.

14.13 Time stamps (FPT_STM)
14.13.1 | Family Behaviour
This fam|ly addresses‘requirements for a reliable time stamp function within a TOE.

14.13.2 | Compaonent levelling

FPT_STM: Time stamps |

Figure 69 - FPT_STM component levelling

This family consists of only one component, FPT_STM.1 Reliable time stamps, which requires that the TSF
provide reliable time stamps for TSF functions.

14.13.3 Management of FPT_STM.1

The following actions could be considered for the management functions in FMT:;

a) management of the time.
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14.13.4 Audit of FPT_STM.1

2005(E)

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:
a) Minimal: changes to the time;
b) Detailed: providing a timestamp.

14.13.5 FPT STM.1 Reliable time stamps

Hierarchical to:  No other components.

Dependencies: No dependencies.

14.13.5.1 FPT_STM.1.1

Tlhe TSF shall be able to provide reliable time stamps for its own use.
14.14 Inter-TSF TSF data consistency (FPT_TDC)

14.14.1 Family Behaviour

tributes associated with data, audit information, identificationvinformation) with another trusted IT
his family defines the requirements for sharing and consistent interpretation of these attributes bety
SF of the TOE and a different trusted IT product.

%: a distributed or composite system environment, a TOE may-need to exchange TSF data (e.g.

—

14.14.2 Component levelling

FPT TDC: Intep-ISF TSF data consistency 1

Figure*70 - FPT_TDC component levelling

HPT_TDC.1 Inter-TSF basic-FSF data consistency, requires that the TSF provide the capability t
consistency of attributes between TSFs.

14.14.3 Managementef FPT_TDC.1
Tlhere are no manhagement activities foreseen.
14.14.4  Audit of FPT_TDC.1

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includg
HR/IST:

he SFP-
product,
veen the

D ensure

d in the

a) Minimal: Successful use of TSF data consistency mechanisms.
b) Basic: Use of the TSF data consistency mechanisms.
c) Basic: Identification of which TSF data have been interpreted.

d) Basic: Detection of modified TSF data.
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14.14.5

FPT_TDC.1 Inter-TSF basic TSF data consistency

Hierarchical to:  No other components.

Dependencies: No dependencies.

14.145.1 FPT_TDC.1.1

The TSF shall provide the capability to consistently interpret [assignment: list of TSF data types] when

shared

etween the TSF and another trusted IT product.

14.14.5.7

The TSH
the TSF

14.15 |
14.15.1
The req
replicate
TOE bed

connecti

14.15.2

This fam
TSF ens

14.15.3
There ar
14.15.4

The follg
PP/ST:

a) Mini

P FPT_TDC.1.2

shall use [assignment: list of interpretation rules to be applied by the TSF] when interpretin
data from another trusted IT product.

nternal TOE TSF data replication consistency (FPT_TRC)
Family Behaviour

lirements of this family are needed to ensure the consistency of TSF data when such data
 internal to the TOE. Such data may become inconsistent if the internal’ channel between parts of th

bNns are broken, this may occur when parts become disabled.

Component levelling

FPT_TRC: Internal TOE TSF data replication consistency l

Figure 71 - FPT_TRC component levelling

ily consists of only one component, FPT_TRC.1 Internal TSF consistency, which requires that th
ire the consistency of TSF data that js replicated in multiple locations.

Management of FPT_TRC:
b N0 management activities/foreseen.
Audit of FPT_TRE.X

wing actions_should be auditable if FAU_GEN Security audit data generation is included in th

Mmal:, restoring consistency upon reconnection.

omes inoperative. If the TOE is internally structured as a netwotk ‘and parts of the TOE netwol|

(7]

~

)

c. Petected inconsistency between TSE data

b) Bas

14.15.5

FPT_TRC.1 Internal TSF consistency

Hierarchical to:  No other components.

Dependencies: FPT_ITT.1 Basic internal TSF data transfer protection

14.15.5.1 FPT_TRC.1.1

The TSF shall ensure that TSF data is consistent when replicated between parts of the TOE.
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14.15.5.2 FPT_TRC.1.2

When parts of the TOE containing replicated TSF data are disconnected, the TSF shall ensure the
consistency of the replicated TSF data upon reconnection before processing any requests for

[assignment: list of SFs dependent on TSF data replication consistency].
14.16 TSF self test (FPT_TST)

14.16.1 Family Behaviour

he family defines the requirements for the self-testing of the TSF with respect to some expecte

peration. Examples are interfaces to enforcement functions, and sample arithmetical operations ¢

arts of the TOE. These tests can be carried out at start-up, periodically, at the request of the‘@uthori

r when other conditions are met. The actions to be taken by the TOE as the result of self testing ar
im other families.

he requirements of this family are also needed to detect the corruption of TSF,executable code
ftware) and TSF data by various failures that do not necessarily stop the TOE's operation (which

andled by other families). These checks must be performed because these/fajlures may not neceg

revented. Such failures can occur either because of unforeseen failure modes or associated oversig

H correct
n critical
sed user,
b defined

i.e. TSF
lvould be
sarily be
Nts in the

esign of hardware, firmware, or software, or because of malicious copruption of the TSF due to ingdequate

gical and/or physical protection.

14.16.2 Component levelling

FPT _TST: TSF selfitest |

Figure 72 - FPT_ST component levelling

-

PT_TST.1 TSF testing, provides the ability to test the TSF's correct operation. These tests
performed at start-up, periodically, at the request of the authorised user, or when other conditions a
also provides the ability to verify the intégrity of TSF data and executable code.

14.16.3 Management of FPT_TST.1

Tlhe following actions could-be/considered for the management functions in FMT:

a) management of the-econditions under which TSF self testing occurs, such as during initial start-ug
interval, or under. specified conditions;

bB) managemeht’of the time interval if appropriate.

14.16.4 “Audit of FPT_TST.1

may be
e met. It

, regular

d in the

Hhe following actions should be auditable if FAU_GEN Security audit data generation is include
P/]T-

a) Basic: Execution of the TSF self tests and the results of the tests.
14.16.5 FPT_TST.1 TSF testing
Hierarchical to:  No other components.

Dependencies: FPT_AMT.1 Abstract machine testing
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14.16.5.1 FPT_TST.1.1

The TSF shall run a suite of self tests [selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the conditions[assignment: conditions under which
self test should occur]] to demonstrate the correct operation of the TSF. operation of [selection:
[assignment: parts of TSF], the TSF].

14.16.5.2 FPT_TST.1.2

The TSE _shall provide authorised users with the capability to verify the integrity of [selection:
[assignment: parts of TSF], TSF data].

14.16.5.3 FPT_TST.1.3

The TSK shall provide authorised users with the capability to verify the integrity of/stored TSF
executable code.

15 Claks FRU: Resource utilisation

This clags provides three families that support the availability of required resources such as processing
capability and/or storage capacity. The family Fault Tolerance provides protéction against unavailability of
capabilities caused by failure of the TOE. The family Priority of Service ensures that the resources will be
allocated to the more important or time-critical tasks and cannot be monopelised by lower priority tasks. Thie
family R¢source Allocation provides limits on the use of available resoutées, therefore preventing users from
monopoljsing the resources.

FRU_FLT: Fault tolerance | 2
FRU_PRS: Priority of servige 1 2
FRU RSA: Resourge allocation 1 2

Figure 73 - FRU: Resource utilisation class decomposition

15.1 F4ult tolerance (FRU_FLT)

15.1.1 Hamily Behaviour

=9

The reqdirements of thiS\family ensure that the TOE will maintain correct operation even in the event ¢
failures.

15.1.2 domponent’levelling

FRU FLT: Fault tolerance 1 2

Figure 74 - FRU_FLT component levelling

FRU_FLT.1 Degraded fault tolerance, requires the TOE to continue correct operation of identified capabilities
in the event of identified failures.

FRU_FLT.2 Limited fault tolerance, requires the TOE to continue correct operation of all capabilities in the
event of identified failures.
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15.1.3 Management of FRU_FLT.1, FRU_FLT.2
There are no management activities foreseen.

15.1.4 Audit of FRU_FLT.1

2005(E)

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:

a) Minimal: Any failure detected by the TSF.

B) Basic: All TOE capabilities being discontinued due to a failure.
15.1.5 Audit of FRU_FLT.2

Tlhe following actions should be auditable if FAU_GEN Security audit data generation’ is includg
RP/ST:

a) Minimal: Any failure detected by the TSF.

15.1.6 FRU_FLT.1 Degraded fault tolerance

Hierarchical to:  No other components.

Dependencies: FPT_FLS.1 Failure with preservation of secure state
15.1.6.1 FRU FLT.1.1

The TSF shall ensure the operation of [assignment: list of TOE capabilities] when the f
failures occur: [assignment: list of type of failures].

15.1.7 FRU_FLT.2 Limited fault tolerance

Hierarchical to: FRU_FLT.1 Degraded.fault tolerance
Qependencies: FPT_FLS.1 Failure)with preservation of secure state
15.1.7.1 FRU_FLT.2.1

'ILhe TSF shall ensure~the operation of all the TOE's capabilities when the following failure
[assignment: list of type, of failures].

15.2 Priority.of service (FRU_PRS)

=

5.2.1 Family Behaviour

heAfeguirements of this family allow the TSF to control the use of resources within the TSC by u

d in the

bllowing

S OcCcur:

sers and
t undue

bjects such that high priority activities within the TSC will always be accomplished withot

interference or defay caused by tow priority activities.

15.2.2 Component levelling

FRU PRS: Priority of service | 2

Figure 75 - FRU_PRS component levelling
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FRU_PRS.1 Limited priority of service, provides priorities for a subject's use of a subset of the resources
within the TSC.

FRU_PRS.2 Full priority of service, provides priorities for a subject's use of all of the resources within the TSC.
15.2.3 Management of FRU_PRS.1, FRU_PRS.2
The following actions could be considered for the management functions in FMT:;

a) assignment of priorities to each subject in the TSF.

15.2.4 Audit of FRU_PRS.1, FRU_PRS.2

The follgwing actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Rejection of operation based on the use of priority within an allocation.

b) Basi|c: All attempted uses of the allocation function which involves the priority of the service functions.
15.2.5 HRU_PRS.1 Limited priority of service

Hierarchjcal to:  No other components.

Dependgncies: No dependencies.

15.2.5.1] FRU_PRS.1.1

The TSH shall assign a priority to each subject in the TSE:

15.2.5.2] FRU_PRS.1.2

The TSH shall ensure that each access to [assighment: controlled resources] shall be mediated on thle
basis of|the subjects assigned priority.

15.2.6 HRU_PRS.2 Full priority of service

Hierarchjcal to: FRU_PRS.1 Limited priority of service
Dependgncies: No dependencies.

15.2.6.1| FRU_PRS.21

The TSH shall assign’a priority to each subject in the TSF.

15.2.6.2| FRU»~PRS.2.2

The TSH_shall ensure that each access to all shareahle resources shall he mediated on the bhasis of t
subjects assigned priority.

15.3 Resource allocation (FRU_RSA)
15.3.1 Family Behaviour

The requirements of this family allow the TSF to control the use of resources by users and subjects such that
denial of service will not occur because of unauthorised monopolisation of resources.
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15.3.2 Component levelling

FRU_RSA: Resource allocation | 2

Figure 76 - FRU_RSA component levelling

2005(E)

FRU_RSA.1 Maximum quotas, provides requirements for quota mechanisms that ensure that users and

subjects will not monopolise a controlled resource.

HRU_RSA.2 Minimum and maximum quotas, provides requirements for quota mechanisms that en
users and subjects will always have at least a minimum of a specified resource and that they-will ng
b monopolise a controlled resource.

—

15.3.3 Management of FRU_RSA.1
Tlhe following actions could be considered for the management functions in FMT;

a) specifying maximum limits for a resource for groups and/or individualMusers and/or subjec
administrator.

15.3.4 Management of FRU_RSA.2
Tlhe following actions could be considered for the managementfunctions in FMT:;

a) specifying minimum and maximum limits for a resourcefor groups and/or individual users and/o
by an administrator.

15.3.5 Audit of FRU_RSA.1, FRU_RSA.2

Tlhe following actions should be auditable if*FAU_GEN Security audit data generation is includg
RP/ST:

a) Minimal: Rejection of allocation-operation due to resource limits.

) Basic: All attempted uses.ofithe resource allocation functions for resources that are under cont
TSF.

15.3.6 FRU_RSA.1 Maximum quotas
Hierarchical to: NO other components.
Qependencies:> No dependencies.

15.3.6;1 . FRU_RSA.1.1

sure that
t be able

s by an

subjects

d in the

rol of the

The) TSF shall enforce maximum quotas of the following resources: [assignment: cd

ntrolled

resources] that [selection: individual user, defined group of users, subjects] can use [selection:

simultaneously, over a specified period of time].
15.3.7 FRU_RSA.2 Minimum and maximum quotas
Hierarchical to: FRU_RSA.1 Maximum quotas

Dependencies: No dependencies.
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15.3.7.1 FRU_RSA.21

The TSF shall enforce maximum quotas of the following resources [assignment: controlled resources] that
[selection: individual user, defined group of users] can use [selection: simultaneously, over a specified period
of time].

15.3.7.2 FRU_RSA.2.2
The TSF shall ensure the provision of minimum quantity of each [assignment: controlled resource]

that is available for [selection: an individual user, defined group of users, subjects] to use [selection:
simultarjeously, over a specified period of time].

16 Claks FTA: TOE access

This fam|ly specifies functional requirements for controlling the establishment of a user's session.

FTA LSA: Limitation on scope of selectable attributes 1

FTA_MCS: Limitation on multiple concurrent sessions 1 2

FTA_SSL: Session locking 2

FTA_TAB: TOE access bafuiers |

FTA TAH: TOE @gcess history |

FTA_ TSE:TOE session establishment 1

Figure, 77 - FTA: TOE access class decompaosition

16.1 Limitation on scope of selectable attributes (FTA_LSA)

16.1.1 Hamily Behaviour

9D

This famjly defines requirements to limit the scope of session security attributes that a user may select for
session.

16.1.2 Component levelling

FTA LSA: Limitation on scope of selectable attributes 1

Figure 78 - FTA_LSA component levelling

FTA_LSA.1 Limitation on scope of selectable attributes, provides the requirement for a TOE to limit the scope
of the session security attributes during session establishment.
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16.1.3 Management of FTA_LSA.1

The following actions could be considered for the management functions in FMT:;

a) management of the scope of the session security attributes by an administrator.
16.1.4 Audit of FTA_LSA.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: All failed attempts at selecting a session security attributes;
) Basic: All attempts at selecting a session security attributes;

cd) Detailed: Capture of the values of each session security attributes.
16.1.5 FTA_LSA.1 Limitation on scope of selectable attributes
Hierarchical to:  No other components.

Qependencies: No dependencies.

16.1.5.1 FTA_LSA.l11

he TSF shall restrict the scope of the session security attributes [assignment: session |security
tributes], based on [assignment: attributes].

6.2 Limitation on multiple concurrent sessians (FTA_MCS)
6.2.1 Family Behaviour

his family defines requirements to place limits on the number of concurrent sessions that belong to the same
User.

16.2.2 Component levelling

FTA/MCS: Limitation on multiple concurrent sessions 1 2

Figure 79 - FTA_MCS component levelling

HTA_MCS.1Basic limitation on multiple concurrent sessions, provides limitations that apply to all users of the
T|SF.

HTAAMCS.2 Per user attribute limitation on multiple concurrent sessions extends FTA_MCS.1 Basic Jimitation
gn“multiple concurrent sessions by requiring the ability to specify limitations on the number of cgncurrent
sessions based on the related security attributes.

16.2.3 Management of FTA_MCS.1
The following actions could be considered for the management functions in FMT:

a) management of the maximum allowed number of concurrent user sessions by an administrator.
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16.2.4 Management of FTA_MCS.2

The following actions could be considered for the management functions in FMT:

a) management of the rules that govern the maximum allowed number of concurrent user sessions by an
administrator.

16.2.5 Audit of FTA_MCS.1, FTA_MCS.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minjmal: Rejection of a new session based on the limitation of multiple concurrent sessions.

b) Dethpiled: Capture of the number of currently concurrent user sessions and the user securitycattribute(s).
16.2.6 FTA_MCS.1 Basic limitation on multiple concurrent sessions

Hierarclfical to:  No other components.

Dependencies:  FIA_UID.1 Timing of identification

16.2.6.1] FTA_MCS.1.1

The TSK shall restrict the maximum number of concurrent sessiofs)that belong to the same user.
16.2.6.2] FTA_MCS.1.2

The TSk shall enforce, by default, a limit of [assignment:(default number] sessions per user.
16.2.7 KTA_MCS.2 Per user attribute limitation on-nultiple concurrent sessions

Hierarclfical to: FTA_MCS.1 Basic limitation on“multiple concurrent sessions

Dependencies:  FIA_UID.1 Timing of identification

16.2.7.1] FTA_MCS.2.1

The TSK shall restrict the maximum number of concurrent sessions that belong to the same user accordirg
to the rliles [assignment: rules for the number of maximum concurrent sessions].

16.2.7.2] FTA_MCS.2.2
The TSH shall enforce, by default, a limit of [assignment: default number] sessions per user.

16.3 Sessionlocking (FTA_SSL)

16.3.1 Family Behaviour

This family defines requirements for the TSF to provide the capability for TSF-initiated and user-initiated
locking and unlocking of interactive sessions.
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16.3.2 Component levelling

FTA SSL: Session locking 2

Figure 80 - FTA_SSL component levelling

HTA SSL.1 TSF-initiated session locking includes system initiated locking of an interactive session after a
specified period of user inactivity.

HTA_SSL.2 User-initiated locking, provides capabilities for the user to lock-and unlock the uspr's own
IMteractive sessions.

HTA_SSL.3 TSF-initiated termination, provides requirements for the FSF/to terminate the sessiop after a
period of user inactivity.

16.3.3 Management of FTA_SSL.1

Tlhe following actions could be considered for the management functions in FMT:;

a) specification of the time of user inactivity after which,lock-out occurs for an individual user;
k) specification of the default time of user inactivity after which lock-out occurs;

d management of the events that should eccur prior to unlocking the session.

16.3.4 Management of FTA_SSL.2

Tlhe following actions could be considered for the management functions in FMT:

&) management of the eyents that should occur prior to unlocking the session.

16.3.5 Managementof FTA_SSL.3

Tlhe following actions could be considered for the management functions in FMT:;

a) specification of the time of user inactivity after which termination of the interactive session occyrs for an
individual user;

) ~ specification of the default time of user inactivity after which termination of the interactive session|occurs.

16.3.6 Audit of FTA_SSL.1, FTA_SSL.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Locking of an interactive session by the session locking mechanism.
b) Minimal: Successful unlocking of an interactive session.

c) Basic: Any attempts at unlocking an interactive session.
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16.3.7 Audit of FTA_SSL.3

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Termination of an interactive session by the session locking mechanism.
16.3.8 FTA_SSL.1 TSF-initiated session locking

Hierarchical to: __No other components.

Dependgncies: FIA_UAU.1 Timing of authentication

16.3.8.1|] FTA_SSL.1.1

The TSHshall lock an interactive session after [assignment: time interval of user inactivity] by:

a) cledring or overwriting display devices, making the current contents unreadaple;

b) disgbling any activity of the user's data access/display devices other than'unlocking the session.
16.3.8.2] FTA_SSL.1.2

The TSK shall require the following events to occur prior to unlocking the session: [assignment:
events tp occur].

16.3.9 HTA_SSL.2 User-initiated locking

Hierarchjcal to:  No other components.

Dependgncies: FIA_UAU.1 Timing of authentication

16.3.9.1| FTA_SSL.2.1

The TSHshall allow user-initiated locking of the user's own interactive session, by:

a) cledring or overwriting display.@evices, making the current contents unreadable;

b) disgbling any activity of the'user's data access/display devices other than unlocking the session.
16.3.9.2] FTA_SSL.2.2

The TSK shall require-the following events to occur prior to unlocking the session: [assignment:
events tp occur],

16.3.10 | FTAUSSL.3 TSF-initiated termination

Hierarchlecalto: No other nnmpnnnnfe

Dependencies: No dependencies.
16.3.10.1 FTA_SSL.3.1

The TSF shall terminate an interactive session after a [assignment: time interval of user inactivity].
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16.4 TOE access banners (FTA_TAB)
16.4.1 Family Behaviour

This family defines requirements to display a configurable advisory warning message to users regarding the
appropriate use of the TOE.

16.4.2 Component levelling

FTA TAB: TOE access banners l

Figure 81 - FTA_TAB component levelling

-n

TA_TAB.1 Default TOE access banners, provides the requirement for a TOE Access Banner. This banner is
isplayed prior to the establishment dialogue for a session.

Q.

16.4.3 Management of FTA_TAB.1

Tlhe following actions could be considered for the management functions-in FMT:

&) maintenance of the banner by the authorised administrator.
16.4.4 Audit of FTA_TAB.1

Tlhere are no auditable events foreseen.

16.4.5 FTA_TAB.1 Default TOE access banners

Hierarchical to:  No other components.

Dependencies:  No dependencies.

16.4.5.1 FTA_TAB.1.1

HBefore establishing a user session, the TSF shall display an advisory warning message regarding
unauthorised use of the TOE.

16.5 TOE access history (FTA_TAH)
16.5.1 Family Behaviour

This family defines requirements for the TSF to display to a user, upon successful session establishment, a
history of.su¢cessful and unsuccessful attempts to access the user's account.

16.52 ‘Component levelling

FTA TAH: TOE access history |

Figure 82 - FTA_TAH component levelling

FTA_TAH.1 TOE access history, provides the requirement for a TOE to display information related to previous
attempts to establish a session.

16.5.3 Management of FTA_TAH.1

There are no management activities foreseen.
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16.5.4 Audit of FTA_TAH.1

There are no auditable events foreseen.
16.5.5 FTA_TAH.1 TOE access history
Hierarchical to:  No other components.

Dependencies: No dependencies.

16.5.5.1| FTA_TAH.1.1

Upon sliccessful session establishment, the TSF shall display the [selection: date, time, method,
location] of the last successful session establishment to the user.

16.5.5.2| FTA_TAH.1.2
Upon sliccessful session establishment, the TSF shall display the [selection:~date, time, method

location] of the last unsuccessful attempt to session establishment and the ndmber of unsuccessf
attempts since the last successful session establishment.

16.5.5.3| FTA_TAH.1.3

The TSHshall not erase the access history information from the user interface without giving the uss
an oppoftunity to review the information.

=

16.6 TQE session establishment (FTA_TSE)
16.6.1 Hamily Behaviour
This famjly defines requirements to deny a user permission to establish a session with the TOE.

16.6.2 Jomponent levelling

FTA TSE:'TOE session establishment |

Figure 83 - FTA_TSE component levelling

FTA_TSE.1 TOE sessioncestablishment, provides requirements for denying users access to the TOE basefd
on attribdites.

16.6.3 Management/of FTA_TSE.1

The folloving actions could be considered for the management functions in FMT:

Aoty atay
T T StatoT

a) managementofthe-session-establishment-conditions
16.6.4 Audit of FTA_TSE.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
PP/ST:

a) Minimal: Denial of a session establishment due to the session establishment mechanism.
b) Basic: All attempts at establishment of a user session.

c) Detailed: Capture of the value of the selected access parameters (e.g. location of access, time of access).
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16.6.5 FTA_TSE.1 TOE session establishment
Hierarchical to:  No other components.
Dependencies: No dependencies.

16.6.5.1 FTA_TSE.1.1

The TSF shall be able to deny session establishment based on [assignment: attributes].

17 Class FTP: Trusted path/channels

-

amilies in this class provide requirements for a trusted communication path between users.and the
br a trusted communication channel between the TSF and other trusted IT products. Trusted p
channels have the following general characteristics:

—h

o The communications path is constructed using internal and external communications char
appropriate for the component) that isolate an identified subset of TSF, data and commands
remainder of the TSF and user data.

o/ Use of the communications path may be initiated by the user andfor the TSF (as appropriat
component).

o/ The communications path is capable of providing assurance that the user is communicating
correct TSF, and that the TSF is communicating with the €orrect user (as appropriate for the com

annel, and provides non-repudiation characteristics-with respect to the identity of the sides of the ch

trusted path provides a means for users to pefform functions through an assured direct interaction
SF. Trusted path is usually desired for user\actions such as initial identification and/or authentica
ay also be desired at other times during alUser's session. Trusted path exchanges may be initiated
r the TSF. User responses via the trusted path are guaranteed to be protected from modificati
isclosure to untrusted applications,

o0

FTP_ITC: Inter-TSF trusted channel |

FTP_TRP: Trusted path l

Figure 84 - FTP: Trusted path/channels class decomposition
17.1 Intef-I'SF trusted channel (FTP_ITC)

17.14 Family Behaviour

SF, and
hths and

nels (as
from the

b for the

with the
ponent).

this paradigm, a trusted channel is a communication~channel that may be initiated by either sigle of the

annel.

with the
ition, but
Dy a user
bn by or

I'his Tamily detines requirements 1or the creation of a trusted channel between the | SF and other t

rusted IT

products for the performance of security critical operations. This family should be included whenever there are
requirements for the secure communication of user or TSF data between the TOE and other trusted IT

products.

17.1.2 Component levelling

FTP_ITC: Inter-TSF trusted channel 1

Figure 85 - FTP_ITC component levelling
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FTP_ITC.1 Inter-TSF trusted channel, requires that the TSF provide a trusted communication channel
between itself and another trusted IT product.

17.1.3 Management of FTP_ITC.1

The following actions could be considered for the management functions in FMT:

a) Configuring the actions that require trusted channel, if supported.

17.1.4 Audit of FTP_ITC.1

The follqwing actions should be auditable if FAU_GEN Security audit data generation is included-in)the
PP/ST:

a) Minimal: Failure of the trusted channel functions.

b) Minimal: Identification of the initiator and target of failed trusted channel functions.

c) Basic: All attempted uses of the trusted channel functions.

d) Basic: Identification of the initiator and target of all trusted channel functions:

17.1.5 HTP_ITC.1 Inter-TSF trusted channel

Hierarchjcal to:  No other components.

Dependgncies: No dependencies.

17.1.5.1] FTP_ITC.1.1

The TSHshall provide a communication channel between itself and a remote trusted IT product that is
logically| distinct from other communication channels and provides assured identification of its enf
points ahd protection of the channel data fram modification or disclosure.

17.1.5.2| FTP_ITC.1.2

The TSH shall permit [selection: the-TSF, the remote trusted IT product] to initiate communication vig
the trusted channel.

17.1.5.3| FTP_ITC.1.3

The TSHK shall initiateccommunication via the trusted channel for [assignment: list of functions fqr
which aftrusted channel’is required].

17.2 Trpsted path (FTP_TRP)

17.2.1 Hamily Behaviour

This family defines the requirements to establish and maintain trusted communication to or from users and the
TSF. A trusted path may be required for any security-relevant interaction. Trusted path exchanges may be
initiated by a user during an interaction with the TSF, or the TSF may establish communication with the user
via a trusted path.
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17.2.2 Component levelling

FTP_TRP: Trusted path |

Figure 86 - FTP_TRP component levelling

FTP_TRP.1 Trusted path, requires that a trusted path between the TSF and a user be provided for a set of
events defined by a PP/ST author. The user and/or the TSE may have the ability to initiate the trusted path.

17.2.3 Management of FTP_TRP.1

Tlhe following actions could be considered for the management functions in FMT:
a) Configuring the actions that require trusted path, if supported.

17.2.4 Audit of FTP_TRP.1

Tlhe following actions should be auditable if FAU_GEN Security audit data generation is includgd in the
HP/ST:

a) Minimal: Failures of the trusted path functions.

) Minimal: Identification of the user associated with all trusteéd path failures, if available.
¢ Basic: All attempted uses of the trusted path functions:

d) Basic: Identification of the user associated with alt trusted path invocations, if available.
17.2.5 FTP_TRP.1 Trusted path

Hierarchical to:  No other components.

Dependencies: No dependencies,

17.25.1 FTP_TRP.1.1

Tlhe TSF shall provide-a communication path between itself and [selection: remote, local] usefs that is

pgically distinct fram~other communication paths and provides assured identification of|its end
points and protection of the communicated data from modification or disclosure.

17.25.2 FTPLFRP.1.2

Tlhe TSEshall permit [selection: the TSF, local users, remote users] to initiate communication via the
tfusted path.

1726 3—FFRPTRP13

The TSF shall require the wuse of the trusted path for [selection: initial user
authentication,[assignment: other services for which trusted path is required]].
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Annex A
(normative)

Security functional requirements application notes

This annex contains additional guidance for the families and components defined in the elements of this part

of ISO/IH
facilitate
annex is

Al St

This clau
15408.

Al11C

Figure A

A.l11
This is th
A.1.1.2

The clas
class. Th

FC— 15408 whichrmmay e Tequired by Users, developers or evaluators to Use the Components. T
finding the appropriate information, the presentation of the classes, families and components in.th
similar to the presentation within the elements.

ucture of the notes

se defines the content and presentation of the notes related to functional requirements of ISO/IE

lass structure
1 below illustrates the functional class structure in this annex.
Functional
Class
Class
4 Name
Class

— Introduction
Key
The Functional Class

can contain multiple
Functional Families.

Functional
Families

Figune A.1 - Functional class structure

Class name
e unique name,ofthe class defined within the normative elements of this part of ISO/IEC 15408.
Class introduction

5 intreduction in this annex provides information about the use of the families and components of th
is.information is completed with the informative diagram that describes the organisation of each clag

with the

S

n O

amilies in each class and the hierarchical relationship between components in each family.

A.1.2 Family structure

Figure A

116

.2 illustrates the functional family structure for application notes in diagrammatic form.
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Functional
Family 4{ Family name |

_{ User notes ‘
_{ Evaluator notes |
I
[

|| Components |u

Key

The Functional Family
can contain multiple
Components.

Figure A.2 - Functional family structure for application notes
A.1.2.1 Family name
Tlhis is the unique name of the family defined within the normative elements of this, part of ISO/IEC 15¢408.

A.1.2.2 User notes

he user notes contain additional information that is of interest to potential users of the family, that is PP, ST
nd functional package authors, and developers of TOEs incorporating the functional compongnts. The
resentation is informative, and might cover warnings about-limitations of use and areas wherd specific
tention might be required when using the components.

.1.2.3 Evaluator notes

he evaluator notes contain any information that is ofiinterest to developers and evaluators of TOEs that claim
mpliance with a component of the family. The-firesentation is informative and can cover a variety|of areas
here specific attention might be needed when-évaluating the TOE. This can include clarifications of[meaning
nd specification of the way to interpret requirements, as well as caveats and warnings of specific ifterest to
aluators.

hese User Notes and Evaluator Notes subclauses are not mandatory and appear only if appropriate

I>

.1.3 Component structure

-

igure A.3 illustrates the.furictional component structure for the application notes.

Component

Component
—1 ldentification

Component
Raoticona Q
\auuvul arc X

Application notes

Permitted
Operations

Figure A.3 - Functional component structure

A.1.3.1 Component identification

This is the uniqgue name of the component defined within the normative elements of this part of ISO/IEC 15408.
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Component rationale and application notes

Any specific information related to the component can be found in this subclause.

e The rationale contains the specifics of the rationale that refine the general statements on rationale for the

spec

e The
spec

Subclause A.1.2. This refinement can be used to explain the nature of the dependencies (e.g. share

ific level, and should only be used if level specific amplification is required.

application notes contain additional refinement in terms of narrative qualification as it pertains to a
ific component. This refinement can pertain to user notes, and/or evaluator notes as described in

infor

This sub

A.1.3.3

This porjon of each component contains advice relating to the permitted operations of the component.

This sub

A.2 De

The foll
depende
column.

mation, or shared operation).
Clause is not mandatory and appears only if appropriate.

Permitted operations

Clause is not mandatory and appears only if appropriate.

pendency tables

bwing dependency tables for functional components show/their direct, indirect and option
hcies. Each of the components that is a dependency of some\functional component is allocated
Fach functional component is allocated a row. The value in the table cell indicate whether the colum

label component is directly required (indicated by a cross “X”), indirectly required (indicated by a dash “-"), qr
optionally required (indicated by a “0”) by the row label component. An example of a component with optiongl
dependecies is FDP_ETC.1 Export of user data without secutity attributes, which requires either FDP_ACC.[L
Subset dccess control or FDP_IFC.1 Subset information flow'control to be present. So if FDP_ACC.1 Subsgt
access dontrol is present, FDP_IFC.1 Subset information:flow control is not necessary and vice versa. If np
charactef is presented, the component is not dependentupon another component.
2222|222 |3
|C < |C = |> T !
51¢/212/5/5/2/22
z|>| a0 |J|o|7|3|E
| PP (ol o R
FAU ARP.1 | - X -
FAU GEN.1 X
FAU GEN.2 | X X -
FAU SAA1 | X -
FAU_SAA.2 X
FAU SAA.3
FAU SAA4
FAU SAR.1 | X -
FAU SAR.2 | - X -
FAU SAR.3 | - X -
FAU SEL.1 | X - X |- - -
FAU STG.1 | X -
FAU STG.2 | X -
FAU STG.3 | - X -
FAU STG.4 | - X -
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Table A.1 Dependency table for Class FAU: Security audit
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I

IZl>

c

O

i

FCO_NRO.1 | X

FCO_NRO.2 | X

FCO_NRR.1 | X

FGONRR21X

Table A.2 Dependency table for Class FCO: Communication
> T T m T T T T n M 7 T m m T m n M
OO 100 il
Iglmlmlmlwlglg%%%%Pl%lgﬁlilél:ﬂﬁa‘l%
wlololololzl2|'s|l=s|sl'slclzlzlz|le|lelx|'5]4
T|Ix2|2|A oO|lo| D |m| 4] 32|5 2|9 |2 |x
2| 2|/2/2/9(8|%|0|7|o|o|0|24%|2/5/5/3|0|%3
[ e N O I = I = R e L B AN O S O I SO e
5 CKM.1 | - - O | X |0 |- - - - - - - ) X |- - - - - -
5 CKM.2 | - O |- X |- - - - - O |0 |~ - X |- - - - - -
5 CKM.3 | - O |- X |- - - - - O | Q|- - X |- - - - - -
5 CKM4 | - O |- - - - - - - O 10| - - X |- - - - - -
5 COP.1 | - O |- X |- - - - - Q40 |- - X |- - - - - -
Table A.3 Dependency table for Class"FCS: Cryptographic support
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T'VOD VAY

T'an vid

TVSIN LINA

£VID VAV
VSN LINS
THNS LIAL
70l 1ldd
T'ddl did

100V dad
T'04dl da4d
T'd44dI da4d
T'11l da4
2Ll da4
T'1lIN da4d
T'dNS LA4L
TOLll d14

FDP_ACC.1

FD

ACC2

KIX| 140V dad

FD

b ACF.1

X
X

FD

b DAU.1

FD

b DAU.2

FD

b ETC.1

FD

b ETC.2

O
O|0o

FD

b |FC.1

FD

b |FC.2

XX

FD

b |FF.1

FD

b |FF.2

XX

FD

b IFF.3 | X - |-

FD

b |FF4 | X

FD

b |FF.5

>

FD

b IFF.6 | X

FD

b |ITC.1

FD

b |ITC.2

FD

b ITT.1

FD

b ITT.2

FD

b ITT.3

FD

b ITT.4

O|0|O|0|0|O|X|X|X|X|X|X]|"
x

0O|0|0|0|0|0|"

FD

b RIP.1

FD

b RIP.2

FD

b ROL.1

FD

b ROL.2

O|0o
O|0o

FD

b SDI.1

FD

b SDI.2

FD

b UCT.1

FD

b UIT.1

O|0o

FD

b UIT.2

- o |- - - - -

FD

b UIT.3

O)0|0|0
O|0|0|0
O|0|0|0O

- o |- - - - -
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Table-A.4 Dependency table for Class FDP: User data protection
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T'dLv vid
T'NvN vid
T'ain vid

X

FIA_AFL.1

HA-ATD-1

FIA_SOS.1
FIA_SOS.2
FIA_UAU.1 X
FIA_UAU.2 X
FIA_UAU.3
FIA_ UAU.4
FIA_UAU.5
FIA_UAU.6
FIA UAU.7 X |-
FIA_UID.1
FIA_UID.2
FIA USB.1 | X

Table A.5 Dependency table for Class FIA: Identification and authentication

T'NLS 1dd

TVSN LING

T'NdS AQV
T'00V dad
740V dad
T°04),da4
1441 404
VSN LA
T'ALN LINA

Tan vid

FMT_MOF.1
FMT_MSA.1
FMT_MSA.2
FMT_MSA.3
FMT_MTD.1 -
FMT_MTD.2 - X
FME\MTD.3 | X - X
FMI-REV.1 -
FMT_SAE.1 -
FMT_SMF.1
FMT_SMR.1 X
FMT_SMR.2 X
FMT_SMR.3 - X

Table A.6 Dependency table for Class FMT: Security management

IXIX| TANS LAA

X
o|0
O|0
X

x

XX IXIXIXIXIXIX| THAS 1IN
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122

ullie:
> | D
|g I%
=2
FPR_ANO.1
ERPR_ANQO2
FPR _PSE.1
FPR PSE.2 | X
FPR_PSE.3
FPR_UNL.1
FPR_UNO.1
FPR_UNO.2
FPR_UNO.3 X
FPR_UNO.4
Table A.7 Dependency table for Class FPR: Privacy
o |n|2 22|34
SN2 T wD !
318|5(5|2|20% |3
=S A O R e
= - - = - =
FPT _AMT.1
FPT FLS.1 | X
FPT ITA.1
FPT ITC.1
FPT ITI.1
FPT ITI.2
FPT ITT.1
FPT ITT.2
FPT ITT.3 X
FPT PHPR:1
FPT PHP.2 - X |- -
FPT _PHP.3
FPTRCV.1 | X | X
FEPT RCV.2 | X | X
FPT RCV.3 | X | X
FPT RCV.4 | X
FPT RPL.1
FPT _RVM.1
FPT SEP.1
FPT _SEP.2
FPT—SEP3
FPT_SSP.1 X
FPT_SSP.2 X
FPT STM.1
FPT TDC.1
FPT TRC.1 X
FPT TST.1 X

Table A.8 Dependency table for Class FPT: Protection of the TSF
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T'S1d 1dd

FRU_FLT.1

FRU FLT.2

XX

FRU PRS.1
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ERLL DDC 2
oo s

FRU RSA.1

FRU RSA.2

Table A.9 Dependency table for Class FRU: Resource utilisation

T'NvN vid

T'ain vid

FTA LSA.1

FTA_MCS.1

FTA_MCS.2

XX

FTA_SSL.1

FTA SSL.2

XX

FTA SSI3

FTA_TAB.1

FTAZTAH.1

FTA_TSE.1

Table A.10 Dependency table for Class FTA: TOE access
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Annex B
(normative)

Functional classes, families, and components

The following Annex C through Annex M provide the application notes for the functional classes defined in the

main bog

[y of this part of 1SOHEC15408:
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Class FAU: Security audit

etV ara, OITTE Cd T Udcle 0 dl, POLETIdl, O S VIOTatio O F. e TOULE 3
audit functions are defined to help monitor security-relevant events, and act as a deterrent agains
olations. The requirements of the audit families refer to functions that include audit data protectio

f
should be presented in human-readable format either directly (e.g. storing the audit trail in“human-
format) or indirectly (e.g. using audit reduction tools), or both.

among the audit families and components. The potential exists to specify a set of audit requirem
comply with the family/component dependencies lists, while at the same time resulting in a defici
flinction (e.g. an audit function that requires all security relevant events to pe audited but without the g
tp control them on any reasonable basis such as individual user or object);

C.1 Audit requirements in a distributed environment

he implementation of audit requirements for networks and other large systems may differ significa
those needed for stand-alone systems. Larger, more complex and active systems require morg
concerning which audit data to collect and how this, should be managed, due to lowered fea
imterpreting (or even storing) what gets collected. The traditional notion of a time-sorted list or “trail” g
gvents may not be applicable in a global asynchronous network with arbitrarily many events occurring

Iso, different hosts and servers on a distributed TOE may have differing naming policies ang
ymbolic names presentation for audit review may require a net-wide convention to avoid redundar
name clashes.”

N

>

multi-object audit repository, portions of which are accessible by a potentially wide variety of a
sers, may be required if audit repositories are to serve a useful function in distributed systems.

)

Hinally, misuse of authority by authorised users should be addressed by systematically avoiding loca
f audit data pertaining(toyadministrator actions.

(@]

Higure C.1 shows the decomposition of this class into its constituent components.

2005(E)

ISO/IEC 15408 audit families allow PP/ST authors the ability to define requirements for monitoring user

security
security
n, record

brmat, and event selection, as well as analysis tools, violation alarms, and real-time analysisi"The audit trail

readable

hile developing the security audit requirements, the PP/ST author should take note~of the inter-relationships

ents that
ent audit
electivity

ntly from

thought
Bibility of
f audited
at once.

values.
cies and

ithorised

| storage
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FAU ARP: Security audit automatic response |
l
FAU GEN: Security audit data generation <
2
2
FAU SAA: Security audit analysis L
3 4
l
FAU SAR: Security audit review 2
3
FAU SEL: Security audit event selection L
l 2
FAU STG: Security audit event storage <
3 4

Figure C.1 - FAU: Security audit-class decompaosition

C.2 Security audit automatic response (FAU, ARP)

C.2.1 Application notes

[¢)

The Secprity audit automatic response family> describes requirements for the handling of audit events. Th
requirement could include requirements foralarms or TSF action (automatic response). For example, the TS
could inglude the generation of real time.alarms, termination of the offending process, disabling of a servicg,
or discorjnection or invalidation of a user account.

L

(2]

An audit|event is defined to bé an “potential security violation” if so indicated by the Security audit analys
(FAU_SAA) components.

C.2.2 FAU_ARP.1 Seecurity alarms
C.2.2.1 | User application notes
An actioh should be taken for follow up action in the event of an alarm. This action can be to inform th

authorised~user, to present the authorised user with a set of possible containment actions, or to take
corrective actions. The timing of the actions should be carefully considered by the PP/ST author.

D

C.2.2.2 Operations

C.2.2.21 Assignment

In FAU_ARP.1.1, the PP/ST author should specify the actions to be taken in case of a potential security
violation. An example of such a list is: “inform the authorised user, disable the subject that created the

potential security violation.” It can also specify that the action to be taken can be specified by an authorised
user.
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C.3 Security audit data generation (FAU_GEN)

C.3.1 Application notes

The Security audit data generation family includes requirements to specify the audit events that should be

generated by the TSF for security-relevant events.

This family is presented in a manner that avoids a dependency on all components requiring audit

support.

Each component has an audit subclause developed in WhICh the events to be audlted for that functional area

nable in thls component Thus the speC|f|cat|on of what could be audlted for a functlonal area is lo
that functional area.

he list of auditable events is entirely dependent on the other functional families within the PB/ST. Ea|
definition should therefore include a list of its family-specific auditable events. Each auditable event
gf auditable events specified in the functional family should correspond to one of,the-levels of au
generation specified in this family (i.e. minimal, basic, detailed). This provides-the PP/ST au
imformation necessary to ensure that all appropriate auditable events are specified in the PP/ST. The
gxample shows how auditable events are to be specified in appropriate functienal families:

AP/ST:

a) Minimal: Successful use of the user security attribute administration functions;
) Basic: All attempted uses of the user security attribute @dministration functions;
¢ Basic: Identification of which user security attributes;have been modified,;

d) Detailed: With the exception of specific sensitive attribute data items (e.g. passwords, cryptograp
the new values of the attributes should be captured.”

or each functional component that is chosen, the auditable events that are indicated in that comp

xample, in the previous example ("Basic” would be selected in Security audit data generation (FA
e auditable events mentioned.in"a), b) and c) should be auditable.

= O QO T

bserve that the categorisation of auditable events is hierarchical. For example, when Basic Audit G¢

i$ desired, all auditable-events identified as being either Minimal or Basic, should also be includs
P/ST through the use.of the appropriate assignment operation, except when the higher level eve
rovides more detail than the lower level event. When Detailed Audit Generation is desired, all
uditable events/(Minimal, Basic, and Detailed) should be included in the PP/ST.

PP/ST author may decide to include other auditable events beyond those required for a given ad

or example, the PP/ST may claim only minimal audit capabilities while including most of t

pabilities because the few excluded capabilities conflict with other PP/ST constraints (e.g. beca
reqguire ‘the collection of unavailable data).

'he following actions should be auditable if Security audit data genetation (FAU_GEN) is includ¢

nd below the level indicated in Security audit data generation (FAU_GEN) should be auditable

plete the
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dit level.
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The functionality that creates the auditable event should be specified in the PP or ST as a functional

requirement.

The following are examples of the types of the events that should be defined as auditable within each PP/ST

functional component:
a) Introduction of objects within the TSC into a subject's address space;
b) Deletion of objects;

c) Distribution or revocation of access rights or capabilities;
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d) Changes to subject or object security attributes;

e) Policy checks performed by the TSF as a result of a request by a subject;

f)y The

g) Use

use of access rights to bypass a policy check;

of Identification and Authentication functions;

h) Actions taken by an operator, and/or authorised user (e.g. suppression of a TSF protection mechanism as

hum

an-readable labels);

i) Imp
C32F
c.3.21

This con
generate

FAU_GH
identities
requirem
addition.

C.3.2.2

There is
eliminati

C.3.23
C.3.2.3.1

In FAU |
subclaus

“basic”,
C.3.2.3.7

In FAU _
included
events 0
generate

In FAU_
list of oth

rt/export of data from/to removable media (e.g. printed output, tapes, diskettes).
AU_GEN.1 Audit data generation
User application notes

hponent defines requirements to identify the auditable events for which audit records should b
d, and the information to be provided in the audit records.

N.1 Audit data generation by itself might be used when the TSP does figt-fequire that individual usq

be associated with audit events. This could be appropriate when ¢he PP/ST also contains privag
ents. If the user identity must be incorporated FAU_GEN.2 User idéntity association could be used i

Evaluator notes

a dependency on Time stamps (FPT_STM). If corréctness of time is not an issue for this TOH

bn of this dependency could be justified.
Operations

Selection

GEN.1.1, the PP/ST author should* select the level of auditable events called out in the audi

e of other functional components included in the PP/ST. This level is one of the following: “minimum
detailed” or “not specified”.

Assignment

GEN.1.1, the PP/ST -author should assign a list of other specifically defined auditable events to b
in the list of auditable events. The assignment may comprise none, or events that could be auditabl
f a functional{requirement that are of a higher audit level than requested in b), as well as the event
d through.the use of a specified Application Programming Interface (API).

GEN.1:2; the PP/ST author should assign, for each auditable events included in the PP/ST, either
er-audit relevant information to be included in audit events records or none.

o< =

»n O O

D

C.3.3 FAU_GEN.2 User identity association

C331

User application notes

This component addresses the requirement of accountability of auditable events at the level of individual user
identity. This component should be used in addition to FAU_GEN.1 Audit data generation.

There is a potential conflict between the audit and privacy requirements. For audit purposes it may be
desirable to know who performed an action. The user may want to keep his/her actions to himself/herself and
not be identified by other persons (e.g. a site with job offers). Or it might be required in the Organisational
Security Policy that the identity of the users must be protected. In those cases the objectives for audit and

128

© ISO/IEC 2005 - All rights reserved


https://standardsiso.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

privacy might contradict each other. Therefore if this requirement is selected and privacy is important,
inclusion of the component user pseudonimity might be considered. Requirements on determining the real
user name based on its pseudonym are specified in the privacy class.

C.4 Security audit analysis (FAU_SAA)
C.4.1 Application notes

This family defines requirements for automated means that analyse system activity and audit data looking for
i OF—F€ ecttity—wiotat Ris—aRalySis—ray—w 0 efHrtrust i gutomatic

he action to be performed by the TSF on detection of a possible imminent or potential violation is defined in
Security audit automatic response (FAU_ARP) components.

Hor real-time analysis, audit data could be transformed into a useful format for automated treatment, but into a
different useful format for delivery to authorised users for review.

¢.4.2 FAU_SAA.1 Potential violation analysis
¢.4.2.1 User application notes

Tlhis component is used to specify the set of auditable events whose’ occurrence or accumulated odcurrence
held to indicate a potential violation of the TSP, and any rules ta"be used to perform the violation analysis.

¢.4.2.2 Operations
¢.4.2.2.1 Assignment

In FAU_SAA.1.2, the PP/ST author should identify the subset of defined auditable events whose ogcurrence
gr accumulated occurrence need to be detected*as an indication of a potential violation of the TSP.

In FAU_SAA.1.2, the PP/ST author should specify any other rules that the TSF should use in its afalysis of
the audit trail. Those rules could include’specific requirements to express the needs for the events tq occur in
certain period of time (e.g. period.of the day, duration). If there are no additional rules that the TSF should
se in the analysis of the audit trail; this assignment can be completed with “none”.

4.3 FAU_SAA.2 Profilebased anomaly detection
.4.3.1 User application notes

profile is a structure that characterises the behaviour of users and/or subjects; it represents [how the
sers/subjectsinteract with the TSF in a variety of ways. Patterns of usage are established with respgct to the
rious types-of activity the users/subjects engage in (e.g. patterns in exceptions raised, patterns in Jresource
ilisation\(when, which, how), patterns in actions performed). The ways in which the various types ¢f activity
re recarded in the profile (e.g. resource measures, event counters, timers) are referred to as profile metrics.

ach profile represents the expected patterns of usage performed by members of the profile targgt group.
This pattern may be based on past use (historical patterns) or on normal use for users of similar target groups
(expected behaviour). A profile target group refers to one or more users who interact with the TSF. The
activity of each member of the profile group is used by the analysis tool in establishing the usage patterns
represented in the profile. The following are some examples of profile target groups:

a) Single user account: one profile per user;

b) Group ID or Group Account: one profile for all users who possess the same group ID or operate using
the same group account;

c) Operating Role: one profile for all users sharing a given operating role;

d) System: one profile for all users of a system.
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Each member of a profile target group is assigned an individual suspicion rating that represents how closely
that member's new activity corresponds to the established patterns of usage represented in the group profile.

The sophistication of the anomaly detection tool will largely be determined by the number of target profile
groups required by the PP/ST and the complexity of the required profile metrics.

This component is used to specify the set of auditable events whose occurrence or accumulated occurrence
indicates a potential violation of the TSP, and any rules to be used to perform the violation analysis. This set
of events or rules could be modified by the authorised user, through addition, modification or deletion of
events or rules.

The PP/BT author should enumerate specifically what activity should be monitored and/or analysed by\th
TSF. The PP/ST author should also identify specifically what information pertaining to the activity is necessa
to constrlct the usage profiles.

FAU_SAA.2 Profile based anomaly detection requires that the TSF maintain profiles of system usage. Th
word majintain implies that the anomaly detector is actively updating the usage profile based on new activi
performdd by the profile target members. It is important here that the metrics for representing user activity a
defined by the PP/ST author. For example, there may be a thousand different actions-an individual may b
capable pf performing, but the anomaly detector may choose to monitor a subset ofithat activity. Anomalo

activity dets integrated into the profile just like non-anomalous activity (assuming.the tool is monitoring tho

actions).|Things that may have appeared anomalous four months ago, might over'time become the norm (an
vice-verda) as the user's work duties change. The TSF wouldn't be able to eapture this notion if it filtered oyt
anomalops activity from the profile updating algorithms.

=9

Administfative notification should be provided such that the authorised user understands the significance (
the susp|cion rating.

The PP/$T author should define how to interpret suspicion ratings and the conditions under which anomalous
activity ig indicated to the Security audit automatic response (FAU_ARP) mechanism.

C.4.3.2 | Operations
C.4.3.2.1 Assignment

In FAU [SAA.2.1, the PP/ST author shauld’ specify the profile target group. A single PP/ST may include
multiple profile target groups.

In FAU_BAA.2.3, the PP/ST authoryshould specify conditions under which anomalous activity is reported b
the TSF| Conditions may include ‘the suspicion rating reaching a certain value, or be based on the type ¢
anomalops activity observed:

- <<

C.4.4 FAU_SAA.3 Simple attack heuristics
C.4.4.1 | User application notes

In practige,“it_is at best rare when an analysis tool can detect with certainty when a security violation is
imminent. ‘However, there do exist some system events that are so significant that they are always worthy ¢f
independent review. Example of such events include the deletion of a key TSF security data file (e.g. the
password file) or activity such as a remote user attempting to gain administrative privilege. These events are
referred to as signature events in that their occurrence in isolation from the rest of the system activity are
indicative of intrusive activity.

The complexity of a given tool will depend greatly on the assignments defined by the PP/ST author in
identifying the base set of signature events.

130 © ISO/IEC 2005 - All rights reserved


https://standardsiso.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

The PP/ST author should enumerate specifically what events should be monitored by the TSF in order to
perform the analysis. The PP/ST author should identify specifically what information pertaining to the event is
necessary to determine if the event maps to a signature event.

Administrative notification should be provided such that the authorised user understands the significance of
the event and the appropriate possible responses.

An effort was made in the specification of these requirements to avoid a dependency on audit data as the sole
input for monitoring system activity. This was done in recognition of the existence of previously developed
intrusion detection tools that do not perform their analyses of system activity solely through the use of audit
data (examples of other input data include network datagrams, resource/accounting data, or combirjations of
viarious system data).

Tlhe elements of FAU_SAA.3 Simple attack heuristics do not require that the TSF implementing the immediate
attack heuristics be the same TSF whose activity is being monitored. Thus, one can@evelop an |intrusion
detection component that operates independently of the system whose system activity,is-being analyged.

¢.4.4.2 Operations

¢.4.4.2.1 Assignment
In FAU_SAA.3.1, the PP/ST author should identify a base subset of\system events whose occurfence, in
igolation from all other system activity, may indicate a violation of‘the TSP. These include event$ that by

themselves indicate a clear violation to the TSP, or whose occurrence is so significant that they warrant
gctions.

FAU_SAA.3.2, the PP/ST author should specify thecinformation used to determine system actiyity. This
imformation is the input data used by the analysis tool-to ‘determine the system activity that has ocqurred on
the TOE. This data may include audit data, combinations of audit data with other system data, or may consist
data other than the audit data. The PP/ST author should define precisely what system events and event
tributes are being monitored within the input data.

4.5 FAU_SAA.4 Complex attack heuristics
4.5.1 User application notes

practice, it is at best rareswhen an analysis tool can detect with certainty when a security viplation is
minent. However, there_do)exist some system events that are so significant they are always Wworthy of
imdependent review. Example of such events include the deletion of a key TSF security data file |(e.g. the
assword file) or activity such as a remote user attempting to gain administrative privilege. These eyents are
referred to as signature events in that their occurrence in isolation from the rest of the system agtivity are
imdicative of intrusive activity. Event sequences are an ordered set of signature events that migh{ indicate
imtrusive activity.

he complexity of a given tool will depend greatly on the assignments defined by the PP/ST @uthor in
identifying the base set of signature events and event sequences.

he_PP/ST author should define a base set of signature events and event sequences to be representgd by the
TSF. Additional signature events and event sequences may be defined by the system developer.

The PP/ST author should enumerate specifically what events should be monitored by the TSF in order to
perform the analysis. The PP/ST author should identify specifically what information pertaining to the event is
necessary to determine if the event maps to a signature event.

Administrative notification should be provided such that the authorised user understands the significance of
the event and the appropriate possible responses.

An effort was made in the specification of these requirements to avoid a dependency on audit data as the sole
input for monitoring system activity. This was done in recognition of the existence of previously developed
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intrusion detection tools that do not perform their analyses of system activity solely through the use of audit
data (examples of other input data include network datagrams, resource/accounting data, or combinations of
various system data). Levelling, therefore, requires the PP/ST author to specify the type of input data used to
monitor system activity.

The elements of FAU_SAA.4 Complex attack heuristics do not require that the TSF implementing the complex
attack heuristics be the same TSF whose activity is being monitored. Thus, one can develop an intrusion
detection component that operates independently of the system whose system activity is being analysed.

C.4.5.2 Operations

C.45.2. Assignment

In FAU_BAA.4.1, the PP/ST author should identify a base set of list of sequences of system evénts who
occurrence are representative of known penetration scenarios. These event sequences repfesent kno
penetratijon scenarios. Each event represented in the sequence should map to a monitored system event,
such that as the system events are performed, they are bound (mapped) to the known“penetration evemnt
sequences.

In FAU_SAA.4.1, the PP/ST author should identify a base subset of system eyvents’ whose occurrence, |
isolation|from all other system activity, may indicate a violation of the TSP. Fhese include events that by
themseles indicate a clear violation to the TSP, or whose occurrence is so significant they warrant action.

-

In FAU_BAA.4.2, the PP/ST author should specify the information used to determine system activity. This
informatipn is the input data used by the analysis tool to determine the system activity that has occurred on
the TOE| This data may include audit data, combinations of audit data with other system data, or may consi$
of data gther than the audit data. The PP/ST author should defitie" precisely what system events and evemnt
attribute$ are being monitored within the input data.

—

C.5 Sqcurity audit review (FAU_SAR)
C.5.1 Application notes
The Sectrity audit review family defines requiréments related to review of the audit information.

These functions should allow pre-storage or post-storage audit selection that includes, for example, the ability
to selectively review:

e the actions of one or more USers (e.g. identification, authentication, TOE entry, and access contr
actions);

e the dctions performéd)on a specific object or TOE resource;
o all ofl a specified, set of audited exceptions; or

e actions associated with a specific TSP attribute.

The distinctionm betweenm audit TEVIEWS 15 based o furnctionatity. Audit TeEview (onty) encompasses the atitity
view audit data. Selectable review is more sophisticated, and requires the ability to perform searches based
on a single criterion or multiple criteria with logical (i.e. and/or) relations, sort audit data, filter audit data,
before audit data are reviewed.
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C.5.2 FAU_SAR.1 Audit review

C.5.2.1 Rationale

This component will provide authorised users the capability to obtain and interpret the information. In case of
human users this information needs to be in a human understandable presentation. In case of external IT

entities the information needs to be unambiguously represented in an electronic fashion.

C.5.2.2 User application notes

This component is used to specify that users and/or authorised users can read the audit records. These audit
records will be provided in a manner appropriate to the user. There are different types of users human users,
;]vachine users) that might have different needs.

he content of the audit records that can be viewed can be specified.

¢.5.2.3 Operations

¢.5.2.3.1 Assighment

FAU_SAR.1.1, the PP/ST author should specify the authorised users that can use this capgbility. If
ppropriate the PP/ST author may include security roles (see FMT_SMR:.1 Security roles).

I FAU_SAR.1.1, the PP/ST author should specify the type of-information the specified user is permitted to

btain from the audit records. Examples are “all”, “subject identity”, “all information belonging to audit records
bferencing this user”.

a0

¢.5.3 FAU_SAR.2 Restricted audit review
¢.5.3.1 User application notes

Tlhis component specifies that any users notidentified in FAU_SAR.1 Audit review will not be able to[read the
audit records.

¢.5.4 FAU_SAR.3 Selectable audit review
¢.5.4.1 User application nates

Tlhis component is used to” specify that it should be possible to perform selection of the audit dqta to be
reviewed. If based on-mudltiple criteria, those criteria should be related together with logical (i.e. “and” or “or”)
relations, and the tools’should provide the ability to manipulate audit data (e.g. sort, filter).

¢.5.4.2 Operations

¢.5.4.2.1>.vSelection

:;I FAU_ SAR.3.1, the PP/ST author should select whether searches, sorting and/or ordering can be performed
tha TS

tHEe—To1
J

C.5.4.2.2 Assighment

In FAU_SAR.3.1, the PP/ST author should assign the criteria, possibly with logical relations, to be used to
select the audit data for review. The logical relations are intended to specify whether the operation can be on
an individual attribute or a collection of attributes. An example of this assignment could be: “application, user
account and/or location”. In this case the operation could be specified using any combination of the three
attributes: application, user account and location.
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C.6 Security audit event selection (FAU_SEL)
C.6.1 Application notes

The Security audit event selection family provides requirements related to the capabilities of identifying which
of the possible auditable events are to be audited. The auditable events are defined in the Security audit data
generation (FAU_GEN) family, but those events should be defined as being selectable in this component to
be audited.

This familyv-ensures-that-it-is- possible-to keep the audit-trail from-becoming-so-large that it becomes-useless
P4 g g I J !

by defining the appropriate granularity of the selected security audit events.
C.6.2 FAU_SEL.1 Selective audit

C.6.2.1 | User application notes

This component defines the criteria used for the selection of events to be audited. Those &riteria could permiit

inclusion| or exclusion of events from the set of auditable events, based on user attributes, subject attributes,
objects dttributes, or event types.

The exisfence of individual user identities is not assumed for this component. GFhiS allows for TOEs such as
routers that may not support the notion of users.

For a distributed environment, the host identity could be used as a selection criteria for events to be audited.

The marnfagement function FMT_MTD.1 Management of TSF data:will handle the rights of authorised users tpo
query or [modify the selections.

C.6.2.2 | Operations
C.6.2.2.1 Selection

In FAU_$EL.1.1, the PP/ST author should select whether the security attributes upon which audit selectivity is
based, if related to object identity, user identity,-subject identity, host identity, or event type.

C.6.2.2.32 Assignment

In FAU_BEL.1.1, the PP/ST author-should specify any additional attributes upon which audit selectivity
based. Iflthere are no additionalrules upon which audit selectivity is based, this assignment can be complete

with “norje”.

[®NN7))

C.7 Security audijt'event storage (FAU_STG)

C.7.1 Application notes

The Secprity.audit event storage family describes requirements for storing audit data for later use, including
requirements controlling the loss of audit information due to system failure, attack and/or exhaustion ¢f
storage space.

C.7.2 FAU_STG.1 Protected audit trail storage
C.7.2.1 User application notes
In a distributed environment, as the location of the audit trail is in the TSC, but not necessarily co-located with

the function generating the audit data, the PP/ST author could request authentication of the originator of the
audit record, or non-repudiation of the origin of the record prior storing this record in the audit trail.
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The TSF will protect the audit trail from unauthorised deletion and modification. It is noted that in some
systems the auditor (role) might not be authorised to delete the audit records for a certain period of time.

C.7.2.2 Operations
C.7.2.2.1 Selection

In FAU_STG.1.2, the PP/ST author should specify whether the TSF shall prevent or only be able to detect
modifications of the audit trail. Only one of these options may be chosen.

¢.7.3 FAU_STG.2 Guarantees of audit data availability
¢.7.3.1 User application notes

Tlhis component allows the PP/ST author to specify to which metrics the audit trail should-conform.

;I: a distributed environment, as the location of the audit trail is in the TSC, but notjnecessarily co-lochted with
the function generating the audit data, the PP/ST author could request authentication of the originajor of the
audit record, or non-repudiation of the origin of the record prior storing this recordin the audit trail.
¢.7.3.2 Operations
¢.7.3.2.1 Selection

IrI FAU_STG.2.2, the PP/ST author should specify whetherdhe/TSF shall prevent or only be able to detect
odifications of the audit trail. Only one of these options may_be chosen.

¢.7.3.2.2 Assignment

n FAU_STG.2.3, the PP/ST author should spegcify the metric that the TSF must ensure with respgct to the
udit trail. This metric limits the data loss by enumerating the number of records that must be kept, ol the time
nat records are guaranteed to be maintained. An example of the metric could be “100,000" indicating that
00,000 audit records can be stored.

P o Q

¢.7.3.2.3 Selection

aintain a defined amount-of_audit data. This condition can be any of the following: audit storage expaustion,
ilure, attack.

FAU_STG.2.3, the PP/ST author should specify the condition under which the TSF shall still bg able to
!
¢.7.4 FAU_STG-3\Action in case of possible audit data loss
¢.7.4.1 Usetzapplication notes

ts.

Tlhis component requires that actions will be taken when the audit trail exceeds certain pre-defined linj

¢.74.2 Operations

C.7.4.2.1 Assighment

In FAU_STG.3.1, the PP/ST author should indicate the pre-defined limit. If the management functions indicate
that this number might be changed by the authorised user, this value is the default value. The PP/ST author
might choose to let the authorised user define this limit. In that case the assignment can be for example “an
authorised user set limit”.

In FAU_STG.3.1, the PP/ST author should specify actions that should be taken in case of imminent audit
storage failure indicated by exceeding the threshold. Actions might include informing an authorised user.
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C.7.5 FAU_STG.4 Prevention of audit data loss

C.751

User application notes

This component specifies the behaviour of the TOE if the audit trail is full: either audit records are ignored, or

the TOE
how the
generate

is frozen such that no auditable events can take place. The requirement also states that no matter
requirement is instantiated, the authorised user with specific rights to this effect, can continue to
auditable events (actions). The reason is that otherwise the authorised user could not even reset the

system. Consideration should be given to the choice of the action to be taken by the TSF in the case of audit

storage exhaustion, as ignoring events, which provides better availability of the TOE, will also permit actions
to be pefformed without being recorded and without the user being accountable.

C.75.2

C.7.5.2.1
In FAU_
should p
when thq
C.7.5.2.2
In FAU_.

failure, s
failure, th

Operations

Selection
5TG.4.1, the PP/ST author should select whether the TSF shall ignore auditable actions, or whether jit
revent auditable actions from happening, or whether the oldest audit records-should be overwritten

TSF can no longer store audit records. Only one of these options may be chosen.

Assignment

D

5TG.4.1, the PP/ST author should specify other actions that should_be taken in case of audit storag
ch as informing the authorised user. If there is no other actiondo be taken in case of audit storag
is assignment can be completed with “none”.

D

136

© ISO/IEC 2005 - All rights reserved


https://standardsiso.com/api/?name=0318720e9b03887a7ca9c0404cb57788

ISO/IEC 15408-2:2005(E)

Annex D
(normative)

Class FCO: Communication

ThIS class describes requwements speC|f|caIIy of interest for TOEs that are used for the transport of
dlllllleb WIllIIII llllb lebb Uedl WIllI nort- lepuwduun

this class the concept of “information” is used. This information should be interpreted as the)obj¢ct being
mmunicated, and could contain an electronic mail message, a file, or a set of predefined attribute types.

the literature, the terms “proof of receipt” and “proof of origin” are commonly used\terms. Howgver it is
recognised that the term “proof” might be interpreted in a legal sense to imply a fornv.ofmathematical|rationale.
he components in this class interpret the de-facto use of the word “proof” in the context of “evidence|’ that the
T|SF demonstrates the non-repudiated transport of types of information.

Higure D.1 shows the decomposition of this class into its constituent components.
FCO_NRO: Non-repudiation of origin | 2
FCO_NRR: Non-repudiation of receipt | 2

Figure D.1 - FCO: Communication class decomposition

.1 Non-repudiation of origin (FCO _:NRO)
0.1.1 User notes

Non-repudiation of origin defines réquirements to provide evidence to users/subjects about the identjity of the
driginator of some information. The originator cannot successfully deny having sent the information|because
gvidence of origin (e.g. digitak-signature) provides evidence of the binding between the originator] and the
imformation sent. The recipient or a third party can verify the evidence of origin. This evidence shoujd not be
forgeable.

I{ the information or the' associated attributes are altered in any way, validation of the evidence of origin might
fail. Therefore a PP/ST author should consider including integrity requirements such as FDP_UIl.1 Data
gxchange integrity in the PP/ST.

non—repudiation there are several different roles involved, each of which could be combined in ong or more
proof of
. notary)

party such as an arblter

The PP/ST author must specify the conditions that must be met to be able to verify the validity of the evidence.
An example of a condition which could be specified is where the verification of evidence must occur within 24
hours. These conditions, therefore, allow the tailoring of the non-repudiation to legal requirements, such as
being able to provide evidence for several years.

In most cases, the identity of the recipient will be the identity of the user who received the transmission. In
some instances, the PP/ST author does not want the user identity to be exported. In that case the PP/ST
author must consider whether it is appropriate to include this class, or whether the identity of the transport
service provider or the identity of the host should be used.
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In addition to (or instead of) the user identity, a PP/ST author might be more concerned about the time the
information was transmitted. For example, requests for proposals must be transmitted before a certain date in
order to be considered. In such instances, these requirements can be customised to provide a timestamp
indication (time of origin).

D.1.2 FCO_NRO.1 Selective proof of origin

D.1.2.1 Operations

D.1.2.1. Assignment

In FCO_|NRO.1.1, the PP/ST author should fill in the types of information subject to the evidence of.erigi
function,|for example, electronic mail messages.

-

D.1.2.1.3 Selection
In FCO_NRO.1.1, the PP/ST author should specify the user/subject who can request evidence of origin.
D.1.2.1.3 Assignment

In FCO_|NRO.1.1, the PP/ST author, dependent on the selection, should specify’the third parties that cah
request ¢vidence of origin. A third party could be an arbiter, judge or legal body:

In FCO_NRO.1.2, the PP/ST author should fill in the list of the attributes-that shall be linked to the information:;
for example, originator identity, time of origin, and location of origin.

In FCO_NRO.1.2, the PP/ST author should fill in the list of information fields within the information over which
the attributes provide evidence of origin, such as the body of aimessage.

D.1.2.1.4 Selection

In FCO_NRO.1.3, the PP/ST author should specify the user/subject who can verify the evidence of origin.
D.1.2.1.§ Assignment

In FCO_|NRO.1.3, the PP/ST author should fill in the list of limitations under which the evidence can bg

verified. [For example the evidence _¢ah"only be verified within a 24 hour time interval. An assignment ¢
“immediate” or “indefinite” is acceptable.

—

In FCO_|NRO.1.3, the PP/SJ- ‘author, dependent on the selection, should specify the third parties that cah
verify thg evidence of origin.

D.1.3 FCO_NRO.2Enforced proof of origin
D.1.3.1 | Operations

D.1.3.1.1 ~ Assignment

In FCO_NRO.2.1, the PP/ST author should fill in the types of information subject to the evidence of origin
function, for example, electronic mail messages.

In FCO_NRO.2.2, the PP/ST author should fill in the list of the attributes that shall be linked to the information;
for example, originator identity, time of origin, and location of origin.

In FCO_NRO.2.2, the PP/ST author should fill in the list of information fields within the information over which
the attributes provide evidence of origin, such as the body of a message.
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D.1.3.1.2 Selection

In FCO_NRO.2.3, the PP/ST author should specify the user/subject who can verify the evidence of origin.
D.1.3.1.3 Assignment

In FCO_NRO.2.3, the PP/ST author should fill in the list of limitations under which the evidence can be

verified. For example the evidence can only be verified within a 24 hour time interval. An assignment of
“immediate” or “indefinite” is acceptable.

I FCO_NRO.2.3, the PP/ST author, dependent on the selection, should specify the third parties|that can
verify the evidence of origin. A third party could be an arbiter, judge or legal body.

.2 Non-repudiation of receipt (FCO_NRR)
0.2.1 User notes

Non-repudiation of receipt defines requirements to provide evidence to, other users/subjects |that the
formation was received by the recipient. The recipient cannot successfdlly deny having recdived the
formation because evidence of receipt (e.g. digital signature) provides evidence of the binding betyveen the
bcipient attributes and the information. The originator or a third party can verify the evidence of recgipt. This
vidence should not be forgeable.

Q= = =

{ should be noted that the provision of evidence that the information was received does not necessayily imply
pat the information was read or comprehended, but only delivered

—

{ the information or the associated attributes are altered*in‘any way, validation of the evidence of reg¢eipt with
pspect to the original information might fail. Therefere a PP/ST author should consider including| integrity
bquirements such as FDP_UIT.1 Data exchange integrity in the PP/ST.

[—

Ip non-repudiation, there are several different.roles involved, each of which could be combined in ong or more
subjects. The first role is a subject that requests evidence of receipt (only in FCO_NRR.1 Selectivg proof of
receipt). The second role is the recipient ‘and/or other subjects to which the evidence is provided, (e.g. a

otary). The third role is a subject.that requests verification of the evidence of receipt, for example, an
griginator or a third party such as af arbiter.

he PP/ST author must specify:the conditions that must be met to be able to verify the validity of the pvidence.
An example of a condition-which could be specified is where the verification of evidence must occur within 24
ours. These conditions;,, therefore, allow the tailoring of the non-repudiation to legal requirements,| such as
heing able to provideevidence for several years.

I most cases, the-identity of the recipient will be the identity of the user who received the transmission. In
some instancés;-the PP/ST author does not want the user identity to be exported. In that case, tHe PP/ST
author must, 'consider whether it is appropriate to include this class, or whether the identity of the fransport

rvice previder or the identity of the host should be used.

I addition to (or instead of) the user identity, a PP/ST author might be more concerned about the|time the
i g - received
before a certaln date in order to be conS|dered In such mstances these requwements can be custom|sed to
provide a timestamp indication (time of receipt).

D.2.2 FCO_NRR.1 Selective proof of receipt
D.2.2.1 Operations
D.2.2.1.1 Assignment

In FCO_NRR.1.1, the PP/ST author should fill in the types of information subject to the evidence of receipt
function, for example, electronic mail messages.
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D.2.2.1.2 Selection

In FCO_NRR.1.1, the PP/ST author should specify the user/subject who can request evidence of receipt.

D.2.2.1.3 Assignment

In FCO_NRR.1.1, the PP/ST author, dependent on the selection, should specify the third parties that can
reqguest evidence of receipt. A third party could be an arbiter, judge or legal body.

In FCO

NRR.1.2. the PP/ST author should fill in the list of the attributes that shall be linked to the information;

for exam

In FCO |
informati

D.2.2.1.4
In FCO_
D.2.2.1.5
In FCO_
For exan
“indefinit

In FCO |
verify the

D.2.3 F
D.2.3.1
D.2.3.1.1

In FCO |
function,

In FCO_
for exam

In FCO |
informati

D.2.3.1.9

In FCO_

ple, recipient identity, time of receipt, and location of receipt.

NRR.1.2, the PP/ST author should fill in the list of information fields with the fields within the
bn over which the attributes provide evidence of receipt, such as the body a message.

Selection

NRR.1.3, the PP/ST author should specify the user/subjects who can verify theevidence of receipt.
Assignment

NRR.1.3, the PP/ST author should fill in the list of limitations under which'the evidence can be verified.

ple the evidence can only be verified within a 24 hour time interval_’An assignment of “immediate” g
b” iS acceptable.

—

NRR.1.3, the PP/ST author, dependent on the selectiony should specify the third parties that cah
evidence of receipt.

CO_NRR.2 Enforced proof of receipt
Operations
Assignment

NRR.2.1, the PP/ST author should fill in the types of information subject to the evidence of receipt
for example electronic mail messages.

NRR.2.2, the PP/ST auther'should fill in the list of the attributes that shall be linked to the information;
ple, recipient identity, time-of receipt, and location of receipt.

NRR.2.2, the PR/STF author should fill in the list of information fields with the fields within the
pn over which the,attributes provide evidence of receipt, such as the body of a message.

Selection

NRR.2:3;, the PP/ST author should specify the user/subjects who can verify the evidence of receipt.

D.2.3.1.3

Aeqignmpnf

In FCO_NRR.2.3, the PP/ST author should fill in the list of limitations under which the evidence can be verified.
For example the evidence can only be verified within a 24 hour time interval. An assignment of “immediate” or
“indefinite” is acceptable.

In FCO_NRR.2.3, the PP/ST author, dependent on the selection, should specify the third parties that can
verify the evidence of receipt. A third party could be an arbiter, judge or legal body.
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Annex E
(normative)

Class FCS: Cryptographic support

Hor each cryptographic operation (such as digital signature, data encryption, key agreement, secl
gtc.) performed by the TOE, if any, the PR/ST author should select the FCS_COP.1 Cryptographic
gomponent.

dryptographic functionality may be\used to meet objectives specified in class FCO: Communicatio
families Data authentication (FBP_DAU), Stored data integrity (FDP_SDI), Inter-TSF user data confi
transfer protection (FDP_UGT); Inter-TSF user data integrity transfer protection (FDP_UIT), Specif
secrets (FIA_SOS), Usercauthentication (FIA_UAU), to meet a variety of objectives. In the case
cryptographic functionality .is used to meet objectives for other classes, the individual functional con
specify the objectives’that cryptographic functionality must satisfy. The objectives in class FCS: Cryp
support should be gsed when cryptographic functionality of the TOE is sought by consumers.

Higure E.1 shows the decomposition of this class into its constituent components.
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FCS_CKM: Cryptographic key management

FCS_COP: Cryptographic operation l

Figure E.1 - FCS: Cryptographic support class decomposition

E.1 Cryptographic key management (FCS_CKM)
E.1.1 User notes

Cryptogrpphic keys must be managed throughout their lifetime. The typical“events in the lifecycle of g
cryptographic key include (but are not limited to): generation, distribution, entry, ‘storage, access (e.g. backup,
escrow, qarchive, recovery) and destruction.

The inclysion of other stages is dependent on the key management‘strategy being implemented, as the TO
need nof be involved in all of the key life-cycle (e.g. the TOE may.only generate and distribute cryptograph
keys).

[@ L

This famlily is intended to support the cryptographic key lifeeycle and consequently defines requirements fq
the following activities: cryptographic key generation, cryptographic key distribution, cryptographic key acces
and cryptographic key destruction. This family should.lbe included whenever there are functional requirement
for the management of cryptographic keys.

n n =

If Securify audit data generation (FAU_GEN).Security Audit Data Generation is included in the PP/ST then, in
the contgxt of the events being audited:

a) The|object attributes may include the assigned user for the cryptographic key, the user role, the
cryptographic operation that the-cryptographic key is to be used for, the cryptographic key identifier and
the ¢ryptographic key validity period.

b) Thelobject value may’inelude the values of cryptographic key(s) and parameters excluding any sensitive
infofmation (such as sécret or private cryptographic keys).

E.1.2 FCS_CKM.1 Cryptographic key generation
E.1.2.1 User application notes

This component requires the cryptographic key sizes and method used to generate cryptographic keys to be
specified, this can be in accordance with an assigned standard. It should be used to specify the cryptographic
key sizes and the method (e.g. algorithm) used to generate the cryptographic keys. Only one instance of the
component is needed for the same method and multiple key sizes. The key size could be common or different
for the various entities, and could be either the input to or the output from the method.
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E.1.2.2 Operations
E.1.2.2.1 Assignment
In FCS_CKM.1.1, the PP/ST author should specify the cryptographic key generation algorithm to be used.

In FCS_CKM.1.1, the PP/ST author should specify the cryptographic key sizes to be used. The key sizes
specified should be appropriate for the algorithm and its intended use.

enerate cryptographlc keys. The assigned standard may comprise none, one or more actual-gtandards
ublications, for example, from international, national, industry or organisational standards.

.1.3 FCS_CKM.2 Cryptographic key distribution
.1.3.1 User application notes

his component requires the method used to distribute cryptographic keys to~be specified, this dan be in
accordance with an assigned standard.

H.1.3.2 Operations
H.1.3.2.1 Assignment

In FCS_CKM.2.1, the PP/ST author should specify the cryptographic key distribution method to be usgd.

11

In FCS_CKM.2.1, the PP/ST author should specify the assigned standard that documents the methodl used to
distribute cryptographic keys. The assigned standard’may comprise none, one or more actual gtandards
publications, for example, from international, national,industry or organisational standards.
B.1.4 FCS_CKM.3 Cryptographic key aceess

H.1.4.1 User application notes

Tlhis component requires the method used to access cryptographic keys be specified, this c@an be in
accordance with an assigned standard.

H.1.4.2 Operations
H1.4.2.1 Assignment
I FCS_CKM.3¢)y'the PP/ST author should specify the type of cryptographic key access beihg used.

Hxamples of types of cryptographic key access include (but are not limited to) cryptographic key| backup,
ryptographic/key archival, cryptographic key escrow and cryptographic key recovery.

(@]

In FCS>EKM.3.1, the PP/ST author should specify the cryptographic key access method to be used.

access cryptographlc keys The assigned standard may comprlse none, one or more actual standards
publications, for example, from international, national, industry or organisational standards.

E.1.5 FCS_CKM.4 Cryptographic key destruction
E.1.5.1 User application notes

This component requires the method used to destroy cryptographic keys be specified, this can be in
accordance with an assigned standard.
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E.1.5.2 Operations
E.1.5.2.1 Assignment

In FCS_CKM.4.1, the PP/ST author should specify the key destruction method to be used to destroy
cryptographic keys.

In FCS_CKM.4.1, the PP/ST author should specify the assigned standard that documents the method used to
destroy cryptographic keys. The assigned standard may comprise none, one or more actual standards
publications, for example, from international, national, industry or organisational standards.

E.2 Cryptographic operation (FCS_COP)
E.2.1 User notes
A cryptographic operation may have cryptographic mode(s) of operation associated with it./f\this is the cas¢

then the [cryptographic mode(s) must be specified. Examples of cryptographic modes of operation are ciphg
block chaining, output feedback mode, electronic code book mode, and cipher feedback mode.

=

Cryptogrpphic operations may be used to support one or more TOE security services. The Cryptograph
operation (FCS_COP) component may need to be iterated more than once depénding on:

[¢]

a) the liser application for which the security service is being used.
b) the lise of different cryptographic algorithms and/or cryptographickey sizes.

c) the type or sensitivity of the data being operated on.

-

If Security audit data generation (FAU_GEN) Security audit'data generation is included in the PP/ST then, |
the contgxt of the cryptographic operation events being audited:

a) The|types of cryptographic operation may,(include digital signature generation and/or verification,
cryptographic checksum generation for «integrity and/or for verification of checksum, secure hash
(megsage digest) computation, data encryption and/or decryption, cryptographic key encryption and/q
deciyption, cryptographic key agreement and random number generation.

=

b) Thelsubject attributes may include subject role(s) and user(s) associated with the subject.

O

c) The|object attributes may include the assigned user for the cryptographic key, user role, cryptograph
opefation the cryptographic-key is to be used for, cryptographic key identifier, and the cryptographic ke
validity period.

<

E.2.2 HCS_COP.1 E€ryptographic operation

E.2.2.1 | User application notes

This conppornent requires the cryptographic algorithm and key size used to perform specified cryptograph
operatiorsywhichrcambe basedomanmassigned-standard:

[g]

E.2.2.2 Operations
E.2.2.2.1 Assignment

In FCS_COP.1.1, the PP/ST author should specify the cryptographic operations being performed. Typical
cryptographic operations include digital signature generation and/or verification, cryptographic checksum
generation for integrity and/or for verification of checksum, secure hash (message digest) computation, data
encryption and/or decryption, cryptographic key encryption and/or decryption, cryptographic key agreement
and random number generation. The cryptographic operation may be performed on user data or TSF data.
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In FCS_COP.1.1, the PP/ST author should specify the cryptographic algorithm to be used. Typical
cryptographic algorithms include, but are not limited to, DES, RSA and IDEA.

In FCS_COP.1.1, the PP/ST author should specify the cryptographic key sizes to be used. The key sizes
specified should be appropriate for the algorithm and its intended use.

In FCS_COP.1.1, the PP/ST author should specify the assigned standard that documents how the identified
cryptographic operation(s) are performed. The assigned standard may comprise none, one or more actual
standards publications, for example, from international, national, industry or organisational standards.
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Annex F
(normative)

Class FDP: User data protection

This class contains famllles specifying requwements for TOE secunty functlons and TOE security functlon
policies e
specifies| components to protect user data FIA specifies components to protect attrlbutes associated with th
user, andl FPT specifies components to protect TSF information.

The clags does not contain explicit requirements for traditional Mandatory Access Controls, (MAC) ar
traditiongl Discretionary Access Controls (DAC); however, such requirements may be constructed using
compongnts from this class.

FDP: Uskr data protection does not explicitly deal with confidentiality, integrity, or availability, as all three are
most often intertwined in the policy and mechanisms. However, the TOE security {policy must adequately
cover thgse three objectives in the PP/ST.

A final agpect of this class is that it specifies access control in terms of “operations”. An operation is defined as
a specific type of access on a specific object. It depends on the level of-abstraction of the PP/ST authagr
whether [these operations are described as “read” and/or “write” operations, or as more complex operations
such as fupdate the database”.

The accpss control policies are policies that control access to”the information container. The attribute
represent attributes of the container. Once the information s“out of the container, the accessor is free tp
modify that information, including writing the information into-a different container with different attributes. Bj
contrast,| an information flow policies controls access to-the information, independent of the container. The
attributeg of the information, which may be associated with the attributes of the container (or may not, as i
the case| of a multi-level database) stay with the information as it moves. The accessor does not have the
ability, infthe absence of an explicit authorisation;_to’change the attributes of the information.

This clags is not meant to be a complete taxonomy of IT access policies, as others can be imagined. Those
policies included here are simply thosewfor- which current experience with actual systems provides a basis fq
specifying requirements. There may beother forms of intent that are not captured in the definitions here.

For example, one could imagine a goal of having user-imposed (and user-defined) controls on informatio
flow (e.d. an automated implementation of the NO FOREIGN handling caveat). Such concepts could be
handled ps refinements of;orextensions to the FDP: User data protection components.

Finally, it is important\when looking at the components in FDP: User data protection to remember that thesg
compongnts are requirements for functions that may be implemented by a mechanism that also serves qr
could seyve anether purpose. For example, it is possible to build an access control policy (Access contrl
policy (FPP_ACCE)) that uses labels (FDP_IFF.1 Simple security attributes) as the basis of the access contr
mechanism.

A TOE security policy may encompass many security function policies (SFPs), each to be identified by the two
policy oriented components Access control policy (FDP_ACC), and Information flow control policy (FDP_IFC).
These policies will typically take confidentiality, integrity, and availability aspects into consideration as required,
to satisfy the TOE requirements. Care should be taken to ensure that all objects are covered by at least one
SFP and that there are no conflicts arising from implementing the multiple SFPs.

When building a PP/ST using components from the FDP: User data protection class, the following information
provides guidance on where to look and what to select from the class.

The requirements in the FDP: User data protection class are defined in terms of a security function
(abbreviated SF) that will implement a SFP. Since a TOE may implement multiple SFPs simultaneously, the
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PP/ST author must specify the name for each SFP, so it can be referenced in other families. This name will
then be used in each component selected to indicate that it is being used as part of the definition of
requirements for that function. This allows the author to easily indicate the scope for operations such as
objects covered, operations covered, authorised users, etc.

Each instantiation of a component can apply to only one SFP. Therefore if an SFP is specified in a component
then this SFP will apply to all the elements in this component. The components may be instantiated multiple
times within a PP/ST to account for different policies if so desired.

The key to selecting components from this family is to have a well defined TOE security policy to enable

roper selection of the components from the two policy components; Access control policy (FDP.A
Ipformation flow control policy (FDP_IFC). In Access control policy (FDP_ACC) and Information flo
olicy (FDP_IFC) respectively, all access control policies and all information flow control policies are
urthermore the scope of control of these components in terms of the subjects, objects -and o

vered by this security function. The names of these policies are meant to be used throgghout the r

the functional components that have an operation that calls for an assignment oryselection of an
ntrol SFP” or an “information flow control SFP”. The rules that define the functignality of the name
ntrol and information flow control SFPs will be defined in the Access control functions (FDP_A

Ipformation flow control functions (FDP_IFF) families (respectively).

he following steps are guidance on how this class is applied in the construction of a PP/ST:

Identify the policies to be enforced from the Access control policy (FDP_ACC), and Informg
control policy (FDP_IFC) families. These families define s€éope of control for the policy, gran
control and may identify some rules to go with the policy.

Identify the components and perform any applicable operations in the policy compone
assignment operations may be performed generally (such as with a statement “All files”) or s
(“The files “A”, “B”, etc.) depending upon the level of detail known.

Identify any applicable function components from the Access control functions (FDP_A
Information flow control functions (FDP_IFF) families to address the named policy families fron
control policy (FDP_ACC) and Informatien flow control policy (FDP_IFC). Perform the operations
the components define the rules to-be enforced by the named policies. This should make the con
fit the requirements of the selected-function envisioned or to be built.

Identify who will have the ability to control and change security attributes under the function, suc
a security administrator{ only the owner of the object, etc. Select the appropriate components fr
Security management and perform the operations. Refinements may be useful here to identify
features, such as that some or all changes must be done via trusted path.

Identify any,_appropriate components from the FMT: Security management for initial values
objects and 'subjects.

Identify any applicable rollback components from the Rollback (FDP_ROL) family.

f[dentify any applicable residual information protection requirements from the Residual inf
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protection (FDP_RIP) family.

Identify any applicable import or export components, and how security attributes should be

handled

during import and export, from the Import from outside TSF control (FDP_ITC) and Export to outside TSF

control (FDP_ETC) families.

Identify any applicable internal TOE communication components from the Internal TOE
(FDP_ITT) family.

Identify any requirements for integrity protection of stored information from the Stored data
(FDP_SDI).
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k)

Figu

148

Identify any applicable inter-TSF communication components from the Inter-TSF user data confidentiality
transfer protection (FDP_UCT) or Inter-TSF user data integrity transfer protection (FDP_UIT) families.

re F.1 shows the decomposition of this class into its constituent components.
FDP_ACC: Access control policy l 2
FDP_ACF: Access control functions |
FDP_DAU: Data authentication | 2
l
FDP ETC: Export to outside TSF control
2
FDP_IFC: Information flow control policy l 2
l 2
FDP_IFF: Information flow control functions 3 4 5
6
l
FDP_ITC: Import from outside TSF-eontrol ] 5
l 2
FDP _ITT: lntemal TOE transfer <
3 4
FDP,\RIP: Residual information protection l 2
FDP_ROL: Rollback L 2
FDP_SDI: Stored data integrity | 2
FDP_UCT: Inter-TSF user data confidentiality transfer ~ protection |
l
FDP_UIT: Inter-TSF user data integrity transfer protection
2 3

Figure F.1 - FDP: User data protection class decompaosition
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F.1 Access control policy (FDP_ACC)
F.1.1 User notes

This family is based upon the concept of arbitrary controls on the interaction of subjects and objects. The
scope and purpose of the controls is based upon the attributes of the accessor (subject), the attributes of the
container being accessed (object), the actions (operations) and any associated access control rules.

The components in th|s family are capable of |dent|fy|ng the access control SFPs (by name) to be enforced by
_ S L . biects and
peratlons that are covered by |dent|f|ed access control SFPs The rules that deflne the functlona ity of an
access control SFP will be defined by other families, such as Access control functions (FRBR> ACF) and
Residual information protection (FDP_RIP). The names of the access control SFPs defined in|Accegs control
policy (FDP_ACC) are meant to be used throughout the remainder of the functional components thaf have an
dperation that calls for an assignment or selection of an “access control SFP.”

he access control SFP covers a set of triplets: subject, object, and operations. Therefore a subjeg¢t can be
covered by multiple access control SFPs but only with respect to a different operation or a different gbject. Of
course the same applies to objects and operations.

A critical aspect of an access control function that enforces an accessccontrol SFP is the ability forfusers to
odify the attributes involved in access control decisions. The Access eontrol policy (FDP_ACC) farhily does
ot address these aspects. Some of these requirements are left undefined, but can be added as refipements,
hile others are covered elsewhere in other families and classes-such as FMT: Security management.

here are no audit requirements in Access control policy {(RDP_ACC) as this family specifies accegs control
JFP requirements. Audit requirements will be found incfamilies specifying functions to satisfy th¢ access
control SFPs identified in this family.

his family provides a PP/ST author the capability to specify several policies, for example, a fixefl access
control SFP to be applied to one scope of control, and a flexible access control SFP to be defined for a
different scope of control. To specify more-than one access control policy, the components from this family
cgan be iterated multiple times in a _PP/ST to different subsets of operations and objects. [This will
accommodate TOESs that contain multiple policies, each addressing a particular set of operations and objects.
In other words, the PP/ST author shauld specify the required information in the ACC component fof each of
the access control SFPs that the TSF will enforce. For example, a TOE incorporating three accegs control
SFPs, each covering only a subset of the objects, subjects, and operations within the TOE, will coftain one
HDP_ACC.1 Subset access. control component for each of the three access control SFPs, necesgitating a
total of three FDP_ACC.1 Subset access control components.

H.1.2 FDP_ACC.LSubset access control
H.1.2.1 Usefapplication notes

Tlhe terms abject and subject refer to generic elements in the TOE. For a policy to be implementgble, the
gntitiessmust be clearly identified. For a PP, the objects and operations might be expressed as types|such as:

napied 'objects, data repositories, observe accesses, etc. For a specific system these generic terms|(subject,
bject) must be refined, e.q. files, registers, ports, daemons, open calls, etc

This component specifies that the policy cover some well-defined set of operations on some subset of the
objects. It places no constraints on any operations outside the set - including operations on objects for which
other operations are controlled.

F.1.2.2 Operations

F.1.2.2.1 Assignment

In FDP_ACC.1.1, the PP/ST author should specify a uniquely hamed access control SFP to be enforced by
the TSF.
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In FDP_ACC.1.1, the PP/ST author should specify the list of subjects, objects, and operations among subjects
and objects covered by the SFP.

F13 F

F.1.3.1

DP_ACC.2 Complete access control

User application notes

This component requires that all possible operations on objects, that are included in the SFP, are covered by
an access control SFP.

The PP/
control S

F.1.3.2
F.1.3.2.1

In FDP_
the TSF.

In FDP_

F.2 A
F.2.1 U

This fam
Access ¢

This fam
system
which is
PP/ST a
Such exq

There ar
rules fo
mechani
A variety]

e AccH

e Timsg

BT author must demonstrate that each combination of objects and subjects is covered by an acees
FP.

Operations
Assignment

N\CC.2.1, the PP/ST author should specify a uniquely named access control SFP to be enforced b

ccess control functions (FDP_ACF)
ser notes

ly describes the rules for the specific functions that.can implement an access control policy named i
ontrol policy (FDP_ACC) which also specifies the scope of control of the policy.

ily provides a PP/ST author the capability tel\describe the rules for access control. This results in

Vhere the access to objects will not change) An example of such an object is “Message of the Day

readable by all, and changeable only iy the authorised administrator. This family also provides th

eptions would either explicitly allow_or deny authorisation to access an object.

e no explicit components te~specify other possible functions such as two-person control, sequenc
operations, or exclusion~controls. However, these mechanisms, as well as traditional DA

of acceptable access control SFs may be specified in this family such as:

ss control lists.(ACLS)

-basedsaecess control specifications

ACC.2.1, the PP/ST author should specify the list of subjects and ohjects covered by the SFP. All
operatiofis among those subjects and objects will be covered by the SFP.

ithor with the ability to describe rules.that provide for exceptions to the general access control rules.

EMs, can be represented with the existing components, by careful drafting of the access control ruleq.

(2]

- D -

@D

D

)

e Oirig

ntbased access control specifications

e Own

F.22 F

F.2.2.1

er-controlled access control attributes
DP_ACF.1 Security attribute based access control

User application notes

This component provides requirements for a mechanism that mediates access control based on security
attributes associated with subjects and objects. Each object and subject has a set of associated attributes,
such as location, time of creation, access rights (e.g., Access Control Lists (ACLS)). This component allows
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the PP/ST author to specify the attributes that will be used for the access control mediation. This component
allows access control rules, using these attributes, to be specified.

Examples of the attributes that a PP/ST author might assign are presented in the following paragraphs.
An identity attribute may be associated with users, subjects, or objects to be used for mediation. Examples of
such attributes might be the name of the program image used in the creation of the subject, or a security

attribute assigned to the program image.

A time attribute can be used to specify that access will be authorised during certain times of the day, during
rtain days of the week, or during a certain calendar year.

location attribute could specify whether the location is the location of the request for th€) epergtion, the
Ipcation where the operation will be carried out, or both. It could be based upon internal tables to trarslate the
Ipgical interfaces of the TSF into locations such as through terminal locations, CPU locations, etc.

grouping attribute allows a single group of users to be associated with an operation for the purposes of
ccess control. If required, the refinement operation should be used to speeify the maximum némber of
efinable groups, the maximum membership of a group, and the maximum ndmber of groups to whi¢h a user
n concurrently be associated.

his component also provides requirements for the access control seeufity functions to be able to|explicitly
uthorise or deny access to an object based upon security attributesyThis could be used to provide privilege,
ccess rights, or access authorisations within the TOE. Such privileges, rights, or authorisations could apply to
sers, subjects (representing users or applications), and objects.

.2.2.2 Operations
.2.2.2.1 Assignment
FDP_ACF.1.1, the PP/ST author should specify an access control SFP name that the TSF is to| enforce.

he name of the access control SFP, and the scope of control for that policy are defined in compongnts from
ccess control policy (FDP_ACC).

FDP_ACF.1.1, the PP/ST author;should specify, for each controlled subject and object, the| security
tributes and/or named groups of security attributes that the function will use in the specification of fhe rules.
or example, such attributes<may be things such as the user identity, subject identity, role, timg of day,
Ipcation, ACLs, or any other{attribute specified by the PP/ST author. Named groups of security attriqutes can
e specified to provide a.convenient means to refer to multiple security attributes. Named groups could
rovide a useful way t@ associate “roles” defined in Security management roles (FMT_SMR), and aJl of their
relevant attributes, with)subjects. In other words, each role could relate to a named group of attributes.

FDP_ACF.k2the PP/ST author should specify the SFP rules governing access among controlled subjects
nd controlled-objects using controlled operations on controlled objects. These rules specify when access is
ranted aor.denied. It can specify general access control functions (e.g. typical permission bits) or|granular
ccess.control functions (e.g. ACLSs).

FDP_ACF.1.3, the PP/ST author should specify the rules, based on security attributes, that |explicitly
authorise access of subjects to objects that will be used to explicitly authorise access. These rules are in
addition to those specified in FDP_ACF.1.1. They are included in FDP_ACF.1.3 as they are intended to
contain exceptions to the rules in FDP_ACF.1.1. An example of rules to explicitly authorise access is based
on a privilege vector associated with a subject that always grants access to objects covered by the access
control SFP that has been specified. If such a capability is not desired, then the PP/ST author should specify
“none”.

In FDP_ACF.1.4, the PP/ST author should specify the rules, based on security attributes, that explicitly deny
access of subjects to objects. These rules are in addition to those specified in FDP_ACF.1.1. They are
included in FDP_ACF.1.4 as they are intended to contain exceptions to the rules in FDP_ACF.1.1. An
example of rules to explicitly deny access is based on a privilege vector associated with a subject that always
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denies access to objects covered by the access control SFP that has been specified. If such a capability is not
desired, then the PP/ST author should specify “none”.

F.3 Data authentication (FDP_DAU)
F.3.1 User notes

This family describes specific functions that can be used to authenticate “static” data.

v

ata is to be signed but not mitted. (Note that Non-repud igin (FCO_NRO) Y
provides|for non-repudiation of origin of information received during a data exchange.)

F.3.2 FDP_DAU.1 Basic Data Authentication
F.3.2.1 | User application notes
This conpponent may be satisfied by one-way hash functions (cryptographic checksum, fingerprint, messag

digest), fo generate a hash value for a definitive document that may be used as verifieation of the validity g
authentigity of its information content.

= O

F.3.2.2 | Operations
F.3.2.2.1] Assignment

In FDP_PAU.1.1, the PP/ST author should specify the list of objects or information types for which the TSF
shall be ¢apable of generating data authentication evidence.

In FDP_PAU.1.2, the PP/ST author should specify the list of subjects that will have the ability to verify datpa
authentigation evidence for the objects identified in thesprevious element. The list of subjects could be verny

specific, [if the subjects are known, or it could be mare generic and refer to a “type” of subject such as ah
identified role.

F.3.3 FDP_DAU.2 Data Authenticationwith Identity of Guarantor

F.3.3.1 | User application notes

=

This component additionally requifesthe ability to verify the identity of the user that provided the guarantee ¢
authentigity (e.g. a trusted third/party).

F.3.3.2 | Operations
F.3.3.2.1] Assignment

In FDP_PAU.2:4;"the PP/ST author should specify the list of objects or information types for which the TSF
shall be ¢apable of generating data authentication evidence.

In FDP_DAUZZThe PP/ST author should Specity the 1ist 01 Subjects that will have the ability 10 verily data
authentication evidence for the objects identified in the previous element as well as the identity of the user that
created the data authentication evidence.

F.4 Export to outside TSF control (FDP_ETC)
F.4.1 User notes

This family defines functions for exporting user data from the TOE such that its security attributes either can
be explicitly preserved or can be ignored once it has been exported. Consistency of these security attributes
are addressed by Inter-TSF TSF data consistency (FPT_TDC).
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Export to outside TSF control (FDP_ETC) is concerned with limitations on export and association of security
attributes with the exported user data.

This family, and the corresponding Import family Import from outside TSF control (FDP_ITC), address how the
TOE deals with user data transferred into and outside its control. In principle this family is concerned with the
export of user data and its related security attributes.

A variety of activities might be involved here:

a) _exporting of user data without any security attributes;

b) exporting user data including security attributes where the two are associated with one angthef and the
security attributes unambiguously represent the exported user data.

I{ there are multiple SFPs (access control and/or information flow control) then it may be‘@ppropriate to iterate
these components once for each named SFP.

R.4.2 FDP_ETC.1 Export of user data without security attributes

H.4.2.1 User application notes

Tlhis component is used to specify the export of user data without the @xport of its security attributes.
H.4.2.2 Operations

H.4.2.2.1 Assignment

FDP_ETC.1.1, the PP/ST author should specify theZaccess control SFP(s) and/or information floyw control
FP(s) that will be enforced when exporting user data. The user data that this function exports is sgoped by
the assignment of these SFPs.

.4.3 FDP_ETC.2 Export of user data-with security attributes

.4.3.1 User application notes

he user data is exported together with its security attributes. The security attributes are unamibiguously
ssociated with the user dataSThere are several ways of achieving this association. One way that th|s can be
chieved is by physically eollacating the user data and the security attributes (e.g. the same flopgy), or by
sing cryptographic technigues such as secure signatures to associate the attributes and the user dgta. Inter-
SF trusted channel {FTP_ITC) could be used to assure that the attributes are correctly received at the other
tfusted IT product-while Inter-TSF TSF data consistency (FPT_TDC) can be used to make sure that those
tributes are preperly interpreted. Furthermore, Trusted path (FTP_TRP) could be used to make sur¢ that the
port is beinghitiated by the proper user.

.4.3.2 “Operations

4321 Assighment

In FDP_ETC.2.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) that will be enforced when exporting user data. The user data that this function exports is scoped by
the assignment of these SFPs.

In FDP_ETC.2.4, the PP/ST author should specify any additional exportation control rules or “none” if there

are no additional exportation control rules. These rules will be enforced by the TSF in addition to the access
control SFPs and/or information flow control SFPs selected in FDP_ETC.2.1.
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F.5 Information flow control policy (FDP_IFC)
F.5.1 User notes

This family covers the identification of information flow control SFPs; and, for each, specifies the scope of
control of the SFP.

Examples of security policies that might satisfy this objective are:

e Bell;

e Biballntegrity model [2];
e Non{interference [5], [6].

The components in this family are capable of identifying the information flow control SFPs¢0o’be enforced
the tradifional Mandatory Access Control mechanisms that would be found in a TOEHowever, they gp
beyond |ust the traditional MAC mechanisms and can be used to identify and describe non-interference
policies and state-transitions. It further defines the subjects under control of the policyythe information undegr
control of the policy, and operations which cause controlled information to flow to@nd from controlled subject
for each [nformation flow control SFP in the TOE. The functionality that defines the rules of an information flo
control $FP will be defined by other families such as Information flow control functions (FDP_IFF) and
Residual information protection (FDP_RIP). The information flow control SFPs named here in Information flo
control policy (FDP_IFC) are meant to be used throughout the remaindér of the functional components that
have an pperation that calls for an assignment or selection of an “infotmadtion flow control SFP.”

These components are quite flexible. They allow the domain of\flow control to be specified and there is np
requirement that the mechanism be based upon labels. The different elements of the information flow contrgl
compongnts also permit different degrees of exception to the-policy.

Each SHP covers a set of triplets: subject, information; and operations that cause information to flow to and
from subjects. Some information flow control policies may be at a very low level of detail and explicitl
describe|subjects in terms of processes within an”operating system. Other information flow control policig
may be pt a high level and describe subjectstin the generic sense of users or input/output channels. If the

the information_flow

An access control SFP controls access to the objects that contain information. An information flow control SFP
controls access to the information, independent of its container. The attributes of the information, which may
be associated with the attributes of the container (or may not, as in the case of a multi-level database) stay
with the information as it flows. The accessor does not have the ability, in the absence of an explicit
authorisation, to change the attributes of the information.

Information flows and operations can be expressed at multiple levels. In the case of a ST, the information
flows and operations might be specified at a system-specific level: TCP/IP packets flowing through a firewall
based upon known IP addresses. For a PP, the information flows and operations might be expressed as
types: email, data repositories, observe accesses, etc.
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The components in this family can be applied multiple times in a PP/ST to different subsets of operations and
objects. This will accommodate TOEs that contain multiple policies, each addressing a particular set of objects,
subjects, and operations.

F.5.2 FDP_IFC.1 Subset information flow control

F.5.2.1 User application notes

This component requires that an information flow control policy apply to a subset of the possible operations in
the TOE

H.5.2.2 Operations
H.5.2.2.1 Assignment

In FDP_IFC.1.1, the PP/ST author should specify a uniquely named information flow control SFP to be
gnforced by the TSF.

In FDP_IFC.1.1, the PP/ST author should specify the list of subjects, informatien; and operations which cause
controlled information to flow to and from controlled subjects covered by, the*SFP. As mentioned alpove, the
list of subjects could be at various levels of detail depending on the/needs of the PP/ST author] It could
gpecify users, machines, or processes for example. Information could refer to data such as email of network
grotocols, or more specific objects similar to those specified under an access control policy. If the information
that is specified is contained within an object that is subject to andccess control policy, then both thg access
control policy and information flow control policy must be enferced before the specified information cpuld flow
to or from the object.

H.5.3 FDP_IFC.2 Complete information flow cantrol
H.5.3.1 User application notes

his component requires that all possible-operations that cause information to flow to and from|subjects
imcluded in the SFP, are covered by an information flow control SFP.

he PP/ST author must demonstrate that each combination of information flows and subjects is covelled by an
imformation flow control SFP.

H.5.3.2 Operations
H.5.3.2.1 Assignment

In FDP_IFC.2.1;the PP/ST author should specify a uniquely named information flow control SEP to be
anforced by the’TSF.

I FDP_IFC.2.1, the PP/ST author should specify the list of subjects and information that will be covered by
i i SFP. As
e PP/ST
such as
emall or network protocols or more specific objects S|m|Iar to those specified under an access control policy.
If the information that is specified is contained within an object that is subject to an access control policy, then
both the access control policy and information flow control policy must be enforced before the specified
information could flow to or from the object.

F.6 Information flow control functions (FDP_IFF)
F.6.1 User notes
This family describes the rules for the specific functions that can implement the information flow control SFPs

named in Information flow control policy (FDP_IFC), which also specifies the scope of control of the policies. It
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consists of two “trees:” one addressing the common information flow control function issues, and a second
addressing illicit information flows (i.e. covert channels) with respect to one or more information flow control
SFPs. This division arises because the issues concerning illicit information flows are, in some sense,
orthogonal to the rest of an SFP. lllicit information flows are flows in violation of policy; thus they are not a
policy issue.

In order to implement strong protection against disclosure or modification in the face of untrusted software,
controls on information flow are required. Access controls alone are not sufficient because they only control
access to containers, allowing the information they contain to flow, without controls, throughout a system.

In this fgmily, the phrase “types of illicit information flows” is used. This phrase may be used to refer tosth
categorigation of flows as “Storage Channels” or “Timing Channels”, or it can refer to improved categorisation
reflectivg of the needs of a PP/ST author.

o O

The flexipility of these components allows the definition of a privilege policy within FDP_IFF.1 Simple securit
attributes and FDP_IFF.2 Hierarchical security attributes to allow the controlled bypass ofnall or part of
particulaf SFP. If there is a need for a predefined approach to SFP bypass, the PP/ST authernshould conside
incorporating a privilege policy.

D]

=

F.6.2 FDP_IFF.1 Simple security attributes
F.6.2.1 | User application notes

This conjponent requires security attributes on information, and on subjeGts that cause that information to flo
and subljects that act as recipients of that information. The attributes,of the containers of the informatio
should al|so be considered if it is desired that they should play a part in information flow control decisions or
they are|covered by an access control policy. This component specifies the key rules that are enforced, an
describef how security attributes are derived. For example, this,component should be used when at least on
of the infprmation flow control SFPs in the TSP is based onabels as defined in the Bell and LaPadula securit
policy model [1], but these security attributes do not form a‘hierarchy.

< OO x-S

This component does not specify the details of how.a security attribute is assigned (i.e. user versus process).
Flexibility in policy is provided by having assignments that allow specification of additional policy and functio
requirements, as necessary.

-

This conpponent also provides requirements for the information flow control functions to be able to explicitly
authoris@ and deny an information flew~based upon security attributes. This could be used to implement g
privilege|policy that covers exceptions)to the basic policy defined in this component.

F.6.2.2 | Operations

F.6.2.2.1 Assignment

In FDP_IFF.1.1, the'\PP/ST author should specify the information flow control SFPs enforced by the TSF. The

name of|the information flow control SFP, and the scope of control for that policy are defined in component
from Infgrmatien-flow control policy (FDP_IFC).

[

In FDP_JFEJL.1, the PP/ST author should specify, for each type of controlled subject and information, the
security attributes that are relevant to the specification of the SFP rules. For example, such security attributes
may be things such the subject identifier, subject sensitivity label, subject clearance label, information
sensitivity label, etc. The types of security attributes should be sufficient to support the environmental needs.

In FDP_IFF.1.2, the PP/ST author should specify for each operation, the security attribute-based relationship
that must hold between subject and information security attributes that the TSF will enforce.

In FDP_IFF.1.3, the PP/ST author should s pecify any additional information flow control SFP rules that the
TSF is to enforce. If there are no additional rules then the PP/ST author should specify “none”.
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In FDP_IFF.1.4, the PP/ST author should specify any additional SFP capabilities that the TSF is to provide. If
there are no additional capabilities then the PP/ST author should specify “none”.

In FDP_IFF.1.5, the PP/ST author should specify the rules, based on security attributes, that explicitly
authorise information flows. These rules are in addition to those specified in the preceding elements. They are
included in FDP_IFF.1.5 as they are intended to contain exceptions to the rules in the preceding elements. An
example of rules to explicitly authorise information flows is based on a privilege vector associated with a
subject that always grants the subject the ability to cause an information flow for information that is covered by
the SFP that has been specified. If such a capability is not desired, then the PP/ST author should specify
“none”.

In FDP_IFF.1.6, the PP/ST author should specify the rules, based on security attributes, that expligitly deny
imformation flows. These rules are in addition to those specified in the preceding elements. They’are|included
im FDP_IFF.1.6 as they are intended to contain exceptions to the rules in the preceding elements. An|lexample
rules to explicitly authorise information flows is based on a privilege vector associated;with a subject that
Iways denies the subject the ability to cause an information flow for information that.is)covered by|the SFP
that has been specified. If such a capability is not desired, then the PP/ST author should specify “nong”.

H.6.3 FDP_IFF.2 Hierarchical security attributes
H.6.3.1 User application notes

'I]‘his component requires that all information flow control SFPs in theyTSP use hierarchical security attributes
that form a lattice.

Hor example, it should be used when at least one of the infermation flow control SFPs in the TSP is based on
labels as defined in the Bell and LaPadula security policy.model [1] and form a hierarchy.

I{ is important to note that the hierarchical relationship.requirements identified in FDP_IFF.2.5 need oply apply
tp the information flow control security attributes forithe information flow control SFPs that have been |dentified
im FDP_IFF.2.1. This component is not meant to@apply to other SFPs such as access control SFPs.

Liike the preceding component, this component could also be used to implement a privilege policy that covers
iles that allow for the explicit authorisation or denial of information flows.

=

l{ it is the case that multiple information flow control SFPs are to be specified, and that each of these EFPs will
have their own security attributes-that are not related to one another, then the PP/ST author should itgrate this
omponent once for each of those SFPs. Otherwise a conflict might arise with the sub-items of FDR_IFF.2.5
nce the required relationships will not exist.

0o

H.6.3.2 Operations
H.6.3.2.1 Assignment
In FDP_IEER,2.1, the PP/ST author should specify the information flow control SFPs enforced by the TSF. The

name of'the information flow control SFP, and the scope of control for that policy are defined in components
om lnformation flow control policy (FDP_IFC).

—h

In FDP_IFF.2.1, the PP/ST author should specify, for each type of controlled subject and information, the
security attributes that are relevant to the specification of the SFP rules. For example, such security attributes
may be things such the subject identifier, subject sensitivity label, subject clearance label, information
sensitivity label, etc. The types of security attributes should be sufficient to support the environmental needs.

In FDP_IFF.2.2, the PP/ST author should specify for each operation, the security attribute-based relationship
that must hold between subject and information security attributes that the TSF will enforce. These
relationships should be based upon the ordering relationships between the security attributes.

In FDP_IFF.2.3, the PP/ST author should specify any additional information flow control SFP rules that the
TSF is to enforce. If there are no additional rules then the PP/ST author should specify “none”.
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In FDP_IFF.2.4, the PP/ST author should specify any additional SFP capabilities that the TSF is to enforce. If
there are no additional rules then the PP/ST author should specify “none”.

In FDP_IFF.2.5, the PP/ST author should specify the rules, based on security attributes, that explicitly
authorise information flows. These rules are in addition to those specified in the preceding elements. They are
included in FDP_IFF.2.5 as they are intended to contain exceptions to the rules in the preceding elements. An
example of rules to explicitly authorise information flows is based on a privilege vector associated with a
subject that always grants the subject the ability to cause an information flow for information that is covered by
the SFP that has been specified. If such a capability is not desired, then the PP/ST author should specify
“none”.

In FDP_|FF.2.6, the PP/ST author should specify the rules, based on security attributes, that explicitly(den
informatipn flows. These rules are in addition to those specified in the preceding elements. They arecnelude
in FDP_IFF.2.6 as they are intended to contain exceptions to the rules in the preceding elements. An exampl
of rules {o explicitly authorise information flows is based on a privilege vector associated with @-subject thg
always denies the subject the ability to cause an information flow for information that is covered by the SF
that has peen specified. If such a capability is not desired, then the PP/ST author should spécify “none”.

Us 0 OX<

F.6.4 FPP_IFF.3 Limited illicit information flows
F.6.4.1 | User application notes

This component should be used when at least one of the SFPs that requiresycontrol of illicit information flows
does not{require elimination of flows.

For the gpecified illicit information flows, certain maximum capacities should be provided. In addition a PP/S|T
author has the ability to specify whether the illicit information flows.must be audited.

F.6.4.2 | Operations
F.6.4.2.1 Assignment
In FDP_IFF.3.1, the PP/ST author should specify the information flow control SFPs enforced by the TSF. Th

name of|the information flow control SFP, and-the scope of control for that policy are defined in component
from Infgrmation flow control policy (FDP_IFC).

» @

D

In FDP_|FF.3.1, the PP/ST author should specify the types of illicit information flows that are subject to
maximum capacity limitation.

—

In FDP_JFF.3.1, the PP/ST author should specify the maximum capacity permitted for any identified illidi
informatipn flows.

F.6.5 FDP_IFF.4 Partial elimination of illicit information flows

F.6.5.1 | User application notes

This compenent should be used when all the SFPs that requires control of illicit information flows requin
elimination-ef some (but not necessarily all) illicit information flows

1]

F.6.5.2 Operations

F.6.5.2.1 Assignment

In FDP_IFF.4.1, the PP/ST author should specify the information flow control SFPs enforced by the TSF. The
name of the information flow control SFP, and the scope of control for that policy are defined in components

from Information flow control policy (FDP_IFC).

In FDP_IFF.4.1, the PP/ST author should specify the types of illicit information flows which are subject to a
maximum capacity limitation.
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In FDP_IFF.4.1, the PP/ST author should specify the maximum capacity permitted for any identified illicit
information flows.

In FDP_IFF.4.2, the PP/ST author should specify the types of illicit information flows to be eliminated. This list
may not be empty as this component requires that some illicit information flows are to be eliminated.

F.6.6 FDP_IFF.5 No illicit information flows

F.6.6.1 User application notes

his component should be used when the SFPs that require control of illicit information flews require

limination of all illicit information flows. However, the PP/ST author should carefully consider:the |potential
impact that eliminating all illicit information flows might have on the normal functional operation’ of {he TOE.
any practical applications have shown that there is an indirect relationship between illicit|informatjon flows
nd normal functionality within a TOE and eliminating all illicit information flows may resultin less thap desired
nctionality.

H.6.6.2 Operations

H.6.6.2.1 Assignment

In FDP_IFF.5.1, the PP/ST author should specify the information flow control SFP for which illicit information

flows are to be eliminated. The name of the information flow control 'SFP, and the scope of contrdl for that

policy are defined in components from Information flow control palicy (FDP_IFC).

H.6.7 FDP_IFF.6 lllicit information flow monitoring

H.6.7.1 User application notes

'u‘his component should be used when it is desired*that the TSF provide the ability to monitor the use of illicit
formation flows that exceed a specified capacity. If it is desired that such flows be audited, then this

component could serve as the source of audit events to be used by components from the Security qudit data
generation (FAU_GEN) family.

H.6.7.2 Operations

H.6.7.2.1 Assignment
In FDP_IFF.6.1, the PP/ST-author should specify the information flow control SFPs enforced by the TSF. The
name of the informatien-flow control SFP, and the scope of control for that policy are defined in components

ffom Information flow.control policy (FDP_IFC).

In FDP_IFF.6<,-the PP/ST author should specify the types of illicit information flows that will be monjtored for
gxceeding,a maximum capacity.

In FDR>IFF.6.1, the PP/ST author should specify the maximum capacity above which illicit informatjon flows
will-be.monitored by the TSF.

F.7 Import from outside TSF control (FDP_ITC)

F.7.1 User notes

This family defines mechanisms for importing user data from outside the TSC into the TOE such that the user
data security attributes can be preserved. Consistency of these security attributes are addressed by Inter-TSF

TSF data consistency (FPT_TDC).

Import from outside TSF control (FDP_ITC) is concerned with limitations on import, user specification of
security attributes, and association of security attributes with the user data.
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This family, and the corresponding export family Export to outside TSF control (FDP_ETC), address how the
TOE deals with user data outside its control. This family is concerned with assigning and abstraction of the
user data security attributes.

A variety of activities might be involved here:

a) importing user data from an unformatted medium (e.g. floppy disk, tape, scanner, video or audit signal),
without including any security attributes, and physically marking the medium to indicate its contents;

b) importing user data, including security attributes, from a medium and verifying that the object security
attributes are appropriate;

c) importing user data, including security attributes, from a medium using a cryptographic sealing techniqu
to piotect the association of user data and security attributes.

D

This famjly is not concerned with the determination of whether the user data may be imported: Itis concerned
with the Yalues of the security attributes to associate with the imported user data.

There arp two possibilities for the import of user data: either the user data is unamhiguously associated with
reliable gbject security attributes (values and meaning of the security attributes is net-modified), or no reliable
security fttributes (or no security attributes at all) are available from the import,source. This family addresses
both casgs.

If there gre reliable security attributes available, they may have been associated with the user data by physic
means (the security attributes are on the same media), or by logical means (the security attributes a
distributdd differently, but include unique object identification, e.g. cryptographic checksum).

This family is concerned with importing user data and maintaining the association of security attributes
required|by the SFP. Other families are concerned with other import aspects such as consistency, truste
channelqd, and integrity that are beyond the scope of this family. Furthermore, Import from outside TSF contr¢l
(FDP_ITE) is only concerned with the interface to.the import medium. Export to outside TSF contr
(FDP_ETC) is responsible for the other end point of the medium (the source).

Some of[the well known import requirements are:
a) importing of user data without any security attributes;

b) impgrting of user data including(security attributes where the two are associated with one another and the
security attributes unambiguously represent the information being imported.

These inpport requirements may be handled by the TSF with or without human intervention, depending on th
IT limitajons and the organisational security policy. For example, if user data is received on a “confidential
channel,|the security attributes of the objects will be set to “confidential”.

[¢)

If there gre multiple SFPs (access control and/or information flow control) then it may be appropriate to iterate
these components once for each named SFP.

F.7.2 FDP’ITC.1 Import of user data without security attributes

F.7.2.1 User application notes

This component is used to specify the import of user data that does not have reliable (or any) security
attributes associated with it. This function requires that the security attributes for the imported user data be
initialised within the TSF. It could also be the case that the PP/ST author specifies the rules for import. It may
be appropriate, in some environments, to require that these attributes be supplied via a trusted path or a
trusted channel mechanism.
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F.7.2.2 Operations
F.7.2.2.1 Assignment

In FDP_ITC.1.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) that will be enforced when importing user data from outside of the TSC. The user data that this
function imports is scoped by the assignment of these SFPs.

In FDP_ITC.1.3, the PP/ST author should specify any additional importation control rules or “none” if there are
no_additional importation control rules. These rules will be enforced by the TSF in addition to the access
control SFPs and/or information flow control SFPs selected in FDP_ITC.1.1.

R.7.3 FDP_ITC.2 Import of user data with security attributes

H.7.3.1 User application notes

his component is used to specify the import of user data that has reliable security,attributes associated with it.
his function relies upon the security attributes that are accurately and unambiguously associated| with the
bjects on the import medium. Once imported, those objects will have thosé-same attributes. This| requires
Inter-TSF TSF data consistency (FPT_TDC) to ensure the consistency of-the data. It could also be |the case
that the PP/ST author specifies the rules for import.

H.7.3.2 Operations

H.7.3.2.1 Assignment

—

at will be enforced when importing user data fromcoutside of the TSC. The user data that this| function

Ii FDP_ITC.2.1, the PP/ST author should specify the acgess control SFP and/or information flow comtrol SFP
ports is scoped by the assignment of these SFPs:

In FDP_ITC.2.5, the PP/ST author should specify’any additional importation control rules or “none” if there are
no additional importation control rules. These" rules will be enforced by the TSF in addition to th¢ access
control SFPs and/or information flow controFSFPs selected in FDP_ITC.2.1.

F.8 Internal TOE transfer (EDP_ITT)

H.8.1 User notes

TOE across an intefhal’ channel. This may be contrasted with the Inter-TSF user data confidentiality transfer
rotection (FDP_UCT) and Inter-TSF user data integrity transfer protection (FDP_UIT) family, whicly provide
rotection for user)data when it is transferred between distinct TSFs across an external channel, and Export to
utside TSF_caentrol (FDP_ETC) and Import from outside TSF control (FDP_ITC), which address transfer of
ata to or frem outside the TSF's Control.

his family provides reguirements that address protection of user data when it is transferred betwee* parts of

he requirements in this family allow a PP/ST author to specify the desired security for user datg while in
transit'within the TOE. This security could be protection against disclosure, modification, or loss of averilability.

The determination of the degree of physical separation above which this family should apply depends on the
intended environment of use. In a hostile environment, there may be risks arising from transfers between parts
of the TOE separated by only a system bus. In more benign environments, the transfers may be across more
traditional network media.

If there are multiple SFPs (access control and/or information flow control) then it may be appropriate to iterate
these components once for each named SFP.
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F.8.2 FDP_ITT.1 Basic internal transfer protection
F.8.2.1 Operations
F.8.2.1.1 Assignment

In FDP_ITT.1.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) covering the information being transferred.

F.8.2.1. Selection

In FDP_ITT.1.1, the PP/ST author should specify the types of transmission errors that the TSF should prevent
occuring|for user data while in transport. The options are disclosure, modification, loss of use.

F.8.3 FDP_ITT.2 Transmission separation by attribute
F.8.3.1 | User application notes

This component could, for example, be used to provide different forms of protettion to information with
different clearance levels.

=

One of the ways to achieve separation of data when it is transmitted is through-the use of separate logical g
physical channels.

F.8.3.2 | Operations
F.8.3.2.1 Assignment

In FDP_|TT.2.1, the PP/ST author should specify the access control SFP(s) and/or information flow contrgl
SFP(s) covering the information being transferred.

F.8.3.2.2 Selection

In FDP_ITT.2.1, the PP/ST author should specify the types of transmission errors that the TSF should prevent
occuring|for user data while in transport. The options are disclosure, modification, loss of use.

F.8.3.2.3 Assignment

In FDP_ITT.2.2, the PP/ST author:should specify the security attributes, the values of which the TSF will use
to determine when to separate-data that is being trasmitted between physically-separated parts of the TOH.
An example is that user data.associated with the identity of one owner is transmitted separately from the usq
data asspciated with the identify of a different owner. In this case, the value of the identity of the owner of th
data is what is used to.determine when to separate the data for transmission.

D =

F.8.4 FPP_ITI:3ntegrity monitoring

F.8.4.1 | UWser application notes

This component is used in combination with either FDP_ITT.1 Basic internal transfer protection or FDP_ITT.2
Transmission separation by attribute. It ensures that the TSF checks received user data (and their attributes)
for integrity. FDP_ITT.1 Basic internal transfer protection or FDP_ITT.2 Transmission separation by attribute
will provide the data in a manner such that it is protected from modification (so that FDP_ITT.3 Integrity
monitoring can detect any modifications).

The PP/ST author has to specify the types of errors that must be detected. The PP/ST author should consider:

modification of data, substitution of data, unrecoverable ordering change of data, replay of data, incomplete
data, in addition to other integrity errors.
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The PP/ST author must specify the actions that the TSF should take on detection of a failure. For example:
ignore the user data, request the data again, inform the authorised administrator, reroute traffic for other lines.

F.8.4.2 Operations
F.8.4.2.1 Assignment

In FDP_ITT.3.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) covering the information being transferred and monitored for integrity errors.

In FDP_ITT.3.1, the PP/ST author should specify the type of possible integrity errors to be monitorgd during
transmission of the user data.

n FDP_ITT.3.2, the PP/ST author should specify the action to be taken by the TSF when @n, integrity error is
ncountered. An example might be that the TSF should request the resubmission ofthe user data. The
FP(s) specified in FDP_ITT.3.1 will be enforced as the actions are taken by the TSF.

(a0

|

.8.5 FDP_ITT.4 Attribute-based integrity monitoring

H.8.5.1 User application notes

his component is used in combination with FDP_ITT.2 Transmission separation by attribute. It enspures that
the TSF checks received user data, that has been transmitted by separate channels (based on Yalues of
ecified security attributes), for integrity. It allows the PP/ST-&uthor to specify actions to be taken upon
etection of an integrity error.

or example, this component could be used to providerdifferent integrity error detection and gction for
imformation at different integrity levels.

he PP/ST author has to specify the types of errorsithat must be detected. The PP/ST author should gonsider:
odification of data, substitution of data, unrecéverable ordering change of data, replay of data, infomplete
ata, in addition to other integrity errors.

he PP/ST author should specify the attributes (and associated transmission channels) that necessitate
imtegrity error monitoring

he PP/ST author must specify\the actions that the TSF should take on detection of a failure. For gxample:
ignore the user data, request.the data again, inform the authorised administrator, reroute traffic for other lines.

H.8.5.2 Operations

H.8.5.2.1 Assignment

h FDP_ITT. 41, the PP/ST author should specify the access control SFP(s) and/or information floyv control
FP(s) covering the information being transferred and monitored for integrity errors.

[@a)

In EDP' ITT.4.1, the PP/ST author should specify the type of possible integrity errors to be monitorg¢d during
tiansmission of the user data

In FDP_ITT.4.1, the PP/ST author should specify a list of security attributes that require separate transmission
channels. This list is used to determine which user data to monitor for integrity errors., based on its security
attributes and its transmission channel. This element is directly related to FDP_ITT.2 Transmission separation
by attribute.

In FDP_ITT.4.2, the PP/ST author should specify the action to be taken by the TSF when an integrity error is

encountered. An example might be that the TSF should request the resubmission of the user data. The
SFP(s) specified in FDP_ITT.3.1 will be enforced as the actions are taken by the TSF.
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F.9 Residual information protection (FDP_RIP)
F.9.1 User notes

This family addresses the need to ensure that deleted information is no longer accessible, and that newly-
created objects do not contain information from previously used objects within the TOE. This family does not
address objects stored off-line.

This family requwes protectlon for information that has been Iog|cally deleted or reIeased (not avallable to the
user but—s = . . S .
containefl in an obJect as part of the TSF reusable resources, Where destructlon of the object does ng
necessatlily equate to destruction of the resource or any contents of the resource.

It also applies to resources that are serially reused by different subjects within the system. For example, most
operating systems typically rely upon hardware registers (resources) to support processes within_the systen.
As procgsses are swapped from a “run” state to a “sleep” state (and vice versa), these registers are serially
reused by different subjects. While this “swapping” action may not be considered an allocatieh or deallocatio
of a resource, Residual information protection (FDP_RIP) could apply to such events and resources.

Residual information protection (FDP_RIP) typically controls access to information® that is not part of an)
currently|defined or accessible object; however, in certain cases this may not be tfrue. For example, object “A”
is a file and object “B” is the disk upon which that file resides. If object “A'.isvdeleted, the information fro

object “A" is under the control of Residual information protection (FDP_RIP) @€ven though it is still part of objeg¢t
“B”.

It is impgrtant to note that Residual information protection (FDP_RIP) applies only to on-line objects and ngt
off-line dbjects such as those backed-up on tapes. For example; if a file is deleted in the TOE, Residugl
informatipn protection (FDP_RIP) can be instantiated to require that no residual information exists upog
deallocation; however, the TSF cannot extend this enforcement to that same file that exists on the off-ling
back-up.| Therefore that same file is still available. If thistis a concern, then the PP/ST author should makg
sure tha{ the proper environmental objectives are in plaee to support administrative guidance to address off-
line obje¢ts.

Residual information protection (FDP_RIP) and,Rollback (FDP_ROL) can conflict when Residual informatio
protectioh (FDP_RIP) is instantiated to reqaire that residual information be cleared at the time the applicatio
releases| the object to the TSF (i.e. upon deallocation). Therefore, the Residual information protecti
(FDP_RIP) selection of “deallocationshould not be used with Rollback (FDP_ROL) since there would be np
informatipn to roll back. The other_selection, “unavailability upon allocation”, may be used with Rollbagk
(FDP_RO®L), but there is the risk'that the resource which held the information has been allocated to a ne
object bdfore the roll back took\place. If that were to occur, then the roll back would not be possible.

There are no audit requitements in Residual information protection (FDP_RIP) because this is not a usef-
invokable function. Auditing of allocated or deallocated resources would be auditable as part of the acceg
control §FP or the infermation flow control SFP operations.

This famlily sheuld apply to the objects specified in the access control SFP(s) or the information flow contr¢l
SFP(s) ds specified by the PP/ST author.

F.9.2 FDP_RIP.1 Subset residual information protection
F.9.2.1 User application notes
This component requires that, for a subset of the objects in the TOE, the TSF will ensure that there is no

available residual information contained in a resource allocated to those objects or deallocated from those
objects.
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F.9.2.2 Operations
F.9.2.2.1 Selection

In FDP_RIP.1.1, the PP/ST author should specify the event, allocation of the resource to or deallocation of the
resource from, that invokes the residual information protection function.

F.9.2.2.2 Assignment

In EDP_RIP.1.1, the PP/ST author should specify the list of objects subject to residual information protection.

H.9.3 FDP_RIP.2 Full residual information protection
H.9.3.1 User application notes

'u‘his component requires that for all objects in the TOE, the TSF will ensure that there\is’no availablg residual
imformation contained in a resource allocated to those objects or deallocated from those objects.

H.9.3.2 Operations
H.9.3.2.1 Selection

In FDP_RIP.2.1, the PP/ST author should specify the event, allocatién of the resource to or deallocation of the
resource from, that invokes the residual information protection fun€tion.

F.10 Rollback (FDP_ROL)

H.10.1 User notes

his family addresses the need to return to a well defined valid state, such as the need of a usel to undo
odifications to a file or to undo transactions-in'case of an incomplete series of transaction as in thé¢ case of
databases.

his family is intended to assist a userin returning to a well defined valid state after the user undoes the last
set of actions, or, in distributed databases, the return of all of the distributed copies of the databasgs to the
state before an operation failed.

Residual information protection (FDP_RIP) and Rollback (FDP_ROL) conflict when Residual information
protection (FDP_RIP) enforces that the contents will be made unavailable at the time that a regource is
deallocated from anCebject. Therefore, this use of Residual information protection (FDP_RIP) cannot be
combined with Rallback (FDP_ROL) as there would be no information to roll back. Residual information
protection (FDPARIP) can be used only with Rollback (FDP_ROL) when it enforces that the contents will be
navailable at\the time that a resource is allocated to an object. This is because the Rollback (FIPP_ROL)
echanisaTwill have an opportunity to access the previous information that may still be present in the TOE in
grder tossuccessfully roll back the operation.

he roIIback reqwrement is bounded by Certaln I|m|ts For example a text edltor typ|cally only allow you roll
afte a tape is reused the mformatlon can no Ionger be retrieved. This also poses a ound on th rr(());[li)taegk
requirement.

F.10.2 FDP_ROL.1 Basic rollback

F.10.2.1 User application notes

This component allows a user or subject to undo a set of operations on a predefined set of objects. The undo
is only possible within certain limits, for example up to a number of characters or up to a time limit.
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F.10.2.2 Operations

F.10.2.2.1 Assignment

In FDP_ROL.1.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) that will be enforced when performing rollback operations. This is necessary to make sure that roll

back is not used to circumvent the specified SFPs.

In FDP_ROL.1.1, the PP/ST author should specify the list of operations that can be rolled back.

[

In FDP_ROL.1.1, the PP/ST author should specify the information and/or list of objects that are subjected-t
the rollb3ck policy.

In FDP_ROL.1.2, the PP/ST author should specify the boundary limit to which rollback operations may b
performdd. The boundary may be specified as a predefined period of time, for example, operations may b
undone \vhich were performed within the past two minutes. Other possible boundaries may be defined as th
maximum number of operations allowable or the size of a buffer.

D D @

F.10.3 FDP_ROL.2 Advanced rollback
F.10.3.1| User application notes

This conmponent enforces that the TSF provide the capability to rollback all gperations; however, the user cah
choose tp rollback only a part of them.

F.10.3.2| Operations

F.10.3.2J]1 Assignment
In FDP_ROL.2.1, the PP/ST author should specify the ageess control SFP(s) and/or information flow contrgl
SFP(s) that will be enforced when performing rollback<operations. This is necessary to make sure that rdll

back is not used to circumvent the specified SFPs.

In FDP_ROL.2.1, the PP/ST author should speCify the list of objects that are subjected to the rollback policy.

1]

In FDP_ROL.2.2, the PP/ST author should specify the boundary limit to which rollback operations may b
performdd. The boundary may be spegcified as a predefined period of time, for example, operations may b
undone \hich were performed within_the past two minutes. Other possible boundaries may be defined as th
maximurp number of operations_allowable or the size of a buffer.

@ @D

F.11 Stored data integrity (FDP_SDI)
F.11.1 User notes

This fam|ly provides requirements that address protection of user data while it is stored within the TSC.

—

Hardwarg (@litches or errors may affect data stored in memory. This family provides requirements to dete
these unmtentionat-errors—Theintegrity of user datawhite stored-onmstorage devices withimthe TSCareats

addressed by this family.

To prevent a subject from modifying the data, the Information flow control functions (FDP_IFF) or Access
control functions (FDP_ACF) families are required (rather than this family).

This family differs from Internal TOE transfer (FDP_ITT) that protects the user data from integrity errors while
being transferred within the TOE.
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F.11.2 FDP_SDI.1 Stored data integrity monitoring
F.11.2.1 User application notes

This component monitors data stored on media for integrity errors. The PP/ST author can specify
kinds of user data attributes that will be used as the basis for monitoring.

F.11.2.2 Operations

F11.2.2.1 Assignment

different

In FDP_SDI.1.1, the PP/ST author should specify the integrity errors that the TSF will detect.

Irl: FDP_SDI.1.1, the PP/ST author should specify the user data attributes that will be used as,the bas
onitoring.

H.11.3 FDP_SDI.2 Stored data integrity monitoring and action
H.11.3.1 User application notes

Tlhis component monitors data stored on media for integrity errors. The BR/ST author can specify whi
should be taken in case an integrity error is detected.

H.11.3.2 Operations
H.11.3.2.1 Assignment
In FDP_SDI.2.1, the PP/ST author should specify the integrity errors that the TSF will detect.

Hn1 FDP_SDI.2.1, the PP/ST author should specify-the user data attributes that will be used as the bag
onitoring.

In FDP_SDI.2.2, the PP/ST author should specify the actions to be taken in case an integrity error is g
F.12 Inter-TSF user data confidentiality transfer protection (FDP_UCT)

R.12.1 User notes

his family defines the(requirements for ensuring the confidentiality of user data when it is transfer
n external channel~between the TOE and another trusted IT product. Confidentiality is enf
reventing unautherised disclosure of user data in transit between the two end points. The end point
TSF or a user,

his family_provides a requirement for the protection of user data during transit. In contrast, Confide
ported-TSF data (FPT_ITC) handles TSF data.

is for the

Ch action

is for the

etected.

ed using
rced by
5 may be

ntiality of

.12.2 FDP_UCT.1 Basic data exchange confidentiality

F.12.2.1 User application notes

The TSF has the ability to protect from disclosure some user data which is exchanged.
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F.12.2.2 Operations

F.12.2.2.1 Assignment

In FDP_UCT.1.1, the PP/ST author should specify the access control SFP(s) and/or information flow control
SFP(s) that will be enforced when exchanging user data. The specified policies will be enforced to make

decisions about who can exchange data and which data can be exchanged.

F.12.2.2.2 Selection

In FDP_|UCT.1.1, the PP/ST author should specify whether this element applies to a mechanism that
transmitg or receives user data.

F.13 Inter-TSF user data integrity transfer protection (FDP_UIT)

F.13.1 User notes

[oX

This fanjily defines the requirements for providing integrity for user data in transit between the TSF an
another frusted IT product and recovering from detectable errors. At a minimum;. this family monitors th
integrity pf user data for modifications. Furthermore, this family supports differentways of correcting detecte
integrity grrors.

(o)

This famijly defines the requirements for providing integrity for user datasin transit; while Integrity of exported
TSF datq (FPT_ITI) handles TSF data.

Inter-TSK user data integrity transfer protection (FDP_UIT) and Inter-TSF user data confidentiality transfgr
protection (FDP_UCT) are duals of each other, as Inter-TSF*user data confidentiality transfer protection
(FDP_UCT) addresses user data confidentiality. Therefore,.thié’same mechanism that implements Inter-TSF
user data integrity transfer protection (FDP_UIT) could possibly be used to implement other families such as
Inter-TSK user data confidentiality transfer protections(FDP_UCT) and Import from outside TSF contrgl
(FDP_ITE).

F.13.2 FDP_UIT.1 Data exchange integrity
F.13.2.1| User application notes

The TSH has a basic ability to send-erreceive user data in a manner such that modification of the user datpa
can be detected. There is no requirement for a TSF mechanism to attempt to recover from the modification.

F.13.2.2| Operations

F.13.2.2]1 Assignment

In FDP_PIT.1.1, the'PP/ST author should specify the access control SFP(s) and/or information flow contr
SFP(s) that willsbe“enforced on the transmitted data or on the received data. The specified policies will b
enforced| tomake decisions about who can transmit or who can receive data, and which data can b
transmitted-er‘received.

F.13.2.2.2 Selection

In FDP_UIT.1.1, the PP/ST author should specify whether this element applies to a TSF that is transmitting or
receiving objects.

In FDP_UIT.1.1, the PP/ST author should specify whether the data should be protected from maodification,
deletion, insertion or replay.

In FDP_UIT.1.2, the PP/ST author should specify whether the errors of the type: modification, deletion,
insertion or replay are detected.
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F.13.3 FDP_UIT.2 Source data exchange recovery

F.13.3.1 User application notes

This component provides the ability to recover from a set of identified transmission errors, if required, with the
help of the other trusted IT product. As the other trusted IT product is outside the TSC, the TSF cannot control
its behaviour. However, it can provide functions that have the ability to cooperate with the other trusted IT
product for the purposes of recovery. For example, the TSF could include functions that depend upon the

source trusted IT product to re-send the data in the event that an error is detected. This component d
the ability of the TSF to handle such an error recovery.

eals with

.13.3.2 Operations
.13.3.2.1 Assignhment

Ip FDP_UIT.2.1, the PP/ST author should specify the access control SFP(s) and/arlinformation flo
FP(s) that will be enforced when recovering user data. The specified policies. Will be enforced

ecisions about which data can be recovered and how it can be recovered.

In FDP_UIT.2.1, the PP/ST author should specify the list of integrity errors-from which the TSF, with
df the source trusted IT product, is be able to recover the original user data-

H.13.4 FDP_UIT.3 Destination data exchange recovery

H.13.4.1 User application notes

'ILhis component provides the ability to recover from a setofidentified transmission errors. It accompli
task without help from the source trusted IT produet. For example, if certain errors are dete
trfansmission protocol must be robust enough to allow-the TSF to recover from the error based on ch
and other information available within that protocel

H.13.4.2 Operations

H.13.4.2.1 Assignment

FDP_UIT.3.1, the PP/ST author. should specify the access control SFP(s) and/or information flo
FP(s) that will be enforced“when recovering user data. The specified policies will be enforced
ecisions about which data-can be recovered and how it can be recovered.

FDP_UIT.3.1, the PR/ST author should specify the list of integrity errors from which the receiy
lone, is able to recover the original user data.

D
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Annex G
(normative)

Class FIA: Identification and authentication

A common security requirement is to unambiguously identify the person and/or entity performing functions in a

TOE. Th
indeed W
that is kn
Families
Identificq
attributes

The una
users an

The Use

The Use

The Au
authentiq

The Use

enforcenpent of the TSP.

The Use
authorise

The Spe
a defined

Figure G

sTmvolves ot omy estabtisting theclaimed dentity of eactruser, butatso verifyimg thateactuser
ho he/she claims to be. This is achieved by requiring users to provide the TSF with some information
own by the TSF to be associated with the user in question.
in this class address the requirements for functions to establish and verify a claimed_user identity.
tion and Authentication is required to ensure that users are associated with the proper security
(e.g. identity, groups, roles, security or integrity levels).

mbiguous identification of authorised users and the correct association of, Security attributes with
i subjects is critical to the enforcement of the security policies.

identification (FIA_UID) family addresses determining the identity of a‘user.
authentication (FIA_UAU) family addresses verifying the identity of-a user.

thentication failures (FIA_AFL) family addresses defining limits on repeated unsuccessfil
ation attempts.

I attribute definition (FIA_ATD) family address the.définition of user attributes that are used in the

-

F-subject binding (FIA_USB) family addresses“the correct association of security attributes for eac|
d user.

Cification of secrets (FIA_SOS) family~addresses the generation and verification of secrets that satisfy
metric.

.1 shows the decomposition ef this class into its constituent components.
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FIA AFL: Authentication failures L

FIA ATD: User attribute definition L

/\

FIA SOS: Specification of secrets

FIA UAU: User authentication 2
5
6

FIA UID: User identificatidn L 2

FIA USB: User-subject binding L

Figure G.1 - FIA: Identification and authentication class decompasition

G.1 Authentication failures (FIA_AFL)
G¢.1.1 User notes
Tlhis family addresses: requirements for defining values for authentication attempts and TSF actions

thresholds.

he session\establishment process is the interaction with the user to perform the session estal
imdependent of the actual implementation. If the number of unsuccessful authentication attempts exd

in cases

df authentication attempt failure. Parameters include, but are not limited to, the number of attempts fand time

lishment
eeds the

imdicated-threshold, either the user account or the terminal (or both) will be locked. If the user agcount is

|sabled the user cannot Iog on to the system. If the terminal is dlsabled the termlnal (or the addres

establlshment is sat|sf|ed
G.1.2 FIA_AFL.1 Authentication failure handling

G.1.2.1 User application notes

5 that the
n for re-

The PP/ST author may define the number of unsuccessful authentication attempts or may choose to let the

TOE developer or the authorised user to define this number. The unsuccessful authentication attem

pts need

not be consecutive, but rather related to an authentication event. Such an authentication event could be the

count from the last successful session establishment at a given terminal.
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The PP/ST author could specify a list of actions that the TSF shall take in the case of authentication failure. An
authorised administrator could also be allowed to manage the events, if deemed opportune by the PP/ST
author. These actions could be, among other things, terminal deactivation, user account deactivation, or
administrator alarm. The conditions under which the situation will be restored to normal must be specified on
the action.

In order to prevent denial of service, TOEs usually ensure that there is at least one user account that cannot
be disabled.

Further actions for the TSF can be stated by the PP/ST author, including rules for re-enabling the user session
establisiment process, or sending an alarm to the administrator. Examples of these actions are: until_p
specified time has lapsed, until the authorised administrator re-enables the terminal/account, a time relatedtp
failed prgvious attempts (every time the attempt fails, the disabling time is doubled).

G.1.2.2 | Operations
G.1.2.2.1 Selection

In FIA_AFL.1.1, the PP/ST author should select either the assignment of a positive integer, or the phrase “ah
administfator configurable positive integer” specifying the range of acceptable values.

G.1.2.2.2 Assignment

In FIA_AFL.1.1, the PP/ST author should specify the authentication events. Examples of these authenticatio
events afe: the unsuccessful authentication attempts since the last suceessful authentication for the indicate
user identity, the unsuccessful authentication attempts since the last ‘successful authentication for the curre
terminal,| the number of unsuccessful authentication attemptsy'in the last 10 minutes. At least on
authentigation event must be specified.

— QO

In FIA_AFL.1.1, if the assignment of a positive integer is selected, the PP/ST author should specify the default
number (positive integer) of unsuccessful authenticationattempts that, when met or surpassed, will trigger th
events.

In FIA_AFL.1.1, if an administrator configurable;positive integer is selected, the PP/ST author should speci
the range of acceptable values from which. the administrator of the TOE may configure the number ¢f
unsuccessful authentication attempts. The htimber of authentication attempts should be less than or equal
the uppef bound and greater or equal to.the lower bound values.

In FIA_AFL.1.2, the PP/ST authar’should specify the actions to be taken in case the threshold is met gr
surpassdd. These actions could be disabling of an account for 5 minutes, disabling the terminal for
increasirlg amount of time (2t0 the power of the number of unsuccessful attempts in seconds), or disabling
the account until unlocked’by the administrator and simultaneously informing the administrator. The action
should specify the measures and if applicable the duration of the measure (or the conditions under which th
measurelwill be endeg).

DO O =

G.2 Uger attribute definition (FIA_ATD)

G.2.1 Usernotes

All authorised users may have a set of security attributes, other than the user's identity, that are used to
enforce the TSP. This family defines the requirements for associating user security attributes with users as
needed to support the TSP.

There are dependencies on the individual security policy definitions. These individual definitions should
contain the listing of attributes that are necessary for policy enforcement.
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G.2.2 FIA_ATD.1 User attribute definition
G.2.2.1 User application notes

This component specifies the security attributes that should be maintained at the level of the user. This means
that the security attributes listed are assigned to and can be changed at the level of the user. In other words,
changing a security attribute in this list associated with a user should have no impact on the security attributes
of any other user.

In_case security attributes belong to a group of users (such as Capability List for a group). the user will need to
have a reference (as security attribute) to the relevant group.

G.2.2.2 Operations
G.2.2.2.1 Assighment

In FIA_ATD.1.1, the PP/ST author should specify the security attributes that are jassociated to an individual

user. An example of such a list is {“clearance”, “group identifier”, “rights”}.

G.3 Specification of secrets (FIA_SOS)

G¢.3.1 User notes

his family defines requirements for mechanisms that enforce defined quality metrics on provided segrets, and
enerate secrets to satisfy the defined metric. Examples®of 'such mechanisms may include afitomated
ecking of user supplied passwords, or automated password generation.

secret can be generated outside the TOE (e.g. selectéd by the user and introduced in the system). In such
ses, the FIA_SOS.1 Verification of secrets component can be used to ensure that the external generated
cret adheres to certain standards, for example a minimum size, not present in a dictionary, apd/or not
reviously used.

ecrets can also be generated by the(TOE. In those cases, the FIA_SOS.2 TSF Generation of secrets
mponent can be used to require the’ TOE to ensure that the secrets that will adhere to some pecified
etrics.
ecrets contain the authentication data provided by the user for an authentication mechanism that is based on
owledge the user possesses. When cryptographic keys are employed, the class FCS: Cryptographic
pport should be used-instead of this family.

.3.2 FIA_SOS-Yerification of secrets

.3.2.1 User<application notes

ecretswcan be generated by the user. This component ensures that those user generated secrets can be
rifiedto meet a certain quality metric.

.0.L.L Upb‘ldli()”b
G.3.2.2.1 Assignment

In FIA_SOS.1.1, the PP/ST author should provide a defined quality metric. The quality metric specification can
be as simple as a description of the quality checks to be performed, or as formal as a reference to a
government published standard that defines the quality metrics that secrets must meet. Examples of quality
metrics could include a description of the alphanumeric structure of acceptable secrets and/or the space size
that acceptable secrets must meet.
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G.3.3 FIA_SOS.2 TSF Generation of secrets
G.3.3.1 User application notes

This component allows the TSF to generate secrets for specific functions such as authentication by means of
passwords.

When a pseudo-random number generator is used in a secret generation algorithm, it should accept as input
random data that would provide output that has a high degree of unpredictability. This random data (seed) can
be derived
The pargmeters should be selected to ensure that the number of unique seeds that can be generated fro
these inguts should be at least equal to the minimum number of secrets that must be generated.

G.3.3.2 | Operations
G.3.3.2.1 Assignment

In FIA_S|0S.2.1, the PP/ST author should provide a defined quality metric. The quality metric specification cal
be as simple as a description of the quality checks to be performed or as formal-as a reference to
government published standard that defines the quality metrics that secrets must.meet. Examples of qualit
metrics qould include a description of the alphanumeric structure of acceptablesseerets and/or the space siz
that accgptable secrets must meet.

DO D O

In FIA_S0S.2.2, the PP/ST author should provide a list of TSF functions for which the TSF generated secrets
must be psed. An example of such a function could include a passwaord‘based authentication mechanism.

G.4 Uger authentication (FIA_UAU)

G.4.1 User notes

This fam|ly defines the types of user authentication mechanisms supported by the TSF. This family defines th
required jattributes on which the user authentication(mechanisms must be based.

[1°]

G.4.2 FJA_UAU.1 Timing of authenticatioh

G.4.2.1 | User application notes

D

This conjponent requires that the PR/ST author define the TSF-mediated actions that can be performed by th
TSF on Ipehalf of the user befare, the claimed identity of the user is authenticated. The TSF-mediated action
should have no security concerns with users incorrectly identifying themselves prior to being authenticateql.
For all other TSF-mediated~actions not in the list, the user must be authenticated before the action can b
performdd by the TSF on_behalf of the user.

[2)

This conponent cannot control whether the actions can also be performed before the identification took placg.
This requiires the-use of either FIA_UID.1 Timing of identification and FIA_UID.2 User identification before any
action with the\appropriate assignments.

G.4.2.2 “Operations

G.4.2.2.1 Assignment

In FIA_UAU.1.1, the PP/ST author should specify a list of TSF-mediated actions that can be performed by the
TSF on behalf of a user before the claimed identity of the user is authenticated. This list cannot be empty. If
no actions are appropriate, component FIA_UAU.2 User authentication before any action should be used
instead. An example of such an action might include the request for help on the login procedure.
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G.4.3 FIA_UAU.2 User authentication before any action
G.4.3.1 User application notes

This component requires that a user is authenticated before any TSF-mediated action can take place on
behalf of that user.

G.4.4 FIA_UAU.3 Unforgeable authentication

G441 lser alnlnlirnfinn naotes

Tlhis component addresses requirements for mechanisms that provide protection of authentication data.
Authentication data that is copied from another user, or is in some way constructed should be' detected and/or
rejected. These mechanisms provide confidence that users authenticated by the TSF are actually ywho they
daim to be.

'I]‘his component may be useful only with authentication mechanisms that are baséed on authentica*ion data
that cannot be shared (e.g. biometrics). It is impossible for a TSF to detect or prevent the sharing of
passwords outside the control of the TSF.
G.4.4.2 Operations
G.4.4.2.1 Selection

In FIA_UAU.3.1, the PP/ST author should specify whether the) TSF will detect, prevent, or detect and prevent
brging of authentication data.

—h

In FIA_UAU.3.2, the PP/ST author should specify whether the TSF will detect, prevent, or detect ang prevent
copying of authentication data.

G.4.5 FIA_UAU.4 Single-use authentication mechanisms

G.4.5.1 User application notes

his component addresses requirements for authentication mechanisms based on single-use authgntication
data. Single-use authenticationdata can be something the user has or knows, but not something thé user is.
Hxamples of single-use auth@ntication data include single-use passwords, encrypted time-stamp$, and/or
random numbers from a secret lookup table.

he PP/ST author can.specify to which authentication mechanism(s) this requirement applies.
G.4.5.2 Operations

$.4.5.2.1 ~Assighment

FIACUAU.4.1, the PP/ST author should specify the list of authentication mechanisms to which this
requirement appl Signment

G.4.6 FIA_UAU.5 Multiple authentication mechanisms
G.4.6.1 User application notes

The use of this component allows specification of requirements for more than one authentication mechanism
to be used within a TOE. For each distinct mechanism, applicable requirements must be chosen from the FIA:
Identification and authentication class to be applied to each mechanism. It is possible that the same
component could be selected multiple times in order to reflect different requirements for the different use of
the authentication mechanism.
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The management functions in the class FMT may provide maintenance capabilities for the set of
authentication mechanisms, as well as the rules that determine whether the authentication was successful.

To allow anonymous users to be on the system, a “none” authentication mechanism can be incorporated. The
use of such access should be clearly explained in the rules of FIA_UAU.5.2.

G.4.6.2 Operations

G.4.6.2.1 Assighment

In FIA_UAU.5.1, the PP/ST author should define the available authentication mechanisms. An example-¢f
such a li$t could be: “none, password mechanism, biometric (retinal scan), S/key mechanism”.

In FIA_UAU.5.2, the PP/ST author should specify the rules that describe how the authentication mechanis
provide authentication and when each is to be used. This means that for each situation the set of mechanis
that migipt be used for authenticating the user must be described. An example of a list of such rules is: “if th
user hag special privileges a password mechanism and a biometric mechanism both shall be used, wi
success pnly if both succeed; for all other users a password mechanism shall be used.”

The PP/BT author might give the boundaries within which the authorised administrator may specify specific
rules. Al example of a rule is: “the user shall always be authenticated by means ‘of’ a token; the administratqr
might specify additional authentication mechanisms that also must be used.™\Fhe PP/ST author also might
choose not to specify any boundaries but leave the authentication mechanisms and their rules completely up
to the authorised administrator.

G.4.7 FJA_UAU.6 Re-authenticating

G.4.7.1 | User application notes

This component addresses potential needs to re-authenticate users at defined points in time. These ma
include yser requests for the TSF to perform security<relevant actions, as well as requests from non-TS

entities fpr re-authentication (e.g. a server application requesting that the TSF re-authenticate the client it is
serving).

<<

G.4.7.2 | Operations

G.4.7.2.1 Assignment

—

In FIA_UAU.6.1, the PP/ST auther/should specify the list of conditions requiring re-authentication. This i
could in¢lude a specified user_inactivity period that has elapsed, the user requesting a change in activj
security qttributes, or the user-requesting the TSF to perform some security critical function.

D

The PP/BT author might-give the boundaries within which the reauthentication should occur and leave th
specifics| to the autherised administrator. An example of such a rule is: “the user shall always be rg
authentigated ateast once a day; the administrator might specify that the re-authentication should happe
more oft¢n but-net more often than once every 10 minutes.”

D

=}

G.4.8 FIA-UAU.7 Protected authentication feedback
G.4.8.1 User application notes

This component addresses the feedback on the authentication process that will be provided to the user. In
some systems the feedback consists of indicating how many characters have been typed but not showing the
characters themselves, in other systems even this information might not be appropriate.

This component requires that the authentication data is not provided as-is back to the user. In a workstation

environment, it could display a “dummy” (e.g. star) for each password character provided, and not the original
character.
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G.4.8.2 Operations
G.4.8.2.1 Assignment
In FIA_UAU.7.1, the PP/ST author should specify the feedback related to the authentication process that will

be provided to the user. An example of a feedback assignment is “the number of characters typed”, another
type of feedback is “the authentication mechanism that failed the authentication”.

G.5 User identification (FIA_UID)

.5.1 User notes

his family defines the conditions under which users are required to identify themselves before performing any
her actions that are to be mediated by the TSF and that require user identification.

.5.2 FIA_UID.1 Timing of identification
.5.2.1 User application notes

his component poses requirements for the user to be identified. The (PRP/ST author can indicatg specific
ctions that can be performed before the identification takes place.

I{ FIA_UID.1 Timing of identification is used, the TSF-mediated”actions mentioned in FIA_UID.1 Timing of
identification should also appear in this FIA_UAU.1 Timing of adthentication.

G.5.2.2 Operations

G.5.2.2.1 Assighment
In FIA_UID.1.1, the PP/ST author should specify a list of TSF-mediated actions that can be perform¢d by the
TISF on behalf of a user before the user has to identify itself. If no actions are appropriate, cgmponent

HIA _UID.2 User identification before any action should be used instead. An example of such an action might
mclude the request for help on the login'procedure.

G¢.5.3 FIA_UID.2 User identification before any action

G¢.5.3.1 User application notes

I this component users will be identified. A user is not allowed by the TSF to perform any action bef¢re being
identified.

.6 User-subject binding (FIA_USB)

.6.1 User notes

n.authenticated user, in order to use the TOE, typically activates a subject. The user's security attriputes are
sSociated (totally or partially) with this subject. This family defines requirements to create and maintain the
association of the user's security attributes to a subject acting on the user's behalf.

G.6.2 FIA_USB.1 User-subject binding
G.6.2.1 User application notes
The phrase “acting on behalf of” has proven to be a contentious issue in source criteria. It is intended that a

subject is acting on behalf of the user who caused the subject to come into being or to be activated to perform
a certain task.
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Therefore, when a subject is created, that subject is acting on behalf of the user who initiated the creation. In
cases where anonymity is used, the subject is still acting on behalf of a user, but the identity of that user is
unknown. A special category of subjects are those subjects that serve multiple users (e.g. a server process).
In such cases the user that created this subject is assumed to be the “owner”.

G.6.2.2 Operations
G.6.2.2.1 Assignhment

In FIA_USB.1.1, the PP/ST author should specify a list of the user security attributes that are to be bound to
subjects

In FIA_USB.1.2, the PP/ST author should specify any rules that are to apply upon initial association d
attribute$ with subjects, or “none”.

=4

In FIA_USB.1.3, the PP/ST author should specify any rules that are to apply when changes iare made to the
user seclrity attributes associated with subjects acting on behalf of users, or “none”.
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