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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The prdqcedures used to develop this document and those intended for its further maintenance
are described in the ISO/IEC Directives, Part 1. In particular, the different approval (criteria
needed [for the different types of document should be noted. This document was drafted ip
accordanpce with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/difectives dr
www.ie¢.ch/members_experts/refdocs).

—t

Attention is drawn to the possibility that some of the elements of this document may be the subjec
of patenjt rights. ISO and IEC shall not be held responsible for identifying a@ny“or all such patert
rights. Details of any patent rights identified during the development of the.decument will be in the
Introdu¢tion and/or on the ISO list of patent declarations received (see wwm.iso.org/patents) or the IEC
list of pgtent declarations received (see https://patents.iec.ch).

Any trade name used in this document is information given for the‘convenience of users and does nqt
constitute an endorsement.

For an pxplanation of the voluntary nature of standards,.the meaning of ISO specific terms anfd

expressjons related to conformity assessment, as well-as information about ISO's adherence tp
the World Trade Organization (WTO) principles in.the Technical Barriers to Trade (TBT) sef
www.isd.org/iso/foreword.html. In the IEC, see wwwiec.ch/understanding-standards.

This ddcument was prepared by Technical Cemmittee ISO/IEC JTC 1, Information technolog},
Subcommittee SC 27, Information security, cyberSecurity and privacy protection.

This foyrth edition cancels and replaces-the third edition (ISO/IEC 15408-1:2009), which has beep

technicdlly revised.

The maipn changes are as follows:

— the Hocument has been restructured;

— tecHnical changes have been introduced:
— |the terminology has been reviewed and updated;
— |the exact conformance type has been introduced;

— Jlowzassurance protection profiles (PPs) have been removed and direct rationale PPs have beep
introduced;

— PP-Modules and PP-Configurations for modular evaluations have been introduced;
— multi-assurance evaluation has been introduced.
Alist of all parts in the ISO/IEC 15408 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Legal notice

The governmental organizations listed below contributed to the development of this version of the
Common Criteria for Information Technology Security Evaluations. As the joint holders of the copyright
in the Common Criteria for Information Technology Security Evaluations (called CC), they hereby
grant non-exclusive license to ISO/IEC to use CC in the continued development/maintenance of the
ISO/IEC 15408 series of standards. However, these governmental organizations retain the right to use,

Aictaailo s i 1o b COC £l £34
UIOLUITUULL, L1 dlloldilT Ul 111UuUIl ulu do LIIT OCU 11U,
) )

Australia The Australian Signals Directorate

(Janada Communications Security Establishment

Hrance Agence Nationale de la Sécurité des Systemes d'Informatien
(jermany Bundesamt fiir Sicherheit in der Informationstechnik

Japan Information-technology Promotion Agency

Netherlands Netherlands National Communications Security Agency
New Zealand Government Communications Security Bureau

Hepublic of Korea National Security Research Institute

Spain Ministerio de Asuntos Econdniicos y Transformacion Digital
Sweden FMV, Swedish Defence Materiel Administration

United Kingdom National Cyber Security Centre

United States The National Security Agency
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Introduction

The ISO/IEC 15408 series permits comparability between the results of independent security
evaluations by providing a common set of requirements for the security functionality of IT products and
for assurance measures applied to these IT products during a security evaluation. These IT products
may be implemented in hardware, firmware, or software.

The evaluation process establishes a level of confidence that the security functionality of these IT
products and the assurance measures applied to these IT products meet these requirements. The

evaluatipn results may help consumers to determine whether these IT products fulfil their securitly
needs.

The ISOJIEC 15408 series is useful as a guide for the development, evaluation and/or procurenient of I’
productp with security functionality.

The ISOYIEC 15408 series is intentionally flexible, enabling a range of evaluation dpproaches to b
applied o a range of security properties of a range of IT products. Therefore, users of\the standard ar
cautiondd to exercise care that this flexibility is not misused. For example, usinig/the ISO/IEC 1540
series irf] conjunction with unsuitable evaluation methods/activities, irrelevantsécurity properties, g
inappropriate IT products, can result in meaningless evaluation results.

Conseqyently, the fact that an IT product has been evaluated has meaning only in the context of thie
security] properties that were evaluated and the evaluation methods that were used. Evaluatiop
authoritiies are advised to carefully check the products, propertie§, and methods to determine that ah
evaluatipn provides meaningful results. Additionally, purchasersiof evaluated products are advised tp
carefully consider this context to determine whether the evaluated product is useful and applicable tp
their spé¢cific situation and needs.

The ISOJIEC 15408 series addresses the protection of assets from unauthorized disclosure, modification,
or loss pf use. The categories of protection relating to these three types of failure of security are
commornly called confidentiality, integrity, and availability, respectively. The ISO/IEC 15408 series ma|
also be applicable to aspects of IT security outside of these three categories. The ISO/IEC 15408 serig
is applidable to risks arising from human activities (malicious or otherwise) and to risks arising frof
non-human activities. The ISO/IEC 15408 series may be applied in other areas of IT but makes no clair
of applidability in these areas.

Certain fopics, because they involve'specialized techniques or because they are somewhat peripher4
to IT segurity, are considered to be outside the scope of the ISO/IEC 15408 series. Some of these ar
identifigd below:

a)

b)

d)

viii

—~ OO0 ® O

b b N <<

D —

the [SO/IEC 15408 sérjes does not contain security evaluation criteria pertaining to administrativ
secyrity measures.not related directly to the IT security functionality. However, it is recognize
thaf significant.Security can often be achieved through or supported by administrative measure
such as orgafnizational, personnel, physical, and procedural controls;

n 0

the [[SO/IEC 15408 series does not address the evaluation methodology under which the criteri
sho111d be applied;

[Y)

NOTE1 The baseline methodology is defined in ISO/IEC 18045. ISO/IEC 15408-4 can be used to further
derive evaluation activities and methods from ISO/IEC 18045.

the ISO/IEC 15408 series does not address the administrative and legal framework under which the
criteria may be applied by evaluation authorities. However, it is expected that the ISO/IEC 15408
series is intended to be used for evaluation purposes in the context of such a framework;

the procedures for use of evaluation results in accreditation are outside the scope of the
ISO/IEC 15408 series. Accreditation is the administrative process whereby authority is granted for
the operation of an IT product (or collection thereof) in its full operational environment including
all of its non-IT parts. The results of the evaluation process are an input to the accreditation process.
However, as other techniques are more appropriate for the assessments of non-IT related properties
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and their relationship to the IT security parts, accreditors must make separate provisions for those
aspects;

e) the subject of criteria for the assessment of the inherent qualities of cryptographic algorithms is
not covered in the ISO/IEC 15408 series. In the case that independent assessment of mathematical
properties of cryptography is required, the evaluation scheme under which the ISO/IEC 15408
series is applied shall make provision for such assessments.

NOTE 2  This document uses bold and italic type in some cases to distinguish terms from the rest of the text.
The relationship between components within a family is highlighted using a bolding convention. This convention
cpIls for the use of bold type for all new requirements. For hierarchical components, requirements are gresented
in bold type when they are enhanced or modified beyond the requirements of the previous comppnent. In
addition, any new or enhanced permitted operations beyond the previous component are also highlighfed using
bold type.

Thhe use of italics indicates text that has a precise meaning. For security assurance requirements the cqnvention
for special verbs relating to evaluation.

—
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Information security, cybersecurity and privacy
protection — Evaluation criteria for IT security —

Part 1:

Scope

his document establishes the general concepts and principles of IT security evaluation and ¢

pecifies

the general model of evaluation given by various parts of the standard which in-its entirety is meant to

e used as the basis for evaluation of security properties of IT products.

his document provides an overview of all parts of the ISO/IEC 15408-sé€ries. It describes the
arts of the ISO/IEC 15408 series; defines the terms and abbreviations to be used in all par
sfandard; establishes the core concept of a Target of Evaluation (TQE); describes the evaluation]
nd describes the audience to which the evaluation criteria is addressed. An introduction to t
security concepts necessary for evaluation of IT products is given.

This document introduces:

-+ the key concepts of Protection Profiles (PP), PP<Modules, PP-Configurations, packages,
Targets (ST), and conformance types;

-+ adescription of the organization of security*components throughout the model;

—+ thevarious operations by which the functional and assurance components given in ISO/IEC
and ISO/IEC 15408-3 can be tailored:‘through the use of permitted operations;

-+ general information about the eyaluation methods given in ISO/IEC 18045;

—+ guidance for the applicatioen ‘of ISO/IEC 15408-4 in order to develop evaluation methods (
evaluation activities (EA)-derived from ISO/IEC 18045;

1 general information about the pre-defined Evaluation Assurance Levels (EALs) de
ISO/IEC 15408-5;

—+ informatiof inregard to the scope of evaluation schemes.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their

various
ts of the
context
he basic

Security

15408-2

EM) and

fined in

content

donstitutes requirements of this document. For dated references, only the edition cited apy

lies. For

undated references, the latest edition of the referenced document (including any amendments)

applies.

ISO/IEC 15408-2:2022, Information security, cybersecurity and privacy protection — Evaluation criteria

for IT security — Part 2: Security functional components

ISO/IEC 15408-3:2022, Information security, cybersecurity and privacy protection — Evaluation criteria

for IT security — Part 3: Security assurance components
ISO/IEC 18045, IT security techniques — Methodology for IT security evaluation
ISO/IEC IEEE 24765, Systems and software engineering — Vocabulary
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 15408-2,ISO/IEC 15408-3,

[SO/IEC 18045 and ISO/IEC IEEE 24765 apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31

action

documepted activity of the evaluator (3.45) or developer (3.33)

Note 1 toentry: Evaluator actions and developer actions are required by ISO/IEC 15408-3.

3.2

administrator

entity (3.36) that has a level of trust with respect to all policies implemented, by the TOE security
functionplity (TSF) (3.92)

Note 1 tg entry: Not all protection profiles (PPs) (3.68) or security targets (STs)@asstime the same level of trust fqr
administrators. Typically, administrators are assumed to adhere at all times to'the policies in the ST of the targgt
of evaluation (TOE) (3.90). Some of these policies can be related to the funétionality of the TOE, while others can
be relatef to the operational environment (3.63).

3.3

adversq action

action (3.1) performed by a threat agent (3.91) on an asset (3.4)

3.4

asset

entity (3.36) that the owner of the target of evaltiation (TOE) (3.90) presumably places value on

3.5

assignment

specificytion of an identified parameterin a functional or assurance component

3.6

assurarce

groundg for confidence thataytarget of evaluation (TOE) (3.90) meets the security functional requirements
(SFRs) (3.78)

3.7

assurarce packagé

named det of security assurance requirements (3.76)

EXAMPLE “EAL 3.

3.8

attack potential

measure of the effort needed to exploit a vulnerability in a target of evaluation (TOE) (3.90)

Note 1 to entry: The effort is expressed as a function of properties related to the attacker (e.g. expertise,
resources, and motivation) and properties related to the vulnerability itself (e.g. window of opportunity, time to
exposure).

© ISO/IEC 2022 - All rights reserved
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3.9

attack surface

set of logical or physical interfaces to a target, consisting of points through which access to the target
and its functions may be attempted

EXAMPLE1 The casing of a payment terminal is a part of physical attack surface for that device.

EXAMPLE 2  The communications protocols available for connection to a network device are part of the logical
attack surface for that network device.

210
AU
ugmentation
ddition of one or more requirements to a package

ote 1 to entry: In case of a functional package (3.51), such an augmentation is considered only in the context
one package and is not considered in the context with other packages or protectionprofiles (PPs) |(3.68) or
security targets (STs) (3.82).

ote 2 to entry: In case of an assurance package (3.7), augmentation refers to gne or more security gssurance
requirements (SARs) (3.76).

A1

uthorized user
htity (3.36) who may, in accordance with the security functionalxequirements (SFRs) (3.78), perform an
peration on the target of evaluation (TOE) (3.90)

(@)

A2

ase component
1dependent entity (3.36) in a multi-component product that provides services and resources to one or
nore dependent component(s) (3.31)

oo Hillew Ll « will S 0]

ote 1 to entry: This applies in particular to ‘composed TOEs’ (3.21) and ‘composite products / compogite TOEs’
B.25).

13

ase Protection Profile
ase PP

rotection Profile (3.68) specified in a PP-Module (3.71), as part of that PP-Module’s PP-Module Base
3.72), used as a basis to build'a PP-Configuration (3.69)

14

ase PP-Module
P-Module (3.71) Specified in a different PP-Module, as part of that PP-Module’s PP-Module Bade (3.72),
sed as a basisto)build a PP-Configuration (3.69)

(ellinwlleullSb] jmnlie vl el el S ¢) [l d

=z

ote 1 to entry: Specifying a base PP-Module in a PP-Module implicitly includes the base PP-Module’s PP-Module
Hase.

3.15

ase target of evaluation

base TOE

base component (3.12) which is itself the subject of an evaluation

Note 1 to entry: This applies in particular to ‘composed TOEs' (3.21) and 'composite products/composite TOEs'
(3.25).

3.16
class
(taxonomy) set of families that share a common focus

Note 1 to entry: Class is further defined in ISO/IEC 15408-2, which defines security functional classes and
ISO/IEC 15408-3, which defines security assurance classes.
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3.17
component
(taxonomy) smallest selectable set of elements on which requirements may be based

3.18
component
<composition> entity (3.36) which provides resources and services in a product

3.19

component target of evaluation

component TOE

(evaluated) target of evaluation (TOE) (3.90) that is a component of another composed TOE (3.21)

3.20
composed assurance package
CAP
assurange package (3.7) consisting of components drawn predominately from the ‘ACO class (3.16),
represenmting a point on the pre-defined scale for composition assurance

3.21
composied target of evaluation
composed TOE

target of evaluation (TOE) (3.90) comprising solely two or more separately-identified components withp
security|relationship between their TOE security functionality (TSFs)(3.92)

Note 1 tgentry: Each of the separately identified components is itself a*TOE.

3.22
composed evaluation
evaluatipn of a composed TOE (3.21) using the specific evaluation technique applicable to composed
TOEs

Note 1 to entry: This evaluation technique refets to the ACO assurance class (3.16) that is defined in
ISO/IEC 15408-3.

3.23
composjite evaluation
evaluatipn of a composite TOE/prodict (3.25) using the specific composite evaluation technique

=

Note 1 tg entry: This evaluation.teehnique refers to the COMP related assurance families that are specified i
ISO/IEC 15408-3 for the ADV, ALC) ASE, ATE and AVA classes (3.16).

3.24
composiite product
product|comprisediof two or more components which can be organized in two layers: a layer of one
already pvaluated base component (base TOE) (3.15) and a layer of one dependent component (3.31)

3.25
composjite target of evaluation

composite TOE

part of a composite product (3.24) including the base TOE (3.15) and the dependent component (3.31)

Note 1 to entry: A dependent component in a composite TOE can consist of one or more dependent components.
For simplification, they are considered as ‘one dependent component’.

Note 2 to entry: A composite TOE can contain parts that are independent from the base component (3.12) or base
TOE respectively. For simplification, such parts are considered as belonging to the dependent component.

Note 3 to entry: The composite evaluation (3.23) can be applied as many times as necessary to a multi-component/
multi-layered product, in an incremental approach.
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3.26
configuration management
CM

discipline applying technical and administrative direction and surveillance to: identify and document
the functional and physical characteristics of a configuration item, control changes to those
characteristics, record and report change processing and implementation status, and verify compliance

with specified requirements

[SOURCE: ISO/IEC IEEE 24765:2017,3.779 1]

3.27

donfiguration management system

set of procedures and tools (including their documentation) used by a developer (3.33)to-dev
maintain configurations of their products during their life-cycles

=z

ote 1 to entry: Configuration management systems can have varying degrees of rigour'and function.
bvels, configuration management systems can be automated, with flaw remediation, ‘¢hange controls, 3
Facking mechanisms.

- —

(%]

.28
ounter, verb
ct on or respond to a particular threat so that the threat is eradicated or mitigated

LD 06

.29

emonstrable conformance

)C

elation between a protection profile (PP) (3.68)/security target (3.82) (PP/ST) and a PP, or an
P-Configuration (3.69), where the PP/ST provides an equivalent or more restrictive solution th
he generic security problem in the PP/PP-Configuration

[l v B T e B = PR S V]

.30

ependency

elationship between components such.that a protection profile (PP) (3.68), security target (ST
inctional package (3.51) or assuranee-package (3.7) including a component also includes a
omponents that are identified as-being depended upon or include a rationale as to why they ar

OSSN~ oW

3.31

dependent component

dependent entity (3.36) (in-a multi-component product that relies on the provision of serv
resources by one or moxe base components (3.12)

ote 1 to entry: This applies in particular to ‘composed TOEs' (3.21) and 'composite products / compd
B.25).

.32

ependént'target of evaluation

ependent TOE

ependent component (3.31) which is itself the subject of an evaluation

S. O . O -z

elop and

At higher
nd other

ST and a
ht solves

) (3.82),
hy other
e not

ces and

site TOE’

Note 1 to entry: This applies only to ‘composed TOEs' (3.21) and not to 'composite products / composite TOESs'

(3.25).

3.33
developer
organization responsible for the development of the target of evaluation (TOE) (3.90)
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3.34

direct rationale

type of Protection Profile (3.68), PP-Module (3.71) or Security Target (3.82) in which the security problem
definition (SPD) (3.80) elements are mapped directly to the security functional requirements (SFRs)
(3.78) and possibly to the security objectives (3.79) for the operational environment (3.63)

Note 1 to entry: Direct rationale does not include security objectives for the target of evaluation (TOE) (3.90).

3.35

element

(taxonomy) self-contained description of a security need assigned to security assurance requiremern

(SAR) (3

3.36
entity
identifig
Note 1 td
and/or r¢

3.37

evaluat
assessm
target of

3.38
evaluat
EA
activity

Note 1 to
Note 2 to

3.39
evaluat
EAL
well-for
assuran

Note 1 to

3.40
evaluat
body op

Note 1 to
quality o

76) or security functional requirement (SFR) (3.78)

ble item that is described by a set or collection of properties
entry: Entities include subjects, users (including external IT products), objects, infermation, session

sources.

jon
ent of a PP-Configuration (3.69), protection profile (PP) (3.68), a'security target (ST) (3.82), or
fevaluation (TOE) (3.90), against defined criteria

jon activity

derived from one or more work units
entry: Work units are defined in ISO/IEC 18045,

entry: Derivation mechanisms are defined in [SO/IEC 15408-4.

jon assurance level

med package of security assurance requirements (3.76) representing a point on the pre-define
Ce scale

entry: EALs are definéd in ISO/IEC 15408-5.

jon authority
brating an eyaluation scheme (3.42)

entry: Byrapplying the evaluation scheme, the evaluation authority sets the standards and monitors th
f evaluations conducted by bodies within a specific community.

Y]

jon

3.41

evaluation method

EM

set of one or more evaluation activities (3.38) for application in a specific context

3.42

evaluation scheme
rules, procedures and management to carrying evaluations of IT product security

Note 1 to entry: An evaluation scheme implements all parts of the ISO/IEC 15408 series.
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3.43

evaluation technical report

ETR

documentation of the overall verdict (3.66) and its justification, produced by the evaluator (3.45), and
submitted to an evaluation authority (3.40)

3.44

evaluation technical report for composite evaluation
ETR for composite evaluation

ETR_COMP

ocumentation intended to be used within the composite evaluation (3.23) approach and defived by
the base component (3.12) evaluator (3.45) from the full evaluation technical report (ETR)(3.43) for the
aluated base component

ote 1 to entry: The ETR for composite evaluation belongs to the base component and“its evaluatipn and is
sed for the evaluation of a composite product with such base component when using the-composite eyaluation
proach.

ote 2 to entry: The ETR for composite evaluation related to a base component.is set up to provide $ufficient
information for a composite evaluation of a composite product that integrates such already evaludted base
cpmponent. It enables the composite product evaluator (3.45) and the respedtive composite product epaluation
uthority (3.40) to understand the attack paths and the tests that havebé€en considered and performgd for the
ase component and the effectiveness of the countermeasures implemented by the base component.

ipdividual assigned to perform evaluations in accordance with a given evaluation standprd and
ssociated evaluation methodology

ote 1 to entry: An example of evaluation standards’is‘the ISO/IEC 15408 series with the associated eyaluation
ethodology given in ISO/IEC 18045.

OURCE: ISO/IEC 19896-1:2018, 3.5]

46

xact conformance
C

ierarchical relationship between a protection profile (PP) (3.68) or PP Configuration (3.69) and a security
thrget (ST) (3.82) where all the requirements in the ST are drawn only from the PP/PP-Configuration

ote 1 to entry: An ST is allowed to claim exact conformance to one or more PPs but only to one PP-Configuration.

47

xploitable vulnerability
eakness insthe target of evaluation (TOE) (3.90) that can be used to violate the security functional
quireménts (SFRs) (3.78) in the operational environment (3.63) for the TOE

48
xtended security requirement

Security requirement developed according to the rules in this document, but which are not listed in any
part of the ISO/IEC 15408 series

Note 1 to entry: An extended security requirement preserves the form and syntax described in ISO/IEC 15408-2.

Note 2 to entry: Extended security requirements can be defined by authors of security target (ST) (3.82) or
protection profile (PP) (3.68) or PP-Module (3.71).

3.49

external entity

user

human technical system or one of its components interacting with the target of evaluation (TOE) (3.90)
from outside of the TOE boundary
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3.50
family
(taxonomy) set of components that shares a similar goal but differs in emphasis or rigour

3.51

functional package

named set of security functional requirements (3.78) that may be accompanied by a security problem
definition (SPD) (3.80) and security objectives (3.79) derived from that SPD

3.52

global assurance package

assurange package (3.7) that applies to the entire target of evaluation (TOE) (3.90) in a multi-assuianc
evaluatipn (3.60)

Q

Note 1 toentry: Global assurance package can contain extended assurance components.

3.53
guidan¢e documentation
documentation that describes the delivery, preparation, operation, management’and/or use of the
target of evaluation (TOE) (3.90)

3.54
implemjentation representation
least abstract representation of the TOE security functionality (TSF)/(3:92), specifically the one that is
used to ¢reate the TSF itself without further design refinement (3.Z3)

j=

Note 1 tp entry: Source code that is then compiled or a hardwaredrawing that is used to build the actug
hardwarf are examples of parts of an implementation representation.

3.55
internally consistent, adj.
no apparent contradictions exist between any aspects of an entity (3.36)

Note 1 tolentry: In terms of documentation, this means that there can be no statements within the documentation
that can pe taken to contradict each other.

3.56
interpretation
clarification or amplification of a.§tandard or an evaluation scheme requirement

3.57
iteratio|
use of the same component to express two or more distinct requirements

3.58

layerin

design tpchnique 'where separate groups of components are hierarchically organized to have separat
responsjbilitiés such that a group of components depends on groups of components below it in t
hierarchyfor services, and provides its services to the groups of components above it hle

D

3.59
module
architectural unit specified at a level suitable for implementation of the unit

Note 1 to entry: Properties related to division of a target of evaluation (TOE) (3.90) into modules are described in
ISO/IEC 15408-3, in the ADV_TDS and ADV_INT families.
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3.60

multi-assurance evaluation
evaluation of a target of evaluation (TOE) (3.90) using a PP-Configuration (3.68) where each PP-
Configuration component is associated with its own set of assurance requirements

Note 1 to entry: At least one of the PP-Configuration components contains a different set of assurance
requirements to the others.

3.61
object

€

<

3

ntity (3.36) in the target of evaluation (TOE) (3.90) that contains or receives information,a
hich subjects perform operations

.62
peration
bn an object) specific type of action (3.1) performed by a subject on an object

.63

perational environment

nvironment in which the target of evaluation (TOE) (3.90) is operated,eonsisting of everythin
utside the TOE boundary

.64

ptional Security Functional Requirement

ptional SFR

pcurity functional requirement (SFR) (3.78) in a Protection{Profile (PP) (3.68), functional packag
r PP-Module (3.71) that contributes to a stated aspect'of the PP’s security problem descrip
/hose inclusion in a conformant PP’s or security target (ST’s) (3.82) list of SFRs is not mandatoj

!

nd upon

g that is

e (3.51),
tion but

y

elements
package,
they are

ote 1 to entry: An optional SFR can address appropriate security problem definition (SPD) (3.80)
hreat(s) and/or organizational security policies;{OSPs) stated in the main body of the PP, functional
r PP-Module, or reference associated SPD elefients/objectives that themselves are optional (in that|
ddressed solely by the optional SFR).

.65

rganizational security policy

)SP

et of security rules, procediires, or guidelines for an organization

ote 1 to entry: A policy can-pertain to a specific operational environment (3.63).

.66

verall verdict

tatement isstied'by an evaluator (3.45) with respect to the result of an evaluation

ote 1 toéntry: The statement can be expressed as “pass” or “fail”.

.67

otential vulnerability

S

uspected, but not confirmed, weakness

Note 1 to entry: Suspicion is by virtue of a postulated attack path to violate the security functional requirements
(SFRs) (3.78).

3.68

Protection Profile
PP
implementation-independent statement of security needs for a target of evaluation (TOE) (3.90) type
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3.69

Protection Profile Configuration

PP-Configuration

implementation-independent statement of security needs for a target of evaluation (TOE) (3.90) type
containing at least one protection profile (PP) (3.68) and an additional non-empty set of PPs and PP-
Modules (3.71) (with the associated PP-Modules Bases)

3.70
Protection Profile Configuration component
PP-Confi i nent

Protectipn Profile (PP) (3.68) or PP-Module (3.71) included in a PP-Configuration (3.69)

implemgntation-independent statement of security needs for a target of evaluation (TOE) (3.90) typ|
complementary to one or more base Protection Profiles (3.68) and possibly some base.PP-Modules (3.14

—

3.72
Protectjon Profile Module Base
PP-Module Base

set of either PP-Modules (3.71) or Protection Profiles (PPs) (3.68) or both, spécified by a PP-Module as p
basis foif building a PP-Configuration (3.69)

Note 1 td entry: The notion of a PP-Module Base is iterative in that the-base of a PP-Module can contain anothg
PP-Modulle with its own base, with that base containing a PP-ModulesHowever, this “chain” terminates with a Pk
Module that has only PP(s) as its base.

—

3.73
refinenjent
addition of details to a security component

3.74
residuall vulnerability
weakness that cannot be exploited in theYoperational environment (3.63) for the target of evaluatiop
(TOE) (3.90), but that can be used to vielate the security functional requirements (SFRs) (3.78) by a
attacker| with greater attack potential.(3.8) than is anticipated in the operational environment for thie
TOE

—

3.75
role
pre-defiped set of rules establishing the allowed interactions between a user and the target of evaluatio
(TOE) (3.90)

~

3.76
security assurance requirement
SAR
security| fequirement that refers to the conditions and processes for the development and delivery of
the target of evaluation { TOE) (3:90), and the actions (3.1) required of evaluators (3.45) With respect to
evidence produced from these conditions and processes

3.77

security attribute

property of subjects, users, objects, information, sessions and/or resources that is used in defining the
security functional requirements (SFRs) (3.78) and whose values are used in enforcing the SFRs

Note 1 to entry: Users can include external IT products.
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3.78

security functional requirement

SFR

security requirement, which contributes to fulfil the target of evaluation (TOE) (3.90) security problem
definition (SPD) (3.80) as defined in a specific security target (ST) (3.82) or in a protection profile (PP)
(3.68)

Note 1 to entry: A security functional requirement can be addressed directly as in the direct rationale (3.34)
model, or indirectly, through the security objectives (3.79) for the TOE, as in the general model.

.79
security objective
statement of an intent to counter (3.28) identified threats and/or satisfy identified organizationsecurity
Jolicies and/or assumptions

.80

security problem

security problem definition
SPD
statement, which in a formal manner defines the nature and scope of the security that the target of
dvaluation (TOE) (3.90) is intended to address

ote 1 to entry: This statement consists of a combination of: threats to be.«countered by the TOE and its ogerational
epvironment (3.63), the organizational security policies (OSPs) enforced by the TOE and its operational
environment, and the assumptions that are upheld for the operational environment of the TOE.

ote 2 to entry: SPD-elements include threats, OSPs, and assumptions.

.81

security requirement
equirement, which is part of a target of evaluation (TOE) (3.90) security specification as defined in a

specific security target (ST) (3.82) or in a protection profile (PP) (3.68)Note 1 to entry:

Hequirements are stated in a language, i.€) form and syntax, specified in the ISO/IEC 15408 serjies.

.82
Security Target
ST
implementation-dependent-statement of security requirements for a target of evaluation (TOF) (3.90)
Hased on a security problem-definition (3.80)

.83
selection
specification offone or more items from a list in a component

.84
selection-based security functional requirement
selection-based SFR
Sp curlty functional requzrement (SFR) (3.78 78) in a Protection Profile (PP) (3.78), PP-Module (B.71), or
2 “‘ nackage 35 aVa butes ed ashe a a¥a ""Hnn_-_e nctlona]
package s security problem defmztzon (3.80) that is to be included in a conformant PP or ST if a selection
choice identified in the PP/PP-Module/functional package indicates that it has an associated selection-

based SFR

3.85
single-assurance evaluation
evaluation of a target of evaluation (TOE) (3.90) using one set of assurance requirements
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3.86

strict conformance

SC

hierarchical relationship between a protection profile (PP) (3.68) and a PP/security target (ST) (3.82)
where all the requirements in the PP also exist in the PP/ST

Note 1 to entry: This relation can be paraphrased as “the ST contains all statements that are in the PP but can
contain more”. Strict conformance is expected to be used for stringent requirements that are to be adhered to in
a single manner.

3.87
sub-TOE security functionality
sub-TSH
combingd functionality of all hardware, software, and firmware of a target of evaluation (TQE) (3.9
that is rglied upon for the correct enforcement of the security functional requirements (SERs) define
in one PP-Configuration (3.69) component

[ mpa—;

Note 1 tolentry: This set of SFRs is closed by dependencies, objectives, and security problem.definition (SPD) (3.8()
elementgin the PP-Configuration component.

Note 2 t¢ entry: The notion of sub-TSF is applied in relationship with the specification and evaluation of P}
Configurptions and conformant security targets (STs). It can be used in the single-assurance approach, but it hg
to be usdd in the multi-assurance approach: sub-TSFs have to be defined in a multi-assurance PP-Configuratio|
and in copformant multi-assurance STs.

=7

Note 3 tolentry: Each sub-TSF is associated with its own set of securityassurance requirements (SARs) in a mult
assurande PP-Configuration/ST. In the rest of the document, a set of-SARs can be an assurance package (3.7).

Note 4 to entry: A sub-TSF has the characteristics of a TSF.

3.88
subject
entity (3.36) in the target of evaluation (TOE) (3.90)‘that performs operations on objects

3.89
tailorinig
addition| of one or more functional requiréments to a functional package (3.51), and/or the addition gf
one or njore selections to a security fitnctional requirement (SFR) (3.78) in a functional package

Note 1 t¢ entry: Such tailoring is(conSidered only in the context of one package and is not considered in the
context with other packages, protection profiles (PPs) (3.68), or PP-Modules.

Note 2 toentry: The selectionsin the SFR can be replaced by the additional selections.

Note 3 tp entry: Selectiors can only be added for packages claimed by PPs or PP-Modules. STs cannot claifn
package-name tailored-conformance to the package.

3.90
target df evaluation
TOE
set of software, firmware and/or hardware possibly accompanied by guidance, which is the subject of
an evaluation

391

threat agent

entity (3.36) that has potential to exercise adverse actions (3.3) on assets (3.4) protected by the target of
evaluation (TOE) (3.90)
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3.92

TOE security functionality

TSF

combined functionality of all hardware, software, and firmware of a target of evaluation (TOE) (3.90)
that is relied upon for the correct enforcement of the security functional requirements (SFRs) (3.78)

3.93
TOE type
set of characteristics common to a group of target of evaluations (TOEs) (3.90)

=z

ote 1 to entry: The TOE type can be more explicitly defined in a protection profile (PP) (3.68).

94
ranslation
rocess of describing security requirements in a standardized language

inctional requirement (SFR) (3.78) expressed in standardized language can also be translated back to thg security

3

t

H

Note 1 to entry: Use of the term translation in this context is not literal and does not-imply that every security
f

opjectives (3.79).

3.95

Viulnerability
weakness in the target of evaluation (TOE) (3.90) that can be Gsed to violate the security fynctional
requirements (SFRs) (3.78) in some environment

4 Abbreviated terms

AP assurance package

API application programming interface
JAP composition assurance package

do compact disk

M configuration management

JomMP composite preduct assurance package
NAC discretipnary access control

0c demenstrable conformance

JPA differential power analysis

JRBG deterministic random bit generator
HA evaluation activity

EAL evaluation assurance level

EC exact conformance

EM evaluation method

EMS electromagnetic spectrum

ETR evaluation technical report

GAP global assurance package
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GB
GHz
GUI
HSM
HTTPS
IC
IOCTL
IP
[Psec
IT
LDAP
MAC
MB
MBps
OR
0S
OSP
OTP
PC
PCI
PKI
PP
PPA
RAM
RBG
RNG
RPC
SAR
SC
SFP
SFR

14

gigabyte

gigahertz

graphical user interface
hardware security module

hypertext transfer protocol secure

integrated circuit

input output control

internet protocol

[P security (protocol)

information technology

lightweight directory access protocol
mandatory access control

megabyte

megabytes per second

observation report

operating system

organizational security policy
one-time programmable

personal computer

peripheral componentinterconnect
public key infrastructure

protection ptefile

protectiofiprofile assurance package
random access memory

random bit generator

random number generator
remote procedure call

security assurance requirement
strict conformance

security function policies

security functional requirement
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SPA simple power analysis

SPD security problem definition
SSH secure shell

ST security target

STA security target assurance package
TCP transmission control protocol
TLS transport layer security

TOE target of evaluation

TSF TOE security functionality
TSFI TSF interface

USB universal serial bus

VPN virtual private network

La

_

(n ]

2

3 Overview

.1 General

ISO/IEC 15408 series description

5.2.1 General

The ISO/IEC 15408 series'is-presented as a set of distinct but related parts as identified below:

his clause introduces the main concepts of the ISO/IEC 15408 series. It identifies the concept of the
arget of Evaluation (TOE), the target audienge of the ISO/IEC 15408 series, and the approach ftaken to
dresent the material in the ISO/IEC 15408 series.

d) ISO/IEC 15408-1-Introduction, and general model is the introduction to the ISO/IEL 15408
series. It defines the general concepts and principles of IT security evaluation and prgsents a
general modelof evaluation;

h) ISO/IEC/15408-2, Security functional components establishes a set of functional confponents
that'serve as standard templates upon which security functional requirements (SFRs) for TOEs are
based. ISO/IEC 15408-2 catalogues the set of security functional components and organizes them
in families and classes;

c) ISO/IEC 15408-3, Security assurance components establishes a set of assurance components
that serve as standard templates upon which security assurance requirements for TOEs are based.
ISO/IEC 15408-3 catalogues the set of security assurance components and organizes them into
families and classes. ISO/IEC 15408-3 also defines evaluation criteria for PPs, STs and TOEs;

d) ISO/IEC 15408-4, Framework for the specification of evaluation methods and activities
provides a standardized framework for the specification of evaluation methods and activities
that may be included in PPs, STs and any documents supporting them, to be used by evaluators in
support of evaluations using the model described in the other parts of the ISO/IEC 15408 series.

ISO/IEC 18045 is fundamental to ISO/IEC 15408-4;

© ISO/IEC 2022 - All rights reserved
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e) ISO/IEC 15408-5, Pre-defined packages of security requirements provides packages of
security assurance and SFRs that have been identified as useful in support of common usage by
stakeholders. Examples of provided packages include the evaluation assurance levels (EAL) and the
composed assurance packages (CAPs).

In the application of the ISO/IEC 15408 series, a justification shall be provided whenever the
recommended option is not chosen.

In support of the ISO/IEC 15408 series, other documents have been published. The Bibliography
provides a list of supportive documents.

NOTE ISO/IEC 18045 provides the baseline methodology for IT security evaluations performed iIn
accordarfce with the ISO/IEC 15408 series.

5.2.2 Audience

5.2.2.1 | General

There are five main groups with a general interest in evaluation of the security properties of TOEs:
consumers (risk owners), developers, technical working groups, evaluators and‘others. The informatiop
present¢d in the ISO/IEC 15408 series has been structured to support theZneeds of all of these groups
which are considered to be the principal users of the ISO/IEC 15408 seriés. The groups can benefit from
the critdria as explained in 5.2.2.2 through 5.2.2.6.

5.2.2.2 | Consumers (Risk owners)

The ISOfIEC 15408 series is written to ensure that evaluation fulfils the needs of risk owners as this is
the fundamental purpose and justification for the evaluation process.

Risk owhers can use the results of evaluations to help:decide whether a TOE fulfils their security need
These s¢curity needs are typically identified as aresult of both risk analysis and policy direction. Ris
owners fan also use the evaluation results to compare different TOEs.

ne

The ISOJIEC 15408 series gives risk owners, especially those in consumer groups and communities gf
interest| an implementation-independent structure, termed the PP, in which to express their securitly
requiremnents in an unambiguous manner.

5.2.2.3 | Developers

The ISOJIEC 15408 series, isintended to support IT product developers in preparing for and assistin
in the eyaluation of theitFOEs and in identifying security requirements to be satisfied by those TOE$
These rgquirementsare contained in an implementation-dependent construct termed the Securit]
Target (ST). This ST’ may conform to one or more PPs to show that the TOE meets the securit
requirements from consumers as laid down in those PPs.

')

< << 7

evidenc¢ that is necessary to support the evaluation of the TOE against these requirements. It al
defines the content and presentation of that evidence.

The ISOJIEE ¥5408 series can then be used to determine the responsibilities and actions to providE
s

5.2.2.4 Technical working groups

The ISO/IEC 15408 series is intended to support technical working groups in preparing and developing
PPs, PP-Modules, PP-Configurations, packages and supporting documents or guidance. Technical
working groups can be composed of stakeholders including consumers (risk owners), developers,
evaluators, and academics.
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5.2.2.5

Evaluators

ISO/IEC 15408-1:2022(E)

The ISO/IEC 15408 series contains criteria to be used by evaluators when forming judgements
about the conformance of TOEs, STs, PPs and PP-Configurations to their security requirements. The
ISO/IEC 15408 series describes the general set of actions the evaluator is to carry out.

NOTE

2.2.6

The ISO/IEC 15408 series does not specify procedures to be followed in carrying out those actions.
More information on these procedures can be found in Clause 13.

Others

Q = <

)]

=

Table 1 — Road map to the “Evaluation criteria for IT security”

academia who perform research on thetopic of IT security.

Vhile the ISO/IEC 15408 series is oriented towards specification and evaluation of the IT
roperties of TOEs, it can also be useful as reference material to all parties with an)interg¢st in or
esponsibility for IT security. Some of the additional interest groups that can benefit from infqrmation
ontained in the ISO/IEC 15408 series are:

d) system custodians and system security officers responsible for determining and
organizational IT security policies and requirements;

auditors, both internal and external, responsible for assessing the adequacy of the security
solution (which can consist of or contain a TOE);

d security architects and designers responsible for the specification of security propert
products;

accreditors responsible for accepting an IT solution for use within a particular environment;

g) sponsors of evaluation responsible for requesting.and supporting an evaluation;

security

meeting

ofanIT

es of IT

f) evaluation authorities responsible for the management and oversight of IT security evialuation
programs;

able 1 presents the interest of each part of ISO/IEC 15408 series to each of the audience grougings.

background infor-
mation)reference
purposes, and

for guidance on
the structure of
PPs, PP-Modules,
PP-Configurations,

background infor-
mation, reference
purposes, and

for guidance on
the structure of
PPs, PP-Modules,
PP-Configurations,

background infor-
mation, reference
purposes, and

for guidance on
the structure of
PPs, PP-Modules,
PP-Configurations,

[SO/IEC D> .
15408 C.onsumers Developers Teghnlcal TS Evaluators Others
(Risk ow ing groups
parts ,_DGS
Should use.for Should use for Should use for Should use for May use for back-

background infor-
mation, reference
purposes, and

for guidance on
the structure of
PPs, PP-Modules,
PP-Configurations,

ground infprma-
tion, refergnce
purposes, and

for guidange on
the structyre of
PPs, PP-Mqgdules,
PP-Configyrations,

Part1

STs and composi-
tion.

Shall use for the
development of
security specifica-
tions and security
problem defini-
tions (SPDs) for
TOEs.

STs and composi-
tion.

Shall use for the
development of
security specifica-
tions for TOEs.

STs and composi-
tion.

Shall use for the
development of
security specifica-
tions for packages,
PPs, PP-Modules
and PP-Configura-
tions.

STs and composi-
tion.

Shall use when
evaluating PPs,
PP-Configurations
and STs.

STs and composi-
tion.
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Table 1 (continued)

ISO/IEC

ance and reference
when formulating
statements of
security functional

ence when inter-
preting statements
of security func-
tional components

ence when formu-
lating statements
of security func-
tional components

reference when
evaluating secu-
rity functional
components given

15408 C_onsumers Developers Te§hn1cal Ltils Evaluators Others
(Risk owners) ing groups
parts
Shall use for guid- |Shall use for refer- |Shall use for refer- |Shall use for May use for

reference when
reviewing secu-
rity functional
components given

components for
their risk-environ-

n packages, PPs
and PP-Modules.

n packages, PPs
and PP-Modules.

n packages, PPs
and PP-Modules or

n packages, PPs
and PP-Modules on

Part 2 . . . .
ment. security function- |security funetion-
Shall use when : ’
developing STs. al requirements al requirgments
(SFRs) in STs. (SFRs).in STs.
May use when for-
mulating security
functionality for IT
products.
Shall use for guid- |Shall use for refer- |Shall use for refer- |Shall use for May use for
ance and reference |ence when inter- ence when formu- |reference when reference when
when determining |preting statements |lating statements |evaluatirig'secu- reviewing secu-
the security assur- |of security assur- |of security assur- |rity fuhctional rity functional
ance required for |ance components |ance components |compenents given |components given
their risk-environ- |in packages, PPs, in packages, PPs, impackages, PPs, in packages, PPs,
ment. PP-Modules and PP-Modules and PP-Modules and PP-Modules and
Part 3 PP-Configurations. |PP-Configurations, [PP-Configurations |PP-Configurations
Shall use when or security assur- |or security assur-
developing STs ance requirements ance requirements
in STs. in STs.
May use when
formulating or im-
proving develop-
ment processes.
Should use for Should use for Should use for Should use for May use for refer-
reference and reference pufposes |reference purposes|reference purposes |ence purposes and
background in- and for guidance |and for guidance |and for guidance |for guidance in the
formation in the in the structure in the structure of |in the structure of |structure of evalu-
structure of eval- |of evdluation evaluation meth- |evaluation meth- |ation methods and
Part4 | |yation method(s) |method(s)and/or |ods and activities. |ods and activities. |activities.
and/or activities. |activities. Should use when
formulating specif-
ic evaluation meth-
ods and activities.
Should uselfor Shall use when Shall use when Shall use for May use for refer-
reference’in developing STs developing PPs, reference when ence in determin-
detépmining the claiming conform- |PP-Modules and evaluating PPs, ing the contents
contents of any ance to pre-de- PP-Configurations |PP-Modules and of any claimed
claimed pre-de- fined packages of [claiming conform- |PP-Configurations |pre-defined pack-
fined packages of |security require- |ance to pre-de- or STs claiming ages of security
security require- |ments. fined packages of |conformance to requirements.
Part5 |ments. Shall use for security require- |pre-defined pack-
ments. ages of security
reference when .
. requirements.
preparing a TOE
for evaluation
conformant to
pre-defined pack-
ages of security
requirements.
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5.3 Target of evaluation (TOE)

5.3.1 General

The ISO/IEC 15408 series is flexible in what is evaluated and is therefore not tied to the boundaries of
IT products as commonly understood. Therefore, in the context of evaluation the ISO/IEC 15408 series
uses the term “TOE” (Target of Evaluation).

While there are cases where a TOE consists of a complete IT product, this need not be the case. The TOE

v ha an IT neadict o vt A AN TT e dict o oot AfFTT nendicte o nianataochnalaguthat o0 ever be
ay-Be-ahr—preatcsapatrtorahirr—Ppreoatesa-5e- o rr—proatets5atiguete eahoogy-tiateaht

hade into a product, or a combination of these.

=

s far as the ISO/IEC 15408 series is concerned, the precise relation between the TOE and any IT
roducts is only important in one aspect: the evaluation of a TOE containing only part'of an IT|product
hould not be misrepresented as the evaluation of the entire IT product.

(%2 1s o Tl

I

XAMPLE Examples of TOEs include devices characterized by few interfaces, reduced attack surfdce, and a
Fell-known supply chain:

<

- anetwork device;

—+ asoftware application;

- anoperating system;

-+ avirtualization system;

—+ anintegrated circuit;

—+ the cryptographic co-processor of an integrated cireuit;
—+ an application for a mobile device;

—+ a database application excluding the rémote client software normally associated with that |database
application.

T|OEs can also be more complex, characterized by alarge interface/large interfaces and/or number of conjponents,
multiple manufacturing/integration\phases, field upgradeable products such as:

—+ alLocal Area Network (LANJQincluding all terminals, servers, network equipment and software;
-+ amobile device;

-+ gateways and hubs;

—+ asoftware application in combination with an operating system;

-+ amultizfunction device, such as a multi-function printer;

—+ aHardware Security Module (HSM).

32 TOE boundaries

The concept of a TOE boundary is fundamental to the specification of the ST.

A TOE may be a complete IT product (or products), a part of an IT product, or made up of various
components. The ST shall clearly outline the physical and logical scope of the TOE as it is delivered to
the customer.

Any parts of an IT product that are not within the TOE boundary are outside the scope of the evaluation
and are called non-TOE parts of the IT product.
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5.3.3 Different representations of the TOE

In the ISO/IEC 15408 series, a TOE can occur in several representations in relationship with the
assurance criteria:

NOTE These assurance criteria include testing (ATE) and vulnerability analysis (AVA), which require TOE
samples, some design (ADV_IMP), which require an implementation representation, e.g. source code, and lifecycle
(ALC), which requires the TOE’s configuration list.

EXAMPLE TOE representations for a software TOE:

— alistof files in a configuration management system;
— asingle master copy that has just been compiled;
— the gource code for a specific version of an open-source distribution;

— abok containing physical media and a manual, ready to be shipped to a customer;

— abinary file available for secure download;
— an i:[stalled and operational version.

TOE reprfesentations for a hardware TOE:

— integrated circuit layout;

— menjory mappings;

— wafgrs;

— modules.

All of these are considered to be a TOE and wherever the term “TOE” is used in the ISO/IEC 15408

series, the context determines the representation that is described.

5.3.4 Pifferent configurations of the TOE

In genetal, IT products can be configured in many ways with different options enabled or disabled.
During &n evaluation performed in accordance with the ISO/IEC 15408 series, it will be determined
whethell a TOE meets certain requirements. It is often the case that the guidance part of the TOE
constrains the possible configurations of the TOE, i.e. the guidance for the TOE can be different from
the gendral guidance of the IT product.

[¢)

EXAMPLE An operating-system IT product: This product can be configured in many ways including, e.g. th
types of fisers, number of users, types of external connections allowed/disallowed, options enabled/disabled.

In generjal, if an [T product contains or is a TOE then the configuration of the product will need to be
much mlore tightly controlled, since some configuration options can lead to a TOE not meeting the
requirements,

general IT product that can allow many conflguratlons and the guldance documentatlon for the TOE,
that may allow only one or only a set of configurations that do not differ in security-relevant ways.

If the guidance documentation for the TOE allows more than one configuration, these configurations
are collectively called “the TOE” and each configuration shall meet the requirements levied on the TOE.

5.3.5 Operational environment of the TOE

Everything outside the TOE boundary belongs to the TOE operational environment. In the case where
the TOE is part of an IT product the IT product can have non-TOE parts. Such non-TOE parts are also
part of the operational environment of the TOE.
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The ST shall describe assumptions and define security objectives for the operational environment
which together with the security functionality provided by the TOE itself are necessary to mitigate the

threats, and to enforce organizational security policies (OSPs).

The security objectives for the operational environment may support the TOE security functionality.

The ST shall formulate clear requirements for the TOE environment in order to provide the user with

sufficient information to use the evaluated TOE properly.

EXAMPLE Secure key generation and injection premises and processes is an example of a security

objective

3 . 3 . 1 1 oo 1 : PPLTE : oo
f I'UIC OPCTAlIONdT CIVITOIIIICTIU WITICIT SUPPOILS UIC TUL CT'Y DLOET APIIIC SETVICES SPCUITICU USIITE LS COI

from ISO/IEC 15408-2.

La

4 Presentation of material in this document

he general model is presented in Clause 6, which explains the concepts relating to the evaly
he security functionality of IT products, the definition of the security problémand the sped
f security requirements addressing the security problem. Concepts relating to the specific
ecurity requirements, packages, PPs, PP-Modules and PP-Configurations;-that relate to the
isk-owners with similar security problems are introduced.

=S W O o

—

he means of specifying security requirements and the completion6f security components prd
50/1IEC 15408-2 and ISO/IEC 15408-3 are explained in Clauses /and 8.

[

he requirements and recommendations for the core constructs of packages, PPs, PP-Modji
onfigurations and ST s, are explained in Clauses 9, 10, 1vand 11.3.3.

(an)

The requirements and recommendations for evaluation and evaluation results for TOEs, STs,
P-Configurations are found in Clause 13.

law]

Hinally, the topic of composing assurance is found in Clause 14.

6 General model

o

.1 Background

his clause presents the general concepts used throughout the ISO/IEC 15408 series, i
he context in which theConcepts are to be used and the approach for applying the d
50/1EC 15408-2, ISO/TEE€ 15408-3, ISO/IEC 15408-4, and ISO/IEC 15408-5 expand on the use
oncepts and assuniethat the approach described here is used. Further, for users of the [SO/IE
eries who intend-to' perform evaluation activities, ISO/IEC 18045 is applicable.

wn o = ct

he ISO/IEC 15408 series discusses security using a set of security concepts and termino
nderstanding of these concepts and the terminology is a prerequisite to the effective ug
50/IEC:15408 series. However, the concepts themselves are not intended to restrict the cld
ecutity problems to which the ISO/IEC 15408 series is applicable. Clause 6 assumes that the re
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C 15408

logy. An
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iss of IT
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newledge of IT security and it is not intended to act as a tutorial in this area.

6.2 Assets and security controls

Security is concerned with the protection of assets within the operational environment.
EXAMPLE1 Anexample of an asset is the contents of a file or a server.

Examples of operational environments in the context of such an asset are:

— adata centre where the server is installed;

— acomputer network connected to the Internet which connects the server to the world;

— aLAN which connects the server to other servers and/or workstations;
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— the every-day environment of a user who uses information from the server or a particular file;
— ageneral office environment which provides communication facilities to the server and/or a particular file.

Many assets are in the form of information that is stored, processed, and transmitted by IT products
to meet requirements laid down by owners of the information. Information owners can require that
availability, dissemination, and modification of any such information are strictly controlled and that the
assets are protected from threats by security controls implemented in the operational environment.
Figure 1 illustrates these high-level concepts and relationships.

NOTE 1SOAEC 2700 provides Tequirenents for establishing, tmptemernting, Tmatmtaining amd contimuatly
improvirlg an information security management system including the specification of controls.

value
Owners , A
wish to minimise
impose
Controls
to reduce
Threat agents Risk
to
giverise to .
that incréase
Threats Assets
to

wish te‘abuse and/or may damage

Figure 1%='Security concepts and relationships

—_—

Safeguafding assets of interést is the responsibility of owners who place value on those assets. Actug
or presymed threat agents7can also place value on the assets and seek to abuse assets in a manng
contrary to the interestsof the owner.

—

EXAMPLE 2 Examplées of threat agents include hackers, malicious users, non-malicious users, who sometimgds
make errfors, computer processes and accidents.

The owners of'the assets can perceive such threats as a potential source of impairment of the assets,
leading toa,decrease of their Value Securlty spe01f1c 1mpa1rment commonly includes, but is not limite

t 1 £ £31 1L £ 1 £ lalails
O 0SS Ot CIDDCL LUlllluCllLlClllLy, IUDD UT ClDDCL lllLCSI IL_)’ auu TOSSUT CIDDCL avauau1uL_y

o

These threats therefore give rise to risks to the assets, based on the likelihood of a threat being realized
and the impact on the assets when that threat is realized. Subsequently controls are imposed to reduce
the risks to assets. These controls can consist of IT-related controls (e.g. firewalls and smart cards) and
non-IT controls (e.g. guards and procedures). See also ISO/IEC 27001 and ISO/IEC 27002 for a more
general discussion on security controls and how to implement and manage them.

Owners of assets can be held responsible for those assets and therefore should be able to defend the
decision to accept the risks of exposing the assets to the threats.
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— the controls are sufficient: if the applied controls do what they claim to do, the threats to the assets

are countered;

— the controls are correct: if the applied controls do what they claim to do.

Many owners of assets lack the knowledge, expertise, or resources necessary to judge sufficiency and
correctness of the security controls, and they do not always wish to rely solely on the assertions of the
developers of the security controls. These consumers can therefore choose to increase their confidence

these security controls.

ol

igure 2 describes the evaluation concepts and relationships discussed in this clause.

ifrthe suf 11c1ency and corTectness of some or all of their securlfy controls By oraerlng an evalyation of

Evaluation
provides
Owners
require
Confidence
that
are
Controls Sufficient
are and
therefore
minimife
Correct Risk
and
therefore
minimise to
Assets

Figure 2 — Evaluation concepts and relationships

In an evaluation, the sufficiency of the security controls is analysed through a construct called the

security target (ST).
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6.3 Core constructs of the paradigm of the ISO/IEC 15408 series

6.3.1 General
The ISO/IEC 15408 series defines a flexible framework for the evaluation of IT products.

To allow consumer groups and technical communities to express their security needs, and to facilitate
authoring appropriate documents that express these needs, five constructs are provided in the
paradigm: package, PP, PP-Module, PP-Configuration and ST.

As an ¢valuation can need to meet varying assurance needs of consumers (risk owners), thee
ISO/IEC[15408 series provides different tools including well-formed security assurance compenents
(ISO/IE¢ 15408-3) as well as a mechanism to define extended assurance components (ISO/IEC 15408-1).

Users of ISO/IEC 15408 series may also choose from pre-defined packages including th@se for EAL
(based pn ISO/IEC 15408-5), or from a framework for defining evaluation methodsyand activitie
(ISO/IEC 15408-4), and the associated evaluation methodology (based on ISO/IEC 18045).

n n

6.3.2 [onformance types

Three djifferent types of conformance to PPs and PP-Configurations have-been defined to meet thie
needs of consumers (risk owners). These are exact, strict and demonstrable conformance. They are
describgd in detail in Annex E.

PPs, PP-Modules and PP-Configurations shall specify a conformanice‘type.

STs clailm conformance to PPs and PP-Configurations according to their conformance types. PPs ca
also claim conformance to other PPs according to their conformance type.

-

wn

Confornjance types, conformance claims, and relationships of conformance types of PPs, PP-Module
and PP-Configurations are described in Annex E and shall be used in conjunction with the clauses
this docpment.

=)

6.3.3 Communicating security requirements

6.3.3.1 | Packages

[72)

Packagels describe a set of related-Security requirements that are frequently used together. Package
are often designed to be re-used bringing some comparability between those PPs, PP-Modules and ST
that use[them.

[72)

—_—

Securityf functional packages may be used to define security protocols, or other security functiong
concepts.

Securityf assuranceé packages may be used to define the conditions and processes such as specification,
design, dlevelopment, testing and delivery under which the TOE is developed and configured.

Core reduirements for pm‘kngpq can be found in Clanse 9 Annex A provides additional information an
requirements about packages that shall be used in conjunction with the clauses of this document.

ISO/IEC 15408-3 provides evaluation criteria, and specific requirements for STs, PPs and PP-Modules
undergoing evaluation that may use packages and ISO/IEC 15408-5 provides some pre-defined
assurance packages that may be used by PP, PP-Module, PP-Configuration and ST authors.

6.3.3.2 Protection Profiles (PPs)

PPs describe a TOE type and the security assurance requirements (SARs) and security functional
requirements (SFRs) expected to be provided for that type of TOE.

PPs based on other PPs may be used to further refine a TOE type.
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PPs may take either a standard or a direct rationale approach.

Core requirements for PPs can be found in Clause 10 and further information is found in Annex B that
shall be used in conjunction with the clauses of this document.

ISO/IEC 15408-3 provides evaluation criteria for PPs.

6.3.3.3 PP-Modules and PP-Configurations

PP-Configurations build upon the concepts of PP and PP-Module.

A PP-Module may be used to refine the generic TOE type of a base PP, or to add security requilrements
fbr particular technologies which may be optionally associated with the TOE type defined in the base
HPs. PP-Modules may also be based on other PP-Modules. Further, PP-Configurations.consist pf a TOE
type and set of requirements specified in several PPs and possibly PP-ModulesO{these are|the PP-
(Jonfiguration components).

|

his concept is described in more detail in Clause 11 and Annex C.

XAMPLE A PP-Module describes the SFRs for Bluetooth technology. Anothér PP-Module describes|the SFRs
r wireless LAN clients. Using a PP-Configuration, the SFRs for each of these technologies can be combjned with
Ps describing a TOE type, such as an operating system PP, or a mobile device PP. In this context the PP describing
he TOE type is referred to as a base PP. A PP-Configuration describes which PPs and PP-Modules are combined to
resent a specification that includes all the requirements given in the appropriate PPs and PP-Modules.

solliniiavB-clvs|

[—

h this example it would be possible to specify six PP-Configurations:
a) operating system with Bluetooth,

b) operating system with Wireless client,

c) operating system with Bluetooth and Wireless'client,

d) mobile device with Bluetooth,

e) mobile device with Wireless client,

f) mobile device with Bluetooth and/Wireless client.
§4.3.3.4 Security Targets (STs)

4.3.3.4.1 General

—

he clause preseiits a simplified view of the ST construct. A more detailed and complete descrfption of
he ST concepfand the content requirements can be found in 11.3.3 and Annex D which shall b¢ used in
onjunction'with the clauses of this document.

—

Q

]

50/IEC15408-3 provides evaluation criteria and specific requirements for STs undergoing evaluation.

6.3:342 Purpose of a ST

The ST is a key document that begins with determining the security problem definition (SPD) for the
TOE. This includes specifying the assets to be protected and the threats to those assets. The ST then
considers any relevant assumptions and describes the security controls that need to be in place in order
to demonstrate that these threats are countered. If the security controls do what they claim to do, the
threats are countered.

The two groups of security controls are:

a) the security objectives for the TOE: these describe the security control(s) for which correctness
will be determined in the evaluation;
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b) the security objectives for the operational environment: these describe the security controls for
which correctness will not be determined in the evaluation.

The reasons for this division are:

— the ISO/IEC 15408 series is suitable for assessing the correctness of IT development and production
environments and product life cycle management. Security controls required from the operational
environment are out of the scope of the evaluation according to the ISO/IEC 15408 series.

— assessing the correctness of security controls costs time and money, possibly making it infeasible to
assqSs the correctness of all security controls.

(s

— the forrectness of some security controls can already have been assessed in another evaluation.
is tHerefore not cost-effective to assess this correctness again.

The ST further details the security objectives for the TOE by means of specifying SFRs.These SFR
shall be[formulated in a standardized language, described in ISO/IEC 15408-2, to ensure‘precision an
facilitat¢ comparability.

= wn

In sumnjary, the ST demonstrates that:

— the PFRs meet the security objectives for the TOE;

—

— the [security objectives for the TOE and the security objectives for‘the operational environmer
address the SPD and, in particular, counter the threats;

— and|therefore, the SFRs and the security objectives for the ‘operational environment address the
SPD|and, in particular, counter the threats.

(s

From thiis it follows that a correct TOE, i.e. a TOE that.mreets the SFRs in combination with a correq
operatidnal environment that meets the security objectives for the operational environment, wi
counter [the threats. In 6.3.3.4.3 and 6.3.3.4.4 correctness of the TOE and correctness of the operationg
environfnent are discussed separately.

—_— —

In some|cases, defining a ST that omits secuttity objectives for the TOE and directly maps the SFRs tp
the SPDis appropriate. This is a “Direct Rationale” ST, and is explained in detail in 11.3.3 and Annex D

—t

A ST mdy be defined as standalone document for a specific TOE or may conform with a pre-exister
PP-Confjguration or one or severalpre-existent PP(s). These documents allow for generic definition
of a TOE type to be made allowing for comparability in evaluation results between TOEs as well 3
efficiendies to be made.

[72)

[72)

Packagefs, PPs, PP-Modulestand PP-Configurations that may contribute to the specification of a ST are
introduged in 6.3.3.1,6.3.3.2 and 6.3.3.3.

6.3.3.4. Corréctness of the TOE

A TOE fan{bé incorrectly designed and implemented and therefore contain errors that lead tp
vulnerabilities. By exploiting these vulnerabilities, attackers can be able to damage and/or abuse the
assets.

These vulnerabilities can arise from, e.g. poor design, accidental errors made during development,
intentional addition of malicious code, poor configuration management.

To determine the correctness of the TOE, various activities may be performed such as:
— testing the TOE;
— examining various design representations of the TOE;

— examining the physical security of the development environment of the TOE.
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The ST provides a structured description of these activities to determine correctness in the form of
SARs. These SARs shall be formulated in a standardized language described in ISO/IEC 15408-3 to
ensure precision and facilitate comparability.

If the SARs are met, there exists assurance in the correctness of the TOE and the TOE is therefore less
likely to contain vulnerabilities that can be exploited by attackers. The amount of assurance that exists
in the correctness of the TOE is determined by the SARs themselves.

6.3.3.4.4 Correctness of the operational environment

he operational environment can also be incorrectly specified or implemented and thereféie contain
rors that lead to vulnerabilities. By exploiting these vulnerabilities, attackers can damage and/or
use the assets.

—_

owever, in the ISO/IEC 15408 series, no assurance is obtained regarding the'«correctneds of the
perational environment, i.e. the operational environment is not evaluated.

o

As far as the evaluation is concerned, the operational environment is- assumed to be a| correct
instantiation of the security objectives for the operational environment.

This does not preclude a consumer of the TOE from using other methods to determine the corfectness
df this operational environment.

HXAMPLE 1 If, for an Operating System TOE, the security objectives for the operational environmlent state
Che operational environment ensure that entities from an untrusted network can only access the TIOE using
he FTP protocol”, the consumer can select an evaluated firewall, and configure it to only allow FTP access to the
OE.

3

XAMPLE 2 If the security objectives for the operational environment state: “The operational envjronment
hall ensure that all administrative personnel do not behave maliciously”, the consumer can adapt their ¢ontracts
yith administrative personnel to include punitive'sanctions for malicious behaviour, but this determination is
ot part of an evaluation using the ISO/IEC 15408 eries as a basis.

=0 < » o

=z

OTE The Internet is an example of an“untrusted network.
4.3.4 Meeting the needs of consumers (risk owners)

4.3.4.1 General

(an)

onsumers (risk owners) can have different approaches for obtaining the assurance that the products
hey use to address the'SPD. 6.3.4.2 and 6.3.4.3 introduce these approaches. Moreover, ISO/IEC [15408-4
grovides methodsto define specific evaluation activities for the assurance requirements.

—

4.3.4.2 Single assurance evaluation

Single assurance evaluation is the type of evaluation that has been specified in previous revisiops of the
BOAEC 15408 series. In single assurance evaluation a single set of SARs are applied to the entire TOE.

]

Thesingleassurance evatuation paradignt:
— requires that the entire TOE has been subject to the same SARs;
— isused when a single set of SARs are commensurate with the security needs for the TOE.

A single assurance evaluation is based on an ST that may claim conformance with PP(s), or a PP-
Configuration but is reliant on all claimed PPs or PP-Configuration components specifying identical
sets or supersets of security assurance components. An evaluation based on an ST that does not make
any conformance claim with PPs or a PP-Configuration is by its nature a single-assurance evaluation.
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6.3.4.3

The mu
differen

Multi-assurance evaluation

Iti-assurance evaluation paradigm consists in applying different assurance requirements to
t parts of the TSF (sub-TSFs), while enforcing a global set of SARs for the entire TOE.

The multi-assurance evaluation paradigm:

— add

resses heterogeneous IT products where different security needs require a different assurance

within a single evaluation;

— ensyresthatthemuttipteassurance requirenrentsare soumd-with regardtothresecurity reeds for

the

Technic
assuran
assuran
evaluati

a firewdll policy, the boot process, encryption/decryption operations, and in some ‘¢ases, the sub-TS

may be

card reader.
The mul

— a prjoduct where some security functionality requires a higher assurance than the rest, e.g. a kely
storfage and processing unit, a secure boot module;

— apn
asst
ared

— afa

T product.

11y, a multi-assurance evaluation is driven by a ST that conforms with one (and only one),mult
ce PP-Configuration. The multi-assurance PP-Configuration ensures that applying differern
Ce requirements to different parts of the TSF is consistent with their securitymeéeds. In thi
bn approach, each sub-TSF enforces some security functionality, e.g. an authentication protoco|

D I W e+

hssociated with a subset of TOE components, for instance a TPM, a cryptographic library or

[ti-assurance paradigm is relevant, in particular, in the following situations:

oduct where some parts of the security functionalitydo not require the same high evaluatio

Irance as other more exposed parts, for instance an internet gateway with support for persong
network protocols;

— =

mily of products where some security functionality is shared across all the products with t

same assurance, and some security functionality#is implemented in different ways for different us

casd
a dif

An ¢
§E, or both. This can give rise t6' a PP for the authentication device excluding the matchin

set

of the PP-Modules, PP with“both PP-Modules. A similar situation arises, for instance, for a famil

of

s, for instance in a tamper-resistant modul€ or in a software module or through COTS, requiri
ferent assurance;

bxample is a family of biometric @uthentication devices, with either match-on-device or match-

tion, and two PP-Modules for'the different types of matching functions, each with a dedicate
fassurance requirements, Three PP-Configurations can be defined for the device: PP with eac

obile applications which uses either software crypto library secured by with-box technique
hardware-based ‘erypto library, or for a family of payment terminals with either IC and/g
stripe readers;

= n

requlrements.

28
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7 Specifying security requirements

7.1 Security problem definition (SPD)

7.1.1 General

The SPD defines the security problem that is to be addressed and may appear in PPs, PP-Modules and
STs. The SPD is, as far as the ISO/IEC 15408 series is concerned, axiomatic, i.e. the process of deriving
the SPD falls outside the scope of the ISO/IEC 15408 series.

PD elements can be associated with configurations or requirements that are optional for the gi

ven TOE

type, for example, in a case where the TOE is distributed, or where optional functional requirements (as
utlined in 7.3.2.6) are specified. This is allowed as long as the optional nature of the SRD elemgnts (and
ny associated objectives and functional requirements) are identified as specified ifthis document.

oz wn o =

=z

/

Q

o =

OTE1 Theusefulness of the results of an evaluation strongly depends on the quality60f the SPD. It is

PD. ISO/IEC 15446 presents guidance in regard to deriving an SPD.

oes not need to have OSPs and vice versa. Also, any PP can omit assumpgtiens.

OTE3  Where the TOE is physically distributed, it is preferable ¢o0 discuss the relevant threats,
ssumptions separately for distinct domains of the TOE operatiopakenvironment.

.1.2 Threats

ombination of the two.

threat consists of an adverse action perforimed by a threat agent on an asset.

hreat agents may be describedsas.individual entities, but in some cases, it is preferable to
hem as, e.g. types of entities, groups of entities.

XAMPLE 1

xamples of threat agents, are:
- hackers;

- users;

- computer processes;

- accidents.

T

motivation.

EXAMPLE 2

Examples of threats are:

confidential files from a company network;

— aworm seriously degrading the performance of a wide-area network;

— asystem administrator violating user privacy;

— someone on the Internet listening in on confidential electronic communication.

© ISO/IEC 2022 - All rights reserved

herefore

ften worthwhile to spend significant resources and use well-defined processes and-analyses to deriye a good

OTE2  Accordingto ISO/IEC 15408-3, it is not mandatory to have statemients in all sections. A PP with threats

DSPs and

he SPD describes the threats that are to be countéred by the TOE, its operational environmient, or a

dverse actions influence one or more, properties of an asset from which that asset derives its yalue.

describe

[hreat agents can be further described by attributes such as expertise, resources, opportumity, and

a hacker (with substantial expertise, standard equipment, and being paid to do so) remotely copying
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7.1.3 Organizational security policies (OSPs)

The SPD describes the OSPs that are to be enforced by the TOE, its operational environment, or a
combination of the two.

OSPs are security rules, procedures, or guidelines imposed in the operational environment. OSPs can be
made by an organization controlling the operational environment of the TOE, or they can be made by
legislative or regulatory bodies. OSPs can apply to the TOE and/or the operational environment of the
TOE.

EXAMPL Examples of OSPs are:

— “All products thatare used by the government shall conform to the national standard for password genération
and encryption”;

“Onlly users with system administrator privilege and clearance of Department Secret shall. e allowed to
manjage the Department Fileserver”.

7.1.4 Assumptions

The SPI) describes the assumptions that are made on the operational environment in order to bje
able to provide security functionality. If the TOE is placed in an operational environment that dods
not medt these assumptions, there is a possibility that the TOE will he*unable to provide all of its
security] functionality. Assumptions may be on physical, personnel and-¢onnectivity of the operational
environment.

EXAMPLE Examples of assumptions are:

— assumptions on the non-TOE part of the product;
— [itis assumed that the TOE will be integrated into a:device that provides a hardware-based root of trust.

— assumptions on physical aspects of the operationalenvironment;

— [it is assumed that the TOE will be placed’in a room that is designed to minimize electromagnet
emanations;

@]

— [itis assumed that the administrator-consoles of the TOE will be placed in a restricted access area.
— assumptions on personnel aspects of the operational environment;
— |itis assumed that users.of'the TOE will be trained sufficiently in order to operate the TOE;
— [itis assumed that users of the TOE are approved for information that is classified as National Secret;
— [itis assumed thatusers of the TOE will not write down their passwords.
— assumptions eny€onnectivity aspects of the operational environment;

— [itis assimed that a PC workstation with at least 10GB of disk space is available to run the TOE on;

— [iti9assumed that the TOE is the only non-0S application running on this workstation;

— itis assumed that the TOE will not be connected to an untrusted network.

NOTE During an evaluation, these assumptions are considered to be true: they are not tested in any way.
For these reasons, assumptions can only be made on the operational environment. Assumptions can never
be made on the behaviour of the TOE because an evaluation consists of evaluating assertions made about the
TOE and not by assuming that assertions on the TOE are true. Nevertheless, the ST, PP and PP-Configuration
evaluations help detect unrealistic assumptions for the type of TOE and operational environment, which can
become unacceptable.

30 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=c6c125960a2d38caff89eefd087f29c3

ISO/IEC 15408-1:2022(E)

7.2 Security objectives

7.2.1 General

The security objectives are a concise statement of the intended solution to the security problem. The
role of the security objectives is threefold:

a) provide a high-level, natural language solution of the problem. The security objectives consist of a
set of statements without overly much detail that together form a high-level solution to the security

problem—Thetevel-ofabstraction-ofthe-securitv-obiectives-alps-at-beineclearandunderstandable
FoBre i —re1everoanStacHoR-ote-SecHty-onje e vesainSatrBeRg-ereatr—ahauhRaest S

to knowledgeable potential consumers of the TOE. The security objectives are in natural Iqnguage;

h) divide this solution into two part-wise solutions, that reflect the roles of the|, TOE|and its
operational environment to address each part of the problem. In a ST the high-level [security
solution, as described by the security objectives, is divided into two part-wise solutionfs. These
part-wise solutions are called the security objectives for the TOE and the security objectivds for the
operational environment;

d demonstrate that these part-wise solutions form a complete solutionto the problem.

71.2.2 Security objectives for the TOE

The TOE provides security functionality to solve a certain part of the problem defined by the §PD. This
fdart-wise solution is called the security objectives for the/TOE and consists of a set of object{ves that
the TOE shall achieve in order to solve its part of the problem.

HXAMPLE Examples of security objectives for the TOE are:

“The TOE shall keep confidential the content of all\files transmitted between it and a Server”;

—+ “The TOE shall identify and authenticate all@sers before allowing them access to the Transmissioh Service
provided by the TOE”;

—+ “The TOE shall restrict user access @ data according to the Data Access policy described in Annek 3 of the
PP”.

If the TOE is physically distributed, it is preferable to subdivide the section containing the [security
bjectives for the TOE into several subsections to reflect this.

o

NOTE In Direct Rationale STs security objectives for the TOE are not included: See D.4.

.2.3 Security ebjectives for the operational environment

The operational'environment of the TOE implements technical and procedural measures to apsist the
TOE in correctly providing its security functionality (which is defined by the security objecfives for
the TOE).This pair-wise solution is called the security objectives for the operational environment and
donsists-of a set of statements describing the goals that the operational environment shall achigve.

HXAMPLE

Examples of security objectives for the operational environment are:

— “The operational environment shall provide a workstation with the OS Linux version 3.01b to execute the
TOE on”;

— “The operational environment shall ensure that all human TOE users receive appropriate training before
allowing them to work with the TOE”;

— “The operational environment of the TOE shall restrict physical access to the TOE to administrative personnel
and maintenance personnel accompanied by administrative personnel”;

— “The operational environment shall ensure the confidentiality of the audit logs received from the TOE on the
Audit Server”.
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If the operational environment of the TOE consists of multiple physical sites, each with different
properties, it is preferable to subdivide the section containing the security objectives for the operational

environment into several sub-sections to reflect this.

Third party components that shall not be evaluated due to unavailability of evaluation evidence are
included in the operational environment, and the security objectives for the operational environment

shall include that the third-party component works as intended.

7.2.4 Relation between security objectives and the SPD

STs, PPs| PP-Modules and packages also contain a security objectives rationale containing two sectiong:

a) atracing that shows which security objectives address which SPD-elements;

b) a set of justifications that shows that all SPD-elements are effectively addressed bycthe securit]

objdctives.

NOTE In Direct Rationale PPs a rationale for security objectives in the TOE is not included. See D.4.

EXAMPLE A threat “T17: Threat agent X reads the Confidential Information in trafsit between A and B”,
security pbjective for the TOE: “OT12: The TOE shall ensure that all information transmitted between A and B

kept confidential”, and a demonstration “T17 is directly countered by 0T12”.

7.2.5 [fracing between security objectives and the SPD
The trading shows how the security objectives trace back to the SPD-elements and that:
a) there are no spurious objectives;
Each security objective traces to at least one SPD-elément.
b) the fecurity problem definition is completely covereéd;
Each SPD-element has at least one security‘objective tracing to it;

c) theftracing is correct.

Sinde assumptions are always made‘by the TOE on the operational environment, security objective
for ghe TOE do not trace back to-assumptions. The tracings allowed by ISO/IEC 15408-3 are depicte

in Flgure 3.
. N S
I Security Problem Definition
I
|
| Threats Orga.nlsathnfe\l Assumptions
| Security Policies
I
|
L—

p

[

= wn

Security objectives Security objectives
for the TOE for the operational

environment

Figure 3 — Tracings between security objectives and the SPD

Multiple security objectives may trace to the same threat, indicating that the combination of those

security objectives counters that threat. A similar argument holds for OSPs and assumptions.
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7.2.6 Providing a justification for the tracing

The security objectives rationale also demonstrates that the tracing is effective: All the given threats,
OSPs and assumption are addressed (i.e. countered, enforced, and upheld respectively) if all security
objectives tracing to a particular threat, OSP or assumption are achieved.

This demonstration analyses the effect of achieving the relevant security objectives on countering
the threats, enforcing the OSPs and upholding the assumptions and leads to the conclusion that this is
indeed the case.

Ih'some cases, where parts of the SPD very closely resemble some security objectives, the demaorstration
dan be straightforward.

1.2.7 On countering threats

(an)

ountering a threat does not necessarily mean removing that threat, it can also mean sufficiently
iminishing that threat or sufficiently mitigating the associated risk.

(oW

HXAMPLE Examples of removing a threat are:
—+ removing the ability to execute the adverse action from the threat agent;

-+ moving, changing, or protecting the asset in such a way that the adverse action is no longer applicaple to it;

- removing the threat agent, e.g. removing machines from a network that frequently crash that netwprk.

sl

xamples of diminishing a threat are:

—+ restricting the ability of a threat agent to perform adverse actions;

—+ restricting the opportunity to execute an adversé.action of a threat agent;

—+ reducing the likelihood of an executed adverse action being successful;

—+ reducing the motivation to execute anadverse action of a threat agent by deterrence;
-+ requiring greater expertise or greater resources from the threat agent.

Hxamples of mitigating the effects of a threat are:

—+ making frequent back-ups'of the asset;

- obtaining spare copies-of an asset;
- insuring an asset;

—+ ensuring that'Successful adverse actions are always timely detected, so that appropriate action can pe taken.

71.2.8 <Security objectives: conclusion

Hased on the security objectives and the security objectives rationale, the following conclusion is

ravm: If a1l cnr‘nrlfv n]’nnr‘hvnc are achieved then the cnr‘nrlfv problem as defined in SPD is sdlved. All

threats are countered all OSPs are enforced, and all assumptlons are upheld.

NOTE The ASE_SPD family in ISO/IEC 15408-3 supports this determination.
7.3 Security requirements

7.3.1 General

As mentioned in 6.3.3.4 and 6.3.3, packages, PPs, PP-Modules, PP-Configurations and STs specify the
detailed security requirements applicable to a TOE that have been derived from the stated SPD. SFRs
and SARs shall be drawn from security components defined in ISO/IEC 15408-2 and ISO/IEC 15408-3
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respectively, which are a template for security requirements written in a standardized language.
The process of deriving a security requirement from a security component involves digesting the
components and is known as “completion”.

NOTE1 In Clause 7, the term “author” includes authors of STs, PPs, PP-Modules, PP-Configurations and
packages.

Security requirements are specified as a result of the description of the in a ST and possibly PP, PP-
Module, and packages. Security requirements are specified by a choosing the components given in
ISO/IEC 15408-2, ISO/IEC 15408-3 or that have been defined as extended components in accordance
with 8.4 The tailoring process uses the operations in 8.2.

o

NOTE 2 | Since a ST specifies the security requirements for a specific TOE it presents only fully cotnplete|
components. PPs, PP-Modules and packages often present uncompleted security components allowing author
basing dgcuments upon them appropriate flexibility.

%)

The secyrity requirements consist of two groups of requirements:

a) theecurity functional requirements (SFRs): a description of how the TOE addresses the SPD infa
stanjdardized language;

(s

b) thesecurity assurance requirements (SARs): a description of how agstirance is to be gained th3
the TOE meets the SFRs.

NOTE 3 | SARs concern the adherence of the TOE to the ST. SARs play norole in the coverage of the SPD, which
is coveref by security objectives and SFRs.

These tyo groups are discussed in 7.3.2 and 7.3.3.
7.3.2 PBecurity Functional Requirements (SFRs)

7.3.2.1 | General

The SFRs contribute to fulfil the TOE’s SPD. and address the security objectives defined for the TOE.
They ar¢ usually at a more detailed level of @bstraction, but they have to be a complete translation (thie
security| objectives for the TOE shall be completely addressed). The ISO/IEC 15408 series requires this
translatjon into a standardized language for the following reasons:

— to provide a precise description of what is to be evaluated. As security objectives for the TOE an
usuglly formulated in natural language, translation into a standardized language enforces a more
preg¢ise description of the-functionality of the TOE;

[¢’)

— to d4llow comparisen/between two STs. The standardized language enforces using the sampe
terrhinology and-concepts. This allows comparison of STs even when authors use different
terrhinology in\describing their SPD and security objectives (this situation does not arise when thie
STs conform.te the same PPs or PP-Configuration).

In the rcTTntext of PPs and PP-Modules, the SFRs shall be independent of any specific technical solutiopn
(implemlentation).

There is no translation required in this document for the security objectives for the operational
environment, because the operational environment is not evaluated and does therefore not require a
description aimed at its evaluation.

NOTE1 See the Bibliography for items relevant to the security assessment of operational systems.

NOTE 2 It can be the case that parts of the operational environment are evaluated in another evaluation, but
this is not within the scope of the ISO/IEC 15408 series.

EXAMPLE An operating system TOE can require a firewall to be present in its operational environment.

Another evaluation can subsequently evaluate the firewall, but this evaluation has nothing to do with the
evaluation of the OS TOE.
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7.3.2.2 How this translation is supported
The ISO/IEC 15408 series supports this translation in three ways:

a) By providing a pre-defined “language” designed to describe precisely what is to be evaluated. This
language is defined as a set of components defined in ISO/IEC 15408-2. The use of this language as
a well-defined translation of the security objectives for the TOE to SFRs is mandatory, though some
exceptions exist and are given in 8.4;

b) By providing operations: mechanisms that allow the author of the package, ST, PP or PP-Module to
complete and modily the SFRs to provide a more accurate translation of the security objedtives for
the TOE or TOE type. This document defines the four allowed operations: assignment, 'sglection,
iteration, and refinement. These are described further in 8.2;

d By providing dependencies: a mechanism that supports a more complete translation to SFRs. In
ISO/IEC 15408-2 language, an SFR may have a dependency on other SFRs. This'signifies thatifa ST
uses that SFR, it generally needs to use those other SFRs as well. This makés/it much harddr for the
ST author to overlook including necessary SFRs and thereby improves.the completeness df the ST.
Dependencies are described further in 8.3.

1.3.2.3 Relation between SFRs and security objectives

law]

ackages, PPs, PP-Modules and STs contain a SFRs rationale, conSisting of two sections:

d) atracing that shows which SFRs address which security objectives for the TOE;

o

) a set of justifications that shows that all security. objectives for the TOE are effectively addressed
by the SFRs.

NOTE In the Direct Rationale approach the tracing and rationale is provided between the SFRs and|the SPD.

1.3.2.4 Tracing between SFRs and the security objectives for the TOE
The tracing shows how the SFRs trace/back to the security objectives for the TOE as follows:

d) no spurious SFRs: Each SFR trades back to at least one security objective;

o

) complete with respect to.the security objectives for the TOE: Each security objective for the [TOE has
at least one SFR tracing-to it.

Nlultiple SFRs may trace to the same security objective for the TOE, indicating that the combination of
those security reguiréments meets that security objective for the TOE.

.3.2.5 Providing a justification for the tracing

The SFRswationale demonstrates that the tracing is effective: if all SFRs tracing to a particular[security
bjective for the TOE are satisfied, that security objective for the TOE is achieved.

o

This damaonctration analucac tha affacte of cticfuing tha vralayant CEDc A ~Achinuing tha ecurlt
lthis—demonstration—-analysesthe effects of satisfiring the relevant SERs on—achieving the s y

objective for the TOE and lead to the conclusion that this is indeed the case.

7.3.2.6 Special types of SFR

SFRs can be designated in packages, PPs and PP-Modules as optional requirements or selection-based
requirements.

A. Optional requirements

Optional requirements are “optional” in the sense that they do not need to be included in a PP/ST in
order for the PP/ST to claim conformance (of any type) to a PP or PP-Configuration.
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Packages, PPs and PP-Modules may define optional requirements in one of two categories. Each category
is specified explicitly by the author.

The first category of optional requirements is elective. Requirements in this category do not need
to be included in a PP/ST in order for the PP/ST to claim conformance (of any type) to the PP or PP-
Configuration where the requirement is defined. In this case, it is not obligatory that the PP/ST includes
the requirement, even if the TOE implements the functionality described by the requirement.

The second category of optional requirements is conditional. If the TOE implements the described
functionality then the optional requirement shall be included in the PP/ST. If the TOE does not
implemdgnt the functionality covered by the optional requirement, then the requirement is not included
in the PI/ST.

NOTE Optional requirements can be written in response to SPD-elements that exist in the package, PP or P}
Module, pr SPD-elements that are specifically associated with the requirement. Such associationscare identifie
in the pagkage, PP or PP-Module. A Direct Rationale package, PP, PP-Module or ST do not define secubity objective
for optional requirements that have associated SPD elements, while a regular package, PR-PP-Module or S
includes pecurity objectives for the associated SFRs and SPD elements.

= wn Q.

B. Seleckion-based requirements

Packagefs, PPs and PP-Modules may identify a set of selection-based SERs:“In this case, the authdg
additionjally ensures that the package/PP/PP-Module clearly indicates. the dependencies between
particulpr selection in a security functional component and/or SFR included in the package/PP/PR-
Module pnd the associated selection-based SFR(s) that shall be incliided if that selection is chosen by
another|PP/ST author. This is explained in 8.2.4.2.

[SI

7.3.3 Pecurity assurance requirements (SARs)

7.3.3.1 | General

The SARs are a description of how the TOE is to he‘evaluated that may be defined in packages, PPs, PR-
Moduleq, PP-Configurations and STs. This description uses a standardized language for two reasons:

— to pfovide a precise description of hew:the TOE is to be evaluated;

— to dllow comparison between two STs. The standardized language enforces using the samle
terminology and concepts.

oW

This standardized language is, rendered by components defined in ISO/IEC 15408-3, and permitte
operatigns are defined in Clatuse 8. The use of this language is mandatory, though some exception
exist. THe ISO/IEC 15408 series enhances this language in two ways:

[72)

a) By providing opetrations: mechanisms that allow the package/PP/PP-Module/PP-Configuration/S[l
author to medify the SARs. The ISO/IEC 15408 series has four operations: assignment, selection,
iteryition, and'refinement. These are described further in 8.2;

b) By providing dependencies: a mechanism that supports consistent choice from other SARs tp

nata tha doananding CSAD Tn ICO/IEC 154092 lanaguiagn A CAD ~an bhavun o donandancy o
contplete—the—dependingSAR—IRISOAEC 154083 Janguage—aSARcanhavea—dependency—o

other SARs. This signifies that if a package/ PP/PP-Module/PP-Configuration/ST uses that SAR,
it generally needs to use those other SARs as well. This makes it much harder for the author to
overlook including necessary SARs and thereby improves the completeness of packages, STs, PPs,
PP-Modules and PP-Configurations. Dependencies are described further in 8.3.

NOTE The SARs defined in ISO/IEC 15408-3 do not use assignments or selections. However, it is possible to
define extended assurance components which allow those operations.
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7.3.3.2 SARs and the security requirement rationale

Assurance packages, PPs, PP-Modules, PP-Configurations, and STs also contain a security requirements
rationale that explains why the chosen set(s) of SARs are deemed appropriate.

NOTE In the case of exact conformance a PP-Module inherits the SARs from its PP-Module Base
rationale for the SARs is required.

hence no

SARs contribute to the confidence that a risk owner can place in an evaluation. Many SARs given in
ISO/IEC 15408-3 relate to the design and development processes used in the implementation of a TOE

¢

—

o

- O

— N

- W

— ot oh o

o QD

O O

Y a developer and to developer testing. SOMEe SARS r'elate to an operational 1OE SUCh as Secure
rocess and flaw remediation. Some SARs relate specifically to evaluator vulnerability anal
hdependent functional and penetration testing.

XAMPLE An example of an inconsistency in the selection of SARs is if the SPD mentions threats
hreat agent is very capable, and a low (or no) vulnerability analysis (AVA_VAN) is included\in the SARs.

.3.4 Security requirements: conclusion

h the SPD section of a functional package/PP/PP-Module/ST, the security problem is de
onsisting of the SPD-elements: threats, OSPs and assumptions. In thé security objectives secti

- security objectives for the TOE;
- security objectives for the operational environment.

dditionally, the security objectives rationale is provided to justify that the security problem
fall security objectives are met.

h the security requirements section, the security objectives for the TOE are translated to SF

br the TOE are achieved.

br selecting these SARs. The setrof\SARs shall be in line with the security expectations deriy
he SPD. The explanation for SAR Selection shall be made in the SAR rationale.

he operational environment itself is not within the scope of the evaluation, although when
ssurance class is included'in a ST then the TOE guidance shall fully reflect these security objecg
he operational envirénment and is assessed as part of the evaluation using the AGD class.

11 of the above are combined into the statement: “If all SFRs and SARs are satisfied and all
bjectives forthe’ operational environment are achieved, then there exists assurance that the
roblem astdefined in ASE_SPD is solved: all threats are countered, all OSPs are enforced
ssumptions are upheld.” This is illustrated in Figure 4.

inctional package/PP/PP-Module/ST, the solution is provided in theform of two sub-solutiong:

delivery
ysis and

Vhere the

fined as
bn of the

s solved

Rs and a

ecurity requirements rationale is provided showing that if all SFRs are satisfied, all security objectives

dditionally, a set of SARs is providedto show how the TOE is evaluated, together with an explanation

ed from

the AGD
tives for

security
security
and all
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Security Problem Definition

Organisational
Security Policies

]
Security objectives \ Security objectives

Threats

for the TOE for the operational
environment

Security functional Security assurance
requirements requirements

Figureg 4 — Relations between the SPD, the security objectives, and the security requirements

[72)

The amgunt of assurance obtained through an evaluatiow;is defined by the SARs, and whether thi
amount of assurance is sufficient to risk-owners using the ST is described in the explanation given fq
choosing these SARs.

—

8 Sedurity components
8.1 Hjerarchical structure of security components

8.1.1 [General

ISO/IEC| 15408-2 and ISO/IEG *15408-3 provide catalogues of security components that shall b
used when specifying sectrity requirements. The catalogues have organized the components into
hierarchical structure at-four levels:

[ e

— claspes, consisting of;
— famljlies, censisting of;

— conlponents, consisting of;

— elements, which cannot be decomposed.

8.1.2 C(Class

The requirements for functional classes are given in ISO/IEC 15408-2: 2022, 6.1.2. The requirements
for assurance classes are given in ISO/IEC 15408-3: 2022, 6.2.

A class consists of a set of families.

EXAMPLE An example of a class is the “FIA: Identification and authentication” class that is focused at
identification of users, authentication of users and binding of users and subjects.
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8.1.3 Family

The requirements for functional families are provided in ISO/IEC 15408-2: 2022, 6.1.3. The requirements
for assurance families are given in ISO/IEC 15408-3: 2022, 6.3.

A family consists of a set of components.

EXAMPLE An example of a family is the “User authentication (FIA_UAU)” family which is part of the “FIA:
Identification and authentication class”. This family concentrates on the authentication of users.

.1.4 Component

The requirements for functional component structure are provided in ISO/IEC 15408-2:2022, 6.1.4. The
requirements for assurance components are given in ISO/IEC 15408-3:2022, 6.4.

A component consists of a set of elements.

HXAMPLE An example of a component is “FIA_UAU.3 Unforgeable authentication”, which concenfrates on
unforgeable authentication.

4.1.5 Element

The requirements for functional elements are provided in« [SO/IEC 15408-2:2022, 6.1.4. The
requirements for assurance elements are given in ISO/IEC 15408<3:2022, 6.5.

HXAMPLE An example of an element is “FIA_UAU.3.2”", whiCh eoncentrates on the prevention of use|of copied
authentication data.

8.2 Operations

8.2.1 General

Y

50/IEC 15408-2 and ISO/IEC 15408-3‘provide catalogues of security components, and this dpcument
grovides authors with the ability, teextend the component catalogues in some circumstahces. By
plying operations to the security.components, they may be tailored precisely to the author’s needs
hen writing PPs, PP-Modules, packages and STs'.

ecurity components may(be" used precisely as defined in ISO/IEC 15408-2 and ISO/IEC 15408-3, or
they may be tailored through the use of permitted operations.

hen using operations, the author should be careful that the dependency needs of other requirements
that depend on thisyrequirement are satisfied. The permitted operations are selected from the fpllowing
set:

iteration: allows a component to be used more than once with varying operations;

assignment: allows the specification of parameters;

Selection: allows the Qpprifirnfinn of one or mare items from a list: and

d) refinement: allows the addition of details.

The assignment and selection operations are permitted only where specifically indicated in a
component. Iteration and refinement are permitted for all security requirements. The operations are
described in more detail below.
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The annexes of ISO/IEC 15408-2 provide the guidance on the valid completion of selections and
assignments. This guidance provides instructions on how to complete operations, and those
instructions shall be followed unless the author justifies the deviation:

8.2.2 [teration

The iterjation operation may be performed on every component. The author performs an iteratio
operatidn by including multiple requirements based on the same component. Each iteration of
compongnt shall be different from all other iterations of that componentywhich is realized by completin|
assignments and selections in a different way, or by applying refinemhénts to it in a different way.

Differenft iterations shall be uniquely identified to allow clear rationales and tracings to and from these
requireinents. Iteration identifiers should be meaningful to readers.

EXAMPLE FCS_COP.1 Cryptographic operation being iteratéd twice in order to require the implementatio
of two different cryptographic algorithms. An example of each“iteration being uniquely identified is:

NOTE Sometimes an iteration operatiopn-can be used with components where it is also possible to perforin
an assigriment operation with a range or list'ef values instead of iterating them. In that case, the author can sele¢t
the most{appropriate alternative, considering if there is a necessity of providing a whole rationale for the range
of values|or if it is necessary to have a’separate one for each of them. The author considers if individual traces arje
required|for those values.

8.2.3 JAssignment

An assignment operatien occurs where a given component contains an element with a parameter thgt
may be pet by the author. The parameter may be an unrestricted variable, or a rule that narrows the
variablelto a spegific range of values.

Whenever an'‘element in a PP, PP-Module or package within a PP/PP-Module contains an assignment,
the authjorshall do one of four things:

a)

b)

40

“None” is only available as a choice for the completion of a selection if explicitly provided;

The lists provided for the completion of selections shall be non-empty. If a “None” option is chosen,
no additional selection options may be chosen. If “None” is not given as an option in a selection,
it is permissible to combine the choices in a selection with “and”s and “or”s, unless the selection
explicitly states “choose one of”.

Selection operations may be combined by iteration where needed. In this case, the applicability.qf
the pption chosen for each iteration should not overlap the subject of the other iterated seleoction,
singe they are intended to be exclusive.

for the completion of assignments, the ISO/IEC 15408-2 annexes shall be consulted-in order tp
det¢rmine when “None” would be a valid completion.

=

')

=]

cryftographic operation (RSA signatures) (FCS_COP.I(RSA signatures));

cryftographic operation (AES data encryption/decryption) (FCS_COP.1(AES data encryption/decryption))

leave the assignment uncompleted;

EXAMPLE 1 The author can include FIA_AFL.1.2 in the PP, PP-Module or package.

“When the defined number of unsuccessful authentication attempts has been met or surpassed, the
TSF shall [assignment: list of actions].”

In this case, the ST author can complete FIA_AFL.1.2 thus:

“When the defined number of unsuccessful authentication attempts has been met or surpassed, the
TSF shall prevent that external entity from binding to any subject in the future.”

complete the assignment;
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EXAMPLE 2 The author can include FIA_AFL.1.2 in the PP, PP-Module or package.

“When the defined number of unsuccessful authentication attempts has been met or surpassed, the
TSF shall prevent that external entity from binding to any subject in the future.”

c) narrow the assignment to further limit the range of values that is allowed;
EXAMPLE 3 The author can include FIA_AFL.1.1 in the PP, PP-Module or package.

“The TSF shall detect when [assignment: positive integer] unsuccessful authentication attempts

aYalahhial ol

In this case, the ST author can complete FIA_AFL.1.1 thus:

“The TSF shall detect when 3 unsuccessful authentication attempts occur...”
d) transform the assignment to a selection, thereby narrowing the assignment.
EXAMPLE 4 The author can include FIA_AFL.1.2 in the PP, PP-Module or package.

“When the defined number of unsuccessful authentication attempgts’ has been met or sufpassed,
the TSF shall [selection: prevent that user from binding to any subject in the future, ngtify the
administrator].”

In this case, the ST author can complete FIA_AFL.1.2 thus:

“When the defined number of unsuccessful authentication attempts has been met or surpasgsed, the
TSF shall prevent that user from binding to any subject in the future.”

An ST author shall complete all the assignments.
The values chosen in options b), and c) shall conform to the indicated type required by the assignment.

When an assignment is to be completed with a set, an author should provide a description of the set
Ffom which the elements of the set may:be'derived as long as it is clear which subjects are meat.

-

HXAMPLES5  Where the setis “subjects”:

- all subjects;

- all subjects of type X;

— all subjects except subject a.
8.2.4 Selection

8.2.4.1 General

The selection operation occurs where a given component contains an element where a chojce from
several items has to be made by the author.

Whenever an element in a PP, PP-Module or package contains a selection, the author may do one of three
things:

a) leave the selection uncompleted;
b) complete the selection by choosing one or more items;
c) restrict the selection by removing some of the choices but leaving two or more.

Whenever an element in a PP, PP-Module or package contains a selection, a ST author shall complete
that selection, as indicated in b) above. Options a) and c) are not allowed for STs.
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The item or items chosen in b) and c) shall be taken from the items provided in the selection.
EXAMPLE1 Anexample of an element with a selection is:
FPT _TST.1.1 “The TSF shall run a suite of self-tests [selection: during initial start-up, periodically during normal

operation, at the request of the authorized user, at the conditions [assignment: conditions under which self-test
should occur]] to demonstrate the correct operation of...”

8.2.4.2 Selection-based security functional components and SFRs

A PP, PH-Module or T age may define a of Security functionat COMmponents and/or 2
-based SFRs. This set of components and/or SFRs is associated with a selection made in anothdr
compongnt and/or SFRs in the PP, PP-Module or package. The related selection-based components and
or SFRs khall be included in a PP, PP-Module, package or ST if:

— a sdlection choice identified in the PP, PP-Module or package indicates that it has(an’associatefd
selection-based SFR;

— thaf{selection is made by the author.

[

The PP, PP-Module or package can be organized so that selection-based components and/or SFRs ar
grouped together.

For the fase that an author needs to leave a selection operation uncompleted, the author shall leavie
the sele¢tion-based components and/or SFRs that are related to theduncompleted selection operation,
unchanged.

D

For the qase in which the author needs to complete the selectien, authors should include the appropria]
selectiof-based components and/or SFRs in the list of SFRsfor the PP, PP-Module, package or ST.

For the fase in which the selection operation is to beikestricted, i.e. some but not all of the selection
are rempved, the author shall remove any selection“based components and/or SFRs from the list thg
corresppnds to the choices removed from the selection.

-+

The follgwing is another example of such an-SFR:

EXAMPLE1 An example of a selection-baséd SFR, where FTP_ITC.1.1 is the SFR with the selection and FCY_
IPSEC.1 is the selection-based SFRis:

FTP_IT(.1.1 The TSF shall be capable of using [selection: [Psec, SSH, TLS, HTTPS] to provide a trusted
commuhication channel between...

Application Note:

In the sglection for/FTP_ITC.1.1, the ST author selects the mechanism or mechanisms supported by the
TOE, an{l themensures that the selection-based requirements in Appendix B of this PP that correspond to
the seleg¢ted mechanism or mechanisms are included in the ST.

And in Appendix B of the example PP:

The following SFRs are included in the ST if the ST author selects “IPsec” in FTP_ITC.1.1:

FCS_IPSEC.1 [..]
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8.2.5 Refinement

The refinement operation may be performed on every requirement. The author performs a refinement
by altering that requirement.

NOTE1 A series of refined iteration operations can be used to cover all of the subjects, objects, operations,
security attributes and/or external entities, but where each individual refinement does not.

The first rule for a refinement is that a TOE meeting the refined requirement also meets the unrefined
requirement in the context of the PP, PP-Module, package or ST, i.e. a refined requirement shall be
“FTricter than the original requirement. It a refinement does not meet this rule, the resutting refined
requirement is considered to be an extended requirement and shall be treated as such inracdordance
with 7.3.

HXAMPLE 2 An example of a valid refinement is:

FIA_UAU.2.1 “The TSF shall require each user to be successfully authenticated béfere allowing any other
TSF-mediated actions on behalf of that user.” being refined to “The TSF shall\require each usgr to be
successfully authenticated by username/password before allowing any other TSF-mediated acfions on
behalf of that user.”

he only exception to this rule is that an author can refine a SFR toZapply to some but not all subjects,
bjects, operations, security attributes and/or external entities. However, this exception does rjot apply
b refining SFRs that are taken from PPs, PP-Modules or package to which conformance is being rlaimed;
hese SFRs shall not be refined to apply to fewer subjects,.@bjécts, operations, security attribufes and/
r external entities than the SFR in the originating PP, PP-Module or package.

o ot o O =

I

XAMPLE 3  An example of a such an exception is:

FIA_UAU.2.1 “The TSF shall require each usento be successfully authenticated before allowing any
ther TSF-mediated actions on behalf of thatuser.” being refined to “The TSF shall require egch user
riginating from the internet to be successfully authenticated before allowing any other TSF-mediated
ctions on behalf of that user.”

he second rule for a refinement js\that the refinement shall be related to the original compongént.

XAMPLE 4  Refining an audit.component with an extra element on prevention of electromagnetic rafliation is
ot allowed.

special case of refinement is an editorial refinement, where a small change may be mjde in a
quirement, i.e. rephrasing a sentence due to adherence to proper English grammar, or to make it more
nderstandable te the reader. This change is not allowed to modify the meaning of the requir¢ment in
ny way.

XAMPLE 5 {~An example of an editorial refinement is:

réakdown of one CPU”

¥he SFRFPT_FLS.1, “The TSF shall continue to preserve a secure state when the following failurgs occur:

that could be refined to

FPT_FLS.1, “The TSF shall continue to preserve a secure state when the following failure occurs: break-
down of one CPU”

or even

FPT_FLS.1, “The TSF shall continue to preserve a secure state when one CPU breaks down”.
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8.3 Dependencies between components

Dependencies may exist between components. Dependencies arise when a component is not self-
sufficient and relies upon the presence of another component to provide security functionality or
assurance.

The functional components in ISO/IEC 15408-2 typically have dependencies on other functional
components. Some of the assurance components in ISO/IEC 15408-3 also have dependencies, which in
turn, may have dependencies on other ISO/IEC 15408-3 components.

ISO/IEC
function

ComponEnt dependency descriptions are determined by consulting the component definitions”give

in 1SO/I
complet
based o

Dependé¢ncies should also be considered when constructing packages, i.e. if component A has
dependgncy on component B, this means that whenever a PP, PP-Module, paeckage or ST contains
securitylrequirement based on component A, the PP, PP-Module, package or ST 'shall also contain one o

a) ase
b) ase

c) aju

on domponent B.

In cases
to comp
particul

In case (), the justification that a security requirement is not included should address either:
— why the dependency is not necessary or-useful; or

— thaff the dependency has been addressed by the operational environment of the TOE, in whic
casg the justification should describe how the security objectives for the operational environmer

add

— that| the dependency hag been addressed by the other SFRs in some other manner (e.g. extende
SFRE, combinations of SFRs).

8.4 Extended compoOnents

8.4.1

Security] requirements shall be based on components from ISO/IEC 15408-2 or ISO/IEC 15408-3 wit

15408-2 dependencies on ISO/IEC 15408-3 components may also be defined. Extende
al/assurance components may define dependencies similarly.

C 15408-2, ISO/IEC 15408-3, or the extended components definition. In ordersto ensur
eness of the TOE security requirements, dependencies should be satisfied when\requirement
I components with dependencies are incorporated into PPs, PP-Modules, packages or ST

curity requirement based on component B; or
curity requirement based on a component that is hierarchically-higher than B; or

stification why the PP, PP-Module, package or ST does not.contain a security requirement base

a) and b), when a security requirement is included Because of a dependency, it can be necessar
ete operations (assignment, iteration, refinement, selection) on that security requirement in
hr manner to make sure that it actually satisfies the dependency.

Fess this dependency; or

General

007! =

—

o

two exc

L
PUUILS.

a) there are security objectives for the TOE that cannot be translated to SFRs using components in
ISO/IEC 15408-2;

b) a security objective for the TOE that can be translated to SFRs, but only with great difficulty and/
or complexity based on components in ISO/IEC 15408-2, there are third party requirements that
cannot be translated to SARs using components in ISO/IEC 15408-3.

EXAMPL

44

E Laws and/or regulation regarding the evaluation of cryptography.
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In these cases, the author is required to define new components called extended components. A
precisely defined extended component is needed to provide context and meaning to the extended SFRs

and SARs based on that component.

After the new components have been defined correctly, the author can then base one or more

SFRs or

SARs on these newly defined extended components and use them in the same way as the other SFRs
and SARs. From this point on, there is no further distinction between SFRs and SARs drawn from the

ISO/IEC 15408 series and SFRs and SARs based on extended components.

Refer to ISO/IEC 15408-3, Extended components definition (APE_ECD) and Extended components

definition (ASE_ECD) for further requirements on extended components. Further inform
gxtended components is also given in D.3.6.

8.4.2 Defining extended components

Whenever an author of a package, PP, PP-Module or ST defines an extended component, this
done in a similar manner to the existing ISO/IEC 15408 series components: clear, unambigy

ition on

shall be
ous and

gvaluable (it is possible to systematically demonstrate whether a requiremént based on that coponent

Holds for a TOE). Extended components shall use similar labelling, manner of expression, and
detail as the existing ISO/IEC 15408 series components.

level of

The author also shall make sure that all of the applicable dependencies of an extended component are

included in the definition of that extended component.
HXAMPLE
Hxamples of possible dependencies are:

a) anextended component that refers to auditing, canificlude dependencies to components of the FAU
audit class;

b) an extended component that modifies or a¢éesses data, can include dependencies to componen
Access control policy (FDP_ACC) family;

c¢) anextended componentthatusesa particular design description can include a dependency to the ap
ADV: Development family.

and associated operationsyififformation in the definition of that component, similar to
IFO/IEC 15408-2 compofents. In the case of an extended assurance component, the author 1
Jrovide a suitable evaluation methodology for the component, similar to the method pro
IFO/IEC 18045.

Hxtended components may be placed in existing families, in which case the author shall show h
families change: If they do not fit into an existing family, they shall be placed in a new fam
families shall be defined similarly to those given in ISO/IEC 15408-2 or ISO/IEC 15408-3.

ew/families may be placed in existing classes in which case the author shall show how thesj

Security

ts of the

bropriate

Ih the case of an extended functional component, the author also shall include any applicalle audit

existing
nay also
vided in

w these
ily. New

b classes
shall be

fit into an existing class, they shall be placed in a new class. New classes

9 Packages

9.1 General

A package is a named set of security components or security requirements.

A package can be defined by any party and is intended to be re-usable. To this goal, it contains

requirements that are useful and effective in combination.
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Where two or more packages are related to each other, they may be presented as part of a package
family, see A.2.

Packages may be claimed by PPs, PP-Modules, PP-Configurations and STs, and used to construct larger
packages. Authors shall not rename the claimed or used packages.

NOTE1  Although no separate criteria are given in the ISO/IEC 15408 series for evaluating packages, once
such packages are included in a PP, PP-Module or ST they will be evaluated using the APE, ACE, or ASE criteria.

NOTE 2  ISO/IEC 15408-5 provides commonly used packages, such as EALs that have been pre-defined and can

b d] DD . DD NAL | 1 DD o s o =l
e used gy rr, Tr-voaulcs, I T -GOIIIgUuratiolrs or ST autilors.

Functiopal packages cannot be claimed directly by a PP-Configuration; they shall be part of~alPF
Configufation component.

Furtherfinformation on packages is given in Annex A.
9.2 P4gckage types

9.2.1 [General
A package shall be either:

— a fynctional package, containing functional components or¢requirements, but no assurande
components or requirements; or

— an assurance package, containing assurance components or requirements, but no functiongl
conjponents or requirements.

Mixed plackages containing both functional and assurance components or requirements shall not be
specifiedl.

All packpges shall include:

a) the|package identification giving a ugique name, short name, version, date, sponsor, and thie
relefant parts of the ISO/IEC 15408(series;

b) the type of the package, either aniassurance package or a functional package;
c) apdckage overview giving a narrative description of the purpose of the package;
d) application notes, describing additional information in regard to the package;

e) idertification of évaluation methods(s) and/or activities, if such evaluation methods/activitig
derived from ISO/TEC 18045 have been specified;

[72)

f) onelor moresé€curity components or requirements;

[72)

g) if eqtended components have been specified, then the package includes an extended component
definition:

h) a component rationale that provides the rationale for selecting the functional or assurance
components/requirements included in the package.

9.2.2 Assurance packages

An assurance package contains a set of assurance components or requirements that may be drawn from
ISO/IEC 15408-3, may be extended assurance components, or that may be some combination of both.

An assurance package shall not include an SPD or security objectives nor any security functional
components or requirements.
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Assurance packages may be used within PPs, PP-Modules, PP-Configurations and STs. A set of pre-
defined hierarchic assurance packages is given in ISO/IEC 15408-5.

EXAMPLE The EALs thatare defined in ISO/IEC 15408-5 are comprised of SARs drawn from ISO/IEC 15408-3.

EALs are pre-defined security assurance packages.

9.2.3 Functional packages

A functional package contains a set of functional components or requirements that may be drawn from
ISO/IEC 15408-2, or that may be extended functional components or requirements or some combination
df both.

A functional package may include an SPD and security objectives derived from that SPD:lfthe [package
defines an SPD, then the functional package security objectives shall be given. The objectiveg include
the security objectives for the TOE (these are omitted if the Direct Rationale approa¢lf is used), [security
dbjectives for the operational environment, and the security objectives rationale;

1

unctional packages may be used within PPs, PP-Modules and STs as a means to structure [security
inctionality into building blocks.

-

unctional packages may have dependencies on other functional packages. Such dependencies|shall be
ocumented in the functional package and may also be documentedin a PP, PP-Module or ST.

sl oNlsyl

XAMPLE A PP defines and includes functional package A;package A has no dependencies. Fyinctional
ackages B, C, and D are defined elsewhere. Package D has no dep€ndencies, but package C depends on phckage B.
ST can then claim conformance to the following combination§/0f’PPs and packages:

S}

- the ST claims conformance to the PP (which includes functional package A);

- the ST claims conformance to the PP and functionalpackage B;

- the ST claims conformance to the PP and functional packages B and C;

- the ST claims conformance to the PP andfunctional package D;

- the ST claims conformance to the PP and functional packages B, C, and D.

—

he following would not be allowed:

- the ST claims conformanee to the PP and functional package C (this is not allowed because package ( depends
on package B, so it canfigtbe claimed independently.)

0

.3 Package depéndencies

package may not satisfy all of the dependencies of the components contained within it. Howgver, the
ependencies:shall be met by a PP, PP-Module, PP-Configuration or ST that includes the packgge. This
heans that it is the responsibility of the author to ensure either that all the dependencies are et or to
hclude aTationale that explains why the dependencies are not met. This is explained in 8.3.

-0 o

(@)

4~ Evaluation method (c) and activities

Packages may include evaluation methods/activities that have been derived from ISO/IEC 18045. If
evaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 are to be used
to evaluate the package, then these shall be identified in the relevant security requirement section by
including a statement in the following form:

“This package requires the use of evaluation methods/ evaluation activities defined in <reference(s)>.”
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In this statement, <reference> is replaced by the identification of the location of the relevant evaluation
methods and evaluation activities. This reference may be to the document containing the package, or to
one or more separate documents.

NOTE

ISO/IEC 15408-4 provides a framework to perform such derivations.

10 Protection Profiles (PPs)

10.1 G

neral

APPisi
— asa
— asa
— asa
A detailg

NOTE
TOE.

10.2 PP introduction

The intr
The intr
The refé
EXAMPL
A refined
A specifi
A PP des

— ate
typ¢

— adg
basg

— angd
part

htended to describe a general TOE type. Therefore, a PP may be used:
ST template for any TOEs that meet the PP’s TOE type;

template for other PPs in order to further refine the TOE type;

basis for a PP-Module, in which context it is known as a base PP.

ed description of PPs is given in Annex B.

A ST describes requirements for a specific TOE and is typically sporsered by the developer of thg

pduction to the PP shall include a reference identifier forthe PP.

pduction to the PP shall include an overview of thé®P, including a description of the TOE type
rence identifier for a PP shall be unique withifta catalogue.

F A TOE type can be “Firewall”;

TOE type can be “Stateful inspection firewalls”;

" TOE related to that TOE type can beithe “MinuteGap Firewall v18.5”.

cribes the general requiremernits for a TOE type, and is therefore typically sponsored by:

Chnical user community.seeking to come to a consensus on the requirements for a given TO

h
)

veloper of a TOE)or a group of developers of similar TOEs wishing to establish a minimu
line for thattype of TOE;

rganization, such as a government or large corporation, specifying its security requirements a
of its.acquisition process.

10.3 Canformance claims and conformance statements

(i

[72)

In this subclause the use of italic text indicates literal text that shall appear in the text of the PP.

The conformance claims of PPs:

a) shall state the edition of the relevant parts of the ISO/IEC 15408 series to which the PP claims
conformance;

48
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b) shall describe the conformance to ISO/IEC 15408-2 as either:
— “ISO/IEC 15408-2 conformant”;

A PP is ISO/IEC 15408-2 conformant if all SFRs in that PP are based only upon functional

components in ISO/IEC 15408-2; or
— “ISO/IEC 15408-2 extended”.

A PP is ISO/IEC 15408-2 extended if at least one SFR in that PP is not based upon functional

rAWA & nFalit N V)|

i - 1C faYellal
L,UllllJUllCllLD ITI lJU/ LG 1979074,

d shall describe the conformance to ISO/IEC 15408-3 as either;
“ISO/IEC 15408-3 conformant”;

components in ISO/IEC 15408-3; or
— “ISO/IEC 15408-3 extended”.

components in ISO/IEC 15408-3;
d) may also include a conformance claim with respect to otherPPs:
“PP Conformant”;
A PP is “PP Conformant" when it meets otherspecific PP(s).
g) may include a package conformance claim;
More than one package may be claimed-ixa PP.
If a package claim is made, it shall cefisist of one of the following statements for each packag
“Package Conformant”;
A PP is conformant to.a package if:

— for functional.packages, all constituent parts (SPD, security objectives, and SFR
functional package are present in the corresponding parts of the PP without modi

— for asstirance packages, the SARs of that PP are identical to the SARs in the as
paekage;

— & PP that restricts some selections of SFRs in a package may still claim it is
conformant.

<\ “Package Augmented”;

A PP is ISO/IEC 15408-3 conformant if all SARs in that PP are based.enly upon agsurance

A PP is ISO/IEC 15408-3 extended if at least one SAR in thdt PP is not based upon agsurance

re claim:

5) of the
fication;

surance

package

A_DPD 1 . > £ 1 Lol
A T CIdHITS dIT dUgIHICIILAtION OI'da PdCRdge 11.

— for functional packages, all constituent parts (SPD, security objectives, and SFRs) of that
PP contain all constituent parts given in the functional package but shall have at least
one additional SFR or one SFR that is hierarchically higher than an SFR in the functional
package;
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— for assurance packages, the SARs of that PP contain all SARs in the assurance package, but
have at least one additional SAR or one SAR that is hierarchically higher than an SAR in the
assurance package.

“Package Tailored”.
A PP claims tailoring of a package if:

— for functional packages, all constituent parts (SPD, Security Objectives, and SFRs) of that
PP contain all constituent parts given in the functional package, but shall have additional

Mor
Wh

to the packages claimed in the PPs they claim conformance to, unless the PP'dugments the packagg.

The
that

NOT
f) PPs
The

of conformance claims and statement.

g) PPs

The
this

Selection 1tems for an SFR With existing selections In the package, and optionally, at leagt
one additional SFR and/or one SFR thatis hierarchically higher than an SFR in the functipngl
package;

— assurance packages and STs shall not claim (or perform) tailoring.
e than one package may be claimed in a PP.

ere PPs claim strict or demonstrable conformance to PP(s) they shall not also,claim conformande

jom

PP claims <package>-augmented only in the case where the PP augments the packages beyon
claimed by the PP to which it claims conformance to.

E1 PPscannot claim exact conformance to PP(s).
shall contain a conformance claim rationale;

conformance claim rationale describes the reasonsangd the logical basis for the authors choige

shall provide a conformance statement.

conformance statement shall describe the\manner in which other PPs or STs shall conform tp
PP: The conformance statement shall bé one of:

“Exact conformance”;

If the PP states that exact conformance is required, a ST shall conform to the PP in an exadt
manner, i.e. a conformant.ST shall contain SPD and objectives identical to the PP’s, and thie
same set of PP’s SFRs with-all the assignments and selections resolved;

“Strict conformance”;

(i

If the PP states-that strict conformance is required, a PP/ST shall conform to the PP in a strig
manner, i.eca_eonformant PP/ST shall contain a superset of PP’s SPD, objectives and SFRS,
where the'new assumptions (if any) do not weaken the PP’s SPD, and all the PP’s SFRs hay
their assighments and selections unchanged or where appropriate, resolved;

[¢)

Strict'conformance allows the conformant PP/ST not to add any element to the PP’s SPD, set gf

—_—

objectives and SFRs, i.e. the superset defined in the PP/ST may be identical to the PP’s, with a

50

the SFRs resolved;
“Demonstrable conformance”.

If the PP states that demonstrable conformance is required, the PP/ST shall conform to the PP
in a strict or demonstrable manner, i.e. a conformant PP/ST shall contain a SPD, set of objectives
and set of SFRs that are equivalent to a superset of PP’s SPD, objectives and SFRs, where the
new assumptions (if any) do not weaken the PP’s SPD, and where the set of the conformant PP/
ST SFRs imply the PP’s SFRs.

Demonstrable conformance allows the conformant PP/ST to use different but equivalent
statements, and it allows as well to simply define a superset as in the strict conformance case,
without changing the statements given in the PP.
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NOTE 2 In other words, a PP/ST is only allowed to conform to a PP in a demonstrable manner if

the PP explicitly allows this.

NOTE 3 PP-Modules and PP-Configurations cannot claim conformance to a PP. For more

information, see 11.2 and 11.3.

The conformance statement may also include a reference to any evaluation methods/ activities that
have been derived from ISO/IEC 18045. If evaluation methods/ evaluation activities that have been
derived from ISO/IEC 18045 are to be used to evaluate the PP then these shall be identified with

the relevant security requirement section by including a statement in the following form:

“This PP requires the use of evaluation methods/ evaluation activities defined in <reference(3)j

In this statement, <reference> is replaced by the identification of the location .bf,the
evaluation methods and evaluation activities. This reference may be to the document co
the PP or to one or more separate documents.

OTE4  Either a PP/ST conforms to a PP or it does not. The ISO/IEC 15408 series does not recognize
pnformance. It is therefore the responsibility of the PP author to ensure the PP ismat overly onerous, pr
P/ST authors from claiming conformance to the PP. For more information on¢héeconformance staten
aims for PPs, see Annex B.

o 4o =

(=Y

0.4 Security assurance requirements (SARs)

A PP which is in accordance with ISO/IEC 15408-3 (possibly-extended) shall define the set of S
applies to the entire TOE.

A PP may define a distinctive name for the set of SARSthat are applicable. However, if the set o
n (augmented) pre-defined EAL (EAL1 to EAL7) o1 an (augmented) assurance package defin
plicable external reference, then the same nanieshall be used.

NOTE Pre-defined EAL’s are given in ISO/IEG15408-5.
10.5 Additional requirements cemmon to strict and demonstrable conformance

10.5.1 Conformance claims and-conformance statements

]

F a PP/ST claims either strict or demonstrable conformance to multiple PPs, it shall conform
HP in the manner stated(by that PP; that is, either strictly or demonstrably, i.e. the PP/ST may
trictly to some PPs afid demonstrably to other PPs.

(%)

oy

PP/ST conformé&-to a PP if the PP/ST is equivalent or more restrictive than this PP, that is, if:

- all TOEs that meet the PP/ST also meet the PP;

- all operational environments that meet the PP also meet the PP/ST.

v

relevant
ntaining

“partial”
ohibiting
ents and

ARs that

F SARs is
ed in an

to each
conform

donditions on the operational environment of the TOE

Ih other words, the PP/ST shall levy the same or more requirements on the TOE and the samra or less

This general statement holds for the different constructs of the PP/ST, namely the SPD, the

security

objectives for the TOE, the security objectives for the environment, and the security functional and

SARs.

10.5.2 Security problem definition (SPD)

The conformance rationale in the PP/ST shall demonstrate that the SPD in the PP/ST is equivalent or

more restrictive than the SPD in the PP, i.e.:

— all TOEs that meet the SPD in the PP/ST also meet the SPD in the PP;
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— all operational environments that meet the SPD in the PP also meet the SPD in the PP/ST.

10.5.3 Security objectives

The conformance rationale in the PP/ST shall demonstrate that the security objectives in the PP/ST are
equivalent or more restrictive than the security objectives in the PP, i.e.:

— TOEs that meet the security objectives for the TOE in the PP/ST also meet the security objectives for
the TOE in the PP;

— opefational environments that meet the security objectives for the operational environment in/hie
PP dlso meet the security objectives for the operational environment in the PP/ST.

10.6 Additional requirements specific to strict conformance

10.6.1 Requirements for the security problem definition (SPD)

The PP/BT shall contain the SPD of the PP and may specify additional threats and‘OSPs; it shall contai
all assuptions as defined in the PP, with two possible exceptions as explainedin‘the next two bullets

=}

—_—

— an dssumption (or a part of an assumption) specified in the PP may be'ginitted from the PP/ST if a
secyrity objectives for the operational environment defined in the-PP addressing this assumptiop
(or this part of an assumption) are replaced by security objectivés for the TOE in the PP/ST;

— a ngw assumption may be added in the PP/ST to the set of\asSumptions defined in the PP, if thi
new assumption does not mitigate a threat (or part of a threat) meant to be addressed by securit]
objdctives for the TOE in the PP and if this assumption doesn't fulfil an OSP (or a part of an OSH
mednt to be addressed by security objectives for the FOE in the PP.

— T

10.6.2 Requirements for the security objectives
The PP/$T:

— shall contain all security objectives:for the TOE of the PP but may specify additional securitly
objdctives for the TOE;

— shall contain all security objeetives for the operational environment as defined in the PP with twp
excgptions as explained in thenext two bullet points;

— mayf specify that certain-security objectives for the operational environment in the PP are securitly
objgctives for the TOE\in the PP/ST. This is called re-assigning a security objective. If a securitly
objgctive is re-assigned to the security objectives for the TOE, the security objectives justificatio
hasto make cleax, which assumption/OSP or part of the assumption/OSP is no longer necessary;

-

— mayf specify:additional security objectives for the operational environment, if these new objectivg
do rlot mitigate a threat (or part of a threat) meant to be addressed by security objectives of the TO
in the’PP and if these new objectives do not fulfil an OSP (or a part of an OSP) meant to be addresse

b Pty i adbionc AL+l AR s+l a DD
y Sbbul lL_y UL}J\,\,LIV\,J UI'tliU 1 UL 11T UIIC 11,

v

[ R ey]

10.6.3 Requirements for the security requirements
The PP/ST:
— shall contain all SFRs and SARs in the PP;

— may claim additional or hierarchically stronger SFRs and SARs. The completion of operations in the
ST shall be internally consistent with that in the PP; either the same completion will be used in the
PP/ST as that in the PP or one that makes the requirement more restrictive.

NOTE The rules of refinement apply.
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10.7 Additional requirements specific to demonstrable conformance

Demonstrable conformance allows a PP author to describe a common security problem to be solved and
provide generic guidelines to the requirements necessary for its resolution, in the knowledge that there
is likely to be more than one way of specifying a resolution.

The PP/ST shall contain a rationale on why the PP/ST is considered to be “equivalent or more restrictive”
than the PP.

0.8.1 General

Hxact conformance is used when a PP author needs to control what a ST may claim cenformanc¢ to with
espect to the PP that they have written. It is used in cases where the PP author requires that STs which
daim conformance to the PP do not include additional SPD, security objectives’or requiremgnts that
ave not been considered by the PP author.

A PP that requires exact conformance in its conformance statement may<define optional SFRs|and any
JPD-elements that are required to support these SFRs. A ST (or PR-Module) may then inclufe these
dptional SFRs (and any required SPD elements) in its set of requitements while maintaining |ts exact
donformance claim.

A PP with exact conformance type shall not claim conformiance to any other PPs of any conformance
type. A PP with exact conformance type shall not be included in a PP-Configuration which also fincludes
HPs or PP-Modules with strict or demonstrable conformance type.

=z

OTE It is impossible to claim conformance to beth a strict/demonstrable conformance PP and|an exact
pnformance PP, since it would mean adding requirements or SPD-elements to the exact conformance PP, which
kplicitly prohibits this operation.

D O

Ih the “simple” case where a ST claims exact conformance to a PP, there is no ambiguity whethgr the ST
i$ exactly conformant or not because the correspondence between the SPD, security objectivés, SFRs,
dnd SARs is demonstrated during evaluation without the need to seek PP author input.

However, other cases are allowed where multiple sets of SPD-elements, security objectives, and SFRs
may be combined, these cases.require mechanisms that preserve the ability of the exact conformance
HP authors to control a conformance claim against their PP. These mechanisms are describgd in the
fpllowing subclauses.

ey

XAMPLE A complex case can be if a PP-Module aims to use a PP as its base PP, or if a ST claims conformance
b two PPs.

ot

If a PP requirés exact conformance, then only those SFRs and SARs specified by that PP are|allowed
in the conformant ST. These security requirements are related to the SPD and security objectives
specifiédin the PP, which are also included in the conformant ST. SFRs in an exact conformanck PP can
He itérated and refined (as stated in ISO/IEC 18045 for ASE_CCL.1-12).

10.8.2 Conformance claims and statements
If a PP requires exact conformance in its conformance statement, then

a) the PP shall include an allowed-with statement that states which other PPs and PP-Modules are
allowed to be included in a conformance claim along with the PP;

b) all the additional PPs to which a ST may claim exact conformance shall also have an exact
conformance requirement;

c) all of the additional PPs an ST is claiming conformance to shall identify the PP in their respective
allowed-with statements;
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d) all of the additional PP-Modules claimed through a PP-Configuration shall identify the PP in their
respective allowed-with statements.

A PP-Module does not have to identify its own base PPs/PP-Module(s) in its conformance statement,
however, the PP-Module Base shall be identified in its PP-Module introduction.

10.9 Using PPs

If a PP/ST claims to be conformant to one or more PPs and possibly one or more packages, the evaluation
of that PRLST will include a demonstrationthat the PP/ST actually conformstothe claimed PPsand/gr

packageps. Details of this determination of conformance are found in Annex A and Annex B.

This allgws the following process:

a) an drganization seeking to acquire a particular type of IT security product develops_ their security
nee(ls into a PP, then has this PP evaluated and publishes it;

b) adeveloper takes this PP, writes a ST that claims conformance to the PP and has this ST evaluated;

c) the Heveloper then builds a TOE (or uses an existing one) and has this evaludtéd against the ST.

= U

and thaf the organization can therefore have confidence that the TOEXmeets their security needs.

The resIlt is that the evaluated TOE meets the requirements of the organization as defined in the P
similar line of reasoning applies to packages.

10.10 Conformance statements and claims in the case.of multiple PPs

10.10.1General

[s9)

The ISOfIEC 15408 series allows both STs and PPs to:claim conformance to multiple PPs. The case for
ST clainjing conformance to multiple PPs is covered'in 11.3.3. 10.10 covers the case where a PP claim|
confornjance to multiple PPs.

[72)

10.10.2Where strict or demonstrable conformance is specified

Allowing a PP to claim conformance to multiple PPs permits chains of PPs to be constructed, each PP ip
the chaih is based on the previousPP(s).

EXAMPLE PPs for an Integrated Circuit and for a Smart Card OS, can be used to construct a Smart Card PP
(IC and QS) that claims conforntance to both. In turn, this Smart Card PP can be used to develop specific PPs fq
different|use cases, e.g. tachograph card, payment card, electronic passport, etc. A developer can then construct
ST confofmant to any of those PPs.

[

10.10.3Where exact conformance is specified

A PP shdll netiefaim exact conformance to another PP or combination of PPs.

NOTE In cases where such a comhination of functionality is needed, this can be achieved hy creating a PJ
Configuration that consists of the PPs to which conformance is desired to be claimed.

11 Modular requirements construction

11.1 General
In order to allow a modular description of the TOE'’s security features, STs can claim conformance to a

PP-Configuration instead of PPs. Such PP-Configurations are composed of a set of PPs and PP-Modules
which contains the PP-Module Base(s).
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PP-Configurations can be constructed to accommodate either single-assurance or multi-assurance
evaluations. In a single-assurance evaluation, a single set of assurance requirements applies to all the
components of the PP-Configuration. In a multi-assurance evaluation, there is a single global set of
assurance requirements that applies to all the components of the PP-Configuration, but additionally
each component (PP or PP-Module) has its own set of assurance requirements to which it is subject.
The following subclauses present the content-related details for these two evaluation approaches; the
actual evaluation particulars using these approaches is discussed in Clause 13.

11.2 PP-Modules

1.2.1 General

PP-Module is an internally consistent set of SPD-elements, security objectives for’the TOE|and the
perational environment, and SFRs, defined in the context of one or more PPs an@possibly gther PP-
odules.

Unlike PPs, PP-Modules address those security features of a given TOE type that cannot be tequired
niformly for all products of this TOE type.

o

Unlike PPs, PP-Modules shall be used only in PP-Configurations. A PP/ST cannot claim confprmance
with a PP-Module directly.

HXAMPLE Examples of features that cannot be required unifermly for all products within a TOE|[type are
authentication using biometrics, Bluetooth security functions, and\Wireless Local Area Network clients

11.2.2 PP-Module Base

jary

given PP-Module specifies one or several PP-Module Base(s) consisting of a set of PPs and [possibly
ther PP-Modules. Anytime the given PP-Module“is used in a PP-Configuration, one of its PB-Module
ase(s) is required. See Clause 10 and Annex®.

jwell®)

11.2.3 Requirements for PP-Modules

11.2.3.1 General
A PP-Module shall be identified with a reference identifier.
The reference identifier for a PP-Module shall be unique within a catalogue.

A PP-Module shall déefine one or several PP-Module Base(s) which may be required to be used with the
HP-Module in a PP=Configuration.

PP-Modulesshall specify the TOE types relative to each of its PP-Module Bases.

A
A PP-Madule may introduce new SPD-elements and objectives and may also refine some of the SPD-
elements or objectives of its PP-Module Bases.

DD ML | 1 1 11 okl b b £ CLD =l i £ b £ 41 CIoD £.41 D
rr=ivioudulic SIlidll UCIIIIC d llUll'ClllpLy SCL Ul OI'INS UlIdU dI € ITTIIICIIICIIU Ul UIIE OI'INS Ul UIE T -MOdule
Bases or new.

A ST that claims conformance to a PP-Configuration including a given PP-Module shall then include the
PP-Module SPD-elements, security objectives and SFRs, combined with those of the PP-Module Base
that belong to the PP-Configuration.

NOTE1 The TOE type defined in the PP-Module can supplement the TOE type defined in each of its PP-Module
Bases.
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A PP-Module shall provide a consistency rationale ensuring that the union of the elements defined in
the PP-Module and in each of its PP-Module Bases do not lead to contradiction.

NOTE 2

In a Direct Rationale PP-Module, security objectives for the TOE are not included.

The evaluation of a PP-Module alone is meaningless. A PP-Module shall be evaluated as part of a PP-
Configuration, at least with one PP-Module Base.

Further

information on PP-Modules is given in C.1.

11.2.3.2

A PP-Mqg
Direct R

11.2.3.3
In this s

The con

a) shall state the edition of relevant parts of the ISO/IEC 15408 series to.Which the PP-Module claim|s

con

b) shall describe the conformance to ISO/IEC 15408-2 as either:

or

Cc) may
fun

NOT
of th
or tg
claiy

confprmance claim'statement.

Ifa

Direct Rationale

dule may use the Direct Rationale approach, provided that its PP-Module Base(s) also-use thie
tionale approach.

Conformance claims and conformance statements

=4

ibclause the use of italic text indicates literal text that shall appear in the text of the PP-Modulg.

formance claims of a PP-Module:

formance;

“ISO/IEC 15408-2 conformant”;

NOTE 1 A PP-Module is ISO/IEC 15408-2 conformant if all SFRs in that PP-Module are based only
upon functional components in ISO/IEC 15408-2.

“ISO/IEC 15408-2 extended”.

(i

NOTE 2 A PP-Module is ISO/IEC"15408-2 extended if at least one SFR in that PP-Module is nd
based upon functional components.in ISO/IEC 15408-2.

include a conformance elaim made with respect to functional packages. More than one
tional package may be claimed by a PP-Module;

E3 A PP-Module does'not claim conformance to a functional package that is already claimed by on
e PPs or PP-Modules\in'the PP-Module Bases. The exception to this rule is when the PP-Module augment
ilors the functienalpackage as it is instantiated in its PP-Module Base; in this case the PP-Module woul
h the functional.package as “Package Augmented” or “Package Tailored” (as appropriate) in its packag

o L wn O

unctional package claim is made, it shall consist of one of the following claims for each packagg:

“Package Conformant”;

56

A PP-Module is conformant to a package if all constituent parts of the functional package,
including the SPD, security objectives, and SFRs, of that functional package are present in the
corresponding parts of the PP-Module without modification;

“Package Augmented”;

A PP-Module claims an augmentation of a package if all constituent parts of the functional
package, including the SPD, security objectives, and SFRs, contained in the PP-Module are
identical to those given in the functional package, but shall also contain at least one SFR that is
either additional or hierarchically higher than an SFR in the functional package;
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— “Package Tailored”.

A PP-Module claims tailoring of a package if all constituent parts of the functional package,
including the SPD, Security Objectives, and SFRs, contained in the PP-Module are identical to
those given in the functional package, but shall have additional selection items for an SFR with
existing selections in the package, and optionally, at least one additional SFR and/or one SFR
that is hierarchically higher than an SFR in the functional package;

d) shall include a conformance claim in respect to ISO/IEC 15408-3. The conformance claim to
ISO/IEC 15408-3 shall be either:

“ISO/IEC 15408-3 conformant”,

A PP-Module is ISO/IEC 15408-3 conformant if all SARs in that PP-Module are based only upon
assurance components in ISO/IEC 15408-3.

or
— “ISO/IEC 15408-3 extended”.

A PP-Module is ISO/IEC 15408-3 extended if at least one SAR\inthat PP-Module is npt based
upon assurance components in ISO/IEC 15408-3;

— may include a conformance claim made withy'respect to assurance ppckages.
More than one assurance package may be claimed bya/PP-Module. Overlap between the|claimed
assurance packages is allowed; by construction the'hierarchically higher SAR takes prgcedence
over the other and is applied in the PP-Configuration.

In the strict and demonstrable cases, a PP-Module may claim conformance to more than one
assurance package, for instance an ALC-based package and an ADV-based package.

If a package claim is made, it shall cofisist of one of the following claims for each package:

P

“Package Conformant”;

A PP-Module is conformant to an assurance package if all constituent parts of the agsurance
package are present'in' the PP-Module without modification;

— “Package Augménted”.

A PP-Module-elaims an augmentation of an assurance package if all constituent paifts of the
assurance package contained in the PP-Module are identical to those given in the agsurance
package;’but shall also contain at least one SAR that is either additional or hierarchically
higher'than those SARs contained in the package;

The conformance statement of a PP-Module:

(0}

shall provide a conformance statement which describes the manner in which STs shall conform to
this PP-Module as part of a PP-Configuration. The conformance statement shall be one of:

— T"EXact conformance”;

The PP-Module shall require exact conformance if and only if all its PP-Module Base(s) are of
exact conformance. A ST shall conform to the PP-Module, as part of a PP-Configuration, in an
exact manner. Additionally:

— the allowed-with Statement shall state which other PPs and PP-Modules (which are not
in the set of PP-Module Bases) are allowed to be used in a PP-Configuration with that PP-
Module;

— each PP and PP-Module in the PP-Module Base for the PP-Module being defined, and all of
the additional PPs and PP-Modules (that are not in the PP-Module Base) that are allowed to
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be specified with the PP-Module in a PP-Configuration, shall identify the PP-Module being
defined in their respective allowed-with statements.

— all of the referenced PP-Module Bases shall also require exact conformance.
“Strict conformance”;

If the PP-Module states that strict conformance is required, a ST shall conform to the PP-
Module, as part of a PP-Configuration, in a strict manner;

f) may
ISO

If e
to b

reqiiirement section by including a statement.in-the following form:

MT h

“n £ o] £, 2
DCITturiotr uvic LUllJUI Irryuricc .

[=}

If the PP-Module states that demonstrable conformance is required, the ST shall conform t
the PP-Module, as part of a PP-Configuration, in a strict or demonstrable manner. A ST/is onlly
allowed to conform to a PP-Module, as part of a PP-Configuration, in a demonstrable manner |f
the PP-Module explicitly allows this;

NOTE 1 A PP-Module can require strict or demonstrable conformance although its PP-Modul
Base(s) do not all require strict or demonstrable conformance. The combination of demonstrable an|
strict conformance will be validated in the PP-Configuration evaluation.

Qo

NOTE 2 The explicit declaration of strict or demonstrable conformance allows sponsors to mak
the most appropriate statement in each PP-Module, independently of its\PP-Module Base(s).

[¢)

NOTE 3 PP-Module Base(s) do not need to be specified in the PP-Modules’ conformande
statement.
also include a reference to any evaluation methods/ activities that have been derived from

IEC 18045.

[

raluation methods/ evaluation activities that“have been derived from ISO/IEC 18045 an
e used to evaluate the PP-Module, then these' shall be identified with the relevant securit

<

<re

In
eva
the

For mor
Moduleg

11.2.3.4 Assurancérequirements

A PP-Md
either in

s PP-Module requires the use of  evaluation methods/ evaluation activities defined ip
erence(s)>.”

is statement, <reference> is replaced by the identification of the location of the relevarjt
uation methods and evaluation activities. This reference may be to the document containinig
PP-Module, or to one or more separate documents.

e information and_requirements on the conformance types, claims and statements for PH
, Annex C shall be'used in conjunction with the clauses of this document.

dule shall.define the set of SARs that applies to the TSF defined in the PP-Module, which can be
heritedfrom the PP-Module Base(s) or explicitly declared by the PP-Module author.

A PP-Md

dule may define a distinctive name for its set of SARs. However, if the PP-Module declares ah

(augmented) pre-defined EAL (EAL1 to EAL7) or an (augmented) assurance package defined in an
applicable external reference or inherits the set of SARs from its PP-Module Base(s), then the same

name sh

all be used.

A PP-Module shall provide an assurance rationale that justifies the internal consistency of its set of
SARs, i.e.

— the consistency of the set of SARs with regard to the threat model as defined in the SPD of the PP-
Module;

— if the PP-Module does not inherit its set of SARs from its PP-Module Base(s), the consistency of the
set of SARs with all the sets of SARs defined in the PP-Module Base(s) of the PP-Module.

58
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NOTE1 Consistency refers to the absence of contradiction. An example of an inconsistency between SARs and
SPD would be to consider highly skilled threat agents together with a low AVA_VAN level that cannot consider
these threat agents by definition.

NOTE 2  The PP-Module assurance rationale ensures that the set of SARs defined in the PP-Module does not
undermine the security that is expected for the assets that are shared between the PP-Module and its PP-Module
Base(s) (if shared assets exist).

NOTE 3  The assurance rationale at PP-Module level contributes but is not sufficient to ensure the consistency
of the assurance requirements at PP-Configuration level. See 11.3.2.4.

NOTE 4  The assurance rationale can rely on the relationship of the set of SARs in the PP-Module with the pre-
defined EALs to demonstrate the internal consistency.

11.3 PP-Configurations

11.3.1 General

oy

PP-Configuration is a specification for the construction of a set of requiremeénts to which confoprmance
an be claimed.

Q

s

PP-Configuration is intended to describe a general TOE type. A PP<Configuration:

— may be used as a ST template for any TOEs that meet the PP~€onfiguration’s TOE type;

- cannot be used as a template for other PP-Configurations, PPs or PP-Modules.

arY

PP-Configuration contains a set of PPs and PP-Medules (the PP-Configuration components) and
annot claim conformance to any functional packages, except indirectly through its PPs/PP-Modules.
P-Configurations may contain SARs and claim cenformance to assurance packages.

lawill@)

Two types of PP-Configurations are identifiéd, each has different requirements for their consftruction
and are applicable depending on the needs of the consumer (risk owner). These are:

-+ Single Assurance PP-Configuratiom: This describes a configuration type in which the set|of SARs
that apply to the PP-Configuyation’s components are identical.

-+ Multi Assurance PP-Configuration: This describes a configuration type in which the SARs in the PP-
Configuration components are not identical.

11.3.2 Requirements for PP-Configurations

11.3.2.1 Genetal
A PP-Configuration shall be identified with a reference.

The reference identifier for a PP-Configuration shall be unique within a catalogue.

A BP-Configuration shall define the PP-Configuration components statement, a list that wniquely
identifies all the PPs and PP-Modules that compose, by reference, the PP-Configuration. A PP-
Configuration shall contain one PP and at least another PP-Configuration component. It may contain
a PP-Module provided one of the PP-Module Bases are also included in the PP-Configuration. It may
contain PPs that have no associated PP-Module.

A PP-Configuration shall define the TOE type to which it applies.

A PP-Configuration contains exactly, by reference, the SPD, security objectives, SFRs, and functional
packages defined in its components; the specification of any additional element shall be done in one of
its components.
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A PP-Configuration shall provide a consistency rationale ensuring that the union of the elements
defined in its components do not lead to contradiction.

A multi-assurance PP-Configuration shall describe the organization of the TSF in terms of the sub-TSFs
that are defined in its components and shall define for each sub-TSF a set of SARs that is consistent with
the corresponding component.

NOTE In the case of a multi-assurance PP-Configuration containing one PP and one PP-Module with different
sets of SARs, the TSF organization is the following: the TSF is the union of the SFRs defined in the PP and in
the PP-Module, and there are two sub-TSFs, which consist of the PP’s TSF and the PP-Module’s TSF. The same
organizafion holds for a PP-Coniiguration composed of two PPs, which define the two sub-1SFs.

(s

The sub|TSFs contained in a multi-assurance PP-Configuration may have some overlap. This dées'ng
impact ¢n the applicable assurance requirements: Each sub-TSF shall be evaluated against its own sg
of SARs| This means that the overlapping parts may be evaluated against multiple sets gf.assurang
requirements.

D =+

A PP-Configuration:

— mayf be used in context with the Direct Rationale approach described in B.5.and C.2.3. In this casg,
all df the components of the PP-Configuration shall also use the Direct Ratiohale approach;

— shall not contain any additional content beyond that described in this document.

11.3.2.2 Components statement

A PP-Configuration:

[72)

— shallidentify all the components of the PP-Configuratiowin a components statement. The component]
statement shall contain one PP and at least another‘component;

NOTE1 The components statement is further déscribed in C.3.3.
— shall not claim conformance to another PP<Genfiguration;
NOTE 2  If this is desired, the effect-can’be achieved by directly including all components from bot

PP-(onfigurations in one new defined\PP-Configuration, where exact conformance can be checked an
maiItained.

[evp=y

— shall include the PP-Module-Bases of all the PP-Modules included in the PP-Configuration. If a PE
Module defines alternative sets of PP-Module Bases, then only one of these sets shall be used inp
PP-Configuration;

— mayf select more PPs,than the PP-Module Base of the PP-Modules;

— for |single-assurance PP-Configurations, may identify the sub-TSF that corresponds to each
confponent defined by the PP-Configuration;

— for |multi*assurance PP-Configurations, shall identify the sub-TSF that corresponds to each
component defined by the PP-Configuration.

For a PP-Configuration that requires exact conformance, all PP-Configuration components shall specify
each other in their respective allowed-with statements.

An exception to listing in the allowed-with statement is that a PP-Module shall not list any PPs or PP-
Modules contained in its PP-Module Base in its allowed-with statement (because they are explicitly
allowed by virtue of the fact that they are a base for the PP-Module).

11.3.2.3 Conformance claims and conformance statement

In this subclause the use of italic text indicates literal text that shall appear in the text of the PP-
Configuration.
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The conformance claims of a PP-Configuration:

bt based

ither:

n, which
nents in

uration,
ponents

claim is

uration,
surance

that PP-
surance
than an

a) shall state the edition of the relevant parts of the ISO/IEC 15408 series to which the PP-
Configuration components claim conformance.
b) shall describe the conformance to ISO/IEC 15408-2 (SFRs) as either:
— “ISO/IEC 15408-2 conformant”;
A PP-Configuration is ISO/IEC 15408-2 conformant if all the PPs and PP-Modules in the PP-
Cuuﬁsul cltiUll dl' T ISC/’}EC 15408 2 LUllfUl lllallt.
or
“ISO/IEC 15408-2 extended”.
A PP-Configuration is ISO/IEC 15408-2 extended if at least one PP or RP~Module is n
upon functional components in ISO/IEC 15408-2.
d shall describe the conformance to ISO/IEC 15408-3 (security assurance-requirements) as ¢
“ISO/IEC 15408-3 conformant”;
A PP-Configuration is ISO/IEC 15408-3 conformant if allXSARs in that PP-Configuratio
may be simply inherited from its components, are based only upon assurance compg
ISO/IEC 15408-3; or
“ISO/IEC 15408-3 extended”.
A PP-Configuration is ISO/IEC 15408-3 exténded if at least one SAR in that PP-Config
which may be simply inherited from its éomponents, is not based upon assurance com
in ISO/IEC 15408-3.
d) may include an assurance package conformance claim;
More than one package may be~claimed in a PP-Configuration. If an assurance package
made, it shall consist of one of'the following statements for each package claim:
“Package Conformant®;
A PP-Configurationis conformant to an assurance package if the SARs of that PP-Config
which may beé\inherited from its components, are identical to the SARs in the as
package.
“Package)Augmented”.
A-RR-Configuration claims an augmentation of an assurance package if: the SARs of
Configuration, which may be inherited from its components, contain all SARs in the ag
package, but have at least one additional SAR or one SAR that is hierarchically higher
SAR in the assurance package.
e) shall not include a functional package conformance claim. Functional packages may be claimed by
the components of the PP-Configuration;
f) shall not include a conformance claim with respect to other PP-Configurations, PPs or PP-Modules;
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The PP-Configuration shall provide a conformance statement which describes the manner in which STs
shall conform to this PP-Configuration:

g) for a PP-Configuration where all its PPs and PP-Modules are of the same conformance type, the
conformance statement shall provide a single conformance type, that is one of:

“Exact conformance”;

If the PP-Configuration states that exact conformance is required, a ST shall conform to the PP-
Configuration in an exact manner.

— [|“Strict conformance”;

If the PP-Configuration states that strict conformance is required, a ST shall conform to the PH
Configuration in a strict manner.

— [“Demonstrable conformance”.

If the PP-Configuration states that demonstrable conformance is required, a ST shall conform
to the PP-Configuration in a strict or demonstrable manner.

h) for p PP-Configuration where the PPs and PP-Modules do not require ‘all the same conformand
typ¢, the conformance statement shall provide the list of the conformarnce types that are require
by dach of the PPs and PP-Modules composing the PP-Configurationy*A ST shall conform to the PR-
Configuration by conforming to each of the PPs and PP-Modulesfin the manner they require.

=

ot

NOTIE This applies only to strict and demonstrable conforimance, since the combination of exaq
conformance with other types of conformance is not allowed in‘a-PP-Configuration.

The|compatibility of the multiple conformance shalkbé*validated in the ST evaluation, in the samje
manner as when a ST claims conformance to several PPs that require different conformance.

i) may also include a reference to any evaluation methods/ activities that have been derived froy
ISOJIEC 18045. If evaluation methods/ activities that have been derived from ISO/IEC 1804
are |associated with the PP-Configuratign, then the conformance statement shall also include
statpment in the following form:

5 UT S

~

“Thls PP-Configuration requires\the use of evaluation methods/ evaluation activities defined i
<reference>.”

ot

In this statement, <reference> is replaced by the identification of the location of the relevar
evaluation methods and evaluation activities. This reference may be to the PP-Configuration itsel
or tp one or more separate documents.

K]

NOTE 1 | Specificatien-of additional EMs/EAs that apply to one or more PP-Configuration components is only
allowed for PP-Configurations of strict or demonstrable conformance type.

(i

NOTE 2 | Thereare implications for conformance statements in PP-Modules in the exact conformance case thg
are coveffedin €.2.2.5.

11.3.2.4 Assurance requirements

A PP-Configuration shall provide a SAR statement where the applicable assurance requirements and
associated rationale are defined.

A single-assurance PP-Configuration shall define a single set of SARs for all the PP-Configuration
components. In the exact conformance case, this set of SARs shall be identical to those declared in the
individual PP-Configuration components. In the strict and demonstrable conformance case, this set of
SARs shall be identical to or augment those declared in the individual PP-Configuration components.
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A multi-assurance PP-Configuration shall define:

— The global set of SARs that applies to the entire TOE. In the exact conformance case, this set of SARs
shall be identical to the common subset of SARs in the individual PP-Configuration components. In
the strict and demonstrable conformance case, this set of SARs shall be identical to or augment the
common subset of SARs in the individual PP-Configuration components;

— For each sub-TSF, the set of SARs that applies. In the exact conformance case, this set of SARs shall
be identical to the set of SARs declared in the PP-Configuration component for the sub-TSF. In the
strict and demonstrable conformance case, this shall be identical to or augment the set of SARs
declared in the PP-Configuration component for the sub-TSF.

oy

PP-Configuration may use the pre-defined EALs (EAL1 to EAL7) given in ISO/IEC 15408-5, agsurance
ackages defined in external references and/or SARs defined within the PP-Configuration |itself to
efine its SAR statement.

Q.4

od

OTE1 The multi-assurance evaluation allows applying multiple pre-defined EAds/ However, for the same
pasons as for PPs in the general model, PP-Configurations can claim sets of SARs that are different firom pre-
efined EALs and/or that contain extended SARs.

o=

PP-Configuration may define distinctive names for the sets of SARsthat apply to the entire [[OE and
b each sub-TSF. However, the use of an (augmented) pre-defined“EAL or an (augmented) agsurance
ackage defined in one of the PP-Configuration’s components or in another external reference requires
he usage of the same name.

=& T NS

ary

multi-assurance PP-Configuration shall provide an assurarice rationale for:

- the consistency of the global set of SARs with regard to the threat models as defined in thg SPDs of
the PPs and PP-Modules in the PP-Configuratiof;

-1 the consistency of the global set of SARs and all the sets of SARs for the sub-TSF with each pther.

Ih constructing the global set of SARs for the exact conformance case, the multi-assurgnce PP-
(onfiguration author chooses the hierarchically lowest SAR if sub-TSFs specify hierarchically ¢lifferent
SARs. For example, if there are three-sub-TSFs with ADV_FSP.1, ADV_FSP.2 and ADV_FSP.3, respectively,
then the global set of SARs wouldcontain ADV_FSP.1. However, if one of the sub-TSFs did not contain an
ADV_FSP component, then ADV:FSP would not be in the global set of SARs. For a strict/dengstrable
dase, the multi-assurance PR-Configuration author may choose ADV_FSP.1 or a higher component thus
gmenting the assurance'requirements for some of its sub-TSFs (even in the case when a sub-TSF does
ot define any ADV_FSP component) provided the assurance rationale is consistent.

OTE2 In most cases (and always in the exact conformance case), the global set of SARs can be built as the
cpmmon set of SARS)that apply to all of the sub-TSFs. However, as it is the case with STs in the generpl model,
the PP-Configuration (of strict or demonstrable conformance type) can require additional or higher SARs. The
evaluation of-the PP-Configuration ensures the consistency of the claim, similar to the general mod¢l for the
cpnformarce with two or more PPs defining different sets of SARs, and similar to the approach for a multi-
assuran€e-ST which can extend the sets of SARs defined in the PP-Configuration the ST claims conformdnce to.

A PP-Configuration cannot claim less assurance requirements as the global set of SARs/assurance

NOTE4  The PP-Configuration assurance rationale contributes to ensuring that the multiple sets of SARs do
not undermine the security expected for the assets that are shared between the PPs and PP-Modules in the PP-
Configuration. The PP-Configuration assurance rationale relies on and/or reuses the assurance rationales given
in the PPs and PP-Modules.

For exact conformance type PP-Configurations, augmentation of the SARs for each sub-TSF (by the PP-
Configuration) is not allowed.

If additional SARs are specified, or SARs are replaced with hierarchically higher SARs then any derived
evaluation methods / evaluation activities required by the components of the PP-Configuration shall be
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addressed in the assurance rationale to demonstrate that the evaluation methods / evaluation activities

required

by the PP-Configuration:

— arestilladequate, i.e. the new SAR has no effect on the EMs/EAs in the components and the assurance

that

they provide; or

— have been addressed by defined refinements to the original EMs/EAs in the components so that the
resulting EMs/EAs required for the PP-Configuration generate assurance that is the same or higher
than the original EMs/EAs applied to the components; or

— hav

thafis the same or higher than the original EMs/EAs applied to the components.

EXAMPL
testing
activities

EXAMPLE 2

of SAR,

NOTE 5

1  An activity that was an examination of documentation for a lower SAR but where, addition3
ight be needed for a hierarchically higher SAR can supplement the original documentation evaluatio

with additional evaluation activities that require testing.

The rules allow the augmentation of the sets of SARs.

Figure 5 shows an example of multi-assurance PP-Configuration with one\PP} A, and two P}
Modules)|X and Y. It illustrates the default construction of the global set of SARs for the entire TOE, which consist
.e. the common set of SARs of each of the PP-Configuration components A, X and-Y. In the example, th
sets of SARs that apply to the sub-TSFs defined in A, X and Y are unchanged as well.

S generate assurange

==

@ wn
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PP-Configuration AXY

Components list
PP A, PP-Module X, PP-Module Y

Conformance statement
PP, — STRICT, PP-Moduley— STRICT, PP-Module,— DEMONSTRABLE

Global SAR
sub-TSF, — (SAR(, SAR,)
sub-TSF, — (SAR.. SAR,)

| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| sub-TSFy— (SAR, SAR,) :
| |
| Multi-assurance rationale |
: Based on Rationale, ,Rationaley, Rationaley I
| S\ |
: PP-Module X I
I PP-Module base: PP A PP-Module base: PP"A I
| Conformance claim: Conformance claim: I
| <> <> |
| |
: Conformance statement Conformanee statement I
| STRICT conformance DEMONSTRABLE conformance |
| |
| Assurance requirements Assurance requirements |
| SAR, SARy SAR., SARy |
| |
: Assurance rationale { Assurance rationale :
I Rationaley Rationaley |
| |
| |
I PP W I
| |
| |
| Conformance claim: |
| <> |
| |
: Conformance statement :
I STRICT conformance I
| |
| Assurance requirements |
: SAR(, SAR, I
I Assurance rationale |
: Rationale, I
| |
| |
e o e e -
Figure 5 — Example of PP-Configuration

11.3.3 Usage of PP-Configurations

Figure 6 shows the usage of single and multi-assurance PP-Configurations. Figure 7 gives the detail of
PP-Configuration components. Figure 8 shows the assurance classes that are used for evaluating PPs,
PP-Configurations and STs.
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4[ Do I need to conform to one or several PPs? [ yes

[Do I need to use PP-modules or multi-assurance? ]

no yes
/
Using PPs Using a PP-Configuration
( )
See detailed figure “Building a PP-Configuration”
no L D
A PP-Configuration is multi-assurance when PPs,and' PP-
Modules have their own sets of differing-SARs
A global assurance package shall be defined: a superset of
PPs may define the least common subset of SARs'Sets.
different sets of Exceptions :
SARs - When all PP-Configuration components.have an identical set
of SARSs, this reverts to the single assurance case.
Single-assurance Multi-assurance
4 N /- N [ N N
Standalone ST ST conformant to PPs ST conformant'to a ST conformant to a multi-assurance
single-assurance PP-Configuration
PP-Configuration S -

_________ 1 1 global | emm e

N 3 ! X N T | ! I (1.n) sets !
1 1 1 1 1 assurance [ |
\ 1 set of SARs i L _1_Sft_Of S_A_R_S_ ! T'set of SARs ; | package ! | ofSARs |

/ \ ( \ ( \ ( The ST may \ ( \
augment the set
of SARs of the PP-
Regardless of the ; )
. Configuration
There is only conformance type, .
components, in
one set of the set of'SARs of L
- . order to revert to The ST is in
SARs. the ST-must be a This is asingle . 5
o , the single a multi-
This is always superset.of the PPs assurance use
: assurance use assurance
the single sets’of SARs. case .
ot case paradigm
assurance use This is always the -
4 Exception:
case single assurance
use case - In exact
conformance SAR
augmentation is

\\ /} \\ j/ \ ), \\ not allowed. j \_ j/

- J
)

Single-assurance
TOE evaluation

: (optional or required)
——————— Evaluation methods are defined by
ISO/IEC 18045 plus additional EM/EA

Figure 6 — Usage of single and multi-assurance PP-Configurations
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K Building a PP-Configuration with strict/ demonstrable\

conformance types
contains at least two PP-Configuration components, including
1PpPP
(0..n) (0..n)
base PP other PP

(0..n)
PP-Module

/

/ Building a-PP-Configuration with \
exact conformance type
contains at leasttwo PP-Configuration components including
1ppP

(0..n)
base PP

(0..n)
other PP

(0..n)
PP-Module

Figure 7 — Composition of PP Components
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—[ Do | need to conform to one or several PPs? ]—

es
no Y
v
{ Do | need to use PP-Modules and/or multi-assurance? ]
no yes
APE | !
( Using PPs ] | Using a PP-Configuration |
/\ \o J
smgle-a.ssurarjce multi-assurance q)l
PP-Configuration PP-Configuration
\ 4
v b v
Single-assurance Single-assurance ST Single-assurance Single;assurance ST Multi-assurance
ST conformant to ST conformant to a confermant to a ST conformant to
multiple PPs single-assurance multi-assurance PP- a
PP-Configuration Configuration multi-assurance
N PP-Configuration
ASE 5

A 4

Single-assurance

TOE evaluation

Multi-assurance

TOE evaluation

Figure 8 — Assurance classes used to evaluate PPs, PP-Configurations and STs

12 Sedurity Targets{STs)

12.1 Ge¢neral

A ST is aldocument that describes a specific TOE, the conformance claims applicable to the evaluation of
the TOE| thessecurity problem to be addressed, the security objectives for the TOE and its operationg
environment_the security requirements ;\pp]irqh]p ta cnlving the stated security prnhlpm’ an
additional material necessary to describe the TOE sufficiently for evaluation. STs are generally based
upon PPs or PP-Configurations that describe a security problem and security requirements for a TOE
type that is relevant to the specific TOE.

—_—

A ST is typically produced by a developer and the audience for the ST includes evaluators, certifying
bodies and end users of the evaluated TOE.

Further information about STs, Annex D shall be used in conjunction with the clauses of this document.

12.2 Conformance claims and statements

In this subclause the use of italic text indicates literal text that shall appear in the text of the ST.
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The conformance claims of a ST:

a) shall state the edition of relevant parts of the ISO/IEC 15408 series to which the ST claims

conformance;
b) shall describe the conformance to ISO/IEC 15408-2 (SFRs) as either:
— “ISO/IEC 15408-2 conformant”

A ST is ISO/IEC 15408-2 conformant if all SFRs in that ST are based only upon functional

O Cc 1040

i - 1C (o lke]
L,UllllJUllCllLD ITI lJU/ LG 1979074, Ul

— “ISO/IEC 15408-2 extended”.

components in ISO/IEC 15408-2.

NOTE 1 When a TOE is successfully evaluated to a ST, any conformance claims of th
hold for the TOE. A TOE can therefore also claim to be ISO/IEC 15408-2 cenformant.

"ISO/IEC 15408-3 conformant”;

components in ISO/IEC 15408-3, or
— “ISO/IEC 15408-3 extended”.

components in ISO/IEC 15408-3.
d) may include a conformance claim madewith respect to packages.

If a package conformance claim is<made, it shall consist of one of the following claims
package:

“Package Conformant*;
A ST is conformanttea package if:

— for functienal packages, all constituent parts (SPD, security objectives, and SFR
functionalpackage are present in the corresponding parts of the ST without modi

— forrassurance packages, the SARs of that ST are identical to the SARs in the ag
paekage.

— “Pgckage Augmented”

A ST claims augmentation of a package if:

A ST is ISO/IEC 15408-2 extended if at least one SFR in that ST is not based upon functional

e ST also

d shall describe the conformance to ISO/IEC 15408-3 (security assurailee requirements) as gither:

A ST is ISO/IEC 15408-3 conformant if all SARs in-that ST are based only upon agsurance

A ST is ISO/IEC 15408-3 extended if at least one SAR in that ST is not based upon agsurance

for each

5) of the
fication;

surance

— Ior runctonal packages, all constituent parts (OFD, security objectives, and SFK

s) of the

functional package are present in the corresponding parts of the ST but the ST contains at
least one additional SFR or one SFR that is hierarchically higher than an SFR in the package;

— for assurance packages, the ST contains all SARs in the assurance package but contains

at least one additional SAR or one SAR that is hierarchically higher than an SA
assurance package.

— “Package Tailored”
STs shall not claim or perform tailoring.

More than one package may be claimed in a ST.
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f)

g)

70

Where STs claim exact conformance to PP(s) they shall not claim conformance to any packages,
including any packages claimed by the PP.

Where STs claim strict or demonstrable conformance to PPs they shall not also claim conformance
to the packages claimed in the PPs unless the ST augments the package as claimed in the PP, i.e. the
PP may claim a package as <package>-conformant, <package>-augmented or <package>- tailored,
but if the ST does not itself augment the conformant/augmented/tailored version of the package
in the PP, then it will not claim conformance to the package. The ST claims <package>-augmented
only in the case where the ST augments the packages beyond that claimed by the PP.

=}

Where STs claim conformance to a PP-Configuration they shall not also claim conformanceyt
any|functional packages, including any functional packages claimed by the PP-Configuration
components.

[72)

Where STs claim strict or demonstrable conformance to a PP-Configuration they shall not'also claim
conformance to the assurance packages claimed in the PP-Configuration unless the.ST augments
the pssurance package as claimed in the PP-Configuration, i.e. the PP-Configuration may claim ap
assyrance package as <package>-conformant or <package>-augmented, but ifthe ST does not itse|f
augment the conformant/augmented version of the package in the PP-Configuration, then it will
not claim conformance to the assurance package. The ST claims <package>*augmented only in thie
cas¢ where the ST augments the assurance package beyond that claimedby the PP-Configuration.

NOTE 2 For exact conformance, it is allowed to claim conformance teg-a*PP that claims conformance to
‘package, or a PP-Configuration that has components that claim confofmance to a package, but those are ng
refl¢cted in the ST’s conformance claim.

—~ D

mayf also include a conformance claim with respect to PPs:
— |“PP Conformant”;
A PP or TOE meets specific PP(s).

A Direct Rationale ST may only claim cenformance to one or more other Direct Rationale PP$.
(See Annex B)

mayf also include a conformance claim with respect to PP-Configurations:
— [a ST may claim conformance'to exactly one PP-Configuration;

— |aDirectRationale ST shalljonly claim conformance to a PP-Configuration ifthat PP-Configuratio
uses the Direct Ratigniale approach.

-

NOTE 3 The,evaluation of a PP-Configuration can be performed upfront, independently of an|
product evaluation. Alternatively, the evaluation of a PP-Configuration can be performed during th
evaluation of‘a'conformant ST, prior to evaluating the ST conformance claim. See 13.3 for a discussion
the evaluation of PP-Configurations.

Se<

PP-Modules are used to build specific PP-Configurations on top of one or more PP-Module Base(s).
Henlce; PP-Modules shall only be used by STs through claimed PP-Configurations.

if evaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 are
identified in the conformance statement of any package, PP, PP-Module, or PP-Configuration to
which the ST claims conformance, then the conformance claim shall also include a claim in the
following form:

“The TOE is evaluated using evaluation methods/ evaluation activities defined in <reference>.”

In this statement, <reference> is replaced by the identification of the location of the relevant
evaluation methods and evaluation activities.

STs that reference evaluation methods/ activities are not required to reproduce the text of the
evaluation methods/ activities within the ST.
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A ST shall only make a conformance claim for evaluation methods/ evaluation activities that are
included in a package, PP, PP-Module, or PP-Configuration claimed by the ST.

NOTE4  The reader is reminded that it can be the case that a ST claims no PP or PP-Configuration but can still
directly specify a package.

A ST can claim conformance to several PPs. If one such PP has exact conformance type, then all PPs
shall be of the exact conformance type. Otherwise, the PPs can have a mix of strict and demonstrable
types, and the consistency of the combination of demonstrable and strict conformance shall be
validated as part of the ST evaluation.

Hor more information and requirements on the conformance claims for STs see Annex D.

Hor more information and requirements on conformance types see Annex E.

12.3 Assurance requirements

A ST that claims conformance with ISO/IEC 15408-3 (possibly extended) shall define the glohal set of
ARs that applies to the TOE.

(@s)]

A ST may define a distinctive name for the set of SARs that are applicable. However, the ulse of an
(pugmented) pre-defined EAL or an (augmented) assurance package’defined in an applicable pxternal
reference shall require the usage of the same name.

]

F additional SARs are specified, or SARs are replaced withyhierarchically higher SARs in an|ST then
dny derived evaluation methods / evaluation activities $hall be addressed in the assurance 1jationale
tp demonstrate that the evaluation methods / evaluationactivities used by the ST:

- are still adequate, i.e. the new SAR has no effeet’on the EMs/EAs specified for use in the ST and the
assurance that they provide; or

- have been addressed by defined refineiments to the original EMs/EAs specified by the ST so that
the resulting EMs/EAs required for the ST generate assurance that is the same or higher than the
original EMs/EAs applied to the ST; or

- have been supplemented by additional EMs/EAs to so thatthe resulting EMs/EAs generate agsurance
that is the same or higher,than the original EMs/EAs applied to the ST.

s

XAMPLE An activity that was an examination of documentation for a lower SAR but where additional
bsting might be needed for a hierarchically higher SAR can supplement the original documentation eyaluation
activities with additional evaluation activities that require testing.

—t

12.4 Additionmalrequirements in the exact conformance case

12.4.1 Additional requirements for the conformance claim

A ST¢shall not claim conformance to an exact conformance PP/PP-Configuration and, at the same time,
tp©ther PPs which are not of exact conformance type, i.e. a PP/PP-Configuration of exact confprmance
statt ot be combined withr strict or demonstrabie COnfoTrTTarice.

12.4.2 Additional requirements for the SPD
A ST claiming exact conformance:

— shall contain the SPD of all the packages and the PPs or PP-Configuration to which it is claiming
exact conformance, including all SPD elements;

— shall notinclude any SPD-elements that are not present in the packages or PPs/PP-Configuration to
which it is claiming exact conformance.
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NOTE The SPD that is instantiated in the ST from a PP-Configuration contains exactly the SPD-elements
present in the PP-Configuration’s components (PPs and PP-Modules). Note that PP-Configuration components
can combine to change or eliminate SPD-elements (e.g. an assumption in a base PP can become a threat that is
countered by a PP-Module on top of that base PP), so the result that appears in the ST considers these kinds of
modifications. See 11.3.

12.4.3 Additional requirements for the security objectives

A ST claiming exact conformance:

— shall contain all the security objectives for the TOE specified in all of the PPs to which it claim|
conformance;

[72)

— shall not specify additional security objectives for the TOE that are not specified in the conthinhatio
of the PPs to which it claims conformance;

=}

— shall contain all of the security objectives for the operational environment that are.specified in thie
combination of PPs to which it claims conformance; and

(s

— shall not specify additional security objectives for the operational environment that are not preser
in the combination of PPs to which it claims conformance.

The sanje is true for PP-Configurations. The security objectives that are instantiated in the ST from
PP-Confjguration contain exactly the security objectives present in the PP-Configuration’s components.
It shouldl be noted that PP-Configuration components can comhiné to change or eliminate securit|
objectivps (e.g. a security objective for the environment in a ase PP may become a TOE securit]
objectivk in a PP-Module using that base PP), so the resulting ST\reflects these kinds of modifications.

<<

12.4.4 Additional requirements for the security requirements

A ST shall contain all the SARs present in the PPscand all the SFRs present in the PP-Configuratio
compongnts, with the following exceptions:

=

— ST duthors shall not include additional orthierarchically higher security requirements;

— SFRf designated as selection-based SFRs in the PPs or PP-Modules shall be excluded if the selectiop
thaff requires their inclusion is net chosen by the ST author;

— SFRfs designated as optional\SFRs in the PPs or PP-Modules may be included or excluded while
maiptaining its exact conformance claim.

NOTE 1 | SFRs in an exact‘conformance PP can be iterated and refined (as stated in ISO/IEC 18045 for ASH_
CCL.1-12).

NOTE 2 | See Z.3.2.6for further information in regard to optional and selection-based SFRs.

NOTE 3 | See Annex E for further information on PP conformance.

12.5 Additional requirements in the multi-assurance case

A multi-assurance ST shall claim conformance to exactly one multi-assurance PP-Configuration and no
other PP or PP-Configuration.

A multi-assurance ST shall organize the TSF in sub-TSFs and claim a specific set of SARs for each of
the sub-TSFs and a global set of SARs for the entire TOE: this can be achieved exclusively through the
conformance to a multi-assurance PP-Configuration. The TSF structure defined in the ST is inherited
from the PP-Configuration, and the sets of SARs that apply to them in the ST are either identical to the
ones defined in the PP-Configuration or augmented.

A multi-assurance ST may extend the multi-assurance PP-Configuration (of strict or demonstrable
conformance type) with additional SFRs (and related SPD and security objectives as necessary) so that
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each new element completes at a minimum one PP or PP-Module of the PP-Configuration provided the
required conformity rules are satisfied, i.e. the new SFRs are aimed at extending the sub-TSFs defined
by the components of the PP-Configuration. As a consequence, the extended sub-TSFs are subject to the
set of SARs as defined in the original PPs/PP-Modules.

A multi-assurance ST may claim the sets of SARs defined in the multi-assurance PP-Configuration, or, in
the case of strict or demonstrable conformance type, may provide a rationale to claim “augmented” sets
of SARs, similar to STs in the general model.

In order to conform with two or more PPs according to their respective sets of SARs, a multi-assurance
P-Configuration composed of the PPs shall be defined and claimed by the ST.

ST that claims conformance with a multi-assurance PP-Configuration and augments allythe applicable

sets of SARs to reach the same set of SARs for the entire TOE and all of the sub-TSFs bécomes p single-

ssurance ST. In this case, the evaluation of the TOE shall follow the single-assurance evjaluation
proach. This is only allowed for PP-Configurations of strict or demonstrable conformance type.

ST that claims conformance with several PPs can only define a global set of'\SARs that applies to the
tire TOE, thus giving rise to a single-assurance ST. The ASE rules for ensuring the consistenty of the
ssurance requirements of the single-assurance ST with regard to the PRs/apply.

ST that claims conformance with one single-assurance PP-Configtiration, i.e. which defines pnly one
set of SARs for the entire TOE and its parts, cannot become a niulti-assurance ST. The reasohp is that
the multi-assurance consistency rules are defined at PP-Configuration level. In order to achieye this, a

ulti-assurance PP-Configuration derived from the PP-Configuration shall be defined and evalpated.

or more information on multi-assurance PP-Configurations and STs see 12.4.2. A ST thaft claims
nformance with a multi-assurance PP-Configuration ' may become a multi-assurance ST by defining,
fbr each sub-TSF, the applicable set of SARs. Thiswil be either the same set of SARs inherited from the
P-Configuration, or a larger set (augmentationy valid only in the strict and demonstrable confprmance
type cases) which requires the update of the @ssurance rationale provided in the PP-Configuration.

multi-assurance ST may define distin€tive names for the sets of SARs that apply to the entire TOE
nd to each sub-TSF. The names shallkbe consistent with the names given in the PP-Configuration. The
se of an (augmented) pre-defined\EAL or an (augmented) assurance package defined in an applicable
xternal reference requires the usage of the same name.

Qo

multi-assurance ST that\glaims strict or demonstrable conformance to a PP-Configuration and
xtends the sets of SAR§ ofthe PP-Configuration it claims conformance to shall provide an agsurance
ationale that justifiesthe consistency of the extension.

= O o

multi-assuranee-ST shall conform to each and all of the individual conformance types fhat are
lentified in th€ conformance statement of the multi-assurance PP-Configuration.

—_ N

=z

OTE A ST that claims conformance with more than one PP can only define a global set of SARs, whigh applies
b the entire/TOE. In such a case, the ASE rules for ensuring the consistency of the assurance requiremepts of the
ST withregard to the PPs apply.

[

Higlire 9 shows an example of a multi-assurance ST that claims conformance to PP-Configurati¢n “AXY”
composed of PP A and two PP-Modules X and Y. The TSF structure consists of the sub-TSF defined in A,

X and Y. The global set of SARs (SAR.) and the multiple sets of SARs applicable to the sub-TSFs come
from the PP-Configuration without any augmentation.
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Security Target

Conformance claim
PP-Configuration AXY
PP, — STRICT, PP-Moduley— STRICT, PP-Module,— DEMONSTRABLE

Assurance requirements
Global SAR

sub-TSF, — (SAR(, SAR,)
sub-TSFy, — (SAR(, SARy)

L. TCn LCAD __CAD
SHO-TOTY T U1y

Multi-assurance rationale
Based on Rationale,yy

4 TOE )

rPP-Configuration AXY

| Components list

: PP A, PP-Module X, PP-Module Y
I Conformance statement

| PP, — STRICT, PP-Moduley,— STRICT, PP-Modulel¢>> DEMONSTRABLE
| Global SAR

| sub-TSF, — (SAR, SAR,)
| sub-TSF, — (SAR., SARy)
: sub-TSF, — (SAR¢, SARy)

| Multi-assurance rationale
| Based on Rationale, ,Rationaley, Rationaley

PP-Module X

——————
=
b
>,

Figure 9 — Example of multi-assurance ST

13 Evdluation and evaluation results

13.1 General

This clause presents the expected results from PP, PP-Configuration and ST/TOE evaluations performed
according to either ISO/IEC 18045, and/or additional evaluation methods and activities.
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The goal of evaluation is to provide objective and repeatable results that can be cited as evidence, even
if there is no absolute objective scale for representing the results of a security evaluation.

NOTE1 A trade-off between following the relevant state of the art versus a sufficient level of repeatability
is often necessary. Therefore, properties such as objectivity and repeatability are not seen as absolute by the
standard, but rather as goals that can be approached in different ways. For example, ISO/IEC 15408-4 provides
one such framework for preserving objectivity and repeatability when deriving evaluation activities from
ISO/IEC 18045.

An evaluation result represents the findings of a specific type of investigation of the security properties
= TOE—Sucharesutt does ot automaticatty guaramntee fitmress for use imany particutarapplication
gnvironment. The decision to accept a TOE for use in a specific application environment-is/jased on
donsideration of many security issues including the evaluation findings.

1

igure 10 describes the various evaluations that are needed to provide confidence,in the evialuation
results for a TOE.

Evaluate PP Evaluated PP
PP evaluation results PP Catalogue

Evaluate i ) PP-
PP- PP-Configuration Evaluated Confieuration
Confi . evaluation results PP-Configuration 8
onfiguration Catalogue

Evaluated ST
ST evaluation results

Evaluate
ST

TOE Evaluated

evaluation results TOE TOE
Catalogue

Evatuate
TOE

Figure 10 — Evaluation flow

The ISO/IEC 15408 series gives criteria for four types of evaluation:

a) a PP evaluation which is based on the APE class given in ISO/IEC 15408-3, described in 13.3;

b) aPP-Configuration evaluation which is based on the ACE class given in ISO/IEC 15408-3, described
in 13.3;

c) aST evaluation which is based on the ASE class given in [SO/IEC 15408-3, described in 13.4;
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d) a TOE evaluation, which is based on an evaluated ST and the criteria for evaluating the security
requirements claimed by the ST, described in 13.5.

PP and PP-Configuration evaluations provide confidence that the PP and/or PP-Configuration meets the
requirements of the ISO/IEC 15408 series. Catalogues of PPs and PP-Configurations can be maintained
by authorities or others which define the criteria for inclusion in the catalogue.

NOTE 2  The criteria for inclusion in a catalogue are out of scope for the ISO/IEC 15408 series.

PP-Modules are only evaluated as part of an evaluation based on a PP-Configuration.

Packagefs are only evaluated as part of a PP-Configuration, PP, or ST evaluation.

NOTE 3 | In practice, a ST that claims conformance with some non-evaluated PP-Configurations can|still be
evaluategl by performing the PP-Configuration evaluation first.

A ST evdluation leads to an intermediate result that is used in the frame of a TOE evaluation. Optionally,
STs may|be developed with conformance claims to packages, PPs and PP-Configuratigts.

ST/TOE|evaluations can lead to catalogues of evaluated TOEs. In many cases thése/catalogues refer t
the IT products that the TOEs are derived from rather than the specific TOE. Therefore, the existenc
of an IT|product in a catalogue cannot be construed as meaning that the-whole IT product has bee
evaluatqd; instead the actual ST defines the actual extent of the TOE evaluation.

> O O

Refer tofthe Bibliography for examples of such catalogues.

13.2 Evaluation context

In orderfto achieve greater comparability between evaluation results, evaluations should be performed
within the framework of an evaluation scheme.

NOTE 1 | TheISO/IEC 15408 series does not state requiréments for such evaluation schemes.

Supportjng greater comparability between ‘evaluation results is also achieved through the us
of comrhon evaluation methods producing:these evaluation results. Use of a common evaluatio
method¢logy contributes to the repeatability and objectivity of the results but is not by itself sufficien
Many offthe evaluation criteria require-the application of expert judgement and background knowledg]
for which consistency is more difficult-to achieve. In order to enhance the consistency of the evaluatio
findingg the final evaluation results can be submitted to a certification process.

- ® I = ®

NOTE 2 | The ISO/IEC 15408 seniés does not provide requirements to assess the competences of developers d
evaluators. ISO/IEC 19896-3 ‘provides competency requirements for the ISO/IEC 15408 series evaluators thg
can be uged as a support ifirthe evaluation process. However, it only addresses basic methodology competencd
and does|not address thesway to assess:

0 =+ =

— techpology-specific knowledge and skills such as those required to perform ADV, ATE or AVA_VAN evaluatiojn
on algiven product type;

— sectpr=Specific knowledge that is typically required to perform ASE, APE or ACE evaluation.

Additionally, specific skills required by evaluations made in accordance with ISO/IEC 15408 can require
additional competence assessment methods. For example, to assess sKkills related to formal methods.

For the ISO/IEC 15408 series, the generic methodology for IT security evaluations is given in
ISO/IEC 18045. More specific evaluation methods and activities may be derived from ISO/IEC 18045
by using the framework given in ISO/IEC 15408-4, by refining standard assurance components or by
defining extended assurance components.

It can be necessary for PP authors to augment the generic methodology for IT security evaluations given
in [SO/IEC 18045 with a method that includes technology-specific evaluation activities.

A certification process, which is outside the scope of the ISO/IEC 15408 series, can include an
independent inspection of the results of the evaluation leading to the production of a final certificate or
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approval, which can be made publicly available. The certification process is a means of gaining greater
consistency in the application of IT security criteria.

13.3 Evaluation of PPs and PP-Configurations
Basing a PP or a ST on an evaluated PP/PP-Configuration has two advantages:

— there is much less risk that there are errors, ambiguities, or gaps in the PP/PP-Configuration. If any
problems with that would have been found during the evaluation of that PP/PP-Configuration, are

found durinag the writinag ar ouvaluation oftho now ST cignificant timo can olanco hofare th PP/PP_
+ote-aHH R Ese- W HRE- o evVaHia o h-e+ttRe-HeW oSS 23 =4 B+

Configuration is corrected;

-1 evaluation of the new PP/PP-Configuration can re-use the previous evaluation results; resplting in
less effort being employed in the evaluation of the new PP/PP-Configuration.

]

Fthe evaluation of a PP is required then the APE criteria, given in ISO/IEC 15408-3-shall be usgd.

Fthe evaluation of a PP-Configuration is required, then the ACE criteria giyen in ISO/IEC 15408-3 shall
e used.

o o ullevel

he goal of such evaluations is to demonstrate that the PP, or PP-Configuration is complete, ijternally
onsistent, and technically sound and suitable for use as a templaté-on which to build a ST or|another
HP.

Q

The method of stating evaluation results for PPs and PP-Cofifigurations is described in 13.7.

=z

OTE PP-Modules are not evaluated separately; they.are evaluated in the course of evaluating the PP-
onfiguration that uses them.

(@)

13.4 Evaluation of STs

oy

ST evaluation determines the sufficiencyrof the TOE, the operational environment and the|internal
onsistency of the descriptions and requirements it contains.

Q

he ST evaluation shall be carried out by applying the ASE evaluation criteria, defined in
50/1IEC 15408-3. The methods and activities used to apply the ASE criteria are determinegdl by the
valuation methodology thatiis‘associated with the ST, which is specified in ISO/IEC 18045 or by
valuation methods/ activities that are derived from ISO/IEC 18045. Derived evaluation methods/
valuation activities are(alidated outside of the ISO/IEC 15408 series and ISO/IEC 18045 framework.

D O @ —

—

sers of this document/series should be aware that evaluation schemes do not always approve the use
f particular evalGation methods/evaluation activities. A ST can require evaluation methods/evialuation
ctivities, and-anjevaluation scheme can decide not to carry out evaluations following this ST.

Sl e)

The methodYof stating ST evaluation results is described in 13.7. These results also identify any PP(s)
]nd package(s) to which the ST claims conformance.

35 Evaluation of TOEs

A TOE evaluation determines that the correctness of the TOE against the criteria defined in the ST. As
said earlier, the TOE evaluation does not assess the correctness of the operational environment.

The TOE evaluation is more complex. The principal inputs to a TOE evaluation are the evaluation
evidence, which includes the TOE and the ST, but will usually also include input from the development
environment, such as design documents or developer test results.

The TOE evaluation consists of applying the SARs (from the ST) to the evaluation evidence. The
method to apply a specific SAR to a TOE is determined by ISO/IEC 18045 and by evaluation methods/
activities that are derived from ISO/IEC 18045. Derived evaluation methods/evaluation activities are
validated outside of the ISO/IEC 15408 series and ISO/IEC 18045 framework. Users of this document/
series should be aware that evaluation schemes do not always approve the use of particular evaluation

© ISO/IEC 2022 - All rights reserved 77


https://standardsiso.com/api/?name=c6c125960a2d38caff89eefd087f29c3

ISO/IEC 15408-1:2022(E)

methods/evaluation activities. A ST may require evaluation methods/evaluation activities, and an
evaluation scheme can decide not to carry out evaluations following this ST.

How the results of applying the SARs are documented, and what reports need to be generated and in
what detail, is determined by both the evaluation methodology that is used and the evaluation scheme
under which the evaluation is carried out.

The TOE evaluation may be carried out after TOE development has finished, or in parallel with TOE
development, provided that the appropriate assurance components are chosen for this evaluation.

The met

13.6 Ex

Generic
ISO/IEC
ISO/IEC
problem

Such ev.
publishd

13.7 Ey

13.7.1

nod of stating >1/TUE evaluation results 1s described 1n 15./.

raluation methods and evaluation activities

IT evaluation methods and activities for each of the security assurance classes given i
15408-3 are provided in ISO/IEC 18045. The evaluation methods and activities given i
18045 are high level and depending on the technology type, the assurance ley€l) or the securit]
described, the provision of more specific evaluation methods and activities can be needed.

hluation methods/ evaluation activities that have been derived from 1SO/IEC 18045 may b

raluation results

Results of a PP evaluation

The resylts of the PP evaluation shall include a “conformance‘claim” in accordance with 10.3.

NOTE

13.7.2

The res
11.3.

Once a
Configu

NOTE 1

NOTE 2
methodo

— inde

ISO/IEC 15408-3 provides evaluation criteria for,PPs in the APE class.

Results of a PP-Configuration evaluation

i1ts of a PP-Configuration evaluatigntshall include a “conformance claim” in accordance wit

PP-Configuration has been tevaluated, a ST evaluation may rely on the results of the P
Fation evaluation.

ISO/IEC 15408-3 prowvides evaluation criteria for PP-Configurations in the ACE class.

The evaluation ef\a“PP-Configuration can arise in two situations, with no impact on the evaluatio
ogy:

pendently of:ahy product evaluation, or

— ast

e first'step of the evaluation of a ST that claims conformity with the PP-Configuration. Otherwise th

conformance claim is meaningless, and the ST evaluation would fail in this aspect.

d either as an inclusion in PPs, PP-Modules and packages or as separate supporting documents

> =

<

[}

-

13.7.3 Results of a ST/TOE evaluation

13.7.3.1 General

The results of a ST evaluation shall include a “conformance claim” as defined in 12.2.

A successful TOE evaluation requires a successful ST evaluation. The result of the TOE evaluation

process

is either:

— astatement that all SARs have been met, and that therefore there is the specified level of assurance
that the TOE meets the SFRs as stated in the ST;
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— a statement that not all SARs have been met and that therefore there is not the specified level of
assurance that the TOE meets the SFRs as stated in the ST.

NOTE In some cases the evaluation results are subsequently used in a certification process, but this
certification process is outside the scope of the ISO/IEC 15408 series.

If the TOE evaluation has resulted in a pass statement, the underlying product can be eligible for
inclusion in a catalogue of successfully evaluated products.

(=Y

3.7.3.2 Use of ST/TOE evaluation results

nce a ST and a TOE have been evaluated, asset owners can have the assurance, as defined'in the ST,
hat the TOE, together with the operational environment, counters the stated threats.(Thé evjaluation
esults may be used by the asset owner as part of a risk-acceptance decision related.to expdsing the
ssets to the threats.

D =S O

—

owever, risk owners should carefully check whether:
d) the SPD in the ST matches their own security problem;

H) their operational environments conform (or can be made to conform) to the security objedtives for
the operational environment described in the ST;

d any guidance documents provided by the developer in the context of the TOE evaluation are
followed during the installation, configuration, and operation of the TOE.

]

[ any of these conditions do not hold true, the assgciated assurance cannot be relied on|and the
valuation results should be treated accordingly in a risk-acceptance decision.

D

dditionally, once an evaluated TOE is in operation, it is probable that previously unknown grrors or
ulnerabilities in the TOE will be identified. Intthat case, the developer can correct the TOE (to|address
he vulnerabilities) or change the ST in a waythat excludes the newly identified vulnerabilities from the
cope of the evaluation. In either case, the\old evaluation results can no longer be valid.

w0 o < o

=z

OTE If assurance is to be maintaingd, re-evaluation is needed. The ISO/IEC 15408 series can be used for
his re-evaluation, but detailed procedures for re-evaluation are outside of the scope of this document.

ot

13.8 Multi-assurance evaluation

1

or a multi-assurance PP=Configuration, the ACE requirements, given in ISO/IEC 15408-3, engure that
he combination of different sets of SARs does not undermine the expected security of the underlying
ssets, as definedrinthe SPDs of the PPs and PP-Modules that compose the PP-Configuration.

Q

or a multi-assurance ST, the ASE requirements, given in ISO/IEC 15408-3, ensure that the ST is
onformant\to a multi-assurance PP-Configuration which satisfies ACE assurance requirements.
his means that the organization of the TSF in sub-TSFs and the sets of SARs that apply to them are
onsistent with the PP-Configuration. For each sub-TSF this means that the multi-assurance S[I' claims
set of SARs that is identical or an augmentation of the set of SARs defined in the PP-Configurgtion for

aforracnanding comananant (DD A DD Modi10)
- corresSponan s componentt oottty

o O O =0

The general model of the standard, which holds in a multi-assurance evaluation, requires that the
evaluator evaluates the TSF in order to ensure the security of the TOE. In the context of multi-assurance,
the evaluator still considers the impact on the entire TOE, when evaluating each of the sub-TSFs.

In practice, a multi-assurance evaluation can be seen as several evaluations of the same TOE, according
to different PPs. The multi-assurance evaluation adds the consistency checks that are required to
ensure that these evaluations can be performed together. This means in particular that the set of SARs
associated with a sub-TSF does not impact on the other sub-TSFs. Therefore, the evidence required by
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the SARs of one sub-TSF cannot be negatively impacted by the SARs that have been chosen for the other
sub-TSFs.

EXAMPLE Let us imagine that a PP-Configuration selects AVA_VAN.3 for one sub-TSF. ADV_TDS.3 will then
be required by dependency. The evaluation of ADV_TDS.3 for this sub-TSF will, by definition, consider all the
subsystems of the TOE, regardless of the ADV_TDS levels of the other sub-TSFs defined in the TOE.

The multi-assurance evaluation of a TOE which conforms with a multi-assurance ST consists in
evaluating the entire TOE against the global set of SARs and evaluating each of the sub-TSFs against
the corresponding sets of SARs, as defined in the ST. The order of the evaluation activities is left to the
evaluatdr. The most suitable order depends on factors such as the actual structure of the N terms
of the syb-TSFs and the difference between the global set of SARs and the sets of SARs that apply to t
sub-TSF5.

The limitation of multi-assurance evaluation to TOEs (and ST s) that conform with one multi-assurande
PP-Confjguration and the definition of the multi-assurance consistency rules in ACE allowto limit t

impact ¢n the other assurance classes. Performing a multi-assurance evaluation consists in applyiEE
a uniform interpretation of all the assurance classes, as defined in ISO/IEC 18405: in the context of p
multi-agsurance evaluation, whenever a SAR mentions the “TOE” it refers to the entite TOE. Whenever
SAR mentions the “TSF”, it refers to the sub-TSF to which the SAR applies.

A multi{fassurance ST reflects the TSF organization in sub-TSFs defined<in the PP-Configuration t
which the ST claims conformance. This TSF organization does not descrilje the organization of the TOE
implemg¢ntation in subsystems and modules, but rather associates a given set of security functionalitig
(sub-TSK) with specific assurance requirements. It can happen<that sub-TSFs are implemented b|
different sets of subsystems/modules, but there can also be some degree of overlap: a subsystem o
module fan implement functionalities belonging to two different'sub-TSFs. This means that the two sef
of SARs[apply to the common subsystem or module (i.e. the union of the sets of SARs applies). In bot
cases, fgr each sub-TSF, all of the other sub-TSFs belong £6 the TOE and the corresponding subsystems
moduleq shall be evaluated through the prism of the requirements of the sub-TSF.

< un »n O

- \n =

14 Composition of assurance

14.1 Ge¢neral

IT prodycts are almost always compesed from several components, whereby some of them are evaluatefd
and somle are not. Independent praduct components are often evaluated separately, and the question gf
composing the security assuranee of the single components to determine the security assurance of thie
entire pfoduct arises.

EXAMPLE Softwareis composed with evaluated hardware to create an IT product.
Composjtion of assurance is dependent upon:

— the [ype oficomposition;

— the pecurity function policies, and OSPs that the component evaluation was based on;

— the claimed security assurance, for example the assurance level;
— the overall security policies for the entire product.

Concepts of composition models are described in 14.2. Evaluation methods by which security assurance
in such composition models can be provided are given in 14.3. Considerations about the re-use of
evaluation results related to individual product components in the composition approach are addressed
in 14.4. 14.5 addresses the relationship between composite and multi-assurance evaluation approaches.
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14.2 Composition models

14.2.1 Layered composition model

In this type of composition, one component is built on top of another component, as pictured in
Figure 11.

"Dependent” component “B”

"Base” component “A”

Figure 11 — Layered composition model

—

he following assumptions are made in regard to the layered composition model:

— the base component is independent from the dependent component;

- the base component is not modified by the dependent component;

— the dependent component uses the functionality of the base;component and not vice versa.

|

hose performing such a composition should consider that

- the dependent component can depend on other fungtionality than the security functionalify in the
scope of the evaluation of the base component;

Two examples are given to clarify the layered composition model described in Figure 11.

HXAMPLE1  The first and main example com€s from the smartcard domain, where an evaluation technique
hlas been defined for the layered compositionanodel. In this context, a smartcard is built up with a combjnation of
two parts:

—+ ahardware integrated circuit (l€)\part (as a base component);

- asoftware part on top of it (as a dependent component).

—

he software part can depend/on functionality that does not belong to the evaluated security functignality of
he underlying hardware, Hewever, in general almost all instructions of the hardware are part of the hqrdware’s
pcurity functionality,and’are used to implement the security functionality of the software part.

[ =3

The software part.ofthe smartcard is potentially layered itself, consisting of an

- ‘OperatingSystem’ layer with possibly integrated applicative functionality (as a base component);
—+ ‘Application’ layer on top of it that contains different applications (as a dependent component).

AllLthese parts can be developed by different actors with specific objectives.

EXAMPLE 2  Applications running on a personal computer follow the same principle, with an operating system
(OS) acting as a base component and the application layer as a dependent component: the application uses
Identification and Authentication provided by the OS, builds its own objects on top of the OS file system, builds
its own application structure on top of the OS address space management and separation, and needs to enforce
specific properties (e.g. fault tolerance, information flow control). If the OS has already been evaluated, then the
security functionality of the application layer can be broken down to the evaluated security functionality of the
base component. Where this is not possible, the dependent component implements the security functionality by
itself. Furthermore, the dependent component can depend on functionality that does not belong to the evaluated
security functionality of the underlying base component.
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14.2.2

In this

Network or bi-directional composition model

type of composition, a component uses the specific functionality of another component

communicating via some communication channel, as pictured in Figure 12.

component component
llA" MB"

A
A 4

The follq

— the

Figure 12 — Network or bi-directional composition model

wing assumptions are made in regard to the network or bi-directional compogsitieh model:

security interdependencies are clearly described;

— botI products are separated such that there is no other channel or influenc¢e'than the defined one

— bot

EXAMPL
HB")'

Those pe
— secy
EXAMPL
— assu
EXAMPL
— secy
EXAMPL

If these
determi

14.2.3

In this t
in Figur

products implement the functionality required to protect the cotiunication channel.

(i

E1  An application (component “A”) using the functionality of an‘external LDAP server (componer

rforming such a composition consider that:

rity functionality might not fit together.

2 Access control can be based on different objects:

mptions made on a component might not be valid:

.3 Assumption on the protection of critical data transferred to another component:
rity functionality can have unwantedside effects.

4 A covert channel leakingcryptographic keys.

kinds of issues are identified, then they should be clearly documented along with the
hation of appropriate-mitigating controls.

Embedded compasition model

o

ype of composSition, a component is used as part of a larger component or product, as picture
P 13.

Maior Minor

Tor o

component “B” component “A”

Figure 13 — Embedded composition model

The following assumptions are made in regard to the embedded composition model:

— there is usually no separation between the components;

— each part can influence the other via channels and interfaces other than the intended ones.
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EXAMPLE Alibrary or subsystem providing specific security functions as part of a larger product.

Those performing such a composition should consider that due to the lack of separation, components

potentially:

— bypass the security functionality of the other components;

— modify the security functionality and security policy of other components and of the whole product;

— introduce a number of critical side effects.

If separation is specified, ADV_ARC given in ISO/IEC 15408-3 describes the criteria for evalu
4.3 Evaluation techniques for providing assurance in composition models

4.3.1 General

0 achieve reliable and repeatable evaluation results for the evaluation of IT.products (TOEs) th
se of the composition models described in 14.2, a corresponding suitably-defined evaluation|
i$ needed.

htion.

at make
method

4.3.2 and 14.3.3 address evaluation techniques for the layered eomposition model. 14.3.2 describes

w the ACO class defined in ISO/IEC 15408-3 may be used for composed TOEs, and in 1
aluatlon technique for composite products is provided whi¢h isalready widely applied in the
nd shows multiple advantages (see 14.3.3.1).

—

he other two composition models (i.e. bi-directional and embedded) are not explicitly addr
onstructs defined in the ISO/IEC 15408 series.

(@)

[

4.3.2 ACO class for composed TOEs
he ACO class specified in ISO/IEC 15408=3 addresses a TOE composed of two TOEs using 4

OEs can be described as a base TOEjand a dependent TOE, as shown in Figure 14. In such a
CO class is used for evaluating the composed TOE.

n evaluation of such a composed TOE consists of evaluating the interaction between bof
'hereby reuse of the evaluation results from both the base TOE and the dependent TOE takes j

< o - — el

et

50/IEC 15408-5 proyides pre-defined CAPs that may be used for determining the composg
ssurance level.

Q

The ACO class.is.a@pplicable up to ‘Enhanced-basic’ assurance level.

4.3.3 an
ndustry

bssed by

layered

omposition model as described in 14.2,’hoth of which have been separately evaluated. These component

rase, the

h TOEs,
hlace.

bd TOE’s
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Composed TOE
(to be evaluated)

dependent TOE

(Alroaadyr axvralhitated)
LMAL \.«M\AJ ~ V uluu\,\.«u_}

base TOE
(already evaluated)

Figure 14 — Composed TOE evaluated using the’ACO class

14.3.3 LComposite evaluation for composite products

14.3.3.1 General

[72)

The conjposite evaluation technique addresses the layered composition model for composite product
as descrjibed in 14.2 and is devised to meet the following objectives:

— indg¢pendently performthe evaluation of abasé componenttoaddress several dependent component]
and|customers;

v

— credte one or several dependent component(s) to use with an evaluated base component;

t

— instpll one dependent componentionto an evaluated base component to reduce the evaluation effoy
keeping a high level of confidence.

The conpposite evaluation technique describes a way to perform transfer of knowledge and reuse gf
evidencg, in order to meet.thiese objectives.

¥ COMPo torrofa HEaree-apphe OTayeTre v Syvyw hatcomprise-onreindependen y
evaluated base component and one dependent component.

NOTE A dependent component potentially consists of one or more dependent sub-components. For
simplification, they are considered as ‘one dependent component’ in the following.

The composite product is made of the integration of the already evaluated base component (including
its base TOE) and the dependent component. Hereby, the base TOE is part of the composite TOE. In the
composite evaluation approach, the evaluation results already obtained for the base TOE are reused,
and the evaluation of the dependent component is performed within the evaluation of the composite
product, whereby in particular focus is laid on the evaluation of the relationship between the base TOE
and the dependent component. Therefore, an assurance level is claimed for and applies to the composite
product as a whole and not to the dependent component only.
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The composite product, with its base component (including the base TOE) and dependent component,
is intended to be efficiently evaluated. The specific composite evaluation technique is set up with the
objective to optimize the evaluation of such a composite product.

Unlike ACO-based evaluation, this allows a direct comparison with similar products that are evaluated
at once without using composition techniques. Moreover, there is no limitation in the assurance level,
i.e. the composite product can claim any pre-defined EAL or well-defined assurance package, including
resistance up to ‘High attack potential’ as defined in ISO/IEC 15408-3 AVA_VAN.5, whereas ACO
is limited by CAP requirements up to ‘Enhanced-basic’ attack potential. The aim is not to define an
dditional assurance class, but to define additional assurance requirements for a compaosite evaluation.

eyl

XAMPLE Examples of smartcard devices requiring high-level assurance include paymert]and digital
gnature applications.

(%)

14.3.3.3 Design of composite product and composite TOE

—

he composite product is composed of one base component (including its base TOE) and one dgpendent
omponent whereby in view of evaluation aspects the following rules and, constraints apply for the
omposite product and its composite TOE part:

Q0

-+ the base component builds the underlying independent layer of the.composite product and fontains
the base TOE. The base component with its base TOE shall already have been evaluated;

—+ the dependent component builds a supplementary layer éfthe composite product that is ddpendent
on the base component and that shall be evaluated in the/framework of the composite evalfiation;

-1 thecomposite TOE is part of the composite productdand covers the entire dependent comporent, and
the base TOE, more detailed a superset of the base TOE functionalities is required for thg correct
and secure execution of the composite product;

NOTE1 A composite TOE can contain parts‘that are independent from the base component / Base TOE.
For simplification, such parts are consideréd as belonging to the dependent component.

-+ the dependent component cannot rely on base component functionalities that are in the base
component, but lie outside the.base TOE (that is, functionalities in the non-TOE part of the base
component);

-+ the non-TOE part of theteomposite product can use base component functionalities, in particular
base TOE functionalities. As usual, the composite evaluation needs to determine that this hon-TOE
part of the composite“product is non-interfering with the dependent component - neither|directly
nor through the-usage of the base component functionalities;

-+ non-TOE parts of the composite product, in particular non-TOE parts of the evaluated base
componentthat is, parts in the base component lying outside the base TOE), are considered part of
the operational environment of the composite TOE.

NOTE 2, Composite evaluation is applicable independently of the EAL for the composite product aimejd. Where
spme‘evaluation activities are not applicable due to the EAL chosen, they are also not expected to be apll)lied.

NOTE 3  This document only addresses cases where the level of assurance of the base component is equivalent
or higher compared to the composite evaluation level.

NOTE4 Inthe case where both base component and dependent component have already been evaluated using
the ISO/IEC 15408 series, the composite evaluation work potentially relies on the results already obtained both
from the previous base component evaluation and the previous dependent component evaluation. Nevertheless,
the composite evaluation objective as defined in this document has still to be achieved.

Figure 15 illustrates the general design and layering of a composite product and composite TOE in the
framework of the composite evaluation approach.
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Composite Product
Composite
TOE —
bm:indary D dent C > Non-TOE part of the
(red) ependent Lomponen Composite Product
R — | Non-TOE part ofthe [X
P 3 Base Product
7 : Base Product
boundary
Base TOE Composite Product
boundary boundary
(red dotted)
Figure 15 — Composite evaluation
Several composition steps can follow each other. In other ternis, the base component can itself be p

composite product consisting of an own already evaluated base:component and a dependent component.

— the composite product integrator responsible for the integration of the base component and the
dependent component.

In order to address this role model, the composite evaluation approach and technique defines additional
evaluation activities for the above-mentioned dependent component developer, the base component
developer, and the composite product integrator.

NOTE1 As already mentioned, the dependent component can have undergone a separate evaluation, but the
evaluator and evaluation authority of this previous evaluation are not considered here. If the base component
and the dependent component were evaluated separately, each of them would have a sponsor, a developer, an
evaluator, and an evaluation authority.
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NOTE 2  Asin the general cases, some actors involved can be the same. The composite evaluation context also
leads to specific cases of actors having several roles. Each evaluation will associate particular organizations or
persons to these generic roles.

EXAMPLE 1
— the base component developer can also be the base component sponsor;
— the base component evaluation authority can also be the composite product evaluation authority.

NOTE 3  The composite product integrator is a different role than the developer. While this integrator can, in
spme cases, also be one of the developers defined previously, this is not always the case.

The following example illustrates the role of the composite product integrator:
HXAMPLE 2

-+ nativesmartcards: The underlying base componentis anintegrated circuitand the base‘component developer
is the integrated circuit (chip) manufacturer; the dependent component is a caxd.operating system and its
application(s) and the dependent component developer is the developer of the smartcard operating system
and the application(s). In this case, the role of the composite product integrator'is played by:

— the chip manufacturer embedding the core of the operating system into the ROM of the chip, then by;

— the card manufacturer usually loading some parts of the operating system and the application§ into NV-
Memories (EEPROM and/or Flash) of the chip.

—+ Java Card technology-enabled devices: The underlying basg*eomponent is the Java Card System (Java Card
Runtime Environment, Virtual Machine and APIs) on chip' and the base component developer is|the card
manufacturer/issuer; the dependent component is a Java Card applet, which can be developed by hn applet
developer playing the role of the dependent component developer. In this case, the compositd product
integrator role can be played by the domain/application service provider or by a trust centre loading the
applet and often personalizing the card electronically.

14.3.3.5 Action elements and required-information

—

0 allow the evaluation of a compositeproduct, the composite evaluation technique identifies tfvo main
sets of issues, leading to the following rules:

-+ the composite product cainbe insecure due to gaps in the definition, integration or test of the base
component and dependent component security mechanisms. In particular, the following prjoperties
are to be enforced:

— the assets\t0 be protected are the final composite product assets defined in a dedicated
composite€product ST;

— thegsécurity mechanisms involved in the protection of these assets are those provided by the
base component and by the dependent component;

<\"some of the security mechanisms and security services provided by the base comporlent may
require configuration, programming, or activation as allowed for the base TOE by the dgpendent
COTMPOTETTL;

— evaluation is performed and validated on the final composite product.

To this effect, the composite evaluation technique defines specific action elements to be performed
by the actors involved in the evaluation of the base component, as well as in the development of the
dependent component and in the evaluation of the composite product.

— theaforementioned action elements are potentially impossible to perform due to alack ofinformation
sharing between actors. To avoid this, the composite evaluation technique explicitly defines which
information is required for each action element.
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Table 2 and Table 3 define which SARs shall be selected in the composite product ST, and the information
thatisrequired to be available for the dependent component developer, the composite product evaluator
and the composite product evaluation authority to allow and support a composite evaluation.

Table 2 — Information to be provided to the dependent component developer

SAR defining the ac-
tion elements

Information required

Originator of the
information

Consistency of compos-

ST of the base component.

Base component de-

ite prodmt Secur it_y
Target (ASE_COMP)

Information to build the composite product ST and to ensure
consistency of the security definition between the base com-
ponent and dependent component.

Information related to the base component’s security mech-
anisms and security services that the dependent component
has to manage or use.

1
VClUyCl

Composite design com-
pliance (ADV_COMP)

Information (usually in the form of a guidance or user’s man-
ual) related to the base component’s security mechanisms
and security services that the dependent component has to
manage or use.

Base component de-
veloper

Potentidlly, the composite product evaluator does not need all the detailed results of the base componerjt
evaluatipn for performing a composite evaluation of a composite produébthat integrates such evaluated
base component. However, for reusing the base component evaluatjon results the composite produgt
evaluatqr needs complementary information on the assurance méasures where the base component anfd
the dep¢ndent component interfere. In particular, for the examination that the dependent componernt
f
S
n
)

meets the security requirements imposed by the base compenent and for the vulnerability analysis ¢
the composite product, the composite product evaluator myakes use of the evaluated base component
user guidance, the related report of the base component evaluation authority (i.e. the report for a
evaluatgd product that confirms the acceptance of the evaluation results provided by the evaluatoj
and the po-called ETR for composite evaluation (ETR>COMP) described in 14.3.3.6.

All in all, for making use of the composite evaluation technique, in addition to the standard amount gf
informafion required by the assurance package chosen for the composite evaluation (e.g. an EAL), thie

followinjg is needed as outlined in Table 8.

Table 3 — Information to be'provided to the composite product evaluator and composite

product evaluation authority

Security] Target
(ASE_COMP)

SAR.d( fining the ac- \% Information required Originator qf the informa
tiop elements %) tion
Consistetncy of ST of the base component. Base component developer
composite product

Information related to the composite product ST for
ensuring consistency of the security definition between
the base component and dependent component.

Information related to the base component’s security

lllULlldlliblllb dlld SELUI lLy SCI ViLUb L}ldL L‘IlU deElldUllL
component has to manage or use.

with the ST of the base component).

ST of the composite product (including information on |Dependent component
the compatibility of the ST of the composite product developer
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Table 3 (continued)

SAR defining the ac-
tion elements

Information required

Originator of the informa-

tion

Integration of com-
position parts and
consistency check of
delivery procedures
(ALC_COMP)

Composite configuration evidence.

Organizational evidence of version correctness, on the
basis of configuration lists containing unambiguous
version information of the evaluated base component
and the dependent component having been integrated

intothe final r‘nmpncifp prndllrf Evidence elements

Composite product integra-

tor

that security measures prescribed by the base compo-
nent developer and the dependent component developer
are actually being applied by the composite product
integrator.

Delivery and acceptance procedures evidence.

Information on the compliance of the delivery pro-
cedures of the base component developer and the
dependent component developer with the acceptance
procedure of the composite product integrator.

Organizational evidence that components (dependent
component and base component) transmitted from an
actor to another are securely received, accepted and
parameterized.

Comppsite product integra-

tor
Base component dey

Dependent compong
developer

eloper

nt

[omposite design com-
pliance (ADV_COMP)

Base component-related integrationgequirements and
recommendations, typically including'the user guid-
ance.

Base component dey

eloper

ETR for composite evaluation,

Base component-related integration requirements and
recommendations.

Base component eva

luator

Design compliance.-evidence.

Evidence that the composite product meets the base
component-related integration requirements and
recommendations. It enfolds evidence elements on how
the requirements on the dependent component design,
impdsed by the base component’s user guidance and
report of the base component evaluation authority are
fulfilled in the composite product. If such a requirement
was not followed, a rationale that the chosen composite
product implementation is still secure shall be given
here.

Composite product integra-

tor

Dependent compone
developer

nt

Report for the base component evaluation generated by
the base component evaluation authority.

(Additional) Base component-related integration re-
quirements and recommendations.

Base component ev3
authority

luation

[omposite functional

Composite product samples suitable for testing.

Composite product jntegra-

testing
(ATE_COMP)

tor
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Table 3 (continued)

SAR defining the ac-
tion elements

Originator of the informa-

Information required .
tion

Composite vulnerabil- |ETR for composite evaluation. Base component evaluator
ity assessment (AVA_

COMP) Evidence allowing the composite product evaluator and

the respective evaluation authority to understand the
attack paths and the tests that have been considered
and performed for the base component and the effec-
tiveness ofthe countermeasures imp]nmpnfnd ]'\y the
base component, and explanations related to residual
vulnerabilities of the base component linked to integra-
tion recommendations included in the base component
user guidance.

Report for the base component evaluation generated by |Base componentévaluation
the base component evaluation authority. authority

(Additional) Base component-related integration
requirements and recommendations, obligations, infor-
mation on vulnerabilities.

The base component-related user guidance. Base component developer

NOTE The report for the base component evaluation generated by the base.component evaluation authorit]
can also be relevant for the SARs ASE_COMP, ALC_COMP and ATE_COMP evén if not directly addressed in Table 3.

<

In the cdse of composition, the term ‘developer’ needs further clarification in order to distinguish thie
actors. Here, the base component developer, the dependent component developer and the composite
productfintegrator can be different entities. Similarly, for the terms ‘evaluator’ and ‘evaluation authority
(evaluatjon scheme)’ further distinguishing of the different-entities involved needs to be made.

In the dase where both base component and dependent component have already been evaluated,
a reducpd amount of evaluation activities is passibly sufficient to be performed considering the
evaluatipn results already obtained from the prévious dependent component evaluation. Nevertheless,
the composite evaluation tasks as defined in'this document are still required.

EXAMPLE Smartcard.

The smajrtcard architecture is compesed of a hardware platform and a software application on top of the
platform| In this case, the platform.is the base component, and the application is the dependent component. |

a compogite evaluation, the platform is already evaluated, the application is evaluated as part of the composiJ‘;
evaluatign and the results of the platform evaluation are re-used.

ot

The hardware platform prowvides functionality supporting the protection of the composite product’s assets, by
the composite product behaviour depends on the software application having to use, configure, and activate th
security functionality.

[¢)

[o9

Thereforg, the hardware platform evaluation results usually provide specific security recommendations an|
conditions for the software application implementation. The composite evaluation includes examination that th
combination of both components does not lead to any exploitable vulnerability.

[¢)

A composite evaluation method and associated evaluation activities are provided that include precise work
units with clear statements on the information required from the platform developer and provide an agreed
‘framework’ for information transfer from the platform evaluator to the composite product evaluator.

The information required is already available from the platform evaluation tasks and no additional work is
required from the platform developer.

There are no further requirements for the development class ADV.

The user guidance (AGD) of the platform is considered early in the development of the composite product and
provides all of the interfaces on which information is needed.

The development and the evaluation of the composite product rely on the proper implementation of the evaluated
interfaces of the platform.
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The proper use of all relevant interfaces between the platform and the application is in the scope of the composite
evaluation.

Test (ATE) and vulnerability assessment (AVA) are performed on the composite product taking advantage of the
available platform evaluation results.

14.3.3.6 ETR for composite evaluation (ETR_COMP)

14.3.3.6.1 Objective of the document

—

he ETR for composite evaluation (ETR_COMP) document is compiled from the Evaluation|Technical
eport (ETR) related to a base component and its evaluation in order to provide sufficient.infgqrmation
br a composite evaluation with such an already evaluated base component.

—=n

NOTE1 A standard ETR usually contains proprietary information on the base component and its eyaluation
that cannot be made public. Such full ETR is therefore possibly not suitable for external delivery. The infprmation
that is presented in the ETR_COMP document contains a meaningful subset of the information provided in the
fpll ETR of the base component for support of a composite evaluation.

The goal of the ETR_COMP document is to enable the composite producet-€valuator and the cgmposite
fdroduct evaluation authority to understand the attack paths and the_tests that have been considered
and performed for the base component and the effectiveness of the-€ountermeasures implemented by
the base component.

NOTE 2  The content of the ETR_COMP document strikes the right'balance between protecting the pr¢prietary
information of the base component developer and/or the base component evaluator on the one hand and
roviding sufficient information for the composite product. evaluator and the composite product eyaluation

thority on the other hand.

4.3.3.6.2 Procedure

he ETR_COMP is produced by the base-component evaluator on the basis of the base component
aluation results and is derived from the/full ETR related to the base component evaluation.

he ETR_COMP is part of the base'component evaluation. The ETR_COMP is provided and valiflated on

quest of the sponsor of the base.¢omponent evaluation. The report of the base component evjaluation

thority for the base component in particular declares the acceptance of the ETR_COMP by alll parties
hvolved in the base component evaluation (i.e. the base component evaluator, the base component
gvaluation authority, the(base component developer and the sponsor of the base component evalluation).
Such validation statement for the ETR_COMP especially covers the consistency of the ETR_COMP with
the original ETR. The’ ETR_COMP is referenced in the report of the base component evaluation authority
fpr the base component for further re-use.

—

or re-use of-the ETR_COMP in a composite evaluation, the previous acceptance of the ETR_COMP by the
ase component evaluation authority in the framework of the base component evaluation is required.
he ETR_COMP is supplied to the composite product evaluator and the composite product evialuation

thority for use in the composite evaluation.

_ T

| F | | | omponent
evaluator and the base component evaluation authority that suff1c1ent information is provided in the
ETR_COMP considering the composite evaluation approach and the intended secure use of the base
component in composite products.

In the case that security issues for the base component are found after acceptance of the ETR_COMP
that are not sufficiently addressed in the ETR_COMP, then the base component evaluation authority
decides about the actions to take. This may include an appropriate update of the ETR_COMP and a
subsequent validation of this updated ETR_COMP.

Furthermore, as part of the base component evaluation the base component evaluator ensures that
the recommendations for the base component in the related ETR_COMP are consistent and complete
regarding the requirements provided in the base component's user guidance. If any inconsistencies
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(including missing requirements) are found which are not solved before issuance of the evaluation
authority’s report for the base component, then the base component evaluation authority can add
supplementary information for the dependent component developer in the evaluation authority’s report
for the base component.

In a composite evaluation, if the current base component itself relies on a previous composite evaluation,
and if there is a direct interface between the dependent component of the current evaluation and the
previous base component, then the ETR_COMP of the previous composite evaluation is also supplied to
the current composite product evaluator and composite product evaluation authority:.

14.3.3.4.3 Exchange of the ETR for composite evaluation

s¥)

The ETR_COMP document is created and maintained by the base component evaluator. However, for
composite evaluation the base component developer is the point of contact for the dependent componer
developér.

[

The dependent component developer contacts the base component developer for delivery of the ETR_
COMP tq the point of contact at the composite product evaluator. The base componént developer checkis
its confidentiality management rules to determine whether delivery is possiblé/If necessary, the base
compongnt developer contacts the base component evaluation authority aboutthe intent of the deliverly
of the ETR_COMP.

The basp component developer contacts the base component evaluatorto request the delivery (usin|
a securq method and distributing only marked versions) of the EFRLCOMP to the given contact poin
of the cgmposite product evaluator. If the delivery is granted, either the base component evaluator g
the basq component developer sends the ETR_COMP to the composite product evaluator depending o
the agrdements between these two parties. The ETR_COMP<delivery process depends on the (usuall
contracfual) agreement between the base component developer and the base component evaluato
which npay lead to deviations from the described procedure. The ETR_COMP document is delivere
also to the composite product evaluation authoritysusing the similar exchange procedure as for if
provisioning to the composite product evaluator.

—+ 00

< = =

»n L

If neces$ary, the base component evaluator.and the composite product evaluator exchange additional
or more| detailed information. This is alwdys under the control of the base component developer. Ip
case of ¢larification the base component evaluator and the composite product evaluator are the maip
parties. [f an additional assurance statement is required, then the base component evaluation authoritly
is also involved in the exchange.

—

It is important that multi-party” exchange of information considers all the identified controls fo
information exchange and protection.

14.3.3.4.4 Content of'the ETR for composite evaluation
The informationaequired to be provided in the ETR_COMP document includes:

a) information about the evaluated base component;

This
including:

— version information of the ETR_COMP;

— base component unambiguous identification;

— base component developer and sponsor identities;

— identities of the base component evaluator and the base component evaluation authority;
— assurance level of the base component evaluation;

— formal evaluation results such as pass/fail;
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— reference to the ETR related to the base component and its evaluation.
information about the base component design:

This section of the ETR_COMP shall provide a high-level description of the base component and its
major components based on the deliverables required by the assurance class ADV.

The intent of this section is to characterize the degree of architectural separation of the major
components of the base component, to show possible technical dependencies between the base
component and a dependent component using this base component, and to outline the security

mechanisms ol the base component covered by the base component evaluation.
information about the evaluated configuration of the base component:

This section of the ETR_COMP shall provide information about the evaluated, configuation of
the base component established on the developer’s configuration list or relevant parts ag needed
or on a case by case basis. The base component shall unambiguously be’identifiable, and this
identification shall be linked to the evaluated configuration as stated in-the report of the base
component evaluation authority for the base component.

If applicable, generation and installation parameter settings which are security relevant for the
base component shall be explained and their effect on the defeneeagainst attacks shall be putlined
(for example key length, counter limits). This shall include rhethods for the dependent component
developer and the dependent component evaluator to verifythe values of these settings, inforder to
ensure that the expected evaluated configuration is used,

This evidence can include installation, generation and start-up procedures of the base component
as outlined in the related user guidance to ensure‘that the base component is configured infa secure
manner.

information on delivery procedures, theldevelopment and production sites involved gnd data
exchange:

For supporting composite evaluatjon, both evaluation evidence for delivery procedures of the base
component and for acceptance procedures of the dependent component, and related ddta to be
integrated during developmentand production are necessary.

The ETR_COMP shall previde an overview of the sites involved in the development and production
of the base component, including the role of each site and the date of the latest audit.

information about the penetration testing of the base component including the considered attack
paths and summary of test results; information about the penetration testing of the supporting
functions in-the base component:

This section of the ETR_COMP shall provide information about the independent vulngrability
analysis'performed for the base component by the base component evaluator with the copsidered
attack scenarios, the performed penetration testing and the reference to the corresponding rating
(quotation) of the attack potential.

I'ne mmformation about the penetration testing shall include:

— asummary showing all of the attack methods that have been addressed during the vulnerability
analysis,

— the details necessary for understanding the attack scenarios/paths that were considered,
— the assessments of the penetration tests performed and their results.

The attack scenario descriptions shall provide sufficient details to support the composite product
evaluator in reproducing attacks, which require additional countermeasures in the composite
product.
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If a potential vulnerability of the base component has to be resolved by adhering to the base
component guidance this shall be clearly outlined in the summary including a reference to a specific
section in the guidance or if possible, a guidance element.

f) Observations and recommendations:

The evaluated base component user guidance shall contain all information required to use the base
component in a secure way as defined in the base component ST, in particular including information
on how to avoid residual vulnerabilities and unexpected behaviour. The base component evaluator
shall ensure that the ETR_COMP only contains recommendations on the secure use of the base
co:{ponent that are also addressed as requirements in the base component user guidance. The ba‘s‘Je

c

component evaluator shall ensure that the base component user guidance and the recommenddtiofifs
in the ETR_COMP are consistent and that the user guidance requirements are sufficiently’specif
to ehable the dependent component developer to perform design compliance analysis.

However, in some cases additional detailed information beyond the base component.guidance ca
be rjecessary for allowing the composite product evaluator to perform the composite evaluatio
such as:

l==]

— |observations on the base component evaluation results (e.g. specific base componernt
configuration for the base component evaluation);

— [recommendations/stipulations for the composite product evaltiator: specific information op
the use of the base component evaluation results (e.g. about&pecific testing necessary during
composite evaluation).

s¥)

—

Any| such observation or recommendation/stipulation comes from the base component evaluatg
andfor the base component evaluation authority.

—

The ETR_COMP document is not intended to reproduce information (e.g. text copies) from othg
availabl¢ base component evidence such as the ST and guidance. However, the composite evaluation i
supportgd by references to the relevant sections of\such base component evidence.

[72)

14.3.3.7 Reports and their validity

The resylts of a composite evaluation are-provided to the composite product evaluation authority in t
form of pn ETR for the composite product. This composite product ETR shall contain, amongst othdr
information, the final overall verdictfor the composite evaluation based on the partial verdicts for eac
assuranfe component being in Scope of the current composite evaluation. The usage of the composi
evaluatipn approach shall be addressed in the composite product ETR and if applicable, in the composi
product]s report of the composite product evaluation authority.

As the ¢omposite preduct and its composite evaluation cover the base component and its relate
evaluatipn, the compbpsite evaluation is linked to the validity and topicality of the report of the bas
compongnt evaldation authority for the base component. The composite product evaluator and t
composite product evaluation authority need a valid and up-to-date report of the base componerjt
evaluatipnauthority for the base component or at a minimum the assessment of the base componerjt
evaluatipnZauthority on the status of the evaluation authority's report in question.

NOTE1 The composite product evaluation authority generally asks for a re-assessment of the base component
if the base component's ETR_COMP is not valid or not up-to-date, and therefore not suitable for re-use in the
composite evaluation, in particular because of its (obsolete or insufficient) vulnerability analysis and penetration
testing. This re-assessment consists of a re-evaluation of the base component focusing on a renewal of the
vulnerability analysis and penetration testing (surveillance process) or as an alternative, of a confirmation
statement of the base component evaluation authority.

NOTE 2  If the base component's ETR_COMP was issued before the submission of the related composite
evaluation tasks and in the meantime a major change in performing state-of-the-art relevant attacks on the
base component arose (e.g. a major change in the attack methods or attack ratings) then the composite product
evaluation authority potentially requires a re-assessment or re-evaluation of the base component focusing in
particular on the new attack issues.
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NOTE 3  Rules determining the validity and topicality of reports (here in particular the base component-
related report of the base component evaluation authority and the ETR_COMP) are defined by the respective
evaluation scheme and can be linked to a specifically defined validity period.

NOTE4 If the composite product evaluator detects any failures resulting from the testing of the base
component (e.g. vulnerabilities due to improved attack methods or techniques), these results are communicated
to the composite product evaluation authority. The composite product evaluation authority then takes
appropriate steps together with the base component evaluation authority, e.g. to invoke a re-assessment or re-
evaluation of the base component.

nthe case thatthe entire camnaosite nroductissetunasachain of comnasite nroducts constr Jcted on
= posTTeproas ) o positeproat £

I

tpp of each other (e.g. the base component itself is already a composite product) the validity‘agd up-to-
date aspect of each ETR_COMP and evaluation authority report used in this chain of compgsité products
i necessary. In addition, all dependencies from a lower level ETR_COMP to a higher level ETR_CPMP are
ih consideration when re-using the results in the composite evaluation of the entire.composite product.

NOTES5  The evaluation authority report for a product declares the acceptance of the product’s evalugtion and
{s results by the respective evaluation authority (i.e. acceptance of the related ETRiby'the evaluation authority

given). In particular, such report declares that the evaluation of the product'was carried out accprding to
50/1EC 15408.

— e e

—

he validity, topicality and relevance of the base component’s report'of the base component evialuation
quthority and of the ETR_COMP for the current composite product’and its composite evalugdtion are
acknowledged by the report of the composite product evaluatian authority for the composite product.
This includes the determination and acceptance of equivalehte of single assurance components (and,
hence, of assurance levels) belonging to different ISO/IEG Y5408 and ISO/IEC 18405 versiogs, if the
hase component evaluation was performed in conformance to another version of ISO/IEC 15408 and
IFO/IEC 18045 than the current composite evaluation;

The composite product evaluation authority issu€s a report for the composite product, if:
-+ the final overall verdict for the composité&evaluation in the composite product ETR is “PASE”, and

-1 the validity, topicality and relevarice of the base component’s report of the base component
evaluation authority and the ETRLEOMP are acknowledged for the present composite progluct and
its composite evaluation by the.eomposite product evaluation authority.

14.4 Requirements for evaluations using composition techniques

14.4.1 Re-use of evaluation results

When composingcomponents into an IT product, it is possible that single components of the|product
have already beenevaluated and that therefore already existing evaluation results for such components
dan be re-used; However, additional evaluation activities are usually required and performed to|confirm
the securityassurance of the entire IT product.

The ré>use of evaluation results and evidence related to such components of the IT produg¢t (TOE)
reguire their availability for the evaluation of the entire IT product (TOE).

14.3.2 and 14.3.3 address evaluation techniques for the layered composition model. 14.3.2 describes
the usage of the ACO class defined in ISO/IEC 15408-3 for composed TOEs, and in 14.3.3 an evaluation
technique for composite products is provided.

The re-use of evaluation results and evidence of components of the IT product (TOE) is dependent upon:
— the composition model used for the IT product (TOE);

— the security assurance to be claimed for the entire IT product (TOE), in particular in relationship to
its components and their security assurance;

— the security properties claimed for the IT product (TOE) and its components.
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EXAMPLE Separation, Information Flow Control and Fault tolerance are examples of security properties.
14.4.2 Composition evaluation issues

14.4.2.1 Composition rationale

When composing an IT product (TOE) from components using a composition model as described in 14.2
and using composition techniques for its evaluation, a composition rationale shall be provided for the
evaluation of the IT product (e.g. in the ST of the composite/composed product). This includes analysis
of at leafT:

— the fomposition model used for the IT product (TOE);

— the$ecurityassurance tobe claimed for the entire TOE, in particularinrelationship to its components
and|their security assurance;

— the Interfaces and dependencies of the components and their functionality;
— the fFomposability of the security function policies and OSPs of the components;
— the preservation of security properties of the components;

— for the embedded composition model, aspects of correctness.

14.4.2.2 Vulnerability analysis

The IT groduct composed from components using a composition model as described in 14.2 and usi

composition techniques for its evaluation shall undergo a vulnerability analysis, in accordance with trh]E
AVA clads given in ISO/IEC 15408-3 taking the proposedEAL for the IT product into account. Although
it is possible to re-use the vulnerability analysis results from the components additional vulnerabilitly
analysis|activities for the entire IT product (TOE) shall be designed and performed.

The vulperability analysis shall be designed intconsideration of the analysis of the IT product with itfs
compongnts.

14.4.2.3 Testing

The IT groduct composed from components using a composition model as described in 14.2 and using
composition techniques for its evaluation shall undergo additional testing, using the ATE class given ip
ISO/IEC[15408-3. Although-it.is possible to re-use the testing evaluation results from the components
additional tests for the entire IT product (TOE) shall be designed and performed.

The testiing shall be designed in consideration of the analysis of the IT product and its components.

14.4.2.4 Use ofthe ACO class for composed TOEs

ISO/IEC| 15408-3 describes the ACO class which provides security assurance components that are
intended e i e i 01 :

ISO/IEC 15408-5 provides a family of pre-defined assurance packages for composed TOEs [composed
assurance packages (CAP)] which balance the level of assurance obtained with the cost and feasibility
of acquiring such assurance for composed TOEs.

The CAPs are designed to provide assurance that the composition was performed correctly, to a
specified rigour, and in consideration of the proposed EAL for the composed IT product.

14.4.2.5 Use of the composite evaluation technique for composite products

ISO/IEC 15408-3 describes the COMP families in different assurance classes, which provide security
assurance components that are intended to be used in support of the evaluation of composite products.
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These COMP families are set up as assurance families that appropriately supplement other

already

existing assurance families defined in ISO/IEC 15408-3 in order to address the composite-specific

evaluation aspects and issues.

The COMP families are designed to provide assurance that the composition was performed correctly, to

a specified rigour, and in consideration of the proposed EAL for the composite product.

Use of the composite evaluation technique for the evaluation of a composite product requires an already
evaluated base component accompanied by a corresponding ETR_COMP and a valid report of the base

component evaluation authority.

(=Y

4.5 Evaluation by composition and multi-assurance

omposed and composite evaluations refer to evaluation processes which are particularly sui
hulti-actor TOEs and allows the reuse of previous evaluation results, while multizassurance
property of some TOEs in the context of a particular security problem and operational enviro

O 5 o

hvolves multiple parties, where each party takes care of the evaluation of the security func
hey develop. The ISO/IEC 15408 series standardizes two approachésfor the reuse of evaluatio
h an evaluation process:

— e i et

assurance levels of its interacting sub-TOEs;

the base layer is evaluated first, then the integrated dependent and base layers are eva
reusing the evaluation results of the base layer.

ulti-assurance evaluation focuses on TOEs@vhere different assurance needs apply to differe
f the security functionality (the sub-TSFs)while ensuring a global assurance level for the ent

he notions of composition and multi-assurance are aimed at solving different problems. In symmary,

table for
refers to
nment.

valuation by composition addresses TOEs with a supply and/or integration chain that pofentially

fionality
h results

d) composed evaluation allows to obtain a composed assurance level for a TOE from the individual

H) composite evaluation allows to obtain an EAL feha layered TOE, in an incremental WT where
1

ated by

nt parts
ire TOE.

efore the introduction of multi-assurahce, such needs would have forced a sponsor to underge several

aluations of the same TOE for different STs. Using this concept, the ISO/IEC 15408 series stan
nd optimizes this process.

rom the point of view of the\TOE/TSF, multi-assurance evaluation applies to any architectul
valuation by composition applies to specific architectures: composed evaluation applies t
hat consists of several‘interacting sub-TOEs, while composite evaluation applies to a TOE
ependent layer relies on a base layer.

o, . @

]

h practice, multi‘agssurance and evaluation by composition can be used together in an evaluati

Hardizes

e, while
p a TOE
where a
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A.2 Package families

A2.1

Figure A
A.2.2

Package]
name is

A2.3

Package]

the family at a high-level.

A.2.4
The obijd

A.2.5

One or fnore packages, as.déscribed below are included in the package family. Packages of SARs anfd

package

A.3 Packages

A3.1

Annex A
(normative)

Specification of packages

pal and structure of this annex
of this annex is to give further information about the specification of packages.

ISO/IEC 15408-3 does not define evaluation criteria for packages since packages are-not separatel
1. Evaluation of packages is implicit once a package is incorporated into a PP, PP-Modulé,o¥ ST.

<

eneral

.1 shows the structure of a package family. Each part is discussed below.

Package family name

s with related objectives are presented as a family of'packages. In this case, the package familly
mandatory and the package family sponsor endeavours to allocate a unique name.

Package family overview

s presented as a family of packages contain a section giving an overview of the family, describinig

Package family objectives

ctives section of the package‘family presents the intent of the family.

Packages

5 of SFRs are notmixed in the same package family.

Mandatory contents of a package

A3.1.1

Package identification

The package identification includes:

a) the

name of the package. The name provides a unique descriptive information about the intent of

the package;

b) package version information;

c) last

updated date;

d) sponsor;
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e) reference to the edition of the ISO/IEC 15408 series that is used.

The package may also be given a short name.

Package family (assurance) Package family (functional)
Package family name Package family name
Package family overview Package family overview
Package family objectives Package family objectives
Assurance Package B Functional Package ,'\_’
— = —
| Package identification | | Package identification |
L3¢
| Package type | | Package type |
| Package overview | | Package bvenyview |
X ————,
1 Security Problem Definition [}
L—— e -
A A
1 Security objectives [}
Lt — e — — .
Application notes |, | Application notes
Security Assurance Components Security Functional Components  []
Evaluation method / Evaluation method /
evaluation activities evaluation activities
identification identification
Assurance Component Func.tiona! Component
identification identification
T T
| A \c r——o T
I Extended Component Definitions | \s I Extended Component Definitions |
b e e e | L -
)
| Component rationale r' Component rationale
+ O
L NN
| (O —

Figure A.1 —(Structure of a package family with assurance or functional packages
HXAMPLE Evaluation Assurance Level 1 is also known as “EAL 1”.
NOTE Eorthose packages defined in ISO/IEC 15408-5, items b) to e) are implicit in the edition information of

[—

50/1EC 154.08-5.

A.3:1.2 Package type

A package is identified as one of the following types:
a) Functional package; or

b) Assurance package.

A.3.1.3 Package overview

Packages contain a section giving a high-level overview and the intent of the package.
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A.3.1.4 Application notes
Application notes are optional with the following exceptions:

— for functional packages, any additional audit and management requirements relating to the SFRs
included in the package shall be specified in the Application notes section;

— functional packages may have dependencies on other functional packages. Such dependencies shall
be documented in the functional package and may also be documented in a PP, PP-Module or ST.

Functiommmmmmmmmﬁed—m
the pacltage, but are expected to be satisfied by another package, PP, PP-Module, or ST that uses t

package

¢

EXAMPLE A package that contains the specification for a cryptographic protocol (e.g. TLS),, where th
higher-lejvel SFR components are specified in the package, but the cryptographic primitives are net!

In this ¢ase an optional list of the dependent components may be provided in the dpplication notes
section ¢f the functional package and may include further information such as anyrequired selections
assignmients for those SFRs.

NOTE Users of packages include authors of PPs, PP-Modules, other packages/and STs, integrators, and
evaluatofs.

A.3.1.5 | Components (either SFRs or SARSs)

The secfirity requirements included in the package are given.This section also provides the rationale
for the sglection of the requirements.

The secfirity requirements may be selection-based. See'8.2.4.2. Optional SFRs (and supporting SP[}
elementf and objectives, as required) are also allowed:to be specified in functional packages.

A.3.2 OQptional contents of a package

A.3.2.1 | Security problem definition (SPD) (Functional Packages)
Assuranlce packages do not contain this section.

Functiopal packages may include this section.

This seftion includes any-SPD-elements which describe the security problem addressed by t
functionjal package. SPD-elements associated with optional SFRs may be defined in this section.
Application notes shall’be‘used to identify the security objectives (if applicable) and SFRs to which t
optional SPD-elements-dre associated.

A.3.2.2 | Security objectives (Functional Packages)

Assurancepackages shall not contain this section.

Functional packages may include this section.

In the case of a functional package used for Direct Rationale PPs/PP-Modules/STs TOE security
objectives shall not be included.

The security objectives section of a functional package presents any additional TOE security objectives
or security objectives for the operational environment derived from the SPD. Security objectives for the
TOE associated with optional SFRs may be defined in this section, if applicable. Application notes shall
be used to identify the SPD-elements and SFRs to which the optional security objectives are associated.
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A.3.2.3 Application notes

The inclusion of application notes in a package is optional. See A.3.1.4.

The application notes section may also contain information of particular interest to users of the
package. The presentation is informal and covers, for example, warnings about limitations of use and

areas where specific attention is needed.

A.3.2.4 Extended components definition(s)

A package may contain extended components. In this case, packages contain a section (gi
gxtended component definitions.

o~y

.3.2.5 Evaluation methods/activities

Vhere evaluation methods / activities are included, a conformance statement-or statements

oo <

hay be provided either in the package document or may reference exterhal documents.

ying the

ackages may include evaluation methods/ activities that have been derived from ISO/IE( 18045.

shall be

hcluded in the security requirements section of the package, see 9.4. Eyaluation methods/ 4ctivities

© ISO/IEC 2022 - All rights reserved
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Annex B
(normative)

Specification of Protection Profiles (PPs)

B.1 Goal and structure of this annex
The goal of this annex is to summarize the structure and expected content of a PP.

NOTE 1 | This annex does not define the requirements for evaluation of PPs. The PP evaluation)criteria are
found in the APE class given in ISO/IEC 15408-3.

NOTE 2 | This annex does not give the requirements for the specification of PP-Configurations and PP-Modules.
These arg found in Annex C.

This annex consists of the following major parts:
a) the $pecification of a PP

Thi§ is summarized in B.2. and includes:

— lhow to use a PP;

— |how not to use a PP.
b) what a PP shall contain

Thi§ is summarized in B.3 and is described\in more detail in B.3.2 to B.3.7 that describe the
marndatory contents of the PP, the interrelationships between these contents, and provide examples.

c) clailning conformance with standards
B.4 flescribes how a PP author can claim that the TOE is to meet a particular standard.
d) Dirdct Rationale PPs

Dirgct Rationale PPs are(PPs in which the threats and OSPs in the SPD are mapped directly to thie
SFRis and possibly tosécurity objectives for the operational environment. They are described ip
detgil in B.5.

B.2 Specification of a PP

B.2.1 How.to use a PP

A PP is typically a statement of need where a user community, a regulatory entity, or a group of
developers define a common set of security needs. A PP gives consumers a means of referring to this set
and facilitates future evaluation against these needs.

Although this does not preclude other uses, a PP is typically used as:

— part of a requirement specification for a specific consumer or group of consumers, who will only
consider buying a specific type of IT product if it meets the PP;

— partofaregulation from a specific regulatory entity, who will only allow a specific type of IT product
to be used if it meets the PP;
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— to address a common security problem presented by a variety of consumers, and often defined by a
group including several IT product developers, who then produce IT products of this type in order
to meet the needs of their common market.

B.2.2 How not to use a PP
Two roles, among many, that a PP does not fulfil are:

— acomplete specification;

A PP is designed to be a security specification and not a general specification. Unless, decurity-
relevant, properties such as interoperability, physical size, and weight, required voltage)et¢. should
not be part of a PP. This means that in general a PP is a part of a complete specification, but not a
complete specification itself.

-+ A specification of a single product.

Unlike a ST, a PP is designed to describe a certain type of IT product, and not a single product.
When only a single product is described, it is better to use a ST for this\piirpose.

=

3.3 Mandatory contents of a PP

=

0.3.1 General

here are two types of PP. Firstly, the “regular” PP which is a PP that contains the full contents as
escribed in in B.3.2 to B.3.7. Secondly, in some cases,a PP author can write a Direct Rationale RP which
as different contents compared to PPs that contain security objectives for the TOE. Direct Rationale
Ps, and the reasons and circumstances in which:they are used are described in detail in B.5. All other
arts of this annex assume a PP with full conterits.

igure B.1 shows the content for a PP that-is'given in ISO/IEC 15408-3. Figure B.1 may also bg used as
structural outline of the PP, though alternative structures are allowed. For instance, if the [security
equirements rationale is particularly-bulky, it can be included in an appendix of the PP inst¢ad of in
he security requirements section."The separate sections of a PP and the contents of those sections are
riefly summarized below and explained in much more detail in B.3.2 to B.3.7.

oot =5 QO - tolllavliouioNl—|
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Protection Profile

PP reference
PP overview

—| PP introduction

Conformance claims:
Standard claim (Rejerernce to the applied ISU/IEC 15208 and
ISO/IEC 18045 standards, ISO/IEC 15408-2, ISO/IEC 15408-3
(conformant/extended))
PP claim(s)
— Conformance | Package claim(s)
Conformance claim rationale
Conformance statements:
Reference(s) to evaluation methods/activities
Conformance types for PPs and STs derived from this PP
Allowed-with statement (exact conformance only)

|| Security problem Threat_s . . .
definition ] Orgamza.tlonal security policies
Assumptions

Security objectives for the \TOE
—| Security objectives —— Security objectives forthe‘operational environment
Security objectives gationale

Extended components

definition — Extended components definition

Security functional requirements

Security assurance requirements

Security requirements rationale

(Optional: evaluation method(s)/activities)

—| Security requirements — |

Figure B.1 — Contents of a Protection Profile

A PP conjtains:
a) aPHintroductioncontaining the PP reference and a narrative description of the TOE type;
b) conformancescldims, showing:

— |whichredition of relevant parts of the ISO/IEC 15408 series is applicable;

— |conformance to ISO/IEC 15408-2 and ISO/IEC 15408-3 (conformant or extended);

— whether the PP claims conformance to any other PPs and/or packages, and if so, to which ones
and the type of conformance claimed.

c) A conformance statement, containing:

— reference to any evaluation method(s) and/or activities that have been derived from
ISO/IEC 18045;

NOTE Detail of any evaluation methods/activities can optionally be included in the PP, or in an
associated supporting document.
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— inthe case of exact conformance, the allowed-with statement, indicating the PPs and PP-Modules
that can be used in conjunction with the PP, appears in this section of the PP.

— the type of conformance demanded of STs and other PPs derived from it.
d) asecurity problem definition, showing threats, OSPs and assumptions;

e) security objectives, showing how the solution to the security problem is divided between security
objectives for the operational environment and optionally security objectives for the TOE;

exterrde “omponents—definitionfs,—where—new—compotrents—fie: rose—rot—irrelyuded in
ISO/IEC 15408-2 or ISO/IEC 15408-3) may be defined. These new components are needed to define
extended functional and extended assurance requirements;

gd) security requirements, where a translation of the security objectives for the TOE into a standardized
language is provided. This standardized language is in the form of SFRs. Additienally, thi§ section
of a PP defines the SARs.

B.3.2 PP introduction (APE_INT)
B.3.2.1 General
The PP introduction describes the TOE in a narrative way on twp-levels of abstraction:

d) the PP reference, which provides identification materidl for the PP;

h) the TOE overview, which briefly describes the TOE.

B.3.2.2 PP reference

o>y

PP contains a clear PP reference that identifies that particular PP. A typical PP reference copsists of
tle, version, sponsors, and publication date.

—

NOTE Here a distinction is made between the sponsor of a PP, i.e. the entity responsible for its devglopment,
and the author of a PP which is the entity-responsible for its production.

HXAMPLE An example of a PP’ reference is “Atlantean Navy CablePhone Encryptor PP, version 2b, Atlantean
Navy Procurement Office, Aprikl; 2020”.

The reference should be‘\uhique so that it is possible to tell different PPs and different versions of the
ame PP apart. The-RP)reference facilitates indexing and referencing the PP and its inclusipn in PP
atalogues.

Q n

B.3.2.3 PP overview

B.3.2.3:1 General

The-PP overview is aimed at potential consumers of a TOE type who are looking through catal|ogues of
PPSThat can support the specification of thelr security needs.

The PP overview is also aimed at developers who can use the PP in designing TOEs or in adapting
existing products.

The typical length of a PP overview is several paragraphs.

To this end, the PP overview briefly describes the usage of the TOE and its major security features,
identifies the TOE type, and identifies any major non-TOE hardware/software/firmware available to
the TOE.
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B.3.2.3.2 Usage and major security features of a TOE type

The description of the usage and major security features of the TOE type is intended to give a very
general idea of what the TOE is capable of, and what it can be used for. This section is written for PP
authors, TOE developers, or potential TOE consumers, describing TOE type usage and major security
features in terms of business operations, using language that TOE consumers can understand.

EXAMPLE An example of this is “The Atlantean Navy CablePhone Encryptor is an encryption device that
allows confidential communication between ships across the Atlantean Navy CablePhone system. To this end
it allows at least 1024 different users and support at least 500 Mb/s encryption speed. It allows both bilateral
communfcation between snips and broadcast across the entire network.

B.3.2.3.3 TOE type

The TOK overview identifies the general type of a TOE addressed by the PP, such as: ficewall, VPN
firewall] smart card, crypto-modem, intranet, web server, database, web server, mobile device, an
databasg, etc. The TOE type definition often includes a characterization of the TOE software an
hardware boundaries.

[eFpen

EXAMPLE This example of TOE type description is drawn from the Security G Protection Profile: “Th
Target off Evaluation (TOE) is a security integrated circuit (security IC) which is composed of a processing unig
security fomponents, I/0 ports (contact, contactless, or similar interfaces like USB) MMC) and volatile and nor
volatile themories (hardware). The TOE can also include IC Developer/Manufacturer proprietary IC Dedicate
Softwarg as long as it is delivered by the IC Manufacturer. (...) All other sgftware running on the Security IC
called Sefurity IC Embedded Software and is not part of the TOE.”

[¢)

[ZB="I

B.3.2.3.4 Available non-TOE hardware/software/firmware

While sgme TOEs do not rely upon other IT, many TOEs, notably software TOEs, rely on additional, nor
TOE, hatdware, software and/or firmware. In the latter-case, the PP overview is required to identifly
the non{TOE hardware/software/firmware.

As a PP ip not written for a specific product, in many cases only a general idea can be given of the available
hardwafre/software/firmware. In some otherlcases, more specific information can be provided.

EXAMPLE1 An example where more spécific information is provided would be a requirements specificatio|
for a speg¢ific consumer where the platforn is already known.

=]

EXAMPLE 2  Examples of hardware/software/firmware identifications include:
— nong (for a completely stand=alone TOE);

— astgndard PCwith a dual'core 2.10 GHz or faster processor and 4GB or more RAM, running the Yaiza operatinjg
systpm for professignals, version 53.0 Update 6D, c, or 7, or version 54.0;

— a stgndard 64-bit-server with a 2xQuad-Core core processor and 16GB or more RAM, running the YaiZ
operfating system, server edition version 7.0 Update 6d, and the WonderMagic 12.0 Graphics card with th
1.01lWM Bxriver Set;

D

— aClgverCard SB17067 integrated circuit;

— aCleverCard SB17067 integrated circuit running v12.0 of the QuickOS smart card operating system;

— the Yaiza mobile-0S 3.1.6 on smartphone and tablet devices using the FP9 processor.

B.3.3 Conformance claims and conformance statement (APE_CCL)

B.3.3.1 General
The conformance claims section of a PP describes how the PP:

— states the applicable edition of the relevant parts of ISO/IEC 15408 series;
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— conforms with ISO/IEC 15408-2 and ISO/IEC 15408-3 (i.e. conformant or extended);
— claims other PPs (if any);
— claims packages (if any);

The description of how the PP conforms to the ISO/IEC 15408 series consists of two items: the edition
of the relevant part of ISO/IEC 15408 series that is used and whether the PP contains extended security
requirements or not (see 10.3 and D.3.6).

lg b} pa | Tt £ £, | A1 +1 ARIn PN 41 Anln) laas 1 DD 1:o4 +1 PP

JIIC UTOoLI llJLlUll Ul CUIINIUT ITIAINICT CIallliTu Uy LIICT I'IT CU ULIITT 11 5 1IIITAIIS LIIdU UIIT 1I' I TISLS au_y ULIl 4r S tO
which conformance is being claimed to. The type of conformance being claimed is also identifiefl. For an
gxplanation of this, see 10.3.

|

he description of conformance of the PP to packages means that the PP lists the packages o which
donformance is being claimed. For an explanation of this, see 10.3.

NOTE1 See C.2.2.5 for the use of conformance claims in PP-Modules.
NOTE 2  See B.5.2 for the use of conformance claims in Direct Rationale PPs.

The conformance statement section of a PP describes how the PP:

- references any evaluation method(s) and/or activities derived.from ISO/IEC 18405;

- may be used in conjunction with other PPs and PP-Modules in PP-Configuration. In the casg of exact
conformance, the conformance statement is required:

h the conformance statement, the references to the €valuation methods/ activities means thgt the PP
rovides references to the evaluation method(s) and/or activities to be used during an evaluati¢n based
n a ST claiming conformance to the PP. These“eévaluation methods and activities may be ncluded
irectly in the PP or may be found in a referen¢ed supporting document. It is not necessary to regproduce
he text of these evaluation methods and activities in the PP. See 10.3.

g Q. 0O M o=

]

F evaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 are to be used
b evaluate the PP then these shall'be identified with the relevant security requirement section by
hcluding a statement in the following form:

—

This PP requires the use of evaluation methods/ evaluation activities defined in <reference(s)>.”

]

h this statement, <reference> is replaced by the identification of the location of the relevant evjaluation
hethods and evaluation activities. This reference may be to the document containing the PP g¢r to one
dr more separate, documents.

=

o

OTE3 Asgutlined in 13.5, in some cases, evaluation schemes do not always approve the use of particular
Ms/EAs.

— s

he cariformance type in the PP states how STs and/or other PPs shall conform to that PP. The PP author

selectstwhether “exact”, “strict” or “demonstrable” conformance is required.

B.3.3.2 Exact conformance

If exact conformance is selected, the PP author shall, where applicable, specify the following information
in the allowed-with statement in the conformance claims section of the PP:

— other PPs that may be used, either by a ST based on this PP, or used in a PP-Configuration, with this
PP;

— PP-Modules that may specify this PP in that PP-Module’s PP-Module Base, or that may be present in
a PP-Configuration that also includes the PP.

NOTE1 If neither of the above options is exercised, then a ST can claim exact conformance to only the PP by
itself.
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NOTE 2 A PP cannot claim exact conformance to another PP.

B.3.4 Security problem definition (SPD) (APE_SPD)

See 7.1 for information and requirements for the SPD, including threats, assumptions and organizational
security policies (OSPs).

B.3.5 Security objectives (APE_OB]J)

See 7.2 for information and requirements for the security objectives including security objectives for
the TOE|and security objectives for the operational environment.

NOTE In the case of Direct Rationale, security objectives for the TOE are not included.

B.3.6 Extended components definition (APE_ECD)

o

In many| cases the security requirements in a PP are based on components given in ISO/IEC 15408-
or ISO/IEC 15408-3, see B.3.7. However, in some cases, there can be requirements in a PP that an
not bas¢d on components in ISO/IEC 15408-2 or ISO/IEC 15408-3. In these cases, new components,
i.e. extended components, shall be defined, and the definition provided in the ‘Extended Component
Definitign section. For more information on this, see 8.4.

[

[72)

o

NOTE This subclause is intended to contain only the extended components and not the extende
requirenjents which are based on the extended components. The extended requirements are included in th
security [requirements section as described in B.3.7 and are then forall purposes treated identically to th
requirenjents that are based on components given in ISO/IEC 15408-2 6r ISO/IEC 15408-3.

® @

B.3.7 $ecurity requirements (APE_REQ)

B.3.7.1 | General
The security requirements consist of two groups-of requirements:

a) the fecurity functional requirements (SFRs): a translation of the security objectives for the TOE intp
a standardized language;

b) the §ecurity assurance requirements (SARs): a description of how assurance is to be gained that thie
TOH meets the SFRs.

These tyo groups are discus§ed’in 7.3.

B.3.7.2 | Including requirements in a PP

For a PH with stricteonformance to another PP, all the requirements in this PP shall be included, and
additionjal requirements may be included in the conformant PP.

For a PP[with demonstrable conformance to another PP, all requirements in this PP shall be included, g
a rationgleZéxplaining how they are otherwise met shall be provided in the conformant PP.

—

The following types of discretionary requirement may be included in PPs in all (exact, strict and
demonstrable) conformance types:

If a PP contains optional requirements, a conformant PP may instantiate these requirements, being
sure to include any required SPD-elements associated with those requirements. This may be done
regardless of the conformance required by the PP. Omitting optional SFRs does not constitute “partial
conformance” to a PP, and thus is allowed.
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B.4 Referring to other standards in a PP

In some cases, a PP author needs to refer to an external standard, such as a particular cryptographic
standard or protocol. The ISO/IEC 15408 series allows two ways of doing this:

a) asan OSP (or part of it);

EXAMPLE1  There exists a government standard defining how passwords shall be chosen, this can be
stated as an OSP in a PP. This can lead to an objective for the environment (e.g. if users of the TOE need to
choose passwords accordingly), or it can lead to security objectives for the TOE and then to appropriate
SFRs(tikely of the FtATlass); if the TOE gemerates passwords i bothtases the tatiomate of the §P author
needs to make plausible that the security objectives for the TOE and the SFRs are suitable to fulfi] the OSP.
The evaluator will examine if this is in fact plausible (and can decide to look into the standard for'this), if the
OSP is implemented by SFRs, as explained below.

h) asatechnical standard used in a refinement of a component or security requirement.

EXAMPLE 2

FCS_CKM.1.1 Refinement: “The [selection: TSF, TOE platform]‘shall generate asymmetrijic cryp-
tographic keys in accordance with a specified cryptographickey generation algorithm

[selection:
RSA schemes using cryptographic key sizes of 2048-bit or greater that meet the following: [s¢lection:
FIPS PUB 186-4, “Digital Signature Standard (DSS)”, Appendix B.3;
ANSI X9.31-1998, Section 4.1];

ECC schemes using “NIST curves” P-256, P-384 and [selection: P-521, no other curves] that meet
the following: FIPS PUB.186-4, “Digital Signature Standard (DSS)”, Appendix B.4;

FFC schemes using-cryptographic key sizes of 2048-bit or greater that meet the following: FIPS
PUB 186-4, “Digital Signature Standard (DSS)”, Appendix B.1

1"

If refetence to only a certain part of a standard is intended, that part shall be unambiguously §tated in
the-SFR refinement.

NOTE The PP author is reminded that referring to a standard in SFRs can impose a significant burden on
a developer developing a TOE that meets the PP (depending on the size and complexity of the standard and the
assurance required), and that it can be more suitable to require alternative (non-CC related) ways to assess
conformance to that standard.

B.5 Direct Rationale PPs

B.5.1 General

Writing a PP includes consideration of the STs that will be written with the PP as a basis. As noted in
D.4, in some cases it is desired to write a PP that supports the specification of Direct Rationale STs.
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The intention of the Direct Rationale PP is to minimize the level of indirection between the SPD, any
security objectives for the operational environment, and the SFRs.

In some situations, it is appropriate to omit the definition of the TOE security objectives. In this case the
SFRs enhanced with natural language descriptions and the objectives for the environment directly map

the SPD

A Direct Rationale PP consists of:

a) aPPintroduction, consisting of a PP reference and a TOE overview;

b) the

c) secl

d) the

The con

ronformance claim;

Protection Profile
(Direct Rationale)

[rity objectives for the operational environment;

SFRs and the SARs (including the extended components definition) and-the securitly
reqliirements rationale (only if the dependencies are not satisfied).

ent of a Direct Rationale PP is shown in Figure B.2.

PP introduction

PP reference
PP overview

Conformance claims:

Allowed-with statement (exact conformance only)

Standard claim({Reference to the applied ISO/IEC 15408 and
ISO/IEC 18045 standards, ISO/IEC 15408-2, ISO/IEC 15408-3
(conformant/extended))

Confonmanhce type: (exact, strict demonstrable)

PP Claims (Direct Rationale PPs only)

Conformance rationale

Conformance statements:

References to evaluation methods/activities
Conformance types for PPs and STs derived from this PP

Organizational security policies

Conformance Package claim(s)
Threats
Security problem
definition A .
ssumptions
Security objectives

Extended components
definition

Security objectives for the operational environment
Security objectives rationale

Extended components definition

Security requirements

Security functional requirements

Security assurance requirements

Security requirements rationale

(Optional: evaluation method(s)/activities)

Figure B.2 — Contents of a Direct Rationale PP

B.5.2 Conformance claims (APE_CCL) for Direct Rationale PPs

A Direct Rationale PP shall only claim conformance to another Direct Rationale PP.
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A regular PP may claim conformance with a Direct Rationale PP.

B.5.3 Security Objectives (APE_OB]) for Direct Rationale PPs

A Direct Rationale PP has the following differences with respect to security objectives when compared
to a PP that contains security objectives for the TOE:

— security objectives for the TOE are not included. The security objectives for the operational
environment shall still be described;

-+ a security objectives rationale is included only for the security objectives for the opgrational
environment since there are no TOE security objectives in the PP;

+ Security Requirements (APE_REQ) for Direct Rationale PPs.

security requirements rationale that directly maps the SFRs and any security-objectiveg for the
perational environment to the SPD-elements is included. It is recommendéd/that this part of the
ecurity requirements rationale is located directly under each of the threats, OSPs and assumptions
h the SPD section. As in regular PPs, the security requirements rationale also needs to justify|any SFR
ependencies that are not satisfied; this part of the rationale is typicallylocated after the defipition of
he SFRs.

G Q. = n O N

ey

3.6 Optional contents of a PP

HPs may include evaluation methods/ activities that_are ‘derived from ISO/IEC 18405. Evjaluation
hethods/ activities that are associated with the PP.are referenced in the conformance stiatement
ection of the PP. See 10.3.

%

]

F the PP author decides to include any evaluation'method(s) and/or activities in the PP then they may
e described either in a (separate) supportingidocument, or in the security requirements sectipn of the
P along with the relevant security requiremnient.

lavllox

© ISO/IEC 2022 - All rights reserved 111


https://standardsiso.com/api/?name=c6c125960a2d38caff89eefd087f29c3

ISO/IEC 15408-1:2022(E)

Cl1 G

The goal of this annex is to summarize the structure and expected content of PP-Modules.'and PR

Configu

NOTE
Configur]

C.2 Specification of PP-Modules

C2.1

A PP-M(
or any d
and opt
allows ¢
conform

PP-Moduile Base.

NOTE

PP-Modulle Base is required by another PP-Module.

C.2.2

C2.2.1

Figure (

Annex C
(normative)

Specification of PP-Modules and PP-Configurations

pal and structure of this annex

fations.

This annex does not define the requirements for evaluation of PP-Configurations. The P}
htion evaluation criteria are found in the ACE class given in ISO/IEC 15408-3.

Jsing a PP-Module

dule is a security statement of a group of users or develapers, regulators, administration,
ther entity that meets specific consumer needs. A PP-Mpdule complements one or more PFs
onally other PP-Modules, which are referred to as that PP-Module’s "PP-Module Base”, and
pnsumers to refer to this statement, facilitates the évaluation against it and the comparison qf
ant evaluated TOEs. A PP-Module can only be usedaithin a PP-Configuration that includes this

A base PP is a PP that is required by a PP-Modiile. A base PP-Module is a PP-Module that along with it

[72)

Mandatory contents of a PP-Module

General

.1 shows the content of @ PP-Module.
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PP-Module

— PP-Module introduction

ISO/IEC 15408-1:2022(E)

PP-Module reference
PP-Module’s Base(s) identification
TOE overview

— Consistency rationale

Consistency rationale with PP-Module’s Base(s)

— Conformance

— Security problem definition

— Security objectives

Extended components
definition

— Security requirements

ontains:

thePP“Module Base;

Rncn;

Conformance claims:

Standard claim (Reference to the applied ISO/IE€
15408 and ISO/IEC 18045 standards, ISO/IEC 15408-2,
ISO/IEC 15408-3 (conformant/extended))
Conformance type (exact, strict demonstrable)
Package claim(s)

Conformance rationale

Conformance statements:

Reference(s) to evaluation“methods/activities
Allowed-with statement\(inéxact conformance only)

Threats
Organizational Security policies

Assumptions

Security objectives for the TOE

Security objectives for the operational environment

Seecurity objectives rationale

Extended components definition

Security functional requirements

Security assurance requirements

Security requirements rationale

(Optional: evaluation method(s)/activities)

Figure C.1 — Contents of a PP-Module

he content of a PP-Medule is summarized below and explained in detail in C.2.2.2 to C.2.3. A PH

-~ aconsistency rationale that states the correspondence between the PP-Module and its PR

-Module

— an Introduyction which identifies the PP-Module, identifies the PP-Module Base which it is Ipased on
and preyvides a description of the TOE within its environment that meets the descriptions un|

derlying

-Module

and for the case of exact conformance the allowed-with statements;

included in ISO/IEC 15408-2 are introduced;

© ISO/IEC 2022 - All rights reserved

a security problem definition with threats, assumptions, and OSPs;

a conformance claim regarding the edition of the ISO/IEC 15408 series, the conformance statement

a security objectives section presenting the solution to the security problem in terms of objectives for
the TOE and its operational environment;

an optional extended functional components definition where new functional components not
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