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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are me

mbers of

ISO or IEC participate in the development of International Standards through technical committees

established by the respective organization to deal with particular fields of technical activity. ISO
technical commitiees collaborate in iields of mutual interest. er international organizations, gove
nd non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of\inf
téchnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

he main task of the joint technical committee is to prepare International Stantafrds. Draft Intg
tandards adopted by the joint technical committee are circulated to national bodies for voting. Publi
n International Standard requires approval by at least 75 % of the national bodies casting a vote.

QD (N —

b~

ttention is drawn to the possibility that some of the elements of this document may be the subject
ghts. 1ISO and IEC shall not be held responsible for identifying any or alt’Such patent rights.

=

SO/IEC 15408-1 was prepared by Joint Technical Committee 1SO/IEC JTC 1, Information teqg
ubcommittee SC 27, IT Security techniques. The identical{text of ISO/IEC 15408 is publishe
ommon Criteria Project Sponsoring Organisations as Common Criteria for Information Technology

=M QO N =

ttp://www.commoncriteriaportal.org/cc/

—

his third edition cancels and replaces the second edition (ISO/IEC 15408-1:2005), which h
@chnically revised.

—

BO/IEC 15408 consists of the followingsparts, under the general title Information technology —
technigues — Evaluation criteria for IT seeurity:

—+ Part 1: Introduction and generalmodel

— Part 2: Security functional)components

— Part 3: Security asSurance components

—

his corrected version of ISO/IEC 15408-1:2009 incorporates miscellaneous editorial corrections r
he following:

—

— terminology: correction for the terms "security problem" and "security domains";

—+ ‘clause 8.3: explanation of strict conformance, removal of former Figure 4.

Ipternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part .

and IEC
rnmental
ormation

rnational

cation as

of patent

hnology,
il by the
Security

valuation. The common XML source for s~both publications can be foynd at

As been

Security

elated to
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Introd

ISO/IEC
does so

uction

15408 permits comparability between the results of independent security evaluations. ISO/IEC 15408
by providing a common set of requirements for the security functionality of IT products and for

assurance measures applied to these IT products during a security evaluation. These IT products may be
implemented in hardware, firmware or software.

The eva
and the
may help

ISO/IEC
security 1

ISO/IEC
security
that this
methods
results.

Conseq
propertie
to caref
meaning
context
needs.

ISO/IEC
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to risks

areas of

Certain t
security,

a) ISO
meg
secl
perg

b) The

uation process establishes a level of confidence that the security functionality of these IT produets
hssurance measures applied to these IT products meet these requirements. The evaluation,\résults
consumers to determine whether these IT products fulfil their security needs.

15408 is useful as a guide for the development, evaluation and/or procurement of |T_products wit
unctionality.

15408 is intentionally flexible, enabling a range of evaluation methods to be.applied to a range ¢f
broperties of a range of IT products. Therefore users of the standard are cautioned to exercise car,
lexibility is not misused. For example, using ISO/IEC 15408 in conjunction)with unsuitable evaluatio

irrelevant security properties, or inappropriate IT products, may result in meaningless evaluatio

ently, the fact that an IT product has been evaluated has meaning only in the context of the securi
s that were evaluated and the evaluation methods that weressed. Evaluation authorities are advise
illy check the products, properties and methods to, determine that an evaluation will provid
ful results. Additionally, purchasers of evaluated products are advised to carefully consider th
0 determine whether the evaluated product is useful~and applicable to their specific situation an

15408 addresses protection of assets from unauthorised disclosure, modification, or loss of use. Th
s of protection relating to these three types of failure of security are commonly called confidentialit
and availability, respectively. ISO/IEC 15408 may also be applicable to aspects of IT security outsid
three. ISO/IEC 15408 is applicable towrisks arising from human activities (malicious or otherwise) an
brising from non-human activities~Apart from IT security, ISO/IEC 15408 may be applied in othegr
T, but makes no claim of applieability in these areas.

ppics, because they invalve-specialised techniques or because they are somewhat peripheral to |
are considered to be outside the scope of ISO/IEC 15408. Some of these are identified below.

IEC 15408 doeS~hot contain security evaluation criteria pertaining to administrative securi
sures not related directly to the IT security functionality. However, it is recognised that significant
rity can oftendoe achieved through or supported by administrative measures such as organisationa|,
onnel, physical, and procedural controls.

evaluation of some technical physical aspects of IT security such as electromagnetic emanatio

congol is' not specifically covered, although many of the concepts addressed will be applicable to that

area:

c) ISO/IEC 15408 does not address the evaluation methodology under which the criteria should be applied.

This

methodology is given in ISO/IEC 18045.

d) ISO/IEC 15408 does not address the administrative and legal framework under which the criteria may be

appl

ied by evaluation authorities. However, it is expected that ISO/IEC 15408 will be used for evaluation

purposes in the context of such a framework.

Vi

© ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=2f9f3bb2bb9ae1ef5f2e31700281d209

ISO/IEC 15408-1:

2009(E)

e) The procedures for use of evaluation results in accreditation are outside the scope of ISO/IEC 15408.
Accreditation is the administrative process whereby authority is granted for the operation of an IT product
(or collection thereof) in its full operational environment including all of its non-IT parts. The results of the
evaluation process are an input to the accreditation process. However, as other techniques are more
appropriate for the assessments of non-IT related properties and their relationship to the IT security parts,

accreditors should make separate provisions for those aspects.

f)  The subject of criteria for the assessment of the inherent qualities of cryptographic algorithms is not
covered in ISO/IEC 15408. Should independent assessment of mathematical properties of cryptography

be required, the evaluation scheme under which ISO/IEC 15408 is applied must make provision

for such

assessments.

5O terminology, such as "can”, "informative", "may", "normative", "shall" and "should" usedthroug
ocument are defined in the ISO/IEC Directives, Part 2. Note that the term "should" has an additional
pplicable when using this standard. See the note below. The following definition is @iven for th
hould” in ISO/IEC 15408.

QD QO =

should

<

ithin normative text, “should” indicates “that among several possibilities one.is recommended as pg
uitable, without mentioning or excluding others, or that a certain course of action is preferred
ecessarily required.” (ISO/IEC Directives, Part 2).

=2 0

NOTE ISO/IEC 15408 interprets “not necessarily required” to mean that the choice of another possibility
ystification of why the preferred option was not chosen.

[e—

hout the
meaning
e use of

irticularly
but not

equires a
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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 1:

= 0

O D 0O »w T

1

QO = Q - QD

o Q= - [N}

=

ntroduction and general model

Scope

his part of ISO/IEC 15408 establishes the general concepts and principles of IT security evalug
pecifies the general model of evaluation given by various parts of the standard.which in its entirety
D be used as the basis for evaluation of security properties of IT products.

art one provides an overview of all parts of ISO/IEC 15408 standard.“lt describes the various pa
tandard; defines the terms and abbreviations to be used in all parts of the standard; establishes
oncept of a Target of Evaluation (TOE); the evaluation context and describes the audience to v
valuation criteria are addressed. An introduction to the basic_security concepts necessary for evalua
roducts is given.

defines the various operations by which the functional.and assurance components given in ISO/IEC
nd ISO/IEC 15408-3 may be tailored through the useof permitted operations.

re specified and the consequences of evaluation, evaluation results are described. This part of
5408 gives guidelines for the specification of Security Targets (ST) and provides a descriptio
rganization of components throughout'the model. General information about the evaluation method
iven in ISO/IEC 18045 and the scape of evaluation schemes is provided.

Normative references

he following referenced documents are indispensable for the application of ISO/IEC 15408 part 1. H
bferences, only the_édition cited applies. For undated references, the latest edition of the re
ocument (includingsany amendments) applies.

SO/IEC 1540852y Information technology — Security techniques — Evaluation criteria for IT se
art 2: Secufrity*functional components

5O/IEC15408-3, Information technology — Security techniques — Evaluation criteria for IT se
art’3; Security assurance components

ition and
is meant

ts of the
the core
hich the
tion of IT

15408-2

he key concepts of protection profiles (PP), packages of security requirements and the topic of conformance

ISO/IEC
n of the
blogy are

or dated
ferenced

curity —

curity —

ISO/IEC 18045, Information technology — Security techniques — Methodology for IT security evaluation

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

NOTE

This clause contains only those terms which are used in a specialized way throughout ISO/IEC 15408. Some

combinations of common terms used in ISO/IEC 15408, while not meriting inclusion in this clause, are explained for clarity
in the context where they are used.

© ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=2f9f3bb2bb9ae1ef5f2e31700281d209

ISO/IEC 15408-1:2009(E)

3.1 Terms and definitions common in ISO/IEC 15408

3.1.1
adverse actions
actions performed by a threat agent on an asset

3.1.2
assets
entities that the owner of the TOE presumably places value upon

3.1.3
assignment
specification of an identified parameter in a component (of ISO/IEC 15408) or requirement

3.14
assurange
grounds for confidence that a TOE meets the SFRs

3.15
attack pptential

measure| of the effort to be expended in attacking a TOE, expressed in terms-of an attacker's expertise,

resources and motivation

3.1.6
augmentation
addition pf one or more requirement(s) to a package

3.17
authentication data
informatipn used to verify the claimed identity of a user

3.1.8
authorised user
TOE user who may, in accordance with the SFRS, perform an operation

3.1.9
class
set of ISP/IEC 15408 families that share a common focus

3.1.10
coherenf
logically prdered and having/discernible meaning

NOTE For documentation, this addresses both the actual text and the structure of the document, in terms of whethg

it is understandable‘by)its target audience.

3.1.11
complete

property where all necessary parts of an entity have been provided

=

NOTE In terms of documentation, this means that all relevant information is covered in the documentation, at such a

level of detail that no further explanation is required at that level of abstraction.

3.1.12
component
smallest selectable set of elements on which requirements may be based

2 © ISO/IEC 2009 — Al rights reserved
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3.1.13

composed assurance package

assurance package consisting of requirements drawn from ISO/IEC 15408-3 (predominately from the ACO
class), representing a point on ISO/IEC 15408 predefined composition assurance scale

3.1.14
confirm
declare that something has been reviewed in detail with an independent determination of sufficiency

NOTE The level of rigour required depends on the nature of the subject matter. This term is only applied to evaluator

roperty of the TOE allowing interaction with IT entities external to the TOE

OTE This includes exchange of data by wire or by wireless means, over any distance in any envirgnment or
cpnfiguration.

1.16
consistent
relationship between two or more entities such that there are no apparent contradictions betwegen these

eet an attack where the impact of a particular threat is mitigated but not necessarily eradicated

.1.18

emonstrable conformance
relation between an ST and a PP, where the ST provides a solution which solves the generic security| problem
in the PP

OTE The PP and the ST may contain. entirely different statements that discuss different entities, us¢ different
cpncepts etc. Demonstrable conformancé.js’ also suitable for a TOE type where several similar PPs already exist, thus
lowing the ST author to claim conformance to these PPs simultaneously, thereby saving work.

lationship between components such that if a requirement based on the depending component is intluded in
PP, ST or package, a requirement based on the component that is depended upon must normally also be
imcluded.inthe PP, ST or package

provide specific details of an entity

3.1.22

determine

affirm a particular conclusion based on independent analysis with the objective of reaching a particular
conclusion

NOTE The usage of this term implies a truly independent analysis, usually in the absence of any previous analysis
having been performed. Compare with the terms “confirm” or “verify” which imply that an analysis has already been
performed which needs to be reviewed

© ISO/IEC 2009 — All rights reserved 3
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3.1.23

development environment
environment in which the TOE is developed

3.1.24
element

indivisible statement of a security need

3.1.25

ensure

guarantee a strong causal relationship between an action and its consequences

NOTE When this term is preceded by the word “help” it indicates that the consequence is not fully certainyon the
basis of that action alone.

3.1.26

evaluatipn

assessmlent of a PP, an ST or a TOE, against defined criteria

3.1.27

evaluatipn assurance level

set of agsurance requirements drawn from ISO/IEC 15408-3, representing @7point on the ISO/IEC 15408
predefingd assurance scale, that form an assurance package

3.1.28

evaluatipn authority

body that sets the standards and monitors the quality of evaluations conducted by bodies within a specific
communjty and implements ISO/IEC 15408 for that community by~means of an evaluation scheme

3.1.29

evaluatipn scheme

administfative and regulatory framework under whichSO/IEC 15408 is applied by an evaluation authority
within a $pecific community

3.1.30

exhaustfve

charactefistic of a methodical approachytaken to perform an analysis or activity according to an unambiguous
plan

NOTE This term is used in ISO/fEC 15408 with respect to conducting an analysis or other activity. It is related {o
“systematic” but is considerably-stronger, in that it indicates not only that a methodical approach has been taken fo
perform the analysis or activity, according to an unambiguous plan, but that the plan that was followed is sufficient fo
ensure that all possible avenues have been exercised.

3.1.31

explain

give argymentaccounting for the reason for taking a course of action

NOTE This term differs from both “describe” and “demonstrate”. It is intended to answer the question “Why?” witholit
actually attempting 10 argue that the course ot action that was taken was necessarlily optimal.

3.1.32

extension

addition to an ST or PP of functional requirements not contained in ISO/IEC 15408-2 and/or assurance
requirements not contained in ISO/IEC 15408-3

3.1.33

external entity

human or IT entity possibly interacting with the TOE from outside of the TOE boundary

NOTE An external entity can also be referred to as a user.

4 © ISO/IEC 2009 — Al rights reserved
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3.1.34
family
set of components that share a similar goal but differ in emphasis or rigour

3.1.35
formal

2009(E)

expressed in a restricted syntax language with defined semantics based on well-established mathematical

concepts

3.1.36

uidance documentation
ocumentation that describes the delivery, preparation, operation, management and/or use of the(TO

.1.37
identity
bpresentation uniquely identifying entities (e.g. a user, a process or a disk) within the gpntext of the T

=

NOTE An example of such a representation is a string. For a human user, the représentation can be
abbreviated name or a (still unique) pseudonym.

3.1.38
nformal
xpressed in natural language

o =

3.1.39
ter TSF transfers
communicating data between the TOE and the security funetionality of other trusted IT products

.1.40
imternal communication channel
communication channel between separated patts;of the TOE

1.41
imternal TOE transfer
mmunicating data between separated-parts of the TOE

.1.42
imternally consistent
0 apparent contradictions exist between any aspects of an entity

OTE In terms of ‘documentation, this means that there can be no statements within the documentation th
taken to contradict eaehother.

.1.43
iferation
e of thessame component to express two or more distinct requirements

44

OE

he full or

at can be

. v L
JUbLIIIbaLIUII

analysis leading to a conclusion

NOTE “Justification” is more rigorous than a demonstration. This term requires significant rigour in terms of very

carefully and thoroughly explaining every step of a logical argument.

3.1.45
object

passive entity in the TOE, that contains or receives information, and upon which subjects perform operations

© ISO/IEC 2009 — All rights reserved
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3.1.46
operatio

n

(on a component of ISO/IEC 15408) modification or repetition of a component

NOTE

3.1.47
operatio

Allowed operations on components are assignment, iteration, refinement and selection.

n

{on an object) specific type of action performed by a subject on an object

3.1.48
operatio
environn

3.1.49
organizg
set of se

NOTE

3.1.50
package
named s

NOTE

3.1.51
Protecti
assessm

3.1.52
Protecti
impleme

3.1.53
prove

nal environment
ent in which the TOE is operated

itional security policy
Curity rules, procedures, or guidelines for an organization

A policy may pertain to a specific operational environment.

et of either security functional or security assurance requirements

An example of a package is “EAL 3".

bn Profile evaluation
ent of a PP against defined criteria

bn Profile
ntation-independent statement of security<aeeds for a TOE type

show colfrespondence by formal analysis.in its mathematical sense

NOTE
between t

3.1.54
refineme
addition

3.1.55
role

It is completely rigorous if all ways. Typically, “prove” is used when there is a desire to show correspondeng
Wo TSF representations @t'a-high level of rigour.

PNt
Df details to@ €omponent

4]

predefing

bd_set of rules establishing the allowed interactions between a user and the TOE

3.1.56
secret

information that must be known only to authorised users and/or the TSF in order to enforce a specific SFP

3.1.57

secure state
state in which the TSF data are consistent and the TSF continues correct enforcement of the SFRs

© ISO/IEC 2009 — All rights reserved
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3.1.58
security attribute

2009(E)

property of subjects, users (including external IT products), objects, information, sessions and/or resources

that is used in defining the SFRs and whose values are used in enforcing the SFRs

3.1.59

security function policy

set of rules describing specific security behaviour enforced by the TSF and expressible as a set of SF

3.1.60

Rs

slecurity objective
statement of an intent to counter identified threats and/or satisfy identified organization security polci

OTE This statement consists of a combination of:

threats to be countered by the TOE and its operational environment,
the OSPs enforced by the TOE and its operational environment, and
the assumptions that are upheld for the operational environment_of the TOE.

.1.62

slecurity requirement

requirement, stated in a standardised language, Which is meant to contribute to achieving the
bjectives for a TOE

.1.63
ecurity Target
plementation-dependent statement:of_security needs for a specific identified TOE

.1.64
selection
specification of one or more items from a list in a component

.1.65
slemiformal
pressed in a restricted syntax language with defined semantics

.1.66
specify
rovide&sspecific details about an entity in a rigorous and precise manner

bs and/or

security

167

(o

strict conformance
hierarchical relationship between a PP and an ST where all the requirements in the PP also exist in th

e ST

NOTE This relation can be roughly defined as “the ST shall contain all statements that are in the PP, but may contain

more”. Strict conformance is expected to be used for stringent requirements that are to be adhered to in a single

3.1.68
ST evaluation
assessment of an ST against defined criteria

© ISO/IEC 2009 — All rights reserved
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3.1.69
subject
active en

3.1.70

tity in the TOE that performs operations on objects

target of evaluation
set of software, firmware and/or hardware possibly accompanied by guidance

3.1.71
threat a

ent

entity thd

3.1.72
TOE eva
assessm

3.1.73
TOE res
anything

3.1.74

TOE seq
combine
correct e

3.1.75
trace, vd
perform

3.1.76
transfer
TSF meq

3.1.77
translati
describe

NOTE
standardi

3.1.78
trusted
a means,

3.1.79
trusted |
IT produ

t can adversely act on assets

luation
ent of a TOE against defined criteria

burce
useable or consumable in the TOE

urity functionality
] functionality of all hardware, software, and firmware of a TOE(that must be relied upon for th
hforcement of the SFRs

rb
hn informal correspondence analysis between two entities with only a minimal level of rigour

5 outside of the TOE
iated communication of data to entities not under the control of the TSF

pn
5 the process of describing securityrequirements in a standardised language.

Use of the term translation_ in jthis context is not literal and does not imply that every SFR expressed
bed language can also be translated back to the security objectives.

hannel
by which a TSF.and another trusted IT product can communicate with necessary confidence

T product
Ct, -0ther than the TOE, which has its security functional requirements administratively coordinate

with the ]

D

>

[oN

OE and which is assumed to enforce its security functional requirements correctly

NOTE

3.1.80

An example of a trusted IT product would be one that has been separately evaluated.

trusted path
means by which a user and a TSF can communicate with the necessary confidence

3.1.81

TSF data
data for the operation of the TOE upon which the enforcement of the SFR relies
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3.1.82
TSF interface

2009(E)

means by which external entities (or subjects in the TOE but outside of the TSF) supply data to the TSF,

receive data from the TSF and invoke services from the TSF

3.1.83
user data
data for the user, that does not affect the operation of the TSF

3.1.84

Vierify

rigorously review in detail with an independent determination of sufficiency

NOTE Also see “confirm”. This term has more rigorous connotations. The term “verify” is used in the ¢ontext of
evaluator actions where an independent effort is required of the evaluator.

3.2 Terms and definitions related to the ADV class

NOTE The following terms are used in the requirements for software internal strdeturing. Some of these afe derived

om the IEEE Std 610.12-1990, Standard glossary of software engineering terminology, Institute of Eled
lectronics Engineers.

2.1
dministrator
ntity that has a level of trust with respect to all policies implemented by the TSF

OTE Not all PPs or STs assume the same level of trust for,administrators. Typically administrators are as
here at all times to the policies in the ST of the TOE. Some 'of these policies may be related to the functiona
E, others may be related to the operational environment;

2.2
call tree
identifies the modules in a system in diagrammatic form showing which modules call one another

anner and degree to which'the tasks performed by a single software module are related to one anot]
[IEEE Std 610.12-1990]

OTE Types of cohesion include coincidental, communicational, functional, logical, sequential, and tempo
types of cohesion are described by the relevant term entry.

2.4
coingidental cohesion
adule with the characteristic of performing unrelated, or loosely related, activities

trical and

sumed to
lity of the

her

ral. These

[IEEE Std 610.12-1990]

NOTE See also cohesion (3.2.3).
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3.2.5

communicational cohesion
module containing functions that produce output for, or use output from, other functions within the module

[IEEE Std 610.12-1990]

NOTE 1

NOTE 2

See also cohesion (3.2.3).

An example of a communicationally cohesive module is an access check module that includes mandatory,

discretionary, and capability checks.

3.2.6
complex
measure

[IEEE St

NOTE
Controllin

A good dg
complexit]
of operatd
code, the

tool in geferating code that is more readily understood.

The TSF

provide s
developer
exception

some of the properties of the source code, or it could include other.support that the developer finds appropriate.

3.2.7
coupling

manner and degree of interdependence between saftware modules

[IEEE St
NOTE

3.2.8
call cou
relations

NOTE

3.2.9

call cou
(data) re
represen

ity
of how difficult software is to understand, and thus to analyse, test, and maintain

1 610.12-1990]

Reducing complexity is the ultimate goal for using modular decomposition, layering—~and minimization.
j coupling and cohesion contributes significantly to this goal.

D

al of effort in the software engineering field has been expended in attempting to develep metrics to measure th

of source code. Most of these metrics use easily computed properties of the source code, such as the numbg
rs and operands, the complexity of the control flow graph (cyclomatic complexity), the number of lines of sourge
ratio of comments to executable code, and similar measures. Coding standards have been found to be a usef{l

=

nternals (ADV_INT) family calls for a complexity analysis in all components. It is expected that the developer wjl
Lipport for the claims that there has been a sufficient reduction_ini.complexity. This support could include the
‘s programming standards, and an indication that all modulesv'meet the standard (or that there are some
5 that are justified by software engineering arguments). It could include the results of tools used to measune

1 610.12-1990]
Types of coupling include call, cgmmon and content coupling. These are characterised below.
bling
nip between two modules communicating strictly through their documented function calls
Examples of call'coupling are data, stamp and control.
bling

lationship between two modules communicating strictly through the use of call parameters that
t single data items

NOTE

3.2.10

See also call coupling (3.2.8).

call coupling
(stamp) relationship between two modules communicating through the use of call parameters that comprise
multiple fields or that have meaningful internal structures

NOTE

10

See also call coupling (3.2.8).
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3.2.11

call coupling

(control) relationship between two modules if one passes information that is intended to influence the internal
logic of the other

NOTE See also call coupling (3.2.8).
3.2.12

common coupling
relationship between two modules sharing a common data area or other common system resource

OTE Global variables indicate that modules using those global variables are common coupled. CommorL coupling
through global variables is generally allowed, but only to a limited degree.

or example, variables that are placed into a global area, but are used by only a single module, are.inappropriatgly placed,
d should be removed. Other factors that need to be considered in assessing the suitability of global variables gre:

he number of modules that modify a global variable: In general, only a single moddle should be allocated the
résponsibility for controlling the contents of a global variable, but there may be situations in which a second mgdule may
share that responsibility; in such a case, sufficient justification must be provided. It is unacceptable for this respopsibility to
be shared by more than two modules. (In making this assessment, care shouldhé.given to determining the module
tually responsible for the contents of the variable; for example, if a single routin€ is'used to modify the variablg, but that
rputine simply performs the modification requested by its caller, it is the calling module that is responsible, and there may
be more than one such module). Further, as part of the complexity determination, if two modules are responsible for the
cpntents of a global variable, there should be clear indications of how the madifications are coordinated between|them.

he number of modules that reference a global variable: Although there is generally no limit on the number of modules
that reference a global variable, cases in which many modules make<&uch a reference should be examined for validity and
necessity.

.2.13
content coupling
relationship between two modules where one makes direct reference to the internals of the other

OTE Examples include modifying code,af) or referencing labels internal to, the other module. The reqult is that
spme or all of the content of one module are effeéctively included in the other. Content coupling can be thought df as using
unadvertised module interfaces; this is in.contrast to call coupling, which uses only advertised module interfaces.

2.14

omain separation
security architecture property-whereby the TSF defines separate security domains for each user and for the
SF and ensures that no“user process can affect the contents of a security domain of another uger or of
e TSF

3.2.15
functional cohesion
flinctional property of a module which performs activities related to a single purpose

[IEEE Std 610.12-1990]

OFF A functionally cohesive module transforms a single type of input into a single type of output, such s a stack
manager or a queue manager. See also cohesion (3.2.3).

3.2.16
interaction
general communication-based activity between entities

3.2.17

interface
means of interaction with a component or module
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3.2.18

layering

design technique where separate groups of modules (the layers) are hierarchically organised to have separate
responsibilities such that one layer depends only on layers below it in the hierarchy for services, and provides
its services only to the layers above it

NOTE  Strict layering adds the constraint that each layer receives services only from the layer immediately beneath it,
and provides services only to the layer immediately above it.

3.2.19

logical ctohesion

proceduyal cohesion

charactefistics of a module performing similar activities on different data structures

NOTE |A module exhibits logical cohesion if its functions perform related, but different, operations on-different inputs.
See also fcohesion”.

3.2.20
modularldecomposition
process pf breaking a system into components to facilitate design, development and'evaluation

[IEEE Stfl 610.12-1990]

3.2.21
non-bypjassability
(of the TEF) security architecture property whereby all SFR-related-actions are mediated by the TSF

3.2.22
securityldomains
environments provided by the TSF for the use by untrusted entities in such a way that these environments are
isolated and protected from each other

3.2.23
sequent|al cohesion
module gontaining functions each of whose(output is input for the following function in the module

[[EEE Std 610.12-1990]

NOTE An example of a sequentially cohesive module is one that contains the functions to write audit records and {o
maintain @ running count of the accumulated number of audit violations of a specified type.

3.2.24
softwarg engineering
applicatipn of a syStematic, disciplined, quantifiable approach to the development and maintenance ¢
software| that is, the’application of engineering to software

—

[[EEE Std 610.12-1990]

NOTE As with engineering practices in general, some amount of judgement must be used in applying engineering
principles. Many factors affect choices, not just the application of measures of modular decomposition, layering, and
minimization. For example, a developer may design a system with future applications in mind that will not be implemented
initially. The developer may choose to include some logic to handle these future applications without fully implementing
them; further, the developer may include some calls to as-yet unimplemented modules, leaving call stubs. The developer's
justification for such deviations from well-structured programs will have to be assessed using judgement, as well as the
application of good software engineering discipline.
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3.2.25

temporal cohesion

characteristics of a module containing functions that need to be executed at about the same time
NOTE 1  Adapted from [IEEE Std 610.12-1990].

NOTE 2 Examples of temporally cohesive modules include initialization, recovery, and shutdown modules.

3.2.26
TSF self-protection

2009(E)

sfecurity architecture property whereby the TSF cannot be corrupted by non-TSF code or entities

.3 Terms and definitions related to the AGD class

3.1

imstallation

rocedure performed by a human user embedding the TOE in its operational enviranment and putti
n operational state

OTE  This operation is performed normally only once, after receipt and acceptance’of the TOE. The TOE ig
t¢ be progressed to a configuration allowed by the ST. If similar processes haveto\be performed by the develope
denoted as “generation” throughout ALC: Life-cycle support. If the TOE reguires an initial start-up that does n
repeated regularly, this process would be classified as installation.

age phase of the TOE including “normal usage”, administration and maintenance of the TOE afte
nd preparation

ctivity in the life-cycle phase of a product, comprising the customer's acceptance of the delivered TO
installation which may include such things:as booting, initialisation, start-up and progressing the T
state ready for operation

4 Terms and definitions related to the ALC class

4.1

cceptance criteria
criteria to be applied. when performing the acceptance procedures (e.g. successful document rq
sjuccessful testing in\thie case of software, firmware or hardware)

4.2

cceptanceprocedures

rocedures_ followed in order to accept newly created or modified configuration items as part of the T
ove them to the next step of the life-cycle

ng it into

expected
r they are
Dt need to

delivery

E and its
[OE to a

bview, or

DE, or to

OTE These procedures identify the roles or individuals responsible for the acceptance and the criteria to e applied

in order to decide on the acceptance.

There are several types of acceptance situations some of which may overlap:

a) acceptance of an item into the configuration management system for the first time, in particular inclusion of software,

firmware and hardware components from other manufacturers into the TOE (“integration”);

b) progression of configuration items to the next life-cycle phase at each stage of the construction of the TOE (e.g.

module, subsystem, quality control of the finished TOE);

c) subsequent to transports of configuration items (for example parts of the TOE or preliminary products) between

different development sites;

d) subsequent to the delivery of the TOE to the consumer.

© ISO/IEC 2009 — All rights reserved
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343

configuration management

CM

discipline applying technical and administrative direction and surveillance to identify and document the
functional and physical characteristics of a configuration item, control changes to those characteristics, record
and report change processing and implementation status and verify compliance with specified requirements

NOTE Adapted from IEEE Std 610.12.

3.4.4

CM docdimentation
all CM dpcumentation including CM output, CM list (configuration list), CM system records, CM plan and\C]
usage dgcumentation

=

3.4.5
configuration management evidence
everythirjg that may be used to establish confidence in the correct operation of the CM systeém

NOTE For example, CM output, rationales provided by the developer, observations, experiments or interviews made
by the evaluator during a site visit.

3.4.6
configudation item
object managed by the CM system during the TOE development

NOTE These may be either parts of the TOE or objects related to the development of the TOE like evaluatig
documents or development tools. CM items may be stored in the CM system directly (for example files) or by refereng
(for example hardware parts) together with their version.

@ S

3.4.7
configutation list

configurgtion management output document listing all\eonfiguration items for a specific product together Wi£
the exaqdt version of each configuration management item relevant for a specific version of the comple
product

n

NOTE This list allows distinguishing the items’ belonging to the evaluated version of the product from other versior
of these ifems belonging to other versions of the product. The final configuration management list is a specific documen
for a spetific version of a specific produet.\(Of course the list can be an electronic document inside of a configuratig
managenient tool. In that case it can_be seen as a specific view into the system or a part of the system rather than g
output of the system. However, for the_practical use in an evaluation the configuration list will probably be delivered as
part of the evaluation documentation.) The configuration list defines the items that are under the configuratig
managenient requirements of ALC) CMC.

=3

5D 5 5

3.4.8
configurnation manageément output
results, related to€onfiguration management, produced or enforced by the configuration management systen

NOTE These configuration management related results could occur as documents (for example filled paper forms,
configurafiob-management system records, logging data, hard-copies and electronic output data) as well as actions (for
example ¥ A es-to-fufi igtrat thstraetiens)—Exam e igrtratio
outputs are configuration lists, configuration management plans and/or behaviours during the product life-cycle.

3.4.9
configuration management plan
description of how the configuration management system is used for the TOE

NOTE The objective of issuing a configuration management plan is that staff members can see clearly what they
have to do. From the point of view of the overall configuration management system this can be seen as an output
document (because it may be produced as part of the application of the configuration management system). From the
point of view of the concrete project it is a usage document because members of the project team use it in order to
understand the steps that they have to perform during the project. The configuration management plan defines the usage
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of the system for the specific product; the same system may be used to a different extent for other products. That means
the configuration management plan defines and describes the output of the configuration management system of a

company which is used during the TOE development.

3.4.10

configuration management system

set of procedures and tools (including their documentation) used by a developer to develop and
configurations of his products during their life-cycles

maintain

NOTE Conflguratlon management systems may have varylng degrees of rigour and function. At hlgher levels,

configuration management system records
gutput produced during the operation of the configuration management system documenting i
configuration management activities

OTE Examples of configuration management system records are configuration management item chan
forms or configuration management item access approval forms.

1.4.12
configuration management tools
anually operated or automated tools realising or supporting a configuration management system

OTE For example tools for the version management of the parts‘ef the TOE.

1.4.13

onfiguration management usage documentation
part of the configuration management system, which.describes, how the configuration management 4
defined and applied by using for example handbooks, regulations and/or documentation of t
procedures

1.4.14
delivery
tlfansmission of the finished TOE fram,the production environment into the hands of the customer

OTE This product life-cyclespfiase may include packaging and storage at the development site, but does 1
transportations of the unfinished TOE or parts of the TOE between different developers or different development

1.4.15
developer
grganisation resparsible for the development of the TOE

1.4.16
developnient
product.life-cycle phase which is concerned with generating the implementation representation of the

tracking

mportant

e control

ystem is
bols and

ot include
sites.

TOE

OTE Throughout the ALC: Life-cycle support requirements, development and related terms (developer

develop)

are meant in the more general sense to comprise development and production.

3.4.17

development tools

tools (including test software, if applicable) supporting the development and production of the TOE

NOTE For example for a software TOE, development tools are usually programming languages, compile
and generating tools.

© ISO/IEC 2009 — All rights reserved
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3.4.18

implementation representation
least abstract representation of the TSF, specifically the one that is used to create the TSF itself without
further design refinement

NOTE Source code that is then compiled or a hardware drawing that is used to build the actual hardware are
examples of parts of an implementation representation.
3.4.19
life-cycle
sequence of stages of existence of an object (for example a product or a system) in time
3.4.20
life-cyclg definition
definitior of the life-cycle model
3.4.21
life cycle model
descriptipn of the stages and their relations to each other that are used in the management of the life-cycle ¢f
a certain|object, how the sequence of stages looks like and which high level charactéristics the stages have
NOTE See also Figure 1.
3.4.22
production
productign life-cycle phase follows the development phase and consists of transforming the implementation
representation into the implementation of the TOE, i.e. into a state acceptable for delivery to the customer
NOTE This phase may comprise manufacturing, integration, generation, internal transports, storage, and labelling ¢f
the TOE.
D Product Life Cycle
» Developer's Responsibility User's Responsibility
Devel t Envi + Operational
: Environment
] Testing
[ v
Developrrlentl
|3 Installation
produce /. E defines ?‘. L Production
b ] Gl ot E
CM t D:
Htput Doy c:?o:atlrol Delivery Process
measuras send
T || Prepar. e Acceptance
1 Lse
"CM Dosumentelion = CM Usage Doc. + CM Qulput Doc.
Figure 1 - Terminology in CM and in the product life-cycle
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3.5 Terms and definitions related to the AVA class

35.1

covert channel

enforced, illicit signalling channel that allows a user to surreptitiously contravene the multi-level separation
policy and unobservability requirements of the TOE

3.5.2

encountered potential vulnerabilities
potential weakness in the TOE identified by the evaluator while performing evaluation activities that could be
ed to violate the SFRs

.5.3
ploitable vulnerability
eakness in the TOE that can be used to violate the SFRs in the operational environmentfor the TOR

5.4

onitoring attacks
eneric category of attack methods that includes passive analysis techniques¢aiming at disclosure of [sensitive
ternal data of the TOE by operating the TOE in the way that corresponds.to, thie guidance documentg

5.5
otential vulnerability
suspected, but not confirmed, weakness

OTE Suspicion is by virtue of a postulated attack path to violate the SFRs.

.5.6

residual vulnerability
eakness that cannot be exploited in the operational environment for the TOE, but that could beg used to
olate the SFRs by an attacker with greater attack potential than is anticipated in the operational environment
for the TOE

eakness in the TOE that can be used to violate the SFRs in some environment
.6 Terms and definitions related to the ACO class

6.1

ase component
ntity in a composed TOE, which has itself been the subject of an evaluation, providing servijces and
reésources to as«dependent component

.6.2

compatible (components)
roperty of a component able to provide the services required by the other component, through the
rcesponding interfaces of each component, in consistent operational environments

3.6.3
component TOE
successfully evaluated TOE that is part of another composed TOE

3.6.4

composed TOE
TOE comprised solely of two or more components that have been successfully evaluated
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ponent

entity in a composed TOE, which is itself the subject of an evaluation, relying on the provision on services by a

base component

3.6.6

functional interface
external interface providing a user with access to functionality of the TOE which is not directly involved in
enforcing security functional requirements

NOTE In a composed TOE these are the interfaces provided by the base component that are required by-~the
dependerft component to support the operation of the composed TOE.

4 Abbreviated terms

The following abbreviations are used in one or more parts of ISO/IEC 15408:
API Application Programming Interface

CAP Composed Assurance Package

CM Configuration Management

DAC Discretionary Access Control

EAL Evaluation Assurance Level

GHz Gigahertz

GUI Graphical User Interface

IC Integrated Circuit

IOCTL Input Output Control

IP Internet Protocol

IT Information Technology

MB Mega Byte

(01 Operating System

OSsP Organisational Security Policy

PC PersonalComputer

PCI Peripheral Component Interconnect

PKI Public Key Infrastructure

PP Protection Profile

RAM Random Access Mpmnry

RPC Remote Procedure Call

SAR Security Assurance Requirement

SFR Security Functional Requirement

SFP Security Function Policy

SPD Security Problem Definition

ST Security Target
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5 Overview

Transmission Control Protocol
Target of Evaluation

TOE Security Functionality
TSF Interface

Virtual Private Network
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5.1 General

8.2 The TOE

A TOE is defined as a set of software, firmware and/or hardware-possibly accompanied by guidance.

xamples of TOEs include:
o| A software application;

e| An operating system;

o| A software application-in combination with an operating system;

o[ A software application in combination with an operating system and a workstation;
e| An operating system in combination with a workstation;

o| A smart card integrated circuit;

° Tha crvntoaranhic co-nracassor of o smart card intaaratad circunit:
+A Rptegraptt = Hota-SHai-catreHitegratea-GHetHs

his Clause introduces the main concepts of ISO/IEC 15408. It identifies the concept “TOE”", the target
udience of ISO/IEC 15408, and the approach taken to present the material in the xremainder of[ISO/IEC
5408.

SO/IEC 15408 is flexible in what to evaluate and is therefore not tied te~the boundaries of IT prgducts as
ommonly understood. Therefore in the context of evaluation, ISO/IEC 45408 uses the term “TOE” ([rarget of
valuation).

Vhile there are cases where a TOE consists of an IT produgt, this need not be the case. The TOE may be an
[ product, a part of an IT product, a set of IT products,‘@.unique technology that may never be mage into a
product, or a combination of these.

s far as ISO/IEC 15408 is concerned, the precise relation between the TOE and any IT products is only
portant in one aspect: the evaluation of a-TOE containing only part of an IT product should not be
isrepresented as the evaluation of the entjre IT product.

e A Local Area Network including all terminals, servers, network equipment and software;

e A database application excluding the remote client software normally associated with that database application.

5.2.1 Different representations of the TOE

In ISO/IEC 15408, a TOE can occur in several representations, such as (for a software TOE):

e alist of files in a configuration management system;

© ISO/IEC 2009 — All rights reserved
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e asingle master copy, that has just been compiled;
e abox containing a CD-ROM and a manual, ready to be shipped to a customer;
e aninstalled and operational version.

All of these are considered to be a TOE: and wherever the term “TOE” is used in the remainder of
ISO/IEC 15408, the context determines the representation that is meant.

5.2.2 Different configurations of the TOE

In generpl, IT products can be configured in many ways: installed in different ways, with different pptio
enabled [or disabled. As, during an ISO/IEC 15408 evaluation, it will be determined whether a TOE meets
certain r@quirements, this flexibility in configuration may lead to problems, as all possible configurations of th
TOE mupt meet the requirements. For these reasons, it is often the case that the guidance partyof the TO
strongly gonstrains the possible configurations of the TOE. That is: the guidance of the TOE may be different
from the [general guidance of the IT product.

=

An example is an operating system IT product. This product can be configured in njany ways (e.g. types ¢
users, nymber of users, types of external connections allowed/disallowed, options enabled/disabled etc.).

If the sgme IT product is to be a TOE, and is evaluated against a reasonable set of requirements, the
configurgtion should be much more tightly controlled, as many options ((e.g. allow all types of external
connectipns or the system administrator does not need to be authenticatéd) will lead to a TOE not meeting the
requirements.

For this feason, there would normally be a difference between the)guidance of the IT product (allowing man
configurgtions) and the guidance of the TOE (allowing only ene or only configurations that do not differ i
security-relevant ways).

o <

Note that if the guidance of the TOE still allows mote than one configuration, these configurations are
collectivgly called “the TOE” and each such configuration must meet the requirements levied on the TOE.

5.3 Tdrget audience of ISO/IEC 15408

There are three groups with a general_interest in evaluation of the security properties of TOEs: consumers,
developdrs and evaluators. The criteria\presented in ISO/IEC 15408 part 1 have been structured to suppoft
the needs of all three groups. They\are all considered to be the principal users of ISO/IEC 15408. The threp
groups chn benefit from the criteria.as explained in the following paragraphs.

5.3.1 donsumers

ISO/IEC[15408 is writtenn to ensure that evaluation fulfils the needs of the consumers as this is the
fundamental purpose’and justification for the evaluation process.

Consumers can.use the results of evaluations to help decide whether a TOE fulfils their security needs. Thes|
security heeds are typically identified as a result of both risk analysis and policy direction. Consumers can alsp
use the gvaldation results to compare different TOEs.

)

ISO/IEC 15408 gives consumers, especially in consumer groups and communities of interest, an
implementation-independent structure, termed the Protection Profile (PP), in which to express their security
requirements in an unambiguous manner.

5.3.2 Developers
ISO/IEC 15408 is intended to support developers in preparing for and assisting in the evaluation of their TOEs

and in identifying security requirements to be satisfied by those TOEs. These requirements are contained in
an implementation-dependent construct termed the Security Target (ST). This ST may be based on one or
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more PPs to show that the ST conforms to the security requirements from consumers as laid down in those
PPs.

ISO/IEC 15408 can then be used to determine the responsibilities and actions to provide evidence that is
necessary to support the evaluation of the TOE against these requirements. It also defines the content and
presentation of that evidence.

5.3.3 Evaluators

ISO/IEC 15408 contains criteria to be used by evaluators when forming judgements about the conformance of
T|OEs to their security requirements. ISO/IEC 15408 describes the set of general actions the evaluator is to
carry out. Note that ISO/IEC 15408 does not specify procedures to be followed in carrying out.thosg actions.
More information on these procedures may be found in 5.5.

5.3.4 Others
While ISO/IEC 15408 is oriented towards specification and evaluation of the IT secufity properties off TOEs, it
may also be useful as reference material to all parties with an interest in or respensibility for IT security. Some
of the additional interest groups that can benefit from information contained indS©/IEC 15408 are:

a) system custodians and system security officers responsible for determining and meeting organisational IT
security policies and requirements;

) auditors, both internal and external, responsible for assessing the adequacy of the security [of an IT
solution (which may consist of or contain a TOE);

c) security architects and designers responsible for thetspecification of security properties of IT products;
d) accreditors responsible for accepting an IT solution for use within a particular environment;
€) sponsors of evaluation responsible for requesting and supporting an evaluation; and

f] evaluation authorities responsible , fer’ the management and oversight of IT security epaluation
programmes.

8.4 The different parts of ISO/IEC 15408

SO/IEC 15408 is presented_as a set of distinct but related parts as identified below. Terms used in the
escription of the parts are-explained in Clause 6.

o —

a) Part 1, Introduetion and general model is the introduction to ISO/IEC 15408. It defines thg general
concepts and-principles of IT security evaluation and presents a general model of evaluation.

k) Part 2, 'Security functional components establishes a set of functional components that serve as
standatd templates upon which to base functional requirements for TOEs. ISO/IEC 15408-2 cgtalogues
the,set of functional components and organises them in families and classes.

c)_~Part 3, Security assurance components establishes a set of assurance components that kerve as
standard templates upon which to base assurance requirements for TOEs. ISO/IEC 15408-3 catalogues
the set of assurance components and organises them into families and classes. ISO/IEC 15408-3 also
defines evaluation criteria for PPs and STs and presents seven pre-defined assurance packages which
are called the Evaluation Assurance Levels (EALS).

In support of the three parts of ISO/IEC 15408 listed above, other documents have been published. For
example, ISO/IEC 18045 provides the methodology for IT security evaluation using ISO/IEC 15408 as a basis.
It is anticipated that other documents will be published, including technical rationale material and guidance
documents.
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The following table presents, for the three key target audience groupings, how the parts of ISO/IEC 15408 will

be of interest.

Consumers Developers Evaluators
Use for l_Jackground Use for background information | Are obliged to use for
information and are
: and reference purposes. Are reference purposes and
obliged to use for . . :
Part 1 obliged to use for the for guidance in the
reference purposes. .
. development of security structure for PPs and
Guidance structure for L
PPs. specifications for TOEs. STs.
Use for guidance and Are opl|ged to use for reference Are obliged to use for
when interpreting statements of
reference when . : reference when
Pait 2 . functional requirements and . .
formulating statements of : . interpreting statements of
. formulating functional . )
requirements for a TOE. P functional requirements.
specifications for TOEs.
Use for reference when
Use for guidance when interpreting statements of Use for reference when
Part 3 | determining required levels | assurance requirements and interpreting statements of
of assurance. determining assurance assurafnce’requirements.
approaches of TOEs.

Table 1 — Road map to the “Evaluation criteria for IT.segurity”

5.5 EJaluation context

In order o achieve greater comparability between evaluation results, ‘evaluations should be performed withi
the framework of an authoritative evaluation scheme that sets\the standards, monitors the quality of th
evaluatigns and administers the regulations to which the evaluation facilities and evaluators must conform.

D =

ISO/IEC |15408 does not state requirements for the regulatory framework. However, consistency between the
regulatony frameworks of different evaluation authoritieés will be necessary to achieve the goal of mutugl
recognitipn of the results of such evaluations.

A second way of achieving greater comparability: between evaluation results is using a common methodology
to achiele these results. For ISO/IEC 15408, this methodology is given in ISO/IEC 18045.

Use of a common evaluation methodelagy contributes to the repeatability and objectivity of the results but

not by itself sufficient. Many of the) evaluation criteria require the application of expert judgement an
backgroynd knowledge for which eonsistency is more difficult to achieve. In order to enhance the consistency
of the evpluation findings, thefinal evaluation results may be submitted to a certification process.

[®RN7))

1]

The certification process,is the independent inspection of the results of the evaluation leading to th
productign of the final<Certificate or approval, which is normally publicly available. The certification process is
means of gaining greater consistency in the application of IT security criteria.

D

=)

The evalpation-schemes and certification processes are the responsibility of the evaluation authorities that ru
such schemes and processes and are outside the scope of ISO/IEC 15408.

6 General model

6.1 Introduction to the general model

This clause presents the general concepts used throughout ISO/IEC 15408, including the context in which the
concepts are to be used and ISO/IEC 15408 approach for applying the concepts. ISO/IEC 15408-2 and
ISO/IEC 15408-3, which are obliged to be consulted by users of this part of ISO/IEC 15408, expand on the
use of these concepts and assume that the approach described is used. Further, for users of ISO/IEC 15408
who intend to perform evaluation activities ISO/IEC 18045 is applicable. This clause assumes some
knowledge of IT security and does not propose to act as a tutorial in this area.
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ISO/IEC 15408 discusses security using a set of security concepts and terminology. An understanding of
these concepts and the terminology is a prerequisite to the effective use of ISO/IEC 15408. However, the

concepts themselves are quite general and are not intended to restrict the class of IT security pro
which ISO/IEC 15408 is applicable.

6.2 Assets and countermeasures

blems to

Security is concerned with the protection of assets. Assets are entities that someone places value upon.

Examples of assets include:

e| contents of a file or a server;

o| the authenticity of votes cast in an election;

o| the availability of an electronic commerce process;
o| the ability to use an expensive printer;

e| access to a classified facility.

o

ut given that value is highly subjective, almost anything can be an asset;

he environment(s) in which these assets are located is called, the ‘operational environment. Exal
hspects of) operational environments are:

—~

the computer room of a bank;

a computer network connected to the Internet;

a LAN;

a general office environment.

lany assets are in the form of information that is stored, processed and transmitted by IT products
pquirements laid down by ownefs )of the information. Information owners may require that a
issemination and modification of ‘any such information are strictly controlled and that the assets are |
om threats by countermeasufes. Figure 2 illustrates these high level concepts and relationships.

= Q=S =

mples of

to meet
ailability,
brotected
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Owners value
wish to minimise
impose
»| Countermeasures
A
to reduce i
> Risk
f §
Threat agents that increase to
. ) )
give rise to
Threats = > Assets
A

wish to abuse and/or may damage

Figure 2 - Security concepts and-relationships

=

Safeguarding assets of interest is the responsibility of owners,who place value on those assets. Actual ¢
presumed threat agents may also place value on the assets<and seek to abuse assets in a manner contrary
the intergsts of the owner. Examples of threat agents include hackers, malicious users, non-malicious usef
(who sometimes make errors), computer processes arnd<@ccidents.

n O

]

The owners of the assets will perceive such threats as potential for impairment of the assets such that th
value of the assets to the owners would be redticed. Security-specific impairment commonly includes, but
not limitgd to: loss of asset confidentiality, loss.of asset integrity and loss of asset availability.

(2]

[o8

These threats therefore give rise to risks+to the assets, based on the likelihood of a threat being realised an
the impalt on the assets when that(threat is realised. Subsequently countermeasures are imposed to reduc
the risks|to assets. These countermeasures may consist of IT countermeasures (such as firewalls and smaf
cards) and non-IT countermeasures (such as guards and procedures). See also ISO/IEC 27001 and ISO/IEC
27002 fgr a more generaldiscussion on security countermeasures (controls) and how to implement and
manage them.

—~ (D

Owners pf assets may be (held) responsible for those assets and therefore should be able to defend th
decision to acceptithe risks of exposing the assets to the threats.

D

Two impprtant elements in defending this decision are being able to demonstrate that:

e the countermeasures are sufficient: if the countermeasures do what they claim to do, the threats to the assets are
countered;

e the countermeasures are correct: the countermeasures do what they claim to do.

Many owners of assets lack the knowledge, expertise or resources necessary to judge sufficiency and
correctness of the countermeasures, and they may not wish to rely solely on the assertions of the developers
of the countermeasures. These consumers may therefore choose to increase their confidence in the
sufficiency and correctness of some or all of their countermeasures by ordering an evaluation of these
countermeasures.
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6
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»| Countermeasures > Sufficient
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Corrrect r- Risk
and
therefore to
minimise vy
Assets

Figure 3 - Evaluation concepts and relationships

.2.1 Sufficiency of the countermeasures

n an evaluation, sufficiency of the countermeasures is analysed through a construct called the

arget. In this subclause a simplified view, on this construct is provided: a more detailed and
escription may be found in Annex A.

he Security Target begins with describing the assets and the threats to those assets. The Securi

—

—

—

untermeasures are sufficient.to counter these threats: if the countermeasures do what they claim t
reats are countered.

C:Een describes the countermeasures (in the form of Security Objectives) and demonstrates th

he Security Target then divides these countermeasures in two groups:

the securityobjectives for the TOE: these describe the countermeasure(s) for which correctneq
determineduin’the evaluation;

the security objectives for the Operational Environment: these describe the countermeasures
correctness will not be determined in the evaluation.

Security
complete

y Target
at these
o do, the

s will be

or which

hé-reasons for this division are:

ISO/IEC 15408 is only suitable for assessing the correctness of IT countermeasures. Therefore the non-IT

countermeasures (e.g. human security guards, procedures) are always in the Operational Environment.

Assessing correctness of countermeasures costs time and money, possibly making it infeasible to assess the

correctness of all IT countermeasures.

The correctness of some IT countermeasures may already have been assessed in another evaluation. It is therefore

not cost-effective to assess this correctness again.
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For the TOE (the IT countermeasures whose correctness will be assessed during the evaluation), the Security
Target requires a further detailing of the security objectives for the TOE in Security Functional Requirements
(SFRs). These SFRs are formulated in a standardised language (described in ISO/IEC 15408-2) to ensure
exactness and facilitate comparability.

In summary, the Security Target demonstrates that:

e The SFRs meet the security objectives for the TOE;

e Thes

ecurity objectives for the TOE and the security objectives for the operational environment counter the threats;

e Andt
From th
environn
next two
separate
6.2.2 Q

A TOE
vulnerab

These v
addition

To deter
e testin
e exan
e exan
The Sec
of Secu
(describs
If the SA
to contal
correctng
assurang

6.23 (

The ope
errors th

herefore, the SFRs and the security objectives for the operational environment counter the threats.
s it follows that a correct TOE (meeting the SFRs) in combination with a correct operational

ent (meeting the security objectives for the operational environment) will counter the_threats. In the
subclauses correctness of the TOE and correctness of the operational environment-are discussed

V.
orrectness of the TOE

may be incorrectly designed and implemented, and may therefore-_contain errors that lead to
lities. By exploiting these vulnerabilities, attackers may still damage and/or abuse the assets.

iinerabilities may arise from accidental errors made during development, poor design, intentional
bf malicious code, poor testing etc.

mine correctness of the TOE, various activities can be performed such as:
g the TOE;
ining various design representations of the TOE;

ining the physical security of the development environment of the TOE.

=)

Lirity Target provides a structured description of these activities to determine correctness in the forr
ity Assurance Requirements (SARs). These SARs are formulated in a standardised languag
d in ISO/IEC 15408-3) to ensure exactness and facilitate comparability.

D

Rs are met, there exists assurance in the correctness of the TOE and the TOE is therefore less like
n vulnerabilities that 'can be exploited by attackers. The amount of assurance that exists in th
ess of the TOE is“\determined by the SARs themselves: a few “weak” SARs will lead to a littl
e, a lot of “strong’-SARs will lead to a lot of assurance.

D <

)

orrectness\of the Operational Environment

)

ational.environment may also be incorrectly designed and implemented, and may therefore contai
at [ead to vulnerabilities. By exploiting these vulnerabilities, attackers may still damage and/or abuse

the asse

S.

However, in ISO/IEC 15408, no assurance is obtained regarding the correctness of the operational
environment. Or, in other words, the operational environment is not evaluated (see the next subclause).

As far as the evaluation is concerned, the operational environment is assumed to be a 100% correct
instantiation of the security objectives for the operational environment.

This does not preclude a consumer of the TOE from using other methods to determine the correctness of his
operational environment, such as:

26
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o If, for an OS TOE, the security objectives for the operational environment state “The operational environment shall
ensure that entities from an untrusted network (e.g. the Internet) can only access the TOE by ftp”, the consumer could
select an evaluated firewall, and configure it to only allow ftp access to the TOE;

o If the security objectives for the operational environment state “The operational environment shall ensure that all
administrative personnel will not behave maliciously”, the consumer could adapt his contracts with administrative
personnel to include punitive sanctions for malicious behaviour, but this determination is not part of an ISO/IEC 15408
evaluation.

6.3  Evaluation

SO/IEC 15408 recognises two types of evaluation: an ST/TOE evaluation, which is described below, and an
valuation of PPs, which is defined in ISO/IEC 15408-3. In many places, ISO/IEC 15408 )uses the term
valuation (without qualifiers) to refer to an ST/TOE evaluation.

D D

n ISO/IEC 15408 an ST/TOE evaluation proceeds in two steps:
a) An ST evaluation: where the sufficiency of the TOE and the operational envirgnment are determined,;

) A TOE evaluation: where the correctness of the TOE is determined. As 'said earlier, the TOE epaluation
does not assess correctness of the operational environment.

Tlhe ST evaluation is carried out by applying the Security Target(évaluation criteria (which are defined in
SO/IEC 15408-3) to the Security Target. The precise method to-apply the ASE criteria is determingd by the
valuation methodology that is used.

o —

—

he TOE evaluation is more complex. The principal inputsito a TOE evaluation are: the evaluation gvidence,
hich includes the TOE and ST, but will usually also include input from the development environment} such as
esign documents or developer test results.

Q<

—

he TOE evaluation consists of applying the SARs (from the Security Target) to the evaluation evidgnce. The
precise method to apply a specific SAR is determined by the evaluation methodology that is used.

ow the results of applying the SARs @re documented, and what reports need to be generated and in what
etail, is determined by both the evaluation methodology that is used and the evaluation scheme under which
Ihe evaluation is carried out.

= Q. T

Tlhe result of the TOE evaluation process is either:

o[ A statement that not all'SARs have been met and that therefore there is not the specified level of assurange that the
TOE meets the SFRs as stated in the ST;

o| A statemenithat all SARs have been met, and that therefore there is the specified level of assurance thaf the TOE
meets the\SFRs as stated in the ST.

The TOE evaluation may be carried out after TOE development has finished, or in parallel with TOE
develepment.

The method of stating ST/TOE evaluation results is described in Clause 9. These results also identify the
PP(s) and package(s) to which the TOE claims conformance, and these constructs are described in the next
Clause.

7 Tailoring Security Requirements
7.1 Operations

ISO/IEC 15408 functional and assurance components may be used exactly as defined in ISO/IEC 15408-2
and ISO/IEC 15408-3, or they may be tailored through the use of permitted operations. When using
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operations, the PP/ST author should be careful that the dependency needs of other requirements that depend
on this requirement are satisfied. The permitted operations are selected from the following set:

e |teration: allows a component to be used more than once with varying operations;
e Assignment: allows the specification of parameters;
e Selection: allows the specification of one or more items from a list; and

¢ Refinement: allows the addition of details.

The assignment and selection operations are permitted only where specifically indicated in a component.
Iteration jand refinement are permitted for all components. The operations are described in more detail’below.

The ISOJ|IEC 15408-2 Annexes provide the guidance on the valid completion of selections and‘assignments.
This guidance provides normative instructions on how to complete operations, and those instruetions shall b
followed [unless the PP/ST author justifies the deviation:

D

a) “Nome” is only available as a choice for the completion of a selection if explicitly pfevided.

Thellists provided for the completion of selections must be non-empty. If @ *None” option is chosen, np
additional selection options may be chosen. If “None” is not given as “an option in a selection, it
permissible to combine the choices in a selection with “and’s and “or"s, unless the selection explicitly
states “choose one of”.

(2]

]

Seldction operations may be combined by iteration where needed. In this case, the applicability of th
optipn chosen for each iteration should not overlap the subject of the other iterated selection, since they
are intended to be exclusive.

b) For the completion of assignments, ISO/IEC 15408-2:Annexes shall be consulted in order to determinge
wheh “None” would be a valid completion.

7.1.1 The iteration operation

The iteration operation may be performed on every component. The PP/ST author performs an iteration
operation by including multiple requirements based on the same component. Each iteration of a component
shall be gifferent from all other iterations of that component, which is realised by completing assignments and
selections in a different way, or by applying refinements to it in a different way.

)

Different| iterations should be ‘uniquely identified to allow clear rationales and tracings to and from thes
requirements.

It is impgrtant to note that’'sometimes an iteration operation can be used with components where could also be
possible [to perform_an-assignment operation with a range or list of values instead of iterate them. In that case
the auth@r can select the most appropriate alternative, considering if there is a necessity of providing a whole
rationale| for the range of values or if it is necessary to have a separate one for each of them. The authgr
should alsakeep in mind if individual traces are required for those values.

7.1.2 The assignment operation

An assignment operation occurs where a given component contains an element with a parameter that may be
set by the PP/ST author. The parameter may be an unrestricted variable, or a rule that narrows the variable to
a specific range of values.

Whenever an element in a PP contains an assignment, a PP author shall do one of four things:

a) leave the assignment uncompleted. The PP author could include FIA_AFL.1.2 “When the defined number

of unsuccessful authentication attempts has been met or surpassed, the TSF shall [assignment: list of
actions].” in the PP.
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) complete the assignment. As an example, the PP author could include FIA_AFL.1.2 “When the defined
number of unsuccessful authentication attempts has been met or surpassed, the TSF shall prevent that

external entity from binding to any subject in the future.” in the PP.

c) narrow the assignment, to further limit the range of values that is allowed. As an example, the PP author
could include FIA_AFL.1.1 “The TSF shall detect when [assignment: positive integer between 4 and
9] unsuccessful authentication attempts occur ...” in the PP.

d) transform the assignment to a selection, thereby narrowing the assignment. As an example, the PP

author could include FIA AFL.1.2 “When the defined nhumber of unsuccessful authentication attempts has

Vi

T

0 <

7

T

Vi

i

T

been met or surpassed, the TSF shall [selection: prevent that user from binding to any subjg
future, notify the administrator].” in the PP.

Vhenever an element in an ST contains an assignment, an ST author shall complete that -assign

imdicated in b) above. Options a), c) and d) are not allowed for STs.

he values chosen in options b), ¢) and d) shall conform to the indicated type requirédyby the assignm

Vhen an assignment is to be completed with a set (e.g. subjects), one may,list a set of subjects,
ome description of the set from which the elements of the set can be derivedsuch as:

all subjects

all subjects of type X

all subjects except subject a

as long as it is clear which subjects are meant.
.1.3 The selection operation

he selection operation occurs where a given 'component contains an element where a choice fron

items has to be made by the PP/ST author:

Vhenever an element in a PP contains'a selection, the PP author may do one of three things:
leave the selection uncompleted.

complete the selection-by choosing one or more items.

restrict the selectien by removing some of the choices, but leaving two or more.

Vhenever an-€lement in an ST contains a selection, an ST author shall complete that selection, as

in b) above. Options a) and c) are not allowed for STs.

he item.or items chosen in b) and c) shall be taken from the items provided in the selection.

ct in the

ment, as

ent.

but also

h several

ndicated

7

14 The refinement operation

The refinement operation can be performed on every requirement. The PP/ST author performs a refinement
by altering that requirement. The first rule for a refinement is that a TOE meeting the refined requirement also
meets the unrefined requirement in the context of the PP/ST (i.e. a refined requirement must be “stricter” than
the original requirement). If a refinement does not meet this rule, the resulting refined requirement is

c

onsidered to be an extended requirement and shall be treated as such.

The only exception to this rule is that a PP/ST author is allowed to refine a SFR to apply to some but not all

S

ubjects, objects, operations, security attributes and/or external entities.
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However, this exception does not apply to refining SFRs that are taken from PPs that compliance is being
claimed to; these SFRs may not be refined to apply to fewer subjects, objects, operations, security attributes
and/or external entities than the SFR in the PP.

The second rule for a refinement is that the refinement shall be related to the original component.
A special case of refinement is an editorial refinement, where a small change is made in a requirement, i.e.

rephrasing a sentence due to adherence to proper English grammar, or to make it more understandable to the
reader. This change is not allowed to modify the meaning of the requirement in any way.

7.2 Dapendencies between components

—

Dependgncies may exist between components. Dependencies arise when a component is not self Sufficie
and relies upon the presence of another component to provide security functionality or assurance.

The fungtional components in ISO/IEC 15408-2 typically have dependencies on other functional components
as do spme of the assurance components in ISO/IEC 15408-3 which may have dependencies on othgr
ISO/IEC [15408-3 components. ISO/IEC 15408-2 dependencies on ISO/IEC 15408-3 components may also be
defined. [ However, this does not preclude extended functional components having dependencies on
assurange components or vice versa.

Compongnt dependency descriptions are determined by consulting ISO/IEC 15408-2 and ISO/IEC 15408-3
compongnt definitions. In order to ensure completeness of the TOE secdrsity requirements, dependencies
should bg satisfied when requirements based on components with dependencies are incorporated into PPs
and STs| Dependencies should also be considered when constructing-packages.

In other |words: if component A has a dependency on component B, this means that whenever a PP/SJI
contains[a security requirement based on component A, the PR/ST shall also contain one of :

a) a segurity requirement based on component B, or

b) a security requirement based on a component that'is hierarchically higher than B, or

c) ajusgtification why the PP/ST does not contain a security requirement based on component B.
In cases|a) and b), when a security requirement is included because of a dependency, it may be necessary tp
completd operations (assignment, iteration, refinement, selection) on that security requirement in a particular
manner §o make sure that it actually'satisfies the dependency.

In case @), the justification that ‘a_security requirement is not included should address either:

o why the dependency isTnot'necessary or useful, or

>

e that the dependencey has been addressed by the operational environment of the TOE, in which case the justificatid
should describe*how the security objectives for the operational environment address this dependency, or

e that the-déependency has been addressed by the other SFRs in some other manner (extended SFRs, combinations ¢f
SFR4 etel)

7.3 Extended components

In ISO/IEC 15408 it is mandatory to base requirements on components from ISO/IEC 15408-2 or ISO/IEC
15408-3 with two exceptions:

a) there are security objectives for the TOE that can not be translated to Part 2 SFRs, or there are third party

requirements (e.g., laws, standards) that can not be translated to Part 3 SARs (e.g. regarding evaluation
of cryptography);
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b) a security objective can be translated, but only with great difficulty and/or complexity based on
components in ISO/IEC 15408-2 and/or ISO/IEC 15408-3.

In both cases the PP/ST author is required to define his own components. These newly defined components
are called extended components. A precisely defined extended component is needed to provide context and
meaning to the extended SFRs and SARs based on that component.

After the new components have been defined correctly, the PP/ST author can then base one or more SFRs or
SARs on these newly defined extended components and use them in the same way as the other SFRs and
SARs. From this point on, there is no further distinction between SARs and SFRs based on ISO/IEC 15408
dnd SARs and SFRs based on extended components. Refer to ISO/IEC 15408-3 Extended cemponents
definition (APE_ECD) and Extended components definition (ASE_ECD) for further requirements(on’extended
components.

8 Protection Profiles and Packages

gd.1 Introduction

Tlo allow consumer groups and communities of interest to express their secutity,needs, and to facilitate writing
9Ts, this part of ISO/IEC 15408 provides two special constructs: packages and Protection Profiles [PPs). In
tme following two subclauses these constructs are described in more détail, followed by a subclaus¢ on how
these constructs can be used.

8.2 Packages

A package is a named set of security requirements. A package is either

a functional package, containing only SFRs, or

an assurance package, containing only SARs.

=

lixed packages containing both SFRs and SARs are not allowed.

package can be defined by any-party and is intended to be re-usable. To this goal it should contain
bquirements that are useful and effective in combination. Packages can be used in the construction|of larger
ackages, PPs and STs. At present there are no criteria for the evaluation of packages, therefore ahy set of
FRs or SARs can be a package.

nNoT = >

m

xamples of assuranee, .packages are the evaluation assurance levels (EALs) that are defined in
SO/IEC 15408-3. Atthe-time of writing there are no functional packages for this version of ISO/IEC 15408.

o0

.3 Protection)Profiles

Vhereas anyST always describes a specific TOE (e.g. the MinuteGap v18.5 Firewall), a PP is intended to
escribeza»TOE type (e.g. firewalls). The same PP may therefore be used as a template for many| different
Ts to'\be used in different evaluations. A detailed description of PPs is given in Annex B.

n o <

Ir
describes the general requirements for a TOE type, and is therefore typically written by:

—while a PP

e A user community seeking to come to a consensus on the requirements for a given TOE type;

e Adeveloper of a TOE, or a group of developers of similar TOEs wishing to establish a minimum baseline for that type
of TOE;

e A government or large corporation specifying its requirements as part of its acquisition process.

The PP determines the allowed type of conformance of the ST to the PP. That is, the PP states (in the PP
conformance statement, see B.5) what the allowed types of conformance for the ST are:
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PP states that strict conformance is required, the ST shall conform to the PP in a strict manner;

PP states that demonstrable conformance is required, the ST shall conform to the PP in a strict or demonstrable
er.

Restating this in other words, an ST is only allowed to conform in a PP in a demonstrable manner, if the PP

explicitly

allows this.

If an ST claims conformance to multiple PPs, it shall conform (as described above) to each PP in the manner

ordained

by that PP. This may mean that the ST conforms strictly to some PPs and demonstrably to other

PPs.

Note that either the ST conforms to the PP in question or it does not. ISO/IEC 15408 does not récognisge

“partial”
prohibitin

An ST is
e all Tq

e allop

or, inforrIaIIy, the ST shall levy the same or more, restrictions on the TOE and‘the same or less restrictions on
r

the ope
This gen
a) Sec

prob
PP.

al
d

If strict ¢

onformance. It is therefore the responsibility of the PP author to ensure the PP is not overly oherous,
g PP/ST authors in claiming conformance to the PP.

equivalent or more restrictive than a PP if:
Es that meet the ST also meet the PP, and

erational environments that meet the PP also meet the ST.

tional environment of the TOE.
bral statement can be made more specific for various subelauses of the ST:
irity problem definition: The conformance rationale’in the ST shall demonstrate that the securit

lem definition in the ST is equivalent (or more restrictive) than the security problem definition in th
This means that:

T <<

| TOEs that would meet the security problem definition in the ST also meet the security probler
efinition in the PP;

=]

| operational environments that would meet the security problem definition in the PP would also meét
e security problem definition in the ST.

irity objectives: The confermance rationale in the ST shall demonstrate that the security objective
e ST is equivalent (or more’restrictive) than the security objectives in the PP. This means that:

(2]

| TOEs that would\meet the security objectives for the TOE in the ST also meet the security
bjectives for the”TOE in the PP;

| operational énvironments that would meet the security objectives for the operational environment in
e PP would also meet the security objectives for the operational environment in the ST.

bnformance for protection profiles is specified then the following requirements apply:

a) Security problem definition:

e The ST shall contain the security problem definition of the PP and may specify additional threats and
OSPs; it shall contain all assumptions as defined in the PP, with two possible exceptions as explained
in the next two bullets;

e an assumption (or a part of an assumption) specified in the PP may be omitted from the ST, if all
security objectives for the operational environment defined in the PP addressing this assumption (or
this part of an assumption) are replaced by security objectives for the TOE in the ST;

32
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e a new assumption may be added in the ST to the set of assumptions defined in the PP, if
assumption does not mitigate a threat (or part of a threat) meant to be addressed by
objectives for the TOE in the PP and if this assumption doesn't fulfil an OSP (or a part of
meant to be addressed by security objectives for the TOE in the PP;

) Security objectives: The ST:

e shall contain all security objectives for the TOE of the PP but may specify additional security o
for the TOE;

2009(E)

this new
security
an OSP)

bjectives

I

= — T

4

e shall contain all security objectives for the operational environment as defined in the RP
exceptions as explained in the next two bullet points;

e may specify that certain objectives for the operational environment in the PP are security obje
the TOE in the ST. This is called re-assigning a security objective. If a security objective is re-
to the TOE the security objectives justification has to make clear which assumption or pg
assumption may not be necessary any more;

e may specify additional objectives for the operational environment, f these new objective
mitigate a threat (or part of a threat) meant to be addressed by security objectives of the TOE
and if these new objectives do not fulfil an OSP (or a part ofcan”OSP) meant to be addrg
security objectives of the TOE in the PP

Security requirements: The ST shall contain all SFRs anehSARs in the PP, but may claim add
hierarchically stronger SFRs and SARs. The completion/of\operations in the ST must be consis
that in the PP; either the same completion will be usedyin'the ST as that in the PP or one that n
requirement more restrictive (the rules of refinementtapply).

demonstrable conformance for protection profiles is_specified then the following requirements apply
the ST shall contain a rationale on why the ST is\considered to be “equivalent or more restrictive” than the P
Demonstrable conformance allows a RR author to describe a common security problem to be solved ar
generic guidelines to the requirements_necessary for its resolution, in the knowledge that there is likely tq
than one way of specifying a resolution.

P evaluation is optional. Evaluation is performed by applying the APE criteria to them as

5O/IEC 15408-3. The goal ‘ef/such an evaluation is to demonstrate that the PP is complete, consis|

echnically sound and suitable for use as a template on which to build another PP or an ST.

asing a PP/ST on-an-évaluated PP has two advantages:
There is muchless risk that there are errors, ambiguities or gaps in the PP. If any problems with a PP (4
have been caught by evaluating that PP) are found during the writing or evaluation of the new ST, signif

may.elapse before the PP is corrected.

Evaluation of the new PP/ST may often re-use evaluation results of the evaluated PP, resulting in less

with two

Ctives for
assigned
rt of the

5 do not
n the PP
bssed by

itional or
tent with
akes the

d provide
be more

listed in

fent, and

hat would

cant time

effort for

n\mllmfing the new PP/ST
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8.4 Using PPs and packages

If an ST claims to be conformant to one or more packages and/or Protection Profiles, the evaluation of that ST
will (among other properties of that ST) demonstrate that the ST actually conforms to these packages and/or

PPs that

they claim conformance to. Details of this determination of conformance can be found in Annex A.

This allows the following process:

a) An organisation seeking to acquire a particular type of IT security product develops their security needs

into

PP, then has this evaluated and publishes it;

b) Add
c) The

The res
organisa

8.5 Us

ISO/IEC
based or

For instd
construc
on Smar
developd

9 Evd
9.1 Int

This clay
18045.

PP evaly
An ST e

ST/TOE
products
product
instead
example

veloper takes this PP, writes an ST that claims conformance to the PP and has this ST evaluated,;
developer then builds a TOE (or uses an existing one) and has this evaluated against the ST.

It is that the developer can prove that his TOE is conformant to the security.*needs of th

ing Multiple Protection Profiles

15408 also allows PPs to conform to other PPs, allowing chains ofC(PPS to be constructed, eac
the previous one(s).

nce, one could take a PP for an Integrated Circuit and a PP fera Smart Card OS, and use these t
a Smart Card PP (IC and OS) that claims conformance to thevother two. One could then write a P

t Cards for Public Transport based on the Smart Card PR and a PP on Applet Loading. Finally,
r could then construct an ST based on this Smart Cards<for Public Transport PP.

luation results

roduction

se presents the expected results from\RPP and ST/TOE evaluations performed according to ISO/IE

ations lead to catalogues of evaluated PPs.
aluation leads to intermediate results that are used in the frame of a TOE evaluation.

evaluations lead to.¢atalogues of evaluated TOEs. In many cases these catalogues will refer to the |

that the TOEs_are “derived from rather than the specific TOE. Therefore, the existence of an |
n a catalogue-should not be construed as meaning that the whole IT product has been evaluateg
he actual extent of the ST/TOE evaluation is defined by the ST. Refer to the bibliography fq
5 of such<«Catalogues.

ion: the organisation can therefore acquire that TOE. A similar line of reasoning applies to packages,

U O

D

CJ

S

= -
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Evaluate PP Evaluation Evaluated
PP Results PP

PP Registry

A J
\ A

Evaluate ST Evaluation Evaluated
w - Results - ST

TOE Evaluation Evaluated TOE
Results TOE | "Registry

Evaluate
TOE

Figure 4 - Evaluation results

Ts may be based on packages, evaluated PPs or non-evaluated (BPs - however this is not mandatory, as
Ts do not have to be based on anything at all.

L

valuation should lead to objective and repeatable results:that can be cited as evidence, even if there is no
bsolute objective scale for representing the results of 'a' security evaluation. The existence of |a set of
valuation criteria is a necessary pre-condition for evaluation to lead to a meaningful result and prjovides a
echnical basis for mutual recognition of evaluation results between evaluation authorities.

D QY mMm

—

n evaluation result represents the findings of.@ specific type of investigation of the security propefties of a
OE. Such a result does not automatically guarantee fitness for use in any particular application environment.
he decision to accept a TOE for use in a*specific application environment is based on consideration of many
ecurity issues including the evaluation Afindings.

O -

9.2 Results of a PP evaluation

SO/IEC 15408-3 contains. the "evaluation criteria that an evaluator is obliged to consult in order| to state
hether a PP is complete,\consistent, and technically sound and hence suitable for use in developing|an ST.

=

—

he results of the evaluation shall also include a “Conformance Claim” (see 9.4)).

9.3 Resultsiof’an ST/TOE evaluation

SO/IEC_15408-3 contains the evaluation criteria that an evaluator is obliged to consult in order to determine
whether.sufficient assurance exists that the TOE satisfies the SFRs in the ST. Evaluation of the TIOE shall
theréfore result in a pass/fail statement for the ST. If both the ST and the TOE evaluation have resulted in a
[Tass statement, the underlying product is eligible for inclusion in a reqistry. The results of evaluation $hall also
include a “Conformance Claim” as defined in the next subclause.

It may be the case that the evaluation results are subsequently used in a certification process, but this
certification process is outside the scope of ISO/IEC 15408.

9.4 Conformance claim

The conformance claim indicates the source of the collection of requirements that is met by a PP or ST that
passes its evaluation. This conformance claim contains an ISO/IEC 15408 conformance claim that:

a) describes the version of ISO/IEC 15408 to which the PP or ST claims conformance.

© ISO/IEC 2009 — All rights reserved 35


https://standardsiso.com/api/?name=2f9f3bb2bb9ae1ef5f2e31700281d209

ISO/IEC 15408-1:2009(E)

b) describes the conformance to ISO/IEC 15408-2 (security functional requirements) as either:

e |SO/IEC 15408-2 conformant - A PP or ST is ISO/IEC 15408-2 conformant if all SFRs in that PP or
ST are based only upon functional components in ISO/IEC 15408-2, or

e |ISO/IEC 15408-2 extended - A PP or ST is ISO/IEC 15408-2 extended if at least one SFR in that PP
or ST is not based upon functional components in ISO/IEC 15408-2.

c) describes the conformance to ISO/IEC 15408-3 (security assurance requirements) as either:

=

$O/IEC 15408-3 conformant - A PP or ST is ISO/IEC 15408-3 conformant if all SARs in that PP)(g
ST are based only upon assurance components in ISO/IEC 15408-3, or

$O/IEC 15408-3 extended - A PP or ST is ISO/IEC 15408-3 extended if at least one SAR in‘that PP
of ST is not based upon assurance components in ISO/IEC 15408-3.

Additionally, the conformance claim may include a statement made with respect to packages; in which case |it
consists pf one of the following:

e Packpge name Conformant - A PP or ST is conformant to a pre-defined package (e.g.EAL) if:
e the SFRs of that PP or ST are identical to the SFRs in the package, of
e the SARs of that PP or ST are identical to the SARs in the package:

e Packpge name Augmented - A PP or ST is an augmentation of a predefined package if:

e the SFRs of that PP or ST contain all SFRs in the packKage, but have at least one additional SFR qr
ope SFR that is hierarchically higher than an SFR in the package.

e the SARs of that PP or ST contain all SARs in the package, but have at least one additional SAR ¢
ohe SAR that is hierarchically higher than an_SAR in the package.

=

=

Note that when a TOE is successfully evaluated‘to a given ST, any conformance claims of the ST also hold fq
the TOE] A TOE can therefore also be e.g.1SO/IEC 15408-2 conformant.

Finally, the conformance claim may alse'include two statements with respect to Protection Profiles:

a) PP Conformant - A PP or TOE meets specific PP(s), which are listed as part of the conformance result.

b) Conformance Statement(Only for PPs) - This statement describes the manner in which PPs or STs must
conform to this PR% strict or demonstrable. For more information on this Conformance Statement, see

Anngex B.

9.5 Uge of STATOE evaluation results

Once an[$STHand a TOE have been evaluated, asset owners can have the assurance (as defined in the ST)
that the TOE, Together with the operational environment, counters the threats. The evaluation resuits may be
used by the asset owner in deciding whether to accept the risk of exposing the assets to the threats.

However, the asset owner should carefully check whether:
a) the Security Problem Definition in the ST matches the security problem of the asset owner;

b) the Operational Environment of the asset owner conforms (or can be made to conform) to the security
objectives for the Operational Environment described in the ST.

If either of these is not the case, the TOE may not be suitable for the purposes of the asset owner.
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Additionally, once an evaluated TOE is in operation, it is still possible that previously unknown errors or
vulnerabilities in the TOE may surface. In that case, the developer may correct the TOE (to repair the
vulnerabilities) or change the ST to exclude the vulnerabilities from the scope of the evaluation. In either case,
the old evaluation results may no longer be valid.

If it is deemed necessary that confidence is regained, re-evaluation is needed. ISO/IEC 15408 may be used

for this re-evaluation, but detailed procedures for re-evaluation are outside the scope of this part of ISO/IEC
15408.
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Annex A
(informative)

Specification of Security Targets

A.1 Goal and structure of this Annex

(ORI

Py

= (D

The goa| of this annex is to explain the Security Target (ST) concept. This annex does not define the”AS
criteria; this definition can be found in ISO/IEC 15408-3 and is supported by the documents givenin th
bibliography.

This anngx consists of four major parts:

a) Whgt an ST must contain. This is summarised in A.2, and described in more detail in~A.4 - A.10. Thes
subg¢lauses describe the mandatory contents of the ST, the interrelationships between these contentd
and Jprovide examples.

b) How an ST should be used. This is summarised in A.3, and described\in/more detail in A.11. Thes|
subg¢lauses describe how an ST should be used, and some of the questians that can be answered with al
ST.

c) Low|Assurance STs. Low Assurance STs are STs with reduced<content. They are described in detail i
A.14.

d) Claiming compliance with standards. A.13 describes heWw.an ST writer can claim that the TOE meets
particular standard.

A.2 Magndatory contents of an ST

Figure Al1l portrays the mandatory contents ef(an ST that are given in ISO/IEC 15408-3. Figure A.1 may als

be used ps a structural outline of the ST, though alternative structures are allowed. For instance, if the securit

requiremeents rationale is particularly bulky, it could be included in an appendix of the ST instead of in th
security fequirements subclause. Thesseparate subclauses of an ST and the contents of those subclauses ar,
briefly symmarised below and explained in much more detail in A.4 to A.10. An ST normally contains:

a) an 9T introduction containing three narrative descriptions of the TOE on different levels of abstraction;

b) a cgnformance claim;, showing whether the ST claims conformance to any PPs and/or packages, and
so, to which PPs and/or packages;

c) a segurity problem definition, showing threats, OSPs and assumptions;

d) secyrity “objectives, showing how the solution to the security problem is divided between securit
objectives for the TOE and security objectives for the operational environment of the TOE;

e) extended components definition (optional), where new components (i.e. those not included in ISO/IEC
15408-2 or ISO/IEC 15408-3) may be defined. These new components are needed to define extended
functional and extended assurance requirements;

f)  security requirements, where a translation of the security objectives for the TOE into a standardised
language is provided. This standardised language is in the form of SFRs. Additionally this subclause
defines the SARS;

g) a TOE summary specification, showing how the SFRs are implemented in the TOE.
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There also exists low assurance STs which have reduced contents; these are described in detail in A.12. All
other parts of this Annex assume an ST with full contents.

Security Target

p—
ST reference
TOE roforon,

A.3 Using an ST

b~

o | Introgucton

TOE overview

Conformance claims

TOE description

(CC conformance claim
PP claim

Package claim
Conformance rationale

Security problem
definition

Threats

Organisational security-policies
Assumptions

Security objectives

Security abjestives for the TOE
Security abjectives for the operational

enyironment

Extended

components definition

Security objectives rationale

—@ded components definition

Security requirements

Security functional requirements

Security assurance requirements

Security requirements rationale

TOE summary

typical ST fulfils two-reles:

specification

—@summaw specification

Figure:A.1 - Security Target contents

A.3.1 How an ST should.be used

o| Before and ddring the evaluation, the ST specifies “what is to be evaluated”. In this role, the ST serves as a basis for
agreement‘between the developer and the evaluator on the exact security properties of the TOE and the eXact scope
of the evaluation. Technical correctness and completeness are major issues for this role. A.7 describes how the ST
should\be used in this role.

o| ~After the evaluation, the ST specmes “what was evaluated”. In this role, the ST serves as a basis for dgreement

slthe exact

securlty propertles of the TOE in an abstract manner, and the potent|a| consumer can rely on thls descrlptlon because
the TOE has been evaluated to meet the ST. Ease of use and understandability are major issues for this role. A.11
describes how the ST should be used in this role.
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A.3.2 How an ST should not be used

Two roles (among many) that an ST should not fulfil are:

e adet

ailed specification: An ST is designed to be a security specification on a relatively high level of abstraction. An

ST should, in general, not contain detailed protocol specifications, detailed descriptions of algorithms and/or
mechanisms, long description of detailed operations etc.

e a complete specification: An ST is designed to be a security specification and not a general specification. Unless

secu

ity-relevant, properties such as interoperability, physical size and weight, required voltage etc. should not be part

of an
itself,

A.4 ST
The ST i

a) the
that

b) the
c) the
A4.1 S

An ST ¢
version,
1.3, Mau

An ST a
TOE ref¢
referencs
instance
necessal

If the T(
reference
situation
reference

The ST
inclusion

A42 T

The TO¥

TOE overview, which briefly describes the TOE;

TOE description, which describes the TOE in more detail.

ST. This means that in general an ST may be a part of a complete specification, but not a complete specificatign

Introduction (ASE_INT)

ntroduction describes the TOE in a narrative way on three levels of abstraction:

ST reference and the TOE reference, which provide identification material for the ST and the TO
the ST refers to;

T reference and TOE reference

bntains a clear ST reference that identifies that particular'ST. A typical ST reference consists of titlg,
puthors and publication date. An example of an ST «eference is “MauveRAM Database ST, versio
veCorp Specification Team, 11 October 2002".

=

so contains a TOE reference that identifies.the TOE that claims conformance to the ST. A typical
prence consists of developer name, TOEChame and TOE version number. An example of a TOE
b is “MauveCorp MauveRAM Databasen2.11”. As a single TOE may be evaluated multiple times, far
by different consumers of that TOE, and therefore have multiple STs, this reference is ngt
ily unique.

DE is constructed from one~or' more well-known products, it is allowed to reflect this in the TO
e, by referring to the preduct name(s). However, this should not be used to mislead consumers
5 where major parts or~sécurity functionalities were not considered in the evaluation, yet the TO
e does not reflect thisare not allowed.

LIRS

reference and<the TOE reference facilitate indexing and referencing the ST and TOE and the
in summaries(of lists of evaluated TOEs/Products.

-

OE overview

TOESs/Pr
software

E (Overview is aimed at potential consumers of a TOE who are looking through lists of evaluated
: . : e X s o thei—t ¥

and firmware. The typical length of a TOE overview is several paragraphs.

To this end, the TOE overview briefly describes the usage of the TOE and its major security features,

identifies

A4.2.1

the TOE type and identifies any major non-TOE hardware/software/firmware required by the TOE.

Usage and major security features of a TOE

The description of the usage and major security features of the TOE is intended to give a very general idea of

what the
subclaus
features

40

TOE is capable of in terms of security, and what it can be used for in a security context. This
e should be written for (potential) TOE consumers, describing TOE usage and major security
in terms of business operations, using language that TOE consumers understand.
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An example of this is “The MauveCorp MauveRAM Database v2.11 is a multi-user database intended to be
used in a networked environment. It allows 1024 users to be active simultaneously. It allows password/token
and biometric authentication, protects against accidental data corruption, and can roll-back ten thousand

transactions. Its audit features are highly configurable, so as to allow detailed audit to be performed
users and transactions, while protecting the privacy of other users and transactions.”

A.4.2.2 TOE type

for some

The TOE overview identifies the general type of TOE, such as: firewall, VPN-firewall, smart card, crypto-
modem, intranet, web server, database, web server and database, LAN, LAN with web server and database,

etc.
If may be the case that the TOE is not of a readily available type, in which case “none” would be‘acce

In some cases, a TOE type can mislead consumers. Examples include:

certain functionality can be expected of the TOE because of its TOE type, but th€) TOE does not
functionality. Examples include:

e an ATM-card type TOE, which does not support any identification/authentication functionality;
o afirewall type TOE, which does not support protocols that are @lniost universally used,;

e a PKl-type TOE, which has no certificate revocation functiobality.

the TOE can be expected to operate in certain operational environments because of its TOE type, but it can
Examples include:

connection, floppy drive, and CD/DVD-player;

are benign.
A.4.2.3 Required non-TOE hardware/software/firmware

Vhile some TOEs do not relysupon other IT, many TOEs (notably software TOES) rely on additio

—H0D o0 <

OE.

m

xample hardware/software/firmware identifications are:

o| astandard PC with a 1GHz or faster processor and 512MB or more RAM, running version 3.0 Update 6b,
version 4.0 of the Yaiza operating system;

btable.

have this

hot do so.

e a PC-operating system type TOE, which is unable to function securely unless the PC has nd network

e a firewall, which is unable to functian, securely unless all users that can connect through that firewall

nal, non-

OE, hardware, software and/or firmware. In the latter case, the TOE overview is required to identify such
on-TOE hardware,software and/or firmware . A complete and fully detailed identification of the gdditional
ardware, software andf/er firmware is not necessary, but the identification should be complete and detailed
nough for potential. eohsumers to determine the major hardware,software and/or firmware needed t¢ use the

c, or 7, or

e a standard PC with a 1GHz or faster version processor and 512MB or more RAM, running version 3.0 Update 6d of

the Yaiza operating system and the WonderMagic 1.0 Graphics card with the 1.0 WM Driver Set;
e astandard PC with version 3.0 of the Yaiza OS (or higher);
e aCleverCard SB2067 integrated circuit;
e aCleverCard SB2067 integrated circuit running v2.0 of the QuickOS smart card operating system;

e the December 2002 installation of the LAN of the Director-General's Office of the Department of Traffic.
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A.4.3 TOE description

A TOE description is a narrative description of the TOE, likely to run to several pages. The TOE description
should provide evaluators and potential consumers with a general understanding of the security capabilities of
the TOE, in more detail than was provided in the TOE overview. The TOE description may also be used to
describe the wider application context into which the TOE will fit.

The TOE description discusses the physical scope of the TOE: a list of all hardware, firmware, software and
guidance parts that constitute the TOE. This list should be described at a level of detail that is sufficient to give
the reader_ a general understanding of those parts.

The TOH description should also discuss the logical scope of the TOE: the logical security features offered ™D
the TOE]|at a level of detail that is sufficient to give the reader a general understanding of those features: Th
descriptipn is expected to be in more detail than the major security features described in the TOE overview.

n <<

An important property of the physical and logical scopes is that they describe the TOE in sueh a way that
there remains no doubt on whether a certain part or feature is in the TOE or whether this"part or feature
outside the TOE. This is especially important when the TOE is intertwined with and ‘cannot be easily
separated from non-TOE entities.

(7]

Examples where the TOE is intertwined with non-TOE entities are:
e the TOE is a cryptographic co-processor of a smart card IC, instead of the entire(IC;
e the TPE is a smart card IC, except for the cryptographic processor;

e the TPE is the Network Address Translation part of the MinuteGap Firewall v18.5.

A.5 Cgnformance claims (ASE_CCL)

This subglause of an ST describes how the ST conforms with:
e Part 2 and Part 3 of this International Standard;

e  Protdction Profiles (if any);

e Packpges (if any).

O

The desgription of how the SF~conforms to ISO/IEC 15408 consists of two items: the version of ISO/IE
15408 thjat is used and whethierthe ST contains extended security requirements or not (see A.8).

The desgription of conformance of the ST to Protection Profiles means that the ST lists the packages that
conformance is being‘elaimed to. For an explanation of this, see 9.4.

The desgriptioneficonformance of the ST to packages means that the ST lists the packages that conformance
is being ¢laimedto. For an explanation of this, see 9.4.

A.6 Security probtem definition (ASE_SPD)

A.6.1 Introduction

The security problem definition defines the security problem that is to be addressed. The security problem
definition is, as far as ISO/IEC 15408 is concerned, axiomatic. That is, the process of deriving the security

problem definition falls outside the scope of ISO/IEC 15408.

However, it should be noted that the usefulness of the results of an evaluation strongly depends on the ST,
and the usefulness of the ST strongly depends on the quality of the security problem definition. It is therefore
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often worthwhile to spend significant resources and use well-defined processes and analyses to derive a good
security problem definition.

Note that according to ISO/IEC 15408-3 it is not mandatory to have statements in all subclauses, an ST with
threats does not need to have OSPs and vice versa. Also, any ST may omit assumptions.

Also note that where the TOE is physically distributed, it may be better to discuss the relevant threats, OSPs
and assumptions separately for distinct domains of the TOE operational environment.

A.6.2 Threats

Tlhis subclause of the security problem definition shows the threats that are to be countered by:the|TOE, its
perational environment, or a combination of the two.

(@]

A threat consists of an adverse action performed by a threat agent on an asset.

b~

dverse actions are actions performed by a threat agent on an asset. These actions influence one| or more
roperties of an asset from which that asset derives its value.

0

—

hreat agents may be described as individual entities, but in some cases jt-tmay be better to describg them as
ypes of entities, groups of entities etc.

—

m

xamples of threat agents are hackers, users, computer processes) and accidents. Threat agentd may be
Irther described by aspects such as expertise, resources, opportunity and motivation.

—h

Hxamples of threats are:

o[ a hacker (with substantial expertise, standard equipment;/and being paid to do so) remotely copying confidential files
from a company network;

o| aworm seriously degrading the performance of\a‘wide-area network;
e| a system administrator violating user privacy;
e| someone on the Internet listening i on confidential electronic communication.

A.6.3 Organisational security policies (OSPs)

—

his subclause of the secufity problem definition shows the OSPs that are to be enforced by the|TOE, its
perational environment-or a combination of the two.

(@]

SPs are securityyrules, procedures, or guidelines imposed (or presumed to be imposed) now andfor in the
iture by an a€tual or hypothetical organisation in the operational environment. OSPs may be laid down by an
rganisation, 'controlling the operational environment of the TOE, or they may be laid down by legislative or
pgulatorysbodies. OSPs can apply to the TOE and/or the operational environment of the TOE.

=0 =20

m

xamples of OSPs are:

e All products that are used by the Government must conform to the National Standard for password generation and
encryption;

e Only users with System Administrator privilege and clearance of Department Secret shall be allowed to manage the
Department Fileserver.

A.6.4 Assumptions
This subclause of the security problem definition shows the assumptions that are made on the operational

environment in order to be able to provide security functionality. If the TOE is placed in an operational
environment that does not meet these assumptions, the TOE may not be able to provide all of its security
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functionality anymore. Assumptions can be on physical, personnel and connectivity of the operational
environment.

Examples of assumptions are:
e Assumptions on physical aspects of the operational environment:

e It is assumed that the TOE will be placed in a room that is designed to minimise electromagnetic
emanations;

e lt|is assumed that the administrator consoles of the TOE will be placed in a restricted access area.
e Assumptions on personnel aspects of the operational environment:
e lt|is assumed that users of the TOE will be trained sufficiently in order to operate the TOE;
e It|is assumed that users of the TOE are approved for information that is classified as.National Secret;
e lt|is assumed that users of the TOE will not write down their passwords.
e Assumptions on connectivity aspects of the operational environment:
e lt|is assumed that a PC workstation with at least 10GB of disk space is available to run the TOE on;
e lt|is assumed that the TOE is the only non-OS application runhing on this workstation;
e ltlis assumed that the TOE will not be connected to an untrusted network.
Note that during the evaluation these assumptions are considered to be true: they are not tested in any way.
For thesg reasons, assumptions can only be made oncthe operational environment. Assumptions can neve

be madd on the behaviour of the TOE because an evaluation consists of evaluating assertions made abol
the TOE|and not by assuming that assertions on theJTOE are true.

- =

A.7 Security objectives (ASE_OBJ)

The seclrity objectives are a concise«and abstract statement of the intended solution to the problem defined
by the sgcurity problem definition. The)role of the security objectives is threefold:

e provifle a high-level, natural language solution of the problem;

o divide this solution inte~ti@ part wise solutions, that reflect that different entities each have to address a part of th
problem;

[¢]

o demgnstrate that these part wise solutions form a complete solution to the problem.

A7.1 I—]igh-level solution

The security objectives consist of a set of short and clear statements without overly much detail that together
form a high-level solution to the security problem. The level of abstraction of the security objectives aims at
being clear and understandable to knowledgeable potential consumers of the TOE. The security objectives
are in natural language.

A.7.2 Part wise solutions
In an ST the high-level security solution, as described by the security objectives, is divided into two part wise
solutions. These part wise solutions are called the security objectives for the TOE and the security objectives

for the operational environment. This reflects that these part wise solutions are to be provided by two different
entities: the TOE, and the operational environment.
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A.7.2.1 Security objectives for the TOE

The TOE provides security functionality to solve a certain part of the problem defined by the security problem
definition. This part wise solution is called the security objectives for the TOE and consists of a set of
objectives that the TOE should achieve in order to solve its part of the problem.

Examples of security objectives for the TOE are:

e The TOE shall keep confidential the content of all files transmitted between it and a Server;

e| The TOE shall identify and authenticate all users before allowing them access to the Transmission Servigg provided
by the TOE;

e| The TOE shall restrict user access to data according to the Data Access policy described in Annex.3:of the $T.

If the TOE is physically distributed, it may be better to subdivide the ST subclausejcentaining theg security
dbjectives for the TOE into several sub-subclauses to reflect this.

A.7.2.2 Security objectives for the operational environment

Tlhe operational environment of the TOE implements technical and progedural measures to assist the TOE in
correctly providing its security functionality (which is defined by the security objectives for the TOE). [This part
wise solution is called the security objectives for the operationalhenvironment and consists of |a set of
statements describing the goals that the operational environmentshould achieve.

m

xamples of security objectives for the operational environment are:
e| The operational environment shall provide a workstation wjth the OS Inux version 3.01b to execute the TOE|on;

e| The operational environment shall ensure that all hisiman TOE users receive appropriate training before alloying them
to work with the TOE;

e| The operational environment of the TOE shall restrict physical access to the TOE to administrative perspnnel and
maintenance personnel accompanied hy,administrative personnel;

e| The operational environment shall ensure the confidentiality of the audit logs generated by the TOE before sending
them to the central Audit Server,

i the operational environment of the TOE consists of multiple sites, each with different properties, if may be
etter to subdivide the\ST subclause containing the security objectives for the operational environment into
everal sub-subclauses'to reflect this.

0n o

A.7.3 Relatioh-between security objectives and the security problem definition

Tlhe ST alse/contains a security objectives rationale containing two subclauses:

a tracing that shows which security objectives address which threats, OSPs and assumptions;

e a set of justifications that shows that all threats, OSPs, and assumptions are effectively addressed by the security
objectives.

A.7.3.1 Tracing between security objectives and the security problem definition

The tracing shows how the security objectives trace back to the threats, OSPs and assumptions as described
in the security problem definition.

a) No spurious objectives: Each security objective traces to at least one threat, OSP or assumption.
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b) Complete with respect to the security problem definition: Each threat, OSP and assumption has at least

one

security objective tracing to it.

c) Correct tracing: Since assumptions are always made by the TOE on the operational environment, security
objectives for the TOE do not trace back to assumptions. The tracings allowed by ISO/IEC 15408-3 are
depicted in Figure A.2.

Organisational

Threats Security Policies

Assumptions

F

Multiple
objective
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enforcing
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Informati
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e moving, ghanging or protecting the asset in such a way that the adverse action is no longer applicable to it;

N e

. N Security objectives
Security objectives for the operational
for the TOE P

environment

gure A.2 - Tracings between security objectives and security problem definition

Security objectives may trace to the same threat, indicating that the comhifation of those security
s counters that threat. A similar argument holds for OSPs and assumptions

Providing a justification for the tracing

[

rity objectives rationale also demonstrates that the tracing is’ effective: All the given threats, OSP)
mption are addressed (i.e. countered, enforced and uphéld respectively) if all security objective]
a particular threat, OSP or assumption are achieved.

(2]

onstration analyses the effect of achieving the relevant security objectives on countering the threats,
the OSPs and upholding the assumptions and leads to the conclusion that this is indeed the case.

cases, where parts of the security problem définition very closely resemble some security objectives,
bnstration can be very simple. An exampl@is: a threat “T17: Threat agent X reads the Confidential

pon in transit between A and B”, a security. objective for the TOE: “OT12: The TOE shall ensure that 4l
pn transmitted between A and B is Kept confidential”, and a demonstration “T17 is directly countered

On countering threats

ng a threat does not necessarily mean removing that threat, it can also mean sufficiently diminishing

5 of removing athreat are:

ving the ability to execute the adverse action from the threat agent;

. remo

Example

46

ving e threat agent (e.d. removing TMacines fTonm a network that mrequentlty crasn triat network).

s of diminishing a threat are:

restricting the ability of a threat agent to perform adverse actions;
restricting the opportunity to execute an adverse action of a threat agent;
reducing the likelihood of an executed adverse action being successful;

reducing the motivation to execute an adverse action of a threat agent by deterrence;
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e requiring greater expertise or greater resources from the threat agent.
Examples of mitigating the effects of a threat are:

¢ making frequent back-ups of the asset;

e obtaining spare copies of an asset;

e insuring an asset;

2009(E)

A.7.4 Security objectives: conclusion

el

ased on the security objectives and the security objectives rationale, the following conciusion can b
all security objectives are achieved then the security problem as defined in Security problem
\SE_SPD) is solved: all threats are countered, all OSPs are enforced, and all assumptions are uphe

pr—

A.8 Extended Components Definition (ASE_ECD)

ensuring that successful adverse actions are always timely detected, so that appropriate action can be taker.

e drawn:
definition
d.

I many cases the security requirements (see the next subclause) in“an ST are based on compodnents in

IFO/IEC 15408-2 or ISO/IEC 15408-3. However, in some cases, there may be requirements in an ST
ot based on components in ISO/IEC 15408-2 or ISO/IEC 15408<3.%n this case, new components (

components) must be defined, and this definition should be dogeyin the Extended Components Defin
ore information on this, see Annex C.4.

Note that this subclause is intended to contain only*the extended components and not the
bquirements (requirements based on extended compaonfents). The extended requirements should be
im the security requirements (see the next subclause) and are for all purposes the same as requ
based on components in ISO/IEC 15408-2 or ISQAEC 15408-3.

-

A.9 Security requirements (ASE xREQ)
Tlhe security requirements consist of-two groups of requirements:

a) the security functional reguitements (SFRs): a translation of the security objectives for the T(Q
standardised language;

b) the security assurance requirements (SARS): a description of how assurance is to be gained that
meets the SFRs;

Tlhese two groups.are discussed in the following two subclauses:

A.9.1 Security functional requirements (SFRs)

Tlhe/SFRs are a translation of the security objectives for the TOE. They are usually at a more detaile

that are
extended
tion. For

extended
included
irements

E into a

the TOE

d level of

abstraction, but they have to be a complete translation (the security objectives must be completely ad

dressed)

and be independent of any specific technical solution (implementation). ISO/IEC 15408 requires this

translation into a standardised language for several reasons:

e to provide an exact description of what is to be evaluated. As security objectives for the TOE are usually formulated in
natural language, translation into a standardised language enforces a more exact description of the functionality of the

TOE.

e to allow comparison between two STs. As different ST authors may use different terminology in describing their
security objectives, the standardised language enforces using the same terminology and concepts. This allows easy

comparison.
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There is no translation required in ISO/IEC 15408 for the security objectives for the operational environment,
because the operational environment is not evaluated and does therefore not require a description aimed at
its evaluation. See the bibliography for items relevant to the security assessment of operational systems.

It may be the case that parts of the operational environment are evaluated in another evaluation, but this is out
of scope for the current evaluation. For example: an OS TOE may require a firewall to be present in its
operational environment. Another evaluation may subsequently evaluate the firewall, but this evaluation has
nothing to do with the evaluation of the OS TOE.

A.9.1.1 How ISO/IEC 15408 supports this translation

ISO/IEC [15408 supports this translation in three ways:

[72)

a) by providing a predefined precise “language” designed to describe exactly what is to be evalbiated. Th
language is defined as a set of components defined in ISO/IEC 15408-2. The use of this language as
wellidefined translation of the security objectives for the TOE to SFRs is mandatory,~though som
exceptions exist (see 7.3).

[CHIR*Y)

b) by providing operations: mechanisms that allow the ST writer to modify the SFRs to provide a more
accyrate translation of the security objectives for the TOE. This part of ISO/IEC 15408 defines the fou
allowed operations: assignment, selection, iteration, and refinement. These are/described further in 7.1.

=

~

c) by pfoviding dependencies: a mechanism that supports a more complete'translation to SFRs. In ISO/IEC
15408-2 language, an SFR can have a dependency on other SFRs{This signifies that if an ST uses that
SFR, it generally needs to use those other SFRs as well. This makes it much harder for the ST writer to
overlook including necessary SFRs and thereby improves the completeness of the ST. Dependencies arg
desgribed further in 7.2.

A.9.1.2 | Relation between SFRs and security objectives

The ST 4lso contains a security requirements rationale;consisting of two subclauses about SFRs:

e atraging that shows which SFRs address which security objectives for the TOE;

e a set|of justifications that shows that all security*objectives for the TOE are effectively addressed by the SFRs.

A.9.1.2.1 Tracing between SFRs and-the security objectives for the TOE

The tracing shows how the SFRs trace back to the security objectives for the TOE as follows:

a) No gpurious SFRs: Each SFR traces back to at least one security objective.

b) Conmplete with respect to the security objectives for the TOE: Each security objective for the TOE has at
leas} one SFR _tracing to it.

Multiple BFRstmay trace to the same security objective for the TOE, indicating that the combination of thosge
security feqdirements meets that security objective for the TOE.

A.9.1.2.2 Providing ajustification for the tracing

The security requirements rationale demonstrates that the tracing is effective: if all SFRs tracing to a particular
security objective for the TOE are satisfied, that security objective for the TOE is achieved.

This demonstration should analyse the effects of satisfying the relevant SFRs on achieving the security
objective for the TOE and lead to the conclusion that this is indeed the case.

In cases where SFRs very closely resemble security objectives for the TOE, the demonstration can be very
simple.
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A.9.2 Security assurance requirements (SARS)

The SARs are a description of how the TOE is to be evaluated. This description uses a standardised language

for two reasons:

e to provide an exact description of how the TOE is to be evaluated. Using a standardised language assists in creating

an exact description and avoids ambiguity.

e to allow comparison between two STs. As different ST authors may use different terminology in describing the

Tlhis standardised language is defined as a set of components defined in ISO/IEC 15408-3fThe us
inguage is mandatory, though some exceptions exist. ISO/IEC 15408 enhances this language in twg

o)

a) by providing operations: mechanisms that allow the ST writer to modify the SARS? ISO/IEC 14
four operations: assignment, selection, iteration, and refinement. These are described further in 7

k) by providing dependencies: a mechanism that supports a more completetranslation to SARs. In
SAR, it generally needs to use those other SARs as well. This makes-it much harder for the ST]
described further in 7.2.

A.9.3 SARs and the security requirement rationale

Q. —

eemed appropriate. There are no specific requirements for this explanation. The goal for this explg
b allow the readers of the ST to understand the reasons why this particular set was chosen.

—

$ very capable, and a low (or no) Vulnerability analysis (AVA_VAN) is included in the SARs.

A.9.4 Security requirements: conclusion

n the security problem definition of the ST, the security problem is defined as consisting of threats, Q

olutions:

n

security objectives forthe TOE;

security objectives for the operational environment.

0

© ISO/IEC 2009 — All rights reserved

e of this
ways:

408 has
.

ISO/IEC

15408-3 language, an SAR can have a dependency on other SARs. JFhis Signifies that if an ST uses that

writer to

overlook including necessary SARs and thereby improves the completeness of STs. Dependencies are

he ST also contains a security requirements rationalé that explains why this particular set of SARs was

nation is

An example of an inconsistency is if the security-problem description mentions threats where the threat agent

SPs and

assumptions. In the security objectives subclause of the ST, the solution is provided in the form of ffwo sub-

dditionally;. & Security objectives rationale is provided showing that if all security objectives are achig¢ved, the
ecurity problem is solved: all threats are countered, all OSPs are enforced, and all assumptions are yipheld.
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TOE summary specification (ASE_TSS)
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environment
1 }
Security functional Security assurance
requirements requirements

b A.3 - Relations between the security problem definition, the security objectives and
the security requirements

curity requirements subclause of the ST, the security objectives for the TOE are translated to SFR
curity requirements rationale is provided showing that if all SFRs are satisfied, all security objective
DE are achieved.

[N )

=

lly, a set of SARs is provided to show how the TOE is evaluated,ctogether with an explanation fg
these SARs.

e above can be combined into the statement: If all SFRs.@nd’ SARs are satisfied and all security
s for the operational environment are achieved, then therelexists assurance that the security probler
d in ASE_SPD is solved: all threats are countered, all‘OSPs are enforced, and all assumptions ar,
his is illustrated in Figure A.3.

D =S

unt of assurance obtained is defined by the SARS; and whether this amount of assurance is sufficieft
| by the explanation for choosing these SARSs:

pctive for the TOE summary specification is to provide potential consumers of the TOE with p
bn of how the TOE satisfies allthe SFRs. The TOE summary specification should provide the general

mechanisms that the TOE-uses for this purpose. The level of detail of this description should be
0 enable potential consumers to understand the general form and implementation of the TOE.

specification should indicate how this authentication is done: password, token, iris scanning etg¢.
prmation, like applicable standards that the TOE uses to meet SFRs, or more detailed description
be provided.

()

Duestions that may be answered with an ST

After thd

eValuation, the ST specifies “what was evaluated”. In this role, the ST serves as a basis fqr

agreeme

nt between the developer or re-seller of the TOE and the potential consumer of the TOE. The ST can

therefore answer the following questions (and more):

a) How can | find the ST/TOE that | need given the multitude of existing STs/TOEs? This question is
addressed by the TOE overview, which gives a brief (several paragraphs) summary of the TOE;

b) Does this TOE fit in with my existing IT-infrastructure? This question is addressed by the TOE overview,
which identifies the major hardware/firmware/software elements needed to run the TOE;

50
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Does this TOE fit in with my existing operational environment? This question is addressed by the security
objectives for the operational environment, which identifies all constraints the TOE places on the

operational environment in order to function;

What does the TOE do (interested reader)? This question is addressed by the TOE overview, wh
a brief (several paragraphs) summary of the TOE;

ich gives

What does the TOE do (potential consumer)? This question is addressed by the TOE description, which

gives a less brief (several pages) summary of the TOE;

o Q = <

<=

.12 Low assurance Security Targets

V/riting an ST is not a trivial task, and may; especially in low assurance evaluations, be a major p
btal effort expended by the developer and-the evaluator in the whole of the evaluation. For this rea
Iso possible to write a low assurance.ST-

BO/IEC 15408 allows the use of‘a low assurance ST for an EAL 1 evaluation, but not for EAL 2 a
low-assurance ST may only claim conformance to a low-assurance PP (see Annex B). A regular ST
ith full contents) may claim‘conformance with a low assurance PP.

low assurance ST has-a significantly reduced content compared to a regular ST:

What does the TOE do (technical)? This question is addressed by the TOE summary specificati
provides a high-level description of the mechanisms the TOE uses;

What does the TOE do (expert)? This question is addressed by the SFRs which provide an
highly technical description, and the TOE summary specification which provide additiorial detail;

Does the TOE address the problem as defined by my government/organisation?
government/organisation has defined packages and/or PPs to define this solution, then the an

pn which

abstract

If your
swer can

be found in the Conformance Claims subclause of the ST, which lists all packages and PPs that the ST

conforms to
Does the TOE address my security problem (expert)? What are the threats countered by the TO
organisational security policies does it enforce? What assumptions does it make about the op
environment? These questions are addressed by the security.problem definition;
How much trust can | place in the TOE? This can be found in the SARs in the security requ

subclause, which provide the assurance level that was'used to evaluate the TOE, and hence the
the evaluation provides in the correctness of the TOE.

there is no ne€d\to describe the security problem definition;

there is~N0 need to describe the security objectives for the TOE. The security objectives for the o
environment must still be described;

there is no need to describe the security objectives rationale as there is no security problem definition in the

E? What
erational

irements
trust that

art of the
son, it is

nd up. A
(i.e., one

perational

ST;

the security requirements rationale only needs to justify (any) dependencies not being satisfied as the
security objectives for the TOE in the ST.

All that remains are:

a)
b)

c)

the references to TOE and ST;
a conformance claim;

the various narrative descriptions;
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