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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

orgdnizations, governmental and non-governmental, 1n liaison with 15U and IEC, also take partin the
WOrK.

The|procedures used to develop this document and those intended for its further maintenance
are |described in the ISO/IEC Directives, Part 1. In particular, the different approval, (cfiteria
needed for the different types of document should be noted. This document was drafted in
accqrdance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or
wwWw.iec.ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of pptent rights. ISO and IEC shall not be held responsible for identifying amy“or all such patent
righks. Details of any patent rights identified during the development of the{document will be in the
Intrpduction and/or on the ISO list of patent declarations received (see wwwsiso.org/patents) or the IEC
list ¢f patent declarations received (see https://patents.iec.ch).

Any(trade name used in this document is information given for the‘convenience of users and does not
congtitute an endorsement. J

For Jan explanation of the voluntary nature of standardsy thé'meaning of ISO specific terms and
expiessions related to conformity assessment, as well\as' information about ISO's adherence to
the |World Trade Organization (WTO) principles in ‘thé Technical Barriers to Trade (TBT) see

www.iso.org/iso/foreword.html. In the IEC, see www.j€c.ch/understanding-standards.

Thi§ document was prepared by Technical Committee ISO/IEC JTC 1, Information technology,
Subgommittee SC 27, Information security, cybersecurity and privacy protection.

Thig fourth edition cancels and replaces the third edition (ISO/IEC 15408-1:2009), which has been
techjnically revised. (

The|main changes are as follows: ’

— the document has been rest}rélctured;

— lechnical changes l;ax\le)fe‘en introduced:

— the terminology has been reviewed and updated;

— the exacteonformance type has been introduced;

— lowassurance protection profiles (PPs) have been removed and direct rationale PPs have been
introduced;

") PP-Modules and PP-Configurations for modular evaluations have been introduced;

— multi-assurance evaluation has been introduced.
Alist of all parts in the ISO/IEC 15408 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

The ISO/IEC 15408 series permits comparability between the results of independent security
evaluations by providing a common set of requirements for the security functionality of IT products and
for assurance measures applied to these IT products during a security evaluation. These IT products
may be implemented in hardware, firmware, or software.

The|ISO/IEC 15408 series is intentionally flexible, enabling a range of evaluation dpproaches to be
applied to a range of security properties of a range of IT products. Therefore, usersof-the standard are
cautfioned to exercise care that this flexibility is not misused. For example, using’the ISO/IEC 15408
seri¢s in conjunction with unsuitable evaluation methods/activities, irrelevant security properties, or
inappropriate IT products, can result in meaningless evaluation results.

Consgequently, the fact that an IT product has been evaluated has meaning only in the context of the
secyrity properties that were evaluated and the evaluation methods that were used. Evaluation
authorities are advised to carefully check the products, properties; and methods to determine that an
evalpation provides meaningful results. Additionally, purchasers of evaluated products are advised to
cargfully consider this context to determine whether the evaluated product is useful and applicable to
their specific situation and needs.

The[[SO/IEC 15408 series addresses the protection of assets from unauthorized disclosure, modification,
or lpss of use. The categories of protection reiating to these three types of failure of security are
commonly called confidentiality, integrity, and availability, respectively. The ISO/IEC 15408 series may
also|be applicable to aspects of IT security outside of these three categories. The ISO/IEC 15408 series
is applicable to risks arising from human agtivities (malicious or otherwise) and to risks arising from
non{human activities. The ISO/IEC 15408;series may be applied in other areas of IT but makes no claim
of applicability in these areas. A A

Certjain topics, because they involve specialized techniques or because they are somewhat peripheral
to IT security, are con51dered m§be outside the scope of the ISO/IEC 15408 series. Some of these are
idenftified below:

/\ )
a) [the ISO/IEC 15408 séries does not contain security evaluation criteria pertaining to administrative
ecurity measures nbt related directly to the IT security functionality. However, it is recognized
hat significant-security can often be achieved through or supported by administrative measures

uch as orgafizational, personnel, physical, and procedural controls;

b) [the ISO/IEC 15408 series does not address the evaluation methodology under which the criteria
hould be applied;

OTE1 The baseline methodology is defined in ISO/IEC 18045. ISO/IEC 15408-4 can be used to further

derive evaluation activities and methods trom [SO/IEC 18045.

c) thelISO/IEC 15408 series does not address the administrative and legal framework under which the
criteria may be applied by evaluation authorities. However, it is expected that the ISO/IEC 15408
series is intended to be used for evaluation purposes in the context of such a framework;

d) the procedures for use of evaluation results in accreditation are outside the scope of the
ISO/IEC 15408 series. Accreditation is the administrative process whereby authority is granted for
the operation of an IT product (or collection thereof) in its full operational environment including
all of its non-IT parts. The results of the evaluation process are an input to the accreditation process.
However, as other techniques are more appropriate for the assessments of non-IT related properties

viii © ISO/IEC 2022 - All rights reserved
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and their relationship to the IT security parts, accreditors must make separate provisions for those
aspects;

e) the subject of criteria for the assessment of the inherent qualities of cryptographic algorithms is
not covered in the ISO/IEC 15408 series. In the case that independent assessment of mathematical
properties of cryptography is required, the evaluation scheme under which the ISO/IEC 15408
series is applied shall make provision for such assessments.

The relationship between components within a family is highlighted using a bolding convention. This convention
calls for the use of bold type for all new requirements. For hierarchical components, requirements are presgnted
in bold type when they are enhanced or modified beyond the requirements of the previous componerjt. In
addition, any new or enhanced permitted operations beyond the previous component are also highlighted ysing
bold type.

The use of italics indicates text that has a precise meaning. For security assurance requiréments the convention
is for special verbs relating to evaluation.

-’
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Information security, cybersecurity and privacy
protection — Evaluation criteria for IT security —

— Part 1.

Introduction and general model

1 Scope

This document establishes the general concepts and principles of IT security evaltation and spec
the general model of evaluation given by various parts of the standard which ifjits entirety is mea
be used as the basis for evaluation of security properties of IT products.

This document provides an overview of all parts of the ISO/IEC 15408.series. It describes the var]

parts of the ISO/IEC 15408 series; defines the terms and abbreviations to be used in all parts of

standard; establishes the core concept of a Target of Evaluation (TOE); describes the evaluation cor
and describes the audience to which the evaluation criteria is addressed. An introduction to the |
security concepts necessary for evaluation of IT products is giver.

-’

This document introduces:

\ &

ifies
nt to

ious
the
text
asic

— the key concepts of Protection Profiles (PP), PP-M(;dules, PP-Configurations, packages, Secyrity

Targets (ST), and conformance types;
— adescription of the organization of security-tomponents throughout the model;

— thevarious operations by which the functional and assurance components given in ISO/IEC 154
and ISO/IEC 15408-3 can be tailored-through the use of permitted operations;

— general information about the evaluation methods given in ISO/IEC 18045;

— guidance for the applicatd’c;ﬁ of ISO/IEC 15408-4 in order to develop evaluation methods (EM)
evaluation activities QEA) derived from ISO/IEC 18045;

— general 1nformatro?1 about the pre-defined Evaluation Assurance Levels (EALs) define
ISO/IEC 15408-5;

. . oS .
— 1nf0rmat10(1m regard to the scope of evaluation schemes.

2 Normative references

Thesfollowing documents are referred to in the text in such a way that some or all of their cor
constitutes requirements of this document. For dated references, only the edition cited applies

08-2

and

tent
For

undated references, the latest edition of the referenced document (including any amendments) appllies.

ISO/IEC 15408-2:2022, Information security, cybersecurity and privacy protection — Evaluation criteria

for IT security — Part 2: Security functional components

ISO/IEC 15408-3:2022, Information security, cybersecurity and privacy protection — Evaluation criteria

for IT security — Part 3: Security assurance components
ISO/IEC 18045, IT security techniques — Methodology for IT security evaluation
ISO/IEC IEEE 24765, Systems and software engineering — Vocabulary

© ISO/IEC 2022 - All rights reserved
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 15408-2,ISO/IEC 15408-3,
ISO/IEC 18045 and ISO/IEC IEEE 24765 apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— [[EC Electropedia: available at https://www.electropedia.org/

31
actipn
docymented activity of the evaluator (3.45) or developer (3.33)

Notq 1 to entry: Evaluator actions and developer actions are required by ISO/IEC 15408-3.

3.2
adnjinistrator

entity (3.36) that has a level of trust with respect to all policies implemented-by the TOE security
functionality (TSF) (3.92)

Notq 1 to entry: Not all protection profiles (PPs) (3.68) or security targets (STs) assume the same level of trust for
admi|nistrators. Typically, administrators are assumed to adhere at all times fe-the policies in the ST of the target
of evaluation (TOE) (3.90). Some of these policies can be related to the funétionality of the TOE, while others can
be rglated to the operational environment (3.63). J

3.3 /
adverse action X
actign (3.1) performed by a threat agent (3.91) on an assét\(3.4

)

34
assgt
entify (3.36) that the owner of the target of evaluation (TOE) (3.90) presumably places value on

3.5
assignment X
spedification of an identified parameter'in a functional or assurance component

.

3.6 Q
assyrance O
groynds for confidence that'a farget of evaluation (TOE) (3.90) meets the security functional requirements
(SFRs) (3.78) ~O°
\ )
3.7

assyrance package
namled set of security assurance requirements (3.76)

EXAMPLE “EAL 3”.
3.8

attaekpotential

measure of the effort needed to exploit a vulnerability in a target of evaluation (TOE) (3.90)
Note 1 to entry: The effort is expressed as a function of properties related to the attacker (e.g. expertise,

resources, and motivation) and properties related to the vulnerability itself (e.g. window of opportunity, time to
exposure).

2 © ISO/IEC 2022 - All rights reserved
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3.9

attack surface

set of logical or physical interfaces to a target, consisting of points through which access to the target
and its functions may be attempted

EXAMPLE1 The casing of a payment terminal is a part of physical attack surface for that device.

EXAMPLE 2  The communications protocols available for connection to a network device are part of the logical
attack surface for that network device.

3.10
augmentation
addition of one or more requirements to a package

Note 1 to entry: In case of a functional package (3.51), such an augmentation is considered only in the context
of one package and is not considered in the context with other packages or protection profiles (PPs) (3.68) or
security targets (STs) (3.82).

Note 2 to entry: In case of an assurance package (3.7), augmentation refers to onexor more security assunance
requirements (SARs) (3.76).

3.11

authorized user
entity (3.36) who may, in accordance with the security functionalxequirements (SFRs) (3.78), perform an
operation on the target of evaluation (TOE) (3.90)

-’

3.12 X
base component /

independent entity (3.36) in a multi-component product that provides services and resources to onje or
more dependent component(s) (3.31)

Note 1 to entry: This applies in particular to ‘composed TOEs’ (3.21) and ‘composite products / composite TOEs’
(3.25).

3.13

base Protection Profile
base PP )
Protection Profile (3.68) spegified in a PP-Module (3.71), as part of that PP-Module’s PP-Module Base
(3.72), used as a basis to build-a PP-Configuration (3.69)

\
3.14 ¥
base PP-Module ()
PP-Module (3.71) §pgtified in a different PP-Module, as part of that PP-Module’s PP-Module Base (3,72),
used as a basis\{@’build a PP-Configuration (3.69)

Note 1 to entry: Specifying a base PP-Module in a PP-Module implicitly includes the base PP-Module’s PP-Madule
Base.

3.15
base target of evaluation
base TOE

basecompornent (312 whichrisitsetf thesubject of amrevatuation

Note 1 to entry: This applies in particular to ‘composed TOEs' (3.21) and 'composite products/composite TOEs'
(3.25).

3.16
class
(taxonomy) set of families that share a common focus

Note 1 to entry: Class is further defined in ISO/IEC 15408-2, which defines security functional classes and
ISO/IEC 15408-3, which defines security assurance classes.

© ISO/IEC 2022 - All rights reserved 3
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3.17
component
(taxonomy) smallest selectable set of elements on which requirements may be based

3.18
component
<composition> entity (3.36) which provides resources and services in a product

3.19
component target of evaluation

component TOE

(evaluated) target of evaluation (TOE) (3.90) that is a component of another composed TOE (3.21)

3.2

composed assurance package

CA

assurance package (3.7) consisting of components drawn predominately from the~ACO class (3.16),
reprjesenting a point on the pre-defined scale for composition assurance

3.2

composed target of evaluation

composed TOE

targpt of evaluation (TOE) (3.90) comprising solely two or more separatelyidentified components with a
secyrity relationship between their TOE security functionality (TSFs){3:92)

-’

Notq 1 to entry: Each of the separately identified components is itselfaTOE.

/

3.22
composed evaluation

evalpation of a composed TOE (3.21) using the specifie, evaluation technique applicable to composed
TOEf .

Notg 1 to entry: This evaluation technique refefs to the ACO assurance class (3.16) that is defined in
ISO/JEC 15408-3.

3.23
composite evaluation AN
evalpation of a composite TOE/product’(3.25) using the specific composite evaluation technique

Notq 1 to entry: This evaluationft%c}hnique refers to the COMP related assurance families that are specified in
ISO/JEC 15408-3 for the ADV, QLC, ASE, ATE and AVA classes (3.16).

3.24 A /

composite product -~

product comprised of two or more components which can be organized in two layers: a layer of one
alrepdy evaluated base component (base TOE) (3.15) and a layer of one dependent component (3.31)

3.25
composite-target of evaluation

Note 1 to entry: A dependent component in a composite TOE can consist of one or more dependent components.
For simplification, they are considered as ‘one dependent component’.

Note 2 to entry: A composite TOE can contain parts that are independent from the base component (3.12) or base
TOE respectively. For simplification, such parts are considered as belonging to the dependent component.

Note 3 to entry: The composite evaluation (3.23) can be applied as many times as necessary to a multi-component/
multi-layered product, in an incremental approach.
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3.26
configuration management
CM

discipline applying technical and administrative direction and surveillance to: identify and document
the functional and physical characteristics of a configuration item, control changes to those
characteristics, record and report change processing and implementation status, and verify compliance

with specified requirements

[SOURCE: ISO/IECTEEE 24765:2017, 5.779 1]

3.27

configuration management system

set of procedures and tools (including their documentation) used by a developer (3.33) to develop
maintain configurations of their products during their life-cycles

Note 1 to entry: Configuration management systems can have varying degrees of rigour and function. At hj
levels, configuration management systems can be automated, with flaw remediationschange controls, and
tracking mechanisms.

3.28
counter, verb
act on or respond to a particular threat so that the threat is eradicated or mitigated

3.29
demonstrable conformance
DC

-’

and

gher
ther

relation between a protection profile (PP) [3.68)/Securityitbrget (3.82) (PP/ST) and a PP, or an ST and a

PP-Configuration (3.69), where the PP/ST provides an equivalent or more restrictive solution that sd
the generic security problem in the PP/PP-Configuration

)

3.30

dependency

relationship between components such:that a protection profile (PP) (3.68), security target (ST) (3
functional package (3.51) or assurance package (3.7) including a component also includes any @
components that are identified as being depended upon or include a rationale as to why they are nd

3.31 AN\
dependent component .
dependent entity (3.36) {l-a multi-component product that relies on the provision of services
resources by one or mo% base components (3.12)

N )}
Note 1 to entry: B\is\,a‘pplies in particular to ‘composed TOEs' (3.21) and 'composite products / composite
(3.25). @)

3.32

dependerit target of evaluation

dependent TOE

dependent component (3.31) which is itself the subject of an evaluation

Note 1 to entry: This applies only to ‘composed TOEs' (3.21) and not to 'composite products / composite 1

lves

182),
ther

-

and

TOE’

[OEs'

12 O

LJ.LJ}.

3.33
developer
organization responsible for the development of the target of evaluation (TOE) (3.90)
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3.34

direct rationale

type of Protection Profile (3.68), PP-Module (3.71) or Security Target (3.82) in which the security problem
definition (SPD) (3.80) elements are mapped directly to the security functional requirements (SFRs)
(3.78) and possibly to the security objectives (3.79) for the operational environment (3.63)

Note 1 to entry: Direct rationale does not include security objectives for the target of evaluation (TOE) (3.90).

ifiable item that is described by a set or collection of properties

1 to entry: Entities include subjects, users (including external IT products), objects, infermation, sessions
I resources.

-’

welltformed package of security as§z{fance requirements (3.76) representing a point on the pre-defined
assyrance scale

cO

evaluation method

EM
set of one or more evaluation activities (3.38) for application in a specific context

3.42
evaluation scheme
rules, procedures and management to carrying evaluations of IT product security

Note 1 to entry: An evaluation scheme implements all parts of the ISO/IEC 15408 series.
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3.43

evaluation technical report

ETR

documentation of the overall verdict (3.66) and its justification, produced by the evaluator (3.45), and
submitted to an evaluation authority (3.40)

3.44
evaluation technical report for composite evaluation

ETR Tor composite evaluation
ETR_COMP

documentation intended to be used within the composite evaluation (3.23) approach and.derived by
the base component (3.12) evaluator (3.45) from the full evaluation technical report (ETR).(343) for the
evaluated base component

Note 1 to entry: The ETR for composite evaluation belongs to the base component and.its-evaluation ahd is
used for the evaluation of a composite product with such base component when using.the composite evalugtion
approach.

Note 2 to entry: The ETR for composite evaluation related to a base component'is set up to provide suffifient
information for a composite evaluation of a composite product that integrates such already evaluated [base
component. It enables the composite product evaluator (3.45) and the respective composite product evalufition
authority (3.40) to understand the attack paths and the tests that have-been considered and performed fof the
base component and the effectiveness of the countermeasures implemented by the base component.

3.45

evaluator
individual assigned to perform evaluations in accofdarice with a given evaluation standard|and
associated evaluation methodology

-’

Note 1 to entry: An example of evaluation standards,is the ISO/IEC 15408 series with the associated evalujtion
methodology given in ISO/IEC 18045. '

[SOURCE: ISO/IEC 19896-1:2018, 3.5]

3.46

exact conformance

EC 2N
hierarchical relationship betWeen a protection profile (PP) (3.68) or PP Configuration (3.69) and a secyrity
target (ST) (3.82) where\a{l the requirements in the ST are drawn only from the PP/PP-Configuratipn

Note 1 to entry: An ST js élloWed to claim exact conformance to one or more PPs but only to one PP-Configurdtion.
N

3.47 ~O°

exploitable vailnérability
weakness imthe target of evaluation (TOE) (3.90) that can be used to violate the security functjonal
requireménts’(SFRs) (3.78) in the operational environment (3.63) for the TOE

3.48

extended security requirement
security requirement developed according to the rules in this document, but which are not listed iff any
part of the ISO/IEC 15408 series

Note 1 to entry: An extended security requirement preserves the form and syntax described in ISO/IEC 15408-2.

Note 2 to entry: Extended security requirements can be defined by authors of security target (ST) (3.82) or
protection profile (PP) (3.68) or PP-Module (3.71).

3.49

external entity

user

human technical system or one of its components interacting with the target of evaluation (TOE) (3.90)
from outside of the TOE boundary
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3.50
family
(taxonomy) set of components that shares a similar goal but differs in emphasis or rigour

3.51

functional package

named set of security functional requirements (3.78) that may be accompanied by a security problem
definition (SPD) (3.80) and security objectives (3.79) derived from that SPD

1 to entry: Source code that is then compiled or a hardware ld'rawing that is used to build the actual
are are examples of parts of an implementation representation.

)

nally consistent, adj.
parent contradictions exist between any aspects of an entity (3.36)

Notq 1 to entry: In terms of documentation, this means that there can be no statements within the documentation
thatan be taken to contradict each other.

3-56 \ ‘.

intefrpretation ¢

clarification or amplification of a\standard or an evaluation scheme requirement
\.

3.57 O

iteration O

use pf the same componeht’to express two or more distinct requirements
N

3.58
layering

design technique where separate groups of components are hierarchically organized to have separate
responsibilities such that a group of components depends on groups of components below it in the
hierprchyifor services, and provides its services to the groups of components above it

3.5

module
architectural unit specified at a level suitable for implementation of the unit

Note 1 to entry: Properties related to division of a target of evaluation (TOE) (3.90) into modules are described in
ISO/IEC 15408-3, in the ADV_TDS and ADV_INT families.
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3.60

multi-assurance evaluation

evaluation of a target of evaluation (TOE) (3.90) using a PP-Configuration (3.68) where each
Configuration component is associated with its own set of assurance requirements

PP-

Note 1 to entry: At least one of the PP-Configuration components contains a different set of assurance

requirements to the others.

2 61

DO XL

object

entity (3.36) in the target of evaluation (TOE) (3.90) that contains or receives information,@nd ypon

which subjects perform operations

3.62
operation
(on an object) specific type of action (3.1) performed by a subject on an cbject

3.63

operational environment

environment in which the target of evaluation (TOE) (3.90) is operated;consisting of everything th
outside the TOE boundary

3.64

optional Security Functional Requirement
optional SFR D
security functional requirement (SFR) (3.78) in a ProtectionProfile (PP) (3.68), functional package (3
or PP-Module (3.71) that contributes to a stated aspect/of the PP’s security problem description
whose inclusion in a conformant PP’s or security target (S1’s) (3.82) list of SFRs is not mandatory

Note 1 to entry: An optional SFR can address appropriate security problem definition (SPD) (3.80) elen
threat(s) and/or organizational security policies:{OSPs) stated in the main body of the PP, functional pac
or PP-Module, or reference associated SPD elements/objectives that themselves are optional (in that thej
addressed solely by the optional SFR).

3.65

organizational security policy

oSP (,\ \

set of security rules, procedures, or guidelines for an organization

\
Note 1 to entry: A policy.cﬁfpertain to a specific operational environment (3.63).

)]

3.66 S
overall verdictc -
statement issued by an evaluator (3.45) with respect to the result of an evaluation

Note 1 to éntry: The statement can be expressed as “pass” or “fail”.

3.67
potential vulnerability
suspected, but not confirmed, weakness

at is

.51),
but

ents
kage,
/ are

Note 1 to entry: Suspicion is by virtue of a postulated attack path to violate the security functional requirements

(SFRs) (3.78).

3.68
Protection Profile
PP

implementation-independent statement of security needs for a target of evaluation (TOE) (3.90) type
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3.69

Protection Profile Configuration

PP-Configuration

implementation-independent statement of security needs for a target of evaluation (TOE) (3.90) type
containing at least one protection profile (PP) (3.68) and an additional non-empty set of PPs and PP-
Modules (3.71) (with the associated PP-Modules Bases)

3.70

Profection Profile Configuration component
PP-Configuration component
Protection Profile (PP) (3.68) or PP-Module (3.71) included in a PP-Configuration (3.69)

3.7
Protection Profile module
PP-Module

implementation-independent statement of security needs for a target of evaluation (LOE) (3.90) type
complementary to one or more base Protection Profiles (3.68) and possibly some basé PP-Modules (3.14)

3.7

Protection Profile Module Base

PP-Module Base

set gf either PP-Modules (3.71) or Protection Profiles (PPs) (3.68) or both{ specified by a PP-Module as a
basip for building a PP-Configuration (3.69)

Noteg 1 to entry: The notion of a PP-Module Base is iterative in that the base of a PP-Module can contain another
PP-Module with its own base, with that base containing a PP-Module: Hewever, this “chain” terminates with a PP-
Modle that has only PP(s) as its base. A

3.73
refinement j
ion of details to a security component '

attafker with greater attack potenti@l)(3.8) than is anticipated in the operational environment for the

\

N

3.7 O

rol e %%

pre-defined set of rules establishing the allowed interactions between a user and the target of evaluation
(TOk) (3.90) \-~

3.7

secyrity assurance requirement

SA

secyrity requirement that refers to the conditions and processes for the development and delivery of
the target'of evaluation (TOE) (3.90), and the actions (3.1) required of evaluators (3.45) with respect to
evidenee produced from these conditions and processes

3.77

security attribute

property of subjects, users, objects, information, sessions and/or resources that is used in defining the
security functional requirements (SFRs) (3.78) and whose values are used in enforcing the SFRs

Note 1 to entry: Users can include external IT products.
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3.78

security functional requirement

SFR

security requirement, which contributes to fulfil the target of evaluation (TOE) (3.90) security problem
definition (SPD) (3.80) as defined in a specific security target (ST) (3.82) or in a protection profile (PP)
(3.68)

Note 1 to entry: A security functional requirement can be addressed directly as in the direct rationale (3.34)

model, or idirectly, through the security opjectives (5./7) 1or the 1UL, as 1n the general model.

3.79

security objective
statement of an intent to counter (3.28) identified threats and/or satisfy identified organization secyrity
policies and/or assumptions

3.80

security problem

security problem definition
SPD

statement, which in a formal manner defines the nature and scope af the security that the targpt of
evaluation (TOE) (3.90) is intended to address

Note 1 to entry: This statement consists of a combination of: threats ta’be-countered by the TOE and its operatjonal
environment (3.63), the organizational security policies (OSPs). eifforced by the TOE and its operatjonal
environment, and the assumptions that are upheld for the operational environment of the TOE.

Note 2 to entry: SPD-elements include threats, OSPs, and assuli‘lf)tions.

3.81

security requirement
requirement, which is part of a target of evalgation (TOE) (3.90) security specification as defined|in a
specific security target (ST) (3.82) or in a protection profile (PP) (3.68)Note 1 to entry:
Requirements are stated in a language, i.€»form and syntax, specified in the ISO/IEC 15408 series.

3.82

Security Target

ST AN
implementation-dependent .statement of security requirements for a target of evaluation (TOE) (3.90)
based on a security prob\@y) definition (3.80)

3.83 )

selection @)

specification of\ﬁne or more items from a list in a component
3.84

selection<based security functional requirement
selection-based SFR
sectrity functional requirement (SFR) (3.78) in a Protection Profile (PP) (3.78), PP-Module (3.71)), or

functional package (3.51) that contributes to a stated aspect of the PP’s, PP-Module’s or funct(llonal

package’s security problem definition (3.80) that is to be included in a conformant PP or ST if a seleqtion

choice identified In the PP/PP-Module/Tunctional package indicates that it has an associated selection-
based SFR

3.85
single-assurance evaluation
evaluation of a target of evaluation (TOE) (3.90) using one set of assurance requirements
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3.86

strict conformance

SC

hierarchical relationship between a protection profile (PP) (3.68) and a PP/security target (ST) (3.82)
where all the requirements in the PP also exist in the PP/ST

Note 1 to entry: This relation can be paraphrased as “the ST contains all statements that are in the PP but can
contain more”. Strict conformance is expected to be used for stringent requirements that are to be adhered to in

a singteTmameT:

3.8

sub{TOE security functionality

subiTSF

compined functionality of all hardware, software, and firmware of a target of evaluation (TOE) (3.90)
that|is relied upon for the correct enforcement of the security functional requirements (SFRs) defined
in oe PP-Configuration (3.69) component

Noteg 1 to entry: This set of SFRs is closed by dependencies, objectives, and security problem definition (SPD) (3.80)
elements in the PP-Configuration component.

Notq 2 to entry: The notion of sub-TSF is applied in relationship with the specification and evaluation of PP-
Conffigurations and conformant security targets (STs). It can be used in the singlésasSurance approach, but it has
to b¢ used in the multi-assurance approach: sub-TSFs have to be defined in a-multi-assurance PP-Configuration
and In conformant multi-assurance STs.

Noteg 3 to entry: Each sub-TSF is associated with its own set of securityassurance requirements (SARs) in a multi-
assufance PP-Configuration/ST. In the rest of the document, a set ofSARs can be an assurance package (3.7).

Note 4 to entry: A sub-TSF has the characteristics of a TSF.

3.84 )
subject N\
entify (3.36) in the target of evaluation (TOE) (3.90)'that performs operations on objects

3.89
tailoring
add?tion of one or more functional requireéments to a functional package (3.51), and/or the addition of
one pr more selections to a security finctional requirement (SFR) (3.78) in a functional package

.

Notg 1 to entry: Such tailoring issconsidered only in the context of one package and is not considered in the
contpxt with other packages, prdtettion profiles (PPs) (3.68), or PP-Modules.
()

N
Notd 2 to entry: The selectien)s-in the SFR can be replaced by the additional selections.
C.

)
Notd 3 to entry: Selectionis can only be added for packages claimed by PPs or PP-Modules. STs cannot claim
packlage-name tailored conformance to the package.

3.90
target of evaluation
TOE
set ¢fsoftware, firmware and/or hardware possibly accompanied by guidance, which is the subject of

Al ot

an evartatioh

391

threat agent

entity (3.36) that has potential to exercise adverse actions (3.3) on assets (3.4) protected by the target of
evaluation (TOE) (3.90)
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3.92
TOE security functionality
TSF

combined functionality of all hardware, software, and firmware of a target of evaluation (TOE) (3.90)

that is relied upon for the correct enforcement of the security functional requirements (SFRs) (3.78)

3.93
TOE type

Set of characteristics common to a group of target of evaluations { TOES] (3.90)
Note 1 to entry: The TOE type can be more explicitly defined in a protection profile (PP) (3.68).

3.94
translation
process of describing security requirements in a standardized language

Note 1 to entry: Use of the term translation in this context is not literal and does nofdimply that every seq
functional requirement (SFR) (3.78) expressed in standardized language can also be translated back to the sed
objectives (3.79).

3.95

vulnerability

weakness in the target of evaluation (TOE) (3.90) that can be-used to violate the security funct
requirements (SFRs) (3.78) in some environment

-’

4 Abbreviated terms \

urity
urity

onal

AP assurance package

API application programming interface® :
CAP composition assurance package

CD compact disk

CM configuration mafx‘agement

COMP composite p{@}dhét assurance package
DAC discretiO{lgr\ykaccess control

DC den{Oﬁé‘ci‘able conformance

DPA differential power analysis

DRBG deterministic random bit generator
EA evaluation activity

EAL evaluation assurance level

EC exact conformance

EM evaluation method

EMS electromagnetic spectrum

ETR evaluation technical report

GAP global assurance package
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GB
GHz
GUI
HSM

gigabyte
gigahertz
graphical user interface

hardware security module

HTTPS
IC
IOCTL
IP
[Psec
IT
LDAP
MAC(
MB
MBps
OR
0S
OSP
OTP
PC
PCI
PKI
PP
PPA
RAM
RBG

RNG

Nypertext transier protocol secure

integrated circuit

input output control

internet protocol

[P security (protocol)

information technology

lightweight directory access protocol

mandatory access control

megabyte

megabytes per second

observation report

operating system

organizational security policy

one-time programmable

personal computer (\.'

peripheral component interconnect
L o\

public key 1nfrast'1‘*ucture

protection pr’\oﬁi?e

protectioVprofile assurance package

random access memory

random bit generator

random number generator

RPC
SAR
SC

SFP
SFR

14

remote procedure call

security assurance requirement
strict conformance

security function policies

security functional requirement
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SPA simple power analysis

SPD security problem definition

SSH secure shell

ST security target

STA SEcurity target assurance package
TCP transmission control protocol

TLS transport layer security

TOE target of evaluation

TSF TOE security functionality

TSFI TSF interface

USB universal serial bus

VPN virtual private network

5 Overview 2\
5.1 General

This clause introduces the main concepts of the,ISO/IEC 15408 series. It identifies the concept of the
Target of Evaluation (TOE), the target audience of the ISO/IEC 15408 series, and the approach taken to
present the material in the ISO/IEC 15408 &eries.

5.2 ISO/IEC 15408 series description

(
N\

5.2.1 General C
The ISO/IEC 15408 seriess presented as a set of distinct but related parts as identified below:
l’\ v

a) ISO/IEC 15408¢1, Introduction, and general model is the introduction to the ISO/IEC 13408
series. It definigs the general concepts and principles of IT security evaluation and preserjts a
general mo@el of evaluation;

b) ISO/IEC 15408-2, Security functional components establishes a set of functional components
thatserve as standard templates upon which security functional requirements (SFRs) for TOE$ are
based. ISO/IEC 15408-2 catalogues the set of security functional components and organizes them
imrfamilies and classes;

¢)* ISO/IEC 15408-3, Security assurance components establishes a set of assurance components
m—mﬂﬂmmvhdmwtyﬁsmmmw i i sed.

ISO/IEC 15408-3 catalogues the set of security assurance components and organizes them into
families and classes. ISO/IEC 15408-3 also defines evaluation criteria for PPs, STs and TOEs;

d) ISO/IEC 15408-4, Framework for the specification of evaluation methods and activities
provides a standardized framework for the specification of evaluation methods and activities
that may be included in PPs, STs and any documents supporting them, to be used by evaluators in
support of evaluations using the model described in the other parts of the ISO/IEC 15408 series.
ISO/IEC 18045 is fundamental to ISO/IEC 15408-4;
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e) ISO/IEC 15408-5, Pre-defined packages of security requirements provides packages of
security assurance and SFRs that have been identified as useful in support of common usage by
stakeholders. Examples of provided packages include the evaluation assurance levels (EAL) and the
composed assurance packages (CAPs).

In the application of the ISO/IEC 15408 series, a justification shall be provided whenever the
recommended option is not chosen.

I 4= £ 4l ICODC _4C 400 H 4] | 4= 1 1 lolial 1 Lanh} Ralals 1
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provides a list of supportive documents.

NOTE ISO/IEC 18045 provides the baseline methodology for IT security evaluations performed| in
accofdance with the ISO/IEC 15408 series.

5.2.2 Audience

5.2.2.1 General

There are five main groups with a general interest in evaluation of the security properties of TOEs:
congumers (risk owners), developers, technical working groups, evaluators and éthers. The information
predented in the ISO/IEC 15408 series has been structured to support the'rieéds of all of these groups
whig¢h are considered to be the principal users of the ISO/IEC 15408 seriés.)The groups can benefit from
the ¢riteria as explained in 5.2.2.2 through 5.2.2.6.

5.2.2.2 Consumers (Risk owners)

\ S
)
/

The|[SO/IEC 15408 series is written to ensure that evaluation fulfils the needs of risk owners as this is
the fundamental purpose and justification for the evaluation process.

RisK owners can use the results of evaluations to help decide whether a TOE fulfils their security needs.
These security needs are typically identified as a gesult of both risk analysis and policy direction. Risk
ownlers can also use the evaluation results to cofapare different TOEs.

The|ISO/IEC 15408 series gives risk owners,especially those in consumer groups and communities of
interest, an implementation-independent:structure, termed the PP, in which to express their security
reqyirements in an unambiguous manner.

5.2.2.3 Developers ,\\\

The[ISO/IEC 15408 series iSihtended to support IT product developers in preparing for and assisting
in the evaluation of theil TOEs and in identifying security requirements to be satisfied by those TOEs.
Thege requirements-ace’ contained in an implementation-dependent construct termed the Security
Target (ST). ThisST~may conform to one or more PPs to show that the TOE meets the security
reqyirements frérm-consumers as laid down in those PPs.

The|ISO/IEG:15408 series can then be used to determine the responsibilities and actions to provide
evidence that is necessary to support the evaluation of the TOE against these requirements. It also
defipes'the content and presentation of that evidence.

5.2.2.4 Technical working groups

The ISO/IEC 15408 series is intended to support technical working groups in preparing and developing
PPs, PP-Modules, PP-Configurations, packages and supporting documents or guidance. Technical
working groups can be composed of stakeholders including consumers (risk owners), developers,
evaluators, and academics.
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Evaluators
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The ISO/IEC 15408 series contains criteria to be used by evaluators when forming judgements
about the conformance of TOEs, STs, PPs and PP-Configurations to their security requirements. The
ISO/IEC 15408 series describes the general set of actions the evaluator is to carry out.

NOTE

The ISO/IEC 15408 series does not specify procedures to be followed in carrying out those actions.
More information on these procedures can be found in Clause 13.

5.2.2.6

While the ISO/IEC 15408 series is oriented towards specification and evaluation of the: [P sec
properties of TOEs, it can also be useful as reference material to all parties with an_interest i
responsibility for IT security. Some of the additional interest groups that can benefitfrom informg

Others

contained in the ISO/IEC 15408 series are:

a)

organizational IT security policies and requirements;

b)

solution (which can consist of or contain a TOE);

)

products;

d)

e)
f)

programs;

g)

Table 1 presents the interest of each part of ISO/IEC 15408 series to each of the audience groupingg.

Table 1 — F’oéd map to the “Evaluation criteria for IT security”

academia who perform research on the topic of IT security.

system custodians and system security officers responsible for detérmining and meg
auditors, both internal and external, responsible for assessing the adequacy of the security of g
security architects and designers responsible for the specification of security properties

accreditors responsible for accepting an IT solution for use within a particular environment;
sponsors of evaluation responsible for requesting@nd supporting an evaluation;

evaluation authorities responsible for the management and oversight of IT security evalug

b or

tion

ting

nlT

fIT

tion

B

parposes, and
for guidance on
the structure of
PPs, PP-Modules,

purposes, and
for guidance on
the structure of
PPs, PP-Modules,

purposes, and
for guidance on
the structure of
PPs, PP-Modules,

purposes, and
for guidance on
the structure of
PPs, PP-Modules,

LA Consumer : Technical work-
15408 . Developers . Evaluators Others
(Risk own ing groups
parts &
Should use)%r Should use for Should use for Should use for May use for bagk-
backg}r;f)u\nd infor- |background infor- |background infor- |background infor- |ground informa-
matioll reference |mation, reference |mation, reference |mation, reference |tion, reference

purposes, and
for guidance on
the structure o
PPs, PP-Moduld

f
S,

PP-Configurations, | PP-Configurations, |PP-Configurations, | PP-Configurations, | PP-Configuratipns,
Part1 |STsandcomposi- |STsand composi- |STsand composi- |STsand composi- |STsand compogi-

tion. tion. tion. tion. tion.

Shall use for the Shall use for the Shall use for the Shall use when

development of development of development of evaluating PPs,

security specifica- |security specifica- |security specifica- |PP-Configurations

tions and security |tions for TOEs. tions for packages, |and STs.

problem defini- PPs, PP-Modules

tions (SPDs) for and PP-Configura-

TOEs. tions.
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Table 1 (continued)

ance and reference
when formulating

ence when inter-
preting statements

ence when formu-
lating statements

reference when
evaluating secu-

SIS Consumers Technical work-
15408 . Developers . Evaluators Others
(Risk owners) ing groups
parts
Shall use for guid- |Shall use for refer- |Shall use for refer- |Shall use for May use for

reference when
reviewing secu-

Lok 4 £
STACCIITCIICS 0T

£ i £ £ it £ ad. £ e 1 i £ e 1
Ul octlul IL)’ TUIIC Ul otlul IL)’ TUIIC I lL_y TUInICLIivIidl I IL)’ TUIiCuIivIidl
security functional |tional components |tional components |components given |components given
components for in packages, PPs in packages, PPs in packages, PPs in packages, PPs
Part 2 their risk-environ- |and PP-Modules. |and PP-Modules. |and PP-Modules or |and PP-Module$s or
ment. security function- |security function-
Shall use when 1 : 1 : A
developing STs. al requirements al requirements
(SFRs) in STs. (SFRs) in'STs.
May use when for-
mulating security
functionality for IT
products.
Shall use for guid- |Shall use for refer- |Shall use for refer- |Shall use for May use for
ance and reference |ence when inter- |ence when formu- |reference when reference when
when determining |preting statements |lating statements |evaluatingsécu- reviewing secu-
the security assur- |of security assur- |of security assur- |rity functional rity functional
ance required for |ance components |ance components |components given |components given
their risk-environ- |in packages, PPs, in packages, PPs, in-packages, PPs, in packages, PPs,
ment. PP-Modules and PP-Modules and PP-Modules and PP-Modules and
Part 3 PP-Configurations. |PP-Configuratiofisy |PP-Configurations |PP-Configurations
Shall use when or security assur- |or security assur-
developing STs ance requirements |ance requirements
in STs. in STs.
May use when )
formulating or im-
proving develop-
ment processes.
Should use for Should use for Should use for Should use for May use for refer-
reference and reference purposes | reference purposes |reference purposes|ence purposes and
background in- and for guidance - |and for guidance |and for guidance |(for guidance in the
formation in the in the st(ucture in the structure of |in the structure of |structure of evalu-
structure of eval- |of evaltiation evaluation meth- |evaluation meth- |ation methods and
Part4 |yation method(s) q;gﬂh)d(s) and/or |ods and activities. |ods and activities. |activities.
and/or activities. ( activities. Should use when
P formulating specif-
C ,\ ) ic evaluation meth-
N ods and activities.
Should use.for Shall use when Shall use when Shall use for May use for refer-
reference in developing STs developing PPs, reference when ence in determin-
determining the claiming conform- |PP-Modules and evaluating PPs, ing the contents
contents of any ance to pre-de- PP-Configurations |PP-Modules and of any claimed
« claimed pre-de- fined packages of |claiming conform- |PP-Configurations |pre-defined pack-
O_) fined packages of |security require- |ance to pre-de- or STs claiming ages of security
H £ i
CUINIUT IIIAIICT LU

ik
STLUIILy TTUUITT

+
ITITIILS.

£3 | 1 £
ITIICU pa\,:\asca Ul

o i
ITCTUUITTIIICIILS.

Part5 |ments. Shall use for security require- |pre-defined pack-
reference when ments. ages of security
preparing a TOE requirements.
for evaluation
conformant to
pre-defined pack-
ages of security
requirements.
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5.3 Target of evaluation (TOE)

5.3.1 General

The ISO/IEC 15408 series is flexible in what is evaluated and is therefore not tied to the boundaries of
IT products as commonly understood. Therefore, in the context of evaluation the ISO/IEC 15408 series
uses the term “TOE” (Target of Evaluation).

While there are cases where a TOE consists of a complete IT product, this need not be the case. The|TOE
may be an IT product, a part of an IT product, a set of IT products, a unique technology that can never be
made into a product, or a combination of these.

As far as the ISO/IEC 15408 series is concerned, the precise relation between the TOE and any IT
products is only important in one aspect: the evaluation of a TOE containing only pattof an IT product
should not be misrepresented as the evaluation of the entire IT product.

EXAMPLE Examples of TOEs include devices characterized by few interfaces, redueed attack surface, gnd a
well-known supply chain:

— anetwork device;

— asoftware application;

— anoperating system;

— avirtualization system; J
— anintegrated circuit; /
— the cryptographic co-processor of an integrated Circuit;

— an application for a mobile device;

— a database application excluding the remote client software normally associated with that datdbase
application.

TOEs can also be more complex, characterized by alarge interface/large interfaces and/or number of componlents,
multiple manufacturing/integration-phases, field upgradeable products such as:

— alLocal Area Network (LA‘I\()’including all terminals, servers, network equipment and software;
— amobile device; ,\\)

— gateways and hub‘/.s; )

— asoftware aépl\ic)ation in combination with an operating system;

— amultifuhction device, such as a multi-function printer;

— aHardware Security Module (HSM).

5.3.2 TOE boundaries

£+l o CT
1.

T £ of o TN L | 1ok | ol o 1 H 43 4
1I'11C LUIILCPL Ul d 1UL UUuuucu_y IS5 TUITUdIIITIILAdl LU 11T DPCLIIILQLIUII \vjuwyieae)

A TOE may be a complete IT product (or products), a part of an IT product, or made up of various
components. The ST shall clearly outline the physical and logical scope of the TOE as it is delivered to
the customer.

Any parts of an IT product that are not within the TOE boundary are outside the scope of the evaluation
and are called non-TOE parts of the IT product.
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5.3.3 Different representations of the TOE

In the ISO/IEC 15408 series, a TOE can occur in several representations in relationship with the
assurance criteria:

NOTE These assurance criteria include testing (ATE) and vulnerability analysis (AVA), which require TOE
samples, some design (ADV_IMP), which require an implementation representation, e.g. source code, and lifecycle
(ALC), which requires the TOE’s configuration list.

EXAMPLE TOE representations for a software TOE:

— plistoffilesin a configuration management system;

— psingle master copy that has just been compiled;

— he source code for a specific version of an open-source distribution;
— pbox containing physical media and a manual, ready to be shipped to a customer;
— R binary file available for secure download;

— pninstalled and operational version.

TOE representations for a hardware TOE:

— [integrated circuit layout;

— [memory mappings; -
— wafers; /

— [modules.

All ¢f these are considered to be a TOE and wherevef’the term “TOE” is used in the ISO/IEC 15408
seri¢s, the context determines the representation that is described.

5.3.4 Different configurations of the TOE

In general, IT products can be configqred in many ways with different options enabled or disabled.
During an evaluation performed in@ceordance with the ISO/IEC 15408 series, it will be determined
whelther a TOE meets certain requirements. It is often the case that the guidance part of the TOE
congtrains the possible configm:étions of the TOE, i.e. the guidance for the TOE can be different from
the general guidance of the IT"prOduct.
\

EXAMPLE An operating gystem IT product: This product can be configured in many ways including, e.g. the
typep of users, number Qélsers, types of external connections allowed/disallowed, options enabled/disabled.

In general, if an IT\product contains or is a TOE then the configuration of the product will need to be
much more tightly controlled, since some configuration options can lead to a TOE not meeting the
reqyirements.

For thiscreason, there would be an expected difference between the guidance documentation for the
gengrahIT product, that can allow many configurations; and the guidance documentation for the TOE,

that may attow omnly one oronty asetof configurations thatdo ot differ imsecurity-refevamtways—

If the guidance documentation for the TOE allows more than one configuration, these configurations
are collectively called “the TOE” and each configuration shall meet the requirements levied on the TOE.

5.3.5 Operational environment of the TOE

Everything outside the TOE boundary belongs to the TOE operational environment. In the case where
the TOE is part of an IT product the IT product can have non-TOE parts. Such non-TOE parts are also
part of the operational environment of the TOE.
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The ST shall describe assumptions and define security objectives for the operational environment
which together with the security functionality provided by the TOE itself are necessary to mitigate the
threats, and to enforce organizational security policies (OSPs).

The security objectives for the operational environment may support the TOE security functionality.

The ST shall formulate clear requirements for the TOE environment in order to provide the user with
sufficient information to use the evaluated TOE properly.

EXAMPLE Secure key generation and injection premises and processes is an example of a security objeftive
for the operational environment which supports the TOE cryptographic services specified using FCS cemponents
from ISO/IEC 15408-2.

5.4 Presentation of material in this document

The general model is presented in Clause 6, which explains the concepts relating to the evaluatign of
the security functionality of IT products, the definition of the security probleny and the specificgtion
of security requirements addressing the security problem. Concepts relating to the specificatidn of
security requirements, packages, PPs, PP-Modules and PP-Configurations,-that relate to the needs of
risk-owners with similar security problems are introduced.

The means of specifying security requirements and the completion,of security components provide¢d in
ISO/IEC 15408-2 and ISO/IEC 15408-3 are explained in Clauses/Z-and 8.

The requirements and recommendations for the core constructs of packages, PPs, PP-Modules] PP-
Configurations and ST s, are explained in Clauses 9, 10, 13and 11.3.3.

The requirements and recommendations for evaluatién and evaluation results for TOEs, STs, PPs[and
PP-Configurations are found in Clause 13.

Finally, the topic of composing assurance is found in Clause 14.

6 General model

6.1 Background o
A
This clause presents the general concepts used throughout the ISO/IEC 15408 series, including
the context in which thé\ concepts are to be used and the approach for applying the conc¢pts.
ISO/IEC 15408-2, ISQ/‘fE?C 15408-3, ISO/IEC 15408-4, and ISO/IEC 15408-5 expand on the use of these
concepts and assume-that the approach described here is used. Further, for users of the ISO/IEC 13408

series who intend\td perform evaluation activities, ISO/IEC 18045 is applicable.
)

The ISO/IEG. 15408 series discusses security using a set of security concepts and terminology. An
understanding of these concepts and the terminology is a prerequisite to the effective use of the
ISO/IEC\15408 series. However, the concepts themselves are not intended to restrict the class ¢f IT
security problems to which the ISO/IEC 15408 series is applicable. Clause 6 assumes that the reader has
knewledge of IT security and it is not intended to act as a tutorial in this area.

6:2—Assets-and-security-controls

Security is concerned with the protection of assets within the operational environment.
EXAMPLE1 Anexample of an asset is the contents of a file or a server.

Examples of operational environments in the context of such an asset are:

— adata centre where the server is installed;

— acomputer network connected to the Internet which connects the server to the world;

— aLAN which connects the server to other servers and/or workstations;
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— the every-day environment of a user who uses information from the server or a particular file;
— ageneral office environment which provides communication facilities to the server and/or a particular file.

Many assets are in the form of information that is stored, processed, and transmitted by IT products
to meet requirements laid down by owners of the information. Information owners can require that
availability, dissemination, and modification of any such information are strictly controlled and that the
assets are protected from threats by security controls implemented in the operational environment.

Fi Ll bese highlevel | rolationchins.

NOTE ISO/IEC 27001 provides requirements for establishing, implementing, maintaining and continually
improving an information security management system including the specification of controls.

value
Owners , A
wish to minimise
impose
Controls
to reduce
Threat agents Risk
\
) to
giverise to ) X
that increase
Threats - Assets
to

wish to abuse and/or may damage

(
N\

Figure 1 & Security concepts and relationships

Q

(A
Safeguarding assets of 1nterest is the responsibility of owners who place value on those assets. Actual
or presumed threat agents\san also place value on the assets and seek to abuse assets in a manner
conffrary to the interests pﬁthe owner.

EXAMPLE 2 Examples of threat agents include hackers, malicious users, non-malicious users, who sometimes
make errors, computer processes and accidents.

The|owners. @f)the assets can perceive such threats as a potential source of impairment of the assets,
leadjing to.adecrease of their value. Security-specific impairment commonly includes, but is not limited
to, 1¢ss-0f asset confidentiality, loss of asset integrity and loss of asset availability.

Thesethreats theretore give rise to risKs to the assets, based on the likelihood of a threat being realized
and the impact on the assets when that threat is realized. Subsequently controls are imposed to reduce
the risks to assets. These controls can consist of IT-related controls (e.g. firewalls and smart cards) and
non-IT controls (e.g. guards and procedures). See also ISO/IEC 27001 and ISO/IEC 27002 for a more
general discussion on security controls and how to implement and manage them.

Owners of assets can be held responsible for those assets and therefore should be able to defend the
decision to accept the risks of exposing the assets to the threats.
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Two important elements in defending this decision are being able to demonstrate that:

— the controls are sufficient: if the applied controls do what they claim to do, the threats to the assets

are countered;

— the controls are correct: if the applied controls do what they claim to do.

these security controls.

ala ne aramala A A A

Many owners of assets lack the knowledge, expertise, or resources necessary to judge sufficienc

orre SS C S i ontrols 3 2 1C Ay Wis ely sc : assertions of the
developers of the security controls. These consumers can therefore choose to increase their confi
in the sufficiency and correctness of some or all of their security controls by ordering an evaluatign of

Figure 2 describes the evaluation concepts and relationships discussed in this clause.

y and

dpence

Evaluation
provides
Owners
require Q
Confidence
that
are
Controls Sufficient
N ‘.
A are and
Nyg therefore
Q minimise
l’\ v
"\ )
C )« Correct Risk
( ) and
therefore
minimise to
Assets

Figure 2 — Evaluation concepts and relationships

In an evaluation, the sufficiency of the security controls is analysed through a construct called the

security target (ST).
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6.3 Core constructs of the paradigm of the ISO/IEC 15408 series

6.3.1 General
The ISO/IEC 15408 series defines a flexible framework for the evaluation of IT products.

To allow consumer groups and technical communities to express their security needs, and to facilitate
authoring appropriate documents that express these needs, five constructs are provided in the

parddigm: package, PP, PP-Module, PP-Configuration and ST.

As an evaluation can need to meet varying assurance needs of consumers (risk owners),the
ISOAIEC 15408 series provides different tools including well-formed security assurance compotients
(ISO/IEC 15408-3) as well as a mechanism to define extended assurance components (ISO/IEC 15408-1).

Usetts of ISO/IEC 15408 series may also choose from pre-defined packages including those-for EALs
(baged on ISO/IEC 15408-5), or from a framework for defining evaluation methods and activities
(ISO/IEC 15408-4), and the associated evaluation methodology (based on ISO/IEC 18045).

6.3.2 Conformance types

Thre¢e different types of conformance to PPs and PP-Configurations have been defined to meet the
needs of consumers (risk owners). These are exact, strict and demonstrable conformance. They are
desdribed in detail in Annex E.

PPs,[PP-Modules and PP-Configurations shall specify a conformancetype.

STs [claim conformance to PPs and PP-Configurations according to their conformance types. PPs can
also|claim conformance to other PPs according to their conformance type.

Conformance types, conformance claims, and relatioiships of conformance types of PPs, PP-Modules
and |PP-Configurations are described in Annex E and*shall be used in conjunction with the clauses of
this|[document.

6.3.3 Communicating security requirements

(
N\

6.3.3.1 Packages C

Paclfages describe a set of relatedd security requirements that are frequently used together. Packages
are pften designed to be re-/uS'e?i bringing some comparability between those PPs, PP-Modules and STs
that|use them. %

O
Secyrity functional pz\fkages may be used to define security protocols, or other security functional
condepts.

Secyrity assurange packages may be used to define the conditions and processes such as specification,
design, development, testing and delivery under which the TOE is developed and configured.

Cor¢ requirements for packages can be found in Clause 9. Annex A provides additional information and
requifements about packages that shall be used in conjunction with the clauses of this document.

ISO/IEC 15408-3 provides evaluation criteria, and specific requirements for STs, PPs and PP-Modules
undergoing evaluation that may use packages and ISO/IEC 15408-5 provides some pre-defined
assurance packages that may be used by PP, PP-Module, PP-Configuration and ST authors.

6.3.3.2 Protection Profiles (PPs)

PPs describe a TOE type and the security assurance requirements (SARs) and security functional
requirements (SFRs) expected to be provided for that type of TOE.

PPs based on other PPs may be used to further refine a TOE type.
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PPs may take either a standard or a direct rationale approach.

Core requirements for PPs can be found in Clause 10 and further information is found in Annex B that
shall be used in conjunction with the clauses of this document.

ISO/IEC 15408-3 provides evaluation criteria for PPs.

6.3.3.3 PP-Modules and PP-Configurations

PP-Configurations build upon the concepts of PP and PP-Module.

A PP-Module may be used to refine the generic TOE type of a base PP, or to add security requiremjents
for particular technologies which may be optionally associated with the TOE type defined'in the pase
PPs. PP-Modules may also be based on other PP-Modules. Further, PP-Configurations‘coensist of a[TOE
type and set of requirements specified in several PPs and possibly PP-Modules_(these are the PP-
Configuration components).

This concept is described in more detail in Clause 11 and Annex C.

EXAMPLE A PP-Module describes the SFRs for Bluetooth technology. Another PP-Module describes the SFRs
for wireless LAN clients. Using a PP-Configuration, the SFRs for each of these technologies can be combined jwith
PPs describing a TOE type, such as an operating system PP, or a mobile deviee’PP. In this context the PP descrjbing
the TOE type is referred to as a base PP. A PP-Configuration describes which PPs and PP-Modules are combingd to
present a specification that includes all the requirements given in theappropriate PPs and PP-Modules.

In this example it would be possible to specify six PP-Configuratioss:

a) operating system with Bluetooth, /
b) operating system with Wireless client,

c) operating system with Bluetooth and Wireless\¢lient,

d) mobile device with Bluetooth, (

e) mobile device with Wireless client,

f)  mobile device with Bluetooth and-Wireless client.
e
6.3.3.4 Security Target\s {STs)

r\\7

(

6.3.3.4.1 General/\ \

The clause prese‘n‘,ts’a.l simplified view of the ST construct. A more detailed and complete descriptign of
the ST conceptaiid the content requirements can be found in 11.3.3 and Annex D which shall be us¢d in
conjunction with the clauses of this document.

[SO/IE€15408-3 provides evaluation criteria and specific requirements for STs undergoing evaluation.

6.3.3.4.2 Purpose ofa ST

DN

The-STtsakey document-that begins-with-determining thesecurity problemdefinitton {SPBjfor the
TOE. This includes specifying the assets to be protected and the threats to those assets. The ST then
considers any relevant assumptions and describes the security controls that need to be in place in order
to demonstrate that these threats are countered. If the security controls do what they claim to do, the
threats are countered.

The two groups of security controls are:

a) the security objectives for the TOE: these describe the security control(s) for which correctness
will be determined in the evaluation;
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b)

The

The
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the security objectives for the operational environment: these describe the security controls for
which correctness will not be determined in the evaluation.

reasons for this division are:

the ISO/IEC 15408 series is suitable for assessing the correctness of IT development and production
environments and product life cycle management. Security controls required from the operational
environment are out of the scope of the evaluation according to the ISO/IEC 15408 series.

nssessing the correctness of security controls costs time and money, possibly making it infeasible to
nssess the correctness of all security controls.

the correctness of some security controls can already have been assessed in another evaluation. It
is therefore not cost-effective to assess this correctness again.

ST further details the security objectives for the TOE by means of specifying SFRs\These SFRs
be formulated in a standardized language, described in ISO/IEC 15408-2, to ensure precision and

faciTtate comparability.

mmary, the ST demonstrates that:
the SFRs meet the security objectives for the TOE;

the security objectives for the TOE and the security objectives for the operational environment
address the SPD and, in particular, counter the threats;

-’

and therefore, the SFRs and the security objectives for the ‘operational environment address the
SPD and, in particular, counter the threats.

n this it follows that a correct TOE, i.e. a TOE that meets the SFRs in combination with a correct
ational environment that meets the security objectives for the operational environment, will
ter the threats. In 6.3.3.4.3 and 6.3.3.4.4 correctness of the TOE and correctness of the operational

environment are discussed separately.

Ins
the

A ST
PP-(
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me cases, defining a ST that omits security objectives for the TOE and directly maps the SFRs to

$PD is appropriate. This is a “Direct Rationale” ST, and is explained in detail in 11.3.3 and Annex D.

may be defined as standalone document for a specific TOE or may conform with a pre-existent
onfiguration or one or several pre-existent PP(s). These documents allow for generic definitions
TOE type to be made allow}ng for comparability in evaluation results between TOEs as well as
iencies to be made. _(
N )}
ages, PPs, PP- Modulgs,and PP-Configurations that may contribute to the specification of a ST are
bduced in 6.3.3.1, 63)3.2 and 6.3.3.3.

.3.4.3 Corréctness of the TOE

DE cansbe incorrectly designed and implemented and therefore contain errors that lead to
erabilities. By exploiting these vulnerabilities, attackers can be able to damage and/or abuse the
tS:

These vulnerabilities can arise from, e.g. poor design, accidental errors made during development,
intentional addition of malicious code, poor configuration management.

Tod

26

etermine the correctness of the TOE, various activities may be performed such as:
testing the TOE;
examining various design representations of the TOE;

examining the physical security of the development environment of the TOE.
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The ST provides a structured description of these activities to determine correctness in the form of
SARs. These SARs shall be formulated in a standardized language described in ISO/IEC 15408-3 to
ensure precision and facilitate comparability.

If the SARs are met, there exists assurance in the correctness of the TOE and the TOE is therefore less
likely to contain vulnerabilities that can be exploited by attackers. The amount of assurance that exists
in the correctness of the TOE is determined by the SARs themselves.

6.3.3.4.4 Correctness of the operational environment

The operational environment can also be incorrectly specified or implemented and therefore’ contain
errors that lead to vulnerabilities. By exploiting these vulnerabilities, attackers can damage and/or
abuse the assets.

However, in the ISO/IEC 15408 series, no assurance is obtained regarding the. correctness of the
operational environment, i.e. the operational environment is not evaluated.

As far as the evaluation is concerned, the operational environment is_assumed to be a cojrect
instantiation of the security objectives for the operational environment.

This does not preclude a consumer of the TOE from using other methods to determine the correctpness
of this operational environment.

EXAMPLE1 If, for an Operating System TOE, the security objectives for the operational environment ftate
“The operational environment ensure that entities from an untxiisted network can only access the TOE ysing
the FTP protocol”, the consumer can select an evaluated firewall, and configure it to only allow FTP access tp the
TOE. A

EXAMPLE 2 If the security objectives for the operational environment state: “The operational environment
shall ensure that all administrative personnel do not beliave maliciously”, the consumer can adapt their contfacts
with administrative personnel to include punitive~sanctions for malicious behaviour, but this determinatipn is
not part of an evaluation using the ISO/IEC 15408'series as a basis.

NOTE The Internet is an example of an\untrusted network.

6.3.4 Meeting the needs of consumers (risk owners)

N\

6.3.4.1 General o

N
Consumers (risk ownefs) can have different approaches for obtaining the assurance that the products
they use to address the SPD. 6.3.4.2 and 6.3.4.3 introduce these approaches. Moreover, ISO/IEC 15408-4
provides methoggta define specific evaluation activities for the assurance requirements.
\ )
6.3.4.2 Single assurance evaluation

Single assurance evaluation is the type of evaluation that has been specified in previous revisions of the
ISO/IEG 15408 series. In single assurance evaluation a single set of SARs are applied to the entire T|OE.

The single assurance evaluation paradigm:

— requires that the entire TOE has been subject to the same SARs;
— isused when a single set of SARs are commensurate with the security needs for the TOE.

A single assurance evaluation is based on an ST that may claim conformance with PP(s), or a PP-
Configuration but is reliant on all claimed PPs or PP-Configuration components specifying identical
sets or supersets of security assurance components. An evaluation based on an ST that does not make
any conformance claim with PPs or a PP-Configuration is by its nature a single-assurance evaluation.

© ISO/IEC 2022 - All rights reserved 27


https://standardsiso.com/api/?name=46b3af48e1ceb41cee834d98fa91ebd4

ISO/IEC 15408-1:2022(E)

6.3.4.3 Multi-assurance evaluation

The

multi-assurance evaluation paradigm consists in applying different assurance requirements to

different parts of the TSF (sub-TSFs), while enforcing a global set of SARs for the entire TOE.

The

multi-assurance evaluation paradigm:

addresses heterogeneous IT products where different security needs require a different assurance

azithin 2 cinagle ceuvaluation:
o T

Tech
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a fin
may
card
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ensures that the multiple assurance requirements are sound with regard to the security needs forn
the IT product.

nically, a multi-assurance evaluation is driven by a ST that conforms with one (and only orde}-multi-
rance PP-Configuration. The multi-assurance PP-Configuration ensures that applying-different
rance requirements to different parts of the TSF is consistent with their security needs. In this
ation approach, each sub-TSF enforces some security functionality, e.g. an authentieation protocol,
ewall policy, the boot process, encryption/decryption operations, and in some.cases, the sub-TSF
be associated with a subset of TOE components, for instance a TPM, a crypfographic library or a
reader.

multi-assurance paradigm is relevant, in particular, in the following situations:

n product where some security functionality requires a higher assuirance than the rest, e.g. a key
storage and processing unit, a secure boot module;

-’

a product where some parts of the security functionalitydgnot require the same high evaluation
assurance as other more exposed parts, for instance an internet gateway with support for personal
area network protocols;

A family of products where some security functieliality is shared across all the products with the
same assurance, and some security functionality-is implemented in different ways for different use
cases, for instance in a tamper-resistant moditle orin a software module or through COTS, requiring
p different assurance;

An example is a family of biometric authentication devices, with either match-on-device or match-
on-SE, or both. This can give riseto' a PP for the authentication device excluding the matching
function, and two PP-Modules fér the different types of matching functions, each with a dedicated
set of assurance requiremen\s.‘Three PP-Configurations can be defined for the device: PP with each
of the PP-Modules, PP withboth PP-Modules. A similar situation arises, for instance, for a family
of mobile applications \thch uses either software crypto library secured by with-box techniques
or a hardware-based §rypto library, or for a family of payment terminals with either IC and/or
magstripe readers,\f )

i-assurance is also relevant for products claiming conformance to different PPs with different
rance packages: by defining and evaluating a PP-Configuration, the multi-assurance paradigm
vs better-control over possible inconsistencies between these PPs. The evaluation of electronic
ports implementing both Basic Access Control and Extended Access Control constitutes a typical
nple, as these access control mechanisms are subject to different security problems and assurance
ifements.

requ
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7 Specifying security requirements
7.1 Security problem definition (SPD)

7.1.1 General

The SPD defmes the securlty problem that is to be addressed and may appear in PPs, PP- Modules

the SPD falls out51de the scope of the ISO/IEC 15408 series.

SPD elements can be associated with configurations or requirements that are optional for the/given
type, for example, in a case where the TOE is distributed, or where optional functional requirement
outlined in 7.3.2.6) are specified. This is allowed as long as the optional nature of the SRD elements

any associated objectives and functional requirements) are identified as specified in this document.

NOTE1 The usefulness of the results of an evaluation strongly depends on the quality of the SPD. It is ther
often worthwhile to spend significant resources and use well-defined processes ahd-analyses to derive a
SPD. ISO/IEC 15446 presents guidance in regard to deriving an SPD.

NOTE 2  According to ISO/IEC 15408-3, it is not mandatory to have statentents in all sections. A PP with th
does not need to have OSPs and vice versa. Also, any PP can omit assumptions.

NOTE3  Where the TOE is physically distributed, it is preferableté discuss the relevant threats, OSPs
assumptions separately for distinct domains of the TOE operational.environment.

-’
N

7.1.2 Threats )

The SPD describes the threats that are to be countered by the TOE, its operational environment,
combination of the two.

)

A threat consists of an adverse action performed by a threat agent on an asset.
Adverse actions influence one or more.properties of an asset from which that asset derives its valu

Threat agents may be described as‘individual entities, but in some cases, it is preferable to desq
them as, e.g. types of entitieSﬁr.oups of entities.

EXAMPLE 1 "

NN
Examples of threat agents are:
/\ )

O-
)

— hackers;

-
— users; N\
— computer’processes;

— accidents.

Threat agents can be further described by attributes such as expertise, resources, opportunity,
motivation.

and
ing

TOE
s (as
(and
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EXAMPLE 2

Examples of threats are:

— a hacker (with substantial expertise, standard equipment, and being paid to do so) remotely copying

confidential files from a company network;
— aworm seriously degrading the performance of a wide-area network;
— asystem administrator violating user privacy;

— someone on the Internet listening in on confidential electronic communication.
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7.1.3 Organizational security policies (OSPs)

The SPD describes the OSPs that are to be enforced by the TOE, its operational environment, or a
combination of the two.

OSPs are security rules, procedures, or guidelines imposed in the operational environment. OSPs can be
made by an organization controlling the operational environment of the TOE, or they can be made by
legislative or regulatory bodies. OSPs can apply to the TOE and/or the operational environment of the

TOE
EXAMPLE Examples of OSPs are:

— [All products thatare used by the government shall conform to the national standard for password generation
and encryption”;

— [Only users with system administrator privilege and clearance of Department Secret shallnbe“allowed to
manage the Department Fileserver”.

7.1.4 Assumptions

The[SPD describes the assumptions that are made on the operational environment in order to be
able| to provide security functionality. If the TOE is placed in an operatiofial environment that does
not meet these assumptions, there is a possibility that the TOE will_be)unable to provide all of its
secyrity functionality. Assumptions may be on physical, personnel and-éonnectivity of the operational
environment.

EXAMPLE Examples of assumptions are: \
— pssumptions on the non-TOE part of the product;
— itis assumed that the TOE will be integrated into ardevice that provides a hardware-based root of trust.

— pssumptions on physical aspects of the operationalerivironment;

— it is assumed that the TOE will be placéd in a room that is designed to minimize electromagnetic
emanations;

— itis assumed that the administratonconsoles of the TOE will be placed in a restricted access area.
— pssumptions on personnel aspects 0f the operational environment;

— itisassumed that useryo}%he TOE will be trained sufficiently in order to operate the TOE;

— itis assumed that us)é"s‘of the TOE are approved for information that is classified as National Secret;
— itis assumed thgt {\1$ers of the TOE will not write down their passwords.

— pssumptions en‘connectivity aspects of the operational environment;

— itis aSsumed that a PC workstation with at least 10GB of disk space is available to run the TOE on;

— itlis'assumed that the TOE is the only non-0S application running on this workstation;

—_ it is assumed that the TOE will not be connected to an untrusted network.

NOTE During an evaluation, these assumptions are considered to be true: they are not tested in any way.
For these reasons, assumptions can only be made on the operational environment. Assumptions can never
be made on the behaviour of the TOE because an evaluation consists of evaluating assertions made about the
TOE and not by assuming that assertions on the TOE are true. Nevertheless, the ST, PP and PP-Configuration
evaluations help detect unrealistic assumptions for the type of TOE and operational environment, which can
become unacceptable.
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7.2 Security objectives

7.2.1 General

The security objectives are a concise statement of the intended solution to the security problem. The
role of the security objectives is threefold:

a)

provide a high-level, natural language solution of the problem. The security objectives consist of a

b)

)

7.2.2 Security objectives for the TOE

set of statements without overly much detail that together form a high-level solution to the security
problem. The level of abstraction of the security objectives aims at being clear and understandable
to knowledgeable potential consumers of the TOE. The security objectives are in naturaljlanguage;

divide this solution into two part-wise solutions, that reflect the roles of the TOE and its
operational environment to address each part of the problem. In a ST the high-level secyrity
solution, as described by the security objectives, is divided into two part-wise solutions. These
part-wise solutions are called the security objectives for the TOE and the secufity objectives for the
operational environment;

demonstrate that these part-wise solutions form a complete solution tethe problem.

The TOE provides security functionality to solve a certain part.of the problem defined by the SPD. [This
part-wise solution is called the security objectives for the TOE and consists of a set of objectives|that

the TOE shall achieve in order to solve its part of the problem:.

EXAMPLE Examples of security objectives for the TOE aré:

)

“The TOE shall keep confidential the content of all.files transmitted between it and a Server”;

“The TOE shall identify and authenticate allusers before allowing them access to the Transmission Sefvice
provided by the TOE”;

“The TOE shall restrict user access to~data according to the Data Access policy described in Annex 3 df the
PP”. X

If the TOE is physically distxa’btited, it is preferable to subdivide the section containing the secyrity

objectives for the TOE into several subsections to reflect this.

NOTE In Direct Ratipﬁa}e STs security objectives for the TOE are not included: See D.4.

N\
7.2.3 Security ijectives for the operational environment
.

)]

)
The operationa}*environment of the TOE implements technical and procedural measures to assis
TOE in corkectly providing its security functionality (which is defined by the security objective
the TOE),‘This pair-wise solution is called the security objectives for the operational environment]
consists of a set of statements describing the goals that the operational environment shall achieve.

F the
5 for
and

EXAMPLE

Examples of security objectives for the operational environment are:

“The operational environment shall provide a workstation with the OS Linux version 3.01b to execute the
TOE on”;

“The operational environment shall ensure that all human TOE users receive appropriate training before
allowing them to work with the TOE”;

“The operational environment of the TOE shall restrict physical access to the TOE to administrative personnel
and maintenance personnel accompanied by administrative personnel”;

“The operational environment shall ensure the confidentiality of the audit logs received from the TOE on the
Audit Server”.
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If the operational environment of the TOE consists of multiple physical sites, each with different
properties, it is preferable to subdivide the section containing the security objectives for the operational
environment into several sub-sections to reflect this.

Third party components that shall not be evaluated due to unavailability of evaluation evidence are
included in the operational environment, and the security objectives for the operational environment
shall include that the third-party component works as intended.

7.2.4 Relation between security objectives and the SPD
STs,|PPs, PP-Modules and packages also contain a security objectives rationale containing two sections:
a) ftracing that shows which security objectives address which SPD-elements;

b) | set of justifications that shows that all SPD-elements are effectively addressed by, the security
objectives.

NOTE In Direct Rationale PPs a rationale for security objectives in the TOE is not included. See D.4.
EXAMPLE A threat “T17: Threat agent X reads the Confidential Information in transit between A and B”, a

secufity objective for the TOE: “OT12: The TOE shall ensure that all information transmitted between A and B is
kept|confidential”, and a demonstration “T17 is directly countered by OT12”.

7.2.5 Tracing between security objectives and the SPD

Theltracing shows how the security objectives trace back to the SPD‘:elements and that:

)
/

a) [there are no spurious objectives;

Each security objective traces to at least one SPD-elgment.

b) |the security problem definition is completely covered;

Each SPD-element has at least one securityiebjective tracing to it;
€) fhe tracing is correct.

Since assumptions are always made by the TOE on the operational environment, security objectives
for the TOE do not trace back to assumptions. The tracings allowed by ISO/IEC 15408-3 are depicted

Security Policies

in Figure 3. ’\\\
I'___________f'—‘ ___________________________________ A
I S Security Problem Definition |
| |
| ) |
Organisational .
| Threats 8 Assumptions |
[ |
[ |
[ |

Security objectives Security objectives
for the TOE for the operational

environment

Figure 3 — Tracings between security objectives and the SPD

Multiple security objectives may trace to the same threat, indicating that the combination of those
security objectives counters that threat. A similar argument holds for OSPs and assumptions.
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7.2.6 Providing a justification for the tracing

The security objectives rationale also demonstrates that the tracing is effective: All the given threats,
OSPs and assumption are addressed (i.e. countered, enforced, and upheld respectively) if all security
objectives tracing to a particular threat, OSP or assumption are achieved.

This demonstration analyses the effect of achieving the relevant security objectives on countering
the threats, enforcing the OSPs and upholding the assumptions and leads to the conclusion that this is

imdeedthetase:
In some cases, where parts of the SPD very closely resemble some security objectives, the demaonstrdtion

can be straightforward.

7.2.7 On countering threats

Countering a threat does not necessarily mean removing that threat, it can.also mean sufficigntly
diminishing that threat or sufficiently mitigating the associated risk.

EXAMPLE Examples of removing a threat are:

— removing the ability to execute the adverse action from the threat agent;
— moving, changing, or protecting the asset in such a way that the adverse action is no longer applicable tp it;
— removing the threat agent, e.g. removing machines from a network that frequently crash that network.

-’

Examples of diminishing a threat are: X

— restricting the ability of a threat agent to perform advérse actions;
— restricting the opportunity to execute an adverse action of a threat agent;
— reducing the likelihood of an executed adverse action being successful;
— reducing the motivation to execute an adverse action of a threat agent by deterrence;
— requiring greater expertise or greater resources from the threat agent.
Examples of mitigating the effe(?s of-a threat are:
— making frequent back-lxpﬁ of the asset;
— obtaining spare copfegg)f an asset;
/\ )
— insuringan a;ss\eti %

)
— ensuring thavsuccessful adverse actions are always timely detected, so that appropriate action can be tgken.

7.2.8 <Seécurity objectives: conclusion

Based  on the security objectives and the security objectives rationale, the following conclusign is
drawn: If all security objectives are achieved then the security problem as defined in SPD is solved. All
threats are countered, all OSPs are enforced, and all assumptions are upheld.

NOTE The ASE_SPD family in ISO/IEC 15408-3 supports this determination.
7.3 Security requirements

7.3.1 General

As mentioned in 6.3.3.4 and 6.3.3, packages, PPs, PP-Modules, PP-Configurations and STs specify the
detailed security requirements applicable to a TOE that have been derived from the stated SPD. SFRs
and SARs shall be drawn from security components defined in ISO/IEC 15408-2 and ISO/IEC 15408-3
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respectively, which are a template for security requirements written in a standardized language.
The process of deriving a security requirement from a security component involves digesting the
components and is known as “completion”.

NOTE1 In Clause 7, the term “author” includes authors of STs, PPs, PP-Modules, PP-Configurations and
packages.

Security requirements are specified as a result of the description of the in a ST and possibly PP, PP-
Modwe—andpackages—Seecurityrequirements—are—specified-bya—-choosing 6 =2 i
ISOAIEC 15408-2, ISO/IEC 15408-3 or that have been defined as extended components in accordance
with 8.4. The tailoring process uses the operations in 8.2.

NOTE 2  Since a ST specifies the security requirements for a specific TOE it presents only fully completed
components. PPs, PP-Modules and packages often present uncompleted security components allowing authors
basing documents upon them appropriate flexibility.

Thelsecurity requirements consist of two groups of requirements:

a) [the security functional requirements (SFRs): a description of how the TOE addresses the SPD in a
standardized language;

b) [the security assurance requirements (SARs): a description of how assdrance is to be gained that
he TOE meets the SFRs.

NOTE 3  SARs concern the adherence of the TOE to the ST. SARs play notrole in the coverage of the SPD, which
is coyered by security objectives and SFRs. J

Thesge two groups are discussed in 7.3.2 and 7.3.3. /
7.3.2 Security Functional Requirements (SFRs}

7.3.2.1 General

The|SFRs contribute to fulfil the TOE’s SPD-and address the security objectives defined for the TOE.
They are usually at a more detailed level of.abstraction, but they have to be a complete translation (the
secyrity objectives for the TOE shall be ¢émpletely addressed). The ISO/IEC 15408 series requires this
trangslation into a standardized language for the following reasons:

— [to provide a precise descrigr\}dn of what is to be evaluated. As security objectives for the TOE are
sually formulated in natasal language, translation into a standardized language enforces a more
precise description of tlie)functionality of the TOE;

— o allow comparisof,r between two STs. The standardized language enforces using the same
erminology and \concepts. This allows comparison of STs even when authors use different
erminology if.describing their SPD and security objectives (this situation does not arise when the
STs conformto the same PPs or PP-Configuration).

In the context’of PPs and PP-Modules, the SFRs shall be independent of any specific technical solution
(implementation).

There=isng anslation reguired-in-this document for the security ghiectives for the gperationa

environment, because the operational environment is not evaluated and does therefore not require a
description aimed at its evaluation.

NOTE1 See the Bibliography for items relevant to the security assessment of operational systems.

NOTE 2 It can be the case that parts of the operational environment are evaluated in another evaluation, but
this is not within the scope of the ISO/IEC 15408 series.

EXAMPLE An operating system TOE can require a firewall to be present in its operational environment.

Another evaluation can subsequently evaluate the firewall, but this evaluation has nothing to do with the
evaluation of the OS TOE.
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7.3.2.2 How this translation is supported
The ISO/IEC 15408 series supports this translation in three ways:

a) By providing a pre-defined “language” designed to describe precisely what is to be evaluated. This
language is defined as a set of components defined in ISO/IEC 15408-2. The use of this language as
a well-defined translation of the security objectives for the TOE to SFRs is mandatory, though some
exceptions exist and are given in 8.4;

b) By providing operations: mechanisms that allow the author of the package, ST, PP or PP-ModuIle to
complete and modify the SFRs to provide a more accurate translation of the security objectives for
the TOE or TOE type. This document defines the four allowed operations: assignment,/selecfion,
iteration, and refinement. These are described further in 8.2;

c) By providing dependencies: a mechanism that supports a more complete translation to SFRg. In
ISO/IEC 15408-2 language, an SFR may have a dependency on other SFRs. This signifies that iffa ST
uses that SFR, it generally needs to use those other SFRs as well. This makésjit much harder for the
ST author to overlook including necessary SFRs and thereby improves the-completeness of the ST.
Dependencies are described further in 8.3.

7.3.2.3 Relation between SFRs and security objectives
Packages, PPs, PP-Modules and STs contain a SFRs rationale, cofisisting of two sections:
a) atracing that shows which SFRs address which security.abjectives for the TOE;

b) a set of justifications that shows that all security obj“éctives for the TOE are effectively addrefssed
by the SFRs. Y

NOTE In the Direct Rationale approach the tracing and rationale is provided between the SFRs and the [SPD.

7.3.2.4 Tracing between SFRs and the secﬁrity objectives for the TOE
The tracing shows how the SFRs trace back to the security objectives for the TOE as follows:
a) no spurious SFRs: Each SFR traces back to at least one security objective;

Ve
b) complete with respect ta the security objectives for the TOE: Each security objective for the TOH has
atleast one SFR tracing to it.

l’\ v

Multiple SFRs may tfag€ to the same security objective for the TOE, indicating that the combinati¢n of
those security recw;r‘ements meets that security objective for the TOE.
.
)

7.3.2.5 Previding a justification for the tracing

The SFRs-rationale demonstrates that the tracing is effective: if all SFRs tracing to a particular secyrity
objective for the TOE are satisfied, that security objective for the TOE is achieved.

This demonstration analyses the effects of satisfying the relevant SFRs on achieving the secuyrity
objective for the TOE and lead to the conclusion that this is indeed the case. T

7.3.2.6 Special types of SFR

SFRs can be designated in packages, PPs and PP-Modules as optional requirements or selection-based
requirements.

A. Optional requirements

Optional requirements are “optional” in the sense that they do not need to be included in a PP/ST in
order for the PP/ST to claim conformance (of any type) to a PP or PP-Configuration.
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Packages, PPs and PP-Modules may define optional requirements in one of two categories. Each category
is specified explicitly by the author.

The first category of optional requirements is elective. Requirements in this category do not need
to be included in a PP/ST in order for the PP/ST to claim conformance (of any type) to the PP or PP-
Configuration where the requirement is defined. In this case, it is not obligatory that the PP/ST includes
the requirement, even if the TOE implements the functionality described by the requirement.

The rsecond category of uptiuual requiremrents—ts conditiomat—Hthe—T6E illlp}clllclltb the—described
fundtionality then the optional requirement shall be included in the PP/ST. If the TOE does not
implement the functionality covered by the optional requirement, then the requirement is not included
in the PP/ST.

NOTE Optional requirements can be written in response to SPD-elements that exist in the packagé; PP or PP-
Modple, or SPD-elements that are specifically associated with the requirement. Such associations are_identified
in the package, PP or PP-Module. A Direct Rationale package, PP, PP-Module or ST do not define security objectives
for gptional requirements that have associated SPD elements, while a regular package, PP-BP-Module or ST
inclydes security objectives for the associated SFRs and SPD elements.

B. S¢lection-based requirements

Paclfages, PPs and PP-Modules may identify a set of selection-based SERS/In this case, the author
additionally ensures that the package/PP/PP-Module clearly indicates the dependencies between a
parﬂ;cular selection in a security functional component and/or SFR\included in the package/PP/PP-
Module and the associated selection-based SFR(s) that shall be in¢luded if that selection is chosen by
another PP/ST author. This is explained in 8.2.4.2. 3

\ S
)
/

7.3.8 Security assurance requirements (SARs)

7.3.83.1 General NG

The[SARs are a description of how the TOE is to be evaluated that may be defined in packages, PPs, PP-
Modules, PP-Configurations and STs. This description uses a standardized language for two reasons:

— lto provide a precise description of how'the TOE is to be evaluated;

— [to allow comparison between(two STs. The standardized language enforces using the same
erminology and concepts.  *

N
Thiq standardized language {s Yendered by components defined in ISO/IEC 15408-3, and permitted
opefations are defined in Glause 8. The use of this language is mandatory, though some exceptions
exisf. The ISO/IEC 15408.series enhances this language in two ways:

)
a) By providing oper?ftions: mechanisms that allow the package/PP/PP-Module/PP-Configuration/ST
uthor to medify the SARs. The ISO/IEC 15408 series has four operations: assignment, selection,
iteration, and'refinement. These are described further in 8.2;

b) By providing dependencies: a mechanism that supports consistent choice from other SARs to
omplete the depending SAR. In ISO/IEC 15408-3 language, a SAR can have a dependency on
ther SARs. This signifies that if a package/ PP/PP-Module/PP-Configuration/ST uses that SAR,

it generally needs to use those other SARs as well. This makes it much harder for the author to
overlook including necessary SARs and thereby improves the completeness of packages, STs, PPs,
PP-Modules and PP-Configurations. Dependencies are described further in 8.3.

NOTE The SARs defined in ISO/IEC 15408-3 do not use assignments or selections. However, it is possible to
define extended assurance components which allow those operations.
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7.3.3.2 SARs and the security requirement rationale

Assurance packages, PPs, PP-Modules, PP-Configurations, and STs also contain a security requirem
rationale that explains why the chosen set(s) of SARs are deemed appropriate.

ents

NOTE In the case of exact conformance a PP-Module inherits the SARs from its PP-Module Base hence no

rationale for the SARs is required.

SARs contribute to the confidence that a risk owner can p]nr‘p in an evaluation Manv SARs given in

ISO/IEC 15408-3 relate to the design and development processes used in the implementation of a
by a developer and to developer testing. Some SARs relate to an operational TOE such as secure-deli
process and flaw remediation. Some SARs relate specifically to evaluator vulnerability ahalysis
independent functional and penetration testing.

EXAMPLE An example of an inconsistency in the selection of SARs is if the SPD mentions threats wher
threat agent is very capable, and a low (or no) vulnerability analysis (AVA_VAN) is included‘in the SARs.

7.3.4 Security requirements: conclusion

In the SPD section of a functional package/PP/PP-Module/ST, the security problem is define

TOE
very
and

b the

d as

consisting of the SPD-elements: threats, OSPs and assumptions. In thésecurity objectives section of the

functional package/PP/PP-Module/ST, the solution is provided in the‘form of two sub-solutions:

— security objectives for the TOE;

— security objectives for the operational environment.{,

N

Additionally, the security objectives rationale is provided to justify that the security problem is sg
if all security objectives are met.

lved

In the security requirements section, the security objectives for the TOE are translated to SFRs and a

security requirements rationale is provided,showing that if all SFRs are satisfied, all security objecf
for the TOE are achieved.

Additionally, a set of SARs is providedyto show how the TOE is evaluated, together with an explang
for selecting these SARs. The set.of SARs shall be in line with the security expectations derived f
the SPD. The explanation for ;AR selection shall be made in the SAR rationale.

The operational environ ent itself is not within the scope of the evaluation, although when the
assurance class is includgg in a ST then the TOE guidance shall fully reflect these security objective
the operational envipehiment and is assessed as part of the evaluation using the AGD class.

\

All of the above,aré combined into the statement: “If all SFRs and SARs are satisfied and all secirity

objectives for-the’operational environment are achieved, then there exists assurance that the sec
problem as‘defined in ASE_SPD is solved: all threats are countered, all OSPs are enforced, an
assumptions’are upheld.” This is illustrated in Figure 4.

ives

tion
rom

AGD
s for

rity
1 all
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Security Problem Definition

Organisational
Security Policies

\

Threats Assumptions

Y

Security objectives Security objectives

for the TOE

Security functional
requirements

for the operational
environment

Security assurance
requirements

Figure 4 — Relations between the SPD, the security objectives, and the security requirements

)
/

The|amount of assurance obtained through an evaluationdis defined by the SARs, and whether this
amojunt of assurance is sufficient to risk-owners using the ST is described in the explanation given for
chogsing these SARs.

8 PSecurity components

8.1| Hierarchical structure of security components

3

8.1.1 General

\\

ISOAIEC 15408-2 and ISO/IEC 15408-3 provide catalogues of security components that shall be
used when specifying secuhty requirements. The catalogues have organized the components into a
hierprchical structure at;fo’ur levels:

— [classes, consisting\:)f;

— [families, consisting of;

— fcompotients, consisting of;

— elements, which cannot be decomposed.

8.1.2 C(Class

The requirements for functional classes are given in ISO/IEC 15408-2: 2022, 6.1.2. The requirements
for assurance classes are given in ISO/IEC 15408-3: 2022, 6.2.

A class consists of a set of families.

EXAMPLE An example of a class is the “FIA: Identification and authentication” class that is focused at
identification of users, authentication of users and binding of users and subjects.
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8.1.3 Family

The requirements for functional families are provided in ISO/IEC 15408-2: 2022, 6.1.3. The requirements

for assurance families are given in ISO/IEC 15408-3: 2022, 6.3.

A family consists of a set of components.

EXAMPLE An example of a family is the “User authentication (FIA_UAU)” family which is part of the “FIA:

Identification and authentication class”. This family concentrates on the authentication of users

8.1.4 Component

The requirements for functional component structure are provided in ISO/IEC 15408-2:2022, 6.1.4
requirements for assurance components are given in ISO/IEC 15408-3:2022, 6.4.

A component consists of a set of elements.

EXAMPLE An example of a component is “FIA_UAU.3 Unforgeable authentication”, which concentratg
unforgeable authentication.

8.1.5 Element

The requirements for functional elements are provided jn\ ISO/IEC 15408-2:2022, 6.1.4.
requirements for assurance elements are given in ISO/IEC 15408<3:2022, 6.5.
EXAMPLE An example of an element is “FIA_UAU.3.2”, whith concentrates on the prevention of use of c(

authentication data. N

/

8.2 Operations

8.2.1 General

The

S on

The

pied

ISO/IEC 15408-2 and ISO/IEC 15408-3 provide catalogues of security components, and this document

provides authors with the ability to,extend the component catalogues in some circumstanceg
applying operations to the security components, they may be tailored precisely to the author’s n
when writing PPs, PP-Module{s,packages and STs'.

Security components may be used precisely as defined in ISO/IEC 15408-2 and ISO/IEC 15408-
they may be tailored threugh the use of permitted operations.

. By
beds

B, or

When using operatidn$, the author should be careful that the dependency needs of other requiremjents

that depend on this réquirement are satisfied. The permitted operations are selected from the folloy
set: %

a) iterations allows a component to be used more than once with varying operations;
b) aSsignment: allows the specification of parameters;

€) \(selection: allows the specification of one or more items from a list; and

ving

sazetlha oAb A€ o]
OwSsTtTr Cat oo O GCTaiTs:

The assignment and selection operations are permitted only where specifically indicated

in a

component. Iteration and refinement are permitted for all security requirements. The operations are

described in more detail below.
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The

annexes of ISO/IEC 15408-2 provide the guidance on the valid completion of selections and

assignments. This guidance provides instructions on how to complete operations, and those
instructions shall be followed unless the author justifies the deviation:

8.2.
The

“None” is only available as a choice for the completion of a selection if explicitly provided;

The lists provided for the completion of selections shall be non-empty. If a “None” option is chosen,
no additional selection options may be chosen. If “None” is not given as an option in a selection,

Ly H alal . loa 4] 1 a a 1 b L (1 il J 1)) 1 4] 1 b
U115 PTHIIISSIVIT LU LUIITUITIT LT CITUILTS TIH 4 STICTULIVIT WILIDT dITU- S dIIu UL S, UIIITSS LT STITULIUIT

explicitly states “choose one of”.

Selection operations may be combined by iteration where needed. In this case, the applicability,of
the option chosen for each iteration should not overlap the subject of the other iterated selection,
since they are intended to be exclusive.

for the completion of assignments, the ISO/IEC 15408-2 annexes shall be consulted:in order to
determine when “None” would be a valid completion.

P Iteration

iteration operation may be performed on every component. The author performs an iteration

opetfation by including multiple requirements based on the same component. Each iteration of a
component shall be different from all other iterations of that component,which is realized by completing

assi

bnments and selections in a different way, or by applying refinerhents to it in a different way.

-’

Diff¢rent iterations shall be uniquely identified to allow clear rationales and tracings to and from these
reqyirements. Iteration identifiers should be meaningful to r€aders.

EXA

MPLE FCS_COP.1 Cryptographic operation being iterated twice in order to require the implementation

of two different cryptographic algorithms. An example of each iteration being uniquely identified is:

NOT

cryptographic operation (RSA signatures) (FCS_COP.T(RSA signatures));
cryptographic operation (AES data encryptionydecryption) (FCS_COP.1(AES data encryption/decryption)).

) Sometimes an iteration operation can be used with components where it is also possible to perform

an agsignment operation with a range or list of values instead of iterating them. In that case, the author can select
the 1host appropriate alternative, considering if there is a necessity of providing a whole rationale for the range

req

8.2.

of vl;j:ues or if it is necessary to have a separate one for each of them. The author considers if individual traces are

ired for those values. N\
NN

(

B Assignment N

cO

An dssignment operatiqn’ occurs where a given component contains an element with a parameter that
may| be set by the@author. The parameter may be an unrestricted variable, or a rule that narrows the

vari

hble to a specific range of values.

Whegnever anelement in a PP, PP-Module or package within a PP/PP-Module contains an assignment,

the

b)

40

huthorsshall do one of four things:

[eave the assignment uncompleted;

EXAMPLE 1 The author can include FIA_AFL.1.2 in the PP, PP-Module or package.

“When the defined number of unsuccessful authentication attempts has been met or surpassed, the
TSF shall [assignment: list of actions].”

In this case, the ST author can complete FIA_AFL.1.2 thus:

“When the defined number of unsuccessful authentication attempts has been met or surpassed, the
TSF shall prevent that external entity from binding to any subject in the future.”

complete the assignment;
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EXAMPLE 2 The author can include FIA_AFL.1.2 in the PP, PP-Module or package.

“When the defined number of unsuccessful authentication attempts has been met or surpassed, the
TSF shall prevent that external entity from binding to any subject in the future.”

c) narrow the assignment to further limit the range of values that is allowed;

EXAMPLE 3 The author can include FIA_AFL.1.1 in the PP, PP-Module or package.

“The TSF shall detect when [assignment: positive integer| unsuccessful authentication attempts
occur...”

In this case, the ST author can complete FIA_AFL.1.1 thus:
“The TSF shall detect when 3 unsuccessful authentication attempts occur...”

d) transform the assignment to a selection, thereby narrowing the assignment.
EXAMPLE 4 The author can include FIA_AFL.1.2 in the PP, PP-Module or package.

“When the defined number of unsuccessful authentication attempts*has been met or surpagsed,
the TSF shall [selection: prevent that user from binding to any subject in the future, notify the
administrator].”

In this case, the ST author can complete FIA_AFL.1.2 thus:

“When the defined number of unsuccessful authentication attempts has been met or surpassed, the
TSF shall prevent that user from binding to any subject in the future.”

An ST author shall complete all the assignments.
The values chosen in options b), and c) shall conferm to the indicated type required by the assignmient.

When an assignment is to be completed with a set, an author should provide a description of th¢ set
from which the elements of the set may bé¢/derived as long as it is clear which subjects are meant.

EXAMPLES5  Where the set is “subjects”:

— all subjects; R
) (

— all subjects of type X;
7 N
— all subjects except sumect a.
/\ )
8.2.4 Selection™’
\ )

8.2.4.1 Gemneral

The selection operation occurs where a given component contains an element where a choice from
several items has to be made by the author.

Whenever an element in a PP, PP-Module or package contains a selection, the author may do one of three

things:

a) leave the selection uncompleted;

b) complete the selection by choosing one or more items;

c) restrict the selection by removing some of the choices but leaving two or more.

Whenever an element in a PP, PP-Module or package contains a selection, a ST author shall complete
that selection, as indicated in b) above. Options a) and c) are not allowed for STs.
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The item or items chosen in b) and c) shall be taken from the items provided in the selection.
EXAMPLE1 Anexample of an element with a selection is:

FPT _TST.1.1 “The TSF shall run a suite of self-tests [selection: during initial start-up, periodically during normal
operation, at the request of the authorized user, at the conditions [assignment: conditions under which self-test
should occur]] to demonstrate the correct operation of...”

8.2.W
A PI, PP-Module or package may define a set of security functional components and/or SFRs called

selegtion-based SFRs. This set of components and/or SFRs is associated with a selection made in anothér
component and/or SFRs in the PP, PP-Module or package. The related selection-based components, and/
or SFRs shall be included in a PP, PP-Module, package or ST if:

— R selection choice identified in the PP, PP-Module or package indicates that it has an associated
selection-based SFR;

— lhat selection is made by the author.

The|PP, PP-Module or package can be organized so that selection-based components and/or SFRs are
grouped together.

For the case that an author needs to leave a selection operation uncempleted, the author shall leave
the gelection-based components and/or SFRs that are related to the.uhcompleted selection operation,
unchanged. R

For the case in which the author needs to complete the selection,'éuthors should include the appropriate
seleftion-based components and/or SFRs in the list of SFR$for the PP, PP-Module, package or ST.

For the case in which the selection operation is to be Festricted, i.e. some but not all of the selections
are removed, the author shall remove any selection*based components and/or SFRs from the list that
corresponds to the choices removed from the seleetion.

Thelfollowing is another example of such an/ SFR:

EXAMPLE1 An example of a selection:hased SFR, where FTP_ITC.1.1 is the SFR with the selection and FCS_
IPSEL.1 is the selection-based SFRis: /'~

FTH.ITC.1.1 The TSF shall be gapﬁble of using [selection: IPsec, SSH, TLS, HTTPS] to provide a trusted
communication channel be'gWe\en...
N )}
O
Application Note: ( )

In the selection fotr FTP_ITC.1.1, the ST author selects the mechanism or mechanisms supported by the
TOR, and themmensures that the selection-based requirements in Appendix B of this PP that correspond to
the kelected-mechanism or mechanisms are included in the ST.

AndinAppendix B of the example PP:
Pr P

The following SFRs are included in the ST if the ST author selects “IPsec” in FTP_ITC.1.1:

FCS_IPSEC.1 [..]
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8.2.5 Refinement

The refinement operation may be performed on every requirement. The author performs a refinement
by altering that requirement.

NOTE1 A series of refined iteration operations can be used to cover all of the subjects, objects, operations,
security attributes and/or external entities, but where each individual refinement does not.

The first rule for a refinement isthat a TOE meeting the refined requirement also meets the unrefined

requirement in the context of the PP, PP-Module, package or ST, i.e. a refined requirement shall be
“stricter” than the original requirement. If a refinement does not meet this rule, the resulting refined
requirement is considered to be an extended requirement and shall be treated as such in.'accordance
with 7.3.

EXAMPLE 2  An example of a valid refinement is:

FIA_UAU.2.1 “The TSF shall require each user to be successfully authenticated béfere allowing any other
TSF-mediated actions on behalf of that user.” being refined to “The TSF shallequire each user tp be
successfully authenticated by username/password before allowing any other TSF-mediated actionf on
behalf of that user.”

The only exception to this rule is that an author can refine a SFR to apply to some but not all subjgcts,
objects, operations, security attributes and/or external entitiescHowever, this exception does not apply
to refining SFRs that are taken from PPs, PP-Modules or package.to which conformance is being cla?nEed;
these SFRs shall not be refined to apply to fewer subjects, objects, operations, security attributes and/
or external entities than the SFR in the originating PP, PR:Module or package.

EXAMPLE 3  Anexample of a such an exceptionis:

FIA_UAU.2.1 “The TSF shall require each userito be successfully authenticated before allowingjany
other TSF-mediated actions on behalf of that'user.” being refined to “The TSF shall require each yiser
originating from the internet to be successfully authenticated before allowing any other TSF-mediated
actions on behalf of that user.”

The second rule for a refinement is that the refinement shall be related to the original component.

EXAMPLE4  Refining an audi}'{éémponent with an extra element on prevention of electromagnetic radiation is
not allowed. >

.

A special case of refipeinent is an editorial refinement, where a small change may be made |in a
requirement, i.e. repQrasing a sentence due to adherence to proper English grammar, or to make it thore
understandable to\t’he reader. This change is not allowed to modify the meaning of the requirement in
any way. ( )

EXAMPLE 5¢ yAn example of an editorial refinement is:

The SFRIFPT_FLS.1, “The TSF shall continue to preserve a secure state when the following failures ocur:
breakdown of one CPU”

that could be refined to

FPT_FLS.1, “The TSF shall continue to preserve a secure state when the following failure occurs: break-
down of one CPU”

or even

FPT_FLS.1, “The TSF shall continue to preserve a secure state when one CPU breaks down”.
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8.3 Dependencies between components

Dependencies may exist between components. Dependencies arise when a component is not self-
sufficient and relies upon the presence of another component to provide security functionality or
assurance.

The functional components in ISO/IEC 15408-2 typically have dependencies on other functional
components. Some of the assurance components in ISO/IEC 15408-3 also have dependencies, which in

turn; Ay tave dependencies om other 1ISO/1EC 15408-3Tomporents.

ISOAIEC 15408-2 dependencies on ISO/IEC 15408-3 components may also be defined. Extended
fundtional/assurance components may define dependencies similarly.

Comlponent dependency descriptions are determined by consulting the component definitions given
in I$O/IEC 15408-2, ISO/IEC 15408-3, or the extended components definition. In order\to ensure
completeness of the TOE security requirements, dependencies should be satisfied when requirements
basqd on components with dependencies are incorporated into PPs, PP-Modules,-packages or STs.
Depgndencies should also be considered when constructing packages, i.e. if component A has a
dep¢ndency on component B, this means that whenever a PP, PP-Module, package or ST contains a
secyrity requirement based on component A, the PP, PP-Module, package or STshall also contain one of:

a) psecurity requirement based on component B; or
b) R security requirement based on a component that is hierarchically-higher than B; or

¢) fjustification why the PP, PP-Module, package or ST does nof.contain a security requirement based
on component B. N

In cdses a) and b), when a security requirement is included because of a dependency, it can be necessary
to complete operations (assignment, iteration, refinement, selection) on that security requirement in a
partiicular manner to make sure that it actually satisfies the dependency.

In c3dse c), the justification that a security requirement is not included should address either:
— [why the dependency is not necessary eruseful; or

— [that the dependency has been addressed by the operational environment of the TOE, in which
case the justification should degcnibe how the security objectives for the operational environment
pddress this dependency; or\ :

N
— [that the dependency ha/s"b}aén addressed by the other SFRs in some other manner (e.g. extended
SFRs, combinations ofS‘ERS).
-

)
8.4| Extended comhonents
8.4.1 General

Secyrity requirements shall be based on components from ISO/IEC 15408-2 or ISO/IEC 15408-3 with
twolexeeptions:

a) fthere are security objectives for the TOE that cannot be translated to SFRS using components in
ISO/IEC 15408-2;

b) a security objective for the TOE that can be translated to SFRs, but only with great difficulty and/
or complexity based on components in ISO/IEC 15408-2, there are third party requirements that
cannot be translated to SARs using components in ISO/IEC 15408-3.

EXAMPLE Laws and/or regulation regarding the evaluation of cryptography.
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In these cases, the author is required to define new components called extended components. A
precisely defined extended component is needed to provide context and meaning to the extended SFRs
and SARs based on that component.

After the new components have been defined correctly, the author can then base one or more SFRs or
SARs on these newly defined extended components and use them in the same way as the other SFRs
and SARs. From this point on, there is no further distinction between SFRs and SARs drawn from the
ISO/IEC 15408 series and SFRs and SARs based on extended components.

Refer to ISO/IEC 15408-3, Extended components definition (APE_ECD) and Extended compOrients
definition (ASE_ECD) for further requirements on extended components. Further inforthation on
extended components is also given in D.3.6.

8.4.2 Defining extended components

Whenever an author of a package, PP, PP-Module or ST defines an extended cemponent, this shall be
done in a similar manner to the existing ISO/IEC 15408 series componentst ¢clear, unambiguous|and
evaluable (it is possible to systematically demonstrate whether a requiremént based on that compopent
holds for a TOE). Extended components shall use similar labelling, manner of expression, and level of
detail as the existing ISO/IEC 15408 series components.

The author also shall make sure that all of the applicable dependencies of an extended component are
included in the definition of that extended component.

EXAMPLE J

\ S

Examples of possible dependencies are: /

a) anextended component that refers to auditing, can‘include dependencies to components of the FAU: Secirity
audit class;

)

b) an extended component that modifies or accesses data, can include dependencies to components of the
Access control policy (FDP_ACC) family;

c) anextended componentthatusesa particular design description can include a dependency to the appropyiate
ADV: Development family.

In the case of an extended functional component, the author also shall include any applicable qudit
and associated operations. information in the definition of that component, similar to exigting
ISO/IEC 15408-2 componénts. In the case of an extended assurance component, the author may |also
provide a suitable evél\tlation methodology for the component, similar to the method provided in
ISO/IEC 18045. S )

O
Extended compofients may be placed in existing families, in which case the author shall show how these
families change. If they do not fit into an existing family, they shall be placed in a new family. New
families shall'be defined similarly to those given in ISO/IEC 15408-2 or ISO/IEC 15408-3.

New.families may be placed in existing classes in which case the author shall show how these classes
change. If they do not fit into an existing class, they shall be placed in a new class. New classes shall be
defined similarly to those defined in ISO/IEC 15408-2 or ISO/IEC 15408-3.

9 Packages

9.1 General
A package is a named set of security components or security requirements.

A package can be defined by any party and is intended to be re-usable. To this goal, it contains
requirements that are useful and effective in combination.
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Where two or more packages are related to each other, they may be presented as part of a package
family, see A.2.

Packages may be claimed by PPs, PP-Modules, PP-Configurations and STs, and used to construct larger
packages. Authors shall not rename the claimed or used packages.

NOTE1  Although no separate criteria are given in the ISO/IEC 15408 series for evaluating packages, once
such packages are included in a PP, PP-Module or ST they will be evaluated using the APE, ACE, or ASE criteria.

NOTE 2  ISO/IEC 15408-5 provides commonly used packages, such as EALs that have been pre-defined and can
be used by PP, PP-Modules, PP-Configurations or ST authors.

Fun¢tional packages cannot be claimed directly by a PP-Configuration; they shall be part of a-PP-
Configuration component.

Further information on packages is given in Annex A.
9.2 | Package types

9.2.1 General
A pdckage shall be either:

— B functional package, containing functional components or¢requirements, but no assurance
components or requirements; or D

- . \ N - -
— |n assurance package, containing assurance componeiits' 61 requirements, but no functional
components or requirements. .

Mixe¢d packages containing both functional and assurance components or requirements shall not be
spedified. -

All gackages shall include:

a) [the package identification giving a unigque name, short name, version, date, sponsor, and the
relevant parts of the ISO/IEC 15408 series;

b) [the type of the package, either afy assurance package or a functional package;
c) R package overview givingé}marrative description of the purpose of the package;
d) ppplication notes, deschiblng additional information in regard to the package;

e) fidentification of % iuatlon methods(s) and/or activities, if such evaluation methods/activities
derived from [SO7IEC 18045 have been specified;

f) one or more,Security components or requirements;

g) [if extended components have been specified, then the package includes an extended components
definition;

h) by R £ votinnaln +hot i dag b wr\i—tf\v\t\l

COTPOTICTIC Fattohare—tiat PTrovIacs oo raoautta

components/requirements included in the package.

9.2.2 Assurance packages

An assurance package contains a set of assurance components or requirements that may be drawn from
ISO/IEC 15408-3, may be extended assurance components, or that may be some combination of both.

An assurance package shall not include an SPD or security objectives nor any security functional
components or requirements.
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Assurance packages may be used within PPs, PP-Modules, PP-Configurations and STs. A set of pre-
defined hierarchic assurance packages is given in ISO/IEC 15408-5.

EXAMPLE The EALs thatare defined in ISO/IEC 15408-5 are comprised of SARs drawn from ISO/IEC 15408-3.
EALs are pre-defined security assurance packages.

9.2.3 Functional packages

Afurctionat package Contains a Set of Turctionat COMpPOTEItS Or TEqUITEMENtS tat Ty De drawil jrom
ISO/IEC 15408-2, or that may be extended functional components or requirements or some combindtion
of both.

A functional package may include an SPD and security objectives derived from that SPD( If the package
defines an SPD, then the functional package security objectives shall be given. The objectives indlude
the security objectives for the TOE (these are omitted if the Direct Rationale approaclis used), security
objectives for the operational environment, and the security objectives rationale.

Functional packages may be used within PPs, PP-Modules and STs as a means to structure secyrity
functionality into building blocks.

Functional packages may have dependencies on other functional paeckages. Such dependencies shall be
documented in the functional package and may also be documented\in a PP, PP-Module or ST.

EXAMPLE A PP defines and includes functional package A;,package A has no dependencies. Functjonal
packages B, C, and D are defined elsewhere. Package D has no dependencies, but package C depends on packalge B.
A ST can then claim conformance to the following combination§of PPs and packages:

— the ST claims conformance to the PP (which includes fupc'éional package A);
— the ST claims conformance to the PP and functionallpackage B;

— the ST claims conformance to the PP and functior'lal packages B and C;

— the ST claims conformance to the PP andAfunctional package D;

— the ST claims conformance to the PP and functional packages B, C, and D.
The following would not be allowed

— the ST claims conformance to'the PP and functional package C (this is not allowed because package C depends

on package B, so it canndt be claimed independently.)
l’\ v

9.3 Package dep§ﬁdencies
-

A package maywet satisfy all of the dependencies of the components contained within it. However, the

dependencies shall be met by a PP, PP-Module, PP-Configuration or ST that includes the package. [This

means thatit is the responsibility of the author to ensure either that all the dependencies are met pr to

include.aTationale that explains why the dependencies are not met. This is explained in 8.3.

9.4 Evaluation method(s) and activities

Pal

Packages ray inchudeevatuatiom mrethods/activities thattave beemrderivedfromr 1SOGAEE18645. If
evaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 are to be used
to evaluate the package, then these shall be identified in the relevant security requirement section by
including a statement in the following form:

“This package requires the use of evaluation methods/ evaluation activities defined in <reference(s)>.”

© ISO/IEC 2022 - All rights reserved 47


https://standardsiso.com/api/?name=46b3af48e1ceb41cee834d98fa91ebd4

ISO/IEC 15408-1:2022(E)

In this statement, <reference> is replaced by the identification of the location of the relevant evaluation
methods and evaluation activities. This reference may be to the document containing the package, or to
one or more separate documents.

NOTE ISO/IEC 15408-4 provides a framework to perform such derivations.

10 Protection Profiles (PPs)

10.1 General

A PHis intended to describe a general TOE type. Therefore, a PP may be used:
— psa ST template for any TOEs that meet the PP’s TOE type;

— psatemplate for other PPs in order to further refine the TOE type;

— s a basis for a PP-Module, in which context it is known as a base PP.

A detailed description of PPs is given in Annex B.

NOTE A ST describes requirements for a specific TOE and is typically sponsoréd by the developer of that
TOE

10.2 PP introduction

The fintroduction to the PP shall include a reference identifierfor'the PP.

Thelintroduction to the PP shall include an overview of the PP,‘including a description of the TOE type.
The|reference identifier for a PP shall be unique within‘ catalogue.

EXAMPLE A TOE type can be “Firewall”; (

Arefined TOE type can be “Stateful inspection firewalls”;

A specific TOE related to that TOE type ca\r}.be the “MinuteGap Firewall v18.5".

A PH describes the general requirem{ehts for a TOE type, and is therefore typically sponsored by:

— P technical user commun,i»t&)seeking to come to a consensus on the requirements for a given TOE
Lype;

S )

N

— h developer of a TBE}, br a group of developers of similar TOEs wishing to establish a minimum
baseline for thattyye of TOE;

— pn organizatién; such as a government or large corporation, specifying its security requirements as
part of its-acquisition process.

10.3 Conformance claims and conformance statements

W 1 1 4l yolly s e - oa 4 ) . 14 il e 1 11l . 4l 4 e £ 41 DD
In tI IS5 SUULIAdUST LIIT UST Ul IUdIIU LCX LU ITIUITALES TILCI d1 LCEAXAL LIIdU Slidll dppcal IIT LI LCXAL UL LIIC I' I,
The conformance claims of PPs:

a) shall state the edition of the relevant parts of the ISO/IEC 15408 series to which the PP claims
conformance;
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b) shall describe the conformance to ISO/IEC 15408-2 as either:
— “ISO/IEC 15408-2 conformant”;

A PP is ISO/IEC 15408-2 conformant if all SFRs in that PP are based only upon functional
components in ISO/IEC 15408-2; or

— “ISO/IEC 15408-2 extended”.

A PP is ISO/IEC 15408-2 extended if at least one SFR in that PP is not based upon functional
components in ISO/IEC 15408-2;

c) shall describe the conformance to ISO/IEC 15408-3 as either;
“ISO/IEC 15408-3 conformant”;

A PP is ISO/IEC 15408-3 conformant if all SARs in that PP are based enly upon assurance
components in ISO/IEC 15408-3; or

— “ISO/IEC 15408-3 extended”.

A PP is ISO/IEC 15408-3 extended if at least one SAR in that PP is not based upon assurance
components in ISO/IEC 15408-3;

d) may also include a conformance claim with respect to other-PPs:
“PP Conformant”; ' Q
A PP is “PP Conformant" when it meets other spe;éific PP(s).
e) may include a package conformance claim;
More than one package may be claimed in,a'l;P.
If a package claim is made, it shail conisist of one of the following statements for each package clpim:
“Package Conformant”;

A PP is conformant t?a‘backage if:

— for functiona! packages, all constituent parts (SPD, security objectives, and SFRs) of the
functionalrp\.a\tkage are present in the corresponding parts of the PP without modificatiion;

— for ass\u}a‘nce packages, the SARs of that PP are identical to the SARs in the assurance
pagkég’e;

—a-PP that restricts some selections of SFRs in a package may still claim it is package
conformant.

==/ “Package Augmented”;

A PP claims an augmentation of a package if:

— for functional packages, all constituent parts (SPD, security objectives, and SFRs]) of that
PP contain all constituent parts given in the functional package but shall have at least
one additional SFR or one SFR that is hierarchically higher than an SFR in the functional
package;
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f)

g)

50

— for assurance packages, the SARs of that PP contain all SARs in the assurance package, but
have at least one additional SAR or one SAR that is hierarchically higher than an SAR in the
assurance package.

— “Package Tailored”.

A PP claims tailoring of a package if:

— for functional par‘](:\gpc, all constituent parts (':Dn, Qpr‘nrify ﬂh}'prﬁvpc, and SER c) of that

PP contain all constituent parts given in the functional package, but shall have additional
selection items for an SFR with existing selections in the package, and optionally, at least
one additional SFR and/or one SFR thatis hierarchically higher than an SFR in the functional
package;

— assurance packages and STs shall not claim (or perform) tailoring.
More than one package may be claimed in a PP.

Where PPs claim strict or demonstrable conformance to PP(s) they shall not alse/claim conformance
to the packages claimed in the PPs they claim conformance to, unless the PP augments the package.
The PP claims <package>-augmented only in the case where the PP augments the packages beyond
that claimed by the PP to which it claims conformance to.

NOTE 1  PPs cannot claim exact conformance to PP(s).
PPs shall contain a conformance claim rationale; J

The conformance claim rationale describes the reasons and the logical basis for the authors choice
of conformance claims and statement.

PPs shall provide a conformance statement. ;

The conformance statement shall describe the\manner in which other PPs or STs shall conform to
this PP: The conformance statement shall béone of:

“Exact conformance”;

If the PP states that exact (é:mrformance is required, a ST shall conform to the PP in an exact
manner, i.e. a conformant, S shall contain SPD and objectives identical to the PP’s, and the
same set of PP’s SFRs with dll the assignments and selections resolved;

(

—  “Strict conformanceQ )
If the PP statesrt}adt.strict conformance is required, a PP/ST shall conform to the PP in a strict
manner, i.e.ca~¢onformant PP/ST shall contain a superset of PP’s SPD, objectives and SFRs,
where the{nnéw assumptions (if any) do not weaken the PP’s SPD, and all the PP’s SFRs have
their asSignments and selections unchanged or where appropriate, resolved;

Strict«Conformance allows the conformant PP/ST not to add any element to the PP’s SPD, set of
objéctives and SFRs, i.e. the superset defined in the PP/ST may be identical to the PP’s, with all
the SFRs resolved;

— “Demonstrable conformance”.

If the PP states that demonstrable conformance is required, the PP/ST shall conform to the PP
in a strict or demonstrable manner, i.e. a conformant PP/ST shall contain a SPD, set of objectives
and set of SFRs that are equivalent to a superset of PP’s SPD, objectives and SFRs, where the
new assumptions (if any) do not weaken the PP’s SPD, and where the set of the conformant PP/
ST SFRs imply the PP’s SFRs.

Demonstrable conformance allows the conformant PP/ST to use different but equivalent
statements, and it allows as well to simply define a superset as in the strict conformance case,
without changing the statements given in the PP.
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NOTE 2 In other words, a PP/ST is only allowed to conform to a PP in a demonstrable manner if
the PP explicitly allows this.

NOTE 3 PP-Modules and PP-Configurations cannot claim conformance to a PP. For more
information, see 11.2 and 11.3.

The conformance statement may also include a reference to any evaluation methods/ activities that
have been derived from ISO/IEC 18045. If evaluation methods/ evaluation activities that have been
derived from IQOI/IF'(" 18045 are to be used to evaluate the PP then these shall be identified with

the relevant security requirement section by including a statement in the following form:
“This PP requires the use of evaluation methods/ evaluation activities defined in <referencé(s)>.”

In this statement, <reference> is replaced by the identification of the location ‘0f/the relepant
evaluation methods and evaluation activities. This reference may be to the doc€ument contaiping
the PP or to one or more separate documents.

NOTE 4  Either a PP/ST conforms to a PP or it does not. The ISO/IEC 15408 series does not recognize “partial”
conformance. It is therefore the responsibility of the PP author to ensure the PP isqot‘overly onerous, prohibfiting
PP/ST authors from claiming conformance to the PP. For more information on theconformance statementg and
claims for PPs, see Annex B.

10.4 Security assurance requirements (SARSs)

A PP which is in accordance with ISO/IEC 15408-3 (possibly-éxtended) shall define the set of SARs|that
applies to the entire TOE. 3

N

A PP may define a distinctive name for the set of SARS phét are applicable. However, if the set of SARs is
an (augmented) pre-defined EAL (EAL1 to EAL7) eran (augmented) assurance package defined in an
applicable external reference, then the same name-shall be used.

NOTE Pre-defined EAL’s are given in ISO/IEC 15408-5.
10.5 Additional requirements common to strict and demonstrable conformance

10.5.1 Conformance claims aid conformance statements
A

If a PP/ST claims either strict or demonstrable conformance to multiple PPs, it shall conform to pach
PP in the manner stateg \Ey that PP; that is, either strictly or demonstrably, i.e. the PP/ST may conform
strictly to some PPs arig demonstrably to other PPs.

\
A PP/ST conforms.to a PP if the PP/ST is equivalent or more restrictive than this PP, that is, if:
)
— all TOEs th?t meet the PP/ST also meet the PP;
— all epérational environments that meet the PP also meet the PP/ST.

In other words, the PP/ST shall levy the same or more requirements on the TOE and the same or]less
cofditions on the operational environment of the TOE.

Thic ganaral ctatamnant halde o +hn Aiffavnnt ~onctvriinte AfF +hn DD/CT pavanly +ha CDN) tha cney rity

Thisgeneral-statement-holdsfor-the-differentconstruets—of the PP/STnamely-the SPDthe see
objectives for the TOE, the security objectives for the environment, and the security functional and
SARSs.

10.5.2 Security problem definition (SPD)

The conformance rationale in the PP/ST shall demonstrate that the SPD in the PP/ST is equivalent or
more restrictive than the SPD in the PP, i.e.:

— all TOEs that meet the SPD in the PP/ST also meet the SPD in the PP;
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— all operational environments that meet the SPD in the PP also meet the SPD in the PP/ST.

10.5.3 Security objectives

The conformance rationale in the PP/ST shall demonstrate that the security objectives in the PP/ST are
equivalent or more restrictive than the security objectives in the PP, i.e.:

— TOEs that meet the security objectives for the TOE in the PP/ST also meet the security objectives for

he TOE 1n the PP;

— Joperational environments that meet the security objectives for the operational environment in-the
P also meet the security objectives for the operational environment in the PP/ST.

10.6 Additional requirements specific to strict conformance

10.6.1 Requirements for the security problem definition (SPD)

The|PP/ST shall contain the SPD of the PP and may specify additional threats and OSPs; it shall contain
all agsumptions as defined in the PP, with two possible exceptions as explained in the next two bullets:

— RBn assumption (or a part of an assumption) specified in the PP may be onfitted from the PP/ST if all
security objectives for the operational environment defined in the-PP'addressing this assumption
(or this part of an assumption) are replaced by security objectives\for the TOE in the PP/ST;

— | new assumption may be added in the PP/ST to the set ofassumptions defined in the PP, if this
new assumption does not mitigate a threat (or part of a tiiréat) meant to be addressed by security
objectives for the TOE in the PP and if this assumption doesn't fulfil an OSP (or a part of an OSP)
meant to be addressed by security objectives for the,TOE in the PP.

)

10.4.2 Requirements for the security objectives
The|PP/ST:

— Fkhall contain all security objectives, for'the TOE of the PP but may specify additional security
objectives for the TOE; X

A
— khall contain all security objectives for the operational environment as defined in the PP with two
exceptions as explained in the.next two bullet points;

l’\ v

— [may specify that certaify security objectives for the operational environment in the PP are security
objectives for the TQE in the PP/ST. This is called re-assigning a security objective. If a security
objective is re-ass {gfied to the security objectives for the TOE, the security objectives justification
has to make clear’which assumption/OSP or part of the assumption/OSP is no longer necessary;

— [may specifyadditional security objectives for the operational environment, if these new objectives
do not mitigate a threat (or part of a threat) meant to be addressed by security objectives of the TOE
in the PP"and if these new objectives do not fulfil an OSP (or a part of an OSP) meant to be addressed
by sedurity objectives of the TOE in the PP.

10.6.3 Requirements for the security requirements
The PP/ST:
— shall contain all SFRs and SARs in the PP;

— may claim additional or hierarchically stronger SFRs and SARs. The completion of operations in the
ST shall be internally consistent with that in the PP; either the same completion will be used in the
PP/ST as that in the PP or one that makes the requirement more restrictive.

NOTE The rules of refinement apply.
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10.7 Additional requirements specific to demonstrable conformance

Demonstrable conformance allows a PP author to describe a common security problem to be solved and
provide generic guidelines to the requirements necessary for its resolution, in the knowledge that there
is likely to be more than one way of specifying a resolution.

The PP/ST shall contain a rationale on why the PP/ST is considered to be “equivalent or more restrictive”
than the PP.

10.8 Additional requirements specific to exact conformance

10.8.1 General

Exact conformance is used when a PP author needs to control what a ST may claim conformance to with
respect to the PP that they have written. It is used in cases where the PP author requires that STs which
claim conformance to the PP do not include additional SPD, security objectives)or requirements |that
have not been considered by the PP author.

A PP that requires exact conformance in its conformance statement may define optional SFRs and any
SPD-elements that are required to support these SFRs. A ST (or PP>-Module) may then include these
optional SFRs (and any required SPD elements) in its set of requirenients while maintaining its gxact
conformance claim.

A PP with exact conformance type shall not claim conformaice to any other PPs of any conformfance
type. A PP with exact conformance type shall not be mcluded in a PP-Configuration which also inclpdes
PPs or PP-Modules with strict or demonstrable conforntance type.

NOTE It is impossible to claim conformance to both a strict/demonstrable conformance PP and an ¢xact
conformance PP, since it would mean adding requirgments or SPD- elements to the exact conformance PP, which
explicitly prohibits this operation. .

In the “simple” case where a ST claims exact conformance to a PP, there is no ambiguity whether the ST
is exactly conformant or not because the correspondence between the SPD, security objectives, SFRs,
and SARs is demonstrated during evaluation without the need to seek PP author input.

However, other cases are allowéd where multiple sets of SPD-elements, security objectives, and $FRs
may be combined, these casds require mechanisms that preserve the ability of the exact conformpance
PP authors to control a chformance claim against their PP. These mechanisms are described i1} the

o

following subclauses. /%

EXAMPLE A comp‘!‘ex case can be if a PP-Module aims to use a PP as its base PP, or if a ST claims conformjance

to two PPs. ~ ’\ /

If a PP requires exact conformance, then only those SFRs and SARs specified by that PP are allgwed
in the conformant ST. These security requirements are related to the SPD and security objectives
specifie@in the PP, which are also included in the conformant ST. SFRs in an exact conformance PH can
be iterated and refined (as stated in ISO/IEC 18045 for ASE_CCL.1-12).

10.8.2 Conformance claims and statements

If a PP requires exact conformance in its conformance statement, then

a) the PP shall include an allowed-with statement that states which other PPs and PP-Modules are
allowed to be included in a conformance claim along with the PP;

b) all the additional PPs to which a ST may claim exact conformance shall also have an exact
conformance requirement;

c) all of the additional PPs an ST is claiming conformance to shall identify the PP in their respective
allowed-with statements;
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d) all of the additional PP-Modules claimed through a PP-Configuration shall identify the PP in their
respective allowed-with statements.

A PP-Module does not have to identify its own base PPs/PP-Module(s) in its conformance statement,
however, the PP-Module Base shall be identified in its PP-Module introduction.

10.9 Using PPs

If a RP/ST claims to be conformant to one or more PPs and possibly one or more packages, the evaluation
of that PP/ST will include a demonstration that the PP/ST actually conforms to the claimed PPs and /g1
paclfages. Details of this determination of conformance are found in Annex A and Annex B.

Thig allows the following process:

a) Rnorganization seeking to acquire a particular type of IT security product develops their security
needs into a PP, then has this PP evaluated and publishes it;

b) | developer takes this PP, writes a ST that claims conformance to the PP and hasithis ST evaluated;
c) [he developer then builds a TOE (or uses an existing one) and has this evaluated against the ST.

The|result is that the evaluated TOE meets the requirements of the organization as defined in the PP
and [that the organization can therefore have confidence that the TOE'‘meets their security needs. A
simiflar line of reasoning applies to packages.

-’

10.10 Conformance statements and claims in the case-of multiple PPs

10.10.1General

The[[SO/IEC 15408 series allows both STs and PPs tocldim conformance to multiple PPs. The case for a
ST cJaiming conformance to multiple PPs is covered in 11.3.3. 10.10 covers the case where a PP claims
conformance to multiple PPs.

10.10.2Where strict or demonstrable conformance is specified

Alloing a PP to claim conformanceto:multiple PPs permits chains of PPs to be constructed, each PP in
the ¢hain is based on the previous PP(s).

EXAMPLE PPs for an Integpatéd Circuit and for a Smart Card OS, can be used to construct a Smart Card PP
(IC and OS) that claims conforinance to both. In turn, this Smart Card PP can be used to develop specific PPs for
diffefrent use cases, e.g. tachogr-aph card, payment card, electronic passport, etc. A developer can then construct a
ST conformant to any of{ﬁ e PPs.

10.10.3Where exact conformance is specified
A PH shall not ¢laim exact conformance to another PP or combination of PPs.

NOT 1 cases where such a combination of functionality is needed, this can be achieved by creating a PP-
Confjigtisation that consists of the PPs to which conformance is desired to be claimed.

11 Modular requirements construction

11.1 General

In order to allow a modular description of the TOE’s security features, STs can claim conformance to a
PP-Configuration instead of PPs. Such PP-Configurations are composed of a set of PPs and PP-Modules
which contains the PP-Module Base(s).
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PP-Configurations can be constructed to accommodate either single-assurance or multi-assurance
evaluations. In a single-assurance evaluation, a single set of assurance requirements applies to all the
components of the PP-Configuration. In a multi-assurance evaluation, there is a single global set of
assurance requirements that applies to all the components of the PP-Configuration, but additionally
each component (PP or PP-Module) has its own set of assurance requirements to which it is subject.
The following subclauses present the content-related details for these two evaluation approaches; the
actual evaluation particulars using these approaches is discussed in Clause 13.

11.2 PP-Modules

11.2.1 General

A PP-Module is an internally consistent set of SPD-elements, security objectives forthe TOE and the
operational environment, and SFRs, defined in the context of one or more PPs and pessibly other PP-
Modules.

Unlike PPs, PP-Modules address those security features of a given TOE type:that cannot be required
uniformly for all products of this TOE type.

Unlike PPs, PP-Modules shall be used only in PP-Configurations. ACPP/ST cannot claim conformfance
with a PP-Module directly.

EXAMPLE Examples of features that cannot be required uniformly for all products within a TOE typ¢ are
authentication using biometrics, Bluetooth security functions, and Wireless Local Area Network clients.

\ S

11.2.2 PP-Module Base /

A given PP-Module specifies one or several PP-Medule Base(s) consisting of a set of PPs and possibly
other PP-Modules. Anytime the given PP-Module is used in a PP-Configuration, one of its PP-Module
Base(s) is required. See Clause 10 and Antiex*8:"

11.2.3 Requirements for PP-Modules

11.2.3.1 General

(
N\

A PP-Module shall be identifigd with a reference identifier.
The reference identifier{‘t;r a PP-Module shall be unique within a catalogue.

A PP-Module shall de\fi‘ne one or several PP-Module Base(s) which may be required to be used with the
PP-Module in a\PP}Configuration.

A PP-Moduleshall specify the TOE types relative to each of its PP-Module Bases.

A PP-Module may introduce new SPD-elements and objectives and may also refine some of the $PD-
elements or objectives of its PP-Module Bases.

A PP-Module shall define a non-empty set of SFRs that are refinement of the SFRs of the PP-Module
Bases or new.

A ST that claims conformance to a PP-Configuration including a given PP-Module shall then include the
PP-Module SPD-elements, security objectives and SFRs, combined with those of the PP-Module Base
that belong to the PP-Configuration.

NOTE1 The TOE type defined in the PP-Module can supplement the TOE type defined in each of its PP-Module
Bases.

© ISO/IEC 2022 - All rights reserved 55


https://standardsiso.com/api/?name=46b3af48e1ceb41cee834d98fa91ebd4

ISO/IEC 15408-1:2022(E)

A PP-Module shall provide a consistency rationale ensuring that the union of the elements defined in
the PP-Module and in each of its PP-Module Bases do not lead to contradiction.

NOTE 2  Ina Direct Rationale PP-Module, security objectives for the TOE are not included.

The

evaluation of a PP-Module alone is meaningless. A PP-Module shall be evaluated as part of a PP-

Configuration, at least with one PP-Module Base.

Furtherinformation on PP-Modules is given in C1

11.2

A PH
Dire

11.2
In th

The
a)

b)

.3.2 Direct Rationale

-Module may use the Direct Rationale approach, provided that its PP-Module Base(s) also(use the
ct Rationale approach.

.3.3 Conformance claims and conformance statements
is subclause the use of italic text indicates literal text that shall appear in the textof the PP-Module.
conformance claims of a PP-Module:

shall state the edition of relevant parts of the ISO/IEC 15408 series te,which the PP-Module claims
conformance;

shall describe the conformance to ISO/IEC 15408-2 as either:
“ISO/IEC 15408-2 conformant”; PN

NOTE 1 A PP-Module is ISO/IEC 15408-2 conformiant if all SFRs in that PP-Module are based only
upon functional components in ISO/IEC 15408-2.

)

or
—  “ISO/IEC 15408-2 extended”.

NOTE 2 A PP-Module is ISO/IEC"15408-2 extended if at least one SFR in that PP-Module is not
based upon functional components i ISO/IEC 15408-2.

. C . .
may include a conformance claim made with respect to functional packages. More than one
functional package may be claimed by a PP-Module;
NN

NOTE 3 A PP-Module doesnot claim conformance to a functional package that is already claimed by one
pf the PPs or PP-Modulesyin the PP-Module Bases. The exception to this rule is when the PP-Module augments
pr tailors the functioﬁa:‘t f)ackage asitis instantiated in its PP-Module Base; in this case the PP-Module would
claim the functionahsackage as “Package Augmented” or “Package Tailored” (as appropriate) in its package
conformance claimstatement.

[f a functional package claim is made, it shall consist of one of the following claims for each package:

“Package Conformant”;

A PP-Module is conformant to a package if all constituent parts of the functional package,

56

including the SPD, security objectives, and SFRs, of that functional package are present in the
corresponding parts of the PP-Module without modification;

— “Package Augmented”;

A PP-Module claims an augmentation of a package if all constituent parts of the functional
package, including the SPD, security objectives, and SFRs, contained in the PP-Module are
identical to those given in the functional package, but shall also contain at least one SFR that is
either additional or hierarchically higher than an SFR in the functional package;
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— “Package Tailored”.

A PP-Module claims tailoring of a package if all constituent parts of the functional package,
including the SPD, Security Objectives, and SFRs, contained in the PP-Module are identical to
those given in the functional package, but shall have additional selection items for an SFR with
existing selections in the package, and optionally, at least one additional SFR and/or one SFR
that is hierarchically higher than an SFR in the functional package;

B— sttt " i IS OHRE—+5468-3—F] G i to
[SO/IEC 15408-3 shall be either:

“ISO/IEC 15408-3 conformant”;

A PP-Module is ISO/IEC 15408-3 conformant if all SARs in that PP-Module are:based only ypon
assurance components in ISO/IEC 15408-3.

or
— “ISO/IEC 15408-3 extended”.

A PP-Module is ISO/IEC 15408-3 extended if at least one SAR in that PP-Module is not based
upon assurance components in ISO/IEC 15408-3;

— may include a conformance claim made with~Tespect to assurance packdjges.
More than one assurance package may be claimed by‘a PP-Module. Overlap between the claimed
assurance packages is allowed; by construction the kierarchically higher SAR takes precedpnce
over the other and is applied in the PP-Configura;t'}on.

In the strict and demonstrable cases, a PP<Module may claim conformance to more than| one
assurance package, for instance an ALC-based package and an ADV-based package.

If a package claim is made, it shall consist of one of the following claims for each package:
“Package Conformant”;

A PP-Module is conformant to an assurance package if all constituent parts of the assurfnce
package are presentinthe PP-Module without modification;

— "PackageAugmgrgted".

A PP—Moduié?:laims an augmentation of an assurance package if all constituent parts of the
assuran{e;package contained in the PP-Module are identical to those given in the assurance
packag)e,- but shall also contain at least one SAR that is either additional or hierarchigally
hi@a\r than those SARs contained in the package;

The conformance statement of a PP-Module:

e) shall'provide a conformance statement which describes the manner in which STs shall conform to
this PP-Module as part of a PP-Configuration. The conformance statement shall be one of:

“Exact conformance”;

The PP-Module shall require exact conformance if and only if all its PP-Module Base(s) are of
exact conformance. A ST shall conform to the PP-Module, as part of a PP-Configuration, in an
exact manner. Additionally:

— the allowed-with Statement shall state which other PPs and PP-Modules (which are not
in the set of PP-Module Bases) are allowed to be used in a PP-Configuration with that PP-
Module;

— each PP and PP-Module in the PP-Module Base for the PP-Module being defined, and all of
the additional PPs and PP-Modules (that are not in the PP-Module Base) that are allowed to
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be specified with the PP-Module in a PP-Configuration, shall identify the PP-Module being
defined in their respective allowed-with statements.

— all of the referenced PP-Module Bases shall also require exact conformance.
— “Strict conformance”;

If the PP-Module states that strict conformance is required, a ST shall conform to the PP-
Mnr’]n]p, as parf ofa DD-(‘nnFignrafinn, inastrictmanner;

f)

For

— “Demonstrable conformance”.

If the PP-Module states that demonstrable conformance is required, the ST shall conform”to
the PP-Module, as part of a PP-Configuration, in a strict or demonstrable manner. A ST-is only
allowed to conform to a PP-Module, as part of a PP-Configuration, in a demonstrable-manner if
the PP-Module explicitly allows this;

NOTE 1 A PP-Module can require strict or demonstrable conformance although its PP-Module
Base(s) do not all require strict or demonstrable conformance. The combination.6f demonstrable and
strict conformance will be validated in the PP-Configuration evaluation.

NOTE 2 The explicit declaration of strict or demonstrable conforniafice allows sponsors to make
the most appropriate statement in each PP-Module, independently of its\RP-Module Base(s).

NOTE 3 PP-Module Base(s) do not need to be specified\in the PP-Modules’ conformance
statement.

-’

may also include a reference to any evaluation methodsf activities that have been derived from
[SO/IEC 18045.

[f evaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 are
to be used to evaluate the PP-Module, then thesé shall be identified with the relevant security
requirement section by including a statement.in the following form:

“This PP-Module requires the use of -evaluation methods/ evaluation activities defined in
<reference(s)>.” .

[n this statement, <reference> isiteplaced by the identification of the location of the relevant
evaluation methods and evaluation activities. This reference may be to the document containing

the PP-Module, or to one or\n*o‘re separate documents.
ON
more information and séquirements on the conformance types, claims and statements for PP-

Modules, Annex C shall be<us€d in conjunction with the clauses of this document.

11.2

A PH
eith

A PH
(aug

C ’\ /
.3.4 Assuranceé rc\e‘quirements
-Module shall define the set of SARs that applies to the TSF defined in the PP-Module, which can be
br inherited from the PP-Module Base(s) or explicitly declared by the PP-Module author.

-Module may define a distinctive name for its set of SARs. However, if the PP-Module declares an
niented) pre-defined EAL (EAL1 to EAL7) or an (augmented) assurance package defined in an

appl
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name shall be used.

A PP-Module shall provide an assurance rationale that justifies the internal consistency of its set of

SAR

58

s, i.e.

the consistency of the set of SARs with regard to the threat model as defined in the SPD of the PP-
Module;

if the PP-Module does not inherit its set of SARs from its PP-Module Base(s), the consistency of the
set of SARs with all the sets of SARs defined in the PP-Module Base(s) of the PP-Module.
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NOTE1 Consistency refers to the absence of contradiction. An example of an inconsistency between SARs and
SPD would be to consider highly skilled threat agents together with a low AVA_VAN level that cannot consider
these threat agents by definition.

NOTE 2  The PP-Module assurance rationale ensures that the set of SARs defined in the PP-Module does not
undermine the security that is expected for the assets that are shared between the PP-Module and its PP-Module
Base(s) (if shared assets exist).

NOTE 3 The assurance rationale at PP-Module level contributes but is not sufficient to ensure the consistency

of the assurance requirements at PP-Configuration level. See 11.3.2.4.

NOTE4  The assurance rationale can rely on the relationship of the set of SARs in the PP-Module with the|pre-
defined EALs to demonstrate the internal consistency.

11.3 PP-Configurations

11.3.1 General

A PP-Configuration is a specification for the construction of a set of requirerments to which conformpance
can be claimed.

A PP-Configuration is intended to describe a general TOE type. A PP<€onfiguration:
— may be used as a ST template for any TOEs that meet the PR~€onfiguration’s TOE type;
— cannot be used as a template for other PP-Configurations, PPs or PP-Modules.

A PP-Configuration contains a set of PPs and PP-quﬁles (the PP-Configuration components)|and
cannot claim conformance to any functional packages, except indirectly through its PPs/PP-Modjles.
PP-Configurations may contain SARs and claim conformance to assurance packages.

)

Two types of PP-Configurations are identified; each has different requirements for their construgtion
and are applicable depending on the needs-of the consumer (risk owner). These are:

— Single Assurance PP-Configuration: This describes a configuration type in which the set of §ARs
that apply to the PP-Configuration’s components are identical.

— Multi Assurance PP-Confifg\liration: This describes a configuration type in which the SARs in the¢ PP-
Configuration components are not identical.

N
l’\ v
11.3.2 Requiremen\ts for PP-Configurations

A~
11.3.2.1 Genetad
A PP-Configuration shall be identified with a reference.
The reference identifier for a PP-Configuration shall be unique within a catalogue.

A 'PP-Configuration shall define the PP-Configuration components statement, a list that uniquely
identifies all the PPs and PP-Modules that compose, by reference, the PP-Configuration. Al PP-

yal £3 A3 1 11 - DD A | £ 1 4+ +1 AnlnlVal £3 3 £ Ja 3
uuuusul dUIUIT S1idll CUIIL4AIII UIIT I'I dlIU dl ITAdSU dlIIULLICTI rr-uuuusul dllUll LUlllpUllCllL. It llldy LUl taln
a PP-Module provided one of the PP-Module Bases are also included in the PP-Configuration. It may
contain PPs that have no associated PP-Module.

A PP-Configuration shall define the TOE type to which it applies.

A PP-Configuration contains exactly, by reference, the SPD, security objectives, SFRs, and functional
packages defined in its components; the specification of any additional element shall be done in one of
its components.
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A PP-Configuration shall provide a consistency rationale ensuring that the union of the elements
defined in its components do not lead to contradiction.

A multi-assurance PP-Configuration shall describe the organization of the TSF in terms of the sub-TSFs

that

are defined in its components and shall define for each sub-TSF a set of SARs that is consistent with

the corresponding component.

NOTE In the case of a multl -assurance PP- Conflguratlon contalmng one PP and one PP- Module w1th dlfferent

11.3
A PH

ization holds for a PP- Conflguratlon composed of two PPs, which define the two sub -TSFs.

sub-TSFs contained in a multi-assurance PP-Configuration may have some overlap. This deges not
ict on the applicable assurance requirements: Each sub-TSF shall be evaluated against its\own set
ARs. This means that the overlapping parts may be evaluated against multiple sets of.assurance
irements.

-Configuration:

may be used in context with the Direct Rationale approach described in B.5'and C.2.3. In this case,
pll of the components of the PP-Configuration shall also use the Direct Rationale approach;

shall not contain any additional content beyond that described in this document.

.2.2 Components statement

-’

N

-Configuration: )

/

shall identify all the components of the PP-Configuratjoirin a components statement. The components
statement shall contain one PP and at least another component;

NOTE1 The components statement is further deseribed in C.3.3.
shall not claim conformance to another PP<€eonfiguration;

NOTE 2 If this is desired, the effect cai’be achieved by directly including all components from both
PP-Configurations in one new defmed PP-Configuration, where exact conformance can be checked and
maintained. (

shall include the PP-Modul f&éses of all the PP-Modules included in the PP-Configuration. If a PP-
Module defines alternative'sets of PP-Module Bases, then only one of these sets shall be used in a
PP-Configuration; )

may select more P(P:s }h’an the PP-Module Base of the PP-Modules;

for single-assurance PP-Configurations, may identify the sub-TSF that corresponds to each
component.défined by the PP-Configuration;

for multivassurance PP-Configurations, shall identify the sub-TSF that corresponds to each
component defined by the PP-Configuration.

For

b PP-(‘nnfignrnﬁnn that requires exact conformance all PP-(‘nnfignrnﬁnn components shall qppr‘ifv

each other in their respective allowed-with statements.

An exception to listing in the allowed-with statement is that a PP-Module shall not list any PPs or PP-
Modules contained in its PP-Module Base in its allowed-with statement (because they are explicitly
allowed by virtue of the fact that they are a base for the PP-Module).

11.3.2.3 Conformance claims and conformance statement

In this subclause the use of italic text indicates literal text that shall appear in the text of the PP-
Configuration.

60
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The conformance claims of a PP-Configuration:

a) shall state the edition of the relevant parts of the ISO/IEC 15408 series to which the PP-
Configuration components claim conformance.
b) shall describe the conformance to ISO/IEC 15408-2 (SFRs) as either:
— “ISO/IEC 15408-2 conformant”;
A PP-Configuration is ISO/IEC 15408-2 conformant if all the PPs and PP-Modules in thg PP-
Configuration are ISO/IEC 15408-2 conformant.
or
“ISO/IEC 15408-2 extended”.
A PP-Configuration is ISO/IEC 15408-2 extended if at least one PP or PP-Module is not based
upon functional components in ISO/IEC 15408-2.
c) shall describe the conformance to ISO/IEC 15408-3 (security assurancé-requirements) as eithdr:
“ISO/IEC 15408-3 conformant”;
A PP-Configuration is ISO/IEC 15408-3 conformant if all\SARs in that PP-Configuration, which
may be simply inherited from its components, are hased only upon assurance components in
ISO/IEC 15408-3; or )
“ISO/IEC 15408-3 extended”. N
A PP-Configuration is ISO/IEC 15408-3 extended if at least one SAR in that PP-Configuration,
which may be simply inherited from its components, is not based upon assurance components
in ISO/IEC 15408-3. '
d) may include an assurance package conformance claim;
More than one package may becelaimed in a PP-Configuration. If an assurance package claim is
made, it shall consist of one ofjthe following statements for each package claim:
“Package Conformantf";\‘
A PP-Configurgbidn is conformant to an assurance package if the SARs of that PP-Configuration,
which may bé Jnherited from its components, are identical to the SARs in the assurance
package.
oA o
“Package Augmented”.
A-PP/Configuration claims an augmentation of an assurance package if: the SARs of that PP-
configuration, which may be inherited from its components, contain all SARs in the assurgnce
package, but have at least one additional SAR or one SAR that is hierarchically higher than an
SAR in the assurance package.
e) shall not include a functional package conformance claim. Functional packages may be claimed by
the components of the PP-Coniiguration,
f) shall not include a conformance claim with respect to other PP-Configurations, PPs or PP-Modules;
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The PP-Configuration shall provide a conformance statement which describes the manner in which STs
shall conform to this PP-Configuration:

g) for a PP-Configuration where all its PPs and PP-Modules are of the same conformance type, the
conformance statement shall provide a single conformance type, that is one of:

“Exact conformance”;

Ifthe DP-(‘nnfignrann statesthatexactconformanceis rpr}nirpd, aSTshall conform tothe PP-

Configuration in an exact manner.
—  “Strict conformance”;

If the PP-Configuration states that strict conformance is required, a ST shall conform tothe PP-
Configuration in a strict manner.

— “Demonstrable conformance”.

If the PP-Configuration states that demonstrable conformance is required,\a ST shall conform
to the PP-Configuration in a strict or demonstrable manner.

h) ffor a PP-Configuration where the PPs and PP-Modules do not requiretdll the same conformance
type, the conformance statement shall provide the list of the conformnarce types that are required
by each of the PPs and PP-Modules composing the PP-Configuratién; A ST shall conform to the PP-
Configuration by conforming to each of the PPs and PP-Modulesfin'the manner they require.

NOTE This applies only to strict and demonstrable conferinance, since the combination of exact
conformance with other types of conformance is not allowed iy aPP-Configuration.

The compatibility of the multiple conformance shallbe'validated in the ST evaluation, in the same
manner as when a ST claims conformance to several PPs that require different conformance.

i) |may also include a reference to any evaluatign methods/ activities that have been derived from
[SO/IEC 18045. If evaluation methods/ activities that have been derived from ISO/IEC 18045
are associated with the PP-Configuration; then the conformance statement shall also include a
statement in the following form: /

“This PP-Configuration requires(th.e use of evaluation methods/ evaluation activities defined in
<reference>.” Nyg

\
[n this statement, <refeneh\c23> is replaced by the identification of the location of the relevant
evaluation methods and gvaluation activities. This reference may be to the PP-Configuration itself,
or to one or more se;{ayate documents.
.

)
NOTE 1 Specification%f additional EMs/EAs that apply to one or more PP-Configuration components is only
allowed for PP-Configurations of strict or demonstrable conformance type.

NOTE 2  There@re implications for conformance statements in PP-Modules in the exact conformance case that
are dovered in&2.2.5.

11.3.2:4 " Assurance requirements

A PP-Configuration shall provide a SAR statement where the applicable assurance requirements and
associated rationale are defined.

A single-assurance PP-Configuration shall define a single set of SARs for all the PP-Configuration
components. In the exact conformance case, this set of SARs shall be identical to those declared in the
individual PP-Configuration components. In the strict and demonstrable conformance case, this set of
SARs shall be identical to or augment those declared in the individual PP-Configuration components.

62 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=46b3af48e1ceb41cee834d98fa91ebd4

ISO/IEC 15408-1:2022(E)

A multi-assurance PP-Configuration shall define:

— The global set of SARs that applies to the entire TOE. In the exact conformance case, this set of SARs
shall be identical to the common subset of SARs in the individual PP-Configuration components. In
the strict and demonstrable conformance case, this set of SARs shall be identical to or augment the
common subset of SARs in the individual PP-Configuration components;

— For each sub-TSF, the set of SARs that applies. In the exact conformance case, this set of SARs shall

1 LA | o 14 41 . L£ CAD A | 1 J 4l DD _C £ e o &l L TCr 1 h
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strict and demonstrable conformance case, this shall be identical to or augment the set9f|§ARs
declared in the PP-Configuration component for the sub-TSF.

A PP-Configuration may use the pre-defined EALs (EAL1 to EAL7) given in ISO/IEC 1540845, assurance
packages defined in external references and/or SARs defined within the PP-Configuration itself to
define its SAR statement.

NOTE1 The multi-assurance evaluation allows applying multiple pre-defined EAL$y However, for the $ame
reasons as for PPs in the general model, PP-Configurations can claim sets of SARs\that are different from|pre-
defined EALs and/or that contain extended SARs.

A PP-Configuration may define distinctive names for the sets of SARs, that apply to the entire TOE and
to each sub-TSF. However, the use of an (augmented) pre-defined\EAL or an (augmented) assurfnce
package defined in one of the PP-Configuration’s components or-in.another external reference reqyires
the usage of the same name.

A multi-assurance PP-Configuration shall provide an assurance rationale for:
— the consistency of the global set of SARs with regard’to the threat models as defined in the SPDs of
the PPs and PP-Modules in the PP-Configuration;

— the consistency of the global set of SARs and’all the sets of SARs for the sub-TSF with each othgr.

In constructing the global set of SARs-for the exact conformance case, the multi-assurance| PP-
Configuration author chooses the hierarehically lowest SAR if sub-TSFs specify hierarchically diffdrent
SARs. For example, if there are threesub-TSFs with ADV_FSP.1, ADV_FSP.2 and ADV_FSP.3, respectiyely,
then the global set of SARs would.¢contain ADV_FSP.1. However, if one of the sub-TSFs did not contail‘rll an
ADV_FSP component, then ADV.ESP would not be in the global set of SARs. For a strict/demonstrable
case, the multi-assurance PP(Conflguratlon author may choose ADV_FSP.1 or a higher component thus
augmenting the assurance requirements for some of its sub-TSFs (even in the case when a sub-TSF floes
not define any ADV_FSP-tomponent) provided the assurance rationale is consistent.

NOTE2 In most cas}s (and always in the exact conformance case), the global set of SARs can be built af the
common set of SARS that apply to all of the sub-TSFs. However, as it is the case with STs in the general mjpdel,
the PP- Conflgurz}(lon (of strict or demonstrable conformance type) can require additional or higher SARs| The
evaluation of*the PP-Configuration ensures the consistency of the claim, similar to the general model fof the
conformargewith two or more PPs defining different sets of SARs, and similar to the approach for a npulti-
assuranceST which can extend the sets of SARs defined in the PP-Configuration the ST claims conformance|to.

NQTE3 A PP-Configuration cannot claim less assurance requirements as the global set of SARs/assurfance
package than those contained in the common set of SARs that apply to all of the sub-TSFs.

NOTE4—The PP-Configuration assurarnce rationale COntributes to ensuring tiat the muttipte sets of SARs do
not undermine the security expected for the assets that are shared between the PPs and PP-Modules in the PP-
Configuration. The PP-Configuration assurance rationale relies on and/or reuses the assurance rationales given
in the PPs and PP-Modules.

For exact conformance type PP-Configurations, augmentation of the SARs for each sub-TSF (by the PP-
Configuration) is not allowed.

If additional SARs are specified, or SARs are replaced with hierarchically higher SARs then any derived
evaluation methods / evaluation activities required by the components of the PP-Configuration shall be
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addressed in the assurance rationale to demonstrate that the evaluation methods / evaluation activities
required by the PP-Configuration:

— arestilladequate, i.e. the new SAR has no effect on the EMs/EAs in the components and the assurance
that they provide; or

— have been addressed by defined refinements to the original EMs/EAs in the components so that the
resulting EMs/EAs required for the PP-Configuration generate assurance that is the same or higher

1 4] A LI NMa LA N S 4] 4=
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— havebeen supplemented by additional EMs/EAs to so thattheresulting EMs/EAs generate assurance
that is the same or higher than the original EMs/EAs applied to the components.

EXAMPLE1 An activity that was an examination of documentation for a lower SAR but whereadditional
testipg might be needed for a hierarchically higher SAR can supplement the original documentation evaluation
actiyities with additional evaluation activities that require testing.

EXAMPLE 2  Figure 5 shows an example of multi-assurance PP-Configuration with one(PP’A, and two PP-
Modples, X and Y. It illustrates the default construction of the global set of SARs for the entire’TOE, which consists
of SAR, i.e. the common set of SARs of each of the PP-Configuration components A, X ahd-Y. In the example, the
sets pf SARs that apply to the sub-TSFs defined in A, X and Y are unchanged as well.

NOTES5  Therules allow the augmentation of the sets of SARs.

-’
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PP-Configuration AXY

Components list
PP A, PP-Module X, PP-Module Y

Conformance statement
PP, — STRICT, PP-Moduley— STRICT, PP-Module,— DEMONSTRABLE

Global SAR.

| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| sub-T5F, — (5AKR(, SAR,) |
: sub-TSFy — (SAR(, SARy) i
| sub-TSFy — (SAR(, SARy) I
| |
| Multi-assurance rationale |
: Based on Rationale, ,Rationaley, Rationaley :
| . |
: PP-Module X I
I PP-Module base: PP A PP-Module base: PP.A I
| Conformance claim: Conformance claim: I
| <> <> |
| |
: Conformance statement Conformance statement I
| STRICT conformance DEMQNSTRABLE conformance |
| |
| Assurance requirements Assurance requirements |
I SAR(, SAR SAR, SARy |
| KON |
: Assurance rationale X Assurance rationale :
I Rationaley ¢ Rationaley |

! |
|

~d )
| a |
| PRY |
| |
| Conformance claim: |
| <> |
| |
: NN Conformance statement :
| ( STRICT conformance I
| : |
| \) Assurance requirements |
NN q
: /' SAR(, SAR, I
\ )]
| )« Assurance rationale |
I C ,\ Rationale, |
| \. |
| |
| |
L —_————— ————_——————_—_—_e—_e—_ e ——_E—_E——_—_E—_E—E—_—EE—_—E—E—_—_E—_E—E—_E—E———— -
Figure 5 — Example of PP-Configuration

Figure 6 shows the usage of single and multi-assurance PP-Configurations. Figure 7 gives the detail of
PP-Configuration components. Figure 8 shows the assurance classes that are used for evaluating PPs,
PP-Configurations and STs.
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4[ Do I need to conform to one or several PPs? [ yes

[Do I need to use PP-modules or multi-assurance? ]

no yes

/ Using PPs \ / Using a PP-Configuration \

See detailed figure “Building a PP-Configuration”

no \ J

4 )

A PP-Configuration is multi-assurance when PP$§ and"PP-
Modules have their own sets of differing: SARs
A global assurance package shali be defined: a superset of
the least common subset of SARs sets.

PPs may define ;
different sets of Exceptions :
SARs - When all PP-Configuration components have an identical set

of SARSs, this reverts to the,single assurance case.

- /\\ : //

~

Single-assurance N Multi-assurance
)
F 4
3

P,
-
Standalone ST\ /s'r conformant to pps\ ST conformanttoa /ST conformant to a multi-assuranb

single-assurance PP-Configuration
PP-Configuration pmmmmm e m ~
_________ ’ . ! 1 global | e
(TTTTT s S ‘ 3 o U U I (1.n) sets
] X 1 ] H assurance 1 N
[ Usetofsars || || TsetofsaRs | giserorsaRs 1| Cpadage )L ofSARs |

( \ ( \ & ( \ ( The ST may \ ( \
augment the set
Regardless of the,' | of SAR? of th? PP-
There is only conformance@be, Conflguratm.n
one set of the set of SARSOf components, in .
SARs. the ST must’be a This is asingle orde;to I:evelzrt to The STlltS_ mn
This is always supprsglof the PPs’ assurance use as;uer::::;i Ese az::;lax:;e
the single ~ sets of SARs. case case paradigm
assurance use \'[h‘s is always the -
case \\ single assurance Exception:
P Lse case - In exact
N ) conformance SAR

\ ) L // \ , \\ not allowed. J K j/

- J

Single-assurance Multi-assurance
’l TOE evaluation TOE evaluation
/

‘ (optional or required)
------- Evaluation methods are defined by
ISO/IEC 18045 plus additional EM/EA

Figure 6 — Usage of single and multi-assurance PP-Configurations
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K Building a PP-Configuration with strict/ demonstrable\
conformance types
contains at least two PP-Configuration components, including
1PpPP

[ (0..n) | [ (0..n) |

(0..n)
PP-Module

N — /

/ Building a PP-Configuration with \
exact conformance type
contains at least.two PP-Configuration components including
1pPpP

(0..n)
other PP

(0..n)
PP-Module

\Q /

Figure 7 — Composition of PP Components
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—[ Do | need to conform to one or several PPs? ]—

es
no Y
v
{ Do | need to use PP-Modules and/or multi-assurance? ]
no yes
APE
A\t ; 3
[ Using PPs ] ‘ Using a PP-Configuration ’
/\ C
single-a.ssurarjce multi-assurance \
PP-Configuration PP-Configuration N
ACE &
v A \ 2
Single-assurance Single-assurance ST Single-assurance Single-assurance ST Multi-assurance
ST conformant to ST conformant to a conformant to a ST conformant to
multiple PPs single-assurance multi-assurance PP- a
PP-Configuration Configuration multi-assurance
\ ]

b PP-Configuration

ASE 55
| ‘
|
v )
|
Single-assurance J Multi-assurance
TOE evaluation | | TOE evaluation
Z
Figure 8 — Assuranc\e\ciasses used to evaluate PPs, PP-Configurations and STs
a\s
O

12 Security Targets "(STS)
N\

12.1 General

A ST|is a document that describes a specific TOE, the conformance claims applicable to the evaluation of
the TOE, thesecurity problem to be addressed, the security objectives for the TOE and its operational
environmernt, the security requirements applicable to solving the stated security problem, and
additional material necessary to describe the TOE sufficiently for evaluation. STs are generally based

upon PPS or PP-Configurations that describe a Security problem and security requirements for a TOE
type that is relevant to the specific TOE.

A ST is typically produced by a developer and the audience for the ST includes evaluators, certifying
bodies and end users of the evaluated TOE.

Further information about STs, Annex D shall be used in conjunction with the clauses of this document.

12.2 Conformance claims and statements

In this subclause the use of italic text indicates literal text that shall appear in the text of the ST.
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The conformance claims of a ST:

a) shall state the edition of relevant parts of the ISO/IEC 15408 series to which the ST claims
conformance;
b) shall describe the conformance to ISO/IEC 15408-2 (SFRs) as either:
— “ISO/IEC 15408-2 conformant”
A ST is ISO/IEC 15408-2 conformant if all SFRs in that ST are based only upon functional
components in ISO/IEC 15408-2, or
“ISO/IEC 15408-2 extended”.
A ST is ISO/IEC 15408-2 extended if at least one SFR in that ST is not based\upon functional
components in ISO/IEC 15408-2.
NOTE 1 When a TOE is successfully evaluated to a ST, any conformahce claims of the ST|also
hold for the TOE. A TOE can therefore also claim to be ISO/IEC 15408-2 conformant.
c) shall describe the conformance to ISO/IEC 15408-3 (security assurance requirements) as eithdr:
"ISO/IEC 15408-3 conformant”;
A ST is ISO/IEC 15408-3 conformant if all SARs in that ST are based only upon assurfnce
components in ISO/IEC 15408-3, or )
“ISO/IEC 15408-3 extended”. H
A ST is ISO/IEC 15408-3 extended if at ledst one SAR in that ST is not based upon assurfnce
components in ISO/IEC 15408-3.
d) may include a conformance claim made with respect to packages.

If a package conformance claim is\tfrade, it shall consist of one of the following claims for
package:

“Package Conformant”;. «
Ve
A ST is conformant.td-a package if:

\
— for functighal packages, all constituent parts (SPD, security objectives, and SFRs) o
functiodal package are present in the corresponding parts of the ST without modificat

— for%?sﬁrance packages, the SARs of that ST are identical to the SARs in the assur
package.

“Rackage Augmented”
A ST claims augmentation of a package if:

— for functional packages, all constituent parts (SPD, security objectives, and SFRs) o

pach

F the
ion;

pnce

F the

functional package are present in the corresponding parts of the ST but the ST contai

ns at

least one additional SFR or one SFR that is hierarchically higher than an SFR in the package;

for assurance packages, the ST contains all SARs in the assurance package but contains
at least one additional SAR or one SAR that is hierarchically higher than an SAR in the
assurance package.

“Package Tailored”
STs shall not claim or perform tailoring.

More than one package may be claimed in a ST.
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f)

g)

70

Where STs claim exact conformance to PP(s) they shall not claim conformance to any packages,
including any packages claimed by the PP.

Where STs claim strict or demonstrable conformance to PPs they shall not also claim conformance
to the packages claimed in the PPs unless the ST augments the package as claimed in the PP, i.e. the
PP may claim a package as <package>-conformant, <package>-augmented or <package>- tailored,
but if the ST does not itself augment the conformant/augmented/tailored version of the package
in the PP, then it will not claim conformance to the package. The ST claims <package>-augmented

pnly in the case where the ST augments the packages beyond that claimed by the PP

Where STs claim conformance to a PP-Configuration they shall not also claim conformance(te
any functional packages, including any functional packages claimed by the PP-Configuration's
components.

Where STs claim strict or demonstrable conformance to a PP-Configuration they shall notalso claim
conformance to the assurance packages claimed in the PP-Configuration unless the-ST augments
the assurance package as claimed in the PP-Configuration, i.e. the PP-Configuration may claim an
nssurance package as <package>-conformant or <package>-augmented, but ifthe ST does not itself
pugment the conformant/augmented version of the package in the PP-Configuration, then it will
not claim conformance to the assurance package. The ST claims <packagé>raugmented only in the
case where the ST augments the assurance package beyond that claimedby the PP-Configuration.

NOTE 2 For exact conformance, it is allowed to claim conformance_to-a PP that claims conformance to a
package, or a PP-Configuration that has components that claim conformance to a package, but those are not
reflected in the ST’s conformance claim. D

\ S
)

may also include a conformance claim with respect to PPs;\/
“PP Conformant”;
A PP or TOE meets specific PP(s). -

A Direct Rationale ST may only claim cofiformance to one or more other Direct Rationale PPs.
(See Annex B)

may also include a conformance claim with respect to PP-Configurations:

— a ST may claim conformancétp exactly one PP-Configuration;
— aDirectRationale ST ShQN only claim conformance to a PP-Configurationifthat PP-Configuration
uses the Direct Ratloha e approach.

A\
NOTE 3 The gvaluation of a PP-Configuration can be performed upfront, independently of any
product evaluafion. Alternatively, the evaluation of a PP-Configuration can be performed during the
evaluation ofaconformant ST, prior to evaluating the ST conformance claim. See 13.3 for a discussion of
the evaluation of PP-Configurations.

PP-Modules are used to build specific PP-Configurations on top of one or more PP-Module Base(s).
Hence;PP“Modules shall only be used by STs through claimed PP-Configurations.

if~evaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 are

b S fiad 1 dhn o Fo o nn cdbadb ot AF S o lkaga DD DD Modiln A DD (o fi o100 1o

UCTIUITICUU 11T UIIC CUIIIVvUl lll(}lll\'\, DLGL\,III\,IIL Ul Clll_y l.la\,l\as\,’ I 1' 11 IV 1uuu1\., Ul ) Y hUAlllsul AltIVUIT tU
which the ST claims conformance, then the conformance claim shall also include a claim in the
following form:

“The TOE is evaluated using evaluation methods/ evaluation activities defined in <reference>.”

In this statement, <reference> is replaced by the identification of the location of the relevant
evaluation methods and evaluation activities.

STs that reference evaluation methods/ activities are not required to reproduce the text of the
evaluation methods/ activities within the ST.
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A ST shall only make a conformance claim for evaluation methods/ evaluation activities that are
included in a package, PP, PP-Module, or PP-Configuration claimed by the ST.

NOTE4  The reader is reminded that it can be the case that a ST claims no PP or PP-Configuration but can still
directly specify a package.

A ST can claim conformance to several PPs. If one such PP has exact conformance type, then all PPs
shall be of the exact conformance type. Otherwise, the PPs can have a mix of strict and demonstrable

fyzmac o d +tha ctoncoy of tho mhinat f dormonctealhla o d cteiot

|1 be
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validated as part of the ST evaluation.
For more information and requirements on the conformance claims for STs see Annex D.

For more information and requirements on conformance types see Annex E.

12.3 Assurance requirements

A ST that claims conformance with ISO/IEC 15408-3 (possibly extended) shal¥ define the global s
SARs that applies to the TOE.

A ST may define a distinctive name for the set of SARs that are applicable. However, the use d
(augmented) pre-defined EAL or an (augmented) assurance package defined in an applicable exte
reference shall require the usage of the same name.

If additional SARs are specified, or SARs are replaced with-hierarchically higher SARs in an ST
any derived evaluation methods / evaluation activities shall be addressed in the assurance ratio
to demonstrate that the evaluation methods / evaluatign/activities used by the ST:

— are still adequate, i.e. the new SAR has no effecton the EMs/EAs specified for use in the ST and
assurance that they provide; or

)

— have been addressed by defined refinements to the original EMs/EAs specified by the ST so
the resulting EMs/EAs required for the ST generate assurance that is the same or higher thar
original EMs/EAs applied to the ST;'or

— havebeen supplemented by additional EMs/EAs to so thatthe resulting EMs/EAs generate assur
that is the same or higher(than the original EMs/EAs applied to the ST.
EXAMPLE An activity that was an examination of documentation for a lower SAR but where addit
testing might be needed fgt-e hierarchically higher SAR can supplement the original documentation evalu
activities with additiopakevaluation activities that require testing.
N

12.4 Additio(éfr’equirements in the exact conformance case

12.4.1 Additional requirements for the conformance claim

A ST-8hall not claim conformance to an exact conformance PP/PP-Configuration and, at the same t
tosather PPs which are not of exact conformance type, i.e. a PP/PP-Configuration of exact conform
Shall not be combined with strict or demonstrable conformance.
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12.4.2 Additional requirements for the SPD

A ST claiming exact conformance:

— shall contain the SPD of all the packages and the PPs or PP-Configuration to which it is claiming

exact conformance, including all SPD elements;

— shall not include any SPD-elements that are not present in the packages or PPs/PP-Configuration to

which it is claiming exact conformance.
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NOTE The SPD that is instantiated in the ST from a PP-Configuration contains exactly the SPD-elements
present in the PP-Configuration’s components (PPs and PP-Modules). Note that PP-Configuration components
can combine to change or eliminate SPD-elements (e.g. an assumption in a base PP can become a threat that is
countered by a PP-Module on top of that base PP), so the result that appears in the ST considers these kinds of
modifications. See 11.3.

12.4.3 Additional requirements for the security objectives

A STctaimming exact conformmance:

— ghall contain all the security objectives for the TOE specified in all of the PPs to which it claits
conformance;

— phall not specify additional security objectives for the TOE that are not specified in the combination
of the PPs to which it claims conformance;

— khall contain all of the security objectives for the operational environment that aréspecified in the
combination of PPs to which it claims conformance; and

— phall not specify additional security objectives for the operational environment that are not present
in the combination of PPs to which it claims conformance.

Thel|same is true for PP-Configurations. The security objectives that aré instantiated in the ST from a
PP-(onfiguration contain exactly the security objectives present in the PP-Configuration’s components.
It siould be noted that PP-Configuration components can combine. to change or eliminate security
objeftives (e.g. a security objective for the environment in a<base PP may become a TOE security
objegctive in a PP-Module using that base PP), so the resulting ST reflects these kinds of modifications.

12.4.4 Additional requirements for the security requirements

A ST shall contain all the SARs present in the PPs; anci all the SFRs present in the PP-Configuration
components, with the following exceptions:

ST authors shall not include additional or hierarchically higher security requirements;

SFRs designated as selection-based SERs in the PPs or PP-Modules shall be excluded if the selection
hat requires their inclusion is netchosen by the ST author;

SFRs designated as optional, SFRs in the PPs or PP-Modules may be included or excluded while
maintaining its exact conformiance claim.

)}
NOTE1 SFRs in an exactcaifformance PP can be iterated and refined (as stated in ISO/IEC 18045 for ASE_
CCL.[L-12). C ’\ /
N\

NOTE 2  See 7.3.26or further information in regard to optional and selection-based SFRs.

NOTE 3  See Aumex E for further information on PP conformance.

12.% Additional requirements in the multi-assurance case

other PP or PP-Configuration.
A multi-assurance ST shall organize the TSF in sub-TSFs and claim a specific set of SARs for each of
the sub-TSFs and a global set of SARs for the entire TOE: this can be achieved exclusively through the
conformance to a multi-assurance PP-Configuration. The TSF structure defined in the ST is inherited
from the PP-Configuration, and the sets of SARs that apply to them in the ST are either identical to the
ones defined in the PP-Configuration or augmented.

A multi-assurance ST may extend the multi-assurance PP-Configuration (of strict or demonstrable
conformance type) with additional SFRs (and related SPD and security objectives as necessary) so that
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each new element completes at a minimum one PP or PP-Module of the PP-Configuration provided the

required conformity rules are satisfied, i.e. the new SFRs are aimed at extending the sub-TSFs def

ined

by the components of the PP-Configuration. As a consequence, the extended sub-TSFs are subject to the

set of SARs as defined in the original PPs/PP-Modules.

A multi-assurance ST may claim the sets of SARs defined in the multi-assurance PP-Configuration, or, in

the case of strict or demonstrable conformance type, may provide a rationale to claim “augmented”
of SARs, similar to STs in the general model.

sets

In order to conform with two or more PPs according to their respective sets of SARs, a multi-assuyp
PP-Configuration composed of the PPs shall be defined and claimed by the ST.

A ST that claims conformance with a multi-assurance PP-Configuration and augments ali the applid

pnce

able

sets of SARs to reach the same set of SARs for the entire TOE and all of the sub-TSFs.becomes a single-

assurance ST. In this case, the evaluation of the TOE shall follow the single-asstirance evalug
approach. This is only allowed for PP-Configurations of strict or demonstrable conformance type.

A ST that claims conformance with several PPs can only define a global set bf*SARs that applies tq
entire TOE, thus giving rise to a single-assurance ST. The ASE rules for ensuring the consistency o
assurance requirements of the single-assurance ST with regard to the PPs apply.

A ST that claims conformance with one single-assurance PP-Configuration, i.e. which defines only
set of SARs for the entire TOE and its parts, cannot become amulti-assurance ST. The reason is
the multi-assurance consistency rules are defined at PP-Configuration level. In order to achieve th
multi-assurance PP-Configuration derived from the PP-Configtiration shall be defined and evaluatg

For more information on multi-assurance PP-Configuréifions and STs see 12.4.2. A ST that cl

conformance with a multi-assurance PP-Configuration may become a multi-assurance ST by defiiing,

for each sub-TSF, the applicable set of SARs. Thiswill be either the same set of SARs inherited fro
PP-Configuration, or a larger set (augmentationyyalid only in the strict and demonstrable conform
type cases) which requires the update of the*assurance rationale provided in the PP-Configuration

A multi-assurance ST may define distinétive names for the sets of SARs that apply to the entire
and to each sub-TSF. The names shall. be consistent with the names given in the PP-Configuration.
use of an (augmented) pre-defined EAL or an (augmented) assurance package defined in an applig
external reference requires the usage of the same name.

Ve
A multi-assurance ST that claims strict or demonstrable conformance to a PP-Configuration
extends the sets of SARgbf the PP-Configuration it claims conformance to shall provide an assur

rationale that ]ustlfles'the consistency of the extension.
)}

N\
A multi- -assurancg ST shall conform to each and all of the individual conformance types that
identified in the\cmnformance statement of the multi-assurance PP-Configuration.

NOTE AST that claims conformance with more than one PP can only define a global set of SARs, which ap|
to the entire TOE. In such a case, the ASE rules for ensuring the consistency of the assurance requirements g
ST with'vegard to the PPs apply.

Eiguie 9 shows an example of a multi-assurance ST that claims conformance to PP-Configuration “
composed of PP A and two PP-Modules X and Y. The TSF structure consists of the sub-TSF defined
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from the PP-Configuration without any augmentation.
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Security Target

Conformance claim
PP-Configuration AXY
PP, — STRICT, PP-Moduley— STRICT, PP-Module,— DEMONSTRABLE

Assurance requirements
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Figure 9 — Example of multi-assurance ST

13 Evaluation and evaluation results

13 1 _Canaral
LI A AR * A =D WYy

This clause presents the expected results from PP, PP-Configuration and ST/TOE evaluations performed
according to either ISO/IEC 18045, and/or additional evaluation methods and activities.
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The goal of evaluation is to provide objective and repeatable results that can be cited as evidence, even
if there is no absolute objective scale for representing the results of a security evaluation.

NOTE1 A trade-off between following the relevant state of the art versus a sufficient level of repeatability
is often necessary. Therefore, properties such as objectivity and repeatability are not seen as absolute by the
standard, but rather as goals that can be approached in different ways. For example, ISO/IEC 15408-4 provides
one such framework for preserving objectivity and repeatability when deriving evaluation activities from
ISO/IEC 18045.

An evaluation result represents the findings of a specific type of investigation of the security properties
of a TOE. Such a result does not automatically guarantee fitness for use in any particular applicdtion
environment. The decision to accept a TOE for use in a specific application environment is based on
consideration of many security issues including the evaluation findings.

Figure 10 describes the various evaluations that are needed to provide confidencé in the evalugdtion
results for a TOE.

Evaluate PP Evaluated PP
PP evaluation results PP Catalogue

Evaluate i ) PP-
PP- PP-Configuration Evaluated Confieuration
Confi . evaluation results ) PP-Configuration 8
onfiguration : Catalogue

(
LY

>
*_Evaluated ST Evaluate
\\3 ST evaluation results ST

TOE Evaluated

evaluation results TOE TOE
Catalogue

Evatuate
TOE

The ISO/IEC 15408 series gives criteria for four types of evaluation:

a) a PP evaluation which is based on the APE class given in ISO/IEC 15408-3, described in 13.3;

b) aPP-Configuration evaluation which is based on the ACE class given in ISO/IEC 15408-3, described
in 13.3;

c) aST evaluation which is based on the ASE class given in ISO/IEC 15408-3, described in 13.4;
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d) a TOE evaluation, which is based on an evaluated ST and the criteria for evaluating the security
requirements claimed by the ST, described in 13.5.

PP and PP-Configuration evaluations provide confidence that the PP and/or PP-Configuration meets the
requirements of the ISO/IEC 15408 series. Catalogues of PPs and PP-Configurations can be maintained
by authorities or others which define the criteria for inclusion in the catalogue.

NOTE 2  The criteria for inclusion in a catalogue are out of scope for the ISO/IEC 15408 series.

PP-Nlodules are only evaluated as part of an evaluation based on a PP-Configuration.
Paclages are only evaluated as part of a PP-Configuration, PP, or ST evaluation.

NOTE 3 In practice, a ST that claims conformance with some non-evaluated PP-Configurations can-still be
evalfiated by performing the PP-Configuration evaluation first.

A STl evaluation leads to an intermediate result that is used in the frame of a TOE evaluatien. Optionally,
STs may be developed with conformance claims to packages, PPs and PP-Configurations:

ST/TOE evaluations can lead to catalogues of evaluated TOEs. In many cases these’catalogues refer to
the |T products that the TOEs are derived from rather than the specific TOE( Therefore, the existence
of ap IT product in a catalogue cannot be construed as meaning that thewhole IT product has been
evalpated; instead the actual ST defines the actual extent of the TOE evaltiation.

Refdr to the Bibliography for examples of such catalogues.

-’

13.2 Evaluation context

/

In ofder to achieve greater comparability between evaluation results, evaluations should be performed
witlin the framework of an evaluation scheme.

)

NOTE1 TheISO/IEC 15408 series does not state requiréments for such evaluation schemes.

Supporting greater comparability between_eévaluation results is also achieved through the use
of cpmmon evaluation methods producing-these evaluation results. Use of a common evaluation
methodology contributes to the repeatability and objectivity of the results but is not by itself sufficient.
Manjy of the evaluation criteria require.the application of expert judgement and background knowledge
for which consistency is more difficéloto achieve. In order to enhance the consistency of the evaluation
find|ngs, the final evaluation reik{lt‘s can be submitted to a certification process.

NOTE 2 The ISO/IEC 15408,s§r\ies does not provide requirements to assess the competences of developers or
evalfyiators. ISO/IEC 19896-3 provides competency requirements for the ISO/IEC 15408 series evaluators that
can be used as a supportimthe evaluation process. However, it only addresses basic methodology competences
and floes not address theway to assess:

— fechnology-specific knowledge and skills such as those required to perform ADV, ATE or AVA_VAN evaluation
on a given product type;

— pector-specific knowledge that is typically required to perform ASE, APE or ACE evaluation.

For the ISO/IEC 15408 series, the generic methodology for IT security evaluations is given in
ISO/IEC 18045. More specific evaluation methods and activities may be derived from ISO/IEC 18045
by using the framework given in ISO/IEC 15408-4, by refining standard assurance components or by
defining extended assurance components.

It can be necessary for PP authors to augment the generic methodology for IT security evaluations given
in [SO/IEC 18045 with a method that includes technology-specific evaluation activities.

A certification process, which is outside the scope of the ISO/IEC 15408 series, can include an
independent inspection of the results of the evaluation leading to the production of a final certificate or
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approval, which can be made publicly available. The certification process is a means of gaining greater
consistency in the application of IT security criteria.

13.3 Evaluation of PPs and PP-Configurations
Basing a PP or a ST on an evaluated PP/PP-Configuration has two advantages:

— there is much less risk that there are errors, ambiguities, or gaps in the PP/PP-Configuration. If any

problems with that would have been found during the evaluation of that PP/PP-Configuratien, are
found during the writing or evaluation of the new ST, significant time can elapse before the)PF/PP-
Configuration is corrected;

— evaluation of the new PP/PP-Configuration can re-use the previous evaluation results, resulting in
less effort being employed in the evaluation of the new PP/PP-Configuration.

If the evaluation of a PP is required then the APE criteria, given in ISO/IEC 15408-3 shall be used.

If the evaluation of a PP-Configuration is required, then the ACE criteria givenxin ISO/IEC 15408-3 shall
be used.

The goal of such evaluations is to demonstrate that the PP, or PP-Cofifiguration is complete, interpally
consistent, and technically sound and suitable for use as a template 'on which to build a ST or andther
PP.

The method of stating evaluation results for PPs and PP-Configurations is described in 13.7.

NOTE PP-Modules are not evaluated separately; they‘ape evaluated in the course of evaluating th¢ PP-
Configuration that uses them.

13.4 Evaluation of STs A

A ST evaluation determines the sufficiency‘of the TOE, the operational environment and the intdrnal
consistency of the descriptions and requiféments it contains.

The ST evaluation shall be carried out by applying the ASE evaluation criteria, defined in
ISO/IEC 15408-3. The methods @nd activities used to apply the ASE criteria are determined by the
evaluation methodology that is*associated with the ST, which is specified in ISO/IEC 18045 of by
evaluation methods/ activities that are derived from ISO/IEC 18045. Derived evaluation methpds/
evaluation activities ar’e\w}didated outside of the ISO/IEC 15408 series and ISO/IEC 18045 framewqrk.

Users of this documént/series should be aware that evaluation schemes do not always approve thg use
of particular evaléation methods/evaluation activities. A ST can require evaluation methods/evalugtion
activities, and.af-évaluation scheme can decide not to carry out evaluations following this ST.

The method\of stating ST evaluation results is described in 13.7. These results also identify any PP(s)
and package(s) to which the ST claims conformance.

13.5 Evaluation of TOEs

A TOE evaluation determines that the correctness of the TOE against the criteria defined in the ST. As

said earlier, the TOE evaluation does not assess the correctness of the operational environment.

The TOE evaluation is more complex. The principal inputs to a TOE evaluation are the evaluation
evidence, which includes the TOE and the ST, but will usually also include input from the development
environment, such as design documents or developer test results.

The TOE evaluation consists of applying the SARs (from the ST) to the evaluation evidence. The
method to apply a specific SAR to a TOE is determined by ISO/IEC 18045 and by evaluation methods/
activities that are derived from ISO/IEC 18045. Derived evaluation methods/evaluation activities are
validated outside of the ISO/IEC 15408 series and ISO/IEC 18045 framework. Users of this document/
series should be aware that evaluation schemes do not always approve the use of particular evaluation
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methods/evaluation activities. A ST may require evaluation methods/evaluation activities, and an
evaluation scheme can decide not to carry out evaluations following this ST.

How the results of applying the SARs are documented, and what reports need to be generated and in
what detail, is determined by both the evaluation methodology that is used and the evaluation scheme
under which the evaluation is carried out.

The

TOE evaluation may be carried out after TOE development has finished, or in parallel with TOE

dev

The
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method of stating ST/TOE evaluation results is described in 13.7.

13.6 Evaluation methods and evaluation activities
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bric IT evaluation methods and activities for each of the security assurance classes-given in
[EC 15408-3 are provided in ISO/IEC 18045. The evaluation methods and activities given in
[EC 18045 are high level and depending on the technology type, the assurance level/or the security
lem described, the provision of more specific evaluation methods and activities¢an be needed.

evaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 may be

ished either as an inclusion in PPs, PP-Modules and packages or as sepafdte supporting documents.

 Evaluation results

-’

.1 Results of a PP evaluation X

)
/

results of the PP evaluation shall include a “conformanee elaim” in accordance with 10.3.

E ISO/IEC 15408-3 provides evaluation criteria for PPsin the APE class.

.2 Results of a PP-Configuration evaluation

results of a PP-Configuration evaluation shall include a “conformance claim” in accordance with

> a PP-Configuration has beensevaluated, a ST evaluation may rely on the results of the PP-
iguration evaluation. o

Q
1 ISO/IEC 15408-3 proyides evaluation criteria for PP-Configurations in the ACE class.

NOT
]
NOTE 2 The evaluation of\)szP-Configuration can arise in two situations, with no impact on the evaluation
methodology: C ,\
N\

13.7

independently af'any product evaluation, or

as the first Step of the evaluation of a ST that claims conformity with the PP-Configuration. Otherwise the
conformance claim is meaningless, and the ST evaluation would fail in this aspect.

.3-_Results of a ST/TOE evaluation

13.7.3.1 General

The

results of a ST evaluation shall include a “conformance claim” as defined in 12.2.

A successful TOE evaluation requires a successful ST evaluation. The result of the TOE evaluation
process is either:

78

a statement that all SARs have been met, and that therefore there is the specified level of assurance

that the TOE meets the SFRs as stated in the ST;
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— a statement that not all SARs have been met and that therefore there is not the specified level of
assurance that the TOE meets the SFRs as stated in the ST.

NOTE In some cases the evaluation results are subsequently used in a certification process, but this
certification process is outside the scope of the ISO/IEC 15408 series.

If the TOE evaluation has resulted in a pass statement, the underlying product can be eligible for
inclusion in a catalogue of successfully evaluated products.

13.7.3.2 Use of ST/TOE evaluation results

Once a ST and a TOE have been evaluated, asset owners can have the assurance, as defined/n the ST,
that the TOE, together with the operational environment, counters the stated threats, The evalugtion
results may be used by the asset owner as part of a risk-acceptance decision related to exposing the
assets to the threats.

However, risk owners should carefully check whether:
a) the SPD in the ST matches their own security problem;

b) their operational environments conform (or can be made to conform) to the security objectivef for
the operational environment described in the ST;

c) any guidance documents provided by the developer in‘the context of the TOE evaluation| are
followed during the installation, configuration, and opera}tion of the TOE.

If any of these conditions do not hold true, the assotiated assurance cannot be relied on and the
evaluation results should be treated accordingly in a risk-acceptance decision.

Additionally, once an evaluated TOE is in operatien, it is probable that previously unknown errofs or
vulnerabilities in the TOE will be identified. ln-that case, the developer can correct the TOE (to address
the vulnerabilities) or change the ST in a way that excludes the newly identified vulnerabilities from the
scope of the evaluation. In either case, the-0ld evaluation results can no longer be valid.

NOTE If assurance is to be maintaified, re-evaluation is needed. The ISO/IEC 15408 series can be used for
this re-evaluation, but detailed procedures for re-evaluation are outside of the scope of this document.

(
N\

13.8 Multi-assurance evaiuation

\
For a multi-assurance~P§-’Configuration, the ACE requirements, given in ISO/IEC 15408-3, ensure|that
the combination of different sets of SARs does not undermine the expected security of the underlying
assets, as definerdén,the SPDs of the PPs and PP-Modules that compose the PP-Configuration.

)
For a multi-a8stirance ST, the ASE requirements, given in ISO/IEC 15408-3, ensure that the T is
conformant to a multi-assurance PP-Configuration which satisfies ACE assurance requirements.
This means that the organization of the TSF in sub-TSFs and the sets of SARs that apply to thenj are
consistent with the PP-Configuration. For each sub-TSF this means that the multi-assurance ST claims
a setof SARs that is identical or an augmentation of the set of SARs defined in the PP-Configuratioh for
the corresponding component (PP or PP-Module).

Thegenerat mmodetof the standard, witich hotds T a mutti=assurance evatuation, TequiTes tirat the
evaluator evaluates the TSF in order to ensure the security of the TOE. In the context of multi-assurance,
the evaluator still considers the impact on the entire TOE, when evaluating each of the sub-TSFs.

In practice, a multi-assurance evaluation can be seen as several evaluations of the same TOE, according
to different PPs. The multi-assurance evaluation adds the consistency checks that are required to
ensure that these evaluations can be performed together. This means in particular that the set of SARs
associated with a sub-TSF does not impact on the other sub-TSFs. Therefore, the evidence required by
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the SARs of one sub-TSF cannot be negatively impacted by the SARs that have been chosen for the other
sub-TSFs.

EXAMPLE Let us imagine that a PP-Configuration selects AVA_VAN.3 for one sub-TSF. ADV_TDS.3 will then
be required by dependency. The evaluation of ADV_TDS.3 for this sub-TSF will, by definition, consider all the
subsystems of the TOE, regardless of the ADV_TDS levels of the other sub-TSFs defined in the TOE.

The multi-assurance evaluation of a TOE which conforms with a multi-assurance ST consists in
eval lzring the entire TOE ngzincr the g]nh:\] set of SARs and mm]lmting each of the sub-TSFs zg;\incf

the ¢orresponding sets of SARs, as defined in the ST. The order of the evaluation activities is left to the
evalpator. The most suitable order depends on factors such as the actual structure of the TSF in terms
of tHe sub-TSFs and the difference between the global set of SARs and the sets of SARs that apply to the
sub-{I'SFs.

The[limitation of multi-assurance evaluation to TOEs (and ST s) that conform with one multisassurance
PP-(onfiguration and the definition of the multi-assurance consistency rules in ACE allow-to limit the
impgct on the other assurance classes. Performing a multi-assurance evaluation conSists in applying
a urjiform interpretation of all the assurance classes, as defined in ISO/IEC 184054{ir’the context of a
mulfi-assurance evaluation, whenever a SAR mentions the “TOE” it refers to the entire TOE. Whenever a
SAR|mentions the “TSF”, it refers to the sub-TSF to which the SAR applies.

A mpulti-assurance ST reflects the TSF organization in sub-TSFs defined\iif the PP-Configuration to
whig¢h the ST claims conformance. This TSF organization does not describethe organization of the TOE’s
implementation in subsystems and modules, but rather associates a given set of security functionalities
(subrTSF) with specific assurance requirements. It can happen that sub-TSFs are implemented by
diffdrent sets of subsystems/modules, but there can also be sorie degree of overlap: a subsystem or
module can implement functionalities belonging to two different’sub-TSFs. This means that the two sets
of SARs apply to the common subsystem or module (i.e. the union of the sets of SARs applies). In both
cases, for each sub-TSF, all of the other sub-TSFs belong tothe TOE and the corresponding subsystems/
modules shall be evaluated through the prism of the réguirements of the sub-TSF.

14 Composition of assurance

14.1 General

(
NN\

IT products are almostalways comp&éed from several components, whereby some of them are evaluated
and some are not. Independent product components are often evaluated separately, and the question of
composing the security assurange of the single components to determine the security assurance of the

entire product arises. )

EXAMPLE Software g Mr.lposed with evaluated hardware to create an IT product.
Composition of assura;ce is dependent upon:

— Ithe type oficomposition;

— [the security function policies, and OSPs that the component evaluation was based on;

— [heclaimed security assurance, for example the assurance level;

— the overall security policies for the entire product.

Concepts of composition models are described in 14.2. Evaluation methods by which security assurance
in such composition models can be provided are given in 14.3. Considerations about the re-use of
evaluation results related to individual product components in the composition approach are addressed
in 14.4. 14.5 addresses the relationship between composite and multi-assurance evaluation approaches.
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14.2 Composition models

14.2.1 Layered composition model

In this type of composition, one component is built on top of another component, as picture
Figure 11.

"Dpppndpn‘r" component “‘B”

d in

"Base” component “A”

Figure 11 — Layered composition model

The following assumptions are made in regard to the layered composition model:

— the base component is independent from the dependent component;

— the base component is not modified by the dependent component;

— the dependent component uses the functionality of the basé€eomponent and not vice versa.
Those performing such a composition should consider that: ©

— the dependent component can depend on other fusiefionality than the security functionality iy
scope of the evaluation of the base component;

Two examples are given to clarify the layered composition model described in Figure 11.

EXAMPLE1 The first and main example comes from the smartcard domain, where an evaluation techr
has been defined for the layered compositionamedel. In this context, a smartcard is built up with a combinati
two parts:

— ahardware integrated circuit (1G) /part (as a base component);

— asoftware part on top of it&a\s‘a dependent component).

1 the

ique
on of

The software part can de 1%expd on functionality that does not belong to the evaluated security functionality of

the underlying hardware:H{ewever, in general almost all instructions of the hardware are part of the hardwj
security functionality Qnd are used to implement the security functionality of the software part.

The software par/td’f éh.e smartcard is potentially layered itself, consisting of an

— ‘OperatingSystem’ layer with possibly integrated applicative functionality (as a base component);
— ‘Application’ layer on top of it that contains different applications (as a dependent component).

All these parts can be developed by different actors with specific objectives.

EXAMPLE 2 Applications running on a personal computer follow the same principle, with an operating sy

are’s

stem

(0S) acting as a base component and the application layer as a dependent component: the application

uses

Identification and Authentication provided by the OS, builds its own objects on top of the OS file system, builds
its own application structure on top of the OS address space management and separation, and needs to enforce
specific properties (e.g. fault tolerance, information flow control). If the OS has already been evaluated, then the
security functionality of the application layer can be broken down to the evaluated security functionality of the
base component. Where this is not possible, the dependent component implements the security functionality by
itself. Furthermore, the dependent component can depend on functionality that does not belong to the evaluated

security functionality of the underlying base component.
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14.2.2 Network or bi-directional composition model

In this type of composition, a component uses the specific functionality of another component
communicating via some communication channel, as pictured in Figure 12.

component component

LA e =9

A
A 4

b

Figure 12 — Network or bi-directional composition model

Thelfollowing assumptions are made in regard to the network or bi-directional composition model:

— Ithe security interdependencies are clearly described;

— Jpoth products are separated such that there is no other channel or influence than the defined one;
— oth products implement the functionality required to protect the commitinication channel.
EXAMPLE1 An application (component “A”) using the functionality of an“external LDAP server (component
“B")

Thode performing such a composition consider that: \ X :
— pecurity functionality might not fit together.

EXAMPLE 2 Access control can be based on different objects:

— pssumptions made on a component might not be valid: '

EXAMPLE 3  Assumption on the protection of crifical data transferred to another component:
— kecurity functionality can have unwanted side effects.

EXAMPLE4 A covert channel leaking,cY}./ptographic keys.

If these kinds of issues are id«;ritified, then they should be clearly documented along with the
detgrmination of appropriate.m}t’igating controls.
"\ )
14.2.3 Embedded corpno)s‘ltion model
)

In this type of compesition, a component is used as part of a larger component or product, as pictured
in Figure 13.

Major Minor
component “B” component “A”

Figure 13 — Embedded composition model

The following assumptions are made in regard to the embedded composition model:
— there is usually no separation between the components;

— each part can influence the other via channels and interfaces other than the intended ones.
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EXAMPLE Alibrary or subsystem providing specific security functions as part of a larger product.

Those performing such a composition should consider that due to the lack of separation, compon
potentially:

— bypass the security functionality of the other components;

ents

— modify the security functionality and security policy of other components and of the whole product;

— introduce a number of critical side effects.

NOTE If separation is specified, ADV_ARC given in ISO/IEC 15408-3 describes the criteria for evaluation.

14.3 Evaluation techniques for providing assurance in composition models

14.3.1 General

To achieve reliable and repeatable evaluation results for the evaluation of IT products (TOEs) that n
use of the composition models described in 14.2, a corresponding suitably-defined evaluation me
is needed.

14.3.2 and 14.3.3 address evaluation techniques for the layered-eomposition model. 14.3.2 descy
how the ACO class defined in ISO/IEC 15408-3 may be used for composed TOEs, and in 14.3.]
evaluation technique for composite products is provided which'isalready widely applied in the indu
and shows multiple advantages (see 14.3.3.1). J

The other two composition models (i.e. bi-directionat and embedded) are not explicitly addresse
constructs defined in the ISO/IEC 15408 series.

14.3.2 ACO class for composed TOEs <
The ACO class specified in ISO/IEC 154083 addresses a TOE composed of two TOEs using a lay

hake
thod

ibes
B an
stry

d by

ered

composition model as described in 14.2, both of which have been separately evaluated. These compopent

TOEs can be described as a base TQEyand a dependent TOE, as shown in Figure 14. In such a case|
ACO class is used for evaluating the composed TOE.

LN
An evaluation of such a corfiposed TOE consists of evaluating the interaction between both T

whereby reuse of the eval{Jatlon results from both the base TOE and the dependent TOE takes place.

ISO/IEC 15408-5 pr0v1des pre-defined CAPs that may be used for determining the composed T
assurance level.

~O
The ACO class igapplicable up to ‘Enhanced-basic’ assurance level.

the

OEs,

h

OE'’s
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Composed TOE
(to be evaluated)

dependent TOE

(already evaluated)

base TOE
(already evaluated)

Figure 14 — Composed TOE evaluated using the ACO class

14.3.3 Composite evaluation for composite products

14.3.3.1 General

The|composite evaluation technique addresses the layered composition model for composite products
as described in 14.2 and is devised to meet the foilowing objectives:

— findependently performthe evaluation of abasé componentto address several dependent components
hnd customers;

— [reate one or several dependent component(s) to use with an evaluated base component;

— install one dependent compenentonto an evaluated base component to reduce the evaluation effort
keeping a high level of confidénce.
O

The|composite evaluation technique describes a way to perform transfer of knowledge and reuse of
evidence, in order to meet lrese objectives.
o

)
The|[COMP related assu\'ance families specified in ISO/IEC 15408-3 for the ADV, ALC, ASE, ATE and AVA
clasges provide evaluation criteria pertinent to composite products using this layered model.

14.3.3.2 Objectives

Thig method for composition of assurance applies to layered products that comprise one independently
evalpated base component and one dependent component.

NOTE A dependent component potentially consists of one or more dependent sub-components. For
simplification, they are considered as ‘one dependent component’ in the following.

The composite product is made of the integration of the already evaluated base component (including
its base TOE) and the dependent component. Hereby, the base TOE is part of the composite TOE. In the
composite evaluation approach, the evaluation results already obtained for the base TOE are reused,
and the evaluation of the dependent component is performed within the evaluation of the composite
product, whereby in particular focus is laid on the evaluation of the relationship between the base TOE
and the dependent component. Therefore, an assurance level is claimed for and applies to the composite
product as a whole and not to the dependent component only.
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The composite product, with its base component (including the base TOE) and dependent component,
is intended to be efficiently evaluated. The specific composite evaluation technique is set up with the
objective to optimize the evaluation of such a composite product.

Unlike ACO-based evaluation, this allows a direct comparison with similar products that are evaluated
at once without using composition techniques. Moreover, there is no limitation in the assurance level,
i.e. the composite product can claim any pre-defined EAL or well-defined assurance package, including
resistance up to ‘High attack potential’ as defined in ISO/IEC 15408-3 AVA_VAN.5, whereas ACO

Ts Iimited by CAP requirements up to Enhanced-basic attack potential. The aim Is not to definge an
additional assurance class, but to define additional assurance requirements for a composite evaludtion.

EXAMPLE Examples of smartcard devices requiring high-level assurance include payment and digital
signature applications.

14.3.3.3 Design of composite product and composite TOE

The composite product is composed of one base component (including its baseTOE) and one depenfdent
component whereby in view of evaluation aspects the following rules andv¢onstraints apply forf the
composite product and its composite TOE part:

— the base component builds the underlying independent layer of thé composite product and contfains
the base TOE. The base component with its base TOE shall already have been evaluated;

— the dependent component builds a supplementary layer of the composite product that is dependent
on the base component and that shall be evaluated in thejframework of the composite evaluatipn;

— the composite TOE is part of the composite produet ard covers the entire dependent component|and
the base TOE, more detailed a superset of the base TOE functionalities is required for the conrect
and secure execution of the composite product;

NOTE1 A composite TOE can contain paxts'that are independent from the base component / base [TOE.
For simplification, such parts are considered as belonging to the dependent component.

— the dependent component cannot-rely on base component functionalities that are in the pase
component, but lie outside thexbase TOE (that is, functionalities in the non-TOE part of the pase
component);

(
N\

— the non-TOE part of the gomposite product can use base component functionalities, in partiqular
base TOE functionalities: As usual, the composite evaluation needs to determine that this non{TOE
part of the compogite product is non-interfering with the dependent component - neither dirg¢ctly
nor through the@isage of the base component functionalities;

— non-TOE pzfrt;\s)of the composite product, in particular non-TOE parts of the evaluated pase
component‘Tthat is, parts in the base component lying outside the base TOE), are considered part of
the opérational environment of the composite TOE.

NOTE2\Y Composite evaluation is applicable independently of the EAL for the composite product aimed. Where
some-evaluation activities are not applicable due to the EAL chosen, they are also not expected to be applied|

NOTE 3  This document only addresses cases where the level of assurance of the base component is equivplent
or higher compared to the composite evaluation level

NOTE4 Inthe case where both base component and dependent component have already been evaluated using
the ISO/IEC 15408 series, the composite evaluation work potentially relies on the results already obtained both
from the previous base component evaluation and the previous dependent component evaluation. Nevertheless,
the composite evaluation objective as defined in this document has still to be achieved.

Figure 15 illustrates the general design and layering of a composite product and composite TOE in the
framework of the composite evaluation approach.
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Composite Product
Composite
TOE .
bOl:indal‘y . P . Non-TOE part of the
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| Non-TOE partofthe |\
Base Component ] Base Product
o : Base Prioduct
boundary

Base TOE Composite’Product

boundary boundary

(red dotted)

Figure 15 — Composite evaluation

Sevdgral composition steps can follow each other. In other ternds, the base component can itself be a
composite product consisting of an own already evaluated basécemponent and a dependent component.

14.3.3.4 Roles

The|base component and the composite product, mere precisely the base TOE and the composite TOE,
are poth undergoing an evaluation. Therefore, both of them have a sponsor, a developer, an evaluator,
and pn evaluation authority.

For the composite evaluation model addressing the evaluation of the composite product, a preceding
finalized evaluation of the base compongnt with its base TOE is expected. The composite evaluation
perfprms the evaluation of the comgposite product by re-using the evaluation results of the already
evalpated base component. Hencg, the evaluation of the composite product focuses on the evaluation of
the flependent component incl Eng its relationship to the base component and hereby takes the base
TOE|with its related evaluatidp results into account.
\

In plractice, there is ng. Composite product developer since the composite product results from the
integration of the depéndent component and the base component. Instead, the relevant developer-
related roles here areé:

— the dependent component developer responsible for implementing the dependent component (and
further<on-TOE parts of the composite product, if applicable);

— [hedbdse component developer responsible for implementing the base component;

— tlre composite product imtegrator responsibie forthe integration of the base component and tie
dependent component.

In order to address this role model, the composite evaluation approach and technique defines additional
evaluation activities for the above-mentioned dependent component developer, the base component
developer, and the composite product integrator.

NOTE1 As already mentioned, the dependent component can have undergone a separate evaluation, but the
evaluator and evaluation authority of this previous evaluation are not considered here. If the base component
and the dependent component were evaluated separately, each of them would have a sponsor, a developer, an
evaluator, and an evaluation authority.
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NOTE 2  Asin the general cases, some actors involved can be the same. The composite evaluation context also
leads to specific cases of actors having several roles. Each evaluation will associate particular organizations or
persons to these generic roles.

EXAMPLE 1
— the base component developer can also be the base component sponsor;

— the base component evaluation authority can also be the composite product evaluation authority.

NOTE 3  The composite product integrator is a different role than the developer. While this integrater ¢4n, in
some cases, also be one of the developers defined previously, this is not always the case.

The following example illustrates the role of the composite product integrator:
EXAMPLE 2

— nativesmartcards: The underlying base componentis anintegrated circuitand the basé componentdeveloper
is the integrated circuit (chip) manufacturer; the dependent component is a catd 'eperating system arnd its
application(s) and the dependent component developer is the developer of the smartcard operating syptem
and the application(s). In this case, the role of the composite product integrator is played by:

— the chip manufacturer embedding the core of the operating systervinito the ROM of the chip, then hLy;

— the card manufacturer usually loading some parts of the operating system and the applications int¢ NV-
Memories (EEPROM and/or Flash) of the chip.

— Java Card technology-enabled devices: The underlying base component is the Java Card System (Java [Card
Runtime Environment, Virtual Machine and APIs} on ¢hip and the base component developer is the|card
manufacturer/issuer; the dependent component is a fava’Card applet, which can be developed by an applet
developer playing the role of the dependent comipenent developer. In this case, the composite prdduct
integrator role can be played by the domain/appli€ation service provider or by a trust centre loading the
applet and often personalizing the card electrofiicaily.

14.3.3.5 Action elements and required:information

To allow the evaluation of a compositeproduct, the composite evaluation technique identifies two main
sets of issues, leading to the following rules:

— the composite product c4rybe insecure due to gaps in the definition, integration or test of the pase
component and depen\d‘ent component security mechanisms. In particular, the following properties
are to be enforced;~&:

— the assets t‘o 'be protected are the final composite product assets defined in a dedicpted
compos&tt’; product ST;

— therseeurity mechanisms involved in the protection of these assets are those provided by the
base’component and by the dependent component;

<) some of the security mechanisms and security services provided by the base componentmay
require configuration, programming, or activation as allowed for the base TOE by the dependent
component;

— evaluation is performed and validated on the final composite product.

To this effect, the composite evaluation technique defines specific action elements to be performed
by the actors involved in the evaluation of the base component, as well as in the development of the
dependent component and in the evaluation of the composite product.

— theaforementioned action elements are potentially impossible to perform due to alack ofinformation
sharing between actors. To avoid this, the composite evaluation technique explicitly defines which
information is required for each action element.

© ISO/IEC 2022 - All rights reserved 87


https://standardsiso.com/api/?name=46b3af48e1ceb41cee834d98fa91ebd4

ISO/IEC 15408-1:2022(E)

Table 2 and Table 3 define which SARs shall be selected in the composite product ST, and the information

that

isrequired to be available for the dependent component developer, the composite product evaluator

and the composite product evaluation authority to allow and support a composite evaluation.

Table 2 — Information to be provided to the dependent component developer

Targ

SAR defining the ac- c q Originator of the
q Information required - :
tion elements information
Congistency of compos- [ST of the base component. Base component de-
ite groduct Security veloper

Information to build the composite product ST and to ensure
consistency of the security definition between the base com-
ponent and dependent component.

et (ASE_COMP)

Information related to the base component’s security mech-
anisms and security services that the dependent component
has to manage or use.

Con
plia

posite design com- |Information (usually in the form of a guidance or user’s man- |Base)component de-
hce (ADV_COMP) ual) related to the base component’s security mechanisms veloper

and security services that the dependent component has to
manage or use.

Potd
eval
base
eval
the
mee|
the

ntially, the composite product evaluator does not need all the detailed results of the base component
uation for performing a composite evaluation of a composite producbthat integrates such evaluated
component. However, for reusing the base component evaluation results the composite product
ator needs complementary information on the assurance méastires where the base component and
lependent component interfere. In particular, for the examjriation that the dependent component
ts the security requirements imposed by the base component and for the vulnerability analysis of
fomposite product, the composite product evaluator makes use of the evaluated base component’s

usei| guidance, the related report of the base component evaluation authority (i.e. the report for an

eval
and

All i
info

pated product that confirms the acceptance ofithe evaluation results provided by the evaluator)
the so-called ETR for composite evaluation (ETR_COMP) described in 14.3.3.6.

h all, for making use of the composite evaluation technique, in addition to the standard amount of
'mation required by the assurance paekage chosen for the composite evaluation (e.g. an EAL), the

follgwing is needed as outlined in Table 3:

N\

Table 3 — Information to be provided to the composite product evaluator and composite
,\\\ product evaluation authority

SAR defining the ac- O q c Originator of the informa-
] 2 Information required -
tion elements ,O tion
Congistency of \ST of the base component. Base component developer
con]posrce product Information related to the composite product ST for
Secyrity Target ensuring consistency of the security definition between
(ASE_COMP) the base component and dependent component.
Information related to the base component’s security
mechanisms and security services that the dependent
component has to manage or use.
ST of the composite product (including information on |Dependent component
the compatibility of the ST of the composite product developer
with the ST of the base component).
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Table 3 (continued)

SAR defining the ac-
tion elements

Information required

Originator of the informa-

tion

Integration of com-
position parts and
consistency check of
delivery procedures

LAL LSOMND

Composite configuration evidence.

Organizational evidence of version correctness, on the
basis of configuration lists containing unambiguous
version information of the evaluated base component

Composite product integra-

tor

L ray A
TILGC_GUIVIT
L - J

and the dependent component having been integrated
into the final composite product. Evidence elements
that security measures prescribed by the base compo-
nent developer and the dependent component developer
are actually being applied by the composite product
integrator.

Delivery and acceptance procedures evidence.

Information on the compliance of the delivery pro-
cedures of the base component developer and the
dependent component developer with the acceptance
procedure of the composite product integrator.

Organizational evidence that components (depenident
component and base component) transmitted from an
actor to another are securely received, accépted and
parameterized.

Composite product integ
tor,

Base component develop

Dependent component
developer

Composite design com-
pliance (ADV_COMP)

Base component-related integration reqtﬁrements and
recommendations, typically including the user guid-
ance.

Base component develop

ETR for composite evaluation.

Base component-related ifitegration requirements and
recommendations. '

Base component evaluat|

Design compliance.evidence.

Evidence that the‘composite product meets the base
component-related integration requirements and
recommendations. It enfolds evidence elements on how
the reghilrements on the dependent component design,
imposed by the base component’s user guidance and
report of the base component evaluation authority are
fiilfilled in the composite product. If such a requirement
was not followed, a rationale that the chosen composite

Composite product integ
tor

Dependent component
developer

..~ |product implementation is still secure shall be given
C '\ /" |here.
N Report for the base component evaluation generated by |Base component evaluatjion
the base component evaluation authority. authority
(Additional) Base component-related integration re-
quirements and recommendations.
Caomposite functional |Composite product samples suitable for testing. Composite product integra-
testing tor
ATE_COMP)
© ISO/IEC 2022 - All rights reserved 89


https://standardsiso.com/api/?name=46b3af48e1ceb41cee834d98fa91ebd4

ISO/IEC 15408-1:2022(E)

Table 3 (continued)

Originator of the informa-
tion

SAR defining the ac-

. Information required
tion elements

Composite vulnerabil- |ETR for composite evaluation. Base component evaluator
ity assessment (AVA_

COMP) Evidence allowing the composite product evaluator and

the respective evaluation authority to understand the
attack paths and the tests that have been considered

and performed for the base component and the effec-
tiveness of the countermeasures implemented by the
base component, and explanations related to residual
vulnerabilities of the base component linked to integra-
tion recommendations included in the base component
user guidance.

Report for the base component evaluation generated by |Base componeht evaluation
the base component evaluation authority. authority

(Additional) Base component-related integration
requirements and recommendations, obligations, infor-
mation on vulnerabilities.

The base component-related user guidance. Base component developer

NOTE The report for the base component evaluation generated by the base-component evaluation authority
can 3lso be relevant for the SARs ASE_COMP, ALC_COMP and ATE_COMP evemif not directly addressed in Table 3.

In the case of composition, the term ‘developer’ needs further Clarlflcatlon in order to distinguish the
actofrs. Here, the base component developer, the dependent-¢eshponent developer and the composite
product integrator can be different entities. Similarly, for the terms ‘evaluator’ and ‘evaluation authority
(evaluation scheme)’ further distinguishing of the different-entities involved needs to be made.

In the case where both base component and dependént component have already been evaluated,
a rgduced amount of evaluation activities is pessibly sufficient to be performed considering the
evalpation results already obtained from the prévious dependent component evaluation. Nevertheless,
the ¢omposite evaluation tasks as defined in this document are still required.

EXAMPLE Smartcard.

(
NN

The |smartcard architecture is compo(ed of a hardware platform and a software application on top of the
platform. In this case, the platformqis the base component, and the application is the dependent component. In
a composite evaluation, the platfelin is already evaluated, the application is evaluated as part of the composite
evalfiation and the results of the platform evaluation are re-used.

The hardware platform gr(n/ides functionality supporting the protection of the composite product’s assets, but
the qomposite product behaviour depends on the software application having to use, configure, and activate the
secufity functionality.

Theijefore, the hardware platform evaluation results usually provide specific security recommendations and
conditions forthe software application implementation. The composite evaluation includes examination that the
combination-ef both components does not lead to any exploitable vulnerability.

A co p051te evaluation method and assoc1ated evaluatlon activities are provided that include precise work

‘framework’ for mformatlon transfer from the platform evaluator to the composite product evaluator.

The information required is already available from the platform evaluation tasks and no additional work is
required from the platform developer.

There are no further requirements for the development class ADV.

The user guidance (AGD) of the platform is considered early in the development of the composite product and
provides all of the interfaces on which information is needed.

The development and the evaluation of the composite product rely on the proper implementation of the evaluated
interfaces of the platform.
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The proper use of all relevant interfaces between the platform and the application is in the scope of the composite
evaluation.

Test (ATE) and vulnerability assessment (AVA) are performed on the composite product taking advantage of the
available platform evaluation results.

14.3.3.6 ETR for composite evaluation (ETR_COMP)

14.3.3.6.1 Objective of the document

The ETR for composite evaluation (ETR_COMP) document is compiled from the Evaluation,Technical
Report (ETR) related to a base component and its evaluation in order to provide sufficientinformdtion
for a composite evaluation with such an already evaluated base component.

NOTE1 A standard ETR usually contains proprietary information on the base component-and its evalugation
that cannot be made public. Such full ETR is therefore possibly not suitable for external delivery. The information
that is presented in the ETR_COMP document contains a meaningful subset of the infermation provided i the
full ETR of the base component for support of a composite evaluation.

The goal of the ETR_COMP document is to enable the composite product evaluator and the compgsite
product evaluation authority to understand the attack paths and the’ fests that have been considgred
and performed for the base component and the effectiveness of the countermeasures implemented by
the base component.

NOTE 2  The content of the ETR_COMP document strikes the right balance between protecting the proprigtary
information of the base component developer and/or the bdse component evaluator on the one hand and
providing sufficient information for the composite product Lvaluator and the composite product evaluation
authority on the other hand.

14.3.3.6.2 Procedure )

The ETR_COMP is produced by the base conﬁponent evaluator on the basis of the base compophent
evaluation results and is derived from théfull ETR related to the base component evaluation.

The ETR_COMP is part of the base cemponent evaluation. The ETR_COMP is provided and validateld on
request of the sponsor of the bage,component evaluation. The report of the base component evalugtion
authority for the base compoyient in particular declares the acceptance of the ETR_COMP by all parties
involved in the base compenént evaluation (i.e. the base component evaluator, the base compopent
evaluation authority, the\bhse component developer and the sponsor of the base component evaluatjion).
Such validation statement for the ETR_COMP especially covers the consistency of the ETR_COMP with
the original ETR. Thé\ETR COMP is referenced in the report of the base component evaluation authgrity
for the base compbrrent for further re-use.

For re-use ofthe ETR_COMP in a composite evaluation, the previous acceptance of the ETR_COMP by the
base compoirent evaluation authority in the framework of the base component evaluation is requjred.
The ETRZCOMP is supplied to the composite product evaluator and the composite product evalugtion
authority for use in the composite evaluation.

For the ETR_COMP, as being part of the base component evaluation, it is ensured by the base compopent
eévaluator and the base component evaluation authority that sufficient information is provided in the

ETR_COMP considering the composite evaluation approach and the intended secure use of the base
component in composite products.

In the case that security issues for the base component are found after acceptance of the ETR_COMP
that are not sufficiently addressed in the ETR_COMP, then the base component evaluation authority
decides about the actions to take. This may include an appropriate update of the ETR_COMP and a
subsequent validation of this updated ETR_COMP.

Furthermore, as part of the base component evaluation the base component evaluator ensures that
the recommendations for the base component in the related ETR_COMP are consistent and complete
regarding the requirements provided in the base component’s user guidance. If any inconsistencies
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(including missing requirements) are found which are not solved before issuance of the evaluation
authority’s report for the base component, then the base component evaluation authority can add
supplementary information for the dependent component developer in the evaluation authority’s report
for the base component.

In a composite evaluation, if the current base component itself relies on a previous composite evaluation,
and if there is a direct interface between the dependent component of the current evaluation and the
previous base component, then the ETR_COMP of the previous composite evaluation is also supplied to

the ¢urrent composite product evaluator and composite product evaluation authority.

14.3.3.6.3 Exchange of the ETR for composite evaluation

The|ETR_COMP document is created and maintained by the base component evaluator. However, for a
composite evaluation the base component developer is the point of contact for the dependent'‘Cemponent
devdloper.

The|dependent component developer contacts the base component developer for delivery of the ETR_
COMP to the point of contact at the composite product evaluator. The base component developer checks
its cpnfidentiality management rules to determine whether delivery is possible. If necessary, the base
component developer contacts the base component evaluation authority aboutthe intent of the delivery
of tHe ETR_COMP.

The|base component developer contacts the base component evaluatofto request the delivery (using
a sefure method and distributing only marked versions) of the ETR. COMP to the given contact point
of the composite product evaluator. If the delivery is granted, eithet the base component evaluator or
the base component developer sends the ETR_COMP to the cofuposite product evaluator depending on
the agreements between these two parties. The ETR _COMPdelivery process depends on the (usually
confractual) agreement between the base component developer and the base component evaluator,
whi¢h may lead to deviations from the described progcedure. The ETR_COMP document is delivered
also|to the composite product evaluation authority{using the similar exchange procedure as for its
provyisioning to the composite product evaluator. '

If nqcessary, the base component evaluator and the composite product evaluator exchange additional
or njore detailed information. This is always under the control of the base component developer. In
casq of clarification the base componentievaluator and the composite product evaluator are the main
partfies. If an additional assurance statemeritis required, then the base component evaluation authority
is alpo involved in the exchange. . *

e Q) _ _ . o
It is important that multi-patty exchange of information considers all the identified controls for
infofmation exchange and profection.

cO°
14.3.3.6.4 Content of\th’e ETR for composite evaluation

Thelinformation/#equired to be provided in the ETR_COMP document includes:
a) [information about the evaluated base component;

This section of the ETR_COMP shall provide formal information on the base component evaluation
ineluding:

— version information of the ETR_COMP;

— base component unambiguous identification;

— base component developer and sponsor identities;

— identities of the base component evaluator and the base component evaluation authority;
— assurance level of the base component evaluation;

— formal evaluation results such as pass/fail;
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— reference to the ETR related to the base component and its evaluation.
b) information about the base component design:

This section of the ETR_COMP shall provide a high-level description of the base component and its
major components based on the deliverables required by the assurance class ADV.

The intent of this section is to characterize the degree of architectural separation of the major
omponents o he base componen o_show naossible technical dependencies between the base

component and a dependent component using this base component, and to outline the sét

mechanisms of the base component covered by the base component evaluation.

c) information about the evaluated configuration of the base component:

This section of the ETR_COMP shall provide information about the evaluated-configuratign of
the base component established on the developer’s configuration list or relevant parts as ne¢ded
or on a case by case basis. The base component shall unambiguously le,identifiable, and|this
identification shall be linked to the evaluated configuration as statedyin)the report of the pase
component evaluation authority for the base component.

If applicable, generation and installation parameter settings whjch are security relevant foq the
base component shall be explained and their effect on thie defence/against attacks shall be outlElned
(for example key length, counter limits). This shall inciude,methods for the dependent compopent
developer and the dependent component evaluator to verify-the values of these settings, in order to
ensure that the expected evaluated configuration is used,

This evidence can include installation, generationarid start-up procedures of the base compopent
as outlined in the related user guidance to ensure'that the base component is configured in a sefure
manner.

d) information on delivery procedures, the~development and production sites involved and data
exchange: r

For supporting composite evaluation, both evaluation evidence for delivery procedures of the pase
component and for acceptance, procedures of the dependent component, and related data tp be
integrated during developmettand production are necessary.

The ETR_COMP shall pr(fvide an overview of the sites involved in the development and produdtion
of the base componen\t, including the role of each site and the date of the latest audit.
Q)

7’

e) information about"thé penetration testing of the base component including the considered atftack
paths and summary of test results; information about the penetration testing of the suppoiting
functions inftgie' base component:

This section of the ETR_COMP shall provide information about the independent vulnerahility
analysisperformed for the base component by the base component evaluator with the considgered
attack scenarios, the performed penetration testing and the reference to the corresponding rgting
(guotation) of the attack potential.

The information about the penetration testing shall include:

— asummary showing all of the attack methods that have been addressed during the vulnerability
analysis,

— the details necessary for understanding the attack scenarios/paths that were considered,
— the assessments of the penetration tests performed and their results.

The attack scenario descriptions shall provide sufficient details to support the composite product
evaluator in reproducing attacks, which require additional countermeasures in the composite
product.
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If a potential vulnerability of the base component has to be resolved by adhering to the base
component guidance this shall be clearly outlined in the summary including a reference to a specific
section in the guidance or if possible, a guidance element.

f) Observations and recommendations:

The evaluated base component user guidance shall contain all information required to use the base
component in a secure way as defined in the base component ST, in particular including information

I1 }lUVV ‘L_U dVUid I caidua} \4 u}llCl Cl‘lJlllthD dlld ullCApCLth lLJU}lClViUl/ll- T}lC IUCIDC LUlllpUllCllt CVCllLlCl‘L_Ul
shall ensure that the ETR_COMP only contains recommendations on the secure use of the base
component that are also addressed as requirements in the base component user guidance. The base
component evaluator shall ensure that the base component user guidance and the recommendations
in the ETR_COMP are consistent and that the user guidance requirements are sufficiently specific
to enable the dependent component developer to perform design compliance analysis.

However, in some cases additional detailed information beyond the base component.guidance can
be necessary for allowing the composite product evaluator to perform the composite evaluation
such as:

— observations on the base component evaluation results (e.g. specific base component
configuration for the base component evaluation);

— recommendations/stipulations for the composite product evaluator: specific information on
the use of the base component evaluation results (e.g. aboutspecific testing necessary during a
composite evaluation). J

Any such observation or recommendation/stipulation ceme@s from the base component evaluator
and/or the base component evaluation authority.

The| ETR_COMP document is not intended to reproduce information (e.g. text copies) from other
available base component evidence such as the ST atid guidance. However, the composite evaluation is
supported by references to the relevant sections of'such base component evidence.

14.3.3.7 Reports and their validity

Theresults of a composite evaluation are provided to the composite product evaluation authority in the
for | of an ETR for the composite pfoduct. This composite product ETR shall contain amongst other

assyrance component being in S€0 pe of the current composite evaluation. The usage of the composite
evalpation approach shall be adaressed in the composite product ETR and if applicable, in the composite

product’s report of the comﬁosue product evaluation authority.
-

if the base component‘s ETR_ COMP is not Valld or not up to date and therefore not suitable for re-use in the
composite evaluation, in particular because of its (obsolete or insufficient) vulnerability analysis and penetration
testing. This re-assessment consists of a re-evaluation of the base component focusing on a renewal of the
vulnerability analysis and penetration testing (surveillance process) or as an alternative, of a confirmation
statement of the base component evaluation authority.

NOTE 2  If the base component's ETR_COMP was issued before the submission of the related composite
evaluation tasks and in the meantime a major change in performing state-of-the-art relevant attacks on the
base component arose (e.g. a major change in the attack methods or attack ratings) then the composite product
evaluation authority potentially requires a re-assessment or re-evaluation of the base component focusing in
particular on the new attack issues.
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NOTE3 Rules determining the validity and topicality of reports (here in particular the base component-
related report of the base component evaluation authority and the ETR_COMP) are defined by the respective
evaluation scheme and can be linked to a specifically defined validity period.

NOTE 4 If the composite product evaluator detects any failures resulting from the testing of the base
component (e.g. vulnerabilities due to improved attack methods or techniques), these results are communicated
to the composite product evaluation authority. The composite product evaluation authority then takes
appropriate steps together with the base component evaluation authority, e.g. to invoke a re-assessment or re-
evaluation of the base component

In the case that the entire composite product is set up as a chain of composite products constriictéd on
top of each other (e.g. the base component itself is already a composite product) the validity-and up-to-
date aspect of each ETR_COMP and evaluation authority report used in this chain of compesite products
is necessary. In addition, all dependencies from a lower level ETR_COMP to a higher leve\ETR_COMP are
in consideration when re-using the results in the composite evaluation of the entire éomposite prodluct.

NOTES5  The evaluation authority report for a product declares the acceptance of the)product’s evaluation and
its results by the respective evaluation authority (i.e. acceptance of the related ETR®y the evaluation authprity
is given). In particular, such report declares that the evaluation of the product,was carried out according to
ISO/IEC 15408.

The validity, topicality and relevance of the base component’s reportof the base component evaludtion
authority and of the ETR_COMP for the current composite product and its composite evaluation] are
acknowledged by the report of the composite product evaluation authority for the composite product.
This includes the determination and acceptance of equivalence of single assurance components (and,
hence, of assurance levels) belonging to different ISO/IEC #5408 and ISO/IEC 18405 versions, if the
base component evaluation was performed in confornfance to another version of ISO/IEC 15408|and
ISO/IEC 18045 than the current composite evaluation{ !

The composite product evaluation authority issués-a report for the composite product, if:

)

— the final overall verdict for the compositeevaluation in the composite product ETR is “PASS”, a[:d
0

— the validity, topicality and relevaneé of the base component’s report of the base compopent
evaluation authority and the ETR, COMP are acknowledged for the present composite productand
its composite evaluation by the composite product evaluation authority.

(
N\

14.4 Requirements for g\{aluations using composition techniques

Q
14.4.1 Re-use of evaluation results
(9
When composin \cqaponents into an IT product, it is possible that single components of the product
have already beefevaluated and that therefore already existing evaluation results for such components
can be re-used’However, additional evaluation activities are usually required and performed to confirm
the security~assurance of the entire IT product.

The re-use of evaluation results and evidence related to such components of the IT product (TOE)
require their availability for the evaluation of the entire IT product (TOE).

14.3.2 and 14.3.3 address evaluation techniques for the layered composition model. 14.3.2 descyibes

the usage of the ACO thass defimed Im tSO/TEC15408=-3 for composed TOES, and im 14-3-3amevatudtion
technique for composite products is provided.

The re-use of evaluation results and evidence of components of the IT product (TOE) is dependent upon:
— the composition model used for the IT product (TOE);

— the security assurance to be claimed for the entire IT product (TOE), in particular in relationship to
its components and their security assurance;

— the security properties claimed for the IT product (TOE) and its components.
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EXAMPLE Separation, Information Flow Control and Fault tolerance are examples of security properties.
14.4.2 Composition evaluation issues

14.4.2.1 Composition rationale

When composing an IT product (TOE) from components using a composition model as described in 14.2
and ncing compasition fnr‘hninlnnc for its evaluation 2a compaosition rationale shall be prnvidnr‘l for the

evalpation of the IT product (e.g. in the ST of the composite/composed product). This includes analysis
of at|least:

— [the composition model used for the IT product (TOE);

— [hesecurityassurance tobe claimed for the entire TOE, in particularinrelationship to its components
and their security assurance;

— Ithe interfaces and dependencies of the components and their functionality;
— the composability of the security function policies and OSPs of the componerits;
— the preservation of security properties of the components;

— [for the embedded composition model, aspects of correctness.

14.4.2.2 Vulnerability analysis /

N

The|IT product composed from components using a composifiofi model as described in 14.2 and using
composition techniques for its evaluation shall undergo a vulnerability analysis, in accordance with the
AVA|class given in ISO/IEC 15408-3 taking the proposedEAL for the IT product into account. Although
it is [possible to re-use the vulnerability analysis results from the components additional vulnerability
anallysis activities for the entire IT product (TOE) shall be designed and performed.

The|vulnerability analysis shall be designed in‘consideration of the analysis of the IT product with its
components.

14.4.2.3 Testing AN

The|IT product composed from sgmponents using a composition model as described in 14.2 and using
composition techniques for its-evaluation shall undergo additional testing, using the ATE class given in
ISO/IEEC 15408-3. Although(itis possible to re-use the testing evaluation results from the components
additional tests for thefn\ti)re IT product (TOE) shall be designed and performed.

Theltesting shall be de§ig’ned in consideration of the analysis of the IT product and its components.

14.4.2.4 Use ofthe ACO class for composed TOEs

ISOAIEC 15408-3 describes the ACO class which provides security assurance components that are
intehded to be used in support of the evaluation of composed TOEs.

ISO/ IEC 154‘08'5 PI UVidGb d lcdlllil_y Uf PI c-dcfiucd dS5Ul dIILT de}\dng fUl LUlllpUbUd TGED [LUlllpUbed
assurance packages (CAP)] which balance the level of assurance obtained with the cost and feasibility
of acquiring such assurance for composed TOEs.

The CAPs are designed to provide assurance that the composition was performed correctly, to a
specified rigour, and in consideration of the proposed EAL for the composed IT product.

14.4.2.5 Use of the composite evaluation technique for composite products

ISO/IEC 15408-3 describes the COMP families in different assurance classes, which provide security
assurance components that are intended to be used in support of the evaluation of composite products.
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These COMP families are set up as assurance families that appropriately supplement other already
existing assurance families defined in ISO/IEC 15408-3 in order to address the composite-specific

evaluation aspects and issues.

The COMP families are designed to provide assurance that the composition was performed correctly, to

a specified rigour, and in consideration of the proposed EAL for the composite product.

Use of the composite evaluation technique for the evaluation of a composite product requires an already

1 FRpa I | 4= LI I | 1. Anlaaln EVa¥al W an) | 1. b £l
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component evaluation authority.

14.5 Evaluation by composition and multi-assurance

ase

The notions of composition and multi-assurance are aimed at solving different problems. In sumnpary,

composed and composite evaluations refer to evaluation processes which are particularly suitabl
multi-actor TOEs and allows the reuse of previous evaluation results, while multi-assurance refe
a property of some TOEs in the context of a particular security problem and gperational environmg¢

Evaluation by composition addresses TOEs with a supply and/or integration chain that potent
involves multiple parties, where each party takes care of the evaluation of the security function
they develop. The ISO/IEC 15408 series standardizes two approachesor the reuse of evaluation ref
in an evaluation process:

b for
'S to
nt.

ially
hlity
ults

a) composed evaluation allows to obtain a composed assurance level for a TOE from the individual

assurance levels of its interacting sub-TOEs; <

b) composite evaluation allows to obtain an EAL for 4 layered TOE, in an incremental way w
the base layer is evaluated first, then the integrated dependent and base layers are evaluate
reusing the evaluation results of the base layér:

Multi-assurance evaluation focuses on TOEs‘where different assurance needs apply to different
of the security functionality (the sub-TSEs}while ensuring a global assurance level for the entire
Before the introduction of multi-assuranee, such needs would have forced a sponsor to undergo sev
evaluations of the same TOE for different STs. Using this concept, the ISO/IEC 15408 series standarc
and optimizes this process.

From the point of view of th€ TOE/TSF, multi-assurance evaluation applies to any architecture, y
evaluation by composition “applies to specific architectures: composed evaluation applies to a
that consists of severgalél(')hteracting sub-TOEs, while composite evaluation applies to a TOE whe
dependent layer relie\s o1l a base layer.

In practice, mul;i-t’as?s'urance and evaluation by composition can be used together in an evaluation.
N
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[OE.
reral
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A1
The

Annex A
(normative)

Specification of packages

Goal and structure of this annex

goal of this annex is to give further information about the specification of packages.

NOTE ISO/IEC 15408-3 does not define evaluation criteria for packages since packages are mot'separately
evalfiated. Evaluation of packages is implicit once a package is incorporated into a PP, PP-Module or ST.

A2

Package families

A.2]1 General

Figure A.1 shows the structure of a package family. Each part is discussed below.

A.22 Package family name Q

\ &

Paclfages with related objectives are presented as a family of. paékages. In this case, the package family
name is mandatory and the package family sponsor endeavours to allocate a unique name.

A.23 Package family overview

)

Paclfages presented as a family of packages contajira section giving an overview of the family, describing
the family at a high-level.

A.2}4 Package family objectives

The

A.2)5 Packages

One

objectives section of the packagg family presents the intent of the family.
Q
l’\ v

"\ )
or more packages, a5 ylescribed below are included in the package family. Packages of SARs and

paclfages of SFRs are r\ort mixed in the same package family.

A3

Packages

A.3{1 Mandatory contents of a package

A.3.
The

a)

b)

‘)
d)

98

1.1* Package identification
package identification includes:

the name of the package. The name provides a unique descriptive information about the intent of
the package;

package version information;
last updated date;

sponsor;
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e) reference to the edition of the ISO/IEC 15408 series that is used.

The package may also be given a short name.

Package family (assurance)

Package family name

Package family (functional)

Package family name

Package family overview

Package family overview

Package family objectives

Assurance Package

| Package identification |

| Package type |

| Package overview |

Application notes

Security Assurance Components

Evaluation method /
evaluation activities
identification

Assurance Component
identification

r
L Extended Component Definitions

~1L

Package family objectives

“ x,

Functional Package \Q

| Package identification

|

| Package typ€ |
L Package oyerview |
r~ . .~ ===
1 Security Problem Definition JI
r—Xz=—=—====—;
1 Security objectives [}
L — -
\q Application notes
N
N\ . - =
N Security Functional Components
Evaluation method /
evaluation activities
identification
Functional Component
identification
T
r——=—=—-=——/=/—7—=== A
L Extended Component Definitions JI

Component rationale

Figure A.1 —Structure of a package family with assurance or functional packages

EXAMPLE

NOTE

Evabuation Assurance Level 1 is also known as “EAL 1”.

ISO/IEC 15408-5.

A.3:1.2 Package type

A package is identified as one of the following types:

Forjthose packages defined in ISO/IEC 15408-5, items b) to e) are implicit in the edition informati

on of

a) Functional package; or

b) Assurance package.

A.3.1.3 Package overview

Packages contain a section giving a high-level overview and the intent of the package.
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A.3.1.4 Application notes
Application notes are optional with the following exceptions:

— for functional packages, any additional audit and management requirements relating to the SFRs
included in the package shall be specified in the Application notes section;

— functional packages may have dependencies on other functional packages. Such dependencies shall

e documentedinthe functional par'lzagn and may also bhe documented.ina DD’ PP Module or ST

Fung¢tional packages may also specify components that have dependencies that are not satisfied by
the package, but are expected to be satisfied by another package, PP, PP-Module, or ST that uses the
pacltage.

EXAMPLE A package that contains the specification for a cryptographic protocol (e.g. TLS),“where the
highpr-level SFR components are specified in the package, but the cryptographic primitives are not.

In this case an optional list of the dependent components may be provided in theCapplication notes
sectjon of the functional package and may include further information such as anyrequired selections/
assignments for those SFRs.

NOTE Users of packages include authors of PPs, PP-Modules, other packages-and STs, integrators, and
evaljyiators.

A.3.1.5 Components (either SFRs or SARSs)

-’

The|security requirements included in the package are given<Ts section also provides the rationale
for the selection of the requirements.

The|security requirements may be selection-based. See\8.2.4.2. Optional SFRs (and supporting SPD-
elenjents and objectives, as required) are also allowedté be specified in functional packages.

A.312 Optional contents of a package

A.3.2.1 Security problem definition (SPDj (Functional Packages)
Assyrance packages do not contain t(hié.section.

Fung¢tional packages may inclu(te\this section.
N

.f

Thig section includes any(SPD-elements which describe the security problem addressed by the
fundtional package. SPD<elements associated with optional SFRs may be defined in this section.
Application notes shall’bs\é {sed to identify the security objectives (if applicable) and SFRs to which the
optipnal SPD-elemerits sre associated.

A.3.2.2 Securijty objectives (Functional Packages)

Assyrance packages shall not contain this section.

Fun¢tional packages may include this section.

In the case of a functional package used for Direct Rationale PPs/PP-Modules/STs TOE security
objectives shall not be included.

The security objectives section of a functional package presents any additional TOE security objectives
or security objectives for the operational environment derived from the SPD. Security objectives for the
TOE associated with optional SFRs may be defined in this section, if applicable. Application notes shall
be used to identify the SPD-elements and SFRs to which the optional security objectives are associated.
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A.3.2.3 Application notes
The inclusion of application notes in a package is optional. See A.3.1.4.

The application notes section may also contain information of particular interest to users of the
package. The presentation is informal and covers, for example, warnings about limitations of use and
areas where specific attention is needed.

A.3.2.4 Extended components definition(s)

A package may contain extended components. In this case, packages contain a section-giving the
extended component definitions.

A.3.2.5 Evaluation methods/activities

Packages may include evaluation methods/ activities that have been derived. from ISO/IEC 18045.
Where evaluation methods / activities are included, a conformance statement or statements shall be
included in the security requirements section of the package, see 9.4. Evaliation methods/ activfities
may be provided either in the package document or may reference external documents.

-’
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B.1
The

NOT
foun

NOT

Annex B
(normative)

Specification of Protection Profiles (PPs)

Goal and structure of this annex
goal of this annex is to summarize the structure and expected content of a PP.

£ 1 This annex does not define the requirements for evaluation of PPs. The PP evaluatien criteria are
[ in the APE class given in ISO/IEC 15408-3.

2 This annex does not give the requirements for the specification of PP-Configuratiens and PP-Modules.

Thede are found in Annex C.

Thig annex consists of the following major parts:

a)

b)

d)

B.2

B.2]
A Pl

the specification of a PP

This is summarized in B.2. and includes:

-’

— how to use a PP; \ ¥
— how not to use a PP.
what a PP shall contain )

This is summarized in B.3 and is describedin more detail in B.3.2 to B.3.7 that describe the
mandatory contents of the PP, the interrelatiohships between these contents, and provide examples.

claiming conformance with standards

B.4 describes how a PP author caat clim that the TOE is to meet a particular standard.

.

Direct Rationale PPs A\

~

Direct Rationale PPs are .PPS‘ in which the threats and OSPs in the SPD are mapped directly to the
SFRs and possibly to-security objectives for the operational environment. They are described in

detail in B.5. ( > /

Specification of a PP

1 How:to use a PP

P ds, typically a statement of need where a user community, a regulatory entity, or a group of

A DD

devel

and

Bapxa dof ‘e rn—cat-of itz amaadd 3 eI I £ oL IV S N P +
TOpPCT S OCTITIC a CUTIITIIOTT SCTUT SCCUTTCYy TICCUSTIT T T STV CS COUISUTIICT S~a TITCaITrS UT T CTCT T TS CO TS STT

facilitates future evaluation against these needs.

Although this does not preclude other uses, a PP is typically used as:

102

part of a requirement specification for a specific consumer or group of consumers, who will only
consider buying a specific type of IT product if it meets the PP;

partofaregulation from a specific regulatory entity, who will only allow a specific type of IT product
to be used if it meets the PP;
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— to address a common security problem presented by a variety of consumers, and often defined
group including several IT product developers, who then produce IT products of this type in o
to meet the needs of their common market.

B.2.2 How not to use a PP

Two roles, among many, that a PP does not fulfil are:

by a
rder

— d compiete Speclilcatlorn,

A PP is designed to be a security specification and not a general specification. Unless(secu
relevant, properties such as interoperability, physical size, and weight, required voltage etc. sh

rity-
ould

not be part of a PP. This means that in general a PP is a part of a complete specification, but fot a

complete specification itself.

— A specification of a single product.

Unlike a ST, a PP is designed to describe a certain type of IT productpand not a single product.

When only a single product is described, it is better to use a ST for this‘purpose.

B.3 Mandatory contents of a PP

B.3.1 General

There are two types of PP. Firstly, the “regular” PP which is a PP that contains the full contenf

S as

described in in B.3.2 to B.3.7. Secondly, in some cases @PP author can write a Direct Rationale PP which

has different contents compared to PPs that contain security objectives for the TOE. Direct Ratig
PPs, and the reasons and circumstances in whichthey are used are described in detail in B.5. All o
parts of this annex assume a PP with full contents.

Figure B.1 shows the content for a PP thatis given in ISO/IEC 15408-3. Figure B.1 may also be usq

nale
ther

das

a structural outline of the PP, though altérnative structures are allowed. For instance, if the secyrity

requirements rationale is particular}y bulky, it can be included in an appendix of the PP instead
the security requirements section, The separate sections of a PP and the contents of those section;
briefly summarized below and egplained in much more detail in B.3.2 to B.3.7.

AN

Of in
are
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Protection Profile

PP reference
PP overview

—| PP introduction

Conformance claims:
Standard claim (Reference to the applied ISO/IEC 15408 and
ISO/IEC 18045 standards, ISO/IEC 15408-2, ISO/IEC 15408-3
(conformant/extended))
PP claim(s)
— Conformance | Package claim(s)
Conformance claim rationale
Conformance statements:
Reference(s) to evaluation methods/activities
Conformance types for PPs and STs derived from this’PP
Allowed-with statement (exact conformance only)

|| Security problem Threat_s . . A\
definition 1 Orgamza.tlonal security policies
Assumptions

Security objectives for the TOE
—| Security objectives — Security objectives forthewoperational environment
Security objectives 1atiohale

Extended components

definition —— Extended cqmponents definition
Seetfrity functional requirements
. . Security assurance requirements

—| Security requirements — . . .
Security requirements rationale
p (Optional: evaluation method(s)/activities)
LN
¢
Figure B.1 — Contents of a Protection Profile
R
A PH contains: V)

a) R PP introduction cén;a'ining the PP reference and a narrative description of the TOE type;
b) [onformances<claims, showing:

— whiehedition of relevant parts of the ISO/IEC 15408 series is applicable;

— cconformance to ISO/IEC 15408-2 and ISO/IEC 15408-3 (conformant or extended);

L~ whether the PP claims conformance to any aother PPs nnd/nr p:\{‘l(:\gpc, and if so to which ones

and the type of conformance claimed.
c) A conformance statement, containing:

— reference to any evaluation method(s) and/or activities that have been derived from
ISO/IEC 18045;

NOTE Detail of any evaluation methods/activities can optionally be included in the PP, or in an
associated supporting document.
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— inthe case of exact conformance, the allowed-with statement, indicating the PPs and PP-Modules

that can be used in conjunction with the PP, appears in this section of the PP.
— the type of conformance demanded of STs and other PPs derived from it.

d) asecurity problem definition, showing threats, OSPs and assumptions;

e) security objectives, showing how the solution to the security problem is divided between security

nh}'pr‘fi‘mc forthe npprnfinnal environment and npfinna]ly cpr‘nrify nh}'pr‘fivpc forthe TQE;

f) extended components definition(s), where new components (i.e. those not included
ISO/IEC 15408-2 or ISO/IEC 15408-3) may be defined. These new components are needéd to de
extended functional and extended assurance requirements;

g) security requirements, where a translation of the security objectives for the TOE into a standard
language is provided. This standardized language is in the form of SFRs. Additionally, this seq
of a PP defines the SARs.

B.3.2 PP introduction (APE_INT)

B.3.2.1 General
The PP introduction describes the TOE in a narrative way on two-levels of abstraction:

a) the PP reference, which provides identification materjalfor the PP;

b) the TOE overview, which briefly describes the TOEN)

B.3.2.2 PP reference

)

A PP contains a clear PP reference that identifies that particular PP. A typical PP reference consis
title, version, sponsors, and publication date:

NOTE Here a distinction is made between the sponsor of a PP, i.e. the entity responsible for its developr
and the author of a PP which is the entity-responsible for its production.

EXAMPLE An example of a}??‘i‘eference is “Atlantean Navy CablePhone Encryptor PP, version 2b, Atlar
Navy Procurement Office, April'4,22020”".

The reference should be&?nique so that it is possible to tell different PPs and different versions o
same PP apart. The®PP-reference facilitates indexing and referencing the PP and its inclusion i
catalogues. Q
A /

B.3.2.3 PP ov}a‘rview

B.3.2.3.7 General

The PP overview is aimed at potential consumers of a TOE type who are looking through catalogu
PPs that can support the specification of their security needs.

in
fine

ized
tion

ts of

hent,

tean

[ the
n PP

bs of

The PP overview is also aimed at developers who can use the PP in designing TOEs or in adapting

existing products.

The typical length of a PP overview is several paragraphs.

To this end, the PP overview briefly describes the usage of the TOE and its major security features,
identifies the TOE type, and identifies any major non-TOE hardware/software/firmware available to

the TOE.
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B.3.2.3.2 Usage and major security features of a TOE type

The description of the usage and major security features of the TOE type is intended to give a very
general idea of what the TOE is capable of, and what it can be used for. This section is written for PP
authors, TOE developers, or potential TOE consumers, describing TOE type usage and major security
features in terms of business operations, using language that TOE consumers can understand.

EXAMPLE An example of thlS is “The Atlantean Navy CablePhone Encryptor is an encryptlon dev1ce that
alloy i + i e :

it allows at least 1024- dlfferent users and support at least 500 Mb/s encrypt1on speed It allows both bllateral
communication between ships and broadcast across the entire network.”

B.3.2.3.3 TOE type

The|TOE overview identifies the general type of a TOE addressed by the PP, such as: firewall, VPN-
fireyall, smart card, crypto-modem, intranet, web server, database, web server, mobile ‘device, and
datgbase, etc. The TOE type definition often includes a characterization of the TOE software and
ware boundaries.

EXAMPLE This example of TOE type description is drawn from the Security AC Protection Profile: “The
Target of Evaluation (TOE) is a security integrated circuit (security IC) which is cgmposed of a processing unit,
secufity components, [/O ports (contact, contactless, or similar interfaces like USB,"MMC) and volatile and non-
volatile memories (hardware). The TOE can also include IC Developer/Manufacturer proprietary IC Dedicated
Softyvare as long as it is delivered by the IC Manufacturer. (...) All other software running on the Security IC is
callgld Security IC Embedded Software and is not part of the TOE.”

-’

\ S

B.3.2.3.4 Available non-TOE hardware/software/firmwane./

While some TOEs do not rely upon other IT, many TOEs, notably software TOEs, rely on additional, non-
TOE] hardware, software and/or firmware. In the latter case, the PP overview is required to identify
the non-TOE hardware/software/firmware.

As a[PP is not written for a specific product, in many cases only a general idea can be given of the available
hardware/software/firmware. In some other cases, more specific information can be provided.

EXAMPLE1  An example where more spesific information is provided would be a requirements specification
for aJspecific consumer where the platf(?‘m is already known.

EXAMPLE 2  Examples of hardwa{e/software/flrmware identifications include:

— one (for a completely stand \lone TOE);

A\

— pstandard PCwitha d aljcore 2.10 GHz or faster processor and 4GB or more RAM, running the Yaiza operating
system for profess1@als version 53.0 Update 6b, c, or 7, or version 54.0;

— p standard 64-hit server with a 2xQuad-Core core processor and 16GB or more RAM, running the Yaiza
pperating systeém, server edition version 7.0 Update 6d, and the WonderMagic 12.0 Graphics card with the
1.01 WM DPxiver Set;

— pClever€ard SB17067 integrated circuit;

— p'€leverCard SB17067 integrated circuit running v12.0 of the QuickOS smart card operating system;

— the Yaiza mobile-0S 3.1.6 on smartphone and tablet devices using the FP9 processor.

B.3.3 Conformance claims and conformance statement (APE_CCL)

B.3.3.1 General
The conformance claims section of a PP describes how the PP:

— states the applicable edition of the relevant parts of ISO/IEC 15408 series;
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— conforms with ISO/IEC 15408-2 and ISO/IEC 15408-3 (i.e. conformant or extended);

— claims other PPs (if any);

— claims packages (if any);

The description of how the PP conforms to the ISO/IEC 15408 series consists of two items: the edition
of the relevant part of ISO/IEC 15408 series that is used and whether the PP contains extended security

rnr}nirnmpnfc ornot (cm:n 103 and D23 F\)

The description of conformance claimed by the PP to other PPs means that the PP lists any other,PPs to
which conformance is being claimed to. The type of conformance being claimed is also identified. For an
explanation of this, see 10.3.

The description of conformance of the PP to packages means that the PP lists the packages to which
conformance is being claimed. For an explanation of this, see 10.3.

NOTE1 See C.2.2.5 for the use of conformance claims in PP-Modules.

NOTE 2  See B.5.2 for the use of conformance claims in Direct Rationale PPs.

The conformance statement section of a PP describes how the PP:

— references any evaluation method(s) and/or activities derived-from ISO/IEC 18405;

— may be used in conjunction with other PPs and PP-Modutes in PP-Configuration. In the case of gxact
conformance, the conformance statement is required¢

In the conformance statement, the references to the evaluation methods/ activities means that the PP
provides references to the evaluation method(s) and/or activities to be used during an evaluation based
on a ST claiming conformance to the PP. These evaluation methods and activities may be incljided
directly in the PP or may be found in a referenéed supporting document. It is not necessary to reprogluce
the text of these evaluation methods and agtivities in the PP. See 10.3.

If evaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 are to be fised
to evaluate the PP then these shall'be identified with the relevant security requirement sectiop by
including a statement in the following form:

“This PP requires the use of qvgluation methods/ evaluation activities defined in <reference(s)>.”

In this statement, <ref¢n<éi>ce> is replaced by the identification of the location of the relevant evalugtion

methods and evaluation’activities. This reference may be to the document containing the PP or td one

or more separate documents.
-

)
NOTE3 As guNined in 13.5, in some cases, evaluation schemes do not always approve the use of parti¢ular
EMs/EAs.

The conformance type in the PP states how STs and/or other PPs shall conform to that PP. The PP author
selectsavhether “exact”, “strict” or “demonstrable” conformance is required.

B.3.3.2 Exact conformance

If exact conformance is selected, the PP author shall, where applicable, specify the following information
in the allowed-with statement in the conformance claims section of the PP:

— other PPs that may be used, either by a ST based on this PP, or used in a PP-Configuration, with this
PP;

— PP-Modules that may specify this PP in that PP-Module’s PP-Module Base, or that may be present in
a PP-Configuration that also includes the PP.

NOTE1 If neither of the above options is exercised, then a ST can claim exact conformance to only the PP by
itself.
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NOTE 2 A PP cannot claim exact conformance to another PP.

B.3.4 Security problem definition (SPD) (APE_SPD)

See 7.1 for information and requirements for the SPD, including threats, assumptions and organizational
security policies (OSPs).

B.3.5 Security objectives (APE_OB]J)

See [.2 for information and requirements for the security objectives including security objectives fon
the TOE and security objectives for the operational environment.

NOTE In the case of Direct Rationale, security objectives for the TOE are not included.

B.3/6 Extended components definition (APE_ECD)

In njany cases the security requirements in a PP are based on components given im{SO/IEC 15408-2
or I$O/IEC 15408-3, see B.3.7. However, in some cases, there can be requirements in a PP that are
not pased on components in ISO/IEC 15408-2 or ISO/IEC 15408-3. In these cdses, new components,
i.e. gxtended components, shall be defined, and the definition provided in the)Extended Components
Defipition section. For more information on this, see 8.4.

NOTE This subclause is intended to contain only the extended components and not the extended

req:Erements which are based on the extended components. The extended requirements are included in the

secufity requirements section as described in B.3.7 and are then for all purposes treated identically to the
requfirements that are based on components given in ISO/IEC 15408-2.6r ISO/IEC 15408-3.

B.3]7 Security requirements (APE_REQ)

B.3.V.1 General
Thelsecurity requirements consist of two groupsof requirements:

a) [the security functional requirements (SERS): a translation of the security objectives for the TOE into
A standardized language;

(
N\

b) lthe security assurance requireménts (SARs): a description of how assurance is to be gained that the

TOE meets the SFRs.
N

. oY
Thege two groups are discugsed in 7.3.
\

B.3.V.2 Including re{fu}x)ements ina PP

For h PP with stri€t conformance to another PP, all the requirements in this PP shall be included, and
additional requiréments may be included in the conformant PP.

For & PP with'’demonstrable conformance to another PP, all requirements in this PP shall be included, or
a rationalerexplaining how they are otherwise met shall be provided in the conformant PP.

Thelfolowing types of discretionary requirement may bhe included in PPs in all (exact, strict and

demonstrable) conformance types:

If a PP contains optional requirements, a conformant PP may instantiate these requirements, being
sure to include any required SPD-elements associated with those requirements. This may be done
regardless of the conformance required by the PP. Omitting optional SFRs does not constitute “partial
conformance” to a PP, and thus is allowed.
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B.4 Referring to other standards in a PP

In some cases, a PP author needs to refer to an external standard, such as a particular cryptographic
standard or protocol. The ISO/IEC 15408 series allows two ways of doing this:

a) asan OSP (or part of it);

EXAMPLE1  There exists a government standard defining how passwords shall be chosen, this can be
stated-as an OSP in 2 PP_This canlead to an nhjnr‘fivn forthe environment (n g if users of the TQE need to

choose passwords accordingly), or it can lead to security objectives for the TOE and then to appropyiate
SFRs (likely of the FIA class), if the TOE generates passwords. In both cases the rationale of the-PRaythor
needs to make plausible that the security objectives for the TOE and the SFRs are suitable to falfil the{OSP.
The evaluator will examine if this is in fact plausible (and can decide to look into the standard for this), |f the
OSP is implemented by SFRs, as explained below.

b) asatechnical standard used in a refinement of a component or security requirement.

EXAMPLE 2

FCS_CKM.1.1 Refinement: “The [selection: TSF, TOE platform}shall generate asymmetric ctyp-
tographic keys in accordance with a specified cryptographickey generation algorithm

[selection:

-

\ S

RSA schemes using cryptographic key sizes of 2048-l;it or greater that meet the following: [selectjion:
FIPS PUB 186-4, “Digital Signature Standatd (DSS)”, Appendix B.3;
ANSI X9.31-1998, Section 4.1];

ECC schemes using “NIST etrves” P-256, P-384 and [selection: P-521, no other curves] that meet
the following: FIPS PUB-186-4, “Digital Signature Standard (DSS)”, Appendix B.4;

.

\
FFC schemes usiﬁ%’cryptographic key sizes of 2048-bit or greater that meet the following: FIPS
PUB 186-4, “Digjtal Signature Standard (DSS)", Appendix B.1
cO°
]n. \ )

If reference to only a certain part of a standard is intended, that part shall be unambiguously stat¢d in
the'SFR refinement.

NOTE The PP author is reminded that referring to a standard in SFRs can impose a significant burdgn on

pa | 1 o | 1 H T ot o tlo LA i £l 3 pa 1 1d £l £ pa | o | j th
[=} UCVCIUIJCI ucv51uplus d ITUL UlIat IIITTLS 11T 11 LUC}JCIIUIIIE Ull L1ICT 51T dllu LUllllJlCAlLy Ul L1IT Stalifudalu airl e
assurance required), and that it can be more suitable to require alternative (non-CC related) ways to assess
conformance to that standard.

B.5 Direct Rationale PPs

B.5.1 General

Writing a PP includes consideration of the STs that will be written with the PP as a basis. As noted in
D.4, in some cases it is desired to write a PP that supports the specification of Direct Rationale STs.
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The intention of the Direct Rationale PP is to minimize the level of indirection between the SPD, any
security objectives for the operational environment, and the SFRs.

In some situations, it is appropriate to omit the definition of the TOE security objectives. In this case the
SFRs enhanced with natural language descriptions and the objectives for the environment directly map
the SPD.

A Direct Rationale PP consists of:

a)
b)
‘)
d)

The

A PP introduction, consisting of a PP reference and a TOE overview;
the conformance claim;
security objectives for the operational environment;

the SFRs and the SARs (including the extended components definition) and rthe- security
requirements rationale (only if the dependencies are not satisfied).

content of a Direct Rationale PP is shown in Figure B.2.

Protection Profile
(Direct Rationale)

PP reference
PP overview J

PP introduction —

\ &
)
/

Conformarnce claims:
Standard claim(Reference to the applied ISO/IEC 15408 and
ISO/IEC 18045'standards, ISO/IEC 15408-2, ISO/IEC 15408-3
(conformdnt/extended))

Conformatiice type: (exact, strict demonstrable)

PP Glaims (Direct Rationale PPs only)
Conformance || -Patkage claim(s)
Conformance rationale
Conformance statements:
References to evaluation methods/activities
O Conformance types for PPs and STs derived from this PP
C Allowed-with statement (exact conformance only)
_ \ Threats
Sec_ur_lt_y prg)btem — Organizational security policies
definition A :
o ssumptions
\ | R
se &ri}y objectives | | Security objectives for the operational environment

Security objectives rationale

Extended components
definition

| Extended components definition

Security functional requirements

SeTuTtty aSSUTance TeqUITeIents
Security requirements rationale
(Optional: evaluation method(s)/activities)

Security requirements —

Figure B.2 — Contents of a Direct Rationale PP

B.5.2 Conformance claims (APE_CCL) for Direct Rationale PPs

A Direct Rationale PP shall only claim conformance to another Direct Rationale PP.
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A regular PP may claim conformance with a Direct Rationale PP.

B.5.3 Security Objectives (APE_OB]) for Direct Rationale PPs

A Direct Rationale PP has the following differences with respect to security objectives when compared

to a PP that contains security objectives for the TOE:

— security objectives for the TOE are not included. The security objectives for the operational

CNVITONMent siait stiit be described;

— a security objectives rationale is included only for the security objectives for the operational

environment since there are no TOE security objectives in the PP;
— Security Requirements (APE_REQ) for Direct Rationale PPs.

A security requirements rationale that directly maps the SFRs and any security. objectives fo
operational environment to the SPD-elements is included. It is recommendéd, that this part of
security requirements rationale is located directly under each of the threatsy OSPs and assumpf
in the SPD section. As in regular PPs, the security requirements rationale.also needs to justify any

the
the
ions
SFR

dependencies that are not satisfied; this part of the rationale is typically located after the definitign of

the SFRs.

B.6 Optional contents of a PP

PPs may include evaluation methods/ activities that dpre derived from ISO/IEC 18405. Evalug

tion

methods,/ activities that are associated with the PPyaye referenced in the conformance statement

section of the PP. See 10.3.

If the PP author decides to include any evaluatign'method(s) and/or activities in the PP then they
be described either in a (separate) supportingdocument, or in the security requirements section o
PP along with the relevant security requirement.

© ISO/IEC 2022 - All rights reserved
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Annex C
(normative)

Specification of PP-Modules and PP-Configurations

C.1| Goal and structure of this annex

The|goal of this annex is to summarize the structure and expected content of PP-Modules\and PP-
Configurations.

NOTE This annex does not define the requirements for evaluation of PP-Configusations. The PP-
Conffiguration evaluation criteria are found in the ACE class given in ISO/IEC 15408-3.

C.2| Specification of PP-Modules

C.2.1 Using a PP-Module

A PP-Module is a security statement of a group of users or developers, regulators, administration,
or aphy other entity that meets specific consumer needs. A PP-Modtile complements one or more PPs
and |optionally other PP-Modules, which are referred to as_that PP-Module’s "PP-Module Base”, and
alloyvs consumers to refer to this statement, facilitates the €valuation against it and the comparison of
conformant evaluated TOEs. A PP-Module can only be usedwithin a PP-Configuration that includes this
PP-Nlodule Base.

)

NOTE A base PP is a PP thatis required by a PP-Modue. A base PP-Module is a PP-Module that along with its
PP-Module Base is required by another PP-Module.

C.2.2 Mandatory contents of a PP-Module

(
N\

C.2.2.1 General C

Figure C.1 shows the content of @a\RP-Module.
l’\ v

-’
)
N\
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PP-Module

PP-Module reference
— PP-Module introduction —— PP-Module’s Base(s) identification
TOE overview

— Consistency rationale — Consistency rationale with PP-Module’s Base(s)

Conformance claims:

Standard claim (Reference to the applied ISO/IEC
15408 and ISO/IEC 18045 standards, ISO/IEC:15408-2,
ISO/IEC 15408-3 (conformant/extended))
Conformance type (exact, strict demonstrable)
Package claim(s)

Conformance rationale

Conformance statements:

Reference(s) to evaluation methods/activities
Allowed-with statement{in exact conformance only)

— Conformance —

Threats
— Security problem definition —— Organizationalsecurity policies
Assumptions

Securfity OBjectives for the TOE
— Security objectives L~ | Segurity objectives for the operational environment
Sécurity objectives rationale

Extended components
definition

Extended components definition

Security functional requirements

— Security requirements —— Security assurance requirements

Security requirements rationale

(Optional: evaluation method(s)/activities)

(
N\

C

.

\ Figure C.1 — Contents of a PP-Module
N
.’\

The content of a PP-Module is summarized below and explained in detail in C.2.2.2 to C.2.3. A PP-Mo|
contains: O*

)
— an Introduc}‘ion which identifies the PP-Module, identifies the PP-Module Base which it is base

dule

d on

and provides a description of the TOE within its environment that meets the descriptions underlying

the'RP-Module Base;

— <a“consistency rationale that states the correspondence between the PP-Module and its PP-Mo|
Base;

dule

1CAOllc 10400

£ Lot o 41 PR £41 - 41 £ el
- d LUTHUTTIIUTICE TIUINTT TTEHATULITg LT TUILIUIT UT LHT TOU/TLEU 1 07TU0 STTITS, LT LUMTTUTTIIAIILT STdltl

and for the case of exact conformance the allowed-with statements;
— asecurity problem definition with threats, assumptions, and OSPs;

— asecurity objectives section presenting the solution to the security problem in terms of objective
the TOE and its operational environment;

— an optional extended functional components definition where new functional components
included in ISO/IEC 15408-2 are introduced;

© ISO/IEC 2022 - All rights reserved
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