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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

tablished by the respective organization t0 deal with particular fields of technical aciivity. 1SO
technical committees collaborate in fields of mutual interest. Other international organizations, gove

and IEC
rnmental

nd non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\of information

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

he main task of the joint technical committee is to prepare International Standards. Draft Inte

n International Standard requires approval by at least 75 % of the national bedies casting a vote.

>~

ghts. ISO and IEC shall not be held responsible for identifying any or:all such patent rights.

=

BO/IEC 15026-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information teq
ubcommittee SC 7, Software and systems engineering.

0 -

—

his first edition of ISO/IEC 15026-3 cancels and replaces ISO/IECI 15026:1998, which has been tg
bvised.

—

BO/IEC 15026 consists of the following parts, @nder the general title Systems and software engin
Jystems and software assurance:

— Part 1. Concepts and vocabulary [Fechnical Report]

—  Part 2: Assurance case

— Part 3: System integrity(levels

—

he following part is under preparation:

— Part 4: Assurance in the life cycle

mternational Standards are drafted in accordance with the rules given in the ISO/IEC Dijrectives, Part .

rnational

T
Standards adopted by the joint technical committee are circulated to national badies for voting. Publication as
E

ttention is drawn to the possibility that some of the elements of this document may be the subject jof patent

hnology,

chnically

bering —
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INTERNATIONAL STANDARD ISO/IEC 15026-3:

2011(E)

Systems and software engineering — Systems and software

assurance —

Part 3:

ystem integrity levels

Scope

his part of ISO/IEC 15026 specifies the concept of integrity levels with. “eorresponding integ
requirements that are required to be met in order to show the achievement*of the integrity level.
requirements on and recommends methods for defining and using integrity levels and their integ
requirements. It covers systems, software products, and their elements, as well as relevant
pendences.

his part of ISO/IEC 15026 is applicable to systems and software/and is intended for use by:

) definers of integrity levels such as industry and professional organizations, standards organizat
government agencies;

) users of integrity levels such as developers and maintainers, suppliers and acquirers, us
assessors of systems or software and forithe administrative and technical support of systen
software products.

ne important use of integrity levels i§-by suppliers and acquirers in agreements; for example,
suring safety, economic, or security:characteristics of a delivered system or product.

his part of ISO/IEC 15026 .does not prescribe a specific set of integrity levels or their integ
requirements. In addition, it does not prescribe the way in which integrity level use is integrated
erall system or softwarée_engineering life cycle processes. It does, however, provide an example
this part of ISO/IEC 15026 in Annex B.

Normativereferences

he following referenced documents are indispensable for the application of this document. F
references, only the edition cited applies. For undated references, the latest edition of the re
cument (including any amendments) applies.

ity level
It places
rity level
external

ons, and

ers, and
s and/or

to aid in

Fity level
with the
pbf use of

por dated
ferenced

ISO/IEC TR 15026-1 Systems and software engineering — Systems and software assurance — Concepts

and vocabulary
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC TR 15026-1 apply.

NOTE

While a definition is included for “integrity level”, existing definitions and the relevant communities do not agre

e

on a definition of “integrity” consistent with its use in “integrity level”. Hence, no separate definition of “integrity” is included
in this part of ISO/IEC 15026. For the definition of “integrity” used in ISO/IEC JTC 1 SC 7, see ISO/IEC 25010:2011,
Systems and software engineering — Systems and software Quality Requirements and Evaluation (SQuaRE) — System
and software quality models.

4 Inte

41 Int

An integtity level specification includes two kinds of related requirements defined as follows:

a) “Integrity level”—A claim of a system, product, or element. This claim includes limitations on

prop
achi

grity level framework

egrity level specification

erty's values, the claim's scope of applicability, and the allowable uncertainty regarding the claim
bvement. A label designated for an integrity level is called an integrity level's . label.

b) “Int

tob

Definers
integrity
justificati

NOTE 1
respective

common fisage in safety.

NOTE 2

NOTE 3

NOTE 4

NOTE 5
software
of the soff

a value cén be regarded<as a proposition of a system or software, the two definitions of integrity levels have significant]

the same

NOTE 6
or values

grity level requirements”—A set of specified requirements imposéd on aspects related to a system
product, or element and associated activities in order to show the achievement of the assigned integrify
leve| (that is, meeting its claim) within the required limitations on uncertainty. This includes the evideng

obtained.

of integrity levels need to justify explicitly the assertion that meeting an integrity level's correspondin
level requirements suffices to achieve the integrity’ level within its allowable uncertainty. Th
bn can be reflected in, but not necessarily included in; a source for users (e.g., a standard).

ly. The latter has been changed to “integrity level requirements” both for increased clarity and because this

See 8.2 and 8.2.4 for a detailed.explanation of “required limitations.”

See ISO/IEC TR 15026-1\for further explanation of the use of evidence.

IEEE Std 1012:2004defines “integrity level” as “a value representing project-unique characteristics (e.d
omplexity, criticality;risk, safety level, security level, desired performance, reliability) that define the importand
ware to the user.? That is, an integrity level is a value of a property of the target software. Since both a claim ar]

meaning.

Integrity level claims in this part of ISO/IEC 15026 can cover behaviours or conditions of the system or produ
of-a_property, in which case they can play roles of both “requirements” and “measures”. For an acquisition of

In ISO/IEC 15026:1998, a) and b) are referred” to as the “integrity level” and “integrity requirement$’

“Integrity level” is sometimes referred as “integrity level claim” to distinguish it from “integrity level requirement’.

[ZEY)

n Q

system o

praduct an integrity level claim can be used for representing an agreement between the acquirer and th

supplier. In this case the integrity level claim plays the role of a requirement. In the activity of accepting a system or
product in the acquisition process, the integrity level claim is used for confirming that the delivered system or product
complies with the agreement, i.e., the delivered system or product is measured by an integrity level claim.

NOTE 7

Integrity levels and standards utilizing them have a significant history especially in safety. Integrity levels in
safety-related standards are defined in multi-level sets addressing varying degrees of stringency and/or uncertainty of their
achievement with higher levels providing higher stringency and lower uncertainty. One example safety standard is
IEC 61508 Functional safety of electrical/electronic/programmable electronic safety-related systems. Elsewhere, similar
schemes are used with different labels, e.g., “conformance classes.”

To complete the integrity level framework, the next clause describes a process for using integrity levels that
also provides the background for understanding the needs and motivations addressed during their definition.

© ISO/IEC 2011 — All rights reserved
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4.2 Process for using integrity levels

A risk-based approach is used within this part of ISO/IEC 15026 to determine the integrity level assigned to
the system or product. From this system or product integrity level, integrity levels are derived for elements of
the system or product. Figure 1 shows an overview of the activities required to use integrity levels. Inputs and
outputs for each activity are shown in Table A.1 in Annex A. In addition to the main feedback loops shown in
Figure 1, feedback can occur among all these activities.

NOTE 1 ISO/IEC 16085:2006 defines “risk” as “The combination of the probability of an event and its consequence.”

In this part of 15026, a system is assumed to have the following structure in order to introduce the jprpcess for
signing an integrity level to a system. First, a system has several interfaces, each of which.is\a boundary
tween the system and its environment. Any influence on the system and from the system isyepregented by

this concept, e.g., operations by users, interactions with other systems, and attacks by malicieus perspns.

A system consists of system elements, which are units associated with an integrity level for purposeés of this
part of ISO/IEC 15026. Several ways exist to choose what parts of the system)are system glements.
Decomposing a system into elements is accomplished before or during the assignment of integrity levels
described in this part of ISO/IEC 15026. A system element can be seen as,a-system and thus g system-
element relation can be found at each layer of system decomposition.

NOTE 2 A “system element” is sometimes referred to as an “element” if the ‘context is understood.

{

Determining system dntegrity level

Risk analysisiaand evaluation

v

Assigning system integrity level

v

Determining element integrity level

A

System decomposition

v

Assigning element integrity level

v

Achieving integrity level requirements

v

Figure 1 — Overview of activities for integrity level determination

© ISO/IEC 2011 — All rights reserved 3
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In order to determine the system or product integrity level, a risk criterion measure for the target system is
established to determine which factor (i.e., event, condition of the system, situation of the environment, etc.) is
considered as a risk. Based on the criterion, risks related to the system or product are analyzed and evaluated
to establish limitations on the timing and occurrence of adverse consequences and the conditions that lead to
them. These limitations are preferably established by limiting the occurrence of the initiating events for these
conditions. Once these limitations are established, limitations on behaviours of the system or product are
derived that, if met, would meet the limitations on adverse consequences, conditions, and initiating events
within limitations on allowable uncertainties.

NOTE 3 As it is the more common context in which integrity levels are used, this part of ISO/IEC 15026 speaks in
terms of |imiting losses (e.g. adverse consequences, dangers, or risks) but is equally applicable in terms of achievirlg
benefits.

NOTE 4 | An “adverse consequence” is a consequence associated with a loss.
NOTE 5 | The phrase “initiating event” and related concepts are explained in ISO/IEC TR15026 Part 1.

For systems with behaviours that can lead to adverse consequences, limitations on“the values of th
properties reflect the required limitations on the occurrence, timing, and/or allowable Uncertainties regardin
these behaviours. For example, for systems, products, or their elements that perform a,mitigating function, th
propertigs of interest include their being invoked reliably and the availability and reliability of their services.

OQ O

To assigh an integrity level to a system, product, or element is in effect to assign integrity levels to the syste
product, lor element interfaces related to the consequences of interest. Different behaviours of the system
product ¢an result in different severities of risk as can behaviours associated with each external interface, e.d.
as a reqult of interfacing with different entities. The same is truelfor interfaces between internal syste
elementy.

NOTE 6 | Different integrity levels may be assigned to different inteffaces. External interfaces of a system or product afe
accessibl¢ on its boundary and are implemented by the system™or product elements. Likewise, integrity levels can He
assigned [to an element of an external system upon which thelsystem or product depends and mechanisms connectirlg
external slystem elements.

NOTE 7 | In this part of ISO/IEC 15026, elements of ‘external systems upon which the system or product depends afe
sometimefs referred to more briefly as “external elements” and included when “elements” are referred to unless otherwide
indicated.|“External elements” include external services and external mechanisms for connection or service delivery.

The integrity levels for internal elements, as well as for external elements upon which the system or produgt
integrity |level(s) depend derive from)'the integrity levels assigned to system or product interfaces. Eagh
integrity |evel has a corresponding set of integrity level requirements that must be met regarding the syste
and related aspects and activities as well as regarding related evidence. This evidence is obtained in order
justify that the integrity levels-are met within allowable uncertainty.

[]

5 Using this Part 3

5.1 Uses of'this part of ISO/IEC 15026

Th H t adadl £ L1 et il laYaVilnlad ¥ atsTal £ . Aafiait: £ H>e Y 14 ] ] 4 £ 1t H
e In ellucu UoToO Ul'lio pait Ul To UM U TIULU alc TUl UTC UTTITIUaoTT Ut arl IIILUHIIly 1ICVCT Ul ad oCTLl Ul IIILUBII y

levels, the use of integrity levels during the system or product life cycle, and the assignment of integrity levels
to a system or product and its elements. Integrity levels are used most commonly during design,
implementation, verification, and maintenance processes in order to assure the system or product has
property values that limit related risks during operations, e.g., a certain degree of reliability.

NOTE 1 The term “design” in this part of ISO/IEC 15026 includes designs from all the system or software life-cycle
processes, e.g., architectural design in ISO/IEC 15288:2008 and system architectural design, software architectural
design, and software detailed design in ISO/IEC 12207:2008.

NOTE 2  If this part of ISO/IEC is applied to software only, the system integrity level and the integrity levels of the non-
software elements are only required in order to determine the integrity levels of the software elements.

4 © ISO/IEC 2011 — All rights reserved
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Although the definition, determination, and application of integrity levels is accomplished within the context of
applying risk management, this part of ISO/IEC 15026 covers risk analysis and evaluation only at a high level
and does not cover technical and specialized risk analyses. Additional information is needed to augment the
high-level requirements on risk analyses included in this part of ISO/IEC 15026 and can be found in items in
the Bibliography.

Users of this part of ISO/IEC 15026 should read all its clauses because understanding the definition of
integrity levels and understanding the use of integrity levels require an understanding of each other. Aspects
of defining integrity levels map to their use and the needs of their users. Knowing their use can provide
clarifying motivations for defining them and the resulting work products. Understanding the requirements for
thheir use requires understanding their definition.

his part of ISO/IEC 15026 can be used alone or with other parts of ISO/IEC 15026. It can~be’ us¢d with a
riety of technical and specialized risk analysis and development approaches such as these refefenced in
ISO/IEC 15026-1. ISO/IEC 15026-1 provides additional information and references to aid-users of thjs part of
I$O/IEC 15026.

ssurance cases are covered by ISO/IEC 15026-2. This part of ISO/IEC 15026 does not require the use of
surance cases but describes how integrity levels and assurance cases can’weork together, especidlly in the
finition of specifications for integrity levels or by using integrity levels within“aportion of an assuran¢e case.

I the risks or the risk treatment are not well understood or if the dependency structure of the whole gystem or
the choice of suitable claims is unclear, then an assurance case iscthe better choice. This particularly is the
se when facing new kinds of risks or using a new kind of risktreatment. In these situations, justffying the
oice of the top-level claim for the assurance case is important.

hen the risks and their treatment are well understood, however, developers need not justify the cho|ce of the
tpp-level claim and need only select the proper claims,for their context from a known set—an integrity level
flom a set of integrity levels. In these situations, the,géeneric arguments created by the definers of thg integrity
lgvel provide the justification that meeting the integdrity level requirements will adequately show the neeting of
the integrity level. Such a justification (e.g., a-géneralized assurance case) is usually created one time by a
separate organization and used by multiple projects.

.2 Documentation

esults, artefacts, and the performance of activities covered by this part of ISO/IEC 15026 [shall be
cumented and this documentation's integrity preserved. Requirements for documentation of attemjpted and
tual agreements and approvals are included in 11.4.

.3 Personnel and organizations

he personnel.‘and organizations performing activities covered in this part of ISO/IEC 15026 |shall be
mpetent, and organizations shall be properly concerned with the intentions and trustworthiness of their
rsonnelsOrfganizations should ensure these requirements are met by taking actions correspondipg to the
severity<efithe risks involved and by following any governing requirements. Evidence of competency may be
rt of '‘@n assurance case.

9.4 Overview of this part of ISO/IEC 15026

Clauses 5, 5.4, and 11 relate to the definition of integrity levels. Clauses 5, 7, 8, 9, 10, and 11 relate to the use
of integrity levels. The purpose and outcomes for using this part of ISO/IEC 15026 appear in 6.1 and 6.2 for
defining integrity levels and 7.1 and 7.2 for using integrity levels. Prerequisites for defining and using integrity
levels are covered in 6.3 and 7.3, respectively. The authorities to be identified and their agreements and
approvals are covered in Clause 11. Annex A contains the inputs and outputs for the integrity level framework
illustrated in Figure 1. Annex B provides a notional example covering aspects of Clauses 5.4, 7, 8, and 9.

© ISO/IEC 2011 — All rights reserved 5
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6 Defining integrity levels

6.1 Purpose for using this part of ISO/IEC 15026

A set of integrity levels is defined for use within a specified scope of applicability for assigning integrity levels
to a system or product and to internal and external elements upon which the system or product claim
depends. Each integrity level has corresponding integrity level requirements that, if met, would show the
acheivement of the integrity level's claim for the system, product, or element to within the allowed uncertainty.
Given that the set of integrity levels is used correctly and that the integrity level claim concerning the system or

d t o H H 4 4l L al Py | L ol pu | tolol
product penaviotrsts-trae,;tneapprcanrersSKSaremmtedormanagetacceptanty:

6.2 Outcomes of using this part of ISO/IEC 15026

In order|to show conformance to this part of ISO/IEC 15026, documentation shall exist that-i$ accurate,
availablg as required, controlled, traceable, and reviewable, whose integrity is preserved, and.that covers thie
following

a) An analysis showing the suitability of a hierarchical set of integrity levels within\its specified scope ¢f
appljcability.

=

b) For gach integrity level defined, unambiguous:

1) |Designation of its claim, i.e., limitations on property values, seope of applicability, and allowable
uncertainty of achievement.

2) |Justification that:

i) Meeting its integrity level requirements shows:the achievement of its claim within the allowab
uncertainty.

[]

i) Obtaining the required evidence showsthe meeting of the integrity level requirements within th
allowable uncertainty.

[©]

c) Unambiguous specifications and usable requirements and guidance for ensuring the proper use of the s¢t
of iptegrity levels within its scope .of-applicability. Such use includes activities performed regarding
assqciated uncertainties and their_results, the initial assignment of the system or product integrity level
and the assignment of integrity [evels to system elements.

o

d) Identification of the approyal ‘authority for integrity level definition and outcomes of the agreement an
apprijoval activities for preceding and current agreements.

e) Recprds showing-conformance to the normative requirements of this part of ISO/IEC 15026 for defining
integrity levels ineluding clause 5.4.

f) Relgvant werk products including their history and rationale that can be maintained and revised 3
needled:

[

6.3 Prerequisites for defining integrity levels
6.3.1 Establish appropriateness of area for use of integrity levels

6.3.1.1 General

Not all areas are suitable for definition and use of integrity levels. Integrity levels shall be defined for an area
only if a substantial body of relevant experience exists for the area that is well understood by those performing
the definition.
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6.3.1.2 Risks
The following information about risks shall be well understood within a substantial body of relevant experience:

a) Risk-related concerns—potential adverse consequences and their occurrence as well as preconditions for
them.

b) Property of interest (which could be a composite property) and limits on its values (across allowable
degrees of risk and corresponding integrity levels).

cd) Required limitations on the uncertainties involved across allowable degrees of risk and the set.of integrity
levels.

NOTE Throughout this part of ISO/IEC 15026, use of the word “allowable” is meant to include “accepfable” and
“‘folerable.” Likewise, “unallowable” includes “unacceptable” and “intolerable.”

6.3.1.3 Environment of the system or product

—

he following information about the environment of the system or product shall"be well understood within a
ubstantial body of relevant experience:

(7))

d) Conditions and activities in which the system or product is involved (over the relevant portion ¢f the life
cycle).

b) Constraints on the system or product operation and maintehance.

c) Dependence structure of the system or productiincluding its elements and interactions| with its
environment.

d) Methods of design, implementation, test and-&valuation, transition, operation, maintenance, and glisposal.

¢) Relevant behaviours of the environment, including influences on the system and interactions among
system elements.

6.3.1.4 Relevant evidence

>

substantial body of evidence should be available so that low enough degrees of uncertainty |[exist for
vidence-based definition/to-be performed. Knowledge should exist regarding both normal and @abnormal
tuations within the scope of applicability and the immediate or otherwise relevant environment.

n O

NOTE While based©on evidence from the past, a definition should satisfy the purpose of future use.

6.3.2 Establish purpose and preliminary scope

An intended purpose and preliminary scope for the integrity levels shall be established in order to emsure the
imvolvement of the needed persons, organizations, expertise, and experience.

6.4 Consistency with use requirements
All the parts of the definition of an integrity level or set of integrity levels shall be consistent with the
requirements on their use as covered in Clauses 5, 7, 8 9, 10, and 11. Any accompanying material that does

not meet these requirements shall provide documented justification for and be clearly labelled as being
otherwise. Related agreements and approvals are obtained in accord with Clause 11.

6.5 Analysis of scope of applicability

The benefit from integrity levels is based, in part, on the applicability allowed by their generality. The scope of
applicability depends on the generality of the justification of the corresponding integrity level requirements.
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This justification in turn results from a thorough understanding of the scope of applicability and accompanying

analysis.

Analysis is performed in order to produce specifications for integrity levels and to ensure their

needed applicability, suitability, accuracy, completeness, and allowable uncertainty that will be associated with

their use
Any risk

NOTE

. This includes addressing the aspects listed in 6.3.1.
analyses should conform to the requirements of 8.2.3 Risk analyses.

Use of integrity levels can contribute to providing grounds for confidence with stakeholders and limitations on

uncertainty. However, this part of ISO/IEC 15026 specifies neither the requirements to be met in order to achieve the
grounds for a stated degree of confidence nor specific limitations on uncertainty.

6.6 THree required work products

Integrity | levels are usually defined once and used many times. As explained in 4.1, intégrity level

specifications include two kinds of related requirements and the justification relating these two.requirements.

Thus, thfee unambiguous work products consistent with the framework in 4.1 shall be documented for eagh

integrity level.

a) “Intdgrity level’—What the integrity level fulfils or claims: namely a requirement<r ‘claim that the system,
product, or element meets:

1) |A range of target values for a property, e.g., a quality characteristic such as reliability or occurrences
of dangerous failures.

2) |A limit on scope of applicability—typically, within a specified . scepe under specified conditions.

3) [Specified limitations on uncertainty.

b) “Intggrity level requirements”—What the integrity level imposes on:

1) [What is done and how, when, etc., including requirements related to organization, processes,
activities, tasks, methods, means and resources including personnel and tools, work environment,
communication, management or coordination, record keeping, and other aspects of performance.

2) [The system, product or element; jncluding requirements on associated material, services, and
artefacts including any software.

3) |[The obtained evidence, which may include limitations on allowable remaining uncertainty associated
with evidence, e.g., uncertainty remaining after a test is passed.

c) Justffication of “integrity-tevel requirements"—A justification showing that meeting the integrity level
requirements supports-meeting the integrity level claim within the required limitations on uncertainty.

The folloing three.clauses further explain these work products.

6.6.1 Specifying an integrity level claim

Specifying-ar-integrib-evelclaim-is-essentiat-to-defining-its-meaning-and-thus-sheuld-be-unambigdeus:

To ensure the coverage of conditions of use, the scope of applicability of an integrity level shall include the

potential presence for a system, product, or element of:
Random failures and dangerous behaviours and events.

b) Systematic failures unless documented justification is provided for doing otherwise.

c) Failures and dangerous events and behaviours resulting from maliciousness, including treating these

failures as systematic failures unless documented justification is provided for doing otherwise,
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6.6.2 Specifying integrity level requirements

Meeting an integrity level requirement shows the achievement of limitations on the values of a property, under
certain conditions, and within a particular uncertainty.

Evidence required by each integrity level's corresponding integrity level requirements is essential to defining
and specifying them and evaluating their achievement. To have an acceptably established specification,
integrity level requirements shall:

a) Be consistent with the justification or source relating the integrity level to its integrity level requirements
(6.6.3). This includes assuring the integrity level's use is within the scope of applicability supported by the
justification including the dependencies involved and the method for assigning integrity levels'to gystem or
product elements.

b) Require evidence imposed by the integrity level requirements to show the meeting of-dll the integrity level
requirements including the achievement of any limitations on uncertainty.

NOTE 1 In some situations, user justifications can be required of their interpretation apd application of the intggrity level
r¢quirements (particularly if selection among alternatives is possible) and of their evidence-showing the meeting ¢f integrity
Igvel requirements. This is also relevant in 6.8 Information provided for users.

c) Cover relevant aspects of the characteristics and behaviour of infrastructure upon which achievement of
the claim depends including any mechanism implementing a<connection with external elements (or
entities).

d) Cover the integration of subordinate elements within ‘& system, product, or element consisfent with
achieving the integrity level of the super-ordinate system; product, or element.

d) Include the required scope of assignment ofintegrity levels to internal system elements and other
elements depended upon.

f] Span over time including tracking the performance of the system, product, or element in order [to detect
and, if practicable, to avoid exceeding«fequired limitations.

b

OTE 2  Before transition and operation, such requirements may be met by the system or product providing pecessary
Lpport and included in documentationy.training, human interfaces, other aids, trials, and, if warranted, agreements. This
ban of time generally includes development.

n n

d) Require the meeting of the requirements of Clause 10.

h) Show that the stringéency, thoroughness, rigor, and other quality characteristics required of evidg¢nce and
accompanyingiinformation are appropriate to requirements deriving from the justification for integrity level
requirements.

Use of alternative means for meeting integrity level requirements is covered in 10.2. However, integrity level
bquirements may prohibit or restrict alternative means. Integrity level requirements should include fetection
f warnings for and indications of the need for action throughout the life cycle.

o =

6.6.3— Justification of match between mtegrlty fevelclaim and its requirements

6.6.3.1 General

For each integrity level documented justification shall be provided or a source or sources shall be identified
and justified that shows—throughout the scope of applicability and within the required limitations on
uncertainty—that:

a) Meeting the integrity level requirements shows the achievement of the integrity level claim.

b) Meeting the requirements for evidence shows the meeting of integrity level requirements.
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The documented justification includes coverage of all entities upon which achievement of the integrity level
depends. The documentation is agreed upon and approved in accord with Clause 11.

NOTE 1 A single justification may show that meeting the requirements for evidence shows the achievement of the
claim.

NOTE 2  Restrictions and assumptions included in or implied by the justification of the integrity level requirements are
consistent with the integrity level’'s scope of applicability. This includes requirements on engineering done during integrity
level use (6.8), for example design restrictions and limitations on methods used to assign integrity levels to system
elements and external dependences.

6.6.3.2 | Using assurance case in justification

An assurance case may be used in this justification. Some restrictions can arise from the nature/of the
argumentt, particularly restrictions on engineering such as the method of assigning integrity levels 4o syste

elementq during design. The assurance case establishes required evidence. A single general assurance ca%
structure| might cover one or multiple integrity levels. Thus, when an assurance case is used;.achievement ¢f
an integity level equates to a claim in the assurance case and its integrity level requirements derive from the
need to pnsure the scope of the argument, the consistency of claims within it, and,the achievement of the
evidencd required by the assurance case.

Ensuringl applicability of argumentation shall cover ensuring conformance to the“integrity level claims and th
applicability conditions to those claims as well as any requirements to assure assumptions. This includes anly
limitations on the scope of the dependencies and methods for assigning-integrity levels to the system ¢
product ¢lements that are included in the justification.

[¢]

=

The integrity level requirements should include a set of evidence required by all or a portion of an assuranc
case (or[set of assurance cases) as well as evidence that the conditions on its matching claim and any othg
assumptjons are met.

= O

o

NOTE 1 For example, an approach might take the form ofsasgeneral assurance case for the area of applicability an
normal approaches to design, implementation, operation, \/maintenance, and disposal. It might have a top-level clai
concerning a property of widespread importance (e.g., safety), useful limitations on property values and uncertainty undg
specified fonditions, and an argument that cover the needs of the area of applicability.

= 3

)

NOTE 2 | Some think of an integrity level, inCluding justifications of its integrity level requirements and evidence, &
similar in|purpose to a general, pre-packaged, Teusable assurance case. Conversely, integrity levels can be used
support afclaim within an assurance case where the claim matches an integrity level.

[e]

6.7 Maintaining integrity level specification

Maintain|ng the usefulness.and usability of the integrity level claim, corresponding integrity level requirements,
and the Yalidity and adeguacy of the justification matching them is the main motivation for updating an integrify
level spdcification and’associated justification. The integrity level specification and its associated justification
shall be|maintainediincluding assessing the possible need for updating whenever a potentially significa
change g¢ccurs ora/previous oversight is discovered in the integrity level's area of applicability. A significant
change includes.newly discovered or worsening (e.g., the factors or their adverse consequences beco
larger, more\frequent, more likely, of longer duration, less predictable, expected sooner, or more costly)
factors spchyas the following.

—

a) Risk dimensions with significant potential relevance.
b) Dangerous conditions.

c) Initiating events.

d) Sources of danger.

e) Sources or degree of uncertainty.

f) Consequences.
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g) Deficiencies in capability.
h) Mitigation mechanisms.
i) Interfaces, interactions, connections, or dependencies of an applicable system with its environment.

NOTE “Dangerous conditions” are further explained in Clause 8 and in ISO/IEC TR 15026-1

6.8 Information provided for users

6.8.1 Requirements

(@]

pecifications for integrity levels shall include or be accompanied by information allowing users'to:
d) Understand the set of integrity levels and its corresponding integrity level requiremeénts.

b) Establish that the scope of applicability of an integrity level (or set of integrity'levels) covers the [scope of
use.

c) Judge the feasibility and merit of use.
d) Perform activities in accordance with the integrity level justificatiens, in particular, assignment of integrity
levels to systems, products, and elements. From the integrity level(s) assigned to a system or| product,
these activities derive the integrity levels assigned to the\system elements and external elgments it
depends on.

¢) Establish whether integrity level requirements have béen met.

f Perform the activities and/or use methods relatedto associated uncertainties.

d) Identify the approval authority for the integrity level specification, including justification, and accompanying
materials and aids.

6.8.2 Guidance and recommendations

Information should be provided to ‘aid users of the integrity levels including:

d) Insight and aid regarding.risk analysis and evaluation to the extent practicable.
b) Guidance on the-determination of the integrity level to assign to a system or product—for example, the
;irtg:ltjigtl?s underwhich to assign a specific integrity level to a particular external interface of a gystem or

c) Information to facilitate engineering consistent with the justification of integrity level requirements

d) Guidance to facilitate the meeting of the requirements of Clause 10.

7 Using integrity levels
7.1 Purpose for using this part of ISO/IEC 15026

An integrity level assigned to a system or product states a claim concerning the behaviours and conditions of
that system or product, such that, the objective for using integrity levels is met if this claim is true. Generally,
this objective would limit or manage the risks associated with the system or product acceptably. The derived
integrity level for each system element states a claim regarding those of its behaviours upon which the
integrity level claim of the system or product depends. Each assigned integrity level has integrity level
requirements that when met show the achievement of the integrity level claim of the system element to within
the allowed uncertainty.
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NOTE The use of integrity levels normally contributes to providing grounds for stakeholder confidence and support
for their decision making.

7.2 Outcomes of using this part of ISO/IEC 15026

In order to show conformance to this part of ISO/IEC 15026 for using integrity levels, documentation shall exist
that is accurate, available as required, controlled, traceable, reviewable, whose integrity is preserved; and that
covers the following:

b) Integrity level requirements for each integrity level used.
c) Justffication or source that:

1) |Meeting the corresponding integrity level requirements suffices to show the achieévement of the
integrity level claim.

2) |Obtaining the required evidence suffices to show the meeting of the integrity"l€ével requirements.

)

NOTE Outcomes a), b) and c) should result from defining integrity levels (see 5,4). While this part of ISO/IEC 1502
may be usged with integrity levels that were not defined in conformance with 6, a), b) and c) are always required.

d) Unidque identification including version, date, number, instance ar ‘instances, and tag information for ja
system, product, or element for which conformance is claimed.

e) Assignment of an integrity level to the system or product.
f)  Assignments of integrity levels to the system elements“upon which the system or product depends fq

achipvement of the assigned integrity level or.set*of integrity levels of the system or product an
justification of these assignments to system elements.

Q=

g) Thelactivities performed regarding associated uncertainties and their results.
h) Thelqualifications of the methods and teels used and justifications of their use.
i) Thelevidence required by the integrity level requirements of the assigned integrity levels, or acceptab

shoying the achievement of(the integrity level or these integrity level requirements by other approve
means. Evidence is properlyyobtained, its integrity preserved, and its required availability provided.

Q<

j)  Outgomes of current and*any related preceding agreement and approval activities.

k) Recprds showing‘conformance to the normative requirements of this part of ISO/IEC 15026 regarding
usinp integrity Tevels.

I)  Thelrelevant work products that can confirm the meeting of the assigned integrity level requirements.

7.3 Prerequisites for use of integrity levels

7.3.1 Determine scope of covered risks

The determination of the scope to which this part of ISO/IEC 15026 is applied shall properly reflect the
stakeholders and their interests. It shall also reflect prior decisions allocating a scope to the risks covered
under this part of ISO/IEC 15026 and the scope of risks to be covered elsewhere. This allocation can be done
by risk dimensions (e.g., safety, economic, security) or otherwise. The following apply:

a) The result of the scope decision shall be clearly defined, agreed upon and approved in accord with
Clause 11, and documented.
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b) The scope of coverage under this part of ISO/IEC 15026 shall correspond with achieving the intended
purpose of its use.

c) The scope shall cover maliciousness unless a sensible justification is documented and agreed upon and
approved in accord with Clause 11.

d) All adverse consequences and risks relevant to the system or product should be determined to be
assigned responsibility somewhere—inside or outside the scope of activities covered by this part of
ISO/IEC 15026.

d) Whenever relevant risks or other conditions are discovered that no one has the responsibility to’l‘analyse,
those risks shall be assigned to relevant persons and/or organizations and shall be identified'to those with
agreement and approval authority in accord with Clause 11.

7.3.2 Establish applicability of integrity levels to the scope of their use

—

he integrity level or set of integrity levels used from an identified source or sources'shall be applicable to the
tuation and system or product to which the integrity level or set of integrity levels is assigned, ncluding
pplicability for each:

QD 0

Q

) Integrity level claim.
b) Integrity level requirement.
c) Justification of the integrity level requirements establishing support for the claim. This inclides the

dependencies and method for assigning integrity levels:to system or product elements that are included in
the justification.

—

he scope, nature, and limitations of all of these réquire applicability to the situation and system of product
cluding the arguments, assumptions, and evidence used in the justification. In addition, the materials
companying these should fit the intended scope of use.

.3.3 Decide role of integrity levels in life cycle

sers of this part of ISO/IEC 15026.should establish the intended role of integrity levels within their gystem or
roduct life cycle. The process described in this part of ISO/IEC 15026 is presented as distinct from the overall
life cycle processes. The intention of this part of ISO/IEC 15026 is to encourage but not require thaf integrity
lgvel use be integrated with the system or software life cycle processes.

7.3.4 Establish approach to risk analysis

he approach to\risk analysis and evaluation should fit the situation. Risk analysis might be being performed
br other reasons already, and this analysis is to be augmented as necessary. Standards or guidelines can
xist for use\within a relevant scope. In addition, risk analysis could involve use of assurance cases.

= -

D

g “System or product integrity level determination

8.1 Introduction
Determining the integrity level of the system or product involves the following activities:
a) Avrisk criterion measure is defined that specifies a measure or scale to be used.

NOTE 1 “Risk criteria” is defined in ISO/IEC 16085:2006 Systems and software engineering — Life cycle processes —
Risk management as “The terms of reference by which the significance of risk is assessed” and includes the following
note: “Risk criteria can include associated cost and benefits, legal and statutory requirements, socio-economic and
environmental aspects, the concerns of stakeholders, priorities and other inputs to the assessment.”
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NOTE 2 A risk criterion measure may be stated in terms of adverse consequence multiplied by its probability of
occurrence or in other terms (e.g., maximum loss) and may be a combination of component measures.

b) Required limitations on allowable risk criterion values are established. The required limitations are
obtained as a result of risk analysis and evaluation.

c) The integrity level assignment(s) to the system or product derive from these limitations and are such that
meeting them implies meeting these limitations on occurrence and timing within limitations on uncertainty.
Thus, the system or product integrity level corresponds to allowable risk criterion values.

=]

NOTE 3 [ Within the safefy community this might be stated as, 'Tntegrity Requirement Is expressed using a rsK crieriq
measure that is mapped to integrity levels (which are normally a quantisation of the risk criterion measure). The limitatig
on the risk criterion for the system or product maps to a particular integrity level for the system or product. (This{ i turp
will corregpond to integrity level requirements—or obligations.)”

=]

8.2 Ripk

8.21

ntroduction

For performance of a risk analysis, information is needed about the system or product, its environment and
stakeholdler requirements and the risk dimensions and related properties releyant/to the system or produgt.
Examples of related properties include integrity, availability, reliability, and confidentiality as well as propertigs
related tp safe and economical use. Any risks identified by the risk analysis~are analyzed with the system gr
product interfaces, and an integrity level is assigned to the system or product and its interfaces. These systefn
or produ¢t integrity levels reflect the required values of the associated.fisk criterion.

NOTE The ultimate operational goal of the approach to risks and .uficertainty in ISO/IEC 15026 is benefiting (or &t
least protgcting) stakeholders and improving their decision-making. Achieving lower uncertainty in engineering terms leag
to better lgrounds for confidence and bases for decision-making.ci“general, while uncertainty relates to engineering,
stakeholder confidence is a subjective state that can be idiosyncratic or even irrational. Therefore, to ensure the prop¢r
use of engineering results, the uncertainties referred to in this part of ISO/IEC 15026 generally have more objective valugs
than the qubjective degree of confidence a stakeholder might'derive from integrity level use.

7]

8.2.2 isk criterion

8.2.21 Specification of risk criterion

[72)

A risk crterion specifies the meaning,'or method of measurement of system- or product-related risk and
used to gpecify limitations on risk.(This risk criterion shall:

a) Be gstablished along with'the risk-related measurement scale.
b) Havg the limitations\required on its value specified.

c) Be fonsistent with governing requirements such as legal, regulatory, or contractual requirement$
inclyding the-limitations identified in b).

These rigkZeriterion specifications and any related justifications are agreed upon and approved in accord willh
Clause 14=

8.2.2.2 Methods for risk criterion calculations

The methods used for risk criteria calculation provide results that can be compared against the risk criterion
specifications. The more demanding the situation, the more reliable, robust, and fitting to the situation the
methods used for risk criterion calculation should be. When assessing calculation methods the following shall
be documented:

a) The methods and tools used for risk criterion calculations.

b) Approaches used for and the results of method and tool assessments.
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Multiple methods for risk criterion calculations may be specified for differing circumstances. Additional
methods chosen should have results consistent with, or more pessimistic than, others.

NOTE The methods used for risk criterion calculation should have a logical justification reflecting their intended use
This includes the correspondence of their reliability and robustness to the related consequences, the degree of novelty,
the stringency of the claims and limitations on uncertainty, and the relevant state of the art.

8.2.3 Risk analyses

undamentally, risk analysis is performed to answer three questions: what can go wrong, whenyand ith what
nsequences. Ultimately the concern is adverse consequences. The risk analysis can cover multiple risk
imensions such as safety, economic, and security. The scope, determined in accord with 7.3.1, can festablish
the dimensions to be covered. Relevant aspects include the capabilities of the system or progluct, the
relationships of the system or product with its environment, and the analyzability of the syStem or product.

he system or product integrity level corresponds to allowable risk criterion values. The occurrence ahd timing
conditions or behaviours (including failure) can affect this value either dirécily or because its functionality
includes mitigation of consequences of initiating events within the environment or dangerous cgnditions.
Dangerous conditions are conditions associated with the system orCproduct that could lead to|adverse
consequences.

NOTE 1 The outcomes of both risk analysis and risk evaluation (se€ 8.2.4) can result in changes to the pystem or
roduct design to eliminate or reduce risks. Such changes could require/the risk analysis and/or evaluation actiities to be
repeated.

o

b

OTE 2 Risk analyses and evaluation should include the history of the same or similar situations and includg efforts to
valuate the degree of completeness of the results. Over time, these efforts should build an improved understapding and
re¢presentation of the situation. Records should be kept even if those records are not immediately needed.

(0]

8.2.3.2 Required occurrences of risk analysis
Risk analysis and/or evaluation shall be-performed:
d) Initially, before the first assignment of an agreed upon or approved system or product integrity leyel.

b) Whenever aspects of the situation that affect risk are identified as potentially worsening or as ngt having
been previously identified or analysed, including those listed in 6.7, unless effect analysis shows risk

analysis to be unnecessary.

c) Whenever a-sSystem or product interface with a dependency on its environment changeg, unless
documented\justification is provided for doing otherwise.

>

fter establishment of the system or product design, confirmation should be obtained that the integrity levels
ssigned\o the system or product interfaces reflect the required risk criterion values.

Q

8933 Identification of ible ad

System-related adverse consequences shall be identified and evaluated.

NOTE In addition to external adverse consequences, system elements can cause “internal” adverse consequences
(e.g. corruption of information).

© ISO/IEC 2011 — All rights reserved 15


https://standardsiso.com/api/?name=c7388f44376de3208ef2daee8b7030bd

ISO/IEC 15026-3:2011(E)

8.2.3.4 Identification of dangerous conditions

The following shall be agreed upon and approved in accord with Clause 11:

a) The relevant conditions, behaviours, and events and the relations among them.
b) Justification for their identification as relevant (or in some cases not relevant).

Conditions associated with the system or product that could lead to adverse consequences (dangerous
conditions) should be identified together with their initiating events.

®

NOTE 1 An identified condition might allow, facilitate, cause, prevent avoidance or mitigation of, change, or contribu
to advers¢ consequences or to the transition to another (more) dangerous condition.

o

NOTE 2 An undesirable event, dangerous condition, or transition between conditions can have (af associate
uncertainfy of occurrence. Sequences of conditions and/or events can lead to an immediate precondition for an advers
consequehce followed by an actual adverse consequence. The precondition for an adverse conseguence can be |a
combinatipn of the “conditions” identified from analyses that might need to occur simultaneously or with Certain timing.

[]

In this cgntext, dangerous conditions are associated with a system or product if:
a) Theffailure of the system or product could lead to the dangerous condition.

b) Operation of the system or product within the scope of applicability ‘of the integrity level claim or iis
involvement in other life cycle processes could lead to a dangerous ¢ondition.

c) The|system or product performs a mitigating function for an initiating event in the environment that could
lead|to the dangerous condition.

[¢]

d) Behpving or operating as specified leads to the dangerous condition, but as a result of deliberat
decisions made with awareness that this can happen:

NOTE 3 | Failures can vary in their potential adverse consequences; some could be insignificant. However, in identifyin
these varjations all failures need to be considered @as”well as the range of events and conditions that might occu
Conditiong and events in the environment affected bysa system or product can in turn affect its future situation.

- Q

Unanticipated dangerous conditions can ‘accur and initiating events can be unknown. Dangerous condition
should bg considered regardless of how:those dangerous conditions arise.

[

8.2.3.5 | Consideration of system or product architecture

The system or product arChitecture (when available) shall be taken into account during dangerous conditio
and event identificationtto ensure that failure modes, behaviours, conditions, characteristics specific to th
technologies used, and.interactions with the environment are considered.

[ON=]

NOTE 1 As this-is“an investigative technique, it does not conflict with the requirement in 8.4 that the integrity level pf
the systern or product not depend on its internal architecture.

NOTE 2 Fpart—ana
consequences and dange
procedures.

8.2.3.6 Consequence analysis
Consequence analysis is used to estimate the severity of a dangerous condition as it relates to the occurrence

of adverse consequences. Measures that might mitigate the adverse consequence of the initiating event(s) or
dangerous conditions should be identified. For related discussion, see 7.3.4.
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8.2.3.7 Occurrence and timing analyses

Occurrence, timing, and uncertainty analysis are used to estimate the likelihood of each consequence,
dangerous condition, or initiating event.

Timing for conditions (e.g., occurrence and duration) or event occurrence (e.g., frequency) shall be estimated
meeting any requirements on the uncertainty of the result. This estimate should use multiple sources including
relevant historical data, results synthesized by analytical or engineering techniques (see ISO/IEC 15026-1 for
relevant references), and estimations deriving from expert judgment.

OTE The results of analyses may be expressed in quantitative or qualitative terms such as terms for ranges of
frequency (e.g. Frequent, Probable, Occasional, Remote, Improbable, or Incredible) as long as the requirgments for
cpmparisons with the risk criterion are met.

8.2.3.8 Using assurance cases in determining the integrity level of the system or product
hen an assurance case or partially completed assurance case is available duringhisk analysis, it might be
seful for establishing limitations associated with the system or product during risk analysis| and for
cpnfirmation of the identification of the properties in integrity level claims.

OTE In relating assurance cases and integrity levels, their respective claims.can be mapped to each other

8.2.4 Risk evaluation
he results from risk analysis and evaluation includes required)limitations on the occurrence, timing, gnd value
of consequences, conditions, and associated uncertainties<from which system or product requiremenis can be
he following shall be performed:

) Establish the required limitations on the ©¢currence and timing of behaviours and/or conditiops of the
system or product and the associated allowable uncertainties regarding conformance to these linitations.

) Consider the possibility of behaviolrss or conditions associated with the system or product, rather than the
system or product or its elements;failing to meet specifications, as causing the risk criterion not tq be met.

isk evaluation and its results‘are agreed upon and approved in accord with Clause 11.

OTE Nothing in this_part-of ISO/IEC 15026 should be interpreted as requiring or allowing the assignment ¢f integrity
lgvels such that the risk criterion associated with the system or product is not met.

8.3 Assignment of system or product integrity level

he required( limitations on the occurrence, timing, and value of consequences and conditions|and the
associated.\Uncertainties resulting from risk analysis and evaluation shall be used to establish the|required
pssigned
can be
element

The integrity level or levels assigned shall have integrity level claims that meet the derived limitations on the
system or product behaviours. To achieve this, at least one of the following is required:

a) Meeting the system or product assigned integrity level implies meeting the required limitations on the
system or product behaviours.

b) The system or product integrity level is consistent with meeting the required limitations on the system or

product behaviours but does not imply them. Other methods are then used to provide the information
needed to show that the actual behaviours of the system or product meet the required limitations on
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behaviours within the required limitations on uncertainty. These other methods and their results and
documentation are agreed upon and approved in accord with Clause 11.

NOTE Some system, product, or element interfaces might have no integrity-level-related dependence or reliance
upon them by external entities. While such interfaces need not be assigned an integrity level, these interfaces should be
assigned at least the lowest integrity level.

8.4 Independence from internal architecture

The system or product integrity level or those required at its external interfaces shall not depend upon the
internal architecture of the system or product. For this purpose, the system or product should be regarded as |a
black box.

8.5 Maintaining system or product integrity level

8.5.1

nmtroduction

The reagons for re-establishing integrity levels are in three categories: (1) the systemhas changed (2) an
unidentifled risk has become known and (3) user requirements have changed.

8.5.2 S§ystem changes
The needl for reestablishment of the system or product integrity level shall be assessed and, if necessary, r¢-

establishied in accordance with this part of ISO/IEC 15026 whenever,a‘system or product change is proposed
or implermented.

8.5.3 Rlisks becomes known

The needl to re-establish the integrity level of a system-Qr product shall be assessed and, if necessary, th
integrity level re-established in accordance with this part‘of ISO/IEC 15026 whenever:

[¢]

a) Aridk analysis or evaluation result exists that was not reflected in the latest decision assigning the systemn
or pfoduct integrity level.

b) A dgcision is being made among alternative designs and their required risk criterion values differ.

c) The|system or product has-newly discovered or suspected opportunities for dangerous condition$
violdtion of relevant claims,.or-worsening associated adverse consequences.

d) Faults occur that are not\promptly corrected.

e) Newly discovered.or-suspected dangers or failures exist or are indicated by operational data.

=

f) The|system_ arproduct design or functionality changes include mitigating (e.g., eliminating, preventing ¢
avoifling, limiting, reducing, or managing) consequences.

g) Thelsystem or product design-does-not result in meeting-the risk criterion
J Lad b= -

8.5.4 Requirements change
The need to re-establish the integrity level of a system or product shall be assessed and, if necessary, re-

established in accordance with this part of ISO/IEC 15026 whenever the user requirements for the system
change.
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8.6  Traceability of system or product integrity level assignments

The assignment of the system or product interface integrity levels shall be traceable to their limitations from
risk evaluation, the method used, and the actual performance of their determination.

9 Assigning system element integrity levels

9.1 General

Al system or product consists of one or more elements. An element can be solely software, solelyhardware,
cpomposed of other entities, or composed of combinations of these. Elements can be depended, upan (used)
multiple elements and can depend upon (use) multiple elements.

Interface behaviour relevant to the achievement of its integrity level depends directly orcindirectly on g§ystem or
product elements that implement that interface. Once integrity levels are established for the interfaceg—either
niformly for the system or product or individually—integrity levels need to be established for these g¢lements.
hese element-related assignments can be complicated by the inability to, assign new integrity [levels to
Iready existing elements. In addition, the possibility exists for elements to cause “internal’|adverse
cpnsequences (e.g., physical damage to a system) that affect integrity levelrassignments.

Assignment of integrity levels to system or product elements depends on the design of the system of product

and its elements. Normally the property in an integrity level claim of-a system element is the same as that of

the elements depending on it. However, this relationship can be‘affected by the element’s role(s) within the
esign.

9.2 Architecture and design

.2.1 General

he architecture and design of the system, product, or element that depend on the system elemgnt being
assigned an integrity level shall:

) Be defined in sufficient detail prior'to assignment of integrity levels to allow identification of element roles
and their interfaces and to provide the needed basis for identification of relevant dependencies.

) Allow verification of these dependences.

or the approach to integrity levels presented herein to be most effective, the analysability of the system or
product and its elements regarding the relevant property or properties should be ensured or confirmed.

OTE Consideration should be given to the design's capability to implement given assignments of integrity levels.

.2.2 Failure handling mechanisms

ailure handling mechanlsms compnsed of one or more system elements can be used to detect gystem or
i he system
or product element fallure is st|II a concern if the failure occurs and the fa|lure handlmg mechanism is
ineffective. Examples of failure handling mechanisms include data integrity checks (software), hardware
watchdog timers (hardware), and manual recovery (humans). Design features such as redundancy, diversity,
and separation (e.g., separation in time or space, partitioning, control of interaction, segregation, barriers, non-
interference, guards, or isolation) can affect the integrity levels required of system elements.

NOTE 1 Redundancy can be used to prevent failures from leading to dangerous conditions, provided common mode
failures among the redundant elements are avoided (for example by proper diversity among them).
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NOTE 2 Design consideration should be given to capabilities for flexibility and adaptability, detection and early warning,
damage confinement, diagnosis and repair, providing ongoing situational awareness, making rapid decisions in
emergencies, and recovering rapidly, in combination with the environment, from occurrences of dangerous conditions and
adverse consequences. See also 9.5.2

9.3 Assignment

Each system element or element interface that is depended upon by system elements also assigned integrity
levels or that provide an external interface for the system or product upon which entities depend shall be
assigned an integrity level using a method consistent with the:

a) Spetifications of integrity levels being used and the justification for their integrity level requirements.

b) Depgndencies involved.

c) Reqplirementsin 9.5.2 and 9.5.3.

d) Lower integrity levels allowable only from the use of design features that have been agreed upon and
appiioved in accord with Clause 11 and only within the limits agreed upon and¢approved. For exampIIJE

congideration of the degree of benefit provided by a failure handling mechanism, and the definition of wh
congtitutes adequate diversity.

NOTE 1 Generally, the combination of the roles of each element and the integrity levels of these elements need
result in achieving the integrity level assigned to an element (its interfaces).. An€lement with multiple dependencies upg
it that arg related to a set of integrity levels needs to be assigned the highest integrity level among these except §
provided by special considerations and allowances within this part of ISO/IEC{15026.

w 5 O

NOTE 2 | Issues that need to be assured by design, implementation, operation, and related evidence are (1) interfacin
occurs with the proper entity or entities, (2), these entitles have.the’/proper interfacing behaviours, and (3) integrity
maintained across the connection. These issues often include coneerns related to the characteristics and behaviour of
mechanism implementing the connection (e.g., communicationtinfrastructure). Altogether, these issues are sometime
called “interface integrity”.

n O »nQ

9.4 Sdope of assignments
Assignment of integrity levels shall be performed for a scope consistent with the integrity level requirements

corresponding to the set of integrity level ‘specifications and justifications of the integrity level requirements.
This scope is agreed upon and appreved in accord with Clause 11.

9.5 Special considerations

9.5.1 (ycles and recursion
The network formed by dependency relations can include cycles. If a cycle (or recursion) exists, then:

a) The|methods applied shall completely cover all possible numbers of cycles or levels of recursion.

b) Dodumentation shall be provided for these methods and may be provided with the integrity leve
definition.

For cycles and recursion, automated tools should be used to perform and/or check the methods used.

9.5.2 Special situations and requirements regarding integrity levels
For the following situations additional requirements or guidance and recommendations apply:
a) If the integrity assurance authority judges potential consequences as catastrophic or severe, then the

rigor, completeness and depth of analyses and verification shall be justifiable as corresponding to these
consequences.
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b) If the state or behaviour (including failure) of any element, in isolation or in combination with

2011(E)

states of

other elements, will result in non-delivery of a mitigating function—more specifically, not always invoked

when required or not available and performing correctly when invoked—analyses shall
occurrences of the need for the mitigation function and the consequences of its non-delivery.

include

c) If integrity levels are assigned anywhere in the system or product, then at least the corresponding integrity
level requirements shall be imposed on the integration of its elements including those that are not

assigned integrity levels.

d) Where no integrity level has been shown for an existing system element and the evidence required by the

integrity level requirements of the currently assigned integrity level is not available, alternative
apply.

9.5.3 Behaviours other than failure

s with a system or product consideration shall be given to the possibility that behaviours not clag
ilures in the documented specification for an element can nevertheless cause the'system or produ
lement not to meet its assigned integrity level or result in dangerous conditions or adverse conse
Iternatively, conditions that are not errors might do so as well).

reali >

.6 Maintaining the assignment of integrity levels

.6.1 General

he assignment of integrity levels shall be maintained. If a System, product, or element design is

5 in 10.2

sified as
ct or any
fjuences.

modified,

ange occurs in the system or product environment, or’\new or modified risk analyses or evaluations are

rformed, integrity levels can need reassignment. Reassignment may include assigning new, highe
vels whenever required.

9.6.2 Changing integrity level assignments

o =

e assessed and the integrity level reassigned if necessary, whenever:

d) Risk analysis or risk evaluation indicates an increase in risk, dangerous conditions,
consequences or their number of occurrences or gives any other indication that the integrity |
system element might require an increase.

b) A design modification to a system element could possibly require an increase in the integ
assigned to that\element, e.g., the removal of redundancy or backup.

c) Possible increases in values of the risk criterion of a system or product are identified.
d) The system or product design does not result in meeting the risk criterion.

d) ~"Audesign of a system element does not result in meeting its required integrity level.

integrity

lore specifically, the need for an increase ifr the assigned integrity level to a system, product, or element shall

adverse
evel of a

rity level

f) The degree of tolerance for relevant risk criterion values decreases or the required limitations on risk

criterion values changes in ways that does not weaken it.

Changing integrity level assignments, especially to a higher level may require additional activities,
analyses, that may not have been conducted for the lower level integrity level.
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10 Meeting integrity level requirements
10.1 Requirements related to evidence

10.1.1 Related information
Evidence shall include or be accompanied by information covering:

a) Its definition.

b) Its integrity, validity, accuracy; and achievement of required limitations on uncertainty.

[¢]

c) Identification of the integrity level requirements that the evidence contributes to meeting, and th
sign[ficance and meaning of the evidence in that context.

d) Relgvance of the context under which the evidence was collected or generated.

e) Thelversion, versions, or instances of system, product, or element with which it is“associated.

f)  People and tools that generated the evidence.

g) Assgciated assumptions.

h) Conformance with relevant standards unless documented justificafion is provided for doing otherwise.
i)  Soufce and method of origination.

j)  Enapling access to the evidence and accompanying infarmation.

k) Thelhistory of the evidence.

NOTE 1 Relevant evidence can include evidence about how an integrity level requirement was met and evidende
supporting the information listed above.

=]

NOTE 2 | Examples of evidence include a record of past achievements of related systems, a result of the verificatig
process, and a report of organizational maturity‘assessment of operator or maintainer.

10.1.2 Organization of evidence

The set ¢f evidence, the items/it includes, and the accompanying information shall be organized, located, and
presented to be understandable to and to satisfy the purposes of those who review, approve, or use them.

10.1.3 Interpretation of evidence

D ©

conservdtive ‘interpretation of this achievement shall be used. The most pessimistic interpretation should b
considered

WheneV{r multiple legitimate interpretations exist of evidence related to meeting integrity level requirements,

10.2 Alternatives

For all integrity levels assigned to a system, product, or element, the corresponding integrity level
requirements should be met if practicable. If the full evidence required by the integrity level requirements
cannot be obtained, and the integrity level requirements do not disallow alternatives; then:

a) The system, product, or element shall, nevertheless, be shown to meet the assigned integrity level within
required limitations on uncertainty by the use of evidence and related analysis.
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b) Any alternative means (an assurance case can play a role) shall be documented, have documented
justification including a risk analysis of its use, and be agreed upon and approved in accord with
Clause 11.

10.3 Achieving integrity level claim

An integrity level claim shall be determined not achieved if the evidence obtained regarding the integrity level
requirements:

A Showe an intaarityv laval racniiramant ic nat mat
} ReWs-aR-HegHiyteverregairementHs-hotmet:
b) Is incomplete and any alternatives are not successful. See 10.2.

c) Isinconclusive or fails to meet required limitations on uncertainty.

or all the assigned integrity levels, meeting their full set of integrity level requirements_and obtaining pvidence
ncluding approved alternatives in accord with 10.2) should be:

—~ T

o

) Explicitly included in plans including needed resources and time.

¢) Consistent with all plans.

10.4 Corrective actions
Reported integrity-level-related problems shall:
d) Be recorded and related actions tracked.

b) Have needed corrective actions taken in a timely manner corresponding to their severity and [effect on
risk-criterion values.

c) Not have corrective actions result in vielating integrity-level-related restrictions or requirements fincluding
those in this part of ISO/IEC 15026 except temporarily during emergency conditions justified with a

documented reason (e.g., risk-analysis and evaluation) and agreed upon and approved in acgord with
Clause 11.

11 Agreements and'approvals

11.1 Authorities

—

he following. rales shall be identified and communicated to relevant parties:

Q

) Thesapproval authorities required for a particular use of this standard:

1) Approval authority for definition of integrity levels (required for definition of integrity levels).

2) Approval authority for use of integrity levels (required for use of integrity levels).

NOTE 1 Defined in ISO/IEC 15026-1, an approval authority is the person (or persons) and/or organization (or
organizations) responsible for approving the activities, artefacts, and other aspects covered by the corresponding contents
of this part of ISO/IEC 15026.

b) The integrity assurance authority (for use of integrity levels).

NOTE 2  Defined in ISO/IEC 15026-1, the integrity assurance authority is the person or organization responsible for
certifying compliance with the integrity level requirements. The integrity assurance authority may be the same as the
approval authority if requirements regarding it are met, e.g., its independence (see 11.4).
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c)

The

NOTE 3
producing the design of the system.

NOTE 4

design authority (required for use of integrity levels).

Defined in ISO/IEC 15026-1, the design authority is the person or organization that is responsible for

Authorities are required for production and maintenance and can be required throughout the life cycle.

11.2 Specific approvals and agreements related to integrity level definition

The appr;
the clain

ISOJIEC 15026.

N, integrity level requirement(s) and their related justification, and the documentation and oth
for each integrity level: the grouping of integrity levels into sets of integrity levels including thef
and the adequacy of the set of integrity levels for their scope of applicability.

=

ecific approvals and agreements related to integrity level use

gn authority and integrity assurance authority shall agree regarding the decisions, aspects, and
as follows:

rmination of relevant risk dimensions.
specific integrity levels to be used.

suitability of an integrity level for use in the potential presence of systematic failures and arly
ications of this use not being required.

decision process for assigning integrity levels.
adequacy of any fault, error, or failure confinement of isolation.
Pr

The degree of benefit to be allowed for. specific instance of use or alternately specific instance o¢f
combined use of architectural or design’ features.

The decision method for establishing benefit of an architectural or design feature or combination
thereof.

[

categorization of architectural or design features.

[©]

methods for showing the achievement of the integrity level claim assigned if the full evideng
ired by the critéria for this integrity level cannot be obtained and where those methods may be used.

sions that“conforming to another standard will result in meeting a portion or aspect of this part ¢f

rify,assurance authority shall approve the following aspects:

risk criterion and all changes to it.

Attention given to the possibility of behaviours or alternatively conditions associated with the system or
product other than system element failure or system or product failure causing the system or product to
not meet the risk criterion and the plans for and results of this attention.

Scope or conditions under which this part of ISO/IEC 15026 applies including any change of scope or
conditions under which the integrity levels apply. The design authority should be consulted in this
approval process.

Decisions that a risk is insignificant or that a risk is not to be analysed or evaluated.

materials
ordering;
11.3 Sg
The des
artefacts
a) Detd
b) The
c) The
justi
d) The
e) The
f)  Eith
1)
2)
g) Any
h) The
requ
i) Dec
The integ
j)  The
k)
1)
m)
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Selected approaches to integrity level assignment.
The integrity level assigned to the system or product.

Decision(s) that the risk criterion is met.

The integrity assurance authority and design authority shall jointly approve the following aspects:

q

)

The scope of the set of system elements assigned integrity levels.

2011(E)

—

—

>

wul

)

)
)

Il authorities providing certification or approval for uses of the system or product.as)well as the aw,
pntracts for a made-to-order system or product during the period of performance of their contract shq

1.4 Documentation

egarding documentation:

The assignments of integrity levels to system elements.
Results of risk analyses and evaluations.

Any integrity level that does not cover systematic failures and/or maliciousness.

Be consulted on agreements between and approvals by the design-authority and integrity a
authority and their acceptance sought.

Review and, if possible, approve the planned nature of and requirements for the content of artg
authorities require related to integrity level claims and integrifylevel requirements.

The agreement or approval of an aspect shaltbe accompanied by its documentation.

Documentation of agreements, approyals, and decisions made during negotiations leading to th
be approved by those authorities negotiating, agreeing, and/or approving.

Documentation shall describe_)the integrity assurance authority's relationship to and ¢
independence from the producer of the system or product and the claimer of conformance to th
ISO/IEC 15026 if the claimer is different than the producer.

arders of
uld:

ssurance

facts the

em shall

xtent of
s part of
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Annex A
(normative)

Inputs and outputs for integrity level framework

A.1 Taple for Clause 4 Integrity Tevel framework

Table A.1 — Inputs and outputs for activities in Figure 1

environment
Stakeholder’s requirements

role of integrity levels in
the lifecycle of the system

Actiyities for Inputs Intermediate Steps Outputs
integrity level
detefmination
Determilﬂng system list of authorities Risk analysis and list of risks
integrity [level evaluation
anty list of stakeholders risk criteria
) ) Assigning  system
information  about the integrity level adverse consequences,
system and its dangerous conditions and

initiating events for each risk

required limitations on
conditions and consequences
occurrences and timings

list of interfaces of the system

required limitations on
behaviours of system

integrity level claims

system integrity level

Determifing element information  about\\"the System B list of elements of the system
integrity [levels system and its decomposition .
environment dependency relation among
I elements
. : . Assigning element
system integrity level claim . . ) )
integrity levels element integrity levels
Achieving integrity information  about the evidence of achievement of
level requirements system and its integrity level requirements
environment for all integrity level
. . assignments
set of integrity level
assignments for the specifications for any
integrity levels used substitutions of integrity level
. . . requirements
integrity level requirements
for each integrity level documented justifications for
used any substitution of integrity
level requirements
any related analysis
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