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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are

member

s of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,
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Attention is drawn to the possibility that some of the elements of this documentmay be the subject ¢

patentr
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— Par
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The IEE
standar
docume

JTC 1.

ional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,Part 2.

—

h task of the joint technical committee is to prepare International Standards. Draft Internationa
1s adopted by the joint technical committee are circulated to national bodies for voting.
ion as an International Standard requires approval by at least 75 % of théational bodig
h vote.

[72)

—n

ghts. ISO and IEC shall not be held responsible for identifying any orall such patent rights.

15026-1 was prepared by Joint Technical Committee ISO/IECJTC 1, Information technology,
mittee SC 7, Software and systems engineering.

t edition of ISO/IEC 15026-1 cancels and replaces ISO/MEC TR 15026-1:2010, which has beep
lly revised.

15026 consists of the following parts, under the general title Systems and software engineering -
and software assurance:

1: Concepts and vocabulary
2: Assurance case
3: System integrity levels

4: Assurance in the life cycle

—

. Computer Society collaborated with ISO/IEC JTC 1 in the development of the internationd
s of ISO/IEC 15026 (TEEE Std 1228-1994 and IEEE Standard for Safety Plan were used as base
hts in the development of this standard.

iv
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Introduction

Software and systems assurance and closely related fields share concepts but have differing vocabularies
and perspectives. This part of ISO/IEC 15026 provides a unifying set of underlying concepts and an
unambiguoususe ofterminologyacross thesevariousfields. It provides abasis for elaboration, discussion,
and recording agreement and rationale regarding concepts and the vocabulary used uniformly across
all parts of ISO/IEC 15026.

This part of ISO/IEC 15026 clarifies concepts needed for understanding software and systems assurance
and, in particular, those central to the use of ISO/IEC 15026-2 to ISO/IEC 15026-4. It suppoxtp shared
doncepts, issues and terminology applicable across a range of properties, application domdins, and
technologies.

© ISO/IEC 2013 - All rights reserved \%
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INTERNATIONAL STANDARD ISO/IEC 15026-1:2

013(E)

Systems and software engineering — Systems and
software assurance —

Part 1:

Scope

his part of ISO/IEC 15026 defines assurance-related terms and establishes‘an’ organized set of

ncepts and relationships to establish a basis for shared understanding across-iser commur

ities for

ssurance. It provides information to users of the other parts of ISO/IEC 15026 including the cpmbined
se of multiple parts. The essential concept introduced by ISO/IEC 15026'is'the statement of ¢laims in
n assurance case and the support of those claims through argumentatioiand evidence. These clpims are

v —-

ystem or software product.

| NG|

Applicability

D

.1 Audience

variety of potential users of ISO/IEC 15026xists including developers and maintainers of as

50/1EC 15026 uses concepts and terms consistent with ISO/IEC 12207 and ISO/IEC 15288 and g

Q. Q = = 0 N

tempts to clarify these differences.

.2 Field of applicability

he primary purpos€ of this part of ISO/IEC 15026 is to aid users of the other parts of ISO/IE
y providing centéxt, concepts, and explanations for assurance, assurance cases, and integrit

h the context of assurance for properties of systems and software.within life cycle processe for the

Assurance for a service being operated and managed on an ongoing basis is not covered in ISO/IE[C 15026.

surance

ases and those who wish to develop, sustain, evaluate, or acquire a system that possesses requirements
br specific properties in such a way as'to’be more certain of those properties and their requirements.

enerally

onsistent with the I[SO/IEC 25000 series, but the potential users of ISO/IEC 15026 need to understand
ifferences from concepts and terms to which they may be accustomed. This part of ISO/IEC 15026

C 15026
y levels.

hile essential to assurance practice, details regarding exactly how to measure, demonstrate, or
nalyse particular properties are not covered. These are the subjects of more specialized stanidards of
hich asnumber are referenced and included in the Bibliography.

For the purposes of this document, the following terms and definitions apply.

NOTE These are intended to be uniform through all parts of ISO/IEC 15026.

3.1 Terms related to assurance and properties

3.1.1
assurance
grounds for justified confidence that a claim has been or will be achieved

© ISO/IEC 2013 - All rights reserved
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3.1.2
claim

true-false statement about the limitations on the values of an unambiguously defined property—-called
the claim’s property—and limitations on the uncertainty of the property’s values falling within these
limitations during the claim’s duration of applicability under stated conditions

Note 1 to

Note 2 to

entry: Uncertainties also may be associated with the duration of applicability and the stated conditions.

entry: A claim potentially contains the following:

— clai
—  limi
— limi
— limi
—  dursg
—  limi
— cong

Note 3 td
value or
boundar
be increr

3.1.3

assurarn
reasone
is satisf

that support the claim(s)

Note 1 to
— one
— argy

— abo

— justification of the choiceoftop-level claim and the method of reasoning.

3.1.4

depend
collectiv
perform|

Note 1 to

‘SPTOPErty;
ations on the value of the property associated with the claim (e.g. on its range);
ations on the uncertainty of the property value meeting its limitations;
ations on duration of claim'’s applicability;
tion-related uncertainty;
ations on conditions associated with the claim;
ition-related uncertainty.

entry: The term “limitations” is used to fit the many situations that'can exist. Values can be a sing]
multiple single values, a range of values, or multiple ranges of valugs, and can be multi-dimensional. Th
es of these limitations are sometimes not sharp, e.g. they may involve probability distributions and maly
hental.

@D @

ce case
, auditable artefact created that supports the contention thatits top-level claim (or set of claims
ed, including systematic argumentation and>jts underlying evidence and explicit assumption

[72)

entry: An assurance case contains the following and their relationships:
br more claims about properties;
ments that logically link the evidence and any assumptions to the claim(s);

y of evidence and possibly assumptions supporting these arguments for the claim(s);

hbility
e term used to describe the availability performance and its influencing factors: reliability
ance, maintainability performance and maintenance support performance

entry: Dependability is used only for general descriptions in non-quantitative terms.

Note 2 to

entry: ISO/IEC 25010[99] notes that “dependability characteristics include availability and its inherent or

external influencing factors, such as: reliability, fault tolerance, recoverability, integrity, security, maintainability,
durability, and maintenance support.” Several standards address dependability (e.g.[64] and[69]), and many more
address the qualities within it. IEC 60050-191 offers related definitions.[63]

[SOURCE: IEC 60300-1:2003]
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3.2 Terms related to product and process

3.21
process
set of interrelated or interacting activities which transforms inputs into outputs

[SOURCE: ISO/IEC 15288:2008 and ISO/IEC 12207:2008]

3.2.2
process view

escription of how a specified purpose and set of outcomes may be achieved by employing the 4
nd tasks of existing processes

OURCE: ISO/IEC 15288:2008, D.3]

2.3
roduct
sult of a process

ote 1 to entry: Results could be components, systems, software, services, rules,}decuments, or many ot}

ote 2 to entry: The “result” could in some cases be many related individual results. However, claim
relate to specified versions of a product.

OURCE: ISO/IEC 15288:2008 and ISO 9000:2005]

mbination of interacting elements organized to aghieve one or more stated purposes
ote 1 to entry: A system may be considered as a praeduct or as the services it provides.

ote 2 to entry: In practice, the interpretation.@f its meaning is frequently clarified by the use of an as
oun, e.g. aircraft system. Alternatively, the_word “system” may be substituted simply by a context-d
snonym, e.g. aircraft, though this may thenobscure a system principles perspective.

OURCE: ISO/IEC 15288:2008]

2.5
quirement
statement that translates-or expresses a need and its associated constraints and conditions

ote 1 to entry: Reqlifements exist at different tiers and express the need in high-level form (e.g.
cpmponent requirement).

OURCE: ISQAEC/IEEE 29148:2011]

ctivities

ler items.

s usually

sociative
ependent

software

émber of a set of elements that constitutes a system

Note 1 to entry: A system element is a discrete part of a system that can be implemented to fulfil

specified

requirements. A system element can be hardware, software, data, humans, processes (e.g. processes for providing
service to users), procedures (e.g. operator instructions), facilities, materials, and naturally occurring entities

(e.g. water, organisms, minerals), or any combination.

[SOURCE: ISO/IEC 15288:2008]

© ISO/IEC 2013 - All rights reserved
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3.3 Terms related to integrity level

3.3.1

integrity level
claim of a system, product, or element that includes limitations on a property’s values, the claim’s scope
of applicability, and the allowable uncertainty regarding the claim’s achievement

Note 1 to entry: Generally, the intention is that maintaining limitations on a property’s values related to the
relevant items will result in maintaining system risks within limits.

Note 2 tgentry: Adapted from I[SO/TEC 15026:1998.

3.3.2

integritly level requirements

set of spgcified requirements imposed on aspects related to a system, product, or element and associate
activitiegs in order to show the achievement of the assigned integrity level (that is, meeting its clain
within the required limitations on uncertainty; this includes the evidence to be obtained

Note 1 t§ entry: Since an integrity level is defined as a claim, the two phrases “achietement of the assigned
integrityllevel“ and “meeting its claim“ are equivalent.

Note 2 t¢ entry: In ISO/IEC 15026:1998, 3.3.1 and 3.3.2 are referred to as the {intégrity level” and “integrit
requirenjents” respectively. The latter has been changed to “integrity level requirements” both for increase

clarity a

Note 3 tolentry: IEEE Std 1012:2004 defines “integritylevel” as “a value representing project-unique characteristig
(e.g. softyvare complexity, criticality, risk, safety level, security level, desired performance, reliability) that defin
the impoftance of the software to the user.” That is, an integrity level is'a value of a property of the target softwar

Since bo

system of software, the two definitions of integrity levels havesignificantly the same meaning.

3.4 Terms related to conditions and consequénces

3.4.1
conseq

effect(c
allowed|jfacilitated, caused, prevented, changed, or contributed to by the event, condition, or system

Note 1 tgentry: It could yield a benefit,)a loss, or neither.

3.1.8
risk
combin

Note 1 tontry: The terth “risk” isgenerally used only when thereis atleastthe possibility of negative consequences.
Note 2 tolentry: In-some situations, risk arises from the possibility of deviation from the expected outcome or event.

Note 3 tgentry: See ISO/IEC Guide 51 for issues related to safety.

—

[ePS

nd because this is common usage in safety.

NG

th a claim and a statement that a property has a particular value can be regarded as a proposition of

ence
Illtange or non-change), usually associated with an event or condition or with the system and usuallly

dtion of the probability of an event and its consequence

[SOURCE: ISO/IEC 16085]

3.4.2

adverse consequence
undesirable consequence associated with a loss

3.4.3

desirable (or positive) consequence
consequence associated with a benefit or gain or avoiding an adverse consequence

© ISO/IEC 2013 - All rights reserved
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3.4.4
error
erroneous state of the system

3.4.5

fault

defect in a system or a representation of a system that if executed/activated could potentially result in
an error

Note 1 to entry: Faults can occur in specifications when they are not correct.

alicious action or interaction with the system or its environment that has the potential to rdsult in a

ehaviour, act, or event deviating from a system’s desired property or claim.éf interest

ote 1 to entry: In the area of safety, the term “violation” is used to refer to(a deliberate human contrayention of
procedure or rule.

4.8

fhilure
termination of the ability of a system to perform a requiredfunction or its inability to perform within
reviously specified limits; an externally visible deviation from the system’s specification

4.9

stematic failure
failure related in a deterministic way to a certainicause that can only be eliminated by a modification of the
esign or of the manufacturing process, operational procedures, documentation or other relevanit factors

.5 Terms related to organization

5.1

rganization
erson or a group of people*and facilities with an arrangement of responsibilities, authorities and
lationships

ote 1 to entry: A bddy of persons organized for some specific purpose, such as a club, union, corpofration, or
spciety, is an organization.

ote 2 to entryAn identified part of an organization (even as small as a single individual) or an identifjed group
organizations can be regarded as an organization if it has responsibilities, authorities and relationships.

OUREE: ISO/IEC 15288:2008]

52

approval authority
person (or persons) and/or organization (or organizations) responsible for approving activities,
artefacts, and other aspects of the system during its life cycle

Note 1 to entry: The approval authority may include multiple entities, e.g. individuals or organizations. These can
include different entitles with different levels of approval and/or different areas of interest.

Note 2 to entry: In two-party situations, approval authority often rests with the acquirer. In regulatory situations,
the approval authority may be a third party such as a governmental organization or its agent. In other situations,
for example, the purchase of off-the-shelf products developed by a single-party, the independence of the approval
authority can be a relevant issue to the acquirer.

© ISO/IEC 2013 - All rights reserved 5
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3.5.3
design authority
person or organization that is responsible for the design of the product

3.54

integrity assurance authority

independent person or organization responsible for certifying compliance with the integrity level
requirements

Note 1 to entry: Adapted from ISO/IEC 15026:1998, in which the definition is: “The independent person or
organizafion responsible for assessment of compliance with the integrity requirements.”

4 Organization of this International Standard

Clause b of this International Standard covers basic concepts such as assurance,(stakeholders,
systems| and products, uncertainty, and consequence. Clause 6 covers some issues ¢fiwhich users gf
ISO/IEC|15026-2, ISO/IEC 15026-3 and ISO/IEC 15026-4 need to be initially aware. 'Clauses 7, 8, and P
cover tef'ms, concepts, and topics particularly relevant to users of ISO/IEC 15026-2\SO/IEC 15026-3 and
ISO/IEC[15026-4, respectively, although users of one part can also benefit from some of the informatiop
in the clauses for other parts. A Bibliography is included at the end. Referencés o numbered items in thie
Bibliogrhphy are shown in brackets throughout.

5 Bagic concepts

5.1 Introduction

This clafise covers the concepts and vocabulary fundamental to all parts of ISO/IEC 15026.

5.2 Assurance

ISO/IEC[L5026 usesaspecificdefinition forassurance as being grounds forjustified confidence. Generally,
stakeholders need grounds for justifiable cofhfidence prior to depending on a system, especially a systerp
involvinjg complexity, novelty, or technology with a history of problems (e.g. software). The greater thie
degree ¢f dependence, the greater the need for strong grounds for confidence. The appropriate valid
arguments and evidence to establjsha rational basis for justified confidence in the relevant claims aboyt
the systpm’s properties need to"be’made. These properties may include such aspects as future costs
behaviopir, and consequences-Throughout the life cycle, adequate grounds need to exist for justifyin|
decisions related to ensuringthe design and production of an adequate system and to be able to pla
reliance|on that system.

Assurance is a term ' Whose usage varies among the communities who use the term. However, all usa
relates tp placinglimitations on or reducing uncertainty in such things as measurements, observation
estimations, predictions, information, inferences, or effects of unknowns with the ultimate objective qf
achieving and/or showing a claim. Such a reduction in uncertainty may provide an improved basis fdr
justified cenfidence. Even if the estimate of a property’s value remains unchanged, the effort spent i
reducing Uncertainty € Tesulting reduced Uncertainty
improves the basis for decision-making.

Assurance may relate to (1) would the system or software as specified meet real-world needs and
expectations, to (2) would or does the as-built and operated system meet the specifications, or to both
(1) and (2). Specifications may be representations of static and/or dynamic aspects of the system.
Specifications often include descriptions of capability, functionality, behaviour, structure, service, and
responsibility including time-related and resource-related aspects as well as limitations on frequency
or seriousness of deviations by the product and related uncertainties.

Specifications may be prescriptions and/or constraints (e.g. for and on product behaviours) as well
as include measures of merit and directions regarding tradeoffs. Generally, specifications place some

6 © ISO/IEC 2013 - All rights reserved
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limitations on when they apply such as on the environment and its conditions (e.g. temperature) and
possibly the conditions of the product (e.g. age or amount of wear).

5.3 Stakeholders

Through their life cycle systems and software have multiple stakeholders who affect or are affected by
the system and the system life cycle processes. Stakeholders might benefit from, incur losses from, impose
constraintson,orotherwisehavea“stake”inthesystem,andthereforearethosethatprovidetherequirements
for the system. Stakeholders can include non-users whose performance, results, or other requirements might
beaffected; egentities whose software s executing o the sarne or tetworked COMpUuters:

A different but important kind of stakeholder is an attacker, who certainly imposes constraints or has
interests involved with the system. This International Standard includes the attacker,as & stakeholder;
However, some in the security community and elsewhere exclude attackers from their‘use of the term
“stakeholders.”

The relevant stakeholders whose requirements are of concern include not onlj.the system’s owhers and
users, but also developers and operators who need to identify requirements for the developmient and
dperation of the system. Depending on conditions and consequences, thedvarious stakeholderq require
grounds for justified confidence in properties of the system for whichthey identified requirempnts.

3.4 System and Product

To be consistent with ISO/IEC 15288 and ISO/IEC 12207, ISO/IEC 15026 uses the term f{system”
throughout. Users of this standard who are more familiat with using the term “product” should note
that “system” includes products and services that are‘the results of processes as well as doftware
and system or software elements or components. While primarily motivated by concern for [systems
fdroduced (at least in part) by human-controlledor artificial processes, this standard can bel used in
reducing uncertainty about a system’s dependence on natural phenomena as well.

La

.5 Property

50/IEC 15026 relates assurance to(requirements of a property of a system or software prpduct. A
roperty might include a conditiénya characteristic, an attribute, a quality, a trait, a measurement, or a
onsequence. A property might be invariant, or dependent on time, situation, or history.In ISO/IE[C 15026,
property is expected to be¥elevant directly or indirectly to a system or systems and thus have related
equirements.

= 0 o TN =

roperties may have requirements for what they were in the past, what they are presently,(or what
hey will be in the-futtire. Generally, the last is the most important in ISO/IEC 15026. As this knpwledge
hvolves predicting the future, it is often the most difficult and uncertain to attain; therefore, a pystem’s
iture behavieur and consequences (see 5.8) often become principal issues in its assurance.

—_ = ot -

Nany of the properties with requirements are qualities of the system. Several standards and reports
drovidelists and definitions of qualities that could be the subject of assurance including ISO/IE( 9126-1,
IFO/IEC 25010 and the related series, ISO/IEC 2382-14, ISO 9241, ISO/TR 18529, and ISO/TS 25p38.

This use of the term “property” derives from, is consistent with, and subsumes the broad use of the term
“property” in ISO/IEC 25010 where it is used spanning properties that are inherent or not, internal,
external, and in use or context.

Producers and other stakeholders may prioritize properties such as efficiency and reliability and
perform trade-off studies between them and their related requirements. A number of techniques have
been created for addressing these trades, such as those in [25], [64], [122], [157] and [40]. The specifying of
a top-level claim for a property is sometimes the result of analyses including trade-off studies.

© ISO/IEC 2013 - All rights reserved 7
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5.5.1 Properties as behaviours

Often the property is specified as behaviour. During performed operations, behaviour-related properties
might be formally specified as a combination of:

— Restriction on allowed system states (sometimes called the “safety property”).
— System states that must be reached; required progress or accomplishment (“liveness property”).

— Constraints on flows or interactions; requirements for separation constraint.

These kinds of properties can be stated as conditions or constraints that must be true of the systefir,})
In practjce, these are non-trivial and modularized, involving time and starting state(s) as well as\stat
transitigns related to interaction with the system'’s or software’s environment.

D

Many kinds of flows such as of gases, fluids, traffic, or information are of possible intetrest as well
as consfraints on them such as non-interference and separations to be maintainéd.”In additiomn,
flow cofstraints are often convenient or necessary to specify aspects of informatien security[133}]
includinE access control mechanisms and policies and restrictions on informatian jovertly or covertly
commuijicated,

5.6 Uncertainty and confidence

Uncertajnty is used in ISO/IEC 15026 as an inclusive term. It covérs-lack of certainty whether the
uncertajnty can be modelled probabilistically or not. Uncertainty{cah include vague notions that maly
be moddlled without the use of probability. Certain communities‘testrict the application of this term tp
predictipns of future events, to physical measurements already.made, or to unknowns. While these limitefd
usages may be convenient within those communities, ISO/IEC15026 users span many communities.

The degree of confidence that can be or is justifiably engendered based on a specific assurance case ma
vary bylindividual or organization and the situation; The less uncertainty about an assurance case
claims, the higher the degree of justified confidence;However, the conversion of an amount of uncertaint
into a degree of justified confidence in suitability for certain applications is not straightforward 9
well understood. For this and other reasons,;consequences are sometimes directly included within th
assuranfe case. While this closes a logical gap, it does not remove the decision maker’s act of judgemer]
regarding the merited degree of confidence.

<<

= ® = < n

5.7 Conditions and initiatingevents

The assuyirance case needs te ‘cover all the conditions that could have a significant negative effect on th|
conclusipn and uncertainty-of the top-level claim. The potentially relevant universe of conditions an

|* "¢

Thedangerousnessofsystembehaviours candifferbythe conditions ofitsenvironment. Thesebehaviours
and conditions often need combining during analysis to establish whether adverse consequences will
result or not. The actual conditions of its environment might or might not be known within the system
depending on its sensors or inputs and their processing.

1) If specified formally, this can allow static analysis of conformity of designs and code, potentially adding
creditable assurance evidence.

8 © ISO/IEC 2013 - All rights reserved
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The designers of the system might or might not be cognizant of all the initiating events for a condition
within the environment; however, dangerous conditions may need to be dealt with even though not all
of their initiating events are known or recognizable.

5.8 Consequences

Outside the system, much of the reasoning is based on conditions that could lead to adverse consequences
and their initiating events or preconditions. Inside the system reasoning is based on conditions that can
lead to dangerous system behaviours and the initiating events or preconditions for these conditions.

Ih practice, claims can extend beyond the boundaries of the system or its behaviours. In‘pdrticular,
daims can place limitations on consequences of a system’s behaviour and/or system-related events,
dctivities, and/or conditions - especially on the values of consequences. One may refer tot

A consequence is desirable or undesirable from a stakeholder’s perspective, viewpoint or int¢rests. A
donsequence may occur anywhere in the system’s life cycle.

Ih complex socio-technical systems, explanations of mishaps or claim vyiolations cannot be limited
“component” failures. Adverse consequences can result from normal~behaviour variability and
nintended or unanticipated interactions.[57]1[54] Regardless of howthey arise, dangerous conditions
and adverse consequences are subjects for mitigation.

Attackers can possess capabilities, resources, motivations, and@ntentions that enable them tq initiate
and carry malicious efforts to violate a claim. Violators us€ their capabilities to take advaptage of
slystem-provided and/or environment-provided opportunities called vulnerabilities, i.e. “weakinesses...
that could be exploited or triggered by a threat source”{150.2)

A sometimes misunderstood point is that maliciousness and subversion are concerns even ywhen no
security-related system property is involved. Malicious developers might have an effect on syccessful
achievement of almost any property.

Jeveral standards or reports mention consequences associated with systems within a specificl[domain.
Hxamples include ISO 14620,[79] ISO 19706,[81] and ISO/TS 25238.[121] Risk management standgrds also
ddress consequences, for example. ISQ/IEC 16085[21land I1SO 31000.

Using multiple parts'of ISO/IEC 15026

.1 Introduction

IBO/IEC 15026 orlits parts can be used alone or with other standards or guidance. The jparts of
IBO/IEC 15026 canrbe mapped to most life cycle standards and can use any set of well-defined qualities

's of the

' Ret property
or claim may be selected for an assurance case, regardless of its 1mportance or related rlsk however,
the parts of ISO/IEC 15026 are designed primarily for those properties that one or more primary
stakeholders deem as critical. ISO/IEC 15026-4 uses the term “critical properties” for these stakeholder
priorities and requirements.

While ISO/IEC 15026-3 is generally backwards compatible with ISO/IEC 15026:1998, transitioning
to ISO/IEC 15026-3 will require dealing with some differences. ISO/IEC 15026-3 will open up new
engineering and decision options, because it takes not only a standalone perspective but also one that

2) For many purposes, the meaningfulness and need to separate vulnerabilities from other weaknesses can be
low or non-existent. In addition, a question always exists about the current and future contexts that are relevant for
“could be exploited or triggered”.
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includes relating integrity levels to an assurance case. ISO/IEC 15026-3 concentrates more on the
system itself and its integrity levels rather than on external risk analysis and also includes the creation
of integrity levels. Clause 8 discusses integrity levels.

6.3 Relationships among parts of ISO/IEC 15026
The parts of ISO/IEC 15026 are:

— ISO/IEC 15026-1, Concepts and vocabulary, explains concepts and terms as a basis for all Parts of this
Int rnational Standard

— ISOfIEC 15026-2, Assurance case, includes requirements on the content and structure of\the
assyrance case.

— ISO[IEC 15026-3, System integrity levels, relates integrity levels to the assurance case@nd includes
reqliirements for their use with and without an assurance case (revises ISO/IEC 15026:1998).

— ISO/IEC 15026-4, Assurance in the life cycle, gives assurance-related guidance and recommendationis
for §pecific activities throughout system and software life cycle processes.

While I$0O/IEC 15026-2, ISO/IEC 15026-3, and ISO/IEC 15026-4 provide.a separation of assurance
topics apd may be used alone, they may be used together because theyform a related set. This paf
of ISO/IEC 15026 provides background, concepts, and vocabulary that-are applicable to all three an
specificintroductions to coverage of ISO/IEC 15026-2, ISO/IEC 150263, and ISO/IEC 15026-4.

= —~+

The assfirance case is relevant to a greater or lesser extent in<all parts, although ISO/IEC 15026-
discussgs achieving the claim and showing the achievement pf‘tlie claim whether or not such “showing
is contained in an artefact specifically called an “assurancecase.”

T

ISO/IEC|15026-2 concentrates on the contents and structure of the assurance case. [SO/IEC 15026-
relates iptegrity levels and assurance cases by describing how integrity levels and assurance cases ca
work topgether, especially in the definition of specifications for integrity levels or by using integrit
levels wiithin a portion of an assurance case. This relationship is governed by the degree of risk an
dependdncies in the system.

=< = W

If the rigks or the risk treatment are not.well understood or if the dependency structure of the whol
system ¢r the choice of suitable claims is unclear, then using an assurance case is the better choice tha
using infegrity levels. This particularly is the case when facing new kinds of risks or using a new kin
of risk treatment. In these situations, justifying the choice of the top-level claim for the assurance cas
is imporftant.

D = —

When the risks and thein®reatment are well understood, however, developers need not justify the choic
of the tqp-level claim.and need only select the proper claims for their context from a known set—a
integrity level from.4d.set of integrity levels. In these situations, the generic arguments created by th
definers of the integrity level provide the justification that meeting the integrity level requirement
will adefuatelyzshow the meeting of the integrity level. Such a justification (e.g. a generalized assurand
case) is fisually created one time by a separate organization and used by multiple projects.

D » M =

[SO/1ECH5026=4mctudes assurance-retatedguidamnce amd recommmendations for activities across th
life cycle processes including activities that extend beyond those directly related to an assurance case,
e.g. project planning for assurance-related considerations.

6.4 Authorities

Parts of ISO/IEC 15026 involve “authorities” as defined in Clause 3, Terms and definitions. For example,
ISO/IEC 15026-3 includes obtaining agreements between the design authority and the integrity
assurance authority. Additionally, a new system needs the approval authorities of acquirers to take
charge of analysing the process of creating assurance cases with the design authority and the integrity
assurance authority of the suppliers.
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However, the “approval authority” for the assurance case is not necessarily the judge of conformance
to a Part of ISO/IEC 15026. To the extent possible claims of conformance to Parts are judged on aspects
that are more straightforward and more difficult to dispute than the quality of artefacts and decisions
judged in the context of the system or project. In practice, contracts can explicitly call for the acquirer to
be the approval authority or the approver of conformance to parts of ISO/IEC 15026.

7 ISO/IEC 15026 and the assurance case

[

4 I L - | o
[P s I OUuUcCluIl

IBO/IEC 15026-2 covers the structure and content of an assurance case. It describes the(fiye grincipal
domponents of an assurance case: claims, arguments, evidence, justifications, and assumptipns. The
Jurpose of an assurance case is to improve assurance communications by informing stakgholders’
decision-making and supplying grounds for needed stakeholder confidence. Thefmost commdn use of
an assurance case is to provide assurance about system properties to parties not:closely involved in the
slystem’s technical development processes. Such parties may be involved in the\system’s certifi¢ation or
regulation, acquisition, or audit. Usually, an assurance case addresses the réasons to expect and|confirm
sjuccessful production of the system, including the possibilities and risks identified as difficplties or
dbstacles to developing and sustaining that system.

nlike logical proofs of the deduction of the claims from the evidence, which covers the absolyte truth
dr Platonic truth aspects, assurance cases deal with the dialectic aspects of the system where the
truth is always relative or even subjective. In other words, logical proofs are described undef a fixed
lpgical theory, but assurance cases may be rebutted on thie basis that the underlying logical theory is
ihappropriate. The need for assurance case arises whenone realizes the properties of the systems in the
real world can never be completely formalized in a logical theory, but there is always something which
i$ not covered by any logical formalization.

OTE When the top-level claim is about.safety, security, dependability or RAM (reliability, avfailability
and maintainability), assurance cases associated with these claims are called safety cases, security cases,
dependability cases or RAM cases, respectively. See,[139],[142] [143] [146] [154] [155] [168] [74] [22] [23] and[{4] in the
Hibliography.

(Jonsidered as an artefact, an assurance case has quality-related aspects such as the nature of coptent, its
fprm or structure (e.g. method of argumentation or modularity), semantic issues such as completeness,
dreation and maintenanceincluding tool support, usability and presentation, integrity, [validity,
nderstandability, and haying clearly stated conclusions with explicit degrees of uncertainty. One
drticle[164] covers a substantial list of quality-related characteristics for assurance cases. The|quality-
lated aspects of awassurance case are not covered in ISO/IEC 15026-2 or any part of ISO/IEC[15026.

Any substantiveé modifications in the system, changes in the environment, or changes in the agsurance
dase’s top-levelelaims will necessitate recorded changes to the assurance case. Thus, an assurajnce case

sually contains a progressively expanding body of evidence built up during development and |ater life
dycle activities that responds as required to all relevant changes [[139], p. 5].

re set of
required
limitations on consequences (2) functlonallty and propertles of the system 1tself (e.g. that this functionality
cannot be bypassed). The qualities defined in the ISO/IEC 25000-series include qualities related to functionality
and constraints. The Common Criteria v. 3.1 Revision 2[30] is also interested in both.

7.2 Justification of method of reasoning

An argument has an associated justification for the validity or merit of its method of reasoning. The
method of argument can be an additional source of uncertainty.

A variety of bases for argumentation and analysis in the assurance case might be used, and these
vary in their applicability, power, resulting accuracy and uncertainty, and ease of use. Subjects of and
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approaches to reasoning differ among communities having differing motivations, mindsets, and often
multiple methods of reasoning.

Examples of methods of reasoning include:

— Qua

ntitative:
Deterministic (e.g. formal proofs).

Non-deterministic formal systems for reasoning:

— Quanﬂitative (e.g. staff performance evaluations, court judgements, and qualitative-statements qf

eve

Compley
art to “d
absence
or evalul
and judd
judgems
subjecti
as with

The pat
usually
probabi
adversa
to achiey

7.3 M

For any
observa
The evid

3, sectiop 9.1[139]).

The bod
framew

— Probabilistic,
— Game theoretic (e.g. minimax), or

— Other uncertainty-based formal systems of reasoning (e.g. fuzzy sets).

t causality.

products and situations—and any involving humans—are beyond thie’current state of th
uantitatively” create precise and accurate predictions. Subjective jadgements are used in th
of affordable, suitable, more objective methods and techniques orWhere needed to supplemer
ate the results of such techniques. Supplementing quantitative-fechniques with expert reviey
ement is widely used and generally accepted. As with other forms of argumentation, subjectivj
nts take the form of a claim and its support. While sometimies necessary or advantageous, use
e judgement within the assurance case can lead to additional uncertainties, so, generally, (jug
hssumptions) the less critical the judgement is the better.

=+ = 0 < e+ (® (D

ferns of occurrences of “natural” events and common, non-malicious human behaviours ar
described probabilistically. However, possibilities for intelligent, malicious actions whos
ity is not determinable or not knowable is@articularly a concern if the intelligent, maliciou
"y deliberately violates any probability estimates one could make regarding their behaviour, e.{
re surprise. This distinction is central to.the difference in reasoning between safety and securit)

o »n M

eans of obtaining and managing evidence

property, many means of gbtaining evidence exist. Among these are human experience, history,
fions, measurements, tests, évaluation and compliance results, analyses, defects, and inferences.
ence should achieve the'ebjectives claimed in the assurance argument (MoD DefStan 00-42 Part

y of evidence can’become quite large and may need to be organized and managed by somle
prk providing permanence and traceability of the evidence in order to provide users confidende

in its so

— Evidencesshould be uniquely identified so that arguments can uniquely reference the evidence.

— Evidenoce should be verifiable and auditable.

rce, contents and validity. One guidebook[150] indicates:

— Evidence should be protected and controlled by configuration management.

— Evidence needs to be accompanied by the metadata needed to properly use it within the assurance case.

This last point is simply a restatement of what testing is supposed to achieve related to the assurance case.

7.4 Certifications and accreditations

Every aspect having potential significant consequences for meeting the top-level claim or for the
confidence of key stakeholders has a potential place in a full assurance case evidence. It should not only
give coherent confidence to stakeholders, but also contain enough information to be used by certifiers
and accreditors.

12
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The aviation and nuclear power industries have long histories of standards and certifications, and the
security community in ISO/IECJTC 1/SC 27 has been working on the topic of assurance for many years.
Security examples include the Common Criteria, FIPS 140 for cryptology, and ISO/IEC 27002, Information
technology-Code of Practice for Information Security Management, combined with ISO/IEC 27001
(formerly with UK standard BS 7799-2:2002) form a basis for an Information Security Management
System (ISMS) certification of an operational system. The UK Ministry of Defence and Civil Aviation
Authority have also produced standards of interest including assurance-case-based standards for
reliability, maintainability, and safety—e.g,[139] [142] [143] [22] and.[23] Many standards are listed in the
Bibliography.

The safety community (e.g. commercial aviation) has used certification (designated agent orligensure)
df key personnel as part of its approaches. A number of safety and computer security certificatipns exist
from management-oriented ones to technical ones about specific products, e.g. certifications from the
Ihternational Information Systems Security Certification Consortium (ISC) and the SANS Institjute.

8§ ISO/IEC 15026 and integrity levels

8.1 Introduction

htegrity levels are suitable for use for certain levels of risk or to support an assurance case and impose
riteria especially on the project, evidence collected, and system. An integrity level can be viewed as
representation of the degree of confidence that is used to reach agreement among stakeholgers of a
ystem about risks related to that system.

. v o =

50/1EC 15026-3 first establishes an integrity level framework. The remainder of the standard covers
efining integrity levels, using integrity levels, determining system or product integrity levels using
isk analyses, assigning system element integrity~lévels, meeting integrity level requirements using
vidence, and agreements and approvals involving authorities (see 6.4).

o = o —

htegrity level requirements reflect what is\required to achieve and show that the system or system
lement has (or had or will have) the properties claimed by its integrity level. A system’s integrity level
tates what would be adequate in termis.of properties of the entire system. Thus, showing the prjoperties
as a basic role in showing the meeting of larger claims involving the system and its envifonment
hcluding desirable or undesirable.¢onsequences. If such larger claims are not made, then achieying and
howing system element integrity levels supplies a basic part of showing the top-level claim r¢garding
he system itself.

o = =5 n D =

h practice, integrity devels are often discussed in terms emphasizing the evidence needed|to meet
he integrity level requirements and thereby provide evidence for the arguments supporting claims
egarding properfies of the system itself. However, the quality of the arguments justifying meeting
htegrity level.fequirements as showing the achievement of its related integrity level is also important
ecause of the affect of that quality on uncertainties. Argument-, evidence- and assumptior-related
ncertainfies are a part of establishing integrity level requirements.

il e sl et Bl = M

OTE Integrity levels and standards utilizing them have a significant history especially in safety. [[ntegrity
bvels in safety-related standards are defined in multi-level sets addressing varying degrees of stringen¢y and/or

netrtaintys af thair achingamant e b n]anw lavale ot ding L. ghar ctringaneoy q“A lavzar pnenet o nt One
reertainty-of-theirachievement-with-higher levels providinghigher stringencyand loweruneertainty.

—=

example safety standard is IEC 61508, Functional safety of electrical/electronic/programmable electronic safety-
related systems.[Z0] Elsewhere, similar schemes are used with different labels, e.g. “conformance classes.”

8.2 Risk analysis

Risk analysis establishes the required integrity level for the entire system. Risk analysis is an ongoing
and iterative process that should balance what is not yet knowable with what needs to be known. The
integrity levels resulting from risk analysis are a translation of the values of consequences into the
occurrences and timings of conditions or behaviours of the system. This translation is propagated to the
integrity levels internal to the system and of its dependences as they are also in terms of occurrences
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and timings. Thus, integrity levels are a codification of what is needed to be done and shown for various
ranges and severities of limitations on property values and their associated uncertainties.

ISO/IEC 15026 does not cover risk analysis in detail. Many standards and guidance documents exist
that offer guidelines for risk analysis and can aid in the identification of potential adverse consequences.
IEC 61508[70] and IEC 31010 ed. 1.0 (2009-11-27), Risk management--Risk management techniques,
provide approaches to risk analysis. As safety-specific terminology is used in IEC 300-3-9, the terms
“hazard” and “harm” should be interpreted as “dangerous condition” and “adverse consequence,”
respectively. IEC 60300, Dependability management,[64] also provides guidance.

Other specialized standards include ISO 13849[78] on machinery, ISO 1462079 on space systems$
ISO 19706I[81] on fire, ISO/TS 25238[121Jon health informatics, ISO/IEC 27005[110] on informatio
security} and UK CAP 760[24] on air traffic and airports. Also of possible interest are the more geners
risk maagement standards ISO/IEC 16085[21land 1SO 31000.

— =

9 ISQ/IEC 15026 and the life cycle

9.1 Introduction

ISO/IEC[15026-4, Assurance in the life cycle, provides a process view for systenrs and software assurande
by providing a statement of purpose and a set of outcomes suitable for systems and software assurancg.
The confept of a process view is formulated and described in an annex-of ISO/IEC 15288, Systems and
softwarg engineering — System life cycle processes. Like a process;\the description of a process vieyw
includesla statement of purpose and outcomes. Unlike a process, the’déscription of a process view does nqt
include jctivities and tasks. Instead, the description includes guidance and recommendations explaininig
how the] outcomes can be achieved by employing the activities and tasks of the various processes ip
ISO/IEC[15288 and ISO/IEC 12207, Systems and software-engineering — Software life cycle processes.

All of the life cycle processes are described in both:ISO/IEC 15288 and ISO/IEC 12207 although th|
process¢s in ISO/IEC 12207 are specialized to software and, in some cases, have different name
reflectirg that specialization. ISO/IEC 12207 coentains processes not contained in ISO/IEC 15288 relate
to softwjare implementation processes; support processes, and reuse processes.

D

= wn

The progesses, activities, tasks, and the guidance and recommendations all have to be performed in th
context pf a life cycle model. The multi-part Technical Report ISO/IEC/TR 24748, Systems and softwar
engineelling - Life cycle management:is intended to facilitate the joint usage of the process content
the twollife cycle process standards. ISO/IEC/TR 24748 provides unified and consolidated guidanc
on the ljfe cycle management-of systems and software. Its purpose is to help ensure consistency i
system foncepts and life oyele concepts, models, stages, processes, process application, iteration an
recursidn of processes dising the life cycle, key points of view, adaptation and use in various domain
ISO/IEC|24748-1 illustrates the use of a life cycle model for systems in the context of ISO/IEC 1528
and proyides a corresponding illustration of the use of a life cycle model for software in the context
ISO/IEC|12207.

—_ OO . == (D = © O

ISO/IEC|15026-4 gives the user the freedom to choose whether they use a specific artefact called ap

“assurance-case” or document the assurance-related information in other documents. The point is tp
achieve WWmmm i i ' itical

property for a relevant stakeholder. Life cycle processes, activities and tasks need to reflect both
realizing an adequate system and being sure that the system is adequate by showing that achievement
to the required confidence of the stakeholders.

Users of ISO/IEC 15026-4 may require risk assessment and risk management, measurement, and
requirements processes that are more fully elaborated than the treatments provided in ISO/IEC 15288
and ISO/IEC 12207. Three International Standards, ISO/IEC 16085, Risk management, ISO/IEC 15939,
Measurement, and ISO/IEC/IEEE 29148, Requirements engineering, are designed to be used with
ISO/IEC 15288 and ISO/IEC 12207 to provide more detail for these three processes. Other standards
that provide useful requirements and guidance for selected processes are ISO/IEC/IEEE 15289 for
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documentation resulting from the execution of life cycle processes and ISO/IEC/IEEE 16326 for the
project management process.

ISO/IEC 15026 is intended to be compatible with these life cycle process standards. The goals of
assurance, the selection of claims to be assured, assurance-related planning, and the construction and
maintenance of the assurance case have influences within all life cycle processes.

9.2 Assurance activities in the life cycle

donfidence in system properties. These activities are designed to ensure that both processes ahd|systems
donform to their requirements, standards and guidance, and defined procedures[145]. ‘Procgsses” in
this context, include all of the activities involved in the design, development, and sustainment of the
system. For software, “software products” include the software itself, the data associated with it, its
documentation, and supporting and reporting paperwork produced as part of the Software progess (e.g.
test results and assurance arguments) as well as whatever else is needed to«complete the agsurance
dase. The “requirements” include requirements for the properties that should\be exhibited, ultimately
Hased on requirements to limit, reduce, or manage property-related costs andlosses. The “standards and
guidance” may be technical, defining the technologies that can be used inthé system or softwarg, or they
ay be non-technical, defining aspects of the process that are further)delineated by the “pro¢edures”
that make satisfaction of the system’s requirements possible.

anagement of life cycle activities includes handling both the activities directly involving the asgurance-
lated information and the effect that the assurance-relatéd information has on other activitjies. This
anagement is best performed when the top-level claims'dre considered from the beginning off concept
development, used to influence all activities and systems[140] and Appendix B in [22], and befame an
integral part of the overall engineering process. These'activities could all be done only if the sy§tem and
the body of information showing achievement of thiese claims were being developed concurrently.

development of the system and its assurance case. The development process and the system can be
dimed not only at achieving the claim bt doing so in a way that can be shown to be adequate by the
assurance case. The assurance case influences the system by causing it to be developed in such a vay that
an argument is more practical to gonstruct. This often results in a simpler system (at least intenally), a
slystem whose system elements can’be used in isolation to show certain sub-claims, and an arrahgement
df system elements such that'reasoning about the composition is both within the state of theg art and
dractical. Concurrent procésses can include requirements covering more conditions and eventf as well
as adequate resilience, methods being used that produce few faults, and validation or verificatipn being
thrgeted to what needs t6 be shown and showing that adequately.

[his parallel nature of development rationale;and argument is but one of the advantages of coli:current

0 Summary

[his Interxhational Standard has been written to provide users of all parts of ISO/IEC 15026 an ddequate
nderstanding of the concepts and terminology used in ISO/IEC 15026 that previously may hot have
Heen' shared across the communities served. The explanations of what is covered in each| part of
IBO7IEC 15026 should provide a basis for selecting and using those parts as well as a rational¢ behind
the organization of the [SO/IEC 15026 series of standards itself.
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