INTERNATIONAL ISO/IEC
STANDARD 14908-1

First edition
2012-11-01

Information technology — Control
network protocol —

Part 1:
Protocol stack

Technologies de l'information — Protocole de réseau de contrdje —

Partie 1: Pile de protocole

Reference number
ISO/IEC 14908-1:2012(E)

©|SO/IEC 2012


https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

ISO/IEC 14908-1:2012(E)

s N2 COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2012

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20
Tel. +412274901 11

Fax + 412274909 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

i © ISO/IEC 2012 — All rights reserved


https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

-1- 14908-1 © ISO/IEC:2012 (E)

Contents page
o =T o 7
10T L1 T oY o Y e 8
£ oo o - PSSR, S W 9
Normative referenCes. ... ..o e Ban e e ¢)
Terms and definitioNs ........cooi s aa e e s e 9
4 Symbols and abbreviations............ccccimiin e 1
4.1 Symbols and graphical representations............cornnn e 11
4.2 AbDreviations.......... e S e 12
Overview of protocol layering.........cccocvvmmmnnimrmnnns e b s 18
O T ] o Y e o S
Service Provided.........ccccccierrreererrrssrerrrssreresssrrersssneersssseesladesnreresssnne e e s s snne e s e s ssne e e e s sneneesesneees
Interface to the liNK [QYer ........co i st s e e e mn e s smn e s e sm e e e e e e e mnensnns
Interface to the physical layer ... € e
1L D TS o 1T | S

S voNOURWNA

Predictive p-persistent CSMA — overview description
Idle channel detection..........ccceiiiiiiiiiin i G

(= 10 Lo [0 4 0T =1 ' O
Backlog estimation...........cccciiiiiiiicciic e ccnr s s s nmnnns
(0o ToT o T 1IN o1 Lo 4 | /A
0 Optional collision detection ... —————
1 Beta1, Beta2 and Preamble Timings ........cccooocimiiiiiiiiciiire e s e e
T ]l 3= e
A1 =TT 0T 4 o £ o] 3 = Y
.2 8571 VA o230 o] o V4T [T o OSSR
.3 03 - L0
.4 Transmit algorithmMii.... . e s e s e s ne e e e e e s e mn e e e s
8 NEtWOIK JaYEI .. e s e e s
3.1 ASSUMPLIONS . ...coiiiiiccceciiir s s rs s sssmer e e e e s s s s s s ssm s e e e e e e s s s s smnnne e e eesass s snmnneeenesnnsssnnnnnnnns
8.2 Service Provided. ... —————————————
8.3 EST =Y VAT o7 YN T | (= - Lo = U
8.4 Internal structuring of the network layer ...,
8.5 [\ =16 I o 4 o 4 - Y
8.6 AdAress reCoOgNitioN........cccceiiiiiiriiniir i ———————————
8.7 [0 T 1] =
3.8 Routing algorithm..........ooe e e mn e
9 Learning algorithm — SUDNEtS ... s
9 Transaction control sublayer ............oo i ———— 30
9.1 ASSUMPLIONS ... sssm e e e e e s s s s smsr e e e e e s s s s s smm e s e e e eesass s amnneeenesnnssnnnnnnnns 30
9.2 8571 V2 T2 =38 o oAV T =Y o SR 31
9.3 8ST=Y VAT o2 T T =T = Lo = S 31
9.4 853 = 1 L= - 1 =1 o] =3 31
9.5 Transaction control algorithm ... e 32
10 LI T =T T o T 1 32
TR T V- T 0T o1 e 1= 32
10.2  Service ProVided...... ..o amnr e e e e e e nnaan 32
10T TR S Y=Y o Vi o =] 41 =Y o - Vo 33
10.4 TPDU types and fOrmats...........ccoceeiirrreeimmrscsrerrsssrerssssne e sssssr e ssss e e s ss s s e e ssssmne e eesssneenesssneenes 33


https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -2-

(VTR o oY o Yoo e |- T | - o 1 PR 35
10.6 Transport protocol state variables ..........ccccccccieeiiiiiiicccccecrrr s s 35
10.7  Send algorithm ... —————————— 35
10.8 Receive algorithm.........iii i ——————————— 36
10.9 Receive transaction record pool size and configuration engineering..........cccccccciiiiunrnna. 36
TR TR T €= T - | 36
10.9.2 NUMDbeEr Of retries. ... oo 36
10.9.3 Transport layer tIMers.......... e s mnes 37
1 LSS Lo T Y7L 8
1 T W= W1 3T o o 1Y 8
1.2 Service Provided ..........ccciiiicccimiicciirirsscresssssr e ssssss e sssss s ss s e esssne e sssssmeesensnsessnssnee sfisbadenns 8
1.3  Service interface........ooiiiicii e s ens Car e s
11.4 Internal structure of the session layer ...........cccociiiiiiicccccecrrr e e e :
1.5 SPDU types and fOrmats .......cccccceicccicccmiiiiiinssccssecere s rss s ssssss s s s e s s s s sssnmse s s s s s seafasdesessesesssnnnns :
11.6  Protocol timing diagrams...........cccccriiriiiiniinn e B e /
11.7 Request-response state variables..........cccoovmiiiiiii e —— 4/
11.8 Request-response protocol — client part...........ccccciriimiinniists b e, 4
11.9 Request-response protocol — server part ... 38 S 4
11.10 Request-response protocol timers..........cccooiiciiiirmmiriiiniciissnees e s 4
11.11  Authentication ProtocCol............ b e 4
11.12 Encryption algorithm ...t he e e 4
11.13 Retries and the role of the checksum function............ee e 4
11.14 Random Number Generation ..........ccccccccmreriirmrnrnscees e e ere s 4
11.15  Using Authentication ... S 4
12 Presentation/application layer ........ccccvviiccceee s St i ccnecere s s s s cssmses e e e s s s s smsne e s e e s s s s s snmnnns :
|72 TR X 0T 1] o1 e o 1= - OSSR :
12.2  Service Provided.........coiiiiiirii i B i ——————————— /
12.3  Service iNterface........ e i et nnns 48
12.4 APDU types and formats .........cccceee il /
12.5  Protocol diagrams.........cccciiiimiiipmeii s
12.6 Application protocol state variables ...
12.7 Request - response messagingin offline state..........cccccovvviiminniic
12.8  Network variables............ i
72 T 7= T - | e
12.8.2 Network variable ProCeSSINg ........cccccccmmriiiiiiiiiiir e
12.9  Error notification t6 the application program...........cccccccriiiiecccccccrrrr e
728 R T 7= T - |
12.9.2 Error notification for MeSSages ........cccccririiiiiiccisemrinr s ssssr e ssssn s ssnn e e e sesnnnnn
12.9.3 Error notification for network variables ... s
13 NetworkK management & diagnostiCs ........cccccciiiriiiiiicccscrirr e e
200 TR X U ] ¢ (oY 1=
13.2  Services Provided.......... e 4
13.3 Network management and diagnostics application structure............ccccuvciiiiiniiiinnncineenn. 4
X2 S 1 Lo T L= - = 4
135 Using the network management SErviCes..........cccoiiiiiiiiiimmmnnninceser s
13.51 _General

13.5.2 Addressing considerations ..o
13.5.3 Making network configuration changes............cccccceriiiiiiccsceenrr s
13.5.4 Downloading an Application Program ...........ccccccccmiiiiiicccsmemernnsssssssssssssssssssssssssssssssessssssssnns
13.5.5 Error handling conditions (informative)............ccccccmiiiiiiccccsccrini s
13.6  Using router network management Commands...........ccoovcimmrmnnimnme s
13.7 NMPDU formats and types .......cccccvimminimiminniiinr s s s snnn s

1 T8 0 T € 7= T - |
TR 0 O 11T T |
13.7.3 ReESPONA O QUETY ...t remr e sme e s e smm s e e e s sa e mmme e e e e e e e s smnmne e nesansnnnns
T SR W o T F T 2= e o T 11 o T
T LT - 1= o o - 1 o
TR T U o T P T L= 1



https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

-3- 14908-1 © ISO/IEC:2012 (E)

13.7.7 UPdate address.......cccccviiiiiiiiiieirreieissscssssereesesssssssssssee e s esssssssssmsssesessassssssmsssssssssnsssssmnsensssssnsnn
A T @ 10T Y= Vo [ [T
13.7.9 Query network variable configuration............ccccuiiiiinii e ———————
13.7.10 Update group address .........ccciriiiiimiiiisiniisrr i s s s sss s s sss s s s sssn s
A B T 10T T T 5 = N
13.7.12 Update network variable configuration...........ccccovcmmniiniinsi
TR g 3R T= 4 o Yo L= 4 T Yo =
T A 2T T I 4 =T 4 o N
13215 Write memory

13.7.16 Checksum recalCulate............ccovieeeiirireererercsre s essee e s ssne e s nr e s ss e e e s s smn e e sessmneessssnneesensangebod
S0 00 A 1T - P - S 4
13.7.18 MemMOry refre@Sh..... e e e e s s nme e e e e e s s e nnmn e et e g nnnn 8
A T 10T N A S 8
13.7.20 Network variable value fetCh...........cccomiiiiiiinin e e e
13.7.21 Manual service request MESSAQE ........cccvrrrinmrriinierrrinnsrrren s by Fessaene s smne s
13.7.22 Network management escape code .........ccccvmminniimrinniemnnnemr b Kt
13.7.23 ROULEr MOAE ... e s mnn s e e e s s ss s s s safebageessanssssnmnnnnsnnnsssnnnns 8
13.7.24 Router clear group or subnet table ..........ccccceminiimiinni s T ——— :
13.7.25 Router group or subnet table download.............ccccimiiiimmnnni e ———— :
13.7.26 Router group forward..........ccccmiiniiiminii e i i :
13.7.27 Router subnet fOrward..........ccccoiieeimincecrirrreere e ressne e s o b sesmr e s e e ss s mn e e e mn e ne s nnnens :
13.7.28 Router Do Not forward group.........ccccveecerrrrsserrssssrerssssseelodeinmnnsssmeres s s e e s s smeessssssmesessssmnes :
13.7.29 Router Do Not forward subnet ... et e :
13.7.30 Router group or subnet table report ............o e i 3
13.7.31 Router status ... s 8
13.7.32 Router half eSCape COde..... . i e r e esssssssnnre e e s ssssssssmsneeeessasssssnmsnneenesasssnnns 3
13.8 DPDU types and formats .........ccccciimiiiiinnnne e 8
2R TR T €= T - | S 8
13.8.2 QuUErY StatUus......cciiiieiiiiii i e s 3
13.8.3 Proxy status .......cccccccmminiiimminiiirie it :
1Y3.8.4 Clear Status ...... ... it amn e s :
13.8.5 Query transceiver status ............ 5 e ——————————— :
Annex A (normative) Reference implementation ... e :
A1 (€= 1= - | S :
A.2 Predictive CSMA algorithm ... e :
A.3 LPDU transmit algorthm ... ssrr e sm e e s e e 141
A4 LPDU receive algorithm.............cciiiiiincccccecirnr s ssssssssr s s ss s sss s e s ss s mmn e e e e e e sn s nmmnnes 143
A.5 Routing algorithm............eiiii e ssnr e sn s e e s e s n e e e e s e s e mmnnns 144
A.6 Learning algorithm ... 145
A7 Transaction control algorithm ... ———— 145
A.8 NetworK layer algorithm..........cccciiii 152
A9 TPDU\and SPDU send algorithm with authentication ..........ccccvivciiniiiicies 168
. W 0 LY oo (o 1T T T N - . 223
A.11  Network Management COmMMAaNAS.........cccciummminiismmminnismnmsrs s s 278
A.12, >Configuration data StruCtUres...........ccoiiececiiiece e 315
A.13 " 'Include files for the reference implementation ... 33¢
A 14 Applicati I iabl  add ition Struct 2
A15  Query-id data StruCtUres..........coccciiiirccii s 366
A.16 Respond to query data StruCture..........ccccccccimiiiiiis s 366
A.17 Update somain data StruCtures.........cccccviiiccccceiiiiinscccccesrrr e ssss e mnn e e e s 367
A.18 Leave domain data Structures ...........ccccivrimiinnimn e ———————— 367
A.19 Update key data Structures ...........ccccuceiiiniiiiiiinir e 367
A.20 Update address data Structures ...........ccceciimiinnimminni e ————— 367
A.21  Query address data StruCtures ..........cccccnnimiminir e ———————— 368
A.22 Query NV Cnfg data Structures..........cccccnnimmrminniimr s e 369
A.23 Update group address data structures ... s 369
A.24 Query domain data StruCtures ..........ccccccmiriiinim i —— 369
A.25 Update network variable configuration data structures...........cccccvrriemrrnrcccnrrcccceerecceeens 370

A.26 Set node mode data StrUCLUIeS........ccceeuciiiiiiiiiic e s s e s s s anaasas 370


https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -4 -

A.27 Read memory data StruCtUres..........cccciiiiiiicccieerir s csssr e ssnr e mnnn e e e e e e s anan
A.28 Write memory data StrUCLUIrES .........ccccciiiiiicccecrir e e e e
A.29 Checksum recalculate data Structures ..........cccccceiniiimminni e ———
A.30 Install command data StruCtUres...........ccooiccceicimiiiii e s
A.31  Memory refresh data Structures ..........ccccoccimiinniic e —————
A.32 Query Sl data StruCtures.........cccciiinniiri s ———————
A.33 NV fetch data Structures......... .. e
A.34 Manual service request message ddata structures...........ccooiiiiiiiiscmniccccccssee s

A

A.36 Router mode data Structures .........cccccciiiiiiiiriiin :
A.37 Router table clear group or subnet table data structures............ccccoeiiiiiiiiiinnnnn @t :
A.38 Router group or subnet download data structures ........c.ccccccccecierrrirniiccccsseeereneeens e g 3
A.39 Router group forward data Structures ............ccccceriiiicccicemnriin e B s 3
A.40 Router subnet forward data structures..........cccccciiiiiimincnc e e 8
A.41  Router group No-Forward data structures .........ccccocovmriniinninnin o e 3
A.42 Router subnet No-Forward data structures..........cccccocmminrimninnin b e 3
A.43 Group / subnet table report data structures..........ccccceiiiriiiiininc s 3
A.44 Router status data structures ... e T s :
A.45 Query status data StruCtures ..o E R e e :
A.46  Proxy status data structures...........cccccmmiiniimnnn e i e ————— :
A.47 Clear status data Structures..........cccccccirirrecrrenrrerrr e e o s e e e :
A.48 Query transceiver status data structures............cccvcie e :
Annex B (normative) Additional Data Structures...........cccce. o3t :
B.1 1 7=1 1= - | 8
(= 200 I SRS AVE=3 =Y 4 T8 0 = Ve = SR 3
(= 300 IV A o o] o= 14 Lo 4 N 13 F= T [ s SR 3
B.1.3  Network image ... b e 8
B.2 Read-only StruCtures.........cccciiiiinr i M 8
B.2.1 Fixed read-only data structures.........cmt i ———_—— 3
B.2.2 Read-only structure field descriptions..........cccccivcmiiniin e ——_—— :
B.3 Domain table ... G e
B.3.1 Domain table field descCriptions...........ccooiiin s
B.4 Address table..........o e e ———————
B.4.1 Declaration of group address format ............cccoeeeeriiiccceinrrccer e
B.4.2 Group address field deSCriptions........ccccciiiccciirriri e e
B.4.3 Declaration of subnetinode address format.............ccoocmiiiiiminccccccc
B.4.4 Subnet/node address field descriptions..........cccccciiiiiiccccceiini s
B.4.5 Declaration of broadcast address format...........ccccoeeioimiiicicinicccc s
B.4.6 Broadcast address field descriptions .........cccovriiiiiiiciicncc
B.4.7 Declaration of turnaround address format..........cccccciiciinimiiniiinscccsrr s
B.4.8 Turnaround address field descriptions.........c.cccoeciiiiiicmcis s
B.4.9 Declaration of protocol processor’s address format ...........ccooocceiiiriiircccciseee s
B.4.10 Protocol processor address field descriptions............ccoooiiiiicciciic s
B.4.11 Timer field desSCriptions.......... e
B.5 Network variable tables - informative...........cccoooirrcccire e
B.5:1" 'Network variable configuration table field descriptions - informative ............................
B.5.3 Network variable fixed table field descriptions - informative ........ccccccvrviccciicerinnicccnes
B.6 Self-ldentification StruCtures..........ccoocooiiiicecir
B.6.1 Sl Structure field desSCriptions ..o
B.6.2 NV descriptor table field descriptions...........cccoriiiiiiiicn
B.6.3 SNVT table extension reCords ..........cccccriiiiiiinismrirrninsssssmrre e ssms e ssmns e ee s nan
B.6.4 SNVT alias field descriptions...........c.ccocciiiiiniinin e
B.6.5 Version 2 Sl data.........ccooiiiiii i
B.7 Configuration StruCtUre ..o ————
0 0 B € - V=T - |
B.7.2 Configuration structure field descriptions ..........ccccoviecciiirrcccr e
B.8 Statistics relative StruCture .......... .o e

Annex C (informative) Behavioral characteristics .........ccccuuevommrrricemrnc s e


https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

-5- 14908-1 © ISO/IEC:2012 (E)

CA1 Channel capacity and throughput ... s 407
C.2 NetWOrk MetriCs ......oiiiiiiiiiiiii it e 408
{0 i I - 1 £ T £ e 4 T3 7= € e 409
C.4 Boundary conditioNs — POWEI-UP .......ccociriiiimmriinisnniisssss s isssss s sssssss s s sssss s s ssssss s sssssss s ssssansssssn 410
C.5 Boundary conditions — high 10ad ............cooiiii e 410
Annex D (normative) PDU SUMMAIY......cccceiiriummmmmiissrsmmsssssmssss s ssssssssssssss s ssssssss s sssssssssassssssnss 411
Annex E (normative) Naming and addressing ........ccccovmrminnismmminniimssssss e 413
E4—Address types and formats 413
g.2 19 Lo 3 = 13 =Y 41
H.3 8510 ] o g 1=y K== Ty T I 4 o T 1= - 41
H.4 (€ o U] o =3 SRR S 41
H.5 Unique_Node_ID and node address assignment............ccccoceiiiiccccemmmnnnnnnscccsssseeeess e nnnas 41
H.6 NPDU addreSSiNg .......cccceemmmmmmiiiiisssssmerrnssssssssssssssssssssssssssssmsssssssssssssssnssnsssssssssssfnshadenessssssnns 41
Annex F (normative) List of patents that pertain to this International Standard .}..-.................. 41
Bibliography ... s 42
Figures
Higure 1 — Network topology & SYMDOIS .........cccoiiiiiiiiiiieeiiiee e S e e e 1P
Higure 2 — Protocol terminology ............ccoiiiiiiiiiiiiiiieee e e e 1P
Higure 3 — ProtoCol 1ayering .........oo i e et 14
Higure 4 — Interface between the MAC and the link layers...........coccuviiiiiie i 16
Higure 5 — MPDU/LPDU fOrmMat ..........ouiiiiiiieiiicce e ettt e e e e e et e e e e e e e e e sanrreaeeeeenanes 1
Higure 6 — Predictive p-persistent CSMA concepts and parameters..........cccccvveeeeeeeeiiecciiiiieeee e 1B
Higure 7 — Allocation of priority slots within the Busy Channel Packet Cycle............ccccccoviiinnien. 20
Higure 8 — CRC register state behaviour example ... 2b
Higure 9 — Single channel tOPOIOGIES. ......c.oiuuiiiiiie e e 2p
Higure 10 — Typical tree-like domain toPOIOGY .......ccoiiuiiiiiiiiiiii e 2
Higure 11 — Network Service INtErface ............ooo i 28
Higure 12 —Network layer—internal StruCtUIe ..........oocuuiiiiiii e 28
HIgure d83:= NPDU fOIMAL .......ooiiiiiiie ettt se e e st e e st e e e s nnsae e e e nnsteeesanseeesnnneeas 28
Higdre 14 — Transaction control service iNterface..............cocouviiiiiiiiiiii e Kl
Figure 15 — Transport interface to UPPEr IaYEIS........ocuueiiiiiiiiee e 33
Figure 16 — TPDU types and fOrMAtS ..........cooiiiiiiiiiiei e e e e e e e e e e e e enes 34
Figure 17 — Transport protocol diagram for multicast message with a loss of both the message and
tNE ACK TPDUS ...ttt ettt e e bt e st e et e aab e e e ann e nneeenenees 35
Figure 18 — Transport protoCol—Send FSM..........oiiiiiiii e 36
Figure 19 — Transport protocol—Receive FSM ... 36

Figure 20 — Probability of transaction completion in K Retries. ..., 37


https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -6 -

Figure 21 — Methodology for calculating timer values ..............oooiiiiiiiii e 38
Figure 22 — Session layer interface to application layer ..., 39
Figure 23 — Session layer—internal StruCtUriNg .........cc.ueeiiiiiiiii e 40
Figure 24 — SPDU types and fOrMAtS ........ooueiiiiiiiiiieie e 41
Rigure26—Nen-dempetentreqaestwith-muitiple-SRBUHesses—— 43
Higure 26 — Secure idempotent request with multiple SPDU [0SSES .........cccvvveiviiiieiiiiiiee i O3 44
Higure 27 — Request-response protocol—client FSM..........ccooiiiiiiiiiiiiii e e e 4b
Higure 28 — Request-response protocol—simplified server FSM ..o 2 e, 4b
Higure 29 — Application layer interface ...........cccooveeeeeiiiiiicieeeeeeeeeieeeeeeeeeees e e, 4B
Higure 30 — APDU fOrmat.........cccceeiiiiiiiiiiiee e cciiieeee e e b e ee e 4P
Higure 31 — Application protocol diagram for multicast acknowledgedransaction............................ 5p
Higure 32 — Application protocol diagram for multicast requestifésponse transaction........................ 51
HIGUIE B.1 — ST Aata ... A ettt e sttt e et e e e st e et e e e nnes 40D
Higure C.1 — Probability of successful delivery over k-heps 409
Higure D.1 — ProtoCol PDU SUMMAIY ......ccoiuuuee e eiiieee ettt sttt ees 41p
Higure E.1 — Physical topology and logical @ddressing (single domain) .........cccoccoceeiiieniinine e, 416
Higure E.2 — NPDU/TPDU/SPDU addressing—physical address formats............ccccoeiieeiiiiienennnn 416
Tables
Tlable 1 — Application layer PrMItIVES ..........eeeeiii e e 4B
T[able 2 — RESOUICE BOAES .......cuviiiiiitiiee ittt e et e e e et e e e st e e e e sbe e e s sneee s aareeeena 6p
Tlable 3 — Space0fthe Property ID........cooii e e e e e e e e 6p
Tlable B.1 —=\Buffer Siz€ €NCOTINGS .......coiiiiiiiiiiiiiiie e e e e e e e e s rae e e e e e e eaanes 38P
Tlable B:2 — Buffer Count ENCOAINGS ......ccoiiiiiiiiiieee ettt e e e et e e e e e e s re e e e e e e e e nanes 39D
Tlable B.3 — Fncaoding of timer field values 395
Table B.4 — Buffer timeout @NCOAING .......oouiiiiiii e 405
Table C.1 — Key throughput parameters. ... e 408
Table E.1 — NPDU/TPDU/SPDU addressing - logical address formats ............ccccccoviiiiiiiieniiinenn. 416
Table F.1 — Patents in the US ... e 418

Table F.2 — Patents in Europe and other Countries ........ ... 419


https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

-7- 14908-1 © ISO/IEC:2012 (E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

O T W — =

QT —

Oz

nembers of ISO or IEC part|C|pate in the developmentof Internatlonal Standardsthrough techmc
ommittees established by the respective organization to deal with particular fields of technical activit
50 and IEC technical committees collaborate in fields of mutual interest. Other internation}

rganizations, governmental and non-governmental, in liaison with ISO and IEC, also take'part in th
ork. In the field of information technology, ISO and IEC have established a joint technicalycommitte
BO/IEC JTC 1.

nternational Standards are drafted in accordance with the rules given in the ISOAEC Directives, Part .

he main task of the joint technical committee is to prepare International Standards. Draft International
tandards adopted by the joint technical committee are circulated to“pational bodies for voting.
ublication as an International Standard requires approval by at least-75 % of the national bodigs
asting a vote.

>

SO/IEC 14908-1 was prepared by CEN/TC 247 and wasyadopted, under a special “fast-trag
rocedure”, by Joint Technical Committee ISO/IEC JTC 1,:Information technology, in parallel with if
pproval by the national bodies of ISO and IEC.

[

BO/IEC 14908 consists of the following parts, under the general title Information technology -
ontrol network protocol:

— Part 1: Protocol stack
— Part 2: Twisted pair communication
— Part 3: Power line channel specification

—  Part 4: IP communication
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Introduction

his International Standard is to be used by all involved in design, manufacture, engineering
imstallation and commissioning activities.

he International Organization for Standardization (ISO) and International Electrotechnic
ommission (IEC) draw attention to the fact that it is claimed that compliance with"this Internation
tandard may involve the use of patents held by Echelon Corporation.

wno -

he ISO and IEC take no position concerning the evidence, validity and,scope of this patent right. Th
older of this putative patent right has assured the ISO and IEC that they are willing to negotiate fre|
f charge licences under reasonable and non-discriminatory terms:and conditions with applicant
nroughout the world. In this respect, the statement of the holder of the putative patent rights is registere
ith the ISO and IEC. Information may be obtained from:

= o0 O

Echelon Corporation, 4015 Meridian Avenue, San-Jose, CA 94304, USA, phone +1-408-93§
5234, fax: +1-408-790-3800 http://www.echelon.com.

Attention is drawn to the possibility that some ofthe elements of this International Standard may b
ne subject of patent rights other than those~identified above. ISO and IEC shall not be hel
bsponsible for identifying any or all such patent rights.

-

1 O »n OO

[eNN0))



http://www.echelon.com/�
https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

-9- 14908-1 © ISO/IEC:2012 (E)

INFORMATION TECHNOLOGY -
CONTROL NETWORK PROTOCOL -

Part 1: Protocol stack

1__Scope

his specification applies to a communication protocol for local area control networks. The proteco
rovides peer-to-peer communication for networked control and is suitable for implementing both-peef
tp-peer and master-slave control strategies. This specification describes services in layers:2:to 7. In
the layer 2 (data link layer) specification, it also describes the MAC sub-layer interface to'the physical
layer. The physical layer provides a choice of transmission media. The interface described in this
ecification supports multiple transmission media at the physical layer. In the layer’7 specification, it
imcludes a description of the types of messages used by applications to exchange application and
network management data.

Normative references

D)

None.

)

Terms and definitions

or the purposes of this International Standard, the following subclause introduces the basic
erminology employed throughout this International Standard. Most of it is commonly used and the
erms have the same meaning in both the general and the standard context. However, for some terms,
nere are subtle differences. For example,\in general, bridges do selective forwarding based on the
ayer 2 destination address. There arevno layer 2 addresses in this standard protocol, so bridges
forward all packets, as long as the-‘domain address in the packet matches a domain of which the
hridge is a member. Routers, in general, perform network address modification so that two protocols
ith the same transport layer_but different network layers can be connected to form a single logical
etwork. Routers of this standard may perform network address modification, but typically they on
amine the network address fields and selectively forward packets based on the network laye
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.2

ghysical repeater
device that Teconditio
same or another channel

3.3
store-and-forward repeater
device that stores and then reproduces data packets on to a second channel

3.4

bridge

device that connects two channels (x and y); forwards all packets from x to y and vice versa, as long
as the packets originate on one of the domain(s) that the bridge belongs to
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3.5

configuration

non-volatile information used by the device to customise its operation. There is configuration data for
the correct operation of the protocol in each device, and optionally, for application operation. The
network configuration data stored in each device has a checksum associated with the data. Examples
of network configuration data are node addresses, communication media parameters such as priority
settings, etc. Application configuration information is application specific

rtual network that is the network unit of management and administration. Group and subnet (se|
elow) addresses are assigned by the administrator responsible for the domain, and they hay
eaning only in the context of that domain

O O

7
flexible domain
sed in conjunction with Unique_Node_ ID and broadcast addressing. A (hode responds to
nique_Node_|D-addressed message if the address matches, regardless of the"domain on which th
essage was sent. To respond so that the sender receives it, the respense must be sent on th
lomain in which it was received. Furthermore, this domain must be remembered for the duration of th
transaction so that duplicate detection of any retries is possible. This {ransitory domain entry at a nod
called the flexible domain. How many flexible domain entries)a node supports is up to th
plementation. However, a minimum of 1 is required

[CECECECECE

.8

ubnet
t of nodes accessible through the same link layer pratocol; a routing abstraction for a channel; in this
andard subnets are limited to a maximum of 127 nedes

.9

ode
bstraction for a physical node that represents the highest degree of address resolvability on g
etwork. A node is identified (addressed) within a subnet by its (logical) node identifier. A physical
ode may belong to more than one“subnet; when it does, it is assigned one (logical) node number far
ach subnet to which it belongs. A physical node may belong to at most two subnets; these subnets
ust be in different domains:/A node may also be identified (absolutely) within a network by ifs
nique_Node ID

niquely identifiable-set of nodes within a domain. Within this set, individual members are identified b
their member/number. Groups facilitate one-to-many communication and are intended to suppo
functional addressing

<

11
rputer
eVice that routes data packets to their respective destinations by selectively forwarding from subnét
to subnet; a router always connects two (sets of) subnets; routers may modify network layer address
fields. Routers may be set to one of four modes: repeater mode, bridge mode, learning mode, and
configured mode. In repeater mode, packets are forwarded if they are received with no errors. In
bridge mode, packets are forwarded if they are received with no errors and match a domain that the
router is a member of. Routers in learning mode learn the topology by examining packet traffic, while
routers that are set to configured mode have the network topology stored in their memory and make
their routing decisions solely upon the contents of their configured tables

3.12

(application) gateway

interconnects networks at their highest protocol layers (often two different protocols). Two domains
can also be connected through an application gateway
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3.13

Beta1

period immediately following the end of a packet cycle. A node attempting to transmit monitors the
state of the channel, and if it detects no transmission during the Beta1 period, it determines the
channel to be idle

.15

etwork variable
ariable in an application program whose value is automatically propagated overthe network
henever a new value is assigned to it

1.16
Standard Network Variable Types (SNVTs)
ariables with agreed-upon semantics. These variables are interpreted by-all applications in the sam
ay, and are the basis for interoperability. Definition of specific SNVTs-js” beyond the scope of th
International Standard

» O

.17

anual service request message

etwork management message containing a node’s <Unique_Node ID. Used by a netwo{s
I

anagement device that receives this message to installh\and configure the node. May be generat
hy application or system code. May be triggered by external hardware event, e.g., driving a “manu
service request” input low

1.18

transaction

sequence of messages that are correlated together. For example, a request and the responses to the
request are all part of a single transagtion. A transaction succeeds when all the expected messages
flom every node involved in the transaction are received at least once. A transaction fails in this
International Standard if any of the expected messages within the transaction are not received. Retrigis
df messages within a transactien‘are used to increase the probability of success of a transaction in the
gresence of transient errors

Symbols and-abbreviations

.1 Symbols and graphical representations

igure_ 1 "shows the basic topology of networks based on this protocol and the symbol
repreésentations used in this International Standard.

(9]
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Store and Forward

. Repeater

Nodes E(“dge AW
o Channel
<«—> <> <
Subnet
Subnet A, A’
Router
Gateway /

Domain A | | Domain B | Subnet B, B’

Figure 1 — Network topology & symbols

—

he layering of this protocol is described using standard, OSI terminology, as shown in Figure 2.

msg_alloc_priority()  msg_cancel() resp.alloc() resp_cancel() mMsg_receive() msg_completes()

msg_alloc() msg_send( ) msg_free() resp_send() resp_free( )& resp_receive( )

b4ty ]

Application Layer

Figure 2 — Protocol terminology

4.2 Abbreviations

-+ CNP Control Network Protocol

Tlhe_Protocol Data Unit (PDU) abbreviations used throughout this Standard are:
— PPDU Physical Protocol Data Unit, or frame

— MPDU MAC Protocol Data Unit, or frame

— LPDU Link Protocol Data Unit, or frame

— NPDU Network Protocol Data Unit, or packet

— TPDU Transport Protocol Data Unit, or a message/ack

— SPDU Session Protocol Data Unit, or request/response
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— NMPDU Network Management Protocol Data Unit

— DPDU Diagnostic Protocol Data Unit
— APDU Application Protocol Data Unit
— FSM Finite State Machine (diagram)

Annex v (FDU sumimary) contains tne detalls ol these FUUS.

8 Overview of protocol layering

[

Tlhe protocol specified by this Standard consists of the layers shown in Figure 3;Each layer
described below.

Multiple physical layer protocols and data encoding methods are allowed in’systems based on this
International Standard. Each encoding scheme is medium-dependent.

he MAC (Medium Access Control) sublayer employs a collision avoidance algorithm called Predictivi
-persistent CSMA (Carrier Sense, Multiple Access). For a number afyreasons, including simplicity an
ompatibility with the multicast protocol, the link /ayer supportséa simple connectionless service. |f
inctions are limited to framing, frame encoding, and error detection, with no error recovery by rg
ansmission.

[= =l oMol
T O O D
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Application & Presentation Layers

LAYERS 6, 7 Application: Network Management:

network variable exchange, network management RPC,
application-specific RPC, etc.  diagnostics

Session Layer

LAYER 5

Request-response

Transport Layer

Acknowledged and unacknowledged unicast and multicast

LAYER 4

Transaction Control Sublayer

Common ordering and duplicate detection

LAYER 3 Network Layer
Connection-less, domain-widé breadcast, no segmentation,
loop free topelogy, learning routers

Link Layer

Framing; data encoding, CRC, error checking

LAYER2 = ="~ icswme

Predictive p-persistent CSMA, collision avoidance,
optional priority and collision detection

Physical Layer
LAYER 1

Multiple-media, medium-specific protocols

Figure 3 — Protocol layering

he Network layer handles packet delivery within a single domain, with no provisions for inter-domai
ommunication. The Network service is connection-less, unacknowledged, and supports neithe
egmentation nor re-assembly of messages. The routing algorithms employed by the network layer t
barn, the topology assumes a tree-like network topology; routers with configured tables may operat
dntopologies W|th physical loops, as long as the communication paths are Ioglcally tree like. In th

a9 O —

.-’.-m(ooq:

originated. The unlcast routing algorlthm uses Iearnmg for minimal over-head and no add|t|onal routlng
traffic. Use of configured routing tables is supported for both unicast and group addresses, although in
many applications a simple flooding of group addressed messages is sufficient.

The heart of the protocol hierarchy is the Transport and Session layers. A common Transaction
Control Sublayer handles transaction ordering and duplicate detection for both. The Transport layer is
connection-less and provides reliable message delivery to both single and multiple destinations.
Authentication of the message sender’s identity is included as a transport layer service, for use when
the security of sender authentication is required. The authentication server requires only the
Transaction Control Sublayer to accomplish its function. Thus Transport and Session layer messages
may be authenticated using all of the addressing modes other than broadcast.
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The session layer provides a simple Request-Response mechanism for access to remote servers.
This mechanism provides a platform upon which application specific remote procedure calls can be
built. The network management protocol, for example, depends upon the Request-Response
mechanism in the Session layer.

A transport layer acknowledged message expects indication of message delivery from remote
destination(s). A session layer request message expects indication that application-specific remote

task(s) have been completed. A given message uses only one or the other type of service, but not
ath

his specification includes the Presentation Layer and the lowest level of the Application LayercThes|
layers provide services for sending and receiving application messages including network variables,
nd other types of messages such as network management and diagnostic messages and foreig
frames (see clause 13). For a network variable update, the APDU header provides information on ho
interpret the APDU. This application-independent interpretation of the data allows data to be share]
mong nodes without prior arrangement.

[©]

o< 5

MAC sublayer

this International Standard the following Media Access Control sublayer is defined. If there is g
eed for other MAC sublayers they are defined in additional parts.of this International Standard.

.1 Service provided

he Media Access Control (MAC) sublayer facilitates media access with optional priority and optional
llision detection/collision resolution. It uses a protocol called Predictive p-persistent CSMA (Carrig
ense, Multiple Access), that has some resemblance to the p-persistent CSMA protocol family.

=

redictive p-persistent CSMA is a collision “avoidance technique that randomises channel acces
sing knowledge of the expected channél-load. A node wishing to transmit always accesses th
annel with a random delay in the range(0..w). To avoid throughput degradation under high load, th
ze of the randomising window, w, is‘a‘function of estimated channel backlog BL.:

O O »

w:(BLxWbase)-l, 1
here

base IS the base window size. Wy,s. is measured in time. Its duration, derived from Beta2 (see 6.7),
quals 16 Beta2(slots.

.2 Interface to the link layer

heAMMAC sublayer is closely coupled to the Link layer, described in clause 7. With the MAC sublayg
eing responsible for media access, the Link layer deals with all other layer 2 issues, including framing
and error detection. For explanatory purposes, the interface between the two layers is described in the
form shown in Figure 4.

=
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L_Data_Indication() L_Data_Request()
Link
________ 1
| Layer |

T >

—

M_Data_Indication() IfFrame_OK()¢ L M_Data_Request( )

MAC
Sublayer

P_Data_Indication( ) T ¢ P_Data_Request()

P_Data_Confirm() P_Channel_Active()

To/From Physical Layer

Figure 4 — Interface between the MAC and the link layers

Ithough the service interface primitives are defined using acSyntax similar to programming languag
rocedure calls, no implementation technique is implied. Frame reception is handled entirely by th
ink layer, that notifies the MAC sublayer about the backlogrincrement via the Frame_OK() primitive.

D D

he following service interface primitives facilitate the interface between the Link and the MAC layers
M_Data_Request (Priority, delta_BL, ALT_PRath, LPDU)

This primitive is used by the Link layer to pass an outbound LPDU/MPDU to the MAC sublaye
Priority defines the priority with-which the frame is to be transmitted; delta_BL is the backlo
increment expected as a result of delivering this MPDU. ALT_Path is a binary flag indicatin
whether the LPDU is to be transmitted on the primary or alternate channel, baud rate, etc. See 6.
for how ALT_Path is set.

E (oo

Frame_OK (delta_BL)

On receiving a-frame and verifying that its CRC is correct, the Link layer invokes this primitive {
notify the MAE-sublayer about the backlog increment associated with the frame just received.

O

M_Data-.Indication()

The-MAC sublayer provides this indication to the link layer once per incoming LPDU/MPDU.

6

-3—Interfacetothephysicattayer

The Physical layer handles the actual transmission and reception of binary data. Multiple physical
layer protocols are supported by the control network protocol. The bit error rate presented to the link
layer must be equal to or better than 1 in 10™. For compatibility with the higher layers, all physical

p

rotocols must support the defined service interface (see figure 4):
P_Data_Indication (Frame)

Physical layer provides this indication to the MAC sublayer and the link layer once per in-coming
LPDU/MPDU.

P_Data_Request (Frame)


https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

-17 - 14908-1 © ISO/IEC:2012 (E)

The MAC sublayer uses this primitive to pass the Frame, the encoded LPDU/MPDU, to the
physical layer for immediate transmission. The bit transmission order is defined in Annex D.

P_Data_Confirm (Status)

The physical layer returns Status as to whether the frame was transmitted. Status has three
possible values: success—indicating the frame was transmitted, request_denied—indicating that
activity was detected on the line prior to transmission, and collision—indicating that transmission
beganbuta-collisionwasdetected \Whether ornotthe-transmissionis-aborted depends-orwh

the collision is detected (see 6.10).

P_Channel_Active ()

The physical layer uses this primitive to pass the status of the channel to the MAG-sublayer. Th
is an indication of activity, not necessarily of valid data.

[

.4 MPDU format

Tlhe combined MPDU/LPDU format is shown in Figure 5. (Annex D contains the details of the NPDU
frame).
LPDU/MDPU
8 16
[L2 Har | NPDU CRC
1 1 6
—[Pri][ AlPath [ DeltaBL |

Figure 5 — MPDU/LPDU format
Tlhe MAC sublayer uses the L2Hdr field, that has the following syntax and semantics:
Rri 1-bit field specifying the priority of this MPDU: 0 = Normal, 1 = High.

Alt_Path  1-bit fieldspecifying the channel to use. This is a provision for transceivers that have|the
ability. 10 transmit on two different channels and receive on either one without the need to
instruct the transceiver to explicitly receive on a specific channel. The transport layer gets
this: bit for the last two attempts (for acknowledged and request/response services), unless
requested to specify the alternate path for every transmission. For any packet received fhat
has the alt_path bit set and that requires an acknowledgement, response, challenge} or
reply, the alt_path bit shall be set in the corresponding acknowledgement, response,
challenge, or reply. T

Delta_BL 6-bit unsigned field (> 0); specifies channel backlog increment to be generated as a result of
deliver-ing this MPDU.

6.5 Predictive p-persistent CSMA — overview description

Like CSMA, Predictive p-persistent CSMA senses the medium before transmitting. A node attempting
to transmit monitors the state of the channel (see Figure 6), and determines the channel to be idle if it
detects no transmission during the Beta1 period. Nodes without a packet to transmit during this Beta1
period shall remain in synchronisation for the duration of the priority slots (see 6.10), and at least Wy,
randomising slots. This maintenance of synchronisation allows a packet that arrives in the output
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queue of the MAC sublayer after the end of the Beta1 time to be transmitted in a valid slot according
to the other nodes with a packet to transmit.

Next, the node generates a random delay T (transmit) from the interval (0..(BL X Wpase)-1, where Wiose
is the number of randomising slots within the basic randomising window and BL is an estimate of the
current channel backlog. T (transmit) is defined as an integer number of randomising slots of duration
Beta2 (see 6.7 and 6.8). If the channel is idle when the delay expires, the node transmits; otherwise,
the node receives the incoming packet, and then repeats the MAC algorithm. In Figure 6, Dpean is the

vaoraae randomisation delav between nackets and since the random delav T is uniformliv distributed
) 4 g y y 4 Y ’

Dean is given as (Wyase-1)/2 for small values of BL.

Busy Channel “Packet Cycle”

A
\

Dmean (Wbase-1)/2

-t
%

Y

Beta 1
» . Beta 2

_ Packet I Ry Packet

Figure 6 — Predictive p-persistent CSMA concepts‘and parameters

By adjusting the size of the randomising window as a functianyof the predicted load, the algorithm
eeps the collision rate constant and independent of the load/ Provided that the estimated backlog is
greater than or equal to the real back-log, the following holds:

.

Collision Rate = Error Pkt Cycles / Error Free Pkt:Cycles <1/ 2W

base

>3
=h

base window size of 16 is used. This implies’that there are an average of 8 randomising slots ¢
idth Beta2 and one slot of width Beta1 between each packet. Also, the width of the Beta2 period
rucial to efficient utilisation of the channelx

<
[

o

—

he algorithm for Predictive CSMA js\in"A.2.

g§.6 Idle channel detection
The idle channel condition‘is'asserted whenever the following two conditions are met:

1) The currentichannel state reported by the physical layer via the P_Data_Indication () primitivj
is low; and

[©]

2) No. transition has been detected during the last period of Beta1. Note that the MAC sublaye
may be configured to ignore transitions during a portion of the Beta1 period. This portion ¢
time that transitions are ignored (the channel is assumed to be idle during this time even i
the presence of transitions) is called the indeterminate time (see 6.11 for the details).

=

The length of the Beta1 period is defined by the following constraint:
Betal > 1bit time +(2x Tau, + Tau, ) (2)

The first term assumes a data encoding method that guarantees a transition and/or carrier during
every bit time. If encoding methods are used that do not meet this constraint, then the first term must
be adjusted to be the longest time that the channel may appear idle without being idle, i.e., the longest
run in legal data transmission without a transition and/or carrier asserted on the medium. The second
term takes care of propagation and turnaround delays, that are:

Tau, is the physical propagation delay defined by the media length;
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Tau, is the detection and turnaround delay within the MAC sublayer; this is the period from the
time the idle channel condition is detected, to the point when the first output transition
appears on the output. On media where there is a carrier, this time must include the time

between turning on the carrier, and it being asserted as a valid carrier on the medium.

6.7 Randomising

At the beginning of the randomising period, a node wishing to transmit generates a random delay T

(fransmity from the nterval (0.. (BL X Whase)- 1. 1HE Node then walts for this period, while contnuing
monitor channel status; if the channel is still idle when the delay expires, the node transmits.

—

df the randomising slot must meet the following constraint:
Beta2 >2xTau  + Tau, (3)
Rarameters Tau, and Tau, are defined in 6.6.

§.8 Backlog estimation

Tlhe predictive aspect of the MAC algorithm is based on backlog/estimation. Each node maintains a
gstimate of the current channel backlog BL, that is incremented as a result of sending or receiving a
NIPDU and decrements periodically — once every packet“cycle. The increment to the backlog

gncoded into the link layer header, and represents the number of messages that the packet shg
ause to be generated upon reception. The backlog is initially set to one. After sending or receiving
acket with a non-zero backlog increment, the nede’s backlog estimation is incremented by th
acklog increment. The maximum backlog value is '63. If the backlog exceeds 63, then the backlog

o
A
o
gverflow statistic is incremented (see 13.7.14 and;B.8).

—

he backlog decrements under one of the.following conditions:
— On waiting to transmit: If Wyzs¢ randomising slots go by without channel activity.
— Onreceive: If a packet is received with a backlog increment of ‘0’.
— On transmit: If a packetiis transmitted with a backlog increment of ‘0’.

— Onidle: If a packet cycle time expires without channel activity.

—]

he packet cycle timeris reset to its initial value whenever the backlog is changed. It is started (begin
ounting down atits current value) whenever the MAC layer becomes idle. An idle MAC layer
defined as:

Q

1) notyreceiving;

2) ¥ not transmitting;

he transmit delay T (transmit) is an integer number of randomising slots of duration Beta2; the’length

o

=0 5 5

[(ORINOIEY)

[

3) not waiting to transmit;
4) not timing Beta1;
5) not waiting for priority slots; and
6) not waiting for the first Wy,se randomising window to complete.
On transition from idle to either transmit or receive, the packet cycle timer is halted.
The backlog always has a value > 1. The algorithm post-increments rather than pre-increments th

backlog by the amount associated with the MPDU being transmitted, because the number of expecte
responses is of no importance until after transmitting the MPDU.

e
d
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6.9 Optional priority

On a channel by channel basis, the protocol supports optional priority. Priority slots, if any, follow
immediately after the Beta1 period that follows the transmission of a packet (Figure 7). The number of
priority slots per channel ranges from 0 to 127. Priority slots are typically not contended for, but rather
are uniquely assigned to nodes on the channel. Nodes that have been assigned a priority slot do not
have to use it with every message; the node decides on a message by message basis whether or not

to use the assigned priority slot. This determination is made by examining the priority bit within the
LRBU-header{igare-5)

{ is possible to assign all the nodes on the channel the same priority slot. An exampleof
rchitecture where this makes sense would be one where there is a background of peeriio-peer
ctivity, but a single master that cycles around doing something to each node (such as network
hanagement, polling, etc.). By giving each node the same slot, and having it used.©Only for this
urpose, these transactions (from the single master to multiple slaves) would tend ‘t0 be complet
head of the background traffic.

QT O QO Q

n application may decide that a message is high priority and attempt to send.it as such. If the nod
oes not have a priority slot assigned to it, the message shall go out in the~usual way, except that th
riority bit in the layer 2 header shall be set. If, subsequently, the packet-passes through a router that
as a priority slot on its destination channel, the packet shall be sent.wsing the priority of the router. |f
ne router does not have a priority slot, the message shall be for-warded in the usual way, with the
riority bit in the layer 2 header remaining set.

O = 0 O >

Busy Channel “Packet Cycle™
Dmean (Wbase-1)/2

A
'

-
-

-

Packet

Beta 1
I - Beta 2 \
—_—

19243 ..n
e I O O L1 1 Packet

Priority Slots

Figure 7 — Allocation of priority slots within the Busy Channel Packet Cycle

—

he protocol provides no synchronisation among the nodes. Therefore, if the channel has been idle fq
onger than the randomising period (Beta1 + number of priority slots + Dean above), access to the lin
$ random without'regard to priority. Once the link returns to the busy state, access to the link shall b
M priority order:

O = =

I{ a priority.message requires:

—\~acknowledgement (acknowledged messaging);

2— response (request/response messaging);

— challenge (in response to an authenticated acknowledged message or authenticated
request); or

— reply (in response to an authentication challenge).

The responding node shall attempt to send a priority acknowledgement/response/challenge/reply by
setting the priority bit in the layer 2 header. If a high priority message is generated within a node, it is
sent prior to any queued packets of normal priority. Multiple high priority packets are sent in FIFO
order. If the application attempts to send a high priority message while its node is sending a packet,
the packet in progress completes first.

If a channel has priority slots and a node has multiple messages queued within it, it shall not send
them in consecutive packet cycles. In the case where a node has a packet to send, and it has sent a
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packet in the previous packet cycle, the node does not use its normal medium access algorithm in the
current cycle. Instead it attempts to access the medium using a slightly modified version of the non-
priority MAC algorithm. The modified version of the algorithm is that the transmitter node waits out the
Beta1 time after the priority packet it just transmitted, then it waits for all the priority slots to go by, then
it waits for one window of randomising slots to go by (16 Beta2 slots). At this point it randomises its
access to the network using the current channel backlog estimate. If the node is not successful in the
current packet cycle, it may use its priority slot in the subsequent packet cycle.

istomdetection

=

he physical layer may optionally notify the MAC sublayer of a detected collision. The MAC sublaysg
n be configured to check for collision detection notification any time during packet transmission.

ollision resolution may be implemented by means of collision detection. A bit patternupique to each
ode on the channel may be inserted before the preamble field to resolve collisions.;Such a physical
layer must define a sufficiently long preamble after the arbitration pattern so that‘transmitting nodds
that lose the arbitration for a packet cycle can turn around and receive the incoming packet from the
ode that just won the arbitration.

ollision detection, if used, shall only be enabled upon transmission ef<@ packet. When a collision

etected in the MAC sublayer, the backlog is incremented. Receivers do not detect collisions, rathg
t ey see them as packets that are too short, or have incorrect CRCs or sometimes they are seen 4
st spurious transitions for which bit synchronisation cannot belachieved. When a collision is detecte
ne backlog is incremented, and the collision statistic is incremented (see 13.7.14 and B.8).

_C).UJﬁUJ

—_—

he MAC sublayer attempts to re-transmit the packet upon notification of a collision. It obeys th
bllowing rules:

= —]
[0

1) If a collision is detected on two successive attempts to transmit a priority packet in the node
priority slot, the next attempt to transmit the priority packet shall not use the con-figure]
priority slot, but rather shall be in.&slot picked ac-cording to the non-priority MAC algorithm.
The priority bit in the layer 2 hedder of the packet shall remain set in this case.

[oRN7))

2) Whenever a collision is detetted by a transmitting node, that transmitting node increments ifs
estimate of the channel.backlog by 1.

3) Whenever a collision’is detected on 256 successive attempts to transmit a packet, the packet
is discarded.

§.11 Beta1, Beta2 and Preamble Timings

A node may ‘be*implemented to support one or more media. If implemented to support multiple media,
its preamble)length and Beta1 and Beta2 times must be configurable to support the relevant physical
gommunication media. Beta2 is the duration in time of a media access time-slot (either randomising ar
priority 'slot). The MAC layer timers for Beta1 are provided for both the transmitter in the previods
packet cycle as well as the receiver. This is to correct for differences in the time base for the end of th
preceding packet between transmitiers and receivers. Note that in this family of physical layer
standards the timings are with reference to the timings observable on the medium itself, while these
timings are in reference to the protocol processor’s reference. For example, imagine a transceiver that
added bits of error correction code to the actual packet. From the transmitting protocol processor’s
reference the end of the packet would be sent before these bits were added to the packet, while the
receiving protocol processor’s time reference would show packet end at the end of the packet
including the error correction bits. Thus, the need for the ability to specify a difference in the timing
depending upon whether a node is a transmitter or a receiver for a given packet. In addition there are
two communication configurations (comm_type in B.7) with different formula for calculating Beta1
based on the type.

A node must be able to generate one of five base time periods to generate Beta1 and Beta2 slots of
the right duration.
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The formulae for Beta1, Beta2, and the preamble are shown below.

CT is a time base used to generate Beta1 and BetaZ2 slots and the preamble. Depending on the medi

a

type(s) supported, each node must support one or more of the following values for CT: 600 ns, 1,2 ps,

2,4 us, 4,8 us, 9,6 us.

v, a tuning parameter, is in the range 0 to 255 inclusive. There are 3 tuning parameters. These ar
represented as vy, v, and vz in the formula below.

e

f() is a function that returns a time delay to compensate for other slower nodes on a channel that fma
generate actual values of CT below the nominal for a channel.

Beta2=CT x(40+20xv,) (4)

Tihere are four formulae for computing Beta1l. The formula to use depends onia-bit field in th
gonfiguration structure, comm_type, listed in B.7, and whether the timing is done_.immediately followin
the receipt or the transmission of a packet Comm_type can have one of fwo values: 1 or 2. Th
selection of the comm_type determines the behaviour of the MAC sublayer inthé following ways:

Gomm_type = 1:

1) An indeterminate time is defined during the Beta 1 périod in which all transitions on th
channel are ignored. This period starts following the)end of any packet (transmitted g

Beta2 slot, the MAC sublayer repeatedly waits, forva period of duration of one Beta2 slot {
pass with no transitions on the channel before ‘proceeding (note that if a valid preamble
detected during this period, an attempt shall\be made to receive the incoming packet). Th
Beta2 slot duration accounts for the Beta2 slot duration component of the total Beta1 time.

2) The transmitted length of the preamble’is under the control of the MAC sublayer.

3) The MAC sublayer ignores callisions occurring during the first 25 % of the transmitte
preamble. It optionally (according to the cd_tail field described in B.7) ignores collision
reported following the transmission of the CRC but prior to the end of transmission.

4) If a collision is detected during preamble transmission, the MAC sublayer can terminate th
packet if so configured. Collisions detected after the preamble has been sent do ng
terminate transmission.

Gomm_type = 2:

1) Nodndeterminate time is defined at the MAC sublayer. If there is an indeterminate time,
shall be enforced by the physical layer.

2)\ The MAC sublayer is configured to either control the transmitted length of the preamble or t

received). Its duration is defined below. Following.th€ indeterminate time and before the firg

[P

—~ = O

p

»n »n O

n O

—~

it

O

have the transmitted length of the preamble controlled by the physical layer.

3) The MAC sublayer shall always terminate the packet upon notification of a collision.

4) The MAC sublayer reconfigures the physical layer prior to transmission, if necessary, t
inform it of a change in transmission path selection (alternate path versus no alternate path).

The formulae for Beta1 for the four cases of transmitting, receiving, comm_type =1 and comm_type
2 are as follows:

(0]
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Betal(after transmission) = CT x (583 + f(xmit_interpacket)) + Beta2 {for comm_type=1}
Betal(after reception) = CT x (565 + f'(recv_interpacket)) + Beta2 {for comm type=1}

Betal (after transmission) = CT x (624 + f(xmit_interpacket)) + Beta2 {for comm_type=2}
Betal(after reception) = CT x 602 + f(recv_interpacket) + Beta2 {for comm type=2}

(7]

D O

o Mlin u|

[/ |

(5 to 8)
Lol L 12090009 (41 A 144 L h EaXOAN LOD
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arameters xmit_interpacket and recv_interpacket have ranges from 0 to 255 and are parameters
tored in the Configuration Structure (B.7).

he two formulae for computing the indeterminate time for the MAC sublayer are as follows:

IDT(after transmission) =CT * (313 + f(xmit_interpacket)) {for comm_type =1}

10 to 11
IDT (after reception )=CT * (295 + f(recv_interpacket)) {for comm_type’/ =1} ( )

T, f(x), xmit_interpacket and recv_interpacket are as defined for the Beta1 calculations. Note that in
Il cases the indeterminate time is constrained to be less than the total Beta1 time.

reamble length is either controlled by the protocol processor or-by the transceiver. When the protoco
rocessor controls the preamble, the formula for all possible values of preamble length is shown belo.
or this formula the variable v has a range of from 0 to 253.inclusive. CT is as defined above.

Preamble=CT x (219 +32xv,) (12)

Vhen the transceiver controls the preamble length (an option available when comm_type = 2), th
ninimum preamble length allowed is 181 ys.~This is the value corresponding to a protocol processq
ith a 600 ns timer value. This value scales with the time base, CT. When the transceiver controls th
reamble length, the maximum preamble-length is determined by the transceiver.

[OIR )

eta1, Beta2 and preamble timings-for each transceiver type compatible to this standard are noted in
ne relevant physical layer specification.

Link layer

.1 Assumptions

he Link |layer assumes that CRC errors due to both collisions and transmission errors occur with
ome probability Pg, and that Pe is small enough so that link level error recovery is not needed.

he-above assumption means that successful end-to-end communication is only possible when the

= wP~C BTN PN SHH H lana-th e Hon naoth 1o ol | thaon on
mrur ©Irrul prvvaviimic o aivl IB S LuUTmmiurimoeatuult Jatu T 1o TTuLI T 1ICoo tUiart UTic.

SUM(P,)<<1

In networks where Pg is constant, the maximum communication distance D (network or group
diameter) must be:

D<<1/P,
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7.2 Service provided

The Link layer provides subnet-wide, ordered, unacknowledged LPDU delivery with error detection but
no error recovery. A corrupted frame is discarded as soon as its CRC check fails.

7.3CRC

The CRC is computed over the entire NPDU including the L2Hdr field. The CRC is generated using
the polynomial:

X' + X" + X® +1 (the CCITT CRC-16 standard).

or each NPDU, the CRC register is initialised to all ones. Figure 8 shows an example,of the tim
ehaviour of the CRC shift register that implements the above polynomial. The register bits a
represented by the columns labelled bit 0 to bit 15. The data, over which the CRC is computed,
ppears in the column labelled crc_in. The register is initialised to all ones. The data is then presente
rially to the register starting with bit7 of byte 1. Each row of the table shows\the register state at
articular bit time. The register continues to input data and compute the CRC das long as the compu
ode is true (mode compute = 1). The compute mode going false signals.the end of data and the end
the CRC computation.

o

ollowing data input, the sixteen (16) bits of CRC data are shifted out serially as shown by the colum
labelled nrz_out.

hen the link layer receives a packet with a CRC error or'a packet that is less than 8 bytes in length

transmission error statistic is incremented (see 13.8.2), 'and the packet cycle timer is started but ng
reset first, unlike after the reception of a good packet.”If a packet is received but is too long for th
imput buffer, or there are no input buffers, the missed packet statistic is incremented (see 13.8.2).

b ~

Hor a normative description of the CRC-16 computation, refer to the pseudocode example in A.3.
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Figure 8 — CRC register state behaviour example

Byte2 bit7

Byte3 bit7

1.4 Transmitalgorithm

Tlhe pseudogode Transmit algorithm is in A.3.

Receive Algorithm

A valid frame starts with the channel active state, and terminates with the channel idle state. Upon

reception, valid frames are processed as defined below; invalid frames are discarded. The

pseudocode Receive algorithm is in A.4.
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8

8

T

Network layer

.1 Assumptions

his protocol supports a variety of topologies in order that the requirements from many application

areas can be met. Within a single channel, the topology can be a bus, a ring, a star, or “free” (see

F

igure 9). Free topology is defined as a total wire specification with no other rules, and a single

termination placed anywhere on the network. Thus, the set of all free topologies includes a ring, a star,

d

oo -

— N —

dgical tree structured topology on top of the physical looping topology.

bus and virtually any other combination of these constructs.

080T

erminator

PP

LY

(T

1Y
OO O FO
_O
_O

star

Figure 9 — Single channel topologies

he protocol supports(physical layer repeaters as well as store-and-forward repeaters to repeat
ackets from one channel to another. The protocol also supports bridges to repeat all packets on the
ridge’s domain(s)-from one channel to another. Additionally, both learning and configured routers are
upported to segment traffic and thus increase total system performance.

o)

h networks'where there is a possibility of more than one path from one node to another, there is
anger of-packets looping indefinitely. In these networks, configured routers must be used to impose

)

there IS a desire 10 use repealters, briages, and learning routers, then control of the t1opology must be

maintained so that no loops exist. To avoid routing loops within a domain, domain topology must be
tree-structured as shown in Figure 10. Store-and-forward repeaters may only be used if they connect
two different channels together; store-and-forward repeaters that repeat on the same channel are not

S

upported. This restriction is necessary for an order-preserving network.

If any node receives a packet with a protocol version number other than a version number it supports,
the packet is discarded.


https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

- 27 - 14908-1 © ISO/IEC:2012 (E)

oty D PP PG
Route(group) = one of (up, down, flood)
@ @ Route(subnet) = one of (up,down, flood)

Router

00 0O

Figure 10 — Typical tree-like domain topology

4.2 Service provided

—

his network layer provides a connection-less network service facilitatingdomain wide packet deliver
ith the following attributes:

<

—+ Unacknowledged Unicast, Multicast, and Broadcast. Depénding on its destination address, th
packet submitted is delivered to one node, multiple nodes, or all nodes within the domain (g
optionally all nodes on a specified subnet within thexdomain). This delivery occurs with som
probability p < 1;

—+ Lossiness. The network layer supports no re-transmissions or acknowledgments. The probabilif
of delivery decreases with the number of channels traversed;

—+ Order Preserving. Loop-free topology:(accomplished logically with configured routers or physical
provides natural ordering;

—+ No Segmentation. No méssage segmentation and/or message re-assembly are performe
anywhere within the netwaork layer.

Vhen learning routers(are used, the routers discover the topology by examining the network layd
ddress fields in the“packets. The learning algorithm imposes no additional traffic overhead on th
etwork. It assumies ‘that the domain is loop free, and it learns about the location of subnets b
bserving the source addresses of NPDUs being routed. NPDUs addressed to groups are routed b
looding, with-the NPDU being propagated through the entire domain.

S0 I Q <

—

he network layer suppresses outgoing messages if the node is not in the hard offline state (see 13.4
r cohfigured state (e.g. unconfigured), except for manual service request messages, responses, an
CKs. These excepted messages can be sent in any state.

h>~e)

via topological control) coupled with-the absence of single channel store and forward repeater

= @

Yy
S

<< O S

[o NN

8.3 Service interface

The Network service interface consists of the Send_Packet () service request and the Rcv_Packet ()
indication, as shown in Figure 11. Again this interface is provided for explanation purposes. Actual

implementations may, for example, combine this layer with the transport layer and only expose th
transport layer interface.

e
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Send_Packet( ) Rcv_Packet( )

' I

Network Layer

h -4

assigned in the order shown _as enumeratedranges (0 1 2 3 n) Forexample a value of 3 in thi
PDU_Fmt field signifies that the enclosed PDU is an APDU. For additional details, including the

bi

8.5 NPDU format

gaeh field in Figure 13 specify the field size in bits. The symbolic field values used in the figure an

Figure 11 — Network service interface
he syntax of these two interface primitives is:

Send Packet (address pair, pduType, PDU, priority, delta BL, Aht path)

Rcv_Packet (address pair, pduType, PDU, priority)

.4 Internal structuring of the network layer

he network layer performs two functions—address recognition and routing—as shown in Figure 12.

to/from Transport Layer

“ |

|

| |

| address recognition routing |
|

| + ; |

|Network Layer ' |\ _ _ _ _ _ _ _ _ _ _ J

to/from Link Layer

Figure 12 — Network layer—internal structure

PDU format is shown in Figure 13. An NPDU carries and encapsulates either a TPDU, SPDU
uthPDU or APDU. There are no NPDUs defined for internal network layer use. The numbers abov

t/byte transmission order, refer to Annex D.

2 2 2 2 |—> 0/8/24/48

Version | PDU Fmt |Addr Fmt | Length |Address | Domain | encl.PDU |

protocol version = (0 ... 3)

Figure 13 — NPDU format

[VBCIORS
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8.6 Address recognition

Each node compliant to this International Standard performs address recognition. Address recognition
at a node depends on the node’s state. In the Unconfigured state, all broadcast messages and
messages that match a node’s Unique_Node ID are received. In the Configured state, messages
must either match the Unique_Node_ID or match the domain and be either broadcast, group (i.e.,
multicast) or unicast messages. To match the domain both the domain length and the domain address
must match. For broadcast messages, the subnet must match unless the broadcast message is sent

c—gTroop g < S oup1C g

gddresses must match. For a unicast message, subnet as well as node numbers must match, ‘The
atch of the node number is a comparison of the entire byte even though the node number is defined
ds seven bits.

In this subclause the information that must be kept by every node is identified without-specifying thie
gddress-matching algorithm, that is implementation specific. For an example/yof an actua
implementation of these data structures, refer to A.14.

Any packet received by a node with a protocol version number not supported by the node shall be
discarded.

A packet whose source subnet/node address matches that in the matehing domain is discarded.

hen not in the configured or the hard-offline state, only breadcast (domain-wide or subnet) ¢

atching Unique_Node ID messages are received. The rec€ive transaction source address is save
hHased on the actual domain in which the message was received (the flexible domain). Any response
gre returned on that domain with a subnet/node number*of-0x00/0x80. Either the implementation shg
support one flexible domain shared among all receive.transactions or the implementation shall suppo
dne flexible domain per receive transaction.

- = 0 O =

4.7 Routers

A router performs the routing function for-a specific domain. The routing function is independent of the
etwork layer address recognition function. Thus, a router also has its own network addresses and
gan be addressed like any other node for purposes of network management and diagnostics. A routgr
gonnects two sets of subnets. A router is a logical rather than physical entity; more than one router

ay be housed within a single’ physical package. Routers have four modes that may be set wit
etwork management messades: repeater, bridge, learning, and configured. Routers with their modg
set to learning, automatically learn the subnet topology of the network. Routers with their mode set o
gonfigured have their-fouting tables statically configured with network management messages fp
gnforce a specificdopology and to provide information on group address topology. Similarly, a routgr

ay be set to bé a bridge or repeater using the network management messages to set its mode. Thg
same subnets may exist on both sides of a bridge or repeater.

A routercuses three routing functions: ROUTE (), ROUTEmc(), and ROUTEp¢() to forward NPDUs$.

he Airst function specifies how to forward NPDUs addressed to subnets, the second how to forward
RPDUs addressed to groups, and the third how to forward NPDUs when they are broadcast. The

fi O dre tables, where ea e V Na ne 1olowing 1orm:
ROUTEuc (DestSubnet) = one of (forward, discard)
ROUTEp (DestGroup) = one of (forward, discard)
ROUTEp (DestSubnet) = one of (forward, discard)

The entry for an address X specifies whether an NPDU addressed to X should be forwarded or
discarded. These functions are called from the side of the router on which the packet was received—
that is, the algorithm in A.5 executes independently on each side of the router and makes all routing
decisions for packets arriving at the side on which it runs. Each side of the router shall have a different
set of tables that have the information as to whether the packet should be passed across the router or
not. For configured routers, these tables are initialised during the network configuration of the router
and must be updated if the topology changes. Learning routers discover the contents of their subnet
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tables by observing the source addresses of the packets (see A.6), but cannot learn the topology of a
group. Therefore, learning routers always pass group messages to the other side.

8.8 Routing algorithm

The pseudocode for the routing algorithm is in A.5.

8.9 Learning algorithm — subnets

he subnet routing table defining the routing function ROUTEy¢() is created by the algorithm,in A.(L.

pon initialisation, forwarding is used for all subnet addresses. The algorithm subsequently learns
gbout the location of subnets by observing the source addresses of NPDUs being routed. Adain, this
dlgorithm executes on each side of the router independently.

9 Transaction control sublayer

9.1 Assumptions

he transaction sequencing protocol described in this clause uses 4%bit transaction numbers that are
dllocated by the sender and used by the receiver to detect duplicate’packets. This sublayer provides
and to end protocol integrity by allowing the receiver to only actiupon a packet once, even if several
retries for the initial packet are correctly received by the recgiver. It is assumed that the network is
dither order preserving or, if it is not, that packets are delayed approximately uniformly in the multiple
gaths that they traverse from source to destination. The\difference in packet propagation time whe
there are multiple paths from a given source to a destination must be less than the time it takes for the
source to complete one transaction (via an acknowledgement on the shortest path) and begin p
second transaction to the same destination. Staletacknowledgements and responses are detected as
duplicates, but stale packets that initiate a transaction and arrive after a subsequent transaction ha
started will not be detected as duplicates.

he transaction control sublayer may.pass a transaction to the higher layers for processing. In some
implementations, it may be possible for the upper layers to never respond to the transaction contrgl
sublayer. If such a situation exists,.the transaction control sublayer can defend itself from such poorly
hehaved upper layers. Duringtthe time that the transaction control sublayer is waiting for a responsg
from the upper layers, the transaction record can be locked and not be de-allocated even if the receive
transaction timer expires.-Such a transaction is only de-allocated when the upper layers finally
respond, or when there.are no more transaction records available and one is needed. Then, a locked
transaction record-may be used for the new transaction. Use of this mechanism is implementatio
dependent.

In the general~case, the number of concurrent outgoing transactions is restricted to a single priorif
gnd a_‘\'single non-priority transaction. This restriction is due to the fact that
gcknowledgements/responses from either a subnet/node addressed message/request or a Uniqug
odenID addressed message/request are indistinguishable. Implementations that restrict the use ¢f
dne-of these addressing modes ma pport multiple, con ent transactions. Receive fransactions
are shared among the transport and session layers. Transactions at either layer can perform duplicate

detection.

The transaction timer, receive timer, and retry count interact to establish the reliability of the duplicate
detection mechanism. It is assumed that the receive timer is set to be long enough to cover the
configured number of retries, yet short enough so that the transaction ID does not wrap around
causing a new transaction to be falsely detected as a duplicate transaction. In an implementation, it is
required to have a transaction space for all priority transactions and a second transaction space for all
non-priority transactions. If the sender wishes to send a packet to a given destination and the
transaction ID for the last message sent to that destination is identical to the current transaction ID, the
transaction ID is incremented. An optional enhancement is to have a separate priority and non-priority
transaction space for every destination address. In this second case, the sender remembers the last
transaction ID used per destination address. In any case an implementation shall defend against the
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situation that acknowledgements/responses cannot be differentiated from each other when using
subnet/node addressing or Unique Node ID addressing. Other implementations are permitted as long
as the duplicate detection mechanism remains robust in all of the error cases and all of the addressing
formats in use by the node.

9.2 Service provided

The transaction control sublayer is responsible for the common functions related to transaction
drdering, sequencing, and duplicate detection. 1t provides the following Services.

— Outgoing Sequencing. To guarantee ordering among outgoing transport messages an
session layer requests, the transaction control sublayer controls the allocation® of sen
transaction numbers. It limits the number of concurrent transactions to any destination to <
priority and < 1 non-priority transactions;

-0 0O

[

— Incoming Sequencing and Duplicate Detection. The transaction control ‘sublayer provide
duplicate detection.

9.3 Service interface

Access to transaction control services is facilitated by the interface depicted in Figure 14.

Outgoing Incoming

. New_Trans()

Trans_Done( )

Validate( ) Compare( )

Figure 14 = Transaction control service interface
Tlhe syntax and semantics of the interface primitives are:

New Trans (Priorily, Dest addr) -> (Trans_No)
is used tolebtain a transaction number for a new outgoing transaction

Validate (Prjiority, Trans No, Dest addr) -> (result)
where{fesult = one of (current, not current), verifies that Trans No is in

the Wransmit window

Trans Done (Priority, Trans No, Dest addr)
notification of an outgoing transaction completion

Compare \Ll, Iz \Ll—;bull.)
where result is one of (new, duplicate ); defines the relationship of T1
relative to T2, where both Tl and T2 are receive transaction numbers

9.4 State variables

To support the allocation of transaction numbers, the transaction control sublayer uses a number of
destination records shown below.

Transaction CTRL Record = record

PriTX True or False
Trans No: (0..15); initial value = 0;
In Progress: boolean;

end;
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9.5 Transaction control algorithm

The pseudocode algorithm in A.7 is a version of the transaction control algorithm that provides only
two transaction spaces — one for all priority transactions and one for all non-priority transactions. In
any implementation, the first transaction ID provided by New_Trans() after a reset shall be 0 for every
transaction space provided by the implementation. New_Trans() shall then increment the transaction
ID within the space from 1 to 15 and continue again with 1 so that the transaction ID 0 is used
exclusively by the first transaction per transaction space after a reset.

In general, any transaction control algorithm shall follow the following basic operation:

— When a node has a packet to send using the transaction control algorithm, the sender-node
picks a transaction ID and sends the packet.

— Upon receipt of that packet, the receiver node searches its currently (agtive receiv
transactions for a transaction that matches the source and destination address of the packet,
the priority attribute, and the transaction ID.

[¢]

— If there is no match a new record is allocated.

— If everything but the transaction ID matches and the existing transaction is not locked, then
the preceding transaction is assumed to have completed.'stccessfully and the receive
transaction record may be reused with the new transaction:iD ‘inserted into it. Processing ¢f
the incoming packet cannot proceed until a receive transaction is allocated for it.

— Once the receiver has allocated the transaction recard)it starts a receive transaction timer for
that record. The value of the receive transactiontimer is 8 seconds for a Unique_ ID
addressed message, the value of the non-group.receive timer for a subnet/node addressed
message, and, for group addressed messages, the receive transaction timer configured fgr
the group. The record will be de-allocated "upon the expiration of this timer unless the
transaction record becomes locked (see.9:\1).

— Subsequent packets that arrive at the' receiver node that match the transaction ID, sourc
address, destination address and priority attribute of an existing transaction will b
considered duplicates by the rec¢eiver node.

b D

— Packets detected as duplicates are responded to according to the protocol service requested,
but are either not delivered to the application, or if they are delivered to the application, they
are delivered along with'the notification that they are duplicate packets.

_—

0 Transport layer

0.1 Assumptions

he Transport protocol makes no assumptions apart from relying on the transaction control sublayg
for correet TPDU sequencing and duplicate detection.

=

0.2’ Service provided

The transport layer provides the following services:

— Reliable Multicast and Unicast. The transport protocol supports both multicast within a group,
and multicast to a group with the sender not being a member of the group. If the service
requires acknowledgements or responses, then multicast to a group that the sender is not a
member of requires the transport layer to be told that the group size is the actual group size
plus one. All reliable services have the following attributes:

— (a) reliable delivery with best effort determined by the number of retries;

— (b) assuming the layer 4 timers are set correctly, duplicate detection is provided in all cases
except when the sender or receiver just reset. In this case, the reset node shall start with
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transaction number 0. This may result in a transaction in progress between the two nodes not
to be acted upon at all, but acknowledged/responded to by the receiver;

— (c) partial ordering—ordering is preserved but a message is not delivered when delivery fails
within the specified number of retries; and,

— (d) immediate re-synchronisation—following a network partitioning, the very first message is
delivered.

— Unacknowledged-Repeated Multicast and Unicast. These services differ from the reliable
ones described above only in that no acknowledgement is expected, and that the message is
sent repeatedly until the number of repetitions is equal to the retry count. When using-this
service, the limit of 64 members in a group does not apply—the only limit on the number o¢f
members in a group addressed via this service is the number of nodes in a domain:

Groups in this International Standard are symmetric in that every member of the group:can both send
and receive.

10.3 Service interface

Tlhe service interface provided to the session and application layers hasdheform shown in Figure 15.

Send_Message( ) Rcv_Message( )
l Trans_Completed() T

T

Transport-Layer

Figure 15 — Transport interface to upper layers

Tlhe syntax and semantics of the transpeort layer interface are:

Send Message ¢(Address, APDU, priority, ServiceType, alt path) -> (TID)
Trans Compileted (TID, Result)

Rcv_Messgage (APDU)

TID, above, is@.unique identifier for the transaction.

0.4 TPDU types and formats

PBU syntax is shown in Flgure 16 the number above each field speC|f|es the field size |n bits. The

shown. Addltlonal detalls such as the bit/byte transm|SS|on order are defmed |n Annex D Tlmers and
counters used to transmit retries, count retries, and time out transaction IDs, are described in B.4.11.
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ACKD(0) APDU
UnACKD RPT(1) [ APDU
0

ACK(2) Null Field

8 ,—> 24/32/40/48/56/64

A EMINDER Leneth—M_List |
| = ]
8 ,_V 0/8/16

REM/MSG(5) [Length [ M List [ APDU

|

|

|

|

|

|

1 3 4 :
| Auth | TPDUtype |TransNo | |
|

|

|

|

|

|

|

|

Figure 16 — TPDU types and formats

he Acknowledged Message (ACKD) TPDU (see Figure 34) is used for-the first transmission of
nessage. It is used with addressing formats #1, #2a, and to a limited extent #3. Unlike th
nacknowledged message TPDU, it must be acknowledged by dll addressed recipients, thus th
ansport layer provides the number of acknowledgements expectéd to the link layer for encoding int
ne link layer header. This TPDU is used for acknowledged initial TPDUs (both unicast and multicast
s well as unicast reminders. Multicast reminders are covered below. Refer to Figure 36 or Figure 3
b review the addressing formats.

[O O RN OREY)

~

=+ Q) e — 5
=

he Unacknowledged-repeated Message (UnACKD. RPT) TPDU is identical to its acknowledged
ounterpart with one exception: on its reception,sho acknowledgements are returned to the sendey.
his TPDU is used with no modifications for the’ unacknowledged-repeated service. For this type of
nessage the transport layer provides a backlog increment equal to the number of retries on the first
nessage and a backlog increment of zero“on all subsequent transmissions within the transaction.
imple unacknowledged messages are,"only sent once, have no TPDU header, and thus have np
uplicate detection.

O o I 40 -

=

he Message-Reminder (REMIMSG) TPDU facilitates selective soliciting of acknowledgements fq
hulticast transactions. REM/MSG type 5 is used when the highest numbered group member fro
hich the sender has received an acknowledgement is < 16; this TPDU contains both the member ligt
M_List []), that is an afray of bits, and the APDU. The Length field specifies (in bytes) the size of th
_List field. A value of 0 in the bit field M_List [X] indicates that member X’s acknowledgement hgs
ot been received.by the sender, whereas a value of 1 indicates that the acknowledgement has bee
received. Bit locations within a byte are assigned right to left with bit number zero on the right. Wh
ength = 0, the M_List[] field is absent and the meaning is “all members should acknowledge." Th
acklog increment for this message is the number of acknowledgements that have not yet be
received:

- s 0 -

ype 4 is a plain reminder, without an APDU (see Figure 16). It is used in cases where the highest
numbered member that has acknowledged the message is > 16. Acknowledgements are solicited
using the TPDU pair (REMINDER, ACKD) and this pair is logically equivalent to a single type 5
REM/MSG TPDU used when the members needing to acknowledge may be encoded within the type 5
format. (This separate solution is provided for large groups because of the need to limit maximum
TPDU size.) This message always has a backlog increment of zero. The ACKD message that
immediately follows its transmission has its backlog increment set to the number of
acknowledgements that are yet to be received.

The Acknowledgement (ACK) TPDU is null. It uses addressing format #2a (unicast acknowledgement)
or #2b (group acknowledgement). The Trans_No field conveys the transaction being acknowledged.
Acknowledgements always inherit the priority and alt_path attributes of the original message.
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Any TPDU that requires an acknowledgement can be flagged as an authenticated packet by setting

the Auth bit to “1’.

Codes 3, 6, and 7 are reserved. Packets with these codes are discarded.

10.5 Protocol diagram

The diagram in Figure 17 augments—but doesn’t replace—the protocol description in 10.7 and 10.8.

Send_Message()

Trans_CompIeteV

sender

\

Xmit_Timer expiry

Xmit_Timer expiry

network

|_msg
—

—
—

Reminder
[~

and the ACK TPDUs

10.6_Transport protocot state variables

receiver

Rcv_Messages( )

Higure 17:== Transport protocol diagram for multicast message with a loss of both the messag

[

The transport protocol consists of two independent functions—Send and Receive. To support the send
function, the transport layer keeps one Transmit record per transaction in progress. A shared pool of
Receive records facilitates message reception. The Transmit and Receive data structures are
described in A.8 and A.9.

10.7 Send algorithm

The simplified transmit FSM is shown in Figure 18, with full details in the algorithm in A.9. The
algorithm resets the re-transmission timer, Xmit_Timer, whenever an acknowledgement or challenge
is received, as opposed to once per Expiration period. The alternate path bit is set in the packet on the
last two attempts by this layer notifying the lower layers of the alternate path attribute for each attempt.


https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -36 -

(TimeOut and Retries_Left=0 Xmit Timeout and (Retries_Left>0)
or (Last ACK Rcvd): Send MSG/REM TPDU
Trans_Completed()

Coe D2
4>

Send_Msg( ) Request:
Send MSG TPDU

ACK TPDU: Reset Xmit Timer

Figure 18 — Transport protocol—Send FSM

0.8 Receive algorithm

essage reception uses the timer-based mechanism. Figure 19 shows the receive FSM for a sing|
transaction, while the algorithm in A.9 specifies full details.

[¢]

MSG or MSG/REM TPDU: REM or MSG/REM TPDU
Send ACK TPDU Send ACK. TRBU
uMSG TPDU: nil

- delivered
S

Rcv_Timer expires: nil
uMSG TPDU: nil

Figure 19 — Transport protocol—Receive FSM
10.9 Receive transaction record pool size and configuration engineering

10.9.1 General

(ds)

pace for the Receive(Transaction Record (RTR) pool defined in 9.5 and A.9, may be fixed for g
plementation, or may be allocated at the time the application program is linked with the protoco
de. The size of-the RTR pool limits the number of concurrent receive operations on a nod
(Tconcurrent” meéans concurrent within the context of Rcv_Timer) and should be engineered accordin
tp the number‘of concurrent transactions expected within the receive timer interval. If an attempt
ade to dllocate a receive transaction record and none are available, the receive transaction fy
atisticis-incremented (see 13.8.2).

>

n Q O

10:9.2 Number of retries

The number of retries should be large enough to ensure that message delivery is successfully
completed with acceptable probability, e.g., >99 %. However, the upper bound of the number of
retries in this International Standard is 15.

If the delivery failure probability of a single attempt is p, then the probability that message delivery
within a group of n succeeds in < k attempts is shown in the following formulae. (It is assumed that the
single attempt probability p is the same for all destinations.)
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n

P {noretry} = (1-p)
k

. » _ 1
P {<k retries} = 2 (k-ii-1 ) pl (1_p)(k i+1) _p(k_|+1) ) (n=1)
i=0

= -

o 35 T

o)

1

bquired number of retries for, say 99,5 % probability of success, can be read off the grapth:

(13)
k>0,n>2
NOTE For a single channel p = (1/2w + pg), where w is the size of the MAC layer randomising window,and
pk is the probability of packet loss because of a transmission error.

[0

he above probabilities are graphed in Figure 20. Given a group size and the error probability p, th
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Figure 20 — Probability of transaction completion in k Retries

ragmatic censiderations should be respected in any real system design. For example, there is n
eed for allarge number of retries with transactions that are repeated periodically. Additionally, whe|
ne acknowledgements to a multicast message would take up a significant percentage of th
andwidth of the channel, it is more likely that a message will be properly delivered using th
Inacknowledged-repeated” service rather than the acknowledged multicast service. In practice, it

»n D D 5 O

0.9.3 Transport layer timers

There are three timers used by the transport layer protocol. They are the:

—  Xmit_Timer the layer 4 retransmission timer
— Repeat_Interval_Timer  the UNACKD_RPT interval timer

— Rcv_Timer the receive record timer (see A.9 and 10.9)

These timers are active for every transaction. On the sender’s side, either the Repeat_Interval_Timer

(o]

r the Xmit_Timer is active, while on the receive side, the Rcv_Timer is active. Xmit_Timer is reset on
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every ACK TPDU or Authentication challenge reception, while Rcv_Timer is reset whenever a MSG or
MSG/REM TPDU that has a new transaction number is received for this destination. The
Repeat_Interval_Timer determines the interval between the UNACKD_RPT packets sent by the

S

ender. The recommended methodology for calculating the timer values is shown in Figure 21. These

recommendations are for unicast transactions across a single channel. For multi-channel networks,
the calculation depends upon the speed of the router and the number of buffers. Multicast transactions
need somewhat longer receive transaction values since multicast transactions take longer to complete
even when there are no retries needed. Since buffering and clock rates are adjustable, the system

Qignnr must make some measurements to set the timers and rnfry counts r‘nrrnr‘fly within each no

Re
X

Rc
wh
“3
m
fol
(a
ta

fry Count=21t0 5 (see 10.9.2 and Figure 20

it Timer > 3 * packet cycle time + margin (margin = best ."case
completion time)

V_Timer > Xmit_Timer * (Retry_Count + 2)

ere:

* packet cycle time” assumes that the average station on the channel

ust wait two packet cycles of delay to access the network. Then,
lowing network access, the transmission time of the average packet
Iso the packet cycle time) is added to the timer value. Finally, the time it
kes the receiver to process the packet and send the acknowledgement
added. This is a function of the clock speeds of the associated nodes.

tx

< >

_—

Q —

Figure 21 — Methodology for calculating timer values

[oN

I messages using the Unique_Node_ID use an 8-second receive timer, regardless of the configure
alue of the non-group receive timer. All non-group messages use the non-group receive timer.

1 Session layer

1.1 Assumptions

he session layer makes no assumptions apart from relying on the transaction control sublayer fq
porrect SPDU sequencing andduplicate detection.

=

1.2 Service Provided

he session layer provides a single service:

— Request-Response. This service facilitates application communication similar to a remote
pregcedure call. In particular, it allows a client to make a request to a remote server and
receive a response to this request.

£\ Non-idempotent transactions are to be executed “at most once” (i.e., exactly once or not at
all). Non-idempotent transactions are those where the action depends on a prior state, su;w

as "open the valve an additional T0 %.” The protocol considers a transaction o be non-
idempotent if and only if its response length is < 1 byte.

— Requests with response length > 1 byte are considered idempotent; such requests may be
executed “several times” (i.e., zero or more times). ldempotent transactions are those where
the action may be repeated any number of times, and the effect is the same. An example of
an idempotent command is “read the first 10 table values”.

— The distinction between idempotent and non-idempotent transactions is based upon the size
of the response, in order to limit the amount of storage required for transaction records within
a node. If a transaction has a response length > 1 byte but may not be executed more than
once, it is the responsibility of the application to save the response and send it again. The
session layer facilitates this in that notification that the request is a duplicate is provided to
the application layer by the session layer.
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— A request-response transaction fails unless the server response is generated within the limit
imposed by the Request-Response timers and re-transmissions (see 10.8).

11.3 Service interface

The service interface to the application layer has the form shown in Figure 22.

Ctientinterface Server Interface
Send_Request Trans_Completed( ) Rcv_Request()  Send_Response()

l PartiaI_Tresponse( ) T T l

Session Layer

Figure 22 — Session layer interface to application layer

The syntax of the service interface primitives is given below.{TID is a unique identifier for the
transaction. See A.7 for implementation details. Duplicate is@ Boolean that, when true, indicates that
the client is retrying a previously executed request. Result'is a Boolean; true and false denotes
S

uccess and failure respectively.

Send_Request (Address, APDU, priority) -> (TID) {client}
Partial_Response (TID, APDU, priority)

Trans_Completed (TID, Result)

Rcv_Request (TID, APDU, duplicate, priority) {server}
Send_Response (TID, APDU, priority)
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11.4 Internal structure of the session layer

The session layer is internally structured as shown in Figure 23.
to/from Application Layer
A

to/from Apﬁllcatlon Layer Session Layer
Initiate
R-R Prot:)::ol Challenge Reply R-R Protocol
(Server Part) < (Client Part)
A
Process
Reply
Transport Layer
v ¥ \ 4
Authentication
Server
v v
to/from Network Layer

to/from Network Layer

Figure 23 — Session layer—internal structuring

(O]

he Request-Response protocol accesses the Authentication server via the following three cal
Jetails in 11.11). The transport layer also accesses the Authentication server with the same thre

Q= —

alls.
Initiate_Challenge(RR,PDU) -> (null) { challenger }

Reply(XR, PDU)-> (null) { challengee }

Process_Request(RR,PDU)-> (pass/fail); { challenger}
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11.5 SPDU types and formats

SPDU formats are shown in Figure 24, where the number above each field specifies the field width in
bits. The symbolic values shown in the picture are mapped onto numeric ranges (0, 1, 2, 3, ...) in the
order shown.

I~ 8 7
: REQUEST(0) APDU :
T 3 T
| |
SPDU ! RESPONSE(2) APDU :
1 3 4 | 8 ¥ 24/32/40/48/56/64 |
' [Length] MLi | '
[ Auth | SPDUtype | Trans_No | REMINDER() engt ist i
8 > 0/8/16
| |
| |
| REMMSG(5)  [Length [  MLIST [WAPDU |
| |
Authentication PDU
1 3 4 L o
64 8

| FMT |AuthPDUtype |Trans_No

64 8
REPLY(2) [CryptoBytes | Group |

A

[
|
| CHALLENGEfa)) [ RandomBytes [ Group |
|
|
|

|
|
|
|
|
| same as AddrFmt | |
— 1

Present only if
FMT=1

Figure 24 < SPDU types and formats

he Request-Response protocol uses’three basic PDU types: Request (REQUEST), Respons|
RESPONSE), and combined Request-Reminder (REM/MSG). The syntax (packet layout) an
emantics (packet processing) of these three basic SPDU types correspond closely to that of ACKL
CK, and REM/MSG TPDUs. Note that although the session layer makes use of the transport layg
batures internally, no transpert layer encoding exists separately in a packet with an SPDU. That is,
acket may have either.a, TPDU or an SPDU.

=S < O O

T = > —
)

he Request (REQUEST) SPDU is used with the first transmission of the request. It employ
ddressing formats #1, #2a, and to a limited extent #3 and #0 (see Figure 34). Address format #0
sed by a spécial network management command to broadcast a request searching for any node
nat have pet(been configured. Address format #3 is then used to configure those nodes that respon
b this special network management command. The session layer provides a backlog increment to th
bwer [ayers equal to the number of responses expected.

OO nm n n

ol ~all = el VI |

B—~e6gHeSt=-—~HHA ae 3 S a6 S g—Oo+—+e8SpPohRsSes- =35
type 5 is used in groups where the highest member number needing to acknowledge is < 16; this
SPDU contains both the member list (M_List []), that is an array of bits, and the APDU (i.e., the
request itself). The Length field specifies (in bytes) the size of the M_List field. A value of 0 in
M_List [X] indicates that member X's response has not been received by the requester, whereas a
value of 1indicates that the response has been received. Bit locations are assigned right to left within
each byte with bit 0 being the rightmost bit in the byte. The backlog increment encoded with the
REM/MSG is equal to the number of remaining responses outstanding.

Type 4 is a plain reminder, without a request (see Figure 24). It is used where the highest member
number needing to acknowledge the reminder is > 16; in this case, responses are solicited using the
SPDU pair (REMINDER-type 4, REQUEST-type 0) and this pair is logically equivalent to a single type
4 REM/MSG SPDU used in small groups. (A separate solution is provided for large groups because of
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the need to limit maximum SPDU size.) Finally, when Length = 0 the M_List[] field is absent and the
meaning is “all members should acknowledge." The backlog increment for the REMAINDER — type 4
message is always zero, while the REQUEST that immediately follows it contains the backlog

increment for the number of responses that are still outstanding.

The Response (RESPONSE) SPDU uses addressing format #2a (unicast acknowledgement) or #2b
(group acknowledgement). The Trans_No field conveys the transaction being acknowledged. The

=2

alue as in the address format field of the NPDU header in the messagé-being challenged. The clie
nen computes a transformation based upon the server's challenge; the original APDU sent by th
ient, and the client’s authentication key. The result of this transformation is sent to the server usin
ne “reply” AuthPDU. The FMT field in the reply shall be set to the same value as the FMT field in th
orresponding challenge AuthPDU. When the server receives)the reply, its contents are compared #
ne transformation computed by the server. If they match, the transaction is authenticated. In all case
ne SPDU/TPDU is passed to the application layer for processing along with notification as to whethsd
ne authentication failed or succeeded. Note that if the, application layer on the server node has n
bquirement for authentication of the particular transagtion, it may choose to honour the request even
ne authentication failed. If the application layer chooses not to honour the request, it simply discard
ne APDU without further processing.

e = I = = = o W= e M= d i . I~
<

oy

1.6 Protocol timing diagrams

he protocol timing diagrams in Figure 25 and Figure 26 are intended to provide an intuitive feeling fq
ne session layer protocols and to augment (but not to replace) the protocol specification in 11.
b 11.13. Note again that fer~needed acknowledgements from group member numbers < 16, th
EM/MSG SPDU is used and-is functionally equivalent to the (REMINDER, REQUEST) pair.

oo =

Iength of the APDU |mpI|C|tIy defmes the type of transactlon if the response can be stored in a single

=0 5 n O 0DbaQ

[

N =
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client network
Send_Request() T —
Reminder
— - —
Xmit_Timer expiry —~ -
L i
request  ~ __ -l Rov_Request()
/A/
—
. — - Send(Response( )
— - —
Xmit_Timer expiry Remind T —
\emm er ~
Partial_Response( ) T~ \)
request i
-«
/ response

Trans_Completed( )

Figure 25 —Non-ldempotent request with multiple SPDU losses
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client network server
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~
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y -~
7 T
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— Rev_Request( )
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. onsé__ — — if(idempotent and
Partial_Response( ) /‘es/p — C(SPDU) matches)
ot reprocess request else

? send stored response

Frarms—Compteted()

Figure 26 — Secure idempotent request with multiple SPDU losses

11.7 Request-response state variables

Like the Transport protocol, the Request-Response protocol maintains one Transmit record per
transaction in progress, and a shared pool of Receive records facilitates message reception. As shown
in A.9, these records differ in minor details from those used by the Transport protocol.
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11.8 Request-response protocol — client part

)

A simplified FSM for the client part of the Request-Response protocol is shown in Figure 27. The

detailed specification is in A.9.

Timeout and Retries_Left = 0) Xmit Timeout and (Retries_Left > 0):
or (Last Response Rcvd):

>

Send_Request( )

Response SPDU:
Reset Xmit_Timer;

Figure 27 — Request-response protocol—client FSM

_—

1.9 Request-response protocol — server part
A simplified FSM for the server part of the Request-Response protocol is shown in Figure 28, with th
fi

UIl description in A.9. The protocol treats all transactions with’ résponse size > 1 byte as idempoten
implying that it may execute them more than once. Transagtions with response size of only 1 byte ar

nlever executed more than once.

Rcv_Timer New Application
Expiry Request Response Response
=1 byte
Reminder

delivered

Response
> 1 byte

ticating

[0

[©]

Figure 28 — Request-response protocol—simplified server FSM

11.10 Request-response protocol timers

The two timers - Xmit_Timer and Rcv_timer - used by the Request-Response protocol follow the
function and the form of Transport timers. The recommended values are identical to those for the
transport layer as defined in 10.9.3, with the exception that if the request takes a significant amount of
processing time on the server (relative to the transaction time), that time should be included in the

calculations.
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11.11 Authentication protocol

The Authentication server is implemented in the transport layer. It is accessible by the session layer as
well as the transport layer. It is discussed in this subclause to include explanations of the additional
interactions needed for the session layer. It relies on the duplicate detection mechanism in the
transaction control sublayer, and no other transport layer services. Authentication allows a server to
verify the identity of the requester. Use of this service is generally controlled by network management
commands that specify the messages/network variable exchanges to be authenticated. Only

onoured only when the node is in the configured or hard offline states. A checksum error over*the
ode’s network configuration memory shall cause the node to go to the unconfigured state.

he Authentication protocol has two asymmetric parts: the challenger and the challengee. Th
quthentication process is initiated by the challenger by generating a random number X; next, th
dhallengee responds with Y = E(X, msg), an encryption of X and the original message using a privaf
gy; and finally the challenger compares Y with its own version of E(X, msg),(@nd makes a pass/fa
decision based on the outcome of the comparison. The Authentication algerithm described in A.
defines both the challenger and the challengee functions. All the server calls,are synchronous.

O =0 & O

1.12 Encryption algorithm

he encryption algorithm, described in detail in A.9 facilitates)one way encoding rather than real
ancryption. It uses a 48-bit encryption key, K, a variable lengthl APDU, A[len], and a 64-bit input string,
R, to produce a 64-bit output string, Y. Desirable properties of the random number R are defined
im 11.14. Any 48-bit number is a valid encryption key.

11.13 Retries and the role of the checksum. function

—]

he checksum function, defined in A.12, is used for validating APDUs in client retries. The client shq|
btry if any of the original message, the challenge, the reply, or the acknowledgement/response is los.
pon receiving a retry, the action taken-by the server is a function of the transaction state as follows:

el

waiting server is waiting for the authentication record. In this case,
server shall attempt to allocate the record again.

authenticating server has issued a challenge and is waiting for a reply. In case,
the server simply reissues the same challenge (with same
random number).

authenticated authentication exchange has completed, with successful
verification. If the original message was acknowledged, then
the acknowledgement is reissued and the retry is discarded. If
the original message was a request of an unknown type, then it
is assumed that the application is still composing the response,
so the retry is discarded. If the original message was a non-
idempotent request, the response is reissued and the retry is
discarded. If the original message was an idempotent request,
then the retry APDU shall either be saved, or a checksum shall
be computed over it as an alternative to save memory. The
result is compared with that saved from the original message
(actual message contents or checksum). If they do not match,
the retry is marked as not authenticated. In any case, the retry
is delivered to the application.

not authenticated authentication exchange has completed without successful
verification. The action taken is identical to that for the
“authenticated” state, except no encryption/comparison is done
for idempotent requests.
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Note that messages received on the flexible domain are not authenticated.

11.14 Random Number Generation

The random number generator used by the authentication protocol should have the following
properties:

i) R, the number generated is mathematically random and unpredictable;

i) generator does not generate predictable values after events such as power failure!(
rebooting.

=

1.15 Using Authentication

he authentication scheme must be correctly used to provide maximum security. One*problem that th
ser should be aware is the transportation of authentication keys in the open using a networ
anagement command. This problem can be overcome by using the increment authentication ke
etwork management command (see 13.7.6 and A.11) rather thanthe "network managemen
mmand that provides an absolute value for the key (see 13.7.4 and A 30)-

< X O

—

2 Presentation/application layer

2.1 Assumptions

he application layer makes no assumptions apart front relying on the transaction control sublayer fq
rrect TPDU/SPDU sequencing and duplicate detection. The provided functions of the presentation
layer are specified as a part of the APDU header; In particular, when the APDU header indicates that
the APDU is a network variable update, the~header has presentation information encoded within |it
Hecause it tells the node how to interpret the-/APDU data.

=

12.2 Service provided

—]

he presentation/application layer provides six services:

— Network Variable Propagation. This service sends messages that are interpreted by th
receiver(s) as(hetwork variable updates. A special two-byte header is used to convey th
presentationAayer information that the APDU is to be interpreted as a network variablg.
Network variables are propagated using any of the protocol services. Request/Response is
used when network variables are polled.

O O

— Network Variable Aliasing. This service allows multiple network variable inputs or outputs

be/aliased to a primary network variable. Then when the application updates a prima

network variable output, additional packets are also sent for the network variable aliases

corresponding to the pnmary When a primary mput or an allased input is updated from th
th licati

— Generic Message Passing. An application may construct an arbitrary message, addressed
using any of the addressing modes;

— Network Management Messages. These messages are described in detail in 13.7;

— Network Diagnostic Messages. These messages are typically initiated by a network
management tool to test that nodes are fully operational, and to take corrective action around
problem areas. These messages are described in detail in 13.8;

— Foreign Frame Transmission. These messages originate external to an environment of this
standard, and are destined for nodes also external to the environment. This function is
provided as a means to use this protocol as a gateway between two such external nodes, or
to tunnel other protocols through this protocol.
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12.3 Service interface

The service interface to the application program has the form shown in Figure 29.

msg_alloc_priority( )

msg_alloc( ) msg_send( )

msg_cancel( ) resp_alloc( ) resp_cancel() msg_receive( ) msg_completes( )

msg_free( ) resp_send( ) resp_free( ) A resp_receive( ) A

l

byov oy

Application Layer

= =

he service primitives at the application layer interface are described in-Table 1 below. Most of themn
bquire no parameters. Instead, they operate on the data structures, msg_out, msg_in, resp_out and
bsp_in, described in A.12.

Figure 29 — Application layer interface

Table 1 — Application layer primitives

Service interface primitive

Description

nsg_alloc ()

This Boolean primitive allocates & non-priority buffer for an outgoing message. It returns TRUE[if
a msg_out data structure has been allocated. It returns FALSE if a msg_out data structure
cannot be allocated. If it returns' FALSE, the application program can continue with other
processing if necessary rather than waiting for a free message buffer.

njsg_alloc_priority ()

This Boolean primitive allocates a priority buffer for an outgoing message. It returns TRUE if a
priority msg_out data structure has been allocated. It returns FALSE if a priority msg_out data
structure canndt be allocated. If it returns FALSE, the application program can continue with
other processing if necessary rather than waiting for a free priority message buffer.

nisg_send(msg_out)

This primitive sends a message in the msg_out data structure.

njsg_cancel()

This primitive cancels the message currently being built. It frees the associated buffer, allowing
another message to be constructed.

3

sg_free()

This primitive frees the msg_in data structure for an incoming message.

r¢sp_alloc()

—

This Boolean primitive allocates a buffer for an outgoing response. It returns TRUE if a resp_o\
data structure has been allocated. It returns FALSE if a resp_out data structure cannot be
allocated.

r¢sp_send(resp_out)

This primitive sends a response in the resp_out data structure.

resp_cancel()

This primitive cancels the response currently being built. It frees the associated resp_out data
structure, allowing another response to be constructed.

rg¢sp_free()

This primitive frees the resp_in data structure for an incoming response.

msg_receive(msg_in)

This primitive receives a message in the msg_in data structure.

resp_receive(resp_in)

This primitive receives a response in the resp_in data structure.

msg_completes()

This Boolean primitive evaluates to TRUE when an outgoing message completes (that is, either
succeeds or fails).

msg_out and msg_in can have any of the formats described in 12.4.
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12.4 APDU types and formats

The APDU consists of a header followed by the application data. The header is a single byte, that is
followed by a second byte only if the header specifies that network variable information is to follow.
The data structure for the APDU is given below:

struct message

{
byte destin tvpe;
byte datall;

}i
where data is an open ended array and destin_type is one of the following:

O0xxxxxx% generic application message (64 codes)

Ydxxxxxx a network variable message; “d” indicates direction: 1 for o@tgoing, 0
for incoming. The remaining code bits are combined with the“first data
byte to form a 14 bit network variable selector.

Ol 1xxxxx a network management message (32 codes)
O101lxxxx a diagnostic message (16 codes)
01 00xxxx foreign frame (16 codes)

[

Tlhe rest of the APDU is defined with the first byte received as leftmast and the last byte received 3
rightmost. Any 2- or 4-byte quantities stored in the APDU are stéred with the most significant byte o
t
n

—_ =

ne left. The leftmost bit in a byte is the most significant-bit) Arrays are stored with the loweg
umbered element on the left. Structure fields are also stored feft to right.

m
=h

very node compliant to this standard shall be able to receive, as a minimum, an APDU of 16 bytes (
ata, plus the destin_type.

Q.

Tlhe application protocol data unit (APDU) has e format shown in Figure 30:
APDU
8/16 0 - n (maximum ADPU length 229 bytes)
| Destin & Type | data |
11 14
Network Variable  [1[d] selector
1 = outgoing
2 = incoming
11 6
Application Lolo] Code
111 5
mant T o ]
Seeht |U||||| COUT |
1111 4
Network Diagnostic |0|1 |0|1| Code |
1111 4
Foreign Frame |o|1 |o|o| Code |

Figure 30 — APDU format

For description of the network management message codes, see 13.7; for diagnostic message codes,
see 13.8.
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12.5 Protocol diagrams

Figure 31 shows a Non-ldempotent multicast transaction with a loss of both the initial APDU and the
ACK TPDU.

sender network receiver
msg_send( )
— — \.
. REM/MSG APDU
—~ ~
~ msg, Teceiver( )
ack TPDU _ /\
«— — msg_free( )
_ REM/MSG APDU
~— — N
T
ack TPDU _ — ]
msg_completes( ) -

Figure 31 —Application protocol diagram for multicast acknowledged transaction
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sender network receiver
msg_send( )
\\msg_APDU
= —~e
REM/MSG APDU .
~ — msg_receiver( )
T - duplicate = FALSE
T —a

ack TPDU T

= resp_allog’ (")
- e
L REM/MSG APDU
T~ — msg_receiver( )

/sl duplicate = TRUE

ack TPDU . — — | resp_alloc ()

— resp_send ()

—

msg_free ()

Figure 32 — Application protocol diagram for multicast request/response transaction

I

igure 32 shows an Idempotent Multicast Request/Response transaction with a loss of both the
equest and Response:

ol

12.6 Application_protocol state variables

he address fermat data structures are listed in A.14. The msg_out, msg_in, resp_out, and resp_in
tructures‘use these address formats to direct messages to their destinations.

w_—

12.7 ‘Request - response messaging in offline state

When using the request/response mechanism either explicitly, or implicitly as with a network variable
poll, it is possible to issue a request to a node where the application program is offline, and thus
unable to respond. When this condition occurs, what happens depends on whether the response is to
a network variable poll or to any other message. If the response is to an application message, the
destin_type in the APDU shall be set to 63. When the response is to a foreign frame, the destin_type
in the APDU shall be set to 79. When the response is to a network variable poll the response shall
contain the network variable selector, but shall not have any associated data. This is also the
response received if one attempts to poll a network variable on a node that has no matching selector,
or if an authenticated poll fails.
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12.8 Network variables

12.8.1 General

Network variables are logical inputs and outputs on a node. Multiple network variables may be defined
on any node, thus network variable messaging permits the propagation of a specific data value from
one node to one or more other nodes. Network variables are implemented as a special type of
application message where the most significant bit of the APDU is set to 1. They have properties of
airectio elther Input o 00.00"‘ O propagatio PO ‘i y Nronou , d d properte ll
gommunication services (priority, acknowledged, unacknowledged, unacknowledged but repeateq,
quthenticated). Network variables may be in connections. Input network variables are updated.with f
ew value only when they receive that new value from an output network variable. Polled network
ariables are only propagated when the requestor sends a request/response message gontaining the
etwork variable selector to the node.

A network variable is propagated at the discretion of the application. For example, the network variable
ight be propagated any time the variable is written to or, alternatively, any time. it is changed. In a
gase, the application must ensure that the propagated data for a multisbyte network variable is
gonsistent within itself. A non-polled output network variable may be ‘synchronous.’ In this case {ll
alues written by the application shall be propagated onto the \h€twork. Conversely, a non-
synchronous network variable does not require that all values assigned to the network variable
Jctually get propagated onto the network. How, an application propagates non-synchronous network
ariables is implementation dependent. Network variables are ¢onfigured when they are connected far
gropagation using any of the lower layer protocol services such as priority, authentication,

gcknowledgements, etc.

A network variable connection is defined when a netwoétrk variable on a sender node is configured tp
ave selector value that matches the selector value of a network variable defined on one or morg
receiver nodes and that network variable is bound via an address table entry to the other node gr
odes. A node may have an output network variable defined on it that is connected to one of its o
imput network variables. This connection is(called a turnaround connection even if the output is alsp
sent to another receiver node across the network.

odes do not send network variable messages when they are in the offline state. The only exceptio
to this is when a network variable is polled on a node that is offline. In this case, the node responds to
the network variable poll message with the proper selector value for the network variable, but no datg
for the value of the network-vafiable.

etwork variables may-have aliases. An alias network variable inherits the length, direction and type of
the network variable)it'is aliased to (the primary). Aliased network variables always have a different

etwork variable ‘selector value, and may have a different destination address than the prima

etwork variable: This allows, in effect, multiple selector values to be associated with a single network

ariable. Multiple selector values are useful to allow network variable connections where the constraint
df a single;network variable selector would result in selector conflicts(the same selector value in use
for multiple variables on a single node).

1282 Network variable proce ing

Whenever an application program updates an output network variable, the application layer first
checks to see if there are any readers of the variable on the network. Checking for the network
variable having an associated address table entry does this. If there is such an entry, the application
layer encodes a packet containing the network variable selector and the network variable value. This
packet is then sent to the lower layers for processing. Next the application layer checks to see if the
variable has aliases. If aliases exist, then packets are formed with the alias selector values along with
the value of the primary network variable. Each of these packets is also sent to the lower layers for
processing.

When a network variable update arrives at the receiving application layer, the selector value is
compared against the selectors within the receiver node. If there is no match, the update is discarded.
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If there is a match, a second check is performed against the matching selector to see if it corresponds
to a primary network variable or an alias. If the selector corresponds to a primary network variable,
then the application layer updates the primary value. If the selector is for a network variable alias, then
the application layer updates the primary network variable’s value.

12.9 Error notification to the application program

12.9.1 General

Regardless of whether the application program is using network variables or sending messadesy |it
dlways has available to it the status of the last transaction.

12.9.2 Error notification for messages

essages have three events associated with them: completion, success, or failurenGompletion means
that the transaction has completed (either successfully or not). For acknowledged transactions,
success is defined as all acknowledgements having been received. For request/fesponse transactions
success is defined as a response having been received from all of the intended recipients. In this case
iffis up to the application to check the response code to see that the intended node was not offline. For

nacknowledged transactions, the transaction succeeds when the tranSaction completes (when the

essage is sent). For unacknowledged-repeated transactions (the transaction completes and
succeeds when the message has been sent the requested number of times.

his International Standard does not define any failure<events for unacknowledged transactiong

owever, specific implementations may post failure evénis for unacknowledged transactions due f{
imternal errors that may occur during the transmission of a message. Acknowledged transaction
grovide failure notification to the application when the ‘expected number of acknowledgements is nq
received. Request-response transactions fail when:one or more of the responses are not received.

- O O 7

12.9.3 Error notification for network variables

or network variables, the completion €vent is posted when the transaction completes. This is identical
b messages. Again, as with messages, unacknowledged updates can post failure events due to errgr

ore expected acknowledgements not being received. Network variables always use the reques}

odes have returned all-of the values. A failure event is posted to the application when either:

=

i) allof,the responding targets did not have valid data (no matching network variable g
offtine), or

i)~ one or more of the expected responses did not arrive. Note that for aliases, rule (i
applies to the responses for the primary and aliases collectively.

~

variable on the same node and is also in a connection with one or more network variables on other
nodes will post a failure event to the application if all of the other nodes return offline responses to the
poll. This is true even if the node with the turnaround connection responds successfully to its own poll.

13 Network management & diagnostics

13.1 Assumptions

Network Management and Network Diagnostic (NM/ND) services are application level procedures that
use the session layer. This means that network management and diagnosis is only possible when the
session layer (and all the underlying layers) are functioning properly.
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With a few exceptions, all NM/ND commands either examine or modify contents of memory locations
in one fashion or another. A portion of the various data elements that reside in non-volatile memory,
such as address assignment, are supported with their own NM/ND commands for reporting and
updating, allowing a more controlled execution of these operations within the protocol processor.
Other areas can be read or written using special addressing modes of the read and write memory
commands. Thus, users of move and change types of commands need not concern themselves with
the physical layout of the non-volatiie memory. Those needing to download applications must

understand the physical layout of non-volatile memory (although even this information can be wholly
cantained within a download filn)

3.2 Services provided

he Network Management and Diagnostics services provide the following capabilities:

— Address Assignment: the assignment of all address componentsy-(except th
Unique_Node_ID);

[©]

— Node Query: the querying of node status and essential statistics;

— Router table maintenance.

ith a few minor exceptions, network management operations are implemented as remote procedur
sing the underlying request-response service provided by the session layer. See 11.5.

[¢]

3.3 Network management and diagnostics application structure

etwork Management is a distributed application with, multiple clients and multiple servers. Servd
functions must be supported on all nodes, whereas client functions need only be supported on node
sed as network management devices.

[t

3.4 Node states

[©]

node can be in one of four states. These states are maintained in non-volatile memory and have th
lues listed in parenthesis after the)state name. These states are reported in the response to th
uery Status network diagnostic.command. The numbers in parentheses are enumerated values (¢
ode_state (see 13.8.2).

= O

pplicationless: (3) no application yet loaded, application in process of being loaded, or applicatio
eemed bad due to application checksum error. No application runs in this state. The Node Statu
Ihdicator!) (a diagnosti¢ aid optionally available in nodes based on this International Standard) is o
ntinuously.

> 0 3

nconfigured><(2) application loaded but network configuration memory is either not loaded, being
reloaded;.or deemed bad due to a network configuration memory checksum error. A specific
plementation of this standard may allow a program to make the node go to the unconfigured StatE

he/program determines if an application runs in this state. The Node Status Indicator flashes at
ne-second rate. [An application-initiated transition to the unconfigured state shall clear th
authentication keys.]

Hard-offline: (6) application loaded but not running. The network configuration memory is considered
valid in this state; the network management authentication bit is honoured. The Node Status Indicator
is off.

Configured: (4) normal node state. The application is running and the network configuration memory is
considered valid. This is the only state in which messages for the application layer are received. In all
other states, they are discarded. The Node Status Indicator is off. The configured state has an

1) (INFORMATIVE) The standard colour for the Node Status Indicator is yellow.
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additional modifier that is the online/offline condition. This condition is not necessarily maintained in
non-volatile memory. The states and online/offline condition are controlled via different mechanisms.
However, they are reported together in the status command.

Note that there is a subtle distinction between being in the configured or unconfigured states and a
node being referred to as either configured or unconfigured. A node in the configured or unconfigured
state is as described above. However, a node is referred to as configured if it is in either the hard-
ofﬂ/ne state or the conf/gured state (havrng val|d network conflguratlon memory contents in elther

(o valid network conflguratlon memory contents in e|ther case) The network managemet
duthentication bit is honoured only when the node is in the configured state or the hard-offline state:

3.5 Using the network management services

13.5.1 General

ost Network Management PDUs (NMPDUs) are conveyed within session.layer requests and/q
responses. By default, an NMPDU inherits either the request or the response attribute of th
gnveloping SPDU. However, some requests, are conveyed within TRPDUs rather than SPDUJ
(ommands that use TPDUs are so noted. Some commands, such as\Query_ID() may be sent usin
hroadcast addressing and request/response service. Such a command will succeed when at least on
response is returned from the network.

P 77D S

hen configured to do so, most NM/ND transactions must be authenticated in order to take effect.
Authentication is not possible for messages that are addressed using Unique_Node ID addressing
here the server is not in the same domain as the one"that the client used to initiate the reques}.
Gdommands that do not require authentication to be executed are so noted.

I{ a node does not understand a particular -network management request, it shall return a failed
response. See 13.7 for encoding of network management responses.

13.5.2 Addressing considerations

he transmit transaction timer value of the client node must be extended to handle the lengthy delays
imvolved with any command _that alters non-volatile memory. When Unique_Node_|D addressing is
sed, the server node automatically extends the non-group receive transaction timer to about 8
seconds. This allows this ‘timer to be tuned for normal application traffic without concern for lengthy
etwork management.transactions.

he recommended-addressing mode for initially using these commands on a node is Unique_Node |
(Once the node has been assigned an adequate non-group receive timer value (for duplicate detectior
gnd a domaih;subnet, and node field then subnet/node addressing is recommended.

niqgue~Node_ID addressed messages are received regardless of the domain in which they are sent.

nconfigured nodes shall also accept any subnet or domain wide broadcast regardless of the domain.
Ip_both of these cases, acknowledgements and responses are returned on the domain in which th
message was received with a source subnet/node pair of 0/0. Messages received in a domain in which
the node is not a member (either because the node is unconfigured or not in the domain) are termed
as being received on the Flexible domain. Some commands are not permitted under these
circumstances and are noted in the descriptions of the network management commands starting
at13.7.2.

A significant advantage of using Unique_Node_ID addressing for network management commands is
that if a node accidentally becomes unconfigured (e.g., due to a checksum error resulting from a
power failure while changing the network configuration memory), the network management tool does
not lose its ability to communicate with the node.


https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) - 56 -

13.5.3 Making network configuration changes

The paradigm for making network configuration changes within a node is as follows:

1)

Alter the node state or condition (optional);

—

=

2) Perform the change or changes;

33— pdate-the-configurationchecksurm{ontyreeessanfretdene-in-step2):

4) Return to step 2 if more needs to be done;

5) Restore the node state or condition if changed in step 1;

6) Reset the node if communication parameter changes were made and it is.desired that the

3.5.4 Downloading an Application Program

he paradigm for downloading applications is as follows:

t this point, the network configuration memory can be loaded. Note that when loading an applicatio
bllowed by loading of the network configuration memory, a node comes up in the offline condition.

3.5.5 Error handling conditions (informative)

here are several classes of errors to consider:

take effect.

Take the node offline;

Alter the node state to applicationless;

Send messages to the node that load the application into the node’s memory;
Reset the node;

Compute the application checksum.

Enter the unconfigured state.

Transaction Failures: If a transaction fails (i.e., the desired acknowledgement or response
not \received), it is best to attempt to get to a known state rather than simply retry th

trapnsaction. If network management authentication is turned on, returning to a known star
t

should include attempting authenticated transactions using different keys (e.g., the curre
key, the previous key, etc.) until success is achieved.

>

e

Node Resets or Power Cycles: if a node resets while a network management command is i

n

progress, the reset will likely manifest itself as either a communication problem or a
transaction failure. When non-volatile memory writes are involved, depending on the

implementing technology, the location being modified at the time of the reset may becom
corrupted.

e

A reset during a memory refresh command could result in the corruption of the network

configuration memory or application program. Either could be catastrophic depending on th

e

scope of knowledge in the network management tool. An option here is to put early power
down detection on the network management tool and only issue refresh commands (with no

retries) when the power appears stable (assuming the client and server share a commo
power source).

n
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Read/Write Protect Violations: if a node is read/write protected, attempts to write to the
application code area are denied. The client can verify that a write memory attempt failed for
this reason by reading the read_write_protect field of the read_only_data structure.

Other adverse effects, such as address table and domain changes, need to be carefully handled and
understood by the client. A request can produce a response in a new domain, for example.

Every network node maintains two checksums, one over the network configuration memory and one

Q a¥a) aVa on-memonr olowina-tha omplefion-o a a) ne-na a aare aVal aVaaTaaE-TaTa [y

uration checksum is calculated and updated.
his adds time to the execution of these commands, and the client should take this into ascount
efore sending the next message to the target node. This delay should always take into account the
on-volatile memory write time multiplied by the number of bytes altered. The delay per byteean be as
ng as 20 ms. Therefore an update address command should have a transmit transagtion timeout ¢f
least (20 ® 5 + 30) ms, or 130 ms.

L&

Gommands that automatically update checksums are noted.

n implementation may choose to validate the parameters to a given network management commandg.
ot all senders of network management commands actually send commands of the exact length. Th
nakes validation based upon the length of the command more ‘difficult. Senders of network
hanagement commands shall not exceed the lengths tabulated below.

023 Z >
[72)

he response to an invalid NM/ND command should be a(failed response. Length validations a
ased on the chart below. Note that if there is more than one . number listed for a given command, th

parameter set that is valid for a smaller size must alse’be accepted if padded to the larger siz
scape commands are issued by setting a parameter to the command to OxFF. The escap
ommands and rules are noted in this clause and in*the data structures in Annex A.

QMo o —
[N
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Command Code(hex) Data Size
Query Status 51 0
Proxy Agent 52 12 (Unique Node ID addressing)
Proxy Agent 52 6 (All other address formats)
Proxy Target 52 1
Clear Status 53 0
eport Transceiver Sts 54 0
uery ID 61 1
uery ID (conditional) 61 5+n (n=number of conditional bytes)
espond To Query 62 1
Join Domain 63 16
eave Domain 64 1
ecurity 65 7
odify Address 66 5 (turnaround only)
6 (non-turnaround’ only)
Report Address 67 1
Report NV 68 1 (non-escaped only)
3 (escaped only)
Update Address 69 5
Query Domain 6a 1
Nlodify NV 6b 4 (regular update)
5 (alias update)
5 (null alias update, primary==0xff)
6 (escaped regular)
7 (escaped alias)
9 (double escaped alias)
Node Mode 6¢ 1 (not for state change)
2 (for state change)
Read Memory 6d 4
Write Memory 6e 5+n, 16 (n=number of bytes to write)
Ghecksum Recalculate 6f 1
Install 70 0 (basic application wink)
Install 70 1 (For multiple protocol stacks/node)
Install 70 9 (definition of network variables)
Install 70 5 (removal of network variables(nv))
Install 70 7 (query nv self documentation(sd) text)
Install 70 4 (all other query nv commands)
Install 70 5 (query node information)
Install 70 20 (update nv name)
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Command Code(hex) Data Size
Install 70 7+N (update nv self documentation text)
Install 70 7 (update network variable rate estimate)
Install 70 5 (update network variable SNVT index)
Install 70 5 (NM_GET_CAPABILITY_INFO)
Install 70 4+N (NM_SET_NV where N is the NV size)
Install 70 4 (NM_NODE::NM_INITIALIZE)
Install 70 7 (NM_DOMAIN::NM_INITIALIZE)
Install 70 20 (NM_DOMAIN:: CREATE / UPDATE)
Install 70 5 (NM_DOMAIN::NM_ENUMERATE reqgest)
Install 70 18 (NM_DOMAIN::NM_ENUMERATE resp)
Install 70 12 (NM_DOMAIN::NM_SET_AUTH)
Install 70 7 (NM_ADDRESS::NM~INITIALIZE)
Install 70 12 (NM_ADDRESS:*CREATE/ NM_UPDATE)
Install 70 5 (NM_ADDRESS::NM_ENUMERATE)
Install 70 10 (NM_ADDRESS::NM_ENUMERATE resp)
Install 70 7 (NM_NV_CONFIG::NM_INITIALIZE)
Install 70 7 (NM:> NV_CONFIG::CREATE/ UPDATE)
Install 70 5 (NM_NV_CONFIG::NM_ENUMERATE)
Install 70 10 (NM_ENUMERATE resp)
Install 70 7 (NM_ALIAS_CONFIG::NM_INITIALIZE)
Install 70 14 (NM_ALIAS_CONFIG::CREATE/UPDATE)
Install 70 5 (NM_ALIAS_CONFIG::NM_ENUMERATE)
Install 70 12 (NM_ALIAS_CONFIG::NM_ENUMERATE resp
Nlemory Refresh “ 4
Query Sl Data 72 3
NV Fetch 73 1 (non-escaped only)

3 (escaped only)
13.6< Using router network management commands

The roufer shall follow the normal protocol processor staies’ and must be In ihe
Application/Configured state in order to operate fully as a router.

All of the commands that affect the routing tables affect only a single router half. The NM Node Mode
command for OFFLINE, ONLINE, and RESTART shall automatically affect BOTH router halves.

For a router, ONLINE means that the router shall operate normally as described. OFFLINE means that
the router performs no forwarding; all packets not addressed to the router that appear in the packet
buffer circular lists are dropped. Other than the dropping of these packets, an OFFLINE router
continues to perform normally.

A router shall ignore a certain group of Network Management commands. These commands are the
broadcast Node Mode commands. This group of commands are ignored to prevent a broadcast
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RESTART or OFFLINE command from stopping the router and preventing the same broadcast

command from reaching destinations on the other side of the router. Routers therefore must b

e

RESTARTed or taken OFFLINE individually when desired. To support this, it must be possible to

initiate a unique Manual Service Request for the router.
13.7 NMPDU formats and types

13.7.1 General

his subclause lists Network Management APDU (NMPDUSs), using a notation similar to C structun
efinitions. The bit and byte ordering rules defined in Annex D apply, with the most significant-bit ¢
ach byte being transmitted first; the first byte of a record is considered the least significant byte ¢
nat record. In the value section of the descriptions, the value corresponds to a commandxyumber or
bsponse code for that message.

S 0O QO —

$ always (binary):
011XXXXX
The <xxxxx> field contains the command code.

esponses that have been generated by the execution of these NM commands are directed to th
pplication, as specified by the first byte of the APDU:

-l

00pxxxXX

—

he <p> field is set to one if the operation succeeded, or zero if it failed. Failures are usually due t
bnge errors (table boundaries) or non-volatile ‘memory write failures. The <xxxxx> field echoes th
riginal NM command code.

(o Mibe]

—]

he first byte of all ND message APDUs contains the Destination/Type data of:
0101xxxx
Tlhe <xxxx> field contains the command code.

ND responses have the following format, where <p> is the same as in NM responses and <xxxx
mirrors the original command:

00p1xxxx

Tlhe implications of this are that all NM/ND requests are delivered to the NM/ND layer, while all NM/N
responses are delivered to the application layer. It is assumed that the responses are to be processe

Tihe first byte of all NMPDUSs contains the Destination/Type data that, for NM requests and commands

Py

D O

[eNp )

e1tthe application layer.

In this International Standard, only the command field value is described. The <p> field and th
destination code are not included but are assumed to be in place.

Single byte responses are provided for NM operations that are considered non-idempotent.

NOTE 13.7 uses “byte” for 8-bit items and “uint16” for 16-bit items.

13.7.2 Query ID

Query_ID() requests a node, or a set of nodes, to report its Unique_Node_ID to the requeste
Typically this request is addressed on a single domain as a subnet-wide broadcast, implying that th

e

r.
e
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client has knowledge of at least the domain and may be taking orderly probes at subnet addresses in
order to interrogate a set of nodes. The data structures used are described in A.15.

To query unconfigured nodes, the selector value within the Query_ID_Request record is set to ‘0’. In
order to query nodes whose “respond to query” bit is set (see following command), the selector value
is “1’. To query nodes that are unconfigured and whose “respond to query” bit is set, the selector value
is “2”. Either the subnet or domain wide broadcast addressing mode is typically used. This command
never requires authentication to be executed.

| supplied, the address and data fields are used as additional qualifiers. The address mode ‘@nd
gdddress field are used to form an address (see “read memory” for a description of this process);
“count” bytes (1-11) of data starting at that address are then compared with the supplied data! Only |if
they match does the Query ID proceed (as specified by the “selector”).

Hor this command only, read protect is assumed to be always on. If the address and,count fall in p
bad protected area (such as where the authentication keys are stored), no response“is returned.

—

13.7.3 Respond to query

—

his command sets or clears the “respond to query” bit in the target node(s). When set, the target shgll
bspond to Query_ID()requests that have a selector of ‘1’. It shall continue in this mode until the node
$ reset or its bit is cleared via command. This command is used for network topology interrogation.
he “on” version is usually addressed as subnet broadcast{ using the unacknowledged-repeate
ervice. The “off” version is addressed to a specific node oncedt has been interrogated. This comman
ever requires authentication to be executed. The data structures are defined in A.16.

-

b I I |

—

3.7.4 Update domain

his command updates one of the domain entrigs in the server, using the data structures in A.17. No
nat the most significant bit of the node field-must be set. Execution of this command updates th
etwork configuration memory checksum.:lf.a node can only be in a single domain, attempts to assig
omain index ‘1’ shall return an error. If:the domain to be updated is the same as the domain in whi
ne modify message was sent, and thenode is in the “configured” state, then the response shall com
ack on the new domain and thus‘shall not be received by the sender. This command may also
sed to leave a domain by setting the domain length to OxFF, setting the subnet and node addresses
b zero, and invalidating the~authentication key. Note that the side affects of resetting the node an
oing to the unconfigured(state that automatically occur when using the Leave Domain command wll
ot occur when the domain is left using this command.

QO FCc o0 3 of

ince the encryption key is propagated in the clear, this request should only be used when physical
etwork security’can be guaranteed (or security is achieved through other means).

(ds)

=

13.7.5 Leave domain

The“node must honour this command even if it still has addresses assigned within this domair.
pternally, the node’s domain length is set to OxFF, and the subnet and node addresses are set to zerp.
Also, the authentication key is cleared. The network configuration memory checksum is updated
during the execution of this command. If the domain to be left is the domain on which the request was
received and the node is configured, no response is sent. If the domain being left is the last domain in
which the node is configured, the node automatically enters the unconfigured state and resets. The
data structures used are shown in A.18.

13.7.6 Update key

This command is used for updating encryption keys, using the data structures in A.19. The domain to
be used is specified in the message. The encrypt_key bytes are added to the existing key in a
bytewise fashion (no carry). The network configuration memory checksum is updated by this
command.
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3.7.7 Update address

This command is executed by index. If the address table entry does not exist, the <p> bit in the
response shall be zero. The network configuration memory checksum is updated by this command. No
cross-checking for duplicate addresses or groups is performed.

The form of each address entry in the address table is described in A.20

1

C

o O —

1

3-7-8 Query address

his command reports an entry within the node’s address table, given an index. The data structures
sed are in A.21.

3.7.9 Query network variable configuration

>

his command reports the entry in the node’s nv_config table, by index number;the ‘entry must exist i
ne table. The data structures used are in A.22.

[oN

his command can also be used to query the node’s alias table. The same data structures are use]
br alias queries as for network variable queries (see A.22). When used“/for aliases, the index in th
ommand data structure is the alias entry index and the primary index is the index of the primaf
etwork variable corresponding to the indexed alias.

< @

3.7.10 Update group address

his command is used to update a group entry in an address table; it is typically addressed by group.
he group size, timer indices, and retry count are updated. The group member field is left unchanged.
he entry is updated based on the domain in-which the command was received because grou
ddresses are only unique within a specific domain. Therefore, this command is disallowed for th
exible domain. This command updates the" network configuration memory checksum. The da
tructures used are in Annex A.23.

his operation shall update only thefirst matched instance of the group address.

3.7.11 Query domain

his command is used te retrieve the domain information for one of the two domains in a node. If th
econd domain is requested and room for only one domain exists, the response contains th
ommand failure indieation. The data structures used are in A.24.

[ON¢)

3.7.12 Update network variable configuration

his command is used to add or modify entries to or from the node’s nv_cnfg table, by an inde
umber. There must be free space in the nv_cnfg table for the entry. The address table index may bge

X

T
n
S
T

etto 0 to 15, where 15 indicates that no address table entry is associated with the network variablg.
I ; " . e . l i = ; ot Te

with index X, a network variable selector with the value Ox3FFF-X implies that the network variable is
not in a logical connection (i.e., is not bound). The data structures used are in A.25.

This command can also be used to update the node’s alias table. The same data structures are used
for alias configuration table updates as for network variable configuration table updates (see A.25).
When used to update the alias configuration table, the index in the command data structure is the
index of the alias entry index and primary index is the index of the primary network variable
corresponding to the indexed alias.
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13.7.13 Set node mode

This request instructs the application to enter either the offline or online condition, to reset the entire
node via an internal reset, or to change the state of a node. When offline, the application program is
halted and NM/ND commands continue to be processed. The online request instructs the application
scheduler to leave the offline condition and resume operation of the application. One use of the offline
condition is for suspending the application during application non-volatile memory downloading.

—

bquest-response cannot be used. The receiver will honour a request using the request-response
ervice, however, the state transitions for online and offline prevent the response from being\sent.
onfirmation of the change in condition is achieved via issuance of a status request. For sta
hanges, request-response should be used. Since the state is part of the application, the ‘application
hecksum is updated. For reset, only the unack’d (or ack’d if authentication is required)-service type is
sed. This message is confirmed with a sequence of network management comfmands. First the

S

e

2 C 0 0O O =

ode’s status is cleared. Then the node is issued a reset. Finally, the status request command
g$sued to the node. Note that failure to confirm the reset may indicate that the initial unack’d messag
as lost, necessitating a retry of the exchange. The data structures used are. itvAhnex A.26.

< &

—

3.7.14 Read memory

—

his command is used to read memory. If read/write proteet is on, only the read_only dat
onfig_data, and RAM or non-volatile memory data areas can beead.

Q

he “count” field contains the number of bytes to be read.:This number should not exceed 16 unless
ne target node has buffers sufficiently large to accommodate the additional data. Addresses to re
nay be specified relative to the read-only structure (s€e B.1), relative to the configuration structu
B.6), relative to the statistics structure (B.7), or may-be absolute addresses. The absolute address
nemory space that can be read is up to 65 535 bytes in length starting from an implementati
pecific physical offset. A read of absolute memery location 0 with a count of 1 byte returns the original
ystem image version number. This can be used to determine system capabilities when the firmwane
ersion number indicates a custom version. The custom version is assumed to be derived from the
riginal system image and thus inherits'its capabilities. The data structures used are in A.27.

O < O v o— 0 ==

—

3.7.15 Write memory

here are two forms of this command: one form resets the protocol processor after writing, the other
oes not. Confirmation™of the reset form must be performed by reading back memory using read
nemory. The non-resef form produces a response and is conveyed via request-response. The reset

onfiguration mlemory checksum and/or application checksum are optionally updated. A nod

1
d

n

form is conveyed~using unacknowledged or unacknowledged-repeated service. The network
o

gompliant tothis International Standard is not required to support write memory commands that spa
n

=

1

more. Addresses to write may be specified relative to the configuration structure (see B.6), relative to
the statistics structure (see B.7), or may be absolute addresses. Just like in the Read Memory
command, absolute addresses can be written in a space up to 65 535 bytes in length starting from an
application specific physical offset. The data structures used are in A.28.

13.7.16 Checksum recalculate

This command forces the protocol processor to compute and store a new network configuration
memory or application checksum. It should be used at the end of any Network Management sessions
that alter the network configuration non-volatle memory image or application non-volatile
memory/RAM image (unless those commands have specifically performed this operation already, as
with the address commands). All nodes shall checksum their network configuration non-volatile
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memory. A checksum of the application image is optional. Nodes that do not compute application
checksums always report success when commanded to recalculate their application checksums via
this command. The data structures used are in A.29.

13.7.17 Install

This command is used during installation for a variety of purposes. The primary purpose is to force the
execution of an application specific wink function. For example, the wink function may blink a light
qttachedtothe ode for positive mode identification—T he-wink furctiomn, if imptermented; shattexecute
gven if the node is in an unconfigured state.

A second purpose of this command is to allow multiple protocol processors to exist with- a’single
dpplication. Each protocol processor would have its own unique node ID and associated domain and
gddress tables. This second form of the command allows individual queries to the protocol processors
for installation purposes. The scenario of use is that the application is installed byyissuing a manual
service request to get the unique node ID. Then this command is used to query the application aboyt

ow many protocol processors are attached to it. With each request, the application responds with the
imformation contained in the manual service response message for the next.protocol processor along
with a network interface number. Once all the network interfaces have bgen identified, commands to
get the next network interface fail. This command is seldom used, an@-will likely not be used in the
future due to the wide range of protocol processor capabilities enabled by this Standard.

third purpose of this command is to support the dynamic (runtime/install time versus compile time)

reation and deletion of network variables. Support of this\feature is optional due to its resource
onstraints. These commands, that are an extension of:the Install command, provide methods tp
uery Self Identification/Self Documentation (SI/SD) data; update SI/SD data, inform the node of g
ew Network Variable addition, or the removal of an existing Network Variable.

30 0O O

fourth purpose of this command is to extend-the limitations on domain membership and group
nembership by increasing the upper limit~on domain membership to as many as 65 53b
mplementations may support less), and.ingrease address table entries to an upper limit of 65 535
hgain, an implementation may support less). Support of this feature is optional due to its resource
onstraints.

O~~~ 33

—

he general format of the install.commands for the first three purposes is:

A

Application Command> sApplication Specific Data Fields>

o0 extend the limitations on domain and group membership, the command structure above is
eneralised. In this.new structure, a node is viewed as having resources (such as network variable
onfiguration table)entries) that are managed with commands. Some commands act upon the entire
ass of resource, while others act upon a specific instance of the resource where that instance is
elected by-an index parameter (such as an address table index). Resources may have properties that
an be setvor read. The general format of the install commands for this family of commands, the
xtended network management commands, is:

DO M O O Q —

nacific- DNata>
peccata

The resource field appears with commands 0x20 or greater. Commands 0 to 6 are legacy commands
and do not use the extended format. Commands 7 to Ox1F are for non-resource specific commands,
and do not have the resource field.

For commands that operate on an instance of a resource, a resource index is also required. For
commands that operate on a property of the resource, either a special command or an explicit
property field is required.
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Resource

A resource is an object, such as an address table entry, that can be configured or queried. A resource
may be dynamic or static (both exemplified by network variables), and may have properties that can
be acted upon. A resource is specified by an 8-bit resource class id, and a resource index that refers
to a specific instance of a resource. The base and size of the index depends on the resource, but is
typically zero-based and one or two bytes. When a command acts on the entire resource class, the
resource index may be absent. If a command can act on either a resource instance or all instances,

t la ' 4. Hp | HA H 4 H 4
1CT1 IJy CUTIVTTTUUIT Aairt all T S TMIUTA TTiJivatlTo dil miowdaliivCo.

—

he resource class id is partitioned into 125 system resources, 125 device-specific (or application
pecific) resources, and 4 values reserved for future expansion. No device-specific resources arge
urrently defined. The following table defines the range and currently defined resource codes:

o »

Table 2 — Resource codes

Resource Class ID Mnemonic Description

System Resources (MSB=0)

0x00 (reserved for future Use)

0x01 NM_NODE Node

0x02 NM_DOMAIN Domain Entry

0x03 NM_ADDRESS Address Table Entry

0x04 NM_NV_DEF Network Variables definition (static and dynamic)

0x05 NM_NV_CONFIG Network Variables Configuration

0x06 NM_ALIAS_CONFIG Alias Configuration

0x07 — OX7E (undefined)

Ox7F (reserved for future use)

Device-Specific Resources (MSB=1)

0x80 (reserved for future use)

0x81-0xFE (undefined)

OxFF (reserved for future use)
Rroperty

A resource-generally has properties that may be get or set. The format for specifying a property is t
use the.commands NM_SET and NM_GET, and define a 1-byte property ID field following th
"
P

D O

bsource:” The scope of the property depends on the resource. The space of the property ID
artitioned as follows:

[

Table 3 — Space of the property ID

0x00 (reserved for future use)

0x01 to OX7E Common Properties

Ox7F (reserved for future use)

0x80 (reserved for future use)

0x81 to OxFE Resource-Specific Properties

OxFF (reserved for future use)
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If a resource has a collection of properties of the same type (multiple instances), then an additional
property index shall be defined in the request data structure following the resource index.

All of the resources defined use special command(s) for each property, and the properties are single-
instance.

For both versions of the commands, the first byte of the response to the command must be either 0x30
to indicate the command was successful, or 0x10 to indicate the command failed. Additional bytes of

the—response if anv daenend on the annlication command - tune  Eor annlication commands—with o
1o pPeRSe—H—-a—a8pehRa—eR—tRe—appHeatoh FRRaRe—pe——oF—appHeation HARSRESAVHR

gommand code greater than 0x6, failures are reported by having the first byte of the response sét fo
0x10, followed by a one byte cause value:
gypedef struct {
unsigned cause;
I NM wink negative response;
Tlhe compilete list of application commands for the install message are:
APP_WINK (0) Command the application.-to Jperform some visible gr
audible action.
APP_INSTALL (1) Find all the network intérfaces for an application.
APP_NV_DEFINE (2) Create a new dynamic NV definition.
APP_NV_REMOVE (3) Remove an existing dynamic NV definition.
APP_QUERY_NV_INFO (4) Query SlI/SD"data for an NV.
APP_QUERY_NODE_INFO (5) Query, SIfSD data for the node.
APP_UPDATE_NV_INFO (6) Update SI/SD data for an NV.
NM_GET_CAPABILITY_INFO (7) Query the node capabilites (address table size, etc.).
NM_SET_NV (8) Write a network variable selected by the index.
NM_INITIALIZE (0x20) Remove a dynamic resource or reset a static resource.
NM_CREATE (0x21) Create a dynamic resource at a specified index.
NM_REMOVE (0x22) Remove a resource.
NM_SET (0X23) Set the indicated property.
NM_GET (0x24) Get the indicated property.
NM> UPDATE (0x25) Modify a resource definition or configuration.
NM_ENUMERATE (0x26) Return the specified or next instance.
NM_SET_AUTH (0x81) Update the authentication key and network management

authentication for specified or all domains.

Following are the definitions of the application specific data fields by command type.
APP_NV_DEFINE
This command adds a new or modifies an existing NV definition. If an attempt is made to add or

modify the definition of an NV that is part of the node’s fixed NV interface, or the index exceeds
the maximum supported by the node, the node will report command failed.
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After a successful define, the application is responsible for setting the network variable
configuration to default values (unbound selector, correct direction, etc) such that a subsequent
NV config query command shows the correct default attributes for the newly defined NV.

The message data structure contains the following fields:

APP_NV_DEFINE (2)

As defined above.

unsigned nvindexHi The high order byte of the NV index.
unsigned nvindexLo  The low order byte of the NV index.
unsigned arrayLenHi  The high order byte of the number of elements in\the NV
array. The value is 0 if the NV is not an array.
unsigned arrayLenLo The low order byte of the number of eleménts in the NV
array. The value is 0 if the NV is not an array.
unsigned nvLen The number of bytes in the NV value (1 to 31).
unsigned nv_dflts Default configurable attributes.of the NV. Encoded as|a
single byte. Includes direction, priority, authenticatign,
and service type.
unsigned nv_attr Attributes of the NV. Encoded as a single byte. (See
definition below.)
PP_NV_REMOVE
This command removes one or more existing NV definitions. The NV index must be within the
area of the interface that is specified to be dynamic: If the NV index specified is within the nodels
fixed interface, the command will fail. The command will succeed even if the specified set of NV[s
is not currently defined or exceeds the maximum number of NVs supported by the node. After
successful remove, the application is responsible for setting the network variable configuration o
default values (unbound selector, correct direction, etc) such that a subsequent NV config queny
command shows the correct default attributes for an undefined NV.
The command contains the following fields:
APP_NV_REMOVE(3) As defined above.
unsigned nvindexHi  The high order byte of the NV index of the first NV definitipn
to be removed.
unsigned nvindexLo  The low order byte of the NV index of the first NV definitipn
to be removed.
unsigned nvCountHi  The high order byte of the number of NVs to remove.
unsigned nvCountLo The low order byte of the number of NVs to remove.

PP<QUERY_NV_INFO

I'his command queries selt-documentation data about a specific NV. It contains the following

fields:

APP_QUERY_NV_INFO (4)
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I

unsigned  nv_info The self-documentation data being requested.
Current values are:

NV_INFO_DESC (0) Basic attributes of the NV, array information, how
the NV was defined, and indication of available
additional self-documentation.

NV_INFO_RATE_EST (1) Average and maximum rate estimates defined for
the NV.

NV_INFO_NAME (2) ‘The name ot the network variable.

NV_INFO_SD_TEXT (3) The self-documentation text string associated*with
the NV.

NV_INFO_SNVT_INDEX (4) The index of the SNVT.

unsigned  nvindexHi The high order byte of the NV index:
unsigned  nvindexLo The low order byte of the NV index.
unsigned  offset_hi If nv_info is NV_INFO_SB, TEXT, the high order
byte of the offset of therequested data.
unsigned  offset_lo If nv_info is NV_INEO_SD_TEXT, the low order
byte of the offset-of the requested data.
unsigned  length If nv_info iss\NV_INFO_SD_TEXT, the number |of
bytes requested. The response data structure
depends. upon the data requested.
the data requested is NV_INFO_DESC, the following response is sent:
unsigned length :5 The_length of the NV value, in bytes. Encoded as 0 if the NV
is eurrently undefined.
unsigned origin :3 How the NV was created. One of the following values:
NV_UNDEFINED((0) The NV is not currently defined.
NV_STATIC (D) The NV was statically defined (cannot be removed).
NV_DYNAMIC (2) The NV was dynamically defined (can be removed).
unsigned nv_dflts Default configurable attributes of the NV. Encoded as a sindle
byte. Includes direction, priority, authentication, and servige
type.
unsigned /~nv_attr Basic attributes of the NV.
unsigned nv_exten Extension bits. Indicators of additional SI/SD data that are
available.
unsigned nv_array NV array attributes.
unsigned nv_name[10] Optional field. IT included, the nm_supplied bit must also be

set in the ext field. The name of the NV without array

subscripts.

If the requested data is NV_INFO_RATE_EST, the following response is sent:

unsigned

unsigned

nv_rate_est The encoded average rate estimate for the NV.

nv_rate_est The encoded maximum rate estimate for the NV.
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If the requested data is NV_INFO_NAME, the following response is sent:
unsigned nv_name[16] The name of the NV. If NV is part of an array, the name does not

include the array subscript. Zero-terminated if length is less than 16
characters.

If the requested data is NV_INFO_SD_TEXT, the following response is sent:

unsigned length The number of bytes of SD Text data returned.

unsigned text[*] The SD text data segment. The actual text array size is dependent upon the
preceding length value.

If the requested data is NV_INFO_SNVT_INDEX, the following response is sent:

unsigned snvt_type_index The index of the Standard Network Variable Type associated with
the NV. Encoded as zero if the NV js'not a SNVT.

PP_QUERY_NODE_INFO

This command queries self-documentation data about the node. It contains the following fields:

APP_QUERY_NODE_INFO (5)

unsigned node_info The self-documentation data being requested. Valugs

are:
NODE_INFO_SD_TEXT (3 The self-documentation text string associated with the

node.

unsigned offset_hi If node_info is NODE_INFO_SD_TEXT, the high order
byte of the offset of the requested data.

unsigned offset_lo If node_info is NODE_INFO_SD_TEXT, the low order
byte of the offset of the requested data.

unsigned length If node_info is NODE_INFO_SD_TEXT, the number [of

bytes requested.
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The response data structure depends upon the data requested. If the requested data is
NODE_INFO_SD_TEXT, the following response is sent:
unsigned length The number of bytes of SD Text data returned.

unsigned text[*] The SD text data segment. The actual text array size is dependent upon the
preceding length value.

APP_UPDATE_NV_INFO
This command updates self-documentation data about a specific NV. In general, lupdate
messages cannot be relied upon to be validated by the target application. The initiator must
perform all validation. This message contains the following fields:

APP_UPDATE_NV_INFO (6)

unsigned  nv_info The self-documentation data’being updated. Currgnt
values are:
NV_INFO_RATE_EST (1) ﬁ\\//erage and maximum-rate estimates defined for the
NV_INFO_NAME (2) The name of the\network variable.
NV_INFO_SD_TEXT (3) The self-docéumentation text string associated with
the NV,
NV_INFO_SNVT_INDEX (4) The.index of the SNVT.
unsigned  nvindexHi The high order byte of the NV index.
unsigned  nvindexLo The low order byte of the NV index.

he remaining data fields are dependent upon the nv_info value specified. If the specified nv_info is
V_INFO_RATE_EST, the following-data is provided:

=z —

unsigned  clear_mre{ 1 If set, clear the NV’s maximum rate estimate value, and indicgte
that this data is not available.

unsigned  clear-re: 1 If set, clear the NV'’s rate estimate value, and indicate that this dgta
is not available.

unsigned~ \Jupdate_mre: 1  If set, update the NV’s maximum rate estimate value. Also, indicgte
that the maximum rate estimate data is available.

unsigned  update_re: 1 If set, update the NV'’s rate estimate value. Also, indicate that the
rate estimate data is available.

unsigned nv_rate_est The encoded average rate estimate for the NV.

unsigned nv_rate_est The encoded maximum rate estimate for the NV.

If the specified nv_info is NV_INFO_NAME, the following data is provided:

unsigned nv_name[16] The null (zero) terminated name of the NV. The name does not
include the array subscripts.
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If the specified nv_info is NV_INFO_SD_TEXT, the following data is provided:

unsigned
unsigned
unsigned

unsigned

length The number of bytes of SD Text data being updated.
offset_hi  The high order byte of the offset of the data to be updated.
offset_lo The low order byte of the offset of the data to be updated.

14908-1 © ISO/IEC:2012 (E)

text[*] The SD text data segment. The actual text array size is dependent upon
the preceding length value.

If the specified nv_info is NV_INFO_SNVT_INDEX, the following data is provided:

unsigned

The following data structures are referenced in the preceding message définitions:

nv_attr

nv_exten

snvt_type_index The index of the Standard Network Variable Type.associated wi
the NV. Encoded as zero if the NV is not a SNVT,

unsigned nv_sync: 1

unsigned nv_polled: 1

unsigned nv_offline: 1
unsigned nv_service_type config: 1

unsigned nv_pridrity config: 1

unsigned nv- ‘auth_config: 1

unsighed nv_config_class: 1

unsigned snvt_type_index

This data structure indicates what additional se

This data structure-describes the basic attribut
of a specific network variable. It contains t
following fields:

If set, ~all) values assigned to the NV a
propagdted, in their original order. Mutua
exclusive with nv_polled.

[fset, the output NV’s value is sent only
response to a poll. Updates are not generat
when the application updates the NV value.

If set, the node should be taken offline befo
updating the value of the network variable.

If set, the NV’s service type attribute
configurable.

If set, the NV’s priority attribute is configurable.

If set, the NV’s authentication attribute
configurable.

If set, the NV is a configuration NV.
The index of the Standard Network Variab

Type associated with this NV. Zero if the NV|i

not a SNVT.

th
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unsigned mre: 1
unsigned re: 1
unsigned nm: 1
unsigned sd: 1

unsigned nm_supplied: 1

pu | ' alat H Hall £ H 4.
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variable. It contains the following fields:

If set, the NV’s maximum rate estimate is available.
If set, the NV’s average rate estimate is available.
If set, the NV’s name is available.

If set, the NV has a self-documenting text string.

Applies only to APP_QUERY_NV_INFO response for
NV_INFO_DESC. If this bit is set, then the nv_name is
also provided in the response, following the existing data

rk
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nv_array This data structure provides the array attributes for a specific

network variable. It contains the following fields:
unsigned count_hi Total number of NVs in the array. An unsigned 16 bit number
unsigned count_lo
unsigned element_hi  The index of the NV within the array. Encoded as a zero

unsigned element_lo if the current NV is not a member of an array.

configurable attributes for a specific network variable.
contains the following fields:

unsigned nv_direction: 1  The default direction of the NV.
unsigned nv_auth: 1 The default authentication setting of the\NV.
unsigned nv_priority: 1 The default priority setting of the N\

unsigned nv_service: 2 The default service type of the/NV.

Extended network management commands

NM_GET_CAPABILITY_INFO

330 <

bcords, or to obtain the information when the-node does not have Sl data.

> —

lias Record (alias_field) can be one\orthree bytes; the network manager must compute the offset ¢
ne Compatibility Record accordingly-

—

Alias Record | Compatibility | Capability
(1 or 3 bytes) | Record Info Record

NM_SET_NV

his command:sets a network variable to the value specified in the command. The length of the n
nust match the defined length on the receiving node otherwise a negative response is returned. Th
v is specified in the command by its nv index. This command is honoured even if the receiving nod
i$ offline. If the receiving node is offline, no update event is posted to the application.

3 3 -

esource commands

nv_dflts This data structure provides the default values cfor the

his command returns the capabilities of nodes that support no Self Identification (Sl) data, or S| da

ersions 0 and 1. It can be viewed as returning thexSl-data relative to the Alias Record (alias_fielth
he purpose of the command is to allow a network'manager to obtain the node’s capability information
ear the end of the Sl data versions 0 and 1.without having to scan the preceding and variable NV

he response data has the following stibelauses as described in S| Versions 0 and 1. Note that the

It

=

O D <

The following set of extended network management commands are the commands to manage node

resources.
Node Commands (NM_NODE)
The node resource supports the following command:

NM_NODE::NM_INITIALIZE
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This command clears the configuration data of the node, in the following sequence:

1) Initialises all NV and alias configuration table entries of each class (see
NM_INITIALIZE/NM_NV_CONFIG).

2) Initialises all address table entries (see NM_INITIALIZE/NM_ADDRESS).

3) Initialises all domain table entries (see NM_INITIALIZE/NM_DOMAIN).

Q —

o = O - =z

=5 O -

I

1

mdex, specify index_end to be all 1’s. Invalid indices are ignored and fail silently.

4) Clears the network management authentication bit in the config data structure.
5) Sets the node’s priority to zero.

6) Removes all dynamic NVs.

7) Optionally go to a specified state.

he field state is used only if non-zero. When specified, it indicates the state.the node is to go to upo
ompletion of the initialisation.

>

omain commands (NM_DOMAIN)
M_DOMAIN::NM_INITIALIZE

his command initialises a range of domain table entries\to the empty value. This is semantically
quivalent to the Leave Domain command described in.13.7.5 except that it never causes a node
bset and it supports many more domain indices. The-résponse is the standard response code format
efined above.

o initialise one entry, specify both index and-index_end to the index of the entry. To initialise 4
ntries, specify index to be 0 and index_end)to be all 1’s. To initialise all entries at or greater than a

>

the command leaves no other domain entries to be configured, the node goes to the unconfigured
tate.

M_DOMAIN::NM_CREATE

his command uses the-same data structure and has the same effect as NM_DOMAIN::NM_UPDAT
he response is the-standard response code format defined above.

M_DOMAIN::NM_UPDATE

his command updates a domain table entry. It is equivalent to the Update Domain command

icT 13.7&; but supports a 16-bit domain index. The response is the standard response code format
e

fined above.

NM_DOMAIN::NM_ENUMERATE

This command queries a domain table entry, or the next entry if the specified entry is empty. See B.2
for this structure.

Enumeration rules

At each successive enumeration, the requestor should specify the request’s index to be 1 greater than
the index returned from the previous response.

Only entries with a valid domain length (0, 1, 3, 6) are returned.
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NM_DOMAIN::NM_SET_AUTH

This command is used to set the authentication key. The response is the standard response code
format defined above.

Address table commands (NM_ADDRESS)

Expanded address table structure

o0 accommodate the larger domain index, the address table entry will be appended with a 2-bytle
omain index. The address structures for group, subnet/node, and broadcast are affected.

he structure for the group address contains the new field “restriction”, allowing a node to send ¢
receive messages to a group for which it is not a member. The response is the standard respons
de format defined above.

® =

typedef enum

{
GRP_NORMAL = 0,
GRP_OUTPUT ONLY =
GRP_INPUT NO ACK =

} group restriction;

1,
2,

RP_NORMAL - This is the normal node and is the typical default. All legacy implementations of th
International Standard would use this if they did not want to.modify the protocol code to support mor
ddress table entries as described in these extended network management commands.

D »

RP_OUTPUT_ONLY - The group is used for output only; the node must not use the entry to match
the destination address of incoming addressesi*This mode allows a node to send an implicitly
ddressed message to a group without being itssmember. The member id is not used and may be se¢t
to zero.

RP_INPUT_NO_ACK — The node willreceive incoming messages on that group but would not retun
CKS, responses, or issue challenges; the member id may be set to zero. This mode allows a node
onitor group messages without being a member of the group. The member id is not used and may
e set to zero.

[@ =]

M_ADDRESS::NM_INITIALIZE

his command initiglises a range of address table entries to the “empty” value. The entire entry
roed. The response is the standard response code format defined above.

[

o initialise-all"entries, specify index to be 0 and index_end to be all 1’s. To initialise all entries at ¢
reater than” an index, specify index_end to be all 1’s. When some indices are valid and some ar
imvalidiin-a range of indices, invalid indices are ignored and fail silently.

O =

IM=ADDRESS:NM _CREATE

This command uses the same data structure and has the same effect as
NM_ADDRESS::NM_UPDATE. The response is the standard response code format defined above.

NM_ADDRESS::NM_UPDATE

This command is used to update an address table entry. Address table entries with an index greater
than 14 must use this command. The response is the standard response code format defined above.

NM_ADDRESS::NM_ENUMERATE

This command queries an address table entry, or the next entry if the specified entry is empty.
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Enumeration rules

At each successive enumeration, the requestor should specify the request’s index to be 1 greater than
the index returned from the previous response.

Only in-use entries are returned. Unused entries are ones whose first two bytes are zero.

NV configuration commands (NM_NV_CONFIG)

he network variable configuration table is used for static, and dynamic NVs, but not aliases. Thetabl
i$ indexed by a flat nv index corresponding to that used for the NM_NV_DEF command.

[¢]

V Configuration Table Entry Structure

he network variable configuration entry nv_struct is expanded to accommodate the iextended network
anagement command features. The new version is nv_struct_ext.

he index of the target nv; used when the nv configuration entry is used to.tafget a single NV. Th
field is valid if its value is not OXFFFF, and either bits nv_read_by_index of nv_write_by _index is set. |f
_read_by_index is set, the node may use NV_FETCH to fetch the target NV at the indicated inde
I{ nv_write_by_index is set, the node may use NM_SET_NV to write:to the target NV at the indicate
index. The target node’s address is indicated in the address table entry whose index is indicated b
nv_addr_index.

[

< O

NM_NV_CONFIG::NM_INITIALIZE

—

his command initialises a range of nv configuration~éntries to the “unbound” value. Each NV array
lement is treated as a separate entry.

D

=

Tlo initialize all entries, specify index to be 0-and index_end to be all 1’s. To initialize all entries at g
reater than an index, specify index_end to be all 1’s. Invalid indices are ignored and fail silently. Th
bsponse is the standard response code.format defined above.

o ©
D

The fields are initialised as follows:

Field Initial Value
nv_priority unchanged
nv_direction unchanged
nv_selector~hi/lo unchanged
nv_turharound 0

nv. service unchanged
nv_auth unchanged

fa)
v

PAVERVEIZT TN AV T-V- P_CV]
MTV_WiTtC—_ Uy _TUCTAXA

nv_read_by_index 0

nv_remote_nm_auth |0

nv_service unchanged
nv_addr_index OxFFFF
Unused fields 0

nv_target_index OxFFFF
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NM_NV_CONFIG::NM_CREATE

This command wuses the same data structure and has the same effect as
NM_NV_CONFIG::NM_UPDATE. The response is the standard response code format defined above.

NM_NV_CONFIG:NM_UPDATE

This command is used to modify an nv or alias configuration entry. Each NV array element is treated

o a canarata antny Tha racnanca ic tha ctandAard racnanca ~nda farmat Aafinad ahava
o paate- ity T e T e S P oSt e- St tar e S P oS t-coa o e e oo ve:

NM_NV_CONFIG::NM_ENUMERATE

—

Tlhis command queries an nv config table entry, or the next allocated entry if the specified entry is ng
dllocated. Allocation means the corresponding NV is allocated. Each NV array elementis.enumerated
gds a separate entry.

Bnumeration rules

>

At each successive enumeration, the requestor should specify the request’syindex to be 1 greater tha
the index returned from the previous response.

Tlhe enumeration returns only bound NVs (one with either a bound-selector, or whose address tabl
mdex is not Oxffff).

[¢]

lias configuration commands (NM_ALIAS_CONFIG)

he alias configuration table is used for aliases of primary network variables.

lias configuration table structures

he alias entry contains the expanded nvxStruct_ext and a 16-bit index of the primary NV. Unlike th
ructure defined in A.22 and A.25 that'has a “short” version with an 8-bit primary index and a “long

rsion with a 3 bytes primary index;\the alias_struct_ext below will be uniformly used in all platform
tihat support the extended command.set.

[0

[

M_ALIAS_CONFIG::NM_INNYALIZE

his command initialises“a-range of alias entries to the “unbound” value.

=

o initialise all entries, specify index to be 0 and index_end to be all 1’s. To initialise all entries at ¢

reater than an.index, specify index_end to be all 1’s. Invalid indices are ignored and fail silently. Th
imdex fields in this structure are alias indices. The alias index is relative to the beginning of the alia
table.

o O
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The fields are initialised as follows:

Field Initial Value
alias_nv.nv_priority 0
alias_nv.nv_direction 0
alias_nv.nv_selector_hi/lo 0 OxFFFF
alias_nv.nv_turnaround 0
alias_nv.nv_service 0
alias_nv.nv_auth 0
alias_nv.nv_write_by_index 0
alias_nv.nv_remote_nm_auth 0
alias_nv.nv_selection 0
alias_nv.nv_addr_index 0
alias_nv.nv_read_by_index 0

Unused fields 0
alias_primary OxFFFF

NM_ALIAS_CONFIG::NM_CREATE

his command uses the same data structure ¢Jand has the same effect 4
M_ALIAS_CONFIG::NM_UPDATE. The response is the)standard response code format defing]
bove.

Q =z -
Qwm

NM_ALIAS_CONFIG::NM_UPDATE

—

his command is used to update an alias configuration entry. The response is the standard respons
ode format defined above.

Q
D

NM_ALIAS_CONFIG::NM_ENUMERATE

—]
[72)

his command queries an alias,configuration entry, or the next allocated entry if the specified entry
ot allocated.

- |

Bnumeration Rules

=)

At each successive enumeration, the requestor should specify the request’s index to be 1 greater tha
ne index returned\from the previous response.

—

Tlhe data structures used for all the install command messages are in A.30.

Backward Compatibility

s-the-e and-setECS; ye-1o o ebwork
Management commands as defined in this International Standard. However, once a node has been
written by any extended commands, it is considered to operate in the extended mode, and shall return
a negative response to the following legacy commands. The hexadecimal command codes from this
standard are included for reference.

The ECS command set contains spare bits for some of the fields. These are reserved for future use. In
order to provide for backward compatibility in the future, all unused bits must be set to zero.

ECS implementations built on top of pre-ECS protocol stacks may be able to respond negatively only
to network variable commands. Such nodes would have the
EXTCAP_INCOMING_GROUP_RESTRICTED capability flag set. This is acceptable as long as one of
the following is true:
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1) 1. The node has no more than 15 bindable message tags.
2) 2. The node has at least one static network variable.

Commands Requiring a negative response if operating in extended mode:
— NM_query_nv_config (0x68)
— NM_update_nv_config (0x6B)

— NM_update_group_addr command (0x69)
— NM_query_address (0x67)
— NM_update_address (0x66)
— NM_update_domain (0x63)
— NM_query_domain (0x6A)
— NM_leave_domain (0x64)
hese restrictions, responding negatively to the legacy commands if a-node can, or otherwise living

1
within the limits of no more than 15 bindable message tags or having’at least one static network
variable allows a legacy network manager to perform database recovery on the network withol
d
d
|

|

—

estroying the operation of the nodes that support the extended{etwork management command sef.
therwise, the recovery of the network database from the nodes will be inconsistent and could result

a catastrophic network outage with no backup network database (since database recovery was
imvoked to begin with).

Nlessage Handling

essage Size

he node will return failure if a command data is not the exact size as defined. In the future,
tensions to command data or additien-of new commands will be signaled by a node via a higher
rsion number in the field snvt_eapability_info.ver_nm_max. In the future, the response to th
M_GET_CAPABILITY_INFO command may be lengthened in a backward compatible way withodt
ecting the version number to accommodate new capabilities. In this case, if the requestor receives
response to the NM_GET_CAPABILITY_INFO command with more information than expected, th
requestor can use the response data that it understands and ignore the rest of the returned response

13.7.18 Memory refresh

his command catses the node to rewrite the existing contents of non-volatile memory at a specifie
ddress for aspecified number of bytes. This can be used to periodically rewrite the contents of non-
latile memory to extend the retention time of the memory contents. An error is returned if a refre
memory is requested and none exists at the specified address. Also, if “offset” falls beyond the en
the.non-volatile memory area, an error is returned. In this way, the sender of these commands ca
mply increment the offset until an error is returned. The count should be limited to 8 if the target is
online and could be as high as 38 if the target is offline. The data structures used are in A.31. If the
non-volatile memory can be written by sector only, the count and offset values refer to entire sectors
instead of individual bytes.

13.7.19 Query SI

This command is used to retrieve self-identification (Sl) data for a node and for its network variables if
this information is located outside the addressable memory space of the protocol processor (e.g., in
the memory space of a co-processor). The field ‘si’ in the structure described in B.1.1 is a pointer to
the address where a node’s self-identification data is located. A null (0) address indicates that that
node provides no self-identification data. A non-null address that does not consist of all 1’s points to
the address where this data is located. In this case, the data is read directly with a read memory
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command. An address consisting of all 1’s indicates that the self-identification information is located
outside the addressable memory space of the protocol processor. The Query SI command must be
implemented on the protocol processor in that case to read the self-identification data.

The device issuing this command need know nothing about physical addresses on the co-processor;
instead the requester only deals with offsets. The requester starts with an offset of 0 and then bumps
the offset for each subsequent request. The byte count shall be limited to 16 unless the target node
has sufficiently large buffers to handle larger counts. The data structures used are in A.32.

13.7.20 Network variable value fetch

his message is used to poll network variables. It has two advantages over the network variable pgl
essage: it uses the network variable index and is thus independent of network variable selectq
ssignments, and it also obtains the value regardless of the node's online/offline condition. The dafa
ructures used are in A.33.

=

13.7.21 Manual service request message

Tihis message is unlike the other network management messages in that it is an unsolicited messagg.
{ is sent over the network from a node when a Manual Service Request-for that node is initiated. Th
essage is sent as a domain-wide broadcast on domain length O with a source subnet 0 and nod
ddress of 0. The data structures used are in A.34.

QI —=

—

3.7.22 Network management escape code

ne of the network management command codes is reserved as an escape. The value of the esca
ode is 0x7D. Sending the escape code as the network management command causes the first t
ytes of the APDU to be interpreted as additionalscommand codes. This capability allows the network
nanagement protocol to be extended in product$specific ways.

= 0O 0 0O

{ a node responds to network management messages that use the network management escap
ode, then that node shall always respond to the Product Query command. All other commands ar
roduct specific and are documented with the products. The response to this command has two forms.
he short form contains only a singleé byte to specify the product. The complete form contains:

D O

T QO

— response code,

— product byte(as’in the short form),
— two byteTield for the model number,
— single byte for the firmware version,

——byte for the device configuration or mode, and

bt forth fraong HWP-E TWT=Y
lJyLU TUT 1S UdifoutTiveld LyHU.

The single byte product specification codes are reserved and must be allocated to ensure no conflict
among implementations. In the complete response form, the value of the device configuration
options/modes byte returned is zero unless the device can be put into several modes or device
configurations. In this case, the byte contains the current mode or configuration of the device.

Success or failure is reported on the escape code rather than on the subcode or command. The data
structures used are in A.35.
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13.7.23 Router mode

This request instructs the router to perform one of several router-related tasks. The “resume”
command returns the router from the “all flood” state. The “init router tables” command copies all
routing tables from non-volatile memory into the RAM tables (if a configured router) or sets all RAM
tables to flood (if a learning router); this is the same action that occurs after node reset. The “mode all
flood” command causes the router to forward all packets in the domain. The Router Mode command
affects both router halves, and is conveyed via the Request Response protocol Note that the normal

he data structuresused are in A 36

13.7.24 Router clear group or subnet table

his request is used to clear all entries in either the group or subnet routing table for a single domain
for a single router half. The command is segmented to cover 8-byte sections in\order to prevent
l&ngthy non-volatile memory write operations. This command is conveyed via the'Request-Response
grotocol. The network configuration memory checksum in non-volatile memory_is updated. The data
structures used are in A.37.

13.7.25 Router group or subnet table download

his request is used to configure the entire group or subnet table in non-volatile memory for th
specified domain for a single router half. The download function is broken into 8-byte sections. Th
gommand is conveyed via the Request-Response protocel. The network configuration memorny
checksum in non-volatile memory is updated. The data structures used are described in A.38.

[N

13.7.26 Router group forward

his request sets the forwarding flag in the routifig table for a given group in the specified domain. Th
gommand is conveyed via the Request-Response protocol. The network configuration memor
cghecksum in non-volatile memory is updated if changed. The data structures used are describe]
im A.39.

o< »

13.7.27 Router subnet forward

his request sets the forwarding flag in the routing table for a given subnet in the specified domain.
his command is conveyed’ via the Request-Response protocol. The network configuration memorny
ghecksum in non-volatile memory is updated if changed. The data structures used are described
imn A.40.

13.7.28 Router.Do Not forward group

hiscammand is conveyed via the Request-Response protocol. The network configuration memo
cghecksum in non-volatile memory is updated if changed. The data structures used are describ

H A-A4A4
I AT

his request clears the forwarding flag in the routing table for a given group in the specified domaz'g

13.7.29 Router Do Not forward subnet

This request clears the forwarding flag in the routing table for a given subnet in the specified domain.
This command is conveyed via the Request-Response protocol. The network configuration memory
checksum in non-volatile memory is updated if changed. The data structures used are described
in A42.

13.7.30 Router group or subnet table report

This request is used to report the current settings of either group or subnet tables in non-volatile
memory or RAM for the specified domain for a single router half. The report function is broken into 8-
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byte sections. This command is conveyed via the Request-Response protocol. The data structures
used are described in A.43.

13.7.31 Router status

This request is used to report the router network configuration memory and flood/normal modes. It is
conveyed via the Request-Response protocol. The data structures used are described in A.44.

13.7.32 Router half escape code

Ithough this is not in itself a network management command, it is included in this subclause fa
mpleteness. When this code is placed at the start of the APDU and is followed by any Networ
anagement or Network Diagnostic command, that command shall be passed over to the-6ther routg
alf for processing. Any responses shall be returned in the normal manner.

-
= X S

byte command; /* Destination: NM, code: 30 */

13.8 DPDU types and formats

13.8.1 General

ost Diagnostic PDUs (DPDUs) are conveyed within session,layer Requests and/or Responses. B
efault, a DPDU then inherits either the request or the response attribute of the enveloping SPDU.

<

his subclause lists DPDUs. The bit and byte ordering>rules defined in Annex A apply, with the mogt
gnificant bit of each byte being transmitted first;sthe first byte of a record is considered the leagt
gnificant byte of that record. In the value section of the descriptions, the value corresponds to p
mmand number or a response code for that:message. In addition, the string “+ pass/fail” means that
single bit flag is set in the high order bit of‘the response to indicate that the command was eithgr
ccessful or that it failed.

13.8.2 Query status

his command gives a snapshet*of a node’s health. It conveys error statistics, reset information, the
ode state, the error log, the_system image version, and the protocol processor model number. The
rror statistics, reset cause;“and error log can all be cleared via the “clear status” command. Note that
the statistics are also.cleared whenever the node resets. This command never requires authentication
tp be executed. The'data structures used are described in A.45.

he fields aredefined as follows:

— transmission_errors: This is a count of the number of transmission errors that have occurred
on the network. A transmission error is detected via a CRC error during packet reception d
as a packet that is less than 8 bytes long. This could result from a collision, a noisy mediun,
signal attenuation, etc.; rT

=

— transaction_timeouts: This is a count of the number of timeouts that have occurred in
attempting to carry out acknowledged or request/response transactions. A timeout occurs
when a node fails to receive all the expected acknowledgments or responses after retrying
the configured number of times at the configured interval;

— receive_transaction_full: This counter reflects the number of times an incoming unackd_rpt,
ackd or request message was lost because there were no receive transaction records
available;

— lost_messages: This is the number of messages that were addressed to the node that were
thrown away because there was no application buffer available for the message;


https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -82-

— missed_messages: This is the number of messages that were on the network but could not
be received because there was no network buffer (packet buffer) available for the message
or the network buffer was too small to receive the message;

— reset_cause: This byte contains the reset cause information. This identifies the source of the
most recent reset. The values for this byte are as follows (X => don’t care):

— Power-up reset ObXXXXXXX1
— External reset ObXXXXXX] 0
—  WODT reset O0bXXXX1100
— Software-initiated reset 0bXXX10100

— node_state: This contains both the node state and node condition (as definedin the “Node
State” section in the network management section).

The node_state structure is shown below:
struct node_state
{
unsigned :4; // application specific
unsignedoffline :1; // 1=>0ffline, 0=>0Online
unsignedstate :3; // 2=>Unconfigured
// 3=>Applicati®nless
// 4=>Configured
// 6=>Hard offline
}i
Generally, a node willonly have the offline field set if it is in the configured state. However, if p

node is told to transition from the configured state to another state while it is offline, the
node_state may show both offline as set and a state other than configured.

Examples of node_state values when viewed as a byte field are shown below:
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Unconfigured 0x02

Unconfig/App-less 0x03

Configured/online 0x04

Configured/hard-offline 0x06 /* Permanent offline */

Configured/offline 0x0C /* Non-reset retained offline */
/* (note this is actually an */
/* encoding of the node state */
/* of “configured” and the */

- \Jfflj.llc K,\JJ.J.L].J'.tJ‘.\JJ.J.) v

Configured 0x8C /* Non-reset retained bypass- */
/* mode offline Like config- */
/* ured/offline except that */
/* the application went off- */
/* line in bypass mode ¥/

— version: The version number reflects the version of the protocol implementation residing i
the protocol processor and may be used by a network managementiool for computin
addresses to non-volatile memory data fields not supported by the (Standard NM addres
assignment/reporting commands. The version number is 1 to 427 for implementation
containing no additional, application specific customization;\and 128 to 255 fq
implementations with additional, application specific features. 255-is a special escape versio

that means more version number information is available via.other commands;

— error_log: The error log contains the most recent error{logged by the system. A value of 0
indicates no error. An error in the range 1..127 is_.an)application error and unique to the
application. An error in the range 128..255 is a system error. While the errors a given
instance of the protocol can detect and report is implementation specific, the following are the

currently allocated error numbers allocated for.system errors.

5 = 0 nQ 3
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0x81

0x82

83

Bad Event

NV Length

N\LShort

-84 -

The application processor's scheduler has an event table. It
contains encoded representations of the various when clauses
in the program. If the scheduler encounters a illegal event code,
this error is logged.

If an incoming NV update has a length that differs from the
length of the matching input NV in the application, this error is
logged and the NV update is discarded.

(x84

0x85

(x88

Ox8A

gx8D

(x93

Ox9A

gx9B

OxA1

EE Write Fail

Bad Address Type

Sync NV

Invalid Domain

Invalid Address Index

Invalid NV Index

lllegal Transceiver.
Register Address

Transceiver Register
Operation Failure

Self-Installation
Semaphore

Read/Write Semaphore

If _an innnming N\L ||Ir_\r|nh:| is miccing the second hyfn of-the

selector, this error is logged.

After each write to EEPROM, the result is read back. Jf'‘there
a mismatch, this error is logged.

S

If the type field in the address table is illegal_this error
logged.

S

When NVs are written to, a bit array is updated to indicate an
update needs to be transmitted. In "post_events", this bit array
is examined and a message is generated for each NV that is o
marked and its bit is cleared. However, if no buffer is available,
the application goes into preemption mode. If while |in
preemption mode, a sync NV whose bit is set is written to by the
application, then this error/is logged.

An attempt is made to)send a message using a domain tahle
entry that has a length*byte that does not yield 0 when AND’¢d
with OxF8. The message is discarded.

An attempt was‘made to access the address table using an qut
of range index. This could occur when using any of the address
table related NM commands, or when sending expligit
messages or NVs using the address table.

An“attempt was made to access the NV config or NV alias taljle
using an out of range index. This could occur when using any |of
the NV table related NM commands, or when formulating an NV
update message.

An attempt was made to access a special purpose mode
transceiver register using an out of range index. This codld
occur when accessing a transceiver register using the
"retrieve_xcvr_status" function.

A timeout occurred waiting for the MAC layer to get a chance [to
query the special purpose mode transceiver.

ol al s
AU [Av)

OxDF

Qicto Nt O I
O AC D ylT STITTAapiiuliT

Tl 1 ot H P oY £ + 4+
MTTICTITUT Uy UYTCT TS USTU TIT LT iAali T LasToTUT - SaviiTty ot e

information across unexpected.

— model_number: The model number is the protocol processor model.

The model and version numbers together can be used to determine the exact firmware image in use

by a node.
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13.8.3 Proxy status

This command can be used to deliver a command to one or more target nodes via an agent node. The
proxy command is sent to an agent along with a target address in the APDU. The agent node relays
the command to the target and then relays the response back to the original requester. The agent
repeats the message from the requestor verbatim except for the target address being removed. The
proxy command can only be used to relay a status request or a query id (unconfigured) request.
Although this command never itself requires authentication to be executed, if the original request is

he original requester specifies the target address via data in the form of an address table entry~in-the
PDU. The agent node uses this to determine the destination address and the retry/timeolt value
sed during the transaction. There is one exception—the domain bit is ignored (the message:is alwayls
blayed in the same domain in which it was received). Note that the retry/timeout values supplied i
ne target address should result in a transaction duration that is shorter than those used by the original
bquester. In general, this command works best if the agent and target are on the)same channel. The
ata structures used are described in A.46.

o - = C 3>

>

he response data received by the original requester shall be identical to that' which would have beg
pceived as a result of a direct request to the target. Note that in the case,of a query id (unconfigured
roadcast, a direct message could result in multiple responses, whereas a proxy command sent to g
ngle agent with a broadcast target would result in only a single response to the original requester.

»w o = -
~

—]

his command is disallowed if the agent receives the requeston a flexible domain.

inally, if the agent node is in the process of sending ‘Qutgoing transactions, it may not be able f{
eliver the relayed request immediately. Depending onthow long this is delayed, the response may ng
e received by the original requester in time, even after several retries. Therefore, a transaction failun
br a proxy command is more likely than for other-transactions; this should be taken into account whe
rawing conclusions from same. Also, in orderfer the proxy command to work, the agent node mus
ave at least two application input buffers.

5 ® & 0O

O o O T
—

13.8.4 Clear status

Tlhis command clears a subset of the information in the status response. The statistics information, th
gxtended statistics information;\the reset cause register and the error log are cleared by this comman
A
€

oo

node that does a statusrequest on a periodic basis may choose to use a clear command following
ach successful status response. The data structures used are described in A.47.

—

3.8.5 Query transceiver status

his command. retrieves the status register information from a transceiver. It fails if there is np
ansceivef on the node, or if communication with the transceiver fails. It returns seven registers’ worth
f data regardless of the number of registers that the transceiver actually supports. It is up to the
ontroller to know how many registers are valid. The data structures used are described in A.48.

Q0O =
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Annex A
(normative)

Reference implementation

Al1 General

THis annex specifies a reference implementation of this standard. To do so it uses machine-
independent pseudocode algorithms that define functions within the protocol and descriptions of the
related data structures. These algorithms are extracted from a working reference implémentation. To
make a working implementation to verify the algorithms, it was necessary to define.a"boundary and
an interface between the protocol processor and the physical layer as well as a“houndary between
the protocol application layer and the actual application. These interfaces are informative. Also, there
arg places in the reference implementation where a particular function ceuld be accomplished in
selveral ways. These are also noted as informative exceptions.

THis reference implementation includes machine-dependent implementation details for a Motorola
ME68360 processor called out in the code.

Ngte: The body of this standard has preference in case of functions specified in the body but not
in¢gluded in this annex and in case of inconsistencies between the body and the annex.

Sgctions written in Lucida console underlayed yellow are not normative because they are
hgrdware dependent.

Sections written in courier New Italic underlayed in blue are normative but hardware dependent.

Sgqctions written in courier New underlayed in green are normative and hardware independent.

Al2 Predictive CSMA algorithm

/ Wil hdedefdeh Nl ddehddedsdeWh A deefdehdedehdedehddefdehddehdedede el dededededhddfdk

File: spm.c
version: 1.7
Referenée: None
Pukpose: MAC sublayer, comm_type = 2 using SPI port on 360.

This does not support continuous frame exchange.
This files also has functions to support

io buttons for testing purpose such as

manual service request, reset, io pin, and LEDs.

Note: None.

To Do: None.

.-..-..-..v..n..v..-..n..-..n..-..v..n..v..-..n..-..n..v..n..u..v..-..-..-..n..v..n..n..-..u..-..-..n..v..n..n..-..n..v..n..-..v..n..-..-..n..v..n..v..-..u..-..n..-..v..n..v..-..n..-..n..-..n..u..v..-..n..-./
R e i A e S e i i S e i o L Sk R ik L S e i S T S o i o R R R U e i L o S e o S o

/* START INFORMATIVE - Direct Mode */

/* This implementation is for transceivers that work with the MAC
sublayer configured for comm_type = 2 only.

If the implementation needs to support transceivers with the MAC
sublayer configured for comm_type = 1,
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this example serves only as a starting point for such an

* implemenation. */

END INFORMATIVE - Direct Mode */

ction: Inciudes

Fedededededede sl **********************************************/
nclude <str1ng.h>

nclude <stdlib.h>

nclude <cnp_1.h>

#ijncrude <node.h>
#ilnclude <Tlink.h>
#ilnclude <physical.h>

/7\ TN

SH

R OO,
R R

¥

#d

/-.i
#d

¥

#d

/-.i
#d

¥

#d

/-.i
#d

¥

#d

/-.i
#d

¥

#d

/-.i
#d

¥

#d

/-.i
#d

/:"
/-.i
#d

¥

#d

0 T ) L 5 S S e i b L 45 e Sy P U ) s iy L 35 ) 33 4yt L ) cL L iy 3 b (5 s b ey e o i e L iy L i s ey e b ]
R S e S R S e L i L S L S i i o T S e o S i S T L T L i L S i e S i T S S T R R S R R

constant Definitions

B R R R R R S R R R PR

JOw, K
LR S R R R

Used to indicate how often to check status of i/o0 buttons */
efine PHYIO_CHECK_INTERVAL 0,1 /* In Seconds */

Macro sets bit B of 16 bit word X */
efine SET_BIT(B,X) (((0x0001u << (B)) | X))

Macro Clears bit B of 16 bit word X */
efine CLEAR_BIT(B,X) (( ~(0x0001u << (B)) ) & (X))

Dual Port Ram Base on Arnewsh Board */
efine DPRB 0x01000000UL

SPI Parameter Ram Base */
efine SPIB (DPRB + 0xD80UL)

SCC2 Parameter Ram Base */

efine SCC2B (DPRB + OxDOOUL)
Register Base = DPRB + 4 k *

efine REGB (DPRB + 0x1000UL)

16bit CPM Command Register */
efine CR (REGB + 0x5CQUL)

16 bit Serial DMA Config Register */
efine SDCR (REGB ¢+ )Ox51EUL)

24(32)bit CPM Interrupt.Config Reg.*/
efine CICR (REGB + 0x540uL)

32 bit CPM Interrupt-Pending Reg. */
efine CIPR (REGB + 0x544uL)

32 bit CPM Inferrupt Mask Reg. */
efine CIMR (REGB + 0x548UL)

Clear CISR-bit by writing a 1%/
32 bit{CPM Interrupt Service Register*/
efine«CISR (REGB + 0x54cCuL)

32°\biit SI Clock Route */

efine SICR (REGB + Ox6ECUL)

/-.':
#d

/:':
/-.':
#d

/:':
#d

/-.': 8

#d

16 bit SPI Mode Register */
efine SPMODE (REGB + Ox6A0UL)

Clear SPIE bit by writing a 1%/
8 bit SPI Event Register */
efine SPIE (REGB + Ox6A6UL)

8 bit SPI Mask Register */
efine SPIM (REGB + OX6AAUL)

bit SPI Command Register */
efine SPCOM (REGB + Ox6ADUL)
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/* 32 bit Sscc2
#define GSMRL2

/* 32 bit scc2
#define GSMRH2

/* 16 bit Sscc2
#define PSMR2

/* 16 bit scc2

general mode register Tow */
(REGB + 0x620uUL)

general mode register high */
(REGB + 0x624UL)

protocol specific mode reg */
(REGB + 0x628UL)

transmit on demand */

1 16 bit scc2
efine SCCE2

16 bit scc2
efine SCCM2
efine sccs2

32 bit Baud
efine BRGC2

1 16 bit port
efine PADIR

16 bit port
efine PAPAR

1 16 bit port
efine PAODR

16 bit port
efine PADAT

1 32 bit port
efine PBDIR

32 bit port
efine PBPAR

1 16 bit port
efine PBODR

32 bit port
efine PBDAT

1 16 bit port
efine PCDIR

16 bitisport
efine>PCPAR

SOEY Sy By OB EY S my Oy E) ®Y wS wy wy Ry wy %

1 16 bit port

efine TODRZ (REGB + Ux6ZCUL)
1 16 bit SCC2 Data sync register */
efine DSR2 (REGB + Ox62EUL)

Clear SCCE bit by writing a 1 */

event register */
(REGB + 0x630uUL)

mask register */
(REGB + 0x634UL)

1 8 bit SCC2 status register */

(REGB + 0x637UL)

rate gen config register */
(REGB + Ox5F4uUL)

A data direction reg */
(REGB + Ox550uL)

A pin assignment reg */
(REGB + 0x552UL)

A open drain register */
(REGB + 0Ox554uL)

*

A data register
(REGB + 0x558UL)

B direction register-*/
(REGB +\0x6B8UL)

B pin assignment register */
(REGB + Ox6BCUL)

B open drain register */
(REGB + 0x6C2UL)

B data register */
(REGB + 0x6C4UL)

€ direction register */
(REGB + 0Ox560uUL)

C pin assignment reg */
(REGB + 0x562UL)

C spec1a1roptions %/

#defrme—PESO

/% 16 bit port
#define PCDAT

/* 16 bit port
#define PCINT

/* Timer Related

B B VoVl ol ERTHRY
CRECGD T+ UAXAJUORULC)

*

C data register
(REGB + 0x566UL)

C interrupt register */
(REGB + Ox568uUL)

constants */

/* 16 bit timer general config register */

#define TGCR

/* 16 bit timer reference

(REGB + 0x580uUL)
reg 1 */

-88 -



https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

-89 - 14908-1 © ISO/IEC:2012 (E)

/* or 32 bit cascaded 1 & 2 */
#define TRR1 (REGB + 0x594uL)

/* 16 bit timer counter reg 1 */
/* or 32 bit cascaded 1 & 2 =/
#define TCN1 (REGB + 0x59cCuUL)

/% 16 bit timer mode register 4 */
#define TMR2 (REGB + 0x592uUL)

/16 bit timer reference register & */
#define TRR2 (REGB + 0x596UL)

/*] 16 bit timer capture register 4 */
#define TCR2 (REGB + O0x59AUL)

/* 16 bit timer counter register 4 */
#define TCN2 (REGB + Ox59EUL)

/¥ 16 bit timer event register 4 */
#define TER2 (REGB + 0x5B2UL)

/* ISR defines */
/¥ Interrupt vector base on Arnewsh Board*/
#define VBASE 0x00000000UL

* User Interrupt vector num 3 MSbits */
#define UIVN_MSB 0x4u

/¥ SPI Int.vector num 5 LSBits from CPIC table*/
#define SPIVN_LSB 0Ox5U

/33 e et e e e e e e e e ek e e o e e R e e ek e e e e e o

8 bit vector number = 3 msb set by user, 5 1sb from CPIC tab1e shift
ULVN_MSB left 5 to bits 7 6 5 then OR with SPIVN_LSB to get vector
nymber vector address is 4 t1mes vector number + vector base

.’\‘-.4" \- J \- h J \-J .' LJJ \-.l J h ""”C L.' h J \- .' \- J h .' \-J 1»‘4'»‘7"‘/
/% 32 b1t SPI Int. vector address */

#define SPIV (CCCUIVN_MSB <<_5)™] SPIVN_LSB) * 4UL) + VBASE)

/¥ need an ISR for int error since int. error cannot be masked */
/% CPM 1int. error int. vector. num 5 LSB *
#define CERRVN_LSB 0x0QUL

/* cpm error iv */
#define CERRV ((C(UEVN-MSB << 5) | CERRVN_LSB) * 4UL) + VBASE)

spurious interrupt exception vector */
#define SPURINTVLOX60U + VBASE

/¥ bus error{/eXception vector */
#define BUSERRV 0x8U + VBASE

* SPI Ghannel Number for CPM Command Register Commands */
#define€»SPI_CH_NUM 0Ox5U

/% SCC2 channel number for CPM Command Register Command */
#defime STC2CH-NUM Ox4u

/* Opcode for CPM Com. Reg. to Init Tx Rx Param Ram */
#define INIT_TRP_OPCODE 0Ox0uU

/* number of receive (transmit) BDs for SPI */
#define NUM_BD Ox1uU

/* RBD_BASE and TBD_BASE must be divisible by 8 */
/* receive buffer descriptor base */
#define RBD_BASE (DPRB + 0x500UL)
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/* put Transmit buffers right after Receive, 8bytes per BD */
/* transmit buffer descriptor base */
#define TBD_BASE (RBD_BASE + (NUM_BD * 0x8U))

Yededededed e dedededededede e dedede NSNS dede Al NN dde Al RN ddeNhddehNhdde NN dde NNl Rt

FCR_INIT
bits 7 to 5 unused,
bit 4, Mot b1% end1an =1
bits 3 to 0 unct1on code dma = 8

B R R R R RO R ROR T JOOR) ....-..n..-..v..n..v..-..n..-..n..-..n..u..v..-..n./
R R R R S R S R R LR R R R R R o S e S R e

/* SPI Param Function Code Register Init */

#detine FCR_INILT OX138U0

/*l max length of receive buffers 2 bytes per buffer*/
#define MAX_BUF_LEN 0x2U

*| CP Interrupt Request Level */
#define CPIR_LEVEL 0x4U

#define NUM_BD_SCC2 0x1u

/* scc2 receive buffer descriptor. base */
#define RBD_BASE_SCC2 (DPRB + 0x440UL)

Y1 scc2 transmit bd base */
#define TBD_BASE_SCC2 (RBD_BASE_SCC2 + (NUM_BD_SCC2 * 8U))

/* max buffer Tength scc2 */
#define MAX_BL_SCC2 16U

Y length of history arrays */
#define NUM_HIST 512

/¥ time limit before xcvr resets */
#define RESET_COUNT_LIMIT OXFFFF

Y number of ticks to delay during restart\processing */
#define RESTART_DELAY_TICKS 165000uUL

/¥l Constants related to Channel Access Algorithm */
/* maximum size of backlog for access algorithm */
#define MAX_BACKLOG 63U

/* # of additional slots per bagklog increment */
#define W_BASE 16U

/* used in conversion frgom‘\this specification’s
reference time to cfock ticks on the 360 */
#define NICS_TICKS_BASE-480UL

/* used in computation of SPI-SPM bit clock */
#define BIT_CLOCK=BASE 312500UL

/¥ used in cafpltation of bit clock */
#define RATIO-BASE 3UL

/:"-.‘:-,'::‘:-, N Y Fedededededede NN ddeRNhdde AN NhddefhddeRhddedhddedhddedhddedhddddd

I p]ementat1on spec1f1c timing adjustments to channel access algorithm
THis”5s' where one would add or subtract from the respective times to
adcount for d1fferences between the 1mp1ementat1on specific delays and

—IO.LCIIL.ICD Clllu LIIU)t III LIIID DPCLII I\.ClLIUII

B L R R R RURUSUFUR .n./
* * % % R R R T S R AR Tk Sk S Tk S R R R O o

Ve adjustment to the betal slot time *
#define BETA1_ADJUST_TICKS 0

/* adjustment to the beta2 slot time */
#define BETA2_ADJUST_TICKS 0

/* adjustment to the cycle timer time */
#define CYCLE_ADJUST_TICKS O

/* adjustment to the begin of packet tx */
#define WAIT_TX_ADJUST_TICKS 0
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Type De 1n1t1ons

e Ve de e e e e e e e e e e e

/* 68360 communications processor reg1ster def1n1t1ons =/
Eypedef struct /* CP command Register 16 bit */

* reset CPM */
unused */

unsigned reset ;
/* opcode for command */
/ K
/
/

unsigned :
unsigned opcode :
unsigned chnum

*—channel number Selects which port
SPI, SCC etc */

unused */

flag, command executes when set,
cp clears when done */

unsigned
unsigned flag

RPw NAhwWR

} |cPCommandReg;

tylpedef struct /* Serial DMA Config Register 16 bit */
unsigned :1; /* unused */
unsigned frz : 2; freeze */
unsigned : 2; /* unused */
unsigned sism : 3; /* SDMA 1nterrupt service mask */
unsigned : 1;  /* unused */
unsigned said : 3; /* SDMA arbitration ID */
unsigned 1 2; /* unused */
unsigned inte : 1; /* dinterrupt error */
unsigned intb : 1; /* interrupt break point */

} [SDMAConfigReg;

tylpedef struct /* CPM interrupt configuration register 32 bit */

unsigned : 8; /* unused */

unsigned scdp : 2; /* scc port for pfiiority slot d */
unsigned sccp : 2; /* scc port forl priority slot c */
unsigned schp : 2; /* scc port for priority slot b */
unsigned scap : 2; /* scc port¢for priority slot a */
unsigned irl : 3; /* interrupt request level */

unsigned hpi : 5; /* highest priority interrupt */
unsigned vba : 3; /* vecter base address number offset */
unsigned : 4; /* reserved */

unsigned sps : 1; /*\spread priority scheme */

} [CIConfigReg;

/*] CPM interrupt source 32 bit, same type for CIPR CIMR CISR */
tylpedef struct
{ |/* names correspond to sources */
unsigned pcO :
unsigned sccl
unsigned scc2
unsigned scc3
unsigned scc4
unsigned pcl
unsignedt{timerl :
unsignéd)pc2
unsigned pc3
unsigned sdma
unsigned idmal
uns1gned idma2
uIIDIyIICU .
unsigned timer2 :
unsigned rtt :
unsigned

/* bit 31 */

/* bit 24 %/
/% bit 23 */

a ol '
7 trased—/

/* bit 16 qnused =/

unsigned pc4 /* bit 15 */
unsigned pc5
unsigned * unused */

unsigned timer3 :
unsigned pc6 :
unsigned pc7
unsigned pc8
unsigned

: /* bit 8 unused */
unsigned timer4 :

/* bit 7 */

PRREERPRRERPRRERRHRPRRERRRERERRER
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unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned

-92 -
pc9 : 1;
spi : 1; /* bit 5 */
smcl : 1;
smc?2 1 /* also pip */
pcl0 : 1;
pcll : 1;
1 /* bit 0 unused */

} CISourceReg;

/* serial interface clock route register 32 bit*/

Eypedef struct
unsigned gr4 ;1 /* grant support for scc4*/
unsigned sc4 :1; /* connection for scc4*/
unsigned r4cs : 3; /* receive clock source for scc4*/
unsigned t4cs : 3; /* transmit clock source for scc4*/
unsigned gr3 : 1; /* grant support for scc3 */
unsigned sc3 :1; /* connection for scc3 */
unsigned r3cs : 3; /* receive clock source for scc3 */
unsigned t3cs : 3; /* transmit clock source for scc3 */
unsigned gr2 : 1; /* grant support for scc2 */
unsigned sc2 : 1; /* connection for scc2 */
unsigned r2cs : 3; /* receive clock source for scc2 */
unsigned t2cs : 3; /* transmit clock source for scc2 */
unsigned grl : 1; /* grant support for sccl */
unsigned scl : 1; /* connection for sccl */
unsigned rlcs : 3; /* receive clock source for sccl */
unsigned tlcs : 3; /* transmit clock source for scol */

} SIC1ockRouteReg,

Eypedef struct /* SPI command register 8 bit*/
unsigned str : 1; /* start transmit andceceive */
unsigned res : 7; /* reserved write withvzeros */

} |sPICommandReg;

Eypedef struct /* SPI mode register 16 bit */
unsigned : 1; /* unused */
unsigned loop : 1; /* Tlocal leep back */
unsigned ci : 1; /* clock, invert */
unsigned cp ;1 /* clocktphase */
unsigned divle : 1; /* divide brgclk by 16 for spiclk */
unsigned rev ;1 /* reverse data from big endian to

Tittle endian */
unsigned ms :1; /® master slave */
unsigned en : 1; /* enable SPI */
unsigned Ten : 4; /* number of bits per char = len + 1 */
unsigned pms N /* prescale modulus select, divide
down clock */

} |SPIModeReg;

Eypedef struct{ Y* SPI event and mask registers 8 bit */
unsigned A /* unused */
unsignédymme : 1; /* multi-master error */
unsigned txe : 1; /* transmit error */
unsigned : 1; /* unused */
unsigned bsy : 1; /* busy error */
uns1gned txb : }; 4? transm1t buffer comp1ete f/
uIIDIyIICU I)\U Ly / ICLtIVC UUI ICI L.UIII|JICLC /

} SPIEventMaskReg,

Eypedef struct /* SPI Parameter RAM 40 bytes*/
uintlé rbase; /* base address of receive BD's, set by user */
uintlé tbase; /* base address of transmit BD's, set by user */
uint8 rfcr; /* receive function code, set by user */
uint8 tfcr; /* transmit function code, set by user */
uintlé mrblr; /* maximum receive buffer length register,

set by user */
uint32 rstate; /* rx internal state =/
uint32 ridp; /* rx internal data ptr */
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uintlé rbptr; /* rx BD ptr */
uintl6é ribc; /* rx internal byte count */
uint32 rtemp; /* rx temp */
uint32 tstate; /* tx internal state =/
uint32 tidp; /* tx internal data ptr */
uintl6e tbptr; /* tx BD ptr */
uintl6e tibc; /* tx internal byte count */
uint32 ttemp; /* tx temp */
} SPIParamRam;
Eypeaer STtruct /¥ Receive Buffter Descriptor 8 Dytes =/
unsigned e : 1; /* empty buffer ready to receive*/
unsigned i 1; /* unused */
unsigned w : 1; /* wrap final bd so wrap to top */
unsigned i : 1; /* interrupt, set rxb bit in spie register
when filled */

unsigned 1 : 1; /* last, if slave then buffer has last bit */

unsigned : 1; /* unused */

unsigned cm : 1; /* continuous mode buffer can be overwritten
e a1ways 1l

unsigned : 7 /* unused */

unsigned ov : 1; /* receiver overrun only when slave */

unsigned me : 1; /* multiple master error */

uintl6 datalen; /* data 1en%th = number of bytes written
into buf =/

SPMRXxFrame * dataPtr; /* ptr to buffer of data */

} IRBufferbDesc;

tylpedef struct /* Transmit Buffer Descriptor“8 bytes */
unsigned r 1; /* ready to transmit buffec\*/
unsigned 1; /* unused */
unsigned w 1; /* wrap final bd so wraplto top */
unsigned 1 1; /* dinterrupt, set txb*bit in spie register
when sent */
unsigned 1 : 1; /* last, if slave_then buffer has last bit */
unsigned i 1; /* unused */
unsigned cm : 1; /* continuous_moede buffer can be re-sent
r always 1%/
unsigned 1 7; /* unused */
unsigned un : 1; /* transmit-underrun only when slave */
unsigned me : 1; /* multiple master error */
uintlée dataLen; /* data length = number of bytes to send

from this buffer */
SPMTxFrame * dataPtr; /* ptr to buffer of data */
} [TBufferbesc;

/* scc structs */

Eypedef struct /* general scc mode register high 32 bit */
unsigned : 15; /* unused */
unsignedtigde : 1; /* glitch detect enable */
unsignédytcrc : 2; /* transparent crc */
unsigned revd : 1; /* reverse data */
unsigned trx : 1; /* transparent receiver */
unsigned ttx : 1; /* transparent transmitter */
uns1gned cdp : 1; /* cd pulse */
uhstged—ctsp——; F—etsptrise—f
unsigned cds : 1; /* cd sampling */
unsigned ctss : 1; /* cts sampling */
unsigned tfl : 1; /* transmit fifo length */
unsigned rfw : 1; /* receive fifl width */
unsigned txsy : 1; /* transmitter synchronized to receiver */
unsigned synl : 2; /* sync length */
unsigned rtsm : 1; /* rts mode */
unsigned rsyn : 1; /* receive sync timing */

} GSMRegHigh;

typedef struct /* general scc mode register Tlow 32 bit */
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unsigned :1; /* unused */
unsigned edge : 2; /% DPLL clock edge */
unsigned tci : 1; /* transmit clock invert */
unsigned tsnc : 2; /* transmit sense bits */
unsigned rinv : 1; /* dpll receive invert data*/
unsigned tinv : 1; /* dpll transmit invert data */
unsigned tpl : 3; /* transmit preamble length */
unsigned tpp : 2; /% transmit preamble pattern */
unsigned tend : 1; /* transmit frame ending */
unsigned tdcr : 2; /* transmit divide clock rate */
unsigned rdcr : 2, /= receive dpll clock rate =/
unsigned renc : 3; /% receiver decoding method */
unsigned tenc : 3; /* transmitter encoding method */
unsigned diag : 2; /* diagnostic mode */
unsigned enr : 1; /* enable receive */
unsigned ent : 1; /* enable transmit */
unsigned mode : 4; /* channel protocol mode */

} |GSMRegLow;

typedef struct /% SCC event/mask register 16 bit */
unsigned i 3; /* unused */
unsigned glr : 1; /* glitch on receive */
unsigned glt : 1; /* glitch on tranmit */
unsigned dcc : 1; /* dpl11 carrier sense changed */
unsigned 12 /* unused */
unsigned gra : 1; /* graceful stop complete */
unsigned 12 /* unused */
unsigned txe : 1; /* transmit error */
unsigned rch : 1; /* receive character or Tohg“word */
unsigned bsy : 1; /* busy condition */
unsigned tx : 1; /* buffer transmitted #/
unsigned rx : 1; /* buffer received */

} |SCCEventMaskReg;

tylpedef struct /* scc status register 8 bit */
unsigned : 6; /* unused */
unsigned cs 1; /* carrier sensev*/
unsigned 1; /* unused */

} [sccstatusReg;

tylpedef struct /* SCC Parametér RAM Transparent mode 56 bytes */

uintl6é rbase;
uintl6e tbase;
uint8 rfcr;
uint8 tfcr;
uintle mrblr;

uint32 rstate
uint32 ridpg¢
uintl6e rbptcy
uintlée ribe;
uint32{rtemp;
uint32\tstate;
uint32 tidp;
uintil6 tbptr;
uintl6 tibc;

o 3k

3

5

ECE

bl

SEosk sk

-

base .address of receive BD's, set by user */
basg™address of transmit BD's, set by user */
receive function code, set by user */
transmit function code, set by user */
maximum receive buffer length register,

et by user */

rx internal state =/

rx internal data ptr */

rx BD ptr */

rx internal byte count */

rx temp */

tx internal state = /)

tx internal data ptr */

tx BD ptr */

tx intern§1 byte count */

M

uint32 rcrc;
uint32 tcrc;
uint32 crcp;
uint32 crcc;
} sccparamRam;

Eypedef struct

unsigned e
unsigned

unsigned w
unsigned i

EONE]

el

\\\\\\\\\\i\\\\ NN

N
3 bl

PR

O A

txX—temp—/

temp receive crc */

temp transmit crc */

crc preset for transparent mode */
crc constant for transparent mode */

* SCC Receive Buffer Descriptor 8 bytes */

* empty buffer ready to receive*/

* unused */

* wrap final bd so wrap to top */

* interrupt, set rxb bit in scce register
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when filled */

unsigned 1 1; /* this buffer last in frame */

unsigned f 1; /* first in frame */

unsigned cm : 1; /* continuous mode buffer can be overwritten
e always 1 */

unsigned : 1; /* unused */

unsigned de : 1; /* dpll error */

unsigned : 2; /* unused */

unsigned no : 1; /* non octet error */

unsigned : 1; /* unused */

unsigned cr : 1; /* crc error */

unsigned ov : I; /= receiver overrun 7

unsigned cd 1; /* carrier detect lost */

uintl6 dataLen /* data length = number of bytes written

into buffer */
Byte * dataPtr; /* ptr to buffer of data */
} [SCCReceiveBD;
tylpedef struct /* SCC Transmit Buffer Descriptor 8 bytes */

unsigned r 1; /* ready to transmit buffer */

unsigned 1; /* unused */

unsigned w 1; /* wrap final bd so wrap to top */

unsigned 1 1; /* interrupt, set txb bit in scce register
when sent */

unsigned 1 : 1; /* last byte in frame in this buffer */

unsigned tc : 1; /* transmit crc */

unsigned cm : 1; /* continuous mode buffer can be re-sent r always 1 */

unsigned : 7; /* unused */

unsigned un : 1; /* transmit underrun */

unsigned ct 1; /* cts lost during frame transmission */

uintl6 dataLen /% data Tength = number of bytes to send

from this buffer */
Byte * dataPtr; /* ptr to buffer of data */

} [SCCTransmitBD;

tylpedef struct /* BRGC baud rate generator config register 32 bit */

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned

rst
en
extc
atb
cd

} [BRGConfigReg;

tylpedef struct

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsignéd
unsigned
unsigned
unsigned
uns1gned

drl5 :
drl4 :
drl3cC:
drd2y=
drlYy :
drl0 :

dr9
dr8
dr7
dr6
dr5

divie :

: 14, /* unused */
: 1; /* reset _brg */
;1 /* enablevbrg count */
: 2; /* enabte external clock source */
: 1; /* autoebaud */
12; /% (clock divider */
1; /* div 16 clock */

/* port-a direction register 16 bit */

/* pin direction 0 = input 1 = output */

uilrs IyIICU
unsigned
unsigned
unsigned
unsigned

ul‘r

dr3
dr2
drl
droO

} PAD1rect10nReg,

Eypedef struct

unsigned
unsigned
unsigned
unsigned

dd15 :
dd14 :
ddi3 :
ddi2 :

RPRRRHERRPRRPRRR R PR

/* port a pin assignment register 16 bit */

/* 0 = general purpose io */
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unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned

ddil :
dd10 :

dd9
dds8
dd7
dd6
dd5
dd4
dd3
dd2
ddl

1;
1;
1;
1;
1,
:1;
:1;
1;
1;
1;
1;

unsigned

aav

13

} PAP1nAss1gnmentReg,

tylpedef struct

/* port a open drain register 16 bit */

unsigned : 8; /* unused */
unsigned od7 : 1; /* 0 = active drive 1 = open drain */
unsigned od6 : 1;
unsigned od5 : 1;
unsigned od4 : 1;
unsigned od3 : 1;
unsigned :1; /* unused */
unsigned odl : 1;
unsigned :1; /* unused */

} PAOpenDra1nReg,

Eypedef struct /* port a data register 16 bit */
unsigned d15 : 1; /* value of pin */
unsigned d14 : 1;
unsigned d13 : 1;
unsigned d12 : 1;
unsigned d11 : 1;
unsigned d10 : 1;
unsigned d9 : 1;
unsigned d8 : 1;
unsigned d7 : 1;
unsigned d6 : 1;
unsigned d5 : 1;
unsigned d4 : 1;
unsigned d3 : 1;
unsigned d2 : 1;
unsigned d1 : 1;
unsigned d0 : 1;

} |PADataRreg;

Eypedef struct /¥ PBDIR port b direction register 32 bit */
unsigned : 14, /* unused*/
unsigned drl7 :“1j /* pin with given # */
unsigned drl6C:M1; /* pin with same # */
unsigned drd5y< 1; /* pin with same # */
unsigned drld : 1; /* pin with same # */
unsignedtdrl3 : 1; /* pin with same # */
unsignédydrl2 : 1; /* pin with same # */
unsigned drll : 1; /* pin with same # */
unsigned drl0 : 1; /* pin with same # */
unsigned dr9 : 1; /* pin with same # */
uns1gned dr8 :1; /* pin with same # */
uhstged—dr7——1; A with—same—#—/
unsigned dr6 : 1; /* pin with same # */
unsigned dr5 : 1; /* pin with same # */
unsigned dr4 : 1; /* pin with same # */
unsigned dr3 : 1; /* pin with same # */
unsigned dr2 : 1; /* pin with same # */
unsigned drl : 1; /* pin with same # */
unsigned dr0 : 1; /* pin with same # */

} PBD1rect1onReg,
Eypedef struct /*
: 14;

unsigned

PBPAR port b pin assignment register 32 bit */

/* unused*/
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*

unsigned dd17 :
unsigned dd16 :
unsigned dd15 :
unsigned dd14 :
unsigned dd13 :
unsigned dd12 :
unsigned ddll :
unsigned dd10 :
unsigned dd9 :
unsigned dd8
unsigned dd7

pin with given # =/
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same
pin with same

EE I R R e
EE N N

B

HEHHBFHTEHFEHRFHRFHRHTHRHHR
-
\\\\\\\\\\\\\\\\\

*

N ol e aet aulaios Lnl el pel sel ol el et sel anl e
AN O OO S S O S O RN SR SN
O

unsigned ddo T pin With same =
unsigned dd5 * pin with same e
unsigned dd4 * pin with same # *
unsigned dd3 * pin with same e
unsigned dd2 * pin with same # *
unsigned ddl * pin with same e
unsigned ddo * pin with same # *

} PBP1nAss1gnmentReg,

Eypedef struct /* PBODR port b open drain register 16 bit */
unsigned odl5 : 1; /* pin with same # */
unsigned od14 : 1; /* pin with same # */
unsigned odl3 : 1; /* pin with same # */
unsigned od12 : 1; /* pin with same # */
unsigned odll : 1; /* pin with same # */
unsigned od10 : 1; /* pin with same # */
unsigned od9 : 1; /* pin with same # &/
unsigned od8 : 1; /* pin with same # %/
unsigned od7 : 1; /* pin with samel#“Y*/
unsigned od6 : 1; /* pin with same # */
unsigned od5 : 1; /* pin with same # */
unsigned od4 : 1; /* pin with_same # */
unsigned od3 : 1; /* pin with{same # */
unsigned od2 : 1; /* pin with same # */
unsigned odl : 1; /* pin_with same # */
unsigned od0 : 1; /* pio,with same # */

} PBOpenDra1nReg,

Eypedef struct /* PBDAT port b “data register 32 bit */
unsigned : 14; /* unused*/
unsigned d17 : 1; /* pin with given # */
unsigned dl6 : 1; /* pin with same # */
unsigned d15 : 1; /* pin with same # */
unsigned d14 : 1; /* pin with same # */
unsigned d13 : 1; /* pin with same # */
unsigned d12 : 1; /* pin with same # */
unsigned d11 : 1; /* pin with same # */
unsigned d10 :. %5 /* pin with same # */
unsigned d9 ¢At; /* pin with same # */
unsigned d8{ %1; /* pin with same # */
unsigned d2v: 1; /* pin with same # */
unsignedtdb : 1; /* pin with same # */
unsignédyd5 : 1; /* pin with same # */
unsigned d4 : 1; /* pin with same # */
unsigned d3 : 1; /* pin with same # */
unsigned d2 : 1; /* pin with same # */
uns1gned dl : 1; /* pin with same # */
tstged—do———1; A with—same—#—/

} PBDataReg;

Eypedef struct /% port c direction register 16 bit */
unsigned : 4; /* unused */
unsigned drll : 1; /* pin direction 0 = input 1 = output */
unsigned drl0 : 1;
unsigned dr9 : 1;
unsigned dr8 : 1;
unsigned dr7 : 1;
unsigned dr6 : 1;
unsigned dr5 : 1;
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unsigned dr4
unsigned dr3
unsigned dr2
unsigned drl
unsigned dr0

} PCD1rect10nReg,

RRRER

Eypedef struct /* port c pin assignment register 16 bit */

/* unused */
/* 0 = general purpose io */

unsigned :
unsigned ddll :

unsigned ddl0 :
unsigned dd9 :
unsigned dd8
unsigned dd7
unsigned ddé6
unsigned dd5
unsigned dd4
unsigned dd3
unsigned dd2
unsigned ddl
unsigned ddo
} PCP1nAss1gnmentReg,

) PR R RER R R ER RS

Eypedef struct /% port c data register 16 bit */

/* unused */
/* value of pin */

unsigned :
unsigned di11 :
unsigned d10 :
unsigned d9 :
unsigned d8
unsigned d7
unsigned dé6
unsigned d5
unsigned d4
unsigned d3
unsigned d2
unsigned d1
unsigned doO
} |PCDataRreg;

RPRRPRRPRRPRRRPERERERA

tylpedef struct /* port £%interrupt control register 16 bit */

/* unused */

unsigned
/* edge detect mode for Tine*/

unsigned edmll :
unsigned edml0 :
unsigned edm9
unsigned edm8
unsigned edm7
unsigned edm6
unsigned edm5
unsigned edmé4
unsigned edm3
unsigned edm2
unsignedtedml
unsignéd)'edm0
} |PCInterklptReg;

RRRERREEAR R RS

typedef struct /* port c special options register 16 bit */

utrstgred - —trtsed—/

unsigned cd4 : 1; /* carrier detect */
unsigned cts4 : 1; /* clear to send */
unsigned cd3 : 1; /* carrier detect */
unsigned cts3 : 1; /* clear to send */
unsigned cd2 : 1; /* carrier detect */
unsigned cts2 : 1; /* clear to send */
unsigned cdl : 1; /* carrier detect */
unsigned ctsl : 1; /* clear to send */
unsigned 1 4, /* unused */

} PCSpec1a10pt1onsReg,

/* Timer related TypeDefs */
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Eypedef struct

/:"

/* timer

cas4 :
frz4 :
stp4 :
rst4 :
m2
rz3
stp3
rst3
cas’Z
frz2
stp2
rst2
ml :
rzl :

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned stpl :
unsigned rstl
T1merGenC0nf1gReg

/:":

NN
ERE R T )

3*

EIE I R

E

CRRRRPRRPRHRRPRRRRRR

NSO

3*

pedef struct time
unsigned
unsigned
unsigned
unsigned
unsigned :
unsigned iclk :
unsigned ge
TimerModeReg;

ps
ce
om
ori
frr

pedef struct

unsigned :
unsigned ref :
unsigned cap :
TimerEventReg;

structure used for byte
pedef struct

uintl6é poly;
uintl6 crc;
uint8 crcBit;
uint8 dataBit;
uint8 dataByte;

* cascade Timer Z

* output mode

* input clock source

R

* unused */
* output reference*event */
* input capture event */

-99 - 14908-1 © ISO/IEC:2012 (E)

general config register 16 bit */
cascade timer 4 */
freeze timer 4 */
stop timer 4 */
reset timer 4 */
%ate mode pin 2 */
reeze timer 3 */
stop timer 3 */
reset timer 3 */

n/
freeze timer 2 */
stop timer 2 */
reset timer 2 */
%ate mode pin 1 */
reeze timer 1 */
stop timer 1 */
reset timer 1 */

r mode register 16 bit */
* prescaler */
* capture edge */

&l
* output ref interrupt enable */
* free run/restart */'/

* gate enable */

event register 16 bit %/

by byte, crc checking on receive */

} ICRCParam;
/* structures us€d for debugging purposes */
tylpedef struct.’/* contains record of SPM frame */
{
SPMState)'state; /* state when received status byte */
SPMRxFErame rf; /* RX frame */
SPMTxFrame tf; /* TX frames */
uint32 duration; /* time to run isr */
u1nt32 start; /e start time of 1sr ~/
16 |b, /“‘ Hrdex—to—recetvebuffer J‘/I
uintl6 tb; /* index to transmit bufer */
} Record;
contains history of frame records */

Eypedef struct /*

}

int index; /* current record wraps around when full
Record records[NUM_HIST];

History;

% /
¥ /

/* array of records
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"Loca1 Global

etk s v dededefdeddend

/* pointers to SPI registers all are constant pointers to volatiles
volatile is needed to insure mem access occurs at each reference */

static volatile CPCommandReg * const crPtrGbl =
(volatile cPCommandReg *) CR;

static volatile SDMAConfigReg * const sdcrPtrGbl =
(volatile SDMAConfigReg *) SDCR;

stlatic volatile CICOnT1gRe% " CONST CICIrPLrGol
(volatile CiConfigReg *) CICR;
static volatile CISourceReg * const ciprPtrGbl
(volatile CISourceReg *) CIPR;
static volatile CISourceReg * const cimrPtrGbl
(volatile CISourceReg *) CIMR;
static volatile CISourceReg * const cisrPtrGbl
(volatile CISourceReg *) CISR;

stlatic volatile SIClockRouteReg * const sicrpPtrGbl =
(volatile siClockRouteReg *) SICR;

static volatile SPIModeReg * const spmodePtrGbl =
(volatile SPIModeReg *) SPMODE;

stlatic volatile SPIEventMaskReg * const spiePtrGbl
(volatile SPIEventMaskReg *) SPIE;

stlatic volatile SPIEventMaskReg * const spimPtrGbl =
(volatile SPIEventMaskReg *) SPIM;
stlatic volatile SPICommandReg * const spcomPtrGbl &
(volatile sPICommandReg *) SPCOM;

static volatile SPIParamRam * const spiParamPtrGbl
(volatile SPIParamRam *) SPIB;
stlatic volatile RBufferbDesc * const rbdPtrGbl
(volatile RBufferDesc *) RBD_BASE;
stlatic volatile TBufferbDesc * const tbdPtrGbl
(volatile TBufferDesc *) TBD\BASE;

/* SCC2 registers */

stlatic volatile GSMRegLow * const gsmrl2PtrGbl =
(volatile GSMRegLow. ) GSMRL2;

stlatic volatile GSMRegHigh , * const gsmrh2PtrGbl =
(volatile GSMReghigh *) GSMRH2;

static volatile uintl6 *const dsr2PtrGbl =
(volatile uintl6 *) DSR2;

static volatile uintl6 ¥ const todr2PtrGbl =
(volatile uintl6é *) TODR2;

stlatic volatile SCEEventMaskReg * const scce2PtrGbl
(volatijte SCCEventMaskReg *) SCCE2;
stlatic volatilé 'SCCEventMaskReg * const sccm2PtrGbl =
(volatile SCCEventMaskReg *) SCCM2;
static volatile SCcCStatusReg * const sccs2PtrGbl =
(volatile SCCStatusReg *) SCCS2;

static wolatile BRGConfigReg * const brgc2PtrGbl =
(volatile BRGConfigReg *) BRGC2;

stlatic volatile SCCParamRam * const scc2ParamPtrGb]l

tvotatite—SEcParamRam—)—SEc2B:

static volatile SCCReceiveBD * const scc2rbdPtrGbl =
(volatile SCCReceiveBD *) RBD_BASE_SCC2;

static volatile SCCTransmitBD * const scc2tbdPtrGbl

(volatile SCCTransmitBD *) TBD_BASE_SCC2;

/* allocate storage for scc transmit and receive buffers,
init to zeros */

static volatile Byte scc2rBufGb1[NUM_BD_SCC2] [MAX_BL_SCC2]

static volatile Byte scc2tBufGb1[NUM_BD_SCC2] [MAX_BL_SCC2]

{0}
{0};

/* Port A registers */
static volatile PADirectionReg

*

const padirpPtrGbl =
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(volatile PADirectionReg *) PADIR;
static volatile PAPinAssignmentReg * const paparPtrGbl
(volatile PAPinAssignmentReg *) PAPAR;
static volatile PAOpenDrainReg * const paodrPtrGbl
(volatile PAOpenDrainReg *) PAODR;
static volatile PADataReg * const padatPtrGbl =
(volatile PADataReg *) PADAT;

/% Port B registers */

static volatile PBDirectionReg * const pbdirPtrGbl
(volatile PBDirectionReg *) PBDIR;

stfatic volatile PBPiNASSignmentReg -~ const pbparPtrGol

(volatile PBPinAssignmentReg *) PBPAR;

stlatic volatile PBOpenDrainReg * const pbodrPtrGbl

(volatile PBOpenDrainReg *) PBODR;

static volatile PBDataReg * const pbdatPtrGbl =

(volatile PBDataReg *) PBDAT;

/* Port C registers */

stlatic volatile PCDirectionReg const pcdirpPtrGbl =

(volatile PCDirectionReg *) PCDIR;

stlatic volatile PCPinAssignmentReg * const pcparPtrGbl =

(volatile PCPinAssignmentReg *) PCPAR;

stlatic volatile PCDataReg * const pcdatPtrGbl =

(volatile PCDataReg *) PCDAT;

stlatic volatile PCSpecialOptionsReg * const pcsoPtrGbl =

(volatile PCSpecialoptionsReg *) PCSO;

stlatic volatile PCInterruptReg * const pcintPtrGbl =

(volatile PCInterruptReg *) PCINT;

*

/* const ptr to ptr to function returning void with vojd params */
stlatic volatile void (** const spivPtrGbl) (void) =

(volatile void (**)(void)) SPIV; /* ptr ‘to vector */
stlatic volatile void (** const cerrther])(void) =

(volatile void (**)(void)) CERRV; /*\ptr to vector */
stiatic volatile void (** const spurintvPtrGbl)(void) =

(volatile void (**)(void)) SPURINTV; /* ptr to vector */
stlatic volatile void (** const buserrvPtrebl) (void) =

(volatile void (**)(void)) BUSERRV; /* ptr to vector */

/* Timer 1-2 stuff */
stiatic volatile TimerGenConfigReg ,6 *\“const tgcrPtrGbl =
(volatile TimerGenConfigReg *) TGCR;

stlatic volatile uint32 * const)trrl2PtrGbl =

(volatile uint32 *) TRR1l; /* cascaded 32 bit ref */
stlatic volatile uint32 *.const tcnl2PtrGbl =

(volatile uing32 *) TCN1l; /* cascaded 32 bit timer */

stlatic volatile TimerModeReg * const tmr2PtrGbl =
(volatile TimerModeReg *) TMR2;
stlatic volatile uihtl6 * const trr2PtrGbl =
(volatiyte uintl6é *) TRR2;

stlatic volatile wintlé * const tcr2PtrGbl =
(volatile uintlé *) TCR2;

stlatic volatile uintlé * const tcn2PtrGbl =
(volatile uintl6 *) TCN2;

stlatic wolatile TimerEventReg * const ter2PtrGbl =
(volatile TimerEventReg *) TER2;

/ Ve Be e S o R R R R Rk o o S o S o S S R R R T R T R R o S S S O
S

/ arameters for SPMIsr execution h1story for debugg1ng purposes */
vo1at11e MACParam macGbl; /* extern in physical.h */

volatile SPMParam spme1; /% extern 1in physical.h */

volatile CRCParam crcGbl;
volatile History hBufGbl = {0}; /* Initialize to zero */
/* exception count for debugging puposes. Incremented in exception

service routines for bus error and spurious interrupt */
volatile uint32 exceptions = 0;
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/* Timer for PHYIO */
MsTimer phyIOTimer;

/* Special Purpose Mode Init */
static intl6 SPMInit(void);

/* Special Purpose Mode Int. Service Routine */
static void SPMIsr(void);

/% CPM 1int error Int. Service Routive */
stlatic void CErrIsr(void);

/% Spurious interrupt error ISR */
stlatic void SpurIntIisr(void);

/* bus error ISR */ )
stlatic void BuserrIsr(void);

/¥ Initialize MAC hardware timer */
stlatic uint32 * MACTimerInit(void);

/* delay function waits for delay ticks */
stlatic Boolean DelayTicks(uint32 delay);

/* uses MACTimer hardware timer */

stlatic void UpdateElapsedTimer(TimerData32 * t);
stlatic void StartElapsedTimer(TimerData32 * t);
/* increments backlog */

static void IncrementBacklog(uint8 deltaBacklog);
/*| decrement backlog */

static void DecrementBacklog(uint8 deltaBackTeg);

/-.i ___________________________________________________________________

Sdction: Function Definitions

/¥ #define SPM_TEST */ /* To include\a main to test SPM only */
/* #define SPM_HISTORY */ /* To debug~without break points */

Yedesdd e e dede e deded el n

/:" % % % Tk dkdhk
Function: main
Rgturns:
Reference:
PUurpose: To test mac layer only
B

s e dedede NNl de NN ddedddd

#ilfdef SPM_TEST
vaid main(Q)

Tong count)=10;
PHYINitSPMQ);

maeGb1.t] 8; /* 5 byte packet */
macGbl.tc = 0;

F o

—macGbht—tPkt{o]
macGb1.tPkt[1]
macGbl.tPkt[2]
macGb1.tPkt[3]
macGbl.tPkt[4]
macGb1.tPkt[5]
macGbl.tPkt[6]
macGb1.tPkt[7]
macGbl.tpr = TR

CONOUVIAWN

[ | | [ | | T T

E:

count = 0;
¥h11e (macGb1.tpr != FALSE )
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count++;

count = 0;
while (spmGbl.mode != STOP )
{
count++;
return;
}
#endif
/%***%**********%*************************************************
Function: PHYIn1tSPM
Rgturns:
Reference: )
PUurpose: Set up special purpose mode ]
SPMInit() initializes all the 68360 registers
MACTimerInit() starts up a 32 bit hardware timer (25Mhz)
PHYEnableSPMIsr() configures the Interrupt Service Rout{ine
Cgmments:
:':-.i:':-.'::“:-.':7'::“:-.'::‘::':-.':7“:-.':7'::“:7':-."::':-."::':-.':-.'::':-.':7“:-.':7‘::“:-.'::'::':7'::‘:-.':7“::“::'c:“::‘::‘::':-.':7“::':-.'::‘:7‘:7‘::‘::’::‘:-k*:':;'cz‘:;‘::’::‘::’:*:‘::‘::‘:*/
vdid PHYInitSPM(void)
{

/%
Fu
Re
R
Pu

intl6é initok = 0;
exceptions = 0; /* for debugging */
initoK = SPMInit();

/* initialize and start MAC hardware timer */
spmGb1.clock = MACTimerInit();

/* reconfigure SPI SPMODE */
/* spmodePtrGbl->loop = 1; */ /* Tlocal Toop back for test */

hBufGbl.index = 0; /* start history\at 0 */

/* updates communications paranmeters
brings out of reset and starts frame exchange
and loads config regs

7':/
PHYEnablesSPMIsr(Q);

return;

TR deddddedededededede AR ddeddedededededdedehh NN dedddeddededededdhhhhn

nction: SPMIndE

turns: 1 if ok, 0 if error.

ference:

rpose: set up special purpose mode
Basic approach: Use SPI to tx and rx frames from xcvr.
The spi bit clock is wired externally to clk3 input
This is used to clock the scc2 port that generates
the frame clock.

mments:

Co

PR KRS OO S O OGS S S S S S SN S S S SR S S S S S OSSN S N S S S S S S S S S S SR OSSR S S S S OSSR )

st
{

atic intle SPMInit()

5=

intl6 1i;

SDMAConfigReg sdcrTemp;
CPCommandReg crTemp;
SCCReceiveBD srbdTemp;
SCCTransmitBD stbdTemp;
SCCEventMaskReg scceTemp;
CIConfigReg cicrTemp;
SPIEventMaskReg spiemTemp;
SPIModeReg spmodeTemp;

for Toop counter */

scratch to set up sdcr */
scratch to set up cr */

scratch */

scratch */

scratch */

scratch to set up cicr */
scratch to set up spie or spim*/
scratch to set up spmode */

sk

*

ECE

5=
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/* initialize registers and vectors*/

/* initialize SDMA Config Register */

sdcrTemp.frz = 0; /* ignore freeze */
sdcrTemp.sism /* level 7 interrupt mask */
sdcrTemp.said
sdcrTemp.inte
sdchemp intb
*sdcrPtrGbl = sdcrTemp;

/* level 4 bus arbitration priority */
;* no error interrupts */
/

7;
4;
0;
0; * no break interrupts */
* write out sdcr */

#1

#e

/¥ Set sicr */

sicrPtrGbl->sc2 = 0;
sicrPtrGbl->r2cs = 6
sicrPtrGbl->t2cs = 6

*

/* scc2 in nmsi mode
/* receive clock from clk3 */
/* transmit clock from clk3 */

Tede e e

/* 1n1t1a11ze SCC2 Port for frame c10ck'
/* 1n1t1a11ze RBASE and TBASE in SCC2 Param RAM */
scc2ParamPtrGbl->rbase (uintl6) RBD_BASE_SCC2;
scc2ParamPtrGbl->tbase (uintl6) TBD_BASE_SCCZ;

T T R T R R R e T e

e e g e e e o o .-\./

/* initialize other parts of ScCC2 parameter ram us1ng CP comniand */
crTemp.reset =0; no cpm reset */

crTemp.chnum = SCCZ_CH_NUM, * SCC2 Channel */

crTemp.opcode = INIT_TRP_OPCODE; /* 1init param ram */

crTemp.flag = 1; * start command */

*CrPtrGbl = crTemp; * write to command, register */

B

fndef SIMULATION
/* wait for command to finish */
¥h11e ( crrPtrGbl->flag == 1)

) ; /* Do nothing */
ndif

/* initialize function codes for param ram and buffer length
for scc2 */

/* endian and function code */

scc2ParamPtrGbl->rfcr = (uint8)\;:FCR_INIT;

/* endian and function code_*

scc2ParamPtrGbl->tfcr = (uint8) FCR_INIT;

/* max receive buffer length */

scc2ParamPtrGbl->mrblr <= uintl6) 2;

/* initialize scc receive buffer descriptors */

srbdTemp.e = 1; /* 1 = buffer ready to receive */
srbdTemp.w = 0; /* 0 = don't wrap this bd */
srbdTemp.i = 0; /* 0 = disable interrupts */
srbdTemp.1 = 03 /* 0 = not last */

srbdTemp.cm{=,1; /* 1 = put in continuous mode */
srbdTemp.de-= 0; /* clear out dpll error*/

srbdTemptno = 0; /* clear out non octet error*/
srbdTempycr = 0; /* clear out crc error*/

srbdTemp.ov = 0; /* clear out receiver overrun error */
srbd¥emp.cd = 0; /* clear out carrier detect lost error */
srbdTemp. dataLen = /* superfluous set by cp */

/* set to f1rst buffer but change below */

b eV eV |

21 UU I CIIIIJ uaLar LI -_— (XD\_\_LI DUIUUI LYV1ILY],

for (i = 0; i < NUM_BD_SCC2; 1i++) /* loop thru buf descriptors */
scc2rbdPtrGb1[i] = srbdTemp; /* assign defaults from temp */
/* assign ptr to buffer */

! scc2rbdPtrGb1[i].dataPtr = &scc2rBufGb1[i][0];

scc2rbdPtrGb1[NUM_BD_SCC2 - 1].w = 1; /* wrap last rbd */

/* initialize scc transmit buffer descriptors */

stbdTemp.r 1; /* 1 = buffer ready to transm1t =/
stbhdTemp.w 0; /* 0 don't wrap this bd */
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stbdTemp.i = 0; /* 0 = disable interrupts */

stbdTemp.1 = 0; /* 0 = not last */

stbhdTemp.tc = 0; /* 0 = don't transmit crc */

stbdTemp.cm = 1; /* 1 = put in continuous mode */
stbdTemp.un = 0; /* clear out transmit underrunn error */
stbdTemp.ct = 0; /* clear out cts lost error */
stbdTemp.dataLen = 2; /* set to buffer Tength should be

2 bytes */
/* set to first buffer but change below */
stbdTemp.dataPtr = &scc2tBufGb1[0][0];

Tor (1 = U; 1 < NUM_BD_SCCZ; 1++) /- loop thru burl descriptors -~/
scc2thbdPtrGb1[i] = stbdTemp; /* assign defaults from temp */
/* assign ptr to buffer */

y scc2tbdPtrGb1[i].dataPtr = &scc2tBufGb1[i][0];

scc2tbdPtrGb1[NUM_BD_SCC2 - 1].w = 1; /* wrap last tbhd */

/* initialize port A and C for SCC2 Transparent mode operation */

padirPtrGbl->dr2 = 0; /* RXD for scc2 */
paparPtrGbl->dd2 = 1; /* rxd connect internal */
paodrPtrGbl->0d3 = 0; /* not open drain for txd */
padirPtrGbl->dr3 = 0; /* TXD for scc2 */
paparPtrGbl->dd3 = 1; /* txd connect internal */
padirPtrGbl->drl0 = 0; /* clk3 sc2 */
paparPtrGbl->dd10 = 1; /* connect internal */

/* enable rts for scc2 */

pcdirpPtrGbl->drl = 0;

pcparPtrGbl->ddl = 1;

/* general purpose io so CD always asserted #/
pcdirPtrGbl->dr7 = 1;

pcparPtrGbl->dd7 = 0;

pcsoPtrGbl->cd2 = 0;

/* use cts2 to initiate transmission. cenfigure as gen purpose
i0o so always asserted low */

pcdirPtrGbl->dr6 1;

pcparPtrGbl->dd6 = 0;

pcsoPtrGbl->cts2 0; /* configure”’as Tow always */

/* set gsmr */

gsmrh2PtrGbl->tcrc = 0; /* 16 bit ccitt crc */
gsmrh2PtrGbl->revd = 13 /% 1= send msbit of each byte out first */
gsmrh2PtrGbl->trx = 15\/* receiver in transparent mode */
gsmrh2PtrGbl->ttx =¢1;~" /* transmitter in transparent mode */
gsmrh2PtrGbl->cdp, =¥, /* cd pulse mode */
gsmrh2PtrGbl->ctsp = 1; /* cts pulse mode */
gsmrh2PtrGbl->cds) = 1; /* cd synchronous mode */
gsmrh2PtrGbl-&etss = 1; /* cts synchronous mode */
gsmrh2PtrGbd->synl = 0; /* receive sync on cd not on

sync pattern */
gsmrh2rPtrebl->tfl = 1; /* 1 byte fifo for Tower transmit

latency */
gsmkI2PtrGb1->diag = 1; /* Tocal loop back for test*/

/% initialize transparent mode crc type */

O

scc2pParamPtrgbl->crcc = 0x0000FOB8UL:  /* 16 bit CCITT CRC */

revious scc2 interrupt events, write 1 to clear */

/* clear any
scceTemp.glr
scceTemp.glt
scceTemp.dcc
scceTemp.gra
scceTemp. txe
scceTemp.rch
scceTemp.bsy
scceTemp.tx

scceTemp. rx

nmnnmnuwunwnmnns

RPRRPRRRPRRERE
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*scce2PtrGbl = scceTemp; /* write it out to SCCE2 */

Ve enab1e/d1sab1e interrupts write 1 to enable */
scceTemp.glr
scceTemp.glt
scceTemp.dcc
scceTemp.gra
scceTemp.txe
scceTemp.rch
scceTemp.bsy
scceTemp.tx

!

OO

0
0;
0;
0;
0;
0;
Scceremp.rx 0;
*sccm2PtrGbl S

cceTemp, /* write it out to sccm2 */

/* clear any old scc2 interrupts from CISR */
/* clear by writing 1, spi interrupt in service */
cisrPtrGbl->scc2 = 1;

/* enable/disable system interrupt for spi in CIMR*/
cimrPtrGbl->scc2 = 0; /* enable by writing 1 */
[ s e e e e gt R R R R R R R R ke /

SPI Port In1t1a11zat1on */

/7‘:.‘ 5 o o o iy o i i i o ki St b st S o ..‘..‘-‘.*****.‘-‘.*/

*

/* initialize RBASE and TBASE in SPI Param RAM */
/* start of Receive BDs */

spiParamPtrGbl->rbase = (uintl6) RBD_BASE;

/* start of transmit BDs */

spiParamPtrGbl->tbase = (uintl6) TBD_BASE;

/* initialize other parts of SPI parameter ramjusing CP command */
crTemp.reset =0; /* no cpm reset *

crTemp.chnum = SPI_CH_NUM; /* SPI Channel */

crTemp.opcode = INIT_TRP_OPCODE; /* 1init .patam ram */

crtemp.flag = 1; /* start command */

*CrPtrGbl = crTemp; /* write to command.\register */

#ilfndef SIMULATION
/* wait for command to finish */
¥h11e ( crPtrGbl->flag == 1)

}
#andif

/* initialize function“codes for param ram and buffer length*/
/* endian and functjion-code */

spiParamPtrGbl->rfcr-= (uint8) FCR_INIT;

/* endian and function code */

spiParamPtrGbl<>tfcr = (uint8) FCR_INIT;

/* maximum buffer length */

spiParamPtrgbj=>mrblr = (uintl6) MAX_BUF_LEN;

/* initialize receive buffer descr1ptors */

rbdrPtrGgbi->e = 1; /* 1 = buffer ready to receive */
rbdPtrGb1->w = 1; /* 1 = wrap this bd */

rbdRrtrGb1->1 = 1; /* 1 = enable interrupts of rxb */
rbdPtrGcbl->cm = 1; /* 1 = continuous mode */

rdeter1 ->1 = Oi 4f c1ear out */

IIJUFLIUUI -0V = U, / L.ch.l UUL /

rbdPtrGb1->me = 0; /* clear out */

rbdPtrGbl->dataLen = /* superfluous set by cp*/
rbdPtrGb1->dataPtr = &spme1 rf; /* assign ptr to buffer */

/* initialize transm1t buffer descriptors */

tbhdPtrGbl->r buffer ready to transmit */
thdPtrGb1->w 1; wrap this bd */

thdPtrGcb1->1i 0; don't enable interrupts of txb */
thdPtrGbl->cm = 1; continuous mode */

thdPtrGcb1->1 = 1; = last */

tbdPtrGbl1->un = 0; clear out */

tbdPtrGbl->me = 0 clear out */

(||
\\
oSk 3 %
(I T | I T |

RHRORR

*

*

NN
2
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tbdPtrGbl->datalLen
tbdPtrGbl1->dataPtr

2; /* set to buffer length should be 2bytes */
&spmGb1.tf; /* assign ptr to buffer */

e e e Yo Yo Yo v Yo Yo v e e

D S A S S R R R R S R R R S R OROROT O JOROPOT

In1t1a11ze G1oba1s Structure for Channe1 Access A1gor1thm
and Spec1a1 Purpose Mode

e dedede e dedede e dde RNl de NN dde NN ddedhddedhdddehddedhddd -.':/

/* initialize receive frame buffers just to prevent garbage
in case out of sync */
spmGb1.rf.setTxFlag = 0;
SpMGhT.rT.CIrTXReqrlag = U;
spmGb1.rf.rxbatavalid = 0;
spmGb1.rf.txDataCTS = 0;
spmGb1.rf.setCollDet = 0;
spmGb1.rf.rxFlag = 0;
spmGb1.rf.rwAck = 0
spmGb1.rf.txon
spmGb1.rf.data

bl

frame status not transmitting */
—don 't clear -~/

no valid data this frame */

no clear to send */

no collision detected */

not receiving */

not acknowledged */

3 not receiving */

bl

EOE

0;

bl

/* initialize receive frame buffers just to prevent garbage in case */
/* out of sync*/
spmGb1.tf.txFlag = 0;
spmGb1.tf.txReqFlag =
spmGb1.tf.txDatavalid
spmGb1.tf.blank = 0;
spmGb1.tf.txAddrrRw = 0;
spmGb1.tf.txAddr = 0;
spmGb1.tf.data = 0;

* frame status not transmitting *¢
* don't req */

* no valid data this frame */
unused */

write */

f dgfau1t address */

0;
= 0;

¥

NSNS

/* Initialize spm global parameters */

spmGb1.mode = STOP; /* no errors yet */

spmGb1.state = IDLE; /* state machine start state */
macGbl.tpr = FALSE; /* packet .not’ ready to transmit */
macGbl.tc = 0; /* transmit byte count 0 */
macGbl.tl = 0; /* last byte is 0 */

macGbl.rpr = FALSE; /* packet not yet received */
macGbl.rc = 0; * receive byte count 0 */
macGbl.r1l = 0; /* Alast byte is 0 */

spmGb1.crw = FALSE; /*~don't write config register */
spmGbl.cra = 0; /% address zero nothing */
spmGb1.crbata = 0; * empty data */

spmGb1.srr = FALSE; /* don't read from status register */
spmGbl.sra = 0; * empty address */

spmGb1.srbata = 0; /* put nothing in */

spmGb1.resetCount = 0j zero to_start */
spmGb].collisionsThisPkt = 0 ; /* # of collisions this packet */
macGbl.priorityPkt. =-FALSE; /* FALSE = not a priority packet */

/* FALSE = chanh€ll access algo not complete */
spmGb1.accessApproved = FALSE;

/* TRUE means)ycycle timer to be reset and started */
spmGb1.cycleFimerRestart = TRUE;

spmGb1{backlog = 0; /* current channel backlog */
/* delta backlog on current transmit packet */
macGbl.deltaBLTx ;
maeGb1.deltaBLRx 0; /* delta backlog on last receive packet */
mach1 a1tPathB1t = 0; V0 a1ternate path bit */
Dlyllcll LU wi iLC O.ILCIIICI.LC }JCI.LII UIL ./
spme1 writeAltPathBit = FALSE;
/* alt path bit written state for this pkt */
spmGb1.altPathBitwWritten = FALSE;
spmGb1.nodePriority = 0; /* node's priority slot number */
/* comm parameters for this node */
gor (i =0; i < NUM_COMM_PARAMS; 1i++)

spmGb1.configbata[i] = 0;
spmGb1.phase = RANDOM_IDLE; /* Idle for a long time */

spmGb1.kind = POST_RX; /* betal time slot type */
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spmGb1.nicsToTicks = 15; /* conversion factor this specification's
time base to 68 360 ticks */

spmGb1.bitClockRate = 156 250; /* in units of Hz */

length of beta2 in 68 360 ticks

spmGb1.beta2Ticks = 0; /[*
40ns each */

spmGb1.betalTicks = 0; /* length of betal in 68 360 ticks
40 ns each */

spmGb1.betalPostTxTicks = 0; /* length of betal in 68 360 ticks
40 ns each */

spmGb1.betalPostRxTicks = 0; /* length of betal in 68 360 ticks
40 ns each */

SpMGb1.baserTicks = U; /= duration ol wbase in b8 360 tiCcKsS
40 ns each */

spmGb1.cycleTicks = 0; /* duration of avg packet cycle in

68 360 ticks 40 ns each */

0; /* duration of channel priority
slots */

0; /* duration of channel priority
slots */

spme1.pr1or1tyId1eT1cks =0; /* durat1on of priority idle wait */

/* duration until node's pr1or1ty slot */

spmGb1.priorityNodeTicks

spmGb1.randomTicks

/* timers for channel acce

spmGb1.idleTimerStart

spmGb1.baseTimerStart

spmGb1.cycleTimerStart

spmGb1.transmitTimerStart

spmGb1.elapsed

spmGb1.stopped

spmGb1.lastTime

spmGb1.priorityChPostTxTicks

spmGb1.priorityChPostRxTicks

OO

s a1gor1thm */

LI T | [ | ¥ B [ A

OOOOOOO

/* initialize crcGbl for form */
crcGbl.poly = 0;

crcGbl.crc = 0;

crcGbl.crcBit = 0;

crcGbl.dataBit = 0;

crcGbl.dataByte = 6;

Q
o
o
o

/* initialize port B for SPI Master operation */

* pin0 = spisel or chip select,if 'single master */
/* pinl = spiclk  clock*/

* pin2 = spimosi master out\sltave in */

/* pin3 = spimiso master in_slave out */
/* pin5 = ~ reset */

pbodrpPtrGb1->0d0
pbodrPtrGb1->o0d1l
pbodrPtrGbl->0d2
pbodrPtrGbl->0d3
pbodrpPtrGbl->0d5

/*0=active driven 1l=open drain(3 state), if output

WA

PR ORRFPRPRO OO00O®©O

/* not open drain for reset? */

pbparpPtrGgb1<>dd0 = 0; /* general purpose pin chip select*/
pbparPtrGhP=>¥ddl = 1; /* internal connect spiclk */
pbparPtrgbl}->dd2 = 1; /* internal connect spimosi */
pbparptregbl->dd3 = 1; /* internal connect spimiso */
pbparPtrGbl->dd5 = 0; /* general purpose i/o */
pbdirPtrGbl->dr0 = 1; /* output */

pbd1rPter1 >dr1 = 1; 4? output /

7':/

puunruuuu >th2 otrtptrt
/* although input must conf1g as out else brgo4 */
pbdirpPtrGbl->dr3 1;

pbdirPtrGbl->dr5

1; /* output */

/* initialize port B for IO pins : reset switch, manual service request,
ioswitch, and LEDs reset-service and IOLED
pb8 = led reset service
pb9 = general purpose out led
pb12 reset switch
pbl3 = manual service request
pbl4 = general purpose in switch
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7':/

pbodrPtrGbl->0d8
pbodrPtrGb1->0d9 ;
/* since input NA, however open drain for pull down */
pbodrPtrGbl->0d12 = 1;

/* since input NA, however open drain for pull down */
pbodrPtrGb1->0d13 ;
/* since input NA, however no pull down */
pbodrPtrGbl->0d14 = 0;

0; /* 0 = active driven not open drain */

pbparPtrGbl->ddsd = O, 77 general puUrpose pin chip select~/
pbparpPtrGbl->dd9 = 0; /* general purpose pin chip select*/
pbparPtrGbl->dd12 = 0; /* general purpose pin chip select*/
pbparPtrGbl->dd13 = 0; /* general purpose pin chip select*/
pbparPtrGbl->dd14 = 0; /* general purpose pin chip select*/
pbdirPtrGbl->dr8 = 1; /* output */
pbdirpPtrGbl->dr9 = 1; /* output */
pbdirPtrGbl->drl2 = 0; /* dinput */
pbdirpPtrGbl->drl3 = 0; /* input */
pbdirPtrGbl->drl4 = 0; /* dinput */

/* set initial va1ues */
pbdatPtrGbl->d8 =
pbdatPtrGbl->d9 =
pbdatPtrGbl->d12
pbdatPtrGbl->d13
pbdatPtrGbl->d14

; /% input so NA */
; /% dinput so NA */
; /% input so NA */

[T
orrs

/* reset xcvr */
/* driven low to reset hold in reset until change. */
pbdatPtrGbl->d5 = 0;

/* clear any prev1ous spi interrupt events-write 1 to clear */
spiemTemp.mme
spiemTemp.txe
spiemTemp.bsy
spiemTemp.txb
spiemTemp.rxb
*spiePtrGbl = sp1emTemp, /* write’it out to SPIE */

/* assign address of isr funetions to vector table entry */
*spivPtrGbl = &SPMIsr; /* spi isr */

*cerrvPtrGbl = &CErrisr; /* comm error isr */
*spurintvPtrGbl = &SpurIntIsr; /* spurious interrupt isr */

/* *buserrvPtrGbl = &BUSErrIsr; */ /* spurious interrupt isr */

/* enable interrupts-write 1 to enable */
spiemTemp.mme = 0,

spiemTemp.txe ;
spiemTemp.bs 0;

spiemTemp. tX 0; /* disr will run after transmit */

spiemTemp {rxb 1; /* isr will run after receive buffer filled */
*spimPtrGb} = spiemTemp; /* write it out to SPIM */

/* iniEVYCICR register */

cickFemp.scdp 3; /* scc4 has priority d *
cierTemp.sccp = 2; /* scc3 has priority c *
eicrTemp.schp 1; /* scc2 has pr1or1ty b * /
crerFemp—scap

\\

O—/—scctthasprioritty—a—*/
cicrTemp.irl CPIR_LEVEL; /* level 4 interrupt request level */
cicrTemp.hpi 31; /* default highest priority = 31 = 1F hex*/
cicrTemp.vba UIVN_MSB; /* user interrupt vector number offset */
cicrTemp.sps 0; /* use grouped priority scheme */
*cicrPtrGbl = cicrTemp; /* write to cicr */

/* clear any old SPI interrupts from CISR */
cisrPtrGbl->spi = 1; /* clear by writing 1,

spi interrupt in service */
/* enable system interrupt for spi in CIMR¥*/
cimrPtrGbl->spi = 1; /* enable by writing 1 */
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/* init SPMODE register */

spmodeTemp.loop = 0; /* 1 = local Toop back

0 = no local loop back */
spmodeTemp. ci = 0; /* don't invert clock */
spmodeTemp.cp = 1; /* toggle clock at begin of data transfer */
spmodeTemp.divle = 0; /* don't divide brgclk by 16 */
spmodeTemp. rev =1; /* use bigendian MSB first */
spmodeTemp.ms = 1; /* master mode */
spmodeTemp. Ten =7; /* 8 bits per character = len + 1 */
spmodeTemp . pms = 4; /* prescale modulus select,

4 gives 1,25 Mbit/s */
Spmoderemp.en = 1; /= enable spi_ ~/

*spmodePtrGbl = spmoaeTemp; /* write to spmode register */

/* initialize SPCOM (probably don't need to do */

spcomPtrGbl->res = 0; /* should never have to change */

spcomPtrGbl->str = 0; /* superfluous auto cleared one
clock cycle after set */

/7“:.‘ R S R SOSOFUSOFOSOSOSOL

Enable 1nterrupts by sett1ng 1nterrupt pr1or1ty mask 1eve1
in Status Register to O, must use in line assembly code
assumes CPU 1is in supervisor mode, Bits 10 9 8 are
interrupt priority mask Tevel

‘Jﬁ********************************/

asm(" ANDI #~0x0700,SR"); /* sets priority mask to Tevel 000 */

/* set up frame clock using scc2*/
/* put data into transmit buffer */

scc2tBufGb1[0][0] = O0x01lu; /* first byte 7 bit delay
to sync frame\to spi */
scc2tBufGbT1[0] [1] = 0x00U; /* second byte ¥/

scc2tbdPtrGb1[0] .dataLen = 2; /* send just'two bytes */

/* enable frame clock */
gsmrl12PtrGb1->enr 1; /* receive *Y
gsmrl12PtrGbl->ent 1; /* transmit */

return(l);

/%*********i*n Fededededededef N et N e dede N dde NNl defhdde NN ddedhddedddedhddedddd

Function: MACT1merIn1t

Returns: pointer to hardware timer counter register
Raference: )
PUurpose: initial¥Ze MAC hardware timer

Comments

e ¥ e e 3 .:********************************************************/

uint32 * MACEImerInit(void)

tgcrrRtrGbl->cas2 = 1; /* cascade 1 and 2 */

tgckPtrGbl->frz2 = 0; /* ignore freeze pin */
tderrtrGbl->stp2 = 0; /* normal unstopped operation */
tgcrPtrGbl->rst2 = 0; /* reset timer */

tmr2PtrGb1->ps = 0; /* prescaler */

tmr2PtrGbl->ce = 0; /* input capture disabled */
tmr2PtrGbl->om = 0; /* output mode pulse */

tmr2PtrGbl->ori = 0; /* diable output reference interrupt */
tmr2PtrGbl->frr = 0; /* 0= free running counter */
tmr2PtrGbl->iclk = 1; /* 1 = internal general system clk source */
tmr2PtrGbl->ge = 0; /* tgate is ignored */

/* set reference to max all ones */
*trr12PtrGbl = (uint32) OXFFFFFFFFU;

/* writing a 1 resets the reference event bit */
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ter2PtrGbl->ref = 1; ]

/* writing a 1 resets the capture event bit */
ter2PtrGbl->cap = 1;

*tcnl2PtrGbl = 0; /* start at zero */
tgcrPtrGbl->rst2 = 1; /* start timer running */

return(tcnl2PtrGbl);

Co

edededefe e dededdeddenn

nction: DelayTicks
turns: Boolean state of mac timer running = true stopped = false
ference:

rpose: Delay for a "delay" number of ticks

Used during various startup routines

to wait for xcvr hardware to respond

mments:

****************************************************************/

olean DelayTicks(uint32 delay)
uint32 start;
}f (tgcrrPtrGbl->rst2 == 0)

/* timer not running so exit immediately with fadse */
return (FALSE);

%1se
start = *tcnl2PtrGbl;
while ((*tcnl2PtrGbl - start) < delay)

; /% keep waiting */

return (TRUE);

B

e e e e e e e e e e e e e e e e Y Y Y T e e e e e e e e e e e e T T S T T T e e e e e e e e e e e e e e e
R S e S i S R R S R A S % S i e i i S e e S i S e e SR R L A ik e i o S L S S R R R

nction: PHYSoftResetSPMXCVR

turns:

ference:

rpose: Software _rieset Special Purpose Mode XCVR by reading
from register zero

mments

****************************************************************/

vaid PHYSoftResetSPMXCVR(void)

}

uintlexcount;

0.

spmGb1.sra ;
TRUE;

spmGb1.srr

count = 0;
¥h11e ((spmGb1.srr != FALSE) && (count < OXFFFF))

, count++;
spmGb1.srbata = 0;

return;

/.-..-..v..n..v..-..n..-..n..-..v..n..v..-..n..-..n..v..n..u..v..-..-..-..n..v..n..n..-..u..-..-..n..v..n..n..-..n..v..n..-..-..n..-..-..n..v..n..v..-..u..-..n..-..v..n..v..-..n..-..n..-..n..n..v.
R R T R T T S i U i e S i e R i A S i S S i (i S e T S i e e i U i A S T S e e o e S i L i T S A

Function: PHYHardResetSPMXCVR
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Returns:

Reference:

Purpose: hardware reset Special Purpose Mode XCVR by
asserting reset pin. then configures xcvr
this is used when xcvr hangs in tx_on mode
e.g. spmGbl.resetCount times out

Ccomments:

iy i e e e S e L e
FeddedeNk LR R

.n..-..n..v..n..-..v..-..-..-..n..v..n..n..-..u..-..-..n..v..n..n..-..n..v..n..-..v..n..-..-..n..v..n..v..-..u..-..n..-..v..n..v..-..n..-..n..-..n..u..v./
eI B R R ik S e i i i A S o S T L L S L S i e S T e i e S i Sk S e o S R T

void PHYHardResetSPMXCVR(void)
{

unsigned long count,
int 1;
Boolean good;

pbdatPtrGbl->d5 = 0; /* drive xcvr into reset */

/* wait for a while for everything to settle down */
gOOd = De1ayT1CkS(RESTART_DELAY_TICKS);

pbdatPtrGbl->d5 = 1; /* bring xcvr out of reset */

/* initialize config registers on PLT-20 transceiver */
/* load in reverse order *

i = NUM_COMM_PARAMS - 1; /* should be 6 */
¥h11e Ci>=0)

spmGb1.crbata = spmGbl.configbatali];

/* config registers start at 7 down to 1 */
spmGbl.cra = (Byte) i + 1;

spmGb1.crw = TRUE;

count = 0;

/* wait for ack but time out so not infinite loop */
?h11e ((spmGb1.crw != FALSE) && (count < OXFFFFF))

count++;

%f (spmGb1.crw == TRUE) /* xcve never acked try again */
pbdatPtrGb1->d5 = 0; /% reset xcvr */
/* wait for a while ‘for everything to settle down */

good = DelayTicks(RESTART_DELAY_TICKS);

pbdatPtrGbl-=>d5 = 1; /* bring xcvr out of reset */

i = NUM_COMM_PARAMS - 1; /* start over again */
}1/* NOTE! ! l“1f the xcvr never acks this code will hang */
else

{
}

1--3
}

spmGbl}.crbata = 0;
spmGb1.cra = 0;

ettt
}
/¥ s s e e e e et de g dedede e e el g e de e e e e i R S e e i R e e e e e et
Function: PHYDisableSPMIsr
Returns:
Reference:
Purpose: To diable the Isr temporarily on node reset.

Must use PHYEnableIsr to reenable correctly.

comments

FehhfRffddddddedddddhhh NN ddddddeddedddhhh RN dddddddddddhhhhn /

void PHYDisableSPMIsr(void)
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{

/* once the first line below is executed, the ISR will stop

running. the next time it runs */

spmGb1.mode = STOP;

pbdatPtrGb1->d5 = 0; /* drive xcvr into reset */

spmGb1.state = DEBUG;

macGbl.tpr = FALSE;

macGbT.tC = U,

macGbl.t] = 0;

macGbl.rpr = FALSE;

macGbl.rc = 0;

macGb1.rl = 0;

spmGb1.crw = FALSE;

spmGb1.srr = FALSE;

spmGb1.sra = 0;

return;
}
/71:':-.':7“:-.'.'7"‘:“:-.':-."::':-.'c;“:-.'c-k:‘:7’::‘::‘::‘::‘:*7’::‘:7’:7‘::‘:7‘::“:-.'::“::':7':7“:7':7“::“:7’::“::‘::‘::':-.'\'7“::':7'::“:7':7"::':7'::‘:-k:‘::':-k*.‘::‘:*:‘::’::‘::‘::‘::‘:*
Function: PHYEnableSPMIsr
Rgturns:
Reference: ] ]
PUrpose: To Enable the Isr after Being disabled on node reset

Also to enable on powerup etc.
Computes clock rates etc based on node coninyparameters

Ccgmments:

o .l..v..n..v..-..A..-..l..l..v..n..v..-..l\..-..l..v..l..l..'..'..l..'..n..'..l..l\..'..l..I..L.A..'..A..A..'..A..'..l..l..'..n..l..'..l\..'..n.Jc.'..l..'..l..l..'..n..'..'..l\..'..l..l..l..l..'./
el R e i o e R i S e e i S e i S T R Tk S S ik U S T S i e ik U e i L S S S C e e e S e e L R o L

vdid PHYEnableSPMIsr(void)

Tong 1;

uint32 inputClock;
uint32 commClock;
uint32 rxpPad;
uint32 txPad;
uint32 beta?2;
Boolean good;

/* compute conversion factdrnics_To_Tick */ ]

/* converts from this spec1f1cat1on's time base to 683 660 ticks */
inputClock = (uint32) eeps>configbData.inputClock;

commClock = (uint32) €ep->configbData.commClock;

spmGb1.nicsToTicks = NECS_TICKS_BASE >> inputClock;

/* compute channel Jaccess algorithm parameters */

beta2 = (eep-Seonfigbata.reserved[2] * 20) + 40;

/* computebetal = postpacket + networkidlewait +
interpacketpad + prepacket */

f (eep*>configbata.reserved[4] < 128)

rxPad = eep->configbData.reserved[4] * 41;

=
ST

;
{
}
{
) rxPad = (eep->configbData.reserved[4] - 128) * 145;
}f (eep->configbata.reserved[3] < 128)

txPad = eep->configbata.reserved[3] * 41;

else

txPad = (eep->configbata.reserved[3] - 128) * 145;
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Yededededededeedededeedededendedede e ndedede et dedede etk dhdede ke

Since this implementation runs in noncontinuous mode the
effective frame period is the actual frame period plus the
processing time for the ISR at the end of the frame. Therefore
we need to run at a higher bit clock than specified by the
network management so that the effective frame rate is the same
or better than the network manager specifies. For a bit rate of
156,25 kHz the frame period is 16 * 6,4 us = 102,4 us

Suppose the worst case time for ISR is 58 micro seconds

then the time left over for the actual frame is 102,4 - 58 =
44,4 ps. This corresponds to a bit rate of 16 * 1/(44,4 us)

= 360,36 kHz. The closest bit rate %reater than this that the
360 supports is 390,625 kHz. The effective frame period becomes
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58 pus + (16 * (1/390,625 kHz)) = 98,96 ps. This is faster so
OK. Effective bit rate is 16 * 1/(98,96 us) = 161,68 kHz.
Unless we can more than half the time for the ISR to run we
can't run fast enough to make the next step that is the 312,5
kHz bit rate.

.-..-..-..v..n..v..-..n..-..n..-..v..n..v..-..n..-..n..v..n..-..v..-..-..-..n..v..n..n..-..u..-..-..n..v..n..n..-..n..v..n..-..v..n..-..-..n..v..n..v..-..u..-..-..-..v..n..v..-..n..-..n..-..n..u..v./
E L R e S R i L e e e L S e i S R kS ik U S T S T A i L e i A S S e o L e T R o L

switch (spmGb1.bitClockRate)

case 78125:
/* run at 130 kHz to get same or faster effective rate */

SpmMoOdePtrGbl->divio = I; /- divide by 1o ~/
spmodePtrGb1->pms 2; /* prescale modulus select */
break;

case 156250:
/* run at 390 kHz to get same or faster effective rate */
spmodePtrGbl->div16 1; /* divide by 16 */
spmodePtrGb1->pms 0; /* prescale modulus select */
break;

default:
/* 156 250 */
/* run at 390 kHz to get same or faster eff rate */
spmodePtrGbl->div16 1; /* divide by 16 */
gpmogePter1 >pms 0; /* prescale modulus select */

reak;

}

/* reinitialize receive frame buffers */

spmGb1.rf.setTxFlag 0; /* frame status not trafismitting */
spmGb1.rf.clrTxReqFlag ; /% don't clear */
spmGb1.rf.rxbatavalid * no valid data thig frame */
spmGb1.rf.txbataCTs

no clear to send */
spmGb1.rf.setCollDet no collision detected */
spmGb1.rf.rxFlag

not receiving %/
spmGb1.rf.rwAck not acknowledged */
spmGb1.rf.txon

not receiving */
spmGb1.rf.data

¥ * /

/* reinitialize receive frame buffers:*/

%*
*
*
*

%

LI | | | R T 1
[eleolololololole)

D O N

spmGb1.tf.txFlag = 0; /* frame status not transmitting */
spmGb1.tf.txReqFlag = 0; /* don't req */
spmGb1.tf.txDatavalid = 0; /*-no valid data this frame */
spmGb1.tf.blank = 0; _J/¥-unused */

spmGb1.tf.txAddrrw = 0; (/" write */

spmGb1.tf.txAddr = 0; /* default address */
spmGb1.tf.data N /*F */

/* initialize crcGb} for good form */
crcGbl.poly =

crcGbl.crc = 0;

crcGbl.crcBit =“0j

crcGbl.dataBi€~= 0;

crcGbl.dataByte = 0;

/* Send First Frame ISR keeps it going */
tbdPtrebl->r 1; /* buffer ready to transmit */
spcomPtrGbl->str = 1;

9y wait for a while for everything to settle down */

o P | T el CcTaAnT oy AN, T o o
YouUu = DTITAYTTURS(RESTART_UELAT_TICRSJ,

PHYHardResetSPMXCVR(); /* this also writes config registers */

return;

}

/.-..-..v..n..v..-..n..-..n..-..v..n..v..-..n..-..n..v..n..u..v..-..-..-..n..v..n..n..-..u..-..-..n..v..n..n..-..n..v..n..-..v..n..-..-..n..v..n..v..-..u..-..-..-..v..n..v..-..n..-..n..-..n..u..v.
LR i S T e S i L S e e i o S R L L o T i i L S L S e T L R e e e LR e R R

Function: PHYIOInit
Returns: None
Reference: None
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Purpose: To Init variables related to PHYIO function.
Comments: None

Fedededede e ***************************************************/

void PHYIOInit(void)
{

SetMsTimer (&phyIOTimer, (uintl6) (PHYIO_CHECK_INTERVAL * 1 000));
gp->resetPinPrevState = 1; /* Allow Reset Button Push */
gp->manualServiceRequestPrevState = 1; /* Allow Manual Service Request Push */
gp->ioInputPinOPrevState = 1;

Ve casasassass: R

Function: PHYIO

Rgturns: None

Reference: None

Purpose: To handle Input switches (reset service and I0) and
to set value of ouput Teds
Manual Service Request and Reset pin share same LED to indicate
switch pushed

Coments:  Non

*****************************************************/

vaid PHYIO(void)

/* Perform Pin related checks only on timer expiry
to avoid bounce problem */
}f (MsTimerExpired(&phyIOTimer))
/* check reset switch */
/* reset pulled low &&
reset not enabled so need to enable &&
have not yet set this pin push */
if (( pbdatPtrGbl->d12 == 0) &&
Igp->resetNode &&
(gp->resetPinPrevState != 0))

{
gp->resetNode = TRUE; /* signal scheduler there is reset */
nmp->resetCause = EXTERNAL_RESET;
/* NodeReset function will clear when reset is finished */
/* prevents sending more than 1 reset until pin is toggled */
) gp->resetPinPrevState = 0;

/* reset pin high */
if (pbdatpPtrGbl->d12 == 1)

{
) gp->resetPinPreyState = 1;
if ((pbdatPtrGbl->d13 == 0) && /* manual service request pulled low */
Igp->manual ServiceRequest && /* manualServiceRequest not enabled */
(gp->mantialServiceRequestPrevState != 0)) /* have not yet set
( this pin push */
gps>manualServiceRequestPrevState = 0;
dpy>manualServiceRequest = TRUE; /* notify stack that
; manual service request enabled */
if (pbdatPtrGbl->d13 == 1) /* manual service request high */
T

gp->manualserviceRequestPrevState = 1; /* manual service request toggled
so next press will allow push */

}

if(pbdatPtrGb1->d14 == 1 &&
(gp->ioInputPinOPrevstate != 0)) /* debouncer, check

{ gen purpose io input */
gp->ioInputPin0 = 1;

else

{
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gp->ioInputPin0 = 0;

'Ji{f (pbdatPtrGb1->d14 == 1) /* io pin high */
gp->ioInputPinOPrevState = 1; /* io pin to?g1ed SO next
! press will allow push */

SetMsTimer (&hyIOTimer,
(uintl6) (PHYIO_CHECK_INTERVAL * 1 000));

if (gp->resetNode || gp->manualServiceRequest || gp->ioOutputPin0)
pbdatPtrGb1->d8 = 1; /* turn on reset-service light */
else

pbdatPtrGb1->d8

if(gp->iooutputPinl == 0) /* set jo output pin */
pbdatPtrGb1->d9 = 0; $\

! S

else <<

{ Q
pbdatPtrGb1->d9 1; Q

Q
R QO

} \\Q@

0; /* turn off reset-service light */ N

Q'\q’
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#ifdef SPM_HISTORY
hBufGb1.records[hBufGbl.index].tf = spmGbl.tf;
/* time period of 1isr */
/* C unsigned math is congruent mod 2An so negatives wrap around OK */
hBufGbl.records[hBufGbl.index].duration = *(spmGb1.clock) -
hBufGb1.records[hBufGbl.index].start;
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hBufGb1.index = (hBufGbl.index + 1) % NUM_HIST;
#endif
/* Send Frame */
tbdPtrGb1->r = 1; /* buffer ready to transmit */
spcomPtrGbl->str = 1;
} /* end if spmGb1.mode == STOP */
} /* endif rxb event */

cisrptrGbl->spi = 1; /* clear spi bit in CISR by writing a 1 */
return;

/ Vet dede RS dedef SR dde R hdde N dde N hddefhdde N hddedhdddNddedehdddhdddehdddehdddnd

Function: CErrIsr

Rgturns: none, no arguments allowed either

Regference:

PUurpose: interrupt service routine for CPM Int. Error

e m9?Fu9§QJTUF?fFHPF.PC?9m?M.hLJL..LJM.JL...JL.J..h.JLJ../
/¥ 1nterrupt pragma informs compiler to make next function

an interrupt handler with RTE and saved state of registers */

#pragma interrupt()

stlatic void CErrIsr(void)

return;

/:" Fedede N dede RN dede N ddefhddefhddedehddedhdddefdddehddede N dde RNl de NVl dededdededddd

Function: SpurIntIsr

Returns: none, no arguments allowed either

Regference:

PUurpose: interrupt service routine for spurioéus interrupt Error
e Lm9$?u9§?47UF?fFHPF.PE?9m?h.hLJL..LJh.JL...JL.J..h.JLJ../
/* dinterrupt pragma informs compiler toC¢make next function

an interrupt handler with RTE and saved state of registers */

#pragma interrupt()
stlatic void SpurIntIsr(void)
exceptions++;

return;

/.-.-..v..n. L R R R R R R R RV RURRY
e R R ik S S e e A L e e S T L i L S L S i T S T e R S T Sk e e o S R e

Function: BUSErriIsft

Rgturns: none,Cno arguments allowed either

Reference:

Purpose: interrupt service routine for Bus errors

Comments must use 1nterrupt pragma .

e dde oo e oo o e fo JOINIGE e de e e de e e de ok e e e g e e T K e R R A R R R AR TR TR TR TR T T T TE%

/% interrupt pragma informs comp11er to make next function

an interrupt handler with RTE and saved state of registers */

#gragma interrupt()

static void BustrrIsr(void)
exceptions++;

return;

/:':-.‘:-,'::‘:-,‘:-,':7':7'::':-.“:7'-7':-,. Fededededededef el dde RNl dde NNl defhddeRNhddefhddedhddedhddedddd

Function: GetTransce1verStatus
Returns: none
Purpose: To determine the status of transceiver registers.
The status registers are different from config registers.
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Comments The array shou1d have space for a11 the reg1ster values.

*.‘".*."‘..‘L A. J<>L .L * .L»l‘ J. .L .LJ. >L>l. l..L .LJ. A. J<>L J<>L A. J< J‘ J<>L .L A. .LJ‘.L*“/
void GetTransce1verStatus(Byte transce1verStatusOut[])

int 1;

unsigned long count;

Boolean good;

/* read config registers on PLT-20 transceiver */

/* read in reverse order */

7 = NUM_COMM_PARAMS - I, /~ should be b */
¥h11e C1i>=0)

/* read status registers starting at 7 down to 1 */
spmGbl.sra = (Byte) i + 1;

spmGb1.srr = TRUE;

count = 0;

/* wait for ack but time out so not infinite Toop */
?h11e ((spmGb1.srr != FALSE) && (count < OXFFFFF))

) count++;
if (spmGbl.srr == TRUE) /* xcvr never acked try again */
pbdatPtrGb1->d5 = 0; /* first reset xcvr */

/* wait for a while for everything to settle down**/
good = DelayTicks(RESTART_DELAY_TICKS);

pbdatPtrGbl->d5 = 1; /* bring xcvr outloft reset */

i = NUM_COMM_ PARAMS - 1; /* start overcagain */
} /* NOTE!!! if the xcvr never acks this_cede will hang */
else

{

transceiverstatusout[i] = spmGbl.srbData;
i--;
}
}

spmGb1.srbata = 0;
spmGbl.sra = 0;

return;

/*****************N***End of Spm-C*************************/
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A.3 LPDU transmit algorithm



https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

14908-1 © ISO/IEC:2012 (E) -142 -



https://standardsiso.com/api/?name=798e89ece12210945c94aa8a577bef7b

-143 - 14908-1 © ISO/IEC:2012 (E)

I
J

. . U
Al4 LPDU receive algorithm (19
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Al5 Routing algorithm
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A8 Network layer algorithm 6\
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