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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

established by the respeciive organization 1o deal with particular fields of technical aclivity. ISO and JE

technica
and non

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internatiq

The maip task of the joint technical committee is to prepare International Standards. ‘Draft International

Standard

an Internfational Standard requires approval by at least 75 % of the national bodies casting a vote.

ISO/IEC

Subcommnittee SC 27, IT Security techniques.

This secpnd edition cancels and replaces the first edition (ISO/IEC 14888-2:1999), which has been technically

revised.

ISO/IEC

techniques — Digital signatures with appendix:

—  Part

—  Part

—  Part

committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation

nal Standards are drafted in accordance with the rules given in the ISO/IEC DirectivesyPart 2.

s adopted by the joint technical committee are circulated to national bodies for.voting. Publication gs

14888-2 was prepared by Joint Technical Committee ISO/IEC JTC1, Information technolog)

14888 consists of the following parts, under the general title Information technology — Security

1: General
2: Integer factorization based mechanisms

3: Discrete logarithm based mecharisms

© ISO/IEC 2008 — All rights reserved
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Introduction

2008(E)

Digital signatures can be used to provide services such as entity authentication, data origin authentication,

non-repudiation, and data integrity.

Pf\'l'l: P~

Thaotx o $ras i £ lotoraotion ol Qoo B ina—diaiial HPST-V-X THTS Lo baoth i D
T e arctwo—SCTrC S O e atonarotarnttarG sSSP ymg—tngrar Stigratorc ST 0Ot SChTsTTart

nteger factorization based mechanisms and Part 3 specifies discrete logarithm based mechanisms.

o] ISO/IEC 9796 [28] specifies signatures giving message recovery. As all or part of the message is recovere
signature, the recoverable part of the message is not empty. The signed message consists of either tHe sign
(when the non-recoverable part of the message is empty), or both the signature and the non-recoverable pa

o] ISO/IEC 14888 specifies signatures with appendix. As no part of the message is recovered from the sign
recoverable part of the message is empty. The signed message consists of the signature and the whole mes

=

lost digital signature schemes involve three basic operations.

o/ An operation that produces key pairs. Each pair consists of a-private signature key and
verification key.

¢/ An operation that makes use of a private signature key to produce signatures.

— When, for a given message and private signature key;the probability of obtaining the same
twice is negligible, the operation is probabilistic.

— When, for a given message and private signature’key, all the signatures are identical, the
is deterministic.

o/ A deterministic operation that makes use of a-public verification key to verify signed messages.
Hor each scheme, given the public verification key (but not the private signature key) and any set

probability of producing:

¢/ anew signature for a previously'signed message;

a signature for a new message;

the private signature-key.

—

he title of ISO/fE€14888-2 has changed, from Identity-based mechanisms (first edition) tg
factorization baséd mechanisms (second edition).

d) The second edition includes the identity-based scheme specified in ISO/IEC 14888-2:1999, na
GQ1-scheme. This scheme has been revised due to the withdrawal of ISO/IEC 9796:1991 in 199

b) Among the certificate-based schemes specified in ISO/IEC 14888-3:1998, it includes all the

specifies

j from the
ature only
t.

ature, the
sage.

a public

bignature

bperation

bf signed

messages (each message having been ‘chosen by the attacker), the attacker should have a megligible

Integer

mely the
D.

schemes

hased on the difficulty of factoring the modulus in use, namely, the RSA, RW and ESIGN scheme

s. These

—Schemes have been revised due to the withdrawal of ISOAEC 979619911 1999

c) It takes into account ISO/IEC 14888-3:1998/Cor.1:2001, technical corrigendum to the ESIGN scheme.

d) It includes a format mechanism, namely the PSS mechanism, already specified in ISO/IEC 9796-2:2002,

and details of how to use it in each of the RSA, RW, GQ1 and ESIGN schemes.

NOTE Similar format mechanisms have proofs of security [2], even without a salt.

e) It includes new certificate-based schemes that use no format mechanism, namely, the GQ2, G
GPS2 schemes.

f) For each scheme and its options, as needed, it provides an object identifier.

© ISO/IEC 2008 — All rights reserved
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ISO and IEC draw attention to the fact that it is claimed that compliance with this document may involve the
use of patents.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licenses under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect,
the statements of the holders of these patent rights are registered with 1ISO and IEC. Information may be
obtained from the companies listed below:

PIatent holder

Patent number(s)

Subject

NTT

20-2 NisHi-shinjuku
3-Chome|Shinjuku-ku
Tokyo 16B-1419, Japan

US 4 625 076

ESIGN (see Clause 11)

France[Telecom R&D 2
Service HIV

38-40 Rup du Général Leclerc
F 92794 Issy les Moulineaux
Cedex 9, |France

US 5140 634, EP 0 311 470

EP 0 666 664

GQ1 (see Clause A

GPS1 (see\Clause 9)

Philips |nternational B.V.
Corporaté¢ Patents and
Trademafks

P.O. Box|220

5600 AE Eindhoven,

The Netherlands

US 5140634, EP 0 311 470

GQ1 (see Clause 7)

Universjity of California
Senior Ligensing Officer
Office of [Fechnology Transfer
1111 Frafiklin Street, 5" floor
Oakland,|California 94607-
5200, USA

US 6 266 771

PSS (see 6.4 when using salt and 11.4)

2 Fran
patent nu

Ce Telecom claims that patent applieations are pending in relation to GQ2 (see Clause 8) and GPS2 (see Clause 10). The
mbers will be provided when available: ISO/IEC will then request the appropriate statements.

Attention

such patgent rights.

Vi

is drawn to the possibility that some of the elements of this document may be the subject of patent
rights other than those identified above. ISO and IEC shall not be held responsible for identifying any or gll
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nformation technology — Security techniques — Digital

signatures with appendix

Part 2:

o -

|

¢
\Y
1
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nformation, see ISO/IEC 9594-8 [27],1SO/IEC 11770 [31] and ISO/IEC 15945 [32].

nteger factorization based mechanisms

Scope

his part of ISO/IEC 14888 specifies digital signatures with appendix whose security is based on the
f factoring the modulus in use. For each signature scheme, it specifies:

) the relationships and constraints between all the data elements required for signing and verifying;

signing;

a verification mechanism, i.e., how to verify a signature.of\a message with the data elements rec
verifying.

he production of key pairs requires random bitssand prime numbers. The production of signatu
pquires random bits. Techniques for producing random bits and prime numbers are outside the sco
art of ISO/IEC 14888. For further information, see ISO/IEC 18031 [33] and ISO/IEC 18032 [34].

arious means are available to obtain a reliable copy of the public verification key, e.g., a public key ¢
echniques for managing keys and certificates are outside the scope of this part of ISO/IEC 14888. F

Normative references
he following referenced documents are indispensable for the application of this document. F
pferences, only the.edition cited applies. For undated references, the latest edition of the rg
locument (including’any amendments) applies.

BO/IEC 10418 (all parts), Information technology — Security techniques — Hash-functions

BO/IEC-14888-1, Information technology — Security techniques — Digital signatures with appendix 4
beneral

difficulty

) a signature mechanism, i.e., how to produce a signature of a message with the data elements required for

uired for

fes often
be of this

briificate.
br further

or dated
ferenced

— Part 1:

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 14888-1 and the following

a

3

pply.

A

modulus
integer whose factorization shall be kept secret and whose factors shall be infeasible to compute

© ISO/IEC 2008 — All rights reserved
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3.2

representative

bit string

3.3
salt

produced by a format mechanism

optional bit string for producing a representative

3.4

signature exponent

secret ex

3.5
trailer
optional

3.6
verificat
public ex

4 Symbols and abbreviated terms

For the g
A| B
AD®B
b

Cr
CRT

D]

D]
[D]

ponent for producing signatures

bit string on the right of a representative

on exponent
ponent for verifying signed messages and sometimes also for producing signatures

urposes of this document, the following symbols and abbreviated\terms apply.
bit string resulting from concatenating the two bit strings:4 and B in that order
bit string resulting from exclusive-oring the two bit strtings 4 and B, of the same length
adaptation parameter (GQ2)
CRT coefficient
Chinese Remainder Theorem

bit length of D if D is a bit string, or bit size of D if D is a number (i.e., 0 if D =0, or the uniqu
integer i so that 2”' < D «2%if D >0, e.g., |65 537 =2'°+1| = 17)

D

the greatest integer(tess than or equal to D
the least integer-greater than or equal to D
salt (RSA,,RW, ESIGN)

représentative (RSA, RW, GQ1, ESIGN)

g: g[

(gln)

number of prime factors

public number
base number
Jacobi symbol of a positive integer g with respect to an odd composite integer n

NOTE 1 By definition, the Jacobi symbol of g with respect to » is the product of the Legendre symbols of g
with respect to each prime factor of n (repeating the Legendre symbols for repeated prime factors). The
Jacobi symbol [13, 15] can be efficiently computed without knowledge of the prime factors of n.

© ISO/IEC 2008 — All rights reserved
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(g |p) Legendre symbol of a positive integer g with respect to an odd prime integer p

NOTE 2 By definition, if p is prime, then (g|p) = g” "2 mod p. This means that (g|p) is zero if g is a multiple
of p, and either +1 or —1 otherwise, depending on whether or not g is a square modulo p.

ged(a, b)  the greatest common divisor of the two positive integers a and b
H, HH hash-codes

h hash-function

ijmod n the unique integer j from 0 to n—1 such that » divides i —;

) sequence of identification data (GQ1)
Indic indicator of a mechanism in use (hash-function, format mechanism, hash-variant)
k security parameter (GQ2)

I¢m(a, b) the least common multiple of the two positive integers « and b

M message

n number of base numbers (GQ2)

n modulus

2} prime factor

a, O; private number

& private component (GQ2)

K first part of signature (GQ1, GQ2;,GPS1, GPS2)

X

Tiy Vi random number (GQ1, GQ2; GPS1, GPS2, ESIGN)

N signature (RSA, RW, ESIGN) or second part of signature (GQ1, GQ2, GPS1, GPS2)
sl s; signature exponeht)(RSA, RW, GQ1, GQ2)

i coupon (GRS1,,GPS2)

t signature)length parameter (GQ1, GQ2)

ul u; exponent (GQ1, GQ2)

V verification exponent (RSA, RW, GQ1, GPS2, ESIGN)

w bit string (GQ1, GQ2, GPS1, GPS2)

XY’ notation using the hexadecimal digits '0' to '9' and 'A" to 'F', equal to XY to the base 16
X ¥,z integers

a bit size of the moduli

% bit length of the representatives (RSA, RW, GQ1, ESIGN)

£ bit length of the salts (format mechanisms)

T bit length of the trailers (format mechanisms)

© ISO/IEC 2008 — All rights reserved 3
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5 General

5.1 Security requirements

The sign

ature mechanism makes use of a set of data elements required for signing. This set includes the

signer's private signature key, which is referred to simply as the “signature key” in this document. Some data
elements of the signature key shall be kept secret (there is at least one secret data element).

NOTE

Every secret data element should remain confined within a piece of hardware or software under the control of

the signer, in such a way that it is infeasible for an attacker to extract it. Integrated circuit cards [24] may produce

signature

The prog
fresh sa
When th

The verification mechanism makes use of a set of data elements required for verifying, alltof“which shall be

made pu
e Ever
e Ever

whic

Within a
of the sig

The sign
it satisfig
security
one orm

a) s
b) ¢
c) V
d) f
e) f
The sign

the cons
more of:

a) ¢

b) 3
i

5. Protection profiles for signature production devices are outside the scope of this document.

uction of RSA and RW signatures is probabilistic when and only when every signature requires g
t. The production of GQ1, GQ2, GPS1, GPS2 and ESIGN signatures is essentially probabilisti¢.
b production of signatures is probabilistic, every signer shall have the means to select random bits.

blic within the domain.
y public data element common to all signers is known as a domain parameter

y public data element specific to a single signer shall be part of the signer's public verification key,
N is referred to simply as the “verification key” in this document.

given domain, every verifier shall know the set of domain paranieters and shall obtain a reliable copy
ner's verification key.

er and the verifier shall have adequate assurance that the)set of domain parameters is valid, i.e., that
s the constraints specific to the scheme. Otherwise, ¢here is no assurance of meeting the intended
bven if the signed message is accepted. This assutance may be obtained in various ways, including
ore of:

election of a set of values from a trusted published source, e.g., an International Standard;
roduction of a set of values by a trusted, third party, e.g., a certification authority [27];
alidation of a set of values by a trustedthird party, e.g., a certification authority [27];

br the signer, production of a set of values by a trusted system;

br the signer and the verifiet, validation of a set of values.

[2]

er and the verifier shall have adequate assurance that the verification key is valid, i.e., that it satisfig
traints specific to_the’ scheme. This assurance may be obtained in various ways, including one ¢

—

ccess to a directory or verification of a certificate;

key validation protocol operating on the verification key and possibly other information, perhap
hvolvingan interaction with the piece of hardware or software producing signatures;

[2]

c) t

[Ust)in another party's assertion of having obtained assurance that the verification key is valid;

d) trust that the key production has been implemented correctly.

Specific key validation protocols and methods for obtaining and conveying assurance of key validity are outside
the scope of this document.

The security of every signature scheme specified in this document relies upon a modulus and a hash-function.

e A modulus is secure (i.e., factorization-resistant) as long as no factor has been revealed. In the context of
use of the scheme, no entity shall be able to effectively factor the modulus in use.

e The hash-function in use shall be one of those specified in ISO/IEC 10118; it should be collision-resistant.

© ISO/IEC 2008 — All rights reserved
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5.2 \Verification keys
Table 1 summarizes the verification keys (see 6.1, 7.1, 8.1, 9.1, 10.1 and 11.1).

Table 1 — Verification keys

Scheme Mandatory Optional 2 Optional b)
RSA, RW, ESIGN n v Indic(h) a Indic(format, &, 7)
GQ1 n,v Indic(h) a Indic(variant), Indic(format, ¢, 7)
GQ2 n Indic(h) b, (21,8 ... &n), A Indic(variant)
GPS1 G n Indic(h) g a Indic(variant)
GPS2 n v Indic(h) g a Indic(Variant)

P If not part of the verification key, such a data element shall be a domain parameter.
P) |f neither a domain parameter, nor part of the verification key, such a data element shall take a default,value.
F) The GQ1 verification key may be empty.

Hvery signature scheme specified in this document makes use of a modulus, denoted .

In the RSA, RW, GQ2, GPS2 and ESIGN schemes, the verification.key shall include n.

In the GQ1 and GPS1 schemes, either the domain parameters or-the verification key shall include

NOTE The use of a given modulus is normally limited to a given-period of time within a given domain.

—

0 prescribe the bit size of the modulus in use, either.the domain parameters or the verification

t:r\e modulus in use (i.e., the modulus size is not prescribed).

In the GPS1 scheme, the verification key shallin€lude the public number in use, denoted G.

-

or compatibility with public key infrastructures already deployed, even when all the signers use f
alue within the domain, the verificationkey may include:

<

— the verification exponent.in‘dse, denoted v, in the RSA, RW, GQ1, GPS2 and ESIGN schem

— the modulus in use/denoted #, in the GQ1 and GPS1 schemes.

Hvery signature schemég specified in this document makes use of a hash-function, denoted .

representatives, and to check recovered representatives.

¢/ Inthe 6Q1T scheme, a format mechanism makes use of / to convert sequences of identification
publicshimbers, and a hash-variant makes use of / to produce bit strings.

o ~Inithe GQ2, GPS1 and GPS2 schemes, a hash-variant makes use of / to produce bit strings.

key may

clude a data element, denoted «. If ais not included,then the default value of « is set equal to the bit size of

he same

D

S;

o/ In the RSA, RW,'and ESIGN schemes, a format mechanism makes use of /4 to convert messages into

data into

To indicate the hash-function in use, either the domain parameters or the verification key shall include a data

element, denoted Indic(h).

This document specifies three format mechanisms (PSS in 6.4, 7.4 and 11.4; D1 and D2 in Annex

D). Each

format mechanism makes use of two parameters, denoted ¢and = Set to 0, 64 or |H]|, ¢ indicates the bit length

of the salts. Set to 0, 8 or 16, rindicates the bit length of the trailers.

This document specifies four hash-variants, where W denotes a bit string and M a message.

1) h(WIIM)  2) (W[ h(M)  3) h(h(W) || M) 4) h(h(W) ]| h(M))

© ISO/IEC 2008 — All rights reserved
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To indicate the format mechanism in use, together with the options ¢ and zin use, and/or the hash-variant in
use, either the domain parameters or the verification key may include one or two data elements, denoted
Indic(format, ¢, 7) and Indic(variant), as needed.

Key precedence — When the domain parameters and the verification key include the same data element
with different values, the verification key shall take precedence.

NOTE Within a given domain, owing to key precedence, different signers may make use of different hash-functions
and/or different modulus sizes.

5.3 CRT technique

Considet two integers x, and x, that are co-prime, but not necessarily prime. By definition, the CRT _coefficiemt
of x; and|x,, denoted Cr, is the unique positive integer, less than x;, such that Cr x x, -1 is a multiple ofx;.

Any integer X from {0, 1 ... x; xx,—1} may be decomposed into the unique pair of components X; = X mod %,
from {0, ] ... x;,—1} and X; = X mod x, from {0, 1 ... x,—1}.

The CRT composition reverses the above decomposition. It makes use of the three«dntegers x;, x, and Cr fo
convert any two components X; from {0, 1 ... x; -1} and X; from {0, 1 ... x,—1}, infoythe unique integer X fromn
{0,1 ... x| xx,—1} such that X; = X mod x; and X; = X mod x,.

Y=X,-X, mod x;; Z=YxCr mod x;; X=Zxx; +X,
In order fo convert three components X, from {0, 1 ... x; -1}, X; from¥0, 1 ... x,—1} and X; from {0, 1 ... x3-1

where x|} x, and x; are pairwise co-prime, into the unique integer<X'from {0, 1 ... x; x x, xx3—1} so that X; =¥
mod x;, &b = X mod x, and X5 = X mod x3;, the CRT composition is.used twice:

1) to cdmpute 7from {0, 1 ... x; x x,—1} so that X; = T'mod x,'and X, = T'mod x,;

2) tocdmpute X from {0, 1 ... x; x x; xx3—1} so that 7 ="¥mod x; x x, and X; = X mod x3.

When thge prime factors of n are available (see 6.2, 7.1, 8.1, 8.2, 9.1, 9.2.2 and 10.2.2), the CRT techniqule
reduces the complexity of arithmetic computations mod » (see B.2.3). Rather than directly computing a global
result from {0, 1 ... n—1}, a set of components is'’computed and then converted into the global result.

NOTE The CRT technique efficiency inereases in terms of the number of distinct prime factors.

54 Conversions between'bit strings, integers and octet strings

A bit string, denoted D, consists of |D| bits, where the value of each bit is 0 or 1; the bits are numbered from
the leftmpst bit, denoted.d;;to the rightmost bit, denoted dp,.

D= d1 d2 d3 d\D\—l d‘D‘

To convert D nto" an integer, denoted 4, the leftmost bit, denoted d,, is the most significant bit, and the
rightmos} bitidenoted d)p, is the least significant bit.

A= 2‘U‘71 X d] + 2\1)\—1 X dz ...t 21 X d\D\—Z +2 % d\D\—l + d‘D‘

The bit size of integer 4, denoted |4] (i.e., 2" < 4 <2"'if 4 > 0, noting that 0 < 4 <2)), is either equal to |D| if
d, =1, or less than |D| if d, = 0. The binary representation of integer 4 by a bit string of length greater than |4] is
the unique bit string which, when converted to an integer, gives 4.

When the bit length of a string is a multiple of eight, the bit string is conveniently represented by an octet string
where each octet has a value from '00' to 'FF' in the hexadecimal notation. In an octet string, the octets are
numbered from the leftmost octet to the rightmost octet. To convert an octet string into an integer, the leftmost
octet is the most significant octet and the rightmost octet is the least significant octet.

6 © ISO/IEC 2008 — All rights reserved
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6 RSA and RW schemes

6.1 Data elements required for signing/verifying
The subsequent relationships and constraints apply to the following data elements:
e a verification exponent;

e aset of distinct prime factors;

2008(E)

o amodulus;
o/ a signature exponent;
o/ a setof CRT signature exponents.

Tlhe verification exponent is denoted v. The values v=0 and v=1 are forbidden.

NOTE The values v = 2, 3 and 65 537 (= 2'%+1) have some practical advantages.

—

he set of distinct prime factors is denoted p,, p, ... p;in ascending order (f>)1).

he RSA scheme makes use of an odd verification exponent. There may be more than two prim
>2). Forifrom 1 to £, v shall be co-prime to p; -1, i.e., gcd(v, p;—<)=1.

= <= -

he RW scheme makes use of an even verification exponent. This document mandates the value
nly two prime factors (f=2), both congruent to 3 mod 4, but-hot congruent to each other mod 8.

(@)

Tlhe modulus, denoted #, is the product of the prime.factors (n=p, x ... xp)). Its size shall be « bits.

Tlhe signature exponent is denoted s. It is any-p@sitive integer (the least one is often used) so that v
multiple of either lem(p; -1, ... p;—1) if vis odd, or lem(p; -1, p,—1)/2 if v=2.

—

he set of CRT signature exponents is denoted s, to s, For i from 1 to f, s, is any positive integer (the
$ often used) so that v x 5,1 is a multiple of either p;—1 if v is odd, or (p;—1)/2 if v= 2.

=z

OTE In the RW scheme, as, a prime factor is congruent to 3 mod 8 and the other one to 7 mod 8, n
2 |n)=-1,s=n—p;—pr+5)/8,s;:=(p, + 1)/4 and s, = (p, + 1)/4.

~

[«
specified in 6.4 is recommended; it makes use of two parameters, denoted ¢ and = The signature K
dither of two forms:

¢ With CRT ¢ to p;, /~1 CRT coefficients (see 5.3) and s, to s,.

¢ Without'CRT: n and s (n public).

e factors

=2, with

s—lisa

east one

= 5 mod 8,

igning requires a hash-function (see 5.1), a format mechanism and a signature key. The format mgchanism

ey takes

N
Annex D have a smaller safety margin.

OTE The format mechanism specified in 6.4 is believed to be secure. The two format mechanisms s;l)ecified in

Verifying requires a set of domain parameters and a verification key. Either the domain paramete
verification key shall include v and Indic(h), and may include « (by default, «=|n|) and Indic(format,
default, 6.4 with the options ¢=|H| and = 8). The verification key shall include n.

rs or the
&g 1) (by

1 The RSA scheme is due to Rivest, Shamir and Adleman [4, 19]. It makes use of a permutation of the ring of the integers

modulo n.

The RW scheme is due to Rabin [18] and Williams [23]. It makes use of a permutation of a subset of the r

ing of the

integers modulo n, namely, the set of the elements less than »#/2 and having +1 as Jacobi symbol with respect to n.
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6.2  Signature mechanism

lllustrated in Figure 1, the mechanism makes use of a hash-function, a format mechanism and a signature key,
to sign a message (a bit string, denoted M), i.e., to produce a signature of M (a bit string, denoted S).

| Message | | Hash-Function, Format Mechanism and Signature Key |

M v

v N
( [ Produce a Representative (Format Mechanism) m
F \_—/
@ Compute the Signature ]——> S

J

Figure 1 — Signing with RSA or RW

Stage 1 {— Convert the message M into a representative of y = || bits, denoted F, in accordance with the
format miechanism in use. The bit string F represents a number, divisible by four, also,denoted F (0 < F <n).

Stage 2 — Produce a number, denoted G (0 < G <n).
e Ifvigodd, then G=F.

e If vH2, evaluate the Jacobi symbol (F| n) and force the Jacobi symbel(G | n) to +1.
— | F|n)=+1,then G=F.
— |If(F|ln)=-1,then G=F/2.
— |If (F| n) = 0 (a very unlikely case), then the procedure.fails.

Produce|a number, denoted S, in either of two ways.

e With| CRT, for i from 1 to f, compute G, = G-mod p; and S; =G;" mod p;. The number S is the CR]T
composition (see 5.3) of S; to Sy

e Withput CRT, compute S =G* modn.

If v=2, then the number S may be replaced by n - S.

The signpture is any bit string representing S, often a string of |»| bits, and is also denoted S.

6.3 Yerification mechanism

[¢]

lllustrateql in Figure 2{thé mechanism makes use of a set of domain parameters and a verification key (se
Table 1)} with key precedence (see 5.2), to verify a message and a signature of that message, i.e., the two hjit
strings, denoted M'and S.

Stage 0 —~Reject if |n| # , orif v=0 or 1, or if n is not congruent to 5 mod 8 when v=2.
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| Signed Message | | Domain Parameters and Verification Key |

M S J

]\

/ @ Open the Signature
1G*

@ Recover a Representative

F*
A 4
@ Check the Recovered Representative (Format Mechanism)

) Accept

Figure 2 — Verifying with RSA or RW

(7))

CGompute G* = 5" mod n.

(7))

tage 2 — Recover a representative, denoted F*.
o If vis odd, F*is the string of |n| bits representing G*.

of Ifv=2, F*is the string of |n| bits representing:

— G*if G*is congruent to 4 mod 8;

— n—G*if G*is congruent to 1 mod 8;

— 2 G*if G*is congruent to 6 mod §;

— 2 (n-G¥) if G*is congruent to 7 mod 8.

— Reject in any other case (the trailer cannet be interpreted).

(¢)]

q.4 Format mechanism 2

tage 1 — The bit string S represents a number, also denoted S. Reject if S=0 or 1, or ifKS> n—1.

tage 3 — Check the recovered representative F* in accordance with the format mechanism in use.

Convert the message M, making'use of two parameters (¢ indicates the length of the salt and 7 indi
e¢ngth of the trailer), into a representative of ybits, denoted F. Figure 3 illustrates the mechanism.

cates the

| Parameter ¢ | | Message M | | Parameter ¢ |
L MY
Salt Selection Trailer Selection
Hash
I E
g '
Fotmy/'the Intermediate String Hy
000 ... 000]1 (£=0) '0000 0000 0000 0000' || H (£=0)
000 ... 000 L|IE (&>0) '0000 0000 0000 0000' || H || E (&> 0)

! v
HH
y Masked String HH L 4

| F (ybits) = Masked String || HH || Trailer

Figure 3— Production of a representative

2 This mechanism is due to Bellare and Rogaway [1]. When the salt has a fresh value for each signature, the resulting
signature scheme is known as either RSA-PSS, or RW-PSS, where PSS stands for “Probabilistic Signature Scheme”.
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1) The options are as follows.

e Option £=0. The salt is the empty string and the production of signatures is deterministic.

e Option ¢=H|. The salt, denoted E, is a string of |H| random bits.

If the salt has a fixed value for many signatures, then the production of signatures is deterministic.
If the salt has a fresh value for each signature, then the production of signatures is probabilistic.

e Option r=8. The trailer is a single octet, set to 'BC'.

e Opti
ident

NOTE

2) Hastk
the @

3) Prod
a str

T e : herioh : e —thetef .

ifies the hash-function in use. The leftmost octet shall be interpreted as follows.

The range '00' to '7F' is reserved for ISO/IEC JTC 1 SC 27; ISO/IEC 10118 specifies a)uniqu
identifier in that range for every standardized hash-function, e.g., '31' refers to the firstcfunction
Part 3, namely RIPEMD-160, and '33' refers to the third function in Part 3, namely SHA<}-

The range '80' to 'FF' is reserved for proprietary use.

> D

Trailer = Hash-function identifier || 'CC'

Some research [12] questions the benefits of using such an identifier in the trailer.

M into a bit string, denoted H. From left to right, concatenate 8 octets; ali'set to '00', H and E. Hash
oncatenation into a bit string, denoted HH.

H=h(M) HH = h('0000 0000 0000-0000") || H || E)

uce a string of at least y— r—|H| bits from HH by the following/procedure making use of two variables:
ng of variable length, denoted String, and a string of 32 bits; denoted Counter.

q

q

Forn

4) Fornj an intermediate string of y~z= |H| bits from left to right by concatenating:

5) Bye

6) Form F from\eft to right, by concatenating the masked string, HH and the trailer. Return F.

1) Set String to the empty string.

¢

) Set Counter to zero.

) Replace String by String || h(HH || Counter).

) Replace Counter by Counter + 1.

) If |H| x Counter < y— r—|H]|, then go-to stage c.

N a mask with the leftmost y— 7— |H|.bits of String where the leftmost bit has been forced to 0.

y— 7— |H] - 1 — ¢bits, all zeroes;
a border bit, set to 1;

the salt £.

xclusive-oring; apply the mask to the intermediate string, thereby producing a masked string.

F = Masked string || HH || Trailer

Check a

recovered representative of ybits, denoted F*, with respect to the message M and the two options &

and zin use (indicated either by the verification key, or by the domain parameters, or by default).

1) Check the trailer as follows.

10

If the rightmost octet of F* is set to 'BC', then the recovered option is 7*=38.

If the rightmost octet of F* is set to 'CC' and if the octet on the left of 'CC' identifies the hash-function
in use, then the recovered option is 7* = 16.

Reject in any other case (the trailer cannot be interpreted) and also if 7* and r are different.
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2) Split the leftmost y— 7 bits of F* in two pieces: a masked string of y— r—|H| bits on the left and a string of |H|

bits, denoted HH*, on the right.

3) Produce a mask of |[n| - 7—|H]| bits from HH* as step 3 above.

4) By exclusive-oring, apply the mask to the masked string, thereby producing a recovered intermediate

string where, starting from the left, the border bit is the first bit that is set to 1.

— If ¢ bits remain on the right of the border bit in the recovered intermediate string, then they form a bit

string, denoted E*.

——Otherwise; Teject:

5) Hash M into a bit string, denoted H. From left to right, concatenate 8 octets, all set to '00', A and
the concatenation into a bit string, denoted HH.

H=h(M) HH = h('0000 0000 0000 0000' || H || E*)

8) Accept or reject depending on whether HH and HH* are identical or different.

7 GQ1 scheme?3 (identity-based scheme)

=~

A Set of data elements required for signing/verifying

NOTE The set of prime factors is the secret of the entity that makes the modulus public; the modulus
domain parameter, or part of the verification key. Consequently, the scheme may be implemented in either of twd

—

If the modulus is a domain parameter, then the entity that makes the modulus public is a trusted aut
quips each signer with a private number, thus guaranteeing thie'sequence of identification data of the signer. Fo
h issuer of integrated circuit cards [24] has a modulus.

QL @

in each card, it stores a sequence of identification data and a private number.
e During its life, the card uses its private number in accordance with zero-knowledge techniques.

N

uaranteeing the sequence of session identification data. In a local area network, a trusted authority supervises
peration and manages a directory where any verifier can obtain a trusted copy of the modulus of every entity.

o ©

e When a computer connects the local area network, i.e., during a login operation, it makes use of the se
appropriate entity to produce a private number by a single-sign-on of a sequence of session identificatio

e During the session, the.computer cannot use the secret of the entity (a long-term secret) because if
know it any more;_ it uses the private number in accordance with zero-knowledge techniques. The priva
(a short-term secret) only lasts for a few hours: its utility disappears after the session.

—

he subsequentrelationships and constraints apply to the following data elements:
o/ a verification exponent and a signature length parameter:

o] a setof distinct prime factors;

- *. Hash

5 either a
ways.

hority that
I example,

e To personalize cards, a delegated entity makes use of the issuer's secret to sign sequences of identification data;

If the modulus is part of a verification key, then for each session, the signer is equipped with a private number, thus

pach login

Cret of the
h data.

does not
e number

o] &a modulus;

e a sequence of identification data;
e a public number;

e a private number.

3 The GQ1 scheme is due to Guillou and Quisquater [9, 10]. It makes use of zero-knowledge techniques for proving,
without revealing, the knowledge of the RSA signature of a sequence of identification data (see also ISO/IEC 9798-5 [30]).
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The verification exponent, denoted v, shall be a prime number. The signature length parameter is denoted +.
The product (Jv| —1) x ¢ shall be less than or equal to |H|.

NOTE

For ([v|—1) x ¢ = 80, typical values of vand r are 2%+ 13, 1), (2% + 15, 2), 2%+ 7, 4), (2'*+1, 5).

The set of distinct prime factors is denoted p,, p, ... prin ascending order (f> 1).

For i from 1 to f; v shall not divide p;—1.

The mod

ulus, denoted #, is the product of the prime factors (n =p, x ... x p,). Its size shall be « bits.

The creJtion of every signer requires the following three stages.

Stage 1
identifyin

NOTE
expiry dat

— Select a sequence of identification data, denoted Id. It is a bit string, uniquely and meaningful
g the signer in accordance with a convention agreed at domain level.

The sequence of identification data includes e.g., an identifier such as an account numberpatserial number, g
e and time, rights. The presence of an expiry date and time in the sequence enforces its expiry; the presence

a serial nimber simplifies its revocation.

Stage 2
represen

Stage 3

e With
multi
com

e With
lem(4

NOTE

Signing
format m

Verifying

— Convert Id into a representative of y= || bits in accordance with the format mechanism in use.
ts the public number, denoted G (1 < G <n).

— Produce the private number, denoted Q, in either of two ways,

CRT, for i from 1 to f, compute a number, denoted s;, as the(Jeast positive integer so that vxs;—1 is
ple of p, -1, then u;=p,— 1 — s5;, G;=G mod p, and 0~='G,"" mod p;,. The number Q is the CR
position (see 5.3) of O, to O,

but CRT, compute a number, denoted s, as the least positive integer so that v x s —1 is a multiple ¢
-1, ... p~1), then u =lem(p—1, ... p~1) —s and. @~ G“ mod n.

The number Q is the inverse mod n of the sighature defined in 6.1. The pair G and Q verifies Gx Q" mod n =1

equires a hash-function (see 5.1),"a-hash-variant, a format mechanism and a signature key. Th
echanism specified in 7.4 is recommended. The signature key consists of ¢, v, n and Q (¢, v, n public)

requires a set of domain parameters, a verification key and /d. The domain parameters may include

(by defadilt, = 1). Either the domain’parameters or the verification key shall include v, n and Indic(h), and mg

include d

(by default, a = |n|),Andic(variant) (by default, the first variant) and Indic(format, &, 7) (by default, 7.4)

7.2  Signature mechanism

lllustrate
signam

J in Figure 4, the mechanism makes use of a hash-function, a hash-variant and a signature key, t
bssages(a-bit string, denoted M), i.e., to produce a signature of M (two bit strings, denoted R and S).

M

S

It

[

=h

< ~

ré ( m \) r |/2 \}1— Hash-Function, Hash-Variant

< L \_/( R T L4 a |on\_/J amd-Sigrature Key
M
r
w A 4
/ \ 4 \
:f Hash and Form the First Part of the Signature )! > R
L (3
R
4
Compute the Second Part of the Signature J__> S

12

Figure 4 — Signing with GQ1
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Stage 1 — Select ¢ strings of |n| random bits.
They represent random numbers to be kept secret, denoted r, to r, (globally denoted r in Figure 1).

NOTE The probability that a string of |#| random bits represents zero or a multiple of any prime factor of n is so
negligible that such a possibility need not be formally checked.

Stage 2 — For i from 1 to ¢, compute ;" mod n and represent it by a string of |»| bits, denoted .

[ s ol ot ] PR - 52 A - > TR o 5T\ TR =
U a Sty U 77X OIS, UTTIOLCU vy, WILLE YV vra ] .. PPy

Stage 3 — Produce a bit string, denoted H, in accordance with the hash-variant in use.

H= h(W || M) in the first variant
h(W || h(M)) in the second variant
h(h(W) | M) in the third variant
h(h(?) || h(M)) in the fourth variant

Horm the first part of the signature, denoted R, with the leftmost (jv| —1) x ¢ bits\0f/H.
Stage 4 — Split R into ¢ strings of |[v|-1 bits, namely R, || R, || ... || R, Each/bit string R; represents a number, also
denoted R; (less than 2", and therefore, less than v).

Hor i from 1 to 7, compute r, x 0% mod n and represent it by astting of |n| bits, denoted S..
Horm the second part of the signature, denoted S, with S;*{S; || ... || S; (Jn| x ¢ bits).

1.3 Verification mechanism

lustrated in Figure 5, the mechanism makes use of a set of domain parameters, a verification key (see
able 1), with key precedence (see 5.2),’and a sequence of identification data (a bit string, denotg¢d Id), to
erify a message and a signature of thatimessage, i.e., the three bit strings, denoted M, R and S.

< —

(¢)]

tage 0 — Reject if |n| # o, or if vis'not odd and prime, or if [R| #(|v| —1) x ¢, or if |S| #|n| x ¢, or if Id is expired or
revoked.

Signed Message | | Domain Parameters and Verification Key | | Sequence of Identification Data

M R, S v 1d

v
/ G Produce the Public Number \
@ Open the Signature (Format Mechanism) 1
A
{ ()

JR

> Compare » Accept
N \ / /I Reject

Figure 5 — Verifying with GQ1

—

Stage 1 — Convert Id into a representative of y=|n| bits in accordance with the format mechanism in use.
This bit string represents the public number G (0 < G <n).

NOTE Once formed, the number G can be cached for further use.
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Stage 2 — Split R into ¢ strings of [v|-1 bits as R ||R, || ... || R; and S into ¢ strings of || bits as S, ||S,]| ... || S.

Each stri

ng R; or S; represents a number, also denoted R; or S;. Reject if S;= 0 or > n.

For i from 1 to ¢z, compute S," x G mod n and represent it by a string of || bits, denoted W;*.

Form a string of |n| x ¢ bits, denoted W*, with W * || W,*|| ... || W;*.

Stage 3 — Produce a bit string, denoted H*, in accordance with the hash-variant in use.

Form a i

Stage 4

7.4 Format mechanism 4

Convert

1) HasH
Hash

2) Prod

string of variable length, denoted String, and a string ofi32 bits, denoted Counter.

a

b

)

o

)
)
)
)
)

e

Forin a masked string with-the leftmost y—|H| bits of String where the leftmost bit has been forced to D

and

3) Form F by concatefiating the masked string on the left of HH.

4) If the

H*=""h(W*|| M) In the first variant
h(W* || h(M)) in the second variant
h(h(W*) || M) in the third variant
h(h(W*) || h(M)) in the fourth variant
it string, denoted R*, with the leftmost (Jv| —1) x ¢ bits of H*.

— Accept or reject depending on whether R and R* are identical or different.

the sequence of identification data /d into a representative of y bits, denoted F.

~

Id into a bit string, denoted H. Concatenate 8 octets, all setto.'00', on the left of the bit string A
the concatenation into a bit string, denoted HH.

H=h(Id) HH = h('00000000 00000000’ || H)
uce a string of at least y—|H]| bits from HH by the faellowing procedure making use of two variables: p
Set String to the empty string.
Set Counter to zero.
Replace String by String || h(HH || €ounter).

Replace Counter by Counter 1.

If |H| x Counter < y— |H|, then-go to stage c.

the rightmost bit reversed.

F = Masked string || HH

leftmost y— 1 bits of F are all zeroes (a very unlikely case), then the procedure fails (the bit string 4d

is no

L appropriate). Otherwise, return F.

4 This me

chanism is due to Bellare and Rogaway [1]. The specific options are ¢= =0 (no salt; no trailer; see 6.4). Its use

is limited to a deterministic production of representatives.

14
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8 GQ2 scheme s

8.1 Set of data elements required for signing/verifying
The subsequent relationships and constraints apply to the following data elements:

e a security parameter, a number of base numbers and a signature length parameter;

e aset of base numbers;

o| a set of distinct prime factors;
¢/ amodulus;

o/ an adaptation parameter;

o/ a set of private components;

o] a set of private numbers.

Tlhe security parameter is denoted k. The number of base numbers.-is_denoted m. The signatufe length
parameter is denoted ¢. The product k x m x ¢ shall be less than or equal to-{H)].

NOTE For k& x m x t = 80, typical values of k, m and ¢ are (80,1,1), (4052,1), (20,4,1), (16,5,1), (10,8,1) and (8,10,1).

—

he set of base numbers is denoted g, g, ... g, in ascendingtorder. They shall be m distinct prime pumbers,
¢ss than 256.

—

he set of distinct prime factors is denoted pi, p, ....pcin ascending order (/> 1). Each prime factor g; has the
nique form p; =1 + g, x 2” where ¢; is odd (i.e., p;<1 is divisible by 2", but not by 2”*").

.

>

t least one base number g; and two prime factors p; and p; shall have Legendre symbols as follows.

If h; = hy;, then (g; | p) = —(gi | py)-

NOTE Key production ocears:in either of two cases.

Given a set of base numbers, e.g., the first prime numbers 2, 3, 5,7, 11, 13, 17, 19 ..., select a set of prime facjors.

Given a set of primé-factors, e.g., the prime factors of an RSA or RW modulus, select a set of base numbers.
Tlhe modulus, dénoted , is the product of the prime factors (n = p, x ... x py). Its size shall be « bits.
The adaptation parameter, denoted b, is the greatest number from the f numbers #; to Ay

heset of private components is denoted 0O, ; to 0, For each prime factor p;, m private components|(one per
ase) number g;) are computed as follows.

o -

g1 b+k 2
_ J . _ _ . _ Xu
Sj *( 3 j modg; ; Uy =4q;=5;; Q=g ~/ modp,

The set of private numbers is denoted Q, to Q,,. For i from 1 to m, the number Q; is the CRT composition (see
5.3)of 0;;to O,

5 The GQ2 scheme is due to Guillou and Quisquater [11]. It makes use of zero-knowledge techniques for proving, without
revealing, the knowledge of a decomposition of the modulus (see also ISO/IEC 9798-5 [30]).
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. k it
NOTE 1  Alternatively: ¢ =lem(g,,...q ); s= (‘%1 ’ modgq; u=q-s; 0; = g,-zh mod n.

NOTE2 For v=2""* and G, = g2, every pair G, and O, verifies G, x 0 modn = 1.

k
NOTE3 If y; =g,;% Q,.2 mod n # 1, then in the successive b squares mod n of y;, the number preceding the unity is a

square root mod » of unity, denoted w,, that is either trivial (w;=n —1) or not (1 < @, <n -1). If g; verifies the constraint on the
Legendre symbols, then ; is non trivial, i.e., n divides o, 2_1, but neither w;—1, nor @,+1, which provides the non trivial
decomposition n = ged(n, w; —1) x ged(n, w; +1).

NOTE 4 If the Jacobi symbols are (+g; | n) = —1 (which implies » = 1 mod 4), then ; is non trivial.

Signing lequires a hash-function (see 5.1), a hash-variant and a signature key. The signature key takes.eithg
of two fofms:

=

o With CRT: %, ¢, b, py to p;, f~1 CRT coefficients (see 5.3) and 0, to 0,/ (k, ¢, b public).

e Without CRT: %, ¢, b, nand Q, to Q,, (, ¢, b, n public).

Nl

Verifying| requires a set of domain parameters and a verification key. The domain pafameters shall include
and maylinclude m (by default, m =1) and ¢ (by default, t=1). Either the domain paranieters or the verificatio
key shall include Indic(h), and may include g;, g, ... g, (by default, the first m prime/numbers, i.e., 2, 3, 5,7, |
and so gn), « (by default, @ = |n|) and Indic(variant) (by default, the first variant). The verification key sh4l
include 1 and may include b (by default, 5 =1).

= -2

8.2  Signature mechanism

lllustrateql in Figure 6, the mechanism makes use of a hash-funetion, a hash-variant and a signature key, to
sign a message (a bit string, denoted M), i.e., to produce a sighature of M (two bit strings, denoted R and S).

Message o> Hash-Function, Hash-Variant
Random Number(s) r Initial Computation and Signature Key
1 ) X 2
M - é = l
( y NN v \_»
'l Hash and Form the First Part of the Signature GT R
N R}
4 fan)
LQ Compute the Second Part of the Signature ]__> S
[ax "

Figure 6 — Signing with GQ2
Stage 11— Produce¢ahdom numbers (globally denoted r in Figure 1) in either of two ways.

e With|CRT, fory'from 1 to f, select ¢ strings of |p;| random bits. They represent numbers to be kept secret,
dengted4 (o ;1.

[=X

NOTE The probability that a string of |p,| random bits represents zero or p; is so negligible that such a possibility neg
not be formally checked.

e Without CRT, select ¢ strings of |n| random bits. They represent numbers to be kept secret, denoted r, to r..

NOTE The probability that a string of [z|] random bits represents zero or a multiple of any prime factor of n is so
negligible that such a possibility need not be formally checked.

Stage 2 — Produce bit strings, denoted W, to W,, in either of two ways.

e With CRT, for i from 1 to # and j from 1 to £, compute I, ; = l-,_,-zM mod p ;. For i from 1 to ¢, represent the

CRT composition (see 5.3) of ,, to W, by a string of || bits, denoted .
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Without CRT, for i from 1 to z, compute rl-zM modn and represent it by a string of || bits, denoted .

Form a bit string, denoted W, with W, || W, || ... || W, (|n| x t bits).

Stage 3 — Produce a bit string, denoted H, in accordance with the hash-variant in use.

H= h(W || M) in the first variant
h(W || h(M)) in the second variant
h(h(W) || M) in the third variant

-

Q= (N

>

o

=N

R(R() TR(A)) 1n The Tourth variant

orm the first part of the signature, denoted R, with the leftmost k x m x ¢ bits of H.

tage 4 — Split R into ¢ strings of kxm bits as R, || R, | ... || R.. Split each R; into nrstrings of
i1 || Riz |l - || Rim- Each string R;; consists of & bits, from the leftmost bit, denoted R;;4) to the right
enoted R;;,. Each string R;; represents a number, also denoted R;; (< 2k).

roduce numbers, denoted S, to S, in either of two ways.

With CRT, for i from 1 to # and j from 1 to f, compute S, ; =7, ; xQLjR“ x...Qm,]-R'*"* mod p;. Forifr
the number S; is the CRT composition (see 5.3) of S;, to S; -

Without CRT, for i from 1 to 7, compute S, = r, x 0, x... 0, mod .

ny number S; may be replaced by n — S;.

epresent each number S; by a string of |»| bits, also:denoted S;.

orm the second part of the signature, denoted §;,with S; || S, || ... || S, (|n] x ¢ bits).
.3  Verification mechanism

ustrated in Figure 7, the mechanism~makes use of a set of domain parameters and a verification
able 1), with key precedence (see 5.2), to verify a message and a signature of that message, i.e.,
it strings, denoted M, R and S:

- bits as
most bit,

bm 1 to ¢,

key (see
the three

tage 0 — Reject if [n| £ a5-0r if |R| = k x m x t, or if |S| # |n| x ¢, or if the m base numbers are not distipct prime

umbers less than 256
| Signed Message | | Domain Parameters and Verification Key
M R, § v
/ v \
@ Open the Signature ]
W
Hash @

v

R*|
3
R Q Compare | » Accept

) | Reject

Figure 7 — Verifying with GQ2

Stage 1— Split S into ¢ strings of |n| bits as S, || S: || ... || S. Each bit string S; represents a number, also

d

enoted S;. Reject if any S;=0 or > n.

© ISO/IEC 2008 — All rights reserved
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Split R into ¢ strings of k xm bits as R, || R, || ... || R.- Split each R; into m strings of k bits as R;1 || Rz || ... || Rim-
Each string R;; consists of £ bits, from the leftmost bit, denoted R,;,, to the rightmost bit, denoted R;;,. Each
string R,, represents a number, also denoted R, (< 2°).

For i from 1 to ¢, compute S, x (g2 )™ x...(g2 )&

2 )" modn and represent it by a string of |»| bits, denoted W*.
NOTE Starting from a value set equal to S, £ multiplications are interleaved with 5+k squares. The I-th square is
followed by the /-th multiplication: for j from 1 to m, the appropriate bit (namely, R;;,) states whether the current value is
multiplied by g; (bit set to 1) or not (bit set to 0). The final value, after the (b+k)-th square, gives W*.

Form a Qit string, denoted W*, with W, * || W,*|| ... || W;* (Jn| x ¢ bits).
Stage 2 — Produce a bit string, denoted H*, in accordance with the hash-variant in use.
H*=  h(W*| M) in the first variant

h(W* || h(M)) in the second variant

h(h(W*) || M) in the third variant

h(h(W*) || h(M)) in the fourth variant

Form a hit string, denoted R*, with the leftmost & x m x ¢ bits of H*.

Stage 3 — Accept or reject depending on whether R and R* are identical or different.

9 GPS1 scheme©

9.1 $et of data elements required for signing/verifying

The subgequent relationships and constraints apply to thefollowing data elements:
e amqgdulus;

e asel of prime factors;

e a priyate number;

e abase number;

e apublic number.

The modulus is denoted its size shall be « bits. Its decomposition into prime factors need not be known.
If availaldle, the set-of prime factors is denoted py, p; ... psin ascending order (/> 1).

The private number, denoted Q, is represented by a string of |H| random bits.

The basée-number is denoted g The values g=0 and g=1are forbidden

NOTE The value g =2 has some practical advantages.
The public number, denoted G, is produced in either of two ways.

e With CRT, for i from 1 to f, compute O; = O mod (p; —1) and G, = 2% mod p;- The number G is the CRT
composition (see 5.3) of G, to G,.

6 The GPS1 scheme is due to Girault, Poupard and Stern [5, 17]. It makes use of zero-knowledge techniques for proving,
without revealing, the knowledge of a private number (see also ISO/IEC 9798-5 [30]).
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e Without CRT, compute G = g ¢ mod n.

Signing requires a hash-function (see 5.1), a hash-variant and a signature key. The signature key takes either
of two forms:

e With CRT: p, to p; f~1 CRT coefficients (see 5.3), g and O (g public);

e Without CRT: n, g and Q (n, g public).

afiana oo e e o oAt f daonaaoin aoeo maotaora and o H o | CWEE sl 1 2PN 1 2N daraaia-xara mat
\Jlll‘yll Is I\z\dull\/\) [ZEECAVI NV IRV \V RRiel 1} | VUIUIII\JLVIO arifu a veortirmoalvrt I\\l‘y. |33 0 A are uurTrrarnt VUIUIIIVL\/ S Or the
verification key shall include » and Indic(h), and may include g (by default, g=2), « (by default,*@f |#|) and
Indic(variant) (by default, the third variant). The verification key shall include G.

9.2  Signature mechanism

9.2.1 General

llustrated in Figure 8, the mechanism makes use of a hash-function, a hash-variant and a signaturge key, to
sign a message (a bit string, denoted M), i.e., to produce a signature of M (two'bit strings, denoted R gnd S).

Hvery signer shall be equipped with one or more coupons. By definition;Za coupon is a bit string, ind¢pendent
flom the message, pre-computed from a string of random bits, to be kept secret and to be used only gnce.

Z NN\

L - |

Message Random Number r Coupon Prodtction Hash-Func.tion, Hash-Variant
Initial Compuitation, Reduction and Signature K¢y
1 (75 B2
M r T
@ o AN \ R
'L Hash and Formthe First Part of the Signature /' ” R
Coupon Consumption N 3
{'\A R A
4 5 S
Compute the Second Part of the Signature J_
& 2

Figure 8 — Signing with GPS1

9.2.2 Random number

(¢)]

tage 1 — Select a string of 2 |H| + 80 random bits.
If represents a random number to be kept secret, denoted r.

Tlhe random ‘number production is associated with either coupon production or coupon consumption.

Stage-2'makes use of » and either n or p, to p;.

Stage 4 makes use of r and Q.

NOTE If the signing device produces strings of pseudorandom bits as a deterministic function of the coupon indices,
then it stores the index of the last produced coupon and the index of the last consumed coupon. Otherwise, it stores the bit
strings until consuming the coupons.

9.2.3 Coupon production

Stage 2 — Produce a bit string, denoted W, in either of two ways.

e With CRT, for i from 1 to f, compute r, = r mod (p; —1) and W, = g" mod p,. Represent the CRT composition
(see 5.3) of W, to W, by a string of || bits, denoted W.

© ISO/IEC 2008 — Al rights reserved 19
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e Without CRT, compute g” mod » and represent it by a string of |»| bits, denoted .

The coupon, denoted T, is set equal to the hash-code h(W).

9.24

Coupon consumption

Stage 3 — Produce the first part of the signature, denoted R, in accordance with the hash-variant in use.

R= h(T|| M), i.e.,=h(h(W) || M) in the third variant

Stage 4
Computs

The secq

9.3 Yerification mechanism

lllustrate
Table 1)
bit string

Stage 0

Stage 1
Computs

Stage 2

s ol 1IN A, W AN A A A v, 7o T A W7 A k. £ bl H +
11\1 H ll\lVl}}, 1.C., 11\11\77} || ll\lVl}} mruare TourarT variarit
— The bit string R represents a number, also denoted R.

S=r—RxQ.

nd part of the signature, also denoted S, is the string of 2 |H| + 80 bits representing the-humber S.

[¢]

J in Figure 9, the mechanism makes use of a set of domain parameters-and a verification key (se€
with key precedence (see 5.2), to verify a message and a signature ‘ef‘that message, i.e., the thre

[¢)

5, denoted M, R and S.
— Reject if |n| = o, orif g=0or 1, orif |R| = |H|, or if |S| = 2 |H| +80:
| Signed Message | | Domain Parameters and Verification Key
M R, S +
¢

K@ Open the\Signature ] \
W*l r\ﬂ N

:[ Hash @
N\ WV Accept
> 3 ) Compare ]—-} | Reject
s >

Figure 9 — Verifying with GPS1

— The bit strings R.and S represent two numbers, also denoted R and S.
G® x g5 modh-and represent it by a string of || bits, denoted W*.

— Produce a bit string, denoted R*, in accordance with the hash-variant in use.

R*= " h(h(W*) || M) in the third variant

A AR v 74 2 TR A W AN

NOTE

+h Hethvariant
HICL Py ) || VL)) T uTe TUUrT varidrit

The hash-code h(/7*) is the recovered coupon.

Stage 3 — Accept or reject depending on whether R and R* are identical or different.

20
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0 GPS2scheme?

0.1 Set of data elements required for signing/verifying

The subsequent relationships and constraints apply to the following data elements:

a verification exponent;

a set of distinct prime factors;

0

@]

=< <

Tlhe verification exponent, denoted v, shall be a prime number so that |v| = |H| + 1.

NOTE If |H] = 160, then the value v =2'%+7 has some practical advantages.

The set of distinct prime factors is denoted p,, p, ... p;in ascending order(f>)1).

Hor i from 1 to f, v shall not divide p;—1.

Tlhe modulus, denoted #, is the product of the prime factors (n5'p1 x ... x py). Its size shall be « bits.
Tlhe private number is denoted Q. It is any positive integer'(the least one is often used) so that vx
multiple of lem(p, -1, ... p/—1). It is represented by a string of |»| bits.

NOTE The number Q has the same definition as the signature exponent specified in 6.1.

Tlhe base number is denoted g. The values g =\0~and g =1 are forbidden.

NOTE The value g =2 has some practical advantages.

a modulus;
a private number;

a base number.

igning requires a hash-function (see' 5.1), a hash-variant and a signature key. The signature key tak
f two forms:

With CRT: v, p, to p,, f=I;ERT coefficients (see 5.3), O and g (v, g public);
Without CRT: v, i, 'Q/and g (v, n, g public).

erifying requiresna“set of domain parameters and a verification key. Either the domain paramete

erification key/shall include v and Indic(h), and may include g (by default, g=2), « (by default, «
hdic(variant)\(by default, the third variant). The verification key shall include ».

0.2¢ \(Signature mechanism

01 is a

es either

rs or the
- [#|) and

1

0.2.1 General

lllustrated in Figure 10, the mechanism makes use of a hash-function, a hash-variant and a signature key, to
sign a message (a bit string, denoted M), i.e., to produce a signature of M (two bit strings, denoted R and S).

Every signer shall be equipped with one or more coupons. By definition, a coupon is a bit string, independent
from the message, pre-computed from a string of random bits, to be kept secret and to be used only once.

7 The GPS2 scheme is due to Girault and Paillés [6]. It makes use of zero-knowledge techniques for proving, without
revealing, the knowledge of the RSA signature exponent (see also ISO/IEC 9798-5 [30]).
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Message Random Number r Coupon Production Hash-Func.tion, Hash-Variant
Initial Computation, Reduction and Signature Key

M r T L
N A \ a R
'[ Hash and Formthe First Part of the Signature / g
Coupon Consumption 3
R A
4
Compute the Second Part of the Signature ]_" )
Figure 10 — Signing with GPS2
10.2.2 | Random number
Stage 1 {— Select a string of |#| + |H| + 80 random bits.

It repres¢nts a random number to be kept secret, denoted r.

The rand
e Stag
e Stag
NOTE

then it sto
strings un

10.2.3
Stage 2

e With
com

e With

The coupon, denoted 7, is set équal to the hash-code h(W).

10.2.4

Stage 3

om number production is associated with either coupon production or colpon consumption.
e 2 makes use of », v and either n or p, to p,.

e 4 makes use of r and Q.

If the signing device produces strings of pseudorandom bits as*a deterministic function of the coupon indices,

res the index of the last produced coupon and the index of the<dast consumed coupon. Otherwise, it stores the Hit
til consuming the coupons.

Coupon production
— Produce a bit string, denoted #, in eitherof two ways.

CRT, for i from 1 to f, computes;-= vxr mod (p; —1) and W, = g" mod p,. Represent the CR]T
position (see 5.3) of W, to W, by a string of || bits, denoted W.

but CRT, compute g modmn and represent it by a string of |»| bits, denoted .

Coupon consumption
— Produce the first part of the signature, denoted R, in accordance with the hash-variant in use.

R= h(T || M), i.e.,=h(h(W) || M) in the third variant
h(T || h(M)), i.e., = h(h(W) || h(M)) in the fourth variant

Stage 4 — The bit string R represents a number, also denoted R.

Compute S=r— RxQ.

The second part of the signature, also denoted S, is the string of || + |H| + 80 bits representing the number S.

22
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10.3 Verification mechanism

lllustrated in Figure 11, the mechanism makes use of a set of domain parameters and a verification key (see
Table 1), with key precedence (see 5.2), to verify a message and a signature of that message, i.e., the three
bit strings, denoted M, R and S.

Stage 0 — Reject if |n| # «, or if vis not odd and prime, orif g=0 or =1, or if |R| = |H|, or if |S| # || + |H| + 80.

| Signed Message | | Verification Key and Domain Parameters |

M RS i

/@ Open the Signature ] \
wel

;[ Hash @

R ‘/\ R*l '\t Accept
> 3 Compare 17# | Reject
N <

Figure 11 — Verifying with GPS2

(¢)]

tage 1 — The bit strings R and S represent two numbers, also denoted R and S.

vxS+R

CGompute g mod n and represent it by a string of || bits, denoted 7*.

(7))

tage 2 — Produce a bit string, denoted R*, in accordance with the hash-variant in use.

R*= " h(h(W*) || M), inthe third variant
h(h(W*) |h(M)) in the fourth variant

NOTE The hash-code h(#*) is the recovered coupon.

(7))

tage 3 — Accept or reject depending.on whether R and R* are identical or different.

11 ESIGN scheme?8

11.1  Set of data elements required for signing/verifying

—

he subsequentdrelationships and constraints apply to the following data elements:

a verification exponent;

a pair of distinct prime factors;

a modulus.

The verification exponent, denoted v, shall be greater than or equal to eight, but less than 2%
NOTE The value v = 1024 has some practical advantages.

The pair of distinct prime factors is denoted p; and p, in ascending order. The size of each prime factor shall be
a | 3 bits (a shall be a multiple of three).

8 The ESIGN scheme is due to Fujioka, Okamoto and Miyaguchi [3]. It makes use of the approximate v-th root problem.
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NOTE For example, = 1023 (and not 1024), 1536, 2046 or 2049 (and not 2048), 2304.
The modulus, denoted #, is the product p, x p,” (repeat the largest prime factor). Its size shall be « bits.

e The greatest common divisor of v and n shall be 1, i.e., gcd(v, n) = 1.
e The greatest common divisor of v, p;—1 and p,—1 shall be at most ¢, i.e., ged(v, p1—1, p»-1) < .

NOTE Any value of v less than or equal to « satisfies both constraints.

Signing fequires a hash-function (see 5.1), a format mechanism and a signature key. The format mechanism
specified in 11.4 is recommended. The signature key consists of v, p; and p, (v public).

Verifying| requires a set of domain parameters and a verification key. Either the domain parameéters or the
verificatipn key shall include v and Indic(h), and may include « (by default, = |n|) and Indic(fofmat, &, 7) (D
default, 11.4). The verification key shall include n.

<

11.2 $ignature mechanism

lllustrateq in Figure 12, the mechanism makes use of a hash-function, a formatmechanism and a signatun
key, to sign a message (a bit string, denoted M), i.e., to produce a signature of M~(a bit string, denoted S).

| Message | r » ] Hash-Function,
Random Number Initial Computation Format Mechanism
1 2 and Signature Key
N\ l

[¢]

M e
N
[ Produce a Representative (Format Mechanism) 3 Q)
F
@ Compute\the Signature S

LO
Figure 12— Signing with ESIGN

Stage 1 {— Select a string of 2 |#|/ 3 random bits.

It repres¢nts a random number to be kept secret, denoted ». The number r shall be less than p; x p,.

NOTE The probability that a string of 2 [n]/ 3 random bits represents zero or a multiple of any prime factor of n is 4o
negligible|that such a possibility.\need not be formally checked.

Stage 2 — Compute tWonumbers, denoted y (< n) and z (< p,). The number z shall be kept secret.
y=r"modn

z=@wxr" " mod p,

NOTE Fhe formula z = x (v x ») "' mod p, has some computational advantages.

Stage 3 — Convert the message M into a representative of y=|n|/3 bits, denoted F, in accordance with the
format mechanism in use. The bit string F represents a number, also denoted F (0 < F <py).

Stage 4 — Compute a number, denoted S (0 < S < n).
a=2*""3F-y)modn
w:ra/(pl xpz)—|

If wx p; x p, —a >2@"'91 (3 case occurring at most half the time in general), then return to stage 1.

S=r+ (wxzmod p,) x p; X p, mod n
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If v is even, then the number S may be replaced by n - S.

The signature, also denoted S, is any bit string representing the number S, often a string of |»| bits.

11.3 Verification mechanism

lllustrated in Figure 13, the mechanism makes use of a set of domain parameters and a verification key (see
Table 1), with key precedence (see 5.2), to verify a message and a signature of that message, i.e., the two bit
strings, denoted M and S.

Stage 0 — Reject if o is not a multiple of three, or if |n| # o, or if v <8, or if v>2*".

| Signed Message | | Domain Parameters and Verification Key

M Ky l

R\
/ @ Open the Signature ])
¢ O

@ Recover a Representative ]
Fi
@ : K5

Check the Recovered Representative (Format Mechanism) p—) Accept

YOI b | Rejject

Figure 13 — Verifying with ESIGN

(7))

tage 1 — The bit string S represents a number, also denoted S. Rejectif S=0 or 1, or if S > n—1.
CGompute S” mod n and represent it by a string of |»| bits, denoted G*.
Stage 2 — Recover a representative, denoted \F*, as the leftmost y=n|/ 3 bits of G*.

Stage 3 — Check the recovered representative F'* in accordance with the format mechanism in use.

11.4 Format mechanism?

CGonvert the message M int¢ arepresentative of y bits, denoted F.
1) Select a fresh string of's = |H| random bits. It forms a salt, denoted E.

2) Hash M into abit'string, denoted H. From left to right, concatenate 8 octets, all set to '00', H# and the salt E.
Hash the concatenation into a bit string, denoted HH.

H=h(M) HH = h('0000 0000 0000 0000' || H || E)

3) Produee a string of at least y— |H| bits from HH by the following procedure making use of two variables: a
bit 'string of variable length, denoted String, and a string of 32 bits, denoted Counter.

a) Set String to the empty string.

b) Set Counter to zero.
c) Replace String by String || h(HH || Counter).
d) Replace Counter by Counter + 1.

e) If |H| x Counter < y— |H|, then go to stage c.

9 This mechanism is due to Bellare and Rogaway [1]. The specific options are ¢=|H| and r=0 (each signature requires a
fresh salt; no trailer; see 6.4). The ESIGN scheme combined with this format mechanism is known as ESIGN-PSS, where
PSS stands for “Probabilistic Signature Scheme”.
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Form a mask with the leftmost y— |H| bits of String where the leftmost bit has been forced to 0.

an intermediate string of y— |H| bits from left to right by concatenating:

y—|H|— -1 bits, all zeroes;
a border bit, set to 1;
the salt E.

By exclusive-oring, apply the mask to the intermediate string, thereby producing a masked string.

Fornl F by concatenating the masked string on the left of HH.

If the ybits of F* are all zeroes, then reject. Otherwise, continue.

Accept or reject depending on whether £iH-and HH* are identical or different.

4) Form

5)

6)

7) If the
Othe

Check a

1)

2) Fron

3) By
inte

4) Has
the

5)

26

rwise, return F.

h the rightmost |H| bits of F*, denoted HH*, produce a mask of y— |H| bits_as step 3 above.

F = Masked string || HH

y bits of F are all zeroes (a very unlikely case), then return to stage 1 (the salt E is not.appropriate).

recovered representative of ybits, denoted F*, with respect to the message M,

xclusive-oring, apply the mask to the leftmost y— |H| bits of /F*“thereby producing a recovered
mediate string where, starting from the left, the border bit is the first bit that is set to 1.

—

If £bits remain on the right of the border bit in the recovered intermediate string, then they form a Hji
string, denoted E*.

Otherwise, reject.

N M into a bit string, denoted H. From left to right;"concatenate 8 octets, all set to '00', # and E*. Hash
toncatenation into a bit string, denoted HH.

H=h(M) HH = h('0000 0000 0000 0000' || H || £*)
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Annex A
(normative)

Object identifiers

A.1 Formal definition

Tlable A.1 summarizes the options specified in this document.

Table A.1 — Options specified in this document

Scheme Format mechanism?2) Hash-yvariant
RSA formatPSS, formatDl, formatD2 novariant
RW formatPSS, formatDl, formatD2 novariant
GQ1 formatPSS variantl, wvarwdnt2, variant3, varipnt4
GQ2 noformat variantl,( variant2, variant3, varipnt4
GPS1 noformat variant3, variant4
GPS2 noformat variant3, variant4
ESIGN formatPSS novariant
[ This document specifies three implementations of formatPSS: 6.4 (e=0onH| and =8 or 16) for RSA and RW, 7.4 (¢=|r=0) for
GQ1 and 11.4 (¢=|H| and z= 0) for ESIGN. Annex D specifies formatD1. (¢ =0 and z= 8 or 16) and formatD2 (¢= 64 and =8},

—

he following module is in compliance with the notation‘specified in ISO/IEC 8824-1 [25].

IntegerFactorizationBasedDigitalSigmaturesWithAppendix {
iso(1l) standard(0) digital-signatures-with-appendix(14888) part2(2)
asnl-module(1l) integer-fagtorization-based-mechanisms(0) versionl (1)

OEFINITIONS EXPLICIT TAGS :»=-BEGIN
HXPORTS ALL;
IMPORTS

HashFunctionsg
FROM DedicatedHashFunctions {
isd(D) standard(0) hash-functions(10118) part(3)
dsnl-module (1) dedicated-hash-functions(0) } ;
JignatuneWithAppendix ::= SEQUENCE ({
algorithm ALGORITHM.&id ({SchemeOptions}),
parameters ALGORITHM.&Type ({SchemeOptions}{@algorithm}) OPTIONAL

—

SchemeOptions ALGORITHM ::= {
RSA |
RW |
GQo1 |
GQ2 |
GPs1 |
GPS2 |

ESIGN,
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-- Expect additional signature scheme objects --

-- Integer factorization signature scheme object sets --

-- RSA scheme options --

RSA ALGORITHM ::= {
rsa-formatPSS-novariant |

rsatformatDl-novariant |
rsat+formatD2-novariant,

-- Expect additional RSA scheme objects --

rsa-fofmatPSS-novariant ALGORITHM ::= {

OID|id-rsa-formatPSS-novariant PARMS HashFunctions

rsa-fofmatDl-novariant ALGORITHM ::= {

OID|id-rsa-formatDl-novariant PARMS HashFunctions

rsa-fofmatD2-novariant ALGORITHM ::= {

OID|id-rsa-formatD2-novariant PARMS HashFunctions

-- RW ¢$cheme options --

RW ALGORITHM ::= {
rw-formatPSS-novariant |
rw-formatDl-novariant |

rw-formatD2-novariant,

-- Expect additionaleRW scheme objects --

rw-formatPSS-novariant ALGORITHM ::= {

OID|id-rw-formatPSS=novariant PARMS HashFunctions

rw-formatDl-novarTant ALGORITHM ::= {
OID|id-rw-foermatDl-novariant PARMS HashFunctions

rw-formatD2-novariant ALGORITHM

OID Lid—srw-foxrmatbDRr-novariantPARMS HachE:

-- GQ1 scheme options --

GQl ALGORITHM ::= {
ggl-formatPSS-variantl |
ggl-formatPSS-variant2 |
ggl-formatPSS-variant3 |
ggl-formatPSS-variant4,

28
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-- Expect additional GQ1l scheme objects --

ggl-formatPSS-variantl ALGORITHM ::= {
OID id-ggl-formatPSS-variantl PARMS HashFunctions

ggl-formatPSS-variant2 ALGORITHM ::= {
OID id-ggl-formatPSS-variant2 PARMS HashFunctions

dal-formatPSS-variant3 ALGORITHM ::= {
OID id-ggl-formatPSS-variant3 PARMS HashFunctions

dgl-formatPSS-variant4 ALGORITHM ::= {
OID id-ggl-formatPSS-variant4 PARMS HashFunctions

4- GQ2 scheme options --

Jd02 ALGORITHM ::= {
gg2-noformat-variantl |
gg2-noformat-variant2 |
gg2-noformat-variant3 |
gg2-noformat-variant4,

-- Expect additional GQ2 schemevobjects --

da2-noformat-variantl ALGORITHM : :="{
OID id-gg2-noformat-variantlyPARMS HashFunctions

da2-noformat-variant2 ALGORITHM ::= {
OID id-gg2-noformat-variant2 PARMS HashFunctions

dg2-noformat-varignt3 ALGORITHM ::= {
OID id-gg2-ndformat-variant3 PARMS HashFunctions

da2-noformat=variant4 ALGORITHM ::= {
OID id<gg2-noformat-variant4 PARMS HashFunctions

GPS1 ALGORITHM ::= {
id-gpsl-noformat-variant3 |
id-gpsl-noformat-variant4,

-- Expect additional GPS1 scheme objects --
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gpsl-noformat-variant3 ALGORITHM ::= {
OID id-gpsl-noformat-variant3 PARMS HashFunctions

gpsl-noformat-variant4 ALGORITHM ::= {
OID id-gpsl-noformat-variant4 PARMS HashFunctions

-- GPS2 scheme options --

GPS2 ALGORITHM ::= {
id-¢gps2-noformat-variant3 |
id-¢gps2-noformat-variant4,

-- Expect additional GPS2 scheme objects --

gps2-n¢format-variant3 ALGORITHM ::= {
OID|id-gps2-noformat-variant3 PARMS HashFunctions

gps2-n¢format-variant4d ALGORITHM ::= {
OID|id-gps2-noformat-variant4 PARMS HashFunctions

-- ESI¢N scheme options --

ESIGN ALGORITHM ::= {
esign-formatPSS-novariant,

-- Expect additional ESIGN sdheme objects --

esign-formatPSS-novariant ALGORITHM ::= {
OID|id-esign-formatPSS-novariant PARMS HashFunctions

-- Cryptographic algorithm identification --
ALGORITHM ::= CLASS {

&id OBJEECT IDENTIFIER UNIQUE,

&Tywpe ORITIONAL

WITH|SYNTAX { OID &id [PARMS &Type] }

OID ::= OBJECT IDENTIFIER -- alias

1s14888-2 OID ::= {
iso(l) standard(0) digital-signatures-with-appendix(14888) part2(2) 1}

signatureScheme OID ::= { is14888-2 scheme(0) }

-- Integer factorization signature scheme identifiers --
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rsa OID
rw OID
gqgl OID
gqg?2 OID
gpsl OID
gps2 OID
esign OID

Il
e N e T e W aen M e Mo M e

signatureScheme gps2 (
signatureScheme esign

signatureScheme rsa(l) }
signatureScheme rw(2) }
signatureScheme gqgl (3)
signatureScheme gqg2 (4)
signatureScheme gpsl (5

6

(

-- Table A.1 format mechanism option types

ISO/IEC 14888-2:2008(E)

ormatPSS

rnovariant RELATIVE-OID = { novariant (0) }

Vlariantl RELATIVE-OID ::= { variantl (1) }

Vlariant2 RELATIVE-OID ::= { variant2(2) }

Vlariant3 RELATIVE-OID = { variant3(3) }

Vlariant4 RELATIVE-OID = { variant4(4) }

4- Table A.1 integer factorization signature schéme options
id-rsa-formatPSS-novariant OID ::= { rsa formatPSS novariant }
id-rsa-formatDl-novariant OID = { rsa formatDl novariant }
id-rsa-formatD2-novariant OID ::= { rsa formatD2 novariant }

e e

oformat RELATIVE-OID

RELATIVE-OID

I
f
flormatDl RELATIVE-OID
flormatD2 RELATIVE-OID

{
{
{

d-rw-formatPSS-novariant OID
d-rw-formatDl-novariant OID
d-rw-formatD2-novariant OID

noformat (0)

}
{ formatPSS(1l) }

formatD1 (10)
formatD2 (11)

4- Table A.l1 hash-variant option types

)
} -- see D.2
} -- see D.3

{ rw formatPSS novariant
{.w* formatDl novariant }
{A\rw formatD2 novariant }

ild-ggl-formatPSS-variantl OID = { ggl formatPSS variantl }
ild-ggl-formatPSS-variant2 Q1D = { ggl formatPSS variant2 }
ild-ggl-formatPSS-variant3 ©ID ::= { ggl formatPSS variant3 }
id-ggl-formatPSS-variantd OID ::= { ggl formatPSS variant4d }
id-gg2-noformat-vargrantl OID = { gg2 noformat wvariantl }
id-gg2-noformat-vaxiant2 OID = { gg2 noformat wvariant2 }
ild-gg2-noformat<sariant3 OID = { gg2 noformat variant3 }
ild-gg2-noformatswvariant4 OID = { gg2 noformat variant4d }
ild-gpsl-noformat-variant3 OID ::= { gpsl noformat variant3 }
ild-gpslnoformat-variant4 OID ::= { gpsl noformat variant4d }
ild-gpg2-noformat-variant3 OID ::= { gps2 noformat variant3 }
ild=gps2-noformat-variant4 OID ::= { gps2 noformat variant4d }
id-esign-formatPSS-novariant OID ::= { esign formatPSS novariant }
END -- IntegerFactorizationBasedDigitalSignaturesWithAppendix --
NOTE In accordance with the Basic Encoding Rules of ASN.1 (see ISO/IEC 8825-1 [26]), each identifier is one or

more series of octets; bit 8 (the most significant bit) is 0 in the last octet of a series and 1 in the previous octets if the
series is several octets. The concatenation of bits 7 to 1 of the octets of a series codes an integer. Each integer shall be
encoded on the fewest possible octets, that is, the octet '80' is invalid in the first position of a series.

¢ The first octet is set equal to '28', i.e., 40 in decimal, for identifying an ISO standard (see ISO/IEC 8825-1 [26]).
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e The subsequent two octets are set equal to 'F428'. As 14888 is equal to '3A28' in hexadecimal, i.e., 0011 1010 0010

1000, i.e.,

two blocks of seven bits: 1110100 0101000. After insertion of the appropriate value of bit 8 in each octet, the

coding of the series is therefore 11110100 00101000, i.e., 'F428'.

e The sub
e The sub
e The sub
e The sub
e The sub

sequent octet is set equal to '02' for identifying Part 2.

sequent octet is set equal to '00' for identifying the arc denoted mechanism(0).

sequent octet identifies a signature scheme with a value from '01' to '07".

sequent octet identifies a format mechanism with a value from '00', '01', '0A' or '0B' in accordance with Table A.1.
sequent octet identifies a hash-variant with a value from '00' to '04' in accordance with Table A.1.

EXAMPL
scheme W
object wit

EXAMPL
scheme (
conveyed

EXAMPL
scheme (
data obje

EXAMPL
signature
TLV data

A2 |

Each sid
function

F 1 The data element '28 F4 28 02 00 01 01 00" means {iso standard 14888 2 0 1 1 0}, i.e., the first signaturle
ith PSS as format mechanism, within ISO/IEC 14888-2, i.e., RSA-PSS. It may be conveyed in a BER-TLV. dafa
h the universal class tag '06'.

Data object = {'06 08 28 F4 28 02 00 01 01 00’}

F 2 The data element '28 F4 28 02 00 03 01 01' means {iso standard 14888 2 0 3 1 1}, i.e.cthe’third signatufe
5Q1) with PSS as format mechanism and the first hash-variant (h(/ || M)), within ISO/IEC|14888-2. It may He
in a BER-TLV data object with the universal class tag '06'.

Data object = {'06 06 28 F4 28 02 00 03 01 01'}

F 3 The data element '28 F4 28 02 00 04 00 02' means {iso standard 14888 2.0.4.0 4}, i.e., the fourth signature
5Q2) with the second hash-variant (h(W || h(M))), within ISO/IEC 14888-2. It hay be conveyed in a BER-TLV
t with the universal class tag '06'.

Data object = {'06 06 28 F4 28 02 01 04 0004}

F 4 The data element '28 F4 28 02 00 07 01 00" means {iso standard 14888 2 0 7 1 0}, i.e., the seven
scheme with PSS as format mechanism, within ISO/IEC 14888-2(ESIGN-PSS). It may be conveyed in a BER
object with the universal class tag '06'".

Data object = {'06 06 28 F4 28-02’00 07 01 00'}

=y

Use of subsequent object identifiers

nature scheme specified in this document uses a hash-function, a sequence containing a hasH
blgorithm identifier and any associated-parameters. Therefore, the signature scheme object identifig

pia

may be followed by one of the dedicated hash-function algorithm identifiers specified in ISO/IEC 10118-3 and
any assdciated parameters.
Using thé ASN.1 XML value notation;’the ESIGN-PSS scheme (format mechanism 1 and no hash-variant, gs
defined |n this document), and\the SHA-256 hash-function defined in ISO/IEC 10118-3, a value of type
SignatureWithAppendix would.be represented as:
<SignatureWithAppendix>
<algorithm> 140<14888.2.0.7.1.0 </algorithm>
<patrametersx
HashEunetions>
<adrgorithm> 2.16.840.1.101.3.4.2.1 </algorithm>
<parameters/>
HashFunctions
</parameters>

</SignatureWithAppendix>
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Annex B
(informative)

Guidance on parameter choice and
comparison of signature schemes

.1 Guidance on parameter choice

A4 Modulus sizes

In this document, every signature scheme makes use of a modulus that is the product’of large prim¢ factors,
least two of them being distinct. All the prime factors should be of roughly the same size.

n 1995, Odlyzko [16] estimated the future difficulty of integer factorization.\As.a conclusion at the epd of the
uoted article [16], Kaliski stressed the importance of variable sizes for(the moduli in implementafions and
rovided recommendations on modulus sizes: 768 bits for short term*security, 1 024 bits for medjum term
ecurity, and 2 048 bits for long term security. For a comprehensive analysis of modulus sizes, [see also
ilverman [20], and Lenstra and Verheul [14].

T O

able B.1 specifies three security ranges for the moduli (|z| ‘kits): medium, long and very long termis. It also
ets related conditions in terms of the modulus size in bits;'these conditions are about the prime factors (|p|
its), the hash-codes (|H| bits) and the first part of a signature (the leftmost |R| bits of the output of the hash-
ariant): any infringement compromises security.

< O 0 -

If a prime factor p is too small, it can be recovéred.

If the hash-code H is too short, it is possible to find two bit strings having the same hash-code.

If the first part R is too short, it is possible to sign without knowing the private number(s) (see B.1.8).

Table B.1 —+ Conditions on |p|, |H| and |R| in terms of |n|

In| I |H] IR|
RSA, RW, GQ1, ESIGN GQ2, GPS1, GPS2 GQ1, GQ2, GPS1, EPS2
From 750 to 1599 > 340 > 160 > 128 > 80
From 1600 to 2999 >510 >224 > 160 > 112
From 3000 to 4999 > 680 > 256 > 192 > 144

B.1.2 Modulus and prime factors

—

hretighout the standard, the number of prime factors is denoted f'and the large prime factors are dgnoted p;,
b -=_prin ascending order. The modulus is the product of the prime factors.

l/l:p1><p2><...pf

]

For practical advantages, the modulus size should be a multiple of f and then, while in accordance with
Table B.1, every prime factor should be of the same size.

NOTE In ESIGN, the largest prime factor is repeated: n =p; x p,°.

The following method defines successive variable intervals for successively selecting large prime factors, the
size of which is denoted z. Hereafter the current value of the product of the prime factors is denoted z.

e The first prime factor is selected within the interval from 27" to 27. The initial value of z is set equal to the
first prime factor.
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e This stage is repeated f£-1 times. A new prime factor is selected within the interval from (27/z) 27" to 27
The current value of z is multiplied by the new prime factor.

e The prime factors are denoted p, to p,in ascending order, and » is set equal to the final value of z.

The following method defines a single interval, of slightly reduced size, for selecting every prime factor.

e Every prime factor is selected within the interval from y 2”to 27, where y denotes the f~th root of 1/2.

NOTE The value of y may be approximated by a rational number greater than y (e.g., 5/7 for the square root of 1/2,
4/5 for the cube root of 1/2).

B.1.3 | Schemes making use of zero-knowledge techniques

B.1.3.1 Zero-knowledge triples

Goldwasger, Micali and Rackoff [7] introduced the concept of zero-knowledge. The GQ1, 602, GPS1 and
GPS2 sghemes make use of zero-knowledge techniques.

NOTE ISO/IEC 9798-5 [30] specifies authentication mechanisms using zero-knowledge teChniques.

For example, in GQ1, the following stages aim at proving the knowledge of a private’'number Q.

e Seleft a random positive integer r (0 < r <n).

e Compute W=r"mod n (0 < W<n).

e Inrepponse to any challenge R (0 < R <v), compute S=r x 0% modn (0 < S <n).

In the G21 scheme, the verifier reveals integer R as a challenge after receiving witness W. On his side, th

verifier cpmputes another witness W*= 5" x G mod n. The audthentication is successful if and only if witnessd
W and W* are identical and non zero.

n O

Consequently, the set of all the GQ1 triples {W, R, S} may be seen as a set of v permutations (indexed by R) ¢f
the ring ¢f the integers modulo n. The permutationdfor R = 0 is the RSA permutation.

B.1.3.2 Generic security

To derivé¢ a signature scheme from such a zero-knowledge authentication exchange, the interaction with the
verifier i eliminated. The number W is)represented by a string of || bits, also denoted . Firstly, the bit strings
W and M are hashed (e.g., h(/W| M), see the hash-variants in 5.2) Secondly, the number represented by the
resulting|bit string is reduced.e.g., by mod v reduction, to an integer R from 0 to v—1. The global operation is
denoted [as R = R(W, M). The bit string M is associated with a ZK triple {W, R, S}. The signature is practically
limited tq the pair (R, S).

The GQf1 triple shall'be*both valid and linked to M.
e The [BQ1 tripte is valid if and only if 0 < W < n and W identical to W*=S"x G® mod n.

e The [GQ1 triple is linked to M if and only if 0 < R <v and R identical to the bit string R* = R(W*, M).

The following attack aims at evaluating the appropriate size of the GQ1 verification exponent v when ¢= 1. For
a given message M and any S from 1 to n—1, for i =1, 2 ..., and so on, compute x = S” x G’ mod n, then
y=R(x, M), less than v, in accordance with the specified method, and so on, until y =i. Then as the GQ1 triple
{S" x G'mod n, i, S} is valid and linked to the message M, the signed message (M, i, S) is valid. Such an attack
requires an amount of computation of the order of v. Consequently, to avoid such an attack due to the existing
computing power, Table B.1 indicates the minimum length of R. All the possible values of R shall be equally
probable.

A similar attack applies to the GQ2 scheme.
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A similar attack also applies to the GPS1 and GPS2 schemes. Even if the reduction of the length of R does
not reduce the workloads, the coupon length should be reduced as much as possible. For consistency, the
coupon and R should have the same length.

B.1.3.3 Random parameter sizes

In the GQ1, GQ2, GPS1 and GPS2 schemes, a random parameter r is converted into an initial element # and
then a second part of signature S is computed in response to any first part of signature R. W, R and S form a
ZK ftriple, denoted {W, R, S}, satisfying a relationship for opening signatures. The set of all the ZK ftriples is a

fqmily of R permutations of the set (nr a QIIhan) of the ring of the integers modulo

It

V
fi
.
I

—

O T

is important that the signer chooses random parameters in such a way that the probability of predia
alue and the probability of the same value being selected twice within the signer's lifetime are-heg

bsponses to two challenges for the same non-zero witness, denoted {7, R, S|} and {W,R>, S,}. Such
ometimes named a claw (see [8]) in the family of permutations.

triples. The private number allows impersonating the signer.

The GQ2 key constraint ensures that, for any values of m and &, more-than one half of all the in
pairs of triples reveal a non-trivial square root mod » of unity. Such a'number induces a decompos
i.e., the factorization if /= 2. The factors allow impersonating the sighér.

roducing triples at random. It is important that the set of all‘\the ZK triples is so large that the a
btained by producing in advance as many triples as possible remains negligible.

s a conclusion, the random bit strings are strings of:
[n| bits in the GQ1 and GQ2 schemes;
2 |H| + 80 bits in the GPS1 scheme;
|n| + |H| + 80 bits in the GPS2 scheme.

3.2 Comparison of signature schemes

3.2.1  Symbols and abbreviated terms

he comparison makes. use of the following measures: the size of the set of the data elements for sig
omplexity of the comiputations for signing, the complexity of the computations for verifying and the s
et of the data elements for verifying.

OTE If the(signer is a portable device (e.g., an integrated circuit card [24]), then the complexity of compu|
bmmunicatien; and the required storage may be crucial, since the processing and storage capacities of the
bry limited\in” comparison with those allowed for the verifier.

or-the purposes of this annex, the following symbols and abbreviated terms apply.

ting their
igible. If,

br example, a signer uses the same value twice, then he will create an interlocked pair of triples, i.e.,

a pair is

In the GQ1, GPS1 and GPS2 schemes, the private number is easily deduced from any interlocked pair of

erlocked
ition of n,

he relationship for opening signatures computes a witness W_from any pair (R, S) selected at rangom, i.e.,

jvantage

ning, the
ze of the

fation and
cards are

HW(v) number of bits set to 1 in the binary representation of v, e.g., HW(65 537 = 2"°+1) =2

M, computational complexity of a modular multiplication
Xo computational complexity of a modular square
Vs bit size of each prime factor (7= |p4| = |p2|)

B.2.2 Complexity of modular operations

This clause evaluates the computational complexity of modular operations, namely the modular multiplication,
the modular square, the modular exponentiation and the combined modular exponentiation.
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The modular multiplication is defined as 4 x B mod C. It may be performed as two consecutive operations: a
multiplication followed by a reduction. In practice, the workload due to the multiplication is approximately equal
to the workload due to the reduction.

e When 4 and B have the same size as C, the multiplication provides a result that is twice as long as C.

e The reduction provides the remainder of the division of the result by C.
When 4 and B have the same size as C, the modular multiplication complexity is denoted M.

e . mtcation

If the m ;
y 12 (M,~f* M,). Consequently, the valu

modulo 4 and a multiplication modulo a prime factor is approximatel
of M, is jproportional to |C[.

[¢]

For example, if there are two prime factors, i.e., =2 7, then M ,~4 M,,.

The modular square is defined as 4% mod C. It may be performed as two consecutive opérations: a square
followed [py a reduction.

e When 4 has the same size as C, the square provides a result that is twice asMong as C. According f
Mengzes, van Oorschot and Vanstone [15], the complexity of the square is halfthat of the multiplication.

[e)

NOTE As A x B=((4+B)* — (4-B)?) / 4, the multiplication may result from using'twice a squaring routine.

e The feduction provides the remainder of the division of the result by.C. The complexity of the reduction {s
as above.

When 4 has the same size as C, the modular square complexity is‘denoted X .
Xier 0,75 Mg

The moglular exponentiation is defined as 4 ® mod C:\t may be performed as the square and multiply
algorithm [13, 15], i.e., |B] -1 modular squares and HW(B)—1 modular multiplications by 4.

The combined modular exponentiation is defined as 4, ?' x ... x 4,% mod C. It may be performed a
max{|B1},|... |B.[} =1 modular squares and HW(B1)+* ... + HW(B,) —1 modular multiplications by 4,.

[

o If 4;|s small (i.e., |[4] < 8), then the modular multiplications due to B; are negligible in comparison with thie
modylar squares.

e The modular exponentiation is either short, or medium, or long, in accordance with the exponent size i
bits (max{|By|, ..., |B.]}) is either’small (up to 40), or medium (80, 160, 240 to 280), or large (|C|, |C|+80 up 1
|C[+1R0).

[eJ=}

B.2.3 | Complexity,of the CRT technique with two prime factors of the same size

[

The CRT composition involves a modular multiplication modulo a factor, and one multiplication of two intege:l
of the sgme size as a factor, resulting in an integer of the same size as the modulus. When the two facto
have the|same'size, e.g., 7= |p| = |p2| = @/ 2, the composition complexity is denoted CiC.

S

Che~15-M~318)M
The CRT decomposition involves two reductions modulo a factor. When the two factors have the same size,
e.g., 7= |pi| = |p2| = a/ 2, the decomposition complexity is denoted ChD.

ChD ~ M,~ 0,25 M,

For example, the CRT technique reduces the complexity of production of one RSA or RW signature from one
exponentiation mod # (i.e., (5/4) aM,) to one ChD plus two exponentiations mod p; (with exponents reduced
mod p—1) plus one ChC (i.e., 1 +2,5 7+ 1,5 M,=25(z+ 1)M,). As a=2 = and M,~4 M,, the reduced
complexity is = (5/16) a M,,.
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B.2.4 Complexity analysis

B.2.4.1 RSA and RW

For signing without CRT: n and s

Signature computation: the s-th power mod n
Total (Is| = o, HW(s) = «/ 2 and X,= 0,75 M,)

For signing with CRT: py, p,, Cr, s; and s,

ISO/IEC 14888-2:2008(E)

2 abits
(Is| =1) Xo+ (HW(s) —1) M,,
(5/4) a M,

2,5 a bits

C

ST TR meHiatian—th oo <
Yratarc CUTT oot atoT T tTC S a T PUWCT TIOU U7

Hor verifying: n, v

RSA signature opening: the v-th power mod n
Tlotal

BXAMPLE 13 M, if v=2"%+1, and 1,75 M, if v=3
F

ul

.2.4.2 ela)l

or signing: n, v, t, O

mitial computation: W;=r;"modn
econd part of signature:  S;=r;x O® mod n
s |R;|=v|-1 and HW(R)) = (]v| -1)/2,

epeated ¢ times,

otal

= T

— 0>

or verifying: n, v and ¢

ignature opening: W*=58,"x G" mod n
s |R;|=[v|-1 and HW(R)) = (jv| - 1)/2,

epeated ¢ times,

otal

= 0 >

B.2.4.3 GQ2

Hor signing without CRT: », k and b, O, to O,

Initial computation: wW=r*" modn
fecond part of signature:) * 5 =rx [ [0 modn
i=1

S |R|=kand HW(R)) =k /2,
otal

= >

Hor signing with CRT: py, p,, Cr, kand b, O, t0 O .

I||\itial computation: W, =r>" mod p,

11

W signature opening: the square mod n (X, ~ 0,75 M,)

1L AL
DT 1O OVl

abits (v negligible)
(M -1) X+ (HW() -1) M,
(0,75 [v| + HW(v) -1,75) M,,

0,75 M,

2 abits (v, t negligible)

(v =1) X+ (HW() -1) M,

Mo+ (IR L)X, + (HW(R) -1) M,

@ | IV () - 3,75) M,

(¢ X2V —1) + HW(v) —1,75)) M,
QY] =1) x t+ 1 x (HW() —1,75)) M,,

abits (v, t negligible)

(M -1) X HHW(R)+ HW(v) -1) M,
(1,25 [v| + HW(v) — 2,25) M,,

(x (1,25 (v|-1) +HW(v) -1)) M,
(1,25 (| =1) x t+ 1 x (HW(v) -1)) M,

(m+1) abits (k, b negligible)
k+b)X,

(IR| 1) X, + (HW(R,) +... HW(R ) 1) M, + M,

max

(k—1) X,+0,5 km M,
0,5k (m+3)+0,75 (b 1)) M,

(m+1,5) abits  (k, b negligible)
2 (k+b) X+ ChC

Second part of signature: S, =7, x HQI,’E. mod p;
i=1
As |R] =k and HW(R) =k /2,

Total (ChC ~ 1,5 M, and M,~ M,/ 4)

For verifying: n, k, b, g, to g,
Signature opening:  w*=52" x H(gl?h Y& mod n

i=1

Total

© ISO/IEC 2008 — All rights reserved

2 (Rilmax—1) X, +2 (HW(R))+...HW(R,)) M, +ChC

2(k-1)X,+k m M+ChC
(0,25 k (m +3) + 0,375 (b +1)) M,

abits (k, b, g, to g, negligible)

m

(k+b) X, (xg tog, negligible)

m

(0,75 (k+ b)) M,,

37
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B.2.4.4 GP$S1

For producing coupons without CRT: n

Initial computation: W =2" modn
Total (Jr] = 2 |H| + 80)

For producing coupons with CRT: py, p,;, Cr
Initial computation: W, =2" mod p,
As 1< 0,5 % |n|and ChC =~ 1,5 x M,

a bits
(-1 X,
(1,5 |H| +60) M,

1,5 a bits
2 (| -1) X, + ChC

Total (M= M, 73)

Coupond and element for consuming coupons: O
Second part of signature: S=r-RxQ

Coupon gonsumption (|R| = |H| and |Q| = |H])

For verifying: n and G
Signaturg opening: W*=25xGRmodn
Total (HW(R)=|H|/2 and |S| =2 |H| + 80)

B.2.4.5 GPS2

For prodjicing coupons without CRT: » and v
Initial cofnputation: W;=2"" modn

Total (JrlF «+ |H| + 80)

For prodlicing coupons with CRT: py, p,, Cr, v
Initial computation: W, =27 ™47 mod p,

As2x 7z aand ChC =~ 1,5 x M,
Total (M}= M,/ 4)

Coupond and element for consuming coupons: Q.
Second part of signature: S=r-RxQ

As R = |H];101= «,

For verifying: nand v
Signaturg opening:

Total (|SH4v|= a+ |H| + 80,
W(Sxv) = (a+ |H| +80Y/2)

W = 289%5 mod n

=

B.2.4.6 ESIGN

For signing: v, prand p, (lpi| = [p2| = «/ 3)

.75 H[ T 30) 7T,

|H| bits + (JH] bits per coupon)
0.5(R|/ &) (1917 &) M
0.5 (H|/ &)’ M,

2 abits
(IS1-1) Xo+ (HW(R) —1) M,
(2 |H]| + 60) M,,

abits (v negligible)
(I + ) X

0,75 (¢ +2|H| + 80) M,
1,5 @bits (v negligible)
2'r—1) X,+ ChC

0,75 a M,
(3/16) aM,

a bits + (B bits per coupon)
05(Rl/ @) (10I/ @) M,
0,5 (H]/ a) M,

abits (v negligible)
(1Sxv] 1) X+ (HW(Sxv)-1) M,,

1,25 (ar+ |H| + 80) M,

0,67 abits (v negligible)

J2RY 2 0,5 M,
sz) M/r
y=r"mod (p; X p2 X ps) 2 (M -1) X+ 2 HW() — 1) M,
z=((rmod p;) x (v x (y mod p,)) ') mod p, 2(4 M+ 1)
S=[@* 3 x F=y)/(p) x po) 2M,

x z mod p, 2M,

x p % pa+rmod (p; X py X ps) 2M,

Total (assuming 7,= 10 M, and M,=9 M)
For verifying: n and v

Signature opening: S mod n
Total

38

(1,5 +2HW(W)+4) M,

a bits (v negligible)
(M -1) X+ (HW() - 1) M,
(0,75 v| + HW(v) — 1,75) M,
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B.2.4.7 Summary of the evaluations

Table B.2 summarizes the evaluations detailed from B.2.4.1 to B.2.4.6.

Table B.2 — Summary of the evaluations

Signature mechanism Verification mechanism
CRT Storage (bits) Complexity (M,) Storage (bits) Complexity (M,)
RSA/RW No 2a 1,25 RSA : 0,75 vt HW(v) - 1,75
Yes 25a 0,3125 RW : 0,75
GQ1 No 2a 2 (W =1) x ¢+ t x(HW()-1,75) a 1,25 (v~ 7 (HW() -1)
cQ2 No j mtDa | 05km*3)+075G-1) | o 0.75 (k+ b
Yes (m+15«a 0,25 k (m+3) + 0,375 (b+1)
GPS1-P No ______________ SR AR 1 ’5|H|+60 __________
Yes 15« 0,75 |HH+ 30 2% a 2 |H| + 60
GPS1-C No |H| +(|H]| per coupon) 0,5 |H/ «
Gps2p | | NO | AN T C ot R
Yes 15 a 0,1875 « a 1,25 (a+ |H]) 4100
GPS2-C No a +(|H| per coupon) 0,5 |H/ a
ESIGN No 0,67 1,5 [+ 2 HW(v) + 4 a 0,75 v+ HW(v) } 1,75

— For producing GQ1 and ESIGN signatures, the CRT technique is irrelevant.

— The production of GPS1 and GPS2 signatures implies two stages: coupon production, denoted P, and coupon corpsumption,
denoted C. The coupons are produced in advance, possibly in another device.

B.2.4.8 Complexity for different modulus'sizes

i addition to |H| = 160 (e.g., RIPEMD-160"and SHA-1), the comparison makes use of the following vglues.
RSA—v=2'"+1, &= 160 and r=0 (i7e'[v|= 17, HW(v) = 2, a salt of 160 bits and no trailer)

RW —v =2 ¢=160 and r= 0 (i:€", |v| =2, HW(v) = 1, a salt of 160 bits and no trailer)
GQ1—v=2%+13and t=IM(.e., (Jv|-1) x =80 and HW(v) = 4)

GQ2 —H=1,m= ) and k= 8 (base numbers = the first ten prime numbers: 2 to 29, and k x m = 80)
GPS1— g =2R[=10| = |H| = 160, |G| = @ and |r| = 2 |H| + 80 = 400)

GPS2 —=2, v=2'""+7 (i.e., |R| =160, |0| = e and |r| = a+ |H| + 80 = o+ 240)

BSIGN —v=2""(i.e., y|=11 and HW(v) = 1)

Table B.3 compares the complexity for different sizes of the modulus: a =1 024, 1 536 and 2 048. The unit for
the complexity is M4 (Mis36 = 2,25 Miozs; Magag = 4 Mg24).

To use the mechanisms specified for GQ1, GQ2, GPS1 and GPS2 for authentication, the verifier transmits a
challenge and waits for a response within a limited delay, as specified in Annex F. Table B.3 includes
authentication with the following size for the first part of the signature, denoted R. Then the response is not a
signature: it is a “non transmissible” proof.

e ForGQ1,m=1andv=2"I (R = 16).
e ForGQ2,b=1,k=8and m=2 (R = 16).

© ISO/IEC 2008 — All rights reserved 39
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Table B.3 — Complexity for different modulus sizes

Signature mechanism (M,,,)

Verification mechanism (M)

CRT a=1024 a=1536 a=2048 a=1024 a=1536 a=2048
rsarw | Mo | s | a0 | o | Rsa 13 925 | ®
Yes 320 1080 2560 RW 0,75 1,69 3
GQ1 No 162,25 365,06 649 103 231,75 412
Authentication Yes 34,25 77,06 137,00 22,25 50,06 89,00
da2 No | .. 52,00 | ] 117,00 | 208 | 6,75 15.19 27
Yes 26,75 60,19 107
Autheptication Yes 10,75 24,19 43 6,75 15,19 14
GPS1-P No | 300 1 675 | 1200 |
Yes 150 337,5 600 380 855 1520
GPS1-C No 0,012
GPS2-P (No ] 1068  |...3267 | 7344 ]
Yes 192 648 1536 1580 4995 11440
GPS2-C No 0,078 0,117 0,156
ESIGN No 22,5 50,63 90 7,5 16,88 30

40
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Annex C
(informative)

Numerical examples

ISO/IEC 14888-2:2008(E)

¢.1

¢.1.1

Data elements for signing/verifying — The size of each prime factor is 512 bits. The-size of the m
1(024 bits. The verification exponent is v = 3 (it divides neither p;—1 nor p,—1).

2

(¢)]

M=

I

ROA-PSS scheme

Message with salt

CC109249
35CA659E

D8CD81FO0
9FE6FC5B

1CCDA20B
E326718B
2FD7D1CC
52ABA9DE

ACD1CC46
52E6A947
C3ECFFO07
C5B75D33

859EEF2F
78AE1026
12E78CD4
FF77A53C

E3B5D5DO0

5D867E64
DC3D6C08

35EC57EF
6060BD97

CFFB8D51
EOD62CCB
EFCABF74
D19F3F5D

DFES54FES8
45050CC2
3233530C
2659A5D0

065DEE3E
F64068EA

E8229551
8ED64A90

7EE96668
11415F78
17350238
5D71D054

F9786672
67883CD4
79BESOEQ
B5C19576

D78ACAQ0 308BDC47
OFEODD8C 082E53A5
694C9F46 97(77E451
B729802F 6ED4AS5FF

02C1BCESOC2B65EF

7955F2EB
FEDBD911

49D3BFF7
59C5B039

66621B11
B36BE2E6
109EC289
73EC9C79

664CA269
34875164
26E2421ID
102D3424

1193BF55
293AF217
E7F8E9EOQ
A8BA1598

88A188D8

C7D47A2D
27F9CB7E

0C53520D
98A0E94C

822C7950
0D599D4E
D5382762
92D8AY28

0BOAD7ES
5019AFD5
D378B88B
31AC3BBB

7C995338
DC174871

769D6D76
86D78B85

D55F4BB5
41346C82
B77A1C99
0BAC72BS8

003BC642
873A8B11
40136C48
ABF98449

BFOD78DB 8F8A672B
3CD50C6D 5D354FEB
4CD3739C 6BBFEDAE
90FC

3BCE7E61

8F97DDDC
1B624E30

646C7A79
BA37B5AF

BEE37989
D845498A
96DD1D2B
7BF51EB1

7954D939
119FBO93F
7D33075A
BD58BCOB

ignature — The message is a string of 114 octets. The salt is a string of 20 octets.

484634F3
F78B2602
487FB556

3E1CAl9C
B857CAAD

2E16EHRD8
D9875(5F

A7D17312
81B2F{63
71A52HAF
CCB65@87

EEE8B471
0A31Cqg54
1612AHB90
5E254433

C9C26H
1c25c¢(
44E9CH

64
27
74

pdulus is

<

Vith SHA-1 and PSS, convert a message (114 octets), a salt (20 octets) and a trailer ('BC') into a representa-

—

H=

[0%)

ive (1024 bits).

66E4672E~836AD121
5057F86F,~“AE8984D9
E3756F%9 2DD1DCES
75E24BDB FD5C1DAO

=G’ modn

0F624406 FC3A216B
A6981717 80B5E60C

BA244BED
BAT7F969A
CA94440E
DE7CECDF

23D44ECF
50A567A5

6576B867
D6FEQO2A4
CB5279EC
1A896F9D

F430C05A
58EF47B5

DOA447C2
D75F7445
D3183A31
8BC816D9

455B8218
FE28AF9B

8ABGE66AS
FEFDD85B
1FC896DA
7CD7A2C4

E22FE47B
EO029611C

B87DEE7F
6D3A477C
1CB39311
3BAD546F

1FEA060C
85A93345

BC7E6HAF
28D24HAL
AF37EN4A
BESCFHBC

5A9CBJDE
9BOE6]0A

064F45CC C1263A10
381658A7 72739BA8

67E5BFCO
2DA018El

Verification — G*=S"mod n. F*=G*

F*=

HH* =

66E4672E 836AD121
5057F86F AE8984D9
E3756F79 2DD1DCES8
75E24BDB FD5C1DAO

DF1A896F 9D8BC816

© ISO/IEC 2008 — All rights reserved

BA244BED
BAT7F969A
CA94440E
DE7CECDF

D97CD7A2

105BBFBC
4AAE564C

6576B867
D6FEQO2A4
CB5279EC
1A896F9D

C43BAD54

92257460
0A749A05

DSA447C2
D75F7445
D3183A31
8BC816D9

6FBESCFE

8385A417
DOClE61C

8ABGE66AS
FEFDD85B
1FC896DA
7CD7A2C4

EB80587B
93FDE777

B87DEE7F
6D3A477C
1CB39311
3BAD546F

470209F9
6D8248E6

BC7E65AF
28D24BAl
AF37EA4A
BESCFEBC
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To recover the intermediate string, a mask of 864 bits (=1024—-160) is built from HH* and exclusive-ored with
the leftmost bits of F*. The recovered salt is a string of 20 octets. The recovered trailer is 'BC'.

00000000 00000000 00000000 00000000 0O0OOOOOOO 00000000 00000000 00000000
00000000 00000000 00000000 00000000 0O0OOOOOOO 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 OOOO0O1E3 B5D5D002 C1BCES0C
2B65EF88 A188D83B CETE61DF 1A896F9D 8BC816DY9 7CD7A2C4 3BAD546F BESCFEBC
Then, a string of 384 bits (64 bits, all zeroes, the 160 bits of h(M) and the 160 bits of E*) is hashed into HH.

E* = E3B5D5D0 02C1BCE5 0C2B65EF 88A188D8 3BCE7E61

HH= REIALOECE _O0NADRC1l e NOTJONTIAD CA3DRANC/A cLRETQCTE

C.1.2 | Message without salt

Data elements for signing/verifying — The example makes use of the same data elements as€©171.

Signature — The message is a string of 114 octets. The salt is empty.

M= 59EEF2F D78ACAQ00 308BDC47 1193BF55 BF9D78DB 8F8A672B 484634F3 C9C26E64
T8AE1026 OFEODD8C 082E53A5 293AF217 3CD50C6D 5D354FEB F78B2602 1C25C027
12E78CD4 694C9F46 9777E451 ET7F8E9EQ 4CD3739C 6BBFEDAE 487¥B556 44EOQCA74
FF77A53C B729802F 6ED4AS5FF A8BA1598 90FC

With SHA-1 and PSS, convert a message (114 octets), a salt (empty) and a trailer ('BC') into a representativ
(1024 bits).

F= 2DDA5328 280470C5 AFBBF866 78FOEOC6 5B473939 BE146088 B70009A3 8A8C8E25
BDFO2F3 B3DES2E9 364CACAC 3196F828 D5CDCFEF83 ES529F70 DB26F641 FCl12E4C
11ACC6F0 15FF3C57 74C27775 96042A36 81923ESE:7A636D16 EEA8F881 3775E1AS8
FBO94ED45 9292E062 0AB94764 S8ELFAOD7 5B53051C C87F4ECF E350AB8E 4DADABBC

S=G mpdn

S= 1A9AAQ0C A1D227C5 E6FDB537 B7C897D5¢CD96A6B24 BS8DIEAAO A4673B05 D6DI8FF6
1045161A 28BF464F BT72F884B 23AB3EDO D27F80A9 0BBF2365 2A023B00 8ES97933
pO08B3914 453CDF10 28566F21 F2A88C37 2AT7T50BOE 1E962656 9571C6AF 30359BA4
F9A10764 C69CBD2F 19461CD9 4AR1I337E S5BOADS6GF EF65FDFE 1945802D 96FF4B51

[¢)

Verificafion — G*=S"mod n. F*= G*.

F*= 2DDA5328 280470C5 AFBBES66 78FOE0C6 5B473939 BF146088 B70009A3 8A8CS8E25
BDFO2F3 B3DES2E9 364CACAC 3196F828 D5CDCFEF83 F9529F70 DB26F641 FCl12E4C
11ACC6FO0 15FF3C57 74027775 96042A36 81923ESF T7A636D16 EEAS8F881 3775E1AS8
FB94ED45 9292E062 _0AB94764 8ES5FAOD7 5B53051C C87F4ECF E350AB8E 4DADABBC

HH*= ¢48E5FAQ0 D75B5305 1CC87F4E CFE350AB 8E4DADAB
To recoVer the intermediate string, a mask of 864 bits (=1024—-160) is built from HH* and exclusive-ored with
the leftmpst bits of Fi%.The recovered salt is empty. The recovered trailer is 'BC'.

0000000,/00000000 00000000 00000000 00000000 00000000 00000000 00000000
0000000 00000000 0OOOOOOO OOOOOOOO 00000000 00000000 00OOOOOOO 00000000
0000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
0000000 00000000 00000164 8ESFAODT 5B53051C C8T7F4FCE E350AB8E 4DADABBC

Then, a string of 224 bits (64 bits, all zeroes, and the 160 bits of h(M)) is hashed into HH.
HH= 648E5FAQ0 D75B5305 1CC87F4E CFE350AB 8E4DADAB

C.1.3 Empty message without salt

Data elements for signing/verifying — The size of each prime factor is 512 bits. The size of the modulus is
1024 bits. The verification exponent is v = 3 (it divides neither p,—1 nor p—1).

P = FB961451 995C82F9 527CAAAF B3FB4254 6DO0A01D 8B2BDE3D 2E7B8F7D 0COE781E
B7FABFC8 E86E9F6D ACE3435A 9D043A99 93F3E473 DO93FA888 D3577906 77A94931
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P =

FFOEAFCA
6F570122

0A71B48C
33267ECO
316AAC4B
C9380F5A

FAA8ED34
CBO9BE20C
9CA4EB3A

70585166
FO2D2ESB

DF4A1342
805A7693
F39B37BF
500823CE

EEF1CE38
087B1DDF
E0420E51

ABCDS8E90
EFFF7329

5E1BAB87
F6A506D0
6105DFAQ
67E8EDS1

D29814B6
1F78A397
13D73050

36E75290
1818F251

9F471638
F9723F6B
AEA60B82
7F8A5100

EEAA154D
62B5F20A
4A73A926

2F32B863
BFOS5D6E

92AEB277
1A6F755A
C1l7306F2
59E9541B

C060BB37
7A730086
BEFBFF32

068016B6
208F93CD

A9CBC369
ECBOB7DE
179F2ED4
498C91F4

EB1AS51ES
30913CD2
C89858DE

ISO/IEC 14888-2:2008(E)

A89F2EA3
CEF4767A

B1CAD109
1F440102
704D5A6F
1ABES8C10

AB0398DD
EE60183D
5E5B3899

418882EF
568AB241

3C93FE22
94186936
BCB141CO
6220E72B

ADDFD334
E249DD16
FEC52521

(7))

V49551065

02529065

H= 7CCB5422 2079C84cC
44758A67 3B7C70C2
8F0868F6 CA94F36C
D605080A 6CF68B6D

S= G* mod n.

9= FO9DD9F72 FAB4AFFC
8E3B0O58F 2EF6585F
77F4A42D 3567355E
EEC562FF A2D0OF5D9

Verification — G*= 5" mod n.

¢*= 7CCB5422 2079C84cC
44758A67 3B7C70C2
8F0868F6 CA94F36C
D605080A 6CF68B6D

HH*= A35D1688 A60AC69F

T

o recover the intermediate string, a mask of 856 bits (

SABSEFAAT

BC’) into a representative (1024 bits).

343B0OAB1
FACB6FE9
FBO79FBB
DAOAE6A3

ED3B0538
EF5323CA
AA151FB4
C409AEAQ

343B0OAB1
FACB6FES
FBO79FBB
DAOAE6A3

D53E4442

AAL4ACALES

6307273B
12690EE2
9126286D
5D1688A6

C5848B27
4E2C308C
652BAFFE
D5SBOF8DF

6307273B
12690EE2
9126286D
5D1688A6

8BFD380E

ith the leftmost bits of F*. The recovered salt is empty.

W
00000000 00000000
00000000 00000000
00000000 000000049
00000000 00000000
T

00000000
00000000
00000000
000001A3

00000000
00000000
00000000
5D1688A6

CUDDZ47/0

36359229
6DF58975
5EECA3CA
OAC69FD5

756AC50C
C6140CF5
58A4B310
493AF2F1

36359229
6DF58975
5EECA3CA
OAC69FD5

94DB9176

1024 — 160 — 8) is built from HH* and exclu

DEFCRBESY

BD3DFDEC
585A78C2
ACA12593
3E44428B

B2890F4C
F5357960
TA064669
8F91D828

BD3DFDEC
585A78C2
ACA12593
3E44428B

2429 110A

UIZ9A7]71

ignature — With SHA-1 and PSS, convert a message (empty), a salt (empty) and a trailer (gne ocfet, set to

A9FES054
72380€71
033A0D64
FD380E9%4

BC268D9%6
5B3BF0CC
FD4177C8
CE32C4cCcC

A9FE8054
723F0C71
033A0D64
FD380E94

00000000 00000000 00OOCOOOOO
00000000 00000000 0OOCOOOOO
00000000 00000000 0OOCOOOOO
OAC69FD5 3E44428B FD380E94

hen, a string of 224 bits (64 bits, all zeroes, and the 160 bits of h(%)) is hashed into HH.

HH =
¢.2 RW-PSS scheme
¢.2.1." Message with salt

A35D1688 A60AC69F D53E4442 8BFD380E 94DB9176

AD1EF3
50535@80
136A73472
DB9174BC

19

C5E91HES
621084EB
D79F5IES
35C13113

AD1EF3
5053580
136A7472
DB9174BC

19

000004
00000400
00000400
DB9174BC

00

Data elements for signing/verifying— The size of each prime factor is 512 bits (one prime factor is

congruent to 3 mod 8 and the other one to 7 mod 8). The size of the modulus is 1024 bits.

p1=

p2=

DBB3CB4C
DD3BAF98

EEAA4AS3
2BEB1FI9F

19976985
2356A3A5
E4B10153
7T7AABC39

375COECD
183BOC2F

47999FE7
5EC77A85

ESB2BFF5
7D9C28ED
BEO8C26E
TFA528A2
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2FD300DB
01D7F8B4

6FB78760
38767A87

A2841ccc
71E455C4
4401F7AB
45D7073C

4F085472
931856F6

64BBEC66
BB7015D6

D8OFC73A
466CBE30
6E7E9609
E69CCO9BD

93CA004cC
DD3EBA1l7

CB409A77
07FF26DE

28A14266
7787DC5A
2CAF07CO
CD7BEF91

EDD2019C
7D763C03

39EF5A59
61282753

0987EB12
9959B747
870B13B6
599DCA48

E79CA08A
E1DCEABC

06613DC3
9306BAlC

3DBCAEB2
5A189A8F
4F669667
4000COBD

15EEFB25
D803BE33

7225D41D
FFF093A7

B8EE546D
038a4741
3029EC2C
8AB0814E

Sive-ored
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n= CCD34C2F 4DSS5FFAD 1420E666 CO7E39D1 450A1330 4C3F5891 EDES57595 C772A369
1AB51D2B ECE1476B 8F22AE22 3365F183 BC3EE2D4 CACDBA3A D0C4D478 1C523A10
EFE6203D 6F3BC226 BF9A4597 27B8F122 C482D8C8 6019F9A8 69329187 096430A6
C67CB103 742BCBC6 6906AD23 836EBABB 511D5D80 AB8CB599 74E9AAC6 2D785C45

Signature — The message is a string of 114 octets. The salt is a string of 20 octets.

M= 859EEF2F D78ACA(Q00 308BDC47 1193BF55 BFI9D78DB 8F8A672B 484634F3 C9C26E64
78AE1026 OFEODD8C 082E53A5 293AF217 3CD50C6D 5D354FEB F78B2602 1C25C027
12E78CD4 694C9F46 9777E451 E7F8E9E(O 4CD3739C 6BBFEDAE 487FB556 44E9CA74

RReRIJIJAL 20 D700 NNT CTNAAL T AODALIL QO QAo
P g 3 v =l e o A e S v E - . S e e A 2 Y . ey e v oT

E= 3B5D5D0 02C1BCE5 0C2B65EF 88A188D8 3BCE7E61

With SHA-1 and PSS, convert a message (114 octets), a salt (20 octets) and a trailer (one octet, set to 'BC)
into a representative (1024 bits).

F= $6E4672E 836AD121 BA244BED 6576B867 DY9A447C2 8A6E66A5 B87DEET7F BCYE65AF
$057F86F AE8984D9 BATF969A D6FE02A4 D75F7445 FEFDD85B 6D3A477C\28D24BAl
E3756F79 2DD1DCE8 CA94440E CB5279EC D3183A31 1FC896DA 1CB3931% AF37EA4A
T5E24BDB FD5C1DAO DE7CECDF 1A896F9D 8BC816D9 7CD7A2C4 3BADS46F BESCFEBC

As (F|n)|=-1, G=F/2,sothat (G|n)=+1. Then S = G’ mod n

G= 33723397 41B56890 DD1225F6 B2BB5C33 ECD223El 45373352-DC3EF73F DE3F32D7
AB2BFC37 D744C26C DD3FCB4D 6B7F0152 6BAFBA22 FF7EEC2D B69D23BE 146925D0
F1BAB7BC 96E8EE74 654A2207 65A93CF6 698C1D18 8FE44B6D 0OE59C988 D79BF525
JAF125ED FEAEOEDO 6F3E766F 8D44B7CE CS5E40B6C BE6BD162 1DD6AA37 DF467F5E

S= A505E24 FCC61832 03636262 C6AD70F5 3ACLESCE BC714F59 ED3693B1 F2332442
FDSD2FF1 2C8DBF9B 942A6A46 C6C63C1D 09C2D316e FF605081 19B1l9F3E 52F6A2BD
P20A6F20 F217CO9AD OF1E496B 70529DA9 1AD7879A F912FB99 ABD387EF AD6FE54C
T2FF2FCD 80069BEO 2614AA1D 7CA4AFE2FF ACHKOD936 5A81F03B C7F1D82F 733B5E12

Verificafion — G*=S? mod n

G*= 33723397 41B56890 DD1225F6 B2BB5€33 ECD223E1l 45373352 DC3EF73F DE3F32D7
AB2BFC37 D744C26C DD3FCB4D 6B7F0152 6BAFBA22 FF7EEC2D B69D23BE 146925D0
F1BAB7BC 96E8EE74 654A2207 65A93CF6 698C1D18 8FE44B6D 0E59C988 D79BF525
JAF125ED FEAEOEDO 6F3E766H 8D44B7CE CS5E40B6C BE6BD162 1DD6AA37 DF467F5E

As G*isfcongruent to 6 mod 8, F*=2 G*%

F*= $6E4672E 836AD121 BA24ABED 6576B867 DI9A447C2 8A6E66A5 B87DEE7F BCT7E65AF
$057F86F AE8984D9_BATYF969A D6FEO02A4 D75F7445 FEFDD85B 6D3A477C 28D24BAl
¥E3756F79 2DD1DCE8.CA94440E CB5279EC D3183A31 1FC896DA 1CB39311 AF37EA4A
T5E24BDB FD5CLDA® DE7CECDF 1A896F9D 8BC816D9 7CD7A2C4 3BAD546F BESCFEBC

HH*= DF1A896F 9D8BE816 D97CD7A2 C43BAD54 6FBESCFE

To recoyer the intermediate string, a mask of 856 bits (=1024—160-8) is built from HH* and exclusive-oreld
with the leftmost bits of F*. The recovered salt is a string of 20 octets.

0000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
Q000000 00000000 0OOOOOOO OOOOOOOO 00000000 00000000 00OOOOOOO 00000000

JaVavaVaVaVaVallillaVaVaVaVaVaVaVallilaVaVaVaVaVaVaVallilfaVaVaVaVaVaVaWallillaWaVaVaVaWaWaValiilraWaWaWa e i ke Nk o W =k n ¥ = n Ve Wa ko Mlla ke Vaknl ~aV¥al
UUUUTUUUU UUUUUUUU UUUUUUUU UUUUUUUU UUUUUUUU UUUUUILT DIDJIDUU CTIDTIIJUCT

2B65EF88 A188D83B CET7E61DF 1A896F9D 8BC816D9 7CD7A2C4 3BAD546F BESCFEBC

Then, a string of 384 bits (64 bits, all zeroes, the 160 bits of h(}/) and the 160 bits of £*) is hashed into HH.
E*= E3B5D5D0 02C1BCE5 OC2B65EF 88A188D8 3BCE7E61
HH= DF1A896F 9D8BC816 D97CD7A2 C43BAD54 6FBESCFE
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C.2.2

Message without salt

ISO/IEC 14888-2:2008(E)

Data elements for signing/verifying— The example makes use of the same data elements as C.2.1.

Signature — The message is a string of 114 octets. The salt is empty.

859EEF2F D78ACA00 308BDC47 1193BF55 BFI9D78DB 8F8A672B 484634F3 C9C26E64
78AE1026 OFEODD8C 082ES53A5 293AF217 3CD50C6D 5D354FEB F78B2602 1C25C027
12E78CD4 694CO9F46 9777E4A51 E7FS8E9E(Q 4CD3739C 6BBFEDAE 487FB556 44E9CA74
FF77A53C B729802F 6ED4AS5FF A8BA1598 90FC

M=

Q<

>

[0%)

<

G*=

>

A*=

f![_[* =

|

= —

Y H =

¢.2:3

2DDA5328 280470C5 AFBBF866 78F0E0C6 5B473939
3BDF02F3 B3DE52E9 364CACAC 3196F828 DS5CDCF83
11ACC6F0 15FF3C57 74C27775 96042A36 81923ES5F
FB94ED45 9292E062 0AB94764 8ESFAQOD7 5B53051C

A110B935 D2589D74 74ADDDO1
247EEAQOE CAE8EA452 F4E3942A
06F91686 B4CE2883 D4227E36
85BD195D 758F7766 51B38B29

erification — G* = 5% mod n.

9EF8F907 25918EE7 6464EEQ0
DED61A38 3902F482 58D60176
DE39594D 593C85CF 4AD7CE21
CAE7C3BD E198EB64 5E4D65BE

2DDA5328
3BDFO2F3
11ACC6FO
FBO94ED45

648E5FAQ

00000000
00000000
0000000
00000000

280470C5
B3DE5S2E9
15FF3C57
9292E062

D75B5305

000060000
00000000
0000000
00000000

s G*is congruentto 1 mod 8, F*=n-G*.

AFBBF866
364CACAC
74C279]15
0AB94764

1CC87F4E

o recover the intermediate string, a mask
ith the leftmost bits of F*~The recovered salt is empty.

00000000
00000000
00000000
00000164

D9397699
3D729927
ESEDDC39
B6566F8C

478D590A
01CEF95A
91B4C6EC
FS50F19ES

78FOEOC6
3196F828
96042A36
8ES5FA(0D7

CFE350AB
of 856 bits

00000000
00000000
00000000
8ESFAQDY

s (Fln)=+1, G =F, sothat (G|n) = +1. Then S = G* mod n.

D34DCA6F
35645278
FED100BA
A6D43A20

E9C2D9F6
E6711350
42F09A68
F5CA5863

5B473939
D5CDCF83
81923E5F
5B53051C

8E4DADAB

(=1024-160-8) is built from HH* and exclu

BF146088
FO9529F70
7A636D16
C87F4ECF

10FF75%7
E51B2G84
940E22D5
088DE73D

8D2AF809
D17B1AC9
E5B68CI91
E30D66C9

BF146088
FO9529F70
7A636D16
C87F4ECF

Vith SHA-1 and PSS, convert a message (114 octets), a salt (empty) and a trailer (one octet, set to
representative (1024 bits).

B70009A3
DB26F641
EEA8FS881
E350ABSE

A18CAA4CF
2499B71A
336A9237
3C324E7F

36E56BF2
F59DDE36
7A899905
9198FF37

B70009A3
DB26F641
EEA8F881
E350ABSE

00000000 00000000 00000000
00000000 00000000 00000000
00000000 00000000 00000000
5B53051C C87F4ECF E350ABSE

648ES5FAQ0 D75B5305 1CC87F4E CFE350AB 8E4DADAB

Empty message with salt

hen, a stringrof 224 bits (64 bits, all zeroes, and the 160 bits of h(M)) is hashed into HH.

8A8CS8H
FC112H
3775E]
4DADAH

16BD84
93398H
C9CAS8(
A3B1F3

3CE615
204108
D1EE4H
DFCAB(

8AB8CS8H
FC112H
3775E]
4DADAH

00000d
00000d
00000d
4DADAH

BC') into

25
4cC
A8
BC

5A
1A
8B
AF

43
c4
FD
89

25
4cC
A8
BC

Sive-ored

00
00
00
BC

Data elements for signing/verifying— The size of each prime factor is 512 bits (one prime factor is
congruent to 3 mod 8 and the other one to 7 mod 8). The size of the modulus is 1024 bits.

D8777062 2BEA8836 1E49AFA2 B5B6CBD0 28479585 472150A1 96C65E89
FDE60F6B E12CA9DD A370A3EA 74D33B52 8EB791A9 0FD52818 3D8F612F

FO7E4CCC B4A76FD3 1F43871D C71100CA F9256C3D BE98CC23 BEC06324
CFCAFOOB 0E7492C0 1FB19CE5 OF73EEFD 1A08BOAE 6756E7DF 5670D69B

p1=

p2=

C41DBSCC
C2114580

F69AD66B
A2282D3C
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As (F|n)

G=

Verificafion — G*=

G*=

As G*is

F*

HH* =

To recov

with the

E*=
HH=

46

029FB5FB
05C19920
FO0883D5E
085CEB5D

BCEB2EBO
9E731125
6109D2C9
BESBA5S03

55F94917
85BEE677
73742EB5
6B02AEAB

2E1C8E99
9DB0D190
4AA2E041
E6721FC4

7777F3DC
57CCBl1CC
98435B52
BCC2D543

99BCY9603
B19520186
B383A74B
066D37A8

TFE703F7
8972089A
B393B491
B4C9F995

F8F91DA6
AB8126B58
BF17FFCC
9BF072C9

A3ABC251
1D120D0C
F053C59C
3FE16572

084EAGE7
2D13ABA6
145760AA
7BABB26C

1DF870C 4890FE85 D6E3DD87 C3DCE372 3F91DB49

EMD-160 and PSS, convert a message (empty), a salt (20 octets) and a trailer (one octet, setlto 'BC
resentative (1024 bits).

T3FEAF13 EB12914A 43FE6350
[7F237AE 36B1212F E947F676
44471EF8 CODFE1A5 4606F0BA
2AB228600 934A9CC1l D3263E63

=-1,G=F/2,so that (G|n) = +1.

3OFF5789
E3F91BD7
22238F7C
5914300

B6935ACC
$0553ECE

CO5A5A9
E56474B9

(e ]

}9FF5789
¥E3F91BD7
22238F7C
5914300

T3FEAF13
[7F237AE
44471EF8
AB228600

$32E21FD

0000600
0000000
0000000

F58948A5
1B589097
606FF0D2
49A54E60

DCABB323
92570E7F
4089E593
6A7A4848

S? mod n.

F58948A5
1B589097
606FF0D2
49A54E60

EB12914A
36B1212F
CODFE1A5
934A9CCL

52R2B95C

00000000
00000000
00000000

21FF31A8
FAA3FB3B
A303785D
E9931F31

D7A7125A
975CDB89
50C9E86B
DC1F4100

21FF31A8
F4A3FB3B
A303785D
E9931F3X

congruent to 6 mod 8, F* =2 G¥,

43FE6350
E947F676
4606F0BA
D3263E63

5F7023DA

00000000
00000000
00000000

22BB4ABS8
C68FE362
8E63E87C
2E21FD52

188A8F3A
247D27D1
DACA993B
D2B95C5F

Then S = G* mod n.

115DA55C
6347F1B1
4731F43E
9710FEA9

CA86B2E6
D3EC9487
4DD10E5B
1603BBAB

115DAS5C
6347F1B1
4731F43E
9710FEA9

22BB4ABS8
C68FE362
8E63E87C
2E21FD52

63DE9509

0C45479D
123E93ES8
6D654C9D
695CAE2F

AF7937DE
CA626E9B
DD702150
DBAZYAET

0C45479D
123E93ES8
6D654C9D
695CAE2F

188A8F3A
247D27D1
DACA993B
D2B95C5F

CO1F6C7B

70FDB83E
FB04C8CO
A8950D48
2F4E0846

C75BD18D
9958763A
8B58BE3C
F6B29633

BD8D8ASE
F298CA93
FA62973B
7023DA63

5EC6C54F
F94C6549
FD314BSD
B8MNMED31

4F523629
4E7FD5A4
843D755B
1A6F8211

5EC6C54F
F94C6549
FD314BSD
B811ED31

BD8D8ASE
F298CA93
FA62973B
7023DA63

00000000 00000000 00000000
00000000 00000000 00OOOOOOO
00000000 00000000 00000161

6A02DB8A
D141FE23
CA990ADF
9AD92248

DOCDBEDB
DABF79F1
00C52BA3
043DB474

4AD6C355
02EB21F4
567473B4
DE9509C0

256B61AA
817590FA
AB3A39DA
EF4A84E0

93B07BF2
16EDI9C7A
057C99F6
40137572

256B61AA
817590FA
AB3A39DA
EF4A84E0

4AD6C355
02EB21F4
567473B4
DES509C0

00000000
00000000
DF870C48

2794CECE
5A42C453
888C6DE4
D8622DEA

21DA29F1
62C7379D
BDO5A9SDO
6F9D2175

EE920359
A64C26CE
D38FAE73
1F6C7BBC

F74901AC
53261367
69C7D739
OFB63DDE

89524677
9E619DCF
71330258
67C97D0C

F74901AC
53261367
69C7D739
OFB63DDE

EE920359
A64C26CE
D38FAE73
1F6C7BBC

er the intermediate string, a mask of 856 bits (= 1024 — 160 — 8) is built from HH* and exclusive-ore
leftmost bits of F*. The recovered salt is a string of 20 octets.

00000000
00000000
90FE85D6

E3DD87C3

DCE3723F

91DB4963

2E21FD52 D2B95C5F 7023DA63
Then, a string of 384 bits (64 bits, all zeroes, the 160 bits of h(<) and the 160 bits of £*) is hashed into HH.
61DF870C 4890FE85 D6E3DD87 C3DCE372 3F91DB49
632E21FD 52D2B95C 5F7023DA 63DES509 CO1lF6C7B

DE9509C0

1F6C7BBC
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C3

Data elements for signing/verifying — The size of each prime factor is 512 bits. The size of the modulus is

GQ1 scheme

ISO/IEC 14888-2:2008(E)

1024 bits. The verification exponent is v =2% +13 (a prime number dividing neither p;—1 nor p,—1).

p1=

P =

D716BEAS
AF96558F

FBB4EO1A
0197A2F7

9AC10BI1C
85A74A20

A4BF2952
0C969BCA

B5CFD57D
B6664136

CE9BEDD7
54BF79C6

0204C349
DD589F35

OEEBLEC2
6D9A2907

52240F8E
CFF94287

51CD63D1
C06794F6

9BDD319D
1B3298BE

0BD4332F
EF40CABB

4F5ADDOC
40ED2C86

3A822FC4
B45079DD

D9478B7E
899186E9

4065FBC6
9BEBAGFEFO9

—

=

F =

Qo
Il

(¢)]

DIFB4534
5221998C
24DR4FT2
27281967

10000

08943E6A
EC66D68C
68E87A65
A917203E

3E641A22
2A9B48E7
16C5F3F3
DBCFQ73F

G"mod n

3BED38CE
1A1483D3
AA78441B
DAO41E8C

487CDBO0OO
5D22790C
A38A835C
582EBFCE

649A17DF
8BI9BFCE4
FOE2429C
AA8DBETD

1O O NTD
avAvE 2 v}

20CD1344
CAF28D1D
D6D36561

00000000

64EE957A
A67B5931
CDAC3207
53625392

DODO0747D
07F73409
21922ED3
71F18C08

BB1219BC
8A8F24ED
1FDFBOB2
CBF90056

ignature — W=r"mod n

41BEEDO3
108E2184
CO2CEEBE
E6DOSEO6

N3BE8088
C1053A4B
AACDDE3A
13F71BOB

e
CA50C591

F4296523
621FF38D

0000000D

4414AD43
07C612A2
78EE13F0
7711BDAA

9A3GERRE
93B84437

46D6F203
FC185DFA

2353F3ES
B13C6AED
D7A3CCO06
035ACE7C

+SASSEDR
FFC1ES1E

E17C6528
5A160962

8DC47A64
06AC073B
6F49C57E
828E69B2

DOoR20090 2D
p=a o

5EBEF958
8790F6F6
E7C8E087

207C07B2
BC625197
0F91B31A
33FD26A9

he sequence of identification data is the bit string representing “Alex Ample’™

Id=416C 6578 2041 6D70 6C®65

4ACC7188
ABFBCD2D
75A4DEBS
EB944AES8

068774E0
E365A3E4
23ABCD52
C31D654B

23FDD3DE
07EDT7F7D
BA2F56C8
172A871E

55E154B0
997755B4
2C2D15F6
6CFED133

4D3DFF2B
ED69F52B
C41FAT79B
4883A1EL

E2655CDE
4E4F10AD
8B61F313
546C1ATF

C8542584
686657BA
7663E332
ABOESF5SF

E6698DEC
8A207E83
6D57E9A6
8A42F6E7

2ADEDC1 7
16AL¥45CE
CAD86BOE
3FB1DEAL

F67FES47
ECEA7B30
D859FCF9
6729A8DD

FAOE6CB9
B5A28EF8
976F5A37
C22DDB60

528RA26FD
AB16C84D
9389DAC2
94A81579

Tlhe meSsage is a string of 57 ASCII-coded characters, i.e., 448 bits.

03B5A74E
062FE6BD
AOD8SFFO02
23B5BlEF

BCF2D9FA
D042C1l4cC
C26FCAF9
8E68512F

90FAD587
1C2E2498
20DACALZ2
0F541B87

447CC267
7137BC60
DO96A4D1E
FA374E21

abcdbecdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopgo

66654327
76158751

D9783521
CE90897B

A43E9€89
DCD66B0OD
BDFEO11B
AB107875

Vith SHA-1 and PSS, convert the identification data into a representative (1024 bits).

FD8333AB
712C1952
C9D0D591
EA2A9263

9FE167B1
162477B8
E4D9DASB
39E3B6F0

8DB34E9B
5B56E37D
0BCD3DFO
CF8E1473

CFO40FCE
OFC50DDD
A34C1DD9
90B318B6

With SHA-1 used in accordance with the first hash-variant, H=h(W || M) is computed.
99394F1D 15924C03 74CF5DA4 85FCB2EC F5303F7F

H=

As v =2%+13, the first part of the signature is a string of 80 bits.

R=
S=

99394F1D

80C7274C
9EF53C6C
6B58275E
2F06E6E2

15924C03

D9F23290
E2AE2BAG6
0FB728D2
6C84C044

© ISO/IEC 2008 — All rights reserved

74CF

3A6423D9 327156F6 9743EAEF O03E1EFED
8DO1FFF9 AA820682 14BCD775 B95CC297
6DB18A2C 3F14B621 CF3863F8 648B3149
984C09C6 58300B58 EC2383E3 BOAIF139

FDA8474C
DDC38A63
FE896348
0D62B772

Tk
0227436
6B49¥93
1pER4HAL

A4C36H25
BOB5C408
DF854¢5C
9D47D3D3

8C43771BB
110DFH23
1BFF1H87
5BD5DY8F

E63B2H10
184AE4CF
A83ESD2F
7959CH61

EDDC94B6
9934E195
AEF6FD)78
58374406

C262D(EE
6E12C4FA
4E06704C
21139491

6B

97F6570D
741AB316
BE73D37E
A69F37B5
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Verification — The sequence of identification data is the bit string representing “Alex Ample”.

Id=416C 6578 2041 6D70 6C65
With SHA-1 and PSS, convert the identification data into a representative (1024 bits).

G= 3E641A22 DOD0747D 4ACC7188 4D3DFF2B 2ADFDC17 03B5A74E FD8333AB 8C4377BB
2A9B48E7 07F73409 ABFBCD2D ED69F52B 16A145CE 062FE6BD 712C1952 110DFB23
16C5F3F3 21922ED3 75A4DEB8 C41FA79B CAD86BOE AOD8FF02 C9DOD591 1BFF1E87
DBCFO73F 71F18C08 EB944AE8 4883A1E1l 3FB1DEAl 23B5BlEF EA2A9263 5BDS5D88F

W= 8" xG® modn

W*=  $49A17DF 13BES8088 55E154B0 E6698DEC 528A26FD 447CC267 CF040FCE C262D0OEE

BOBFCF4 C1053A4B 997755B4 8A207E83 AB16C84D 7137BC60 OFC50DDD 6E12C4FA
F0E2429C AACDDE3A 2C2D15F6 6D57E9A6 9389DAC2 D96A4DI1E A34C1DDY9 4E067D4C
AABDSE7D 13F71BOB 6CFED133 8A42F6E7 94A81579 FA374E21 90B318B6 21139691

H*= 9394F1D 15924C03 74CF5DA4 85FCB2EC F5303F7F

R*= 9939 4F1D1592 4C0374CF

C.4 GQ2 scheme

C.41 | Firstexample: b>1and m =10

Data elements for signing/verifying — The size of each prime factop-is'512 bits. The size of the modulus

1024 bitg.

P = EBF36016 972BFE86 ES5FA0D25 21E852A8 D8D2868I\'973F9439 9E06DA9B AFBS5BI9AA
2823FD4B 6788C807 5B9581B5 2E8343F8 AC469EQ0 37149F01 15404132 E99EDF91

2% F5ACDA1A 3CO3EB5D 211AB7D1 6BDC15D8 AAGPYEFB 1CS5CAE72 78B39C6A 86811C74
B1FE14C8 5BCO9B189 7D25C467 84551316 DRYOCO2FF BOED7312 400E0C54 87A5DDES

n= E26F3B7F 9BB6527A 98C545CC 3AACDE35S234D51B7 199F409A 102EBA25 88COA15D
4B8937A5 BADG6ASBEF 7CE79F28 C95973F4 315B2C13 78BA6783 CCCESCFE 1A45CEEA

129B046 9A6820D4 637A5BF3 25E80B82 AFB6F274 10F9D46C 7057066C 40AF0383
BD14EDE6 21DBOB27 EF03596E 6111DDD5 7373B2CA DCC8E18A EE50C918 B19329BS

As b, =4|and b, = 2, the adaptation parameter is b =4. The security parameter is k£ = 8.
u = 3F315E6 COCDCB85 BOOEJZEC82 541E4C8A 35891E22 61511F72 2AE62BS5E C523F1B8
A260238 681EA921 2787Y3A8 D164507E 449A3A9B OEEC075D 5BA41057 632B19CC

Uy = ABOFO9AD CC449BAA_1984CDA7 D9159FE3 61CA2F37 E587F887 7348BOFA 92C27661

40EF29F 881lE92FD.DFB638C0O 113E43C8 AA8A1015 A88F1555 F7519C81 5DB733DC

There arg ten base numbers (m = 10), namely, g, =2,2,=3,23=5 ... g9=23, g0 = 29.

011 = 2BBA646 OBE18D07 5DE2ES587 21B39EB8 DE519421 6D708F55 AD6F4931 5C5B0855

BC2998FE™NEFD22770 C86C1DI1E 5D86262B 993BA8C1 3B68F1C4 470AA1EC 423AC707

Q1,= BETEQSEC A3CO77CE 99470064 720AFBD1 85SEE2F86 BE030D41 CD7963E2 3F6ESF60
AF6E2UBS DADBA1S51 6CF69B16 689B9B79 B6551C33 31EB9306 EES5A6941 C3510295

O,1= BL4DE96C 2535745A A34B3383 1851EROD 3FB2BEGE F35481C4 F70D2C83 9A764413
837CB60F 95C48BB7 9CDA14EB A6BCC2A0 E0534B98 EF31EF9F 2728BD4A 53BAA0AF

O,o,= 1F63D720 C208381A 5018521A 7A94C3B4 C9391194 CB89A591 811985DE 8D577EA4
FCF1006A 6565450C 765FB060 BE850F6B 6591058A 2EEBR4EF6 1E037196 AlF6865B

0;1= 3CCA59F0 2BF22ECA F41715C0 EB63B927 57311919 E35C111A FD30B283 OAEF9E24
4EDO258E 9C5D2D88 A3EFBFB1 C8748ADD 806477F1 2557D27A 6ES57ADEE A8C852CE

(Os;,= DF5A0BB8 2A12B2AD 53997661 D8B3AODA D597A0BD 2B45EGFF E1B86C85 74F3066A
A73566CB 65C57F74 2B172459 A7827489 BE751387 8F315CF8 1AD7FC58 A4A4DFES

Os1= 91158AEF FAS55FEBE AECF276F D9901100 74F047C0 600D14FC 8214307E 5F54B5E2
BO32774A T7A8AD32D A99CDA71 AEA9B497 CC25F7F7 FE4EDCA3 F1E31788 EF5DDE13

48 © ISO/IEC 2008 — All rights reserved



https://standardsiso.com/api/?name=297ce952ffc2e8d989acd8edd88fa770

Q«zz

44AB0OD39
3E18D74A

504A973C
A24DES8C7

7C280A6B
215C623C

9E28C724
15A02AAF

D1BR7089C

BC94C14D
59947BE4

7D80D257
9915773B

5C863BBF
AB860A064

DO1C36Al
D214E899

2BODR77D

84094C96
44A65B15

254D57A5
A6D5BABD

A7067371
4717409C

E698147F
283D0C87

22030234

DC39A55C
5C34A5D5

23C66FF5
C94FA867

468F580B
4DE7C025

C63DAB2C
FEB6C22C

FEQ33Dg25

5C93E34B
23BEES1D

17BA0459
793709C2

12EA4E02
C2C54C76

1DC614B1
04A1684E

1BD12E30

BAB404BD
23222E47

2BE2905A
DBC86441

C7EBBFF1
115713BA

2AAB9815
66746A18

DCRE4L2CE

ISO/IEC 14888-2:2008(E)

D3ACT7CE6
D7DE3853

4470C934
4FC5DB1D

06425C64
EF38A13D

32B5A48F
E15E094A

62C17ED]

20D27F2F
F1C28AD7

895CF339
AQ06B98C3

5FA1202B
3519D8FC

14294A70
33CE2916

DAGRETBB

Q1Q1:

Qlazz

[d))

rl =

M=

A0856BDB

90371C09
DA979513

7B073391
031E7EQ02

1F8AC869
70DA1286

D161EESD
ABEF1710

TF6D3D4E
A26A78AF

T7092A2EF
972DAFCT7

4833DACH
21E65D78

57AD0549
FEAA46B1

ignature — IV, =,

958FEQOFE
D4692A99

ED1F46C6
C479922A

202B4E86
0F009CB3
DFD8A626
9092041F

242CDAOS

3331C592
EEO70AF2

164F2A6D
1E87A4EQ

116F8959
18E64E76

C0955D92
1D706BDB

EA6D838A
OEA3C2E9

08527BAA
796186FB

2EFCOAS52
DDBBESO0OA

0C3CBC49
84B3E43A

2k+b

mod p;

77561815
336020DA

BO143F7F
C1B1CD6E

A41BC538
4EFEBECB
CTAEOF85
9FADBAF1

6 75FE38E

54A4DOF7
8DEF161E

428FAC6C
1EF97F5C

65E15081
93E56D98

45A09B09
533757EC

CA90EO050
A24F4809

BE0344DC
7D36416C

F44C33D2
39CCB146

446296D2
869A4AAE

FCCE3499
4427AD2A

A70DC68C
52DD82F3

50A20AB4
FB473A02
CO47D5FF
3EA6246B

1D2D2B3D

CD1D87F6
970771A7

7641D332
37EAS5A6

70E4F943
52E1774E

A6296EB4
55057767

0BC11F77
ATF9D816

A7D5DDA7
OECE7B65

98B4604C
6D807CCF

FBB0566%6
E8A56015

D2AA78C6
5845CFDD

OE8E4324
75B90D0OC

BAD183E4
291888C8
E580277D
8A1E3275

7411C4DF

392D50AD
92EBD088

EE990071
8EO00C9BS

C4319C3A
1A211794

7CE3798B
193BF413

B7B2ATA2
297F99E6

E7B09CE1
DASGEEDF

AMN2C33EE
S795D5CA

T2E160A0
18789A7D

701CB4DF
0153CEB3

5F22CE6C
9EAGFD45

1362321A
A73DS9B90
14A13B84
31C41AE2

Tlhe message isastring of 57 ASCII-coded characters, i.e., 456 bits.

5D2693F2

29277DF6D
BC035804

2D3B7736
75133CFE

86B39FEA
4EE4749B

E799C6BE
01240901

9A0B2D70
4D83F965

115D6041
9C086E29

TB122FF9
7D846115

7FD80DBF
42273083

3EAEF982
6507C76A

BC811A7C
34611F9C

6EF33B89
13D814BF
537B421B
904FA368

51150984

B0069020
5BD90D3B

DEO4A€FB
676E0BPF 4

26D51C3D
ESEFCD58

1BA43FC4
48EBATAL

FE335817
29E3EFCS

51058F5A
BA468733

DO79A745
00BCFF24

BD2A1ALA
944B52C5

160F9254
9473DAC1

ESOD7BOC
2CE4EF1E

162CA681
AEFA104D
5E6F8F64
BA980C56

abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopgo
61626364 62636465 63646566 64656667 65666768 66676869 6768696A
626A6B6C 6A6B6C6D 6B6C6D6E 6C6D6EGF 6D6E6F70 6E6F7071 6F

With"SHA-1 in accordance with the first hash-variant, H =h(W || M) is computed.

A9DIBY25

CIiNDEZ422
36FB43BF

BAB717BS8
71D27d99

B45C24DC
EC8E4704

69837379
66F94152

2D5CTIAA
8AC2D425

151A2344
59650497

1670096E
B8B02457

6D6934EA
20787136

592C63ED
AT764E4C2

0D8289456
DB7DBYB7

C993A94D
1B551H59
64334HA9
356E4496

6869646B

}7

A RYAR A .|
E =~ o o

1087703
- ¥

20000
E3

ey

240
=T

AREQNDT71 A0
EE=—acE—aua-o

201070 0R
T =

The first part of the signature is a string of 80 bits, i.e., ten octets.
R1: 6A, RZZDO, R3: F7, R4:A4, R5: 1C, R6: 5F, R7: 7A, R3: 93, R9: 29, R]():CA

4DD75C90 FCBB8994 CC147A08 9A0121B4
7BD11811 39771D77 FFDO9ECD6 DBFED354

DF8CB226 1A72ED8B 29EDA213 90995927
893E176C C6DAA4ED 247EFT7CD 5D19AETD

S1:

S2:

3E356475
02C3672C

097F6189
1B9B2942

F5020A7B
B745A2A0

BO60OBE13
FECF94D1
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3B59119B
58E45185

019E9304
59BCBB54

5AE46177
9BA85073

8AFC9720
9518A45D
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S= 6EADFEAF 25CFA808 B2BCEC31 6F6CD229 95E8599C 767F6A1F BAD1B2AD 86BE12FE
0CD1D5CB 1A09DB55 147E9D70 D7A13B6D S5A2BE45C 96E12695 D83328BF E0932757
A17EBC09 DOA49ES2 BES39CE8 08D4F460 C588817C DD66AAAB 1A44794D 9E789943
E1A42021 AC22F0FC 56908E7E E9DOFB8C 04A6CE88 OF10F085 D72F786B DE73EE12

Verification — 7* = §% " x (g2 )" x...(¢2 ) modn

W*=  202B4E86 A41BC533 50A20AB4 BAD183E4 1362321A 6EF33B89 162CA681 C993A94D
OF009CB3 4EFEBECB FB473A02 291888C8 A73D9B90 13D814BF AEFA104D 1B551E59
DFD8A626 C74F9F85 CO047D5FF E580277D 14A13B84 537B421B S5E6F8F64 64334BAY

U9Z2041Fr YEADBAFL SEAoZ40B SALE3Z/70 S1ICA1IARZ DYUZFAS0S BAYSULCOO S050E4A48Y0

H*= ADOF7A4 1C5F7A93 29CA5B49 AE8D7105 7010A69B

R*= 6AD0 F7A41C5F 7A9329CA

C.4.2 | Secondexample:b=1andm=4

Data elements for signing/verifying — The size of each prime factor is 512 bits. The size"of the modulus

1024 bitg.

p1= EBF36016 972BFE86 ESFA0OD25 21E852A8 D8D28681 973F9439 OEBBGDAIB AFBSBIOAA
2823FD4B 6788C807 5B9581B5 2E8343F8 AC469E00 37149F01_15404101 12ECF827

o= F5ACDA1A 3CO3EB5D 211AB7D1 6BDC15D8 AA624EFB 1C5CAE72.~78B39C6A 86811C74
B1FE14C8 5BCY9B189 7D25C467 84551316 DO90C92FF BOED7312 400EOBA5 327E1DF3

n= E26F3B7F 9BB6527A 98C545CC 3AACDE35 234D51B7 199F409A 102EBA25 88COA15D
4B8937A5 BADG6ASBEF 7CE79F28 C95973F4 315B2C13 </8BA6783 CCCES8C2C ACA4BB5A4
FC439166 CAE4EE3B 4C8C9A58 CC18654A 87E1DD6EN2223DESB D728EDA2 DB46D042
25E3DB20 OBF6F035 8ACA6CT79 61D12407 AT768CFoF B3824000 5B1COA66 903DF805
As b, =|b, = 1, the adaptation parameter is b = 1. The \8ecurity parameter is k = 20. Consequently, th

verificati

bn exponent is v =2 =2 097 152 (in decimal).

[¢]

u = 11411739 5367474A FC81COAB 8COESF19“4B79E03E 9A85DI9ED 690ESEF6 F67ABFCC
13732A9C 8A55D80D FE1D7137 0A371L8BEF B785B28B S5EAF213D 0F5A3FB7 E786B7C1
U, = 50DECFE AB2D5927 8AB00315 F1d142953 632009EC 9344DB6A 74781226 FF34646B
41B28FA 28D58264 27A67783 D8E84107 1394A798 DB25907F 7CF19802 3C092551
There arg four base numbers (m =4), namely, g,=2,g,=3,g3=5,g,=7.
0, = B6C99CB 3C7BAYSEC E455€0D9 75D97D24 BDS8EFDA7 9C42B083 ED036C00 5F60D226
A458A073 1D4706AA 30C83CCY9 E5B40772 4D30B963 4A82A7C6 8C3AD268 92ECDY9AT
01,= A2DBCAB3 9DC79BE3..0CEBEB77 6711016F 3F58CFE5 7511F1BE BOFE6858 C9CAAO0D9
F77AD391 DE4B2348 54FDB389 A2919770 FE1IBEBD6 266B2242 0113254F 3F2BF010
0,1= 2504EFC8 FE8B668D CECBALCD 74C7385C B21F14EC A19D4169 1F6F79B7 99B67B9A
460DACC 08D6D751 CEB4A936 F8048D43 7A5D7F53 D18551E4 EBE20773 782039A06
0,,= 21919364 E4032F92 E3D56BD1 837A50B5 26EAF3BE 8B21D9ED 9C31D966 FCAGEFAL
TOBBSEGC 48947C34 276A56C9 3C3E6OEE 1BCDCA60 3BF54BA8 7E06F299 9E926F66
Os1= 25E99A95 36BOA61F 611C677C 0BE33157 4CCOOCCE 52E88139 EC4D8F6A 9AD417F4
B37668D 0793EA8E DE220ADA C671A811 27599970 73869A53 632D6050 CE6534B8
0;,= O0E96C5C7 8762E342 3F1AC822 9611409B EFS5AESD7 FA68AF22 C6A94DC4 D202DFDE
OA3BDAF2 31B4C3E2 D8BA4FFDC 06FD4D18 768E7829 00550B83 E75A7A8B 648E51A3
O,1= 31437E9C BB2A3FF9 32016F4B 1A3D0OC77 7AD99519 085466AB 8D4010C7 32330887
C044CD80 3DEDE7B2 60321F13 CE4E0656 8C352155 3277ECO9C CAF9132D 64EC3639
Q&z_ 7B4187E7 COF8D801 DO9CESA35 CD2408B3 4B83ADS55 1BB1A106 4AA62448 51B1861E
99EBAS585 F182E835 42BDY9ABE ESE40FCA 25A4395A C89001A4 E926D644 BC7163Cl1
k+b
Signature — , =1,>  mod p,
= 958FEQFE 77561815 FCCE3499 D2AA78C6 701CB4DF 3EAEF982 160F9254 592C63ED
D4692A99 336020DA 4427AD2A 5845CFDD 0153CEB3 6507C76A 9473DAC1l AT764EAC2

50
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= EDIF46C6 BO0143F7F A70DC68C OE8E4324 5F22CE6C BC811A7C E90D7BOC 0D828256
C479922A C1BI1CD6E 52DD82F3 75B90D0C 9EA6FD45 34611F9C 2CE4EF1E DB7DB9BY
W= 82074289 8E8ES537 437D57D4 17184A82 06FEB795 FOCA167D 60BB7314 EB8F1360

5882C202 467DD2CO F7F8D14B 87AT7FB41 15D68D1C D6313C1l4 CA24DD84 E4F293F6

30AF2A90 EB122FD1 E113C184 DCB976AC FBCDOCA4 35EF6CDD ES5F66F4C 06947B36

SE1E3B03 3D766C5B 8619B164 6470A0FA 961008A7 90CAA733 8E3119B1 C10263B8
The message M is a string of 57 ASCII-coded characters, i.e., 456 bits.

M= abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopgo

5 662 6364—62636465—6364 656664656667 65666760—66676869—6F68606A6G696A6B

696A6B6C 6A6B6C6D 6B6C6D6E 6C6D6E6GF 6D6E6F70 6E6F7071 6F
Vith SHA-1 in accordance with the first hash-variant, H=h(C || W|| M) is computed.
[ = DF96299E D7FFA63E 421B021D BBF1FODF FOEFF729

he first part of the signature is a string of 80 bits, i.e., four strings of 20 bits.
= DF96299E D7FFAG3E 421B,i.e.,, Ri=DF962, R,=99ED7, R;=FFA63,xR4=E421B

| = 7D41042D 3E007FF9 AOCFD957 FB31EDDE 5C38DB80 9031311B 87678442 CCFEF9B’|60
73198995 77A622C7 93E442C4 E4BOOCB3 2AD7C919 8284D2%D, 10BBF60OA 3D0C8943

S = 8F21A259 C79DD004 9AE9F552 B9120E27 452B639F S5E32FD7D 1CC80F3F B63F91D2
B39DFE65 9B1ABEF0 B77ACBOF 24438FAE 86C2D492 0993E936 ACIF3E3B 87741ADB

S= 0COCO8F9 AAF3ACCO 13D4B871 C087B78F A971456C(0E6531DB FD40476B 9572BYD2
DF3080D0 032350A7 96976D07 A32323C0 CA64E943 786E5324 201A79AB FBEFD412
51A8C425 5C7BAG61F 4583FBA4 C93E9332 90E9BSSF 06FELF6C DE65A020 E092131D
6CAF52E9 ATEQ748D A63065FA 39E97AB7 AS56CS87E 1AF1E781 F1DAT70BD D29CDY1C

= <

<

erification — " = $2 x (g7 )% x...(g2 ) modn

W*= 82074289 8E8E9537 437D57D4 17184A82 06FEB795 FOCA167D 60BB7314 EB8F1360
5882C202 467DD2CO F7F8D14B 87A7FB41 15D68D1C D6313C14 CA24DD84 E4F293F6
30AF2A90 EB122FD1 E113C184 DGB976AC FBCDOCA4 35EF6CDD ES5F66F4C 06947H36
5E1E3B03 3D766C5B 8619B164\.6470A0FA 961008A7 90CAA733 8E3119B1 C10263B8

H*= DF96299E DTFFA63E 421B021D BBF1FODF F9EFF729
H*= DF96299E D7FFA63E 421B
¢.4.3 Third example: b=m =1

Data elements for signing/verifying — The prime factors and the modulus are the same as in C.4.2.

>

s b, = b, = 1, the adaptation parameter is b = 1. The security parameter is k£ = 80. Consequgntly, the

verification expofient is v = 2%,

ul = 35CO1I8A9 00582D37 8FE446C5 6C90396A 545739DE E16BFE29 5C594FFD 32A42925
B36E/CE9 3C29725E 16A1E4FC 2C97313D F047890A 00C5CA74 30A8986D 14BCOR69

up = OD5D9A73 FE1370BE 6C5B7AFA 29CADD59 19B472B0 1E910CC2 5F9F7D89 8FOFBID77

37581681 EE2223DE 437CBDF2 9E84EE(09 98C38FF9 BCO2AFA6 OE3085DA 83ADD(3A

There is one base number (m = 1), namely, g; = 2.

0O11= 5A8F0C99 74AA0B14 D3B10ODFD B6E6B744 FI9EF70C3 C048C232 AD051D03 01F471BC
CA8B82E1 C9888090 D5EE6942 70E86782 9AD31130 CC80C82F D1F61AC6 951E38F0

O1,= C7FDCB32 349A74E5 51200E87 245B8C1D C9E14192 68342A85 6DCS5AASF 58CE5B30
89F36C45 3CDDD494 1D14E696 61CEL1EEA 71FED68E C8549FC1 1772AC8D 22F9322A

k+

Signature — W, = r* ' mod p;

= 958FEQOFE 77561815 FCCE3499 D2AA78C6 701CB4DF 3EAEF982 160F9254 592C63ED
D4692A99 336020DA 4427AD2A 5845CFDD 0153CEB3 6507C76A 9473DACLl AT764E4C2
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= EDIF46C6 BO143F7F A70DC68C 0E8E4324 5F22CE6C BC811A7C E90D7BOC 0D828256
C479922A C1BICD6E 52DD82F3 75B90D0C 9EA6FD45 34611F9C 2CE4EF1E DB7DBI9B7
W= D8BT7FC73 E7D63980 40BD83D2 10C218E3 54E05104 AT7F5F504 C504104D 45FEOEA6

829D5CFC 4FBAA8A6 291E86FE 78C5C8DE A32D58C2 D23831C4 5A3977B1 S5A3AED6S
2DT7FCA9E 3C6AB4D9 BA502D7C B78D9BF4 FF4E1IDIA 07462DOE 1E80AQ010 1232C74A
57481C4C ADFCBCDB DDD467D4 84829DB8 DF3DOF29 FCAB2A33 58C8EFE2 B22ELS41E

The message M is a string of 57 ASCII-coded characters, i.e., 456 bits.
M= abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopgo

= 1626364 —62636465—63-646566—64-656667—656667-69—66676969— 6769696 —63696268
$96A6B6C 6A6B6CE6D 6B6C6D6E 6C6D6E6F 6D6E6F70 6E6F7071 6F

With SHA-1 in accordance with the first hash-variant, H =h(W || M) is computed.

H= b038021F 5173AD35 D0228511 1BCO6E71 BE283ES8C

The first part of the signature is a string of 80 bits.

R= p038021F 5173AD35 D022

S = F6109BE 4C85B65E 052ECF16 466ES5ED4 697EB562 22D9C28B D7AFCEDY9 84E2D6EO
EAG6CC1B 674AAD88 8A8TE393 FF614842 2B4D222A 89FDDO988 LD2B/BAA 0E2790F4

S, = 130249AC 01308B9B EE624AA0 B461462D 29F585F9 010BEO4E_DIA624F5 S9B6350E7
S5FEOC51 B89C7D30 8CEFE2C2 2EA84C82 C68E3228 47A33FFET11B2EE4F D34DE163

S= PCBE96EA D4E23255 6DC1l0F5E 6657FC84 CT76A291F 7DSEEE(UB OE3A3F21 D17BA34A

FA2EB265 A4AD8ESY9 94100F8A B676506C 2CBE826C C2CE5591 79FE4509 0CO90BAB4
F4A29553 577DOCFD FAF8D2CB D502E501 0BDC5B29 05PA1092 6DF1C571 36CC580A
2F3FF2F 02D5AAS5F 2EEEDOF7 4CB5A612 ES8E8S8CASLI SES5225E9 2BS5F5BDA E6FED1SE

Verification — 7 = 5" x (g2 )® mod n

W*= D8BTFC73 E7D63980 40BD83D2 10C218E3 54E05104 AT7F5F504 C504104D 45FEQEA6
29D5CFC 4FBAA8SBA6 291E86FE 78C5C8DEEA32D58C2 D23831C4 5A3977B1 5A3AED6S
2D7FCA9E 3C6AB4D9 BA502D7C B78DOBE4" FF4E1IDIA 07462DOE 1E80AQ010 1232C74A
7481C4C ADFCBCDB DDD467D4 84829DB8 DF3DO0F29 FCAB2A33 58C8EFE2 B22ES541E

H*= 038021F 5173AD35 D0228511 1BCO6E71 BE283E8C
R*= p038021F 5173AD35 D022

C.5 GPS1 scheme

Data elements for signing/verifying — The size of each prime factor is 512 bits. The size of the modulus {s
1023 bitg. The private bit string consists of |H| = 160 bits. The base number is g = 2.

P = 2066EF0 3AC36CEB DD1235B2 7C903D82 08A7C794 4ED7D930 99975E59 493A9975
2833661E QFOFBDCF 1BC3CACD EBB27840 32FB6A96 F6B1lD6F5 2FECT715C 299E9667
D= A4509B9,/A3103397 135BCO900 DO77EB70 85D2EDAO 8D147452 BE191748 9EF37B7E
DAE8EO6 EFF8A0CY9 B21DC2FE T70F5CAAQ0 FFB32DCE 235B4FDO DO4DB70E 87778EA9
n= 4ESAEF68 ED78571B 7CC60A03 8D4D3722 645DESDA 543558C1 6A3B2F49 818060AE

204070 T AQDTNNO T LoDl o LN ACAS QAL AT OJQATEC T 595007 A N ONNLDLEON
= TZIY ] LUOoOIrUZT T IODZDTICh DI UTOoT AT A S M 35 MY B0 B A R vy B i 3 MR R 3 TZOL T 10y DOUDJIJIOUD

D8FE02D0 F1A481B3 222BFD2C AT788A3DD 74293CEC 04355070 7E7119F8 DED7F347
9F46153F F28460B1 E57839CD 2B082897 BO0D43F4 A4434F83 AGECC997 ABFF6BFF

0= ACTE93A5 C6D51660 62F70D5A FD5DCCD3 51D2BDE3

G= 4B841D8D 4BOB19DE 786C477B 46EAE85D B7DA4D56 E8AS55A81 20C46COC 52AE0443
88E4FC27 6B80DSBC F22F0729 DFS51A23C 7AQ0F2F73 C10725C0 9270425A 13484DES
174C05B2 75742C17 60C442E3 349EB3AF 1FED5696 6C2F7045 12D07CAQ0 F46EEOAC
D6E6470F 15AFA97A 1D234985 866F9489 S80AE8B86 969E602E OBEAC6BA 8F97E4CO

Coupon production — Every coupon (and every first part of signature) is a string of |H|=160 bits;
consequently, every random bit string consists of 2 |H| + 80 = 400 bits.
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3392
349B06B4

1F55C1EB
FF44DS7B
65730578
368A8880

04314E85

7D49E5BB
19FEATF4

A498CEES

47CF3088
2538CB66
0D948066

FCC85423

34CA8944
22AFA2DB

D1C763D5
B8204359
AO8BLBE4
46D8C769

BEF6752E2

5C48DD10
E517B674

201555A7
EB16A83E
95F24A27
518F4AB6

52E5447E

ISO/IEC 14888-2:2008(E)

10C5D82D 4691D585 E837BEF0 7A8544

6D6DD15B

CDF3D50C E7C1D6F5S
DBBO5A3D DES35380
A47A466B AT27761A
88A3CF23 C80BCI9DB

3FES5EB54

6C241FB6 8C45D2
27B02AA5 BALA2F
5CB49C18 07D5CB

Coupon consumption — The message is a string of 48 octets.

M=

=

<

W*=

R*=

¢.6

==

2

5E62999E EAA94D28 293B3646 61F39467 OOFBFATD 59439574 F4918A54 2EDADJ

6EBOBACA 51B84D67 D264DD46 E18E1D4D

F1A2D8F3 65089130 8DBFT7ESA

3392 7D49ESBB 34CA8943
15908C29 4D336B75 E4517479

1F55C1EB
FF44DS7B
65730578
368A8880

h(W*) = 04314E85

F1A2D8F3

A498CEES
47CF3088
2538CB66
0D948066

FCC85423
65089130

GPS2 scheme

C64CCADS
5CD2F846

C8A11B13
8BE79413

9B68C9BB
89A0D1AE
F52595695
DAS1EFAT

1

32872ETE
4FE81876
F2E016B9

257D396F
080CD347

662D4910
030E4029

35939E50
ACOE2EDS
66E0BO2F
E8290D66

00000000

E4C3DE36
2A5F4791
649FB68D

erification — W*= G® x g% modn

D1C763D5
B8204359
AO08B5BE4
46D8C769

BF6752E2
8DBFT7ESA

C5€913B6
9D82CDAS

E6950FD5
190DB076

OOD1EELD
18063C75
88C01C3A
04EE08DC

00000000

4E6055DD
T76F23313
23518763

As T'=h(W)), with SHA-1 in accordance with the third hash-variant, R = h(h() || M) is computed:

30ADBC27

BO977F9C8
913E7D30

201555A7
EB16A83E
95F24RA27
518F4AB6

52E5447E
30ADBC27

7DA871B2
3138D667

319C8DBO
4BCBT7F6B

BB8C398B
4AE472D9
4A67B8EC
08C20B5C

00000000

FF82C082
6FC8A4B3
A2F65A73

8B3EA2F2

C4E1AF1B 6BC37488 2B{D4COA 7405B]
TA12AACS

CDF3D50C E7EIDEF5 C24FFESO0 B21DO0J
DBBO5SA3D DES35380 6C241FB6 8C45D
A4TA466B(AY27761A 27B02AA5 BAI1AZH
88A3CFZ3 C80BCODB 5CB49C18 07D5CH

5D

C24FFES0 B21DO3CF

6E
75
24

0A

F2

CF
6E
75
24

3FESEBRS4
8BSEA2F2

93A2F18F
AD1ABB51

9A569353
C4CFE5557

DBESEBEC
9814D17F
93B7CAF1
TFB9029E

00000000

F79B044B
89398CD8
7302EFDS

B96DB409
F0969798

389EDIFE
63C38E41

34A2DESF
F466CD99
8B556218
FD3537D8

00000007

F577CE94
2FBD0833
90F0BEA9

ata elements for signing/verifying — The Size of each prime factor is 512 bits. The size of the m
024 bits. The verification exponent is v =2'°+7 (a prime number dividing neither p,—1 nor p,-1).
umber is g =2.

10732E70
19012064

FB74291D
ECB6BEB1

C6683C06
49DB846E
EF87F670
C9766B89

AB88CI99AE
F599145D
DA4047FC

9C5B43BB
C6BA2447

C22ABHDF
2D5AFHB1

E5C3D|26
E0342455
9DpCCcognc
OCCBCH17

0012EHA3
7E3B3998
49A11H72

9AF6499E

56DA3DF2

A71DC422

FEESDF17

280BC086

FCB2BCD2

15379E6E

DA40D117

pdulus is
'he base

Coupon production — Every coupon (and every first part of signature) is a string of |H|=160 bits;
consequently, every random bit string consists of «+ |H| + 80 = 1024 + 160 + 80 = 1264 bits.

=

5DB7

95D04087
913F2386
B31190F8
FE1284CO0

023CC4A7
64FDB882
C4B77433
35F84100
D7745FFE
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0D37412C
9E170B9C
AFD5COBC
36B15A7E
A34433BC

5FD64999 D19D86B4

D251C234
2FD53E86
0594cC11cC
CDA50ECA

EC61ACAS
57FBCAFS8
37639BCB
34BA2130

42FE83BA
7439BCD3
5E3CC341
F75F8C29
AG6EF18D5

D7263123
5C62A1A6
C93AEFES
08248EE6
663DECDS8

D8188DED
7993AF09
ED4B8CB6
743DE34D
D554F2BD
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