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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establish
technica
and non
technolo
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Subcommittee SC 27, IT Security techniques.

This sec
revised.

ISO/IEC
techniqu

—  Part
—  Part

—  Part

ed Dby the respective organization to deal with particular fields of technical activity. SO and lE
committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation
gy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

nal Standards are drafted in accordance with the rules given in the ISO/IEC Directivesyart 2.
h task of the joint technical committee is to prepare International Standards. ‘Draft International
s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as
ational Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O and IEC shall not be held responsible for identifying any or all such-patent rights.

14888-1 was prepared by Joint Technical Committee ISONEC JTC 1, Information technology,

bnd edition cancels and replaces the first edition (ISO/IEC 14888-1:1998), which has been technically

14888 consists of the following parts, undercthe general title Information technology — Security
bs — Digital signatures with appendix:

1: General
2: Integer factorization based mechanisms

3: Discrete logarithm base@ mechanisms

© ISO/IEC 2008 — All rights reserved
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Introduction

Digital signature mechanisms are asymmetric cryptographic techniques which can be used to provide entity
authentication, data origin authentication, data integrity and non-repudiation services. There are two types of
digital signature mechanisms:

—  When the verification process needs the message as part of the input, the mechanismis|called a
“signature mechanism with appendix”. A hash-function is used in the calculation of the appendix.

—+ When the verification process reveals all or part of the message, the mechanism is-called a “gignature
mechanism giving message recovery”. A hash-function is also used in the generation and verifjcation of
these signatures.

(ds)

ignature mechanisms with appendix are specified in ISO/IEC 14888. Signature-mechanisms giving message
bcovery are specified in ISO/IEC 9796. Hash-functions are specified in ISONEC 10118.

—

© ISO/IEC 2008 — All rights reserved \"
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INTERNATIONAL STANDARD ISO/IEC 14888-1:2008(E)
Information technology — Security techniques — Digital
signatures with appendix —
Part 1:

~
General
1 Scope
IBO/IEC 14888 specifies several digital signature mechanisms with appendix for-messages of arbitrany length.
This part of ISO/IEC 14888 contains general principles and requirements\for digital signatures with gppendix.
I{ also contains definitions and symbols which are used in all parts of |ISOAEC 14888.
\farious means are available to obtain a reliable copy of the«public verification key, e.g., a piblic key
certificate. Techniques for managing keys and certificates are’ outside the scope of ISO/IEC 14488. For
further information, see ISO/IEC 9594-8 [4], ISO/IEC 11770-313] and ISO/IEC 15945 [5].
2 Normative references
Tihe following referenced documents are indispensable for the application of this document. Fpr dated
references, only the edition cited applies~ For undated references, the latest edition of the rgferenced
document (including any amendments) applies.
None.
3 Terms and definitions
Hor the purposes of this document, the following terms and definitions apply.
31

ppendix

ring of bifS\formed by the signature and an optional text field

.2

ollision-resistant hash-function

i isfyi i nct inputs

which map to the same output
NOTE Computational feasibility depends on the specific security requirements and environment.
[ISO/IEC 10118-1]
3.3
data element
integer, bit string, set of integers or set of bit strings
© ISO/IEC 2008 — All rights reserved 1
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3.4
domain
set of entities operating under a single security policy

EXAMPLES public key certificates created by a single authority or by a set of authorities using the same security
policy

3.5
domain parameter
data element which is common to and known by or accessible to all entities within the domain

3.6
hash-code

string of pits which is the output of a hash-function
[ISO/IE( 10118-1]

3.7

hash-function
function Which maps strings of bits to fixed-length strings of bits, satisfying the following’two properties:

— for g given output, it is computationally infeasible to find an input which maps-to this output;

— for g given input, it is computationally infeasible to find a second inputrwhich maps to the same output
NOTE 1 |Computational feasibility depends on the specific security requiremeénts and environment.

NOTE 2 |This definition of hash-function is referred to as one-way hash-function.

[ISO/IE 10118-1]

3.8
identificption data

sequence of data elements, including the distinguishing identifier for an entity, assigned to an entity and use|
to identify it

[oN

NOTE The identification data may additionally contain data elements such as identifier of the signature process,
identifier pf the signature key, validity period of the signature key, restrictions on key usage, associated security polig
parametefs, key serial number, or domain’parameters.

<

3.9

key pair
pair congisting of a signature key and a verification key, i.e.,

— a sef of data €lements that shall be totally or partially kept secret, to be used only by the signer;

— a set ofdata elements that can be totally made public, to be used by any verifier

3.10
message
string of bits of any length

3.1
parameter
integer, bit string or hash-function

3.12

signature
one or more data elements resulting from the signature process

2 © ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=061ce0c0a8cd450b54c68ace394ae174

ISO/IEC 14888-1:

3.13
signature key

2008(E)

set of private data elements specific to an entity and usable only by this entity in the signature process

NOTE Sometimes called a private signature key in other standards, e.g. ISO/IEC 9796-2, ISO/IEC 9796-3 and

ISO/IEC 9798-3.

3.14
signature process
process which takes as inputs the message, the signature key and the domain parameters, and wh

ich gives

S output the signature

.15

igned message

t of data elements consisting of the signature, the part of the message which cannot be.recovered
gnature, and an optional text field

OTE In the context of this part of ISO/IEC 14888, the entire message is included in_the'signed message a
the message is recovered from the signature.

.16

erification key

t of public data elements which is mathematically related to an entity's signature key and which ig
tihe verifier in the verification process

OTE Sometimes called a public verification key in other standards, e.g. ISO/IEC 9796-2, ISO/IEC 91
I$O/IEC 9798-3.

17
erification process

rocess which takes as input the signed message; the verification key and the domain parameters, a
ives as output the result of the signature verification: valid or invalid

Symbols, conventions, and-1egend for figures
.1 Symbols
Tlhroughout all parts of ISO/AEC 14888 the following symbols are used.
I} hash-code
H  randomizer

M message

from the

hd no part

used by

96-3 and

nd which

R CAirst part of a signature

NOTE First part of a signature R is alternatively called a witness.

=|

recomputed first part of a signature
S second part of a signature
X signature key

Y verification key

© ISO/IEC 2008 — All rights reserved
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Z set of domain parameters

2 signature

A mod N the unique integer B from 0 to N — 1 so that N divides 4 — B

A =B (mod N) Integer 4 is congruent to integer B modulo N, i.e. (4 — B) mod N = 0.

4.2 Coding convention

[¢]

All integers in all parts of ISO/IEC 14888 are written with the most significant digit (or bit, or byte).in\th
leftmost position.

4.3 Legend for figures

The following legend for figures is used in all parts of ISO/IEC 14888.

data
optional data
S
procedure
) —
)
principal procedure
optional principal procedure
— data flow
e optional data flow
— == Bhd another optional data flow
------------- --> twocsdata flows of which at
............. > least'one is mandatory
5 General

The mechanisms specified in ISO/IEC 14888 are based upon asymmetric cryptographic techniques. Every
asymmetric digital signature mechanism involves three basic operations.

— A process for generating pairs of keys, where each pair consists of a signature key and the corresponding
verification key.

— A process using the signature key called the signature process.

e When, for a given message and signature key, the probability of obtaining the same signature twice is
negligible, the operation is probabilistic.

4 © ISO/IEC 2008 — All rights reserved
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e When, for a given message and signature key, all the signatures are identical, the operation is

deterministic.
— A process using the verification key called the verification process.

The verification of a digital signature requires the signer’s verification key. It is thus essential for a veri

fier to be

able to associate the correct verification key with the signer, or more precisely, with (parts of) the signer's
identification data. If this association is somehow inherent in the verification key itself, the scheme is said to be

“identity-based”. If not, the association between the correct verification key with the signer’s identifica
shall be provided by a certificate for the verification key. The scheme is then said to be “certificate-ba

tion data
ed”.

6 General model

>

— key generation process;

- signature process;

— verification process.

In the signature process, the signer computes a digital signature for a’ given message. The signature,
with an optional text field, forms the appendix, which is appéended to the message to form th
message.

message M signature ~ | texts

Figure 1 — Signed message

Cl

epending on the application, there are different ways of forming the appendix and associating it
nessage. The general requirement is that the verifier is able to relate the correct signature to the meg

=

or successful verification it is also essential that, prior to the verification process, the verifier is
ssociate the correct(verification key with the signature. The optional text field can be used for transm
gner’s identification“data or an authenticated copy of the signer’s verification key to the verifier.
ases the signer’s) identification data may need to be part of the message M, so that it is protectg
gnature.

WO O Q T

>

digitaksighature mechanism shall satisfy the following requirements:

digital signature mechanism with appendix is defined by the specification of the following’/processesd:

together
b signhed

with the
sage.

able to
itting the
In some
d by the

—+C~Given only the verification key and not the signature key it is computationally infeasible to pro

juce any

Message and a vatd signature for this message.

— The signatures produced by a signer can neither be used for producing any new message an
signature for this message nor for recovering the signature key.

d a valid

— It is computationally infeasible, even for the signer, to find two different messages with the same

signature.

NOTE Computational feasibility depends on the specific security requirements and environment.

© ISO/IEC 2008 — All rights reserved
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7 Options for binding signature mechanism and hash-function

Use of the signature schemes specified in this standard requires the selection of a collision-resistant hash-

function.

There shall be a binding between the signature mechanism and the hash-function in use. Without

such a binding, an adversary might claim the use of a weak hash-function (and not the actual one) and
thereby forge the signature.

There are various ways to accomplish this binding. The following options are listed in order of increasing risk.

a) Requi

shall

b) Allov
para
indic
auth

exclusively use that particular hash-function;

a set of hash-functions and explicitly indicate the hash-function in use in the certificaté [domai
meters. Inside the certificate domain, the verification process shall exclusively use the hash-functio
ated in the certificate. Outside the certificate domain, there is a risk arising fromOcertificatio

certi

misled verifier may be in dispute with the CA that produced the other certificate;

c) Allo

hash-function indicated by the other method. However, there is a risk that an adversary may forge
signature using another hash-function.

NOTE
which exf
identifier.
signature
function g
the weak
identifier

The use
benefits
include 4

8 Key generation

The key

— gengrating domain parameters,

— gengrating signature key and verification key.

The first
signer w
of doma

prities (CAs) that may not adhere to the user's policy. If, for example, an external*CA creates
icate permitting other hash-functions, then signature forgery problems may arise.\Ih such a case

a set of hash-functions and indicate the hash-function in use by some"other method, e.g., 4

The 'other method' referred to in item c) immediately above could*be in the form of a hash-function identifi¢r
licitly indicates in a signature in the form of hash-token, a coneatenation of a hash-code and a hash-functign
If the hash-function identifier is included in this way then an“attacker cannot fraudulently reuse an existing
with a different message, even when the verifier could be persuaded to accept signatures created using a hash-
ufficiently weak that pre-images can be found. Howeveras-discussed in detail in [1] (see also Annex A), using
hash-function, an attacker can still find a valid signed message by randomly generating signatures containing the
f the weak hash-function.

r of a digital signature mechanism should) conduct a risk assessment considering the costs an
of the various alternative means of accomplishing the required binding. This assessment shoul
n assessment of the cost associated-with the possibility of a bogus signature being produced.

[oNNoN

jeneration process of @ digital signature mechanism consists of the following two procedures:

procedure is executed once when the domain is set up. The second procedure is executed for each
thin\the domain and the outputs are the signature key X and the verification key Y. For a specific s¢t
n-parameters, a value of X, which is different with overwhelming probability from values useIi

previous

NOTE

y, shall be used.

Validation of domain parameters and keys may be required. However, it is outside the scope of this standard.

© ISO/IEC 2008 — All rights reserved
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9 Signature process

9.1 General
The following data elements are required for the signature process:
— domain parameters Z;

— signature key X;

2008(E)

—+ message M,
—+ hash-function identifier hid (optional);
—+ other text ¢ (optional).

he hash-function identifier can be used for binding the signature mechanism and the hash-func
lause 7.

= 0O -

- computing signature;

— constructing appendix;

—+ constructing signed message.

9.2 Computing the signature

—

he inputs to this procedure are the message-I/, the signature key X and the domain parameter Z. T
f this step is the signature X consisting of(the first part of signature R and, depending upon the me
e second part of signature S, see Figuré-2.

= O

9.3 Constructing the appendix

—

he appendix is constructed from the signature and an optional text field, text, as (2, ¢). The text fi
mclude a certificate that cryptographically ties the verification key to the identification data of the signg

NOTE Depending.on the application, there are different ways of forming the appendix and appendingd
essage. The generdlrequirement is that the verifier is able to relate the correct signature to the message. For s
rification, it is, also’ essential that prior to the verification process, the verifier is able to associate the correct
y with the signature.

.4 Constructing the signed message

tion, see

he signature process of a digital signature mechanism with appendix censists of the following procedures:

he output
chanism,

eld could
r.

it to the
uccessful
erification

hé-signed message consists of message M and the appendix. i.e., M, (X, ©).

© ISO/IEC 2008 — All rights reserved
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Text ¢ Message M Signature Key X Domain Parameter Z

t M X

\4

\'4

Computing Signature J

R

1
!
!
v \ 4

S

signature

)

’L Constructing Appendix }

(2,1)

A

Constructing Signéd Message

M, (2 1)

A’

Signed Message

Figure 2 — Signature process

10 Verification process
The following data elements are required for the verification process:

— domain parameters Z;

—  verification key V-

— message M;

— signature 2;

— identification data Id (optional);

— identifiers of the hash-functions in use #id, if not uniquely determined by other means (see Clause 7);

— other text ¢ (optional).

8 © ISO/IEC 2008 — All rights reserved
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