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INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE (SCSI) -

Part 372: Enclosure Services - 2 (SES-2)

FOREWORD

1)

2)

3)

4)

5)

6)

8)

9)

10

~

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO“or
IEC participate in the development of International Standards. Their preparation is entrusted to technical
committees; any ISO and IEC member body interested in the subject dealt with may participate in this
preparatory work. International governmental and non-governmental organizations liaising'with ISO and
IEC also participate in this preparation.

In the field of information technology, ISO and IEC have established a joint technical.committee, ISO/IEC
JTC 1. Draft International Standards adopted by the joint technical committee_are. circulated to national
bodies for voting. Publication as an International Standard requires approval by at least 75 % of the
national bodies casting a vote.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible,
an international consensus of opinion on the relevant subjects’since each technical committee has
representation from all interested IEC and ISO member bodies:

IEC, I1SO and ISO/IEC publications have the form of recommendations for international use and are
accepted by IEC and ISO member bodies in that sensexWhile all reasonable efforts are made to ensure
that the technical content of IEC, ISO and ISO/IEC‘publications is accurate, IEC or ISO cannot be held
responsible for the way in which they are used or for, any misinterpretation by any end user.

In order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, ISO and
ISO/IEC publications transparently to the maximum extent possible in their national and regional
publications. Any divergence between anhy ISO/IEC publication and the corresponding national or regional
publication should be clearly indicated-in the latter.

ISO and IEC provide no marking-procedure to indicate their approval and cannot be rendered responsible
for any equipment declared te-be in conformity with an ISO/IEC publication.

All users should ensure'that they have the latest edition of this publication.

No liability shall-attach to IEC or ISO or its directors, employees, servants or agents including individual
experts and members of their technical committees and IEC or ISO member bodies for any personal
injury, property’damage or other damage of any nature whatsoever, whether direct or indirect, or for costs
(includinglegal fees) and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC
publi¢ation or any other IEC, ISO or ISO/IEC publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publications
is indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this International Standard may be the

subject of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights.

International Standard ISO/IEC 14776-372 was prepared by subcommittee 25: Interconnection of
information technology equipment, of ISO/IEC joint technical committee 1: Information technology.

The list of all currently available parts of the ISO/IEC 14776 series, under the general title
Information technology — Small computer system interface (SCSI), can be found on the IEC web

site.

This International Standard has been approved by vote of the member bodies and the voting
results may be obtained from the address given on the second title page.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT - The ‘colour inside’ logo on the cover page of this publication indicates that it
contains colours which are considered to be useful for the correct understanding of its
content. Users should therefore print this document using a colour printer.
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INTRODUCTION

This International Standard documents the commands and parameters necessary to manage and
sense the state of the power supplies, cooling devices, displays, indicators, individual drives, and
other non-SCSI elements installed in an enclosure. The command set uses the SCSI SEND
DIAGNOSTIC and RECEIVE DIAGNOSTIC RESULTS commands (see SPC-4) to obtain
configuration information for the enclosure and to set and sense standard bits for each type of
element that may be installed in the enclosure.

Ine standard IS organizZed das 101I0Ws.

Clause 1 Scope describes the relationship of this standard to the SCSI family of standards.

Clause 2 Normative references provide references to other standards and documents.

Clause 3 Definitions, symbols, abbreviations, and conventions describe {erms and
conventions used throughout this standard.

Clause 4 SCSI enclosure services model describes the model for SCSI enclosure services
peripheral devices, both standalone and attached.

Clause 5 Commands for enclosure services peripheral devices define'the command set for
a SCSI enclosure services peripheral device.

Clause 6 Parameters for enclosure services devices define diagnostic pages, log pages,
and mode parameters and pages specific to SCSI enclosure services peripheral
devices.

Clause 7 Element definitions define elements used by séveral of the diagnostic pages.

SCSI standards family

Figure 0 shows the relationship of this standard to thether standards and related projects in the SCSI
family of standards as of the publication of this standard.

. . .\O Primary command set
Device-type spe command sets (shared for all device t
— . ypes)
3 (e.g., SBC-2C§§G-2, this standard) (SPC-3)
(o)
=
[0}
=~ \\\
*§ ; C)C) SCSI transport protocols
=< N e.g., SAS-2, FCP-4
53| O (0.9 )
<
0
O
n Interconnects
(e.g., SAS-2, Fibre Channel)

Figure 0 — SCSI document structure

The SCSI document structure in figure 0 is intended to show the general applicability of the documents
to one another. Figure 0 is not intended to imply a relationship such as a hierarchy, protocol stack, or
system architecture.

SCSI Architecture Model: Defines the SCSI systems model, the functional partitioning of the SCSI
standard set and requirements applicable to all SCSI implementations and implementation standards.

Device-Type Specific Command Sets: Implementation standards that define specific device types
including a device model for each device type. These standards specify the required commands and
behaviors that are specific to a given device type and prescribe the requirements to be followed by a
SCSl initiator device when sending commands to a SCSI target device having the specific device type.


https://standardsiso.com/api/?name=aef8022c8c992ab01a91a8d41474c5fc

14776-372 © ISO/IEC:2011(E) -13 -

The commands and behaviors for a specific device type may include reference commands and
behaviors that are shared by all SCSI devices.

Shared Command Set: An implementation standard that defines a model for all SCSI device types.
This standard specifies the required commands and behavior that is common to all SCSI devices,
regardless of device type, and prescribes the requirements to be followed by a SCSI initiator device
when sending commands to any SCSI target device.

SCSI Transport Protocols: Implementation standards that define the requirements for exchanging
Information so that different SCSI devices are capable of communicating.

Interconnects: Implementation standards that define the communications mechanism emplayed by
the SCSI transport protocols. These standards may describe the electrical and signalling requirements
essential for SCSI devices to interoperate over a given interconnect. Interconnect standards may allow
the interconnection of devices other than SCSI devices in ways that are outside the.scope of this
standard.

The term SCSiI is used to refer to the family of standards described in this subclause.
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INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE (SCSI) -

Part 372: Enclosure Services - 2 (SES-2)

1 Scope

This part of ISO/IEC 14776 documents the commands and parameters necessary to manage and
sense the state of the power supplies, cooling devices, displays, indicators, individual drives, and

other non-SCSI elements installed in an enclosure. The command set uses the SCSI SEND
DIAGNOSTIC and RECEIVE DIAGNOSTIC RESULTS commands (see SPC-4) to obtain
configuration information for the enclosure and to set and sense standard bits for each type of
element that may be installed in the enclosure.

The following concepts from SES are made obsolete by this standard:

a) Array Control and Array Status diagnostic pages (page code 06h); and
b) secondary subenclosure support in the Help Text, String Out, and String Inndiagnostic pages.

The set of SCSI standards specifies the interfaces, functions, and operations necessary to ensure
interoperability between conforming SCSI implementations. Thjs\standard is a functional
description. Conforming implementations may employ any design technique that does not violate
interoperability.
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2 Normative references

The following referenced documents are indispensable for the application of this document. For
dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments) applies.

The provisions of the referenced specifications other than ISO/IEC, IEC, ISO and ITU documents,
as identified in this clause, are valid within the context of this International Standard. The
reference to such a specification within this International Standard does not give it any further

e 4 el LO OO L e L L L 4 > 4L L L L o 4L n n L
SldiUs WILHIT ToVUMEw. 111 pdlllbuldl I Uoucs 1101 gIVU uie reicreclriccu Dpcblllbdllullb uie status Ul drll
International Standard.

ISO 639-1:2002, Codes for the representation of names of languages — Part 1: Alpha-2 code

ISO/IEC 8859-1:1998, Information technology - 8-bit single-byte coded graphic character sets —
Part 1: Latin alphabet No. 1

ISO/IEC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set
(UCs)

ISO/IEC 14%165-122:2005, Information technology — Fibre channel — Part_ 122: Arbitrated loop - 2
(FC-AL-2)

ISO/IEC 14776-342:2000, Information technology — Small computer'system interface (SCSI) — Part
342: Controller Commands - 2 (SCC-2) 2

ISO/IEC 14776-414, Information technology — Small computer system interface (SCSI) — Part 414:
Architecture Model - 4 (SAM-4) 3

T10/1760-D, Information technology — Serial Attachéd SCSI - 2 (SAS-2)

T10/1828-D, Information technology — Fibre Channel Protocol - 4 (FCP-4)

T10/1731-D, Information technology — SCSt Primary Commands - 4 (SPC-4)

NOTE 1 For more information on the current status of T10 documents, contact the INCITS Secretariat at 202-737-8888 (phone),
202-638-4922 (fax) or via Email at incits@itic.org. To obtain copies of this document, contact Global Engineering at 15 Inverness

Way, East Englewood, CO 80112-5704"at/303-792-2181 (phone), 800-854-7179 (phone), or 303-792-2192 (fax), or see
http://www.incits.org.

Serial ATA 2.6 (SATA-2) spegification. 15 February 2007

NOTE 2 For information/on the current status of Serial ATA documents, see the Serial ATA International Organization at
http://www.sata-io.org.

1. ANSI INCITS 332-1999
2. ANSI INCITS 318-1998
3. T10/1683_D
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3 Terms, definitions, symbols, abbreviations, keywords and conventions

3.1 Terms and definitions

3141

application client

class whose objects are, or an object that is, the source of commands (see 3.1.6) and task
management function (see 3.1.40) request; see SAM-4

3.1.2

ASCII string

string of US-ASCII characters each encoded in 8 bits per ISO/IEC 8859-1 containing only graphic
characters (i.e., code values 20h through 7Eh); ASCII strings do not contain the NULL character\(i.e.,
00h)

3.1.3

attached enclosure services process

enclosure services process (see 3.1.17) that is attached to a device server (see 3.1.11) in another SCSI
target device (see 3.1.33); see 4.1.3

31.4
byte
sequence of eight contiguous bits considered as a unit

315
class
description of a set of objects (see 3.1.26) that share the samé characteristics; see SAM-4

3.1.6
command
request describing a unit of work to be performed by a’device server (see 3.1.11); see SAM-4

31.7

command descriptor block

CDB

structure used to communicate a commangd-(see 3.1.6) from an application client (see 3.1.1) to a device
server (see 3.1.11); see SAM-4

3.1.8

control element

data structure used to access.an element (see 3.1.13) via the Enclosure Control diagnostic page (see
6.1.3); see clause 7

3.1.9

critical condition

enclosure condition established when one or more elements inside the enclosure have failed or are
operating outside of their specifications; the failure of the element makes continued normal operation of
at least some elements in the enclosure impossible; some elements within the enclosure may be able
to contihue' normal operation

3.110
device

mechanical, electrical, or electronic contrivance with a specific purpose

3.1.1
device server
class whose objects process, or an object that processes, commands (see 3.1.6); see SAM-4

3.1.12

device slot

position into which a SCSI device may be inserted in an enclosure; the position provides appropriate
power, signal, and control connections to the SCSI device; the position may also provide mechanical
protection, locking capability, automatic insertion, visual device status indicators, and other features to
manage the SCSI device in the enclosure
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3.1.13

element

portion of an enclosure (see 3.1.15) that is controlled, interrogated, or described by the enclosure
services process (see 3.1.17)

3.1.14
element type
type or kind of element (see 3.1.13) (e.g., Array Device Slot, Power Supply, or Cooling); see clause 7

3.1.15

enclosure
box, rack, or set of boxes providing the powering, cooling, mechanical protection, and external
electronic interfaces for one or more SCSI devices

3.1.16

enclosure services

ES

services that establish the mechanical environment, electrical environment, and external indicators and
controls for the proper operation and maintenance of devices within an enclosure

3.1.17

enclosure services process

process that manages and implements enclosure services and is either a standalone enclosure
services process (see 3.1.37) or an attached enclosure services process’(see 3.1.3); see 4.1

3.1.18
field
group of one or more contiguous bits

3.1.19

hard reset

condition resulting from the events defined by SAM=4 in which the SCSI device performs the hard reset
operations described in SAM-4, this standard, and other applicable command standards (see table 3 in
clause 5)

3.1.20

I_T nexus loss

condition resulting from the events-defined by SAM-4 in which the SCSI device performs the |_T nexus
loss operations described in SAM-4; this standard, and other applicable command standards (see table
3 in clause 5)

3.1.21

information condition

an enclosure conditiof-that should be made known to the application client (see 3.1.1); the condition is
not an error and does not reduce the capabilities of the devices in the enclosure

3.1.22

logical unit

class whose objects implement, or an object that implements, a device model that manages and
processes commands (see 3.1.6) sent by an application client (see 3.1.1); see SAM-4

3423

fogical unit number
LUN
identifier for a logical unit; see SAM-4

3.1.24

logical unit reset

condition resulting from the events defined by SAM-4 in which the logical unit performs the logical unit
reset operations described in SAM-4, this standard, and other applicable command standards (see
table 3 in clause 5)
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3.1.25

noncritical condition

enclosure condition established when one or more elements inside the enclosure have failed or are
operating outside of their specifications; the failure of the elements does not affect continued normal
operation of the enclosure; all SCSI devices in the enclosure continue to operate according to their
specifications; the ability of the devices to operate correctly if additional failures occur may be reduced
by a noncritical condition

3.1.26

obiect
entity with a well-defined boundary and identity that encapsulates state and behavior; see SAM-4

3.1.27

power on

condition resulting from the events defined by SAM-4 in which the SCSI device performs the\power on
operations described in SAM-4, this standard, and other applicable command standards;(see table 3 in
clause 5)

3.1.28

primary subenclosure

subenclosure (see 3.1.39) whose enclosure services process (see 3.1.1%) provides access to the
enclosure services information of all the subenclosures in an enclosure (see 3.1.15); see 4.3

3.1.29

redundancy

the presence in an enclosure of one or more elements capable of automatically taking over the
functions of an element that has failed

3.1.30

SCSl initiator device

class whose objects originate, or an object that griginates, device service and task management
requests to be processed by a SCSI target devige (see 3.1.33) and receives device service and task
management responses from SCSI target devices; see SAM-4

3.1.31

SCSl initiator port

class whose objects act, or an objec¢iithat acts, as the connection between application clients (see
3.1.1) and a service delivery subsystem through which requests, indications, responses, and
confirmations are routed; see SAM-4

3.1.32

SCSI port

class whose objectsconnect, or an object that connects, the application client (see 3.1.1), device
server (see 3.1.11),.0r task manager (see 3.1.41) to a service delivery subsystem; a SCSI port is one of
a SCSl initiator-port (see 3.1.31) or a SCSI target port (see 3.1.34); see SAM-4

3.1.33

SCSI target device

class whose objects receive, or an object that receives, device service and task management requests
from SCSI initiator devices (see 3.1.33) for processing and sends device service and task management
responses to SCSI initiator devices; see SAM-4

3.1.34

SCSI target port

class whose objects act, or an object that acts, as the connection between device servers (see 3.1.11)
and task managers (see 3.1.41) and a service delivery subsystem through which requests, indications,
responses, and confirmations are routed; see SAM-4

3.1.35

secondary subenclosure

subenclosure (see 3.1.39) whose enclosure services process (see 3.1.17) does not provide access to
the enclosure services information of all the subenclosures in an enclosure (see 3.1.15); see 4.3
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3.1.36

simple subenclosure

subenclosure (see 3.1.39) that does not support any SES diagnostic page (see 6.1.1) except the Short
Enclosure Status diagnostic page (see 6.1.11); see 4.3.3

3.1.37
standalone enclosure services process
enclosure services process (see 3.1.17) that is also the device server (see 3.1.11); see 4.1.2

3.1.38

status element
data structure used to access an element (see 3.1.13) via the Enclosure Status diagnostic page (see
6.1.4); see clause 7

3.1.39

subenclosure

portion of an enclosure (see 3.1.15) accessed through a primary subenclosure’s (see 3.1.28) enclosure
services process (see 3.1.17); see 4.3

3.1.40

task management function

task manager (see 3.1.41) service capable of being requested by an applieation client (see 3.1.1) to
affect the processing of one or more commands (see 3.1.6); see SAM-4

3.1.41

task manager

class whose objects control, or an object that controls the sequencing of commands (see 3.1.6) and
processes task management functions (see 3.1.40); see SAM-4

3.1.42

text string

string of characters using the character encoding<and language indicated by the Language element
(see 7.3.18) containing only graphic characters; text strings do not contain the NULL character
(i.e., 00h or 0000h)

3.1.43

threshold control element

data structure used to access an-element (see 3.1.13) via the Threshold Out diagnostic page (see
6.1.8); see clause 7

3.1.44

threshold status element

data structure used toraccess an element (see 3.1.13) via the Threshold In diagnostic page (see 6.1.9);
see clause 7

3.1.45

type descriptor

type descriptor header (see 3.1.46) and corresponding type descriptor text, if any, accessed via the
Configuration diagnostic page (see 6.1.2)

3.1446
type descriptor header

data structure In the Configuration diagnostic page (See 6.1.2) defining a Set of elements (see 3.1.13)
sharing the same element type (see 3.1.14) and type descriptor text (see 3.1.47)

3.1.47

type descriptor text

text string (see 3.1.42) reported in the Configuration diagnostic page (see 6.1.2) describing the
elements (see 3.1.13) defined by a type descriptor (see 3.1.45)

3.1.48

unrecoverable condition

enclosure condition established when one or more elements inside the enclosure have failed and have
disabled some functions of the enclosure; the enclosure may be incapable of recovering or bypassing
the failure and requires repairs to correct the condition
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3.1.49
wrapping counter
counter that wraps back to zero after reaching its maximum value

3.2 Symbols and abbreviations

AC alternating current

CcDB command descriptor block (see 3.1.7)

DC direct current

ES encloSure Services (see 3.1.16)

ESI enclosure services interface (see SFF-8067)

FCP Fibre Channel Protocol standard (any version)
FCP-4 Fibre Channel Protocol - 4 standard (see clause 2)
GPIO general purpose input/output

LED light emitting diode

LSB least significant bit

LUN logical unit number (see 3.1.23)

MSB most significant bit

ROM read only memory

RMS root mean squared

rpm revolutions per minute

SAS Serial Attached SCSI standard (any version)

SAS-2 Serial Attached SCSI - 2 standard (see)clause 2)
SCA-2 Single Connector Attach connector (see SFF-8067)
SCSI Small Computer System Interfacefamily of standards (see clause 2)
SAM-4 SCSI Architecture Model - 4 standard (see clause 2)
SCC SCSI Controller Commands,standard (any version)
SCC-2 SCSI Controller Commanids - 2 standard (see clause 2)
SPC-4 SCSI Primary Commands - 4 standard (see clause 2)

3.3 Keywords

3.31.

invalid

A keyword used to describg an illegal or unsupported bit, byte, word, field or code value. Receipt of an
invalid bit, byte, word, fieldjor code value shall be reported as an error.

3.3.2
mandatory
A keyword indicating an item that is required to be implemented as defined in this standard.

3.3.3
may
A keyword that indicates flexibility of choice with no implied preference (equivalent to “may or may
not™).

334
may not
Keywords that indicates flexibility of choice with no implied preference (equivalent to “may or may not”).

3.3.5

obsolete

A keyword indicating that an item was defined in prior standards but has been removed from this
standard.
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3.3.6

optional

A keyword that describes features that are not required to be implemented by this standard. However, if
any optional feature defined in this standard is implemented, it shall be implemented as defined in this
standard.

3.3.7
prohibited
A keyword used to describe a feature, function, or coded value that is defined in a non-SCSI standard

(i e2a standard that is not a member of the SCS| ‘anily of efnndnrdc) towhich this standard makes a

normative reference where the use of said feature, function, or coded value is not allowed_ for
implementations of this standard.

3.3.8

reserved

A keyword referring to bits, bytes, words, fields and code values that are set agide for future
standardization. Their use and interpretation may be specified by future extensions\to this or other
standards. A reserved bit, byte, word or field shall be set to zero, or in accordance with a future
extension to this standard. Recipients are not required to check reserved bits, bytes, words or fields for
zero values. Receipt of reserved code values in defined fields shall be reported-as an error.

3.3.9

shall

A keyword indicating a mandatory requirement. Designers arécrequired to implement all such
mandatory requirements to ensure interoperability with other products that conform to this standard.

3.3.10

should

A keyword indicating flexibility of choice with a strongly«preferred alternative (equivalent to "is strongly
recommended”).

3.3.11

vendor specific

Something (e.g., a bit, field, or code value) that is not defined by this standard and may be used
differently in various implementations.

34 Conventions

Certain words and terms used in this standard have a specific meaning beyond the normal English
meaning. These words and:terms are defined either in clause 3 or in the text where they first
appear.

Names of SCSI commands, statuses, sense keys, and additional sense codes are in all uppercase
(e.g., SEND DIAGNOSTIC command).

Names of SCSVdiagnostic pages, mode pages, log pages, and elements are in mixed case (e.g.,
DisconnectrReconnect mode page).

Namesof fields are in small uppercase (e.g., PAGE LENGTH). Normal case is used when the
cohtents of a field are being discussed. Fields containing only one bit are usually referred to as the
NAME bit instead of the NAME field.

Normal case is used for words having the normal English meaning.

A binary number is represented in this standard by any sequence of digits consisting of only the
Western-Arabic numerals 0 and 1 immediately followed by a lower-case b (e.g., 0101b).
Underscores or spaces may be included in binary number representations to increase readability
or delineate field boundaries (e.g., 0 0101 1010b or 0_0101_1010b).

A hexadecimal number is represented in this standard by any sequence of digits consisting of only
the Western-Arabic numerals 0 through 9 and/or the upper-case English letters A through F
immediately followed by a lower-case h (e.g., FA23h). Underscores or spaces may be included in
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hexadecimal number representations to increase readability or delineate field boundaries (e.g., B
FD8C FA23h or B_FD8C_FA23h).

A decimal number is represented in this standard by any sequence of digits consisting of only the
Western-Arabic numerals 0 through 9 not immediately followed by a lower-case b or lower-case h
(e.g., 25).

This standard uses the following conventions for representing decimal numbers:

n) the decimal cnpnrnfnr (i e enpnrnfing the infngnr and fractional pnrﬁnnc of the nnmhnr) S 2
period;

b) the thousands separator (i.e., separating groups of three digits in a portion of the number)is a
space; and

c) the thousands separator is used in both the integer portion and the fraction portion ofia number.

Table 1 shows some examples of decimal numbers using various numbering conventions.

Table 1 — Numbering conventions

French English This standard
0,6 0.6 0.6
3,141 592 65 3.14159265 3.141692 65
1000 1,000 1000
1323 462,95 1,323,462.95 1323 462.95

A decimal number represented in this standard with an overline over one or more digits following
the decimal point is a number where the overlined digits are infinitely repeating (e.g., 666.6 means
666.666 666... or 666 2/3, and 12.142 857 means(12.142 857 142 857... or 12 1/7).

Lists sequenced by letters (e.g., a) red, b).blue, c) green) show no ordering relationship between
the listed items. Lists sequenced by numbers (e.g., 1) red, 2) blue, 3) green) show an ordering
relationship between the listed items:'lists are associated with an introductory paragraph or
phrase, and are numbered relative tothat paragraph or phrase (i.e., all lists begin with an a) or 1)
entry).

In the event of conflicting information the precedence for requirements defined in this standard is:

1) text;
2) tables; then
3) figures.

Notes do not constitute any requirements for implementers.
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4 SCSI enclosure services model

4.1 Access to the enclosure services process
411 Access to the enclosure services process overview

Enclosures may provide power, cooling, and protection for devices. In addition, enclosures may
provide external indicators about the state of the enclosure and devices. The indicators may
identify the enclosure, identify proper operation of the devices and enclosure elements, provide
indications of the state of RAID devices in the enclosure, and provide failure and maintenance

Information. some of the individual elements of an enclosure may be removable and replaceable
while the enclosure continues to operate. An enclosure services process typically manages.all
these enclosure elements and communicates with the SCSI application client. All those elements
managed by the enclosure services process are in the enclosure domain of that process? The
enclosure domain may extend outside the actual box containing the enclosure services, process.
As an example, an Uninterruptible Power Supply element may be located remotely and attached to
the enclosure services process by a serial link.

The application client has two mechanisms for accessing the enclosure services process, both
using the RECEIVE DIAGNOSTIC RESULTS and SEND DIAGNOSTIC commands (see SPC-4):

a) directly to a standalone enclosure services process (see 4.1.2); or
b) indirectly through a logical unit of another peripheral device.type (e.g., a block device) to an
attached enclosure services process (see 4.1.3).

4.1.2 Standalone enclosure services process

An application client may address the enclosure services"process as a logical unit having the
peripheral device type of enclosure services (i.e., 0Dh)\(see the INQUIRY command in SPC-4).
The commands for this peripheral device type are described in clause 5.

Standalone enclosure services processes shall set the ENCSERV (enclosure services) bit to one in
the Standard INQUIRY data (see SPC-4).

The application client uses the SEND DIAGNOSTIC command and the SES control-type diagnostic
pages (see 6.1) to set various indicators and states within the enclosure domain, allowing the
enclosure to provide the most appropriate environment for the other SCSI devices contained within
it. Similarly, the application client_requests information from the enclosure services process using
the RECEIVE DIAGNOSTICRESULTS command and the SES status-type diagnostic pages (see
6.1) to examine various-status and warning information available from the enclosure. The
diagnostic pages and page-formats are defined in 6.1.

The Enclosure Seryices Management mode page (see 6.3.2) may be implemented by a standalone
enclosure services \process.



https://standardsiso.com/api/?name=aef8022c8c992ab01a91a8d41474c5fc

—-24-— 14776-372 © ISO/IEC:2011(E)

Figure 1 shows an example of an enclosure with a standalone enclosure services process.

Enclosure
SCSl target Additional
SCS| target device SCSI target
por-t deViCB(S)
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; o . Power
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enclosure service objects (e.g., | [
process D fans)
(the interfaces to the objects are
outside the scope of this standard Temperature B
(e.g., GPIOs, serial buses)) Sensor(s)
I

I
Additional
object(s)

Figure 1.— Standalone enclosure services process

41.3 Attached enclosure services process

An application client,may also be able to address the enclosure services process using a logical
unit with some other-peripheral device type (e.g., a block device) as a transport for enclosure
services information. Such peripheral devices have a communications connection to the attached
enclosure ser\icés process defined outside this standard (e.g., the Enclosure Services Interface
(ESI) in SEF<8067). The attached enclosure services process is not accessible as its own logical
unit; instead, it transports the standard enclosure services information through the addressed
logicalunit.

A device server with an attached enclosure services process shall set the ENCSERV (enclosure
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process may or may not be currently attached.

Such device servers shall use the same SEND DIAGNOSTIC and RECEIVE DIAGNOSTIC
RESULTS commands and page formats used by a standalone enclosure services process (see
4.1.2), but otherwise support the peripheral device model specified by their peripheral device type
value.

An application client determines whether an enclosure services process is attached to the device
server by using the RECEIVE DIAGNOSTIC RESULTS command to request a Configuration
diagnostic page (see 6.1.2). If the device server is not able to communicate with an enclosure
services process, the device server shall terminate the command as described in 4.8.
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The Enclosure Services Management mode page (see 6.3.2) may be implemented by a logical unit
that allows access to an attached enclosure services process.

NOTE 3 One example using an attached enclosure services process is an enclosure of Fibre Channel disk drives with SCA-2
connectors defined in SFF-8067. The SCA-2 connector include pins for an Enclosure Services Interface (ESI). The backplane
connects selected disk drives’ ESI interfaces to an enclosure management processor serving as the attached enclosure services
process.

Figure 2 shows an example of an enclosure with an attached enclosure services process.
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device type other than SES Additional supply(s)

logical unit(s)

(e.g. 00h (direct-access
block device))

I—I:

Device server
(forwards diagnostic Cooling [
page 01h - 2Fh device(s) ]
accesses) o (e.g., fans)

4 @ e

The interface to the

attached enclosure services Temperature | |
process is outside the scope sensor(s)
of this standard (e,g\.the
ESl interface in, SFF-8067) |
I
Attached enclosure §
services processo§ Additional
@) (the interfaces to the devices are device(s)
(e.g., a standalone tigrocontroller) outside the scope of this standard

{e.g., GPIOs, serial buses))

Figure 2 — Attached enclosure services process

The only>SCSI device condition (see SAM-4) supported by an attached enclosure services process
is power on. The logical unit does not communicate hard reset, logical unit reset, or |_T nexus loss
toé-the attached enclosure services process.

4.2 Management of indicators and controls

An application client uses the SEND DIAGNOSTIC command to transmit control information to the
enclosure services process. The control information may include internal and external state
indicators as well as instructions to the enclosure to perform certain operations or to modify its
operating mode.

The internal and external state indicators may be set to one or zero by any application client. The
instructions of the application client may be ignored or overridden by the enclosure services
process to assure that the proper state information is available to any application client that wants
to sense an indicator (e.g., an application client may set the CRIT bit to zero in the Enclosure
Control diagnostic page (see 6.1.3) to specify that it believes that a critical condition does not exist
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in the enclosure. The enclosure may choose to ignore the instruction if a critical condition still
exists.

The instructions to the enclosure may be ignored by the enclosure services process if the
instructions request an operation not implemented by the enclosure. Enclosure services processes
may modify the values requested by an application client to the most appropriate value
implemented in the enclosure. Instructions may also be ignored if the enclosure services process
detects that the instructions would generate undesirable conditions within the enclosure. As an
example, an application client may choose to save energy by selecting low fan speeds, but the

encliosure services process Inay I1gnore tne request because Tnign amblient termperatures dre
present, requiring high fan speeds.

An application client uses the RECEIVE DIAGNOSTIC RESULTS command with the Pcv hit set to
one to obtain many kinds of enclosure status information. The information shall indicate"the actual
state of the enclosure. The actual state is a vendor specific combination of the indjcations set by
the instructions from application clients and the indications established by the enclésure services
process.

4.3 Subenclosures
4.3.1 Subenclosures overview
An enclosure consists of one subenclosure or multiple subenclosurés;

When a single subenclosure is present, it is considered the primary subenclosure. There are no
secondary subenclosures.

When multiple subenclosures are present:

a) the primary subenclosure is the subenclosdre whose enclosure services process provides
access to enclosure services information of all the subenclosures; and
b) all other subenclosures are considered secondary subenclosures.
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Figure 3 shows an example of subenclosures.

Enclosure

Primary subenclosure (subenclosure identifier 00h)
(shown with a standalone enclosure services process)

Enclosure Vendor-
Scsc:otﬁrget | services process/ [ | specific
teviceservet rrterface

Element | | Element | | Element Element

Secondary subenclosure A (not 00h)

Enclosure — ‘:sgslz';
services process gt
Element | | Element | | Element Q‘Eent

Secondary subenclosgre N (not 00h)
N _
Endlosure | ‘;sgg‘;;
se S process AL
//’/’_r\/ \
Element‘ %I’ement Element Element

Figure 3 — Subenclosures

Each subenclosure-is identified by a one-byte subenclosure identifier. The primary subenclosure
shall have a subenclosure identifier of 00h. The primary subenclosure shall assign a non-zero
subenclosutedentifier for each secondary subenclosure. The relationship between the
subenclosure’identifier and the subenclosure’s location is vendor specific.

The enclosure services information from multiple subenclosures is combined together into a single
set'of' SES diagnostic pages by the primary subenclosure. The information from each subenclosure
isdistinguished in the Configuration diagnostic page (see 6.1.2) by its subenclosure identifier.

The primary subenclosure may access enclosure service information in a subenclosure using the
SEND DIAGNOSTIC command and RECEIVE DIAGNOSTIC RESULTS commands over a SCSI
transport protocol, or may use a vendor-specific interface.

4.3.2 Generation code

The primary subenclosure’s enclosure services process shall maintain a four-byte wrapping
counter called the generation code. The generation code shall be incremented by one every time
that the Configuration diagnostic page changes (e.g., there is a change in the number or
configuration of subenclosures). The counter shall not be changed because of status element
changes. Enclosures that do not change in configuration should set the generation code to
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00000000h. If the generation code is at its maximum value (i.e., FFFFFFFFh), it shall wrap to
00000000h. The generation code should be set to 00000000h on power on.

The relationship between the subenclosure identifier and the subenclosure is fixed for a particular
configuration and generation code. As subenclosures are added or removed, the configuration and
generation code shall change. The addition or removal of a subenclosure may result in a change in
the relationship between a physical subenclosure and the corresponding subenclosure identifier.

The generation code is reported in most SES status-type diagnostic pages (see 6.1). The expected

([a) =l al o 4\

FH A H p= 1 £ 1+ P~ H 4+ L
YT ativiT CUUT To UoTU TTT TTTUOL VLU LUTTU ULy VU UTAYTTUOUL Yaytvo (oCT U. T/,

Standalone enclosure services processes (see 4.1.2) shall establish a unit attention condition(see
SAM-4 and SPC-4) for all I_T nexuses when there is a change in the generation code. The
additional sense code for the unit attention condition shall be TARGET OPERATING CONDITIONS
HAVE CHANGED. The unit attention condition shall be cleared for all |_T nexuses without being
reported if a RECEIVE DIAGNOSTIC RESULTS command is processed thatequests the
Configuration diagnostic page (i.e., the PCv bit is set to one and the PAGE CODE fi€ld is set to 01h).

Application clients accessing an attached enclosure services process (see 4:1.3) should verify that
the generation code has not unexpectedly changed, since no unit attentioh condition is established
by the device server.

4.3.3 Simple subenclosures

A simple subenclosure is a subenclosure that does not support any SES diagnostic page (see
6.1.1) except the Short Enclosure Status diagnostic page (see' 6.1.11). If a simple subenclosure is
a primary subenclosure, no secondary subenclosures exist.

The enclosure services process in a simple subenclosure shall always return the Short Enclosure
Status diagnostic page, regardless of which SES‘diagnostic page is requested by a RECEIVE
DIAGNOSTIC RESULTS command. If a simple subenclosure is used as a secondary
subenclosure, it shall be represented by a Simple Subenclosure element (see 7.3.24).

The enclosure services process in a simple subenclosure shall terminate any SEND DIAGNOSTIC
command using an SES diagnostic page code with CHECK CONDITION status with a sense key
set to ILLEGAL REQUEST and an.additional sense code set to UNSUPPORTED ENCLOSURE
FUNCTION.
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4.3.4 Multiple enclosure services processes in a subenclosure

A subenclosure may be managed by more than one enclosure services process, as shown in
figure 4.

Enclosure
Primary subenclosure (subenclosure identifier 00h)

SCSl target Enclosure services process/device server Venqor

t —~ (RELATIVE ENCI OSURE SERVICES PROCESS =  specific

PO IDENTIFIER field set to 001b) interface
Element | ... | Element | | Element | ... | Element | | Element | ... | Element

SCS! target Enclosure services process/device server Venc_lor

t — (RELATIVE ENCLOSURE SERVICES PROCESS specific

po IDENTIFIER field set to 010b) ibterface

Note 1 - Standalone enclosure services processes are shiown in this example.

Note 2 - Each enclosure services process reports the NUMBER OF ENCLOSURE
SERVICES PROCESSES field set to 010b.

Note 3 - Elements may be accessible by a single®ehclosure services process
or by multiple enclosure services procgsses.

Secondary subenclosures (if any)

Figure 4 — Multiple enclosure service processes in a subenclosure

Elements may be accessible by phe"or more of the enclosure services processes. Coordination of
access between multiple enclosure services processes is vendor specific.

4.4 Use of the Enclosure Busy diagnostic page

An enclosure services, process may return the Enclosure Busy diagnostic page (see 6.1.12) with
the BUSY bit set to one’rather than the requested diagnostic page when it is temporarily unable to
provide the requested diagnostic page.

4.5 Invalid-field errors

A standalone enclosure services process (see 4.1.2) shall report errors detected while processing
the SEND DIAGNOSTIC command and the RECEIVE DIAGNOSTIC RESULTS commands as
defined in SPC-4 (e.g., if the PAGE CODE field in the parameter list for the SEND DIAGNOSTIC
command is set to an unsupported value, terminate the command with CHECK CONDITION status

with the sense key set to ILLEGAL REQUEST).
For an attached enclosure services process (see 4.1.3):

a) for the SEND DIAGNOSTIC command with the PF bit set to one and the PAGE CODE field in the
parameter list set to a value in the SES diagnostic page code range (see 6.1.1), the device
server is not capable of completely checking the fields in the CDB and parameter list. Instead,
the device server shall pass the page code and parameter list to the attached enclosure
services process and complete the command with GOOD status;

b) for the SEND DIAGNOSTIC command with PF bit set to zero or with the PF bit set to one and
the PAGE CODE field in the parameter list set to a value outside the SES diagnostic page code
range (see 6.1.1), the device server shall report errors detected while processing other fields in
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the CDB and while processing parameter lists containing page codes outside the SES
diagnostic page code range as defined in SPC-4;

c) for the RECEIVE DIAGNOSTIC RESULTS command with the Pcv bit set to one and the PAGE
CODE field set to a value in the SES diagnostic page code range (see 6.1.1), the device server
is not capable of completely checking the fields in the CDB. Instead, the device server shall
pass the page code to the attached enclosure services process, retrieve the diagnostic page, if
any, from the attached enclosure services process and return it to the application client as
parameter data, and complete the command with GOOD status; and

d) for the RECEIVE DIAGNOSTIC RESULTS command with the PCV bit set to zero or with the pcv

bit set to one and the PAGE CODE field set to a value outside the SES diagnostic page code
range (see 6.1.1), the device server shall report errors detected while processing other fields, in
the CDB and while processing page codes outside the SES diagnostic page code range as
defined in SPC-4.

The attached enclosure services process uses the INVOP bit in the Enclosure Status*diagnostic
page (see 6.1.4) and the Threshold In diagnostic page (see 6.1.9) to report errors,

To report errors detected in the SEND DIAGNOSTIC command CDB fields ar \parameter list, the
attached enclosure services process shall:

a) if the PAGE CODE field is set to an unsupported value, set the INVOP bit to one in the next
Enclosure Status diagnostic page returned to any application client;

b) if the PAGE CODE field is set to 05h (i.e., Threshold Out diagnostic page) and that is a supported
value, set the INVOP bit to one in the next Threshold In diagnostic page (see 6.1.9) returned to
any application client; and

c) if the PAGE CODE field is set to a supported value otherthan 05h, set the INVOP bit to one in the
next Enclosure Status diagnostic page (see 6.1.4)xeturned to any application client.

To report errors detected in the RECEIVE DIAGNOSTIC RESULTS command CDB fields, the
attached enclosure services process shall:

a) if the PAGE CODE field is set to an unsupported value, return no data; and

b) if the PAGE CODE field is set to a supported value, set the INVOP (invalid operation requested) bit
to one in the next Enclosure Status diagnostic page (see 6.1.4) returned to any application
client. If this command is returning the Enclosure Status diagnostic page, report the error in this
command.

The attached enclosure services process may include an Invalid Operation Reason element (see
7.3.12) in the element list tosindicate the reason for the error.

4.6 Thresholds

For elements that haye limited sensing capability (e.g., temperature sensors, uninterruptible power
supplies, voltageysensors, and current sensors), an enclosure services process may support
reporting when.the element crosses certain threshold values:

a) _ahigh critical threshold;
b)<-a high warning threshold;

c) “a low warning threshold; and
d) alow critical threshold.

Thresholds are supported using the Threshold Out diagnostic page (see 6.1.8), the Threshold In
diagnostic page (see 6.1.9), the threshold control element (see 7.2.4), and the threshold status
element (see 7.2.4).

When the value of a sensed parameter increases above the high critical threshold value or falls
below the low critical threshold value, the enclosure services process shall report a critical
condition to the application client by one of the mechanisms defined in 4.7. For those device
servers that use CHECK CONDITION status to indicate enclosure failures (see 4.7.4), the
command shall be terminated and the sense key shall be set to HARDWARE ERROR and the
additional sense code shall be set to ENCLOSURE FAILURE.
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When the value of a sensed parameter increases above the high warning threshold value or falls
below the low warning threshold value, the enclosure services process shall report a noncritical
condition to the application client by one of the mechanisms defined in 4.7. For those device
servers that use CHECK CONDITION status to indicate enclosure failures (see 4.7.4), the
command shall be completed and the sense key shall be set to RECOVERED ERROR and the
additional sense code shall be set to WARNING — ENCLOSURE DEGRADED.

4.7 Reporting methods

171 R f thod .
Many enclosure functions are managed simply by setting controls and testing the status ofthe
elements within an enclosure. However, the enclosure services process also monitors a variety of
warning and error conditions. These conditions may be communicated to an application,client
using any of the following methods:

a) polling (see 4.7.2);

b) polling based on the timed completion function (see 4.7.3);
c) CHECK CONDITION status (see 4.7.4); and

d) asynchronous event notification (see 4.7.5).

4.7.2 Polling

The application client may periodically poll the enclosure by sending'a RECEIVE DIAGNOSTIC
RESULTS command requesting an Enclosure Status diagnostic page (see 6.1.4) with an allocation
length greater than one. The information returned in byte 1 of the-Enclosure Status diagnostic page
includes bits that summarize the status of the enclosure and\its elements as described in 6.1.4. If
one of these bits is set to one, detailed information may then be obtained by the application client
by sending a RECEIVE DIAGNOSTIC RESULTS command requesting a complete Enclosure
Status diagnostic page, Help Text diagnostic page“(see 6.1.5), or Subenclosure Help Text
diagnostic page (see 6.1.14).

4.7.3 Timed completion function

The application client may enable the optional timed completion function using the Enclosure
Services Management mode page (se€‘6:3.2). The application client may then periodically poll the
enclosure by sending a RECEIVE BJAGNOSTIC RESULTS command requesting an Enclosure
Status diagnostic page (see 6.1:4) with an allocation length greater than one. The return of the
diagnostic page may be delayed until one or more of the bits in byte 1 of the diagnostic page are
set to one. The command shall be completed by the device server before the time specified in the
MAXIMUM TASK COMPLETION'TIME field is exceeded whether or not one of these bits is set to one. This
polling option allows the-application client to access warning and error information at a time closer
to the detection of the.information by the enclosure services process.

4.7.4 CHECK-CONDITION status

A standalong& device server should not terminate a RECEIVE DIAGNOSTIC RESULTS command
with CHEE€K CONDITION status to report warning conditions and failure conditions relating to
enclosure services.

Tthe device server may use informational exception conditions (see SPC-4) to indicate conditions

4l PR | " H b
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For attached enclosure services processes (see 4.1.3), the device server shall not terminate
commands with CHECK CONDITION status to indicate the presence of information from the
enclosure services process. Application clients shall use polling (see 4.7.2) to access the
enclosure information through such device servers.


https://standardsiso.com/api/?name=aef8022c8c992ab01a91a8d41474c5fc

4.7.5

-32- 14776-372 © ISO/IEC:2011(E)

Asynchronous event notification

For standalone enclosure services processes with a SCSI target port using a SCSI transport
protocol that supports notification of SES asynchronous events (e.g., Broadcast (SES) in SAS-2),
the enclosure services process:

a)
b)

shall report an asynchronous event when the generation code changes (see 4.3.2);

shall report an asynchronous event when an element change results in a change to the PRDFAIL
bit or the ELEMENT STATUS CODE field in a status element (see 7.2.3) (e.g., an element exceeds
a threshold);

c)

d)

4.8

may report an asynchronous event when an element change does not result in a change to the
PRDFAIL bit or the ELEMENT STATUS CODE field in a status element (see 7.2.3);

should report an asynchronous event when the Element Descriptor diagnostic page (see
6.1.10) changes;

should report an asynchronous event when the Short Enclosure Status diagnostic,page (see
6.1.11) changes;

should report an asynchronous event when the Additional Element Status diagnostic page (see
6.1.13) changes;

should report an asynchronous event when the Download Microcode~Status diagnostic page
(see 6.1.19) changes to a code implementing completion; and

should report an asynchronous event when the Subenclosure-Nickname Status diagnostic
page (see 6.1.21) changes.

Additional sense codes

The additional sense code values defined for this standard.are'described in table 2. The values are
assigned in SPC-4.
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Table 2 — Sense keys and additional sense codes

Sense key Additional sense code Reason
ENCLOSURE SERVICES The enclosure services process has failed in an unknown
FAILURE @ manner.
ENCLOSURE SERVICES The device server communication with the enclosure
TRANSFER FAILURE @ services process has failed.
HARDWARE An unrecoverable enclosure failure (p g from a threshold
ERROR exceeding a critical limit (see 4.6)) has been detected by.
b the enclosure services process. Further information may be
ENCLOSURE FAILURE available using the RECEIVE DIAGNOSTIC RESULTS
command and requesting the Enclosure Status, diagnostig
page (see 6.1.4).
HARDWARE The device server or the enclosure services process
ERROR or ENCLOSURE SERVICES indicated either an error or an invalid format |F;1 their
IULEGAL TRANSFER REFUSED @ communication
REQUEST '
IULEGAL UNSUPPORTED A SEND DIAGNOSTIC command has been attempted to g
REQUEST ENCLOSURE FUNCTION 2 | simple subenclosure (see4:3.3).
The device server comimunication with the enclosure
ENCLOSURE SERVICES .
NOT READY UNAVAILABLE 2 service process has encountered an error, but may becomge
available again.
A noncritical failure (e.g., from a threshold exceeding a
warning limit(see 4.6)) has been detected by the enclosure
RECOVERED | WARNING — ENCLOSURE sefrwces.process. Th.IS maCy be managed by the pc
ERROR DEGRADED P Informational Exceptions Control mode page (see SPC-4).
Further information may be available using the RECEIVE
DIAGNOSTIC RESULTS command and requesting the
Enclosure Status diagnostic page (see 6.1.4).
a May be returned by any logical unit that provides access to enclosure services, either standalone (see 4.1.2) or attached (see
4.1.3).
b

Should only be returned by a standalone enclosure services process in the sense data fora CHECK CONDITION status
returned for a command other than, RECEIVE DIAGNOSTIC RESULTS.
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5 Commands for enclosure services peripheral devices

The commands for standalone enclosure services processes (i.e., logical units with the peripheral
device type of enclosure services (i.e., 0Dh)) (see 4.1.2) are shown in table 3.

Table 3 — Commands for standalone enclosure services processes (part 1 of 2)

Command name 05332“2" Type b | Reference
ACCESS CONTROL IN 86h 0 SPC-4
ACCESS CONTROL OUT 87h 0 SPC-4
GHANGE ALIASES A4h/0Bh 0 SPC-4
INQUIRY f 12h M SPC-4
oG SELECT 4Ch 0 SPC-4
loG SENSE 4Dh 0 SPC-4
MIAINTENANCE IN ﬁgmggﬂ :g 83E X e SCC-2
NIAINTENANCE OUT ﬁjﬂ;ggﬂ :g 82:: X © SCC-2
MODE SELECT (10) 55h 0 SPC-4
MIODE SELECT (6) 15h 0 SPC-4
MODE SENSE (10) 5Ah 0 SPC-4
NIODE SENSE (6) 1Ah 0 SPC-4
HERSISTENT RESERVE IN 5Eh 0 SPC-4
BERSISTENT RESERVE OUT 5Fh 0 SPC-4
READ BUFFER 3Ch 0 SPC-4
RECEIVE DIAGNOSTIC RESULTS °© 1Ch M SPC-4
REDUNDANCY GROUP IN BAh X © SCC-2
REDUNDANCY GROUP OUT. BBh X © SCC-2
REPORT ALIASES A3h/0Bh 0 SPC-4
REPORT IDENTIFYING INFORMATION A3h/05h 0 SPC-4
REPORT LUNS AOh M SPC-4
REPORT PRIORITY A3h/OEh 0 SPC-4
REPORT SUPPORTED OPERATION CODES A3h/0Ch 0 SPC-4
REPORT-SUPPORTED TASK MANAGEMENT FUNCTIONS |  A3h/0Dh 0 SPC-4
REPORT TARGET PORT GROUPS A3h/0Ah 0 SPC-4
REPORT TIMESTAMP ASOFh O SPC=#

a

b

C

Some commands are defined by a combination of operation code and service action. The operation code value is shown
preceding the slash and the service action value is shown after the slash.

M means command implementation is mandatory. O means command implementation is optional. X means command
implementation requirements are detailed in the reference.

SES status-type diagnostic pages (see 6.1) are transferred by the RECEIVE DIAGNOSTIC RESULTS command with the
PCV bit set to one.

SES control-type diagnostic pages (see 6.1) are transferred by the SEND DIAGNOSTIC command with the PF bit set to one.
Device servers are only required to accept a single diagnostic page in each command.

If the SCCS bit is set to one in the standard INQUIRY data (see SPC-4), these commands shall be supported as required by
SCC-2. If the SCCS bit is set to zero, these commands shall not be supported.

In the standard INQUIRY data (see SPC-4), the MCHNGR bit shall be set to zero.

The following operation codes are obsolete: 16h, 17h, 56h, and 57h.
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Table 3 — Commands for standalone enclosure services processes (part 2 of 2)

Command name Operatign Type b | Reference
code
REQUEST SENSE 03h M SPC-4
SEND DIAGNOSTIC ¢ 1Dh M SPC-4
SET IDENTIFYING INFORMATION A4h/06h O SPC-4
JETPRIORITY AAh/OEN O SPCH
$ET TARGET PORT GROUPS A4h/0Ah 0] SPC+4
SET TIMESTAMP A4h/OFh o] SPC-4
$PARE IN BCh X € SCC-2
$PARE OUT BDh X A& SCC-2
TEST UNIT READY 00h M SPC-4
VOLUME SET IN BEh X € SCC-2
VOLUME SET OUT BFh X € SCC-2
WRITE BUFFER 3Bh 0] SPC-4
Qbsolete 9
Reserved All others

Some commands are defined by a combination of operation code and séervice action. The operation code value is sho
preceding the slash and the service action value is shown after the\slash.

M means command implementation is mandatory. O means @ommand implementation is optional. X means comma
implementation requirements are detailed in the reference.

SES status-type diagnostic pages (see 6.1) are transferred by the RECEIVE DIAGNOSTIC RESULTS command with t
PCV bit set to one.

SES control-type diagnostic pages (see 6.1) are transfetred by the SEND DIAGNOSTIC command with the PF bit set to or]
Device servers are only required to accept a single diagnostic page in each command.

If the SCCS bit is set to one in the standard INQUIRY data (see SPC-4), these commands shall be supported as required
SCC-2. If the SCCS bit is set to zero, these commands shall not be supported.

In the standard INQUIRY data (see SPC-4); the MCHNGR bit shall be set to zero.

The following operation codes are obsplete: 16h, 17h, 56h, and 57h.

hd

he

Py

All the commands are described in the referenced standards. The diagnostic pages accessed by
the SEND DIAGNOSTIC command and the RECEIVE DIAGNOSTIC RESULTS command are
defined in 6.1. The elements accessed by some of the diagnostic pages are defined in clause 7.
The format for the mode parameters and mode page accessed by the MODE SELECT commands
and the MODE SENSE commands are defined in 6.3.
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6 Parameters for enclosure services devices

6.1 Diagnostic parameters
6.1.1 Diagnostic parameters overview

This clause defines the diagnostic page structure and the diagnostic pages that are applicable to
enclosure services devices and other device types that provide communications access to an
enclosure services process. Control pages are accessed with the SEND DIAGNOSTIC command.
Status pages are accessed with the RECEIVE DIAGNOSTIC RESULTS command.

The diagnostic page format is specified in SPC-4. All diagnostic pages have the diagnostic page
header defined in SPC-4, including the PAGE CODE and PAGE LENGTH fields.
The PAGE CODE field identifies the diagnostic page being sent or requested. The page’codes are
defined in table 4.
Table 4 — Diagnostic page codes for enclosure service devices (part 1 of 2)
Page o Control .
code Description or Type Reference
status
00h Supported Diagnostic Pages diagnostic page Status M SPC-4
SES diagnostic pages
01h Configuration diagnostic page Status A 6.1.2
02h Enclosure Control diagnostic page Control A 6.1.3
Enclosure Status diagnostic page Status A 6.1.4
03h Help Text diagnostic page Status B 6.1.5
04h String Out diagnostic page Control B 6.1.6
String In diagnostic page Status B 6.1.7
05h Threshold Out diagnosticpage Control B 6.1.8
Threshold In diagnostic page Status B 6.1.9
06h Obsolete
07h Element Descriptor diagnostic page Status B 6.1.10
08h Short Enclosure Status diagnostic page Status 0] 6.1.11
09h Encleslre Busy diagnostic page Status B 6.1.12
0Ah Additional Element Status diagnostic page Status B 6.1.13
0Bh Subenclosure Help Text diagnostic page Status B 6.1.14
och Subenclosure String Out diagnostic page Control B 6.1.15
Subenclosure String In diagnostic page Status B 6.1.16
0Dh Supported SES Diagnostic Pages diagnaostic page Status B 6117
OEh Download Microcode Control diagnostic page Control B 6.1.18
Download Microcode Status diagnostic page Status B 6.1.19
OFh Subenclosure Nickname Control diagnostic page Control B 6.1.20
Subenclosure Nickname Status diagnostic page Status B 6.1.21

a8 A simple subenclosure responds with a Short Enclosure Status diagnostic page when any SES diagnostic page is

requested by a RECEIVE DIAGNOSTIC RESULTS command. See 4.3.3.

M means mandatory. O means optional. A means mandatory if the Short Enclosure Status diagnostic page is nof
supported, prohibited if the Short Enclosure Status diagnostic page is supported (i.e., in a simple subenclosure). B means
optional if the Short Enclosure Status diagnostic page is not supported, prohibited if the Short Enclosure Status diagnostic
page is supported (i.e., in a simple subenclosure).

b
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Table 4 — Diagnostic page codes for enclosure service devices (part 2 of 2)

Page Control
g Description 2 or Type P| Reference
code
status
10h to 1Fh | Vendor-specific SES diagnostic pages
20h to 2Fh | Reserved for this standard
Additional non-SES diagnastic pages
30h to 3Eh | Reserved for all peripheral device types SPC-4
3Fh See specific SCSI transport protocol for definition SCSI transport
protocol
See specific peripheral device type for definition. )
40h to 7Fh Reserved for the SES peripheral device type SPC-4
80h to FFh | Vendor-specific diagnostic pages SPC-4

P A simple subenclosure responds with a Short Enclosure Status diagnostic page when any SES diagnostic page

requested by a RECEIVE DIAGNOSTIC RESULTS command. See 4.3.3.
M means mandatory. O means optional. A means mandatory if the Short Enclosure” Status diagnostic page is np
supported, prohibited if the Short Enclosure Status diagnostic page is supported (i.€.,_in a simple subenclosure). B mear
optional if the Short Enclosure Status diagnostic page is not supported, prohibited’if/the Short Enclosure Status diagnost
page is supported (i.e., in a simple subenclosure).

wn

b

O W ~

The Supported Diagnostic Pages diagnostic page defined it 'SPC-4 contains a list of all diagnostic
page codes implemented by the device server in ascending order beginning with diagnostic page
code 00h. If the device server is capable of accessing.a diagnostic page that may temporarily or
permanently be unavailable, then its diagnostic_ page code shall be included in the list. The
unavailability of the resources necessary to transfer a diagnostic page shall not result in an error
until a command attempts to access that diagnostic page.

Device servers supporting access to an attached enclosure services process (see 4.1.3) shall
direct diagnostic pages 01h through 2kh to the attached enclosure services process and shall
report all diagnostic page codes 00h!through 2Fh in the Supported Diagnostic Pages diagnostic
page.
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6.1.2 Configuration diagnostic page
6.1.2.1 Configuration diagnostic page overview

The Configuration diagnostic page returns information about the enclosure, including the list of
elements in the enclosure. The element list shall include all elements with defined element status or
controls and may list any other elements in the enclosure. The Configuration diagnostic page provides
enclosure descriptor information and parameters. The Configuration diagnostic page may provide
descriptive text identifying element types in more detail.

The Configuration diagnaostic page is read by the RECFIVE DIAGNOSTIC RESUITS command with a
PCV bit set to one and a PAGE CODE field set to 01h. A PAGE CODE field set to 01h in the parameter list for
a SEND DIAGNOSTIC command is an invalid field error (see 4.5).

Table 5 defines the Configuration diagnostic page.

Table 5 — Configuration diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (01h)
1 NUMBER OF SECONDARY SUBENCLOSURES
2 (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
4 (MSB)
GENERATIONCODE
7 (LSB)
Enclosure descriptor list
8
Enclosure descriptor(s) (one\per subenclosure) (see table 6 in 6.1.2.2)
Type descriptor header list (see 6.1.2.3)
Type. descriptor header(s) (see table 7 in 6.1.2.3)
Type descriptor text list (see 6.1.2.4)
Type descriptor text(s) (one per type descriptor header) (see 6.1.2.4)
n

The PAGE CcODE field is set to 01h.

The NUMBER-OF SECONDARY SUBENCLOSURES field indicates the number of secondary
subenclesures included in the enclosure descriptor list. The primary subenclosure shall be
described by the first enclosure descriptor. Secondary subenclosures shall be described in
subsequent enclosure descriptors, and may be included in any order.

The PAGE LENGTH field indicates the number of hy’rne that follow in the. diagnnefih page

The GENERATION CODE field indicates the value of the generation code (see 4.3.2).

The enclosure descriptor list contains an enclosure descriptor (see 6.1.2.2) for the primary
subenclosure and each secondary subenclosure, if any. The first enclosure descriptor shall
describe the primary subenclosure. Subsequent enclosure descriptors shall describe the
secondary subenclosures, and may be in any order.

The type descriptor header list is defined in 6.1.2.3.

The type descriptor text list is defined in 6.1.2.4.

NOTE 4 The type descriptor text list follows the complete type descriptor header list (i.e., after all type descriptor headers).
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6.1.2.2 Enclosure descriptor
Table 6 defines the enclosure descriptor.

Table 6 — Enclosure descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0 R d RELATIVE ENCLOSURE SERVICES R o | NUMBER OF ENCLOSURE SERVICES
eserve PROCESS IDENTIEIER eserve PROCESSES

1 SUBENCLOSURE IDENTIFIER

2 NUMBER OF TYPE DESCRIPTOR HEADERS

3 ENCLOSURE DESCRIPTOR LENGTH (m - 3)

4

» ENCLOSURE LOGICAL IDENTIFIER

12

19 ENCLOSURE VENDOR IDENTIFICATION

20

PRODUCT IDENTIFICATION
35
36
PRODUCT REVISION'EVEL
39
40
VENDOR-SPECIFIC ENELOSURE INFORMATION
m

The RELATIVE ENCLOSURE SERVICES PROCESSYIDENTIFIER field identifies the enclosure services
process relative to other enclosure servicés processes in the subenclosure. A value of Oh is
reserved.

The NUMBER OF ENCLOSURE SERVICES,PROCESSES field indicates the number of enclosure services
processes in the subenclosure. A'value of Oh indicates the number is not known.

The SUBENCLOSURE IDENT4RIER field indicates the subenclosure (see 4.3) described by this
enclosure descriptor.

The NUMBER OF TYPE _DESCRIPTOR HEADERS field indicates the number of type descriptor headers
(see 6.1.2.3) in_the/Configuration diagnostic page with this subenclosure identifier. The total
number of type.descriptor headers is equal to the sum of the contents of the NUMBER OF TYPE
DESCRIPTORHEADERS fields for the primary subenclosure and all of the secondary subenclosures.

The ENCLOSURE DESCRIPTOR LENGTH field indicates the number of bytes that follow in the enclosure
descriptor. The value shall be a multiple of four, having allowed values between 36 and 252. The
ENCLOSURE DESCRIPTOR LENGTH includes the length of the ENCLOSURE LOGICAL IDENTIFIER field, the
ENCLOSURE VENDOR IDENTIFICATION field, the PRODUCT IDENTIFICATION field, the PRODUCT REVISION
LEVEL field, and any vendor specific enclosure information.

The ENCLOSURE LOGICAL IDENTIFIER field contains a unique logical identifier for the subenclosure. It
shall use an 8-byte NAA identifier, the format of which is defined in SPC-4 vital product data (see
SPC-4). The ENCLOSURE LOGICAL IDENTIFIER field shall be unique to the subenclosure and may be
different than the world wide name of the logical unit providing the enclosure services.

The ENCLOSURE VENDOR IDENTIFICATION field contains the identification string for the vendor of the
subenclosure in the same format as specified for the VENDOR IDENTIFICATION field of the standard
INQUIRY data (see SPC-4). The ENCLOSURE VENDOR IDENTIFICATION field may contain a different
value than the vendor identification of the logical unit providing the enclosure services.
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The PRODUCT IDENTIFICATION field contains the product identification string for the subenclosure in
the same format as specified for the PRODUCT IDENTIFICATION field of the standard INQUIRY data
(see SPC-4). The PRODUCT IDENTIFICATION field may contain a different value than the product
identification of the logical unit providing the enclosure services.

The PRODUCT REVISION LEVEL field contains the product revision level string for the subenclosure in
the same format as specified for the PRODUCT REVISION LEVEL field of the standard INQUIRY data
(see SPC-4). The PRODUCT REVISION LEVEL field may contain a different value than the product
revision level of the logical unit providing the enclosure services.

The VENDOR-SPECIFIC ENCLOSURE INFORMATION field contains vendor-specific information.

6.1.2.3 Type descriptor header list

The type descriptor header list shall contain type descriptor headers in the following order,
regardless of their subenclosure identifiers:

1) type descriptor headers for Device Slot elements and Array Device Slot elements; and
2) type descriptor headers for elements with other element types.

The elements of an enclosure shall be listed in the same order in:

a) the type descriptor header list;

b) the type descriptor text list (see 6.1.2.4);

c) the Enclosure Control diagnostic page (see 6.1.3);
d) the Enclosure Status diagnostic page (see 6.1.4);
e) the Threshold Out diagnostic page (see 6.1.8); and
f) the Threshold In diagnostic page (see 6.1.9).

The type descriptor header is defined in table 7.

Table 7 — Type descriptor header format

Byte | 7 6 5 4 3 2 1 0
0 ELEMENT TYPE
1 NUMBER OF POSSIBLE ELEMENTS
2 SUBENCLOSURE IDENTIFIER
3 TYPE DESCRIPTOR TEXT LENGTH

The ELEMENT TYPE field in the type descriptor header indicates the element type being described in
the type descriptor-The list of element types is shown in table 59 (see 7.1). More than one type
descriptor header'may contain the same ELEMENT TYPE field value (e.g., there may be two power
supplies thatgrovide +12 V and five power supplies that provide +5 V. In this case, a separate TYPE
DESCRIPFOR HEADER may be used for the +12 V power supplies and for the +5 V power supplies).

The NWUMBER OF POSSIBLE ELEMENTS field in the type descriptor header indicates the number of
elements of the indicated type that it is possible to install in the subenclosure. The actual number

re ettt o ttarreo T

accepting. If the NUMBER OF POSSIBLE ELEMENTS field is set to zero, then the type descriptor
corresponds to one overall element and no individual elements. The maximum number of elements
represented by a single type descriptor shall be 255.

The SUBENCLOSURE IDENTIFIER field in the type descriptor header indicates the subenclosure (see
4.3) in which the elements described by this type descriptor reside.

The TYPE DESCRIPTOR TEXT LENGTH field in the type descriptor header indicates the number of bytes
in the type descriptor text (see 6.1.2.4), if any. If the ELEMENT TYPE field is set to a vendor specific
value, then the TYPE DESCRIPTOR TEXT LENGTH field shall be set to a nonzero value and shall have
type descriptor text adequate to identify the element to an application client. Other element types
may have a TYPE DESCRIPTOR TEXT LENGTH field set to 00h.
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6.1.2.4 Type descriptor text list

The type descriptor text list shall contain type descriptor texts in the same order as the type
descriptor headers. If the TYPE DESCRIPTOR TEXT LENGTH field is set to zero in the type descriptor
header, then there is no type descriptor text.

The type descriptor text is a text string from zero to 255 bytes for each type descriptor header (see
6.1.2.3). The text string, if it has a length greater than zero, may contain any descriptive
information about the element type that may be useful to an application client that is displaying the
configuration of the enclosure (e.g., the manufacturer’s part number for a replacement element, a

brief description of the element and its properties, or instructions about configuration limitations
and redundancy requirements of the elements of that type).

The type descriptor text uses the character encoding and language indicated by the ltanguage
element (see 7.3.18).

6.1.3 Enclosure Control diagnostic page

The Enclosure Control diagnostic page provides access to the control elements identified by the
Configuration diagnostic page (see 6.1.2).

The Enclosure Control diagnostic page is written by the SEND DIAGNOSTIC command. A
RECEIVE DIAGNOSTIC RESULTS command with a Pcv bit set to one-and a PAGE CODE field set to
02h is defined as the request to read the Enclosure Status diagnastic’page (see 6.1.4).

Table 8 defines the Enclosure Control diagnostic page.

Table 8 — Enclosure Control. diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (02h)
1 Reserved | INFO ‘ NON-CRIT CRIT ‘ UNRECOV
2 (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
4 (MSB)
EXPECTED GENERATION CODE
7 (LSB)
Control descriptor list
8
Control descriptor (first) (see table 9)
Control descriptor (last) (see table 9)
n
The-PacE-copEfieldis-sette-062h-

The INFO bit, the NON-CRIT bit, the CRIT bit, and the UNRECOV bit are each mandatory and may be set
to one in the enclosure by the application client when the application client has detected that one
or more of the elements in the enclosure are not operating normally.

An INFO (informational condition) bit set to one specifies that the application client is detecting an
informational condition. An INFO bit set to zero has no effect.

A NON-CRIT (noncritical condition) bit set to one specifies that the application client is detecting a
noncritical condition. A NON-CRIT bit set to zero specifies that the application client is not detecting
a noncritical condition. If the enclosure services process has independently determined that a
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noncritical condition is present, then a request from the application client to set the NON-CRIT bit to
zero shall be ignored by the enclosure services process.

A cRIT (critical condition) bit set to one specifies that the application client is detecting a critical
condition. A CRIT bit set to zero specifies that the application client is not detecting a critical
condition. If the enclosure services process has independently determined that a critical condition
is present, then a request from the application client to set the CRIT bit to zero shall be ignored by
the enclosure services process.

TR

I"\\II UI‘II‘\EUU‘V’ (UIIIUUUVGIGb:U \J\Jlld;t;ull) blt OGt tU A\ AR A OpUUIfIUc that thG app:luatlull u:;UIIt ;O
detecting an unrecoverable condition. An UNRECOV bit set to zero specifies that the application
client is not detecting an unrecoverable condition. If the enclosure services process has
independently determined that an unrecoverable condition is present, then a request from the
application client to set the UNRECOV bit to zero shall be ignored by the enclosure services pfocess.

The PAGE LENGTH field specifies the number of bytes that follow in the diagnostic page.

The EXPECTED GENERATION CODE field specifies the expected value of the genération code (see
4.3.2). If the EXPECTED GENERATION CODE field contains the current generation code (i.e., the value
of the generation code field that would be returned by a Configuration diagngstic page at this time),
then the enclosure services process shall process the diagnostic*page. If the EXPECTED
GENERATION CODE field does not contain the current generation cade; then the application client
shall be notified of an invalid field error (see 4.5) and the enclosure services process shall ignore
the remainder of the Enclosure Control diagnostic page.

The control descriptor list contains a control descriptor’for each type descriptor header in the
Configuration diagnostic page (see 6.1.2).

Table 9 defines the control descriptor.

Table 9 — Control descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0
3 Qverall control element (see table 60 in 7.2.2)
Individual control element list
Individual control element (first) (see table 60 in 7.2.2)
m-3
Individual control element (last) (see table 60 in 7.2.2)
m

Theé_averall control element provides control for all the elements corresponding to the type
descriptor header. The general format for the overall control element is defined by table 60 in 7.2.2.

The individual control element list contains an individual control element for each of the possible
elements identified by the NUMBER OF POSSIBLE ELEMENTS field in the corresponding type descriptor
header.

Each control element contains control information for the element. The general format for the
individual control element is defined by table 60 in 7.2.2.
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The individual control elements override the overall control element as defined in table 10.

Table 10 — Control element processing

Individual Overall
control control Description
elementsSELECT| element P
bit SELECT bit
0 The enclosure services process shall not rhangp the element

0 1 The enclosure services process should change the element based en
the overall control element
The enclosure services process should change the element based on

1 Oor1 e
the individual control element

6.1.4 Enclosure Status diagnostic page

The Enclosure Status diagnostic page provides access to the status elements identified by the
Configuration diagnostic page (see 6.1.2).

The Enclosure Status diagnostic page is read by the RECEIVE DIAGN@STIC RESULTS command
with a PCV bit set to one and a PAGE CODE field set to 02h. The transmiSsjon of a page using the SEND
DIAGNOSTIC command with a PAGE CODE field set to 02h is defined as the transmission of an
Enclosure Control diagnostic page (see 6.1.3).

Table 11 defines the Enclosure Status diagnostic page.

Table 11 — Enclosure Status diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (02h)
1 Reserved INVOP INFO NON-CRIT CRIT | UNRECOV
2 (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
4 (MSB)
GENERATION CODE
7 (LSB)
Status descriptor list

8

Status descriptor (first) (see table 12)

Status descriptor (last) (see table 12)
n

The PAGE CODE field is set to 02h.

The INVOP bit, the INFO bit, the NON-CRIT bit, the CRIT bit, and the UNRECOV bit are each mandatory.
The bits may be read with an allocation length greater than one and may be examined by an
enclosure polling procedure to determine if events have occurred that require reading the complete
page. The bits are set independently and may be set in any combination. The bits may be set by
either the enclosure services process or with the Enclosure Control diagnostic page.

The INVOP (Invalid operation requested) bit shall be set to one if an invalid field error has occurred
(e.g., an Enclosure Control diagnostic page with an invalid format has previously been transmitted
to the enclosure services process and an application client has not already been informed of the
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invalid field error) and the SEND DIAGNOSTIC command was not terminated with CHECK
CONDITION status to notify the application client of the invalid field error.

Each time the INVOP bit is set to one:

a) standalone enclosure services processes (see 4.1.2) shall set the INVOP bit to one the first time
they return the Enclosure Status diagnostic page to the same |_T nexus that transmitted the
invalid control-type diagnostic page and shall set the INVOP bit to zero for subsequent requests;
and
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they return the Enclosure Status diagnostic page to any application client and shall set,the
INVOP bit to zero for subsequent requests.

An Invalid Operation Reason status element may be included in the element list as reported by the
Configuration diagnostic page (see 6.1.2). If the INVOP bit is set to zero and an Invalid.©peration
Reason status element (see 7.3.12) is included, then the Invalid Operation Reason status element
shall be ignored.

An INFO (information) bit set to one indicates that one or more information.conditions have been
detected by the enclosure services process or specified by an application.client with the Enclosure
Control diagnostic page. Each time the INFO bit is set to one by any mechanism:

a) standalone enclosure services processes (see 4.1.2) shall sethe INFO bit set to one the first
time they return the Enclosure Status diagnostic page to each I_T nexus and shall set the INFO
bit to zero for subsequent requests; and

b) attached enclosure services processes (see 4.1.3) shall)set the INFO bit set to one the first time
they return the Enclosure Status diagnostic page 1o any application client and may set the INFO
bit to zero for subsequent requests.

An INFO bit shall be set to one once as an indication to the application client that an information
condition is available and not set to one again untit a new information condition occurs.

A NON-CRIT (noncritical condition) bit set to~one indicates that one or more noncritical conditions
have been detected by the enclosure services process or specified by an application client with the
Enclosure Control diagnostic page. A NON-CRIT bit set to zero indicates that both the following
conditions are met:

a) all noncritical conditions*have been corrected in the enclosure; and
b) an application client has set the NON-CRIT bit to zero in the Enclosure Control diagnostic page.

A CRIT (critical condition),bit set to one indicates that one or more critical conditions have been
detected by the enclgSure services process or specified by an application client with the Enclosure
Control diagnostic page. A CRIT bit set to zero indicates that both the following conditions are met:

a) all critical conditions have been corrected in the enclosure; and
b) anapplication client has set the CRIT bit to zero in the Enclosure Control diagnostic page.

An UNRECOV (unrecoverable condition) bit set to one indicates that one or more unrecoverable
conditions have been detected by the enclosure services process or specified by an application
client'with the Enclosure Control diagnostic page. An UNRECOV bit set to zero indicates that both
the following conditions are met:

a) all unrecoverable conditions have been corrected in the enclosure; and
b) an application client has set the UNRECOV bit to zero in the Enclosure Control diagnostic page.

The PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.
The GENERATION CODE field indicates the value of the generation code (see 4.3.2).

The status descriptor list contains a status descriptor for each type descriptor header in the
Configuration diagnostic page (see 6.1.2).
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Table 12 defines the status descriptor.

Table 12 — Status descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0
3 Overall status element (see table 61 in 7.2.3)
Individual status element st
Individual status element (first) (see table 61 in 7.2.3)
m-3 - :
Individual status element (last) (see table 61 in 7.2.3)
m

The overall status element provides summary status for all the elements described by the type
descriptor header and may provide status for elements whose individual’status is not available.
The general format for the overall status element is defined by table-64-in 7.2.3.

The individual status element list contains an individual status-element for each of the possible
elements identified by the NUMBER OF POSSIBLE ELEMENTS field/n the corresponding type descriptor
header.

Each individual status element contains status information for the element. The general format for
the individual status element is defined by table 61 in 7.2.3.

Individual status elements override the overall'status element (e.g., an enclosure with three
temperature sensors may report the average of the three sensors in the overall status element
and/or may report the individual sensor values in the individual status elements). Both the overall
status element and the element statusielement may contain information (e.g., the overall status
element contains the average and the individual status elements contain the specific individual
values).

6.1.5 Help Text diagnostic page

The Help Text diagnostie page contains a text string from the primary subenclosure that describes
the present state of the primary subenclosure and indicates what corrective actions, if any, should
be performed. The Help Text diagnostic page allows enclosure-independent application clients to
return enclosure=specific text describing the state of the enclosure and explaining
enclosure-dependent corrective actions that may be required. This page does not support
secondary subenclosures. For secondary subenclosures, see the Subenclosure Help Text
diagnostic\page (see 6.1.14).

The Help Text diagnostic page is read by the RECEIVE DIAGNOSTIC RESULTS command with a
PEV bit set to one and a PAGE CODE field set to 03h. A PAGE CODE field set to 03h in the parameter

o NP DIA NO ommand n_in d fiald arra aa-4.5)\
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Table 13 defines the Help Text diagnostic page.

Table 13 — Help Text diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (03h)
1 Obsolete
Z VSB
{ ) PAGE LENGTH (n - 3)
3 (LSB)
4
PRIMARY SUBENCLOSURE HELP TEXT
n

The PAGE CODE field is set to 03h.
The PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.

The PRIMARY SUBENCLOSURE HELP TEXT field contains a text string describing what corrective
actions should be performed on the primary subenclosure. The text.string shall use the language
and character set indicated by the Language element (see 7.3.18):

6.1.6 String Out diagnostic page

The String Out diagnostic page transmits an enclosure depgndent binary string from the application
client to the enclosure services process of the primary subenclosure. The binary string may contain
bits describing indicator states, text or graphic displayinformation, or control information outside
the context of the elements defined in the Configuration diagnostic page (see 6.1.2).

This page does not support secondary subehclosures. For secondary subenclosures, see the
Subenclosure String Out diagnostic page (seg’6.1.15).

The format of the binary string is vendor specific. For standalone enclosure services processes
(see 4.1.2), an application client may,select the format of the binary string using the manufacturer
name and mode from the standard INQUIRY data (see SPC-4) or using the enclosure header
information in the Configuration diagnostic page. For attached enclosure services processes (see
4.1.3), an application clientshould select the format of the binary string using the enclosure header
information in the Configuration diagnostic page.

The String Out diagnostic page is written by the SEND DIAGNOSTIC command. A RECEIVE
DIAGNOSTIC RESULTS command with a PCV bit set to one and a PAGE CODE field set to 04h is
defined as thesrequest to read the String In diagnostic page (see 6.1.7).

Table 14 _defines the String Out diagnostic page.

Table 14 — String Out diagnostic page

By —7 6 5 4 3 2 1 0
0 PAGE CODE (04h)
1 Obsolete
2 (MSB)
PAGE LENGTH (n - 3) —
3 (LSB)
4
PRIMARY SUBENCLOSURE STRING OUT DATA
n

The PAGE CODE field is set to 04h.
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The PAGE LENGTH field specifies the number of bytes that follow in the diagnostic page.

The PRIMARY SUBENCLOSURE STRING OUT DATA field shall contain the vendor specific information to
be transferred from the application client to the enclosure services process of the primary
subenclosure.

6.1.7 String In diagnostic page

The String In diagnostic page transmits a subenclosure dependent binary string from the enclosure
services process of the primary subenclosure to the application client. The binary string may

contain bits describing keyboard states, switch states, or the content of other information provided
by the primary subenclosure to the application client.

This page does not support secondary subenclosures. For secondary subenclosures;see the
Subenclosure String In diagnostic page (see 6.1.16).

The format of the binary string is vendor specific. For standalone enclosure services processes
(see 4.1.2), an application client may determine the format of the binary string using the
manufacturer name and mode from the standard INQUIRY data (see SRC-4) or using the
enclosure header information in the Configuration diagnostic page (see 6.1.2). For attached
enclosure services processes (see 4.1.3), an application client should‘sélect the format of the
binary string using the enclosure header information in the Configuration'diagnostic page.

The String In diagnostic page is read by the RECEIVE DIAGNOSTIC RESULTS command with a
PCV bit set to one and a PAGE CODE field set to 04h. The trapsmission of a page using the SEND
DIAGNOSTIC command with a PAGE CODE field set to 04h is defined as the transmission of a String
Out diagnostic page (see 6.1.6).

Table 15 defines the String In diagnostic page.

Table 15 — String In diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (04h)
1 Obsolete
2 MSB
( ) PAGE LENGTH (n - 3)
3 (LSB)
4
PRIMARY SUBENCLOSURE STRING IN DATA
n

The PAGE c@bkefield is set to 04h.
The PAGELENGTH field indicates the number of bytes that follow in the diagnostic page.

The.PRIMARY SUBENCLOSURE STRING IN DATA field shall contain the vendor specific information to be
transferred from the enclosure services process of the primary subenclosure to the application

client.

6.1.8 Threshold Out diagnostic page

The Threshold Out diagnostic page is transmitted to the enclosure services process to establish
threshold values for those elements that have limited sensing capability (e.g., temperature
sensors, uninterruptible power supplies, voltage sensors, and current sensors).

The Threshold Out diagnostic page is written by the SEND DIAGNOSTIC command. A RECEIVE
DIAGNOSTIC RESULTS command with a PcV bit set to one and a PAGE CODE field set to 05h is
defined as the request to read the Threshold In diagnostic page (see 6.1.9).
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Table 16 defines the Threshold Out diagnostic page.

Table 16 — Threshold Out diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (05h)
1 Reserved
Z (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
4 (MSB)
EXPECTED GENERATION CODE
7 (LSB)
Threshold control descriptor list

8

Threshold control descriptor (first) (see table 17)

Threshold control descriptor (last) (seetable 17)
n

The PAGE CODE field is set to 05h.
The PAGE LENGTH field specifies the number of bytes thatfollow in the diagnostic page.

The EXPECTED GENERATION CODE field is defined~in’the Enclosure Control diagnostic page (see
6.1.3).

The threshold control descriptor list contains a threshold control descriptor for each type descriptor
header in the Configuration diagnostic page (see 6.1.2).

Table 17 defines the threshold control descriptor.

Table 17 — Threshold control descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0
3 Overall threshold control element (see table 64 in 7.2.4)
Individual threshold control element list
Individual threshold control element (first) (see table 64 in 7.2.4)
m-3
Individual threshold control element (last) (see table 64 in 7.2.4)
m

The overall threshold control element provides shared threshold control for all the elements
described by the type descriptor header. The general format for the overall threshold control
element is defined in table 64 (see 7.2.4).

The individual threshold control element list contains an individual threshold control element for
each of the possible elements identified by the NUMBER OF POSSIBLE ELEMENTS field in the
corresponding type descriptor header.
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Each individual threshold control element contains threshold control information for the element.
The general format for the individual threshold control element is defined in table 64 (see 7.2.4).

6.1.9 Threshold In diagnostic page

The Threshold In diagnostic page is transmitted from the enclosure services process to the
application client to report the actual threshold values for those elements that have limited sensing
capability (e.g., temperature sensors, uninterruptible power supplies, voltage sensors, and current
sensors).

The Threshold In diagnostic page is read by the RECEIVE DIAGNOSTIC RESULTS command with
a PcV bit set to one and a PAGE CODE field set to 05h. The transmission of a page using the SEND
DIAGNOSTIC command with a PAGE CODE field set to 05h is defined as the transmission-of a
Threshold Out diagnostic page (see 6.1.8).

Table 18 defines the Threshold In diagnostic page.

Table 18 — Threshold In diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (05h)
1 Reserved INVOP Reserved
2 (MSB)
PAGE LENGTH (n(-'3)

3 (LSB)
4 (MSB)

GENERATION CODE
7 (LSB)

Threshold status descriptor list

Threshold status descriptor (first) (see table 19)

Threshold status descriptor (last) (see table 19)

n

The PAGE cODE field is set to 05h.

The INVOP (Invalid\operation requested) bit shall be set to one if a Threshold Out diagnostic page
with an invalid-format has previously been transmitted to the enclosure services process and an
application €lient has not already been informed of the error (i.e., if the SEND DIAGNOSTIC
command ‘'sehding the invalid Threshold Out diagnostic page was not terminated with CHECK
CONDITION status to notify the application client of the error).

Each time the INVOP bit is set to one:

a) standalone enclosure services processes (see 4.1.2) shall set the INVOP bit to one the first time
they return the Threshold In diagnostic page to the same I_T nexus that transmitted the invalid
control page and shall set the INVOP bit to zero for subsequent requests; and

b) attached enclosure services processes (see 4.1.3) shall set the INVOP bit to one the first time
they return the Threshold In diagnostic page to any application client and shall set the INVOP bit
to zero for subsequent requests.

An Invalid Operation Reason threshold status element may be included in the element list. If the
INVOP bit is set to zero and an Invalid Operation Reason threshold status element (see 7.3.12) is
included, then the Invalid Operation Reason threshold status element shall be ignored.

The PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.
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The GENERATION CODE field indicates the value of the generation code (see 4.3.2).

The threshold status descriptor list contains a threshold status descriptor for each type descriptor
header in the Configuration diagnostic page (see 6.1.2).

Table 19 defines the threshold status descriptor.

Table 19 — Threshold status descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0
3 Overall threshold status element (see table 65 in 7.2.5)
Individual threshold status element list
Individual threshold status element (first) (see table 65 in 7;2.5)
m - 3 . . .
Individual threshold status element (last) (see table 65 in 7.2.5)
m

The overall threshold status element provides shared thfeshold status for all the elements
described by the type descriptor header. The general férmat for the overall threshold status
element is defined by table 65 (see 7.2.5).

The individual threshold status element list contains.an individual threshold status element for each
of the possible elements identified by the NUMBER(OF POSSIBLE ELEMENTS field in the corresponding
type descriptor header.

Each individual threshold status element centains threshold status information for the element. The
general format for the individual thresheld status element is defined by table 65 (see 7.2.5).

6.1.10 Element Descriptor diagnoestic page
The Element Descriptor diagnostic page returns a list of vendor-specific, variable-length ASCII

strings, one for each elementiin the Enclosure Status diagnostic page (see 6.1.4).

The Element Descriptor diagnostic page is read by the RECEIVE DIAGNOSTIC RESULTS
command with a pcv(bit set to one and a PAGE CODE field set to 07h. A PAGE CODE field set to 07h in
the parameter listforYa SEND DIAGNOSTIC command is as having an invalid field error (see 4.5).
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Table 20 defines the Element Descriptor diagnostic page.

Table 20 — Element Descriptor diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (07h)
1 Reserved
Z (MSB)
PAGE LENGTH (n - 3) —
3 (LSB)
4 (MSB)
GENERATION CODE r—
7 (LSB)
Element descriptor by type list
8
Element descriptor by type descriptor (first element type) (see table 21)
Element descriptor by type descriptor (last element type) (see table 21)
n

The PAGE CODE field is set to 07h.
The PAGE LENGTH field indicates the number of bytes that*follow in the diagnostic page.
The GENERATION CODE field indicates the value of.th€’ generation code (see 4.3.2).

The element type descriptor list contains an element descriptor by type descriptor for each element
type.

Table 21 defines the element descriptor by type descriptor.

Table 21 —)Element descriptor by type descriptor

Bit 7 6 5 4 3 2 1 0

Byte

Overall descriptor (see table 22)

variable —&=—" Element descriptor (first element) (see table 22)

Element descriptor (last element) (see table 22)

AY2
ray

The overall descriptor contains any descriptor information applying to all elements of the type or
describing elements that have no individual descriptor information. The format of the overall
descriptor is defined in table 22.

Following the overall descriptor, there shall be one element descriptor for each of the possible
elements identified by the NUMBER OF POSSIBLE ELEMENTS field in the corresponding type descriptor
header in the Configuration diagnostic page (see 6.1.2). Each element descriptor contains the
descriptive information for the element. The format of the element descriptor is defined in table 22.
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Table 22 defines the overall descriptor and the element descriptor.

Table 22 — Overall descriptor format and element descriptor format

Bit
Byte 7 6 5 4 3 2 1 0
0
] Reserved
4 VSB
{ ) DESCRIPTOR LENGTH (m - 3)
3 (LSB)
4
DESCRIPTOR
m

The DESCRIPTOR LENGTH field indicates the length in bytes of the DESCRIPTOR field» A DESCRIPTOR
LENGTH of zero indicates that no DESCRIPTOR field is contained in the overall deseriptor or element
descriptor.

The DESCRIPTOR field indicates an ASCII string reporting vendor-spegcific information about the
element. The DESCRIPTOR field shall not be modified by the Language'‘element (see 7.3.18).

6.1.11 Short Enclosure Status diagnostic page
The Short Enclosure Status diagnostic page indicates the status,of a simple subenclossure (see 4.3.3).

Table 23 defines the Short Enclosure Status diagnostic.page.

Table 23 — Short Enclosure-Status diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (08h)
1 SHORT ENCLOSURE STATUS
2 (MSB)
PAGE LENGTH (0000h)
3 (LSB)

The PAGE CODE field is set to 08h.
The SHORT ENCLOSURE STATUS field indicates vendor specific status about the simple subenclosure.

The PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page and is set to
0000h.
6.1.12>Enclosure Busy diagnostic page

Thé Enclosure Busy diagnostic page indicates that the enclosure services process is busy and is
driable to return the requested diagnostic page. See 4.4.

Table 24 defines the Enclosure Busy diagnostic page.

Table 24 — Enclosure Busy diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (09h)
1 Vendor specific ‘ BUSY
2 MSB
( ) PAGE LENGTH (0000h) ——
3 (LSB)
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The PAGE CODE field is set to 09h.

A BUSY bit set to one indicates that the enclosure services process is busy and the application
client should retry the RECEIVE DIAGNOSTIC RESULTS command. A BUSY bit set to zero
indicates that the enclosure services process is not busy and is capable of responding to a
RECEIVE DIAGNOSTIC RESULTS command requesting an SES diagnostic page. The BUSY bit
shall be set to one whenever this diagnostic page is returned in place of another diagnostic page
(i.e., the requested diagnostic page).
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6.1.13 Additional Element Status diagnostic page
6.1.13.1  Additional Element Status diagnostic page overview
The Additional Element Status diagnostic page provides additional information about:

a) Device Slot elements (see 7.3.2);

b) Array Device Slot elements (see 7.3.3);

c) SAS Expander elements (see 7.3.25);

d) SCSI Initiator Port elements (see 7.3.23) containing SAS phys;

e) SCSI Target Port elements (see 7.3.22) containing SAS phys; and
f) Enclosure Services Controller Electronics elements (see 7.3.9).

The Additional Element Status diagnostic page returns an Additional Element Status descriptor for
each of the following elements that have been allowed forby*the NUMBER OF POSSIBLE ELEMENTS
field in the corresponding type descriptor header in the Configuration diagnostic page (see 6.1.2):

a) Device Slot elements;
b) Array Device Slot elements; and
c) SAS Expander elements;

It may include Additional Element Status descriptors for:

a) SCSI Initiator Port elements;
b) SCSI Target Port elements; and
c) Enclosure Services Controller Electronics elements.

The Additional Element Status descriptors shall be in the same order as the status elements in the
Enclosure Status diagnostie'page (see 6.1.4).

The Additional Element Status diagnostic page is read by the RECEIVE DIAGNOSTIC RESULTS
command with a P\ bit set to one and a PAGE CODE field set to 0Ah. A PAGE CODE field set to 0Ah
in the parametertistfor a SEND DIAGNOSTIC command is an invalid field error (see 4.5).
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Table 25 defines the Additional Element Status diagnostic page.

Table 25 — Additional Element Status diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (0Ah)
1 Reserved
Z (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
4 (MSB)
GENERATION CODE
7 (LSB)
Additional Element Status descriptor list
8
Additional Element Status descriptor (first) (see table 26 and‘table 27)
Additional Element Status descriptor (last) (see table 26 and table 27)
n

The PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.
The GENERATION CODE field indicates the value of the generation code (see 4.3.2).

Table 26 defines the format of the Additional Element Status descriptor with the EIP bit set to one.

Table 26 — Additional Element Status descriptor with the EIP bit set to one

Byte | 7 6 5 4 3 2 1 0
0 INVALID Reseryed EIP (1b) PROTOCOL IDENTIFIER
1 ADDITIONAL ELEMENT STATUS DESCRIPTOR LENGTH (X - 1)
2 Reserved
3 ELEMENT INDEX
4
y Protocol-specific information

Table 27 defines the format of the Additional Element Status descriptor with the EIP bit set to zero.

Table 27 — Additional Element Status descriptor with the EIP bit set to zero

Bit -. L - A n ot A D
Byte T O J - L) 4 1 U
0 INVALID Reserved EIP (Ob) PROTOCOL IDENTIFIER
1 ADDITIONAL ELEMENT STATUS DESCRIPTOR LENGTH (X - 1)
2 o :
Protocol-specific information
X

An INVALID bit set to one indicates that the contents of the protocol-specific information are invalid.
An INVALID bit set to zero indicates that the contents of the protocol-specific information are valid.
The enclosure services process may set the INVALID bit to one when the ELEMENT STATUS CODE field
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in the element status for the associated element (see table 62 in 7.2.3) is set to 5h (i.e., not
installed), 6h (i.e., unknown), or 7h (i.e., not available).

An EIP (element index present) bit set to one indicates that the Additional Element Status descriptor
has the format defined in table 26. An EIP bit set to zero indicates that the Additional Element
Status descriptor has the format defined in table 27 (i.e., does not include the two extra bytes
including the ELEMENT INDEX field that are defined in table 26). The EIP bit should be set to one.

The PROTOCOL IDENTIFIER field is defined in SPC-4 and identifies the protocol of the device being
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The ADDITIONAL ELEMENT STATUS DESCRIPTOR LENGTH field indicates the number of bytes that follow
in the Additional Element Status descriptor.

The ELEMENT INDEX field indicates the index of the status element that this descriptor is’describing.
The index is based on the position of the status element in the Enclosure Status diaghostic pages
(see 6.1.4) relative to all other individual status elements. It does not include the overall status
elements.

The contents of the protocol-specific information bytes depend on the e¢ontents of the PROTOCOL
IDENTIFIER field. If the PROTOCOL IDENTIFIER field is set to Oh (i.e,..Fibre Channel), then the
protocol-specific information is defined in table 28 (see 6.1.13.2). If the-PROTOCOL IDENTIFIER field is
set to 6h (i.e., SAS), then the protocol-specific information is defined-in table 32 (see 6.1.13.3).

6.1.13.2 Additional Element Status descriptor protocol-specific information for Fibre
Channel

The Additional Element Status descriptor is used to describe a Device Slot element or an Array Device
Slot element that may contain:

a) a Fibre Channel device; or
b) a SCSI Initiator Port, SCSI Target Port;Jor Enclosure Services Controller Electronics element
that is a Fibre Channel device.

Table 28 defines the Additional Element Status descriptor protocol-specific information for Fibre
Channel devices (see FCP-4) with the-EIP bit set to one.

Table 28 — Additional Element Status descriptor protocol-specific information for Fibre
Channel with the EIP bit set to one

Bit
Byte 7 6 5 4 3 2 1 0
0 NUMBER OF PORTS
1
Reserved

2
3 DEVICE SLOT NUMBER
4 MSB

( ) NODE NAME
11 (LSB)

Port descriptor list

Port descriptor (first) (see table 30)

Port descriptor (last) (see table 30)
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Table 29 defines the Additional Element Status descriptor protocol-specific information for Fibre
Channel devices (see FCP-4) with the EIP bit set to zero. This format does not include the two extra

bytes that are in table 28.

Table 29 — Additional Element Status descriptor protocol-specific information for Fibre

Channel with the EIP bit set to zero

Bit
Byte 7 5 4 3 2 1 0
0 NUMBER OF PORTS
1 Reserved
2 (MSB)
NODE NAME
9 (LSB)
Port descriptor list
10
5 Port descriptor (first) (see table 30)
-15
Y Port descriptor (last) (see table*30)
y

The NUMBER OF PORTS field indicates how many Fibre Channel ports are in the port descriptor list.
There is one port descriptor for each port.

The DEVICE SLOT NUMBER field indicates the number-of'the device slot represented by the element.

The NODE NAME field contains the Node Name, (See FCP-4) of the corresponding Fibre Channel

node.

Table 30 defines the port descriptor.

Table 30 — Port descriptor

Bit

Byte 7 5 4 3 2 1 0
0 PORT LOOP POSITION
1 BYPASS REASON
2
Reserved

3
4 PORT REQUESTED HARD ADDRESS
5 (MSB)

N_PORT IDENTIFIER
7 (LSB)
8 (MSB)

N_PORT NAME B —

15 (LSB)

The PORT LOOP POSITION field indicates the relative position of the corresponding Fibre Channel
port on a Fibre Channel Arbitrated Loop (see FC-AL-2).
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The BYPASS REASON field indicates the reason the corresponding Fibre Channel port is being

bypassed, if it is being bypassed, and is defined in table 31.

Table 31 — BYPASS REASON field

Code Description

Either:
a) the portis not being bypassed; or

00h b) the portis being bypassed and no reason is available (e.q

it is being bypassed by

request of an application client or the device).

01h to OFh Reserved

10h Link failure rate is too high
11h Loss-of-synchronization rate is too high
12h Loss-of-signal rate is too high
13h Primitive sequence protocol error rate is too high
14h Invalid transmission word rate is too high
15h CRC error rate is too high
16h to 1Fh Reserved for error rate reasons
20h Link failure count is too high
21h Loss-of-synchronization count is too high
22h Loss-of-signal count is too high
23h Primitive sequence protocol error count is too high
24h Invalid transmission word count.is\too high
25h CRC error count is too high

26h to 2Fh Reserved for count reasons

30h to BFh Reserved

COh to FFh Vendor specific

port.

The PORT REQUESTED HARD ADDRESS field contains the Preferred Hard Address of the
corresponding Fibre Channel port on a Fibre Channel Arbitrated Loop (see FC-AL-2).

The N_PORT IDENTIFIER field contains the Port Identifier (see FCP-4) of the corresponding Fibre
Channel port{Applications may compare the lower 8 bits of this field with the PORT REQUESTED
HARD ADDRESS field to determine whether the port was assigned its requested address.

The N<PORT NAME field contains the Port_Name (see FCP-4) of the corresponding Fibre Channel

6.1.13.3.1 Additional Element Status descriptor protocol-specific information for SAS
overview

Table 32 defines the Additional Element Status descriptor for SAS devices and expander devices

(see SAS-2). This is used to describe:

a) a Device Slot element or an Array Device Slot element that may contain a SAS device or a

SATA device;
b) a SAS Expander element;
c) a SCSI Initiator Port element containing SAS phys;
d) a SCSI Target Port element containing SAS phys; or
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e) an Enclosure Services Controller Electronics element containing SAS phys.

Table 32 — Additional Element Status descriptor protocol-specific information for SAS
Byte 7 6 5 4 3 2 1 0

0 Descriptor-type specific

1 DESCRIPTOR TYPE Descriptor-type specific

; Descriptor-type specific

The DESCRIPTOR TYPE field is defined in table 33.

Table 33 — DESCRIPTOR TYPE field

Code Description
00b Used for Device Slot elements and Array Device Slot elements (see 6.1.13.3.2)
Used for:
a) SAS Expander elements (see 6.1.13.3.3);
01b b) SCSiI Initiator Port element (see 6.1.13.3.4);

c) SCSI Target Port element (see 6.1.13.3.4); @nd
d) Enclosure Services Controller Electronies.elements (see 6.1.13.3.4).

Al

| others Reserved

6.1.13.3.2 Additional Element Status descriptor protocol-specific information for Device
Slot elements and Array Device Slot elements for SAS

Table 34 defines the Additional Element Status'descriptor protocol-specific information for Device
Slot elements and Array Device Slot elements with the EIP bit (see 6.1.13.1) set to one.

Table 34 — Additional Element Status descriptor protocol-specific information for Device Slo

elements and Array Device Slot elements for SAS with the EIP bit set to one

Bit
Byte 7 6 5 4 3 2 1 0
0 NUMBER OF PHY DESCRIPTORS
1 DESCRIPTQR-TYPE (00Db) Reserved Nggg_L
Reserved
DEVICE SLOT NUMBER
Phy descriptor list
4
) Phy descriptor (first) (see table 36)
z-27 .
Phy descriptor (last) (see table 36)
zZ

Table 35 defines the Additional Element Status descriptor protocol-specific information for Device
Slot elements and Array Device Slot elements with the EIP bit (see 6.1.13.1) set to zero. This
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format does not include the two extra bytes including the DEVICE SLOT NUMBER field that are in table
34.

Table 35 — Additional Element Status descriptor protocol-specific information for Device Slot
elements and Array Device Slot elements for SAS with the EIP bit set to zero

Bit
Byte 7 6 5 4 3 2 1 0
0 NUMBER OF PHY DESCRIPTORS
1 DESCRIPTOR TYPE (00Db) Reserved N,C:); g-L

Phy descriptor list

2
29 Phy descriptor (first) (see table 36)
z-27
Phy descriptor (last) (see table 36)
z

The DESCRIPTOR TYPE field is set to 00b.

The NUMBER OF PHY DESCRIPTORS field indicates how many phy descriptors are in the phy
descriptor list.

A NOT ALL PHYS bit set to one indicates that all phys in.the SAS device or SATA device may or may
not be described. A NOT ALL PHYS bit set to zero indicates that all phys in the SAS device or SATA
device are described.

NOTE 5 The NOT ALL PHYS bit may be set to one for SAS @evices with multiple ports, where the enclosure services process only
has access to information about the phys in one of the parts (e.g., in the same SAS domain as the enclosure services process).

The DEVICE SLOT NUMBER field, if any, indicates the number of the device slot.
Table 36 defines the phy descriptor.

Table 36 — Phy descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0 Reserved DEVICE TYPE Reserved
1 Reserved
SSP STP SMP
2 Reserved INITIATOR | INITIATOR | INITIATOR | Reserved
PORT PORT PORT
SMP
2 SATA PORT - , SSP TARGET |STP TARGET SATA
[] MN\CSCIVTU TARGLC |
SELECTOR PORT PORT DEVICE
PORT
4
” ATTACHED SAS ADDRESS
12
SAS ADDRESS
19
20 PHY IDENTIFIER
21

Reserved

27
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If the device in the device slot is a SAS device, then:

a) the DEVICE TYPE field, SSP INITIATOR PORT bit, STP INITIATOR PORT bit, SMP INITIATOR PORT bit, SSP
TARGET PORT bit, STP TARGET PORT bit, SMP TARGET PORT bit, SAS ADDRESS field, and PHY
IDENTIFIER field contain the values of the fields in the IDENTIFY address frame transmitted by
the phy;

b) the SATA PORT SELECTOR bit shall be set to zero; and

c) the SATA DEVICE bit shall be set to zero.

NOTE 6 The phy transmits these fields in the IDENTIFY address frame to the attached phy (e.g., an expander phy in an

expander device). The enclosure services process may retrieve the values from the attached phy (e.g., an enclosure process
built into an expander device has direct access to the values received by the expander phy).

If the device in the device slot is a SATA device, then:

a) the DEVICE TYPE field shall be set to 000b;

b) the SSP INITIATOR PORT bit shall be set to zero;

c) the STP INITIATOR PORT bit shall be set to zero;

d) the SMP INITIATOR PORT bit shall be set to zero;

e) the SSP TARGET PORT bit shall be set to zero;

f) the STP TARGET PORT bit shall be set to zero;

g) the sMP TARGET PORT bit shall be set to zero;

h) if the SATA device is attached to a SATA port selector, the SATA RORT SELECTOR bit shall be set
to one;

i) if the SATA device is not attached to a SATA port selector, the SATA PORT SELECTOR bit shall be
set to zero;

j) the SATA DEVICE bit shall be set to one;

k) the sas ADDRESS field shall be set to the SAS address of the STP target port of the STP/SATA
bridge, and

[) the PHY IDENTIFIER field shall be set to 00h.

The ATTACHED SAS ADDRESS field contains the, SAS address of the attached phy (e.g., the SAS
address of the expander phy to which the SAS device or SATA device is attached).

NOTE 7 All the fields are from the perspective of the SAS device or SATA device associated with the
element (e.g., the disk drive), not the device (e.g., the expander device) which receives the IDENTIFY
address frame. The attacHED sas AbDRESS, fields for multiple phys in the same SAS device or SATA device
differ if it is attached to more than one SAS domain.

NOTE 8 A SATA device may be attached to more than one SAS domain using a SATA port selector.
6.1.13.3.3 Additional Element Status descriptor protocol-specific information for SAS
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Expander elements
Table 37 defines the Additional Element Status descriptor protocol-specific information for SAS
Expander elements (see SAS-2).

Table 37 — Additional Element Status descriptor protocol-specific information
for SAS Expander elements

Bit
Byte 7 6 5 4 3 2 1 0

0 NUMBER OF EXPANDER PHY DESCRIPTORS

1 DESCRIPTOR TYPE (01b) Reserved

2

Reserved
3
4
SAS ADDRESS
1
Expander phy descriptor list

12

13 Expander phy descriptor (first) (see table 38)
y-1

Expander phy descriptor {last) (see table 38)
y

The DESCRIPTOR TYPE field is set to 01b.

The NUMBER OF EXPANDER PHY DESCRIPTORS field indicates how many expander phy descriptors are
in the expander phy descriptor list.

The sAs ADDRESS field indicates the SASaddress of the expander device.
Table 38 defines the expander phy descriptor.

Table 38 — Expander phy descriptor

Bit

Byte 7 6 5 4 3 2 1 0
0 CONNECTOR ELEMENT INDEX
1 OTHER ELEMENT INDEX

The CONNECTOR ELEMENT INDEX field indicates the index of a SAS Connector element (see 7.3.26)
to whieh the expander phy is attached. If the expander phy is not attached to a connector
represented by a SAS Connector element, then the CONNECTOR ELEMENT INDEX field shall be set to
FER.

The OTHER ELEMENT INDEX field indicates the index of a Device Slot element (see 7.3.2), Array
Device Slot element (see 7.3.3), SAS Expander element (see 7.3.25), SCSI Initiator Port element
(see 7.3.23), SCSI Target Port element (see 7.3.22), or Enclosure Services Controller Electronics
element (see 7.3.9) to which the expander phy is attached. If the expander phy is not attached to
one of those elements, then the OTHER ELEMENT INDEX field shall be set to FFh.

6.1.13.3.4 Additional Element Status descriptor protocol-specific information for SCSI
Initiator Port, SCSI Target Port, and Enclosure Services Controller Electronics elements for
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SAS

Table 39 defines the Additional Element Status descriptor protocol-specific information for SCSI
Initiator Port and SCSI Target Port elements representing SCSI initiator ports and SCSI target ports
with SAS phys.

Table 39 — Additional Element Status descriptor protocol-specific information for SCSI
Initiator Port, SCSI Target Port, and Enclosure Services Controller Electronics
elements for SAS

Bit
Byte 7 6 5 4 3 2 1 0
0 NUMBER OF PHY DESCRIPTORS
1 DESCRIPTOR TYPE (01b) Reserved
2
Reserved
3
Phy descriptor list
4
15 Phy descriptor (first) (see table 40)
y-11 ,

Phy descriptor (last) (see'table 40)

y

The DESCRIPTOR TYPE field is set to 01b.

The NUMBER OF PHY DESCRIPTORS field indicates how many phy descriptors are in the phy
descriptor list.

Table 40 defines the phy descriptor.

Table 40 — Phy descriptor

Byte " 7 6 5 4 3 2 1 0
0 PHY IDENTIFIER
1 Reserved
2 CONNECTOR ELEMENT INDEX
3 OTHER ELEMENT INDEX
: SAS ADDRESS

The PHY IDENTIFIER field indicates the phy identifier (see SAS-2) of the phy.

The CONNECTOR ELEMENT INDEX field indicates the index of a SAS Connector element (see 7.3.26)
to which the phy is attached. If the phy is not attached to a connector represented by a SAS
Connector element, then this field shall be set to FFh.

The OTHER ELEMENT INDEX field indicates the index of a Device Slot element (see 7.3.2), Array
Device Slot element (see 7.3.3), SAS Expander element (see 7.3.25), SCSI Initiator Port element
(see 7.3.23), SCSI Target Port element (see 7.3.22), or Enclosure Services Controller Electronics
element (see 7.3.9) to which the phy is attached. If the phy is not attached to one of those
elements, then this field shall be set to FFh.
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The sAs ADDRESS field indicates the SAS address of the phy. If the enclosure services process
does not know the SAS address (e.g., the enclosure services process is in an expander on the
back-side of an SCC controller, and this is a phy in a SCSI target port on the front-side of the SCC
controller), this field shall be set to zero.

6.1.14 Subenclosure Help Text diagnostic page

The Subenclosure Help Text diagnostic page contains a text string from an enclosure that
describes the present state of the enclosure and provides text indicating what corrective actions, if
any, should be performed. The Subenclosure Help Text diagnostic page allows

enclosure-independent application clients to return enclosure-specific text describing the state jof
the enclosure and explain enclosure-dependent corrective actions that may be required.

The Subenclosure Help Text diagnostic page is read by the RECEIVE DIAGNOSTIC RESULTS
command with a PCv bit set to one and a PAGE CODE field set to OBh. A PAGE CODE field.set to 0Bh
in the parameter list for a SEND DIAGNOSTIC command is an invalid field error (seg-4.5).

Table 41 defines the Subenclosure Help Text diagnostic page.

Table 41 — Subenclosure Help Text diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (0Bh)
1 NUMBER OF SECONDARY SUBENCLOSURES
2 (MSB)
PAGE LENGTHY(n - 3)
3 (LSB)
4 (MSB)
GENERATION CODE

7 (LSB)

Subenclosure help text list
8

Subenclosurethelp text (primary subenclosure) (see table 42)
Subenclosure help text (last subenclosure) (see table 42)

n

The PAGE CcODE field-is set to 0Bh.

The NUMBER/QF“SECONDARY SUBENCLOSURES field specifies the number of secondary subenclosure
help textisithat are included in the subenclosure help text list, not including the primary
subenclosure help text. The NUMBER OF SECONDARY SUBENCLOSURES field shall be set to the same
value-as the NUMBER OF SECONDARY SUBENCLOSURES field in the Configuration diagnostic page (see
6-1.2).

The PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.

The GENERATION CODE field indicates the value of the generation code (see 4.3.2).
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Table 42 defines the format of each subenclosure help text. The first subenclosure help text shall
be for the primary subenclosure; subenclosure help text for the secondary subenclosures may
follow in any order.

Table 42 — Subenclosure help text format

Bit
Byte 7 6 5 4 3 2 1 0
0 Reserved
1 SUBENCLOSURE IDENTIFIER
2 (MSB)
SUBENCLOSURE HELP TEXT LENGTH (m - 3) vV

3 (LSB)
4

SUBENCLOSURE HELP TEXT
m

The SUBENCLOSURE IDENTIFIER field indicates the subenclosure (see 4.3) to which the subenclosure
help text applies.

The SUBENCLOSURE HELP TEXT LENGTH field indicates the number of\bytes in the SUBENCLOSURE
HELP TEXT field. If a subenclosure has no help text, then the SUBENGLOSURE HELP TEXT LENGTH field
shall be set to 0000h.

The SUBENCLOSURE HELP TEXT field contains a text string desgribing what corrective actions should
be performed on the subenclosure. The text string shall use the language and character set
indicated by the Language element (see 7.3.18).

6.1.15 Subenclosure String Out diagnostic page

The Subenclosure String Out diagnostic page;ttansmits an enclosure dependent binary string from
the application client to the enclosure services process of the specified subenclosure. The binary
string may contain bits describing indicator states, text or graphic display information, or control
information outside the context of the elements defined in the Configuration diagnostic page (see
6.1.2).

The format of the binary string is vendor specific. For standalone enclosure services processes
(see 4.1.2), an application-Client may select the format of the binary string using the manufacturer
name and mode from the-standard INQUIRY data (see SPC-4) or using the enclosure header
information in the Configuration diagnostic page. For attached enclosure services processes (see
4.1.3), an application,client should select the format of the binary string using the enclosure header
information in the-Configuration diagnostic page.

The Subenclgsure String Out diagnostic page is written by the SEND DIAGNOSTIC command. A
RECEIVE-DIAGNOSTIC RESULTS command with a Pcv bit set to one and a PAGE CODE field set to
0Ch iscdefined as the request to read the Subenclosure String In diagnostic page (see 6.1.16).
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Table 43 defines the Subenclosure String Out diagnostic page.

Table 43 — Subenclosure String Out diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0

0 PAGE CODE (0Ch)

—_

SUBENCLOSURE IDENTIFIER

Z (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
4 (MSB)
EXPECTED GENERATION CODE
7 (LSB)
8
SUBENCLOSURE STRING OUT DATA

n

The PAGE CODE field is set to OCh.

The SUBENCLOSURE IDENTIFIER field specifies the subenclosure (see '4.8) to which the application
client is sending the subenclosure string out data. If the SUBENCLOSURE IDENTIFIER field does not
match a SUBENCLOSURE IDENTIFIER field value indicated in the Coffiguration diagnostic page, then
the enclosure services process shall report an invalid field erfor (see 4.5).

The PAGE LENGTH field specifies the number of bytes that follow in the diagnostic page.

The EXPECTED GENERATION CODE field is defined in the Enclosure Control diagnostic page (see
6.1.3).

The SUBENCLOSURE STRING OUT DATA fieldshall contain the vendor specific information to be
transferred from the application client-to the enclosure services process of the specified
subenclosure.

6.1.16 Subenclosure String In‘diagnostic page

The Subenclosure String In diagnostic page transmits enclosure dependent binary string(s) from
the enclosure services proeess of the subenclosures to the application client. The binary strings
may contain bits describing keyboard states, switch states, or the content of other information
provided by the primary‘subenclosure to the application client.

The format of each™binary string is vendor specific. For standalone enclosure services processes
(see 4.1.2), an@pplication client may determine the format of the binary string using the
manufacturér-name and mode from the standard INQUIRY data (see SPC-4) or using the
enclosure‘\header information in the Configuration diagnostic page (see 6.1.2). For attached
enclosure/services processes (see 4.1.3), an application client should select the format of the
binary.string using the enclosure header information in the Configuration diagnostic page.

The transmission of a page using the SEND DIAGNOSTIC command with a PAGE CODE field set to

OCh is defined as the transmission of a Subenclosure String Out diagnostic page (see 6.1.15).
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Table 44 defines the Subenclosure String In diagnostic page.

Table 44 — Subenclosure String In diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0

0 PAGE CODE (0Ch)
1 NUMBER OF SECONDARY SUBENCLOSURES
Z (MSB)

PAGE LENGTH (n - 3) —
3 (LSB)
4 (MSB)

GENERATION CODE Av—
7 (LSB)
Subenclosure string in data list
8
Subenclosure string in data (primary subenclosure) (see table 45)
Subenclosure string in data (last subenclosure) (see table 45)

n

The PAGE CODE field is set to OCh.

The NUMBER OF SECONDARY SUBENCLOSURES field indicates the number of secondary subenclosure
string in data values that are included in the subenclosure string in data list, not including the
primary subenclosure string in data. The NUMBEROF SECONDARY SUBENCLOSURES field shall be set
to the same value as the NUMBER OF SECONDARY SUBENCLOSURES field in the Configuration
diagnostic page (see 6.1.2).

The PAGE LENGTH field indicates the numiber of bytes that follow in the diagnostic page.
The GENERATION CODE field indicates-the value of the generation code (see 4.3.2).

Table 45 defines the format of each subenclosure string in data. The first subenclosure string in
data shall be for the primary subenclosure; subenclosure string in data for the secondary
subenclosures may follgw;in any order.

Table 45 — Subenclosure string in data format

Bit
Byte 7 6 5 4 3 2 1 0
0 Reserved
1 SUBENCLOSURE IDENTIFIER
2 (MSB) CSLIDCAIOLACLIDE OCTDOIAO I NATA L ICAIOTLL IM Q\
SUBENCEOSHRE-STRINGHN-BATAEENSTFH-—3)
3 (LSB)
4
SUBENCLOSURE STRING IN DATA
m

The SUBENCLOSURE IDENTIFIER field indicates the subenclosure (see 4.3) to which the subenclosure
string in data applies.

The SUBENCLOSURE STRING IN DATA LENGTH field indicates the number of bytes in the SUBENCLOSURE
STRING IN DATA field. If a subenclosure has no subenclosure string in data, then the SUBENCLOSURE
STRING IN DATA LENGTH field shall be set to 0000h.
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The SUBENCLOSURE STRING IN DATA field shall contain the vendor specific information to be
transferred from the enclosure services process to the application client.

6.1.17 Supported SES Diagnostic Pages diagnostic page

The Supported SES Diagnostic Pages diagnostic subpage returns the list of diagnostic pages in
the range of 01h to 2Fh implemented by the enclosure services process.

The Supported SES Diagnostic Pages diagnostic page is read by the RECEIVE DIAGNOSTIC
RESULTS command with a PcV bit set to one and a PAGE CODE field set to ODh. A PAGE CODE field

set to ODh in the parameter list for a SEND DIAGNOSTIC command is an invalid field error (see
4.5).

Table 46 defines the Supported SES Diagnostic Pages diagnostic page.

Table 46 — Supported SES Diagnostic Pages diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (0Dh)
1 Reserved
2 MSB
( ) PAGE LENGTH (n - 3)
3 (LSB)
4
SUPPORTED SES RAGE LIST
PAD-(ifneeded)
n

The PAGE CODE field is set to ODh.
The PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.

The SUPPORTED SES PAGE LIST field contains a list of all diagnostic page codes, one per byte, in the
range of 01h to 2Fh that are implemented by the enclosure services process. It shall be sorted in
ascending order beginning with page code 01h. The Supported SES Diagnostic Pages page code
(i.e., ODh) shall be included)in the list.

The PAD field contaifs)zero, one, two, or three bytes set to 00h such that the total length of the
diagnostic page issa-multiple of four.
6.1.18 Download Microcode Control diagnostic page

The Download Microcode Control diagnostic page transmits a vendor-specific microcode (i.e.,
firmware)image to the control memory space of the enclosure services process. The image may
be saved to non-volatile storage (e.g., a flash ROM).

Thée Download Microcade Control riingnne’rir\ page. iswritten hy the SEND DIAGNQSTIC command

A RECEIVE DIAGNOSTIC RESULTS command with a PCV bit set to one and a PAGE CODE field set
to OEh is defined as the request to read the Download Microcode Status diagnostic page (see
6.1.19).

The microcode image may be sent using one or more SEND DIAGNOSTIC commands. If the
complete set of SEND DIAGNOSTIC commands required to deliver the microcode image are not
received before:

a) for standalone enclosure services processes (see 4.1.2), a logical unit reset, hard reset, power
on, or |_T nexus loss; or
b) for attached enclosure services processes (see 4.1.3), power on,

then the incomplete microcode image shall not be used.
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If an error is detected, then the enclosure services process shall abort the download microcode
operation and set the SUBENCLOSURE DOWNLOAD MICROCODE STATUS field to the appropriate value in
the Download Microcode Status diagnostic page.

Table 47 defines the Download Microcode Control diagnostic page.

Table 47 — Download Microcode Control diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0

0 PAGE CODE (OEh)
1 SUBENCLOSURE IDENTIFIER
2 MSB

( ) PAGE LENGTH (n - 3)
3 (LSB)
4 MSB

( ) EXPECTED GENERATION CODE
7 (LSB)
8 DOWNLOAD MICROCODE MODE
9

Reserved

10
11 BUFFER ID
12 MSB

( ) BUFFER OFFSET
15 (LSB)
16 MSB

( ) MICROCODE IMAGE LENGTH
19 (LSB)
20 MSB

( ) MICROCODE DATA LENGTH (m - 23)
23 (LSB)
24

MICROCODE DATA
m
m+ 1
PAD (if needed)

n

The PAGE CODE field.is“set to OEh.

The SUBENCLQSUYRE IDENTIFIER field specifies the subenclosure (see 4.3) to which the application
client is sending the microcode image. If the SUBENCLOSURE IDENTIFIER field does not match a
SUBENCLOSURE IDENTIFIER field value found in the Configuration diagnostic page (see 6.1.2), then
the enclosure services process shall abort the download microcode operation and set the
SUBENELOSURE DOWNLOAD MICROCODE STATUS field to 80h in the Download Microcode Status
diagnostic page.

The PAGE LENGTH field specifies the number of bytes that follow in the diagnostic page. If the PAGE
LENGTH field value does not match the number of bytes that follow in the diagnostic page, then the
enclosure services process shall abort the download microcode operation and set the
SUBENCLOSURE DOWNLOAD MICROCODE STATUS field to 80h in the Download Microcode Status
diagnostic page.

The EXPECTED GENERATION CODE field is defined in the Enclosure Control diagnostic page (see
6.1.3). If the EXPECTED GENERATION CODE field is not set to the current generation code, then the
enclosure services process shall abort the download microcode operation and set the
SUBENCLOSURE DOWNLOAD MICROCODE STATUS field to 80h in the Download Microcode Status
diagnostic page.
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The DOWNLOAD MICROCODE MODE field is defined in table 48.

Table 48 — DOWNLOAD MICROCODE MODE field (part 1 of 2)

Code | Name Description
After the last SEND DIAGNOSTIC command delivering a Download Microcode
Control diagnostic page to the subenclosure completes, the enclosure services
process shall:
1) verify the complete microcode image (eg . perform a vendor specifig
checksum);
Download 2) provided there are no errors in the microcode image, set the SUBENCLOSURE|
microcode DOWNLOAD MICROCODE STATUS field to 10h in the Download Microcode Stajus
06h with diagnostic page;
offsets 3) wait for a RECEIVE DIAGNOSTIC RESULTS command ‘requesting the
and Download Microcode Status diagnostic page; and
activate 4) activate the new microcode image (i.e., reboot).
The downloaded microcode shall be used until:
a) itis supplanted by another download microcode.operation;
b) for standalone enclosure services processes;hard reset or power on; or
c) for attached enclosure services processes,power on.
After the last SEND DIAGNOSTIC command-\delivering a Download Microcode
Control diagnostic page to the subenclosure completes, the enclosure servicgs
process shall verify the complete microcede image (e.g., perform a vendor specific
checksum) and save the new microcode image into non-volatile storage (e.g., flagh
ROM).
If there are no errors in the migrocode image or in the save operation, then the
enclosure services process shall return the SUBENCLOSURE DOWNLOAD MICROCOIDE
STATUS field set to one of the following values in the Download Microcode Statdis
Download | diagnostic page, if requésted, and activate the new microcode when specified:
microcode a) 10h: activate the'new microcode image after:
07h with A) returning\the Download Microcode Status diagnostic page;
offsets, B) power,on; or
save, and C) for standalone enclosure services processes, hard reset;
activate b) 11h: for standalone enclosure services processes only. Activate the npw
microcode image after:
A) power on; or
B) hard reset;
c) 12h: activate the new microcode image after power on.
The application client may determine the microcode revision level currently in use Iy
retrieving the PRODUCT REVISION LEVEL field in the Enclosure descriptor in the
Configuration diagnostic page.
After the last SEND DIAGNOSTIC command delivering a Download Microcode
Control diagnostic page to the subenclosure completes, the enclosure servicegs
process shall verify the complete microcode image (e.g., perform a vendor-speciTic
checksum), save the new microcode image into non-volatile storage (e.g., flash
Download N :
; ROM), and defer activation of the new microcode.
microcode
OEh \cl)vflft:ets If there are no errors in the microcode image or in the save operation, then the
save a,md enclosurg services process shall return the S.UBENCLOSURE DOW.NLOAD MICROCOD!E
defer, STATUS field set t<_) 13h in the Dgwnload Microcode Status diagnostic page, if
activate requested, and activate the new microcode after:

a) processing a Download Microcode Control diagnostic page with the DOWNLOAD
MICROCODE MODE field set to OFh (i.e., Activate deferred microcode);

b) power on; or

c) hard reset.
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Table 48 — DOWNLOAD MICROCODE MODE field (part 2 of 2)

Code | Name Description

Activate enclosure services process shall activate the new microcode image.

OFh deferred
microcode

After the SEND DIAGNOSTIC command specifying this mode completes, the

The application client may determine the microcode revision level currently in use by
retrieving the PRODUCT REVISION LEVEL field in the Enclosure descriptor in the

Confiauration-disanostic-naae
oOHHGHURHOR-eHagRoSHEPage-

Al

Reserved. The enclosure services process shall abort the download micrococ
others| Reserved | operation and set the SUBENCLOSURE DOWNLOAD MICROCODE STATUS fieldt0-.80h
the Download Microcode Status diagnostic page.

e
in

Once a download microcode operation has begun, if the DOWNLOAD MICROCODE M@DE-field value
changes while specifying the same buffer ID, then the enclosure services process\shall abort the
download microcode operation and set the SUBENCLOSURE DOWNLOAD MICROCODE STATUS field to
80h in the Download Microcode Status diagnostic page.

The BUFFER ID field specifies a specific buffer within the enclosure serviegs’process to receive the
microcode image. The enclosure services process assigns vendof,_specific buffer ID codes to
buffers (e.g., the main firmware image may be stored in buffer 00h“ahd a backup firmware image
may be stored in buffer 01h). The enclosure services process shall support a buffer ID value of
00h. If more than one buffer is supported, then it shalléassign additional buffer ID codes
contiguously, beginning with 01h. If it receives an unsuppgarted buffer ID code, then the enclosure
services process shall abort the download microcode<operation and set the SUBENCLOSURE
DOWNLOAD MICROCODE STATUS field to 80h in the Downlead Microcode Status diagnostic page.

The enclosure services process may require thatonly one subenclosure download microcode
operation be processed at a time, and/or may require that only one buffer ID be used at a time. If
the enclosure services process does not @ccept the specified combination of subenclosure
identifier and buffer ID, then it shall abort the download microcode operation and set the
SUBENCLOSURE DOWNLOAD MICROCODE STATUS field to 80h in the Download Microcode Status
diagnostic page.

The BUFFER OFFSET field specifies-the offset in bytes within the buffer to which the microcode data
is written. The BUFFER OFFSET\field shall be set to a multiple of four. The enclosure services process
may require that the BUFFER OFFSET field be contiguously increasing in consecutive SEND
DIAGNOSTIC commands. If the enclosure services process does not accept the specified buffer
offset, then it shall abort the download microcode operation and set the SUBENCLOSURE DOWNLOAD
MICROCODE STATUS field to 80h in the Download Microcode Status diagnostic page.

The MICROCODE,/IMAGE LENGTH field specifies the total number of bytes in the microcode image the
applicationgintends to send to the specified buffer ID. The microcode image may be sent using one
or moreSEND DIAGNOSTIC commands.

The MICROCODE DATA LENGTH field specifies the number of bytes in the MICROCODE DATA field.

THe MICROCODE DATA fietd comntaims part of the vendor Specific Ticrocode mage.

The PAD field contains zero, one, two, or three bytes set to 00h such that the total length of the
diagnostic page is a multiple of four.

6.1.19 Download Microcode Status diagnostic page

The Download Microcode Status diagnostic page transmits information about the status of one or
more download microcode operations to the application client.

The transmission of a page using the SEND DIAGNOSTIC command with a PAGE CODE field set to
OEh is defined as the transmission of a Download Microcode Control diagnostic page (see 6.1.18).
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Table 49 defines the Download Microcode Status diagnostic page.

Table 49 — Download Microcode Status diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (OEh)
1 NUMBER OF SECONDARY SUBENCLOSURES
Z (MSB)
PAGE LENGTH (n - 3)
3 (LSH
4 (MSB)
GENERATION CODE
7 (LSE
Download microcode status descriptor list
8
3 Download microcode status descriptor (primary subenclosure)/(see table 50)
h - 15 ) .
Download microcode status descriptor (last subenglosure) (see table 50)
n

The PAGE CODE field is set to OEh.

The NUMBER OF SECONDARY SUBENCLOSURES field indicates the number of separate subenclosure
download microcode status descriptors that are_jncluded in the download microcode status
descriptor list, not including the primary subenclosure download microcode status descriptor. The
NUMBER OF SECONDARY SUBENCLOSURES field.shall be set to the same value as the NUMBER OF
SECONDARY SUBENCLOSURES field in the Configuration diagnostic page (see 6.1.2).

The PAGE LENGTH field indicates the numiber of bytes that follow in the diagnostic page.
The GENERATION CODE field indicates-the value of the generation code (see 4.3.2).

Table 50 defines the format of each subenclosure’s download microcode status descriptor. The first
download microcode status.descriptor shall be for the primary subenclosure. Download microcode
status descriptors for the secondary subenclosures may follow in any order.

Table 50 — Download microcode status descriptor format

Bit
Byte 7 6 5 4 3 2 1 0

0 Reserved
1 SUBENCLOSURE IDENTIFIER
2 SUBENCLOSURE DOWNLOAD MICROCODE STATUS
3 SUBENCLOSURE DOWNLOAD MICROCODE ADDITIONAL STATUS
4 (MSB)

SUBENCLOSURE DOWNLOAD MICROCODE MAXIMUM SIZE s ——
7 (LSB)
8

Reserved

10
11 SUBENCLOSURE DOWNLOAD MICROCODE EXPECTED BUFFER ID
12 (MSB)
15 SUBENCLOSURE DOWNLOAD MICROCODE EXPECTED BUFFER OFFSET W
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The SUBENCLOSURE IDENTIFIER field indicates the subenclosure (see 4.3) to which the download
microcode status descriptor applies.

The SUBENCLOSURE DOWNLOAD MICROCODE STATUS field indicates the status of download microcode
operations for the subenclosure and is defined in table 51. After reporting a code indicating
completion, the enclosure services process shall set the SUBENCLOSURE DOWNLOAD MICROCODE
STATUS field to 00h and shall set the SUBENCLOSURE DOWNLOAD MICROCODE ADDITIONAL STATUS field
to 00h.

Code Description

Qodes indicating interim status

00h No download microcode operation in progress.

Download microcode operation in progress. The enclosure services process has receive(d
01h one or more Download Microcode Control diagnostic pages and,isyawaiting additional
microcode data.

02h Download microcode operation data transfer complete, curfehtly updating non-volatile
storage
03h The enclosure services process is currently updating hon-volatile storage with deferred

microcode

04h to OFh | Reserved for codes indicating interim status

Godes indicating completion with no errors

Download microcode operation complete<with no error. The enclosure services procesis

1on begins using the new microcode after returning this status.

Download microcode operation complete with no error. The enclosure services procesls
11h (e.g., a standalone enclosure services process) begins using the new microcode after the

next hard reset or power on.

Download microcode operation complete with no error. The enclosure services procesis
12h (e.g., an attached enclosure services process) begins using the new microcode after the

next power on.

Download microcodée operation complete with no error. The enclosure services procesis

(e.g., an attached enclosure services process) begins using the new microcode after:

a) processing a Download Microcode Control diagnostic page specifying the activgte
deferred 'microcode mode;

b) hardreset; or

c) ~power on.

13h

4h to 6Fh | Reserved for codes indicating no error

Qther

T0h to.7Fh | Vendor-specific

(odes indicating completion with errors

Error in one or more of the Download Microcode Control diagnostic page fields, new
microcode discarded. The SUBENCLOSURE DOWNLOAD MICROCODE ADDITIONAL STATUS field

80h shall be set to the offset of the lowest byte of the field in the Download Microcode Control
diagnostic page that is in error.
81h Microcode image error (e.g., a problem detected from a vendor-specific check of the

microcode image such as a checksum), new microcode discarded.

Download microcode timeout, new microcode discarded. The enclosure services process
82h may discard microcode data after a vendor-specific amount of time if it does not receive the
entire microcode image.
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Table 51 — SUBENCLOSURE DOWNLOAD MICROCODE STATUS field (part 2 of 2)

Code Description
Internal error in the download microcode operation; new microcode image is needed before
83h a hard reset or power on (e.g., a flash ROM write failed and no backup ROM image is
available).
84h Internal error in the download microcode operation; hard reset and power on safe (e.g., the
enclosure services process will use a backup ROM image on hard reset or power on).
Processed a Download Microcode Control diagnostic page with the DOWNLOAD MICROCODE
85h MODE field set to OFh (i.e., activate deferred microcode) when there is no deferred
microcode.
86h to EFh | Reserved for codes indicating errors
Qther
#0h to FFh Vendor specific error in the download microcode operation; microcode image status is

vendor specific.

The SUBENCLOSURE DOWNLOAD MICROCODE ADDITIONAL STATUS field provides additional status for
certain values of the SUBENCLOSURE DOWNLOAD MICROCODE STATUS field\as described in table 51.

The SUBENCLOSURE DOWNLOAD MICROCODE MAXIMUM SIZE field indicates the maximum size in bytes
of the microcode image that the enclosure services process accepts. The image may be delivered
using one or more Download Microcode Control diagnosticpages.

The SUBENCLOSURE DOWNLOAD MICROCODE EXPECTED BUEFER ID field indicates the next value that
the enclosure services process expects in the BUFFERMD field in the Download Microcode Control
diagnostic page. If the enclosure services process accepts multiple BUFFER ID field values
concurrently, then it shall set the SUBENCLOSURE DOWNLOAD MICROCODE EXPECTED BUFFER ID field to
FFh.

The SUBENCLOSURE DOWNLOAD MICROCODE EXPECTED BUFFER OFFSET field indicates the next value
that the enclosure services process expéects in the BUFFER OFFSET field in the Download Microcode
Control diagnostic page. If the enclosure services process accepts arbitrary BUFFER OFFSET field
values, then it shall set the SUBENCLOSURE DOWNLOAD MICROCODE EXPECTED BUFFER OFFSET field to
FFFFFFFFh.

6.1.20 Subenclosure-Nickname Control diagnostic page

The Subenclosure Nickname Control diagnostic page transmits a text string to the enclosure
services process to7Serve as the nickname for the specified subenclosure. The nickname is saved
to non-volatile stopage (e.g., a flash ROM) so it may be retrieved after future hard resets.

The Subenclosure Nickname Control diagnostic page is written by the SEND DIAGNOSTIC
command)A RECEIVE DIAGNOSTIC RESULTS command with a PCV bit set to one and a PAGE
CcODE_field set to OFh is defined as the request to read the Subenclosure Nickname Status
diagnostic page (see 6.1.21).
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Table 52 defines the Subenclosure Nickname Control diagnostic page.

Table 52 — Subenclosure Nickname Control diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0

0 PAGE CODE (OFh)

—_

SUBENCLOSURE IDENTIFIER

Z (MSB)
PAGE LENGTH (0024h)

3 (LSB)
4 (MSB)

EXPECTED GENERATION CODE
7 (LSB)
8
39 SUBENCLOSURE NICKNAME

The PAGE CODE field is set to OFh.

The SUBENCLOSURE IDENTIFIER field specifies the subenclosure (see '4.8) to which the application
client is sending the subenclosure nickname. If the SUBENCLOSURE DENTIFIER value does not match
a SUBENCLOSURE IDENTIFIER value found in the Configuration diaghostic page (see 6.1.2), then the
enclosure services process shall set the SUBENCLOSURE_NICKNAME STATUS field to 80h in the
Subenclosure Nickname Status diagnostic page.

The PAGE LENGTH field specifies the number of bytesthat follow in the diagnostic page. If the PAGE
LENGTH field value does not match the length of the page, then the enclosure services process
shall not change the subenclosure nickname and:shall set the SUBENCLOSURE NICKNAME MICROCODE
STATUS field to 80h in the Subenclosure Nickname Status diagnostic page.

The EXPECTED GENERATION CODE field is defined in the Enclosure Control diagnostic page (see
6.1.3). If the EXPECTED GENERATION GODE field is not set to the current generation code, the
enclosure services process shall not change the subenclosure nickname and shall set the
SUBENCLOSURE NICKNAME MICROEQDE STATUS field to 80h in the Subenclosure Nickname Status
diagnostic page.

The SUBENCLOSURE NICKNAME field specifies the subenclosure nickname. If a Language element
(see 7.3.18) is present, then the SUBENCLOSURE NICKNAME field shall contain a text string with
characters using thé language and character set indicated by the Language element and the
enclosure services_process shall store the language code value indicated by the Language
element along-with the subenclosure nickname. If a Language element is not available, then the
SUBENCLOSUREWICKNAME field shall contain an ASCII string and the enclosure services process
shall store‘the language code value of 0000h along with the subenclosure nickname.

6.1.21°. Subenclosure Nickname Status diagnostic page

The Subenclosure Nickname Status diagnostic page transmits the nickname of each subenclosure

tatha - annlication-client
O+t pPPrHeatHoR-6He Rt

The transmission of a page using the SEND DIAGNOSTIC command with a PAGE CODE field set to
OFh is defined as the transmission of a Subenclosure Nickname Control diagnostic page (see
6.1.20).
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Table 53 defines the Subenclosure Nickname Status diagnostic page.

Table 53 — Subenclosure Nickname Status diagnostic page

Bit
Byte 7 6 5 4 3 2 1 0
0 PAGE CODE (OFh)
1 NUMBER OF SECONDARY SUBENCLOSURES
Z (MSB)
PAGE LENGTH (n - 3)

3 (LSB)
4 (MSB)

GENERATION CODE
7 (LSB)

Subenclosure nickname status descriptor list
8
47 Subenclosure nickname status descriptor (primary subenclosure)(see table 54)
n-39 ) )
Subenclosure nickname status descriptor (last subenelosure) (see table 54)

n

The PAGE CODE field is set to OFh.

The NUMBER OF SECONDARY SUBENCLOSURES field indicates the number of secondary subenclosure
nickname status descriptor values that are included, not including the primary subenclosure. The
NUMBER OF SECONDARY SUBENCLOSURES field shall"be set to the same value as the NUMBER OF
SECONDARY SUBENCLOSURES field in the Configuration diagnostic page (see 6.1.2).

The PAGE LENGTH field indicates the number of bytes that follow in the diagnostic page.
The GENERATION CODE field indicates\the value of the generation code (see 4.3.2).

Table 54 defines the format of each subenclosure’s enclosure nickname status descriptor. The first
subenclosure nickname status -descriptor shall be for the primary subenclosure. Subenclosure
nickname status descriptors'for secondary subenclosures may follow in any order.

Table .54 — Subenclosure nickname status descriptor format

Bit
Byte 7 6 5 4 3 2 1 0

0 Reserved
1 SUBENCLOSURE IDENTIFIER
2 SUBENCLOSURE ENCLOSURE NICKNAME STATUS
3 SUBENCLOSURE ENCLOSURE NICKNAME ADDITIONAL STATUS
4

Reserved
5
6 (MSB)

SUBENCLOSURE NICKNAME LANGUAGE CODE EE—

7 (LSB)
8
39 SUBENCLOSURE NICKNAME

The SUBENCLOSURE IDENTIFIER field indicates the subenclosure (see 4.3) to which the subenclosure
nickname status descriptor applies.



https://standardsiso.com/api/?name=aef8022c8c992ab01a91a8d41474c5fc

—-76— 14776-372 © ISO/IEC:2011(E)

The SUBENCLOSURE NICKNAME STATUS field indicates the status of nickname operations for the
subenclosure and is defined in table 55. After reporting a non-zero value, the enclosure services
process shall set the SUBENCLOSURE NICKNAME STATUS field to 00h and shall set the SUBENCLOSURE
NICKNAME ADDITIONAL STATUS field to 00h.

Table 55 — SUBENCLOSURE NICKNAME STATUS field

Code Description

00h No errors
Error in one or more of the Subenclosure Nickname Control diagnostic page fieldsx Thee

80h SUBENCLOSURE NICKNAME ADDITIONAL STATUS field shall be set to the offset of the lowest byte
of the field in the Subenclosure Nickname Control diagnostic page that has an error.

81h Internal error. The nickname is lost.

82h Internal error. The previous nickname preserved.

All others | Reserved

7.3.18).

devices.

The SUBENCLOSURE NICKNAME field indicates the subenclosure nickname.

6.2 Log parameters for enclosure services devices

Table 56 defines the log page codes for enclosure services devices.

Table 56 — Log.page codes for enclosure services devices

The SUBENCLOSURE NICKNAME ADDITIONAL STATUS field provides additional status for certain values
of the SUBENCLOSURE NICKNAME STATUS field as described in table 55.

The SUBENCLOSURE NICKNAME LANGUAGE CODE field indicates the lahguage and character set of the
subenclosure nickname, as defined by the LANGUAGE CODE field*in the Language element (see

This subclause describes descriptors and pages'for log parameters used with enclosure services

Page code | Subpage code | Description Reference)
00h 00h Supported Log Pages log page SPC-4
FFh Supported Log Pages and Subpages log pages SPC-4
06h 06h Non-Medium Error log page SPC-4
07h 00h Last n Error Events log page SPC-4
0Bh 00h Last n Deferred Error or Asynchronous Events log page SPC-4
0Dh 00h Temperature log page SPC-4
OEh 00h Start-Stop Cycle Counter log page SPC-4
OFh 00h Application Client log page SPC-4
10h 00h Self-Test Results log page SPC-4
18h 00h to FEh Protocol Specific Port log pages SPC-4
2Fh 00h Informational Exceptions log page SPC-4
01h to 3Eh FFh Supported Subpages log page SPC-4
30h to 3Eh 00h to FEh Vendor specific

All others

Reserved
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6.3
6.3.1

This subclause describes descriptors and pages for mode parameters used with enclosure
services devices.

Mode parameters for enclosure services devices

Mode parameters overview

The mode parameter list, including the mode parameter header and mode block descriptor are
described in SPC-4.

The MEDIUM TYPRE field is contained in the mode. pnrnmnfnr header (cnn QD(‘_A) Eor enclosure

services devices, the MEDIUM TYPE field is reserved.

The DEVICE SPECIFIC PARAMETER field is contained in the mode parameter header (see SPC#4)."For
enclosure services devices, the DEVICE SPECIFIC PARAMETER field is reserved.

The BLOCK DESCRIPTOR LENGTH field is contained in the mode parameter header{see SPC-4).
Enclosure services devices have no BLOCK DESCRIPTOR field. For enclosure seryvices devices, the
BLOCK DESCRIPTOR LENGTH field shall be set to zero.

Table 57 defines the mode page codes for enclosure services devices.

Table 57 — Mode page codes for enclosure services devices

Page code | Subpage code | Description Reference|
00h N/A Vendor specific
01h 00h to FEh Reserved for this standard
02h 00h Disconnect-Reconnect mode page SPC-4
03h to 08h 00h to FEh Reserved farthis standard
09h 00h Obsolete
00h Contrel mode page SPC-4
OAh 01h Control Extension mode page SPC-4
FOh to FEh Reserved for this standard
0Bh to 13h 00h to FEh Reserved for this standard
14h 00h Enclosure Services Management mode page 6.3.2
14h 04h’to FEh Reserved for this standard
18h 00h Protocol Specific Logical Unit mode page SPC-4
01h to FEh See SCSI transport protocol standard SPC-4
o 00h Protocol Specific Port mode page SPC-4
01h to FEh See SCSI transport protocol standard SPC-4
1Bh 00h to FEh Reserved for this standard
1Ch 00h Informational Exceptions Control mode page SPC-4
1Dh to 1Fh 00h to FEh Reserved for this standard
20h to 3Eh N/A Vendor specific
3Fh @ 00h @ Return all pages SPC-4
3Fh @ FFh @ Return all pages and subpages SPC-4
00h to 3Fh @ FFh @ Return all subpages SPC-4
All others Reserved for SPC-4
@ Valid only for the MODE SENSE command (see SPC-4).
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6.3.2 Enclosure Services Management mode page

The Enclosure Services Management mode page provides controls over those features involving
communication with an enclosure services process. If the Enclosure Services Management mode page
is not implemented, then the device server shall not implement the timed completion function (see
4.7.3).

When a RECEIVE DIAGNOSTIC RESULTS command is received by a device server that supports
enclosure services and the ENBLTC bit has been set to one, the device server may wait up to the time
contained in the MAXIMUM TASK COMPLETION TIME field before returning the requested diagnostic page.

‘The device server shall only perform this delay operation tor Enclosure Status diagnostic pages (see
6.1.4). If a noncritical, critical, or unrecoverable condition exists or occurs during the waiting period;,
then the device server shall stop waiting and return the requested diagnostic page.

Table 58 defines the Enclosure Services Management mode page.

Table 58 — Enclosure Services Management mode page

Bit
Byte 7 6 5 4 3 2 1 0
0 PS SPF (0b) PAGE CODE (14h)
1 PAGE LENGTH (06h)
2
Reserved
4
5 Reserved ENBLTC
6 (MSB)
MAXIMUM TASK GOMPLETION TIME
7 (LSB)

The Ps (parameters savable) bit is defined in;SPC-4. For enclosure services devices, the PS bit is
not restricted.

The sPF bit is defined in SPC-4 and is set to zero for this mode page.
The PAGE LENGTH field is definedin"SPC-4 and is set to 06h for this mode page.

An ENBLTC (enable timed completion) bit set to one specifies that the device server shall enable the
timed completion function_(see 4.7.3). An ENBLTC bit set to zero specifies that the device server
shall disable the timed completion function.

The MAXIMUM TASK COMPLETION TIME field specifies the maximum time that the device server may
choose to wait-before returning a diagnostic page. The timing of the wait period shall begin when
the transmission of RECEIVE DIAGNOSTIC RESULTS command to the device server is complete
and end with-the transfer of the Enclosure Status diagnostic page and the transfer of completion
status. in.establishing the value for the MAXIMUM TASK COMPLETION TIME field, the application client
should-consider any time periods that are not controlled by the device server (e.g., reconnection
overheads, congestion latency, and protocol timeouts). The value is specified in 100 ms units. A
valtie of 0000h specifies a vendor specific maximum time (e g, infinite)
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7 Element definitions

71 Element definitions overview
This clause contains the format definitions for:

a) control elements in the Enclosure Control diagnostic page (see 6.1.3);

b) status elements in the Enclosure Status diagnostic page (see 6.1.4);

c) threshold control elements in the Threshold Out diagnostic page (see 6.1.8); and
d) threshold status elements in the Threshold In diagnostic page (see 6.1.9)

Field format definitions common to all element types are described in 7.2. Field format definitions
that differ for different element types are described in 7.3.
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Table 59 defines the elements and their element type codes.

Table 59 — Element type codes
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tf;i’gizte Name Z'::i:itbig Threshold P |Reference
00h Unspecified no none 7.3.1
01h Device Slot no none 7.3.2
02h Power Supply no none 734
03h Cooling no none 7.3.5
04h Temperature Sensor yes temperature 7.3.6
05h Door Lock no none 7.3.7
06h Audible Alarm yes none 7.3.8
07h Enclosure Services Controller Electronics no none 7.3.9
08h SCC Controller Electronics no none 7.3.10
0%9h Nonvolatile Cache no none 7.3.11
OAh Invalid Operation Reason ° no none 7.3.12
0Bh Uninterruptible Power Supply no battery status 7.3.13
0Ch Display no none 7.3.14
0Dh Key Pad Entry no none 7.3.15
OEh Enclosure no none 7.3.16
OFh SCSI Port/Transceiver no none 7.3.17
10h Language no none 7.3.18
11h Communication Port no none 7.3.19
12h Voltage Sensor yes % voltage 7.3.20
13h Current Sensor yes % current 7.3.21
14h SCSI Target Port no none 7.3.22
15h SCSI Initiator-Port no none 7.3.23
16h Simple Subénclosure no none 7.3.24
17h Array_Bevice Slot no none 7.3.3
18h SAS Expander no none 7.3.25
19h SAS Connector no none 7.3.26

1Ah to¥Fh | Reserved

80hite'FFh | Vendor specific

3~ A “DISABLE bit support” value of yes means the DISABLE bit is supported in the coMMON cONTRoOL field of the control

b ?:em“et'r:lré:;é‘.“\./;ﬁe indicates the value, if any, that is subject to comparison with the threshold specified by the
threshold control element (see 7.2.4) and indicated by the threshold status element (see 7.2.5).

¢ A special threshold status element format defined if the INVOP bit is set to one. See 7.3.12.
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7.2 Element formats
7.21 Element formats overview

Unless otherwise specified, all status and control bits are optional. All control bits are advisory and may
be ignored or overridden to maintain a proper operating environment in the enclosure.

7.2.2 Control element format
Table 60 defines the format of the control element.

;.l
B3

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON CONTROL
SELECT PRDFAIL | DISABLE | RST SWAP Reserved
1
3 Element type specific control information

The cOMMON CONTROL field contains those bits that may be used by apy'\control element.

A SELECT bit set to one specifies that the enclosure services process should perform the control
functions defined by the other bits in the control element. A SELECT bit set to zero specifies that the
enclosure services process shall ignore all other bits in the centrol element. The SELECT bit allows
individual control elements to be selected for control operations.

A PRDFAIL (predicted failure) bit set to one specifies that'the enclosure services process shall turn
on the “predicted failure state” indicator, if any, for the element. A PRDFAIL bit set to zero specifies
that the enclosure services process turn off the“predicted failure state” indicator, if any, for the
element. The element is not required to implement the PRDFAIL bit or the “predicted failure state”
indicator.

A DISABLE bit set to one specifies that the'enclosure services process shall disable the element. A
DISABLE bit set to zero specifies that'the enclosure services shall allow normal operation of the
element to resume. The interpretation of the disabled state is specific to the element. The DISABLE
bit is defined for each element listed with disable support in table 59 (see 7.1).

A RST SWAP (reset swap) bit set to one specifies that the enclosure services process shall set the
SWAP bit to zero in the status element for the |_T nexus accessing the control element. A RST SWAP
bit set to zero specifies that the enclosure services process shall not change the swap bit in the
status element forthe |_T nexus accessing the control element.

NOTE 9 The DISABLE bit and the RST SWAP bit are not intended to be accessed as part of a read-modify-write procedure with the
corresponding-bits in the status element (see 7.2.3).

The element type specific control information is defined separately for each element type in 7.3.
Contrelrinformation containing conflicting bits may cause unpredictable behavior or may cause the
enclosure services process to report an invalid field error (see 4.5).
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7.2.3 Status element format
Table 61 defines the format of the status element.

Table 61 — Status element format

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON STATUS
| | | |
Reserved| PRDFAIL | DISABLED | SWAP | ELEMENT STATUS CODE
1
3 Element type specific status information

The comMON STATUS field contains those bits that may be returned by any status element.

A PRDFAIL (predicted failure) bit set to one indicates that the element has the capability of predicting
failure and that a failure has been predicted. The “predicted failure state” indicator may additionally
be set by the PRDFAIL bit in the corresponding control element. A PRDFAIL bit)set to zero indicates
that the “predicted failure state” indicator is turned off or is not implemenigd.

A DISABLED bit set to one indicates that the element has been disabled (see the DISABLE bit in the
control element (see 7.2.2)). A DISABLED bit set to zero indicates that the element has not been
disabled or that the disable function is not implemented. The-DISABLED bit is defined for each
element listed with disable support in table 59 (see 7.1).

A SWAP bit set to one indicates that an element has been swapped (i.e., removed and inserted)
(e.g., for a Device element, the device been removed-and the same or another device has been
inserted in the same device slot) since the last time‘the RST SWAP bit was set to one in the control
element (see 7.2.2) for the |_T nexus being used-to access the status element. A SWAP bit set to
zero indicates that the element has not beep;swapped. The SwWAP bit is set to zero when the RST
SWAP bit is set to one in the control element\and remains set to zero until another swap occurs. The
SWAP bit provides an indication that an.élement’s properties may have been changed without any
change of configuration. A standaloné-enclosure services process shall maintain one SwAP bit for
each |_T nexus. An attached enclosure services process shall maintain one swAP bit shared by all
|_T nexuses.

The ELEMENT STATUS coDE-field is defined in table 62.

Table 62 — ELEMENT STATUS CODE field

Code Name Condition
Oh Unsupported Status detection is not implemented for this element.
1h OK Element is installed and no error conditions are known.
2h Critical Critical condition is detected.
3h Noncritical Noncritical condition is detected.
4h Unrecoverable Unrecoverable condition is detected.
5h Not Installed Element is not installed in enclosure.
6h Unknown Sensor has failed or element status is not available.
. Element installed, no known errors, but the element has not been turned

7h Not Available . .

on or set into operation.

The initiator port from which the RECEIVE DIAGNOSTIC RESULT
8h No Access Allowed . .

command was received does not have access to this element.

9h to Fh | Reserved
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In an overall status element, the enclosure services process shall set the ELEMENT STATUS CODE
field as defined in table 63.

Table 63 — ELEMENT STATUS CODE field usage in an overall status element

Condition Valid values

The enclosure services process does not implement overall status detection | Oh

There are no individual status elements

Any value representing the

overdll Status

: There are one or more individual status elements ;

[The enclosure services . Any value representing th
. and, in each of them, the ELEMENT STATUS CODE

priocess implements overall overall status

status detection field is set to Oh (i.e., Unsupported)

D

There are one or more individual status elements | Oh (i.e., Unsupported) or
and, in each of them, the ELEMENT STATUS CODE | any valué representing th
field is not set to Oh (i.e., Unsupported) overall status

1”4

The element type specific status information is defined separately for each ‘element type in 7.3.

7.2.4 Threshold control element format
Table 64 defines the format of the threshold control element.

Table 64 — Threshold control element format

Bit
Byte 7 6 5 4 3 2 1 0
0 REQUESTED HIGH/CRITICAL THRESHOLD
1 REQUESTED_HIGH WARNING THRESHOLD
2 REQUESTED LOW WARNING THRESHOLD
3 REQUESTED LOW CRITICAL THRESHOLD

The REQUESTED HIGH CRITICAL THRESHOLD field recommends a value for the high critical threshold.

The REQUESTED HIGH WARNING.THRESHOLD field recommends a value for the high warning threshold.
The REQUESTED LOW WARNING THRESHOLD field recommends a value for the low warning threshold.
The REQUESTED LOW.-ERITICAL THRESHOLD field recommends a value for the low critical threshold.

All fields in the'thréshold control element are advisory. The enclosure services process shall ignore
the contentsief-the threshold control element for those elements that have no value to be compared
with a threshold and for those elements that do not implement the threshold function. For those
elementsthat have a sensor value to compare with a threshold, the enclosure services process
may:

a) :mm:npf the fields transmitted in the overall threshold control element or the individual threshold
control element;

b) set the thresholds to more appropriate values than those requested; or

c) ignore the contents of any or all of the requested threshold fields.

Table 59 (see 7.1) lists those elements that use threshold control elements. The definition of each
threshold field for an element type is defined in the subclause describing that element type.

See 4.6 for how the enclosure services process uses thresholds.
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7.2.5 Threshold status element format
Table 65 defines the format of the threshold status element.

Table 65 — Threshold status element format

Bit
Byte 7 6 5 4 3 2 1 0
0 HIGH CRITICAL THRESHOLD
1 HIGH WARNING THRESHOLD

LOW WARNING THRESHOLD

LOW CRITICAL THRESHOLD

The HIGH CRITICAL THRESHOLD field indicates the high critical threshold. The enclosureindicates a
critical condition if the sensor detects a value higher than the high critical thfeshold. A HIGH
CRITICAL THRESHOLD field set to 00h indicates that the sensor does not test a high,_critical threshold.

The HIGH WARNING THRESHOLD field indicates the high warning threshold. ThHe enclosure indicates a
noncritical condition if the sensor detects a value higher than the high.warning threshold. A HIGH
WARNING THRESHOLD field set to 00h indicates that the sensor ddes not test a high warning
threshold.

The LOW WARNING THRESHOLD field indicates the low warning threshold. The enclosure indicates a
noncritical condition if the sensor detects a value lower than the low warning threshold. A Low
WARNING THRESHOLD field set to 00h indicates that the sensor does not test a low warning
threshold.

The LOW CRITICAL THRESHOLD field indicates the.lew critical threshold. The enclosure indicates a
critical condition if the sensor detects a value lower than the low critical threshold. A LOw CRITICAL
THRESHOLD field set to 00h indicates that the sensor does not test a low critical threshold.

The threshold fields indicate the thresholds that the enclosure is using at the time the Threshold In
diagnostic page is returned.

Table 59 (see 7.1) lists those eléments that use threshold status elements. The definition of each
threshold field for an element.type is defined in the subclause describing that element type.

See 4.6 for how the enclesure services process uses thresholds.

7.3  Field definitions for all element types
7.31 Unspecified element

The Unspecified element manages an unspecified part of the enclosure.
Table 66 defines the Unspecified control element.

Table 66 — Unspecified control element

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON CONTROL
1
Reserved
3

The coOMMON CONTROL field is defined in 7.2.2.
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Table 67 defines the Unspecified status element.

Table 67 — Unspecified status element

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON STATUS
1
Reserved
S

The coMMON STATUS field is defined in 7.2.3.

7.3.2 Device Slot element

The Device Slot element manages a device slot (e.g., containing a SCSI device such as@disk drive) in
the enclosure.

Additional information about a Device Slot element may be reported in the Additienal Element Status
diagnostic page (see 6.1.13).

Table 68 defines the Device Slot control element.

Table 68 — Device Slot control element

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON CONTROL
1 Reserved
RQST DO NOT RQST RQST RQST RQST

2 Reserved Reserved

ACTIVE REMOVE MISSING INSERT | REMOVE IDENT

DEVICE ENABLE ENABLE
3 Reserved RQST FAULT Reserved
OFF BYP A BYP B

The RQST ACTIVE (request device activity indication) bit has no effect if the enclosure provides no
visual activity indication. The RQST ACTIVE bit may be set to one by the application client to cause a
visual indication that the device is active. The enclosure services process shall sustain the active
condition of the visual indicator for at least 0.5 s.

NOTE 10 To maintain the active indication asserted (if present), the application client sets the bit to one at least once every
0.5s.

A DO NOT REM@VE-Dit set to one specifies that the device not be removed. A DO NOT REMOVE bit set
to zero specifies that the device may be removed. The DO NOT REMOVE bit may control mechanical
interlocks-or visual indications that the device should not be removed.

A RQSTMISSING (request device missing indication) bit set to one specifies that the device slot be
identified by a visual indication that a previously present device is missing (e.g., has been
removed) A RQST MISSING bit set to zero specifies that the device missing indication shall be

cleared.

A RQST INSERT (request insert) bit set to one specifies that the device slot be prepared for the
insertion of a device. A RQST INSERT bit set to zero specifies that the device slot take no action to
prepare for the insertion of a device. The bit may control mechanical interlocks or visual indications
that a device may be inserted in the device slot.

A RQST REMOVE (request removal) bit set to one specifies that the device slot be prepared for the
removal of a device. A RQST REMOVE bit set to zero specifies that the device slot take no action to
prepare for the removal of a device. The bit may control mechanical interlocks or visual indications
that a device may be removed from the device slot.
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A RQST IDENT (request identify) bit set to one specifies that the enclosure services process identify
the element (i.e., the device slot) by a visual indication. A RQST IDENT bit set to zero specifies that
the enclosure services process not identify the element by a visual indication.

A RQST FAULT (request fault indication) bit set to one specifies that the device slot be identified by a
visual indication that a fault is present in the device. A RQST FAULT bit set to zero specifies that the
fault indication shall be cleared if the indication is not also being set by the device or the enclosure
services process.
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specifies that the device may be turned on if all other prerequisites are met.
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An ENABLE BYP A (enable bypass Port A) bit set to one specifies that port A for the device be
bypassed. An ENABLE BYP A bit set to zero specifies that, if there is no other cause for the\port to be
bypassed, the port bypass shall be disabled and the device shall be included on ‘the device
interface.

An ENABLE BYP B (enable bypass Port B) bit set to one specifies that port,B\for the device be
bypassed. An ENABLE BYP B bit set to zero specifies that, if there is no othercause for the port to be
bypassed, the port bypass shall be disabled and the device shall bglinC€luded on the device
interface.

Table 69 defines the Device Slot status element.

Table 69 — Device Slot status ‘element

Bit

Hyte 7 6 5 4 3 2 1 0
0 COMMON STATUS
1 SLOT ADDRESS

APP CLIENT | DO NOT | ENCLOSURE | ENGEOSURE | READY TO
2 RMV IDENT REPORT]
BYPASSED A| REMOVE | BYPASSED A [BYPASSED B INSERT

APP CLIENT | FAULT FAULT DEVICE DEVICE
3 DEVICE OFF |BYPASSED A|BYPASSED B
BYPASSED B| SENSED REQSTD BYPASSED A| BYPASSED

The cCOMMON STATUS field is.defined in 7.2.3.
Table 70 defines the SLOT)ADDRESS field.

Table 70 — sLOT ADDRESS field

Kind of status

Condition Description
element
Overall Any Vendor specific
Device Slotis fora | SCSI address of the primary parallel SCSI target port of the
parallel SCSI device | SCSI target device
natviduat

Device Slot is not for a

parallel SCSI device | Vendor specific

A DO NOT REMOVE bit set to one indicates that the corresponding control bit has been set to one. A
DO NOT REMOVE bit set to zero indicates that the corresponding control bit has been set to zero or
has not been implemented. If the DO NOT REMOVE bit is set to one, it indicates that mechanical
interlocks or visual signals are present and activated to indicate that the device should not be
removed. If the DO NOT REMOVE bit is set to zero, it indicates that mechanical interlocks or visual
signals are not present or not activated, indicating that the device may be removed.
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A READY TO INSERT bit set to one indicates that the device slot has been prepared for the insertion
of a device. A READY TO INSERT bit set to zero indicates that the device slot is unable to accept the
insertion of a device or that the RQST INSERT control bit is not implemented.

A RMV (remove) bit set to one indicates that the device slot has been prepared for the removal of
the device. A RMV bit set to zero indicates that the device cannot be removed from the device slot
or that the RQST REMOVE control bit is not implemented.

An IDENT (identify) bit set to one indicates that the enclosure services process is identifying the
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IDENT bit set to zero indicates that the enclosure services process is not identifying the element by
a visual indication because of the RQST IDENT bit in the control element, or a visual indication. isynot
implemented.

A REPORT bit set to one indicates that the enclosure services process is using this device to report
the Enclosure Status diagnostic page. A REPORT bit set to zero indicates that it is\not using this
device to report the Enclosure Status diagnostic page. In the overall status elément, the device
server shall set the REPORT bit to zero and the application client should ignorerthe REPORT bit.

A FAULT SENSED bit set to one indicates that the enclosure or device has<detected a fault condition
and may be displaying a visual indication of the fault condition. A FAULT SENSED bit set to zero
indicates that there is no fault condition detected by the device or enclosure.

A FAULT REQSTD (fault requested) bit set to one indicates that,the)RQST FAULT control bit has been
set to one, specifying that the device slot be identified by aisual fault indication. A FAULT REQSTD
bit set to zero indicates that the RQST FAULT control bit has)been set to zero or that the RQST FAULT
control bit is not implemented.

A DEVICE OFF bit set to one indicates that the device is turned off. A DEVICE OFF bit set to zero
indicates that the device is turned on.

A BYPASSED A bit set to one indicates that Port A has been bypassed by request of the application
client, the device, or the enclosure. A BYPASSED A bit set to zero indicates that the port bypass is
disabled and the device is included on the device interface.

A BYPASSED B bit set to one indigates that Port B has been bypassed by request of the application
client, the device, or the enclosure. A BYPASSED B bit set to zero indicates that the port bypass is
disabled and the device is included on the device interface.

An ENCLOSURE BYPASSED_A bit set to one indicates that Port A has been bypassed by request of the
enclosure services_process. An ENCLOSURE BYPASSED A bit set to zero indicates that Port A is not
being bypassed under control of the enclosure services process. The device may still be bypassed
under control of.the application client or the device.

An ENCLOSURE BYPASSED B bit set to one indicates that Port B has been bypassed by request of the
enclosure services process. An ENCLOSURE BYPASSED B bit set to zero indicates that Port B is not
being.bypassed under control of the enclosure services process. The device may still be bypassed
under control of the application client or the device.

An APP CLIENT BYPASSED A (application client bypassed Port A) bit set to one indicates that Port A
has been bypassed by request of an application client. An APP CLIENT BYPASSED A bit indicates that
Port A is not being bypassed under control of an application client. The device may still be
bypassed under control of the enclosure services process or the device.

An APP CLIENT BYPASSED B (application client bypassed Port B) bit set to one indicates that Port B
has been bypassed by request of an application client. An APP CLIENT BYPASSED B bit indicates that
Port B is not being bypassed under control of an application client. The device may still be
bypassed under control of the enclosure services process or the device.

A DEVICE BYPASSED A bit set to one indicates that Port A has been bypassed by request of the
device. A DEVICE BYPASSED A bit indicates that Port A is not being bypassed by request of the
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device. When set to one, the device may be removed, turned off, not operational, or controlling the
bypass signals under control of the device. When set to zero, the device may still be bypassed
under control of the enclosure services process or the application client.

A DEVICE BYPASSED B bit set to one indicates that Port B has been bypassed by request of the
device. A DEVICE BYPASSED B bit indicates Port B is not being bypassed by request of the device.
When set to one, the device may be removed, turned off, not operational, or controlling the bypass
signals under control of the device. When set to zero, the device may still be bypassed under
control of the enclosure services process or the application client.

7.3.3 Array Device Slot element

The Array Device Slot element manages a device slot (e.g., containing a SCSI device such as a-disk
drive) in an enclosure that is being used in a storage array (e.g., by a RAID controller). The' mapping
between the visual indicators associated with the Array Device Slot element and the requests to set
those indicators is vendor specific.

Additional information about an Array Device Slot element may be reported in the,Additional Element
Status diagnostic page (see 6.1.13).

Table 71 defines the Array Device Slot control element.

Table 71 — Array Device Slot control element

Bit
byte 7 6 5 4 3 2 1 0
0 COMMON CONTROL
RQST IN RQST
RQST RSVD | RQST HOT | RQST CONS' RQST IN Q Q RQST RIR
1 RQST OK FAILED REBUILD/
DEVICE SPARE CHECK” | CRIT ARRAY ABORT
ARRAY REMAP
DO NOT RQST RQST RQST
2 RQST ACTIVE Reserved RQST IDENT |Reserved
REMOVE MISSING INSERT REMOVE
3 Reserved RQST.FAULT | DEVICE OFF ENABLE ENABLE Reserved
BYP A BYP B

The cOMMON CONTROL field is defined in 7.2.2.

A RQST OK (request OK) bityset to one specifies that the “device okay” indicator be turned on. A
RQST OK bit set to zero specifies that the “device okay” indicator be turned off.

A RQST RSVD DEVICE)(request reserved device) bit set to one specifies that the “reserved device”
indicator be turhed on. A RQST RSVD DEVICE bit set to zero specifies that the “reserved device”
indicator be turned off.

A RQST HOT SPARE (request hot spare) bit set to one specifies that the “hot spare” indicator be
turnedson. A RQST HOT SPARE bit set to zero specifies that the “hot spare” indicator be turned off.

ACRQST CONS CHECK (request consistency check in progress) bit set to one specifies that the
CONSIStENTY TECK T Progress  mdicator be turmed on. A RQST CONS THECK bit Setto zero specifies
that the “consistency check in progress” indicator be turned off.

A RQST IN CRIT ARRAY (request in critical array) bit set to one specifies that the “in critical array”
indicator be turned on. A RQST IN CRIT ARRAY bit set to zero specifies that the “in critical array”
indicator be turned off.

A RQST IN FAILED ARRAY (request in failed array) bit set to one specifies that the “in failed array”
indicator be turned on. A RQST IN FAILED ARRAY bit set to zero specifies that the “in failed array”
indicator be turned off.
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A RQST REBUILD/REMAP (request rebuild/remap) bit set to one specifies that the “rebuild/remap”
indicator be turned on. A RQST REBUILD/REMAP bit set to zero specifies that the “rebuild/remap”
indicator be turned off.

A RQST R/R ABORT (request rebuild/remap aborted) bit set to one specifies that the “rebuild/remap
abort” indicator be turned on. A RQST R/R ABORT bit set to zero specifies that the “rebuild/remap
abort” indicator be turned off.

The RQST ACTIVE (request device act|V|ty |nd|cat|on) bit, DO NOT REMOVE b|t RQST INSERT (request
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RQST IDENT (request identify) bit, RQST FAULT (request fault indication) bit, DEVICE OFF bit, ENABLE
BYP A (enable bypass port A) bit, and ENABLE BYP B (enable bypass port B) bit are defined.in\the
Device Slot control element (see 7.3.2).

Table 72 defines the Array Device Slot status element.

Table 72 — Array Device Slot status element

DO NOT | ENCLOSURE | ENCLOSURE | READY,/TO
2 BYPASSED RMV IDENT REPORT
REMOVE | BYPASSED A | BYPASSED B INSERT

Byte | 7 6 5 4 3 2 1 0
0 COMMON STATUS
1 OK RSVD HOT SPARE | CONS CHK IN CRIT WEPAILED REBUILD/ R/R ABOR[
DEVICE ARRAY ARRAY REMAP
APP CLIENT

A
APP CLIENT
FAULT FAULT BYPASSED DEVICE DEVICE
3 BYPASSED DEVICEXOFF |BYPASSED A
5 SENSED REQSTD B BYPASSED A|BYPASSED|B

The coMMON STATUS field is defined in 7.2.3.

An OK bit set to one indicates that the “device okay” indicator is turned on. An OK bit set to zero
indicates that the “device okay” indicator is turned off.

A RSVD DEVICE (reserved device) bit set to one indicates that the “reserved device” indicator is
turned on. A RSVD DEVICE (bit set to zero indicates that the “reserved device” indicator is turned off.

A HOT SPARE bit set to ohe indicates that the “hot spare” indicator is turned on. A HOT SPARE bit set
to zero indicates thatthe “hot spare” indicator is turned off.

A CONS CHECK\(consistency check in progress) bit set to one indicates that the “consistency check
in progress>indicator is turned on, showing that the device is participating in an array consistency
check attivity. A CONS CHECK bit set to zero indicates that the “consistency check in progress”
indicator'is turned off.

AMIN CRIT ARRAY (in critical array) bit set to one indicates that the “in critical array” indicator is

turned on, showing that the device is participating in an array which would be degraded or become
unavailable if the device were removed. An IN CRIT ARRAY bit set to zero indicates that the “in
critical array” indicator is turned off.

An IN FAILED ARRAY bit set to one indicates that the “in failed array” indicator is turned on, showing
that the device is a member of an array that has failed. The IN FAILED ARRAY bit set to zero indicates
that the “in failed array” indicator is turned off.

A REBUILD/REMAP bit set to one indicates that the “rebuild/remap” indicator is turned on, showing
that the device is participating in a rebuild or remap of the array contents. A REBUILD/REMAP bit set
to zero indicates that the “rebuild/remap” indicator is turned off.
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An R/R ABORT (rebuild/remap abort) bit set to one indicates that the “rebuild/remap abort” indicator
is on, showing that a rebuild or remap of the array contents has been unsuccessfully terminated.
An R/R ABORT bit set to zero indicates that the “rebuild/remap abort” indicator is turned off.

The DO NOT REMOVE bit, READY TO INSERT bit, RMV (remove) bit, IDENT (identify) bit, and REPORT bit
are defined in the Device Slot status element (see 7.3.2).

The FAULT SENSED bit, FAULT REQSTD bit, and DEVICE OFF bit are defined in the Device Slot status
element (see 7.3.2).

The APP CLIENT BYPASSED A bit, APP CLIENT BYPASSED B bit, ENCLOSURE BYPASSED A bit, ENCLOSURE
BYPASSED B bit, BYPASSED A bit, BYPASSED B bit, DEVICE BYPASSED A bit, and DEVICE BYPASSED B bit
are defined in the Device Slot status element (see 7.3.2).

7.3.4 Power Supply element

The Power Supply element manages a power supply (e.g., providing power to device’slots (see 7.3.2),
array device slots (see 7.3.3), enclosure services process electronics (see 7.3.9), and/or SCC controller
electronics (see 7.3.10)).

Table 73 defines the Power Supply control element.

Table 73 — Power Supply control element

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON CONTROL
RQST
1 IDENT Reserved
Reserved
Reserved ‘ RQST FAIL ‘ RQST ON Reserved

The cOMMON CONTROL field is defined in7.2.2.

A RQST IDENT (request identify) bit 'set to one specifies that the enclosure services process identify
the element by a visual indication:”’A RQST IDENT bit set to zero specifies that the enclosure services
process not identify the element by a visual indication.

A RQST FAIL (request failure indication) bit set to one specifies that the enclosure services process
shall enable a visual(indication that a failure is present in the element. A RQST FAIL bit set to zero
specifies that the.enclosure services process shall disable a visual indication that a failure is
present in the eleément, unless the enclosure services process is itself detecting a failure in the
element. Some-failure indications in the STATUS INFORMATION field are latched. Setting the RQST FAIL
bit to one_and then setting it to zero shall reset any latched failure indications.

A RQSTON (request power supply on) bit set to one specifies that the power supply be turned on or
remain on. When the RQST ON bit is set to zero, the power supply is requested to turn off or remain
off.
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Table 74 defines the Power Supply status element.

Table 74 — Power Supply status element

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON STATUS
1 IDENT Reserved
DC OVER | DC UNDER | DC OVER
2 R rv Reservi
eserved VOLTAGE | VOLTAGE | CURRENT eserved
RQSTED OVERTMP TEMP
3 HOT SWAP FAIL OFF AC FAIL DE, FAIL
ON FAIL WARN

The coMMON STATUS field is defined in 7.2.3.

An IDENT (identify) bit set to one indicates that the enclosure services processtis identifying the
element by a visual indication because the RQST IDENT bit was set to one inthe control element. An
IDENT bit set to zero indicates that the enclosure services process is not identifying the element by
a visual indication based on the RQST IDENT bit in the control element~or-a visual indication is not
implemented.

A DC OVERVOLTAGE bit set to one indicates an overvoltage condition has been detected at the
power supply output. A DC OVERVOLTAGE bit set to zero indicates that the RQST FAIL control bit has
been set to one and then set to zero, or that a power on has\occurred.

A DC UNDERVOLTAGE bit set to one indicates an undervoltage condition has been detected at the
power supply output. A DC UNDERVOLTAGE bit set to@zero indicates that the RQST FAIL control bit has
been set to one and then set to zero, or that a poewer on has occurred.

A DC OVERCURRENT bit set to one indicatescan overcurrent condition has been detected at the
power supply output. The DC OVERCURRENT bit set to zero indicates that the RQST FAIL control bit
has been set to one and then set to zere; or that a power on has occurred.

A HOT SWAP bit set to one indicates\that the element may be replaced without removing power from
the subenclosure that contains the element. A HOT SWAP bit set to zero may or may not indicate
that the element is not a replaceable element or power is required to be removed from the
subenclosure before the_element is replaced.

A FAIL bit set to one indicates that the enclosure services process is identifying the element with a
visual failure indication based on the RQST FAIL bit in the control element or its own detection of a
failure. A FAIL bit'Set to zero indicates that:

a) therenclosure services process is not identifying the element with a visual failure indication
based on the RQST FAIL bit in the control element or its own detection of a failure (e.g., the
ELEMENT STATUS CODE field is not set to 1h (i.e., OK)); or

b) a visual failure indication is not implemented.

oWoT—oor

turned on or has been requested to turn on by setting the RQST ON control bit to one. A RQSTED ON
bit set to zero indicates that the RQST ON control bit has been set to zero.

An OFF bit set to one indicates the power supply is not providing power. The OFF bit shall be set to
one if:

a) the RQST ON control bit is set to zero to request the power supply be turned off;
b) the power supply is turned off manually; or
c) a failure has caused the power supply to stop providing power.

An OFF bit set to zero indicates the power supply is providing its specified output.
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An OVERTMP FAIL (over temperature failure) bit set to one indicates the power supply has detected
a temperature above the safe operating temperature range. The power supply may shut down. An
OVERTMP FAIL bit set to zero indicates that the RQST FAIL control bit has been set to one then set to
zero, or that a power on has occurred.

A TEMP WARN (over temperature warning) bit set to one indicates the power supply has detected a
temperature within the safe operating temperature range, but above the normal operating
temperature range. A TEMP WARN bit set to zero indicates that the temperature is within the normal
operating temperature range.

An AC FAIL bit set to one indicates that the power supply is not receiving the specified AC power, An
AC FAIL bit set to zero indicates that normal AC power is being received.

A DC FAIL bit set to one indicates that the power supply is unable to supply the specifiedDCGpower.
A DC FAIL bit set to zero indicates that normal DC power is being provided.

7.3.5 Cooling element

The Cooling element manages a fan, blower, or other cooling mechanism.
Table 75 defines the Cooling control element.

Table 75 — Cooling control element

Byte- | 7 6 5 4 3 2 1 0
0 COMMON CONTROL
1 IRDiﬁ; Reserved
Reserved
Reserved | RQST FAIL ‘ RQST ON Reserved REQUESTED SPEED CODE

The coMMON CONTROL field is defined in“7.2.2.

A RQST IDENT (request identify) hit set to one specifies that the enclosure services process identify
the element by a visual indication. A RQST IDENT bit set to zero specifies that the enclosure services
process not identify the element by a visual indication.

A RQST FAIL (request failure indication) bit set to one specifies that the enclosure services process
shall enable a visualindication that a failure is present in the element. A RQST FAIL bit set to zero
specifies that the\enclosure services process shall disable a visual indication that a failure is
present in theselement, unless the enclosure services process is itself detecting a failure in the
element.

A RQSTON (request cooling mechanism on) bit set to one specifies that the cooling mechanism be
turned-on or remain on. When the RQST ON bit is set to zero, the cooling mechanism is requested to
turnvoff or remain off.
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The REQUESTED SPEED CODE field specifies the requested speed or rate of cooling of the cooling
mechanism, and is defined in table 76.

Table 76 — REQUESTED SPEED CODE field

Code | Description

000b | Leave fan at current speed

001b | Set cooling mechanism to at lowest speed

010b | Set cooling mechanism to second lowest speed

011b | Set cooling mechanism to third lowest speed

100b | Set cooling mechanism to intermediate speed

101b | Set cooling mechanism to third highest speed

110b | Set cooling mechanism to second highest speed

111b | Set cooling mechanism to highest speed

Table 77 defines the Cooling status element.

Table 77 — Cooling status element

Byte | 7 6 5 4 3 2 1 0
0 COMMON STATUS
1 IDENT Reserved (MSB)
2 KCTUAL FAN SPEED (LSB)
3 HOT SWAP FAIL RQSLED OFF Reserved ACTUAL SPEED CODE

The coMMON STATUS field is defined in 7+2.3.
The IDENT bit, HOT SWAP bit, and FAIL bit are defined in the Power Supply element (see 7.3.4).

The ACTUAL FAN SPEED field indicates the actual fan speed in revolutions per minute (rpm) when
multiplied by a factor of 10 (e.g., 000h indicates O rpom and 7FFh indicates 20 470 rpm).

A RQSTED ON (requested-on) bit set to one indicates that the cooling mechanism has been manually
turned on or has been requested to be turned on by setting the RQST ON control bit to one. The
RQSTED ON bit js‘set to zero when the RQST ON control bit is set to zero.

An OFF bitssét to one indicates that the cooling mechanism is not providing cooling. The OFF bit
shall besset to one if the RQST ON control bit is set to zero to request the cooling element be turned
off. The OFF bit shall be set to one if the cooling mechanism is turned off manually. The OFF bit shall
be/set to one if a failure has caused the cooling mechanism to stop operating. An OFF bit set to zero
indicates that the cooling mechanism is operating.
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The ACTUAL SPEED CODE field indicates the actual speed or rate of cooling of the cooling
mechanism, as defined in table 78.

Table 78 — ACTUAL SPEED CODE field

Code | Description

000b Cooling mechanism is stopped

001b | Cooling mechanism is at its lowest speed

010b Cooling mechanism is at its second lowest speed

011b Cooling mechanism is at its third lowest speed

100b Cooling mechanism is at its intermediate speed

101b Cooling mechanism is at its third highest speed

110b Cooling mechanism is at its second highest speed

111b Cooling mechanism is at its highest speed

7.3.6 Temperature Sensor element

The Temperature Sensor element manages a temperature sensor.

Threshold control and threshold status elements (see 7.2.4.and 7.2.5) are supported for
temperature sensors. Table 79 defines the Temperature Sensor threshold control element fields.

Table 79 — Temperature Sensor threshold control element field definitions

Field(s)

Description

REQUESTED HIGH CRITICAL THRESHOLD field
REQUESTED HIGH WARNING THRESHOLD field
REQUESTED LOW WARNING THRESHOLD field
REQUESTED LOW CRITICAL THRESHOLD field

Same units as the TEMPERATURE field in the status elemen

Table 80 defines the Temperature Sensor threshold status element fields.

Table 80 — Temperature Sensor threshold status element field definitions

Field(s)

Description

HIGH CRITICAL THRESHOLD field
HIGH WARNING THRESHOLD field
| OW WARNING THRESHOLD field
| OW CRITICALTHRESHOLD field

Compared to the TEMPERATURE field in the status element

Table 81.defines the Temperature Sensor control element.

Table 81 — Temperature Sensor control element

Bit
Byte 7 6 5 4 3 2 1 0

0 COMMON CONTROL

1 RQST RQST FAIL Reserved

IDENT
2
Reserved
3

The COMMON CONTROL field is defined in 7.2.2. When the DISABLE bit in the COMMON CONTROL field is
set to one, the temperature sensor’s output is ignored (i.e., not tested against any threshold
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values. No noncritical, critical, or unrecoverable conditions are indicated because of the
temperature values sensed). When the DISABLE bit is set to zero, the temperature sensor’s output is
not ignored.

The RQST IDENT bit and the RQST FAIL bit are defined in the Cooling element (see 7.3.5).
Table 82 defines the Temperature Sensor status element.

Table 82 — Temperature Sensor status element

Bit
Byte 7 6 > 4 3 2 1 °
0 COMMON STATUS
1 IDENT ‘ FAIL ‘ Reserved
2 TEMPERATURE
oT oT UT ut
R rv
3 eserved FAILURE | WARNING |.FAILURE | WARNING

The COMMON STATUS field is defined in 7.2.3.
The IDENT bit and the FAIL bit are defined in the Power Supply element (see 7.3.4).

The TEMPERATURE field indicates the temperature at the sénsor in degrees Celsius, offset by
+20 °C. The range of the value expresses a temperature between —19 °C and +235 °C. A value of
00h is reserved.

An OT FAILURE (over temperature failure) bit set to one indicates that the temperature is above the
safe operating temperature range or higher than:the  value indicated by the high critical threshold.
An OT FAILURE bit set to zero indicates that the temperature is within the safe operating temperature
range or below the value specified by the HIGH CRITICAL THRESHOLD field.

An OT WARNING (over temperature warning) bit set to one indicates that the temperature is above
the normal operating temperature range or higher than the value indicated by the high warning
threshold. An OT WARNING bit setito zero indicates that the temperature is within the normal
operating temperature range or below the value specified by the HIGH WARNING THRESHOLD field.

A UT FAILURE (under temperature failure) bit set to one indicates that the temperature is below the
safe operating temperature€ range or lower than the value indicated by the low critical threshold. A
UT FAILURE bit set to(zero indicates that the temperature is within the safe operating temperature
range or above the-value specified by the LOW CRITICAL THRESHOLD field.

A UT WARNING\(under temperature warning) bit set to one indicates that the temperature is below
the normal.operating temperature range or lower than the value indicated by the low warning
threshold)'A UT WARNING bit set to zero indicates that the temperature is within the normal
operating temperature range or above the value specified by the LOW WARNING THRESHOLD field.

7.3.7 Door Lock element

The Door Lock element manages a door lock.
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Table 83 defines the Door Lock control element.

Table 83 — Door Lock control element

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON CONTROL
RQST
1 NENT RQST FAIL Reserved
Reserved
Reserved | UNLOCK

The coMMON CONTROL field is defined in 7.2.2.
The RQST IDENT bit and the RQST FAIL bit are defined in the Cooling element (see7.3.5).

An UNLOCK bit set to one specifies that the door latch be unlocked or remain unlocked. An UNLOCK
bit set to zero specifies that the door latch be locked or remain locked.

Table 84 defines the Door Lock status element.

Table 84 — Door Lock status element

Byte | 7 6 5 4 3 2 1 0
0 COMMON-STATUS
1 IDENT | FAIL | Reserved
2 Reserved
3 Reserved | UNLOCKED

The coMMON STATUS field is defined in-7.2.3.
The IDENT bit and the FAIL bit are.defined in the Power Supply element (see 7.3.4).

An UNLOCKED bit set to onejindicates that the door latch is unlocked. An UNLOCKED bit set to zero
indicates that the door latch’is locked or in its normal operating state.

7.3.8 Audible Alarm element

The Audible Alarm element manages an audible alarm.
Table 85 defihes the Audible Alarm control element.

Table 85 — Audible Alarm control element

Byt 7 6 5 4 3 2 1 0

0 COMMON CONTROL

RQST
1 RQST FAIL Reserved

IDENT
2 Reserved

SET TONE URGENCY CONTROL
3 Reserved| SET MUTE |Reserved
REMIND INFO NON-CRIT CRIT UNRECOV

The COMMON CONTROL field is defined in 7.2.2. When the DISABLE bit in the COMMON CONTROL field is
set to one, the audible alarm shall be disabled and emit no sound regardless of the error condition
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that exists. When the DISABLE bit is set to zero, the audible alarm is enabled and may emit sound
when an error condition exists.

The RQST IDENT bit and the RQST FAIL bit are defined in the Cooling element (see 7.3.5).

A SET MUTE bit set to one specifies that the alarm be placed in the muted state. The alarm shall
emit no sound when in the muted state. When the SET MUTE bit is set to zero, the alarm is set to the
un-muted state and the tone appropriate to the most urgent condition present shall be generated.
When the SET MUTE bit is set to one, the reminding tone is also muted.

A SET REMIND bit set to one specifies that the alarm emit a tone suitable for reminding the user that
other tones are active. When the SET REMIND bit is set to zero, the alarm emits the tone appropriate
to the most urgent condition that is present.

Each of the TONE URGENCY CONTROL bits requests that the audible alarm emit a tone 6f<increasing
urgency (bit 3, least urgent). If more than one bit is set to one, the tone that signals,the most urgent
of the selected conditions is activated.

The quality of each tone and the use of separate tones is vendor specific. Fhe bits and tones may
be set either by the TONE URGENCY CONTROL bits or by the enclosure services process. The TONE
URGENCY CONTROL bits set by the enclosure are not affected by the SETMUTE bit or the SET REMIND
bit, although the tone emitted by the alarm is modified by the bits.

If a new error condition occurs while the audible alarm is set in the‘remind or muted state, the state
is cleared and the normal alarm conditions occur for that error/condition, but not the previous error
condition.

If all bits are set to zero, the audible alarm is silent untiha new error condition occurs.

An INFO (informational condition tone urgency control) bit set to one specifies that the audible alarm
emit a tone suitable to warn of an informatign condition. The INFO bit is set to zero to stop
requesting the audible alarm to emit the tone:

A NON-CRIT (noncritical condition tone<urgency control) bit set to one specifies that the audible
alarm emit a tone suitable to warn of'a-noncritical condition. The NON-CRIT bit is set to zero to stop
requesting the audible alarm to emit-the tone.

A cRIT (critical condition toneturgency control) bit set to one specifies that the audible alarm emit a
tone suitable to warn of a critical condition. The CRIT bit is set to zero to stop requesting the audible
alarm to emit the tone.

An UNRECOV (unreceverable condition tone urgency control) bit set to one specifies that the audible
alarm emit a tone-suitable to warn of an unrecoverable condition. The UNRECOV bit is set to zero to
stop requesting the audible alarm to emit the tone.

Table 86/defines the Audible Alarm status element.

Table 86 — Audible Alarm status element

Bit
Byte 7 6 5 4 3 2 1 0
0 COMMON STATUS
1 IDENT ‘ FAIL ‘ Reserved
2 Reserved
RQST TONE URGENCY INDICATOR
3 MUTED |Reserved| REMIND
MUTE INFO ‘NON-CRIT‘ CRIT ‘UNRECOV

The coMMON STATUS field is defined in 7.2.3.

The IDENT bit and the FAIL bit are defined in the Power Supply element (see 7.3.4).
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A RQST MUTE (request mute) bit set to one indicates that a panel control has been manipulated to
request that the audible alarm be muted. A RQST MUTE bit set to zero indicates that the SET MUTE
control bit has been set to one.

A MUTED bit set to one indicates that the audible alarm is in the muted state. A MUTED bit set to zero
indicates that the audible alarm is in the un-muted state. No sound is emitted by the audible alarm
when it is in the muted state.

A REMIND bit set to one indicates that the audible alarm is in the remind state. A REMIND bit set to

.
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Each bit indicates a tone of increasing urgency (bit 3 is least urgent). If more than one bit is set'to
one, the tone that signals the most urgent of the indicated conditions is active.

If all bits are set to zero or if the MUTED bit is set to one, the audible alarm is silent. If tHex\REMIND bit
is set to one, the audible alarm tone is modified to the remind tone.

An INFO (information condition tone urgency indicator) bit set to one indicates that the audible
alarm is emitting a tone suitable to warn of an information condition unless-a more urgent tone is
also indicated. An INFO bit set to zero indicates that the audible alarm is not emitting the
corresponding tone.

A NON-CRIT (noncritical condition tone urgency indicator) bit set to.one indicates that the audible
alarm is emitting a tone suitable to warn of a noncritical condition“unless a more urgent tone is also
indicated. A NON-CRIT bit set to zero indicates that thefaudible alarm is not emitting the
corresponding tone.

A CRIT (critical condition tone urgency indicator) bit set'to one indicates that the audible alarm is
emitting a tone suitable to warn of a critical conditioppunless a more urgent tone is also indicated. A
CRIT bit set to zero indicates that the audible alarm'is not emitting the corresponding tone.

An UNRECOV (unrecoverable condition tongZurgency indicator) bit set to one indicates that the
audible alarm is emitting a tone suitable to'warn of an unrecoverable condition. An UNRECOV bit set
to zero indicates that the audible alarm*is‘not emitting the corresponding tone.

7.3.9 Enclosure Services Controller Electronics element

The Enclosure Services Controller Electronics element manages the processor circuitry used by
the enclosure services process.

Table 87 defines the Enclosure Services Controller Electronics control element.

Table'87'— Enclosure Services Controller Electronics control element

Byte L 7 6 5 4 3 2 1 0
0 COMMON CONTROL
1 RQST RQST FAIL Reserved
IDENT
2 Reserved SELECT
ELEMENT
3 Reserved

The COMMON CONTROL field is defined in 7.2.2.
The RQST IDENT bit and the RQST FAIL bit are defined in the Cooling element (see 7.3.5).

A SELECT ELEMENT bit set to one specifies that the enclosure services process represented by the
specified Enclosure Services Controller Electronics element be assigned to be the active enclosure
services process. The active enclosure services process prepares all the status-type diagnostic
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