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INFORMATION TECHNOLOGY -
Small Computer System Interface (SCSI) -
Part 333: SCSI Stream Commands - 3 (SSC-3)

FOREWORD

1)

2)

3)

4)

5)

6)

7

8)

9)

10)

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission)d
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC particip)
in the development of International Standards. Their preparation is entrusted to technical committees; any |
and IEC member body interested in the subject dealt with may participate in this preparatory work.“internatig
governmental and non-governmental organizations liaising with ISO and IEC also participate in‘this preparatig

In the field of information technology, ISO and IEC have established a joint technical committeée, ISO/IEC JT(
Draft International Standards adopted by the joint technical committee are circulated to hational bodies for voti
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a v(

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible,
international consensus of opinion on the relevant subjects since each technical committee has representat
from all interested IEC and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations'for international use and are accepted
IEC and ISO member bodies in that sense. While all reasonable<efforts are made to ensure that the techn
content of IEC, ISO and ISO/IEC publications is accurate, IEC)0r'ISO cannot be held responsible for the wa
which they are used or for any misinterpretation by any endwuser.

In order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, ISO and I
IEC publications transparently to the maximum extent possible in their national and regional publications. A
divergence between any ISO/IEC publication and the corresponding national or regional publication should
clearly indicated in the latter.

ISO and IEC provide no marking procedure’to indicate their approval and cannot be rendered responsible for
equipment declared to be in conformity-with an ISO/IEC publication.

All users should ensure that they.bave the latest edition of this publication.

No liability shall attach to-IE€ or ISO or its directors, employees, servants or agents including individual exp4
and members of theirteehnical committees and IEC or ISO member bodies for any personal injury, propd
damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fe
and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other |
ISO or ISO/IEE€ publications.

Attentionjs_drawn to the normative references cited in this publication. Use of the referenced publication
indispensable for the correct application of this publication.

Aftention is drawn to the possibility that some of the elements of this International Standard may be the subjeg
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.
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International Standard ISO/IEC 14776-333 was prepared by subcommittee 25: Interconnection of informa-
tion technology equipment, of ISO/IEC joint technical committee 1: Information technology.

A list of all currently available parts of the ISO/IEC 14776 series, under the general title Information
technology — Small computer system interface (SCSI), can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies and the voting results may be
obtained from the address given on the second title page.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

For any information concerning Technical Committee T10 (SCSI Storage Interfaces), contact ANSI/INCITS
(American National Standards Institute, http://www.ansi.org/).
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INTRODUCTION

The SCSI Stream Commands - 3 (SSC-3) standard is divided into eight clauses:

Th

Clause 1 is the scope.

Clause 2 enumerates the normative references that apply to this standard.

Clause 3 describes the definitions, acronyms, keywords, and conventions used in this standard.
Clause 4 describes an overview and model of the sequential-access type device.

Clause 5 describes the expiicit addaress command Set for Sequential-access type deviCes.
Clause 6 describes the implicit address command set for sequential-access type devices.
Clause 7 describes the common command set for sequential-access type devices.
Clause 8 describes the parameters for sequential-access type devices.

e annexes provide information to assist with implementation of this standard.
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INFORMATION TECHNOLOGY -
Small Computer System Interface (SCSI) -
Part 333: SCSI Stream Commands - 3 (SSC-3)

1 Scope

Thlis part of TISO/TEC 14776 defines the command set extensions in order to facilitate operation of {he
sefluential-access device type. This part of ISO/IEC 14776, implemented in conjunction with the requiremepts
of the SCSI Architecture Model-4 (SAM-4) standard and the applicable clauses of the SCSHRrimary
Cgmmands-4 (SPC-4) standard, fully specify the standard command set for the sequential-aceess devjce

tyde.

Thjs standard provides the following:

standard INQUIRY data (see SPC-4);
b) it defines commands unique to the sequential-access device type;-and
c) it defines commands in order to manage the operation of the sequential-access device type.

a) it permits an application client to communicate over a SCSI service delivery subsystem, with a logical
unit that declares itself to be a sequential-access device in the PERIPHERAL DEVICE TYPE field of the

Figure 1 shows the relationship of this standard to the other standards and related projects in the SCSI fanpily

stgndards as of the publication of this standard.

Device-Type Specific Primary Command Set
Command Sets (for all device types)

SCSI Transport Protocols

Architecure
Model

Interconnects

Figure 1 — SCSI document relationships

The roadmap in figured~is’ intended to show the general applicability of the documents to one another. T

figure is not intended-to imply a relationship such as a hierarchy, protocol stack, or system architecture.

specifies the applicability of a standard to the implementation of a given SCSI protocol.
Thjs standardymakes obsolete the following concepts from previous versions of this standard:
a)<_the AP sIzE field;

b)) RSMK and setmarks; and
C) Afftached Media Changer modelr.

The term SCSil is used to refer to the family of standards described in this clause.

he
It
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are indis-
pensable for its application. For dated references, only the edition cited applies. For undated references, the
latest edition of the referenced document (including any amendments) applies.

ISQUEC 14776-414 Information fnr‘hnnlngy =Small anpl ter Q\J/e'rnm Interface. (QPQI) =Part 414 Architec-
ture model - 4 (SAM-4)

ISO/IEC 14776-452, Information technology — Small Computer System Interface (SCSI) — Part 452: Primgry
Cdmmands - 2 (SPC-2)

ANSI X9.63:2001, Public Key Cryptography for the Financial Services Industry — Key Agree€ment and Key
Trgnsport Using Elliptic Curve Cryptography

ANSI INCITS 382-2004, Information technology — SCSI Media Changer Commands - 2 (SMC-2)
ANSI INCITS 513-2004, Information technology — SCSI Primary Commands™'4 (SPC-4) [T10/1731-D]

RHC 3447, Public-Key Cryptography Standards (PKCS) #1: RSA Cryptagraphy Specifications Version 2.1
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3 Terms, definitions, acronyms, keywords and conventions
3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1.1
additional sense code

a-She A
se

Note 1 to entry: The block address mode is either the explicit address mode (see 3.1.22) or the implicit
address mode (see 3.1.30).

3.1.9
buffered mode
mode of logical block transfer in write operations that facilitates tape streaming

Note 1 to entry: Buffered mode is specified by a non-zero value (1h or 2h) in the BUFFER MODE field in the
mode parameter header (see 8.3). Buffered mode is the opposite of unbuffered mode (see 3.1.80).
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3.1.10
byte
8-bit construct

3.1.11

co

mmand

request describing a unit of work to be performed by a device server

Note 1 to entry: A detailed definition of a command may be found in SAM-4.

3.1
co
CL
str

No
be

3.1
co
co

3.1
de
ob
be

Ng

3.1
de
ob

Ng

3.1
de

tyq

3.1
ea
EV
ph
ph

3.1
en

12

mmand descriptor block

B

Licture used to communicate commands from an application client to a device server

te 1 to entry: A command descriptor block may have a fixed length of up to 16 bytes ar 'a variable length
ween 12 bytes and 260 bytes.

.13
mmon command
mmand that is contained in both the explicit and implicit address command._sets

14

Vice entity

ect in a SCSI target device that performs operations on a velume, stores parameters, and communica
ween device servers

te 1 to entry: See 4.2.4.

.15
Vice server
ect within a logical unit that processes SCS| tasks according to the rules of task management

te 1 to entry: See SAM-4.

.16
vice type
e of device (or device modelyimplemented by the device server

17
ly-warning
/
ysical mark.of. device computed position near but logically before the end-of-partition, independent
ysical direcCtion (see 4.2.5)

.18

Crypted logical block

log

ICal DIOCK containing data that has been subjected 10 a ciphering process by the device server

of

es

of

Note 1 to entry: Within this standard, a logical block is only considered encrypted if the ciphering process was
performed by a device server.

3.1.19
end-of-data
EOD
recorded indication that no valid logical objects are recorded between this position and end-of-partition (see
3.1.21)

No

te 1 to entry: End-of-data is denoted in a format-specific manner (see 4.2.8.1).
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3.1.20

en

d-of-medium

EOM
extreme position along the medium in the direction away from the take-up reel that is accessible by the device

Note 1 to entry: This position may be different from an end-of-partition position.

3.1.21

end-of-partition

EQP

position at the end of the permissible recording region of a partition

3.1.22

explicit address mode

mqde of operation in which the logical unit is supporting the explicit address command set (see 3.1.23)
3.1.23

explicit address command set

conmand set in which read and writes contain positioning information

3.1.24

explicit command

command contained only in the explicit address command set (see tahle*22)

3.1.25

field

greup of one or more contiguous bits, a part of a larger structure such as a CDB (see 3.1.12) or sense data
(sge 3.1.68)

3.1.26

filgmark

spgecial recorded logical object within a partition, not containing user data, that provides a segmentatfon
scheme for the contents of a partition

3.1.27

fixpd-block transfer
reqd or write type command withithe FIXED bit set to one

3.1.28

fo
ve

3.1
ge
ex

3.1

mat label
ndor-specific serigs-of logical objects that contain information used to identify the volume or data set

.29
heric command
plicit comimand (see 3.1.24) that is not a read type or write type command

.80

m

[ICIT address mode

mode of operation in which the logical unit is supporting the implicit address command set (see 3.1.31)

3.1.31

implicit address command set
command set in which read and writes do not contain positioning information, and positioning is implied
relative to the current position

3.1.32
implicit command
command contained only in the implicit address command set (see table 30)
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3.1.33

inf

ormation field

command-specific field in the sense data (see SPC-4)

3.1.34
I_T nexus
nexus between a SCSI initiator port and a SCSI target port (see SAM-4)

3.1.35

I
co
de

3.1
log
log

3.1
log
se
de

3.1
log
ze

3.1
log
un

3.1
log
log

3.1
log
log

3.1
log
un

3.1

nexus loss
ndition resulting from the events defined by SAM-4 in which the SCSI device performs the operatig
scribed in SAM-4 and this standard

.36
nexus lossevent
Sl transport protocol specific event that triggers |_T nexus loss as described in SAM-4

.37
ical block
ical object that is a unit of data supplied or requested by an application client

.38

ical block encryption parameters

of parameters (see 4.2.22.14) that controls the logical block efcryption and decryption processes in
Vice entity (see 3.1.14)

.39
ical file
0 or more logical blocks starting immediately after BOP or a filemark (see 4.2.9)

40
ical file identifier
que identifier, within a partition, for a logical file (see 4.2.9.2)

41
ical identifer
ical object identifier or logicalfile identifier

42
ical object
ical block or a filemark (see 4.2.8)

43
ical objeCt identifier
que identifier, within a partition, for a logical object (see 4.2.8.2)

44

lo

ICal unitreset

he

logical unit action in response to a logical unit reset event in which the logical unit performs the operations
described in SAM-4

3.1.45
logical unit reset event
event that triggers a logical unit reset from a logical unit as described in SAM-4

3.1.46

medium auxiliary memory

MAM

auxiliary memory residing in a volume (e.g., a tape cartridge) that is accessible to the device server
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Note 1 to entry: See SPC-4.

3.1.47
message authentication code
information used to validate the integrity of encrypted logical blocks (see 3.1.18)

3.1.48
native capacity
capacity assuming one-to-one compression (e.g., compression disabled), the medium is in good condition,

anfl that the device recommended typical block size Is used

or

cal
ck

entire usable region fot-fecording and reading in a volume or in a portion of a volume, defined in a
vehdor-specific or fafmat-specific manner (see 4.2.7)

3.1.55
principal density code
pripcipal density code is a density code selected by the device server

Ndté~2 to entry: The logical unit specifies the principal density code by reporting a DEFLT bit of one in the
density support data block descriptor Tor supporied densities in response 10 the REPORT DENSITY
SUPPORT command (see 7.8). The selection of the principal density code is vendor specific.

3.1.56

programmable-early-warning zone

PEWZ

zone within a partition that has its EOP side established at early warning and extends towards BOP for a
distance indicated by the PEws field (see 8.3.8)

Note 1 to entry: See 4.2.6.
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3.1.57

reservation loss
event caused by the release of a reserve/release method reservation (see SPC-2) or by the transition within
the device server from the state where a persistent reservation holder exists to the state where a persistent
reservation holder does not exist (see SPC-4)

3.1.58
SCSl device
device that contains one or more SCSI ports that are connected to a service delivery subsystem and supports

a J

3.1
S
int

No

3.1
S
S
ma
ma

Nog
us

3.1
S
S
su

Ng
po

3.1
SQ
SQ
de

Ng

3.1
SQ
SQ
reg

bCSI application protocol (see SAM-4)

.59
Sl domain
brconnection of two or more SCSI devices and a service delivery subsystem

te 1 to entry: A detailed definition of a SCSI domain may be found in SAM-4.

.60

Slinitiator device

Sl device containing application clients and SCSI initiator ports that originates device service and ta
nagement requests to be processed by a SCSI target device and receives device service and tg
nagement responses from the SCSI target devices

ng the SCSI target/initiator port as a SCSI initiator port.

.61

Slinitiator port

Sl initiator device object that acts as the connection between application clients and the service deliv
psystem through which requests, indications, responses, and confirmations are routed

t operating as a SCSI initiator port.

.62

Sl port

Sl device resident object that'connects the application client, device server or task manager to the serv,
ivery subsystem through which requests and responses are routed

te 1 to entry: SCSI port-is synonymous with port. A SCSI port is one of: a SCSI initiator port, a SCSI tar
t, or a SCSI target/initiator port.

.63

Sl target(device

Sl device-containing logical units and SCSI target ports that receives device service and task managem
uestsfor processing and sends device service and task management responses to SCSI initiator devic

1 sk
sk

te 1 to entry: When used this term refers to SCSI initiator deviceés or SCSI target/initiator devices that gre

pry

te 1 to entry: In all cases when this term is\used it refers to a SCSI initiator port or a SCSI target/initigtor

ce

het

Nt
ES

No
usi

fe 1 1o entry. When used this term refers 10 SCSI target devices or SCSI targeyiniiator devices that
ng the SCSI target/initiator port as a SCSI target port.

3.1.64

SCSIl target port
SCSI target device object that contains a task router and acts as the connection between device servers and
task managers and the service delivery subsystem through which indications and responses are routed

re

Note 1 to entry: When this term is used it refers to a SCSI target port or a SCSI target/initiator port operating

as

a SCSI target port.


https://standardsiso.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

- 20— 14776-333 © ISO/IEC:2013(E)

3.1.65
SCSl target/initiator device
SCSI device that has all the characteristics of a SCSI target device and a SCSI initiator device

3.1.66
SCSil target/initiator port
SCSI device resident object that has all the characteristics of a SCSI target port and a SCSI initiator port

3.1.67

sefurity metadata
dafa used by security methods to enable user data to be returned in the form it existed prior to the applicatjon
of the security methods (e.g., logical block encryption parameters, passwords, wrapped keys)

Ngte 1 to entry: Security meta-data may be used for vendor-specific security methods.

3.1.68
sehse data
see SPC-4

3.1.69
sense key
se¢ SPC-4

3.1.70

sefvice delivery subsystem
paft of an SCSI I/O system that transmits service requests tara logical unit or SCSI target device and retufns
lodical unit or SCSI target device responses to a SCSI initiator device

Ngte 1 to entry: A detailed definition of a service delivery 'subsystem may be found in SAM-4.

3.1.71
sppcing
act of positioning the medium on a sequential-access device while processing a SPACE command

3.1.72
status
ong byte of response information:sent from a device server to an application client upon completion of each
cojnmand

Ngte 1 to entry: A detailed-definition of status may be found in SAM-4.

3.1.73
syphchronize opération
prgcess of writing buffered logical objects to the medium (see 4.2.11)

3.1.74

tagged write sequence
on€ or more WRITE(L6), WRITE FILEMARKS(I6), or ERASE(16) commands delineated by the FCS and LCS
bits (see 5.6, 5.7, and 5.2)

3.1.75
tape
medium on which data is recorded

Note 1 to entry: See 4.2.2.
3.1.76

TapeAlert
device server capability that provides detailed device diagnostic information using a standard interface
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3.1.77
thread
process in which the medium is being engaged for positioning on a suitable transport mechanism (e.g.,
spooled on to a take-up reel, wrapped around the surface of a helical scan drum)

Note 1 to entry: After threading is complete the tape device may begin positioning the medium to an initial
position.

3.1.78
treck
coptiguous line on the medium consisting of a pattern of recorded signals written by one write component

3.1.79
track group
set of tracks that are recorded at the same time

3.1.80

un

uffered mode

mqde of operation where write data is written directly to the medium without being-buffered

Ndte 1 to entry: Unbuffered mode is specified by a zero value (Oh) in the . BUFFER MODE field in the md

pa

ameter header (see 8.3). Unbuffered mode is the opposite of buffereds\mode (see 3.1.9).

3.1.81

un

derlength

indorrect-length condition that exists after processing a read.command when the requested transfer length
thg command descriptor block or the mode header block:size field, whichever is appropriate, exceeds
lerjgth of the actual logical block read

3.1.82

un

encrypted logical block

lodical block containing cleartext (i.e., logical block that has not been enciphered by the device server)

3.1.83

un

thread

part of the unloading process in'which the medium is being disengaged from the suitable transp
mechanism (e.g., de-spooled fram* a take-up reel, unwrapped from around the surface of a helical scan dru

3.1.84

va

iable-block transfet

read or write type cammand with the FIXED bit set to zero

3.1.85

ve
ve

sp

hdor-specCific control metadata
hdor-speeific information stored on the volume outside the user data area(s) that is used to control
pcify, how the volume is being used by application clients (e.g., directory information, partition informati

de

in
he

DIt
m)

or

EQD-ecations, copies of data stored in a vendor-specific manner, volume serial number information, num

of

Der

oglcal bloCKs on the medium)

3.1.86

VO

lume

medium together with its physical carrier

Note 1 to entry: See 4.2.2.

3.1.87
zero
logical false condition of a variable.
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3.2 Acronyms

A-KAD authenticated key-associated data

ADC Automation Device Control

ALDC Adaptive Lossless Data Compression: ISO/IEC 15200:1996
BOM beginning-of-medium

BOP beginning-of-partition

CbCs capability-based command security

CDB command descriptor block

DGLZ Data Compression according to Lempel and Ziv: ISO/IEC 11558:1992
DHM data encapsulation mechanism

EQC error correction code

EQC elliptic curve cryptography

EQDSA Elliptic Curve Digital Signature Algorithm
EQIES Elliptic Curve Integrated Encryption Scheme
EQMA  European Computer Manufacturers Association
EQD end-of-data

EQM end-of-medium

EQP end-of-partition

EW early-warning
H( hybrid cipher
I/Q input-output
ID identifier

IDRC Improved Data Recording Capability
INCITS InterNational Committee for Information Technology Standards

KOF key derivation function

KHM key encapsulation mechanism
LSB least significant bit

M mandatory

M-KAD metadata key-associated data
M4 MAC algorithm

MAC message authentication code
MAM medium auxiliary memory
M$B most significant bit

NA not applicable

O optional

PHWZ  programmable-early-warning zone
RYA Rivest-Shimir-Adleman

Rsyvd reserved

SA security association

SAM-4  SCSI Architecture Model - 4

S@ symmetrie cipher

Sgsli Small-Computer System Interface

SOK stpplemental decryption keys

SMC-2 . SCSI Media Changer Commands - 2
SHC-2\_ ' SCSI Primary Commands - 2

SHC=4 __ SCSI Primary Commands - 4

SSC-3  SCSI Stream Commands - 3 (this standard)
U-KAD unauthenticated key-associated data

3.3 Keywords

3.3.1 expected

A keyword used to describe the behavior of the hardware or software in the design models assumed by this
standard. Other hardware and software design models may also be implemented.
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3.3.2invalid

A keyword used to describe an illegal or unsupported field or code value. Receipt of an invalid field or code

val

ue shall be reported as an error.

3.3.3ignored

A keyword used to describe an unused field or code value. The contents or value of an ignored field or code
value shall not be examined by the receiving SCSI device and may be set to any value by the transmitting

NS

ny
nis

bld
to
as

Dry

SgSI device.

3.3.4 mandatory

A fkeyword indicating an item that is required to be implemented as defined in this standard.

3.3.5 may

A keyword that specifies flexibility of choice with no implied preference (equivalent.to "may or may not").
3.3.6 may not

A keyword that specifies flexibility of choice with no implied preference (eguivalent to "may or may not").
3.3.7 obsolete

A keyword indicating that an item was defined in prior SCS| standards but has been removed from t
standard.

3.3.8 optional

A keyword that describes features that are not required to be implemented by this standard. However, if §
optional feature defined by this standard is/mplemented, then it shall be implemented as defined in t
standard.

3.3.9 reserved

A keyword referring to fields and-code values that are set aside for future standardization. A reserved fi
shall be set to zero, or in agcordance with a future extension to this standard. Recipients are not required
check reserved fields forzero values. Receipt of reserved code values in defined fields shall be reported
anlerror.

3.3.10 shall

A keyword indicating a mandatory requirement. Designers are required to implement all such mandat
requirementsto ensure interoperability with other products that conform to this standard.

3.3.1should

A keyword indicating flexibility of choice with a strongly preferred alternative; equivalent to the phrase "it is
strongly recommended".

3.3.12 vendor specific

Items (e.g., fields, code values, etc.) that are not defined by this standard and may be vendor defined.

3.4 Editorial conventions

Certain words and terms used in this standard have a specific meaning beyond the normal English meaning.
These words and terms are defined either in clause 3.1 or in the text where they first appear. Names of
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commands, statuses, sense keys, additional sense codes, and additional sense code qualifiers are in all
uppercase (e.g., REQUEST SENSE). Lowercase is used for words having the normal English meaning.

The names of fields are in small uppercase (e.g., ALLOCATION LENGTH). When a field name is a concatenation
of acronyms, uppercase letters may be used for readability (e.g., NORMACA). Normal case is used when the
contents of a field are being discussed. Fields containing only one bit are usually referred to as the name bit
instead of the name field.

Nu

mbers that are not immediately followed by lower-case b or h are decimal values.

Nu

Nu

Th
va

If
tak

Lis
Nu
If
tal
va

Th

Ta

mbers immediately followed by lower-case b (xxb) are binary values.
mbers or upper case letters immediately followed by lower-case h (xxh) are hexadecimal values.

e most significant bit of a binary quantity is shown on the left side and represents the-highest algebr
ue position in the quantity.

| field is specified as not meaningful or the field is to be ignored, the entity that.receives the field shall
e any action based on the value of that field.

ts sequenced by letters (e.g., a-red, b-blue, c-green) show no priority relationship between the listed iten
mbered lists (e.g., 1-red, 2-blue, 3-green) show a priority ordering between the listed items.

conflict arises between text, tables, or figures, the order of precédence to resolve the conflicts is text; th
les; and finally figures. Not all tables or figures are fully described in the text. Tables show data format &
ues. Notes do not constitute any requirements for implementors.

s standard uses the following conventions for representing decimal numbers:

b) the thousands separator (i.e., separating‘groups of three digits in a portion of the number) is a spa
and
c) the thousands separator is used in both the integer portion and the fraction portion of a number.

ble 1 shows some examples of de€¢imal numbers represented using various conventions.

Table 1 — Numbering conventions examples

ISO/IEC us This standard
0,6 0.6 0.6
3,141 592 65 | 3.14159265 3.141 592 65
1000 1,000 1000
1323462,95 | 1,323,462.95 | 1323 462.95

a) the decimal separator (i.e., separating the integer and fractional portions of the number) is a period;

hiC

hot

en
nd

Ce;

3.5 Notation conventions — State diagrams

All

state diagrams use the notation shown in figure 2.
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SO: State 0 S1: State 1
Actions taken on entry to SO Actions taken on entry to S1

S0:S1
/ i
S1:S0

Transistion labels [«

\ S0:S0

-t

Figure 2 — Example state diagram

The state diagram is followed by a list of the state transitions, using the transition labels: Each transitior) is
depcribed in the list with particular attention to the conditions that cause the transitiop.to occur and spegial
copditions related to the transition. Using figure 2 as an example, the transition list-might read as follows:

Transition S0:S1: This transition occurs when state SO is exited and state S1\s éntered.

-

Transition S1:S0: This transition occurs when state S1 is exited and state-SO0 is entered.

-

Transition S0:S0: This transition occurs when state SO transitions to itself. It is particularly important to npte
that the actions taken whenever state SO is entered are repeated every time this transition occurs.

-

A system specified in this manner has the following properties:

a) time elapses only within discrete states;

b) state transitions are logically instantaneous;and

c) every time a state is entered, the actions of that state are started. Note that this means thal a
transition that points back to the same-state restarts the actions from the beginning.
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4 General concepts

4.1 Overview

The sequential-access device type has the characteristic of primarily handling data in a sequential manner
(i.e., a stream). This does not limit the device's ability to position randomly within the data although a
sequential-access device is not truly random-access.

Trlis standard describes two modes and associated command sets for communicating with a
sefiuential-access device:

a) implicit address mode. Commands to read and write on a sequential-access device,donot contpin
any positioning information fields. Instead, the device position is normally determined by previqus
commands; and

b) explicit address mode. Commands to read and write on a sequential-access device conth
positioning information fields.

n

Cdmmands are available for absolute and relative positioning. Writing to a Se€quential-access device may
capse all data starting at the point at which the data is written to be invalidated. There may be restrictions|on
where write operations may be initiated. Reading or writing data as a long.string of data, as in a stream, tends
to pe the most efficient.

4.2 Sequential-access device model

4.3.1 Sequential-access device model overview

Sefuential-access devices are described herein from the point of view of a tape device. However, other imgle-
mentations are not precluded.

Sejguential-access devices optimize their-use in storing or retrieving user data in a sequential manner. Since
acgess is sequential, position changes typically take a long time, when compared to random-access devicgs.

4.3.2 Physical elements

The medium for tape devices consists of various widths and lengths of a flexible substrate coated with a
semi-permanent magnetic material. The medium may be spooled onto single reels or encapsulated ipto
caftridges containing\both a supply reel and a take-up reel. Several American National Standards eyist
coyering the construction of reels and cartridges for interchange as well as recording techniques for many of
thg format or density combinations.

Fof a sequential-access device, a medium exists between two reels, the supply reel and take-up reel. Tlhe
read/write-mechanism may only access the medium between the reels. As the medium is taken out of dne
reel, it passes by the read/write mechanism and into the other reel. Transferring data as a stream is mpst
efflcient, since the medium may traverse the read/write mechanism producing a flow of data. To position 10 a
given point requires moving the medium until the appropriate position is found.

The medium has two physical attributes called beginning-of-medium (BOM) and end-of-medium (EOM).
Beginning-of-medium is at the end of the medium that is attached to the take-up reel. End-of-medium is at the
end of the medium that is attached to the supply reel. In some cases, the medium is permanently affixed to
one or both of the reel hubs. BOM or EOM is not required to be related to BOP or EOP of any patrtition.

A volume is composed of the medium, its physical carrier (e.g., reel, cartridge, cassette), and MAM if present.
Volumes have an attribute of being mounted or demounted on a suitable transport mechanism.

A volume is defined as mounted when the device is physically capable of processing commands that cause
the medium to be moved. A volume is defined as demounted when it is being loaded, threaded, unloaded,
unthreaded, or when not attached to the device.
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A logical unit is defined as ready when medium access commands are able to be processed. A logical unit is
defined as not ready when no volume is mounted or whenever any medium access command reports CHECK
CONDITION status and a NOT READY sense key. The logical unit is not ready during the transition from
mounted to demounted, or demounted to mounted. Devices may have a physical control that places the
device in a not ready state even when a volume is mounted.

As shown in figure 3, a portion of the physical length of medium is not usable for recording data. For most
volumes, a length of the medium is reserved between the take-up reel and the beginning-of-medium, and
between the end-of-medium position and the supply reel.

BOM EOM
1 1
Reserved Usable Reserved
Medium Recording Medium
Area N Area
Area
-«—— Takeup Reel Supply Reel ——»

Figure 3 — Typical volume layout

The position on the medium where a pattern of recorded signals may be written by one write component is
called a track (see figure 4). A device may write or read\from one or more tracks at a time, depending on the
format.

BOM EOM
Track 1
Track 2

Track ntx

Trackn

Figure 4 — Typical medium track layout

On a new volume, recording of one or more tracks begins after mounting the volume and moves from
beginning-of-medium toward end-of-medium. The number of tracks written at one time is called a track group
(TrkGrp). Track groups may be used by any recording format. For recorded volumes, reading in the forward
direction follows the same course of tracks when writing.

In serpentine recording, not all tracks are recorded at the same time. At the end-of-medium or
beginning-of-medium, the device reverses direction and begins recording the next track group. The process of
reversing direction and recording the next track group may be repeated until all track groups are recorded. For
serpentine devices that record only one track at a time, each physical track represents one track group (see
figure 5).
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BOM EOM
Track 1 » TrkGrp 1
Track 2 - TrkGrp 2

>
-t
Track n » TrkGrp n

Figure 5 — Serpentine recording example

Some multi-track devices have only one track group, using a parallel storage format that supports the simulta-
nepus recording of all available tracks (see figure 6).

D

BOM EOM

Track 1
Track 2 -\

» TrkGrp 1

> /
Track n

Figure 6 — Parallel recording example

The serpentine and parallel reeotding formats shown in the previous examples define tracks as longitudipal
pafterns of recorded information. One other storage format used by some devices records tracks diagonally
acfoss the medium. One or,more tracks may be recorded at the same time. This recording technique is knojn
as|helical scan (see figure™7).

BOM EOM

[

e S e

Figure 7 — Helical scan recording example

For most recording formats, a format identification in the form of a tone burst or some other recognizable
pattern is recorded outside the user data area. The format identification is an attribute of a volume used for
interchange purposes and is defined in applicable standards.
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4.2.3 Removable volumes

A sequential-access device may support removable volumes (see 4.2.2). The sequential access device
indicates that volumes are removable by setting the RMB bit to one in its standard INQUIRY data (SPC-4).

A removable volume has an attribute of being mounted or demounted on a suitable transport mechanism in a
sequential-access device (see 4.2.2).

If the volume in a sequential-access device is removable, and a volume transitions from demounted to
mqunted, then the device server shall establish a unit attention condition with the additional sense code sef to
NOT READY TO READY CHANGE, MEDIUM MAY HAVE CHANGED.

The LOAD UNLOAD command (see 7.2) is used to mount or demount the volume.

The PREVENT ALLOW MEDIUM REMOVAL command (see 7.4) allows an application client’to restrict the
demounting of the removable volume.

4.3.4 Device entity

A sequential-access device contains one or more device entities. A device entity’provides storage for valyes
thgt are shared between multiple device servers and performs operations.upon the volume (e.g., loading,
unfoading, positioning, writing and reading the medium, and reading and writing medium auxiliary memory).

The device entity is controlled by various other entities, which may iaclude:

a) one or more SCSI device servers (e.g., where a device entity is associated with an automation devjce
that performs medium movement, both a device server that implement the command set defined in
this standard and a device server that impements,another command set such as ADC-2 may control
the device);

b) an operator interface;

c) a management interface; and

d) a media changer.

A media changer may control the devicesentity by inserting a volume into or removing a volume from the
deyice entity. When inserting a volumejinto or removing a volume from the device entity, the operator actg in
thg role of a media changer.

These entities perform operatiens that change various attributes of the device entity. These attributes affpct
the operations on a volume:"Figure 8 shows in UML notation an example of the entities in a SCSI target
deyice, and shows the@tiributes of the device entity.
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Device Server Device Server
-Device Type = SSC -Device Type=ADC
-Recovery requested -Recovery requested

1 1 1

Device Entity

-Microcode

-Microcode update protect
-Microcode update enable
-Cleaning required

-Clean protect

-Write protect
-Compression enabled

-Medium auxiliary memory accessible Operator interface
-Host initiated unload occurred é\%

-Volume removal prevented 1 0.1

-Autoload mode -

-SCSI unload hold override
-Automatic unload hold
-Volume mounted
-Medium threaded
-Volume seated

-Volume present

-Robotic access allowed Management interfacp
-In transition <
-Data transfer device activity 1
-Interface changed
-TapeAlert flags
-TapeAlert flag changed
-Medium type

-Density code

-Medium native capacity Media changer

-Current density
-Partition number 0.1
-Logical object number T

-Block length on medium 1
-Logical block encryptioh parameters

-Logical block encryption capabilities

-Logical block éneryption parameters request policy
-Logical block-encryption parameters request indicators
-Logical bfoek encryption parameters period settings
-External data encryption control additional sense code
-Autontation device serial number

Figure 8 — UML example of SCSI target device and device entity

TableZ specities the standard that defines each attrioute shown In figure o.

Table 2 — Device entity attributes

Attribute Reference
Microcode SPC-4
Microcode update protect ADC-3
Microcode update enable ADC-3

a) Medium native capacity is the value reported in the capacITY field of
the density support data block descriptor when the MEDIA bit is one,
and a SET CAPACITY command has not been used to affect the
capacity of the medium.
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Table 2 — Device entity attributes (Continued)

Attribute Reference

Cleaning required ADC-3
Clean protect ADC-3
Write protect ADC-3
Compression enabled ADC-3
Medium auxiliary memory accessible ADC-3
Host initiated unload occurred ADC-3
Volume removal prevented ADC-3
Autoload mode SPC-4
SCSI unload hold override ADC-3
Automatic unload hold ADC-3
Volume mounted ADC-3
Medium threaded ADC-3
Volume seated ADC-3
Volume present ADC-3
Robotic access allowed ADC-3
In transition ADC-3
Data transfer device activity ADC-3
Interface changed ADC-3
TapeAlert flags Table 10
TapeAlert flag changed ADC-3
Medium type 784
Density code 8.2.4.3
Medium native capacity? 7.8.3
Current density: ADC-3
Partition-number 7.6.3
Logicalobject number 7.6.3
Btock length on medium SPC-4
Logical block encryption parameters 4.2.22.14
Logical block encryption capabilities 4.2.22.7
Logical block encryption parameters request policy 4,2.23.3.2
Logical block encryption parameters request indicators 4.2.23.3.3
Logical block encryption parameters period settings 4.2.23.3.4
External data encryption control additional sense code 4.2.23.5
Automation device serial number 8.4.5
a) Medium native capacity is the value reported in the capacITY field of

the density support data block descriptor when the MEDIA bit is one,

and a SET CAPACITY command has not been used to affect the

capacity of the medium.
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4.2.5 Early-warning

When writing, the application client needs an indication that it is approaching the end of the permissible
recording area when moving in a direction toward the end of the partition (see 4.2.7). This position, called
early-warning (EW), is typically reported to the application client at a position early enough for the device to
write any buffered logical objects to the medium while still leaving enough room for additional recorded logical
objects (see figure 9). Some American National Standards include physical requirements for a marker placed
on the medium to be detected by the device as early-warning.

BOP » EW—» EOP

Figure 9 — Early-warning example

Dgvices are expected to report early warning to the application client when sufficient recording spacsq is
nominally available before EOP to record logical objects in the object buffer(s)-and some additional logigal
oblects. A logical concept of early-warning may be required to signal the application client at an approprigte
lodation prior to the physical marker, particularly for devices that implement-object buffers.

4.4.6 Programmable early warning

When writing, the application client may need an indication prior to early warning (see 4.2.5) to allow for the
application client to prepare to be ready for early warning (e.g.flush buffers in the application client).

Application clients that need this indication may set the RPEWS field (see 8.3.8) to a value that creates a PE\WWZ
of the specified size.

Application clients that need this indication may request the device server to create a zone called the
programmable-early-warning zone (PEWZ) (see figure 10) by setting the PEws field (see 8.3.8) to the
requested size of the PEWZ. The EOP side of PEWZ is established at early-warning and extends towafds
BQP for a distance indicated by the PEws-field.

BOP » |EW ——» EOP
PEWZ

Figure 10 — Programmable early warning example

The Rew bit.in'the Device Configuration mode page (see 8.3.3) shall have no effect on the device seryer
bepaviorin.the PEWZ.

The'device server shall return CHECK CONDITION status, with the sense key set to NO SENSE, the EOM|bit
set to one and the additional sense code set to PROGRAMMABLE EARLY WARNING DETECTED at the
completion of a command that caused the medium to transition into the PEWZ if that command is:

a) WRITE(6);
b) WRITE(16);
¢) WRITE FILEMARKS(6); or
d) WRITE FILEMARKS(16).

Encountering the PEWZ shall not cause the device server to perform a synchronize operation or terminate the
command. If processing this command results in any other exception condition except early-warning, the
CHECK CONDITION status associated with that exception condition shall be reported instead. If
early-warning is crossed prior to the PROGRAMMABLE EARLY WARNING DETECTED additional sense
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being reported, the PROGRAMMABLE EARLY WARNING DETECTED additional sense shall be reported
before the early-warning CHECK CONDITION.

If the PROGRAMMABLE EARLY WARNING DETECTED additional sense code was not reported, the next
write in PEWZ or beyond early-warning that would otherwise complete with GOOD status, shall return the
programmable-early-warning CHECK CONDITION instead.

If the PEWZ is entered and exited on the BOP side before the PROGRAMMABLE EARLY WARNING
DETECTED additional sense code is returned, the device server shall not report CHECK CONDITION status

with the additional sense code set to PROGRAMMABLE EARLY WARNING DETECTED.

4.2

Pal

pojnts, contained within a single physical volume. Each partition (n) within a volume’ has a defin

be

All

.7 Partitions within a volume
rtitions consist of one or more non-overlapped logical volumes, each with its own beginnping and end
pinning-of-partition (BOP n), an early-warning position (EW n), and an end-of-partition,(EOP n).

volumes have a minimum of one partition called partition 0, the default datapartition. For devices t

ng
ed

hat

support only one partition, the beginning-of-partition zero (BOP 0) may be equivalent to the

be
de
be

W
the

Paltitions on a volume may be recorded in any order afd use any partition number unique to the physi

VO
tha
on
clig

Fig
tha

W:I:en a volume is mounted, it is logically positioned to the beginfing of the default data partition (BOP

vices that support more than one partition, they shall be numbered sequentially starting with zero (i
pinning-of-partition 0).

en a REWIND command is received in any partition (x), the device positions to the beginning-of-partition
current partition (BOP x).

ume. It is sufficient for a device to be able to locate a partition, given its partition number, or to determ
t it does or does not exist on the volume. For interchange, information about which partitions are pres
a volume may be stored on the volume in a fofmat specified area, possibly unavailable to the applicat|
ent, or the information may be an intrinsic _attribute of the device implementation.

ure 11 shows a possible partition implementation for a four-track serpentine recording device, assum
t each track group defines a partition.

BOM EOM
TrkGrp1 BOP O p» EWO —— » EOPO
TkGrp2 EOP1 4— EW1 = BOP 1
TrkGrp 3 BOP 2 p» EW2 —— ¥ EOP 2
TrkGrp 4 EOP3 44— EW3 = BOP 3

jinning-of-medium and the end-of-partition zero (EOP 0) may be equivalent'to the end-of-medium.

or
e.,

0).
of

cal
ne
BNt

ng

Figure 11 — Partitioning example - one partition per track group

Another possible partition implementation for this four-track serpentine recording device is shown in figure 12,
using two track groups to define each partition.
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BOM

EOM

TrkGrp 1 BOP 0O

TrkGrp2 EOP0 44— EW0 =

TrkGrp 3 BOP 1

a)
b)

c)

Tl A oD A I-\ALA
KOO —T ¢ BT

Figure 12 — Partitioning example - one partition per two track groups

P previous examples show the beginning and ending points for a partition aligned wijth ‘physical boundq of
medium. This is not required for partitioning. It is sufficient for a device to be able te locate to and stay in
y partition bounded by a BOP x and EOP x. In this case, a device-recognizable. attribute could be used to
ineate the partitions. Figure 13 shows a possible two-partition implementation-for a device with only dne
Ck group.

BOM

EOM

> >

> >

> >

> >

> >
TrkGrp 1 BOP 0 ——»EW Op--EOPO/BOP 1I—»EW 1» EOP 1

P> >

> >

>

>

Figure 13 —Rartitioning example - two partitions per track group

fee methods are defined inthe MODE SENSE and MODE SELECT commands for managing patrtitions:

device-defined. fixed locations;

device-defined based on an application client supplied nhumber of partitions and a vendor-spedfic

allocatign-algorithm; and

definition by partition number and capacity by an application client.

.8 Logical objects

. 81 | ngir\nl nhjnhfe within a p:\rtifinh

The area between BOP n and EOP n on a recorded volume contains application client accessible logical
objects. Logical objects are controlled and transferred between the application client and the medium using
commands defined in this standard. Each logical object shall have a logical object identifier that is unique
within a partition.

The basic unit of data transferred by an application client is called a logical block. Logical blocks are stored
according to the specifications of the format for the volume and may be recorded as portions of one or more
physical blocks on the medium. The mapping between physical and logical blocks is the responsibility of the
device server.

Filemarks are special recorded logical objects not containing user data. Proper recording and detection of
filemarks is the responsibility of the device server. Application clients traditionally use filemarks to separate
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groups of user data from each other. Since some format standards do not define an explicit EOD, operating
system software has often used conventions with filemarks to represent an EOD indication. In some imple-
mentations, the device's EOD definition may be specified by the application client using the Device Configu-
ration mode page (see 8.3.3).

After writing data from BOP n, the medium is considered to contain a contiguous grouping of logical objects.
Depending on the format, blank medium may be treated as an end-of-data indication, an error recovery area,
or an unrecoverable medium error causing an interchange error. Unrecorded volumes, new or erased, may
exhibit blank medium characteristics if an attempt is made to read or space the volume before data has been
written.

A sequential-access device may be capable of supporting fixed-block transfers or variable-block-transfgrs.
The concept of fixed or variable mode for writing and reading logical blocks only specifies the-method|by
which the application client specifies the size of a logical block for transfer, and not the method>of record|ng
physical blocks on the medium. However, a device that supports only fixed-length physical bjocks may only|be
capable of supporting logical blocks of the same length. The length of a logical block is“always described in
bytes. Refer to the READ BLOCK LIMITS command (see 7.5) for additional information about fixed-blqck
trapsfers and variable-block transfers.

4.3.8.2 Logical object identifier

The logical object identifier value shall be a sequentially increasing number assigned to each logical object
regorded in the partition starting with zero for the recorded logical object'at BOP.

The READ POSITION command (see 7.6) may be used to detersmihe a logical object identifier and the appli-
cafion client may use this value with a LOCATE command-(see 6.3 and 7.3) or an explicit command (See
clguse 5) to position to the same location at some future time)
4.3.9 Logical files

4.3.9.1 Logical files within a partition

Application clients may use filemarks to. separate groups of user data into logical files. A logical file shall
coftain zero or more logical blocks and(shall begin with the next logical object following a filemark or BOP.
Eakch logical file shall have a logical filejidentifier that is unique within the partition.

4.3.9.2 Logical file identifier

ThE logical file identifier valug'shall be a sequentially increasing number assigned to each logical file recorded
in the partition starting with’zero for the recorded logical file beginning at BOP.

The READ POSITION command may be used to determine a logical file identifier and the application clignt
mgy use this value with a LOCATE(16) command to position to the BOP side of the same logical file at some
futpre time,

4.3.10O0bject buffering

A device may contain a temporary storage area capable of holding one or more logical objects - an object
buffer. A device object buffer may include any combination of logical objects in the process of being written to
the medium, or it may contain read-ahead logical objects transferred from the medium.

A device with an object buffer may be capable of operating in either a buffered mode or an unbuffered mode.
A device with no object buffer operates only in unbuffered mode. Either term is only applicable to the manner
in which the device manages information to be written to the medium. Buffered mode is not applicable during
read commands, regardless of whether read data passes through an object buffer.

A device operating in buffered mode may return GOOD status for write operations when all logical objects
have been successfully transferred from the application client into the device object buffer. For devices
operating in unbuffered mode, GOOD status is not returned until all requested logical objects are successfully
recorded on the medium.
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When issuing a buffered WRITE FILEMARKS command with the immediate bit set to one, GOOD status shall
be returned as soon as the command is validated. For a WRITE FILEMARKS command with the immediate
bit set to zero, the device server shall perform a synchronize operation (see 4.2.11).

If an unrecoverable write error occurs while in buffered mode, the device generates an error condition to the
current active command. If no command is active, the error may be reported on the next applicable operation
as a deferred error (see SPC-4). For some implementations auto contingent allegiance may be required.
Refer to SAM-4 for a description auto contingent allegiance.

The READ POSITION command may be used to determine the number and storage space of buffered Togical
objects not written before the unrecoverable error was encountered.

A dlevice that encounters an unrecoverable error during a read-ahead operation shall not reportthe erfor
unless the logical object in error is accessed by an application client.

Pripr to performing some commands, the device server shall perform a synchronize operation (see 4.2.11)|as
stgted in table 22 and table 30.

4.3.11 Synchronize operation behavior

As|stated in table 22 and table 30, some commands may require the devjee.server to perform a synchronjze
opgration (see 3.1.73). If a command requires a synchronize operation,\the synchronize operation shall|be
pefformed prior to initiating any command-specific operations. Upon successful completion of the synchronjze
opgration, no logical objects shall remain in the object buffer thathave not been written to the medium| A
symchronize operation shall have no effect on an object buffer that\contains only read-ahead logical objects| or
lodical objects that have already been successfully written to.the*medium.

Fof a WRITE BUFFER command specifying modes 4, 5,6, or 7 (download microcode operations), the devjce
sefver shall perform a synchronize operation before performing the download operation.

Fof a MODE SELECT command specifying the Medium Partition mode page, the device server shall perfdrm
a gynchronize operation before the logical unijtpartitions the volume.

Foyr a SEND DIAGNOSTICS command,the device server shall perform a synchronization operation befpre
any diagnostic tests that may affect thejbuffered logical objects, medium, or logical position, are initiated.

4.3.12 Direction and position-definitions

Fof sequential-access devices, positioning has the connotation of logically being in, at, before, or after sojne
defined place within a &elume. Positioning requires that the position is capable of being repeated under the
same circumstances.~Fhe orientation of usage for the four words (in, at, before, or after) is in one directipn,
from BOP x towafd )EOP x. All positioning defined below is worded from this perspective. Devices withput
object buffers have some physical position that relates to these logical positions. However, these definitigns
doj|not requirethe medium to have a physical position equivalent to the logical position unless explicitly stated.

The forward direction is defined as logically progressing from BOP x toward EOP x. The reverse direction is
defined as logically progressing from EOP x toward BOP x. In serpentine devices, the logical forward] or
reverse direction nas an alternaung relatonsnip 1o the physical motion of the medium.

The concept of being in some position means not being outside a defined region. The definition allows the
position to be on the boundary of a defined region. When a volume is first mounted, the logical position is
always at the beginning of the default data partition (BOP 0). Whenever a volume is mounted and the medium
motion is stopped, the position is in some partition. While moving between partitions, there is no stable
position.

The concept of being at some position specifies being positioned to a logical or physical extremity of a
partition. A sequential-access device may be positioned at BOM, at BOP x, at EOD, at EOP x, or EOM, since
these are stable positions at extremities of a partition.
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The concept of being before some position specifies that there is some logical object or other defined point
that may be encountered when moving toward EOP x, if the proper commands are issued. Being positioned
before a particular logical block means that if the device receives a valid READ command, the logical block is
transferred to the application client. This position may also be before EW x and EOP x, since these are
defined points within any partition. However, if data has not been written to the end-of-partition, these points
may not be accessible by the SCSI initiator device.

The concept of being after some position specifies that there is some logical object or other defined point on
the BOP x side of the current position that may be encountered if the proper commands are issued. When a
RHAD command for a single Togical block has been successfully processed, the Togical position is after the
trapsferred logical block.

4.3.13 Error reporting
4.3.13.1 Overview

Sejuential-access devices compliant with this standard shall support both the fixed and.descriptor sense data
formats (see SPC-4). If fixed format sense data is specified, but the INFORMATION field value exceeds the
maximum value allowed in the fixed format sense data, the vALID bit shall be setto-zero. Refer to SPC-4 fdr a
degcription of the sense data VALID bit and INFORMATION field contained in the REQUEST SENSE sense d4ta.
In pddition, this standard describes the use of the INFORMATION field specifie.to the sequential-access devjce

tyde.
4.2.13.2 Stream commands sense data descriptor

Table 3 defines the stream commands sense data descriptor.for'sequential-access devices.

Table 3 — Stream commands,sense data descriptor

Byfe” 7 6 5 4 3 2 1 0
0 DESCRIPTOR TYPE (04h)
1 ADDITIONAL LENGTH (02h)
2 Reserved
3 FILEMARK ‘ EOM ‘ ILI ‘ Reserved

See SPC-4 for a descriptionef the DESCRIPTOR TYPE and ADDITIONAL LENGTH fields.

See the READ(16) (see5.3), READ(6) (see 6.4), SPACE(6) (see 6.6), RECOVER BUFFERED data (see 7{7),
anfl SPACE(16) (see-7.11) commands for a description of FILEMARK bit usage.

>

Seg the READ(16) (see 5.3), READ REVERSE(16) (see 5.4), WRITE(16) (see 5.6), WRITE FILEMARKS(16)
(sqe 5.7)LOCATE(10) (see 6.3), READ(6) (see 6.4), READ REVERSE(6) (see 6.5), SPACE(6) (see 6.p),
WRITE(6)~(see 6.8), WRITE FILEMARKS(6) (see 6.9), LOCATE(16) (see 7.3), RECOVER BUFFERED dgata
(sqeZ.7), and SPACE(16) (see 7.11) commands, and the Device Configuration mode page (see 8.3.3) for

L C S-S HETEC AP WA N S S £+
enét-otr-meatth (EOvh) o aSaygcr

See the READ(16) (see 5.3) and READ(6) (see 6.4) commands and the Data Compression mode page (see
8.3.2) for incorrect length indicator (iL1) bit usage.

4.2.13.3 Information sense data descriptor

If reporting descriptor format sense data, the device server shall include an information sense data descriptor
(see table 4) for a unit attention condition established:

a) by a TapeAlert specific informational exception condition; or
b) by a TapeAlert flag meeting its threshold criteria if the corresponding ETC bit in the TapeAlert log
parameter is set to one.



https://standardsiso.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

- 38— 14776-333 © ISO/IEC:2013(E)

The information sense data descriptor format is specified in table 4.

Table 4 — Information sense data descriptor

Bthe it 7 6 5 4 3 2 1 0
0 DESCRIPTOR TYPE (00h)
1 ADDITIONAL LENGTH (OAh)
2 VALID (1b) ‘ Reserved
3 Reserved
4 FLAGO1h FLAGO2h FLAGO3h FLAGO4h FLAGO5h FLAGO6h FLAGO7h FLAGOBh
g FLAGO9h FLAGOAh FLAGOBh FLAGOCh FLAGODh FLAGOEh FLAGOFh FLAG1pPh
6 FLAG1lh FLAG12h FLAG13h FLAG14h FLAG15h FLAG16h FLAG17h FLAG18h
1 FLAG19h FLAG1Ah FLAG1Bh FLAG1Ch FLAG1Dh FLAG1Eh FLAG1Fh FLAG2Dh
s FLAG21h FLAG22h FLAG23h FLAG24h FLAG25h FLAG26h FLAG27h FLAG28h
9 FLAG29h FLAG2Ah FLAG2Bh FLAG2Ch FLAG2Dh FLAG2Eh FLAG2Fh FLAG3pDh
10 FLAG31h FLAG32h FLAG33h FLAG34h FLAG35h FDAG36h FLAG37h FLAG3Bh
11 FLAG39h FLAG3Ah FLAG3Bh FLAG3Ch FLAG3Dh FLAG3Eh FLAG3Fh FLAG4Ph

The VALID bit shall be set to one.

Anfactive TapeAlert flag has the corresponding FLAGXX bit §et'to one. An inactive TapeAlert flag has the corre-
sppnding FLAGXX bit set to zero.

4.4.13.4 Error conditions

If any of the conditions specified in table 5 oceur during the processing of a command or if a deferred erfor
prévented the command from processing, the device server shall terminate the command with CHECK
CONDITION status with the sense key.set to the specified value and the additional sense code set to the
appropriate value for the condition.

Table 5 specifies some error cenditions and the applicable sense keys. Table 5 does not provide a complgte
lisq of all conditions that may cause the CHECK CONDITION status.

Table 5 — Error conditions and sense keys

Condition Sense key

Unsupported-option requested. ILLEGAL REQUEST

logicalwnit'reset, |_T nexus loss, or volume change since last command from | UNIT ATTENTION
this k T'hexus.

$elidiagnostic failed. HARDWARE ERROR
Unrecovered read error. MEDIUM ERROR
HARDWARE ERROR
Recovered read or write error. RECOVERED ERROR
Attempt a WRITE, READ, READ REVERSE, VERIFY, or RECOVER BUFF- ILLEGAL REQUEST

ERED data command with the FIXED? bit set to zero and variable-block transfers
are not supported.

a) See the READ(16) (see 5.3), READ REVERSE(16) (see 5.4), VERIFY(16) (see 5.5), WRITE(16
(see 5.6), READ(6) (see 6.4), READ REVERSE(6) (see 6.5), VERIFY(6) (see 6.7), WRITE(6) (see
6.8), and RECOVER BUFFERED data (see 7.7) commands for a description of the FIXED bit.
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Table 5 — Error conditions and sense keys (Continued)

Condition Sense key

Attempt a WRITE, READ, READ REVERSE, VERIFY, or RECOVER BUFF- ILLEGAL REQUEST

ERED data command with the FIXED? bit set to zero and requested block length
is not supported.

Attempt a WRITE, READ, READ REVERSE, VERIFY, or RECOVER BUFF- ILLEGAL REQUEST
ERED data command with the Eixep? hit set to one and MODE SENSE hlock

length set to zero.

Attempt to perform an erase, format, partition, set capacity, or write-type opera- | DATA PROTECT
jon on write protected medium.

Deferred write error. MEDIUMERROR
VOLUME OVERFLOW
HARDWARE ERROR

Medium failed to thread or unthread during the process of mounting or MEDIUM ERROR
demounting. HARDWARE ERROR

a) See the READ(16) (see 5.3), READ REVERSE(16) (see 5.4), VERIFY(16) (see 5.5), WRITE(1
(see 5.6), READ(6) (see 6.4), READ REVERSE(6) (see 6.5), VERIFY(6) (see 6.7), WRITE(6) (s€
6.8), and RECOVER BUFFERED data (see 7.7) commands faor a‘description of the FIXED bit.

D <

The Read-Write Error Recovery mode page (see 8.3.5) current yalues specify behavior when an unrec
erable read or write error is encountered. If the Read-Write ErrorRecovery mode page is not implement

th

In

In

shpll be reported to the first application client\issuing a command (other than INQUIRY or REQUE
SHNSE). If buffered mode 2h is selected, the error shall be reported to the SCSI initiator device with unwrit
data in the object buffer.

In

DATA PROTECT sense key (seeé.2.14).

In

THREAD OR UNTHREAD FAILURE. The sense key shall be set to MEDIUM ERROR or HARDWA
ERROR (see SPC-4).

4.4.14 Write protéction
4.4.14.1 Write protection introduction

Wiite jarotection of the medium prevents the alteration of logical objects on the medium, and any change
thg aceessibility of logical objects on the medium, by commands issued to the device server. Write protect|

IS

g behavior is vendor specific.
he case of a deferred write error, the sense data VALID’bit shall be set to zero.

he case of an unrecovered write error or a deferred write error, if buffered mode 1h is selected, the e

he case of a write attempt to writel protected medium, the additional sense code specifies the cause of

the case of a medium thread or unthread failure, the additional sense code shall be set to MEDIU

DV-
bd,

For
ST
en

he

UM
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to
on

usually controlled by the user or the volume through manual Iintervention (e.g., mechanical IoCK) or m

ay

result from hardware controls (e.g., tabs on the volume housing), conditions such as positioning within
unrecoverable data, or software write protections. All sources of write protection are independent. When
present, any write protection shall cause otherwise valid commands that request alteration of logical objects
on the medium, or affect the accessibility of logical objects on the medium, to be rejected with a CHECK
CONDITION status with the sense key set to DATA PROTECT (see 4.2.14.2). Only when all write protections
are disabled shall the device server process commands that request alteration of logical objects on the
medium, or commands that may affect the accessibility of logical objects on the medium.

Hardware write protection results when a physical attribute of the drive or volume is changed to specify that
writing shall be prohibited. Changing the state of the hardware write protection requires physical intervention,
either with the drive or the volume. If allowed by the drive, changing the hardware write protection while the
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volume is mounted results in vendor-specific behavior that may include the writing of previously buffered
logical objects.

Conditions such as positioning within unrecoverable data may result in a temporary write protection condition.
To preserve future data integrity, the device server may reject any command that requires writing data to the
medium when the recovery of the data is uncertain. A temporary write protection condition may be released
by the device server at any time. Buffered logical objects may not be written to the medium (e.g., the appli-
cation client unloads the volume before the temporary write protection condition is removed). The exact
behavior of the device server during a temporary write protection condition is vendor specific.

ScJttware write protection results when either the device server, volume, or medium is marked as wii

pre

stdte are available to an application client through the Device Configuration and Control mode pages:

Th
Ds
Ch
tral

4.7
Th

eff
tive

If

tected by a command from the application client. Four optional means of setting a software writesprotect

a) software write protection for the device server across mounts;
b) associated write protection for the currently mounted volume;
c) persistent write protection of a volume across mounts; and

d) permanent write protection of a volume across mounts.

e application client may control these write protections using the Control mode page (see SPC-4) and
vice Configuration mode page (see 8.3.3). All of the software write-protection methods are option
anging the state of any software write protection shall not prevent previeusly buffered logical objects fr
hsferring to the medium.

.14.2 Write protection additional sense code use
e additional sense code associated with the DATA PROTEET sense key depends on the write protection
bct at the time. Table 6 specifies the preferred additional sense code for the given write protection. Alter

bly, the generic additional sense code of WRITE PROTECTED may be returned by the device server.

Table 6 — Write protect additional sense code combinations

Cause of DATA PROTECT error Additional sense code
Hardware Write Protection HARDWARE WRITE PROTECTED
Permanent Write Protection PERMANENT WRITE PROTECT
Persistent Write-Protection PERSISTENT WRITE PROTECT
Associated Write Protection ASSOCIATED WRITE PROTECT
Software\Write Protection LOGICAL UNIT SOFTWARE WRITE PROTECTED

nore than one-Condition exists, the device server shall:

a) reportithe generic additional sense code of WRITE PROTECTED,; or
b) réport the applicable condition in order of:
¥) HARDWARE WRITE PROTECTED;

on

he
al.

n
1a-

2) PERMANENT WRITE PROTECT,

3) PERSISTENT WRITE PROTECT,
4) ASSOCIATED WRITE PROTECT, and
5) LOGICAL UNIT SOFTWARE WRITE PROTECTED.

Other conditions that may cause a command to be rejected with a DATA PROTECT sense key include:

a) the current volume is maintained as read-only by the device server;
b) the device server is only able to write from BOP or EOD and the current logical position is neither;

c) the volume is a WORM volume (see 4.2.21) and an attempt to write in an unrecordable location is

detected;

d) the set of logical block encryption parameters in the device entity is not correct for the operat
requested; and

e) vendor-specific conditions.

ion
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4.2.14.3 Software write protection for the device server

Software write protection controls write protection for the device server. This method of write protection is
optionally controlled from the Control mode page (see SPC-4) or the swp bit in the Device Configuration mode
page (see 8.3.3). Either or both methods may be implemented by the device server. If both methods are
implemented, each control bit is independently set. Software write protection exists if either bit is non-zero.
The state of software write protection for the device server shall not be recorded on the medium. The value of
the swp bit may be altered by the application client (if the swp bit is changeable). The state of each control bit
shall be set to its default state after a logical unit reset.

4.7
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.14.4 Associated write protection

Sociated write protection controls write protection for the currently mounted volume as long as-the curr
ume is mounted. The associated write protection state is controlled by the Asocwp bit in theyDevice Con

te protection may be altered by the application client (if the Asocwp bit is changeable) if a volums
unted. If a volume is demounted or after a logical unit reset occurs, associated wrjte protection shall
hoved.

.14.5 Persistent write protection

rsistent write protection controls write protection for the currently mounted volume. The persistent w
tection state is controlled by the PERSWP bit in the Device Configuration mode page (see 8.3.3). If enabl
sistent write protection shall exist for the mounted volume until disabled by the application client. The st
persistent write protection shall be recorded with the volume-and the persistent write protection shall o
bct the application client accessible medium. The device server shall report the PERSWP bit as one whe
unted volume is marked with persistent write protection.Jf a volume is demounted or after a logical U
et occurs, the device server shall report the PERSWRZbit as zero prior to the mounting of a volume. Tl
ans for recording the state of persistent write protection for the volume may be specified in the applica
ording format standard or be vendor specific.

.14.6 Permanent write protection

Fmanent write protection controls writé protection for the currently mounted volume. The permanent w
tection state is controlled by the PRMWP bit in the Device Configuration mode page (see 8.3.3). If enabl
manent write protection shall exist for the mounted volume until disabled by a vendor-specific method. T

y affect the application client-accessible medium. The device server shall report the PRMWP bit as one wh
nounted volume is marked with permanent write protection. If a volume is demounted or after a logical
et occurs, the device,server shall report the PRMwWP bit as zero prior to the mounting of a volume. T
ans for recordingithe state of permanent write protection for the volume may be specified in the applica
ording format_standard or be vendor specific. Permanent write protection shall not be removed by a MO
LECT command using the PRMwWP bit. Methods to remove this protection may exist and are vendor speci

.15 Pragress indication
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ition mode page (see 8.3.3). Associated write protection exists if the ASocwp bit is non=zero. Associated
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I the following immediate operations where the device server remains ready, an application client may t

P st

th

Progress of the operation (See table 7).

Table 7— Commands providing progress indication without changing ready state

Operation Options | Subclause Additional Sense Code
ERASE LONG=1]| 5.2,6.2 ERASE OPERATION IN PROGRESS
LOCATE 5.2,6.3 LOCATE OPERATION IN PROGRESS
REWIND 7.9 REWIND OPERATION IN PROGRESS
SET CAPACITY 7.10 SET CAPACITY OPERATION IN PROGRESS
VERIFY 5.5, 6.7 VERIFY OPERATION IN PROGRESS
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While the device server is performing the operation, an application client may test the progress of the
operation by interpreting the progress indication information in the sense-key specific field of the sense data.
During the operation, the device server may report a sense key value of NO SENSE and additional sense
code as specified in table 7. The device server should use the sense key specific function for progress
indication to provide information on the completion of the operation.

For the following immediate operations where the device server is ready. An application client may follow the
progress of the operations specified in table 8.

Tabte 8— Commmands changing Teady State and providing progress mdication

Operation Options Subclause Additional Sense Code
FORMAT 7.1 LOGICAL UNIT NOT READY, FORMAT INyPROGREES
MEPIUM
LOAD UNLOAD LOAD =1, EOT =0 7.2 LOGICAL UNIT IS IN PROCESS OF\BECOMING
READY
LOAD UNLOAD LOAD =0, EOT =1 7.2 LOGICAL UNIT NOT READY; OPERATION IN PROG-
RESS

Wihile the device server is performing the operation, an application client may test the progress of {he
opgration by interpreting the progress indication information in the sense-key specific field of the sense d4gta.
During the operation, the device server may report a sense key value o NOT READY and an additional serjse
cofle as specified in table 8. The sense key specific function ferprogress indication may be used by tfhe
deyice server to provide information on the completion of the operation.

NOTE 1 - A REQUEST SENSE command following a TEST*UNIT READY command that results in CHECK
CONDITION status may provide information that, if acted upon, may lead to unexpected conditions. For
example, progress indication reporting is useful when‘amedia changer is used to service a sequential-access
device following an unload operation with IMMED=1B* A TEST UNIT READY command may receive CHECK
CONDITION status and a NOT READY sensekey reported in the subsequent sense data. This may imply
that the unload operation is finished. If the application client ignores the progress indication information in the
sense data, an EXCHANGE MEDIUM or MOVE MEDIUM command (see SMC-2) to move the demounted
volume from the SCSI device may fail to grab the volume if the unload operation is still in progress.

4.3.16 Tagged command queuing

4.3.16.1 Tagged command _queuing overview
A dlevice server may choase to implement support for tagged tasks (i.e., command queuing). Issuing tagded
write commands with-object buffering disabled facilitates streaming operations up to the limit of the numbef of
ouistanding tagged-cemmands supported by the application client and the device server. This limit may effec-

tively reduce the usable portion of the object buffer which may affect device server performance.

Fof proper-eperation when performing tagged command queuing operations, an application client should wait
for|status:to be returned for any MODE SELECT command before issuing the next command.

progress of the extended copy operation using the RECEIVE COPY RESULTS command).

4.2.16.2 Explicit address mode tagged write sequences

When operating in explicit address mode, tagged write sequences (see 3.1.74) are used to support tagged
command queuing for write operations.

For explicit address mode tagged write sequences, the following rules apply:
a) for a tagged write sequence consisting of more than one command, the Fcs bit (see 5.2, 5.6, 5.7)

shall be set to one in the first command of the tagged write sequence. For all other commands within
the tagged write sequence, the FCs bit shall be set to zero;
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b) for a tagged write sequence consisting of more than one command, the Lcs bit (see 5.2, 5.6, 5.7)

shall be set to one in the last command of the tagged write sequence. For all other commands wit
the tagged write sequence, the Lcs bit shall be set to zero;

hin

c) for a tagged write sequence consisting of only one command, the Fcs bit and Lcs bit shall be set to

one;

d) for a tagged write sequence consisting of more than one command, the application client shall issue

the commands in sequentially-increasing logical object identifier order;
e) the application client shall not issue a tagged write sequence prior to receiving status for
outstanding read type commands; and

all

4.7

4.7

When operating in implicit address mode, spacing operations and commands to read\from and write on
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.3.17.2 Block.address mode selection

1) the application client shall specity a Command Reference Number (see SAM-4) for each commang
a tagged write sequence.

.17 Block address mode

.17.1 Block address mode overview

dium do not contain positioning information (i.e., a command is processed based on the medium posit|
ptive to the last command that was processed). As such, the application client’does not contain expl
bwledge of the medium position. If an error occurs, to maintain data integrity, the application clien
uired to determine the medium position before re-issuing a command that.affects the medium position.

sitioning information fields (i.e., a command is processed based on the medium position informat
bcified in the command). As such, the application client contains.éexplicit knowledge of the medium positi
s results in enhanced error detection and recovery functionality that allows the application client
intain data integrity while performing various operations)without first determining the medium positi
me example operations include:

a) the re-issuing of a command that affects thesmedium position;
b) multi-path I/O; and
c) tagged command queuing.

e device server shall support explicit.address mode only, implicit address mode only, or both expl
dress mode and implicit address(mode. At any instance, the device server shall be in or transition
ween one of the following block address mode states (see 4.2.17.3):

a) AO:ldle;
b) EO:Explicit Address Mode - Neutral;

c) ELl:Explicit Address Mode - Write Capable; or
d) FO:Implicit Address Mode.

e blocksaddress mode shall be selected as follows:

a)) if the BAML bit in the Device Configuration mode page (see 8.3.3) is set to zero, then the setting of

n

cit

he

BAM DIT In tThe Device Contiguration mode page (see o.5.5) shall be Ignored and the DIOCK addr

SS

mode shall be determined based on the first block address mode unique command that is received
after a successful load operation or successful completion of a command that positions the medium to

BOP;

b) if the BaML bit in the Device Configuration mode page is set to one and the BAM bit in the Dev
Configuration mode page is set to zero, the logical unit shall support implicit address mode; or

c) if the BamML bit in the Device Configuration mode page is set to one and the BAM bit in the Dev
Configuration mode page is set to one, the logical unit shall support explicit address mode.

ice

ice

Prior to performing a block address mode change, the logical unit shall perform a synchronize operation (see
4.2.11).
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If the device server receives a command that is not supported by the currently selected mode, the device
server shall return CHECK CONDITION, the sense key shall be set to ILLEGAL REQUEST, and the
additional sense code shall be set to:

a) ILLEGAL COMMAND WHILE IN EXPLICIT ADDRESS MODE if the currently selected mode is the

explicit address mode;

b) ILLEGAL COMMAND WHILE IN IMPLICIT ADDRESS MODE if the currently selected mode is the

implicit address mode; or

c) ILLEGAL COMMAND WHILE IN WRITE CAPABLE STATE if the device server is in explicit address

Fo
ter

im

Th
of

Fig
17

mode write capable state.

.4.17.3 Block address mode state diagrams

I the block address mode state diagrams (see figure 15, figure 16, figure 17, and figure 18),the follow
minology shall apply:

a) explicit command: a command contained only in the explicit address commandset (see table 22);
b) implicit command: a command contained only in the implicit address command set (see table 30); g
c) generic command: an explicit command that is not a read type or write type’command (see table 2

common command containing a BAM bit (e.g., LOCATE(16)) shall be processed as either an explicit
blicit command based on the setting of the BAM bit contained in the common command.

e SPACE(16) command shall be processed as either an explicit‘er implicit command based on the sett
he PARAMETER LENGTH field in the command descriptor block:

ure 14 provides an overview of the block address model state diagram. Refer to figure 15, figure 16, fig
and figure 18 for detailed descriptions of the block address model state diagram.
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FO: Implicit Address Mode

FO:FO
AO: Idle l |
AO:A0 FO:EO
>
-
AO:FO : -
-
EO: Explicit Address Mode - Neutral
EO:EO
AO:EO < |
P
EO:FO
>
EO:E1
P
E1: Explicit Address Mode - Write Capable
E1.E1
AO:E1 < |
-
E1:EOQ
>

Figure 14 —Block address mode state diagram, overview
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AO0: Idle

Process enabled command

AO:E0 MODE SELECT, BaML=1, BAM=1

All:A0 Power on, BAML=0, BAM=0 -
-
AO:EO Generic command enabled
All:AO Logical unit reset, BAML=0, >
BAM=0 AO0:E0 BOx=True, BaAML=0, Explicit untagged
B o ommand-enablod =

AIl:AO0 I_T nexus loss, BAML=0, BAM=0

Figure 15 — Block address mode state diagram, Idle state

> AO0:EO0 BOx=True, BAML=0, Explicit tagged read type

command enabled

|
AO0:E1 BOx=True, BAML=0, Explicit tagged writg
sequence command enabled, Fcs=1 >
AO0:FO MODE SELECT, BamL=1, BAM=0

|
AO0:FO BAML=0, Implicit command-enabled

-

A0:A0 FORMAT MEDIUM command enabled

|t
A0:A0 MODE SELECT, non Device Configuration mode
page

|t

AO0:A0 MODE SELECT, BAML=0, BAM=0

et

A0:A0 SEND DIAGNOSTIC command enabled

[t

A0:A0 SET CAPACITY command enabled

|t

A0:A0 Error, BOx=False, Explicit command enabled

|t

AO0:AO0 Error, Explicit tagged write type command
enabled, Fcs=0

- |

State AO:ldle: This is the idle state.

Transition All:A0: This transition shall occur when a power-on, logical unit reset, or |_T nexus loss event
occurs and the BAML bit is set to zero and the BAM bit is set to zero.

Transition AO0:EOQ: This transition shall occur when:

a)

b)
c)

a MODE SELECT command specifying a Device Configuration mode page with the BAML bit set to
one and the BAM bit set to one completes with GOOD status;

a generic command is enabled;

an explicit untagged command is enabled, the medium position is at BOx, and the BAML bit is set to

Zero; or
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d) an explicit tagged read type command is enabled, the medium position is at BOx, and the BAML bit is

set to zero.

Transition AO:E1: This transition shall occur when an explicit tagged write sequence command is enabled
with the FCs bit set to one, the medium position is at BOx, and the BAML bit is set to zero.

Transition AO0:FO: This transition shall occur when:

a) a MODE SELECT command specifying a Device Configuration mode page with the BAML bit set to

b)

one and the BAM bit set to zero completes with GOOD status; or
an implicit command is enabled, the medium position is at BOx, and the BAML bit is set to zero!

Transition A0:AO: This transition shall occur when:

a)
b)

c)
d)

e)

)

)

a FORMAT MEDIUM command is enabled,;

a MODE SELECT command specifying a mode page other than the Device Configuration mode pg
is enabled,;

a MODE SELECT command specifying a Device Configuration mode page with the BAML bit set
zero and the BAM bit set to zero is enabled;

a SEND DIAGNOSTIC command is enabled,;

a SET CAPACITY command is enabled,;

an explicit command is enabled and the medium position is not. at.BOx. In this case the device ser
shall return CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST and
additional sense code shall be set to SEQUENTIAL POSITIONING ERROR; or

an explicit tagged write type command is enabled with thieFcs bit set to zero. In this case the dev
server shall return CHECK CONDITION status, the:sense key shall be set to ILLEGAL REQUE
and the additional sense code shall be set to INVALID'FIELD IN CDB.

ge
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EO: Explicit Address Mode - Neutral
Process enabled command

EO0:FO MODE SELECT, BAML=1, BAM=0
-
All:EO Power on, BAML=1, BAM=1
P E0:FO BOx=True, BAML=0, Implicit command enabled
-
Al:EO Logical unit reset, BAML=1, BAM=1 > EO:E1 Explicit tagged write sequence command
enabled, Fcs=1
>
All:EO |_T nexus loss, BAML=1, BAM=1
>
EO:EOQ Explicit tagged read type command enabled
L
EO:EOQ Explicit untagged command-eénabled
-
E0:EO0 Generic commandenabled
L
E0:E0 FORMAT MEDIUM command enabled
L
E0:EQ,MODE SELECT, non Device Configuration mode
page
g
EO:EO0 MODE SELECT, BamML=0, BAM=0
-
E0:E0 SEND DIAGNOSTIC command enabled
—
EO:EQ SET CAPACITY command enabled
< |
EO:EOQ Error, Explicit tagged write type command
enabled, Fcs=0
< |
EO:EO Error, BOx=False, BAML=0, Implicit command
enabled
]
a T

Figure 16 — Block address mode state diagram, Explicit Address Mode - Neutral
State EO:Explicit Address Mode - Neutral: This is the neutral state for explicit address mode.

Transition All:EO: This transition shall occur when a power-on, logical unit reset, or |_T nexus loss event
occurs and the BAML bit is set to one and the BAM bit is set to one.
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Transition EO:FO: This transition shall occur when:

a) a MODE SELECT command specifying a Device Configuration mode page with the BAML bit set to

b)

one and the BAM bit set to zero completes with GOOD status; or
an implicit command is enabled, the medium position is at BOx, and the BAML bit is set to zero.

Transition EO:EL1: This transition shall occur when an explicit tagged write sequence command is enabled
with the Fcs bit set to one.

Transition EO:EO: This transition shall occur when:

a)
b)
c)
d)
e)

)
)]

h)
)

an explicit tagged read type command is enabled;

an explicit untagged command is enabled;

a generic command is enabled;

a FORMAT MEDIUM command is enabled;

a MODE SELECT command specifying a mode page other than the Device Configuration mode pg
is enabled,;

a MODE SELECT command specifying a Device Configuration mode page with the BAML bit set
zero and the BAM bit set to zero is enabled;

a SEND DIAGNOSTIC command is enabled,;

a SET CAPACITY command is enabled;

an explicit tagged write type command is enabled with the Fcs bit set to zero. In this case the dev
server shall return CHECK CONDITION status, the sense key'shall be set to ILLEGAL REQUE
and the additional sense code shall be set to INVALID FIELD IN CDB; or

an implicit command is enabled, the medium position is-iot at BOx, and the BAML bit is set to zero
this case the device server shall return CHECK CQNDITION status, the sense key shall be set
ILLEGAL REQUEST and the additional sense code_shall be set to ILLEGAL COMMAND WHILE
EXPLICIT ADDRESS MODE.
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E1: Explicit Address Mode - Write Capable
Process enabled command

E1:E1 Explicit tagged write sequence command
enabled, Fcs=0, Lcs=0

[t

E1:E1 SEND DIAGNOSTIC command enabled

=

a)

b)
c)

ansition E1:E1: This transition shall occur when:

ansition E1:EO: This transition shall occur when:

E1:E1 Allowed command enabled

[t

E1:EO0 Explicit tagged write sequence command
complete, Lcs=1 >

E1:EO Error, Explicit tagged write sequence
command enabled, Fcs=1 >

E1:EOQ Error, Explicit untagged write sequence
command enabled -

E1:EOQ Error, FORMAT MEDIUM, MODE SELECT, or
SET CAPACITY command enabled

P
E1:EO Error, Explicit read type command enabled
E1:EO Error, Implicit command enabled

P
E1:EO Error, Non-allowed Gereric command enabled

P
E1:EO Error, Explicit tagged write sequence
command with out-gf~order logical object identifer
enabled >

Figure 17 — Block addressimode state diagram, Explicit Address Mode - Write Capable

an explicit tagged write sequence command is enabled with the FCs bit set to zero and the LcCs bit pet
to zero;

a SENDDIAGNOSTIC command is enabled; or
an allewed command (see table 22) is enabled.

a)
b)
c)

d)

e)

an explicit tagged write sequence command with the LCS bit Set to one completed with GOOD Status;
an explicit tagged write sequence command with the FCs bit set to one and the Lcs bit set to one
completed with GOOD status;

an explicit tagged write sequence command is enabled with the FCs bit set to one. In this case the
device server shall return CHECK CONDITION status, the sense key shall be set to ILLEGAL
REQUEST, and the additional sense code shall be set to INVALID FIELD IN CDB;

an explicit untagged write sequence command is enabled. In this case the device server shall return
CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST, and the additional
sense code shall be set to ILLEGAL COMMAND WHILE IN WRITE CAPABLE STATE;

a FORMAT MEDIUM, MODE SELECT, or SET CAPACITY command is enabled. In this case the
device server shall return CHECK CONDITION status, the sense key shall be set to ILLEGAL
REQUEST, and the additional sense code shall be set to ILLEGAL COMMAND WHILE IN WRITE
CAPABLE STATE;
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f) an explicit read type command is enabled. In this case the device server shall return CHECK
CONDITION status, the sense key shall be set to ILLEGAL REQUEST, and the additional sense code
shall be set to ILLEGAL COMMAND WHILE IN WRITE CAPABLE STATE;

a)

an implicit command is enabled. In this case the device server shall return CHECK CONDITION

status, the sense key shall be set to ILLEGAL REQUEST, and the additional sense code shall be set
to ILLEGAL COMMAND WHILE IN WRITE CAPABLE STATE;

h)

a non-allowed generic command (see table 22) is enabled. In this case the device server shall return

CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST, and the additional
sense code shall be set to ILLEGAL COMMAND WHILE IN WRITE CAPABLE STATE; or

ILLEGAL REQUEST and the additional s

Fo
conmands may be issued to transition from write

a) a WRITE(16) command with the LCs bit s

FILEMARK COUNT field set to zero.

1) an explicit tagged write sequence command with an out-of-order logical object identifier IS enabled
this case the device server shall return CHECK CONDITION status, the sense key shall be\setf

ense code shall be set to INVALID FIELD IN CDB:

lowing an error condition that does not result in a transition out of write capable state, the follow

capable state to neutral state:

et to one and the TRANSFER LENGTH field set to zero; or

b) a WRITE FILEMARKS(16) command with the LCsS bit set to one, the IMMED bit set to zero, and

FO: Implicit Address Modé
Process enabled command

FO:E0 MODE _SELECT, BAML=1, BAM=1

All:FO Power on, BAML=1, BAM=0

-
FO:E0 BOXx=True, BAML=0, Explicit untagged command

All:FO Logical unit reset, BAML=1, BAM=0

enabled >

EO:EO0 BOx=True, BAML=0, Generic command enabled

P

All:FO I_T nexus loss, BaAML=1, BAM=0

>

FO:EO0 BOx=True, BAML=0, Explicit read type command
enabled >

Lo

FO:E1 BOx=True, BAML=0, Explicit tagged write
sequence command enabled, Fcs=1

FO:FO Implicit command enabled

< |
FO:FO Error, BOx=False, BaML=0, Explicit command
enabled

< |
FO:FO Error, BAML=0, Explicit tagged write sequence
command enabled, Fcs=0

g

Figure 18 — Block address mode state diagram, Implicit Address Mode

State FO:Implicit Address Mode: This is the state for implicit address mode.

In
to

Transition All:FO: This transition shall occur when a power-on, logical unit reset, or |_T nexus loss event

occurs and the BAML bit is set to one and the BAM

bit is set to zero.

Transition FO:EO: This transition shall occur when:

a) a MODE SELECT command specifying a Device Configuration mode page with the BAML bit set to

one and the BAM bit set to one completes

with GOOD status;
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b) an explicit untagged command is enabled, the medium position is at BOx, and the BAML bit is set to

zero;
c) ageneric command is enabled, the medium position is at BOx, and the BAML bit is set to zero; or

d) an explicit read type command is enabled, the medium position is at BOx, and the BAML bit is set to

Zero.

Transition FO:E1: This transition shall occur when an explicit tagged write sequence command is enabled

wit]

h the Fcs bit set to one, the medium position is at BOx, and the BAML bit is set to zero.

Transition FO:FO: This transition shall occur when:

Ta

tigns arising in the SCSI target device. This standard defines 64 unique TapeAlert flags fof

se
Ta
red

Ta
tal

.4.18 TapeAlert application client interface

.4.18.1 TapeAlert introduction

a) an implicit command is enabled;

b) an explicit command is enabled, the medium position is not at BOx, and the BAML bit is set to zero
this case the device server shall return CHECK CONDITION status, the sense keyyshall be self
ILLEGAL REQUEST, and the additional sense code shall be set to ILLEGAL COMMAND WHILE
IMPLICIT ADDRESS MODE; or

c) an explicit tagged write sequence command is enabled with the FCs bit set td,zero. In this case
device server shall return CHECK CONDITION status, the sense key. shall be set to ILLEG
REQUEST, and the additional sense code shall be set to ILLEGAL COMMAND WHILE IN IMPLI(
ADDRESS MODE.

beAlert provides an application client with the capability to.receive notification of various events and cor]

juential-access device. A service information log parameter (see table 74) is also defined for eg
beAlert flag that provides information necessary«fer an application client to decide appropriate er|
overy procedures.

peAlert flag severity is specified in table 9. FapeAlert flags fall into three categories of default severity (g
le 10).

Table 9 — TapeAlert flags severity

Value Severity Definition

01h | Informational |)/No guidance about continued operation without corrective action is given
by this standard.
The condition should be logged and/or the operator informed.

06h Retryable | The event that generated this information may be retried.

0Bh Warning The system may not be operating optimally. Continued operation without
corrective action may cause a failure or raise critical TapeAlert flags.
The condition should be logged and/or the operator informed.

10h Critical Either a failure has already occurred or a failure is imminent. Corrective

In
to
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he
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di-
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For

action-is racuirad
SCHORSTHegHHear

The condition should be logged and/or an operator informed.

15h Intervention | If this condition is not corrected, a data loss failure may occur.
required The condition should be logged and/or an operator informed.

1Ah Call service | Action by service personnel is required.
The condition should be logged and service personnel informed.

All - Reserved
others
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Table 10 specifies the 64 TapeAlert flags for a sequential-access device. See Annex A for additional infor-
mation about each TapeAlert flag.

Table 10 — TapeAlert flags

Flag | Name Type | Default | Deactivation condition TapeAlert
severity Flag
specific
information
avaitagt
(see8.2B.x)
01lh | Read warning @) W Start of next volume load Y
02h | Write warning 0] w Start of next volume load Y
03h | Hard error M w Start of next volume load?@ N
04h | Medium M C Start of next volume lead? Y
05h | Read failure M C Start of next volume load? N
06h | Write failure M C Start of next,volume load? N
07h | Medium life O w Start of\next volume load Y
08h | Not data grade O w Start.of next volume load N
09n | Write protect O C Start of next volume load or N
removal of write protect
0Ah | Volume removal prevented @) | After volume removal N
allowed
0Bh | Cleaning volume @) I Start of next volume load N
0Ch | Unsupported format Q I Start of next volume load or N
format change
0Dh | Recoverable mechanical cartridge O C Start of next volume load N
failure
OEh | Unrecoverable mechanical cartridge @) C After service resolution N
failure
OFh | Memory chip in cartridgefailure @) W Start of next volume load N
10n | Forced eject @) C Start of next volume load N
11p | Read only format O w Start of next volume load or N
format change
12h | Tape directory corrupted on load O W Start of next volume load N
13h | Nearing medium life @) I Start of next volume load Y
14h 4{'Cleaning required @) C After successful cleaning or Y
cause resolved
15h | Cleaning requested 0] W After successful cleaning Y
16h | Expired cleaning volume @) C Start of next volume load Y
17h | Invalid cleaning volume O C Start of next volume load
18h | Retension requested 0] W After successful retention N

Type Key: M=Mandatory

O=Optional
W=Warning
C=Critical
I=Informational

a) Devices compliant with previous versions of this standard may deactivate this TapeAlert flag when
demounting the current volume.
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Table 10 — TapeAlert flags (Continued)

Flag | Name Type | Default | Deactivation condition TapeAlert
severity Flag
specific
information
available
(see 8.2.3.x)
19h—-Mutti-pert-interface-erroronr-a-prmary o W Afterirterfacereturrs-te N
port operation
1Ah | Cooling fan failure O w After service resolution N
1Bh | Power supply failure @) W After service resolution N
1Ch | Power consumption @) W After power consumption Y
returns to within specification
1Dh | Drive preventive maintenance @) W After service resolution N
required
1Eh | Hardware A O C After service\résolution N
1Fh | Hardware B M C At power-on/event N
20n | Primary interface O w After interface returns to N
operation
21h | Eject volume O C After volume is ejected N
22h | Microcode update fail O w Start of next microcode N
update
23h | Drive humidity @) W After humidity returns to Y
within specification
24h | Drive temperature Q) w After temperature returns to Y
within specification
25h | Drive voltage @] w After voltage returns to within Y
specification
26h | Predictive failure 0] C After service resolution Y
27h | Diagnostics required O w After service resolution N
28h - | Obsolete N
2Eh
2Fh - | Reserved N
31h
32h | Lost statistics @) W Start of next volume load N
33h | Tape‘directory invalid at unload @) W Start of next volume load N
34h ~| Tape system area write failure @) C Start of next volume load N
35— Tape SyStenT area read faiture O C Startof mextvotume foad N
36h | No start of data 0] C Start of next volume load N
37h | Loading or threading failure 0] C Start of next volume load N
38h | Unrecoverable unload failure @) C After service resolution N

Type Key: M=Mandatory
O=Optional
W=Warning
C=Ceritical
I=Informational

a) Devices compliant with previous versions of this standard may deactivate this TapeAlert flag when
demounting the current volume.
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Table 10 — TapeAlert flags (Continued)

Flag | Name Type | Default | Deactivation condition TapeAlert
severity Flag

specific
information
available
(see 8.2.3.x)

30h—-Automatiorintedacefailuke o - Aftersendcetreselution N

3Ah | Microcode failure (@] W After service resolution N

3Bh | WORM volume - integrity check @] W Start of next volume load N

failed
3Ch | WORM volume - overwrite attempted @) w Start of next volume load N

3D - | Reserved

40h
Type Key: M=Mandatory
O=Optional
W=Warning
C=Critical

I=Informational

a) Devices compliant with previous versions of this standard may deactivate this TapeAlert flag when
demounting the current volume.

4.3.18.2 TapeAlert usage model
4.3.18.2.1 TapeAlert usage model introduction
Thjs standard specifies three methods for an application client to monitor activation of TapeAlert flags:

a) polling either the TapeAlert log page or the TapeAlert Response log page;

b) configuring the device server to.establish an Informational exception condition upon activation of gne
or more TapeAlert flags; and

c) establishing a threshold for 'one or more of the parameters in the TapeAlert log page.

An[application client may use any of these methods or a mixture of them.

Prior to using the TapgAtert Response log page with method (a), an application client should determ|ne
whether the device server supports the TapeAlert Response log page. An application client may determine |f a
deyice server supports a log page by issuing a LOG SENSE command with the PAGE CODE field set to JOh
anfl examining.the data returned.

=]

4.3.18.2.2<TapeAlert polling usage model

The@pplication client configures the device server for the TapeAlert polling usage model by:

a) setting the TASER bit in the Device Configuration Extension mode page to one (see 8.3.8); and
b) setting the ETC bit of every parameter in the TapeAlert log page to zero (see 8.2.3).

NOTE 3 - Devices that comply with earlier versions of this standard set the ETC bit in each TapeAlert log
parameter to zero and do not allow the application client to change this value.

If using the TapeAlert polling usage model, the application client reads the TapeAlert log page or the TapeAlert
Response log page without receiving notification from the device server that a TapeAlert flag has changed
state. The application client may read the TapeAlert log page or the TapeAlert Response log page at any time
(e.g., polled at a regular interval of 60 seconds). The application client should read either the TapeAlert log
page or the TapeAlert Response log page:

a) prior to mounting a volume and at the beginning of a data transfer sequence;
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b) immediately after detecting an unrecoverable error during the data transfer sequence;
c) before demounting each volume; and
d) atthe end of a data transfer sequence.

4.2.18.2.3 TapeAlert informational exception usage model

The application client configures the device server for the TapeAlert informational exception usage model by:

a) setting the TASER bit in the Device Configuration Extension mode page to zero (see 8.3.8);
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.4.18.2.4 TapeAlert threshold usage model

b) setting the DEXCPT bit In the Informational Exceptions Control mode page to zero and the test bit in
Informational Exceptions Control mode page to zero (see 8.3.6);

c) setting the MRIE field in the Informational Exceptions Control mode page to a supported value.greqg
than zero (see 8.3.6); and

d) setting the ETC bit of every parameter in the TapeAlert log page to zero (see 8.2.3).

NOTE 4 - Devices that comply with earlier versions of this standard set the ETC bit in each TapeAlert log
parameter to zero and do not allow the application client to change this value.

sing the TapeAlert informational exception usage model, the application clientreceives TapeAlert flag inf
tion upon or after receiving notification from the device server that an informatienal exception condition 1
curred. The device server generates an informational exception condijtion due to an activated TapeA
. The device server does not generate an informational exception condition due to a deactivated TapeA
). The method used by the device server to report the informationalexception condition depends on
ue of the MRIE field (see SPC-4). If the device server returns descriptor format sense data (see SPC-4),

vice server returns fixed format sense data (see SPC-4), thé.application client should read the TapeA
page to retrieve the state of the TapeAlert flags.

he TEST bit is set to zero, a device server reporting an informational exception condition for a TapeAlert f
s the additional sense code to FAILURE PREDIGEION THRESHOLD EXCEEDED.

e application client configures the device server for the TapeAlert threshold usage model by:

a) setting the TASER bit in the Device Configuration Extension mode page to one (see 8.3.8);

b) setting to one the ETC bit-of each parameter in the TapeAlert log page for which the application cli
wishes to receive a unitattention condition (see 8.2.3);

c) setting to zero the.ET€ bit of each parameter in the TapeAlert log page for which the application cli
does not wish to_receive a unit attention condition (see 8.2.3); and

d) establishingsa threshold value and a threshold met criteria (TMC) value for each TapeAlert log p3
parameter with the ETC bit set to one (see SPC-4).

NOTE 5+ Devices that comply with earlier versions of this standard set the ETC bit in each TapeAlert log
parameter to zero and do not allow the application client to change this value. These devices do not support
the FapeAlert threshold usage model.

he
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rent state of all TapeAlert flags appears in the information-Sense data descriptor (see 4.2.13.3). If fhe

ert

ag

If

Qing the Talr_mAInrf threshold usage. mnrlnl’ the nlnplir\m‘inn client receives a unit attentionwhen a Tnlr_mA

ert

log page parameter meets its threshold criteria. If the device server returns descriptor format sense data (see
SPC-4), the current state of all TapeAlert flags appears in the information sense data descriptor (see
4.2.13.3). If the device server returns fixed format sense data (see SPC-4), the application client should read
the TapeAlert log page to retrieve the state of the TapeAlert flags.

The threshold and T™MC values determine whether the device server establishes a unit attention condition on
TapeAlert flag activation or deactivation.
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4

.2.18.3 TapeAlert flag activation and deactivation

The device server shall activate a TapeAlert flag upon detecting the condition or event specified in table 11.

Table 11 — TapeAlert flag activation conditions

Flag Name Activation condition

03h Hard error An unrecoverable read/write/positioning error.

04h Medromm AT UNTECOVETabie Tead/Write/poSItioning error due 1o a fauity TmediumnT.

08h Read failure | An unrecoverable read error due to either a faulty medium or faulty device hardware.

0gh Write failure | An unrecoverable write/positioning error due to either a faulty medium or faulty

device hardware.

1Rh Hardware B | An error during power on self test.

T

condition.

Inifialization processing due to a power-on condition may activate some TapegAlert flags.

T

in fable 10. The device server shall not deactivate any TapeAlert flag dUe'to a vendor-specific condition/eve

T

T

If

field set to 2Eh, the device servershall not activate the flag again until the device server:

If
a

he device server may activate a TapeAlert flag not listed in table 11 upon detectioi of a vendor-spec|

he device server shall deactivate a TapeAlert flag upon detecting the condition or event specified for that f

he device server shall deactivate all TapeAlert flags:

a) upon processing a LOG SENSE command with the PAGE CODE field set to 2Eh if the TAPLSD bit is
to zero in the Device Configuration Extension modepage (see 8.3.8); or

b) upon detecting a logical unit reset condition (see/SAM-4).

he device server may deactivate any TapeAlert flagon a vendor-specific basis due to:

a) processing a LOG SELECT commandywith the PCR bit set to one (see SPC-4); or

b) processing a LOG SELECT command with the PARAMETER LIST LENGTH field set to zero and the
field set to 11b.

the device server deactivates awTapeAlert flag by processing a LOG SENSE command with the PAGE cd

a) detects the deactivation condition specified in table 10;

b) detects a logicalunit reset condition; or

c) processes akOG SELECT command with the PCR bit set to one.

tre device server deactivates a TapeAlert flag through some other mechanism, the device server nj
ctivate thedlag before

a)< detecting the deactivation condition given in table 10;
b)) detecting a logical unit reset condition; or

fic

ag
nt.

PC

DE
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c) processing a LOG SELECT command with the PCR bit set to one.

If the TAPLSD bit in the Device Configuration Extension mode page (see 8.3.8) is set to zero, the device server
should deactivate flags on a per |_T nexus basis such that active flags are available for reading by other |_T
nexus. If the TAPLSD bit in the Device Configuration Extension mode page (see 8.3.8) is set to one, the device
server may deactivate flags on a per |_T nexus basis.

NOTE 6 - Backwards compatibilty with previous versions of this standard is violated if the TAPLSD bit is set to
zero and the device server deactivates TapeAlert flags on any basis other than per I_T nexus.
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4.2.18.4 WORM TapeAlert flags

Two TapeAlert flags exist to support Write Once Read Many (WORM) volumes:

a) 3Bh (i.e., WORM volume - integrity check failed); and
b) 3Ch (i.e., WORM volume - overwrite attempted).

(E)

If the device server supports TapeAlert flag 3Bh, it shall activate that flag upon detecting that the integrity of
the volume may be compromised. If the device server supports TapeAlert flag 3Ch, it shall activate that flag if
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application client attempts to overwrite or erase user data on a WORM volume (see 4.2.21).
b device server shall deactivate TapeAlert flags 3Bh and 3Ch:

a) upon processing of a LOAD UNLOAD command with a LOAD bit set to one (see 7.2)that results i
not ready to ready transition;

b) upon processing of a LOAD UNLOAD command with a LOAD bit set to one (See 7.2), if both
volume and device server support MAM, that results in access to medium auxiliary memory only;

c) upon processing of an autoload operation (see SPC-4) that results in a not.ready to ready transitio

d) when both the volume and device server support MAM, that results in,access to medium auxili
memory only; or

e) upon the occurrence of a deactivation condition as specified in 4.2:18.3.

.18.5 TapeAlert Response log page
proach facilitates accurate reporting of the conditions encountered by the device and allows the applicat
Nt to manage the information directly. The device server.does not maintain unique TapeAlert informat

each I_T nexus, and the state flags are not affected by, SCSI port events (e.g., I_T nexus loss).

e application client is responsible for determifiing which flags have changed state upon subsequ
fieval of the TapeAlert Response log page. Thef@pplication client may maintain a state change history.

he TAPLSD bit in the Device Configuration Extension mode page (see 8.3.8) is set to one, the device ser
hll maintain the value of the flags in the TapeAlert Response log page independently of the TapeAlert flg
orted through the TapeAlert log page (see 8.2.3). A LOG SENSE command that retrieves the TapeA
sponse log page shall not set the flags in that page to zero and shall not set the flags in the TapeAlert
beAlert Response log page to'zero.

.19 READ ATTRIBUTEand WRITE ATTRIBUTE command support

pport for the READ ATTRIBUTE and WRITE ATTRIBUTE commands (see SPC-4) is described in table
 table 13.

Table 12 — Device common attributes

e TapeAlert flags reported through the TapeAlert Responsgsleg page (see 8.2.1) represent states. Thi

PNt

er
gs
ert
09

pe to zero. A LOG SENSE,.command that retrieves the TapeAlert log page shall not set the flags in the

ID Attribute name Number of bytes | Format
0002h | TAPEALERT FLAGS 8 Binary
0005h | ASSIGNING ORGANIZATION 8 ASCII
0006h | FORMATTED DENSITY CODE 1 Binary

The TAPEALERT FLAGS attribute provides a means of reporting the state of the TapeAlert flags for the
previous load of the volume. Each TapeAlert flag occupies one bit (Flag 1 = MSB, byte 1; Flag 64 = LSB, byte
8). The bits specify all the TapeAlert flags that were set to one during the previous load, (i.e., the bits remain
set to one for the duration of the load).

The ASSIGNING ORGANIZATION attribute identifies the organization responsible for the specifications
defining the values in the FORMATTED DENSITY CODE attribute. The ASSIGNING ORGANIZATION
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attribute should contain a vendor identification. A vendor identification other than the one associated with the
device may be used.
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NOTE 7 - It is intended that the ASSIGNING ORGANIZATION attribute provide a unique vendor identification
of the FORMATTED DENSITY CODE attribute. In the absence of a formal registration procedure, T10
maintains a list of known vendor identification codes for use in the Standard INQUIRY data (see SPC-4).
Vendors are requested to voluntarily submit their identification codes to T10 to prevent duplication of codes
(see SPC-4).

DE attribute (e.g., for compatibility with a previous generation format), then the FORMATTED DENSJ
DE attribute specifies the DENSITY CODE of the format chosen (see SPC-4). Otherwise this attribute shall
same as the MEDIUM DENSITY CODE attribute.

Table 13 — Medium common attributes

ID Attribute name Number of bytes | Format
0402h | MEDIUM LENGTH 4 Binary
0403h | MEDIUM WIDTH 4 Binary
0404h | ASSIGNING ORGANIZATION 8 ASCII
0405h | MEDIUM DENSITY CODE 1 Binary

e MEDIUM LENGTH attribute specifies the length of the mediumin meters. A value of Oh specifies that
gth of the medium is undefined.

e MEDIUM WIDTH attribute specifies the width of the megium supported by this density. This attribute H
ts of tenths of millimeters. The value in this attribute shall be rounded up if the fractional value of the act
ue is greater than or equal to 0,5. The MEDIUM WIDTH attribute may vary for a given density depend
the mounted volume. A value of Oh specifies the;width of the medium is undefined.

e ASSIGNING ORGANIZATION attribute_identifies the organization responsible for the specificatig
ining the values in the MEDIUM DENSITY CODE attribute. The ASSIGNING ORGANIZATION attrib
puld contain a vendor identification,

NOTE 8 - It is intended that thetYASSIGNING ORGANIZATION attribute provide a unique vendor identification
of the MEDIUM DENSITY CODE attribute. In the absence of a formal registration procedure, T10 maintains a
list of known vendor identification codes for use in the Standard INQUIRY data (see SPC-4). Vendors are
requested to voluntarjlyssubmit their identification codes to T10 to prevent duplication of codes (see SPC-4).
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4.3.20 Reservations

Rgservation restfictions are placed on commands as a result of access qualifiers associated with the typq of
regervation{See SPC-4 for a description of reservations. The details of which commands are allowed ungler
what types-of reservations are described in table 14.

Cdmmands from I_T_nexus holding a reservation should complete normally. Table 14 specifies the behayior
of cOmmands from registered I_T_nexus when a regisirants only or all registrants persistent reservaton is
present.

Due to the nature of the sequential-access device type, Write Exclusive and Write Exclusive, Registrants Only
modes of reservation do not protect an application client’s continuity of operations when using the implicit
address command set. While these modes do protect unauthorized modification of data, they do not protect
from medium position changes that may result in errors due to incorrect position. It is the responsibility of the
application client to manage this using means outside the scope of this specification. Application clients
should use exclusive modes of reservation while accessing the volume to prevent interference from other
applications.
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For each command, this standard and the SPC-4 standard define the conditions that result in RESERVATION
CONFLICT.

Table 14 — SSC-3 commands that are allowed in the presence of various reservations

Command Addressed LU has this type of persistent reservation held by
another I_T_nexus
From any |_T_nexus From From I_T_nexus not
registered registered
I_T _nexus
Write Exclusive | (RR all types) Write Exclugive
Exclusive Access Exclusive - Access
RR - RR

ERASE(6) Conflict Conflict Allowed Conflict Conflict
ERASE(16) Conflict Conflict Allowed Conflict Conflict
FORMAT MEDIUM Conflict Conflict Allowed Conflict Conflict
LOAD UNLOAD Conflict Conflict Allowed Conflict Conflict
LOGATE(10) Allowed Conflict Allowed Allowed Conflict
LOQATE(16) Allowed Conflict Allewed Allowed Conflict
READ(6) Allowed Conflict Allowed Allowed Conflict
READ(16) Allowed Conflict Allowed Allowed Conflict
READ BLOCK LIMITS Allowed Allowed Allowed Allowed Allowed
READ POSITION Allowed Conflict Allowed Allowed Conflict
READ REVERSE(6) Allowed Conflict Allowed Allowed Conflict
READ REVERSE(16) Allowed Conflict Allowed Allowed Conflict
RECGOVER BUFFERED DATA Allowed Conflict Allowed Allowed Conflict
RERORT DENSITY SUPPORT Allowed Allowed Allowed Allowed Allowed
REWIND Allowed Conflict Allowed Allowed Conflict
SET| CAPACITY Conflict Conflict Allowed Conflict Conflict
SPACE(6) Allowed Conflict Allowed Allowed Conflict
SPACE(16) Allowed Conflict Allowed Allowed Conflict
VERIFY(6) Allowed Conflict Allowed Allowed Conflict
VERIFY(16) Allowed Conflict Allowed Allowed Conflict
WRITE(6) Conflict Conflict Allowed Conflict Conflict
WRITE(16) Conflict Conflict Allowed Conflict Conflict
WRITEAFIKLEMARKS(6) Conflict Conflict Allowed Conflict Conflict
WRUIEELEMARKS(16) Conflict Conflict Allowed Conflict Conflict

Key: LU=Logical Unit, RR=Registrants Only or All Registrants

Allowed: Commands received from |_T nexus not holding the reservation or from |_T nexus not registered when
a registrants only or an all registrants type persistent reservation is present should complete normally.

Conflict: Commands received from |_T nexus not holding the reservation or from |_T nexus not registered when
a registrants only or an all registrants type persistent reservation is present shall not be performed and the device
server shall terminate the command with RESERVATION CONFLICT status.
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4.2.21 WORM volume and WORM mode
4.2.21.1 WORM overview

The device server may support a Write Once, Read Many (WORM) mode of operation. This mode of
operation places additional restrictions on the processing of commands by the device server.

4.2.21.2 WORM volume

A WORM volume is identified by a format-defined method (e.g., the Medium Type atiribute in the MAM-dhta
retpirning a Write Once Medium type value).

4.2.21.3 WORM mode

A dlevice server that supports WORM mode and detects a WORM volume is mounted shall’'enter WORM
mqde. While in WORM mode, WRITE, WRITE FILEMARKS, ERASE, FORMAT MEDIUM, SET CAPACITY,
anfl MODE SELECT commands that alter the partitioning or format are subject to therestrictions applied to
WORM volume by the device server (see 8.3.7).

If g device server operating in WORM mode detects that one of these additionahréstrictions would be violated
byla command being processed, the device server shall terminate the command with CHECK CONDITION
stgtus. The sense key shall be set to DATA PROTECT and the additional sense code shall be set to WORM
MEDIUM - OVERWRITE ATTEMPTED. If a write protection is in effect for the device server, volume [or
megdium (see 4.2.14), it shall take precedence over the WORM maode violation.

If & device server operating in WORM mode is unable to determine if the volume is such that one of thgse
adflitional restrictions would be violated by a command being_processed, the device server shall terminate the
command with CHECK CONDITION status, the sense key,shall be set to DATA PROTECT, and the additiopal
sepse code shall be set to WORM MEDIUM - OVERWRITE ATTEMPTED. If a write protection is in effect|for
thg device server, volume, or medium (see 4.2.14).it'shall take precedence over the WORM mode violatiop.

If 3 device server that does not support WORM mode detects that a WORM volume is mounted, it shall treat
thg volume as write protected. Any command that attempts to alter the WORM volume shall be terminated
with CHECK CONDITION status. The . sense key shall be set to DATA PROTECT and the additional serjse
cogle shall be set to CANNOT WRITE MEDIUM - INCOMPATIBLE FORMAT.

4.2.22 Logical block encryptian
4.3.22.1 Logical block encryption overview

A dlevice compliant with this standard may contain hardware or software that is capable of encrypting logifcal
bldcks as those blocks are stored on the medium, and decrypting logical blocks as those blocks are read frpm
thg medium, to_provide security against unauthorized access to that data. The SECURITY PROTOCOL|IN
anf SECURITY PROTOCOL OUT commands specifying the Tape Data Encryption security protocol (4ee
8.%.2 and:8:5.3) provide a means for the application client to monitor and control the encryption ahd
defryption processes within the device entity. A device server that supports the SECURITY PROTOCOL OJT
commmand shall also support the SECURITY PROTOCOL IN command.

The SECURITY PROTOCOL OUT command specifying the Tape Data Encryption security protocol is used to
set logical block encryption parameters. The SECURITY PROTOCOL IN command specifying the Tape Data
Encryption security protocol is used to discover the type of data security features supported by the device
server, the current configuration of data security features, and status of the encryption and decryption
processes.

4.2.22.2 Encrypting logical blocks on the medium

The application client controls the logical block encryption process by use of the SECURITY PROTOCOL
OUT command specifying the Tape Data Encryption security protocol. Logical block encryption shall be
managed within the device server on a per |_T_L nexus basis. The logical block encryption process is
enabled for an |_T_L nexus upon successful completion of a SECURITY PROTOCOL OUT command that
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sends a Set Data Encryption page (see 8.5.3.2) with the ENCRYPTION MODE field set to ENCRYPT and with a
valid logical block encryption key. If the logical block encryption scope parameter for an |_T_L nexus is set to
PUBLIC (see 4.2.22.13), the logical block encryption process may be enabled by another |_T_L nexus that
establishes a set of logical block encryption parameters with a logical block encryption scope of ALL I_T
NEXUS (see 4.2.22.13).

If logical block encryption is enabled for an |_T_L nexus and the mounted volume supports the selected
encryption algorithm at the current logical position, all logical blocks received by the device server from that
I_T_L nexus as part of a WRITE(6) or WRITE(16) command shall be encrypted before being recorded on the
madium. Filemarks are logical objects that shall not be encrypted.

If lpgical block encryption is enabled for an |_T_L nexus and the mounted volume does not support the
selected encryption algorithm at the current logical position, then the device server shallcterminate a
WRITE(6) or WRITE(16) command with CHECK CONDITION status, with the sense key'set to DATA
PHOTECT, and the additional sense code set to ENCRYPTION PARAMETERS NOT USEABLE.

If lpgical block encryption is enabled for an |_T_L nexus and the mounted volume\does not support the
selected encryption algorithm at the current logical position, then the device server may terminate a WRITE
FILEMARKS(6) or WRITE FILEMARKS(16) command with CHECK CONDITION-status, with the sense Key
sef to DATA PROTECT, and the additional sense code set to ENCRYPTION PARAMETERS NOT USEABILE.

4.3.22.3 Reading encrypted logical blocks on the medium

A yolume may contain no encrypted logical blocks, all encryptediogical blocks, or a mixture of encrypied
lodical blocks and unencrypted logical blocks. The fact that logical.blocks are encrypted shall not alter spdce
or |ocate operations. The decryption mode shall be ignored when processing a filemark during a read or vefify
opegration.

=

A dlevice entity that supports encryption should be capable of distinguishing encrypted logical blocks frpm
unencrypted logical blocks. The device server reports the capability of the device entity for distinguish|ng
engrypted logical blocks from unencrypted logical*blocks using the DELB_c bit in the logical block encrypt|on
aldorithm descriptor (see 8.5.2.4). If the deviee entity is capable of distinguishing encrypted logical blogks
from unencrypted logical blocks, an attempt to read or verify an encrypted logical block when the decryptjon
mqde is set to DISABLED shall cause thé_device server to terminate the command with CHECK CONDITION
stgtus, with the sense key set to DATA PROTECT, and the additional sense code set to UNABLE TO
DHCRYPT DATA. The device entity 'shall establish the logical position at the BOP side of the encrypted logical
bldck.

>

If the device entity is capable”of distinguishing encrypted logical blocks from unencrypted logical blocks gnd
thg decryption mode is_set to DECRYPT or RAW, an attempt to read or verify an unencrypted logical blgck
shall cause the device,server to terminate the command with CHECK CONDITION status, with the sense key
sel to DATA PROTECT, and the additional sense code set to UNENCRYPTED DATA ENCOUNTERED
WHILE DECRYPTING. The device entity shall establish the logical position at the BOP side of the
ungncryptedoegical block.

A dleviceentity that supports encryption and has been configured to decrypt the logical block may be capaple
of flétermining that the logical block encryption key is correct for an encrypted logical block. The correct logical
block encryption Key to Use for this encrypted logical block may be either the logical bIocK encryption Key or
one of the supplemental decryption keys (SDK). The method for determining which logical block encryption
key or supplemental decryption key to use for decryption is vendor specific. If the device entity is capable of
determining that the logical block encryption key is correct, an attempt to read or verify an encrypted logical
block when the decryption mode is set to either DECRYPT or MIXED, but all of the logical block encryption
keys provided are incorrect for the encrypted logical block, shall cause the device server to terminate the
command with CHECK CONDITION status, with the sense key set to DATA PROTECT, and the additional
sense code set to INCORRECT DATA ENCRYPTION KEY. The device entity shall establish the logical
position at the BOP side of the encrypted logical block.

A device entity that supports encryption and has been configured to decrypt the logical block may be capable
of validating the integrity of the logical block after decrypting it (i.e., that the decrypted logical block matches
the logical block that was encrypted). If the device entity is capable of validating the integrity of the logical
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block after decrypting it, an attempt to read or verify an encrypted logical block when the decryption mode is
set to either DECRYPT or MIXED, but the logical block fails the integrity validation process, shall cause the
device server to terminate the command with CHECK CONDITION status, with the sense key set to DATA
PROTECT, and the additional sense code set to CRYPTOGRAPHIC INTEGRITY VALIDATION FAILED. The
device entity shall establish the logical position at the BOP side the encrypted logical block.

A device entity that is capable of distinguishing encrypted logical blocks from unencrypted logical blocks and
has been configured to decrypt the logical block should perform at least one of the following for each
encrypted logical block that is decrypted:

a) determine if the logical block encryption key is correct for the encrypted logical block; or
b) validate the integrity of the logical block after decrypting it.

A dlevice entity that is capable of determining if the logical block encryption key is correct for_the encrypted
lodical block and validating the integrity of the logical block after decrypting it shall for each.encrypted logical
bldck:

1) determine if the logical block encryption key is correct for the encrypted logical block; and
2) validate the integrity of the logical block.

4.3.22.4 Exhaustive-search attack prevention

Tolprevent an exhaustive-search attack from discovering the logical black encryption key or one of the supple-
megntal decryption keys, the device server should provide a mechanism to prevent unlimited attemptq at
sefting a logical block encryption key or supplemental decryption key(s) and then attempting to read the
lodical block. The use of such a mechanism may protect against'an encryption algorithm being compromisged.

If the device server has reached its limit on failed attempts to set the logical block encryption key or supgle-
mental decryption key(s) and decrypt logical blocks,it'shall disable encryption and decryption for all I_T_L
nekus. All subsequent SECURITY PROTOCOL OUT commands specifying the Tape Data Encryption secufity
protocol and with the SECURITY PROTOCOLSPECIFIC field set to Set Data Encryption page with the
DEFRYPTION MODE field or ENCRYPTION MODE(field set to any value other than DISABLE shall be terminated
with CHECK CONDITION status, with the sense key set to DATA PROTECT, and the additional sense cqde

sel to DATA DECRYPTION KEY FAIL LIMIT REACHED. This condition shall persist until the volumqg is
demounted or a hard reset condition Qccurs.

4.3.22.5 Keyless copy of encrypted logical blocks

In |some scenarios it is,desSirable to copy logical blocks from one volume to another without needing

knpwledge of the encryption parameters used to encrypt the logical blocks on the volume.

A keyless copy logic¢al unit (KCLU) controls configuration and data flows related to a volume that is eithefr a
solirce or destination for encrypted logical blocks being transferred without requiring application cli
knpwledge of'a logical block encryption key.

D=
>
=

A keyless copy source logical unit (KCSLU) controls configuration and data flows related to the volume frpm
whichythe encrypted logical block is copied without requiring device server knowledge of a logical blgck
encryption key when the decryption mode 1S Set 1o RAW. The device servers capability 1o act as a KCSLU for
a specific encryption algorithm is indicated in the RDMC_C field of the Data Encryption Capabilities page (see
8.5.2.4).

A keyless copy destination logical unit (KCDLU) controls configuration and data flows related to the volume to
which the encrypted logical block is being copied without requiring device server knowledge of a logical block
encryption key when the encryption mode is set to EXTERNAL. The device servers capability to act as a
KCDLU for a specific encryption algorithm is indicated in the EEMC_C field of the Data Encryption Capabilities
page (see 8.5.2.4).

To accomplish a keyless copy operation an application client sets the KCSLU decryption mode to RAW and
the KCDLU encryption mode to EXTERNAL. The application client then reads one or more logical objects
from the KCSLU and writes those logical objects to the KCDLU. During this process, if the KCSLU detects a
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mismatch between the key-associated data in the logical block encryption parameters and the key-associated
data on the medium during a read operation, then the KCSLU returns a CHECK CONDITION status to the
application client to notify it that some action is required. An example of this is shown in the informative
flowchart in Annex C.

It shall not be considered an error if a Set Data Encryption page has the DECRYPTION MODE field set to RAW
and any of the key-associated data descriptors required by the algorithm specified by the value in the
ALGORITHM INDEX field are not present.

If the encryption algorithm in use by the KCSLU requires key-associated data to be included in the SetDhta
Encryption page when the ENCRYPTION MODE field is set to EXTERNAL, then an attempt to read or verify|an
engrypted logical block while the decryption mode is set to RAW shall cause the KCSLU to cempare|all
key-associated data associated with each encrypted logical block that is read or verified to the correspond|ng
key-associated data that are part of the current encryption parameters. Key-associated data required to|be
compared by the decryption algorithm that do not match or are not present shall cause the KCSLU| to
terminate the command with CHECK CONDITION status, with the sense key set to DATA PROTECT, and the
adpitional sense code set to INCORRECT ENCRYPTION PARAMETERS. The KCSLU shall establish the
lodical position at the BOP side of the logical block.

If @ KCDLU receives a SECURITY PROTOCOL OUT command with a Set Data Encryption page with the
ENERYPTION MODE field set to EXTERNAL, and any of the key-associated‘\data descriptors required by the
lodical block encryption algorithm specified by the ALGORITHM INDEX field are’not present or are not supported,
thgn the KCDLU shall terminate the command with CHECK CONDITION, with the sense key set to ILLEGAL
RHQUEST, and the additional sense code set to INVALID FIELD INPARAMETER LIST.

Sdme encryption algorithms provide a mechanism to record with encrypted logical blocks the encryptfon
mqde setting when the encrypted logical block was written. The device server reports if an encryption
aldorithm supports this mechanism by way of the EAREW,bit in the algorithm descriptor (see 8.5.2.4). If the
engryption algorithm provides this capability, the device entity may support a feature to check during read gnd
verify operations if the logical block was written with.the encryption mode set to EXTERNAL. The ceeM field in
the Set Data Encryption page (see 8.5.3.2) pravides the means to control the process of checking the
entryption mode used when an encrypted logical block was written to tape. If the decryption mode is sef to
DHCRYPT or MIXED and the check external encryption mode logical block encryption parameter (See
8.3.3.2) is set to 10b, then:

>

1) the device entity shall verify.that each encrypted logical block that is processed for read and veyify
commands was writtepn-with the encryption mode set to ENCRYPT, and
2) if an attempt is made te‘read or verify an encrypted logical block that was written with the encryptjon
mode set to EXTERNAL, the device server shall terminate the command with CHECK CONDITION
status, with the“sense key set to DATA PROTECT and the additional sense key set to ENCRYPTION
MODE MISMATCH ON READ.

If the decryptiondmode is set to DECRYPT or MIXED and the check external encryption mode logical blgck
engryption parameter is set to 11b:

1)« the device entity shall verify that each encrypted logical block that is processed for read and veyify
commands was written with the encryption mode set to EXTERNAL; and

Z) It an attempt is made o read or Verily an encrypted fogical bIocK that was written with the encryption
mode set to ENCRYPT, then the device server shall terminate the command with CHECK
CONDITION status, with the sense key set to DATA PROTECT and the additional sense key set to
ENCRYPTION MODE MISMATCH ON READ.

The check external encryption mode logical block encryption parameter shall not affect space or locate opera-
tions. The check external encryption mode logical block encryption parameter shall not affect read or verify
operations on filemarks and unencrypted logical blocks.

Some encryption algorithms provide a mechanism to record with encrypted logical blocks an indication that
they are disabled for raw decryption mode operations. The device server reports if an encryption algorithm
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supports this mechanism by way of the RDMC_C field in the algorithm descriptor (see 8.5.2.4). If the decryption
mode is set to RAW and the encryption algorithm supports this feature, then:

1) the device entity shall check the format specific indication that disables raw decryption mode opera-
tions for each encrypted logical block that is processed for read and verify commands; and

2) if an attempt is made to read or verify an encrypted logical block that was disabled for raw decryption
mode operations, then the device server shall terminate the command with CHECK CONDITION
status, with the sense key set to DATA PROTECT and the additional sense key set to ENCRYPTED

BLOCK NOT RAW READ ENABLED.

4.3.22.6 Managing logical block encryption keys within the device entity

Tolincrease the security of logical block encryption keys, the logical block encryption parameters are.volatilg in
thg device entity and the logical block encryption keys are not reported to an application client:

A dlevice server that supports logical block encryption shall support at least one of the\key formats that qre
defined in this standard (see table 150).

A yendor-specific key reference is an identifier that is associated with a specifig’Jogical block encryption key.
The method by which logical block encryption keys and their associated vender<specific key references are
mgde available to the device server is outside the scope of this standard./A device server that suppdrts
paksing logical block encryption keys by vendor-specific key referehce shall include the code for
vendor-specific key reference format (see table 150) in the SUPPORTEDKEY FORMATS LIST field in the Supported
Kely Formats page (see 8.5.2.5).

The device entity shall release the resources used to save asset of logical block encryption parameters (4ee
4.3.22.14) under the following conditions:

a) the ckobD bit is set to one in the saved logical block encryption parameters and the volumgq is
demounted,;

b) the ckoRL bit is set to one and the logicaNblock encryption scope is set to LOCAL in the saved logical
block encryption parameters and the A, T_L nexus that established the set of logical block encryptjon
parameters loses its reservation;

c) the CKORL bit is set to one and.the logical block encryption scope is set to ALL |_T NEXUS in the
saved logical block encryption parameters and a reservation loss (see 3.1.57) occurs;

d) the CKORP bit is set to one in the saved logical block encryption parameters and the device seryer
processes a PERSISTENT RESERVE OUT command with a service action of either PREEMPT| or
PREEMPT AND ABORT,

e) a microcode update is performed on the device; or

f) a power on condition occurs.

The device entity fay release the resources used to save a set of logical block encryption parameters if:

a) a velume is mounted that does not support logical block encryption using the algorithm specified|by
the-algorithm index logical block encryption parameter; or

b)< ather vendor-specific events.

If a deVICe Server processes a Set Data Encryption page with the ENCRYPTION MODE Tield set to DISABLE and

DECRYPTION MODE field set to DISABLE or RAW, the device entity shall:

a) release any resources that it had allocated to store logical block encryption parameters for the |_T_L
nexus associated with the SECURITY PROTOCOL OUT command and shall change the contents of
all memory containing a key value associated with the logical block encryption parameters that are
released; and

b) establish a unit attention condition with the additional sense of DATA ENCRYPTION PARAMETERS
CHANGED BY ANOTHER |I_T NEXUS for all other |_T_L nexus that has its registered for logical
block encryption unit attentions state set to one (see 4.2.22.13) and is affected by the loss of the
logical block encryption key, (i.e., any |_T_L nexus that is using a logical block encryption scope of
PUBLIC and the scopE field in the Set Data Encryption page is set to ALL I_T NEXUS).
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If a device server processes a Set Data Encryption page that includes a logical block encryption key and the
SDK bit is set to zero, the device server shall establish a unit attention condition with the additional sense code
set to DATA ENCRYPTION PARAMETERS CHANGED BY ANOTHER |_T NEXUS for all other |_T_L nexus
that have their registered for logical block encryption unit attentions state set to one (see 4.2.22.13) and are
affected by the change of the logical block encryption key (i.e., any |_T _L nexus that is using a logical block
encryption scope of PUBLIC and the scorPeE field in the Set Data Encryption page is set to ALL |_T NEXUS),
and the device entity shall:

1) release all resources that it had allocated to store key values set by previous Set Data Encryption
pages from that |_T_L nexus and shall change the contents of all memory containing a key yvalue
associated with the logical block encryption parameters that are released; and

2) establish a set of logical block encryption parameters with the values from the Set Data Encryptjon

page.

A gevice entity shall save at most one set of logical block encryption parameters with-a’logical blqck
engryption scope of ALL |_T NEXUS. If a device server processes a Set Data Encryptionpage with the scqQrPe
field set to ALL I_T NEXUS, the device server shall establish a unit attention condition with the additiopal
sense code set to DATA ENCRYPTION PARAMETERS CHANGED BY ANOTHER [>T NEXUS for all other
|_T_L nexus that have their registered for logical block encryption unit attentions state set to one (gee
4.2.22.13) and are affected by the change of the logical block encryption key\(i‘e., any |_T_L nexus thaj is
using a logical block encryption scope of PUBLIC) and the device entity shall:

a) release any resources that it had allocated to store logical block*encryption parameters with a logical
block encryption scope value of ALL I_T NEXUS and_shall change the contents of all memgry
containing a key value associated with the logical block-eneryption parameters that are released; gnd

b) establish a set of logical block encryption parameters_with the values from the Set Data Encryptjon
page and a logical block encryption scope value of AL | T NEXUS.

If @ vendor-specific event occurs that changes or clears a set of logical block encryption parameters, the
deyice server shall establish a unit attention condition with the additional sense of DATA ENCRYPTIDN
PARAMETERS CHANGED BY VENDOR SPECIFIC EVENT for any |_T_L nexus that has its registered [for
lodical block encryption unit attentions state set to one (see 4.2.22.13) and is affected by the change of the
lodical block encryption key.

4.2.22.7 Logical block encryption capabilities

A (Levice entity that supports logical block encryption shall have a set of logical block encryption capabilities.
Thie set of logical block encryption capabilities determine the values reported through a SECURI[TY
PROTOCOL IN command, specifying the Tape Data Encryption security protocol and the Data Encrypt{on
Capabilities page (see 8-5:2.4). The set of logical block encryption capabilities includes the set of logical blgck
engryption algorithms-supported by the device entity.

Thee set of logical block encryption capabilities includes some values that may be changed by a method
oufside the scope of this standard. The capabilities that may be changed include:

a)< the set of logical block encryption algorithms reported by the device server;
b)) encryption capable;

C) decryption capable; and

d) other vendor-specific logical block encryption capabilities.

4.2.22.8 Key instance counters

The device server shall keep a counter for each set of logical block encryption parameters that it is managing
called the logical block encryption parameters key instance counter. The device entity shall keep a separate
key instance counter called the device entity key instance counter. There may be a device entity key instance
counter associated with each |_T_L nexus or there may be one global device entity key instance counter.

All key instance counters shall be set to zero when a hard reset condition occurs. Any other event that sets,
clears, or changes a parameter in a set of logical block encryption parameters, except the supplemental
decryption keys, shall cause the device entity key instance counter associated with the |_T_L nexus to be
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incremented. The value of the logical block encryption parameters key instance counter of the currently
selected logical block encryption parameters for an |_T_L nexus is reported in the Data Encryption Status
page of the SECURITY PROTOCOL IN command. The key instance counters are 32 bits and shall roll over to
zero when incremented past their maximum value.

4.2.22.9 Encryption mode locking

There are conditions outside of the control of an application client that cause the device entity to release the
resources used to save the logical block encryption parameters (see 4.2.22.6) or change the logical block
enfryption parameters used to control the encryption of Togical blocks. Each of these conditions cause {he
deyice server to establish a unit attention condition to report the change of operating mode, but_the-ynit
attention condition may not always be reported to the application client through protocol bridges @nd driyer
stgcks.

The Lock bit in the Set Data Encryption page is set to one to lock set of data encryption parameters estab-
lishhed at the completion of the processing of the command to the |_T_L nexus through which the SECURITY
PHOTOCOL OUT command was issued. The set of logical block encryption parameters remains locked to
thgt I_T_L nexus until a hard reset condition occurs or another SECURITY PROTOCOL OUT commgnd
indluding a Set Data Encryption page through the same |_T_L nexus is processed:

If the device server processes a WRITE(6) or WRITE(16) command through an |_T_L nexus that has|its
ITL lock variable set to one, and the logical block encryption parameters key instance counter value Has
ch@anged since the time it was locked (i.e., the logical block encryptioncparameters key instance counter dges
not equal the ITL_lock_key instance_cnt for this |_T_L nexus){ the device server shall terminate the
command with CHECK CONDITION status, with the sense_key set to logical block PROTECT, and the
adflitional sense code set to DATA ENCRYPTION KEY INSTANCE COUNTER HAS CHANGED. All subge-
quent WRITE(6) and WRITE(16) commands shall alsotbe terminated in this manner until a hard reget
copdition occurs or a SECURITY PROTOCOL OUT command including a Set Data Encryption page throggh
thg same |_T_L nexus is processed.

4.2.22.10 Nonce generation
For a given encryption algorithm, the device entity may:

a) not require a nonce value;

b) generate its own nonce value;

c) require a nonce value orpart of the nonce value be provided by the application client; or
d) be configurable with-respect to the source of the nonce value.

The device server repofistits nonce value capability in the logical block encryption algorithm descriptor(s) (4ee
8.3.2.4). If the device-server reports that it requires a nonce value from the application client and a Set Data
Encryption pagefis)processed that does not include a nonce value descriptor, the device server shall
temminate the command with CHECK CONDITION, with the sense key set to ILLEGAL REQUEST, and the
adgitional sense code set to INCOMPLETE KEY-ASSOCIATED DATA SET.

4.2.224¥ Unauthenticated key-associated data (U-KAD) and authenticated key-associated data
(A1KAD)

Some encryption algorithms allow or require the use of additional data that is associated with the logical block
encryption key and the logical block, but is not encrypted. Key-associated data may be authenticated by being
included in the message authentication code (MAC) calculations for the encrypted logical block if such a MAC
exists, or unauthenticated by not being included in these calculations.

The device server reports its capability with respect to key-associated data in the logical block encryption
algorithm descriptor(s) bkaD_c field (see 8.5.2.4).

NOTE 9 - A key identifier or key reference may be stored in the U-KAD or A-KAD.

The U-KAD field is provided for applications that do not require the key-associated data to be protected by an
MAC.
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4.2.22.12 Metadata key-associated data (M-KAD)

(E)

Some encryption algorithms allow or require the use of additional data that is associated with the logical block
encryption key and every logical block encrypted with that logical block encryption key. This data is contained
in an M-KAD descriptor.

4.2.22.13 Logical block encryption information per I_T_L nexus

If the device server supports logical block encryption it shall maintain I_T_L nexus logical block encryption
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brmation on a per I_T_L nexus basis. This |_T_L nexus logical block encryption information shall cont

a) ITL_scope (i.e., the logical block encryption scope for this |_T_L nexus);

b) ITL_lock (i.e., the Lock bit value for this I_T_L nexus);

c) ITL_lock_key instance_cnt (i.e., the logical block encryption parameters key instance’counter va
at the time the Lock bit was set to one for this I_T_L nexus); and

I_T_L nexus).

vice servers shall support setting the ITL_scope to any value of logical block ericryption scope supporteq
logical block encryption parameters. A device server that supports logical block encryption shall supp
ITL_scope value of PUBLIC.

he ITL_scope for this |_T_L nexus is set to PUBLIC it indicates that the logical block encryption paramet

_L nexus.

ck encryption scope of PUBLIC through this |_T_L*nexus, the device server shall:

a) setthe ITL_scope for this|_T_L nexus to-\PUBLIC;
b) setthe ITL lock for this |_T_L nexus te the value of the LOCK bit in the Set Data Encryption page;
c) setthe ITL_lock key instance cnt for this|_T_L nexus to:
A) zero if the LoCK bit in Set Data Encryption page is set to zero; or
B) the value of the logical)block encryption parameters key instance counter in the A
I_T_L _NEXUS logical block encryption parameters if the LOCK bit in the Set Data Encryption p3
is set to one; and
d) setthe ITL_encryption-UA reg for this |_T_L nexus to one.

Cryption parameters with a logical block encryption scope of LOCAL for that |_T_L nexus shall be used
cessing commands. If the resources used to save a set of logical block encryption parameters for an |_T]
Kus are released, then the ITL_scope for that |_T_L nexus shall be set to PUBLIC.
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a)_increment the device entity Key Instance counter associated with this I_T_L Nexus,
b) create a set of logical block encryption parameters with a logical block encryption scope of LOCAL
this |_T_L nexus; and

for

c) set the logical block encryption parameters key instance counter to the value of the device entity key

instance counter associated with this |_T_L nexus.

When a device server successfully completes the processing of a Set Data Encryption page with a logical
block encryption scope of LOCAL through this |_T_L nexus the device server shall:

a) setthe ITL_scope for this|_T_L nexus to LOCAL,;
b) setthe ITL_lock for this |_T_L nexus to the value of the Lock bit in the Set Data Encryption page;
c) setthe ITL lock key instance cnt for this|_T_L nexus to:

A) zero if the LOCK bit in the Set Data Encryption is set to zero; or
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B) the value of the logical block encryption parameters key instance counter of the logical block
encryption parameters with a logical block encryption scope of LOCAL for this |_T_L nexus if the
LOCK bit in the Set Data Encryption page is set to one; and
d) setthe ITL_encryption_UA reg for this|_T_L nexus to one.

At most, one |_T_L nexus shall be assigned the logical block encryption scope of ALL |_T NEXUS. If the
device entity releases resources used to store a set of logical block encryption parameters with a logical block
encryption scope of ALL |_T NEXUS, it shall change the ITL_scope for the |_T_L nexus that established that
set of logical block encryption parameters to PUBLIC. If a device server has a set of logical block encryption
pafameters with a Togical block encryption scope of ALL T_T NEXUS, and it successfully completes fhe
prgcessing of a Set Data Encryption page with a logical block encryption scope value of ALL |_T NEXUS
thrpugh a different |_T_L nexus than the one that established the set of logical block encryption parametdrs,
thg device entity shall change the ITL_scope for the |_T_L nexus that established the previous set. 0f logifal
bldck encryption parameters to PUBLIC.

When a device server successfully completes the processing of a Set Data Encryption page with a logifgal
bldck encryption scope of ALL I_T NEXUS through this |_T_L nexus, the device entity 'shall:

a) increment the device entity key instance counter associated with this |_T,'\l’nexus;
b) perform the actions specified in 4.2.22.6 for when a Set Data Encryption page with a logical blgck
encryption scope of ALL I_T NEXUS is received; and
c) set the logical block encryption parameters key instance counterte’the value of the device entity key
instance counter associated with this |_T_L nexus.

Taple 15 specifies the values assigned to the |_T_L nexus data.encryption information when a power|on
copdition occurs.

Table 15 — Default |_T_L nexus logieal block encryption information

Parameter Value when a
power on
condition

occurs
ITL_scope PUBLIC
ITL ‘lock Zero
KL _lock_key_instance_cnt Zero
ITL_encryption_UA_reg Zero

The ITL_encryption AJA-reg is a state variable that indicates if the device server shall establish unit attentjon
copditions relatedto’logical block encryption status for this |_T_L nexus. The device server shall get
ITY encryption <{4A” reg to one for this |_T_L nexus if the device server processes a:

a) SECURITY PROTOCOL IN command specifying the Tape Data Encryption protocol through this
IT_L nexus; or
b). “SECURITY PROTOCOL OUT command specifying the Tape Data Encryption protocol through t’wis

LTl o
T 1L ITCAUST

The device server shall set ITL_encryption_UA _reg to zero for an |_T_L nexus if an |_T nexus loss occurs for
that |_T_L nexus. The device server shall set ITL_encryption_UA_reg to zero for all |_T_L nexus if the device
server processes a logical unit reset.

4.2.22.14 Logical block encryption parameters

A device server that supports logical block encryption shall have the ability to save the following information in
the device entity as a set of logical block encryption parameters associated with the logical block encryption
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scope, and if the logical block encryption scope is LOCAL, then also to the |_T_L nexus through which the
command is received when a Set Data Encryption page is processed:

A
D
ch
do
de
its

a)

b)

for SCSI transport protocols where SCSI initiator device port names are required, the SCSI initiator
device port name; otherwise, the SCSI initiator device port identifier;

indication of the SCSI target port through which the logical block encryption parameters were estab-
lished;

logical block encryption scope;

encryption mode;

decryption mode;

logical block encryption key;

supplemental decryption keys where supported;
algorithm index;

logical block encryption parameters key instance counter;
CKOD;

CKORL;

CKORP;

U-KAD;

A-KAD;

M-KAD;

nonce;

raw decryption mode disable where supported; and
check external encryption mode where supported.

evice entity may release a previously established set of logical block encryption parameters when a $et
ta Encryption page is processed and there are not enough unused resources available. The method of
posing which set of logical block encryption parameters:to release is vendor specific. If the device enfity
bs release a previously established set of logical blagk encryption parameters to free the resource, the
Vice server shall establish a unit attention condition«for every affected |_T_L nexus (see 4.2.22.6) that has
registered for logical block encryption unit attentigns state set to one (see 4.2.22.13). A device entity is pot

required to have separate resources to store logical block encryption parameters for every logical blgck

en

Cryption scope that is supported.

Wihen resources to save a set of logical block encryption parameters are released, the value of egch

pa

ameter in the set of logical block encryption parameters shall be set to a vendor-specific value.

When a power on condition oecurs the logical block encryption parameters shall be set to vendor-specjfic

va

ues.

evice server that supports logical block encryption shall support a logical block encryption scope valug of
|_T NEXUS and’the device entity shall have resources to save one set of logical block encryption pargm-

following order of precedence:

a)

b)

if the ITL_scope for the I_T_L nexus is set to LOCAL or ALL |_T NEXUS (see 4.2.22.13), the logical
block encryption parameters set by the last Set Data Encryption page processed through that |_T L
nexus; or

if the ITL_scope for the |_T_L nexus is set to PUBLIC:

1)

2)

the logical block encryption parameters that have been saved by the device entity with a logical
block encryption scope of ALL |_T NEXUS if any logical block encryption parameters have been
saved with this logical block encryption scope; or

the default logical block encryption parameters.
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4.2.22.15 Effects of reservation loss on logical block encryption parameters

4.2.22.15.1 Effects of reservation loss on logical block encryption parameters overview

The cKORL bit (see table 144) specifies that logical block encryption parameters are cleared on a reservation
loss (see 3.1.57). This subclause describes the effects of reservation loss on the different scopes of logical

block encryption parameters.

4.2.22.15.2 Effects of reservation loss on logical block encryption parameters with a logical block
engryption scope of LOCAL

If 3 reservation loss occurs and a device entity has a saved set of logical block encryption parameters with a
lodical block encryption scope set to LOCAL and the CKORL bit set to one, then the resources for, that se{ of
lodical block encryption parameters shall be released. Any set of logical block encryption parameters with a
lodical block encryption scope of LOCAL that does not have the CKORL bit set to one shallmotbe affected|by
thg reservation loss.

When unit attention conditions have been established and resources for the set of logical block encryptjon
pafameters have been released, the ITL_scope value for the affected |_T_L nexus-shall be set to PUBLIC,

If 3 reservation loss occurs and a device entity has a saved set of logical block encryption parameters with a
logical block encryption scope set to LOCAL and the cKORL bit set to zero; then the logical block encryptfon
pafameters shall not be affected unless the reservation loss occurred as the result of a reservation preempt. If
thg reservation loss occurred as the result of a reservation preemptiithen the behavior shall be as specified in
4.2.22.16.2.

4.3.22.15.3 Effects of reservation loss on logical block eneryption parameters with a logical block
engryption scope of ALL I_T NEXUS

If 3 reservation loss occurs and a device entity hasa'saved set of logical block encryption parameters with a
lodical block encryption scope set to ALL I_T NEXUS and the CKORL bit set to one, then the resources for the
sef of logical block encryption parameters with a logical block encryption scope of ALL |_T NEXUS shall|be
relpased.

When unit attention conditions havel(been established and resources for the set of logical block encryptjon
pafameters have been released, thé ITL_scope value for all affected |_T_L nexus shall be set to PUBLIC.

If 3 reservation loss occursaand device entity has a saved set of logical block encryption parameters with a
logical block encryption seope set to ALL I_T NEXUS and the CKORL bit set to zero, then the logical blgck
engryption parameters@hall not be affected unless the reservation loss occurred as the result of a reservat|on
preempt. If the reservation loss occurred as the result of a reservation preempt, then the behavior shall belas
specified in 4.2.22.16.3.

4.3.22.16 Effects of reservation preempt on logical block encryption parameters

4.2.22/16.1 Effects of reservation preempt on logical block encryption parameters overview

The CKORP DIt (S€€ table 144) Specilies that fogical blocK encryption parameters are cleared on a reservation
preempt. This subclause describes the effects of reservation preempt on the different scopes of logical block
encryption parameters.

4.2.22.16.2 Effects of reservation preempt on logical block encryption parameters with a logical block
encryption scope of LOCAL

If a reservation preempt occurs and a device entity has a saved set of logical block encryption parameters
with a logical block encryption scope set to LOCAL and the CKORP bit set to one, then the resources for that
set of logical block encryption parameters shall be released. Any set of logical block encryption parameters
with a logical block encryption scope of LOCAL that does not have the CKORP bit set to one shall not be
effected by the reservation preempt.
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When unit attention conditions have been established and resources for the set of logical block encryption
parameters have been released, the ITL_scope value for the affected |_T_L nexus shall be set to PUBLIC.

If a reservation preempt occurs and a device entity has a saved set of logical block encryption parameters
with a logical block encryption scope set to LOCAL and the CKORP bit set to zero, then the logical block
encryption parameters shall not be affected unless the reservation preempt causes a reservation loss. If the
reservation preempt causes a reservation loss, then the behavior shall be as specified in 4.2.22.15.2.

4.2.22.16.3 Effects of reservation preempt on logical block encryption parameters with a logical block
enEryption scope of ALL I_T NEXUS

If 3 reservation preempt associated with the |_T_L nexus through which the logical block encryption-pargm-
etgrs were set occurs or a reservation preempt associated with an |_T_L nexus that has an ITL .'scopd of
PUBLIC occurs, and a device entity has a saved set of logical block encryption parameters with_alogical blgck
engryption scope set to ALL |_T NEXUS and the CKORP bit set to one, then the resources used for the set of
logical block encryption parameters with a logical block encryption scope of ALL ' T NEXUS shall|be
released.

When unit attention conditions have been established and resources for the set-of logical block encryptjon
pafameters have been released, the ITL_scope value for all affected |_T_L nexus shall be set to PUBLIC.

If 3 reservation preempt occurs and a device entity has a saved set of logical block encryption parametgrs
with a logical block encryption scope set to ALL I_T NEXUS and the(GkoRP bit set to zero, then the logifal
bldck encryption parameters shall not be affected unless the reservation preempt causes a reservation losg. If
thqg reservation preempt causes a reservation loss then the behavior shall be as specified in 4.2.22.15.3.

4.3.23 External data encryption control
4.2.23.1 External data encryption control overview

A device entity that supports logical block encryption may support external data encryption control gnd
provide the ability for an entity that is not_part of the device server to configure logical block encrypt{on
capabilities or logical block encryption parameters using an interface not specified by this standard (e.g.,|an
ADC device server or a management intérface).

4.2.23.2 External data encryption ‘control of data encryption capabilities
4.3.23.2.1 External data encryption control of data encryption capabilities overview

If the device entity has@-saved set of data encryption parameters associated with this device server or hag a
volume mounted, then the device entity shall not allow external data encryption control of logical blgck
encryption capabilities (see 4.2.22.7). If the device entity does not have a set of logical block encryption
pafameters associated with this device server and does not have a volume mounted, then external data
engryption eontrol may be used to change the logical block encryption capabilities.

The device entity shall not allow external data encryption control to change the logical block encrypt{on
capabilities (e.g., change the logical block encryption parameters control policy, see ADC-3) if the dev|ce
entity has a saved Set of logical PIOCK encryption parameters associated with this device Server, or.

a) has a volume mounted; and
b) has a primary port enabled (see ADC-3).

The device entity should allow external data encryption control to change the logical block encryption capabil-
ities if the device entity does not have a saved set of logical block encryption parameters associated with this
device server, and:

a) does not have a volume mounted; or
b) has no primary ports enabled.
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If external data encryption control is used to change any of the logical block encryption capabilities of the
device entity, then the device server shall establish a unit attention condition with the additional sense code of
DATA ENCRYPTION CAPABILITIES CHANGED for all |_T nexus that have their registered for logical block
encryption unit attentions state set to one (see 4.2.22.13).

4.2.23.2.2 External data encryption control detection

The SECURITY PROTOCOL IN command specifying the Tape Data Encryption security protocol and the
Data Encryption Capabilities page may be used to determine whether the device server supports external
da

Th
D3y
en
se

4.2

EX|
co

If g
co

e

t

€

a encryption control.

e SECURITY PROTOCOL IN command specifying the Tape Data Encryption security protocol~and
ta Encryption Status page may be used to determine which device server has control of thedegical blq
Cryption parameters and whether external data encryption control has been used to establish)or chang
of logical block encryption parameters.

.23.2.3 External data encryption control of encryption algorithm support

fernal data encryption control may be used to change the device server eneryption algorithm support
hfiguring the device entity to:

a) disable a supported logical block encryption algorithm; or
b) prevent device server control of logical block encryption parameters.

supported encryption algorithm has been disabled, then:

b) the device server shall:

page; or
B) report the disabled logical block encryption algorithm in the Data Encryption Capabilities pg
with the DECRYPT_C field set to ne-capability and the ENCRYPT_c field set to no capability.

bxternal data encryption control has.been used to configure the device entity to prevent device ser
rs control policy is set to ADC exclusive (see ADC-3), then the device server shall:

a) terminate a SECURITY-PROTOCOL OUT command that attempts to establish or clear a set of logi
block encryption-parameters with CHECK CONDITION status, with the sense key set to ILLEG
REQUEST, and-the additional sense code set to DATA ENCRYPTION CONFIGURATI(
PREVENTED; and

b) setthe CFG )C (see 8.5.2.4) field in the Data Encryption Capabilities page to 10b (i.e., the device en
is configured to not allow this device server to establish or change logical block encryption parg
eters)and:

A)—=not report any encryption algorithms in the Data Encryption Capabilities page; or

a) the device entity shall not accept logical block encryption parameters specifying that algorithm; andgl

he
ck
P a

by

A) not report the disabled logical block eneryption algorithm in the Data Encryption Capabilifes

ge

er

ntrol of logical block encryption parameters (e.g., an ADC device server logical block encryption pargm-

cal
AL
DN

ity
m_

B) report all of the supported logical block encryption algorithms in the Data Encryption Capabilijes

page with the DECRYPT_C field set to capable with external control and the ENCRYPT_c field se

to

capable with external control.

NOTE 10 - The SECURITY PROTOCOL IN command specifying the Tape Data Encryption security protocol
and the Data Encryption Status page may be used to determine whether external data encryption control has
been used to provide a set of logical block encryption parameters.

4.2.23.3 External data encryption control of logical block encryption parameters

4.2.23.3.1 External data encryption control of logical block encryption parameters overview

External data encryption control may be used to control logical block encryption parameters by using:

a) a logical block encryption parameters request policy to set a logical block encryption parameters

request indicator to TRUE;
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b) a logical block encryption parameters period to determine how long to wait for the logical block
encryption parameters request indicator to be set to FALSE; and
c) the set of logical block encryption parameters that have been set in the device entity.

A device entity that supports external data encryption control shall contain a logical block encryption param-
eters request policy (see 4.2.23.3.2) and a set of logical block encryption parameters request indicators (see
4.2.23.3.3).

4.2.23.3.2 Logical block encryption parameters request policy

The logical block encryption parameters request policy determines when the device entity shall request a’pet
of |ogical block encryption parameters from an entity using external data encryption control. The logical blgck
engryption parameters request policy shall contain a logical block encryption parameters fan-encrypt{on
request policy and a logical block encryption parameters for decryption request policy.

External data encryption control sets the logical block encryption parameters for encryption request policy
(sge table 16) and the logical block encryption parameters for decryption request policy (see table 17)|to
indicate to the device entity what events shall cause a logical block encryption parameters request indicatof to
be[set to TRUE (see 4.2.23.3.3). If external data encryption control is not being,used, then the logical blgck
engryption parameters request policies shall be set to defaults.

ThE logical block encryption parameters for encryption request policies are-specified in table 16.

Table 16 — Logical block encryption parameters foréencryption request policies

Policy Description
No logical block | The device entity shall not set the logical'block encryption parameters for encryption request
encryption indicator to TRUE.
parameter
requests

Rgquest logical | The device entity shall set the'logical block encryption parameters for encryption request
blogk encryption | indicator to TRUE when the device server processes the first:
parameters a) WRITE(6) command,;

every reposition b) WRITE(16) command,;

c) WRITEFILEMARKS(6)? command with a non-zero FILEMARK COUNT field; or
d) WRITE'FILEMARKS(16)2 command with a non-zero FILEMARK COUNT field;

a) (an"ERASE(6) command;

b)) an ERASE(16) command;

¢) a FORMAT MEDIUM command,
d) aLOCATE(10) command;

e) alLOCATE(16) command;

f) a LOAD UNLOAD command,;

g) a REWIND command;

h) a READ(6) command;

i) aREAD(16) command;

j) aREAD REVERSE(6) command;
k) a READ REVERSE(16) command;
) aVERIFY(6) command,;

m) a VERIFY(16) command,;

n) a SPACE(6) command; or

0) a SPACE(16) command.
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Table 16 — Logical block encryption parameters for encryption request policies (Continued)

Policy Description

Request logical

blo

parameters
when not set

The device entity shall set the logical block encryption parameters for encryption request

ck encryption | indicator to TRUE before accepting any data into the buffer or adding any filemarks to the

buffer if in buffered mode or to the medium if in unbuffered mode, when the device server
processes the first:

a) WRITE(6) command;
h) \I\IDITE/’I &) command-
B —WRIFE(6)-cormmand:
c) WRITE FILEMARKS(6)2 command with a non-zero FILEMARK COUNT field; or
d) WRITE FILEMARKS(16)2 command with a non-zero FILEMARK COUNT field;
after:
a) there is not an established set of logical block encryption parameters; or
b) an event that causes the logical block decryption parameters request indicator tp be
set to TRUE (see table 17).

n) The WRITE FILEMARKS command is included in the list of commands that'Cause the logical RQlock
encryption parameters for encryption request indicator to be set to TRUE te prevent an application glient
from writing a filemark as part of a new operation (e.g., a backup opefation starting with a WRITE
FILEMARKS command and followed by a series of WRITE commands) when the operation ig not
successful due to a failure to retrieve a set of logical block encryptiémparameters.

ThE logical block encryption parameters for decryption request policies-are specified in table 17.
Table 17 — Logical block encryption parameters’for decryption request policies
Policy Description
No logical block | The device entity shall not set the logical block encryption parameters for decryption request
fdecryption indicator to TRUE.

parameter

requests

Rgquest logical | The device entity shall set the logical block encryption parameters for decryption request
block decryption | indicator to TRUE wher’'the device entity detects that the current set of logical block encfyp-
pdrameters as | tion parameters is hot correct for a logical block being processed as a result of processing a:
needed a) READ(6) command;

b) READ(16) command;

¢) READ REVERSE(6) command,

d) (READ REVERSE(16) command;

€))RECOVER BUFFERED DATA command,;

f)* VERIFY(6) command with the BYTCMP bit set to one; or

g) VERIFY(16) command with the BYTCMP bit set to one.
The logical.block encryption parameters for encryption request policy and the logical block encryption pargm-
etgrs for.decryption request policy settings shall be set to defaults upon:

a)) a hard reset condition; or

b) other vendor specific events.

4.2.23.3.3 Logical block encryption parameters request indicators

The logical block encryption parameters request indicators indicate when the device entity requires a set of
logical block encryption parameters from an entity using external data encryption control. The logical block
encryption parameters request indicators shall contain a logical block encryption parameters for encryption
request indicator and a logical block encryption parameters for a decryption request indicator.
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The logical block encryption parameters for encryption request indicator settings are specified in table 18.

Table 18 — Logical block encryption parameters for encryption request indicator settings

Setting Description

TRUE The device entity is waiting for the logical block encryption parameters for encryption
request indicator to be set to FALSE (e.g., an ADC device server processes a SECURITY

tinuing to process the task in the enabled task state.

PROTOCOL OUT command with a DATA ENCRYPTION PARAMETERS COMPLETE page

and the clear encryption parameters request (CEPR) bhit set to one _see ADC-3) hefare con-

FALSE The device entity is not waiting for the logical block encryption parameters for encryption
request indicator to be set to FALSE before continuing to process the task in the-gnabled
task state. This is the default setting for the logical block encryption parametersfor encryp
tion request indicator.

Th
en

When the logical block encryption parameters for encryption request indicatorys set to FALSE, the dev

se
en

Th

e device entity shall not change the logical position while the logical block encryption parameters
Cryption request indicator is set to TRUE.

ver shall resume processing of the command that caused the logical ‘block encryption parameters
Cryption request indicator to be set to TRUE.

e logical block encryption parameters for decryption request indi€ator settings are specified in table 19.

Table 19 — Logical block encryption parameters for decryption request indicator settings

for

ce
for

Setting Description

TRUE The device entity is waiting for the logieal block encryption parameters for decryption
request indicator to be set to FALSE (e.g., an ADC device server processes a SECURITY
PROTOCOL OUT command withra DATA ENCRYPTION PARAMETERS COMPLETE pag

tinuing to process the task-in the enabled task state.

and the clear encryption parameters request (CEPR) bit set to one, see ADC-3) before cont

D

FALSE The device entity is fotwaiting for the logical block encryption parameters for decryption
request indicator to be set to FALSE before continuing to process the task in the enabled
task state. Thissisithe default setting for the logical block encryption parameters for decryp
tion request-indicator.

Th
de

When the logical™block encryption parameters for decryption request indicator is set to FALSE, the dev

se
de

Th

e device entity shallnet change the logical position while the logical block encryption parameters
Cryption request ipdjcator is set to TRUE.

ver shallresume processing of the command that caused the logical block encryption parameters
Cryption-request indicator to be set to TRUE.

for

ce
for

pdogical block encryption parameters for encryption request indicator and the logical block encrypt

pa

" £ 1 . P 'H " 1 ol —y (P Li.
allTicicT s TUT UTULTypguUuUlT Teyucot TiuiLatul stiall Ut ST U UtTaults.

a) on a hard reset condition;

b) when a volume is demounted,;

c) after a logical block encryption parameters request period timeout (see 4.2.23.3.4); or

d) after successfully processing a task management request that terminates processing of the task.

When the logical block encryption parameters for decryption request indicator is set to FALSE or the logical
block encryption parameters for encryption request indicator is set to FALSE, then the logical block encryption

pe

riod timer shall be set to zero.
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4.2.23.3.4 Logical block encryption parameters period settings
The logical block encryption parameters period settings contain values that:

a) determine how long the device entity waits for the logical block encryption parameters request
indicator to be set to FALSE;

b) track how long the device entity has waited for a set of logical block encryption parameters after a
logical block encryption parameters request indicator has been set to TRUE; and

¢) indicate when the time to wait for a set of logical block encryption parameters period has expired.

The logical block encryption parameters period settings (see 4.2.4) shall contain:
a) alogical block encryption parameters period time;

b) a logical block encryption period timer; and

c) alogical block encryption parameters period expired indicator.

The logical block encryption parameters period time shall contain a value indicating the*amount of time that
thg device entity shall wait for a set of logical block encryption parameters when:

a) the logical block encryption parameters for encryption request indicator (see 4.2.23.3.3) is set| to
TRUE; or

b) the logical block encryption parameters for decryption requesthindicator (see 4.2.23.3.3) is sef| to
TRUE.

The logical block encryption period timer shall contain the time since:

a) the logical block encryption parameters for encryptien request indicator was set to TRUE; or
b) the logical block encryption parameters for decryption request indicator was set to TRUE.

The logical block encryption period timer shall be setto zero when:

a) the logical block encryption parameters for encryption request indicator is set to FALSE; or
b) the logical block encryption parameters for decryption request indicator is set to FALSE.

The values of the logical block encryption period timer expired indicator are specified in table 20.

Table 20 — Isogical block encryption period timer expired indicator

Setting Description

TRUE The logical block encryption period timer has expired.

FALSE The logical block encryption period timer has not expired.

If the logicalblock encryption period timer reaches the logical block encryption period time, then the:

a)« logical block encryption period timer expired indicator shall be set to TRUE;
b), logical block encryption parameters for encryption request indicator shall be set to FALSE;
y—togi ; : fortt : o - -
d) the device server shall terminate the command that caused a request indicator to be set to TRUE with
CHECK CONDITION status, the sense key set to DATA PROTECT, and the additional sense code set
to EXTERNAL DATA ENCRYPTION CONTROL TIMEOUT.

4.2.23.4 Exclusive control of logical block encryption parameters by external data encryption control

An entity outside the scope of this standard may configure the device entity for exclusive control of logical
block encryption using external data encryption control. If control of logical block encryption parameters by
this device server has been prevented by external data encryption control and the device server returns a
Data Encryption Status page (see 8.5.2.7), then the PARAMETERS CONTROL field shall be set to 011b or
100b.
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4.2.23.5 External data encryption control error conditions

If external data encryption control is being used to control the logical block encryption parameters and the
external data encryption control logical block encryption parameters lookup process returns an error, then the
device server shall terminate the command that initiated the logical block encryption parameters lookup
process with CHECK CONDITION status, with the sense key set to logical block PROTECT, and the
additional sense code set to the value of the external data encryption control additional sense code in the
device entity, or to EXTERNAL DATA ENCRYPTION CONTROL ERROR if the external data encryption
control additional sense code is set to NO ADDITIONAL SENSE INFORMATION.

Anf application client may use the DTD Status log page to get information about the error that occurred (Jee
AQC-3).

4.3.24 Logical block encryption key protection

4.3.24.1 Logical block encryption key protection overview
A BCSI device that supports logical block encryption should protect logical block encryption keys from
digclosure. The probability of logical block encryption key disclosure may be reduced by several counterméga-
sures (e.g., key wrapping and/or securing the channel used to transmit the logical block encryption key).
4.2.24.2 Logical block encryption key protection using security associations

A gecurity association (SA) (see SPC-4) may be used to protect logical block encryption keys and associafed
lodical block encryption parameters from disclosure and modification. A device server that supports SAs af a

way to protect logical block encryption keys may require that all logical block encryption key operations|be
prgtected using an SA.

=

4.2.24.3 Key wrapping using public key cryptography

A dlevice server that supports public key cryptography for key wrapping, shall have a secret private key ang¢l a
puplic key. The public key is used for wrapping,key material sent to the device server. The private key is uged
by|the device server to unwrap the logical block encryption keys that it receives. The entity wrapping the
lodical block encryption key is assured thatonly the device server that knows the private key corresponding to
this public key is able to unwrap the logical block encryption key.

Verifying the key wrapper’s sighature allows a device server that supports public key cryptography for Key
wrapping to ensure the authenticity of the wrapped key. The key wrapping entity’s secret private key is used to
sign the wrapped key. The-key signing entity’s public key is used by the device server to verify the signatu

®

A ]ievice server that_supports signature verification shall store the key wrappers public keys in an authgri-
zation white list. To prevent an attacker from having the ability to send a wrapped key, the device server shall
maintain the authiorization white list in a manner that prevents an attacker from modifying the white list.

A dlevice server that supports signature verification should be able to store a minimum of four public keys [for
signature verification to allow for two key wrapping entities and the ability to replace these keys.

this standard.

4.2.25 Appending data to a volume containing encrypted logical blocks

A volume contains no encrypted logical blocks, all encrypted logical blocks, or a mixture of encrypted logical
blocks and unencrypted logical blocks.

A device server that supports encryption should be capable of determining when a mounted volume contains
an encrypted logical block. The device server reports its capability of determining if a volume contains an
encrypted logical block using the VCELB_c bit in the logical block encryption algorithm descriptor (see 8.5.2.4).
If the device server is capable of determining whether a mounted volume contains an encrypted logical block,
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it should support a value of one in the vCELBRE bit of the Device Configuration Extension mode page (see
8.3.8).

The device server shall terminate a command with CHECK CONDITION status, with the sense key set to
DATA PROTECT, and the additional sense code set to ENCRYPTION PARAMETERS NOT USEABLE if the
following are true:

a) the VCELBRE bit in the Device Configuration Extension mode page (see 8.3.8) is set to one;
b) the vcELB bit in the Data Encryption status page (see 8.5.2.7) is set to one;

Th

4.7

Ta
Ch
list
se

.4.26 Self-test operations

.4.27.1 Capability-based command security overview

.4.27.2 Association between commands and permission bits

c) the encryption mode of the set of logical block encryption parameters in use by the |_T_L nexus
which the command arrived is set to DISABLE;
d) the logical object identifier does not equal zero; and
e) the command is a:
A) WRITE(6);
B) WRITE(16);
C) WRITE FILEMARKS(6); or
D) WRITE FILEMARKS(16).

b |ogical position following the completion of a self-test (see SPC-4) is not.specified by this standard.

.27 Capability-based command (CbCS) security

CS (see SPC-4) is a credential-based system that manages access to a logical unit or a volume.

ble 21 specifies the permissions required in the“PERMISSIONS BIT MASK field in the capability descriptor g
CS extension descriptor (see SPC-4) for each SCSI command specified in this standard. The permissig

luential-access device type.

Table 21 — Association between commands and CbCS permissions

on

fa
ns

ed in table 21 are specified in SPC-4, This standard does not define any permissions specific to the

Requested Command Permissions?
DATA DATA PARM PARM PHY AC(C
READ WRITE READ WRITE
BRASE(6) 1
BRASE(16) 1
RORMAT-MEDIUM 1 1
LOAD.UNLOAD 1
LOCATEED) T
LOCATE(16) 1
PREVENT ALLOW MEDIUM REMOVAL 1
READ(6) 1
a) A device server shall only process a command shown in this table as specified by the cDB field of an
extended CDB (see SPC-4) that contains a CbCS capability descriptor when all of the bits marked
with a 1 in the row for that command are set to one in the PERMISSIONS BIT MASK field in that
descriptor. The permissions bits represented by the empty cells in a row are ignored. If a device
server receives a command specified by the cDs field of an extended CDB that does not contain the
CbCS capability descriptor with all of the bits set to one as defined in this table, then the device
server shall terminate the command with CHECK CONDITION status with the sense key set to
ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.



https://standardsiso.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

—80 -

14776-333 © ISO/IEC:2013(E)

Table 21 — Association between commands and CbCS permissions (Continued)

Requested Command

Permissions?

DATA
READ

DATA
WRITE

PARM PARM PHY ACC
READ WRITE

READ(16)

READ BLOCK LIMITS

EAD POSITION

EAD REVERSE(6)

EAD REVERSE(16)

PR Rk

EPORT DENSITY SUPPORT

F
F
F
RECOVER BUFFERED DATA
F
F

EWIND

[da)

ET CAPACITY

[da)

PACE(6)

[da)

PACE(16)

ERIFY(6)

ERIFY(16)

PR Rk

VRITE(16)

VRITE FILEMARKS(6)

1
1
1

\
\
WRITE(6)
v
v
!

VRITE FILEMARKS(16)

1

d) A device server shall only process a command shown in this table as specified by the cpB field of an
extended CDB (see SPC-4) that contaifis’a CbCS capability descriptor when all of the bits marked
with a 1 in the row for that command are set to one in the PERMISSIONS BIT MASK field in that
descriptor. The permissions bits-represented by the empty cells in a row are ignored. If a device
server receives a command specified by the cDs field of an extended CDB that does not contain the
CbCS capability descriptor with all of the bits set to one as defined in this table, then the device
server shall terminate the'command with CHECK CONDITION status with the sense key set to
ILLEGAL REQUEST ahdthe additional sense code set to INVALID FIELD IN PARAMETER LIST.
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5 Explicit address command descriptions for sequential-access devices

5.1 Summary of commands for explicit address mode

The explicit address command set for sequential-access devices shall be as shown in table 22. Commands
specified as mandatory in table 22 shall be implemented if the explicit address command set is supported.

R

Th

eT 10 table T4 for a descrption of TEServations.

e following operation codes are vendor specific: 02h, 06h, 07h, 09h, 0Ch, 0Dh, and OEh.

Table 22 — Explicit address command set for sequential-access devices

Command Name Type | Operation | Synchronize | Command | Referepce
code? operation type
required?
ACCESS CONTROL IN O 86h No G SPC#4
ACCESS CONTROL OUT @) 87h No G SPC#4
CHANGE ALIASES O | A4h/OBh¢ No G spc4
ERASE(16) M 93h Yes W-E 5.2
EXTENDED COPY 0 83h No W or RP SPC4
FORMAT MEDIUM @] 04h No W 7.1
INQUIRY M 12h No G-A SPC#4
LOAD UNLOAD @) 1Bh Yes G 7.2
LOCATE(16) M 92h Yes G-E 7.3
LOG SELECT o 4Ch No G SPC#4
LOG SENSE 0] 4Dh No G-A SPCH#4
MANAGEMENT PROTOCOL IN O | A3h/10hC No G SPC4
MANAGEMENT PROTOCOL QUT O | A4h/10hC Nod Ge SPC{4
MOPE SELECT(10) o] 55h Yes? W or RP spcl4
MOPE SELECT(6) M 15h Yes? W or RP spcl4
MOPE SENSE(10) O 5Ah No G SPC#4

Key:

M = Commangd implementation is mandatory.
O = Command implementation is optional.

R = Read type command.

W & Write type command.

G2 Generic type command.

E = Explicit command.

A = Allowed command while in write capable state.

a) Referto 4.2.11.
b) This command has some specific actions that fall under write type commands and some that fall into read
type commands.
¢) This command is defined by a combination of operation code and service action. The operation code
value is shown preceding the slash and the service action value is shown after the slash.
d) Some vendor MANAGEMENT PROTOCOL OUT commands may require a syncronize operation.
e) Some vendor MANAGEMENT PROTOCOL OUT commands may be a read type or write type command.
f) The following operation codes are obsolete: 16h, 17h, 18h, 39h, 3Ah, 40h, 56h, 57h, A5h, A7h, B4h, B8h.
g) A complete summary of operation codes is available at http://www.t10.org/lists/2op.htm. The summary
includes information about obsolete commands.
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Table 22 — Explicit address command set for sequential-access devices (Continued)

Command Name Type | Operation | Synchronize | Command | Reference
code? operation type
required?

MODE SENSE(6) M 1Ah No G SPC-4
PERSISTENT RESERVE IN M 5Eh No G SPC-4
PERSISTENT RESFRVFE QUT M 5Eh No G SPC-4
PREVENT ALLOW MEDIUM REMOVAL @) 1Eh No G-A 7.4
READ ATTRIBUTE O 8Ch No G SPC4
READ BLOCK LIMITS M 05h No G-A 7.5
READ BUFFER O 3Ch Yes G SPC#4
READ POSITION M 34h No G-A 7.6
READ REVERSE(16) 0] 81h Yes R-E 5.4
READ(16) M 88h Yes R-E 5.3
RECEIVE COPY RESULTS o] 84h No G SPC4
RECEIVE DIAGNOSTIC RESULTS o] 1Ch No G SPC4
RECOVER BUFFERED DATA o] 14h May R 7.7
REPORT ALIASES O A3h/0OBhS No G SPC#4
RERPORT DENSITY SUPPORT M 44h No G-A 7.8
REPORT IDENTIFYING INFORMATION @) ABh/05hC No G SPC#4
REPORT LUNS M AOh No G-A SPC#4
REPORT PRIORITY @) A3h/OEh® No G SPC#4
REPORT SUPPORTED OPERATION CODES @) A3h/0ChC No G SPC#4
REPORT SUPPORTED TASK @) A3h/0DhC No G SPC#4
MANAGEMENT FUNCTIONS
REPORT TARGET PORT GROURS @) A3h/0AhC No G SPC#4
REPORT TIMESTAMP M A3h/OFNC No G SPC#4
REQUEST SENSE M 03h No G SPC#4
REWIND M 01h Yes G 7.9
SECURITY PROTOCOL IN O A2h No G SPC#
Key:IM = Comymand implementation is mandatory.

O = Gommand implementation is optional.

R =Read type command.

W_= Write type command.

G = Generic type command.
E = Explicit command.
A = Allowed command while in write capable state.

a)
b)

c)

d)
e)
)
g)

Refer to 4.2.11.

This command has some specific actions that fall under write type commands and some that fall into read
type commands.

This command is defined by a combination of operation code and service action. The operation code
value is shown preceding the slash and the service action value is shown after the slash.

Some vendor MANAGEMENT PROTOCOL OUT commands may require a syncronize operation.

Some vendor MANAGEMENT PROTOCOL OUT commands may be a read type or write type command.
The following operation codes are obsolete: 16h, 17h, 18h, 39h, 3Ah, 40h, 56h, 57h, A5h, A7h, B4h, B8h.
A complete summary of operation codes is available at http://www.t10.org/lists/2op.htm. The summary
includes information about obsolete commands.
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Table 22 — Explicit address command set for sequential-access devices (Continued)

Command Name Type | Operation | Synchronize | Command | Reference
code? operation type
required?
SECURITY PROTOCOL OUT @) B5h No G SPC-4
SEND DIAGNOSTIC M 1Dh Yes? W or RP SPC-4
SET-EARPACHF o OBk Mey W +34
SET IDENTIFYING INFORMATION @) A4h/06hC No G SkRcy4
SET PRIORITY @) A4h/OEh® No SPC{4
SET TARGET PORT GROUPS @) A4h/OAhC No SPC#4
SET TIMESTAMP M A4h/OFRC No SPC#4
SPACE(16) @) 91h May G-E 7.11
TEST UNIT READY M 00h No G SPC#4
VERIFY(16) @) 8Fh Yes R-E 5.5
WRITE ATTRIBUTE @] 8Dh No G SPC#4
WRITE BUFFER o 3Bh Yes? G SspPc4
WRITE FILEMARKS(16) M 80h May W-E 5.7
WRITE(16) M 8Ah No W-E 5.6
Obdoletef
Rederved all others

Key:IM = Command implementation is mandatory.
O = Command implementation is optional.

R = Read type command.
W = Write type command.

G = Generic type command.
E = Explicit command.

A = Allowed command whiledn\write capable state.

a) Referto 4.2.11.

b) This command has some,specific actions that fall under write type commands and some that fall into readl

type commands.

¢) This command istdefined by a combination of operation code and service action. The operation codg
alue is showmpreceding the slash and the service action value is shown after the slash.
d) $ome vendarMANAGEMENT PROTOCOL OUT commands may require a syncronize operation.
e) $ome vendor MANAGEMENT PROTOCOL OUT commands may be a read type or write type command|
f) The fallowing operation codes are obsolete: 16h, 17h, 18h, 39h, 3Ah, 40h, 56h, 57h, A5h, A7h, B4h, B8h[
g) A complete summary of operation codes is available at http://www.t10.org/lists/2op.htm. The summan
includes information about obsolete commands.

h
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5.2 ERASE(16) command

The ERASE(16) command (see table 23) causes part or all of the volume to be erased beginning at the logical
object identifier and partition specified in the command descriptor block. Prior to performing the erase
operation, the device server shall perform a synchronize operation (see 4.2.11).

Table 23 — ERASE(16) command

Blt —Z Iad | A 2 L 4 faY
Bylle i \%J ~J - J o L J

q OPERATION CODE (93h)

1 Reserved FCS LCS IMMED LON(

2 Reserved METHOD Reserved SMD VCM

3 PARTITION

4 (MSB)

5

6

; LOGICAL OBJECT IDENTIFIER

9

10

11 (LSB

1p Reserved

18 Reserved

14 Reserved

1b CONTROL
A first command in sequence (Fcs) bit of one specifies this command is the first command in a tagged wfite
sefluence. An FCs bit of zero specifies this command is not the first command in a tagged write sequence.
A last command in sequence (tCs) bit of one specifies this command is the last command in a tagged wiite
sefjuence. An LCs bit of zero Specifies this command is not the last command in a tagged write sequence.
Anlimmediate (IMMED),bit of zero specifies the device server shall not return status until the erase operatfon
has completed.. Interpretation of an IMMED bit of one depends on the value of the LONG bit, see belgw.
Hgwever, for all. values of the LONG bit, if CHECK CONDITION status is returned for an ERASE(16) commgnd
with an IMMEDbit of one, the erase operation shall not be performed.

Application clients should set the IMMED bit set to zero to guarantee the operation has completed successflilly
whenrsetting the METHOD field to 10b. When the METHOD field is set to 10b, the duration of the processing may
be extended (i.e., may be Tonger than just sefting the LONG bit to one).

A LONG bit of one specifies all remaining medium shall be erased beginning at the specified logical object
identifier and partition shall be erased using the method specified by the METHOD field value (see table 24). If
the format on the medium specifies a recorded indication of EOD (see 3.1.19), the erase operation shall
establish an EOD indication at the specified location as part of the erase operation. If the IMMED bit is one, the
device server shall return status as soon as all buffered logical objects have been written to the medium and
the command descriptor block of the ERASE(16) command has been validated. The logical position following
an ERASE(16) command with a LONG bit of one is not specified by this standard.

NOTE 11 - Some logical units may reject an ERASE(16) command if the logical object identifier is not zero.
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A LONG bit of zero specifies the device server shall perform the action specified by the short erase mode field
in the Device Configuration Extension mode page (see 8.3.8) at the logical object identifier and partition
specified in the command. The logical position following a ERASE(16) command with a LONG bit of zero shall
be at the specified logical object identifier and partition. If the IMMED bit is one, the device server shall return
status as soon as the command descriptor block has been validated.

The METHOD field specifies the erase method that shall be used to erase data. Table 24 defines the METHOD
field values. If the LONG bit is set to zero, the METHOD field only applies to data outside the user data area(s).

Tabte 22— ~EeTHOD fietd

Code | Description

00b Vendor specific

01b The device server shall erase or over-write the volume with a format-specificpattern. Upon
successful processing of the command, the volume may contain fragmentsof data specified
for erasure. The data specified for erasure shall not be recognizable as valid user data using
normal volume processing methods.

10b The device server shall erase or over-write the volume with a format=specific pattern(s).
Upon successful processing of the command, the volume shall-not contain fragments of
data specified for erasure.

11b Reserved

NOTE 12 - The METHOD field set to a value of 10b is intended to_ support data shredding (e.g., sanitization as
specified in DoD 5220.22-M).

If the security metadata (SMD) bit is set to one, the device server shall alter the security meta-data stored|on
the volume with the method specified by the METHOP field. If the sMD bit is set to zero, the device seryer
hapdling of the security meta-data stored on the volume is vendor specific.

If the vendor-specific control metadata (vCM) bitis set to one, the device server shall alter the vendor-spedific
coptrol metadata stored on the volume withthe method specified by the METHOD field. If the vcM bit is sef to
zefo, the device server handling of the rendor-specific control metadata stored on the volume is venglor
specific.

If the logical unit encounters earlyswarning during an ERASE(16) command, and any buffered logical objects
remain to be written, the device server action shall be as defined for the early-warning condition of the
CK
of
he

gdnd
s,
to

logical position is undeflned following a locate operation failure with a LONG bit of zero.

See 4.2.6 for a description of the effect of a PEWZ on the completion of the ERASE(16) command.

5.3 READ(16) command

The READ(16) command (see table 25) requests that the device server transfer one or more logical block(s)
to the application client beginning at the logical object identifier and partition specified in the command
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descriptor block. Prior to performing the read operation, the device server shall perform a synchronize
operation (see 4.2.11).

Table 25 — READ(16) command

Bthe it 7 6 5 4 3 2 1 0
0 OPERATION CODE (88h)
! Reserved I SILI I FIXED
2 Reserved
3 PARTITION
4 (MSB)
5
g
) LOGICAL OBJECT IDENTIFIER
9
10
11 (LSB
1P (MSB)
18 TRANSFER.LENGTH
14 (LSB
1% CONTROL

The FIXED bit specifies whether fixed-block transfers or variable-block transfers are to be used. Refer to the
RHEAD BLOCK LIMITS command (see 7.5)for additional information about fixed-block transfers and
valiable-block transfers.

If the FIXED bit is one, the TRANSFER LENGTH specifies the number of fixed-length blocks to be transferred,
using the current block length reported in the mode parameters block descriptor (see SPC-4). If the FIXED bit is
zefo, a variable-length block.is.requested with the TRANSFER LENGTH specifying the maximum number of bytes
allpcated for the returned logieal block.

A successful READ(26)-command with a FIXED bit of one shall transfer the requested transfer length times the
cufrent block length,in bytes to the application client. A successful READ(16) command with a FIXED bi{ of
zefo shall transfer-the requested transfer length in bytes to the application client. Upon completion, the logikcal
pogition shall-be after the last logical block transferred (end-of-partition side).

If the suppress incorrect-length indicator (siLI) bit is one and the FIXED bit is zero, the device server shall:

a—frepor-CHECK-CONDHHON-statusferanincoerrectHength—eonditton—oenty—i—the-overdength—eondition
exists and the BLOCK LENGTH field in the mode parameter block descriptor is nonzero (see SPC-4); or
b) not report CHECK CONDITION status if the only error is the underlength condition, or if the only error
is the overlength condition and the BLOCK LENGTH field of the mode parameters block descriptor is

zZero.

Since the residual information normally provided in the INFORMATION field of the sense data may not be
available when the siLI bit is set to one, other methods for determining the actual block length should be used
(e.g., including length information in the data).

If the sILI bit is one and the FIXED bit is one, the device server shall terminate the command with CHECK
CONDITION status and the sense key shall be set to ILLEGAL REQUEST with an additional sense code of
INVALID FIELD IN CDB.
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If the siLI bit is zero and an incorrect-length logical block is read, CHECK CONDITION status shall be returned
and the ILI and VALID bits shall be set to one in the sense data with an additional sense code of NO
ADDITIONAL SENSE INFORMATION. Upon termination, the logical position shall be after the
incorrect-length logical block (i.e., end-of-partition side). If the FIXED bit is one, the INFORMATION field shall be
set to the requested transfer length minus the actual number of logical blocks read, not including the
incorrect-length logical block. If the FIXED bit is zero, the INFORMATION field shall be set to the requested
transfer length minus the actual logical block length. Logical units that do not support negative values shall set
the INFORMATION field to zero if the overlength condition exists.

NOTE 13- Tn the above case with the FIXED bit of one, only the position of the incorrect-length Togical block
may be determined from the sense data. The actual length of the incorrect logical block is not reported. Other
means may be used to determine its actual length (e.g., read it again with the fixed bit set to zero).

Thie LOGICAL OBJECT IDENTIFIER and PARTITION fields specify the position at which the READ(16) commgnd
shall start. If the TRANSFER LENGTH field is not set to zero and the current logical position does-not match the
specified LOGICAL OBJECT IDENTIFIER and PARTITION fields, the device server shall performa lecate operatior) to
thg specified logical object identifier and partition prior to performing the read operation:. [fithe locate operatjon
fails, the device server shall return CHECK CONDITION status and the additional sense code shall be sef to
LQCATE OPERATION FAILURE. The INFORMATION field in the sense data shall be set to the requested
trapsfer length. Following a locate operation failure the logical position is undefitied.

If the TRANSFER LENGTH field is set to zero, no logical block shall be transfertéd and the current logical positjon
shall not be changed. This condition shall not be considered an error.

In the case of an unrecovered read error, if the FIXED bit is one, thé sense data VALID bit shall be set to one gnd
thg INFORMATION field shall be set to the requested transfer length minus the actual number of logical blo¢ks
redd (not including the unrecovered logical blocks). If the FiXED bit is zero, the sense data VALID bit shall be et
to pne and the INFORMATION field shall be set to the requested transfer length. Upon termination, the logical
pogition shall be after the unrecovered logical block.

If the device server encounters a filemark during.adREAD(16) command, CHECK CONDITION status shall{be
returned and the FILEMARK and VALID bits shall be set to one in the sense data. The sense key shall be sef to
NQ® SENSE or RECOVERED ERROR, as.appropriate, and the additional sense code shall be setto
FILEMARK DETECTED. Upon termination;the logical position shall be after the filemark (i.e., end-of-partitjon
side). If the FIXED bit is one, the INFORMATION field shall be set to the requested transfer length minus the
actual number of logical blocks read. If the FIXED bit is zero, the INFORMATION field shall be set to the requesfed
trapsfer length.

If the device server encounters early-warning during a READ(16) command and the REw bit is set to ong in
the Device Configuration/mode page (see 8.3.3), CHECK CONDITION status shall be returned uppon
completion of the current logical block. The sense key shall be set to NO SENSE or RECOVERED ERROR,
as|appropriate, and'the additional sense code shall be set to END-OF-PARTITON/MEDIUM DETECTED. The
EOM and VALID bits-shall be set to one in the sense data. Upon termination, the logical position shall be after
thq last logical \block transferred (i.e., end-of-partition side). If the FIXED bit is one, the INFORMATION field in the
sefhse datashall be set to the requested transfer length minus the actual number of logical blocks read. If the
FIXED bit\is 'zero, the INFORMATION field in the sense data shall be set to the requested transfer length minjus

thT actual logical block length. The device server shall not return CHECK CONDITION status w}]en
ea e i - -

NOTE 14 - A REW bit of one is not recommended for most applications since read data may be present after
early-warning.

If the device server encounters end-of-data during a READ(16) command, CHECK CONDITION status shall
be returned, the sense key shall be set to BLANK CHECK, and the VALID bit shall be set to one in the sense
data. If end-of-data is encountered at or after early-warning, the Eom bit shall also be set to one. Upon termi-
nation, the logical position shall be immediately after the last recorded logical object (end-of-partition side). If
the FIXED bit is one, the INFORMATION field in the sense data shall be set to the requested transfer length minus
the actual number of logical blocks read. If the FIXED bit is zero, the INFORMATION field shall be set to the
requested transfer length.
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If the device server encounters end-of-partition during a READ(16) command, CHECK CONDITION status
shall be returned, the sense key shall be set to MEDIUM ERROR, and the EOM and VALID bits shall be set to
one in the sense data. The medium position following this condition is not defined. If the FIXED bit is one, the
INFORMATION field shall be set to the requested transfer length minus the actual number of logical blocks read.
If the FIXED bit is zero, the INFORMATION field in the sense data shall be set to the requested transfer length.

If a READ(16) command terminates with an error condition other than ILLEGAL REQUEST, and no data
transfer has occurred, the logical position of the medium is undefined. The application client should issue a
READ POSITION(16) command to determine the logical position.
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5.4 READ REVERSE(16) command

The READ REVERSE(16) command (see table 26) requests that the device server transfer one or more
logical block(s) to the application client beginning at the logical object identifier and partition specified in the
command descriptor block. Prior to performing the read reverse operation, the device server shall perform a
synchronize operation (see 4.2.11).

Table 26 — READ REVERSE(16) command

Byfe it 7 6 5 4 3 2 1 g
q OPERATION CODE (81h)
1 Reserved BYTORD SILI FIXED
2 Reserved
3 PARTITION
4 (MSB)
5
g
; LOGICAL OBJECT IDENTJFIER
9
10
1 (LSB
1p (MSB)
18 TRANSFER LENGTH
14 (LSB
1b CONTROL

Thjs command is similar to the READ(16) command except that medium motion is in the reverse directipn.
Ugon completion of a READ REVERSE(16) command, the logical position shall be before the last logital
bldck transferred (i.e., beginning-of-partition side).

A byte order (BYTORD) it of zero specifies all logical block(s), and the byte(s) within the logical block(s), are
trapsferred in the reverse order. The order of bits within each byte shall not be changed. A BYTORD bit of gne
specifies all logical block(s) are transferred in the reverse order but the byte(s) within the logical block(s) @re
trapsferred in the.same order as returned by the READ(16) command. Support for either value of the BYTJRD
bit|is optional.

Refer.to the READ(16) command (see 5.3) for a description of the FIXED bit, the SiLI bit, the TRANSFER LENGTH
fieldi-and any conditions that may result from incorrect usage of these fields.

The LOGICAL OBJECT IDENTIFIER and PARTITION fields specify the position at which the READ REVERSE(16)
command shall start. If the TRANSFER LENGTH field is not set to zero and the current logical position does not
match the specified LOGICAL OBJECT IDENTIFIER and PARTITION fields, the device server shall perform a locate
operation to the specified logical object identifier and partition prior to performing the read reverse operation. If
the locate operation fails, the device server shall return CHECK CONDITION status and the additional sense
code shall be set to LOCATE OPERATION FAILURE. The INFORMATION field in the sense data shall be set to
the requested transfer length. Following a locate operation failure the logical position is undefined.

Filemarks, incorrect-length logical blocks, and unrecovered read errors are handled the same way as in the
READ(16) command, except that upon termination the logical position shall be before the filemark,
incorrect-length logical block, or unrecovered logical block (i.e., beginning-of-partition side).
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If the device server encounters beginning-of-partition during a READ REVERSE(16) command, CHECK
CONDITION status shall be returned and the oM and VALID bits shall be set to one in the sense data. The
sense key shall be set to NO SENSE or RECOVERED ERROR, as appropriate. If the FIXED bit is one, the
INFORMATION field shall be set to the requested transfer length minus the actual number of logical blocks trans-
ferred. If the FIXED bit is zero, the INFORMATION field shall be set to the requested transfer length.

5.5 VERIFY(16) command

The VERIFY(16) command (see table 27) requests that the device server verify one or more logical blocK(s)
bepinning at the logical object identifier and partition specified in the command descriptor block{ Rriof to
pefforming the verify operation, the device server shall perform a synchronize operation (see 4.2.11).
Table 27 — VERIFY(16) command
Bit

Byle 7 6 5 4 3 2 1 0

q OPERATION CODE (8Fh)

1 Reserved ‘ IMMED BYTCMP FIXED

2 Reserved

3 PARTITION

4 (MSB)

5

6

) LOGICAL, OBJECT IDENTIFIER

9

10

11 (LSB

12 (MSB)

1B VERIFICATION LENGTH

14 (LSB

1% CONTROL
Anlimmediate (IMMED) bit of zero specifies the command shall not return status until the verify operation has
completed. AnMMED bit of one specifies status shall be returned as soon as the command descriptor blgck
hap been validated, but after all verification data has been transferred from the application client to the devjce
sefver, ifthe BYTCMP bit is one.
In brder to ensure that no errors are lost, the application client should set the IMMED bit to zero on the Iast

VERIFY(16) command when issuing a series of VERIFY(16) commands.

A byte compare (BYTCMP) bit of zero specifies the verification shall be a verification of logical blocks on the
medium (e.g., CRC, ECC). No data shall be transferred from the application client to the device server.

A BYTCMP bit of one specifies the device server shall perform a byte-by-byte compare of the data on the
medium and the data transferred from the application client. Data shall be transferred from the application
client to the device server as in a WRITE(16) command (see 5.6). If the BYyTCMP bit is one and the byte
compare option is not supported, the device server shall terminate the command with CHECK CONDITION
status, the sense key shall be set to ILLEGAL REQUEST, and the additional sense code shall be set to
INVALID FIELD IN CDB.
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The LOGICAL OBJECT IDENTIFIER and PARTITION fields specify the position where the VERIFY(16) command
shall start. If the VERFICATION LENGTH field is not zero and the current logical position does not match the
specified LOGICAL OBJECT IDENTIFIER and PARTITION fields, the device server shall perform a locate operation to
the specified logical object identifier and partition prior to performing the verify operation. If the locate
operation fails, the device server shall return CHECK CONDITION status and the additional sense code shall
be set to LOCATE OPERATION FAILURE. The INFORMATION field in the sense data shall be set to the
requested verification length. Following a locate operation failure the logical position is undefined.

The VERIFICATION LENGTH field specifies the amount of data to verify, in logical blocks or bytes, as specified by
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FIXED bit. Refer to the READ(16) command (see 5.3) for a description of the FIXED bit and any error corj
ns that may result from incorrect usage. If the VERIFICATION LENGTH field is zero, no data shall be verif
H the current logical position shall not be changed. This condition shall not be considered an error,

e VERIFY(16) command shall terminate as follows:

a) when the verification length has been satisfied;

b) when an incorrect-length logical block is encountered,;

¢) when a filemark is encountered;

d) when end-of-data is encountered;

e) when the end-of-patrtition is encountered,;

f)  when early-warning is encountered (if the REw bit is one in the Device Configuration mode page, s
8.3.3); or

g) when an unrecoverable read error is encountered.

e status and sense data for each of the termination conditions.are handled in the same manner as in
AD(16) command (see 5.3). Upon successful completionef a VERIFY(16) command, the logical posit
il be after the last logical block verified (i.e., end-of-partition side).

he data does not compare (BYTCMP bit of one), the;.command shall terminate with CHECK CONDITI

Hitional sense code shall be set to MISCOMRARE DURING VERIFY OPERATION. If the FIXED bit is 0
INFORMATION field shall be set to the requested verification length minus the actual number of logi
cks successfully verified. If the FIXED hit iS zero, the INFORMATION field shall be set to the requested ve
ion length minus the actual number.0f bytes successfully verified. This number may be larger than
uested verification length if the efror occurred on a previous VERIFY(16) command with an IMMED bif

d-of-partition side).
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tus, the sense data VALID bit shall be set to oné&;’the sense key shall be set to MISCOMPARE, and the
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ifi-
he

of

2. Upon termination, the medium shall be positioned after the logical block containing the miscompare
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5.6 WRITE(16) command

The WRITE(16) command (see table 28) requests that the device server write the logical block that is trans-
ferred from the application client to the logical object identifier and partition specified in the command
descriptor block.

Table 28 — WRITE(16) command

-~
) 8]
H
D

A ks
- J

P
4]

q OPERATION CODE (8Ah)

1 Reserved FCS LCS Rsvd FIXED

Reserved

D)

PARTITION

L)

4 (MSB)

(n

LOGICAL OBJECT IDENTIFIER

[{o)

1 (LSB

™

(MSB)

TRANSFER LENGTH

=T

(LSB

1
1
1
1
1
1

CONTROL

ot

te

A first command in sequence (Fcs) bit of one specifies this command is the first command in a tagged wi
sefluence. An FCs bit of zero specifies this command is not the first command in a tagged write sequence.

te

A last command in sequence (£Cs) bit of one specifies this command is the last command in a tagged w
sefjuence. An LCs bit of zero Specifies this command is not the last command in a tagged write sequence.

ThE FIXED bit specifies,whether fixed-block transfers or variable-block transfers are to be used. See the READ
BLOCK LIMITS comimand (see 7.5) for additional information about fixed-block transfers and variable-blgck
trapsfers.

If the FIXEDbit is one, the TRANSFER LENGTH value specifies the number of fixed-length blocks to be traps-
ferredfusing the current block length reported in the mode parameter block descriptor (see 8.3). If the FINED
bit|is-zero, a single logical block is transferred with TRANSFER LENGTH specifying the logical block length in
bytes.

The LOGICAL OBJECT IDENTIFIER and PARTITION fields specify the position where the WRITE(16) command shall
start. If the TRANSFER LENGTH field is not set to zero and the current logical position does not match the
specified LOGICAL OBJECT IDENTIFIER and PARTITION fields, the device server shall perform a locate operation to
the specified logical object identifier and partition prior to performing the write operation. If the locate operation
fails, the device server shall return CHECK CONDITION status and the additional sense code shall be set to
LOCATE OPERATION FAILURE. The INFORMATION field in the sense data shall be set to the requested
transfer length. Following a locate operation failure the logical position is undefined.

If the TRANSFER LENGTH field is zero, no data shall be transferred and the current logical position shall not be
changed. This condition shall not be considered an error.
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A WRITE(16) command may be buffered or unbuffered, as specified by the BUFFERED MODE field of the mode
parameter header (see 8.3). When operating in unbuffered mode (see 3.1.80), the device server shall not
return GOOD status until all logical block(s) are successfully written to the medium. When operating in buff-
ered mode (see 3.1.9), the device server may return GOOD status as soon as all logical block(s) are success-

full

y transferred to the logical unit's object buffer.

For compatibility with devices implemented prior to this version of this International Standard, a WRITE
FILEMARKS(16) command with the IMMED bit set to zero should be issued when completing a buffered write
operation to perform a synchronize operation (see 4.2.11).
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he device server enables a WRITE(16) command while positioned between EW and EOP, or encount
/ during the processing of a WRITE(16) command, an attempt to finish writing any data may be thade
ermined by the current settings of the REw and SEw bits in the Device Configuration mode-page (s
.3). The command shall terminate with CHECK CONDITION status and the additional sense’cede shall
to END-OF-PARTITION/MEDIUM DETECTED. If all data that is to be written is successfullytransferreg
medium, the sense key shall be set to NO SENSE or RECOVERED ERROR, as appropriate. If the deyv
ver is unable to transfer all the data to the medium, buffered or unbuffered, before end-of-partitior]
countered, the sense key shall be set to VOLUME OVERFLOW. The EOM bit shall’be set to one. If the S
is set to one, then the vALID bit shall be set to one.

P INFORMATION field shall be set as follows:

a) if the FIXED bit is set to one, the INFORMATION field shall be set to, the requested transfer length mir
the actual number of logical blocks transferred to the device server; or
b) if the FIXED bit is set to zero, the INFORMATION field shall be ‘set to the requested transfer length.

P device server should perform a synchronize operation (see 4.2.11) after the first early-warning indicat
5 been returned to the application client (see 4.2.5).

NOTE 15 - For some application clients it is important to recognize an error if end-of-partition is encountered
during the processing of a WRITE(16) commandywithout regard for whether all data that is to be written is
successfully transferred to the medium. TheAVOLUME OVERFLOW sense key may always validly be
returned if end-of-partition is encountered ‘while writing, and such usage is recommended. Reporting the
MEDIUM ERROR sense key may cause.confusion as to whether there was really defective medium encoun-
tered during the processing of the lastWRITE(16) command.

hsferred to the device server from the initiator) shall be discarded. The incomplete logical block may
cessible prior to new logical block being written to the media. The device server shall be logically positior]
br the last logical blockthat was successfully transferred.

e 4.2.6 for a description of the effect of a PEWZ on the completion of the WRITE(16) command.
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WRITE(16) command is terminated early, an incomplete logical block (i.e., a logical block not completely
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5.7 WRITE FILEMARKS(16) command

The WRITE FILEMARKS(16) command (see table 29) requests that the device server write the specified
number of filemarks to the logical object identifier and partition specified in the command descriptor block.

Table 29 — WRITE FILEMARKS(16) command

Bthe it 7 6 5 4 3 2 1 0
q OPERATION CODE (80h)
1 Reserved FCS LCS Obsolete IMMED
2 Reserved
3 PARTITION
4 (MSB)
5
g
; LOGICAL OBJECT IDENTIFIER
9
10
1 (LSB
1p (MSB)
18 FILEMARK COUNT
14 (LSB
1b CONTROL
A first command in sequence (Fcs) bit.ef.one specifies this command is the first command in a tagged wfite
sefluence. An FCs bit of zero specifie's this command is not the first command in a tagged write sequence.
A last command in sequence (:CS) bit of one specifies this command is the last command in a tagged wfite

sefjuence. An LCs bit of zergspecifies this command is not the last command in a tagged write sequence.

An[ immediate (IMMED)“bit of one specifies the device server shall return status as soon as the commgnd
degcriptor block has-been validated. An IMMED bit of one is only valid if the device is operating in buffefed
mqade (see 3.1.9),\f the IMMED bit is set to one and the device is operating in unbuffered mode the commgnd
shall be terminated with CHECK CONDITION status. The sense key shall be set to ILLEGAL REQUEST gnd
thg additional*'sense code shall be set to INVALID FIELD IN CDB.

An[iMMED Bt of zero specifies the device server shall not return status until the write operation has completgd.
Any buffered logical objects shall be written to the medium prior to completing the command.

NOTE 16 - Upon completion of any buffered write operation, the application client may issue a WRITE
FILEMARKS(16) command with the IMMED bit set to zero and the FILEMARK COUNT field set to zero to perform
a synchronize operation (see 4.2.11).

The LOGICAL OBJECT IDENTIFIER and PARTITION fields specify the position where the WRITE FILEMARKS(16)
command shall start. If the FILEMARK COUNT field is not set to zero and the current logical position does not
match the specified LOGICAL OBJECT IDENTIFIER and PARTITION fields, the device server shall perform a locate
operation to the specified logical object identifier and partition prior to performing the write filemarks operation.
If the locate operation fails, the device server shall return CHECK CONDITION status and the additional
sense code shall be set to LOCATE OPERATION FAILURE. The INFORMATION field in the sense data shall be
set to the requested filemark count. Following a locate operation failure the logical position is undefined.
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The FILEMARK COUNT field specifies the number of filemarks to be written. If the FILEMARK COUNT field is set to
zero, the current logical position shall not be changed. It shall not be considered an error if the FILEMARK
COUNT field is set to zero.

NOTE 17 - The FILEMARK COUNT field takes the place of the TRANSFER LENGTH field normally used by medium
access commands that move data from the Data-Out Buffer to the device server (see SPC-4).

If the device server enables a WRITE FILEMARKS(16) command while positioned between EW and EOP, or
encounters EW during the processing of a WRITE FILEMARKS(16) command, an attempt to finish writing any

bu

Dgvice Configuration mode page (see 8.3.3). The command shall terminate with CHECK CONDITION.sta
anfd the additional sense code shall be set to END-OF-PARTITION/MEDIUM DETECTED. If all\huffer
ical objects to be written are successfully transferred to the medium, the sense key shall bg sét to NO
NSE or RECOVERED ERROR, as appropriate. If the device server is unable to transfer.all-the buffefed
VE
ERFLOW. The EOM bit shall be set to one. If the SEw bit is set to one, then the VALID hit\shall be set to ope.

log
SH
log
OV

The INFORMATION field shall be set to the FILEMARK COUNT field value minus the actual'number of filemarks:

The device server should perform a synchronize operation (see 4.2.11) after the first early-warning indicat
hag been returned to the application client (see 4.2.5).

Se

conmand.

ered fogicat objects may be made, as determined by the current Settings of the REw and SEW Dits 1M

ical objects to the medium before end-of-partition is encountered, the sense key shall be .set to VOLU

a) written to the object buffer if the IMMED bit is set to one; or
b) written to the medium if the IMMED bit is set to zero.

e 4.2.6 for a description of the effect of a PEWZ on the completion of the WRITE FILEMARKS(]
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6 Implicit address command descriptions for sequential-access devices

6.1 Summary of commands for implicit address mode

The implicit address commands for sequential-access devices are shown in table 30. Commands specified as
mandatory in table 30 shall be implemented if the implicit address command set is supported.

If gsynchronize operation 15 required for a command, the SynchroniZze operaton siattbe performed]as
specified in 4.2.11.
Refer to table 14 for a description of reservations.
ThE following operation codes are vendor specific: 02h, 06h, 07h, 09h, 0Ch, 0Dh, and OEh,
Table 30 — Implicit address command set for sequential-access devices
Command name Type | Operation Synchronize Reference
code® Qperation
required?®
IACCESS CONTROL IN @) 86h No SPC-4
IACCESS CONTROL OUT @) 87h No SPC-4
CHANGE ALIASES @) AAhl/OBhP No SPC-4
ERASE(6) M 19h Yes 6.2
EXTENDED COPY @] 83h No SPC-4
FORMAT MEDIUM O 04h No 7.1
INQUIRY M 12h No SPC-4
LOAD UNLOAD @) 1Bh Yes 7.2
LOCATE(10) M 2Bh Yes 6.3
LOCATE(16) M 92h Yes 7.3
LOG SELECT @] 4Ch No SPC-4
LOG SENSE O 4Dh No SPC-4
MANAGEMENT PROTOCOL IN O A3h/10hP No SPC-4
MANAGEMENT PROTOCOL OUT @) A4h/10hP NoC SPC-4
MODE SELECT(10) @) 55h Yes? SPC-4
MODE SELECT(6) M 15h Yes? SPC-4
MODE SENSE(10) @) 5Ah No SPC-4
ODE SENSE(6) M 1Ah No SPC-4
PERSISTENT RESERVE IN M 5Eh No SPC-4
Key: M = Command implementation is mandatory.
O = Command implementation is optional.
a) Referto 4.2.11.
b) This command is defined by a combination of operation code and service action. The operation
code value is shown preceding the slash and the service action value is shown after the slash.
c) Some vendor MANAGEMENT PROTOCOL OUT commands may require a syncronize operation.
d) The following operation codes are obsolete: 16h, 17h, 18h, 39h, 3Ah, 40h, 56h, 57h, A5h, A7h,
B4h, B8h.
e) A complete summary of operation codes is available at http://www.t10.org/lists/2op.htm. The
summary includes information about obsolete commands.
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Table 30 — Implicit address command set for sequential-access devices (Continued)

Command name Type | Operation Synchronize Reference
code® operation
required?

PERSISTENT RESERVE OUT M 5Fh No SPC-4
PREVENT ALLOW MEDIUM REMOVAL @] 1Eh No 7.4

EAD ATTRIBUTE Q 8Ch No SPC-4
READ BLOCK LIMITS M 05h No 7.5
READ BUFFER @] 3Ch Yes SPC-4
READ POSITION M 34h No 7.6
READ REVERSE(6) @] OFh Yes 6.5
READ(6) M 08h Yes 6.4
RECEIVE COPY RESULTS 0] 84h No SPC-4
RECEIVE DIAGNOSTIC RESULTS @] 1Ch No SPC-4
RECOVER BUFFERED DATA @] 14h May 7.7
REPORT ALIASES o] A3h/0BhP No SPC-4
REPORT DENSITY SUPPORT M 444 No 7.8
REPORT IDENTIFYING INFORMATION o] A3hIO5h? No SPC-4
REPORT LUNS M AOh No SPC-4
REPORT PRIORITY o) A3h/OERhP No SPC-4
REPORT SUPPORTED OPERATION CODES [0 A3h/0ChP No SPC-4
REPORT SUPPORTED TASK o] A3h/ODhP No SPC-4
MANAGEMENT FUNCTIONS
REPORT TARGET PORT GROUPS o) A3h/0ARP No SPC-4
REPORT TIMESTAMP M A3h/OFhP No SPC-4
REQUEST SENSE M 03h No SPC-4
REWIND M 01h Yes 7.9
SECURITY PROTOCOL IN 0] A2h No SPC-4
SECURITY PROTOCOL OUT @] B5h No SPC-4
SEND DIAGNOSTIC M 1Dh Yes? SPC-4
SET CARACITY @] 0Bh May 7.10
SET IDENTIFYING INFORMATION o) A4h/O6h? No SPC-4
SET PRIORITY @) AAOER No SPC.4
SET TARGET PORT GROUPS o] A4h/OARP No SPC-4

Key: M = Command implementation is mandatory.
O = Command implementation is optional.

a) Referto 4.2.11.

B4h, B8h.

b) This command is defined by a combination of operation code and service action. The operation
code value is shown preceding the slash and the service action value is shown after the slash.

¢) Some vendor MANAGEMENT PROTOCOL OUT commands may require a syncronize operation.

d) The following operation codes are obsolete: 16h, 17h, 18h, 39h, 3Ah, 40h, 56h, 57h, A5h, A7h,

e) A complete summary of operation codes is available at http://www.t10.org/lists/2op.htm. The
summary includes information about obsolete commands.
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Table 30 — Implicit address command set for sequential-access devices (Continued)

Command name Type | Operation Synchronize Reference
code® operation
required?

SET TIMESTAMP M A4h/OFhP No SPC-4
SPACE(16) o 91h May 7.11
CDACEL(EN M 11k | W IPSXY oG
=4J I_\VI_\U} LAAl L LTT |v|uy V.U
TEST UNIT READY M 00h No SPCH4
VERIFY(6) @] 13h Yes 6.7
WRITE ATTRIBUTE @] 8Dh No SPC-4
WRITE BUFFER @] 3Bh Yes? SPC-4
WRITE FILEMARKS(6) M 10h May 6.9
WRITE(6) M 0Ah No 6.8
Obsoleted
Reserved all others

H

ey: M = Command implementation is mandatory.
O = Command implementation is optional.

a) Referto 4.2.11.

b) This command is defined by a combination of operation.code and service action. The operation
code value is shown preceding the slash and the serviee action value is shown after the slash.

c) Some vendor MANAGEMENT PROTOCOL OUT,commands may require a syncronize operation.

d) The following operation codes are obsolete: 16h;"17h, 18h, 39h, 3Ah, 40h, 56h, 57h, A5h, A7h,

B4h, B8h.

e) A complete summary of operation codes™is available at http://www.t10.org/lists/20p.htm. The

summary includes information about ebSolete commands.
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6.2 ERASE(6) command

The ERASE(6) command (see table 31) causes part or all of the volume to be erased beginning at the current
position. Prior to performing the erase operation, the device server shall perform a synchronize operation (see

4.2.11).
Table 31 — ERASE(6) command
Bit - o = A o o . a
Byfe ' v ~ o ~ - - 3
G OPERATION CODE (19h)
1 Reserved IMMED LON(
2 Reserved METHOD Reserved SMD VCM
3 Reserved
4 Reserved
s CONTROL
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with an IMMED bit of one, the erase operation shall not be performed,
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immediate (IMMED) bit of zero specifies the device server shall not return_status until the erase operat
5 completed. Interpretation of an IMMED bit of one depends on thé\value of the LONG bit, see belq
wever, for all values of the LONG bit, if CHECK CONDITION status is,returned for an ERASE(6) commg

en setting the METHOD field to 10b. When the METHOD fieldjs set to 10b, the duration of the processing
extended (i.e., may be longer than just setting the LONG bit to one).

LlONG bit of one specifies all remaining mediumsin the current partition beginning at the current logi
Sition shall be erased using the method specified by the METHOD field value (see table 24). If the format

medium specifies a recorded indication of<EOD (see 3.1.19), the erase operation shall establish an E
ication at the current logical position as part of the erase operation. If the IMMED bit is one, the device ser
il return status as soon as all buffered Jogical objects have been written to the medium and the commg
scriptor block of the ERASE(6) commiand has been validated. The logical position following an ERASH
mmand with a LONG bit of one is hot specified by this standard.

NOTE 18 - Some logjealunits may reject an ERASE(6) command if the logical unit is not at
beginning-of-partition,

ONG bit of zero specifies the device server shall perform the action specified by the SHORT ERASE MODE fi
he Device Configuration Extension mode page (see 8.3.8) at the current logical position. If the IMMED bi
b, the deviceserver shall return status as soon as the command descriptor block has been validated.

he logical unit encounters early-warning during an ERASE(6) command, and any buffered logical obje
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plication clients should set the IMMED bit set to zero to guarantee the operation has completed successfiilly
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remain to~be written, the device server action shall be as defined for the early-warning condition of the

WRITE(6) command (see 6.8). If the LONG bit is zero, the erase operation shall terminate with CHECK
CONBHHON-status—and-setthe-sense-dataas-defiredfor-the-WRHE(6command—Ary-—codunrtofpenrding

buffered erases shall not be reported as part of the value returned in the INFORMATION field or in the READ
POSITION response data.

The METHOD field, security metadata (smD) bit, and the vendor-specific control metadata (vcMm) bit are defined
in5.2.

Se

e 4.2.6 for a description of the effect of a PEWZ on the completion of the ERASE(6) command.
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6.3 LOCATE(10) command

The LOCATE(10) command (see table 32) causes the logical unit to position the medium to the specified
logical object with a matching logical object identifier in the specified partition. Upon completion, the logical
position shall be before the specified logical object. Prior to performing the locate operation, the device server
shall perform a synchronize operation (see 4.2.11).

Table 32 — LOCATE(10) command

Byfe it 7 6 5 4 3 2 1 g
q OPERATION CODE (2Bh)
1 Reserved BT cP IMMED
2 Reserved
3 (MSB)
4
] LOGICAL OBJECT IDENTIFIER
6 (LSB
1 Reserved
8 PARTITION
9 CONTROL

A block identifier type (BT) bit of one specifies the value in the LOGICAL OBJECT IDENTIFIER field shall be inter-
preted as a vendor-specific value. A BT bit of zero specifies the value in the LOGICAL OBJECT IDENTIFIER fipld
shall be interpreted as a logical object identifier (see.3.1.43).

A ¢hange partition (cP) bit of one specifies a change to the partition specified in the PARTITION field shall ocgur
pripr to positioning to the logical object spegified in the LOGICAL OBJECT IDENTIFIER field. A cP bit of z¢ro
specifies no partition change shall occur and the PARTITION field shall be ignored.

Anfimmediate (IMMED) bit of zero specifies the device server shall not return status until the locate operatjon
hag completed. If the IMMED bitds one, the device server shall return status as soon as all buffered logital
objects have been written to the medium and the command descriptor block of the LOCATE(10) commgnd
hag been validated. If CHECK CONDITION status is returned for a LOCATE(10) command with an IMMED|bit
of pne, the locate operation shall not be performed.

The LOGICAL OBJEECT IDENTIFIER field specifies the logical object identifier to which the logical unit shall positjon
the medium based’on the current setting of the BT bit. An otherwise valid LOCATE(10) command to gny
pokition between beginning-of-data and the position immediately after the last logical block in the partitjon
(i.4., positionnat end-of-data) shall not return a sense key of ILLEGAL REQUEST. A LOCATE(10) to a positlon
pagt end=ef-data shall return CHECK CONDITION status and the sense key shall be set to BLANK CHECK.
Additionally, the sense data EOM bit shall be set to one if end-of-data is located at or after early-warning.

If end-of-partition is encountered, CHECK CONDITION status shall be returned, the sense key shall be set to
MEDIUM ERROR, and the sense data EoMm bit shall be set to one.

The PARTITION field specifies the partition to select if the cP bit is one. Refer to the sequential-access device
model (see 4.2.7) and the Medium Partition mode page (see 8.3.4) for additional information about parti-
tioning.

The logical unit position is undefined if a LOCATE(10) command fails with a sense key other than ILLEGAL
REQUEST.
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6

.4 READ(6) command

The READ(6) command (see table 33) requests that the device server transfer one or more logical block(s) to
the application client beginning with the next logical block. Prior to performing the read operation, the device
server shall perform a synchronize operation (see 4.2.11).

Table 33 — READ(6) command

Bit - o c A o o . a
Byfe ' v ~ v v - - 3

q OPERATION CODE (08h)

1 Reserved SIL FIXED

2 (MSB)

3 TRANSFER LENGTH

4 (LSB

s CONTROL

The FIXED bit specifies whether fixed-block transfers or variable-block transfers are to be used. Refer to

R

variable-block transfers.

If

the FIXED bit is one, the TRANSFER LENGTH specifies the number of fixed-length blocks to be transferr

using the current block length reported in the mode parameters block descriptor (see 8.3). If the FIXED bi
zefo, a variable-length block is requested with the TRANSFER\LENGTH specifying the maximum number of by

al

A

Ipcated for the returned logical block.

successful READ(6) command with a FIXED bit of ©ne shall transfer the requested transfer length times

cufrent block length in bytes to the application cliefat. A successful READ(6) command with a FIXED bit of z
shall transfer the requested transfer length jn bytes to the application client. Upon completion, the logi

p

If

S|

o

Sition shall be after the last logical block transferred (i.e., end-of-partition side).
the suppress incorrect-length indicator (siLi) bit is one and the FIXED bit is zero, the device server shall:

a) report CHECK CONDITION status for an incorrect-length condition only if the overlength condit
exists and the BLOCK-LENGTH field in the mode parameter block descriptor is honzero (see 8.3); or

is the overlength-eondition and the BLOoCK LENGTH field of the mode parameters block descripto
zero.

Mce the residual information normally provided in the INFORMATION field of the sense data may not

available whentthe siLi bit is set, other methods for determining the actual block length should be used (e
indluding fenhgth information in the logical block).

If
Cc

he

BAD BLOCK LIMITS command (see 7.5) for additional informatjon-about fixed-block transfers ajnd

on

b) not report CHECK-.CONDITION status if the only error is the underlength condition, or if the only error

is

be
g.,

CK

ye SILI bit is one and the FIXED bit is one, the device server shall terminate the command with CHE

be set to INVALID FIELD IN CDB.

1all

If the siLI bit is zero and an incorrect-length logical block is read, CHECK CONDITION status shall be
returned. The ILI and VALID bits shall be set to one in the sense data and the additional sense code shall be set
to NO ADDITIONAL SENSE INFORMATION. Upon termination, the logical position shall be after the
incorrect-length logical block (i.e., end-of-partition side). If the FIXED bit is one, the INFORMATION field shall be
set to the requested transfer length minus the actual number of logical blocks read, not including the
incorrect-length logical block. If the FIXED bit is zero, the INFORMATION field shall be set to the requested
transfer length minus the actual logical block length. Logical units that do not support negative values shall set
the INFORMATION field to zero if the overlength condition exists.
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NOTE 19 - In the above case with the FIXED bit of one, only the position of the incorrect-length logical block
may be determined from the sense data. The actual length of the incorrect logical block is not reported. Other
means may be used to determine its actual length (e.g., read it again with the fixed bit set to zero).

A TRANSFER LENGTH of zero specifies no logical block shall be transferred, and the logical position shall not
changed. This condition shall not be considered an error.

(E)

be

In the case of an unrecovered read error, if the FIXED bit is one, the sense data VALID bit shall be set to one and
the INFORMATION field shall be set to the requested transfer length minus the actual number of logical blocks

regehnotnctudingtheunrecovered-ogicat blocksHf the Fixephitis zero thesensedata vatiohit shaltbe
to pne and the INFORMATION field shall be set to the requested transfer length. Upon termination, thelogi
pogition shall be after the unrecovered logical block.

If the device server encounters a filemark during a READ(6) command, CHECK CONDITION. status shall
returned and the FILEMARK and VALID bits shall be set to one in the sense data. The sense key-shall be se
N@® SENSE or RECOVERED ERROR, as appropriate, and the additional sense code shall be set
FILEMARK DETECTED. Upon termination, the logical position shall be after the filemartk\(i.e., end-of-partit
side). If the FIXED bit is one, the INFORMATION field shall be set to the requested transfer length minus

acfual number of logical blocks read. If the FIXED bit is zero, the INFORMATION field shall be set to the reques
trapsfer length.

If the device server encounters early-warning during a READ(6) commandZand the REw bit is set to one in
Device Configuration mode page (see 8.3.3), CHECK CONDITION status shall be returned upon complet
of the current logical block. The sense key shall be set to NO SENSE or RECOVERED ERROR, as app
pripte, and the additional sense code shall be set to END-OF-PARTITON/MEDIUM DETECTED. The EOM g
VALID bits shall be set to one in the sense data. Upon termination, the logical position shall be after the |
lodical block transferred (i.e., end-of-partition side). If the FIXED bit is one, the INFORMATION field in the ser
daja shall be set to the requested transfer length minus the*actual number of logical blocks read. If the Fix
bit|is zero, the INFORMATION field in the sense data shall be set to the requested transfer length minus
acfual logical block length. The device server shall not return CHECK CONDITION status when early-warn
is €ncountered if the REwW bit is zero.

NOTE 20 - A REW bit of one is not recommended for most applications since read data may be present after
early-warning.

If the device server encounters end-of-data during a READ(6) command, CHECK CONDITION status shall
returned, the sense key shall be.set to BLANK CHECK, and the VALID bit shall be set to one in the sense d3
If gnd-of-data is encountered. at or after early-warning, the Eom bit shall also be set to one. Upon terminati
thq logical position shall be immediately after the last recorded logical object (i.e., end-of-partition side). If

FIXED bit is one, the INFORMATION field in the sense data shall be set to the requested transfer length minus

actual number of logical-Blocks read. If the FIXED bit is zero, the INFORMATION field shall be set to the reques
trapsfer length.

If the device-server encounters end-of-partition during a READ(6) command, CHECK CONDITION sta
shall be returned, the sense key shall be set to MEDIUM ERROR, and the Eom and VALID bits shall be se
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6.5 READ REVERSE(6) command

The READ REVERSE(6) command (see table 34) requests that the device server transfer one or more logical
block(s) to the application client beginning at the current logical position. Prior to performing the read reverse
operation, the device server shall perform a synchronize operation (see 4.2.11).

Table 34 — READ REVERSE(6) command

Blt —Z Iad | A ks Lol 4 faY
Bylle i \%J ~J - J o L J

q OPERATION CODE (0Fh)

1 Reserved BYTORD SILI FIXED

2 (MSB)

3 TRANSFER LENGTH

4 (LSB

s CONTROL
Thjs command is similar to the READ(6) command except that medium.mgtion is in the reverse directipn.
Upon completion of a READ REVERSE(6) command, the logical positionishall be before the last logical blgck
trapsferred (i.e., beginning-of-partition side).

A byte order (BYTORD) bit of zero specifies all logical block(s), and,the byte(s) within the logical block(s), gre

tra
sp
bit
Re
fie
Fil
RE
ing

If the device server encoupters beginning-of-partition during a READ REVERSE(6) command, CHE

Cd
se
INH
fer

6.

hsferred in the reverse order. The order of bits within each byte shall not be changed. A BYTORD bit of g

is optional.

fer to the READ(6) command (see 6.4) for a de&scription of the FIXED bit, the sILI bit, the TRANSFER LENG
d, and any conditions that may result from incorrect usage of these fields.

emarks, incorrect-length logical blogks, and unrecovered read errors are handled the same as in
orrect-length logical block, or unrecovered block (i.e., beginning-of-partition side).

NDITION status shall-be returned and the EOM and VALID bits shall be set to one in the sense data. T}
nse key shall be sett0-NO SENSE or RECOVERED ERROR, as appropriate. If the FIXED bit is one,

ORMATION field shall'be set to the requested transfer length minus the actual number of logical blocks tral
Fed. If the FIXED(bit'is zero, the INFORMATION field shall be set to the requested transfer length.

b SPACE(6) command

ne

pcifies all logical block(s) are transferred in the reverse order but the byte(s) within the logical block(s) @re
trapsferred in the same order as returned by the READ(6) command. Support for either value of the BYTQ

RD

TH

he

AD(6) command, except that dpen termination the logical position shall be before the filemalk,

CK
he
he
NS-

Th

he

b QDAPI:(R) command (enn table QR) Inrn\/irir:nz a \mrint\ll of r\ncifinning functions-that are determined h‘,’

coDE and COuNT fields. Both forward and reverse positioning are provided, although some logical units may
only support a subset of this command. Prior to performing the space operation, except as stated in the
description of the counT field, the device server shall perform a synchronize operation (see 4.2.11). If an
application client requests an unsupported function, the command shall be terminated with CHECK
CONDITION status. The sense key shall be set to ILLEGAL REQUEST and the additional sense code shall
be set to INVALID FIELD IN CDB. The INFORMATION field value shall be equal to the magnitude of the COUNT
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field minus the magnitude of the logical objects spaced over. A CHECK CONDITION caused by early termi-
nation of any SPACE(6) command shall not result in a negative INFORMATION field value.

Table 35 — SPACE(6) command

Bthe it 7 6 5 4 3 2 1 0
0 OPERATION CODE (11h)
! reserved I CODE
2 (MSB)
3 COUNT
4 (LSB
g CONTROL

The coDeE field is defined in table 36.

Table 36 — cobDE field

Code Description Suppart
0000b Logical blocks M
0001b Filemarks M
0010b Sequential filemarks o
0011b End-of-data o]
0100b Qbsolete
0101b Obsolete

0110b-1111b Reserved

When spacing over logical objects, the COUNT field specifies the number of logical objects to be spaced ovef in
thg current partition. A positive value/MNxn the couNT field when the cobk field is not 0011b (i.e., end-of-dgta)
shpll cause forward positioning (i.€., toward end-of-partition) over N logical objects ending on fhe
enfl-of-partition side of the last legical object, if they exist. A zero value in the counT field when the copek field
is hot 0011b (i.e., end-of-data) shall cause no change of logical position. A negative value -N, in twp's
complement notation, in the_couNnT field when the cobDE field is not 0011b (i.e., end-of-data) shall calse
reyerse positioning (i.e., toward beginning-of-partition) over N logical objects ending on the
bepginning-of-partition side of the last logical object, if they exist. When the cobDE field is 0011b (ile.,
enfl-of-data), the €QuNT field shall be ignored and the device server shall perform a synchronize operat|on
before moving kefofe the end-of-data position. When the counT field is zero and the copek field is not 0011b
(i.4., end-of-data), a device server is not required to perform a synchronize operation. Support of spacing in
thq reverse\direction is optional.

If & filemark is encountered while spacing over logical blocks, the command shall be terminated. CHECK
CQONBITION status shall be rnfnrnod’ and the ElLEMARK and vaLID bits shall he set to one in the sense data.
The sense key shall be set to NO SENSE and the additional sense code shall be set to FILEMARK
DETECTED. The INFORMATION field shall be set to the requested count minus the actual number of logical
blocks spaced over. The logical position shall be on the end-of-partition side of the filemark if movement was
in the forward direction and on the beginning-of-partition side of the filemark if movement was in the reverse
direction.

If early-warning is encountered while spacing over logical objects and the REw bit is set to one in the Device
Configuration mode page (see 8.3.3), CHECK CONDITION status shall be returned, the sense key shall be
setto NO SENSE, and the EOM and VALID bits shall be set to one in the sense data. The additional sense code
shall be set to END-OF-PARTITION/MEDIUM DETECTED. The INFORMATION field shall be set to the
requested count minus the actual number of logical objects spaced over as defined by the cobe value. If the
REW bit is zero, the device server shall not report CHECK CONDITION status at the early-warning point.
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NOTE 21 - Setting the REW bit to one is not recommended for most applications since data may be present
after early-warning.

If end-of-data is encountered while spacing over logical objects, CHECK CONDITION status shall be
returned, the sense key shall be set to BLANK CHECK, and the sense data VALID bit shall be set to one in the
sense data. The additional sense code shall be set to END-OF-DATA DETECTED. The sense data EOM bit
shall be set to one if end-of-data is encountered at or after early-warning. The INFORMATION field shall be set to
the requested count minus the actual number of logical objects spaced over as defined by the cobDE value.
The medium shall be positioned such that a subsequent write operation would append to the last logical

ob

If t
sh
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INF
as

If 1
se
se
VA
ov
log
de

eCLl.

he end-of-partition is encountered while spacing forward over logical objects, CHECK CONDITION) sta
Il be returned, and the sense key shall be set to MEDIUM ERROR. The additional sense code,shall be
END-OF-PARTITION/MEDIUM DETECTED, and the sense data EOM and VALID bit shall be-setto one. T
ORMATION field shall be set to the requested count minus the actual number of logical objects spaced o
defined by the cobE value. The medium position following this condition is not defined:

eginning-of-partition is encountered while spacing over logical objects in the reverse direction, the dev
ver shall return CHECK CONDITION status and shall set the sense key to NO SENSE. The additio
nse code shall be set to BEGINNING-OF-PARTITION/MEDIUM DETECTEPD. The sense data EOM §
LID bits shall be set to one, and the INFORMATION field set to the total number of logical objects not spaq
br as defined by the coDE value (i.e., the requested number of logicahobjects minus the actual numbe
ical objects spaced over as defined by the cobe value). The mediug,position following this condition is
ined. A successfully completed SPACE(6) command shall not sei-EOM to one at beginning-of-partition.

When spacing over sequential filemarks, the COUNT field is interpreted as follows:

If 6

filemarks being logically positioned after the Ntfilemark;

b) a zero value shall cause no change in the logical position; or

C) a negative value -N (2's complement ndtation) shall cause reverse movement to the first occurrer
of N or more consecutive filemarks being logically positioned on the beginning-of-partition side of
N filemark.

nd-of-partition is encountered while spacing to sequential filemarks, CHECK CONDITION status shall

returned, and the sense key shall‘be set to MEDIUM ERROR. The additional sense code shall be set

EN
ze

re
EN
su
be

D-OF-PARTITION/MEDIUM.BETECTED, the EoM bit shall be set to one, and the vALID bit shall be se
0 in the sense data. The medium position following this condition is not defined.

If Ind-of-data is encountered while spacing to sequential filemarks, CHECK CONDITION status shall

urned, and the sense key shall be set to BLANK CHECK. The additional sense code shall be set
D-OF-DATA DETECTED, and the sense data VALID bit shall be set to zero. The medium shall be positior]

set to onetifiend-of-data is encountered at or after early-warning.

When_spacing to end-of-data, the coOuNT field is ignored. Upon successful completion, the medium shall
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a) a positive value N shall cause forward movement to the first occurrence of N or more consecutjve

ce
he

be
to
ed

Ch that a subsequent write operation would append to the last logical object. The sense data Eom bit shall

be

Sitioned such that a subsequent write operation would append to the last logical object.

If end-of-partition is encountered while spacing to end-of-data, CHECK CONDITION status shall be returned,
and the sense key shall be set to MEDIUM ERROR. The additional sense code shall be set to
END-OF-PARTITION/MEDIUM DETECTED, the EOM bit shall be set to one, and the VALID bit shall be set to
zero in the sense data. The medium position following this condition is not defined.
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6.7 VERIFY(6) command

The VERIFY(6) command (see table 37) requests that the device server verify one or more logical block(s)
beginning at the current logical position. Prior to performing the verify operation, the device server shall
perform a synchronize operation (see 4.2.11).

Table 37 — VERIFY(6) command

Bit - o c A o o . a
Byfe ' v ~ v v - - 3

q OPERATION CODE (13h)

1 Reserved IMMED BYTCMP FIXED

2 (MSB)

3 VERIFICATION LENGTH

4 (LSB

g CONTROL

An
co
ha
se

In
VH

A byte compare (BYTCMP) bit of zero specifies the verification shall be a verification of logical blocks on

me

A
me
clig
op
se
IN

Th
the
tio
an

Th

immediate (IMMED) bit of zero specifies the command shall not return status until the verify operation |
mpleted. An IMMED bit of one specifies status shall be returned as soof-as the command descriptor blg
5 been validated; but after all verification data has been transferred from the application client to the devj
ver, if the BYTCMP bit is one.

prder to ensure that no errors are lost, the application client-should set the IMMED bit to zero on the |
RIFY(6) command when issuing a series of VERIFY(6) commands.

dium (e.g., CRC, ECC). No data shall be transferred from the application client to the device server.

dium and the data transferred from the application client. Data shall be transferred from the applicat

ion is not supported, the device sérver shall terminate the command with CHECK CONDITION status,
nse key shall be set to ILLEGAL REQUEST, and the additional sense code shall be set to INVALID FIE|
CDB.

E VERIFICATION LENGTHAield specifies the amount of data to verify, in logical blocks or bytes, as specified
FIXED bit. Refer to the-READ(6) command (see 6.4) for a description of the FIXED bit and any error cor
ns that may resultfrom incorrect usage. If the VERIFICATION LENGTH field is zero, no data shall be verif
i the current logical position shall not be changed. This condition shall not be considered as an error.

e VERIFY(6) command shall terminate as follows:

a)« when the verification length has been satisfied;

as
ck

ASt

he

BYTCMP bit of one specifies the device server shall perform a byte-by-byte compare of the data on the

on

Nt to the device server as in a WRITE(6) command (see 6.8). If the BYTCMP bit is one and the byte compare

he
| D

by
di-
ed

b)y when an incorrect-length logical block is encountered;

T Wher a fifermark 1S encourtered;
d) when end-of-data is encountered;
e) when the end-of-patrtition is encountered,;

f) when early-warning is encountered (if the REw bit is one in the Device Configuration mode page, see

8.3.3); or
g) when an unrecoverable read error is encountered.

The status and sense data for each of the termination conditions are handled in the same manner as in the
READ(6) command (see 6.4). Upon successful completion of a VERIFY(6) command, the logical position
shall be after the last logical block verified.

If the data does not compare (BYTCMP bit of one), the command shall terminate with CHECK CONDITION
status, the sense data VALID bit shall be set to one, the sense key shall be set to MISCOMPARE, and the
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additional sense code shall be set to MISCOMPARE DURING VERIFY OPERATION. If the FIXED bit is one,
the INFORMATION field shall be set to the requested verification length minus the actual number of logical
blocks successfully verified. If the FIXED bit is zero, the INFORMATION field shall be set to the requested verifi-
cation length minus the actual number of bytes successfully verified. This number may be larger than the
requested verification length if the error occurred on a previous VERIFY(6) command with an IMMED bit of one.
Upon termination, the medium shall be positioned after the logical block containing the miscompatre (i.e.,
end-of-partition side).

6.8 WRITE(6) command

The WRITE command (see table 38) requests that the device server write the logical block that is transferfed
from the application client to the current logical position.

Table 38 — WRITE(6) command

Byé” 7 6 5 4 3 2 1 0
q OPERATION CODE (0Ah)
1 Reserved FIXED
2 (MSB)
3 TRANSFER LENGTH
4 (LSB
s CONTROL

Th FIXED bit specifies whether fixed-block transfers orwariable-block transfers are to be used. See the READ
BLOCK LIMITS command (see 7.5) for additionalsinformation about fixed-block transfers and variable-blgck
trapsfers.

If the FIXED bit is one, the TRANSFER LENGTH value specifies the number of fixed-length blocks to be traps-
ferfed, using the current block length reperted in the mode parameter block descriptor (see 8.3). If the FIYED
bit|is zero, a single logical block is transferred with TRANSFER LENGTH specifying the logical block length in
bytes.

If TRANSFER LENGTH is zero{n¢ data shall be transferred and the current position shall not be changed. This
conpdition shall not be conSidered an error.

A WRITE(6) command may be buffered or unbuffered, as specified by the BUFFERED MODE field of the mgde
pafameter header(see 8.3). When operating in unbuffered mode (see 3.1.80), the device server shall hot
return GOOD status until all logical block(s) are successfully written to the medium. When operating in byff-
erg¢d mode.(see 3.1.9), the device server may return GOOD status as soon as all logical block(s) are succeps-
fully transferred to the logical unit's object buffer.

For Cempatibility with devices implemented prior to this version of this International Standard, a WRI[TE
FICEMARKS tommmmanmd-wit the TvmMED bit Settozero shoutd beissued wihermr completing = bufferedwrite

operation to perform a synchronize operation (see 4.2.11).

If the device server enables a WRITE(6) command while positioned between EW and EOP, or encounters EW
during the processing of a WRITE(6) command, an attempt to finish writing any data may be made as deter-
mined by the current settings of the REw and SEw bits in the Device Configuration mode page (see 8.3.3). The
command shall terminate with CHECK CONDITION status and the additional sense code shall be set to
END-OF-PARTITION/MEDIUM DETECTED. If all data that is to be written is successfully transferred to the
medium, the sense key shall be set to NO SENSE or RECOVERED ERROR, as appropriate. If the device
server is unable to transfer all the data to the medium, buffered or unbuffered, before end-of-partition is
encountered, the sense key shall be set to VOLUME OVERFLOW. The EOM bit shall be set to one. If the SEw
bit is set to one, then the vALID bit shall be set to one.
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The INFORMATION field shall be set as follows:

a) if the FIXED bit is set to one, the INFORMATION field shall be set to the requested transfer length minus
the actual number of logical blocks transferred to the device server; or
b) if the FIXED bit is set to zero, the INFORMATION field shall be set to the requested transfer length.

The device server should perform a synchronize operation (see 4.2.11) after the first early-warning indication
has been returned to the application client (see 4.2.5).

NOTE 22 - For some application clients it is important to recognize an error if end-of-partition is encountered
during the processing of a WRITE(6) command, without regard for whether all data that is to be written is
successfully transferred to the medium. The VOLUME OVERFLOW sense key may always validly\be
returned if end-of-partition is encountered while writing, and such usage is recommended. Reportingithe
MEDIUM ERROR sense key may cause confusion as to whether there was really defective mediunmencoun-
tered during the processing of the last WRITE(6) command.

If 3 WRITE(6) command is terminated early, an incomplete logical block (i.e., a logical block not completely
transferred to the device server from the initiator) shall be discarded. The incomplete logical block may [be

acgessible prior to new logical block being written to the media. The device server(Shall be logically positiorjed
after the last logical block that was successfully transferred.

Seg 4.2.6 for a description of the effect of a PEWZ on the completion of the-WRITE(6) command.

6.9 WRITE FILEMARKS(6) command

The WRITE FILEMARKS(6) command (see table 39) requests that the device server write the specified
number of filemarks to the current position.

Table 39 — WRITE-RILEMARKS(6) command

Byé” 7 6 5 4 3 2 1 0
q OPERATION CODE (10h)
1 Reserved Obsolete IMMEP
y, (MSB)
3 FILEMARK COUNT
4 (LSB
g CONTROL

Anl immediate, (IMMED) bit of one specifies the device server shall return status as soon as the commgnd
degcriptor-block has been validated. An IMMED bit of one is only valid if the device is operating in buffefed
mqde (see 3.1.9). If the IMMED bit is set to one and the device is operating in unbuffered mode the command
shallFbe‘terminated with CHECK CONDITION status. The sense key shall be set to ILLEGAL REQUEST gnd
tha-additional-serse-code-shall-be-set-to-HNVALIB-FIEEDIN-CBB-

An IMMED bit of zero specifies the device server shall not return status until the write operation has completed.
Any buffered logical objects shall be written to the medium prior to completing the command.

The FILEMARK COUNT field specifies the number of filemarks to be written. If the FILEMARK COUNT field is set to
zero, the current logical position shall not be changed. It shall not be considered an error if the FILEMARK
COUNT field is set to zero.

NOTE 23 - The FILEMARK COUNT field takes the place of the TRANSFER LENGTH field normally used by medium
access commands that move data from the Data-Out Buffer to the device server (see SPC-4).



https://standardsiso.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

14776-333 © ISO/IEC:2013(E) —-109 -

NOTE 24 - Upon completion of any buffered write operation, the application client may issue a WRITE
FILEMARKS(6) command with the IMMED bit set to zero and the FILEMARK COUNT field set to zero to perform a
synchronize operation (see 4.2.11).

If the device server enables a WRITE FILEMARKS(6) command while positioned between EW and EOP, or
encounters EW during the processing of a WRITE FILEMARKS(6) command, an attempt to finish writing any
buffered logical objects may be made, as determined by the current settings of the REw and SEw bits in the
Device Configuration mode page (see 8.3.3). The command shall terminate with CHECK CONDITION status
and the additional sense code shall be set to END-OF-PARTITION/MEDIUM DETECTED. If all buffered

log
SE
log
o)

The INFORMATION field shall be set to the FILEMARK COUNT field value minus the actual number, of filemarks:

The device server should perform a synchronize operation (see 4.2.11) after th&\first early-warning indicat
hap been returned to the application client (see 4.2.5).
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NSE or RECOVERED ERROR, as appropriate. If the device server is unable to transfer all the buffe

a) written to the object buffer if the IMMED bit is set to one; or
b) written to the medium if the IMMED bit is set to zero.

e 4.2.6 for a description of the effect of a PEWZ on the completion of the WRITE FILEMARKS

0]
ed

ical objects to the medium before end-of-partition is encountered, the sense key shall be set to. MOLUME
ERFLOW. The EOM bit shall be set to one. If the SEw bit is set to one, then the vALID bit shall be*set to ope.

on

6)
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7 Common command descriptions for sequential-access devices

7.1 FORMAT MEDIUM command

The FORMAT MEDIUM command (see table 40) is used to prepare the volume for use by the logical unit. If
buffered logical objects are stored by the device server when processing of a FORMAT MEDIUM command
begins, the command shall be rejected with CHECK CONDITION status. The sense key shall be set to

ILIEGAC REQUEST and the additional Sense code siialt be Setto POSITION PAST BEGINNING PF
MEDIUM.

Table 40 — FORMAT MEDIUM command

it 7 6 5 4 3 2 1 0
Byte
q OPERATION CODE (04h)
1 Reserved VERIFY IMMED
o Reserved FORMAT
3 (MSB)
TRANSFER LENGTH
4 (LSB
5 CONTROL

The FORMAT MEDIUM command shall be accepted only when the medium is at beginning-of-partitiop 0
(BPP 0). If the medium is logically at any other position,”the command shall be rejected with CHECK
CONDITION status. The sense key shall be set to ILLEGAL REQUEST and the additional sense code shall
be[set to POSITION PAST BEGINNING OF MEDIUM.

A

—

the successful completion of a FORMAT MEBIUM command, the medium shall be positioned at BOP 0
During the format operation, the device sétver shall respond to commands as follows:

a) inresponse to all commands‘except REQUEST SENSE and INQUIRY, the device server shall retlirn
CHECK CONDITION unless a reservation conflict exists. In that case RESERVATION CONFLICT
status shall be returned;yor

b) in response to the REQUEST SENSE command, assuming no error has occurred, the device seryer
shall return a sense key of NOT READY and the additional sense code shall be set to LOGICAL UNIT
NOT READY~FORMAT IN PROGRESS, with the sense key specific bytes set for process indicat|on
(see SPC-4y):

Anl immediate (iMMED) bit of zero specifies the device server shall not return status until the FORMAT
MEDIUM command has completed. An IMMED bit of one specifies the device server shall return status as sqon
as|the valid medium location has been verified and the command descriptor block of the FORMAT MEDIUM
copiand has been validated. If CHECK CONDITION status is returned for a FORMAT MEDIUM commgnd

with an IMMED bit of one, the format operation shall not be performed.

A VERIFY bit of one specifies the logical unit shall format the volume and then verify that the format was
successfully accomplished. The method used to verify success of the FORMAT MEDIUM command is vendor
specific. If the verify operation determines that the format was not successfully accomplished, the device
server shall return a sense key of MEDIUM ERROR and the additional sense code shall be set to MEDIUM
FORMAT CORRUPTED. If the VERIFY bit is zero, the logical unit shall not perform the verify check.
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Th

e FORMAT field is specified in table 41.

Table 41 — FORMAT field

Code | Description Support
Oh Use default format 0]
1h Partition volume 0]
2h | Default format then partition @)

If t
co

3h-7h | Reserved
8h-Fh | Vendor specific

ne FORMAT field is Oh, the logical unit shall determine the format method to use. A valid FORMAT MEDI
mmand with Oh in the FORMAT field shall cause all data on the entire physical volume to,lse fost.

If the FORMAT field is 1h, the logical unit shall partition the volume using the current mode data from the

Me
se
se
pa
MH
MH

If the FORMAT field is 2h, the logical unit shall perform the operations equivalent to a FORMAT field of

fol
all

Wihen the FORMAT field contains 1h or 2h, some errors related to mode page field contents may not

de
8.3

Th

be
inf
ma

7.

Th
for]
thd
bu

dium Partition mode page (see 8.3.4). If none of the mode bits sbp, FDP, or IDp-are set to one, the dey
ver shall return CHECK CONDITION. The sense key shall be set to ILLEGAL REQUEST with the addit
nse code set to PARAMETER VALUE INVALID. If insufficient space exists-onithe volume for the reques
rtition sizes, the device server shall return CHECK CONDITION status-The sense key shall be sef
FDIUM ERROR and the additional sense code shall be set to VOLUME OVERFLOW. A valid FORM
EDIUM command with 1h in the FORMAT field may cause all data on the entire physical volume to be lost

owed by a FORMAT field of 1h. A valid FORMAT MEDIUM €emmand with 2h in the FORMAT field may cay
data on the entire physical volume to be lost.

ected until the FORMAT MEDIUM command is;processed. Therefore, some error conditions describeg
.4 may be returned in response to a FORMAT'MEDIUM command with 1h or 2h in the FORMAT field.

considered an error. If the FORMATfield is Oh, 1h, or 2h, the TRANSFER LENGTH shall be zero. Use of forn
Drmation is restricted to vendar-specific values in the FORMAT field and the contents of the format inf
tion is vendor specific.

P LOAD UNLOAD/command

e LOAD UNLQ@AD command (see table 42) requests that the logical unit enable or disable the logical |
further operations. This command may also be used to request a retension function. Prior to perform

fered\mode is not Oh (see 8.3) and a previous command was terminated with CHECK CONDITION sta

ce
on
ed

to
AT

Oh
se

be
n

e TRANSFER LENGTH specifies the length'in bytes of format information that shall transferred from the
inifiator. A transfer length of zero specifies’ no format information shall be transferred. This condition shall

hot
hat
or-

nit
ng

LOAD-UNLOAD operation, the device server shall perform a synchronize operation (see 4.2.11). If the

us
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and the device is unable to continue successfully writing, the logical unit shall discard any unwritten buffered
logical objects prior to performing the LOAD UNLOAD operation.

Table 42 — LOAD UNLOAD command

Bit
Byte

7 6 5 4 3 2 1 0

0 OPERATION CODE (1Bh)

reserved | IMME

D)

Reserved

L)

Reserved

Reserved HOLD EOT RETEN LOAL

(N

CONTROL

An|
op
log
co
an

Fo
co
isS

Al
to

un
Fo
st
VO

Al
Vo
su
su
se

po
mg
G(

A
me

immediate (IMMED) bit of zero specifies the device server shall not return status until the load or unlg
bration has completed. If the IMMED bit is one, the device server shall return status as soon as all buffe
ical objects have been written to the medium and the command descriptofblock of the LOAD UNLO
mmand has been validated. If CHECK CONDITION status is returned for@LOAD UNLOAD command W
IMMED bit of one, the load or unload operation shall not be performed.

I compatibility with devices implemented prior to this version/of'the standard, a WRITE FILEMAR
mmand with an IMMED bit of zero should be used to perform aSynchronize operation (see 4.2.11) priol
uing a LOAD UNLOAD command with an IMMED bit of one,

OAD bit of one and a HOLD bit of zero specifies the volume'in the logical unit shall be loaded and positior]
he beginning-of-partition zero. A LOAD bit of zero and-a HOLD bit of zero specifies the volume in the logi
t shall be positioned for removal at the extreme position along the medium specified by the eoT

lowing successful completion of an unload opération, the device server shall return CHECK CONDITI
tus with the sense key set to NOT READY-for all subsequent medium access commands until a n
ume is mounted or a load operation is suecessfully completed.

OAD hit of one and a HOLD bit of gne.specifies if the volume has not been moved into the logical unit,
ume shall be moved in but not positioned for access. The EOT and RETEN bits shall be set to zero. Follow,
ccessful completion, the deviee\server shall return GOOD status. If the device server, volume, and medi
bport MAM, the device server shall establish a unit attention condition for all initiators and the additio
nse code shall be set to MEDIUM AUXILIARY MEMORY ACCESSIBLE.

|OAD bit of zero and @ HOLD bit of one specifies if the volume is in the logical unit, the medium shall
Sitioned as specified by the RETEN and EOT bits or shall be unthreaded, whichever is appropriate for
dium type, batshall not be demounted. Following successful completion, the device server shall ret
OD status,

etension (RETEN) bit of one specifies the logical unit shall perform a retension function on the curr
dium. A RETEN bit of zero specifies the logical unit shall not perform a retension function on the curr

ad
ed
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digm Implementation of the retension function is vendor specific
T T

An end-of-tape (EOT) bit of one specifies an unload operation (LOAD bit set to zero) shall position the medium
at end-of-medium for removal from the device. For devices that do not support unloading at end-of-medium
the device server shall terminate the command with CHECK CONDITION status. The sense key shall be set
to ILLEGAL REQUEST and the additional sense code shall be set to INVALID FIELD IN CDB. An EOT bit of
zero specifies an unload operation shall position the medium at beginning-of-medium for removal from the
device.

An EOT bit of one and a LOAD bit of one shall cause the device server to return CHECK CONDITION status
and the sense key shall be set to ILLEGAL REQUEST and the additional sense code shall be set to INVALID
FIELD IN CDB.



https://standardsiso.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

14776-333 © ISO/IEC:2013(E) -113 -

A HOLD bit of one specifies MAM shall be accessible upon completion of the command but the volume shall
not be positioned for access. A HOLD bit of zero and a LOAD bit of one specifies the volume shall be positioned
for access. A HOLD bit of zero and a LOAD bit of zero specifies MAM shall not be accessible upon completion of
the command.

When operating in buffered mode 1h or 2h (see 8.3), the logical unit shall discard any unwritten buffered data
after the LOAD UNLOAD command is validated if the device is unable to continue successfully writing (e.g.,
the device reported CHECK CONDITION status to a previous command, reported a write-type error, and the
error has not been cleared or otherwise recovered).

7.8 LOCATE(16) command
The LOCATE(16) command (see table 43) causes the logical unit to position the medium to the logical object
or |logical file, as specified by the DEST_TYPE and LOGICAL IDENTIFIER fields. Upon comipletion, the logital
pogition shall be as specified in table 44. Prior to performing the locate operation, the device server shall
pefform a synchronize operation (see 4.2.11).
Table 43 — LOCATE(16) command
Bit

Byle 7 6 5 4 3 2 1 0

q OPERATION CODE (92h)

1 Reserved DEST_TYPE ‘ Rsvd CP IMMEP

2 Reserved BAM

3 PARTITION

4 (MSB)

5

6

; LOGICAL IDENTIFIER

9

10

11 (LSB

12 Reserved

18 Reserved

14 Reserved

1% CONTROL
AnlLimmediate (IMMED) bit of zero specifies the device server shall not return status until the locate operation

has completed. If the IMMED bit is one, the device server shall return status as soon as all buffered logical
objects have been written to the medium and the command descriptor block of the LOCATE(16) command
has been validated. If CHECK CONDITION status is returned for a LOCATE(16) command with an IMMED bit
of one, the locate operation shall not be performed.

A change partition (CP) bit of one specifies a change to the partition specified in the PARTITION field shall occur
prior to positioning to the logical object or logical file, as specified in the LOGICAL IDENTIFIER field. A cpP bit of
zero specifies no partition change shall occur and the PARTITION field shall be ignored.
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The DEST_TYPE field shall be used in conjunction with the LOGICAL IDENTIFIER field to locate to the appropriate
position of the medium. The DEST_TYPE field specifies whether the location specified is a logical object
identifier or logical file identifier. The DEST_TYPE field is specified in table 44.
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If gnd-of-partition is encountered, CHECK CONDITION status_shall be returned, the sense key shall be se
MEDIUM ERROR, and the sense data Eom bit shall be set.to\one.

Th

md

tio

Th

RHQUEST.

7.4 PREVENT ALLOW MEDIUM REMOVAL command

Th
dis
ha

Table 44 — DeST_TYPE field

Code Description Logical position upon successful completion | Support
00b | Logical object identifier BOP side M
01h rogicatfite Tdemntifier BOPSide of the fogicat fite v
10b Obsolete
11b Reserved

plock address mode type (BAM) bit of zero specifies the logical unit shall process this command as
blicit address command. A BAM bit of one specifies the logical unit shall process this command as an exp
ress command.

E LOGICAL IDENTIFIER field specifies the logical identifier to which the logical unit shall position the medi
5ed on the current setting of the DEST_TYPE field. An otherwise valid LOCATE(L6) command to any posit

d-of-data) shall not return a sense key of ILLEGAL REQUEST.-AZLOCATE(16) to a position p

Ning.

e logical unit position is undefined if a LOCATE(16) command fails with a sense key other than ILLEG

e PREVENT ALLOW MEDIUM REMOVAL command (see table 45) requests that the logical unit enablg
5 volume removalprevented.

Table 45 — PREVENT ALLOW MEDIUM REMOVAL command

an
icit

m
on

ween beginning-of-data and the position immediately after the last object)in the partition (i.e., positior] at

RSt

d-of-data shall return CHECK CONDITION status and the sense-key shall be set to BLANK CHE(CK.
Additionally, the sense data Eom bit shall be set to one if end-of-daté.is Tocated at or after early-warning.

e PARTITION field specifies the partition to select if the Cp bit is one. Refer to the sequential-access devjce
del (see 4.2.7) and the Medium Partition modewpage (see 8.3.4) for additional information about pafti-

AL

or

able the removal of.the volume. The logical unit shall not allow volume removal if any initiator port curremtly

it 7 6 5 4 3 2 1 0
Byte

C UFCRATIUN CUDE (1Ei I)

1 Reserved

2 Reserved

3 Reserved

4 Reserved PREVENT

5 CONTROL
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Table 46 specifies the PREVENT field values and their meanings.

Table 46 — PREVENT field

Th
AL

re

=

If

Code Description
00b Volume removal shall be allowed.
01b Volume removal shall be prevented.
10b Obsolete
11b Obsolete

e prevention of volume removal shall begin when the device server sucessfully processes a PREVE
LOW MEDIUM REMOVAL command with a PREVENT field of O1b (i.e., volume removal prevented). T
vention of volume removal for the logical unit shall terminate after:

a) one of the following occurs for each |_T nexus that previously had volume removal prevented:
A) the device server sucessfully processes a PREVENT ALLOW MEDIUM REMOVAL comma
with a PREVENT field of 00b; or
B) an |_T nexus loss;
b) a power on;
c) ahard reset; or
d) alogical unit reset.

| persistent reservation or registration is being preempted bya PERSISTENT RESERVE OUT commg

with PREEMPT AND ABORT service action (see SPC-4), the‘equivalent of a PREVENT ALLOW MEDIL

RH
the

pre

=

MOVAL command with the PREVENT field set to 00b shall.be processed for each |_T nexus associated W
persistent reservation or registrations being preempted: This allows an application client to override
vention of volume removal function for a SCSI initiator port that is no longer operating correctly.

While a prevention of volume removal conditionds in effect, the logical unit shall inhibit mechanisms t

no

Th
48
thd

mally allow removal of the volume by an operator.

.5 READ BLOCK LIMITS command

e READ BLOCK LIMITS command (see table 47) requests that the READ BLOCK LIMITS DATA (see ta
be returned. The READ\BLOCK LIMITS data (see table 48) specifies the block length limits capability
logical unit.

Table 47 — READ BLOCK LIMITS command

NT
he

nd

nd
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ith
he
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Byt

it 7 6 5 4 3 2 1 0

OPERATION CODE (05h)

Reserved

Reserved

Reserved

Reserved

ga|bh | W (N |[(E=1lO0

CONTROL
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Table 48 — READ BLOCK LIMITS data

E)

Bit

Byt

o 7 6 5 4 3 2 1 0

Reserved GRANULARITY

1 (MSB)

D)

MAXIMUM BLOCK LENGTH LIMIT

L)

(LSB

(MSB)

(N

MINIMUM BLOCK LENGTH LIMIT
(LSB

Th
siz

€q

If he MAXIMUM BLOCK LENGTH LIMIT value equals the MINIMUM BLOCK LENGTH LIMIT value, the logical |

su
thi
stg
IN

Fo
8.3

If t
su
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co

P GRANULARITY field specifies the supported block size granularity. The logical unit.Shall support all blg
es n such that n minus the minimum block length limit is a multiple of 2CRANULARITX 43 n is greater thar
Lial to the MINIMUM BLOCK LENGTH LIMIT and less than or equal to the MAXIMUM BLOCK LENGTH LIMIT.

bports fixed-block transfers only, with the block length equal to the MiIN#WMUM BLOCK LENGTH LIMIT value

tus and the sense key shall be set to ILLEGAL REQUEST and/the“additional sense code shall be sef
ALID FIELD IN CDB.

I read and write commands with the FIXED bit set to one, block lengths are limited to multiples of four (g

)-

ne MAXIMUM BLOCK LENGTH LIMIT value is not equalito the MINIMUM BLOCK LENGTH LIMIT value, the logical |
pports fixed-block transfers or variable-block trafsfers, with the block length constrained between the giy

mmands. If the maximum block limit is zerg;”a maximum block length is not specified.

ck
or

nit

5 case, READ and WRITE commands with the FIXED bit set to zero.shall result in CHECK CONDITION

nit
en

its in either transfer mode. The transfer mode is controlled by the FIXED bit in the WRITE or READ
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7.6 READ POSITION command

7.6.1 READ POSITION command description

The READ POSITION command (see table 49) reports the current position and provides information about
logical objects contained in the object buffer. No medium movement shall occur as a result of responding to

the command.

Table 49 — READ POSITION command

Bit
Byfe 7 6 5 4 3 1 0
q OPERATION CODE (34h)
1 Reserved SERVICE ACTION
2 Reserved
3 Reserved
4 Reserved
g Reserved
6 Reserved
1 (MSB)
ALLOCATION LENGTH
8 (LSB
9 CONTROL
The service actions defined for the READ POSITION command are shown in table 50.
Table 50 — READ PQOSITION service action codes
Cofe Name Description Implementation | Reference
requirements
0dh SHORT FORM — | Devicé server shall return 20 bytes of data Mandatory 7.6.2
BLOCK ID with the FIRST LOGICAL OBJECT LOCATION and
LAST LOGICAL OBJECT LOCATION fields as logical
object identifier values (see 4.2.8.2), relative to
a partition.
01h SHORT FORM)- | Device server shall return 20 bytes of data Optional 7.6.2
VENDOR SPECIFIC | with the FIRST LOGICAL OBJECT LOCATION and
LAST LOGICAL OBJECT LOCATION fields as ven-
dor-specific values.
02h Reserved lllegal request
03h Reserved lllegal request
04h Reserved Hegalreguest
05h Reserved lllegal request
06h LONG FORM Device server shall return 32 bytes of data. Mandatory 7.6.3
07h Reserved lllegal request
08h EXTENDED FORM | Device server shall return 28 bytes of data up Optional 7.6.4
to the maximum length specified by the ALLO-
CATION LENGTH field.
0%9h - Reserved lllegal request
1Fh
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If the device server does not implement the specified service action code, then the command shall be termi-
nated with CHECK CONDITION status. The sense key shall be set to ILLEGAL REQUEST, and the additional
sense code shall be set to INVALID FIELD IN CDB.

To maintain compatibility with earlier implementations, the service action codes 02h, 03h, 04h, 05h, and 07h
shall not be implemented.

For service action codes of 00h, 01h, and 06h, the ALLOCATION LENGTH field in the CDB shall be zero. If it is
not, then the command shall be terminated with CHECK CONDITION status. The sense key shall be set to

ILULEGAL REQUEST, and the additional sense code shall be set to INVALID FIELD IN CDB.
Forf a service action code of 08h, the ALLOCATION LENGTH field in the CDB specifies how much space-has bgen
allpcated for the parameter data. If the length is not sufficient to contain the parameter data, the first.portior] of
thg parameter data shall be returned. This shall not be considered an error. If the remainder of the paramgter
daja is required, the application client should send a new READ POSITION command withr an ALLOCATION
LENGTH field large enough to contain all the parameter data.
7.4.2 READ POSITION DATA format, short form
Table 51 specifies the READ POSITION data that shall be returned if the SERWGE’ACTION field is O0h or 01k.
Table 51 — READ POSITION data format, short form
pit 7 6 5 4 3 2 1 0

Byte

G BOP EOP LOCU BYCU Rsvd LoLu PERR BPE

1 PARTITION NUMBER

2 Reserved

3 Reserved

4 (MSB)

5

; FIRST LOGICAL OBJECT LOCATION

1 (LSB

8 (MSB)

9

» LAST LOGICAL OBJECT LOCATION

11 (LSB

1p Reserved

13 (MSB)

14 NUMBER OF LOGICAL OBJECTS IN OBJECT BUFFER

15 {-SB

16 (MSB)

17

18 NUMBER OF BYTES IN OBJECT BUFFER

19 (LSB)

A beginning—of-partition (BoP) bit of one specifies the logical unit is at the beginning-of-partition in the current
partition. A BOP bit of zero specifies the current logical position is not at the beginning-of-partition.

An end-of-partition (EoP) bit of one specifies the logical unit is positioned between early-warning and
end-of-partition in the current partition. An EOP bit of zero specifies the current logical position is not between
early-warning and end-of-patrtition.
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A logical object count unknown (Locu) bit of one specifies the NUMBER OF LOGICAL OBJECTS IN OBJECT BUFFER
field does not represent the actual number of logical objects in the object buffer. A Locu bit of zero specifies
the NUMBER OF LOGICAL OBJECTS IN OBJECT BUFFER field is valid.

A byte count unknown (Bycu) bit of one specifies the NUMBER OF BYTES IN OBJECT BUFFER field does not
represent the actual number of bytes in the object buffer. A Bycu bit of zero specifies the NUMBER OF BYTES IN
OBJECT BUFFER field is valid.

A logical object location unknown (LoLU) bit of one specifies the first logical object location, last logical object
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ation, or partition number are not currently known or not otherwise obtainable. A LOLU bit of zero speci
FIRST LOGICAL OBJECT LOCATION, LAST LOGICAL OBJECT LOCATION, and PARTITION NUMBER fields contain va
Sition information.

position error (PERR) bit of one specifies the logical unit is unable to report the correct pasition due to
erflow of any of the returned position data. A PERR bit of zero specifies an overflow has notroccurred in §
he returned position data fields.

he Beyond Programmable Early Warning (BPEW) bit is set to one, then the logical object location is i
WZ or on the EOP side of EW. If the BPEW bit is set to zero, then the logical-object location is not i
WZ and not on the EOP side of EW. The BPEW bit shall be set to zero if the\tOLU bit is set to one or if
s field (see 8.3.8) is set to zero.

e PARTITION NUMBER field reports the partition number for the currentJogical position. If the logical unit o
bports one partition for the volume, the PARTITION NUMBER field shall be set to zero.

£ FIRST LOGICAL OBJECT LOCATION field specifies the logicalobject identifier associated with the curr
ical position. The value shall specify the logical object identifier of the next logical object to be transfer
ween an application client and the device server if a READ or WRITE command is issued.

P LAST LOGICAL OBJECT LOCATION field specifies the logical object identifier associated with the next logi
ect to be transferred from the object buffer tothe medium. If the object buffer does not contain a compl
ical object or is empty, the value reported-for the last logical object location shall be equal to the val
orted for the first logical object location.

NOTE 25 - The information provided by the FIRST LOGICAL OBJECT LOCATION and LAST LOGICAL OBJECT
LOCATION fields may be used in conjunction with the LOCATE command to position the medium at the appro-
priate logical object on another.device in the case of unrecoverable errors on the first device.

P NUMBER OF LOGICAL OBJECTS IN OBJECT BUFFER field specifies the number of logical objects in the obj
fer of the logical unitthat have not been written to the medium.

2 NUMBER OF BYTES’IN OBJECT BUFFER field specifies the total number of data bytes in the object buffer of
ical unit that hiave not been written to the medium.
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7.6.3 READ POSITION data format, long form

Table 52 specifies the format of the READ POSITION data that shall be returned if the SERVICE ACTION field is
06h.

Table 52 — READ POSITION data format, long form

Bthe it 7 6 5 4 3 2 1 0
G BOP EOP Reserved MPU LONU Rsvd BPEV
1 Reserved
2 Reserved
3 Reserved
4 (MSB)

5

; PARTITION NUMBER

1 (LSB
8 (MSB)

9

10

11

n LOGICAL OBJECT*NUMBER

18

14

15 (LSB
16 (MSB)

1y

18

19

b LOGICAL FILE IDENTIFIER

21

2p

28 (LSB
24 (MSB)

25

26

27

o8 Obsolete

29

30

31 (LSB)

The BoP, EOP, and PARTITION NUMBER fields are as defined in the READ POSITION data format, short form
(see table 51).
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A mark position unknown (MPU) bit of one specifies the logical file identifier is not known or accurate reporting
is not currently available. A MPu bit of zero specifies the LOGICAL FILE IDENTIFIER field contains valid position
information.

A logical object number unknown (LONU) bit of one specifies the logical object number or partition number are
not known or accurate reporting is not currently available. A LONU bit of zero specifies the LOGICAL OBJECT
NUMBER and PARTITION NUMBER fields contain valid position information.

If the Beyond Programmable Early Warning (BPEW) bit is set to one, then the logical object location is in a
PHWZ or on the EOP side of EW. If the BPEW Dbit IS set to zero, then the logical object location Is not 1h a
PHW?Z or on the EOP side of EW. The BPEW bit shall be set to zero if the LONU bit is set to one or if the.PEWS
field (see 8.3.8) is set to zero.

The PARTITION NUMBER field reports the partition number for the current logical position. If thedogical unit only
supports one partition for the volume, the PARTITION NUMBER field shall be set to zero.

The LOGICAL OBJECT NUMBER field specfies the number of logical objects between beginning-of-partition gnd
thg current logical position. A filemark counts as one logical object.

The LOGICAL FILE IDENTIFIER field specifies the number of filemarks between\beginning-of-partition and the
cufrent logical position. This value is the current logical file identifier.
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7.6.4 READ POSITION data format, extended form

Table 53 specifies the format of the READ POSITION data that shall be returned if the SERVICE ACTION field is
08h.

Table 53 — READ POSITION data format, extended form

Bthe it 7 6 5 4 3 2 1 0
0 BOP EOP LOCU BYCU Rsvd LOLU PERR BPEV]
1 PARTITION NUMBER
2 (MSB)

ADDITIONAL LENGTH (1Ch)
3 (LSB
4 Reserved
5 (MSB)
6 NUMBER OF LOGICAL OBJECTS IN OBJECT BUFFER
1 (LSB
8 (MSB)
9
10
1
b FIRST LOGICAL OBJECT LOCATION
18
14
15 (LSB
16 (MSB)
1y
18
19
b LAST LOGICAL OBJECT LOCATION
21
2P
28 (LSB
24 (MSB)
25
26
27
28 NUMBER OF BYTES IN OBJECT BUFFER
29
30
31 (LSB)

The fields are defined the same as for the corresponding fields in the READ POSITION data format, short
form (see table 51).
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The ADDITIONAL LENGTH field shall contain 1Ch. If the information transferred to the Data-In Buffer is truncated
because of an insufficient ALLOCATION LENGTH value, the ADDITIONAL LENGTH field shall not be altered to reflect
the truncation.

7.7 RECOVER BUFFERED DATA command

The RECOVER BUFFERED DATA command (see table 54) is used to recover data that has been transferred
tO hC :\JUI\;Q: Ull;tlo Ubjcbt bufl‘cl but hao IIUt bCCII ouuucoofu”_y VVI;ttUII t\.l thC mCdlum. :t IO IIUIIIIU.”_)’ UoT’ tO
regover the buffered data after error or exception conditions make it impossible to write the buffered datq to
thg medium. One or more RECOVER BUFFERED data commands may be required to recover all_ anwritjen
buffered data.

Table 54 — RECOVER BUFFERED data command

Byé" 7 6 5 4 3 2 1 0
G OPERATION CODE (14h)
1 Reserved SILI FIXED
2 (MSB)
3 TRANSFER LENGTH
4 (LSB
5 CONTROL,

The processing of this command is similar to the READ(6) command except that the data is transferred frpm
theg logical unit's object buffer instead of the medium., The order that logical block(s) are transferred is defirjed
by|the RBO bit in the Device Configuration mode page (see 8.3.3). If the RBO bit is not implemented, logigal
bldck(s) are transferred in the same order they would have been transferred to the medium.

Regfer to the READ(6) command (see 6.4).for a description of the FIXED bit, the siLI bit, the TRANSFER LENGTH
field, and any conditions that may result\from incorrect usage of these fields.

If the FIXED bit is zero, no more than the requested transfer length shall be transferred to the application clignt.
If the requested transfer lengthris-smaller than the actual length of the logical block to be recovered, only the
requested transfer length shall'be transferred to the application client and the remaining data for the currgnt
lodical block shall be dis¢arded.

During recovery opérations involving unknown block sizes, the application client should set the FIXED bif to
zefo and select.the/maximum block length supported by the logical unit to ensure that all buffered datq is
trapsferred.

If g buffered filemark is encountered during a RECOVER BUFFERED DATA command, CHECK CONDITIDN
stdtus“shall be returned, the sense key shall be set to NO SENSE, and the FILEMARK and VALID bits shall|be
sef ta_one in the sense data. Upon termination, the logical position shall be after the filemark. If the FIXED bif is
one, the INFORMATION field shall be set to the requested transfer length minus the actual number of logical
blocks transferred. If the FIXED bit is zero, the INFORMATION field shall be set to the requested transfer length.

—+

If an attempt is made to recover more logical blocks of data than are contained in the logical unit's object
buffer, CHECK CONDITION status shall be returned, the sense key shall be set to NO SENSE. The additional
sense code shall be set to END-OF-DATA DETECTED, and the EoM and VALID bits shall be set to one in the
sense data. If the FIXED bit is one, the INFORMATION field shall be set to the requested transfer length minus the
actual number of logical blocks transferred. If the FIXED bit is zero, the INFORMATION field shall be set to the
requested transfer length.
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7.8 REPORT DENSITY SUPPORT command

7.8.1 REPORT DENSITY SUPPORT command description

The REPORT DENSITY SUPPORT command (see table 55) requests that information regarding the
supported densities or medium type for the logical unit be sent to the application client.

Table 55 — REPORT DENSITY SUPPORT command

Byte
d OPERATION CODE (44h)
1 Reserved MEDIUM MEDIA
TYPE
: Reserved
3 Reserved
] Reserved
g Reserved
@ Reserved
1 MSB
( ) ALLOCATION LENGTH
: (LSB

9

CONTROL

If the MEDIA bit is set to zero, the device server shalkreturn descriptors for densities or medium tyges
supported by the logical unit for any supported media. If the MEDIA bit is set to one, the device server shall
return descriptors for densities or the medium type€’supported by the mounted volume. If the MEDIA bit is sef to
ong and the logical unit either contains no volume or contains a volume but cannot determine the mediiim
depsity or the medium type, CHECK CONDITION status shall be returned. The sense key shall be setto NDT

RHEADY and the additional sense code shatlspecify the reason for NOT READY.

If the MEDIUM TYPE bit is set to zero, the’device server shall return data as specified in 7.8.3. If the MEDIUM TYPE

bit|is set to one, the device servershall return data as specified in 7.8.4.
The ALLOCATION LENGTH field.specifies the maximum number of bytes that the device server may return.
7.4.2 REPORT DENSKY SUPPORT header

The REPORT DENSITY SUPPORT header is specified in table 56.

Table 56 — REPORT DENSITY SUPPORT header

Bit

7 5 4 3 2 1 0
Byle
0 MSB
( ) AVAILABLE DENSITY SUPPORT LENGTH
1 (LsSB)
2 Reserved
3 Reserved
4
Descriptor(s)
n

The AVAILABLE DENSITY SUPPORT LENGTH field specifies the number of bytes in the following data that is
available to be transferred. The available density support length does not include itself. If the parameter data
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is truncated due to insufficient allocation length, the AVAILABLE DENSITY SUPPORT LENGTH field shall not be
altered to reflect the truncation.

7.8.3 Density support report

The REPORT DENSITY SUPPORT command with a MEDIUM TYPE bit set to zero returns the REPORT
DENSITY SUPPORT header (see table 56) followed by one or more density support data block descriptors
(see table 57). The density support data block descriptors shall follow the REPORT DENSITY SUPPORT
header. The density support data block descriptors shall be in numerical ascending order of the PRIMARY

DENSITY CODE value.
Table 57 — Density support data block descriptor
pit 7 6 5 4 3 2 1 0
Byte
q PRIMARY DENSITY CODE
1 SECONDARY DENSITY CODE
4 WRTOK DUP DEFLT Reserved DLV
3 (MSB)
DESCRIPTOR LENGTH

4 (LSB
g (MSB)
4 BITS PER)MM
1 (LSB
s (MSB)

MEDIA WIDTH
9 (LSB
10 (MSB)

TRACKS
11 (LSB
12 (MSB)
18
CAPACITY
14
16 (LSB
16
ASSIGNING ORGANIZATION

2B
24

DENSITY NAME
3
32

DESCRIPTION
51

Density support data block descriptors shall be returned by ascending PRIMARY DENSITY CODE values. Multiple
entries may exist for a given PRIMARY DENSITY CODE value. For all entries with equal PRIMARY DENSITY CODE
values, all fields except for ASSIGNING ORGANIZATION, DENSITY NAME, and DESCRIPTION shall be identical.
Density support data block descriptors with the same PRIMARY DENSITY CODE value should be ordered from
most to least preferred ASSIGNING ORGANIZATION, DENSITY NAME, and DESCRIPTION.

NOTE 26 - By allowing multiple entries for a given primary and secondary density code set, multiple standard
names may identify the same density code. This facilitates the remapping of density codes, if required.
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The density support data block descriptor may represent a particular format in addition to giving physical
density information. The information in a density support data block descriptor provides an application client
with a detailed review of the recording technologies supported by a logical unit. By supplying the density code
value returned in a density support data block descriptor in a MODE SELECT command (see 8.3), an appli-
cation client selects the recording technology (density, format, etc.).

The PRIMARY DENSITY CODE field contains the value returned by a MODE SENSE command for the density
described in the remainder of the density support data block descriptor. The device server shall accept a
MODE SELECT command containing this value, for appropriate media. The value 7Fh shall be reserved. All
otljer values are available for use. The value of 00h shall only be used for the default density of the Togifal
unit.

When multiple density code values are assigned to the same recording technology (density, format,‘etc.), the
SECONDARY DENSITY CODE field shall contain the equivalent density code value. When the SECONDARY DENSITY
COpE is used in the mode select header with a MODE SELECT command, the device server.shall accept this
value as equivalent to the PRIMARY DENSITY CODE value. If no secondary density code exists, the device seryer
shall return the PRIMARY DENSITY CODE value in this field.

A \vrite to media ok (WRTOK) bit of zero specifies the logical unit does not suppertwriting to the medium with
this density. A WRTOK bit of one specifies the logical unit is capable of writing this.density to either the currently
maqunted volume (i.e., MEDIA bit in command descriptor block set to one) erfor some media (i.e., MEDIA bif in
command descriptor block set to zero). All density code values returned by the REPORT DENSI[TY
SUPPORT command shall be supported for read operations.

A duplicated (bup) bit of zero specifies this primary density code“has exactly one density support data blgck
depcriptor. A DUP bit of one specifies this primary density code is specified in more than one density supgort
dafta block descriptor.

A flefault (DEFLT) bit of zero specifies this density is hot the default density of the drive. A DEFLT bit of gne
specifies this density is the default density. If either*the PRIMARY DENSITY CODE or the SECONDARY DENSTY
cope field is zero, the DEFLT bit shall be one. If neither the primary or secondary density code is zero and the
DEFLT bit is one, the logical unit shall accept aaMODE SELECT header with a density code of 00h as equiya-
lert to the primary and secondary density,_codes.

m

NOTE 27 - The default density of-thé Togical unit may vary depending on the currently mounted media.
Multiple codes may return a DEFLT bit of one when the MEDIA bit is zero since more than one default may be
possible.

If the descriptor length valid((DLV) bit is set to one, the DESCRIPTOR LENGTH field shall contain the length of the
depcriptor minus 5. If the DLV bit is set to zero, the DESCRIPTOR LENGTH field shall be set to zero and t{he
degcriptor is 52 bytes.in’length.

The BITS PER Mifield specifies the number of bits per millimeter per track as recorded on the medium. Tlhe
value in this field*shall be rounded up if the fractional value of the actual value is greater than or equal to @,5.
A value of 00h specifies the number of bits per millimeter does not apply to this logical unit. Direct comparigon
of this value between different vendors (possibly products) is discouraged since the definition of bits may vary.

The MEDIA WIDTH field specifies the width of the medium supported by this density. This field has unitd of
tenths of millimeters. The value in this field shall be rounded up if the fractional value of the actual value is
greater than or equal to 0,5. The MEDIA wWIDTH field may vary for a given density depending on the mounted
volume. A value of 00h specifies the width of the medium does not apply to this logical unit.

The TRACKS field specifies the number of data tracks supported on the medium by this density. The TRACKS
value may vary for a given density depending on the mounted volume. Direct comparison of this value
between different vendors (possibly products) is discouraged since the definition of the number of tracks may
vary. For recording formats that are neither parallel nor serpentine, the TRACKS field specifies the maximum
number of data tracks that are read or recorded simultaneously.

If the MEDIA bit is zero, the CAPACITY field specifies the approximate capacity of the longest supported medium
assuming recording in this density with one partition. If the MEDIA bit is one, the capAcITY field should specify
the approximate capacity of the current medium, assuming recording in this density with one partition. If the
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approximate capacity of the current medium is not available for the mounted volume, the longest supported
medium capacity shall be used. If a SET CAPACITY command has affected the capacity of the medium, this
shall be reflected in the caPACITY field. The capacity assumes that compression is disabled, if possible. If this
density does not support an uncompressed format, the capacity assumes that compression is enabled using
average data. The capacity also assumes that the media is in good condition, and that normal data and block
sizes are used. This value is in units of megabytes (106 bytes). The logical unit does not guarantee that this
space is actually available in all cases. Direct comparison of this value between different vendors (possibly
products) is discouraged since the length of media and the method used to measure maximum capacity may
vary. The capAcCITY field is intended to be used by the application client to determine that the correct density is
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ng used, particularly when a lower-density format IS required for interchange.

2 ASSIGNING ORGANIZATION field contains eight bytes of ASCII data identifying the organization responsi
the specifications defining the values in this density support data block descriptor. The dataishall be

GANIZATION field should contain a value listed in the vendor identification list (see SPE-4). The use g
pcific vendor identification, other than the one associated with the device is allowed.

hctly the same density and format construction later becomes known by another-name, both X and the n|
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hsity support data block descriptors for a single density code value.

NOTE 28 - It is intended that the ASSIGNING ORGANIZATION field containca 'unique identification of the organi-
zation responsible for the information in a density support data block.descriptor. In the absence of any formal
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The medium type descriptors shall follow the REPORT DENSITY SUPPORT header. The medium type

descriptors shall be in numerical ascending order of the medium type value.

Table 58 — Medium type descriptor

Bit

Byte 7 4 3 2 1 0
0 MEDIUM TYPE
! Rreserved
2 (MSB)
DESCRIPTOR LENGTH (52)
3 (LSB
4 NUMBER OF DENSITY CODES
[=
PRIMARY DENSITY CODES
18
14 (MSB)
MEDIA WIDTH
1% (LSB
16 (MSB)
MEDIUM LENGTH
1y (LSB
18 Reserved
19 Reserved
20 (MSB)
ASSIGNING ORGANIZATION
2y (LSB
28 (MSB)
MEDIUM TYPE NAME
b (LSB
b (MSB)
DESCRIPTION
55 (LSB
The MEDIUM TYPENfield contains the value returned by a MODE SENSE command for the medium type
dekcribed in theremainder of the medium type descriptor. The device server shall accept a MODE SELECT
command c@ntaining this value, for appropriate media.
The DESCRIPTOR LENGTH field contains the length of the descriptor minus 4.

The NUMBER OF DENSITY CODES field contains the number of valid density codes present in the PRIMARY

DENSITY CODES value field.

The PRIMARY DENSITY CODES field contains a list of primary density code values supported by the drive for the
medium type. The primary density code values shall be listed in ascending order. Any unused bytes in this

field shall be set to zero.

The MEDIA WIDTH field specifies the width of the medium. This field has units of tenths of millimeters. The value
in this field shall be rounded up if the fractional portion of the actual value is greater than or equal to 0,5.

The MEDIUM LENGTH field specifies the nominal length of the medium. This field has units of meters. The value
in this field shall be rounded up if the fractional portion of the actual value is greater than or equal to 0,5.
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The ASSIGNING ORGANIZATION field contains eight bytes of ASCII data identifying the organization responsible
for the specifications defining the values in this medium type descriptor. The data shall be left aligned within
this field. The ASCII value for a space (20h) shall be used if padding is required. The ASSIGNING ORGANIZATION
field should contain a value listed in the vendor identification list (see SPC-4). The use of a vendor identifi-
cation other than the one associated with the device is allowed.

NOTE 29 - It is intended that the ASSIGNING ORGANIZATION field contain a unique identification of the organi-
zation responsible for the information in a medium type descriptor. In the absence of any formal registration
procedure, T10 maintains a list of vendor and assigning organization identification codes in use. Vendors are
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venting duplicate usage of one medium type name for multiple different medium types:

b suggested that any document that specifies characteristics for the media contain'the values to be used
bgical unit when reporting the density support. The values for the MEDIUM WIDTH.and MEDIUM LENGTH sho
0 be included in such a document to help maintain consistency.

e DESCRIPTION field contains twenty bytes of ASCII data describing the ' medium type. The data shall be
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7.9 REWIND command
The REWIND command (see table 59) causes the logieal unit to position to the beginning-of-partition in the
cufrent partition. Prior to performing the rewind operation, the device server shall perform a synchronjze
opgration (see 4.2.11). If the buffered mode is not8h (see 8.3) and a previous command was terminated with
CHECK CONDITION status and the device is-unable to continue successfully writing, the logical unit shall
didcard any unwritten buffered logical objects(prior to performing the REWIND operation.
Table 59 — REWIND command
pit 7 6 5 4 3 2 1 0

Byte

G OPERATION CODE (01h)

1 Reserved IMMEDP

2 Reserved

3 Reserved

4 Reserved

s CONTROL
AnTmmediate (MVED) Dit of zero Specifies the device Server stattmot TeturnT status untitthe Tewind-operation

has completed. If the IMMED bit is one, the device server shall return status as soon as all buffered logical
objects have been written to the medium and the command descriptor block of the REWIND command has
been validated. If CHECK CONDITION status is returned for a REWIND command with an IMMED bit of one,
the rewind operation shall not be performed.

NOTE 30 - For compatibility with devices implemented prior to this standard, it is suggested that a WRITE
FILEMARKS command with an IMMED bit of zero be used to perform a synchronize operation (see 4.2.11)
before issuing a REWIND command with an IMMED bit of one.
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7.10 SET CAPACITY command

(E)

The SET CAPACITY command (see table 60) sets the available medium for the currently mounted volume to
a proportion of the total capacity of that volume. Any excess space shall be unavailable on the volume after
successful completion of this command until changed by a new SET CAPACITY command. This change shall
persist through power cycles, logical unit resets, |_T nexus losses, and unloading or reloading of the volume.
Other vendor-specific actions such as physical erasure may change the total capacity of the volume. The
method for recording the available capacity and other marks needed to manage the resulting capacity for

VO

ume interchange may be specified in a recording format standard or may be vendor specific

Table 60 — SET CAPACITY command

Bit
Byfe 7 6 5 4 3 2 1 0
q OPERATION CODE (0Bh)
1 Reserved IMMED
o Reserved
3 (MSB)
CAPACITY PROPORTION VALUE
4 (LSB
5 CONTROL

If ihe device server does not contain a volume, then the cemmand shall be terminated with CHE
CONDITION status. The sense key shall be set to NOT READRY,\and the additional sense code shall be se
MEDIUM NOT PRESENT.

Th
0).

stgtus. The sense key shall be ILLEGAL REQUEST and the additional sense code shall be set to POSITI
PAST BEGINNING OF MEDIUM.

A
\'{¢]
co

An immediate (IMMED) bit of zero specifies the device server shall not return status until the set capac

op
co

e SET CAPACITY command shall be accepted only\when the medium is at beginning-of-partition 0 (B
If the medium is logically at any other position, the command shall be rejected with CHECK CONDITI

alid SET CAPACITY command shall_ cause all data and partitioning information on the entire physi
ume to be lost. If the partitioning (information changes, the device server shall establish a unit attent
hdition for all initiators with the additional sense code set to MODE PARAMETERS CHANGED.

bration has completed~AnIMMED bit of one specifies the device server shall return status as soon as
mmand descriptor bloek of the SET CAPACITY command has been validated. If CHECK CONDITI

DP
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stgtus is returned fora SET CAPACITY command with an IMMED bit set to one, the set capacity operation shall

no

Th
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fra

be performed:

> CAPACITYN\PROPORTION VALUE field specifies the portion of the total volume capacity to be made availa
use. TherCAPACITY PROPORTION VALUE field is the numerator to a fraction with a denominator of 65 535. ]
ulting/available capacity on the volume shall be equal to the total volume capacity multiplied by t

ble
he
nis

ction. The device server may round up the capacity to the next highest supported value. This round

ng

sh

dit ot e consideredam error and statt ot e Teported:

NOTE 31 - Available and total volume capacities are approximate values that may be affected by defects that
reduce the actual available capacity of the volume. Other factors, such as partitioning, compression, and
logical block packing may also affect available capacity.

7.11 SPACE(16) command

The SPACE(16) command (see table 61) operates identically to the SPACE(6) command (see 6.6), but allows
specifying a COUNT field up to eight bytes in length and has parameter data out that specifies the logical object
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identifier on the medium. Following completion of a SPACE(16) command a READ POSITION command
should be issued to obtain positioning information.

Table 61 — SPACE(16) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (91h)
! Reserved I CODE
2 Reserved
3 Reserved
4 (MSB)
5
6
COUNT
8
9
10
11 (LSB
1p (MSB)
PARAMETERLCENGTH
18 (LSB
14 Reserved
1% CONTROL
The coDE field is defined in table 36 (see 6.6).

When spacing over logical objects, the CQUNT field specifies the number of logical objects to be spaced ove
current partition. A positive value(N,in the counT field when the cobpE field is not 0011b (i.e., end—of—djta)

thd
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hll cause forward positioning (i.e., toward end-of-partition) over N logical objects ending on

H-of-partition side of the last legical object, if they exist. A zero value in the COUNT field when the CODE fi
hot 0011b (i.e., end-of-data) shall cause no change of logical position. A negative value -N, in tw
mplement notation, in_the-CoOuNT field when the coDE field is not 0011b (i.e., end-of-data) shall cau

ginning-of-partitienside of the last logical object, if they exist. When the cobDE field is 0011b (i.
H-of-data), the COUNT field shall be ignored and the device server shall perform a synchronize operat
ore moving befere the end-of-data position. When the cOuNT field is zero and the cobDEt field is not 00]
end-of.data), a device server is not required to perform a synchronize operation. Support of spacing
reverse-difection is optional.

B (PARAMETER LENGTH field is used to send parameter data space positioning information specifying
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mode command, the PARAMETER LENGTH field shall be set to 0. For an explicit block address mode command,
the PARAMETER LENGTH field shall be set to 16. If the PARAMETER LENGTH field is set to any other value, the
command shall be terminated with a CHECK CONDITION status. The sense key shall be set to ILLEGAL
REQUEST and the additional sense code shall be set to INVALID FIELD IN CDB.
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Space positioning information is specified in table 62.

Table 62 — Space positioning information

Bthe it 7 6 5 4 3 2 1 0
0 Reserved
1 Reserved
2 Reserved
3 PARTITION NUMBER
4 (MSB)
5
g
) LOGICAL OBJECT IDENTIFIER
9
10
11 (LSB
1P Reserved
18 Reserved
14 Resetved
1% Reserved
ThEe LOGICAL OBJECT IDENTIFIER and PARTITION fieldsispecify the position where the SPACE(16) command shall

st
fie
pri
Cd
al

If g
Cd

rt. If the current logical position does not.match the specified LOGICAL OBJECT IDENTIFIER and PARTITI
ds, the device server shall perform a locate’operation to the specified logical object identifier and partit
pr to performing the space operationif'the locate operation fails, the device server shall return CHE
NDITION status and the additional"sense code shall be set to LOCATE OPERATION FAILURE. Follow
pcate operation failure the logical position is undefined.

NOTE 32 - Locating to the logical object identifier prior to performing the space operation is necessary for the
space operation to functien’ properly when filemarks are between the starting logical object identifier and the
expected ending logical)object identifier of the space operation.

L filemark is eneguntered while spacing over logical blocks, the command shall be terminated. CHE
NDITION status’shall be returned, and the FILEMARK and VALID bits shall be set to one in the sense dg

Thie sense key-shall be set to NO SENSE and the additional sense code shall be set to FILEMA

DE
bld
in

TECTED:.The INFORMATION field shall be set to the requested count minus the actual number of logi
cks spaced over. The logical position shall be on the end-of-partition side of the filemark if movement W
he ferward direction and on the beginning-of-partition side of the filemark if movement was in the reve

dir

ON
on
CK
ng

CK
ta.
RK
cal
as
se

pction

For some space operations using the SPACE(16) command, the INFORMATION field value may exceed the
maximum value allowed in the fixed format sense data (see SPC-4). As such, the descriptor format sense
data (see SPC-4) should be enabled (i.e., the D_SENSE bit is set to one in the Control mode page).

If early-warning is encountered while spacing over logical objects and the REW bit is set to one in the Device
Configuration mode page (see 8.3.3), CHECK CONDITION status shall be returned, the sense key shall be
setto NO SENSE, and the EOM and VALID bits shall be set to one in the sense data. The additional sense code
shall be set to END-OF-PARTITION/MEDIUM DETECTED. The INFORMATION field shall be set to the
requested count minus the actual number of logical objects spaced over as defined by the cobe value. If the
REW bit is zero or the option is not supported by the logical unit, the device server shall not report CHECK
CONDITION status at the early-warning point.
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Setting the REW bit to one is not recommended for most applications since data may be present after
early-warning.

If end-of-data is encountered while spacing over logical objects, CHECK CONDITION status shall be
returned, the sense key shall be set to BLANK CHECK, and the sense data VALID bit shall be set to one in the
sense data. The additional sense code shall be set to END-OF-DATA DETECTED. The sense data EOM bit
shall be set to one if end-of-data is encountered at or after early-warning. The INFORMATION field shall be set to
the requested count minus the actual number of logical objects spaced over as defined by the cobe value.
The medium shall be positioned such that a subsequent write operation would append to the last logical
ob[ect.

If the end-of-partition is encountered while spacing forward over logical objects, CHECK CONDITION stajus
shall be returned, and the sense key shall be set to MEDIUM ERROR. The additional sense codeshall be set
to END-OF-PARTITION/MEDIUM DETECTED, and the sense data EoM and VALID bit shall be-set to one. The
INHORMATION field shall be set to the requested count minus the actual number of logical objects spaced oyer
as|defined by the cobe value. The medium position following this condition is not defined.

If heginning-of-partition is encountered while spacing over logical objects in the reverse direction, the devjce
sefver shall return CHECK CONDITION status and shall set the sense key to NO SENSE. The additiopal
sense code shall be set to BEGINNING-OF-PARTITION/MEDIUM DETECTED. The sense data EOM gnd
VALID bits shall be set to one, and the INFORMATION field set to the total number of logical objects not spaged
over as defined by the cobe value (i.e., the requested number of logical*objects minus the actual numbel of
lodical objects spaced over as defined by the cobe value). The mediumyposition following this condition is hot
defined. A successfully completed SPACE(16) command shall not.Set EOM to one at beginning-of-partition.

When spacing over sequential filemarks, the count field is interpreted as follows:

a) a positive value N shall cause forward movement to the first occurrence of N or more consecutjve
filemarks being logically positioned after the Nt filemark;

b) a zero value shall cause no change in the lagical position; or

C) a negative value -N (2's complement notation) shall cause reverse movement to the first occurrence
of N or more consecutive filemarks being logically positioned on the beginning-of-partition side of the
N filemark.

If @nd-of-partition is encountered while jSpacing to sequential filemarks, CHECK CONDITION status shall|be
returned, and the sense key shall 'be set to MEDIUM ERROR. The additional sense code shall be sef to
END-OF-PARTITION/MEDIUM-BETECTED, the EOM bit shall be set to one, and the VALID bit shall be sef to
zefo in the sense data. The medium position following this condition is not defined.

If end-of-data is encountered while spacing to sequential filemarks, CHECK CONDITION status shall|be
refurned, and the sense key shall be set to BLANK CHECK. The additional sense code shall be sefto
END-OF-DATA DETECTED, and the sense data VALID bit shall be set to zero. The medium shall be positioned
such that a subsequent write operation would append to the last logical object. The sense data Eom bit shall
be|set to ongif'end-of-data is encountered at or after early-warning.

Whensspacing to end-of-data, the cOuNT field is ignored. Upon successful completion, the medium shall|be
poskitioned such that a subsequent write operation would append to the last logical object.

If end-of-partition is encountered while spacing to end-of-data, CHECK CONDITION status shall be returned,
and the sense key shall be set to MEDIUM ERROR. The additional sense code shall be set to
END-OF-PARTITION/MEDIUM DETECTED, the EOM bit shall be set to one, and the VALID bit shall be set to
zero in the sense data. The medium position following this condition is not defined.
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8 Parameters for sequential-access devices

8.1 Diagnostic parameters

This subclause defines the descriptors and pages for diagnostic parameters used with sequential-access
devices.

Thedfagnostic page codes for Sequential-access Uevices are defined i tabie 63:

Table 63 — Diagnostic page codes

Page code | Description Reference

00h Supported diagnostic pages SPC-4

01h - 3Fh | Reserved (for all device types)
40h - 7Fh | Reserved
80h - FFh | Vendor specific

8.2 Log parameters

8.4.1 Log parameters overview
This subclause defines the descriptors and pages for log parameters used with sequential-access devices

The log page codes for sequential-access devices are defined in table 64.

Table 64"Log page codes

Page code | Subpage |Log page name Support | Referenge
code

00h 00h Supported’Log Pages M SPC-4
00h FFh Supported Log Pages and Subpages (0] SPC-4

Ofth - 3Fh FFh Supported Subpages (0] SPC-4
01h 00h Buffer Overrun/Underrun (0] SPC-4
02h 00h Write Error Counter M SPC-4
03h 00h Read Error Counter (read) M SPC-4
04h 00h Read Reverse Error Counter M2 SPC-4
05h 00h Verify Error Counter (0] SPC-4
06h 00h Non-Medium Error (©) SPC-4
07h 00h Last n Error Events O SPC-4

08h - OAh 00h-FEh | Reserved -
0Bh 00h Last n Deferred Error Events or Asynchronous Events (0] SPC-4
0Ch 00h Sequential-Access Device M 8.2.2
0Dh 00h Temperature (0] SPC-4
OEh 00h Start-Stop Cycle Counter (0] SPC-4
OFh 00h Application Client 0] SPC-4
10h 00h Self-Test Results (0] SPC-4

a) Mandatory only if READ REVERSE command is supported.
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Table 64 — Log page codes (Continued)

Page code | Subpage |Log page name Support | Reference
code
11h 00h DT Device Status (@) ADC-2
12h 00h TapeAlert Response 0] ADC-2
13h 00h Requested Recovery (0] 8.2.7
7h oon Devite Statistics O 824
15h 00h-FEh | Reserved -
16h 00h Tape Diagnostic Data (0] 8.2.5
17h 00h-FEh | Reserved -
18h 00h-FEh | Protocol Specific Port Q SPC-4
19h-2Dh 00h-FEh | Reserved -
2Dh 00h Current Service Information 0] 8.2.6
2Eh 00h TapeAlert M 8.2.3
2Fh 00h Informational Exceptions (0] SPC-4
3ph - 3Fh 00h-FEh | Vendor specific (does not require page format) -
a) Mandatory only if READ REVERSE command is supported:

8.4.2 Sequential-Access Device log page
The Sequential-Access Device log page defines:
application client;
b) binary list parameters describing native capacities; and

c) a binary list parameter related to cleaning.

The default value for parameters 0 through 3 shall be zero.

data.

Table 65 defines the parameter codes for the Sequential-Access Device log page.

NOTE 33 - The data in paramieters 0 and 1 are intended to provide an indication of the compression ratio for
the written data. Parameters.2 and 3 are intended to provide an indication of the compression ratio for read

Table 65 — Parameter codes for Sequential-Access Device log page

a) data counters associated with data bytes transferred to and from the medium and to and from the

Parpmeter €ode | Description Suppart

060@h Number of data bytes received from application clients during WRITE com- M
mand operations.

0001h Number of data bytes written to the media as a result of WRITE command M
operations, not counting ECC and formatting overhead.

0002h Number of data bytes read from the media during READ command operations, M
not counting ECC and formatting overhead.

0003h Number of data bytes transferred to the initiator(s) during READ command M
operations.
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Table 65 — Parameter codes for Sequential-Access Device log page (Continued)

Parameter Code | Description Support

0004h Approximate native capacity (see 3.1.48) in megabytes (i.e., 108) from BOP to M
EOD. This is not sensitive to the current position of the medium. The approxi-
mate native capacity between EOD and EW is the difference of parameter
0005h and this parameter. Conditions may occur that reduce the amount of
data that is written before reaching EW. A value of all bits set to one indicates

oot £l f N/

a-—tafarma-atian—te—tHarahd-dira-t B—-HacR-aAHa—) o £ -V wrN |
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ume is mounted, EOD information needs to be rebuilt).

0005h Approximate native capacity (see 3.1.48) in megabytes (i.e., 108) between BOP M
and EW of the current partition. If no volume is mounted the device server shall
set all bits in this parameter to one.

0006h Minimum native capacity in megabytes (i.e., 10%) between EW and EOPYof the M
current partition. If no volume is mounted the device server shall setall bits in
this parameter to one.

0007h Approximate native capacity in megabytes (i.e., 10°) from BQP'to the current M
position of the medium. If no volume is mounted the device\server shall set all
bits in this parameter to one.

0008h Maximum native capacity in megabytes (i.e., 108) that.is currently allowed to be M
in the device object buffer. This value may change depending on the current
position of the medium (e.g., available native ¢apacity may decrease as the
current position of the medium approaches EOP).

00

09h - OOFFh Reserved. -

0100h Cleaning requested. @)

01

01h - 7FFFh Reserved. -

80

DOh - FFFFh | Vendor-specific parameters. -

A
cle
pa
va

NOTE 34 - If the current partition has anative capacity of 200 GB (i.e., 200 x 109) with EW at 1 GB prior to
EOP and the medium is positioned.at"\EOD which is at the point that is 75 % of the native capacity between
BOP and EW, then the device server would use the following to determine parameters 0004h, 0005h, and
0006h. Since 75 % of native capacity is remaining, (200 GB - 1 GB) x 75% = 149.25 GB. This equation results
in parameter 0004h = 149 25002 4702h), parameter 0005h = 199 000 (03 0958h), and parameter 0006h = 1
000 (00 03E8h).

non-zero value of thereleaning requested parameter indicates that the device has requested a hgad
aning and a subsequent cleaning cycle has not been completed. A zero value of the cleaning requested
ameter indicates)that the device has not requested a head cleaning. The cleaning requested parameter
ue shall persistacross |_T nexus losses, logical unit resets, and power cycles.
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8.2.3 TapeAlert log page

The TapeAlert log page (see table 66) defines error and informational flags used for detailed device

diagnostics and management (see 4.2.18 and Annex A).

Table 66 — TapeAlert log page

Bit
Byte 7 6 5 4 3 2 1 0
0 Reserved PAGE CODE (2Eh)
1 SUBPAGE CODE (00h)
2 (MSB)
PAGE LENGTH (n-3)
3 (LSB
‘ TapeAlert log parameter(s)
4
) TapeAlert log parameter (first) (see table 67)
n4
TapeAlert log parameter (last) (se€able 67)
1
See SPC-4 for a description of the PAGE CODE field, SUBPAGE CODE‘field, and PAGE LENGTH field.
Table 67 specifies the format of a TapeAlert log parameter.
Table 67 — TapeAléct parameter format
Bit
Byfe 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE
1 (LSB
2 DU Obsolete TSD (1) ETC T™MC FORMAT AND LINKING
(O0b)
3 PARAMETER LENGTH (01h)
4 Reserved ‘ FLAQ
The value in the’/RARAMETER CODE field shall range from 1 to 64.
See SPC-4.for a description of the pu bit, TSD bit, ETC bit, TMC field, and FORMAT AND LINKING field. The TSD|bit

anfl FORMAT AND LINKING field shall be set to the value specified in table 67.

A

active TapeAlert flag has the FLAG bit set to one. An inactive TapeAlert flag has the FLAG bit set to zero.

If processing a LOG SELECT command, the device server shall terminate the command with CHECK
CONDITION status, set the sense key to ILLEGAL REQUEST, and set the additional sense code to INVALID
FIELD IN PARAMETER LIST if the application client sends parameter data for the TapeALert log page with:

the TsD bit set to zero;

the Ds bit set to zero;

the LP bit set to one;

the LBIN bit set to one;

the FLAG bit set to one; or

the PARAMETER LENGTH field set to a value other than 01h.

a)
b)
c)
d)
e)

f)
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If the TASER bit is set to zero (see 8.3.8), the device server shall terminate the command with CHECK
CONDITION stats, set the sense key to ILLEGAL REQUEST, and set the additional sense code to INVALID
FIELD IN PARAMETER LIST upon processing a LOG SELECT command where the application client has
sent parameter data for the TapeAlert log page with the ETC bit set to one.

8.2.4 Device Statistics log page

8.2.4.1 Device Statistics log page overview

Th
de
de
su
etq

Table 68 — Device Statistics log page

e Device Statistics log page (see table 68) defines data counters associated with utilization of the-tgpe
vice. A device server that implements the Device Statistics log page shall implement one or more of
ined parameters. Support for the individual parameters in the Device Statistics log page is optienal.
bported parameters shall be persistent across |_T nexus loss, logical unit reset and power-on¢iThe pargm-
rs shall not be set to zero or changed with the use of a LOG SELECT command.

he
All

pit 7 6 5 4 3 2 1 0

Byte

0 DS SPF (Ob) PAGE CODE (14h)

1 SUBPAGE CODE (00h)

2 (MSB)

PAGE LENGTH (n-3)
3 (LSB
Device Statistics log.parameter(s)

4 Device Statistics log parameter (first) (see table 69)

1 Device Statisticsdog parameter (last) (see table 69)
See SPC-4 for a description of the Ds bit, sPr'bit, PAGE CODE field, SUBPAGE CODE field and PAGE LENGTH fielf.

Ta

ble 69 specifies the Device Statistics\log page parameter codes.

Table'69'— Device Statistics log parameter codes

Parameter Description Reference

Code

0000h Lifetime media loads 8.2.4.2

0001h Lifetime cleaning operations 8.24.2

0002h Lifetime power on hours 8.2.4.2

0003h Lifetime media motion (i.e., head) hours 8.2.4.2

0004h Lifetime meters of tape processed 8.2.4.2

0U00U5N Cifetime media motion (nead) nours when incompatplie 8242
media was last loaded

0006h Lifetime power on hours when the last temperature condi- 8.2.4.2
tion occurred (i.e., TapeAlert code 24h)

0007h Lifetime power on hours when the last power consumption 8.2.4.2
condition occurred (i.e., TapeAlert code 1Ch)

0008h Media motion (i.e., head) hours since last successful clean- 8.2.4.2
ing operation

0009h Media motion (i.e., head) hours since second to last suc- 8.2.4.2

cessful cleaning operation
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Table 69 — Device Statistics log parameter codes (Continued)

Pafameter codes corresponding to values of time shall be reported in hours and rounded\up to the next whp

hor.

Parameter Description Reference
Code
000Ah Media motion (i.e., head) hours since third to last success- 8.2.4.2
ful cleaning operation
000Bh Lifetime power on hours when the last operator initiated 8.2.4.2
forced reset and/or emergency eject occurred
000Ch-OFFFh | Reserved
1000h Media motion (i.e., head) hours for each medium type 8.2.4.3
1001h-7FFFh | Reserved

8000h-FFFFh

Vendor-specifc

8.4.4.2 Device statistics data counter log parameter

ThE device statistics data counter log parameter format is specified in tahle“70.

Table 70 — Device statistics data counter log parameter format

e

Bit
Bytk 7 5 4 3 2 1 0
0 (MSB)
PARANMETER CODE
1 (LSB
DU Obsolete TsD (Ob) ETC T™C FORMAT AND LINKING
2
(11b)
PARAMETER LENGTH (n-3)
(MSB)
DEVICE STATISTICS DATA COUNTER

n (LSB

The PARAMETER CODE field is defined in table 69.

Sele SPC-4 for descriptions of the pu bit, TSD bit, ETC bit, TMC field and FORMAT AND LINKING field. The TsD|bit
anfl FORMAT AND LINKING field shall be set to the values specified in table 70.

The PARAMETER.LENGTH field indicates the number of bytes in the DEVICE STATISTICS DATA COUNTER field that

follows.

Thie DEVICE STATISTICS DATA COUNTER field is the value of the data counter associated with the parameter

cofle;
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8.2.4.3 Medium type log parameter

The medium type log parameter format is specified in table 71.

Table 71 — Medium type log parameter format

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSRB)
PARAMETER CODE (1000h)
1 (LSB
9 DU (Ob) Obsolete TsD (0Ob) ETC (Ob) T™MC (00b) FORMAT AND) LINKING
(12b)
3 PARAMETER LENGTH (n-3)
Medium type parameter(s)
4 Medium type parameter (first) (see table 72)
n Medium type parameter (last) (see table~(2)

The PARAMETER CODE field shall be set to 1000h to indicate the Mediumitype log parameter.

See SPC-4 for descriptions of the Du bit, TSD bit, ETC bit, TMC field"and FORMAT AND LINKING field. These fieJds
shall be set to the values specified in table 71.

The PARAMETER LENGTH field indicates the number of bytes i the medium type parameters that follow.

The medium type parameter format is specified in table*72.

Table 72 — Medium type parameter format

ByEe it 7 6 5 4 3 2 1 0
0 Reserved
1 Reserved
2 DENSITY CODE
3 MEDIUM TYPE
j (MSB) MEDIA MOTION HOURS (LS8

The DENSITY CODE field contains the value returned in the general mode parameter block descriptor (dee
SHC-4).

The MEDIUM TYPE field contains the value returned in the mode parameter header (see SPC-4).
The value returned in the MEDIUM TYPE field is vendor specific for sequential-access devices.

The MEDIA MOTION HOURS field contains the number of media motion (i.e., head) hours for the type of medium
specified by the combination of the MEDIUM TYPE field and DENSITY CODE field.

8.2.5 Tape Diagnostic Data log page
The Tape Diagnostic Data log page (see table 73) provides for a number of error-event records using the list

parameter format. Each error-event record contains diagnostic information for a single error type encountered
by the device including data counters associated with the error event, sense data, operation code/service
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action and medium type with associated media motion hours, etc. The Tape Diagnostic Data log page may be
used to aid in field analysis and repair.

The Tape Diagnostic Data log page shall only include parameter entries for commands that terminated with a
CHECK CONDITION status having the sense key set to MEDIUM ERROR, HARDWARE ERROR or

A

BORTED COMMAND.

The parameter code value associated with an error-event indicates the relative time at which a command
terminated with a CHECK CONDITION status. A lower parameter code indicates that the command termi-
nated with a CHECK CONDITION status at a more recent time. The parameter code values returned shall
numbered consecutively from 0000h (i.e., the most recent) up to n, where n is the number of ¢urr
pafameter entries. The number of supported parameter entries, n, is vendor specific.

In gach parameter (see table 74) if the REPEAT bit is set to zero, then the parameter represents-only one eve

If

the REPEAT bit is set to one, then the parameter represents more than one consecutive eyents that had

idgntical values for the MEDIUM ID NUMBER field, SENSE KEY field, ADDITIONAL SENSE CODE field and ADDITION

be
bt

nt.
he
AL

SENSE CODE QUALIFIER field in the parameter. If the REPEAT bit is set to one in the parameter, then other fieldsg in
thg parameter shall be set to the values when the first of the consecutive events that had the identical valyes
forthe MEDIUM ID NUMBER field, SENSE KEY field, ADDITIONAL SENSE CODE field/and ADDITIONAL SENSE CJDE
QUALIFIER field occurred.
Allfparameter codes shall be persistent across |_T nexus losses, logieal unit resets, and power-on. The
pafameter entries shall not be set to zero or changed with the use of ak©G SELECT command.
Table 73 — Tape Diagnostic Data/log page
pit 7 6 5 4 3 2 1 0
Byte
0 DS SPF (Ob) PAGE CODE (16h)
1 SUBPAGE CODE (00h)
2 (MSB)
PAGE LENGTH (n-3)
3 (LSB
Tape diagnostic data log parameter(s)
4 Tape diagnostic data log parameter (first) (see table 74)
1 Tape diagnostic data log parameter (last) (see table 74)
See SPC-4 for a destription of the Ds bit, SPF bit, PAGE CODE field, SUBPAGE CODE field and PAGE LENGTH fig|d.
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The tape diagnostic data log parameter format is specified in table 74.
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Table 74 — Tape diagnostic data log parameter format

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE
1 (LsSB)
9 DU (Ob) Obsolete TsD (0Ob) ETC (Ob) T™MC (00b) FORMAT AND LINKING
(11b)
3 PARAMETER LENGTH (n-3)
4 Reserved
5 Reserved
6 DENSITY CODE
7 MEDIUM TYPE
8 (MSB)
LIFETIME MEDIA MOTION HOURS
1] (LSB
12 Reserved
13 REPEAT Reserved SENSE KEY
14 ADDITIONAL SENSE CODE
15 ADDITIONAL SENSE-CODE QUALIFIER
16 (MSB)
VENDOR-SPECIFIC CODE QUALIFIER
14 (LSB
2( (MSB)
PRODUCT REVISION LEVEL
23 (LSH
24 (MSB)
HOURS SINCE LAST CLEAN
21 (LSH
24 OPERATION CODE
29 Reservéed SERVICE ACTION
3( Reserved
3] Reserved
37 (MSB)
MEDIUM ID NUMBER
64 (LSB
|
64 Reserved TIMESTAMP ORIGIN
65 Reserved
66
TIMESTAMP
71
72
VENDOR SPECIFIC
n

See SPC-4 for descriptions of the bu bit, TSD bit, ETC bit, TMC field and FORMAT AND LINKING field. These fields
shall be set to the values specified in table 74.



https://standardsiso.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

14776-333 © ISO/IEC:2013(E) —143 -

The PARAMETER LENGTH field indicates the number of bytes in the tape diagnostic data log parameter data that
follows.

The DENSITY cODE field contains the density code of the volume loaded at the time the command terminated
with the CHECK CONDITION status. The DENSITY CODE field is the same value as returned in the general
mode parameter block descriptor (see SPC-4). If no volume was loaded at the time the command terminated
with the CHECK CONDITION status, then the DENSITY cODE field shall be set to 00h.

The MEDIUM TYPE field contains the type of volume loaded at the time the command terminated with the
CHECK CONDITION status. The MEDIUM TYPE field Is the same value as returned in the mode parameter
hepder (see SPC-4). If no volume was loaded at the time the command terminated with the CHECK
CONDITION status, then the MEDIUM TYPE field shall be set to 00h.

The LIFETIME MEDIA MOTION HOURS field contains the number of media motion (head) hours-atithe time the
conmand terminated with the CHECK CONDITION status. The LIFETIME MEDIA MOTION HQURS field is eqyiv-
algnt to the value contained in the Device Statistics log page with a parameter code value”of 0003h at the time
thg command terminated with the CHECK CONDITION status.

The REPEAT bit set to one indicates this parameter represents more than one/coensecutive events that Had
idgntical values for the MEDIUM ID NUMBER field, SENSE KEY field, ADDITIONAL SENSE CODE field, and ADDITIONAL
SENSE CODE QUALIFIER field. The REPEAT bit set to zero indicates this parameter represents a single event.

See SPC-4 for descriptions of the SENSE KEY field, ADDITIONAL SENSE CODE field, and ADDITIONAL SENSE CQDE
QURPLIFIER field. The SENSE KEY field, ADDITIONAL SENSE CODE field, and ADDITIONAL SENSE CODE QUALIFIER field
shall contain the sense key and additional sense code values of the command that terminated with the
CHECK CONDITION status.

Thie VENDOR-SPECIFIC CODE QUALIFIER field is vendor specific. The VENDOR-SPECIFIC CODE QUALIFIER njay
vide additional diagnostics information related.to the command that terminated with the CHECK
CONDITION status.

Sele SPC-4 for the descriptions of the PRODUET REVISION LEVEL field. The PRODUCT REVISION LEVEL field shall
coptain the product revision level at the time the command terminated with the CHECK CONDITION status.

Thie HOURS SINCE LAST CLEAN field (contains the time in media motion (i.e., head) hours since the last
sugcessful cleaning at the time the command terminated with the CHECK CONDITION status. The HOYRS
SINCE LAST CLEAN field is equivalent to the value contained in the Device Statistics log page with a paramgter
cofle of 0008h at the time the cemmand terminated with the CHECK CONDITION status.

Sele SPC-4 for descriptions of the OPERATION CODE field and SERVICE ACTION field. The OPERATION CODE figld
anf servICE AcTIONTield, if applicable, contain the operation code and service action of the command that
terminated with the CHECK CONDITION status.

If 4@ volume was present at the time the command terminated with the CHECK CONDITION status, then the
MEPIUM ID'WNUMBER field shall contain:

1)) the BARCODE field value contained in the medium auxiliary memory (see SPC-4);
Z)_the MEDIUM SERIAL NUMBER Ti€ld value contained in the medium auxiliary memory (See SPC-4); or
3) a vendor-specific value associated with the mounted volume.

If no volume was present at the time the command terminated with the CHECK CONDITION status, the
MEDIUM ID NUMBER field shall be filled with 20h (i.e., ASCII space).

See SPC-4 for descriptions of the TIMESTAMP ORIGIN and TIMESTAMP fields. The TIMESTAMP ORIGIN field and
TIMESTAMP field contain the timestamp origin and timestamp maintained by the device server at the time the
command terminated with the CHECK CONDITION status. If a timestamp is not supported by the device
server, the TIMESTAMP ORIGIN and TIMESTAMP fields shall be set to zero.
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8.2.6 Current Service Information log page
8.2.6.1 Current Service Information log page overview

The Current Service Information log page (see table 75) specifies information used for detailed device
diagnostics and management.

Table 75 — Current Service Information log page

BT 7 6 5 4 3 2 1 0
Byte

D DS SPF (Ob) PAGE CODE (2Dh)

i SUBPAGE CODE (00h)

A

(MSB)
PAGE LENGTH (n-3)

B (LSH)

Service information log parameter(s)

+ Service information log parameter (first) (see table 76)
x}3 (Length x)

x+y+1 Service information log parameter(last) (see table 76)
N (Length y)

See SPC-4 for a description of the DS bit, SPF bit, PAGE CODE field, SUBPAGE CODE field and PAGE LENGTH fig|d.

The service information log parameter format is specified in table 76.

Table 76 — Service infermation log parameter format

Bit
Bytk 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE
1 (LSB
9 DU Obsolete TSD eTC (Ob) TMC (00b) FORMAT AND LINKING
(01b)

3 PARAMETER LENGTH (X-3)
4 : :
1 Timestamp descriptor
14 o : : :

Service information descriptor (first) (see table 77)
r
t o . .

Service information descriptor (last) (see table 77)
X

See SPC-4 for descriptions of the Du bit, TSD bit, ETC bit, TMC field and FORMAT AND LINKING field. These fields
shall be set to the values specified in table 76.

The PARAMETER LENGTH field indicates the number of bytes that follow.
The value in the PARAMETER CODE field shall be set to the flag number (see table 10) of the TapeAlert flag for

which the information applies. When a TapeAlert flag is activated, the parameter in this log page relating to
that TapeAlert flag is created. This parameter shall continue to be reported until overwritten by the next
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activation of the associated TapeAlert flag or until cleared by a LOG SELECT command. The act of returning
a parameter shall not clear that parameter and shall not cause deactivation of the TapeAlert flag.

The Timestamp descriptor is defined by the REPORT TIMESTAMP command parameter data format (see
SPC-4) with values reflecting the time the TapeAlert flag specified by the PARAMETER CODE field was activated.

Service information descriptors are returned and provide specific information about the TapeAlert flag. At least
one service information descriptor shall be returned. The format of service information descriptors is specified
in table 77.

Table 77 — Service information descriptor

it 7 6 5 4 3 2 1 0
Bytp
0 SERVICE INFORMATION DESCRIPTOR TYPE
1 SERVICE INFORMATION DESCRIPTOR LENGTH (n-1)
2
Service information descriptor specific information (see table 78)
n

Only one service information descriptor shall be returned for a specific value of SERVICE INFORMATION
DEBCRIPTOR TYPE per parameter. The SERVICE INFORMATION DESCRIPTORTYPE field is specified in table 78.

Table 78 — SERVICE INFORMATION DESERIPTOR TYPE field

Code | Service Information Descriptor Type | Reference

00h Vendor-specific service information 8.2.6.2
01lh Device information 8.2.6.3
02h Volume information 8.2.64
03h TapeAlert flag’specific information 8.2.6.5

04h-FEh | Reserved

8.4.6.2 Vendor-specific service information descriptor

Table 79 specifies the vendor-specific service information descriptor format.

Fable 79 — Vendor-specific service information descriptor

Bit

Byt 7 6 5 4 3 2 1 0

D

SERVICE INFORMATION DESCRIPTOR TYPE (00h)

SERVICE INFORMATION DESCRIPTOR LENGTH (n-1)

Verdor-specificnformation

SN = O
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8.2.6.3 Device information descriptor

Table 80 specifies the device information descriptor format. The device information descriptor is returned
when the cause of the TapeAlert flag relating to the parameter may be related to the device. There shall be
only one device information descriptor returned per service information log parameter.

Table 80 — Device information descriptor

By[B't 7 6 5 4 3 2 1 0
0 SERVICE INFORMATION DESCRIPTOR TYPE (01h)
1 SERVICE INFORMATION DESCRIPTOR LENGTH (X-1)
2 DEVICE SEVERITY CODE
3 DEC
4 DECQ
5 DECT LENGTH
6

DECT
n
N+l NUMBER OF DEVICE REQUESTED RECOVERIES
n+p2 DEVICE REQUESTED RECQVERY (first)
X DEVICE REQUESTEBD'RECOVERY (last)

Thle SERVICE INFORMATION DESCRIPTOR LENGTH field“specifies the length of the information related to the
deyice.

Th DEVICE SEVERITY CODE field contains a severity code (see table 9).

ThE device element code (DEC) field is-specified in table 81.

Table 81 — DEc field

Code | Description

00h No message
10h Device data path
20h Mechanical

30h Primary interface

40h Automation interface

50h Diagnostic interface

60h Electronic elements
70h Microcode
FO-FFh | Reserved

The device element code qualifier (DECQ) field is a vendor-specfic value providing more detailed information
about the element specified by the DEC field.

The DECT LENGTH field specifies the length of the DECT field.

The device element code text (DECT) field is null-terminated and contains a description of what caused the
TapeAlert flag to be activated.
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The NUMBER OF DEVICE REQUESTED RECOVERIES field specifies the number of DEVICE REQUESTED RECOVERIES
fields.

The DEVICE REQUESTED RECOVERY field values are defined in table 82 and shall be returned in prioritized order.

Table 82 — DEVICE REQUESTED RECOVERY field

Code | Description

00h No recovery requested

01h Retrieve device debug logs

02h Clean device

03h Update microcode

04h Power off device and call service
05h Leave the device in current state and call service
06h Remove power from the device then apply power

07h-FFh | Reserved

8.4.6.4 Volume information descriptor

Taple 83 specifies the volume information descriptor format. The yolume information descriptor is returned
when the cause of the TapeAlert flag relating to the parameter may\be related to the volume.

Table 83 — Volume information descriptor

Bit
Bytk 7 6 5 4 3 2 1 0
0 SERVICE INFORMATION DESCRIPTOR TYPE (02h)
1 SERVICE INFORMATION DESCRIPTOR LENGTH (n-1)
2 VOLUME SEVERITY CODE
3 vIC
4 VICQ
Volume identification descriptor(s)

5

Volume identification descriptor (first)
X

Volume identification descriptor (last)

The“SERVICE INFORMATION DESCRIPTOR LENGTH field specifies the length of the information related to {he
volume.

The VOLUME SEVERITY CODE field contains a severity code (see table 9).

The volume information code (viC) field is specified in table 84.

Table 84 — vic field

Code | Description

00h No message
01lh Good WORM volume
06h Good encrypted volume
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Table 84 — vic field

Code | Description

OBh Good data volume

10h Good cleaning volume

15h Good microcode update volume
1Ah Bad WORM volume

14776-333 © ISO/IEC:2013(E)

1Fh Bad encrypted volume
25h Bad data volume

2Ah Bad cleaning volume

2Fh Bad microcode update volume

All others | Reserved

e volume information code qualifier (vicQ) field is specified in table 85.

Table 85 — vicq field

Code | Description

00h No message

01h Read only permitted at this logical position

06h Logical block encryption Key required

0Bh Read only permitted for'the entire volume

10h Rewrite volume if possible

15h Tape directory invalid, re-read volume if possible

1Ah Cannot read or write

1Fh Replace volume

25h Auxiliary memory error

All others,| Reserved

mory (see SPC-4). If a~volume information descriptor is returned and:

e volume identification descriptor format is the same as the MAM ATTRIBUTE format for medium auxiligry

1) if a MAM attribute exists for the volume identifier parameter of the device type attributes (i.e., set|by
the SMC.device), then this attribute shall be returned as a volume identification descriptor;
2) if a MAM attribute exists for the barcode parameter of the host type attributes (i.e., set by an appli-
cationyclient), then this attribute shall be returned as a volume identification descriptor; and
3) if'a-MAM attribute exists for the medium serial number parameter of the medium type attributes (ile.,
set by the manufacturer), then this attribute shall be returned as a volume identification descriptor.
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8.2.6.5 TapeAlert flag specific information

Table 86 specifies the TapeAlert flag information descriptor format. Table 10 specifies which flags are returned

for

this descriptor.

Table 86 — TapeAlert flag specific information descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0 SERVICE INFORMATION DESCRIPTOR TYPE (03h)
1 SERVICE INFORMATION DESCRIPTOR LENGTH (02h)
2 (MSB)
CURRENT PERCENTAGE
3 (LSB
The current percentage field specifies a signed percentage indicating how close to operating limits the item|is.

Th

eq
the

EXx
me

EX|
pe

8.9

P value is the signed percentage multiplied by 16 384. If the magnitude of the percentage is less than
Lial to 100 %, then the device is operating within specifications. If the magnitude.is greater than 100 %, th
device is outside the operating specifications. The equation that shall be usedis:

(upperLimit—lowerLimit)

2
(upperLimit—lowerLimit)
2

measuredVaIue—[ + lowerLimit

x 16384

upperLimit—[ + IowerLimit}

ample 1: if the power specification states the operatiop,range is between 4.78 volts and 5.32 volts and
asured voltage is 4.70 volts, then the value returned(by the equation is:

47-[ 22410 4 4 78]

« 16384 = —21239 = ADO9h
5,32—[ 5’32;"78 +4,78}

ample 2: if the media life issspecified to be 260 full backups and the media has had 234 full backu

formed, then the value returtned by the equation is:
234 - [—< 260-0) , g
2
x 16384 = 13107 = 3333h
260 — [—< 260-0) ,
2

.7 Requested Recovery log page
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Table 87 specifies the Requested Recovery log page. If the device is unable to complete an action (e.g., a
volume load or unload) the device server may set the RRQST bit to one in the very high frequency data log
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parameter (see ADC-2) to request that the application client perform a recovery action. The application client
is able to obtain a list of alternative requested recovery actions by reading the Requested Recovery log page.

Table 87 — Requested Recovery log page

Bit
Byte 7 6 5 4 3 2 0
0 DS SPF (Ob) PAGE CODE (13h)
4 SUBPAGE CODE (UUN)
2 (MSB)
PAGE LENGTH (n-3)
3 (LSB
4

Requested recovery log parameters

See SPC-4 for a description of the PAGE CODE field, the Ds bit, then sPF bit, the suBPAGE cobDE field, and the
PAGE LENGTH field.
Table 88 specifies the requested recovery log parameter codes.
Table 88 — Requested recovery log parameter codes
Parameter Description Reference
Code
0000h Recovery procedures 8.2.7.2
0001h-7FFFh | Reserved
8000h-FFFFh | Vendor specific
8.4.7.2 Recovery procedures log parameter
The recovery procedures log parameter.format is specified in table 89.
Table 89 — Requested recovery log parameter format

Bit
Bytk 7 6 5 4 3 2 0

0 (MSB)

PARAMETER CODE (0000h)

1 (LSB

2 DU (1b) Obsolete TsD (1b) ETC (Ob) T™MC (00b) FORMAT AND LINKING ({L1b)

3 PARAMETER LENGTH (n-3)

Recovery procedures list
4 Recovery procedure (first)
n Recovery procedure (last)

See SPC-4 for descriptions of the pu bit, TSD bit, ETC bit, TMC field, and FORMAT AND LINKING field. These bits
and fields shall be set to the values specified in table 89.

The PARAMETER LENGTH field specifies the number of recovery procedure bytes that follow.

The PARAMETER CODE field shall be set to 0000h to specify the recovery procedures log parameter.

The recovery procedures list contains recovery procedures (see table 90) listed in order from the most
preferred to the least preferred procedure. If multiple recovery procedures are available, the most preferred
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procedure shall be the first in the list (i.e., in byte 4), and the other procedures listed in decreasing order of
preference.

Each recovery procedure consists of one or more actions to be performed. If the INTXN bit in the VHF data
descriptor of the DT Device Status log page is set to one, the parameter shall report only code 00h (i.e.,
Recovery not requested). If a failure occurs in performing one of the actions in a procedure, an appropriate list
of requested recovery procedures may be reported.

Recovery procedures do not persist across a power cycle.

Table 90 — Recovery procedures

Recovery Description
procedure
00h Recovery not requested.
01h Recovery requested, no recovery procedure defined.
02h Instruct operator to push volume.
03h Instruct operator to remove and re-insert volume.
04h Issue UNLOAD command. Instruct operator to remove and-re-insert volume.
05h Instruct operator to power cycle target device.
06h Issue LOAD command.
07h Issue UNLOAD command.
08h Issue LOGICAL UNIT RESET task management function.
09h No recovery procedure specified. Contact service organization.
0Ah Issue UNLOAD command. Instruct.operator to remove and quarantine volume.
0Bh Instruct operator to not insert awolume. Contact service organization.
0Ch Issue UNLOAD command:‘Instruct operator to remove volume. Contact service organizg-
tion.
0Dh Request creation of a'target device error log.
OEh Retrieve a target device error log.
OFh Modify configuration to allow microcode update and instruct operator to re-insert volume
10h-7Fh Reserved
80h-FFh Vendor-specific procedures.

If
D

e Requested:Recovery log page is requested and the RRQST bit in the VHF data descriptor of the
ice Status 169 page is set to zero, then a recovery procedure of 00h (i.e., recovery not requested) shall
reported. If\the requested recovery procedure is 09h (i.e., no recovery procedure defined. Contact serv
organization), then the device may not be able to unload the medium via subsequent LOAD UNLO

conmands or operator panel requests until the issue is resolved (i.e., attempting to do so may damage
mechanism of the device the medium _or hnth)

DT
be
ce
\D
he

If the requested recovery procedure is 0Ah (i.e., Issue UNLOAD command. Instruct operator to remove and
guarantine volume), then the volume should be removed from service.

If the requested recovery procedure is OBh (i.e., Instruct operator to not insert a volume. Contact service
organization), then a nonrecoverable error has occurred and insertion of a volume may cause damage. If the
0Bh recovery procedure is requested, then the RAA bit in the VHF data descriptor of the DT Device Status log
page shall be set to zero, and no other recovery procedures other than ODh and OEh shall be reported.

If the requested recovery procedure is OCh (i.e., Issue UNLOAD command. Instruct operator to remove
volume; Contact service organization), then a non-recoverable error has occurred and insertion of a new
volume may cause damage. If recovery procedure 0Ch is requested and the volume has been removed, then



https://standardsiso.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

—-152 - 14776-333 © ISO/IEC:2013(E)

the RAA bit in the VHF data descriptor of the DT Device Status log page shall be set to zero, and no other
recovery procedures other than ODh and OEh shall be reported.

8.3 Mode parameters

8.3.1 Mode parameters overview

TI« hal Aafi thha ol ot A £ waadl Bt A Y Y £l il A H
Ifo SUNULIAUOT UTTITIT O UNT UTOUTTYIUTO AlTu JAyt o TUT TTTUUT PJAaraltititio UoTU VVILTT oTYUTTIUIAT ALLT OO UTVIL

The mode parameter list, including the mode parameter header and mode block descriptor, are described

SHC-4.

The MEDIUM TYPE field in the mode parameter header is vendor specific for sequential-access,devices.

The value of the BLOCK LENGTH field in the mode parameter block descriptor shall be aymultiple of four.

Thie DEVICE-SPECIFIC PARAMETER field in the mode parameter hgader is defined in table 91 {

NOTE 35 - The block length field is limited to multiples of four to ensure data integrity is maintained when

fixed-block transfers are performed using transports such as Fibre Channel.

sefluential-access devices.

Table 91 — Device-specific patameter

ES.

n

or

Byt

Bit

6 5 4 3 2 1

WP

BUFFERED MODE SPEED

When used with the MODE SENSE command, awrite protection (wpr) bit of zero specifies the volume is wi

ite

enpbled. A wp bit of one specifies the volume is currently in the write protected state. When used with {he
MODE SELECT command, this field is ignored.

Val

NOTE 36 - The write protected state may be due to logical unit internal restrictions, software write protection,

or physical write protection.

ues for the BUFFERED MODE\field are defined in table 92.

Table 92 — Buffered modes

Code (Description

Oh The device server shall not report GOOD status on WRITE commands until the
logical blocks are actually written on the medium.

1h The device server may report GOOD status on WRITE commands as soon as
all the data specified in the WRITE command has been transferred to the logical
unit’e oahiact hiiffar  Ona ar mora loaical hlacke mav ha huffarad nriaor towwriting
units-object-buffer—One-er-morelogical-blocks-may-be-buffered-prorte-wrting
the logical block(s) to the medium.

2h The device server may report GOOD status on WRITE commands as soon as:

a) all the data specified in the write command has been successfully trans-
ferred to the logical unit’'s object buffer; and
b) all buffered logical objects from different initiators has been successfully
written to the medium.

3h-7h

Reserved
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Values for the sPeeD field shall be assigned as defined in table 93.

Table 93 — sPEekeD field

Code | Description

Oh Default (use the device’'s default speed).

1h Use the device’s lowest speed.

2h - Fh | Use increasing device speeds.

Fo
(se
op

cation client may be overridden by the logical unit for a subsequent read operation if the seleCted value dg

no
de
iS ¢

Fo
un
thd
pri
reg
de
fol

| the MODE SELECT command, the DENSITY CODE field of the sequential-access device block descrip
e SPC-4) specifies the density selected by the application client for use in subsequent read and w
brations. For logical units capable of automatic density recognition, the density code selected by ‘the ap

match the current recorded density of the medium. If the MODE SELECT command specifies the defa
hsity code the logical unit selects the actual density code to be used in a vendor-specific‘'manner. The va
bxpected to be the principal density code (or an optimal density code).

I the MODE SENSE command, the DENSITY CODE field reflects the current operating density of the logi
t. If a current operating density has not been selected, either because ne~volume is mounted or becal
density of the installed volume has not been determined, the DENSITY-CODE field should be set to
ncipal density code value (see 3.1.55). For some logical units, the ptincipal density code value returneq
ponse to a MODE SENSE command may change dynamically'to match the most recently detect
hsity. The DENSITY CODE value returned in response to a MODE~SENSE command shall be determined

oWsS:

a) following a logical unit reset, if the logical unit is not.ready, the device server shall report the princi
density;
b) following a unit attention condition for a not-ready-to-ready transition or an unsuccessful rg
operation, the device server shall:
A) report the principal density if no aftempt has been made by the logical unit to determine
density;
B) report the principal density if thie logical unit is unable to automatically determine the density fr
the volume; or
C) report the current medium-density if the logical unit has determined the density from the volum
c) following a successful read operation, the device server shall report a density code value reflect

determine this valué from the volume. For devices not capable of automatic density determinati
the principal density is reported if the density code value is not provided by the preceding MO
SELECT command,;

d) following a.sdccessful write operation, the device server shall report a density code value reflect
the mostreeently recorded density of the medium;

e) following® an unsuccessful read operation or an unsuccessful write operation, while
bedinning-of-partition, the device server shall report a density code value as described for item b);

f) fallowing a successful unload operation, the device server shall report the most recent density ca
value as determined by items b) through e) above; or

tor
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the recorded density of\the medium. For some implementations, the logical unit may automatically

b,
DE

ng

at

de

)/ following a logical unit reset, if the logical unit is ready, the device server shall retain knowledge of

he

density code as determined by items b) through e) above.

For a MODE SELECT command, a density code of 7Fh specifies the application client is not selecting a
density. The value 7Fh shall not be returned by a MODE SENSE command. Table 94 specifies the
sequential-access device density codes.

Table 94 — Sequential-access density codes

Code Description

00h? Default density.

01h - 7Eh | Density code from REPORT DENSITY SUPPORT command.



https://standardsiso.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

— 154 —

Table 94 — Sequential-access density codes

14776-333 © ISO/IEC:2013(E)

Code Description
7ERP No change from previous density (NO-OP).
80h - FFh | Density code from REPORT DENSITY SUPPORT command.

a) Only reported by MODE SENSE commands if primary density code for the density.
b) This density code value is defined for the MODE SELECT command and shall not be

returred-by-the-MOBE-SENSEcommand-
The mode page codes and subpage codes for sequential-access devices are defined in table 95.All"pdge
cofle and subpage code combinations not shown in table 95 are reserved.
Table 95 — Mode page codes and subpage codes

Page code | Subpage code | Mode page name Support Referenge
00h not applicable | Vendor specific (does not require page format) -
01h 00h Read-Write Error Recovery M 8.3.5
02h 00h Disconnect-Reconnect M SPC-4

OBh - 08h 00h - FEh Reserved -

09h 00h Obsolete - 3.3.7
O0Ah 00h Control M SPC-4
0OAh 01h Control Extension @) SPC-4

0Bh - OEh 00h - FEh Reserved -
OFh 00h Data Compression M 8.3.2
10h 00h Device Configuration M 8.3.3
10h 01lh Device Configuration Extension O 8.3.8
11h 00h Medium Partition @) 8.3.4
12h 00h Obsalete - 3.3.7
13h 00h Ohsolete - 3.3.7
14h 00h Obsolete - 3.3.7
15h 00h Extended (0] SPC-4
16h 00h Extended Device-Type Specific (0] SPC-4
17h 00h - FEh Reserved -
18h 00h Protocol Specific Logical Unit Y SPC-4
18h 0lhto FEh o] SPC-4
19h 00h Protocol Specific Port MC SPC-4

a) Valid only for MODE SENSE command.
b) Mandatory only if explicit command set is supported.

c) Mandatory only if supported by the SCSI transport protocol.

d) See SPC-4 for support requirements.
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Table 95 — Mode page codes and subpage codes (Continued)

Page code | Subpage code | Mode page name Support Reference
19h 01lhto FEh O SPC-4
1Ah 00h Power Condition o SPC-4
1Bh 00h - FEh Reserved -
1Ch 00h Informational Exceptions Control M 8.3.6
1Dh 00h Medium Configuration M 8.3

1Eh - 1Fh 00h - FEh Reserved -

2ph - 3Eh 00h - FEh Vendor specific (does not require page format) -
3Fh 00h Return all pages? d SPC-4
3Fh FFh Return all pages and subpages?® A SPC-4

Oph - 3Eh FFh Return all subpages? d SPC-4

a) Valid only for MODE SENSE command.

b) Mandatory only if explicit command set is supported.

¢) Mandatory only if supported by the SCSI transport protocol.
d) See SPC-4 for support requirements.

8.3.2 Data Compression mode page

Thle Data Compression mode page (see table 96) specifies the parameters for the control of d3

compression in a sequential-access device.

Table 96 — Data Compression mode page

jta

By‘iit 6 5 3 2 1 0
q PS sPF(0) PAGE CODE (OFh)
1 PAGE LENGTH (OEh)
2 DCE DCC Reserved
3 DDE RED Reserved
4 (MSB)
5
; COMPRESSION ALGORITHM
1 (LSB
8 (MSB)
9
1 DECOMPRESSION ALGORITHM
11 (LSB)
12 Reserved
13 Reserved
14 Reserved
15 Reserved

See SPC-4 for a description of the Ps bit, SPF bit, PAGE CODE field, and PAGE LENGTH field.
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A data compression enable (DCE) bit of one specifies data compression is enabled. When this bit is one, data
sent to the device server by the application client shall be processed using the selected compression
algorithm before being written to the medium. A DCE bit of zero specifies data compression is disabled.

A data compression capable (Dcc) bit of one specifies the device supports data compression and is capable
of processing data sent to it for transferal to the medium using the selected compression algorithm. A bcc bit
of zero specifies the device does not support data compression. This shall be a non-changeable bit.

A data decompression enable (DDE) bit of one specifies data decompression is enabled. A DDE bit of zero

specifies data decompression Is disabled. Uncompressed data shall be unaffected by the setting of the, DE
bit
The report exception on decompression (ReD) field specifies the response to certain boundaries)detected in
the data on the medium. There are a number of boundaries that may occur on the medium betwden
compressed and uncompressed data. These boundaries are shown in table 97. Only boundaries showr] in
taljle 97 may generate a CHECK CONDITION status.
Table 97 — Possible boundaries and resulting sense keys due to data compression
Prigr data Current data Sense Keya'b
RED field value
zero one two

Ungompressed Compressed MEBRIUM MEDIUM MEDIUM

(unsupported algorithm) ERROR ERROR ERROR
Ung¢ompressed Compressed [none] [none] RECOVERED

(supported algorithm) ERROR
Compressed Uncompressed [none] [none] NO SENSE
(supported algorithm)
Comnpressed Compressed MEDIUM MEDIUM MEDIUM
(supported algorithm) (unsupported.algorithm) ERROR ERROR ERROR
Compressed Compressed [none] [none] RECOVERED
(supported algorithm A) (supported algorithm B) ERROR
Coinpressed Uncampressed [none] NO SENSE NO SENSE
(unsupported algorithm)
Comnpressed Compressed [none] RECOVERED | RECOVERED
(unsupported algorithm) (supported algorithm) ERROR ERROR
Cornpressed Compressed MEDIUM MEDIUM MEDIUM
(unsupported algerithm A) | (unsupported algorithm B) ERROR ERROR ERROR

All other combinations [none] [none] [none]

a) [pone]'specifies no CHECK CONDITION status is returned given the data boundary condition and the cuy-
rent value of the RED field.
b) Theapproprate-additional-senrse-codeis-specified-folowing-thistable-r-this-subeladse-

rre—oe

If a CHECK CONDITION status is returned and the current data is compressed, the additional sense code
shall be set to either DECOMPRESSION EXCEPTION SHORT ALGORITHM ID OF NN with the additional
sense code qualifier set to the algorithm id or DECOMPRESSION EXCEPTION LONG ALGORITHM with no
additional sense code qualifier.

If a CHECK CONDITION status is returned and the current data is uncompressed, the additional sense code
shall be set to DECOMPRESSION EXCEPTION SHORT ALGORITHM ID OF NN with the additional sense
code qualifier set to zero.

A RED field of zero specifies the device shall return a CHECK CONDITION status when data is encountered
on the medium during a read operation that the device is unable to decompress. Data boundaries in table 97
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marked other than [none] in the column for RED field values of zero shall generate CHECK CONDITION status
with the specified sense key when the RED field is zero.

A RED field of one specifies the device shall return a CHECK CONDITION status when data is encountered on
the medium during a read operation that requires different handling by the application client than the data
most recently encountered during a prior read operation. At each of these boundaries, the data that is sent to
the application client is of a fundamentally different nature from that which was previously sent. Data bound-
aries in table 97 marked other than [none] in the column for RED field values of one shall generate CHECK
CONDITION status with the specified sense key when the RED field is one.

A JZED field of two specifies the device shall return a CHECK CONDITION status when data is encountered|on
thg medium during a read operation that has been processed using a different algorithm from thatdata mpst
re¢ently encountered during a prior read operation. Data boundaries in table 97 marked other thanTnone] in
thg column for ReD field values of two shall generate CHECK CONDITION status with the spegified sense Key
when the RED field is two.

A RED field of three is reserved. If a mode page containing a ReD field of three is receivéd,'the MODE SELECT
command shall be terminated with CHECK CONDITION status, the sense key shall be set to ILLEGAL
REHQUEST, and the additional sense code shall be set to INVALID FIELD IN PARAMETER LIST.

Upon detection of any of the boundary conditions described in table 97 that\results in a CHECK CONDITION
status, the additional sense code shall be set to either DECOMPRESSION EXCEPTION SHORT
ALUGORITHM ID OF NN (if the algorithm identifier is less than or @qual to 255) or DECOMPRESSION
EXCEPTION LONG ALGORITHM ID. The device shall, in both cases, set the DECOMPRESSION ALGORITHM
field to the algorithm identifier of the compression algorithm usedyto/process the encountered data. The logifal
pokition shall be on the EOP side of the encountered data, andthe INFORMATION field in the sense data shall
coptain a count of the number of logical blocks contained within the encountered data.

When compressed data is encountered on the medium that the device server is unable to decompress, the
deyice server shall return a CHECK CONDITION status. The sense key shall be set to MEDIUM ERROR gnd
the¢ additional sense code shall be set to CANNOT DECOMPRESS USING DECLARED ALGORITHM.
Undecompressed data may be returned to the,application client as a single variable length logical block with
the ILI bit and INFORMATION fields set aceordingly. The logical position is vendor specific following this
copdition.

The undecompressed data may ¢ohtain more than one logical object. As such, the application client shojld

issue a READ POSTION command following this condition to re-establish positioning.

The cOMPRESSION ALGORIFHM field specifies the currently selected compression algorithm. The default vajue
of the COMPRESSION ALGORITHM field shall specify the default compression algorithm for the device. The figld
specifies the compression algorithm the device shall use to process data sent to it by the application clignt
when the DCE bit.is set to one. If the application client selects an algorithm that the device does not support,
thgn the device shall return a CHECK CONDITION status. The sense key shall be set to ILLEGAL REQUEST
anfl the additional sense code shall be set to INVALID FIELD IN PARAMETER LIST. Algorithm identifiers gre
shpwn intable 98. The SELECT DATA COMPRESSION ALGORITHM field in the Device Configuration mode pdge
shall be ignored if a Data Compression mode page with the DCE bit set to one is also received by the devicg in
thg samme MODE SELECT command.

For the MODE SELECT command, the DECOMPRESSION ALGORITHM field specifies the decompression
algorithm selected by the application client for use in subsequent decompression of data encountered on the
medium. For devices capable of the automatic recognition of the compression algorithm used to process data
encountered on the medium, the decompression algorithm selected by the application client may be ignored,
or overridden by the logical unit for a subsequent read operation if the selected value does not match the
compression algorithm that was used to process the data encountered on the medium.

For the MODE SENSE command, the DECOMPRESSION ALGORITHM field reflects the algorithm selected by the
application client. For some devices, the DECOMPRESSION ALGORITHM Value returned in response to a MODE
SENSE command may change dynamically to match the compression algorithm, detected by the device, that
was used to process the data most recently encountered on the medium, during a read operation. A value of
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zero specifies the data encountered on the medium during the most recent read operation was uncom-
pressed. Compression algorithm identifiers are shown in table 98.

Table 98 — Compression algorithm identifiers

Algorithm identifier Description
00h No algorithm selected (i.e., identifies uncompressed data).
01h Set with MODE SELECT to select the default algorithm. MODE SENSE shall
return tne actual COImpression algoritnim that Was selecled.
02h Reserved.
03h IBM ALDC? data compression algorithm with 512 byte buffer.
04h IBM ALDC? data compression algorithm with 1 024 byte buffer.
05h IBM ALDC? data compression algorithm with 2 048 byte buffer.
06h - OFh Reserved.
10h IBM IDRCP data compaction algorithm.
11h - 1Fh Reserved.
20h DCLZC data compression algorithm.
21h - FEh Reserved.
FFh Unregistered algorithm.
100h - FFFFFFFFQ Reserved.

a) |Adaptive Lossless Data Compression (see ISO/IEC 15200:1996).
b) [mproved Data Recording Capability
c¢) [Data Compression according to Lempel and Ziv(see ISO/IEC 11558:1992).
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8.3.3 Device Configuration mode page

The Device Configuration mode page (see table 99) is used to specify the appropriate sequential-access
device configuration.

Table 99 — Device Configuration mode page

Bthe I 7 6 5 4 3 2 1 0
0 PS SPF(0) PAGE CODE (10h)
1 PAGE LENGTH (OEh)
2 Rsvd Obsolete CAF ACTIVE FORMAT
3 ACTIVE PARTITION
4 WRITE OBJECT BUFFER FULL RATIO
g READ OBJECT BUFFER EMPTY RATIO
6 (MSB)
WRITE DELAY TIME
1 (LSB
8 OBR LOIS Obsolete ‘ AVC ‘ SOGF ‘ ROBO ‘ REW
9 Obsolete
19 EOD DEFINED ‘ EEG ‘ SEW! SwWp ‘ BAML ‘ BAM
1 (MSB)
1p OBJECT BUFFER SIZE'AT EARLY WARNING
18 (LSB
14 SELECT DATA\COMPRESSION ALGORITHM
15 WTRE OIR REWIND ON RESET ASOCWP PERSWP ‘ PRMWP

See SPC-4 for a description of the Ps bitySPF bit, PAGE CODE field, and PAGE LENGTH field.

NOTE 37 - The change active partition (CAP) bit (byte 2, bit 6 in the Device Configuration mode page) has
been obsoleted. To change agtive partitions refer to the LOCATE command.

A ¢hange active format (CAR).bit of one specifies the active format is to be changed to the value specified in
thg ACTIVE FORMAT field. A CAF bit of zero specifies no active format change is specified. For some devicgs,
thg format may only be_ehanged when the logical unit is at beginning-of-partition.

The ACTIVE FORMAT field specifies the recording format that is in use for the selected density code wHen
regding or writing data on a logical unit. The value of the ACTIVE FORMAT field is vendor specific.

The ACTIVE' PARTITION field specifies the current logical partition number in use on the volume. This shall b
nop-ehangeable field.

3%
QD

The WRITE OBJECT BUFFER FULL RATIO field, on WRITE commands, specifies to the device server how full the
object buffer shall be before writing data to the medium. A value of zero specifies the value is not specified.

The READ OBJECT BUFFER EMPTY RATIO field, on READ commands, specifies to the device server how empty
the object buffer shall be before retrieving additional data from the medium. A value of zero specifies the value
is not specified.

The WRITE DELAY TIME field specifies the maximum time, in 100 ms increments, that the device server should
wait before any buffered data that is to be written, is forced to the medium after the last buffered WRITE
command that did not cause the object buffer to exceed the write object buffer full ratio. A value of zero
specifies the device server shall never force buffered data to the medium under these conditions.
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An object buffer recovery (0BR) bit of one specifies the logical unit supports object buffer recovery using the
RECOVER BUFFERED DATA command. An OBR bit of zero specifies the logical unit does not support object
buffer recovery. Most device servers consider this bit to be not changeable.

A logical object identifiers supported (LoIS) bit of zero specifies logical object identifiers are not supported in
the format written on the medium. A LoIS bit of one specifies the format on the medium has recorded infor-
mation about the logical object identifiers relative to a partition. Most device servers consider this bit to be not
changeable.

Thle automatic velocity control (AvC) bit of one, specifies the device shall select the speed (if the devjce
supports more than one speed) based on the data transfer rate that should optimize streaming activity-dnd
mipimize medium repositioning. An AvC bit of zero specifies the speed chosen shall be defined bythe SPHED
field in the mode parameter header.

A stop on consecutive filemarks (socF) field of 00b specifies the device server shall pre-read’data from the
megdium to the limits of the object buffer capacity without regard for filemarks. Values '01b, 10b, and 11b
spgcify that the device server shall terminate the pre-read operation if one, two, or threé,consecutive filemafks
are detected, respectively.

A rlecover object buffer order (ROBO) bit of one specifies logical blocks shall be\returned from the object buffer
of the logical unit on a RECOVER BUFFERED DATA command in LIFO order (last-in-first-out) from that they
wegre written to the object buffer. A RBO bit of zero specifies logicalblocks shall be returned in FIFO
(firpt-in-first-out) order.

A report early-warning (REW) bit of zero specifies the device server.shall not report the early-warning conditjon
forlread operations and it shall report early-warning at or before any medium-defined early-warning positjon
dufing write operations. Application clients should set the REW bit to zero.

A REW bit of one specifies the device server shall return: CHECK CONDITION status with the additional sense
cofle set to END-OF-PARTITION/MEDIUM DETECTED, and the EOM bit set to one in the sense data wten
thg early-warning position is encountered during ¥eéad and write operations. If the REw bit is one and the SEw
bit|is zero, the device server shall return CHECK CONDITION status with the sense key set to VOLUME
OVERFLOW when early-warning is encountered during write operations.

NOTE 38 - A REW bit of one is intended for compatibility with application clients using legacy formats that
require an early-warning indication, during read operations.

The EOD DEFINED field specifies-the format type that the logical unit shall use to detect and generate the HobD
ar¢a. The values for the EQDBEFINED field are specified in table 100.

=

Table 100 — EoD DEFINED field

Code Description

000b Logical unit's default EOD definition
001b Format-defined erased area of medium

010b As specified in the socr field

011b EOD recognition and generation is not supported
100b - 111b | Reserved

An enable EOD generation (EEG) bit set to one specifies the logical unit shall generate the appropriate EOD
area, as determined by the EoD field. A value of zero specifies EOD generation is disabled.

NOTE 39 - Some logical units may not generate EOD at the completion of any write-type operation.

A synchronize at early-warning (SEw) bit set to one specifies the logical unit shall cause any buffered logical
objects to be transferred to the medium prior to returning status when positioned between early-warning and
EOP. A sew bit of zero specifies the logical unit may retain unwritten buffered logical objects in the object
buffer when positioned between early-warning and EOP (see 5.6, 5.7, 6.8, and 6.9).
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A software write protection (Swp) bit set to one specifies the device server shall perform a synchronize
operation then enter the write-protected state (see 4.2.14 and 4.2.14.3). When the swp bit is set to one, all
commands requiring eventual writes to the medium shall return CHECK CONDITION status. The sense key
shall be set to DATA PROTECT and the additional sense code should be set to LOGICAL UNIT SOFTWARE
WRITE PROTECTED (see 4.2.14.2). A swp bit set to zero specifies the device server may inhibit writing to
the medium, dependent on other write inhibits.

A block address mode lock (BAML) bit of zero specifies the selection of the block address mode shall be deter-
mined based on the first block address mode unique command that is received after a successful load
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Thle SELECT DATA COMPRESSION ALGORITHM field set to 00h.specifies the logical unit shall not usx a
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eration or a successful completion of a command that positions the medium to BOP. A BAML bit of, g
bcifies the selection of the block address mode shall be determined based on the setting of the Bam bit.-§
.17 for a description of block address mode selection.

e block address mode (BAM) bit is valid only if the BAML bit is set to one. If the BAML bit is sett0 zero, the g
shall be ignored. If the BAML bit is set to one and the BAM bit is set to zero, the logical-unit shall oper
ng implicit address mode. If the BAML bit is set to one and the BAM bit is set to oneg4the logical unit sh
brate using explicit address mode. See 4.2.17 for a description of block address mode‘selection.

P OBJECT BUFFER SIZE AT EARLY WARNING field specifies the value, in bytes, that'the logical unit shall redy
logical object buffer size to when writing in a position between its early-warning and end-of-partition
ue of zero specifies the implementation of this function is vendor specifie:

NOTE 40 - The intent is to prevent the loss of data by limiting the size\of the object buffer when near the
end-of-partition.

data to be written shall be compressed using the logical unit's default compression algorithm. Values (
ough 7Fh are reserved. Values 80h through FFh<are vendor specific. The SELECT DATA COMPRESS]
GORITHM field shall be ignored if a Data Compression mode page with the DCE bit set to one is received
device in the same MODE SELECT commandk

NOTE 41 - New implementations use the'Data Compression mode page (see 8.3.2) for specifying data
compression behavior.

¢ WORM Tamper Read Enable: (WTRE) field specifies how the device server responds to detection
mpromised integrity of a WORM volume when processing a locate, read, read reverse, space, or ve
bration. The WTRE field shallhave no effect on the processing of a locate, read, read reverse, space,
ify operation when the device contains a non-WORM volume. The values for the wWTRE field are specifieq
le 101.

Table 101 — wtRE field

Code™{ Description

00b | The device server shall respond in a vendor specific manner.

01b | Detection of compromised integrity on a WORM volume shall not affect process-
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10b | The device server shall return CHECK CONDITION status. The sense key shall
be set to MEDIUM ERROR and the additional sense code shall be set to WORM
MEDIUM - INTEGRITY CHECK. The position of the medium may have changed.

11b | Reserved. The device server shall return CHECK CONDITION status for a MODE
SELECT command with the WTRE field set to 11b. The sense key shall be set to
ILLEGAL REQUEST and the additional sense code shall be set to INVALID
FIELD IN PARAMETER LIST.

An application client should set the wTRE field to 01b only for the recovery of data from a WORM volume

wh

ere the integrity of the stored data has been compromised.
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If the only if reserved (OIR) bit is set to one, the device server shall process a command only if a reservation
(see SPC-2) or persistent reservation (see SPC-4) exists that allows access via the |_T nexus from which the
command was received. If the OIR bit is set to one and a command is received from an |_T nexus for which no
reservation exists, the device server shall not process the command. If the OIR bit is set to one and a
command is received from an |_T nexus for a logical unit upon which no reservation or persistent reservation
exists, the device server shall terminate the command with CHECK CONDITION status. The sense key shall
be set to ILLEGAL REQUEST and the additional sense code shall be set to NOT RESERVED. Commands
that shall not be affected by the OIR bit set to one are defined as Allowed in the presence of persistent reser-
vations in table 14 or SPC-4, or are defined in SPC-2 as Allowed in the presence of reservations. Commands
thdt shall be affected by the OIR bit set to one are defined as Conflictin the presence of persistent reservafigns
in table 14 or SPC-4, except for the RESERVE, RELEASE, PERSISTENT RESERVATION_IN anhd
PHRSISTENT RESERVATION OUT commands, or are defined in SPC-2 as Conflict in the presence, of reger-
vations. An OIR bit set to zero specifies the device server shall process commands as specified in-table 14 or
SHC-4.

The REWIND ON RESET field is specified in table 102. The REWIND ON RESET field, if implemented, shall |be
pefsistent across logical unit resets.

Table 102 — REWIND ON RESET field

Code | Description

00b | Vendor specific

01b | The logical unit shall position to the beginning of the default data partition (BOP 0)
on logical unit reset.

10b | The logical unit shall maintain its position anrogical unit reset.
11b | Reserved

An| associated write protection (ASOCWP) bit set to_ehe specifies the logical unit shall inhibit all writing to the
megdium after performing a synchronize operation(see 4.2.14 and 4.2.14.4). When the ASOCWP bit is sef to
ong, the currently mounted volume is logically. write protected until the volume is demounted (see 4.2.14 gnd
4.2.14.4). When the Asocwp bit is set to one; all commands requiring eventual writes to the medium shall
return CHECK CONDITION status. The sense key shall be set to DATA PROTECT and the additional sernse
cofle should be set to ASSOCIATED"'WRITE PROTECT (see 4.2.14.2). An ASOCWP bit set to zero specifjes
thg currently mounted volume is not write protected by the associated write protection. The Asocwr bit shall
be|set to zero by the device server,when the volume is demounted. This change of state shall not cause a ynit
attention condition. If the application client sets the Asocwp bit to one while no volume is mounted, the devjce
sefver shall terminate the MODE SELECT command with CHECK CONDITION status. The sense key shall
be[set to NOT READY and the additional sense code shall be set to MEDIUM NOT PRESENT. If the Devjce
Canfiguration mode page is savable, the Asocwp bit shall be saved as zero, regardless of the current setting.

A persistent write~protection (PERSWP) bit set to one specifies the currently mounted volume is logically wfite
protected (see(4.2.14 and 4.2.14.5). When the PERSWP bit is set to one, all commands requiring eventpal
writes to the.medium shall return CHECK CONDITION status. The sense key shall be set to DATA PROTELCT
bit

mounted W|th persistent write protectlon d|sabled The PERSWP b|t shall be set to one by the deV|ce server
when a volume is mounted with persistent write protection enabled. These changes of state shall not cause a
unit attention condition. If the application client sets the PERSWP bit to one while no volume is mounted, the
device server shall terminate the MODE SELECT command with CHECK CONDITION status. The sense key
shall be set to NOT READY and the additional sense code shall be set to MEDIUM NOT PRESENT. If the
application client sets the PERSWP bit to one when the logical position is not at BOP 0, the device server shall
return CHECK CONDITION status. The sense key shall be set to ILLEGAL REQUEST and the additional
sense code shall be set to POSITION PAST BEGINNING OF MEDIUM. If the Device Configuration mode
page is savable, the PERSWP bit shall be saved as zero, regardless of the current setting.

A permanent write protection (PRMWP) bit set to one specifies the currently mounted volume is logically write
protected (see 4.2.14 and 4.2.14.6). When the PRMWP bit is set to one, all commands requiring eventual writes
to the medium shall return CHECK CONDITION status. The sense key shall be set to DATA PROTECT and
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the additional sense code should be set to PERMANENT WRITE PROTECT (see 4.2.14.2). A PRMWP bit set
to zero specifies the currently mounted volume is not write protected by the permanent write protection. The
PRMWP bit shall be set to zero by the device server when the volume is demounted or when a volume is
mounted with permanent write protection disabled. The PRMwWP bit shall be set to one by the device server
when a volume is mounted with permanent write protection enabled. These changes of state shall not cause a
unit attention condition. If the application client sets the PRMwP bit to one while no volume is mounted, the
device server shall terminate the MODE SELECT command with CHECK CONDITION status. The sense key
shall be set to NOT READY and the additional sense code shall be set to MEDIUM NOT PRESENT. If the
application client sets the PRMWP bit to one when the logical position is not at BOP 0, the device server shall
refurn CHECK CONDITION status. The sense key shall be set to [LLEGAL REQUEST and the additiohal
senhse code shall be set to POSITION PAST BEGINNING OF MEDIUM. If the application client attemptq to
ch@inge the PRMWP bit from one to zero, the device server shall terminate the MODE SELECT command with
CHECK CONDITION status. The sense key shall be set to DATA PROTECT and the additionalsense cqde
shall be set to PERMANENT WRITE PROTECT. If the Device Configuration mode pageis.Savable, the
PRMWP bit shall be saved as zero, regardless of the current setting.

8.3.4 Medium Partition mode page

The Medium Partition mode page (see table 103) is used to specify the group of‘volume partitions. Fieldg in
thg Medium Partition mode page indicating the current state of the partitions_forthe volume shall be chanded
by[the device server to the current volume state on a not ready to ready- transition when the volume state
chhnges from demounted to mounted. The physical placement and“order of volume partitions are pot
specified by this standard.

NOTE 42 - Since defining partitions may require reformatting-the’volume for some implementations, an
implicit write to the medium may occur as a result of a MODE-SELECT command that supplies these param-

eters.
Table 103 — Medium\Partition mode page
By:é” 7 6 5 4 3 2 1 0
G PS sPF(0) PAGE CODE (11h)
1 PAGE LENGTH
2 MAXIMUM ADDITIONAL PARTITIONS
3 ADDITIONAL PARTITIONS DEFINED
4 FDP SDP IDP PSUM POFM CLEAR ADDF
5 MEDIUM FORMAT RECOGNITION
6 Reserved PARTITION UNITS
1 Reserved
Partition size descriptor(s)
8 (MSB)
; PARTITION SIZE Lsa
n-1 (MSB)
. PARTITION SIZE W

See SPC-4 for a description of the pPs bit, SPF bit, PAGE CODE field, and PAGE LENGTH field.

The MAXIMUM ADDITIONAL PARTITIONS field is a logical unit-defined value indicating the maximum number of
additional partitions supported by the logical unit. A value of zero returned by the MODE SENSE command
specifies no additional partitions are present or allowed.

The ADDITIONAL PARTITIONS DEFINED field specifies the number of additional partitions to be defined for a
volume when the sDP or IDP bit is set to one. The maximum value allowed is the value returned in the MAXIMUM
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ADDITIONAL PARTITIONS field. The ADDITIONAL PARTITIONS DEFINED value returned by the MODE SENSE
command shall report one less than the number of partitions on the media when the logical unit is ready. If the
unit is not ready, the ADDITIONAL PARTITIONS DEFINED field is undefined.

A fixed data partitions (FDP) bit of one specifies the logical unit shall partition the volume based on its fixed
definition of partitions. Setting this bit to one when POFM is set to zero may only be valid at
beginning-of-partition and is mutually exclusive with the sbp and IDP bits. The partition size descriptors are
ignored by the MODE SELECT command when the FDP bit is set to one. The logical unit may assign any
number of partitions from 1 to (MAXIMUM ADDITIONAL PARTITIONS + 1).

It is recommended that the partition size descriptors be present in MODE SENSE data regardless ofthe
seftings of the FDP, sDP or IDP fields to give an estimate of the size of each patrtition.

A select data partitions (SbP) bit of one specifies the logical unit shall partition the volume inte the numbey of
paftitions as specified by the ADDITIONAL PARTITIONS DEFINED field (n) using partition sizes defined by the
deyice. The logical unit shall partition the volume into n+1 partitions numbered 0 through h. Setting this bif to
ong when POFM is set to zero may only be valid at beginning-of-partition and it is muttally exclusive with the
FDP and IDP fields. The partition size descriptors are ignored by the MODE SELECT command when the §pp
bitis set to one.

An|initiator-defined partitions (IDP) bit of one specifies the logical unit shall-partition the volume as defined|by
thg ADDITIONAL PARTITIONS DEFINED field and the partition size descriptorsiSetting this bit to one when POFNM is
sef to zero may only be valid at beginning-of-partition and is mutually-exclusive with the Fbp and sbp fields.
The number of non-zero partition size descriptors received in the_.Medium Partition mode page shall be dne
mqre than the ADDITIONAL PARTITIONS DEFINED value. The size of-partition O shall be non-zero.

A Ipgical unit is not required to retain the method used to partition the volume. The device server shall set only
ong of the I1DP, FDP or SDP fields in the MODE SENSE data. If a volume was previously partitioned through a
MODE SELECT command with FDP or SDP set to onhe, a device server may set IDP to one in subsequént
MODE SENSE data since the volume has been initiator partitioned. However, in a MODE SELECT commahd,
thg application client cannot use IDP set to one in‘place of FDP or SDP set to one.

NOTE 43 - Since defining partitions may require reformatting the volume for some implementations, an
implicit write to the medium may occur(as a result of a MODE SELECT command that has any of the fields
FDP, SDP, Or IDP set to one and has(a value of zero in the Porm field."

The partition size unit of measure\(Psum) field defines the units of the partition size descriptors. A logical ynit
is hot required to retain the-partition size unit of measure used to partition the volume. The psum fielq is
defined in table 104.

Table 104 — PSUM field

Code | Description Support
00b | bytes (unit of one) 0]
01b | kilobytes (103 bytes) o
10b | megabytes (10° bytes) O
1b | 1g@ARTTION UNTS) hytes | O

The PARTITION UNITS field defines the size of the partition size descriptors when the psum field is set to 11b. A
value of n in the PARTITION UNITS field shall define the units of the partition size descriptors as 10" bytes. If the
PARTITION UNITS field is supported, all possible values shall be supported. A logical unit is not required to retain
the partition units used to partition the volume. If PSUM is not equal to 11b, the PARTITION UNITS field is
undefined. Some values of the PARTITION UNITS field may result in no legal non-zero partition size descriptors.

A partition on format (POFM) bit of one specifies the MODE SELECT command shall not cause changes to the
partition sizes or user data, either recorded or buffered. If POFM is set to one, actual media partitioning occurs
when the device server receives a subsequent FORMAT MEDIUM command (see 7.1). When the FORMAT
MEDIUM command partitions the media, it shall do so based on the contents of the mode data for the Medium
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Partition mode page. If POFM is set to one, field values specified by a MODE SELECT command for the
Medium Partition mode page shall not be changed by the device server before the media is unloaded or until
a logical unit reset. Some field checking may be performed by the MODE SELECT command. However, there
is no guarantee that any subsequent partitioning during a FORMAT MEDIUM command will complete with no
errors.

A POFM bit of zero specifies the MODE SELECT command shall alter the partition information for the volume if
any of the spbp, FDP, or IDP bits are set to one.

A CLEAR Dbit of zero and an ADDP Dbit of zero specifies the logical unit may logically erase any or all partitid
when one of the IDP, FDP, or SDP fields are set to one by a MODE SELECT command.
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ergse any existing partitions, even if the size of the partition is changed. If the MODE'SELECT comm
paftition size descriptor and the current partition size differ, the logical unit shall truncate or extend
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LEAR bit of one and an ADDP bit of zero specifies the logical unit shall logically erase every partitior if ong
IDP, FDP, or SDP fields is set to one. No formatting of the volume is implied.

ns

of

tition, whichever is appropriate. If the MODE SELECT command partition/size is zero and the curr
tition size is non-zero, the partition shall be logically removed from the volume, resulting in the loss of

change in the partition size shall result. If the logical unit is unable to\perform the operation or if such
bration would cause loss of valid data in any partition that exists bothybefore and after the MODE SELE
FORMAT MEDIUM command, the device server shall return CHECK CONDITION status. The sense K
il be set to ILLEGAL REQUEST with the addition sense code'set to PARAMETER VALUE INVALID. If
DP bit is set to one and either ADDP is not supported or the FDP field is set to one the device server sh

nse code shall be set to INVALID FIELD IN PARAMETER LIST. If both the ADDP and sDP fields are se
b, the logical unit shall add or remove partitions sugh that the resulting partition count on the volumsg
Lal to the ADDITIONAL PARTITIONS DEFINED value plus one.

oth the ADDP and CLEAR fields are set to one, the logical unit shall logically erase all partitions that diffe
e from the corresponding partition size descriptor in the MODE SELECT data. Partitions with the same s
the MODE SELECT data size shall.retain all existing data. If the logical unit is incapable of supporting
hnges requested without loss of data) the device server shall return CHECK CONDITION status. The ser
shall be set to ILLEGAL REQUEST and the additional sense code shall be set to PARAMETER VAL
VALID. If setting both ADDP-and CLEAR to one is not supported, the sense key shall be set to ILLEG
QUEST and the additional sense code shall be set to INVALID FIELD IN PARAMETER LIST.

MODE SELECT conmimand partition size descriptor has the equivalent (same) size as the current partit
e if:

a) the modé select PARTITION SIZE, PSUM, and PARTITION UNITS fields are exactly the same as thg
returned by MODE SENSE command,;

b) the-mode select PARTITION SIZE field value is within plus or minus one of the current size when
current size is converted to the units of the mode select PSUM or PARTITION UNITS field; or

€)) the mode select PARTITION SIzE is FFFFh and the current size would return FFFFh if expressed in

additional partitions (ADDP) bit of one and a CLEAR bit of zero specifies the logical unit Shall not Iogic%‘lly
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a in that partition. If the MODE SELECT command patrtition size is equivalent to the current partition sige,
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units of the mode select PSUM oOr PARTITION UNITS Tield.

The MEDIUM FORMAT RECOGNITION field specifies the logical unit's capability to automatically identify the
volume format and volume partition information when reading a volume. The value in this field may be
different following a volume change. The MEDIUM FORMAT RECOGNITION field values are shown in table 105.

Table 105 — MEDIUM FORMAT RECOGNITION field

Code Description

00h Logical unit is incapable of format or partition recognition.

01h Logical unit is capable of format recognition.

02h Logical unit is capable of partition recognition.
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Table 105 — MEDIUM FORMAT RECOGNITION field

Code Description

03h Logical unit is capable of format and partition recognition.
04h - FFh | Reserved

(E)

If a logical unit specifies it is not capable of volume format recognition, the application client should supply all
necessary parameters for the device to identify the specific format.
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.3.5 Read-Write Error Recovery mode page

RTITION SIZE fields within the partition size descriptor list define the approximate size of the respective pg
ns in the units specified in the PSUM and PARTITION UNITS fields. Partitions are numbered by their.relat
Sition in the partition size descriptor list, starting at 0. Only partition numbers in the range of 040 nwher
ess than or equal to 63 may have size descriptors in this mode page. Partition n, if present, shall
scribed by the partition size descriptor at mode page offsets 8+(2«n) and 9+(2.n). Partition“0 shall be
ault partition. Partition size descriptor 0, shall contain the size of the default partition. The size of partitio

Scriptors. A logical unit may support more partition size descriptors than supported by the volume.
tition size descriptors representing a partition number greater than the maximidm additional partition co
bll be 0. The partition size descriptors are undefined if the logical unit\is' nhot ready. A MODE SELE
mmand partition size descriptor of FFFFh requests that the logical unijt‘allecate all remaining partition sp§g
fhat partition. A MODE SENSE command shall return a partition size descriptor of FFFFh if the partit
e, in units of PSUM or PARTITION UNITS, is greater than or equal t6 FFFFh. If insufficient space exists on

ume for the requested partition sizes or if multiple partition size' descriptors are set to FFFFh, the dev
ver shall return CHECK CONDITION status. The sense key'shall be set to ILLEGAL REQUEST and

Hitional sense code shall be set to INVALID FIELD IN RARAMETER LIST. A device server may round,
scribed by the MODE SELECT command in SPC-4, any, partition size to the nearest valid partition size.

dium Partition mode page equal at least the number of maximum additional partitions + 1. This provide
chanism for the device server to disclose the current partition sizes.

e Read-Write Error Recovery mode page (see table 106) specifies the error recovery and reporting parg
rs that the device server shallhuse when transferring data between the device and the medium. Thq
ameters do not affect protoeal-level recovery procedures or positioning error recovery procedures.

Table 106 — Read-Write Error Recovery mode page

rti-
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Il be greater than 0. Up to 64 partitions may be defined using this mode page. Partitions not assigned shall
hayve a partition size descriptor of 0. The logical unit may support more partitions than partition s

ze
All
Int
CT
ce
on
he
ce
he
as

5 recommended, but not required, that the number of partition size descriptors available through the
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it 7 6 5 4 3 2 1 0

RS SPF(0) PAGE CODE (01h)

PAGE LENGTH (0Ah)

Reserved ‘ TB Rsvd ‘ EER ‘ PER ‘ DTE DCR

READ RETRY COUNT

Reserved

Reserved

Reserved

WRITE RETRY COUNT

3
4
5
6 Reserved
7
8
9

Reserved

10 Reserved

11 Reserved
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NOTE 44 - The parameters in the Read-Write Error Recovery mode page also apply to verify operations.

See SPC-4 for a description of the Ps bit, SPF bit, PAGE CODE field, and PAGE LENGTH field.

A transfer block (TB) bit of one specifies the device server shall use its best effort to transfer a logical block
that cannot be read successfully within the specified read recovery limits to the application client before
CHECK CONDITION status is returned. A TB bit of zero specifies an unrecoverable logical block shall not be
transferred to the application client. Logical blocks that are recoverable within the recovery limits are always
transferred, regardless of the value of the TB bit.
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A post error (PER) bit of one specifies the device server shall return CHECK CONDITION status to rep

req
lim

A dlisable transfer on error (DTE) bit of one specifies the device server shall terminiate the data transfer aftg

reg

terminating the read or write operation. A DTE bit of zero specifies the, device server shall not terminate
trapsfer for errors recovered within the limits established by the read-wtrite error recovery parameters.

orithm (e.g., attempt error correction prior to retries). An EER bit of zero specifies the logical unitshall |
most deliberate error recovery algorithm, within the limits established by the other error recovery parg
rs (e.g., attempt to recover the logical block error-free prior to using error correction).

overed errors. A PER bit of zero specifies the device server shall not report errors, recovered within
its established by the error recovery parameters. If this bit is zero, the DTE bit shall also be set to zero.

overed read or write error occurs. All data from the recovered logical-block shall be transferred priof

enable early recovery (EER) bit of one specifies the logical unit shall use the most expedient error recovery

se
m-

ort
he

ra
to
he

A dlisable correction (DCR) bit of one specifies the logical unit shall not use error correction codes during efror

reg

Th
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overy. A DCR bit of zero allows the use of error correction codes for error recovery.

P READ RETRY COUNT field specifies the number of times that the logical unit should attempt its recov
orithm during a read operation before an unrecoverable error is reported. A READ RETRY COUNT of z¢
peifies the logical unit shall not use its recovery algorithm during read operations.

E WRITE RETRY COUNT field specifies the number of times that the logical unit should attempt its recov
orithm during a write operation before an-unrecoverable error is reported. A WRITE RETRY COUNT of z
beifies the logical unit shall not use its fecovery algorithm during write operations.
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8.3.6 Informational Exceptions Control mode page

In addition to support for all device types (see SPC-4), the Informational Exceptions Control mode page (see
table 107) specifies the parameters for the control of TapeAlert specific informational exception conditions for

as

equential-access device.

Table 107 — Informational Exceptions Control mode page

Bit
By 7 6 5 4 3 2 1 0

q PS SPF (0) PAGE CODE (1Ch)

1 PAGE LENGTH (0Ah)

2 PERF Rsvd EBF EWASC DEXCPT TEST Rsvd LOGERR

3 Reserved MRIE

4 (MSB)

5

; INTERVAL TIMER

1 (LSB

8 (MSB)

9

» REPORT COUNT/TEST FLAG/NUMBER

11 (LSB
See SPC-4 for a description of the ps bit, SPF bit, PAGE.CODE field, PAGE LENGTH field, PERF bit, EBF bit, EwASC

bit
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a non-zero value. In respanse to a MODE SENSE command reporting parameters from the Informatio

EXx
an

CHECK CONDITION status, set the sense key set to ILLEGAL REQUEST, and set the additional sense cd

se

LOGERR bit, and INTERVAL TIMER field.

C-4 defines the effect of setting the TEST bit to one if the REPORT COUNT/TEST FLAG NUMBER field is sef
0. In response to a MODE SENSE command reporting parameters from the Informational Exceptid
ntrol mode page, the device server.shall set the value of the TEST bit to zero. The device server shall
br the value of any TapeAlert flags.in response to an application client setting the TEST bit to one and
PORT COUNT/TEST FLAG NUMBER\field to zero.

ble 108 defines the effectof setting the TEST bit to one if the REPORT COUNT/TEST FLAG NUMBER field is se

ceptions Control mode, page, the device server shall set the value of the TEST bit to zero. If both the TEST]
d the DEXCEPT bit-are set to one, the device server shall terminate the MODE SELECT command W

to INVALID-FIELD IN PARAMETER LIST.

Table 108 — TEST bit and TEST FLAG NUMBER field

ns
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TEST FLAG | Description

NUMBER

1to 64 Activate the TapeAlert flag specified by the TEST FLAG NUMBER field. Report the
informational exception condition for the TapeAlert flag with an additional sense
code of FAILURE PREDICTION THRESHOLD EXCEEDED (FALSE) and
based on the DEXCPT, MRIE, INTERVAL TIMER, and REPORT COUNT values.

-1to -64 | Deactivate the TapeAlert flag specified by the absolute value of the TEST FLAG
NUMBER field. Deactivating the flag in this way is equivalent to performing the
specified corrective action for that flag.
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Table 108 — TEST bit and TEST FLAG NUMBER field

TEST FLAG | Description
NUMBER

32767 Activate all supported TapeAlert flags. Report the informational exception condi-
tion for the TapeAlert flag with an additional sense code of FAILURE PREDIC-
TION THRESHOLD EXCEEDED (FALSE) based on the DEXCPT, MRIE, INTERVAL
TIMER, and REPORT COUNT values.

all others | Return CHECK CONDITION status. Set the sense key to ILLEGAL REQUEST
and the additional sense code to INVALID FIELD IN PARAMETER LIST.

SHC-4 specifies the effect of setting the TEST bit to zero.

Sele SPC-4 for a description of the DEXCPT bit. A device server shall not report non-TapeAlert informatiopal
exgeptions with an additional sense code of FAILURE PREDICTION THRESHOLD EXCEEDED if the DEX¢PT
bitfis set to zero and the TASER bit in the Device Configuration Extension mode page is{set to zero (see 8.318).

See SPC-4 for a description of the MRIE field. For MRIE modes 02h to 06h, an.additional sense code| of
FAILURE PREDICTION THRESHOLD EXCEEDED specifies a TapeAlert event*has occurred on the devite.
Detailed information about the event is stored in the TapeAlert log page. If-multiple TapeAlert flags are actjve
simultaneously, the device server shall report a single informational excepiien condition.

NOTE 45 - The value of the MRIE field does not affect parameters inithe TapeAlert log page or the TapeAlert
Response log page.

The REPORT COUNT/TEST FLAG NUMBER field has a dual purpose:

a) SPC-4 specifies the operation of the REPORT.COUNT/TEST FLAG NUMBER field if the TEST bit is sef to
zero. When reporting an informational exegption condition associated with TapeAlert flags, ugon
activation of a TapeAlert flag the device:server shall report to the application client the informatiopal
exception condition the number of times indicated by the value of the REPORT COUNT/TEST FUAG
NUMBER field; and

b) if the TEST bit is set to one, thealue of the REPORT COUNT/TEST FLAG NUMBER field represents the
TEST FLAG NUMBER. In response to a MODE SENSE command reporting parameters from the Informa-
tional Exceptions Control mode page, the device server shall set the value of the REPORT COUNT/TEST
FLAG NUMBER field to zero.*Table 108 specifies valid values for the TEST FLAG NUMBER field. Negatjve
numbers shall be represented using the 2's complement notation and shall be sign extended tp 4
bytes.

8.3.7 Medium Confijguration mode page

The Medium Configuration mode page (see table 109) specifies any special considerations the device seryer
shall use when(processing commands that access the medium.

Table 109 — Medium Configuration mode page

Rit
Byte 4 §] |5} 4 3 2 1 0

0 PS sPF(0) PAGE CODE (1Dh)

1 PAGE LENGTH (1Eh)

2 Reserved WORMM

3 Reserved

4 WORM MODE LABEL RESTRICTIONS

5 WORM MODE FILEMARK RESTRICTIONS

6

- Reserved
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See SPC-4 for a description of the Ps bit, SPF bit, PAGE CODE field, and PAGE LENGTH field.

The WORM mode (WoORMM) bit shall be set to one when the device server is operating in WORM mode (see
4.2.21.3). The worMM bit shall be set to zero when the device server is not operating in WORM mode. If a
MODE SELECT command is processed that attempts to change to setting of the worMM bit, the device server
shall return CHECK CONDITION status. The sense key shall be set to ILLEGAL REQUEST and the
additional sense code shall be set to INVALID FIELD IN PARAMETER LIST.

The WORM MODE LABEL RESTRICTIONS field specifies the restrictions against overwriting format labels when
opgrating in WORM mode (see table 110). A series of filemarks with no interleaved logical blocks immediately
preéceding EOD is treated as a filemark sequence and is controlled by the WORM MODE FILEMARKS RESTRIC-
TIQNS field.

Table 110 — WORM MODE LABEL RESTRICTIONS field

Code Description
00h The device server shall not allow any logical blocks to be overwritten.
01h The device server shall not allow some types of format labels/to be overwritten.
02h The device server shall allow all format labels to be overwritten.
03h - FFh | Reserved

Thle WORM MODE FILEMARKS RESTRICTIONS field specifies the restrictions against overwriting a serieq of
filgmarks immediately preceding EOD when operating in WORM mode (see table 111). The WORM MQDE
FILEMARKS RESTRICTIONS field controls only the overwriting of.a‘series of filemarks with no interleaved logigcal
blgcks immediately preceding EOD.

Table 111 — WORM MODE FINEMARKS RESTRICTIONS field

Code Description

00h - 01h Reserved

02h The device server-shall allow any number of filemarks immediately preceding
EOD to be overwritten except the filemark closest to BOP.

03h The device server shall allow any number of filemarks immediately preceding
EOD to-be-overwritten.

04h - FFh Reserved

8.3.8 Device Configuration Extension mode page

The Device Configuration Extension mode page (see table 112), a subpage of the Device Configuration mgde
pape (see 8.3'3), provides control of the SCSI features specific to sequential-access devices. If a dev|ce
sefver supports the Device Configuration Extension mode page, the device server shall provide access to the
mqde page using the shared mode page policy (see SPC-4).

Table 112 — Device Configuration Extension mode page

Bit
Byte 7 6 5 4 3 2 1 0
0 PS SPF(1b) PAGE CODE (10h)

SUBPAGE CODE (01h)

(MSB)

PAGE LENGTH (1Ch) (LSB)

Reserved TARPF ‘ TASER TARPC TAPLSD

g | |wWw | (N |k

Reserved SHORT ERASE MODE
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Table 112 — Device Configuration Extension mode page

Bthe it 7 6 5 4 3 2 1 0
6 MSB
. (MSB) PEWS )
8 Reserved VCELBRE
3:L Reserved

See SPC-4 for a description of the Ps bit, SPF bit, PAGE CODE field, and PAGE LENGTH field.
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TapeAlert prevent LOG SENSE deactivation (TAPLSD) bit set to one specifies that the deyice server shall

br the value of implemented TapeAlert FLAG parameters (see 8.2.3) due to processing.of a LOG SEN
mmand with the PAGE CODE field set to 2Eh. A TAPLSD bit set to zero specifies that, aspart of the process
p LOG SENSE command with the PAGE CODE field set to 2Eh, the device server'shall deactivate ev
pported TapeAlert flag.

TapeAlert respect page control (TARPC) bit set to one specifies that the deviee server shall select the type

ameter values for the TapeAlert log page (see 8.2.3) using the value ofthe pc field in a LOG SELECT]

LJG SENSE command (see SPC-4). A TARPC bit set to zero specifies that the device server shall sel

cu

mulative parameter values for the TapeAlert log page regardiess of the value of the pc field in a L(

SHLECT or LOG SENSE command.

An

ong.

application client using the TapeAlert threshold usage ‘medel (see 4.2.18.2.4) should set the TARPC bi

P

TapeAlert Select exception reporting (TASER) bit set'to one specifies that:

a) activation of a TapeAlert flag shall notresult in an informational exception condition (see 8.3.6); an

b) activation or deactivation of a TapeAlert flag may result in the generation of a unit attention condit
with the additional sense code.set to THRESHOLD CONDITION MET depending on the value of
ETC bit in each parameter in the TapeAlert log page.

A TASER bit set to zero specifies\that:

Th

a) activation of a TapeAlert flag shall result in an informational exception condition (see 8.3.6);

b) activation or deactivation of a TapeAlert flag shall not result in the generation of a unit attent
condition with-the additional sense code set to THRESHOLD CONDITION MET; and

c) the devicé.server shall set the ETC bit in each parameter of the TapeAlert log page to zero.
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le devicelserver may provide independent sets of TapeAlert log parameters for each |_T nexus (g

ee

prgcessing of a MODE SELECT command with the TASER bit set to zero results in a change in the value of the

ET

SHC-4). I ;the device server does not support independent sets of TapeAlert log parameters and Ie

C'hit in a TapeAlert log parameter, then the device server shall establish a unit attention condition (dee

SAM-4) for the initiator port associated with every |_T nexus, except the |_T nexus on which the MODE
SELECT command was received, with the additional sense code set to LOG PARAMETERS CHANGED.

A TapeAlert respect parameter fields (TARPF) bit set to one specifies that the device server shall select the
parameters of the TapeAlert log page (see 8.2.3) to report in response to a LOG SENSE command using the
values of the PpC bit and the PARAMETER POINTER field (see SPC-4). A TARPF bit set to zero specifies that the
device server shall report all TapeAlert log page parameters regardless of the values of the pPpcC bit and the
PARAMETER POINTER field.
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The SHORT ERASE MODE field specifies the action to be taken by the device server when an ERASE (16) or
ERASE (6) command with the LONG bit set to zero is processed. The values for the SHORT ERASE MODE field
are specified in table 113. A device server shall support at least one of the specified values.

Table 113 — SHORT ERASE MODE field

Value Description
00h The erase operation shall be performed as specified in SSC-2.
Uln Ime erase opera[ion Sitatttrave o effectom the mediunT.
02h The device server shall record an EOD indication at the specified location on the mediuim,
03h - FFh | Reserved

Th
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no
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4 Vital product data (VPD) parameters

.4.1 VPD parameters overview and page codes

e programmable early warning size (PEWS) field specifies the number of megabytes native. eapacity to U
pstablishing a PEWZ (see 3.1.56). See 4.2.6 for a description of programmable early warning.

ne volume containing encrypted logical blocks requires encryption (VCELBRE) bit is'set to one and the vce
in the Data Encryption Status page is set to one, then the device server shall require that any logical blo
tten to the medium are encrypted (see 4.2.22). If the VCELBRE bit is set to zergi;then the device server dq

use the vCELB bit in the Data Encryption Status page to determine if encryption is required for writ
ical blocks.

s subclause defines the VPD pages used with sequential-access device types. See SPC-4 for VPD pag
bd with all device types. The VPD page codes specific to sequential-access devices are specified in ta
.

Table 114 — Sequential-access device VPD page codes

Page code \/PD page name Reference Support
regquirements

BOh Sequential-access Device Capabilities VPD page 8.4.2 Optional

Blh Manufacturer-assigned Serial Number VPD page 8.4.3 Optional

B2h TapeAlert Supported Flags VPD page 8.4.4 Optional

B3h Automation Device Serial Number VPD page 8.4.5 Optional

B4h —BFh | Reserved for this device type

se
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8.4.2 Sequential-access Device Capabilities VPD page

Table 115 specifies the Sequential-access Device Capabilities VPD page. This page provides the application
client with the means to determine if the features specified in this page are supported by the device server.

Table 115 — Sequential-access Device Capabilities VPD page

Bit

Byte 7 6 5 4 3 2 1 0

0 PERIPHERAL QUALIFIER PERIPHERAL DEVICE TYPE

1 PAGE CODE (BOh)

2 (MSB)

PAGE LENGTH (n-3)

3 (LSB

4 Reserved ‘ WORW

1 Reserved
The PERIPHERAL QUALIFIER field and the PERIPHERAL DEVICE TYPE field are defined in SPC-4.
The PAGE LENGTH field specifies the length of the following VPD page data-1f the allocation length value in the
INQUIRY command descriptor block is too small to transfer all of the VPD page data, the page length shall pot
beladjusted to reflect the truncation.
If the write once read many (WORM) bit is set to one, the deviceserver supports WORM mode operation (§ee

.4.21.3). If the woRM bhit is set to zero, the device server does'not support WORM mode operation.
8.4.3 Manufacturer-assigned Serial Number VPD page
Table 116 specifies the Manufacturer-assigned SeFfial Number VPD page.

Table 116 — Manufacturer-assigned Serial Number VPD page
pit 7 6 5 4 3 2 1 0

Byle

0 PERIPHERAL QUALIFIER PERIPHERAL DEVICE TYPE

1 PAGE CODE (B1h)

2 (MSB)

PAGE LENGTH (n-3)
3 (LSB
4 (MSBY
MANUFACTURER-ASSIGNED SERIAL NUMBER

1 (LSB
See SRC-4 for a description of the PERIPHERAL QUALIFIER field, PERIPHERAL DEVICE TYPE field, and PAGE LENGTH
field-The PAGE coODE field shall be set to the value specified in table 116.

The MANUFACTURER-ASSIGNED SERIAL NUMBER field contains right-aligned ASCII data (see SPC-4) that is the
manufacturer-assigned serial number. If the manufacturer-assigned serial number is not available, the device
server shall return ASCII spaces (20h) in this field. If the manufacturer-assigned serial number differs from the
value in the PRODUCT SERIAL NUMBER field (see SPC-4) the value in the PRODUCT SERIAL NUMBER field shall be
used in building the T10 vendor ID descriptor (see SPC-4).
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Table 117 specifies the TapeAlert Supported Flags VPD page. The TapeAlert Supported Flags VPD page
provides the application client with the means to determine the TapeAlert flags supported by the device

server.
Table 117 — TapeAlert Supported Flags VPD page

By“BE“ 7 6 5 4 3 2 1 0
0 PERIPHERAL QUALIFIER PERIPHERAL DEVICE TYPE
1 PAGE CODE (B2h)
2 (MSB)

PAGE LENGTH (08h)

3 (LSB
4 FLAGO1h FLAGO2h FLAGO3h FLAGO4h FLAGO5h FLAGO6h FLAGO7h FLAGOBh
g FLAGO9h FLAGOAh FLAGOBh FLAGOCh FLAGODh FLAGOEh FLAGOFh FLAG1pPh
6 FLAG1lh FLAG12h FLAG13h FLAG14h FLAG15h FLAG16N FLAG17h FLAG18h
1 FLAG19h FLAG1Ah FLAG1Bh FLAG1Ch FLAG1Dh FLAG1Eh FLAG1Fh FLAG2Dh
s FLAG21h FLAG22h FLAG23h FLAG24h FLAG25h FLAG26h FLAG27h FLAG28h
9 FLAG29h FLAG2Ah FLAG2Bh FLAG2Ch FLAG2Dh FLAG2Eh FLAG2Fh FLAG3pDh
10 FLAG31h FLAG32h FLAG33h FLAG34h FLAG35h FLAG36h FLAG37h FLAG3Bh
11 FLAG39h FLAG3Ah FLAG3Bh FLAG3Ch FLAG3Dh FLAG3Eh FLAG3Fh FLAG4Ph

The PERIPHERAL QUALIFIER field and the PERIPHERAL DEVICE TYPE field are defined in SPC-4.

The PAGE LENGTH field specifies the length of thefollowing VPD page data. If the allocation length value in the
INQUIRY command descriptor block is too small to transfer all of the VPD page data, the page length shall pot
be|adjusted to reflect the truncation.
Ealch FLAGXX bit indicates whether the 'device server supports the corresponding TapeAlert flag or not] A
supported TapeAlert flag has the corresponding FLAGXX bit set to one. A TapeAlert flag that the device seryer
dogs not support has the corresponding FLAGXX bit set to zero.
8.4.5 Automation Device~Serial Number VPD page
Table 118 specifies the*Automation Device Serial Number VPD page.
Table 118 — Automation Device Serial Number VPD page
pit 7 6 5 4 3 2 1 0

Byle

a PERIPHERAI QUAIIFIFR PERIPHEFRAI DEVICE TYPE

1 PAGE CODE (B3h)

2 Reserved

3 PAGE LENGTH (n-3)

4 (MSB)

AUTOMATION DEVICE SERIAL NUMBER
n (LSB)

See SPC-4 for a description of the PERIPHERAL QUALIFIER field, PERIPHERAL DEVICE TYPE field, and PAGE LENGTH

field. The PAGE cODE field shall be set to the value specified in table 118.

The AUTOMATION DEVICE SERIAL NUMBER field contains the automation device serial number contained in the
device entity. If configured, the automation device serial number shall be the product serial number (see
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SPC-4) of the media changer containing the device entity under control of the device server (see 4.2.4). If no
automation device serial number has been configured, then the device server shall return ASCII spaces (20h)
in this field.

8.5 Security protocol parameters

8.5.1 Security protocol overview

Th
SE

8.9

8.9
Vi

Th
(i.6
an
clig
to

co

A
co

prd

Th
req

CURITY PROTOCOL IN and SECURITY PROTOCOL OUT commands (see SPC-4).
.2 SECURITY PROTOCOL IN command specifying Tape Data Encryption security protoeel

.2.1 SECURITY PROTOCOL IN command specifying Tape Data Encryption security-protocol ove
W

e SECURITY PROTOCOL IN command (see SPC-4) specifying Tape Data Encryption security proto
., 20h) requests the device server to return information about the data security_methods in the device en
H on the medium. The command supports a series of pages that are requested individually. An applicat
Nt requests a page by using a SECURITY PROTOCOL IN command with the SECURITY PROTOCOL field
POh (i.e., Tape Data Encryption) (see SPC-4) and the SECURITY PROTOCOL SPECIFIC field set to the p3
e requested.

jevice server that supports the Tape Data Encryption pratocol in the SECURITY PROTOCOL O
mmand shall also support a SECURITY PROTOCOL IN‘command specifying the Tape Data Encrypt
tocol.

2 SECURITY PROTOCOL SPECIFIC field (see table 119) specifies the type of report that the application clien
uesting.

Table 119 —SECURITY PROTOCOL SPECIFIC field

s subclause describes the protocols, pages, and descriptors used by sequential-access devices with Ihe

Col
ity
on
et
ge

[ is

Code Description Support | Reference
0000h Tape Data Encryption In Support page M 8.5.2.2
0001h Tape Data Encryption Out Support page M 8.5.2.3
0002h-000Fh | Reserved
0010h Data Encryption Capabilities page E 8.5.2.4
0011h Supported Key Formats page E 8.5.2.5
00&2h Data Encryption Management Capabilities page E 8.5.2.6
0013h-001Fh | Reserved
0020h Data Encryption Status page E 8.5.2.7
0021h Next Block Encryption Status page E 85.2.8
0022h-002Fh | Reserved
0030h Random Number page (@) 8.5.2.9
0031h Device Server Key Wrapping Public Key page @) 8.5.2.10
0032h-FEFFh | Reserved
FFOOh-FFFFh | Vendor specific
Support key:
M - mandatory for a device server that supports the Tape Data Encryption protocol
E - mandatory for a device server that supports the Set Data Encryption page (see 8.5.3.2)
O - optional for a device server that supports the Tape Data Encryption protocol
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The ALLOCATION LENGTH field specifies the maximum number of bytes that the device server may return (see

SPC-4).

8.5.2.2 Tape Data Encryption In Support page

Table 120 specifies the format of the Tape Data Encryption In Support page.

Table 120 — Tape Data Encryption In Support page

Bit
Byle 7 6 5 4 3 2 0
0 (MSB)
PAGE CODE (0000h)
1 (LSB
2 (MSB)
PAGE LENGTH (n-3)
3 (LSB
Tape Data Encryption In Support page code list
4 (MSB) ) \
Tape Data Encryption In Support page code (first)
5 (LSB
n-l (MSB) )
Tape Data Encryption In Supportpage code (last) (LsB
1

The Tape Data Encryption In Support page code list shall:eontain a list of all of the pages that the dev|ce
sefver supports for the SECURITY PROTOCOL IN command specifying the Tape Data Encryption secufity

=

p

gtocol in ascending order beginning with page code 0000h.

8.5.2.3 Tape Data Encryption Out Support page

Table 121 specifies the format of the Tape.Data Encryption Out Support page.

Table 121 ‘= Tape Data Encryption Out Support page

Bit
Byle 7 6 5 4 3 2 0
0 (MSB)
PAGE CODE (0001h)
1 (LSB
2 (MSB)
PAGE LENGTH (n-3)
3 (LSB
Tape Data Encryption Out Support page code list
(MSB) . .
Tape Data Encryption Qut Support page code (first)
5 (LSB)
n-1 (MSB) )
Tape Data Encryption Out Support page code (last)
n (LSB)

The Tape Data Encryption Out Support page code list shall contain a list of all of the pages that the device
server supports for the SECURITY PROTOCOL OUT command specifying the Tape Data Encryption security
protocol in ascending order.
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8.5.2.4 Data Encryption Capabilities page

Table 122 specifies the format of the Data Encryption Capabilities page. The Data Encryption Capabilities
page reports information on the set of logical block encryption algorithms supported by this device server. If
external data encryption control is supported, then the set of logical block encryption algorithms reported by
the device server may not include all of the algorithms in the set of logical block encryption algorithms
supported by the device entity.

Table 122 — Data Encryption Capabilities page

pit 7 6 5 4 3 2 1 0

Byte

0 (MSB)

PAGE CODE (0010h)
1 (LSB
2 (MSB)
PAGE LENGTH (n-3)

3 (LSB

4 Reserved ‘ EXTDECC CFG_P

5

Reserved
19
Logical block encryption algorithm descriptor list

20

2k Logical block encryption algorithm descriptor (first) (see table 125)
n-23 ) ) \ ]

Logical block encryption algorithm descriptor (last) (see table 125)

1
See SPC-4 for a description of the PAGE coDg\field and the PAGE LENGTH field. The PAGE CcODE field shall be pet
to the value specified in table 122.
The external data encryption control*eapable (EXTDECC) field specifies the external data encryption confrol

ca

bability of the device entity. The\eXTDECC field values are specified in table 123.

Table 123 — ExTDECC field

Code Description

00b The external data encryption control capability is not reported.

01b The device entity is not external data encryption control capable.

10b The device entity is external data encryption control capable.

11b Reserved
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