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INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE (SCSI) -

Part 323: SCSI Block Commands — 3 (SBC-3)

FOREWORD

1) ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

members of ISO or IEC participate in the development of International Standards through teghhi
committees established by the respective organization to deal with particular fields of-techni
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other internatio
organizations, governmental and non-governmental, in liaison with ISO and IEC, also.take part in
work. In the field of information technology, ISO and IEC have established a joint technical committ
ISO/IEC JTC 1.

2) The formal decisions or agreements of IEC and ISO on technical matters \express, as nearly
possible, an international consensus of opinion on the relevant subjects. since each techni
committee has representation from all interested IEC National Committees and ISO member bodig

3) IEC, ISO and ISO/IEC publications have the form of recommendations‘for international use and
accepted by IEC National Committees and ISO member bodies in(that sense. While all reasona
efforts are made to ensure that the technical content of IEC4+1SO and ISO/IEC publications
accurate, IEC or ISO cannot be held responsible for the way in which they are used or for 3
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees and 1SO member bod
undertake to apply IEC, ISO and ISO/IEC publications'fransparently to the maximum extent possi
in their national and regional publications. Any divergence between any ISO, IEC or ISO/I
publication and the corresponding national or regional publication should be clearly indicated in
latter.

5) IS0 and IEC do not provide any attestation\of conformity. Independent certification bodies prov
conformity assessment services and, in;some areas, access to IEC marks of conformity. ISO or |
are not responsible for any services carried out by independent certification bodies.

6) All users should ensure that they have'the latest edition of this publication.

7) No liability shall attach to IEC orr1SO or its directors, employees, servants or agents includ
individual experts and mentbers of their technical committees and IEC National Committees
ISO member bodies for any personal injury, property damage or other damage of any naty

out of the publication_of, use of, or reliance upon, this ISO/IEC publication or any other IB
ISO or ISO/IEC publications.

8) Attention is drawn to the normative references cited in this publication. Use of the referendg
publications is\indispensable for the correct application of this publication.

9) Attentiondsydrawn to the possibility that some of the elements of this ISO/IEC publication m
be the subject of patent rights. ISO and IEC shall not be held responsible for identifying any|
all such patent rights.
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International Standard ISO/IEC 14776-323 was prepared by subcommittee 25: Interconnection of informat
teghnology equipment, of ISO/IEC joint technical committee 1: Information technology.
ThetHst-ofalecurrentyeavaiablepartsof-the tSOHECH4FF6-seriesunderthe-generat-tidte—+tnformation

technology — Small computer system interface (SCSI), can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies and the voting results may be
obtained from the address given on the second title page.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2, except as described in
3.5 and 3.6.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates that
it contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

General

The purpose of this standard is to define the model and command set extensions to be used in conjunction
with the SCSI Primary Command Set standard - 4 (SPC-4) to facilitate operation of SCSI direct-access block
devices (e.g., hard disk drives).

SCSI standards family

Fig
of

Fig
rel
Th
int
Cao

ure 0 shows the relationship of this standard to the other standards and related projects in the SCSIfam
standards as of the publication of this standard.

Primary command ‘set
(shared for all deyice ‘types)
(SPC:4)

Device-type specific command sets
(e.g., MMC-6, this standard)

W
SCSI transport protocols
(e.g., SPL-2, FCP-4) O

VaN

Interconnects
(e.g., SAS-3, Fibre*Channel)

SCSI Architecture Model
(SAM-5)

Figure 0 — SCSI document relationships

ure 0 gives the general relationship of the documents to one another and is not intended to imply a
htionship such as a hierarchy, protocol stack,.or system architecture.

b set of SCSI standards specifies the interfaces, functions, and operations necessary to ensure
broperability between conforming SCSI implementations. This standard is a functional description.
nforming implementations may employ any design technique that does not violate interoperability. See

SAM-5 for more information about the relationships between the SCSI standards.

Th

a)
b)

o O
— ~

rQ > 0
F =

s standard makes obsolete‘the following concepts from SBC-2:

linked commands;

the partial medium-indicator (PMmI) bit and the LOGICAL BLOCK ADDRESS field in the READ
CAPACITY (10)command and the READ CAPACITY (16) command;

the READ/(6)’command and the WRITE (6) command;

the XDREAD (10) command, the XDREAD (32) command, the XDWRITE (10) command, and the
XDWRITE (32) command;

the*SYNC_Nv bit in the SYNCHRONIZE CACHE commands;

the FUA_Nv bit in read commands;

the FUA_Nv bit in write commands;

nnnnnn MAIRITE AN pu |

the initialization pattern modifier (IP MODIFIER) field in the initialization pattern descriptor in the
FORMAT UNIT command; and
the XOR Control mode page.

y
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INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE (SCSI) -

Part 323: SCSI Block Commands - 3 (SBC-3)

1 Scope

This part of ISO/IEC 14776 defines the command set extensions to facilitate operation of SCSI direct access

bI [ | H Tl 1 H | & ol ol 1 PR H ' A L lal 1 FillaYmYa) 4
ogrKevices e cratses1 s > Aalnuaru, pIiciimcTiinicUu T CUTTIUTTOUUUTT WILIT UTS applieadllT LUldUostTo UT Ot 4 ,

spqcify the standard command set for SCSI direct access block devices.

The objectives of this standard are to:

a) permit an application client to communicate over a SCSI service delivery subsystem (seg SAM-5) with a
logical unit that declares itself to be a direct access block device in the PERIPHERAL DEVICE TYPE fielf of
the standard INQUIRY data (see SPC-4); and

b) define commands and parameters unique to the direct access block device type.

2 Normative references

The following documents are referred to in the text in such a way that some erall of their content constitute
requirements of this document. For dated references, only the edition cited’applies. For undated references, the
latgst edition of the referenced document (including any amendments) applies.

L2

ISQ/IEC 14776-262, Information Technology - Small Computer System Interface (SCSI) - Part 262: SAS
Pragtocol Layer - 2 (SPL-2)

ISQ/IEC 14776-342, Information Technology - Small Computér:System Interface (SCSI) - Part 342: Controller
Commands - 2 (SCC-2)

INGITS 513-2015, Information Technology - SCSI Primary Commands - 4 (SPC-4)
INGITS 515-2016, Information Technology - SCSI Arehitecture Model - 5 (SAM-5)
INGITS 517-2015, Information Technology - SESI'/ ATA Translation - 3 (SAT-3)
INCITS 448-2008, Information Technology+-SCSI Enclosure Services - 2 (SES-2)
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3 Terms, definitions, symbols, abbreviations, keywords, and conventions

3.1 Terms and definitions
For the purposes of this document the following terms and definitions apply.
ISO and IEC maintain terminological databases for use in standardization at the following addresses:

« |IEC Electropedia: available at http://www.electropedia.org/
* ISO Online browsing platform: available at http://www.iso.org/obp

3.L1
adfitional sense code
combination of the ADDITIONAL SENSE CODE field and the ADDITIONAL SENSE CODE QUALIFIER field imysense data

Nofe 1 to entry: See SPC-4.

3.1.2

AND

Boplean arithmetic function (see 3.1.10) on two binary input values that results in an output value of one if
both of the input values are one or zero if either of the input values is zero

313

AND operation
pefformance of an AND (see 3.1.2) bitwise on two multiple-bit input values both having the same number gf
bit$
Nofe 1 to entry: An example of multiple-bit inputs is the current content«f a logical block and the content contained in the
Daja-Out Buffer having the same number of bytes.

314

anchored

lodical block provisioning state of an LBA (see 4.7:1) in which physical capacity has been reserved for the
referenced logical block (see 4.7.4.8)

315
application client
oblect that is the source of SCSI commands

Nofe 1 to entry: See SAM-5.

3.1.6

aufomatic read reassignment

sefuence after the device server detects a recovered read error during which the device server, without
intervention from anyapplication client, performs a reassign operation on the LBA for which the error was
detected

3.1.7

aufomatic-write reassignment

sefiuence after the device server detects a recovered error or an unrecovered error during which the devic
servefwithettinterventionfrom-anapplicationchent-performs-areassignoperation-entheEBAforwhich-the

error was detected

(1)

3.1.8
background function
either a background scan operation (see 4.24) or a device specific background function (see 3.1.23)

3.1.9

bitmap buffer

temporary buffer within a device server (e.g., for one or more bytes of the result of an AND operation
(see 3.1.3) or an OR operation (see 3.1.51))


https://standardsiso.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 -21-

3.1.10

Boolean arithmetic function

function that produces an output from one or more inputs according to the rules of AND (see 3.1.2), XOR
(see 3.1.27), and OR (see 3.1.50)

3.1.11
byte
sequence of eight contiguous bits considered as a unit

3.1.12

cathe

temporary data storage area that is capable of containing a subset of the logical block data stored by‘the
logical unit and is either volatile or non-volatile

3.1.13

chpck data

information contained within a redundancy group (see 3.1.73) that may allow lost or destroyed XOR-protect
daja (see 3.1.105) to be recreated

199
o

r checking mechanism that checks data integrity by computing a polynomial algorithm based checksum
(sqe 4.22.4)

.1.18

Data-In Buffer

buffer specified’by the application client to receive data from the device server during the processing of a
conmand

Nofe 14tofentry: See SAM-5 and SPC-4.

3.1719

Data-Out Buffer

buffer specified by the application client to supply data that is sent from the application client to the device
server during the processing of a command

Note 1 to entry: See SAM-5 and SPC-4.

3.1.20

deallocated

logical block provisioning state of an LBA (see 4.7.1) in which physical capacity has not been reserved for the
referenced logical block (see 4.7.4.7)
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3.1.21
defect list
GLIST (see 4.13) or PLIST (see 4.13)

3.1.22

device server

object within a logical unit (see 3.1.43) that processes SCSI commands according to the rules of command
management

Note 1 to entry: See SAM-5

deyice specific background functions
S(SI target device specific functions that a SCSI target device may perform that have no specific associatipn
with application client-initiated operations

Nofe 1 to entry: See SPC-4.

31.24

deyvice type

tyfe of peripheral device (i.e., device model) implemented by the device serverdnd indicated to the
application client by the PERIPHERAL DEVICE TYPE field of the standard INQUIRY"data (see SPC-4)

format corrupt
vendor specific condition in which the device server may not be able to perform logical block access
commands (see 4.10)

3.1.31
format operation
process by which a device server initializes the medium in a logical unit

Note 1 to entry: See 4.10.
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3.1.32
fully provisioned logical unit
logical unit that stores logical block data for every LBA and has assigned physical capacity for every LBA

Note 1 to entry: See 4.7.2.

3.1.33
grown defect list

logical block
sef of data bytes accessed andreferenced as a unit (see 4.5)

3.1.39
logical block access.eommand
command that requésts access to one or more logical blocks that may require access to the medium

Nofe 1 to entry: See.4.2.2.

3.1.40
quical block address

LBA

value=tised to reference a Ingir-ql block (enn 4 R)

314
logical block data
user data and protection information, if any

3.1.42
logical block length
number of bytes of user data in a logical block (see 4.5)
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3.1.43
logical unit
externally addressable entity within a SCSI target device (see 3.1.76) that implements a SCSI device model

Note 1 to entry: See SAM-5.

3.1.44

logical unit reset

condition resulting from the events defined by SAM-5 in which the logical unit performs the logical unit reset
operations described in SAM-5, this standard, and other applicable command standards (see table 31)

3.1.45

mapped

lodical block provisioning state of an LBA (see 4.7.1) in which physical capacity has been assigned to the
referenced logical block (see 4.7.4.6)

3.1.46
medium
mdterial that is not cache on which data is stored

Nofe 1 to entry: The plural of medium is media.

Nofe 2 to entry: An example of a medium in which data is stored is a magnetic disk:

3.1.47

medium defect
arg¢a of the medium that results in a recovered error or an unrecovered error when a read medium operatig
or p write medium operation is performed

ﬂ
>

Nofe 1 to entry: See 4.13.

3.1.48
non-volatile cache
caghe that retains logical block data through any\power cycle

3.1.49
non-volatile medium
medium that retains logical block data-through any power cycle

3.1.50

o

Boplean arithmetic function) (see 3.1.10) on two binary input values that results in an output value of one if
either of the input valugsiare one or zero if both of the input values are zero

.51
operation
ormance. of an OR (see 3.1.50) bitwise on two multiple-bit input values both having the same number g

—h

3.1.52
point in time ROD token
ROD token with a ROD type that is a point in time copy ROD

Note 1 to entry: See SPC-4.

3.1.53
physical block
set of data bytes accessed as a unit by the device server (see 4.6)
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3.1.54
physical block length
number of bytes of logical block data in a physical block (see 4.6)

3.1.55
physical element
component that provides non-volatile storage for an associated group of logical blocks (see 4.20)

3.1.56

power cycle
sequence of power being removed followed by power being applied to a SCSI device

3.1.57

power on

copdition resulting from the events defined by SAM-5 during which a SCSI device performs-the’power on
opgrations described in SAM-5, this standard, and other applicable command standards (seé table 31)

3.1.58
mary defect list

pspudo read data
indeterminate logical block data

3.1.62

p?rudo unrecovered error

simulated error (e.g.~~created by a WRITE LONG command (see 5.41 and 5.42)) for which a device server|
reports that it is unable to read or write a logical block, regardless of whether the data on the medium is val
regoverable, or Unreécoverable

3.1.63

pspudo‘unrecovered error with correction enabled

Note 1 to entry: See 4.18.2.

3.1.64
pseudo unrecovered error with correction disabled
pseudo unrecovered error (see 3.1.62) for which a device server performs no error recovery

Note 1 to entry: See 4.18.2.
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3.1.65
read cache operation

process by which a device server reads logical blocks for one or more LBAs from cache as described in 4.15

3.1.66
read command
command that requests read operations

Note 1 to entry: See 4.2.2.

3.1.67

read medium operation

prgcess by which a device server reads logical blocks for one or more LBAs from the medium using the
parameters specified in the Read-Write Error Recovery mode page (see 6.5.8)

3.1.68
read operation
prgcess by which a device server performs operations as described in this standard

Nofe 1 to entry: Examples of read operations are read cache operations and read medium, operations.
Nofe 2 to entry: See 4.2.3.

3.1.69
regssign
pefform a reassign operation

3.1.70

reassign operation

opgeration during which the device server changes the assignment of an LBA from a specified physical blog
to gnother physical block and adds the specified physical block to the GLIST

resource provisioned logical unit
lodicahunit that may or may not store logical block data for every LBA and that provides enough LBA mappi

resources (See€ 3.1.37) 1o map every LBA
Note 1 to entry: See 4.7.3.2.

3.1.75

sanitize operation

process by which a device server alters information on a logical unit such that recovery of previous logical
block data from the cache and the medium is not possible

Note 1 to entry: See 4.11.
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3.1.76

SCSil target device

SCSI device containing logical units and SCSI target ports that receives device service requests and task
management requests for processing and sends device service responses and task management responses
to SCSl initiator devices

Note 1 to entry: See SAM-5.

3.1.77

se
da
sa
co

No

3.1
se
co

No

3.1

status

on
se

No|

3.1

stopped power condition

po
Cco

No

3.1.81

Sy

prgcess by which a device server synchronizes logical blocks within the volatile cache with the non-volatilg

ca

3.1.82

thi

lodical unit that may ermay not store logical block data for every LBA and that may or may not provide

en
No

3.1.83
threshold set

se
No

nse data

a describing command completed information that a device server delivers to an application client inth¢
me |_T_L_Q nexus transaction as the status or as parameter data in response to a REQUEST SENSE
mmand

e 1 to entry: See SPC-4.
.78

hse key
htents of the SENSE KEY field in the sense data

e 1 to entry: See SAM-5.
.79

e byte of response information that contains a coded value defined inySAM-5, transferred from a device
[ver to an application client upon completion of each command

e 1 to entry: See SAM-5.
.80

ver condition in which a device server terminates TEST UNIT READY commands and logical block acce]
mmands

e 1 to entry: See 4.21.4.

hchronize cache operation

che or the medium

jn provisioned logical.unit

bugh LBA mapping-resources (see 3.1.37) to map every LBA
e 1 toentry;.See 4.7.3.3.

oftwo or more logical blocks used for tracking logical block provisioning thresholds

5S

te 1 to entry: See 4.7.3.7.

3.1.84
threshold set size

nu
No

mber of LBAs in a threshold set
te 1 to entry: See 4.7.3.7.
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3.1.85
token
representation of a collection of data

Note 1 to entry: See SPC-4.

3.1.86

unit attention condition

state that a logical unit (see 3.1.43) maintains while the logical unit has asynchronous status information to
report to the SCSI initiator ports associated with one or more | T nexuses (see 3.1.35)

Nofe 1 to entry: See SAM-5.

3.1.87
unmap command
command that requests an unmap operation

Nofe 1 to entry: See 4.2.2.

3.1.88
unmap operation
prgcess by which a device server either deallocates or anchors a single LBA

Nofe 1 to entry: See 4.2.3 and 4.7.3.4.

3.1.89
unmapped
lodical block provisioning state of an LBA (see 4.7.1) in which the IYBA is either anchored or deallocated

3.1.90

unfecovered error

error for which a device server is unable to read a logical block or write a logical block within the recovery
limits specified in the Read-Write Error Recovery mode page (see 6.5.8) and/or the Verify Error Recovery
mqgde page (see 6.5.9)

3.1.91
unfecovered read error
unfecovered error that occurs during ‘a-fead medium operation

3.1.92
unfrecovered write error
unfecovered error that occurs during a write medium operation

3.1.93

uspr data

data contained;in*logical blocks that is accessible by an application client and is neither protection informati
nof other information that may not be accessible to the application client

3.1.94
usprdata segment
contiguous sequence of logical blocks

Note 1 to entry: See 4.28.

3.1.95
verify command
command that requests verify operations

Note 1 to entry: See 4.2.2.
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3.1.96

ve

rify medium operation

process by which a device server reads logical blocks for one or more LBAs from the medium using the
parameters specified in the Verify Error Recovery mode page (see 6.5.9)

3.1.97

ve

rify operation

process by which the device server performs operations as described in this standard

No

te 1 to entry: An example of a verify operation is a verify medium operation

Nofe 2 to entry: See 4.2.3.

3.1.98

VO
ca

atile cache
Che that does not retain logical block data between power cycles

3.1.99

VO

latile medium

megdium that does not retain logical block data between power cycles

No

los].

e 1 to entry: An example of volatile medium is a silicon memory device that loses data’written to it if device power

3.1.100
wrjte cache operation
pracess by which a device server writes logical blocks for one ormore LBAs to the cache (see 4.7.1)

3.1.101
wrjte command

co
No|

mmand that requests write operations

e 1 toentry: See 4.2.2.

3.1.102
wrjte medium operation
pragcess by which a device server writes\legical blocks for one or more LBAs to the medium using the

pa

rameters specified in the Read-Write/Error Recovery mode page (see 6.5.8)

3.1.103
wrjte operation
prgcess by which a device server performs operations as described in this standard

No
No

e 1 to entry: Examples-of write operations are write cache operations and write medium operations.
e 2 to entry: See 4.2.3.

3.1.104
XOR operation
prgcessing of an XOR bitwise on two identical-sized multiple-bit input values

No

e 1 to entry: An example of multiple-bit inputs is the current content of a logical block and the content contained in

Data-Out Buffer having the same number of bytes.

3.1.105
XOR-protected data
logical blocks (i.e., including logical block data) that are part of a redundancy group
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3.2 Symbols
Symbols used in this standard include:
Symbol Meaning
+ plus
- minus
x multiplied by
divided-by
= equals
# not equal to
< less than
> greater than
3.8 Abbreviations
Abpreviations used in this standard include:
Abbreviation  Meaning
CbCS Capability based Command Security
CDB command descriptor block (see 3.1.15)
CRC cyclic redundancy check (see 3.1.17)
ECC error correcting code (see 3.1.26)
FCP-4 Fibre Channel Protocol for SCSI, fourth'version (see Bibliography)
GLIST grown defect list (see 3.1.33)
LBA logical block address (see 3.1.40)
LBP logical block provisioning, (see 4.7.4)
LSB least significant bit
LUN logical unit number
M implementation.js\mandatory
MMC-6 SCSI Multimedia Commands - 6 (see Bibliography)
MSB most significant bit
@) implementation is optional
PLIST primary defect list (see 3.1.58)
n/a not applicable
ROD representation of data (see SPC-4)
SAM-5 SCSI Architecture Model - 5 (see clause 2)
SAS-3 Serial Attached SCSI-3 (see Bibliography)
SGSI Small Computer System Interface family of standards
SEC-2 SCSI-3 Controller Commands - 2 (see clause 2)
SES'Z SCSi EllbiUbulb‘ SUI Vibe = 2 (bb‘c biauac 2)
SPC-4 SCSI Primary Commands - 4 (see clause 2)
SPL-2 SAS Protocol Layer-2 (see clause 2)
VPD Vital product data (see 6.6)

XOR exclusive-or (see 3.1.27)
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3.4 Keywords

3.41
ignored
keyword used to describe an unused bit, byte, word, field or code value

Note 1 to entry: The contents or value of an ignored bit, byte, word, field or code value shall not be examined by the
receiving SCSI device and may be set to any value by the transmitting SCSI device.

3.4.2
invalid
keyword used to describe an illegal or unsupported bit, byte, word, field or code value

Nofe 1 to entry: Receipt of an invalid bit, byte, word, field or code value shall be reported as an error.

343
mgndatory
keyword indicating an item that is required to be implemented as defined in this standard

344
may
keyword that indicates flexibility of choice with no implied preference

Note 1 to entry: “May” is equivalent to “may or may not”.

345
may not
keywords that indicate flexibility of choice with no implied preference

Nole 1 to entry: “May not” is equivalent to “may or may not”.

3.4.6
obssolete

keyword indicating that an item was defined in prior SCSI standards but has been removed from this standard

3.4.7

optional

keyword that describes features that are not required to be implemented by this standard; however, if any
optional feature defined in this standard is implemented, then it shall be implemented as defined in this
stgndard

3.4.8
prohibited
keyword used to descCribe a feature, function, or coded value that is defined in a non-SCSI standard (i.e., a
stgndard that issotva member of the SCSI family of standards) to which this standard makes a normative
reference where-the use of said feature, function, or coded value is not allowed for implementations of this
stgndard

3.4.9
reserved
keyword referring to bits, bytes, words, fields and code values that are set aside for future standardization

Note 1 to entry: A reserved bit, byte, word or field shall be set to zero, or in accordance with a future extension to this
standard.

Note 2 to entry: Recipients are not required to check reserved bits, bytes, words or fields for zero values. Receipt of
reserved code values in defined fields shall be reported as an error.
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3.4.10

restricted

keyword referring to bits, bytes, words, and fields that are set aside for other identified standardization
purposes

Note 1 to entry: A restricted bit, byte, word, or field shall be treated as a reserved bit, byte, word or field in the context
where the restricted designation appears.

3.4.1
shall
keyword indicating a mandatory requirement

Note 1 to entry: Designers are required to implement all such mandatory requirements to ensure interoperability with
other products that conform to this standard.

3.4.12
shpuld
keyword indicating flexibility of choice with a strongly preferred alternative

Nofe 1 to entry: “Should” is equivalent to the phrase “it is strongly recommended”.
3.413

vepdor specific
something (e.g., a bit, field, code value) that is not defined by this standard

Nofe 1 to entry: Specification of the referenced item is determined by the SCSIdevice vendor and may be used different
in Yarious implementations.

y

3.5 Editorial conventions

Cdrtain words and terms used in this standard have a spgcific meaning beyond the normal English meaning.
These words and terms are defined either in this clausé or in the text where they first appear.

Ndrmal case is used for words having the normal English meaning.

1%

Upper case is used when referring to names of commands, status codes, sense keys, and additional sens
cogles (e.g., REQUEST SENSE command).

If there is more than one CDB length fora’particular command (e.g., ORWRITE (16) and ORWRITE (32)),
anfl the name of the command is used.in a sentence without any CDB length descriptor (e.g., ORWRITE),
thgn the condition described in the sentence applies to all CDB lengths for that command.

Names of fields and state variables are in small uppercase (e.g. NAME). When a field or state variable nam
cohtains acronyms, uppercase letters may also be used for readability (e.g., the LOGERR bit). Normal case
used when the contents-of.a field or state variable are being discussed. Fields or state variables containing
only one bit are usually.referred to as the NAME bit instead of the NAME field.

Li

EXIAMPLE 1 >-The following list shows no relationship between the listed items:

%4

S

gts sequenced-by.lowercase or uppercase letters show no ordering relationship between the listed items

a) red-i.e., one of the following colors):
A)~ crimson: or

B) amber;
.\ Lol
IJ} JIUT, Ul
c) green.

Lists sequenced by numbers show an ordering relationship between the listed items.
EXAMPLE 2 -The following list shows an ordered relationship between the named items:

1) top;
2) middle; and
3) bottom.

Lists are associated with an introductory paragraph or phrase, and are numbered relative to that paragraph or
phrase (i.e., all lists begin with an a) or 1) entry).
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In the event of conflicting information the precedence for requirements defined in this standard is:

1) text;
2) tables; then
3) figures.

Tables show data format and values. Not all tables or figures are fully described in the text.

Notes and examples do not constitute any requirements for implementers, and notes are numbered
consecutively throughout this standard.

3.6 Numeric and character conventions

3.6.1 Numeric conventions

A binary number is represented in this standard by any sequence of digits comprised of only the
Western-Arabic numerals 0 and 1 immediately followed by a lower-case b (e.g., 0101b). Undérscores are
indluded between characters in binary number representations to increase readability oridelineate field
bolindaries (e.g., 0_0101_1010b).

A hexadecimal number is represented in this standard by any sequence of digits. comprised of only the
Western-Arabic numerals 0 to 9 and/or the upper-case English letters A to F immediately followed by a
lower-case h (e.g., FA23h). Underscores are included in hexadecimal numbeéryrepresentations to increase
regdability or delineate field boundaries (e.g., B_FD8C_FA23h).

A decimal number is represented in this standard by any sequence of digits comprised of only the
Western-Arabic numerals 0 to 9 not immediately followed by a lower-case b or lower-case h (e.g., 25).

A rfange of numeric values is represented in this standard in theiform “a to z”, where a is the first value
indluded in the range, all values between a and z are includedin the range, and z is the last value included
thg range (e.g., the representation “Oh to 3h” includes the-values Oh, 1h, 2h, and 3h).

n

Thjs standard uses the following conventions for representing decimal nhumbers:

a) the decimal separator (i.e., separating thelinteger and fractional portions of the number) is a periog

b) the thousands separator (i.e., separating*groups of three digits in a portion of the number) is a spage;
and

c) the thousands separator is used ifrboth the integer portion and the fraction portion of a number.

&

Table 1 shows some examples of decimal numbers represented using various conventions.

Table 1 — Numbering convention examples

ISO/IEC United States This standard
0,6 0.6 0.6
3,141 592 65 3.14159265 3.141 592 65
1 000 1,000 1000
1323 462,95 1,323,462.95 1323 462.95

A decimal number represented in this standard with an overline over one or more digits following the decimal
point is a number where the overlined digits are infinitely repeating (e.g., 666.6 means 666.666 666... or
666 2/3, and 12.142 857 means 12.142 857 142 857... or 12 1/7).

3.6.2 Units of measure

This standard represents values using both decimal units of measure and binary units of measure. Values are
represented by the following formats:

a) for values based on decimal units of measure:
1) numerical value (e.g., 100);
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2) space;

3) prefix symbol and unit:
1) decimal prefix symbol (e.g., M) (see table 2); and
2) unit abbreviation;

and

b) for values based on binary units of measure:
1) numerical value (e.g., 1 024);
2) space;

3) prefix symbol and unit:
1) binary prefix symbol (e.g., Gi) (see table 2); and
2) unit abbreviation.

Table 2 compares the prefix, symbols, and power of the binary and decimal units.

Table 2 — Comparison of decimal prefixes and binary prefixes

Decimal Binary
Prefix name | Prefix symbol (bzz‘;v-?l';)) Prefix name | Prefix symbol (I::sv:;)

kilo k 103 kibi Ki 210
mega M 108 mebi Mi 220
giga G 109 dibi Gi 230
tera T 102 tebi Ti 240
peta P 1015 pebi Pi 2%
exa E 1018 exbi Ei 2%
zetta z 1021 zebi Zi 270
yotta Y 1024 yobi Yi 2%
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3.7 State machine conventions

Figure 1 shows how state machines are described in this standard.

S0: State 0 S1: State 1

— State1 .

The state machine figure is followed by subclauses describing the states and state transitions.

Each state and state transition is described in the list with particufar)attention to the conditions that cause t

g State 0 —

State 0 —pp

Transition destination labels

Figure 1 — Example state machine figure

trapsition to occur and special conditions related to the transition,

A gystem specified in this manner has the following properties:

a)
b)

time elapses only within discrete states; and
state transitions are logically instantaneous.

he
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4 Direct access block device type model

4.1 Direct access block device type model introduction

Table 3 shows the topics in clause 4 and a reference to the subclause where each topic is described.

Table 3 — Direct access block device type model topics

Topic Reference
Direct access block device type model overview 4.2
Media examples 4.3
Removable media 44
Logical blocks 4.5
Physical blocks 4.6
Logical block provisioning 4.7
Data de-duplication 4.8
Ready state 4.9
Initialization

Sanitize operations 4.11
Write protection 412
Medium defects 413
Write and unmap failures 414
Caches 4.15
Implicit HEAD OF QUEYE command processing 4.16
Reservations 417
Error reporting 4.18
Model(for XOR commands 4.19
Rebuild assist mode 4.20
START STOP UNIT and power conditions 4.21
Protection information model 4.22
Grouping function 4.23
Background scan operations 4.24
Association between commands and CbCS permission bits 4.25
Deferred microcode activation 4.26
Model for uninterrupted sequences on LBA ranges 4.27
Referrals 4.28
ORWRITE commands 4.29
Block device ROD token operations 4.30



https://standardsiso.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 -37-

4.2 Direct access block device type model

4.2.1 Direct access block device type model overview

SCSI devices that conform to this standard are referred to as direct access block devices (e.g., hard disk
drives, removable rigid disks, and solid state drives).
This standard is to be used in conjunction with SAM-5, SPC-4, SCC-2, and SES-2.

Direct access block devices store data in logical blocks for later retrieval

Logical blocks are stored by a process that causes localized changes or transitions within a medium. The
chéinges made to the medium to store the logical blocks may be volatile (i.e., not retained through power
cytles) or non-volatile (i.e., retained through power cycles).

4.2.2 Logical block access command types

The following are logical block access command types:

a) read commands;

b) unmap commands;

c) verify commands;

d) write commands; and

e) other commands (e.g., a FORMAT UNIT command or a SANITIZE command).

Seg table 31 for a list of commands for direct access block devices{.including the logical block access
conmand type. Some commands may be more than one type ofilogical block access command (e.g., a
COMPARE AND WRITE command is both a read command and a write command).

4.2.3 Logical block access operation types

Each named command type (see 4.2.2) is processed\by performing one or more of the following:

a) read operations;

b) unmap operations;

c) verify operations; and
d) write operations.

A device server that supports optional features (e.g., caches (see 4.15)) may be required to support additional
requirements (e.g., cache coherency, LBA mapping resource allocations) that are related to those features for
spgcific operations (e.g., read'‘operations, write operations).

In b device server that daes not support any optional features:

a) any read operation causes only read medium operations to be performed;
b) any verify{operation causes only verify medium operations to be performed; and
c) any write'operation causes only write medium operations to be performed.

The requirements for any optional feature (e.g., caches) may include additional requirements for the
opgrations described in this subclause.

If gn‘optional feature (e.g., caches) defines requirements for read operations, then the device server shall

) H o4 Jorrmrihl b b 1 1 b
Su MPUTLUTTOUST TTUUNTTITITTIS TUT DUUT VETITY UPTITdUUTTS diiu TedU UPTTAdUUITS.

4.3 Media examples

4.3.1 Media examples overview

Examples of types of media used by the direct access block device are:

a) a rotating medium (see 4.3.2); and
b) a memory medium (see 4.3.3).
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Other types of media are possible.
4.3.2 Rotating media

A rotating medium is one or more spinning disks, each coated with a magnetic material that allows flux
changes to be induced and recorded. An actuator positions a read-write head radially across the spinning
disk, allowing the device to randomly read or write the information at any radial position. Data is stored by
using the write portion of the head to record flux changes and the recorded data is read by using the read
portion of the head.

ThE circular path followed by the read-write head at a particular radius is called a track. A track is divided\in
segtors each containing blocks of stored data. If there is more than one disk spinning on a single axiscand t
acfuator has a read-write head to access each of the disk surfaces, then the collection of tracks at a particu
radius is called a cylinder.

A Ipgical block is stored in one or more sectors, or a sector may store more than one logical-block. Sectorg
mgy also contain information for accessing, synchronizing, and protecting the integrity of the logical blocks

A rotating medium direct access block device is ready if:

a) the disks are rotating at the correct speed; and
b) the read-write circuitry is powered and ready to access the data.

A $TART STOP UNIT command (see 5.25) may be required to bring the logical unit to the ready state.

The rotating medium in a direct access block device is non-volatile.
4.3.3 Memory media

A mmemory medium is solid state, random access memory (RAM) (e.g., static RAM (SRAM), dynamic RAM
(DRAM), magnetoresistive RAM (MRAM), ferroelectric RAM (FeRAM), or flash memory).

A memory medium direct access block device may be ready after power on and may not require a START
STIOP UNIT command (see 5.25) to bring the logical' unit to a ready state.

These logical units may be nonmechanical, and logical blocks may be accessed with similar access times
regardless of their location on the medium, Memory medium direct access block devices may store less d3
thgn disks or tapes and may be volatile:

A memory medium may be volatile (e:g., SRAM or DRAM) or non-volatile (e.g., SRAM or DRAM with batte
bagkup, MRAM, FeRAM, or flash_ memory).

4.4 Removable media

The medium may,be removable or non-removable. A removable medium may be contained within a cartrid
or Jacket to prevent damage to the recording surfaces.

A emovable'medium has an attribute of being mounted or demounted on a suitable transport mechanism ir
direct access block device. A removable medium is mounted when the direct access block device is capab
of gecessing its medium (e.g., performing read medium operations and write medium operations). A

ry

je

le

ren ovahlamedivmm-is demountad-at anvothertime (o a  durina loadina—unloadina—orstaraae)
1evaRre-HRe gt S-aemothteaataty-etRer—Hhe—< HRGeaeg—urheaag—or-Storage

gt

An application client may check whether a removable medium is mounted by sending a TEST UNIT READY
command (see SPC-4). A direct access block device containing a removable medium may not be accessible
for read operations, unmap operations, and write operations until it receives a START STOP UNIT command

with the START bit set to one (see 5.25).

If a direct access block device implements cache, either volatile or non-volatile, then the device server
ensures that all logical blocks on the medium contain the most recent logical block data prior to permitting
demounting of the removable medium.


https://standardsiso.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 -39-

If the medium in a direct access block device is removable, and the medium is removed, then the device
server shall establish a unit attention condition with the additional sense code set to the appropriate value
(e.g., MEDIUM NOT PRESENT). The PREVENT ALLOW MEDIUM REMOVAL command (see 5.10) allows
an application client to restrict the demounting of the removable medium.

If an application client sends a START STOP UNIT command to request that the removable medium to be
ejected and the direct access block device is prevented from demounting the medium by a previous
PREVENT ALLOW MEDIUM REMOVAL command, then the START STOP UNIT command is terminated by
the device server.

4.5 Logical Blocks

Logical blocks are stored on the medium. Logical blocks:

a) contain logical block data that contains:
A) user data; and
B) protection information, if any;
and

b) may contain additional information (e.g., an ECC which may be used fortmedium defect managemgnt
(see 4.13)), which may not be accessible to the application client.

The number of bytes of user data contained in each logical block is the dogical block length. The logical blogk
ler|gth is greater than or equal to one byte and should be an even number of bytes (e.g., 512 bytes, 520 bytgs,
4 (96 bytes, or 4 104 bytes). The logical block length does not include the length of protection information |if
any, and additional information, if any, that are contained in thedogical block. The logical block length is the
same for all logical blocks in the logical unit. The LOGICAL BLOGK LENGTH field in the READ CAPACITY (10)
pafameter data (see 5.15.2) and the READ CAPACITY (16)parameter data (see 5.16.2) indicates the logigal
blgck length. The FORMAT UNIT command (see 5.3) and’the mode parameter block descriptor (see 6.5.2
arg used together by an application client to change théJogical block length in direct access block devices that
support changeable logical block lengths.

Each logical block is referenced by a unique LBA, which is represented as either four bytes in length or eight
byfes in length. The LBAs on a logical unit shall begin with zero and shall be contiguous up to the last LBA pn
thq logical unit. The last LBA is [n-1], where[n] is the number of logical blocks accessible by the application
cli¢gnt. The RETURNED LOGICAL BLOCK ADBRESS field in the READ CAPACITY (10) parameter data (see 5.15)2)
anfl the READ CAPACITY (16) parameter data (see 5.16.2) indicates the value of [n-1]. Each LBA has a
lodical block provisioning state (see 4.7) of mapped, deallocated, or anchored.

Some commands support only four-byte LOGICAL BLOCK ADDRESS fields (e.g., READ (10), and WRITE (10)).

If the capacity of the logical unit exceeds that accessible with four-byte LBAs, then the device server return
thg RETURNED LOGICALBEOCK ADDRESS field set to FFFF_FFFFh in the READ CAPACITY (10) parameter daja,
indicating that an application client should:

[

a) enable-descriptor format sense data (see SPC-4) in the Control mode page (see SPC-4) and in any
REQUEST SENSE commands (see SPC-4) it sends; and
b) uSe‘commands with eight-byte LOGICAL BLOCK ADDRESS fields (e.g., READ (16), and WRITE (16)).

NOTE 1 - If a command requests access to an LBA greater than FFFF_FFFFh, fixed format sense data is
USed, and an erfor occUrs Tor that LBA, then there 1S no Tield In the Sense data large enough to report that
LBA as having an error (see 4.18).

If a command is received that references or attempts to access a logical block that exceeds the capacity of the
medium, then the device server shall terminate the command (e.g., with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS
OUT OF RANGE). The device server:

a) should terminate the command before processing; and
b) may terminate the command after the device server has transferred some, all, or none of the data.
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The location of a logical block on the medium is not required to have a relationship to the location of any other
logical block. However, in a direct access block device with rotating media (see 4.3.2), the time to access a
logical block at LBA [x+1] after accessing LBA [x] is often less than the time to access some other logical
block.

4.6 Physical blocks

A phy bte
blgck may contain:

physieatbloc

a) a portion of a logical block (i.e., there are multiple physical blocks in the logical block)(e.g., a)physigal
block length of 512 bytes with a logical block length of 2 048 bytes);

b) a single complete logical block; or

c) more than one logical block (i.e., there are multiple logical blocks in the physical blgek)(e.g., a
physical block length of 4 096 bytes with a logical block length of 512 bytes).

~

Each physical block may include additional information (e.g., an ECC which may be used for medium defef
mgnagement (see 4.13)), which may not be accessible to the application client.

If the device server supports the COR_DIS bit and/or the WR_UNCOR bit in a WRITE LONG command (see 5.41
anfl 5.42), then the device server shall have the capability of marking individual logical blocks as containing
pse¢udo unrecovered errors with correction enabled or with correction disabled.

Logical blocks may or may not be aligned to physical block boundaries:”’A mechanism for establishing the
alignment is not defined by this standard.
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Figure 2 shows examples of where there are one or more physical blocks per logical block, and LBA 0 is
aligned to a physical block boundary. The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field and the
LOWEST ALIGNED LOGICAL BLOCK ADDRESS field in the READ CAPACITY (16) parameter data (see 5.16.2)
indicate the alignment.

The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is set to Oh (i.e., indicating one or more
physical blocks per logical block).
The LOWEST ALIGNED LOGICAL BLOCK ADDRESS field is set to 0000h (i.e., indicating that LBA 0 is

located at the beginning of a physical block).

4 physical blocks per logical block:

LBA 1
PB PB PB PB PB PB PB PB

3 physical blocks per logical block:

LBA 1 LBA2 (..
PB | PB | PB | PB | PB | PB | PB | PB |-PB

2 physical blocks per logical block:

LBA 1 LBA 2 LB,Q3V LBA 4
a\
PB PB PB PB PB PB PB PB PB PB

1 physical block per logical block:

LBA1|LBA2|LBA3|LBA4 LB’& LBAG6|LBA7 |LBA8|LBA9 |LBA 10| ...
PB PB PB PB PB PB PB PB PB PB

)
vy)
-

Key:
LBA n = logical block with LBA n
PB = physical block

Figure 2 — One or more physical blocks per logical block examples
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Figure 3 shows examples of where there are one or more logical blocks per physical block, and LBA 0 is
aligned to a physical block boundary. The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field and the
LOWEST ALIGNED LOGICAL BLOCK ADDRESS field in the READ CAPACITY (16) parameter data (see 5.16.2)

indicate the alignment.

Fig

aligned to physical block boundaries./.Thé LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field and the

LO
ing

The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is set to a non-zero value (i.e., indicating more
than one logical block per physical block).

The LOWEST ALIGNED LOGICAL BLOCK ADDRESS field is set to 0000h (i.e., indicating that LBA 0 is located
at the beginning of a physical block).

LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field set to 1h (i.e., 2' logical blocks per physicalbleck):

LBA 2

LBA3

LBA 4

LBA 5

LBA 6

LBA 7

LBA 8

LBA 9

LBA 10[LBA 11

LBA 1
PB

PB

PB

PB

PB

PB

LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field set to 2h (i.e.,

22 logical blocks per physical block):

LBA 1

LBA 2

LBA 3

LBA 4

LBA 5

LBA 6

LBA 7

LBA 8

LRGP

LBA 10|LBA 11

A

PB

PB

PB

LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field set to 3h (i.e

FLBA1 LBA2[LBA3[LBA4[LBA5[LBAG|LBAT

PB
Key:
LBA n = logical block with LBA n
PB = physical block

., 2logical blocks per physical block):

Figure 3 — One or more logical blocks per physical block examples
ure 4 shows examples of where therecare two logical blocks per physical block, and different LBAs are

WWEST ALIGNED LOGICAL BLOCK ADDRESS field in the READ CAPACITY (16) parameter data (see 5.16.2)
icate the alignment.

LOGICAL BLOCKS PER‘PHYSICAL BLOCK EXPONENT field set to 1h (i.e., 2" logical blocks per physical block):

LOWEST ALIGNED LOGICAL BLOCK ADDRESS field set to 0000h:
LBA2 (LBA3|LBA4|LBAS

LBAG6 [ LBA7

LBA 8 |LBA9

LBA 1
PB

PB

PB

PB

PB

LOWEST ALIGNED LOGICAL BLOCK

ADDRESS field set to 0001h:

LBA O

LBA 2

LBA 3

LBA 4

LBA S

LBA 6

LBA 7

LBA &

LBA 9

PB

PB

PB

PB

PB

PB

Key:

LBA n = logical block with LBA n

PB = physical block

Figure 4 — Two logical blocks per physical block alignment examples

LBA 10] ...
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Figure 5 shows examples of where there are four logical blocks per physical block, and different LBAs are
aligned to physical block boundaries. The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field and the
LOWEST ALIGNED LOGICAL BLOCK ADDRESS field in the READ CAPACITY (16) parameter data (see 5.16.2)

indicate the alignment.

LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field set to 2h (i.e., 22 logical blocks per physical block):

LOWEST ALIGNED LOGICAL BLOCK ADDRESS field set to 0000h:
LBA1|LBA2|LBA3|LBA4|LBAS|LBAG|LBA7
PB PB

P

LOWEST ALIGNED LOGICAL BLOCK ADDRESS field set to 0001h:
LBA 0 LBA2|LBA3 |LBA4|LBA5 |LBA6|LBAY [LBAS
PB RB

PB

1

LOWEST ALIGNED LOGICAL BLOCK ADDRESS field set to 0002h:
LBA O | LBA 1 LBA3|LBA4|LBAS5 LBA@‘\YBA 7|LBAs|LBAO
PB PB PB

B

LOWEST ALIGNED LOGICAL BLOCK ADDRESS field set to 0003h:
LBAO|LBA1|LBA2 LBA 4 | LBA g\({B‘fA 6| LBA7|LBA8|LBA9|LBA 10| ...
PB PB PB

L

Key:
LBA n = logical block with LBA n

PB = physical block
Figure 5 — Four logical blocks per physical block alignment examples

If there is more than one logicalblock per physical block, then not all of the logical blocks are aligned to the

physical block boundaries. When using logical block access commands (see 4.2.2), application clients

should:

a) specify an LBA-that is aligned to a physical block boundary; and

b) access an integral number of physical blocks, provided that the access does not go beyond the lag
LBA on the medium.

—

See annex E-faran example method in which application clients may use alignment information to determipe
oplimal performance for logical block access.
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4.7 Logical block provisioning

4.7.1 Logical block provisioning overview

Each LBA in a logical unit is either mapped or unmapped. For LBAs that are mapped, there is a known
relationship between the LBA and one or more physical blocks that contain logical block data. For LBAs that
are unmapped, the relationship between the LBA and a physical block is not defined. Figure 6 shows two

examples of the relationship between mapped and unmapped LBAs and physical blocks in a logical unit. One
example shows one LBA per physical block and one example shows two | BAs per physical block, The
LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is defined in the READ CAPACITY (16) parameter dafa

(sge 5.16.2).

LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field set to Oh (i.e., 2° logical blocks per physical block):
LBAO LBA 1 LBA 2 LBA 3 LBA 4 LBA 5 LBA §/\ . LBA7
PB PB Unmapped PB Unmapped | Unmapped PB PB

LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field set to 1h (i.e., 2' logical blocks per physical block):

LBA 1 LBA 2 LBA 3 LBA 4 Ll?,\@v LBA 6 LBA 7
Unmapped Unmapped

LBAO

PB

PB

Key:

LBA n = logical block with LBA n

PB = physical block

Unmapped = the relationship between the LBA(s) and a physical block is not defined

-n

gure 6 — Examples of the relationship between 'mapped and unmapped LBAs and physical blocks

Each unmapped LBA is either anchored or deallocated. Anchored and deallocated are states in the LBP stgte
mgchine (see 4.7.4) that have the following.properties:

a) a write command that specifies;an anchored LBA does not require allocation of additional LBA

mapping resources for that LBA; and
b) a write command that specifies a deallocated LBA may require allocation of LBA mapping resources.

Depending on the logical black provisioning types (see table 4), the quantity of LBA mapping resources
avagilable to a logical unitmay be greater than, equal to, or less than the quantity required to store logical block

dafa for every LBA.
Table 4 list the logiCalblock provisioning states supported by each type of logical block provisioning.

Table 4 — Logical block provisioning states supported by logical block provisioning type

Logical block provisioning states
Type Unmapped Reference
Mapped
Anchored Deallocated
Fully provisioned Mandatory Prohibited Prohibited 4.7.2
Resource provisioned Mandatory Mandatory Prohibited 4.7.3.2
Thin provisioned Mandatory Optional Mandatory 4.7.3.3
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4.7.2 Fully provisioned logical unit

The device server shall map every LBA in a fully provisioned logical unit. A fully provisioned logical unit shall
provide enough LBA mapping resources to contain all logical blocks for the logical unit's capacity as reported
in the READ CAPACITY (10) parameter data (see 5.15.2) and the READ CAPACITY (16) parameter data
(see 5.16.2). The device server shall not cause any LBA on a fully provisioned logical unit to become
unmapped (i.e., anchored or deallocated).

A fully provisioned logical unit does not support logical block provisioning management (see 4.7.3). A fully
pr Visioned Ingir\nl unit may-support the GET L BA STATUS command (enn 5 A)

The device server in a fully provisioned logical unit shall set the LBPME bit to zero in the READ CAPACITY (16)
pafameter data (see 5.16.2).

4.7.3 Logical block provisioning management
4.71.3.1 Logical block provisioning management overview

A Ipgical unit that supports logical block provisioning management (i.e., implements unmapped LBAs, unmap
opgrations, and related actions) shall be either:

a) resource provisioned (see 4.7.3.2); or
b) thin provisioned (see 4.7.3.3).

A Ipgical unit that supports logical block provisioning management shathimplement the LBP state machine
(sge 4.7.4) for each LBA.

The device server in a logical unit that supports logical block previsioning management:

a) shall support the Logical Block Provisioning VPD page (see 6.6.4);

b) may supply a provisioning group designation deseriptor as defined in the Logical Block Provisioning
VPD page;

c) may support logical block provisioning thresholds (see 4.7.3.7.1);

d) may support the GET LBA STATUS commiand (see 5.4);

e) should support the Block Limits VPD page (see 6.6.3); and

f) shall support at least one of the following unmap mechanisms:
A) the UNMAP command (see.5.28);
B) the UNMAP bit in the WRITE SAME (10) command (see 5.43);
C) the UNMAP bit in the WRITE SAME (16) command (see 5.44); or
D) the UNMAP bit in the WRITE SAME (32) command (see 5.45).

If the device server supports:

a) the UNMAP bit in‘the WRITE SAME (10) command or in the WRITE SAME (16) command; and
b) the WRITE SAME (32) command (see 5.45),

thgn the deviceserver shall support the UNMAP bit in the WRITE SAME (32) command.

If g device séryer supports the UNMAP command and the Block Limits VPD page, then the device server
shall:

a) \set the MAXIMUM UNMAP LBA COUNT field in the Block Limits VPD page to a value greater than or eqyal
to one: and

b) setthe MAXIMUM UNMAP DESCRIPTOR COUNT field in the Block Limits VPD page to a value greater than
or equal to one.

4.7.3.2 Resource provisioned logical unit

A resource provisioned logical unit shall support logical block provisioning management (see 4.7.3.1).

The device server in a resource provisioned logical unit assigns mapping resources to every LBA for the
capacity indicated by the RETURNED LOGICAL BLOCK ADDRESS field in the READ CAPACITY (10) parameter
data (see 5.15.2) and the READ CAPACITY (16) parameter data (see 5.16.2).
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The device server shall map or anchor (i.e., not deallocate) each LBA in a resource provisioned logical unit. A
resource provisioned logical unit shall provide LBA mapping resources sufficient to map all LBAs for the
logical unit’'s capacity as indicated in the RETURNED LOGICAL BLOCK ADDRESS field of the READ CAPACITY (10)
parameter data (see 5.15.2) and the READ CAPACITY (16) parameter data (see 5.16.2). A resource
provisioned logical unit may provide resources in excess of this requirement. The device server shall not
cause any LBA on a resource provisioned logical unit to become deallocated.

The device server in a resource provisioned logical unit shall set:

a) the LBPME bit to one in the READ CAPACITY (16) parameter data (see 5.16.2);

b) the PROVISIONING TYPE field to 007b (i.e., resource provisioned) in the Logical Block Provisioning VD
page (see 6.6.4); and

c) the ANC_suP bit to one in the Logical Block Provisioning VPD page.

The initial condition of every LBA in a resource provisioned logical unit is anchored (see 4.7.4.1),
4.1.3.3 Thin provisioned logical unit

A thin provisioned logical unit shall support logical block provisioning management (se€ 4.7.3.1).

The device server in a thin provisioned logical unit may indicate a larger capacity,inthe RETURNED LOGICAL
BLOCK ADDRESS field in the READ CAPACITY (10) parameter data (see 5.15.2) arid the READ
CAPACITY (16) parameter data (see 5.16.2) than the number of LBA mapping resources available for
mgpping LBAs in the logical unit.

The device server shall map, anchor, or deallocate each LBA in a thin provisioned logical unit (see table 4)] A
thin provisioned logical unit is not required to provide LBA mappingyresources sufficient to map all LBAs fo
thq logical unit’'s capacity as indicated in the RETURNED LOGICAL“BLOCK ADDRESS field of the READ
CAPACITY (10) parameter data (see 5.15.2) and the READ CAPACITY (16) parameter data (see 5.16.2).

If the logical unit does not support anchored LBAs (i.e, the;ANC_SUP bit is set to zero in the Logical Block
Provisioning VPD page (see 6.6.4)), then:

a) every unmapped LBA in the logical unit shall be deallocated; and
b) the device server shall terminate every-command that specifies anchoring an LBA (e.g., a WRITE
SAME command with the ANCHOR bit'set to one (see 5.43)).

The device server in a thin provisioned.ggical unit shall set:

a) the LBPME bit to one in the READ CAPACITY (16) parameter data (see 5.16.2); and
b) the PROVISIONING TYPE figld.to 010b (i.e., thin provisioned) in the Logical Block Provisioning VPD pafje
(see 6.6.4).

The initial condition of every EBA in a thin provisioned logical unit is deallocated (see 4.7.4.1).
4.7.3.4 Unmappingd-BAs
4.71.3.4.1 Processing unmap requests

Application-elients use unmap commands (see table 31) to request that LBAs be unmapped. For each LBA
that is4equested to be unmapped, the device server shall:

a) perform an unmap operation (see 47 3 4 2) on the | BA; or
b) make no change to the logical block provisioning state of the LBA.

The application client determines the logical block provisioning state of LBAs using the GET LBA STATUS
command (see 5.4).

4.7.3.4.2 Unmap operations

An unmap operation:

a) results in a single LBA becoming either deallocated or anchored;
b) may change the relationship between one LBA and one or more physical blocks; and
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c) may change the logical block data that is returned in response to a subsequent read command
specifying that LBA.

The data in all other mapped LBAs on the medium shall be preserved. Performing an unmap operation on an
unmapped LBA shall not be considered an error.

An unmap operation may or may not release LBA mapping resources.

An application client may use an unmap command (see 4.2.2) to request that the device server perform one

or

4.1.3.4.3 WRITE SAME command and unmap operations

A

de
thgn for each specified LBA:

more unmap operations. A single unmap command may result in zero or more unmap operations.

VRITE SAME command (see 5.43, 5.44, and 5.45) may be used to request unmap operations_that
bllocate or anchor the specified LBAs. If unmap operations are requested in a WRITE SAMEcommand,

a) if the Data-Out Buffer of the WRITE SAME command is the same as the logical.block data returnef
by a read operation from that LBA while in the unmapped state (see 4.7.4.5), then:
1) the device server performs the actions described in table 5; and
2) if an unmap operation is not performed in step 1), then the device server shall perform the
specified write operation to that LBA;

or

b) if the Data-Out Buffer of the WRITE SAME command is not the'same as the logical block data
returned by a read operation from that LBA while in the unmiapped state (see 4.7.4.5), then the device
server shall perform the specified write operation to thatLBA.

Table 5 - WRITE SAME command and unmap operations

Logical block
provisioning
management type

Unmap operations that request to Unmap operations that request tp
deallocate the specified LBA anchor the specified LBA

a) should perform an unmap operation to

Thin provisioned deallocate the LBA (see 4.7.4.7.1); or | should perform an unmap operation
logical unit b) may perform an unmap operation to to anchor the LBA
anchor the LBA (see 4.7.4.8.1)
Resource provisioned | should perform an unmap operation to should perform an unmap operation
logical unit anchor the LBA to anchor the LBA
A WRITE SAME command shall not cause an LBA to become unmapped if unmapping that LBA creates a

ca
D3

If t
the

5e in which a subsequent read of that unmapped LBA is able to return logical block data that differs from the
ta-Out Buffer for that WRITE SAME command (see 4.7.4.5).

he device'server does not support allowing a WRITE SAME command to request unmap operations, thgn
device server shall:

b) not perform any unmap operations.

The device server shall perform the write operations specified by a WRITE SAME command and shall not

perform any unmap operations if the device server sets the LBPRZ bit to one in the READ CAPACITY (16)
parameter data (see 5.16.2), and:

a) any bit in the user data transferred from the Data-Out Buffer is not zero; or
b) the protection information, if any, transferred from the Data-Out Buffer is not set to
FFFF_FFFF_FFFF_FFFFh.
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4.7.3.5 Autonomous LBA transitions

A device server may perform the following actions at any time:

a) transition any deallocated LBA to mapped;
b) transition any anchored LBA to mapped; or
c) transition any deallocated LBA to anchored.

If the LBPRz bit in the READ CAPACITY (16) parameter data (see 5.16.2) is set to one, and a mapped LBA
references a logical block that contains:

a) user data with all bits set to zero; and
b) protection information, if any, set to FFFF_FFFF_FFFF_FFFFh,

thgn the device server may transition that mapped LBA to anchored or deallocated at any time.

The logical block provisioning state machine (see 4.7.4) specifies additional requirements for the transition
specified in this subclause.

v

4.1.3.6 Thin provisioned logical unit resource exhaustion considerations

a) a write operation is requested by an application client, and a temperary lack of LBA mapping
resources prevents the logical unit from performing the write operation; or

b) an unmap operation that transitions an LBA to the anchored state is requested by an application clignt
and a temporary lack of LBA mapping resources prevents.the logical unit from anchoring the LBA,

thgn the device server shall terminate the command requesting\the operation with CHECK CONDITION
stgtus with the sense key set to NOT READY and the additional sense code set to LOGICAL UNIT NOT
READY, SPACE ALLOCATION IN PROGRESS. In this case, the application client should resend the
conmand.

If:

a) a write operation is requested by an application client, and a persistent lack of LBA mapping
resources prevents the logical unit from performing the write operation; or

b) an unmap operation that transitions-an LBA to the anchored state is requested by an application clignt
and a persistent lack of LBA mpapping resources prevents the logical unit from anchoring the LBA,

thgn the device server shall terminate the command requesting the unmap operation with CHECK
CONDITION status with the sense key set to DATA PROTECT and the additional sense code set to SPAC
ALLOCATION FAILED WRIFEPROTECT. This condition shall not cause the device server to set the wp bif]
thg DEVICE-SPECIFIC PARAMETER field of the mode page header to one (see 6.5.1). In this case, recovery
acfions by the application client are outside the scope of this standard.

in

A Ipgical block provisioning threshold may be available to monitor the availability of LBA mapping resourcegs
(sge 4.7.3.7). Adogical block provisioning log parameter that reports available LBA mapping resources ma
belavailable in\the Logical Block Provisioning log page (see 6.4.4).

4.1.3.7 kogical block provisioning thresholds

4.1.57 1 Logical block isioning threshold .

Logical block provisioning thresholds provide a mechanism for the device server to establish a unit attention
condition to notify application clients when thresholds related to logical block provisioning are crossed. Logical
block provisioning thresholds may operate on an armed increasing basis or an armed decreasing basis.

If a device server supports logical block provisioning thresholds, then the device server:

a) shall support the Logical Block Provisioning mode page (see 6.5.7); and
b) may support the Logical Block Provisioning log page (see 6.4.4).

The end points of the range over which a logical block provisioning threshold operates are defined as follows:
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threshold minimum = ((threshold count x threshold set size) — (threshold set size x 0.5))

threshold maximum = ((threshold count x threshold set size) + (threshold set size x 0.5))

where:

Ta
TY!
Lo

Ta

threshold minimum is the lowest number of LBAs in the range for this threshold;

threshold maximum is the highest number of LBAs in the range for this threshold;

threshold count is the center of the threshold range for this threshold (i.e., the threshold count

value as er_\nr\ifind n-the threshaold dncr‘ripfnr inthe | ngir\nl Block
Provisioning mode page); and
threshold set size  is the number of LBAs in each threshold set (i.e., 2(threshold exponent)y B

where the threshold exponent is indicated in the Logical Block Rrovisionin
VPD page (see 6.6.4)).

PE field, and the THRESHOLD ARMING field that are used for logical block provisioning thresholds. See the
pical Block Provisioning mode page (see 6.5.7) for the definition of these fields.

ble 6 defines the meaning of the combinations of values for the THRESHOLD RESOURCE field} the THRESHOLD

pble 6 — Threshold resource value, threshold type value, and threshold arming value for logical blo
provisioning thresholds
Threshold Threshold Thres.hold o
resource arming Description
type value
value value

The device server applies the threshold to the availability of
01h 000b 000b LBA mapping resources and performs notifications as the
availability of those resources decreases. @

Thedevice server applies the threshold to the usage of LBA
02h 000b 001b mapping resources and performs notifications as the usage o
those resources increases.

All other combinations Reserved

@ The point when availability of LBA mapping resources reaches zero corresponds to the persistent lac
of LBA mapping resources described in 4.7.3.6.

4.71.3.7.2 Logical block provisioning armed decreasing thresholds

Fig
the
the
nu

If 6
the

ure 7 shows the.operation of a logical block provisioning armed decreasing threshold. Figure 7 represer
entire rangeof\possible values over which the threshold is being applied (e.g., for an available resourc
lowest value-represents zero available resources and the highest value represents the maximum possit
mber of available resources).

nabled; reporting of armed decreasing threshold events (i.e., the THRESHOLD ARMING field is set to 000b
threshold descriptor in the Logical Block Provisioning mode page (see 6.5.7)) operates as shown in

in

fig

Z,
Uic 1.
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<+--c b

Highest value

Lowest value

Threshold minimum —M— Threshold range —M— Threshold maximum

Notes:

a) if the value to which the threshold is being applied drops below the threshold maximum for the

4.7

Fig
thd
reg
m3

If g
the
fig

threshold range, then the notification trigger shall be enabled;

b) if the value to which the threshold is being applied increases above the threshold maximum for
the threshold range, then the natification trigger shall be disabled;

c) if the notification trigger is enabled, then the device server may disable the notification-trigger
and perform logical block provisioning threshold notification (see 4.7.3.7.4); and

d) if the notification trigger is enabled and the value to which the threshold is being:applied drops
below the threshold minimum for the threshold range, then the device server\shall disable the
notification trigger and perform logical block provisioning threshold notification as defined in
4.7.3.7.4.

Figure 7 — Armed decreasing threshold operation
.3.7.3 Logical block provisioning armed increasing thresholds

ure 8 shows the operation of a logical block provisioning armed-increasing threshold. Figure 8 represen
entire range of possible values over which the threshold is being applied (e.g., for tracking usage of a
ource, the lowest value represents zero resources being used and the highest value represents the
ximum possible number of resources being used).

nabled, reporting of armed increasing threshold evéfts'(i.e., the THRESHOLD ARMING field is set to 001b
threshold descriptor in the Logical Block Provisiehing mode page (see 6.5.7)) operates as shown in
ire 8.

| a| d

c———>
Highest value

Threshold minimum _>.<— Threshold range —>§<—Threshold maximum

Notes:

a) if the valuéte’'which the threshold is being applied increases above the threshold minimum for
the thresheld range, then the notification trigger shall be enabled;

b) if the value to which the threshold is being applied decreases below the threshold minimum for
the\threshold range, then the notification trigger shall be disabled;

c). if\the notification trigger is enabled, then the device server may disable the notification trigger
and perform logical block provisioning threshold notification (see 4.7.3.7.4); and

d) if the notification trigger is enabled and the value to which the threshold is being applied

ts

increases-above the threshold maximum for the threshaold range; then the device server shall

disable the natification trigger and perform logical block provisioning threshold notification as
defined in 4.7.3.7 4.

Figure 8 — Armed increasing threshold operation
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4.7.3.7.4 Logical block provisioning threshold notification

If the LBPERE bit is set to one in the Read-Write Error Recovery mode page (see 6.5.8), then logical block
provisioning threshold notification is enabled and the device server shall perform notification for thresholds
with the THRESHOLD TYPE field set to 000b in the threshold descriptor in the Logical Block Provisioning mode
page (see 6.5.7) as follows:

a) if the SITUA bit is set to one in the Logical Block Provisioning mode page, then:

A) if the device server has not established a unit attention condition as a result of this threshold
hning crossed -since the last Ingir\nl unit reset (an QAI\/I_L'\) and a command +hrn||gh which the
device server is able to report a unit attention condition arrives on any |_T nexus, then the dévige
server shall establish a unit attention condition with the additional sense code set to THIN-RROWVI-
SIONING SOFT THRESHOLD REACHED for only the SCSI initiator port associated with/the I| T
nexus on which that command was received before processing that command; or

B) if the device server has established a unit attention condition as a result of this threshold being
crossed since the last logical unit reset and a command through which the devicéserver is able|to
report a unit attention condition arrives on any |_T nexus, then the device sérver should establish
a unit attention condition with the additional sense code set to THIN PROVISIONING SOFT
THRESHOLD REACHED for only the SCSI initiator port associated with the |_T nexus on whi¢h
that command was received before processing that command unless establishment of the unif
attention condition causes a vendor specific frequency of unit attention conditions for this
threshold to be exceeded;

or
b) if the SITUA bit is set to zero, then:

A) if the device server has not established a unit attentienycondition for the SCSI initiator port
associated with all |_T nexuses as a result of this threshold being crossed since the last logica
unit reset (see SAM-5), then the device server shall establish a unit attention condition with the
additional sense code set to THIN PROVISIONING SOFT THRESHOLD REACHED for the SGSI
initiator port associated with every |_T nexus;-or

B) if the device server has established a unit attention condition for the SCSI initiator ports
associated with all |_T nexuses as a nesult of this threshold being crossed since the last logica
unit reset, then the device server should establish a unit attention condition with the additional
sense code set to THIN PROVISIONING SOFT THRESHOLD REACHED for the SCSI initiatof
port associated with every |_Tnexus, unless establishment of the unit attention condition causgs
a vendor specific frequeney.of unit attention conditions for this threshold to be exceeded.

If 4 unit attention condition is established as described in this subclause, then the device server shall report
thg following value in the INFORMATION field in the sense data (see SPC-4):

a) the byte offset in the.Logical Block Provisioning mode page of the first byte of the threshold descrip{or
to which this threshold notification applies.

If g unit attention condition with the additional sense code set to THIN PROVISIONING SOFT THRESHOLD
RHACHED is received by the application client, then the application client should reissue the command anfd
taKe further recovery actions (e.g., administrator notification or other administrator actions). These recover
actions are ouiside the scope of this standard.

If the LBRERE bit is set to zero, then logical block provisioning threshold notification is disabled and the devife
sefver shall not establish any unit attention condition with the additional sense code set to THIN
PROWVSIONING SOFT THRESHOI D REACHED

An additional sense code set to THIN PROVISIONING SOFT THRESHOLD REACHED is applicable to both
thin provisioned logical units (see 4.7.3.3) and resource provisioned logical units (see 4.7.3.2).

4.7.4 LBP (logical block provisioning) state machine
4.7.4.1 LBP state machine overview
The LBP (logical block provisioning) state machine describes the mapping and unmapping of a single LBA by

the device server for a thin provisioned logical unit (see 4.7.3.3) or a resource provisioned logical unit
(see 4.7.3.2). This state machine does not apply to fully provisioned logical units (see 4.7.2).
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There is one instance of this state machine for each LBA. If a command requests mapping or unmapping of
more than one LBA, then there may be an independent transition in each instance of the state machine (e.g.,
each LBA may individually transition from mapped to deallocated or from anchored to deallocated).

4.7.4.2 LBP state machine for thin provisioned logical units supporting anchored LBAs

If the logical unit supports anchored LBAs (i.e., the ANC_SUP bit is set to one) and deallocated LBAs (i.e., is a
thin provisioned logical unit), then this state machine consists of the following states:

a

LBP1:Mapped state (see 4.7 4 .6):
Lol o \ 77

)
b) LBP2:Deallocated state (see 4.7.4.7) (initial state); and
c) LBP3:Anchored state (see 4.7.4.8).

The initial state of the state machine associated with each LBA is the LBP2:Deallocated state.

Figure 9 describes the LBP state machine for a logical unit that supports anchored LBAs and‘deallocated
LBAs.

LBP2:Deallocated

LBP1:Mapped LBP3:Anchored

R e ——
—>

Figure 9 — LBP state machine (anchored LBAs supported and deallocated LBAs supported)

4.7.4.3 LBP state machine for thin provisioned logical units not supporting anchored LBAs

If the logical unit does not suppert-anchored LBAs (i.e., is a thin provisioned logical unit and the ANC_SUP bit
sef to zero), then this state maehine consists of the following states:

a) LBP1:Mapped state(see 4.7.4.6); and
b) LBP2:Deallocated state (see 4.7.4.7) (initial state).

S

The initial state of‘the state machine associated with each LBA is the LBP2:Deallocated state.
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Figure 10 describes the LBP state machine for a logical unit that does not support anchored LBAs.

LBP2:Deallocated

LBP1:Mapped

———————————

—»

Figure 10 — LBP state machine (anchored LBAs not supported)
4.7.4.4 LBP state machine for resource provisioned logical units
If the logical unit does not support deallocated LBAs (i.e., is a resource ‘provisioned logical unit and the

ANEC_SUP bit is set to one), then this state machine consists of the following states:

a) LBP1:Mapped state (see 4.7.4.6)); and
b) LBP3:Anchored state (see 4.7.4.8) (initial state).

The initial state of the state machine associated with each LBA is the LBP3:Anchored state for a resource
provisioned logical unit (see 4.7.3.2).

LU
(@)

igure 11 describes the LBP state machine for a logical unit that does not support deallocated LBAs.

LBP1:Mapped LBP3:Anchored

Figure 11 — | BP state machine (deallocated | BAs not supported)

4.7.4.5 Performing read operations with respect to logical block provisioning

Table 7 defines the logical block data that a read operation shall return for a mapped LBA.
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Table 7 — Logical block data returned by a read operation from a mapped LBA

Condition Logical block data returned

The LBA became mapped as the result of a format
operation or sanitize operation and no write command
has specified that LBA since the LBA became

anned
rr

The logical block data that was written to that
LBA by the format operation or the sanitize
operation.

'he LBA became mapped as the result of a write
¢ommand and no additional write command has
gpecified that LBA since the LBA was mapped.

The logical block data that was written to that
LBA by that write command.

The LBA became mapped as the result of an The logical block data that would be)returned if
autonomous transition, and no write command has that autonomous transition had not occurred angd
gpecified that LBA since the LBA was mapped. the LBA had remained unmapped (see table 8)
A write command has specified that LBA since that The logical block data that'was most recently
IBA was mapped. written to that LBA.

Table 8 defines the logical block data that a read operation shall return forran-unmapped LBA.

Table 8 — Logical block data returned by a read operation from an unmapped LBA

IBPRZ | Method used to
bit? | unmap the LBA

see? The value specified to 'be written if the write operation had been performed

Logical block data returned

Logical block data@ontaining:

0 see © a) user data setto a vendor specific value that is not obtained from any
other LBA;-and

b) proteetion information, if any, set to FFFF_FFFF_FFFF_FFFFh.

Logical .block data containing:
1 Any a)w user data set to zero; and
b)." protection information, if any, set to FFFF_FFFF_FFFF_FFFFh.

@ The LBPRZ bit is in the READ CAPACITY (16) parameter data (see 5.16.2).
b A command for which'the device server is allowed to perform either:
a) a write with specified logical block data; or
b) an unmapgperation if the logical block data returned by read operations from unmapped LBAs
matches’the logical block data specified for the command that resulted in the unmap operation.
These commands are:
a) a.FORMAT UNIT command specifying an initialization pattern;
b), \@=SANITIZE command specifying a sanitize overwrite operation; and
¢), ~a WRITE SAME command with the UNMAP bit set to one.
€ These-methods-include-butarenotlimited-to:
a) a FORMAT UNIT command not specifying an initialization pattern;
b) a REASSIGN BLOCKS command;
c) a SANITIZE command specifying a sanitize block erase operation or a sanitize cryptographic erase
operation; and
d) an UNMAP command.

After a read operation returns a value for an LBA, subsequent read operations form that LBA shall return the
same value until a subsequent command alters the logical block data in that LBA (e.g., a write command or an
unmap command (see table 31)).
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4.7.4.6 LBP1:Mapped state

4.7.4.6.1 LBP1:Mapped state description

Upon entry into this state, the relationship between the LBA and the physical block(s) that contains the logical
block for that LBA shall be established.

If this state was entered from the LBP2:Deallocated state (see 4.7.4.7), then the device server shall allocate
LBA mapping resources, if any, required to map the LBA.

If t

4.7

Th

Th
(sq

4.7

Th

Th
(sq

4.7

4.7

Whiile in this state:

Fo
fro|

Th

Nis state was entered from the LBP3:Anchored state (see 4./.4.8), then:
a) the device server shall not allocate LBA mapping resources; and
b) the resource exhaustion conditions described in 4.7.3.6 shall not occur.

.4.6.2 Transition LBP1:Mapped to LBP2:Deallocated

s transition shall occur after:
a) an unmap operation that results in the deallocation of the LBA that was mapped.

s transition may occur at any time if the LBPRz bit is set to one in the READ CAPACITY (16) parameter dgta
e 5.16.2), and the mapped LBA references a logical block that contains:

a) user data with all bits set to zero; and
b) protection information, if any, set to FFFF_FFFF_FFFF_FFFFh:
.4.6.3 Transition LBP1:Mapped to LBP3:Anchored

s transition shall occur after:
a) an unmap operation that results in the anchoring:of the LBA that was mapped.

s transition may occur at any time if the LBPRz bit.is'set to one in the READ CAPACITY (16) parameter dafa
e 5.16.2), and the mapped LBA references a legical block that contains:

a) user data with all bits set to zero; and
b) protection information, if any, setto-FFFF_FFFF_FFFF_FFFFh.
.4.7 LBP2:Deallocated state

.4.7.1 LBP2:Deallocated state description

a) there shall be-no relationship between the LBA and any physical block(s); and
b) the device server should deallocate LBA mapping resources after they are no longer in use.

I an LBA in this state, an unmap operation that specifies deallocation of the LBA shall not cause a transitipn
m this state!

b device server shall process a read command specifying an LBA in this state (i.e., a deallocated LBA) as

de

5¢ribed in table 8.

4.7.4.7.2 Transition LBP2:Deallocated to LBP1:Mapped

This transition:

a) shall occur after a write operation to the LBA that was deallocated; or
b) may occur at any time for reasons outside the scope of this standard.
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4.7.4.7.3 Transition LBP2:Deallocated to LBP3:Anchored

This transition:

a) shall occur after an unmap operation that results in anchoring of the LBA that was deallocated; or
b) may occur at any time for reasons outside the scope of this standard.

4.7.4.8 LBP3:Anchored state

4.7.4.81 LBP3:Anchored state description

Upon entry into this state:

a) LBA mapping resources shall be associated with the LBA; and
b) there may or may not be a relationship between the LBA and physical block(s).

If this state was entered from the LBP2:Deallocated state, then the device server shall allecate LBA mappipg
regources, if any, required to anchor the LBA.

If this state was entered from the LBP1:Mapped state, then:

a) the device server shall not allocate LBA mapping resources;
b) the device server relies on LBA mapping resources already allocated{o the LBA; and
c) the resource exhaustion conditions described in 4.7.3.6 shall not 6ccur.

For an LBA in this state, an unmap operation that specifies anchoring of'the LBA shall not cause a transitign
from of this state.

The device server shall process a read command specifying arnLBA in this state (i.e., an anchored LBA) a
depcribed in table 8.

o7

4.7.4.8.2 Transition LBP3:Anchored to LBP1:Mapped

Thjs transition:

a) shall occur after a write operation to the LBA that was anchored; or
b) may occur at any time for reasons outside the scope of this standard.

4.1.4.8.3 Transition LBP3:Anchored to LBP2:Deallocated

Thjs transition shall occur after:

a) an unmap operation.that results in the deallocation of the LBA that was anchored.

4.8 Data de-duplication

w

Data de-duglication is the ability of a device server to recognize redundant or duplicate data and reduce th
number ofduplicate or redundant copies of the data while maintaining the application client supplied LBAs|of
thg duplicate or redundant copies of the data. De-duplication shall not affect protection information, if any.
Logieal units that support data de-duplication may report a count of LBA resources that have been made
available as a result of being de-duplicated (see 6.4.4.4).

4.9 Ready state

A direct access block device is ready when the device server is capable of processing logical block access
commands that require access to the medium (see 4.2.2).

A direct access block device using a removable medium (see 4.4) is not ready until a volume is mounted and
other conditions are met (see 4.3). While a direct access block device is not ready the device server shall


https://standardsiso.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 - 57 -

terminate logical block access commands with CHECK CONDITION status with the sense key set to NOT
READY and the appropriate additional sense code for the condition.

Some direct access block devices may be switched from being ready to being not ready by using the START
STOP UNIT command (see 5.25).

To make a direct access block device ready, an application client may be required to issue a START STOP
UNIT command:

a) with a START bit set to one and the POWER CONDITION field set to Oh (i.e., START_VALID); or
h) with- the POWER coONDITION field set to 1h (i e A(‘TI\/IZ)

4.10 Initialization

A diirect access block device may require initialization of its medium prior to processing logi¢al block acces
commands. This initialization is requested by an application client using a FORMAT UNIT command

(sge 5.3). Parameters related to the format (e.g., logical block length) may be set with asMODE SELECT
conmand (see SPC-4 and 6.5.2) prior to the format operation. Some direct access-block devices are
inifialized by means outside the scope of this standard. The time when the initialization occurs is vendor
spegcific.

)

Direct access block devices using a non-volatile medium may save the parameters related to the format and
only require initialization once. However, some mode parameters may réquire initialization after each logical
un(t reset. A catastrophic failure of the direct access block device may require that an application client send a
FQRMAT UNIT command to recover from the failure.

—

Direct access block devices that use a volatile medium may require initialization after each logical unit ress
pripr to the processing of logical block access commands (se€ 4.2.2). Mode parameters may also require
inifialization after logical unit resets.

NOTE 2 - It is possible that mode parameter block descriptors read with a MODE SENSE command before a
FORMAT UNIT completes contain information nef-reflecting the true state of the medium.

A dlirect access block device may become format corrupt after processing a MODE SELECT command that
chénges parameters (e.g., the logical block length) related to the medium format. During this time, the devipe
sefver may terminate logical block access commands with CHECK CONDITION status with the sense key get
to NOT READY and the appropriate additional sense code for the condition.

Anly time the READ CAPACITY(10) parameter data (see 5.15.2) or the READ CAPACITY (16) parameter
daja (see 5.16.2) changes (e.g., when a FORMAT UNIT command or a MODE SELECT command causes|a
chénge to the logical blockength or protection information, or when a vendor specific mechanism causes g
chénge), then the deviceiserver shall establish a unit attention condition for the SCSI initiator port (see
SAM-5) associated-with each |_T nexus, except the |_T nexus on which the command causing the change
was received with the additional sense code set to CAPACITY DATA HAS CHANGED.

NOTES - Logical units compliant with SBC were not required to establish a unit attention condition with the
additional sense code set to CAPACITY DATA HAS CHANGED.

4.11 Sanitize operations

4.11.1 Sanitize operations overview

A sanitize operation causes the device server to:

a) affect the information on the logical unit’s medium such that recovery of logical block data from the
medium is not possible;

b) affect the information in the cache by a method that is outside the scope of this standard such that
previously existing data in cache is unable to be accessed; and
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c) prevent future access by an application client to cache or medium where the device server is unable
to alter the information.

One of the following sanitize operations may be requested on the logical unit's medium:

a) a sanitize overwrite operation that causes the device server to alter information by writing a data
pattern to the medium one or more times;

b) a sanitize block erase operation that causes the device server to alter information by setting the
physical blocks to a vendor specific value; or

c) a sanitize cryptographic erase operation that causes the device server to change encryption keys to
prevent correct decryption of previously stored information, which may cause protection information|, i
any, to be indeterminate.

An| application client may request that a sanitize operation be performed in the restricted completion |mode [or

thg unrestricted completion mode (see 4.11.3) using the AUSE bit in the SANITIZE command (see5.24).

In
ex

In
co

op

requests the unrestricted completion mode (i.e., the AUSE bit set to one), then'the device server shall
terminate that SANITIZE command as described in 5.24.1.

A

A
co

>

SANITIZE command with CHECK CONDITION status with the sense key set to DATA PROTECT and the

ap

4.11.2 Performing a sanitize operation

Before performing a sanitize operation, the device server shall:

he unrestricted completion mode, a SANITIZE command with the EXIT FAILURE MODE; service action
ts a failed sanitize operation.

he restricted completion mode, the only method to exit a failed sanitize operation is“for a SANITIZE
mmand to request another sanitize operation and for that operation to complete without error. If a sanitiz
bration in the restricted completion mode completes with an error, and a subsequent SANITIZE command

[0

sanitize operations shall be performed on:

a) the medium that is being used to store logical block data;

b) the medium that is not being used to store logical block.data (e.g., areas previously used to store
logical block data, areas available for allocation, and physical blocks that have become inaccessibl¢);
and

c) all cache.

application client requests that the device serveriperform a sanitize operation using the SANITIZE
mmand (see 5.24). While the medium is write protected (see 4.12) the device server shall terminate a

bropriate additional sense code for the condition.

a) terminate all commands in all task sets except INQUIRY commands, REPORT LUNS commands,
LOG SENSE commands that specify the Temperature log page (see SPC-4), and REQUEST
SENSE commands with CHECK CONDITION status with the sense key set to NOT READY, the
additional sebse code set to LOGICAL UNIT NOT READY, SANITIZE IN PROGRESS, and the
PROGRESS_INDICATION field in the sense data set to indicate that the sanitize operation is beginning

b) stop.allPenabled power condition timers (see SPC-4);

c) stop.all timers for enabled background scan operations (see 4.24);

d) , stop all timers or counters enabled for device specific background functions (see SPC-4); and
e) “\discard partially downloaded microcode, if any.

Wt

Ile pertorming a sanitize operation, the device server snall:

a) process INQUIRY commands, REPORT LUNS commands, LOG SENSE commands that specify the
Temperature log page (see SPC-4), and REQUEST SENSE commands and terminate all other
commands with CHECK CONDITION status with the sense key set to NOT READY, the additional
sense code set to LOGICAL UNIT NOT READY, SANITIZE IN PROGRESS, and the PROGRESS
INDICATION field in the sense data set to indicate the progress of the sanitize operation;

b) provide pollable sense data (see SPC-4) with the sense key set to NOT READY, the additional sense
code set to LOGICAL UNIT NOT READY, SANITIZE IN PROGRESS, and the PROGRESS INDICATION
field set to indicate the progress of the sanitize operation;

c) suspend the sanitize operation while processing the following conditions (see SAM-5):
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A) a power on;

B) a hard reset;

C) alogical unit reset; or

D) a power loss expected;
d) not suspend the sanitize operation while processing an |_T nexus loss;
e) resume performing the sanitize operation after processing:

A) alogical unit reset; or

B) a power loss expected condition in which no power loss occurs within constraints defined by the

applicable SCSI transport protocol standard (e.g., power loss timeout in SPL-3);

f) process task management functions without affecting the processing of the sanitize operation (e«g
an ABORT TASK task management function aborts the SANITIZE command and has no effect\on
performing the sanitize operation);

g) not alter mode data, INQUIRY data, or READ CAPACITY (16) parameter data (e.g., the number of
logical blocks, logical block length, or protection information settings for the logical unit); and

h) identify inaccessible physical blocks and in a vendor specific manner prevent future.access to thede
blocks following a successful sanitize operation.

’

4.11.3 Completing a sanitize operation

If 4 sanitize operation completes without error, and logical block provisioning management (see 4.7.3) is
supported, then:

a) the initial condition for every LBA should be anchored (see 4.7.3.2) or deallocated (see 4.7.3.3); apd
b) read operations and write operations should complete without'error.

If 4 sanitize operation completes without error and logical blockprovisioning management is not supported
thgn:

a) read commands are processed as described in 5.24.2.2, 5.24.2.3, 5.24.2.4, and 5.24.2.5; and
b) write operations should complete without error.

If the sanitize operation completes with an error in réstricted completion mode, then the device server shall:

a) terminate the SANITIZE command being performed, if any (e.g., the IMMED bit was set to zero in the
CDB, and the failure occurs before status is returned for the command), with CHECK CONDITION
status with the sense key set to MEDIUM ERROR and the additional sense code set to SANITIZE
COMMAND FAILED; and

b) until completion of a successful sanitize operation has occurred, terminate all commands, except
SANITIZE commands allowed in the restricted completion mode, INQUIRY commands, REPORT
LUNS commands, LOG)SENSE commands specifying the Temperature log page (see SPC-4), and
REQUEST SENSE 'commands, with CHECK CONDITION status with the sense key set to MEDIUM
ERROR and the(additional sense code set to SANITIZE COMMAND FAILED.

If 4 sanitize operation-completes with an error in unrestricted completion mode, then the device server sha

a) terminaté.the SANITIZE command being performed, if any (e.g., the IMMED bit was set to zero in the
CDB,_and the failure occurs before status is returned for the command), with CHECK CONDITION
status’with the sense key set to MEDIUM ERROR and the additional sense code set to SANITIZE
COMMAND FAILED; and

b) “wntil completion of a successful sanitize operation has occurred, terminate all commands, except
SANITIZF commands INQUIRY commands RFPORT | UNS commands | OG SENSF commandis
specifying the Temperature log page (see SPC-4), and REQUEST SENSE commands, with CHECK
CONDITION status with the sense key set to MEDIUM ERROR and the additional sense code set to
SANITIZE COMMAND FAILED.

A sanitize operation that completed with error and was cleared with a SANITIZE command with the service
action of EXIT FAILURE MODE may have not performed a complete sanitize operation (e.g., this action may
enable the recovery of logical block data from the cache and medium for those logical blocks that were not
sanitized).

After the sanitize operation completes the device server shall:

1) initialize all enabled timers and counters; and
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2) start all enabled timers and counters for power conditions and background functions.

4.12 Write protection

Write protection prevents the alteration of the medium by logical block access commands issued to the device
server. Write protection is controlled by:

a) the user of the medium through manual intervention (e.g., a mechanical lock on the SCSI target

All
log
wit
se
log

device);
b) hardware controls (e.g., tabs on the medium’s housing); or
c) software write protection.

sources of write protection are independent. If present, any write protection shall cause otherwise valid
ical block access commands that request alteration of the medium to be terminated by the déevice servel
h CHECK CONDITION status with the sense key set to DATA PROTECT and the apprgpriate additional
nse code for the condition. Only when all write protections are disabled shall the device server process
ical block access commands that request alteration of the medium.

H4grdware write protection results when a physical attribute of the SCSI target device’or its medium is chang

to
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specify that writing shall be prohibited. Changing the state of the hardware-write protection requires
ysical intervention, either with the SCSI target device or its medium. If allowed by the SCSI target devicq
n changing the hardware write protection while the medium is mounted.results in vendor specific behav
t may include the writing of previously buffered data (e.g., data in cache).

ftware write protection results when the device server is marked as write protected by the application clig
ng the swp bit in the Control mode page (see SPC-4). Changing the state of software write protection sh
prevent previously accepted logical block data (e.g., logical'block data in cache) from being written to t
dium.

b device server reports the status of write protectioriin the device server and on the medium with the
VICE-SPECIFIC PARAMETER field in the mode parameter header (see 6.5.1).

.13 Medium defects

3.1 Medium defects overview

y medium has the potential‘for medium defects that cause data to be lost. Therefore, physical blocks an
ogical blocks may contain-additional information that allows the detection of changes to the logical blocl
a caused by medium defect or other phenomena. The additional information may also allow the logical

ck data to be reconstructed following the detection of such a change (e.g., ECC bytes).

A mmedium defecticauses:

a) arecovered error if the device server is able to read or write a logical block within the logical unit’'s
recovery limits; or

b)¢ afrunrecovered error if the device server is unable to read or write a logical block within the logica
unit’s recovery limits,

nt
all
e

g/

where the logical unit’s recovery limits are:

a) specified in the Read-Write Error Recovery mode page (see 6.5.8);
b) specified in the Verify Error Recovery mode page (see 6.5.9); or

c) vendor specific, if the device server does not implement the Read-Write Error Recovery mode page

or the Verify Error Recovery mode page.

Direct access block devices may allow an application client to examine and modify the additional information
by using the READ LONG commands (see 5.19 and 5.20) and the WRITE LONG commands (see 5.41 and
5.42). An application client may use the WRITE LONG commands to alter the additional information to test the
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defect detection logic of the direct access block device or to emulate a logical block with an unrecovered read
error when generating a mirror copy. This may induce a recovered error or an unrecovered error.

Direct access block devices may allow an application client to use the features of the WRITE LONG
commands (see 5.41 and 5.42) to:

a) disable error correction on specific logical blocks or physical blocks;

b) disable automatic reassignment on specific logical blocks or physical blocks; and

c) mark specific logical blocks or physical blocks as containing pseudo unrecovered errors with
correction enabled or pseudo unrecovered errors with correction disabled.

These features provide methods for an application client to prevent recovered errors and unrecovered errdgrs
from being reported as informational exception conditions and prevent unnecessary reassign operations.

Ddring a self-test operation (see SPC-4) or a background scan operation (see 4.24.1), the deviceserver shpall:

a) ignore pseudo unrecovered errors with correction disabled; and
b) process pseudo unrecovered errors with correction enabled.

The device server maintains the defect lists defined in table 9.

Table 9 — Defect lists (i.e., PLIST and GLIST)

Defect list Source Content
PLIST Address descriptors{see 6.2) for physical blocks that
(i.e.,primary | Manufacturer contain permanentimedium defects and never contain
defect list) logical block data

Address descriptors for physical blocks detected by the
device server to have medium defects during an optional

FORMAT UNIT certification process performed during a format operation
commands (see 5.3)

Address descriptors for physical blocks specified in the
GLIST FORMAT UNIT parameter list (see 5.3.2)

(i.e., grown REASSIGN BLOCKS Address descriptors for physical blocks referenced by the
defect list) commands (see 5:21) LBAs specified in the reassign LBA list (see 5.21.2)

Read medium Address descriptors for physical blocks that have been
operations reassigned as the result of automatic read reassignment
Write medium Address descriptors for physical blocks that have been
operations reassigned as the result of automatic write reassignment

The READ DEFECT, BATA commands (see 5.17 and 5.18) allow an application client to request that the
deyice server returi the PLIST and/or the GLIST.

The FORMAT)UNIT command allows an application client to request that the device server clear the GLIST.

During,afermat operation, the device server shall not assign LBAs to any physical block in:

a)) the PLIST, if the PLIST is specified to be used; or
b) the GLIST, if the GLIST is specified to be used.

A device server performs automatic reassignment of defects as specified by the settings in the Read-Write
Error Recovery mode page (see 6.5.8).

The device server does not perform automatic read reassignment for an LBA referencing a logical block on
which an unrecovered error has occurred. If the application client is notified by the device server that an
unrecovered error occurred (e.g., as indicated by a read command being terminated with CHECK
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CONDITION status with the sense key set to MEDIUM ERROR and the additional sense code set to
UNRECOVERED READ ERROR) and:

a)

the application client is able to regenerate the logical block data for the LBA (e.g., in a redundancy
group (see 4.19.1), the application client regenerates logical block data from the logical block data on
the other logical units in the redundancy group) and the AWRE bit is set to one in the Read-Write Error
Recovery mode page, then the application client may send a write command with that regenerated
logical block data to trigger automatic write reassignment;

the application client is able to regenerate the logical block data for the LBA and the AWRE bit is set to

zero inthe Read-\Write Error Recovery mode naae then the annlication client mav:
J rJd 7 rr J

1) send a REASSIGN BLOCKS command to perform a reassign operation on the LBA; and
2) send a write command with that regenerated logical block data;

or

the application client is unable to regenerate the logical block data for the LBA, then the application
client may send a REASSIGN BLOCKS command to request that the device serverperform a
reassign operation on the LBA.
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4.13.2 Generation of defect lists

This standard defines address descriptor formats for describing defects (see 6.2). Table 10 lists the defects
that each address descriptor format is capable of describing.

Table 10 — Address descriptor formats

Si"gb__Mul_tip_I:e_seauential
Hormat physical physical blocks Referenge
block Entire track | Range
Short block format yes no no 6.2.2
Bxtended bytes from index format yes @ yes © yes' 6.2.3
Hxtended physical sector format yes b yes f yes i 6.2.4
Long block format yes no no 6.2.5
Bytes from index format yes © yes9 no 6.2.6
Hhysical sector format yes 9 yes P no 6.2.7

? Describes a single physical block with the MADS bit set to zero and-the BYTES FROM INDEX field set to g

value other than FFF_FFFFh.

P Describes a single physical block with the MADS bit set to zefo and the SECTOR NUMBER field set to a

value other than FFF_FFFFh.

F Describes a single physical block with the BYTES FROMNDEX field set to a value other than

FFFF_FFFFh.

! Describes a single physical block with the SECTOR'NUMBER field set to a value other than FFFF_FFFFh.

Describes an entire track with the BYTES FROM_INDEX field set to FFF_FFFFh.

Describes an entire track with the SECTOR NUNBER field set to FFF_FFFFh.

J Describes an entire track with the BYTES FROM INDEX field set to FFFF_FFFFh.

' Describes an entire track with the SECTOR NUMBER field set to FFFF_FFFFh.
Describes a range with a pair of address descriptors using the same address descriptor format in whigh:

a) the first address descriptor de€scribes the starting location and has the MADS bit set to one;

b) the second address descriptor describes the ending location and has the MADS bit set to zero; and

c) the ending location is aftenthe starting location.

Y

=

Fof a direct access blockdevice using rotating media (see 4.3.2), to represent two or more sequential
physical blocks on the same track using a pair of address descriptors:

a) the MADS bit,shall be set to one in the first address descriptor;

b) the MADSbit shall be set to zero in the second address descriptor;

c) the GYLINDER NUMBER field in the first address descriptor shall be equal to the CYLINDER NUMBER fig|d
inthe’second address descriptor;

d), the HEAD NUMBER field in the first address descriptor shall be equal to the HEAD NUMBER field in the
second address descriptor;

e—forapairof extended-bytesfrom-indexformataddress-descriptorsthe BYTES FROMINBEXfieldinthe
first address descriptor shall be less than the BYTES FROM INDEX field in the second address
descriptor; and

f) for a pair of extended physical sector format address descriptors, the SECTOR NUMBER field in the first
address descriptor shall be less than the SECTOR NUMBER field in the second address descriptor.

For a direct access block device using rotating media, to represent two or more sequential tracks on the same
head using a pair of address descriptors:

a) the MADS bit shall be set to one in the first address descriptor;
b) the MADS bit shall be set to zero in the second address descriptor;
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c) the CYLINDER NUMBER field in the first address descriptor shall be less than the CYLINDER NUMBER field

in the second address descriptor;
d) the HEAD NUMBER field in the first address descriptor shall be equal to the HEAD NUMBER field in the
second address descriptor;

e) for a pair of extended bytes from index format address descriptors, the BYTES FROM INDEX field in the

first address descriptor and the second address descriptor shall be equal to FFF_FFFFh; and

f) for a pair of extended physical sector format address descriptors, the SECTOR NUMBER field in the first

address descriptor and the second address descriptor shall be equal to FFF_FFFFh.

4.
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4.1

Dirlect access block devices may implement caches. A cache is an area of temporary storage in the direct
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4.1

While proeessing read commands and verify commands, the device server may use the cache to store logic

blg
no

14 Write and unmap failures

curs (e.g., a removable medium was incorrectly demounted), then any data in the logical blocks referenc
the LBAs specified by any of those commands is indeterminate. Before sending a read'cemmand or ver
mmand specifying any LBAs that were specified by one of the write commands that did not complete, th
blication client should resend that write command. If an application client sends a read command or veri
mmand specifying any LBAs that were specified by one of the write commands that did not complete befd
ending that write command, then the device server may return old data, new.data, vendor specific data,
y combination thereof for the logical blocks referenced by the specified LBAs.

pgical block provisioning (see 4.7) is supported and one or more unmap.commands have not completed
en a power loss, medium error, or hardware error occurs, then the logical block provisioning state of the
As requested to be unmapped by any of those commands may-or. may not have changed. Before sendi
bad command or verify command specifying any LBAs that wére/specified by one of the unmap comman
t did not complete, the application client should resend thatunmap command.

15 Caches

5.1 Caches overview

cess block device (e.g., to enhance performance) separate from the medium that is not directly accessil
the application client.

ache stores logical block data:

ache may be volatile or.nen-volatile. A volatile cache does not retain data through power cycles. A
n-volatile cache retains-data through power cycles. There may be a limit on the amount of time a
h-volatile cache is-able to retain data without power (see 4.15.9).

5.2 Read cathing

cksdhatthe application client may request at some future time. The algorithm used to manage the cache
part'of this standard. However, parameters are provided (see 6.5.5) to advise the device server about

ne or more write commands have not completed when a power loss, a medium error, or hafdware errof
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5.3 Write caching

While processing write commands, the device server may perform a write cache operation to store logical
block data that is to be written to the medium at a later time with a write medium operation. This is called
write-back caching. A write command may complete prior to logical blocks being written to the medium. As a
result of using write-back caching there is a period of time during which the logical block data may be lost if:

a) power to the SCSI target device is lost and a volatile cache is being used; or
b) a hardware failure occurs.
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There is also the possibility of an error occurring during the subsequent write medium operation. If an error
occurs during the write medium operation, then the error may be reported as a deferred error on a later
command. The application client may request that write-back caching be disabled with the Caching mode
page (see 6.5.5) to prevent detected write errors from being reported as deferred errors. Even with write-back
caching disabled, undetected write errors may occur. Verify commands (e.g., VERIFY and WRITE AND
VERIFY) may be used to detect those errors.

If processing a write command results in logical block data in cache that is different from the logical block data
on the medium, then the device server shall retain that logical block data in cache until a write medium

op ration-is-performed-using-that logical-block-data.-After the write medium-operation-is-complete -the device
™ I~ I~ ™ ™ Y

sefver may retain that logical block data in cache.

4.15.4 Command interactions with caches

The application client may affect behavior of the cache with:

a) the PRE-FETCH commands (see 5.8 and 5.9);
b) the SYNCHRONIZE CACHE commands (see 5.26 and 5.27); and
c) the Caching mode page (see 6.5.5).

When the cache becomes full of logical block data, the device server may repla¢e€ the logical block data in the
cathe with new logical block data. The disable page out (DPO) bit in the CDBs\of read commands, verify

cojnmands, and write commands allows the application client to influencetthe replacement of logical block
data in the cache. A read command, verify command, or a write commahnd with a DPO bit set to one is a hint|to
thg device server that the logical blocks specified by that command.are-not likely to be accessed in the negr
futpre and should not be put in the cache or retained by the cache.

Application clients may use the force unit access (FUA) bit in the CDBs of read commands (e.g., see 5.11) ¢r
write commands (e.g., see 5.33) to specify that the device server shall access the medium or non-volatile
cache.

Setting the DPO bit to one (e.g., see 5.11) and the Fua\bit to one in all read commands and all write commanfds
hag the same effect as bypassing the volatile cache.

4.15.5 Write operation and write medium operation interactions with caches

For each LBA accessed by a write operation:

1) if a cache contains more recent logical block data for that LBA than the medium, then the device
server shall:
A) perform a write cache operation to that LBA to update the logical block data in the cache;
B) invalidate that-LBA in the cache and perform a write medium operation to that LBA; or
C) perform a writ€ cache operation to that LBA to update the logical block data in the cache and
perform¢ca-write medium operation to that LBA.

For each LBA acgessed by a write medium operation that is not part of a write operation:

1) if a€ache contains more recent logical block data for that LBA than the medium, then the device
server shall:
A)  perform a write cache operation to that LBA to update the logical block data in the cache; or
B) invalidate that LBA in the cache, before the device server performs the write medium operation|to
that LBA-

4.15.6 Read operation and read medium operation interactions with caches

For each LBA accessed by a read operation:

1) if a cache contains more recent logical block data for that LBA than the medium, then the device
server shall perform a read cache operation from that LBA,; or
2) the device server shall perform a read medium operation from that LBA.
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For each LBA accessed by a read medium operation that is not part of a read operation:

1) if a cache contains more recent logical block data for the LBA than the medium, then the device
server shall perform a write medium operation to that LBA; and

2) the device server may invalidate that LBA in the cache, before the device server performs the read
medium operation from that LBA.

4.15.7 Verify medium operation interactions with caches

Fo,

each | BA _accessed bv g verify medium operation:
J J Ll

1) if a cache contains more recent logical block data for the LBA than the medium, then the device
server shall perform a write medium operation to that LBA,;

2) the device server may invalidate that LBA in the cache; and

3) before the device server performs the verify medium operation from that LBA.

4.15.8 Unmap operation interactions with caches

Ddring an unmap operation, the device server changes any logical block data in the cache for the LBA
unmapped by the operation so that any logical block data transferred by the device-server to the Data-In
Buffer while processing a subsequent read command reflects the results of thé urimap operation (see
4.1.4.7.1and 4.7.4.8.1).

4.15.9 Power loss effects on caches

The power, if any, needed to maintain a non-volatile cache may_ decrease to the point that the device server
bble to ensure the non-volatility of the cache for a vendor specific interval of time (e.g., the battery voltage
comes too low too sustain cache contents beyond a vendar specific time). If this occurs and the Extendgd
NUIRY Data VPD page (see SPC-4) indicates that the@evice server contains non-volatile cache (i.e.,

un
be
IN
NV,

No

n-volatile caches maybecome volatile (e.g., battery voltage becomes too low to sustain cache contents

S

SUP bit set to one), then:

a) if the reporting of informational exceptions’control warnings is enabled (i.e., the EWASC bit is set to
one in the Information Exceptions Contrel mode page (see 6.5.6)), then the device server shall repprt
the degraded non-volatile cache as‘specified in the Information Exceptions Control mode page wit
an additional sense code set to WARNING - DEGRADED POWER TO NON-VOLATILE CACHE; ¢

b) if the reporting of informational*exceptions control warnings is disabled (i.e., the EWASC bit is set tq
zero in the Information Exceptions Control mode page), then the device server shall establish a un
attention condition (see.SAM-5) for the SCSI initiator port associated with every |_T nexus with the
additional sense code(set to WARNING - DEGRADED POWER TO NON-VOLATILE CACHE.

)

—

when power is lost). If gon=volatile caches become volatile, then logical block data transferred for read
conmands or write commands in which the force unit access (FUA) bit in the CDB is set to one may bypass
thg cache.

If 8 non-volatile’ecache becomes volatile, then the device server shall set the REMAINING NON-VOLATILE TIME
field to zero.in’the Non-volatile Cache log page (see 6.4.5).

If onsvolatile cache becomes volatile and the Extended INQUIRY Data VPD page (see SPC-4) indicates that
thg deyice server contains non-volatile cache (i.e., the NvV_SuP bit is set to one), then:

a) if the reporting of informational exceptions control warnings is enabled (i.e., the EWASC bit is set to
one in the Information Exceptions Control mode page (see 6.5.6)), then the device server shall report
the change in the cache as specified in the Information Exceptions Control mode page with the
additional sense code set to WARNING - NON-VOLATILE CACHE NOW VOLATILE; or

b) if the reporting of informational exceptions control warnings is disabled (i.e., the EWASC bit is set to
zero in the Information Exceptions Control mode page), then the device server shall establish a unit
attention condition (see SAM-5) for the SCSI initiator port associated with every |_T nexus with the
additional sense code set to WARNING - NON-VOLATILE CACHE NOW VOLATILE.
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a) a power on or hard reset occurs;

b) the Extended INQUIRY Data VPD page indicates that the device server contains a non-volatile cache

(i.e., the Nv_suUP bit is set to one); and
c) the non-volatile cache is currently volatile,

then the device server shall establish a unit attention condition for the SCSI initiator port associated with every
|_T nexus with the additional sense code set to WARNING - NON-VOLATILE CACHE NOW VOLATILE.
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.16 Implicit head of queue command processing

.17 Reservations

EAD OF QUEUE task attribute (see SAM-5), even if the command is received with a SIMPLE task attribute
ORDERED task attribute:

a) the READ CAPACITY (10) command (see 5.15); and
b) the READ CAPACITY (16) command (see 5.16).

e following command defined by this standard shall be processed by the task‘twanager as if it has a HEA|
QUEUE task attribute, even if the command is received with a SIMPLE task(atfribute or an ORDERED task
ribute:

a) the SANITIZE command (see 5.24).

e SPC-4 for additional commands subject to implicit HEAD OF QUEUE command processing. See SAM-5 {
ditional rules on implicit head of queue processing.

servation restrictions are placed on commands*as a result of access qualifiers associated with the type
ervation. See SPC-4 for a description of reservations. The details of commands that are allowed under
at types of reservations are described in-table 11.

mmands from |_T nexuses holding areservation should complete normally. Table 11 specifies the behav
commands from registered |_T_nexuses when a registrants only or all registrants type persistent
ervation is present.

I each command, this standard or SPC-4 defines the conditions that result in the device server completi
command with RESERVATION CONFLICT status.

ch of the following commands defined by this standard may be processed by the task manager-as if it hzs

or

Df

or

19
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Table 11 — SBC-3 commands that are allowed in the presence of various reservations (part 1 of 2)

Addressed logical unit has this type of persistent

reservation held by another I_T nexus

From L_T nexus not

From any |_T nexus From .
Command registered registered
I_T nexus . .
Write Exclusive | (RR all W"tpf Echusnje
Exclusive | Access types) Exclusive | Agges
yP -RR -RR
COMPARE AND WRITE Conflict Conflict Allowed Conflict Conflict
FORMAT UNIT Conflict Conflict Allowed Conflict Conflict
GET LBA STATUS Allowed Conflict Allowed Allowed Conflict
ORWRITE (16) / (32) Conflict Conflict Allowed Conflict Conflict
POPULATE TOKEN Allowed Conflict Allowed Allowed Conflict
PRE-FETCH (10) / (16) Allowed Conflict Allowed Allowed Conflict
D
i REVEN_T ALLOW MEDIUM REMOVAL Allowed Allowed Allowed Allowed Allowed
(Prevent=0)
D
FPREVENT ALLOW MEDIUM REMOVAL Conflict Conflict Allowed Conflict Conflict
(Prevent = 0)
READ (10)/ (12) / (16) / (32) Allowed Conflict Allowed Allowed Conflict
READ CAPACITY (10)/ (16) Allowed Allowed Allowed Allowed Alloweg
READ DEFECT DATA (10) / (12) Allewed @ | Conflict Allowed | Allowed? | Conflict
READ LONG (10)/ (16) Conflict Conflict Allowed Conflict Conflict
REASSIGN BLOCKS Conflict Conflict Allowed Conflict Conflict
REPORT REFERRALS Allowed Allowed Allowed Allowed Allowed
$ANITIZE Conflict Conflict Allowed Conflict Conflict
$TART STOP UNIT with START bit set to
dne and POWER CONDIION field set to Oh Allowed Allowed Allowed Allowed Allowed
$TART STOP UNIIwith START bit set to
zero or POWER.CONDITION field set to a Conflict Conflict Allowed Conflict Conflict
value other.than Oh
$YNCHRONIZE CACHE (10)/ (16) Conflict Conflict Allowed Conflict Conflict
Key:
RR-=)Registrants Only or All Registrants
A

lowed = Commands received from |_T nexuses not holding the reservation or from |_T nexuses not

registered when a registrants only or all registrants type persistent reservation is present should complete

normally.

Conflict = Commands received from |_T nexuses not holding the reservation or from |_T nexuses not
registered when a registrants only or all registrants type persistent reservation is present shall not be
performed, and the device server shall complete the command with RESERVATION CONFLICT status.

@ The device server in logical units claiming compliance with SBC-2 may complete the command with
RESERVATION CONFLICT status. Device servers may report whether certain commands are allowed
in the PERSISTENT RESERVE IN command REPORT CAPABILITIES service action parameter data

ALLOW COMMANDS field (see SPC-4).
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Table 11 — SBC-3 commands that are allowed in the presence of various reservations (part 2 of 2)

Addressed logical unit has this type of persistent
reservation held by another I_T nexus

c d From any I_T nexus From From I—T :‘eXL:js not
omman registered registere
I_T nexus . .
. . - Write Exclusive

Erclusive | Access | o) T Exclusive —Aecess

ypes) -RR -RR
WNMAP Conflict Conflict Allowed Conflict Conflict
ERIFY (10)/ (12)/ (16) / (32) Allowed Conflict Allowed Allowed Conflict
WRITE (10)/ (12) / (16) / (32) Conflict Conflict Allowed Conflict Conflict
?g2R)ITE AND VERIFY (10)7(12) /(16) / Conflict Conflict Allowed Conflict Conflict
WRITE LONG (10) / (16) Conflict Conflict Allowed Conflict Conflict
WRITE SAME (10) / (16) / (32) Conflict Conflict Allowed Conflict Conflict
WRITE USING TOKEN Conflict Conflict Allowed Conflict Conflict
DWRITEREAD (10) / (32) Conflict Conflict Allowed Conflict Conflict
PWRITE (10) / (32) Conflict Canflict Allowed Conflict Conflict

> 0 X

Py
R = Registrants Only or All Registrants

normally.

lowed = Commands received from |_T nexuses notholding the reservation or from |_T nexuses not
registered when a registrants only or all registrants.type persistent reservation is present should complet

onflict = Commands received from |_T nexuses not holding the reservation or from |_T nexuses not
registered when a registrants only or all registrants type persistent reservation is present shall not be
performed, and the device server shall complete the command with RESERVATION CONFLICT status,

()

ALLOW COMMANDS field (see SPC-4).

F The device server in logical units-¢laiming compliance with SBC-2 may complete the command with
RESERVATION CONFLICT ‘status. Device servers may report whether certain commands are allowef
in the PERSISTENT RESERVE IN command REPORT CAPABILITIES service action parameter datg

4.

4.1

If g

18 Error reporting

8.1 Errof. reporting overview

sh

ny-6f the conditions listed in table 12 occur during the processing of a command, then the device serve
hll-terminate the command with CHECK CONDITION status with the sense key set to the specified valug

and the additional sense code set to the appropriate value for the condition. Some errors may occur after the
completion status has already been reported. For such errors, SPC-4 defines a deferred error reporting
mechanism. Table 12 lists some error conditions and the applicable sense keys. The list does not provide a
complete list of all conditions that may cause CHECK CONDITION status.
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Table 12 — Example error conditions

Condition

Sense key

Invalid LBA

ILLEGAL REQUEST

Unsupported option requested

ILLEGAL REQUEST

J

oaical unit reset | T nexus loss or medium chanae
0 Y Y 0

ince last command from this application client

UNIT ATTENTION

ogical block provisioning threshold notification

UNIT ATTENTION

LO.

belf diagnostic failed

HARDWARE ERROR

\

Inrecovered error

MEDIUM ERROR or HARDWARE ERROR

Recovered read error

RECOVERED ERROR

Pseudo unrecovered error

MEDIUM ERROR

Dver-run or other error that may be resolved by repeating
he command

ABORTED COMMAND

~ |~~~

ttempt to write on write protected medium

DATA PROTECT

Direct access block devices compliant with this standard shall suppoft both the fixed and descriptor formats

se

se data (see SPC-4).

of
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Table 13 summarizes use of the sense data fields.

Table 13 — Sense data field usage for direct access block devices

Field Usage Reference
READ LONG commands 5.19 and 5.20
REASSIGN BLOCKS command 5.21
WRITE LONG commands 5.41 and 5142

Any command that accesses the medium, based on the

NEORMATION field 2 Read-Write Error Recovery mode page

4.20.3rand 6.5.8

Any command that accesses the medium, based on the
Verify Error Recovery mode page

Any command that is terminated with a logical block

provisioning threshold notification 47374
COMPARE AND WRITE command 5.2
EXTENDED COPY command SPC-4
REASSIGN BLOCKS command 5.21

COMMAND-SPECIFIC

INFORMATION field If rebuild assist mode is enabled (see 4.20); then any
command that accesses the medium,“based on the 4.20.3
Read-Write Error Recovery mode page b

bi READ LONG commands 5.19 and 5.20
ILI bi

WRITE LONG commands 5.41 and 5.42

8 See SPC-4 for a description of how the VALID-bit interacts with the INFORMATION field.

field (see SPC-4).

b |f fixed format sense data is used but the.value to be placed in the COMMAND-SPECIFIC INFORMATION
field is greater than FFFF_FFFFh (e.g.,"an 8-byte LBA), then the device server shall report no value i
the INFORMATION field (see SPC-4).and shall report no value in the COMMAND-SPECIFIC INFORMATION

If g
inV

If 2
LB
(sq

If g
un

4.1

command attempts to access or reference an invalid LBA, then the device server shall

e SPC-4).

n unrecovered error is reported, then the device server shall report the LBA of the logica
recovered.error occurred in the INFORMATION field of the sense data (see SPC-4).

8.2 Processing pseudo unrecovered errors

alid LBA (e.g., lowest numbered LBA) in the INFORMATION field of the sense data (see SPC-4).

recovered read error.js‘reported, then device server shall report the last LBA (e.g., highest numbered
A) on which a recovered read error occurred for the command in the INFORMATION field of the sense datd

report the first

| block on which an

If a pseudo unrecovered error with correction disabled is encountered on a logical block (e.g., by a command,
a background scan, or a background self-test), then the device server shall:

a) perform no error recovery on the affected logical blocks, including any read error recovery enabled by
the Read-Write Error Recovery mode page (see 6.5.8) or the Verify Error Recovery mode page

(see 6.5.9);

b) perform no automatic read reassignment or automatic write reassignment for the affected logical
blocks, regardless of the settings of the AWRE bit and the ARRE bit in the Read-Write Error Recovery

mode page;

c) not consider errors on the affected logical blocks to be informational exception conditions as defined

in the Information Exceptions Control mode page (see 6.5.6);
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d) notlog errors on the affected logical blocks in any log page that contain error counters (see SPC-4);

and

e) in any information returned for the error (e.g., in sense data or in the Background Scan Results log

page (see 6.4.2)), set the sense key to MEDIUM ERROR and either:

A) should set the additional sense code to READ ERROR — LBA MARKED BAD BY APPLICATION

CLIENT; or
B) may set the additional sense code to UNRECOVERABLE READ ERROR.

e logical unit shall clear a pseudo unrecovered error if it processes or performs one of the following for that

Th
LB

Th

If 3
ah

4.1

Ta
SH

a format operation;

a reassign operation;

a sanitize overwrite operation;

a sanitize block erase operation; or

e) a write command that is not a WRITE LONG command specifying a pseudo unrecoyvered error.

a)
b)
c)
d)

e logical unit may clear a pseudo unrecovered error if it processes or performs one of the following for th
A

a) a sanitize cryptographic erase operation;

b) an unmap operation; or

c) aMODE SELECT command that uses the mode parameter block descriptor (see 6.5.2) to change t
capacity to be lower than that LBA.

e logical unit shall not clear a pseudo unrecovered error if it processes one of the following for that LBA:
a) aread command.

pseudo unrecovered error with correction enabled is encountered on a logical block (e.g., by a commar
ackground scan, or a background self-test), then the device server shall:

a) if enabled by the Read-Write Error Recovery mode page (see 6.5.8) or the Verify Error Recovery
mode page (see 6.5.9), perform error recovery on the affected logical blocks;

b) perform no automatic read reassignment\or automatic write reassignment for the affected logical
blocks, regardless of the settings of the AWRE bit and the ARRE bit in the Read-Write Error Recover
mode page;

c) consider errors on the affected:lggical blocks to be informational exception conditions as defined in
the Information Exceptions Control mode page (see 6.5.6);

d) log errors on the affected\ogical blocks in any log page that contain error counters (see SPC-4); a

e) in any information returmed for the error (e.g., in sense data or in the Background Scan Results log
page (see 6.4.2)), set the sense key to MEDIUM ERROR and either:

A) should set the~additional sense code to READ ERROR — LBA MARKED BAD BY APPLICATIC
CLIENT; or
B) may setthe additional sense code to UNRECOVERABLE READ ERROR.

8.3 Block commands sense data descriptor

ble 14 defines the block commands sense data descriptor used in descriptor format sense data (see
C-4) for direct access block devices.

at

-
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hd

N



https://standardsiso.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 -73-

Table 14 — Block commands sense data descriptor format

Bit
Byte 7 6 5 4 3 2 1 0
0 DESCRIPTOR TYPE (05h)
1 ADDITIONAL LENGTH (02h)
2 Reserved
3 Reserved | ILI Reserved
ThEe DESCRIPTOR TYPE field and the ADDITIONAL LENGTH field are defined in SPC-4 and shall beset to the
values shown in table 14 for the block commands sense data descriptor.
The incorrect length indication (ILI) bit set to one indicates that:
a) the command was a READ LONG command or WRITE LONG command with'a requested data
length; and
b) the requested data length in the READ LONG command or WRITE LONG command did not match
the length of the logical block.
An(ILI bit set to zero indicates that either:
a) the command was not a READ LONG command or WRITELONG command with a requested data
length; or
b) the requested data length in the READ LONG command or WRITE LONG command matched the
length of the logical block.
4.18.4 User data segment referral sense data descriptor
Table 15 defines the user data segment referral sense data descriptor used in descriptor format sense data for
direct access block devices. The user data segment referral sense data descriptor contains descriptors
indicating the user data segment(s) on thelogical unit and the SCSI target port groups through which thos¢
user data segments may be accessed (seé 4.28).
Table 15 —(User data segment referral sense data descriptor format
Bit
Byte 7 6 5 4 3 2 1 0
0 DESCRIPTOR TYPE (0OBh)
1 ADDITIONAL LENGTH (y -1)
2 Reserved NOT_ALL]|
3 Reserved
User data segment referral descriptor list
4
User data segment referral descriptor [first]
4+n
y-m
User data segment referral descriptor [last]
y
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The DESCRIPTOR TYPE field is defined in SPC-4 and shall be set to the value shown in table 15 for the user

data segment referral sense data descriptor.

The ADDITIONAL LENGTH field indicates the number of bytes that follow in the logical block referrals sense data

descriptor.

A not all referrals (NOT_ALL_R) bit set to zero indicates that the list of user data segment referral descriptors is
a complete list of user data segments. A NOT_ALL_R bit set to one indicates that there are more user data

segments than are able to be indicated by the user data segment referral sense data.

Each-user data segment referral r'lncr‘ripfnr (enn table 1R) indicates information irlnnfifying'

descriptor; and

is able to be accessed.

Usker data segment referral descriptors shall be listed in ascending LBA order. If a user datalsegment refer
degcriptor describes the last user data segment (i.e., points to the largest LBA) and the‘preceding user dat

a) a user data segment that is accessible through the SCSI target port groups indicated by this

b) one or more SCSI target port groups through which the user data segment indicated by this.déscrip

segment descriptors do not represent the complete list of user data segments, then the’next user data

segment referral descriptor, if any, shall describe the first user data segment (i.e., the,user data segments m

wrap).

Table 16 defines the user data segment referral descriptor.

Table 16 — User data segment referral.déescriptor format

or

al

J

Bit
Byte 7 6 5 4 3 2 0

0

Reserved
2
3 NUMBER OF TARGET PORT GROUP DESCRIPTORS
4 (MSB)

FIRST USER DATA SEGMENT LBA

1 (LSB)
12 (MSB)

LAST USER DATA SEGMENT LBA

19 (LSB)

Target port group descriptor list

20

Target port group descriptor [first]

23

m-3

Target port group descriptor [last]

m

The NUMBER OF TARGET PORT GROUP DESCRIPTORS field indicates the number of target port group descriptors

that follow.
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The FIRST USER DATA SEGMENT LBA field indicates the first LBA of the first user data segment (see 4.28)
indicated by this descriptor.

The LAST USER DATA SEGMENT LBA field indicates the last LBA of the last user data segment (see 4.28)
indicated by this descriptor.

The target port group descriptor (see table 17) specifies the target port group and the asymmetric access
state of the target port group (see SPC-4). The device server shall return one target port group descriptor for
each target port group in a target port asymmetric access state of active/optimized, active/non-optimized, or
transitioning. The device server may return one target port group descriptor for each target port group in a

tarpet port asymmetric access state of unavailable.

Table 17 — Target port group descriptor

Byte

Bit

4

Reserved

ASYMMETRIC ACCESS STATE

Reserved

(MSB)

0
1
2
3

TARGET PORT GROUP

(LSB)

The ASYMMETRIC ACCESS STATE field (see SPC-4) contains the asymmetric access state of the user data

segment(s) specified by this descriptor that may be accessed. thfough this target port group.

ThE TARGET PORT GROUP field specifies a target port group’(see SPC-4) that the application client uses whéen

issuing commands associated with the user data segments specified by this descriptor.

4.18.5 Direct-access block device sense data descriptor

Table 18 defines the direct-access block devige)sense data descriptor, which may be used in descriptor format
sefse data (see SPC-4) instead of any of.the following sense data descriptors:

If the device server includes the direct-access block device sense data descriptor in a sense data descriptd
lisf, then it shall not include any of those sense data descriptors in the same sense data descriptor list.

information (see SPC-4);
command-specific information(see SPC-4);
sense key specific (see<SPC-4);

field replaceable unit.(see SPC-4); and
block commands (see’4.18.3).

-
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Table 18 — Direct-access block device sense data descriptor format

Bit
Byte 7 6 5 4 3 2 1 0
0 DESCRIPTOR TYPE (ODh)
1 ADDITIONAL LENGTH (1Eh)
2 VALID Reserved ILI Reserved
3 Reserved
4 SKSV
Sense key specific information
6
FIELD REPLACEABLE UNIT CODE
8 (MSB)
INFORMATION
15 (LSB)
16 (MSB)
COMMAND-SPECIFIC INFORMATION
23 (LSB)

ThEe DESCRIPTOR TYPE field is described in SPC-4, and shall.be set as shown in table 18 for the direct-acce

b

Igck device sense data descriptor.

A YALID bit set to zero indicates that the INFORMATION\field is not defined in this standard or any other

c
d

ommand standard. A VALID bit set to one indicates ,the INFORMATION field contains valid information as
efined in this standard or a command standard:

ThE ILI bit is described in the block commands sense data descriptor (see 4.18.3).

A gense-key specific valid (SKsV) bit set\to one indicates the sense key specific information contains valid
information as defined in SPC-4. An-SKSV bit set to zero indicates that the sense key specific information is r

a

n

defined by SPC-4.

The sense key specific infonmation is described in the sense key specific sense data descriptor (see SPC-

ThE FIELD REPLACEABLE-UNIT CODE field is described in the field replaceable unit sense data descriptor (se€
SHC-4).

ThEe INFORMATIONfield is described in the information sense data descriptor (see SPC-4).

The COMMANBZSPECIFIC INFORMATION field is described in the command-specific information sense data

d
c

epcriptor(see SPC-4). The COMMAND-SPECIFIC INFORMATION field should be ignored in sense data for a
ofnmangd-or operation for which the COMMAND-SPECIFIC INFORMATION field is not defined and in sense data

th3t is.not related to a command or operation (e.g., pollable sense data).

ot

4.19 Model for XOR commands

4

.19.1 Model for XOR commands overview

In storage arrays, a SCSI storage array device (see SCC-2) organizes a group of direct access block devices
into objects. The type of object supported by this model is the redundancy group, where some of the logical
blocks on the direct access block devices are used for XOR-protected data and some of the logical blocks are

u

sed for check data. The check data is generated by performing a cumulative XOR operation of the
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XOR-protected data. The XOR operation may be performed by the SCSI storage array device or by the direct
access block devices.

A direct access block device containing XOR-protected data is called a data disk. A direct access block device
containing check data is called a parity disk.

Pe
tra

Fo
co

rforming the XOR operation in the direct access block devices may result in a reduced number of data
nsfers across a service delivery subsystem.

r example, when the XOR operation is performed within the SCSI storage array device, the following

Th

op

4.1

4.1

A

Co
to

X0
to
us

4.1

Th

mmands are used for a tvpical undate write seauence:
J T ~ hd

1) aread command to the data disk;

2) a write command to the data disk;

3) aread command to the parity disk; and
4) a write command to the parity disk.

e SCSI storage array device also does two internal XOR operations in this sequence.

contrast, during SCSI storage array device supervised XOR operations (see 4.19.2)enly the following
brations are used:

a) a write command to the data disk;
b) aread command to the data disk; and
c) a write command to the parity disk.

9.2 SCSI storage array device supervised XOR operations

9.2.1 SCSI storage array device supervised XOR operations overview

a) update write operation (see 4.19.2.2);
b) regenerate operation (see 4.19.2.3); and
c) rebuild operation (see 4.19.2.4).

berform the necessary XOR functions,

WRITEREAD commands (see 5.47 and 5.48) and XPWRITE commands (see 5.49 and 5.50) are requir|
mplement SCSI storage array device supervised XOR operations. The SCSI storage array device also
s READ commands and WRITE commands for certain operations.

9.2.2 Update write operation

e update write opé€ration writes new XOR-protected data to a data disk and updates the check data on t
ity disk. The sequence performed by the SCSI storage array device (see SCC-2) is as follows:

1) send.an-XDWRITEREAD command to the data disk with the Data-Out Buffer containing the new
XOR:protected data; and

2) , send an XPWRITE command to the parity disk with the Data-Out Buffer for this command containi
the logical block data from the Data-In Buffer of the XDWRITEREAD command.

bCS| storage array device (see SCC-2) supervises three basic operations that require XOR functionality;

mmand sequences for each of these operations use the device servers in the direct access block devicgs

bd

e

9

41

9.2.3 Regenerate operation

The regenerate operation is used to recreate one or more logical blocks that have an error. This is

accomplished by reading the associated logical block from each of the other direct access block devices
within the redundancy group and performing an XOR operation on each of these logical blocks. The last XOR
result is the data that should have been present on the unreadable direct access block device. The number of
steps is dependent on the number of direct access block devices in the redundancy group, but the sequence
performed by the SCSI storage array device (see SCC-2) is as follows:

1) send a READ command to the first direct access block device;
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2) send an XDWRITEREAD command with the DISABLE WRITE bit set to one to the next direct access
block device using the logical block data from the Data-In Buffer of the previous command as the
logical block data in the Data-Out Buffer for this command; and

3) repeat step 2) until all direct access block devices in the redundancy group except the failed device

have been accessed. The logical block data in the Data-In Buffer for the last command is the
regenerated data.

4.19.2.4 Rebuild operation

Th
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When the SCSI storage array device (see SCC-2) issties an update write to a data disk, the data in the daf
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e rebuild operation I1s similar to the regenerate operation, except that the last XOR result is written to the
lacement device. This function is used when a failed device is replaced and the SCSI storage array devi
e SCC-2) is writing the rebuilt data to the replacement device. The number of steps is dependentyon the
mber of direct access block devices in the redundancy group, but the sequence performed by the 'SCSI
rage array device (see SCC-2) is as follows:

1) perform the regenerate operation (see 4.19.2.3); and
2) send a WRITE command to the replacement device using the regenerated data.

9.3 Array subsystem considerations
9.3.1 Array subsystem considerations overview

s subclause lists considerations that apply to any array subsystem and'describes how use of the XOR
mmands may affect handling of those situations.

9.3.2 Access to an inconsistent stripe

tripe is a set of corresponding extents from two or more direct access block devices.

k has been updated when successful status is returned for the command. Until the parity disk has been
Hated the associated stripe in the redundancy group is not consistent (i.e., performing an XOR operation
XOR-protected data does not produce the-check data).

e SCSI storage array device shall keeptrack of this window of inconsistency and ensure that a regenerg
rebuild operation for any data extept'within the stripe is not attempted until after the parity disk has been
Hated, making the stripe consistentagain. For multi-initiator systems, tracking the updates may be more
mplex because each SCSI storage array device is required to ensure that a second SCSI storage array
vice is not writing to a stripeg that the first SCSI storage array device is regenerating or rebuilding. The

brdination between SCSI 'stérage array devices is system specific and is beyond the scope of this standg

device server terminates any of the XOR commands with CHECK CONDITION status and an
recovered error isCindicated, then an inconsistent stripe may result. It is the SCSI storage array device'’s
ponsibility to identify the failing device, identify the scope of the failure, and then to limit access to the
onsistent stripe. The recovery procedures that the SCSI storage array device implements are outside th
ppe of this standard.

4.

P0-Rebuild assist mode

4.20.1 Rebuild assist mode overview

The rebuild assist mode provides a method for a SCSI storage array device (see SCC-2) to read recovered
logical blocks from a failed logical unit in a storage array instead of rebuilding the logical blocks from other
logical units in the storage array. This mode allows the failed logical unit to report logical blocks that are
unreadable without requiring the SCSI storage array device to read every LBA in the failed logical unit to
determine the unrecovered logical blocks. The SCSI storage array device then copies the logical blocks
recovered from the failed logical unit to a replacement logical unit and only rebuilds the failed logical blocks.
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Enabling the rebuild assist mode:

a) may cause the device server to initiate a self test to identify the scope of failures, if any;

b) modifies READ command recovery behavior by the device server based on the setting of the RARC bit
(see 4.20.3 and 5.11); and

c) may cause sense data to be returned by the device server that indicates the location of multiple failing
logical blocks on read commands and write commands.

The self-test operations performed by the device server while rebuild assist mode is enabled may result in
detection of failed physical elements. A predicted unrecovered error is an unrecovered error that is the result
of Bn atftempt by the device server to access an LBA associated with a failed physical element. An
unpredicted unrecovered error is an unrecovered error that is the result of a device server accessing an L'BA
that is not associated with a failed physical element.

4.20.2 Enabling rebuild assist mode

Anlapplication client should enable rebuild assist mode after the application client determines that a rebuild|is
required. The application client enables the rebuild assist mode by setting the ENABLED hit to one and setting
thg DISABLED PHYSICAL ELEMENT field to all zeros in the Rebuild Assist Output diagnostic page (see 6.3.3).

If § SEND DIAGNOSTIC command requests the enabling of the rebuild assist thode, then the device servg

]

1) shall enable the rebuild assist mode;

2) may perform a diagnostic test of the physical elements containedwithin the logical unit; and

3) should disable any physical elements that are not functional if @ydiagnostic test of the physical
elements is performed.

The application client may verify that rebuild assist mode is enabled by verifying that the ENABLED bit is set|to
ong in the Rebuild Assist Input diagnostic page (see 6.3.2),

4.20.3 Using the rebuild assist mode
4.20.3.1 Using rebuild assist mode overview
After rebuild assist mode is enabled, the application client should issue read commands to read the availaljle

lodical block data from the failed logical unit: If the device server does not detect an unrecovered error while
prgcessing a read command, then the-device server should complete the read command without error.

The rebuild assist mode allows the device server to report unrecovered read errors or unrecovered write
errprs that are either predicted-(iie:, predicted unrecovered errors) or unpredicted (i.e., unpredicted
unfecovered errors).

4.20.3.2 Unpredicted unrecovered read error

If 94 device server.teceives a read command with the RARC bit set to one, then rebuild assist mode shall no
affect processing.of the read command.

If rebuild assist mode is enabled and a device server receives a read command with the RARC bit set to zefo
anfl the device server detects an unpredicted unrecovered error that is not a pseudo unrecovered read errpr
(sge4.18.2), then the device server:

T)_shall perform limited read recovery that Is vendor speciiic,

2) shall transfer the data for all recovered logical blocks, if any, from the logical block referenced by the
starting LBA of the failed read command up to the first unrecovered logical block (i.e., the lowest
numbered LBA) to the Data-in Buffer;

3) shall terminate the command with CHECK CONDITION status with the sense key set to MEDIUM
ERROR, the additional sense code set to UNRECOVERED READ ERROR, and report the LBA
referencing the unrecovered logical block in the INFORMATION field (see SPC-4); and

4) may use this failure in a vendor specific manner to predict other logical blocks that may be
unrecovered.
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If the application client receives sense data with the sense key set to MEDIUM ERROR, the additional sense
code set to UNRECOVERED READ ERROR, and the INFORMATION field indicating a valid LBA (see SPC-4),
then the application client should issue the next read command with the starting LBA set to the contents of the
INFORMATION field plus one.

4.20.3.3 Predicted unrecovered read error

If the device server receives a read command with the RARC bit set to one, then rebuild assist mode shall not
affect the processing of the read command.

If r
an

If t
se
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4.2

If r
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stgtus with the sense key set to MEDIUM ERROR, the additional sense code set to WRITE ERROR, and

ref
fie

4.2

If r
prd

bbuild assist mode is enabled and the device server receives a read command with the RARC bit set toze
H the device server detects a predicted unrecovered error, then the device server:

1) shall perform limited read recovery that is vendor specific;

starting LBA of the failed read command up to the first predicted unrecovered LBA((i.e:; the lowest
numbered LBA) to the Data-in Buffer; and
3) shall terminate the read command with CHECK CONDITION status with the sense key set to
ABORTED COMMAND, the additional sense code set to MULTIPLE READ ERRORS, and:
A) report the following value in the INFORMATION field (see SPC-4):
a) the LBA referencing the first unrecovered logical block (i.e., the\lowest numbered LBA);

and

B) report the following value in the COMMAND-SPECIFIC INFORMATION field (see SPC-4):
a) the LBA referencing the last unrecovered logical block (i.e., the highest numbered LBA) i
sequence of contiguous unrecovered logical blocks that started with the LBA indicated in
INFORMATION field.

ne application client receives sense data with the sense key set to ABORTED COMMAND, the additiong
nse code set to MULTIPLE READ ERRORS, and theNFORMATION field indicating a valid LBA (see SPC-
n the application client should issue the next read command with the starting LBA set to the contents of t
MMAND-SPECIFIC INFORMATION field plus one to ¢ontinue recovering data from the logical unit. This proce
buld be repeated until all of the LBAs have been scanned.

0.3.4 Unpredicted unrecovered write error

ebuild assist mode is enabled and the device server detects an unpredicted unrecovered error while
cessing a write command, then\the device server shall terminate the command with CHECK CONDITI(

ort the LBA referencing the'first logical block (i.e., the lowest numbered LBA) in error in the INFORMATIO
d (see SPC-4).

0.3.5 Predicted-Uinrecovered write error

ebuild assistmode is enabled and the device server detects a predicted unrecovered error while
cessingawrite command, then the device server:

1)< transfers the write data from the Data-Out Buffer;
2)y writes the transferred data up to the logical block referenced by the failing LBA; and

2) shall transfer the data for all recovered logical blocks, if any, from the logical block referenced by the

o,

),
he
S

N

3)__shall terminate the write command with CHECK CONDITION Status with the sense Key set 1o
ABORTED COMMAND, the additional sense code set to MULTIPLE WRITE ERRORS, and:
A) report the following value in the INFORMATION field (see SPC-4):
a) the LBA referencing the first logical block (i.e., the lowest numbered LBA) in error;

and

B) report the following value in the COMMAND-SPECIFIC INFORMATION field (see SPC-4):

a) the LBA referencing the last logical block (i.e., the highest numbered LBA) in error in a

sequence of contiguous logical blocks that started with the LBA indicated in the INFORMATI
field.

ON
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If the application client receives sense data with the sense key set to ABORTED COMMAND, the additional
sense code set to MULTIPLE WRITE ERRORS, and the INFORMATION field indicating a valid LBA (see
SPC-4), then the application client should issue the next write command with the starting LBA set to the
contents of the COMMAND-SPECIFIC INFORMATION field plus one to continue writing to the logical unit.

4.20.4 Disabling the rebuild assist mode

Rebuild assist mode shall be disabled after a power on.

R

fun

Th
Ou

4.2

Th
rek

A
an
dig
Ea

of
PH

An

-}

4-‘

4.2

Th
log

In

Po
mg
co

po
4.2

If 4
UN
co

build assist mode shall not be affected bv g hard reset_an |l T nexus loss or anv task manaagement
J 7 7 J J

ctions (see SAM-5).

e application client disables rebuild assist mode by setting the ENABLED bit to zero in the RebuildAssist
tput diagnostic page (see 6.3.3).

0.5 Testing rebuild assist mode
e Rebuild Assist Output diagnostic page (see 6.3.3) provides a method to test the application client’s

uild process.

application client places a logical unit into a simulated failing condition by setting the ENABLED bit to one
 setting one or more bits in the DISABLED PHYSICAL ELEMENT field to one imthe Rebuild Assist Output
gnostic page.

ch bit in the DISABLED PHYSICAL ELEMENT field represents a physical element that is associated with a gropp
| BAs that are treated as having predicted unrecovered read errdrs. The correlation of bits in the DISABLHD
YSICAL ELEMENT field to LBAs in the logical unit is vendor spegific!

application client ends a test by disabling the rebuild assist:mode (see 4.20.4).

P1 START STOP UNIT and power conditions

1.1 START STOP UNIT and power conditions overview

e START STOP UNIT command (se€.5/25) allows an application client to control the power condition of|a
ical unit. This method includes specifying that the logical unit transition to a specific power condition.

bddition to the START STOP UNIT command, the power condition of a logical unit may be controlled by the
wer Condition mode page.(see SPC-4). If both the START STOP UNIT command and the Power Conditipn
de page methods are being used to control the power condition of the same logical unit, then the power
ndition specified by any. START STOP UNIT command shall override the Power Condition mode page's
ver control.

1.2 Processingof concurrent START STOP UNIT commands

STARISTOP UNIT command is being processed by the device server, and a subsequent START STQP
IT command for which the CDB is validated requests that the logical unit change to a different power

shi

ndition than was speC|f|ed by the START STOP UNIT command belng processed, then the deV|ce servef

sense key set to NOT READY and the add|t|onal sense code set to LOGICAL UNIT NOT READY, START

STOP UNIT COMMAND IN PROGRESS.

The constraints on concurrent START STOP UNIT commands apply only to commands that have the IMMED

bit

set to zero. The effects of concurrent power condition changes requested by START STOP UNIT

commands with the IMMED bit set to one are vendor specific.
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4.21.3 Managing logical block access commands during a change to the active power condition

Application clients may minimize the return of BUSY status or TASK SET FULL status during a change to the
active power condition by:

In Addition to the active power condition, idle power conditions, and standby power conditions described in
SHC-4, this standard describes the stopped power condition.

Ng
of

4.2

Th
ST

a)

polling the power condition using the REQUEST SENSE command (see SPC-4); or

b) sending a START STOP UNIT command with the IMMED bit set to zero and the START bit set to one

ile in the stopped power condition:

a)

b)

c)

d)

.21.5 START STOP UNIT and power condition state machine

power condition defined in this standard shall affect theisupply of any power required for proper operati
h service delivery subsystem.

1.5.1 START STOP UNIT and power condition state machine overview

e SSU_PC (START STOP UNIT and power condition) state machine for logical units implementing the
ART STOP UNIT command describes the:

NOTE 4 - The.SSU_PC state machine is an enhanced version of the PC (power condition) state machine
described in"SRC-4.

and waiting for GOOD status to be returned.

rcondition

the device server shall terminate TEST UNIT READY commands and logical blockjaCcess comman
with CHECK CONDITION status with the sense key set to NOT READY and thée\additional sense
code set to LOGICAL UNIT NOT READY, INITIALIZING COMMAND REQUIRED;

the power consumed by the SCSI target device while in the stopped power condition should be les
than the power consumed when the logical unit is in the active power condition or any of the idle
power conditions (e.g., for direct access block devices that have a rotating medium, the medium is
stopped in the stopped power condition);

the peak power consumption during a change from the stopped:power condition to the active power

condition or an idle power condition is not limited by this standard; and

the peak power consumption during a change from the stopped power condition to a standby power

condition shall be no more than the typical peak power‘egonsumption in the active power condition.

logical unit power states.and transitions resulting from specifications in the START STOP UNIT
command;

settings in the Power Condition mode page (see SPC-4); and

the processing of commands.
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While in the following SSU_PC states, the logical unit may,be increasing power usage to enter a higher pow

(6]0)

While in the following SSU_PC states, the logical unit may be decreasing power usage to enter a lower pow

(6]0)

An
to
req

Th
st

stgte after’power on by a mechanism outside the scope of this standard.

Thjscstate machine references timers controlled by the Power Condition mode page (see SPC-4) and refers
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e SSU_PC state machine consists of the states shown in table 19.

Table 19 — Summary of states in the SSU_PC state machine

State Reference PC state ma!c!\i.ne state with additional
definition (see SPC-4)
SSU_PCO0:Powered_On?@ 4.215.2 PCO:Powered_On
SSU_PC1:Active 42153 PC1:Active
SSU_PC2:ldle 42154 PC2:1dle
SSU_PC3:Standby 42155 PC3:Standby
SSU_PC4:Active_Wait 42156 PC4:Active_Wait
SSU_PC5:Wait_lIdle 42157 PC5:Wait_ldle
SSU_PC6:Wait_Standby 421538 PC6:Wait_Standby
SSU_PC7:ldle_Wait 42159 nla
SSU_PC8:Stopped 4.21.5.10 n/a
SSU_PC9:Standby_Wait 4.21.5.11 n/a
SSU_PC10:Wait_Stopped 4.21.512 n/a
8 SSU_PCO0:Powered_On is the initial state.

ndition:

a) SSU_PC4:Active_Wait;
b) SSU_PC7:ldle_Wait; and
c) SSU_PC9:Standby Wait.

ndition:

a) SSU_PC5:Wait_lIdle;
b) SSU_PC6:Wait_Standby;and
c) SSU_PC10:Wait_Stopped.

y command causingca.state machine transition (e.g., a START STOP UNIT command with the IMMED bit §
vero) shall not complete with GOOD status until this state machine reaches the state (i.e., power conditig
uired or specified by the command.

e SSU_PC state machine shall start in the SSU_PCO0:Powered_On state after power on. The SSU_PC
te machine)shall be configured to transition to the SSU_PC4:Active_Wait state or the SSU_PC8:Stoppe

er

er

et
n)

[oN

QTART QTAD LI

b o (2 e ¥ =i
thb O ITANT O TUT UNTT CUITITIAalru (o€ J.£J).
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Figure 12 describes the SSU_PC state machine.

SSU_PCO: SSU_PCS8:
Powered_On? Stopped”
-
| N
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SSU_PCe6: SSU_PC2: SSU_PCS5:
Wait_Idle ? Idle? Idle_Wait®
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-t
————————
-t
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|
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*This state or transition is also described in SPC -4, but may have additional characteristics

uniqut: tU tilib aiculu'alu' (E.g., d tldllb;tiull tU Ul fIUIII d btdtU UIUDbl;lUtHJI ill ﬁlib btdllddld).
® This state or transition is described in this standard.

Figure 12 — SSU_PC state machine
4.21.5.2 SSU_PCO0:Powered_On state
4.21.5.2.1 SSU_PCO0:Powered_On state description

See the PCO:Powered_On state in SPC-4 for details about this state.
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4.21.5.2.2 Transition SSU_PCO0:Powered_On to SSU_PC4:Active_Wait

Th

is transition shall occur if:

a) the logical unit is ready to begin power on initialization; and
b) the logical unit has been configured to transition to the SSU_PC4:Active_Wait state.

The transition shall include a Transitioning From Powered On argument.

4.21.5.2.3 Transition SSU_PCO0:Powered_On to SSU_PC8:Stopped

Th

Th

.21.5.3 SSU_PC1:Active state

.21.5.3.1 SSU_PC1:Active state description

.21.5.3.2 Transition SSU_PC1:Active to SSU_PC5:Wait_Idle

.21.5.3:3.Transition SSU_PC1:Active to SSU_PC6:Wait_Standby

s transition shall occur if:
a) the logical unit has been configured to transition to the SSU_PC8:Stopped state.

e transition shall include a Transitioning From Powered On argument.

e the PC1:Active state in SPC-4 for details about this state.

s transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the POWER CONDITION
field set to 2h (i.e., IDLE); or
b) an idle condition timer (see SPC-4) is enabled, and\that timer has expired.

B transition shall include a:

a) Transitioning To Idle_a argument, if:
A) the highest priority timer that expired.is the idle_a condition timer; or
B) the START STOP UNIT command’being processed has the POWER CONDITION MODIFIER field set
to Oh (i.e., idle_a power condition);
b) Transitioning To Idle_b argument;if:
A) the highest priority timer that expired is the idle_b condition timer; or
B) the START STOP UNHN command being processed has the POWER CONDITION MODIFIER field set
to 1h (i.e., idle_b power condition);

or

c) Transitioning. To.ldle_c argument, if:
A) the highest priority timer that expired is the idle_c condition timer; or
B) theSTART STOP UNIT command being processed has the POWER CONDITION MODIFIER field set
to'2h'(i.e., idle_c power condition).

Th

s transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the POWER CONDITION
field set to 3h (i.e., STANDBY); or
b) a standby condition timer (see SPC-4) is enabled and that timer has expired.

The transition shall include a:

a) Transitioning To Standby_z argument, if:
A) the highest priority timer that expired is the standby_z condition timer; or
B) the START STOP UNIT command being processed has the POWER CONDITION MODIFIER field set
to Oh (i.e., standby_z power condition);
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or

Transitioning To Standby_y argument, if:

A) the highest priority timer that expired is the standby_y condition timer; or

B) the START STOP UNIT command being processed has the POWER CONDITION MODIFIER field set
to 1h (i.e., standby_y power condition).

4.21.5.3.4 Transition SSU_PC1:Active to SSU_PC10:Wait_Stopped

Th

s transition shall accur if:

Th

Th

a)

.21.5.4 SSU_PC2:ldle state

.41.5.4.1 SSU_PC2:Idle state description

.21.5.4.2 Transition SSU_PC2:Idle to SSU_PC4:Active_Wait

a)
b)

.21.5.4.3 Transition SSU_PC2:Idle to.SSU_PC5:Wait_ldle

a)

b)

Th

e the PC2:ldle state in SPC-4 for details about this state.

s transition shall occur if:

B transition shall include a:

s transition shall occur if:

e fransition shall include a-

the device server processes a START STOP UNIT command (see 5.25) with the START bit set te zgro
and the POWER CONDITION field set to Oh (i.e., START_VALID).

the device server processes a START STOP UNIT command (see 5.25) with the START bit set to ope
and the POWER CONDITION field set to Oh (i.e., START_VALID);
the device server processes a START STOP UNIT command with the POWER CONDITION field set to {Ih
(i.e., ACTIVE); or

the device server processes a command that requires the logical unit to be in the SSU_PC1:Activeg
state to continue processing that command.

Transitioning From Idle argument; and
Transitioning From Idle_c argumentif.the current power condition is the idle_c power condition.

the following occur:

A) an idle conditien'timer is enabled and that idle condition timer has expired; and

B) the prioritycofthat idle condition timer is greater than the priority of the idle condition timer
associated\with the current idle power condition (see SPC-4);

or

the device server processes a START STOP UNIT command (see 5.25) with the POWER CONDITION
field:set to 2h (i.e., IDLE) and the POWER CONDITION MODIFIER field set to a value that specifies that t
logical unit transition to a lower idle power condition.

-

e

a)

Transitioning To Idle_b argument, if:

A) the highest priority timer that expired is the idle_b condition timer; or

B) the START STOP UNIT command being processed has the POWER CONDITION MODIFIER field set
to 1h (i.e., idle_b power condition);

or

Transitioning To Idle_c argument, if:

A) the highest priority timer that expired is the idle_c condition timer; or

B) the START STOP UNIT command being processed has the POWER CONDITION MODIFIER field set
to 2h (i.e., idle_c power condition).
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4.21.5.4.4 Transition SSU_PC2:ldle to SSU_PC6:Wait_Standby

This transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the POWER CONDITION
field set to 3h (i.e., STANDBY); or
b) a standby condition timer is enabled and that timer has expired.

The transition shall include a:

Th

Th

.21.5.4.5 Transition SSU_PC2:Idle to SSU_PC7:ldle_Wait

.21.5.4.6 Transition SSU_PC2:Idle to.SSU_PC10:Wait_Stopped

.21.5.5 SSU_PC3:Standby state

.21.5.5.1 SSU/PC3:Standby state description

.21.5.5.2 Transition SSU_PC3:Standby to SSU_PC4:Active_Wait

n) Trnncifinning To annr'lhy Z nrgnmnnf, if:
A) the highest priority timer that expired is the standby_z condition timer; or
B) the START STOP UNIT command being processed has the POWER CONDITION MODIFIER field set
to Oh (i.e., standby_z power condition);

v

or

b) Transitioning To Standby_y argument, if:
A) the highest priority timer that expired is the standby_y condition timer; or
B) the START STOP UNIT command being processed has the POWER CONDITION MODIFIER field set
to 1h (i.e., standby_y power condition).

v

s transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the POWER CONDITION
field set to 2h (i.e., IDLE) and the POWER CONDITION MODIFIER field set to a value that specifies that the
logical unit transition to a higher idle power condition.

e transition shall include Transitioning From Idle argument'and a:

a) Transitioning To Idle_a argument, if the START.STOP UNIT command being processed has the
POWER CONDITION MODIFIER field set to Oh (i, idle_a power condition); or

b) Transitioning To Idle_b argument, if the START STOP UNIT command being processed has the
POWER CONDITION MODIFIER field set tov1h (i.e., idle_b power condition).

s transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the START bit set to ze
and the POWER CONDITION field set to Oh (i.e., START_VALID).

=

(0]

e the PC3:Standby state in SPC-4 for details about this state.

This transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the START bit set to one
and the POWER CONDITION field set to Oh (i.e., START_VALID);

b) the device server processes a START STOP UNIT command with the POWER CONDITION field set to 1h
(i.e., ACTIVE); or

c) the device server processes a command that requires the logical unit to be in the SSU_PC1:Active
state to continue processing that command.

The transition shall include a Transitioning From Standby argument.
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4.21.5.5.3 Transition SSU_PC3:Standby to SSU_PC6:Wait_Standby

This transition shall occur if:

a) the following occur:
A) the standby_z condition timer is enabled and that timer expires; and
B) the priority of that standby condition timer is greater than the priority of the standby condition timer
associated with the current standby power condition (see SPC-4);

or

Th

Th

Th

4.2

e transition shall include Transitioning To Standby_z argument.

.21.5.5.4 Transition SSU_PC3:Standby to SSU_PC7:ldle_Wait

e transition shall include a Transitioning From Standby argumentiand a:

b) the device server processes a START STOP UNIT command with the POWER CONDITION field set'to Bh
(i.e., STANDBY) and the POWER CONDITION MODIFIER field set to a value that specifies that the logidal
unit transition to a lower standby power condition.

s transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25)with the POWER CONDITION
field set to 2h (i.e., IDLE); or

b) the device server processes a command and determines that the device server is capable of
continuing the processing of that command, when the logical uhit is in the SSU_PC2:1dle state.

a) Transitioning To Idle_a argument, if:

A) the device server processes a command and determines that the device server is capable of
continuing the processing of that command, when the logical unit is in the idle_a power conditign;
or

B) the device server processes a START STOP UNIT command with the POWER CONDITION MODIFIER
field set to Oh (i.e., idle_a power condition);

b) Transitioning To Idle_b argument, if:

A) the device server processes a command and determines that the device server is capable of
continuing the processing of that command, when the logical unit is in the idle_b power conditign;
or

B) the device server processes a START STOP UNIT command with the POWER CONDITION MODIFIER
field set to 1h (i.e., idle. b power condition);

or

c) Transitioning To_ (Idle_c argument, if:

A) the device server processes a command and determines that the device server is capable of
continuing the processing of that command, when the logical unit is in the idle_c power conditign;
or

B) therdevice server processes a START STOP UNIT command with the POWER CONDITION MODIFIER
field set to 2h (i.e., idle_c power condition).

1.5.5.5 Transition SSU_PC3:Standby to SSU_PC9:Standby_Wait

This transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the POWER CONDITION
field set to 3h (i.e., STANDBY) and the POWER CONDITION MODIFIER field set to a value that specifies
that the logical unit transition to a higher standby power condition.

The transition shall include a Transitioning To Standby_y argument.
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4.21.5.5.6 Transition SSU_PC3:Standby to SSU_PC10:Wait_Stopped

This transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the START bit set to zero
and the POWER CONDITION field set to Oh (i.e., START_VALID).

4.21.5.6 SSU_PC4:Active_Wait state

4.]Jw:micmlg_\wdes~ipﬁnn
Whiile in this state:

a) each idle condition timer that is enabled and not expired is running;

b) each standby condition timer that is enabled and not expired is running;

c) the device server shall provide power management pollable sense data (see SPC-4)with the sens
key set to NO SENSE and the additional sense code set to LOGICAL UNIT TRANSITIONING TO
ANOTHER POWER CONDITION; and

d) the logical unit is performing the operations required for it to be in the SSU. PC1:Active state (e.g.,|a
disk drive spins up its medium).

[

If this state was entered with a Transitioning From Idle argument, then:

a) the device server is capable of processing and completing the same commands, except START
STOP UNIT commands with the IMMED bit set to zero (see 5.25), that the device server is able to
process and complete while in the SSU_PC2:ldle state;

b) the peak power consumed in this state shall be no more-thah the typical peak power consumed in the
SSU_PC1:Active state; and

c) if:

A) this state was entered with a Transitioning From Idle_c argument; and
B) the ccF IDLE field in the Power Condition mode page (see SPC-4) is set to 10b (i.e., enabled),

then the device server shall terminate any;command, except a START STOP UNIT command, tha
requires the logical unit be in the SSU_PRC1:Active state to continue processing, with CHECK
CONDITION status, with the sense key set to NOT READY and the additional sense code set to
LOGICAL UNIT IS IN PROCESS"OF BECOMING READY.

If this state was entered with a Transitioning From Standby argument, then:

a) the device server is capable of processing and completing the same commands, except START
STOP UNIT commands)with the IMMED bit set to zero, that the device server is able to process ang
complete while in the SSU_PC3:Standby state;

b) the peak power consumption in this state is not limited by this standard; and

c) if the CCF STANDBY field in the Power Condition mode page (see SPC-4) is set to 10b (i.e., enabled
then the device server shall terminate any command, except a START STOP UNIT command, tha
requires’the’logical unit be in the SSU_PC1:Active state or SSU_PC2:ldle state to continue
processing, with CHECK CONDITION status, with the sense key set to NOT READY and the
additional sense code set to LOGICAL UNIT IS IN PROCESS OF BECOMING READY.

If this state was entered with a Transitioning From Stopped argument, then:

a) the device server is capable of processing and completing the same commands, except START
STOP UNIT commands with the IMMED bit set to zero, that the device server is able to process and
complete while in the SSU_PC8:Stopped state;

b) the peak power consumption in this state is not limited by this standard; and

c) if the ccF sTOPPED field in the Power Condition mode page (see SPC-4) is set to 10b (i.e., enabled),
then the device server shall terminate any TEST UNIT READY command or medium access
command, with CHECK CONDITION status, with the sense key set to NOT READY and the
additional sense code set to LOGICAL UNIT IS IN PROCESS OF BECOMING READY.
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If this state was entered with a Transitioning From Powered On argument, then:

a) the device server is capable of processing and completing the same commands, except START
STOP UNIT commands with the IMMED bit set to zero or TEST UNIT READY command, that the
device server is able to process and complete while in the SSU_PC8:Stopped state;

b) the peak power consumption in this state is not limited by this standard; and

c) the device server shall terminate any TEST UNIT READY command or medium access command
with CHECK CONDITION status with the sense key set to NOT READY and the additional sense
code set to LOGICAL UNIT IS IN PROCESS OF BECOMING READY.

If gn idle condition timer or a standby condition fimer is enabled and expires, then that fimer is ignored in, i
state.

is

4.21.5.6.2 Transition SSU_PC4:Active_Wait to SSU_PC1:Active

Seg the PC4:Active_Wait to PC1:Active transition in SPC-4 for details about this transition.
4.21.5.7 SSU_PC5:Wait_ldle state

4.21.5.7.1 SSU_PC5:Wait_lIdle state description

See the PC5:Wait_Idle state in SPC-4 for details about this state.

4.21.5.7.2 Transition SSU_PC5:Wait_ldle to SSU_PC2:ldle

See the PC5:Wait_Idle to PC2:Idle transition in SPC-4 for details)about this transition.
4.21.5.8 SSU_PC6:Wait_Standby state

4.21.5.8.1 SSU_PC6:Wait_Standby state description

Seg the PC6:Wait_Standby state in SPC-4 for details about this state.

4.21.5.8.2 Transition SSU_PC6:Wait_Standby to SSU_PC3:Standby

Seg the PC6:Wait_Standby to PC3:Standby transition in SPC-4 for details about this transition.
4.21.5.9 SSU_PCT7:Idle_Wait state

4.21.5.9.1 SSU_PCT7:Idle-Wait state description

Whiile in this state:

a) each idlexcondition timer that is enabled and not expired is running;

b) each.standby condition timer that is enabled and not expired is running;

c) thedevice server shall provide power management pollable sense data (see SPC-4) with the sens
key set to NO SENSE and the additional sense code set to LOGICAL UNIT TRANSITIONING TO
ANOTHER POWER CONDITION; and

d) the logical unit is performing the operations required for it to be in the SSU _PC2:1dle state (e.g., a disk
drive spins up its medium).

[

If this state was entered with a Transitioning From Idle argument, then:

a) the device server is capable of processing and completing the same commands, except START
STOP UNIT commands with the IMMED bit set to zero (see 5.25), that the device server is able to
process and complete while in the SSU_PC2:ldle state; and

b) the peak power consumed in this state shall be no more than the typical peak power consumed in the
SSU_PC1:Active state.
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If this state was entered with a Transitioning From Standby argument, then:

a) the device server is capable of processing and completing the same commands, except START
STOP UNIT commands with the IMMED bit set to zero, that the device server is able to process and
complete while in the SSU_PC3:Standby state;

b) the peak power consumption in this state is not limited by this standard; and

c) the cCF STANDBY field in the Power Condition mode page (see SPC-4) is set to 10b (i.e., enabled),
then the device server shall terminate any command, except a START STOP UNIT command, that
requires the logical unit be in the SSU_PC1:Active state or SSU_PC2:ldle state to continue

If t

If g

stgte.

4.2

Th

Whiile in this state:

Th

his state was entered with a Transitioning From Stopped argument, then:

.21.5.10 SSU_PC8:Stopped state

.21.5.10.1 SSU_PC8:Stopped state-description

.21.5.10.2Transition SSU_PC8:Stopped to SSU_PC4:Active_Wait

prnr\nccing, with CHECK CONDITION. status, with the sense. I(ny settoa NOT READY and the
additional sense code set to LOGICAL UNIT IS IN PROCESS OF BECOMING READY.

a) the device server is capable of processing and completing the same commands, except,START
STOP UNIT commands with the IMMED bit set to zero, that the device server is able to’process ang
complete while in the SSU_PC8:Stopped state;

b) the peak power consumption in this state is not limited by this standard; and

c) if the ccF sTOPPED field in the Power Condition mode page (see SPC-4) is set to 10b (i.e., enabled)
then the device server shall terminate any TEST UNIT READY command(or, medium access
command, with CHECK CONDITION status, with the sense key set to.NOT READY and the
additional sense code set to LOGICAL UNIT IS IN PROCESS OF BECOMING READY.

n idle condition timer or a standby condition timer is enabled and expires; then that timer is ignored in th

is

1.5.9.2 Transition SSU_PC7:1dle_Wait to SSU_PC2:Idle

s transition shall occur when the logical unit meets the requirements for being in the:

a) idle_a power condition, if this state was entered~with a Transitioning To Idle_a argument;
b) idle_b power condition, if this state was entered with a Transitioning To Idle_b argument; or
c) idle_c power condition, if this state was entered with a Transitioning To Idle_c argument.

a) the logical unit is in the-stopped power condition (see 4.21.4);

b) the idle conditiontimers and the standby condition timers are disabled;

c) the device server-shall provide power management pollable sense data (see SPC-4); and

d) the device s€rver shall terminate each medium access command or TEST UNIT READY commang
(see SPC%4) as described in 4.21.4.

s transition shall occur if:

a) the device server processes a3 START STOP UNIT command (see 5 25) with the START bit set to ohe
and the POWER CONDITION field set to Oh (i.e., START_VALID); or

b) the device server processes a START STOP UNIT command with the POWER CONDITION field set to 1h
(i.e., ACTIVE).

The transition shall include a Transitioning From Stopped argument.
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4.21.5.10.3 Transition SSU_PC8:Stopped to SSU_PC7:Idle_Wait

This transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the POWER CONDITION
field set to 2h (i.e., IDLE).

The transition shall include a Transitioning From Stopped argument and a:

a) Transitioning To Idle_a argument, if the START STOP UNIT command being processed has the

Th

Th

Whiile in this state:

If t
prq
se

If t

.21.5.10.4 Transition SSU_PC8:Stopped to SSU_PC9:Standby_Wait

.21.5.11 SSU_PC9:Standby_Wait state

.21.5.11.1 SSU_PC9:Standby_Wait state description

POWER CONDITION MODIEIER field set to Oh (i e idle_g power nnndifinn);

b) Transitioning To Idle_b argument, if the START STOP UNIT command being processed has the
POWER CONDITION MODIFIER field set to 1h (i.e., idle_b power condition); or

c) Transitioning To Idle_c argument, if the START STOP UNIT command being processed has the
POWER CONDITION MODIFIER field set to 2h (i.e., idle_c power condition).

s transition shall occur if:

a) the device server processes a START STOP UNIT command (see 5.25) with the POWER CONDITION
field set to STANDBY.

e transition shall include a Transitioning From Stopped argument and at

a) Transitioning To Standby_z argument, if the START STOP UN{1*command being processed has the
POWER CONDITION MODIFIER field set to Oh (i.e., standby_z pewer condition); or
b) Transitioning To Standby_y argument, if the START STORMUNIT command being processed has the
POWER CONDITION MODIFIER field set to 1h (i.e., standby 'y power condition).

a) the device server shall provide power management pollable sense data (see SPC-4) with the sens
key set to NO SENSE and the ‘additional sense code set to LOGICAL UNIT TRANSITIONING TO
ANOTHER POWER CONDITON;

b) the peak power consumedhin this state shall be no more than the typical peak power consumed in the
SSU_PC1:Active staté; and

c) the logical unit is performing the operations required for it to be in the SSU_PC3:Standby state ((e.g.,
a direct access block device is activating circuitry).

[

nis state was entefed with a Transitioning From Standby argument, then the device server is capable of
cessing and completing the same commands, except START STOP UNIT commands with the IMMED bif
to zero (see 5.25), that the device server is able to process and complete in the SSU_PC3:Standby state.

his stateswas entered with a Transitioning From Stopped argument, then:

a)< the device server is capable of processing and completing the same commands, except START

STOP UNIT commands with the IMMED bit set to zero, that the device server is able to process ang

complete while In the SSU_PCTg3.Stopped state; and

b) if the ccF sTOPPED field in the Power Condition mode page (see SPC-4) is set to 10b (i.e., enabled),
then the device server shall terminate any TEST UNIT READY command or medium access
command, with CHECK CONDITION status, with the sense key set to NOT READY and the
additional sense code set to LOGICAL UNIT IS IN PROCESS OF BECOMING READY.

4.21.5.11.2 Transition SSU_PC9:Standby_Wait to SSU_PC3:Standby

This transition shall occur when the logical unit meets the requirements for being in the:

a) standby_y power condition, if this state was entered with a Transitioning To Standby_y argument; or
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b) standby_z power condition, if this state was entered with a Transitioning To Standby_z argument.
4.21.5.12 SSU_PC10:Wait_Stopped state
4.21.5.12.1 SSU_PC10:Wait_Stopped state description

While in this state:

a) the device server shall provide power management pollable sense data (see SPC-4) with the sense
I(ny set to NO SENSE and the additional sense code set to LOGICAL UNIT TRANSITIONING TO
ANOTHER POWER CONDITION;

b) the device server is capable of processing and completing the same commands, except START
STOP UNIT commands with the IMMED bit set to zero (see 5.25), that the device server is able to
process and complete in the SSU_PC8:Stopped state;

c) the logical unit is performing the operations required for it to be in the SSU_PC8:Stopped state (e.g.,
a disk drive spins down its medium); and

d) the device server shall terminate any TEST UNIT READY command or medium ‘access command
with CHECK CONDITION status with the sense key set to NOT READY andithe additional sense
code set to LOGICAL UNIT NOT READY, INITIALIZING COMMAND REQUIRED.

4.21.5.12.2 Transition SSU_PC10:Wait_Stopped to SSU_PC8:Stopped

Thjs transition shall occur when:

a) the logical unit meets the requirements for being in the SSU/ PC8:Stopped state.

4.22 Protection information model

4.22.1 Protection information overview

The protection information model provides for protection of user data while user data is being transferred
bejween a sender and a receiver. Protectiontinformation is generated at the application layer and may be
checked by any object associated with the |- T_L nexus (see SAM-5). Once received, protection information
rethined (e.g., written to the medium,(stored in non-volatile memory, or recalculated on read back) by the
deyice server until overwritten. Power loss, hard reset, logical unit reset, and |_T nexus loss shall have no
effect on the retention of protection:information.

S

Support for protection information shall be indicated in the PROTECT bit in the standard INQUIRY data (see
SHC-4).

If the logical unit is formatted with protection information, and the EMDP bit is set to one in the
Digconnect-Reconneet mode page (see SPC-4), then checking of the logical block reference tag within a
sefvice deliverydsubsystem without accounting for modified data pointers and data alignments may cause
false errors when logical blocks are transmitted out of order.

Protectiontinformation is also referred to as the data integrity field (DIF).

4.22:2)Protection types

4.22.2.1 Protection types overview

The content of protection information is dependent on the type of protection to which a logical unit has been
formatted.

The type of protection supported by the logical unit shall be indicated in the sPT field in the Extended INQUIRY
Data VPD page (see SPC-4). The current protection type shall be indicated in the P_TYPE field in the READ
CAPACITY (16) parameter data (see 5.16.2).
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An application client may format the logical unit to a specific type of protection using the FMTPINFO field and

the PROTECTION FIELD USAGE field in the FORMAT UNIT command (see 5.3).

An application client may format the logical unit to place protection information at intervals other than on

logical block boundaries using the PROTECTION INTERVAL EXPONENT field in the FORMAT UNIT command.

A medium access command is processed in a different manner by a device server depending on the type of

protection in effect. When used in relation to types of protection, the term “medium access command” is
defined as any one of the following commands:

) COMPARE. Al\ln\l\IDITI:;
) ORWRITE (16);
c) ORWRITE (32);
d) READ (10);
e) READ (12);
f) READ (16);
g) READ (32);
h) VERIFY (10);
i) VERIFY (12);
i) VERIFY (16);
k) VERIFY (32);
)  WRITE (10);
m) WRITE (12);
n) WRITE (16);
) WRITE (32);
) WRITE AND VERIFY (10);
) 12);
16);
32);

WRITE AND VERIFY
r) WRITE AND VERIFY
s) WRITE AND VERIFY
t) WRITE SAME (10);
u) WRITE SAME (16);
v) WRITE SAME (32);
w) XDWRITEREAD (10); and
x) XDWRITEREAD (32).

~ o~~~

4.22.2.2 Type 0 protection

Type 0 protection defines no prateetion over that which is defined within the transport protocol.

A Ipgical unit that has been formatted with protection information disabled (see 5.2) or a logical unit that do

noj support protection infermation (i.e., the PROTECT bit set to zero in the standard INQUIRY data (see
SHC-4)) has type 0 pratection.

If type O protection-isieénabled and the RDPROTECT field, the WRPROTECT field, the VRPROTECT field, or the
ORPROTECT field/is_set to a non-zero value, then medium access commands are invalid and may be
terminated by the device server with CHECK CONDITION status with the sense key set to ILLEGAL
REHQUEST-and the additional sense code set to INVALID FIELD IN CDB.

If type«0 protection is enabled, then the following medium access commands are invalid and shall be
terriinated by the device server with CHECK CONDITION status with the sense key set to ILLEGAL

[
(]

REQUEST and the additional sense code set to INVACID COMMAND OPERATION CODE:
a) READ (32);

b) VERIFY (32);

c) WRITE (32);

d) WRITE AND VERIFY (32); and
e) WRITE SAME (32).
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4.22.2.3 Type 1 protection

Type 1 protection:

a) defines the content of each LOGICAL BLOCK GUARD field;
b) does not define the content of any LOGICAL BLOCK APPLICATION TAG field; and
c) defines the content of each LOGICAL BLOCK REFERENCE TAG field.

If type 1 protection is enabled, then the following medium access commands are invalid and shall be
terminated by the device server with CHECK CONDITION status with the sense key set to ILLEGAL
REHQUEST and the additional sense code set to INVALID COMMAND OPERATION CODE:

a) READ (32);
b) VERIFY (32);

c) WRITE (32);

d) WRITE AND VERIFY (32); and
e) WRITE SAME (32).

For valid medium access commands in which the RDPROTECT field, the WRPROTECT fieldy.the VRPROTECT fie|d,
or the ORPROTECT field is set to:

=

a) zero, the Data-In Buffer and/or Data-Out Buffer associated with those cefmmands shall consist of
logical block data containing only user data; or

b) a non-zero value, the Data-In Buffer and/or Data-Out Buffer shall consist of logical block data
containing both user data and protection information.

4.22.2.4 Type 2 protection

Type 2 protection:

a) defines the content of each LOGICAL BLOCK GUARD'field;

b) does not define the content of any LOGICAL BL@EK APPLICATION TAG field; and

c) defines, except for the first logical block addressed by the command, the content of each LOGICAL
BLOCK REFERENCE TAG field.

If type 2 protection is enabled and the RDPR@TECT field, the WRPROTECT field, the VRPROTECT field, or the
ORPROTECT field is set to a non-zero value;ithen the following medium access commands are invalid and shgll
be|terminated by the device server with.  CHECK CONDITION status with the sense key set to ILLEGAL
REHQUEST and the additional sense code set to INVALID COMMAND OPERATION CODE:

a) COMPARE AND WRITE;
b) ORWRITE (16);

c) ORWRITE (32);

d) READ (10);

e) READ (12);

f) READ (16);

g) VERIEY<(10);

h) VERIFY (12);

) VERIFY (16);

i) < WRITE (10);

k) WRITE (12);

T WRITE (T6);

m) WRITE AND VERIFY (10);
n) WRITE AND VERIFY (12);
0) WRITE AND VERIFY (16);
p) WRITE SAME (10);

q) WRITE SAME (16);

r) XDWRITEREAD (10); and
s) XDWRITEREAD (32).
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For valid medium access commands in which the RDPROTECT field, the WRPROTECT field, the VRPROTECT field,
or the ORPROTECT field is set to:

a) zero, the Data-In Buffer and/or Data-Out Buffer associated with those commands shall consist of
logical block data containing only user data; or

b) a non-zero value, the Data-In Buffer and/or Data-Out Buffer shall consist of logical block data
containing both user data and protection information.

4.22.2.5 Type 3 protection

Ty

If t
ter|
RH

Fo
o

=

4.2

Ta
int
UN

be 3 protection:

a) defines the content of each LOGICAL BLOCK GUARD field;
b) does not define the content of any LOGICAL BLOCK APPLICATION TAG field; and
c) does not define the content of any LOGICAL BLOCK REFERENCE TAG field.

ype 3 protection is enabled, then the following medium access commands are invalid and_shall be
Mminated by the device server with CHECK CONDITION status with the sense key sef to'ILLEGAL
QUEST and the additional sense code set to INVALID COMMAND OPERATION €ODE:

a) READ (32);

b) VERIFY (32);

c) WRITE (32);

d) WRITE AND VERIFY (32); and
e) WRITE SAME (32).

I valid medium access commands in which the RDPROTECT field, the WRPROTECT field, the VRPROTECT fie
the ORPROTECT field is set to:

a) zero, the Data-In Buffer and/or Data-Out Buffer assegciated with those commands shall consist of
logical block data containing only user data; or

b) a non-zero value, the Data-In Buffer and/or Data-Out Buffer shall consist of logical block data
containing both user data and protection infgrmation.

2.3 Protection information format
ble 20 defines the placement of protection information in a logical block with a single protection informati

brval (i.e., the PROTECTION INTERVAL EXPONENT field is set to zero in the parameter list header fora FORM
IT command (see 5.3.2.2))

Table 20 - Logical block data format with a single protection information interval

DN
\T

Bit
Blyte 7 6 5 4 3 2 1 0

0

USER DATA
n~1

n MSB)

LOGICAL BLOCK GUARD S S—

n+1 (LSB)

LOGICAL BLOCK APPLICATION TAG

n+3 (LSB)

bl LOGICAL BLOCK REFERENCE TAG

n+7 (LSB)
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Table 21 shows an example of the placement of protection information in a logical block with more than one
protection information interval (i.e., the PROTECTION INTERVAL EXPONENT field is set to a non-zero value in the
parameter list header for a FORMAT UNIT command (see 5.3.2.2)).

Table 21 — An example of the logical block data for a logical block with more than one protection
information interval

Bit =7 Fad J 4 A 2 o 4 0D
Bbte L A% 4 - ~ 9 L] \*J
0
USER DATA ([first]
n-1
n (MSB)
LOGICAL BLOCK GUARD [first]
n+1 (LSB)
n+2 (MSB)

LOGICAL BLOCK APPLICATION TAG [first]
n+3 (LSB)
n+4 (MSB)

LOGICAL BLOCK REFERENCE TAG [first]
n+7 (LSB)
n+8
USER DATA[second]
m-1
m MSB
( ) LOGICAL'BLOCK GUARD [second]
m+1 (LSB)
m+ 2 MSB
( ) LOGIGAL BLOCK APPLICATION TAG [second]
m+3 (LSB)
m+4 (MSB)
LOGICAL BLOCK REFERENCE TAG [second]
m+7 (LSB)
USER DATA [last]
z-1
z (MSB)
LOGICAL BLOCK GUARD [last]
z ¥1 (LSB)
P (MSB)

LOGICAL BLOCK APPLICATION TAG [last] —_—
z+3 (LSB)
z+4 (MSB)

LOGICAL BLOCK REFERENCE TAG [last]
z+7 (LSB)

Each USER DATA field shall contain user data.

Each LOGICAL BLOCK GUARD field contains a CRC (see 4.22.4). Only the contents of the USER DATA field

immediately preceding THE LOGICAL BLOCK GUARD field (i.e., the user data between the preceding logical block
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reference tag, if any, and the current logical block guard) shall be used to generate and check the CRC
contained in the LOGICAL BLOCK GUARD field.

Each LOGICAL BLOCK APPLICATION TAG field is set by the application client. If the device server detects a:

a) LOGICAL BLOCK APPLICATION TAG field set to FFFFh and type 1 protection (see 4.22.2.3) is enabled;

b) LOGICAL BLOCK APPLICATION TAG field set to FFFFh and type 2 protection (see 4.22.2.4) is enabled; or

C) LOGICAL BLOCK APPLICATION TAG field set to FFFFh, LOGICAL BLOCK REFERENCE TAG field set to
FFFF_FFFFh, and type 3 protection (see 4.22.2.5) is enabled,

th
int

Th
Co
sh

Th
co

Th
Bu

nthe device server disables checkina of all nrotection information for the associated nrotection informati
~J Lol Ll

brval when performing a read operation. Otherwise, if the ATMPE bit in the Control mode page (see SPC4)

a) setto one, then the logical block application tags are defined by the Application Tag mode-page
(see 6.5.3); or
b) setto zero, then the logical block application tags are not defined by this standard.

e LOGICAL BLOCK APPLICATION TAG field may be modified by a device server if the ATO bit is set to zero in the
ntrol mode page (see SPC-4). If the ATO bit is set to one in the Control mode pagey.then the device server
Bll not modify the LOGICAL BLOCK APPLICATION TAG field.

b contents of a LOGICAL BLOCK APPLICATION TAG field shall not be used to generate or check the CRC
htained in the LOGICAL BLOCK GUARD field.

e first LOGICAL BLOCK REFERENCE TAG field of the first logical block in the*Data-In Buffer and/or Data-Out
ffer shall contain the value specified in table 22.

Table 22 — Content of the first LOGICAL BLOCK REFERENCE TAG field for the first logical block in the
Data-In Buffer and/or.Data-Out Buffer

Content of the first LOGICAL BLOCK REFERENCE TAG field for the first logical block

Protection Type in the Data-In Buffer and/ex‘Data-Out Buffer
a
-Irzfeec;on The least significant four bytes of the LBA contained in the LOGICAL BLOCK ADDRESS
P field of the CDB.
see 4.22.2.3)
Type 2 protection The value in‘the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field of the CDB.
see 4.22.2.4)
. Not defined in this standard. If the ATO bit is set to zero in the Control mode page (se
Type 3 protection I

SPC-4), then this field may be modified by the device server. If the ATO bit is set to on

566 4.22.2.5) inthe Control mode page, then the device server shall not modify this field.

! The length ofithe protection information interval is equal to the logical block length (see 5.3.2).
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Subsequent LOGICAL BLOCK REFERENCE TAG fields for a logical block in the Data-In Buffer and/or Data-Out
Buffer shall be set as specified in table 23.

Table 23 — Content of subsequent LOGICAL BLOCK REFERENCE TAG fields for a logical block in the Data-In
Buffer and/or Data-Out Buffer

The content of subsequent LOGICAL BLOCK REFERENCE TAG fields in the Data-In

Protection Type Buffer and/or Data-Out Buffer

Type 1 protection
see 4.22.2.3)and
Type 2 protection
(see 4.22.2.4)

The previous logical block reference tag plus one. If the contents of the previous
LOGICAL BLOCK REFERENCE TAG field is FFFF_FFFFh, then the contents of the
subsequent LOGICAL BLOCK REFERENCE TAG field is 0000_0000h.

—~

Not defined in this standard. If the ATO bit is set to zero in the Controlimode page
(see SPC-4), then this field may be modified by the device server: f the ATO bit is sef
to one in the Control mode page, then the device server shall hot modify this field.

Type 3 protection
(see 4.22.2.5)

The contents of a LOGICAL BLOCK REFERENCE TAG field shall not be used to generate or check the CRC
coptained in the LOGICAL BLOCK GUARD field.
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4.22.4 Logical block guard
4.22.4.1 Logical block guard overview

A LOGICAL BLOCK GUARD field shall contain a CRC that is generated from the contents of only the USER DATA
field immediately preceding the LOGICAL BLOCK GUARD field.

Table 24 defines the CRC polynomials used to generate the logical block guard from the contents of the USER
DATA field.

Table 24 — CRC polynomials

Hunction | Definition

A polynomial representing the transmitted USER DATA field, which is coveredbyithe CRC. For
the purposes of the CRC, the coefficient of the highest order term shall be’byte zero bit seven

F(x) of the USER DATA field and the coefficient of the lowest order term shallibe bit zero of the last
byte of the USER DATA field.
F’(x) A polynomial representing the received USER DATA field.

The generator polynomial:
G(x) G(x)=x16+x15+x11+x9+x8+x7+x5+x4+x2+x+1
(i.e., in finite field notation G(x) = 1_8BB7h)

The remainder polynomial calculated during CRC-generation by the transmitter, representing
the transmitted LOGICAL BLOCK GUARD field.

R’(x) A polynomial representing the received LOGICAL BLOCK GUARD field.

The remainder polynomial calculated during CRC checking by the receiver.

RB(x) RB(x) = 0 indicates no error was detected.

RC() The remainder polynomial calculated during CRC checking by the receiver.
RC(x) = 0 indicates no error was’detected.

QA(x) The quotient polynomial cdlculated during CRC generation by the transmitter. The value of
QA(x) is not used.

QB(x) The quotient polynomial calculated during CRC checking by the receiver. The value of QB(x)
is not used.

QC(x) The quotient\polynomial calculated during CRC checking by the receiver. The value of QC(x)
is not used,

M(x) A polynemial representing the transmitted USER DATA field followed by the transmitted
LQGICAL BLOCK GUARD field.

M (x) A polynomial representing the received USER DATA field followed by the received LOGICAL

BLOCK GUARD field.

4.22:4)2 CRC generation

The equations that are used to generate the CRC from F(x) are as follows. All arithmetic is modulo 2.

The transmitter shall calculate the CRC by appending 16 zeros to F(x) and dividing by G(x) to obtain the
remainder R(x):

gx16 xF(Xx)) _ RX)
G(x) QA * 55

R(x) is the CRC value, and is transmitted in the LOGICAL BLOCK GUARD field.
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M(x) is the polynomial representing the USER DATA field followed by the LOGICAL BLOCK GUARD field (i.e., F(x)

foll

owed by R(x)):
M(x) = (x'6 x F(x)) + R(x)

4.22.4.3 CRC checking

M’(x) (i.e., the polynomial representing the received USER DATA field followed by the received LOGICAL BLOCK
GUARD field) may differ from M(x) (i.e., the polynomial representing the transmitted USER DATA field followed by

th

Th
ca

Th
to

4.2

Be

tlallblll;ttcd LUGIUCAL DLUUN GUARD flU:u‘) If thC|c dalc tlallblll;bb;ull CITUlS.
e receiver may check M’(x) validity by appending 16 zeros to F’'(x) and dividing by G(x) and comparing t
culated remainder RB(x) to the received CRC value R’(x):
16 ,
(x_“xF'(x)) _ QB(x) + RB(x)
G(x) G(x)
he absence of errors in F'(x) and R’(x), the remainder RB(x) is equal to R’(x).

b receiver may check M’(x) validity by dividing M’(x) by G(x) and comparing the ealculated remainder RC
yero:

M'X) = qcix) + REX)
G - Y G0
he absence of errors in F’(x) and R’(x), the remainder RC(x) is equal to zero.

th methods of checking M’(x) validity are mathematically equivalent.

.42.4.4 CRC test cases

veral CRC test cases are shown in table 25.

Table’25 — CRC test cases

Pattern CRC

32 bytes each set to 00h 0000h
32 bytes each set to FFh A293h
32 bytés)of an incrementing pattern from 00h to 1Fh 0224h
2 bytes each set to FFh followed by 30 bytes set to 00h 21B8h
82 bytes of a decrementing pattern from FFh to EOh AOB7h

2.5 Application of protection information

fore an application client transmits or receives logical block data with protection information, the applicati

cliént:

X)

1) determines if a logical unit supports protection information using the INQUIRY command (see the
PROTECT bit in the standard INQUIRY data in SPC-4);
2) if protection information is supported, then determines if the logical unit is formatted to accept

protection information using the READ CAPACITY (16) command (e.g., see the PROT_EN bit and the

P_TYPE field in the returned parameter data (see 5.16.2)); and

3) if the logical unit supports protection information and is not formatted to accept protection information,

then formats the logical unit (see 5.3) with protection information enabled.
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If the logical unit supports protection information and is formatted to accept protection information, then the
application client may use read commands that support protection information and should use verify
commands and write commands that support protection information.

4.22.6 Protection information and commands
The enabling of protection information enables fields in medium access commands that instruct the device

server on the handling of protection information. The detailed definitions of each command’s protection
information fields are in the individual command descriptions.

The commands that are affected while protection information is enabled are listed in table 31.

Cdmmands that cause a device server to return the length in bytes of each logical block (e.g., the MODE
SHNSE (10) command and the READ CAPACITY (16) command) shall cause the device server to.return the
cobined length of the USER DATA field(s) contained in the logical block, not including the length of any
protection information (i.e., the LOGICAL BLOCK GUARD field(s), the LOGICAL BLOCK APPLICATION.TAG field(s), ahd
thg LOGICAL BLOCK REFERENCE TAG field(s)) (e.g., if the user data plus the protection information is equal to
52p bytes and there is one protection information interval, then 512 is returned).

4.23 Grouping function

rouping function is a function that collects information about attributes associated with commands (i.e.,
information about commands with the same group value are collected into the specified group). The definitipn
of the attributes and the groups is outside the scope of this standard. Groups are identified with the GROUP
NUMBER field in the CDBs of certain commands (e.g., the PRE-FETCH (10) command (see 5.8)).

Support for the grouping function is indicated in the GROUP%SUP bit in the Extended INQUIRY Data VPD page
(s¢e SPC-4).

ThE collection of this information is outside the scope,of this standard (e.g., the information may not be
trapsmitted using any SCSI protocols).

EXIAMPLE - In a SCSI domain in which two applieations are using a subsystem where one application streams data and
another accesses data randomly, if:

a) the streaming application groups.allrof its commands with one group number (e.g., x); and

b) the random application groups all.of its commands with another group number (e.g., y),

then the applications use those group:numbers (e.g., x and y) to collect separate performance metrics for each
application.

A management application then reads the performance metrics and determines if the performance of a
spegcific group is acceptable.

4.24 Background scan operations

4.24.1 Background scan overview

A thackground scan operation is either a background pre-scan operation (see 4.24.2) or a background
medium scan operation (see 4.24.3).

During a background scan operation, the device server performs read medium operations for the purpose of:

a) identifying logical blocks that are difficult to read (i.e., recoverable) or unreadable (i.e.,
unrecoverable);

b) logging problems encountered during the background scan operation; and

c) when allowed, taking a vendor specific action to repair recoverable logical blocks or perform
automatic read reallocation of recoverable logical blocks.

During a background scan operation, if a read medium operation encounters a recovered error (i.e., a logical
block is readable but requires extra actions (e.g., retries or application of a correction algorithm) to be read),
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then the device server may resolve the problem using vendor specific means. The value of the ARRE bit in the
Read-Write Error Recovery mode page (see 6.5.8) determines whether or not the device server performs
automatic read reassignment.

During a background scan operation, if a read medium operation encounters an unrecovered error (i.e., a

logical block is unreadable), then the device server may mark the logical block unrecoverable. The value of
the AWRE bit in the Read-Write Error Recovery mode page (see 6.5.8) determines whether or not the device
server performs automatic write reassignment. If the AWRE bit is set to one, then the device server performs
automatic write reassignment at the start of the next write medium operation accessing that logical block.

DdJring a background scan operation, the device server:

a)

b)
c)
d)

4.24.2 Background pre-scan operations
4.24.2.1 Enabling background pre-scan operations

A background pre-scan operation is enabled after:

1)
2)
3)

After a background pre-scan operation is enabled, the device server shall:

4.24.2.2 Suspending andresuming background pre-scan operations

A background pre<s¢an operation shall be suspended when any of the following occurs:

may scan the logical blocks in any order (e.g., based on physical block layout);

should not retain any data from logical blocks in cache memory after the logical blocks are.read;
shall ignore pseudo unrecovered errors with correction disabled (see 4.18.2); and

shall process pseudo unrecovered errors with correction enabled.

the EN_Ps bit in the Background Control mode page (see 6.5.4) is.sét to zero:
the EN_PS bit is set to one; and
the SCSI device is power cycled if;
A) the s_L_FuULL bit in the Background Control mode page’is:
a) setto zero; or
b) set to one and the Background Scan log:parameters in the Background Scan Results
page (see 6.4.2) are not all used;

and

B) the saved value of the EN_PS bit is set‘to one.

initialize the Background Pre-scayTime Limit timer to the time specified in the BACKGROUND PRE-SC
TIME LIMIT field in the Backgraund Control mode page and start the timer;

initialize the Background Médium Scan Interval timer to the time specified in the BACKGROUND MEDI
SCAN INTERVAL TIME field\in the Background Control mode page and start the timer; and

begin the background pre-scan operation (i.e., begin scanning the medium).

0g

AN

a) acommand or task management function is processed that requires the background pre-scan
operation to be suspended;

b) , @.SCSI event (e.g., a hard reset) (see SAM-5) is processed that requires the background pre-scan
operation to be suspended;

¢y a power condition timer expires (see the Power Condition made page in SPC-4) _and the
PM_BG_PRECEDENCE field in the Power Condition mode page is set to 10b; or

d) thes_L_FuULL bit in the Background Control mode page (see 6.5.4) is set to one, and the Background

Scan log parameters in the Background Scan Results log page (see 6.4.2) are all used.

If a command is received that requires a background pre-scan operation to be suspended, then the following
should occur within the time specified in the MAXIMUM TIME TO SUSPEND BACKGROUND SCAN field in the
Background Control mode page:

a)
b)

the logical unit suspends the background medium scan operation; and
the device server begins processing the command.
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If a background pre-scan operation is suspended, then the device server shall not stop:

a) the Background Pre-scan Time Limit timer;
b) the Background Medium Scan Interval timer; and

c) any process that results in an event that causes a background function to occur (e.g., not stop any

timers or counters associated with background functions).

While a background pre-scan operation is suspended and not halted (see 4.24.3.2), the device server shall

co

nvert each write operation accessing a logical block that has not been scanned during the background

pre-scan operation into a write medium operation followed by a verify medium operation in order to verify that

the

blgck that has already been scanned during the background pre-scan operation, then the device serversh

no

perform the additional verify medium operation.

A background pre-scan operation shall be resumed from where the operation was suspended when:

a) there are no commands in any task set to be processed;

b) there are no task management functions to be processed;

c) there are no SCSI events to be processed;

d) no ACA condition exists;

e) the PM_BG_PRECEDENCE field in the Power Condition mode page is set t0,40b (see SPC-4), but no
power condition timer defined in the Power Condition mode page has ‘expired;

f) the s_L_FuLL bit in the Background Control mode page is set to zero,.or the Background Medium
Scan log parameters in the Background Scan Results log page, are-hot all used;

g) thelogical unit has been idle for the time specified in the MINIMUMDLE TIME BEFORE BACKGROUND SC
field in the Background Control mode page; and

h) the background pre-scan operation has not been halted-(see 4.24.3.2).

4.24.2.3 Halting background pre-scan operations

Th

e device server shall halt a background pre-scan operation if any of the following occurs:

a) the background pre-scan operation completes scanning all logical blocks on the medium;

b) an application client sets the EN_PS bit te.zero in the Background Control mode page (see 6.5.4);
c) the Background Pre-scan Time Limittimer expires;

d) the device server detects a fatal grror;

e) the device server detects a vendor specific pattern of errors;

f) the device server detects a.medium formatted without a PLIST (see 4.13); or

g) the device server detects temperature out of range.

After a background pre-scan-operation has been halted, the device server shall not enable a background

op

4.2

4.2

B4

pration until the conditionsin 4.24.2.1 are met.
4.3 Background/medium scan
4.3.1 Enabling background medium scan operations

ckgroundsmedium scan operations are enabled if:

a) \a background pre-scan operation (see 4.24.2) is not in progress;
by thes | Full bitin the Background Control mode page (see 6 5.4) is:

logical block data just written was read back without error. If a write medium operation accesses a logidal

2|l

A) setto zero; or

B) set to one and the Background Scan log parameters in the Background Scan Results log page

(see 6.4.2) are not all used;
and

c) the EN_BMS bit in the Background Control mode page is set to one.

If background medium scan operations are enabled, then the device server shall begin a background medium
scan operation (i.e., begin scanning the medium) when:

a) the Background Medium Scan Interval timer has expired; and
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b) the logical unit has been idle for the time specified in the MINIMUM IDLE TIME BEFORE BACKGROUND SCAN

field in the Background Control mode page.

After power on, if background pre-scan operations are not enabled (see 4.24.2.1), then the device server shall
set the Background Medium Scan Interval timer to zero (i.e., expired).

Whenever a background medium scan operation begins, the device server shall set the Background Medium
Scan Interval timer to the time specified in the BACKGROUND MEDIUM SCAN INTERVAL TIME field in the
Background Control mode page and start the timer.

4.2

Th

If 4
fol
Ba

If g

Th
su

4.3.2 Suspending and resuming background medium scan operations

e |ogical unit shall suspend a background medium scan operation if any of the following occurs:

a) acommand or task management function is processed that requires the background medium scar
operation to be suspended;

b) a SCSI event (e.g., a hard reset) (see SAM-5) is processed that requires the backgfound medium
scan operation to be suspended;

c) a power condition timer expires (see the Power Condition mode page in SPC-4), and the
PM_BG_PRECEDENCE field in the Power Condition mode page is set to 10b;

d) thes_L_FuLL bit in the Background Control mode page (see 6.5.4) is setdo one, and the Backgrou
Scan log parameters in the Background Scan Results log page (see™6,4.2) are all used; or

e) an application client sets the EN_BMS bit in the Background Contrélr-mode page to zero.

command is received that requires a background medium scan operation to be suspended, then the
owing should occur within the time specified in the MAXIMUM TIMEZO SUSPEND BACKGROUND SCAN field in t
ckground Control mode page:

a) the logical unit suspends the background medium scan operation; and
b) and the device server begins processing the command.

background pre-scan operation is suspended, then the device server shall not stop:

a) the Background Medium Scan Interval timer; and
b) any process that results in an event that.causes a background function to occur (e.g., not stop anyj
timers or counters associated with background functions).

e logical unit shall resume a suspendedbackground medium scan operation from where the operation w
spended when:

a) there are no commands.ntany task set to be processed;

b) there are no task management functions to be processed;

c) there are no SCSI events to be processed;

d) the PM_BG_PRECEDENCE field in the Power Condition mode page is set to 10b (see SPC-4), but no
power conditien-timer defined in the Power Condition mode page has expired;

e) thes_L Fukrlbit in the Background Control mode page is set to zero, or the Background Medium
Scan log)parameters in the Background Scan Results log page are not all used;

f) the ENuBMS bit in the Background Control mode page is set to one; and

g) thelegical unit has been idle for the time specified in the MINIMUM IDLE TIME BEFORE BACKGROUND SC
field in the Background Control mode page.

4.2

{23 Halting bact | medi tions

The device server shall halt background medium scan operations if any of the following occurs:

a) the background medium scan operation completes scanning all logical blocks on the medium;
b) the device server detects a fatal error;

c) the device server detects a vendor specific pattern of errors;

d) the device server detects a medium formatted without a PLIST (see 4.13); or

e) the device server detects temperature out of range.

After background medium scan operations have been halted, the device server shall not enable a
background medium scan operation until the conditions in 4.24.3.1 are met.
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4.24.4 Interpreting the logged background scan results

An application client may:

a) poll the Background Scan Results log page (see 6.4.2) to get information about background pre-scan
and background medium scan activity; or

b) use the EBACKERR bit and the MRIE field in the Informational Exceptions Control mode page
(see 6.5.6) to select a method of indicating that a medium error was detected.

If the EBACKERR bit is set to one and a medium error was detected, then the device server shall return the
following additional sense codes using the method defined by the value in the MRIE field:

a) WARNING - BACKGROUND PRE-SCAN DETECTED MEDIUM ERROR, if the failure occurs during
a background pre-scan operation; or

b) WARNING - BACKGROUND MEDIUM SCAN DETECTED MEDIUM ERROR, if the failure’occurs
during a background medium scan operation.

The Background Scan Status log parameter (see 6.4.2.2) in the Background Scan Results\|og page
(sge 6.4.2) indicates:

a) whether or not a background scan operation is active or halted;
b) the number of background scan operations that have been performed on’the medium; and
c) the progress of a background scan operation, if active.

Thjs information may be used by an application client to monitor the background scan operations and shoyld
belused by an application client after notification via an informational exception (see 6.5.6).

The Background Scan Results log parameters (see 6.4.2.3), if any;\in the Background Scan Results log page
degcribe the LBA and the reassignment status of each logical block that generated recovered errors or
unfecovered errors during the background scan’s read medium operations.

After an application client analyzes the Background Scan/Results log parameters and has completed actior]
if gny, to repair any of the indicated LBAs, the application client may delete all Background Scan Results
pafameters by issuing a LOG SELECT command (€g., with the PCR bit set to one in the CDB or with the P
field set to 11b and the PARAMETER LIST LENGTH field set to zero in the CDB) (see SPC-4).

0

(9]

A background medium scan operation may eontinue to run during log page accesses. To ensure that the
values in the Background Scan Results log-page do not change during a sequence of accesses, the
application client:

d

-

1) sets the EN_BMS bit to zerg in. the Background Control mode page in order to suspend the backgrou
medium scan operation,

2) reads the Background:Scan Results log page with a LOG SENSE command;

3) processes the Background Scan Results log page;

4) deletes the Background Scan Results log page entries with the LOG SELECT command (e.g., with
the PCR bit sét'to one in the CDB); and

5) sets the EN_BMS bit to one in the Background Control mode page in order to re-enable the
backgrodnd scan operation.

4.25/Association between commands and CbCS permission bits

Table 26 defines the CbCS permissions required for each command defined in this standard. The permissions
shown in table 26 are defined in the PERMISSIONS BIT MASK field in the CbCS capability descriptor in a CbCS
extension descriptor (see SPC-4). This standard does not define any permissions specific to block
commands.
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Table 26 — Associations between commands and CbCS permissions

Command

Permissions bit mask bits 2

DATA READ

DATA WRITE

PARM READ

PARM WRITE

PHY ACC

COMPARE AND WRITE

1

FORMAT ONIT

GET LBA STATUS

(
QRWRITE (16) / (32)

FPOPULATE TOKEN

PRE-FETCH (10) / (16)

PREVENT ALLOW MEDIUM
REMOVAL

READ (10) / (12) / (16) / (32)

READ CAPACITY (10)/ (16)

READ DEFECT DATA (10) / (12)

READ LONG (10) / (16)

REASSIGN BLOCKS

RECEIVE ROD TOKEN
INFORMATION

See SPC-4

REPORT REFERRALS

$TART STOP UNIT

$YNCHRONIZE CACHE (10) / (16)

UNMAP

ERIFY (10)/ (12) / (16) / (32)

\WRITE (10) / (12) / (16) / (32)

\VRITE AND VERIFY (10)4(12) /
(16) / (32)

-—

VRITE LONG (10)7(16)

-—

VRITE SAME(10) / (16) / (32)

WRITE USING TOKEN

DWRITEREAD (10) / (32)

PWRITE (10) / (32)

RS G (REE U (IS U I U I

a8 A device server shall only process a command shown in this table as specified by the cDs field of an
extended CDB (see SPC-4) that contains a CbCS capability descriptor when all of the bits marked with
a “1”in the row for that command are set to one in the PERMISSIONS BIT MASK field in that descriptor. The
permissions bits represented by the empty cells in a row are ignored. If a device server receives a
command specified by the cDB field of an extended CDB that does not contain the CbCS capability
descriptor with all of the bits set to one as defined in this table, then the device server shall terminate
the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the
additional sense code set to INVALID FIELD IN PARAMETER LIST.
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4.26 Deferred microcode activation

After receiving a FORMAT UNIT command (see 5.3) or a START STOP UNIT command (see 5.25), a device
server shall, prior to processing the command, activate any deferred microcode that has been downloaded as
a result of a WRITE BUFFER command with the MODE field set to OEh (see SPC-4).

4.27 Model for uninterrupted sequences on LBA ranges

Divlect access block devices may perform commands that require an uninterrupted sequence of actions\to be

pefformed on a specified range of LBAs. The uninterrupted sequence requirements are described intable 37.

The uninterrupted sequences do not impact the processing of commands that access logical blocks.other
thgn those specified in the command requiring an uninterrupted sequence. The task attribute (see SAM-5)
coptrols interactions between multiple commands. Commands with uninterrupted sequences.on LBA ranges

are shown in table 27.

Table 27 — Commands that require uninterrupted sequences

Command

Consistency enforcement

Reference

QRWRITE (16)
QRWRITE (32)

DWRITEREAD (10)
DWRITEREAD (32)

PWRITE (10)
PWRITE (32)

The device server shall not perform.any operations requested
by any other command in the task set on logical blocks in the
range specified by the command that requires an
uninterrupted sequence of actions while performing the
specified uninterrupted sequence of actions.

4.29

5.47

5.49

COMPARE AND WRITE

The device server shall not perform:
a) any operations requested by any COMPARE AND

WRITE\command in the task set on logical blocks in the
range-specified by the command that requires an
dninterrupted sequence of actions while performing the
specified uninterrupted sequence of actions;

any write operations to or unmap operations on logical
blocks in the range specified by the command that
requires an uninterrupted sequence of actions while
performing the read operations specified in the
uninterrupted sequence of actions; and

any read operations or verify operations from logical
blocks in the range specified by the command that
requires an uninterrupted sequence of actions while
performing the write operations specified in the
uninterrupted sequence of actions.

5.2

4.28 Referrals

4.28.1 Referrals overview

Referrals allow a logical unit to inform an application client that one or more user data segments (i.e., ranges
of logical blocks) are accessible through target port group(s).

Support for referrals is indicated by the device server setting the R_SuP bit to one in the Extended INQUIRY

Data VPD page (see SPC-4).
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An application client may determine information on referrals by:

a) issuing commands; or
b) monitoring sense data returned as part of a completed command or a terminated command.

Figure 13 shows an example of how a logical unit informs an application client that one or more user data
segments are accessible through target port groups.

Target port group Target port group

SCSil target port | ---| SCSI target port SCSI target port | --

SCSI targetport

User data segment 2o User data segment

Logical unit

BCS| target device

%
4CSl device O

A

-<4——p Active/optimized target port asymmetric access (see SPC -4) to user data segment

Active/non-optimized target port-asymmetric access (see SPC -4) to user data segment
Figure 13 — Referrals
4.28.2 Discovering referrals

An) application client may determine referrals information on a logical unit by:

1) determining if the.R_SUP bit is set to one (i.e., the logical unit supports referrals) in the Extended
INQUIRY Data.VPD page (see SPC-4);

2) requestingthe user data segment information from the Referrals VPD page (see 6.6.5);

3) requesting-a list of target port groups by issuing a REPORT TARGET PORT GROUPS command
(see-SPC-4); and

4) either:
A)- requesting referrals information by issuing a REPORT REFERRALS command (see 5.23); or
B) monitoring for referral information in sense data returned by the device server (see 4.28.3).

The following calculation is used to determine the first LBA for each user data segment within the range of
LBAs indicated by the user data segment referral descriptors (see table 16) returned in:

a) the REPORT REFERRALS parameter data (see table 85); or
b) the user data segment referrals sense data descriptor (see 4.18.4):

first LBA of the current user data segment = first LBA + (segment size x segment multiplier)

where:
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first LBA  the initial value is the first user data segment LBA specified in the user data
segment referral descriptor (see table 16). Subsequent values, if any, are the
first LBA of the previous user data segment;

segment size  the content of the USER DATA SEGMENT SIZE field (see 6.6.5); and
segment multiplier  the content of the USER DATA SEGMENT MULTIPLIER field (see 6.6.5).

If the content of the USER DATA SEGMENT SIZE field is greater than zero, and the content of the USER DATA
SEGMENT MULTIPLIER field is greater than zero, then the following calculation may be used to determine the last

L for each user data segment within-the range of LBAs indicated hy the user data segment referral

degcriptors (see table 16) returned in:

a) the REPORT REFERRALS parameter data (see table 85); or
b) the user data segment referrals sense data descriptor (see 4.18.4):

last LBA of the current user data segment = first LBA + (segment size — 1)
where:

first LBA  the first LBA of the current user data segment;
segment size  the content of the USER DATA SEGMENT SIZE field (see 6.6.5).

If the content of the USER DATA SEGMENT SIZE field is zero, then there is only ©ne user data segment, and the
lagt LBA of that user data segment is equal to the last LBA specified in thé4ast USER DATA SEGMENT LBA fie|d
(sge table 16).

Sef annex G for examples for discovering referrals.
4.28.3 Referrals in sense data

Returning referral information in sense data is enabled if the:

a) R_SUP bit is set to one (i.e., the logical unit supports referrals) in the Extended INQUIRY Data VPD
page (see SPC-4); and
b) D_SENSE bit in the Control mode page is‘set to one (i.e., returning descriptor formatted sense dataljis
enabled) (see SPC-4).

If reporting of referrals in sense data is.efiabled, a command completes without error, no other sense data |s
available within the logical unit, and theydevice server has an alternate |_T_L nexus that an application clieght
should use to access at least one,of the specified logical blocks, then the device server shall complete the
command with GOOD status with:the sense key set to COMPLETED, the additional sense code set to
INBPECT REFERRALS SENSE DESCRIPTORS, and a user data segment referrals sense data descripto
(sge 4.18.4).

The user data segmentreferral sense data descriptor (see 4.18.4) shall define the description of as many
complete user data-segments (i.e., one user data segment referral descriptor contains one complete user data
segment) that fit'in'the maximum number of bytes allowed for sense data (i.e., 244 bytes or the maximum
supported sense-data length indicated in the Extended INQUIRY Data VPD page (see SPC-4)). If all the uger
data segments do not fit within the maximum number of bytes allowed for sense data, then:

a)< the device server shall set the NOT_ALL_R bit to one in the user data segment referral sense data
descriptor (see 4.18.4); and

B)__the selection of which User data segments to Include in the user data segment referral sense data
descriptor is vendor specific.

Each user data segment referral sense data descriptor (see 4.18.4) contains information on alternate |_ T L
nexuses to user data segments that the application client should use to access LBAs within the LBA range(s)
indicated by the user data segments.

If reporting of referrals in sense data is enabled, the device server receives a command for which the device
server is not able to access user data associated with the requested command, and the inaccessible user

data is accessible through another target port group, then the device server shall terminate the command with
CHECK CONDITION status with the sense key set to ABORTED COMMAND, the additional sense code set
to INSPECT REFERRALS SENSE DESCRIPTORS, and a user data segment referral sense data descriptor.
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The user data segment referral sense data descriptor shall, at a minimum, indicate the user data segment that
contains the LBA of the first inaccessible logical block. Any other type of error that occurs while processing the
command shall take precedence and be reported as described in this standard. If any other type of error
occurs while the device server is processing the command, then processing that error shall take precedence
over processing the command, and the device server shall report the error as described in this standard.

If reporting of referrals in sense data is disabled (see 4.28.1), the device server receives a command for which
the device server is not able to access user data associated with the requested command, and the

inaccessible user data is accessible through another target port group, then the device server shall terminate
the-command-with- CHECK CONDITION status-with-the sense I(ny setto HARDWARE ERROR and the

adflitional sense code set to INTERNAL TARGET FAILURE.

4.29 ORWRITE commands

4.29.1 ORWRITE commands overview

The ORWRITE commands (see 5.5 and 5.6) provide a mechanism for an applicatien client to manipulate
bitjnap structures on direct access block devices.

An|ORWRITE command shall be processed by the device server performing(the following as an uninterrupted
sequence of actions (see 4.27):

1) perform read operations from the LBAs specified by this comnand;

2) transfer the specified number of logical blocks from the Data-Out Buffer;

3) perform the specified Boolean arithmetic function on:

A) the user data contained in the logical blocks from:read operations; and

B) the user data contained in the logical blocks trahsferred from the Data-Out Buffer;
store the results of the Boolean arithmetic function in a bitmap buffer;

generate new protection information, if any, from the stored results;

store the generated protection information,;ifany, into the bitmap buffer; and

perform write operations using the updated logical block data from the bitmap buffer.

~N o o b
—_— =

If the check of the protection information from:the read operations is successful (see table 46), and the chefk
of the protection information transferred from the Data-Out Buffer is successful (see table 47), then the device
sefver shall generate the new protection.information (see 4.22) as follows:

a) setthe LOGICAL BLOCK GUARD field to the CRC (see 4.22.4) generated from the bitmap buffer by thé
device server;
b) set the LOGICAL BLOCK,REFERENCE TAG field to the LOGICAL BLOCK REFERENCE TAG field received from
the Data-Out Buffer;-and
c) setthe LOGICALLBLOCK APPLICATION TAG field to the LOGICAL BLOCK APPLICATION TAG field received frgm
the Data-Out-Buffer.

In prder to suppOrt-the manipulation of bitmap structures:

a) the ORWRITE (16) command supports the set operation (see 4.29.4); and
b) the ORWRITE (32) command supports:

A) the set operation; and

B) the change generation and clear operation (see 4.29.3).

4.29.2 ORWgeneration code
4.29.2.1 ORWgeneration code overview

The ORWRITE commands use a generation code for synchronization. The device server shall establish and
maintain the following generation codes:

a) a current ORWgeneration code; and
b) a previous ORWgeneration code.
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Subsequent ORWRITE command processing by the device server is dependent on comparisons involving the
ORWgeneration codes. Changes in these ORWgeneration codes define a synchronization point in the
management of the bitmap.

4.29.2.2 ORWgeneration code processing

The device server shall maintain at least one current ORWRITE processing policy. The device server may
support more than one ORWRITE processing policy (see table 28 in 4.29.4).

When prnnnccing an ORWRITE (Q')) command (enn 5 R)’ the device server compares the value in the

EXPECTED ORWGENERATION field in the CDB to the current ORWgeneration code (see 4.29.2.1), and:

a) if the two values are equal, then the device server continues processing the ORWRITE (32)
command as described in table 28 for the set operation and as described in 4.29.3 for the-change
generation and clear operation; or

b) if the two values are not equal, then:

A) for a set operation, the current ORWRITE processing policy (see table 28) détermines how the
device server continues processing the ORWRITE (32) command; and

B) for a change generation and clear operation, the device server terminates‘the ORWRITE (32)
command (see 4.29.3).

If the device server supports both the ORWRITE (16) command (see 5.5) andhthe ORWRITE (32) commarid,
thgn the device server shall process all ORWRITE (16) commands as if they contained an EXPECTED
ORWGENERATION field set to zero.

4.29.3 Change generation and clear operation

The change generation portion of the change generation and.clear operation is used to establish a point of
symchronization. The clear portion of the change generationsand clear operation is used to set zero or mor¢
bit$ in the bitmap structure to zero.

The device server performs a change generation and:clear operation if:

a) the BMmoOP field in the ORWRITE (32) command (see 5.6) is set to 001b; and
b) the value in the EXPECTED ORWGENERATION field is equal to the current ORWgeneration code in the
device server.

-

If the device server performs a change generation and clear operation, then the device server shall perforn
thg following as an uninterrupted sequence:

1) perform read operations)from the LBAs specified by this command;

2) transfer the specified Jogical blocks from the Data-Out Buffer;

3) perform an AND(operation (see 3.1.3) on the user data contained in the logical blocks from the regd
operations andthe user data contained in the logical blocks transferred from the Data-Out Buffer;

4) store the results of the AND operation in a bitmap buffer;

5) generatenew protection information, if any, from the stored results;

6) store.the'generated protection information, if any, into the bitmap buffer;

7) perform write operations using the updated logical block data from the bitmap buffer;

8) , setthe current ORWRITE processing policy to the value in the PREVIOUS GENERATION PROCESSING
field in the ORWRITE (32) command;

9y set the previous ORWgeneration code (see 4 29 2) to the current ORWgeneration code in the devite
server; and

10) set the current ORWgeneration code (see 4.29.2) to the value in the NEw ORWGENERATION field in the
ORWRITE (32) command.

If the value in the EXPECTED ORWGENERATION field is not equal to the current ORWgeneration code, then the
device server shall terminate the ORWRITE (32) command with CHECK CONDITION status with the sense
key set to ILLEGAL REQUEST and the additional sense code set to ORWRITE GENERATION DOES NOT
MATCH.

If a power on or hard reset condition occurs, then the device server shall set:

a) the current ORWgeneration code to zero;
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b) the previous ORWgeneration code to zero; and
c) the current ORWRITE processing policy to 7h.

The device server shall preserve the following across a logical unit reset:

a) the current ORWgeneration code;
b) the previous ORWgeneration code; and
c) the current ORWRITE processing policy.
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4.29.4 Set operation

The set operation is used to set zero or more bits in the bitmap structure to one.

The device server performs a set operation for an ORWRITE command (see 5.5 and 5.6) if the BMOP field in
the CDB is set to 000b.

The device server shall perform a set operation by performing the actions specified in table 28, which shows
the current ORWgeneration code, the previous ORWgeneration code, and the device server’s current
ORWRITE processing policy (see 4.29.3).

Table 28 — Performing an ORWRITE set operation

The value in the EXPECTED ORWGENERATION field matches
Current ORWRITE )
processing policy ORWgeﬁ:::::il:)tn code ORWg:;::t)il:; code Any other value
Oh PA PA CCG
1h Reserved
2h PA DN CCG
3h PA PA PA
4h Reserved
5h PA DN DN
6h Reserved
7h PA CCG CCG
8hto Fh Reserved

Hey:
PA = the device server shall perform the following as an uninterrupted sequence:

1) perform read operations from-the LBAs specified by the command;

2) transfer the specified logical blocks from the Data-Out Buffer;

3) perform an OR operation on the logical blocks from the read operations and the user data contained
in the logical blocks transferred from the Data-Out Buffer;

4) store the results’of the OR operation in a bitmap buffer;

5) generate new-protection information, if any, from the stored results;

6) store the generated protection information, if any, into the bitmap buffer; and

7) performwrite operations using the updated logical block data (i.e., those containing the user data
resulting from the OR operation and the generated protection information, if any) from the bitmap
buffer.

DN =thedevice server shall discard the contents of the Data-Out Buffer and shall complete the commang
witizGOOD status.

CCG = the device server shall terminate the command with CHECK CONDITION status with the sense key
set to ILLEGAL REQUEST and the additional sense code set to ORWRITE GENERATION DOES NOT
MATCH
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4.30 Block device ROD token operations

4.30.1 Block device ROD token operations overview

Application clients request that block device ROD token operations (see SPC-4) be performed using the
commands summarized in this subclause or the commands specified in SPC-4.

Copy managers (see SPC-4) that implement the POPULATE TOKEN command (see 5.7) or the WRITE
USING TOKEN command (see 5.46) shall implement the following:

a) the POPULATE TOKEN command;

b) the WRITE USING TOKEN command;

c) the RECEIVE COPY STATUS (LID4) command (see SPC-4);

d) the RECEIVE ROD TOKEN INFORMATION command (see SPC-4 and 5.22); and

e) the Third-party Copy VPD page (see 6.6.6) containing at least one Block Device RODoken Limit$
descriptor (see 6.6.6.3).

The POPULATE TOKEN command may cause the copy manager to create zero or one point in time ROD
toKens. If the POPULATE TOKEN command causes one point in time ROD token to be created, then this
po|nt in time ROD token may be retrieved by an application client using the RECEIVE ROD TOKEN
INFORMATION command.

The WRITE USING TOKEN command causes the copy manager to transfer the data represented by the
specified ROD token (i.e., the data represented by the ROD token retrieved using the RECEIVE ROD TOKEN
INFORMATION command or the data represented by the block device.zero ROD token).

The copy manager manages the point in time ROD token.

After the copy manager begins processing a POPULATE TOKEN command or a WRITE USING TOKEN
conmand, the copy manager shall preserve information for\return in response to a RECEIVE ROD TOKEN
INFORMATION command as defined in SPC-4.

B
u

gck device range descriptor lists (see 5.7.3) contain\non-overlapping block device range descriptors and gre
bd by the application client to specify:

[2]

a) the logical blocks to include in the data represented by the ROD token;

b) the sequence of the logical blocks.in the data represented by the ROD token (e.g., the first logical
block represented by the LBA.described in the first block device range descriptor is placed at the
beginning of the data represented by the ROD token, and the first logical block represented by the
LBA described in the second block device range descriptor is placed in the data represented by th
ROD token immediatelyyfollowing the last logical block represented by the LBA described in the firgt
block device range descriptor);

c) the logical blocks to be written from the data represented by the ROD token; and

d) the sequence.ofthe logical blocks written from the data represented by the ROD token (e.g., the fifst
logical block-represented by the LBA described in the first block device range descriptor is written
from the-beginning of the data represented by the ROD token, and the first logical block represent¢
by thet:BA described in the second block device range descriptor is written from data represented
the ROD token immediately following the data written to the last logical block represented by the LB
described in the first block device range descriptor).

W

If the copy manager uses out of order transfers to create the representation of data for the ROD token the
the R ROB-TO
INFORMATION command with a list identifier that specifies a POPULATE TOKEN command (see 5. 22 2)
shall be based only on the contiguous transfers that complete without error starting at the first LBA specified
by the first block device range descriptor (i.e., any transfers completed without error beyond the first
incomplete or unsuccessful transfer shall not contribute to the computation of the value in the TRANSFER
COUNT field).

If the copy manager uses out of order transfers to write from the data represented by the ROD token, then the
TRANSFER COUNT field in the parameter data returned in response to a RECEIVE ROD TOKEN

INFORMATION command with a list identifier that specifies a WRITE USING TOKEN command (see 5.22.3)
shall be based only on the contiguous transfers that complete without error starting at the first LBA specified
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by the first block device range descriptor (i.e., any transfers completed without error beyond the first
incomplete or unsuccessful transfer shall not contribute to the computation of the value in the TRANSFER

Cco

UNT field).

4.30.2 POPULATE TOKEN command and WRITE USING TOKEN command completion

As part of completing a block device token operation originated by a POPULATE TOKEN command (see 5.7)

or

a WRITE USING TOKEN command (see 5.46), the copy manager shall compute the residual by

subtracting the sum of the contents of the NUMBER OF LOGICAL BLOCK fields in all of the complete block device

ran
ret

If t
thd

If t
ne
ad

an

If t
to

Rd
wit

ge descriptors of the parameter list (see 5.7.3) from the TRANSFER COUNT field in the parameter data
urned in response to a RECEIVE ROD TOKEN INFORMATION command (see 5.22.2 and 5.22.3).

ne POPULATE TOKEN command was received with the IMMED bit set to zero, and the residual is negatiy
n the copy manager shall:

a) terminate the command with CHECK CONDITION status, with the additional sense code set to COF
TARGET DEVICE DATA UNDERRUN, the sense key set to:
A) COPY ABORTED, if the transfer count is not zero; or
B) ILLEGAL REQUEST, if the transfer count is zero,

and report the transfer count in the INFORMATION field (see SPC-4); or

INFORMATION command received on the same I_T nexus with a.matching LIST IDENTIFIER field wi
A) the coPY OPERATION STATUS field set to 03h or 60h (see SPC-4);
B) the EXTENDED CcOPY COMPLETION STATUS field set to CHECK CONDITION (see SAM-5); and
C) the SENSE DATA field with the additional sense code-set’to COPY TARGET DEVICE DATA
UNDERRUN, the sense key set to:
a) COPY ABORTED, if the transfer count is not’zero; or
b) ILLEGAL REQUEST, if the transfer countis zero;

and report the transfer count in the INFORMATION field (see SPC-4).

ne WRITE USING TOKEN command was received with the IMMED bit set to zero, and the residual is
pative, then the copy manager shall terminate the command with CHECK CONDITION status, the
ditional sense code set to COPY TARGET'DEVICE DATA UNDERRUN, the sense key set to:

a) COPY ABORTED, if the transfercount is not zero; or
b) ILLEGAL REQUEST, if the transfer count is zero,

d report the transfer count in-the INFORMATION field (see SPC-4).

ne POPULATE TOKEN cenmimand or WRITE USING TOKEN command was received with the IMMED bit §
bne, and the residual.is negative, then the copy manager shall return parameter data for the RECEIVE
D TOKEN INFORMATION command received on the same I_T nexus with a matching LIST IDENTIFIER fig
h:

a) the COPY.OPERATION STATUS field set to 03h or 60h (see SPC-4);

b) theEXTFENDED COPY COMPLETION STATUS field set to CHECK CONDITION status (see SAM-5); and

c) the-SENSE DATA field with the additional sense code set to COPY TARGET DEVICE DATA
UNDERRUN, the sense key set to:

b) complete the command with GOOD status and return parameter data.for the RECEIVE ROD TOKE

PY

th:

et

d

A) COPY ABORTED, if the transfer count is not zero; or

b) ILLEGAL REQUESI, IT the transter count is zZero,

and report the transfer count in the INFORMATION field (see SPC-4).

4.30.3 Block device specific ROD tokens

Block device specific ROD token types (see SPC-4) are shown in table 29.
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Table 29 — ROD token type values

ROD token type Description Reference

FF00_0000h to FFFF_0000h | Reserved
FFFF_0001h Block device zero ROD token 4.30.4

4.3

Th
infi
infi
RH
TG
toK

EEEE _0002h to FFFF FEEFh | Reserved

0.4 Block device zero ROD token

e block device zero ROD token represents user data in which all bits are set to zero and protéction
brmation, if any, is set to FFFF_FFFF_FFFF_FFFFh. If user data with all bits set to zero and-protection
prmation, if any, set to FFFF_FFFF_FFFF_FFFFh, is represented by a ROD token, then,‘in response to

KEN command, the copy manager may or may not return a ROD token that is the*block device zero RC
en. The block device zero ROD token format is shown in table 30.

Table 30 — Block device zero ROD token format

CEIVE ROD TOKEN INFORMATION command in which the LIST IDENTIFIER field spéecifies a POPULATE

D

0 (MSB)

ROD TOKEN FYPE (FFFF_0001h)

(LSB)

Reserved

(MSB)

ROD TOKEN LENGTH (01F8h) (LSB)

ece Reserved

e logical block length associated with the block device zero ROD token is that of the direct access block
vice to which the data is being written (e.g., if a block device zero ROD token is used to write to a logica

t that has 642<byte logical blocks, then the logical block length of the block device zero ROD token is 64

device zero ROD token.

4.30.5 ROD token device type specific data

The device type specific data for ROD tokens (see SPC-4) created by a copy manager for a direct access
block devices (see 6.7):

a) provides information about the logical unit at the time that the ROD token was created; and

2

b) is a subset of the parameter data returned by the READ CAPACITY (16) command (see 5.16) for the

logical unit that contains the copy manager that created the ROD token.
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If the READ CAPACITY (16) parameter data changes so that the copy manager that created the ROD token is
no longer able to access the data represented by the ROD token, then that copy manager shall invalidate the
ROD token.
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5 Commands for direct access block devices

5.1 Commands for direct access block devices overview

The commands for direct access block devices are listed in table 31.

Table 31 — Commands for direct access block devices (part 1 of 4)
Command °'°e’a“§ n Type LBACT | Reference
code

MACCESS CONTROL IN 86h @] n/a SPC-4
ACCESS CONTROL OUT 87h O n/a SPC-4
ATA PASS-THROUGH (12) A1h O n/a SAT-3
ATA PASS-THROUGH (16) 85h @] n/a SAT-3
CHANGE ALIASES A4h/0Bh O n/a SPC-4
COMPARE AND WRITE 89h &) R, W 5.2
EXTENDED COPY 83h o] n/a SPC-4
FORMAT UNIT 04h M z 5.3
SET LBA STATUS 9ER/12h o] n/a 5.4
INQUIRY 32h M n/a SPC-4
LOG SELECT 4Ch O n/a SPC-4
1 OG SENSE 4Dh (0] n/a SPC-4
MAINTENANCE IN ﬁgmggz ttg %‘g;] X n/a gggé
MAINTENANCE OUT oo oo | x n/a s
MODE SELECT (6) 15h (0] n/a SPC-4
MODE SELECT (10) 55h @] n/a SPC-4
MODE SENSE (6) 1Ah O n/a SPC-4
MODE SENSE (10) 5Ah (0] n/a SPC-4
DRWRITE (16) 8Bh O R, W 55
DRWRITE (32) 7Fh/000Eh (0] R, W 5.6
PERSISTENT*RESERVE IN 5Eh O n/a SPC-4
PERSISTENT RESERVE OUT 5Fh ] n/a SPC-4
POPULATE TOKEN 83h/10h (0] n/a 5.7
PRE-FETCH (10) 34h 0] R 5.8

Key:

@) = optional Vv = verify command

M = mandatory W = write command

X = implementation requirements are definedin  Z = other command

the reference Pl = protection information

R = read command LBACT= logical block access command type

u = unmap command (see 4.2.2)
8 |f a command is defined by a combination of operation code and service action, then the operation

code value is shown preceding a slash and the service action value is shown after the slash.
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Table 31 — Commands for direct access block devices (part 2 of 4)

Command ozz';:ig n Type LBACT | Reference
PRE-FETCH (16) 90h O R 5.9
PREVENT ALLOW MEDIUM REMOVAL 1Eh 0] n/a 5.10
READ (10) 28h M R 5.11
READ (12) A8h 0 R 512
READ (16) 88h M R 5.13
READ (32) 7Fh/0009h O R 5.4
READ ATTRIBUTE 8Ch ) n/a SPC-4
READ BUFFER 3Ch ] n/a SPC-4
READ CAPACITY (10) 25h M n{a 5.15
READ CAPACITY (16) 9Eh/10h M r/a 5.16
READ DEFECT DATA (10) 37h o] n/a 5.17
READ DEFECT DATA (12) B7h 0] n/a 5.18
READ LONG (10) 3Eh (C] z 5.19
READ LONG (16) 9Eh/11h o] z 5.20
REASSIGN BLOCKS 07h @) z 5.21
RECEIVE COPY RESULTS 84h @) n/a SPC-4
SPC-4
RECEIVE DIAGNOSTIC RESULTS 1Ch X n/a 6.3
4.30
RECEIVE ROD TOKEN INFORMATION 84h/07h X n/a S:g;
REDUNDANCY GROUP IN BAh X n/a SCC-2
REDUNDANCY GROUP OUT BBh X n/a SCC-2
REMOVE I_T NEXUS A4h/0Ch ) n/a SPC-4
REPORT REFERRALS 9Eh/13h O n/a 5.23
REPORT ALIASES A3h/0Bh o] n/a SPC-4
REPORT IDENTIFYING\INFORMATION A3h/05h O n/a SPC-4
REPORT LUNS AOh M n/a SPC-4
REPORT PRIORNY A3h/OEh @] n/a SPC-4
REPORT SUPPORTED OPERATION CODES A3h/0Ch @) n/a SPC-4
R[E:IEJgE;(S)L’iI;PORTED TASK MANAGEMENT A3h/0Dh o n/a SPC-4
REPORT TARGET PORT GROUPS A3h/0Ah ] n/a SPC-4
Key:
O = optional \Y, = verify command
M = mandatory W = write command
X = implementation requirements are defined in Z = other command
the reference Pl = protection information

R = read command
U = unmap command

LBACT= logical block access command type
(see 4.2.2)

8 |f a command is defined by a combination of operation code and service action, then the operation
code value is shown preceding a slash and the service action value is shown after the slash.
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Table 31 — Commands for direct access block devices (part 3 of 4)

Command °pe’a“§ n Type LBACT | Reference
code
REQUEST SENSE 03h M n/a SPC-4
SANITIZE 48h O 4 5.24
SECURITY PROTOCOL IN A2h (0] n/a SPC-4
ECURITY PROTOCOL OUT B5h 0] n/a SPC-4
$END DIAGNOSTIC 1Dh (0] n/a SPC:4
BET IDENTIFYING INFORMATION A4h/06h 0] n/a SPC-4
$ET PRIORITY A4h/0Eh O n/a SPC-4
$ET TARGET PORT GROUPS A4h/0Ah O n/a SPC-4
BPARE IN BCh X n{a SCC-2
$PARE OUT BDh X n/a SCC-2
$TART STOP UNIT 1Bh (0] n/a 5.25
BYNCHRONIZE CACHE (10) 35h O w 5.26
$YNCHRONIZE CACHE (16) 91h O w 5.27
TEST UNIT READY 00h M n/a SPC-4
UNMAP 42 X u 528
ERIFY (10) 2Fh 0] Vv, W 5.29
ERIFY (12) AFh 0] Vv, W 5.30
ERIFY (16) 8Fh 0] Vv, W 5.31
ERIFY (32) 7Fh/000AhN 0] Vv, W 5.32
OLUME SET IN BEh X n/a SCC-2
OLUME SET OUT BFh X n/a SCC-2
[VRITE (10) 2Ah (0] w 5.33
(VRITE (12) AAh (0] w 5.34
(VRITE (16) 8Ah (0] w 5.35
VRITE (32) 7Fh/000Bh (0] w 5.36
VRITE AND VERIFY-(10) 2Eh 0] Vv, W 5.37
(VRITE AND VERIEY(12) AEh (0] Vv, W 5.38
[VRITE AND VERIFY (16) 8Eh 0] Vv, W 5.39
(VRITE ANDNVERIFY (32) 7Fh/000Ch 0] Vv, W 5.40
VRITE-AFTRIBUTE 8Dh O n/a SPC-4
(VRITE BUFFER 3Bh O n/a SPC-4
Kley:
O = optional \% = verify command
M = mandatory W = write command
X = implementation requirements are defined in  Z = other command
the reference Pl = protection information
R = read command LBACT= logical block access command type
U = unmap command (see 4.2.2)

@ If a command is defined by a combination of operation code and service action, then the operation

code value is shown preceding a slash and the service action value is shown after the slash.
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Table 31 — Commands for direct access block devices (part 4 of 4)

Command °pe’at'§ n Type LBACT | Reference
code

WRITE LONG (10) 3Fh (0] z 5.41
WRITE LONG (16) 9Fh/11h o] z 5.42
5.43
WRITE SAME (10) 41h X uw 47
(VRITE SAME (16) 93h X U w 54'474
545
(VRITE SAME (32) 7Fh/000Dh X u,w 47
5.46
(VRITE USING TOKEN 83h/11h X Z 4.30
DWRITEREAD (10) 53h 0] R: W 5.47
DWRITEREAD (32) 7Fh/0007h 0] R, W 5.48
PWRITE (10) 51h (0] R, W 5.49
PWRITE (32) 7Fh/0006h G) R, W 5.50

Note 1 - The following operation codes are obsolete: 01h, 08h, 0Ah,:0Bh, 16h, 17h, 18h, 2Bh, 30h, 31h
32h, 33h, 36h, 39h, 3Ah, 40h, 50h, 52h, 56h, 57h, 80h81h; 82h, 92h, A7h, B3h, and B4h.

Note 2 - The following operation codes are vendor specific: 02k, 05h, 06h, 09h, 0Ch, ODh, OEh, OFh, 10h,
11h, 13h, 14h, 19h, 20h, 21h, 22h, 23h, 24h, 26h, 27h, 29h, 2Ch, 2Dh, and COh to FFh.

Note 3 - A complete summary of operation codes is available at http://www.t10.org/lists/2op.htm. The
summary includes information about obsolete,commands.

Key:
g = optional \% = verify command
M = mandatory W = write command
X = implementation requirements are defined in  Z = other command
the reference Pl = protection information
= read command LBACT= logical block access command type
= unmap command (see 4.2.2)

@ If a command is defined bya combination of operation code and service action, then the operation
code value is shown preceding a slash and the service action value is shown after the slash.

5.2 COMPARE-AND WRITE command

The COMPARE AND WRITE command (see table 32) requests that the device server perform the following
aslan uninterrupted sequence of actions (see 4.27):

1Y\ perform read operations from the specified LBAs;
2)) perform a compare operation on only the user data (i.e., not on the protection information) from:
A) the read operations; and
B) the compare instance transferred from the Data-Out Buffer;
3) if the compare operation indicates a match, then perform the following operations:
1) check the protection information, if any, in the write instance transferred from the Data-Out Buffer
based on the contents of the WRPROTECT field as defined in table 107; and
2) perform write operations to the LBAs specified by this command using the write instance;

and

4) if the compare operation does not indicate a match, then terminate the command with CHECK
CONDITION status with the sense key set to MISCOMPARE and the additional sense code set to
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MISCOMPARE DURING VERIFY OPERATION. In the sense data (see 4.18 and SPC-4) the offset
from the start of the Data-Out Buffer to the first byte of data that was not equal shall be reported in the
INFORMATION field.

The Data-Out Buffer contains two instances of logical block data:

1) the compare instance, in which:
A) the user data is used for the compare operation; and
B) the protection information, if any, is not used;

and

2) the write instance, in which:
A) the user data is used for the write operations; and
B) the protection information, if any, is used for the write operations.

Table 32 - COMPARE AND WRITE command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (89h)
1 WRPROTECT DPO FUA Reserved
2 (MSB)
LOGICAL BLOCK/ADPRESS
9 (LSB)
10
oo Reserved
12
13 NUMBER OF LOGICAL BLOCKS
14 Reserved GROUP NUMBER
15 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 32 for the
COMPARE AND WRITE command.

See the WRITE (10) comimand for the definition of the WRPROTECT field.

Seg the READ (10) eommand (see 5.11) for the definition of the bPoO bit. See the READ (10) command
(sge 5.11) for the definition of the FUA bit specifying behavior for the read operations. See the WRITE (10)
command (see 5:33) for the definition of the FUA bit specifying behavior for the write operations.

The LoGICALBLOCK ADDRESS field specifies the LBA of the first logical block (see 4.5) to be accessed by th
deyice server (e.g., the first LBA accessed by both a read operation and a write operation). If the specified
LB exceeds the capacity of the medium, then the device server shall terminate the command with CHECK
CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set to
LOGICAL BLOCK ADDRESS OUT OF RANGE.

The NUMBER OF LOGICAL BLOCKS field specifies:

D

a) the number of contiguous logical blocks on which read operations shall be performed, starting with
the LBA specified by the LOGICAL BLOCK ADDRESS field;

b) the number of contiguous logical blocks that shall be transferred from the Data-Out Buffer for the
compare operation; and

c) if the compare operation indicates a match, then the number of contiguous logical blocks that shall be
transferred from the Data-Out Buffer and on which write operations shall be performed, starting with
the LBA specified by the LOGICAL BLOCK ADDRESS field.
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A NUMBER OF LOGICAL BLOCKS field set to zero specifies that no read operations shall be performed, no logical
block data shall be transferred from the Data-Out Buffer, no compare operations shall be performed, and no
write operations shall be performed. This condition shall not be considered an error.

If the specified LBA and the specified number of logical blocks exceed the capacity of the medium (see 4.5),
then the device server shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS OUT OF RANGE.

If the number of logical blocks exceeds the value in the MAXIMUM COMPARE AND WRITE LENGTH field in the Block
Limits VPD page (see 6.6.3), then the device server shall terminate the command with CHECK CONDITION
stdtus with the sense key set to [LLEGAL REQUEST and the addifional sense code set to INVALID FIELD [N
COB.

See the PRE-FETCH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER field.
The CONTROL byte is defined in SAM-5.

5.8 FORMAT UNIT command

5.3.1 FORMAT UNIT command overview

The FORMAT UNIT command (see table 33) requests that the device server format the medium into
application client accessible logical blocks as specified in the number oflogical blocks and logical block length
values received in the last mode parameter block descriptor (see 65.2)in a MODE SELECT command (sge
SHC-4). In addition, the device server may certify the medium and ¢reate control structures for the
mgnagement of the medium and defects. The degree that the medium is altered by this command is vendd
specific.

=

If g device server receives a FORMAT UNIT command before receiving a MODE SELECT command with a
mqde parameter block descriptor, then the device server shall use the number of logical blocks and logical
bldck length at which the logical unit is currently formatted (i.e., no change is made to the number of logical
blgcks and the logical block length of the logical usit during the format operation).

The device server shall handle any deferred“microcode as specified in 4.26.
Before performing the operation specified-by this command, the device server shall stop all:

a) enabled power condition timers (see SPC-4):
b) timers for enabled background scan operations (see 4.24); and
c) timers or counters enabled for device-specific background functions.

After the operation is complete, the device server shall reinitialize and restart all enabled timers and countgrs
forpower conditions andbackground functions.

While performing aformat operation, the device server shall:

a) process.eommands already in a task set when a FORMAT UNIT command is received in a vendor
specific manner;

b) process an INQUIRY command by returning parameter data based on the condition of the logical up
before beginning the FORMAT UNIT command (i.e., INQUIRY data shall not change until after
successful completion of a format operation):

c) process a REQUEST SENSE command by returning parameter data containing sense data with the
sense key set to NOT READY, the additional sense code set to LOGICAL UNIT NOT READY,
FORMAT IN PROGRESS, and the PROGRESS INDICATION field in the sense data (see SPC-4) set to
indicate the progress of the format operation;

d) process REPORT LUNS commands; and

e) terminate all commands, except INQUIRY commands, REPORT LUNS commands, and REQUEST
SENSE commands, with CHECK CONDITION status with the sense key set to NOT READY and the
additional sense code set to LOGICAL UNIT NOT READY, FORMAT IN PROGRESS.

it

NOTE 5 - The progress indication is available to the application client during a format operation as a
means to determine the logical unit's format progress.
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The simplest form of the FORMAT UNIT command (i.e., a FORMAT UNIT command with no parameter data)
accomplishes medium formatting with little application client control over medium defect management. The
device server implementation determines the degree of medium defect management that is to be performed.
Additional forms of this command increase the application client's control over medium defect management
(see 4.13). The application client may specify:

a) thatthe

device server clear the existing GLIST;

b) a list of address descriptors that the device server adds to the GLIST;

c) thatthe

device server enable a certification operation that adds address descriptors for physical

Following a successful format operation:

a) if the logical unit is fully provisioned (i.e., the LBPME bit in the READ CAPACITY (16) parameter data
set to zero), then all LBAs in the logical unit are mapped (see 4.7.2); or
b) if the logical unit supports logical block provisioning management (i.e., the LBPME bit is set to one),

then:

a)

b)

Table 33 defines the FORMAT UNIT command.

blocks with medium defects discovered during the certification npnrafinn tothe Gl IQT; and

d) the behavior of the device server if it is not able to access the PLIST or GLIST or determine whéth
one or both of them exists.

A) if the LBPRZz bit in the READ CAPACITY (16) parameter data is set to zero, then each LBA in th
logical unit shall be either:

B) if the LBPRz bit is set to one, then each LBA in the legical unit:

mapped, if an initialization pattern was specified that does notymatch the vendor specific d
returned by a read command for an unmapped LBA (see 4:7.4.5); or

unmapped (see 4.7.3.2 and 4.7.3.3), if no initialization pattern was specified or
initialization pattern was specified that matches the vendor specific data returned by a re
command for an unmapped LBA (see 4.7.4.5); and

shall be mapped, if the format operation did not initialize the user data to all zeroes for
logical block referenced by that LBA,

shall be unmapped (see 4.7.3.2 and 4¢%:3.3), if the format operation initialized the user d
to all zeroes for the logical blocks referenced by all valid LBAs in the logical unit; or

may be unmapped (see 4.7.3.2 and 4.7.3.3), if the format operation initialized the user date
all zeroes for the logical blockreferenced by that LBA, and the format operation did
initialize the user data to alkzeroes for the logical blocks referenced by all valid LBAs in
logical unit.

Table 33 — FORMAT UNIT command

is

hta

an
ad

he

Ata

hot
he

Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE (04h)

1 FMTPINFO LONGLIST | FMTDATA | CMPLST DEFECT LIST FORMAT

2 Vendor specific

3
Obsolete

4

5 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 33 for the FORMAT

UNIT command.

The combination (see table 38) of the format protection information (FMTPINFO) field and the PROTECTION FIELD
USAGE field in the parameter list header (see 5.3.2.2) specifies whether or not the device server enables or

disables the use

of protection information.
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A LONGLIST bit set to zero specifies that the parameter list, if any, contains a short parameter list header as
defined in table 36. A LONGLIST bit set to one specifies that the parameter list, if any, contains a long parameter
list header as defined in table 37. If the FMTDATA bit is set to zero, then the LONGLIST bit shall be ignored.

A format data (FMTDATA) bit set to one specifies that the FORMAT UNIT parameter list (see 5.3.2) shall be
transferred from the Data-Out Buffer. A FMTDATA bit set to zero specifies that no parameter list be transferred
from the Data-Out Buffer. If the FMTDATA bit is set to zero and the FMTPINFO field is not set to zero, then the
device server shall terminate the command with CHECK CONDITION status with the sense key set to
ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

Fo[lowing a successful format operatfion, the PROT_EN bit and the P_TYPE field in the READ CAPACITY (16
pafameter data (see 5.16.2) indicate the type of protection currently in effect on the logical unit.

If grotection information is written during a format operation (i.e., the FMTPINFO field is set to a value greate
thgn zero), then protection information shall be written to a default value of FFFF_FFFF_FFFF (FEFFh.

A ¢omplete list (CMPLST) bit set to zero specifies that the device server shall add the defect fist included in the
FQRMAT UNIT parameter list to the existing GLIST (see 4.13). A CMPLST bit set to one specifies that the
deyice server shall replace the existing GLIST with the defect list, if any, included in the;,FORMAT UNIT
pafameter list.

If the FMTDATA bit is set to zero, then the cCMPLST bit shall be ignored.

If the FMTDATA bit is set to one, then the DEFECT LIST FORMAT field specifies-the' format of the address
degcriptors in the defect list in the FORMAT UNIT parameter list.
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Table 34 defines support requirements for address descriptors based on the combinations of the FMTDATA bit,
the CMPLST bit, the DEFECT LIST FORMAT field, and the DEFECT LIST LENGTH field.

Table 34 — FORMAT UNIT command address descriptor support requirements

Field in the FORMAT UNIT CDB DEFECT
LIST Support | Comments
FMTDATA | CMPLST | DEFECT LIST FORMAT LENGTH 2
Not Vendor specific
0 any | 000b available M defect information
0 |Either: . o) See P and*
a) 000b (i.e., short block address ero b o
! descriptor)(see 6.2.2); © Sy &nd
0 b) 001b (i.e., extended bytes from index 0] See ¢and ¢
address descriptor)(see 6.2.3);
c) 010b (i.e., extended physical sector
address descriptor)(see 6.2.4);
d) 011b (i.e., long block address Non-zero
1 descriptor)(see 6.2.5); o See ©and ©
1 e) 100b (i.e., bytes from index address
descriptor)(see 6.2.6); or
f) 101b (i.e., physical sector address
descriptor)(see 6.2.7)
o Zero o) See P and ¢
Non-zero o) See ®and ¢
110b (i.e., vendor specific) 5
] Zero o) See P and ©
Non-zero @) See ©and ©
All other combinations Reserved
P This field is in the parameter list.header.
P No defect list is included in the parameter list.
A defect list is included in the parameter list.
A The device server retains the existing GLIST.
° The device server discards the existing GLIST.
The CONTROL byte is-defined in SAM-5.
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5.3.2 FORMAT UNIT parameter list

5.3.2.1 FORMAT UNIT parameter list overview

Table 35 defines the FORMAT UNIT parameter list.

Table 35 — FORMAT UNIT parameter list

Bit
Blyte 7 6 5 4 3 2 1 0
0
Parameter list header (see table 36 or table 37 in 5.3.2.2)
Initialization pattern descriptor (if any) (see table 39 in 5.3.2.3)
Defect list (if any)
The parameter list header is defined in 5.3.2.2.

Th

Th
wh

ph

Sh
org

e initialization pattern descriptor, if any, is defined in 5.3.2.3.

b defect list, if any, contains address descriptors (see 6.2) each specifying a location on the medium to
ich the device server shall not assign LBAs. The device server shall maintain the current logical block tg
ysical block alignment (see 4.6) for logical blocks not specified in the defect list.

port block format address descriptors and long blockformat address descriptors should be in ascending
er. Bytes from index format address descriptors:and physical sector format address descriptors shall be

in

asg¢ending order. If the address descriptors are notin the required order, then the device server may termingte
thg command with CHECK CONDITION status, with the sense key set to ILLEGAL REQUEST and the
adflitional sense code set to INVALID FIELD IN PARAMETER LIST.
5.3.2.2 Parameter list header
The parameter list headers (see\table 36 and table 37) provide several optional format control parameters.|If
thg application client requests afunction that is not implemented by the device server, then the device server
shall terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUES$T
anfl the additional sense-code set to INVALID FIELD IN PARAMETER LIST.
If the LONGLIST bitis'set to zero in the FORMAT UNIT CDB, then the short parameter list header (see table 36)
is Gised.
Table 36 — Short parameter list header
Bit
Byte 7 6 5 4 3 2 1 0
0 Reserved PROTECTION FIELD USAGE
Format options bits
FoV Obsolete IMMED Vendl(?r
1 DPRY DCRT STPF IP specific
2 (MSB)
DEFECT LIST LENGTH —]
3 (LSB)
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If the LONGLIST bit is set to one in the FORMAT UNIT CDB, then the long parameter list header (see table 37)
is used.

Table 37 — Long parameter list header

Bit
Byte 7 6 5 4 3 2 1 0
0 Reserved PROTECTION FIELD USAGE
Format options bits
FOV P Obsolete IMMED Vend;;r
1 DPRY DCRT STPF IP Specii
2 Reserved
3 P_1_INFORMATION PROTECTION INTERVAL\EXPONENT
4 (MSB)
DEFECT LIST LENGTH
7 (LSB)
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The combination (see table 38) of the PROTECTION FIELD USAGE field and the FMTPINFO field (see 5.3.1)
specifies the requested protection type (see 4.22.2).

Table 38 — FMTPINFO field and PROTECTION FIELD USAGE field (part 1 of 2)

Fields indicated by || Fields specified by the
the device server application client

Description

spT @ PROTECT © || FMTPINFO

PROTECTION
FIELD USAGE

xxxb 0

The logical unit shall be formatted to type Q

000b protection © (see 4.22.2.2) resulting in the|PROT_EN
00b bit ¢ being set to zero and the p_TyPE field 9 being se
to 000b.

>000b lllegal ©

01b xxxb llegal f

1xb xxxb lllegal f

XXXb 1 00b bit 9 being set’to zero and the P_TYPE field 9 being se

The logical unit shall’be formatted to type 0

000b protection © (see-4.22.2.2) resulting in the PROT_EN

to 000b.

>000b lllegal &

Xxxb 1 01b xxxb llegal f

SS?E 000b protection 9 (see 4.22.2.3) resulting in the PROT_EN

011b to 000b.
111b

The logical unit shall be formatted to type 1

1 10b bit 9 being set to one and the pP_TYPE field ¢ being se

>000b lllegal ©

010b
100b 1 10b Xxxb llegal f
101b

000b 1 b Xxxb llegal f

2l
o

s

Y

See the ExtendedINQUIRY Data VPD page (see SPC-4) for the definition of the SPT field.
See the standard INQUIRY data (see SPC-4) for the definition of the PROTECT bit.

The devicesserver shall format the medium to the logical block length specified in the mode parametef
block descriptor of the mode parameter header (see SPC-4).

See the READ CAPACITY (16) parameter data (see 5.16.2) for the definition of the PROT_EN bit and
P_TYPE field.

The'device server shall terminate the command with CHECK CONDITION status with the sense key sét
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.

The device server shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

The device server shall format the medium to the logical block length specified in the mode parameter
block descriptor of the mode parameter header plus eight bytes for each protection information interval
(e.g., if the logical block length is 2 048 and the PROTECTION INTERVAL EXPONENT field set to two, then
there are four 512 byte protection information intervals each followed by eight bytes of protection
information resulting in a formatted logical block length of 2 080 bytes). Following a successful format
operation, the PROT_EN bit in the READ CAPACITY (16) parameter data (see 5.16.2) indicates whether
protection information (see 4.22) is enabled.
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Table 38 — FMTPINFO field and PROTECTION FIELD USAGE field (part 2 of 2)

OO0

D

Fields indicated by || Fields specified by the
the device server application client
Description
a b PROTECTION
SPT PROTECT FMTPINFO
FIELD USAGE
001b The logical unit shall be formatted to type 2
010b 1 16 0006 nrnfnr\hnn 9 (cnn 4222 A\ rnenlhnn inthe PROT EN
101b blt being set to one and the P_TYPE field 9 bemg se
111b to 001b.
001b e
010b 1 11b >000b lllegal
011b e
100b 1 11b 000b lllegal
The logical unit shall be formatted to type 3
011b 001b protection. 9 (see 4.22.2.5) resulting in the PROT_EN
100b y 11b bit ¢ being set to one and'the P_TYPE field 9 being se
101b to 010b.
111b
>001b lllegal ©
110b 1 106 xxxb Reserved
11b
See the Extended INQUIRY Data VPD page (see SPC-4)\for the definition of the SPT field.

See the standard INQUIRY data (see SPC-4) for the definition of the PROTECT bit.
The device server shall format the medium to the\logical block length specified in the mode parametef
block descriptor of the mode parameter header (see SPC-4).

See the READ CAPACITY (16) parameter data*(see 5.16.2) for the definition of the PROT_EN bit and
P_TYPE field.

The device server shall terminate the cemamand with CHECK CONDITION status with the sense key sét
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.
The device server shall terminate-the ’command with CHECK CONDITION status with the sense key sét
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.
The device server shall format the medium to the logical block length specified in the mode parametef
block descriptor of the mode' parameter header plus eight bytes for each protection information interval
(e.g., if the logical block length is 2 048 and the PROTECTION INTERVAL EXPONENT field set to two, then
there are four 512 byte protection information intervals each followed by eight bytes of protection
information resulting in a formatted logical block length of 2 080 bytes). Following a successful format
operation, the-PROT_EN bit in the READ CAPACITY (16) parameter data (see 5.16.2) indicates whethe

P

protection information (see 4.22) is enabled.

Af
furn
the

FO

prmat optiens valid (FOV) bit set to zero specifies that the device server shall use its default settings for t
ctionality represented by the DPRY bit, the DCRT bit, the STPF bit, and IP bit (i.e., the format options bits).
FOV'bit is set to zero, then the application client should set each of the format options bits to zero. If the

it ic cat ta zara and anv af tha format antinne hitc ara nat cat tn 2arn than tha davica carvar chall
PH15-568+1t0-2461+0; SHy-otHe—+toHaHopHORSBHES e +56+t0-6rotRetne-a8vHee-Se/er-5Han

=

ot

terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID FIELD IN PARAMETER LIST.

A Fov bit set to one specifies that the device server shall process the format options bits as follows:

a) a disable primary (DPRY) bit:

A) set to zero specifies that the device server shall not assign LBAs to parts of the medium identified

as defective in the PLIST; or

B) set to one specifies that the device server shall not use the PLIST to identify defective areas of

the medium, and the PLIST shall not be deleted;
b) a disable certification (DCRT) bit:
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A) set to zero specifies that the device server shall perform a vendor specific medium certification
operation and add address descriptors for defects that it detects during the certification operation
to the GLIST; or

B) set to one specifies that the device server shall not perform any vendor specific medium certifi-
cation process or format verification operation;

the stop format (STPF) bit controls the behavior of the device server if the device server has been

requested to use the PLIST (i.e., the DPRY bit is set to zero) or the GLIST (i.e., the CMPLST bit is set to

zero) and one or more of the following occurs:

A) list locate error: the device server is not able to locate a specified defect list or determine

f)

immediate (IMMED) bit set to zero specifies that the device server shall return status after the format
prafion has completed. An IMMED bit set to one specifies that the device server shall return status after the

whether a specified defect list exists; or

B) list access error: the device server encounters an error while accessing a specified defect.list;

a STPF bit set to zero specifies that:

A) if a list locate error or a list access error occurs, then the device server shall continueto procegs
the FORMAT UNIT command; and

B) after the format operation is complete, if:
a) alist locate error and a list access error both occurred, then the device server shall terminate

the FORMAT UNIT command with CHECK CONDITION status atithe completion of {he
command with the sense key set to RECOVERED ERROR and the additional sense code pet
to DEFECT LIST NOT FOUND or DEFECT LIST ERROR;
b) a list locate error occurred and a list access error did not occur,*then the device server shall
terminate the FORMAT UNIT command with CHECK CONDITION status with the sense key
set to RECOVERED ERROR with the additional sepnse-code set to DEFECT LIST NPT
FOUND; and
c) a list access error occurred and a list locate error.did not occur, then the device server shall
terminate the FORMAT UNIT command with CHECK CONDITION status with the sense key
set to RECOVERED ERROR with the additionalsense code set to DEFECT LIST ERROR;

a STPF bit set to one specifies that:

A) if a list locate error occurs, then the device server shall terminate the FORMAT UNIT command
with CHECK CONDITION status with the'sense key set to MEDIUM ERROR and the addition3
sense code set to either DEFECT LISEINOT FOUND; or

B) if a list access error occurs, then the 'device server shall terminate the FORMAT UNIT command
with CHECK CONDITION status with the sense key set to MEDIUM ERROR with the additional
sense code set to DEFECT LIST"ERROR,;

and

an initialization pattern (Ir) bit:
A) set to zero specifiesithat an initialization pattern descriptor (see 5.3.2.3) is not included and that
the device server shall use its default initialization pattern; or

B) set to one specifies that:
a) an initialization pattern descriptor is included in the FORMAT UNIT parameter list follow|ng
the parameter list header; and
b) ifthe device server does not support initialization pattern descriptors, then the device seryer
shall terminate the FORMAT UNIT command with CHECK CONDITION status with the senjse
key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD|IN
PARAMETER LIST.

entire parameter list has been transferred.

The P_1_INFORMATION field, if any (i.e., if the long parameter list header is used), should be set to Oh. If the
P_I_INFORMATION field is not set to zero, then the device server shall terminate the command with CHECK
CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set to
INVALID FIELD IN PARAMETER LIST.

For a type 0 or a type 1 protection information request, if the PROTECTION INTERVAL EXPONENT field, if any, is
not set to Oh, then the device server shall terminate the command with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER
LIST.
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For a type 2 protection or a type 3 protection format request, the protection interval exponent determines the
length of user data to be transferred before protection information is transferred (i.e., the protection
information interval).

The protection information interval is calculated as follows:

wh

protection information interval = logical block length + 2(Protection interval exponent)
ere:

logical block length is the number of bytes of user data in a logical block (see 4.5)

[olf

If t
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ptection interval exponent  is zero if the short parameter list header (see table 36) is used or the
contents of the PROTECTION INTERVAL EXPONENT field if the long parameter ljst
header (see table 37) is used

e protection information interval calculates to a value that is not an even number (e.g., 520, + 2% = 65) d
a whole number (e.g., 520 + 2% = 32.5 and 520 + 2'% = 0.508), then the device server shallterminate the
mmand with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST\and the additior)al
nse code set to INVALID FIELD IN PARAMETER LIST.

e DEFECT LIST LENGTH field specifies the total length in bytes of the defect list (i.€.,,the address descriptors)
t follow and does not include the length of the initialization pattern descriptor;if.any. The formats for the
Hress descriptor(s) are shown in 6.2.

=

.2.3 Initialization pattern descriptor
e initialization pattern descriptor specifies that the device serverfinitialize logical blocks to a specified

tern. The initialization pattern descriptor (see table 39) is transferred to the device server as part of the
RMAT UNIT parameter list.

Table 39 — Initialization pattern descriptor

Bit
Blyte 7 6 5 4 3 2 1 0
0 Obsolete ] Reserved
1 INITIALIZATION PATTERN TYPE
2 (MSB)
INITIALIZATION PATTERN LENGTH (N - 3)

3 (LSB)
4
INITIALIZATION PATTERN
n

A gecuritysinitialize (S1) bit set to one specifies that the device server shall attempt to write the initialization

pa
Sl

tern ta’all areas of the medium including those that may have been reassigned (i.e., are in a defect list). An
it-set to one specifies that the device server shall ignore:

a) the FMTPINFO field;

b) the FMTDATA bit;

c) the CMPLIST bit;

d) the DEFECT LIST FORMAT field;

e) all the bits and fields in the parameter list header, except the IMMED bit; and
f) any defect list data.

The device server shall write the initialization pattern using a security erasure write technique. The security
erasure write technique requirement and procedure is outside the scope of this standard. The device server is
not required to write the initialization pattern over the header and other parts of the medium not previously
accessible to the application client. If the device server is unable to write over any part of the medium that is
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currently accessible to the application client or may be made accessible to the application client in the future
(e.g., by clearing the defect list), then the device server shall terminate the command with CHECK
CONDITION status with the sense key set to MEDIUM ERROR and the additional sense code set to the
appropriate value for the condition. The device server shall attempt to rewrite all remaining parts of the
medium even if some parts are not able to be rewritten.

NOTE 6 - The intent of the security erasure write is to render any previous user data unrecoverable by any
analog or digital technique.

£ o o
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An|[ sl bit set to zero specifies that the device server shall initialize the application client accessible part'of the
meddium. The device server is not required to initialize other areas of the medium. The device server)shall
format the medium as defined in the FORMAT UNIT command.

ThE INITIALIZATION PATTERN TYPE field (see table 40) specifies the type of pattern the device server shall use|to
inifialize each logical block within the application client accessible part of the medium. All bytes within a logigal
blgck shall be written with the initialization pattern.

Table 40 — INITIALIZATION PATTERN TYPE field

Code Description

00h Use a default initialization pattern @

Repe%t the pattern specified in the INITIALIZATION)PATTERN field as required to fill the logical
block

2h to 7Fh | Reserved
Oh to FFh | Vendor specific

01h

(@)

(@]

P If the INITIALIZATION PATTERN LENGTH field is'riot set to zero, then the device server shall terminate the
command with CHECK CONDITION status‘with the sense key set to ILLEGAL REQUEST and the
additional sense code set to INVALID FIELD IN PARAMETER LIST.

P |f the INITIALIZATION PATTERN LENGTH-field is set to zero, then the device server shall terminate the
command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the
additional sense code set to INVALID FIELD IN PARAMETER LIST.

ThE INITIALIZATION PATTERN LENGTH field specifies the number of bytes contained in the INITIALIZATION PATTERN
field. If the initialization pattern length exceeds the current logical block length, then the device server shall
terminate the command-with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
thg additional sense(code set to INVALID FIELD IN PARAMETER LIST.

ThE INITIALIZATIQN.PATTERN field specifies the initialization pattern.

5.4 GETLBA STATUS command

5.4.1 GET LBA STATUS command overview

The GET LBA STATUS command (see table 41) requests that the device server transfer parameter data
describing the logical block provisioning status (see 4.7) for the specified LBA and zero or more subsequent
LBAs to the Data-In Buffer.

The device server may or may not process this command as an uninterrupted sequence of actions (e.g., if
concurrent operations are occurring that affect the logical block provisioning status, then the returned
parameter data may be inconsistent or out of date).
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This command uses the SERVICE ACTION IN (16) CDB format (see clause A.2).

Table 41 — GET LBA STATUS command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (9Eh)
1 Reserved SERVICE ACTION (12h)
2 (MSB)
STARTING LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
ALLOCATION LENGTH
13 (LSB)
14 Reserved
15 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the.value shown in table 41 for the GET L
STIATUS command.

The SERVICE ACTION field is defined in SPC-4 and shall be setto‘the value shown in table 41 for the GET LH
STIATUS command.

The STARTING LOGICAL BLOCK ADDRESS field specifies the LBA of the first logical block addressed by this
commmand. If the specified starting LBA exceeds the capacity of the medium (see 4.5), then the device ser\
shall terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUES
anf the additional sense code set to LOGICAL BLOCK ADDRESS OUT OF RANGE.

The ALLOCATION LENGTH field is defined in SPC-4. In response to a GET LBA STATUS command, the devig

se
Sin

safisfy the requirement of the application client, then, to retrieve additional information, the application clier

mag

Th

'ver may send less data to the Data-In(Buffer than is specified by the allocation length. If, in response to
gle GET LBA STATUS command, the device server does not send sufficient data to the Data-In Buffer t

y send additional GET LBA STATUS commands with different starting LBA values.

E CONTROL byte is defined in SAM-5.

BA

BA

er
BT
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5.4.2.1 GET LBA STATUS parameter data overview

The GET LBA STATUS parameter data (see table 42) contains an eight-byte header followed by one or more
LBA status descriptors.

Bit
Blyte 7 6 5 4 3 0
0 (MSB)
PARAMETER DATA LENGTH (n - 3)
3 (LSB)
4
Reserved
7
LBA status descriptors
8
i LBA status descriptor [first](see 5.4.2.2)
23
n-15
LBA status desgriptor [last] (see 5.4.2.2) (if any)
n
The PARAMETER DATA LENGTH field indicates.the number of bytes of parameter data that follow. The value in

the

Du
ide
Th
de

PARAMETER DATA LENGTH field shall:be:

LBA Status descriptors).

ined in SPC+#4.

a) atleast 20 (i.e., the available parameter data shall contain at least one LBA status descriptor); and
b) four added to a multiplewi16 (i.e., the available parameter data shall end on a boundary between

e to processing considerations outside the scope of this standard, two GET LBA STATUS commands w
ntical values in all CBB fields may result in two different values in the PARAMETER DATA LENGTH field.

e relationship between the PARAMETER DATA LENGTH field and the ALLOCATION LENGTH field in the CDB is

th
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Table 43 — LBA status descriptor format

Bit
Byte 7 4 3 2 1 0
0 (MSB)
LBA STATUS LOGICAL BLOCK ADDRESS
7 (LSB)
8 (MSB)
NUMBER OF LOGICAL BLOCKS
1" (LSB)
12 Reserved PROVISIONING STATUS
13
Reserved
15
ThEe LBA STATUS LOGICAL BLOCK ADDRESS field contains the first LBA of the LBA extent for which this descripfor
reports LBA status.
ThE NUMBER OF LOGICAL BLOCKS field contains the number ‘of-logical blocks in that LBA extent. The device

se
Th

If t
Oh

5.4

Table 44 = PROVISIONING STATUS field

E PROVISIONING STATUS field is defined in table 44,

'ver should return the largest possible value in the NUMBER OF LOGICAL BLOCKS field.

Code Description
Oh Each LBA in«he LBA extent is mapped (see 4.7.4.6) or has an unknown state.
1h Each LBA in"the LBA extent is deallocated (see 4.7.4.7).
2h Each'LBA in the LBA extent is anchored (see 4.7.4.8).
All others | Reserved

.2,3\LBA status descriptor relationships

ne logical unitis fully provisioned (see 4.7.2), then the PROVISIONING STATUS field for all LBAs shall be set|to
(i.e., mapped or unknown).

The LBA STATUS LOGICAL BLOCK ADDRESS field in the first LBA status descriptor returned in the GET LBA
STATUS parameter data shall contain the value specified in the STARTING LOGICAL BLOCK ADDRESS field of the
CDB. For subsequent LBA status descriptors, the contents of the LBA STATUS LOGICAL BLOCK ADDRESS field
shall contain the sum of the values in:

a)
b)

the LBA STATUS LOGICAL BLOCK ADDRESS field in the previous LBA status descriptor; and
the NUMBER OF LOGICAL BLOCKS field in the previous LBA status descriptor.

Adjacent LBA status descriptors may have the same values for the PROVISIONING STATUS field.
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5.5 ORWRITE (16) command

The ORWRITE (16) command (see table 45) requests that the device server perform an ORWRITE command

set

operation (see 4.29.4).

Table 45 — ORWRITE (16) command

Bl,lte 7 6 5 4 3 2 1 0
0 OPERATION CODE (8Bh)
1 ORPROTECT DPO FUA Reserved
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
TRANSFER LENGTH
13 (LSB)
14 Reserved GROUP NUMBER
15 CONTROI«

The OPERATION CODE field is defined in SPC-4 and shall be setto the value shown in table 45 for the

OFR

Seg the READ (10) command (see 5.11) for the definition of the FUA bit specifying behavior for read
opgrations. See the WRITE (10) command (see 5,33) for the definition of the FUA bit specifying behavior fg
write operations. See the READ (10) command.(see 5.11) for the definition of the DPO bit. See the

PR
PR

ThE TRANSFER LENGTH field specifies thesnumber of contiguous logical blocks of data that are read, transferr
from the Data-Out Buffer, and ORed into a bitmap buffer, starting with the logical block referenced by the LE
spegcified by the LOGICAL BLOCK ADDRESS field. If the specified LBA and the specified transfer length exceed

the
CdQ
LG

TRANSFER LENGTH field\in'the Block Limits VPD page (see 6.6.3).

The CONTROL bytenis defined in SAM-5.

Th

WRITE (16) command.

E-FETCH (10) command (see 5.8) for the definition of the LOGICAL BLOCK ADDRESS field. See the
E-FETCH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER field.

capacity of the medium (see)4.5), then the device server shall terminate the command with CHECK
NDITION status with the'sense key set to ILLEGAL REQUEST and the additional sense code set to
GICAL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH field is constrained by the MAXIMUM

e device server shall:

a) check protection information from the read operations based on the ORPROTECT field as described
table 46; and

=

bd
BA

b)) check protection information transferred from the Data-Out Buffer based on the ORPROTECT field as

p

described in table 47.

The order of the user data and protection information checks and comparisons is vendor specific.
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The device server shall check the protection information from the read operations based on the ORPROTECT
field as described in table 46. All footnotes for table 46 are at the end of the table.

Table 46 — oRPROTECT field - checking protection information from the read operations (part 1 of 3)

Logical unit Field in Extended
formatted with . INQUIRY Data J de .
Code brotecti protection __VPD page bit If check fails “ *, additional sense code
information value f
LOGICAL BLOCK GUARD CHECK
LOGICAL GRD_CHK =1 FAILED
BLOCK GUARD
GRD_CHK =0 No check performed
LOGICAL APP CHK = 1 © LOGICAL BLOCK APPLICATION TAG
. BLOCK - CHECK FAILED
00b Yes'! APPLICATION
TAG APP_CHK =0 No check performed
LOGICAL REF CHK = 1D LOGICAL BOCK REFERENCE TAG
BLOCK - CHECK FAILED
REFERENCE
TAG REF_CHK =0 No check performed
No No protection information on the medium to check.
LOGICAL BLOCK GUARD CHECK
LOGICAL GRD_CHK = 1 FAILED
BLOCK GUARD
GRD_CHK=0 No check performed
LOGICAL ApoHK = 1 © LOGICAL BLOCK APPLICATION TAG
BLOCK = CHECK FAILED
D01b Yes APPLICATION
101b © TAG APP_CHK =0 No check performed
LOGICAL REF CHK = 11 LOGICAL BLOCK REFERENCE TAG
BLOCK - CHECK FAILED
REFERENCE
TAG REF_CHK = 0 No check performed
No Error condition @
LOGICAL
BLOCK GUARD No check performed
LOGICAL APP CHK = 1 © LOGICAL BLOCK APPLICATION TAG
BLOCK - CHECK FAILED
Yes APPLICATION
d1eb® TAG APP_CHK =0 No check performed
TOGICAL — . h COGICAL BLOCK REFERENCTE TAG
BLOCK REF_CHK =1 CHECK FAILED
REFERENCE
TAG REF_CHK = 0 No check performed
No Error condition @
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Table 46 — oRPROTECT field - checking protection information from the read operations (part 2 of 3)

Logical unit Field in Extended
Code formatted. with protection INQUIRY Da?a If check fails ¢ €, additional sense code
protection information 9 VPD page bit
information value f
LOGICAL
BLOCK GUARD No check performed
LOGICAL
BLOCK No check performed
Yes APPLICATION
Q11b ® TAG
LOGICAL
BLOCK No check performed
REFERENCE
TAG
No Error condition 2
_ LOGICAL BLOCK GUARD CHECK
BLOCK GUARD
GRD_CHK =0 No, check performed
LOGICAL
BLOCK
. Yes appLicaTioN | VO check performed
100b TAG
LOGICAL
BLOCK
REFERENCE No.check performed
TAG

No

Error condition @
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Table 46 — oRPROTECT field - checking protection information from the read operations (part 3 of 3)

Logical unit Field in Extended
Code formatted. with protection INQUIRY Da?a If check fails ¢ €, additional sense code
protection . . VPD page bit
. - information 9 f
information value
110b to
111b Reserved

-

@ If the logical unit supports protection information (see 4.22) and has not been formatted with protectio

information, then the device server shall terminate the command with CHECK CONDITION status wit

the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD)IN

CDB.

If the logical unit does not support protection information, then the device server should terminate the

command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the

additional sense code set to INVALID FIELD IN CDB.

If the device server has knowledge of the contents of the logical block application\tag field, then the

device server shall check the logical block application tag. If the ato bit in the-Control mode page (see

SPC-4) is set to one, then this knowledge is acquired from:

a) the Application Tag mode page (see 6.5.3), if the atmpe bit in the Control mode page (see SPC-4
is set to one; or.

b) a method not defined by this standard, if the ATMPE bit is set to zero.

If the device server terminates the command with CHECK CONDITION status, then the device serve

shall set the sense key to ABORTED COMMAND.

If multiple errors occur while the device server is processing the command, then the selection by the

device server of which error to report is not defined by this standard.

[ See the Extended INQUIRY Data VPD page (see SPE-4) for the definitions of the GRD_CHK bit, the

APP_CHK bit, and the REF_CHK bit.

9 If the device server detects:

a) aLOGICAL BLOCK APPLICATION TAG field set-to FFFFh, and type 1 protection (see 4.22.2.3) is
enabled; or

b) a LOGICAL BLOCK APPLICATION TAG field set to FFFFh, the LOGICAL BLOCK REFERENCE TAG field set tp
FFFF_FFFFh, and type 3 protection”(see 4.22.2.5) is enabled,

then the device server shall not chieck any protection information in the associated protection

information interval.

If type 1 protection is enabled, then the device server shall check the logical block reference tag by

comparing it to the lower/four bytes of the LBA associated with the logical block. If type 3 protection is

enabled, then the device,server shall check each logical block reference tag only if the device server

has knowledge of the contents of the LOGICAL BLOCK REFERENCE TAG field. The method for acquiring thi

knowledge is not defined by this standard.

If the RwwP bitlimythe Control mode page (see SPC-4) is set to one, then the device server shall

terminate the.command with CHECK CONDITION status with the sense key set to ILLEGAL

REQUEST‘and the additional sense code set to INVALID FIELD IN CDB.

If the BPIcZ bit in the Control mode page (see SPC-4) is set to one, and the Rwwp bit in the Control

modeé page is set to zero, then protection information shall not be checked.

-

[
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The device server shall check the protection information transferred from the Data-Out Buffer based on the
ORPROTECT field as described in table 47. All footnotes for table 47 are at the end of the table.

Table 47 — orRPROTECT field - checking protection information from the Data-Out Buffer (part 1 of 2)

Logical unit S
formatted with Field in Device server
Code brotecti protection heck If check fails 9 ", additional sense code
- . —informatiom
information
oot Yes©f9 No protection information in the Data-Out buffer to check
No No protection information in the Data-Out buffer to check
LOGICAL BLOCK Shall LOGICAL BLOCK GUARBP.€HECK
GUARD FAILED
Yes LOGICAL BLOCK | Dependenton | LOGICAL BLOCK APPLICATION TAG
do1p P APPLICATION TAG RWWP © CHECK FAILED
LOGICAL BLOCK | Shall (except | LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG | for type 3)' CHECK FAILED
No Error condition @
LOGICAL BLOCK
GUARD Shall not No‘check performed
Yes LOGICAL BLOCK | Dependent oty LOGICAL BLOCK APPLICATION TAG
d1ob © APPLICATION TAG RWwWP_® CHECK FAILED
LOGICAL BLOCK Mav | LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG y CHECK FAILED
No Error condition @
LOGICAL BLOGK
GUARD Shall not No check performed
LOGICALBLOCK
di1p b Yes APRRSATION TAG Shall not No check performed
LOGICAL BLOCK
dEFERENCE TAG Shall not No check performed
No Error condition 2
LOGICAL BLOCK Shall LOGICAL BLOCK GUARD CHECK
GUARD FAILED
LOGICAL BLOCK
oon.b Yes APPLICATION TAG Shall not No check performed
LOGICAL BLOCK Shall not No check performed
REFERENCE TAG '
No Error condition @
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Table 47 — orRPROTECT field - checking protection information from the Data-Out Buffer (part 2 of 2)

Logical unit s
formatted with Field in Device server
Code . protection If check fails 9 ", additional sense code
protection . . check
\ . information
information
LOGICAL BLOCK Shall LOGICAL BLOCK GUARD CHECK
GUARD FAILED
Yes LOGICAL BLOCK | Dependenton | LOGICAL BLOCK APPLICATION TAG
101b © APPLICATION TAG RWwp © CHECK FAILED
LOGICAL BLOCK May | LOGICAL BLOCK REFERENCE -TAG
REFERENCE TAG y CHECK FAILED
No Error condition @
10b to
110 Reserved

P If a logical unit supports protection information (see 4.22) and has not been formatted with protection

command with CHECK CONDITION status with the sense key setto ILLEGAL REQUEST and the
additional sense code set to INVALID FIELD IN CDB.

of the contents of the LOGICAL BLOCK APPLICATION TAG field, then the device server:
(see SPC-4); and
If the ATMPE bit in the Control mode page (see-SPC-4) is set to one, then this knowledge is acquired
knowledge is not defined by this standard;
shall set the sense key to ABORTED’COMMAND.

The device server shall write a generated CRC (see 4.22.4.2) into each LOGICAL BLOCK GUARD field.
If the RwwpP bit in the Controhmode page (see SPC-4) is set to one, then the device server shall

D

and the additional sense code set to INVALID FIELD IN CDB. If the Rwwp bit is set to zero, and:

a) type 1 protectionis-enabled, then the device server shall write the least significant four bytes of
each LBA intd-the LOGICAL BLOCK REFERENCE TAG field of each of the written logical blocks; or

b) type 3 protéciion is enabled, then the device server shall write a value of FFFF_FFFFh into the
LOGICAL,BLOCK REFERENCE TAG field of each of the written logical blocks.

¥ If the ATOhit is set to one in the Control mode page (see SPC-4), then the device server shall write

FFFFRSinto each LOGICAL BLOCK APPLICATION TAG field. If the ATO bit is set to zero, then the device

sery€rmay write any value into each LOGICAL BLOCK APPLICATION TAG field.

If{multiple errors occur while the device server is processing the command, then the selection by the

device server of which error to report is not defined by this standard.

information, then the device server shall terminate the command with CHECK CONDITION status wit
the sense key set to ILLEGAL REQUEST and the additional sense cede-set to INVALID FIELD IN CD
If the logical unit does not support protection information, then thedeévice server should terminate the
* If the ATO bit is set to one in the Control mode page (see SPC-4), and the device server has knowledg
a) may check each logical block application tag if the<cRwWwP bit is set to zero in the Control mode pag
b) shall check each logical block application tag'itthe Rwwp bit is set to one in the Control mode page.

from the Application Tag mode page. If the ATMPE bit is set to zero, then the method for acquiring this

If the device server terminates the cemmand with CHECK CONDITION status, then the device serve

terminate the command withh CHECK CONDITION status with the sense key set to ILLEGAL REQUES

-

D

If type 1 protection is enabled, then the device server shall check the logical block reference tag by

comparing it to the lower four bytes of the LBA associated with the logical block. If type 3 protection is
enabled, then the device server may check each logical block reference tag if the ATO bit is set to one in

the Control mode page (see SPC-4), and the device server has knowledge of the contents of the
LOGICAL BLOCK REFERENCE TAG. The method for acquiring this knowledge is not defined by this
standard.
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The ORWRITE (32) command (see table 48) requests that the device server perform one of the following
ORWRITE command (see 4.29) operations:

a) a change generation and clear operation (see 4.29.3); or
b) a setoperation (see 4.29.4).

Table 48 — ORWRITE (32) command
Bit
Blyte 7 6 5 4 3 2 1 0
0 OPERATION CODE (7Fh)
1 CONTROL
2 Reserved BMOP
3 Reserved PREVIOUS GENERATION PROCESSING
4
Reserved
5
6 Reserved GROUP NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)
SERVICE,ACTION (000Eh)
9 (LSB)
10 ORPROTECT DPO FUA Reserved
1 Reserved
12 (MSB)
LOGICAL BLOCK ADDRESS
19 (LSB)
20 (MSB)
EXPECTED ORWGENERATION
23 (LSB)
24 (MSB)
NEW ORWGENERATION
27 (LSB)
28 (MSB)
TRANSFER LENGTH
31 (LSB)

The OPERATION CODE field, the ADDITIONAL CDB LENGTH field, and the SERVICE ACTION field are defined in
SPC-4 and shall be set to the values shown in table 48 for the ORWRITE (32) command.

The CONTROL byte is defined in SAM-5.
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The bitmap operation (BMOP) field specifies the operation as described in table 49.

Table 49 — BmoP field

Code Description
The device server shall perform a set operation (see 4.29.4), and the contents of the
000b PREVIOUS GENERATION PROCESSING field and NEw ORWGENERATION field shall be
ignored.
001b The device server shall perform a change generation and clear operation (see 4.29.3).
All others Reserved

Th
be

Se
the

Th
an

Th
de

Th

Th

e PREVIOUS GENERATION PROCESSING field specifies the policy for performing future set operations that is
established in the device server by a successful change generation and clear operation\(see 4.29.2.2).

e the ORWRITE (16) command (see 5.5) for the definitions of the FUA bit, the DPO bit, the ORPROTECT fie
LOGICAL BLOCK ADDRESS field, the TRANSFER LENGTH field, and the GROUP NUMBER field.

e EXPECTED ORWGENERATION field contains a code that is compared with generation codes established
 maintained by the device server.

e NEW ORWGENERATION field specifies the current ORWgeneration code that is to be established in the
vice server by a successful change generation and clear operatioh (see 4.29.3).

e device server shall:

a) check protection information from the read operations‘based on the ORPROTECT field as described
table 46; and

b) check protection information transferred from the Data-Out Buffer based on the ORPROTECT field ag
described in table 47.

e order of the user data and protection information checks and comparisons is vendor specific.

p
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5.7 POPULATE TOKEN command

5.7.1 POPULATE TOKEN command overview

The POPULATE TOKEN command (see table 50) requests that the copy manager (see SPC-4) create a point
in time ROD token that represents the specified logical blocks (see 4.30).

Each logical block represented by the point in time ROD token includes logical block data.

Table 50 - POPULATE TOKEN command
Bit
Blyte 7 6 5 4 3 2 1 0
0 OPERATION CODE (83h)
1 Reserved SERVICE ACTION (10h)
2
Reserved
5
6 (MSB)
LIST IDENTIFIER
9 (LSB)
10 (MSB)
PARAMETER LIST LENGTH
13 (LSB)
14 Reserved GROUP NUMBER
15 CONTROL
The OPERATION CODE field and the SERVICE ACTION field are defined in SPC-4 and shall be set to the valueg
shown in table 50 for the POPULATE . TOKEN command.
The LIST IDENTIFIER field is definedyin SPC-4. The list identifier shall be processed as if the LIST ID USAGE figld

in the parameter data for an EXTENDED COPY(LID4) command (see SPC-4) is set to 00b.

The PARAMETER LIST LENGTH.field specifies the length in bytes of the parameter list that is available to be
trapsferred from the DatasOut Buffer. If the parameter list length is greater than zero and less than 0000001ph
(i.g., 16), then the capy~manager shall terminate the command with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to PARAMETER LIST LENGTH
ERROR. A PARANETER LIST LENGTH field set to zero specifies that no data shall be transferred. This shall npt
be|consideredyan error.

See the PRE-FETCH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER field.
The@oNTRoOL byte is defined in SAM-5.
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5.7.2 POPULATE TOKEN parameter list

The parameter list for the POPULATE TOKEN command is shown in table 51.

Table 51 — POPULATE TOKEN parameter list

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
POPULATE TOKEN DATA LENGTH (n - 1)

1 (LSB)
2 Reserved RTV IMMED
3 Reserved
4 (MSB)
INACTIVITY TIMEOUT
7 (LSB)
8 (MSB)
ROD TYPE
1" (LSB)
12

Reserved
13
14 (MSB)

BLOCK DEVICE RANGEPESCRIPTOR LENGTH (n - 15)
15 (LSB)
Block(device range descriptor list
16
Block-device range descriptor [first] (see 5.7.3)
31
n-15

Block device range descriptor [last] (see 5.7.3) (if any)
n

Th
tra
thd
thd
to

E POPULATE TOKEN DATA LENGTH field specifies the length in bytes of the data that is available to be
hsferred from.the Data-Out Buffer. The populate token data length does not include the number of bytes
POPULATE TOKEN DATA LENGTH field. If the POPULATE TOKEN DATA LENGTH field is less than 001Eh (i.e., 3
n the.copy manager shall terminate the command with CHECK CONDITION status with the sense key s
LLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.

ARe
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in time copy ROD type and shall ignore the contents of the ROD TYPE field. An RTV bit set to one specifies that
the copy manager shall use the contents of the ROD TYPE field to create the point in time copy ROD.

The immediate (IMMED) bit specifies when the copy manager shall return status for the POPULATE TOKEN
command. If the IMMED bit is set to zero, then the copy manager shall process the POPULATE TOKEN

command until all specified operations are complete or an error is detected. If the IMMED bit is set to one, then
the copy manager:

1) shall validate the CDB (i.e., detect and report all errors in the CDB);
2) shall transfer all the parameter data to the copy manager;
3) may validate the parameter data;
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4) shall complete the POPULATE TOKEN command with GOOD status; and
5) shall complete performing of all specified operations as a background operation (see SPC-4).

If the INACTIVITY TIMEOUT field is not set to zero, then the INACTIVITY TIMEOUT field specifies the number of
seconds that the copy manager should wait for the next third-party copy command that uses the ROD token
created by the processing of this command before the copy manager invalidates that ROD token due to
expiration of this timeout (see SPC-4). If the INACTIVITY TIMEOUT field is set to a value larger than the value in
the MAXIMUM INACTIVITY TIMEOUT field in the Block Device ROD Token Limits descriptor (see 6.6.6.3), then the

copy manager shall terminate the command with CHECK CONDITION status with the sense key set to
ILLEGAL REQUEST and the additional sense code set to INVALID EIELD IN PARAMETER LIST.

If the INACTIVITY TIMEOUT field is set to zero, then the DEFAULT INACTIVITY TIMEOUT field in the Block Device
RQD Token Limits descriptor (see 6.6.6.3) specifies the number of seconds that the copy managershould
wdit for the next third-party copy command (see 6.6.6) that uses the ROD token created by the processing|of
this command before the copy manager invalidates that ROD token due to expiration of this timeout.

If the RTV bit is set to one, then the ROD TYPE field specifies the ROD type (see SPC-4) for ereéating the pointlin
time copy ROD token. The copy manager shall terminate the command with CHECK CONDITION status wjth
thg sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID'FIELD IN
PARAMETER LIST, if:

a) the copy manager does not support the specified ROD type for use with.the POPULATE TOKEN
command; or
b) the RoD TYPE field specifies a ROD type (see SPC-4) that is not a\point in time copy ROD.

The BLOCK DEVICE RANGE DESCRIPTOR LENGTH field specifies the length-in bytes of the block device range
degcriptor list. The block device range descriptor list length shouldbe a multiple of 16. If the block device
range descriptor list length is not a multiple of 16, then the last bloCk device range descriptor is incomplete
anfl shall be ignored. If the block device range descriptor list length is less than 0010h (i.e.,16), then the copy
mgnager shall terminate the command with CHECK CONDITION status with the sense key set to ILLEGALL
REHQUEST and the additional sense code set to INVALID-FIELD IN PARAMETER LIST.

If gny block device range descriptors in the block device range descriptor list are truncated due to the
pafameter list length in the CDB, then those block‘device range descriptors shall be ignored.

If the number of complete block device range'descriptors is larger than the maximum range descriptors vallie
in the Block Device ROD Token Limits descriptor (see 6.6.6.3), then the copy manager shall terminate the
command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additioral
sense code set to TOO MANY SEGMENT DESCRIPTORS.

If the same LBA is included in meore than one block device range descriptor, then the copy manager shall
terminate the command with-CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
thg additional sense code-setto INVALID FIELD IN PARAMETER LIST.

If the number of bytes\of-user data represented by the sum of the contents of the NUMBER OF LOGICAL BLOCKS
fields in all of the complete block device range descriptors is larger than:

a) the MAXINUM BYTES IN BLOCK ROD field in the block ROD device type specific features descriptor in the
RODtoken features third-party copy descriptor in the Third-party Copy VPD page (see SPC-4) ang
thatfield is set to a nonzero value; or

b)< the MAXIMUM TOKEN TRANSFER SIZE field in the Block Device ROD Token Limits descriptor (see 6.6.63)
and that field is set to a nonzero value,

then the copy manager shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.
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5.7.3 Block device range descriptor

The block device range descriptor is defined in table 52.

Table 52 — Block device range descriptor

Bit, 5 6 5 4 3 2 1 0

0 (MSB)

eoe LOGICAL BLOCK ADDRESS

7 (LSB)

8 (MSB)

eoe NUMBER OF LOGICAL BLOCKS

11 (LSB)

Reserved

15
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B LOGICAL BLOCK ADDRESS field specifies the first LBA on which the €0py manager shall operate for this
ck device range descriptor.

E NUMBER OF LOGICAL BLOCKS field specifies the number of Jogical blocks on which the copy manager shp
brate for this block device range descriptor beginning with.the LBA specified by the LOGICAL BLOCK ADDREBS
d.

bcessing of block device range descriptors with a number of logical blocks that is not a multiple of the
TIMAL BLOCK ROD LENGTH GRANULARITY field in the-block ROD device type specific features descriptor in the
D token features third-party copy descriptor in‘the Third-party Copy VPD page (see SPC-4) may incur
ays in processing. If the OPTIMAL BLOCK ROD)LENGTH GRANULARITY field in the block ROD device type

pific features descriptor in the ROD token features third-party copy descriptor in the Third-party Copy VRD
pe is not reported, then the optimal transfer length granularity in the Block Limits VPD page (see 6.6.3) mpy
icate the granularity.

r a POPULATE TOKEN commahd, processing of block device range descriptors where the number of
es of user data contained.in_the number of logical blocks exceeds the OPTIMAL BYTES TO TOKEN PER

SMENT field in the block ROD device type specific features descriptor in the ROD token features third-pafty
by descriptor in the Third-party Copy VPD page may incur delays in processing.

W

I a WRITE USING-TOKEN command (see 5.46), processing of block device range descriptors where th
mber of bytes.of.user data contained in the number of logical blocks exceeds the OPTIMAL BYTES FROM
EN PER SEGMENT field in the block ROD device type specific features descriptor in the ROD token featur
d-party copy descriptor in the Third-party Copy VPD page may incur delays in processing.

[4%

he nuimber of bytes of user data contained in the number of logical blocks is greater than:

1)) the value in the MAXIMUM BYTES IN BLOCK ROD field in the block ROD device type specific features

descriptor in the ROD token features third-party copy descriptor in the Third-party Copy VPD page,
and the MAXIMUM BYTES IN BLOCK ROD field is set to a nonzero value; or

2) the value in the MAXIMUM TRANSFER LENGTH field in the Block Limits VPD page (see 6.6.3), the
MAXIMUM TRANSFER LENGTH field is set to a nonzero value, and the MAXIMUM BYTES IN BLOCK ROD field
in the block ROD device type specific features descriptor is not reported,

then the copy manager shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.

If the NUMBER OF LOGICAL BLOCKS field is set to zero, then the copy manager shall perform no operation for this
block device range descriptor. This condition shall not be considered an error.
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If the specified LBA and the specified number of logical blocks exceed the capacity of the medium (see 4.5),
then the copy manager shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS OUT OF RANGE.

5.8 PRE-FETCH (10) command

The PRE-FETCH (10) command (see table 53) requests that the device server:

a) for any mapped LBAs specified by the command that are not already contained in cache, perform
read medium operations and write cache operations (see 4.15); and
b) for any unmapped LBAs specified by the command, update the volatile cache and/or non-volatile

cache to prevent retrieval of stale data.

Ng data shall be transferred to the Data-In Buffer.

Migration from the PRE-FETCH (10) command to the PRE-FETCH (16) command is reecommended for all
implementations.

Table 53 — PRE-FETCH (10) command

Bit
Blyte 7 6 5 4 3 2 1 0
0 OPERATION CQDE\(34h)
Reserved IMMED Obsolete

(MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)

PREFETCH LENGTH

8 (LSB)
9 CONTROL

The OPERATION CODE field issdefined in SPC-4 and shall be set to the value shown in table 53 for the
PRE-FETCH (10) command.

Anlimmediate (IMMED)bit set to zero specifies that status shall be returned after the operation is complete. fAn
IMMED bit set to one specifies that the device server shall:

a) validatethe CDB;
b) if the-Cache has:
A)- sufficient capacity to accept all of the specified logical blocks, then complete the command with

CONDITION MET status; or

and

c) if one or more of the specified logical blocks are not successfully transferred to the cache for reasons
other than lack of cache capacity, then report a deferred error (see SPC-4).

The LOGICAL BLOCK ADDRESS field specifies the LBA of the first logical block (see 4.5) accessed by this
command.
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A GROUP NUMBER field set to a non-zero value specifies the group into which attributes associated with the
command should be collected (see 4.23). A GROUP NUMBER field set to zero specifies that any attributes
associated with the command shall not be collected into any group.

The PREFETCH LENGTH field specifies the number of contiguous logical blocks that shall be pre-fetched (i.e.,
transferred to the cache from the medium), starting with the LBA specified by the LOGICAL BLOCK ADDRESS
field. A PREFETCH LENGTH field set to zero specifies that all logical blocks starting with the LBA specified in the
LOGICAL BLOCK ADDRESS field to the last logical block on the medium shall be pre-fetched. Any other value
specifies the number of logical blocks that shall be pre-fetched. If the specified LBA and the specified prefetch
len gfh exceed- the r‘npnr\ify of the medium (cnn 4 ‘-'\), then-the device server shall terminate the command-with
CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code get
to LOGICAL BLOCK ADDRESS OUT OF RANGE.

The CONTROL byte is defined in SAM-5.

If the IMMED bit is set to zero, and the specified logical blocks were transferred to the cache without error, then
thg device server shall complete the command with CONDITION MET status.

If the IMMED bit is set to zero and the cache does not have sufficient capacity to accept|all of the specified
lodical blocks, then the device server shall transfer to the cache as many of the specified logical blocks that fit.
If these logical blocks are transferred without error, then the device server shall complete the command with
GQOD status.

5.9 PRE-FETCH (16) command

The PRE-FETCH (16) command (see table 54) requests that theddevice server perform the actions defined for
thg PRE-FETCH (10) command (see 5.8).

Nd data shall be transferred to the Data-In Buffer.

Table 54 — PRE-FETCH (16) command

Bit
Blyte 7 6 5 4 3 2 1 0

0 OPERATION CODE (90h)

1 Reserved IMMED Reservgd

2 (MSB)
coe LOGICAL BLOCK ADDRESS

9 (LSB)

10 (MSB)
soe PREFETCH LENGTH

13 (LSB)

14 Reserved GROUP NUMBER

15 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 54 for the
PRE-FETCH (16) command.

See the PRE-FETCH (10) command (see 5.8) for the definitions of the other fields in this command.
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5.10 PREVENT ALLOW MEDIUM REMOVAL command

The PREVENT ALLOW MEDIUM REMOVAL command (see table 55) requests that the logical unit enable or
disable the removal of the medium. If medium removal is prevented on any |_T nexus that has access to the
logical unit, then the logical unit shall not allow medium removal.

Table 55 — PREVENT ALLOW MEDIUM REMOVAL command

Blte Bit| 6 5 4 3 2 1 0
0 OPERATION CODE (1Eh)
1 Reserved
2 Reserved
3 Reserved
4 Reserved PREVENT
5 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 55 for the
PREVENT ALLOW MEDIUM REMOVAL command.

Table 56 defines the PREVENT field.

Table 56 — RREVENT field

Value Description

00b Medium removal is allowed.
01b Medium removal shall be prevented.
10b to Hb*[ Obsolete

The CONTROL byte is defined in SAM-5.

Thg prevention of medium rémoval shall begin when any application client issues a PREVENT ALLOW
MEDIUM REMOVAL command with the PREVENT field set to 01b (i.e., medium removal prevented). The
prevention of medium, femoval for the logical unit shall no longer be prevented after:

=
j=m

a) one of thefellowing occurs for each |_T nexus through which medium removal had been prevente
A) receipt'of a PREVENT ALLOW MEDIUM REMOVAL command with the PREVENT field set to 0Qb;
or
B)an |_T nexus loss;
b) , @power on;
a hard reset; or

c
dY 3 loaiceal unit reset
G —a1o gt U856+t

If possible, the device server shall perform a synchronize cache operation before ending the prevention of
medium removal.

If a persistent reservation or registration is being preempted by a PERSISTENT RESERVE OUT command
with PREEMPT AND ABORT service action (see SPC-4) or PERSISTENT RESERVE OUT command with
CLEAR service action (see SPC-4), then the equivalent of a PREVENT ALLOW MEDIUM REMOVAL
command with the PREVENT field set to 00b shall be processed for each the |_T nexuses associated with the
persistent reservation or registrations being preempted allowing an application client to override the
prevention of medium removal function for a SCSI initiator port (e.g., an initiator port is not operating
correctly).
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While a prevention of medium removal condition is in effect, the logical unit shall inhibit mechanisms that allow

removal of the medium by an operator.

5.11 READ (10) command

The READ (10) command (see table 57) requests that the device server:

a) perform read operations from the specified LBAs: and

b) transfer the requested logical block data to the Data-In Buffer.
The logical block data transferred to the Data-In Buffer shall include protection information based on the vallie
in the RDPROTECT field (see table 58) and the medium format.
Migration from the READ (10) command to the READ (16) command is recommended for all
implementations.
Table 57 — READ (10) command
Bit
Blte 7 6 5 4 3 2 1 0
0 OPERATION CODE (28h)
RDPROTECT DPO FUA RARC Obsolete | Obsolete
(MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)
TRANSFER LENGTH
8 (LSB)
9 CONTROL
The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 57 for the
RHAD (10) command.
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The device server shall check the protection information from the read operations before returning status for
the command based on the RDPROTECT field as described in table 58. All footnotes for table 58 are at the end

of the table.

Table 58 — RDPROTECT field (part 1 of 3)

Logical unit | Shall device Extended
formatted server Bleldin___oeripy-pam—Tiremecktans=-
Code with transmit _ protection h | VPD page bit | additional sense code
protection protection information g
. . . . value
information | information?
_ LOGICAL BLOCK
LOGICALBLOCK | GRD_CHK=1 | o} \RD GHECK FAILED
GUARD
GRD_CHK =0 No check performed
LOGICAL BLOCK
LOGICALBLOCK | aApp cHk =1°¢ )/ APPLICATION TAG
Vs APPLICATION CHECK FAILED
TAG
000b No APP_CHKE0~ | No check performed
_ LOGICAL BLOCK
LOGICALBLOCK | REFLCHK =1 REFERENCE TAG
REFERENCE CHECK FAILED
TAG
REF_CHK =0 No check performed
No No protection information available to check
_ LOGICAL BLOCK
LOGIGALBLOCK |  GRD_CHK=1 | o)\ RD CHECK FAILED
GUARD
GRD_CHK =0 No check performed
LOGICAL BLOCK
LOGICALBLOCK | aApp cHk =1°¢ | APPLICATION TAG
Ves Yes & APPLICATION CHECK FAILED
TAG
%21bbb APP_CHK =0 | No check performed
_ LOGICAL BLOCK
LOGICALBLOCK | REF CHK =1 REFERENCE TAG
REFERENCE CHECK FAILED
TAG
REF_CHK =0 No check performed
No @ No protection information available to transmit to the Data-In Buffer or for
checking
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Table 58 — RDPROTECT field (part 2 of 3)

Logical unit | Shall device
formatted server Field in Extended
, . ; INQUIRY Data | If check fails 9,
Code with transmit protection . (e
. . . . h | VPD page bit | additional sense code
protection protection information value 9
information | information?
LOGIEf':E';OCK No check performed
LOGICAL BLOCK
LOGICALBLOCK | app_cHK =1°¢ | APPLICATION TAG
APPLICATION CHECK FAILED
e TAG
D100 b Yes Yes APP_CHK =0 No check performed
' LOGICAL BLOCK
LOGICALBLOCK | rer cHk=1' | REFERENCE TAG
REFERENCE CHECK FAILED
TAG
REF_CHK =0 No check performed
No @ No protection information available to transmitto-the Data-In Buffer or for
checking
LOGISS;:;OCK No-chieck performed
LOGICAL BLOCK
Yes Yes © APPLICATION No check performed
D11b P Lan
LOGICAL\BLOCK
REFERENCE No check performed
TAG
No @ No protection.inférmation available to transmit to the Data-In Buffer or for
checking
GRD CHK = 1 LOGICAL BLOCK
LOGICAL BLOCK - GUARD CHECK FAILED
GUARD
GRD_CHK =0 No check performed
. LOGICAL BLOCK
Yes Yes APPLICATION | No check performed
00b P TAG
LOGICAL BLOCK
REFERENCE No check performed
TAG
No 2 No protection information available to transmit to the Data-In Buffer or for

checkina
REGKHG
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Table 58 — RDPROTECT field (part 3 of 3)

Logical unit | Shall device

formatted server Field in IN(E;:};;;\? eDdata If check fails 9
Code with transmit protection VPD page bit | additional sens,e code
protection protection information " pag

\ . . . value 9
information information?

(0]

110b

,:[ Reserved

a

If the logical unit supports protection information (see 4.22) and has not been formatted with protection

information, then the device server shall terminate the command with CHECK CONDITION status’ with

the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN

CDB.

If the logical unit does not support protection information, then the device server should;terminate the

command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the

additional sense code set to INVALID FIELD IN CDB.

If the device server has knowledge of the contents of the LOGICAL BLOCK APPLICATION TAG field, then th¢

device server shall check each logical block application tag. If the ATO bit in.the Control mode page

(see SPC-4) is set to one, then this knowledge is acquired from:

a) the EXPECTED LOGICAL BLOCK APPLICATION TAG field and the LOGIEAL-BLOCK APPLICATION TAG MASK
field in the CDB, if a READ (32) command (see 5.14) is received.by the device server;

b) the Application Tag mode page (see 6.5.3), if a command otherthan READ (32) is received by th¢
device server, and the ATMPE bit in the Control mode page{(see SPC-4) is set to one; or

c) a method not defined by this standard, if a command.cther than READ (32) is received by the
device server, and the ATMPE bit is set to zero.

If the device server terminates the command with CHECK CONDITION status, then the device servef

shall set the sense key to ABORTED COMMAND,

The device server shall transmit protection information to the Data-In Buffer.

If multiple errors occur while the device serveris processing the command, then the selection by the

device server of which error to report is not\defined by this standard.

See the Extended INQUIRY Data VPD, page (see SPC-4) for the definitions of the GRD_CHK bit, the

APP_CHK bit, and the REF_CHK bit.

If the device server detects:

a) aLOGICAL BLOCK APPLICATION.TAG field set to FFFFh, and type 1 protection (see 4.22.2.3) or type 2
protection (see 4.22.2.4).is-enabled; or

b) a LOGICAL BLOCK APPLICATION TAG field set to FFFFh, the LOGICAL BLOCK REFERENCE TAG field set tp
FFFF_FFFFh, andtype 3 protection (see 4.22.2.5) is enabled,

then the device seryer shall not check any protection information in the associated protection

information interyval;

If type 1 protection is enabled, then the device server shall check the logical block reference tag by

comparing,if'to’'the lower four bytes of the LBA associated with the logical block. If type 2 protection of

type 3 protéction is enabled, and the device server has knowledge of the contents of the LOGICAL

BLOCK(REFERENCE TAG field, then the device server shall check each logical block reference tag. If typ¢

2 protection is enabled, then this knowledge may be acquired through the EXPECTED INITIAL LOGICAL

BLOCK REFERENCE TAG field in a READ (32) command (see 5.14). If type 3 protection is enabled, then

the method for acquiring this knowledge is not defined by this standard.

1

If the DPICZ bit in the Control mode page (see SPC-4) is set to one, then protection information shall not
be checked.

A disable page out (DPO) bit set to zero specifies that the retention priority shall be determined by the
RETENTION PRIORITY fields in the Caching mode page (see 6.5.5). A DPO bit set to one specifies that the device
server shall assign the logical blocks accessed by this command the lowest retention priority for being fetched
into or retained by the cache (see 4.15). A DPO bit set to one overrides any retention priority specified in the
Caching mode page. All other aspects of the algorithm implementing the cache replacement strategy are not
defined by this standard.
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NOTE 7 - The DPO bit is used to control replacement of logical blocks in the cache when the application client
has information on the future usage of the logical blocks. If the DPO bit is set to one, then the application client
is specifying that the logical blocks accessed by the command are not likely to be accessed again in the near
future and are not to be put in the cache nor retained by the cache. If the DPO bit is set to zero, then the
application client is specifying that the logical blocks accessed by this command are likely to be accessed
again in the near future.

A force unit access (FUA) bit set to one specifies that the device server shall read the logical blocks from:

a) the non-volatile cache, if any; or
b)_ the medium.

If the FUA bit is set to one and a volatile cache contains a more recent version of a logical block than the
nop-volatile cache, if any, or the medium, then, before reading the logical block, the device server shall wrife
thg logical block to:

a) the non-volatile cache, if any; or
b) the medium.

An| FUA bit set to zero specifies that the device server may read the logical blocks from:

a) the volatile cache, if any;
b) the non-volatile cache, if any; or
c) the medium.

If rebuild assist mode (see 4.20) is supported and not enabled, then theidevice server shall ignore the rebujid
assist recovery control (RARC) bit. If rebuild assist mode is supported and enabled, then the RARC bit specifies
that the device server shall perform read medium operations as defined in 4.20.3.2 and 4.20.3.3.

If the rebuild assist mode is not supported and the RARC bit issset to one, then the device server should
terminate the command with CHECK CONDITION status with-the sense key set to ILLEGAL REQUEST and
thg additional sense code set to INVALID FIELD IN CDB;

See the PRE-FETCH (10) command (see 5.8) for the definition of the LOGICAL BLOCK ADDRESS field.
See the PRE-FETCH (10) command and 4.23 for.the definition of the GROUP NUMBER field.

The TRANSFER LENGTH field specifies the number of contiguous logical blocks of data that shall be read ang
trapsferred to the Data-In Buffer, starting with the logical block referenced by the LBA specified by the LOGIGAL
BLOCK ADDRESS field. A TRANSFER LENGTH field set to zero specifies that no logical blocks shall be read or
trapsferred. This condition shall not be-considered an error. Any other value specifies the number of logica
bldcks that shall be read and transferred. If the specified LBA and the specified transfer length exceed the
capacity of the medium (see 4.5), then the device server shall terminate the command with CHECK
CONDITION status with thelsense key set to ILLEGAL REQUEST and the additional sense code set to
LJGICAL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH field is constrained by the MAXIMUM
TRANSFER LENGTH field ifbVthe Block Limits VPD page (see 6.6.3).

The coNTROL bytelis defined in SAM-5.

5.12 READ (12) command

TheREAD (1 ’)) command (cnn table RQ) rnqune’re that the device server pnrfnrm the actions defined for th

READ (10) command (see 5.11).

Migration from the READ (12) command to the READ (16) command is recommended for all
implementations.

1
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Table 59 — READ (12) command

Bit
Byte 7 6 4 3 2 1 0
0 OPERATION CODE (A8h)
1 RDPROTECT DPO FUA RARC Obsolete | Obsolete
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 (MSB)
TRANSFER LENGTH
9 (LSB)
Restricted
10 for Reserved GROUP NUMBER
MMC-6
1 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to thie value shown in table 59 for the REAL

(12) command.

The CONTROL byte is defined in SAM-5.

See the READ (10) command (see 5.11) for the definitions of the other fields in this command.
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5.13 READ (16) command

The READ (16) command (see table 60) requests that the device server perform the actions defined for the
READ (10) command (see 5.11).

Table 60 — READ (16) command

Bthe 7 6 5 4 3 2 1 0
0 OPERATION CODE (88h)
1 RDPROTECT DPO FUA RARC Obsolete | ["Reservdgd
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
TRANSFER LENGTH
13 (LSB)
Restricted
14 for Reserved GROUP NUMBER
MMC-6
15 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 60 for the
RHAD (16) command.

The CONTROL byte is defined in SAM-5.
Seg the READ (10) command (see 5.11) for'the definitions of the other fields in this command.
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5.14 READ (32) command

The READ (32) command (see table 61) requests that the device server perform the actions defined for the
READ (10) command (see 5.11).

The device server shall only process a READ (32) command if type 2 protection is enabled (see 4.22.2.4).

Table 61 — READ (32) command

Bit
Blyte 7 6 5 4 3 2 1 0

0 OPERATION CODE (7Fh)

CONTROL
Reserved
5
6 Reserved GROUP)NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)

SERVICE ACTION (0009h)
9 (LSB)
10 RDPROTECT DPO FUA RARC Obsolete | Reserved
11 Reserved
12 (MSB)
LOGICAL BLOCK ADDRESS
19 (LSB)
20 (MSB)
EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG
23 (LSB)
24 (MSB)
EXPECTED LOGICAL BLOCK APPLICATION TAG
25 (LSB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK
27 (LSB)
28 (MSB)
TRANSFER LENGTH
31 (LSB)
Thu UFCERATIUN CUDLE flb‘iu‘, ti IS AUDITIUNAL CUD LENGITH flb‘iu‘, dl I\.lI ti IS SERVIUE AUTIUN flciu‘ dlT ulb'ﬂl |cu' ;II

SPC-4 and shall be set to the values shown in table 61 for the READ (32) command.

The CONTROL byte is defined in SAM-5.

See the READ (10) command (see 5.11) for the definitions of the GROUP NUMBER field, the RDPROTECT field,
the DPO bit, the FUA bit, the RARC bit, the LOGICAL BLOCK ADDRESS field, and the TRANSFER LENGTH field.

If checking of the LOGICAL BLOCK REFERENCE TAG field is enabled (see table 58 in 5.11), then the EXPECTED
INITIAL LOGICAL BLOCK REFERENCE TAG field contains the value of the LOGICAL BLOCK REFERENCE TAG field
expected in the protection information of the first logical block accessed by the command instead of a value
based on the LBA (see 4.22.3).
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If the ATO bit is set to one in the Control mode page (see SPC-4), and checking of the LOGICAL BLOCK
APPLICATION TAG field is enabled (see table 58 in 5.11), then the LOGICAL BLOCK APPLICATION TAG MASK field
contains a value that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in
every instance of protection information for each logical block accessed by the command. A LOGICAL BLOCK
APPLICATION TAG MASK field bit set to one enables the checking of the corresponding bit of the EXPECTED
LOGICAL BLOCK APPLICATION TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in
every instance of protection information. A LOGICAL BLOCK APPLICATION TAG MASK field bit set to zero disables
the checking of the corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION TAG field with the
corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every instance of protection information.

If the ATO bit is set:

a) to zero; or
b) to one in the Control mode page (see SPC-4), and checking of the LOGICAL BLOCK APPLICATION TAQ
field is disabled (see table 58),

thgn the LOGICAL BLOCK APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPUICATION TAG field
shall be ignored

5.15 READ CAPACITY (10) command

5.15.1 READ CAPACITY (10) overview

The READ CAPACITY (10) command (see table 62) requests thatthe device server transfer eight bytes of
pafameter data describing the capacity and medium format of the direct access block device to the Data-In
Buffer. This command may be processed as if it has a HEADOF QUEUE task attribute (see 4.16). If the

lodical unit supports protection information (see 4.22) or logieal block provisioning management (see 4.7),
thgn the application client should use the READ CAPACILY (16) command (see 5.16) instead of the REAL
CAPACITY (10) command.

Migration from the READ CAPACITY (10) command to the READ CAPACITY (16) command is recommendgd
for{all implementations.

Table 62 — READ CAPACITY (10) command

Bit
Blyte 7 6 5 4 3 2 1 0
0 OPERATION CODE (25h)
1 Reserved Obsolete
2
Obsolete
Reserved
7
Reserved Obsolete
9 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 62 for the READ
CAPACITY (10) command.

The CONTROL byte is defined in SAM-5.
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5.15.2 READ CAPACITY (10) parameter data

Th

e READ CAPACITY (10) parameter data is defined in table 63. Any time the READ CAPACITY (10)

parameter data changes, the device server should establish a unit attention condition as described in .

Table 63 — READ CAPACITY (10) parameter data

BL/ te 7 © 5 L3 3 2 t 0

0 (MSB)

oo RETURNED LOGICAL BLOCK ADDRESS

3 (LSB)

4 (MSB)

hhdd LOGICAL BLOCK LENGTH IN BYTES

7 (LSB)

Th

If t
RE
CA

Th

5.

5.1

Th
de
co

prq
HE

e device server shall set the RETURNED LOGICAL BLOCK ADDRESS field to the-lower of:

a) the LBA of the last logical block on the direct access block device, of
b) FFFF_FFFFh, if the LBA of the last logical block on the direct aceess block device is greater than the
maximum value that is able to be specified in the RETURNEB_LOGICAL BLOCK ADDRESS field.

ne RETURNED LOGICAL BLOCK ADDRESS field is set to FFFF_FFEFH, then the application client should issug a
AD CAPACITY (16) command (see 5.16) to request that the. device server transfer the READ
PACITY (16) parameter data to the Data-In Buffer.

> L OGICAL BLOCK LENGTH IN BYTES field contains thexnumber of bytes of user data in a logical block.

16 READ CAPACITY (16) command

6.1 READ CAPACITY (16) command overview

e READ CAPACITY (16) command (see table 64) requests that the device server transfer parameter data
scribing the capacity and medium format of the direct access block device to the Data-In Buffer. This
mmand is mandatory if the_logical unit supports protection information (see 4.22) or logical block

visioning management (see 4.7) and is optional otherwise. This command may be processed as if it hag a
AD OF QUEUE taskattribute (see 4.16).
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This command uses the SERVICE ACTION IN (16) CDB format (see clause A.2).

Table 64 — READ CAPACITY (16) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (9Eh)
1 Reserved SERVICE ACTION (10h)
2
oo Obsolete
9
10 (MSB)
ALLOCATION LENGTH
13 (LSB)
14 Reserved Obsolete
15 CONTROL

The OPERATION CODE field and SERVICE ACTION field are defined in SPC-4 and shall be set to the values shoyn
in fable 64 for the READ CAPACITY (16) command.

The ALLOCATION LENGTH field is defined in SPC-4.

The CONTROL byte is defined in SAM-5.

5.16.2 READ CAPACITY (16) parameter data

The READ CAPACITY (16) parameter data is defined in table 65. Any time the READ CAPACITY (16)
pafameter data changes, the device server should establish a unit attention condition as described in .

Table 65= READ CAPACITY (16) parameter data

Bit
Blyte 7 6 5 4 3 2 1 0
0 (MSB)
RETURNED LOGICAL BLOCK ADDRESS
7 (LSB)
8 (MSB)
LOGICAL BLOCK LENGTH IN BYTES
11 (LSB)
(V4 Reserved P_TYPE PROT_EN
13 P | EXPONENT LOGICAL BLOCKS PER PHYSICAL BLOCK
- EXPONENT
14 LBPME LBPRZ (MSB)
LOWEST ALIGNED LOGICAL BLOCK ADDRESS ~ ———————
15 (LSB)
16
ooo Reserved
31
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The RETURNED LOGICAL BLOCK ADDRESS field and LOGICAL BLOCK LENGTH IN BYTES field of the READ
CAPACITY (16) parameter data are defined in the READ CAPACITY (10) parameter data (see 5.15). The
maximum value that shall be returned in the RETURNED LOGICAL BLOCK ADDRESS field is
FFFF_FFFF_FFFF_FFFEh.

The protection type (P_TYPE) field and the protection enable (PROT_EN) bit (see table 66) indicate the logical
unit’s current type of protection.

Table 66 —P_TYPE fletdand PROT_EN it

P_TYPE PROT_EN Description
n/a 0 The logical unit is formatted to type 0 protection (see 4.22.2.2).
000b The logical unit is formatted to type 1 protection (see 4.22.2;3).
001b 1 The logical unit is formatted to type 2 protection (see 4,22.2.4).
010b The logical unit is formatted to type 3 protection (see 4.22.2.5).
Of1b to 111b Reserved

The P_I_EXPONENT field may be used to determine the number of protectianinformation intervals placed within

eath logical block (see 5.3.2).

The number of protection information intervals is calculated as follows:

number of protection information intervals = 2(P—i exponent)

where:
p_i exponent is the contents of the' P_| EXPONENT field.

ThE LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is defined in table 67.

Table 67 — LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field

Code Description

0 One or more physical blocks per logical block 2

n>0 2" logical blocks per physical block

a/The number of physical blocks per logical block is not reported.

A Ipgical blaCk provisioning management enabled (LBPME) bit set to one indicates that the logical unit
implements-logical block provisioning management (i.e., is resource provisioned or thin provisioned)
(sge 4<7.3). An LBPME bit set to zero indicates that the logical unit does not implement logical block
provisioning management (e.g., is fully provisioned (see 4.7.2)).

A logical block provisioning read zeros (LBPRZ) bit set to one indicates that, for read commands specifying an
unmapped LBA (see 4.7.4.5), the device server returns user data set to zero and protection information, if
any, set to FFFF_FFFF_FFFF_FFFFh. An LBPRZ bit set to zero indicates that, for read commands specifying
an unmapped LBA, the device server returns user data set to vendor specific data and protection information,
if any, set to FFFF_FFFF_FFFF_FFFFh.

The LOWEST ALIGNED LOGICAL BLOCK ADDRESS field indicates the LBA of the first logical block that is located at
the beginning of a physical block (see 4.6).
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5.17 READ DEFECT DATA (10) command

5.17.1 READ DEFECT DATA (10) command overview

The READ DEFECT DATA (10) command (see table 68) requests that the device server transfer parameter
data (see 5.17.2) containing a four-byte header, the PLIST, and/or the GLIST to the Data-In Buffer.

If the device server is unable to access a specified defect list due to a medium error, then the device server

shall terminate the command with CHECK CONDITION status with the sense key set to MEDIUM ERROR
and-the-additional-sense code setto DEFECT LIST NOT EQUND

If the device server is unable to access a specified defect list due to an error other than a medium error.or
befause a specified defect list does not exist, then the device server shall either:

1) terminate the command with CHECK CONDITION status with the sense key set to NO(SENSE and
the additional sense code set to DEFECT LIST NOT FOUND; or
2) return only the READ DEFECT DATA parameter data header, with the DEFECT LIST LENGTH field set|to
zero.

Degvice servers may or may not return a defect list until after a successful completion of a FORMAT UNIT
cojnmand (see 5.2).

Migration from the READ DEFECT DATA (10) command to the READ DEFECE DATA (12) command is
regommended for all implementations.

Table 68 — READ DEFECT DATA-(10) command

Bit
Blyte 7 6 5 4 3 2 1 0
0 OPERATION CODE (37h)
1 Reserved
2 Reserved REQ_PLIST | REQ_GLIST DEFECT LIST FORMAT
3
oo Reserved
6
7 (MSB)
ALLOCATION LENGTH
8 (LSB)
9 CONTROL

The OPERATION.GODE field is defined in SPC-4 and shall be set to the value shown in table 68 for the REAL
DHFECT DATA (10) command.
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Table 69 defines the request PLIST (REQ_PLIST) bit and the request GLIST (REQ_GLIST) bit.

Table 69 — REQ_PLIST bit and REQ_GLIST bit

REQ_PLIST | REQ_GLIST | Description

The device server shall return only the first four bytes of the READ DEFECT
0 DATA parameter data (i.e., the parameter data header), with the DEFECT LIST
0 LENGTH Ttield set to zero.

The device server shall return the READ DEFECT DATA parameter data heade
and include the GLIST, if any, in the defect list.

The device server shall return the READ DEFECT DATA parameter

0 data header and include the PLIST, if any, in the defect list.
1 The device server shall return the READ DEFECT DATA parameter data heade
1 and include the both the PLIST, if any, and the GLIST, if any;in the defect list.

Whether the PLIST and GLIST are merged or not is vendor specific.

ThE DEFECT LIST FORMAT field specifies the address descriptor format type (see'6.2) that the device server
should use for the defect list. A device server unable to return the requested address descriptor format shgl
return the address descriptors in their default format and indicate that format type in the DEFECT LIST FORMAT
field in the READ DEFECT DATA parameter data header (see 5.17;2 and 5.18.2).

If the requested defect list format and the returned defect list format are not the same, then the device serjer
shall transfer the defect data and then terminate the command.with CHECK CONDITION status with the
sefse key set to RECOVERED ERROR and the additionalksense code set to DEFECT LIST NOT FOUND

ThE ALLOCATION LENGTH field is defined in SPC-4. If the(length of the address descriptors that the device
sefver has to report is greater than the maximum value that is able to be specified by the ALLOCATION LENGJTH
field, then the device server shall transfer no data.and shall terminate the command with CHECK CONDITION
stdtus with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD [N
cOB.

The CONTROL byte is defined in SAM-5.
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5.17.2 READ DEFECT DATA (10) parameter data

The READ DEFECT DATA (10) parameter data (see table 70) contains a four-byte header, followed by zero
or more address descriptors.

Table 70 — READ DEFECT DATA (10) parameter data

Bit 7 4 2 1
BL/te |2 9 9 v
Parameter data header
0 Reserved
1 Reserved PLISTV GLISTV DEFECT LIST.FORMAT
2 (MSB)
DEFECT LIST LENGTH (n - 3)
3 (LSB)
Defect list (if any)
4
Address descriptor(s) (if any)
n
A PPLIST valid (PLISTV) bit set to zero indicates that the defect list’does not contain the PLIST. A PLISTV bit set

to

to

Th
fie
If t
de

Th
to
de

Th

bne indicates that the defect list contains the PLIST.

SLIST valid (GLISTV) bit set to zero indicates that the defect list does not contain the GLIST. A GLISTV bit §
bne indicates that the defect list contains the GLIST:

e DEFECT LIST FORMAT field indicates the format@f'the address descriptors returned in the defect list. Thi
d is defined in 6.2.

e device server returns short block format-address descriptors (see 6.2.2) or long block format addressg
scriptors (see 6.2.5), then the address(descriptors contain vendor specific values.

e DEFECT LIST LENGTH field indicates-the length in bytes of the defect list. The DEFECT LIST LENGTH is equ
our or eight times the number. of.the address descriptors, depending on the format of the returned addre]
scriptors (see 6.2).

e defect list contains address descriptors (see 6.2).

.18 READ DEFECT DATA (12) command

.18.1 READ-/DEFECT DATA (12) command overview

et

7

2

=

e READ DEFECT DATA (12) command (see table 71) requests that the device server transfer parametg
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application client determines the length of the defect list by sending a READ DEFECT DATA (12)

command with an allocation length field set to eight and the address descriptor index field set to 0000_0000h.
The device server returns the defect list header that contains the length of the defect list.

Table 71 — READ DEFECT DATA (12) command

Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE (B7h)
1 Reserved REQ_PLIST | REQ_GLIST DEFECT LIST FORMAT,
2 (MSB)
ADDRESS DESCRIPTOR INDEX
5 (LSB)
6 (MSB)
ALLOCATION LENGTH
9 (LSB)
10 Reserved
1 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set{o the value shown in table 71 for the REAL

DH

Se
RE

Th
list

Th
av
sp
co

Th

FECT DATA (12) command.

e the READ DEFECT DATA (10) command (see 5.17)for the definitions of the REQ_PLIST bit, the
D GLIST bit, and the DEFECT LIST FORMAT field.

e ADDRESS DESCRIPTOR INDEX field specifies the-index of the first address descriptor (see 6.2) in the defq
that the device server shall return. If the ADDRESS DESCRIPTOR INDEX field is set to:

a) a value less than the number of available address descriptors, then the device server shall transfe
defect list beginning with the address descriptor that is at the ADDRESS DESCRIPTOR INDEX field valu
multiplied by the size of the address descriptor; or

b) a value greater than or equal to the number of available address descriptors, then the device servegr

shall return a zero length-defect list.

e ALLOCATION LENGTH field is defined in SPC-4, however if the length of all the address descriptors that g
hilable is greater than FFFF_FFFFh, then the device server shall transfer the length of address descriptq
ecified by the allocation length or the DEFECT LIST LENGTH field value plus eight, whichever is less, and
mplete the command with GOOD status.

e CONTROL byte-is defined in SAM-5.

[]
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5.18.2 READ DEFECT DATA (12) parameter data

The READ DEFECT DATA (12) parameter data (see table 72) contains an eight-byte header, followed by zero

or

more address descriptors.

Table 72 — READ DEFECT DATA (12) parameter data

Bit 7 6 5 4 3 2 1 0
Blyte
Parameter data header
0 Reserved
1 Reserved PLISTV GLISTV DEFECT LISTFORMAT
2 (MSB)
GENERATION CODE
3 (LSB)
4 (MSB)
DEFECT LIST LENGTH (n - 7)
7 (LSB)
Defect list (if any)
8
Address descriptor(s) (if any)
n
The GENERATION CODE field is a two-byte counter that shall be incremented by one by the device server evgry

tim
su
le
reg

Ap|
Cco
Th

de
ret

Q)

byles are available.

Se
DE

e the defect list is changed. A GENERATION CODE field set to 0000h indicates the generation code is not
pported. If the GENERATION CODE field is supported, then the GENERATION CODE field shall be initialized to
st 0001h at power on and the device serverishall wrap this field to 0001h as the next increment after
ching its maximum value (i.e., FFFFh);

plication clients that use the GENERATION CODE field should read this field often enough to ensure that th
htents of this field do not increment a multiple of 65 535 times between readings.

e DEFECT LIST LENGTH field indicates the length in bytes of address descriptors from the beginning addre
scriptor specified by the ADDRESS DESCRIPTOR INDEX field to the last address descriptor available to be
urned. A value of FFFF_FFFFh in the DEFECT LIST LENGTH field indicates that more than FFFF_FFFEh

e the READ DEFECT DATA (10) command (see 5.17) for the definitions of the other fields in the READ
FECT DATAY42) parameter data.

at

Y%
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5.19 READ LONG (10) command

The READ LONG (10) command (see table 73) requests that the device server transfer data from a single
logical block or physical block to the Data-In Buffer. The data transferred during the READ LONG (10)
command is vendor specific, but shall include the following items recorded on the medium:

a) if alogical block is being transferred, then:
A) user data or transformed user data for the logical block;
B) protection information or transformed protection information, if any, for the logical block; and

or

b) if a physical block is being transferred, then:
A) user data or transformed user data for all the logical blocks in the physical block;
B) protection information or transformed protection information, if any, for all the logical blocks in the
physical block; and
C) any additional information (e.g., ECC bytes).

If the additional information contain an ECC, then any other additional bytes that are correctable by ECC
should be included (e.g., a data synchronization mark within the area covered byECC). It is not required fq
thg ECC bytes to be at the end of the logical block data. The ECC bytes should be in the same order as they
arg on the medium.

=

If 8 cache contains a more recent version of the specified logical block-er. physical block, then the device
server shall write the logical block or physical block to the medium before reading it. The values in the
Read-Write Error Recovery mode page (see 6.5.8) do not apply-e_this command. The device server may
pefform retries while processing this command.

Thjs command uses the SERVICE ACTION IN (16) CDB format (see clause A.2).

Migration from the READ LONG (10) command to thexREAD LONG (16) command is recommended for al
implementations.

Table 73 —READ LONG (10) command

Bit
Blyte 7 6 5 4 3 2 1 0
0 OPERATION CODE (3Eh)
1 Reserved PBLOCK CORRCT Obsoletg
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved
T (MSB)
BYTE TRANSFER LENGTH
-8 (=
9 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 73 for the READ
LONG (10) command.

If there is more than one logical block per physical block (i.e., the LOGICAL BLOCKS PER PHYSICAL BLOCK
EXPONENT field in the READ CAPACITY (16) parameter data (see 5.16.2) is set to a non-zero value), then:

a) the device server shall support the physical block (PBLOCK) bit;
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b) a PBLOCK bit set to one specifies that the device server shall return the entire physical block containing

the specified logical block; and
C) a PBLOCK bit set to zero specifies that the device server shall return bytes representing only the
specified logical block.

If there are one or more physical blocks per logical block (i.e., the LOGICAL BLOCKS PER PHYSICAL BLOCK
EXPONENT field in the READ CAPACITY (16) parameter data (see 5.16.2) is set to zero), and the PBLOCK bit
set to one, then the device server shall terminate the command with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

A ¢orrect (CORRCT) bit set to zero specifies that a Togical block be read without any correction made by the
deyice server. A CORRCT bit set to zero should result in the device server completing the command with

is

GQOD status unless data is not transferred for some reason other than that the data is non-correctable.In this

cage the device server shall complete or terminate the command with the appropriate status andrsense da
A CORRCT bit set to one specifies that the data be corrected by ECC before being transferred tg the Data-In
Buffer.

The LOGICAL BLOCK ADDRESS field specifies an LBA (see 4.5). If the specified LBA excegds the capacity of the

medium (see 4.5), then the device server shall terminate the command with CHECKICONDITION status w

thg sense key set to ILLEGAL REQUEST and the additional sense code set to LOG|CAL BLOCK ADDRE$S

OUT OF RANGE.

The BYTE TRANSFER LENGTH field specifies the number of bytes of data that-shall be read from the specified
lodical block or physical block and transferred to the Data-In Buffer. If the"BYTE TRANSFER LENGTH field is ng

sef to zero and does not match the available data length, then the device'server shall terminate the commapd
CHECK CONDITION status with the sense key set to ILLEGAL'REQUEST and the additional sense cofle

YTE TRANSFER LENGTH field set to zero specifies that'no bytes shall be read. This condition shall not be
cofsidered an error.

The CONTROL byte is defined in SAM-5.

th

t
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5.20 READ LONG (16) command

The READ LONG (16) command (see table 74) requests that the device server perform the actions defined

for

the READ LONG (10) command (see 5.19).

Table 74 — READ LONG (16) command

Bl,lte 7 6 5 4 3 2 1 0
0 OPERATION CODE (9Eh)
1 Reserved SERVICE ACTION (11h)
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10
Reserved

11
12 (MSB)

BYTE TRANSFER LENGTH
13 (LSB)
14 Reserved PBLOCK CORRCT
15 CONTROL

Th

Th
Se

5.]

5.2

Th
op
oc
thd

Th
log
blg

e OPERATION CODE field and SERVICE ACTION field are defined in SPC-4 and shall be set to the values sho
able 74 for the READ LONG (16) command.

e CONTROL byte is defined in SAM-5.
e the READ LONG (10) command (see 5.49) for the definitions of the other fields in this command.

P1 REASSIGN BLOCKS command

1.1 REASSIGN BLOCKS ¢éommand overview

e REASSIGN BLOEKS command (see table 75) requests that the device server perform a reassign
bration on one ormore LBAs (e.g., LBAs referencing logical blocks on which unrecovered read errors
curred) to anather area on the medium set aside for this purpose and to add the physical blocks containi
se logical bloeks to the GLIST. This command shall not alter the contents of the PLIST (see 4.13).

e parameter list provided in the Data-Out Buffer contains a reassign LBA list that contains the LBAs of th
icaldlocks to be reassigned. The device server shall reassign the parts of the medium used for each logig
ckereferenced by an LBA in the reassign LBA list. More than one physical block may be reassigned by

e
al

ea

ch LBA. IT The deviCe server recovers logical bIOCK data Trom the original logical DIOCK, then the device

server shall perform a write medium operation to that LBA using the recovered logical block data, which writes
to the logical block referenced by the reassigned LBA.

The device server shall invalidate any of the specified LBAs that are in cache.

If the device server does not recover logical block data in a fully provisioned logical unit (see 4.7.2), then the
device server shall:

a) write vendor specific data as the user data; and
b) write a default value of FFFF_FFFF_FFFF_FFFFh as the protection information, if enabled
(see 4.22.2).
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If the device server does not recover logical block data in a resource provisioned logical unit (see 4.7.3.2) or a
thin provisioned logical unit (see 4.7.3.3), then the device server shall, for each specified LBA, either:

a) unmap the specified LBA; or
b) perform the following operations:
A) write vendor specific data as the user data; and
B) write a default value of FFFF_FFFF_FFFF_FFFFh as the protection information, if enabled.

The vendor specific data written as user data may contain remnants of the original logical block (e.g., partially
or fully recovered user data).

Th

Sp
tha

If t
se
ref
fie

e data in all other logical blocks on the medium shall be preserved.

ecifying an LBA to be reassigned that previously has been reassigned causes the device server toreassi
t LBA again.

he device server terminates the REASSIGN BLOCKS command with CHECK CONDITION status, and t
nse data COMMAND-SPECIFIC INFORMATION field contains a valid LBA, then the application'Client should
hove all LBAs from the reassign LBA list prior to the one returned in the COMMAND-SPECIFIC INFORMATION

d. If the sense key is set to MEDIUM ERROR and the INFORMATION field contains the valid LBA, then th¢

DN

application client should insert that LBA into the reassign LBA list and reissue the(REASSIGN BLOCKS
command with the new reassign LBA list. Otherwise, the application client should perform any corrective
acfion indicated by the sense data and then reissue the REASSIGN BLOCKS\command with the new
regssign LBA list.
Table 75 — REASSIGN BLOCKS.command
Bit
Blyte 7 6 5 4 3 2 1 0

0 OPERATION CODE (07h)

1 Reseryed LONGLBA | LONGLIS|T

2

see Reserved

4

5 CONTROL

Th
RE

Al
pa
list

Al
(s€
(sq

B OPERATION CODE field is.defined in SPC-4 and shall be set to the value shown in table 75 for the
ASSIGN BLOCKS command.

bng LBA (LONGLBA)bit set to zero specifies that the reassign LBA list in the REASSIGN BLOCKS
rameter list (se€ 5.21.2) contains four-byte LBAs. A LONGLBA bit set to one specifies that the reassign LH
in the REASSIGN BLOCKS parameter list contains eight-byte LBAs.

bng list (LONGLIST) bit set to zero specifies the REASSIGN BLOCKS short parameter list header
e table 77) is used. A LONGLIST bit set to one specifies the REASSIGN BLOCKS long parameter list head
etable 78) is used.

A

er

Th

e CONTROL Dyte Is delined In SAWM-9S.
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5.21.2 REASSIGN BLOCKS parameter list

The REASSIGN BLOCKS parameter list (see table 76) contains a four-byte parameter list header followed by
a reassign LBA list containing one or more LBAs.

Table 76 — REASSIGN BLOCKS parameter list

Bit
BL/te 7 6 5 4 3 2 1 0
0
Parameter list header (see table 77 or table 78)
3
Reassign LBA list (if any)
4
Reassign LBA [first] (see table 79 or table 80)
7 or 11
nt4 or n-7
Reassign LBA [last] (see table 79.ortable 80)
n

The REASSSIGN BLOCKS short parameter list header is defined in table 77.

Table 77 — REASSIGN BLOCKS ‘short parameter list header

Bit
Blte 7 6 5 4 3 2 1 0
0
] Reserved
2 (MSB)
REASSIGN LBA LENGTH
3 (LSB)
The REASSSIGN BLOEKS long parameter list header is defined in table 78.
Table 78 — REASSIGN BLOCKS long parameter list header
Bit
Blyte 7 6 5 4 3 2 1 0
0 (MSB)
REASSIGN LBA LENGTH
3 (LSB)

The REASSIGN LBA LENGTH field specifies the total length in bytes of the reassign LBA list. The REASSIGN LBA
LENGTH field does not include the parameter list header length and is equal to:

a) four times the number of LBAs, if the LONGLBA bit in the REASSIGN BLOCKS command CDB bit is
set to zero; or
b) eight times the number of LBAs, if the LONGLBA bit is set to one.



https://standardsiso.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 - 175 -

The REASSIGN LBA LIST field contains a list of LBAs to be reassigned. The LBAs shall be sorted in ascending
order.

If the LONGLBA bit is set to zero, then table 79 defines the format of the reassigned LBA.

Table 79 — Reassign LBA if the LONGLBA bit is set to zero

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
REASSIGN LOGICAL BLOCK ADDRESS
3 (LSB)
The REASSIGN LOGICAL BLOCK ADDRESS field specifies an LBA to be reassigned.
If the LONGLBA bit is set to one, then table 80 defines the reassign LBA.
Table 80 — Reassign LBA if the LONGLBA bit is set to one
Bit
Blyte 7 6 5 4 3 2 1 0
0 (MSB)
REASSIGN LOGICAL'BLOCK ADDRESS
7 (LSB)

Th

If 2
co
se
IN

Ift
se
ER

If t
thd

data

If g
cO

c REASSIGN LOGICAL BLOCK ADDRESS field specifies‘an LBA to be reassigned.

mmand with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the addition
nse code should be set to LOGICAL BLOECK ADDRESS OUT OF RANGE or may be set to INVALID FIEL
PARAMETER LIST.

ne direct access block device has insufficient capacity to reassign all of the specified LBAs, then the devi
ver shall terminate the command with CHECK CONDITION status with the sense key set to HARDWAR

he direct access blockidevice is unable to complete a REASSIGN BLOCKS command without error, the

MMAND-SPECIFIC INFORMATION field of the sense data (see SPC-4). If

specified LBA exceeds the capacity of the medium (see 4.5), then the device server shall terminate the

ROR and the additional sense code set to NO DEFECT SPARE LOCATION AVAILABLE.

device server shall.terminate the command with CHECK CONDITION status with the appropriate sens
(see 4.18 and-SPC-4).

ne or more LBASs are not reassigned, then the device server shall report the first LBA not reassigned in t

information about the first LBA not reassigned is not available;

a)
b)

D

Ce
E

-

W

all the LBAs have been reaSS|gned or

server shall report the foIIowmg value in the COMMAND-SPECIFIC INFORMATION field of the sense data

(see SPC-4):
A) FFFF_FFFFh if fixed format sense data is being used; or
B) FFFF_FFFF_FFFF_FFFFh if descriptor format sense data is being used.

If the REASSIGN BLOCKS command failed due to an unexpected unrecovered read error that would cause
the loss of data in a logical block not specified in the reassign LBA list, then the LBA of the logical block with
the unrecovered read error is reported in the INFORMATION field of the sense data (see 4.18.1).
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5.22 RECEIVE ROD TOKEN INFORMATION

5.22.1 RECEIVE ROD TOKEN INFORMATION overview

The RECEIVE ROD TOKEN INFORMATION command (see SPC-4) provides a method for an application
client to receive information about the results of a previous or current block device ROD token operation.
Table 81 shows the operations and a reference to the subclause where each topic is described.

5.2

If 3
list
thd

Table 81 — RECEIVE ROD

TOKEN INFORMATION reference

Command originating | Command RECEIVE ROD TOKEN INFORMATION
the operation reference returned parameter data reference
POPULATE TOKEN 5.7 5.22.2
WRITE USING TOKEN 5.46 5.22.3

2.2 RECEIVE ROD TOKEN INFORMATION pa

RECEIVE ROD TOKEN INFORMATION command (see SPC-4) specifies.a list identifier that matches t
identifier specified in a previous POPULATE TOKEN command (see 5:)received on the same |_T next

n table 82 shows the parameter data returned b

rameter data for POPULATE TOKEN command

y the copy manager:
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Table 82 — RECEIVE ROD TOKEN INFORMATION parameter data for POPULATE TOKEN

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
AVAILABLE DATA (n - 3)
3 (CSBT
4 Reserved RESPONSE TO SERVICE ACTION (10h)
5 Reserved COPY OPERATION STATUS
6 (MSB)
OPERATION COUNTER
7 (LSB)
8 (MSB)
ESTIMATED STATUS UPDATE DELAY
11 (LSB)
12 EXTENDED COPY COMPLETION STATUS
13 LENGTH OF THE SENSE DATA FIELD, (m - 31)
14 SENSE DATA LENGTH
15 TRANSFER COUNTUNITS (F1h)
16 (MSB)
TRANSFER COUNT
23 (LSB)
24 (MSB)
SEGMENTS PROCESSED (0000h)
25 (LSB)
26
i Reserved
31
32
SENSE DATA (if any)
m
m+1 (MSB)
ROD TOKEN DESCRIPTOR LENGTH (n - (m + 4))
m+4 (LSB)
m+5
Restricted (see SPC-4)
m+ 6
m+7
ROD TOKEN (if any)
n

The AVAILABLE DATA field, the COPY OPERATION STATUS field, the OPERATION COUNTER field, the ESTIMATED
STATUS UPDATE DELAY field, the EXTENDED COPY COMPLETION STATUS field, the LENGTH OF THE SENSE DATA FIELD
field, SENSE DATA LENGTH field, the SENSE DATA field, and the ROD TOKEN field are defined in SPC-4.
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The RESPONSE TO SERVICE ACTION field is defined in SPC-4 and shall be set to the value shown in table 82 in
response to a RECEIVE ROD TOKEN INFORMATION command in which the LIST IDENTIFIER field specifies a

POPULATE TOKEN command.
The TRANSFER COUNT UNITS field is defined in SPC-4 and shall be set to the value shown in table 82 in

response to a RECEIVE ROD TOKEN INFORMATION command in which the LIST IDENTIFIER field specifies a

POPULATE TOKEN command.

The TRANSFER COUNT field indicates the number of contiguous logical blocks represented by the ROD token

that were read without error starting at the LBA specified in the first block device range descriptor and

indluding the LBAs described In all complete block device range descriptors of the POPULATE TOKEN
command to which this response applies.

If the value in the TRANSFER COUNT field is not equal to the sum of the contents of the NUMBER OF LOGICAL

BLOCKS fields in all of the complete block device range descriptors of the POPULATE TOKEN command to

which this response applies, then the COPY OPERATION STATUS field shall be set to 3h. Other values in the
COPY OPERATION STATUS field are defined in SPC-4.

The SEGMENTS PROCESSED field is defined in SPC-4 and shall be set to the value showh.in table 82 in

regponse to a RECEIVE ROD TOKEN INFORMATION command in which the LISTIDENTIFIER field specifies

PQPULATE TOKEN command.

The ROD TOKEN DESCRIPTOR LENGTH field is defined in SPC-4 and shall be set'to the size of the ROD TOKEN
field plus two in response to a RECEIVE ROD TOKEN INFORMATION cofmand in which the LIST IDENTIFI

field specifies a POPULATE TOKEN command.

ER
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5.22.3 The RECEIVE ROD TOKEN INFORMATION parameter data for the WRITE USING
TOKEN command

If a RECEIVE ROD TOKEN INFORMATION command (see SPC-4) specifies a list identifier that matches the
list identifier specified in a previous WRITE USING TOKEN command (see 5.46) received on the same |_T
nexus, then table 83 shows the parameter data returned by the copy manager.

Bit
Blyte 7 6 5 4 3 2 1 0
0 (MSB)
AVAILABLE DATA (n - 3)
3 (LSB)
4 Reserved RESPONSE TO SERVICE ACTION (11h)
5 Reserved COPY OPERATION STATUS
6 (MSB)
OPERATION COUNTER
7 (LSB)
8 (MSB)
ESTIMATED STATUS UPBATE DELAY
11 (LSB)
12 EXTENDED COPY(GOMPLETION STATUS
13 LENGTH OF THE SENSE DATA FIELD ((n - 4) - 31)
14 SENSE DATA LENGTH
15 TRANSFER COUNT UNITS (F1h)
16 (MSB)
TRANSFER COUNT
23 (LSB)
24 (MSB)
SEGMENTS PROCESSED (0000h)

25 (LSB)
26
Reserved
31
32
SENSE DATA (if any)

n ~4

n.~

Restricted (see SPC-4)

n

The AVAILABLE DATA field, the COPY OPERATION STATUS field, the OPERATION COUNTER field, the ESTIMATED
STATUS UPDATE DELAY field, the EXTENDED COPY COMPLETION STATUS field, the LENGTH OF THE SENSE DATA FIELD
field, the SENSE DATA LENGTH field, and the SENSE DATA field are defined in SPC-4.

The RESPONSE TO SERVICE ACTION field is defined in SPC-4 and shall be set to the value shown in table 83 in
response to a RECEIVE ROD TOKEN INFORMATION command in which the LIST IDENTIFIER field specifies a
WRITE USING TOKEN command.
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The TRANSFER COUNT UNITS field is defined in SPC-4 and shall be set to the value shown in table 83 in
response to a RECEIVE ROD TOKEN INFORMATION command in which the LIST IDENTIFIER field specifies a
WRITE USING TOKEN command.

The TRANSFER COUNT field indicates the number of contiguous logical blocks that were written without error
starting with the LBA specified in the first block device range descriptor and including the LBAs specified in all
block device range descriptors of the WRITE USING TOKEN command to which this response applies.

If the value in the TRANSFER COUNT field is not equal to the sum of the contents of the NUMBER OF LOGICAL
BLOCKS fields in all of the complete block device range descriptors of the WRITE USING TOKEN command to
whiich this response applies, then the COPY OPERATION STATUS field shall be set to 3h. Other values in the
COPY OPERATION STATUS field are defined in SPC-4.

The SEGMENTS PROCESSED field is defined in SPC-4 and shall be set to the value shown in table 83'in
regponse to a RECEIVE ROD TOKEN INFORMATION command in which the LIST IDENTIFIER figld-specifie§ a
PQPULATE TOKEN command.

5.23 REPORT REFERRALS command

5.23.1 REPORT REFERRALS command overview

The REPORT REFERRALS command (see table 84) requests that the device server transfer parameter dgta
indicating the user data segment(s) on the logical unit and the SCSI target ports though which those user ddta
segments may be accessed (see 4.28) to the Data-In Buffer. This.ecedmmand shall be supported by a logica
un|t that reports in the Extended INQUIRY Data VPD page (see”SPC-4) that it supports referrals (i.e., the
R_BUP bit set to one).

Thjs command uses the SERVICE ACTION IN (16) CDB format (see clause A.2).

Table 84 — REPORT REFERRALS command

Bit
Blte 7 6 5 4 3 2 1 0
0 OPERATION CODE (9Eh)
1 Reserved SERVICE ACTION (13h)
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
ALLOCATION LENGTH
13 LSB)
14 Reserved ONE_SEf
15 CUNTRUL

The OPERATION CODE field and SERVICE ACTION field are defined in SPC-4 and shall be set to the values shown
in table 84 for the REPORT REFERRALS command.

The LOGICAL BLOCK ADDRESS field specifies an LBA in the first user data segment that the device server shall
report in the REPORT REFERRALS parameter data. If the specified LBA exceeds the capacity of the medium
(see 4.5), then the device server shall terminate the command with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS
OUT OF RANGE.

The ALLOCATION LENGTH field is defined in SPC-4.


https://standardsiso.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 -181 -

A one segment (ONE_SEG) bit set to zero specifics that the device server shall return information on all user
data segments starting with the user data segment that contains the LBA specified in the LOGICAL BLOCK
ADDRESS field and ending with the user data segment that contains the last LBA of the logical unit. A ONE_SEG
bit set to one specifies the device server shall only return information on the user data segment that contains
the LBA specified in the LOGICAL BLOCK ADDRESS field.

The CONTROL byte is defined in SAM-5.

5.23.2 REPORT REFERRALS parameter data

The REPORT REFERRALS parameter data (see table 85) contains information indicating the user data
segment(s) on the logical unit and the SCSI target port groups though which those user data segments may
belaccessed (see 4.28).

Table 85 — REPORT REFERRALS parameter data

Bit
Blyte 7 6 5 4 3 2 1 0
0
1 Reserved
2 (MSB)
USER DATA SEGMENT REFERRAL DESCRIPTOR LENGTH (y - 3)
3 (LSB)
User data segment referral descriptor list

4
see User data segmentwreferral descriptor [first] (if any)

4+n

y-m
see User-data segment referral descriptor [last] (if any)
y

The USER DATA SEGMENT REFERRAL DESCRIPTOR LENGTH field indicates the number of bytes that follow in th
REHPORT REFERRALS parameter data.

The user data segment referral descriptor (see table 16) is defined in the user data segment referral sense
data descriptor (see4/18.4).

w
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5.24 SANITIZE command

5.2

4.1 SANITIZE command overview

The SANITIZE command (see table 86) requests that the device server perform a sanitize operation

(se
(se

e 4.11). This device server shall process this command as if it has a HEAD OF QUEUE task attribute
e 4.16).

Table 86 — SANITIZE command

Bit
Blte 7 6 5 4 3 2 1 0
0 OPERATION CODE (48h)
IMMED Reserved AUSE SERVICE ACTION
2
Reserved
6
7 (MSB)
PARAMETER LIST LENGTH
8 LSB)
9 CONTROD

The OPERATION CODE field is defined in SPC-4 and shall be*set to the value shown in table 86 for the

SA

is
pa
prd

If t
de

op
If:

the
wif
Th
Th

If the immediate (IMMED) bit is set to zero, then the device server shall return status after the sanitize operati

NITIZE command.

tompleted. If the IMMED bit set to one, then the.device server shall return status as soon as the CDB and
rameter data, if any, have been validated. The REQUEST SENSE command may be used to poll for
gress of the sanitize operation regardless of the value of the IMMED bit.

ne allow unrestricted sanitize exit (AUSE) bit is set to one, and the specified sanitize operation fails, then t
vice server shall process a subsequent EXIT FAILURE MODE service action as if the previous sanitize
eration had completed without error (see 4.11.3)

a) the AUSE bit is set to'zero in the SANITIZE command that requested a sanitize operation;
b) the specified sanitize operation completes with an error; and
c) asubsequent’SANITIZE command with the EXIT FAILURE MODE service action is received,

n the device‘sever shall terminate that subsequent SANITIZE command with CHECK CONDITION statlis
h the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

B SERVIGE ACTION field is defined in 5.24.2.

e (PARAMETER LIST LENGTH field specifies the length in bytes of the parameter data that is available to be

tra
tra
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ISITITCSU TTUTTT U1 DUdla=UULl DUITITI. A FARANIETER LIST LENGITHA TICIU SCL U £LTTU prbllle Uiat 1o Udla stidll Je
nsferred.

The CONTROL byte is defined in SAM-5.
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5.24.2 SANITIZE command service actions
5.24.2.1 SANITIZE command service actions overview

The SANITIZE command service actions are defined in table 87. At least one service action shall be
supported if the SANITIZE command is supported. If the service action specified in the CDB is not supported,
then the device server shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

If deferred-microcode has been saved and not activated (cnn QD(‘_A), then the device sever shall terminate

this command with CHECK CONDITION status with the sense key set to NOT READY and the additional
sense code set to LOGICAL UNIT NOT READY, MICROCODE ACTIVATION REQUIRED.

Table 87 — SANITIZE service action codes

Code Name Description PARAMETER LIST LEaNGTH Reference
requirement
Perform a sanitize Set to >.0004h and
01h OVERWRITE overwrite operation < (logicalblock length + 5) 5.24.2.2
02h | BLOCK ERASE Perform a sanitize block Set to 0000h 5.24.2.3
erase operation
Perform a sanitize
03h CRYPTOGRAPHIC cryptographic erase Set to 0000h 5.24.2.4
ERASE ;
operation
EXIT FAILURE Exit the sanitize failyre
1Fh MODE mode Set to 0000h 5.24.2.5
dll others | Reserved
@ |If the requirement is not met, then the SANITIZE command is terminated with CHECK CONDITION
status with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID
FIELD IN CDB.

5.24.2.2 OVERWRITE service aétion

The OVERWRITE service action (see table 87) requests that the device server perform a sanitize overwritg¢
opegration (see 4.11).

The parameter list format for the OVERWRITE service action is defined in table 88.

Table 88 — OVERWRITE service action parameter list

Bit
Byte 7 6 5 4 3 2 1 0
0 INVERT TEST OVERWRITE COUNT
1 Reserved
2 (MSB)
INITIALIZATION PATTERN LENGTH (n - 3)
3 LSB)
4
INITIALIZATION PATTERN
n
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If the INVERT bit is set to zero, then on each overwrite pass:

a) the user data shall be written as specified in the INITIALIZATION PATTERN field; and
b) the protection information, if any, shall be set to FFFF_FFFF_FFFF_FFFFh.

If the INVERT bit is set to one, then the user data and protection information bytes, if any, shall be inverted (i.e.,
each bit XORed with one) between consecutive overwrite passes.

The TEST field is defined in table 89.

Th
reg

Th
INIT
de
ILL

Th

is fepeated as necessary to fill each logical block. For€ach logical block, the first byte of the user data sha

be
If t

After a sanitize everwrite operation completes without error:

Table 89 — TEST field

Code Description

00b Shall not cause any changes in the defined behavior of the SANITIZE comimand.
01b to 11b | Vendor specific @

@ Setting the TEST field to one of these values may adversely affect securityrproperties of the
OVERWRITE service action.

B OVERWRITE COUNT field specifies the number of overwrite passes to be performed. The value of 00h is
erved.

B INITIALIZATION PATTERN LENGTH field specifies the length in bytes of.the INITIALIZATION PATTERN field. If t
[IALIZATION PATTERN LENGTH field is set to zero or a value greater.than the logical block length, then the
vice server shall terminate the command with CHECK CONBITION status with the sense key set to
EGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.

e INITIALIZATION PATTERN field specifies the data pattern;to be used to write the user data. This data pattg

pin with the first byte of the initialization pattern.
ne INVERT bit is set to one and:

a) the OVERWRITE COUNT field is set to, an'even number, then the pattern used for the first write pass sh
consist of:
A) the user data set to the inversion of the INITIALIZATION PATTERN data; and
B) the protection information, if any, set to 0000_0000_0000_0000h;

or

b) the ovERWRITE COUNTfield is set to an odd number, then the pattern used for the first write pass sh
consist of:
A) the userdata set to the INITIALIZATION PATTERN data; and
B) the protection information, if any, set to FFFF_FFFF_FFFF_FFFFh.

a) thexdevice server completes read commands for which no other error occurs during processing w
GOOD status and read medium operations return the data written by the sanitize overwrite operatig
and

e

— =
S

th
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medium.

fe
¥

5.24.2.3 BLOCK ERASE service action

The BLOCK ERASE service action (see table 87) requests that the device server perform a sanitize block
erase operation (see 4.11).
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After a sanitize block erase operation completes without error:

5.

The CRYPTOGRAPHIC ERASE service action (see table 87) requests that the device server perform a
sanitize cryptographic erase operation (see 4.11).

After a sanitize cryptographic erase operation completes without error:

5.

T

opgration which completed with an error as:if the sanitize operation completed without an error (see 4.11).
thg most recent sanitize operation, if any,"has completed without error, then the EXIT FAILURE MODE servi
aclon completes without error.

A

5

a) the device server may terminate commands that request read operations specifying mapped LBAs
(see 4.7.1) based on the setting of the WABEREQ field in the Block Device Characteristics VPD page

(see 6.6.2); and
b) if the logical unit is formatted with protection information, then:
A) the protection information for each mapped LBA may be indeterminate; and
B) if the device server terminates a command that requests read operations specifying mapped
LBAs as a result of a protection information error, then the device server shall terminate that

nd

commandwith CHECK CONDITION statuswith the sense I(ny settoc ABORTED COMMAND o

the appropriate additional sense code for the condition (e.g., for READ commands, the addition
sense code defined in table 58).

24.2.4 CRYPTOGRAPHIC ERASE service action

a) the device server may terminate commands that request read operations specifying mapped LBAS
(see 4.7.1) based on the setting of the WACEREQ field in the Block Device Characteristics VPD pag
(see 6.6.2); and

b) if the logical unit is formatted with protection information, then:

A) the protection information for each mapped LBA may be indeterminate; and

B) if the device server terminates a command that requests read operations specifying mapped
LBAs as a result of a protection information error, then'the device server shall terminate that
command with CHECK CONDITION status with the sense key set to ABORTED COMMAND a
the appropriate additional sense code for the condition (e.g., for READ commands, the addition
sense code defined in table 58).

24.2.5 EXIT FAILURE MODE service action

he EXIT FAILURE MODE service action (see’table 87) requests that the device server complete a sanitiz

r successful completion of @ SANITIZE command with the EXIT FAILURE MODE service action:

a) ifany LBA is mapped (see 4.7.1), and the logical unit is formatted with protection information, then
A) the protection information for each mapped LBA may be indeterminate; and
B) if the device-server terminates a command that requests read operations specifying mapped
LBAs asa result of a protection information error, then the device server shall terminate that
command with CHECK CONDITION status with the sense key set to ABORTED COMMAND a
the’appropriate additional sense code for the condition (e.g., for READ commands, the additior
sense code defined in table 58).

and

al

D

al

If

al

by the device server should complete reads to unmapped | BAs without error (see 4747 1 and

4.7.4.8.1).

.25 START STOP UNIT command

The START STOP UNIT command (see table 90) requests that the device server change the power condition
of the logical unit (see 4.21) or load or eject the medium. This includes specifying that the device server
enable or disable the direct access block device for medium access operations by controlling power
conditions and timers.
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The device server shall handle any deferred microcode as specified in 4.26.

Table 90 — START STOP UNIT command

Byte Bit| ¢ 6 5 4 3 2 1 0
0 OPERATION CODE (1Bh)
1 Reserved IMMED
2 Reserved
3 Reserved POWER CONDITION MODIFIER
4 POWER CONDITION Reserved | NO_FLUSH LQEJ START
5 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 90 for the STAR
STIOP UNIT command.

If the immediate (IMMED) bit is set to zero, then the device server shall return-status after the operation is
completed. If the IMMED bit is set to one, then the device server shall return status as soon as the CDB has
begn validated.
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The combinations of values in the POWER CONDITION field and the POWER CONDITION MODIFIER field are defined
in table 91. If the POWER CONDITION field is supported and is set to a value other than Oh, then the device
server shall ignore the START bit and the LOEJ bit.

Table 91 — POWER CONDITION and POWER CONDITION MODIFIER field (part 1 of 2)

POWER
POWER POWER CONDITION
CONDITION | CONDITION Device serveraction
MODIFIER
value name
value
START _ . .
Oh VALID Oh Process the START bit and the LOEJ bit.
1h ACTIVE Oh Cause the logical unit to transition to the active power condition. @
Oh Cause the logical unit to transition to the idle_a power condition. 2 P
2h IDLE 1h Cause the logical unit to transition to the idle, b power condition. 2 § ©
2h Cause the logical unit to transition to the.idle_c power condition. @ ¢
oh Cause the logical unit to transition‘to the standby_z power
condition. 2 P
3h STANDBY : : C
1h Cause the logical unit to transition to the standby_y power
condition. 2 P
5h Obsolete Oh to Fh | Obsolete
LU Initialize and starf’all of the idle condition timers that are enabled
7h CONTROL Oh (see SPC-4), and initialize and start all of the standby condition
timers that dare enabled (see SPC-4).

Process the following actions:

restrictions (e.g., the NOTIFY (ENABLE SPINUP) requirement (see SPL-2));

the logical unit shall transition-te:the specified power condition; and

the device server shall disable-all of the idle condition timers that are enabled (see SPC-4) and
disable all of the standby ‘condition timers that are enabled (see SPC-4) until another START STO
UNIT command is pracessed that returns control of the power condition to the logical unit or a logig
unit reset occurs.

If a timer for a background scan operation expires, or a device specific event occurs, then the logical u
shall not leave this power condition to perform the background function associated with the timer or
event.

9 The device server shall cause the direct access block device to increase its tolerance of external physig
forces (e.gs-Causes a device that has movable read/write heads to move those heads to a safe positio
The device server shall cause the direct access block device to increase its tolerance of external physic
forces and reduce its power consumption to use less power than when the logical unit is in the idle_b
power condition (e.g., cause a device that has rotating medium to rotate the medium at a lower

2)
3)

1) The device server shall comply withany SCSI transport protocol specific power condition transition

al

it

=

al
n).
al

revolutions per minute)

€ If the specified timer is supported and enabled, then the device server shall:
1) force the specified timer to expire, which may cause the logical unit to transition to the specified
power condition;
initialize and start all of the idle condition timers that are enabled (see SPC-4); and
initialize and start all of the standby condition timers that are enabled (see SPC-4),

2)
3)

otherwise the device server shall terminate the START STOP UNIT command with CHECK CONDITION

status with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID
FIELD IN CDB.
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Table 91 — POWER CONDITION and POWER CONDITION MODIFIER field (part 2 of 2)

POWER
POWER POWER
CONDITION | CONDITION CONDITION Device server action
MODIFIER
value name
value
Oh Force the idle_a condition timer to be initialized to zero. ©
Ah F,E,R,:CE,‘— 1h Force the idle b condition timer to be initialized to zero. ©
B 2h Force the idle_c condition timer to be initialized to zero. ©
Bh FORCE Oh Force the standby_z condition timer to be initialized to zero.®
STANDBY_0 1h Force the standby_y condition timer to be initialized to zere. ©
All other combinations Reserved

Process the following actions:

1) The device server shall comply with any SCSI transport protocol specific power condition transitiom
restrictions (e.g., the NOTIFY (ENABLE SPINUP) requirement (see SPL-2));

2) the logical unit shall transition to the specified power condition; and

3) the device server shall disable all of the idle condition timers that aré enabled (see SPC-4) and
disable all of the standby condition timers that are enabled (see SPC-4) until another START STOP
UNIT command is processed that returns control of the power cendition to the logical unit or a logidal
unit reset occurs.

If a timer for a background scan operation expires, or a device $pecific event occurs, then the logical upit

shall not leave this power condition to perform the background function associated with the timer or

event.

The device server shall cause the direct access block-device to increase its tolerance of external physigal

forces (e.g., causes a device that has movable read/write heads to move those heads to a safe position).

The device server shall cause the direct access block device to increase its tolerance of external physigal

forces and reduce its power consumption to:use less power than when the logical unit is in the idle_b

power condition (e.g., cause a device that has rotating medium to rotate the medium at a lower

revolutions per minute).

If the specified timer is supported and'enabled, then the device server shall:

1) force the specified timer to expire, which may cause the logical unit to transition to the specified
power condition;

2) initialize and start all of the-idle condition timers that are enabled (see SPC-4); and

3) initialize and start all.of the standby condition timers that are enabled (see SPC-4),

otherwise the device server shall terminate the START STOP UNIT command with CHECK CONDITIQN

status with the sense.key set to ILLEGAL REQUEST and the additional sense code set to INVALID

FIELD IN CDB.

If the START STOP UNIT command specifies a power condition that conflicts with an operation in progresg
thgn, after the, START STOP UNIT command completes with GOOD status, the logical unit may not be in the
poer condition that was requested by the command.

It is not.an error to specify that the logical unit transition to its current power condition.

AT ART QTAD L INTE ) H () ) ! H ) n 1 H 1 Il
If MO-STANT STOUT OINTT COIMTMTIaria s PTINTY ProLtosTU Uy UIC UTVILT STIVCT, UITTT UITT UTVILT STIVTT STidll

process any received START STOP UNIT command.

If a START STOP UNIT command is being processed by the device server and a subsequent START STOP
UNIT command for which the CDB is validated requests that the logical unit change to the same power
condition that was specified by the START STOP UNIT command being processed, then the device server
shall process the subsequent command.

If the NO_FLUSH bit is set to zero, then the device server shall write all logical block data in cache that is newer
than logical block data on the medium to the medium (e.g., as if in response to a SYNCHRONIZE CACHE

command (see 5.26 and 5.27) with the LOGICAL BLOCK ADDRESS field set to zero and the NUMBER OF LOGICAL
BLOCKS field set to zero) prior to entering into any power condition that prevents accessing the medium (e.g.,
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before the rotating medium spindle motor is stopped during transition to the stopped power condition). If the
NO_FLUSH bit is set to one, then the device server should not write any cached logical blocks to the medium
prior to entering into any power condition that prevents accessing the medium.

If the load eject (LOEJ) bit is set to zero and the POWER CONDITION field is set to zero, then the logical unit shall
take no action regarding loading or ejecting the medium. If the LOEJ bit is set to one and the POWER CONDITION
field is set to zero, then the logical unit shall unload the medium if the START bit is set to zero. If the LOEJ bit is
set to one, the POWER CONDITION field is set to zero, and the START bit is set to one, then the logical unit shall
load the medium.

If t

If t

Th

5.]

Th
blg
mq

Mi
reg

e START bit IS set to zero and the POWER CONDITION fleld 1s set to zero, then the device server shall:

a) cause the logical unit to transition to the stopped power condition;
b) stop any idle condition timer that is enabled (see SPC-4); and
c) stop any standby condition timer that is enabled (see SPC-4).

he START bit set to one and the POWER CONDITION field is set to zero, then the device seryver shall:

1) comply with requirements defined in SCSI transport protocol standards (e.g., the NOTIFY (ENABL
SPINUP) requirement (see SPL-2));

cause the logical unit to transition to the active power condition;

initialize and start any idle condition timer that is enabled; and

initialize and start any standby condition timer that is enabled.

e

a)
-

Q

ONTROL byte is defined in SAM-5.

P6 SYNCHRONIZE CACHE (10) command

e SYNCHRONIZE CACHE (10) command (see table 92) requests that, for each logical block whose logi
ck data is in the volatile cache and has not already,béen written to the non-volatile cache, if any, or the
dium, the device server either:

a) perform a write medium operation to the\kBA using the logical block data in volatile cache; or
b) write the logical block to the non-volatile cache, if any.

pration from the SYNCHRONIZE CACHE (10) command to the SYNCHRONIZE CACHE (16) command
ommended for all implementations:

Table 92 — SYNCHRONIZE CACHE (10) command

al

S

Bit
Blyte 7 6 5 4 3 2 1 0
0 OPERATION CODE (35h)
Reserved Obsolete IMMED Obsolete

(MSB)
LOGICAL BLOCK ADDRESS
5 (CSB)
6 Reserved GROUP NUMBER
7 (MSB)

NUMBER OF LOGICAL BLOCKS —_—
8 (LSB)
9 CONTROL
The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 92 for the

SYNCHRONIZE CACHE (10) command.
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See the PRE-FETCH (10) command (see 5.8) for the definition of the LOGICAL BLOCK ADDRESS field.
See the PRE-FETCH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER field.

An immediate (IMMED) bit set to zero specifies that the device server shall not return status until the
synchronize cache operation has been completed. An IMMED bit set to one specifies that the device server
shall return status as soon as the CDB has been validated. If the IMMED bit is set to one, and the device server
does not support the IMMED bit, then the device server shall terminate the command with CHECK CONDITION
status with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN
CDB.

If the IMMED bit is set to one and the synchronize cache operation has not completed, then the SYNC_PROG
field in the Caching mode page (see 6.5.5) defines the device server behavior while the synchronize cache
command is being processed.

A NUMBER OF LOGICAL BLOCKS field set to a non-zero value specifies the number of logical blogks|that shall be
symchronized, starting with the logical block referenced by the LBA specified by the LOGICALBLOCK ADDRESS
field. A NUMBER OF LOGICAL BLOCKS field set to zero specifies that all logical blocks starting\with the one
referenced by the LBA specified in the LOGICAL BLOCK ADDRESS field to the last logical block on the mediun
shall be synchronized. If the specified LBA and the specified number of logical blocks ‘exceed the capacity [of
thg medium (see 4.5), then the device server shall terminate the command with.CHECK CONDITION statUs
with the sense key set to ILLEGAL REQUEST and the additional sense code sefto LOGICAL BLOCK
AODRESS OUT OF RANGE.

A lpgical block within the range that is not in cache is not considered an<error.

The CONTROL byte is defined in SAM-5.

5.27 SYNCHRONIZE CACHE (16) command

The SYNCHRONIZE CACHE (16) command (see table 93) requests that the device server perform the
actions defined for the SYNCHRONIZE CACHE(10) command (see 5.26).

Table 93 —SYNCHRONIZE CACHE (16) command
Bit
Blyte 7 6 5 4 3 2 1 0
0 OPERATION CODE (91h)
1 Reserved Obsolete IMMED Reservgd
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
NUMBER OF LOGICAL BLOCKS
13 =SBy
14 Reserved GROUP NUMBER
15 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 93 for the
SYNCHRONIZE CACHE (16) command.

See the SYNCHRONIZE CACHE (10) command (see 5.26) for the definitions of the other fields in this
command.
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5.28 UNMAP command

5.28.1 UNMAP command overview

The UNMAP command (see table 94) requests that the device server cause one or more LBAs to be
unmapped (see 4.7.3).

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (42h)
Reserved ANCHOH

Reserved
5
6 Reserved GROUP'NUMBER
7 (MSB)

PARAMETER LIST LENGTH
8 (LSB)
9 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 94 for the UNMAP

co
Fo

Fo
sh

If t
se
se

Se

Th
be
thd
to

mmand.
[ a thin provisioned logical unit (see 4.7.3.3):

a) an ANCHOR bit set to zero specifies that any LBA on which an unmap operation (see 4.7.3.4) is
performed shall either become deallocated or anchored and should become deallocated; and

b) an ANCHOR bit set to one specifies;that any LBA on which an unmap operation is performed shall
become anchored.

[ a resource provisioned logicahunit (see 4.7.3.2), any LBA on which an unmap operation is performed
bll become anchored (i.e., theyeommand is processed as if the ANCHOR bit is set to one).

Ne ANCHOR bit is set to,one;and the ANC_SUP bit in the Logical Block Provisioning VPD page (see 6.6.4)
to zero, then the device server shall terminate the command with CHECK CONDITION status with the
nse key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

e the PRE-FETCEH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER field.

e PARAMETER LIST LENGTH field specifies the length in bytes of the UNMAP parameter list that is available
transferred from the Data-Out Buffer. If the parameter list length is greater than zero and less than eight
n the\device server shall terminate the command with CHECK CONDITION status with the sense key s
LEEGAL REQUEST and the additional sense code set to PARAMETER LIST LENGTH ERROR. A

S

bt

PA

e 4 ) (s 1 [TH) 4 £ 1
NANIETER LIOT LENGTH SCU U LETU SPTUITITS U Id‘l MU udiad Slidll O U dlisSITIiTcu.

The CONTROL byte is defined in SAM-5.
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5.28.2 UNMAP parameter list

The UNMAP parameter list (see table 95) contains an UNMAP parameter list header and block descriptors for

LBA extents for which unmap requests (see 4.7.3.4.1) are to be processed by the device server. The LBAs

specified in the block descriptors may contain overlapping LBA extents, and may be in any order.

If the ANCHOR bit in the CDB is set to zero and the logical unit is thin provisioned (see 4.7.3.3), then the logical
block provisioning state for each specified LBA:

should become deallocated:;

b)

thgn for each specified LBA:

a)

b)

may become anchored; or
may remain unchanged.

the ANCHOR bit in the CDB is set to one and the ANC_SUP bit in the Logical Block Provisioning VPD
page (see 6.6.4) is set to one; or
the logical unit is resource provisioned,

if the LBA is mapped, then the LBA shall not become deallocated and:

A) that LBA should become anchored (see 4.7.4.6.3); or

B) the logical block provisioning state of that LBA remains unchanged,;

if the LBA is deallocated, then that LBA shall become anchored (see 4.7.4.7.3). If a lack of LBA
mapping resources prevents the LBA from becoming anchored;then the device server shall terming
the command as described in 4.7.3.6; or

if the LBA is anchored, then that LBA shall remain anchared.

Table 95 — UNMAR parameter list

Bit, 5 6 5 4 3 2 1 0

(MSB)

UNMAP DATA LENGTH (n - 1) (LSB)

(MSB)

UNMAP BLOCK DESCRIPTOR DATA LENGTH (n - 7) (LSB)

Reserved

UNMAP block descriptor list (if any)

UNMAP block descriptor [first] (see table 96) (if any)

UNMAP block descriptor [last] (see table 96) (if any)

The UNMAP DATA LENGTH field specifies the length in bytes of the following data that is available to be
transferred from the Data-Out Buffer. The unmap data length does not include the number of bytes in the
UNMAP DATA LENGTH field.
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The UNMAP BLOCK DESCRIPTOR DATA LENGTH field specifies the length in bytes of the UNMAP block descriptors
that are available to be transferred from the Data-Out Buffer. The unmap block descriptor data length should
be a multiple of 16. If the unmap block descriptor data length is not a multiple of 16, then the last unmap block
descriptor is incomplete and shall be ignored. If the UNMAP BLOCK DESCRIPTOR DATA LENGTH is set to zero, then
no unmap block descriptors are included in the UNMAP parameter list. This condition shall not be considered
an error.

If any UNMAP block descriptors in the UNMAP block descriptor list are truncated due to the parameter list
length in the CDB, then that UNMAP block descriptor shall be ignored.

Table 96 defines the UNMAP block descriptor.

Table 96 — UNMAP block descriptor

7 6 5 4 3 2 1 0

0 (MSB)

ooe UNMAP LOGICAL BLOCK ADDRESS

7 (LSB)
8 (MSB)

ooe NUMBER OF LOGICAL BLQCKS

1 (LSB)

Reserved
15

The UNMAP LOGICAL BLOCK ADDRESS field specifies the first LBA that is requested to be unmapped
(sge 4.7.3.4.1) for this UNMAP block descriptor.

ThE NUMBER OF LOGICAL BLOCKS field specifiesthe number of LBAs that are requested to be unmapped
beginning with the LBA specified by the UNMAP LOGICAL BLOCK ADDRESS field.

If the NUMBER OF LOGICAL BLOCKS is set/to zero, then no LBAs shall be unmapped for this UNMAP block
degcriptor. This condition shall not.be considered an error.

If the specified LBA and the specified number of logical blocks exceeds the capacity of the medium (see 4.9),
then the device server shall terminate the command with CHECK CONDITION status with the sense key sgt
to |[LLEGAL REQUEST-and the additional sense code set to LOGICAL BLOCK ADDRESS OUT OF RANGE.

If the total number of-logical blocks specified in the UNMAP block descriptor data exceeds the value indicated
in {he MAXIMUM UNMAP LBA COUNT field in the Block Limits VPD page (see 6.6.3) or if the number of UNMAR
blgck descriptors.exceeds the value of the MAXIMUM UNMAP BLOCK DESCRIPTOR COUNT field in the Block Limjts
VHD page,.then the device server shall terminate the command with CHECK CONDITION status with the
sefpse key'set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETHR
LIST.

5.29 VERIFY (10) command

The VERIFY (10) command (see table 98) requests that the device server:

1) perform verify operations from the specified LBAs; and

2) if specified, perform a compare operation on:
A) the logical block data transferred from the Data-Out Buffer; and
B) the logical block data from the verify operations.
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The device server may process the LBAs in any order but shall perform this sequence in the specified order
for a given LBA.

The application client uses the BYTCHK field in the CDB to specify the contents of the Data-Out Buffer as
shown in table 97.

Table 97 — Data-Out Buffer contents for the VERIFY (10) command

BYTCHK fietd T Data-Out Buffer contents
00b Not used
01b Logical block data for the number of logical blocks specified in the VERIFICATION LENGTH field
10b Not defined
11b Logical block data for a single logical block
Migration from the VERIFY (10) command to the VERIFY (16) command is recommended for all

im

blementations.

Table 98 — VERIFY (10) command

Bit
Blte 7 4 3 0
0 OPERATION'CODE (2Fh)
1 VRPROTECT DPO Reserved BYTCHK Obsolete
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
Restricted
6 for Resetved GROUP NUMBER
MMC-6
7 (MSB)
VERIFICATION LENGTH
(LSB)
9 CONTROL
The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 98 for the
VHRIFY (10)-command.
Seg the READ (10) command (see 5.11) for the definition of the DPO bit. See the PRE-FETCH (10) commapd

(s€

an

N ‘4723 for the definition of the GROUP NUMBER field.

e 5)for the definition of the LOGICAL BLOCK ADDRESS field. See the PRE-FETCH (10) command (see 5

If the byte check (BYTCHK) field is set to 00b, then:

a) no Data-Out Buffer transfer shall occur;

b) for any mapped LBA specified by the command, the device server shall check the protection
information from the verify operation based on the VRPROTECT field as defined in table 99; and
c) for any unmapped LBA specified by the command, the verify operation shall complete without error.

a) the BYTCHK field is set to 01b or 11b;
b) the vBULS bit is set to zero in the Block Device Characteristics VPD page (see 6.6.2); and
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c) any LBA specified by the command is unmapped (i.e., deallocated or anchored),

then the device server shall terminate the command with CHECK CONDITION status with the sense key set
to MISCOMPARE and the additional sense code set to MISCOMPARE VERIFY OF UNMAPPED LBA.

If:

a) the BYTCHK field is set to 01b or 11b; and
b) either:
A) the vBULS bit is set to one in the Block Device Characteristics VPD page; or

thd

Th

If g
CH
ap
Th
wi
LEN
be
me
thq

B) all |l BAs snecified by the command are manpned
7 Lol J Ll 7

a) if the BYTCHK field is set to 01b, then the Data-Out Buffer transfer shall include the number.oflogical
blocks specified by the VERIFICATION LENGTH field;
b) if the BYTCHK field is set to 11b, then:
A) the Data-Out Buffer transfer shall include one logical block; and
B) the device server shall:
1) duplicate the single logical block, as described in the WRITE SAME eommand (see 5.43), the
number of times required to satisfy the VERIFICATION LENGTH field;(and
2) place the duplicated data in the Data-Out Buffer;
c) the device server shall check the protection information transferred from the Data-Out Buffer based
on the VRPROTECT field as defined in table 101;
d) for any mapped LBA specified by the command, the device server shall perform the verify operatig
and check the protection information from the verify operation ‘based on the VRPROTECT field as
defined in table 100;

and

>

e) the device server shall perform:
A) a compare operation of:
a) user data from the verify operations;\and
b) user data from the Data-Out Buffer;

and

B) a compare operation based on:the VRPROTECT field as defined in table 102 of:
a) protection information-from the verify operations; and
b) protection information-from the Data-Out Buffer.

e order of the user data and-protection information checks and compare operations is vendor specific.

compare operation indicatés a miscompare, then the device server shall terminate the command with
ECK CONDITION status with the sense key set to MISCOMPARE and the additional sense code set to the
bropriate value for_the-condition.

e VERIFICATION.LENGTH field specifies the number of contiguous logical blocks that shall be verified, starting
h the logical.block referenced by the LBA specified by the LOGICAL BLOCK ADDRESS field. A VERIFICATION
GTH field’Set to zero specifies that no logical blocks shall be transferred or verified. This condition shall ot
considered an error. If the specified LBA and the specified verification length exceed the capacity of the
dium (see 4.5), then the device server shall terminate the command with CHECK CONDITION status wjth
sense key set to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRE$S

o)

I OF RANGE. The VERIFICATION LENGTH Tield IS constrained by the MAXIMUM TRANSFER LENGTH Tield In the

Block Limits VPD page (see 6.6.3).

If the BYTCHK field is set to 01b, then the VERIFICATION LENGTH field also specifies the number of logical blocks
that the device server shall transfer from the Data-Out Buffer.

The CONTROL byte is defined in SAM-5.
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If the BYTCHK field is set to 00b, then table 99 defines the checks that the device server shall perform on the
protection information from the verify operations based on the VRPROTECT field. All footnotes for table 99 are
at the end of the table.

Table 99 — VRPROTECT field with the BYTCHK field set to 00b — checking protection information from the
verify operations (part 1 of 3)

Logical unit
formatted Field in N QExUtIeRIYIdeD(;ta
Code with protection VPD . If check fails ¢ €, additional sense code
. . g page bit
protection | information value |
information
LOGICAL GRD_CHK = 1 LOGICAL BLOCK GUARD €HECK FAILEL
BLOCK GUARD | GRD_CHK =0 No check performed
LOGICAL APP CHK = 1 © LOGICAL BLOCK APPLICATION TAG
BLOCK etk CHECK FAILED
Yes | APPLICATION
H00b TAG APP_CHK =0 No check performed
LOGICAL REF CHK = 1 P LOGICAL BLOCK REFERENCE TAG
BLOCK T CHECK-FAILED
REFERENCE
TAG REF_CHK = 0 No-Check performed
No No protection information on the.medium to check.
LOGICAL GRD_CHK=4 LOGICAL BLOCK GUARD CHECK FAILEL
BLOCK GUARD | GRD_CHK = 0 No check performed
LOGICAL APP CHK = 1 © LOGICAL BLOCK APPLICATION TAG
BLOCK - CHECK FAILED
APPLICATION
1:())O11bbb Yes TAG APP_CHK =0 No check performed
LOGICAL REF CHK = 1 P LOGICAL BLOCK REFERENCE TAG
BLOCK - CHECK FAILED
REFERENCE
TAG REF_CHK = 0 No check performed
No Error condition @
LOGICAL
BLOCK GUARD No check performed
LOGICAL APP CHK = 1 © LOGICAL BLOCK APPLICATION TAG
BLOCK - CHECK FAILED
APPLICATION
dagb Yes TAG APP_CHK =0 No check performed
LOGICAL REF CHK = 1 P LOGICAL BLOCK REFERENCE TAG
BLOCK - CHECK FAILED
REFERENCE
TAG REF_CHK = 0 No check performed
No Error condition @
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Table 99 — VRPROTECT field with the BYTCHK field set to 00b — checking protection information from the
verify operations (part 2 of 3)

Logical unit
formatted Field In INg)l(Jtle;\? eD:lta
Code with protection VPD pade bit If check fails ¢ €, additional sense code
protection | information 9 vaF:uge f
information
BLOCK GUARD No check performed
LOGICAL
BLOCK No check performed
APPLICATION
Yes
qQ11b P TAG
LOGICAL
BLOCK No check performed
REFERENCE
TAG
No Error condition 2
LOGICAL GRD_CHK =1 LOGICAL BLOCK GUARD CHECK FAILEL
BLOCK GUARD |  GRD CHK =0 No-check performed
LOGICAL
BLOCK No check perfermed
Yes APPLICATION
100b ° TAG
LOGICAL
BLOCK Nocheck performed
REFERENCE
TAG
No Error condition 2
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Table 99 — VRPROTECT field with the BYTCHK field set to 00b — checking protection information from the
verify operations (part 3 of 3)

Logical unit
formatted Field in INE’S:’;;';"Q -
Code with protection VPD .~ | If check fails 9 ©, additional sense code
protection | information 9 page bit
information value
IOt cerved
111b

P |If the logical unit supports protection information (see 4.22) and has not been formatted with protectio

information, then the device server shall terminate the command with CHECK CONDITION status wit

the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIEED IN CD

If the logical unit does not support protection information, then the device server should\terminate the

command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the

additional sense code set to INVALID FIELD IN CDB.

If the device server has knowledge of the contents of the LOGICAL BLOCK APPLICATION TAG field, then th

device server shall check each logical block application tag. If the ATO bit incthe“Control mode page (se

SPC-4) is set to one, then this knowledge is acquired from:

a) the EXPECTED LOGICAL BLOCK APPLICATION TAG field and the LOGIGAL-BLOCK APPLICATION TAG MASK
field in the CDB, if the command is a VERIFY (32) command (se€5.32);

b) the Application Tag mode page (see 6.5.3), if the command isthot a VERIFY (32) command and the
ATMPE bit in the Control mode page (see SPC-4) is set to-0fe; or

c) a method not defined by this standard, if the command’is\not a VERIFY (32) command and the
ATMPE bit is set to zero.

If the device server terminates the command with CHECK CONDITION status, then the device serve

shall set the sense key to ABORTED COMMAND,

If multiple errors occur while the device server is"processing the command, then the selection by the

device server of which error to report is not defined by this standard.

[ See the Extended INQUIRY Data VPD page(see SPC-4) for the definitions of the GRD_CHK bit, the

APP_CHK bit, and the REF_CHK bit.

P If the device server detects:

a) a LOGICAL BLOCK APPLICATION-TAG field set to FFFFh and type 1 protection (see 4.22.2.3) or type ?
protection (see 4.22.2.4) is enabled; or

b) a LOGICAL BLOCK APPLICATION TAG field set to FFFFh, LOGICAL BLOCK REFERENCE TAG field set to
FFFF_FFFFh, and type\3 protection (see 4.22.2.5) is enabled,

then the device server§hall not check any protection information in the associated protection

information interval,

If type 1 protectiofisis enabled, then the device server shall check each logical block reference tag by

comparing it totthe lower four bytes of the LBA associated with the logical block. If type 2 protection of

type 3 protection is enabled, and the device server has knowledge of the contents of the LOGICAL BLOCK

REFERENGE TAG field, then the device server shall check the logical block reference tag. If type 2

protection'is enabled, then this knowledge may be acquired through the EXPECTED INITIAL LOGICAL

BLQCK REFERENCE TAG field in a VERIFY (32) command (see 5.32). If type 3 protection is enabled, thep

the ‘method for acquiring this knowledge is not defined by this standard.

IfHthe DPICZ bit in the Control mode page (see SPC-4) is set to one, then protection information shall ng

be checked.

W o I
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If the BYTCHK field is set to 01b or 11b, then table 100 defines the checks that the device server shall perform
on the protection information from the verify operations based on the VRPROTECT field. All footnotes for
table 100 are at the end of the table.

Table 100 — VRPROTECT field with the BYTCHK field set to 01b or 11b — checking protection information
from the verify operations (part 1 of 2)

Logical unit
formatted Field in N QExUtIER'Y'deD‘;ta
CGode with protection VPD . If check fails ¢ €, additional sensecode
. . : g page bit
protection information t
. - value
information
LOGICAL BLOCK GUARDP.€HECK
LOGICAL BLOCK GRD_CHK=1 | -\ 'ep
GUARD
GRD_CHK =0 No check performed
LOGICAL BLOCK/APPLICATION TAG
=1¢9
Yes | LOGICAL BLOCK APP_CHK = 1 CHECK FAILED
doob APPLICATION TAG
APP_CHK =0 No check-péerformed
REF CHK =1 LOGICAL BLOCK REFERENCE TAG
LOGICAL BLOCK — CHECK FAILED
REFERENCE TAG
REF_CHK =0 No check performed
No No protection information available.10 check
LOGICAL BLOCK
GUARD No check performed
Jo1b
d10b LOGICAL BLOCK
d11o Yes APPLICATION TAG No“check performed
100b LOGICAL BLOCK
101b P REFERENCE-NAS No check performed
No Error condition @
110b
to Reserved
111b
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Table 100 — VRPROTECT field with the BYTCHK field set to 01b or 11b — checking protection information
from the verify operations (part 2 of 2)

Logical unit
g L Extended
formatted Field in INQUIRY Data
Code with protection .~ | If check fails 9 ¢, additional sense code
. . I VPD page bit
protection information t
. . value
information
LE 4k ] H 1 H 3 'y + tH H . 3 + L 4929 P~ + £ ol H 1 + tH
muane IUHIUGI uritt OUP}JUI o FIULUUHUII mImrourTriatunrt \OUU _I‘.LL} AU Tido TITIUL UTTITT TUTTTTIAttCUu vwilrt VIULUULIU

information, then the device server shall terminate the command with CHECK CONDITION status, with

the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD.INyCD

If the logical unit does not support protection information, then the device server should terminate the

command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the

additional sense code set to INVALID FIELD IN CDB.

F If the device server has knowledge of the contents of the LOGICAL BLOCK APPLICATIONTAG field, then th

device server shall check each logical block application tag. If the ATO bit in the Confrol mode page (s€

SPC-4) is set to one, then this knowledge is acquired from:

a) the EXPECTED LOGICAL BLOCK APPLICATION TAG field and the LOGICAL BLOCK APPLICATION TAG MASK
field in the CDB, if the command is a VERIFY (32) command (see 5.32);

b) the Application Tag mode page (see 6.5.3), if the command is not aVERIFY (32) command and the
ATMPE bit in the Control mode page (see SPC-4) is set to one; or

c) a method not defined by this standard, if the command is not aVERIFY (32) command and the
ATMPE bit is set to zero.

If the device server terminates the command with CHECK CONDITION status, then the device server

shall set the sense key to ABORTED COMMAND.

If multiple errors occur while the device server is processing the command, then the selection by the

device server of which error to report is not defined by this standard.

See the Extended INQUIRY Data VPD page (see‘SPC-4) for the definitions of the GRD_CHK bit, the

APP_CHK bit, and the REF_CHK bit.

J If the device server detects:

a) a LOGICAL BLOCK APPLICATION TAG field set to FFFFh and type 1 protection (see 4.22.2.3) or type 2
protection (see 4.22.2.4) is enabled;.or

b) a LOGICAL BLOCK APPLICATION TAG field set to FFFFh, LOGICAL BLOCK REFERENCE TAG field set to
FFFF_FFFFh, and type 3 protection (see 4.22.2.5) is enabled,

then the device server shall not check any protection information in the associated protection

information interval.

If type 1 protection is enabled, then the device server shall check each logical block reference tag by

comparing it to the lowerfour bytes of the LBA associated with the logical block. If type 2 protection o

type 3 protection is-enabled, and the device server has knowledge of the contents of the LOGICAL BLOQ

REFERENCE TAGAield, then the device server shall check the logical block reference tag. If type 2

protection is gnabled, then this knowledge may be acquired through the EXPECTED INITIAL LOGICAL BLOJK

REFERENCETAG field in a VERIFY (32) command (see 5.32). If type 3 protection is enabled, then the

method-for-acquiring this knowledge is not defined by this standard.

If the_DPICZ bit in the Control mode page (see SPC-4) is set to one, then protection information shall ngt

be thecked.

w
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If the BYTCHK field is set to 01b or 11b, then table 101 defines the checks that the device server shall perform
on the protection information transferred from the Data-Out Buffer based on the VRPROTECT field. All footnotes
for table 101 are at the end of the table.

Table 101 — VRPROTECT field with the BYTCHK field set to 01b or 11b — checking protection information
from the Data-Out Buffer (part 1 of 2)

Logical unit
formatted Field in Device server
Code with protection If check fails 9 ¢, additional sense code
. . . check
protection information
information
00b Yes No protection information in the Data-Out Buffer to check
No No protection information in the Data-Out Buffer to check
LOG'gG:;SOCK Shall LOGICAL BLOCK GUARD CHECK FAILED
Yes LOGICAL BLOCK May © LOGICAL BEOCK APPLICATION TAG
001b ° APPLICATION TAG y CHECK FAHLED
LOGICAL BLOCK | Shall (except | LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG for type 3) f CHECK FAILED
No Error condition @
LOGICAL BLOCK Shall not No check performed
GUARD
Yes LOGICAL BLOCK May © LOGICAL BLOCK APPLICATION TAG
olob © APPLICATION TAG y CHECK FAILED
LOGICAL BLOCK May ' LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG y CHECK FAILED
No Error condition @
LOGIQQE-BLOCK Shall not No check performed
GUARD
LOGICAL BLOCK
o1 b Yes APPLICATION TAG Shall not No check performed
LOGICAL BLOCK Shall not No check performed
REFERENCE TAG
No Error condition @
LOG'gG:;SOCK Shall LOGICAL BLOCK GUARD CHECK FAILED
Y LOGICAL BI QCK Shallnot NO checK performed
100b b es APPLICATION TAG alho O check performe
LOGICAL BLOCK Shall not No check performed
REFERENCE TAG
No Error condition @
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Table 101 — VRPROTECT field with the BYTCHK field set to 01b or 11b — checking protection information

from the Data-Out Buffer (part 2 of 2)

Logical unit
formatted Field in Device server
Code with protection check If check fails ¢ €, additional sense code
protection information
information
L”"‘gj;;g”c"‘ Shall LOGICAL BLOCK GUARD CHECK FAILED
Yes LOGICAL BLOCK May © LOGICAL BLOCK APPLICATION TAG
101b © APPLICATION TAG y CHECK FAILED
LOGICAL BLOCK Mav f LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG y CHECK FAILED
No Error condition @
110b to
111b Reserved

! If the logical unit supports protection information (see 4.22) and has not-been formatted with protectio
information, then the device server shall terminate the command wijith. CHECK CONDITION status wit

If the logical unit does not support protection information, then.the device server should terminate the
command with CHECK CONDITION status with the sensekey set to ILLEGAL REQUEST and the
additional sense code set to INVALID FIELD IN CDB.

ATO bit is set to one in the Control mode page (see.SPC-4), then the device server may check each

logical block application tag. If the ATO bit is set {0\0ne, then this knowledge is acquired from:

a) the EXPECTED LOGICAL BLOCK APPLICATION-FAG field and the LOGICAL BLOCK APPLICATION TAG MASK
field in the CDB, if the command is a VERIFY (32) command;

ATMPE bit in the Control mode page (see SPC-4) is set to one; or
c) a method not defined by this standard, if the command is not a VERIFY (32) command and the
ATMPE bit is set to zero.

shall set the sense key torABORTED COMMAND.

If multiple errors occur while the device server is processing the command, then the selection by the
device server of which,error to report is not defined by this standard.

If type 1 protection-is enabled, then the device server shall check the logical block reference tag by
comparing it tothe lower four bytes of the LBA associated with the logical block. If type 2 protection is
enabled and,the device server has knowledge of the contents of the LOGICAL BLOCK REFERENCE TAG
field, then-the device server shall check each logical block reference tag. If type 2 protection is enable
then this knowledge may be acquired through the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG fie
in a VERIFY (32) command (see 5.32). If type 3 protection is enabled, the ATO bit is set to one in the
Control mode page (see SPC-4), and the device server has knowledge of the contents of the LOGICAL

the sense key set to ILLEGAL REQUEST and the additional sense)code set to INVALID FIELD IN CDB.

If the device server has knowledge of the contents of the"LOGICAL BLOCK APPLICATION TAG field and thg

b) the Application Tag mode page (see®,5.3), if the command is not a VERIFY (32) command and th

If the device server terminates the command with CHECK CONDITION status, then the device server

=)

Lo B

Q =

BLOCK REFERENCE TAG field, then the device server may check each logical block reference tag. If type

protection is enabled, then the method for acquiring this knowledge is not defined by this standard.
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If the BYTCHK field is set to 01b or 11b, then table 102 defines the processing by the device server of the
protection information during the compare operation based on the VRPROTECT field. All footnotes for table 102
are at the end of the table.

Table 102 — VRPROTECT field with the BYTCHK field set to 01b or 11b — compare operation requirements

(part 1 of 3)
Logical unit
form.atted Field in protection Compare If compare fails © d  additional sensL
Code with . . .
. information operation code
protection
information
No protection information in the Data-Out Buffer to compare. Only User data is
Yes s .
000b compared within each logical block.
No No protection information from the verify operations or inithe Data-Out Buffer tg
compare. Only user data is compared within each logical block.
LOGICAL BLOCK GUARD Shall IIESICIEIIECDAL RFOCK GUARD CHECK
LOGICAL BLOCK
APPLICATION TAG Shall IE;OHEIC?}?:;EIIEQSK APPLICATION TAQ
(ATo=1)°®
LOGICAL BLOCK
APPLICATION TAG Shallnot No compare performed
(a0 =0)f
b Yes LOGICAL BLOCK
001b REFERENCE TAG Shall 9 LOGICAL BLOCK REFERENCE TAG
(ot type 3) CHECK FAILED
LOGICAL BLQC¥ h LOGICAL BLOCK REFERENCE TAG
REFERENCEJTAG Shall CHECK FAILED
(type 3 and ATO = 1)
LOGICAL BLOCK
REFERENCE TAG Shall not No compare performed
(type 3 and ATO = 0)
No Error condition @
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Table 102 — vRPROTECT field with the BYTCHK field set to 01b or 11b — compare operation requirements

(part 2 of 3)
Logical unit
Code forvrciil;ted Field in protection Compare If compare fails °© d, additional sense
protection information operation code
information
LUG:CI:\L BLUCI!\ \JUI“\\F‘\D Sha” IIUt I’“{IU UUIII}JGIU pci‘funncd
o IR on T Shal LOGICAL BLOCK APPLICATION'TAG
e CHECK FAILED
(ATO =1)
LOGICAL BLOCK
APPLICATION TAG Shall not No compare performéd
(aTo=0)f
Yes LOGICAL BLOCK LOGICAL BLOCK REFERENCE TAG
b g
010b REFERENCE TAG Shall CHECK EAILED
(not type 3)
LOGICAL BLOCK o LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG Shall
_ CHECK FAILED
(type 3 and ATO = 1)
LOGICAL BLOCK
REFERENCE TAG Shall not No compare performed
(type 3 and ATO = 0)
No Error condition @
LOGICAL BLOCK GUARD Shall LOGICAL BLOCK GUARD CHECK
FAILED
Pt tiyd Shall LOGICAL BLOCK APPLICATION TAQ
SWe CHECK FAILED
(ATO=\1)
LOGICAL BLOCK
APRPLICATION TAG Shall not No compare performed
(ATo=0)f
Yes
188:)% FESSE'S{’E\;CBEC;S\Z Shall 9 LOGICAL BLOCK REFERENCE TAG
CHECK FAILED
(not type 3)
LOGICAL BLOCK o LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG Shall
_ CHECK FAILED
(type 3 and ATO = 1)
LOGICAL BLOCK
REFERENGETAG Shalnot No-compare-perormed

(type 3 and ATO = 0)

No

Error condition @
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Table 102 — vRPROTECT field with the BYTCHK field set to 01b or 11b — compare operation requirements

(part 3 of 3)
Logical unit
form_atted Field in protection Compare If compare fails °© d, additional sense
Code with . . .
. information operation code
protection
information
LOGICAL BLOCK GUARD Shall FAILED
o IR on T Shal LOGICAL BLOCK APPLICATION TAQ
e CHECK FAILED
(ATO =1)
b Yes
01b LOGICAL BLOCK
APPLICATION TAG Shall not No compare perfofmed
(aTo=0)f
LOGICAL BLOCK Shall not No compare performed
REFERENCE TAG
No Error condition @
110b to
111b Reserved

-

F If the logical unit supports protection information (see 4.22)and has not been formatted with protectio
information, then the device server shall terminate the command with CHECK CONDITION status wit
the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CD
P If the logical unit does not support protection information, then the device server should terminate the
command with CHECK CONDITION status with\the sense key set to ILLEGAL REQUEST and the
additional sense code set to INVALID FIELD (N CDB.

P If the device server terminates the command with CHECK CONDITION status, then the device server,
shall set the sense key to MISCOMPARE:

If multiple errors occur while the device server is processing the command, then the selection by the
device server of which error to report is not defined by this standard.

If the ATO bit is set to one in the Control mode page (see SPC-4), then the device server shall not modify
the logical block application.tag.

If the ATO bit is set to zer@_in the Control mode page (see SPC-4), then the device server may modify
any logical block application tag.

D If the BYTCHK field js'set to 11b, then the device server shall compare the value from each LOGICAL BLOJK
REFERENCE TAGAield received in the single logical block data from the Data-Out Buffer with the
corresponding"LOGICAL BLOCK REFERENCE TAG field in the first logical block from the verify operations,
and the deviee server shall compare the value of the previous LOGICAL BLOCK REFERENCE TAG field plu
one with.each of the subsequent LOGICAL BLOCK REFERENCE TAG fields (see 4.22.3).
' If the BYTCHK field is set to 11b, then the device server shall compare the value from each LOGICAL BLOGK
REFERENCE TAG field received in the single logical block data from the Data-Out Buffer with the

corresponding LOGICAL BLOCK REFERENCE TAG field in each logical block from the verify operations
Lo d22 2)
{see4-223+-

199 =
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The VERIFY (12) command (see table 103) requests that the device server perform the actions defined for

the VERIFY (10) command (see 5.29).
Migration from the VERIFY (12) command to the VERIFY (16) command is recommended for all

implementations.

Table 103 — VERIFY (12) command

Bit
Blte 7 6 4 3 0
0 OPERATION CODE (AFh)
1 VRPROTECT DPO Reserved BYTCHK Obsolete
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 (MSB)
VERIFICATION LENGTH
9 (LSB)
Restricted
10 for Reserved GROUP NUMBER
MMC-6
1 CONTROL
The OPERATION CODE field is defined in SPC-4 andshall be set to the value shown in table 103 for the

VE
Se

RIFY (12) command.
e the VERIFY (10) command (see 5.29)for the definitions of the other fields in this command.
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The VERIFY (16) command (see table 104) requests that the device server perform the actions defined for
the VERIFY (10) command (see 5.29).

Table 104 — VERIFY (16) command

Bthe 7 6 4 3 0
0 OPERATION CODE (8Fh)
1 VRPROTECT DPO Reserved BYTCHK Reservgd
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
VERIFICATION LENGTH
13 (LSB)
Restricted
14 for Reserved GROUP NUMBER
MMC-6
15 CONTROL

Th
VH

Se

E OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 104 for the
RIFY (16) command.
e the VERIFY (10) command (see 5.29) for the definitions of the other fields in this command.
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5.32 VERIFY (32) command

The VERIFY (32) command (see table 105) requests that the device server perform the actions defined for
the VERIFY (10) command (see 5.29).

The device server shall process a VERIFY (32) command only if type 2 protection is enabled (see 4.22.2.4).

Table 105 — VERIFY (32) command

Bit
Blyte 7 6 5 4 3 2 1 0

0 OPERATION CODE (7Fh)

CONTROL
Reserved
5
6 Reserved GROUP)NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)

SERVICE ACTION (0Q0Ah)
9 (LSB)
10 VRPROTECT DPO Reserved BYTCHK Reservgd
11 Réserved
12 (MSB)
LOGICAL BLOCK ADDRESS
19 (LSB)
20 (MSB)
EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG
23 (LSB)
24 (MSB)
EXPECTED LOGICAL BLOCK APPLICATION TAG
25 (LSB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK
27 (LSB)
28 (MSB)
VERIFICATION LENGTH
31 (LSB)
Thu UFCRATIUN CUDE flb‘iu‘, ti IS AUUITIUNAL CDD LENGITHA flb‘iu‘, al I\.lI ti IS SERVIUVE AUTIUN flciu‘ dlT ulb'ﬂl |cu' ;II

SPC-4 and shall be set to the values shown in table 105 for the VERIFY (32) command.

See the VERIFY (10) command (see 5.29) for the definitions of the CONTROL byte, the GROUP NUMBER field,
the VRPROTECT field, the DPO bit, the BYTCHK field, the LOGICAL BLOCK ADDRESS field, and the VERIFICATION

LENGTH field.

If checking of the LOGICAL BLOCK REFERENCE TAG field is enabled (see table 99, table 100, table 101, and
table 102 in 5.29), then the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field contains the value of the
LOGICAL BLOCK REFERENCE TAG field expected in the protection information of the first logical block accessed
by the command instead of a value based on the LBA (see 4.22.3).
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If the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK
APPLICATION TAG field is enabled (see table 99, table 100, table 101, and table 102 in 5.29), then the LOGICAL
BLOCK APPLICATION TAG MASK field contains a value that is a bit mask for enabling the checking of the LOGICAL
BLOCK APPLICATION TAG field in every instance of the protection information for each logical block accessed by
the command. A LOGICAL BLOCK APPLICATION TAG MASK bit set to one enables the checking of the
corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION TAG field with the corresponding bit of the
LOGICAL BLOCK APPLICATION TAG field in every instance of the protection information. A LOGICAL BLOCK
APPLICATION TAG MASK field bit set to zero disables the checking of the corresponding bit of the EXPECTED
LOGICAL BLOCK APPLICATION TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in
every instance of protection information.

ThE LOGICAL BLOCK APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLICATION TAG field,sha|
belignored if:

a) the ATO bit is set to zero; or
b) the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the-L@GICAL BLOCK
APPLICATION TAG field is disabled (see table 99, table 100, table 101, and table 102,in 5.29).

5.833 WRITE (10) command

The WRITE (10) command (see table 106) requests that the device server;

a) transfer the specified logical block data from the Data-Out Buffer; and
b) perform write operations to the specified LBAs using the transferred logical blocks.

Migration from the WRITE (10) command to the WRITE (16) comimand is recommended for all
implementations.

Table 106 — WRITE (10) command

Bit
Blte 7 6 5 4 3 2 1 0
0 OPERATION CODE (2Ah)
WRPROTECT DPO FUA Reserved | Obsolete | Obsolete

(MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)

TRANSFER LENGTH

8 (LSB)
9 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 106 for the
WRITE (10) command.

The device server shall check the protection information, if any, transferred from the Data-Out Buffer based on
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the WRPROTECT field as described in table 107. All footnotes for table 107 are at the end of the table.

Table 107 — wRPROTECT field (part 1 of 2)

Logical unit
formatted Field in Device .
Code with protection server If check fails 9 |, additional sense code
protection information check
information
b oob Yesfoh No protection information received from application client to check
No No protection information received from application client to check
ettt Shall LOGICAL BLOCK GUARD CHEGK FAILED
Yes © LOGICAL BLOCK Dependent | LOGICAL BLOCK APPLICATION TAG
do1pb b APPLICATION TAG | on RwwpP © | CHECK FAILED
LOGICAL BLOCK | Shall (except | LOGICAL BLOCK REFERENCE TAG CHECH
REFERENCE TAG | for type 3)! | FAILED
No @ No protection information available to check
LOGICAL BLOCK
GUARD Shall not No checkperformed
Yes © LOGICAL BLOCK Dependent | LOGICAL BLOCK APPLICATION TAG
d1opb b APPLICATION TAG | on Rwwp ¢ | .€HECK FAILED
LOGICAL BLOCK May | LOGICAL BLOCK REFERENCE TAG CHECK
REFERENCE TAG y FAILED
No @ No protection informatiortavailable to check
LOGICAL BLOCK
GUARD Shall not No check performed
e LOGICAL BLOCK
d11p b Yes APPLICATION ThG Shall not No check performed
LOGICAL.BLOCK
REFERRNCE TAG Shall not No check performed
No @ NO protection information available to check
O a0k Shall LOGICAL BLOCK GUARD CHECK FAILED
e LOGICAL BLOCK
{00b b Yes APPLICATION TAG Shall not No check performed
LOGICAL BLOCK
REFERENCE TAG Shall not No check performed
NG * NG protection information available 1o check
O a0k Shall LOGICAL BLOCK GUARD CHECK FAILED
Yes © LOGICAL BLOCK Dependent | LOGICAL BLOCK APPLICATION TAG
101b P APPLICATION TAG | on Rwwp ¢ | CHECK FAILED
LOGICAL BLOCK May | LOGICAL BLOCK REFERENCE TAG CHECK
REFERENCE TAG y FAILED
No @ No protection information available to check
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Table 107 — wRPROTECT field (part 2 of 2)

Logical unit
formatted Field in Device _
Code with protection server If check fails ¢ |, additional sense code
protection information check
information

(0]

1 19?: Reserved

F If a logical unit supports protection information (see 4.22) and has not been formatted with protection

information, then the device server shall terminate the command with CHECK CONDITION status wit

the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD:IN CD

If the logical unit does not support protection information, then the device server should terminate the

requested command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST

and the additional sense code set to INVALID FIELD IN CDB.

If the device server has knowledge of the contents of the LOGICAL BLOCK APPLICATI®N TAG field and the

ATO bit is set to one in the Control mode page (see SPC-4), then the device server:

a) may check each logical block application tag if the Rwwp bit is set to zefe'in the Control mode pag
(see SPC-4); and

b) shall check each logical block application tag if the Rwwr bit is set.te-one in the Control mode pag

If the ATO bit in the Control mode page (see SPC-4) is set to one, then'this knowledge is acquired from:

a) the EXPECTED LOGICAL BLOCK APPLICATION TAG field and the LOGICAL BLOCK APPLICATION TAG MASK
field in the CDB, if a WRITE (32) command (see 5.36) is-received by the device server;

b) the Application Tag mode page (see 6.5.3), if a command-other than WRITE (32) is received by th
device server and the ATMPE bit in the Control mode page (see SPC-4) is set to one; or

c) a method not defined by this standard, if a command other than WRITE (32) is received by the
device server, and the ATMPE bit is set to zero,

If the device server terminates the command withh\CHECK CONDITION status, then the device serve

shall set the sense key to ABORTED COMMAND.

The device server shall preserve the contents of protection information (e.g., write it to the medium or

store it in non-volatile memory).

The device server shall write a generated CRC (see 4.22.4.2) into each LOGICAL BLOCK GUARD field.

If the RwwP bit in the Control modé.page (see SPC-4) is set to one, then the device server shall

terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL

REQUEST and the additional sense code set to INVALID FIELD IN CDB. If the RwwP bit is set to zerg

and:

a) type 1 protection is"enabled, then the device server shall write the least significant four bytes of
each LBA into the,LOGICAL BLOCK REFERENCE TAG field of each of the written logical blocks; or

b) type 2 protection or type 3 protection is enabled, then the device server shall write a value of
FFFF_FFEFh'into the LOGICAL BLOCK REFERENCE TAG field of each of the written logical blocks.

If the ATO bit'is/set to one in the Control mode page (see SPC-4), then the device server shall write

FFFFh into‘each LOGICAL BLOCK APPLICATION TAG field. If the ATO bit is set to zero, then the device

server{may write any value into each LOGICAL BLOCK APPLICATION TAG field.

If multiple errors occur while the device server is processing the command, then the selection by the

device server of which error to report is not defined by this standard.

IHtype 1 protection is enabled, then the device server shall check the logical block reference tag by

W3

[

[

=)

[

comparing it to the lower four bytes of the LBA associated with the logical block. If type 2 protection is
enabled and the device server has knowledge of the contents of the LOGICAL BLOCK REFERENCE TAG
field, then the device server shall check each logical block reference tag. If type 2 protection is enabled,
then this knowledge may be acquired through the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field
in a WRITE (32) command (see 5.36). If type 3 protection is enabled, the ATO bit is set to one in the
Control mode page (see SPC-4), and the device server has knowledge of the contents of the LOGICAL
BLOCK REFERENCE TAG field, then the device server may check each logical block reference tag. If type
3 protection is enabled, then the method for acquiring this knowledge is not defined by this standard.

See the READ (10) command (see 5.11) for the definition of the DPO bit.
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A force unit access (FUA) bit set to one specifies that the device server shall write the logical blocks to:

a) the non-volatile cache, if any; or
b) the medium.

An FUA bit set to zero specifies that the device server shall write the logical blocks to:

a) volatile cache, if any;
b) non-volatile cache, if any; or
c) the medium.

the PRE-FETCH (10) command (see 5.8) for the definition of the LOGICAL BLOCK ADDRESS field.
the PRE-FETCH (10) command and 4.23 for the definition of the GROUP NUMBER field.

1%

TRANSFER LENGTH field specifies the number of contiguous logical blocks of data that shall betrahsferred
the Data-Out Buffer and written, starting with the logical block referenced by the LBA specified by the
LOGICAL BLOCK ADDRESS field. A TRANSFER LENGTH field set to zero specifies that no logical blecks shall be

trapsferred or written. This condition shall not be considered an error. Any other value specifies the number|of
lodical blocks that shall be transferred and written. If the specified LBA and the specifiéd transfer length
exteed the capacity of the medium (see 4.5), then the device server shall terminate the command with

CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the-additional sense code get
to LOGICAL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH field\is‘Constrained by the MAXIM{IM
TRANSFER LENGTH field in the Block Limits VPD page (see 6.6.3).

The CONTROL byte is defined in SAM-5.

4 WRITE (12) command
The WRITE (12) command (see table 108) requests that the device server perform the actions defined for the
WRITE (10) command (see 5.33).

Migration from the WRITE (12) command to the WRITE (16) command is recommended for all
implementations.

Table 108 — WRITE (12) command

Bit
Blte 7 6 5 4 3 2 1 0
0 OPERATION CODE (AAh)
1 WRPROTECT DPO FUA Reserved | Obsolete | Obsolete
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 (MSB)
9 (LSB)
Restricted
10 for Reserved GROUP NUMBER
MMC-6
11 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 108 for the
WRITE (12) command.
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See the WRITE (10) command (see 5.33) for the definitions of the other fields in this command.

5.35 WRITE (16) command

The WRITE (16) command (see table 109) requests that the device server perform the actions defined for the
WRITE (10) command (see 5.33).

Table 109 — WRITE (16) command

Bit
Blte 7 6 5 4 3 2 1 0
0 OPERATION CODE (8Ah)
1 WRPROTECT DPO FUA Reserved | Obsolete | Reservdd
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
TRANSFER LENGTH
13 (LSB)
Restricted
14 for Reserved GROUP NUMBER
MMC-6
15 CONTROL

The OPERATION CODE field is defined in SPC-4-and shall be set to the value shown in table 109 for the
WRITE (16) command.
See the WRITE (10) command (see 5:33) for the definitions of the other fields in this command.
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5.36 WRITE (32) command

The WRITE (32) command (see table 110) requests that the device server perform the actions defined for the
WRITE (10) command (see 5.33).

The device server shall process a WRITE (32) command only if type 2 protection is enabled (see 4.22.2.4).

Table 110 — WRITE (32) command

Bit
Blyte 7 6 5 4 3 2 1 0

0 OPERATION CODE (7Fh)

CONTROL
Reserved
5
6 Reserved GROUP)NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)

SERVICE ACTION (0Q0Bh)
9 (LSB)
10 WRPROTECT DPO FUA Reserved | Obsolete | Reservdd
11 Réserved
12 (MSB)
LOGICAL BLOCK ADDRESS
19 (LSB)
20 (MSB)
EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG
23 (LSB)
24 (MSB)
EXPECTED LOGICAL BLOCK APPLICATION TAG
25 (LSB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK
27 (LSB)
28 (MSB)
TRANSFER LENGTH
31 (LSB)
Thu UFCRATIUN CUDE flb‘iu‘, ti IS AUUITIUNAL CDD LENGITHA flb‘iu‘, dl I\.lI ti IS SERVIUVE AUTIUN flciu‘ dlT ulb'ﬂl |cu' ;II

SPC-4 and shall be set to the values shown in table 110 for the WRITE (32) command.

See the WRITE (10) command (see 5.33) for the definitions of the CONTROL byte, the GROUP NUMBER field, the
WRPROTECT field, the DPO bit, the FUA bit, the LOGICAL BLOCK ADDRESS field, and the TRANSFER LENGTH field.

If checking of the LOGICAL BLOCK REFERENCE TAG field is enabled (see table 107), then the EXPECTED INITIAL
LOGICAL BLOCK REFERENCE TAG field contains the value of the LOGICAL BLOCK REFERENCE TAG field expected in
the protection information of the first logical block accessed by the command instead of a value based on the
LBA (see 4.22.3).
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If the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK
APPLICATION TAG field is enabled (see table 107), then the LOGICAL BLOCK APPLICATION TAG MASK field contains
a value that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in every
instance of protection information for each logical block accessed by the command. A LOGICAL BLOCK
APPLICATION TAG MASK bit set to one enables the checking of the corresponding bit of the EXPECTED LOGICAL
BLOCK APPLICATION TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every
instance of protection information. A LOGICAL BLOCK APPLICATION TAG MASK field bit set to zero disables the
checking of the corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION TAG field with the
corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every instance of protection information.

If the ATO bit is set to:

a) to zero; or
b) to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK APPLICATION TAG
field is disabled (see table 107),

thgn the LOGICAL BLOCK APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPUICATION TAG field
shall be ignored

5.37 WRITE AND VERIFY (10) command

The WRITE AND VERIFY (10) command (see table 111) requests that the.device server:

) transfer the specified the logical block data for the command. from the Data-Out Buffer;
) perform write medium operations to the specified LBASs;
) perform verify operations from the specified LBAs; and
) if specified, perform a compare operation on:

A) the logical block data transferred from the Data-Out Buffer; and

B) the logical block data from the verify operations.

A WN -

pid

The device server may process the LBAs in any order but shall perform this sequence in the specified orde
forla given LBA.

Migration from the WRITE AND VERIFY (10).command to the WRITE AND VERIFY (16) command is
reqgommended for all implementations.

Table 111 — WRITE AND VERIFY (10) command

Bit
Blte 7 6 5 4 3 2 1 0
0 OPERATION CODE (2Eh)
WRPROTECT DPO Reserved BYTCHK Obsolete

(MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)

TRANSFER LENGTH —_—

8 (LSB)
9 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 111 for the
WRITE AND VERIFY (10) command.
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See the PRE-FETCH (10) command (see 5.8) for the definition of the LOGICAL BLOCK ADDRESS field. See the
PRE-FETCH (10) command and 4.23 for the definition of the GROUP NUMBER field. See the WRITE (10)
command (see 5.33) for the definitions of the CONTROL byte, the TRANSFER LENGTH field and the WRPROTECT

field. See the READ (10) command (see 5.11) for the definition of the DPO bit.

See the VERIFY (10) command (see 5.29) for definition of the byte check (BYTCHK) field when set to 00b, 01b,
and 10b. For a WRITE AND VERIFY (10) command, a BYTCHK field set to 11b is reserved.

5.38 WRITE AND VERIFY (12) command

The WRITE AND VERIFY (12) command (see table 112) requests that the device server perform thie actions

defined for the WRITE AND VERIFY (10) command (see 5.37).

Migration from the WRITE AND VERIFY (12) command to the WRITE AND VERIFY (16) command is

re¢gommended for all implementations.

Table 112 — WRITE AND VERIFY (12) command

Bit
Blyte 7 6 4 3 1 0
0 OPERATION CODE (AEh)
1 WRPROTECT DPO Réserved BYTCHK Obsolete
2 (MSB)
LOGICALBLOCK ADDRESS
5 (LSB)
6 (MSB)
TRANSFER LENGTH
9 (LSB)
Restricted
10 for Reserved GROUP NUMBER
MMC-6
1 CONTROL

The OPERATION CODE figld-is defined in SPC-4 and shall be set to the value shown in table 112 for the

WRITE AND VERIFYA12) command.
See the WRITEAND VERIFY (10) command (see 5.37) for the definitions of the other fields in this command.
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5.39 WRITE AND VERIFY (16) command

The WRITE AND VERIFY (16) command (see table 113) requests that the device server perform the actions
defined for the WRITE AND VERIFY (10) command (see 5.37).

Table 113 — WRITE AND VERIFY (16) command

Bl,lte 7 6 4 3 0
0 OPERATION CODE (8Eh)
1 WRPROTECT DPO Reserved BYTCHK Reservgd
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
TRANSFER LENGTH
13 (LSB)
Restricted
14 for Reserved GROUP NUMBER
MMC-6
15 CONTROL

Th
Wi

Se

B OPERATION CODE field is defined in SPC-4 and shall bé set to the value shown in table 113 for the
RITE AND VERIFY (16) command.

e the WRITE AND VERIFY (10) command (see 5.37) for the definitions of the other fields in this comma
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5.40 WRITE AND VERIFY (32) command

The WRITE AND VERIFY (32) command (see table 114) requests that the device server perform the actions
defined for the WRITE AND VERIFY (10) command (see 5.37).

The device server shall process a WRITE AND VERIFY (32) command only if type 2 protection is enabled
(see 4.22.2.4).

Table 114 — WRITE AND VERIFY (32) command
Bit
Blyte 7 6 5 4 3 2 1 0

0 OPERATION CODE (7Fh)

CONTROL
Reserved
5
6 Reserved GROUP NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)

SERVICE ACTION/000Ch)
9 (LSB)
10 WRPROTECT DPO Reserved BYTCHK Reservgd
11 Reserved
12 (MSB)
LOGICAL BLOCK ADDRESS
19 (LSB)
20 (MSB)
EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG
23 (LSB)
24 (MSB)
EXPECTED LOGICAL BLOCK APPLICATION TAG
25 (LSB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK

27 (LSB)
28 (MSB)
TRANSFER LENGTH
31 (LSB)

The OPERATION CODE field, the ADDITIONAL CDB LENGTH field, and the SERVICE ACTION field are defined in
SPC-4 and shall be set to the values shown in table 114 for the WRITE AND VERIFY (32) command.

See the WRITE AND VERIFY (10) command (see 5.37) for the definitions of the CONTROL byte, the GROUP
NUMBER field, the WRPROTECT field, the DPO bit, the BYTCHK field, the LOGICAL BLOCK ADDRESS field, and the
TRANSFER LENGTH field.

If checking of the LOGICAL BLOCK REFERENCE TAG field is enabled (see table 107), then the EXPECTED INITIAL
LOGICAL BLOCK REFERENCE TAG field contains the value of the LOGICAL BLOCK REFERENCE TAG field expected in
the protection information of the first logical block accessed by the command instead of a value based on the
LBA (see 4.22.3).
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If the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK
APPLICATION TAG field is enabled (see table 107 in 5.33), then the LOGICAL BLOCK APPLICATION TAG MASK field
contains a value that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in
every instance of protection information for each logical block accessed by the command. A LOGICAL BLOCK
APPLICATION TAG MASK bit set to one enables the checking of the corresponding bit of the EXPECTED LOGICAL
BLOCK APPLICATION TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every
instance of protection information. A LOGICAL BLOCK APPLICATION TAG MASK field bit set to zero disables the
checking of the corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION TAG field with the
corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every instance of protection information.

If the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK
APPLICATION TAG field is disabled (see table 107), or if the ATO bit is set to zero, then the LOGICAL BLOCK
APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLICATION TAG field shall be ignored.

5.41 WRITE LONG (10) command

The WRITE LONG (10) command (see table 115) requests that the device server mark a logical block or
physical block as containing a pseudo unrecovered error, or transfer data for a sihglé logical block or physigal

blg
be

shall write the logical block or physical block to the medium and shall nat complete the command with GOC
stgdtus until the logical block has been written on the medium without etror. If a cache contains the specifieq

log
ca
Mi
im

ck from the Data-Out Buffer and write it to the medium. The data written shall*\be the same length and shll

in the same order as the data returned by the READ LONG (10) command‘(see 5.19). The device server
D

ical block or physical block, then the device server shall invalidatethat logical block or physical block in the
Che.

gration from the WRITE LONG (10) command to the WRITE'LONG (16) command is recommended for p
plementations.

Table 115 — WRITE LONG (10) command

7 6 5 4 3 2 1 0

0 OPERATION CODE (3Fh)

(4]

COR_DIS |WR_UNCOR| PBLOCK Reserved Obsolet]

(MSB)

LOGICAL BLOCK ADDRESS

(LSB)

Reserved

(MSB)

BYTE TRANSFER LENGTH

(LSB)

©Hpo N OO

CONTROL

Th

€ OPERATION CODE field is defined in SPC-4 and shall be set to the value shown in table 115 for the

WRITE LONG (10) command.
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The correction disabled (COR_DIS) bit, the write uncorrectable error (WR_UNCOR) bit, and the physical block
(PBLOCK) bit are defined in table 116. If there is more than one logical block per physical block (i.e., the
LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field in the READ CAPACITY (16) parameter data

(see 5.16.2) is set to a non-zero value), then the device server shall support the WR_UNCOR bit and the PBLOCK

bit.
Table 116 — corR_DIS bit, WR_UNCOR bit, and PBLOCK bit (part 1 of 2)
More than
one logical
CPR_DIS | WR_UNCOR | PBLOCK | block per | Description
physical
block
0 s or no Write only the specified logical block using the value in the
y BYTE TRANSFER LENGTH field.
Terminate the WRITE LONG comimand with CHECK
no CONDITION status with the senSe key set to ILLEGAL
0 0 REQUEST and the additional,sense code set to INVALID
1 FIELD IN CDB.
Write the entire physical block containing the specified
yes logical block using‘the value in the BYTE TRANSFER LENGTH
field.
Mark only the specified logical block as containing a
pseudo unrecovered error with correction enabled
(see 4¢18.2) in a manner that causes the device server to
0 s or no perform the maximum error recovery as defined by the
y Read-Write Error Recovery mode page (see 6.5.8).
Ignore the BYTE TRANSFER LENGTH field, and transfer no
data.
Terminate the WRITE LONG command with CHECK
no CONDITION status with the sense key set to ILLEGAL
0 1 REQUEST and the additional sense code set to INVALID
FIELD IN CDB.
Mark the entire physical block containing the specified
logical block as containing a pseudo unrecovered error
1 with correction enabled (i.e., mark all of the logical blocks
in the same physical block that contains the specified
yes logical block as containing a pseudo unrecovered error
with correction enabled) (see 4.18.2).
Ignore the BYTE TRANSFER LENGTH field, and transfer no
data
Key:
yes = The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is set to a non-zero value in the READ
CAPACITY (16) parameter data (see 5.16.2).
no = The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is set to zero in the READ
CAPACITY (16) parameter data.
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Table 116 — corR_DIS bit, WR_UNCOR bit, and PBLOCK bit (part 2 of 2)

COR_DIS

WR_UNCOR

PBLOCK

More than
onelogical
block per
physical
block

Description

Mark only the specified logical block as containing a

ladl

yes or no

<l 2l 1N tH ~H k.
PeCUUU UTITTULUVETTU TITUT WILNT CUTTTUUUTT UTodauTtu

(see 4.18.2).

Write only the specified logical block using the value/in the
BYTE TRANSFER LENGTH field.

no

Terminate the WRITE LONG command with CHECK
CONDITION status with the sense key.set to ILLEGAL
REQUEST and the additional sense code set to INVALID
FIELD IN CDB.

yes

Mark the entire physical block\containing the specified
logical block as containing @ pseudo unrecovered error
with correction disabled«(i:€., mark all of the logical blocks
in the same physical bleck that contains the specified
logical block as containing a pseudo unrecovered error
with correction disabled) (see 4.18.2).

Write the entire physical block containing the specified
logical block using the value in the BYTE TRANSFER LENGTH
field.

yes or no

Mark only the specified logical block as containing a
pseudo unrecovered error with correction disabled
(see 4.18.2).

Ignore the BYTE TRANSFER LENGTH field, and transfer no
data.

no

Terminate the WRITE LONG command with CHECK
CONDITION status with the sense key set to ILLEGAL
REQUEST and the additional sense code set to INVALID
FIELD IN CDB.

yes

Mark the entire physical block containing the specified
logical block as containing a pseudo unrecovered error
with correction disabled (i.e., mark all of the logical blocks
in the same physical block that contains the specified
logical block as containing a pseudo unrecovered error
with correction disabled) (see 4.18.2).

Ignore the BYTE TRANSFER LENGTH field, and transfer no
data.

Key:

yes

no

= The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is set to a non-zero value in the READ
CAPACITY (16) parameter data (see 5.16.2).

= The LOGICAL BLOCKS PER PHYSICAL BLOCK EXPONENT field is set to zero in the READ
CAPACITY (16) parameter data.
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The setting of the cD_suP bit in the Extended INQUIRY Data VPD page (see SPC-4) indicates whether or not
the logical unit supports the COR_DIS bit being set to one, and the setting of the wu_SuP bit indicates whether
or not the logical unit supports the WR_UNCOR bit being set to one.

The LOGICAL BLOCK ADDRESS field specifies an LBA. If the specified LBA exceeds the capacity of the medium
(see 4.5), then the device server shall terminate the command with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS
OUT OF RANGE.

If table 116 defines that the value in the BYTE TRANSFER LENGTH field is used, then the BYTE TRANSFER LENGTH
field specifies the number of bytes of data that the device server shall transfer from the Data-Out Buffer anf
write to the specified logical block or physical block. If the BYTE TRANSFER LENGTH field is not set to zero.angd
dogs not match the data length that the device server returns for a READ LONG command (see 5.19\and
see 5.20), then the device server shall terminate the command with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD INyCDB. In the
sepse data (see 4.18 and SPC-4), the ILI bit shall be set to one, and the difference (i.e., residu€) of the
requested length minus the actual length in bytes shall be reported in the INFORMATION field (see SPC-4).
Negative values shall be indicated by two's complement notation. If the BYTE TRANSFER'LENGTH field is set {o
zefo, then no bytes shall be written. This condition shall not be considered an error.

The CONTROL byte is defined in SAM-5.

5.42 WRITE LONG (16) command

The WRITE LONG (16) command (see table 117) requests that'the’device server mark a logical block or
physical block as containing an error, or transfer data for a single logical block or physical block from the
Data-Out Buffer and write it to the medium. The data writtefxshall be the same length and shall be in the sarpe
order as the data returned by the READ LONG (16) command (see 5.20). The device server shall write the
lodical block or physical block to the medium and shall'not complete the command with GOOD status until the
lodical block has been written on the medium withgut'error. If a cache contains the specified logical block g
physical block, then the device server shall invalidate that logical block or physical block in the cache.

Thjs command uses the SERVICE ACTION*QUT (16) CDB format (see clause A.2).

=

Table 117 — WRITE LONG (16) command

Bit
Blte 7 6 5 4 3 2 1 0

0 OPERATION CODE (9Fh)
1 CORMDIS |WR_UNCOR| PBLOCK SERVICE ACTION (11h)
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10

Reserved
11
12 (MSB)

BYTE TRANSFER LENGTH —]

13 (LSB)
14 Reserved
15 CONTROL
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The OPERATION CODE field and SERVICE ACTION field are defined in SPC-4 and shall be set to the values shown
in table 117 for the WRITE LONG (16) command.

See the WRITE LONG (10) command (see 5.41) for the definitions of the fields in this command.

5.43 WRITE SAME (10) command

The WRITE SAME (10) command (see table 118) requests that the device server transfer a single logical
bldck from the Data-Out Buffer and for each LBA in the specified range of LBAs:

a) perform a write operation using the contents of that logical block; or
b) perform an unmap operation.

The device server writes (i.e., subsequent read operations behave as if the device server wrote, the single
bldck of user data received from the Data-Out Buffer to each logical block without modificatien
(sqge 4.7.3.4.3)).

If the medium is formatted with protection information and the WRPROTECT field is sette’000b, then the devife
sefver shall write the LOGICAL BLOCK GUARD field, APPLICATION TAG field, and LOGICAL BLOCK REFERENCE TAG
field (see 4.22) for each logical block as required in the WRPROTECT field equals 000b row of table 110.

If:

a) the medium is formatted with protection information;
b) the WRPROTECT field is not set to 000b or a reserved value {se€ table 107); and
c) the protection information from the Data-Out Buffer is setio FFFF_FFFF_FFFF_FFFFh,

thgn the device server shall write FFFF_FFFF_FFFF_FFFFho the protection information for each logical
bigck.

a) the medium is formatted with type 1 or type-2'protection information;
b) the WRPROTECT field is not set to 000b or'a’reserved value (see table 107); and
c) the protection information from the Data-Out Buffer is not set to FFFF_FFFF_FFFF_FFFFh,

than:

a) the device server shall write the value from the LOGICAL BLOCK REFERENCE TAG field (see 4.22)
received in the logical block from the Data-Out Buffer into the corresponding LOGICAL BLOCK
REFERENCE TAG field of-the first logical block written. The device sever shall write the value of the
previous LOGICAL BLOGK REFERENCE TAG field plus one into each of the subsequent LOGICAL BLOCK
REFERENCE TAG fields;

b) if the ATO bit is(set'to one in the Control mode page (see SPC-4) and the and the ATMPE bit is set tp
zero in the_Control mode page, then the device server shall write the logical block application tag
received-in, the logical block from the Data-Out Buffer into the corresponding LOGICAL BLOCK
APPLIGATION TAG field (see 4.22) of each logical block;

c) if the ATO bit is set to one in the Control mode page and the and the ATMPE bit is set to zero in the
Cantrol mode page, then the device server shall write the value defined in the Application Tag mode
page (see 6.5.3) into the corresponding LOGICAL BLOCK APPLICATION TAG field of each logical block;

d)) if the ATO bit is set to zero in the Control mode page, then the device server may write any value into
the LOGICAL BLOCK APPLICATION TAG field of each logical block; and

e) the device server shall write the value from the LOGICAL BLOCK GUARD field (see 4.22) received in the
logical block from the Data-Out Buffer into the corresponding LOGICAL BLOCK GUARD field of each
logical block.

a) the medium is formatted with type 3 protection information;
b) the WRPROTECT field is not set to 000b or a reserved value (see table 107); and
c) the protection information from the Data-Out Buffer is not set to FFFF_FFFF_FFFF_FFFFh,
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then:

a) ifthe ATO bitis set to one in the Control mode page (see SPC-4), then the device server shall write the
value from the LOGICAL BLOCK REFERENCE TAG field and the LOGICAL BLOCK APPLICATION TAG field

received in the logical block from the Data-Out Buffer into the corresponding LOGICAL BLOCK
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REFERENCE TAG field of each logical block;
b) if the ATO bit is set to zero in the Control mode page, then the device server may write any value into
the LOGICAL BLOCK REFERENCE TAG field of each logical block; and
c) the device server shall write the value from the LOGICAL BLOCK GUARD field and the LOGICAL BLOCK

APPLICATION -TAG field received in the Ingir*nl block from the Data-Qut Buffer into the nnrrncpnnding
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implementations.

LOGICAL BLOCK GUARD field of each logical block.
Migration from the WRITE SAME (10) command to the WRITE SAME (16) command is recommended for p

Table 118 — WRITE SAME (10) command

Bit
Blyte 7 6 4 3 2 1 0
0 OPERATION CODE (41h)
WRPROTECT ANCHOR UNMAP Obsolete
(MSB)
LOGICAL BLOCK/ADPRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)
NUMBER OF LOGICAL BLOCKS
8 (LSB)
9 CONTROL
The OPERATION CODE field is defined in"SPC-4 and shall be set to the value shown in table 118 for the

WH
Se

RITE SAME (10) command.

e the WRITE (10) command-{see 5.33) for the definition of the WRPROTECT field.
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If the logical unit supports logical block provisioning management (see 4.7.3), then the ANCHOR bit in the CDB,
the UNMAP bit in the CDB, and the ANC_sSUP bit in the Logical Block Provisioning VPD page (see 6.6.4)
determine how the device server processes the command as described in table 119.

Table 119 — UNMAP bit, ANCHOR bit, and ANC_SUP bit relationships

UNMAP bit @ ANCHOR bit ANC_SUP bit ° Action
0 Oor1 Write ~
0
1 Oor1 Error 9
Deallocateredquest
0 Oor1 (see 4'7.34.3)
1 0 Error ¢
1 Anchor request

1

(see 4.7.3.4.3)

? The device server in a logical unit that supports logical block provisioning management (see 4.7.3) mdy
implement the UNMAP bit.

P See the Logical Block Provisioning VPD page (see 6.6.4).

F The device server shall perform the specified write operation to edch LBA specified by the command.
! The device server shall terminate the command with CHECK CONDITION status with the sense key sét
to ILLEGAL REQUEST and the additional sense code set to/INVALID FIELD IN CDB.

Th
co
se

Se
Se

If t
se
wr

If t
co
stg
thd
ter|
thd

e device server shall ignore the UNMAP bit and the ANCHOR'bit, or the device server shall terminate the
mmand with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
nse code set to INVALID FIELD IN CDB if:

a) the logical unit is fully provisioned (i.e., the;tBPME bit is set to zero in the READ CAPACITY (16)
parameter data (see 5.16.2)); and
b) the UNMAP bit is set to one or the ANCHOR bit is set to one.

e the PRE-FETCH (10) command (see 5.8) for the definition of the LOGICAL BLOCK ADDRESS field.
e the PRE-FETCH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER field.

ne WSNZz bit is set to zero in the-Block Limits VPD page (see 6.6.3), then a NUMBER OF LOGICAL BLOCKS figld
to a non-zero value specifies'the number of contiguous logical blocks that are requested be unmapped|or
tten, starting with the logical block referenced by the LBA specified by the LOGICAL BLOCK ADDRESS field.

he WSNZz bit is set te'zéro, then a NUMBER OF LOGICAL BLOCKS field set to zero specifies that the number o¢f
htiguous logical blocks that are requested to be unmapped or written includes all of the logical blocks
rting with the bBA specified in the LOGICAL BLOCK ADDRESS field to the last logical block on the medium. |f
WSNZ bit isiset to one and the NUMBER OF LOGICAL BLOCKS field is set to zero, then the device server shall
minate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
additional sense code set to INVALID FIELD IN CDB.

If t
M

he_aumber of logical blocks specified to be unmapped or written exceeds the value indicated in the

terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and

the additional sense code set to INVALID FIELD IN CDB.

Se

e the WRITE (10) command (see 5.33) for the definition of the CONTROL byte.

5.44 WRITE SAME (16) command

The WRITE SAME (16) command (see table 120) requests that the device server perform the actions defined

for

the WRITE SAME (10) command (see 5.43).
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Table 120 — WRITE SAME (16) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (93h)
1 WRPROTECT ANCHOR UNMAP Obsolete NDOB
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
NUMBER OF LOGICAL BLOCKS
13 (LSB)
14 Reserved GROUP NUMBER
15 CONTROL

The OPERATION CODE field is defined in SPC-4 and shall be set to the valug.shown in table 120 for the
WRITE SAME (16) command.

The no Data-Out Buffer (NDOB) bit specifies if data is transferred from the Data-Out Buffer. Table 121 defings
thg interactions between the NDOB bit and the UNMAP bit.

Table 121 — NDOB bit and UNMAP bit interactions

NDOB | UNMAP | Description

The device server shallprocess the command using logical block data from the
Data-Out Buffer.

The device server shall terminate the command with CHECK CONDITION status with
0 the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALIQ
FIELD IN CDB:

The device server shall not transfer data from the Data-Out Buffer and shall process the
1 command as if the Data-Out Buffer contained user data set to all zeroes and protectior
information, if any, containing:

a) the LOGICAL BLOCK GUARD field set to FFFFh;

b) the LOGICAL BLOCK REFERENCE TAG field set to FFFF_FFFFh; and

c) the LOGICAL BLOCK APPLICATION TAG field set to FFFFh.

0 Oor1

See the WRITE SAME (10) command (see 5.43) for the definitions of the other fields in this command.

5.45 WRITE SAME (32) command

The WRITE SAME (32) command (see table 122) requests that the device server perform the actions defined
for the WRITE SAME (10) command (see 5.43).

The device server shall process a WRITE SAME (32) command only if type 2 protection is enabled
(see 4.22.2.4).
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Table 122 — WRITE SAME (32) command

Bit

Byte 7 6 5 4 3 2 0

0 OPERATION CODE (7Fh)

CONTROL

Reserved

5

6 Reserved GROUP NUMBER

7 ADDITIONAL CDB LENGTH (18h)

8 (MSB)

SERVICE ACTION (000Dh)

9 (LSB)

10 WRPROTECT ANCHOR UNMAP Obsolete NDOB

1" Reserved

12 (MSB)

LOGICAL BLOCK ADDRESS

19 (LSB)

20 (MSB)

EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG

23 (LSB)

24 (MSB)

EXPECTED LOGICAL BLOCK APPLICATION TAG
25 (LSB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK

27 (LSB)

28 (MSB)

NUMBER OF LOGICAL BLOCKS

31 (LSB)
ThE OPERATION COBE-field, the ADDITIONAL CDB LENGTH field, and the SERVICE ACTION field are defined in
SHC-4 and shall’bé“set to the values shown in table 122 for the WRITE SAME (32) command.
See the WRITE SAME (10) command (see 5.43) for the definitions of the CONTROL byte, the GROUP NUMBER
field, the WRPROTECT field, the LOGICAL BLOCK ADDRESS field, the NUMBER OF LOGICAL BLOCKS field, the UNMAP
bit| and the ANCHOR bit.
See the WRITE SAME (16) command (see 5 .44) for the definition of the NDOR hit

If checking of the LOGICAL BLOCK REFERENCE TAG field is enabled (see table 107 in 5.33), then the EXPECTED
INITIAL LOGICAL BLOCK REFERENCE TAG field contains the value of the LOGICAL BLOCK REFERENCE TAG field
expected in the protection information of the first logical block accessed by the command instead of a value
based on the LBA (see 4.22.3).

If the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK
APPLICATION TAG field is enabled (see table 107 in 5.33), then the LOGICAL BLOCK APPLICATION TAG MASK field
contains a value that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in
every instance of protection information for each logical block accessed by the command. A LOGICAL BLOCK
APPLICATION TAG MASK bit set to one enables the checking of the corresponding bit of the EXPECTED LOGICAL
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BLOCK APPLICATION TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every
instance of protection information. A LOGICAL BLOCK APPLICATION TAG MASK field bit set to zero disables the
checking of the corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION TAG field with the
corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in every instance of protection information.

If the ATO bit is set to one in the Control mode page (see SPC-4) and checking of the LOGICAL BLOCK
APPLICATION TAG field is disabled (see table 107 in 5.33), or if the ATO bit is set to zero, then the LOGICAL BLOCK
APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLICATION TAG field shall be ignored.

S.LG WRITE USING TOKEN command

5.46.1 WRITE USING TOKEN command overview

The WRITE USING TOKEN command (see table 123) requests that the copy manager (see-SPC-4) write
lodical block data represented by the specified ROD token to the specified LBAs.

Table 123 — WRITE USING TOKEN command

Bit| 6 5 4 3 2 1 0

Byte

0 OPERATION CODE~(83h)

1 Reserved SERVICE ACTION (11h)

Reserved

6 (MSB)
soe LIST IDENTIFIER

9 (LSB)

10 (MSB)
ooe PARAMETER LIST LENGTH

13 (LSB)

14 Reserved GROUP NUMBER

15 CONTROL

The OPERATION €OBE field and the SERVICE ACTION field are defined in SPC-4 and shall be set to the values
shpwn in tablet423 for the WRITE USING TOKEN command.

The LIST IBENTIFIER field is defined in SPC-4. The list identifier shall be processed as if the LIST ID USAGE fidld
is et to Q0b in the parameter data for an EXTENDED COPY(LID4) command (see SPC-4).

The PARAMETER LIST LENGTH field specifies the length in bytes of the parameter data that is available to be
transferred from the Data-Out Buffer. A PARAMETER LIST LENGTH set to zero specifies that no data shall be
transferred. This shall not be considered an error.

See the PRE-FETCH (10)FETCH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER
field.

The CONTROL byte is defined in SAM-5.
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5.46.2 WRITE USING TOKEN parameter list

The parameter list for the WRITE USING TOKEN command is defined in table 124.

Table 124 — WRITE USING TOKEN parameter list

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
WRITE USING TOKEN DATA LENGTH (n - 1)
1 (LSB)
2 Reserved DEL_TKN IMMED
3
Reserved
7
8 (MSB)
OFFSET INTO ROD
15 (LSB)
16
ROD TOKEN
527
528
see Reserved
533
534
535 BLOCK DEVICE RANGE DESCRIPTOR LENGTH (n - 535)
Block device range descriptor list (if any)
536
Block device range descriptor [first] (see 5.7.3)
551
n-15
Block device range descriptor [last] (see 5.7.3)
n
The WRITE'USING TOKEN DATA LENGTH field specifies the length in bytes of the data that is available to be
trapsferced from the Data-Out Buffer. The write using token data length does not include the number of bytes
in the-WRITE USING TOKEN DATA LENGTH field.

If the WRITE USING TOKEN DATA LENGTH field is less than 0226h (i.e., 550), then the copy manager shall
terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID FIELD IN PARAMETER LIST.

If the contents of the WRITE USING TOKEN DATA LENGTH field is not equal to the contents of the BLOCK DEVICE
RANGE DESCRIPTOR LENGTH field plus 534 then the device server should terminate the command with CHECK
CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set to
INVALID FIELD IN PARAMETER LIST.

The immediate (IMMED) bit specifies when the copy manager shall return status for the WRITE USING TOKEN
command. If the IMMED bit is set to zero, then the copy manager shall process the WRITE USING TOKEN
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command until all specified operations are complete or an error is detected. If the IMMED bit is set to one, then
the copy manager:

1) shall validate the CDB (i.e., detect and report all errors in the CDB);

2) shall transfer all the parameter data to the copy manager;

3) may validate the parameter data;

4) shall complete the WRITE USING TOKEN command with GOOD status; and

5) shall complete processing of all specified operations as a background operation (see SPC-4).

If the operations specified by a WRITE USING TOKEN command are processed as a background operation
(i.4., the IMMED bit is set o one) (see SPC-4), then the copy manager shall not generate deferred errors (sé¢e
SAM-5) to report the errors encountered, if any, during this processing. The copy manager shall make lerror
information available to an application client using a RECEIVE ROD TOKEN INFORMATION command
(sge 5.22).

A delete token (DEL_TKN) bit set to one specifies that the ROD token specified in the ROD TOKEN field shoul
be|deleted when processing of the WRITE USING TOKEN command is complete. A DEL_TKN bit set to zer
specifies that the ROD token lifetime for the ROD token specified in the ROD TOKEN field’shall be as describ
in BPC-4.

The OFFSET INTO ROD field specifies the offset into the data represented by the ROD’token from the first byte
regresented by the ROD token to the first byte to be transferred. The offset is_specified in number of blocks
baged on the logical block length of the logical unit to which the WRITE USING TOKEN command is to wrife
data. The copy manager that processes the WRITE USING TOKEN command shall compute the byte offsgt
intp the ROD by multiplying the contents of the OFFSET INTO ROD field by, the logical block length of the logigal
unft to which the WRITE USING TOKEN command is to write data.

o O
o

EXJAMPLE - To calculate an offset, a ROD token is created from LBAs 15 to 20 followed by LBAs 40 to 100 by a copy
nager associated with a logical unit with a logical block length of'912 bytes per logical block. That ROD token is
cified in a WRITE USING TOKEN command that transfers one fogical block to a logical unit with a logical block length
096 bytes per logical block. The subsequent RECEIVE ROD TOKEN INFORMATION command indicates the
cessful transfer of 4 096 bytes by setting the TRANSFER'COUNT field to one. To create a WRITE USING TOKEN
mand that transfers bytes from the ROD token starting at the point where the previous WRITE USING TOKEN
mand stopped, the OFFSET INTO ROD field is set to-gne (i.e., the contents of the TRANSFER COUNT field) plus the valud in
thel OFFSET INTO ROD field in the previous WRITE,USING TOKEN command (i.e., zero). The copy manager multiplies ohe
(i.¢., the value in the OFFSET INTO ROD field) by.4.096 (i.e., the logical block length for the logical unit to which the data is
beiphg written) and the result is 4 096. As a result, the ROD token logical block that is the start of the transfer is LBA 8 (iJe.,
LBA 42 from the logical unit whose logical block length is 512 bytes per logical block that was used to create the ROD
token).

If the computed byte offset into.the ROD is greater than or equal to the number of bytes represented by thI
RQD token, then the copy-manager shall terminate the command with CHECK CONDITION status with th

sense key set to ILLEGAL-REQUEST and the additional sense code set to INVALID FIELD IN PARAMETHR
LIST.

If the ROD TOKENLENGTH field (see SPC-4) in the ROD TOKEN field is not set to 01F8h, then the copy manader
shall terminate;the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUES$T
and the additional sense key set to INVALID TOKEN OPERATION, INVALID TOKEN LENGTH.

The ROD\TOKEN field specifies the ROD token that represents the data from which logical block data is writtgn.
The®OD token is defined as follows:

a) a ROD token returned by a RECEIVE ROD TOKEN INFORMATION command; or
b) a block device zero ROD token (see 4.30.4).

If the ROD token does not match any known to the copy manager, then the copy manager shall terminate the
command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense code set to INVALID TOKEN OPERATION, TOKEN UNKNOWN.

The BLOCK DEVICE RANGE DESCRIPTOR LENGTH field specifies the length in bytes of the block device range
descriptor list. The block device range descriptor list length should be a multiple of 16. If the block device
range descriptor list length is not a multiple of 16, then the last block device range (see 5.7.3) descriptor is
incomplete and shall be ignored. If the block device range descriptor list length is less than 16, then the copy
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manager shall terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL
REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.

If the number of complete block device range descriptors is larger than the MAXIMUM RANGE DESCRIPTORS field
in the Block Device ROD Token Limits descriptor (see 6.6.6.3), then the copy manager shall terminate the
command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense code set to TOO MANY SEGMENT DESCRIPTORS.

If the same LBA is included in more than one block device range descriptor, then the copy manager shall
terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and

the
If t
fie

thd
to

If t
fie
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ma
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5.47 XDWRITEREAD (10) command

Th
an

additional sense code set to INVALID FIELD IN PARAMETER LIST.

he number of bytes of user data represented by the sum of the contents of the NUMBER OF LOGICAL(BLOC
ds in all of the complete block device range descriptors is larger than:

a) the MAXIMUM BYTES IN BLOCK ROD field in the block ROD device type specific features deseriptor in t
ROD token features third-party copy descriptor in the Third-party Copy VPD page (see"SPC-4) ang
that field is set to a nonzero value; or

b) the MAXIMUM TOKEN TRANSFER SIZE field in the Block Device ROD Token Limits|\descriptor
(see 6.6.6.3) and that field is set to a nonzero value,

n the copy manager shall terminate the command with CHECK CONDITION status with the sense key s
LLEGAL REQUEST and the additional sense code set to INVALID FIELDIN PARAMETER LIST.

he number of bytes of user data represented by the sum of the contents-of the NUMBER OF LOGICAL BLOC
ds in all of the complete block device range descriptors is larger thanythe number of bytes in the data
resented by the ROD token minus the computed byte offset into.the ROD (i.e., the total requested length
transfer exceeds the length of the data available in the data represented by the ROD token), then the co|
nager shall:

a) transfer as many whole logical blocks as possible; and

b) if any portion of a logical block that is written by-the copy manager corresponds to offsets into the
ROD at or beyond the length of the data represented by the ROD token, then write that portion of {
logical block with user data with all bits setto zero.

e copy manager may perform this check during the processing of each block device range descriptor.

e XDWRITEREAD (10) command (see table 125) requests that the device server perform the following
uninterrupted sequence of-actions (see 4.27):

1) perform read gperations from the specified LBAs;
2) transfer the specified number of logical blocks from the Data-Out Buffer;
3) perform,an XOR operation on:
A) the,User data contained in the logical blocks from the read operations; and
B).<he user data contained in the logical blocks transferred from the Data-Out Buffer;
4) stare the results of the XOR operation (i.e., the XOR data) in a buffer;
5)<.if the DISABLE WRITE bit is set to zero, then perform write operations to the specified LBAs using the

KS

et

of
Py

logical block data transferred from the Data-Out Buffer; and

6) transfer the results of the XOR operation to the Data-In Buffer.

The device server may process the LBAs in any order but shall perform this sequence in the specified order

for

a given LBA.
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Logical block data for this command may include protection information, based on the WRPROTECT field, the
XORPINFO bit, and the medium format. This command is only available on transport protocols supporting
bidirectional commands.

Table 125 — XDWRITEREAD (10) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (53h)
DISABLE
1 WRPROTECT DPO FUA WRITE Obsolete ()-XORPINFP
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)
TRANSFER LENGTH
8 (LSB)
9 CONTROL
The OPERATION CODE field is defined in SPC-4 and shall be sette the value shown in table 125 for the

XO
Se
Se

A DISABLE WRITE bit set to zero specifies that thedevice server shall perform a write operation using data

tra
Sp

If t
tra

If t
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If t

thd
to

Se

WRITEREAD (10) command.
e the WRITE (10) command (see 5.33) for the definitions of the WRPROTECT field and the FUA bit.
e the READ (10) command (see 5.11) for the definition of the DPO bit.

hsferred from the Data-Out Buffer after the XOR operation is complete. A DISABLE WRITE bit set to one
beifies that the device server shall not perform a write operation.

he XOR protection information (XORPINFO) bit is set to zero, then the device server shall not check or
hsmit protection information.

ne XORPINFO bit is set to one,the device server supports protection information, and the medium has be
matted with protection information, then the device server shall transmit protection information but shall not
bck any of the protection, information fields.

D
=

e XORPINFO bit is_sef.to one and the device server:

a) supports.protection information and the medium has not been formatted with protection informatior| or
b) does not(support protection information,

n the device server shall terminate the command with CHECK CONDITION status with the sense key spt
LLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

e(the PRE-FETCH (10) command (see 5.8) for the definition of the LOGICAL BLOCK ADDRESS field.

Se

e the PRE-FETCH (10) command (see 5.8) and 4.23 for the definition of the GROUP NUMBER field.

The TRANSFER LENGTH field specifies the number of contiguous logical blocks of data that the device server
shall read, transfer from the Data-Out Buffer, and XOR into a buffer, starting with the logical block referenced

by the LBA specified by the LOGICAL BLOCK ADDRESS field. If the specified LBA and the specified transfer

length exceed the capacity of the medium (see 4.5), then the device server shall terminate the command with
CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set
to LOGICAL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH field is constrained by the MAXIMUM

TRANSFER LENGTH field in the Block Limits VPD page (see 6.6.4).

The CONTROL byte is defined in SAM-5.
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5.48 XDWRITEREAD (32) command

- 233 -

The XDWRITEREAD (32) command (see table 126) requests that the device server perform the actions
defined for the XDWRITEREAD (10) command (see 5.47).

Table 126 — XDWRITEREAD (32) command

Bl,lte 7 6 4 3 2 1 0

0 OPERATION CODE (7Fh)

CONTROL

Reserved

5

6 Reserved GROUP NUMBER

7 ADDITIONAL CDB LENGTH (18h)

8 (MSB)

SERVICE ACTION (0007h)
9 (LSB)
10 WRPROTECT DPO FUA DISABLE | 5psolete | XORPINF
WRITE

1" Reserved

12 (MSB)

LOGICAL BLOCK ADDRESS

19 (LSB)

20

see Reserved

27

28 (MSB)

TRANSFER LENGTH

31 (LSB)
The OPERATION CODEfield, the ADDITIONAL CDB LENGTH field, and the SERVICE ACTION field are defined in
SHC-4 and shall-be.set to the values shown in table 126 for the XDWRITEREAD (32) command.
Sege the XDWRITEREAD (10) command (see 5.47) for the definitions of the other fields in this command.

5.49°XPWRITE (10) command

The XPWRITE (10) command (see table 127) requests that the device server perform the following as an
uninterrupted sequence of actions (see 4.27):

1) perform read operations from the specified LBAs;
2) transfer the specified number of logical blocks from the Data-Out Buffer;

3) perform an XOR operation on:

A) the user data contained in the logical block data from the read operations; and

B) the user data contained in the logical block data transferred from the Data-Out Buffer;

and
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4) perform write operations to the specified LBAs using the results of the XOR operation (i.e., the XOR
data).

The device server may process the LBAs in any order but shall perform this sequence in the specified order

for

a given LBA.

Logical block data for this command may include protection information, based on the XORPINFO bit and the
medium format.

Table 127 — XPWRITE (10) command

Bit
Blyte 7 6 5 4 3 2 1 0
0 OPERATION CODE (51h)
Reserved DPO FUA Reserved | Obsolete | XORPINFP
(MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)
TRANSFER LENGTH
8 (LSB)
9 CONTROL
The OPERATION CODE field is defined in SPC-4 and shallbe set to the value shown in table 127 for the
XAWRITE (10) command.
See the READ (10) command (see 5.11) for the définition of the DPO bit. See the WRITE (10) command
(sge 5.33) for the definition of the FUA bit. See-the PRE-FETCH (10) command (see 5.8) for the definition df

thd
thd
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If t
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If t

LOGICAL BLOCK ADDRESS field. See the PRE-FETCH (10) command (see 5.8) and 4.23 for the definition|of
GROUP NUMBER field.

ne XOR protection information (XORPINFO) bit is set to zero, the device server supports protection

prmation, and the medium has_been formatted with protection information, then the device server shall
Mminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
additional sense code seét to INVALID FIELD IN CDB.

>

he XORPINFO bit is set-to‘one, the device server supports protection information, and the medium has beg¢
matted with protection information, then the device server shall XOR the logical block data transferred frgm
Data-Out Bufféer with the logical block data read, and then write the resulting XOR data. The device senfer
il not check.afy of the protection information fields.

he XORPINEO bit is set to one and the device server:

a)< supports protection information and the medium has not been formatted with protection information;

or

B) dOes Not SUPPOTT protection information,

then the device server shall terminate the command with CHECK CONDITION status with the sense key set
to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

The TRANSFER LENGTH field specifies the number of contiguous logical blocks that shall be read, XORed with
logical blocks transferred from the Data-Out Buffer, and written, starting with the logical block referenced by
the LBA specified by the LOGICAL BLOCK ADDRESS field. If the specified LBA and the specified transfer length

exceed the capacity of the medium (see 4.5), then the device server shall terminate the command with

CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set
to LOGICAL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH field is constrained by the MAXIMUM

TRANSFER LENGTH field in the Block Limits VPD page (see 6.6.3).
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The CONTROL byte is defined in SAM-5.

5.50 XPWRITE (32) command

The XPWRITE (32) command (see table 128) requests that the device server perform the actions defined for
the XPWRITE (10) command (see 5.49).

Table 128 — XPWRITE (32) command
Bit

Blte 7 6 5 4 3 2 1 0

0 OPERATION CODE (7Fh)

CONTROL

Reserved

5

6 Reserved GROUP NUMBER

7 ADDITIONAL CDB LENGTH (18h)

8 (MSB)

SERVICE ACTION (0006h)

9 (LSB)

10 Reserved DRO FUA Reserved | Obsolete | XORPINFP

1" Reserved

12 (MSB)

LOGICAL BLOCK ADDRESS

19 (LSB)

20

Reserved

27

28 (MSB)

TRANSFER LENGTH

31 (LSB)
The OPERATION/CODE field, the ADDITIONAL CDB LENGTH field, and the SERVICE ACTION field are defined in
SHC-4 and'shall be set to the values shown in table 128 for the XPWRITE (32) command.
Seg the XPWRITE (10) command (see 5.49) for the definitions of the other fields in this command.
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6 Parameters for direct access block devices

6.1 Parameters for direct access block devices introduction

Table 129 shows the parameters for direct access block devices defined in clause 6 and a reference to the
subclause where each parameter type is defined.

6.]

6.2

Th

Th

a)
b)
c)

d)

p Address descriptors

.1 Address descriptor overview

s subclause describes the address descriptors (see table 130) used for:

e format type of an address,descriptor is:

Table 129 — Parameters for direct access block devices

Parameter type Reference
Address descriptors 6.2
Diagnostic parameters 6.3
Log parameters 64
Mode parameters 6.5
Vital product data (VPD) parameters 6.6
Copy manager parameters 6.7

the FORMAT UNIT command (see 5.3);

the READ DEFECT DATA commands-(see 5.17 and 5.18);
the Translate Address Input diagnostic page (see 6.3.4) for the SEND DIAGNOSTIC command (se
SPC-4); and

the Translate Address Output diagnostic page (see 6.3.5) for the RECEIVE DIAGNOSTIC RESULT

command (see SPC-4).

specified in the-DEFECT LIST FORMAT field in the CDB for the FORMAT UNIT command (see 5.3.1);
indicated in the BEFECT LIST FORMAT field in the READ DEFECT DATA parameter data (see 5.17.2 a
5.18.2);

specified/in"the SUPPLIED FORMAT field and the TRANSLATE FORMAT field for the Translate Address
Outputdiagnostic page; or

indicated in the SUPPLIED FORMAT field and the TRANSLATE FORMAT field for the Translate Address
Input diagnostic page.

e

S
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Table 130 defines the types of address descriptors.

Table 130 — Address descriptors

Af

Type Description Reference
000b Short block format address descriptor 6.2.2
001b Extended bytes from indexformat address descriptor 2 68.2.3
010b Extended physical sector format address descriptor @ 6.2.4
011b Long block format address descriptor 6.2.5
100b Bytes from index format address descriptor @ 6.2:6
101b Physical sector format address descriptor @ 62.7
110b Vendor specific
111b Reserved

@ This address descriptor format type is defined for direct access block devices using

rotating media (see 4.3.2).

.3.2 Short block format address descriptor

prmat type of 000b specifies the short block format address déscriptor (see table 131).

Table 131 — Short block format-address descriptor (000b)

Bit
Blyte 7 6 5 4 3 2 1 0

0 (MSB)

SHORT BLOCK ADDRESS

3 (LSB)
Fof the FORMAT UNIT parameter list, the SHORT BLOCK ADDRESS field specifies a four-byte LBA. If the
physical block containing,the-togical block referenced by the specified LBA contains additional logical blochs,
thgn the device server may consider the LBAs of those additional logical blocks to also have been specifiefl.

Fo
fod

Fo

I the READ DEEECT DATA parameter data, the SHORT BLOCK ADDRESS field indicates a vendor specific
r-byte value.

[ the Translate Address diagnostic pages, the SHORT BLOCK ADDRESS field contains:

a) afour-byte LBA, if the value is less than or equal to the capacity of the medium; or
b)Y\.a vendor specific four-byte value, if the value is greater than the capacity of the medium.

6.2.3 Extended bytes from index address descriptor

A format type of 001b specifies the extended bytes from index format address descriptor (see table 132). For
the FORMAT UNIT parameter list and the READ DEFECT DATA parameter data, this address descriptor
contains the location of a defect that:

a) is the length of one track (see 4.3.2);
b) is less than the length of a physical block; or
c) starts from one address descriptor and extends to the next address descriptor.
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For the Translate Address diagnostic pages, this address descriptor contains the location of an LBA. For the

Translate Address Output diagnostic page (see 6.2.5), if the SUPPLIED FORMAT field is set to 001b and

the

MADS bit in the ADDRESS TO TRANSLATE field is set to one, then the device server shall terminate the SEND
DIAGNOSTIC command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and

the additional sense code set to INVALID FIELD IN PARAMETER LIST.

Table 132 — Extended bytes from index format address descriptor (001b)

Bit
Blte 7 6 5 4 3 2 1 0

0 (MSB)

CYLINDER NUMBER

2 (LSB)

HEAD NUMBER
4 MADS Reserved (MSB)
- BYTES FROM INDEX (LSB)

The CYLINDER NUMBER field contains the cylinder number (see 4.3.2).
The HEAD NUMBER field contains the head number (see 4.3.2).

A nulti-address descriptor start (MADS) bit set to one specifies,that this address descriptor defines the

beginning of a defect that spans multiple addresses. The defect may be a number of sequential physical
bldcks on the same cylinder and head (i.e., a track) or may span a number of sequential tracks on the same

hepd. A MADS bit set to zero specifies that:

set to one; or

FFF_FFFFh).
See 4.13.2 for valid combinations,of two address descriptors that describe a defect.

The BYTES FROM INDEX field:

to the location being described; or
b) if set to FFF~EFFFh, specifies or indicates that the entire track is being described.

Mgqre than one legical block may be described by this address descriptor.

Table 133 defines the order of the fields used for sorting extended bytes from index format address
descriptors-if'the command using the address descriptors specifies sorting.

a) this address descriptor defines the end of @;defect if the previous address descriptor has the MADS p

b) this address descriptor defines a singlé track that contains one or more defects (i.e., the BYTES FRQM
INDEX field contains FFF_FFFFh)'dr.a single defect (i.e., the BYTES FROM INDEX field does not contgin

a) if not setto FFF_EFFFh, contains the number of bytes from the index (e.g., from the start of the tragk)

it

Table 133 — Sorting order for extended bytes from index format address descriptors

(MSB)
59 36 | 35 28 | 27

Bit:

(LSB)
0

CYLINDER NUMBER field HEAD NUMBER field BYTES FROM INDEX field
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6.2.4 Extended physical sector format address descriptor

A format type of 010b specifies the extended physical sector format address descriptor (see table 134). For
the FORMAT UNIT parameter list and the READ DEFECT DATA parameter data, this address descriptor
contains the location of a defect that:

a) is the length of one track (see 4.3.2);
b) is less than the length of a physical block; or
c) starts from one address descriptor and extends to the next address descriptor.

Fof the Translate Address diagnostic pages, this address descriptor specifies the Tocation of an LBA. For, the
Translate Address Output diagnostic page (see 6.2.5), if the SUPPLIED FORMAT field is set to 010b and the
MAPS bit in the ADDRESS TO TRANSLATE field is set to one, then the device server shall terminate the(SEND
DIAGNOSTIC command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST apd
thg additional sense code set to INVALID FIELD IN PARAMETER LIST.

Table 134 — Extended physical sector format address descriptor (010b)

Bit
Byte 7 6 5 4 3 2 1 0

0 (MSB)

CYLINDER NUMBER

2 (LSB)

HEAD NUMBER
4 MADS Reserved (MSB)
- SECTOR NUMBER (LSB)

The CYLINDER NUMBER field contains the cylindernumber (see 4.3.2).
The HEAD NUMBER field contains the head-\number (see 4.3.2).

A fmulti-address descriptor start (MADS) bit set to one specifies that this address descriptor defines the

beginning of a defect that spans multiple addresses. The defect may span a number of sequential physica
blgcks on the same cylinder andthead (i.e., a track) or may span a number of sequential tracks on the same
hefd. A MADS bit set to zero specifies that:

a) this address descriptor defines the end of a defect if the previous address descriptor has the MADS p
set to one; or

b) this address-descriptor defines a single track that contains one or more defects (i.e., the SECTOR
NUMBERAield contains FFF_FFFFh) or a single defect (i.e., the SECTOR NUMBER field does not conta
FFF_RFFFh).

it

n

See 4.13.2f0f valid combinations of two address descriptors that describe a defect.

The SECTOR NUMBER field:

d) If IIUt Dﬁt tU FFF_FFFF; I, bulltd;l 115) t;lb‘ bUbtUl ||u|||bc| (DUC 432) Uf ti 1< iUbdtiUll IUUiI Iy UIUbe ;IUUUI, U
b) if setto FFF_FFFFh, specifies or indicates that the entire track is being described.

More than one logical block may be described by this address descriptor.
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Table 135 defines the order of the fields used for sorting extended physical sector format address descriptors
if the command using the address descriptors specifies sorting.

Table 135 — Sorting order for extended physical sector format address descriptors

(MSB)

Bit: 59

36 | 35 28 | 27

(LSB)
0

CYLINDER NUMBER field

HEAD NUMBER Tield

SECTOR NUMBER field

6.3.5 Long block format address descriptor

A format type of 011b specifies the long block format address descriptor (see table 136).

Table 136 — Long block format address descriptor (011b)

Bit
Blte 7 6 5 4 3 2 1 0

0 (MSB)

coe LONG BLOCK ADDRESS

7 (LSB)

Fof the FORMAT UNIT parameter list, the LONG BLOCK ADDRESS field specifies an eight-byte LBA. If the
physical block containing the logical block referenced by the specified LBA contains additional logical bloch
thgn the device server may consider the LBAs of thosé@dditional logical blocks to also have been specifiefl.

F
e

(ke

Fof the Translate Address diagnostic pages;‘the LONG BLOCK ADDRESS field contains:

6.4.6 Bytes from index format.address descriptor

A format type of 100b specifies the bytes from index format address descriptor (see table 137). This addre

degcriptor contains thellocation of a track or an offset from the start of a track.

r the READ DEFECT DATA parameter data, the.tONG BLOCK ADDRESS field indicates a vendor specific
ht-byte value.

a) an eight-byte LBA, if the value:isiléss than or equal to the capacity of the medium; or
b) a vendor specific eight-byte, if the value is greater than the capacity of the medium.

Table 137 — Bytes from index format address descriptor (100b)

»

oY
(7]

Bit
Blyte 7 6 5 4 3 2 1 0
0 (MSB)
coe CYLINDER NUMBER - |
2 (LSB)
HEAD NUMBER

4 (MSB)
coe BYTES FROM INDEX ]
7 (LSB)

The CYLINDER NUMBER field contains the cylinder number (see 4.3.2).
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The HEAD NUMBER field contains the head number (see 4.3.2).

The BYTES FROM INDEX field contains the number of bytes from the index (e.g., from the start of the track) to
the location being described. A BYTES FROM INDEX field set to FFFF_FFFFh specifies or indicates that the
entire track is being described.

More than one logical block may be described by this address descriptor.

Table 138 defines the order of the fields used for sorting bytes from index format address descriptors if the
command using the address descriptors specifies sorting.

Table 138 — Sorting order for bytes from index format address descriptors

(MSB) (LSB)
63 40 | 39 32| 31 0

CYLINDER NUMBER field HEAD NUMBER field BYTES FROM INDEX field

6.3.7 Physical sector format address descriptor

A format type of 101b specifies the physical sector format address descriptar (see table 139). This address
degcriptor contains the location of a track or a sector (see 4.3.2).

Table 139 — Physical sector format address descriptor (101b)

Byte
0 (MSB)
CYLINDER NUMBER
2 (LSB)
3 HEAD NUMBER
4 (MSB)
SECTOR NUMBER
7 (LSB)

ThE CYLINDER NUMBER fi€ld)contains the cylinder number (see 4.3.2).

The HEAD NUMBER figld*contains the head number (see 4.3.2).

The SECTOR NUMBER field contains the sector number (see 4.3.2). A SECTOR NUMBER field set to FFFF_FFFFh
specifies or indicates that the entire track is being described.
Mgre thanzone logical block may be described by this address descriptor.
Table 140 defines the order of the fields used for sorting physical sector format address descriptors if the
command using the address descriptors specifies sorting
Table 140 — Sorting order for physical sector format address descriptors
Bit: (MSB) (LSB)

63 40 | 39 32 | 31 0

CYLINDER NUMBER field HEAD NUMBER field SECTOR NUMBER field
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6.3 Diagnostic parameters

6.3.1 Diagnostic parameters overview
See table 141 for references to the pages and descriptors for diagnostic parameters used by direct access
block devices.

The diagnostic pages and their corresponding page codes for direct access block devices are defined in
table 141.

Table 141 — Diagnostic page codes for direct access block devices

Diagnostic page name Page code Reference
Diagnostic pages assigned by SPC-4 30h to 3Fh SPC-4
Rebuild Assist Input diagnostic page aoh 6.3.2
Rebuild Assist Output diagnostic page 6.3.3
SCSI enclosure services diagnostic pages 01h te~2Fh SES-2
Supported Diagnostic Page diagnostic page 00h SPC-4
Translate Address Input diagnostic page 6.3.4
Translate Address Output diagnostic page 4on 6.3.5
Obsolete 41h

Vendor Specific diagnostic pages 80h to FFh

Reserved for this standard 43h to 7Fh
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6.3.2 Rebuild Assist Input diagnostic page
An application client sends a RECEIVE DIAGNOSTIC RESULTS command to retrieve a Rebuild Assist Input

diagnostic page (see table 142), which provides information about whether the rebuild assist mode (see 4.20)
is enabled or not and a device server’s rebuild assist mode capabilities.

Table 142 — Rebuild Assist Input diagnostic page

Bit
Hyte 7 6 5 4 3 2 1 0
0 PAGE CODE (42h)
1 Reserved
2 (MSB)
PAGE LENGTH (4 + (2 x n))
3 (LSB)
4 Reserved ENABLEL
5
Reserved
6
7 PHYSICAL ELEMENT LENGTH (n)
8
DISABLED PHYSICAL ELEMENT MASK (if any)
7+n
8+n
DISABLEB'PHYSICAL ELEMENT (if any)
7|+ (2% n)

The PAGE CcODE field and the PAGE LENGTH\field are defined in SPC-4 and shall be set to the values defined
taljle 142.

An|ENABLED bit set to one indicates that the rebuild assist mode is enabled. An ENABLED bit set to zero
ingicates that the rebuild assist mode is disabled.

n

ThE PHYSICAL ELEMENT LENGTH field indicates the length in bytes of the DISABLED PHYSICAL ELEMENT MASK figld

anf the length in bytes of the DISABLED PHYSICAL ELEMENT field.

The bits in the DISABLERPHYSICAL ELEMENT MASK field indicate the bits in the DISABLED PHYSICAL ELEMENT figld
that are supported. Each bit set to one in the DISABLED PHYSICAL ELEMENT MASK field indicates that the
cofresponding bit'in the DISABLED PHYSICAL ELEMENT field is supported and may be set to one in a Rebuild

Aspist Outputdiagnostic page sent with a SEND DIAGNOSTIC command.

The bitsqin‘the DISABLED PHYSICAL ELEMENT field indicate the physical elements that are disabled in this logigal
unft. Each bit set to one indicates that a physical element is disabled, and the device server shall report
predicted read errors and predicted write errors for the associated group of LBAs.

=



https://standardsiso.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

— 244 - ISO/IEC 14776-323:2017 © ISO/IEC 2017

6.3.3 Rebuild Assist Output diagnostic page

An application client sends a SEND DIAGNOSTIC command to send a Rebuild Assist Output diagnostic page
(see table 143) that:

a) enables or disables rebuild assist mode (see 4.20.2); and/or
b) puts the logical unit in a simulated failure mode by disabling physical elements in conjunction with
rebuild assist mode (see 4.20.5).

Table 143 — Rebuild Assist Output diagnostic page

Bit
Hyte 7 6 5 4 3 2 1 0
0 PAGE CODE (42h)
1 Reserved
2 (MSB)
PAGE LENGTH (4 + (2 x n))
3 (LSB)
4 Reserved ENABLE
5
Reserved
6
7 PHYSICAL ELEMENTLENGTH (n)
8
DISABLED PHYSICAL ELEMENT MASK (if any)
7+n
8+n
BISABLE PHYSICAL ELEMENT (if any)
7|+ (2% n)

The PAGE CODE field and the PAGE LENGTH field are defined in SPC-4 and shall be set to the values defined
taljle 143.

n

An| ENABLE bit set to one spéecifies that, after all fields in this diagnostic page have been validated:

a) a self-test of the physical elements in the logical unit may be performed; and
b) rebuild assist.mode is enabled.

An[ENABLE bit setitozero specifies that:

a) rebuild(assist mode shall be disabled;
b) the-other fields in this page shall be ignored; and
c)« allphysical elements shall be enabled.

The PHYSICAL ELEMENT LENGTH field shall be set to the same value that is returned in the PHYSICAL ELEMENT
LENGTH field in the Rebuild Assist Input diagnostic page.

If the PHYSICAL ELEMENT LENGTH field is not set to the same value that is returned in the PHYSICAL ELEMENT
LENGTH field in the Rebuild Assist Input diagnostic page, then the device server shall terminate the command
with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code
set to INVALID FIELD IN PARAMETER LIST.

The device server shall ignore the DISABLED PHYSICAL ELEMENT MASK field.

Each bit in the DISABLE PHYSICAL ELEMENT field specifies a physical element that shall be disabled. A bit set to
one in the DISABLE PHYSICAL ELEMENT field specifies that the device server shall respond to read commands
and write commands specifying LBAs associated with that physical element as if the associated LBAs have
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predicted errors. A bit set to zero in the DISABLE PHYSICAL ELEMENT field specifies that the device server shall
respond to read commands and write commands specifying LBAs associated with that physical element as if
the associated LBAs do not have predicted errors. If the ENABLE bit is set to one, and the DISABLE PHYSICAL
ELEMENT field specifies:

a) any bits set to one that are not supported by the logical unit;
b) all bits that are supported by the logical unit are set to one; or
c) setting to zero any bits that are set to one,

then the device server shall terminate the command with CHECK CONDITION status with the sense key set
to [LLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.

6.3.4 Translate Address Input diagnostic page

Table 144 defines the Translate Address Input diagnostic page sent by a device server in response to a
RECEIVE DIAGNOSTIC RESULTS command after a Translate Address Output diagnosticpage (see 6.3.4
hag been sent by an application client with the SEND DIAGNOSTIC command. If a Translate”Address Outgut
diggnostic page has not yet been processed by the device server, the results of a RECEIVE DIAGNOSTIC
RESULTS command requesting this diagnostic page are vendor specific.

~

Table 144 — Translate Address Input diagnosticpage

Bit
Hyte 7 6 5 4 3 2 1 0
0 PAGE CODE (40h)
1 Reserved
2 (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
4 Reserved SUPPLIED FORMAT
5 RAREA | ALTSEC ALTFRK Reserved TRANSLATED FORMAT
Translated address list
6 (MSB)
TRANSLATED ADDRESS 1 (if any)
13 (LSB)
n-7 (MSB)
TRANSLATED ADDRESS X (if any)
n (LSB)

The PAGE CODE field is defined in SPC-4 and shall be set to the value shown in table 144 for the Translate

Address Input diagnostic page
Ll ~J L ~J

The PAGE LENGTH field is defined in SPC-4.

The SUPPLIED FORMAT field contains the value from the SUPPLIED FORMAT field in the previous Translate
Address Output diagnostic page (see 6.3.5).

A reserved area (RAREA) bit set to zero indicates that no part of the translated address falls within a reserved
area of the medium (e.g., speed tolerance gap, alternate sector, or vendor reserved area). A RAREA bit set to
one indicates that all or part of the translated address falls within a reserved area of the medium. If the entire
translated address falls within a reserved area, then the device server may not return a translated address.
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An alternate sector (ALTSEC) bit set to zero indicates that no part of the translated address is located in an
alternate sector of the medium or that the device server is unable to determine this information. An ALTSEC bit
set to one indicates that the translated address is located in an alternate sector of the medium. If the device
server is unable to determine if all or part of the translated address is located in an alternate sector, then the
device server shall set this bit to zero.

An alternate track (ALTTRK) bit set to zero indicates that no part of the translated address is located on an
alternate track of the medium. An ALTTRK bit set to one indicates that part or all of the translated address is
located on an alternate track of the medium or the device server is unable to determine if all or part of the

trapslated-address-is located-on-an-alternate track

The TRANSLATED FORMAT field contains the value from the TRANSLATE FORMAT field in the previous Translatl
Address Output diagnostic page (see 6.3.4).

The TRANSLATED ADDRESS field(s) contains the address descriptor (see 6.2) that the device server-iranslatgd
from the address descriptor supplied by the application client in the previous Translate Address)Output
diggnostic page (see 6.3.5). Each field shall be in the format (see 6.2) specified in the TRANSLATED FORMAT|
field. If the short block format address descriptor (see 6.2.2) is specified, then the first four bytes of the
TRANSLATED ADDRESS field shall contain the short block format address descriptor and\the last four bytes shall
coptain 0000_0000h.

If the returned data is in short block format (see 6.2.2), long block format (see 6.25), or physical sector format
(sge 6.2.7) and the ADDRESS TO TRANSLATE field in the previous Translate Address Output diagnostic page
coyers more than one address after it has been translated (e.g., because of‘multiple physical sectors withir a
single logical block or multiple logical blocks within a single physical sector), then the device server shall
return all possible addresses that are contained in the area specified by the address to be translated. If the
returned data is in bytes from index format (see 6.2.6), the devieeserver shall return a pair of translated
values for each of the possible addresses that are contained.in the area specified by the ADDRESS TO
TRANSLATE field in the previous Translate Address Output diaghostic page. Of the pair of translated values
returned, the first indicates the starting location and the second the ending location of the area.
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6.3.5 Translate Address Output diagnostic page

The Translate Address diagnostic pages provides a method for an application client to have a device server
translate an address descriptor (see 6.2) from one format to another. The address descriptor to be translated
is sent to the device server in the Translate Address Output diagnostic page with a SEND DIAGNOSTIC
command and the results are returned by the device server in the Translate Address Input diagnostic page
sent in response to a RECEIVE DIAGNOSTIC RESULTS command.

Table 145 defines the format of the Translate Address Output diagnostic page sent with the SEND

DI

de

GNOSTIC command. The translated address returned-in the Translate Address Inrl_u it dingnncfin page-s

ined in 6.3.4.

Table 145 — Translate Address Output diagnostic page

Bit

7 6 5 4 3

PAGE CODE (40h)

Reserved

(MSB)

PAGE LENGTH (000Ah)

(LSB)

Reserved

SUPPLIED FORMAT

Reserved

TRANSLATE FORMAT

O g h~h|W|IN = O

(MSB)

13

ADDRESS TO TRANSLATE

(LSB)

Th
tal

Th
se
co
se

Th
ad
ter|
ILY

Th
thd
for

of

e PAGE CODE field and PAGE LENGTH field are, defined in SPC-4 and shall be set to the values shown in
le 145 for the Translate Address Output diagnostic page.

e SUPPLIED FORMAT field specifies theformat (see 6.2) of the ADDRESS TO TRANSLATE field. If the device
'ver does not support the requested-format, then the device server shall terminate the SEND DIAGNOST|C
mmand with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additioral
nse code set to INVALID FIELD IN PARAMETER LIST.

e TRANSLATE FORMAT field.specifies the format (see 6.2) the device server shall use for the result of the
dress translation. If the device server does not support the specified format, then the device server shall
minate the SEND/DIAGNOSTIC command with CHECK CONDITION status with the sense key set to
EGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.

> ADDRESS. TO-TRANSLATE field contains a single address descriptor that the application client is requesting
device sepver to translate. The format of this field depends on the value in the SUPPLIED FORMAT field. The
mats are described in 6.2. If the short block format address descriptor is specified, then the first four bytes
he ADDRESS TO TRANSLATE field shall contain the short block format address descriptor and the last four

bytes-shall contain 0000_0000h
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6.4 Log parameters

6.4.1 Log parameters overview

6.4.1.1 Summary of log pages

See table 146 for references to the log pages and their corresponding page codes and subpage codes for

direct access block devices. See SPC-4 for a detailed description of logging operations.

Table 146 — Log page codes and subpage codes for direct access block devices

log page name Page code @ | Subpage code 27| Referende
Application Client log page OFh 00h SPC-4
ATA PASS-THROUGH Results 16h 00h SAT-3
Background Scan Results log page 15h 00h 6.4.2
Buffer Over-Run/Under-Run log page 01h 00h SPC-4
Format Status log page 08h 00h 6.4.3
Informational Exceptions log page 2Fh 00h SPC-4
Llast n Deferred Errors Or Asynchronous Events log page 0Bh 00h SPC-4
llast n Error Events log page 07h 00h SPC-4
Llogical Block Provisioning log page 0Ch 00h 6.4.4
Non-Medium Error log page 06h 00h SPC-4
Non-volatile Cache log page 17h 00h 6.4.5
Frotocol-Specific Port log pages 18h 00h to FEh SPC-4
Read Error Counters log page 03h 00h SPC-4
$elf-Test Results log page 10h 00h SPC-4
$olid State Media log page 11h 00h 6.4.6
$tart-Stop Cycle Counter log-page OEh 00h SPC-4
$upported Log Pages log page 00h FFh SPC-4
$upported Log Pages-and Subpages log page 00h 00h SPC-4
$upported Subpages 01h to 3Fh FFh SPC-4
Temperaturefog page 0Dh 00h SPC-4

erify Error Counters log page 05h 00h SPC-4
\Vrite Error Counters log page 02h 00h SPC-4
Vendor specific 30h to 3Eh 00h to FEh n/a

@ All page code and subpage code combinations not shown in this table are reserved.

6.4.1.2 Setting and resetting log parameters

In a LOG SELECT command (see SPC-4), an application client may specify that:

a) all the parameters in a log page or pages are to be reset (i.e., the PCR bit set to one and the

PARAMETER LIST LENGTH field is set to zero); or
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b) individual parameters in log page are to be changed to specified new values (i.e., the PCR bit is set to
zero and the PARAMETER LIST LENGTH field is not set to zero).

The device server processing of LOG SELECT commands (see SPC-4) that request changes to individual log
parameters or reset all log parameters depend on the log parameter that is being changed or reset, and is

specified in the table that defines the log parameter using the keywords defined in table 147 (also see SPC-4).

Table 147 — Keywords for resetting or changing log parameters

Device server processing when:

SPC-4 for description of possible
error conditions.

INVALID FIELD dN;PARAMETER LIST, and
b) do not make anyrequested changes in any field i

any log parameter in any log page

Keyword
PCR bit is set to one @ PCR bit is set to zero P
Always Reset the log parameter. Change the log parameter.
Reset Only | Reset the log parameter. If any changes are requested in the’RARAMETER VALUE
field of the log parameter, then:
. a) terminate the commandwith CHECK CONDITION
Do not reset the log parameter; see .
the LOG SELECT command in status, with the sense¢key set to ILLEGAL
Never REQUEST, and the-additional sense code set to

=]

@ If the PCR bit is set to one, and the PARAMETER LIST LENGTH-field is not set to zero, then the device

server shall terminate the LOG SELECT command (see.SRPC-4).

are changed (see SPC-4).

b |f the PCR bit is set to zero, and the PARAMETER LIST LENGTH field is set to zero. then no log parameter,

o7

6.4

6.4

Us

.2 Background Scan log page

.2.1 Background Scan log page overview

ng the format shown in table 149, the!Background Scan log page reports information about:

a) background pre-scan operations (see 4.24.2) and background medium scan operations (see 4.24.

and

b) any logical blocks where an error was detected during a background scan operation.

The parameter codes forithe Background Scan log page are defined in table 148.

Table 148 — Background Scan log page parameter codes

Plarameter-code | Description gﬁ:ﬁgzg:;;); Reference rsel;%?:::l
0000h Background Scan Status Never 6.4.2.2 Mandatory

0001h to 0800h | Background Scan Results Reset Only 6.4.2.3 Optional b

8000h to AFFFh | Vendor specific n/a Optional

All others

Reserved

@ The keywords in this column — Always, Reset Only, and Never — are defined in 6.4.1.2.
b If the Background Scan log page is supported, then at least one Background Scan Results log
parameter shall be supported.
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The Background Scan log page has the format defined in table 149.

Table 149 — Background Scan log page

Bit
Byte 7 6 5 4 3 2 0
0 DS (1b) SPF (0Ob) PAGE CODE (15h)
1 SUBPAGE CODE (00h)
2 (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
Background scan parameters
4
Background scan parameter [first] (if any)
oo Background scan parameter [last] (if any)
n

The disable save (Ds) bit, the subpage format (SPF) bit, the PAGE CODE field, the SUBPAGE CODE field, and tk
PAGE LENGTH field are described in SPC-4.

The DS bit, the SPF bit, the PAGE CODE field, and the SUBPAGE CODE field shall be set to the values shown in
tahjle 149 for the Background Scan log page.

If the device server processes a LOG SELECT command with the PCR bit set to one (see SPC-4), then the
deyice server shall:

a)
b)

not change the values in the Background Scan Status log parameter; and
delete all Background Scan Results log parameters.
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6.4.2.2 Background Scan Status log parameter

The Background Scan Status log parameter for the Background Scan log page has the format defined in
table 150.

Table 150 — Background Scan Status log parameter format

Bit 7 6 5 4 3 2 1 0
Byte
0 (MSB)
PARAMETER CODE (0000h)
1 (LSB)
. Parameter control byte — binary format list log parameter (see SRC-4)
DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (OCh)
4 (MSB)
ACCUMULATED POWER ON MINUTES
7 (LSB)
Reserved
9 BACKGROUND SCAN STATUS
10 (MSB)
NUMBER OF BACKGROQUND SCANS PERFORMED
11 (LSB)
12 (MSB)
BACKGROUND SCAN PROGRESS
13 (LSB)
14 (MSB)
NUMBER(OF BACKGROUND MEDIUM SCANS PERFORMED
15 (LSB)
The PARAMETER CODE field is described in SPC-4 and shall be set to the value shown in table 150 for the
Background Scan Status log parameter.
The DU bit, the TSD bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Background Scan
Status log parameter shall be set for a binary format list log parameter as described in SPC-4.
The PARAMETER LENGTH field is described in SPC-4 and shall be set to the value shown in table 150 for the
Background Scan‘Status log parameter.
The ACCUMULATED POWER ON MINUTES field indicates the number of minutes the device server has been
powered on since manufacturing.
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Table 151 defines the BACKGROUND SCAN STATUS field.

Table 151 — BACKGROUND SCAN STATUS field

Code Description
00h No background scan operation is active.
01h A hnr‘l(grmmd medium-scan nlr_\nrnfinn is_active
02h A background pre-scan operation is active.
03h A background scan operation was halted due to a fatal error.
04h A background scan operation was halted due to a vendor specific pattern of errors:
A background scan operation was halted due to the medium being formattedwithout the
05h
PLIST.
06h A background scan operation was halted due to a vendor specific cause.
07h A background scan operation was halted due to the temperature‘being out of the allowed
range.
Background medium scan operations are enabled (i.e., the.EN_BMS bit is set to one in the
Background Control mode page (see 6.5.4)), and no background medium scan operation is
08h e . ; i . ) o
active (i.e., the device server is waiting for Background Medium Scan Interval timer expiration
before starting the next background medium scanyoperation).
09h A background scan operation was halted due fo‘the S_L_FULL bit being set to one in the
Background Control mode page (see 6.5.4) and the background scan results list being full.
0Ah A background pre-scan operation was halted due to the Background Pre-scan Time Limit
timer expiring.
OBh to FFh | Reserved
ThEe NUMBER OF BACKGROUND SCANS PERFORMED field indicates the number of background scan operations
(i.g., the total number of background pre-scan operations plus the number of background medium scan
opgrations) that have been performedsince the SCSI target device was shipped by the manufacturer.
ThE BACKGROUND SCAN PROGRESSfield indicates the percent complete of a background scan operation in
pragress. The returned valug is'a numerator that has 65 536 (i.e., 1_0000h) as its denominator. If there is no
bapkground scan operation,in progress (i.e., no background scan operation has been initiated since power pn
or the most recent background scan operation has completed), then the device server shall set the
BACKGROUND SCAN PROGRESS field to 0000h.
The NUMBER OFBACKGROUND MEDIUM SCANS PERFORMED field indicates the number of background medium

scan operations that have been performed since the SCSI target device was shipped by the manufacturer.|If

thg NUMBER\.OF BACKGROUND MEDIUM SCANS PERFORMED field contains 0000h, then the number of backgroupd

medium'sean operations is unknown.

The'total number of background pre-scan operations that have been performed is the value in the NUMBER pDF

BACKGROUND SCANS PERFORMED field minus the value in the NUMBER OF BACKGROUND MEDIUM SCANS
PERFORMED field.
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6.4.2.3 Background Scan Results log parameter

The Background Scan Results log parameter for the Background Scan log page has the format defined in
table 152. If the Background Scan log page is reset, then all Background Scan Results log parameters are
discarded. If no errors have occurred during a background scan or the Background Scan log page has been
reset, then no Background Scan Results log parameters shall be present.

Table 152 — Background Scan Results log parameter format

Bit
Blyte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE (0001h to 0800h)

1 (LSB)
. Parameter control byte — binary format list log parameter (see.SPC-4)

DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (14h)
4 (MSB)
ACCUMULATED POWER ON MINUTES
7 (LSB)

REASSIGN STATUS SENSE KEY

9 ADDITIONAL.SENSE CODE
10 ADDITIONAL SENSE CODE QUALIFIER
11
Vendor specific
15
16 (MSB)
LOGICAL BLOCK ADDRESS
23 (LSB)

The PARAMETER CODE field is desScribed in SPC-4 and shall be set to a value from 0001h through 0800h in
sefuence as errors are diseovered during a background scan operation. When all of the supported parameter
cofle values have been.used, and a new error is discovered during a background scan operation, the oldest
Background Scan Results log parameter in the list (i.e., the Background Scan Results log parameter with the
smallest value in-the’ ACCUMULATED POWER ON MINUTES field) shall be discarded, and the PARAMETER CODE
field in the Background Scan Results log parameter for the new defect shall be set to the parameter code
value of theddiscarded Background Scan Results log parameter.

The DU bit;'the TSD bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for a Background Scan
Results\og parameter shall be set for a binary format list log parameter as described in SPC-4.

The PARAMETER LENGTH field is defined in SPC-4 and shall be set to the value shown in table 152 for the
Background Scan Results log parameter.

The ACCUMULATED POWER ON MINUTES field indicates the number of minutes that the device server has been
powered on since manufacturing at the time the background scan error reported in the Background Scan
Results log parameter occurred.
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Table 153 defines the REASSIGN STATUS field.

Table 153 — REASSIGN STATUS field (part 1 of 2)

Reason
Code | LOWIR bit @ .
0"9'"?," Additional conditions
o 4 error
1h Yes | Yes Recovered or The LBA has not yet been reassigned. °
unrecovered
The device server performed automatic read reassignment for the
2h Yes | No Recovered LBA (i.e., performed a reassign operation for the LBA and a write
operation with recovered logical block data). d
The device server’s attempt to perform automaticread reassignment
4h Yes | Yes | Recovered | failed. The logical block may or may not now have an uncorrectable
error. ©
5h Yes | No Recovered The error was correctfad by the dfeVIce server rewriting the logical
block without performing a reassign-operation.
Either:
a) an application client caused automatic write reassignment for the
6h Yes | Yes Recovered or LBA with a command’performing a write operation; or
unrecovered | b) the LBPRz bit is setto one in the Logical Block Provisioning VPO
page (see 6.6.4),-and an application client caused an unmap
operation for-the LBA. ©
Either:
a) an application client caused a reassign operation for the LBA with
7h Yes | Yes Recoveredor a REASSIGN BLOCKS command; or
unrecovered | b)_ theLBPRz bit is set to zero in the Logical Block Provisioning VPID
page (see 6.6.4), and an application client caused an unmap
operation for the LBA. ©
Key:
Yes = specifies that a Bagkground Scan Results log parameter shall be generated for the error.
No = specifies that a Background Scan Results log parameter shall not be generated for the error

@ The LOWIR bit in th& Background Control mode page (see 6.5.4).

b Type of error,detected while reading the logical block referenced by the LBA specified by the LOGICAL
BLOCK ADDRESS field in the Background Scan Results log parameter (see 6.4.2.3) during a background
scan operation.

C The REASSIGN STATUS field in a given log parameter changes from 1h or 4h to 6h, 7h, or 8h when a
reassign operation, write operation, or unmap operation on the LBA succeeds or when a reassign
operation on the LBA fails. After the LBA is reassigned, any subsequent medium error occurring for the
LBA is reported in a new log parameter with the same value in the LOGICAL BLOCK ADDRESS field as th¢
value in the LOGICAL BLOCK ADDRESS field in the log parameter for the previous medium error for the
LBA.

4 The ARRE bit in the Read-Write Error Recovery mode page (see 6.5.8) controls automatic read
reassignment based on errors detected during all read medium operations, including those that are
part of background scan operations.
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Table 153 — REASSIGN STATUS field (part 2 of 2)

Code | LOWIR bit @

Reason

Original

error P Additional conditions
0 1

8h Yes | Yes

An application client’s request for a reassign operation for the LBA
Recoveredor | with a REASSIGN BLOCKS command failed. The logical block

unrecovered | reterenced by the LBA may or may not still have an uncorrectable
error.

All
hers

Reserved

S

Z <X X1lo

ey:

= specifies that a Background Scan Results log parameter shall be generated for\the error.
= specifies that a Background Scan Results log parameter shall not be generated for the error

(0]
a
b

The LOWIR bit in the Background Control mode page (see 6.5.4).
Type of error detected while reading the logical block referenced by the \BA specified by the LOGICAL|
BLOCK ADDRESS field in the Background Scan Results log parameter (see’/6.4.2.3) during a backgroun
scan operation.

The REASSIGN STATUS field in a given log parameter changes fromyth or 4h to 6h, 7h, or 8h when a
reassign operation, write operation, or unmap operation on the/LBA succeeds or when a reassign
operation on the LBA fails. After the LBA is reassigned, any;subsequent medium error occurring for th
LBA is reported in a new log parameter with the same value in the LOGICAL BLOCK ADDRESS field as th
value in the LOGICAL BLOCK ADDRESS field in the log parameter for the previous medium error for the
LBA.

The ARRE bit in the Read-Write Error Recovery mode page (see 6.5.8) controls automatic read
reassignment based on errors detected duringtall read medium operations, including those that are
part of background scan operations.

T

W

If 4ense data is available, then the device.server shall set the SENSE KEY field, the ADDITIONAL SENSE CODE

field,

conditions that occurred during the background scan operation. The content of these fields is represented
thg same format used by the sense data (see SPC-4).

The LOGICAL BLOCK ADDRESS.field indicates the LBA associated with the medium error.

and the ADDITIONAL SENSE CODE QUAVIFIER field to a hierarchy of additional information relating to erro

-

>
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6.4.3 Format Status log page
6.4.3.1 Format Status log page overview
Using the format shown table 155, the Format Status log page reports information about the most recent

successful format operation and the state of the direct access block device since that operation was
performed. The parameter codes for the Format Status log page are listed in table 154.

Table 154 — Format Status log page parameter codes

Plarameter code | Description gﬁ:‘;:g:;:g Reference ::c:):?;l
0000h Format Data Out Never 6.4.3.2 Mandatory
0001h Grown Defects During Certification Never 6.4.3.3 Mandatory
0002h Total Blocks Reassigned During Never 6.4.3.4 Mandatory

Format
0003h Total New Blocks Reassigned Never 6.4.3.5 Mandatory
0004h Power On Minutes Since Format Never 6.4.3.6 Mandatory

(J005h to 7FFFh | Reserved

8000h to FFFFh | Vendor specific Optional

@ The keywords in this column — Always, Reset Only, and:Never — are defined in 6.4.1.2.

The Format Status log page has the format defined instable 155.

Table 155+ Format Status log page

Blte Bit| 4 6 5 4 3 2 1 0
0 DS (1b) SPF (0b) PAGE CODE (08h)
1 SUBPAGE CODE (00h)
2 (MSB)
3 PAGE LENGTH (n - 3) (LSB)
Format Status log parameters
4
b Format Status log parameter [first]
Format Status log parameter [last]
n

The disable save (Ds) bit, the subpage format (SPF) bit, the PAGE CODE field, the SUBPAGE CODE field, and the
PAGE LENGTH field are described in SPC-4.
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The DS bit, the SPF bit, the PAGE CODE field, and the SUBPAGE CODE field shall be set to the values shown in
table 155 for the Format Status log page.

If a format operation has never been performed by the logical unit, then the log parameter for each Format
Status log parameter listed in table 154 is not defined by this standard. If a device server begins a format

operation, then the device server shall set each byte of the log parameter data (i.e., bytes four to n of the log
parameter), if any, to FFh for each Format Status log parameter (e.g., if the PARAMETER LENGTH field is set to
02h, then the log parameter data is set to FFFFh).

If the most recent format operation failed or the information for a Format Status log parameter is not available,

thd
pa
thd
pa
6.4

Th

n the device server shall return FFh in each byte of the log parameter data (i.e., bytes tour to n of the o
rameter), if any, for the Format Status log parameter (e.g., if the PARAMETER LENGTH field is set to 04h; th
log parameter data shall be set to FFFF_FFFFh). The device server shall set each Format Status\log
rameter to be a multiple of four bytes.

.3.2 Format Data Out log parameter

e Format Data Out log parameter of the Format Status log page has the format defined in table 156.

Table 156 — Format Data Out log parameter format

0
|

Bit
Blyte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CQDE (0000h)
1 (LSB)
. Parameter control byte — binargformat list log parameter (see SPC-4)
DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 RARAMETER LENGTH (n - 3)
4 (MSB)
FORMAT DATA OUT
n (LSB)
The PARAMETER CODE field is described in SPC-4 and shall be set to the value shown in table 156 for the

Fo

Th
sh

Th
ind
an
Th

rmat Data Out log parameter-

B DU bit, the ETC bit, the TMc field, and the FORMAT AND LINKING field for the Format Data Out log parame
bll be set for a binaryformat list log parameter as described in SPC-4.

b target save disable (TSD) bit (see SPC-4) shall be set to zero for the Format Data Out log parameter,
icating that.the Togical unit saves the Format Data Out log parameter at vendor specific intervals withou
y requestdrom an application client.

B PARAMETER LENGTH field is described in SPC-4.

Afte

f-a successful format operation, the FORMAT DATA OUT field contains the FORMAT UNIT parameter list

(see5.32).
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6.4.3.3 Grown Defects During Certification log parameter

The Grown Defects During Certification log parameter for the Format Status log page has the format defined

in table 157.
Table 157 — Grown Defects During Certification log parameter format
Bit 7 6 5 4 3 2 1 0
Byte
0 (MSB)

PARAMETER CODE (0001h)
1 (LSB)

Parameter control byte — binary format list log parameter (see SRC-4)

2
DU Obsolete TSD ETC T™C FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
GROWN DEFECTS DURING CERTIFICATION
1 (LSB)

Th
Gr

Th
Ce

Th
lod
ve

Th
Gr

After a successful format operation during which certification was performed, the GROWN DEFECTS DURING

CE
Th
re

After a successful formatiopération during which certification was not performed, the GROWN DEFECTS DURI

CE

e PARAMETER CODE field is described in SPC-4 and shall be set téithe value shown in table 157 for the
pwn Defects During Certification log parameter.

e DU bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Grown Defects During
rtification log parameter shall be set for a binary format list' log parameters as described in SPC-4.

e target save disable (TSD) bit (see SPC-4) shall bexset to zero for the Grown Defects During Certification
parameter, indicating that the logical unit saves-the Grown Defects During Certification log parameter aft
ndor specific intervals without any request from.an application client.

e PARAMETER LENGTH field is described ins\SPC-4 and shall be set to the value shown in table 157 for the)
pwn Defects During Certification log parameter.

RTIFICATION field shall indicate the number of defects detected as a result of performing the certification.
e value in the GROWN DEFECTS:DURING CERTIFICATION field count reflects only those defects detected ang
laced during the successful-format operation that were not already part of the PLIST or GLIST.

\[¢]
RTIFICATION field shall-be set to zero.
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6.4.3.4 Total Blocks Reassigned During Format log parameter

The Total Blocks Reassigned During Format log parameter for the Format Status log page has the format
defined in table 158.

Table 158 — Total Blocks Reassigned During Format log parameter format

7 © 5 L3 3 2 1 0

0 MSB
( ) PARAMETER CODE (0002h)

1 (LSB)

Parameter control byte — binary format list log parameter (see SRC-4)

2
DU Obsolete TSD ETC T™C FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
TOTAL BLOCKS REASSIGNED DURING FORMAT
1 (LSB)

Th
Blg

Th
Fo

Th
Fo
pa
Th
To

Th
thd

e PARAMETER CODE field is described in SPC-4 and shall be set to.the value shown in table 158 for the To
cks Reassigned During Format log parameter.

e DU bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Total Blocks Reassigned Duiri
rmat log parameter shall be set for a binary format list log-parameters described in SPC-4.

b target save disable (TSD) bit (see SPC-4) shall bexset to zero for the Total Blocks Reassigned During
rmat log parameter, indicating that the logical unifisaves the Total Blocks Reassigned During Format log
fameter at vendor specific intervals without any.request from an application client.

> PARAMETER LENGTH field is described in’SPC-4 and shall be set to the value shown in table 158 for the
al Blocks Reassigned During Format log-parameter.

e TOTAL BLOCKS REASSIGNED DURING FORMAT field contains the count of the total number of logical blockg
t were reassigned during the most recent successful format operation.

al
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6.4.3.5 Total New Blocks Reassigned log parameter

The Total New Blocks Reassigned log parameter for the Format Status log page has the format defined in
table 159.

Table 159 — Total New Blocks Reassigned log parameter format

7 © 5 L3 3 2 1 0

0 (MSB)
PARAMETER CODE (0003h)
1 (LSB)

Parameter control byte — binary format list log parameter (see SRC-4)

2
DU Obsolete TSD ETC T™C FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
TOTAL NEW BLOCKS REASSIGNED
1 (LSB)

The PARAMETER CODE field is described in SPC-4 and shall be set to.the value shown in table 159 for the Total
Negw Blocks Reassigned log parameter.

The DU bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Total New Blocks Reassigned
lod parameter shall be set for a binary format list log parameters described in SPC-4.

The target save disable (TsD) bit (see SPC-4) shall be*set to zero for the Total New Blocks Reassigned log
pafameter, indicating that the logical unit saves the-Jotal New Blocks Reassigned log parameter at vendor
specific intervals without any request from an application client.

The PARAMETER LENGTH field is described in*SPC-4 and shall be set to the value shown in table 159 for the
Tofal New Blocks Reassigned log parameter.

19
>

The TOTAL NEW BLOCKS REASSIGNED field contains a count of the total number of logical blocks that have be
regssigned since the completion ef the most recent successful format operation.
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6.4.3.6 Power On Minutes Since Format log parameter

The Power On Minutes Since Format log parameter for the Format Status log page has the format defined in

table 160.
Table 160 — Power On Minutes Since Format log parameter format
Bit
BL/te 7 6 5 4 3 2 1 0
0 (MSB)

PARAMETER CODE (0004h)
1 (LSB)

Parameter control byte — binary format list log parameter (see SRC-4)

2
DU Obsolete TSD ETC T™C FORMAT AND LINKING
3 PARAMETER LENGTH (04h)
4 (MSB)
POWER ON MINUTES SINCE FORMAT
7 (LSB)
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e PARAMETER CODE field is described in SPC-4 and shall be set tocthe value shown in table 160 for the
wer On Minutes Since Format log parameter.

e DU bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Power On Minutes Since Fornj
parameter shall be set for a binary format list log parameter as described in SPC-4.

b target save disable (TsSD) bit (see SPC-4) shall be*set to zero for the Power On Minutes Since Format |
rameter, indicating that the logical unit saves the-Roewer On Minutes Since Format log parameter at vend
beific intervals without any request from an application client.

e PARAMETER LENGTH field is described ins\SPC-4 and shall be set to the value shown in table 160 for the|
wer On Minutes Since Format log parameter.

> POWER ON MINUTES SINCE FORMAT field contains the unsigned number of usage minutes (i.e., minutes w
iver applied regardless of power state) that have elapsed since the most recent successful format
pration.
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6.4.4 Logical Block Provisioning log page
6.4.4.1 Logical Block Provisioning log page overview
Using the format defined in table 162, the Logical Block Provisioning log page reports the logical block

provisioning status of the logical unit. The parameter codes for the Logical Block Provisioning log page are
listed in table 161.

Table 161 — Logical Block Provisioning log parameters

Parame;er Description Resettable OL Reference Supp.ori
code Changeable Required
Resources that are associated with thresholds (0000h to O0FFh)
0000h Reserved
0001h Available LBA Mapping Resource Count Never 6:4.4.2 Optional f
0002h Used LBA Mapping Resource Count Never 6.4.4.3
0p03h to O0OFFh | Reserved
Resources that are not associated with thresholds (0000h to 00FFh)
0100h De-duplicated LBA Resource Count Never 6.4.4.4
0101h Compressed LBA Resource Count Never 6.4.4.5 Optional
0102h Total Efficiency LBA Resource Count Never 6.4.4.6
0/103h to FFEFh | Reserved
FFFOh to FFFFh | Vendor specific

P Parameter codes 0000h to 00FFh are coordinated with the THRESHOLD RESOURCE field in the thresholfi
descriptor of the Logical Block Provisioning mode page (see 6.5.7).

> The keywords in this column — Always; Reset Only, and Never — are defined in 6.4.1.2.

© If this log page is supported, thenatleast one parameter shall be supported. A logical block
provisioning log parameter in the-range 0001h to O0FFh should be provided to report resource usage
for each threshold resource for which a threshold descriptor in the Logical Block Provisioning mode
page (see 6.5.7) is availdble:
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The Logical Block Provisioning log page has the format defined in table 162.

Table 162 — Logical Block Provisioning log page

Byte Bit| ¢ 6 5 4 3 2 1 0
0 DS (1b) SPF (0Ob) PAGE CODE (0Ch)
1 SUBPAGE CODE (00h)
2 (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
Logical block provisioning parameter list
4
see Logical block provisioning log parameter [first]
oee Logical block provisioning log/parameter [last]
n

The disable save (Ds) bit, the subpage format (SPF) bit, the*PAGE CODE field, the SUBPAGE CODE field, and th
PAGE LENGTH field are described in SPC-4.

The Ds bit, the SPF bit, the PAGE CODE field, and the SUBPAGE CODE field shall be set to the values shown in
taljle 162 for the Logical Block Provisioning log page.
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6.4.4.2 Available LBA Mapping Resource Count log parameter
6.4.4.2.1 Available LBA Mapping Resource Count log parameter overview

The Available LBA Mapping Resource Count log parameter of the Logical Block Provisioning log page has the
format defined in table 163.

Bit
Blyte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE (0001h)

1 (LSB)
. Parameter control byte — binary format list log parameter (see.SPC-4)

DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
RESOURCE COUNT
7 (LSB)

Reserved SCOPE

9
Reserved
1

The PARAMETER CODE field is described in SPC-4,and shall be set to the value shown in table 163 for the
Avpilable LBA Mapping Resource Count log.parameter.

Thg DU bit, the TSD bit, the ETC bit, the TMCfield, and the FORMAT AND LINKING field for the Available LBA
Mgpping Resource Count shall be sef for a binary format list log parameter as described in SPC-4.

The PARAMETER LENGTH field is déscribed in SPC-4 and shall be set to the value shown in table 163 for the
Avpilable LBA Mapping Resource Count.

The RESOURCE COUNT field.indicates an estimate of the number of available LBA mapping resources and is
defined in 6.4.4.2.2.

The scoPE field indicates the scope to which the RESOURCE COUNT field applies and is defined in table 164

Table 164 — scoPE field

Code | Description

00b | The scope of the resource count is not reported.

The RESOURCE COUNT field indicates a resource that is dedicated to the logical unit. Usage of

01b resources on other logical units does not impact the resource count.

The resource count field indicates resources that may or may not be dedicated to any logical unit
10b | including the addressed logical unit. Usage of resources on other logical units may impact the
resource count.

11b Reserved
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6.4.4.2.2 RESOURCE COUNT field

The RESOURCE COUNT field indicates an estimate of the number of LBA resources expressed as a number of
threshold sets for the threshold resource indicated by the parameter code value. The nominal number of LBA
resources is calculated as follows:

LBA resources = resource count x threshold set size

where:

resource count isthe value in the RESOURCE COUNT ‘Finlrl; and

threshold set size  is the number of LBAs in each threshold set (i.e., 2 (threshold exponent) | g Ad
where the threshold exponent is indicated in the Logical Block Proyisioning
VPD page (see 6.6.4)).

6.4.4.3 Used LBA Mapping Resource Count log parameter

The Used LBA Mapping Resource Count log parameter of the Logical Block Provisioning‘log page has the
format defined in table 165.

Table 165 — Used LBA Mapping Resource Count log parameter format

Bit
Blyte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER .CODE (0002h)

1 (LSB)
. Parameter control byte — binary format list log parameter (see SPC-4)

DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
RESOURCE COUNT
7 (LSB)

Reserved SCOPE

9
Reserved
1

1%
o

The PARAMETER-CODE field is described in SPC-4 and shall be set to the value shown in table 165 for the Us
LBJA Mappitig Resource Count log parameter.

The DY bit; the TsSD bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Used LBA Mappipg
Resource Count log parameter shall be set for a binary format list log parameter as described in SPC-4.

The PARAMETER LENGTH field is described in SPC-4 and shall be set to the value shown in table 165 for the
Used LBA Mapping Resource Count log parameter.

The RESOURCE COUNT field indicates an estimate of the number of used LBA mapping resources and is
defined in 6.4.4.2.2.

The scoPE field indicates the scope to which the RESOURCE COUNT field applies and is defined in table 164.
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6.4.4.4 De-duplicated LBA Resource Count log parameter

The De-duplicated LBA Resource Count log parameter of the Logical Block Provisioning log page
(see table 166) contains information about de-duplicated LBA resources.

Table 166 — De-duplicated LBA Resource Count log parameter format

Bit 7 4 2 1
BL/te [2] 9 9 v
0 (MSB)
PARAMETER CODE (0100h)

1 (LSB)
. Parameter control byte — binary format list log parameter (see SRC-4)

DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
RESOURCE COUNT
7 (LSB)

Reserved SCOPE

9
Reserved
1

The PARAMETER CODE field is described in SPC-4 and shall be set to the value shown in table 166 for the
Deg-duplicated LBA Resource Count log parameter;

The DU bit, the TSD bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the De-duplicated LBA
Regsource Count log parameter shall be set for'a binary format list log parameter as described in SPC-4.

The PARAMETER LENGTH field is describedin SPC-4 and shall be set to the value shown in table 166 for the
Deg-duplicated LBA Resource Count log parameter.

The RESOURCE COUNT field indicates an estimate of the number of LBA resources made available as a resylt
of ge-duplication and is defined.in 6.4.4.2.2.

The scoPpE field indicates the scope to which the RESOURCE COUNT field applies and is defined in table 164
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6.4.4.5 Compressed LBA Resource Count log parameter

The Compressed LBA Resource Count log parameter of the Logical Block Provisioning log page
(see table 167) contains information about compressed LBA resources.

Table 167 — Compressed LBA Resource Count log parameter format

Bit 7 6 5 4 3 2 1 0
Blyte
0 (MSB)
PARAMETER CODE (0101h)

1 (LSB)
. Parameter control byte — binary format list log parameter (see SRC-4)

DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
RESOURCE COUNT
7 (LSB)

Reserved SCOPE

9
Reserved
1
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e PARAMETER CODE field is described in SPC-4 and shall be set to the value shown in table 167 for the
mpressed LBA Resource Count log parameter.

e DU bit, the TSD bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Compressed LBA
source Count log parameter shall be set fora binary format list log parameter as described in SPC-4.

e PARAMETER LENGTH field is describedin SPC-4 and shall be set to the value shown in table 167 for the
mpressed LBA Resource Count log-parameter.

e RESOURCE COUNT field indicates an estimate of the number of LBA resources made available as a resyilt
compression and is defined\in' 6.4.4.2.2.

b SCOPE field indicates the scope to which the RESOURCE COUNT field applies and is defined in table 164
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6.4.4.6 Total Efficiency LBA Resource Count log parameter

The Total Efficiency LBA Resource Count log parameter of the Logical Block Provisioning log page
(see table 168) contains information about the combined effects of all LBA resource efficiencies (e.g., the
result of the combination of de-duplicated LBA resources and compressed LBA resources).

Table 168 — Total Efficiency LBA Resource Count log parameter format

Bit
Blte 7 6 5 4 3 1 0
0 (MSB)
PARAMETER CODE (0102h)

1 (LSB)
. Parameter control byte — binary format list log parameter (see SRPC-4)

DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (08h)
4 (MSB)
RESOURCE COUNT
7 (LSB)
8 Reserved SCOPE
9
Reserved
1

The PARAMETER CODE field is described in SPC-4 and shall be set to the value shown in table 168 for the To

Efficiency LBA Resource Count log parameter.

The DU bit, the TSD bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Total Efficiency LH
Regsource Count log parameter shall be setfor a binary format list log parameter as described in SPC-4.

The PARAMETER LENGTH field is described in SPC-4 and shall be set to the value shown in table 168 for the

Tofal Efficiency LBA Resource Count log parameter.

The RESOURCE COUNT field indicates an estimate of the number of LBA resources made available by the
combined effects of all LBA resource efficiency methods (e.g., de-duplication and compression) and is defin
in .4.4.2.2. The algorithm-used to calculate this value is not defined by this standard.

The scoPE field indicates the scope to which the RESOURCE COUNT field applies and is defined in table 164

al

BA

19
o



https://standardsiso.com/api/?name=cf0d17654c37d545a62b7d5e681241fd

ISO/IEC 14776-323:2017 © ISO/IEC 2017 - 269 -

6.4.5 Non-volatile Cache log page
6.4.5.1 Non-volatile Cache log page overview

Using the format shown in table 170, the Nonvolatile Cache log page reports the status of battery backup for a
nonvolatile cache. The parameter codes for the Nonvolatile Cache log page are listed in table 169.

Table 169 — Nonvolatile Cache log parameters

Plarameter code | Description gﬁ:tgt:g:;:g Reference ::o:):z:‘
0000h Remaining Nonvolatile Time Never 6.4.5.2 Mandatory
0001h Maximum Nonvolatile Time Never 6.4.5.3 Mandatory

All others Reserved

@ The keywords in this column — Always, Reset Only, and Never — are defined(in 6.4.1.2.

The Nonvolatile Cache log page has the format defined in table 170.

Table 170 — Nonvolatile Cache-log page

Bit
Blyte 7 6 5 4 3 2 1 0
0 DS SPF (Ob) PAGE CODE (17h)
1 SUBPAGE CODE (00h)
2 (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
Nonvolatile cache log parameters
4
Non-volatile cache log parameter [first] (see table 169)
Nonvolatile cache log parameter [last] (see table 169)
n

The disable save (Ds) bit, the subpage format (SPF) bit, the PAGE CODE field, the SUBPAGE CODE field, and the
PAGE-YENGTH field are described in SPC-4.

The SPF bit, the PAGE CODE field, and the SUBPAGE CODE field shall be set to the values shown in table 170 for
the Nonvolatile Cache log page.
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6.4.5.2 Remaining Nonvolatile Time log parameter

The Remaining Nonvolatile Time log parameter of the Nonvolatile Cache log page has the format defined in
table 171.

Table 171 — Remaining Nonvolatile Time parameter data

BL/ te 7 © 5 L3 3 2 t 0

0 MSB
( ) PARAMETER CODE (0000h)

1 (LSB)

Parameter control byte — binary format list log parameter (see SRC-4)

2
DU Obsolete TSD ETC T™C FORMAT AND LINKING
PARAMETER LENGTH (04h)
4 Obsolete
5 (MSB)
REMAINING NONVOLATILE TIME
7 (LSB)

The PARAMETER CODE field is described in SPC-4 and shall be Set to the value shown in table 171 for the
Regmaining Nonvolatile Time log parameter.

The DU bit, the TSD bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Remaining
Ndnvolatile Time log parameter shall be set for a binary:-format list log parameter as described in SPC-4.

The PARAMETER LENGTH field is described in SPC-4and shall be set to the value shown in table 171 for the
Regmaining Nonvolatile Time log parameter.

The REMAINING NONVOLATILE TIME field is defined in table 172.

Table 172 — REMAINING NONVOLATILE TIME field

Code Description

Nonvalatite cache is volatile, either permanently or temporarily (e.g., if batteries require
DO_0000h .
- recharging).

Nonvolatile cache is expected to remain nonvolatile for an unknown amount of time (e.g., if
DO_0001h ;
- battery status is unknown)

o

D _0002hto | Nonvolatile cache is expected to remain nonvolatile for the number of minutes indicated
-F _FFFEh | (e.g., for the life of the battery supplying power to random access memory).

FE-FFFFh Nonvolatile cache is indefinitely nonvolatile
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6.4.5.3 Maximum Nonvolatile Time log parameter

The Maximum Nonvolatile Time log parameter of the Nonvolatile Cache log page has the format defined in
table 173.

Table 173 — Maximum Nonvolatile Time parameter data

BL/ te 7 © 5 L3 3 2 1 0

0 (MSB)
PARAMETER CODE (0001h)
1 (LSB)

Parameter control byte — binary format list log parameter (see SRC-4)

2
DU Obsolete TSD ETC T™C FORMAT AND LINKING
PARAMETER LENGTH (04h)
4 Obsolete
5 (MSB)
MAXIMUM NONVOLATILE TIME
7 (LSB)

The PARAMETER CODE field is described in SPC-4 and shall be Set to the value shown in table 173 for the
Mgximum Nonvolatile Time log parameter.

The DU bit, the TSD bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Maximum
Ndnvolatile Time log parameter shall be set for a binary:-format list log parameter as described in SPC-4.

The PARAMETER LENGTH field is described in SPC-4and shall be set to the value shown in table 173 for the
Mgximum Nonvolatile Time log parameter.

The MAXIMUM NONVOLATILE TIME field is defined in table 174.

Table 174 — MAXIMUM NONVOLATILE TIME field

Code Description

DO_0000h | Nonvalatite cache is volatile

DO_0001h | Reserved

b 0002hto Nonvolatile cache is capable of being nonvolatile for the estimated number of minutes
[ = indicated. If the time is based on batteries, then the time shall be based on the last full
FF_FFFEh . ) ) )

- charge capacity rather than the design capacity of the batteries.

o

FEFEFFh | Nonvolatile cache is indefinitely nonvolatile.

6.4.6 Solid State Media log page
6.4.6.1 Solid State Media log page overview

Using the format shown in table 176, the Solid State media log page reports parameters that are specific to
SCSi target devices that contain solid state media. The parameter codes for the Solid State Media log page
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are listed in table 175.

Table 175 — Solid State Media log parameters

.. Resettable or Support
Parameter code | Description Changeable Reference Required
0001h Percentage Used Endurance Never. 86462 Mandaton,
Indicator
All others Reserved
@ The keywords in this column — Always, Reset Only, and Never — are defined in 6.4.1.2.
The Solid State Media log page has the format defined in table 176.
Table 176 — Solid State Media log page
Bit
Blte 7 6 5 4 3 2 1 0
0 DS SPF (Ob) PAGE CODE (11h)
1 SUBPAGE CODEN(00h)
2 (MSB)
PAGE LENGTH (n - 3)
3 (LSB)
Solid statermedia log parameters
4
Solid state media parameter [first]
Solid state media parameter [last]
n
The disable save (D8).bit, the subpage format (SPF) bit, the PAGE CODE field, the SUBPAGE CODE field, and the

PA

Th
thd

5E LENGTH field<ane described in SPC-4.

Solid State Media log page.

B SPF bit, the’PAGE CODE field, and the SUBPAGE CODE field shall be set to the values shown in table 176

or
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The Percentage Used Endurance Indicator log parameter of the Solid Sate Media log page has the format
defined in table 177.

Table 177 — Percentage Used Endurance Indicator log parameter format

Bit 7 9 5 4 1 0
Byte
0 (MSB)
PARAMETER CODE (0001h)

1 (LSB)
. Parameter control byte — binary format list log parameter (see SRC-4)

DU Obsolete TSD ETC T™MC FORMAT AND LINKING
3 PARAMETER LENGTH (04h)
4
Reserved
6
7 PERCENTAGE USED ENDURANCE.NDICATOR

The PARAMETER CODE field is described in SPC-4 and shall be Set to the value shown in table 177 for the

Percentage Used Endurance Indicator log parameter.

The DU bit, the TSD bit, the ETC bit, the TMC field, and the FORMAT AND LINKING field for the Percentage Used
Endurance Indicator log parameter shall be set for a binary format list log parameter as described in SPC-

The PARAMETER LENGTH field is described in SPC-4>and shall be set to the value shown in table 177 for the

Percentage Used Endurance Indicator log parameter.

Th
de
tim
co

co
25

> PERCENTAGE USED ENDURANCE INDICATORfield indicates an estimate of the percentage of a SCSI targe
vice that contains solid state media life.that has been used. The value in the field shall be set to zero at t
e of manufacture. A value of 100 indicates that the estimated endurance of the SCSI target device that
htain solid state media has been consumed, but may not indicate a SCSI target device that contain solid
stgte media failure (e.g., minimum*power-off data retention capability reached for SCSI target devices that
htain solid state media using-flash technology). The value is allowed to exceed 100. Values greater than
1 shall be reported as 255" The device server shall update the value at least once per power-on hour.

ne
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