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INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE -

Part 322: Block commands-2 (SBC-2)
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ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission)\fq
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC_particip
in the development of International Standards. Their preparation is entrusted to technical committeesy any |
and IEC member body interested in the subject dealt with may participate in this preparatory wark. [Internatio
governmental and non-governmental organizations liaising with ISO and IEC also participate in this preparatig

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JT(
Draft International Standards adopted by the joint technical committee are circulated to national bodies for voti
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a vg

The formal decisions or agreements of IEC and ISO on technical matters expréss, as nearly as possible,
international consensus of opinion on the relevant subjects since each technical committee has representat
from all interested IEC and ISO member bodies.

IEC, ISO and ISO/IEC Publications have the form of recommendations for international use and are accepted
IEC and ISO member bodies in that sense. While all reasonable, efforts are made to ensure that the techn
content of IEC, ISO and ISO/IEC Publications is accurate, |IEC or ISO cannot be held responsible for the wa
which they are used or for any misinterpretation by any end.user.

In order to promote international uniformity, IEC and.JSO member bodies undertake to apply IEC, ISO and I§
IEC Publications transparently to the maximum extent possible in their national and regional publications. A
divergence between any ISO/IEC Publication afnd the corresponding national or regional publication should
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ISO and IEC provide no marking procedute to indicate their approval and cannot be rendered responsible for any

equipment declared to be in conformity-with an ISO/IEC Publication.
All users should ensure that they*have the latest edition of this publication.

No liability shall attach to 1EC or ISO or its directors, employees, servants or agents including individual expe
and members of their technical committees and IEC or ISO member bodies for any personal injury, prop{
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Attentionds-drawn to the normative references cited in this publication. Use of the referenced publications
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this International Standard may be the subjeg
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.
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International Standard ISO/IEC 14776-322 was prepared by subcommittee 25: Interconnection of Informa-
tion technology equipment, of ISO/IEC joint technical committee 1: Information technology.

The list of all currently available parts of the ISO/IEC 14776 series, under the general title Information
technology — Small computer system interface, can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies and the voting results may be
obtained from the address given on the title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

The set of SCSI standards specifies the interfaces, functions and operations necessary to ensure
interoperability between conforming SCSI implementations. ISO/IEC 14776-322 (this standard) describes the
functions. Conforming implementations may employ any design technique that does not violate
interoperability.

This standard makes the following concepts from previous standards obsolete:
optical-memory device type, model, commands (the ERASE, MEDIUM SCAN, READ GENERATION,

READ UPDATED BLOCK and UPDATE BLOCK commands) and parameters (Optical-Memory mo
page);

write-once device type, model, commands and parameters;

extent reservations and RESERVE/RELEASE reservations;

sequential media model;

rotational position locking model;

relative addressing (including the RELADR bit in many CDBs) and the SET LIMITS commands;

CHANGE DEFINITION, COMPARE, COPY, COPY AND VERIFY, LOCK 'UNLOCK CACHE, RESER
RELEASE, REZERO UNIT, SEEK, SEARCH DATA HIGH, SEARCH DATA EQUAL and SEARCH DA
LOW commands;

third-party XOR operation and hybrid XOR operation model, commands (REBUILD, REGENERATE 4
XDWRITE EXTENDED commands) and mode page fields,(XOR Control mode page MAXIMU
REGENERATE SIZE field, MAXIMUM REBUILD TRANSFER SIZE field and REBUILD DELAY field);

the following mode pages and mode page fields:
* Caching mode page NON CACHE SEGMENT SIZE field:

*

Flexible Disk mode page;
* Format Device mode page;

Medium Types Supported mode page‘and all medium types in the mode parameter header;
Notch and Partition mode page;

the following Read-Write Error Recovery mode page fields:

* CORRECTION SPAN FIELD,

* HEAD OFFSET COUNT field and

* DATA STROBE.OFFSET COUNT field;

* Rigid Disk . Geometry mode page and

* Verify Error Recovery mode page VERIFY CORRECTION SPAN field;
DevicesStatus Output and Device Status Input diagnostic pages;

DISABLE SAVING PARAMETERS (DSP) bit in the Format Unit parameter list;

de

TA

nd
JM

INTERERLEAVE FIELD In The Tormat unit command and

erase by-pass (EBP) bit in the WRITE and WRITE AND VERIFY commands. This bit was formerly

reserved for the direct-access block device type, so is just marked reserved in this standard.
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The relationship of this standard to other SCSI standards and related projects in the SCSI family of standards
is shown Figure 1.

Device-type specific command sets (e.g.,
SES-2 (ISO/IEC 14776-372),
SMC-2 (ISO/IEC 14776-352),

this standard)

Primary command set
(shared for all device types)
(SPC-3 (ISO/IEC 14776-453))

Protocols (e.g.,

Fig

The standard is organized as follows:

ure 1 shows the general relationship of SCSI standards and does not imply a, relationship with respect
higrarchy, protocol stack or system architecture.

SAS (ISO/EC T4776-T50),
FCP-2 (ISO/IEC 14776-222))

Interconnects (e.g.,
SAS (ISO/IEC 14776-150),
Fibre Channel (ISO/IEC 14165))

SCSI Archit¢cture Model
(SAM-3 (ISO/IEC 14776-413))

Figure 1 — SCSI document relationships

Clause 1 "Scope" describes the relationship of this standard te the SCSI family of standards.

Clause 2 "Normative references" provides references to other,standards and documents.

Clause 3 "Definitions, symbols, abbreviations, keywords and conventions" defines terms and
conventions used throughout this standard.

Clause 4 "Direct-access block device type model" provides an overview of the direct-access block
device type and the command set.

Clause 5 "Commands for direct-access block devices" defines commands specific to direct-access
block devices.

Clause 6 "Parameters for direct-access block devices" defines diagnostic pages, mode parameters a
pages, log pages and VPD pages specific to direct-access block devices.

Informative Annex A (Numeric order codes) summarizes service action assignments for variable-leng
commands and commands using the SERVICE ACTION IN and SERVICE ACTION OUT
operation codes.

Informative Annex B (XOR) command examples) provides examples of XOR command usage.

Informative Annex C (CRC example in C) provides example C code for the protection information CR

Bibliography
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INFORMATION TECHNOLOGY -
SMALL COMPUTER SYSTEM INTERFACE —

Part 322: Block commands-2 (SBC-2)

Scope

y specify the standard command set for SCSI direct-access block devices.

e objective of this standard is to

standard INQUIRY data (see SPC-3) and
b) define commands unique to the direct-access block device type.

e set of SCSI standards specifies the interfaces, functions and operations necessary to ens
eroperability between conforming SCSI implementations. This standard is a functional descripti
nforming implementations may employ any design technique that does not violate interoperability.

s part of ISO/IEC 14776 defines the command set extensions to facilitate operation”of SCSI direct-accgss
ck devices. The clauses of this standard, implemented in conjunction with the applicable clauses of SPG-3,

a) permit an application client to communicate over a SCSI service delivery subsystem with a logical nit
that declares itself to be a direct-access block device in¢the PERIPHERAL DEVICE TYPE field of the

ure
bNn.
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 14776-342, Information technology — Small computer system interface (SCSI-3) -
Part 342: Controller commands-2 (SCC-2)

ISO/IEC 14776-352 (under consideration), Information technology — Small computer system interface (SCSI)
— Fart 352: Media changer commands-2 (SMC-2) [ANSI INCITS 382-2004]

ISQ/IEC 14776-364 (under consideration), Information technology — Small computer system interface-(SCSI)
— fPart 364: Multimedia commands-4 (MMC-4) [ANSI INCITS 401-2005]

ISQ/IEC 14776-372 (under consideration), Information technology — Small computer systetninterface (SCSI)
— Fart 372: Enclosure services-2 (SES-2) [INCITS working draft T10#1559-D]

ISQ/IEC 14776-413 (under consideration), Information technology — Small computer system interface (SCSI)
— Fart 413: Architecture model-3 (SAM-3)

ISQ/IEC 14776-453 (under consideration), Information technology — Small-cemputer system interface (SCSI)
— Fart 453: Primary commands-3 (SPC-3) [ANSI INCITS 408-2005]

IEC 60027:2000, Letter symbols to be used in electrical technology.— Part 2: Telecommunications and elec-
tropics
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3

3.

Definitions, symbols, abbreviations, keywords and conventions

1 Definitions

For the purposes of this document the following definitions apply.

3.1.1
additional sense code: combination of the ADDITIONAL SENSE CODE and ADDITIONAL SENSE CODE QUALIFIER
fields in the sense data (see SPC-3)

ck data: information contained within a redundancy group (see 3.1.87) that may allow lost or destroy

XAR-protected data (see 3.1.46) to be recreated

3.1.6
command: request describing a unit of work to be performed.by.a device server (see SAM-3)

317
command descriptor block (CDB): structure used te‘communicate commands from an application clienf
a device server (see SPC-3)

3.1.8
cyglic redundancy check (CRC): an error checking mechanism that checks data integrity by computin
polynomial algorithm based checksum (see 4.16.3)

3.1.9
data defect list (DLIST): list of defects sent by the application client to the device server during a FORM
AT|UNIT command (see 4.8)

3.1.10
data-in buffer: the buffer identified by the application client to receive data from the device server during
prgcessing of a cemmmand (see SAM-3)

3.1.1

cli

3.

da£a-out buffer: the buffer identified by the application client to supply data that is sent from the applicat

nt to the device server during the processing of a command (see SAM-3)

hat

J a

45

- e

default protection information: values placed into protection information fields if an application client does
not specify specific protection information values

3.1.13
device server: an object within a logical unit that processes SCSI tasks according to the rules of task
management (see SAM-3)

3.1.14
device type: type of device (or device model) implemented by the device server as indicated by the
PERIPHERAL DEVICE TYPE field of the standard INQUIRY data (see SPC-3)
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3.1.15

direct-access block device: a device that is capable of containing data stored in blocks that each have a

unique logical block address

3.1.16
domain: I/O system consisting of a set of SCSI devices that interact with one another by means of a serv
delivery subsystem (see SAM-3)

3.1.17

ice

error correcting code (ECC): an error checking mechanism that checks data integrity and enables so
ernors in the data to be corrected

3.1.18
extlusive-or (XOR): boolean arithmetic function on two binary input values that results in an output value @
if gne and only one of the input values is 1

3.1.19 extent: fixed set of logical blocks occupying contiguous logical block addresses|on a single logical U

3.1.20
field: group of one or more contiguous bits, a part of a larger structure such'asva CDB (see 3.1.7) or ser]
dala (see SPC-3)

3.1.21 format corrupt: vendor-specific condition in which the application client may not be able to perfo
redd, write or verify operations (see 4.6)

3.1.22
grown defect list (GLIST): all the defects sent by the application client to the device server (see 4.8)

3.1.23
d reset: condition resulting from the events definied by SAM-3 in which the SCSI device performs the h

nexus loss: condition resulting ffom the events defined by SAM-3 in which the SCSI device performs
nexus loss operations described.in SAM-3, this standard and other applicable command standards (s

logical unit certification list (CLIST): defects detected by the device server during an optional certificat
prgcess performed during the FORMAT UNIT command (see 4.8)

me

nit

hrd
n

he
ee

on

3.1.28

logical unit reset: condition resulting from the events defined in SAM-3 in which the logical unit performs the
logical unit reset operations described in SAM-3, this standard and other applicable command standards (see

table 9in 5.1)

3.1.29
media: plural of medium

3.1.30
medium: material on which data is stored (e.g., a magnetic disk)
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3.1.31

no

n-volatile cache:

cache that retains data through power cycles

3.1.32
non-volatile medium: physical storage medium that retains data written to it for subsequent read operations
through power cycles (e.g., a disk within a device that stores data as magnetic field changes that do not
require device power to exist)

3.1.33
power cycle: power being removed followed by power being applied to a SCSI device
3.1.34

power on: condition resulting from the events defined by SAM-3 in which the SCSI devige performs the
pojver on operations described in SAM-3, this standard and other applicable command standards (see tablg¢ 9
in $.1)

3.1.35

primary defect list (PLIST): list of defects that are considered permanent defegts-(see 4.8)

3.1.36

protection information: fields appended to each logical block that tontain a cyclic redundancy check
(CRC), an application tag and a reference tag

3.1.37

redundancy group: a grouping of XOR-protected data (see \3.1.46) and associated check data (see 3.1

int
NG

3.1
se

b a single type of data redundancy (see SCC-2)

TE This standard only supports the XOR (see 3.1.18) type of\redundancy.

.38
hse data: data describing an error or exceptional condition that a device server delivers to an applicat

clignt in association with CHECK CONDITION-status (see SPC-3)

3.1
se

3.1

.39
hse key: contents of the SENSE keY field in the sense data (see SPC-3)

.40

status: one byte of response/information sent from a device server to an application client upon complet

of

3.1
ori

Nd
Vo

3.1

pach command (see-SAM-3)

.41 storage array’controller: any combination of an initiator and application clients (see SAM-3) t
hinates SCSIlcemmands, converts input LUNs to output LUNs and converts input LBAs to output LBAs

TE A storage array controller organizes a group of direct-access block devices into various objects (e.g., redundancy groups 4
ume sets)\(see SCC-2).

42

5)

on

on

hat

user data: data contained in logical blocks that is not protection information

3.1.43

vo

latile cache:

cache that does not retain data through power cycles

3.1

44

volatile medium: medium that does not retain data written to it for a subsequent read operation through
power cycles (e.g., a silicon memory device that loses data written to it if device power is lost)
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3.1.45
XOR operation: performing a XOR (see 3.1.18) bitwise on two identical-sized multiple-bit input values (e.qg.,
the current value of a logical block and the new value for that logical block)

NOTE In a storage array implementing a redundancy group (see 3.1.37), the XOR operation is used in error correction algorithms and
may be performed by the storage array controller (see 3.1.41) or by the direct-access block devices (see 3.1.15) and 4.14.

3.1.46
XOR-protected data: logical blocks, including user data and protection information, if any, that are part of a

redundancy-group (see-3.1.37)
PAR =\ 7

3.2 Symbols and abbreviations
Symbols and abbreviations used in this standard:
Abbreviation = Meaning
CDB command descriptor block (see 3.1.7)
CRC cyclic redundancy check (see 3.1.8)
CLIST logical unit certification list (see 3.1.27)
DLIST data defect list (see 3.1.9)
ECC error correcting code (see 3.1.17)
GLIST grown defect list (see 3.1.22)
I/0 input/output
LBA logical block address (see 3.1.26)
LSB least significant bit
LUN logical unit number
MMC-4 SCSI Multimedia Commands:s 4 standard
MSB most significant bit
PLIST primary defect list (see-3.1.35)
SAM-3 SCSI Architecture’Model - 3 standard
SCSI Small Computer System Interface family of standards
SCC-2 SCSI-3 Controller Commands - 2 standard
SES-2 SCS}Enclosure Services - 2 standard
SMC-2 SCSI-Media Changer Commands - 2 standard
SPC-3 SCSI Primary Commands - 3 standard
XOR exclusive-or (see 3.1.18)
3.8 Keywords
3.31
expected: A keyword used to describe the behavior of the hardware or software in the design modgls

assumed in this standard. Other hardware and software design models may also be implemented.

3.3.2

ignored: A keyword used to describe an unused bit, byte, word, field or code value. The contents or value of
an ignored bit, byte, word, field or code value shall not be examined by the receiving SCSI device and may be
set to any value by the transmitting SCSI device.

3.33
invalid: A keyword used to describe an illegal or unsupported bit, byte, word, field or code value. Receipt of
an invalid bit, byte, word, field or code value shall be reported as an error.
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3.34
mandatory: A keyword indicating an item that is required to be implemented as defined in this standard.

3.35
may: A keyword that indicates flexibility of choice with no implied preference (equivalent to “may or may
not”).

3.3.6
may not: Keywords that indicate flexibility of choice with no implied preference (equivalent to “may or may
not).

3.3.7
nepd not: Keywords indicating a feature that is not required to be implemented (equivalent to “ismot’required

to”).

3.3.8
obisolete: A keyword indicating that an item was defined in prior SCSI standards but has'been removed frpm
this standard.

3.3.9
optional: A keyword that describes features that are not required to be.implemented by this standajd.
Hgwever, if any optional feature defined in this standard is implementedy then it shall be implemented|as
defined in this standard.

3.3.10
reserved: A keyword referring to bits, bytes, words, fieldstand code values that are set aside for futxre
stgndardization. A reserved bit, byte, word or field shalk\be set to zero, or in accordance with a futdire
extension to this standard. Recipients are not required to’check reserved bits, bytes, words or fields for z¢ro
values. Receipt of reserved code values in defined fields ‘shall be reported as an error.

3.3.11
restricted: A keyword referring to bits, bytes, words and fields that are set aside for use in other S¢SI
stgndards. A restricted bit, byte, word or. field shall be treated as a reserved bit, byte, word or field for the
pufposes of the requirements defined in.this standard.

3.3.12
shpll: A keyword indicating,a‘mandatory requirement. Designers are required to implement all such
mgndatory requirements to ensure interoperability with other products that conform to this standard.

3.3.13
shpuld: A keyword’indicating flexibility of choice with a strongly preferred alternative; equivalent to {the
phrase ‘it is strongly)recommended.”

3.3.14
vepdor-specific: Something (e.g., a bit, field or code value) that is not defined by this standard and may|be
used differently in various implementations.

3.4 Conventions

Certain words and terms used in this standard have a specific meaning beyond the normal English meaning.
These words and terms are defined either in this clause or in the text where they first appear.

Names of commands, status codes, sense keys and additional sense codes are in CAPITALS (e.g.,
REQUEST SENSE).

Names of fields and state variables are in SMALL CAPITALS (e.g. NAME). When a field or state variable name
contains acronyms, uppercase letters may be used for readability. Normal case is used when the contents of
a field or state variable are being discussed. Fields or state variables containing only one bit are usually
referred to as the NAME bit instead of the NAME field.
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Normal case is used for words having the normal English meaning.

A binary number is represented in this standard by any sequence of digits comprised of only the
Western-Arabic numerals 0 and 1 immediately followed by a lower-case b (e.g., 0101b). Underscores or
spaces may be included between characters in binary number representations to increase readability or
delineate field boundaries (e.g., 0 0101 1010b or 0_0101_1010b).

A hexadecimal number is represented in this standard by any sequence of digits comprised of only the
Western-Arabic numerals 0 through 9 and/or the upper-case English letters A through F immediately followed
by a lower-case h (e.g., FA23h). Underscores or spaces may be included in hexadecimal number
representations to increase readabllity or delineate field boundaries (e.g., B FDSCFA23h or B_FD8C_FA2’jh).

A gecimal number is represented in this standard by any sequence of digits comprised of only the
Western-Arabic numerals 0 through 9 not immediately followed by a lower-case b or lower-case h (e.g., 25).

This standard uses the ISO convention for representing decimal numbers (e.g., the thousands and higher
myltiples are separated by a space and a comma is used as the decimal point). Tables1" shows some
examples of decimal numbers represented using the ISO and American conventions.

Table 1 — ISO and American numbering convention examples

ISO American
0,6 0.6
3,141 592 65 3.14159265
1000 1,000
1323 462,95 1,323,462.95

Lidts sequenced by letters (e.g., a) red, b) blue, ¢) green) show no ordering relationship between the listed
items. Lists sequenced by numbers (e.g., 1) red, 2) blue; 3) green) show an ordering relationship between the
listed items.

If 3 conflict arises between text, tables or figures; the order of precedence to resolve the conflicts is text, tHen
tahles, and finally figures. Not all tables or figures are fully described in the text. Tables show data format gnd
values.

Ngtes do not constitute any requirements for implementers.
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4 Direct-access block device type model

4.1 Direct-access block device type model overview

SCSI devices that conform to this standard are referred to as direct-access block devices. This includes the
category of logical units commonly referred to as rigid disks and removable rigid disks. MMC-4 is typically
used by CD-ROM devices.

This standard is intended to be used in conjunction with SAM-3, SPC-3, SCC-2, SES-2 and SMC-2.

ta,
: on
nof normally accessible to the application client (e.g., an ECC). The number of bytes of user data contained in
eagh logical block is the block length. The block length is greater than or equal to one byte and should |be
even. Most direct-access block devices support a block length of 512 bytes and some support additional blgck
lerjgths (e.g., 520 or 4 096 bytes). The block length does not include the length of protection.information gnd
adpitional information, if any, that are associated with the logical block. The block length, is’the same for|all
lodical blocks on the medium.

Each logical block is stored at a unique logical block address (LBA), which is either four bytes (i.e., a short
LBA) or eight bytes (i.e., a long LBA) in length. The logical block addresses on.a/ogical block shall begin with
zefo and shall be contiguous up to the last logical block on the logical unit. An application client uges
conmands performing write operations to store logical blocks and commands performing read operationd to
refrieve logical blocks. A write operation causes one or more logical bloeks to be written to the medium| A
regd operation causes one or more logical blocks to be read from the medium. A verify operation confirms that
ong or more logical blocks were correctly written and are able to be fead without error from the medium.

Lopical blocks are stored by a process that causes localized ¢hanges or transitions within a medium. Tjhe
changes made to the medium to store the logical blockscmay be volatile (i.e., not retained through power
cygles) or non-volatile (i.e., retained through power c¢ycles). The medium may contain vendor specffic
infprmation that is not addressable through an LBA.Such data may include defect management data gnd
other device management information.

4.2 Media examples

4.2.1 Media examples overview
Examples of types of media used by the direct-access block device are:

a) rotating media (see 4.2.2)*and
b) memory media (see4,2:3).

Other types of media are possible.

4.2.2 Rotating media

The typical application of a direct-access block device is a magnetic disk device. The medium is a spinn|ng
digk with a @hagnetic material that allows flux changes to be induced and recorded. An actuator positions a
regd-writeshead radially across the spinning disk, allowing the device to randomly read or write the informatjon
at pny«adial position. Data is stored by using the write portion of the head to record flux changes and is rgad
by|using the read portion of the head to read the recorded data.

The circular path followed by the read-write head at a particular radius is called a track. The track is divided
into sectors each containing blocks of stored data. If there are more than one disk spinning on a single axis
and the actuator has one or more read-write heads to access the disk surfaces, the collection of tracks at a
particular radius is called a cylinder.

A logical block is stored in one or more sectors, or a sector may store more than one logical block. Sectors
may also contain information for accessing, synchronizing and protecting the integrity of the logical blocks.

A rotating media-based direct-access block device is ready when the disks are rotating at the correct speed
and the read-write circuitry is powered and ready to access the data and may require a START STOP UNIT
command (see 5.17) to bring the logical unit to the ready state.
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Rotating media-based direct-access block device are usually non-volatile.

The defect management scheme of a disk device may not be discernible through this command set, though
some aspects (see 4.8) may be accessible to the application client with the READ LONG commands and the
WRITE LONG commands (see 5.14, 5.15, 5.33, and 5.34).

4.2.3 Memory media

Memory media is based on solid state random access memories (RAMs) (e.g., static RAM (SRAM), dynamic
RAM (DRAM), magnetoresistive RAM (MRAM), ferroelectric RAM (FeRAM) or flash memory). Memory
media-based direct-access block devices may be used tor fast-access storage.

A memory media-based direct-access block device is ready after power on and does not require a~START
STIOP UNIT command (see 5.17) to bring the logical unit to a ready state.

These logical units may be non-mechanical and therefore logical blocks may be accessed with similar accgss
times regardless of their location on the medium. Memory media-based direct-access bjocK devices mjay
stgre less data than disks or tapes and may be volatile.

The defect management scheme (e.g., ECC bytes) (see 4.8) may be accessible to the application client with
thg READ LONG commands and the WRITE LONG commands (see 5.14, 5.15, 5.33 and 5.34).

Memory media may be volatile (e.g., SRAM or DRAM) or non-volatile (e.g.,"SRAM or DRAM with batt¢
batkup, MRAM, FeERAM or flash memory).

D
=
<

4.3 Removable medium

4.3.1 Removable medium overview

Thie medium may be removable or non-removable. The removable medium may be contained within a
caftridge or jacket to prevent damage to the recording surfaces.

A removable medium has an attribute of being mounted or unmounted on a suitable transport mechanism ip a
dirpct-access block device. A removable medium iss-mounted when the direct-access block device is capaple
of performing write, read, and verify operations\to' the medium. A removable medium is unmounted at gny
other time (e.g., during loading, unloading, or¢storage).

An| application client may check whether-aremovable medium is mounted by issuing a TEST UNIT REAPY
command (see SPC-3). A direct-access\block device containing a removable medium may not be accessiple
forjwrite, read, and verify operations until it receives a START STOP UNIT command (see 5.17).

If the direct-access block devjce\implements cache, either volatile or non-volatile, it ensures that all logial
bldcks of the medium contain the most recent user data and protection information, if any, prior to permittjng
unmounting of the removable medium.

The PREVENT ALLOW-MEDIUM REMOVAL command (see SPC-3) allows an application client to restrict the
unmounting of thesremovable medium. This is useful in maintaining system integrity.

If the application client issues a START STOP UNIT command to eject the removable medium and the
direct-access)block device is prevented from unmounting by the PREVENT ALLOW MEDIUM REMOVAL
commmand;the START STOP UNIT command is rejected by the device server.

4.3.2"Removable medium with an attached media changer

When a direct-access block device is served by an attached media changer, control over a medium transport
element may be accomplished using media changer commands (see SMC-2) sent to the direct-access block
device type logical unit.

The direct-access block device indicates its ability to support these commands by setting the MCHNGR bit to
one in its standard INQUIRY data (see SPC-3). A MCHNGR bit set to one indicates that the MOVE MEDIUM
ATTACHED and READ ELEMENT STATUS ATTACHED commands (see SMC-2) are supported. The logical
unit may require a MODE MEDIUM ATTACHED command (see SMC-2) to become ready.
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4.4 Logical blocks

Logical blocks are stored on the medium along with additional information that the device server uses to
manage the storage and retrieval. The format of the additional information is defined by other standards or is
vendor-specific and is hidden from the application client during normal read, write and verify operations. This
additional information may be used to identify the physical location of the blocks of data, the address of the
logical block, and to provide protection against the loss of user data and protection information, if any (e.g., by
containing ECC bytes).

The first logical block address is zero. The last logical block address is [n-1], where [n] is the number of logical
bldcks on the medium accessible by the application client. A READ CAPACITY command should be used to
defermine the value of [n-1].

Logical block addresses are no larger than 8 bytes. Some commands support only 4 byte (i.e., shortyLOGICAL
BLOCK ADDRESS fields (e.g., READ CAPACITY (10), READ (10) and WRITE (10)). The READ CAPACITY ({0)
command returns a capacity of FFFFFFFFh if the capacity exceeds that accessible with short LBAs,
indicating that:

a) the application client should enable descriptor format sense data (see SPC-3) in the Control mode
page (see SPC-3) and in any REQUEST SENSE commands (see SPC-3)-it sends and

b) the application client should use commands with 8-byte LOGICAL BLOCKADDRESS fields (e.g., REAL
CAPACITY (16), READ (16) and WRITE (16)).

NQTE If a command with a 4-byte LOGICAL BLOCK ADDRESS field accesses, logieal blocks beyond logical block addre¢ss
FFFFFFFFh and fixed format sense data is used, there is no field in the sense data largeenough to report the logical block addresg of
anlerror (see 4.13).

=]

If 8 command is received that references or attempts to access/alogical block not within the capacity of the
medium, the device server terminates the command with CHECK CONDITION status with the sense key set
to[[LLEGAL REQUEST and the additional sense code set to'LOGICAL BLOCK ADDRESS OUT OF RANGE.
THe command may be terminated before processing or-after the device server has transferred some or all|of
the data.

The number of bytes of user data contained in a logical block is the block length. The parameter data returrjed
by|the READ CAPACITY command (see 5.10) describes the block length that is used on the medium. Tlhe
mqde parameter block descriptor (see 6.3.2)'is’'used to change the block length in direct-access block deviges
that support changeable block lengths..The block length does not include the length of protection informatfon
anf additional information, if any.

The location of a logical block on the ‘medium is not required to have a relationship to the location of any other
logical block. However, in a typical direct-access block device, the time to access a logical block at addrgss
[x41] after accessing logical block [x] is often less than the time to access some other logical block. The time
to pccess the logical blockyat address [x] and then the logical block at address [x+1] need not be less tHan
time to access [x] and.thien [x+100]. The READ CAPACITY command issued with a PMI bit set to one may|be
useful in determining-where longer access times occur.

4.5 Ready state

A direct-aceess block device is ready when the device server is capable of processing medium accgss
conmands (i.e., commands that perform read operations, write operations or verify operations).

A . g 5
conditions are met (see 4.2). A direct-access block device that is not ready shall terminate medium access
commands with CHECK CONDITION status with the sense key set to NOT READY and the appropriate
additional sense code for the condition.

Some direct-access block devices may be switched from being ready to being not ready by using the START
STOP UNIT command (see 5.17). An application client may need to issue a START STOP UNIT command
with a START bit set to one to make a direct-access block device ready.
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4.6 Initialization

Direct-access block devices may require initialization prior to write, read and verify operations. This
initialization is performed by a FORMAT UNIT command (see 5.2). Parameters related to the format (e.g.,
block size) may be set with the MODE SELECT command prior to the format operation. Some direct-access
block devices are initialized by means not specified in this standard. The time when the initialization occurs is
vendor-specific.

Direct-access block devices using a non-volatile medium may save the parameters and only need to be
initialized once. However, some mode parameters may need to be initialized after each logical unit reset. A
catastrophic failure of the direct-access block device may require the FORMAT UNIT command to be issued.

Q

Dinect-access block devices that use a volatile medium may need to be initialized after each logical Unit'reget
pripr to the processing of write, read, or verify operations. Mode parameters may also need initialization after
logical unit resets.

NQTE 1 Mode parameter block descriptors read with the MODE SENSE command before a FORMAT UNI[T ‘¢completes return infor-
mation that may not reflect the true state of the medium.

A dlirect-access block device may become format corrupt after processing a MODE SELECT command that
changes parameters related to the medium format. During this time, the device server may terminate mediim
adcess commands with CHECK CONDITION status with the sense key\set to NOT READY and the
aplpropriate additional sense code for the condition.

Any time the parameter data returned by the READ CAPACITY (10).command (see 5.10) or the READ
CAPACITY (16) command (see 5.11) changes (e.g., when a FORMAT-UNIT command or a MODE SELECT
command completes changing the number of blocks, block siZe, protection information or reference {ag
ownership values, or when a vendor-specific mechanism_causes a change), the device server shotld
esfablish a unit attention condition for the initiator port associated with each |_T nexus except the |_T nexus
on|which the command causing the change was received with an additional sense code of CAPACITY DATA
HAS CHANGED.

NO[TE 2  Logical units compliant with previous versions of this-standard did not establish a unit attention condition.

4.Y Write protection

Wiite protection prevents the alteration” of the medium by commands issued to the device server. Write
protection is usually controlled by the{user of the medium through manual intervention (e.g., mechanical logk)
or|may result from hardware controls (e.g., tabs on the media housing) or software write protection. |All
solrces of write protection are_jndependent. When present, any write protection shall cause otherwise valid
commands that request alteration of the medium to be rejected with CHECK CONDITION status with the
sense key set to DATA PROTECT. Only when all write protections are disabled shall the device seryer
pracess commands that request alteration of the medium.

Hardware write protection results when a physical attribute of the drive or medium is changed to specify that
writing shall be prohibited. Changing the state of the hardware write protection requires physical interventipn,
either with thetdrive or the medium. If allowed by the drive, changing the hardware write protection while the
medium is mounted results in vendor-specific behavior that may include the writing of previously buffered data

ient
he
state of software write protectlon shall not prevent prewously accepted data (e. g data in cache) from belng
written to the media.

The device server reports the status of write protection in the device server and on the medium with the
DEVICE-SPECIFIC PARAMETER field in the mode parameter header (see 6.3.1).

4.8 Medium defects

Any medium has the potential for defects that cause data to be lost. Therefore, each logical block may contain
additional information that allows the detection of changes to the user data and protection information, if any,
caused by defects in the medium or other phenomena and may also allow the data to be reconstructed
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following the detection of such a change (e.g., ECC bytes). Some direct-access block devices allow the
application client to examine and modify the additional information by using the READ LONG commands and
the WRITE LONG commands (see 5.14, 5.15, 5.33, and 5.34). The application client may use the WRITE
LONG commands to induce a defect to test the defect detection logic of the direct-access block device or to
emulate an unrecoverable logical block when generating a mirror copy.

Defects may also be detected and managed during processing of the FORMAT UNIT command (see 5.2).
The FORMAT UNIT command defines four sources of defect information: the PLIST, CLIST, DLIST and
GLIST. These defects may be reassigned or avoided during the initialization process so that they do not affect

an GCHCEHIHOCKS REe—SOLH-CES-G1-GE166 arasslile GEIe S -a-6-0EHRE0-aSItOHOWS

a) Primary defect list (PLIST). This is the list of defects, which may be supplied by the original manufa
turer of the device or medium, that are considered permanent defects. The PLIST is located,outside
of the application client accessible logical block space. The PLIST is accessible by the deyice server
for reference during the format operation, but it is not accessible by the application client.except
through the READ DEFECT DATA commands (see 5.10 and 5.13). Once created, the original PLI$T
shall not change.

b) Logical unit certification list (CLIST). This list includes defects detected by the device server during an
optional certification process performed during the FORMAT UNIT command. This list shall be added
to the GLIST.

c) Data defect list (DLIST). This list of defects may be supplied by the application client to the device
server during the FORMAT UNIT command. This list shall be added\to the GLIST.

d) Grown defect list (GLIST). The GLIST includes all defects sent by.the application client (i.e., the
DLIST) or detected by the device server (i.e., the CLIST). The(GLIST does not include the PLIST. |f
the CMPLST bit is set to zero, the GLIST shall include DLISTs’provided to the device server during the
previous and the current FORMAT UNIT commands. The\GLIST shall also include
A) defects detected by the format operation during medium certification,

B) defects previously identified with a REASSIGN.BLOCKS command (see 5.16) and
C) defects previously detected by the device server and automatically reallocated.

direct-access block device may automatically reassign defects if allowed by the Read-Write Erfor
Rgcovery mode page (see 6.3.4).

Ddgfects may also occur after initialization. The application client issues a REASSIGN BLOCKS commgnd
(s¢e 5.16) to request that the specified logical block address be reassigned to a different part of the mediym.
Thjs operation may be repeated if a new(defect appears at a later time. The total number of defects that may
belhandled in this manner is vendor-specific.

Degfect management on direct-access block devices is vendor-specific. Direct-access block devices not us|ng
a lemovable medium may optimize the defect management for capacity or performance or both. Some
direct-access block devices\that use a removable medium do not support defect management or use defect
mgnagement that does_not)impede the ability to interchange the medium.

4.9 Write failures

If pne or more-commands performing write operations are in the task set and are being processed when
pover is lost (g'g., resulting in a vendor-specific command timeout by the application client) or a medium error
or [hardware"error occurs (e.g., because a removable medium was incorrectly unmounted), the data in the
lodical‘blocks being written by those commands is indeterminate. When accessed by a command perform|ng
a rneador verify operation (e.g., after power on or after the removable medium is mounted), the device seryer
may return old data, new data, or vendor-specific data in those logical blocks.

Before reading logical blocks which encountered such a failure, an application client should reissue any
commands performing write operations that were outstanding.

4.10 Caches

Direct-access block devices may implement caches. A cache is an area of temporary storage in the
direct-access block device with a fast access time that is used to enhance performance. Cache exists
separately from the medium and is not directly accessible by the application client. Use of cache for write or
read operations may reduce the access time to a logical block and increase the overall data throughput.
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Cache stores user data and protection information, if any.

Cache may be volatile or non-volatile. Volatile caches do not retain data through power cycles. Non-volatile
cache memories retain data through power cycles. There may be a limit on the amount of time a non-volatile

cache is able to retain data without power.

During read operations, the device server uses the cache to store logical blocks that the application client may
request at some future time. The algorithm used to manage the cache is not part of this standard. However,
parameters are provided to advise the device server about future requests or to restrict the use of cache for a

particular request.

Ddring write operations, the device server uses the cache to store data that is to be written to the medium, g
later time. This is called write-back caching. The command may complete prior to logical blocks being-writ
to the medium. As a result of using a write-back caching there is a period of time when the data may be log
pover to the SCSI target device is lost and a volatile cache is being used or a hardware failurecoceurs. Th
is @lso the possibility of an error occurring during the subsequent write operation. If an error‘ocCurred dur|
theg write operation, it may be reported as a deferred error on a later command. The application client ni
request that write-back caching be disabled with the Caching mode page (see 6.3.3) to prevent detected wi
errors from being reported as deferred errors. Even with write-back caching disabled; undetected write err
m3ay occur. The VERIFY commands and the WRITE AND VERIFY commands may be used to detect thg

deyice server should not replace logical blocks in the cache with*the logical blocks that are being read.

NQTE This does not mean that stale data is allowed in the cache. If a;write operation accesses the same LBA as a logical block in
caghe, the logical block in the cache is updated with the new write data:

lication clients may use the force unit access (FUA) bit in the CDB of commands performing write or rg
opgrations to specify that the device server shall\access the medium. For a write operation, setting the FUA
to pne causes the device server to complete(the data write to the medium before completing the comma
Fof a read operation, setting the FUA bit to.bne causes the device server to retrieve the logical blocks from

medium rather than from the cache.

When the DPO and FUA bits are bgth set to one, write and read operations effectively bypass the cache.

Application clients may use theyforce unit access non-volatile cache (FUA_NV) bit in the CDB of commar
pefforming write or read opérations to specify that the device server may access a non-volatile cache, if a
rather than the medium, if the FUA bit is set to zero. For a write operation, an FUA_Nv bit set to one with the A
bit|set to zero allows the“device server to complete the data write to non-volatile cache rather than the medi
before completing,the)command. For a read operation, an FUA_NV bit set to one with the FUA bit set to z
allpws the device)server to retrieve the logical blocks from the non-volatile cache rather than the medium.

When a VERIEY command or a WRITE AND VERIFY command is processed, both a force unit access an
syhchronize.cache operation are implied, since the logical blocks are being verified as being stored on

megdiumyThe DPO bit is defined in the VERIFY command since the VERIFY command may cause f{
replacement of logical blocks in the cache.

ta
en
t if
bre
ng
ay
ite
Drs

he.
he
he
he
he

ad
bit
nd.
he

ds

ny,
UA

Ero

H a
he
he

Commands may be implemented by the device server that allow the application client to control other

behavior of the cache:

a) the PRE-FETCH commands (see 5.3 and 5.4) cause a set of logical blocks requested by the appli-

cation client to be read into cache for possible future access. The logical blocks fetched are subject
later replacement;
b) the SYNCHRONIZE CACHE commands (see 5.18 and 5.19) force any write data in cache in the

to

requested set of logical blocks to be written to the medium. These commands may be used to ensure

that the data is written and any detected errors reported,;
c) the Caching mode page (see 6.3.3), writable by the MODE SELECT commands, allows control of
cache behavior.
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4,

11 Implicit HEAD OF QUEUE command processing

Each of the following commands defined in this standard may be processed by the task manager as if it has a
task attribute of HEAD OF QUEUE (see SAM-3) if it is received with a SIMPLE task attribute, an ORDERED
task attribute, or no task attribute:

a) the READ CAPACITY (10) command and
b) the READ CAPACITY (16) command.

See SPC-3 for additional commands subject to implicit HEAD OF QUEUE command processing.

Ap
it b
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ndor-specific.

12 Reservations

regervation. See SPC-3 for a description of reservations. The details of commands that are allowed un
what types of reservations are described in table 2.

Ca

of

regervation is present.

plication clients should not send a command with the ORDERED task attribute if it may be processed\ag if
as a task attribute of HEAD OF QUEUE, because whether the ORDERED task attribute is honoreq i

S

servation restrictions are placed on commands as a result of access qualifiers associated with the typqg of

ler

mmands from |_T nexuses holding a reservation should complete normally. 4able 2 specifies the behayior
commands from registered |_T nexuses when a registrants only or-all*registrants type persistent



https://standardsiso.com/api/?name=2b45253d155fb842493ff16cdc65a0da

28

14776-322 © ISO/IEC:2007(E)

For each command, this standard or SPC-3 defines the conditions that result in RESERVATION CONFLICT.

Table 2 — SBC-2 commands that are allowed in the presence of various reservations

Addressed logical unit has this type of persistent
reservation held by another I_T nexus
Command From any |I_T nexus From Fron':‘ell_'_l's?:;t:js not
registered gl
I_T nexus - -
Write Exclusive (RR all ertg Echumje
Exclusive | Access t Exclusive | - Acces
ypes) -RR “RR
FORMAT UNIT Conflict Conflict Allowed Conflict Conflict
PRE-FETCH (10)/(16) Allowed Conflict Allowed Allewed Conflict
READ (6)/(10)/(12)/(16)/(32) Allowed Conflict Allowed Allowed Conflict
READ CAPACITY (10)/(16) Allowed Allowed Allowed Allowed Alloweg
READ DEFECT DATA (10)/(12) Conflict Conflict Allowed Conflict Conflict
READ LONG (10)/(16) Conflict Conflict Altowed Conflict Conflict
REASSIGN BLOCKS Conflict Conflict Allowed Conflict Conflict
$TART STOP UNIT with START bit set to
dhe and POWER conpITION field set to Oh Allowed Allewed Allowed Allowed Allowed
$TART STOP UNIT with START bit set to
4ero or POWER CONDITION field set to a Conflict Conflict Allowed Conflict Conflict
Value other than Oh
$YNCHRONIZE CACHE (10)/(16) Conflict Conflict Allowed Conflict Conflict
ERIFY (10)/(12)/(16)/(32) Allowed Conflict Allowed Allowed Conflict
VRITE (6)/(10)/(12)/(16)/(32) Conflict Conflict Allowed Conflict Conflict
VRITE AND VERIFY (10)/(12)/(16)/(32) Conflict Conflict Allowed Conflict Conflict
VRITE LONG (10)/(16) Conflict Conflict Allowed Conflict Conflict
VRITE SAME (10)/(16)/(32) Conflict Conflict Allowed Conflict Conflict
DREAD (10)/(32) Allowed Conflict Allowed Allowed Conflict
DWRITE (10)/(32) Conflict Conflict Allowed Conflict Conflict
DWRITEREAD(10)/(32) Conflict Conflict Allowed Conflict Conflict
PWRITE(10)/(32) Conflict Conflict Allowed Conflict Conflict
Kley: RR-= Registrants Only or All Registrants
lowed: Commands received from |_T nexuses not holding the reservation or from |_T nexuses not regis-
mally.
Conflict: Commands received from |_T nexuses not holding the reservation or from |_T nexuses not regis-
tered when a registrants only or all registrants type persistent reservation is present shall not be performed
and the device server shall terminate the command with RESERVATION CONFLICT status.
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4.13 Error reporting

4.13.1 Error reporting overview

If any of the conditions listed in table 3 occur during the processing of a command, the command shall be
terminated with CHECK CONDITION status with the sense key set to the specified value and the additional
sense code set to the appropriate value for the condition. Some errors may occur after the completion status
has already been reported. For such errors, SPC-3 defines a deferred error reporting mechanism. Table 3 lists
some error conditions and the applicable sense keys. The list does not provide an exhaustive enumeration of

LI COMBPLITEION £
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Table 3 — Example error conditions

Condition

Sense key

Invalid LBA

ILLEGAL REQUEST

Wnsupported option requested

ILLEGAL REQUEST

Logical unit reset, |_T nexus loss, or medium change
ince last command from this application client

[ds)

UNIT ATTENTION

o

belf diagnostic failed

HARDWARE/ERROR

Wnrecovered read error

MEDIUM ERROR or HARDWARE ERROR

Recovered read error

RECOVERED ERROR

Over-run or other error that might be resolved by
repeating the command

ABORTED COMMAND

-

A\ttempt to write on write-protected medium

DATA PROTECT

Diect-access block devices compliant with this standard shall support both the fixed and descriptor formatg

sehse data (see SPC-3). If fixed format sense:data is used but the values to be placed in the sense d

INHORMATION field or COMMAND-SPECIFIC INFORMATION field are too large for the fixed format sense data (e

an|8-byte LBA), the VALID bit shall be set to zero.

Table 4 summarizes use of the sense.data fields.

Table 4 — Sense data field usage for direct-access block devices

of
hta

g'a

Field Usage Reference
READ LONG commands 5.14 and 5.15
REASSIGN BLOCKS command 5.16
VALID bit and
Any command that accesses the medium, based on the 6.3.4
Read-Write Error Recovery mode page o
~6MManD-sPEciFic | EXTENDED COPY command SPC-3
NFORMATTON fretd REASSIGN BLOCKS command 5.16
oit READ LONG commands 5.14 and 5.15
ILI bi
WRITE LONG commands 5.33 and 5.34

When a command attempts to access or reference an invalid LBA, the first invalid LBA shall be returned in the

INFORMATION field of the sense data (see SPC-3).

When a recovered read error is reported, the INFORMATION field of the sense data shall contain the LBA of the

last recovered error during the transfer.
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When an unrecovered read error is reported, the INFORMATION field of the sense data shall contain the LBA of
the unrecovered logical block.

4.13.2 Block commands sense data descriptor

Table 5 defines the block commands sense data descriptor used in descriptor format sense data for
direct-access block devices.

Table 5 — Block commands sense data descriptor format

Byte\Bit 7 6 5 4 3 2 1 0
0 DESCRIPTOR TYPE (05h)
1 ADDITIONAL LENGTH (02h)
2 Reserved
3 Reserved ‘ ILI | Reserved

Th
Th

Thie INCORRECT LENGTH INDICATION (ILI) bit indicates that the requested data length in a READ LON

co
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4.1

In
ob
log

the logical blocks are used for check data (see 3.1.5). The check data is generated by performing
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thd
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Th

£ DESCRIPTOR TYPE field (see SPC-3) shall be set to 05h.

e ADDITIONAL LENGTH field (see SPC-3) shall be set to 02h.

mmand or WRITE LONG command did not match the length of the logical block.
14 Model for XOR commands

4.1 Model for XOR commands overview

storage arrays, a storage array controller (see 3.1.41)-0rganizes a group of direct-access block devices i
ects. The type of object supported by this model is the redundancy group (see 3.1.37), where some of
ical blocks on the direct-access block devices are used for XOR-protected data (see 3.1.46) and somg

mulative XOR (see 3.1.18) operation of the XOR-protected data. The XOR operation may be performed
storage array controller or by the directcaccess block devices.

lirect-access block device contaihing XOR-protected data is called a data disk. A direct-access blqg
Vice containing check data is called a parity disk.

rforming the XOR operationtin the direct-access block devices may result in a reduced number of d
hsfers across the service delivery subsystem. For example, when the XOR operation is done within
rage array controller, fourrcommands are needed for a typical update write sequence:

a) acommandperforming a read operation from the data disk;

b) a commandyperforming a write operation to the data disk;

c) acommand performing a read operation from the parity disk and
d) acommand performing a write operation to the parity disk.

e storage array controller also does two internal XOR operations in this sequence.

contrast, during storage array controller supervised XOR operations (see 4.14.2) only three commands

hto
he
of

a
by

ck
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are

ne

eded:
a) acommand performing a write operation to the data disk;

b) acommand performing a read operation from the data disk and
c) acommand performing a write operation to the parity disk.
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4.14.2 Storage array controller supervised XOR operations

4.14.2.1 Storage array controller supervised XOR operations overview

A storage array controller supervises three basic operations that require XOR functionality:

a) update write operation (see 4.14.2.2);
b) regenerate operation (see 4.14.2.3); and
c) rebuild operation (see 4.14.2.4).

to
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mmand-seguences-foreach-of these gperations-use-the device servers-in-the direct-access-block-devices
bt Ll

berform the necessary XOR functions.

ree XOR commands are needed to implement storage array controller supervised XOR operatio

uence of an XDWRITE command followed by an XDREAD command. The storage arraycontroller a
bs READ commands and WRITE commands for certain operations.

4.2.2 Update write operation

e update write operation writes new XOR-protected data to a data disk and.Gpdates the check data on
ity disk. The sequence is:

writes the received XOR-protected data to the medium;

2) An XDREAD command is sent to the data disk. This cemmand transfers the intermediate XOR data
the storage array controller; and

3) An XPWRITE command is sent to the parity diskThis transfers the intermediate XOR data (i.e., X(
data received in a previous XDREAD command) to the parity disk. The device server reads the old
check data, performs an XOR operation usinig the old check data and the intermediate XOR data, a
writes the result (i.e., the new check data)to the medium.

blace of steps 1) and 2), a single XDWRITEREAD command may be sent.

4.2.3 Regenerate operation

Thie regenerate operation is used to recreate one or more logical blocks that have an error. This

ac

complished by reading the, associated logical block from each of the other direct-access block devid

within the redundancy group and performing an XOR operation with each of these logical blocks. The |

Xd
nu
se

R result is the data that should have been present on the unreadable direct-access block device. T
Mber of steps is depéndéent on the number of direct-access block devices in the redundancy group, but
juence is as follows:

1) A READR command is sent to the first direct-access block device. This transfers the data from the
direct-access block device to the storage array controller;

2) AnXDWRITE command with the DISABLE WRITE bit set to one is sent to the next direct-access blog
device. transferring the data from the previous read operation to the next direct-access block devid
The direct-access block device reads its data, performs an XOR operation on the received data an

its data_and retains the intermediate XOR result:

READ commands (see 5.38 and 5.39), XDWRITE commands (see 5.40 and 5.41), and XPWRITE
mmands (see 5.44 and 5.45). An XDWRITEREAD command (see 5.42 and 5.43) may be used.in place qf a

1) An XDWRITE command is sent to the data disk. This transfers new’XOR-protected data to the datp
disk. The device server reads the old XOR-protected data, performs an XOR operation using the gid
XOR-protected data and the received XOR-protected data,‘retains the intermediate XOR result, arjd
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3) An XDREAD command is sent to the same direct-access block device as in step 2). This transfers the

intermediate XOR data from the device to the storage array controller and

4) Steps 2) and 3) are repeated until all direct-access block devices in the redundancy group except the

failed device have been accessed.

The intermediate XOR data returned by the last XDREAD command is the regenerated data for the failed
device.

In place of steps 2) and 3), a single XDWRITEREAD command with the DISABLE WRITE bit set to one may be
used.
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4.14.2.4 Rebuild operation

The rebuild operation is similar to the regenerate operation, except that the last XOR result is written to the
replacement device. This function is used when a failed device is replaced and the storage array controller is
writing the rebuilt data to the replacement device. The number of steps is dependent on the number of
direct-access block devices in the redundancy group, but the sequence is as follows:

1) A READ command is sent to the first direct-access block device. This transfers the data from the
direct-access block device to the storage array controller;

2) An XDWRITE command with the DISABLE WRITE bit set to one is sent to the next direct-access block
device, transterring the data from the previous read operation to the next direct-access block deyide.
The device server reads its data, performs an XOR operation using the received data and its data,
and retains the intermediate XOR result;

3) An XDREAD command is sent to the same direct-access block device as in step 2). This transfers the
intermediate XOR data from the device to the storage array controller;

4) Steps 2) and 3) are repeated until all direct-access block devices in the redundancy;group except the
replacement device have been accessed. The intermediate XOR data returned by\the last XDREAD
command is the regenerated data for the replacement device and

5) A WRITE command is sent to the replacement device. This transfers the regenerated data from step
4 to the replacement device. The replacement device writes the regenerated data to the medium.

In place of steps 2) and 3), a single XDWRITEREAD command with the DISABLE WRITE bit set to one may|be
used.

4.14.3 Array subsystem considerations

4.14.3.1 Array subsystem considerations overview

This subclause lists considerations that apply to any array.subsystem, but describes how use of the XOR
conmands may affect handling of those situations.

4.14.3.2 Buffer full status handling

When the storage array controller sends an XDWRITE command to a device, the device retains the resultjng
XOR data until the storage array controllersissues a matching XDREAD command to retrieve the data (Jee
4.14.4). Depending on the size of the device’s buffer and the size of the XOR data, this may consume all| of
thg device’s internal buffer space. Whenrall of the device’s internal buffer space is allocated for XOR datg, it
m3ay not be able to accept new medium access commands other than valid XDREAD commands and it may
nof be able to begin processing.of.commands that are already in the task set.

When the device server is not-able to accept a new command because there is not enough space in the
buffer, the device servershall terminate that command with CHECK CONDITION status with the sense key
sef to ILLEGAL REQUEST and the additional sense code set to BUFFER FULL.

When a storage array controller receives this status, it may issue any matching XDREAD commands needed
to jsatisfy any pfevious XDWRITE commands. This results in buffer space being freed for use by ot:rfer
commands. If\itthas no XDREAD commands to send, the storage array controller may assume the buffer
space has been allocated to another initiator device. The storage array controller may retry the command in
thg same;manner that it would retry a command that returns TASK SET FULL status, including not retrying the
commmand too frequently.

Thebidirectional XDWRITEREAD command avoids the buiier 1ull condition, since the device Server coniro
when it accepts more write data and provides read data.

S

4.14.3.3 Access to an inconsistent stripe
A stripe is a set of corresponding extents (see 3.1.19) from two or more direct-access block devices.

When the storage array controller issues an update write to a data disk, the data in the data disk has been
updated when successful status is returned for the command. Until the parity disk has been updated,
however, the associated stripe in the redundancy group is not consistent (i.e., performing an XOR operation
on the XOR-protected data does not produce the check data).
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The storage array controller shall keep track of this window of inconsistency and ensure that a regenerate or
rebuild operation for any data extent within the stripe is not attempted until after the parity disk has been
updated, making the stripe consistent again. For multi-initiator systems, tracking the updates may be more
complex because each storage array controller needs to ensure that a second storage array controller is not
writing to a stripe that the first storage array controller is regenerating or rebuilding. The coordination between

sto

rage array controllers is system specific and is beyond the scope of this standard.

If any of the XOR commands end with CHECK CONDITION status and an unrecovered error is indicated, an
inconsistent stripe may result. It is the storage array controller’s responsibility to identify the failing device, to
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Thie device server shall retain XOR data resulting from an XDWRITE command awaiting retrieval b
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If the XOR data is lost and the application client still wants to-perform the XOR operation, it is required
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nfif\J/ the Scope of the failure and then limit access to the inconsistent efripn The recovery prnnndnrne that

storage array controller implements are outside the scope of this standard.

4.4 XOR data retention requirements

tching XDREAD command until one of the following events occurs:

a) a matching XDREAD command;
b) logical unit reset;
c) |_T nexus loss associated with the |_T nexus that sent the XDWRITE comimand;
d) processing any of the following task management functions (see SAM-3):.
A) CLEAR TASK SET;
B) ABORT TASK specifying the I_T_L_Q nexus of an XDREAD.emmand retrieving that XOR da
or
C) ABORT TASK SET.

end the XDWRITE command after one of those events.
15 START STOP UNIT and power conditions

5.1 START STOP UNIT and power conditions-overview

e START STOP UNIT command (see 5.17) allows an application client to control the power condition g
ical unit. This method includes specifyingthat the logical unit transitions to a power condition.

hddition to the START STOP UNIT command, the power condition of a logical unit may be controlled by
wer Condition mode page (see SPCF3). If both the START STOP UNIT command and the Power Condit

ver control.

ndition to another-"An’ application client may determine the current power condition of a logical unit
uing a REQUESJ-SENSE command (see SPC-3). The device server returns parameter data with {
nse key set to NO SENSE and the additional sense code set to one of the following:

a) LOW POWER CONDITION ON if the reason for entry into the standby power condition or idle pow
condition is unknown;
b)< IDLE CONDITION ACTIVATED BY TIMER if the logical unit entered the idle power condition due t

the idle condition timer (see SPC-3);

c) STANDBY CONDITION ACTIVATED BY TIMER if the logical unit entered the standby power
condition due to the idle condition timer (see SPC-3);

he
on

de page methods are being used to control the power condition of the same logical unit, then the poyer
ndition specified by any START STOP UNIT command shall override the Power Condition mode pagg's

ere shall be no notification to the application client that a logical unit has transitioned from one power

by
he

d) IDLE CONDITION ACTIVATED BY COMMAND if the logical unit entered the idle power condition due

to a START STOP UNIT command or
e) STANDBY CONDITION ACTIVATED BY COMMAND if the logical unit entered the standby power
condition due to a START STOP UNIT command.

No power condition shall affect the supply of any power required for proper operation of the service delivery
subsystem.
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4.15.2 START STOP UNIT and power conditions state machine

4.15.2.1 START STOP UNIT and power conditions state machine overview

The SSU_PC (start stop unit power condition) state machine for logical units implementing the START STOP
UNIT command describes the logical unit power states and transitions resulting from settings by the START
STOP UNIT command and settings in the Power Condition mode page (see SPC-3).

The SSU_PC states are as follows:

D

SSU) _PCO:Powered on (enn 415 2 ')) (inifial cfafn);

)
b) SSU_PC1:Active (see 4.15.2.3);
c) SSU_PC2:Idle (see 4.15.2.4);
d) SSU_PC3:Standby (see 4.15.2.5); and
e) SSU_PC4:Stopped (see 4.15.2.6).
The SSU_PC state machine shall start in the SSU_PCO0:Powered_on state after power on.
NQTE The SSU_PC state machine is an enhanced version of the Power Condition state machine described‘in SPC-3.
Figure 1 describes the SSU_PC state machine.
SSU_PCo0:
Powered on?
Active ®
Stop °
SSU.PC3:
Standby °
—Idle
Active °—
SSU_PC1: ) SSU_PC2:
Active ° | —Stop — Idle ®
~Standby.2 Standby *-
—|die? ™ T -
~———> .
< T T Active °—|
SSU_PC4:
b Stopped b b
—Stop Stop "—
\—Standby ™
y )
b,
Active "—
—Idle ®
¢
N >

Notes:

#This state or transition is also described in SPC-3, but may have additional characteristics
unique to this standard (e.g., a transition to or from a state described in this standard).

® This state or transition is described in this standard.

Figure 2 — Power condition state machine for logical units implementing
the START STOP UNIT command
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4.15.2.2 SSU_PCO0:Powered_on state

4.15.2.2.1 SSU_PCO0:Powered_on state description

The logical unit shall enter this state upon power on. This state consumes zero time.

4.15.2.2.2 Transition SSU_PCO0:Powered_on to SSU_PC1:Active

This transition shall occur if the logical unit has been configured to transition to the SSU_PC1:Active state.

4.15.2.2.3 Transition SSU_PCO0:Powered_on to SSU_PC4:Stopped

Thjs transition shall occur if the logical unit has been configured to transition to the SSU_PC4:Stopped.state.
4.15.2.3 SSU_PC1:Active state

4.15.2.3.1 SSU_PC1:Active state description

While in this state, if power on initialization is not complete, then the logical unit completes its power[on
inifialization.
While in this state, after power on initialization is complete, then:

a) the logical unit is in the active power condition (see SPC-3);

b) if the idle condition timer is active (see SPC-3) and not disabled (se€ 5.17), then the idle condition
timer is running; and

c) if the standby condition timer is active (see SPC-3) and not\disabled (see 5.17), then the standby
condition timer is running.

4.15.2.3.2 Transition SSU_PC1:Active to SSU_PC2:ldle
This transition shall occur after:

a) the device server receives a START STOP-UNIT command with the POWER CONDITION field set to
IDLE;

b) the device server receives a START STOP UNIT command with the POWER CONDITION field set to
FORCE_IDLE_O; or

c) the idle condition timer is active.(see SPC-3), enabled (see 5.17) and zero.

4.15.2.3.3 Transition SSU_PC1:Active to SSU_PC3:Standby

This transition shall occur aftef:

a) the device serverreceives a START STOP UNIT command with the POWER CONDITION field set to
STANDBY;

b) the device séryer receives a START STOP UNIT command with the POWER CONDITION field set to
FORCE_STANDBY_0; or

c) the standby condition timer is active (see SPC-3), enabled (see 5.17), and zero.

4.15.2.3.4Transition SSU_PC1:Active to SSU_PC4:Stopped

Thistransition shall occur after the device server receives a START STOP UNIT command with the START|bit
setiozero and the POWER CONDITION field set fo START VAI ID

4.15.2.4 SSU_PC2:ldle state

4.15.2.4.1 SSU_PC2:Idle state description
While in this state:

a) thelogical unit is in the idle power condition (see SPC-3) and
b) if the standby condition timer is active (see SPC-3) and not disabled (see 5.17), then the standby
condition timer is running.
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4.15.2.4.2 Transition SSU_PC2:ldle to SSU_PC1:Active
This transition shall occur after:

a) the device server receives a START STOP UNIT command with the START bit set to one;

b) the device server receives a START STOP UNIT command with the POWER CONDITION field set to
ACTIVE; or

c) the device server receives a command that requires the logical unit to be in the SSU_PC1:Active
state to process the command.

4.15.2.4.3 Transition SSU_PC2:Idle to SSU_PC3:Standby
This transition shall occur after:

a) the device server receives a START STOP UNIT command with the POWER CONDITION field set to
STANDBY;

b) the device server receives a START STOP UNIT command with the POWER CONDITION field set to
FORCE_STANDBY_O0; or

c) the standby condition timer is active (see SPC-3), enabled (see 5.17), and zero.

4.15.2.4.4 Transition SSU_PC2:ldle to SSU_PC4:Stopped
This transition shall occur after the device server receives a START STOP UNIT command with the START|bit
sef to zero.

4.15.2.5 SSU_PC3:Standby state

4.15.2.5.1 SSU_PC3:Standby state description

While in this state the logical unit is in the standby power candition (see SPC-3).

4.15.2.5.2 Transition SSU_PC3:Standby to SSU_PC1:Active
This transition shall occur after:

a) the device server receives a START STOP UNIT command with the START bit set to one;

b) the device server receives a START STOP UNIT command with the POWER CONDITION field set to
ACTIVE; or

c) the device server receives a command that requires the logical unit to be in the SSU_PC1:Active
state to process the command.

4.15.2.5.3 Transition SSU_PC3:Standby to SSU_PC2:Idle
This transition shall occur after:

a) the device séryer receives a START STOP UNIT command with the POWER CONDITION field set to
IDLE;

b) the deviceserver receives a START STOP UNIT command with the POWER CONDITION field set to
FORGE_IDLE_O or

c) the-device server receives a command that requires the logical unit to be in the SSU_PC2:Idle stale
to process the command.

4.15.2.5.4 Transition SSU_PC3 Standby to SSU_PC4:Stopped

This transition shall occur after the device server receives a START STOP UNIT command with the START bit
set to zero.
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4.15.2.6 SSU_PC4:Stopped state

4.15.2.6.1 SSU_PC4:Stopped state description
While in this state:

a) the device server is not capable of processing medium access commands. Any medium access

commands received while in this state shall cause the device server to terminate the command with
CHECK CONDITION status with the sense key set to NOT READY and the additional sense code set

to LOGICAL UNIT NOT READY, INITIALIZING COMMAND REQUIRED and
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.16 Protection information model

b) the power consumed by the SCSI target device should be less than or equal to that consumed wh
the logical unit is in the SSU_PC1:Active, SSU_PC2:Idle, or SSU_PC3:Standby states.

5.2.6.2 Transition SSU_PC4:Stopped to SSU_PC1:Active
s transition shall occur after:

a) the device server receives a START STOP UNIT command with the START bit sgf to one; or
b) the device server receives a START STOP UNIT command with the POWER CONDITION field set to
ACTIVE.

5.2.6.3 Transition SSU_PC4:Stopped to SSU_PC2:ldle
s transition shall occur after:

a) the device server receives a START STOP UNIT command with'the POWER CONDITION field set to
IDLE; or

b) the device server receives a START STOP UNIT command with the POWER CONDITION field set to
FORCE_IDLE_O.

5.2.6.4 Transition SSU_PC4:Stopped to SSU_PC3:Standby
s transition shall occur after:

a) the device server receives a START STOP’UNIT command with the POWER CONDITION field set to
STANDBY; or

b) the device server receives a START STOP UNIT command with the POWER CONDITION field set to
FORCE_STANDBY_0.

6.1 Protection informationoverview

e protection information/model provides for protection of user data while it is being transferred betweel
nder and a receiver., Protection information is generated at the application layer and may be checked
y object associated’with the |_T_L nexus. Once received, protection information is retained (e.g., written
dium, stored{in-non-volatile memory or recalculated on read back) by the device server until overwritt
wer loss, hard reset, logical unit reset and |_T nexus loss shall have no effect on the retention of protect
brmation:

pportt for protection information shall be indicated in the PROTECT bit in the standard INQUIRY data (g

EN

N a
by

ee

C3).

For commands that are using protection information, the data-in buffer and/or data-out buffer shall consist of
logical blocks with both user data and protection information. For commands that are not using protection
information, the data-in buffer and/or data-out buffer shall consist of logical blocks with only user data.

If the logical unit is formatted with protection information and the EMDP bit is set to one in the
Disconnect-Reconnect mode page (see SPC-3), then checking of the logical block reference tag within the
service delivery subsystem without accounting for modified data pointers and data alignments may cause
false errors when logical blocks are transmitted out of order.
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4.16.2 Protection information format

Ta

ble 6 defines the placement of protection information in a logical block.

Table 6 — User data and protection information format

(E)

Byte\Bit 7 6 5 4 3 2 1 0
0
USER DATA
n-1
n (MSB)

LOGICAL BLOCK GUARD

n+1 (LSB)

n+2 (MSB)

LOGICAL BLOCK APPLICATION TAG

n+3 (LSB)

n+4 (MSB)

LOGICAL BLOCK REFERENCE TAG
n+7 (LSB)

Th
ch

Th

Th
fie

megdium. Otherwise, the contents of the logical bleck application tag are not defined by this standard. 7]

LO

Cdntrol mode page (see SPC-3). The contents of the LOGICAL BLOCK APPLICATION TAG field shall not be used

Th
LO
de

E

£ USER DATA field shall contain user data. The contents of the USER DATA field shall be used to generate 3
bck the CRC contained in the LOGICAL BLOCK GUARD field.

E LOGICAL BLOCK GUARD field contains the CRC (see 4.16.3).of the contents of the USER DATA field.
£ LOGICAL BLOCK APPLICATION TAG field is set by the application client. A LOGICAL BLOCK APPLICATION T
d set to FFFFh disables checking of all protection ‘information for the logical block when reading from

5ICAL BLOCK APPLICATION TAG field may be modified by a device server if the ATO bit is set to zero in

herate or check the CRC contained in the LOGICAL BLOCK GUARD field.

e LOGICAL BLOCK REFERENCE TAG/field is an incrementing value associated with the logical block. T

bends on the command being.processed:

a) fora command that@aoes not include an EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field (e.g,
READ (16)), the kOGICAL BLOCK REFERENCE TAG field of the first logical block in the data-in buffer
and/or data-outbuffer shall contain the least significant four bytes of the LBA contained in the LOGIC
BLOCK ADDRESS field of the command; and

b) for a command that does include an EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field (e.g.,
READ(32)), the LOGICAL BLOCK REFERENCE TAG field of the first logical block shall contain the value

processed if the medium was formatted with application client ownership of the logical block
reference tag (i.e., with the RTO_REQ bit set to one in the FORMAT UNIT command (see 5.2)).

AG
he
he
he

to

he

GICAL BLOCK REFERENCE TAG field-of the first logical block in the data-in buffer and/or data-out buffer

in

the €EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field of the command. These commands are only

h cnhenqnnnf Ingipnl block in the data-in buffer and/or data-out buffer shall contain a LoGIcAL BLJ

CK

REFERENCE TAG field with the logical block reference tag of the previous logical block plus one. The contents of
the LOGICAL BLOCK REFERENCE TAG field shall not be used to generate or check the CRC contained in the
LOGICAL BLOCK GUARD field.

4.16.3 Logical block guard

4.16.3.1 Logical block guard overview

The LOGICAL BLOCK GUARD field shall contain a CRC that is generated from the contents of the USER DATA field.
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Table 7 defines the CRC polynomials used to generate the logical block guard from the contents of the USER
DATA field.

Table 7 — CRC polynomials

Function | Definition

A polynomial representing the transmitted USER DATA field, which is covered by the CRC. For
the purposes of the CRC, the coefficient of the highest order term shall be byte zero bit seven

ofthaticen NnaTa fiald and tha caafficient of tha lowest ardartarm - chall ba hit zara of tha lact
O tHeoorroATAHereaRatThe-6oeHeieRt-otHe1oWe St+otrae— e H-SHamr o e-—oit=Zero-ortre1ast

byte of the USER DATA field.

F’(x) A polynomial representing the received USER DATA field.

The generator polynomial:
G(x) G(x)=x16+x15+x11+x9+x8+x7+x5+x4+x2+x+1
(i.e., G(x) = 18BB7h)

The remainder polynomial calculated during CRC generation by the transmitter, representing
the transmitted LOGICAL BLOCK GUARD field.

R’(x) A polynomial representing the received LOGICAL BLOCK GUARD field:

The remainder polynomial calculated during CRC checking by)the receiver.

RB() RB(x) = 0 indicates no error was detected.

RC(x) The remainder polynomial calculated during CRC chécking by the receiver.
RC(x) = 0 indicates no error was detected.

QA(x) The quotient polynomial calculated during CRC.generation by the transmitter. The value of
QA(x) is not used.

QB(x) The quotient polynomial calculated during'CRC checking by the receiver. The value of QB(x)
is not used.

QC(x) The quotient polynomial calculated 'during CRC checking by the receiver. The value of QC(x)
is not used.

M(x) A polynomial representing.the transmitted USER DATA field followed by the transmitted LOGICAL
BLOCK GUARD field.

M'(x) A polynomial representing the received USER DATA field followed by the received LOGICAL

BLOCK GUARD field-

4.16.3.2 CRC generation
The equations that™are used to generate the CRC from F(x) are as follows. All arithmetic is modulo 2.

The transmitter.shall calculate the CRC by appending 16 zeros to F(x) and dividing by G(x) to obtain the
remainder R(X):

16
(X xF(x)) _ R(x)
GOo = QA+ oY

R(x) is the CRC value and is transmitted in the LOGICAL BLOCK GUARD field.

M(x) is the polynomial representing the USER DATA field followed by the LOGICAL BLOCK GUARD field (i.e., F(x)
followed by R(x)):

M(x) = (x'® x F(x)) + R(x)
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4.16.3.3 CRC checking

M’(x) (i.e., the polynomial representing the received USER DATA field followed by the received LOGICAL BLOCK
GUARD field) may differ from M(x) (i.e., the polynomial representing the transmitted USER DATA field followed by
the transmitted LOGICAL BLOCK GUARD field) if there are transmission errors.

The receiver may check M’(x) validity by appending 16 zeros to F’(x) and dividing by G(x) and comparing the
calculated remainder RB(x) to the received CRC value R’(x):

(xme(xD__QB@yRBu)

G(x) G(x)

In the absence of errors in F’(x) and R’(x), the remainder RB(x) is equal to R’(x).

The receiver may check M’(x) validity by dividing M’(x) by G(x) and comparing the calculated remainder RQ(x)
to gero:

M'(xX) _ RC(x)
RN

In the absence of errors in F’(x) and R’(x), the remainder RC(x) is equal to zero.

Baoth methods of checking M’(x) validity are mathematically equivalent.

4.16.3.4 CRC test cases

Several CRC test cases are shown in table 8.

Table 8 — CRC test cases

Pattern CRC

32 bytes each set to 00h 0000h
32 bytes each set to FFh A293h
32 bytes of an incrementing-pattern from 00h to 1Fh 0224h
2 bytes each set to EEhfollowed by 30 bytes set to 00h 21B8h
32 bytes of a decrementing pattern from FFh to EOh AOB7h

4.16.4 Application of protection information
Beffore an application clientjtransmits or receives logical blocks with protection information it shall:

1) determine ifalogical unit supports protection information using the INQUIRY command (see the
PROTECT bit)in the standard INQUIRY data in SPC-3);

2) if protection information is supported, then determine if the logical unit is formatted to accept
protection information using the READ CAPACITY (16) command (see the PROT_EN bit in 5.11); and

3) ifthe'ogical unit supports protection information and is not formatted to accept protection informatign,
then format the logical unit with protection information enabled.

If the-loqgical unit supports protection information and is formatted to accept protection information, then the
application client may use commands performing read operations that support protection information and
should use commands performing write and verify operations that support protection information.

4.16.5 Protection information and commands

The enabling of protection information enables fields in some commands that instruct the device server on the
handling of protection information. The detailed definitions of each command’s protection information fields
are in the individual command descriptions.

The commands that are affected when protection information is enabled are listed in table 9 (see 5.1).
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Commands that return the length in bytes of each logical block (e.g., the MODE SENSE commands and the
READ CAPACITY commands) shall return the length of the USER DATA field and shall not include the length of
the protection information (i.e., the LOGICAL BLOCK GUARD field, the LOGICAL BLOCK APPLICATION TAG field and
the LOGICAL BLOCK REFERENCE TAG field) (e.g., if the user data plus the protection information is equal to 520
bytes then 512 is returned).

4.17 Grouping function

A grouping function is a function that collects information about attributes associated with commands (i.e.,

Inf‘ IIIIGt;UII qbuut ourtnral |do vv;th thc LQdAITTIC HIUU'J VG:UU arc UU”UUtUd ;I ItU thU O'JUUIfIUd HIUU}J). TI LA~2 dellllt
of[r:e attributes and the groups is outside the scope of this standard. Groups are identified with the GRQ
NUMBER field in the CDB of certain commands (e.g., the PRE-FETCH (10) command (see 5.3)).

Thie collection of this information is outside the scope of this standard (e.g., the information’ may not
trapsmitted using any SCSI protocols).

Nd

anpther accesses data randomly. If the streaming application groups all of its commands with one value (e.g., X), and the random ap)
cafion groups all of its commands with another value (e.g., y), then a group x defined to hold performance'metrics collects all the per}

mg

pefformance metrics for the random commands together. The result is two sets of performance métrics (i.e., x and y). A managem
application then reads the performance metrics and determines if the performance of a specific.group is acceptable.

Support for the grouping function is indicated in the GRouP_suUP bit in thesExtended INQUIRY Data VPD ps

(s€

TE An example of how grouping could be used, consider two applications using a subsystem; one application streams data 4

nce metrics for the streamed commands together and a group y defined to also hold perfgrmance metrics collects all

e SPC-3).
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5 Commands for direct-access block devices

5.1 Commands for direct-access block devices overview

The commands for direct-access block devices are listed in table 9. Commands with CDB or parameter data
fields that support protection information (see 4.16) or for which protection information may be a factor in the
processing of the command are indicated by the fourth (i.e, Protection information) column.

Table 9 — Commands for direct-access block devices (Sheet 1 of 4)

CGommand name Osgcriaetign Type b i:;g:;cat:;nn Referenc
ACCESS CONTROL IN 86h O no SPC-3
ACCESS CONTROL OUT 87h O no SPC-3
CHANGE ALIASES A4h/0Bh O no SPC-3
BXTENDED COPY 83h O no SPC-3
HORMAT UNIT 04h M yes 5.2
INQUIRY 12h M yes SPC-3
UOG SELECT 4Ch O no SPC-3
UOG SENSE 4Dh 0] no SPC-3
NMAINTENANCE IN ﬁgmggﬂ _%g;] X € no SCC-2
MAINTENANCE OUT ﬁjﬂ;ggﬂ ) 832 X € no SCC-2
IYIODE SELECT (6) 15h O no SPC-3
I\*'IODE SELECT (10) 55h o) no SPC-3
I\*’IODE SENSE (6) 1Ah o) no SPC-3
I\*'IODE SENSE (10) 5Ah o) no SPC-3
NMOVE MEDIUM ATTACHED A7h X f no SMC-2
RERSISTENT RESERVE IN 5Eh O no SPC-3
RERSISTENT RESERYE OUT 5Fh O no SPC-3
RRE-FETCH (10) 34h O no 53
RRE-FETCH (16) 90h 0] no 54
RREVENT-ALLOW MEDIUM REMOVAL 1Eh 0] no SPC-3
READ.(6) 08h M © yes 55
READ (10) 28h M yes 5.6
READ (12) A8h 0 yes 5.7
READ (16) 88h o) yes 5.8
READ (32) 7Fh/0009h 6] yes 5.9
READ ATTRIBUTE 8Ch 0] no SPC-3
READ BUFFER 3Ch 0] no SPC-3
READ CAPACITY (10) 25h M no 5.10
READ CAPACITY (16) 9Eh/10h X d yes 5.1
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Table 9 — Commands for direct-access block devices (Sheet 2 of 4)

Command name 05332“2" Type P i:;g:;c;:;nn Reference
READ DEFECT DATA (10) 37h 0] no 5.12
READ DEFECT DATA (12) B7h 0] no 5.13
READ ELEMENT STATUS ATTACHED B4h X ¥ no SMC-2
EAD LONG (10) 3ER 0 ves 514
READ LONG (16) 9Eh/11h 0 yes 515
REASSIGN BLOCKS 07h 0] no 5.16
RECEIVE COPY RESULTS 84h 0] no SPC-3
RECEIVE DIAGNOSTIC RESULTS 1Ch o/M 9 no SPC-3
REDUNDANCY GROUP IN BAh X € no SCC-2
REDUNDANCY GROUP OUT BBh X € no SCC-2
REPORT ALIASES A3h/0Bh © no SPC-3
REPORT DEVICE IDENTIFIER A3h/05h O no SPC-3
REPORT LUNS AOh M no SPC-3
REPORT PRIORITY A3h/6Eh 0] no SPC-3
REPORT SUPPORTED OPERATION CODES A3h/0Ch 0] no SPC-3
E EggﬁgngPORTED TASK MANAGEMENT A3h/ODh o no SPC-3
REPORT TARGET PORT GROUPS A3h/0Ah 0] no SPC-3
REQUEST SENSE 03h M no SPC-3
SEND DIAGNOSTIC 1Dh M no SPC-3
SET DEVICE IDENTIFIER A4h/06h 0] no SPC-3
SET PRIORITY A4h/OEh (0] no SPC-3
SET TARGET PORT GRQUPRS A4h/0Ah 0] no SPC-3
S$PARE IN BCh X € no SCC-2
$PARE OUT BDh X € no SCC-2
START STOPAUNIT 1Bh 0] no 5.17
$YNCHRONIZE CACHE (10) 35h O no 5.18
$YNCHRONIZE CACHE (16) 91h O no 5.19
TEST UNIT READY 00h M no SPC-3
VERIFY (10) 2Fh 0 yes 5.20
VERIFY (12) AFh 0 yes 5.21
VERIFY (16) 8Fh 0 yes 5.22
VERIFY (32) 7Fh/000Ah 0] yes 5.23
VOLUME SET IN BEh X € no SCC-2
VOLUME SET OUT BFh X € no SCC-2
WRITE (6) 0Ah o° yes 5.24



https://standardsiso.com/api/?name=2b45253d155fb842493ff16cdc65a0da

44 14776-322 © ISO/IEC:2007(E)

Table 9 — Commands for direct-access block devices (Sheet 3 of 4)

Command name 05332“2" Type P i:;g:;c;:;nn Reference
WRITE (10) 2Ah 0 yes 5.25
WRITE (12) AAh 0 yes 5.6
WRITE (16) 8Ah 0 yes 5.27
WRITE (32) /Fh/000Bh O yes .28
WRITE AND VERIFY (10) 2Eh 0] yes 5:29
WRITE AND VERIFY (12) AEh 0] yes 5.30
WRITE AND VERIFY (16) 8Eh 0] yes 5.31
WRITE AND VERIFY (32) 7Fh/000Ch 0] yes 5.32
WRITE ATTRIBUTE 8Dh 0] no SPC-3
WRITE BUFFER 3Bh 0] no SPC-3
WRITE LONG (10) 3Fh 0 yes 533
WRITE LONG (16) 9Fh/11h O yes 5.34
WRITE SAME (10) 41h ) yes 5.35
WRITE SAME (16) 93h ) yes 536
WRITE SAME (32) 7FR/000Dh 0] yes 5.37
XDREAD (10) 52h 0 yes 538
ADREAD (32) 7Fh/0003h 0] yes 5.39
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Table 9 — Commands for direct-access block devices (Sheet 4 of 4)

Command name Oggcrlztign Type P i:frg:;c;:;nn Reference
XDWRITE (10) 50h o) yes 5.40
XDWRITE (32) 7Fh/0004h ) yes 5.41
XDWRITEREAD (10) 53h o) yes 5.42
ADWRITEREAD (32) /Fh/0007h O yes 9.43
XAPWRITE (10) 51h o) yes 5:44
APWRITE (32) 7Fh/0006h o) yes 5.45
The following operation codes are obsolete:

01h (REZERO UNIT), 0Bh (SEEK (6)),

16h (RESERVE (6)), 17h (RELEASE (6)), 18h (COPY), 2Bh (SEEK (10)),

30h (SEARCH DATA HIGH (10)), 31h (SEARCH DATA EQUAL (10)), 32h (SEARCH DATA LOW (10)),
33h (SET LIMITS (10)), 36h (LOCK UNLOCK CACHE (10)),

39h (COMPARE), 3Ah (COPY AND VERIFY),

40h (CHANGE DEFINITION), 56h (RESERVE (10)), 57h (RELEASE (10h)),

80h (XDWRITE EXTENDED (16)), 81h (REBUILD (16)), 82h (REGENERATE (16)),

92h (LOCK UNLOCK CACHE (16)), and

B3h (SET LIMITS (12)).

The following operation codes are vendor-specific:

02h, 05h, 06h, 09h, OCh, ODh, OEh, OFh,

10h, 11h, 13h, 14h, 19h,

20h, 21h, 22h, 23h, 24h, 26h, 27h, 29h, 2Ch, 2Dhand
COh through FFh.

I

Il operation codes for direct-access block devices not specified in this table are reserved for future
tandardization.

(7))

P Some commands are defined by a.éombination of operation code and service action. The operation
code value is shown preceding the slash and the service action value is shown after the slash.

M = command implementation’is mandatory. O = command implementation is optional. X = Commang
implementation requiremenitsiare detailed in the reference.

Application clients should\migrate from READ (6) to READ (10) (see 5.5) and from WRITE (6) to WRITE
(10) (see 5.24).

READ CAPACITYA16) is mandatory if protection information is supported and optional otherwise.

If the sccs bit is-set'to one in the standard INQUIRY data (see SPC-3), these commands shall be
supported ascrequired by SCC-2. If the sccs bit is set to zero, these commands shall not be supporte
If the MCHGR'bit is set to one in the standard INQUIRY data (see SPC-3), these commands shall be
supportedias required in SMC-2. If the MCHGR bit is set to zero, these commands shall not be
supported.

0 This,command shall be supported if the ENCSERV bit is set to one in the standard INQUIRY data (see
SPC-3) and may be supported otherwise.

D

T

1

j=n

5.2 FORMAT UNIT command

5.2.1 FORMAT UNIT command overview

The FORMAT UNIT command (see table 10) requests that the device server format the medium into
application client accessible logical blocks as specified in the number of blocks and block length values
received in the last mode parameter block descriptor (see 6.3.2) in a MODE SELECT command (see SPC-3).
In addition, the device server may certify the medium and create control structures for the management of the
medium and defects. The degree that the medium is altered by this command is vendor-specific.
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If a device server receives a FORMAT UNIT command before receiving a MODE SELECT command with a
mode parameter block descriptor the device server shall use the number of blocks and block length at which
the logical unit is currently formatted (i.e., no change is made to the number of blocks and the block length of
the logical unit during the format operation).

Table 10 — FORMAT UNIT command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (04h)
1 FMTPINFO | RTO_REQ | LONGLIST | FMTDATA | CMPLIST DEFECT LIST FORMAT
2 Vendor specific
3
Obsolete
4
5 CONTROL

The simplest form of the FORMAT UNIT command (i.e., a FORMAT UNIT command with no parameter dgta)
acgomplishes medium formatting with little application client control over detect management. The devjce
sefver implementation determines the degree of defect management that js.te’be performed. Additional forms
of this command increase the application client's control over defect management. The application client may
specify:

a) defect list(s) to be used;

b) defect locations;

c) thatlogical unit certification be enabled; and

d) exception handling in the event that defect lists are not accessible.

ile performing a format operation, the device server shall respond to commands attempting to enter into
the task set except INQUIRY commands, REPORTLUNS commands, and REQUEST SENSE commands
CHECK CONDITION status with the sense key set to NOT READY and the additional sense code set to
LQGICAL UNIT NOT READY, FORMAT IN PROGRESS. Handling of commands already in the task sef is
vendor-specific.

Thie PROGRESS INDICATION field in parameter data returned in response to a REQUEST SENSE commgnd
(sge SPC-3) may be used by the application client at any time during a format operation to poll the logifal
un|t’s progress. While a format«peration is in progress unless an error has occurred, a device server shall
regpond to a REQUEST SENSE command by returning parameter data containing sense data with the sense
key set to NOT READY and-the additional sense code set to LOGICAL UNIT NOT READY, FORMAT/IN
PROGRESS with the sense key specific bytes set for progress indication (see SPC-3).

rmat protection_information (FMTPINFO) bit set to zero specifies that the device server shall disable the yse
of [protection information (see 4.16) and format the medium to the block length specified in the mode
pafameter blogkdescriptor of the mode parameter header (see SPC-3). A FMTPINFO bit set to one specifies
that the device 'server shall enable the use of protection information (see 4.16) and format the medium to the
bldck length*specified in the mode parameter block descriptor of the mode parameter header plus eight (elg.,
if the bloek length is 512, then the formatted block length is 520). Following a successful format, the PROT_[EN
bitlinthe READ CAPACITY (16) parameter data (see 5.11) indicates whether protection information (see 4.16)
is enabled.

The reference tag own request (RTO_REQ) bit specifies whether the application client or the device server has
ownership of the LOGICAL BLOCK REFERENCE TAG field in protection information (see 4.16.2). If the FMTPINFO bit
is set to zero and the RTO_REQ bit is set to one, the device server shall terminate the command with CHECK
CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set to
INVALID FIELD IN CDB. If the FMTPINFO bit is set to one and the RTO_REQ bit is set to one, the device server
shall enable application client ownership of the LOGICAL BLOCK REFERENCE TAG field. If the FMTPINFO bit set to
one and the RTO_REQ bit is set to zero, the device server shall disable application client ownership (i.e.,
enable device server ownership) of the LOGICAL BLOCK REFERENCE TAG field. Following a successful format,
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the RTO_EN bit in the READ CAPACITY (16) parameter data (see 5.11) indicates whether application client
ownership of the LOGICAL BLOCK REFERENCE TAG field is enabled.

When protection information is written during a FORMAT UNIT command (i.e., the FMTPINFO bit is set to one)
protection information shall be written to a default value of FFFFFFFF_FFFFFFFFh.

A LONGLIST bit set to zero specifies that the parameter list, if any, contains a short parameter list header as
defined in table 13. A LONGLIST bit set to one specifies that the parameter list, if any, contains a long parameter
list header as defined in table 14. If the FMTDATA bit is set to zero, the LONGLIST bit shall be ignored.

A format-data (I:I\IITF\ATA) bit set to zero cponifioe that no pnrnmnfnr list be transferred from the data-out bu

A
fro
inif
A
list
ne

A
list
de

If t
Th

FMTDATA bit set to one specifies that the FORMAT UNIT parameter list (see table 12) shall be transfer
m the data-out buffer. The parameter list consists of a parameter list header, followed by anyeptio
ialization pattern descriptor, followed by an optional defect list.

omplete list (CMPLST) bit set to zero specifies that the defect list included in the FORMAT UNIT paramg
shall be used in an addition to the existing list of defects. As a result, the device servef shall construd
v GLIST (see 4.8) that contains:

a) the existing GLIST;
b) the DLIST, if it is sent by the application client; and
format operation).

MPLST bit set to one specifies that the defect list included in the FORMAT UNIT parameter list is a compl
of defects. Any existing defect list except the PLIST shall be ignored by the device server. As a result,
vice server shall construct a new GLIST (see 4.8) that contains:

a) the DLIST, if it is sent by the application client; and

format operation).
he FMTDATA bit is set to zero, the CMPLIST bit shall be“ignored.

£ DEFECT LIST FORMAT field specifies the formatof the address descriptors in the defect list if the FMTDATA|
bet to one (see table 11).

c) the CLIST, if certification is enabled (i.e., the device server may add any.defects it detects during the

b) the CLIST, if certification is enabled (i.e., the device'server may add any defects it detects during the

ed
hal

ter
t a

bte
he

bit
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Table 11 defines the address descriptor usage for the FORMAT UNIT command.

Table 11 — FORMAT UNIT command address descriptor usage

Field in the FORMAT UNIT CDB DEFECT LIST LENGTH
DEFECT field “t1 thle_: ¢ | Type * | Comments f
FMTDATA | CMPLST LIST paraI:me der Is
FORMAT eader
0 any 000b Not available M Vendor-specific defect information
1 0 . (0] See ?and d
ero
1 1 000b 0 See Pand ©
(short 3
1 0 block) (0] See and
Nonzero
1 1 0 See Pand ©
. (0] See Pand d
ero
011b 0 See P and ®
(long 4
1 0 block) (0] See $and
Nonzero
1 1 0 Seeand ©
1 0 (0] See ?and d
100b Zero B
1 1 (bytes o) See "and ©
1 0 from ) See ®and ¢
index) Nonzero
1 1 o] See ®and ©
1 0 . (0] See ?and d
erq
1 1 ( :]01.b I 0 See Pand ©
physica
Nonzero
1 1 o] See ®and ©
1 0 110b (0]
(vendor: | Vendor specific
1 1 specific) 0
Al others Reserved.
@ M = implementation is mandatory. O = implementation is optional.
b No DLIST is,inclided in the parameter list.
¢ A DLIST ig’ineluded in the parameter list. The device server shall add the DLIST defects to the new
GLIST,
4 The dévice server shall add existing GLIST defects to the new GLIST (i.e., use the existing GLIST).
€ The,device server shall not add existing GLIST defects to the new GLIST (i.e., discard the existing
GLIST).
fCAll the options described in this table cause a new GLIST to be created during processing of the
FORMAT UNIT command as described in the text.
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5.2.2 FORMAT UNIT parameter list

5.2.2.1 FORMAT UNIT parameter list overview
Table 12 defines the FORMAT UNIT parameter list.

Table 12 — FORMAT UNIT parameter list

Byte\Bit 7 6 5 4 3 2 1 0
(éotc;?)?or Parameter list header (see table 13 or table 14 in 5.2.2.2)
Initialization pattern descriptor (if any)(see table 15in 5.2.2.3)
Defect list (if any)
The parameter list header is defined in 5.2.2.2.

Th

Th
th3
4.8

5.2

Th
De
the
im
st
PA

Th
CLO

e initialization pattern descriptor, if any, is defined in 5.2.2.3.

e defect list, if any, contains address descriptors (see 5.2.2.4) each‘specifying a location on the medi
t the device server shall exclude from the application client accessible part. This is called the DLIST (d

).

.2.2 Parameter list header

e parameter list headers (see table 13 and table 14) provide several optional format control paramete
vice servers that implement these headers provide‘the application client additional control over the usg
four defect sources, and the format operation,-}fithe application client attempts to select any function
blemented by the device server, the device server shall terminate the command with CHECK CONDITI
tus with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD

RAMETER LIST.

e short parameter list header (seestable 13) is used if the LONGLIST bit is set to zero in the FORMAT UN
B.

Table 13 — Short parameter list header

of
not
DN
IN

|

T

Byte\Bit 7 6 5 4 3 2 1 0
0 Reserved
1 FOV DPRY DCRT STPF P Obsolete IMMED Vean
specifi¢
(MSB)
DEFECT LIST LENGTH
3 (LSB)
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The long parameter list header (see table 14) is used if the LONGLIST bit is set to one in the FORMAT UNIT
CDB.

Table 14 — Long parameter list header

Byte\Bit

5 4 3

0 Reserved

EQV DPRY DCRT STPF P Obsolete IMMED

Vendor

Specif

Reserved

Reserved

(MSB)
DEFECT LIST LENGTH

N A WN

(LSB

Af

DP
FO
sh
an

bit

ide
ab
by

Al
mg

me

no
Th

A

process\the FORMAT UNIT command. The device server shall return CHECK CONDITION status at

co

ormat options valid (FOV) bit set to zero specifies that the device server shall use its default settings for
RY, DCRT, STPF, and IP bits. If the FOV bit is set to zero, the application client shall,set these bits to zero. If
bit is set to zero and any of the other bits listed in this paragraph are pof\set to zero, the device ser
il terminate the command with CHECK CONDITION status with the sebse’key set to ILLEGAL REQUE]
H the additional sense code set to INVALID FIELD IN PARAMETER LIST.

5. When the Fov bit is set to one, the DPRY, DCRT, STPF and IPbits are defined as follows.

lisable primary (DPRY) bit set to zero specifies that the device server shall not use parts of the medi
ntified as defective in the PLIST for application client accessible logical blocks. If the device server is
e to locate the PLIST or it is not able to determine whether a PLIST exists, it shall take the action specif]
the STPF bit.

PRY bit set to one specifies that the device server shall not use the PLIST to identify defective areas of
dium. The PLIST shall not be deleted.

lisable certification (DCRT) bit set to zeto specifies that the device server shall perform a vendor-spec
dium certification operation to generate’a CLIST. A DCRT bit set to one specifies that the device server sk
perform any vendor-specific medium certification process or format verification operation.

e stop format (STPF) bit controlsithe behavior of the device server if one of the following events occurs:

a) the device server has been requested to use the PLIST (i.e., the DPRY bit is set to zero) or the GLIS
(i.e., the CMPLST bitis set to zero) and the device server is not able to locate the list or determine
whether the list@xists or

the device.setver has been requested to use the PLIST (i.e., the DPRY bit is set to zero) or the GLIS
(i.e., the'eMPLST bit is set to zero) and the device server encounters an error while accessing the

defectilist.

b)

TPF bit:set’to zero specifies that, if one or both of these events occurs, the device server shall continug

ad
or

DEFECT LIST ERROR if the condition described in item b) occurred.

FOV bit set to one specifies that the device server shall examine ¢he values of the DPRY, DCRT, STPF, ang

he
he
er
ST

P

not
ed

he

fic
all

to
he

mpletion of the FORMAT UNIT command with the sense key set to RECOVERED ERROR and the
S e BDEFEET-HST-NOTFOUND-H tord S : ‘d,

A STPF bit set to one specifies that, if one or both of these events occurs, the device server shall terminate the
FORMAT UNIT command with CHECK CONDITION status and the sense key shall be set to MEDIUM
ERROR with the additional sense code set to either DEFECT LIST NOT FOUND if the condition described in
item a) occurred, or DEFECT LIST ERROR if the condition described in item b) occurred.

NOTE The use of the FMTDATA bit, the CMPLST bit, and the parameter list header allow the application client to control the source of
the defect lists used by the FORMAT UNIT command. Setting the DEFECT LIST LENGTH field to zero allows the application client to
control the use of PLIST and CLIST without having to specify a DLIST.
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An initialization pattern (IP) bit set to zero specifies that an initialization pattern descriptor is not included and
that the device server shall use its default initialization pattern. An IP bit set to one specifies that an
initialization pattern descriptor (see 5.2.2.3) is included in the FORMAT UNIT parameter list following the

pa

rameter list header.

An immediate (IMMED) bit set to zero specifies that the device server shall return status after the format
operation has completed. An IMMED bit value set to one specifies that the device server shall return status
after the entire parameter list has been transferred.

The DEFECT LIST LENGTH field specifies the total length in bytes of the defect list (i.e., the address descriptors)

that follows and does not include the initialization pattern descriptor, if any. The formats for the addre

de

Short block format address descriptors and long block format address descriptors should be in.ascend

or(g
as
ad
C(
IN

Th

pa
UN

.4.2.3 Initialization pattern descriptor

scriptor(s) are shown in 5.2.2.4.

er. Bytes from index format address descriptors and physical sector format address descriptars/shall bg
cending order. More than one physical or logical block may be affected by each address descriptor. If

NDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set
VALID FIELD IN PARAMETER LIST.

e initialization pattern descriptor specifies that the device server initialize logical blocks to a specif

IT parameter list.

Table 15 — Initialization pattern.descriptor

SS

ng
in
he

Hress descriptors are not in the required order, the device server shall terminate the command with CHECK

to

ed

tern. The initialization pattern descriptor (see table 15) is sent to the device server as part of the FORMAT

Byte\Bit 7 6 5 4 3 2 1 0
0 IP MODIFIER Sl Reserved
1 INITIALIZATION PATTERN TYPE
2 (MSB)
INITIALIZATION PATTERN LENGTH (n - 3)
3 (LSB
4
INITIALIZATION PATTERN
n
The initialization pattern modifier (IP MODIFIER) field (see table 16) specifies the type and location of a heagler

thd

t modifies the initialization pattern.

Table 16 — Initialization pattern modifier (IP MODIFIER) field

Code Description

00b No header. The device server shall not modify the initialization pattern.

The device server shall overwrite the initialization pattern to write the LBA in the first four bytes

of each Ingipql block _The | BA _shall be written with the most eignifir\smf h\]/’rn first _lfthe L BA_|

01b larger than four bytes, the least significant four bytes shall be written ending with the least

significant byte.

The device server shall overwrite the initialization pattern to write the LBA in the first four bytes
of each physical block contained within the logical block. The lowest numbered logical block or
10b part thereof that occurs within the physical block is used. The LBA shall be written with the
most significant byte first. If the LBA is larger than four bytes the least significant four bytes
shall be written ending with the least significant byte.

11b Reserved.



https://standardsiso.com/api/?name=2b45253d155fb842493ff16cdc65a0da

52 14776-322 © ISO/IEC:2007(E)

A security initialize (SI) bit set to one specifies that the device server shall attempt to write the initialization
pattern to all areas of the medium including those that may have been reassigned (i.e., are in a defect list). An
Sl bit set to one shall take precedence over any other FORMAT UNIT CDB field. The initialization pattern shall
be written using a security erasure write technique. Application clients may choose to use this command
multiple times to fully erase the previous data. Such security erasure write technique procedures are outside
the scope of this standard. The exact requirements placed on the security erasure write technique are
vendor-specific. The intent of the security erasure write is to render any previous user data unrecoverable by
any analog or digital technique.

An-Sibitset to zero cpnr\ifioe that the device server shall initialize the applihnﬁnn client accessible lr_\::r'l ofthe

megdium. The device server is not required to initialize other areas of the medium. However, the device seryer
shall format the medium as defined in the FORMAT UNIT command.

When the sI bit is set to one, the device server need not write the initialization pattern over the"header gnd
other parts of the medium not previously accessible to the application client. If the device servet-is unabld to
wr|te over any part of the medium that is currently accessible to the application client;or'may be mgde
acfessible to the application client in the future (e.g., by clearing the defect list), it"shall terminate the
command with CHECK CONDITION status with the sense key set to MEDIUM ERR©R and the additiopal
sense code set to the appropriate value for the condition. The device server shall attempt to rewrite|all
rerhaining parts of the medium even if some parts are not able to be rewritten.

The INITIALIZATION PATTERN TYPE field (see table 17) specifies the type of pattern the device server shall usg to
inifialize each logical block within the application client accessible part of theymedium. All bytes within a logifal
bldck shall be written with the initialization pattern. The initialization pattern' is modified by the IP MODIFIER field
as|described in table 16.

Table 17 — INITIALIZATION PATTERN'TYPE field

Code Description

00h Use a default initialization pattern @

Repeat the pattern specified in the-INITIALIZATION PATTERN field as required to fill the logical
block °

1)2h -7Fh Reserved

¢0h -FFh | Vendor-specific
_E

01h

If the INITIALIZATION PATTERN,LENGTH field is not set to zero, the device server shall terminate the
command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the
additional sense code set.to INVALID FIELD IN PARAMETER LIST.

P |f the INITIALIZATION PATFERN LENGTH field is set to zero, the device server shall terminate the commanfl
with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense code set-t0.INVALID FIELD IN PARAMETER LIST.

The INITIALIZATION PATTERN LENGTH field specifies the number of bytes contained in the INITIALIZATION PATTEHRN
field. If the.initialization pattern length exceeds the current block length the device server shall terminate the
conmand with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additiopal
sepse‘eode set to INVALID FIELD IN PARAMETER LIST.

TI.. ML AL LZ A TN AT oA Sl oo H EYY b oo otian ottt o e Th HEST 1PN HEP-X TN T PN PG~ O-0~ H 170~ Il ~tW] h
ICTINTTTACIZATTOIN T AT TERIN TTCTU SPTUMC S e T an ZatrioT T pvattCrT.— e i ZatroTT PoattC T 1S TTTounmoU— oy e

IP MODIFIER field.

5.2.2.4 Address descriptor formats

5.2.2.4.1 Address descriptor formats overview

This subclause describes the address descriptor formats used in the FORMAT UNIT command, the READ
DEFECT DATA commands (see 5.12 and 5.13), and the Translate Address diagnostic pages (see 6.1.2 and
6.1.3) of the SEND DIAGNOSTIC command and the RECEIVE DIAGNOSTIC RESULTS command.
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The format type of an address descriptor is specified with:

53

a) the DEFECT LIST FORMAT field in the CDB, for the FORMAT UNIT command and the READ DEFECT

DATA commands;

b) the SUPPLIED FORMAT field, for the Translate Address diagnostic pages; or
c) the TRANSLATE FORMAT field, for the Translate Address diagnostic pages.

Table 18 defines the types of address descriptors.

Table 18 — Address descriptor formats

Format type | Description Reference
000b Short block format address descriptor 52242
011b Long block format address descriptor 52243
100b Bytes from index format address descriptor 52244
101b Physical sector format address descriptor 5.20:24.5
110b Vendor-specific

All others Reserved

5.2.2.4.2 Short block format address descriptor

A format type of 000b specifies the short block format address desefiptor defined in table 19.

Table 19 — Short block format addréss descriptor (000b)

Byte\Bit 7 6

5

4

3

2

0 (MSB)
3

SHORT BLOCK ADDRESS

(LSB)

Fof the FORMAT UNIT command, the SHORT-BLOCK ADDRESS field contains the four-byte LBA of a defect. |
the READ DEFECT DATA commands, . the SHORT BLOCK ADDRESS field contains a vendor-specific four-b
value. For the Translate Address diagnostic pages, the SHORT BLOCK ADDRESS field contains a four-byte L
B vendor-specific four byte valuethat is greater than the capacity of the medium.

(o]

=

5.2.2.4.3 Long block format address descriptor

A format type of 011b spécifies the long block format address descriptor defined in table 20.

Table 20 — Long block format address descriptor (011b)

For
yte
BA

Byte\Bit 7 6 5 4 3 2 1 0
0 (MSB)
LONG BLOCK ADDRESS
7 (LSB)

For the FORMAT UNIT command, the LONG BLOCK ADDRESS field contains the eight-byte logical block address
of a defect. For the READ DEFECT DATA commands, the LONG BLOCK ADDRESS field contains a
vendor-specific eight-byte value. For the Translate Address diagnostic pages, the LONG BLOCK ADDRESS field
contains a four-byte LBA or a vendor-specific four byte value that is greater than the capacity of the medium.

5.2.2.4.4 Bytes from index format address descriptor

A format type of 100b specifies the bytes from index address descriptor defined in table 21. For the FORMAT
UNIT command and the READ DEFECT DATA commands, this descriptor specifies the location of a defect
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that is either the length of one track or is no more than eight bytes long. For the Translate Address diagnostic
pages, this descriptor specifies the location of a track or the first byte or last byte of an area.

Table 21 — Bytes from index format address descriptor (100b)

Byte\Bit 7 6 5 4 3 2 1 0
0 (MSB)
CYLINDER NUMBER S
2 (LSB)
3 HEAD NUMBER
4 (MSB)
BYTES FROM INDEX
7 (LSB)
The CYLINDER NUMBER field contains the cylinder number.

Th

Th
thd

e HEAD NUMBER field contains the head number.

e BYTES FROM INDEX field contains the number of bytes from the index (e.g.«from the start of the track
location being described. A BYTES FROM INDEX field set to FFFFFFFFh-specifies that the entire track

S

be

Fol

ad
be

5.2

A f
UN
thg

thi

ng described.

I sorting bytes from index format address descriptors, the cylinder number is the most significant part of
fress and the bytes from index is the least significant part of theaddress. More than one logical block mn
described by this descriptor.

.2.4.5 Physical sector format address descriptor

ormat type of 101b specifies the physical sector address descriptor defined in table 22. For the FORM
IT command and the READ DEFECT DATA commands, this descriptor specifies the location of a def
t is either the length of one track or the length ofione sector. For the Translate Address diagnostic pag
5 descriptor specifies the location of a track ariasector.

Table 22 — Physical sector format address descriptor (101b)

he
ay

AT
bt
BS,

Byte\Bit 7 6 5 4 3 2 1 0
0 (MSB)
CYLINDER NUMBER
2 (LSB)
3 HEAD NUMBER
4 (MSB)
SECTOR NUMBER
7 (LSB)
The CYLINDER NUMBER field contains the cylinder number.

Th

e HEAD NUMBER field contains the head number.

The SECTOR NUMBER field contains the sector number. A SECTOR NUMBER field set to FFFFFFFFh specifies
that the entire track is being described.

For sorting physical sector format address descriptors, the cylinder number is the most significant part of the
address and the sector number is the least significant part of the address. More than one logical block may be
described by this descriptor.

5.3 PRE-FETCH (10) command

The PRE-FETCH (10) command (see table 23) requests that the device server transfer the specified logical
blocks from the medium to the volatile cache and/or non-volatile cache. Logical blocks include user data and,
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if the medium is formatted with protection information enabled, protection information. No data shall be
transferred to the data-in buffer.

Table 23 — PRE-FETCH (10) command

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (34h)
1 Reserved IMMED Obsolete
2 (MSB)

LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)

PREFETCH LENGTH

8 (LSB)
9 CONTROL

Anlimmediate (IMMED) bit set to zero specifies that status shall be returned after'the operation is complete. [An
IMMED bit set to one specifies that status shall be returned as soon as the €DB has been validated.

Thle LOGICAL BLOCK ADDRESS field specifies the first logical block accessed by this command. If the logital
blgck address exceeds the capacity of the medium the device sérver shall terminate the command with
CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code pet
to LOGICAL BLOCK ADDRESS OUT OF RANGE.

The GROUP NUMBER field specifies the group into which attributes associated with the command should|be
collected (see 4.17). A GROUP NUMBER field set to zer@ispecifies that any attributes associated with the
conmand shall not be collected into any group.

The PREFETCH LENGTH field specifies the number(of contiguous logical blocks that shall be pre-fetched (ile.,
trajnsferred to the cache from the medium), starting with the logical block specified by the LOGICAL BLJCK
ADDRESS field. A PREFETCH LENGTH field sétto zero specifies that all logical blocks starting with the gne
specified in the LOGICAL BLOCK ADDRESS field to the last logical block on the medium shall be pre-fetched. Any
other value specifies the number of logical blocks that shall be pre-fetched. If the logical block address pjus
thg prefetch length exceeds the capacity of the medium, the device server shall terminate the command with
CHECK CONDITION status with.the sense key set to ILLEGAL REQUEST and the additional sense code pet
to LOGICAL BLOCK ADDRESS)OUT OF RANGE. The device server is not required to transfer logical blogks
thgt already are contained_in-the cache.

If the IMMED bit is set t6-zero and the specified logical blocks were successfully transferred to the cache, the
deyice server shall return:

a) CONDITION MET status if the LINK bit is set to zero in the CONTROL byte (see SPC-3); or
b) INTERMEDIATE-CONDITION MET status if the LINK bit is set to one.

If gwe IMMED"bit is set to zero and the cache does not have sufficient capacity to accept all of the specifled

logical‘blocks, the device server shall transfer to the cache as many of the specified logical blocks that fi{. If
thgselogical blocks are transferred successfully it shall return:

a) GOOD status if the LINK bit is set to zero in the CONTROL byte (see SPC-3); or
b) INTERMEDIATE status if the LINK bit is set to one.

If the IMMED bit is set to one and the cache has sufficient capacity to accept all of the specified logical blocks,
the device server shall return:

a) CONDITION MET status if the LINK bit is set to zero in the CONTROL byte (see SPC-3); or
b) INTERMEDIATE-CONDITION MET status if the LINK bit is set to one.
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If the IMMED bit is set to one and the cache does not have sufficient capacity to accept all of the specified
logical blocks, the device server shall return:

a) GOOD status if the LINK bit is set to zero in the CONTROL byte (see SPC-3); or
b) INTERMEDIATE status if the LINK bit is set to one.

If the IMMED bit is set to zero and one or more of the specified logical blocks were not successfully transferred
to the cache for reasons other than lack of cache capacity, the device server shall terminate the command
with CHECK CONDITION status with the sense key and the additional sense code set to the appropriate
values. If the IMMED bit is set to one and one or more of the specified logical blocks were not successfully

transterred to the cache tor reasons other than lack of cache capacity, the device server shall repor

deferred error (see SPC-3).

5.4 PRE-FETCH (16) command

The PRE-FETCH (16) command (see table 24) requests that the device server transfer the specified logi
bldcks from the medium to the volatile cache and/or non-volatile cache. Logical blocks include user data a

t a

cal
hd,

if the medium is formatted with protection information enabled, protection information. No data shall|be
trahsferred to the data-in buffer.
Table 24 — PRE-FETCH (16) command
Byte\Bit 6 5 4 3 2 1 0
0 OPERATION CODE (90h)
1 Reserved IMMED Reserved
2
LOGICAL BLQGK ADDRESS
9 (LSB)
10
RREFETCH LENGTH
13 (LSB)
14 Reserved GROUP NUMBER
15 CONTROL

See the PRE-FETCH (10) command, (see 5.3) for the definitions of the fields in this command.

5.9 READ (6) command

The READ (6) command((see table 25) requests that the device server read the specified logical block(s) &
trapsfer them to the data‘in buffer. Each logical block read includes user data and, if the medium is format
with protection information enabled, protection information. Each logical block transferred includes user d
buf does not include protection information. The most recent data value written, or to be written if cached

thg addressed\logical blocks shall be returned.

Table 25 — READ (6) command

nd
ed
Ata
in

Byte\Bit 6 5 4 3 2 1 0
0 OPERATION CODE (08h)
Reserved (MSB)
LOGICAL BLOCK ADDRESS EE——
(LSB)

TRANSFER LENGTH

gl | WO N| —~

CONTROL
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The cache control bits (see 5.6) are not provided for this command. Direct-access block devices with cache
may have values for the cache control bits that affect the READ (6) command; however, no default values are
defined by this standard. If explicit control is required, the READ (10) command should be used.

Se

e the PRE-FETCH (10) command (see 5.3) for the definition of the LOGICAL BLOCK ADDRESS field.

The TRANSFER LENGTH field specifies the number of contiguous logical blocks of data that shall be read and
transferred to the data-in buffer, starting with the logical block specified by the LOGICAL BLOCK ADDRESS field. A
TRANSFER LENGTH field set to zero specifies that 256 logical blocks shall be read. Any other value specifies the
number of logical blocks that shall be read. If the logical block address plus the transfer length exceeds the

ca
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pbacity of the medium, the device server shall terminate the command with CHECK CONDITION status W
sense key set to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRE
T OF RANGE. The TRANSFER LENGTH field is constrained by the MAXIMUM TRANSFER LENGTH field in
ck Limits VPD page (see 6.4.2).

TE1  For the READ (10) command, READ (12) command, READ (16) command, and READ (32) command, a TRANSH
NGTH field set to zero specifies that no logical blocks are read.

TE 2  Although the READ (6) command is limited to addressing logical blocks up to a capacity of 1 GiBXi.e., 1 073 741 824
bs)(see IEC 60027-2:2000), for block lengths of 512 bytes, this command has been maintained as mandatory since some
tem initialization routines require that the READ (6) command be used. System initialization routines.should migrate from the
AD (6) command to the READ (10) command, which is capable of addressing 2 TiB (i.e., 2 199'023"255 552 bytes) with block
pths of 512 bytes or the READ (16) command to address more than 2 TiB.

ith
5S
he

ER



https://standardsiso.com/api/?name=2b45253d155fb842493ff16cdc65a0da

58 14776-322 © ISO/IEC:2007(E)

The device server shall check the protection information read from the medium before returning status for the
command as described in table 26.

Table 26 — Protection information checking for READ (6)

Logical unit Shall device

. . Extended
f°rvT;'|t1ted Sorver Held i | INQUIRY Data | If check fails > ©, additional
. . . P . e VPD page bit sense code
protection protection information value @

information——information?

LOGICAL BLOCK GUARDP
LOGICAL BLOCK GRD_CHK = 1 CHECK FAILED

GUARD

GRD_CHK =0 No check performed

LOGICAL BLOCK
LOGICAL BLOCK APP_CHK =12 APPLICATION TAG CHECK

Yes APPLICATION TAG FAILED

No APP_CHK =0 No check performed

LOGICAL BLOCK
LOGICAL BLOCK REF_CHK =1 REFERENCE TAG CHECK

REFERENCE TAG FAILED
REF_CHK =0 No check performed
No No protection information@vailable to check

The device server checks the logical block application.tag only if it has knowledge of the contents of th
LOGICAL BLOCK APPLICATION TAG field. The method for,acquiring this knowledge is not defined by this
standard.

If an error is reported, the sense key shall be set to ABORTED COMMAND.

If multiple errors occur, the selection of which’error to report is not defined by this standard.

See the Extended INQUIRY Data VPD page (see SPC-3) for the definitions of the GRD_CHK bit,

APP_CHK bit, and REF_CHK bit.
If the device server detects a LOGICAL:BLOCK APPLICATION TAG field set to FFFFh, it shall not check an

protection information in the asseciated logical block.

If the RTO_EN bit is set to zero jnithe READ CAPACITY (16) parameter data (see 5.11), the device
server checks the logical block reference tag by comparing it to the lower 4 bytes of the LBA associatef
with the logical block. If thé)RTO_EN bit is set to one, the device server checks the logical block
reference tag only if it has knowledge of the contents of the LOGICAL BLOCK REFERENCE TAG field. The
method for acquiring this knowledge is not defined in this standard.

1%

5.
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READ (10)‘’command

e READ (10)command (see table 27) requests that the device server read the specified logical block
d transferthem to the data-in buffer. Each logical block read includes user data and, if the medium
matted-with protection information enabled, protection information. Each logical block transferred inclug
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user data and may include protection information, based on the RDPROTECT field and the medium format. The

most recent data value written in the addressed logical block shall be returned.

Table 27 — READ (10) command

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (28h)
1 RDPROTECT DPO FUA Reserved FUA NV Obsolete
2 (MSB)

LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)

TRANSFER LENGTH

8 (LSB)
9 CONTROL

See the PRE-FETCH (10) command (see 5.3) for the definition of the LOGICAL BLOCK ADDRESS field.
See the PRE-FETCH (10) command (see 5.3) and 4.17 for the definition.0fthe GROUP NUMBER field.

The device server shall check the protection information read from the{medium before returning status for the
cojnmand based on the RDPROTECT field as described in table 28,

Table 28 — RDPROTECT field\ (Sheet 1 of 3)

Logical

unit Shall device Extended
server Field'in aodf
formatted . . INQUIRY Data If check fails © ',
Code with transmit protection VPD page bit additional sense code
rotection protection | information " va?ugg
ir':formation information?
GRD CHK = 1 LOGICAL BLOCK
LOGICAL BLOCK - GUARD CHECK FAILED
GUARD

GRD_CHK =0 No check performed

LOGICAL BLOCK
LOGICALBLOCK | app_cHk =1° | APPLICATION TAG

. Yes APPLICATION CHECK FAILED
i TAG

POOb No APP_CHK =0 No check performed

~ | LOGICAL BLOCK

LOGICALBLOCK | rer_cHk =1 ] | REFERENCE TAG

REFERENCE CHECK FAILED
TAG
REF_CHK =0 No check performed
No No protection information available to check.
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Table 28 — RDPROTECT field (Sheet 2 of 3)
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Logical Shall device
unit server Field in Extended
formatted . . INQUIRY Data If check fails 9 f,
Code . transmit protection . o
with . . . h | VPD page bit additional sense code
rotection protection information value 9
ir':formation information?
= LOGICAL Bl OCK
LogicALBLOCK | CRD_CGHK=1 | 5 ARD CHECK FAILED
GUARD
GRD_CHK =0 No check performed
LOGICAL BLOGCK
LOGICALBLOCK | app_cHk =1° | APPLICATIONTAG
Yes Yes © APPLICATION CHECKAFAILED
. TAG
do1b b APP_CHK =0 | No chetk performed
~ |, LQGICAL BLOCK
LOGICALBLOCK | grer_cHk = 1 | {¢{REFERENCE TAG
REFERENCE CHECK FAILED
TAG
REF_CHK'=-0 No check performed
No 2@ No protection information available to transmit to the data-in buffer or for
checking
LOGICAL BLOCK No check performed
GUARD
LOGICAL BLOCK
LOGICAL BLOCK | app_cHk =1° | APPLICATION TAG
APPLICATION CHECK FAILED
Yes Yes © TAG
diop b APP_CHK =0 No check performed
~ | LOGICAL BLOCK
LOGICALBLOCK | rer_cHk =1 ] | REFERENCE TAG
REFERENCE CHECK FAILED
TAG
REF_CHK =0 No check performed
No @ No protection information available to transmit to the data-in buffer or for
checking
LOGICAL BLOCK No check performed
GUARD
LOGICAL BLOCK
Yes Yes © APPLICATION No check performed
Q110 The
LOGICAL BLOCK
REFERENCE NG check performed
TAG
No @ No protection information available to transmit to the data-in buffer or for

checking
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Table 28 — RDPROTECT field (Sheet 3 of 3)

Logical Shall device
unit server Field in Extended
formatted . . INQUIRY Data If check fails 9 f,
Code . transmit protection . o
with . inf . h | VPD page bit additional sense code
rotection protection information value 9
ir':formation information?
LOGICAL Bl OCK
LoaicaLBLOCK | GRD_CHK=T 1 5 ARp CHECK FAILED
GUARD
GRD_CHK =0 No check performed
. LOGICAL BLOCK
_ Yes Yes APPLICATION | No check performed
100b P TAG
LOGICAL BLOCK
REFERENCE No check performed
TAG
No @ No protection information available to transmit to'the data-in buffer or for
checking
I 10 111bb- Reserved

@ A read operation to a logical unit that supports protection information (see 4.16) and has not been
formatted with protection information shall be terminated.with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.
If the logical unit does not support protection information the requested command should be
terminated with CHECK CONDITION status wijth the sense key set to ILLEGAL REQUEST and the
additional sense code set to INVALID FIELDIN CDB.

The device server shall check the logical block application tag if it has knowledge of the contents of the

LOGICAL BLOCK APPLICATION TAG field. If the READ (32) command (see 5.9) is used and the ATO bit is

set to one in the Control mode page\(see SPC-3), this knowledge is acquired from the EXPECTED

LOGICAL BLOCK APPLICATION TAG field“and the LOGICAL BLOCK APPLICATION TAG MASK field in the CDB.

Otherwise, this knowledge may'be acquired by a method not defined by this standard.

If an error is reported, the sense key shall be set to ABORTED COMMAND.

Transmit protection information to the data-in buffer.

If multiple errors occur;the selection of which error to report is not defined by this standard.

See the Extended INQUIRY Data VPD page (see SPC-3) for the definitions of the GRD_CHK bit, the

APP_CHK bit, and the"REF_CHK bit.

If the application.client or device server detects a LOGICAL BLOCK APPLICATION TAG field set to FFFFh,

~ the checking of all protection information in the associated logical block shall be disabled.

' If the RTQ “ENbit is set to zero in the READ CAPACITY (16) parameter data (see 5.11), the device
serverymdy process the command. If the RTO_EN bit is set to one, READ (10) commands, READ (12)
commands, and READ (16) commands with the RDPROTECT field set to 000b may be processed by th¢
device server. If the RTO_EN bit is set to one, the device server shall terminate READ (10) commands,
READ (12) commands, and READ (16) commands with the RDPROTECT field not set to 000b with

LI Ol OOAINNIT I AL DALl QT (e

I U\ UUNUTTTUIN atatua VVitil t; IT SCTIISTC Ii\Cy bﬁt tU iLLEGAL NEWULO T dlliu L;Iﬁ au'u'i‘tim Idi oCIISC
_ code set to INVALID COMMAND OPERATION CODE.

J"If the RTO_EN bit is set to zero in the READ CAPACITY (16) parameter data (see 5.11), the device
server checks the logical block reference tag by comparing it to the lower 4 bytes of the LBA
associated with the logical block. If the RTO_EN bit is set to one (i.e., the command is a READ (32)
command), the device server checks the logical block reference tag based on the EXPECTED INITIAL
LOGICAL BLOCK REFERENCE TAG field in the CDB (see 4.16.2).

P

Q o0 Q

A disable page out (DPO) bit set to zero specifies that the retention priority shall be determined by the
RETENTION PRIORITY fields in the Caching mode page (see 6.3.3). A DPO bit set to one specifies that the device
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server shall assign the logical blocks accessed by this command the lowest retention priority for being fetched
into or retained by the cache. A DPO bit set to one overrides any retention priority specified in the Caching
mode page. All other aspects of the algorithm implementing the cache replacement strategy are not defined in

this standard.

NOTE 1 The DPO bit is used to control replacement of logical blocks in the cache when the application client has information on the
future usage of the logical blocks. If the DPO bit is set to one, the application client is specifying that the logical blocks accessed by the
command are not likely to be accessed again in the near future and should not be put in the cache nor retained by the cache. If the DPO
bit is set to zero, the application client is specifying that the logical blocks accessed by this command are likely to be accessed again in

the near future.

The force unit access (FUA) and force unit access non-volatile cache (FUA_NV) bits are defined in table29:

Table 29 — Force unit access for read operations

FUA FUA_NV

Description

The device server may read the logical blocks from volatile cache, non-volatile
cache and/or the medium.

If the Nv_SUP bit is set to one in the Extended INQUIRY(Data VPD page (see
SPC-3), the device server shall read the logical blocksdrom non-volatile cache o
the medium. If a non-volatile cache is present and(ajvolatile cache contains a
more recent version of a logical block, the device“server shall write the logical
block to

a) non-volatile cache and/or

b) the medium,
before reading it.

If the Nv_SUP bit is set to zero in, the Extended INQUIRY Data VPD page (see
SPC-3), the device server may-read the logical blocks from volatile cache,
non-volatile cache and/or the medium.

1 Oor1

The device server shall'fead the logical blocks from the medium. If a cache
contains a more recent version of a logical block, the device server shall write the
logical block to the medium before reading it.

The TRANSFER LENGTH field specifies'the number of contiguous logical blocks of data that shall be read 4
trapsferred to the data-in buffer, starting with the logical block specified by the LOGICAL BLOCK ADDRESS field.
TRANSFER LENGTH field set tozéro specifies that no logical blocks shall be read. This condition shall not
copsidered an error. Any other value specifies the number of logical blocks that shall be read. If the logi
bldck address plus the transfer length exceeds the capacity of the medium, the device server shall termin
the¢ command with CHHECK CONDITION status with the sense key set to ILLEGAL REQUEST and f{
adplitional sense code’set to LOGICAL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH field
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and transfer them to the data-in buffer. Each Ioglcal block read mcludes user data and, if the medium is
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formatted with protection information enabled, protection information. Each logical block transferred includes
user data and may include protection information, based on the RDPROTECT field and the medium format.

Table 30 — READ (12) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (A8h)
1 RDPROTECT DPO FUA Reserved | FUA NV Obsolete
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 (MSB)
TRANSFER LENGTH
9 (LSB)
Restricted

10 for Reserved GROUP NUMBER

MMC-4
11 CONTROL

See the READ (10) command (see 5.6) for the definitions of the fields in this command.

5.8 READ (16) command

The READ (16) command (see table 31) requests that the device server read the specified logical block(s)

and transfer them to the data-in buffer. Each logical blockread includes user data and, if the mediunj is
formatted with protection information enabled, protection-information. Each logical block transferred includes

user data and may include protection information, basedon the RDPROTECT field and the medium format.

Table 31 — READ (16) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (88h)
1 RDPROTECT DPO FUA Reserved | FUA Nv | Reserved
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
TRANSFER LENGTH
13 (LSB)
Restricted

14 for Reserved GROUP NUMBER

MMC-4
15 CONTROL

See the READ (10) command (see 5.6) for the definitions of the fields in this command.

5.9 READ (32) command

The READ (32) command (see table 32) requests that the device server read the specified logical block(s)
and transfer them to the data-in buffer. Each logical block read includes user data and, if the medium is
formatted with protection information enabled, protection information. Each logical block transferred includes
user data and may include protection information, based on the RDPROTECT field and the medium format.
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If the RTO_EN bit is set to zero in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID COMMAND OPERATION CODE. If the RTO_EN bit is set to one, the
device server may process the command.

Table 32 — READ (32) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (7Fh)
1 CONTROL
2
Reserved
5
6 Reserved GROUP NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)
SERVICE ACTION (0009h)
9 (LSB)
10 RDPROTECT DPO FUA Reserved | FUA Nv | Reserved
11 Reserved
12 (MSB)
LOGICAL BLOCK/ADDRESS
19 (LSB)
20 (MSB)
EXPECTED INITIAL LQGICAL BLOCK REFERENCE TAG
23 (LSB)
24 (MSB)
EXPECTED\EOGICAL BLOCK APPLICATION TAG
25 (LSB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK
27 (LSB)
28 (MSB)
TRANSFER LENGTH
31 (LSB)
See the READ (10) command (see 5.6) for the definitions of the GROUP NUMBER field, the RDPROTECT field, the
DPp bit, the FUA bit, the'FUA_Nv bit, the LOGICAL BLOCK ADDRESS field and the TRANSFER LENGTH field.
Wihen checkinglef-the LOGICAL BLOCK REFERENCE TAG field is enabled (see table 28 in 5.6), the EXPECT[ED
INITIAL LOGICAL'BLOCK REFERENCE TAG field contains the value of the LOGICAL BLOCK REFERENCE TAG figld
expected.in.the protection information of the first logical block accessed by the command instead of a value
based omrthe LBA (see 4.16.2).
If {ne”ATO bit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLJQCK

APPLICATION TAG field is enabled (see table 28 in 5.6), the LOGICAL BLOCK APPLICATION TAG MASK field contains
a value that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in the
protection information for each logical block accessed by the command. A LOGICAL BLOCK APPLICATION TAG
MASK field bit set to one enables the checking of the corresponding bit of the EXPECTED LOGICAL BLOCK
APPLICATION TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in the protection
information.

If the ATO bit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLOCK
APPLICATION TAG field is disabled (see table 28 in 5.6), or if the ATO bit is set to zero, the LOGICAL BLOCK
APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLICATION TAG field shall be ignored.
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5.10 READ CAPACITY (10) command

5.10.1 READ CAPACITY (10) overview

The READ CAPACITY (10) command (see table 33) requests that the device server transfer 8 bytes of
parameter data describing the capacity and medium format of the direct-access block device to the data-in
buffer. This command may be processed as if it had a HEAD OF QUEUE task attribute (see 4.11). If the
logical unit supports protection information (see 4.16), the application client should use the READ CAPACITY
(16) command instead of the READ CAPACITY (10) command.

Table 33 — READ CAPACITY (10) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (25h)
1 Reserved Obsolete
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6
Reserved
7
8 Reserved PMI
9 CONTROL
Sege the PRE-FETCH (10) command (see 5.3) for the definition of the LOGICAL BLOCK ADDRESS field.
The LOGICAL BLOCK ADDRESS field shall be set to zero if the’PMi bit is set to zero. If the PmI bit is set to zero gnd
the LOGICAL BLOCK ADDRESS field is not set to zero, the device server shall terminate the command with
CHECK CONDITION status with the sense key set'to ILLEGAL REQUEST and the additional sense code pet
to INVALID FIELD IN CDB.
A partial medium indicator (PMI) bit set to zero specifies that the device server return information on the Iast
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Thie READCAPACITY (10) parameter data is defined in table 34. Any time the READ CAPACITY (1

pa

ical block on the direct-access block-device.

PMI bit set to one specifies that the/device server return information on the last logical block after t

encountered.

logical block address spégcified in the CDB to contain a frequently accessed data structure (e.g., a file directory or file index) with
urring an extra delay.

0.2 READ CAPACITY (10) parameter data

rameterdata changes, the device server should establish a unit attention condition as described in 4.6.

Table 34 — READ CAPACITY (10) parameter data

ecified in the LOGICAL BLOCK ADDRESS field before a substantial vendor-specific delay in data transfer m

TE This function is intended to assist storage management software in determining whether there is sufficient space starting \
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Byte\Bit 7 6 5 4 3 2 1 0
0 (MSB)
RETURNED LOGICAL BLOCK ADDRESS _
3 (LSB)
4 (MSB)
BLOCK LENGTH IN BYTES _
7 (LSB)
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If the number of logical blocks exceeds the maximum value that is able to be specified in the RETURNED
LOGICAL BLOCK ADDRESS field, the device server shall set the RETURNED LOGICAL BLOCK ADDRESS field to
FFFFFFFFh. The application client should then issue a READ CAPACITY (16) command (see 5.11) to
retrieve the READ CAPACITY (16) parameter data.

If the PMmI bit is set to zero, the device server shall set the RETURNED LOGICAL BLOCK ADDRESS field to the lower
of

a) the LBA of the last logical block on the direct-access block device or
b) FFFFFFFFh.

If the P™mI bit is set to one, the device server shall set the RETURNED LOGICAL BLOCK ADDRESS field to the/lower
of

a) the last LBA after that specified in the LOGICAL BLOCK ADDRESS field of the CDB before a substantigl
vendor-specific delay in data transfer may be encountered or
b) FFFFFFFFh.

The RETURNED LOGICAL BLOCK ADDRESS shall be greater than or equal to that specified’by the LOGICAL BLJCK
ADDRESS field in the CDB.

The BLOCK LENGTH IN BYTES field contains the number of bytes of user data in the’logical block indicated by the
RE[TURNED LOGICAL BLOCK ADDRESS field. This value does not include protection information or additional
information (e.g., ECC bytes) recorded on the medium.

5.11 READ CAPACITY (16) command

5.11.1 READ CAPACITY (16) command overview

The READ CAPACITY (16) command (see table 35) requests-that the device server transfer parameter data
depcribing the capacity and medium format of the direct*access block device to the data-in buffer. This
conmand is mandatory if the logical unit supports protéction information (see 4.16) and optional otherwise.
Thjs command is implemented as a service action ofthe SERVICE ACTION IN operation code (see A.2). This
command may be processed as if it had a HEAD.QF QUEUE task attribute (see 4.11).

Table 35 — READ CAPACITY (16) command

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (9Eh)
1 Reserved SERVICE ACTION (10h)
2 (MSB)

LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)

ALLOCATION LENGTH

13 (LSB)
14 Reserved PMI
15 CONTROL

See the READ CAPACITY (10) command (see 5.10) for definitions of the LOGICAL BLOCK ADDRESS field and
the PMmI bit.

The ALLOCATION LENGTH field specifies the maximum number of bytes that the application client has allocated
for returned parameter data. An allocation length of zero indicates that no data shall be transferred. This
condition shall not be considered as an error. The device server shall terminate transfers to the data-in buffer
when the number of bytes specified by the ALLOCATION LENGTH field have been transferred or when all
available data has been transferred, whichever is less. The contents of the parameter data shall not be altered
to reflect the truncation, if any, that results from an insufficient allocation length.



https://standardsiso.com/api/?name=2b45253d155fb842493ff16cdc65a0da

14776-322 © ISO/IEC:2007(E) 67

5.11.2 READ CAPACITY (16) parameter data

The READ CAPACITY (16) parameter data is defined in table 36. Any time the READ CAPACITY (16)
parameter data changes, the device server should establish a unit attention condition as described in 4.6.

Table 36 — READ CAPACITY (16) parameter data

Byte\Bit 7 6 5 4 3 2 1 0
0 (MSB)
> REFURNED-HOGISALBEOSK-ADBRESS LSB)
8 (MSB)
BLOCK LENGTH IN BYTES
11 (LSB)
12 Reserved RTO~EN PROT_EN
13
Reserved
31

Th

pa
th3

e RETURNED LOGICAL BLOCK ADDRESS field and BLOCK LENGTH IN BYTES field ‘of the READ CAPACITY (
rameter data are the same as in the READ CAPACITY (10) parameter data-(see 5.10). The maximum va
t shall be returned in the RETURNED LOGICAL BLOCK ADDRESS field is EFEFFFFF_FFFFFFFEh.

A reference tag own enable (RTO_EN) bit set to one indicates that application client ownership of the LOGI(

BL
pre
ind
is

A
en
en

5.

5.1

Th
de

DCK REFERENCE TAG field in protection information is enabled (i.e., the medium was formatted W

icates that application client ownership of the LOGICAL BLOCK REFERENCE TAG field in protection informat
lisabled.

PROT_EN bit set to one indicates that the medium*was formatted with protection information (see 4.
bbled. A PROT_EN bit set to zero indicates that the medium was not formatted with protection informat
bbled.

12 READ DEFECT DATA (10) command

2.1 READ DEFECT DATA (10) command overview

e READ DEFECT DATA (10)fcommand (see table 37) requests that the device server transfer the medi
fect data to the data-in buffer.

Table 37 — READ DEFECT DATA (10) command

6)
ue

AL
ith

tection information (see 4.16) enabled and the RTO_REQ bit was set to one). An RTO_EN bit set to zgro

on

6)
on

Biyte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (37h)
1 Reserved
2 Reserved REQ_PLIST | REQ_GLIST DEFECT LIST FORMAT
3

Reserved
6
7 (MSB)

ALLOCATION LENGTH S—

8 (LSB)
9 CONTROL

If the device server is unable to access the medium defect data, it shall terminate the command with CHECK
CONDITION status. The sense key shall be set to either MEDIUM ERROR, if a medium error occurred, or NO
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SENSE, if medium defect data does not exist. The additional sense code shall be set to DEFECT LIST NOT
FOUND.

NOTE Some device servers may not be able to return medium defect data until after a FORMAT UNIT command (see 5.2)
has been completed successfully.

A request primary defect list (REQ_PLIST) bit set to zero specifies that the device server shall not return the
PLIST. A REQ_PLIST bit set to one specifies that the device server shall return the PLIST, if any.

A request grown defect list (REQ_GLIST) bit set to zero specifies that the device server shall not return the

Gl

A REQ_PLIST bit set to zero and a REQ_GLIST bit set to zero specifies that the device server shall return-only

de

A REQ_PLIST bit set to one and a REQ_GLIST bit set to one specifies that the device server shall.return both
P

no

Th
de

5.

an

If t
tra
se

Th
cli

1IST. A REQ_GLIST DIU SEU 10 Ohe Specllies thdatl the aevice server shiall Tetdin the GLIS T, 1T diny.

fect list header (i.e., the first four bytes of the defect list).

is vendor-specific.

1 indicate that format in the DEFECT LIST FORMAT field in the defect list header (see table 38).

to RECOVERED ERROR and the additional sense code set to DEFECT LIST NOT FOUND.

E ALLOCATION LENGTH field is defined in the READ CAPACITY (16) command (see 5.11). The applicat
ent is responsible for comparing the allocation length requested in the CDB with the defect list len

he

he

IST and GLIST, if any. The order the lists are returned in is vendor-specific. Whether the Jists-are merged or

e DEFECT LIST FORMAT field specifies the preferred format for the defect list. This field- is intended for thgse
vice servers capable of returning more than one format, as defined in the FORMAT UNIT command (gee
.2.4). A device server unable to return the requested format shall return thedefect list in its default format

he requested defect list format and the returned defect list format are notthe same, the device server shall
hsfer the defect data and then terminate the command with CHECK-CONDITION status with the sense key

on
hth

returned in the parameter data to determine whether a partial list was received. If the number of address

de
AL

the

5.1

Th

md

scriptors the device server has to report exceeds the&“maximum value that is able to be specified in
sense key set to ILLEGAL REQUEST and theadditional sense code set to INVALID FIELD IN CDB.

2.2 READ DEFECT DATA (10) parameter_ data

e READ DEFECT DATA (10) parameter;data (see table 38) contains a four-byte header, followed by zerd
re address descriptors.

Table:38 — READ DEFECT DATA (10) parameter data

he

OCATION LENGTH field, the device server shall transfer no data and return CHECK CONDITION status with

or

Byte\Bit 7 6 5 4 3 2 1 0
0 Reserved
1 Reserved PLISTV GLISTV DEFECT LIST FORMAT
2 (MSB)
DEFECT LIST LENGTH (n - 3)
3 (LSB)

Defect list (if any)

Address descriptor(s) (if any)

A PLIST valid (pLISTV) bit set to zero indicates that the data returned does not contain the PLIST. A PLISTV bit
set to one indicates that the data returned contains the PLIST.

A GLIST valid (GLISTV) bit set to zero indicates that the data returned does not contain the GLIST. A GLISTV bit
set to one indicates that the data returned contains the GLIST.

The DEFECT LIST FORMAT field indicates the format of the address descriptors returned by the device server.
This field is defined in the FORMAT UNIT command (see 5.2.2.4).
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If the device server returns short block format address descriptors (see 5.2.2.4.2) or long block format
address descriptors (see 5.2.2.4.3), the address descriptors contain vendor-specific values.

NOTE The use of the short block format and the long block format is not recommended for this command. There is no standard model
that defines the meaning of the block address of a defect. In the usual case, a defect that has been reassigned no longer has an LBA.

If the device server returns physical sector format address descriptors (see 5.2.2.4.5), it may or may not
include defects in parts of the medium not accessible to the application client. If the device server returns
bytes from index format address descriptors (see 5.2.2.4.4), it shall return a complete list of the defects. A

co

mplete list of the defects may include defects in areas not within the capacity returned in the RE

D

CA

Th
LIS]
the

Th

5.

PACITY command.

e DEFECT LIST LENGTH field indicates the length in bytes of the address descriptors that follow. The DEFH
T LENGTH is equal to four or eight times the number of the address descriptors, depending on the forma
returned address descriptors (see 5.2.2.4).

e address descriptors may or may not be sent in ascending order.

13 READ DEFECT DATA (12) command

CcT
of

5.13.1 READ DEFECT DATA (12) command overview
The READ DEFECT DATA (12) command (see table 39) requests that the-device server transfer the meditim
defect data to the data-in buffer.
Table 39 — READ DEFECT DATA (12) command
Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION\CODE (B7h)
1 Reserved REQ_PLIST | REQ_GLIST DEFECT LIST FORMAT
2
Reserved
5
6 (MSB)
ALLOCATION LENGTH
9 (LSB)
10 Reserved
1 CONTROL
See the READ DEFECTDATA (10) command (see 5.11) for the definitions of the fields in this command.

Nd
AL

TE The application)client may determine the length of the defect list by sending the READ DEFECT DATA (12) command with
| OCATION LENGTH field set to eight. The device server returns the defect list header that contains the length of the defect list.
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5.13.2 READ DEFECT DATA (12) parameter data
The READ DEFECT DATA (12) parameter data (see table 40) contains an eight byte header, followed by zero

or more address descriptors.
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Table 40 — READ DEFECT DATA (12) parameter data

Byte\Bit 7 6 5 4 3 2 1 0
0 Reserved
1 Reserved PLISTV GLISTV DEFECT LIST FORMAT
2 Reserved
3 Reserved
4 (MSB)
DEFECT LIST LENGTH (n - 7)
7 (LSB)
Defect list (if any)
8
Address descriptor(s) (if any)
n
Sele the READ DEFECT DATA (10) command (see 5.12) for the definitions of the fields in the defect list.

5.14 READ LONG (10) command
The READ LONG (10) command (see table 41) requestscthat the device server transfer data from a single
logical block to the data-in buffer. The data transferred during the READ LONG (10) command is
vepdor-specific, but shall include the following items recorded on the medium:

a) user data or transformed user data;

b) protection information or transformed pratection information, if any; and

c) any additional information (e.g., ECC(bytes).
If 3 cache contains a more recent version;of a logical block, the device server shall write the logical blocK to
the medium before reading it. The valdes in the Read-Write Error Recovery mode page (see 6.3.4) do pot
apply to this command. The device server may perform retries while processing this command.

Table 41 — READ LONG (10) command

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (3Eh)
1 Reserved CORRCT Obsolete
2 (MSB)

LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved
7 (MSB)

BYTE TRANSFER LENGTH —
8 (LSB)
9 CONTROL

See the PRE-FETCH (10) command (see 5.3) for the definition of the LOGICAL BLOCK ADDRESS field.

If the additional information contain an ECC, any other additional bytes that are correctable by ECC should be
included (e.g., a data synchronization mark within the area covered by ECC). It is not required for the ECC
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bytes to be at the end of the user data or protection information, if any; however, the ECC bytes should be in
the same order as they are on the medium.

A correct (CORRCT) bit set to zero specifies that a logical block be read without any correction made by the
device server. A CORRCT bit set to zero should result in GOOD status unless data is not transferred for some
reason other than that the data is non-correctable. In this case the appropriate status and sense data shall be
returned. A CORRCT bit set to one specifies that the data be corrected by ECC before being transferred to the
data-in buffer.

The BYTE TRANSFER LENGTH field specifies the number of bytes of data that shall be read from the specified

log
no

stdtus with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID-FIELD
B. In the sense data (see 4.13 and SPC-3), the VALID and ILI bits shall each be set to one”and the

CL
INF
ac

A BYTE TRANSFER LENGTH field set to zero specifies that no bytes shall be read. This Condition shall not
copsidered an error.

5.15 READ LONG (16) command

The READ LONG (16) command (see table 42) requests that the device-server transfer data from a sin

log

vendor-specific, but shall include the following items recorded on the medium:

If
the

apply to this command. The device server may-perform retries while processing this command. T
conmand is implemented as a service action of the SERVICE ACTION IN operation code (see A.2).

ical block and transterred to the data-in butfer. It the BYTE TRANSFER LENGTH field Is not set to zero and,dc
match the available data length, the device server shall terminate the command with CHECK CONDI

ORMATION field shall be set to the difference (i.e., residue) of the requested byte transfer length minus
ual available data length in bytes. Negative values shall be indicated by two's complemeni'notation.

ical block to the data-in buffer. The data transferred during the’"READ LONG (16) command

a) user data or transformed user data;
b) protection information or transformed protection information, if any; and
c) any additional information (e.g., ECC bytes).

cache contains a more recent version of a logical blégk, the device server shall write the logical blocK
medium before reading it. The values in the Read-Write Error Recovery mode page (see 6.3.4) do

Table 42 —READ LONG (16) command

es
DN
IN

he

be

e
S

D

to
hot
his

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (9Eh)
1 Reserved SERVICE ACTION (11h)
2 (MSB)

LOGICAL BLOCK ADDRESS
9 (LSB)
10

Reserved

11
12 (MSB)

BYTE TRANSFER LENGTH
13 (LSB)
14 Reserved CORRCT
15 CONTROL

Se

e the READ LONG (10) command (see 5.14) for the definitions of the fields in this command.
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5.16 REASSIGN BLOCKS command

5.1

6.1 REASSIGN BLOCKS command overview
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The REASSIGN BLOCKS command (see table 43) requests that the device server reassign defective logical
blocks to another area on the medium set aside for this purpose. The device server should also record the
location of the defective logical blocks in the GLIST, if supported. This command shall not alter the contents of

the

PLIST (see 4.8).

The parameter list provided in the data-out buffer contains a defective LBA list that contains the LBAs of the

log
blg
se
wr
se
thd
en

Nd
ag
sp

[ver is able to recover user data and protection information, if any, from the original logical bloCk;-it sh

hbled. The data in all other logical blocks on the medium shall be preserved.

hin. Although not likely, over the life of the medium, a logical block may be assigned to multiple physical block addresses until no m
ire locations remain on the medium.

ical blocks to be reassigned. The device server shall reassign the parts of the medium used for each lagi
ck in the defective LBA list. More than one physical block may be relocated by each LBA. If the'dev

te the recovered user data and any protection information to the reassigned logical block. f the dev
ver is unable to recover user data and protection information, if any, it shall write vendor+specific data
user data and shall write a default value of FFFFFFFF_FFFFFFFFh as the protectien information

TE The effect of specifying a logical block to be reassigned that previously has been reassigned isto reassign the logical bl

Table 43 — REASSIGN BLOCKS command

cal
ce
all
ce
as
, if

pre

Byte\Bit 5 4 3 2

OPERATION COBE, (07h)

Reserved LONGLBA | LONGLIS]

Reserved

Al N =

CONTROL

Al
by
by

5.1

Th
ad

pong LBA (LONGLBA) bit set to zero specifies that the REASSIGN BLOCKS defective LBA list contains f
e LBAs. A LONGLBA bit set to one spegifies that the REASSIGN BLOCKS defective LBA list contains ei
e LBAs.

6.2 REASSIGN BLOCKS parameter list

e REASSIGN BLOCKS parameter list (see table 44) contains a four-byte parameter list header followed
efective LBA list containing one or more LBAs.

Table 44 — REASSIGN BLOCKS parameter list

bur
jht

by

Byte\Bit 7 6 5 4 3 2 1 0
0
% Parameter list header (see table 45 or table 46)
Z
DEFECTIVE LBA LIST (if any)
n
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If LONGLIST is set to zero, the parameter list header is defined in table 45.

Table 45 — REASSIGN BLOCKS short parameter list header

Byte\Bit 7 6 5 4 3 2 1 0
0
. Reserved
2 (MSB)
DEFECT LIST LENGTH
3 (LSB)
If JONGLIST is set to one, the parameter list header is defined in table 46.
Table 46 — REASSIGN BLOCKS long parameter list header
Byte\Bit 7 6 5 4 3 2 1 0
0 (MSB)
DEFECT LIST LENGTH
3 (LSB)
The DEFECT LIST LENGTH field indicates the total length in bytes of the DEREGTIVE LBA LIST field. The DEFECT UST
LENGTH field does not include the parameter list header length and is equal to either
a) fourtimes the number of LBAs, if the LONGLBA bit is set td.zero or
b) eight times the number of LBAs, if the LONGLBA bit is set\to one.
The DEFECTIVE LBA LIST field contains a list of defective LBASs: Each LBA is a four-byte field if the LONGLBA|bit
is $et to zero or an eight-byte field if the LONGLBA bit is.set-to one. The LBAs shall be in ascending order.

If

depice server shall terminate the command witlty CHECK CONDITION status with the sense key setf
HARDWARE ERROR and the additional sense code set to NO DEFECT SPARE LOCATION AVAILABLE.

If

de
(s€
fie
ha
se

If t
the
sh

NG
MA
thq
LB
co

e direct-access block device has insufficient capacity to reassign all of the specified logical blocks,

e direct-access block device is unable-to successfully complete a REASSIGN BLOCKS command,
vice server shall terminate the command with CHECK CONDITION status with the appropriate sense d
e 4.13 and SPC-3). The first LBA'not reassigned shall be returned in the COMMAND-SPECIFIC INFORMAT
d of the sense data. If information about the first LBA not reassigned is not available, or if all the defe
ve been reassigned, the COMMAND-SPECIFIC INFORMATION field shall be set to FFFFFFFFh if fixed forn
nse data is being used or(FFFFFFFF_FFFFFFFFh if descriptor format sense data is being used.

ne REASSIGN BLOEKS command failed due to an unexpected unrecoverable read error that would cay
loss of data in arlogical block not specified in the defective LBA list, the LBA of the unrecoverable blq
bll be returned ifi the INFORMATION field of the sense data and the VALID bit shall be set to one.

TE If the REASSIGN BLOCKS command returns CHECK CONDITION status and the sense data COMMAND-SPECIFIC INFQ
TION field\contains a valid LBA, the application client should remove all LBAs from the defective LBA list prior to the one returne
COMMAND-SPECIFIC INFORMATION field. If the sense key is MEDIUM ERROR and the INFORMATION field contains the v
A, the dpplication client should insert that new defective LBA into the defective LBA list and reissue the REASSIGN BLOC
nmand with the new defective LBA list. Otherwise, the application client should perform any corrective action indicated by the ser

he
to

he
hta
ON
cts
hat

se
ck

R_
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hlid
KS
se

REACOION DL AL O

da

altlo H 4o Al siklablo. lafamb LA Lok
aant e eSSttt tNMe Ao OTON Do TIko commMmant-winm menewGeTreCtve o7/ 11ST

5.17 START STOP UNIT command

The START STOP UNIT command (see table 47) requests that the device server change the power condition
of the logical unit (see 4.15) or load or eject the medium. This includes specifying that the device server
enable or disable the direct-access block device for medium access operations by controlling power
conditions and timers.

Logical units that contain cache shall write all cached logical blocks to the medium (e.g., as they would do in
response to a SYNCHRONIZE CACHE command (see 5.18 and 5.19) with the SYNC_NV bit set to zero, the
LOGICAL BLOCK ADDRESS field set to zero and the NUMBER OF BLOCKS field set to zero) prior to entering into any
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power condition that prevents accessing the medium (e.g., before the rotating media spindle motor is stopped
during transition to the stopped power condition).

Table 47 — START STOP UNIT command

Byte\Bit 6 5 4 3 2 1 0
0 OPERATION CODE (1Bh)
1 Reserved IMMED
2
Reserved
3
4 POWER CONDITION Reserved LOEJ START
5 CONTROL

If the immediate (IMMED) bit is set to zero, then the device server shall return status»after the operation i
conpleted. If the IMMED bit is set to one, then the device server shall return status as soon as the CDB H
begn validated.

The POWER CONDITION field is used to specify that the logical unit be placed into a power condition or to adj

a tjmer as defined in table 48. If this field is supported and is set to a value“other than Oh, then the START g

LOEJ bits shall be ignored.

Table 48 — POWER CONDITION\field

If
S

Code Name Description
Oh START_VALID Process the START and LOEJ bits.
1h ACTIVE Place the device into the active power condition.
2h IDLE Rlace the device into the idle power condition.
3h STANDBY Place the device into the standby power condition.
4h Reserved Reserved
5h Obsolete Obsolete
6h Reserved Reserved
7h LU '\CONTROL Transfer control of power conditions to the logical unit.
8h - 9h Reserved Reserved
Ah FORCE_IDLE_0O Force the idle condition timer to zero.
Bh FORCE_STANDBY_0 Force the standby condition timer to zero.
Ch~FEh Reserved Reserved

he - START STOP UNIT command is received with the POWER CONDITION field set to ACTIVE, IDLE

AN RN\L

as

ust
nd

or

n
AINDUDT, UICTI

a) the logical unit shall transition to the specified power condition,

b) the logical unit shall change power conditions only after receipt of another START STOP UNIT
command or a logical unit reset,

c) the device server shall disable the idle condition timer if it is active (see SPC-3) and disable the
standby condition timer if it is active (see SPC-3) until another START STOP UNIT command is
received that returns control of the power condition to the logical unit, or a logical unit reset occurs.

If the START STOP UNIT command is received with the POWER CONDITION field set to LU_CONTROL, then
the device server shall enable the idle condition timer if it is active (see SPC-3) and disable the standby
condition timer if it is active (see SPC-3).
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If the START STOP UNIT command is received with the POWER CONDITION field set to FORCE_IDLE_0 or
FORCE_STANDBY _0, then the device server shall

a) force the specified timer to zero, cause the logical unit to transition to the specified power condition,

and return control of the power condition to the device server or
b) terminate a START STOP UNIT command that selects a timer that is not supported by the device
server or a timer that is not active. The command shall be terminated with CHECK CONDITION

status with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID

FIELD IN CDB.

Iti

If t
the
ze

If t
idl
If t
co

5.

Th

sp
me

5 NOt an error to specity that the logical unit transition to Its current power condition.

he load eject (LOEJ) bit is set to zero, then the logical unit shall take no action regarding loading or eject
medium. If the LOEJ bit is set to one, then the logical unit shall unload the medium if the START bitis se
o. If the LOEJ bit is set to one, then the logical unit shall load the medium if the START bit is set to’rone.

he START bit is set to zero, then the logical unit shall transition to the stopped power condition, disable
p condition timer if it is active (see SPC-3) and disable the standby condition timer if it is active (see SPC
he START bit set is to one, then the logical unit shall transition to the active power condition, enable the i
ndition timer if it is active and enable the standby condition timer if it is active.

18 SYNCHRONIZE CACHE (10) command

e SYNCHRONIZE CACHE (10) command (see table 49) requests thatthe device server ensure that
bcified logical blocks have their most recent data values recorded.in non-volatile cache and/or on
dium, based on the SYNC_NV bit. Logical blocks include user data’and, if the medium is formatted w

protection information enabled, protection information. Logical blocks may or may not be removed fr

\'A¢]

atile cache and non-volatile cache as a result of the synchronize cache operation.

Table 49 — SYNCHRONIZE CACHE (10) command

ng
to

he
3).
dle

he
he
ith

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (35h)
1 Reserved SYNC_NV IMMED Obsolete
2 (MSB)

LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reseryed GROUP NUMBER
7 (MSB)

NUMBER OF BLOCKS
8 (LSB)
9 CONTROL
Sege the PRE=FETCH (10) command (see 5.3) for the definition of the LOGICAL BLOCK ADDRESS field.

Se

e the PRE-FETCH (10) command (see 5.3) and 4.17 for the definition of the GROUP NUMBER field.
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The SYNC_NV bit (see table 50) specifies whether the device server is required to synchronize volatile and
non-volatile caches.

Table 50 — sYNC_NV bit

Device server requirement to synchronize logical blocks currently in the
Code
Volatile cache Non-volatile cache
A A . L . Device server shall synchronize to the
\%J OVIUVD OTTVOT orfian OyIIUIIIUIIILU Wi mmmreururTtT. .
medium.
If a non-volatile cache is present, device server shall
synchronize to non-volatile cache or the medium. If a .
1 . . . No requirement.
non-volatile cache is not present, device server shall
synchronize to the medium.
Anlimmediate (IMMED) bit set to zero specifies that the device server shall not return status until the operatfon

ha
Ch
thd
ILL
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thd
thg
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ca
thd
(o]

Al

5.

Th

sp
me

EGAL REQUEST and the additional sense code set to INVALID FIELDAN_CDB.

e NUMBER OF BLOCKS field specifies the number of logical blocks that shall be synchronized, starting with

T OF RANGE.

pgical block within the range that is not in cache-is*not considered an error.

19 SYNCHRONIZE CACHE (16) command

e SYNCHRONIZE CACHE (16) command (see table 51) requests that the device server ensure that the
ecified logical blocks have their most recent data values recorded in non-volatile cache and/or on the
dium, based on the SYNC_NV bit. Logical blocks include user data and, if the medium is formatted with

5 been completed. An IMMED bit set to one specifies that the device server shall return status as soon as the
B has been validated. If the IMMED bit is set to one and the device server dees-not support the IMMED pit,

device server shall terminate the command with CHECK CONDITION status with the sense key sef to

logical block specified by the LOGICAL BLOCK ADDRESS field. A NUMBER OF BLOCKS field set to zero specifies

t all logical blocks starting with the one specified in the LOGICAKBLOCK ADDRESS field to the last logical blgck
the medium shall be synchronized. If the logical block address plus the number of blocks exceeds the
bacity of the medium, the device server shall terminate the.command with CHECK CONDITION status with

sense key set to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS

protection information enabled;.protection information. Logical blocks may or may not be removed from

\'A¢]

atile cache and non-volatjle.cache as a result of the synchronize cache operation.

Table 51 — SYNCHRONIZE CACHE (16) command

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (91h)

1 Reserved SYNC_NV IMMED Reservgd

2 (MSB)
LOGICAL BLOCK ADDRESS

9 (LSR)

10 (MSB)
NUMBER OF BLOCKS

= e

14 Reserved GROUP NUMBER

15 CONTROL

See the SYNCHRONIZE CACHE (10) command (see 5.18) for the definitions of the fields in this command.
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5.20 VERIFY (10) command

The VERIFY (10) command (see table 52) requests that the device server verify the specified logical block(s)
on the medium. Each logical block includes user data and may include protection information, based on the
VRPROTECT field and the medium format.

If the RTO_EN bit is set to one in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate this command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID COMMAND OPERATION CODE.

-

NQTE This command description is referenced by the VERIFY (32) command, which is terminated when the RTO_EN bit is se{ to

zefo rather than one.

Table 52 — VERIFY (10) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (2Fh)
1 VRPROTECT DPO Reserved BYTCHK Obsolete
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
Restricted

6 for MMC-4 Reserved GROUP NUMBER
7 (MSB)

VERIFICATION{DENGTH
8 (LSB)
9 CONTROL

Lopical units that contain cache shall write referenced cached logical blocks to the medium for the logical ynit
(ef., as they would do in response to a SYNCKHRONIZE CACHE command (see 5.18 and 5.19) with the
SYNC_NV bit set to zero, the LOGICAL BLOCK ADDRESS field set to the value of the VERIFY command’s LOGICAL
BLPCK ADDRESS field, and the NUMBER OF BLOEKS field set to the value of the VERIFY command’s VERIFICATION
LENGTH field).

Sege the READ (10) command (see 5:6) for the definition of the DPO bit. See the PRE-FETCH (10) commgnd
(sge 5.3) for the definition of the 'oGICAL BLOCK ADDRESS field. See the PRE-FETCH (10) command (see §.3)
anfl 4.17 for the definition of the\GROUP NUMBER field.

If the Verify Error Recovery-mode page (see 6.3.5) is implemented, then the current settings in that page
specify the verification eriteria. If the Verify Error Recovery mode page is not implemented, then {he
vefification criteria is~vendor-specific.

If the byte check(BYTCHK) bit is set to zero, the device server shall

a) perform a medium verification with no data comparison and not transfer any data from the data-ou
buffer'and

b)¢ eheck protection information read from the medium based on the VRPROTECT field as described in
table 53.

If the BYTCHK bit is set to one, the device server shall

a) perform a byte-by-byte comparison of user data read from the medium and user data transferred from
the data-out buffer,

b) check protection information read from the medium based on the VRPROTECT field as described in
table 54,

c) check protection transferred from the data-out buffer based on the VRPROTECT field as described in
table 55 and

d) perform a byte-by-byte comparison of protection information read from the medium and transferred
from the data-out buffer based on the VRPROTECT field as described in table 56.
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The order of the user data and protection information checks and comparisons is vendor-specific.

If a byte-by-byte comparison is unsuccessful for any reason, the device server shall terminate the command
with CHECK CONDITION status with the sense key set to MISCOMPARE and the additional sense code set
to the appropriate value for the condition.

The VERIFICATION LENGTH field specifies the number of contiguous logical blocks that shall be verified, starting
with the logical block specified by the LOGICAL BLOCK ADDRESS field. If the BYTCHK bit is set to one, the
VERIFICATION LENGTH field also specifies the number of logical blocks that the device server shall transfer from
the data-out buffer. A VERIFICATION LENGTH field set to zero specifies that no logical blocks shall be verified.

This condition shall not be considered as an error. Any other value specities the number of logical blocks t
shall be verified. If the logical block address plus the verification length exceeds the capacity of the medid
the device server shall terminate the command with CHECK CONDITION status with the sensekey sef
ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS OUT QF'RANC
The VERIFICATION LENGTH field is constrained by the MAXIMUM TRANSFER LENGTH field in the Block Limits V
page (see 6.4.2).

If the BYTCHK bit is set to zero, the device server shall check the protection information fead from the medi
based on the VRPROTECT field as described in table 53.

hat
m,
to
5E .
PD

Table 53 — VRPROTECT field with BYTCHK set to zero - checking protectiondinformation read from the
medium (Sheet 1 of 3)
Logical unit
formatted Field in INg)l(JtIe;YdeDc;ta
Code with protection . If chéck fails 9 ©, additional sense code
. . . g | VPD page bit
protection | information f
. - value
information
LOGICAL GRD_CHK =1 LOGICAL BLOCK GUARD CHECK FAILED
BLOCK GUARD | GrRD_CHK =0 | No check performed
LOGICAL APP-CHIK = 1€ LOGICAL BLOCK APPLICATION TAG
BLOCK =¥ CHECK FAILED
Yes APPLICATION
DHOOb TAG APP_CHK =0 No check performed
LOGICAL REF chK = 1D LOGICAL BLOCK REFERENCE TAG
BLOGK - CHECK FAILED
REFERENCE
TAG REF_CHK =0 No check performed
No No protection information on the medium to check. Only user data is checked.
LOGICAL GRD_CHK =1 LOGICAL BLOCK GUARD CHECK FAILED
BLOCK GUARD |  GRD CHK =0 No check performed
LOGICAL APP CHK = 1€ LOGICAL BLOCK APPLICATION TAG
BLOCK T CHECK FAILED
Yes APPLICATION
do'1p P TAG APP_CHK =0 No check performed
LOGICAL REF chK = 1D LOGICAL BLOCK REFERENCE TAG
BLOCK T CHECK FAILED
REFERENCE
TAG REF_CHK =0 No check performed
No Error condition @
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Table 53 — VRPROTECT field with BYTCHK set to zero - checking protection information read from the
medium (Sheet 2 of 3)

Logical unit
formatted |  Field in INg’Sf;feDita
Code with protection VPD pade bit If check fails 9 €, additional sense code
protection | information 9 vaﬁug t
information
LOGICAL N h k rf d
BLOCK GUARD O check periorme
LOGICAL APP CHK = 1€ LOGICAL BLOCK APPLICATION TAG
BLOCK - CHECK FAILED
APPLICATION
d1ob ® Yes TAG APP_CHK =0 | No check performed
LOGICAL REF CHK = 11 LOGICAL BLOCK REFERENCE TAG
BLOCK - CHECK FAILED
REFERENCE
TAG REF_CHK = 0 No check performed
No Error condition 2
LOGICAL
BLOCK GUARD No check performed
LOGICAL
BLOCK No check performed
APPLICATION
Yes
dq11b ® TAG
LOGICAL
BLOCK No check performed
REFERENCE
TAG
No Error condition @
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Table 53 — VRPROTECT field with BYTCHK set to zero - checking protection information read from the
medium (Sheet 3 of 3)

Logical unit
formatted | Fieldin |\ oGRS
Code with protection VPD pade bit If check fails ¢ ¢, additional sense code
protection | information ¢ v aﬁug i
information
FOGTeAL r\pn_m_u( =1 LOGICAL BLOCK GUARD CHECK EAILED
BLOCK GUARD | GRD CHK =0 No check performed
LOGICAL
v AP:LLI(;/%ON No check performed
es
100b ® TAG
LOGICAL
REE;(;EECE No check performed
TAG
No Error condition 2
101b-
11b Reserved

P A verify operation to a logical unit that supports protection information (see 4.16) and has not been
formatted with protection information shall be terminated,with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.
If the logical unit does not support protection information the requested command should be terminated
with CHECK CONDITION status with the sense\key set to ILLEGAL REQUEST and the additional
sense code set to INVALID FIELD IN CDB.

* The device server shall check the logical bleck application tag if it has knowledge of the contents of th)
LOGICAL BLOCK APPLICATION TAG field. If'the VERIFY (32) command (see 5.23) is used and the ATO bit
set to one in the Control mode page-(see SPC-3), this knowledge is acquired from the EXPECTED
LOGICAL BLOCK APPLICATION TAG field and the LOGICAL BLOCK APPLICATION TAG MASK field in the CDB.
Otherwise, this knowledge may be obtained by a method not defined by this standard.

B If an error is reported, the sense key shall be set to ABORTED COMMAND.

If multiple errors occur, the'selection of which error to report is not defined by this standard.

See the Extended INQUIRY Data VPD page (see SPC-3) for the definitions of the GRD_CHK bit, the
APP_CHK bit and the(REF_CHK bits.

J If the application dlient or device server detects a LOGICAL BLOCK APPLICATION TAG field set to FFFFh, the
checking of all protection information shall be disabled for the associated logical block.

" If the RTO_ENNDIt is set to zero in the READ CAPACITY (16) parameter data (see 5.11)(i.e., the
command-is.a VERIFY (10) command, a VERIFY (12) command, or a VERIFY (16) command), the
devicedserver shall check the logical block reference tag by comparing it to the lower 4 bytes of the LBA
associated with the logical block. If the RTO_EN bit is set to one (i.e., the command is a VERIFY (32)
cémmand), the device server shall check the logical block reference tag based on the EXPECTED INITIAL
LOGICAL BLOCK REFERENCE TAG field in the CDB (see 4.16.2).

n O

14
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If the BYTCHK bit is set to one, the device server shall check the protection information read from the medium
based on the VRPROTECT field as described in table 54.

Table 54 — VRPROTECT field with BYTCHK set to one — Checking protection information read from the
medium (Sheet 1 of 2)

Logical unit
formatted Field in INS)SF;YCI eD(:ta
Code with protection VPD page bit If check fails 9 € additional sense code
prutcut;un ;i‘-fui‘i‘ﬁaﬁeﬁJ——va%g T
information
LOGICAL BLOCK GUARD CHECK
LOGICAL BLOCK GRD_CHK=1 | -\ 'ep
GUARD
GRD_CHK =0 No check performed
APP CHK = 1€ O LOGICAL BLOCK APPLICATION TAG
Yes LOGICAL BLOCK — CHECK FAILED
doob APPLICATION TAG
APP_CHK =0 No check performed
REF cHK =1 D LOGICAL BLOCK REFERENCE TAG
LOGICAL BLOCK — CHECK FAIED
REFERENCE TAG
REF_CHK =0 No check performed
No No protection information on the mediupravailable to check
LOGICAL BLOCK
GUARD No check performed
gJo1b
d10b LOGICAL BLOCK
d11o Yes APPLICATION TAG No check performed
100b LOGICAL BLOCK
b
REFERENCE TAG No'check performed
No Error condition 2
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Table 54 — VRPROTECT field with BYTCHK set to one — Checking protection information read from the

medium (Sheet 2 of 2)

Logical unit
Rl Fieldin |\ oUIRY Data
Code e protection i If check fails 9 ¢, additional sense code
protection information 9 VPD page bit
information value
104 .
{116 eserve

BN O RSN

J I the application client or device server detects a LOGICALNBLOCK APPLICATION TAG field set to FFFFh, th

" If the RTO_EN bit is set to zero in the READ CAPACIFY (16) parameter data (see 5.11)(i.e., the

P A verify operation to a logical unit that supports protection information (see 4.16) and has not been
formatted with protection information shall be terminated with CHECK CONDITION status with.the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIEEDIN CDB.
If the logical unit does not support protection information the requested command should-be terminate|
with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense code set to INVALID FIELD IN CDB.

© The device server shall check the logical block application tag if it has knowledgé.of the contents of th
LOGICAL BLOCK APPLICATION TAG field. If the VERIFY (32) command (see 5.23).is used and the ATO bit i
set to one in the Control mode page (see SPC-3), this knowledge is acquiréd from the EXPECTED
LOGICAL BLOCK APPLICATION TAG field and the LOGICAL BLOCK APPLICATION JTAG MASK field in the CDB.
Otherwise, this knowledge may be obtained by a method not defined by this standard.

If an error is reported, the sense key shall be set to ABORTED COMMAND.

If multiple errors occur, the selection of which error to report ishotdefined by this standard.

See the Extended INQUIRY Data VPD page (see SPC-3) fof the definitions of the GRD_CHK bit, the
APP_CHK bit, and the REF_CHK bit.

checking of all protection information shall be disabled\for the associated logical block.

command is a VERIFY (10) command, a VERIERY*(12) command, or a VERIFY (16) command), the
device server shall check the logical block reference tag by comparing it to the lower 4 bytes of the LB
associated with the logical block. If the RTGAEN bit is set to one (i.e., the command is a VERIFY (32)
command), the device server shall cheek the logical block reference tag based on the EXPECTED INITIA
LOGICAL BLOCK REFERENCE TAG field in-the CDB (see 4.16.2).

»

If the BYTCHK bit is set to one, the device server shall check the protection information transferred from

da

Tgble 55 — VRPROTECT field.with BYTCHK set to one - checking protection information transferred fro

a-out buffer based on the VRRROTECT field as described in table 55.

the data-out buffer (Sheet 1 of 3)

m

Logical.unit
formatted Field in Device
Code with protection server If check fails 9 € additional sense code
protection information check
information
Yes No protection information received from application client to check
Uup
No No protection information received from application client to check
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Table 55 — VRPROTECT field with BYTCHK set to one - checking protection information transferred from
the data-out buffer (Sheet 2 of 3)

Logical unit
formatted Field in Device
Code with protection server If check fails 9 ¢, additional sense code
protection information check
information
LOGICAL BlLOCK
GUARD Shall LOGICAL BLOCK GUARD CHECK FAILE
Yes LOGICAL BLOCK May © LOGICAL BLOCK APPLICATION TAG
001b P APPLICATION TAG Y CHECK FAILED
LOGICAL BLOCK Shall f LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG CHECK FAILED
No Error condition @
LOGISG;:IID'OCK Shall not No check performed
Yes LOGICAL BLOCK May © LOGICAL ,BLOCK APPLICATION TAG
olob P APPLICATION TAG Y CHECK FAILED
LOGICAL BLOCK May | LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG y CHECK FAILED
No Error condition @
LOGISG;:IID'OCK Shall not No check performed
Yes LOGICAL BLOCK Shall not No check performed
ol1p b APPLICATION TAG
;slfég;‘;g;iiz Shall not No check performed
No Error condition @



https://standardsiso.com/api/?name=2b45253d155fb842493ff16cdc65a0da

84 14776-322 © ISO/IEC:2007(E)

Table 55 — VRPROTECT field with BYTCHK set to one - checking protection information transferred from
the data-out buffer (Sheet 3 of 3)

Logical unit
formatted Field in Device
Code with protection server If check fails 9 ¢, additional sense code
protection information check
information
LOGICAL BlLOCK
Shall LOGICAL BLOCK GUARD CHECK FAILE
GUARD
b Yes LOGICAL BLOCK Shall not No check performed
100b APPLICATION TAG
LOGICAL BLOCK Shall not No check performed
REFERENCE TAG
No Error condition @
1(01b-
11b Reserved

" A verify operation to a logical unit that supports protection information-(see 4.16) and has not been
formatted with protection information shall be terminated with CHECK-CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.
If the logical unit does not support protection information the régquested command should be terminated
with CHECK CONDITION status with the sense key set to \LLEGAL REQUEST and the additional
sense code set to INVALID FIELD IN CDB.

r The device server may check the logical block application tag if the ATO bit is set to one in the Control
mode page (see SPC-3) and if it has knowledge of the contents of the LOGICAL BLOCK APPLICATION TAQ
field. If the VERIFY (32) command (see 5.23) is used, this knowledge is obtained from the EXPECTED
LOGICAL BLOCK APPLICATION TAG field and the LQGICAL BLOCK APPLICATION TAG MASK field in the CDB.
Otherwise, this knowledge is obtained by a méthod not defined by this standard.

! |If an error is reported, the sense key shall be set to ABORTED COMMAND.

If multiple errors occur, the selection of*'which error to report is not defined by this standard.

If the RTO_EN bit is set to zero in the READ CAPACITY (16) parameter data (see 5.11)(i.e., the commar|d
is a VERIFY (10) command, a VERIFY (12) command or a VERIFY (16) command), the device servef
shall check the logical block reference tag by comparing it to the lower 4 bytes of the LBA associated
with the logical block. If the<RTO_EN bit is set to one (i.e., the command is a VERIFY (32) command), the
device server shall checK the logical block reference tag based on the EXPECTED INITIAL LOGICAL BLOCH
REFERENCE TAG field in‘the CDB (see 4.16.2).
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If the BYTCHK bit is set to one, the device server shall perform a byte-by-byte comparison of protection
information transferred from the data-out buffer with protection information read from the medium based on
the VRPROTECT field as described in table 56.

Table 56 — VRPROTECT field with BYTCHK set to one — Byte-by-byte comparison requirements
(Sheet 1 of 2)

Logical unit
o form_a‘llt‘ted 1 Byte-by-byte | If compare fails © d additional sense
b L e Comparison code
protection
information
No protection information received from application client to compare. Only usef
Yes . I .
000b data is compared within each logical block.
No protection information or the medium or received from application client to
No . g .
compare. Only user data is compared within each logical block.
LOGICAL BLOCK GUARD Shall LOGICAL BLOCK GUARD CHECK
FAILED
A;?DGLI'E/‘:;(E;LOTCAKG Shal LOGICAL BLOCK APPLICATION TAG
e CHECK FAILED
(ATO = 1)
Yes
001b ° LOGICAL BLOCK
APPLICATION TAG Shall not No compare performed
(ato = 0)f
LOGICAL BLOCK Shall LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG CHECK FAILED
No Error condition 2
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Table 56 — VRPROTECT field with BYTCHK set to one — Byte-by-byte comparison requirements

(Sheet 2 of 2)
Logical unit
formatted e cd i
Code with Field Byte-by-.byte If compare fails © “, additional sense
. Comparison code
protection
information
LOGICAL BLOCK GUARD Shallnot No compare pnrfnrmnri
bt Shal LOGICAL BLOCK APPLICATIONTAG
e CHECK FAILED
(ATO=1)
106 b Yes LOGICAL BLOCK
APPLICATION TAG Shall not No compare performed
(aTo=0)f
LOGICAL BLOCK Shall LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG CHECK FAILED
No Error condition 2
LOGICAL BLOCK GUARD Shall LQGIGAL BLOCK GUARD CHECK
FAILED
it Shal LOGICAL BLOCK APPLICATION TAQ
(ATO = 1) CHECK FAILED
100b LOGICAL BLOCK
b APPLICATION TAG Shall not No compare performed
(aTo=0)f
LOGICAL BLOCK Shall LOGICAL BLOCK REFERENCE TAG
REFERENCE TAG CHECK FAILED
No Error conditién

01b -

111b Reserved

F A verify operation to a logieal unit that supports protection information (see 4.16) and has not been
formatted with proteetion information shall be terminated with CHECK CONDITION status with the
sense key set to I[LLEGAL REQUEST and the additional sense code set to INVALID FIELD IN CDB.

P If the logical unit.does not support protection information the requested command should be terminated
with CHECK<{ CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense codedset to INVALID FIELD IN CDB.

FIf an erroris reported, the sense key shall be set to MISCOMPARE.

i |f multiple errors occur, the selection of which error to report is not defined by this standard.

P If the-ATO bit is set to one in the Control mode page (see SPC-3), the logical block application tag shall
not be modified by a device server.
fthe ATO bhit is set to zera inthe Control mode. page (cnn QD(‘-Q), the Ingir\gl block applihaﬁnn fag maly
be modified by a device server.

5.21 VERIFY (12) command

The VERIFY (12) command (see table 57) requests that the device server verify the specified logical block(s)
on the medium. Each logical block includes user data and may include protection information, based on the
VRPROTECT field and the medium format.
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If the RTO_EN bit is set to one in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate this command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID COMMAND OPERATION CODE.

Table 57 — VERIFY (12) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (AFh)
I VRPROTECI DFO Reserveo BY ICHK UDS0ICle
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 (MSB)
VERIFICATION LENGTH
9 (LSB)
Restricted

10 for Reserved GROUP NUMBER

MMC-4
11 CONTROL

See the VERIFY (10) command (see 5.20) for the definitions of the fields in this command.

5.22 VERIFY (16) command

The VERIFY (16) command (see table 58) requests that the device server verify the specified logical blocK(s)
on|the medium. Each logical block includes user data apnd may include protection information, based on the
VRPROTECT field and the medium format.

If the RTO_EN bit is set to one in the READ CAPACIFEY (16) parameter data (see 5.11), the device server shall
temminate this command with CHECK CONDITIQN status with the sense key set to ILLEGAL REQUEST gnd
thg additional sense code set to INVALID COMMAND OPERATION CODE.

=0

Table’58 — VERIFY (16) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (8Fh)
1 VRPROTECT DPO Reserved BYTCHK Reserved
2 (MSB)
LOGICAL BLOCK ADDRESS

9 (LSB)
10 (MSB)

VERIFICATION LENGTH
13 (LSB)
14 E?ﬁi’:f}?i Reserved GROUP NUMBER
15 CONTROL

See the VERIFY (10) command (see 5.20) for the definitions of the fields in this command.

5.23 VERIFY (32) command

The VERIFY (32) command (see table 59) requests that the device server verify the specified logical block(s)
on the medium. Each logical block includes user data and may include protection information, based on the
VRPROTECT field and the medium format.
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If the RTO_EN bit is set to zero in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate this command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID COMMAND OPERATION CODE.

Table 59 — VERIFY (32) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (7Fh)
| CONTROL
2
Reserved
5
6 Reserved GROUP NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)
SERVICE ACTION (000Ah)
9 (LSB)
10 VRPROTECT DPO Reserved BYTCHK | Reserved
11 Reserved
12 (MSB)
LOGICAL BLOCK ADDRESS
19 (LSB)
20 (MSB)
EXPECTED INITIAL LOGICGAL'BLOCK REFERENCE TAG
23 (LSB)
24 (MSB)
EXPECTED LOGICAL BLOCK APPLICATION TAG
25 (LSB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK
27 (LSB)
28 (MSB)
VERIFICATION LENGTH
31 (LSB)
See the VERIFY (10) conimand (see 5.20) for the definitions of the GROUP NUMBER field, VRPROTECT field, OPO
bit| BYTCHK bit, LOGICALLBLOCK ADDRESS field, and VERIFICATION LENGTH field.
Wihen checking ofthe' LOGICAL BLOCK REFERENCE TAG field is enabled (see table 53, table 54, table 55, gnd
taljle 56 in 5.20),/the EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG field contains the value of the LOGIGAL
BLPCK REFERENCE TAG field expected in the protection information of the first logical block accessed by the
cojnmand.instead of a value based on the LBA (see 4.16.2).
If fhe-ATO bit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLJCK
APPHCATION TAG field is enabled (see table 53, table 54, table 55 and table 56 in 5.20), the LOGICAL BLOCK

APPLICATION TAG MASK field contains a value that is a bit mask for enabling the checking of the LOGICAL BLOCK
APPLICATION TAG field in the protection information for each logical block accessed by the command. A
LOGICAL BLOCK APPLICATION TAG MASK bit set to one enables the checking of the corresponding bit of the
EXPECTED LOGICAL BLOCK APPLICATION TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION
TAG field in the protection information.

If the ATO bit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLOCK
APPLICATION TAG field is disabled (see table 53, table 54, table 55 and table 56 in 5.20), or if the ATO bit is set
to zero, the LOGICAL BLOCK APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLICATION TAG field
shall be ignored.
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5.24 WRITE (6) command

The WRITE (6) command (see table 60) requests that the device server transfer the specified logical block(s)
from the data-out buffer and write them. Each logical block transferred includes user data but does not include
protection information. Each logical block written includes user data and, if the medium is formatted with
protection information enabled, protection information.

Table 60 — WRITE (6) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (0Ah)
1 Reserved (MSB)
2
LOGICAL BLOCK ADDRESS
3 (LSB)
4 TRANSFER LENGTH
5 CONTROL

The cache control bits are not provided for this command. Direct-access block devices with cache may have
values for the cache control bits that may affect the WRITE (6) commandyhoewever no default value is defirjed
by(this standard. If explicit control is required, the WRITE (10) command\should be used.

See the PRE-FETCH (10) command (see 5.3) for the definition ofthie LOGICAL BLOCK ADDRESS field.

The TRANSFER LENGTH field specifies the number of contiguous logical blocks of data that shall be transferfed
from the data-out buffer and written, starting with the logicalyblock specified by the LOGICAL BLOCK ADDRHESS
field. A TRANSFER LENGTH field set to zero specifies that256 logical blocks shall be written. Any other value
specifies the number of logical blocks that shall be written. If the logical block address plus the transfer length
exfpeeds the capacity of the medium, the device server shall terminate the command with CHECK
CONDITION status with the sense key set to JILLEGAL REQUEST and the additional sense code sef to
LJQGICAL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH field is constrained by the MAXIMUM
TRANSFER LENGTH field in the Block Limits VPD page (see 6.4.2).

NQTE For the WRITE (10) command, WRITE(12) command, WRITE (16) command, and WRITE (32) command, a TRANSFER
LENGTH field set to zero specifies that no logieal blocks are transferred.

If a WRITE (6) command is received after protection information is enabled the device server shall set the
prgtection information (see 4.16) as follows as it writes each logical block to the medium:

=

a) the LOGICAL BLOCK.GUARD field set to a properly generated CRC (see 4.16.3);
b) the LOGICAL BLO€K REFERENCE TAG field set to:
A) the least-significant four bytes of the LBA, if the RTO_EN bit is set to zero in the READ CAPACITY
(16) parameter data (see 5.11); or
B) FEFFFFFFh, if the RTO_EN bit is set to one;

and

e). “the LOGICAL BLOCK APPLICATION TAG field set to:

A a nNa ATO O ) o-onaln hao
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5.25 WRITE (10) command

The WRITE (10) command (see table 61) requests that the device server transfer the specified logical
block(s) from the data-out buffer and write them. Each logical block transferred includes user data and may
include protection information, based on the WRPROTECT field and the medium format. Each logical block
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written includes user data and, if the medium is formatted with protection information enabled, protection

information.
Table 61 — WRITE (10) command
Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (2Ah)
1 WRPROTECT DPO FUA Reserved | FUA NV Obsolete
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)
TRANSFER LENGTH

8 (LSB)
9 CONTROL

See the READ (10) command (see 5.6) for the definition of the bPO bit. See-the PRE-FETCH (10) commdgnd
(sge 5.3) for the definition of the LOGICAL BLOCK ADDRESS field. See the PRE-FETCH (10) command (see 5.3)
anf 4.17 for the definition of the GROUP NUMBER field.

The device server shall check the protection information transferréd from the data-out buffer based on the
WRPROTECT field as described in table 62.

Table 62 — WRPROTECT field\(Sheet 1 of 3)

Logical unit
formatted Field in Device ]
Code with protection seryver If check fails 9, additional sense code
protection information check
information
oob Yes foh No protection.information received from application client to check
No No protection information received from application client to check
RO | shall | LOGICAL BLOCK GUARD CHECK FAILED
Yes © LOGICAL BLOCK May © LOGICAL BLOCK APPLICATION TAG CHECK
0b1b P APPLICATION TAG y FAILED
LOGICAL BLOCK Shall LOGICAL BLOCK REFERENCE TAG CHECK
REFERENCE TAG FAILED
No @ No protection information available to check
LOGICAL BLOCK
GUARD Shall not | No check performed
Yes © LOGICAL BLOCK May © LOGICAL BLOCK APPLICATION TAG CHECK
010b Pl APPLICATION TAG y FAILED
LOGICAL BLOCK May LOGICAL BLOCK REFERENCE TAG CHECK
REFERENCE TAG y FAILED
No @ No protection information available to check



https://standardsiso.com/api/?name=2b45253d155fb842493ff16cdc65a0da

14776-322 © ISO/IEC:2007(E)

91

Table 62 — WRPROTECT field (Sheet 2 of 3)

Logical unit
formatted Field in Device ]
Code with protection server If check fails 9, additional sense code
protection information check
information
LOG'S{T';:FI:OCK Shall not | No check performed
) Yes © LOGICAL BLOCK Shall not | No check performed
ol1p Pi APPLICATION TAG
LOGICAL BLOCK Shall not | No check performed
REFERENCE TAG
No @ No protection information available to check
LOG'gS;:;"“ Shall | LOGICAL BLOCK GUARD CHECK FAILED
) Yes © LOGICAL BLOCK Shall not | No check performed
10ob P APPLICATION TAG
LOGICAL BLOCK Shall not | No check petrformed
REFERENCE TAG
No @ No protection information available tQ/check
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Table 62 — WRPROTECT field (Sheet 3 of 3)

Logical unit
formatted Field in Device ]
Code with protection server If check fails 9, additional sense code
protection information check
information
1 10 111bh- Reserved

f A write operation to a logical unit that supports protection information (see 4.16) and has not beeh
formatted with protection information shall be terminated with CHECK CONDITION status with the
sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD'IN‘CDB.
If the logical unit does not support protection information the requested command shouldrbeterminated
with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the/additional
sense code set to INVALID FIELD IN CDB.

The device server may check the logical block application tag if the ATO bit is set to. one in the Contro
mode page (see SPC-3) and if it has knowledge of the contents of the LOGICAL BLOCK APPLICATION TAG
field. If the WRITE (32) command (see 5.28) is used, this knowledge is obtained from the EXPECTED
LOGICAL BLOCK APPLICATION TAG field and the LOGICAL BLOCK APPLICATION TAG MASK field in the CDB.
Otherwise, this knowledge is obtained by a method not defined by this ‘'standard.

A If an error is reported, the sense key shall be set to ABORTED COMMAND.

Device server shall preserve the contents of protection information;(e.g., write to medium, store in
non-volatile memory).

The device server shall write a properly generated CRC (see.4.16.3.2) into each LOGICAL BLOCK GUARpP
field.

9 If the RTO_EN bit is set to zero in the READ CAPACITY. (16) parameter data (see 5.11), the device
server shall write the least significant four bytes of each LBA into the LOGICAL BLOCK REFERENCE TAG
field of each of the written logical blocks. If the RTO_EN bit is set to one, the device server shall write 3
value of FFFFFFFFh into the LOGICAL BLOCK REEERENCE TAG field of each of the written logical blocks
If the ATO bit is set to one in the Control mod€’page (see SPC-3), the device server shall write FFFFh
into each LOGICAL BLOCK APPLICATION TAG field. If the ATO bit is set to zero, the device server may writ
any value into each LOGICAL BLOCK APPLICATION TAG field.

If multiple errors occur, the selection-af which error to report is not defined by this standard.

If the RTO_EN bit is set to zero inthe READ CAPACITY (16) parameter data (see 5.11), the device
server may process the command. If the RTO_EN bit is set to one, WRITE (10) commands, WRITE (12
commands and WRITE (16) .commands with the WRPROTECT field set to 000b may be processed by th
device server. If the RTO (EN'bit is set to one, the device server shall terminate WRITE (10) commands
WRITE (12) commands_and WRITE (16) commands with the WRPROTECT field not set to 000b with
CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense
code set to INVALID COMMAND OPERATION CODE.

K |f the RTO_EN-bitlis set to zero in the READ CAPACITY (16) parameter data (see 5.11), the device
server checks\the logical block reference tag by comparing it to the lower 4 bytes of the LBA associate|
with the |@gical block. If the RTO_EN bit is set to one (i.e., the command is a WRITE (32) command), th
deviceserver checks the logical block reference tag based on the EXPECTED INITIAL LOGICAL BLOCK
REFERENCE TAG field in the CDB (see 4.16.2).
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e force unit access (FUA) and force unit access non-volatile cache (FUA_NV) bits are defined in table 63.

Table 63 — Force unit access for write operations

FUA |FUA_Nv | Description

The device server shall write the logical blocks to volatile cache, non-volatile cache
and/or the medium.

If the Nv_suUP bit is set to one in the Extended INQUIRY Data VPD page (see SPC-3),

e daevice server Sriall WIte e 10giCdl DIOCKS 10 Non-voldatlie cache anas/or te mediu

If the Nv_SUP bit is set to zero in the Extended INQUIRY Data VPD page (see SPC:3),
the device server shall write the logical blocks to volatile cache, non-volatile cache
and/or the medium.

The device server shall write the logical blocks to the medium, and shallmot return

1 Oort GOOD status until the logical blocks have actually been written on the medium.

If I

thg logical blocks to the medium. Any error that occurs after the GOOD statusiis.returned is a deferred er

an
Th

from the data-out buffer and written, starting with the logical block specified by the LOGICAL BLOCK ADDRH

fie
no

lodical block address plus the transfer length exceeds the capacity of the medium, the device server sh
terminate the command with CHECK CONDITION status wijth the sense key set to ILLEGAL REQUEST 4
thg additional sense code set to LOGICAL BLOCK ADDRESS OUT OF RANGE. The TRANSFER LENGTH fi

IS

NQTE Forthe WRITE (6) command, a TRANSFER LENGTH'field set to zero specifies that 256 logical blocks are transferred.

5

wr
inf

.26 WRITE (12) command

The WRITE (12) command (see table:64) requests that the device server transfer the specified logi
blgck(s) from the data-out buffer and write them. Each logical block transferred includes user data and m
indlude protection information,.based on the WRPROTECT field and the medium format. Each logical blq

pgical blocks are transferred directly to a cache, the device server may return, GOOD status prior to wrif]

H information regarding the error is not reported until a subsequent command.

E TRANSFER LENGTH field specifies the number of contiguous logical blocKs of data that shall be transfer

d. A TRANSFER LENGTH field set to zero specifies that no logical-blocks shall be written. This condition sk
be considered an error. Any other value specifies the number of logical blocks that shall be written. If

constrained by the MAXIMUM TRANSFER LENGTH field ‘in*the Block Limits VPD page (see 6.4.2).

tten includes user data and,)if the medium is formatted with protection information enabled, protect
brmation.

Table 64 — WRITE (12) command
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Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (AAh)
1 WRPROTECT DPO FUA Reserved | FUA NV Obsolete
2 (MSB)

LOGICAL BLOCK ADDRESS
5 (LSB)
6 (MSB)

TRANSFER LENGTH S——
9 (LSB)
Restricted

10 for MMC-4 Reserved GROUP NUMBER
11 CONTROL

See the WRITE (10) command (see 5.25) for the definitions of the fields in this command.
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5.27 WRITE (16) command

The WRITE (16) command (see table 65) requests that the device server transfer the specified logical
block(s) from the data-out buffer and write them. Each logical block transferred includes user data and may
include protection information, based on the WRPROTECT field and the medium format. Each logical block
written includes user data and, if the medium is formatted with protection information enabled, protection
information.

Table 65 — WRITE (16) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (8Ah)
1 WRPROTECT DPO FUA Reserved | FUA NV | Reservefl
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
TRANSFER LENGTH
13 (LSB)
Restricted
14 for MMC-4 Reserved GROUP NUMBER
15 CONTROL

See the WRITE (10) command (see 5.25) for the definitions of the fields in this command.

5.28 WRITE (32) command

The WRITE (32) command (see table 66) requests that the device server transfer the specified logical
bldck(s) from the data-out buffer and write them, &ach logical block transferred includes user data and may
indlude protection information, based on the WRPROTECT field and the medium format. Each logical black
wrltten includes user data and, if the medium' is formatted with protection information enabled, protectfon
information.

If the RTO_EN bit is set to zero in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate the WRITE (32) command with CHECK CONDITION status with the sense key set to ILLEGAL
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REQUEST and the additional sense code set to INVALID COMMAND OPERATION CODE. If the RTO_EN bit
is set to one, the device server may process the command.

Table 66 — WRITE (32) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (7Fh)
1 CONTROL
2
Reserved
5
6 Reserved GROUP NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)
SERVICE ACTION (000Bh)
9 (LSB)
10 WRPROTECT DPO FUA Reserved”| FUA Nv | Reserved
11 Reserved
12 (MSB)
LOGICAL BLOCK ADDRESS
19 (LSB)
20 (MSB)
EXPECTED INITIAL LOGICAL\BLOCK REFERENCE TAG
23 (LSB)
24 (MSB)
EXPECTED LOGICAL BLOCK APPLICATION TAG
25 (LSB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK
27 (LSB)
28 (MSB)
TRANSFER LENGTH
31 (LSB)
See the WRITE (10) command-(see 5.25) for the definitions of the GROUP NUMBER field, the WRPROTECT figld,
the DPO bit, the FUA bit, the\FUA_NV bit, the LOGICAL BLOCK ADDRESS field and the TRANSFER LENGTH field.
Wihen checking of thé\LoGICAL BLOCK REFERENCE TAG field is enabled (see table 62 in 5.25), the EXPECTED
INITIAL LOGICAL BLOCK REFERENCE TAG field contains the value of the LOGICAL BLOCK REFERENCE TAG field
expected in thedprotection information of the first logical block accessed by the command instead of a value
based on the-LBA (see 4.16.2).
If fhe ATODit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLJCK
APPLICATION TAG field is enabled (see table 62 in 5.25), the LOGICAL BLOCK APPLICATION TAG MASK field contajns
a Yyalte that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in {he

protection information for each logical block accessed by the command. A LOGICAL BLOCK APPLICATION TAG
MASK bit set to one enables the checking of the corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION
TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in the protection information.

If the ATO bit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLOCK
APPLICATION TAG field is disabled (see table 62 in 5.25), or if the ATO bit is set to zero, the LOGICAL BLOCK
APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLICATION TAG field shall be ignored.


https://standardsiso.com/api/?name=2b45253d155fb842493ff16cdc65a0da

96 14776-322 © ISO/IEC:2007(E)

5.29 WRITE AND VERIFY (10) command

The WRITE AND VERIFY (10) command (see table 67) requests that the device server transfer the specified
logical block(s) from the data-out buffer, write them to the medium and then verify that they are correctly
written. Each logical block includes user data and may include protection information, based on the
WRPROTECT field and the medium format. The logical blocks are only transferred once from the data-out buffer
to the device server.

If the RTO_EN bit is set to one in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate this command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and

the

additional sense code set to INVALID COMMAND OPERATION CODE.

Table 67 — WRITE AND VERIFY (10) command

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (2Eh)

1 WRPROTECT DPO Reserved BYTCHK Obsolete

2 (MSB)

LOGICAL BLOCK ADDRESS

5 (LSB)

6 Reserved GROUP NUMBER

7 (MSB)

TRANSFER LENGTH

8 (LSB)

9 CONTROL
Sege the PRE-FETCH (10) command (see 5.3) for the.definition of the LOGICAL BLOCK ADDRESS field. See the
PRE-FETCH (10) command (see 5.3) and 4.17 for the-definition of the GROUP NUMBER field. See the WRI[TE
(10) command (see 5.25) for the definitions of the;FTRANSFER LENGTH field and the wRPROTECT field. See the
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.30 WRITE;AND VERIFY (12) command

AD (10) command (see 5.6) for the definition.of the DPO bit.

he Verify Error Recovery mode page (see 6-3.5) is also implemented, then the current settings in that mg
ge along with the AWRE bit in the Read-Write Error Recovery mode page (see 6.3.4) specify the verificat
or criteria. If these mode pages are€ not implemented, then the verification criteria is vendor-specific.

byte check (BYTCHK) bit set to.zero specifies that, after writing, the device server perform a medi
ification with no data comparison. A BYTCHK bit set to one specifies that, after writing, the device ser
form a byte-by-byte comparison of data written on the medium with the data just written. If the comparis
insuccessful for any feason, the device server shall terminate the command with CHECK CONDITI
tus with the sense key set to MISCOMPARE and the additional sense code set to the appropriate value
condition.

e WRITESAND VERIFY (12) command (see table 68) requests that the device server transfer the specif]
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icakblock(s) from the data-out buffer, write them to the medium and then verify that they are correc
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to the device server.

tly

tten. Each logical block includes user data and may include protection information, based on 3he
ield and the medium format. The logical blocKs are only fransierred once irom the data-out buifer
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If the RTO_EN bit is set to one in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate this command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID COMMAND OPERATION CODE.

Table 68 — WRITE AND VERIFY (12) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (AEh)
I WRPROTECIT DFO Reservea BY CHK UDS0Iele
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 (MSB)
TRANSFER LENGTH
9 (LSB)
Restricted
10 for MMC-4 Reserved GROUP NUMBER
11 CONTROL

See the WRITE AND VERIFY (10) command (see 5.29) for the definitians.of the fields in this command.

5.31 WRITE AND VERIFY (16) command

The WRITE AND VERIFY (16) command (see table 69) requests that the device server transfer the specifled
logical block(s) from the data-out buffer, write them to the.medium, and then verify that they are corregtly
wrjtten. Each logical block includes user data and may include protection information, based on the
WRPROTECT field and the medium format. The logical blocks are only transferred once from the data-out buffer
to the device server.

If the RTO_EN bit is set to one in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate this command with CHECK CONDBITION status with the sense key set to ILLEGAL REQUEST gnd
thg additional sense code set to INVALID*COMMAND OPERATION CODE

Table 69— WRITE AND VERIFY (16) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (8Eh)
1 WRPROTECT DPO Reserved BYTCHK Reservefd
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
TRANSFER LENGTH
13 (LSB)
Restricted
14 for MMC-4 Reserved GROUP NUMBER
15 CONTROL

See the WRITE AND VERIFY (10) command (see 5.29) for the definitions of the fields in this command.

5.32 WRITE AND VERIFY (32) command

The WRITE AND VERIFY (32) command (see table 70) requests that the device server transfer the specified
logical block(s) from the data-out buffer, write them to the medium and then verify that they are correctly
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written. Each logical block includes user data and may include protection information, based on the
WRPROTECT field and the medium format. The logical blocks are only transferred once from the data-out buffer
to the device server.

If the RTO_EN bit is set to zero in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID COMMAND OPERATION CODE. If the RTO_EN bit is set to one, the
device server may process the command.

Table 70 — WRITE AND VERIFY (32) command ===

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (7Fh)
1 CONTROL
2
Reserved
5
6 Reserved GROUP NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)
SERVICE ACTION (000CH)
9 (LSB)
10 WRPROTECT DPO Reserved BYTCHK | Reserved
11 Reserved
12 (MSB)
LOGICALBLOCK ADDRESS
19 (LSB)
20 (MSB)
EXPECTED INITIAL LOGICAL BLOCK REFERENCE TAG
23 (LSB)
24 (MSB)
EXPECTED LOGICAL BLOCK APPLICATION TAG
25 (LSB)
26 (MSB)
LOGICAL BLOCK APPLICATION TAG MASK
27 (LSB)
28 (MSB)
TRANSFER LENGTH
31 (LSB)
Sele the WRITE"AND VERIFY (10) command (see 5.29) for the definitions of the GROUP NUMBER field, the
WRPROTECT\field, the DPO bit, the BYTCHK bit, the LOGICAL BLOCK ADDRESS field and the TRANSFER LENGTH figld.
Wien“checking of the LOGICAL BLOCK REFERENCE TAG field is enabled (see table 62 in 5.25), the EXPECTED
INITIAD LOGICAL BLOCK REFERENCE TAG field contains the value of the LOGICAL BLOCK REFERENCE TAG figld
expected in the protection information of the first logical block accessed by the command instead of a value

based on the LBA (see 4.16.2).

If the ATO bit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLOCK
APPLICATION TAG field is enabled (see table 62 in 5.25), the LOGICAL BLOCK APPLICATION TAG MASK field contains
a value that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in the
protection information for each logical block accessed by the command. A LOGICAL BLOCK APPLICATION TAG
MASK bit set to one enables the checking of the corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION
TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in the protection information.
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If the ATO bit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLOCK
APPLICATION TAG field is disabled (see table 62 in 5.25), or if the ATO bit is set to zero, the LOGICAL BLOCK
APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLICATION TAG field shall be ignored.

5.33 WRITE LONG (10) command

The WRITE LONG (10) command (see table 71) requests that the device server transfer data for a single
logical block from the data-out buffer and write it to the medium.

The data written shall be the same length and shall be in the same order as the data returned by the READ

LONG (10) command (see 5.14). The device server shall write the logical block to the medium and shall pot
return GOOD status until the logical block has actually been written on the medium.
Table 71 — WRITE LONG (10) command
Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (3Fh)
1 Reserved Obsolete
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved
7 (MSB)
BYTE TRANSFER LENGTH
8 (LSB)
9 CONTROL
Sege the PRE-FETCH (10) command (see 5.3) for the definition of the LOGICAL BLOCK ADDRESS field.
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e BYTE TRANSFER LENGTH field specifies the number of bytes of data that the device server shall trans
n the data-out buffer and write to the specified logical block. If the BYTE TRANSFER LENGTH field is not se
0 and does not match the data length that\the device server returns for a READ LONG command, then
vice server shall terminate the command with CHECK CONDITION status with the sense key set
EGAL REQUEST and the additiohal sense code set to INVALID FIELD IN CDB. In the sense data (4

erence (i.e., residue) of the_requested length minus the actual length in bytes. Negative values shall
icated by two's complement.notation. A BYTE TRANSFER LENGTH field set to zero specifies that no bytes sk
written. This condition,shall not be considered an error.

84 WRITE LONG (16) command

e WRITE LONG“(16) command (see table 72) requests that the device server transfer data for a sin
ical block from the data-out buffer and write it to the medium. The data written shall be the same length 4
bll be in‘the same order as the data returned by the READ LONG (16) command (see 5.15). The deyv|
[ver shall write the logical block to the medium and shall not return GOOD status until the logical block h
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3 and SPC-3), the ILI and VALID bits shall be set to one and the INFORMATION field shall be set to the
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actually been written on the medium. This command is implemented as a service action of the SERVICE

ACTION OUT operation code (see A.2).

Table 72 — WRITE LONG (16) command

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (9Fh)
1 Reserved SERVICE ACTION (11h)
2 (MSB)

LOGICAL BLOCK ADDRESS
9 (LSB)
10

Reserved

11
12 (MSB)

BYTE TRANSFER LENGTH
13 (LSB)
14 Reserved CORRCT
15 CONTROL

See the WRITE LONG (10) command (see 5.33) for the definitions of the fields in this command.
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without having to transfer all the data.

.35 WRITE SAME (10) command

Table 73 — WRITE SAME (10) command

e WRITE SAME (10) command (see table 73) requests that'the device server transfer a single logical black
n the data-out buffer and write the contents of that logieal block, with modifications based on the LBDATA|bit
d the PBDATA bit, to the specified range of logical bleck addresses. Each logical block includes user data
H may include protection information, based on the.WRPROTECT field and the medium format.

he RTO_EN bit is set to one in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
minate this command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST gnd
additional sense code set to INVALID*COMMAND OPERATION CODE.

TE This command may be useful if large.areas of the medium need to be written, prepared for certification, or otherwise initialized

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (41h)
1 WRPROTECT Reserved PBDATA LBDATA Obsolete
2 (MSB)

LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)

NUMBER OF BLOCKS _

8 (LSB)
9 CONTROL

See the WRITE (10) command (see 5.25) for the definitions of the WRPROTECT field. See the PRE-FETCH
(10) command (see 5.3) for the definition of the LOGICAL BLOCK ADDRESS field. See the PRE-FETCH (10)
command (see 5.3) and 4.17 for the definition of the GROUP NUMBER field.
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Table 74 describes the LBDATA bit and the PBDATA bit.

Table 74 — LBDATA bit and PBDATA bit

LBDATA PBDATA

Description

The device server shall write the single block of user data received from the
data-out buffer to each logical block without modification.

If the medium is formatted with protection information:

a) the value in the LOGICAL BLOCK REFERENCE TAG field received in the singl
block of data from the data-out buffer shall be placed into the LOGIGAL
BLOCK REFERENCE TAG field of the first logical block written to the mediun.
Into each of the subsequent logical blocks, the device server shall place
into the LOGICAL BLOCK REFERENCE TAG field the value of the prévious
logical block’s LOGICAL BLOCK REFERENCE TAG field plus one;

b) If the ATO bit is set to one in the Control mode page (see'SPC-3), the
logical block application tag received in the single block of data shall be
placed in the LOGICAL BLOCK APPLICATION TAG field of each logical block. If
the ATO bit is set to zero, the device server may write any value into the
LOGICAL BLOCK APPLICATION TAG field of eaehlogical block; and

c) The value in the DATA BLOCK GUARD fieldreceived in the single block of
data from the data-out buffer shall be placed in the DATA BLOCK GUARD field
of each logical block.

A1

The device server shall replace the firsteight bytes of the block received from the
data-out buffer to each physical sector with the physical address of the sector
being written using the physical sector format (see 5.2.2.4.5).

1@ 0

The device server shall replaeg-the first four bytes of the block received from the
data-out buffer with the least-significant four bytes of the LBA of the block being
written, ending with thedeast significant byte (e.g., if the LBA is

77665544 33221100h,33221100h is written with 33h written first and 00h written
last).

The device server shall terminate the command with CHECK CONDITION status
with the sehse key set to ILLEGAL REQUEST and the additional sense code sef
to INVALID FIELD IN CDB.

a

If the medium is formattedwith protection information then the protection information shall be written tp
a default value of FFFEFFFF_FFFFFFFFh in each of the written logical blocks.

Th
log
tha
fie
ca
the
(o]

T OF RANGE.

e NUMBER OF BLOgKS field specifies the number of contiguous logical blocks to be written, starting with
ical block specified by the LOGICAL BLOCK ADDRESS field. A NUMBER OF BLOCKS field set to zero specif]
t the device Server write all the logical blocks starting with the one specified in the LOGICAL BLOCK ADDRH
d to the last logical block on the medium. If the logical block address plus the number of blocks exceeds
pacity ef-thé medium, the device server shall terminate the command with CHECK CONDITION status w
sensekey set to ILLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRE

5.36 WRITE SAME (16) command

The WRITE SAME (16) command (see table 75) requests that the device server transfer a single logical block
from the data-out buffer and write the contents of that logical block, with modifications based on the LBDATA bit
and the PBDATA bit, to the specified range of logical block addresses. Each logical block includes user data

and may include protection information, based on the WRPROTECT field and the medium format.
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If the RTO_EN bit is set to one in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID COMMAND OPERATION CODE

Table 75 — WRITE SAME (16) command

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (93h)
f WRPROTECT Reserved PBDATA [BDATA Reservad
2 (MSB)

LOGICAL BLOCK ADDRESS

(LSB)
10 (MSB)
NUMBER OF BLOCKS

13 (LSB)
14 Reserved GROUP NUMBER
15 CONTROL

See the WRITE SAME (10) command (see 5.35) for the definitions of the fields in this command.

5.87 WRITE SAME (32) command

The WRITE SAME (32) command (see table 76) requests that the.device server transfer a single logical bld
from the data-out buffer and write the contents of that logical blo¢k, with modifications based on the LBDATA
anfl the PBDATA bit, to the specified range of logical blockeaddresses. Each logical block includes user d
H may include protection information, based on the WRPROTECT field and the medium format.

>

a

If the RTO_EN bit is set to zero in the READ CAPACIT.Y(16) parameter data (see 5.11), the device server sk
terminate the command with CHECK CONDITION>status with the sense key set to ILLEGAL REQUEST 4

ck
bit
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the additional sense code set to INVALID COMMAND OPERATION CODE. If the RTO_EN bit is set to one, the

device server may process the command.

Table 76 — WRITE SAME (32) command

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (7Fh)
1 CONTROL
2

Reserved
5
6 Reserved GROUP NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)

SERVICE ACTION (000Dh)
9 (LSB)
10 WRPROTECT Reserved PBDATA LBDATA Reserved
11 Reserved
12 (MSB)
LOGICAL BLOCK ADDRESS
19 (LSB)
20 (MSB)
EXPECTED INITIAL LOGICAL\BLOCK REFERENCE TAG
23 (LSB)
24 (MSB)
EXPECTED LOGICAL BLOCK APPLICATION TAG
25 (LSB)
26 (MSB)
LQOGICAL BLOCK APPLICATION TAG MASK
27 (LSB)
28 (MSB)
NUMBER OF BLOCKS

31 (LSB)

Se
fie

e the WRITE SAME (10) command (see 5.35) for the definitions of the GROUP NUMBER field, the WRPROTH
d, the PBDATA bit, the BDATA bit, the LOGICAL BLOCK ADDRESS field and the NUMBER OF BLOCKS field.

CT

Wihen checking of thé\LoGICAL BLOCK REFERENCE TAG field is enabled (see table 62 in 5.25), the EXPECTED

INI
ex
ba

If fhe ATODit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLO
PLICATION TAG field is enabled (see table 62 in 5.25), the LOGICAL BLOCK APPLICATION TAG MASK field conta

AP
a

5ed on the-\BA (see 4.16.2).

[IAL LOGICAL BLOCK REFERENCE TAG field contains the value of the LOGICAL BLOCK REFERENCE TAG fi
pected in thedprotection information of the first logical block accessed by the command instead of a va

bld
ue

CK
ns
he

alte that is a bit mask for enabling the checking of the LOGICAL BLOCK APPLICATION TAG field in {

protection information for each logical block accessed by the command. A LOGICAL BLOCK APPLICATION TAG
MASK bit set to one enables the checking of the corresponding bit of the EXPECTED LOGICAL BLOCK APPLICATION
TAG field with the corresponding bit of the LOGICAL BLOCK APPLICATION TAG field in the protection information.

If the ATO bit is set to one in the Control mode page (see SPC-3) and checking of the LOGICAL BLOCK
APPLICATION TAG field is disabled (see table 62 in 5.25), or if the ATO bit is set to zero, the LOGICAL BLOCK
APPLICATION TAG MASK field and the EXPECTED LOGICAL BLOCK APPLICATION TAG field shall be ignored.
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5.38 XDREAD (10) command

The XDREAD (10) command (see table 77) requests that the device transfer to the data-in buffer the XOR
data generated by an XDWRITE command (see 5.40 and 5.41). XOR data includes user data and may

inc

lude protection information, based on the XORPINFO bit and the medium format.

Table 77 — XDREAD (10) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (52h)
1 Reserved XORPINF(
2 (MSB)
LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)
TRANSFER LENGTH
8 (LSB)
9 CONTROL

Se

If 4
prq
If t
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If the XORPINFO bit is set to one, the device servet supports protection information and the medium has

be
C(
IN

If the XORPINFO bit is set to one and(the device server does not support protection information, the dev

se
RE

Th
Th
sp
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se
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e the PRE-FETCH (10) command (see 5.3) and 4.17 for the definition.of the GROUP NUMBER field.

he XOR protection information (XORPINFO) bit is set to zero, the device server shall not check or trans
tection information.

he XORPINFO bit is set to one, the device server supports.protection information and the medium has bsg
matted with protection information, the device server shall transmit protection information but shall
bck any of the protection information fields.

en formatted with protection information, the device server shall terminate the command with CHE
NDITION status with the sense key set®0 ILLEGAL REQUEST and the additional sense code set
/ALID FIELD IN CDB.

rver should terminate the command with CHECK CONDITION status with the sense key set to ILLEG
QUEST and the additional sense code set to INVALID FIELD IN CDB.

e XOR data transferred is identified by the LOGICAL BLOCK ADDRESS field and the TRANSFER LENGTH fig
e LOGICAL BLOCK ADDRESS field and TRANSFER LENGTH field shall be the same as, or a subset of, thg
bcified in a prior XBWRITE command. If a match is not found the device server shall terminate f{
mmand with CHEEK CONDITION status with the sense key set to ILLEGAL REQUEST and the additio

ANSFER LENGFH field in the Block Limits VPD page (see 6.4.2).
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hse code settoANVALID FIELD IN CDB. The TRANSFER LENGTH field is constrained by the MAXIMuUM
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5.39 XDREAD (32) command

The XDREAD (32) command (see table 78) requests that the device transfer to the data-in buffer the XOR
data generated by an XDWRITE command (see 5.40 and 5.41). XOR data includes user data and may
include protection information, based on the XORPINFO bit and the medium format.

Table 78 — XDREAD (32) command

Byte\Bit 7 6 5 4 3 2 1 0
0] OPERATION CODE (7Fh)
1 CONTROL
2
Reserved
5
6 Reserved GROUP NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)
SERVICE ACTION (0003h)
9 (LSB)
10 Reserved XORPINFO|
11 Reserved
12 (MSB)
LOGICAL BLQCK ADDRESS
19 (LSB)
20
Reserved
27
28 (MSB)
TRANSFER LENGTH
31 (LSB)
See the XDREAD (10) command (se€ 5:38) and SPC-3 for the definitions of the fields in this command.
5.40 XDWRITE (10) command
The XDWRITE (10) command (see table 79) requests that the device server:
1) read the specified-ogical block(s);
2) transfer logical\blocks from the data-out buffer;
3) perform an XOR operation with the logical blocks transferred from the data-out buffer and the logidal
blocks.read, storing the resulting XOR data in a buffer; and
4) if the DISABLE WRITE bit is set to zero, write the logical blocks transferred from the data-out buffer.
Each logical block includes user data and may include protection information, based on the WRPROTECT figl
anfl thesmedium format. The resulting XOR data shall be retained as specified in 4.14.4.
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If the RTO_EN bit is set to one in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID COMMAND OPERATION CODE.

Table 79 — XDWRITE (10) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (50h)
1 WRPROTECT DPO FUA PISABLE FUA_NV | Reservgd
WRITE —

2 (MSB)

LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)

TRANSFER LENGTH

8 (LSB)
9 CONTROL
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5.41 XDWRITE (32) command

Th

\ NV bit. See the READ (10) command (see 5.6) for the definition of the brPO bit. See the PRE-FETCH (
mmand (see 5.3) for the definition of the LOGICAL BLOCK ADDRESS field. See the PRE-FETCH (10) comm3
e 5.3) and 4.17 for the definition of the GROUP NUMBER field.

DISABLE WRITE bit set to zero specifies that the data transferred from the data-out buffer shall be written
medium after the XOR operation is complete. A DISABLE WRITE bit set to one specifies that the data sh
be written to the medium.

e TRANSFER LENGTH field specifies the number.of contiguous logical blocks of data that read, transfer
M the data-out buffer and XORed into a buffer)starting with the logical block specified by the LOGICAL BLd
DRESS field. If the logical block address plas the transfer length exceeds the capacity of the medium,
vice server shall terminate the command with CHECK CONDITION status with the sense key set
EGAL REQUEST and the additionalsénse code set to LOGICAL BLOCK ADDRESS OUT OF RAN(
£ TRANSFER LENGTH field is constrained by the MAXIMUM TRANSFER LENGTH field in the Block Limits V
je (see 6.4.2).

e resulting XOR data is retrieved by an XDREAD command (see 5.38 and 5.39) with starting LOGI
DCK ADDRESS field and TRANSFER LENGTH field that match, or are a subset of, the LOGICAL BLOCK ADDRE
d and TRANSFER LENGTH/field of this command.

e XDWRITE(32) command (see table 80) requests that the device server:

1) read'the specified logical block(s);
2). transfer logical blocks from the data-out buffer;

e the WRITE (10) command (see 5.25) for the definitions of the WRRROTECT field, the FUA bit, and the
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3), ‘perform an XOR operation with the logical blocks transferred from the data-out buffer and the logig

IlJiUb;‘\b chd, b‘lUl;IIH t;IU chuitillg XGR ddtd ill d IlJufol, dlld
4) if the DISABLE WRITE bit is set to zero, write the logical blocks transferred from the data-out buffer.

Each logical block includes user data and may include protection information, based on the WRPROTECT field
and the medium format. The resulting XOR data shall be retained as specified in 4.14.4.
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If the RTO_EN bit is set to one in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate this command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID COMMAND OPERATION CODE.

Table 80 — XDWRITE (32) command

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (7Fh)
I CONTROL
2

Reserved
5
6 Reserved GROUP NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)

SERVICE ACTION (0004h)
9 (LSB)
PISABLE
10 WRPROTECT DPO FUA RITE FUA NV | Reserved
11 Reserved
12 (MSB)
LOGICAL BLOCK)ADDRESS

19 (LSB)
20

Reserved
27
28 (MSB)

TRANSFER LENGTH

31 (LSB)

See the XDWRITE (10) command (see.5:40) and SPC-3 for the definitions of the fields in this command.

5.42 XDWRITEREAD (10) command

The XDWRITEREAD (10) command (see table 81) requests that the device server:

1) read the specified logical block(s);

2) transfer logicalblocks from the data-out buffer;

3) XOR the logical blocks transferred from the data-out buffer with the logical blocks read, storing the
resulting XOR data in a buffer;

4) if the DISABLE WRITE bit is set to zero, write the logical blocks transferred from the data-out buffer; g

5) transfer the resulting XOR data to the data-in buffer.

Each legical block includes user data and may include protection information, based on the WRPROTECT fig
thg XORPINFO bit, and the med|um format. This command is equwalent to an XDWRITE (10) command (

field, the LOGICAL BLOCK ADDRESS f|eId and the TRANSFER LENGTH f|eld Th|s command is only avallable on
transport protocols supporting bidirectional commands.
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If the RTO_EN bit is set to one in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID COMMAND OPERATION CODE.

Table 81 — XDWRITEREAD (10) command

Byte\Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (53h)
DISABLE
1 WRPROTECT DPO FUA FUA_NV | XORPINFO
WRITE -

2 (MSB)

LOGICAL BLOCK ADDRESS
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)

TRANSFER LENGTH
8 (LSB)
9 CONTROL
See the XDWRITE (10) command (see 5.40) and XDREAD (10) command(see 5.38) for the definitions of the

fie

5.43 XDWRITEREAD (32) command
e XDWRITEREAD (32) command (see table 82) requests that the device server

Th
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2)
3)

4)
5)

ds in this command.

read the specified logical block(s),

transfer logical blocks from the data-out buffer,

XOR the logical blocks transferred from the data-out buffer with the logical blocks read, storing the|
resulting XOR data in a buffer,
if the DISABLE WRITE bit is set to zera, (write the logical blocks transferred from the data-out buffer a

transfer the resulting XOR data to.the data-in buffer.

ch logical block includes user data’and may include protection information, based on the WRPROTECT fig

XORPINFO bit and the medium format. This command is equivalent to an XDWRITE (32) command (s
1) followed by an XDREAD_(32) command (see 5.39) specifying the same values for the GROUP NUMH
d, the LOGICAL BLOCK ADPRESS field and the TRANSFER LENGTH field. This command is only available
hsport protocols supporting’bidirectional commands.
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If the RTO_EN bit is set to one in the READ CAPACITY (16) parameter data (see 5.11), the device server shall
terminate the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID COMMAND OPERATION CODE.

Table 82 — XDWRITEREAD (32) command

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (7Fh)
I CONTROL
2

Reserved
5
6 Reserved GROUP NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)

SERVICE ACTION (0007h)
9 (LSB)
DISABLE
10 WRPROTECT DPO FUA FUA_NV | XORPINF(
WRITE —
11 Reserved
12 (MSB)
LOGICAL BLOCK)ADDRESS

19 (LSB)
20

Reserved
27
28 (MSB)

TRANSFER LENGTH

31 (LSB)

See the XDWRITEREAD (10) command (see 5.42) and SPC-3 for the definitions of the fields in t

cofnmand.

5.44 XPWRITE (10) command

The XPWRITE (10) command’ (see table 83) requests that the device server:

1)
2)
3)

read the specified logical block(s);

transfer logieal blocks from the data-out buffer; and

XOR therlogical blocks transferred from the data-out buffer with the logical blocks read, writing the

resultingXOR data.

n

S
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Each logical block includes user data and may include protection information, based on the XORPINFO bit and
the medium format.

Table 83 — XPWRITE (10) command

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (51h)

1 Reserved DPO FUA Reserved | FUA_NV | XORPINFO

2 (MSB)

LOGICAL BLOCK ADDRESS

5 (LSB)

6 Reserved GROUP NUMBER

7 (MSB)

TRANSFER LENGTH

8 (LSB)

9 CONTROL
Sele the READ (10) command (see 5.6) for the definition of the DPO bit. See-the"WRITE (10) command (dee
5.235) for the definitions of the FUA bit and the FUA_NvV bit. See the PRE-FETCH/(10) command (see 5.3) for the
definition of the LOGICAL BLOCK ADDRESS field. See the PRE-FETCH (10) command (see 5.3) and 4.17 for the
definition of the GROUP NUMBER field.

If {he XOR protection information (XORPINFO) bit is set to zeto) the device server supports protect

inf

the command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and {

ad
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transferred from the data-out buffer with the user'data and protection information read and then write
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If the XORPINFO bit is set tofone and the device server does not support protection information, the dev

se
RE

Th
log
LO
me
se
RA

brmation and the medium has been formatted with protectiondinformation, the device server shall termin

Hitional sense code set to INVALID FIELD IN CDB.

ne XORPINFO bit is set to one, the device server supports protection information, and the medium has bg
matted with protection information, the device server shall XOR the user data and protection informat

ulting XOR data. The device server shall,not check any of the protection information fields.

he XORPINFO bit is set to one, the device server supports protection information, and the medium has
en formatted with protection information, the device server shall terminate the command with CHE
NDITION status with the sense Key set to ILLEGAL REQUEST and the additional sense code set
/ALID FIELD IN CDB.

rver should terminate the-command with CHECK CONDITION status with the sense key set to ILLEG
QUEST and the additional sense code set to INVALID FIELD IN CDB.

£ TRANSFER LENGTH field specifies the number of contiguous logical blocks that shall be read, XORed W
ical blocks transferred from the data-out buffer and written, starting with the logical block specified by
G5ICAL BLOGKADDRESS field. If the logical block address plus the transfer length exceeds the capacity of
dium, the'device server shall terminate the command with CHECK CONDITION status with the sense K
to JlNLEGAL REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS OUT
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42}

NGE: The TRANSFER LENGTH field is constrained by the MAXIMUM TRANSFER LENGTH field in the Block Linrits

5.45 XPWRITE (32) command
The XPWRITE (32) command (see table 84) requests that the device server:

1) read the specified logical block(s);

2) transfer logical blocks from the data-out buffer; and

3) XOR the logical blocks transferred from the data-out buffer with the logical blocks read, writing the
resulting XOR data.
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Each logical block includes user data and may include protection information, based on the XORPINFO bit and
the medium format.

Table 84 — XPWRITE (32) command

Byte\Bit 7 6 5 4 3 2 1 0

0 OPERATION CODE (7Fh)
1 CONTROL
2

Reserved
5
6 Reserved GROUP NUMBER
7 ADDITIONAL CDB LENGTH (18h)
8 (MSB)

SERVICE ACTION (0006h)
9 (LSB)
10 Reserved DPO FUA Reserved | FUA_NV | XORPINF(
11 Reserved
12 (MSB)
LOGICAL BLOCK ADDRESS

19 (LSB)
20

Reseérved
27
28 (MSB)

TRANSFER LENGTH

31 (LSB)

See the XPWRITE (10) command (see 5.44)@nd SPC-3 for the definitions of the fields in this command.
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6 Parameters for direct-access block devices

6.1 Diagnostic parameters

6.1.1 Diagnostic parameters overview

This subclause defines the descriptors and pages for diagnostic parameters used with direct-access block
devices. The diagnostic page codes for direct-access block devices are defined in table 85.

Table-85—bi G I
Diagnostic page code | Description Reference
00h Supported diagnostic pages SPC-3
01h - 2Fh SCSI enclosure services diagnostic pages SES-2
30h - 3Fh Diagnostic pages assigned by SPC-3 SPC-3
40h Translate Address Output diagnostic page 6.1.2
Translate Address Input diagnostic page 6.1.3
41h Obsolete (Device Status diagnostic pages)
42h - 7Fh Reserved for this standard
80h - FFh Vendor-specific diagnostic pages

6.1.2 Translate Address Output diagnostic page

The Translate Address diagnostic pages allow the application client to translate an address in one of the
foqmats supported by the FORMAT UNIT command (see’5.2.2.4) (i.e., a short block format address, a Igng
bldck format address, a physical sector format address; or a bytes from index format address) into any ong of
the other formats. The address to be translated is sent to the device server with the SEND DIAGNOSTIC
command and the results are returned to the application client by the RECEIVE DIAGNOSTIC RESULTS
conmand.

Taple 86 defines the format of the Jranslate Address Output diagnostic page sent with the SEND
DIAGNOSTIC command. The translated address is returned in the Translate Address Input diagnostic pgge
(sge 6.1.3).

Table 86 — Translate Address Output diagnostic page

Byte\Bit 7 6 5 4 3 2 1 0
0 PAGE CODE (40h)
1 Reserved
2 (MSB)
PAGE LENGTH (000Ah)
3 (LSB)
4 Reserved SUPPLIED FORMAT
5 Reserved TRANSLATE FORMAT
6 (MSB)
ADDRESS TO TRANSLATE I—
13 (LSB)

The supPPLIED FORMAT field specifies the format of the ADDRESS TO TRANSLATE field. Valid values for this field
are defined in the DEFECT LIST FORMAT field of the FORMAT UNIT command (see 5.2). If the device server
does not support the requested format it shall terminate the SEND DIAGNOSTIC command with CHECK
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CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense code set to
INVALID FIELD IN PARAMETER LIST.

The TRANSLATE FORMAT field specifies the format the device server shall use for the result of the address
translation. Valid values for this field are defined in the DEFECT LIST FORMAT field of the FORMAT UNIT
command. If the device server does not support the specified format it shall terminate the SEND
DIAGNOSTIC command with CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and
the additional sense code set to INVALID FIELD IN PARAMETER LIST.

The ADDRESS TO TRANSLATE field contains a single address descriptor which the application client is
requesting the device server to translate. I'he format oft this field depends on the value in the SUPPLIED FORMAT
field. The formats are described in 5.2.2.4. If the short block format address descriptor is specified, thef[rst
fodr bytes of the ADDRESS TO TRANSLATE field shall contain the short block format address descriptorand the
lagt four bytes shall contain 00000000h.

6.1.3 Translate Address Input diagnostic page

Taple 87 defines the Translate Address Input diagnostic page retrieved with the RECEIVE DIAGNOSTIC
RESULTS command after the Translate Address Output diagnostic page (see 6.1.2). has been sent with the
SHND DIAGNOSTIC command. If a Translate Address Output diagnostic page h@s not yet been processed,
the results of a RECEIVE DIAGNOSTIC RESULTS command requesting this diagnostic page are
vendor-specific.

Table 87 — Translate Address Input diagnostic page

Byte\Bit 7 6 5 4 3 2 1 0
0 PAGE CODE (40h)
1 Reserved
2 (MSB)
PAGE LENGTH (n - 3)

3 (LSB)
4 Reserved SUPPLIED FORMAT
5 RAREA ‘ ALTSEC ALTITRK Reserved TRANSLATED FORMAT

Translated address(es)
6 (MSB)

TRANSLATED ADDRESS 1
13 (LSB)
n-7 (MSB)

TRANSLATED ADDRESS X (if required)

n (LSB)

The Translate’ Address Input diagnostic page contains a four-byte page header that specifies the page cqde
anfd lepgth*followed by two bytes that describe the translated address followed by zero or more translated
adfresses.

The PAGE LENGTH field contains the number of parameter bytes that follow.

The SUPPLIED FORMAT field contains the value from the suPPLIED FORMAT field in the previous Translate
Address Output diagnostic page (see 6.1.2).

A reserved area (RAREA) bit set to zero indicates that no part of the translated address falls within a reserved
area of the medium. A RAREA bit set to one indicates that all or part of the translated address falls within a
reserved area of the medium (e.g., speed tolerance gap, alternate sector, or vendor reserved area). If the
entire translated address falls within a reserved area, the device server may not return a translated address.

An alternate sector (ALTSEC) bit set to zero indicates that no part of the translated address is located in an
alternate sector of the medium or that the device server is unable to determine this information. An ALTSEC bit
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set to one indicates that the translated address is physically located in an alternate sector of the medium. If
the device server is unable to determine if all or part of the translated address is located in an alternate sector

its

hall set this bit to zero.

An alternate track (ALTTRK) bit set to zero indicates that no part of the translated address is located on an
alternate track of the medium. An ALTTRK bit set to one indicates that part or all of the translated address is
located on an alternate track of the medium or the device server is unable to determine if all or part of the
translated address is located on an alternate track.

The TRANSLATED FORMAT field contains the value from the TRANSLATE FORMAT field in the previous Translate

A

Th
su
be
blg
thd

If t
TR
it h
blg
in

de
thd
pa
en

dress Output diagnostic page (see 6.1.2).

e TRANSLATED ADDRESS field(s) contains the address(es) the device server translated from thecaddrg
bplied by the application client in the previous Translate Address Output diagnostic page. Each field sh
in the format specified in the TRANSLATE FORMAT field. The formats are described in 5.2.24.If the sh
ck format address descriptor is specified, the first four bytes of the TRANSLATED ADDRESS field"shall cont
short block format address descriptor and the last four bytes shall contain 00000000h«

he returned data is in short block format, long block format, or physical sector format and the ADDRESS

as been translated (e.g., because of multiple physical sectors within a single logical block or multiple logi
cks within a single physical sector) the device server shall return all possiblesaddresses that are contain
he area specified by the address to be translated. If the returned data-is.in bytes from index format,
vice server shall return a pair of translated values for each of the possible addresses that are contained
area specified by the ADDRESS TO TRANSLATE field in the previousyFranslate Address Output diagnos
je. Of the pair of translated values returned, the first indicates\the starting location and the second
Hing location of the area.
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ANSLATE field in the previous Translate Address Output diagnostic page covers more-than one address after

cal
ed
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6.2 Log parameters

6.2.1 Log parameters overview

This subclause defines the descriptors and pages for log parameters used with direct-access block devices.
See SPC-3 for a detailed description of logging operations. The log page codes for direct-access block
devices are defined in table 88.

Table 88 — Log page codes

Log page code | Description Reference
00h Supported Log Pages log page SPC-3
01h Buffer Over-Run/Under-Run log page SRC-3
02h Write Error Counter log page SPC-3
03h Read Error Counter log page SPC-3
04h Reserved
05h Verify Error Counter log page SPC-3
06h Non-Medium Error log page SPC-3
07h Last n Error Events log page SPC-3
08h Format Status log page 6.2.2
0%h Restricted (see SPC-3)
0Ah Restricted (see SPC-3)
0Bh Last n Deferred Errors Or Asynchronous Events log page SPC-3
0Ch Reserved
0Dh Temperature log page SPC-3
OEh Start-Stop Cycle Counter log page SPC-3
OFh ApplicationClient log page SPC-3
10h Self-Test Results log page SPC-3
11h - 16h Reseryed

17h Non-volatile Cache log page 6.2.3

18h Protocol-Specific Port log page SPC-3
19h - 2Eh Reserved

2Fh Informational Exceptions log page SPC-3
80h’- 3Eh Vendor-specific

3Fh Reserved

6.2.2 Format Status log page

The Format Status log page (log page code 08h) captures the state of the direct-access block device since the
most recent successful FORMAT UNIT command (see 5.2) was completed. Additionally, this log page
provides Defect Management information for the device server.

The Format Status log page uses the log page format defined in SPC-3.
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Table 89 defines the parameter codes for the Format Status log page.

Table 89 — Format Status log page parameter codes

Parameter code Description

0000h Format Data Out
0001h Grown Defects During Certification
0002h Total Blocks Reallocated During Format
0003h Total New Blocks Reallocated
0004h Power On Minutes Since Format

0005h - 7FFFh Reserved

8000h - FFFFh Vendor-specific

The PARAMETER LENGTH field of each log parameter (see SPC-3) contains the length of the correspond
PARAMETER VALUE field and is vendor-specific.

ng

Event counts are returned as a result of the LOG SENSE command. The default value for each event copnt

listed in table 89 shall be zero. Attempts to change these event counts bysissding a LOG SELECT with thg
fields set to non-zero values is not considered an error and shall have no‘effect on the saved values.

If information about a log parameter is not available, the device serier-shall return a value with each byte et

to FFh (e.g., if the PARAMETER LENGTH field is set to 02h, the PARAMETER VALUE field is set to FFFFh). If
mqst recent FORMAT UNIT command failed, the device servershall return a value with each byte set to H
forleach log parameter.

he
Fh

The Format Data Out parameter contains the entire FORMAT UNIT parameter list (see 5.2.2) from the mpst

regent successful FORMAT UNIT command. This inclides:

a) the parameter list header;
b) the initialization pattern descriptor, if any; and
c) the defect list, if any.

The Grown Defects During Certificationparameter is a count of the number of defects detected as a resul

of

pefforming certification during processing of the most recent successful FORMAT UNIT command. This count
reflects only those defects detected and replaced that were not already part of the PLIST or GLIST. If a

ceftification pass was not perfermned the GROWN DEFECTS DURING CERTIFICATION field shall be set to zero.

The Total Blocks Reallocated’During Format parameter is a count of the total number of logical blocks that

were reallocated during-the’ most recent successful FORMAT UNIT command.

The Total New Blocks)Reallocated parameter is a count of the total number of logical blocks that have bgen

redllocated since-the completion of the most recent successful FORMAT UNIT command.

The Power On/Minutes Since Format parameter represents the unsigned number of usage minutes (ile.

miputes withvpower applied regardless of power state) that have elapsed since the most recent success
FOQRMATUNIT command.

ful

Uponreceiving the FORMAT UNIT command, the device server should set all parameters within the Format

Status log page to indicate that no such information is available. Only upon successful completion of
FORMAT UNIT command should the device server update the affected fields.

The target save disable (TsD) bit in the PARAMETER CONTROL byte (see SPC-3) shall always be set to zero
indicate that the device server provides an implicit saving frequency.

NOTE Removable media device servers may save log page information with the medium in a vendor-specific manner and location.

he

to
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