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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
part|C|pate in the development of Internatlonal Standards through technlcal committees establlshed by the
ommittees
mental, in

In the fleld of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Draft International Standards adopted by the joint technical committee are circulated to, national bodies [for voting.
Publication as an International Standard requires approval by at least 75 % of the natiehal bodies casting a vote.

Internafional Standard ISO/IEC 14764 was prepared by Joint Technical Committee ISO/IEC JTC 1, /hformation
technolpgy, Subcommittee SC 7, Software engineering.

Annex A of this International Standard is for information only.
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Introduction

This International Standard clarifies requirements for the Software Maintenance Process. Software Maintenance is a
primary process in the life cycle of a software product, as described in ISO/IEC 12207, “Information Technology -
Software - Part 1: Software life cycle processes.” The Maintenance Process contains the activities and tasks of the

maintg
This |
clause
shall f
numb

In ma|
projec

Due t
softwa

T aneare S, S amity-ef-deecuments—anad-provides—guidance.
hternational Standard elaborates the Maintenance Process contained in ISO/IEC 12207. The only-iandatory
s in this International Standard come from ISO/IEC 12207. The mandatory clauses contain shalls and each
fom ISO/IEC 12207 that is duplicated in this International Standard is boxed. The related ISO/IEE 122037 clause
br is listed after the boxed ISO/IEC 12207 shalls.

Ny projects, especially those having a long life, software maintenance will almost eertainly be an important
t consideration.

D product cost and time-frame constraints, as well as not following the best practices of ISO/IEC 12207,
re is often delivered in an imperfect state. It is then necessary to be able to-correct faults that are found during

operafion. It is frequently necessary to make improvements to the software t0”"meet changed user requjrements.

Softw

hre maintenance may be a significant portion of life cycle costs.

This Ipternational Standard addresses readers who are familiar with Software Maintenance. It is recommended that

reade
Intern

s who are unfamiliar with Software Maintenance study textbooks or obtain training before applying this
htional Standard.

Software Maintenance may be performed by a combination of software tools, methods and techniqugs. This

Intern

htional Standard does not specify how to implement or perform the activities and tasks in the Boftware

Maintg¢nance Process since this is agreement andZorganizationally dependent. The Software Maintenance

requir

Claus
Claus
provid
strage
clause

A maj

bments remain the same irrespective of the tools by which Software Maintenance is implemented.

b 1 provides the scope. Clause 2 provides-conformance information. Clause 3 provides normative references.
b 4 provides terms and definintions. -Clause 5 provides the application of this International Standard. Clause 6
es implementation considerations forthe maintenance process. Clause 7 provides the software maiptenance
gy. Clause 8 provides the details of the maintenance process. Annex A provides a cross reference|between
s in this International Standardyand ISO/IEC 12207.

Dr contributor to this International Standard was IEC/TC 56.

viii
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Info

rmation technology — Software maintenance

1 Sqg

This International Standard describes in greater detail management of the Maintenance Process des
C 12207. This International Standard also establishes definitions for the various types of-maintenange. This

ISO/IH
Intern
closur

maintgnance resources. "Maintenance" in this International Standard means software maintenance unless d

stated

This |
may b

This |
applic

This |

ope

htional Standard provides guidance that applies to planning, execution and control, review and evalua
e of the maintenance process. The scope includes maintenance for multiple software products with t

nternational Standard provides the framework within which generic and_spécific software maintenar
e executed, evaluated, and tailored to the scope and magnitude of given.software products.

nternational Standard provides the framework, precise terminolegy, and processes to allow the ¢
htion of technology (tools, techniques, and methods) to software maintenance.

hternational Standard provides guidance for the maintenance of software. The basis for the Mai

Proce

the operational functions, e.g., backup, recovery, system administration, which are normally performed by th

operal

This |
develq

may p
1.1 H

This International Standard provides guidance on the management of (or how to perform) the maintenance

It iden
1.2 H

This |
produ
opera

mainqnance, and provides maintenance planning requirements. It does not address the operation of soft

5s and its activities comes from the definitions of ISO/IEC,12207. It defines the activities and tasks of

e the software.

pment and quality assurance. It may also-be used by acquirers and users of systems containing softy
rovide inputs to the maintenance plan.

urpo se

tifies how the Maintenance*Process can be invoked during acquisition and operation.
ield of appli cation
hternationalStandard is intended to provide guidance for the planning for and maintenance of

ion of the“software.

This Imtérpational Standard is intended to provide guidance for two-party situations and may be equally appli
theI:' : oS . o I

Cribed in

tion, and
he same
therwise

ce plans

bnsistent

htenance
software
vare and
ose who

hternational Standard is written primarily for;maintainers of software and additionally for those respomsible for

vare who

process.

software

Cts or services, whether performed internally or externally to an organization. It is not intended to apply to the

bd where

party as self-imposed tasks (ISO/IEC 12207).

a single
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This International Standard is not intended for users of off-the-shelf software products unless incorporated into a
deliverable product (ISO/IEC 12207). For example, organizations may wish to use this International Standard when
maintaining word processing templates or macros used across the organization.

This International Standard is not intended for software products that are “throw-away” or a “short-term” solution.

It is intended for self-imposition by developers of off-the-shelf software products to maintain such products. It is not
intended for software products customized by users and products maintained as end-user applications. Maintenance
is applied to computer programs, code, data, and documentation. It is intended to apply to software products created
during the development of the software product. This may include such things as the test software, test databases,
the Software Test Environment (STE), or the Software Engineering Environment (SEE).

This Intdrnational Standard is intended for use in all maintenance efforts, regardless of the life cycle.model (e.g.,
incremental, waterfall, evolutionary) or the approach used in development (e.g., Rapid Application, prototype, [mock-
up).

1.3 Linit ations

This Inteynational Standard describes the framework of the Software Maintenance Process but does not spedjfy the
details of how to implement or perform the activities and tasks included in the process.

In this International Standard, there are a number of lists. None of these is presumed to be exhaustive. They are
intended|as examples.

The stepg to apply this International Standard are contained in ISO/IEC TR 15271.

2 Contormance

Compliance with this International Standard is satisfied by@omplying with the requirements of ISO/IEC 12207.

3 Normative references

The following normative documents contain provisions which, through reference in this text, constitute provisions of
this Intefnational Standard. For dated \references, subsequent amendments to, or revisions of, any of|these
publicatipns do not apply. However, (parties to agreements based on this International Standard are encourapged to
investigate the possibility of applying the most recent editions of the normative documents indicated below. For
undated |references, the latest edition of the normative document referred to applies. Members of ISO and IEC
maintain|registers of currently‘valid International Standards.

ISO/IEC|2382-20, Information technology — Vocabulary — Part 20: System development.

ISO 580y, Information processing — Documentation symbols and conventions for data, program and gystem
flowcharts, program network charts and system resources charts.

ISO 8402,(Quality management and quality assurance — Vocabulary.

ISO/IEC 9126, Information technology — Software product evaluation — Quality characteristics and guidelines for
their use.

ISO/IEC 12207, Information technology — Software life cycle processes.
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4 Terms and definitions

1999(E)

For the purposes of this International Standard, the terms and definitions given in ISO/IEC 12207, ISO 8402, ISO/IEC
2382-1 and ISO/IEC 2382-20, and the following apply.

4.1
adapti

the m

ve maintenance

odification of a_software nroduct performed_after delivery to keen a software nroduct usable in a ch
™ LI e PAS ™ ™

nged or

chang

NOTE
softwal

examp

4.2

baseli

a form
time d

NOTE

4.3

corre

the re

NOTE

4.4

a doc

NOTE

4.5

maint

a maiftenance.ephancement is a software change which is not a software correction

NOTE

MaintIinabiIity Plan

ng environment

e product must operate. These changes are those that must be made to keep pace with the changing environi
e, the operating system might be upgraded and some changes may be made to accommodate the hew operating

e

ally approved version of a Configuration Item, regardless of media, formally)designated and fixed at &
uring the Configuration Item’s life cycle [ISO/IEC 12207]

Sometimes a new baseline is referred to as a new release.

Ctive maintenance

hctive modification of a software product performed after delivery to correct discovered problems

The modification repairs the software product to satisfy requirements.

ment setting out the specific-maintainibility practices, resources and sequence of activities relevant to

The developer prepares.the-Maintainibility Plan.

bnance enhance-ment

There are two types of software enhancements, adaptive and perfective.

Adaptive maintenance provides enhancements necessary to accommodate changes in the environment ip which a

nhent. For
system.

L specific

Software

4.6

Maintenance Plan

a document setting out the specific maintenance practices, resources, and sequence of activities relevant to
maintaining a software product

NOTE

The maintainer prepares the Maintenance Plan. The Plan should be activated once a product transitio

maintenance phase.

ns to the
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4.7
Maintenance Process

the Maintenance Process contains the activities and tasks of the maintainer

NOTE This process is activated when the software product undergoes modifications to code and associated documentation
due to a problem or the need for improvement adaptation. The objective is to modify existing software product preserving its
integrity. This process includes the migration and retirement of the software product.

4.8
maintengnce p rogramme

the orggnizational structure, responsibilities, procedures, processes, and resources used for dmplementing the
Maintengnce Plan

NOTE The term “programme” is synonymous with “infrastructure.”
4.9
Modificafion Request (M R)

a generi¢ term used to identify proposed changes to a software product thatis being maintained

NOTE The MR may later be classified as a correction or enhancement andddentified as corrective, preventive, adapfive, or
perfectivg type maintenance. MRs are also referred to as change requests.

Maodifieation Request

e T

Classifig¢d Correttion Enhance ment
Type of [Maintenance / \ _ / \ _
Corrective Preventive Adaptive Perfective

Figure 1 — Modification Request

4.10

perfective—rairtenance
the modification of a software product after delivery to improve performance or maintainability

NOTE Perfective maintenance provides enhancements (improvements) for users, improvement of program documentation, and
recoding to improve software performance, maintainability, or other software attributes.

411

preventive maintenance
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the modification of a software product after delivery to detect and correct latent faults in the software product before

they become effective faults
4.12
Problem Report (PR)

a term used to identify and describe problems detected in a software product

4.13

Softwlire Engineering Environment (SEE)

the set of automated tools, firmware devices, and hardware necessary to perform the software engineering e

NOTE| The automated tools may include but are not limited to compilers, assemblers, linkers, loaders operating
debuggers, simulators, emulators, test tools, documentation tools, and database management systems,

4.14
Software Test Environment (STE)

the fakilities, hardware, software, firmware, procedures, and documentation’ needed to perform qualifica
possihly other, testing of software

NOTE| Elements may include but are not limited to simulators, code analyzers, test case generators, and path analy
may also include elements used in the software engineering environment.\[MIL-HDBK-347]

4.15
softwdre transition
a controlled and coordinated sequence of actiohs wherein software development passes from the org

performing initial software development to the ofganization performing software maintenance.

5 Application of this International ‘Standard

This cJause presents the Maintenance Process that is required to maintain software products.

5.1 Maintenance process

Software Maintenancé.is one of the five primary life cycle processes that may be performed during the life
softwgre (ISO/IEC-12207). The Acquisition and Supply primary life cycle processes of ISO/IEC 12207 may ir]
Proceps Implenientation activity of the Software Maintenance primary life cycle process through an agre
contrgct. Thes©Operation primary life cycle process of ISO/IEC 12207 may initiate the Software Maintenance
process through submission of a Modification Request or Problem Report. The Software Maintenance pri

fort

systems,

ion, and

zers, and

Anization

cycle of
itiate the
bment or
life cycle
mary life
esses of

udit, and

The organizational life cycle processes of ISO/IEC 12207 consist of four processes. The Management,
Infrastructure, and Training organizational life cycle processes of ISO/IEC 12207 are employed by the maintainer

when initiating each maintenance project. The Improvement Process of ISO/IEC 12207 is invoked to effect
maintenance process improvement.

software

Tailoring of this International Standard is addressed in ISO/IEC 12207. Tailoring is appropriate for non-routine events

such as emergency maintenance.
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5.2 Organization of this International Standard

These clauses that follow are presented in the order that Maintainers should address them.

Clause 6 provides implementation considerations, and issues to be considered when planning for maintenance.
Clause 7 then provides comprehensive planning information. Clause 8 provides the details of the Maintenance
Process including tasks and task-steps needed to implement the Maintenance Process.

6 Implementation considerations

6.1 Intrpduction

The softyvare maintenance life cycle process begins with process implementation where planning forsmaintengnce is
performgd and ends with the retirement of the software product. It includes modification of codeg and documentation
due to g problem or need for improvement. The objective of the Maintenance Process is\to' modify an existing
software|product while preserving its integrity. The following provides implementation consjderations.

The Maintenance Process is needed because software products undergo change ovet\the life cycle. If the software
product is developed using Computer-Aided Software Engineering (CASE) tools, niaintenance is still needed. [CASE
tools fagilitate maintenance but do not eliminate the requirement for maintenance. If no application cpde is
developqd, i.e., the software product consists solely of off-the-shelf products, maintenance may still be required.
Maintengnce of off-the-shelf software products by the acquirer or supplier<will usually involve modification [of the
interfacep, both data and operational, to the product.

Considetfation should be given to implicit requirements and censtraints imposed on the original developer.
Circumstances may have changed and some of the original requirements may no longer be applicable.

During gxecution of the Development, Operations, and Maintenance processes of ISO/IEC 12207, any prdblems
detected|are recorded and monitored by the Problem Resolution process of ISO/IEC 12207. Modification Requests
(MRs) of Problem Reports (PRs) are submitted. Often, these are referred to as change requests. The Problem
Resolutign process of ISO/IEC 12207 analyzes andtesolves problems. It also determines if an MR/PR is a problem
or an enhancement. The Configuration Management (CM) process of ISO/IEC 12207 records and reports the|status
of Modification Requests (MRs)/Problem Reports (PRs). The Configuration Control activity of the CM process then
decides whether to approve the request. . Approved MRs/PRs are then implemented by calling the Maintgnance
Process,

Maintengnce may also be required regardless of the development life cycle model (e.g., incremental, walerfall,
evolutiorfary) or the approach used in development (e.g., Rapid Application, prototype, mock-up). For examplej upon
release pf a new build increment, development continues but maintenance may be required for the ingtalled
incremert.

The Maifgtenance Precess may consume a significant portion of life cycle costs. Analysis of the types of maintgnance
performgd helps ta’provide an understanding of the costs.

6.2 Types of\maintenance

C H HY £ £ o H Py g I " 1 H £4 <l o 1£ 2l £4 d
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does not meet its requirements, corrective maintenance is performed

Preventive Maintenance refers to the changes necessitated by detecting potential errors in a software product.
Preventive Maintenance is commonly performed on software products which have safety or prevention of loss of life
as a concern.

Adaptive and Perfective changes are enhancements to a software product. These changes are those that were not in
the design specifications or the released software. Adaptive changes are those changes necessary to accommodate
a changing environment. Adaptive changes include changes to implement new system interface requirements, new
system requirements, or new hardware requirements. Perfective changes improve the software product's

6
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performance or maintainability. A perfective change might entail providing new functionality improvements for users
or reverse engineering to create maintenance documentation that did not exist previously or to change existing
documentation.

Software maintenance requires change to an existing structure or system, i.e., software modifications are introduced
into an existing architecture and must allow for constraints imposed by the design structure. Thus, enhancements in
the form of adaptive and perfective maintenance, are often very costly and time consuming. Enhancements may
consume a significant portion of maintenance costs.

6.3 Arrangements for maintenance

The apquirer may enter an agreement with the original developer to perform maintenance or a separate tilird party
may be the maintainer. Maintenance can also be provided by internal two party agreements.

ISO/IEC 12207 provides detailed tasks for the derivation of an agreement between the acquitetband supplier. This
should be used to aid the derivation of a maintenance agreement whether acquirer or suppli€r are from the[same or
differgnt organizations. Specific maintenance issues are discussed later.

If the @cquirer requires software maintenance from the developer after delivery, or at thevend of a warranty p4griod, this
should be stipulated in the agreement. Updated documentation should be_stipulated in the agreemgnt as a
delivefable. Training should also be stipulated. The supplier should then prepare procedures for the maiptenance
task, keep these procedures up to date and check that the activities comply.with the agreement requiremgents and
prepafed procedures. Empirical data suggests that use of procedures is<«Cost effective. The items to be m4gintained,
the mfaintenance procedures, and the time for which they are tofbé" maintained, should be specified in the
maintenance plan.

The dupplier (the maintainer) and the acquirer should first_agree on a maintenance agreement and [stipulate
proceglures to incorporate modifications into the maintained software products. Similar procedures should bg used by
the original developer and third party maintainers.

Thesg procedures should include:

bsic rules used to determine when the software can be locally corrected or when a new baseline, dising the
evelopment Process of ISO/IEC 12207.for installation and release, is required;

O O

|
Q.

bscriptions of types of releases depending on their frequency or their effects on software operatjon (e.g.,
mergency releases, periodic releases);

[¢)

|
<

ays in which the acquirer will be informed on the status of current or future changes;

|
3

ethods to confirm thatthe changes will not introduce other problems into the software;

|
O

assification oftype of change, urgency, and relationship with other pending proposed changes.

6.4 Tools formaintenance

A potential means of containing software maintenance costs is to use CASE tools. These tools aid |software
maint¢nance activities. The vision for CASE is an interrelated set of tools supporting all aspects of [software
development and maintenance [ISO/IEC DTR 14471]. This interrelated collection of CASE tools should be brought
together in the form of a Software Engineering Environment (SEE) to support the methods, policies, guidelines, and
standards that support software maintenance activities. A Software Test Environment (STE) should also be provided
for the maintainer so that the modified software product can be tested in a non-operational environment. The SEE
provides the tools to initially develop and modify the software products. The STE provides the test environment. The
STE should be used to test the modified software products in a non-operational environment.

To date the adoption of CASE tools has met with limited success. Maintainers should plan these efforts carefully
[ISO/IEC DTR 14471].
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6.5 Software measurement

Software quality is an important consideration in the maintenance of a software product. Maintainers should have a
software quality program that includes the six characteristics of software quality described in ISO/IEC 9126. A
process should be implemented to identify, define, select, apply, validate, and improve software measurement for
software maintenance.

As part of software measurement, the maintainer should determine the effort (in terms of resources expended) for
corrective, preventive, adaptive, and perfective maintenance. Data should be collected, analyzed, and interpreted in
order to facilitate Maintenance Process improvement and to obtain a better understanding of where maintenance
costs arg being expended. Empirical metric data should be collected in order to assist life cycle cost estimating

6.6 Dog¢umentation of process
The detdiled software Maintenance Process (clause 8 of this International Standard) should be .documented go that
all maintenance personnel follow the same process. The metrics should support the process 'and related sgftware
process |mprovement efforts.

6.7 Eaily involvement in development
Data sudgests that the cost of software maintenance and the maintainer's ability te_ eonduct software maintengnce is
greatly influenced by what occurs or does not occur during the software development process. In many casgs, the
maintaingr can not be involved due to contractual or other reasons. Specifi€ally, when maintenance is outsourced to
a third party, there is often no opportunity for involvement. When the maiftainer can be involved during development,
the maintainer should be involved.

Functiong performed by the maintainer should include:

— plan for the logistics of supporting the software product;
— enslire the supportability of the software product;

— sup]:ort the planning for the transition of software products from development to maintenance.
Planning is discussed in detail in clause 7.0f this International Standard. Supportability of the software pfoduct
includes|tasks such as testing, and ensuring maintainability. ISO/IEC 9126 addresses maintainability and| other
charactefistics that are important considerations during developments. Supportability can be improved by maintainer
participation in the quality assuranece;-verification, and validation supporting life cycle processes of ISO/IEC 12207.
The maimtainer should:

— part(cipate in reviews;

— perfprm code analysis;

— tracg requirements;

— perfprod \erification and Validation.

6.8 Maintainability

Software maintainability and maintenance are important aspects of dependability. Maintainability is an important
feature of software for the acquirer, supplier, and user. Maintainability requirements should be included in the
Initiation Activity of the Acquisition Process of ISO/IEC 12207 and should be evaluated throughout the Development
Process of ISO/IEC 12207. Variations in design should be monitored throughout development for impact to
maintainability. Various measures should be used to define and assess the quality of software. Both qualitative and
guantitative evaluation is important. Maintainability is a software quality characteristic that affects the speed and
ease of changing software after it is released for use (ISO/IEC 9126).
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6.8.1

Maintainability and the development process

ISO/IEC 14764:1999(E)

Maintainability should be addressed prior to software development. Agreements should be developed between the
acquirer and supplier as part of the Initiation Activity of ISO/IEC 12207. The developer should prepare a
Maintainability Plan which provides specific maintainability practices, resources and sequence of activity relevant to
software. An effort to support the monitoring and evaluation of the maintainability aspects of the Development
Process of ISO/IEC 12207 should be established.

The capability to monitor and evaluate maintainability aspects should be developed during software development.
The capability describes qualitative and quantitative software maintainability requirements specified by the customer.

It defipes the criteria and the ways of checking them. Qualitative requirements are used to define the te
employed to facilitate maintenance costing and resources. Quantitative requirements are used)-t

maint
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inability magnitudes or quality criteria and the metrics used to determine values or indicators, throug
S software life cycle phases.

ffectiveness of such an effort during development becomes evident once maintenance activitig
bpers should implement requirements for maintainability and maintainers should monitor implementat
hould be part of the software maintenance strategy.

f the key factors in applying ISO/IEC 12207 is the development of a softwafe maintenance strategy (
C TR 15271). Accordingly, a maintenance strategy should be developed and maintenance should beg
e 7 of this International Standard).

lvare maintenance strategy should also be established prior to deSign. This early maintainer involvem
pment has the potential to save money. There are many actions, ‘including software maintenance plg
formed during the development process. These actions should be documented in the software mai
bub-clause 7.3.2 of this International Standard).

llowing aspects, all of which affect maintainability, sheuld be taken into account in choosing the prog
ge:

nguage portability;

nguage legibility;

nguage stability;

bIf-documentation;

lerance of programming "tricks" which reduce program clarity;
ogram structuring-possibilities;

e ease withwhich new releases can be produced;

bta structdring possibilities;

Vailability of a compiler and other such tools;

Chniques
b define
hout the

s begin.
on. The

Suide for
planned

ent in the
nning, to
htenance

ramming

— stability of a compiler and other such tools;

— test possibilities during compiling and runs;

— the availability of software engineering and software test environments to assist in production, debugging,
configuration management and the satisfaction of reliability and quality requirements;

— the life of the various development tools.
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6.8.2 Maintainability and specific activities in the development process

6.8.2.1 Software requirements analysis

O/IEC

The software specifications should exhaustively and unambiguously describe the maintainability requirements of the
software. These should be included in the quality characteristics specifications required by ISO/IEC 12207. The

following

— thei

aspects affect maintainability and should be considered :

dentification and definition of functions, particularly optional functions;

— the ]accuracy and logical organization of data,

— inte
— the
— requ
— the
— the
6.8.2.2

This act
structure
Activity ¢
entities 3

faces (machine and users), particularly future interfaces;

performance requirements, including the effects of any corrections and additions;

irements imposed by the planned environment;

jranularity of requirements as it impacts the ease or difficulty of traceability,

Software Quality Assurance Plan which should emphasize documentation ahd-its compliance.
Software architectural design

vity transforms the requirements for the software item into_an architecture that describes its to

f ISO/IEC 12207 which effect maintainability are the chaice of the program structure, the breakdow
nd the flow of data through them. As in other activities, itiis important to use the data processing knoy

of the pfogramming teams since this can, in particular, reveal possibilities of using parts of existing progra

libraries

Modular
when ne

6.8.2.3

This Dev
interface

which have already proved their dependability.

design, combined with top-down analysis, and adequate documentation, which allow for easy ad
Cessary, are the two main features which will’eontinue to achieving maintainability requirements.

Software detailed design

elopment Process Activity of ISO/IEC 12207 provides a detailed design for each software compone
5, and databases. The actiyitysproduces accurate, detailed description of each function to comple

proposed programming solution. (Software maintainability will be improved by inclusion of quality characte

found in
6.8.2.4

This DeV
Software
provide

maintain

SO/IEC 9126.
Software coding and testing

elopment ProCess Activity of ISO/IEC 12207 develops, documents, and tests software units, and data
maintainability will be improved by upgrading the quality of documentation. Quality documentation
information/ which can help in performing the Maintenance Process. Suggestions for imp
bbilityswith quality documentation include:

D-level

and identifies its software components (ISO/IEC 12207). The main features of this Development Process

n into
ledge
ms or

Hitions

nt, for
te the
ristics

hases.
Should
roving

— ensliring legibility;

— avoi

— elim

ding non-structured code;

inating classic traps by considering the language weaknesses;

— detecting errors in the detailed design;

— usin

10

g techniques to facilitate error-tracing.
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6.8.2.5 Software qualification testing

This activity ensures that the implementation of each software requirement is tested for compliance (ISO/IEC 12207).
The software requirements which relate to quality are tested during this activity. The test cases used during software
development should be kept for regression testing after modification. In addition, the development history of a
program should be available for maintenance in order to avoid repeating the same errors during development.

6.9 Software transition

Software transition is a controlled and coordinated sequence of actions wherein software development passes from
the organization performing initial software development to the organization performing software maintenance. If
maintg¢nance responsibility will transfer from one organization to another, a Transition Plan should be developed. The
plan should address:

—

He transfer of hardware, software, data, and experience from the developer to the maintaiper;

—

He tasks needed for the maintainer to implement the software maintenance strategy-(e.g., staffing,| training,
rstallation, replicating maintenance problems).

6.10 |Documentation

Maintainers are often faced with providing maintenance for a software proddet for which little or no documentation
exists| If no documentation exists, the maintainer should create the needéd documentation. Documentation| creation
is a part of perfective maintenance. This presents difficulty in performing the maintenance function. When fgced with
this sifuation, maintainers should perform the following in order to prepare for maintenance.

a) Understand the problem domain (the type of application). "Read any documentation (if available), didcuss the

spftware product with developers (if available), and operaté-the software product.

b) Lgarn the structure and organization of the softwareproduct. Inventory the software product, place the|software
pfoduct under CM, rebuild the software product™ffom the CM libraries, produce call trees, and anglyze the
sfructure of the software product.

c) Determine what the software product.is(doing. Review specifications (if available), review overall s$tructure,

QO

nalyze call trees, read the code, provide oral presentations to other maintainers, and add comments to pode.
d) FIx low priority MRs or PRs.

Maintainers should document the_software product as the guidance listed above is executed. Documents| such as
specifjcations, programmers’\maintenance manuals, users manuals, and installation guides, should be ugdated or
created as necessary.

There| are various factefs that influence documentation creation/updating in the maintenance environmenf. Some
factor$ include: &ccess to source code, availability of tools to analyze the code, ability to operate the [software
produgt to detefmine capabilities, and availability of a Software Test Environment (STE).

7 Spftware maintenance strategy

7.1 Introduction

This sub-clause discusses development of the software maintenance strategy. The strategy prepares for the human
and materiel resources required to provide software maintenance for software products. Results from maintainability
analyses should be used as aids in planning for maintenance. This analysis should be provided as input into
development of the maintenance strategy. The software maintenance strategy should consist of the following
elements:

— maintenance concept;

11
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— maintenance plan;

— resource analysis.

7.2 The maintenance concept

© ISO/IEC

Determining the Maintenance Concept should be the first step in developing the software maintenance strategy. The
maintenance concept should be developed when the initial software product needs are first expressed.

The maintenance concept should address:

— the

— the

— the

— aneqg

Note - The Maintenance Concept is documented in the Maintenance Plan.

721 S

Scope rd
provide.

— type
— leve
— resq
— leve
— deli

— help

722 T4

bcope of software maintenance;
ailoring of the process;
lesignation of who will provide maintenance;

stimate of maintenance costs.

s of maintenance to be performed;
of documentation to be maintained:
onsiveness;

of training to be provided;

ery support;

desk support.

iloring of the process

The Mai
may per
and to d
Process

723 D

Designatj

tenance Concept shauld address the tasks of post-delivery software maintenance. Different organiz
orm different tasks during maintenance. An early attempt should be made to identify these organiz
cument them i the Maintenance Concept. The Maintenance Concept should also reflect the Maintg
hat will be employed.

signatioh.ef who will provide maintenance

er will

ope
lates to how responsive the maintainer will be. It should definethow much support the maintain
Budgetary constraints often dictate the scope of maintenance. {Phe’ scope of maintenance should addiess:

ations
ations
nance

ion”of who will provide mamtenance is an important issue and should be addressed early and docume

maintenance efforts, the Malntenance Concept should note that malntenance will be outsourced. The primary
processes of Acquisition and Supply of ISO/IEC 12207 provide details regarding acquiring and supplying software

services.

The designation of the maintainer should be based on a number of factors including:

— life of the software product;

— long

12

term costs;
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— startup costs;

— availability of space;
— qualifications;

— availability;

— schedule;

|
Q.

bmain knowledge.
7.2.4 |Estimate of maintenance costs

An esfimate of maintenance costs should be prepared. The costs should be a function of the scepe of mair
Additipnal factors that should be included are:

=3

ravel to user locations;

=3

reining for maintainers as well as users;

bst and annual maintenance for the SEE and STE;

|
(@]

— personnel costs such as salaries and benefits.

When|the Maintenance Concept is developed, the costs should be«estimated based on the limited data avail
the dgvelopment effort progresses, the estimates should be refined. Historical metric data should be used a
estimdting maintenance costs.

7.3 Maintenance planning

7.3.1 |[Introduction

tenance.

pble. As
5 input to

Maint¢nance Planning’s purpose is to plan maintenance activities and to acquire the resources required suifficiently

early for them to be available as soon as the software product transitions to maintenance. Planning is initia
the software maintenance concept has been’defined and culminates in a maintenance plan used to guide mg
once the software enters service.

7.3.2 | The maintenance plan

The planning of maintenarce-activities and tasks should begin as soon as the Maintenance Concept, @
above, has been defined:~lt culminates in the preparation of a Maintenance Plan. The Maintenance Plan s
prepafed during software development by the maintainer and should include how users will request chang
softwgre product.

The Maintenance’Plan should cover:

— why-maintenance will be needed;

ted once
intainers

escribed
hould be
bs to the

— who will do what work;

— what the roles and responsibilities of everyone involved will be;
— how the work will be performed;

— what resources will be available for maintenance;

— where maintenance will be performed;

13
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— when maintenance will commence.
7.3.3 Guidelines for a maintenance plan

This sub-clause provides guidelines for developing a Maintenance Plan. Topics for inclusion in a Maintenance Plan
are suggested. Based on the size of the effort, a determination should be made as to which topics should be
included.

a) Introduction

1) [Describe the system to be supported

2) [ldentify the initial status of the software

3) |Describe why support is needed

4) |ldentify the maintainer/support organization

5) |Describe any agreement protocols between customer and supplier
b) Maiptenance concept

1) |Describe the concept

2) |Describe the level of support for the system

3) [ldentify the support period

4) |Tailor the process
c) Organization and maintenance activities

1) |Pre-Delivery roles and responsibilities of the{maintainer
i) Process Implementation
i) Establish Infrastructure
iii) Establish Training Process
iv) Establish the Maintenance Process
2) |Post-Delivery roles-and responsibilities of the maintainer
i) Process)implementation

ii)  Rroblem and Modification Analysis

i) Modification Implementation

iv) Maintenance Review/Acceptance

v) Migration

vi) Retirement

vii) Problem Resolution (Includes Help Desk)

viii) Train Personnel (Maintainer and User), as applicable

14
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d)

e)

f)

3)

ix) Improve the Process
Role of the user
i)  Acceptance Testing

i) Interface with other organizations

Resources

ISO/IEC 14764:1999(E)

1

6

Personnel
i)  Size of staff for the project

Software

i) Identify software needed to support system (includes system plus SEE/STE/toelS requirementg

Hardware

i) Identify hardware needed to support system (includes system plus(SEE/STE requirements)

Facilities

i) Identify facilities requirements
Documentation

i)  Software Quality Plan

i) Project Management Plan

iii) Configuration Management Plan
iv) Development documents

v) Maintenance manuals

vi) Verification Plan

vii) Validation Plan

viii) Test Plan;\Test Procedures, and Test Reports

ix) Traifing Plan
X) . User’'s Manual(s)

Data

7

Other resource requirements (if needed)

Process (how the work will be performed)

Maintainer’'s process (give an overview of the process, do not spell out the entire process in the

1)

maintenance plan)
2) Tailored process
Training

15
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1

Identify training needs of the Maintainer and Users

g) Maintenance records and reports

1
2)

3)

Lists of requests for assistance, modification requests, or problem reports
Status of requests by categories

Priorities of requests

© ISO/IEC

4)

7.4 Re

Metric data to be collected on maintenance activities

ource analysis

The last|element of the software maintenance strategy is resource analysis. Once the scope ofimaintenang
which ofganization will perform maintenance is known, the personnel, maintenance environment, and fir

resourc

requirements can be determined. The acquirer, with assistance from the supplier\(developer) ng

e and
ancial
rmally

determines the resource requirements for software maintenance. Personnel, environment,_and financial resgurces
should bg addressed.

7.4.1 Personnel resources

One of the major issues in planning for software maintenance is the issue’of software maintenance regource
requirements planning. Personnel requirements are a major cost factor, and, at the same time, the most difficult to
accurately estimate. The two most popular approaches for estimating reSources for software maintenance are use of
parametiic models and use of experience.

Models require historical empirical data. The best approach in usifg experience is to have empirical, historical data.

It is suggested that a standard, agreed-upon methodolegy for estimating maintenance be used. A separate
maintengnce staffing study, which addresses the methodelogy for determining personnel resources and the rgsults,
should bg developed.

7.4.2 Environment resources

Softwarg development and maintenance are-specialized activities and need separate systems dedicated to|them.
Separatg Software Engineeeing Environments (SEEs) and Software Test Environment (STES) are suggestedl. The
maintaingr should assist the acquirery'with the plan for the maintenance environment. It is critical to gpt the
maintengnce environment included in early planning effort when funds are allocated and a budget is determinjed for
the development and maintenance, of the software product.

7.4.3 Fipancial resources

The third and final aspéect of resources are the financial resources. To provide effective maintenance suppdrt, the
Maintaingr should have a budget which addresses the following:

— Salgries;

— Trai wing (?-? weeks per year per Inprcnn)'

— Annual maintenance costs for software licenses;

—  Travel;

— Technical publications;

— Hardware and software for the engineering and test environments;

— Upg

16

rades to the hardware and software for the engineering and test environments.
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8 Maintenance processes

This clause defines the activities and tasks for the primary life cycle process of software maintenance.

ISO/IEC 14764:1999(E)

The Maintenance Process contains the activities and tasks necessary to modify an existing software product while
preserving its integrity. These activities and tasks are the responsibility of the maintainer. This International Standard
provides task-steps which are examples of what to perform in order to implement the maintenance activities and
tasks. The maintainer should ensure that the Maintenance Process is in existence and is functional prior to the
development of any software product. The Maintenance Process should be activated when a requirement exists to

i 1 ft duct
maintain-a-softwate product.

As sopn as the process is activated, Maintenance Plans and Procedures should be developed and resgurcq

be all
code

softwa
softwa
the so

The a

a) P
b) P
c) M
d M
e M
) R
Inputg
ensur

maint¢nance activity. Support identifies sapporting and organizational life cycle processes of ISO/IEC 122071

the m

Fiigur

cated specifically for maintenance. After the software product is delivered, the maintainers sheuld m
ind associated documentation in response to a modification request or problem report. The ovérall ob
re maintenance is to modify the existing product while preserving its integrity. This”precess sup
re product from its inception through migration to new environments, to its retirementy_The process er
ftware product is finally retired.

Ctivities which comprise the Maintenance Process are:

rocess Implementation;

roblem and Modification Analysis;

odification Implementation;

aintenance Review/Acceptance;

igration;

etirement.

are transformed or consumed by the maintenance activities to produce outputs. Controls provide gu
e that the maintenance activity produces’ correct oututs. Outputs are the data or objects produce

hintenance activities.

e 2 provides an overview of-the/Maintenance Process.

s should
odify the
ective of
borts the
ds when

dance to
d by the
used by
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8.1 Prgcess implementation

During H

T

rocess Implemeéntation, the maintainer establishes the plans and procedures which are to be exg
during the Maintenance Process. The Maintenance Plan (see sub-clause 7.3.2 of this International Standard)

Problem and

Modification Analysis

Maintenance Review/

Acceptance

Modification

Implementation

Migration

Retirement

Figure 2 — Maintenance Process

pcuted
should

be developed in-parallel with the Development Plan. The maintainer should also establish needed organizgtional
interfacep during-this activity.

8.1.1 Inputs

The inputs for the Process Implementation activity should include:

— The Old Baseline;

— System Documentation;

— A Modification Request (MR) or Problem Report (PR).

18
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8.1.2

Tasks

ISO/IEC 14764:1999(E)

In order to effectively implement the Maintenance Process, the maintainer should develop and document a strategy
for performing the maintenance. To accomplish this effort, the maintainer must execute the following tasks:

— Develop Maintenance Plans and Procedures;

— E

stablish MR/PR Procedures;

— Implement Configuration Management.

8.1.2.

| Maintenance plans and procedures

The m
condul

aintainer shall (ISO/IEC 12207 sub-clause 5.5.1.1) develop, document, and execute plans and ‘proce
cting the activities and tasks of the Maintenance Process.

Hures for

The Maintenance Plan should document the strategy to be used to maintain the system, while the Maiptenance
Procefures should provide a more detailed approach on how to actually accomplish{the maintenance. In order to
develgp effective Maintenance Plans and Procedures, the maintainer should performythe following task-stepg:

a) Apsist the acquirer in developing the maintenance concept.

b) Assist the acquirer in determining the scope of maintenance.

c) Apsist the acquirer in analyzing maintenance organization alternatives.

d) Ensure written designation as the maintainer for the software product.

e) ({onduct resource analyses.

f)  Estimate maintenance costs.

g) Perform a maintainability assessment of the-system.

h) Determine transition requirements.

i) Dletermine transition milestones:

i) Identify the maintenance process which will be used.

k) Dlocument the maintenance process in the form of operating procedures.

8.1.2.2 MR/PR procedures.

The mjaintainer.shall (ISO/IEC 12207 sub-clause 5.5.1.2) establish procedures for receiving, recording, and tracking
probldm reperts and modification requests from the users and providing feedback to the users. Whenever problems
are erjcountered, they shall be recorded and entered into the Problem Resolution Process (ISO/IEC 122047 clause
6.8).

The maintainer should perform the following task-steps:

ay D
b) D

c) D

evelop an identification numbering scheme for MRs/PRs.
evelop a scheme for categorizing and prioritizing MRs/PRs.

evelop procedures for determining trend analysis.

19
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d) Determine the procedures for an operator to submit a MR/PR.

e) Determine how initial feedback will be provided to the users.

f)  Determine how temporary work-arounds will be provided to the users.

g) Determine how data is entered into the status accounting database.

h) Determine what follow-up feedback will be provided to the users.

8.1.2.3 {Configuration management

The maiptainer shall (ISO/IEC 12207 sub-clause 5.5.1.3) implement (or establish organizational interface with) the
Configurption Management Process (ISO/IEC 12207 clause 6.2) for managing modifications to the existing system.

The maingtainer needs to invoke the CM Process of ISO/IEC 12207.
8.13 C

Joint reyv
Activity.

8.1.4 Support

The Prog
12207:

815 O

The outp

Doc
Con
Qua
Join
Man
Infrg

Trai

The

bntrols

ews (ISO/IEC 12207 sub-clause 6.6) should be used to control the outputs of the Process Impleme

ess Implementation activity uses the following supporting and organizational life cycle processes of IS

Limentation Process;

figuration Management Process;
lity Assurance Process;

[ Review Process;

agement Process;

structure Process;

ning Process.

Iitputs

uts of this-activity are:

Mainténance Plan;

Maimntenance Procedures:

htation

O/IEC

Problem Resolution Procedures;

Plans for User Feedback;

The

Con

Transition Plan;

figuration Management Plan.

All outputs should be placed under configuration management.
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8.2 Problem and modification analysis

During the Problem and Modification Analysis Activity, the maintainer:

— Analyzes MRs/PRs;

— Replicates or verifies the problem;

— Develops options for implementing the modification;

ISO/IEC 14764:1999(E)

ocuments the MR/PR, the results, and implementation options;

btains approval for the selected modification option.

Input for the Problem and Modification Analysis activity should be a validated Modificationy Request or
Repornt, System/Project documentation, and requirements documentation.

8.21

The in

— M

— B

— S

— S

Inputs

puts for the Problem and Modification Analysis activity should be:
R/PR;

aseline;

oftware Repository;

ystem Documentation.

Systen Documentation includes:

— Q

|
-

i

— P

— G

8.2.2

Befor¢ modifying the/system, the maintainer should analyze the MR/PR to determine its impact on the orgd

the e
obtain

8.2.2.

onfiguration Status information;

Linctional Requirements;

terface Requirements;

roject Planning Data;

utputs from the Processtmplementation Activity.

Tasks

isting system, and the interfacing systems; develop and document recommended potential soluti
approvahte’implement the desired solution.

| _MR/PR analysis

Problem

nization,
bns; and

The maintainer shall (ISO/IEC 12207 sub-clause 5.5.2.1) analyze the problem report or modification request for its
impact on the organization, the existing system, and the interfacing systems for the following:

a) Type; for example, corrective, improvement, preventive, or adaptive to new environment;

b) S

cope; for example, size of modification, cost involved, time to modify;

c) Criticality; for example, impact on performance, safety, or security.
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In order to ensure that the requested MR/PR is feasible, the maintainer should perform the following task-steps:
d) Determine if the maintainer is adequately staffed to implement the proposed change.
e) Determine if the program is adequately budgeted to implement the proposed change.

f)  Determine if sufficient resources are available and whether this modification will affect ongoing or projected
projects (may not be necessary for PRs).

g) Determine the operational issues to be considered. For example, what are the anticipated changes to system
intefface requirements, the expected useful life of the system, the operational priorities, safety, and sgcurity,
secyrity impacts, if it is not implemented? (may not be necessary for PRs).

h) Detg¢rmine safety and security implications (may not be necessary for PRs).

i) Detg¢rmine short-term and long-term costs (may not be necessary for PRs).

i) Detg¢rmine the value of the benefit of making the modification.

k) Detg¢rmine the impact on existing schedules.

I) Detg¢rmine the level of test and evaluation required.

m) Detg¢rmine the estimated management cost to implement the change (may not be necessary for PRs).

8.2.2.2 Verification

The maintainer shall (ISO/IEC 12207 sub-clause 5.5.2.2) replicate or verify the problem.

In order fo ensure that the requested problem reports are alid, the maintainer should replicate or verify problgms by
performing the following task-steps:

a) DevElop a test strategy to verify the problem.

b) Obtgin affected software version from CM.

c) Install affected version.

d) Run|test to verify problem, preferably with a copy of the affected data.
e) Doclment test results,

If the prgblem cannot bBe~r€plicated for some reason, e.g., confidentiality of the data, other items such as organ|zation
rules, pdlicies, documentation, should be checked. The verification task is not required for adaptive or perfective

maintendnce.

8.2.2.3 Pptions

Based upon the analysis, the maintainer shall (ISO/IEC 12207 sub-clause 5.5.2.3) develop options for implementing
the modification.

The maintainer should perform the following task-steps:
a) Assign a work priority to the MR/PR.

b) Determine if a work-around exists for problems. If so, provide work-around to operator or user. (This task-step is
not needed for adaptive or perfective maintenance.)
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efine firm requirements for the modification.

Estimate of the size and magnitude of the modification.

c) D
d)

e) D
) D
9) P
8.2.2.4

evelop at least three options to implement the modification.
etermine the impacts the options will have on the system hardware.

erform a Risk Analysis for each of the options identified.

Documentation

999(E)

The maintainer shall (ISO/IEC 12207 sub-clause 5.5.2.4) document the problem/modification request) the

analysis

result$, and implementation options.

The fdllowing task-steps should be performed:

a) Vrify that all appropriate analysis and project documentation has been updated. If none exists,| develop
dpcumentation.

b) Review the proposed test strategy and schedule for accuracy.

¢) Review resource estimates for accuracy.

d) Update the status accounting database.

e) Include a Disposition Recommendation to indicate whether the/MR/PR should be approved or disapproved.

8.2.2.%5 Approval

Beforg the system can be modified, | the maintainer shall (ISO/IEC 12207 sub-clause 5.5.2.5) obtain approy

al for

| the selected modification option as specified in the contract.
Appropal should also be obtained when maintenance is performed when agreements are not used fo initiate
maint¢nance. The maintainer may obtain this~approval by performing following task-steps:
a) Provide analysis results for appreval by appropriate CM groups.
b) Participate at discussions regarding the modification.
C) pon approval, update-the status of the Modification Request.
d) pon approval, update the requirements if the request is an enhancement (improvement).

includes the user (customer) is made on whether to proceed to the Modification Implementation activity.

8.2.4 Support

Process
ion, that

The Problem and Modification Analysis activity uses the following supporting life cycle processes of ISO/IEC 12207:

Documentation Process;

Quality Assurance Process;
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— Problem Reporting Process.
8.2.5 Outputs

The outputs of this activity are:
— Impact Analysis;

— Recommended Option;

— Appfoved Modification;

— Updated Documentation.

The impact analysis should include the following:

— Statement of the problem or new requirement;

— Prolplem or requirement evaluation;

— Clagsification of the type of maintenance required;

— Initigl priority;

— Verification data (for corrective modifications);

— Initigl estimate of resources required to modify the existing system.
Updated|documentation should include:

— A Test Strategy;

— Updated Test documentation, including test plan,test procedures and test reports;
— Software Development Folders;

— Updated Requirements.

8.3 Moflification implementation

During the Modification Implementation Activity, the maintainer develops and tests the modification of the software
product.

8.3.1 Inputs
The inpus to the-Muodification Implementation activity are:

— The|Baseline;

— The Approved MR/PR;

— The Approved Modification Documentation.
The Baseline should include:

— System Architecture Definitions;

— The Modification Request Record;
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— S

The A

— T

ource Code.
pproved Madification Documentation should include:

he Impact Analysis Report;

— Outputs from the Problem and Modification Analysis Activity.

ISO/IEC 14764:1999(E)

8.3.2 Tasks

The raintainer performs analysis, then invokes the Development Process of ISO/TEC 12207 to-effect the
modification.

8.3.2.1 Analysis

Once [the MR/PR has been approved, | the maintainer shall (ISO/IEC 12207 sub-clause 5.5:3.1) conduct analysis
analygis and determine which documentation, software units, and versions thereof need to'be modified. These shall
(ISO/IEC 12207 sub-clause 5.5.3.1) be documented.

The rgsults of this additional analysis should be documented in the software development folders (SDFs). This effort
includgs the following task-steps:

a) Identify the elements to be modified in the existing system.

b) Identify the interface elements affected by the modification.

c) Identify the documentation to be updated.

d) Update the SDFs.

8.3.2.2 Development process

The maintainer shall (ISO/IEC 12207 sub-clause 5.5.3.2) enter the Development Process (ISO/IEC 12207 clause 5.3)
to implement the modifications. The requirements of the Development Process shall (ISO/IEC 12207 syb-clause
5.5.3.2) be supplemented as follows:

a) Test and evaluation ‘criteria for testing and evaluating the modified and the un-modified parts
(software units, components, and configuration items) of the system shall (ISO/IEC 12207 sub-
clause 5.5.3.2 a) be defined and documented.

b) The complete and correct implementation of the new and modified requirements shall [ISO/IEC
12207_sub-clause 5.5.3.2 b) be ensured. It also shall (ISO/IEC 12207 sub-clause 5.5.3.2 b) be
ensured that the original, unmodified requirements were not affected. The test results shall [ISO/IEC
12207 sub-clause 5.5.3.2 b) be documented.

The agtivities in the Development Process should be tailored to meet the needs of the modification effort.
8.3.3 CUI ItIU:O

Control of Madification Implementation should include Joint reviews (ISO/IEC 12207 sub-clause 6.6).

834

Support

The Modification Implementation activity uses the following supporting life cycle processes of ISO/IEC 12207:

— D

ocumentation Process;

— Quality Assurance Process;
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— Joint Review Process.

8.3.5 Outputs

The outputs of this activity should include:
— Updated Test Plans and Procedures;

— Updated Documentation;

— Modified Source Code;

— Tes{ Reporting;

— Metiics.

The updated documentation should include:

— Updated Modification Records;

— Detailed Analysis Report;

— Updated Requirements;

— Updgated Test Plans, Test Procedures, and Test Reports;
— Updgated Training Materials.

8.4 Ma|ntenance review/acceptance

This actiyity ensures that the modifications to the system.are correct and that they were accomplished in accoidance
with the gpproved standards using the correct methodology.

8.4.1 Inputs

The inputs to the Maintenance Reviews/Acceptance activity are:
— The|Modified Software;

— Modification Test Results.

8.4.2 Tasks

Reviews|are conducted/to’ensure that modifications are correct and approval is obtained for satisfactory completion
of the mgdifications.

8.4.2.1 Reviews

The maiptainer shall (ISO/IEC 12207 sub-clause 5.5.4.1) conduct review(s) with the organization authorizipng the
modification to determine the integrity of the modified system.

The following task-steps should be performed:
a) Trace the MR/PR from requirements, to design, to code.
b) Verify testability of the code.

c) Verify that coding standards were complied with.
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d)
e)
f)
9)
h)

Verify that only necessary software components were modified.
Verify that the new software components were integrated properly.

Check documentation to ensure that it was updated.

Perform testing.

Develop test report.

8.4.2.F Approval

ISO/IEC 14764:1999(E)

The maintainer shall (ISO/IEC 12207 sub-clause 5.5.4.2) obtain approval for the satisfactory completig

modification as specified in the contract.

n of the

If maimtenance was implemented without an agreement, approval should also be obtained. The following t@sk-steps
should be performed:

a)
b)

c)

VEerify that the process has been followed.

8.4.3 [Controls

Contr¢l is exercised through Joint Reviews (ISO/IEC 12207 sub-cfause 6.6).

8.4.4 |Support

The M

Quality Assurance Process;

Vferification Process;

<

alidation Process;

(&

bint Review Process;

>

udit Process.

8.4.5 [Outputs

The outputs of this\activity are:

New Baseline, incorporating accepted modifications;

Rlejected Modifications;

Jbtain approval through the QA life cycle supporting process (ISO/IEC 12207).

Conduct functional and physical configuration audits.

aintenance Review/Acceptance activity uses the following supporting life cycle processes of ISO/IEC 1

2207:

An Acceptance report;
Audit and Review Reports;

A Software Qualification Test Report.
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During a system's life, it may have to be modified to run in different environments. In order to migrate a system to a
new environment, the maintainer needs to determine the actions needed to accomplish the migration, and then
develop and document the steps required to effect the migration.

8.5.1 Inputs

The inputs to the Migration activity are:

— The

— The

— The

— The

8.5.2 T4

Old Environment;
New Envrionment;
Old Baseline;
New Baseline.

1Sks

The Mainptainer effects the migration by complying with ISO/IEC 12207, developing-a Migration Plan, notifying

of the n

nigration, providing training, providing a notification of completion, ¢‘assessing the impact of th

environment, and archiving data.

8521

Migration

users
P new

If a systdg
(ISO/IEQ
migration

m or software product (including data) is migrated from an<old-to a new operational environment, it shal
12207 sub-clause 5.5.5.1) be ensured that any software_product or data is produced or modified durin
are in accordance with ISO/IEC 12207.

The follo
a) Iden
b) Veri
8.5.2.2

In order

wing task-steps should be performed:
tify all software products or data that were;added or modified.
fy that the tasks adhere to ISO/IEC 12207.

Migration plan

0 adequately control the-migration of a system, | a migration plan shall (ISO/IEC 12207 sub-clause

5.5.5.2)
include (

pe developed, docummiented and executed. The planning activities shall (ISO/IEC 12207 sub-clause 5
sers. Items includédyin the plan shall (ISO/IEC 12207 sub-clause 5.5.5.2 ) include the following:

h)  Requirements analysis and definition of migration;
b) Development of migration tools;

)~ Conversion of software product and data;

5.5.2)

d) Migration execution;

e) Migration verification;

f)  Support for the old environment in the future.

The development of the Migration Plan should include input from the users. As part of this task, the maintainer should
perform the following task-steps:
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a) Analyze the migration requirements.
b) Determine the impact of migrating the software product.
c) Establish a schedule for performing the migration.
d) Identify data collection requirements for post-operation review.
e) Define and document the migration effort.
f)  Dletermine and mitigate risks.
g) Identify needed migration tools.
h) Identify support for the old environment.
i) Develop and/or acquire migration tools.
i) Incrementally decompose software products and data for conversion.
k) Prioritize conversion of software products and data.
I)  Jonvert software products and data.
m) Migrate software products and data to new environment.
n) Run parallel operations.
0) Vrify migration through testing.
p) Provide support for old environment.
8.5.2.3 Notification of intent
Once the maintainer has completed the planning of the migration, users shall (ISO/IEC 12207 sub-clausg
5.5.5.8 be given notification of the migration plans and activities. Notifications shall (ISO/IEC 12207 syb-clause
5.5.5.8) include the following:
a) Statement of why the-old environment is no longer to be supported;
b) Description of the-new environment with its date of availability;
c) Descriptiomof other support options available, if any, once support for the old environment has been
removed:
The mpaintaifier should also provide the users with the plan, procedures and the schedule. As part of this ftask, the
mainqxiner should perform the following task-steps:
a) Identify all the locations which will be affected.
b) Process site feedback.
c) Identify site specific issues.
d) Promulgate the schedule.
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8.5.2.4 Implement operations and training

Parallel operations of the old and new environments may be conducted for smooth transition to the new environment
(ISO/IEC 12207 sub-clause 5.5.5.4). During this period, necessary training shall (ISO/IEC 12207 sub-clause 5.5.5.4)
be provided as specified in the contract.

As part of this task, the maintainer may perform the following task-steps for parallel operations:

a) Perform a site survey.

b) Instelill the equipment.

c) Install the software.

d) Perform preliminary tests to ensure a successful installation of the hardware and software.
e) Run|the software under an operational load in parallel with the old system.
f)  Collect data from the new and old products.

g) Perform data reduction and analysis.

The maintainer should perform the following task-steps for training:

a) Identify migration training requirements.

b) Schgdule migration training requirements.

¢) Conduct migration training review.

d) Updgate training plans.

8.5.2.5 Notification of completion

When theé scheduled migration arrives, notification shall (ISO/IEC 12207 sub-clause 5.5.5.5) be sent to all concgrned.
All assogiated old environment’s documentation, logs, and code should be placed in archives (ISO/IEC 12207 sub-
clause 5J5.5.5).

As part df this task, the maintainer, should perform the following task-steps:
a) Profnulgate changes to-the‘migration schedule.
b) Docpument site specific issues and how they will be resolved.

c) Archive the old software and data.

d) Renoveé.the old equipment.

8.5.2.6 POST-Operation review.

A post-operation review shall (ISO/IEC 12207 sub-clause 5.5.5.6) be performed to assess the impact of changing to
the new environment. The results of the review shall (ISO/IEC 12207 sub-clause 5.5.5.6) be sent to the appropriate
authorities for information, guidance, and action.

As part of this task, the maintainer should perform the following task-steps:

a) Review the results of operating the systems in parallel.
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