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word

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
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collabprate in fields of mutual interest. Other international organizations, governmental and non-governn
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International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,Part 3.
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art 6. Documentation of.evaluation modules

mmittees
nental, in

C JTC 1.
Dr voting.
vote.

ubject of

[ormation

Lation:

© ISO/IEC 1999 — All rights reserved


https://standardsiso.com/api/?name=e58fa1fb6a6e99f94569f7fd80b07786

ISO/IEC 14598-4:1999(E)

Introduction

Software has become increasingly pervasive. The demand for added software functionality and faultless software
products has grown as more processes are automated to take advantage of the power of the computer. Today's
modern systems are so complex, that they are unable to perform their functions without software. The use of

commerdgially available "ofi-the-Shel” software products 1S acceleraiing as the variety of available products
and the [rapid evolution of software engineering technology reduces reliance on custom-coded softwarg
object-onfented development approach, which is based on the development of an application system‘throu
extensiof of existing libraries of self-contained units, has also reduced requirements for custom-eodéd so
This has|led to intense focus on concomitant software product quality or self-contained software unit’quality.

Developinent of custom software is prone to rework as a result of failure to meet user requirements. The
custom s$oftware may also require a larger than anticipated effort with respect to deployment, implemer
training, fand maintenance support activities. Acquisition of commercial “off-the-shelf’> software products, or,
of in-house existing software products, is also not without risk. Problems can be encountered because the “g
shelf” sqftware products may require customizing; testing and analysis requirements may be large; p

grows
e. The
ph the
tware.

use of
tation,
reuse
ff-the-
roduct

maintengnce and support is doubtful when the product becomes obsolete or revised; it may be difficult to integrate

software[products into larger systems; and the quality of the product may not:be consistent with the required
of the target system.

Commerfial “off-the-shelf” software products are extremely varied. They can be:

puality

— a) |used as stand-alone products (i.e., payroll, accounting“software, consumer software or 'shrink-wiapped

softivare’ [i.e., word-processing software, spreadsheets]);

— b) [integrated as components into a larger system which consists of other software and ha:ldware

components (i.e., operating system, relational~data base management system, graphical users in
[GUID);

— ¢) |embedded in hardware (i.e., communication data link, programmable array logic [PAL]);

— d) [embedded as part of a configurable software/hardware system that can be used for the developme
spegific application (i.e., distributed control system);

— e) |CASE tools used to_support the software development and maintenance process (i.e., com
configuration management tools).

Errors in|stand-alone software products can impact productivity, cause financial loss, or cause unnecessary r
Softwarg components-¢can be difficult to integrate, affect the reliability of the overall system, or be incompatib
system dbjectives:sCASE tools may introduce an error into a product under development or be difficult to use

It is thergforé.essential to be able to evaluate the quality of software products during acquisition, or when m3

erface

nt of a

pilers,

Pwork.
e with

king a

decision jorreusing an existing software product or component. Evaluation may be used to accept or reject a|

single

product, or to select one product, from among alternative products, that meets the quality requirements established
for the target application. The level of rigor of the evaluation process is necessarily commensurate with the integrity
requirements for the product. The highest level of rigor is required when performing evaluation of software products

that are mission critical.

Vi © ISO/IEC 1999 — All rights reserved
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Software engineering — Product evaluation — Part 4: Process for
acquirers

1 Scgope

This part of ISO/IEC 14598 contains requirements, recommendations and guidelinesofor the systematic
measyrement, assessment and evaluation of software product quality during acquisition of ‘“off-the-shelf”|software
produ¢ts, custom software products, or modifications to existing software products. It uses the softwane quality
model|ldescribed in ISO/IEC 9126-1; expands on the general process for evaluating software quality that is defined
in ISQ/IEC 14598-1; and uses the process for acquisition that is defined in ISO/IEC 12207. It can bg used in
conjurjction with ISO/IEC 12119, ISO/IEC 14598-2 (new), ISO/IEC 14598-3 (new)'and ISO/IEC 14598-6. The steps
of the |evaluation process are similar between this part of ISO/IEC 14598 and ISO/IEC 14598-5, but the dontext of
use is|quite different. In the case that acquirers entrust second or third parties.with evaluations, ISO/IEC 1#598-5 is
requirgd to be applied. In the case that acquirers require third party testing-ef software packages against the quality
requirgments for the package, ISO/IEC 12119 may be applied.

The eyaluation process described in this part of ISO/IEC 14598 alSa helps to meet the objectives of decidipg on the
acceptance of a single product, or for selecting a product from-among alternate products. The evaluatior] process
may bk tailored to the nature and integrity level of the applicatien. It is also sufficiently flexible to accommgdate the
wide range of forms and uses of software products in a cost-effective manner.

This part of ISO/IEC 14598 is intended for, but not Jimited to, project managers, system engineers, devglopment
and npaintenance software engineering staff and.'end users who plan to acquire software products, pnd also
suppliers who provide such products.

The tgrget software products of the evaluation process in this part of ISO/IEC 14598 can be integrated int¢ a larger
system as components or can be used stand-alone. They are classified as:

a) Commercial off-the-shelf software products;

b) Existing software produets; developed or acquired for other applications, or for a wide range of [common
applications;

c) Cuistom softwareroducts or modifications to existing software products.
The eyaluation process that is defined in this part is also applicable to CASE tools. Because evaluation jof CASE

tools is specifically addressed in ISO/IEC 14102, CASE tools are considered out of scope of this part off ISO/IEC
14598

ISO/IHC -14598-4 is designed to work in partnership with other standards. For systems with highl integrity
requirements, additional requirements may be included in the evaluation process described in ISO/IEC 14598-4,
that are derived from sector-specific standards, e.g., IEC 880, DOA-167A , MOD-55, etc.

2 Conformance

Because of the freedom of choice afforded to the user by the general nature of its recommendations, a simple
claim of compliance with this part of ISO/IEC 14598 is not valid. Any organization imposing this part of ISO/IEC
14598 as a condition of trade is responsible for specifying and making public the evaluation process that meets the
mandatory objectives specified in 6.1.1. The specified evaluation process constitutes the terms for compliance for a
given application of this part of ISO/IEC 14598. All activities of clauses 6 and 7 shall be considered for applicability.
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Requirements on the evaluation process can also be established contractually during execution of the acquisition
process. Compliance with the evaluation process described in this part of ISO/IEC 14598 is then easily established.

3 Normative references

The following normative documents contain provisions which, through reference in this text, constitute provisions of
this part of ISO/IEC 14598. For dated references, subsequent amendments to, or revisions of, any of these
publications do not apply. However, parties to agreements based on this part of ISO/IEC 14598 are encouraged to
investigate_the passibility of applying the mast recent editions of the normative documents indicated below. For
undated [references, the latest edition of the normative document referred to applies. Members of ISOcand IEC
maintain|registers of currently valid International Standards.

ISO/IEC P126-1, Information technology - Software quality characteristics and metrics — Part 1. Quality
charactefistics and subcharacteristics.)

ISO/IEC [12207:1995, Information technology - Software life cycle processes.
ISO/IEC |14598-1:1999, Information technology — Software product evaluation - Part 1.,General overview.
ISO/IEC |14598-5:1998, Information technology — Software product evaluation - Part'5: Process for evaluatory.

ISO/IEC |15026:1998, Information technology — System and software integrity-levels.

4 Terms and definitions

For the gurposes of this part of ISO/IEC 14598, the following définitions apply. Key definitions from other stapdards
used in this part of ISO/IEC 14598 are reproduced in Annex*A-for convenient reference.

4.1
commergial-off-the-shelf software (COTS)

software| defined by a market-driven need, commercially available, and whose fitness for use has| been
demonstfated by a broad spectrum of commercial users

NOTE $ee also definition in IEEE Std 1062-1993.

4.2
custom doftware

software|developed for a specific)application from a user requirements specification

4.3
existing $oftware

software| that is alfeady developed and available; is usable either “as is” or with modifications; and which is
provided|by the supplier, acquirer, or a third party

NOTE $ee‘also definition of “off-the-shelf product” [ISO/IEC 12207: 1995].

5 Software product evaluation - General considerations

5.1 Correlation between evaluation and acquisition processes

The acquisition process activities (defined in ISO/IEC 12207) summarized below, are combined with the general
evaluation process activities (defined in ISO/IEC 14598-1) in Clauses 6 and 7. Clause 6 focuses on the application
of the evaluation of end product quality during acquisition of COTS products. Clause 7 focuses on the application of
the evaluation process during acquisition of custom software or modifications to existing software.

1) To be published. Until this part is published ISO/IEC 9126 :1991 should be used.
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a) Initiation - identification of software requirements for the product to be acquired, the acquisition plan, and the

acceptance strategy and criteria;

b) Request-for-proposal (-tender) preparation - specification and documentation of acquisition requirements;

c) Contract preparation and update - supplier selection, contract preparation and negotiation, and
change control;

contract

d) Supplier monitoring - evaluation activities performed during contract execution leading to acceptance and

delivery of the software product;

e) Agceptance and completion - activities performed during product acceptance and delivery of the final
pfoduct.

This djstinction is important when implementing the general evaluation process.The acquirer needs to de
the evaluation process and the acquisition process that he/she will follow té-achieve the evaluation requ
during| acquisition. In the context of larger system development, the acquisition and evaluation activit
followgd need to be integrated with other development and integration activities, and identified in

measyrement plan as specified in ISO/IEC 14598-2 (in preparation); i.e., specific acquisition impler
considerations for evaluation include the following considerations:

e a|software requirements specification required for evaluation can form the basis for acquisition requ
rgquired for the request-for-proposal (-tender);

e sgparate preliminary evaluation activities may be-needed to preselect software products and suppliers

pplier and product information requirements for evaluation need to be specified in the a
rgquirements or during contract preparation;

e evaluation activities can be executedjas part of proposal evaluation, during monitoring of contract e
as part of product development, @s part of formal product acceptance, or after product delivery.

5.2 Inputs to the evaluatien-process
5.2.1 | System requirements

The starting point for~determining evaluation requirements for target software begins with the overa
requirements. The<system requirements identify the user, user goals, tasks and characteristics, inclu
environment in which the product is to be used, in addition to functional and other requirements for the p
system. They form the basis for subsequent system architecture design, specification of software requ
and so¢ftware-architecture design. Relevant legal and regulatory requirements need to be identified at this
they impact on the rigor and formality of the acquisition and evaluation processes.

software

ISO/IEC
ycle that
bd in any

fine both
irements
es to be
h project
nentation

irements

Cquisition

xecution,

| system
ding the
roduct or
rements,
stage as

During system requirements decomposition and design, system requirements are allocated to hardware and

software configuration items, and to user operations including system procedures. Design activities during
development life-cycle result in subsequent decisions to acquire or reuse “off-the-shelf” software products.
the evaluation work is actually a part of these design activities, since it plays a role in the decision making

a system
Some of
process.

Evaluation of software products to be acquired is performed separately. During system integration and testing of
the end product, software configuration items are integrated with other software, and with the hardware

configuration items (Refer to ISO/IEC 12207). Figure 1 shows the larger systems engineering context for e
and acquisition.

valuation

Candidates for use and acquisition in this part of ISO/IEC 14598 are software products which can be integrated into

a larger system as components or which can be used stand-alone. They are classified as:
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a) Commercial-off-the-shelf software products;
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b) Existing software products developed or acquired for other applications, or for a wide range of common

applications;

¢) Custom software products or modifications to existing software products.

In the case of software configuration items that are to be integrated into a larger system, software requirements
need to be defined for each item. In other cases, the system and the software configuration items coincide, and

may be considered equivalent.

Hardwarg¢ configuration items to be acquired may contain software such as an operating system resic
firmware|(i.e. ROM, PROM). When the existing software forms an integral part of the hardware in this fas

usually needs to be evaluated with the hardware configuration item.

Initial
Mandate

System Requirementy

euser objectives & environmen

«functional and other
requirements

sintegrity level

Computer Subsystem
Engineering

Hardware
Engineering

Software
Engineering

Product
Evaluation &
Acquisition

Ergonomics &
Human Factors
Engineering

Non-Compute

Subsystems
Engineering

Subsystem
Integration &
System
Validation

System
Operation

Figuré~1l — Systems engineering context for software product evaluation and acquisition

ent in
hion it

5.2.2 Integrity level requirements

If the software is critical in containing non-trivial safety, security, financial, environmental and societal risk of a
system within acceptable limits, its requred integrity level must have been established and properly documented

prior to procurement and evaluation. Guidance to the

5.2.3 Software requirements specification

Software requirements shall be defined using an appropriate well defined quality model.
quality model and definitions in ISO/IEC 9126-1 should be used, unless there is a particular reason to use another

integrity level determination process is given in ISO/IEC
15026. The resulting integrity level determines how the software is dealt with in the evaluation process.

For this purpose the
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model. This model defines six broad categories of characteristics of software in use: functionality, reliability,
usability, efficiency, maintainability and portability. These can be further broken down into subcharacteristics which
have measurable or assessable attributes.

Requirements should be defined in terms of external metrics (external metrics are defined in ISO/IEC 9126-2)
which directly relate to user needs and should be documented in a requirements specification. Documenting the
user needs can vary from producing an informal list of required functional and performance requirements to
preparing a complete requirements specification for the product (or system if the product is embedded). The
requirements specification may then form the basis for acquisition requirements used during the tendering step in
the acquisition process and the basis against which subsequent product evaluation is performed.

5.2.4 | Evaluations performed by others

The s¢ope of the present evaluation process can be reduced through access to the results of evaluation|activities
perfored by second or third parties as long as the results are trustworthy. Such evaluation agtivities can comprise
preexigting certifications, product evaluations and/or process assessments. For example:

o software engineering processes for product development may be standardized to~meet the requirgments of
ISO/IEC 12207, 1SO 9000-3, or other sector-specific standards;

e supplier’s quality system under which the software is developed may bé certified to ISO 9001 requirements
a third party;

°
S =

e the software product may be evaluated by second or third parties-to ISO/IEC 14598-5 or ISO/IEC 12119
rgquirements;

e the supplier's software process capability for acceptable<product development may be assessed| by third
parties to ISO/IEC 15504-8 (in preparation);

e the software may be functionally evaluated as part of a larger system development phase;

e the software product may have been previously evaluated for another application with different| integrity
rgquirements;

e eYaluations on the product may havebeén performed by other parties within the organization througl informal
of formal evaluation activities.

The aglditional costs and time reguited to obtain and interpret external evaluation results for the target application
may gffect the feasibility of this"method. It may still be necessary to consult the with the evaluator or supplier in
order {o attain adequate confidence in the results of others.

NOTE| Evaluation results-ofithe supplier software engineering process, supplier quality system, or supplier capability]alone are
not sufficient criteria to~demonstrate that a software product contains the required quality characteristics. Othgr product
evaluagion methods [€,9.y such as those that specifically measure factors and attributes of quality that are appropriate to the
requirgments of thetend-user] need to be executed.

5.3 Tailoring

The eyaluation process can be applied to a wide range of acquisition requirements, integrity requiremg¢nts, and
evaluator objectives. For example:

e acquirers of software packages may wish to evaluate a software package using only ISO/IEC 12119;
e acquirers of software products may use ISO/IEC 14598-5 for independent evaluation;

e a small or sole acquirer may require a less formal evaluation process with minimum documentation of the
evaluation;

o for consumer software the evaluation process objective may simply be to select, test and acquire one product
from among a number of similar products. The formal acquisition process is then reduced to outright purchase,
and does not include contract preparation.
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The evaluation process should have the flexibility to accommodate the uniqueness of each application, to avoid
unnecessary work or work that adds no value, and to provide a practical means of establishing the requisite
confidence in the software. The required integrity level of the software largely determines the rigor and formality of
the evaluation process.

The acquisition process can also be tailored as for the evaluation process using the tailoring guidance given in
ISO/IEC 12207 and the required integrity level for the specific software product to be acquired. Acquisition of
complete software systems with high integrity requirements will usually invoke the full set of acquisition activities
and tasks, along with corresponding supply process activities and tasks, that are specified in ISO/IEC 12207.
Generally, as the integrity level increases, so should the amount of rigor, and the number of activities and tasks
associat¢d with the acquisition process.

Table B.1}in Annex B shows an example of tailoring of integrated acquisition and evaluation process activities aceording to the
target soffjware integrity level requirements.

6 Evaluation during acquisition of “off-the-shelf’ software products

The genegral software product evaluation process defined in ISO/IEC 14598-1 consists.of four major steps,|which
are specfifically implemented and refined to focus on the evaluation of end product guality during acquisition pf “off-
the-shelf products in this part of ISO/IEC 14598. However, this does not préclude evaluation of internjediate
products|for specific quality characteristics. Hence, the details in the implementation of the steps differ, but qre not
inconsistent, with the details described in ISO/IEC 14598-1. The evaluatioh. process is summarized in Thble 1
below in terms of its steps and key tasks, as well as inputs and outputs.
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Table 1 — Evaluation Process During Acquisition of “Off-the-Shelf” Products

ISO/IEC 14598-4:1999(E)

(subclause 6.2)

System/ Software | Establish Specify objectives, purpose, and scope. Specify | Evaluation
requirements evaluation rigor of evaluation. Identify inputs to evaluation. | Requirements
requirements Identify evaluation performed, or to be | Specification
(subclause 6.1) | performed by others. Identify the acquisition
process to be followed and how evaluation input
requirements are to be communicated to the
supplier.
Evaluation Specify the Select metrics that correlate to the | Evaluation
Requirements evaluation characteristics of the software product. Establish | Specification

rating levels. Select the most effective set of
evaluation methods. Establish procedures, for
summarizing the results of the evaluation “of
different quality characteristics and,\-other
aspects that contribute to the assessmient of
quality of a software product in.'\a) particular
environment.

Evgluation
Spdcification

Design the
evaluation
(subclause 6.3)

Prepare an evaluation plan describing the
evaluation methods, and) the schedule for
evaluation. ldentify .the tie points between
evaluation activities and acquisition activities.

Evaluation Hlan

Evdluation Plan

Execute the
evaluation
(subclause 6.4)

Conduct the selected evaluation activities, and
analyze and.rxecord the results to determine the
suitability, of,the software product(s). Analyze the
impact of identified deficiencies and options to
regulate the wuse of the product. Draw
conelusions with respect to the acceptability of
the product and the ultimate decision to buy or
not to buy.

Evaluation
Records ang
Results

6.1 Step 1 - Establishieyaluation requirements

6.1.1 | Establish the purpose and scope of the evaluation

The eyaluation precess shall establish:

a) alset of soeftware quality requirements using the quality model and definitions in ISO/IEC 9126-1, agaipst which

—
-

e saftware product can be objectively evaluated for fitness for use;

b) t P H Y latalo—ale el lo Il <l 4o £ [HY o 4 O
C AdppIupiiailc priurity wWinclt sriouiua vt pialTUu UIT UiIc sSUTtwdaic yudlity Liialraclcristlivs,

c) a systematic basis for the evaluation appropriate for the integrity level of the application, which involves
establishing requirements as to the level of rigor or detail required in the evaluation activities, as well as the
inputs to, and the outputs from the evaluation process;

NOTE Figure 2 provides an overview of the software product evaluation process. It shows the different views of the inputs to
the evaluation process and resulting outputs from the evaluation process, from an acquirer’s perspective.

d) the acquisition process to be followed and how evaluation input requirements are to be communicated to the

supplier;

NOTE See example of a combined evaluation and acquisition process in Figure C.1 in Annex C.
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e) the scope, purpose and objectives of the evaluation by considering:

1)

2)

© ISO/IEC

whether the software product will be used for a specific application, for a collection of specific applications,

or for a generic range of applications;

whether any evaluation has been done by second or third parties, or whether any evaluation activiti
planned to be performed later.

6.1.2 Specify evaluation requirements

es are

The eval
a) user

b) the
rigof

[Tation TEeqUITEMeNtS Specification shoufdTaentify:

s and their goals, tasks, and characteristics, and the user environment for the product;

ntegrity level of the software application (risk incurred in case of software error) and hence the lg¢vel of

required for the evaluation process;

c) the
the

d) the
the
beh
inIg

e) integ
prod

f)  softy
1)

2)

3)

4)

5)

6)

g) supp

egulatory requirements (what documentation is required to provide the regulator (if ‘any) with assurgnce of

roduct's quality) (see compliance in ISO 9126-1);

roduct boundaries and interfaces, including interfacing requirements (i.e-"the type of data passed t

rough

terface, the data format, the interface access mechanisms, failure/error,handling, timing issues, inferface
vior issues, and interface state dependencies and transitions) to theé.software product (see interopeyability

0 9126-1);

ration requirements if the product is part of a larger system4equiring integration with other compon
ucts;

vare quality requirements which include:
distinction between mandatory and optional requirements;

all assumptions, exceptions, limitations,. exclusions, or unresolved issues needed to interp
understand the requirements;

user requirements for all important® quality characteristics and their priority (i.e. if maintainaly
considered important, then identify the specific maintainability requirements);

all design and environmental) constraints; i.e. functional or performance limitations imposed by the
the software product, the_level and complexity of integration of the software product with other e
software, custom software, and the hardware in the user application;

all project manage€ment constraints; i.e. availability of resources and expertise to perform the eva
activities, schedule and budget allowance, possible dependencies or risks, key assumptio
assumptions.about the evaluation effort itself;

rationale-for the use of a quality model other than the one defined in ISO/IEC 9126-1.

lieryservices to be assessed; i.e., support capability, application development capability, and t

nts or

ret or

ility is

use of
Xisting

uation
ns, or

aining

cap

bitity;

h) special requirements to be assessed; i.e. specific technical feasibility issues or design implementation
questions;

i) evaluation requirements that are consistent with each other (i.e. no conflicting requirements) and consistent

with

the integrity level of the application;

i) whether the product will be reused in future applications and the documentation necessary to support any
future evaluations of the product;

k) the acquisition process, and information required from suppliers during tendering;
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I) evaluations performed by other second or third parties that could be used to reduce the evaluation effort for the

product.

NOTE  The level of detail and completeness of the evaluation requirements specification directly affects the level of
completeness of the evaluation, i.e., an evaluation based on only preliminary requirements cannot be considered a full
evaluation, although the results may be used to direct further work in other phases, anticipate problems, or eliminate certain
software products or suppliers. These would normally be done prior to the main evaluation activities as a part of the appropriate

design or planning activity. Some evaluation work may also be required before the requirements are finalized.

VIEWS OF EVALUATION INPUTS

User & Technical Software Quality Cost V’
Documents Requirements  Assessment /

Q)

O'\
O\\<</ Operati
G isory |

Failure

S Quality System
v
b

N
ﬁ Engineering
o Process
&L
Q

Maintenance /

S
%*Q
R

&Rﬁure 2 — Software product evaluation process overview from acquirer’s perspective

VIEW OF EVALUATION RESULTS

PRODUCT VIEW g%
N

Information

— Prototyping/Tgsting

Process
Necessary Level of Confi&-ehce Constraints on Additional Verification
That Quality Require%ﬁé Met Usage of Product Activities Required
N\

6.2 Step 2 - Specify the evaluation

The evaluation specification should be documented so that the evaluation process can be repeated by

appropriately qualified personnel with repeatable results.
6.2.1 Select metrics
The evaluation specification should identify:

a) the characteristics of the product to be evaluated,;
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b) the external metrics that correlate to measurable aspects of quality when the software is used ( Table B.2 in
Annex B shows an example of external metrics and possible acceptance criteria. Notice it is up to the user to
specify actual threshold acceptance numbers based on experience as there are no hard and fast rules for

som

e of these numbers);

c) the “quality in use” metrics correlating to the user’s view of the quality of the system containing the software

(see

example of quality in use metrics in Table B.3 in Annex B);

d) sufficient criteria for metrics to describe their acceptable range (e.g. how much operating history is necessary
to provide a reasonable degree of assurance for a given quality characteristic and a given integrity level (see

Ann
e) any
f) the

eval
g) ched
h) alis
i) test
j) data
k) the:s

1)

2)

3)

4)

5)

6)

7

8)
[) then
m) suita

prod
n) any

EX D.4 and D.5 Tor Specific details on operating history));
packaged evaluation modules;

evel of coverage relative to the evaluation requirements that is necessary after review.of any pr
Liations conducted by others;

klists to be answered by the evaluation;

of examples which would help to answer the questions;

cases to be used,;

to be collected and analyzed, and their format;

pecific evaluation methods to be used, which include review/or-assessment of one or more of:
Software product user and technical documentation (inéluding on-line documentation) (see Annex D
Software product evaluation based on supplier courses and training (see Annex D.2);
Software engineering process, including intermeédiate software products (see Annex D.3);
Product operating history with supplier (see”’Annex D.4);

Product operating history with customers (see Annex D.5);

Supplier capability, support, and.quality system (see Annex D.6);

Prototyping or other evaluation methods (see Annex D.7);

Product deficiency lists and related information (usually found on web sites).

nethods for assessing the evaluation results;

ble methods' of ranking the assessments to allow selection, when selecting a product from among
ucts;

ating'schemes useful for comparing more than one software product. The rating scheme may be we

Evious

1);

Similar

ighted

in accordance withrthepriority of thequatity characteristics:

6.2.2 Select the evaluation methods

A combination of evaluation methods should be specified to allow selection of the product or to establish the
product's fithess for use. Areas to be evaluated include:

a) whether some of the considerations may be mutually conflicting (e.g. "Are costs of the selected [assessment]

methods within budget?” may not be compatible with "Do the methods collectively address all of the evaluation
irements?"). In this case it is up to the evaluator to make the necessary tradeoffs based on the
prioritization of evaluation requirements;

requ

10
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NOTE Table B.4 in Annex B shows an example of ranking evaluation methods for software quality characteristics by cost
and effectiveness.

b) whether the evaluation provides adequate coverage or scope in the combination of methods chosen
considering:

1) how to demonstrate that software meets its specifications;

2) overlapping of coverage of methods to provide additional confidence;

omplete

c)

= = C

6
6.2.3
Beforg

a) W
n

b) w

D

c)

£ T =

d w

whathar tha cat of activitiac ac 2 whala _nrovidec an accantablalaval of acsciranca that thara ic
WHETHEeHE-SE o0 e e SaSa WO Proviae S eee patie 18 v e oaSSuracetHattHere—1S

coverage for those software quality characteristics of concern;
the degree to which the methods complement each other;
the effectiveness and objectivity of each method in addressing a variety of characteristics;

the variety of distinct approaches among the evaluation methods (e.g. some review, some anal
some testing based methods);

taking credit for any evaluation activities on the application that will ultimately be conducted as p|
overall system development life-cycle;

crediting evaluations performed by others;

be of “informal” preliminary evaluation activities like reviews~or/surveys or peer/user anecdotal ex

hde journal product reviews, accessible product user documentation, or database repositories o

views, in order to narrow the selection of products considéered functionally suitable for further evalua
Evaluations performed by others

crediting evaluations performed by others, thedfollowing should be considered:

hether the evaluation addressed the evaluation requirements with a degree of rigor consistent
tegrity level of the application;

hether the evaluation report identified the version of the software product being assessed, the extd
aluation, the decision criteria used, and the conclusions reached;

hether the evaluation report-identified any deficiencies in the software product or the software en
ocess, recommendedsany corrective action to address those deficiencies, and whether the correcti
as carried out;

hether the evaltiator had appropriate expertise, including:

experienge in performing evaluation and analysis;

experience in software quality relative to internationally accepted standards;

ysis, and

art of the

berience,

product
ion.

with the

ent of the

hineering
Ve action

nypnrticn in-software nnginnnring ISSL les;

4) total independence from the supplier.

6.3

Step 3 - Design the evaluation

The product evaluation plan should identify:

a) whether the supplier or third party is willing and able to provide access to the required documentation,
equipment, tools, software, courses and/or training, and the costs associated with this;

11
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any conditions associated with the provision of access to any confidential or proprietary information;
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whether the supplier or third party is willing and able to provide access to individuals with the correct expertise
to answer questions, and what are the costs associated with this, including travel costs;

the expertise that is required by the evaluator to conduct the evaluation based on the evaluation requirements,

any costs associated with obtaining this particular expertise;

pre-tests required to establish that a product is fit for full scale testing;

COSIS associated With providing the 1est environment (€.9. et hardware, SUpport equipment an
ialized personnel) for performing the evaluation;

onsibility for the evaluation and the required schedule;

limitation or deficiency in the evaluation method in providing assurance of quality),\'and whethg
htion or deficiency is covered elsewhere in the plan; e.g. the evaluation method\iS)unable to co)
haracteristics for a specific quality characteristic;

interdependencies between the various evaluation methods used; i.e., ordelrdependencies (infor

obtalined in one test may be useful in another), establishing an optimal sequence of evaluation methods;

the flesources required, the cost for the total evaluation, and the cost of e€ach evaluation method,;

b)
c)
d)
and
e) any
f) any
sped
g) resp
h) any
limit
subg
i) any
)
k) the
and
) the
cong
m) the f
1)
2)
3)
n) the
eval
o) eval
p) the
and
Note 1 |
carry out
Note 2 |

ie points between evaluation activities and acquisition activities\(See example of a combined eva
acquisition process in Figure C.1 in Annex C);

decision points in the evaluation process which detérmine when and why the evaluation sho
idered complete (i.e. acceptance or rejection criteria) @nd should be stopped,;

ollowing for each evaluation activity planned:

the procedures and techniques which should be followed;

the information inputs and outputs and documentation required;

any format and content requirements on any documentation produced,;

ationale, justification, and assumptions behind any unusual or exceptional decisions made in defin
Llation plan are documented;

jation tools;

brocedures for,'developing and validating metrics, and for standardizing the evaluation process, 1
measures.

SO/IEC<14598-6 defines a concept of an evaluation module that systematically collects all information neceg
hn eyaluation of a specific aspect of a quality characteristic applying a specific evaluation technique or method.

tools,

pr that
ver all

mation

uation

ild be

ng the

netrics

sary to

N thpdulmn the evaluation methods_it is |mnnr1‘;mf 1o rprnnnﬂp that a hlnh dr—’-nrpp af m'rprrinnnndpnm:

exists

between the various evaluation methods, i.e. information obtained by one method may influence the focus of another method.
As the nature of evaluation is iterative, issues may be revisited as information is gained. Therefore the evaluation plan will likely
be altered as the evaluation is conducted. For example, it may be common for more detailed levels of evaluation to be
considered either as unnecessary, or as an additional requirement, once the evaluation progresses.

Note 3 The evaluation of software products may be carried out in stages at different points in a development life cycle, or all at
once, at one point in the life cycle. Different individuals or groups may be responsible for performing different parts of the
evaluation. When the evaluation is done in stages, the steps of the evaluation activity are repeated in each stage until no further
work is required (See example of a staged evaluation process in Annex E).

12
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6.4

6.4.1

Step 4 - Execute the evaluation

Execute the evaluation methods

a) The evaluation should be performed, documented and analyzed to:

b)

6.4.2
The re

a) each deficiency, any relevant analysis, and how each deficiency was resolved. Resolution of deficien
include the fact that:

b)

1)

2)

ISO/IEC 14598-4:1999(E)

establish an appropriate degree of confidence that the software product is able to meet the evaluation

requirements;

identify any specific deficiencies with regard to the evaluation requirements and any additional evaluations

6

1

The records for the execution of the evaluation should identify:

Analyze the evaluation results

cords for analysis of the evaluation activities should identify:

needed to determine the scope of those defiCieEnCIES,
identify any special limitations or conditions placed on the use of the software product;
identify any weaknesses or omissions in the evaluation itself and any additional evaluation that is

identify any options for the use of the software product uncovered by the evaluation;

the execution of the evaluation according to the procedures specified inthe evaluation plan;

needed;

the stepwise execution of evaluation procedures (including data used, set-up process, and any state

information), the evaluation results (answers to all questions-and references to the source
answers), and the software product version numbers;

any limitations, constraints, deficiencies, or exclusionsiin an evaluation activity, including their i
the use, configuration, modification, or general maintenance of the software product over time;

the evaluators and their qualifications;

s of the

mpact on

any differences between the product versions assessed and the corresponding evaluation inputs; i.e.,

documentation or courses;

resolutions or “work-arounds” in the-event of a deficiency.

one of thesoether evaluation methods has provided assurance that the deficiency is not ms
extensive.operating history may make up for a deficient software engineering process;

a satisfactory “work-around” can be found to alleviate the impact of the deficiency; e.g., modificat
product, disable or remove unneeded functionality, regenerate missing design requirements usin
engineering;

cies may

jor; e.g.,

on to the
) reverse

3)

4)

5)

the original requirement is not mandatory and the deficiency can be accepted;

the deficiency is acceptable provided that the use of the software product will be controlled by specific

conditions or limitations;

additional evaluation work is required to resolve the deficiency or gaps in the evaluation;

any additional evaluations performed to resolve any identified deficiencies:

1)

2)

to determine the scope or impact of a deficiency;

to establish confidence that there is no deficiency;

13
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3)

4)

c) ina
1)

2)

to verify that a work-around is technically feasible and/or suitable and acceptable;

© ISO/IEC

to verify the correct and acceptable performance of the software once a design change or changes have

been made to correct deficiency;
case where it is necessary to limit or control the use of the software product, whether the limitation:
interferes with the software product meeting the mandatory requirements of the application;

impacts on the application's design, budget, and schedule;

3)
4)
d) any
1
2)

e) the

softy
6.4.3 I

The con

requires additional evaluation work;

introduces any possibility of failure in the application;

pxclusions from scope of evaluation and/or restrictions on the results for each evaluation;-such as:
"This evaluation does not include a detailed review of the functionality of the product:" or

"This software product is deemed to be qualified to the required integrity level provided a full evalug
the required functionality for the product is completed successfully.’

ntegrated results of all the evaluation activities to allow an overall conclusion for the evaluation
vare product to be made.

Draw conclusions

applicatign, taking into consideration the application integrity level and the actual evaluation requirements. If i

possible
then it ig
software

The cong

to use the software product "as is", due to deficieneies discovered or due to lack of evaluation inforn
necessary to make recommendations to perform further evaluation or to control or limit the use
product in its target application.

lusions may be formalized using a "statefment of requirements compliance” which would describe fg

of the specific requirements the feature(s), function(s), or service(s) of the software product used to me

requirem
Potential
integrity
product.

It is pos9

ent, and the evaluation method (s)"that provide adequate confidence that the requirement has bee]

checks and recovery technigues may compensate for deficiencies or potential failures of the sq

not to aftempt to comply with’the evaluation requirements, and in a recommendation to re-evaluate alte

approact

The dec
evaluatio

The deci
a custon

es. The ultimate.decision is to buy or not to buy.

sion to buyscan then result in a contract to purchase the software product with possible adg
n in the form of product acceptance testing.

ion(not to buy can result in possible alternatives which include modifying the software product, deve
seftware product, or changing the requirements.

tion of

of the

tlusions should state whether the software product is‘adequate and appropriate for use in the infended

is not
hation,
of the

r each
bt that
N met.

design strategies such as implementation of design diversity, redundancy in configuration, inferface

ftware

ible that the evaluation may result in a decision not to accept the software product for use, or a decision

native

itional

loping

7 Eva

luation during acquisition of custom software and modifications to existing

software

This clause focuses on the application of the evaluation process during acquisition of custom software or
modifications to existing software. Figure C.2 in Annex C shows an example of the combined acquisition and
evaluation process for custom software and modifications to existing software.

14
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Step 1 - Establish evaluation requirements

1999(E)

The process for establishing the evaluation requirements defined in 6.1 also applies in this case. The evaluation
requirements form the basis for acquisition requirements that can be sent out as part of a request for a proposal to
pre-selected suppliers. For modifications to existing software, evaluation needs to focus primarily on the changed
parts of the software product and their interfaces.

Preliminary evaluation should be performed to pre-select suppliers on the basis of their capability, quality program
and software engineering process prior to a request for proposal.

7.2

6.2 sp
modifi
develd
ISO/IH
develd

7.3

6.3 ap
consid

Selecting a supplier during tendering may require that the supplier upgrade the software enging

maintq
modifi

Requi
condu
requir
monitg

agreement between the supplier and the acquirer.

7.4

The re
throug
produ
make
the pr

Step 2 - Specity the evaluation

pcifies the evaluation for ‘off-the-shelf’ software which also applies to the evaluation for custem-soft
cations for existing software. However, additional measurement is required as part, of the
pment process to predict end product quality based on measuring the quality of intefmediate
C 14598-3 provides the requirements and guidance for measuring intermediate ‘ppoduct quali
pment.

Step 3 - Design the evaluation

erations.

nance process to that required to achieve the target integrity‘requirements prior to software develo
Cation.

ed evaluation activities then become part of the supplier performance process, i.e., during the p
cting supplier development, verification, joint review’ and audit, testing and validation activitie
bments are specified in the quality or development ‘plan that the supplier is required to follow. The
rs supplier performance to the plan and establishes the requirements for the plan in the cd

Step 4 - Execute the evaluation

h supplier performance and acguirer monitoring activities according to the quality plan. A successful
[t acceptance test is a necessary criterion before product delivery to the acquirer. The acquirer may
hdditional modifications to the software product to address deficiencies found during evaluation, bef
bduct.

vare and
supplier
broducts.
y during

plies to the acquisition of custom software and modifications to existing.software with the following additional

ering or
pment or

ocess of
5. These
acquirer
ntractual

guirements for execution of the evaluation in 6.4 also apply here, except that actual evaluation is cqrried out

software
decide to
bre using
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Annex A
(informative)

Definitions from other standards

For the purposes of this part of ISO/IEC 14598, definitions are from ISO/IEC 14598-1: 1997 unless otherwise
stated.

A.1 acquirer
an organjzation that acquires or procures a system, software product or software service from a supplier.

NOTE The acquirer could be one of the following: buyer, customer, owner, user, purchaser.
[ISO/IECI 12207: 1995]

A.2 acquisition
the procgss of obtaining a system, software product or software service. [ISO/IEC(12207: 1995]

A.3 attribute
a measufable physical or abstract property of an entity.

NOTE Attributes can be internal or external.

A.4 audit
conductgd by an authorized person for the purpose of providing an independent assessment of software prpducts
and procgsses in order to assess compliance with requirements. [ISO/IEC 12207: 1995]

A.5 basgline
a formally approved version of a configuration item{regardless of media, formally designated and fixed at a gpecific
time duriphg the configuration item'’s life cycle. [ISO/IEC 12207: 1995]

A.6 CASE tool
a softwdre product that can assist software engineers by providing automatic support for software life-cycle
activities|as defined in ISO/IEC 1220731995.

NOTE 1 A CASE tool may providesupport in only selected functional areas or in a wide variety of functional areas.
NOTE 2 CASE tools may bedsed in several modes:
e As stand alone toolSyin this case, only compatibility with environmental elements should be addressed;

e In snjall groupswhich communicate directly with one another; it may be supposed that integration is predefined, gerhaps
proprjetarily;

e In the presence of a larger framework of the SEE; in this case the ability of the tool to use the relevant serviceq of the
frameworkshoutdbe addressed:

[ISO/IEC 14102: 1995]

A.7 configuration item
an entity within a configuration that satisfies an end use function and that can be uniquely identified at a given
reference point. [ISO/IEC 12207: 1995]

A.8 contract

a binding agreement between two parties, especially enforceable by law, or a similar internal agreement wholly
within an organization, for the supply of software service or for the supply, development, production, operation, or
maintenance of a software product. [ISO/IEC 12207: 1995]
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A.9 developer
an organization that performs development activities (including requirements analysis, design, testing through
acceptance) during the software life cycle process. [ISO/IEC 12207: 1995]

A.10 direct measure
a measure of an attribute that does not depend upon a measure of any other attribute.

A.11 evaluation module
a package of evaluation technology for a specific software quality characteristic or subcharacteristic which includes:

e e\aluation methods and techniques;
e inputs to be evaluated;

e ddta to be measured and collected;
e adceptance criteria;

e sypporting procedures and tools.

[ISO/IEC 14598-6:new]

A.12 external measure
an indjrect measure of a product derived from measures of the behayviour of the system of which it is a part.

NOTE [L The system includes any associated hardware, software (either\custom software or off-the-shelf software) ang users.

NOTE R The number of faults found during testing is an external measure of the number of faults in the program bdcause the
numbey of faults are counted during the operation of a computer§ystem.

NOTE B External measures can be used to evaluate quality-attributes closer to the ultimate objectives of the design.

A.13 external quality
the extent to which a product satisfies statedand implied needs when used under specified conditions.

A.14 failure
the tefmination of the ability of an item-to perform a required function or its inability to perform within greviously
speciffed limits. [ISO/IEC 15026: 1997]

A.15 fault
an incprrect step, process‘erdata definition in a computer programme.

NOTE| This definition.is taken from IEEE 610.12-1990.

A.16 firmware
the combinatien.of a hardware device and computer instructions or computer data that reside as read-only|software
on the| hardware device. The software cannot be readily modified under program control. [ISO/IEC 12207:|1995]

A17 IIIp:icd Ilbcdb
needs that may not have been stated but are actual needs when the entity is used in particular conditions.

NOTE Implied needs are real needs which may not have been documented.

A.18 indicator
a measure that can be used to estimate or predict another measure.

NOTE 1 The predicted measure may be of the same or a different software quality characteristic.

NOTE 2 Indicators may be used both to estimate software quality attributes and to estimate attributes of the production process.
They are imprecise indirect measures of the attributes.
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A.19 indirect measure
a measure of an attribute that is derived from measures of one or more other attributes.

NOTE An external measure of an attribute of a computing system (such as the response time to user input) is an indirect
measure of attributes of the software as the measure will be influenced by attributes of the computing environment as well as
attributes of the software.

A.20 integrity level
a denotation of a range of values of a property of an item necessary to maintain system risks within acceptable
limits. For items that perform mitigating functions, the property is the reliability with which the item must perform
the mitigating Tunction. For items WNOSE failure can lead 10 a threat, the property 1S the nmit on the frequgncy of
that failufe. [ISO/IEC 15026: 1997]

A.21 int¢rmediate software product
a product of the software development process that is used as input to another stage of the software develgpment

process.
NOTE Ih some cases an intermediate product may also be an end product.

A.22 int¢rnal measure
a measufe of the product itself, either direct or indirect.

NOTE The number of lines of code, complexity measures, the number of faults found in a walk through and the Fog Inflex are
all interna) measures made on the product itself.

A.23 int¢rnal quality
the totalify of attributes of a product that determine its ability to satisfy stated and implied needs when used|under
specified conditions.

NOTE 1 The term “internal quality”, used in this standard to contrast with “external quality”, has essentially the same njeaning
as “quality” in ISO 8402: 1994.

NOTE 2 The term “attribute” is used with the same _ .meaning as the term “characteristic’ used in 4.1.1, as thp term
“charactefistic” is used in a more specific sense in ISO/IEE 9126.

A.24 mdasure (verb)
make a rmeasurement.

A.25 mgasure (noun)
the number or category assigned to an attribute of an entity by making a measurement.

A.26 mgasurement
the use gf a metric to assign’a value from a scale (which may be a number or category) to an attribute of that|entity.

NOTE WMeasurementcan be qualitative when using categories. For example, some important attributes of software prpducts,
e.g. the lgnguage of a,source program (ADA, C, COBOL, etc.) are qualitative categories.

the definpd measurement method and the measurement scale.

A.27 me};ic

NOTE 1 Metrics can be internal or external, and direct or indirect.
NOTE 2 Metrics include methods for categorising qualitative data.

A.28 “off-the-shelf” product
product that is already developed and available; usable either "as is" or with modification. [ISO/IEC 12207:1995]

A.29 operator
an organization that operates the system. [ISO/IEC 12207:1995]

A.30 quality
the totality of characteristics of an entity that bear on its ability to satisfy stated and implied needs.
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NOTE 1 In a contractual environment, or in a regulated environment, such as the nuclear safety field, needs are specified,
whereas in other environments, implied needs should be identified and defined (ISO 8402 :1994, note 1).

NOTE 2 In ISO/IEC 14598 the relevant entity is a software product.

[ISO 8

402 :1994]

A.31 quality evaluation
systematic examination of the extent to which an entity is capable of fulfilling specified requirements.

specifig

or the

[ISO g

d by the development organisation, as when a product is developed for unspecified users, such as consumer
equirements may be more general, as when a user evaluates products for comparison and selection purposes.

402: 1994]

A.32 quality in use
The cppability of the software product to enable specified users to achieve specified \goals with effed
produgtivity, safety and satisfaction in specified contexts of use.

NOTE [L Quality in use is the user's view of the quality of an environment containing software, and is measured from
of using the software in the environment, rather than properties of the software itself.

NOTE R The definition of quality in use in 14598 does not currently include the new.characteristic of “safety”.the exter
a prodyct used by specified users meets their needs to achieve specified goals with effectiveness, productivity and g

in sped

ified contexts of use.

NOTE B Usability is defined in ISO 9241-11 in a similar way to the definition of quality in use in ISO/IEC 9126-1. Qua

may b

influenced by any of the quality characteristics, and is thus breader than usability, which is defined in ISO/IEC

terms ¢f understandability, learnability, operability, attractiveness and compliance.

[ISO/IEC 9126-1.1)]

A.33 quality model

the s

t of characteristics and the relationships”’between them which provide the basis for specifyin

requirgments and evaluating quality.

A.34
the ad
assoc

A.35
a scal

NOTE
NOTE

A.36

ating
tion of mapping the measured-value to the appropriate rating level. Used to determine the ra
ated with the software for.a.specific quality characteristic.

ating level
b point on an ordinal scale which is used to categorise a measurement scale.

1 The rating level'€nables software to be classified (rated) in accordance with the stated or implied needs.
P Appropriate’rating levels may be associated with the different views of quality i.e. Users', Managers' or ‘Devel

equest for proposal [tender]

ontract, or

software,

tiveness,

he results

t to which
atisfaction

lity in use
9126-1 in

g quality

ing level

bpers'.

a docqlment used by the acquirer as the means to announce its intention to potential bidders to acquire a

specified

system, software product or software service. [ISO/IEC 12207: 1995]

A.37 scale
a set of values with defined properties.

NOTE Examples of scales are: a nominal scale which corresponds to a set of categories; an ordinal scale which corresponds
to an ordered set of scale points; an interval scale which corresponds to an ordered scale with equidistant scale points; and a
ratio scale which not only has equidistant scale point but also possess an absolute zero. Metrics using nominal or ordinal scales
produce qualitative data, and metrics using interval and ratio scales produce quantitative data.

1) To be published. Until this part is published ISO/IEC 9126 :1991 should be used.
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A.38 software
all or part of the programs, procedures, rules, and associated documentation of an information processing system.

NOTE Software is an intellectual creation that is independent of the medium on which it is recorded.

[ISO/EC

2382-1:1993]

A.39 software product
the set of computer programs, procedures, and possibly associated documentation and data.

© ISO/IEC

NOTE H

[ISO/NEC]

roducts Include intermediate products, and products intended Tor users such as developers and maintainers,

12207: 1995]

A.40 supplier

an organ
service U

NOTE 1 7
NOTE 2 7
[ISO/NEC]

A.41 syq

ization that enters into a contract with the acquirer for the supply of a system, software-product or sa
nder the terms of the contract.

he term "supplier" is synonymous with contractor, producer, seller, or vendor.
he acquirer may designate a part of its organization as supplier.
12207: 1995]

tem

an integated composite that consists of one or more of the procesSes; hardware, software, facilities and g

that provj

A.42 usxr

an indivi
NOTE

A.43 val
confirma
intended

NOTE 1 |
needs.

NOTE 2
stages.

NOTE 3

NOTE 4 |

[ISO 840

des a capability to satisfy a stated need or objective. [[ISOHEC 12207: 1995]

ual that uses the software product to perform a specific function.
sers may include operators, recipients of the results of the software, or developers or maintainers of software.

dation
ion by examination and provision .of-objective evidence that the particular requirements for a s
use are fulfilled.

h design and development, validation concerns the process of examining a product to determine conformity wi

alidation is normally performed on the final product under defined operating conditions. It may be necessary in

\Validated" is used.to designate the corresponding status.

Jultiple validations may be carried out if there are different intended uses.

D:1994]

A.44 ver

ftware

eople,

pecific

th user

earlier

fisatinn

TToTtroTT

confirmation by examination and provision of objective evidence that specified requirements have been fulfilled.

NOTE 1 In design and development, verification concerns the process of examining the result of a given activity to determine
conformity with the stated requirement for that activity.

NOTE 2 "Verified" is used to designate the corresponding status.

[ISO 840
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Annex B
(informative)

Tables

ISO/IEC 14598-4:1999(E)

prepare software
Fequirements specification

low

maybe informally

process

prepare acquisition no
requirements

preselect suppliers and maybe
prepare request for tender

pssess supplier capability no
pvaluate supplier software no

pvaluate executable

product

pvaluate product operating
history with supplier

r@ informally
@,

pvaluate product operating Q
history with customers

-

N “maybe informally

V.l
prepare contract Y no
perform formal pr no
pcceptance testy
-~y A
perform ai itional evaluation no

NOTE

spread

softwal

¥

%\)

yes

maybe

yes

yes

yes

yes

yes

yes

yes

yes

il mple of low integrity software is “shrink-wrapped” word processing or spread sheet software. Howeve, if the
t software is used to calculate critical safety parameters for a chemical processing plant, the integrity level|of the

€ necessarlly increases unless It IS reduced by mitigating factors, 1.e., alternate means of calculation.

NOTE 2 An example of medium integrity software is graphical users interface (GUI) software used in a plant process
monitoring system with no control capability.

NOTE 3 An example of high integrity software is Unix operating system software used in an air traffic control system.
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Annex C
(informative)

Figures

Preselect products and suppliers based on
product user feedback, review of product documentation
training courses, literature surveys, and product trial.

'

Prepare software and acquisition requirements

and issue request for proposal/tendering

Evaluate suppliers based on quality system,
software engineering process, software
maintenance process, and capability

'

Evaluate software products based on
external evaluation-results, product
documentation; product operating

experience, product prototyping, other
product'evaluation methods.

v

Select product and supplier and issue
contract

Perform acceptance testing and
accept/reject the product

!

Perform any additional evaluation

Integrate product into larger system or
use standalone

Figure C.1 — Example evaluation/acquisition process for “off-the-shelf’ products
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Issue request for information

v

Preselect supplier based on other customer feedback,
guality system, software engineering/maintenance

process and capability.

v

Prepare software and acquisition requirements

© ISO/IEC

AMTd{SSUE TEqUESt for PropuSalfteTTderig

v

Evaluate suppliers based on formal evaluation of
quality system, software engineering process, and

capability.

v

Select supplier

v

Specify requirements on supplier quality plan for
software engineering development process, verification and

validation process, joint review and audit process, and
deliverables.

v

Issue contract along with any software\product to be modified (if required)

v

Manage and monitor supplier perfermance to supplier quality plan

v

Perform acceptance testing and accept/reject delivery of
custom/modified software product

!

Perform any additional evaluation

Integrate product into larger system
or use standalone

Figure C.2 — Example evaluation/acquisition process for custom software or modifications to existing
software
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Annex D
(informative)

Evaluation methods

ISO/IEC 14598-4:

1999(E)

D.1
docu

Produ
usabil
acces

documents or purchasing a documentation set. Although reviewing the software product.documentation m

as effi
the pel

D.2

Produ
softwg
or dev
to focd
short

mentation)

Ct documentation may provide all the information necessary to make an evaluation of the<functior
ty requirements as well as other issues such as portability and maintainability. It may(be possibl
5 to pertinent software product documentation without actually purchasing it,  éither by borro

rtinent expertise.

Evaluation based on supplier courses and training

Ct courses are offered for many software products, either through-the supplier, or a third party. In th
re products where no courses exist, it may be possible to arrange for special training from experieng
elopers of the software product. The advantage that produet courses or training offer is allowing the
s on specific areas and gain specific information on the’functionality and usability of the software prg
period of time. It may be possible to gain the sameg’information through review of the softwarg

Review of wuser and technical product documentation (including on-life

ality and
b to gain
ving the
Ay not be

Ccient as taking a course or training, it may prove to be the most economical, @specially if the evalliator has

b case of
ed users
bvaluator
ductin a

product

docunjentation but that may prove more time consuming:>The additional cost of a course or training ne¢ds to be

weigh

D.3

The s
exami
descri
testing
baseli
softwg

An ac
to spe

a)

=

g

b)

=

9

bd against efficiency in gaining information and the generality of the course material.

Assessment of software engineering process

ning the interim products of the process; i.e. product quality plan, requirements specifications, arg
btions, detailed design descriptions, code listings, verification and validation records, code inspe
records, etc. To achieye)this, it is necessary to define what constitutes an acceptable docur
ne for software engineering processes which will provide adequate assurance in the quality of the
re product.

Ceptable baseline)can be defined by tailoring ISO/IEC 12207 requirements to the target integrity leve
cify the required development and related support activities. This consists of determining:

quired<processes;

quired process output documentation (Note that ISO/IEC 14598-5 also lists in an informative

Dftware engineering process assessment is a means of determining the quality of the software pfoduct by

hitecture
ction and
nentation
resulting

| in order

annex a

p

P ol €3 ot KL o £ ] 41 +l £4, H H AW
UUULL UULCUITITTIU ST UIat Lalt T UoTU TUT TvVaruatiniy uic outtvwarc Triyniccriliyg pruottos),

c) the requirements on process and process output documentation.

This assessment may be coupled with a supplier process capability level determination as defined in ISO/IEC
15504-8. For example, the software process documentation baseline defined in Table D.1 may be required for
products of medium to high integrity requirements:
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