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Device validation

FOREWORD

ISO (International Organization for Standardization) and IEC (International Electrotechnical\€ommission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in
the development of International Standards. Their preparation is entrusted to technical gommittees; any ISO and
IEC member body interested in the subject dealt with may participate in this pfeparatory work. International
governmental and non-governmental organizations liaising with ISO and IEC also _participate in this preparation.

In the field of information technology, ISO and IEC have established a joint\téchnical committee, ISO/IEC JTC 1.
Draft International Standards adopted by the joint technical committee areicirculated to national bodies for voting.
Publication as an International Standard requires approval by at least 75(% of the national bodies casting a vote.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects sincé each technical committee has representation
from all interested IEC and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accepted
by IEC and ISO member bodies in that sense. While all reasonable efforts are made to ensure that the
technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held responsible for
the way in which they are used or for any misintefpretation by any end user.

In order to promote international uniformity, [IEC and ISO member bodies undertake to apply IEC, ISO and
ISO/IEC publications transparently to the*maximum extent possible in their national and regional publications.
Any divergence between any ISO/IEC!-publication and the corresponding national or regional publication
should be clearly indicated in the latter.

ISO and IEC provide no marking procedure to indicate their approval and cannot be rendered responsible for
any equipment declared to be'in conformity with an ISO/IEC publication.

All users should ensure(that'they have the latest edition of this publication.

No liability shall attach/to IEC or ISO or its directors, employees, servants or agents including individual experts
and members of\their technical committees and IEC or ISO member bodies for any personal injury, property
damage or other'damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
and expensegs arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC,
ISO or ISOUEC publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

10).. Attention is drawn to the possibility that some of the elements of this International Standard may be the subject of|

|__—patent rights, 1ISO and IEC shall not be held responsible for identifying any or all such patentrights, |

International Standard ISO/IEC 14543-5-4 was prepared by subcommittee 25: Interconnection
of information technology equipment, of ISO/IEC joint technical committee 1: Information
technology.

This International Standard has to be read in conjunction with ISO/IEC 14543-5-1.

The list of all currently available parts of the ISO/IEC 14543 series, under the general title
Information technology — Home electronic system (HES) architecture, can be found on the
IEC web site.
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This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

ISO/IEC 14543-5, Information technology — Home electronic system (HES) architecture —
Part 5: Intelligent grouping and resource sharing (IGRS) consists of the following parts:

» Part 5-1: Core protocol

Specifies the TCP/IP protocol stack as the basis and the HTTP protocol as the
message-exchanging framework among devices.

> Part 5-2#: Application profiles

> Part 5-3: Basic application (under consideration)

> Part 5-4: Deviice validation

[ ]
> Part5:5: Device types (under consideration)
[}

».~Part 5-6: Service types (under consideration)

Specifies a series of device and service interaction/invocation standards, including
device and service discovery protocol, device and service description, sérvice
invocation, security mechanisms, etc.

Specifies core protocols for a type of home network that supports streaminginjedia and
other high-speed data transport within a home.

Based on the IGRS Core Protocol.

Defines a device and service interaction mechanism, as well as application interfaces
used in IGRS Basic Applications.

Multiple application profiles have been developed, including:

— Part 5-21: AV profile (under consideration)

— Part 5-22: File profile (under consideration)

Additional application profiles are planned (partitnumbers to be assigned)
— Part 5-2w: DVD profile

— Part 5-2x: QoS profile

— Part 5-2y: DMCP profile

— Part 5-2z: Universal control profile

Includes an IGRS basic application list.
Defines a basic application framework.

Specifies addresses; operation details (device grouping, service description template,
etc.), function definitions, and service invocation interfaces.

Definés-a standard method to confirm that a decive is IGRS-compliant.

Defines IGRS Device types used in IGRS applications.

Defines basic service types used in IGRS applications.
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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 5-4: Intelligent grouping and resource sharing for HES
Class 2 and Class 3 —
Device validation

1 Scope

This part of ISO/IEC 14543 specifies device validation methods for information,devices that
implement ISO/IEC 14543-5-1. It defines an architecture framework for a deviee validation
system used by test devices and devices under test. Also, it describes and specifies the
device interaction process, message exchange requirements and conformance rules.

This part of ISO/IEC 14543 is applicable to resource sharing and servicé collaboration among
computers, consumer electronics, and communication devices in_a Local Area Network (LAN)
or Personal Area Network (PAN) environment, especially in a wirgless dynamic network.

2 Normative reference

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies."For undated references, the latest edition
of the referenced document, including any amendments, applies.

ISO/IEC 14543-5-1, Information technology’— Home electronic system (HES) architecture —|
Part 5-1: Intelligent grouping and resource sharing for HES Class 2 and Class 3 — Core
protocol

3 Terms, definitions, abbreviations and conventions

3.1 Terms and definitions

For the purposes of(this document the following terms and definitions apply. These terms are
commonly used in Gther industry publications.

3.2
centralised device group
set of IGRS devices with one IGRS device acting as the master

NOTE 1 The master is responsible for managing the setup, for dismissing a device group, and for processing a
joint request from other devices.

NOTE 2 The master device and other IGRS devices in such a device group form a centralised or master-slave
relationship.

3.3
client identifier
unique identifier associated with a client on an IGRS device to which this client belongs

3.4

device group

multiple IGRS devices that are organised into a logical group through the device group
management mechanism specified in ISO/IEC 14543-5-1
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NOTE Each IGRS device in a device group follows common interaction rules. Two types of device groups are
defined: peer-to-peer device group and centralised (master-slave) device group.

3.5
device identifier
globally unique device identifier associated with one IGRS device

3.6
device pipe
channel Used 1o transier device Interaction messages

NOTE This channel is set up through the pipe setup mechanism specified in ISO/IEC 14543-5-1.

3.7
IGRS client
application that draws upon the services of one or more connected IGRS devices

NOTE Multiple client instances can exist on a network at the same time.

3.8
IGRS device
information device that conforms to ISO/IEC 14543-5-1

3.9
IGRS protocol
communications protocol that conforms to ISO/IEC 14543-5-1

3.10

IGRS service

sharable resource encapsulated in an IGRS device by implementing application interfaces
and providing services for other IGRS devices

NOTE An IGRS service has an invocationlinterface that meets the requirements of ISO/IEC 14543-5-1. These
invocation interfaces are described and.announced on the network through the IGRS service description
Ispecification.

3.11
IGRS user
owner of an IGRS device’and client

3.12

peer-to-peer device group

set of IGRS\devices where each IGRS device in the set has a peer-to-peer relationship with
each other

3.13
ervice identifier

Sdevite

NOTE The same type of service may be provided by multiple IGRS devices within the same network. Each
instance of a service has a unique service identifier on the IGRS device providing that service.

3.14
service type
category of IGRS service defined according to the set of resources encapsulated

NOTE The service type enables service applications in the same category to have common invocation interfaces.
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3.15

test device

physical entity that can send, receive and validate network messages that conform to
ISO/IEC 14543-5-1

3.16
user identifier
identifier of an IGRS user

3.17 Abbreviations

HTTP Hypertext Transport Protocol

IGRS Intelligent Grouping and Resource Sharing
IP Internet Protocol

LAN Local Area Network

PAN Personal Area Network

TCP Transmission Control Protocol

UbDP User Datagram Protocol

3.18 Conventions

Lower case is used for words having the normal English~meaning. Certain words and terms|
used in this standard have a specific meaning beyond the normal English meaning and are
written in upper case. These words and terms are defined either in this clause or in the text
where they first appear.

4 Conformance: IGRS device validation

4.1 Purpose

The IGRS core protocol (ISO/IEC 14543-5-1) shall be supported and implemented by all
IGRS-compliant devices. Although different manufacturers may have different
implementations, all implementations shall conform to the requirements defined in
ISO/IEC 14543-5-1 in order-fo guarantee that all networked devices using the IGRS protocol
can communicate properly with one another. Therefore, in order to ensure successful
interoperability among- devices manufactured by different vendors, IGRS protocol
conformance tests, specified in this International Standard shall be met.

IGRS device ¥ajidation is a type of black-box test that defines a series of conformance test
suites to _amalyse and determine whether required and optional interaction messages
supported\\by IGRS devices, as well as response messages returned, have passed
conformarnce rules.

4.2, ° Conformance requirements

To be considered compliant with ISO/IEC 14543-5-1, each device shall meet the criteria
defined by the IGRS device validation conformance test suite described in Clause 6.

In addition, to be considered in compliance with this International Standard, the test methods
used shall meet all the mandatory requirements defined in the IGRS device grouping
conformance test suites specified in 6.1 to 6.7, and the IGRS resource sharing conformance
test suites specified in 6.8 to 6.13.

4.3 Test setup and method

In Figure 1, a device under test and one or more test devices are located in the same LAN IP
broadcast domain.
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Device under

test

IP Network

Test device Test device

Figure 1 — IGRS conformance test setup

For each test case, the test devices shall send appropriate IGRS messages to the device
under test, receive response messages and determine the correctness of the response
messages.

IGRS device validation shall not consider the following test scenarios: lost message sent by
test devices and the device under test due to network link |ayer transport issues, multicast
message across subnets and conformance testing of IGRS«devices over non-IP network.

4.4 Device validation requirements

The test cases that comprise a test suite test the-various implementation requirements of the
IGRS core protocol feature specifications (see Clauses 5, 6, 7, 8, 9 and 10 off
ISO/IEC 14543-5-1). The test suite is divided into two categories: mandatory and optional.
Every IGRS device shall pass all mandatory reference test cases. If an IGRS device
implements one or more optional features defined in ISO/IEC 14543-5-1, that device shall
also pass relevant reference test cases-of the test suite.

5 IGRS test suite overview

5.1 Test suite structure

As shown in Figure 2;\the IGRS conformance test suite structure is divided into two categories|
device grouping .and resource sharing. The device grouping test suite is further divided
according to theprimary functions of the IGRS core protocol (see Clauses 9 and 10 of
ISO/IEC 14543-5-1). The resource sharing test suite specifies each primary function of IGRS
core protoeolin detailed sub-function test suites.
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IGRS Device Grouping  — Device Advertisement Conformance Test Suite
Conforma_nce Conformqnce Device Pipe Conformance Test Suite
Test Suite Test Suite

Device Description Document Retrieval Conformance Test Suite

Device Group Setup Conformance Test Suite

Device Search Conformance Test Suite

Device Online/Offline Event Subscription Conformance Test Suite

Device Grmlp Search Conformance Test Suite

Resource Sharing
Conformance Test
Suite

Service Advertisement Conformance Test Suite

Service Search Conformance Test Suite

Service Online/Offline Event Subscription Conformance Test Suite

Service Description Document Retrieval Conformance Test Suite

Session Conformance Test Suite

Service Invocation Conformance Test Suite

Figure 2 — IGRS conformance test suite structure

5.2 Test suite description
5.2.1 IGRS device grouping test suite

This test suite focuses on the device grouping capabilities of IGRS devices. It is divided into
seven sub-function test suites, each of which is specified in the subclause listed below.

a) Device advertisement conformance test<suite (see 6.1).

b) Device pipe conformance test suitec(see 6.2).

c) Device description document retrieval conformance test suite (see 6.3).

d) Device group setup conformance test suite (see 6.4).

e) Device search conformance test suite (see 6.5).

f) Device online/offline.gvent subscription conformance test suite (see 6.6).

g) Device group searchconformance test suite (see 6.7).

5.2.2 IGRS resource sharing test suite

This test suite-focuses on resource sharing capabilities of IGRS services. It is divided into six
sub-function-test suites, each of which is specified in the subclause listed below:

a) Service advertisement conformance test suite (see 6.8).
b)-.Service search conformance test suite (see 6.9).

C) Service online/offline event subscription conformance test suite (see 6.70).
d) Service description document retrieval conformance test suite (see 6.11).
e) Session conformance test suite (see 6.12).

f) Service invocation conformance test suite (see 6.13).

5.2.3 Test suite description rules
The description of each IGRS sub-function test suite is divided into two parts:

a) reference messages related to the test suite;


https://standardsiso.com/api/?name=29ba00fd59327da0d64c10a485917681

12— 14543-5-4 © ISO/IEC:2010(E)

b) test case suite; includes pre-conditions and test cases. The pre-condition lists prerequisite
test conditions used by each test case of that test suite. The test case consists of the test
purpose, reference, test procedure, conformance category and the pass criteria, called the
pass verdict condition.

6 IGRS conformance test suite

6.1 Device advertisement conformance test suite

6.1.1 Reference messages

Device Online Advertisement refers to Table 7 of ISO/IEC 14543-5-1.
Device Offline Advertisement refers to Table 8 of ISO/IEC 14543-5-1.

6.1.2 Test case suite
6.1.2.1 Pre-condition
Pre-condition 1, applicable to test case 1:

— the test device and the device under test are located in ‘the same LAN IP broadcast
domain;

— the test device is listening to multicast port 239.255.255:250:3880.
Pre-condition 2, applicable to test case 2 through 5:

— the test device and the device under test are located in the same LAN IP broadcast
domain;

— the test device is listening to multicast port 239.255.255.250:3880;

- the IGRS protocol on the device under‘test is initiated and running normally.

6.1.2.2 Test case 1

— Test purpose
The test purpose is toensure that the device under test can automatically send a correct
Device Online _Adyertisement message to the multicast address port
239.255.255.250:3880 when the IGRS protocol is initiated.

— Reference
Device Online Advertisement; see 9.1.1 of ISO/IEC 14543-5-1.

— Conformance category

Mandatory

L —“Test pmr‘pdnrp

The device under test initiates the IGRS protocol.
— Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device can listen for a Device Online Advertisement message sent from the
device under test on multicast address port.

b) The Device Online Advertisement message received by the test device shall conform
to the definitions of the HTTP command and the required fields shown in Table 7 of
ISO/IEC 14543-5-1.
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6.1

2.3 Test case 2

Test purpose

The test purpose is to ensure that the device under test can resend a Device Online
Advertisement message to the multicast address 239.255.255.250:3880 before the
maximum advertising valid time defined in the cache-control: max-age field is reached.

Reference

6.1

.2.4 Test case 3

DCVibC OII“IIC AU‘VCI‘libEIIIUIIt, °>CC 9
Conformance category

Mandatory

Test procedure

The test device receives the Device Online Advertisement message sent by the device
under test at the multicast address and retrieves cache-control: max-age field value to be
n (maximum advertising valid time in seconds); at the same time, the-test device listens to
multicast address 239.255.255.250:3880 for n s.

Pass verdict condition
The following conditions are required so that the device’passes this test.

a) The test device can receive another Device Onliné Advertisement message less than
n s after receiving the first Device Online Advertisement message from the device
under test.

b) The Device Online Advertisement message received by the test device shall conform
to the definitions of the HTTP command and the required fields shown in Table 7 of]
ISO/IEC 14543-5-1.

Test purpose

The test purpose is to ensure that, when there is configuration data change on the device
under test, a new Device Online Advertisement will be sent to multicast address
239.255.255.250:3880.) If 01-Configld field value is at maximum value (see Table 7 of
ISO/IEC 14543-5-1), sthen 01-Configld will be reset to 1; otherwise 01-Configld will be
incremented by 1.

Reference
Device.Online Advertisement; see 9.1.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

a) The test device receives a Device Online Advertisement sent from the device under
test at multicast address 239.255.255.250:3880. The value in 01-Configld field is c1.

b) A new service is added or a service is terminated on the device under test.

c) The test device receives another Device Online Advertisement sent from the device
under test at multicast address 239.255.255.250:3880. The value in 01-Configld field is
c2.

Pass verdict condition

The following conditions are required so that the device passes this test.
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a) In step 3 of the test procedure, the Device Online Advertisement message received by
the test device shall conform to the definitions in Table 7 of ISO/IEC 14543-5-1.

b) If c1is not the maximum value, then c2 = c1+1; otherwise c2 = 1.

.2.5 Test case 4

Test purpose

The test purpose is to ensure that, when the device under test resets, a Device Online
Advertisement is sent to multicast address 239.255,255.250:3880. If 01-Bootld field value

6.1

is at maximum value (see Table 7 of ISO/IEC 14543-5-1), then 01-Bootld will be reset ta™
otherwise 01-Bootld will be incremented by 1.

Reference

Device Online Advertisement; see 9.1.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

a) The test device receives a Device Online Advertisement sent from the device under
test at multicast address 239.255.255.250:3880. The value in 01-Bootld field is b1.

b) The device under test is rebooted.

c) The test device receives another Device Online Advertisement sent from the device
under test at multicast address 239.255.255.250:3880. The value in 01-Bootld field is
b2.

Pass verdict condition
The following conditions are required s@’that the device passes this test:

a) In step 3 of the test procedurey the Device Online Advertisement message received by
the test device shall conform\to the definitions in Table 7 of ISO/IEC 14543-5-1.

b) If b1 is not the maximumvalue, then b2 = b1+1; otherwise b2 = 1.

.2.6 Test case 5

Test purpose

The test purpose’is to ensure that the device under test can send the Device Offline
Advertisement.message to multicast address 239.255.255.250:3880 under normal offline
operation.

Referenece
Device Offline Advertisement; see 9.1.2 of ISO/IEC 14543-5-1.

Conformance category

Mandatory

Test procedure

The online device under test goes offline normally.

Pass verdict condition

The following conditions are required so that the device passes this test:

a) The test device can receive a Device Offline Advertisement message from the device
under test at multicast address 239.255.255.250:3880.
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b) The Device Offline Advertisement message received by the test device shall conform
to the definitions of the HTTP command and the required fields shown in Table 8 of
ISO/IEC 14543-5-1.

6.2 Device pipe conformance test suite
6.2.1 Reference messages

Pipe Setup Request based on Symmetric-key Cryptosystem refers to Table 9 of
ISO/IEC 14543-5-1

Pipe Setup Response based on Symmetric-key Cryptosystem refers to Table 10, “off
ISO/IEC 14543-5-1.

Authentication Request based on Identity Authentication and Message Authentication
Mechanism of Symmetric-key Cryptosystem refers to Table 17 of ISO/IEC 14543-5-1.

Authentication Response based on Identity Authentication and Message Authentication
Mechanism of Symmetric-key Cryptosystem refers to Table 18 of ISO/JIEC/14543-5-1.

Authentication Result Request based on Identity Authenticationcand Message Authentication
Mechanism of Symmetric-key Cryptosystem refers to Table 19«fNSO/IEC 14543-5-1.

Authentication Result Response based on Identity Authentication and Message Authentication
Mechanism of Symmetric-key Cryptosystem refers to Table 20 of ISO/IEC 14543-5-1.

Pipe Setup Request based on Symmetricckey Authentication, Encrypted Message
[Transmission and Authentication Mechanism refers to Table 11 of ISO/IEC 14543-5-1.

Pipe Setup Response based on Symimnetric-key Authentication, Encrypted Message
[Transmission and Authentication Mechanism refers to Table 12 of ISO/IEC 14543-5-1.

Authentication Request based.(Con Identity Authentication and Encrypted Message
[Transmission and Authenticatian;Mechanism of Symmetric-key Cryptosystem refers to Table
21 of ISO/IEC 14543-5-1.

Authentication Response” based on Identity Authentication and Encrypted Message
Transmission and Authéntication Mechanism of Symmetric-key Cryptosystem refers to Table
22 of ISO/IEC 14543=5-1.

Authentication\ Result Request based on ldentity Authentication and Encrypted Message
Transmissieh and Authentication Mechanism of Symmetric-key Cryptosystem refers to Table
23 of ISO/NEC 14543-5-1.

Authentication Result Response based on ldentity Authentication and Encrypted Message
[Transmission and Authentication Mechanism of Symmetric-key Cryptosystem refers to Table
24 of ISO/IEC 14543-5-1.

Pipe Setup Request based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem refers to Table 13 of
ISO/IEC 14543-5-1.

Pipe Setup Response based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem refers to Table 14 of
ISO/IEC 14543-5-1.
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Authentication Request based on Authentication and Encrypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem refers to Table 25 of
ISO/IEC 14543-5-1.

Authentication Response based on Authentication and Encrypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem refers to Table 26 of
ISO/IEC 14543-5-1.

uthentication Result Request based on Authentication and Encrypted Message Transmission
and Authentication Mechanism of Public-key Cryptosystem refers to Table 27 (of]
ISO/IEC 14543-5-1.

Authentication Result Response based on Authentication and Encrypted, Message
[Transmission and Authentication Mechanism of Public-key Cryptosystem refers to T.able 28 of]
ISO/IEC 14543-5-1.

Pipe Setup Request based on Trusted Third Party Authentication, Encrypted Message
[Transmission and Authentication Mechanism refers to Table 15 of ISOUEC 14543-5-1.

Pipe Setup Response based on Trusted Third Party Authentication, Encrypted Message
[Transmission and Authentication Mechanism refers to Table 16 of 4SO/IEC 14543-5-1.

Authentication Request based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Trusted Third Party refers/tovTable 29 of ISO/IEC 14543-5-1.

Authentication Response based on Authentication,”Encrypted Message Transmission and
Authentication Mechanism of Trusted Third Party.'refers to Table 30 of ISO/IEC 14543-5-1.

Authentication Result Request based on Authentication, Encrypted Message Transmission
and Authentication Mechanism of Trusted\Third Party refers to Table 31 of ISO/IEC 14543-5-1

Authentication Result Response based on Authentication, Encrypted Message Transmission
and Authentication Mechanism of \Frusted Third Party refers to Table 32 of ISO/IEC 14543-5-1

Secure Device Pipe Setup‘€onfirmation Request refers to Table 33 of ISO/IEC 14543-5-1.
Secure Device Pipe Settup Confirmation Response refers to Table 34 of ISO/IEC 14543-5-1.
Secure Device Pipe Teardown Notification Message refers to Table 35 of ISO/IEC 14543-5-1.
Device Online Detection Request Message refers to Table 37 of ISO/IEC 14543-5-1.

DeviGe-Online Detection Response Message refers to Table 38 of ISO/IEC 14543-5-1.

6.2.2.1 Pre-condition

Pre-condition 1, applicable to test case 1:

— the test device and the device under test are located in the same LAN IP broadcast
domain;

— the IGRS protocol on the device under test is initiated and running normally;

— the test device is listening to multicast port 239.255.255.250:3880 to receive Device
Online Advertisement sent by the device under test. 01-ListenerList field is retrieved;
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the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The O01-ListenerList field contains IP address to set up an
unsecure device pipe;

both test device and the device under test use IGRS: DeviceSecurity:NULL security
mechanism.

Pre-condition 2, applicable to test case 2:

the test device and the device under test are located in the same LAN I|P broadcast

Pre-condition 3, applicable to test case 3:

6.2.2.2 Test case 1

domaim,
the IGRS protocol on the device under test is initiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880 to receive a-Device
Online Advertisement sent by the device under test. 01-ListenerList field is retrieved;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The O01-ListenerList field contains IP address, .6 set up an
unsecure device pipe;

both the test device and the device under test use IGRS: DeviceSecurity:NULL security
mechanism;

the device under test is equipped with a control interface that can be used to initiate an
unsecure device pipe setup with other devices.

the test device and the device under test are locatéd in the same LAN |P broadcast
domain;

the IGRS protocol on the device under test is jnitiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880 to receive Device
Online Advertisement sent by the device-ihder test. 01-ListenerList field is retrieved;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-ListenerList field contains IP address to set up unsecure
device pipe;

both test device and the device under test use IGRS: DeviceSecurity:NULL security
mechanism;

the device under test.is' equipped with a control interface that can be used to initiate
unsecure device pipe teardown.

Test purposé

The test\purpose is to ensure that the device under test allows other devices to set up an
unsecure device pipe (TCP connection) with itself, using O1-ListenerList field address
retrieved from Device Online Advertisement.

Reference

Unsecure Device Pipe Setup; see 9.2.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

The test device uses O01-ListenerList field address retrieved from Device Online
Advertisement sent by the device under test to set up TCP connection.
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Pass verdict condition

The test device and the device under test set up TCP connection successfully.

6.2.2.3 Test case 2

Test purpose

The test purpose is to ensure that the device under test can set up unsecure device pipe
(TCP _connection) using 01-ListenerList field address retrieved from Device Online

Advertisement sent by other devices.

Reference

Unsecure Device Pipe Setup; see 9.2.1 of ISO/IEC 14543-5-1.
Conformance category

Optional

Test procedure

The test device listens to 01-ListenerList field address given:by its own Device Online
Advertisement. The device under test initiates an unsecure device pipe setup with the test
device.

Pass verdict condition

The following conditions are required so that the device passes this test.

The test device and the device under test set'up TCP connection successfully.

6.2.2.4 Test case 3

Test purpose

The test purpose is to ensure-that the device under test can tear down an unsecure device
pipe normally with other devices.

Reference

Unsecure Device Pipe Teardown; see 9.2.2 of ISO/IEC 14543-5-1.
Conformance ‘category

Optional

Test{pnrocedure

a)»The test device uses O1-ListenerList field address retrieved from Device Online
Advertisement sent by the device under test to set up TCP connection.
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Pass verdict condition
The following conditions are required so that the device passes this test.

a) In step 1 of the test procedure, the test device and the device under test set up TCP
connection successfully.

b) In step 2 of the test procedure, the device under test tears down the TCP connection
with the test device successfully.


https://standardsiso.com/api/?name=29ba00fd59327da0d64c10a485917681

14543-5-4 © ISO/IEC:2010(E) -19 -

6.2.3 Secure device pipe setup based on symmetric-key authentication and message

authentication mechanism conformance test suite

6.2.3.1 Pre-condition

Pre-condition 1, applicable to test case 1:

the test device and the device under test are located in the same LAN I|P broadcast
domain;

4l [P Vel 4 1 4l ! : ! 4 ML TS ! ! : 1
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the test device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test. 01-SecureListenerList field is
retrieved;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecureListenerList field contains IP address to set up
secure device pipe;

both the test device and the device under test use device security mechanism based on
symmetric-key authentication and message authentication mechanism.

Pre-condition 2, applicable to test case 2 through test case 4:

the test device and the device under test are located in the same LAN |P broadcast
domain;

the IGRS protocol on the device under test is initiated\and running normally;

the test device is listening to multicast port 239:255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test. 01-SecurelListenerList field is
retrieved;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurekistenerList field contains IP address to set up
secure device pipe;

both the test device and the device under test use device security mechanism based on
symmetric-key authentication and message authentication mechanism;

the test device sets up a secure device pipe with the device under test and completes the
pipe setup request/response message interaction process required by device security
mechanism based ,en: symmetric-key authentication and message authentication
mechanism.

Pre-condition 3, applicable to test case 5 and test case 6:

the test deviee and the device under test are located in the same LAN |P broadcast
domain;

the IGRS protocol on the device under test is initiated and running normally;

the\test device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test. 01-SecureListenerList field is
retrieved,;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelistenerList field contains IP address to set up a
secure device pipe;

both the test device and the device under test use device security mechanism based on
symmetric-key authentication and message authentication mechanism;

the device under test is equipped with a control interface that can be used to initiate a
secure device pipe setup with other devices.

Pre-condition 4, applicable to test case 7 and test case 8:

the test device and the device under test are located in the same LAN |P broadcast
domain;
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the IGRS protocol on the device under test is initiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test. 01-SecureListenerList field is
retrieved;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelListenerList field contains IP address to set up
secure device pipe;

both the test device and the device under test use a device security mechanism based on

symmetric-Key authentication and message authentication mechanism.

the device under test sets up a secure device pipe with the test device and completes a
pipe setup request/response message interaction process required by device security
mechanism based on symmetric-key authentication and message authentication
mechanism.

6.2.3.2 Test case 1

Test purpose

The test purpose is to ensure that, when the device under testseceives a Pipe Setup
Request based on Symmetric-key Cryptosystem, it will return a-proper secure device pipe
setup response.

Reference

Pipe Setup Request based on Symmetric-key Cryptgsystem; see 9.2.3.1 and 9.2.3.2.1 of
ISO/IEC 14543-5-1.

Conformance category
Optional

Test procedure

a) The test device uses the field;”01-SecurelListenerlList addresses retrieved from the
Device Online Advertisementisent by the device under test to set up a TCP connection

b) The test device uses the _existing TCP connection to send a Pipe Setup Request based
on Symmetric-key Cryptosystem to the device under test. This message format
conforms to the requirement definitions in Table 9 of ISO/IEC 14543-5-1. The test
device is also listening to any response message on the TCP connection.

Pass verdict condition
The following.'conditions are required so that the device passes this test:

a) In step. 1 of the test procedure, the test device and device under test set up TCP
connection successfully;

b) In step 2 of the test procedure, the test device receives a Pipe Setup Response based
oh Symmetric-key Cryptosystem returned by the device under test;

¢) In step 2 of the test procedure, the pipe setup response received by the test device

shall conform to the definitions of the HTTP command and the rnquirod fields shown in

Table 10 of ISO/IEC 14543-5-1.

6.2.3.3 Test case 2

Test purpose

The test purpose is to ensure that, when the device under test receives an Authentication
Request based on Identity Authentication and Message Authentication Mechanism of
Symmetric-key Cryptosystem (includes challenge 1), it sends out the correct
authentication response (includes the correct response value to challenge 1) within 30 s.
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Reference

Authentication Response based on Identity Authentication and Message Authentication
Mechanism of Symmetric-key Cryptosystem; see 9.2.3.1 and 9.2.3.3.1 of
ISO/IEC 14543-5-1.

Conformance category

Optional

6.2.3.4 Test case 3

Test procedure

The test device uses the existing TCP connection to send an Authentication Reguest
based on ldentity Authentication and a Message Authentication Mechanism of Symimetric-
key Cryptosystem to the device under test. This message format conforms to the
requirement definitions in Table 17 of ISO/IEC 14543-5-1 (includes a random/fnumber as
challenge 1). The test device is also listening to any response message:on the TCP
connection.

Pass verdict condition

The following conditions are required so that the device passes this test:

a) After sending an authentication request, the test devicé~receives an Authentication
Response based on Identity Authentication and a Message Authentication Mechanism
of Symmetric-key Cryptosystem from the device under'test within 30 s.

b) The response received by the test device shall conform to the definitions of the HTTP
command and the required fields shown in Table<18 of ISO/IEC 14543-5-1.

c) The response received by the test device shall include the correct response value to
challenge 1.

Test purpose

The test purpose is to ensure that; when a device under test receives an Authentication
Result Request based on..ldentity Authentication and a Message Authentication
Mechanism of Symmetrictkey Cryptosystem, and its response value matches the
calculated result, it will,send out the correct authentication result response to confirm
successful authentication (01-ReturnCode field value = 100 (success)).

Reference
Authentication, “Result Response based on Identity Authentication and Message

Authenticatiod’ Mechanism of Symmetric-key Cryptosystem; see 9.2.3.1, 9.2.3.3.1 and
clause 11 of ISO/IEC 14543-5-1.

Reduest/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.

€onformance category

Optional

Test procedure

a) The test device uses the existing TCP connection to send an Authentication Request
based on Identity Authentication and Message Authentication Mechanism of
Symmetric-key Cryptosystem to the device under test and receives the correct
authentication response from the device under test.

b) The test device uses the existing TCP connection to send an Authentication Result
Request based on ldentity Authentication and Message Authentication Mechanism of
Symmetric-key Cryptosystem to the device under test. This message format conforms
to the requirement definitions in Table 19 of ISO/IEC 14543-5-1 (including the correct
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response value). The test device is also listening to any response message on the
TCP connection.

Pass verdict condition
The following conditions are required so that the device passes this test:

a) In step 2 of the test procedure, after sending out a request, the test device receives an
Authentication Result Response based on Identity Authentication and Message
Authentication Mechanism of Symmetric-key Cryptosystem from the device under test
within 30 s.

6.2.3.5 Test case 4

b) In step 2 of the test procedure, the response received by the test device shall confotm
to the definitions of the HTTP command and the required fields shown in Table 20"of
ISO/IEC 14543-5-1.

c) In step 2 of the test procedure, the 01-ReturnCode field in the response recéived by
the test device shall be 100.

Test purpose

The test purpose is to ensure that, when a device under test receives an Authentication
Result Request based on ldentity Authentication and Message, Authentication Mechanism
of Symmetric-key Cryptosystem and its response value degs not match the calculated
result, it will send out the correct Secure Device Pipe Setup.Confirmation Response within
30 s, to indicate failure to setup secure device pipe (01-ReturnCode field value = 405
(device setup failed)).

Reference

Secure Device Pipe Setup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 11 of
ISO/IEC 14543-5-1.

Request/Response status codes, see-Table 85 and Table 86 of ISO/IEC 14543-5-1.
Conformance category
Optional

Test procedure

a) The test device(uses the existing TCP connection to send an Authentication Request
based on |dentity Authentication and Message Authentication Mechanism of
Symmetric<kkey Cryptosystem to the device under test and receives the correct
authentication response from the device under test.

b) The test'device uses the existing TCP connection to send an Authentication Result
Request based on Identity Authentication and Message Authentication Mechanism of
Symmetric-key Cryptosystem to the device under test. This message format conforms
to the requirement definitions in Table 19 of ISO/IEC 14543-5-1 (includes the wrong
response value). The test device is also listening to any response message on the
TCP connection.

Pass verdict condition
The following conditions are required so that the device passes this test:

a) In step 2 of the test procedure, after sending out a request, the test device receives a
Secure Device Pipe Setup Confirmation Response from the device under test within
30 s.

b) In step 2 of the test procedure, the response received by the test device shall conform
to the definitions of the HTTP command and the required fields shown in Table 34 of
ISO/IEC 14543-5-1.

c) In step 2 of the test procedure, the 01-ReturnCode field in the response received by
the test device shall be 405.
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6.2.3.6 Test case 5

Test purpose

The test purpose is to ensure that the device under test can set up TCP connection with
other devices by using the 01-SecurelListenerList field address in the Device Online
Advertisement. When the device security mechanism based on symmetric-key
authentication and message authentication mechanism is selected, the device under test
can send out the correct Pipe Setup Request based on Symmetric-key Cryptosystem.

6.2.3.7 Test case 6

Rrererence

Pipe Setup Request based on Symmetric-key Cryptosystem; see 9.2.3.1 and 9.2.3.2.2 of
ISO/IEC 14543-5-1.

Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.

a) The device under test initiates a secure device pipe setup ‘with the test device; at the
same time the test device is listening to the 01-SecureListenerList field address
included in its own Device Online Advertisement, to set\up a TCP connection with the
device under test.

b) The test device is listening to the setup TCP cennection with the device under test to
receive any messages.

Pass verdict condition
The following conditions are required so thaf\the device passes this test.

a) In step 1 of the test procedure, the-device under test and the test device set up TCP
connection successfully.

b) In step 2 of the test proceduré, the test device receives a Pipe Setup Request based
on Symmetric-key Cryptosystem sent by the device under test.

c) In step 2 of the test procedure, the pipe setup request received by test device shall
conform to the definitions of the HTTP command and the required fields shown in
Table 9 of ISO/IEC#4543-5-1.

Test purpose

The test punpOse is to ensure that, after the device under test has received a Pipe Setup
Response~'based on Symmetric-key Cryptosystem, it can send out the correct
Authentication Request based on Identity Authentication and Message Authentication
Mechanism of Symmetric-key Cryptosystem.

Reference

Authentication Request based on Identity Authentication and Message Authentication
Mechanism of Symmetric-key Cryptosystem; see 9.2.3.1 and 9.2.3.3.1 of
ISO/IEC 14543-5-1.

Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.

a) The device under test initiates secure device pipe setup with a test device; at the same
time, the test device is listening to the 01-SecureListenerList field address included in
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its own Device Online Advertisement to set up TCP connection with the device under
test.

b) After the test device has received a Pipe Setup Request based on Symmetric-key
Cryptosystem, it will send out secure device pipe setup response to confirm the
security mechanism selected. This message format conforms to the requirement
definitions in Table 10 of ISO/IEC 14543-5-1. At the same time, the test device is
listening to the setup TCP connection with the device under test to receive any
messages.

Pacc vardict condition
oS V-eFatet-coRaitioh

6.2.3.8 Test case 7

v

The following conditions are required so that the device passes this test.

a) In step 2 of the test procedure, the test device receives an Authentication Request
based on Identity Authentication and Message Authentication Mechanism of
Symmetric-key Cryptosystem sent by the device under test.

b) In step 2 of the test procedure, the request received by the test device, shall conform to
the requirement definitions in Table 17 of ISO/IEC 14543-5-1.

Test purpose

The test purpose is to ensure that, when the device under test/receives an Authentication
Response based on Identity Authentication and Message\ Authentication Mechanism off
Symmetric-key Cryptosystem and its response value matches the calculated result, it will
send out the correct authentication result request{(this includes the correct response
value).

Reference

Authentication Result Request based “on Identity Authentication and Message
Authentication Mechanism of Symmetric=key Cryptosystem; see 9.2.3.1 and 9.2.3.3.1 of]
ISO/IEC 14543-5-1.

Conformance category
Optional
Test procedure

After the test device has received an Authentication Request based on Identity,
Authentication and ‘Message Authentication Mechanism of Symmetric-key Cryptosystem
sent by the device under test, it will send out the correct authentication response (includes
the correct response value). This message format conforms to the requirement definitions
in Table 18)of ISO/IEC 14543-5-1. At the same time, the test device is listening to the
setup TCP connection with the device under test to receive any messages.

Pass.wVerdict condition

[ he following conditions are required so that the device passes this test.

9) The test device receives an Authentication Result Doqllncf based aon Idnnfif\ll

Authentication and Message Authentication Mechanism of Symmetric-key
Cryptosystem sent from the device under test.

b) The request message received by the test device shall conform to the requirement
definitions in Table 19 of ISO/IEC 14543-5-1.

6.2.3.9 Test case 8

Test purpose

The test purpose is to ensure that, when the device under test receives an Authentication
Response based on Identity Authentication and Message Authentication Mechanism of
Symmetric-key Cryptosystem and its response value does not match the calculated result,
it will send out the correct Secure Device Pipe Setup Confirmation Response to indicate
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failure and to set up secure device pipe (01-ReturnCode field value = 405 (device setup
failed)).

Reference

Secure Device Pipe Setup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 11 of
ISO/IEC 14543-5-1.

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.

Conformance category
Optional
Test procedure

After the test device has received an Authentication Request based on Identity,
Authentication and Message Authentication Mechanism of Symmetric-Key Cryptosystem
sent by the device under test, it will send out the authentication fesponse with wrong
response value. This message format conforms to the requirement definitions in Table 18
of ISO/IEC 14543-5-1. At the same time, the test device is listening to the setup TCP
connection with the device under test to receive any response-messages.

Pass verdict condition

The following conditions are required so that the devicepasses this test.

a) The test device receives a Secure Device Pipe Setup Confirmation Response from the
device under test.

b) The response received by the test devicecshall conform to the definitions of the HTTP
command and the required fields shownin Table 34 of ISO/IEC 14543-5-1.

c) The 01-ReturnCode field in the respanse received by the test device shall be 405.

6.2.4 Secure device pipe setup based on symmetric-key authentication, encrypted

message transmission and authentication mechanism conformance test suite

6.2.4.1 Pre-condition

Pre-condition 1, applicable.to.test case 1:

the test device and jthe device under test are located in the same LAN |P broadcast
domain;

the IGRS protogol on the device under test is initiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online . Advertisement sent by the device under test. 01-SecureListenerList field is
retrieved,;

the\test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelListenerList field contains IP address to set up
secure device pipe;

both the test device and the device under test use a device security mechanism based on
symmetric-key authentication, encrypted message transmission and authentication
mechanism.

Pre-condition 2, applicable to test case 2 through test case 4:

the test device and the device under test are located in the same LAN |P broadcast
domain;

the IGRS protocol on the device under test is initiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test. 01-SecurelListenerList field is
retrieved;
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the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelistenerList field contains IP address to set up a
secure device pipe;

both the test device and the device under test use device security mechanism based on
symmetric-key authentication, encrypted message transmission and authentication
mechanism;

the test device sets up secure device pipe with the device under test and completes a pipe
setup request/response message interaction process required by device security

mechaniem hacad on summatric kav authantication ancrvuntad maoaccaaa trancemiccinn and
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authentication mechanism.

Pre-condition 3, applicable to test case 5 and test case 6:

the test device and device under test are located in the same LAN |IP broadcastidomain;
the IGRS protocol on the device under test is initiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880 to \receive a Device
Online Advertisement sent by the device under test. The 01-SecurelistenerList field is
retrieved;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelListenerList field contains IP address to set up a
secure device pipe;

both the test device and the device under test use device security mechanism based on
symmetric-key authentication, encrypted message )transmission and authentication
mechanism;

the device under test is equipped with a conttolrinterface that can be used to initiate a
secure device pipe setup request with other devices.

Pre-condition 4, applicable to test case 7 and.test case 8:

the test device and device under test-are located in the same LAN IP broadcast domain;
the IGRS protocol on the device under test is initiated and running normally;

the test device is listening toxmulticast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent_by the device under test. 01-SecurelListenerList field is
retrieved;

the test device sends )a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelListenerList field contains IP address to set up a
secure device pipe;

both the test.device and the device under test use device security mechanism based on
symmetricékey authentication, encrypted message transmission and authentication
mechanism;

the device under test sets up secure device pipe with test device and completes a pipe
setup request/response message interaction process required by device security
mechanism based on symmetric-key authentication, encrypted message transmission and
authentication mechanism.

6.2.4.2 Test case 1

Test purpose

The test purpose is to ensure that, when the device under test receives a Pipe Setup
Request based on Symmetric-key Authentication, Encrypted Message Transmission and
Authentication Mechanism, it will return the proper secure device pipe setup response.

Reference
Pipe Setup Response based on Symmetric-key Authentication, Encrypted Message

Transmission and Authentication Mechanism; see 9.2.3.1 and 9.2.3.2.3 of
ISO/IEC 14543-5-1
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Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.

a) The test device uses the field: 01-SecurelistenerList addresses retrieved from a
Device Online Advertisement sent by the device under test to setup TCP connection.

T;IE tb‘bt UICVibU UsStCo tilc U)\ibiilly TCP bUIIIICbiiUII tU bcnu' d PIPC Sciup RUL{UUD‘[ IUdbCUI
on Symmetric-key  Authentication, Encrypted Message Transmission and
Authentication Mechanism to the device under test. This message format conforfs to
the requirement definitions in Table 11 of ISO/IEC 14543-5-1. The test device-is’also
listening to any response message on the TCP connection.

a2
N 2

Pass verdict condition
The following conditions are required so that the device passes this test.

a) In step 1 of the test procedure, the test device and device under test set up TCP
connection successfully.

b) In step 2 of the test procedure, the test device receives a Pipge Setup Response based
on Symmetric-key  Authentication, Encrypted Message Transmission and
Authentication Mechanism returned by the device under test.

c) In step 2 of the test procedure, the pipe setup response received by the test device
shall conform to the definitions of the HTTP commiand and the required fields shown in
Table 12 of ISO/IEC 14543-5-1.

6.2.4.3 Test case 2

Test purpose

The test purpose is to ensure that, whenthe device under test receives an Authentication
Request based on Identity Authentication, Encrypted Message Transmission and
Authentication Mechanism of Symmetric-key Cryptosystem (including Challenge 1), it
sends out the correct authentication response (including the correct response value to
Challenge 1) within 30 s.

Reference

Authentication Response based on Identity Authentication, Encrypted Message
Transmission and. Authentication Mechanism of Symmetric-key Cryptosystem; see 9.2.3.1
and 9.2.3.3.2 of ISO/IEC 14543-5-1.

Conformance-category

Optional

Testprocedure

The test device uses the existing TCP connection to send an Authentication Request

Mechanism of Symmetric-key Cryptosystem to the device under test. This message format
conforms to the requirement definitions in Table 21 of ISO/IEC 14543-5-1 (includes a
random number as Challenge 1). The test device is also listening to any response
message on the TCP connection.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) After sending out an authentication request, the test device receives an authentication
response based on identity authentication and encrypted message transmission and
authentication mechanism of Symmetric-Key Cryptosystem from the device under test
within 30 s.
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b) The response received by the test device shall conform to the definitions of the HTTP
command and the required fields shown in Table 22 of ISO/IEC 14543-5-1.

c) The response received by the test device shall include the correct response value to
Challenge 1, as specified in 9.2.3.3.2 of ISO/IEC 14543-5-1.

6.2.4.4 Test case 3

Test purpose

The test purpose is to ensure that, when the device under test receives an Authentication

Result Request based on Identity Authentication, Encrypted Message Transmission and
Authentication Mechanism of Symmetric-key Cryptosystem and its response yalue
matches the calculated result, it will send out the correct authentication result response to
confirm successful authentication (01-ReturnCode field value = 100 (success)).

Reference

Authentication Result Response based on lIdentity Authentication, Encrypted Message
Transmission and Authentication Mechanism of Symmetric-key Cryptosystem; see 9.2.3.1,
9.2.3.3.2 and Clause 11 of ISO/IEC 14543-5-1.

Request/Response status codes, see Table 85 and Table 86 of \SO/IEC 14543-5-1.
Conformance category
Optional

Test procedure
The test procedure shall contain the followingcactions.

a) The test device uses the existing TCP 'eonnection to send an Authentication Request
based on ldentity Authentication, Encrypted Message Transmission and Authentication
Mechanism of Symmetric-key Cryptosystem to the device under test and receives the
correct authentication responsedrom the device under test.

b) The test device uses the existing TCP connection to send an Authentication Result
Request based on Identity” Authentication, Encrypted Message Transmission and
Authentication Mechanism of Symmetric-key Cryptosystem to the device under test.
This message forpiat “conforms to the requirement definitions in Table 23 of]
ISO/IEC 14543-5-1\(this includes the correct response value). The test device is also
listening to any fesponse message on the TCP connection.

Pass verdict condition
The following-conditions are required so that the device passes this test.

a) In step 2 of the test procedure, after sending out a request, the test device receives an
Authentication Result Response based on ldentity Authentication, Encrypted Message
Transmission and Authentication Mechanism of Symmetric-key Cryptosystem from the
device under test within 30 s.

b) In step 2 of the test procedure, the response received by the test device shall conform
to the definitions of the HTTP command and the rnquirod fields shown in Tahle 24 off

ISO/IEC 14543-5-1.

c) In step 2 of the test procedure, the 01-ReturnCode field in the response received by
the test device shall be 100.

6.2.4.5 Test case 4

Test purpose

The test purpose is to ensure that, when a device under test receives an Authentication
Result Request based on Identity Authentication, Encrypted Message Transmission and
Authentication Mechanism of Symmetric-key Cryptosystem and its response value does
not match the calculated result, it will send out the correct Secure Device Pipe Setup
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Confirmation Response within 30 s so as to indicate failure and to set up secure device
pipe (01-ReturnCode field value = 405 (device setup failed)).

Reference

Secure Device Pipe Setup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 11 of
ISO/IEC 14543-5-1.

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.

6.2.4.6 Test case 5

Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.

a) The test device uses the existing TCP connection to send an Authentication Request
based on ldentity Authentication, Encrypted Message Transmission and Authentication
Mechanism of Symmetric-key Cryptosystem to the device under'test and receives the
correct authentication response from the device under test.

b) The test device uses the existing TCP connection to send”an Authentication Result
Request based on Identity Authentication, Encrypted ‘Message Transmission and
Authentication Mechanism of Symmetric-key Cryptosystem to the device under test.
This message format conforms to the requirement definitions in Table 23 of
ISO/IEC 14543-5-1 (this includes the wrong response value). The test device is also
listening to any response message on the TCR:connection.

Pass verdict condition
The following conditions are required so thaf\the device passes this test.

a) In step 2 of the test procedure, aftersending out a request, the test device receives a
Secure Device Pipe Setup Confirmation Response from the device under test within
30 s.

b) In step 2 of the test procedure, the response received by the test device shall conform
to the definitions of the HTTP command and the required fields shown in Table 34 of
ISO/IEC 14543-5-1.

c) In step 2 of the test-procedure, the 01-ReturnCode field in the response received by
the test device shall'be 405.

Test purpose

The test\purpose is to ensure that the device under test can set up TCP connection with
other~devices by using the 01-SecurelListenerList field address in the Device Online
Adyertisement. When device security mechanism based on symmetric-key authentication,
encrypted message transmission and authentication mechanism is selected, the device
under test can send out the correct Pipe Setup Request based on Symmetric-key

Allfhnnfir\s\finn, Fnr\rypfnr{ l\/lnccggn Transmission and Authentication Mechanism

Reference

Pipe Setup Request based on Symmetric-key Authentication, Encrypted Message
Transmission and Authentication Mechanism; see 9.2.3.1 and 9.2.3.2.3 of
ISO/IEC 14543-5-1.

Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.
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a) The device under test initiates secure device pipe setup with the test device. At the
same time, the test device is listening to the 01-SecurelListenerList field address
included in its own Device Online Advertisement, to set up TCP connection with the
device under test.

b) The test device is listening to the setup TCP connection with the device under test to
receive any messages.

Pass verdict condition
The following conditions are required so that the device passes this test.

6.2.4.7 Test case 6

a) In step 1 of the test procedure, the device under test and test device set up TCR
connection successfully.

b) In step 2 of the test procedure, the test device receives a Pipe Setup Request based
on Symmetric-key  Authentication, Encrypted Message Transmission and
Authentication Mechanism sent by the device under test.

c) In step 2 of the test procedure, the pipe setup request received by test device shall
conform to the definitions of the HTTP command and the requirgd*fields shown in
Table 11 of ISO/IEC 14543-5-1.

Test purpose

The test purpose is to ensure that, after the device under_test has received a Pipe Setup
Response based on Symmetric-key Authentication, Encfypted Message Transmission and
Authentication Mechanism (to confirm security meghanism selection), it can send out the
correct Authentication Request based on Identity* Authentication, Encrypted Message
Transmission and Authentication Mechanism ofiSymmetric-key Cryptosystem.

Reference

Authentication Request based on@;ldentity Authentication, Encrypted Message
Transmission and Authentication Mechanism of Symmetric-key Cryptosystem; see 9.2.3.1
and 9.2.3.3.2 of ISO/IEC 14543-5+4.

Conformance category
Optional

Test procedure
The test procedure, shall contain the following actions.

a) The device under test initiates secure device pipe setup with the test device; at the
same ftime, the test device is listening to the 01-SecurelListenerList field address
included’in its own Device Online Advertisement, to set up TCP connection with the
deviee under test.

b) <After the test device has received a Pipe Setup Request based on Symmetric-key
Authentication, Encrypted Message Transmission and Authentication Mechanism, it
will send out secure device pipe setup response to confirm security mechanism

caloctad Thic mmaoacocaoan format-caonformato-tha an—labla_4192 £
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ISO/IEC 14543-5-1. At the same time, the test device is listening to the setup TCP
connection with the device under test to receive any messages.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) In step 2 of the test procedure, the test device receives an Authentication Request
based on Identity Authentication, Encrypted Message Transmission and Authentication
Mechanism of Symmetric-key Cryptosystem sent by the device under test.

b) In step 2 of the test procedure, the request received by the test device shall conform to
the requirement definitions in Table 21 of ISO/IEC 14543-5-1.
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6.2.4.8 Test case 7

Test purpose

The test purpose is to ensure that, when the device under test receives authentication
response based on identity authentication and encrypted message transmission and
authentication mechanism of Symmetric-key Cryptosystem, and when its response value
matches the calculated result, it will send out the correct authentication result request
(this includes the correct response value).

Rrererence

Authentication Result Request based on Identity Authentication, Encrypted Message
Transmission and Authentication Mechanism of Symmetric-key Cryptosystem; see-9.2.3.1
and 9.2.3.3.2 of ISO/IEC 14543-5-1.

Conformance category
Optional
Test procedure

After the test device has received an Authentication Request based on Identity
Authentication, Encrypted Message Transmission and ,Authentication Mechanism of
Symmetric-key Cryptosystem sent by the device under test, it will send out the correct
authentication response (this includes the correct response value). This message format
conforms to the requirement definitions in Table 22\.of ISO/IEC 14543-5-1. At the same
time, the test device is listening to the setup TCP.connection with the device under test to
receive any messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device receives an Authentication Result Request based on Identity
Authentication, Encrypted MesSage Transmission and Authentication Mechanism of
Symmetric-key Cryptosystem|sent from the device under test.

b) The request message received by the test device shall conform to the requirement
definitions in Table 23 of 1SO/IEC 14543-5-1.

6.2.4.9 Test case 8

Test purpose

The test purpose is to ensure that, when the device under test receives authentication
response based on identity authentication and encrypted message transmission and
authentication mechanism of Symmetric-key Cryptosystem, and its response value does
not mateh the calculated result, it will send out the correct Secure Device Pipe Setup
Confirmation Response to indicate failure to setup secure device pipe (01-ReturnCode
field value = 405 (device setup failed)).

Reference

Secure Device Pipe Setup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 11 of
ISO/IEC 14543-5-1.

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.
Conformance category

Optional
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Test procedure

After the test device has received an Authentication Request based on Identity
Authentication, Encrypted Message Transmission and Authentication Mechanism of
Symmetric-key Cryptosystem sent by the device under test, it will send out the
authentication response with wrong response value. This message format conforms to the
requirement definitions in Table 22 of ISO/IEC 14543-5-1. At the same time, the test
device is listening to the setup TCP connection with the device under test to receive any
messages.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device receives a Secure Device Pipe Setup Confirmation Response |from the
device under test.

b) The response received by the test device shall conform to the definitions-of the HTTP,
command and the required fields shown in Table 34 of ISO/IEC 14543-5:1;

c) The 01-ReturnCode field in the response received by the test device shall be 405.

6.2.5 Secure device pipe setup based on authentication, encryptéd message

transmission and authentication mechanism of public{key cryptosystem
conformance test suite

6.2.5.1 Pre-condition

Pre-condition 1, applicable to test case 1:

the test device and device under test are located\in the same LAN |IP broadcast domain;
the IGRS protocol on the device under test js\initiated and running normally;

the test device is listening to multicastport 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the ‘déevice under test. 01-SecureListenerList field is
retrieved;

the test device sends a Devicel Online Advertisement periodically to multicast address
239.255.255.250:3880. The 03-SecureListenerList field contains IP address to set up
secure device pipe;

both the test device and\.the device under test use authentication, encrypted message
transmission and authentication mechanism based on public-key cryptosystem.

Pre-condition 2, applicable to test case 2 through test case 4:

the test deviCetand device under test are located in the same LAN IP broadcast domain;
the IGRS$ protocol on the device under test is initiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online” Advertisement sent by the device under test. 01-SecurelListenerList field is
rétrieved;

the test device sends a Device Online Advertisement periodically to multicast address

23Y9.200.290.20U:5060U. The UTl-secureListenerList Tield contains |IF address 10 set up a
secure device pipe;

both the test device and the device under test use authentication, encrypted message
transmission and authentication mechanism based on public-key cryptosystem:;

the test device sets up secure device pipe with the device under test and completes a pipe
setup request/response message interaction process required by authentication,
encrypted message transmission and authentication mechanism based on public-key
cryptosystem.

Pre-condition 3, applicable to test case 5 and test case 6:

the test device and device under test are located in the same LAN |IP broadcast domain;
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the IGRS protocol on the device under test is initiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test. 01-SecureListenerList field is
retrieved;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelListenerList field contains IP address to set up
secure device pipe;

both the test device and the device under test use authentication, encrypted message

transmission and authentication mechanism based on public-key cryptosystem;

the device under test is equipped with a control interface that can be used to initiate
secure a device pipe setup request with other devices.

Pre-condition 4, applicable to test case 7 and test case 8:

the test device and device under test are located in the same LAN IP broadcast domain;
the IGRS protocol on the device under test is initiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880.fo receive a Device
Online Advertisement sent by the device under test. 01-SegUreListenerList field is
retrieved;

the test device sends a Device Online Advertisement periadically to multicast address
239.255.255.250:3880. The 01-SecurelListenerList field contains IP address to set up a
secure device pipe;

both test device and the device under test use/ authentication, encrypted message
transmission and authentication mechanism based.on public-key cryptosystem;

the device under test sets up secure device pipe with the test device and completes a pipe
setup request/response message interaction process required by authentication,
encrypted message transmission and authentication mechanism based on public-key
cryptosystem.

6.2.5.2 Test case 1

Test purpose

The test purpose is to ensure that, when the device under test receives a Pipe Setup
Request based on Authentication, Encrypted Message Transmission and Authentication
Mechanism of Public-key Cryptosystem, it will return a proper secure device pipe setup
response.

Reference

Pipe Sefup/Response based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem; see 9.2.3.1 and 9.2.3.2.4 of]
ISOMEC 14543-5-1

Conformance category

Qptional
L

Test procedure
The test procedure shall contain the following actions.

a) The test device uses the field: 01-SecurelListenerList addresses retrieved from a
Device Online Advertisement sent by the device under test to setup TCP connection;

b) The test device uses the existing TCP connection to send a Pipe Setup Request based
on Authentication, Encrypted Message Transmission and Authentication Mechanism of
Public-key Cryptosystem to the device under test. This message format conforms to
the requirement definitions in Table 13 of ISO/IEC 14543-5-1. The test device is also
listening to any response message on the TCP connection.
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Pass verdict condition
The following conditions are required so that the device passes this test.

a) In step 1 of the test procedure, the test device and the device under test set up TCP
connection successfully;

b) In step 2 of the test procedure, the test device receives a Pipe Setup Response based
on Authentication, Encrypted Message Transmission and Authentication Mechanism of
Public-key Cryptosystem returned by the device under test.

c) In prp 2 of the test prnr‘ndllrp the pipp prllln response receijved hy the test device

shall conform to the definitions of the HTTP command and the required fields shown(in
Table 14 of ISO/IEC 14543-5-1.

6.2.5.3 Test case 2

Test purpose

The test purpose is to ensure that, when the device under test receives anyAuthentication
Request based on Authentication, Encrypted Message Transmission land Authentication
Mechanism of Public-key Cryptosystem (this includes Challenge(1), it sends out the
correct authentication response (this includes the correct response value to Challenge 1)
within 30 s.

Reference

Authentication Response based on Authentication, Enérypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem; see 9.2.3.1 and 9.2.3.3.3 of
ISO/IEC 14543-5-1.

Conformance category
Optional
Test procedure

The test device uses the existing’ TCP connection to send an Authentication Request
based on Authentication, Encrypted Message Transmission and Authentication
Mechanism of Public-key Cryptosystem to the device under test. This message format
conforms to the requirement definitions in Table 25 of ISO/IEC 14543-5-1 (this includes a
random number as Challenge 1). The test device is also listening to any response
message on the TCP'connection.

Pass verdict condition

The following-conditions are required so that the device passes this test.

a) Afterssending out a authentication request, the test device receives an Authentication
Response based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem from the device under test
within 30 s.

b) The response received by the test device shall conform to the definitions of the HTTP
command and the rnquirnd fields shown in Table 268 of ISO/IEC 14543.5_1

c) The response received by the test device shall include the correct response value to
Challenge 1 as specified in 9.2.3.3.3 of ISO/IEC 14543-5-1.

6.2.5.4 Test case 3

Test purpose

The test purpose is to ensure that, when the device under test receives an Authentication
Result Request based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem and its response value matches
the calculated result, it will send out the correct authentication result response within 30 s
so as to confirm successful authentication (01-ReturnCode field value = 100 (success)).
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Reference
Authentication Result Response based on Authentication, Encrypted Message

Transmission and Authentication Mechanism of Public-key Cryptosystem; see 9.2.3.1,
9.2.3.3.83 and Clause 11 of ISO/IEC 14543-5-1.

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.

Conformance category

Optional

Test procedure
The test procedure shall contain the following actions.

a) The test device uses the existing TCP connection to send an Authentication Request
based on Authentication, Encrypted Message Transmission and~Authentication
Mechanism of Public-key Cryptosystem to the device under test and receives the
correct authentication response from the device under test.

b) The test device uses the existing TCP connection to send .an Authentication Result
Request based on Authentication, Encrypted MesSage Transmission and
Authentication Mechanism of Public-key Cryptosystem té-the device under test. This
message format conforms to the requirement ‘definitions in Table 27 of
ISO/IEC 14543-5-1 (includes the correct response value). The test device is also
listening to any response message on the TCP conngction.

Pass verdict condition
The following conditions are required so that thédevice passes this test.

a) In step 2 of the test procedure, after sending out a request, the test device receives an
Authentication Result Response based on Authentication, Encrypted Message
Transmission and Authentication. Mechanism of Public-key Cryptosystem from the
device under test within 30 s.

b) In step 2 of the test procedure;\the response received by the test device shall conform
to the definitions of the HTFR command and the required fields shown in Table 28 of
ISO/IEC 14543-5-1.

c) In step 2 of the testyprocedure, the 01-ReturnCode field in the response received by
the test device shall’be 100.

6.2.5.5 Test case 4

Test purpose

The test purpose is to ensure that, when the device under test receives an Authentication
Result_‘Request based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Public-key Cryptosystem and its response value does not
match” the calculated result, it will send out the correct Secure Device Pipe Setup
Confirmation Response within 30 s so as to indicate failure and to set up secure device
pipe (01-ReturnCode field value = 405 (device setup failed)).

Reference

Secure Device Pipe Setup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 11 of
ISO/IEC 14543-5-1

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.
Conformance category

Optional
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Test procedure
The test procedure shall contain the following actions.

a) The test device uses the existing TCP connection to send an Authentication Request
based on Authentication, Encrypted Message Transmission and Authentication
Mechanism of Public-key Cryptosystem to the device under test and receives the
correct authentication response from the device under test.

b) The test device uses the existing TCP connection to send an Authentication Result
Request based on Authentication, Encrypted Message Transmission and

6.2.5.6 Test case 5

Authentication Mechanism of Public-key Cryptosystem to the device under test. This
message format conforms to the requirement definitions in Table 27 Nlof
ISO/IEC 14543-5-1 (includes the wrong response value). The test device is\also
listening to any response message on the TCP connection.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) In step 2 of the test procedure, after sending out a request, the test device receives a
Secure Device Pipe Setup Confirmation Response from the deyvice under test within
30 s.

b) In step 2 of the test procedure, the response received by thé\test device shall conform
to the definitions of the HTTP command and the required-fields shown in Table 34 of
ISO/IEC 14543-5-1.

c) In step 2 of the test procedure, the 01-ReturnCode field in the response received by
the test device shall be 405.

Test purpose

The test purpose is to ensure that the device under test can set up TCP connection with
other devices by using the 01-SecurelistenerList field address in the Device Online
Advertisement. When the security 'mechanism between devices is an authentication,
encrypted message transmission*and the authentication mechanism is based on public-
key cryptosystem, the device under test can send out the correct Pipe Setup Request
based on Authentication~“Encrypted Message Transmission and Authentication
Mechanism of Public-key Cryptosystem.

Reference

Pipe Setup Request based on Authentication, Encrypted Message Transmission and
AuthenticationCMechanism of Public-key Cryptosystem; see 9.2.3.1 and 9.2.3.2.4 of
ISO/IEC 14543-5-1.

Conformance category
Optional

T.est procedure

t th a
ooTtartT arc— 1o

a) The device under test initiates a secure device pipe setup request with the test device.
At the same time, the test device is listening to the 01-SecureListenerList field address
included in its own Device Online Advertisement, to set up TCP connection with the
device under test.

b) The test device is listening to the setup TCP connection with the device under test to
receive any messages.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) In step 1 of the test procedure, the device under test and test device set up TCP
connection successfully.
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b) In step 2 of the test procedure, the test device receives a Pipe Setup Request based
on Authentication, Encrypted Message Transmission and Authentication Mechanism of
Public-key Cryptosystem sent by the device under test.

c) In step 2 of the test procedure, the pipe setup request received by the test device shall
conform to the definitions of the HTTP command and the required fields shown in
Table 13 of ISO/IEC 14543-5-1.

6.2.5.7 Test case 6

Test purpase

The test purpose is to ensure that, after the device under test has received a Pipe Setup
Response based on Authentication, Encrypted Message Transmission, Authentication
Mechanism of Public-key Cryptosystem (confirm security mechanism selection)y it can
send out the correct Authentication Request based on Authentication and\Encrypted
Message Transmission and Authentication Mechanism of Public-key Cryptosystem.

Reference

Authentication Request based on Authentication, Encrypted Messagé Transmission and
Authentication Mechanism of Public-key Cryptosystem; see 9:2:3.1 and 9.2.3.3.3 of
ISO/IEC 14543-5-1.

Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.

a) The device under test initiates a secure device pipe setup with the test device. At the
same time, the test device is listening to the 01-SecurelListenerList field address
included in its own Device Onlineg: Advertisement, to set up TCP connection with the
device under test.

b) After the test device has received a Pipe Setup Request based on Authentication,
Encrypted Message Transmission and Authentication Mechanism of Public-key
Cryptosystem, it will send out a secure device pipe setup response to confirm the
selected security mechanism. This message format conforms to the requirement
definitions in Tablex14 of ISO/IEC 14543-5-1. At the same time, the test device is
listening to the~setup TCP connection with the device under test to receive any
messages.

Pass verdict condition
The following-conditions are required so that the device passes this test.

a) In st€p 2 of the test procedure, the test device receives an Authentication Request
based on Authentication, Encrypted Message Transmission and Authentication
Mechanism of Public-key Cryptosystem sent by the device under test.

b)' In step 2 of the test procedure, the request received by the test device shall conform to
the requirement definitions in Table 25 of ISO/IEC 14543-5-1.

6.2.5.8 Test case 7

Test purpose

The test purpose is to ensure that, when the device under test receives an Authentication
Response based on Authentication, Encrypted Message Transmission and Authentication
Mechanism of Public-key Cryptosystem and its response value matches the calculated
result, it will send out the correct authentication result request (this includes the correct
response value).

Reference
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Authentication Result Request based on Authentication, Encrypted Message Transmission
and Authentication Mechanism of Public-key Cryptosystem; see 9.2.3.1 and 9.2.3.3.3 of
ISO/IEC 14543-5-1.

Conformance category

Optional

Test procedure

After the test device has received an Authentication Request based on Authentication,
Encrypted Message Transmission and Authentication Mechanism of Public‘key
Cryptosystem sent by the device under test, it will send out the correct authentication
response (this includes the correct response value). This message format conforms-to the
requirement definitions in Table 26 of ISO/IEC 14543-5-1. At the same timey” the test
device is listening to the setup TCP connection with the device under test to-feceive any
messages.

Pass verdict condition

The following conditions are required so that the device passes thisAgst.

a) The test device receives an Authentication Result Request based on Authentication,
Encrypted Message Transmission and Authentication~“Mechanism of Public-key
Cryptosystem sent from the device under test.

b) The request message received by the test device¢shall conform to the requirement
definitions in Table 27 of ISO/IEC 14543-5-1.

6.2.5.9 Test case 8

Test purpose

The test purpose is to ensure that, whensthe device under test receives an Authentication
Response based on Authentication, Encrypted Message Transmission and Authentication
Mechanism of Public-key Cryptosystem and its response value does not match the
calculated result, it will send out.the correct Secure Device Pipe Setup Confirmation
Response to indicate failure andto set up secure device pipe (01-ReturnCode field value
= 405 (device setup failed));

Reference

Secure Device Pipé Setup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 11 of
ISO/IEC 14543-5-1

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.
Conformance category
Optional

Test procedure

After the test device has received an Authentication Request based on Authentication and
Encrypted Message Transmission, Authentication Mechanism of Public-key Cryptosystem
sent by the device under test, it will send out the authentication response with wrong
response value. This message format conforms to the requirement definitions in Table 26
of ISO/IEC 14543-5-1. At the same time, the test device is listening to the setup TCP
connection with the device under test to receive any response messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device receives a Secure Device Pipe Setup Confirmation Response from the
device under test.
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b) The response received by the test device shall conform to the definitions of the HTTP
command and the required fields shown in Table 34 of ISO/IEC 14543-5-1.

c) The 01-ReturnCode field in the response received by the test device shall be 405.

6.2.6 Secure device pipe setup based on trusted third party authentication,

encrypted message transmission and authentication mechanism conformance
test suite

6.2.6.1 Pre-condition

Pre-condition 1, applicable to test case 1 and test case 6:

Pre-condition 2, applicable to test case 2:

Pre-condition 3, applicable to test case 3:

the test device A, the test device B and the device under test are located in the same/-LAN
IP broadcast domain. Test device B provides security identity authentication sservice for
both test device A and device under test;

the IGRS protocol on the device under test is initiated and running normally;

the test device A is listening to multicast port 239.255.255.250:3880 to \receive a Device
Online Advertisement sent by the device under test. 01-SecurelistenerList field is
retrieved;

the test device A sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecureListenerList field contains IP address to set up
secure device pipe;

both the test device A and the device under test use dévice security mechanism based on
trusted third party authentication, encrypted message transmission and authentication
mechanism;

the device under test is equipped with a contrel interface that can be used to initiate
secure device pipe setup with other devices.

the test device A, the test device B,and the device under test are located in the same LAN
IP broadcast domain. Test device\B provides security identity authentication service for
both test device A and device.under test;

the IGRS protocol on the device under test is initiated and running normally;

the test device A is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement)sent by the device under test. 01-SecureListenerList field is
retrieved;

the test device~A-sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelListenerList field contains IP address to set up
secure device’pipe;

both test<device A and the device under test use the device security mechanism based on
trusted,‘third party authentication, encrypted message transmission and authentication
mechanism.

the test device A, the test device B and the device under test are located in the same LAN
IP broadcast domain. The device under test provides security identity authentication
service for both test device A and test device B;

the IGRS protocol on the device under test is initiated and running normally.

Pre-condition 4, applicable to test case 4 and test case 5:

the test device A, the test device B and the device under test are located in the same LAN
IP broadcast domain. Test device B provides security identity authentication service for
both test device A and the device under test;

the IGRS protocol on the device under test is initiated and running normally;
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the test device A is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test. 01-SecureListenerList field is
retrieved;

the test device A sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelListenerList field contains IP address to set up
secure device pipe;

both the test device A and the device under test use a device security mechanism based
on trusted third party authentication, encrypted message transmission and authentication

mechanism-
HRe-cHaHHSHS

the test device A sets up a secure device pipe with the device under test and completes-a
pipe setup request/response message interaction process required by device segurity
mechanism based on trusted third party authentication, encrypted message transmission
and authentication mechanism.

Pre-condition 5, applicable to test case 7:

the test device A, the test device B and the device under test are located’in the same LAN
IP broadcast domain. The test device B provides a security identity (@authentication service
for both test device A and the device under test;

the IGRS protocol on the device under test is initiated and running normally;

the test device A is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test()01-SecurelListenerList field is
retrieved;

the test device A sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecureListenerList field contains IP address to set up
secure device pipe;

both test device A and the device under test*use a device security mechanism based on
trusted third party authentication, encrypted message transmission and authentication
mechanism;

the device under test sets up a seclre device pipe with the test device A and completes a
pipe setup request/response mesSage interaction process required by device security
mechanism based on trusted.thired party authentication, encrypted message transmission
and authentication mechanism.

6.2.6.2 Test case 1

Test purpose

The test purpase-is to ensure the correctness of Pipe Setup Request based on Trusted
Third Party_~Authentication, Encrypted Message Transmission and Authentication
Mechanism sént by the device under test.

Reference
Pipe Setup Request based on Trusted Third Party Authentication, Encrypted Message

Transmission and Authentication Mechanism; see 9.2.3.1 and 9.2.3.2.5 of
ISO/IEC 14543-5-1

Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.

a) The device under test initiates a secure device pipe setup request with the test
device A. At the same time, test device A is listening to the 01-SecurelListenerList field
address included in its own Device Online Advertisement, to set up TCP connection
with the device under test.

b) The test device A is listening to any request message on the TCP connection.



https://standardsiso.com/api/?name=29ba00fd59327da0d64c10a485917681

14543-5-4 © ISO/IEC:2010(E) -41 -

Pass verdict condition
The following conditions are required so that the device passes this test.

a) In step 1 of the test procedure, test device A and the device under test set up TCP
connection successfully.

b) In step 2 of the test procedure, test device A receives a pipe setup request based on
trusted third party authentication, encrypted message transmission and authentication
mechanism sent by the device under test.

c) In anp 2 of the test Inrnr‘ndllrp’ the pipp Qp’rnp rpqnpcf received hy test device A shall

conform to the definitions of the HTTP command and the required fields shown(in
Table 15 of ISO/IEC 14543-5-1.

6.2.6.3 Test case 2

Test purpose

The test purpose is to ensure that, when the device under test receives a Pipe Setup
Request based on Trusted Third Party Authentication, Encrypted Message Transmission
and Authentication Mechanism, it will return a proper secure device pipe setup response.

Reference

Pipe Setup Request based on Trusted Third Party Authentication, Encrypted Message
Transmission and Authentication Mechanism; see™)*9.2.3.1 and 9.2.3.2.5 of
ISO/IEC 14543-5-1.

Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.

a) The test device A uses the field: 01-SecurelListenerList addresses retrieved from a
Device Online Advertisementsent by the device under test to set up TCP connection.

b) The test device A uses-~the existing TCP connection to send a pipe setup request
based on trusted third“party authentication, encrypted message transmission and
authentication mechanism to the device under test. This message format conforms to
the requirement definitions in Table 15 of ISO/IEC 14543-5-1. The test device A is also
listening to any fesponse message on the TCP connection.

Pass verdict condition
The following-conditions are required so that the device passes this test.

a) In step™M of the test procedure, test device A and the device under test set up TCP
connection successfully.

b) Invstep 2 of the test procedure, the test device A receives a Pipe Setup Response
based on Trusted Third Party Authentication, Encrypted Message Transmission and
Authentication Mechanism sent by the device under test.

C) Tn step Z of the test procedure, the pipe setup response received by the test device A
shall conform to the definitions of the HTTP command and the required fields shown in
Table 16 of ISO/IEC 14543-5-1.

6.2.6.4 Test case 3

Test purpose

The test purpose is to ensure that, when the device under test (as security identity service
provider) receives an Authentication Request based on Authentication, Encrypted
Message Transmission and Authentication Mechanism of Trusted Third Party, it will return
a proper authentication response within 30 s.
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Reference

Authentication Response based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Trusted Third Party; see 9.2.3.1 and 9.2.3.3.4 of
ISO/IEC 14543-5-1.

Conformance category

Optional

Test procedure

The test device A uses the existing TCP connection to send an Authentication Reguest
based on Authentication, Encrypted Message Transmission and Authentication
Mechanism of Trusted Third Party to the device under test. This message format.conforms
to the requirement definitions in Table 29 of ISO/IEC 14543-5-1. The test devicé A is also
listening to any response message on the TCP connection.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) After sending out an authentication request, the test")device A receives an
Authentication Response based on Authentication, Encryptéd Message Transmission
and Authentication Mechanism of Trusted Third Party ffom the device under test within
30 s.

b) The response received by the test device A shall conform to the definitions of the
HTTP command and the required fields shown.in<Table 30 of ISO/IEC 14543-5-1.

6.2.6.5 Test case 4

Test purpose

The test purpose is to ensure that, whén the device under test receives an Authentication
Result Request based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Trusted Third Party and its content authentication passes, it
will send out the correct authentication result response within 30 s to confirm successful
authentication (01-ReturnCode field value = 100 (success)).

Reference
Authentication ResSultt Response based on Authentication, Encrypted Message

Transmission and~Authentication Mechanism of Trusted Third Party; see 9.2.3.1, 9.2.3.3.4
and Clause 11@f1SO/IEC 14543-5-1.

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.
Conformance category

Optional

Test nrocedure
T 4 GH

The test procedure shall contain the following actions.

a) The test device A sends an Authentication Request based on Authentication,
Encrypted Message Transmission and Authentication Mechanism of Trusted Third
Party through the test device B to the device under test and receives the correct
authentication response from the device under test through the test device B.

b) The test device A uses the existing TCP connection to send an Authentication Result
Request based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Trusted Third Party to the device under test. This
message format conforms to the requirement definitions in Table 31 of
ISO/IEC 14543-5-1 (includes the correct authentication in the response message from
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test device B in step 1). The test device A is also listening to any response message
on the TCP connection.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) In step 2 of the test procedure, after sending out a request, the test device A receives
an Authentication Result Response based on Authentication, Encrypted Message
Transmission and Authentication Mechanism of Trusted Third Party from the device
under test within 30 s.

6.2.6.6 Test case 5

b) In step 2 of the test procedure, the response received by test device A shall conform(te
the definitions of the HTTP command and the required fields shown in Table 32"“of]
ISO/IEC 14543-5-1.

c) In step 2 of the test procedure, the 01-ReturnCode field in the response recéived by
test device A shall be 100.

Test purpose

The test purpose is to ensure that, when the device under test receives an Authentication
Result Request based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Trusted Third Party and its conient authentication fails, it will
send out the correct Secure Device Pipe Setup Confirmation Response within 30 s to
indicate failure and to set up secure device pipe (01-ReturnCode field value = 405 (device
setup failed)).

Reference

Secure Device Pipe Setup Confirmation Response; see 9.2.3.1, 9.2.3.4 and Clause 11 of
ISO/IEC 14543-5-1.

Request/Response status codes, see-Table 85 and Table 86 of ISO/IEC 14543-5-1.
Conformance category
Optional

Test procedure
The test procedure Shall contain the following actions.

a) The test device A sends an Authentication Request based on Authentication,
Encrypted\Message Transmission and Authentication Mechanism of Trusted Third
Party through test device B to the device under test and receives the correct
authentication response from the device under test through test device B.

b) The(test device A uses the existing TCP connection to send an Authentication Result
Request based on Authentication, Encrypted Message Transmission and
Authentication Mechanism of Trusted Third Party to the device under test. This

message format conforms to the requirement definitions in Table 31 of
ISO/UNEC 1454351 (inr\lllrlne the wrong s\llfhnnfir\s\fir\n) The test device A _is also

listening to any response message on the TCP connection.
Pass verdict condition
The following conditions are required so that the device passes this test.

a) In step 2 of the test procedure, after sending out a request, test device A receives a
Secure Device Pipe Setup Confirmation Response from the device under test within
30 s.

b) In step 2 of the test procedure, the response received by test device A shall conform to
the definitions of the HTTP command and the required fields shown in Table 34 of
ISO/IEC 14543-5-1.
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c) In step 2 of the test procedure, the 01-ReturnCode field in the response received by
test device A shall be 405.

6.2.6.7 Test case 6

Test purpose

The test purpose is to verify that the device under test sends a correct Authentication
Request based on Authentication, Encryption Message Transmission and Authentication
Mechanism of Trusted Third Party to the security identity service provider after receiving a

6.2.6.8 Test case 7

PTpe Setup Response based on Tfusted Third Party Authentication, Encrypted Message
Transmission and Authentication Mechnism that confirms the secuity mechanism selection
and sets up a secure device pipe based on Trusted Third Party Autentication, Encryption
Message Transmission and Authentication Mechanism.

Reference

Authentication Request based on Authentication, Encrypted Message [ransmission and
Authentication Mechanism of Trusted Third Party; see 9.2.3.1 hand 9.2.3.3.4 of
ISO/IEC 14543-5-1.

Conformance category
Optional

Test procedure
The test procedure shall contain the following actions.

a) The device under test initiates a secure device pipe setup with test device A. At the
same time, test device A is listening to“the 01-SecurelistenerList field address
included in its own Device Online Advertisement, to set up TCP connection with the
device under test.

b) After the test device A has received a Pipe Setup Request based on Trusted Third
Party Authentication, Encrypted Méessage Transmission and Authentication Mechanism
it will send out a secure devjce“pipe setup response to confirm the selected security
mechanism. This message format conforms to the requirement definitions in Table 16
of ISO/IEC 14543-5-1. At the same time, test device B is listening to the setup TCP
connection with the device under test to receive any messages.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) In step 2 of\he test procedure, test device B receives an Authentication Request
based on-Authentication, Encrypted Message Transmission and Authentication
Mechanism of Trusted Third Party sent by the device under test.

b) In step 2 of the test procedure, the request received by test device B shall conform to
thieyrequirement definitions in Table 29 of ISO/IEC 14543-5-1.

Test purpose

The test purpose is to ensure that, when the device under test receives an Authentication
Response based on Authentication, Encrypted Message Transmission and Authentication
Mechanism of Trusted Third Party, it will send out the correct Authentication Result
Request based on Authentication, Encrypted Message Transmission and Authentication
Mechanism of Trusted Third Party.

Reference

Authentication Result Request based on Authentication, Encrypted Message Transmission
and Authentication Mechanism of Trusted Third Party; see 9.2.3.1 and 9.2.3.3.4 of
ISO/IEC 14543-5-1.
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Conformance category
Optional
Test procedure

After the test device B has received an Authentication Request based on Authentication,
Encrypted Message Transmission and Authentication Mechanism of Trusted Third Party
sent by the device under test, it will send out the correct authentication response. This
message format conforms to the requirement definitions in Table 30 of ISO/IEC 14543-5-1

At the same time, the test device A is listening to the setup TCP connection with the
device under test to receive any messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device A receives an Authentication Result Request based on_Authentication,
Encrypted Message Transmission and Authentication Mechanism {of” Trusted Third
Party sent from the device under test.

b) The request message received by the test device A shall conferm to the requirement
definitions in Table 31 of ISO/IEC 14543-5-1.

6.2.7 Secure device pipe setup confirmation conformance-test suite
6.2.7.1 Pre-condition

Pre-condition 1, applicable to test case 1:

the test device and device under test are located.in the same LAN |IP broadcast domain;
the IGRS protocol on the device under test:is initiated and running normally;

the test device is listening to multicast-port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the_device under test. 01-SecurelListenerList field is
retrieved;

the test device sends a Device:-Online Advertisement periodically to multicast address
239.255.255.250:3880. The~0Q4=SecurelListenerList field contains IP address to set up
secure device pipe;

the test device connegis to the device under test using 01-SecurelListenerList field
address retrieved from_a Device Online Advertisement sent by the device under test to set
up TCP connection.

Pre-condition 2, applicable to test case 2

the test device and device under test are located in the same LAN IP broadcast domain;
the IGRS protocol on the device under test is initiated and running normally;

thectest device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test. 01-SecurelListenerList field is
retrieved,;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880. The 01-SecurelistenerList field contains IP address to setup
secure device pipe;

the device under test connects to the test device using 01-SecurelistenerList field
address retrieved from a Device Online Advertisement sent by the test device to set up
TCP connection.

6.2.7.2 Test case 1

Test purpose

The test purpose is to ensure that, if the device under test initiates the setup of secure
device pipe, when the device under test receives the response message which indicates
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initialization, and identity authentication phases have been completed properly, it sends
the correct Secure Device Pipe Setup Confirmation Request to the test device.

Reference
Secure Device Pipe Setup Confirmation Request; see 9.2.3.4 of ISO/IEC 14543-5-1.
Conformance category

Optional

Test procedure
The test procedure shall contain the following actions.

a) The test device and the device under test complete secure device pipe set up.initiation,
security identity authentication and secure device pipe key negotiation between them
normally.

b) The test device is listening to the TCP connection setup with the device under test to
receive any messages.

Pass verdict condition
The following conditions are required so that the device passes'this test.

a) After the first two phases of device pipe setup are completed, the test device receives
a Secure Device Pipe Setup Confirmation Request from)the device under test.

b) The request received by the test device shall conform to the definitions of the HTTP
command and the required fields shown in Table@33 of ISO/IEC 14543-5-1.

c) The 01-CreatePipeResult field in the request received by the test device shall be
OK(success).

6.2.7.3 Test case 2

Test purpose

The test purpose is to ensure that;>when the device under test receives a Secure Device
Pipe Setup Confirmation Requé€st from test device, it sends out the proper Secure Device
Pipe Setup Confirmation Response.

Reference

Secure Device Pipe _Setup Confirmation Response; see 9.2.3.4 of ISO/IEC 14543-5-1.
Conformance category

Optional

Test procedure
The test procedure shall contain the following actions.

a) The test device and device under test complete secure device pipe setup initiation,
melri’ry idpnti’ry authentication and secure device pipe kpy npgntiafinn bhetween them

normally.

b) The test device sends a Secure Device Pipe Setup Confirmation Request to the device
under test. This message format conforms to the requirement definitions in Table 33 of
ISO/IEC 14543-5-1. At the same time, the test device is listening to the TCP
connection setup with the device under test to receive any response messages.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) In step 2 of the test procedure, after the test device has sent a Secure Device Pipe
Setup Confirmation Request, it receives a Secure Device Pipe Setup Confirmation
Response sent by the device under test.


https://standardsiso.com/api/?name=29ba00fd59327da0d64c10a485917681

14543-5-4 © ISO/IEC:2010(E) - 47 -

b) In step 2 of the test procedure, the response received by the test device shall conform
to the definitions of the HTTP command and the required fields shown in Table 34 of
ISO/IEC 14543-5-1.

6.2.8 Secure device pipe teardown conformance test suite
6.2.8.1 Pre-condition

Pre-condition 1, applicable to test case 1:

— the test device and the device under test are located in the same LAN IP broadcast
domain;

- the IGRS protocol on the device under test is initiated and running normally;

- the test device has setup a secure device pipe with the device under test;

— the device under test is equipped with a control interface that can be used {o_tear down a
secure device pipe with other devices.

6.2.8.2 Test case 1

— Test purpose

The test purpose is to ensure that, when the device under test’is tearing down a secure

device pipe, it can send out the proper Secure Device “Pipe Teardown Notification
Message.

— Reference

Secure Device Pipe Teardown Notification Message; see 9.2.4 of ISO/IEC 14543-5-1.
— Conformance category

Optional
—~ Test procedure

The device under test initiates'a secure device pipe setup tear down with the test device.
At the same time, the test{device is listening to the secure device pipe setup with the
device under test to receive any messages.

— Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test _device receives a Secure Device Pipe Teardown Notification Message sent
from the.device under test.

b) The hotification message received by the test device shall conform to the definitions of]
the HTTP command and the required fields shown in Table 35 of ISO/IEC 14543-5-1.

6.2.9 Device online detection conformance test suite

6.2:9.1 Pre-condition

Pre-condition 1, applicable to test case 1 and test case 2:

— the test device and the device under test are located in the same LAN IP broadcast
domain;

— the IGRS protocol on the device under test is initiated and running normally;

— the test device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test;

— the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880;

— the test device sets up an unsecure device pipe with the device under test.
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Pre-condition 2, applicable to test case 3:

the test device and device under test are located in the same LAN IP broadcast domain;
the IGRS protocol on the device under test is initiated and running normally;

the test device is listening to multicast port 239.255.255.250:3880 to receive a Device
Online Advertisement sent by the device under test;

the test device sends a Device Online Advertisement periodically to multicast address
239.255.255.250:3880;

6.2.9.2 Test case 1

the test device sets up an unsecure device pipe with the device under test;

the device under test is equipped with a control interface that can be used to sénd a
Device Online Detection Request Message.

Test purpose

The test purpose is to ensure that, when the device under test receives a Device Online
Detection Request Message and the 01-TargetDeviceld field in,that request message
matches device id of the device under test, it returns a proper.Device Online Detection
Response Message within 30 s.

Reference

Device Online Detection Response Message; see 9.2:6.0f ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

The test device sends a Device Online Detection Request Message to the device under
test through device pipe setupx(This message format conforms to the requirement
definitions in Table 37 of ISO/IEC. 14543-5-1. In addition, 01-TargetDeviceld field value is
configured to be the same as.the NT field in the Device Online Advertisement sent by the
device under test. At the same time, the test device is also listening to the device pipe
between two devices fort30's to receive any response messages.

Pass verdict condition

The following cofditions are required so that the device passes this test.

a) Within 30-s.after the test device has sent out the request message, it shall receive a
DevicesOnline Detection Response Message sent by the device under test on the
device-pipe.

b) The'‘response message received by the test device shall conform to the definitions of
the HTTP command and the required fields shown in Table 38 of ISO/IEC 14543-5-1.

€)' The response message received by the test device shall satisfy the following.
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in the request message.

e The O01-TargetDeviceld field in the response message shall match 01-
SourceDeviceld field in the request message.

e The 01-Acknowledgeld field in the response message shall match 01-Sequenceld
field in the request message.

6.2.9.3 Test case 2

Test purpose

The test purpose is to ensure that, when the device under test receives a Device Online
Detection Request Message, but 01-TargetDeviceld field in that request message does
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not match device id of the device under test, it does not return a Device Online Detection
Response Message.

Reference
Device Online Detection Response Message; see 9.2.6 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

6.2.9.4 Test case 3

Test procedure

The test device sends a Device Online Detection Request Message to the devige under
test through device pipe setup. This message format conforms to the reglirement
definitions in Table 37 of ISO/IEC 14543-5-1. In addition, 01-TargetDeviceld-field value is
configured to be different from the NT field in the Device Online Advertisement sent by the
device under test. At the same time, the test device is also listening te the device pipe
between two devices for 30 s to receive any response messages.

Pass verdict condition

The following conditions are required so that the device passes'this test:

After the test device has sent out the request message;.it shall not receive a Device
Online Detection Response Message sent by the device under test.

Test purpose

The test purpose is to ensure that, after the device under test has set up a device pipe
and needs to detect whether the other _device is online, it can send out a proper Device
Online Detection Request Message.

Reference

Device Online Detection Request Message; see 9.2.6 of ISO/IEC 14543-5-1.
Conformance category

Optional

Test procedure

The deviceyunder test initiates a Device Online Detection Request Message through
device pipe setup to the test device. At the same time, the test device is listening to the
device pipe setup with the device under test to receive any messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device receives a Device Online Detection Request Message sent by the
device under test.

b) The request message received by the test device shall conform to the definitions of the
HTTP command and the required fields shown in Table 37 of ISO/IEC 14543-5-1.
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6.3 Device description document retrieval conformance test suite
6.3.1 Reference messages

Device Description Document Retrieval Request Message refers to Table 39 of
ISO/IEC 14543-5-1.

Device Description Document Retrieval Response Message refers to Table 40 of
ISO/IEC 14543-5-1.

6.3.2 Test case suite
6.3.2.1 Pre-condition
Pre-condition 1, applicable to test case 1 through test case 4:

— the test device and device under test are located in the same LAN IP broadcast domain;
— the IGRS protocol on the device under test is initiated and running normally;
— the test device sets up a device pipe with the device under test;

— the detailed device description document is stored on the device under test.
Pre-condition 2, applicable to test case 5:

— the test device and device under test are located in thessame LAN IP broadcast domain;
— the IGRS protocol on the device under test is initiated and running normally;
— the test device sets up a device pipe with the déwvice under test;

— the device under test is equipped with a.centrol interface that can be used to access
detailed device description documents of ather devices.

6.3.2.2 Test case 1

— Test purpose
The test purpose is to ensure that, when the device under test receives a Device
Description Document Retrieval Request Message, it can send out the proper Device
Description Document Retrieval Response Message within 30 s.

— Reference

Device Description Document Retrieval Response Message; see 9.3.2 of
ISO/IEC 14543:5-1.

— Conformahce category
Mandatory

- Al est procedure

The test device sends a Device Description Document Retrieval Request Message to the
device under test. This message format conforms to the requirement definitions in
Table 39 of ISO/IEC 14543-5-1. At the same time, the test device is listening to any
messages sent by the device under test for 30 s.

— Pass verdict condition

The following conditions are required so that the device passes this test.

a) After the test device has sent a Device Description Document Retrieval Request
Message, it shall receive a Device Description Document Retrieval Response Message
from the device under test within 30 s.

b) The response message received by the test device shall conform to the definitions of
the HTTP command and the required fields shown in Table 40 of ISO/IEC 14543-5-1.
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c) The response message received by the test device shall satisfy the following.

e The 01-Acknowledgeld field in the response message shall match 01-Sequenceld
field in the request message.

e The <Acknowledgeld> field value in the response message body shall match
<Sequenceld> field value in the request message body.

e The 01-SourceDeviceld field in the response message shall match 01-
TargetDeviceld field in the request message.
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SourceDeviceld field in the request message.

e The <Clientld> field value in the response message body shall match <Clientld>
field value in the request message body.

6.3.2.3 Test case 2

Test purpose

The test purpose is to ensure that, when the device under test receives a Device
Description Document Retrieval Request Message and it retrieves the proper device
description document, the <ReturnCode> field value in the respons€ message body is 100
(success).

Reference

Device Description Document Retrieval Response Message; see 9.3.2 and clause 11 of
ISO/IEC 14543-5-1

Request/Response status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1
Conformance category

Mandatory

Test procedure

The test device sends a Device Description Document Retrieval Request Message to the
device under test. This message format conforms to the requirement definitions in Table
39 of ISO/IEC 14543-5:4\" At the same time, the test device is listening to any messages
sent by the device under test for 30 s.

Pass verdict condition

The following-conditions are required so that the device passes this test:

a) Afterthe test device has sent a Device Description Document Retrieval Request
Message, it shall receive a Device Description Document Retrieval Response
Message from the device under test within 30 s;

b)>~The response message received by the test device shall conform to the definitions of]
the HTTP command and the required fields shown in Table 40 of ISO/IEC 14543-5-1;

C) The <RefurnCode> field In the response message body received by the test device
shall be 100.

6.3.2.4 Test case 3

Test purpose

The test purpose is to ensure that, when the device under test receives a Device
Description Document Retrieval Request Message and it cannot retrieve the proper device
description document, the <ReturnCode> field value in the response message body is 204
(the device detailed description information access failed, or the device detailed
description information does not exist or is blank).
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Reference

Device Description Document Retrieval Response Message; see 9.3.2 and Clause 11 of
ISO/IEC 14543-5-1.

Request/Response status Codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.

Conformance category

Test procedure

The test procedure shall contain the following actions.
a) Delete the detailed device description document stored in the device undertest.

b) The test device sends a Device Description Document Retrieval Request Message to
the device under test. This message format conforms to the requirement definitions in
Table 39 of ISO/IEC 14543-5-1. At the same time, the test device is listening to any
messages sent by the device under test for 30 s.

Pass verdict condition

The following conditions are required so that the deviee‘passes this test.

a) In step 2 of the test procedure, after the test device has sent a Device Description
Document Retrieval Request Message, it shall receive a Device Description Document
Retrieval Response Message from the device under test within 30 s.

b) In step 2 of the test procedure, the response message received by the test device
shall conform to the definitions of'the HTTP command and the required fields shown in
Table 40 of ISO/IEC 14543-5-1.,

c) In step 2 of the test procedure, the <ReturnCode> field in the response message body
received by the test device shall be 204.

6.3.2.5 Test case 4

Test purpose

The test purpose is to ensure that, when the device under test receives a Device
Description JDocument Retrieval Request Message and it retrieves the proper device
description document, the transmitted response message body contains the proper
detailed device description document.

Reference

Device nner\ripfinn Document Retrieval R’ncpnnen I\/Ineeslgn; see 932 and Clause 11 of

ISO/IEC 14543-5-1.
Conformance category
Mandatory

Test procedure

The test device sends a Device Description Document Retrieval Request Message to the
device under test. This message format conforms to the requirement definitions in
Table 39 of ISO/IEC 14543-5-1. At the same time, the test device is listening to any
messages sent by the device under test for 30 s.
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Pass verdict condition

The following conditions are required so that the device passes this test.

a) After the test device has sent a Device Description Document Retrieval Request
Message, it shall receive a Device Description Document Retrieval Response
Message from the device under test within 30 s.

b) The response message received by the test device shall conform to the definitions of

6.4

6.3.

the HTTP command and the required fields shown in Table 40 of ISO/IEC 14543-5-1;

c) The device description document in the response message body received by thetest
device shall match the device description document stored in the device.

2.6 Test case 5

Test purpose

The test purpose is to ensure that, when the device under test ngeds to access detailed
device description documents of other devices, it can send\odt the proper Device
Description Document Retrieval Request Message.

Reference

Device Description Document Retrieval Request Message; see 9.3.1 of
ISO/IEC 14543-5-1.

Conformance category
Optional
Test procedure

The device under test initiates a request to access detailed device description document
of test device. At the same timej-the test device is listening to the device pipe setup with
the device under test to receiveany messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test .device shall receive a Device Description Document Retrieval Request
Messagé-from the device under test.

b) Thérrequest message received by the test device shall conform to the definitions off
the HTTP command and the required fields shown in Table 39 of ISO/IEC 14543-5-1.

Device group setup conformance test suite

6.4.

1 Reference messages

Device Group Advertisement Message of Specified Peer-to-peer Device Group refers to
Table 41 of ISO/IEC 14543-5-1.

Device Leaves Specified Peer-to-peer Device Group Quit Group Message refers to Table 42
of ISO/IEC 14543-5-1.

Device Group Advertisement Message of Master-slave Device Group refers to Table 43 of
ISO/IEC 14543-5-1.
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Request Message to Join a Master-slave Device Group refers to Table 44 of
ISO/IEC 14543-5-1.

Response Message to Join a Master-slave Device Group refers to Table 45 of
ISO/IEC 14543-5-1.

Device Group Dissolve Notification Message Sent by Master Device refers to Table 46 of
ISO/IEC 14543-5-1.

\Withdraw Notification Message Sent by Slave Device refers to Table 47 of ISO/IEC 14543,5:1

6.4.2 Test case suite
6.4.2.1 Pre-Condition
Pre-condition 1, applicable to test case 1:

— the test device and device under test are located in the same LAN IR"broadcast domain;

— the IGRS protocol on the device under test is initiated and running\hermally;

— the test device is listening to multicast port 239.255.255.250:3880;

— the device under test is equipped with a control interface that can be used to setup
specified peer-to-peer device group.

Pre-condition 2, applicable to test case 2:

— the test device and device under test are located\in the same LAN IP broadcast domain;
— the IGRS protocol on the device under test is\nitiated and running normally;

— the test device sets up a specified peer-tespeer device group and sends specified peer-to-
peer device group advertisement periodically to multicast address 239.255.255.250:3880;

- the test device is listening to multicast port 239.255.255.250:3880;

— the device under test is equipped:-with a control interface that can be used to join specified
peer-to-peer device group.

Pre-condition 3, applicable to test case 3:

— the test device A, test-device B and the device under test are located in the same LAN |P
broadcast domain;

— the IGRS protocol on the device under test is initiated and running normally;

— the test device A sets up a specified peer-to-peer device group. The test device B and the
device under test join this specified peer-to-peer device group;

— the tést'device A is listening to multicast port 239.255.255.250:3880.

Pre<condition 4, applicable to test case 4:
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— the IGRS protocol on the device under test is initiated and running normally;

— the test device sets up a specified peer-to-peer device group and the device under test
joins this specified peer-to-peer device group;

— the test device is listening to multicast port 239.255.255.250:3880;
— the device under test is equipped with a control interface that can be used to leave the
specified peer-to-peer device group.

Pre-condition 5, applicable to test case 5:

— the test device and the device under test are located in the same LAN IP broadcast
domain;
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the IGRS protocol on the device under test is initiated and running normally;
the test device is listening to multicast port 239.255.255.250:3880;

the device under test is equipped with a control interface that can be used to set up a
master-slave device group.

Pre-condition 6, applicable to test case 6:

the test device and the device under test are located in the same LAN I|P broadcast
domain;

the IGRS protocol on the device under test is initiated and running normally;
the device under test sets up a master-slave device group as the master device;

the test device sets up a device pipe with the device under test.

Pre-condition 7, applicable to test case 7:

the test device and the device under test are located in the same,LAN |IP broadcast
domain;

the IGRS protocol on the device under test is initiated and running.dermally;

the device under test sets up a master-slave device group as the master device;
the test device sets up a device pipe with the device under ¢est;

the test device is listening to multicast port 239.255.255,250:3880;

the device under test is equipped with a control interface that can be used to dissolve the
master-slave device group.

Pre-condition 8, applicable to test case 8:

the test device and device under test are Jocated in the same LAN IP broadcast domain;
the IGRS protocol on the device undertest is initiated and running normally;

the test device sets up a master-slave device group as the master device and sends out
master-slave device group advertisement periodically;

the test device sets up a deyice pipe with the device under test;

the device under test is_equipped with a control interface that can be used to join a
master-slave device group.

Pre-condition 9, applicable to test case 9:

the test devicé.and device under test are located in the same LAN |IP broadcast domain;
the IGRS. protocol on the device under test is initiated and running normally;

the test~device sets up a master-slave device group as the master device and sends
mastertslave device group advertisement periodically;

the-device under test joins this master-slave device group as a slave device;

the test device sets up a device pipe with the device under test;

the device under test is equipped with a control interface that can be used to leave the
master-slave device group.

6.4.2.2 Test case 1

Test purpose

The test purpose is to ensure that, when the device under test sets up a specified peer-to-
peer device group, it can send out the proper Device Online Advertisement (this includes
its specified peer-to-peer device group ID) and the specified peer-to-peer device group
advertisement.

Reference
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Device Group Advertisement Message of Specified Peer-to-peer Device Group; see
9.5.2.2 of ISO/IEC 14543-5-1.

Conformance category
Optional
Test procedure

The device under test initiates a specified peer-to-peer device group setup.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Online Advertisement message fronythé device
under test at multicast address port. This message received by the test,device shall
conform to the definitions in Table 7 of ISO/IEC 14543-5-1.

b) The test device shall receive a Device Group Advertisement Message of Specified
Peer-to-peer Device Group from the device under test at multicast address port. The
message received by the test device shall conform to the definitions of the HTTP
command and the required fields shown in Table 41 of ISO/JEC-14543-5-1.

6.4.2.3 Test case 2

Test purpose

The test purpose is to ensure that, when the device ‘under test joins a specified peer-to-
peer device group, it can send out the proper Device Online Advertisement (this includes
its specified peer-to-peer device group ID).

Reference

Device Online Advertisement; see 9.1:100f ISO/IEC 14543-5-1.
Conformance category

Optional

Test procedure

The device under test’initiates a request to join a specified peer-to-peer device group
setup by the test device.

Pass verdict_condition

The followingconditions are required so that the device passes this test.

a) Thestest device shall receive a Device Online Advertisement message from the device
under test at multicast address port. This message received by the test device shall
conform to the definitions in Table 7 of ISO/IEC 14543-5-1.

b)" The 01-DeviceGrouplList field in the advertisement message received by the test
device shall include the anpr‘ifipd peer-to-peer device group 1D used hy the test device

6.4.2.4 Test case 3

Test purpose

The test purpose is to ensure that, when the device under test is selected to be
responsible for sending a device group advertisement in a specified peer-to-peer device
group that it belongs to, it can send out the proper specified peer-to-peer device group
advertisement.
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Reference

Device Group Advertisement Message of Specified Peer-to-peer Device Group; see
9.5.2.2 of ISO/IEC 14543-5-1.

Conformance category
Optional

Test procedure

The test procedure shall contain the following actions.
a) The test device A sends a Device Offline Advertisement message through multicast
address 239.255.255.250:3880.

b) Between the test device B and device under test, the device under test i5) selected to
be responsible for device group advertisement.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device A shall receive a Device Group Advertisement Message of Specified
Peer-to-peer Device Group from the device under test at multicast address port.

b) This advertisement message received by the test device A shall conform to the
definitions in Table 41 of ISO/IEC 14543-5-1.

6.4.2.5 Test case 4

Test purpose

The test purpose is to ensure that, when the.device under test leaves a specified peer-to-
peer device group, it can send out the proper Device Leaves a Specified Peer-to-peer
Device Group Quit Group Message.

Reference

Device Leaves a Specified Peer-to-peer Device Group Quit Group Message; see 9.5.2.4
of ISO/IEC 14543-5-1.

Conformance category
Optional

Test procedure

The device under test initiates a request to leave a specified peer-to-peer device group
set up by thée-test device.

Pass verdict condition
The following conditions are required so that the device passes this test.

a).\The test device shall receive a Device Leaves a Specified Peer-to-peer Device Group
Quit Group Message from the device under test at multicast address port.

(>}
<+

This-message—received-by-the-test-device-shal-conform-to-the-definitions-in-Table-42

of ISO/IEC 14543-5-1.

6.4.2.6 Test case 5

Test purpose

The test purpose is to ensure that, when the device under test sets up a master-slave
(centralized) device group, it can send out the proper Device Group Advertisement
Message of Master-slave Device Group periodically.

Reference

Device Group Advertisement Message of Master-slave Device Group; see 9.5.3.1 and
9.5.3.2 of ISO/IEC 14543-5-1.
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— Conformance category
Optional

— Test procedure

The device under test initiates a master-slave (centralised) device group setup.
— Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Group Advertisement Message of Master-slave
Device Group periodically from the device under test.

b) This message received by the test device shall conform to the definitions in Table 43
of ISO/IEC 14543-5-1.
6.4.2.7 Test case 6
— Test purpose
The test purpose is to ensure that, when the device under test is,the master device and

receives a Request Message to Join a Master-slave Device Group, it can send out the
proper Response Message to Join a Master-slave Device Group.

— Reference

Response Message to Join a Master-slave ,Dévice Group; see 9.5.3.3 of
ISO/IEC 14543-5-1.

—~ Conformance category
Optional
— Test procedure

The test device sends a Request (Message to Join a Master-slave Device Group to the
device under test based on device pipe. This message format conforms to the requirement
definitions in Table 44 of ISO/IEC 14543-5-1. At the same time, the test device is listening
to the device pipe setup with_the device under test to receive any response messages.

— Pass verdict condition

The following conditions are required so that the device passes this test.

a) After the test device has sent a Request Message to Join a Master-slave Device Group,
it shall receive a Response Message to Join a Master-slave Device Group from the
devicesunder test through device pipe within 30 s.

b) The.response message received by the test device shall conform to the definitions of
the,HTTP command and the required fields shown in Table 45 of ISO/IEC 14543-5-1.

6.4.2.8 Test case 7

- Test purpose

The test purpose is to ensure that, when the device under test is the master device and
needs to dissolve the master-slave (centralised) device group, it can send out the proper
Device Group Dissolve Notification Message Sent by Master Device.

— Reference

Device Group Dissolve Notification Message Sent by Master Device; see 9.5.3.4 of
ISO/IEC 14543-5-1.

— Conformance category

Optional
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Test procedure

The device under test initiates a request to dissolve master-slave (centralised) device
group.

Pass verdict condition

The following conditions are required so that the device passes this test:

a) The test device shall receive a Device Group Dissolve Notification Message Sent by
Master Device from the device under test at multicast address 239.255,.255.250:3880;

b) This message received by the test device shall conform to the definitions in Table 46
of ISO/IEC 14543-5-1.

6.4.2.9 Test case 8

Test purpose

The test purpose is to ensure that, when the device under test joins.-a master-slave
(centralised) device group, it can send out the proper Request Message.to Join a Master-
slave Device Group to the master device.

Reference

Request Message to Join a Master-slave Device Group; s€e 9.5.3.3 of ISO/IEC 14543-5-1
Conformance category

Optional

Test procedure

The device under test initiates a request. to join a master-slave (centralised) device group
setup by the test device. At the same_time, the test device is listening to the device pipe
setup with the device under test to reeeive any messages.

Pass verdict condition

The following conditions are-required so that the device passes this test.

a) The test device shall,receive a Request Message to Join a Master-slave Device Group
from the device undertest based on device pipe.

b) This message received by the test device shall conform to the definitions in Table 44
of ISO/IEC 14543-5-1.

6.4.2.10 Test(case 9

Test purpose

Thefest purpose is to ensure that, when the device under test leaves a master-slave
(centralised) device group, it can send out the proper Withdraw Notification Message Sent
by a slave device to a master device.

Reference

Withdraw Notification Message Sent by slave device; see 9.5.3.4 of ISO/IEC 14543-5-1.
Conformance category

Optional

Test procedure

The device under test initiates a request to leave a master-slave (centralised) device

group setup by the test device. At the same time, the test device is listening to the device
pipe setup with the device under test to receive any messages.
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— Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Withdraw Notification Message Sent by slave device
based on device pipe from the device under test.

b) This message received by the test device shall conform to the definitions in Table 47
of ISO/IEC 14543-5-1.

6.5 Device search conformance test suite

6.5.1 Reference messages

Device Search Request Message refers to Table 48 of ISO/IEC 14543-5-1.

Device Search Response Message refers to Table 49 of ISO/IEC 14543-5-1.

Device Search Request Message by Proxy refers to Table 50 of ISO/IEC 14543-5-1.
Device Search Response Message by Proxy refers to Table 51 of ISOAIEC 14543-5-1.

6.5.2 Test case suite
6.5.2.1 Pre-condition

Pre-condition 1, applicable to test case 1 through test/case 7, test case 9 through test
case 11:

— the test device and device under test are located in the same LAN IP broadcast domain;

— the IGRS protocol on the device under test is'initiated and running normally;

— the test device is listening to multicast/address port 239.255.255.250:3880 to receive a
Device Online Advertisement message' sent by the device under test;

- the IGRS service on the device under test is running normally;
— the test device is listening tosmulticast address port 239.255.255.250:3880 to receive a
Service Online Advertisement/Message sent by the device under test.

Pre-condition 2, applicable to test case 8:

— the test device and device under test are located in the same LAN IP broadcast domain;
— the IGRS protdeol on the device under test is initiated and running normally;

— the test devigce sets up a specified peer-to-peer device group or master-slave (centralised)
device groeup and the device under test joins that device group;

— the test device is listening to multicast address port 239.255.255.250:3880 to receive a
Device Online Advertisement message sent by the device under test.

Pre-condition 3, applicable to test case 12:

the test device and device under test are located in the same LAN |IP broadcast domain;

the IGRS protocol on the device under test is initiated and running normally;

the test device sets up a device pipe with the device under test;

the device under test is equipped with a control interface that can be used to search for
devices using multicast.

Pre-condition 4, applicable to test case 13:

— the test device and device under test are located in the same LAN IP broadcast domain;

— the IGRS protocol on the device under test is initiated and running normally;
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the device under test is equipped with a control interface that can be used to search by
proxy.

Pre-condition 5, applicable to test case 14:

the test device A, test device B and the device under test are located in the same LAN IP
broadcast domain;

the IGRS protocol on the device under test is initiated and running normally;
the test device A sets up a device pipe with the device under test;

the test device B sets up a device pipe with the device under test;

the device under test sets up master-slave device group, the test device A and testdevice
B join this device group as slave devices.

6.5.2.2 Test case 1

Test purpose

The test purpose is to ensure that, when the device under test receives a Device Search
Request Message based on multicast and there is a match in search condition, it can send
out the proper Device Search Response Message based on UDP to port 3880 of the
requesting device.

Reference

Device Search Response Message; see 9.6.1 of ISOAEC 14543-5-1.
Conformance category

Mandatory

Test procedure

The test device sends a Device Search Request Message based on multicast to address
port 239.255.255.250:3880. This message format conforms to the requirement definitions
in Table 48 of ISO/IEC 14543-5;1 and includes 01-SearchAll:TRUE field in the message.
At the same time, the test dgviice is listening to any UDP messages on port 3880.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test devjce-shall receive a Device Search Response Message based on UDP at
port 3880.from the device under test.

b) The respense message received by the test device shall conform to the definitions of
the HITP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.

c) Thefresponse message received by the test device shall satisfy the following:

e the USN field value, 01-SourceDeviceld field value in the response message shall
match <Deviceld> value in the message body and NT field value in the Device
Online Advertisement sent by the device under test;

e the 01-TargetDeviceld field in the response message shall match 01-
SourceDeviceld field in the request message;

e the <Acknowledgeld> field value in the response message body shall match 01-
Sequenceld field value in the request message;

o the <Clientld> field value in the response message body shall match 01-Clientid
field value in the request message.
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6.5.2.3 Test case 2

Test purpose

The test purpose is to ensure that, when the device under test receives a Device Search
Request Message based on multicast and the search condition is set to SearchAll, it can
treat all other search conditions as invalid, and send out the proper Device Search
Response Message based on UDP.

Reference

6.5.2.4 Test case 3

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

The test device sends a Device Search Request Message based on-multicast to address

port 239.255.255.250:3880. This message format conforms to the/requirement definitions

in Table 48 of ISO/IEC 14543-5-1. The message also includes thefollowing:

a) 01-SearchAll:TRUE field;

b) 01-SearchByDeviceName field, but this field value, isOdifferent from 01-DeviceName
value included in the Device Online Advertisement-0f the device under test.

At the same time, the test device is listening to any UDP messages on port 3880.

Pass verdict condition
The following conditions are required so that'the device passes this test.

a) The test device shall receive a Device Search Response Message based on UDP at
port 3880 from the device under test.

b) The response message receijved by the test device shall conform to the definitions off
the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.

Test purpose

The test purpose_is“to ensure that the device under test sends out the proper Device
Search Response_Message when the device under test receives a Device Search Request
Message based on a multicast message that contains a search condition for the
DeviceName-that matches its own search condition UDP.

Referenhee
Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.

Conformance category

Mandatory
Test procedure

The test device sends a Device Search Request Message based on multicast to address
port 239.255.255.250:3880. This message format conforms to the requirement definitions
in Table 48 of ISO/IEC 14543-5-1. The message

a) includes 01-SearchByDeviceName field, and this field value is the same as 01-
DeviceName value included in the Device Online Advertisement of the device under
test,

b) and none of the other optional search conditions are included.


https://standardsiso.com/api/?name=29ba00fd59327da0d64c10a485917681

14543-5-4 © I1SO/IEC:2010(E) ~ 63 -

At the same time, the test device is listening to any UDP messages on port 3880.
Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Search Response Message based on UDP at
port 3880 from the device under test.

b) The response message received by the test device shall conform to the definitions of
the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.

6.5.2.5 Test case 4

C) The <DeviceName> fleld value In the response message body snail_match 01-
SearchByDeviceName field value in the request message.

Test purpose

The test purpose is to ensure that, when the device under test receives a Dévice Search
Request Message based on multicast that contains a search condition far.the DeviceType
and if there is a match in the search condition, it can then send out the proper Device
Search Response Message based on UDP.

Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1
Conformance category

Mandatory

Test procedure

The test device sends a Device Search Request Message based on multicast to address
port 239.255.255.250:3880. This message format conforms to the requirement definitions
in Table 48 of ISO/IEC 14543-5-1. The message

a) includes 01-SearchByDeviceTlype field, and this field value is the same as 01-
DeviceType value included-in the Device Online Advertisement of the device under
test,

b) and none of the othernoptional search conditions are included.

At the same time, thetest device is listening to any UDP messages on port 3880.
Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test/device shall receive a Device Search Response Message based on UDP af
port.3880 from the device under test.

b) The response message received by the test device shall conform to the definitions off
the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.

c) The <DeviceType> field value in the response message body shall match 01-
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6.5.2.6 Test case 5

Test purpose

The test purpose is to ensure that, when the device under test receives a Device Search
Request Message based on multicast that contains a search condition for the ServiceType
and if there is a match in the search condition, it can then send out the proper Device
Search Response Message based on UDP.

Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.
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Conformance category
Mandatory
Test procedure

The test device sends a Device Search Request Message based on multicast to address
port 239.255.255.250:3880. This message format conforms to the requirement definitions
in Table 48 of ISO/IEC 14543-5-1. The message

a) Includes 01-SearchByServiceType field, and this field value is the same as 04-
ServiceType value included in the Device Online Advertisement of the device under
test;

b) And none of the other optional search conditions are included.

At the same time, the test device is listening to any UDP messages on port 3880-
Pass verdict condition

The following conditions are required so that the device passes this test:

a) The test device shall receive a Device Search Response Messadge based on UDP at
port 3880 from the device under test.

b) The response message received by the test device shallcconform to the definitions off
the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.

6.5.2.7 Test case 6

Test purpose
The test purpose is to ensure that, when the device under test receives a Device Search
Request Message based on multicast that contains a search condition for the

ServiceName and if there is a match in.the search condition, it can then send out the
proper Device Search Response Message based on UDP.

Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

The test deviee sends a Device Search Request Message based on multicast to address
port 239,255.255.250:3880. This message format conforms to the requirement definitions
in Table48 of ISO/IEC 14543-5-1. The message

a)«includes 01-SearchByServiceName field, and this field value is the same as 01-
ServiceName value included in the Device Online Advertisement of the device under
test,

b) and none of the ofher opiional search conditions are included.

At the same time, the test device is listening to any UDP messages on port 3880.
Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Search Response Message based on UDP at
port 3880 from the device under test.

b) The response message received by the test device shall conform to the definitions of
the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.
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6.5.2.8 Test case 7

Test purpose

The test purpose is to ensure that, when the device under test receives a Device Search
Request Message based on multicast that contains a search condition for the Deviceld
and if there is a match in the search condition, it can then send out the proper Device
Search Response Message based on UDP.

Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

The test device sends a Device Search Request Message based on-multicast to address
port 239.255.255.250:3880. This message format conforms to the/requirement definitions
in Table 48 of ISO/IEC 14543-5-1. The message

a) includes 01-SearchByDeviceld field, and this field valueZls the same as USN value
included in the Device Online Advertisement of the device under test,

b) and none of the other optional search conditions aré<dncluded.

At the same time, the test device is listening to any UDP messages on port 3880.
Pass verdict condition

The following conditions are required so that'the device passes this test.

a) The test device shall receive a Device Search Response Message based on UDP at
port 3880 from the device under test.

b) The response message received by the test device shall conform to the definitions off
the HTTP command and/the required fields shown in Table 49 of ISO/IEC 14543-5-1.

6.5.2.9 Test case 8

Test purpose

The test purpose_is to ensure that, when the device under test receives a Device Search
Request Message based on multicast that contains a search condition for the
DeviceGroupld and if there is a match in the search condition, it can then send out the
proper Device Search Response Message based on UDP.

Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.

o £ 4
VUTITUTTITAarivc deUUUI y
Optional

Test procedure

The test device sends a Device Search Request Message based on multicast to address
port 239.255.255.250:3880. This message format conforms to the requirement definitions
in Table 48 of ISO/IEC 14543-5-1. The message

a) includes 01-SearchByDeviceGroupld field, and this field value is the same as one of
the DeviceGroupld value in 01-DeviceGroupldList field included in the Device Online
Advertisement of the device under test,
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b) and none of the other optional search conditions are included.

At the same time, the test device is listening to any UDP messages on port 3880.
Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Search Response Message based on UDP at
port 3880 from the device under test.

6.5.2.10 Test case 9

b) The response message received by the test device shall conform to the definitions off
the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.

Test purpose

The test purpose is to ensure that, when the device under test receives.a_Device Search
Request Message based on multicast that contains a combination”of several search
conditions and if there is a match in the search condition, it can then jsend out the proper
Device Search Response Message based on UDP.

Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

The test device sends a Device Search>Request Message based on multicast to address
port 239.255.255.250:3880. This message format conforms to the requirement definitions
in Table 48 of ISO/IEC 14543-5-1..The message

a) includes 01-SearchByDeviceld field, and this field value is the same as USN value
included in the Device Online Advertisement of the device under test,

b) includes 01-SearchByDeviceType field, and this field value is the same as 01-
DeviceType valuefincluded in the Device Online Advertisement of the device under test

c) includes 01-SearchByServiceName field, and this field value is the same as 01-
ServiceName.wvalue included in the service online advertisement of the device under
test,

d) and none of the other optional search conditions are included.
At the Same time, the test device is listening to any UDP messages on port 3880.
Pass.verdict condition

The following conditions are required so that the device passes this test.

2) The test device shall receive a Device Search qupnnqp I\/Ipqeagp hased on UDP at

port 3880 from the device under test.

b) The response message received by the test device shall conform to the definitions of
the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.

6.5.2.11 Test case 10

Test purpose

The test purpose is to ensure that, when the device under test receives a Device Search
Request Message based on multicast and if there is no match in the search condition, it
does not send a Device Search Response Message based on UDP.
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Reference

Device Search Response Message; see 9.6.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

6.5.2.12 Test case 11

The test device sends a Device Search Request Message based on multicast to address
port 239.255.255.250:3880. This message format conforms to the requirement definitions
in Table 48 of ISO/IEC 14543-5-1. The message

a) does not include 01-SearchAll:TRUE field,

b) includes 01-SearchByServiceName field, and this field value is diffefent from 01-
ServiceName value included in the service online advertisement of the ‘device under
test,

c) and none of the other optional search conditions are included.

At the same time, the test device is listening to any UDP messages.'on port 3880.
Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall not receive a Device Search-Response Message based on UDP
at port 3880 from the device under test.

Test purpose

The test purpose is to ensure that, under normal circumstances, when the device under,
test receives a Device Search Request Message based on multicast and if there is a
match in the search condition, the~<ReturnCode> value in the Device Search Response
Message it sent based on UDP js 100 (success).

Reference

Device Search Response Message; see 9.6.1 and Clause 11 of ISO/IEC 14543-5-1.

Request/Response ‘status codes, see Table 85 and Table 86 of ISO/IEC 14543-5-1.
Conformance‘category

Mandatory

Test{procedure

The test device sends a Device Search Request Message based on multicast to address
port 239.255.255.250:3880. This message format conforms to the requirement definitions
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field. At the same time, the test device is listening to any UDP messages on port 3880.
Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Search Response Message based on UDP at
port 3880 from the device under test.

b) The response message received by the test device shall conform to the definitions of
the HTTP command and the required fields shown in Table 49 of ISO/IEC 14543-5-1.

c) The <ReturnCode> field value in the response message received by the test device
shall be 100.
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6.5.2.13 Test case 12

Test purpose

The test purpose is to ensure that, when the device under test needs to search for devices
based on multicast, it can send out the proper Device Search Request Message based on
multicast to address port 239.255.255.250:3880.

Reference

6.5.2.14 Test case 13

DUVibU Scdlb;l Rb‘qucat rV‘iCbbdgb‘, o>CCT 96
Conformance category

Optional

Test procedure

The device under test initiates a device search based on multicast; at,the“same time, the
test device is listening to any messages on multicast address port 239.255.255.250:3880.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Search Request:Message based on multicast at
address port 239.255.255.250:3880 from the devicesunder test.

b) The request message received by the test deviceyshall conform to the definitions of the
HTTP command and the required fields shown:in*Table 48 of ISO/IEC 14543-5-1.

Test purpose

The test purpose is to ensure that, when the device under test needs to conduct a device
search by proxy, it can send out the-proper Device Search Request Message by proxy.

Reference

Device Search Request Message by proxy; see 9.6.2 of ISO/IEC 14543-5-1.
Conformance category

Optional

Test procedure

The device*under test initiates a device search with the test device. At the same time, the
test device is listening to the device pipe setup with the device under test to receive any
messages.

RPass verdict condition

The followina-conditione—areroauitrad co-that tho daovica naccac thic tact
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FeGHH passes-this-test
a) The test device shall receive a Device Search Request Message by proxy from the
device under test.

b) The request message received by the test device shall conform to the definitions of the
HTTP command and the required fields shown in Table 50 of ISO/IEC 14543-5-1.

6.5.2.15 Test case 14

Test purpose

The test purpose is to ensure that, after receiving a Device Search Request Message by
proxy from its slave device, the device under test, as the master device, can search and
acquire all device information to return a proper response message.
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— Reference

Device Search Response Message; see 9.6.2 of ISO/IEC 14543-5-1.
— Conformance category

Optional

— Test procedure

The test device A sends Device Search Request Message by proxy to the device under
test through mutual device pipe. This message format conforms to the requirement
definitions in Table 50 of ISO/IEC 14543-5-1, and the message also includes.)01-
SearchAll: TRUE field. At the same time, the test device A is listening to the device pipe
setup with the device under test to receive any response messages.

—~ Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device A shall receive a Device Search Response Message by proxy from the
device under test through mutual device pipe.

b) The response message received by the test device A shall-conform to the definitions of
the HTTP command and the required fields shown in Table-51 of ISO/IEC 14543-5-1.

6.6 Device online/offline event subscription conformance test suite
6.6.1 Reference messages

Device Online/Offline Event Subscription Request Message refers to Table 52 of]
ISO/IEC 14543-5-1.

Device Online/Offline Event Subscription Renewal Request Message refers to Table 53 of
ISO/IEC 14543-5-1.

Device Online/Offline Event Subscription Response Message refers to Table 54 of
ISO/IEC 14543-5-1.

Device Online/Offline Event-Unsubscription Message refers to Table 55 of ISO/IEC 14543-5-1
Device Online/Offline~Event Notification Message refers to Table 56 of ISO/IEC 14543-5-1.

6.6.2 Test case suite
6.6.2.1 Pte-condition
Pre-condition 1, applicable to test case 1:

—~ the test device and the device under test are in the same IP broadcast domain of Local
Area Networks (I AN);

— the IGRS protocol on the device under test is initiated and running normally;

— the device pipe is successfully set up between the test device and device under test;

— the device under test has a control interface through which the device under test can be
controlled to initiate the device online/offline event subscription.

Pre-condition 2, applicable to test case 2:

— the test device and the device under test are in the same |IP broadcast domain of LAN;
— the IGRS protocol on the device under test is initiated and running normally;

— the device pipe is successfully set up between the test device and device under test;
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the device under test successfully subscribes to device online/offline event through the
test device;

the device under test has a control interface through which the device under test can be
controlled to initiate the device online/offline event subscription renewal.

Pre-condition 3, applicable to test case 3:

the test device and the device under test are in the same IP broadcast domain of LAN;
the test device is listening for message on multicast port 239.255.255.250:3880:

the IGRS protocol on the device under test is initiated and running normally;
the device pipe is successfully set up between the test device and device under test;

the device under test successfully subscribes to device online/offline event on\the test
device;

the device under test has a control interface through which the device under test can be
controlled to initiate the device online/offline event unsubscription.

Pre-condition 4, applicable to test case 4:

the test device and the device under test are in the same IP bregadcast domain of LAN;
the IGRS protocol on the device under test is initiated and runping normally;
the device pipe is successfully set up between the test device and device under test;

the test device and the device under test belongs to.the same master-slave group in which
the test device is slave device and the device underdest is master device.

Pre-condition 5, applicable to test case 5:

the test device and device under test are in'the same IP broadcast domain of LAN;
the IGRS protocol on the device under. tést is initiated and running normally;
the device pipe is successfully set up between the test device and the device under test;

the test device and the device under test belongs to the same master-slave group in which
the test device is slave devicerand the device under test is master device;

the test device successfully Subscribes to device online/offline event on the device under
test.

Pre-condition 6, applicable to test case 6:

the test device~A, test device B and the device under test are in the same IP broadcast
domain of LAN:

the IGR8 protocol on the device under test is initiated and running normally;
the device pipe is successfully set up between the test device A and device under test;
the device pipe is successfully set up between the test device B and device under test;

the device under test sets up a centralised group and the test device A and B join the

arocupn-as-slavae devices:
grodp—= ra-6—-G-8\H 7

the test device A successfully subscribes to device online/offline event on the device
under test.

6.6.2.2 Test case 1

Test purpose

The test purpose is to verify whether the device under test can send a correct Device
Online/Offline Event Subscription Request Message when it needs to subscribe to the device
online/offline event.
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Reference

Device Online/Offline Event Subscription Request Message; see 9.7.1 of ISO/IEC 14543-5-1.

Conformance category

Optional

Test procedure

he device under test initiates a request to subscribe online/offline event on the test device
and simultaneously the test device listens to the device pipe between the test device andithe
device under test to receive any messages.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Online/Offline Event Subscription Request
Message from the device under test.

b) The request message shall conform to the definitions of the HTTP command and the
required fields shown in Table 52 of ISO/IEC 14543-5-1.

6.6.2.3 Test case 2

Test purpose

The test purpose is to ensure that the device under test can send a correct Device
Online/Offline Event Subscription Renewal Request-Message when it needs to renew its
subscription after successfully subscribing to adeyice online/offline event.

Reference

Device Online/Offline Event Subscription Renewal Request Message; see 9.7.2 of
ISO/IEC 14543-5-1.

Conformance category
Optional
Test procedure

The device under test initiates a request to renew the online/offline event subscription
through the test_device and simultaneously the test device listens to the device pipe
between the test'device and the device under test to receive any messages.

Pass verdiet condition

The fellowing conditions are required so that the device passes this test.

a)<The test device shall receive a Device Online/Offline Event Subscription Renewal
Request Message from the device under test.

b) The request message shall conform to the definitions of the HTTP command and the

required fields shown in Table 53 of ISO/IEC 14543-5-1.

6.6.2.4 Test case 3

Test purpose

The test purpose is to ensure whether the device under test can send a correct Device
Online/Offline Event Unsubscription Message when it needs to cancel its subscription
after successfully subscribing to a device online/offline event.

Reference

Device Online/Offline Event Unsubscription Message; see 9.7.4 of ISO/IEC 14543-5-1.
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Conformance category
Optional
Test procedure

The device under test initiates a request to cancel the device online/offline event
subscription on the test device and simultaneously the test device listens to the device
pipe between the test device and the device under test to receive any messages.

6.6.2.5 Test case 4

L~ required-fislds-showninTable-54-0f HSONEC14543-5-1-

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Online/Offline Event Unsubscription Message
from the device under test.

b) The message shall conform to the definitions of the HTTP command andZthe required
fields shown in Table 55 of ISO/IEC 14543-5-1.

Test purpose

The test purpose is to verify whether the device under test-¢an send a correct Device
Online/Offline Event Subscription Response Message within*30 s when the device under
test (master device) receives a Device Online/Offline) Event Subscription Request
Message.

Reference

Device Online/Offline Event Subscription, "Response Message; see 9.7.3 of
ISO/IEC 14543-5-1.

Conformance category
Optional
Test procedure

The test device sends aDevice Online/Offline Event Subscription Request Message to the
device under test through a device pipe between the test device and the device under test
and this message ‘\-conforms to definitions and requirements of Table 52 of]
ISO/IEC 14543-5-1;-simultaneously the test device listens to the device pipe to receive
any response messages.

Pass verdict eondition

The following conditions are required so that the device passes this test:

a) After sending its request, the test device shall receive a Device Online/Offline Event|
Subscription Response Message from the device under test within 30 s.

b) The response message shall conform to the definitions of the HTTP command and the

6.6.2.6 Test case 5

Test purpose

The test purpose is to verify whether the device under test can send a correct Device
Online/Offline Event Subscription Response Message within 30 s when the device under
test (master device) receives a Device Online/Offline Event Subscription Renewal
Request Message.
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Reference

Device Online/Offline Event Subscription Response Message; see 9.7.3 of
ISO/IEC 14543-5-1.

Conformance category
Optional

Test procedure

The test device sends a Device Online/Offline Event Subscription Renewal Request
Message to the device under test through a device pipe between the test device andithe
device under test, and this message conforms to definitions and requirements of fLable 53
of ISO/IEC 14543-5-1. Simultaneously the test device listens to the device pipe-to receive
any response messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) After sending its request, the test device shall receive a Deyi¢e Online/Offline Event
Subscription Response Message from the device under test(wijthin 30 s.

b) The response message shall conform to the definitions,of. the HTTP command and the
required fields shown in Table 54 of ISO/IEC 14543-5-%

6.6.2.7 Test case 6

Test purpose

The test purpose is to verify, after receivingr,a device online/offline event subscription,
whether the device under test (master device) can send a correct Device Online/Offline
Event Notification Message if a device event is triggered.

Reference

Device Online/Offline Event Notification Message; see 9.7.5 of ISO/IEC 14543-5-1.
Conformance category

Optional

Test procedure

The rest device’/B triggers a device event. Simultaneously test device A listens to the
device pipe-between the test device A and the device under test to receive any messages.
Pass verdict condition

Thefollowing conditions are required so that the device passes this test.

a) The test device A shall receive a Device Online/Offline Event Notification Message
from the device under test.

6.7

b) The notification message shall conform to the definitions of the HTTP command and
the required fields shown in Table 56 of ISO/IEC 14543-5-1.

Device group search conformance test suite

6.7.1 Reference messages

Device Group Search Request Message refers to Table 57 of ISO/IEC 14543-5-1.

Device Group Search Response Message refers to Table 58 of ISO/IEC 14543-5-1.
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6.7.2 Test case suite

6.7.2.1 Pre-condition

Pre-condition 1, applicable to test case 1:

the test device and device under test are in the same |IP broadcast domain of Local Area
Networks (LAN);

the IGRS protocol on the device under test is initiated and running normally;

the test device can detect and listen to a Device Online Advertisement message of the
device under test and get its device information on multicast port 239.255.255.250:3880;

the device under test has a control interface through which the device under test.can be
controlled to initiate device group search.

Pre-condition 2, applicable in test case 2 through test case 8:

the test device and device under test are in the same IP broadcast domain of Local Area
Networks (LAN);

the IGRS protocol on the device under test is initiated and running nermally;

the test device can detect and listen to a Device Online Advertisement message of the
device under test and get its device information on multicast pert 239.255.255.250:3880;

the device under test belongs to a certain device group) and it is responsible for the
device group advertisement of this device group (sglected in the specified peer-to-peer
device groups or it is the master device in a centraliSed device group);

the test device can detect and listen to device, group online advertisement message sent
by the device under test and get the information of its device group on multicast port
239.255.255.250:3880.

6.7.2.2 Test case 1

Test purpose

The test purpose is to verify whether the device under test can send a correct Device
Group Search Request Message to multicast port 239.255.255.250:3880 when the device
under test is searching for,a~device group.

Reference

Device Group Search Request Message; see 9.8.1 of ISO/IEC 14543-5-1.

Conformance category

Optional

Test'\procedure

JThe device under test initiates searches for a device group. Simultaneously the test
device listens to multicast port 239.255.255.250:3880 to receive any messages.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Group Search Request Message based on
multicast from the device under test multicast.

b) The request message shall conform to the definitions of the HTTP command and the
required fields shown in Table 57 of ISO/IEC 14543-5-1.


https://standardsiso.com/api/?name=29ba00fd59327da0d64c10a485917681

14543-5-4 © ISO/IEC:2010(E) - 75—

6.7.2.3 Test case 2

Test purpose

The test purpose is to verify whether the device under test can send a correct UDP-based
unicast Device Group Search Response Message to port 3880 of the requesting device.

Reference

Device Group Search Response Message; see 9.8.2 of ISO/IEC 14543-5-1.

Conformance category
Optional
Test procedure

The test device sends a Device Group Search Request Message tg-uwnulticast port
239.255.255.250:3880. This message conforms to the definitions and>requirements of
Table 57 of ISO/IEC 14543-5-1, and it includes field: 01-SearchAll:TRUE. Simultaneously|
the test device listens to UDP-based unicast message on port 3880,

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Group Search Response Message from the
device under test.

b) The response message shall conform to the definitions of the HTTP command and the
required fields shown in Table 58 of ISO/IEC14543-5-1.

6.7.2.4 Test case 3

Test purpose

The test purpose is to verify whether the device under test can ignore other search
conditions and send a correct UDP-based unicast Device Group Search Response
Message to port 3880 of the requesting device when the device under test receives a
Device Group Search Request Message and the message includes field: 01-
SearchAll: TRUE.

Reference

Device Group Search Response Message; see 9.8.2 of ISO/IEC 14543-5-1.
Conformance-category

Optional

Test\procedure

The test device sends a Device Group Search Request Message to multicast port
239.255.255.250:3880.

This message conforms to the definitions and requirements of Table 57 of
ISO/IEC 14543-5-1 and it includes:
a) Field: 01-SearchAll:TRUE;

b) Field: 01-SearchByDeviceGroupName whose value is different from field:
<DeviceGroupName> in the device group notification message sent by the device
under test.

Simultaneously the test device listens to UDP-based unicast message on port 3880.
Pass verdict condition

The following conditions are required so that the device passes this test.
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a) The test device shall receive a Device Group Search Response Message from the
device under test.

b) The response message shall conform to the definitions of the HTTP command and the
required fields shown in Table 58 of ISO/IEC 14543-5-1.

6.7.2.5 Test case 4

Test purpose

The test purpose is to verify whether the device under test can send a correct UDP-based

unicast Device Group Search Response Message to port 3880 of the requesting device
when the device under test receives a Device Group Search Request Message with a.fest
device group name condition match.

Reference

Device Group Search Response Message; see 9.8.2 of ISO/IEC 14543-5-1%,
Conformance category

Optional

Test procedure

The test device sends a Device Group Search Reguest Message to multicast port
239.255.255.250:3880.

This message conforms to the definitionsand requirements of Table 57 of
ISO/IEC 14543-5-1 and

a) it includes field: 01-SearchByDeviceGroupName whose value is the same as field:
<DeviceGroupName> in the device-group notification message sent by the device
under test,

b) it does not include other optionalsearch fields.

Simultaneously the test device tistens to UDP-based unicast message on port 3880.
Pass verdict condition

The following conditionsare required so that the device passes this test.

a) The test device~shall receive a Device Group Search Response Message from the
device under test:

b) The resporise message shall conform to the definitions of the HTTP command and the
required frelds shown in Table 58 of ISO/IEC 14543-5-1.

6.7.2.6 Test case 5

Test \purpose

JThe test purpose is to verify whether the device under test can send a correct UDP-based
unicast Device Group Search Response Message to port 3880 of the requesting device

when the device under test receives a Device Group Search Request Message with a test
device group ID condition match.

Reference
Device Group Search Response Message; see 9.8.2 of ISO/IEC 14543-5-1.
Conformance category

Optional
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Test procedure

The test device sends a Device Group Search Request Message to multicast port
239.255.255.250:3880.

This message conforms to the definitions and requirements of Table 57 of
ISO/IEC 14543-5-1 and

a) it includes field: 01-SearchByDeviceGrouplD whose value is the same as field:
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b) it does not include other fields of optional search precondition.

Simultaneously the test device listens to UDP-based unicast message on port 3880¢
Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Group Search Response Message from the
device under test.

b) The response message shall conform to the definitions of the\HTTP command and the
required fields shown in Table 58 of ISO/IEC 14543-5-1.

6.7.2.7 Test case 6

Test purpose

The test purpose is to verify whether the device under test can send a correct UDP-based
unicast Device Group Search Response Message to port 3880 of the requesting device
when the device under test receives a DevicesGroup Search Request Message with a test
device group type condition match.

Reference

Device Group Search Response Message; see 9.8.2 of ISO/IEC 14543-5-1.
Conformance category

Optional

Test procedure

The test device.sends a Device Group Search Request Message to multicast port
239.255.255.250:3880.

This message conforms to the definitions and requirements of Table 57 of
ISO/IEC 14543-5-1 and

a)~it includes field: 01-SearchByDeviceGroupType whose type is the same as the type of
the device group which includes the device under test,

byt does ot inctude other fietds of optiomat search precondition:

Simultaneously the test device listens to UDP-based unicast message on port 3880.
Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Device Group Search Response Message from the
device under test.

b) The response message shall conform to the definitions of the HTTP command and the
required fields shown in Table 58 of ISO/IEC 14543-5-1.
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6.7.2.8 Test case 7

Test purpose

The test purpose is to verify whether a device under test can send a correct UDP-based
unicast Device Group Search Response Message to port 3880 of the requesting device
when the device under test receives a Device Group Search Request Message with multi-
condition match.

Reference

Device Group Search Response Message; see 9.8.2 of ISO/IEC 14543-5-1
Conformance category

Optional

80. Test procedure

The test device sends a Device Group Search Request Message ‘to multicast port
239.255.255.250:38

This message conforms to the definitions and requitements of Table 57 of
ISO/IEC 14543-5-1 and

a) it includes field: 01-SearchByDeviceGroupName whose value is the same as field:
<DeviceGroupName> in the device group notification message sent by the device
under test,

b) it includes field: 01-SearchByDeviceGroupld whose value is the same as field:
<DeviceGrouplD> in the device group netification message sent by the device under
test,

c) it does not include other fields of optional search precondition.

Simultaneously the test device listens to UDP-based unicast message on port 3880.
Pass verdict condition

The following conditions arerequired so that the device passes this test.

a) The test device shall receive a Device Group Search Response Message from the
device under test,

b) The response message shall conform to the definitions of the HTTP command and the
required fields shown in Table 58 of ISO/IEC 14543-5-1.

6.7.2.9 Testlcase 8

Test purpose

Theltest purpose is to ensure that the device under test will not send a Device Group
Search Response Message when the device under test receives a Device Group Search
Request Message that does not match a search precondition.

Reference

Device Group Search Response Message; see 9.8.2 of ISO/IEC 14543-5-1.
Conformance category

Optional

Test procedure

The test device sends a Device Group Search Request Message to multicast port
239.255.255.250:3880.
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This message conforms to the definitions and requirements of Table 57 of
ISO/IEC 14543-5-1 and

a) it includes field: 01-SearchByDeviceGroupName whose value is the same as field:
<DeviceGroupName> in the device group notification message sent by the device
under test,

b) it includes field: 01-SearchByDeviceGroupld whose value is different from field:
<DeviceGrouplD> in the device group notification message sent by the device under
test,

c) it does not include other fields of optional search precondition.
Simultaneously the test device listens to UDP-based unicast message on port 3880,

— Pass verdict condition

The following conditions are required so that the device passes this test.

The test device shall not receive a Device Group Search ResponsepMeéssage from the
device under test.

6.8 Service advertisement conformance test suite
6.8.1 Reference messages

Service Online Advertisement Message refers to Table 59-0f ISO/IEC 14543-5-1.
Service Offline Advertisement Message refers to Table\60 of ISO/IEC 14543-5-1.
Service Online Registration Notification Message-refers to Table 61 of ISO/IEC 14543-5-1.

Service Offline Notification Message based on Device Pipe refers to Table 62 of]
ISO/IEC 14543-5-1.

6.8.2 Test case suite
6.8.2.1 Pre-condition
Pre-condition 1, applicable)to test case 1 and 2:

- the test device and-device under test are in the same IP broadcast domain of Local Area
Networks (LANY;

— the test device listens to multicast port: 239.255.255.250:3880;

— the IGRS(protocol on the device under test is initiated and running normally.
Pre-condition 2, applicable to test case 3 and 4:

-~ the test device and device under test are in the same IP broadcast domain of Local Area
Networks (I AN);

— the IGRS protocol on the device under test is initiated and running normally;
— the test device sets up centralised device group as master device;

— the device under test joins the centralised device group as slave device and device pipe is
successfully set up between the test device (master device) and device under test;

— the test device listens to the device pipe.
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6.8.2.2 Test case 1

Test purpose

The test purpose is to verify whether the device under test can send the correct Service
Online Advertisement Message to multicast port: 239.255.255.250:3880 when IGRS
service of the device under test is added to network.

Reference

Q. . O Aral o v 4-Od 4 £
OCIVILC UTHITIC AUVCTUSTITICTIL VICSSdycC, STCT TU.T. I

Conformance category

Mandatory

Test procedure

The IGRS service is running on the device under test.

Pass verdict condition
The following conditions are required so that the device passesthis test.

a) The test device shall receive a Service Online Advertisenient Message from the device
under test on port 239.255.255.250:3880.

b) The advertisement message shall conform to the’ definitions and requirements of
Table 59 of ISO/IEC 14543-5-1.

6.8.2.3 Test case 2

Test purpose

The test purpose is to verify whether the device under test can send a correct Service
Offline Advertisement Message to multicast port: 239.255.255.250:3880 when IGRS
service is offline.

Reference

Service Offline Advertisement Message; see 10.1.1 of ISO/IEC 14543-5-1.
Conformance category

Mandatory

Test procedure

The test procedure shall contain the following actions.

a) ThedGRS service is running on the device under test.

b)<Fhe IGRS service is terminating normally on the device under test.
RPass verdict condition
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a) The test device shall receive a Service Offline Advertisement Message from the device
under test on port 239.255.255.250:3880 after cancelling IGRS service on the device
under test;

b) The advertisement message shall conform to the definitions and requirements of
Table 60 of ISO/IEC 14543-5-1.

6.8.2.4 Test case 3

Test purpose

The test purpose is to verify whether the device under test can send a correct Service
Online Registration Notification Message to the master device through the device pipe if
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the device under test is a slave device in a centralised device group, when an IGRS
service is added to the network.

— Reference
Service Online Registration Notification Message; see 10.1.2 of ISO/IEC 14543-5-1.
— Conformance category

Optional

—~ Test procedure
The IGRS service is running on the device under test.

— Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Service Online Registration Notification Message from
the device under test through the device pipe.

b) The notification message shall conform to the definitions and‘tequirements of Table 61
of ISO/IEC 14543-5-1.
6.8.2.5 Test case 4
— Test purpose
The test purpose is to verify whether the device under test can send a correct Service
Offline Notification Message based on Device Ripe to master device in if the device under

test is a slave device in a centralised device group when an IGRS service is not
connected with the device under test.

— Reference

Service Offline Notification Megssage based on Device Pipe; see 10.1.2 of]
ISO/IEC 14543-5-1.

—~ Conformance category
Optional

—~ Test procedure

The test procedure shall contain the following actions.

a) The IGRS service is running on the device under test.

b) The IGRS service is terminating normally on the device under test.

— Pass(verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Service Offline Notification Message based on Device

D £ o ol : | 4 4 £ n H H il ol nYal H bl ol H ol
FTPT TTUTIT UTT UTVILT UTTUTT TTOU AltTT ITTTITITatlTyg Ui TOUTNO STITVILT UTT UNTT UTVILT UTTUtTl

test.

b) The notification message shall conform to the definitions and requirements of Table 62
of ISO/IEC 14543-5-1.

6.9 Service search conformance test suite
6.9.1 Reference messages

Service Search Request Message based on Multicast refers to Table 63 of ISO/IEC 14543-5-1.

Service Search Response Message based on UDP Unicast refers to Table 64 of
ISO/IEC 14543-5-1.
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Service Search Request Message by Proxy refers to Table 65 of ISO/IEC 14543-5-1.

Service Search Response Message by Proxy refers to Table 66 of ISO/IEC 14543-5-1.

6.9.2 Test case suite

6.9.2.1 Pre-condition

Pre-condition 1, applicable to test case 1 through 6, test case 8 and test case 9:

the test device and device under test are in the same |IP broadcast domain of Local Area
Networks (LAN);

the IGRS protocol on the device under test is initiated and running normally;

the test device captures a Device Online Advertisement message from the_ device under
test by listening to multicast port: 239.255.255.250:3880;

the IGRS service on the device under test works normally;

the test device captures a Service Online Advertisement Message, from the device under
test by listening to multicast port: 239.255.255.250:3880.

Pre-condition 2, applicable to test case 7:

the test device and device under test are in the same IP ®roadcast domain of Local Area
Networks (LAN);

the IGRS protocol on the device under test is initiated and running normally;

the test device captures a Device Online Advertisement message from the device under
test by listening to multicast port: 239.255.255,250:3880;

the IGRS service on the device under test Wworks normally;

the test device captures a Service Online Advertisement Message from the device under
test by listening to multicast port: 239.255.255.250:3880;

the test device sets up a centralised device group or specified peer-to-peer device group,
and the device under test joins(hat device group.

Pre-condition 3, applicable to test case 10:

the test device and dévice under test are in the same IP broadcast domain of Local Area
Networks (LAN);

the IGRS protocolon the device under test is initiated and running normally;

the test device captures a Device Online Advertisement message from the device under
test by listening to multicast port: 239.255.255.250:3880;

the IGRS"service on the device under test works normally;

the-test device captures a Service Online Advertisement Message from the device under
test'by listening to multicast port: 239.255.255.250:3880;

the device under test has a control interface through which the device under test can be

controlled to Initiate service search by multicast.

Pre-condition 4, applicable to test case 11:

the test device and device under test are in the same IP broadcast domain of Local Area
Networks (LAN);

the IGRS protocol on the device under test is initiated and running normally;
the device pipe is set up between the test device and device under test;

the device under test has a control interface through which the device under test can be
controlled to initiate service search by proxy.

Pre-condition 5, applicable to test case 12:
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6.9.2.2 Test case 1

the test device A, B, and device under test are in the same IP broadcast domain of Local
Area Networks (LAN);

the IGRS protocol on the device under test is initiated and running normally;

the test device A captures a Device Online Advertisement message from the device under
test by listening to multicast port: 239.255.255.250:3880;

the IGRS service on the device under test works normally;
the device pipe is set up between the test device A and device under test;

the device under test sets up a centralised device group and the test device A and-test
device B join the group as slave devices. They both register service on the device under,
test (master device).

Test purpose

The test purpose is to verify whether the device under test can send a correct Service
Search Response Message based on UDP Unicast to port 3880 ©f the other party when
the device under test receives a Service Search Request Message*based on Multicast and
if there is a match in the search precondition.

Reference

Service Search Response Message based on ) UDP Unicast; see 10.2.1 of]
ISO/IEC 14543-5-1.

Conformance category
Mandatory
Test procedure

The test device sends a correct Service Search Request Message based on Multicast to
multicast port 239.255.255.250:3880. This message conforms to the definitions and
requirements of Table 63 of [SO/IEC 14543-5-1 and it includes field: 01-SearchAll: TRUE
whose value is the same as field: DeviceGroupName in the device group notification
message sent by the device under test. Simultaneously the test device listens to UDP-
based unicast message on port 3880.

Pass verdict condition

The following.conditions are required so that the device passes this test.

a) The test/ device shall receive a Service Search Response Message based on UDP
Unicast from the device under test on port 3880.

b) _The response message shall conform to the definitions of the HTTP command and the
required fields shown in Table 64 of ISO/IEC 14543-5-1.

c) The response message received by the test device shall satisfy the following:

e the value of field: 01-SourceDeviceld in the response message and field:
<Deviceld> in message body is the same as field: NT in the device under test
online advertisement message;

e the value of field: 01-TargetDeviceld in the response message is the same as field:
01-SourceDeviceld in search request message sent by the test device;

e the content of field: <Acknowledgeld> in the response message body is the same
as the value of field: 01-Sequenceld in search request message sent by the test
device;

e the content of field: <Clientld> in the response message body is the same as the
value of field: 01-Clientld in search request message sent by the test device.
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6.9.2.3 Test case 2

Test purpose

The test purpose is to verify whether the device under test can ignore other search
preconditions and send a correct Service Search Response Message based on UDP
Unicast when the device under test receives a Service Search Request Message based
on Multicast which is requesting search all.

Reference

6.9.2.4 Test case 3

Service Search Response Message based on UDP Unicast; see 10.2.1, 0f
ISO/IEC 14543-5-1.

Conformance category
Mandatory
Test procedure

The test device sends a correct Service Search Request Message, based on Multicast to
multicast port 239.255.255.250:3880. This message conform$\to the definitions and
requirements of Table 63 of ISO/IEC 14543-5-1 and

a) itincludes field: 01-SearchAll:TRUE,

b) it includes field: 01-SearchByDeviceName whose &alue is different from field: 01-
DeviceName in the device under test online advertisement message.

Simultaneously the test device listens to UDP-based unicast message on port 3880.
Pass verdict condition
The following conditions are required so that'the device passes this test.

a) The test device shall receive a Sgrvice Search Response Message based on UDP
Unicast from the device under testion port 3880.

b) The response message shall, conform to the definitions and requirements of Table 64
of ISO/IEC 14543-5-1.

Test purpose

The test purpose-is-to verify whether the device under test can send a correct Service
Search Response’ Message based on UDP Unicast that includes all of the device
information and“the value of field: <ReturnCode> is 100 (successful) when the device
under testTeceives a Service Search Request Message based on Multicast with a device
name as.the match condition.

Reference

Service Search Response Message based on UDP Unicast; see 10.2.1 and Clause 11 of]
ISO/IEC 14543-5-1.

Response status code of response message in Table 85 and Table 86 of
ISO/IEC 14543-5-1.

Conformance category
Mandatory
Test procedure

The test device sends a correct Service Search Request Message based on Multicast to
multicast port 239.255.255.250:3880. This message conforms to the definitions and
requirements of Table 63 in ISO/IEC 14543-5-1 and
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a) it includes field: 01-SearchByDeviceName whose value is the same as field: 01-
DeviceName in the device under test online advertisement message,

b) it does not include other fields of optional search preconditions.

Simultaneously the test device listens whether it receives any UDP-based unicast
messages on port 3880 which need to be validated.

Pass verdict condition
The following conditions are required so that the device passes this test

6.9.2.5 Test case 4

a) The test device shall receive a Service Search Response Message based on UDP
Unicast from the device under test on port 3880.

b) The response message shall conform to the definitions and requirements of Table 64
of ISO/IEC 14543-5-1.

c) The response message received by the test device shall satisfy

e Field: <ServicelnfoList> of the response message includes all the basic service
information of the device under test and its value is the same“as corresponding
field in Service Online Advertisement Message of the device’under test,

e the value of field: <ReturnCode> of the response message\is 100.

Test purpose

The test purpose is to verify whether the device ufider test can send the correct Service
Search Response Message based on UDP Unicast including all of the device information
and the value of field <ReturnCode> is 100 *(successful) when the device under test
receives a Service Search Request Message based on Multicast with a device ID
condition.

Reference

Service Search Response Message 'based on UDP Unicast; see 10.2.1 and Clause 11 of]
ISO/IEC 14543-5-1.

Response status code “of response message in Table 85 and Table 86 of
ISO/IEC 14543-5-1.

Conformance category
Mandatory
Test proeedure

The {est device sends a correct Service Search Request Message based on Multicast to
multicast port 239.255.255.250:3880. This message conforms to the definitions and
requirements of Table 63 of ISO/IEC 14543-5-1 and
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device under test online advertisement message,

LA~

b) it does not include other fields of optional search precondition.

Simultaneously the test device listens to receive any UDP-based unicast messages on
port 3880.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Service Search Response Message based on UDP
Unicast from the device under test on port 3880.
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b) The response message shall conform to the definitions and requirements of Table 64
in ISO/IEC 14543-5-1.

c) The response message received by the test device shall satisfy the following:

o Field: <ServicelnfoList> of the response message includes all the basic service
information of the device under test and its value is the same as corresponding
field in Service Online Advertisement Message of device under test;

e the value of field: <ReturnCode> of the response message is 100.

6.9.2.0 Test case d

Test purpose

The test purpose is to verify whether the device under test can send the correct)Service
Search Response Message based on UDP Unicast including all the baSi¢ service
information of the device which matches to search precondition and the value of field:
<ReturnCode> of the message is 100 (successful) when the device under‘test receives
Service Search Request Message based on Multicast with a service typeleondition match.

Reference

Service Search Response Message based on UDP Unicast; see)10.2.1 and Clause 11 of]
ISO/IEC 14543-5-1.

Response status code of response message in¢s Table 85 and Table 86 of
ISO/IEC 14543-5-1.

Conformance category
Mandatory
Test procedure

The test device sends a correct Service Search Request Message based on Multicast to
multicast port 239.255.255.250;3880. This message conforms to the definitions and
requirements of Table 63 in ISO/IEC 14543-5-1 and

a) it includes field: 01-SearchByServiceType whose value is the same as field: 01-
ServiceType in onlineyadvertisement message sent by the device under test,

b) it does not include-other fields of optional search precondition.

Simultaneously_the test device listens to receive any UDP-based unicast messages on

port 3880.

Pass verdict condition

The following conditions are required so that the device passes this test.

a)sThe test device shall receive a Service Search Response Message based on UDP
Unicast from the device under test on port 3880.

1l £ £ o kLl &4
1

Tk L dafiait: <l H % I
ric 1CopuUltoT IIIUDOGHU STdIT CUTTTUTTIT TU LTS UTTITTIIvIiTo arfu TOTYuUuIToriTeTito Ul raurc U=

of ISO/IEC 14543-5-1.

c) The response message received by test device shall satisfy the following:

g
-+

o Field: <ServicelnfoList> of the response message includes all the basic service
information of the device under test that matches to search precondition;

e the value of field: <ReturnCode> of the response message is 100.

6.9.2.7 Test case 6

Test purpose

The test purpose is to verify whether the device under test can send the correct Service
Search Response Message based on UDP Unicast including all the basic service
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information of the device which matches to search precondition and the value of field:
<ReturnCode> of the message is 100 (successful) when the device under test receives
Service Search Request Message based on Multicast with a service name condition match.

— Reference

Service Search Response Message based on UDP Unicast; see 10.2.1 and Clause 11 of
ISO/IEC 14543-5-1.
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ISO/IEC 14543-5-1.

- Conformance category
Mandatory

- Test procedure

The test device sends a correct Service Search Request Message based on Multicast to
multicast port 239.255.255.250:3880. This message conforms /o-the definitions and
requirements of Table 63 in ISO/IEC 14543-5-1 and

a) it includes field: 01-SearchByServiceName whose valuglis the same as field: 01-
ServiceName in online advertisement message sent by-the device under test,
b) it does not include other fields of optional search preCondition.
Simultaneously the test device listens to receive any UDP-based unicast messages on
port 3880.
— Pass verdict condition
The following conditions are required so.that the device passes this test.

a) The test device shall receive a -Service Search Response Message based on UDP
Unicast from the device under{ést on port 3880.

b) The response message shall-conform to the definitions and requirements of Table 64
of ISO/IEC 14543-5-1.

c) The response message received by the test device shall satisfy the following:

o Field: <ServicelnfoList> of the response message includes all the basic service
information of the device under test that matches to search precondition;

e the value-of field: <ReturnCode> of the response message is 100.

6.9.2.8 Test\case 7
— Test purpose
The-i€st purpose is to verify whether the device under test can send the correct Service

Search Response Message based on UDP Unicast including all the basic service
information of the device which matches to search precondition and the value of field:
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Service Search Request Message based on Multicast with a service group ID condition
match.
— Reference

Service Search Response Message based on UDP Unicast; see 10.2.1 and Clause 11 of
ISO/IEC 14543-5-1.

Response status code of response message in Table 85 and Table 86 in
ISO/IEC 14543-5-1.
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Conformance category
Optional
Test procedure

The test device sends a correct Service Search Request Message based on Multicast to
multicast port 239.255.255.250:3880. This message conforms to the definitions and
requirements of Table 63 in ISO/IEC 14543-5-1 and

a) it includes field: 01-SearchByDeviceGroupld whose value is the same as the device
group ID in field: 01-DeviceGroupldList which is in the online advertisement message
of the device under test,

b) it does not include other fields of optional search preconditions.

Simultaneously the test device listens to receive any UDP-based unicast. messages on
port 3880.

Pass verdict condition

The following conditions are required so that the device passes this(test.

a) The test device shall receive a Service Search Response_Message based on UDP
Unicast from the device under test on port 3880.

b) The response message shall conform to the definitions and requirements of Table 64
in ISO/IEC 14543-5-1.

c) The response message received by the test device shall satisfy the following:

e Field: <ServicelnfoList> of the response.message includes all the basic service
information of the device under test and,its value is the same as the corresponding
field in Service Online Advertisement Message of the device under test;

e the value of field: <ReturnCode>;of the response message is 100.

6.9.2.9 Test case 8

Test purpose

The test purpose is to verify“whether the device under test can send the correct Service
Search Response Message based on UDP Unicast when the device under test receives
Service Search Request Message based on Multicast with a combination of search
condition matches.

Reference

Service S€arch Response Message based on UDP Unicast; see 10.2.1 and Clause 11 of]
ISO/IEC14543-5-1.

Response status code of response message in Table 85 and Table 86 in
ISO/IEC 14543-5-1.
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Mandatory

Test procedure

The test device sends a correct Service Search Request Message based on Multicast to
multicast port 239.255.255.250:3880. This message conforms to the definitions and
requirements of Table 63 in ISO/IEC 14543-5-1 and

a) it includes field: 01-SearchByDeviceld whose value is the same as field: USN of the
device under test online advertisement message,
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b) it includes field: 01-SearchByServiceName whose value is the same as field: 01-
ServiceName of online advertisement message sent by the device under test,

c) it does not include other fields of optional search preconditions.

Simultaneously the test device listens to receive any UDP-based unicast messages on
port 3880.

Pass verdict condition
The following conditions are required so that the device passes this test

a) The test device shall receive a Service Search Response Message based on UDP
Unicast from the device under test on port 3880.

b) The response message shall conform to the definitions and requirements of Table 64
of ISO/IEC 14543-5-1.

c) The response message received by the test device shall satisfy the following:

o Field: <ServicelnfoList> of the response message includes all the basic service
information of the device under test which matches with search precondition;

e the value of field: <ReturnCode> of the response message.is’100.

6.9.2.10 Test case 9

Test purpose

The test purpose is to ensure that the device undertest will not send a Service Search
Response Message based on UDP Unicast if theé’ device under test receives Service
Search Request Message based on Multicast which does not match to search condition.

Reference

Service Search Response Messagetibased on UDP Unicast; see 10.2.1 of]
ISO/IEC 14543-5-1.

Conformance category

Mandatory

Test procedure

The test device sends“a correct Service Search Request Message based on Multicast to
multicast port 239.255.255.250:3880. This message conforms to the definitions and
requirements of.JFable 63 in ISO/IEC 14543-5-1 and

a) it includes’ field: 01-SearchByServiceName whose value is different from field: 01-
ServiceName in Service Online Advertisement Message of the device under test,
b) it(does not include other fields of optional search preconditions.

Simultaneously the test device listens to receive any UDP-based unicast messages on
port 3880.

Pass verdict condition

The following conditions are required so that the device passes this test.

The test device shall not receive a Service Search Response Message based on UDP
Unicast from the device under test on port 3880.
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Test case10
Test purpose

The test purpose is to verify whether the device under test can send the correct Service
Search Request Message based on Multicast to multicast port: 239.255.255.250:3880
when the device under test needs to search service based on multicast.

Reference

6.9.2.12 Test case 11

SCIVibU Scdlb;l chucat fv'ic:abagc IUdDb'UI UTl1 fv'iuitibaat, °>CC
Conformance category

Optional

Test procedure

The device under test initiates a search request for service based” on multicast;
simultaneously the test device listens to all messages ~on* multicast port
239.255.255.250:3880.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Service Search Reguest Message based on Multicast
from the device under test on multicast port.

b) The request message shall conform to the definitions and requirements of Table 63 of
ISO/IEC 14543-5-1.

Test purpose

The test purpose is to verify whether the device under test can send the correct Service
Search Request Message by Proxy through the device pipe when the device under test
needs to search service on a specified device.

Reference

Service Search Requést-Message by Proxy; see 10.2.2 of ISO/IEC 14543-5-1.
Conformance category

Optional

Test procedure

The\device under test initiates a request to search service on the test device;

simultaneously the test device listens to all messages on the device pipe between the test
device and device under test.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Service Search Request Message by Proxy from the
device under test.

b) The request message shall conform to the definitions of the HTTP command and the
required fields shown in Table 65 in ISO/IEC 14543-5-1.
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6.9.2.13 Test case 12

— Test purpose
The test purpose is to verify whether the device under test can inquire about all the
information it receives and send the correct response message when the device under

test as the master device receives a Service Search Request Message by Proxy from the
slave device.

— Reference

Service Search Response Message by Proxy, see 10.2.2 of ISO/IEC 14543-5-1.
- Conformance category

Optional
- Test procedure

The test device A sends a correct Service Search Request Message by Proxy to the
device under test through the device pipe between test device A and-the device under test
The message conforms to the definitions and requirements of Table 65 of
ISO/IEC 14543-5-1 and it includes field: 01-SearchAll:TRUE.Simultaneously the test
device A listens to all messages on the device pipe between.test device A and the device
under test.

— Pass verdict condition

a) The test device A shall receive a Service Search Response Message by Proxy from
the device under test.

b) The response message shall conform tothe definitions of the HTTP command and the
required fields shown in Table 66 of ISOHEC 14543-5-1.

c) Field: <ServicelnfoList> of the response message includes all the service information
which the device under test can réceive.

6.10 Service online/offline event'subscription conformance test suite
6.10.1 Reference messages

Service Online/Offline Event Subscription Request Message refers to Table 67 of
ISO/IEC 14543-5-1.

Service Online/Offlime Event Subscription Renewal Request Message refers to Table 68 of
ISO/IEC 145435+,

Service Opline/Offline Event Subscription Response Message refers to Table 69 of
ISO/IEC \14543-5-1.

Service  Online/Offline Event Unsubscription Message refers to Table 70 of
ISO/NEC 14543-5-1

Service Online/Offline Event Notification Message refers to Table 71 of ISO/IEC 14543-5-1.

6.10.2 Test case suite
6.10.2.1 Pre-condition
Pre-condition 1, applicable to test case 1:

— the test device and the device under test are in the same |IP broadcast domain of LAN;

— the IGRS protocol on the device under test is initiated and running normally;
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the device pipe is successfully set up between the test device and device under test;

the device under test has a control interface through which the device under test can be
controlled to initiate service online/offline event subscription.

Pre-condition 2, applicable to test case 2:

the test device and device under test are in the same IP broadcast domain of LAN;
the IGRS protocol on the device under test is initiated and running normally;

. . . - . .
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the device under test successfully subscribes to service online/offline event on the_test
device;

the device under test has a control interface through which the device under test‘can be
controlled to initiate service online/offline event subscription renewal.

Pre-condition 3, applicable to test case 3:

the test device and the device under test are in the same |IP broadcast domain of LAN;
the IGRS protocol on the device under test is initiated and running nermally;
the device pipe is successfully set up between the test device-and device under test;

the device under test successfully subscribes to service @nline/offline event on the test
device;

the device under test has a control interface through which the device under test can be
controlled to initiate service online/offline event unsubscription.

Pre-condition 4, applicable to test case 4:

the test device and device under test are in'the same IP broadcast domain of LAN;
the IGRS protocol on the device under. tést is initiated and running normally;
the device pipe is successfully set up between the test device and device under test;

the device under test sets up ‘d-centralised device group and the test device joins the
group as slave device.

Pre-condition 5, applicable to test case 5 and 6:

the test device and,device under test are in the same IP broadcast domain of LAN;
the IGRS protocol*on the device under test is initiated and running normally;
the device pjpe-is successfully set up between the test device and device under test;

the devicé under test sets up a centralised device group and the test device joins the
group as<slave device;

the {est device successfully subscribes to service online/offline event on the device under
test

6:10.2.2 Test case 1

Test purpose

The test purpose is to verify whether the device under test can send the correct Service
Online/Offline Event Subscription Request Message when it needs to subscribe to a
service online/offline event.

Reference

Service Online/Offline Event Subscription Request Message; see 10.3.1 of
ISO/IEC 14543-5-1.
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Conformance category
Optional
Test procedure

The device under test initiates a request to subscribe online/offline event on the test
device and simultaneously the test device listens to the device pipe between the test
device and the device under test to receive any messages.

Pass verdict condition
The following conditions are required so that the device passes this test.

a) The test device shall receive a Service Online/Offline Event Subscription \Request
Message from the device under test.

b) The request message shall conform to the definitions of the HTTP command and the
required fields shown in Table 67 in ISO/IEC 14543-5-1.

6.10.2.3 Test case 2

Test purpose

The test purpose is to verify whether the device under test Can send the correct Service
Online/Offline Event Subscription Renewal Request Message if it needs to renew
subscription after successfully subscribing to a service online/offline event.

Reference

Service Online/Offline Event Subscription Renewal Request Message; see 10.3.2 of]
ISO/IEC 14543-5-1

Conformance category
Optional
Test procedure

The device under test initiates a request to renew the online/offline event subscription on
the test device and simultaneously the test device listens to the device pipe between the
test device and device-under test to receive any messages.

Pass verdict conditien

The following conditions are required so that the device passes this test.

a) The test’device shall receive a Service Online/Offline Event Subscription Renewal
Request’Message from the device under test.

b) The(request message shall conform to the definitions of the HTTP command and the
required fields shown in Table 68 in ISO/IEC 14543-5-1.

6.10.2.4 Test case 3

festpurpose

The test purpose is to verify whether the device under test can send the correct Service
Online/Offline Event Unsubscription Message when it needs to cancel the subscription
after successfully subscribing to a service online/offline event.

Reference
Service Online/Offline Event Unsubscription Message, see 10.3.4 of ISO/IEC 14543-5-1.
Conformance category

Optional
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Test procedure

The device under test initiates a request to cancel service online/offline event subscription
on the test device and simultaneously the test device listens to the device pipe between
the test device and device under test to receive any messages.

Pass verdict condition

The following conditions are required so that the device passes this test.

a) The test devicte shall receive a Service Online/Offline Event Unsubscription Message

from the device under test.

b) The message shall conform to the definitions of the HTTP command and the redquired
fields shown in Table 70 in ISO/IEC 14543-5-1.

6.10.2.5 Test case 4

Test purpose

The test purpose is to verify whether the device under test can send the correct Service
Online/Offline Event Subscription Response Message within 30 s wthén the device under
test (master device) receives a Service Online/Offline Event<S8ubscription Request
Message.

Reference

Service Online/Offline Event Subscription Respefise Message, see 10.3.3 of
ISO/IEC 14543-5-1.

Conformance category
Optional
Test procedure

The test device sends a ServicexQnline/Offline Event Subscription Request Message to
the device under test through device pipe between the test device and device under test,
and this message conforms.--to the definitions and requirements of Table 67 of
ISO/IEC 14543-5-1. Simultaneously the test device listens to the device pipe to receive
any response messagest

Pass verdict condition

The following conditions are required so that the device passes this test.

a) After sending its request, the test device shall receive a Service Online/Offline Event|
Subscription Response Message from the device under test within 30 s.

b) The-response message shall conform to the definitions of the HTTP command and the
required fields shown in Table 69 in ISO/IEC 14543-5-1.

6.10.2.6 Testcase5

Test purpose

The test purpose is to verify whether the device under test can send the correct Service
Online/Offline Event Subscription Response Message within 30 s when the device under
test (master device) receives a Service Online/Offline Event Subscription Renewal
Request Message.

Reference

Service Online/Offline Event Subscription Response Message, see 10.3.3 of
ISO/IEC 14543-5-1.
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— Conformance category
Optional
— Test procedure

The test device sends a service online/offline subscription renewal request message to
the device under test through device pipe between the test device and the device under
test, and this message conforms to the definitions and requirements of Table 68 of
ISO/IEC 14543-5-1, Simultaneously the test device listens to the device pipe to receive
any response messages.

— Pass verdict condition
The following conditions are required so that the device passes this test.

a) After sending its request, the test device shall receive a Service Online/Offline Event
Subscription Response Message from the device under test within 30 s.

b) The response message shall conform to the definitions of the HTTR. command and the
required fields shown in Table 69 of ISO/IEC 14543-5-1.
6.10.2.7 Test case 6
— Test purpose
The test purpose is to verify, when receiving a service @nline/offline event subscription,

whether the device under test (master device) can send.the correct Service Online/Offline
Event Notification Message if a service event is triggered.

— Reference

Service Online/Offline Event Notification Message; see 10.3.5 of ISO/IEC 14543-5-1.
—~ Conformance category

Optional
—~ Test procedure

Triggered service event; the test device starts a service and sends a Service Online
Registration Notification*Message to the device under test. The test device cancels a
service and sends a‘\Service Offline Notification Message based on Device Pipe to the
device under test. Simultaneously the test device listens to the device pipe between the
test device and-device under test to receive any messages.

— Pass verdict eondition

The following conditions are required so that the device passes this test.

a) The test device shall receive a Service Online/Offline Event Notification Message from
the device under test.

b) The notification message shall conform to the definitions of the HTTP command and

__—__therequired-fislds-shown-in-Table71 of ISOUEC 14543-5-1.

6.11 Service description document retrieval conformance test suite

6.11.1 Reference messages

Retrieve Service Description Document Request Message refers to Table 72 in
ISO/IEC 14543-5-1.

Retrieve Service Description Document Response Message refers to Table 73 in
ISO/IEC 14543-5-1.
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	CONTENTS
	FOREWORD
	INTRODUCTION
	1 Scope
	2 Normative reference
	3 Terms, definitions, abbreviations and conventions
	3.1 Terms and definitions
	3.2 Abbreviations

	4 Conformance: IGRS device validation
	4.1 Purpose
	4.2 Conformance requirements
	4.3 Test setup and method
	4.4 Device validation requirements

	5 IGRS test suite overview
	5.1 Test suite structure
	5.2 Test suite description

	6 IGRS conformance test suite
	6.1 Device advertisement conformance test suite
	6.2 Device pipe conformance test suite
	6.3 Device description document retrieval conformance test suite
	6.4 Device group setup conformance test suite
	6.5 Device search conformance test suite
	6.6 Device online/offline event subscription conformance test suite
	6.7 Device group search conformance test suite
	6.8 Service advertisement conformance test suite
	6.9 Service search conformance test suite
	6.10 Service online/offline event subscription conformance test suite
	6.11 Service description document retrieval conformance test suite
	6.12 Session conformance test suite
	6.13 Service invocation conformance test suite

	Figure 1 – IGRS conformance test setup
	Figure 2 – IGRS conformance test suite structure

