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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 5-22: Intelligent grouping and resource sharing for HES
Class 2 and Class 3 — Application profile — File profile

EQREWORD

X LIy —4

1) ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in
the development of International Standards. Their preparation is entrusted to technical committees; any ISO and
IEC member body interested in the subject dealt with may participate in this preparatory work™jInternational
governmental and non-governmental organizations liaising with ISO and IEC also participate in this preparation.

2) In the field of information technology, ISO and IEC have established a joint technical commiittee, ISO/IEC JTC 1.
Draft International Standards adopted by the joint technical committee are circulated to national bodies for voting.
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a vote.

3) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each techiical committee has representation
from all interested IEC and ISO member bodies.

4) IEC, ISO and ISO/IEC publications have the form of recommendation§yfor international use and are accepted
by IEC and ISO member bodies in that sense. While all reasofiable efforts are made to ensure that the
technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held responsible for
the way in which they are used or for any misinterpretation by<any”end user.

5) In order to promote international uniformity, IEC and IS©@_member bodies undertake to apply IEC, ISO and
ISO/IEC publications transparently to the maximum extent'possible in their national and regional publications.
Any divergence between any ISO/IEC publicationsand the corresponding national or regional publication
should be clearly indicated in the latter.

6) 1SO and IEC provide no marking procedure to.indicate their approval and cannot be rendered responsible for
any equipment declared to be in conformity with an ISO/IEC publication.

7) All users should ensure that they have,the latest edition of this publication.

8) No liability shall attach to IEC or {S©-or its directors, employees, servants or agents including individual experts
and members of their technical committees and IEC or ISO member bodies for any personal injury, property
damage or other damage of any hature whatsoever, whether direct or indirect, or for costs (including legal fees)
and expenses arising out efithe publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC,
ISO or ISO/IEC publications!

9) Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
indispensable for-the correct application of this publication.

10) Attention isdraWwn to the possibility that some of the elements of this International Standard may be the subject of
patent rights.ISO and IEC shall not be held responsible for identifying any or all such patent rights.

International Standard ISO/IEC 14543-5-22 was prepared by subcommittee 25: Intercon-
nection of information technology equipment, of ISO/IEC joint technical committee 1:
Information technology.

The list of all currently available parts of ISO/IEC 14543 series, under the general title
Information technology — Home electronic system (HES) architecture, can be found on the
IEC web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

ISO/IEC 14543-5, Intelligent Grouping and Resource Sharing for HES (IGRS), is divided into
seven parts:

» Part 5-1: Core protocol

e Specifies the TCP/IP protocol stack as the basis and the HTTP protocol as the
MESSage-eXCTanging Tarmework among deviCes.

e Defines a series of device and service interaction/invocation standards, including
device and service discovery protocol, device and service description, seérvice
invocation, security mechanisms, etc.

e Specifies core protocols for a type of home network that supports streaming media
and other high-speed data transport within a home.

> Part 5-21: Application profile — AV profile

e Based on the IGRS Core Protocol.

e Defines a device and service interaction mechanism, as well as application interfaces
used in IGRS Basic Applications.

Part 5-22: Application profile — File profile
e Based on the IGRS Core Protocol.

o Defines a device and service interaction mechanism, as well as application interfaces
used in IGRS Basic Applications.

Part 5-3: Basic application

e Includes an IGRS basic applicationist.
o Defines a basic application framework.

e Addresses operation specifics (device grouping, service description template, etc.),
function definitions, and service invocation interfaces.

Part 5-4: Device validation

o Defines a standard method to validate an IGRS-compliant device.

Part 5-5: Device types
o Defines/IGRS Device types used in IGRS applications.

Part'5:6: Service types

o " Defines basic service types used in IGRS applications.
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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 5-22: Intelligent grouping and resource sharing for HES
Class 2 and Class 3 — Application profile — File profile

1 Scope

This part of ISO/IEC 14543 specifies the file data streaming application profile, “device
interaction flow model, the request and response messages in the device interaction process,
and the service description format of the devices based on Intelligent Grouping‘and Resource
Sharing (IGRS), ISO/IEC 14543-5-1.

This standard is applicable to resource sharing and service collaboration of file data stream
among computers, consumer electronics, and communication devices.iha Local Area Network
(LAN) or Personal Area Network (PAN) environment, especially inqa\wireless dynamic network.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies.:For undated references, the latest edition
of the referenced document (including any amendments) applies.

The provisions of the referenced specifications other than ISO/IEC, IEC, ISO and ITU
documents, as identified in this clause, dre valid within the context of this International
Standard. The reference to such a specification within this International Standard does not
give it any further status within 1SO or 'IEC. In particular, it does not give the referenced
specification the status of an Internatienal Standard.

ISO/IEC 14543-5-1, Information )technology — Home electronic system (HES) architecture —
Part 5-1: Intelligent grouping and resource sharing for Class 2 and Class 3 — Core protocol

W3C SOAP 1.2: Simple Object Access Protocol Version 1.2
http://www.w3.0rg/2002/12/soap-envelope

3 Abbreviations

For the{urposes of this document the following acronyms and abbreviations apply.

EAMS FileAccessManagement Service

FC FileClient

FCMS FileConnectionManagement Service

FS FileServer

IGRS Intelligent grouping and resource sharing

4 Conformance

In order to conform to this International Standard the following applies.

e The IGRS File profile interaction model shall conform to the system specification
described in Clause 5.
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e File service interaction flow models shall conform to the specifications described in
Clause 6.

e The relevant File device (File Server, File Client) and service (FAMS, FCMS) shall
conform to the specification defined in Clause 7 and Clause 8 respectively.

e The file invocation session setup procedure and message formats shall conform to
specifications defined in Clause 9 and Clause 10.

A Sysfnm

5.1 Application scenario

In small office and home environment, there are many kinds of digital devices used; such as
PC, Notebook, PDA, DC, DV, MP3, MP4, mobile phone, Set-Top-Box, etc. Typically; ‘the user
may need to browse, copy, delete, read and write data files stored in these devicés over the
network.

File profile is designed specifically for this objective. It sets up a middleware layer between
the users and different devices. This layer hides the underlying netwafking protocols, devices,
operating systems and file operation modes while providing a sef\of commonly shared file
access APIs for the application program developers. The user can.access the files in devices
transparently in a network environment, without having to consider the devices and operating
systems.

The file profile enables the client to access shared filesvon servers from different locations,
and it includes the following functions:

a) retrieve client file access identity verification;

b) browse shared file/directory on server;

c¢) manage uploading/downloading of file/directory;

d) support simple management of file/directory in the shared directory of FileServer;
)

D

support file/directory update event subscription on FileServer;

—h

) support service update event,subscription;
g) out-of-band transport negotiation when uploading/downloading file.

5.2 Design criteria
5.21 Relationship between file profile and IGRS

File profile ~ineludes two parts: one specifies the functional interfaces of IGRS
FileAccessManagement service and FileConnectionManagement service; and the other
specifies. the interaction logical flows of these service functional interfaces.

5.2.2 Relationship between file profile and transport protocols

specific transport protocols. Therefore it shall support any transport protocols such as FTP,
HTTP, etc.

5.2.3 Relationship between file profile and existing file sharing system

File profile defines a set of standardized file sharing access interface based on IGRS network.
It does not put any restrictions on the backend implementation. File profile shall support either
private systems developed by users, or existing file sharing systems such as ActiveDirectory,
SMB, NFS, etc.
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5.2.4 Relationship between file profile and file format

File profile is independent of any specific file format, which means it shall support interactions
with files of any arbitrary format.

5.2.5 Device supported by file profile

Theoretically, file profile can run on any IGRS devices, such as PC, Notebook, PDA, DC, DV,
MP3, MP4, mobile phone, Set-Top-Box, etc.

5.3 Interaction model

IGRS file profile is composed of two logical devices, FileServer and FileClient. FileSeryer is a
device that provides content, and it includes two services: FileAccessManagement Service
(FAMS) and FileConnectionManagement Service (FCMS). FileClient is a device that accesses
content, and it includes FileClient Engine. The user can access and manage-the contents
published by FileServer from FileClient. All interaction functions shall be ,¢6mpleted though
the services and engine running on these devices.

The interaction model covers two services, FileAccessManagement Service and
FileConnectionManagement Service, both of which run on FileServer. FileAccessManagement
Service is responsible for a majority of functions in the file intefaction framework, including
file browsing management, file uploading/downloading management, client access rights
authentication, etc. FileConnectionManagement Service/,is“used in out-of-band transport
protocol negotiation between FileServer and FileClient. FileClient Engine is a client
application program responsible for interactions with™ FileServer. An IGRS file profile
interaction model is shown in Figure 1.

FileServer FileClient
FileAccessManagement
Service FileClient Engine
IGRS
Network

FileConnectionManagement

Service <

File Out-of-band Transport

Figure 1 — IGRS file profile interaction model

6 Interaction flow of IGRS file profile

6.1 Overview

Based on the basic rights setting of the shared files on FileServer, the interaction flow of
IGRS file profile can be classified into two categories: simple interaction flow (see 6.2) and
complete interaction flow (see 5.3). In simple interaction flow, only the required interfaces of
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FileAccessManagement Service and FileConnectionManagement Service on FileServer are
applicable in this process. FileClient can browse, download shared file and directory, or
retrieve attributes of shared file and directory. In complete interaction flow, the applicable
interfaces include all required interfaces of FileAccessManagement Service and
FileConnectionManagement Service on FileServer and any optional interfaces except for
those that relate to subscription. FileClient can perform management operations on shared
files and directories, such as copy, move, delete, modify attributes, etc., or upload file to
FileServer, in addition to browse, search, download shared file and directory, or retrieve
attributes of shared file and directory. The detailed descriptions about services and interfaces

in interaction flow can be found in Annex B.

6.2 Simple Interaction Flow

In simple interaction flow (see Figure 2), only the required interfaces of
FileAccessManagement Service and FileConnectionManagement Service on FileServer are
applicable. The FileClient shall access a shared file and directory in read-only mode, and is
allowed to browse, download a shared file/directory or retrieve attributes of a shared
file/directory. However, it shall not be allowed to modify a shared file/directory.

In a simple interaction flow, the invocation process of IGRS service interfaces between
FileClient and FileServer is described as follows.

a) IGRS service discovery: through IGRS service discovery mechanism, FileClient discovers
FileAccessManagement Service and FileConnectionManagement Service on FileServer.

b) Retrieve access right: a FileClient retrieves an authéntication key to get an access right to
a shared file on FileServer through invoking FAMS::GetAuthenticationKey() interface of
FileAccessManagement Service on FileServer FileClient can use any combination
information  of  DevicelD/DeviceName, UserName/Password, and  Third-party
authentication mode of the local device, to retrieve authentication key from FileServer.

c) Browse a shared file/directory:

1) Retrieve sorting capability-of a FileServer: a FileClient can retrieve a shared
file/directory sorting capability of a FileServer by invoking
FAMS::GetSortCapability() interface of FileAccessManagement Service on the
FileServer. For example, it can sort according to file names or the time of
modification.

2) Browse a shared file/directory on a FileServer: a FileClient can browse all the
files and sdbidirectory information in any specified shared directory by invoking
FAMS::Browse() interface of FileAccessManagement Service on FileServer.

3) Retrieve’ attributes of a shared file/directory: a FileClient can retrieve attributes
of-any specified shared file/directory by invoking FAMS::GetAttribute() interface
of\FileAccessManagement Service on a FileServer.

d) Setupsa’connection with a FileServer:
1) Retrieve transport protocols supported by a FileServer: a FileClient retrieves

transport protocols supported by a FileServer, by invoking
FCMS::GetProtocollnfo() interface of FileconnectionManagement Service on a
FileServer.

2) Select matching transport protocols: the use of retrieved transport protocols
supported by a FileServer according to 1) in step d), a FileClient selects
matching transport protocols supported by the device.

3) Connection preparation: a FileClient notifies a FileServer to prepare for a
connection setup, and retrieve the connection identifier for connection
management to be used in a subsequent interaction process, by invoking
FCMS::PrepareforConnection() interface of a FileConnectionManagement
Service on a FileServer.

e) Download a shared file/directory from a FileServer: a FileClient can set up the
downloading of a shared file/directory, and retrieve the URI list of a downloaded shared
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file/directory from a FileServer, by invoking FAMS::PrepareforDownload() interface of a
FileAccessManagement Service on a FileServer.

f) File/directory transport: a FileClient and FileServer use out-of-band transport protocols
and the URI retrieved in step e) to transport data. When the specified file/directory has
been transported, it goes to back to step e) to transport another file/directory if required.

g) Close connection and release resource: when the file transport has been completed, the
FileClient notifies the FileServer to close the connection between them and release the
resource, by invoking FCMS::ReleaseConnection() interface of FileConnection-
Management Service on FileServer.

FileServer FileClient
i FAMS::GetAuthenticationKey() i
C |
1 >
3( FAMS::GetSortCapability() i
|
| g
! FAMS::Browse() 1
|
c
! FAMS::GetAttribute() !
|
-
}C FCMS::GetProtocollnfo() 1
|
-
: g
| |
1 Select matching transport
i protocols
| FCMS::PrepareforConnection() !
[
C -
| FAMS:PrepareforDownload() 1
C -
) - N
I I AN
| D
| Out-of-band transport |
; > \
| 1 \
| ‘ \
! File/directory transportation \
! finish
| | |
l l |
1 Whether to continue
i transporting file/directory?
; FCMS::ReleaseConnection() }
( i
| .|
I Ll
| |
| |
i i
Figure 2 — Simple interaction flow model
6.3 Complete interaction flow

In a complete interaction flow (see Figure 3), the applicable interfaces include all required
interfaces of the FileAccessManagement Service and FileConnectionManagement Service on
a FileServer and any optional interfaces except for those that relate to subscription. A
FileClient can perform management operations on shared files and directories, such as copy,
move, delete, modify attributes, etc., or upload a file to a FileServer, in addition to browse,
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search and download a shared file and directory, or retrieve attributes of a shared file and
directory.

In a complete interaction flow, the invocation process of IGRS service interfaces between a
FileClient and a FileServer is described as follows.

a) IGRS service discovery: through the IGRS service discovery mechanism, a FileClient
discovers the FileAccessManagement Service and FileConnectionManagement Service on
the FileServer.

b) Retrieve access right: a FileClient retrieves an authentication key to get an access right to
a shared file on a FileServer by invoking FAMS::GetAuthenticationKey() interface of-the
FileAccessManagement Service on the FileServer. The FileClient can use |sany
combination information of the DevicelD/DeviceName, UserName/Password,nand the
Third-party authentication mode of the local device, to retrieve the authentication key from
the FileServer.

c) Browse and search a shared file/directory on a FileServer:

1) Retrieve the sorting and searching capability of a FileServer:the FileClient can
retrieve a shared file/directory sorting capability of a FkileServer by invoking
FAMS::GetSortCapability() interface of a FileAccessManhagement Service on a
FileServer. For example, it can sort according to)file names or times of
modification. It can also retrieve a shared file/directory searching capability of a
FileServer through invoking FAMS::GetSearchCapability () interface of a
FileAccessManagement Service on a FileServer. For example, it can search
according to file names or the time of modification.

2) Retrieve or set a browsing filter of a shared file/directory: the FileClient can
retrieve or set a browsing file of aushared file/directory through invoking
FAMS::GetBrowseFilter() or FAMS::SetBrowseFilter() interface of FileAccess-
Management Service on FileServer,

3) Browse or search a shared filefdirectory on a FileServer: the FileClient can
browse all files and sub-directory information in any specified shared directory
by invoking FAMS::Browseg() interface of FileAccessManagement Service on
FileServer. It can also_search a shared file/directory according to designated
criteria through invoking“FAMS::Search() interface of a FileAccessManagement
Service on a FileServer.

4) Retrieve or set attributes of a shared file/directory: the FileClient can retrieve
attributes of a_specified shared file/directory by invoking FAMS::GetAttribute()
interface of-a-FileAccessManagement Service on a FileServer. It can also set
attributes~-of a  specified shared file/directory through invoking
FAMS :SetAttribute() interface of FileAccessManagement Service on FileServer.

d) Manage a shared file/directory: the FileClient can create a new shared file/directory in a
specified shared directory on a FileServer by invoking FAMS::New() interface of a
FileAccessManagement Service on a FileServer; or delete a shared file/directory on the
FileServer,” by invoking FAMS::Delete() interface of FileAccessManagement Service; or
copy~a shared file/directory on a FileServer to a specified shared directory through
invoking FAMS::Copy() interface of a FileAccessManagement Service; or move a shared
filefdirectory to a specified shared directory through invoking FAMS::Move() interface of a
FileAccessManagement Service.

<€) Setup a connectiom witha FiteServer:

1) Retrieve the transport protocols supported by a FileServer: the FileClient
retrieves transport protocols supported by a FileServer, through invoking
FCMS::GetProtocolinfo() interface of a FileConnectionManagement Service on a
FileServer.

2) Select matching transport protocols: the use of retrieved transport protocols
supported by a FileServer according to 1) in step e), the FileClient selects
matching transport protocols supported by the device.

3) Connection preparation: the FileClient notifies a FileServer to prepare for
connection setup, and retrieve connection identifier for the connection
management to use in a subsequent interaction process by invoking
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FCMS::PrepareforConnection() interface of a FileConnectionManagement

Service in a FileServer.
Download a shared file/directory from a FileServer or upload a shared file/directory to a
FileServer: the FileClient can set up the downloading of a shared file/directory, and
retrieve the URI list of a shared file/directory to be downloaded through invoking
FAMS::PrepareforDownload() interface of FileAccessManagement Service on FileServer;
or set up a file/directory uploading of a shared directory, and retrieve the URI of the
shared directory through invoking FAMS::PrepareforUpload() interface of FileAccess-
Management Service.

File transport: a FileClient and FileServer use out-of-band transport protocols and the URI
retrieved in step f) to download shared files from a FileServer or upload a client file to-the
designated shared directory on a FileServer. After the transport of a specified file ‘has
been completed, it returns to step f), if required.

Close connection and release resource: When the file transport has been completed, the
FileClient notifies a FileServer to close the connection between them andyrelease the
resource through invoking FCMS::ReleaseConnection() interface of¢-FileConnection-
Management Service on FileServer.
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Figure 3 — Complete Interaction Flow of Shared File

7 FileServer

7.1 General

FileServer is the device that provides the file content, and it includes the FileAccess-
Management Service (FAMS) and FileConnectionManagement Service (FCMS).

The functions of a FileServer include the following.

a) Based on the authentication information provided by FileClient, a FileServer assigns a
corresponding authentication key to a FileClient (recommended validity only during the
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session). This key holds FileClient access rights in such a way that it can be used as the
identifier for subsequent file access by the FileClient.

b) It stores the actual file/directory and supports a FileClient to browse and search for the
relevant content.

c) It supports simple management of a file/directory in a shared directory on a FileServer.
d) It manages the uploading/downloading of a file/directory.
e) It supports a FileServer file/directory update event subscription.

f) It supports a service update event subscription.

7.2 FileAccessManagement Service

7.21 General

The FileAccessManagement Service provides the following functions to the FileClient.

a) It provides authentication for the FileClient, and thus gives correspdnding file access
rights to the FileClient.

b) It allows the FileClient to retrieve a sorting/searching capability supported by a FileServer.

c) It allows the FileClient to browse the content directory in the)network provided by the
FileServer.

d) It allows the FileClient to search for a specified file/directony.

e) It allows the FileClient to retrieve and modify attributes,'of a file/directory.

f) It allows the FileClient to retrieve and set a browsing filter.

g) It allows the FileClient to subscribe to a file/directory object update event.

h) It allows the FileClient to subscribe to a FileAccessManagement Service update event.
i) It supports the FileClient to upload and dewnload the specified file/directory.

The detailed description of this service_ is*found in Annex C.
7.2.2 FileAccessManagement(Service Type

FileAccessManagement Service/Type is defined as:
urn:IGRS:Service:Servicelype:FileAccessManagement:1.

7.2.3 FileAccessManagement Service Attribute

Table 1 contains.the File Access Management Service Attribute List.

Table 1 — FileAccessManagement Service Attribute List

Servieggutribute Data type Field explanation
name
F|Ie/d|rectory object attribute sets sorted by searchmg or browsmg results.
I'\II CIII'le QGL UGIIUI.UD Lllal kIIG I IICI'\\;\.:CDOIVIGIIGuUIIIUIIl \JUI vIUT L.IUUD IIUI.
SortCaps TgEﬁESortCa support any file/directory object attributes for sorting. If the returned set isn’t
P y empty, then any element in the set can be used as the sorting rule provided
by FileAccessManagement Service.
File/directory object attribute sets that set searching rules. An empty set
Tvoe Search denotes that the FileAccessManagement Service does not support any
SearchCaps Cép abilit file/directory object attributes for sorting. If the returned set is not empty,
P Y then any element in the set can be used as the searching rule provided by
the FileAccessManagement Service.
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7.2.4
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Data Types of FileAccessManagement Service

Table 2 contains the File Access Management Service Data Type.

Table 2 — FileAccessManagement Service Data Type

Data type name Data type Field explanation
ngﬁl_ntﬁerAuthentlc String Authentication information provided by the FileClient
Authentication key provided to the FileClient by the FileAccessManagement
[ype_Authentication Strin Service. The authentication key specifies the access rights of the FileClient: It
ey 9 is recommended that the key is only valid during this session. It is disabled
when the session is over.
[ype_Instanceld UnsignedInt The session identifier between IGRS client and IGRS Service.
. . Only Object identifier that identifies file/directory object. See'detailed
[ype_Objectld String definition of Type_Objectld in Annex A.1.
[ype_Subscriptionld String Subscription identifier.
[ype_ObjectldList String Object identifier list.
File/directory object attribute sets sorted by searching or browsing results. An
empty set denotes that the FileAccessManagement Service does not support
[ype_SortCapability String any file/directory object attributes for softing. If the returned set is not empty,
then any element in the set can be used“as the sorting rule provided by the
FileAccessManagement Service.
File/directory object attribute sets‘that set searching rules. An empty set
Fvoe SearchCapabil denotes that the FileAccessManagement Service does not support any
ityp - P String file/directory object attributes*for sorting. If the returned set is not empty, then
y any element in the set can'be used as the searching rule provided by the
FileAccessManagement'Service.
. . Represents a searching rule when searching for a file/directory object. See
ype_FilterRule String detailed definition of Type_FilterRule in Clause A.3.
. Represents;a&orting rule when sorting a file/directory attribute list. See
[ ype_SortRule String detailed deéfinition of Type_SortRule in Clause A.4.
File/direetory object attribute set, which includes ObjectType element to
[ype_ObjectAttribute | String distinguish between file and directory object. See detailed definition of
ObjectType in Clause A.2.
F')\/lpe_SerwceAttrlbut String Service attribute name.
eName
[ype_DeleteMode String Mode to delete file/directory (temporary/permanent delete).
[ype_ObjectList String Result list of file/directory object.
[ype_Count Int Object number
[ype_ObjectURI String URI of Object on FileServer.
Fvoe ObiectURITree Tree list of the file/directory object list on FileServer, which includes
ype_bbj String file/directory object URI and attribute. See detailed definition in the description

List

of Annex B.

7.2.5

Invocation interface of FileAccessManagement Service

~T1-2.5 T GetAuthenticationkKey

Function description: Retrieve the assigned authentication key of the FileServer based on
authentication information. The authentication key specifies the access rights of the FileClient.
The authentication key is recommended to be only in effect during a session. During the
subsequent service invocations by the FileClient, the authentication key is required to be used
as the input parameter.
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Input/Output parameters:

Parameter Input/Output Data type Field explanation
Instanceld Inout Tvoe Instanceld Session identifier between IGRS client
P ype_ and IGRS service.
Authentication information provided by
UserAuthenticationlnfo Input Type_UserAuthenticationlnfo the FileClient. See detailed definition in

Annex B.

EilaAccasesManaagemant-Sorice-assians.

9 9
an authentication key to the FileClient(
The authentication key specifies the
AuthenticationKey Output Type_AuthenticationKey access rights of the FileClient. It is
recommended that the key is onlylvalid
during this session. It is disabled when
the session is over.

Return Value: Success: 0

Failure: E1, E2, E3 (see Error Codes in 7.2.6).

7.2.5.2 GetSortCapability
Function  description: Retrieve  file/directory  sorting capability  supported by

FileAccessManagement Service on FileServer such that FileClient can use the file/directory
attribute set as the sorting rule, such as name, time of creatian, etc.

Input/Output parameter:

Parameter Input/Output Data type Field explanation

FileAccessManagement Service assigns an
authentication key to FileClient. The
authentication key specifies the access right
of the FileClient. It is recommended that the
key is only valid during this session. It is
disabled when the session is over.

AuthenticationKey Input Type_AuthenticationKey

File/directory object attribute sets sorted by
searching or browsing results. An empty set
denotes that the FileAccessManagement
Service does not support any file/directory
object attributes for sorting. If the returned
set is not empty, then any element in the set
can be used as the sorting rule provided by
the FileAccessManagement Service.

$ortCaps Output Type_SortCapability

Return Value: Sueecess: 0

Failure: E1, E2, E3, E9, E10 (see Error Codes in 7.2.6).
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7.2.5.3 GetSearchCapability

Function description:

- 17 -

Retrieve the file/directory searching capability supported by the

FileAccessManagement Service on the FileServer so that the FileClient can use the
file/directory attribute set as searching rule, such as name, time of creation, etc.

Input/Output parameters:

Parameter

Input/Output

Data type

Field explanation

A

uthenticationKey

Input

Type_AuthenticationKey

The FileAccessManagement Service assigns
an authentication key to the FileClient. Fhe
authentication key specifies the accesS)rights
of the FileClient. It is recommended-that the
key is only valid during this session. It is
disabled when the session is oyer.

q

earchCaps

Output

Type_SearchCapability

The File/directory object attribute sets that set
searching rule. An empty set denotes that
FileAccessManagement,Service does not
support any file/directery object attributes for
searching. If the réturned set isn’t empty, then
any element indhe-set can be used as the
searching rule‘provided by
FileAccessManagement Service.

Return Value:

Success: 0

Failure: E1, E2, E3, E9, E10 (see Error Codes in section 7.2.6)
7.2.5.4 Browse

Function description: Return to the lower level fileé/directory list of the specified directory on
FileServer, and get back the basic attributes of €ach object.



https://standardsiso.com/api/?name=80c7d759853cbd02ca65149918a4c0e3

Input/Output parameters:

- 18 —

14543-5-22 © ISO/IEC:2010(E)

Parameter

Input/Output

Data type

Field explanation

AuthenticationKey

Input

Type_AuthenticationKey

The FileAccessManagement Service assigns
an authentication key to the FileClient. The
authentication key specifies the access rights
of the FileClient. It is recommended that the
key is only valid during this session. It is
disabled when the session is over.

bjectld

Input

Type_Objectld

Oty Object tdentifier to raentify fite/airectory
object.

BrowseFilter

Input

Type_FilterRule

Browsing rule of the file object in the current
directory.

This parameter value has two instances:

If the BrowseFilter value is empty then the
preset filtering rule is used\during the browsing
process. The setting of thepreset filtering rule
is carried out by SetBrowseFilter interface.

If the BrowseFiltefvalue is not empty then this|
value is used as the browsing filtering rule of
the service invecation. This value will not
affect the Value of the preset filtering rule.

$tartOffset

Input

Type_Count

Offset between the starting item of the
returped result and the first item in all
file/directory lists that complies with the
brawsing rule. This value shall start from 0.

RequestedCount

Input

Type_Count

Maximum number of browsing items returned.
-1 denotes that all browsing results are
returned.

$ortRule

Input

Type_SortRule

Sorting rule of the browsed directory object.
This attribute can be retrieved through
GetSortCapability interface.

Result

Output

Type_QbjectList

Result list of browsed file/directory file object.

NumberReturned

Output

Type_Count

Optional. The number of directory and file
objects returned from the browsing results.

NumberTotalMatched

Output

Type_Count

Total number of file and directory objects that
complies with the browsing rule.

7.2.5.5

Return Value: Success: 0

Input/Qutput parameters:

Failure: E1, E2, E3, E6, E7, E9, E10 (see Error Codes in 7.2.6).
GetAttribute

Function des€ription: Retrieve attribute set of the specified file/directory object on FileServer.

Parameter

Input/Output

Data Type

Field Explanation

FileAccessManagement Service assigns

AuthenticationKey

Input

Type_AuthenticationKey

authentication key to FileClient. The
authentication key specifies the access rights
of FileClient. It is recommended that the key
is only valid during this session. It is disabled
when the session is over.

Objectld

Input

Type_Objectld

Only Object identifier to identify file/directory
object.

ObjectAttribute

Output

Type_ObjectAttribute

Attribute set of file/directory object. See
detailed definition in Annex B.

Return Value: Success: 0

Failure: E1, E2, E3,

E7, E9, E10 (see Error Codes in section 7.2.6)
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7.2.5.6 SetAttribute

Function description: Set attribute of the specified file/directory object on FileServer.

Input/Output parameters:

Parameter

Input/Output

Data type

Field explanation

The FileAccessManagement Service assigns
an authentication key to the FileClient The

AuthenticationKey

Input

Type_AuthenticationKey

authentication key specifies the access right
of the FileClient. It is recommended thatithe
key is only valid during this session. If\i$
disabled when the session is over.

bjectld

Input

Type_Objectld

The only Object identifier to identify
file/directory object.

bjectAttribute

Input

Type_ObjectAttribute

The attribute of an object.tobe set. Only the
setting of an object name’and initial access
rights are required to\be“supported. See
detailed definition inNAnnex B.

7.2.5.7

directories.

Return Value:

Success: 0

Failure: E1, E2, E3, E7, E9, E10 (see Error Codesdn7.2.6).

Search

Input/Output parameters:

Function description: Search for the specified file/directory object on the FileServer. That is to
search for all of the object information in a specified“directory (the recursive search of the
object information in a sub-directory is included), and'to support searching in multiple parallel

Parameter Input/Output Data type Field explanation
The FileAccessManagement Service assigns
authentication key to the FileClient. The
o e authentication key specifies the access right
AuthenticationKey Input Type_AuthenticationKey of the FileClient. It is recommended that the
key is only valid during this session. It is
disabled when the session is over.
bjectldList Input Type_ObjectldList Object identifier list within the search scope.
$earchRule Input Type_FilterRule Searching rule of the file/directory object.
Offset between the starting item of the
d returned result and the first item in all
$tartOffset Input Type_Count file/directory lists that complies with the
searching rule. This value shall start from 0.
Maximum number of searching items
RequestedCount Input Type_Count returned. -1 denotes that all searching
results are returned.
Result of file/directory object list returned
oSt PUPE HYPE_LLICCILIBt according to the searching rule.
NumberReturned Output Type_Count The number_ of file/directory objects returned
from searching results.
Optional, total number of the file/directory
NumberTotalMatched Output Type_Count objects that complies with the searching rule.
Return Value: Success: 0

Failure: E1, E2, E3, E6, E7, E9, E10 (see Error Codes in 7.2.6).
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7.2.5.8 GetBrowseFilter

Function description: Retrieve the current browsing filter rule. This is a preset browsing filter
rule used by the FileAccessManagement Service.

Input/Output parameters:

Parameter Input/Output Data type Field explanation

Bla | W] £ O H H i
e e eSS g e e ROt HICEeaSSIgRS—The

authentication key to the FileClient. The
authentication key specifies the access_right

AuthenticationKey Input Type_AuthenticationKey of the FileClient. It is recommended that'the
key is only valid during this session: Ivis
disabled when the session is over.

BrowseFilter Output Type_FilterRule Current browsing filter rule used.

Return Value: Success: 0

Failure: E1, E2, E3, E9, E10 (see Error Codes in 7.2.6).

7.2.5.9 SetBrowseFilter
Function description: Set the browsing filter rule. Only the ‘SetBrowseFilter interface can

change the preset browsing filter rule, and the preset browsing filter rule shall remain the
same until the next invocation of the SetBrowseFilter interface.

Input/Output parameters:

Parameter Input/Output Data type Field explanation

FileAccessManagement Service assigns
authentication key to FileClient. The
authentication key specifies the access rights

AuthenticationKey Input Type_AdthenticationKey of FileClient. It is recommended that the key ig
only valid during this session. It is disabled
when the session is over.

BrowseFilter Input Type_FilterRule Browsing filter rule to be set.

Return Value: Success: 0

Failure: EA,_E2, E3, E9, E10 (see Error Codes in 7.2.6).
7.2.5.10 New

Function description: Create a new file/directory object in the directory object specified by
FileServer. The attribute of the object is specified by parameter ObjectAttribute.
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Input/Output parameters:
Parameter Input/Output Data Type Field Explanation
The FileAccessManagement Service assigns
the authentication key to the FileClient. The
L s authentication key specifies the access rights
AuthenticationKey Input Type_AuthenticationKey of the FileClient. It is recommended that the
key is only valid during this session. It is
disabled when the session is over.
- The opject taentifier of the parent directory
frarentid Input Type_Objectld object in which the file will be created.
. . . . The attribute of the new object, including
bjectAttribute Input Type_ObjectAttribute object name and the initial access rights«
. . The only object identifier of the new,object
bjectld Output Type_Objectld assigned by FileAccessManagement Service.
Return Value: Success: 0

7.2.5.11

Failure: E1, E2, E3, E7, E9, E10, E11 (see Error Codes in 7.2.6).

Copy

Input/Output parameters:

Function description: Copy the specified file/directory object to the. specified target path, while
reserving the source object. The file directory structure of thexnew directory shall follow the
tree structure of the source directory at the time of copying.

Parameter Input/Output Data type Field explanation
The FileAccessManagement Service assigns
an authentication key to the FileClient. The

o o authentication key specifies the access rights
AuthenticationKey Input Type_AuthenticationKey of the FileClient. It is recommended that the

key is only valid during this session. It is
disabled when the session is over.
The object identifier of the source object
$ourceObjectld Input Type_Objectld assigned by the FileAccessManagement
Service.
PestParentld Input Type_Objectld The object identifier of the target directory.

. . The object identifier of the new object assigned
(bestObjectld Pt Type_Objectld by FileAccessManagement Service.
PestObjectAttribute Output Type_ObjectAttribute The object attribute of the new object.

Return Value: Success: 0

Failure: E1, E2, E3, E7, E9, E10, E11 (see Error Codes in 7.2.6).
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Function description: Copy the specified file/directory to the specified target destination, and
delete the source object. The tree structure of the directory shall remain the same at the time

of moving.

Input/Output parameters:

Parameter Input/Output Data type Field explanation
The FileAccessManagement Service assigns
an authentication key to the FileClient. Fhe

L s authentication key specifies the accesS)rights
AuthenticationKey Input Type_AuthenticationKey of the FileClient. It is recommended-that the

key is only valid during this session. It is
disabled when the session is oyer.
The object identifier of the,source object
$ourceObjectld Input Type_Objectld assigned by the FileAccessManagement
Service.
PestParentld Input Type_Objectld The object identifjer of the target directory.

. . The object identifier of the new object assigned
(PestObjectld Output Type_Objectld by FileAccessManagement Service.
DestObjectAttribute Output Type_ObjectAttribute The objeet attribute of the new object.

Return Value: Success: 0

7.2.5.13

Failure: E1, E2, E3, E7, E9, E10, E11 (see"Error Codes in 7.2.6).

Delete

Function description: Delete the specified file/directory object on FileServer, including the
sub-directories and files of this directory.

Input/Output parameters:

—T.2.5 4 PreparcforDowmntoad

Parameter Input/Output Data type Field explanation
The FileAccessManagement Service assigns
an authentication key to the FileClient. The
L e authentication key specifies the access rights
AuthenticationKey Input Type_AuthenticationKey of the FileClient. It is recommended that the
key is only valid during this session. It is
disabled when the session is over.
bjectld Input Type_Objectld -(Ii-ZIG(atOek:jJeCt identifier of the object to be
The mode of object deletion
PeleteMode Input Type_DeleteMode (temporary/permanent delete).
Return¥/alue: Success: 0

Failure: E1, E2, E3, E7, E9, E10, E11 (see Error Codes in 7.2.6).

Function description: Prepare for file download, and pre-detect the feasibility of the file/
directory download. If download is allowed by the FileServer, then the URI of the source to be
transported shall be returned to the client, so that the FileClient application can download the
file/directory through an out-of-band data transport; or else corresponding error codes shall

be returned.
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Input/Output parameters:

Parameter Input/Output Data type Field explanation

The FileAccessManagement Service assigns
an authentication key to the FileClient. The
authentication key specifies the access rights

AuthenticationKey Input Type_AuthenticationKey of the FileClient. It is recommended that the
key is only valid during this session. It is
disabled when the session is over.

$ourceObjectidList Input Type_ObjectidList The opject taentifier st of the fiierdirectory

object to be downloaded.

o

The tree list of the downloaded file/directory
ourceObjectURITreeList | Output Type_ObjectURITreeList object list on FileServer, including-the URI
and the attributes of the file/directory object.

Return Value: Success: 0

Failure: E1, E2, E3, E7, E9, E10 (see Error Codes in 7.2.6).
7.2.5.15 PrepareforUpload

Function description: Verify the file/directory objects to be uploaded by the client, including
whether the storage space of the server is sufficient and has an_ebject with the same object
name, etc. If uploading is allowed by the FileServer, the URV of the target object to be
transported shall be returned to the client, so that the FileClient application can upload the
file/directory through out-of-band data transport; or else‘corresponding error codes shall be
returned.

Input/Output parameters:

Parameter Input/Output Data type Field explanation

b

The FileAccessManagement Service assigns|
an authentication key to the FileClient. The
authentication key specifies the access right
of the FileClient. It is recommended that the
key is only valid during this session. It is
disabled when the session is over.

uthenticationKey Input Type_AuthenticationKey

The attribute of the uploaded file/directory

bjectAttribute Input Type_ObjectAttribute object.

=

The parent directory of the uploading object

estParentld Input Type_Objectld on FileServer.

=

The URI of the object on FileServer. This
parameter denotes the URI of the destination
directory of the uploaded objects on the
FileServer.

estParentURI Output Type_ObjectURI

Return Valte: Success: 0

Failure: E1, E2, E3, E7, E8, E9, E10, E11 (aee Error Codes in 7.2.6).

7.2.5.16 ___SubscribeObjectChange

Function description: Subscribe to the update event of file/directory objects on FileServer. If
an object is changed, then FileAccessManagement Service shall notify FileClient of the event.
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Input/Output parameters:

Parameter Input/Output Data type Field explanation

The FileAccessManagement Service assigns
an authentication key to the FileClient. The
authentication key specifies the access rights

AuthenticationKey Input Type_AuthenticationKey of the FileClient. It is recommended that the
key is only valid during this session. It is
disabled when the session is over.

bjectld Input Type_Objectld The object tdentifierof the shared object 10

be subscribed.

Return Value: Success: 0
Failure: E1, E2, E3, E4, E5, E7, E9, E10 (see Error Codes in 7.2.6).
7.2.5.17 UnsubscribeObjectChange

Function description: Unsubscribe to the update event of file/directory objects on FileServer.

Input/Output parameters:

Parameter Input/Output Data type Field explanation

The.FileAccessManagement Service
assigns an authentication key to the
FileClient. The authentication key specifieq
AuthenticationKey Input Type_AuthenticationKey the access rights of the FileClient. It is
recommended that the key is only valid
during this session. It is disabled when the
session is over.

The object identifier of the shared object tg

bjectld Input Type_Objectld be unsubscribed.

Return Value: Success: 0
Failure: E1, E2, E3, E4, E5, E7, E9,LE10 (see Error Codes in section 7.2.6).

7.2.5.18 SubscribeServiceAttribute

Function description: Subscribe to the update event of service attributes. If an attribute
changes, the FileAccessManagement Service shall notify the FileClient.

Input/Output parameters:

Parameteér Input/Output Data type Field explanation

The FileAccessManagement Service
assigns an authentication key to the
FileClient. The authentication key specifieq
AuthénticationKey Input Type_AuthenticationKey the access rights of the FileClient. It is
recommended that the key is only valid
during this session It is disabled when the

session is over.

The name of the service attributes to be

ServiceAttributeName Input Type_ServiceAttributeName subscribed.

Subscriptionld Output Type_Subscriptionld The subscription identifier.

Return Value: Success: 0

Failure: E1, E2, E3, E4, E5, E7, E9, E10 (see Error Codes in 7.2.6).
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7.2.5.19

UnsubscribeServiceAttribute
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Function description: Unsubscribe to the update event of the service attribute.

Input/Output parameters:

Parameter

Input/Output

Data type

Field explanation

The FileAccessManagement Service assigns
an authentication key to the FileClient The

b

uthenticationKey Input

Type_AuthenticationKey

authentication key specifies the access rights

of a FileClient. It is recommended that thekey
is only valid during this session. It is disabled

when the session is over.

O

ubscriptionld

Input Type_Subscriptionld

The subscription identifier to be unsubscribed.

Return Value: Success: 0

Failure: E1, E2, E3, E4, E5, E7, E9, E10 (see Error Codes in 7.2/6).

7.2.6 FileAccessManagement Service error codes definition
Erro";' code Error code name Value! Field explanation
o.

q RETURN_SUCCESS 0 Success
B1 RETURN_FAILED 1 Failure
E2 RETURN_INVALIDPARA 2 Invalid parameter
B3 RETURN_ERRORFORMATPARA 3 Parameter format error
i ) RETURN_INVALIDSUBSCRIBEID 4 Invalid subscription identifier
§5 RETURN_NOTALLOWEDTOSUBSCRIBE 5 Subscription not allowed
§E6 RETURN_OFFSETOVERFLOW 6 Offset overflow
B7 RETURN_OBJECTINEXISTENCGE 7 Object not exist
B8 RETURN_SPACENOTENOUGH 10 Not enough space
B9 RETURN_INVALIDAUTHENTICATIONKEY 11 Invalid authentication key
gE10 RETURN_RIGHTNOTMATCHED 12 Rights not matched
11 RETURN_OBJECTNAMEEXISTED 13 Object name already exist
E12 RETURN_INTERFACEINEXISTENCE 14 Interface not exist

7.3 FileConnhectionManagement Service

7.3.1

General

The EileConnectionManagement Service is used to create and manage the connection
betwegen the FileServer and the FileClient. The FileServer can support and manage multiple
active connections at any one time by the FileConnectionManagement Service. The detailed

sarvice-daescrintionis shown in Annax N
SEeHHEE-G8SEH PO RS SHOWHTH—/HHEx

7.3.2

FileConnectionManagement Service Type is defined as:

| —ar

FileConnectionManagement Service Type

urn:IGRS:Service:ServiceType:FileConnectionManagement:1
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FileConnectionManagement Service Attribute

Table 3 contains the File Connection Management Service Attribute list.

Table 3 — FileConnectionManagement Service Attribute

Service attribute
name

Data type

Field explanation

Protocollnfol ist

Type Protocollnfolist

The transport protocol list supported by FileServer

IPList

Type_IPList

The valid IP address list of FileServer.

7.3.4

FileConnectionManagement Service Data Type

Table 4 contains the File Connection Management Service Data Type.

Table 4 — FileConnectionManagement Service Data Type

Data type name Data type Field explanation
Type_Protocollnfo String Transport protocol.
Type_ProtocollnfoList String Transport protocol list supported-by FileServer.
Type_IPList String The valid IP address list 6f FileServer.
Type_Connectionld Unsignedint -II=—R:(?g:::gttif:hjlgiggiiemn?gaegsiig}:)n FileServer.
Type_Subscriptionld UnsignedInt The subscription identifier.
Type_ServiceAttributeName | String The name of‘the service attribute to be subscribed.

7.3.5

7.3.51

GetProtocolinfo

Input/Output parameters:

Invocation Interface of FileConnectionManagement Service

Function description: Retrieve the transport protocol supported by the FileServer, including
the transport control protocol name, network port, the content format and other protocol
information, as well as the valid I[P address list of the FileServer.

Parameter Input/Output Data type Field explanation
FrotocollnfoList Output Type_ProtocollnfoList The t_ransport protocol list supported b
the FileServer.
The valid IP address list of the
IP List Output Type_IPList FileServer. The format is shown in
Annex B.

ReturnValue: Success: 0

Failure: E1, E2, E3, E6, E8, E9 (see Error Codes in 7.3.6).

7.3.5.2

PrepareforConnection

Function description: Retrieve the Connectionld used to send and receive data.
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Input/Output parameters:

Parameter Input/Output Data type Field explanation
RemoteProtocolinfo Input Type_Protocollnfo The transport protocol.
The connection identifier managed by the
Connectionld Output Type_Connectionld FileConnectionManagement service on the
FileServer.

Return Value: Success: 0

Failure: E1, E2, E3, E6, E7, E8, E9 (see Error Codes in 7.3.6).
7.3.5.3 ReleaseConnection

Function description: Notify the device to close the connection correspondifg to the
Connectionld, and release resource.

Input/Output parameters:

Parameter Input/Output Data type Field explanation
The conhection identifier managed by
onnectionld Input Type_Connectionld FileCémnectionManagement service on
FileServer.

Return Value: Success: 0
Failure: E1, E2, E3, E6, E7 (see Error Codes in 7.3.6).
7.3.5.4 GetActiveConnectionldList

Function description: Retrieve the current active connection identifier list on the FileServer.

Input/Output parameters:

Parameter Input/Output Data type Field explanation
ConnectionldList Output Type_ConnectionldList The current actlve_connectlon identifier lis{
on the current device.

Return Value: Success: 0
FailuresE1, E2, E3, E6, E7, E8, E9 (see Error Codes in 7.3.6).
7.3.5.5 GetCurrentConnectioninfo

Function désecription: Retrieve the connection information of the FileServer that corresponds
to the connection identifier.

Input/Output parameters:

—___Parameter mputfoutput Data type Fleldexptanmation

The connection identifier on the

Connectionld Input Type_Connectionld current device.

Protocolinfo Output Type_Protocollnfo The transport and control protocol
used for file transport

ConnectionState Output Type_ConnectionState The current connection state

Return Value: Success: 0

Failure: E1, E2, E3, E6, E7, E8, E9 (see Error Codes in 7.3.6).
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7.3.5.6 SubscribeServiceAttribute

Function description: Subscribe to the update event of service attributes. If an attribute is
changed, the FileConnectionManagement Service shall notify the FileClient.

Input/Output parameters:

Parameter Input/Output Data type Field explanation
d - - - - Fre-Rame-of-the-serveeatrbutetobe
$erviceAttributeName Input Type_ServiceAttributeName subscribed.
$ubscriptionld Output Type_Subscriptionld The subscription identifier

Return Value: Success: 0

Failure: E1, E2, E3, E4, E5, E6, E7, E8, E9 (see Error Codes in 7.3.6)-

7.3.5.7 UnsubscribeServiceAttribute

Function description: Unsubscribe to the update event of file/directory objects on the
FileServer.

Input/Output parameters:

Parameter Input/Output Data type Field explanation

The subscription identifier of the

d . o
$ubscriptionld Input Type_Subscriptionld object to be unsubscribed.

Return Value: Success: 0

Failure: E1, E3, E4, E5, E6, E7; E8, E9 (See Error Codes in section 7.3.6)
7.3.6 FileConnectionManagement Service error codes definition

ErroNroc.ode Error codername Value Field explanation
q RETURN_SUCCESS 0 Success
B1 RETURN_FAILED 1 Failure
: 94 RETURN_INVALIDPARA 2 Invalid parameter
B3 RETURN_ERRORFORMATPARA 3 Parameter format error
B4 RETURNAINVALIDSUBSCRIBEID 4 Invalid subscription identifier
B5 RETURN_NOTALLOWEDTOSUBSCRIBE 5 Subscription not allowed
§6 RETURN_CONNECTIONDISABLED 8 Connection disabled
7 RETURN_INVALIDCONNECTIONID 9 Invalid connection identifier
B8 RETURN_INVALIDAUTHENTICATIONKEY 11 Invalid Authentication Key
B9 RETURN_RIGHTNOTMATCHED 12 Rights not matched
E10 RETURN INTEREACEINEXISTENCE 14 Interface not exist

8 FileClient

8.1 General

The FileClient can access the FileServer. After retrieving the authentication key from the
FileServer, the FileClient can send service request messages to retrieve a
FileAccessManagement Service function provided by the FileServer. The functions of the
FileClient are as follows:

a) browse the shared file/directory provided by the FileServer;
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b) manage the file/directory on the FileServer, including modify the file/directory attribute,
create, copy and move file/directory, etc.;

c) upload and download files from the FileServer;
d) synchronize with the FileServer by subscribing to the service attributes update event on
the FileServer.

8.2 FileClient Engine

Th il ElaQ o, [

FreFHeCHentenginre—s—aneappheationpregram—thatis—usedto-interactwith-the FHeServer—H
includes functions such as providing authentication information, user interface, invoking
various interfaces on the FileServer to retrieve the functions provided by the FileServer ett:

9 Session

9.1 Session setup
9.1.1 General

After discovering a service on the target IGRS Device through<the service discovery
mechanism, an IGRS Client may establish a supporting environment for subsequent service
access through the session setup mechanism based on a Device Ripe.

An IGRS Service may attain service access control by<{gathering the authorised user and
device access list of this service. IGRS Services should set up the maximum number of
concurrent access.

IGRS Device relationships are determined by whether devices are located in the same device
group, whether the IGRS Client device is the*{rusted device of the IGRS Service device, and
whether the IGRS Client device is the specified trusted device of the IGRS Service device.

During the session setup process, the" JlGRS Device providing an IGRS Service shall acquire
information about the IGRS Client device, such as the user ID and client authentication
information. Based on this information, the IGRS Client access right shall be authenticated.
Meanwhile, concurrent control,*shall be realised according to the concurrent support
capabilities of IGRS Services..Only one session shall exist between one IGRS Client and one
IGRS Service at the same-time. After a session is successfully established, an IGRS Client
may invoke IGRS Services including function invocation, data query, data retrieval, etc.
through invoking the.interfaces of the IGRS Services.

9.1.2 Session'setup condition

An IGRS_€fient can obtain the security mechanism description of this service through
correspending IGRS service advertisements or the detailed service description document. If
an IGRS“Client wants to invoke this service, it shall first request a session setup with this
serpviee according to the security mechanism description requirement.

A detailed session setup process is shown in 10.5 of ISO/IEC 14543-5-1.
9.2 Session termination

When an IGRS Client finishes invoking IGRS Services, the IGRS Client shall terminate the
session with the IGRS Service (see 10.5 of ISO/IEC 14543-5-1).
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10 Service invocation message format

10.1 General

The IGRS service invocation message format shall conform to the service invocation
requirements specified in ISO/IEC 14543-5-1.

10.2 Service invocation request message

The Client can initiate “request/response” service invocation based on the session with the
target service. The definition of the service invocation request message is shown in Tablec5;

Table 5 — Service invocation request message

Message Field explanation
M-POST /IGRS HTTP/1.1 HTTP EXTENDED COMMAND LINE
Host: Target Host IP address:Port Required field
01-IGRSVersion: IGRS/1.0 Required field, \GRS version number
01-IGRSMessageType:InvokeServiceRequest Requiredfield, content shall be this

Required field, and type is URI, defined

01-SourceDeviceld: requesting device identifier in 84 2 of ISO/IEC 14543-5-1 Ed 1

Required field, type is URI, defined in

01-TargetDeviceld: target device identifier 819 of ISO/IEC 14543-5-1 Ed.1

Content-Length: Message body length Required field

Content-type:text/xml; charset=utf-8 Required field

Required field, see B.1 of

MAN:”http://www.igrs.org/spec1.0”;ns=01 ISO/IEC 14543-5-1 Ed.1

MAN:"http://schemas.xmlsoap.org/soap/envelope/i;ins=02 Required field

02-SoapAction:”IGRS-InvokeService-Request” Required field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAP/

ENV="http://schemas.xmlsoap.org/seap/envelope/"
Required field

Eﬁoz-ncodingSter="http://schemas.xmIsoap.org/soap/encoding/">
<SOAP-ENV:Body> Required field

Required field, request attribute indicates
<Session that the invocation message needs
xmlIns="http://wwW.igrs.org/spec1.0request="NeedResponse”> rEedsp;onse, see B.1 of ISO/IEC 14543-5-1
<SourceClientld> Source client identifier </SourceClientld> Required field, type is 32-bit Unsignedint
<TargetServiceld> Target service identifier </TargetServiceld> Required field, type is 32-bit Unsignedint
<Sequenceld> Invocation request sequence Id </Sequenceld> Required field, type is 32-bit Unsignedint
<I--Here is the start of the specific invocation request message-->
<Invocation interface name> Required field

The service invocation interface that
meets the requirements of
ISO/IEC 14543-5-1.

<Input parameter name>/nput parameter value</Input parameter
name>

The service invocation interface that
meets the requirements of
ISO/IEC 14543-5-1.

<Input parameter name>/nput parameter value</Input parameter
name>

</Invocation interface name> Required field

<!--Here is the end of the specific invocation request message-->
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Message

Field explanation

</Session>

Required field

</SOAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required field

NOTE

Italics indicate where content is to be inserted; all other text in message definitions is fixed.

103 Service i .

in Table 6.

When an IGRS service receives an invocation request with response requirement, it should
return an invocation response message. A service invocation response message is sent to_the
client who is invoking the service based on the same session. A message definition is,'shown

Table 6 — Service invocation response message

Message

Field explanation

HTTP/1.1 200 OK

HTTP Command line

Ext:

Required field

Cache-control:no-cache="Ext”

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required-field, see B.1 of
ISOUEC 14543-5-1

01-IGRSVersion: IGRS/1.0

Réquired field, IGRS Version number

01-IGRSMessageType:InvokeServiceResponse

Required field, content shall be this

01-TargetDeviceld: target device identifier

Required field, type is URI

01-SourceDeviceld: requesting device identifier

Required field, type is URI

01-Acknowledgeld: Service pipe message response sequence Id

Required field, Type is 32 bit UnsignedInt

Content-Length: Message body length

Required field

Content-type:text/xml; charset=utf-8

Required field

MAN:”http://schemas.xmlsoap.org/soap/enyelope/”;ns=02

Required field

02-SoapAction:"IGRS-InvokeService-Response”

Required field

Shall be empty

<SOAP-ENV:Envelope xmlIns;:SOAP-
ENV="http://schemas.xmlseap.org/soap/envelope/"

SOAP-
ENV:encodingStyle=’hitp://schemas.xmlsoap.org/soap/encoding/">

Required field

<SOAP-ENV:Body>

Required field

<Session xmiAs="http://www.igrs.org/spec1.0”>

Required field, see B.1 of ISO/IEC 14543-5-
1 Ed.1

<SourceSetviceld>Source service identifier </SourceServiceld>

Required field, Type is 32 bit UnsignedInt

<TargetClientld>Target client identifier </TargetClientld>

Required field, Type is 32 bit Unsignedint

<Acknowledqgeld>Invacation response message sequence Id
f }

Required field, Type is 32 bit Unsignedint,

</Acknow|edugeld>

TS the same as the mmvocation request
Sequenceld of the request message.

<ReturnCode>/nvocation response status code</ReturnCode>

Required field, defined in Clause 11 of
ISO/IEC 14543-5-1

<l--Here is the specific invocation response message-->

<FileReturnCode>File universal error return code
</FileReturnCode>

Optional field, Indicate the error response
message independent of the service
invocation, such as the service invocation is
not supported. There shall be one and only
one return code returned between
FileReturnCode and ReturnCode.

<Invocation interface name>

Required field
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Message

Field explanation

<ReturnCode>Service invocation response status code
</ReturnCode>

Optional field. Conform to service
invocation return code definition. There
shall be one and only one return code

returned between FileReturnCode and
ReturnCode.

Shall meet service interface definition

< Output parameter>Output parameter value </ Output parameter> requirements.

Shall meet service interface definition
requirements.

< Output parameter>Output parameter value </ Output parameter>

</ Invocation interface name> Required field.

<l--Here is the specific invocation response message-->

</Session> Required field.

</SOAP-ENV:Body> Required field.

</SOAP-ENV:Envelope> Required field.

10.4 Content directory object update notification message

The FileAccessManagement service can notify a client based ‘en” a session setup with client
when the content directory object changes. This message doesn’t require any response. If
content directory object update event is subscribed to a_faulti-directory structure, the update
message should be sent only to the lowest directory aobject. A message definition is shown in

Table 7.

Table 7 — Content directory object,update notification message

Message

Field Explanation

M-NOTIFY /IGRS HTTP/1.1

HTTP EXTENDED COMMAND LINE

Host:Target host IP address:Port

Required field

MAN:”http://www.igrs.org/spec1.0%;n$=01

Required field, see B.1 of
ISO/IEC 14543-5-1

01-IGRSVersion: IGRS/1.0

Required field, IGRS Version number

01-IGRSMessageType: FamsServiceNotifyClient

Required field, content shall be this

01-SourceDeviceld: Source device identifier

Required field, type is URI

01-TargetDeviceld:-TFarget device identifier

Required field, type is URI

01-Sequenceld=~Device pipe message sequence |d

Required field, type is 32 bit
UnsignedInt (0 is reserved)

Contentikength:message body length

Required field

Content-type:text/xml; charset=utf-8

Required field

MAN:”http://schemas.xmlsoap.org/soap/envelope/’;ns=02

Required field

02-SoapAction:"IGRS-FamsServiceToClient-Notify”

Required field

Shall be empty

<SOAP-ENV:Envelope xmIns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" SOAP-

"

ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/

Required field

<SOAP-ENV:Body>

Required field

<Session
xmlns="http://www.igrs.org/spec1.0’request="NoResponse”>

Required field, “request” attribute
indicates that no response is needed,
see B.1 of ISO/IEC 14543-5-1

<SourceServiceld>
Source Service identifier </SourceServiceld>

Required field, Type is 32 bit

Unsignedint (0 is reserved)
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Message

Field Explanation

<TargetClientld>Target client identifier</TargetClientld>

Required field, Type is 32 bit
Unsignedint (0 is reserved)

<Sequenceld>/nvocation request sequence Id </Sequenceld>

Required field, Type is 32 bit
Unsignedint (0 is reserved)

<!--Here is the specific notification message-->

<FamsUpdateNotification>

Required field

1l

<SubscribeObjectld>The subscribed file/directory object
identifier </SubscribeObjectld>

Reguired-fetd—referte-the
Type_Objectld data type definition in
Annex C

event occurred </ParentDirectoryld>

<ParentDirectoryld> ID of parent directory in which the update

Required field, refer to Type_Objectld
data type definition in Annex C

event occurred </EventObjectldList>

<EventObjectldList> File/Directory object ID list in which update

Optional field, refer to
Type_ObjectldList data type definition
in Annex B, the updated|ebject
identifier list.

<EventType>File/directory object update event type
</EventType>

Required field, Typens String, The
options are: “ChildrenAdded”,
“ChildrenDeléted”,

“NameChanged”, "AccessRightChange
d", "ContentChanged", "SelfDeleted"

</FamsUpdateNotification>

Required field

</Session>

Required field

</SOAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required field

10.5 Service attribute update notification message

A Service that can notify the Client based en*a session setup with this Client when the service
attribute changes. This message does natrequire a response. A message definition is shown

in Table 8.
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Table 8 — Service attribute update notification message

Message

Field explanation

M-NOTIFY /IGRS HTTP/1.1

HTTP EXTENDED COMMAND LINE

Host:Target host IP address:Port

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see B.1 of
ISO/IEC 14543-5-1

01-IGRSVersion: IGRS/1.0

Required field, IGRS Version number

01-IGRSMessageType:ServiceNotifyClient

Required field, content shall be this

01-SourceDeviceld: Source Device identifier

Required field, type is URI

01-TargetDeviceld: Target Device ldentifier

Required field, type is URI

01-Sequenceld: Device pipe message sequence |d

Required field, type is 32 bit
Unsignedint (0 is reserved)

Content-Length:message body length

Required field

Content-type:text/xml; charset=utf-8

Required field

MAN:"http://schemas.xmlsoap.org/soap/envelope/’;ns=02

Required field

02-SoapAction:"IGRS-ServiceToClient-Notify”

Required field

Shall be“empty

<SOAP-ENV:Envelope xmIns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/"

SOAP-

ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/
"

Required field

<SOAP-ENV:Body>

Required field

<Session
xmlIns="http://www.igrs.org/spec1.0"request="NoResponse”>

Required field, “request” attribute
indicates that no response is needed,
see B.1 of ISO/IEC 14543-5-1

<SourceServiceld> Source Service Ideritifier</SourceServiceld>

Required field, type is 32 bit
Unsignedint (0 is reserved)

<TargetClientld> Target Client Identifier </TargetClientld>

Required field, type is 32 bit
Unsignedint (0 is reserved)

<Sequenceld> Invocation(request sequence Id </Sequenceld>

Required field, type is 32 bit
UnsignedInt (0 is reserved)

<l--Here is the specific notification message-->

<ServiceAttributedpdateNotification>

Required field

<Subscriptionld> Subscription Identifier</Subscriptionld>

Required field, String, Subscription
Identifier

<SeryiceAttributeName>The updating Service attribute name
</ServiceAttributeName>

Required field, String, the updating
Service attribute name

<8erviceAttributeValue > Value of service attribute in which
update event occurred </ ServiceAttributeValue >

Required field. String

</ServiceAttributeUpdateNotitfication>

Required Tield

</Session>

Required field

</SOAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required field
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Annex A
(normative)

Description of data type generation rules

A.1  Type_Objectid

A.1.1 General

File/directory object identifier Type_Objectld is a global unique ID. Each file/directory object
identifier may uniquely correspond to a directory or file.

A.1.2 IGRS File/Directory object identifier format

<IGRSObjectldURN> = "urn:" <IGRSDeviceNS> " <IGRSObjectNS> "t
<IGRSObjectldVAL>

NOTE 1 <IGRSDeviceNS>::= Device ID (GUId)
NOTE 2 <IGRSObjectNS>::= <"Directory">|<"File">
NOTE 3 <IGRSObjectldVAL>::= Object path name, such as "/a/b/c", and is*case sensitive

A.2 ObjectType

Identified Object Type. The legal values: FILE|DIRECTORY

NOTE 1 If the object is file, the value of ObjectType_shall be FILE.
NOTE 2 If the object is directory, the value of ObjectType shall be DIRECTORY.
A.3 Type_FilterRule

A.3.1 Syntactic definition

< FilterRule > ::= <NILSTRING> | <LogicalExpression>

<LogicalExpression> ::= <RelationExpression> | ‘(* <LogicalExpression> ‘) |‘not’
<LogicalExpression> |<LogicalExpression>

<BinarylkogicalOperator> <LogicalExpression>

<BinaryLogicalOperator> ::= ‘and’ | ‘or’

<RelationExpression> ::= <ATTRIBUTENAME> <RelationOperator> <CONSTANTVALUE>
<RelationOperator> ::= ‘=" | ‘<’ | '>7 | '<=" | '>=" | ‘<>’ | ‘like’ | ‘not like’

A.3.2 Semantic description
The following applies.

a) <NILSTRING> denotes it is a null string. Any ltem shall satisfy the searching condition
indicated by <NILSTRING>.

b) <ATTRIBUTENAME> is the attribute name included in the return result of
GetSearchCapability.
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c) <CONSTANTVALUE®> is a constant, its type shall match the type of <ATTRIBUTRNAME>;

d) ‘like’|'not like’ is a relation operator of mode matching. It denotes ‘matching’|’'not matching’
respectively;

e) The wild card that appears in matching mode is ‘%’. For example, ‘abc%’ means a string
started with abc. ‘%abc’ means a string ended with abc. ‘%abc%’ means a string
contained abc. ‘abc%def’ means a string started with abc and ended with def, etc.

f) ‘=|'<I'>’|'<="|'>="|'<>" are comparison operators. They denote “equal’|’less than
than”|"greater than or equal’|’less than or equal”’|"not equal”

greater

g) ‘and’|'or’ are binary logic operators.

h) ‘not’ is a unitary logic operator.
A.4 Type_SortRule

A.4.1 Syntactic definition
<SortRule>::= <NILSTRING> | <SortExpression>

<SortExpression>::= <ATTRIBUTENAME> <SortSwitch> |<ATTRIBUTENAME> <SortSwitch>
‘,’ <SortExpression>

<SortSwitch>::= ‘ASC’ | ‘DESC’

A.4.2 Semantic description
The following applies.

a) <NILSTRING> denotes a null string. It indicates that the result can be processed without
sorting.

b) <ATTRIBUTENAME> is the name of attribute that is contained in the return result of
GetSortCapability.

c) ‘ASC’|'DESC’ are sorting options. They mean “ascending sort”’|’"descending sort”.
d) The priority of the sorting indicators separated by ‘,” is from left to right.

A.5 Content directory object update notification message

<elemepi'name="FamsUpdateNotification">
<complexType>
<sequence>
<element name="SubscribeObjectld" type="xsd:string"/>
<element name="ParentDirectoryld" type="xsd:string"/>
<element name="EventObjectldList" minOccurs="0">
<complexType>
<sequence>

<element name="EventObjectld"
type="xsd:string" minOccurs="1" maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
<element name="EventType">
<complexType>
<choice>
<element name="ChildrenAdded/>
<element name="ChildrenDeleted"/>
<element name="NameChanged"/>
<element name="AccessRightChanged"/>
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<element name="ContentChanged"/>
<element name="SelfDeleted"/>

</choice>
</complexType>
</element>
</sequence>
</complexType>

</element>

oervice attribute update notirication message

<element name="ServiceAttributeUpdateNotification">
<complexType>
<sequence>
<element name="Subscriptionld" type="xsd:string"/>
<element name="ServiceAttributeName" type=ixsd:string"/>
<element name="ServiceAttributeValue" typez'xsd:string"/>
</sequence>
</complexType>
</element>
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Information device — IGRS - File profile message format

B.1 General

GRS File Profile messages adopt XML Schema description. Service invocation message
formats of IGRS File Profile shall conform to the service invocation message format specified

in ISO/IEC 14543-5-1.

B.1.1 Service invocation request message

The Client can initiate “request/response” service invocation based on the sgssion with the
target service. The definition of the service invocation request message is shown in Table B.1.

Table B.1 — IGRS file profile service invocation request message

Message

Field explanation

M-POST /IGRS HTTP/1.1

HTTP EXTENDED COMMAND LINE

Host: Target Host IP address:Port

Required field

01-IGRSVersion: IGRS/1.0

Required field, IGRS version number

01-IGRSMessageType:InvokeServiceRequest

Required field, content shall be this

01-SourceDeviceld: requesting device identifier

Required field, and type is URI, defined in
8.1.2 of ISO/IEC 14543-5-1 ED .1

01-TargetDeviceld: target device identifier

Required field, type is URI, defined in 8.1.2
of ISO/IEC 14543-5-1 Ed.1

Content-Length: Message body length

Required field

Content-type:text/xml; charset=utf-8

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see B.1 of
ISO/IEC 14543-5-1

MAN:”http://schemas.xmlsoap.org/soap/envelope/”;ns=02

Required field

02-SoapAction:”IGRS-InvokeSeérvice-Request”

Required field

Shall be empty

<SOAP-ENV:Envelop€.xniins:SOAP-
ENV="http://schemas.xmlIsoap.org/soap/envelope/"

SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

Required field

<SOAP-ENY:Body>

Required field

<Session
xmins="http://www.igrs.org/spec1.0’request="NeedResponse”>

Required field, request attribute indicates
that the invocation message needs
response, see B.1 of ISO/IEC 14543-5-1

Ed 4

<SourceClientld> Source client identifier </SourceClientld>

Required field, type is 32-bit UnsignedInt

<TargetServiceld> Target service identifier </TargetServiceld>

Required field, type is 32-bit UnsignedInt

<Sequenceld> Invocation request sequence Id </Sequenceld>

Required field, type is 32-bit Unsignedint

<!--Here is the start of the specific invocation request message-->

<Invocation interface name>

Required field

<Input parameter name>/nput parameter value</Input parameter
name>

The service invocation interface that meets
ISO/IEC 14543-5-2 series
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Message

Field explanation

<Input parameter name>Input parameter value</Input parameter
name>

The service invocation interface that meets
the ISO/IEC 14543-5-2X series.

</Invocation interface name>

Required field

<l--Here is the end of the specific invocation request message-->

</Session>

Required field

</SOAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required field

NOTE

Italics indicate where content is to be inserted; all other text in message definitions is fixed.

B.1.2 Service invocation response message

When an IGRS service receives an invocation request with a response requirement, it should
return an invocation response message. A service invocation response message is sent to the
client who is invoking the service based on the same session. A message definition is shown

in Table B.2.

Table B.2 — Service invocation response message

Message

Field explanation

HTTP/1.1 200 OK

HITP-Command line

Ext:

Required field

Cache-control:no-cache="Ext”

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see B.1 of ISO/IEC 14543-5-1
Ed.1

01-IGRSVersion: IGRS/1.0

Required field, IGRS Version number

01-IGRSMessageType:InvokeServiceResponse

Required field, content shall be this

01-TargetDeviceld: target device identifier

Required field, type is URI

01-SourceDeviceld: requesting device identifier

Required field, type is URI

01-Acknowledgeld: Service pipe message.response sequence Id

Required field, Type is 32 bit UnsignedInt

Content-Length: Message body length

Required field

Content-type:text/xml; charsetzutf-8

Required field

MAN:”http://schemas.xmlsoap.org/soap/envelope/”;ns=02

Required field

02-SoapAction:"IGRS-InvekeService-Response”

Required field

Shall be empty

<SOAP-ENV:Ehvelope xmins:SOAP-
ENV="http://Sehemas.xmlsoap.org/soap/envelope/"

SOAP-

ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

Required field

<SOAP-ENV:Body>

Required field

<Session xmIns="http://www.igrs.org/spec1.0”>

Required Tield, see B.T of ISO/TECT T4543-5-1
Ed.1

<SourceServiceld>Source service identifier </SourceServiceld>

Required field, Type is 32 bit UnsignedInt

<TargetClientld>Target client identifier </TargetClientld>

Required field, Type is 32 bit UnsignedIint

<Acknowledgeld>/nvocation response message sequence Id
</Acknowledgeld>

Required field, Type is 32 bit UnsignedInt, It's
the same as the invocation request
Sequenceld of the request message.

<ReturnCode>/nvocation response status code</ReturnCode>

Required field, defined in Clause 11 of
ISO/IEC 14543-5-1 Ed.1.

<l--Here is the specific invocation response message-->
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Message

Field explanation

<FileReturnCode>File universal error return code
</FileReturnCode>

Optional field, Indicate the error response
message independent of the service
invocation, such as the service invocation is
not supported. There shall be one and only
one return code returned between the
FileReturnCode and ReturnCode.

<Invocation interface name>

Required field

Optional field. Conforms to service invocation

<ReturnCode>Service invocation response status code
</ReturnCode>

return code definition. There shall be one and
only one return code returned between the
FileReturnCode and ReturnCode.

< Output parameter>OQutput parameter value </ Output parameter>

Shall meet service interface definition
requirements.

< Output parameter>Output parameter value </ Output parameter>

Shall meet service interfacexdefinition
requirements.

</ Invocation interface name>

Required field

<l--Here is the specific invocation response message-->

</Session>

Required field

</SOAP-ENV:Body>

Required, field

</SOAP-ENV:Envelope>

Required field

B.1.3

Table B.3.

File/Directory object update notification.message

The FileAccessManagement service can notify a-client based on a session setup with a client
when the file/directory object changes. This.message does not require any response. If a
file/directory object update event is subsctibed to a multi-directory structure, the update
message should be sent only to the lowest directory object. A message definition is shown in

Table B.3 — File/Directory object update notification message

Message

Field explanation

M-INOTIFY /IGRS HTTP/1.1

HTTP EXTENDED COMMAND LINE

Hogt:Target host IP address:Port

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see B.1 of ISO/IEC 14543-5-1 Ed.

N

01{IGRSVersion: IGRS71.0

Required field, IGRS Version number

01{/IGRSMessageFype: FamsServiceNotifyClient

Required field, content shall be this

014SourceDeviceld: Source device identifier

Required field, type is URI

01{TargetDeviceld: Target device identifier

Required field, type is URI

014Sequenceld: Device pipe message sequence Id

Required field, type is 32 bit UnsignedInt (0 is
reserved)

Content-Length:message body length

Required field

Content-type:text/xml; charset=utf-8

Required field

MAN:"http://schemas.xmlsoap.org/soap/envelope/’;ns=02

Required field

02-SoapAction:"IGRS-FamsServiceToClient-Notify”

Required field

Shall be empty

<SOAP-ENV:Envelope xmIns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

Required field

<SOAP-ENV:Body>

Required field
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Message

Field explanation

<Session
xmlins="http://www.igrs.org/spec1.0request="NoResponse”>

Required field, “request” attribute indicates that no
response is needed, see B.1 of ISO/IEC 14543-5-1

<SourceServiceld>
Source Service identifier </SourceServiceld>

Required field, Type is 32 bit UnsignedIint (0 is
reserved)

<TargetClientld>Target client identifier</TargetClientld>

Required field, Type is 32 bit UnsignedInt (0 is
reserved)

<Sequenceld>[nvacation request sequence Id </Sequenceld>
+ + + +

Required field, Type is 32 bit Unsignedint (0 is

reservedq)

<I-fHere is the specific notification message-->

<F@gmsUpdateNotification>

Required field

<StyibscribeObjectld>The subscribed file/directory object identifier
</YubscribeObjectld>

Required field, refer to the Type_Objectld data
type definition in Annex C.

<ParentDirectoryld> ID of parent directory in which the update event
ocgurred </ParentDirectoryld>

Required field, refer to Typey Objectld data type
definition in Annex C.

<EyentObjectldList> File/Directory object ID list in which update
evgnt occurred </EventObjectldList>

Optional field, refer to ype_ObjectldList data type
definition in Annex B, the updated object identifipr
list.

U

<EyentType>File/directory object update event type </EventType>

Required field;\{ype is string. The options are:
“ChildrenAdded”, “ChildrenDeleted”,
“NameChanged”, "AccessRightChanged",
"ContentChanged", "SelfDeleted"

</HamsUpdateNotification>

Reqdired field

</Yession>

Required field

</§OAP-ENV:Body>

Required field

</4OAP-ENV:Envelope>

Required field

message is defined as:

<element name="FamsUpdateNotification">
<complexType=>
<seguence>
<element name=
<element name=
<element name=
<comple

type="xsdstring"

</element>
<element name=
<comple

NOTE The XML schema of a specific notification message in a file/directory object update notification

minOccurs="1" maxOccurs="unbounded"/>

</complexType>

"SubscribeObjectld" type="xsd:string"/>
"ParentDirectoryld" type="xsd:string"/>
"EventObjectldList" minOccurs="0">
xType>
<sequence>

<element name="EventObjectld"

</sequence>

"EventType">
xType>
<choice>
<element name="ChildrenAdded/>

name="AccessRightChanged"/>
<element name="Content

<element name="ChildrenDeleted"/>
<element name="NameChanged"/>
<element

Changed"/>
<element name="SelfDeleted"/>
</choice>

</complexType>

</element>
</sequence>
</complexType>
</element>
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B.1.4 Service attribute update notification message

This service can notify the Client based on a session setup with a client when the service
attribute changes. This message does not require a response. A message definition is shown
in Table B.4.

Table B.4 — Service attribute update notification message

Message

Field explanation

M-NOTIFY /IGRS HTTP/1.1

HTTP EXTENDED COMMAND LINE

Host:Target host IP address:Port

Required field

MAN:"http://www.igrs.org/spec1.0”;ns=01

Required field, see B.1 of
ISO/IEC 14543-5-1 Ed.1

01-IGRSVersion: IGRS/1.0

Required field, IGRS Versionr number

01-IGRSMessageType:ServiceNotifyClient

Required field, content’shall be this

01-SourceDeviceld: Source Device identifier

Required field, typenis"URI

01-TargetDeviceld: Target Device ldentifier

Required field; type is URI

01-Sequenceld: Device pipe message sequence |d

Required field, type is 32 bit
Unsignedint (0 is reserved)

Content-Length:message body length

Required field

Content-type:text/xml; charset=utf-8

Required field

MAN:"http://schemas.xmlsoap.org/soap/envelope/’;ns=02

Required field

02-SoapAction:"IGRS-ServiceToClient-Notify”

Required field

Shall be empty

<SOAP-ENV:Envelope xmins:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/"

SOAP-

ENV:encodingStyle="http://schemas.xmlsoap:erg/soap/encoding/
"

Required field

<SOAP-ENV:Body>

Required field

<Session
xmlns="http://www.igrs.org/spec’.0’request="NoResponse”>

Required field, “request” attribute
indicates that no response is needed,
see B.1 of ISO/IEC 14543-5-1 Ed.1

<SourceServiceld> Sodrce-Service Identifier</SourceServiceld>

Required field, type is 32 bit
UnsignedInt (0 is reserved)

<TargetClientld> ‘Farget Client Identifier </TargetClientld>

Required field, type is 32 bit
UnsignedInt (0 is reserved)

<Sequenceld>'Invocation request sequence Ild </Sequenceld>

Required field, type is 32 bit
Unsignedint (0 is reserved)

<!--Hére'is the specific notification message-->

<ServiceAttributeUpdateNotification>

Required field

<Subscriptionld> Subscription Identifier</Subscriptionld>

Required field, String, Subscription
Identifier

<ServiceAttributeName>The updating Service attribute name
</ServiceAttributeName>

Required field, String, the updating
Service attribute name

<ServiceAttributeValue > Value of service attribute in which
update event occurred </ ServiceAttributeValue >

Required field. String.

</ServiceAttributeUpdateNotification>

Required field

</Session>

Required field

</SOAP-ENV:Body>

Required field

</SOAP-ENV:Envelope>

Required field
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NOTE The XML schema of a specific notification message in a service attribute update notification
message is defined as:
<element name="ServiceAttributeUpdateNotification">
<complexType>
<sequence>
<element name="Subscriptionld" Type="xsd:string"/>
<element name="ServiceAttributeName" Type="xsd:string"/>
<element name="ServiceAttributeValue" Type="xsd:string"/>
</sequence>
</complexType>

</element>

B.2 FileAccessManagement Service

B.2.1 Service data type

<schema xmins = “http://www.w3.0rg/2001/XMLSchema”
xmlns:igrs = “http://www.igrs.org/spec1.0”

targetNamespace =“http://www.igrs.org/spec1.0”> <element nhame="
Type_AuthenticationKey" type="xsd:string"/>
<element name=" Type_Instanceld" type="xsd:string"/>
<element name=" Type_Objectld" type="xsd:string"/>
<element name=" Type_Subscriptionld" type="xsd:string"/>
<element name=" Type_FilterRule" type="xsd:string"/>
<element name=" Type_SortRule" type="xsd:string" />
<element name=" Type_ServiceAttributeName" type="xsd:string"/>
<element name=" Type_Count" type="xsd:int"/>
<element name=" Type_SortCapability" type="xsd:string"/>
<element name=" Type_SearchCapability" type="xsd:string" />
<element name=" Type_DeleteMode" type="xsd:string"/>
<element name=" Type~UserAuthenticationInfo"
type="UserAuthenticationinfoType"/>
<element name="Type_ObjectAttribute" type="ObjectAttributeType"/>
<element name&"Type_ObjectURI" type="xsd:string"/>
<element name=" Type_ObjectldList">
<complexType>
<sequence>
<element name="Objectld" type="xsd:string"
minOccurs="1" maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
<element name="Type_ObjectList">
<complexType>
<sequence>
<element name="Object" type="ObjectAttributeType"
minOccurs="0"/>

</sequence>
</complexType>
</element>
<element name= "Type_ObjectURITreeList">
<complexType>
<sequence>
<element name="0ObjectURITree"
type="ObjectURITreeType"
minOccurs="1" maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
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<complexType name="ObjectURITreeType">
<attribute name="0bjectAttribute" type="ObjectAttributeType"/>
<attribute name= "ObjectURI" type ="xsd:string"/>
<sequence>
<element name="0ObjectURITree"
type="ObjectURITreeType"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>

<complexType name="UserAuthenticationlnfolType™>
<sequence>
<element name="UserInfo" minOccurs="0">
<complexType>
<sequence>
<element name="UserName"
type="xsd:string"/>
<element name="UserPdssword"
type="xsd:string"/>
</sequence>
</complexType>
</element>
<element name="Devicelnfo" minQceurs="0">
<complexType>
<sequence>
<element name="Deviceld"
type="xsd:string"/>
<element name="DeviceName"
type="xsd:string"/>
</seguence>
</complexType>
</element>
<element name="3rdPartyAuthen" minOccurs="0">
<complexType>
<sequence>
<element name="3rdPartyAuthenType"
type="string"/>
</sequence>
</complexType>
</element>
</sequence>
</complexType>
<complexType name="ObjectAttributeType">
<sequence>
<element name="ObjectType" type="xsd:string"/>
<element name="0Objectld" type="xsd:string"/>
<element name="ObjectName" type="xsd:string"/>
<element name="Parentld" type="xsd:string" minOccurs="0"/>
<element name="Deviceld" type="xsd:string" minOccurs="0"/>
<element name="DeviceName" type="xsd:string"

minoccurs="0'7>
<element name="AccessRight">
<complexType>
<sequence>
<element name="Read" type="xsd:string"
minOccurs="0"/>
<element name="Write" type="xsd:string"
minOccurs="0"/>
<element name="Hide" type="xsd:string"
minOccurs="0"/>
</sequence>
</complexType>
</element>
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<element name="CreateTime" type="xsd:string"
minOccurs="0"/>

<element name="LastAccessTime" type="xsd:string"
minOccurs="0"/>

<element name="LastWriteTime" type="xsd:string"
minOccurs="0"/>

<element name="Size" type="xsd:string" minOccurs="0"/>

<element name="Num_SubDirectories" type="unsignedint"
minOccurs="0"/>

<element name="Num_SubFiles” type="unsignedint”
minOccurs="0"/>
</sequence>
</complexType>
</schema>

B.2.2 Service invocation message format

B.2.2.1 GetAuthenticationKey

B.2.2.1.1 GetAuthenticationKeyRequest

<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="GetAuthenticationKeyRequest’>
<complexType>
<sequence>
<element name="Instanceld” Type="string”/>
<element name="UserAuthenticationInfo”
type="Type_UserAuthenticationlnfo®/>
</sequence>
</complexType>
</element>

B.2.2.1.2 GetAuthenticationKeyResponse
<schema xmlins = “http://www.Ww3:0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrsvorg/spec1.0”
targetNamespace =“http.//www.igrs.org/spec1.0”>
<element name="GetAuthenticationKeyResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
<element name="AuthenticationKey” type="string”/>
</sequence>
fcomplexType>
<felement>
</schema>

B222  GetSortCapability

B.2.2.2.1 GetSortCapabilityRequest
<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”

xmins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="GetSortCapabilityRequest’/>
<complexType>
<sequence>
<element name=" AuthenticationKey” type="string”/>
</sequence>
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</complexType>
</element>

B.2.2.2.2 GetSortCapabilityResponse
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”
xmlns:igrs = “http://www.igrs.org/spec1.0”

targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="GetSortCapabilityResponse>

<complexType>

<sequence>
<element name="ReturnCode” type="unsignedInt’/>
<element name="SortCaps” ref="igrs: Type_SortCapability*/>
</sequence>
</complexType>
</element>

</schema>
B.2.2.3 GetSearchCapability

B.2.2.3.1 GetSearchCapabilityRequest
<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”

xmlns:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="GetSearchCapabilityRequest”>
<complexType>
<sequence>
<element name=" AuthenticationKey” type="string”/>
</sequence>
</complexType>
</element>

B.2.2.3.2 GetSearchCapabilityRésponse
<schema xmlns = “http://www.w3:0rg/2001/XMLSchema”

xmins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”><element
name="GetType_ SearchCapabilityResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
<element name="SearchCaps” ref="igrs: Type_SearchCapability’/>
<fsequence>
</complexType>
</element>

B.2.24 Browse

L B2-2-41—BrowseReguest
<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="BrowseRequest’>
<complexType>
<sequence>
<element name="AuthenticationKey” type="string”/>
<element name="0Objectld” type="Type_Objectld”/>
<element name="BrowseFilter” type="Type_FilterRule”/>
<element name="StartOffset” type="Type_Count’/>
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<element name="RequestedCount” type="Type_Count’/>
<element name="SortRule” type="Type_SortRule”/>
</sequence>
</complexType>
</element>

B.2.2.4.2 BrowseResponse

<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”

xmins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="BrowseResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
<element name="Result” type="Type_ObjectList’/>
<element name="NumberReturned” type="Type_Count’/>
<element name="NumberTotalMatched” type="Type_Count’/>
</sequence>
</complexType>
</element>

B.2.2.5 GetAttribute
B.2.2.5.1 GetAttributeRequest
<schema xmlins = “http://www.w3.0rg/2001/XMLSchem@”’

xmlns:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0’5
<element name="GetAttributeRequest”>
<complexType>
<sequence>
<element name="AuthenticationKey” type="string”/>
<element name="0bjectld” type=" Type_Objectld’/>
</sequence>
</complexType>
</element>

B.2.2.5.2 GetAttributeResponse
<schema xmlins = “http;//www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “hitpiffwww.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<elemenpt-name="GetFileAttributeResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
<element name="0ObjectAttribute” type=" Type_ObjectAttribute”/>
</sequence>

</complexType>
</element>

B.2.2.6 SetAttribute

B.2.2.6.1 SetAttribute request

<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”
xmlns:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>

<element name="SetAttributeRequest’>
<complexType>
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<sequence>
<element name=" AuthenticationKey” type="string”/>
<element name="0Objectld” type=" Type_Objectld’/>
<element name="0ObjectAttribute” type=" Type_ObjectAttribute”/>
</sequence>
</complexType>
</element>

B.2.2.6.2 SetAttributeResponse

<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”

xmlns:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name=" SetAttributeResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
</sequence>
</complexType>
</element>

B.2.2.7 Search
B.2.2.7.1 SearchRequest
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema’

xmlns:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="SearchRequest”’>
<complexType>
<sequence>
<element name=" AuthenticationKey” type="string”/>
<element name="ObjectldList” type=" Type_ObjectldList’/>
<element name="SearchRule” type=" Type_FilterRule”/>
<element name="StartOffset” type=" Type_Count’/>
<element name="RequestedCount” type=" Type_Count’/>
<element name="SortRule” type=" Type_SortRule”/>
</sequence>
</complexType>
</element>

B.2.2.7.2 SearchResponse
<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”

xmlns:igrs\=“http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="SearchResponse”>
<complexType>
<seguence>

<element name="ReturnCode” type="unsignedInt’/>
<element name="Result” type=" Type_ObjectList"/>
<element name="NumberReturned” type=" Type_Count’/>
<element name="NumberTotalMatched” type=" Type_Count’/>
</sequence>
</complexType>
</element>
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B.2.2.8 GetBrowsefFilter

B.2.2.8.1 GetBrowseFilterRequest

<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”
xmins:igrs = “http://www.igrs.org/spec1.0”

targetNamespace =“http://www.igrs.org/spec1.0”>
<element name=" GetBrowseFilterRequest’>

2NN PR Vin a0
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<sequence>
<element name=" AuthenticationKey” type="string”/>
</sequence>
</complexType>
</element>

B.2.2.8.2 GetBrowseFilterResponse
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="GetBrowseFilterResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
<element name="BrowseFilter” type="{Type_FilterRule”/>
</sequence>
</complexType>
</element>
</schema>

B.2.2.9 SetBrowseFilter
B.2.2.9.1 SetBrowseFilterRequest
<schema xmlns = “http://www.w3.0rg7/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name=" SetBrowseFilterRequest”>
<complexTypé>
<sequgenhce>
<element name="AuthenticationKey” type="string”/>
<element name="BrowseFilter” type=" Type_FilterRule”/>
</sequence>
</complexType>
</element>

B.2.2.9.2 SetBrowseFilterResponse

<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”

xmins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="SetBrowseFilterResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
</sequence>
</complexType>
</element>
</schema>
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B.2.2.10 New

B.2.2.10.1 NewRequest

<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”
xmins:igrs = “http://www.igrs.org/spec1.0”

targetNamespace =“http://www.igrs.org/spec1.0”>
<element name=" NewRequest”’>

eomplextype
<sequence>
<element name=" AuthenticationKey” type="string”/>
<element name="Parentld” type=" Type_Objectld”/>
<element name="0ObjectAttribute” type="
Type_ObjectAttribute”/>
</sequence>
</complexType>
</element>

B.2.2.10.2 NewResponse
<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”

xmlns:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name=" NewResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
<element name="0bjectld” type=" Type_Objectld’/>
</sequence>
</complexType>
</element>

B.2.2.11 Copy
B.2.2.11.1 CopyRequest
<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”

xmins:igrs = “http://www¢igrs.org/spec1.0”
targetNamespace ="httpj//www.igrs.org/spec1.0”>
<element name=% CopyRequest’>
<complexfype>
<sequence>
<element name=" AuthenticationKey” type="string”/>
<element name="SourceObjectld” type="Type_Objectld”/>
<element name="DestParentld” type="Type_Objectld”/>
</sequence>
</complexType>
</element>



http://www.w3.org/2001/XMLSchema
http://www.igrs.org/spec1.0
http://www.w3.org/2001/XMLSchema
http://www.igrs.org/spec1.0
http://www.w3.org/2001/XMLSchema
http://www.igrs.org/spec1.0
https://standardsiso.com/api/?name=80c7d759853cbd02ca65149918a4c0e3

14543-5-22 © ISO/IEC:2010(E) - 51—

B.2.2.11.2 CopyResponse
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="CopyResponse”>
<complexType>
<sequence>

<gtermentmame="ReturmCode’type="unsigmedint’>
<element name="DestObjectld” type="Type_Objectld’/>
<element name="DestObjectAttribute” type="Type_ObjectAttribute”/>
</sequence>
</complexType>
</element>

B.2.2.12 Move
B.2.2.12.1 MoveRequest
<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”

xmlns:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="MoveRequest’>
<complexType>
<sequence>
<element name="AuthenticationKey’ type="string”/>
<element name="SourceObjectld” type="Type_Objectld”/>
<element name="DestParentld” type="Type_Objectld”/>
</sequence>
</complexType>
</element>

B.2.2.12.2 MoveResponse
<schema xmlins = “http://www.w3.01g/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="MoveResponse”>
<complexType>
<sequénce>
<element name="ReturnCode” type="unsignedInt’/>
<element name="DestObjectld” type="Type_Objectld"/>
<element name="DestObjectAttribute” type="Type_ObjectAttribute”/>
</sequence>
s/complexType>
</element>
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B.2.2.13 Delete

B.2.2.13.1 DeleteRequest

<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”
xmins:igrs = “http://www.igrs.org/spec1.0”

targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="DeleteRequest’>

eomplextype
<sequence>
<element name="AuthenticationKey” type="string”/>
<element name="Objectld” type="Type_Objectld”/>
<element name="DeleteMode” type="
Type_DeleteMode”/>
</sequence>
</complexType>
</element>

B.2.2.13.2 DeleteResponse
<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”

xmlns:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="DeleteResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
</sequence>
</complexType>
</element>

B.2.2.14 PrepareforDownload
B.2.2.14.1 PrepareforDownloadRequest
<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http;//www.igrs.org/spec1.0”>
<element name="(PrepareforDownloadRequest”>
<complexType>
<sequence>
<element name="AuthenticationKey” type="string”>
<element name="SourceObjectldList” type="
Type_ObjectldList’/>
</sequence>
</complexType>
</element>
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B.2.2.14.2 PrepareforDownloadResponse
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name=" PrepareforDownloadResponse”>
<complexType>
<sequence>

<gtermentmame="ReturmCode’type="unsigmedint’>
<element name="SourceObjectURITreeList”
type="Type_ObjectURITreelList’/>
</sequence>
</complexType>
</element>

B.2.2.15 PrepareforUpload
B.2.2.15.1 PrepareforUploadRequest

<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name=" PrepareforUploadRequest”>
<complexType>
<sequence>
<element name="AuthenticationKey”d4ype="string”/>
<element name="0ObjectAttribute” type="Type_ObjectAttribute”/>
<element name="DestParentld” type="Type_Objectld”/>
</sequence>
</complexType>
</element>

B.2.2.15.2 PrepareforUploadResponse
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.okg/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name=" PrepareforUploadResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
<element name="DestParentURI” type="Type_ObjectURI"/>
<lsequence>
</€emplexType>
<lelement>

B.2.2:16 SubscribeObjectChange

B.2.2.16.1 SubscribeObjectChangeRequest

<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name=" SubscribeObjectChangeRequest’>
<complexType>
<sequence>
<element name="AuthenticationKey” type="string”/>
<element name="0Objectld” type=" Type_Objectld”/>
</sequence>
</complextType>
</element>
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B.2.2.16.2 SubscribeObjectChangeResponse
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlns:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name=" SubscribeObjectChangeResponse”>
<complexType>
<sequence>

<gtermentmame="ReturmCode’type="unsigmedint’>
</sequence>
</complexType>
</element>

B.2.2.17 UnSubscribeServiceAttribute
B.2.2.17.1 UnSubscribeServiceAttributeRequest
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlns:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="UnSubscribeServiceAttributeRequest’>
<complexType>
<sequence>
<element name=" AuthenticationKey” type="string”/>
<element name="0Objectld*type=" Type_ Objectld"/>
</sequence>
</complextType>
</element>

B.2.2.17.2 UnSubscribeServiceAttributeResponse
<schema xmlins = “http://www.w3.0rg/2004/XMLSchema”

xmlins:igrs = “http://www.igrs.org/specl-0”
targetNamespace =“http://www.igrsiorg/spec1.0”>
<element name="UnSubscribeServiceAttributeResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
</sequence>
</complexType>
</element>

B.2.2.18 SubscribeServiceAttribute
B.2.2.18.1 SubscribeServiceAttributeRequest
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”

fargetNamespace = hiip.//Www.igrs.org/spec1.0 >
<element name="SubscribeServiceAttributeRequest’>

<complexType>

<sequence>
<element name=" AuthenticationKey” type="string”/>
<element name="ServiceAttributeName” type="string”/>

</sequence>

</complextType>

</element>
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B.2.2.18.2 SubscribeServiceAttributeResponse
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="SubscribeServiceAttributeResponse”>
<complexType>

<sequence>
<gtermentmame="ReturmCode’type="unsigmedint’>
<element name="Subscriptionld” type="string”/>
</sequence>
</complexType>
</element>

B.2.2.19 UnsubscribeServiceAttribute
B.2.2.19.1 UnsubscribeServiceAttributeRequest
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlns:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="UnsubscribeServiceAttributeRequest”>
<complexType>
<sequence>
<element name=" AuthenticationKey” type="string”/>
<element name="Subscriptionld” type="string”/>
</sequence>
</complextType>
</element>

B.2.2.19.2 UnsubscribeServiceAttributeResponse
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www-igrs.org/spec1.0”>
<element name="UnsubscribeServiceAttributeResponse”>
<complexType>
<seguence>
<element name="ReturnCode” type="unsignedInt’/>
</sequence>
</complexType>
</element>

B.3 FileConnectionManagement Service

B.3.4 Service data type

<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>

<element name="Type_ProtocollnfoList" type="PortocolInfoListType"/>
<element name="Type_Protocolinfo" type="ProtocollnfoType"/>
<element name="Type_Connectionld" type="xsd: unsignedInt"/>
<element name="Type_ServiceAttributeName" type="xsd: string"
minOccurs="0"/>
<element name="Type_Subscriptionld" type="xsd: string" minOccurs="0"/>
<element name="Type_IPList" minOccurs="0">
<complexType>
<sequence>
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<element name="IP" type="xsd: string"
maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
<complexType name="PortocollnfoListType">
<sequence>
<element name="Protocollnfo" type="ProtocolinfoType"
minOccurs="0" maxOccurs="unbounded"/>

</sequence>
</complexType>
<complexType name="ProtocollnfoType">
<sequence>
<element name="TransportProtocol">
<complexType>
<sequence>
<element name="Port" type="xsd: string"
minOccurs="0" maxOccurs="unbounded}/>
</sequence>
<attribute name="Name"{type="xsd: string"/>
</complexType>
</element>
<element name="ParameterList? type="xsd: string"
minOccurs="0"/>
<element name="Additionallnfo" type="xsd: string"
minOccurs="0"/>
</sequence>

B.3.2 Service Invocation Message Format

B.3.2.1 GetProtocolinfo

B.3.2.1.1 GetProtocolinfoRequest

<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="G¢tRrotocolinfoRequest’>

B.3.2.1.2 GetProtocolinfoResponse
<schema xmlins-= ‘*http://www.w3.0rg/2001/XMLSchema”

xmins:igrs =)http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="GetProtocolinfoResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>

<element name="ProtocollnfoList” ref="igrs: Type_ProtocollnfoList"/>
<element name="IPList” ref="igrs: Type_IPList"/>
</sequence>
</complexType>
</element>
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B.3.2.2 PrepareforConnection

B.3.2.2.1 PrepareforConnectionRequest

<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”
xmins:igrs = “http://www.igrs.org/spec1.0”

targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="PrepareforConnectionRequest’>
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<sequence>
<element name="RemoteProtocolinfo” type="Type_Protocollnfo”/>
</sequence>
</complexType>
</element>

B.3.2.2.2 PrepareforConnectionResponse
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="PrepareforConnectionResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
<element name="Connectionld” type=2:Type_Connectionld”/>
</sequence>
</complexType>
</element>

B.3.2.3 ReleaseConnection

B.3.2.3.1 ReleaseConnectionRequest

<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”
xmlns:igrs = “http://www.igrs.ofg/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>

<element name="ReléaseConnectionRequest”.
<complexType>

<sequehce>
<element name="Connectionld” type=" Type_Connectionld”/>
</sequence>
</complexType>
</element>
B.3.2.32 ReleaseConnectionResponse

<sghéma xmlins = “http://www.w3.0rg/2001/XMLSchema”

ymlns:iars = “httn:- /s iars oralsnecl Q7
4 * ) g

targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="ReleaseConnectionResponse”>

<complexType>

<sequence>
<element name="ReturnCode” type="unsignedInt’/>

</sequence>

</complexType>

</element>
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B.3.2.4 SubscribeServiceAttribute

B.3.2.4.1 SubscribeServiceAttributeRequest
<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”
xmins:igrs = “http://www.igrs.org/spec1.0”

targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="SubscribeServiceAttributeRequest’>
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<sequence>
<element name="ServiceAttributeName” Type="string”/>
</sequence>
</complextType>
</element>

B.3.2.4.2 SubscribeServiceAttributeResponse
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmlins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www.igrs.org/spec1.0”>
<element name="SubscribeServiceAttributeResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
<element name="Subscriptionld” type="string”/>
</sequence>
</complexType>
</element>

B.3.2.5 UnsubscribeServiceAttribute
B.3.2.5.1 UnsubscribeServiceAttributeRequest
<schema xmlns = “http://www.w3.0rgf2001/XMLSchema”

xmins:igrs = “http://www.igrs.org/spec1.0”
targetNamespace =“http://www+igrs.org/spec1.0”>
<element name="UnsubscribeServiceAttributeRequest”>
<complexType>
<sequence>
<element name="Subscriptionld” type="string”/>
</sequence>
</complextType>
</element>

B.3.2.5.2 UnsubscribeServiceAttributeResponse
<schema xmlins = “http://www.w3.0rg/2001/XMLSchema”

xmins:igrs = “http://www.igrs.org/spec1.0”

fargetNamespace = hiip.//Www.igrs.org/spec1.0 >
<element name="UnsubscribeServiceAttributeResponse”>
<complexType>
<sequence>
<element name="ReturnCode” type="unsignedInt’/>
</sequence>
</complexType>
</element>
</schema>
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