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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 4-1: Communication layers — Application layer for
network enhanced control devices of HES Class 1

FOREWORD

10)

International Standard ISO/IEC 14543-4-1 was prepared by subcommittee 25: Interconnection
of Jjnformation technology equipment, of ISO/IEC joint technical committee 1: Information
technology.

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission)(form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in
the development of International Standards. Their preparation is entrusted to technical committees; any ISO and
IEC member body interested in the subject dealt with may participate in this preparatory work.”International
governmental and non-governmental organizations liaising with ISO and IEC also participate inythis preparation.

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Draft International Standards adopted by the joint technical committee are circulated to national bodies for voting.
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a vote.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation
from all interested IEC and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations.for international use and are accepted
by IEC and ISO member bodies in that sense. While all reasondble efforts are made to ensure that the]
technical content of IEC, ISO and ISO/IEC publications is accurate,/IEC or ISO cannot be held responsible for
the way in which they are used or for any misinterpretation by any end user.

In order to promote international uniformity, IEC and IS@ member bodies undertake to apply IEC, ISO and
ISO/IEC publications transparently to the maximum extént possible in their national and regional publications.
Any divergence between any ISO/IEC publicationyand the corresponding national or regional publication
should be clearly indicated in the latter.

ISO and IEC provide no marking procedure to\indicate their approval and cannot be rendered responsible for
any equipment declared to be in conformity with an ISO/IEC publication.

All users should ensure that they have.the latest edition of this publication.

No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual experts|
and members of their technical ‘committees and IEC or ISO member bodies for any personal injury, property
damage or other damage of«any. nature whatsoever, whether direct or indirect, or for costs (including legal fees)
and expenses arising out af the publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC,
ISO or ISO/IEC publications:

Attention is drawn~to.the normative references cited in this publication. Use of the referenced publications is|
indispensable fonthe correct application of this publication.

Attention is-drawn to the possibility that some of the elements of this International Standard may be the subject of
patent rights™"ISO and IEC shall not be held responsible for identifying any or all such patent rights.

The list of all currently available parts of the ISO/IEC 14543 series, under the general title
Information technology — Home electronic system (HES) architecture, can be found on the
IEC web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

This part of ISO/IEC 14543 specifies the services and protocol of the application layer for
usage in Home Electronic System. Some services are targeted to field level communication
between devices. Other services are exclusively reserved for management purposes. Some
services can be used for both management and run-time communication. This part of
ISO/IEC 14543 is based on ECHONET 1.

currently consists of 14 parts:
Part 2-1: Introduction and device modularity
Part 3-1: Communication layers — Application layer for network based control of HES Class 1

Part 3-2: Communication layers — Transport, network and general parts of data~link layer fon
network based control of HES Class 1

Part 3-3: User process for network based control of HES Class 1

Part 3-4: System management — Management procedures for network (based control of HES]
Class 1

Part 3-5: Media and media dependent layers — Powerline for network based control of HES|
Class 1

Part 3-6: Media and media dependent layers — Twisted pair for network based control of HES|
Class 1

Part 3-7: Media and media dependent layers — Radiq frequency for network based control of
HES Class 1

Part 4: Home and building automation in a mixed<use building (technical report)

Part 4-1: Communication layers — Application tayer for network enhanced control devices of
HES Class 1 (this standard)

Part 4-2: Communication layers — Transport, network and general parts of data link layer fon
network enhanced control devices of HES Class 1

Part 5-1: Intelligent grouping and.resource sharing for HES Class 2 and Class 3 — Core
protocol (under consideration)

Part 5-2: Intelligent grouping. and resource sharing for HES Class 2 and Class 3 — Device
certification (under consideration)

Additional parts are under preparation.

1 Echonet TM s the trade name of a product supplied by ECHONET Consortium. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC or ISO of the product
named. Equivalent products may be used if they can be shown lo lead to the same results.
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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) ARCHITECTURE -

Part 4-1: Communication layers — Application layer for
network enhanced control devices of HES Class 1

1 Scope

his part of ISO/TEC 14543 specifies the services and profocol of the applicalion Tayer for]
usage in network enhanced home electronic system Class 1. It provides the services andcthe
interface to the user process. This procedure is based on the services and the protecol is
provided by the transport layer, network layer and data link layer as specified in
ISO/IEC 14543-4-2.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

ISO/IEC 14543-2-1, Information technology — Home electronic® system (HES) architecture —|
Part 2-1: Introduction and device modularity

ISO/IEC 14543-4-2, Information technology — Homexelectronic system (HES) architecture —|
Part 4-2: Communication layers — Transport, network and general parts of data link layer for
network enhanced control devices of HES Class-1

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document the terms and definitions given in ISO/IEC 14543-2-1 and
the following apply.

3.1.1
application data (ADATA)
data region for messages exchanged by communication middleware

NOTE Maximumsize is 256 bytes.
3.1.2

application data counter (ADC)
indicates the size of the ADATA region

NOTE The size is variable in 1-byte increments.

3.1.3

application object (AOJ)

model of information to be disclosed to the network from information owned by the
communications processing block, or an access procedure model

NOTE 1 The information or control target owned by each device is specified as a property and the operating
method (setting, browsing) for this is specified as a service.

NOTE 2 AOJs are used when class or instance is not considered.
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3.1.4
application programming interface (API)
assembly of interface functions for middleware

NOTE API makes it easy to operate middleware for designers.

3.1.5
application property code (APC)
code value related to application property

3.1.6

application property value data (APD)

data value related to application property code (APC), such as status notification of\specific
setting and control by an application service code (ASC)

NOTE Detailed specifications are provided for the size, code value, etc. of the APD for each APC.

3.1.7
application service code (ASC)
code value related to application service

3.1.8

communication middleware block

this middleware is arranged from data link layer to\“application layer and performs
communications processing according to the protocol/specified in ISO/IEC 14543-4-1 and
ISO/IEC 14543-4-2.

NOTE The major features of ISO/IEC 14543-4 are implemented by communications middleware.

3.1.9

communication processing block

one processing block for the communj¢ations middleware; this block performs communication
protocol processing to facilitate remote device control/monitoring processing for application
software, stores information for the-above and controls various information on the self-device
as well as other device statuses

3.1.10
DA data
node address of the(destination of messages between lower-layer communications software

3.1.11
data link address (DLA)
address pérmitting unique identification of a node in a home network

NOTE{>.This is a logical address that is defined separately from the node address native to lower-layer|
communication software; it consists of a NetID and NodelD.

3.1.12
data link data
data that is composed of DHD, SDLA, DDLA, ADC and ADATA

3.1.13
data link frame
frame that is composed of DDC, DHD, SDLA, DDLA, ADC and ADATA

3.1.14

data link data counter (DDC)

specifies order of split message, indicates end split of message and stipulates split-
transmission message identifier
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3.1.15

data link header (DHD)

four kinds of data are included:

o first data is the message format for the ADATA/PADATA section;

e second data specifies secure message or plain message;

e third data specifies DDLA is a broadcast address or an individual address;
e fourth data constitutes a routing hop counter

3.1.16
data link split frame
messages that are exchanged between protocol difference absorption processing blocks

3.1.17
device ID
unique number assigned to each node

NOTE The device ID is retained and managed by the communications middleware block and\wormally assigned by
application software.

3.1.18
domain
range on the network within which information transmission is logically guaranteed

NOTE Generally, it is thought that property and security control, including ‘homes and stores, use the same range
as a domain, but the domain can be defined by system.

3.1.19

hardware address

address defined based on a medium-specific addressing scheme, like IEE802 address; this is
a unique value for a node among the same kind.of the transmission medium

3.1.20
NetID
SUBNET identifier that is also a comiponent of a data link address

3.1.21
node
communication node conforming to ISO/IEC 14543-4

NOTE In ISO/IEC 14543%4,. this is a communications function to be uniquely identified by a data link address.
[There is no distinctionsbetween the application functions of nodes. The term node is used to describe the function
of one communicationterminal.

3.1.22
node address
address.to'implement layer-2 communication in transmission media

NOTE % In ISO/IEC 14543-4, this corresponds to the own hardware address.

3.1.23
NodelD
identifier used to identify a node uniquely within the SUBNET

NOTE This is a logical address converted from the node address native to the lower-layer communications
software. This is also a component of data link address.

3.1.24
SA data
node address of the source of messages between lower-layer communications software
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3.1.25
SUBNET
group of nodes using the same lower-layer communications protocol

NOTE Each SUBNET has a NetlD; different SUBNETS can be connected by a data link router.
3.2 Abbreviations

For the purposes of this document abbreviations given in ISO/IEC 14543-2-1 and the
following apply

ADATA Application Data

ADC Application Data Counter

APC Application Property Code

APD Application Property Value Data
AP Application Programming Interface
ASC Application Service Code

AOJ Application Object

DDLA Destination Data Link Address
DDC Data Link Data Counter

DHD Data Link Header

DLA Data Link Address

DSDATA Data Link Split Data
PADATA Plain Application Data
SDLA Source Data Link Address

4 Conformance

For conformance to this International Standard the following applies.

e Application layer protocol, data unit shall conform to the specifications described in
Clause 6.

e Application service shall conform to the specifications described in 7.2 and 7.3 The
implementation of'each service depends on the application.

e Communication—processing block state transitions shall conform to the specifications
described in Clause 9.

5 Seryices of the application layer

5.1 Communication modes

The—appticatiom tayer shatprovide a targe variety of applicationm—services tothe—apptication
process. Application processes in different devices interoperate by using services of
application layer over communication modes. According to the transport layer, the following
different types of communication modes shall exist.
e Unicast communication

— One to one communication with specifying destination node adores.
e Broadcast communication

— An intra-domain broadcast: In all SUBNETSs within a domain, a broadcast is sent to the
nodes stipulated by the broadcast target requirement code.
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— An intra-own-SUBNET broadcast: Within own SUBNET, a broadcast is sent to the
nodes stipulated by the broadcast target requirement code.

— A general broadcast within a specified SUBNET: A broadcast is sent to all nodes
within the SUBNET stipulated by the broadcast target requirement code.

— An intra-domain group multicast: In all SUBNET within a domain, a broadcast is sent
to the nodes stipulated by the broadcast target requirement code.

— Anintra-own-SUBNET broadcast to a node group: Within own SUBNET, a broadcast is
sent to the nodes stipulated by the broadcast target requirement code.

5.2 Service primitives of the application layer
5.2.1 General

Application software can access to one or multiple remote node by utilizing sérvices off
application layer. Control from application software using APls is described forithe main three
cases listed below, with a focus on how the application objects are perceived.

Case 1: Obtain other node status.
Case 2: Control other node functions.
Case 3: Notify other nodes of self-node status.

5.2.2 Case 1: Application objects when obtaining other node status

This standard provides two methods for obtaining the statds of another node. These methods
are shown in Figure 1 and Figure 2. In the method shewn in Figure 1, when a request is
received from an application, an obtain status request.is issued to objects in the specified
other node (Node B), with the results notified to the.application. With this method, object data
for the other node need not be stored in the communication middleware for the node (Node A
in Figure 1) making the request. In the second~method, shown in Figure 2, even when no
request is received from an application, the ca@mmunication middleware catches and holds the
notified status of objects in other nodes inZadvance and then returns them to an application
when it receives a request.

In this method, objects copied to_application objects in other nodes actually exist within the
communication middleware. In the former method, because the access is performed from an
application, a virtual copy of the application objects in the other node exists in the
communication middleware.\\\n both cases, in order to set the desired application object
instance via the API, notlonly the application object class code but also an instance code and
data specifying the node (data link address, etc.) are necessary. From the viewpoint of the
application, therefore,Japplication objects are seen in the relationship shown in Figure 3 within
the communication-middleware.

Nodd A Read status Node B
Application software Application software

/_A\'_

_|/‘ AP _|//AD|\'_
e — ) E— S —
Y obj @ Obj
1 Synchronization of read 4
and status acquisition
Commupication middleware Lz Communication middleware

Figure 1 — Service primitive (obtain other node status: synchronous type)
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e Read staD \ / N\
Node A Node C

Z—
Application software Application software
A
I
_|/’ API \l_ _'/A;l\'_
4
Obj Obj
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ASynchronization of read ] o
and status acquisition
Communicafjon middleware irilg Communicatfon middleware

A
2 2

Figure 2 — Service primitive (obtain other node status: asynchronous type)

4 N

Node A

Application software

API

Node B Node C

Communication middleware

Figure 3 — Example of object view

5.2.3 Case 2: Application objects when controlling other node functions

This standard provides a method for controlling the functions of other nodes, as shown in
Figure=4x*Just as in Figure 1, however, a request for control (property value setting) is issued
to ebjects in the specified other node (Node B) and the application is then notified of the
results (although there are exceptions to this). Basically, therefore, property data for objects
i-the-othernode{Neode-B)yreednotbepresentinthe-communicationmiddleware—forthe-rode
(Node A) making the request. To indicate the desired application object instance via the API,
a data link address, an application object class code and its instance code are required. From
the viewpoint of the application, application objects are seen in the relationship shown by
Node B in Figure 4 and Figure 5 within the communication middleware.



https://standardsiso.com/api/?name=e2fbbf637dee0f44f158b92e0a3676d3

-14 - 14543-4-1 © ISO/IEC:2008(E)

Node A ,Control request Node B
Application software Application software
:5;]: :G;E:
EE—— EEE——
v v .
i Obj Obj
Commupication rhiddleware Commuiication rhiddleware

Figure 4 — Service primitive (control other node functions)

Node A

Application software

Communication middleware

Figure 5 — Example of object view

5.2.4 Case 3: Application objects when notifying another node of self-node status

This standard provides two methods for notifying application software on another node of the

£+ Lf, A Tk thad ot o Il P~ B kPR Z 1o th mathad

SQLAlUO VT U71TC oTITmTiuutc., FTTCoC TINMCUITIUUS Aarc ormuwinr 1mr i IUUIU A\ A= RAV I | IHUIG LA LA A LA A
shown in Figure 6, when a request is received from an application, the specified other node
(Node B) is immediately notified and the device status need not be stored as an object in the
communication middleware for the node (Node A) announcing the status. In the second
method, shown in Figure 7, upon receiving a request from an application, the communication
middleware periodically sends notification of the property value to the other node using
asynchronous timing that differs from the request from the application. Here, application
object data actually exists in the communication middleware. In the former method (Figure 6),
however, because communication is stipulated by the application, a virtual copy of the
application objects exists in the communication middleware. In either case, from the viewpoint
of the application, the application objects of the self-node are seen as existing within the
communication middleware (see Figure 8).
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/ Status setting \ /
Node A Node B
L

Application software Application software
:|: API

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA \

o
4 Settimg-amd-states
notification timing are A
synchronous
Commupication middleware Communication middleware

-

J

"

Figure 6 — Service primitive (notify other nodes of self-node status: synchronous type)

a , N\
Node A

Application software

Obj

Communicati¢n middleware

/
Node G,
Application software
API |
&
Sefting and status
ification timing are
asynchronous 4
$ Communicatior] middleware

Figure 7 — Service primitive (notify other nodes of self-node status: asynchronous type)

/

Node A

\

Application software

API

Node A

Communication middleware

Figure 8 — Example of object view
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As is clear from the three cases shown above, the communication middleware is viewed by
the application software as containing (and in some cases actually does contain)

a) a collection of application objects of the self-node whose role is to disclose the functions
of the self-node to other nodes and to be controlled by other nodes and

b) application objects at the node level whose role is to control and obtain the status of the
functions of other nodes.

Here, the self-device shall be specified as the unit for a collection of application object
instances showing the Tunciions o1 the sel-node. Only one such device exists in each piece o
communication middleware, but there may be as many other devices as there are other|
related nodes. Based on the above, Figure 9 shows an example of application objects
configuration in a node for a system in which an air conditioner, ventilation fan and-hdman
detection sensor are connected as separate nodes via a network, seen from the perspective
of the application software in the air conditioner.

4 <

Communication middleware I

Other device n

Self-device Other device 2
(Object group for disclosure of self-node (Object group for control of othernode
functions) functions)
Air conditioner class ilati
TInstance 1] Ventilation fan Clasﬁnstance 1
Properties Content Properties /ontent
Operation status |ON/OFF Operation statts, N\ON/OFF
Operating mode |Auto/Coql .
Heat/.... -
Current set temp | Temp sefting Malfungtioen status YES/NQ
Malfunction status| YES/NQ B
. J ~

Other device 1
(Object group for control of other node functions)

( Body detection sensor

[Instance 1] [Instance2]

Properties Content]
Power _status ON/OFH IOFF

Mélfunction status VES/NO

. v

Figure 9 — Example of application object configuration in a node

6 Application layer protocol data unit (APDU)

6.1 Overview

In the communication middleware specifications, messages exchanged between
communications processing blocks are called data link frames. Data link frames are roughly
divided into two types depending on the specified DHD: secure message format whose
ADATA section is enciphered and plain message format whose ADATA section is not
enciphered. The secure message format and plain message format are subdivided into three
formats depending on the specified DHD. Therefore, the following six different message
formats are available for data link frames:
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e Plain basic message format
Insecure communication is performed so that one message is used to view or change the

contents of one property.

e Plain compound message format
Insecure communication is performed so that one message is used to view or change the
contents of two or more properties.

e Plain arbitrary message format
Insecure communication is performed so as to exchange information that complies with
verndor=-umique Specifications:

e Secure basic message format
Secure communication is performed so that one message is used to view or change’the

contents of one property.

e Secure compound message format
Secure communication is performed so that one message is used to viewlor change the
contents of two or more properties.

e Secure arbitrary message format
Secure communication is performed so as to exchange information that complies with
vendor-unique specifications.

Figure 10 shows the data link frame format and application data’frame format for the plain
message format. Application data frame area is ADATA are~Figure 11 shows the data link
frame format and application data frame format for the s€cure message format. Application
data frame is PADATA are. Byte ordering in this document is big endian. The detail
specification of secure message protocol is described in{ISO/IEC 24767-2.

o
Format Il (multiple property N
simultaneous control form at ‘AQ
multiple property simultaneous
control format)

Format Il (compound data NI C
format) OH% @kJ DAGJ AS% OPC|PDC| - |PDC|APC| APD | - |APC| APD
N
jze of Siée S 4 \
eque [¢] Request 1 Reques
st Retque
sth

OHD: Object Message Header .

SAOQJ: Specifies Source Application Object

DAOQJ: Specifies Destination Application Object (3B

CpASC: Compound Application service Code (1B

OPC: Number of processed properties 1B

PDC: Property Data Counter 1B

APC: Applicafion Property Code 1B

APD: Application Property Value Data Max. 245 byt

Forfatt (basic dat
FROg | (basic data OHD | SAGU | DAGJ|APC |ASC APD

OHD: Object Message Header .
SAQJ: Specifies Source Application Object
DAOJ: Specifies Destination Application Object (3B
APC: Application Property Code 1B
ASC: Application Service' Code

t7bytes)

APDAppIT

DHD: Data Link header 1B
SDLA: Source Data Link Address 2B
DDLA: Destination Data Link Address 2B
ADC: ADATA area byte counter 1B
ADATA : Application Data Max. 256 bytes)

Figure 10 — Application data frame for plain data format (ADATA area)
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Format Il (compound data Cp
format) OHD|S' @J| DAOJ |ASC|OPC|PDC ... |PDC|APC| APD| ...|APC| APD
% o - - < N
gﬁgéf RS(l)e Request 1 Requ<§{n
egue

Format | (basic data
format)

OHD: Object Message Header .

S AQJ: Specifies Source Application Object |

D AOQJ:; Specifies Destination Application Object
CpASC: Compound Application service Code
OPC: Number of processed properties

PDC: Prop_erte{ Data Counter

APC: Applicafion Property Code

APD: Application Property Value Data

Max /245 bytes(*1))

OHD | SAOJ | DAOJ | APC{ASC| APD

OHD: Object Message Header . 1B

SAQJ: Specifies Source Application Object | 3B

DAOQJ: Specifies Destination efphcatlon Object (3B

APC: Application Property Code 1B

ASC: Application Service Code 1B

APD: Application Property Value Data MaXx. 247 bytes(*2))

SHD |PB PADATA BCCPOG| MAS
|DHD| SDLA | DDLA |ADC | ADATA | |

DHD: Data Link header 1B

SDLA: Source Data Link Address 2B

DDLA: Destination Data Link Address 2B

ADC: ADATA area byte counter 1B

ADATA : Application Data Max. 256 bytes)

NOTE Wavy-lined areas are to be enciphefed.

(*1) The maximum value shall be 235ybytes when encryption is used and 223 bytes when encryption and

authentication are used.

(*2) The maximum value shall be 237 bytes when encryption is used and 225 bytes when encryption and

authentication are used.

(*3) This is included in‘the frame format when encryption and authentication are used or when encryption is
used without authentication. This is not included when authentication is used without encryption.

Figure-11 — Application data frame for secure message (PADATA area)

6.2

Data’tink header (DHD)

Referto ISO/IEC 14543-4-2 for a detailed definition.

6.3’ Sourcel/destination data link address (SDLA/DDILA)
Refer to ISO/IEC 14543-4-2 for a detailed definition.

6.4

Application data counter (ADC)

Indicates size of application data region (ADATA region). Is a 1-byte configuration and allows
the following range to be stipulated for the ADATA region size: 6-256 (0x06-0xFF, 0x00; 0x00
means 256). The minimum 6-byte specification comes from the need for either SAOJ or DAOJ
to be stipulated and for APC and ASC to be stipulated for all messages. Cases of 6-byte
messages are for example, (1) ASC means request service and DAOJ is stipulated and (2)
ASC means “response of processing impossible” and SAQJ is stipulated.
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Refer to ISO/IEC 14543-4-2 for a detailed specification.

6.5 Application data (ADATA)

The DATA region for messages is exchanged by communications middleware. Maximum size:
256 bytes.

6.6 Object message header (OHD)

his subclause provides detailed specifications for the object message header (OHD) shown
in Figure 10 and Figure 11 and its configuration is shown in Figure 12. The state in whickh b4
and b0 are both 0 will never occur.

b7 b6 b5 b4 b3 b2 b1 b0
[1]o]ofoofo]a]4]
L 1

Source object requirement 1: YES; 0: NO
Destination object requirement 1: YES; 0: NO

All “0” fixed

Fixed (reserved for future use)

NOTE When b6 and b7 have values other than b6 = 0 and b7 = 1, bO-b5 will have.different meanings.The
meanings of bits b0 to b5 when b6 and b7 have values other than b6 = 0 and, b7 =1 are to be stipulated in future
(reserved for future use).

Figure 12 — Configuration of OHD

6.7 Application object (AOJ)

This subclause provides detailed specifications for,the source application object (SAOJ) code
and destination application object (DAOJ) code shown in Figure 10 and Figure 11 and its
configuration is shown in Figure 13.

1st Byte 20d Byte 31 Byte

b7 b6 b5 b4 b3 b2 b1 bALb7 b6 b5 b4 b3 b2 b1 b0 b7b6 b5 b4 b3 b2 b1 b0
(ol ]+« [# ekl [s[e s ]e 2]

* x| x| x| x| x|

X3: Instance code

X2: Class code
X1: Class group code
0: Fixed

NOTE The meanings.of'the bits when b7 of the 1st byte is 1 are to be stipulated in future (reserved for future use)

Figure 13 — Configuration of AOJ

Application® objects are described using the formats [X1.X2] and [X3], to be specified as
shownsirr Figure 14. (However, “.” is used only for descriptive purposes and does not mean a
specific code.) The object class is designated by the combination of X1 and X2, while X3

shows the class instance. A single Node may contain more than one instance of the same

cfass, In which tase X3 15 used to fdentify each one. Detalfed specifications for the objects
shown here are not described in this standard. The instance code 0x00 is regarded as a
special code (code for specifying all instances). When a DAOJ having this specified code is
received, it is handled as a code specifying a broadcast to all instances of a specified class.

- X1: Class group code0x00-0x7F.
- X2: Class code0x00-0xFF.
- X3: Instance code0x00—0xFF.
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NOTE X3 is an identifier code used when more than one of the same class specified by [X1.X2]exists within the
same node. However, 0x00 is used for general broadcast to all instances of class specified with [X1.X2].

Figure 14 — Definition of X1, X2 and X3 of AOJ

6.8 Application property code (APC)

This subclause provides detailed specifications for the application property (APCG).code shown
in Figure 10 and Figure 11, see also Figure 15. The APC specifies a service target function,
see Table 1. Each object stipulated by X1 (class group code) and X2 (classcode), described
in the previous subclause, is specified here. (When a specified object changes, the target
function also changes even when the code remains unchanged. However, the detailed
specifications are designed to ensure that, whenever possible, the \same functions will have
the same code.)

b7 b6 b5 b4 b3 b2 b1 b0
[1]e[a]a]s]a]a]a]

Stipulated for four regions: shared by all objects; shared by each object
super class; unique to each object class; and user-defined.

Fixed

NOTE When b7 = 0, the other bits will be defined_differently.

Figure 15 — Configuration of APC
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Table 1 — APC allocation table

Ib3-b0
Uues |
Tex)\ 8 9 A B . (3 D E F
0 i
|
1 |
2 |
3 |
4 i
5 |
6 i
7 Region shared by | Region shared by : Region unique to each _User— -
8 all object classes each class I class? ~defined
——group? — — —
9 !
A i
B !
c |
D |
E |
F !
1 Stipulated for each user. In the case of a user-defined object-tlass, 0xA to OxF in the four high-
order bits (b7 to b4) are user-defined.
2 As a rule these two regions are used, but in practice the boundary line will change for each class
group.

6.9 Application service code (ASC)

This subclause provides detailed specifications for the application service code (ASC) shown
in Figure 10 and Figure 11. The configuration of ASC is given in Figure 16.

b7 b6 b5BAD3 b2 b1 b0
lo|1]a]&]s]a]&]s]

S S E—
For details, see Tables 2,3,4

Fixed

NOTE In cases other‘than when b7:b6 = 0:1, the meaning of values bO-b5 will be specified separately.

Figure 16 — Configuration of ASC
This code-stipulates manipulation of the properties stipulated by the AOJ.

6.10 \(Application property value data (APD)

T bal 4+ datailad H EH £ +a A £ +a L ' 4 1
o ouvliduotT PICOCIILO utTiudainrcyu OPUUIII\JGLIUIIO TUT 1T CUUT TUT 1T GPPIIL:GLIUII PIU'JCILy vailuco
data (APD). APD consists of data for the relevant application property code (APC), such as
status notification or specific setting and control by an application service code (ASC).
Detailed specifications are provided for the size, code value, etc., of APD for each APC.

6.11 Compound application service code (CpASC)

This subclause provides detailed specifications for the compound application service
code(CpASC) code shown in Figure 10, Figure 11 and Figure 17.

«—b7-b4
values
(hex)
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b7 b6 b5 b4 b3 p2 b1 b0
lo|1]s&|&]a]s]&]s]

T T—
For details, see Tables 5, 6, 7.

Fixed (reserved for future use)

NOTE When bits b7 and b6 are 0 and 1, respectively, the meanings of bits b0 to b5 are stipulated separately.

Figure 17 — Configuration of CpASC

7 Application layer services

7.1 General

Application layer services have two types of services. These are basic application service and
compound application service.

7.2 Basic application service
7.2.1 Basic application

Basic application service is executed with utilizing format | inyFigure 10 and Figure 11. The|
three main kinds of operations are “request”, “response” and “notification”. There are also two
kinds of responses: the “response,” which is given wheh the stipulated properties exist; and
the “response not possible,” which is given when the“requested properties (including array

elements) do not exist or when the stipulated serviece‘cannot be processed.

A “response” is considered a reply to a “request’; when the object stipulated in the DAOJ
exists, as a rule, it is either “response” orifresponse not possible” (stipulated processing
cannot be accepted, or the stipulated object exists but the property does not). When the
request requires no response and the stipulated object does not exist, no response is made.
There are two kinds of “notification™-"one indicating autonomous transmission of its own
property data and one a response;to a notification request. However, both have the same
code.

Three specific operations-are provided: write (response required/no response required), read
and notification. The twelve operations shown below are set in consideration of whether or not
the content of the given-property is an array.

(1)  Property value write (response required/no response required)

(2) Property value read

(3) < Property value notification

(4).\7~Property value array-element-stipulated write (response required/no response required)

(5)) Property value array-element-stipulated read

(6)  Property value array-element-stipulated notification

(7)  Property value array-element-stipulated addition (response required/no response
required)

(8) Property value array-element-stipulated deletion (response required/no response
required)

(9)  Property value array-element-stipulated existence confirmation

(10) Property value array element addition (response required/no response required)
(11) Property value notification (response required)

(12) Property value array-element-stipulated notification (response required)

The relationship between message configuration (presence or absence of SAOJ and DAQOJ)
and APC and ASC is described below.

e The APC in a Data Link message stipulating only SAOJ indicates the properties of the
sender object specified in SAOJ. Here, ASC contains an autonomous “notification” or
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“notification” or “response” in response to a request for properties specified in SAOJ and
APC. When ASC is a “request,” the received message is treated as an error message.

e The APC in a data link message stipulating only DAOJ indicates the properties of the
sender object specified in DAOJ. Here, ASC contains a “request” regarding the properties
specified in DAOJ and APC When ASC is a “response” or a “notification,” the received
message is treated as an error message.

e For data link messages stipulating both SAOJ and DAOJ, the ASC value is used to
determine whether the APC is stipulated by the SAOJ or the DAOJ. When the ASC is a
“IGO}JUIIQC" Julh  da “IIUt;f;bdt;Ull,” thc I‘"\‘\PC ;D bUIID;dCICd tU bG a L;UIIIIJUIIUIIt Uf thc Ubjcbt
specified by SAOJ and is viewed as a “response” or “notification” directed towards the
object stipulated in the DAOJ. When the ASC is a “request,” the APC is considered to be a
component of the DAOJ and is viewed as a “request” from the object stipulated in the
SAOQJ.

Table 2 through Table 4 show specific ASC code assignments based on the content described
above. Specific descriptions of (1) through (10) above are provided in Table 2through Table 4
and are marked in the last column of these tables with (1) through (10). In\Figure 20 through
Figure 29, the DAOJ during “requests” is shown as an individually stipulated code, but when it
is a DAOQOJ indicating general broadcast to instances, it is configureds/and returned for each
relevant instance along “response not possible” and “response.”~Note that in Table 2, the
array elements described above are presented as elements. For properties consisting of array
elements, array element size is constant for each property and it'is assumed that a property
indicating the size exists separately.

NOTE In cases other than when b7:b6 = 0:1, the meaning of values<b0~b5 will be specified separately.

Figure 16 provides a sequence diagram of the relationships between individual ASCs.
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Table 2 — List of ASCs for request

Service code
Application service content Symbol Remarks
(ASC)
0x60 Property value write request (no response required) Setl 1)
0x61 Property value write request (response required) SetC
0x62 Property value read request Get (2)
UX63 PToperty value notily request INF_REQ (3)
0x64 Prop‘erty value element-stipulated write request (no response SetMl
required) (4)
0x65 Property value element-stipulated write request (response required) | SetMC
0x66 Property value element-stipulated read request GetM (5)
0x67 Property value element-stipulated notify request INFM_REQ (6)
0x68 Property value element-stipulated add request (no response AddMI
required) @)
0x69 Property value element-stipulated add request (response requifed) AddMC
OXBA Prop‘erty value element-stipulated delete request (no response DellMI
required) ®)
0x6B Prop_erty value element-stipulated delete request (response DellMC
required)
0x6C Property value element existence confirm request CheckM 9)
0x6D Property value element add request (no résponse required) AddMSI 10)
0x6E Property value element add request (response required) AddMSC
Ox6F Reserved for future use
Table 3 — List of ASCs for response/notification
Service code
Application service content Symbol Remarks
(ASC)
0x71 Property value write response Set_Res ASC=61 responsk (1)
0x72 Property value read response Get_Res ASC=62 responsje (2)
0x73 Property value notification INF NOTE 1) (3)
0x75 Property value element-stipulated write response SetM_Res ASC=65 responsk (4)
0x76 Property value element-stipulated read response GetM_Res ASC=66 responsje (5)
QX77 Property value element-stipulated notify INFM NOTE 2) (6)
0x79 Property value element-stipulated add response AddM_Res ASC=69 responsg (7)
0x7B Property value element-stipulated delete response DelM_Res ASC=6B responge (8)
0x7C ProEerty value element-stipulated existence CheckM Res | ASC=6C responde (9)
eenfirm-response
Ox7E Property value element add response AddMS_Res ASC=6E response(10)
0x7F,0x70,0x74,
Reserved for future use
0x7A,0x7D

NOTE 1 Used for autonomous property value notification and for 0x63 response.

NOTE 2 Used for autonomous property value notification and for 0x67 response.
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Table 4 — List of ASCs for response not possible responses

— 25—

Service code
Application service content Symbol Remarks
(ASC)
. . ASC=60 response not
0x50 Property value write request response not possible Setl_SNA possible (1)
. . ASC=61 response not
0x51 Property value write request response not possible SetC_SNA possible (1)
. ASC=62 response |not
0x52 Property value read response not possible Get_SNA possible (2)
. . ASC=63 respense |not
0x53 Property value notify response not possible INF_SNA possible.(3)
0x54 Propgrty value element-stipulated write response not SetMl SNA ASC.=64 response |not
possible - possible (4)
Property value element-stipulated write response not | SetMC_SN, {Y"ASC=65 response |not
0x55 . .
possible A possible (4)
0x56 Propgrty value element-stipulated read response not GetM.\SNA ASC_=66 response |not
possible possible (5)
0x57 Property_value element-stipulated notify response INFM_SNA ASC_=G7 response |not
not possible possible (6)
Property value element-stipulated add response nat AddMI_SN ASC=68 response |not
0x58 . .
possible A possible (7)
Property value element-stipulated add respoense not AddMC_SN | ASC=69 response |not
0x59 . .
possible A possible (7)
0X5A Property_value element-stipulated delete response DelMI_SNA ASC_=6A response|not
not possible possible (8)
Property value element-stipulated delete response DelMC_SN | ASC=6A response|not
0x5B . )
not possible A possible (8)
Property value element-stiptulated existence confirm CheckM_S ASC=6C response|not
0x5C . .
response not possible NA possible (9)
. AddMSI_S ASC=6D response|not
0x5D Property value element add response not possible NA possible (10)
. AddMSC_S | ASC=6E response|not
0x5E Property value element add response not possible NA possible (10)
0x5f Resetved for future use
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Node Node

Node
(has relevant property)

Ql asc=0x6" (*=0,4,8,A.D) | 9 ? | asc =0x6" (*=1,256,8,B,C.F) |OProcess

Node
(has relevant property)

<no response> d possible
| asc=0x7*(=1,2568BCE) |
- Individual response
Nod:
Node (has rplp’}!ca)gfenmnam/\ Node (does not have re e“oanej property

O| asc =0x6* (*=1,2,3,5,6,7,9,B,C,E) |O O | asc=0x63/0x67 |C> C
»| Process not | | g VQ

possible asc=0x73/0x77

A

| asc=0x5* (*=12,356.7,9.8.CF) |

General broadcast

N\
Node Node Node Node
has relevant object but (does ot have relevant
( Not propertjy objec%

v

| asc=0x6" (*=0-E) | Prcr)]g(tass | asc=0x6" (=0-E) | ?
| asc=0x5* (*=O—E) | pOSSib|e ‘ >

Individual response

A

<no response>

o
Node Node
(has rele@t property) Q
| asc=0x73/0x77 | J \Q
Autonomous announcement @
(individual/broadcast arbitrary) N

R

Figure 18-'Basic service sequence

[Table 3 through Table 4 abovecare specified for each property. Regarding those stipulated as
services that must be incorporatéd in each property, if they have the functions of that property
and disclose via communications (read/write notification, etc.), this indicates that they must be
processed. Processing of services for each property is designed for each application object.
In the application object/’access rules indicate all services that can be implemented. In this
specification, the following nine access rules are specified, see Figure 19:

Set Processes services related to write requests for non-array property values
(Performs processing indicated in (1))
Get Processes services related to read requests for non-array property values
(Performs processing indicated in (2))
SetM Processes services related to write requests for array property values
(Performs processing indicated in (4))
GetM Processes services related to read requests for array property values
(Performs processing indicated in (5))
AddM Proc services-related-to-slement-stipulated-add-requests-forarray-property-values
(Performs processing indicated in (7))
DellM Processes services related to delete requests for array property values
(Performs processing indicated in (8))
CheckM Processes services related to existence confirm requests for array property value elements
AddMS Processes services related to non-element-stipulated add requests for array property values
AllM Processes all services related to SetM/GetM/INFM/AddM/DellM/CheckM
The above processing is specified for each property; there is no mixed stipulation of Set and SetM or of Get and GetM.

Figure 19 — Access rules
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7.2.2 Property value write service

In the case of a request (0x60, 0x61), this indicates a request to write the content shown in
the APD to the property stipulated in the APC of the DAOJ-stipulated object. In response to
this request, when a value indicating a response is stipulated (0x61) and the request is to be
(or has already been) accepted, a response (0x71) is returned. This response is not a
processing implementation response. When the request is not to be accepted, or when the
stipulated DAOJ exists but the stipulated APC does not exist, response not possible (0x50,
0x51) is returned. In the response frame format, SAOJ represents the value of the object
stiptlated—by—the—requestand—the—relevantpreperty—is—setin—the-ARC—When—the—relevant
object itself does not exist, neither response nor response not possible is returned. (See
Figure 18 for the exchange procedure.)

b0=1—|
ADATA configuration during “process
not possible” response OHD| $AQJ | APC|ASC

L 0x50/0x51
b1 =1—|

oHO DAOJ | APc|asc o \_aPD
o 2z

ﬂ ﬂ L_0x60:61
b0=1——7

ADATA configuration during “process”
response 9 9P OHD| 3$AQJ AEO@C

~

ADATA configuration during request

Lox71

Figure 20 — Relationship among property value write request, property value write
accepted response and property value write'process not possible response

When ADATA stipulates SAOJ during a requestythe AOJ stipulated by SAOJ in ADATA during
the request is allocated as a DAOJ (b1 of QHD is also set to 1), in the case of both response
not possible and response.

7.2.3 Property value read service

In the case of a read (0x62),\this indicates a request to read the content of the property,
stipulated in the APC of thetobject stipulated in the DAOJ. In response to this read, when the
request is to be (or has~already been) accepted, response (0x72) is returned. When the
request is not to be accepted, or when the stipulated DAOJ exists but the stipulated APC
does not exist, response not possible (0x52) is returned. In the response frame format, the
value of the object stipulated by the request is set in SAQOJ, the requested property is set in
APC and the value of the requested property (i.e., the read content) is set in APD. When
response not<possible is returned, nothing is written to the APD. When the relevant object
itself does_not exist, neither response nor response not possible is returned. (See Figure 18
for the exehange procedure.)

b0=1""]
ADATA configuration during “process Ao vy
mot possibieTesporse HE—SAGI

=] ﬂ ﬁ —ox52

OHD| DAOJ | APC|ASC

ﬂ ﬂ —0x62
b0=1"7

ADATA configuration during “process”

response 9 9P OHD| $AQJ |APC|ASC APD

Dol ACO
TS

»*

ADATA configuration during

—ox72

Figure 21 — Relationship among property value read request, property value read
“accepted” response and property value read “process not possible” response
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When ADATA stipulates SAOJ during a request, the AOJ stipulated by SAOJ in ADATA during
the request is allocated as a DAOJ (b1 of OHD is also set to 1), in the case of both response
not possible and response.

7.2.4 Property value notification service

There are two types of notification: the notification sent as a response to a notify request
(0x63) and the autonomous notification which is unrelated to notify requests. The codes for
the two types are identical. (Here, notification in response to a notify request signifies an
@announcement that dOoes Nnot specily the property value [conient], while an autonomous
notification is a voluntary announcement that was not made in response to a request.) Incthe
case of a “notify request” (0x63), this indicates a request to notify (by general broadcast;
hereafter “announce” will signify a general broadcast to the entire domain) the content of the
property stipulated in the APC of the object stipulated in the DAOJ. In response to this notify
request, when the request was accepted, a response (0x73) value is notified;”"when the
request is not to be accepted, a response not possible response (0x53) valuelis-returned. In
the response frame format, the value of the object stipulated by the requestis set in SAOJ,
the requested property is set in APC and the value of the requestedproperty (i.e., the
notification content) is set in APD. Here, DDLA is set to general \broadcast, but when
response not possible is returned, nothing is written to the APD and\the DDLA sets the DLA
value of the requester. When the relevant object itself does not éxist, neither response nor
response not possible is returned. (See Figure 18 for the exchange procedure.)

b0=17]
EDATA configuration during “process ; N
not possible” response OHD @3 APC| ASC
—0x53
b1=1—
ADATA configuration during :bHD iDAgo\J APC| ASC

o ﬂ ﬂ T0x63

ADATA configuration during Aprocess”

response OHD| $AQJ | APC|ASC APD
ADATA configuration during autonomous Fox73
notification

Figure 22 — Relationship among property value notification request, property value
notification “accepted” response and property value notification “process not
possible” response

When ADATA stipulates SAOJ during a request, the AOJ stipulated by SAOJ in ADATA during
the request is alloeated as a DAOJ. In the case of both response not possible and process,
the AOJ stipulated in the SAOJ in the ADATA during request is allocated as a DAOJ within
the ADATA (b4 of OHD is also set to 1). In the case of autonomous notification, the required
notification-0f status change does not add a DAOJ; in all other cases, the addition of a DAOJ
is optionaly

7.2°5" Property value element-stipulated write service

In the case of a "request” (0x64, 0x65), this indicates a request to write the value stipulated in
the APD (includes array element number and write request value data) of the property
stipulated in the APC of the object stipulated in the DAOJ. In response to this request, when a
value to process the response is stipulated and when the request is to be (or has already
been) accepted, a response (0x75) is returned. However, this response is not a processing
implementation response. When the request is not to be accepted, or when the stipulated
DAOJ exists but the stipulated APC does not exist and when the stipulated DAOJ and APC
exist but the array element does not, response not possible (0x54, 0x55) is returned. In the
frame format for response, the value of the object stipulated by the request is SAOJ and the
relevant property is set in APC. When the relevant object itself does not exist, neither
response nor response not possible is returned. (See Figure 18 for the exchange procedure.)
Also, the response message DDLA is defined as the requesting entity (i.e., the request
message SDLA).
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b0=1—
Q&é}l{'ﬁ\ec&gfg%%?émn during process not omb| sacy | apclasc | Array Element No.
L 0x54/0x55 T T— 2 bytes (Unsigned Char)
b1=1—| Not required when responding for no property
ADATA configuration during S bAbJ APC| ASC .
B L_ox64,65
Jl ﬂ Array Elerhent No. Write data
LMax 246 bytes
] — 2 bytes (Unsigned Char
b0=1— 1y
ADATA configuration during “ process”
response OHD| $AQJ | APC| ASC |Array Element No.

|—Ox73 L 2 bytes (Unsigned Char)

Figure 23 — Relationship among property value element-stipulated write.request,
property value element-stipulated write accepted response and property ‘value element-
stipulated write process not possible response

The content of each array element number in an array format properly is defined separately
for each property. When the stipulated (array) element does not exist, response not possible
is returned. Also, when ADATA stipulates SAOJ during a request,-the AOJ stipulated in SAOJ
by ADATA during the request is allocated as a DAOJ within~ADATA (b1 of OHD is also set
to 1) in the case of both response not possible and response.

7.2.6 Property value element-stipulated read service

In the case of a read (0x66), this indicates a request to read the content stipulated in the
array element indicated in the APD (includes.array element number data to be read) of the
property stipulated in the APC of the object stipulated in the DAOJ. In response to this read,
when the request is to be (or has already-béen) accepted, response (0x72) is returned. When
the request is not to be accepted, or when the stipulated DAOJ exists but the stipulated APC
does not and when the stipulated DAOJ and APC exist but the array element does not,
response not possible (0x52) is returned. In the frame format for response, the value of the
object stipulated by the request-isiset in SAOJ, the requested property is set in APC and the
value (read content) of the requested property is set in APD. In the case of response not
possible, only the array element No. is attached to APD. When the relevant object itself does
not exist, neither response: nor response not possible is returned. (See Figure 18 for the
exchange procedure.) Also, the response message DDLA is defined as the requesting entity
(i.e., the request meSsage SDLA).
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b0=1—|
ADATA configuration during process not
possible response OHD $AQJ | APC|ASC Qg_ﬁy Element
L ox56 4 [ 2 bytes (Unsigned Char)
b1=1—| Not required when responding for no property
ADATA configuration during
OHD DApJ APC| ASC APD:
' T 0x64,65
Array Elément
J No.
L 2 bytes (Unsigned Char)
U= I_l
ADATA configuration during “process”
response OHO 3$AdJ | APC| ASC APD
L 0x75

Array Elemen{ Read data
No.

L Max 246 bytes

2 bytes (UnsignedChar)

Figure 24 — Relationship among property value element-stipulated read request,
property value element-stipulated read “accepted” response:and Property value
element-stipulated read “process not possible’’ response

The content of each array element number in an array-fermat property is defined separately
for each property. When the stipulated array element. (element) does not exist, response not
possible is returned. Also, when ADATA stipulates<SAOJ during a request, the AOJ stipulated
in the SAOJ by ADATA during the request is allocated as a DAOJ within the ADATA (b1 of
OHD is also set to 1) in the case of both response not possible and response.

7.2.7 Property value element-stipulated-notification service

There are two types of notification: netification sent in response to a notify request (0x67);
and autonomous notification, which“is unrelated to notify requests. The two types are not
distinguished from each other in the codes. (Here, notification in response to a notify request
signifies an announcement that does not specify the property value [content], while an
autonomous notification iswa*voluntary announcement that was not made in response to a
request from someone,)(In the case of a notify request (0x67), this indicates a request to
notify (announce) the ‘content of the array element number stipulated in the APD of the
property stipulated.in_the APC of the object stipulated in the DAOJ. In response to this notify
request, when the fequest was accepted, an array element value (content) is announced as a
response (Ox7/)-When the request is not to be accepted, or when the stipulated DAOJ exists
but the stipulated APC does not, and when the stipulated DAOJ and APC exist but the array
element dges not, response not possible (0x57) is returned. In the frame format for response,
the value of the object stipulated by the request is set in SAOJ, the requested property is set
in ARC\and the value of the requested array element number and its array element value (i.e.,
the“notification content) is set in APD. Here, DDLA is set to general broadcast, but when
response not possible is returned, nothing is written to the APD and the DDLA sets the DLA
value of the requester. When the relevant object itself does not exist, neither response nor
response not possible is returned. (See Figure 18 for the exchange procedure.)
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b0=t—
ADATA configuration during “process A El
not possible” response OHO  $AQJ | APC|ASC ,\If_'y emeln
|—0x57 A L 2 bytes (Unsigned Char)
b1 :1_| ﬁ ﬁ N Not required when responding for no property
ADATA configuration during request
OHD 351\0 APC [ASC APD
—ox67
Array Eleginent
J No. :
L 2bytes (Unsigned Char)
B0=T— Ly
ADATA configuration during “process”
response OHO $AQJ | APC|ASC APD
ADATA configuration during autonomous | Array Elemerjt Read data
notification ox77[.No.
I—Max 246
bytes

2 bytes (Unsighed Char)

Figure 25 — Relationship among property value element-stipulated nhotification request,
property value element-stipulated notification “accepted” response and property value
element-stipulated notification “process not possible’ response

The content of each array element number is defined separately for each property. When the
stipulated (array) element does not exist, response not/possible is returned. Also, when
ADATA stipulates SAOJ during a request, the AOJ stipulated in the SAOJ by ADATA during
the request is allocated as a DAOJ within the ADATA (k1 of OHD is also set to 1) in the case
of both response not possible and response. In, the* case of autonomous notification, the
required notification of status change does not add'a DAQJ; in all other cases, the addition of
a DAOJ is optional.

7.2.8 Property value element-stipulated’addition service

In the case of a request (0x68, 0x69), this indicates a request to add the array element
indicated in the APD (includes array-element number and write request value) of the property|
stipulated in the APC of the object’stipulated in the DAOJ and to write the value stipulated
therein. In response to this request, when a value indicating implementation of the response
(0x68) is stipulated and when the request is to be (or has already been) accepted, a response
(0x78) is returned. However, this response is not a processing implementation response.
\When the request is naot to"be accepted, or when the stipulated DAOJ exists but the stipulated
APC does not and when the stipulated DAOJ and APC exist but the array element does not,
response not posgible (0x58, 0x59) is returned. In the frame format for response, the value of
the object stipulated by the request is set in SAOJ and the requested property is set in APC.
\When the relévant object itself does not exist, neither response nor response not possible is
returned. (See Figure 18 for the exchange procedure.) Also, the response message DDLA is
defined &s,the requesting entity (i.e., the request message SDLA).
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b0:1—|
ADATA configuration during “process
not possible” response OHD| S$AQJ | APC|ASC ﬁg'ay Elemer
L 0x58/0x59‘0x57‘— 2 bytes (Unsigned Char)
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Figure 26 — Relationship among property value element-stipulated addition request,
property value element-stipulated addition “accepted” response and property value
element-stipulated addition “process not possible” response

The content of each array element number in an array format property is defined separately
for each property. When the stipulated array element (element) does not exist, response not
possible is returned. Also, when ADATA stipulates SAOJ duringatequest, the AOJ stipulated
in the SAOJ by ADATA during the request is allocated as a(DAOJ within the ADATA (b1 of
OHD is also set to 1) in the case of both response not possible and response.

7.2.9 Property value element-stipulated deletion\service

In the case of a request (0x6A, 0x6B), this indicates a request to delete the array element
indicated in the APD (array element number)‘*from the property stipulated in the APC of the
object stipulated in the DAOJ. In response to this request, when a value indicating
implementation of the response (0x6B) isstipulated and when the request is to be (or has
already been) accepted, a response (0X7B) is returned. However, this response is not a
processing implementation response. When the request is not to be accepted (including cases
in which the deletion is not to be implemented), or when the stipulated DAOJ exists but the
stipulated APC does not, response not possible (Ox5A, 0x5B) is returned. In the frame format
for response, the value of the-object stipulated by the request is set in SAOJ and the relevant
property is set in APC. When the relevant object itself does not exist, neither response nor
response not possible i§ returned. (See Figure 18 for the exchange procedure.) Also, the
response message DDLA is defined as the requesting entity (i.e., the request message SDLA)

Q(I)Dsé'ill'ﬁecr%r;fg%%rsaélon during process not oHD $AdJ | APcl Asc N?y ElSmen:
= 0x5A/0x5B L 2 bytes (Unsigned Char)

b1=1 Not required when responding for no proper

ADATAseonfiguration during request
OHD DAOJ APC| ASC APD
B T 0x6A,0x68
Array Element
u 1 No.
U‘_'2 bytes (Unsigned Char)

b0=1T"_—"]
ADATA configuration during “process”
response OHDI $AQy | APC|ASC | Array Element

L 0x79 I— 2 bytes (Unsigned Char)

Figure 27 — Relationship among property value element-stipulated deletion request,
property value element-stipulated deletion “accepted” response and property value
element-stipulated deletion “process not possible” response

The content of each array element number in an array format property is defined separately
for each property. When the stipulated array element (element) does not exist, response not
possible is returned. Also, when ADATA stipulates SAOJ during a request, the AOJ stipulated
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in the SAOJ by ADATA during the request is allocated as a DAOJ within the ADATA (b1 of
OHD is also set to 1) in the case of both response not possible and response.

7.2.10 Property value element-stipulated existence confirmation service

In the case of a request (0x6C), this indicates a request to confirm the existence of the array
element indicated in the APD (includes array element number value information) in the
property stipulated in the APC of the object stipulated in the DAOJ. In response to this
request, when the request is to be (or has already been) accepted, a response (0x7C) is
Feturned. HoOwever, this Tesponse IS Not a processing implementation response. vwhen the
request is not to be accepted, or when the stipulated DAOJ exists but the stipulated ARPC
does not exist, response not possible (0x5C) is returned. In the frame format for responsg,)the
value of the object stipulated by the request is set in SAOJ and the relevant property.is 'set in
APC. When the relevant object itself does not exist, neither response nor response not
possible is returned. (See Figure 18 for the exchange procedure.) Also, the” response
message DDLA is defined as the requesting entity (i.e., the request message SDLA).

b0=1 —|
ADATA configuration during “process
not possible” response OHD| $AGJ | APC|ASC ﬁg_ay Element
= 0x5C L2 bytes'\(Unsigned Char)
b1=1_| Not fequired when responding for no property
ADATA configuration during request 4
OHD| D A?J APC|ASC APDQ \

L ox6C

Jl H wgement

\—ﬂi2 bytes (Unsigned Char)
b0=1—"m Y

ADATA configuration during “process” " Y Confirm
response OHD| $AC if‘ @C ASC ﬁgay Element|  istence result
L [ Exists :0x30
0x7C Does not exist :0x31
2 bytesi(Unsigned Char)
APD

Figure 28 — Relationship_among property value element-stipulated existence
confirmation request,property value element-stipulated existence confirmation
“accepted” response.and property value element-stipulated existence confirmation
“process not possible” response

The content of eachyarray element number in an array format property is defined separately
for each property; When the stipulated (array) element does not exist, response not possible
is returned. Also, when ADATA stipulates SAOJ during a request, the AOJ stipulated in the
SAOJ by ADATA during the request is allocated as a DAOJ within the ADATA (b1 of OHD is
also setd0,1) in the case of both response not possible and response.

7.2:11 Property value element addition service

[N the case of a request (0X6D, OX6E), this indicates a request to newly add an array element
to the property stipulated in the APC of the object stipulated in the DAOJ and to write to the
newly added array element the value data stipulated in the APD. In response to this request,
when a value indicating implementation of the response (Ox6E) is stipulated and when the
request is to be (or has already been) accepted, a response (0x7F) is returned. However, this
response is a processing implementation response and the added array element number is
returned as an APD. When the request is not to be accepted, or when the stipulated DAOJ
exists but the stipulated APC does not, response not possible (0x5D, Ox5E) is returned. In the
frame format for response, the value of the object stipulated by the request is set in SAOJ and
the relevant property is set in APC. When the relevant object itself does not exist, neither
response nor response not possible is returned. (See Figure 18 for the exchange procedure.)
Also, the response message DDLA is defined as the requesting entity (i.e., the request
message SDLA).
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b0:1—|
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Figure 29 — Relationship among property value element addition request, property value
element addition “accepted” response and property value element addition “process
not possible” response

The content of each array element number in an array format property is defined separately
for each property. When the stipulated (array) element does not exist, “response not possible”
is returned. Also, when ADATA stipulates SAOJ during a “request,” the AOJ stipulated in the
SAOJ by ADATA during the request is allocated as a DAOJ wjthin the ADATA (b1 of OHD is
also set to 1) in the case of both response not possible and4esponse.

7.2.12 Property value notification (response required) service

The notification (response required) (0x74) autonomously notifies a specific node of the
property value stipulated by the APC of the SAQ@J-stipulated object and requests a response.
The response process for this notification (response required) varies depending on whether or
not the DAOJ is specified. When thesDAOJ is not specified, a response (0x7A) for
autonomous notification reception is returned at all times. When the DAOJ is specified, the
subsequent process varies depending-on whether or not the specified DAOJ exists. If the
specified DAOJ exists, a response(0x7A) for autonomous notification reception is returned. If
the specified DAOJ does not existy'the message is discarded. If a node receives a notification
(response required) for which a broadcast is specified, the node discards the message.

b0=‘l—|

OHQ SAOJ | DAO |APC | ASC APD

. % ﬂ Lox74

oHg SAOU D’f}o APC | ASC

ADATA configuration for/“notification

ADATA configuration during request

Lox7a

Figure 30 — Relationship between property value notification

(requiring a response) and property value notification response

7.2.13 Property value element-stipulated notification (response required) service

The notification (response required) (0x78) autonomously notifies a specific node of the array
element value stipulated by the APD (array element number) of the property stipulated by the
APC of the SAOJ-stipulated object and requests an acknowledgment. The response message
format and response process for this notification (response required) varies depending on
whether or not the DAOJ is specified. When the DAOJ is not specified, a response (0x7D) for
notification reception is returned at all times. When the DAOJ is specified, the subsequent
process varies depending on whether or not the specified DAOJ exists. If the specified DAOJ
exists, a response (0x7D) for notification reception is returned. If the specified DAOJ does not
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exist, the message is discarded. If a node receives a notification (response required) for
which a broadcast is specified, the node discards the message.

b0=1

—

OHD| SAOJ | DAOJ |APC | ASC APD
' ‘ —+ox78

ADATA configuration for “notification”

ﬂ Array Element| Data for

7 No. notification
'.-'" S'-.. — lema

i *, U +2 bytes (Unsigned Short)

b1=

ADATA configuration for “response”
Array
Element No.

2 bytes (Unsigned
Short)

Figure 31 — Relationship between property value element-stipulated\notification
(requiring a response) and property value element-stipulated notification response

7.3 Compound application service
7.3.1 General

This type of services is executed with utilizing format Il in Figure 10 and Figure 11.

Three types of operations are provided: request, response and notification. The response is
subdivided into two types: accepted response and' process not possible response. The
accepted response is used when the service rgquest in relation to all the APC-stipulated
properties is accepted. The “process not pasSsible” response is used when one or more
specified properties do not exist or when the$pecified service cannot be processed for one or
more properties.

The response is a response to a request that requires a response. It must be returned when 4
DAOJ-stipulated object exists. When the service processing request related to all the APC-
stipulated properties is accepted,‘the accepted response must be returned. If the processing
request related to one or more specified properties cannot be accepted or if the object exists
but one or more properties.do not exist, process not possible must be returned. When the
request does not requife any response or when the specified object does not exist, no
response will be returned. Furthermore, write (response-required write/no-response-required
write), read and nofification (autonomous notification/response-required notification) are
regarded as specific operations. Therefore, the following five types are set. Regarding the
OpASC for compound messages, array element properties are not targeted.

Property value write request (no response required)
Property value write request (response required)
Property value read request

Property value notification
Pmpnrfy value naotification (rpcpnnqn rpquirpd)

D O O T

The CpASC and message configuration (presence of SAOJ and DAQOJ) and their relationship
to APC and ASC are described below.

e The APC of an Data Link message in which only the SAOJ is specified indicates the
property of the SAOJ-stipulated source object. In this case, the response, notification or
autonomous notification concerning the request related to two or more SAOJ/APC-
stipulated properties is positioned in the CpASC. When the CpASC is a request while this
configuration is employed, the associated message must be handled as an erroneous
message.

e The APC of a Data Link message in which only the DAOJ is specified indicates the
property of the DAOJ-stipulated destination object. In this case, the request related to two
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or more DAOJ/APC-stipulated properties is positioned in the CpASC. When the CpASC is
a response or notification while this configuration is employed, the associated message
must be handled as an erroneous message.

e The APC of a Data Link message in which the SAOJ and DAOJ are both specified is such
that the CpASC value determines whether the target object is stipulated by the SAOJ or
DAOJ. When the CpASC is a response or notification, it is concluded that the APC forms a
SAOJ-stipulated object and that the response or notification is addressed to a DAOJ-
stipulated object. On the other hand, when the CpASC is a request, it is concluded that
the APC forms a DAOJ and that the request is issued from an SAOJ-stipulated object.

Table 5 through Table 7 show specific CpASC code assignments. The details of a through’ e
above are given in 7.3.2 through 7.3.6 (the related numbers are indicated in the Remarks
column of the tables). Figure 33 through Figure 37 in 7.3.2 through 7.3.6 presume that the
DAOQJ for a request is an individually specified code. However, when the DAOJ indicates an
instance general broadcast, a response is transmitted with both process not possible and
response configured for each target instance. Figure 32 shows a sequence diagram that
indicates the relationship between individual CpASCs. The codes markedneserved for future

use in the tables a

Table 5 — List of CpASC codes for request/notification

re to be stipulated in the future.

Ox7F

S;r)\;l:e Application service content Symbol Remarks
0x60 Property value_ write request (no CpSetl a
response required)
0x61 Prop_erty value write request (response CpSetC b
required)
0x62 Property value read request CpGet c
0x63—
OX6F Reserved for future use
Table 6 — List of CpASC codes for accepted response
S;r)\;l:e Application service content Symbol Remarks
0x71 Property. value write “accepted CpSet_Res CpASC =61
response response (2)
0x72 Property value read “accepted CpGet_Res CpASC =62
résponse response (3)
0x73 Rroperty value notification CpINF _Res (4)
Ox74 Property value _not|f|cat|on CpINFC (5)
(response required)
Ox7A Property value notification response | CpINFC_Res CpASC =74
response (5)
0x75-
0x79,
0x7B-— Reserved for future use
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Table 7 — List of CpASC codes for process not possible response

i) | CpASC = 0x60 | ?

| CpASC = 0x6" (* = 0-2) |

| CPASC = 0x5* (* = 0-2) |

VN

Individual response

Non-processable

‘ <No response>
7SN
Node.
Node (Having a t@et property)
CpASC = 0x6* (* = 1,2) |
| CpASC = 0x5* (* =1,2) |
Individual response
)
Node

. Node
(Having a target obJ@but no property)

Non-processable

Sz;\gze Application service content Symbol Remarks
CpASC =60
0x50 Propfarty”value write “process not CpSetl_SNA progess,,not
possible” response (1) possible” response
(1)
CpASC = 61
0x51 Hropfarty”value WrTte “process not CpsSetC_SNA proqessﬂnor
possible” response (2) possible” responsg
(2)
CpASC =62
0x52 Propgrty”value read “process not CpGet_SNA progess”not
possible” response possible” responsg
(3)
Response to be
Ox5F Message length excessive CpOverFlow returned when the
response message
is too long
0x53-
OX5E Reserved for future use
a3
Node (Having a g?ggt property) Node (Having a %?geet property)

@)

| CPASC = 0x6* (* = 1,2),0x74 |

Processable
| CPASC = 0x7 8* (* = 12,A) | "

Individual response

Node
Node (Having a target property)

| CpASC =0x73 |

& >

Individual/general er;dcast

. Node .
(Without a target object)

* (* = 0-2),0x74 |

‘ <No response> "

Figure 32 — Compound service sequence

7.3.2 Property value write request (requiring no response) service

The write request requiring no response (CpASC = 0x60) requests that the APD-stipulated
contents be written into the APC-stipulated properties of the DAOJ-stipulated object. The
order of write operations is not stipulated. The response from a request-processing node is as

indicated below.

e When a processing request for all properties is accepted

no response will be made.
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e When one or more properties relevant to the request do not exist, a processing request to
one or more properties cannot be accepted, or an array property is targeted

a write process not possible response (1) (CpASC = 0x50) will be returned.
e When the object relevant to the request does not exist
no response will be made.

e When two or more identical properties exist in the request message

requests are issued. A response will be made in accordance W|th the processnng
results.

NOTE The order of processes depends on the implementation. Therefore, the resulting final property status and
value also depend on the implementation.

[The message structure of a write process not possible response to a property value write
request (requiring no response) is such that the object code of the request destination
becomes the SAOJ and the object code of the request source becomes-the DAOJ. The OPC
takes the same value as in the request message. For requests (1\-to n) that relate to
nonexistent properties and process requests that are rejected, both thevPDC and APD use the
same values as those used in the write request. For requests related to properties for which
processing requests are accepted, the PDC value is 0x01 and“the APD value is omitted. As
for the APC, the APC in the request message is used as is. If-the target object does not exist,
neither the response nor the process not possible response is returned. An appropriate value
for the OHD must be specified in accordance with the) SAOJ/DAOJ configuration in the
message. Figure 33 shows the relationship between_ a write request requiring no response
and write addition response for situations where Reguest m cannot be accepted. The APC
sequence in the request message must be equal, to the APC sequence in the write process
not possible response message.

ADATA/PADATA for “process not

possible” response to write request 0x01
(requiring no response)
T P T [gloded - o - o]
0x50 Size of Size of Size of Response 1

Response 1 Response m Response n P Response m Response n
ADATA/PADATA for write Processable Non- T Processable
request processable
requiring no response
(requiring no response) F)H# $AQy I HADY ‘A%%‘OP°| PDQ - ’PDCIAPC| ADT| - ’APCI ADT| - ’APC| ADT

C - 0x60 Size of  Size of S \ J S J
Size of
Request 1 Request m Request n Request 1 Request m Request n

Figure 33 —Relationship between write request (requiring no response) and write
process not possible response

7.3.3 .Property value write request (requiring a response) service

The write request requiring a response (CpASC = 0x61) requests that the APD-stipulated
contents be written into the APC-stipulated properties of the DAOJ-stipulated object. The

raderof-writeoperationssnotstiputated—Theresponse fromrarequest-processingnodesas
indicated below.

e When a processing request for all properties is accepted
a write accepted response (CpASC = 0x71) will be returned.

e When one or more properties relevant to the request do not exist, a processing request to
one or more properties cannot be accepted, or an array property is targeted

a write process not possible response (CpASC = 0x51) will be returned.
e When the object relevant to the request does not exist

no response will be made.
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e When two or more identical properties exist in the request message

individual processes will be performed on the presumption that differing requests
are issued. A response will be made in accordance with the processing results.

NOTE The order of processes depends on the implementation. Therefore, the resulting final property status and
value also depend on the implementation.

The message structure of a write process not possible response to a property value write
request (requiring a response) is such that the object code of the request destination

takes the same value as in the request message. For requests (1 to n) that relate~to
nonexistent properties and process requests that are rejected, both the PDC and APD use)the
same values as those used in the write request. For requests related to properties for which
processing requests are accepted, the PDC value is 0x01 and the APD value is omitted. As
for the APC, the APC in the request message is used as is. If the target object does not exist,
neither the response nor the process not possible response is returned. \The message
structure of a write accepted response is such that the object code of the request destination
becomes the SAOJ and the object code of the request source becomes the DAOJ. The OPC
and subsequent values are omitted. An appropriate value for the OHD_must be specified in
accordance with the SAOJ/DAOJ configuration in the messagexFigure 34 shows the
relationships among a write request requiring a response, a write accepted response and a
write process not possible response for situations where request'm cannot be accepted. The
APC sequence in the request message must be equal to the "APC sequence in the write
process not possible response message.

ADATA/!?ADATA for “process not 0x01 0x01
possible” response to write HD| SAOJ | DAOJ Cp |op PDC| -~ PDC| - |PDC|APC APC
request (requiring a response) ;1 |ASC

0x51 Size OF,”Sizeof  Sizeof Response 1 “Rgeoonss R
>< T 1RESPOHSE Response Response Response nesponse
m n

t "
Processable  [Non-

APD | - |APC

rocessable Processablg
g%ﬁgQ/PADATAfOVWF“G |0HD| S:A0;J| DAQJ F%*l@clpoc - |PDC|APC| APD | - |APC| APD | -- APC| APD
(requiring a response) N — 0;(61 Sizeof Size of — C J C
Request Response Sjze of Request Request Request
m Response m n
_x , 001 0x01 M 0x01
ADATA/PADATA for write { A G C
DT RRDATA for IOHD| < :(ﬁAOEJ |ASPC|0P pDC| - - .-
0x71 ize of  Size of Size of  Response 1 Response m  Response

Request Response Response

Figure 34 — Relationship among write request (requiring a response), write accepted
response and write process not possible response

7.3.4 Propertyvalue read request service

[The property‘value read request (CpASC = 0x62) requests that the contents of APC-stipulated
properties)'of the DAOJ-stipulated object be read. The order of read operations is nof
stipulated. The response from a request-processing node is as indicated below.

e_~When a processing request for all properties is accepted

a read accepted response (CpASC = 0x72) shall be used to return all the read
values.

e When one or more properties relevant to the request do not exist, a processing request to
one or more properties cannot be accepted or an array property is targeted

a write process not possible response (CpASC = 0x52) shall be used to return
the values of the read properties.

e When the object relevant to the request does not exist
no response will be made.

e When two or more identical properties exist in the request message
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individual processes will be performed on the presumption that differing requests
are issued. A response will be made in accordance with the processing results.

NOTE The order of processes depends on the implementation. Therefore, if two or more property states are read,
the resulting final status depends on the implementation.

The message structure of a read process not possible response is such that the object code
of the request destination becomes the SAOJ and the object code of the request source
becomes the DAOJ. The OPC takes the same value as in the request message. For requests
(1 to n) that relate to nonexistent properties and process requests that are rejected, the PDC
value is 0x01 and the APD value is omitted. For requests related to properties for which
processing requests are accepted, the read value is set in the APD and the total number)of
APC and APD bytes is regarded as the PDC. If the target object does not exist, neither'the
response nor the process not possible response is returned. The message structure of a read
accepted response is such that the object code of the request destination becomes)the SAOJ
and the object code of the request source becomes the DAOJ. The read valué’is set in the
APD and the total number of APC and APD bytes is regarded as the PDC{-An appropriate
value for the OHD must be specified in accordance with the SAOJ/DAQJ configuration in the
message. Figure 35 shows the relationships among a read request, a read accepted response
and a read process not possible response for situations where request’m-cannot be accepted.
The APC sequence in the request message must be equal to the ARPC sequence in the read
accepted response and read process not possible response messages.

0x01

ADATA/PADATA for = 3
read “process not )OHDI SAOJ| DAOJ AS% OP PDC PD PDC|APCIAPD | - APC| APD
possible” response ¢ ) J

0x52 4 Size of Size of Response1 Res onse Res onse
>< Response 1 Response I%Z:pgfnseT i Non- P

Processable processable T Processable
ADATA/PADATA for

read reques FHDI SAOJ | DAOJ |ASC OP PDC . . CAPC . .

0x62 Size of Sizeof Size of Reduest1 Request Request
Request 1 Response Response m n

ADATA/PADATA f
read ‘accepted” )o D| SAOJ| DAOJ | ASC|OPCL_ES] H PDC APC| APD | - ‘APC| APD‘ ‘APC APD‘
response i i
Size of . Resoon
0x62 gggu%fsﬂ Response Size of Response 1 Response Response
Response n

n

Figure 35 — Relationshipramong read request (requiring a response), read accepted
respohse and read process not possible response

As is obvious from- Eigure 35, the read accepted response message is longer than the read
response message+’ Therefore, the maximum permissible message length may be exceeded
when an attempt-is made to return all the property values that are read in compliance with the
request. In Guch a situation, a response will be made using the message length overflow
service code (CpASC = 0x5F). In this case, the responding side can determine the number of
propertyvalues to be returned. However, the sequence of such properties must be the same
as insthe request message.

795 p ! ificati .

The property value notification (CpASC = 0x73) reads the contents of APC-stipulated
properties and reports them to the DAOJ-stipulated object. When the DAOJ is not contained
in the message, it is a notification to nodes. Either individual or broadcast can be selected for
addressing purposes. The order of property value notifications is not stipulated. Nodes
receiving this message will not return a response.
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ADATA/PADATA for property T 1 i C
value notification FHD| SAQJ | DAOJ AS% Opq PDC PDC APC| APD ‘ ---‘APC APD ---‘APCl APD
0X73  size of S'Ze of  Sizeof ~Notification  Notification  Notification
Notification Notification Notification content 1 contentm content n

content 1 content2 content n

Figure 36 — Notification request

7.3.6 Property value notification (fequiring a response) Service

[The property value notification requiring a response (CpASC = 0x74) reads the conteats~off
APC-stipulated properties and reports them to the DAOJ-stipulated object. When the, DAOJ is
not contained in the message, it is a notification to a node. Only individual is ayailable for
addressing purposes. The order of property value notifications is not stipulated. The response
from a node receiving this message is as indicated below.

e When a notification is accepted

a property value notification response (CpASC = 0x7A) will b€ returned.
e When the DAOJ-stipulated object does not exist

no response will be made.

The message structure of the notification response is suchithat the object code of the request
destination becomes the SAOJ and the object code of the request source becomes the DAOJ.
The OPC takes the same value as in the request message. An appropriate value for the OHD
must be specified in accordance with the SAOJ/DAQJ, configuration in the message. Figure 37|
shows the relationship between the property valuge hotification (requiring a response) service
and property value notification response service. The APC sequence in the property value
notification request service message must be equal to the APC sequence in the property
value notification response service message:

ADATA/PADATA for T 1 T 1
notification |OHD| SAQJ | DAOJ |AcsﬂngDC ﬂ "'|PDC APC| APD
(requiring a response)

oxX74 . ’ —
S f Size of Size of
>< l{l%temganon Notlﬂcatlon Notlflcat|on 11\lot|f|cat|on Notification Nonﬂcahon

o APC| APD| |APC| APD
C

x01 x01 Ox
ADATA/PADATA for \% c
notification IO D| SAO.% OJ |AS%|OP(1 PDC| *°* PDC o o o
(requiring a response)
0x7A Size of Size of Response 1  Response m Response n
Response Response Size of
1 Response

Figure 37 — Relationship between property value notification (requiring a response) and
property value notification response

7.4 _Access limitation

Detail' of access limitation function is described in ISO/IEC 24767-2. This function may be
implemented. In data link secure communication, access to the properties of the application
object of the requested party is limited based on the authentication level of the application
object of the requesting party. In the node of the requesting party, access is limited in a
different manner by the application object of the requested party.

There are four levels of authentication:
e supervisor authentication;

e user Level authentication;

e maker level authentication;

e service provider level authentication.
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Data link secure communication includes the following five access limit levels corresponding
to the four authentication levels listed above and cases of no authentication. Not all access
limit levels need be supported in the mounting mode.

e Access limit level when inhabitant changes access rules for device (supervisor level):
Access is permitted only to objects with supervisor authentication.

e Access limit level to device used by inhabitant (user level): Access is permitted only to
objects with user level authentication.

Apocacalinait lav,al ¢+ darie a
TYWOU T IS It ICveT to- o vIictT 1o

maker level authentication.

M Acpaca da naoroaitt Al alvt hicectawith
- T WO TSS 1o PoTTmtCyT Ty O~ OUJCOtSvvithT

e Access limit level to application user entrusted by the inhabitant (service providercevel):
Access is permitted only to objects with service provider level authentication.

e Access limit level without authentication (anonymous level): Access is permitted from any
object, without authentication.

Access rules corresponding to each access limit level are determined pand set when the
device is developed or when system operation is designed during the .installation of each
application object mounted on the node. Thus, access to the application object side of the
requested party by the application object of the requesting party is limited by the self-
requesting authentication level. This results in a different view of:the application object of the
requested party. The present version does not stipulate¢ acCess rules with individual
application objects. The node on the request-receiving, side must be authenticated by
separately controlling the key by access limit level and by authentication key index. This
means that, for example, if a number of service providers are controlled, the node must
separately control and authenticate each service provider. In addition, authentication must be
performed individually by the application object of the)requesting party.

8 Application object

8.1 General

The AOJs (application objects) are-ifitroduced with two objectives: first, compartmentalization
of functions of devices connected*to the network; and second, modelling of communication
between devices to enable application software developers to utilize the communication
whenever possible without.concern for detailed specifications. The AOJs are processed in the
communications processing block. Control content exchanged in communications can be
classified into four types! those relating to functions unique to each device; those relating to
data profiling something other than the functions unique to each device; those relating to
object communication operations; and those relating to service middleware functions. All of
these are specified as objects and control and data exchange were achieved to enable their
manipulation) The AOJs consist of four types:

e devi€e)objects;
e ptofile objects;

eL~communications definition objects;

e service objects.

Each node shall implement a device object for at least one representative device. The various
unique functions possessed by a node are represented as APCs. Reading or writing the APC
in the relevant node operates the device. It was assumed that each node would have more
than one device object of the same type (e.g., two human detection sensor objects in the
same node) and that identification could be performed by stipulating a specific code. It was
assumed that the various communications-related settings and status confirmations could be
carried out by application software as AOJ operations. Table 8 shows an example for the
items of the application object. Each property has APC, ADT and access rule, etc. Non-array
and array type are defined in ADT. Array type is a group of element data. Element data is
pointed by element number. Data type and size and content of ADT are defined for each

property.
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Table 8 — Format of the application object

ADT( Property A
content) nnounce
Property APC Data type D_ata Acc:ess Required status Remarks
name Value range size rule change
(decimal)
Operating 0x80 Shows ON/OFF Unsigned 1 Set
status status
char Byte
ON=0x30, Get
OFF=0x31

8.2 Types of objects
8.2.1 Device objects

Device objects are for the device operation functions of application objects to facilitate status
confirmation and control between devices via communications. Device object' data reside in
the communications middleware, but the operation functions themselves reside in the
application software block. The communications middleware manages’/ instance ADT and
manages and processes operations related to property communications. Device objects is
used to refer to all objects, such as air conditioner objects and réfrigerator objects, with the
object definitions for such objects to be specified separately andlindividually as classes. In a
single appliance node, more than one device object may be. defined. Each device object
defines both properties to be used in each class and seryices corresponding to the content
and properties. Device objects are classified as below.
e Sensor-related device class group

visitor sensor, call sensor, condensation sensor, etc.
e Air conditioning-related device class group

home air conditioner, cold blaster, electric fan, ventilation fan, etc.
e Housing-related device class group

electrically operated shade, electrically operated shutter, off peak electric water
heater, hot water generator, electric energy meter, etc.

e Cooking/housework-related. device class group

coffee machine, coffee mill, electric hot water pot (electric thermos), electric stove
toaster, juiCer, food mixer, food processor, refrigerator, combination microwave
oven (electronic oven), etc.

e Health-related\device class group

weighing machine, clinical thermometer, blood pressure meter, etc
e Managentent and control-related device class group

portable(mobile) terminal, controller, etc.

o ~AV-related device class group
T\/’ QII{'“I‘\, n\/n’ etc

Detailed specifications for the objects shown here are not described in this standard.

8.2.2 Profile objects

Node profile data, such as node operating state, manufacturer data and the device object list,
are specified to enable manipulation (read/write) by application software and other nodes. In
these specifications, the term profile objects will be used as a blanket term to refer to various
profile classes, such as node profile objects, router profile objects and protocol difference
absorption processing section profile objects, with detailed specifications to be provided
individually. Like the device objects, profile objects define application properties to be used in
each class and services corresponding to the content and properties thereof. Operations on
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the various profiles of a node are performed by manipulating (reading/writing) these profile
objects. It is possible to set, control and confirm the status of the node profiles by
manipulating (i.e., by reading/writing) these profile objects. Detailed specifications for the
objects here are not described in this standard.

8.2.3 Communications definition objects

Communications definition objects is the blanket term used to refer to all objects specified
with the objective of manipulating the communications-based operations of device objects,
profile objects and Service objectis. Specifications will be provided 1or each class of device
objects and profile objects and service objects (e.g., air conditioner communications definition
object and node profile communications definition object). It is possible to gentrol
communications operations when manipulating the properties of individual device,objects,
profile objects and service objects by manipulating (i.e., by reading/writing) these
communications definition objects. Operations specified by the communications definition
objects are shown below.

e Status notification method setting
e Indicates whether or not to notify upon a change in property content status

e Indicates whether or not to periodically notify property content(status (includes notify time
elapse setting)

e Indicates recipient of notification

e Control reception method setting

e Indicates sender node to receive Set service

e Action information setting

e Indicates action information for equipment linkage
e Trigger information setting

e Indicates trigger information for equipment linkage

Detailed specifications for the objects-shown here are not described in this standard.

8.2.4 Service objects

Functions to be disclosed to the network based on service middleware functions are modelled
and the class specifications are defined as service objects. They are provided to enable
operation of service"middleware from other devices via the network. Detailed specifications
for the objects shown here are not described in this standard.

8.3  Application property value data types

The APD_is'expressed as an unsigned integer when the value is a non-negative integer value.
It is expressed as a signed integer when the value is an integer value containing negatives.
\When the value is a small value, it is handled as a fixed point type; when it is a non-negative
small value, it is treated as an unsigned integer; and when it is a small value containing
negatives, 1t is treated as a signed integer. Data types and sizes are specified individually for
each property. Although property data size is specified individually for each property, property
value data of 2 bytes or larger comprises communication middleware data as APD beginning
from the most significant byte.

8.3.1 APD range
APD range is defined below.

e When the actual device property value operating range corresponding to the APD s
smaller than the APD definition range and the actual device property value assumes the
upper or lower limit value, the upper or lower limit value of the operating range is
considered to be the property value. Assuming that the property definition range is 0x00 to
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OxFD (0 °C to 253 °C) and the corresponding actual device operating range is 0x0A to
0x32 (10 °C to 50 °C), when the actual device property value is the upper limit (50 °C) of
the operating range, the upper limit value 0x32 (50 °C) of the actual device operating
range is considered as the property value and when the actual device property value is
the lower limit value (10 °C), the lower limit value Ox0A (10 °C) is considered to be the
property value.

e When the actual device property value operating range corresponding to the APD is larger
than the APD definition range and the actual device property value assumes a value
outside the APD definition range, a code showing an underflow or overflow becomes the
property value. Assuming that the APD definition range is 0x00 to OxFD (0 °C to 253 °€)
and the corresponding actual device operating range is =10 °C to 300 °C, when the actual
device property value assumes a value below the APD definition range, the underflow
code OxFE becomes the property value; when the actual device property value assumes a
value above the APD definition range, the overflow code OxFF becomes the’ propertyj
value.

Table 9 shows the underflow and overflow codes for each data type.

Table 9 — Data types, data sizes and overflow/underflowcodes

DATA type DATA size Underflow ~ . Overflow
signed char 1 Byte 0x80 Ox7F
Signed short 2 Byte 0x8000 Ox7FFF
signed long 4 Byte 0x80000000 Ox7FFFFFFF
unsigned char 1 Byte OxFE OxFF
unsigned short 2 Byte OxFFEE OxFFFF
unsigned long 4 Byte OxFFFFEFFE OxFFFFFFFF

A property that is not defined as a property, that must have a status change announcement
function may also transmit a property value ngtification service message upon a change in the
property value. This message does not.have to be sent in the form of an intra-domain
simultaneous broadcast.

8.3.2 Class-specific mandatory,properties

The properties defined as the “mandatory properties for specific classes in the property]
specifications.

8.3.3 Properties that' must have a status change announcement function

Any property may\transmit a property value notification service message at any time. However
the implementafion of a property defined as a property that must have a status change
announcemenifunction in the property specifications in this clause requires the incorporation
of a function to send a property value notification service message in the form of an intra-
domainssimultaneous broadcast upon a change in the status (property value) of that property.
This tahnouncement is not required for a node start-up, as it is not to be considered as a
property status change. A property that is not defined as a property, that must have a status
change announcement function may also transmit a property value notification service
message upon a change in the property value of the property. This message does not have to
be sent in the form of an intra-domain simultaneous broadcast.

8.3.4 Array

Properties can be in the form of an array. Array elements are stipulated by an array element
number, which ranges from 0x0000 to OxFFFF. Array elements may be non-contiguous. The
data type of each array element must be unique within a property. See Figures 38 through 43
for examples of array elements.
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(Example) Array element 0x0000 0x0001 0x0002 0x0004 0x0005 0x0007
numbers

0x12] [0x23| |0x34|: %Ox41 0x42] : 0x52

The array element numbers 0x0003 and 0x0006 do not exist.

Figure 38 — Example of array element numbers 1

For the property value element-stipulated write service (ASC = 0x64, 0x65), property|value
element-stipulated read service (ASC = 0x66), property value element-stipulated natification
service (ASC = 0x67) and property value element-stipulated deletion service (ASE€ = 0x6A,
0x6B), the response not possible is returned if the array element does not exist, Ih/the case of
the property value element-stipulated addition service (ASC = 0x68, 0x69),{the process not
possible response is returned if the array element already exists. The property value element-
stipulated deletion service deletes a specified array element but does~not shift subsequent
elements forward.

(Example) Array element 0x0000 0x0001 0x0002 0x0004  0x0005. 0x0007
numbers

0x12| |0x23| |0x34|; i [Ox41| 40x42] i |0x52

ﬂ Array elementfNo:\0x0001 is deleted.

0x0000 0x0002 0x0004 0x0005 0x0007

0x12] i i [0x34 | i [Ox41| |Ox42] i |0x52

Figure 39 — Example of array element number 2

The property value element addition-service (ASC = 0x6D, Ox6E) does not specify the array
element number to which an element addition is to be applied.

(Example) Array element 0x0000 0x0001 0x0002 0x0004  0x0005 0x0007
numbers

0x12( | 0x23| | O0x34 Ox41| |0x42 0x52

ﬂ Array element addition (value = OxFF)

0x0000 0x0001 0x0002 0x0004 0x0005 0x0006 0x0007

0x12| |0x23| [0x34 0x41] |0x42||OxFF|[ |0x52

d

4
The array element number to which the addition
is to be applied depends on the implementation.

Figure 40 — Example of array element number 3

In the case of the property value write service (ASC = 0x60, 0x61), the data is written (in the
form of a lump write) into elements of the array property specified by the EPC; with each data
piece occupying one element. The data pieces are written sequentially, starting with array
element No. 0x0000 until all of them have been written or the highest array element number
of the array property has been reached. In the latter case, the excess part of the data is
discarded. Data shall not be written into areas that do not have an array element.
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(Example) Five values (0x01, 0x02, 0x03, 0x04 and 0x05) are written into an array property
whose highest array element number is 0x0007.

Array element numbers 0x0000 0x0001 0x0002 0x0004 0x0005 0x0007
0x12| [0x23] [0x34 0x41| [0x42 0x52
ﬂ 0x0110x02T0x0310x04T0x05] Example of write data array
0x0000 0x0001 0x0002 0x0004 0x0005 0x0007
0x01| [0x02] [0x03 0x04| [0x05 0x52

The 5 values are written into the first 5 elements, skipping the area that has no array element.

Figure 41 — Example of array element number 4

(Example) Ten values (0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09 and 0x0a) are
written into an array property whose highest array element numberlis)0x0007.

Array element numbers  0x0000 0x0001  0x0002 0x0004 0x0005 0x0007
0x12| |0x23| [0x34 i [0x41] [0x42 i |0x52
ﬂ 0x01[0x02 [ 0x03 | 0x04 | 0x05 [ 0x06 [ 0x07 | 0x08 | 0x09 | 0x0a
0x0000 0x0001 0x0002 0x0004 0x0005 0x0007 Example of write data array

0x01] |0x02( [0x03 §0x04 0x05 0x52

NOTE The values are written sequentially, skipping the areas that have no array element, until the highest array|
element number has been reached.

Figure 42 — Example of array element number 5

In the case of_the property value read service (ASC = 0x62), elements of the array property,
specified by~the EPC are read sequentially (a lump read), starting with array element No.
0x0000 untils all values have been read, the highest array element number of the array
property{has been reached or the size of the data has reached the maximum size permitted
for transmission.

Array element numbers 0x0000 0x0001 0x0002 0x0004 0x0005 0x0007
0x12| |0x23| [0x34 0x41| |0x42 0x52
ﬂlump read
Iread data array 0x12]0x23 [ 0x34 | 0x41 | 0x42 [ 0x52

Figure 43 — Example of array element number 6
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9 Communication processing block state transitions

9.1 General

The description of communication processing block state transition in this clause enables the
application software to determine the operating status of communication processing block.
Shaded events in the Figure 44 indicate requests from application software by API described
in B.2. The term fault notice in the Figure 44 refers to the detection of an error in the
communications processing block. The communications processing block remains in the
normal operafion state even when an upper-Tayer error (applicaiion software error) or Tower]
layer error (media transmission layer on software error) is detected. 9 state transitionscare
defined. The functions referred to in this clause are described in detail in B.2.3.

9.2 State transitions

O state transitions — halt, cold start (1), cold start (2), cold start (3)y¢ warm start,
communication stop, normal operation, temporary halt and error stop — are defined below.

9.2.1 Halt state

This is the state prevailing after power ON and waiting for the ipstruction for initiating a cold
start (1), cold start (2), cold start (3) or warm start process.

9.2.2 Cold start (1) state

This is the state prevailing during a start process performed with the house code data, node
address and NetlD discarded and initializing various parameters within the communication
processing block. Function “MidInitAll” invokes ¢ca status change from the halt state. It is
requested that the lower layer furnishes a node address when the lower-layer house code
data and node address are successfully discarded and updated, then it is requested that the
lower layer starts the communication and then searches the default router within the subnet to
acquire a NetlD, sets NetID to 0x00 if the default router is not found. It is switched to the
communication stop state when a series of processes ends normally or switched to the halt
state if the processes are not successfully completed.

9.2.3 Cold start (2) state

This is the state prevailing during a start process performed with node address and NetID
discarded and initializing various parameters within the communication processing block.
function “MidInit” invokes a status change from the halt state. It is requested that the lower
layer furnishes a“node address when node address is successfully discarded and updated,
then it is requested that the lower layer starts the communication and then searches the
default routef-within the subnet to acquire a NetlD, sets NetID to 0x00 if the default router is
not found.\Itis switched to the communication stop state when a series of processes ends
normally’or switched to the halt state if the processes are not successfully completed.

9:2.4 Cold start (3) state

This is the state prevailing during a start process performed with NodelD and NetID discarded
and initializing various parameters within the communication processing block. Function
“MidReset” invokes a status change from the halt state. A new NodelD is requested when
previous NodelD and NetID are successfully discarded, then it is requested that the lower
layer starts the communication and then searches the default router within the subnet to
acquire a NetlD,sets NetID to 0x00 if the default router is not found. It is switched to the
communication stop state when a series of processes ends normally or switched to the halt
state if the processes are not successfully completed, for example, if the lower layer does not
retain a node address.
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9.2.5 Warm start state

This is the state prevailing during a start process performed with NodelD and NetID retained.
Function “MidStart” invokes a status change from the halt state. A NodelD currently
possessed by the lower layer is requested and acquired from the lower layer, then it
compares the new NodelD acquired from the lower layer against the current NodelD and
switches to the halt state if they do not match. It is requested that the lower layer starts the
communication and then searches the default router within the subnet to acquire a NetID and
sets NetID to 0x00 if the default router is not found. It is switched to the communication stop
state—-whena-series—of preocesses—ends—hormatyorswitched-to-thehaltstate—ifFtheprocesses
are not successfully completed, for example, if the lower layer does not retain a NodelD. It'is
requested that the lower layer starts communication and searches the default router withinithe
subnet to acquire a NetID when the NodelDs match and switch to the Halt state, if the newly
acquired NetlD does not match the currently possessed NetID. It is requested that the NetID
possessed by the communications processing block is used as a new NetID if the default
router is not found. It is switched to the communication stop state when a series of processes
ends normally or switched to the halt state if the processes are not successfullyycompleted.

9.2.6 Communication stop state

This is the standby state ready for communication with the datalink address determined.
“MidRequestRun” invokes a status change to the communicationteperation state. In this state,
it does not accept the communication or object operation precess request from application
software. It is switched to the halt state when the possessed NetID is rewritten.

9.2.7 Normal operation state

This is the state in which the communication or object operation process can be performed in
compliance with a request from application software. It is switched to the halt state when the
possessed NetID is rewritten.

9.2.8 Temporary halt state

This is the state in which no communication or object operation process is performed and no
communication process request.isiissued to the lower layer.

9.2.9 Error stop state

This is the state in whichyCommunication is stopped due to an abnormality.
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https://standardsiso.com/api/?name=e2fbbf637dee0f44f158b92e0a3676d3

14543-4-1 © ISO/IEC:2008(E) -51 -

Annex A
(informative)

Guidelines for application design

A.1  System architecture
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scope of each system. System A is manufactured by vendor A and contains four devicés)
System B is made by vendor B and also contains four devices. As shown in Figure A.1,(each
system has a controller that is responsible for central management of the operating data for
each device. In the descriptions that follow in this clause, the terms controller and*device
signify nodes having these functions and do not limit implementation by actual products. A
given node may incorporate the functions of both a controller and a device.

Domain
System A System B\GJ
1,
Controller Controller
\\
o/ S \I \ O
Device @ Device
D V’I&\Q O
O g O Device
Device O @ Device

Device

Figure A.1 — System configuration for distributed management system

Unless otherwise-specified, the system architecture, which consists of the relationships and
division of functions between the controllers and various devices, has the following division of
roles and functions.

e Each'device and controller are designed to achieve a high degree of independence. This
prevents the obstruction of development by devices and controllers (system) and also
prevents controller malfunctions from impacting device operation.

e Operafing data for each device is collected with the device acling as a server and the
controller as a client. To the extent that it does not interfere with device operation or data
security, devices actively disclose operating data and attempt to utilize it effectively in the
system. Controllers guarantee the external security of the data for each device.

e Aside from cases in which the controller restricts its own operation, each device in
principle operates independently and with no awareness of the controller. However, when
the controller generates an operation restricting device operation, devices manage it and,
in the case of a controller malfunction, independently remove the restriction to assure safe
operation.
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e When a single device is operated by a number of controllers, the system must be
designed to maintain consistency and to prevent hunting, etc.

Example 1: Use of a controller with proxy functions

A specific controller centrally manages the devices under its control and uses a proxy
function to display these devices to other controllers as virtual device objects, which can
be accessed by the other controllers. Thus, controller operations are issued to devices
after consistency is assured by a controller application having proxy functions.

Example 2: Use of a communications lock mechanism

By locking the communications channel of the device requiring consistency\from a
specific controller, it is possible to prevent the device from receiving commands from
other controllers while the lock is active.

e Group device actions (including linked operation) are managed by rcentrollers without
regard to devices.

e Inside the system, the range within which data can be communicated is treated as a
domain and therefore domain identification is not necessary at the application level.

e The system design assumes a multi-access network. To enable applications to perceive
the network as being multi-access, it should incorporate the processing required for each
lower-layer medium into the appropriate protocol differ€nce absorption layer.

A.2 System entry, exit, registration and delétion

The existence of each node is defined as follows within the domain. In this clause, entry and
exit concern the definition of a node’s reason for existence at the network level, while
registration and deletion concern the definition of a node’s reason for existence at the
application system level.

e Entry

State in which a node is connécted to the network and communications is possible, i.e., the
application objects can besaccessed. Entry refers to this state. New entry refers to the
acquisition of a data link address, which involves five processes.

Node address determination

T Q

NodelD determination

Q O

Data link<@ddress determination

D

)
)
) NetID determination
)
)

Broddcasting data link address to the domain

Re<entry refers to entering with node profile data from a previous entry (i.e., entering with
data stored from before exit)

e Exit

State in which a node is removed from the network (includes power-down) and in which
communication is impossible, i.e., Application objects cannot be accessed.

e Registration

Act of storing given node application data and data link address in the system as sets of
defined APCs and APDs in the node profile. Application data are the set of existing AOJs, the
list of existing APCs for individual existing AOJ and unique identifier data which are uniquely
assigned for each node and stored in the each node’s memory.
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e Deletion

Act of deleting the node data and data link address from the system. Deleted from instance
list or linked data of some node. Unrelated to physical entry status.

A.3 Confirming the node existence

It is sometimes desirable for various nodes to confirm or monitor the existence of a given
mode. Possibte Teasons includethefottowitg:

e when the nodes are in a mutual control relationship, necessitating a change in céntrol
when one of the nodes does not exist;

e when there is an immediate need to detect an error, change control and display it to the
user.

Notification of node entry within the domain is performed by broadcastingy. After entry, the
function of managing whether or not exit has occurred is defined as.the communications
partner management function. The communications partner management function uses the
possibility of communications to determine whether the communicatiens partner node is in a
state of entry or exit with respect to the network. Management methods are below.

e A managing the node performs arbitrary communications to’a managed node with arbitrary
timing and decides entry/exit status based on the respofise’received.

e A managing node performs arbitrary communications/to a managed node with periodic
timing and decides entry/exit status based on the.response received.

e A managing node sets a communications definition for arbitrary property access with the
objective of communications partner management with a managed node and decides
entry/exit status based on the results of thiss<communication.

e A managing node decides entry/eXit status based on the results of ordinary
communication with a managed node(i.e., not solely with the objective of communications
partner management). It need, not be the type of communication specified in the
communications definition, such’as notification or periodic communications.

It does not require the special~type of communication called heartbeats. Each application
system achieves the aforementioned objectives using one of the above methods.
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Annex B
(informative)

API functions

B.1  API function for transport and network layer
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B.2 API functions for application layer

B.2.1 General

B.2 describes the basic API function for application layer for C (ANSI) language.The detail
basic APIs are specified because the specifications are intended to securé.interchangeability,
of the communication middleware from the viewpoint of the application software developer.
The basic API functions to be specified for C language are based on the following
assumptions. This does not mean that the setting and use of functions other than those
specified in this annex are prohibited.

e An 8-bit to 32-bit C-language-compatible microcomputer

e An operating system such as Windows ™ 2 or pITRON ™ 3

The basic API functions for other languages will be spécified in the future.

B.2.2 Constant specifications

In this subclause, specifications of the constants to be used as labels of return values and
data types are described. In subsequent-subclauses, the label names shown in this subclause
are used to describe detailed function specifications. Constants shown here are of the
following seven types:

e function return value;

o ID type;
e ASC code;
e data type;

e access rule;
e communication middleware status;
e announcement specification at state transition.

[label names are indicated for reference. If the correspondence is clear, other
label names may be usable. The respective details are shown below.

() Functiom returmvatues

EAPI_NO_ERROR : 0 (Success in processing)
EAPI_SYSCALL : 1 (System call error)
EAPI_NOMOREOPEN : 2 (Session-number over)

2 Windows™ is the trade name of a product supplied by Microsoft Inc. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO or IEC of the product
named. Equivalent products may be used if they can be shown to lead to the same results.

3 UITRON is the specification of a real time operation system which was developed by the TRON project. This
information is given for the convenience of users of this document and does not constitute an endorsement by
ISO or IEC of the product named. Equivalent products may be used if they can be shown to lead to the same
results.
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EAPI_NOTOPEN
EAPI_ILLEGAL_PARAM
EAPI_NOTFOUND
EAPI_NOTFOUND_NODE
EAPI_NOTFOUND_OBJ
EAPI_NOTFOUND_APC
EAPI_EXIST
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: 3 (Session not opened or not started)
: 4 (lllegal parameter)

: 5 (Specified target not found)

: 50 (Control device not found)

: 51 (Control object not found)

: 52 (Control property not found)

: 6 (Specified target exists)

EAPT EXIST _NODE
EAP|_EXIST_OBJ
EAPI_EXIST APC
EAPI_EXIST_MEMBER
EAPI_NORESOURCE
EAPI_NOCONDITION
EAPI_NODELETE
EAPI_TIMEOUT
EAP|_DATASIZE_EROR
EAPI_NOTSEND
EAPI_MEMBER_APC
EAPI_NOTMEMBER_APC
EAPI_NOTFOUND_MNO
EAPI_MID_ERROR
EAPI_PRO_ERROR

EAPI_LOW_ERROR
EAPI_NORECEIVE
EAPI_ETC_ERROR
(2) ID types
APIVAL_NODE_KIND
APIVAL_EA_KIND

APIVAL BROAD KIND
(3) ASC codes

: 60 (Control device exists)

: 61 (Control object exists)

: 62 (Control property exists)

: 63 (Control element exists)

: 7 (Insufficient resource)

: 8 (Uncontrollable)

: 9 (Delete disable)

: 10 (Communication timeout)

: 11 (Data size error)

: 12 (Data not sent)

: 13 (Array element property)

: 14 (No array element property)
: 15 (Array*element not found)

: 16, (€ommunications Processing Block error)
: 17, (Protocol difference absorption

processing block error)

: 18 (Low-order communication module error)
: 19 (No receive data)
: 20 (Other error)

: 0 (Device ID)
: 1 (Data Link Address)
: 2 (Broadcast)

ASC_Setl : 0x60 (Request for writing a property value not requiring a
response)

ASC SetC : 0x61 (Request for writing a property value requiring a
response)

ASC_Get : 0x62 (Request for reading a property value)

ASC_INF_REQ : 0x63 (Request for notifying a property value)

ASC_Seivi — UX64 (Request for writing a property value of element
specification not requiring a response)

ASC_SetMC : 0x65 (Request for writing a property value of element
specification requiring a response)

ASC_GetM : 0x66 (Request for reading a property value element
specification)

ASC_INFM_REQ : 0x67 (Request for reporting a property value element
specification)

ASC_AddMI : 0x68 (Request for adding a property value element

specification requiring no response)
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ASC_AddMC : 0x69 (Request for adding a property value element
specification requiring a response)

ASC_DelMI : Ox6A (Request for deleting a property value element
specification requiring no response)

ASC_DelMC : Ox6B (Request for deleting a property value element
specification requiring a response)

ASC_CheckM : Ox6C (Request for checking a property value element
specitication)

ASC_AddMSI : 0x6D (Request for adding a property value element
requiring no response)

ASC_AddMSC : Ox6E (Request for adding a property value element
requiring a response)

ASC_Set Res : 0x71 (Response to a property value write)

ASC_Get_Res : 0x72 (Response to a property value read)

ASC_INF : 0x73 (Notice of a property value)

ASC_INF_AREQ
ASC_SetM_Res

ASC_GetM_Res

ASC_INFM
ASC_INFM_AREQ

ASC_AddM_Res

ASC_INF_Ares
ASC_DelM_Res

ASC_CheckM_Res
ASC_INFM, Ares

ASC-AddMS_Res
ASC” Setl_SNA

ASC_SetC_SNA

: 0x74 (Request for confirming a ptoperty value notification)
: 0x75 (Response to a property-value element specification

write)

: 0x76 (Response to a praoperty value element specification

read)

: Ox77 (Notice of a-property value element specification)
: 0x78 (Request for confirming a property value element

specification>notification)

: 0x79 (Response to a property value element specification

addition)

: OX7A (Response to a property value notification check)
:L0x7B (Response to a property value element specification

deletion)

: 0x7C (Response to a property value element specification

existence check)

: Ox7D (Response to a property value array specification

notification check)

: OX7E (Response to a property value element addition)
: 0x50 (Negative response to a property value write

request)

: 0x51 (Negative response to a property value write

request)

faYVl ~La WA N |
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ASC_INF_SNA
ASC_SetMI_SNA

ASC_SetMC_SNA
ASC_GetM_SNA

ASC_INFM_SNA

OUXOZ \Ncyativc TCSPUTIST toa plupci't_y vatte lcad)
: 0x53 (Negative response to a property value notification)
: 0x54 (Negative response to a property value element

specification write)

: 0x55 (Negative response to a property value element

specification write)

: 0x56 (Negative response to a property value element

specification read)

: 0x57 (Negative response to a property value element

specification notification)
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ASC_AddMC_SNA
ASC_DelMI_SNA

ASC_DelMC_SNA
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: 0x58 (Negative response to a property value element

specification addition)

: 0x59 (Negative response to a property value element

specification addition)

: Ox5A (Negative response to a property value element

specification deletion)

: Ox5B (Negative response to a property value element

ASC_CheckM_SNA
ASC_AddMSI_SNA

ASC_AddMSC_SNA

(4) Data types

specitication deletion)

: Ox5C (Negative response to a property value element

specification existence check)

: O0x5D (Negative response to a property value element

addition)

: Ox5E (Negative response to a property value element

addition)

APIVAL_DATA_SCHAR
APIVAL_ DATA_SSHORT
APIVAL_ DATA_SLONG
APIVAL_ DATA_UCHAR
APIVAL_ DATA_USHORT
APIVAL_ DATA_ULONG
APIVAL_DATA_NOTYPE
(5) Access rule
APIVAL_RULE_SET
APIVAL_RULE_GET
APIVAL_RULE_ANNO
APIVAL_RULE_SETM
APIVAL_RULE_GETM
APIVAL_RULE_ADDM

APIVAL_RULE_DELM
APIVAE_RULE_CHECKM

APIVAL_RULE_ADDMS
APIVAL_RULE_ANNOM

: 0 (signed char)

: 1 (signed short)

: 2 (signed long)

: 3 (unsigned char)
: 4 (unsignéd short)
: 5 (unsigned long)
: 6(No data type)

: 0x0001 (Set)

: 0x0002 (Get)

: 0x0040 (Anno)

: 0x0100 (Element specification setting)

: 0x0200 (Element specification getting)

: 0x0400 (Request for adding an element

specification)

: 0x0800 (Request for deleting an element

specification)

: 0x1000 (Request for checking the existence

of an element specification)

: 0x2000 (Request for adding an element)
: 0x4000 (Request for notifying an element

specification)
(G) CUIIIIIIUII;bdtiUII III;ddicVleU atatua
MID_STS_STOP : 0 (Stop status)
MID_STS_INIT : 1 (Initializing status, completion of initialize
processing)
MID_STS_RUN : 2 (Normal processing status)

MID_STS_APL_ERR
MID_STS_PRO_ERR

MID_STS_LOW_ERR

: 3 (Application error)
: 4 (Protocol difference absorption processing

block error)

: 5 (Low-order communications software error)

(7) Announcement specification at state transition
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: 1 (Announcement)
: 0 (No announcement)

The functions below enable the control of every AOJ with a small number of functions.

Table B.1 - List of basic API functions

No. Function name Name O
1 | MidOpenSession Communications Processing Block operation start request function
2 | MidCloseSession Communications Processing Block operation end request function
3 | MidSetEA Data Link Address setting function
4 | MidGetEA Data Link Address set value getting function
5 | MidGetNodelD Device ID value getting function
6 | MidSetControlVal Communications Processing Block operation information setting
7 | MidGetControlVal Communications Processing Block operation«information getting
8 | MidSetSendEpc . .

Send request function corresponding to ‘the AOJ non-array property
MidExtSetSendEpc
9 | MidSetEpc . )
AOJ non-array property data writé.request function (2)
MidExtSetEpc
10 | MidGetReceiveEpc
AOJ non-array property.read request function (1)
MidExtGetReceiveEpc

11 | MidGetEpc AOJ non-array property read request function (2)

12 | MidSetSendCheckEpc AOJ non-array:property data write check function
MidExtSetSendCheckEpc

13 | MidSetSendEpcM, AOQOJ array property data write request function (1)
MidExtSetSendEpcM

14 | MidSetEpcM AOJ array property data write request function (2)
MidExtSetEpcM

15 | MidGetReceiveEpcM AOQJ array property data read request function (1)
MidExtGetReceiveEpcM

16 | MidGetEpcM AQJ array property data read request function (2)

17 | MidSetSendcheckEpcM AQJ array property data write check function
MidExtSetSendCheckEpcM

18 | MidGetRéeceiveCheckEpc Application Property data read check function
MidExtGetReceiveCheckEpc

19 | MidGetEpcSize Application Property size getting function
20, MidGetEpcAttrib AOJ property attribute getting
21 I"V’:IU\JGLE'JUI“V‘IGIIIII:\ICI ACJ Gllay plupci'ty cula_y G:GIIICIIt ;IIfUIIIIGt;UII uCtt;llB I‘ull\:t;ull
22 | MidCreateNode Control device additional creation function
23 | MidCreateObj AOQOJ additional creation function
24 | MidCreateEpc Non-array Application Property additional creation function
25 | MidCreateEpcM Array Application Property additional creation function
26 | MidAddEpcMember Array Application Property element addition (with element No.

specification) function
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No. Function name Name

27 | MidAddEpcMemberS Array Application Property element addition (without element No.
specification) function

28 | MidDeleteNode Control device deletion function

29 | MidDeleteObj AQJ deletion function

30 | MidDeleteEpc Application Property deletion function

31 | MidDeleteEpcMember Array Application Property specified element deletion function

32 | MidGetState Communications Processing Block status getting function

33 | MidSetRecvTargetList Data receipt notice target list valid/invalid setting function

34 | MidAddRecvTargetList Data receipt notice target list addition function

35 | MidDeleteRecvTargetList Data receipt notice target list deletion function

36 | MidGetRecvTargetList Data receipt notice target list getting function

37 | MidStart Communications Processing Block initialization function

38 | MidReset Communications Processing Block initialization function

39 | MidInit Communications Processing Block initialization‘fdnction

40 | MidlInitAll Communications Processing Block initialization function

41 | MidRequestRun Communications Processing Block operation start function

42 | MidSuspend Communications Processing Block suspension request function

43 | MidWakeUp Communications Processing Block operation restart request function

44 | MidSetSendMulti, Send request function corresponding to the AOJ non-array property (For

MidExtSetSendMulti multiple property control)

45 | MidGetReceiveMulti AOJ non-array property data read request function (3) (applicable to
multiple property,control)

46 | MidSetSecureContVal Secure communication data setup function

47 | Midstop Communication stop request function

48 | MidHalt Comrnunication complete stop request function

49 | MidGetAddressTableDataSize Lower-layer communication software address table data size acquisition
function

50 | MidGetAddressTableData Lower-layer communication software address table data acquisition
function

51 | MidSetMasterRouterFlag Master router notification function

52 | MidGetHardwareAddress Hardware address data acquisition function

53 | MidGetReceiveCheckEpcMuli Multiple Application Property data readout check function

54 | MidGetDevID Lower-layer communication software installation information request
function

55 |MidGetlLastSendError Last send error information acquisition function

B.2.3.1 MidOpenSession
(1) Name
MidOpenSession Communications Processing Block operation start request

(2) Function

function

Opens a session of the communication middleware.

(3) Syntax

long MidOpenSession(short MidNo)
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Explanation [Optional function]

Starts a session with the communication middleware specified in MidNo. When there is
only one communication middleware on the computer, always specify 0 in MidNo. When
more than one communication middleware exists on the computer, use MidNo to specify
the communication middleware to open the session. Use the Midlnit function or start
communication middleware in another way. Call this function before using any API
function other than the Midlnit function.

®)

(6)

(7)

MidNo : [in] Communication middleware No.

Return value

EAPI_NO_ERROR : Success in opening

EAPI_SYSCALL : Communications Processing Block not started:
EAPI_NOMOREOPEN : Number of sessions over.

Structure

None

Notes/restrictions

If session open processing is already completedsexecute this call and the previous
session will be automatically closed.

B.2.3.2 MidCloseSession
(1) Name
MidCloseSession Communications Processing Block operation end request
function
(2) Function
Closes an open session of the communication middleware.
(3) Syntax
long MidCloseSession(void)
(4) Explanation [Optional function]
Jerminates all currently open sessions and releases all communication resources with
communication middleware. Usually, this processing is performed when the DLL is
detached from the process. Accordingly, this function does not need to be called. This
function is called when it is necessary to terminate a session explicitly for some reason.
(5) Return value
EAPI_NO_ERROR : Success in closing
EAPI_NOTOPEN : Non-start (Session not opened)
(6) Structure
None
(7) Notes/restrictions

None
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B.2.3.3 MidSetEA

(1) Name
MidSetEA Data Link Address setting function

(2) Function
Sets the Data Link Address of the self-node and the Data Link Address of another device
underceonirol-onthe-self-nade-

(3) Syntax
long MidSetEA(short node _id, short dev_id, short dla)

(4) Explanation [Optional function]
Sets the node_id of the self-node to 0. In other cases, this function indicates another
device under the control of the Communications Processing Block- This function is used
for data operations on the self-node. The function can be called.at any time during
setting of the Data Link Address.
node_id : [in] Device ID
dev_id : [in] Low-order communications/software 1D

(Valid only for the self-node) When there is one type of low-order
medium, set this parameéter to 0.)

dla : [in] Setting Data Link-Address

(5) Return value
EAPI_NO_ERROR : Success in setting
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_ILLEGAL_PARAM : lllegal node_id or dev_id

(6) Structure
None

(7) Notes/restrictions
None

B.2.3.4 MidGetEA

1) Name
MidGetEA Data Link Address set value acquisition function

(2) Function

®)

(4)

Gets the set Data Link Address.

Syntax
long MidGetEA(short node _id, short dev_id, short *dla)

Explanation [Optional function]

Obtains the set value of the Data Link Address of the self-device or another device under
the control of the Communications Processing Block (only data operations on the self-
node).
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This function can be called at any time during acquisition of the Data Link Address.
node_id : [in] Device ID
dev_id : [in] Low-order communications software 1D

(Valid only for the self-device. When there is one type of low-order
medium, setitto 0.)

dla : [out] Acquired Data Link Address

®)

(6)

7)

B.2.3.5

(1)

()

®)

(4)

Return value

EAPI_NO_ERROR : Success in setting
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_ILLEGAL_PARAM : lllegal node_id

Structure

None

Notes/restrictions

None

MidGetNodelD

Name

MidGetNodelD Device ID value acquisition function

Function

Gets a device ID.

Syntax
long MidGetMachinelD(short dla, short *node_id, short *dev_id)

Explanation [Optional function]

Obtains the/device ID for which the specified Data Link Address is set. When multiple
low-ordef media are mounted on the self-device, the lower-layer communication software
ID is.also obtained. The function can be called at any time during or lower-layer
communication software ID acquisition.

dla : [in] Data Link Address
node_id : [out] Device ID save area
dev_id : [out] Low-order communications software ID save area

Q(/alidfor the self-deviceWhen-there is-one type of low-order

®)

(6)

medium, 0 is saved.)

Return value

EAPI_NO_ERROR : Success in setting
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_ILLEGAL_PARAM : llegal dla

Structure

None
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(7) Notes/restrictions

None

B.2.3.6 MidSetControlVal

(1) Name

MidSetControlVal Communications Processing Block operation information

setting function

(2) Function

Sets the operation information of the communication middleware.

(3) Syntax
long MidSetControlVal(MidControl *m_data)

(4) Explanation [Optional function]

Sets the operation information of the communication middleware being started. The
function can be called at any time during information settifg,

m_data : [in] Communication middleware operation information acquisition
area

(5) Return value

EAPI_NO_ERROR : Suceess in setting
EAPI_NOTOPEN :.Non-start (Session not opened)
EAPI_ILLEGAL_PARAM : lllegal contents of data

(6) Structure
typedef  struct {

short  syng; [* each service transmission function synchronous
mode
0: Non-synchronization mode (A return is made form the

function before completion of a communication. At actual
completion of a communication, send enable status is
recognized by ObjWriteCheck() or ObjWriteCheckM().)

1: Synchronization (A return is made from the function after
transmission completion.)
2: Synchronization 2 (For services requiring a response, a

return is made from the function after completion of the
response.) */

short  sync_timer; /* Synchronization timeout value
(Valid unless sync is 0. The unitis 100 ms.)

When sync is 0, non-synchronization shall be selected.
*l

} MidControl;

(7) Notes/restrictions
In the case of no setting, the initial value shall be as follows:
sync : 0 (Non-synchronization)

sync_timer :0
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B.2.3.7 MidGetControlVal
(1) Name
MidGetControlVal Communications Processing Block operation information
acquisition function
(2) Function
Goats communicationmiddlewara-onaration-information
{s-communication-middieware-operation-information-
(3) Syntax
long MidGetControlVal(MidSetup *midset)
(4) Explanation [Optional function]
Obtains operation information of the communication middleware being.Started. The
function can be called at any time during information acquisition.
Midset : [out] Operation information acquisition area
(5) Return value
EPAI_NO_ERROR : Success in acquisition
EAPI_NOTOPEN : Non-start (Session not opened)
(6) Structure
typedef  struct {
short  sync; /*\Service transmission function synchronous mode */
short  sync_timer; /* Communication synchronization timeout value */
} MidControl;
(7) Notes/restrictions
None
B.2.3.8 MidSetSendEpc, MidExtSetSendEpc
(1) Name
MidSetSendEpc, MidExtSetSendEpc
The send request function corresponding to the AOJ
property
(2) Function
Writes data in non-array Application Property and transmits a service.
(3) Syntax
long MidSetSendEpc (short id_kind, short id, long saoj_code, short daoj_code,
short apc_code, short asc_code, const char * data, short size)
long MidExtSetSendEpc (short id_kind, short id, long saoj_code, short daoj_code,
short apc_code, short asc_code, const char * data, short size,
EXT_CONT *extcont)
(4) Explanation [MidExtSetSendEpc: Optional function]

MidSetSendEpc writes data into the Application Property specified by id, aoj_code and
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apc_code and transmits the service specified by asc_code. This function can be called at
any time at which data are to be written.

MidExtSetSendEpc has basically the same capabilities as MidSetSendEpc. However,
the former can exercise secure communication and other extended setup features over
the data it writes.

id_kind : [in] ID type
ARMAENOBE—KIND—-8-(BevicetB)
APIVAL_EA_KIND : 1 (Data Link Address)
APIVAL_BROAD_KIND: 2 (Broadcast)
id : [in] Device ID, Data Link Address, or broadcast,type
saoj_code : [in] SAOJ (Only 3 low-order bytes are used.)
When SAOJ does not exist, set to -1.
daoj_code : [in] DAOJ (Only 3 low-order bytes(ane used.)
When WAOJ does not exist, set to -1.
apc_code : [in] APC (Only 1 low-order‘byte is used.)
asc_code : [in] ASC code
ASC_Setl : 0x60 (Request forwriting a property value not requiring a
response)
ASC_SetC : 0x61 (Reqliest for writing a property value requiring a
response)
ASC_Get : Ox62(Request for reading a property value)
ASC_Inf Req :-0x63 (Request for notifying a property value)
ASC_INF 7 0x73 (Notice of a property value)
ASC_INF_AREQ::-0x74 (Property value notification check request)
data : [in] Pointer to data contents
size : [in] Data size
extcont : [in] Secure communication option

(5) Returnivalue

EARINO_ERROR : Success in setting
EAPI_NOTOPEN - Non-start (Session not opened)
EAPI_ILLEGAL_PARAM : lllegal id_kind or asc_code
EAPI_NOTFOUND_APC : Property not found
EAPI_DATASIZE_EROR . llegal write data size
EAPI_NORESOURCE . Insufficient resource
Only when id_kind is EA_KIND or

BROAD_KIND
EAPI_NOCONDITION : Uncontrollable property
EAPI_MEMBER_APC : Array element property
EAPI_NOTSEND : Data not sent
EAPI_TIMEPOUT : Communication timeout (in the synchronous

communication mode)
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Array elements cannot be handled.

(6) Structure
None if the secure protocol is not implemented. In case of secure communication, see
below.
typedef struct{
short ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication specified */
short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002—-0xFFFF: reserved for future use */
short authent; /* Access restriction level selection
“authent” data format follows Figure B.1.
b15 | b14 | b13 | b12 | b11 | b10 | b9 | b8 | b7 | b6 | b5 | b4 | b3 | b2¥{ B4 | b0
* | % * * x| % | x | % | x | % | x |* | %, %% [ =
Anonymous Level
User Level
Service Provider Leve| 1
Service Provider Levell 2
Service Provider Leve| 3
Service Provider Leve| 4
Service Provider Leve] 5
Service Provider Leve| 6
Service Provider Leve| 7
' Service Provider Leve| 8
Service Provider Leve| 9
Service Provider Levedl 10
Service Provider Leve] 11
Service Provider Levgl 12
Service Provider Levgl 13
Maker Level
Figure B.1 — Configuration of authentification
short authentication /* Authentication process selection */
long makerKeylndex /* Maker key index */
short makerKeysize  /* Maker key size */
char makerKey /* Maker key storage area */
} EXT_CONT
(7) Notes
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B.2.3.9

(1)

()

MidSetEpc, MidExtSetEpc

Name
MidSetEpc, MidExtSetEpc ~ AQJ property data write request function

Function

Writes data in Application Property.

Writes data in non-array Application Property.

®)

(4)

)

Syntax

long MidSetEpc (short id_kind, short id, long aoj_code, short apc_code, const char*data,
short size)

long MidExtSetEpc (short id_kind, short id, long aoj_code, short apc_code, €onst char*
data, short size, EXT_CONT *extcont)

Explanation [MidExtSetEpc: Optional function]

MidSetEpc writes data into the Application Property specifiedby id, aoj_code and
apc_code. This function can be called at any time at which.data are to be written. It
provides the status notification service only when the data written into the local device is
different from the previous data and the status charnge notification process is enabled.
MidExtSetEpc has basically the same capabilities as MidSetEpc. However, the former
can exercise secure communication and other extended setup features for data to be
communicated externally when it provides the status notification service (only in
situations where the status change qotification process is enabled).

id_kind : [in] ID type
APIVAL_NODE_KIND : 0 (Device ID)
APIVAL_EA KIND : 1 (Data Link Address)
id . [in} Device ID or Data Link Address
aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-order byte is used.)
data : [in] Data setting
size : [in] Data size
extcont : [in] Secure communication option

Return value

(6)

EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFOUND_APC : Property not found

EAPI_MEMBER_APC : Array element property
EAPI_DATASIZE_EROR : lllegal data size

EAPI_ILLEGAL_PARAM : lllegal id_kind

EAPI_ETC_ERROR : Specified extended communication feature

unexercisable

Structure
None if the secure protocol is not implemented.. In case of secure communication, below.

typedef struct{
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short ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication specified */
short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002-0xFFFF: reserved for future use */
short authent; /* Access restriction level selection

(7)

B.2.3.10

(1)

“authent” data format follows Figure B.1.

Notes

Array elements cannot be handled.

MidGetReceiveEpc, MidExtGetReceiveEpc

Name

MidGetReceiveEpc, MidExtGetReceiveEpc
AOJ non-array property data fead request function (1)

Function

Reads data of received non-array Application Propefty.

Syntax

long MidGetReceiveEpc(short id_kind, short’id, long aoj_code, short apc_code,
short buff_size, short asc_code, char*.data, short *data_size, , long *aoj_code2)

long MidExtGetReceiveEpc(shortid: kind, short id, long aoj_code, short apc_code,
short buff_size, short asc_code, char* data, short *data_size, , long *aoj_code2,
EXT_CONT *extcont)

Explanation [MidExtGetReceiveEpc: Optional function]

MidGetReceiveEpc reads received data about the Application Property specified by id,
aoj_code and\apc_code. This function can be called whenever the data is to be read.

MidExtGetReceiveEpc has basically the same capabilities as MidGetReceiveEpc.
However, the former can handle he reading of data for which secure communication or
other-extended setup features is enabled.

id_kind : [in] ID type

APIVAL_NODE_KIND : 0 (Device ID)

APIVAL_EA_KIND : 1 (Data Link Address)

id : [in] Device ID or Data Link Address

aoj_code : [in] SAOJ (Only 3 low-order bytes are used; -1 when the code does
not exist.)
(-1 for a request for an extended message, such as an unanalyzed
secure communication message)

apc_code : [in] APC (Only 1 low-order byte is used; -1 when the code does not
exist.)
(-1 for a request for an extended message, such as an unanalyzed
secure communication message)

buff_size : [in] Area size
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asc_code : [in] ASC code save area (Only 1 low-order byte is used; -1 when the
code does not exist.)
(-1 for a request for an extended message such as an unanalyzed
secure communication message)

data : [out] Data contents save area
data_size : [out] Data read size
aoj_code2 : [out] SAOJ or DAOJ on communication

Only 3 high-order bytes are used; -1 when the code does not exist!

(If “aoj_code?2” exists, aoj_code specifying the AOJ of another node
serves as a communication DAOJ and aoj_code specifying the AOJ
of the local node serves as a communication SAQJ.)

extcont : [out] Extended communication option

(5) Return value

EAPI_NO_EROR : Success in reading

EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_ILLEGAL_PARAM : lllegal id_kind

EAPI_NOTFOUND_APC : Property not found

EAPI_NORECEIVE : No data received

EAPI_MEMBER_APC : Array element property
EAPI_DATASIZE_EROR : lllegal'data size

EAPI_ETC_ERROR : Specified extended communication feature

unexercisable

(6) Structure
None if the secure protocoliis not implemented.. In case of secure communication, below.

typedef struct{
short ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication specified */
short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002—-0xFFFF: reserved for future use */

short authent; /* Access restriction level selection
“authent” data format follows Figure B.1.
short authentication /* Authentication process selection */
forg makerKeytmdex 7 Maker key index/
short makerKeysize  /* Maker key size */
char makerKey I* Maker key storage area */

} EXT_CONT

(7) Notes
The array element specification cannot be read.

B.2.3.11 MidGetEpc

(1) Name
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MidGetEpc AQOJ non-array property data read request function (2)

Function

Request to read data from non-array Application Property regardless of reception/no

reception.

(3) Syntax
lana-MdC atitn lobariid lcin. baort id _lona H Al bhaet B Al bhaoet b £f 1=z
LA>4| IH IVIIU\JULI—P\J \OII\JI L |u_l\|||u, LOTTUTLU U, TUT IH GUJ_\/\JUU, OITUT L GIP\J_\JUUU, OTNTUTU UUII_QILU,

(4)

®)

char* data, short *data_size)

Explanation

Obtains the current status of the Application Property specified in id, aoj_code’and
apc_code under the control of the Communications Processing Block. This function can
be called at any time during status reading. The current status can be obtained
regardless of reception/no reception.

id_kind : [in] ID type

APIVAL_NODE_KIND : 0 (Device ID)
APIVAL_EA_KIND : 1 (Data Link Address)

id : [in] Device ID or Data Link Addréss

aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-order byte is used.)
buff_size : [in] Area size

data : [in] Data contents save area

data_size : [in] Data read'size

Return value

EAPI_NO_EROR : Success in reading
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFQUND_APC : Property not found
EAPI_MEMBER_APC : Array element property
EAPI_{LLEGAL PARAM : lllegal id_kind
EAPIDNOCONDITION : Uncontrollable property
EAPI_DATASIZE_EROR : Data size error

(6) Structure
None

(7) Notes

B.2.3.12

(1)

)

The array element specification cannot be read.

MidSetSendCheckEpc, MidExtSetSendCheckEpc

Name

MidSetSendCheckEpc AOJ non-array property data read check function

Function

Checks if data is written to the non-array Application Property.
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(3) Syntax
long MidSetSendCheckEpc (short id_kind,short id, long aoj_code, short apc_code)

long MidExtSetSendCheckEpc (short id_kind,short id, long aoj_code, short apc_code,
EXT_CONT *extcont)

(4) Explanation

Checks whether or not data can be written into the Application Property specified in id,

aoj_code and apc_code. This function can be called at any time during data writability
check. In the case of write disable, the contents previously written shall include data that
is not yet transmitted.

id_kind : [in] ID type

APIVAL_NODE_KIND : 0 (Device ID)

APIVAL_EA KIND : 1 (Data Link Address)

id : [in] Device ID or Data Link Address

aoj_code : [in] AOJ code (Only 3 low-order bytes are'used.)
apc_code : [in] APC (Only 1 low-order byte is us€gd:)
extcont : [in] Extended communication option

(5) Return value

EAPI_NO_ERROR : Write enable

EAPI_NOTOPEN : Nonsstart (Session not opened)
EAPI_ILLEGAL_PARAM . tlegal id_kind

EAPI_NOTFOUND_APC : Property not found

EAPI_NOTSEND : Transmission waiting status
EAPI_MEMBER_APC : Array element property

EAPI_NORESOURCE : Insufficient resources

EAPI_NOCONDBITION : Write disable property
EAPI_ETC(NOCONDITION : Property that cannot be written by the specified

extended communication feature

(6) Structure
None if the secure protocol is not implemented.. In case of secure communication, below.

typedef struct{
short ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication specified */

short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002—-0xFFFF: reserved for future use */

short authent; /* Access restriction level selection
“authent” data format follows Figure B.1.

short authentication /* Authentication process selection */
long makerKeylndex /* Maker key index */

short makerKeysize  /* Maker key size */
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char makerKey /* Maker key storage area */
} EXT_CONT

None

MidSetSendEpcM, MidExtSetSendEpcM

Name

MigSetSendEpcivt, MidSetSendEpcivt
The send request function corresponding to the AOJ array
property

Function

Data is written in an array Application Property using an element specification and a
service is transmitted.

Syntax

long MidSetSendEpcM(short id_kind, short id, long saoj_code, short daoj_code, short
apc_code, short asc_code, short member_nho, const char* data, short size)

long MidExtSetSendEpcM(short id_kind, short id, longsaoj_code, short daoj_code, short
apc_code, short asc_code, shortmember_no, const char* data, short size,
EXT_CONT *extcont)

Explanation [Optional function]

MidSetSendEpcM writes data into the “member_no”-specified element of the Application

Property specified by id, aoj_code-and apc_code and transmits the “asc_code”-specified

service.

This function can be called at any time during data writing. The element is validated upon
completion of writing.

MidExtSetSendEpcM has basically the same capabilities as MidSetSendEpcM. However,
the former can.exercise the secure communication feature for the data it writes.

id_kind :[in] ID type
APIVALZNODE_KIND : 0 (Device ID)
ARIVAL_EA_KIND : 1 (Data Link Address)
APIVAL_BROAD_KIND : 2 (Broadcast)
id : [in] Device ID, Data Link Address, or broadcast address
saoj_code : [in] SAOJ (Only 3 low-order bytes are used.)
When SAQJ does not exist, set to -1
daoj_code : [in] DAOJ (Only 3 low-order bytes are used.)
When DAOJ does not exist, set to -1.
apc_code : [in] APC (Only 1 low-order byte is used.)
asc_code : [in] ASC code
ASC_SetIM . 0x64 (Request for writing a property value of an
element specification not requiring a response)
ASC_SetCM : 0x65 (Request for writing a property value of an

element specification requiring a response)
ASC_GetM . 0x66 (Request for reading a property value of an
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element specification)

®)

ASC_INFMReq : 0x67 (Request for notifying a property value of an
element specification)

ASC_AddMI : 0x68 (Request for adding a property value of an
element specification not requiring a response)

ASC_AddMC : 0x69 (Request for adding a property value of an
element specification requiring a response)

ASC_DelMI : OxBA (Request for deleting a property value of an
element specification not requiring a response)

ASC_DelMC : 0x6B (Request for deleting a property value of an
element specification requiring a response)

ASC_CheckM : 0x6C (Request for checking a praperty of an
element specification)

ASC_AddMI : 0x6D (Request for adding’ an‘element specification
not requiring a response)

ASC_AddMC . Ox6E (Request for.adding an element specification
requiring a respofise)

ASC_INFM : 0x77 (Notice of a property value of an element

ASC_INFM_AREQ

specification)

: 0x78(Request for checking the notification of a

preperty value of element specification)

member_no : [in] Element No,(0to OxFFFE)
data : [in] Setup data

size : [in] Data size

extcont : [in} Extended communication option

Return value
EAPI_NO_ERROR
EAPI_NOTOPEN
EAPI_{LLEGAL_PARAM
EAPLNOTFOUND_APC
EAPI_DATASIZE_EROR
EAPI_NORESOURCE

: Success in setting

: Non-start (Session not opened)
: lllegal id_kind or asc_code

: Property not found

: lllegal write data size

: Insufficient resources

Only when id_kind is EA_KIND or BROAD_KIND

EAPI_NOCONDITION

: Uncontrollable property

(6)

EAPI_NOT_MOBJECT
EAPI_NOTFOUND_MNO
EAPI_NOTSEND
EAPI_TIMEOUT
EAPI_ETC_ERROR

Structure

: No array element property

: Specified array element not found

: Data not sent

: Communication timeout (for synchronization only)

: Specified extended communication feature
unexercisable

None if the secure protocol is not implemented.. In case of secure communication, below.
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typedef struct{
short ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication specified */
short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002—-0xFFFF: reserved for future use */

short authent; /* Access restriction level selection
“authent” data format follows Figure B.1.
short authentication /* Authentication process selection */
long makerKeylndex /* Maker key index */
short makerKeysize  /* Maker key size */
char makerKey /* Maker key storage area™/

} EXT_CONT

(7) Notes

Write is disabled except for array element specification.

B.2.3.14 MidSetEpcM, MidExtSetEpcM

(1) Name
MidSetEpcM, MidExtSetEpcM
AOQJ array property data write request function (2)

(2) Function

Writes data in array Application Property using an element specification.

(3) Syntax
long MidSetEpcM(shert id_kind, short id, long aoj_code, short apc_code,
shert'member_no, char* data, short size)

long MidExtSetEpcM(short id_kind, short id, long aoj_code, short apc_code,
short member_no, char* data, short size, EXT_CONT *extcont)

(4) Expfanation (Optional function)

MidSetEpcM writes data into the “member_no”-specified element of the Application
Property specified by id, aoj_code and apc_code. This function can be called at any time
at which data are to be written.

It provides the status notification service only when the data written into the local device

is different from the previous one and the status change notification process is enabled.

MidExtSetEpcM has basically the same capabilities as MidSetEpcM. However, the
former can exercise the secure communication feature for data to be communicated

externally.

id_kind : [in] ID type

APIVAL_NODE_KIND : 0 (Device ID)
APIVAL_EA_KIND : 1 (Data Link Address)
id : [in] Device ID or Data Link Address

aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
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apc_code : [in] APC (Only 1 low-order byte is used.)
member_no : [in] Element No. (0 to OXFFFE)

data : [in] Setup data

size : [in] Data size

extcont : [in] Extended communication option

(5) Return value

EAPI_NO_ERROR : Success in setting

EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFOUND_APC : Property not found

EAPI_NOT_MOBJECT : No array element property
EAPI_NOTFOUND_MNO : Specified array element not found
EAPI_DATASIZE_EROR : lllegal data size

EAPI_ILLEGAL_PARAM : lllegal id_kind

EAPI_ETC_ERROR : Specified extended commdnication feature

unexercisable

(6) Structure
None if the secure protocol is not implemented.. In"case of secure communication, below.
typedef struct{

short ext_hed; /* Codefindicating the type of this structure
0x000% Secure communication specified */

short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002-0xFFFF: reserved for future use */

short authent; /* Access restriction level selection

“authent” data format follows Figure B.1.

shont authentication /* Authentication process selection */

leng makerKeylndex /* Maker key index */

short makerKeysize  /* Maker key size */

char makerKey /* Maker key storage area */
FEXT_CONT

(7) Notes

Write is disabled except for array element specification.

Element is validated upon completion of writing

B.2.3.15 MidGetReceiveEpcM

(1) Name
MidGetReceiveEpcM AOQJ array property data read request function (1)

(2) Function

Reads element specification data of the received array Application Property.
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Syntax

long MidGetReceiveEpcM (short id_kind, short id, long aoj_code, short apc_code,
short member_no, short buff_size, short *asc_code, char* data, short *data_size, long
*aoj_code2)

Explanation [Optional function]

Reads the receive data of the array element of member_no of the Application Property

®)

(7)

B.2:3:16

specified in id, aoj_code and apc_code. This function can be called at any time during
received data reading.

id_kind : [in] ID type
APIVAL_NODE_KIND : 0 (Device ID)
APIVAL_EA_KIND : 1 (Data Link Address)
id : [in] Device ID or Data Link Address
aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-order byte is used.)
member_no : [in] Element No. (0 to OXFFFE)
buff_size : [in] Area size
asc_code : [out] EVS code save area
data : [out] Data contents save area
data_size : [out] Read data size
aoj_code2 : [out] SAOJ or DAOJ on.communication

Only 3 low-order bytes are used:{f-the code does not exist, set to -1.

Return value

EAPI_NO_EROR : Success in reading
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_ILLEGAL _PARAM : lllegal id_kind
EAPI_NOTFOUND_APC : Property not found
EAPI_NORECEIVE : No received data
EAPI_NOT\MOBJECT : No array element property
EAPI_NOTFOUND_MNO : Specified array element not found
EARIHDATASIZE_EROR : lllegal data size

Notes

Read is disabled except for array element specification.

MidGetFpcM

(1)

()

®)

Name

MidGetFpcM AOQJ array property data read request function (2)

Function

Gets data from non-array Application Property regardless of reception/no reception.

Syntax
long MidGetEpcM (short id_kind, short id, long aoj_code, short apc_code,
short member_no, short buff_size, char* data, short *data_size)
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(4) Explanation [Optional function]

Gets current status of the element of member_no of the Application Property specified in
id, aoj_code and apc_code. This function can be called at any time during status reading.

The current status can be obtained regardless of reception/no reception.

id_kind : [in] ID type
APIVAL_NODE_KIND : 0 (Device ID)
APIVAL _EA_KIND - 1 (Data | ink Address)
id : [in] Device ID or Data Link Address
aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-order byte is used.)
member_no : [in] Element No. (0 to OXFFFE)
buff_size : [in] Area size
data : [out] Data contents save area
data_size : [out] Read data size

(5) Return value

EAPI_NO_ERROR : Success in acquisition
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFOUND_APC : Property not found
EAPI_NOT_MOBJECT : No array_element property
EAPI_NOTFOUND_MNO : Specified array element not found
EAPI_ILLEGAL_PARAM JMegal id_kind
EAPI_NOCONDITION sUncontrollable property
EAPI_DATASIZE_EROR : Data size error

(6) Structure
None

(7) Notes

Read is disabled except for array element specification.

B.2.3.17 MidSetSendCheckEpcM, MidExtSetSendCheckEpcM

(1) Name
MidSetSendCheckEpcM, MidExtSetSendCheckEpcM
Function for checking a data write into an AOJ array
property

{2y Function

Checks if data is written into array Application Property.

(3) Syntax
long MidSetSendCheckEpcM (short id_kind,short id, long aoj_code, short apc_code,
short member_no)

long MidExtSetSendCheckEpcM (short id_kind,short id, long aoj_code, short apc_code,
short member_no, EXT_CONT *extcont)

(4) Explanation [Optional function]
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Checks whether or not data can be written to the array element of member_no of the
Application Property specified in id, aoj_code and apc_code. The function can be called
at any time of data write check. In the case of data write disable, the contents previously
written may remain non-transmitted.

®)

(6)

id_kind : [in] ID type

APIVAL_NODE_KIND : 0 (Device ID)

APIVAL _EA_KIND - 1 (Data | ink Address)
id : [in] Device ID or Data Link Address
aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-order byte is used.)
member_no : [in] Element No. (0 to OXFFFE)
extcont : [in] Extended communication option

Return value

EAPI_NO_ERROR : Write enable

EAPI_NOTOPEN : Non-start (Session fot opened)
EAPI_ILLEGAL_PARAM : lllegal id_kind

EAPI_NOTFOUND_APC : Property not-féund

EAPI_NOTSEND : Transmission waiting status
EAPI_NOT_MOBJECT : No array element property
EAPI_NOTFOUND_MNO : Specified array element not found
EAPI_NORESOURCE ) Insufficient resources

EAPI_NOCONDITION : Write disable property

EAPI_ETC_NOCONDITION : Property that cannot be written into by the specified

extended communication feature

Structure
None if the secuse protocol is not implemented.. In case of secure communication, below.

typedef-struct{
short ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication specified */
short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002—-0xFFFF: reserved for future use */

(7)

short authent; F-Accessrestrictiontevetsetection
“authent” data format follows Figure B.1.
short authentication /* Authentication process selection */
long makerKeylndex /* Maker key index */
short makerKeysize  /* Maker key size */
char makerKey /* Maker key storage area */

} EXT_CONT

Notes

None
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B.2.3.18

(1)

()

MidGetReceiveCheckEpc, MidExtGetReceiveCheckEpc

Name

MidGetReceiveEpcCheck Application Property data read check function

Function

Checks received Application Property.

®)

(4)

Syntax

long MidGetReceiveEpcCheck (short buff_num, short *id_kind, short *id, | short *DL'A;
ong *aoj_code, short *apc_code, short *asc_code,short *member_no,
short *out_num)

long MidExtGetReceiveEpcCheck (short buff_num, short *id_kind, short *id, | short *DLA,
ong *aoj_code, short *apc_code, short *asc_code,short\*miember_no,
short *out_num)

Explanation [Optional function]

MidGetReceiveCheckEpc searches all device objects andlists received APCs in the
order of reception. This function can be called whenever a reception check is to be
performed.

MidExtGetReceiveCheckEpc has basically the, same capabilities as
MidGetReceiveCheckEpc. However, the former can list received messages for which
secure communication or other extended features are enabled. This function can be
called whenever a reception check-is to be performed.

buff_num : [in] Maximum ' number of listed elements

id_kind : [out] Pointer specifying the save area for the code that indicates the device ID

type

id »[out] Pointer specifying the save area of the device ID (-1: No ID
management)

DLA : [out] Data Link Address

aoj_code : [out] AOJ code (Only 3 low-order bytes are used.)

For checking unanalyzed secure message receptions, -1 is saved.
apc’_code : [out] Received object APC save area (Only 1 low-order byte

is used.)

For checking unanalyzed secure message receptions. -1 is saved.

asc_code : [out] ASC code save area

®)

For-echecking-unranalyzed-secture-messagetreceptions—Hs-saved:
member_no : [out] Array element No. save area
For a non-array element object or for checking unanalyzed secure
message receptions, -1 is saved.

out_num : [out] Listed number save area

Return value

EAPI_NO_ERROR : Success in list-up

EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_ILLEGAL_PARAM : lllegal buff_num (exceeding the maximum listed



https://standardsiso.com/api/?name=e2fbbf637dee0f44f158b92e0a3676d3

(6)

7)

- 80 - 14543-4-1 © ISO/IEC:2008(E)

number)

Structure

None

Note

When buff_num < out_num, received data exists that is not listed. The maximum listed
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B.2.3.19 MidGetEpcSize
(1) Name
MidGetEpcSize Application Property size acquisition function
(2) Function
Gets data size of Application Property.
(3) Syntax
long MidGetEpcSize short id_kind, short id, long aoj_cede; short apc_code,
short *size, short *mem_num)
(4) Explanation [Optional function]
Obtains data size of the Application Property)specified in id, aoj_code and apc_code.
This function can be called at any time during acquisition.
id_kind : [in] ID type
APIVAL_NODE_KIND : 0 (Device ID)
APIVAL_EA KIND : 1 (Data Link Address)
id : [in} Device ID or Data Link Address
aoj_code : [InJAOJ code (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-order byte is used.)
size : [out] Property data size (number of bytes) save area
In the case of an array element property, the number of bytes of each element is
saved.
merm_num : [out] Array element number save area
For the normal property, mem_num is fixed at 1.
(5) Return value
EAPI_NO_ERROR : Success in acquisition
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFOUND_APC : Property not found
EAPI_ILLEGAL_PARAM : lllegal id_kind
(6) Structure
None
(7) Notes

None
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B.2.3.20

(1)

()

MidGetEpcAttrib

Name

MidGetEpcAttrib Application Property attribute acquisition function

Function

Gets property attribute of device object.

®)

(4)

Syntax

long MidGetEpcAttrib (short id_kind, short id, long aoj_code, short apc_code,
short *data_type,short *rule, short *data_size)

Explanation [Optional function]

Each property attribute of the AOJ specified in id, aoj_code and apc_caode is obtained.

id_kind : [in] ID type
APIVAL_NODE_KIND
APIVAL_EA KIND

: 0 (Device ID)
: 1 (Data Link Address)

id : [in] Device ID or Data Link Address

aoj_code : [in] AOJ code (Only 3 low-ordef bytes are used.)
apc_code : [in] APC (Only 1 low-order byte' is used.)
data_type : [out] Data type acquisitionarea

APIVAL_DATA_SCHAR
APIVAL_ DATA_SSHORT
APIVAL_ DATA_SLONG
APIVAL_ DATA_UCHAR
APIVAL_ DATA_USHORT
APIVAL_ DATA”ULONG
APIVAL_ DATA_NOTYPE

:©, (signed char)

. 1 (signed short)

: 2 (signed long)

: 3 (unsigned char)
: 4 (unsigned short)
: 5 (unsigned long)
: 6 (No data type)

rule : [out] Access rule acquisition area (All that are processed are ORed

values.)
APIVAL_RULE_SET
APIVAL_RULE_GET
APIVAL_RULE_SETM
APIVAL_RULE_GETM
APIVAL_RULE_ADDM
APIVAL_RULE_DELM

: 0x0001 (Set)

: 0x0002 (Get)

: 0x0100 (Element specification setting)

: 0x0200 (Element specification getting)

: 0x0400 (Element specification addition request)

: 0x0800 (Element specification deletion request)

®)

APIVAL_RULE_CHECKM

: 0x1000 (Element specification existence check

request)

data_size : [out] Data size acquisition area

In the case of an array element object, each element size is saved.

Return value

EAPI_NO_ERROR : Success in acquisition
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFOUND_APC : Property not found

EAPI_ILLEGAL_PARAM : lllegal id_kind
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Structure

None

Notes

None

MidGetEpcMember

(1)

()

®)

(4)

®)

Name

MidGetEpcMember AOQJ array property array element acquisition function

Function

Gets array element object information.

Syntax

long MidGetEpcMember (short id_kind, short id, long aoj_code,short apc_code, short
buff_size,short “member_no short *member_num,\short *data_size)

Explanation [Optional function]

Obtains the number of array elements, element data size and each array element
number of the array element Application Property.specified in id, aoj_code and apc_code
according to buff_size. This function can be galléd at any time during acquisition.

id_kind : [in] ID type
APIVAL_NODE_KIND :'@>(Device ID)
APIVAL_EA KIND : 1 (Data Link Address)
id : [in] Device ID or Data Link Address
aoj_code : [in] AQJ code (Only 3 low-order bytes are used.)
apc_code : [inAPC (Only 1 low-order byte is used.)
buff_size ’[in] Number of element numbers that can be saved
member_no : [out] Element No. save area
member_num : [out] Element-number save area
data_size : [out] Element data size

Return value

(6)

7)

EAPI_NO_ERROR : Success in acquisition

EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFOUND_APC : Property not found
EARINOTFMOBJECTF————No-arrayelementproperdty—————————— |
EAPI_ILLEGAL_PARAM : lllegal id_kind

Structure

None

Notes

When buff_size < number_num, an array element has not yet been obtained.


https://standardsiso.com/api/?name=e2fbbf637dee0f44f158b92e0a3676d3

14543-4-1 © ISO/IEC:2008(E) - 83—

B.2.3.22 MidCreateNode
(1) Name
MidCreateNode Control device additional creation function
(2) Function
Additionally creates another device to be controlled by the Communication Middleware.
(3) Syntax
long MidCreateNode(short dla_code, short *node_id)
(4) Explanation [Optional function]
Creates another new device using the specified DLA code (only data operations on the
self-node). A device ID that is not a duplicate of any existing device is mttomatically given
to the Communication Middleware.
dla_code : [in] Setting Data Link Address code
node_id : [out] Created device ID save area
(5) Return value
EAPI_NO_ERROR : Success in creation
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NORESOURCE : Insufficient'resources
EAPI_EXIST_NODE : Devicewith a specified DLA exists
(6) Structure
None
(7) Notes
None
B.2.3.23 MidCreateObj

(1)

)

®)

Name
MidCreateObj AOJ additional creation function

EUnction
Creates additional AOJ.

Syntax

(4)

®)

fong MidCreateObj(shortmode _id, fongaoj_cods; )

Explanation [Optional function]

Creates an AOJ specified in node_id and aoj_code (only data operations on the self-
node). The specified device must already exist.

This function can be called at any time during AOJ creation.
node_id : [in] Device ID

aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)

Return value
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EAPI_NO_ERROR : Success in creation
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NORESOURCE : Insufficient resources
EAPI_EXIST_OBJ : Specified object exists
EAPI_NOTFOUND_NODE : Specified control device not found
(6) Structure
None
(7) Notes
None

B.2.3.24

(1)

)

@)

(4)

MidCreateEpc, MidCreateExtEpc

Name

MidCreateEpc, MidCreateExtEpc
Non-array Application Property additional creation function

Function

Creates an additional Application Property.

Syntax

long MidCreateEpc (short node_id, long,aoj _code, short apc_code, short data_type,
short rule, short anno, short data_size)

long MidCreateExtEpc (short node;id, long aoj_code, short apc_code, short data_type,
short rule, short anno, short data_size, EXT_APC *extepc)

Explanation [Optional function]

MidCreateEpc creates.the Application Property specified by node _id, aoj_code and
apc_code in a specified device and specified AOJ. The specified device and specified
object must.exist. This function can be called whenever the Application Property is to be
created.

MidCreateExtEpc has basically the same capabilities as MidCreateEpc. However, the
farmer function sets extended property information.

node_id : [in] Device ID
aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-order byte is used.)
data_type : [in] Data type
APIVAL_DATA SCHAR : 0 (signed char)
APIVAL_DATA_SSHORT : 1 (signed short)
APIVAL _DATA_SLONG : 2 (signed long)
APIVAL_ DATA_UCHAR : 3 (unsigned char)
APIVAL DATA USHORT : 4 (unsigned short)
APIVAL _DATA ULONG : 5 (unsigned long)
APIVAL_ DATA_NOTYPE : 6 (No data type)
rule : [in] Access rule (Of the following rules, some that are processed are

ORed.)
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(6)

APIVAL_RULE_SET : 0x0001 (Set)
APIVAL_RULE_GET : 0x0002 (Get)
APIVAL_RULE_ANNO : 0x0040 (Anno)
anno : [in] Announcement/non-announcement at state change (Valid for the
self-device.)
APIVAL_ANNO_ON : 1 (Announcement)
API\AL _ANI\I('\_{'\I:C 0 (Nn gnnmmnnmnnf)
data_size : [in] Data area size (number of bytes)
extepc : [in] Extended property information setup area for secure

communication or similar feature

Return value

EAPI_NO_ERROR : Success in acquisition

EAPI_NOTOPEN - Non-start (Session not,epened)
EAPI_NORESOURCE . Insufficient resources
EAPI_EXIST_APC : Property exists
EAPI_NOTFOUND_NODE : Control device not found
EAPI_NOTFOUND_OBJ : Control gbject not found
EAPI_ILLEGAL_PARAM : llegal data_type, rule, anno, or data size
Structure

None if the secure protocol is not implemented.. In case of secure communication, below.

typedef struct{
short ext_hed;/* Code indicating the type of this structure
0x0001: Secure communication specified */
short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002—-0xFFFF: reserved for future use */

short authent; /* Access restriction level selection
“authent” data format follows Figure B.1.
short authentication /* Authentication process selection */
long makerKeylndex /* Maker key index */
short makerKeysize  /* Maker key size */
char makerKey /* Maker key storage area */

} EXT_CONT

(7)

B.2.3.25
(1)

Notes

Addition of array Application Properties is not possible.
MidCreateEpcM, MidCreateExtEpcM

Name

MidCreateEpcM, MidCreateExtEpcM
Array Application Property additional creation function

Function

Creates an array Application Property.
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Syntax

long MidCreateEpcM (short node_id, long aoj_code, short apc_code, short data_type,
short rule, short anno, short data_size, short member_no)

long MidCreateExtEpcM (short node_id, long aoj_code, short apc_code, short data_type,
short rule, short anno, short data_size, short member_no, EXT_APC
*extepc)

(4)

Explanation [Optional function]

MidCreateEpcM creates the one-element array element Application Property specified-by
node_id, aoj_code and apc_code in a specified device and specified object. The
specified device and specified object must exist. This function can be called atany time
when an array element property is to be created.

MidCreateExtEpcM has basically the same capabilities as MidCreateEpcM. However, the
former function sets extended property information.

®)

node_id : [in] Device ID

aoj_code : [in] AOJ code (Only 3 low-order bytes are’used.)

apc_code : [in] APC (Only 1 low-order byte is used.)

data_type : [in] Data type
APIVAL_DATA_SCHAR : 0 (signed-char)
APIVAL_DATA_SSHORT : 1 (signed short)
APIVAL_ DATA_SLONG .2 (signed long)
APIVAL_ DATA_UCHAR .3 (unsigned char)
APIVAL_ DATA_USHORT : 4 (unsigned short)
APIVAL_ DATA_ULONG : 5 (unsigned long)
APIVAL_ DATA_NOTYPE : 6 (Byte array)

rule : [inJAccess rule (Of the following rules, some that are processed are

ORed.)
APIVAL_RULE SETM : 0x0100 (Element specification setting)
APIVAL-RULE_GETM : 0x0200 (Element specification getting)
ARIVAL_ RULE_ADDM : 0x0400 (Element specification addition request)
APIVAL_RULE DELM : 0x0800 (Element specification deletion request)
APIVAL_RULE_CHECKM : 0x1000 (Element specification existence check
request)
APIVAL_RULE_ADDMS : 0x2000 (Element specification addition request)
APIVAL_RULE_ANNOM : 0x4000 (Element specification notification
request)
anno : [in] Announcement/non-announcement at state change (Valid for the
self-device.)

APIVAL_ANNO_ON : 1 (Announcement)
APIVAL_ANNO_OFF : 0 (No announcement)

data_size : [in] Element size (number of bytes)

member_no : [in] Creation element No. (0 to OxFFFE)

Return value
EAPI_NO_ERROR : Success in acquisition
EAPI_NOTOPEN : Non-start (Session not opened)
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EAPI_NORESOURCE : Insufficient resources
EAPI_EXIST_APC : Property exists
EAPI_NOTFOUND_NODE : Control device not found
EAPI_NOTFOUND_OBJ : Control object not found
EAPI_ILLEGAL_PARAM : lllegal data_type, rule, anno, data_size, or
member_no
(6) Structure

(7)

B.2.3.26

(1)

None if the secure protocol is not implemented. In case of secure communication, below.

typedef struct{

short ext_hed; /* Code indicating the type of this structure
0x0001: Secure communication spegified */
short cipher; /* Ciphering (method selection included)
0x0000: No ciphering
0x0001: AES-CBC
0x0002—-0xFFFF: reserved for future use */

short authent; /* Access restriction level selection
“authent” data format follows Figure/B.T.
short authentication /* Adthentication process selection */
long makerKeylndex [:Maker key index */
short makerKeysize _ /* Maker key size */
char makerKey /* Maker key storage area */

} EXT_CONT

Notes

Others than the array Application Property cannot be created.

MidAddEpcMember

Name

MidAddEpcMember Array Application Property array element addition (element
No. specification) function

Function

Adds array element to array property by specifying an element No.

Syntax

long MidAddEpcMember (short node_id, long aoj_code, short apc_code,

short member_no)

Explanation [Optional function]

Adds the array element of member_no to the Application Property specified in node_id,

aoj_code and apc_code. The specified Application Property must already exist.

node_id
aoj_code

apc_code

: [in] Device ID
: [in] AOJ code (Only 3 low-order bytes are used.)
: [in] APC (Only 1 low-order byte is used.)

member_no : [in] Element No. (0 to OXFFFE)
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Return value
EAPI_NO_ERROR
EAPI_NOTOPEN
EAPI_NOTFOUND_NODE
EAPI_NOTFOUND_OBJ
EAPI_NOTFOUND_APC

EADL ANAODC oAl

— 88 —

14543-4-1 © ISO/IEC:2008(E)

: Success in addition

: Non-start (Session not opened)
: Control device not found

: Control object not found

: Control property not found

LATNT_INUNLOUUINUL

EAPI_NOTMEMBER_APC
EAPI_EXIST_MEMBER

1 £L£. o 4 tatal lo, £ l 4
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exceeds 256

: No array element property
. Specified array element No. exists

(6) Structure

None

(7) Notes
None

B.2.3.27 MidAddEpcMemberS

(1) Name

MidAddEpcMemberS Array Application Property array element addition (no

element No, specification) function

(2) Function

Adds an array element to the array property without specifying an element No.

(3) Syntax
long MidAddEpcMemberS (short node _id, long aoj_code, short apc_code,
short *“member_no)

(4) Explanation{Optional function]
Adds an(afray element to the Application Property specified in node_id, aoj_code,
apccode. Automatically assigns an array element number that is not a duplicate of any
existing array element. The specified Application Property must exist.

node_id : [in] Device ID
aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
apc_code : [in] APC (Only 1 low-order byte is used.)

member_no - [out] Flement No. save area

(5) Return value
EAPI_NO_ERROR
EAPI_NOTOPEN
EAPI_NOTFOUND_NODE
EAPI_NOTFOUND_OBJ
EAPI_NOTFOUND_APC
EAPI_NORESOURCE

: Success in addition

: Non-start (Session not opened)
: Control device not found

: Control object not found

: Control property not found

: Insufficient resources or total number of elements
exceeds 256
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(6)

@)

EAPI_NOT_MOBJECT : No array element property

Structure

None

Notes

None

B.2.3.26

(1)

)

®)

(4)

®)

(6)

(7)

B.2.3.29

(1)

MidDeleteNode

Name

MidDeleteNode Control device deletion function

Function

Deletes another device under control of Communication Middleware:

Syntax
ong MidDeleteNode (short node _id)

Explanation [Optional function]

Deletes another control device specified in nodesid>This function can be called at any
time during deletion.

node_id : [in] Device ID

Return value

EAPI_NO_ERROR : Success in deletion

EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NOTFOUND_NODE : Another specified control device not found

Structure

None

Notes

When a device is deleted, all the objects and properties existing in this device will also
be deleted.

MidDeleteObj

Name
MidDeleteObj AOQJ deletion function

()

®)

(4)

Function
Deletes AOJ

Syntax
long MidDeleteObj (short node_id, long aoj_code)

Explanation [Optional function]
Deletes an AOJ specified in node_id and aoj_code.

This function can be called at any time during AOJ deletion.
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node_id : [in] Device ID

aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)

Return value

EAPI_NO_ERROR : Success in deletion
EAPI_NOTOPEN : Non-start (Session not opened)
EAPI_NODELETE : Deletion impossible
EAPI_NOTFOUND_OBJ : Specified object not found

(6) Structure
None

(7) Notes

B.2.3.30

)

®)

(4)

(5)

When an object is deleted, all of the object’s properties are also deleted. Consequently, if
a property does not exist in the specified device, the device instance is not deleted. To
delete the device instance, call DeleteNode.

MidDeleteEpc

Name

MidDeleteEpc Application Property deletion function

Function

Deletes Application Property.

Syntax

long MidDeleteEpc (short nede _id, long aoj_code, short apc_code)

Explanation [Optional-function]

Deletes the Application Property specified in node_id, aoj_code and apc_code. This
function can bécalled at any time during Application Property deletion.

node_id : [in] Device ID
aoj_code : [in] AOJ code (Only 3 low-order bytes are used.)
ape..code : [in] APC (Only 1 low-order byte is used.)

Return value

EAPI_NO_ERROR : Success in deletion
EAPI_NOTOPEN : Non-start (Session not opened)
EAPHNOBELETE —Betetionimpossibte
EAPI_NOTFOUND_APC : Specified object not found

(6) Structure
None

(7) Notes

When the specified property is an array element property, all array elements are deleted.
Consequently, when a property exists in the specified object, the object itself will not be
deleted. To delete the object, call DeleteOb;.
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B.2.3.31 MidDeleteEpcM

(1) Name

MidDeleteEpcM Array Application Property specified element delete
function

(2) Function
Neoalatas-snacifiad-eleamentof-arrav Annlication Pranari\.
vvvvvv spocified-alement-of-array-Application-Property-

(3) Syntax
long MidDeleteEpcM (short node_id, long aoj_code, short apc_code, short meniber” no)

(4) Explanation [Optional function]
Deletes the array element specified in member_no of the Application Rroperty specified
in node_id, aoj_code and apc_code. This function can be called at any time during array
element invalidation.
node_id : [in] Device ID
aoj_code : [in] AOJ code (Only 3 low-order bytes\are used.)
apc_code : [in] APC (Only 1 low-order byte‘is used.)
member_no : [in] Element No. (0 to OXFEFRE)

(5) Return value
EAPI_NO_ERROR : Suécess in setting
EAPI_NOTOPEN 2 Non-start (Session not opened)
EAPI_NOTFOUND_APC : Property not found
EAPI_NOT_MOBJECT : No array element property
EAPI_NOTFOUND_MNQ : Specified array element not found
EAPI_NODELETE : Array element that can be deleted

(6) Structure
None

(7) Notes
Even if all array elements of the specified property have been deleted using this function,
the property itself will not be deleted. To delete the property, call DeleteEpc.

B.2.3.32° MidGetState

(1) Name

MidGetState Communications Processing Block status acquisition
function
(2) Function

@)

(4)

Gets current status of communication middleware.

Syntax
long MidGetState (short *state)

Explanation [Optional function]
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Obtains current status of communication middleware.

state : [out] Communication middleware status save area

MID_STS_STOP : 0 (Stop status)

MID_STS_INIT : 1 (Initializing status or completion of initialize
processing)

MID_STS_RUN : 2 (Normal processing status)

MIB—STSAREERR —3-Appheation-error)

MID_STS PRO_ERR : 4 (Protocol difference absorption processing block
error)

MID_STS LOW_ERR : 5 (Low-order communications software error)

(5) Return value
EAPI_NO_ERROR : Success in acquisition
EAPI_NOTOPEN : Non-start (Session not opened)

(6) Structure

None

(7) Notes

None

B.2.3.33 MidSetRecvTargetList

(1) Name

MidSetRecvTargetList Data’receipt notice target list valid/invalid setting function

(2) Function

Sets data receipt notice.target list to valid/invalid.

(3) Syntax
long MidSetRecvTargetList (short setup)

(4) Explanation [Optional function]
Sets-the data receipt notice target Eps list to valid or invalid. When set to valid, only the
receive data for the Application Property specified by AddTargetList will be a target of
MidGetReceiveAPC and MidGetReceiveCheckAPC. When set to invalid, all receive data
is a target of MidGetReceiveAPC and MidGetReceiveCheckAPC.

Setup : [in] Valid or invalid (O: Invalid, 1: Valid)

(5) Return value
EAPI_NOTOPEN : Non-start (Session not opened)

(6) Structure

None

(7) Notes

Selecting validity in valid status or invalidity in invalid status will not result in an error.
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