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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnicd
Commission) form the specialized system for worldwide standardization. National bodies that are membeérs’g
ISO or IEC participate in the development of International Standards through technical committee
established by the respective organization to deal with particular fields of technical activity. 1ISO-and IE(
technical committees collaborate in fields of mutual interest. Other international organizations, governmentg
and non-governmental, in liaison with ISO and IEC, also take part in the work._In the fieldvof informatio
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC

S ==

The main task of the joint technical committee is to prepare Interhati is. Braft Internationg

Standards adopted by the joint technical committee are circulated to\nations i oting. Publication ap
an International Standard requires approval by at least 75 % of fhe™® hodies\casting a vote.

Amendment 3 to ISO/IEC 14496-1:2001 was prepared ommittee ISO/IEC JTC 1,
Information technology, Subcommittee SC 29, Coding re,> multimedia and hypermedia

information.
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Introduction

This document specifies IPMP extensions to the currently specified IPMP specification (the “Hooks”),
documented in ISO/IEC 14496-1:2001.

“Hooks” Terminals do not support the additional functionality specified here. Hence, “Hooks” Terminalswill
not be able to fully process “Extensions” content. However, the syntax and semantics here are compliaht)with
the “Hooks” framework, and therefore allow for graceful failure of a well-designed Terminals in either the'event
that they are compliant to non-extended IPMP only and receive extended IPMP confofming sontenty that they

the protection of the same stream is undefined.
This Amendment specifies
e Extensions to the OD framework in a backward copp

e Extensions to the OD framework to suppo
bit registered Ids or parametric descriptiors.

e Extensions to IPMP Destyipkor iR a i"compatible manner to support the use of 16 bit
identifiers as wetl "as st i ificafion of the location within a given stream where the
specified IPMP to welkas“supporting the sequencing of multiple tools at the same

location.

Extensions.to’ IPMER Message in a backward compatible manner to support the carriage of normative
IPMP information.

e Therdefinition, as well as Extension tags, syntax and semantics for an IPMP Data BaseClass to
support the following functionalities.

<~ Mutual Authentication for IPMP tool to IPMP tool as well as IPMP tool to Terminal
communication.

The requesting by IPMP tools of the connection/disconnection to requested IPMP tools.
The notification to IPMP tools of the connection/disconnection of IPMP tools.

Common IPMP processing.

R

IPMP tool to/from User interaction.

iv © ISO/IEC 2004 — Al rights reserved
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¢ Syntax and semantics for the carriage of IPMP tools in the bit stream.
e Syntax and semantics for IPMP information carriage to and from IPMP tools.

e Syntax and semantics for the requesting and transfer of content and IPMP Tools between Terminals
as well as extension tags, syntax and semantics to the IPMP_Data_BaseClass ISO/IEC 14496-1 used

therein

e XML syntax and semantics for the description of the environment in which and MPEG-#
Terminal/application is operating.

e Alist of registration authorities required for the support of the amended specifications found herein.

© ISO/IEC 2004 — Al rights reserved \"
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Information technology — Coding of audio-visual objects —

Part 1:
Systems

AMENDMENT 3: Intellectual Property Management and Protection
(IPMP) extensions

In Clause 0.6.1.1, replace the text:

“The intellectual property management and protection (IPMP) fr:
of a normative interface that permits an ISO/IEC 14496 termi
IPMP

interface consists of IPMP elementary streams and IPM
an

associated to multiple object descriptors.
The IPMP System itself is a non-normative
protection functions for the terminal. The IP

es-ntellectual property management and
e information carried by the IPMP elementary

s or modular IPMP Tools. The IPMP interface consists of IPMP elementary

‘ AP descriptors are carried as part of an object descriptor stream. IPMP

elementary.stre ty. time variant IPMP information that can be associated to multiple object descriptors.
P ools themselves are non-normative components that provides intellectual

|nformat|on carted by the IMP elementary streams and descriptors to make protected ISO/IEC 14496
content available totheterminal. An application may choose not to use an IPMP System, thereby offering no
management and protection features.”

In‘Clause 4.38, replace the text:

“Only the interface to such systems is normatively defined.”

with the text:

“The interface to such systems is defined as well as :

e The provision for the identification of IPMP Tools either through the use of a registration authority or
through the use of a functional description of the IPMP Tools’ capabilities in a parametric fashion.

e Controlling the time of instantiation of IPMP Tools either by the inclusion of references to the required
IPMP Tools or at the request of already instantiated IPMP Tools.

© ISO/IEC 2004 — Al rights reserved 1
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e Providing secure messaging between IPMP Tools and the Terminal and between IPMP Tools and
the User.

¢ Notification of the instantiation of IPMP Tools to IPMP Tools requesting such natification.
¢ Interaction between IPMP Tools, and/or the Terminal and the User.

e The carriage of IPMP Tools within the bitstream.”

In Clause 4, insert the following text alphabetically:

Binary Representation

In the context of an IPMP Tool, this is the format of the implementation of that IPMP Tq
Dependent Native Code, Java ™ bytecode.

amplesiPlatform

Content

This implies part or whole of an MPEG presentation.

Content Consumption

Any experience of given Content implies consumption of that cantept./Access, Playback, Denial of Access and

Creation of a Copy are all types of content consumption.
Content Stream

This is the incoming content, of MPEG-4 format.

Control Point

A point on a given elementary &
out.

IPMP Device

An implemented appli

IPMP System

A monolithictPMP protection scheme which requires implementation dependant access to protected streams
at required’Control Points and must provide any intra-communication within an IPMP System on an
implementation basis.

IPMP tools are modules that perform (one or more) IPMP functions such as authentication, decryption,
watermarking, etc. Conceptually the use of one or more IPMP Tools is combined to perform the functionality
of an IPMP System. IPMP Tools, as opposed to IPMP Systems, are normatively identified as to which control
points they function at as well as are provided normative methods for secure communications both within as
well as outside of a given IPMP Tools comprised functional “IPMP System”. An additional difference between
IPMP Tools and IPMP Systems is that IPMP Tools, or a combination thereof, may be used for the protection
of Object streams.

2 © ISO/IEC 2004 — Al rights reserved
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In this amendment the use of the term “IPMP System” is used in some cases to indicate either an actual IPMP
System or a combination of IPMP Tools whose combination provides the functionality of an IPMP System. In
cases where the distinction is important the proper respective terms are used.

IPMP Tool Identifier

This refers to the |IPMP Tool lD It identifies a Toolin-an ||namhig||m|e Way, at the prnennfa’rinn level or at g

universal level. Two different identifiers are provided to support the differentiation between the use of IPMR,
Systems and IPMP Tools.

IPMP Tool List

The IPMP Tool List identifies, and enables selection of, the IPMP Tools required ecess the~-Content.

IPMP Tool Manager

The IPMP Tool Manager is a conceptual entity within the Terminal th
retrieves the Tools that are specified therein.

ist(s) and

IPMP Tool Message

A message passed between any combination of IPMP T¢

IPMP Tool Stream

An elementary stream carrying an implemen

Message Router

A conceptual entity within the
interface.

Mutual Authen

Protocols carried outto
communication channe

Parametrically described tools shall be defined by an SDL declaration that governs a given description, the
parameétric configuration and other interface message(s) that drive the tool and the behaviour defined for
fulfilment of such a description.

Representation Format

The binary format, platform and communication mechanisms applicable to a given implementation of an IPMP
Tool or Terminal.

Scope of Protection

Scope of protection refers to the elementary stream and/or object governed by a given IPMP Tool instance.

© ISO/IEC 2004 — Al rights reserved 3
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Terminal

A Terminal is an environment that consumes possibly protected Content in compliance with the usage rules.

User

A hardware software or human nnfi’ry that is the initiator and/or 12rgp’r aof content r‘nncllmlnﬁnn

In Subclause 8.2.1, replace Table 1 with the following:

Table 1 - List of Class Tags for Descriptors

N

Tag value | Tag name

0x00 Forbidden JKS
0x01 ObjectDescrTag <\
0x02 InitialObjectDescrTag \
0x03 ES_DescrTag \ \
0x04 DecoderConfigDescrTag N\ 2wl
0x05 DecSpecificinfoTag N\
0x06 SLConfigDescrTag  /

0x07 ContentldentDescrTad  ( /)

0x08 SupplCortentldenfDescrTag. CHN
0x09 IPI_DescrPointérTag % "
0x0A IPMP_DescrPointerTag, ~ N/

0x0B IPMP_DéscrTag

0x0C QoS_Descriag.: )

0x0D \| RegistrationDescrag

OxOE, NES_ID_IhgTagy N

OxO0F ES_(D Réffag~_"

010\ Mp4_JOD\Tag)

IS

MP4, OD\Tag

0x12

IRL_DescrPointerRefTag

CAEN

NExtendedProfileLevelDescrTag

profitéLevellndicationindexDescrTag

<
OXBR
20

Reserved for ISO use

ContentClassificationDescrTag

\OX:
04 > | KeyWordDescrTag
0x42 RatingDescrTag

Nx43 LanguageDescrTag
0x44 ShortTextualDescrTag
0x45 ExpandedTextualDescrTag
0x46 ContentCreatorNameDescrTag
0x47 ContentCreationDateDescrTag
0x48 OClICreatorNameDescrTag
0x49 OClICreationDateDescrTag
OX4A SmpieCameraPositionDescrTag
0x4B-0x5F | Reserved for ISO use (OCI extensions)
0x60 IPMP_ToolsListDescrTag
0x61 IPMP ToolTag
0x62-0xBF | Reserved for ISO use
0xCO0-OxFE | User private
OxFF Forbidden
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In Clause 8.3, replace the title:
Intellectual Property Management and Protection (IPMP)
with:

—Intellectual Property Management and Protection framework (IPMP)
7

In Subclause 8.3.1, replace the entire text with:

The intellectual property management and protection (IPMP) framework for ISO/IEC 14496 conteht consists gf
a normative interface that permits an ISO/IEC 14496 terminal to host one or more P Systerms:or IPMP
i an IPMP Tools as well

as IPMP Tools and the Terminal and IPMP Tools and the User.
An IPMP System or IPMP Tools are non-normative components that provigé property
management and protection functions for the terminal.
The IPMP interface consists of IPMP elementary streams and IPMP dés

IPMP elementary streams is specified in this Subclause. IPMP descr art of an object
descriptor stream and are specified in 8.6.14. The IPMP interfa tions (of derivative application
standards) to build specialized IPMP Systems or IPMP Tools. A applisation may choose not to
use an IPMP System or IPMP Tools thereby offerlng no tection features. The IPMP

the IPMP System or IPMP Tools are not i e usage of the IPMP System/Tool$

protected ISO/IEC 14496 content available to the termainal. Ie semdntics and decoding process of
Interface, however, is explained in 8.8, VIP ework is also explained.

© ISO/IEC 2004 — Al rights reserved 5
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8.3.1.1 IPMP Architecture overview

This clause describes the general IPMP architecture. For detailed IPMP architecture linked to MPEG-4 system,
please refer to 8.8.6.

Missing IPMP
Tools

Obtain Missing IPMP
Tool(s)
Content

4{ IPMP Tool Manager ’7

IPMP Tool List

IPMP Tool ID(s)

§A|temate IPMP Tool ID(s) | Content Request

Parametric Tool Termin

Description(s) Content Delivery

il

Stream

‘ IPMP Information ‘ (\

—{ Terminal-To ssz&e Inr,e\rchz}&e In\erface }7
Terminal-IPMP Tool

Communications
IPMP To@rﬁ?m% IPMP Tooln

gram or@n al Concepts

‘ IPMP Tool Elementary ‘

Figure AMD3-1 — Ar

8.3.1.1.1 Messaging

architecture is provided. The messgg y i as three advantages over functional interface type
architectures. The first i t Se c be maintained as messages are less difficult to protect
in an open framework t$‘a i Qn parameters list. The second is that the only entities that
need be concerned with a' g YIS efinjtion are those that need to generate or act upon a given
message and so additionai™ valitfhcan bexcreated and supported simply through the addition of required
messages. The third is\that f eroperability with IPMP tools can be easily achieved by using the
IPMP ToolAPI Comfig arried in IPMP Descriptor, or by defining a single messaging APl by a
third-party forum who

Physical routing of.info ontext resolution are handled by a conceptual entity called the Message
Router. The Message<Routex abstracts all platform-dependent routing and delivery issues, from the IPMP
Tools. The interfacé-bet e Message Router and the Tools, is non-normative and is not defined in this

specification, howeyer, the information on the messaging interface can be carried in IPMP _ToolAPI Config
to assist interoperability.

All IPMP\Tool interactions take place via the Terminal. IPMP Tools do not communicate directly with each
other.within the scope of this standard.

The delivery of bath bit stream sourced IPMP information as well as IPMP tool and Terminal generated

information is supported through the use of three separate messages which are passed via the Message
Router to IPMP tools. The three messages are, IPMP MessageFromBitstreamn [8.3.2.12.2], which is used
to deliver IPMP stream data, IPMP DescriptorFromBitstream [8.3.2.12.3], which is used to deliver
IPMP Descriptors [ISO/IEC 14496-1] and IPMP MessageFromTool [8.3.2.12.4], which is used to
deliver messages from either other IPMP tools or the Terminal itself.

In these extensions, a core set of messages are provided which cover what are identified as core functional
requirements.

6 © ISO/IEC 2004 — Al rights reserved
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8.3.1.1.2 Mutual Authentication

The most important aspect of a secure messaging architecture is the use of cryptographic algorithms and
protocols that allow one to perform a number of important security functions.

At any point in IPMP Information or Content processing, IPMP Tools may be required to communicate with

one—anotherorthe Terminal—The degree—of security reguiredfor such-communication—is—determined by

number of variables including information that may be included by the content provider in the Content an
conditions of trust established between tool providers a priori and out of band. It is generally the case that

given ES is protected by multiple tools but that certain types of tools are complex (e.g. Rights Managemer
tools) and others are utilities (e.g. Decryption engines). Complex tools may control the instantiation of othe
tools or make decisions about content use in response to usage queries from the terminal. Mutus
authentication may occur between any pair of tools but the level of security reguired for this,communicatio
nechanism for makin

U D — v ~ W L4

the determination of this security level is non-normative.

Mutual authentication is executed as follows:

1. The Tool that initiates mutual authentication with another tqol Qe e conditions of trust to b
i , needs integrity protecte
may not be dictated b
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supported to prqvide ‘additional security related data usable_by IPMP tools to determine trust relate

information.

7

Once Mutual Authentication is performed, the IPMP SecureContainer [8.3.2.7.3] may be used to pas
information securely between IPMP tools and IPMP tools and Terminal.

8:3.1.1.3 IPMP tool acquisition

U

ISO/IEC 14496-1 defines TPMP Tooll.istDescriptor [8.6.14.2] which conveys the list of IPMP tool

required to access the content associated with the InitialObjectDescriptor in which it is described,
and may include a list of alternate IPMP tools or parametric descriptions of tools required to access the
content. The conceptual entity Tool Manager parses the tool list, makes sure all tools are available, and
retrieves missing tools if any.

If a given required tool is not present on a given Terminal, the IPMPToolES DecoderConfig [8.3.2.8.3]

descriptor can be used to indicate an IPMP tool bearing stream with IPMP_ToolES AU [8.3.2.8.4] being used
to actually carry the required tool.

© ISO/IEC 2004 — Al rights reserved 7
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A missing IPMP Tool can also be acquired from a neighbouring IPMP device via tool transfer messages
defined in Annex D, or it can be acquired by connecting to a remote server and providing the terminal
description as defined in Annex E.

8.3.1.1.4 IPMP Tool connection and disconnection

In_the IPMP_architecture, IPMP_tool may be connected as the result of an TPMP DescriptorPointer

[ISO/IEC 14496-1] being processed and in addition may be connected due to requests from already
connected IPMP tools. Note: Instantiation of the Tools to be connected is implementation dependent,
however, the information on how to instantiate the Tools can be carried in IPMP ToolAPI Configy
[8.3.2.12.5] to assist interoperability.

IPMP tools may use the IPMP_ GetTools [8.3.2.8.1] and IPMP GetToolsResponse [83.2.8.2] messages
to request a list of tools available for connection that exist as well as a response to the fequest, respéctively.

available for communication and use of the instantiated tool by other tools as well as the Terminal.

The tool requesting ‘connection shall receive an IPMP NotifyToolEvent [8.3.2.9.3] message indicating the
instantiation ef\the IPMP Tool, and its associated context. The requesting tool and the instantiated tool may
perform mutual authentication thereafter.

If an IRMP tool knows of another tool with which it must communicate has already been connected, it may use
the,IPMP GetToolContext [8.3.2.8.9] message and will receive an IPMP GetToolContextResponse
[8:3.2.8.10] message in reply if the requested IPMP tool is already connected with the message containing the

alal 4o o lotalo—blo ' 4 1 4 H + abla Ll bool b 1
dUUTTOS TTIMTUUYUIT WITITUTT UTT TCTUYUTSUTTY TUUTTTTay UST TU LUTTITTTUTILAtS Wit U'Te TCyYutTsicU TUUT.

8.3.1.1.5 Notification of IPMP Tool connection and disconnection

During the processing of IPMP protected content, a number of IPMP tools may be involved, for
communication and various security purposes, notification messages are supplied to notify IPMP tools when
other IPMP tools have either been connected, disconnected or processed watermark information. Additionally
IPMP tools may request at any time a list of all the IPMP tools currently connected at various specifiable
scopes of protection.

8 © ISO/IEC 2004 — Al rights reserved
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The IPMP AddToolNotificationListener [8.3.2.9.1] message may be used to indicate the sending
IPMP tools intent to receive notifications of events and scopes of protection as specified in the
IPMP AddToolNotificationListener message. To remove one's self from being notified in the future
for specified events, an IPMP tool may use the IPMP RemoveToolNotificationListener [8.3.2.9.2] to
do so.

message is sent to requesting IPMP tools.
8.3.1.1.6 Common IPMP processing

Direct support has been provided for the carrying out of common IPMP processing operations. Specifig
support and the related messages are as follows:

minal that strean
gam must send

e IPMP CanProcess [8.3.2.10.1] for the notification by an IPMP
processing may begin. All tools connected and processing data
permission before any tools in the stream receive stream datx’

-

e IPMP SepdRAudioWatexms
to be em s

8.3.1.1.7

IPMP taol tofrom User interaction
During JPMP processing, direct interaction between IPMP tools and a User may be required. Th
IPMP {UsérQuery [8.3.2.11.1] message is used to provide information to be relayed to a User and to requeg
information as well. The IPMP UserQueryResponse [8.3.2.11.2] is used to relay information provided by
User back to the originator of the User query.”

W~ U

In Subclause 8.3.2.5.1, replace the syntax with the following:

aligned (8) expandable(228—1) class IPMP Message
{
bit (16) IPMPS Type;
if (IPMPS Type == 0)
(
bit (8) URLString[sizeOfInstance-2];

© ISO/IEC 2004 — Al rights reserved 9
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else (if (IPMPS Type == OxFFFF)
(
bit (16) IPMP DescriptorIDEx;
IPMP Data BaseClass IPMP ExtendedDatal]
} else {

bit (8) IPMP data[sizeOfInstance-2];
1

In Subclause 8.3.2.5.2, replace the semantics with the following:

The IPMP Message conveys time-varying IPMP information for associated IPMP Tool instances.

If the 1pPMP DescrlptorID is “0”, another URL is referenced.
IPMP Message With a non-zero IPMP DescriptorID is accessed.

URLString[] - contains a UTF-8 [6] encoded URL that shall point ta
IPMP Message.

the IPMP tool.
IPMP data -opaque data to be delivered to the

vGe of ISO/IEC 14496-1: 2001. However, in
€ ObjectTypeIndication shall be setto
. IPMP Streams complying with ISO/IEC 14496-

order to unamb|guously |dent|fy th
“0x02” for streams complying
1:2001 shall use an ObjectT

Insert the following after g

Syntax

abstract. aligned(8) expandable (2728-1) class IPMP Data BaseClass:
bitl8) tag=0..255

{
bit (8) Version;
bit (32) datalD;

LICLds 4dllld Udltd CXLCIIULIIy LIILs TESsdyc.

}
Semantics

Version - indicates the version of syntax used in the IPMP Data and shall be set to “0x01”.

10 © ISO/IEC 2004 — Al rights reserved
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dataID - used for the purpose of identifying the message. Tools replying directly to a message shall
include the same datalID in any response.

tag indicates the tag for the extended IPMP data.

IPMP data extending from IPMP Data BaseClass can be carried in the following three places:

e IPMP Descriptor
e IPMP Message Which is subsequently carried in IPMP Stream.
e IPMP_MessageFromTool defined to carry messages between IPMP tools.

Table AMD3-1 — Tags for IPMP Data extending IPMP_Data_/BQeCIass

8-bit Tag Value Symbolic Name /\(
0x00 Forbidden /\\ K
0x01 IPMP_OpaqueData_tag
0x02 IPMP_AudioWatermarkin%{nit_ta

BN
0x03 IPMP_VideoWatern@(M_%\‘ \

0x04 |PMP_Se|ecryé<M:mi\t§ag
0x05 IPMP_Ke D%ta @ N

0x06 /\ IPMP, /ég éﬁudlqév @%ark}g
0x07 IP \iené\«deobv\term rk _tag

0x08 f |PMP\&§h§D}m\

0}0\%) \ Iﬁ\}\Se\\\Q@'ﬁtalner tag

{&@N \IQM "~ MNotlflcatlon Listener_tag

I\Q)}OE\ (\ WP:ReémveToolNotificationListener_tag
/\ § OXOC} \QM}_InitAuthentication_tag

/\\@m@ DIPMP_MutualAuthentication_tag

N
(\ OXQE > IPMP_UserQuery_tag
\\ﬁx\OF IPMP_UserQueryResponse_tag
\\\ \OXW IPMP_ParamtericDescription_tag

Q\ \ @(1 1 IPMP_ToolParamCapabilitiesQuery_tag

0x12 IPMP_ToolParamCapabilitiesResponse_tag

0x13 IPMP_GetTools_tag

0x14 IPMP_GetToolsResponse_tag

0x15 IPMP_GetToolContext_tag

0x16 IPMP_GetToolContextResponse_tag

0x17 IPMP_ConnectTool_tag

0x18 IPMP_DisconnectTool_tag

0x19 IPMP_NotifyToolEvent_tag

0x1A IPMP_CanProcess_tag

0x1B IPMP_TrustSecurityMetadata_tag

0x1C IPMP_ToolAPI_Config_tag
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0x1D— 0x3F Reserved for Inter-device messages
0x40 — OxCF ISO Reserved
0xDO — OxFE User Defined

OxFF Forbidden

8.3.2.7 Mutual Authentication

This Subclause defines the syntax and semantics of messages used for mutual authentication and secure
communications.

8.3.2.7.1 IPMP_InitAuthentication

This Subclause defines the syntax and semantics of a message used to initiate 3 between

two components as well as indicate the type of authentication required.

8.3.2.7.1.1 Syntax

class IPMP InitAuthentication extends IPMP Data Base(C
bit (8) tag = IPMP_InitAuthentication tag
{
bit (32) Context;
bit (8) AuthType;

8.3.2.7.1.2 Semantics

Context - the 32-bit Context IDof the i veT ool with which mutual authentication is to be
performed. In the case of this ing¢ NeC bitstream, the only possible value for Context
is “0”, the Context ID of the Tef a i e only context ID that can be known in advance. In the case
of this message being be iate Context shall include the actual Context ID of the
required tool.

AuthType has the followin lue

m}\&u}h{yke Semantic Meaning

A\

%5(%\\) Forbidden
W No Authentication Required

0x02 No ID verify, Do secure channel
0x03 Do ID verify, No secure channel
0x04 Do ID verify, Do secure channel
0x05-0xFE ISO Reserved

OxFF Forbidden

12 © ISO/IEC 2004 — Al rights reserved
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8.3.2.71.4 Response

IPMP_Mutual_Authentication between receiving tool and indicated tool.

8.3.2.7.2 IPMP_Mutual_Authentication

Thic Subalaiicon Aafina thao wiatae—a. nead to _nacotiat ucad
oY ooT o

-

atha nrat | £,
ate—the—protocolusedo
mutual authentication as well as carrying out the agreed upon protocol. Additionally the message is usedtp
negotiate how the secured communication channel is to be used.

o o nd-—camantica of o _maccoaan
TS oo CGCTC ot C—oyrmtoX—arnC—oCrmartCS— O o cosagt—ostt—to—T1Cgo

8.3.2.7.21 Syntax

class IPMP Mutual Authentication extends IPMP Data BaseClass
bit (8) tag=IPMP MutualAuthentication tag;
{

bit (1) requestNegotiation;
bit (1) successNegotiation;
bit (1) failedNegotiation;

bit (1) inclAuthenticationData
bit (1) inclAuthCodes;

const bit (3) reserved = 0b000;
if (requestNegotiation) {
bit (8) nCandidateAlgy
AlgorithmDesciptor candidateAlgorit

if (successNegotiation) {
bit (8)
AlgorithmDescriptor

if (inclAuthenticationData) {
ByteArray

if (inclAuthCodes)

unsigned int
if (type ==

unsigned
unsigned
ByteA¥ra

} elseif

trustData;
authCodes;

8.3.2.7.2.2 Semantics

Anninstance of IPMP Mutual Authentication is generated by and exchanged between IPMP tools, ang
IPMP Tools and the Terminal for the purpose of mutual authentication.

inclAuthCodes —if this flag is set, authentication codes for the current message are specified

© ISO/IEC 2004 — Al rights reserved 13
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type — specifying the type of the authentication codes. Semantics of each value for this variable is defined as
follows:

Value of Type Semantics
0x00: No information regarding the type is explicitly specified.
0x01 The value specified in the variable authCodes is digital signature. One or more

SPKI certificates or X.509 V3 certificates, depending on the value of certType are

specified as a method to verify the signature in the variable certificates]].

0x02 The value specified in the variable authCodes is a digital signature, At\the same
time, a public key accompanied by algorithm specificationis specifiedSas a method
to verify the signature. /\ &

0x03 — OxDF ISO Reserved. (\ \ \
OXEO—OXFD | User Private. <\\ \\ \

~N
OxFE Application-dependent information regarding t e’is Med in the variable
opaque. /(7
N\

OXFF Forbidden. (\ A }\/ @ P>
N/

publicKey — specifies!ry i acsompanied by algorithm specification. This variable is

rethod to verify the authentication codes. This variable is

requestNegotiabion — ihdicates that the originator is requesting negotiation about an authentication
method to be used in the subsequent communication.

candidatgAlgorithms — specifies a list comprised of one or more algorithm identifiers of candidate
authentication methods. The originator of the IPMP Mutual Authentication message shall specify
identifiers of algorithms and/or protocols that it supports. The recipient of this message shall select ones out
ofthe list to fulfil the requirements, which the recipient IPMP tool supports. The recipient sends another

J_rur_uuL,udl_z—xu thermticatTomrmessage such-that JgTrecaATgo T Tt apcbifica the-tdentificatomof-the
selected algorithms and/or protocols. If the recipient cannot find algorithms and/or protocols that it supports in
the list, it returns an IPMP Mutual Authentication message specifying a "Ob1" for
failedNegotiation. The syntax of AlgorithmbDescriptor is provided in [8.3.2.7.2.6].

NOTE When the field candidateAlgorithms contains algorithms of mutual authentication that support the
generation of a shared secret, additional algorithm identifiers are listed to support the negotiation of message encryption,
and message authentication. The purpose of each algorithm included will be implicit from its functionality. i.e. if DES is a
candidate algorithm it is assumed it is specified for message encryption/decryption.

14 © ISO/IEC 2004 — Al rights reserved
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Additional Note: For algorithms that support a number of options within one algorithm such as AES supporting
a number of block lengths and key lengths, only one configuration will be specified for a given identifier or
registration authority listed ID. Additionally padding requirements and solutions will be included in the
identifiers and Ids as well.

inclAuthenticationData — when set to ‘1’, this implies that the message contains method specific data
used during mutual authentication

AuthenticationData — specifies data to be used for mutual authentication and whose value depends oh
method specific processing. This variable exists only when the flag inclAuthenticationData is set.

8.3.2.7.2.3 Response

IPMP Mutual Authentication, until authentication is successful.

8.3.2.7.24 BaseAuthenticationDescriptor

This Subclause defines the syntax and semantics for a deschp 2 i base from which
authentication descriptors may be extended.

8.3.2.7.2.4.1 Syntax

abstract aligned(8) expandable (2728 -1) clas 2 : bit(8) tag=0 {
// empty. To be filled by classes gxtendi
}

01 IPMP) AlgorithmDescr _ta
\9< O\ | Alg _tag
Q (%x YPMP_KeyDescr_tag

WW ISO Reserved
\(b(}\—G*PI{ User defined

&:4@ Forbidden

8.3.2.7.2.5 Descriptor
This Subclause defines the syntax and semantics for the carriage of a cryptographic key.

8.3.2.7:2.5.1 Syntax

class KeyDescriptor extends BaseAuthenticationDescriptor:
bit (8) tag = IPMP KeyDescr tag
{

BytedsString keyBody;
}

8.3.2.7.2.5.2 Semantics

This class is for specifying a cryptographic algorithm and a key conforming to the algorithm.
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keyBody — the body of the key. The value shall be data that conforms to a rule for data structure of the key
defined outside of this document.

Example — If an encryption algorithm is RSA, the value of this parameter shall be the BER encoded data
which conforms to PKCS#1.

RSAPublicKey ::=
SEQUENCE {
modulus INTEGER, -- n
publicExponent INTEGER -- e

8.3.2.7.2.6 AlgorithmDescriptor

This Subclause defines the syntax and semantics for the carriage of a cryptographt
identification.

or protocol

8.3.2.7.2.6.1 Syntax

class AlgorithmDescriptor extends BaseAuthenticationDescrj
bit (8) tag = IPMP_ AlgorithmDescr tag {

bit (1) isRegistered;
const bit (7) reserved = 0b0000.000;
if (isRegistered) {
bit (16) regAlgolID;
}
else {
ByteArray specAlgolID;

}
ByteArray OpaqueData;

8.3.2.7.2.6.2 Semantics

This class is for specifyi@'

16 © ISO/IEC 2004 — Al rights reserved
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SpecAlgolID —

SpecAlgoID Content Confidentiality Integrity

DH-G-H-x-y Diffie-Hellman Key Agreement Scheme on a | No Yes
base group G. The parameter setting of the

both parties Is specified In certificates.

EDH-G-H-x-y Ephemeral Diffie-Hellman Key Agreement | No Yes
Scheme on a base group G. Both parties are
assumed to agree on the base group G, and
each party is supposed to generate
ephemeral parameters (a public key pair) for
the purpose of authentication and the
parameters are submitted being signed by the
party. A certificate of the party is used for th

opponent party to verify the signature. /\

DH-G-E-H-x-y-z DH-G-H-x-y being used in combinationmwith ay %s Yes
symmetric key cipher algorithm E.

EDH-G-E-H-x-y-z EDH-G-H-x-y being used in ¢compinatio mh\\\(% Yes
a symmetric key cipher aI@oRi

N
RSA-OAEP-H-x Needham-Schxoe heme dep yinkg)R - | No Yes
based OAEP asthe p keysencryption-
RSA-OAEP-E-H-x-z RSA-OAEP-H-x being us \R}mbination Yes Yes
Wsy tri keera orithm E.
SCHNRR- G-x-y \S@IWme on a base | No No

In the above table,}@&% Wbles is as follows:

Variab%e’\ Definition
G (\\ y%péc\ifie}tﬁe type of a base group (e.g. a sub-groups of an elliptic curve)
N

S\peéﬁies a symmetric key cipher algorithm to realize confidentiality of messages.

E

H /épecifies a hash function to realize message integrity. Hash function to be used
being SHA-1.

X Specifies the size of a base field (e.g. the length in bits of the base field of an elliptic
curve).

Y Specifies a size of the order of the base group (e.g. the length in bits of the order of a

base group).

A Specifies the length in bits of a symmetric key cipher to be used.

Remark. The actual cryptographic scheme is constructed on a proper sub-group instead of being constructed
on an entire elliptic curve or an entire multiplicative group of a finite field. Further, the order of the base sub-
group shall be a prime number, and its length is specified to be y bits. This value of y influences the strength
of the scheme against the Pohlig-Hellman method, which finds solutions to DLP on arbitrary groups.
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Generation of a MAC

In the case where a value is specified for the variable H, if either or both of the parties require the functionality
of message integrity, MAC (Message Authentication Code) is attached to messages. Usage of a MAC as part
of the message is optional. MAC is generated based on the hash function specified by the variable H and the
shared secret being used as a key to generate MAC. MAC is generated in accordance with the following
formula, where H denotes Hashing and | denotes concatenation.

MAC = H(H(Shared Secret)| Message | H(Shared Secret))

Generation of Keys for Message Encryption

Keys of a symmetric key cipher to be used between the parties are generated from the Secret shared by the

write key A = TRUNC(56, SHA-1(100 LSBits Of Secret | “WRITE” st
ID Of Ais defined as the byte data with value "0" if Party A is the initiat - qmupication, whilst it is
the byte data with value OxFF otherwise.

8.3.2.7.2.7 IPMP_TrustSecurityMetadata

This Subclause defines syntax and semantics used to carry d/or trust related information.

8.3.2.7.2.7.1 Syntax

class IPMP TrustSecurityMetadata : publi

: bit(8) tag = IPMP TrustSecurityMetadatfla ta

{
bit (16) numTrustedTools; <i:i>
for (int I=0; I<numTrustedToolq;

{

bit (128)
DateClass
bit(16)
for (int 1i=0; WK

eserved = 0b0000.00;

trustedDuration;

} elser
ByteArray CCTrustMetadata;

}

8:3.2.7.2.7.2 Semantics

For numTrustedTools referenced by tool1ID, the trust metadata for each tool consists of the date of audit,
AuditDate by the trust auditor.

For each of numTrustSpecification, the tool shall be trusted as of startDate, to protect against the
specified AttackerProfile for the TrustedDuration minutes.
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Or an alternative, though opaque, means of specifying the trust metadata using Common Criteria contained in
CCTrustMetadata.

Attacker profile is defined as class I, Il, or Il where;

0x00 forbidden

0x01 Class |

0x02 Class Il

0x03 Class Ill
0x04 — OxOF User defined
0x10 — OxFE ISO reserved

OxFF forbidden

8.3.2.7.2.7.3 DateClass
This Subclause defines syntax and semantics for the carriage ate tedpformation.

8.3.2.7.2.7.3.1 Syntax

class DateClass : {
bit (40) Date;

}

8.3.2.7.2.7.3.2 Semantics

— UJ L

Julian Date (MJD). This {
coded as 6 digits < 3
to 1.

W

class IPMPySecureContainer extends IPMP Data BaseClass
: bit (8) Yfag = IPMP_ Secure Container tag
{

bIt (1) hasEncryption;

bit (1) hasMAC;

bit (1) 1isMACEncrypted;

const bit(5) reserved=0b0000.0;

LL (IIaSEIICLYP L_iUll)

ByteArray encryptedData;

if (hasMAC && !isMACencrypted) {
ByteArray MAC;
}
}
else {
IPMP Data BaseClass protectedMsg;
if (hasMAC) {

© ISO/IEC 2004 — Al rights reserved 19
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ByteArray MAC;

8.3.2.7.3.2 Semantics

This forms a secure container for any message extending the IPMP Data BaseClass. The use of this
message is optional and is defined for transmitting any message in a secure manner when needed by the
application. The payload message is optionally encrypted. The MAC allows verification of the integrity of. the
protectedMsg, and is optionally encrypted. The key and algorithm for creating and verifying the MAG;,and
decrypting the encrypted payload, is negotiated as part of an external authentication mechanism.

has been applied.

8.3.2.8 IPMP Tool connection and disconfectic

This Subclause ,defines s
Terminal.

vfax and semantics to request available IPMP Tools or capabilities on/of the

8.3.2.8.1:1 Syntax

class™IPMP_GetTools extends IPMP Data BaseClass:
bit (8) tag = IPMP GetTools tag
{

}

8.3.2.8.1.2 Semantics

Message IPMP GetTools is used by a tool to find all the Tools, instantiated or not, that are available on the terminal.
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8.3.2.8.1.3 Response

IPMP GetToolsResponse.

8.3.2.8.2 IPMP_GetToolsResponse

o
A2

»n

on/of the Terminal.

8.3.2.8.2.1 Syntax

class IPMP GetToolsResponse extends IPMP Data BaseClass:
bit (8) tag = IPMP_GetToolsResponse tag

{
IPMP Tool tools[];

}

8.3.2.8.2.2 Semantics

tools — A list of tools available to the Terminal.

8.3.2.8.2.3 Response

None required

8.3.2.8.3 IPMPToolES_DecoderConfig

We On

gcoderSpecificInfo : bit(8) tag=DecSpecificInfoTa

This Subclause defines syntax and semaptic pation of the Terminal to receive an IPMP Toq

contained in the bitstream.

8.3.2.8.3.1 Syntax

class IPMPTool
{

8.3.2:8.3.2 Semantics

IPMP ToolID - the ID of the Tool carried in this stream.

Tool Format ID - This is defined as 0x0001 for a structurally described tool. Otherwise, the

Tool Format ID indicates the Binary Representation of the Tool and is assigned by a registration authority.

Tool Package Id - a 16-bit unsigned integer that indicates the details of the package of the Tool —
examples are CAB, Zip, TAR. Values are assigned by a registration authority.

OpaqueData - Any opaque data.
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A streamType identifier “IPMPToolStream” is defined for elementary streams to carry binary IPMP Tools in
ISO/IEC 14496-1.

One implementation of a given tool is carried as the payload of one IPMP Tool stream, the representation
format, package information and IPMP Tool ID of which is specified in DecoderConfigDescriptor in the
associated ESD.

IPMP_ ToolESs shall be referenced through the IOD. The IPMP Tool Manager serves as a decoder for IPMP
Tool Streams. IPMP Tools carried within IPMP ToolESs become part of the Terminal resources, and shall
be installed, used and retained at the discretion of the Terminal implementation. As such, once _the
downloaded tool is installed or otherwise made available to the Terminal implementation, it shall “be
referenced via its IPMP Tool ID just like any other IPMP Tool.

Handling and usage of Tools carried in Tool elementary streams are implementation

8.3.2.8.4 IPMP_ToolES_AU

This Subclause defines syntax and semantics of the Access Unit which ca the bitstream.

8.3.2.8.4.1 Syntax

class IPMP ToolES AU
{
bit (1) isSigned;
const bit(7) reserved = 0b0000.000;
if (isSigned)
{
ByteArray IPMP Tool Signature;
bit (16) numCerts;
for (int i=0; i<numCerts

{

bit (8) CertTwpe;
ByteArray certifica

}
bit (128) Verif T

}
bit (32) sizeOfTool;
bit (8) Tool Bod

IPMP Tool Signature e signature of the IPMP Tool being delivered in Tool Body in the tool stream.
NumCerts £2The number of certificates included.
CertType — The type of certification mechanism being used, value assigned by a Registration Authority.

Certificates - The array of certificates.

Verifying Tool Id - The ID of the Tool that is required to verify the certificate(s). This shall be the ID of
the Terminal or a trusted tool. When the Verifying Tool ID is implicit by the CertType and/or
certificates, this shall be set to 0.

SizeOfTool - the size in bytes of the Tool Body

Tool Body - the tool.
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8.3.2.8.5 IPMP Tool Parametric Capabilities Query

This Subclause defines syntax and semantics to request IPMP capabilities available from either IPMP Tools
or the Terminal.

8.3.2.8.5.1 Syntax

class IPMP ToolParamCapabilitiesQuery extends IPMP Data BaseClass
: bit(8) tag = IPMP ToolParamCapabilitiesQuery tag
{

IPMP ParamtericDescription toolParamDesc;

}

8.3.2.8.5.2 Semantics

This message allows a terminal to query a tool as for support for a spexifi etric\description. Th
contents of the message are the actual tool parametric descriptor that would bg i

11

toolParamDesc: The parametric description of the capability bging

8.3.2.8.5.3 Response
IPMP_ToolParamCapabilitiesResponse.

8.3.2.8.6 IPMP Tool Parametric Capak

This Subclause defines syntax and semanti

8.3.2.8.6.1 Syntax

class IPMP ToolParams
: bit(8) tag = IPMP |

{
bit (1) capa g
const bit (7) £s

}

A%

Q
@
o
o
o
=
®
o
2]
€
s
8,
S
=]

queried in the” preceding message. If set to ‘0’ this implies that the tool does not support th
parametric description.

W

8.3.2:8.6.3 Response

None required.

8.3.2.8.7 IPMP_ConnectTool

This Subclause defines syntax and semantics used to request the instantiation of an IPMP tool. Note, this
request may be satisfied by either the loading/instantiation of a discrete loadable IPMP Tool or by the
Terminal making the requested IPMP functionality available at the point requested.
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8.3.2.8.7.1 Syntax

class IPMP ConnectTool extends IPMP Data BaseClass:
bit (8) tag = IPMP_ConnectTool tag

{
IPMP Descriptor toolDescriptor;

}

8.3.2.8.7.2 Semantics

Message IPMP ConnectTool allows a tool to request the Terminal to create a connection to a toal
identified in the toolDescriptor.

toolDescriptor - contains an IPMP descriptor to be used for determining location o wlool context to be
connected. Scope of connected tool shall be the same as the requesting tool.

8.3.2.8.7.3 Response

IPMP NotifyToolEvent Wwith an eventType E p of
“CONNECTIONFAILED".

8.3.2.8.8 IPMP_DisconnectTool

longer available, one should assume that once SR se, no further use of the IPMP Tool or
functionality is possible.

8.3.2.8.8.1 Syntax

class IPMP Disconneck
bit (8) tag = IPMR

{
bit (32)

}

8.3.2.8.8.2

Message IPMP
point.

allows a tool to disconnect a tool it has previously connected at a control

IPMP ToolContextID is the ID of the Tool Context to be disconnected. @ IPMP ToolContextID is
randomly generated by the Terminal and is to be unique for each connected IPMP tool.

8.3.2.8.8.3 Response

IPMP' NotifyToolEvent - with an eventType of ‘DISCONNECTED” or an eventType of
“DISCONNECTIONFAILED”.

8.3.2.8.9 IPMP_GetToolContext

This Subclause defines syntax and semantics to request the logical address of a given IPMP Tool or Terminal
provided IPMP functionality for messaging purposes.
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8.3.2.8.9.1 Syntax

class IPMP GetToolContext extends IPMP Data BaseClass:
bit (8) tag = IPMP_GetToolContext tag
{
bit (3) scope;
bit (1) hasIPMPDescriptorIDEx;
onst Wbit (4) rosorvued — ﬂhﬂﬁﬂﬁ:

if (hasIPMPDescriptorID)
bit (16) IPMPiDescriptorIDEx;
8.3.2.8.9.2 Semantics
The value of the scope parameter can be:
SCOPE_ESD =0x0
SCOPE_OD =0x1

SCOPE_LOCAL = 0x2

Other values are reserved for future use.

=
=
@
=
Q
o8
19}
a
z
=
5
o
[72]
a
o
S
®
o
o,
n
(@]
(@)
U
lm
m
U
W

W

When called with a scope of SCOPE_OD,
OD as the tool who sends the message is

When called with a scope o i a@ssage will limit the search to all tools declared in th
¢ is declared in.

W

IPMP_Descript@E ; etef to limit reply to tools from a given declaration.

8.3.2.8.9.3 Re

IPMP GetTog

This Subclause™dgfines\syntax and semantics used to inform the logical address of a requested IPMP Tool dr
Terminal pravided fungtionality.

8.3.2.8.101 Syntax

clags IPMP GetToolContextResponse extends IPMP Data BaseClass:
bit (8) tag = IPMP GetToolContextResponse tag
{

bit (1) hasESD_ID;
L}it\':}[ L TOTL Ckl = U-UUUU}J,
bit (10) oD _1D;
if (hasESD ID)
bit (16) ESD ID;
bit (32) IPMP ToolContextID;

}

Where OD_ID is the ID of the OD where the tool is declared (at the OD level or ESD level), and ESD_ID, if
present, is the ID of the ESD where the tool is declared.
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8.3.2.8.10.2  Semantics
IPMP_ ToolContextID - is the identifier of the tool Context. A null value indicates that this context does not exist.

8.3.2.8.10.3 Response

None required.
8.3.2.9 IPMP Tool notification
This clause defines syntax and semantics used for:
¢ Arequest to be notified in the event that an IPMP Tool is instantiated.

e Arequest to terminate IPMP Tool instantiation notification.

e The notification of an instantiation.

8.3.2.9.1 IPMP_AddToolNotificationListener

This Subclause defines syntax and semantics to request notifica ents of IPMP Tools.

8.3.2.9.1.1 Syntax

class IPMP AddToolNotificationListener ex¥
bit (8) tag = IPMP_AddToolNotificationLisgere

bit (3) scope;
bit (5) reserved; 0b0000.0
bit (8) eventTypeCount;
bit (8) eventType[evenyR
}
8.3.2.9.1.2 Seman@
Message IPMP AddToo{ ener allows an existing IPMP Tool running on the terminal to
request notification of any ¢’ terminal.

SCOPE_ESD = 0x0
SCOPE_OD = 0x1
SCOPE_LOCAL = 0x2

Other yalues are reserved for future use.

When called with a scope of SCOPE_ESD, this message will limit notifications for tools protecting the same
nlnmnnfnry stream as the toolwho sends the message

When called with a scope of SCOPE_QD, this message will limit notifications for tools protecting the same OD
as the tool who sends the message is declared in (at the OD level or the ESD level).

When called with a scope of SCOPE_LOCAL, this message will limit notifications to all tools connected in the
same name scope as the tool who sends the message is declared in.
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eventType — Type of event for which the sender shall receive notifications for and defined by the following
table.

0x00 CONNECTED
0x01 CONNECTIONFAILED
0x02 DISCONNECTED
0x03 DISCONNECTIONFAILED
0x04 WATERMARKDETECTED
0x05-0xCO ISO Reserved
0xCl-0xFF User Defined o

8.3.2.9.1.3 Response

None required.

8.3.2.9.2 IPMP_RemoveToolNotificationListener

This Subclause defines syntax and semantics used to reque

8.3.2.9.2.1 Syntax

class IPMP RemoveToolNotification®d
bit (8) tag = IPMP_RemoveToolNotd

{
bit (8) eventTypeCount;
bit (8) eventType[eventTypeCount

IAstener allows an existing IPMP Tool running on th
s registered event listener. If an eventTypeCount of “0” i
shall be unregistered.

L2 Y

y¥ToolEvent

This Subelause defines syntax and semantics used to notify an IPMP tool that has requested the notificatio
of IPMP_Tool instantiations that an IPMP Tool has been instantiated. Note, this message is to be delivered t
bothS{IRMP Tools that have requested notification as well as IPMP Tools that have requested the instantiatio
of'a given IPMP Tool.

- J
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8.3.2.9.3.1 Syntax

class IPMP NotifyToolEvent extends IPMP Data BaseClass:
bit (8) tag = IPMP NotifyToolEvent tag
{

bit (1) hasID;
bit (7) reserved; 0b0000.000
if (hasTD){

bit (10) OD ID;
bit (6) reserved; 0b0000.00
bit (16) ESD ID;
}
bit (8) eventType;
bit (32) toolContextID;
}

8.3.2.9.3.2 Semantics

Message IPMP_NotifyToolEvent notifies an IPMP Tool of a tool event for which it hag pre ered as a

listener.

toolContextID — the ContextID of the tool
as indicated by the eventType.

8.3.2.9.3.3 Response

None required.

8.3.2.10 IPMP Processing
This Subclause definesé&
e The notification frofi

e Opaque data

e Information uSed'to parametrically configure decryption services.

o Information\used to Parametrically configure watermarking services.

e Information to be embedded or has been extracted using watermarking services.

8.3.2.10.1/ IPMP_CanProcess

This.Subclause defines syntax and semantics for IPMP Tools to notify the Terminal of the ability to begin or
requirement to discontinue stream processing.

8.3.2.10.1.1 Syntax

class IPMP CanProcess extends IPMP Data BaseClass:
bit (8) tag = IPMP_CanProcess_tag
{

bit (1) canProcess;

bit (7) reserved = 0b0000.000;
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8.3.2.10.1.2 Semantics

canProcess — used to indicate to the receiver of the message that the sender is able to begin processing
data or must discontinue processing.

0x0 DISCONTINUE

0x1 BEGIN

8.3.2.10.2 IPMP Opaque data
This Subclause defines syntax and semantics for the carriage of opaque data.

8.3.2.10.2.1 Syntax

class IPMP OpaqueData extends IPMP Data BaseClass
: bit(8) tag = IPMP OpaqueData tag
{

ByteArray opaqueData;

}
8.3.2.10.2.2 Semantics
opaqueData — information to be delivered.

8.3.2.10.3 IPMP_KeyData

This Subclause defines synia i e of cryptographic data as well as the indicatiop

8.3.2.10.31 Syntax
class IPMP_KeyQ

bit (8) tag = IP
{

0b0000;

bdt,t64) startDTS;
if/~hasStartPacketID)

bit (32) startPacketID;
if (hasExpireDTS)

bit (64) expireDTS;

L L ([IdsSh piLefde\CLlL}[
bit (32) expirePacketID;
ByteArray OpaqueData;
}

8.3.2.10.3.2 Semantics

keyBody — the body of the key. The value shall be data that conforms to a rule for data structure of the key
defined outside of this document.
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hasStartDTS —a value of “1” indicates the presence of the following startDTS field.
hasStartPacketID — a value of “1” indicates the presence of the following startPacketID field.
hasExpireDTS — a value of “1” indicates the presence of the following expireDTS field.

| I o valbae-off1” indicatac tha nracancn of-tha foalloawina
e g vara T

N~ hnl o n . o o n

hrarsErpirePee indicates-the-presence-ef-thefellowirg—erpirePeae]
startDTS — decoding time stamp of the first access unit for which the contained key is valid;
startPacketID —the packet ID of the first access unit for which the contained key is valid.

expireDTS — decoding time stamp of the first access unit for which the contained key Qngerwalid;

expirePacketID —the packet ID of the first access unit for which the containegd\ke valid.
OpaqueData — Any other opaque data carried in this IPMP data.
8.3.2.10.4 IPMP_RightsData

This Subclause defines syntax and semantics to carry rights exp

8.3.2.10.4.1 Syntax

class IPMP RightsData extends IPMP Data F
bit (8) tag = IPMP RightsData tag
{
ByteArray rightsInfo;

}
8.3.2.10.4.2 Semantics
g information.

8.3.2.10.5 IPMP_Selective

8.3.2.10.6 IP

Defined in Annex B.

8.3.2.10.7 IPMP_SendAudioWatermark

Defined in Anhex B.

8.3,2110.8 IPMP_VideoWatermarkinglnit

Defined - in Annax C

8.3.2.10.9 IPMP_SendVideoWatermark

Defined in Annex C.
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8.3.2.11 User Interaction Messages

This clause defines syntax and semantics for messages which allow information to be exchanged between the
User and an entity requiring information from the User. Although the word ‘text’ is used repeatedly throughout
the following syntax and semantics, how the requested information is displayed or presented to the user as
well as how the User supplies possibly requested information is application and implementation dependent.
An example could be that although text may be requested with a textual prompt, the User input and output

available on the Terminal may be voice recognition and generation instead.

8.3.2.11.1 IPMP_UserQuery

This Subclause defines syntax and semantics used to request or present information from/to the.User.

8.3.2.11.11 Syntax

class IPMP UserQuery extends IPMP Data BaseClass:
bit (8) tag = IPMP UserQuery tag
{

bit (1) inclDisplayTitle;
bit (1) inclDisplayText;
bit (1) needReplyText;
bit (1) inclOptionSelect;
bit (1) inclSMIL;

const bit (3) reserved = 0b000;
bit (24) numOfAltText;

for (int 1i=0; i< numOfAltText;
{

bit (24) languageCd
if (inclDisplayTitle) {
ByteArray titleText

isReferenced;
(7) reserved = 0b0000.000;

ByteArray SMIL;
}

8.3.2.11.1.2 Semantics

languageCode - Contains the ISO 639-2:1998 bibliographic three character language code of the
corresponding audio/speech or text object that is being described.

titleText - Title of dialog display.

displayText - Text to be displayed to the user.
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needReplyText - Text expected back from the user.

promptText - Text to be displayed to the end user to indicate purpose of text input field, i.e. “User ID”,

“Password”, “PIN”, etc.

inclOptionSelect - An option, true/false, input is needed from the user.

isExclusive - If more than one option is associated with a given display text, this indicates mutual
exclusivity of options.

optionText - Text to be displayed indicating purpose of option selection, i.e. “One month purchase’;“Ohe
time play”, “Render at 1024/768”, etc.

SMIL URL - Fully qualified location of SMIL file to be displayed.

SMIL - SMIL file to be displayed.

8.3.2.11.1.3 DTArray

This Subclause defines syntax and semantics to carry informatio eral heading for the

information and/or request for information presented to the User

8.3.2.11.1.31 Syntax

class DTArray

{
bit (16) ID;
ByteArray displayText;

8.3.2.11.1.4QTArray
This Subclause defines tax fe that information is requested from the user as well
as an indication of wh i ested is. An example could be that information is

requested in textual format; g ser ID and what is requested, “Password” or “User ID” is
displayed textually to the ) an appropriate area to receive textual input from the User.

8.3.2.11.1.41

class QTArra

{

bit (7) veserved = 0b0000.000;
ByteArraw,/ promptText;

8.3.2.11.1.5 OptionArray

This Subclause defines syntax and semantics to indicate a single option or choice must be made. If more

than one OptionArray is included with the same ID, the isExclusive bit may be used to indicate whether
more than one option may be selected or if only one option of those available must be selected.
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8.3.2.11.1.5.1 Syntax

class OptionArray

{

bit (16) ID;

bit(1l6) SubID;

bit (1) isExclusive;

oot (T d . /\b/\ﬂﬂﬂ.ﬂﬂﬂ,

e % =
ByteArray promptText;
}

8.3.2.11.1.5.2 Semantics

IsExclusive - When setto ‘1’, this implies a mutually exclusive condition of theoption selector.

ID - A serial number to be associated with the contained data or to associatg
SubID - A serial number to associate items within an ID group.
promptText — Text to be presented to the User to indicate the

isHidden - If set to one, the response field for this te
password input.

8.3.2.11.1.5.3 Response

IPMP UserQueryResponse

8.3.2.11.2 IPMP_UserQueryResponse
This Subclause defines arry information provided by the User to an
IPMP_ UserQuery reque

8.3.2.11.21 S@(

class aligned (8)
bit (8)
{

Bésponse extends IPMP Data BaseClass:

tag = IP} & tag

Z1ReplyText;
inclOptionSelect;
reserved = 0b0000.00;
languageCode;

{
nReplyText;
QTArray ReplyText[];

if (inclOptionSelect) {
bit (106) numOfOptions;
for (i=0; i<numOfOptions; i++)
{
bit (1) optionResult;// Obl = TRUE, ObO = FALSE;

}

}
8.3.2.11.2.2 Semantics

replyText - Text entered by user. Only fields with entered text need be included. If the original request
contained reply text fields but the terminal does not support text input then an inclReplyText of
“0b0“ would indicate so.
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optionResult - ldentical semantics and rules as with replyText except that all options must be
represented and in the order they were initially specified.

8.3.2.11.2.3 Response

None Required.

8.3.2.12 IPMP Information Delivery Functions

This clause defines syntax and semantics for messages that facilitate delivery of IPMP Information among
IPMP Tools and terminal, and from bitstream to IPMP Tools.

8.3.2.12.1 IPMP_ToolMessageBase

This Subclause defines syntax and semantics for a message base which ded\ to deliver

information of different types to IPMP Tools.

8.3.212.11 Syntax

Aligned(8) abstract expandable(2728-1)class IPMP_ToolMessa
bit (8) Version;
bit (32) sender;
bit (32) recipient;

8.3.2.12.1.2 Semantics

IPMP ToolMessageBase - an expandable ba
defined in Table AMD3-2.

Version - indicates the versi

Sender - indicates th
terminal.

Recipient - indicates
terminal.

ags for messages extending IPMP_ToolMessageBase

?t\)it Tag Value Symbolic Name
0x00 Forbidden
0x01 IPMP_MessageFromBitstream_tag
0x02 IPMP_DescriptorFromBitstream_tag
0x03 IPMP_MessageFromTool_tag

0x04 — OxCF ISO Reserved

0xDO — OxFE User Defined

OxFF Forbidden
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8.3.2.12.2 IPMP_MessageFromBitstream

This Subclause defines syntax and semantics for an extension to IPMP_ToolMessageBase to support the
delivery of IPMP Messages to IPMP Tools. Note, the delivery of IPMP Messages to IPMP Systems, as
identified by IPMP DescriptorID, as opposed to IPMP DescriptorIDEx, is done on an implementation
basis.

8.3.2.12.21 Syntax

class IPMP MessageFromBitstream extends IPMP ToolMessageBase :
bit (8) tag = IPMP MessageFromBitstream tag
{

IPMP Message messages|[];

}

8.3.2.12.2.2 Semantics

A=

Message IPMP MessageFromBitstream is used to deliver IPMP s ed in the Content t
- délivered in the IPM
Elementary Stream contains more than one IPMP Message f0 Oifi gol, all IPMP Message fo

U

-

messages [] - an array of IPMP Message'’s.
8.3.2.12.2.3 Response
None required.

8.3.2.12.3 IPMP_Descripto

This Subclause defines

delivery of IPMP Dgscr
as identified b

implementation basis’

extension to IPMP ToolMessageBase to support th
ote, the delivery of IPMP Descriptors to IPMP Systems
opposed to IPMP DescriptorIDEx, is done on an

11

class IPMP 2 ream extends IPMP ToolMessageBase :

IPMP DescrintbX tog¥bescriptor;

8.3.2.12.3.2 Semantics

MesSage IPMP DescriptorFromBitstream is used to deliver an IPMP Descriptor received in th
bitstream to the IPMP Tool specified in the IPMP Descriptor.

1%

toolDescriptor -the IPMP Descriptor received in the bitstream.

8.3.2.12.3.3 Response

None required.

8.3.2.12.4 IPMP_MessageFromTool

This Subclause defines syntax and semantics for an extension to IPMP ToolMessageBase to support the
delivery of IPMP information to and between IPMP Tools and to and between IPMP Tools and the Terminal.
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Note, the delivery of IPMP Information to IPMP Systems, as identified by IPMP DescriptorID, as opposed
to IPMP DescriptorIDEx is done on an implementation basis.

8.3.2.12.4.1 Syntax

class IPMP MessageFromTool extends IPMP ToolMessageBase:
it (8) f:r:}f — T1DMD Mg :gal?‘v‘nm"l"ﬁn'l #:Jrj

{

IPMP Data BaseClass messages|[];

}

8.3.2.12.4.2 Semantics

message —acontainer for IPMP Data BaseClass derived data.

8.3.2.12.4.3 Response

Received message dependant.

8.3.2.12.5 IPMP_ToolAPI_Config

This Subclause defines syntax and semantics for the carriage ¢
information. When this data is put in IPMP_Descriptor, the
that is referenced by the [IPMP_ToollD™\i 2
Instantiation API ID is present in the

P_Descriptor, i.e., when this

@ ation applies to the IPMP Tool
minal should use the carried API

bit (8) tag = IPMP TodNaPI X

bit (1) has I ntNation\AR
bit (1) has_| idg APIN
const bit (6) res¥r | C

if (has Instantiajlw
bit (32)
if (has Messaging\APY

}

8.3.2.12.5.2

has Instantigfion API ID - Indicates that the Instantiation API ID is contained in the
IPMP Tool&RI¥ Config.

has MeS8saging API ID - Indicates that the Messaging API ID is contained in the
IPMR.ToOlAPI Config.

Irdtantiation API ID — A 32 bits ID that indicates the API for instantiation of the IPMP Tool and is

assigned by a registration authority.

Messaging API ID — A 32 bits ID that indicates the messaging API to pass messages to/from the IPMP
Tool and is assigned by a registration authority.

OpaqueData — Any opaque data that may assist the terminal of the instantiation or messaging of the IPMP
Tool.
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8.3.2.12.5.3 Response
None required.

End insertion after Subclause 8.3.2.5.2

b

Two additional new descriptors have been created for inclusion in the 10D They ar

IPMP ToolsListDescrTag, which is used to identify a descriptor class that contains the declaration of\a
IPMP tools required for the protection of a given MPEG-4 content and IPMP ToolTag, which is used tp
identify a descriptor class contained within an IPMP ToolsListDescr and identifies a single IPMP tool.

In Subclause 8.6.3.1, insert the following text after the existing IPMP DescriptorPointervfound in th
ObjectDescriptor:

D

IPMP Descriptor ipmpDescr [0 .. 255];

End Subclause 8.6.3.1 insertion.

In Subclause 8.6.3.2, insert the following text after the existipg. se
ObjectDescriptor!:

N ipmpDescrPtr[] for th

D

()

ipmpDescr [] — a list of IPMP Descriptors that m " > 2 Th

D

In Subclause 8.6.4:4, il ext affer the existing IPMP DescriptorPointer found in th
InitialObject
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ipmpDescr ist of IPMP Descriptors that may be referenced by streams declared in esDescy.
The array shalllhave~any number of zero up to 255 elements. The following scope and usage rules apply:

i. Entries in the ipmpDescr table define IPMP System/Tools that can be referenced by
IPMP DescriptorPointers located in the IOD itself or ESDs declared in this IOD.

ii. 10D contained IPMP Descriptors have scope within the given IOD only and shall not
be referenced by subsequently declared I0ODs, ODs, streams nor available for updating
via IPMP_DescriptorUpdates.

i The 1OD contained IPMP Descxri ptors shall not bhe referenced hy 1QDs,_QDs_streams

declared in 10D declared OD or Scene streams.
toolListDescr — a list of all IPMP tools required for the processing of the content. The array shall have
zero or 1 element.
End Subclause 8.6.4.2 insertion

An additional stream type has been defined to carry IPMP tools in the content stream.
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In Subclause 8.6.6.2, replace Table 9 with the following:

Table 9 - streamType Values

streamType value streamType description

0x00 Forbidden
0x01 ObjectDescriptorStream
0x02 ClockReferenceStream

0x03 SceneDescriptionStream

0x04 VisualStream (\\ \
0x05 AudioStream <\\\

X
0x06 MPEG7Stream N\ X

0x07 IPMPStream

)]
0x08 Obj%)ntey,l@éﬁea/n/ (\ :>
e N
0x0A Inter{ctio ee}ﬁ\ﬁp{>
0x0B k < IPM \QKIS}ea)n Q

0x0C - Ox1 FL r%@Wse

A
MbG useﬁ\\.‘igz.

Insert the following tex

IPMP Tool Lis

For each tool, this includ
1) IPMP Toal Identifier
2) Optienal Parametric Description of the Tool.

3)—Alternative Tools to the given Tool, any one of which replace the others without loss of functionality.

The Tool List shall be in the IOD, in an IPMP ToolListDescriptor. Binary IPMP Tools are carried in

Separate elementary sireams associated with the TOD. The Specificalion of the syntax for the Tool LISt IS as
follows.

The IPMP ToolListDescriptor conveys the list of IPMP tools required to access the content associated
with the TnitialObjectDescriptor in which it is described, and may include a list of alternate IPMP tools
or parametric descriptions of tools required to access the content.
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IPMP_ToolListDescriptor

This Subclause defines syntax and semantics for the carriage of a list of IPMP Tools required for the
processing of the presentation.

Syntax

class IPMP ToolListDescriptor extends BaseDescriptor :
bit (8) tag= IPMP ToolsListDescrTag

{
IPMP Tool ipmpTool[0 .. 255];

}

Semantics

IPMP Tool —a class describing a logical IPMP Tool required to access the conteh

IPMP_Tool

The IPMP Tool Identifier (or IPMP ToolID) is 128-bits long, afd sha ique identification numbgr
for the IPMP Tool. A registration authority for IPMP Tool e ID.g required. The registratiop
authority shall maintain an optional association of the download UR s implementations of the given
tool for various platforms. These platforms will j egdate detail using a structured
representation. The IPMP ToolID identifies a sp ific\ [ (nota specific implementation of such a
tool), unless in the reserved range for wrfently assigned 16-bit IPMPS Types
shall be directly mapped to a 128-bit ID b bits; the RA will be initialized with such

values. Specific values within this 128-bi reNvesexrved for indicating parametric tools, the bitstrean

IPMP_Tooll \ \ Semantics

0x000 /\&/\\ R X Forbidden

0x000 \ \> Content

Oé(b\\ > Terminal
WW@O Reserved for ISO use
OXMXFFFF Carry over from 14496-1 RA

0x10000 - Ox100FF Parametric Tools or Alternative Tools
0x100FF — 2"128-2 Open for registration
2M28-1 Forbidden
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Syntax

class IPMP Tool extends BaseDescriptor :
bit (8) tag= IPMP ToolTag
{

bit (128) IPMP ToolID;

bit (1) isAltGroup;

it (1) TSParamecric,

const bit (6) reserved=0b0000.00;

if (isAltGroup) {
bit (8) numAlternates;
bit (128) specificToolID[numAlternates];
}
if (isParametric)
IPMP ParamtericDescription toolParamDesc;
ByteArray ToolURL[];

Semantics

Each instance of Class IPMP Tool identifies one IPMP Tool that is reg ired Dy theTerm al to Consume the
Content. This Tool shall be specmed either as a unique impler Qn,>a of aist of alternatives, or
through a parametric description.

IPMP ToolID shall be from th
Tool ID of the Tool thatr i
to the Terminal. All the Conhie

specified. Note, this is no

A list of alternative Toqls s indiCs k ihg the isA1tGroup flag to ”"1”. The subsequent specific Tool
IDs indicate the Tod(s tha lentyalternatives to each other. If the isParametric field is also set to
one, any Tool thaks & g’conditions for parametric tools (as discussed in the paragraph above)
shall be conside 3 ingl to be another equivalent alternative to those specified via specific Tool

ID of this Tool is knowr>anly toythe Terminal.

IPMP ToolID —(he identifier of the IPMP Tool, as discussed above.
isAltGroup/~if setto one, this IPMP Tool contains a list of alternate IPMP Tools.
numAltérnates —the number of alternative IPMP Tools specified in IPMP Tool.

sped¥ficToolID — an array of the IDs of specific alternative IPMP Tools that can allow consumption of the
content.

isParametric — IPMP Tool contains a parametric description of an IPMP Tool. In this case,
IPMP ToolID is an identifier for the parametrically described IPMP Tool, and the Terminal shall route
information specified in the bitstream for IPMP Tool11ID to the specific IPMP Tool instantiated by the terminal.

ToolURL — An array of informative URLs from which one or more tools specified in IPMP _Tool may be
obtained in a manner defined outside the scope of these specifications.
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IPMP_ParametricDescription

Using a parametric description, the content provider can now describe what type of IPMP tool is required to
playback the content, instead of using fixed tool IDs. For example, the content provider can specify that an AES
tool, with block size of 128 bits is required to decrypt video stream. The IPMP terminal, upon receiving such
description specifying this tool, can then choose an optimised AES tool from the embedded tools.

This clause contains an illustration of the hierarchy that a parametric description would follow. It does ngt
attempt to define any specific scheme for any specific Tool type. We anticipate that only a basic framework
will appear in the current version of the specification, and enhancements to the same will be left for future
addendums and/or versions.

1. Optional comment
2. Version of parametric description syntax

3. Class of Tool
e.g. Decryption, Rights Language Parser

4. Sub-class of Tool
a. e.g. for Decryption: AES, DES, NESSIE etc
b. i
c.
d.

a. e.g.forDES:n
b. e.g. for Righ

The parametric description
tool.

Syntax

h

Pescription tag = 0x10

bit (8)
{
ByteAxray scrdptionComment;
bit (8) najoftversion;
bit mynorVersion;
Int i numOfDescriptions;
For (if)= 0 to numOfDescriptions - 1) {
ByteArray class;
ByteArray subClass;
ByteArray typeData;
ByteArray type;
ByteArray addedData;
}
}
Semantics

class - class of the parametrically described tool, for example, decryption.
subClass - sub-class of the parametrically described tool, for example, AES under decryption class.

typeData - specific type data to describe a particular type of tool, for example, Block length, to further
specify a AES decryption tool

© ISO/IEC 2004 — Al rights reserved 41


https://standardsiso.com/api/?name=f15ff3d0ff92a0010ff939cfd2ed6dcf

ISO/IEC 14496-1:2001/Amd.3:2004(E)

type - value of the type data above, for example, 128 for the Block_length.

addedData - Any additional data which may help to further describe the parametrically defined tool.

ByteArray

This Subclause defines svntax and semantics to carrv a aeneric strina or arrav of bvtes which is used
J J J J J J

extensively throughout the IPMP specifications.

Syntax

expandable class ByteArray

{
bit (8) data[sizeOfInstance()];

}

Semantics

data - the string or array of bytes carried.
End text insertion after Subclause 8.6.14.2.

The extensions to the IPMP DescriptorPointer Suppo g ility"to identify which specific
IPMP stream or streams the IPMP tools declareg\in the cqQrres Bescriptor, identified by the
reference a unique IPMP elementary stream to re With_the
may receive updates from the same stream.

ge extensions, multiple IPMP tools

In Subclause 8.6.13.1, replace the

class IPMP DescriptorPoint
bit (8) tag = IPMP DescrPt

{
bit (8) IPMP_D
if (IPMP_ Deschipte

bit (16) IPMP Des
bit (16) IPMP B

}

In Subclause 8.8.T3.2\replace‘thexsemantics with the following text:

The IPMP DescriptQrPoihter appears in the ipmpDescPtr section of an OD or ESD structures.

The presence ofthiS descriptor in an object descriptor indicates that all streams referred to by embedded
ES Descriptions are subject to protection and management by the IPMP Tool specified in the referenced
IPMP Desgcriptor.

The presence of this descriptor in an ES Descriptor indicates that the stream associated with this
descriptor is subject to protection and management by the IPMP Tool specified in the referenced
IPMP Descriptor.

IPMP DescriptorID isthe ID of the IPMP Descriptor being referredto. The bit (8) field is to support
backward compatibility, for which support for extended IPMP stream association is not provided for.

IPMP DescriptorIDEx isthe ID of the IPMP Descriptor being referredto. Thebit (16) field refers to
extension defined IPMP Descriptors and also supporting the extended IPMP stream association.

IPMP ES ID is the id of an IPMP stream that may carry messages intended to the tool pointed to by
IPMP DescriptorIDEx. In case more than one IPMP stream is needed to feed the IPMP tool, several
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IPMP DescriptorPointer can be given with the same IPMP DescriptorIDEx and different
IPMP ES ID.Ifthe IPMP ES IDis null, it means the IPMP tool does not require an IPMP stream. A value of
2M6-1 for IPMP_ES ID indicates that this field should be ignored, meaning that the tool pointed to by
IPMP DescriptorIDEx may receive messages from any IPMP stream within the presentation.

The list of IPMP streams identified by occurrences of the I1PMP ES 1D field (with a value different than 2416-1)

for asinale TPMP DoeccrintorIDEv is exhaustive: the IPMP toolidentified by the TDMP DoccrintorIDE
~J g J g

may not receive messages from any other IPMP streams than the ones identified in this list. In order)t
facilitate editing, the IPMP DescriptorPointer must be modified when stored in a file: the IPMP @S-T
field must be replaced with the corresponding index in the OD track’s ‘mpod’ table as defined i
ISO/IEC 14496-1:2001, Subclause 13.2.3.7.2.

=5 O O

In Subclause 8.6.14.1, replace the syntax with the following text:

class IPMP Descriptor() extends BaseDescriptor : bit(8) tag =
{
bit (8) IPMP DescriptorID;
unsigned int (16) IPMPS Type;
if (IPMP DescriptorID == 0OxFF && IPMPS Type == OxFFF
bit (16) IPMP DescriptorIDEX;
bit (128) IPMPiToolID;
bit (8) controlPointCode;
if (controlPointCode > 0x00)
bit (8) sequenceCode;
IPMP Data BaseClass IPMPX datal[];

}

else if (IPMPS Type == 0)
bit (8) URLString[sizeOfInstaqnce-3]>
else

bit (8) IPMP data[sizeOfInstA

. Note that, however, an IPMP Descriptor may be
modlfled/upd S ent IPMP DescriptorUpdate commands received in the OD stream.

IPMP DescxiptoxID * aunique ID for this IPMP Descriptor within its name scope. Values of “0x00”
and “0xFEZare forbidden in the case of signaling an extension descriptor. The scope of the

IPMP DegcriptorID is suggested to be the same as the OD, or IOD in which is it contained.

IPMR_ DescriptorID is for use in systems conforming to the previous definition as well as a signal
indicating the use of IPMP DescriptorIDEx for IPMP extensions

NOTE Although it is possible to implement an application supporting both the use of IPMP protection schemes
defined through the use of IPMP Descriptors some of which contain IPMP DescriptorID and some of which

contaim L BT 15_Uesulp[0rlummmmmwmm_
types of IPMP Descriptors is undefined.

IPMP DescriptorIDEx -a unique ID for this IPMP Descriptor within its name scope. Values of
“0x0000” and “OxFFFF” are forbidden. The scope of the IPMP DescriptorIDEx is suggested to be the
same as the OD, or IOD in which is it contained.

IPMP ToolID—the IPMP ToolID of the IPMP Tool described by this IPMP Descriptor. A zero, “0” value
does not correspond to an IPMP Tool but is used to indicate the presence of a URL.
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URLString[] - contains a UTF-8 encoded URL that shall point to the location of a remote
IPMP Descriptor. Ifthe IPMPS Type ofthis IPMP Descriptor is 0, another URL is referenced.
This process continues until an IPMP Descriptor with a non-zero IPMPS Type is accessed.

controlPointCode — specifies the IPMP control point at which the IPMP Tool resides, and is one of the
following values:

controtPointCode— | Description

0x00 No control point.

0x01 Control Point between the decode buffer and the decoder. This is between
the decode buffer and class loader for MPEG-J streams.

0x02 Control Point between the decoder and the composition buffg.\

0x03 Control Point between the composition buffer and the coy%sitor.

0x04 BIFS Tree AN\

0x05-0xDF ISO Reserved

\
OxEO0-OxFE User defined & \ \ >
OxFF Forbidden < \ \ \
AN

NOTE The only difference between receiving composition unit er the CB in the MPEG-4
Systems decoder model is the order in which the units are received when the/associated is different from the CTS; in

sequenceCode - The higher the s sequencing priority of the IPMP Tool instance
at the given control point. Thus t 3] wi g high eduenceCode for a given control point on a given
stream shall process data_firs a int Yor that stream. Two tools shall not have the same
sequence number at th < :

“This Subclause spesifi
elementary streams?”

with the text:

“This Subclause specifies methods to:
a. Indicate IPMP Tools required for the processing of a given MPEG-4 presentation.

b. Associate an IPMP System to an elementary stream or a set of elementary streams.

AccaciateanlRMPR Toaol tao- oo fiod Conteal DALN
13

o
7TYyoouoTatcart 1 tvit OOt SPC oMU oot oOT T Ot O

elementary Streams.

d. Perform Mutual Authentication between IPMP Tools and between IPMP Tools and the
Terminal.

£ nia 4 orcaobtof
T T

an-o
arr < Luly Streai-or-Set+o6+

)

e. Request the instantiation of one or more IPMP Tools by another IPMP Tool.
f.  Request and receive notification of the instantiation of IPMP Tools.

g. Provide a communication channel between IPMP Tools and the User.”
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In Subclause 8.8.3, replace the entire text with:

“Object Descriptor streams shall not be affected by IPMP Systems, i.e., they shall always be available without
protection by IPMP Systems. However, management may be applied using IPMP Tools.

IPMP_Descriptors, which reference one or more IPMP Tools, may be directly included in an Object Descriptor
for use by elementary streams referenced within the same Object Descriptor.

The scope of the IPMP_Descriptors included and used in this way is limited to only the Object Descriptor itself

and the streams defined by reference within the Object Descriptor and may not be referenced by any
subsequent descriptors which may be included in the streams referenced in the Object Descriptor.
Additionally, IPMP_Tools referenced in this way shall not receive updates either by IPMP Streams or IBMP
descriptor updates.”

In Subclause 8.8.6, replace the existing diagram with: (\
CONTENT K
STREAM 1 DMIF
CONTENT
MPEG.4 REWUEST o | AUDID > AUDID 1O /
CONTENT “J e 0] — DECODE B
STREAM(=) S i
I WIDEO YIOE WIDE e L
- e o=
PP CONTENT ™, v DB » DEC@ ¥ CEB\ B ad § g
COMTEMT DELMWERY \ g é
STREAM)
ik l’ X [ oo ] g >
= " oe [T oecooe ™~
I
& gl
NE 5 BIFS BIFS TREE f SCENE
oo . {\@ DE%QDE * s [T GRAPH

TOOL LIST

1
/X e l
(2 3 ) 1 %24
gl IRMP Q 3 \/ TERMIMAL
IPMPMESESAGE ROUTER/ TOOL MANAGER

PARAMETRI:
DESCRIFTIOHE) ‘-| v
N
| RUFTOOEURTAoOL B~

w

TOOLESD | L I\
:: T MAN&ER INTERF ACE H MESSAGE ROUTER IMTERFACE

SN BT T

Tools T T, o
To0LA | | TooLe | | TooLc

IPMP TOOL

ter Annex W.
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Annex X
(normative)

Selective Decryption Configuration Data

X.1 Introduction

encrypted. In the case when only portions of the received bits are encrypted, what
encrypted and therefore need to be decrypted.

X.2 IPMP_SelectiveDecryptioninit

X.2.1 Syntax

class IPMP SelectiveDecryptionInit extends IPMP_D
: bit(8) tag = IPMP SelectiveDecryptionImit tag;
{

bit (8) mediaTypeExtension;
bit (8) mediaTypelIndication;
bit (8) profilelLevelIndication;
bit (8) compliance;
bit (8) numBufs;

(i=

0, i<numBufs; 1i++)

0n
(a3
H
c
Q
a
o
c
=
i
3
H
o
0n
ot
h
c
Q

bit (128) ciphe
bit (8) syngBou
bit (1) ié;i;z q
const bit (7)
if (isBloc

bit (1) isContentSpecific;
const bi€ (V) reserved = 0b0000.000;
if (isCémtentSpecific) {
bi\t¢8) numFields;
for (i=0, i< numFields; i++) {
Struct fieldStruct {

The selective decryption configuration data is used to communicate to the decryptor, how
received content bitstream is encrypted, whether all bits are encrypted or only portion

he encryption of the
of thexeceived bits are
gyreceived are

bit (8) field Id;

bit (3) field Scope;

COIT C biL\:[ SIS HS Cd - UbUUUU.UUU,
bit (8) buf;

bit (1) isMapped;

const bit (7)
if (isMapped) {
bit (1) sendMapTable;
bit (1) isShuffled;
const bit(6) reserved = 0b0000.000;
if (sendMapTable) {
bit (16) sizeMapTable;

reserved = 0b0000.000;

46
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bit (16) mappingTable[sizeMapTable]
}
if (isShuffled) {

ByteArray shuffleSpecificInfo;

}
1

} else {
bit (16) nSegments;
bit (16) RLE Data[nSegments]

X.2.2 Semantics
This message allows a terminal to configure a selective decryption tool.

mediaTypeExtension: extends mediaTypelndication below; The folloWe are defined-

mediaTypeExtension é‘e}'&&@s&\ \
O N\

0x00 ISO/IEC

0x01 ITU ( )
0x02 — OxCF ISO %er@i// /\ \

0xDO — OxFE \ bs\g\Qeflnéq )\/

OxFF

/"

3
@
=
o
_|
<
S
o
=}
=
o
Q
=
o
=
5
=
o
Q
=
0,
W

o
=
o
=
o)
®
@
<
o
=3
o
o
Q
=
o
=}
@)
Z
A
=
=

bitstream that are c i e/pafsable by the media decoder. For any non-compliant stream, th

U)W W o

decryption tool wi ! marker emulation prevention mechanism was deployed by th
encryption tool emutation prevention is out of scope of this definition. The following value
are defined.
Q\ Nombliance Semantics
X
\ 0x00 fully compliant
\/ 0x01 compliant to video packet level for video
0x02 compliant to VOP level for video
0x03 non-compliant for video
0x04 Compliant to GOB level for H.263 baseline
0x05-2F ISO Reserved for video
Q20 r\r\mh| nn+ +n An+n Frnmn |r\\lr\| Fr\v- l\l\f‘ audia
TUATU TP T toTTte T T o ToO vV O o7 v o oo o
0x31 non-compliant for AAC audio
0x32 — Ox5F ISO Reserved for audio
0x60 — OxCF ISO Reserved
0xDO0 — OxFE User Defined
OxFF Forbidden
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numBufs: number of buffers needed to hold data to be decrypted separately. The cipher text will be de-
multiplexed into different buffers for separate decryption.

bufinfoStruct: a structure holding information needed for each buffer

cipher_ld: type of decryption algorithm used, e.g. , DES, 3DES, AES etc., registered through an RA.

syncBoundary: this field provides the tool information on what shall be considered a “unit of cipher-text”. Bits
from different cipher-text unit are decrypted separately. The following values are defined.

syncBoundary Semantics

0x00 Video packet for video (\
0x01 VOP (AU) for video /\Q Q
0x02 GOV for video (\ \
0x03-2F ISO Reserved for video <\\ \\ \
0x30 Data frame for AAC%O\ O \
/N

0x31— Ox5F ISO Reserved (‘Er\%xgte5 / Q \
0x60 — OXCF IS%\R%Q& &\\ )\/

0xDO0 — OxFE Usér Defined

isBlock: block or stream cipher.

mode: mode of block ci. .

process. Below is«informatiop’pertaining to the fields chosen for decryption.

isContentSpecific: a value of 0b1 indicates that the selective decryption is based on the selection of the fields.
Otherwise REE_Data will specify a collected range of the bitstream selected for decryption, using run length
coding of this range information.

numPFi€lds: number of fields to be selected for decryption, e.g., MV, DC, DCTsign, Dquant, etc.

L 1PN 72 [aZ TIRP-Y THP WP 12 n-abai-tha-fialda-chacan

mebiara baldin o o f atio for ol eatiaon
eI O T Ot a SOt tarCToTaTT g T o atrioTr oo T T o TC TCTOS OO STTT TOT UT Ty paoTT

field_Id: index of field based on a predefined list for the given syntax. The following values are defined.
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field_ld Semantics
0x00 Motion vector (MV) for video
0x01 DC coefficients for video
0x02 DCT sign blits for video
0x03 Quantization parameter Dquant for video
0x04 DCT coefficients for video

0x05 Al fields ie. All bits in a “unit of ciph;r\?xt\
0x06-2F ISO Reserved for video \ \
0x30 Sign bits for AAC audio {\\\ \
0x31 Run-length codewo@v\% W \
N
0x32 Scale factor?/é AMO X
/)
0x32 — OX5F IS0 %r\‘g\dzfo)r/gu% \
N
0x60 — OXCF E@ékxaarv&{ \)/
0xDO — OXFE ( User D\eﬂ%K\
o>

field_scope: represented in thfeeg b1kQ. A value of Ob1 for b2, b1, and b0 indicates that this field ip
I, P, and B VOPs pecth er, ig’sele ctedhand put into the buffer that it is associated with.
buf: which buffer th G

isMapped: a valug icates that the codewords of a specific field will be mapped, using a mapping
table, to an inde ich\i subj 0 decryption.

sendMapT X 3 dicates that the mapping table mappingTable will follow. Otherwise, the
default nd ’ sicodeword table defined in the media format definition (e.g. MPEG4 video specification)

is used.
sizeMapTable_size, nurmber of entries of the mapping table.

mappingTable: entries of the mapping table. MappingTable]i] indicates that the ith codeword in the codeword
table\defined in the media format definition is mapped to the index of MappingTable[i].

11

isShuffled: a value of 0bl indicates the mapped index sequence will be shuffled using a shuffling tabl
specified in Shuffle_Specific_Info.

nSegments: number of disjoint segments that have been generated to signify which segments are selected for
decryption

RLE_Data: specifies the number of bits that are to be decrypted or skipped interleavingly, starting from the

first segment that is to be decrypted. If the first segment is not to be decrypted, then the value of the first entry
shall be zero.
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X.3 An example of a selective decryption configuration data (Informative)

One good example of using parametrically configured tools is a configurable selective encryption framework
for securing MPEG-4 video content.

It is recognized that for some applications, simplistic, direct application of encryption to content bitstreams

poses—many Ir_\rnhlnmc’ most often due to the lack of Qynfnnfir\ structure of the result_The r\nmplnyih}/ of

encrypting the entire content bitstream can also be prohibitive for both very high bit rate content and low
power devices. Selective encryption solves both of these problems, the latter due to the reduced complexity
associated with only encrypting a portion of the stream and the former by designing the encryption method
such that it results in a format compliant, yet encrypted stream. To achieve format compliance, the! tool
extracts bits from the fields that have been chosen for encryption, concatenates them in an appropriate.way,
encrypts the concatenation with a chosen cipher appropriate for the application, and themputs thetencrypted
bits back into their original positions. To maintain compliance, a fixed length index is assigned to each

In MPEG IPMP extensions, the goal to define a standardized messag'
terminal provides for an important functionality, namely that of a
W|de range of requwements and could be conflgured to app

noted that in designing these messages, it i
MPEG-4 video.

syntax is there so it is clear that repgetition of vari sult of the logic in the data structures. This
particular example message tells the ion t Y ing with a compliant bit stream. The tool will
[ algorlthm in CBC mode with a block size of 64

stream, while the MVs a ) 3 64 _indices (known by the tool) and those are inserted in a
separate buffer.
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Syntax field name Syntactic Semantic value Bits
Value
mediaTypeExtension 0 ISO/IEC MPEG set 8
mediaTypelndication 32 Visual ISO/IEC 14496-2 8
(visual)profileLevellndication Simple Profile @ Level 1 8
compliance Bit-level compliant 8
numBufs 2 2 buffers 8
/* For(i=0;i<numBufs;i++) */
/* numBufs=2 */
* buffer 0: motion vectors */
cipher_lId 128
syncBoundary 8
isBlock 1 1
if(isBlock==1) { <
mode B(Q 8
blockSize < 4 16
keySize 4 64 16
} % >
/* i=1 buffer 1: DCT infdrimation.buffe
cipher_Id >
syncBoundaryQ 0 DES 128
isBlock Video packet 8
if(isBlock==5 Block cipher 1
mode
bloc 1 CBC 8
keySize 64 64 16
} 64 64 16
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IsContentSpecific 1 Based on the selection of the fields 1
numFields 4 4 fields for decryption 8
/* For(i=0;i<numFields;i++) *//* numFields
=4
[*i=0, MV */
field_Id 0 0 (MV) 8
field_scope 2 encrypt MVs for P frames 3
buf 0 0 (mv buff) 8
isMapped 1 mapped 1
isShuffled 0 no shuffle of the index 1
sendMapTable 0 don’t send mapping 1
*i=1, DC */
field_Id 1 8
field_scope 6 3
buf 1 8
isMapped 0 1
/*i=2, DCT sign */
field_Id 2% 8
field_scope ypt DCT signs for | and P frames 3
buf (other buffer) 8
isMapped Q § not mapped 1
[*i=3, Dquant */ >
field_Id 3 3 (Dquant) 8
field_scope 6 encrypt Dquants for | and P frames
buf 1 1 (other buffer) 8
isMapped 0 not mapped 1
52 © ISO/IEC 2004 — Al rights reserved



https://standardsiso.com/api/?name=f15ff3d0ff92a0010ff939cfd2ed6dcf

ISO/IEC 14496-1:2001/Amd.3:2004(E)

Annex Y
(normative)

Audio Watermarking Configuration and Notification

Y.1 Introduction
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upstream, or informs the terminal with an

IPMP_SendAudioWatermark data

This Annex provides means for facilitating audio
insertion/extraction but also for remarking and perhaps
illegal audio material.

=

Y.2 IPMP_AudioWatermarkinglnit

Y.21 Syntax

{ta BaseClass :

((reguiredSp/== INSERT WM) || (requiredOp == REMARK WM) )

bit (16) wmPayloadLen;

bit (8) wmPayload|[wmPayloadLen];

if ((requiredOp == EXTRACT WM) || (requiredOp == DETECT COMPRESSION) )

bit (16) wmRecipientId;

if (hasOpaqueData)

bit (16) opaqueDataSize;
bit (8) opaqueData[opaqueDataSize];
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Y.2.2 Semantics

The IPMP_AudioWatermarkinglnit data delivers to an audio watermarking tool all the information about the
characteristics of the audio content, the type of action to be performed on it and, possibly other related
proprietary data required by the watermarking tool. Furthermore in case of:

insertion, the watermarking payload to be inserted:;
extraction, the ID of the recipient of the watermarking payload is provided;
remarking, the watermarking payload to be inserted;

compression detection, the ID of the recipient of the decision (that compression ha en place-or not) is

provided.

As an example of compression detection, considering that the audio material »
non-compressed legacy (CD) format, thus, if detected that compressign
unauthorised (pirated) content. This implies that the watermarking
compression from other common signal processing manipulations which
are not considered prohibited (as expressed by the rights attached
sample rate conversion, tremble/bass, spatialisation, echo, etc. It s

jbuted only in a
it, At will be

i the signal but
eam) such as
is only an example

legal from illegal audio content.

ds indicated in a Table

adthority. The Table shall
signaled by the wvalue “0x01”
indicated in Table 8
in [W3C recommendation,
1.0 (2nd Edition)]

inputFormat

RequiredOp

atermarking tool is required to perform
following values are allowed:

RCTOMPRESSION =3

ISO¥reserved = 4..10

User defined = 11..15

NChannels the number of channels (1 = mono, 2 = stereo..) of the input
stream

Frequency the number of samples per second (in Hz. e.g. 44100) of the
input stream

BitPerSample the number of bits per sample (e.g. 8, 16) of the input stream
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an1paykjad the watermarking payload to be inserted in the audio content

WmRecipientld the destination tool identified by the IPMP_Descriptor_ID, to

which the watermarking payload and compression information must
be delivered. A value of 0x00 indicates the terminal.

HasOpaqueData a flag that indicates if the message also carries opaqgUe dats
information for the watermarking tool.

OpaqueDataSize the length of the opaque data field

OpaqueData the opaque data field ca
watermarking  tool (e.Q
specific algorithm id,~ ke

information to the
parameters, like

Y.3 IPMP_SendAudioWatermark

Y.3.1 Syntax

b BaseClass

Y.3.2_ {Semantics

An-audio watermarking tool, which has been required to perform payload extraction will construct this IPMP
data, and either send it upstream, or wrap this IPMP data in IPMP_MessageFromTool message and send thi
message to wmRecipientld each time a new watermarking payload is extracted from the audio content.

172}

An audio watermarking tool, which has been required to detect if compression has been taken place on a raw
(PCM) audio stream, will construct this IPMP data, and either send it upstream, or wrap this IPMP data in
IPMP_DescriptorFromBitstream message and send this message to wmRecipientld each time it detects that
the raw audio stream has been either compressed (and as such perhaps has been illegally distributed) or not.
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wm_status

compression_status

the result of the check if watermarking was present. If watermark was detected,
then this value also says if the payload extracted is carried inside the message
or not. Possible values are listed in Table Y.1 below.

the result of the check if the audio stream was compressed. Possible values
are listed in Table Y.2 below.

hasOpaqueData a flag indicating whether this message carries opaque data.
payload the watermarking payload extracted from the audio content.
opaqueData opaque data from the Watermarking Tool.
Table Y.1: wm_status (\ x
00 WM_PAYLOAD watermarking was present in the audio streaw ied\ %
message.
A\
01 | WM_NOPAYLOAD | watermarking was present in the

Wﬁpal\mmy}carried in the
)

message.

10 NO_WM watermarking wasApresMM di rea

11 WM_UNKNOWN | the Watermarking synab Ad\eciyre/ther watermarking was

present in the audlo am\Qr net.
@?@V‘%E{%swn tatus
00 | COMPRESSION tMea@i\a\@ﬁe&J
01 NO_COMPRES@/%h@memmd
N
10 COMP_UNKNO\/\/\ Wa rWool was unable to detect if the audio stream was
(\ MPxESs
11 ISO R{sbr\gd\ XS
\\>
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Annex Z
(normative)

Video Watermarking Configuration and Notification Data

Z.1 Introduction

This annex details two types of IPMP Data for video watermarking. The IPMP-MideoWatermarkingInit
Data is extended from IPMP_Data_BaseClass. It could be carried in eithg P\Descriptor or IPMP
Stream, and sent to a Video Watermarking Tool in order to initialize the prg Qn/extraction of the
watermarking payload into/from an video stream. The Watermarking Taol Q stream and ip
case of watermarking extraction, constructs an IPMP_SendVide ta; either send |t
upstream, or informs the terminal with an | ) sage carrying the
IPMP_SendAudioWatermark data.

This annex provides means for facilitating video ing Qlogies capable not only fgr
insertion/extraction but also for remarking and perhaps 0% i, distinguishing between legal from

illegal video material.

Z.2 IPMP_VideoWatermarkinglnit

Z.21 Syntax

{ta BaseClass :

((reguiredSp/== INSERT WM) || (requiredOp == REMARK WM) )

bit (16) wmPayloadLen;

bit (8) wmPayload|[wmPayloadLen];

if ((requiredOp == EXTRACT WM) || (requiredOp == DETECT COMPRESSION) )

bit (16) wmRecipientId;

if (hasOpaqueData)

bit (16) opaqueDataSize;
bit (8) opaqueData[opaqueDataSize];
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Z.2.2 Syntax

The IPMP_VideoWatermarkinglnit data delivers to a watermarking tool all the information about the
characteristics of the video content, the type of action to be performed on it and, possibly other related
proprietary data required by the watermarking tool. Furthermore in case of:

insertion, the watermarking payload to be inserted:;

extraction, the ID of the recipient of the watermarking payload is provided;
remarking, the watermarking payload to be inserted;

compression detection, the ID of the recipient of the decision (that compression ha en place-or not) is

provided.

. The format of the wvideo input streg ed in a
|nputFonnat Table to be maintained by a registkatio y. The
Table shall contain at least all vdicated in
Table 8 “ObjectTypelIndication v
. The operation that the wate e s W ¥s required to
RequiredOp P . . d
perform on the audio 7 owing values are

allowed:

INSERT WM = 0

Il
i

EXTRACT WM

Il
N

REMARK WM

frame_horizontal_si

tis ize of the yuv frame

frame_vertical, sixz

y f t: 0x01=4:2:0, 0x02=4:2:2, 0x03=4:4:4
chroma_format sma_tormat: LX * %
SO reserved =0x04..0xA0
User defined = 0xAl..OXFE
Forbidden: 0x00, OxFF

the length of the watermarking payload in bytes to be

WmPaonadLen inserted in the video content.

VVn1Payhaad the watermarking payload to Dbe inserted in the video
content

WmRecipientld the destination tool identified by the IPMP Descriptor ID,

to which the watermarking payloadand compression
information must be delivered. A value of 0x00 indicates
the terminal.
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a flag that indicates if the message also carries opaque

HasOpaqueData data information for the watermarking tool.

. the length of the opaque data field in bytes
OpaqueDataSize g bad Y
P PPN the opaque data field carrying proprietary information to
V';luqu\ll-lutu

the watermarking tool (e.g. initialisation parameters, like
specific algorithm id, keys, etc. )

Z.3 IPMP_SendVideoWatermark

Z.3.1 Syntax

class IPMP SendVideoWatermark extends IPMP Data BaseClass
bit (8) tag = IPMP_SendVideoWatermark tag

{

2) wm_status;

2) compression status;

1) hasOpaqueData;

3) reserved = 0b000;

if (wm_status == WM _PAYLOAD)
{ ByteArray payload;

if (hasOpaqueData)

{ ByteArray opaqueData;

}

Z.3.2 Semantics
A video watermarki;

data, and either sefid ap this IPMP data in IPMP_MessageFromTool message ang
send this message\to W {pi each time a new watermarking payload is extracted from the videp
content.

A video ¥hich has been required to detect if compression has been taken place on a rayw
video streary this IPMP data, and either send it upstream, or wrap this IPMP data in

IPMP_MessageFromTool message and send this message to wmRecipientld each time it detects thg
the raw video.stream has been either compressed (and as such perhaps has been illegally distributed) or not,

—

the result of the check if watermarking was present. If watermark was
detected, then this value also says if the payload extracted is carried inside
the message or not. Possible values are listed in Table Z.1 below.

wm/status

the result of the check if the video stream was compressed. Possible values

compression_status

ara lictad in Tahla 7 9 haloagag
Toro-Totet T Taorte—2X0C1oWs

a flag indicating whether this message carries opaque data.

hasOpaqueData
Payload the watermarking payload extracted from the video content.
OpaqueData opaque data from the Watermarking Tool.
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Table Z.1 — wm_status

o0 |WM_PAYLOAD watermarking was present in the video stream, payload is carried in the message.

watermarking was present in the video stream, no payload is carried in the
01 [WM_NOPAYLOAD |2 e
10 [NO_WM watermarking was not present in the video stream.

the Watermarking Tool was unable to detect whether watermarking was present-in
11 |WM_UNKNOWN the video stream or not.

Table Z.2 — compression_status (\(\
- A (\
00 | COMPRESSION the video stream was compressed g\ \\>
01 |[NO_COMPRESSION | the video stream was not compressed <\\ § \\/
N

10 | COMP_UNKNOWN |the Watermarking Tool was unable‘to %ec if thewideo stream was compressed
11 |1SO Reserved (\\// Z\ \

9,

ST

&
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Annex AA
(normative)

Tool/Content Transfer Messages Among Distributed IPMP Devices

AA.1 Introduction

=

This annex is normative only for devices that implement IPMP inter-device communlcatlon for the transfer g
content and/or IPMP tools. This annex provides for an IPMP framework that-is_supportediand operate
outside the scope of MPEG-4 Systems.

U7

AA.2 Addressing of distributed devices

1Y%

To address different IPMP devices in a network domain, every IPME ice sk signed with a uniqu
128 bit devicelD. How the devicelD is assighed and maintained upj i tation i

AA.3 IPMP_DeviceMessageBase

AA.3.1 Syntax

Aligned(8) abstract expandable (2©
{

: bit(8) tag = 0
bit (8) Version;

bit (128) sender devicelD;
bit (128) recipient devicelD;

AA.3.2 Semantics

IPMP_DeviceM B
extension tags are defj

g AA.1 - Tags for messages extending IPMP_DeviceMessageBase

8-bit Tag Value Symbolic Name
0x00 Forbidden
0x01 IPMP_MessageFromDevice_tag
0x02 — OxCF ISO Reserved
0xDO — OxFE User Defined
OxFF Forbidden

1) Version number 0x01 is reverved for IPMP_ToolMessageBase
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