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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees
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Subcommmittee SC 6, Telecommunications and information exchange, between systems in collaboration with
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ISO/IEC
commun
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—  Part
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ed Dby the respective organization to deal with particular fields of technical activity. SO and lE
committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation
gy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

nal Standards are drafted in accordance with the rules given in the ISO/IEC Directives,\Part 2.
h task of the joint technical committee is to prepare International Standards. ‘Draft International
s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as
ational Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O and IEC shall not be held responsible for identifying any or all such-patent rights.

14476-5 was prepared by Joint Technical Committee ISONEC JTC 1, Information technology,
ne identical text is published as ITU-T Rec. X.608 (02/200%).

14476 consists of the following parts, under the general title Information technology — Enhanced
fcations transport protocol.

1: Specification of simplex multicast transport
2: Specification of QoS management for-simplex multicast transport
3: Specification of duplex multicasttransport

5: Specification of N-plex_multicast transport

© ISO/IEC 2008 — All rights reserved
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Introduction

ECTP is designed to support tightly controlled multicast connections in simplex, duplex and N-plex applications. This
part of ECTP (Part 5: ITU-T Rec. X.608 | ISO/IEC 14476-5) specifies the protocol mechanisms for the N-plex multicast
data transport.

In the N-plex multicast connection, the participants include one TC-Owner and many TS-users. TC-Owner will be
designated among the -users before the connection bhegin -Owner is at the heart of multicast group
¢ommunications. It is responsible for overall connection management by governing the connection cfedtion and

the N-plex multicast connection, the multicast data transmissions are allowed by TS-users as sellV'as T¢-Owner.
Fach TS-user is allowed to send multicast data to the group only if it gets a token from the T,C-Owner. Thiat is, the
ulticast data transmissions of TS-users are controlled by TC-Owner.

'he N-plex multicast connection specified in this Recommendation | International Standard targets the manyfto-many
thulticast applications in which many participants (TS-users) may want to transmit th€ multicast data to all the other
TS-users. Typical examples of such applications include 'teleconferencing' and 'multi-users on-line game', efc. In the
teleconferencing application, TC-Owner may act as a 'conferencing server', and-all the other participants (TS-users)
may send multicast data, such as voice, text and image, to the other participants.

© ISO/IEC 2008 — All rights reserved Vv
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Enhanced communicationstransport protocol:
Specification of N-plex multicast transport
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Recommendation | International Standard specifies the N-plex multicast transport connection id whic
Cipants are TS-users and one of them is TC-Owner. The N-plex multicast transport connection allows ITS-usq
the multicast data to all the group members. It is noted that a TS-user is allowed to send the multicast data t
b, only if it gets a token from TC-Owner.

Specification describes the protocol for supporting the N-plex multicast transport, which_includes the connel
igement (establishment, termination, user join and leave) and the reliability control mechanisms for the mul
transport.
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following Recommendations and International Standards contain,provisions which, through reference in this
itute provisions of this Recommendation | International Standard. At the time of publication, the editions indi
valid. All Recommendations and Standards are subjectfo revision, and parties to agreements based on
mmendation | International Standard are encouraged torinvestigate the possibility of applying the most r
bn of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of cury
International Standards. The TelecommunicationStandardization Bureau of the ITU maintains a list of cury
ITU-T Recommendations.

—  ITU-T Recommendation X.601 (2000), Multi-peer communications framework.
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communications transport service definition.
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— ITU-T Recommendation X.607.1 (draft) | ISO/IEC 14476-4, Information technology — Enhanced

communications transport protocol: Specification of QoS management for duplex multicast transpor

Definitions

t.

This Recommendation | International Standard is based on the following definitions, which were specified in Enhanced
Communications Transport Service (ITU-T Rec. X.605 | ISO/IEC 13252).

a) Transport connection: Simplex, Duplex and N-plex.

ITU-T Rec. X.608 (02/2007)
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This Recommendation | International Standard redefines the following definitions specified in Enhanced

Communicatio

a)
b)

¢)

ns Transport Service (ITU-T Rec. X.605 | ISO/IEC 13252).

TC-owner (TCN): TCN manages overall operations of an N-plex multicast connection.

transport service user (TS-user): TS-users can send and receive multicast data in the N-plex multicast

connection.

sending TS-user (SU): A TS-user who gets a token from TCN. Only the SU is allowed to send multicast
data to the group. In other words, before sending multicast data, each TS-user must request a token to

TCN.

This Recommendation | International Standard redefines the following terminologies specified in Enhanced
Communications Transport Protocol: part 1 (ITU-T Rec. X.606 | ISO/IEC 14476-1) to accommodate to N-plex

multicastconnection

a)

b)

¢)

This|Recommendation | International Standard newly defines the following terminologies:

a) logical tree: A tree that spans all TS-users and one or more control trées are derived from it.
b) inter-group tree: A per-source logical tree of the LOs.
¢) intra-group tree: A shared logical tree of each local group.
d) control tree: A tree along which control packets for etror control are traversed.
e) token: It represents the right for a TS-user to transmit multicast data. The TS-user who has a tok
called SU. The tokens are managed by TCN.
4 Abbreviations

The following

The following

ECTP-1 ECTP part 1 (ITU-T\Rec. X.606 | ISO/IEC 14476-1)
ECTP-2 ECTP part 2 (ITU-T Rec. X.606.1 | ISO/IEC 14476-2)
ECTP-3 ECTP part3 (ITU-T Rec. X.607 | ISO/IEC 14476-3)
ECTP-4 ECTP part 4 (ITU-T Rec. X.607.1 | ISO/IEC 14476-4)
ECTP-5 ECTRpart 5 (ITU-T Rec. X.608 | ISO/IEC 14476-5)
ECTP-6 ECTP part 6 (ITU-T Rec. X.608.1 | ISO/IEC 14476-6)

local group: A set of nodes in vicinity which has network-layer correlation in terms of packet-los
delay.

local owner (LO): LO is a representative node of a local group and designated <tatically.
responsible for maintaining an intra-group tree of the group and control trees for allkSUs in its
group. Each LO is also connected to the other LOs along inter-group trees. It also.generates test t
periodically for logical tree adaptation.

multicast data channel: TCN or SU can send multicast data to all the(other group members
IP multicast address.

acronyms for ECTP protocols arefuséd in this Recommendation | International Standard:

acronyms for ECTP-5 packets are used in this Recommendation | International Standard:

and

It is
local
affic

over

en 1S

ACK Acknowledgment

cC Connection Creation Confirm
CCC Control Tree Change Confirm
€ER Controt-Tree Chamge Request
CR Connection Creation Request
CT Connection Termination Request
DT Data

JC Late Join Confirm

JR Late Join Request

LR User Leave Request

NACK Negative Acknowledgement
PB Probe

2 ITU-T Rec. X.608 (02/2007)
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PBACK Probe Acknowledgment

RD Retransmission Data

TC Tree Join Confirm

TCC Tree Change Confirm

TCR Tree Change Request

TDC Tree Delegation Confirm

TDR Tree Delegation Request

TGC Token Get Confirm

TGR Token Get Request

TJ Tree Join Request

TLC Tree Leave Confirm

TLR Tree Leave Request

TNC Tree Change Notification Confirm

TNR Tree Change Notification Request

TRC Token Return Confirm

TRR Token Return Request

TSR Token Status Report

TSRR Token Status Report Request
5 Conventions
In thjs Recommendation | International Standard, packets of ECTP-5.are represented as words with all capital chargcters
(e.g.] CR for Connection Creation Request packet), and system ‘parameters are represented as words with all fitalic
capifal characters (e.g., TD_PACKET_INT for test data packetadnterval).
6 Overview
The |Enhanced Communications Transport Protocol (ECTP) is a transport protocol designed to support Internet
multjcast applications. ECTP operates over.JRv4/IPv6 networks that have the IP multicast forwarding capability|with
the Help of IGMP and IP multicast routing protocols, as shown in Figure 1. ECTP could possibly be provisioned|over
UDH.

Internet multicast applications
Enhanced communications transport protocol
UDP
IP (Unicast/Multicast)
Figure1—ECTP model

This Recommendation - mermationat Standard describes the protocot specitication of the EC TP part StECTP-5)Tor the

N-plex multicast connection. The N-plex multicast connection is used for supporting multicast data transport between
the participants (TS-users). In the N-plex multicast connection, TS-users can send multicast data packets to the group
over multicast data channel. A TS-user who is sending multicast data in the N-plex multicast connection is called SU
(Sending TS-user). Any SU must have a token for multicast data transmission. In other words, the TS-user who gets a
token from TCN is called an SU.

Figure 2 illustrates the multicast data transport channel in the N-plex multicast connection. As shown in the figure, TCN
and SU can transmit multicast data to the other session members over IP multicast (group) address.

ITU-T Rec. X.608 (02/2007) 3
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Figure2 —Multicast data transport in N-plex multicast connection

stablish an N-plex multicast connection, TCN should be activated to manage session information and tokens.

e TCN is informed of a participant list by out-of-band signalling prior to starting the‘cennection, it should s
ection creation phase by transmitting a CR packet to the group. The CR packet contains the connection inform|
ding general characteristics of the connection. Each TS-user who is contained in. the participant list should res
b TCN with a CC packet. The connection creation operation will be completed-when the TCN receives CC pal

Cipant prior to starting the session, TCN starts the data transmission phdse without connection creation operatiq

¢ middle of data transmission phase, the prospective TS-users<should join the connection as late-joiners,
oining TS-user participates in the connection by sending a Late-Join Request (JR) message to TCN. In respon

pn, it should join a logical tree by exchanging the Tree_Jdin Request (TJ) and Tree Join Confirm (TC) mes
an appropriate LO. The logical tree is used for error control.

N-plex multicast connection builds a two-layer. légical tree, which consists of intra-group shared trees
Lgroup per-source trees, as shown in Figure 3.

LO1 LO2 Su2

art a
ation
pond
Ckets

all of the TS-users in the participant list, and the data transmission phase starts. If there is no predeternhined

ns.

The
se to
h the
ages

and

X.608(07)_F03

Figure 3— A two-layer treefor N-plex multicast connection

At the bottom layer, each LE in a local group joins an LO-rooted shared logical tree (intra-group tree). At the top layer,
LOs constitute logical trees for each SU (inter-group tree). It is noted that the control tree for each SU is derived by

graft

ing these inter-group and intra-group trees.

ITU-T Rec. X.608 (02/2007)
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In N-plex multicast connection, intra-group trees can be organized differently depending on the roles of LEs, which is
determined by TCO (Tree Configuration Option). One option of TCO is that all LEs are direct children of LOs and do
not participate in the repair process and ACK aggregations. Thus, intra-group trees will be an LO-rooted one-level tree
in this option. The other option is that LEs can be children of other LEs. In this option, LEs are responsible for
reliability support of its children LEs and intra-group trees can be multi-level trees. For the sake of efficiency of
reliability support, the multi-level intra-group trees should be as close as possible to underlying multicast routing tree.
The N-plex multicast connection adopts logical tree adaptation mechanism for this option. For this, error bitmaps of
TS-users are used. An error bitmap represents packet delivery status, which indicates the loss pattern of multicast
packets. Each TS-user sends its error bitmap to its parent with respect to multicast data from the root node of its intra-
group tree with periodic ACK messages. By comparing error bitmaps of itself and those of its children, a node decides
whether each child is likely to be its actual child in the underlying multicast routing tree or not. If the child node is
determined not to be its actual child, a node changes the logical tree by delegating the child node to its parent or one of
its ofire Ttdrenm—After Tecursive tree changes; the Imra=group tree will TOnverge toa mutti-feve tree that iscioger to
undgrlying multicast routing tree.

The prror control will be performed based on the ECTP control tree which is constructed as described abéve:If packet
loss |s detected by a gap of the packet sequence numbers, a child node sends a NACK packet to its paréent immediately
via ynicast. The parent LO or SU, that receives the NACK packet, will retransmit data packet (RD),to the requestdr via
unicgst. Each child generates an ACK packet every ACK_GENERATION_NUM (AGN) data packets.

In the multicast data transmission, TCN and SUs can begin the multicast data transmission tosthe group by using the
IP mlticast address and group port number. The TS-users will deliver the received DT _packets to the upperHlayer
application in the order transmitted by SU or TCN.

For the multicast data transport, a TS-user in the connection may get a token from-FCN by sending a TGR mesfage.
The [TCN will then respond to the TS-user with the TGC message that contains.a Token ID. Accordingly, the(total
numbper of tokens in the connection is controlled by TCN. The TS-user who hasa token is called Sending TS-user (SU).
In a[certain case, the TCN can first request a TS-user to be an SU by sending the TGR message to the promising SU,
whidh is called Token Give.

Aftef completing the multicast data transmission, the SU will returnithe token to the TCN by sending a TRR mesfage.
TCN will respond to the SU with a TRC message. In a certain case, the TCN first requests the SU to return the tpken,
whidh is called Token Withdrawal. TCN announces the overall“status of the Token IDs valid in the connection tp the
group by sending the TSR packets.

TCN manages the connection for user leave. In the\User Leave operation, a participating TS-user may leavg the
connection by sending an LR message to the parent-In a certain case, the TCN may enforce a specific TS-user to |eave
the donnection by sending the LR message, which is called the troublemaker ejection.

TCN may terminate the N-plex connectionby.sending a CT message to the group.

7 Considerations

7.1 Participants

All garticipants to an N<plex multicast connection are TS-users and one of them is TCN (TC-Owner).
TCN (TC<Owner):

An N-plex multicast connection has a single TCN. The TCN is responsible for connection management
in¢luding connection creation/termination, late join, connection maintenance, and token management.

For example, in the teleconferencing applications, the TCN may act as the 'conference server', which may be
used for control of the conferencing without sending multicast data. In the example of 'multi-users o1-line
game' application, the TCN may act as the 'game-control server'.

TS-user (Transport Service User):

An N-plex multicast connection has one or more TS-users. Each of them sends and receives multicast data in
the connection.

A TS-user can become LO or LE depending on its role.
LO (Local Owner):

LO is a representative node of a local group and designated statically. It is responsible for maintaining an
intra-group tree of the group and control trees for all SUs in its local group. Each LO is also connected to the
other LOs with inter-group trees. It also generates test traffic periodically for logical tree adaptation.

ITU-T Rec. X.608 (02/2007) 5
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LE (Leaf Entity):

LE is a member of a local group whose representative is an LO. It should join an intra-group tree of the group
and is responsible for exchanging control packets with its parent or child LEs along the control tree.

A TS-user can become SU when it obtains a token from TCN.
SU (Sending TS-user):

An SU is a TS-user who can send multicast data to the group. In an N-plex multicast connection, a TS-user
becomes an SU when it has a token and it can thus transmit multicast data to the group.

7.2 Data channel and addressing

Multicast data packets

Source Destination
Local IP (SU, TO) | Group IP

X.608(07)_F04

Figure 4 —Multicast data addressing in N=plex multicast connection

In afp N-plex multicast connection, the multicast data packets (DTs) use the IP multicast address and the group| port
number as the destination address. The source address.ofthe multicast data IP packets is the IP address of the sender of
the facket. In contrast, the retransmission data packets\(RDs) in response to the repair requests (NACKs) are deliyered
by L or SU over control channel using unicast withithe IP address of the repair requester as the destination.

7.3 Control channel and tree

In an] N-plex multicast connection, thete are control channels for error recovery. All members participate in one or fnore
contfol trees. These trees are usedras control channels for exchanging control messages among participants. A parent
nodd acts as an agent who helps child nodes to recover from packet loss. It also aggregates the acknowledgement
infomation from its descendant.nodes. All control packets such as RD, NACK, and ACK are delivered via cdntrol
chanpel using unicast.

An N-plex multicast gonnection is divided into multiple local groups of the participants for error control. Based o this
group approach, patticipants construct and maintain control trees along which all the error control packets are
exchpnged. Controltrees are constructed from two layers of logical trees. At the bottom layer, members in a local group
join pn LO-rooted shared logical tree (intra-group tree). At the top layer, the LOs of the groups constitute per-s¢urce
logidal trees. (inter-group tree). That is, every LE joins a local group and it grafts onto LO-rooted logical tree df the
group as a child (or descendents) of the LO. Every LO grafts onto logical tree of the LOs, of which root is the LO ¢f the
group that the SU belongs to. A control tree for each source is constructed by connecting the inter-group tree§ and
intra-group trees.

Inter-group trees are generated and maintained exactly as required. Any inter-group tree rooted by an LO who has no
more SU children should be removed.

Intra-group trees can evolve to multi-level trees that reflect actual multicast routing paths by logical tree adaptation
mechanism, which is described in 7.5.

By traversing logical trees starting from an SU, we can get an SU-rooted tree that is the control tree for the SU.

If an SU belongs to another local group, a part of the control tree generated for current local group is the intra-group
tree of the group. Control trees for the SUs belonging to the same local group are slightly different from the intra-group
tree, because the intermediate nodes between LO and the SU have reversed parent-child relationships.

6 ITU-T Rec. X.608 (02/2007)
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Assuming that the logical trees of the participants are constructed as in Figure 5, the control tree for source SU1 will be
constructed as in Figure 6.

Figure5—Two layersof logical trees

X.608(07)_F06

Figure 6 — Control tree when sender is SU1
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In the same way, Figure 7 shows the control tree whose source is SU2.

Confrol trees are maintained by information obtained through the éxehange of NACK and ACK packets. The paren
t a child's failure by comparing its own LSN and received child's LSN. Children can detect their parent's failyire if

dete
therg
cont

74

In N
trans
mult
effeq
protg

Each
TCN
rese

1.5

In N|
trees|

@ @ X.608(07)\F07

Figure 7 — Control tree when sender{is SU2

is no response from parent for several consecutive ‘repair requests. Then the child finds another pareq
cting LO.

Tokens

-plex multicast connection, a token repfesents the right for a TS-user to send multicast data to TCN. B
mitting data, each TS-user must gef a‘token from the TCN, as per the Token Control procedures of N
cast connection. By this procedure, TCN can authorize a TS-user to become a sender so that TS-users
tively filter out multicast data sent by unauthorized users. However, note that use of token does not provids
ction for IP multicast.

token is represented as a)!-byte non-negative integer. Such a token number (or Token ID) will be assigng
when a TS-user requests a token in the connection. Token ID is ranged between 1 and 255. The Token ID of]
ved for use of TCN-At the receiver side, the Token ID can be used to authorize who can send the multicast da

L ogical’tr ee adaptation

-plex multicast connection, intra-group trees may evolve to multi-level trees close to underlying multicast ro

estimation is made feasible because if a loss occurs at a parent node of a multicast routing tree, all of its children

when({TCO is '10". Loss pattern comparison is used to estimate the underlying multicast routing trees.

t can

it by

efore
Lplex
can
any

d by
'0' is
a.

iting
The
also

experience the same 10sS. The root of an intra-group tree does not change by the logical tree adaptation process.

For this, each receiver in a multicast session maintains packet delivery status called error bitmap, which indicates the
loss pattern of multicast packets. An error bitmap consists of two parts: sequence number (NS) and an actual bitmap (B).
Nsis the sequence number of the first packet in a sequence of packets represented in the bitmap. One bit of B indicates
the reception status of the corresponding packet; 'l' means a successful packet delivery to a receiver without error
recovery and '0' otherwise. The bitmap includes loss patterns of multicast packets. For example, if NS = 5 and
B=11010, the receiver has successfully received packets 5, 6, and 8. Even packets 7 and 9 have been recovered via
retransmissions, these bits are recorded as '0's. Each receiver periodically feeds the error bitmap information to its
parent in the tree. If a logical tree matches a multicast routing tree and a bit in the error bitmap at a node is set to 1, the
corresponding bit in the error bitmap of its parent is very likely to be '1'. Note that the error bitmap of a source always
consists of all 'I's.
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Every node that has child nodes compares the error bitmaps of itself and its children to check whether the relationships
between the node and its child nodes reflect the underlying multicast routing tree closely. A parent node can infer that
some child nodes need to change their locations in the logical tree. The child node would be a child of other child node.

| SO/I EC 14476-5:2008 (E)

Or it would not be a descendant of the parent node.

For instance, Figure 8 shows an example of a multicast routing tree and error bitmaps of each node.

LO
11101

Figufes 9 and 10 briefly describe how a logical tree close to a multicast routing\tree is constructed by the error bi
infofmation.

First

Interpet service provider. Boxes represent routers and numbers belownodes are error bitmaps of each node.

The |
errof

packets of LE3 isia-subset of that of LE2. Thus, it delegates LE3 to LE2 by sending a TDR (Tree Delegation Req
mesdage. Rec€iying the message, LE2 judges that LE3 is its child and sends a TCR message (Tree Change Reque

LE3

by s¢
parept."The result is a tree on the right side of Figure 9.

0
)

o
S
=
S

LE3

X.608(07)_F08

10001

Figure 8 — An example of multicast routing tree

tmap

it is assumed that a root LO is a strategically deployed server that\s usually located nearby the egress point of

—

11100 11001 10001

~~~~~~ o

X.608(07)_F09

Figure 9 — L ogical tree adaptation (LE2 adopts LE3)

eft side of Figure-9_shows an initial one-level intra-group tree of nodes in Figure 8. When LO becomes awdre of
bitmaps of ity ehildren, it finds out that LE3 is likely to be a child or descendant of LE2 since a set of recgived

Receiving the TCR message, LE3 joins as a child of LE2 by sending TJ to LE2 and leaves its previous parent

uest)
5t) to
LO,

nding ‘TLR. Note that a node receiving a TCR message is attached to the new parent before leaving its preyious
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Figure 10 shows another example of the logical tree adaptation.

X.608(07) F10

curr

On Te left side of Figure 10, LE3 has become a child of LE1 by previous tree adaptation mistakénly. Howey

Figure 10 — L ogical tree adaptation (LO adopts LE3; LE2 adopts L E3)

nt error bitmap of LE3 indicates that LE3 is not a child of LE1 since it received a packet that'is not receivq

LE1
LO

The LO finds out that LE3 is likely to be a child of LE2. Finally, the logical tree convergesto the tree on the righ
of Fijgure 10.

In tljis way, intra-group trees can evolve to multi-level trees that approximateunderlying multicast routing
Confrol trees built from these intra-group trees will also be very close to the mulficast routing trees.

For
cons

appl

An H
data
Figu

8.1

The
packl

In this case, LE1 delegates LE3 to its parent, LO, to find the proper position of LE3 by seriding a TDR mes
ceives the TDR message from LE1 about LE3 and compares error bitmap of LE3 with its children LE1 and

is, LO sends test DATA packets when it detects change of the intra<group tree. Then the LEs in the local g
ruct error bitmap information and send it via ACK packet. Tho test DATA packets are not destined tg
cation, and should be sent every TD_PACKET _INT and in TD_RACKET_NUM times.

Packets

CTP packet contains a 16-byte base header together-with either extension elements or user data. It is noted th
packets (DTs) do not include any extension elements. The generic packet format of ECTP-5 is illustrat
re 11:

bytes 0 1516 PL-1

Base héader Extension elements or user data

PL Packetd ength

Figure 11 — Packet format of ECTP-5

Base header

1 6-bytesbase header contains common information helpful to all the protocol operations, in particular for the
ets. Figure 12 shows the structure of the base header when ECTP operates over IP.

er, a
d by
bage.
LE2.

side

recs.

roup
any

t the
bd in

data

0

0 1 2
1 2 3 45 6 7 0 1 2 3 45 6 7 01 2 3 45 6 7 01 2 3 4 5 6

7

Next element ‘Version‘ CT | Packet type Checksum

Source port Destination port

Packet sequence number (PSN)

Payload length ‘ F ‘ Reserved ‘ Token ID

10

Figure 12 — Base header (ECTP over |P)
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The base header contains the following information:
Next element (4 bits)

This specifies the type of the extension element immediately following the base header. The encoding values
of the extension elements will be described later. The extension element value of '0000' means that there is no
more following extension element after this element.

Version (2 bits)

This defines the version of the protocol for this Recommendation | International Standard. Its current version
is encoded as '00'".

CT (Connection Type) (2 bits)

This specifies the type of the ECTP connection. The encoding value is as follows:
01 — simplex multicast connection (for ECTP-1 and ECTP-2);

10 — duplex multicast connection (for ECTP-3 and ECTP-4);

11 — N-plex multicast connection (for ECTP-5 and ECTP-6).

In this Recommendation | International Standard, the CT must be set as '11".
Packet type (8 bits)

It indicates the type of the packet.

Checksum (16 bits)

This is used to check the validity of the packet that includes the base headet, extension header and/orf user
data. The checksum is calculated by using the conventional one's complement arithmetic operation, as done in
TCP and UDP.

Source port (16 bits) and destination port (16 bits)

These port numbers are used to identify the sending and rec€iving applications for the case of ECTP ovgr IP.
When ECTP operates over UDP, these fields are used to répresent the connection identifier, as described |ater.

PSN (32 bits)
For the DT packets, this field is a 32-bit unsigned number that starts with the initial sequence numbef and
increases by 'l' for every packet, and wraps backsaround to 'l' after reaching '2%*— 1'.

For the ACK packets, this field is the LSN ofian’ SU with Token ID.

For the RD packets, this field is the PSN«ofthe data packet, which is requested to be retransmitted.

For the TJ, TLR, JR, TGR, TRR,.TCR, TDR, TNR and CCR, this field is the sequence number of cqntrol
packets from a node. It should bgunique within the same packet type sent by the node.

For the TC, TLC, JC, TGC,«TRC, TCC, TDC, TNC, and CCC, this field is copied from the PSN field df the
corresponding request paeket:

For the other packets, this field should be ignored.
Payload length (16'bits)

This value indicates the total length of the extension headers or user data in byte, following the base headgr.
F (1 bit)

It is aflag-bit. The use of this flag depends on the packet types:

For-the JC, TC, TGC, TCC, TDC, TRC and TLC packets, the F = 1 indicates that each of the corresponding
joint request is accepted. F is set to 0, otherwise.

For the TJ and TLR, the F is set to '1' for inter-group tree join or leave, or set to '0' for the intra-group treg¢ join
or leave respectively.

For the LR packet, F is set to '1' for the user-invoked leave, or set to '0' for the troublemaker ejection.

For the CT packet, F is set to 'l' for an abnormal termination, or set to '0' for the normal termination after all
the data have been transmitted.

For the token control operations, TGR and TRR request messages use this flag so as to indicate whether this is
the TCN-initiated or TS-user-initiated token control.

For the TSR packet, the F = 1 indicates that the overall token status is changed by adding a new token or
deleting an existing token. On the other hand, the F = 0 means that this TSR packet is for the information.

For the TNR, the F is set to '1' for tree join, or F is set to '0' for tree leave.

ITU-T Rec. X.608 (02/2007) 11
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For DT packet, F is set to '1' for test DT from LO for logical tree adaptation, or set to '0' for the DT from

normal applications.

For RD packet, F is set to '1" if the sender has no data to repair, otherwise '0'.
For the other packets, this field will be ignored.

Reserved (7 bits)

Token ID (8 bits)

The Token ID is valid only for DT and RD packets. This represents the source of the data packets. The T
ID value is ranged between 0 and 255. Each SU receives a Token ID from TCN via the token get and
procedure and sets this field to be the number assigned by TCN.

oken
give

On the other hand, when ECTP operates over UDP, the packet header does not need to specify the source and

destipation ports, which will be referred to from the UDP header. In this case, the 32-bit field for the sourcq and
destipation ports will be filled with 'Connection ID'. By default, it may be set to be the IPv4 group address.
The pase header format for ECTP over UDP is as shown in Figure 13:
0 1 2 3
Ot 23 4 5 6 7 01 2 3 45 6 7 01 2 3 4 5 6 7 0 N2 3 4 5 6 7
Nexgt element ‘Version‘ CT | Packet type ‘ Cheeksum
Connection ID
Packet sequence number
Payload length ‘ F ‘ Reserved ‘ Token ID
Figure 13 —Base header (ECTP over UDP)
The |Connection ID is used to identify an ECTP connection. by the ECTP host. It may also be used to verif}y the
connlection. In the connection setup phase, this information, must first be informed by TCN to the other participan{s via
the R or JC packets. All the other packets in this Recommendation | International Standard must set this field to be the
valu¢ announced by TCN.
8.2 Extension elements
The ECTP control packets may contain ofie or more extension elements along with the base header. The based h¢ader
and pach extension element have the ficld of 'Next Element' that points to the immediately succeeding extepsion
elemient, if any.
The Next Element field is encodedias shown in Table 1. The last extension element of a packet must set its Next Hgader
field|to '0000' (No Element).
Table 1 - Extension elements
Encoding valuein next .
Extension element element of the preceding L egg,t::e?]ft e(ﬁtetng)on
element (4 bits) y

No Element 0000 0

Connection U001 4

Error Bitmap 0010 Varied

Timestamp 0100 12

Token 0110 Varied

LO Information 0111 Varied

Negative Acknowledgement 1000 8

Tree Change Information 1001 8
12 ITU-T Rec. X.608 (02/2007)
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821 Connection e ement

The connection extension element contains overall information on the transport connection. It is encoded as '0001' in
the Next Element field of the preceding element or based header. This extension element must be included in the CR,
JC and TGR packets. The element structure is shown in Figure 14, which has the length of '4' bytes:

0 1 2 3
01 23 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7 01 2 3 456 7
Next element ‘ TCO IReservedI AGN Maximum segment size (MSS)

Figure 14 — Connection extension element

EacH field is specified as follows:

Next element (4 bits)

This indicates the type of the next extension element, as indicated in Table 1.
TCO (Tree Configuration Option) (2 bits)

This specifies the tree configuration option used in ECTP-5 as follows:
00 — Reserved for future use.

01 — 1-level intra-group tree without logical tree adaptation.

10 — Multiple-level intra-group tree with tree adaptation.

11 — Reserved for future use.

The default value of TCO is '10' in N-plex multicast connection.
Reserved (2 bits)

AGN (ACK Generation Number) (8 bits)

This is a positive integer ranged from 1 to 255 (A€K_GENERATION_NUM). The AGN is used by a khild
TS-user to generate and transmit an ACK packetto the parent.

MSS (16 bits)
This specifies the maximum size (in byte) of the user data segment (MAX_SEGMENT_SZE) that cgn be
contained in the DT packet. The default value is '1024'.

8.2.2 Error bitmap element

This|extension element provides information on the status of the packet reception at a child node. This extension h¢ader
is attached to ACK packet in response to LO's test traffic for logical tree adaptation as described in 7.5. It is encodgd as
'001¢' in the Next Element field of the preceding element or based header.

This|element consists of the-fixed 4 bytes and the variable size of Error Bitmap, as depicted in Figure 15:

0 1 2 3

01 2 334 5 6 7 0 1 2 3 4 5 67 0 1 2 3 45 6 7 01 2 3 4 5 67
Next element ‘ Bitmap length ‘ Valid bitmap length Reserved

Error bitmap

Figure 15 —Error bitmap extension element

Each field is specified as follows:
Next element (4 bits)

This indicates the type of the next extension element, as indicated in Table 1.

ITU-T Rec. X.608 (02/2007) 13
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Bitmap length (4 bits)

This specifies the total size of the variable ACK Bitmap in unit of word (4 bytes).
Valid bitmap length (8 bits)

This represents the length of the actually valid portion in 'bit' for the ACK Bitmap.
Reserved (16 bits)

Error bitmap (variable)

This represents information by using '0' or '1' about which data packets have been received (1) or lost (0) at
the receiver side. In the Error Bitmap, the bitmap information starts with the LSN sequence number, which
represents the sequence number of the lowest numbered DT packet that has not been received yet at the
receiver side. The LSN will be specified in the PSN field of the base header. The Error Bitmap contains the

8.2.3

total bitmap information of the size of Valid Bitmap Length.

Timestamp element

The [Timestamp element is encoded as '0100' in the Next Element field of the preceding element or based*header| The

ECTJPP-5 uses the 8-byte timestamp so as to calculate Round Trip Time (RTT).

The [12-byte timestamp extension element is formatted as shown in Figure 16:

0 1 2 3
0 2 3 4 5 6 7 0 1 2 3 4 5 6 7 01 2 3 4 5_6) 01 2 3 4 5 6 7
Next element Reserved
Timestamp (second)
Timestamp (microsecond)
Figure 16 — Timestamp extension element
EacH field is specified as follows:
Next element (4 bits)
This indicates the type of the next extension element, as indicated in Table 1.
Reserved (28 bits)
Timestamp (64 bits)
This contains the 8-byte timestamp value. The first 4 bytes represent the time value in second, and the sgcond
4 bytes do in microsecond, as done in the conventional ping program.
8.2.4 Token element
This|extension element/prevides information on the status of the tokens currently being used in the connection.|This

extemsion header is aftached to the TSR packet. It is encoded as '0110' in the Next Element field of the prec¢ding

elemient or based header.
This|element consists of the fixed 2 bytes and the variable size of Valid Token I1Ds, as depicted in Figure 17:
0 1 2 3

01 2 3 45 6 7 01 2 3 4 5 6 7 0 1 2 3 4 5 6 7 01 2 3 4 5 617
Next element Reserved Number of tokens ‘ Valid token IDs (1 byte for each)

| Valid token IDs (continued) |

Figure 17 — Token extension element
14 ITU-T Rec. X.608 (02/2007)
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field is specified as follows:
Next element (4 bits)
This indicates the type of the next extension element, as indicated in Table 1.
Reserved (4 bits)
Number of tokens (8 bits)
This specifies the total number of Valid Token IDs in the connection.
Valid token IDs (varied)
This contains the list of the Token IDs valid in the connection. Each Token ID is of 1-byte length.

8.25 L O information element
This|extension element provides information of an LO and its corresponding token IDs. With this information,tap LO
can flecognize its parent LO along the inter-group tree toward an SU. This extension header is attached to the{TSR, [[GR
and [TGC packet. It is encoded as '0111' in the Next Element field of the preceding element or based header.|This
elemient consists of the fixed 8 bytes and the variable size of Corresponding Token IDs, as depicted in-Figure 18:
0 1 2 3
0t 2 3 45 6 7 0 1 2 3 45670 1 23 456701 23 454647
Nejxt element Reserved Number of tokens
Local owner ID
Corresponding token IDs (1 byte for each)
Figure 18 — L O infor mation extension element

EacH field is specified as follows:

Next element (4 bits)

This indicates the type of the next extensien element, as indicated in Table 1.

Reserved (20 bits)

Number of tokens (8 bits)

This specifies the total number of Corresponding Token IDs for the LO whose ID is Local Owner ID.

Local owner 1D (32 bits)

This indicates the ID of the LO which the SUs of the Corresponding Token IDs join. This ID can be assigned

in an application-Specific purpose.

Corresponding-token IDs (varied)

This coentains the list of the Token IDs corresponding to the Local Owner ID in the connection. [Each

Token'ID is of 1-byte length.
8.2.6 Negative acknowledgement element
This|extension element provides information on a repair request for the lost DT packets at a child node. If an LE pr an

LO detects one or more DT packet losses, it requests repair of the lost packet(s) to its parent LE or LO along the control
tree. In the case that multiple consecutive packets are detected as lost, LE or LO can request to repair a block of lost
packets with a single NACK packet which contains the starting sequence number and the number of consecutively lost

pack

ets.

ITU-T Rec. X.608 (02/2007)
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This extension header is attached to the NACK packet. It is encoded as '1000' in the Next Element field of the preceding
element or based header. This element consists of the fixed 8 bytes as depicted in Figure 19:

0 1 2 3

01 2 3 45 6 7 01 2 3 45 6 7 01 2 3 45 6 7 01 2 3 456 17
Next element Reserved Number of lost packets

Starting packet sequence number

Figure 19 — Negative acknowledgement extension element

EacH field is specified as follows:

Next element (4 bits)

This indicates the type of the next extension element, as indicated in Table 1.
Reserved (12 bits)

Number of lost packets (16 bits)

This specifies the number of consecutively lost packets from Starting Packet ‘Sequence Number. If if is a
request for a single lost packet, this field is set to '1".

Sarting packet sequence number (32 bits)
This specifies the starting packet sequence number of a block of lost packets. If it is a request for a singl¢ lost
packet, this field is set to PSN of the lost packet.

A NACK packet is generated for the data packets of one SU. The Token ID field in the base header of the NACK
packkt identifies the associated sender that sent the lost packets.

8.2.71 Tree changeinformation element

This|extension element provides information about an intra-group tree change. It represents a change in intra-grou tree
withrespect to the sender and a node with the Node ID. This extension header is attached to the TCR, TDR, TNR and
CCH packets. It is encoded as '1001" in the Next Element field of the preceding element or base header. This elgment
consjsts of the fixed 8 bytes.

0 1 2 3

Ol 2 3 4 5 6 7 0 12.3 4 5 6 7 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7
Next element Reserved

Node ID

Figure 20 — Tree change infor mation extension element

EacH field is sp€eified as follows:
Next element (4 bits)

This indicates the type of the next extension element, as indicated in Table 1.

Reserved(28bits)
Node ID (32 bits)

This specifies the ID of a node for which intra-group tree should be changed. The context of the change is
dependent on packet types.

16 ITU-T Rec. X.608 (02/2007)
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8.3 Packet format

In this Recommendation | International Standard, there are a total of 30 packet types: 2 types of data packets and
28 types of control packets. The data packets are DT and RD.

Table 2 - ECTP-5 packets

Full name Acronym Transport From To
Connection Creation Request CR Multicast TCN TS-users
Connection Creation Confirm CC Unicast TS-user TCN

Tree Join Request TJ Unicast LE/LO LE/LO
Tree Jom Confirm TC Unicast LE/LO LE/LO
Tree Leave Request TLR Unicast LE/LO LE/LO
Tree Leave Confirm TLC Unicast LE/LO LE/LO
Data DT Multicast TCN/SU/LO TS-tsers
Retransmission Data RD Unicast LE/LO EE/LO
Acknowledgement ACK Unicast LE/LO LE/LO
Negative Acknowledgement NACK Unicast LE/LO LE/LO
Probe PB Unicast TEN TS-user
Probe Acknowledgement PBACK Unicast TS*user TCN
Late Join Request JR Unicast T'S-user TCN
Late Join Confirm IC Unicast TCN TS-user
. TCN TS-user
User Leave Request LR Unicast
TS-user TCN
Connection Termination Request CT Multicast TCN TS-users
. SU TCN
Token Get Request TGR Unicast
TCN SU
. TCN SU
Token Get Confirm TGC Unicast
SU TCN
. TS-user TCN
Token Return Request TRR Unicast
TCN TS-user
. TCN TS-user
Token Return Confirm TRC Unicast
TS-user TCN
Multicast TCN TS-users
Token Status Report TSR )
Unicast TCN TS-user
Token Status Repart Request TSRR Unicast TS-user TCN
Tree Change,Request TCR Unicast LO/LE LE
Tree Change Confirm TCC Unicast LE LO/LE
Tree Delegation Request TDR Unicast LO/LE LO/LE
Tree-Delegation Confirm TDC Unicast LO/LE LO/LE
Trec\Change Notification Request TNR Unicast LE LO
Tree Change Notification Confirm TNC Unicast LO LE
Control Tree Change Request CCR Unicast LO LE
Control Tree Change Confirm CCC Unicast LE LO
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The encoding value and packet structure are shown for each of the ECTP-5 packets in Table 3.

are attached to the base header in the order specified in the table.

Table 3—Format of ECTP-5 packets

The extension elements

It is
optid
the p

On t

Packet Encoding Extension elements or user data Length Operational
type value (packet structure) (bytes) protocol stage
CR 0000 0001 Connection 20 Connection
cc 0000 0010 16 Creation
TJ 0000 0011 Timestamp 28
TC 0000 0100 Timestam]:) 28 Looical Tree
TLR 0010 0011 16 Management
TLC 0010 0100 16
DT 0000 0101 User Data 16+ Data Transport
RD 0000 0111 Timestamp + User Data 28+
ACK 0000 1000 Error Bitmap 16+ Error Control
NACK 0001 1000 Negative Acknowledgement + Timestamp 36
PBACK | 00001110 {6 Management
JR 0000 1010 16 .
Late Join
JC 0000 1011 Connection 20
LR 0000 1100 16 User Leave
CT 0000 1101 16 Termination
TGR 0001 0001 LO Information 16+
. Token Get
TGC 0001 0010 LO Information 16+
TRR 0001 0011 16
Token Return
TRC 0001 0100 16
TSR 0001 0101 Token + LO’Information 16+
Token Report
TSRR 00100101 16
TCR 0001 0110 Tree €hange Information 24
TCC 0001 0111 16 Logical Tree
TDR 0001 1110 Tree-Change Information + Error Bitmap 24+ Adaptation
TDC 0001 1111 16
TNR 0010 0001 Tree Change Information 24
TNC 0010 0010 16 Control Tree
CCR 00104600 Tree Change Information 24 Management
CcccC 0010 1001 16

hoted that the/italic parts (of the extension elements) indicate that the use of the corresponding extension elem
nal, rather\than mandatory, in the implementation. In the packet length column of the table, '+' sign signifie
acket size may get larger by adding the specified optional element or user data.

hé-other hand, the following encoding values reserved for future use: '0000 0000', '0000 1111', '0001 0000,

bt 1S
that

0010

000

,and UUUU UT1U.

831 Connection creation request (CR)

The CR packet is used by TCN so as to create an N-plex multicast connection. TCN sends the CR packet to the group

with

the following source and destination addresses:
*  Source IP: IP address of TCN.
*  Source port: Local port number of TCN.
*  Destination IP: Multicast IP address of the group.

*  Destination port: Group port number.

The length of the CR packet is 20 bytes (16-byte base header + 4-byte Connection element).

18
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19

Base header

Connection

Figure21 — CR packet

The 16-byte base header of CR packet must be encoded as follows:

Next-eterment—606+-(Conmectionctement):
Version: '00' (current version of ECTP-5).
CT: '11' (N-plex multicast connection).
Packet type: '0000 0001' (CR).

Checksum: To be calculated.

Destination port: Group port number (or Connection ID).
Payload length: '4'.

F: '0' (to be ignored).

Token ID: '0' (Token ID of TCN is set to '0").

The #-byte Connection element must be encoded as follows:

Next element: '0000'.

TCO: As configured by TCN.

AGN: As configured by TCN.

MSS: As configured by TCN (the default valueas '1024").

8.3.2 Connection creation confirm (CC)

The [CC packet is used by TS-user in responsé.to the CR packet of TCN. A TS-user sends the CC packet to TCN

the fpllowing source and destination addresses:

*  Source IP: IP address offTS-user.

*  Source port: Local port number of TS-user.
*  Destination IP/IP address of TCN.

*  Destination port: Group port number.

The {CC packet contaifisythe 16-byte base header only. The base header of CC packet must be encoded as follows:

Next elemient: '0000'.

CTH.

Packet type: '0000 0010' (CC).
Checksum: To be calculated.

Source port: Local port number of TCN (or Connection ID).

All the fields other than specified above will be set to '0' and ignored at the receiver side.

Source port: Local port number of TS-user (or Connection ID).

Destination port: Group port number (or Connection ID).

All the fields other than specified above will be set to '0' and ignored at the receiver side.

8.3.3 Treejoin request (TJ)

with

The TJ packet is sent by LE or LO to the LO or LE in order to join an intra-group tree or an inter-group tree. This

packet is addressed as following:
*  Source IP: IP address of LE or LO.
*  Source port: Local port number of LE or LO.
*  Destination IP: IP address of the LO or LE.

ITU-T Rec. X.608 (02/2007)
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*  Destination port: Group port number.

The TJ packet contains the 16-byte base header and the 12-byte Timestamp element. The TJ packet is formatted as
shown in Figure 22:

bytes 0 1516

27

Base header

Timestamp

Figure22 — TJ packet

The

The

8.34

The
requ

The

base header of TJ packet must be encoded as follows:
Next element: '0100' (Timestamp Element).
CT:'11".

Packet type: '0000 0011' (TJ).

Checksum: To be calculated.

PSN: A sequence number of this packet.
Payload length: '12'.

Next element: '0000'.
Timestamp: Current time of the packet sender.

Treejoin confirm (TC)

. Source IP: IP address of the/LO or LE.
*  Source port: Group port:aumber.
e Destination IP: IP address of the LE or LO.

bytes 0 1516

Destination port: Group port number (or Connection ID).

| 2-byte Timestamp element must be encoded as follows:

*  Destination port: Lecal port of the LE or LO.

Source port: Local port number of LE or LO (or Connection ID).

F: 1" (for inter-group tree join), '0' (for intra-group tree join).

All the fields other than specified above will be set to '0' and ignoted at the receiver side.

TC packet is sent by the LO or LE node, in ‘tesponse to the TJ packet. The LO or LE sends the TC packet {
pster of tree join (LE or LO) with following'source and destination addresses:

['C packet contains the-16-byte base header, and 12-byte Timestamp element, as shown in Figure 23.

27

Base header

Timestamp

Figure23 —TC packet

b the

The 16-byte base header of TC packet must be encoded as follows:

20

Next element: '0100' (Timestamp Element).
CT:'11".

Packet type: '0000 0100' (TC).

Checksum: To be calculated.

Source port: Group port (or Connection ID).

Destination port: Local port of LE or LO (or Connection ID).

ITU-T Rec. X.608 (02/2007)
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PSN: The value copied from PSN field of the corresponding request packet..
Payload length: '12'.
F: '1"if the TJ request is accepted, '0' otherwise.

All the fields other than specified above will be set to '0"' and ignored at the receiver side.

The 12-byte Timestamp element must be encoded as follows:

Next element: '0000'.
Timestamp: 8-byte time value copied from the corresponding TJ packet.

835 Treeleaverequest (TLR)
The HR-paeketissentbyEE-or EOto-theparentE0-er LE-in-orderto-leavethe Jogtealtree—Jhe H-Rpaeketig sent
with|the following source and destination addresses:
*  Source IP: IP address of LE or LO.
*  Source port: Local port of LE or LO.
*  Destination IP: IP address of LO or LE.
*  Destination port: Group port number.
The [TLR packet contains the 16-byte base header only. The 16-byte base header of TLR packet must be encodg¢d as

follows:

8.3.6

The [TLC packet is sent by the LO or LE node, in response to the TLR packet. The LO or LE sends the TLC pacl
the child LE or LO with the following source and destination addresses:

The [[LC packet contains the 16-byte base header only. The base header of TLC packet must be encoded as follows:

Next element: '0000'".

CT:"11".

Packet type: '0010 0011' (TLR).

Checksum: To be calculated.

Source port: Local port of LE or LO (or Connection ID).
Destination port: Group port (or Connection ID).

PSN: A sequence number of this packet.

F: 1" (for inter-group tree join), '0' (for intra-group*tree join).

All the fields other than specified above will.be set to '0' and must be ignored at the receiver side.

Treeleave confirm (TLC)

*  Source IP: IP address ©f\L.O or LE.

*  Source port: Group port number.

*  Destination IP; IP'address of the LE or LO.

*  Destination'port: Local port of the LE or LO.

Next glement: '0000'.
CT-3T1".
Packet type: '0010 0100' (TLC).

Checksum: To be calculated

Source port: Group port number (or Connection ID).

Destination port: Local port number of LE or LO (or Connection ID).

PSN: The value copied from PSN field of the corresponding request packet.
F: '1"if the TLC request is accepted, '0' otherwise.

All the fields other than specified above will be set to '0' and must be ignored at the receiver side.

ITU-T Rec. X.608 (02/2007)
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8.3.7

Data (DT)

The DT packet is used by TCN or SU to transmit the multicast data to the group members. The DT packet is also used
by LO to transmit test traffic for logical tree adaptation. The multicast DT packets are sent to the TS-users with the
following source and destination addresses:

*  Source IP: IP address of TCN or SU or LO.
*  Source port: Local port number of TCN or SU or LO.
*  Destination IP: Multicast IP address of the group.

*  Destination port: Group port number.

The DT packet contains the 16-byte base header and the variable-length user data as shown in Figure 24:

The [l6-byte base header of DT packet must be encoded as follows:

8.3.9

The
LO)
vian

The

RD packet is sent by LO or LE\to'retransmit data in response to repair requests (NACK) from child nodes (I
along the control tree. The packet format is the same as that of the DT packet. In contrast to the DT packet del
hulticast, however, RD ig-sent to the requester by unicast with the following source and destination addresses:

RD pagket contains the 16-byte base header and the variable-length user data as shown in Figure 25:

bytes 0 1516 PL-1

Base header User data

Figure24 —DT packet

Next element: '0000'.

CT:'11".

Packet type: '0000 0101' (DT).

Checksum: To be calculated.

Source port: Local port number of TCN or SU or LO (or Cennection ID).
Destination port: Group port number (or Connection ID).

PSN: The PSN of this DT packet, which starts with the initial sequence number and increases by 'l'
wraps back around to '1' after reaching 2% — 1",

Payload length: Indicates the length (in byte)\of the user data contained in this packet.
F: 1" (for LO's test traffic), '0' otherwise:
Token ID: Token ID of the sender ofithis data packet ('0' for TCN, or a positive number of SU).

Retransmission data (RD)

*  Source IP:dP7address of LO or LE.
*  Source’port: Local port number of LO or LE.
*  Destifiation IP: IP address of the repair requester (LE or LO).

* <« Destination port: Group port number.

bytes 0 1516 27 28 ... PL-1

Base header Timestamp User data (optional)

Figure 25— RD packet

The 16-byte base header of RD packet must be encoded as follows:

22

Next element: '0100' (Timestamp element).
CT:'11".
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Packet type: '0000 0111' (RD).

Checksum: To be calculated.

Source port: Local port number of LO or LE (or Connection ID).

Destination port: Group port number (or Connection ID).

PSN: The PSN of the data packet, which is requested to be retransmitted.

Payload length: Indicates the length (in byte) of the user data contained in this packet.

F: '1" if the sender of this packet has no data to repair, '0' otherwise.

Token ID: Token ID of the sender for this data packet ('0' for TCN, or a positive number of SU).

12-byte Timestamp element must be encoded as follows:

8.3.9

The
an S
LO's
Adaj

Ovel
who

The
show

The

Next element: '0000'.
Timestamp: 8-byte time value copied from the corresponding NACK packet.

Acknowledgement (ACK)

tation (LTA).

*  Source IP: IP address of LE or LO.
*  Source port: Local port number of LE or LO.
*  Destination IP: IP address of the parent node (LO or LE).

*  Destination port: Group port number.

CT:"11".

Packet type: '0000 1000' (ACK).

Checksum: To be calculated.

Source port: Local port number of LE or LO (or Connection ID).

Destination port: Group port number (or Connection ID).

ACK packet is sent to the parent node along the control tree in order to acknowledge the DT packets received
[J. An ACK packet is generated by the ACK generation rule, which will be described later. Ifithe ACK packet
test traffic as described in 7.5, the ACK packet should contain an error bitmap.elément for Logical

the unicast control channel, an ACK packet is sent by an LE or LO to its parent\LE or LO along the contro
e root is the SU of the corresponding data. It is transmitted with the following(seurce and destination addresse:

IACK packet contains the 16-byte base header, and optiofially an Error Bitmap element with variable leng]
n in Figure 26:
bytes 0 1516 PL-1
Base header Error bitmap (optional)
Figure 26 — ACK packet
base header of ACK packet must be encoded as follows:

Next element: '0000' or '0010' (Error Bitmap element) for ACK packet in response to test traffic from LO,

from
s for
Tree

tree

th as

PSN: LSN, the PSN of the lowest numbered DT packet that has not been received yet.
Payload length: Length (in byte) of the extension elements attached to the base header.
F:'0' (to be ignored).

Token ID: Token ID of the corresponding sender ('0' for TCN, or a positive number of SU).

The error bitmap element must be encoded as follows:

Next element: '0000'.
Bitmap length: Represents the total length of the Error Bitmap in word (in 4-byte).
Valid bitmap length: The actually valid length of the Error Bitmap in bit.

ITU-T Rec. X.608 (02/2007)
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Error bitmap: Represents the bitmap information about which DT packets are lost.

8.3.10 Negative acknowledgement (NACK)

The NACK packet is to request a parent to retransmit data that are detected as lost. A NACK packet is sent immediately
at packet loss detection. With the Number of Lost Packets and Starting Packet Sequence Number fields in the Negative
Acknowledgement element, a NACK packet may indicate a repair request for a block of two or more consecutively lost
packets.

Over the unicast control channel, a NACK packet is sent by an LE or LO to its parent node along the control tree whose
root is the SU of the corresponding data. It is transmitted with the following source and destination addresses:

. Source IP: IP address of LE or LO.

[ Source pnrf' Local pnrf numberofl EorlLO

*  Destination IP: IP address of the parent node (LO or LE).

*  Destination port: Group port number.

The [NACK packet contains the 16-byte base header, 8-byte Negative Acknowledgement element; and 12tbyte
Timgstamp element, as shown in Figure 27.

bytes 0 1516 23 24 35

Base header Negative acknowledgement Tiniestamp

Figure 27 —NACK packet

The pase header of NACK packet must be encoded as follows:

Next element: '1000' (Negative Acknowledgement).

CT:"11".

Packet type: '0001 1000' (NACK).

Checksum: To be calculated.

Source port: Local port number of LE orLO (or Connection ID).
Destination port: Group port number(or Connection ID).

PSN: LSN that is the PSN of the lowest numbered DT packet that has not been received yet
Payload length: '20'.

F:'0' (to be ignored).

Token ID: Token ID-ef-the corresponding sender.

The Negative Acknowledgement element must be encoded as follows:
Next element:J0100' (Timestamp element).

Number-of-lost packets: Represents the number of consecutively lost packets from Sarting Packet Seqyence
Numbey.

Sarting packet sequence number: The starting packet sequence number of a block of lost packets.

The [12-byte Timestamp element must be encoded as follows:
Next element: '0000'.
Timestamp: Current time of the packet sender.

83.11 Probe(PB)

The PB packet is used by TCN for connection maintenance. The TCN sends the periodic PB packet to a selected
TS-user in the session with the following source and destination addresses:

. Source IP: IP address of TCN.
*  Source port: Local port number of TCN.
. Destination IP: IP address of the selected TS-user.

*  Destination port: Group port number.
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The PB packet contains the 16-byte base header only. The base header of the PB packet is formatted as follows:

Next element: '0000'.

CT:'11".

Packet type: '0000 1001' (PB).

Checksum: To be calculated.

Source port: Local port number of TCN (or Connection ID).

Destination port: Group port number (or Connection ID).

All the fields other than specified above will be set to '0' and ignored at the receiver side.

8.3.12 Probeacknowledgement (PBACK)

The
from

The

The
follof

8.3.1
The

the JR packet to the TCN with the following’source and destination addresses:

The

PBACK packet is sent by a TS-user, in response to the PB packet of TCN. When a TS-user receives the PB(p

TCN, it should respond with the PBACK packet. This packet is used to indicate that it is still alive.

['S-user sends the PBACK packet to TCN with the following source and destination addresses:
*  Source IP: IP address of TS-user.

*  Source port: Local port number of TS-user.

*  Destination IP: IP address of TCN.

*  Destination port: Local port number of TCN.

PBACK packet contains the 16-byte base header only. The base header of-the/PBACK packet is formatt
WS:

Next element: '0000'.

CT:"11".

Packet type: '0000 1110' (PBACK).

Checksum: To be calculated.

Source port: Local port number of TS-user (or Conineetion ID).

Destination port: Local port number of TCN (or-Connection ID).

All the fields other than specified above will.be set to '0' and ignored at the receiver side.

3 Latejoinrequest (JR)

IR packet is used by a new joining TS-user in order to join the ECTP connection. The new joining TS-user

. Source IP: IP address of\TS-user.
*  Source port: Local port number of TS-user.
e Destination IP; IP address of the TCN.

*  Destination'port: Group port number.

IR packet contains.the 16-byte base header only. The base header of JR packet must be encoded as follows:
Next element: '0000'.

CRT"

Packet type: '0000 1010' (JR).

hcket

bd as

ends

Checksum: To be calculated

Source port: Local port number of TS-user (or Connection ID).

Destination port: Group port number (or Connection ID).

PSN: A sequence number of this packet.

All the fields other than specified above will be set to '0' and ignored at the receiver side.
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8.3.14 Latejoin confirm (JC)

The JC packet is used by TCN, in response to the JR packet. The TCN sends the JC packet to the new joining TS-user

with the following source and destination addresses:
*  Source IP: IP address of the TCN.
*  Source port: Local port number of TCN.
*  Destination IP: IP address of the TS-user.
*  Destination port: Local port of the TS-user.

The JC packet contains the 16-byte base header and the 4-byte Connection element.

The JC packet is formatted as shown in Figure 28:

bytes 0 1516

19

Base header

Connection

The [ 6-byte base header of JC packet must be encoded as follows:
Next element: '0001' (Connection element).

CT:'11"

Packet type: '0000 1011' (JC).

Checksum: To be calculated.

Source port: Local port of TCN (or Connection ID).

Payload length: '4'.
F: '1"if the JR request is accepted, '0' othefwise.

The #-byte Connection element must be encoded as follows:
Next element: '0000'.

TCO: As configured by TCN.

AGN: As configured-by TCN.

MSS: As configured by TCN.

83.15 User leaveteguest (LR)

The LR packet.isyused by TS-user to indicate that it will leave the connection, or by TCN to eject a trouble-m:

Destination port: Local port of TS-user (or Connectiof’ID).

Figure 28 — JC packet

PSN: The value copied from PSN field of the corresponding request packet.

All the fields other than specified above-will be set to '0' and ignored at the receiver side.

king

TS-yser. ThesBR packet does not need to require the corresponding confirm packet. This packet is sent with the

following seurce and destination addresses:

¢ Source IP: IP address of TS-user (user leave) or TCN (troublemaker ejection).

*  Source port: Local port number of TS-user or TCN.
*  Destination IP: IP address of TCN or TS-user.

*  Destination port: Group port number or local port number of TS-user.

The LR packet contains the 16-byte base header only. The base header is formatted as follows:

Next element: '0000'.

CT:'11".

Packet type: '0000 1100' (LR).
Checksum: To be calculated.

Source port: Local port of TS-user or TCN (or Connection ID).
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Destination port: Group port or local port of TS-user (or Connection ID).
F: '1" for the user-invoked leave, or '0' for the troublemaker ejection.

All the fields other than specified above will be set to '0' and ignored at the receiver side.

6  Connection termination request (CT)

The CT packet is used by the TCN to terminate the connection. CT packet does not need to require the corresponding
confirm packet. This packet is sent by TCN with the following source and destination addresses:

*  Source IP: IP address of the TCN.
*  Source port: Local port number of TCN.
¢ Destination IP: Multicast IP address of the group.

The [CT packet contains the 16-byte base header only. The base header is formatted as follows:

8.3.1

The
this

*  Destination port: Group port number.

Next element: '0000'.

CT:'11".

Packet type: '0000 1101' (CT).

Checksum: To be calculated.

Source port: Local port of the TCN (or Connection ID).
Destination port: Group port (or Connection ID).

F: '1' for an abnormal termination, or '0' for the normal terminatien (after completing the multicast
transmission).

All the fields other than specified above will be set to '0' and ignored at the receiver side.
7 Token get request (TGR)

TGR packet is used by a TS-user to get a token for the multicast data transport (TS-user-initiated Token Ge|
tase, the TS-user can request a token to TCN by senditigha TGR packet. The TS-user that has a token bec

data

). In
hmes

nd a

vides

an SP.
In te TCN-initiated Token Give operation, TCN requests a TS-user to be an SU. In this case, TCN will sd
TGR packet to a certain TS-user.
In tHe case of Token Get, the LO Informatien-element should be attached to TGR packet by TS-user. It pro
TCN with information about the LO that the FS-user joins. This information is used when sending TSR packets.
The [TGR packet is sent with the following source and destination addresses:

*  Source IP: IP address of TS-user (Token Get) or IP address of TCN (Token Give).

*  Source port: Local*port number of TS-user (Token Get) or local port number of TCN (Token Give).

*  Destination @P; TP address of the TCN (Token Get) or IP address of TS-user (Token Give).

*  Destination’port: Group port number (Token Get) or local port number of TS-user (Token Give).
The [[GR packet confains the 16-byte base header and the variable size LO Information element.
The [[GR packetis formatted as shown in Figure 29:

bytes 0 1516 PL-1
Base header LO information
Figure29 — TGR packet

The 16-byte base header of TGR packet must be encoded as follows:

Next element: '0000' or '0111' (LO Information element, in the case of Token Get).
CT:'11".
Packet type: '0001 0001' (TGR).
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Checksum: To be calculated.

Source port: Local port number of TS-user or TCN (or Connection ID).

Destination port: Group port number or local port of TS-user (or Connection ID).

PSN: A sequence number of this packet.

Payload length: Length (in byte) of the extension elements attached to the base header.

F: To be ignored.

Token ID: Token ID allocated by TCN (Token Give); in the Token Get case, this field is ignored.

If the LO Information element is added for the next element in the case of Token Get, it must be encoded as follows:

Next element: '0000'.

Number of tokens: '1".
Local owner ID: Represents the ID of the LO which the LE joins.

All the fields other than specified above will be set to '0' and must be ignored at the receiver side,

8.3.18 Token get confirm (TGC)

In r¢
TCN

In th
with

The

The
The

The

-initiated Token Give operation, the TGC packet is used by TS-user to confirm the request.

e case of Token Give, the LO Information element should be attached to TGC packetby TS-user. It provides
information about the LO that the LE joins. This information is used when sending TSR packets.

TGC packet is sent with the following source and destination addresses:

*  Source IP: IP address of TCN (Token Get) or IP address of ILE (Token Give).

*  Source port: Group port number (Token Get) or local portynumber of LE (Token Give).
e Destination IP: IP address of the LE (Token Get) or IP.address of TCN (Token Give).

*  Destination port: Local port of LE (Token Get) or]oeal port of TCN (Token Give).

I'GC packet contains the 16-byte base header and the vatiable size LO Information element.
IGC packet is formatted as shown in Figure 30:
bytes 0 1516 PL-1
Base header LO information

Figure 30 — TGC packet

| 6-byte base header-of TGC packet must be encoded as follows:

Next element: }0000' or '0111' (LO Information element, in the case of Token Give).
CT: "11%

Packet'type: '0001 0010' (TGC).

Cheécksum: To be calculated.

Source port: Group port or local port number of LE (or Connection ID).

sponse to a TGR, TCN sends a TGC packet to the TS-user that sent the TGR (TS-user-initiated Token Get). Ih the

TCN

Destination port: Group port number or local port of LE (or Connection ID).

PSN: The value copied from PSN field of the corresponding request packet.

Payload length: Length (in byte) of the extension elements attached to the base header.

F:'0' (for acceptance) or 'l' (for rejection).

Token ID: Token ID allocated by TCN (Token Get); in the Token Give case, this field is ignored.

If the LO Information element is added as the next element in the case of Token Give, it must be encoded as follows:

28

Next element: '0000'.
Number of tokens: '1'.
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Local owner ID: Represents the ID of the LO that the LE joins.

All the fields other than specified above will be set to '0' and must be ignored at the receiver side.

Token return request (TRR)

The TRR packet is used by a TS-user to return a token to TCN (TS-user-initiated Token Return). In this case, the
TS-user sends a TRR packet. In TCN-initiated Token Withdrawal case, TCN may first request a TS-user to return the
token. In this case, TCN will send a TRR packet to the concerned TS-user.

The TRR packet is sent with the following source and destination addresses:

*  Source IP: IP address of TS-user (Token Return) or IP address of TCN (Token Withdrawal).

*  Source port: Local port of TS-user (Token Return) or local port of TCN (Token Withdrawal).

The [TRR packet contains the 16-byte base header only, which must be encoded as follows:

8.3.40

The [TRC packet is used by TCN or TS-user to confirm the associated TRR request. The TRC packet is sent wit
following source and destination addresses:

The [FRC packet contains the 16-byte base header only, which must be encoded as follows:

*  Destination IP: IP address of the TCN (Token Return) or IP address of TS-user (Token Withdrawal)
*  Destination port: Group port (Token Return) or local port of TS-user (Token Withdrawal).

Next element: '0000'.

CT:'11"

Packet type: '0001 0011' (TRR).

Checksum: To be calculated.

Source port: Local port number of TS-user or TCN (or Connection ID).

Destination port: Group port number or local port of TS-user (or Conngction ID).

PSN: A sequence number of this packet.

Token ID: Token ID of TS-user.

All the fields other than specified above will be set to '0' and.ignored at the receiver side.

Token return confirm (TRC)

*  Source IP: IP address of TCN (Token Return) or IP address of TS-user (Token Withdrawal).

*  Source port: Group port (Token Return) or local port of TS-user (Token Withdrawal).

*  Destination IP: IP address of the-TS-user (Token Return) or IP address of TCN (Token Withdrawal)
*  Destination port: Local port of TS-user (Token Return) or local port of TCN (Token Withdrawal).

Next element: '0000'.

CT:"11".

Packet type: '0001 0100' (TRC).

Checksum) Te be calculated.

Source port: Group port or local port number of TS-user (or Connection ID).
Destiriation port: Group port number or local port of TS-user (or Connection ID).
PSN: The value copied from PSN field of the corresponding request packet.

h the

Token ID: Token ID of TS-user

8321

All the fields other than specified above will be set to '0' and ignored at the receiver side.

Token statusreport (TSR)

The TSR packet is used by TCN to announce the currently valid Token IDs in the connection. It also provides LOs with
the information about corresponding token IDs of each LO by attaching the LO Information element. The TSR packet is
sent with the following source and destination addresses:

*  Source IP: IP address of TCN.
*  Source port: Local port of TCN or group port (replying to TSRR).
¢ Destination IP: IP multicast address of the group or IP address of the TS-user (replying to TSRR).
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*  Destination port: Group port or local port of TS-user (replying to TSRR).

The TSR packet is formatted as shown in Figure 31:

bytes 0 1516 n n+l PL-1

Base header Token LO information

Figure 31 — TSR packet

The
Info

The yariable size Token element must be encoded as follows:

The yariable size LO Information element must be encoded as follows:

8.3.4

The
with

TSR packet contains the 1b-Dyte base header, the variable-size Token element, and the variable-size
ation element. The base header must be encoded as follows:

Next element: '0110' (Token Element).

CT:'11".

Packet type: '0001 0101' (TSR).

Checksum: To be calculated.

Source port: Local port number of TCN (or Connection ID) or group port (replying o TSRR).
Destination port: Group port number (or Connection ID) or local port of TS-user|(replying to TSRR).
Payload length: Length (in byte) of the extension elements attached to thebase header.

All the fields other than specified above will be set to '0' and must be ignored at the receiver side.

Next element: '0111' (LO Information element).
Number of tokens: Specifies the total number of Valid Teken 1Ds in the connection.
Valid token IDs: Contains the list of the Token IDs valid in the connection. Each Token ID is of 1-byte let

All the fields other than specified above will be set to '0' and must be ignored at the receiver side.

Next element: '0000' or '0111' (If another, CO Information element is followed).
Number of tokens: Total number of Corresponding Token IDs for the LO whose ID is Local Owner ID.
Local owner ID: Represents the [D,of the LO that the LE joins.

Corresponding token IDs: Gontains the list of the Token IDs corresponding to the Local Owner ID i
connection. Each Token |Bis'of 1-byte length.

All the fields other than specified above will be set to '0' and must be ignored at the receiver side.

2 Token statusreportrequest (TSRR)

SRR packet is used-by TS-user to request TCN to update the token list. A TS-user sends the TSRR packet to
the following §gurce and destination addresses:

. Source IP: IP address of TS-user.
.\, Source port: Local port number of TS-user.
« ' Destination IP: IP address of TCN.

LO

ngth.

n the

TCN

s Destimation port- Group port TUITDeT .

The TSRR packet contains the 16-byte base header only. The base header of TSRR packet must be encoded as follows:

30

Next element: '0000'.

CT:"11".

Packet type: '0010 0101' (TSRR).

Checksum: To be calculated.

Source port: Local port number of TS-user (or Connection ID).

Destination port: Group port number (or Connection ID).

All the fields other than specified above will be set to '0' and ignored at the receiver side.
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8.3.23 Treechangerequest (TCR)

The TCR packet is used for changing parent-child relationship of nodes in the intra-group trees. This packet instructs
the node receiving this packet to become a child of another node designated by Node ID. The TCR packet is sent over
unicast control channel with the following source and destination addresses:

*  Source IP: IP address of LE or LO.
*  Source port: Local port number of LE or LO.
*  Destination IP: IP address of the target node (LE).

*  Destination port: Group port number.

The TCR packet contains the 16-byte base header and 8-byte Tree Change Information element as shown in Figure 32.

The

The

8.3.2

The
TCR

The

bytes 0 1516 23

Base header Tree change information

Figure 32 — TCR packet

base header of TCR packet must be encoded as follows:

Next element: '1001' (Tree Change Information element).
CT:"11".

Packet type: '0001 0110' (TCR).

Checksum: To be calculated.

Source port: Local port number of LE or LO (or Connection D).
Destination port: Group port number (or Connection ID).

PSN: A sequence number of this packet.

Payload length: '8'.

All the fields other than specified above will*be set to '0' and ignored at the receiver side.
B-byte Tree Change Information element must be encoded as follows:
Next element: '0000'.

Node ID: Represents a new parent node of the node which receives this packet.

4 Tree change confirm (TICC)

packet with the following’source and destination addresses:
*  Source IPIP address of LE.
*  Source-port: Group port number.
*  Destination IP: IP address of the LE or LO.
.\ Destination port: Local port of the LE or LO.

I'CC packet contains the 16-byte base header only, which must be encoded as follows:

TCC packet is sent by EE as a reply to a TCR packet. The node sends the TCC packet to a node that ser

Next element: '0000'".

CT."11".

Packet type: '0001 0111' (TCC).

Checksum: To be calculated.

Source port: Group port number (or Connection ID).

Destination port: Local port number of LE or LO (or Connection ID).

PSN: The value copied from PSN field of the corresponding request packet.
F: Is set to '1" if the TCC request is accepted, '0' otherwise.

All the fields other than specified above will be set to '0' and must be ignored at the receiver side.
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8.3.25 Treedelegation request (TDR)

The TDR packet is used to delegate the process to determine a proper position for a child node to another node in the
intra-group trees. The packet includes Node ID. The node receiving this packet should find better parent-child
relationship for a node with Node ID using its available error bitmaps.

Via unicast control channel, a TDR packet is sent by any node that has child nodes to its parent or child nodes in the
same intra-group tree. It is transmitted with the following source and destination addresses:

*  Source IP: IP address of LE or LO.
*  Source port: Local port number of LE or LO.
¢ Destination IP: IP address of the potential parent node (LO or LE).

. Destination port: Groun nort number
Ir r I

The [TDR packet contains the 16-byte base header, 8-byte Tree Change Information element, and a variable(fength of
Errof Bitmap element, as shown in Figure 33.

bytes 0 1516 2324 PL-1

Base header Tree change information Error bitmap

Figure 33— TDR packet

The pase header of TDR packet must be encoded as follows:

Next element: '1001' (Tree Change Information element).

CT:'11".

Packet type: '0001 1110' (TDR).

Checksum: To be calculated.

Source port: Local port number of LE or LO (or €onnection ID).

Destination port: Group port number (or Confiection ID).

PSN: A sequence number of this packet:

Payload length: Length (in byte) of the-éxtension elements attached to the base header.

All the fields other than specified above will be set to '0' and ignored at the receiver side.

The B-byte Tree Change Informationeelement must be encoded as follows:

Next element: '0010' (Brror/Bitmap element).

Node ID: Representsa potential child of the node which received the TDR packet.
The prror bitmap element must be encoded as follows:

Next elemeft: }0000'".

Bitmap'length: Represents the total length of the Error Bitmap in word (in 4-byte).
Valid bitmap length: The actually valid length of the Error Bitmap in bit.

Ecror bitmap: Represents the bitmap information about which DT packets are lost.

8 3 b '3 Troodaleoantion confivin (TA
0. L0 L CregatrormT o it (T o<

A}
1
The TDC packet is sent as a reply to a TDR packet. The node sends the TDC packet to a node that sent the TDR packet
with the following source and destination addresses:

*  Source IP: IP address of LO or LE.

*  Source port: Group port number.

*  Destination IP: IP address of the LE or LO.

*  Destination port: Local port of the LE or LO.
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The TDC packet contains the 16-byte base header only which must be encoded as follows:

Next element: '0000'.

CT:'11".

Packet type: '0001 1111' (TDC).

Checksum: To be calculated.

Source port: Group port number (or Connection ID).

Destination port: Local port number of LE or LO (or Connection ID).

PSN: The value copied from PSN field of the corresponding request packet.
F: Is set to '1" if the TDC request is accepted, '0' otherwise.

8.3.9

The
shoul

Via
used
addr

The

The

All the fields other than specified above will be set to '0' and must be ignored at the receiver side.

7  Treechangenotification request (TNR)

[d reflect the change to its intra-group tree with respect to the sender and a node with Node ID.

bsses:
*  Source IP: IP address of LE.

*  Source port: Local port number of LE.
*  Destination IP: IP address of the LO.

*  Destination port: Group port number.

bytes 0 1516 23

Base header Tree change information

Figure 34 — TNR packet

pbase header of TNR packet must be encoded as follows:

Next element: '1001' (Tree-Change Information element).
CT:"11".

Packet type: '0010-0001' (TNR).

Checksum: Tdabe calculated.

Source port:\Eocal port number of LE (or Connection ID).
Destination port: Group port number (or Connection ID).
PSN:A sequence number of this packet.

Payload length: '8'.

TNR packet is used to notify the change of logical tree (intra-group tree) to LO. When receiving ‘this packet

inicast control channel, a TNR packet is sent by the LE that changes its parent by tree changg or tree join. It i
for a node to prune its child after detecting the child's failure. It is sent with the following source and destin|

TNR packet contains the 16-byte base header and 8-byte Tree Change Information element, as shown in Figurg

, LO

also
ation

34.

E-Faiccoattna 'O 1f it notifioc o changa nfite pmarant o do A cot +a 1 1L 04 a0 o ety Af 1t ~hald
=—1—15-5ett6 HH-RotHHe e -5etto——HithHot o+HS-enhrahHoal.

Hoth T e T+ e
oot s o o P T oGt Corprer S

All the fields other than specified above will be set to '0' and ignored at the receiver side.

The 8-byte Tree Change Information element must be encoded as follows:

Next element: '0000'.
Node ID: Its new parent node ID when F is '0', or its child node ID which is pruned when F is '1".
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8.3.28 Treechangenatification confirm (TNC)

The TNC packet is sent as a reply to a TNR packet. LO sends TNC packet to a node that sent the TNR packet with the
following source and destination addresses:

*  Source IP: IP address of LO.

*  Source port: Group port number.

*  Destination IP: IP address of the LE.

*  Destination port: Local port of the LE.
The TNC packet contains the 16-byte base header only. The base header of TNC packet must be encoded as follows:
Next element: '0000'.
CT."11".
Packet type: '0010 0010' (TNC).
Checksum: To be calculated.

Source port: Group port number (or Connection ID).
Destination port: Local port number of LE (or Connection ID).
PSN: The value copied from PSN field of the corresponding request packet.

All the fields other than specified above will be set to '0' and must be ignored attheTeceiver side.

8.3.49 Controal tree changerequest (CCR)

The [CCR packet is sent by LO in order to change the control tree of LE. Via unicast control channel, a LO sends a [CCR
packgt to an LE that should change its control tree information. It is sent with the following source and destination
addrgsses:

*  Source IP: IP address of LO.
*  Source port: Local port number of LO.
*  Destination IP: IP address of the target node (LE)

*  Destination port: Group port number.

The [CCR packet contains the 16-byte base header and §-byte Tree Change Information element, as shown in Figurg 35:

bytes 0 1516 23

Base-header Tree change information

Figure 35— CCR packet

The pase header of CCR-packet must be encoded as follows:

Next elemient:'1001' (Tree Change Information element).
CT: 4t

Racket type: '0010 1000' (CCR).

Checksum: To be calculated.

Sourceport—ocal port omber of TO{or Conmection 1D)-
Destination port: Group port number (or Connection ID).
PSN: A sequence number of this packet.

Payload length: '8'.

Token ID: Token ID of the corresponding SU.

All the fields other than specified above will be set to '0' and ignored at the receiver side.

The 8-byte Tree Change Information element must be encoded as follows:
Next element: '0000'.
Node ID: Represents new parent node in the control tree for the SU specified by Token ID in the base header.
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8.3.30 Controal tree change confirm (CCC)

The CCC packet is sent as a reply to a CCR packet. An LE sends a CCC packet to LO that sent the CCR packet with the
following source and destination addresses:

. Source IP: IP address of LE.
*  Source port: Local port number of LE.
. Destination IP: IP address of the LO.

*  Destination port: Group port number.

The CCC packet contains the 16-byte base header only. The base header of CCC packet must be encoded as follows:

Next element: '0000'.

9
This

following address information should be announced to the prospective.participants: TS-users:

This
Web
recei

9.1

9.1.1
An N

If T
to thi

The

CT."11".

Packet type: '0010 1001' (CCC).

Checksum: To be calculated.

Source port: Group port number (or Connection ID).

Destination port: Local port number of LO (or Connection ID).

PSN: The value copied from PSN field of the corresponding request packet.
Token ID: Token ID of the corresponding SU.

All the fields other than specified above will be set to '0' and must be ignor¢d-at the receiver side.

Procedures

clause describes the protocol procedures of ECTP-5. Before 4n ‘N-plex multicast connection is created

a) multicast IP address of the group;

b) group port number;

c¢) IP address of TCN;

d) IP address of a corresponding LO (to LB only).

information may be announced to the prospective participants via an out-of-band signalling mechanism su
announcement. Accordingly, the prospective TS-user should be able to bind the group IP address and port so
ve the CR packet from the TCN. A prospective late-joiner TS-user should also send a JR packet to the TCN.

Connection management

Connection creation
[-plex multicast connection will begin when TCN is activated to manage session information and tokens.

UN is informed 0f @ participant list prior to starting the session, it starts a connection creation phase by sendin,
b group over the multicast group IP address and port.

bverall operations for connection creation are shown in Figure 36:

TCN TS-user

| the

th as
as to

=]

CR

CR_RESPONSE TIMEOUT I cc

X.608(07)_F36

Figure 36 — Connection creation procedures

The CR packet contains the generic information on the connection element such as TCO (Tree Configuration Option),
and MSS (Maximum Segment Size).

ITU-T Rec. X.608 (02/2007)

35


https://standardsiso.com/api/?name=91efe4badfd6dc557021b71c9046f1e1

| SO/I EC 14476-5:2008 (E)

If all of the CC packets do not arrive within the CR_RESPONSE_TIMEOUT, TCN sends a CR packet again. This
process can be repeated up to CR_MAX_RETRY times. If TCN has not received CC packets from all TS-users in the
participants list, it gives up the connection creation procedures and terminates the N-plex multicast connection by
sending CT (Connection Termination) packet to a group. If there is no predetermined participant prior to starting the
session, TCN starts the data transmission phase without connection creation operations.

9.12 Latejoin

Some of the prospective participants may join the N-plex multicast connection as a late joiner. The overall operations
for a late joiner are shown in Figure 37:

TCN TS-user
IR

iC I JR RETRY TIMEOUT

X.608(07)_F37

Figure 37 —Latejoining procedures

The [late joiner TS-user sends a JR packet to TCN. In response to the JR packet, the"\I'€N sends a JC packet tp the
TS-yser. The TJ packet should indicate whether the request is accepted or not by usirlg the F flag of the base headet.

If the JC packet does not arrive within the JR_RETRY_TIMEOUT, the late joiner sends the JR packet again.|This
procgss can be repeated up to JR_MAX_RETRY times. If the node has not received any JC packet, it gives up th¢ late
joinihg procedures and terminates the N-plex multicast connection.

9.1.3 Connection maintenance

An N-plex multicast connection is maintained using the PB and PBACK packets. The TCN sends periodic PB pafkets
for gvery PB_PACKET_INT to a selected TS-user in the sessiof. The corresponding TS-user should respond with the
PBAICK packet. The selection method of TS-user for sending PB should be designed to cover every TS-user i the
sessipn, e.g., round robin manners.

Figufe 38 shows the operation for membership management using PB and PBACK packets.

TCN TS-user TS-user
PB

PB_RETRIMTIMEOUT
- - PBACK

)
PB _PACKET INT PR

PBACK

X.608(07)_F38

Figur e 38 — Connection maintenance using PB and PBACK packets

If the PBACK packet does not arrive within the PB_ RETRY_TIMEOUT, TCN sends the PB packet again. This process
can be repeated up to PB_MAX_ RETRY times. If TCN has not received any PBACK packet, it enforces the TS-user to
leave the connection by sending LR message, which is called the troublemaker ejection.
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914 User leave

Figure 39 illustrates the operations for user-initiated leave and troublemaker ejection.

TS-user TS-user
TCN (user leave) (troublemaker ejection)
LR
LR .
X.608(07) F39
Figure 39 — User leave and troublemaker g ection procedures
In the User Leave case, the TS-user will send an LR message to TCN. In the Troublemaker Ejection Case, the TCN will
request the concerned TS-user to leave the connection. In both cases, the LR message does not requir¢ the
corrgsponding confirm message.
The froublemaker ejection is applied to the TS-user that has not been responding during a cértain time interval in the PB
and PBACK operation for connection maintenance.
9.15 Connection termination
In ECTP-5, the TCN may also terminate the connection when it has concluded to end it. The TCN performp the
connection termination by sending a CT message to the group. Figur€,40 shows the operations for conneftion
term|nation. The CT packets do not require any confirm messages.
TCN TS-user TS-user
| CT | cT |
X.608(07) F40
Figure 40 — Connection termination procedures
9.2 L ogical tree management
9.2.1 Intra-group treejoin
Every LE should join an intra-group tree for error control after join either through initial connection creation of late
join.
An ILE initiates an intra-group tree join procedure by sending a TJ packet to the corresponding LO. LO then resgonds
with|a TC packet. The T€ packet should indicate whether the tree join request is accepted or not by using the F flpg of
the Hase header. The/everall operations for intra-group tree join are shown in Figure 41:
LE LO
TJ R
TJ RETRY TIMEQUT T -
* IC
X.608(07)_F41

Figure4l —Intra-group treejoin procedures

If no TC packet is received from the LO in response to a TJ within TJ_RETRY_TIMEOUT, the node sends TJ packet
again. This process can be repeated up to TJ_MAX_RETRY times. If the node fails to receive TC packet, it gives up the

tree join procedures and returns an error with status information to the application.

This procedure can also be used among LEs at tree change by logical tree adaptation as described in 9.2.4.
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9.22 Inter-group treejoin

At receiving TSR packets, if an LO sees a new LO that has one or more SUs, it should join an inter-group tree whose
root is the new LO.

In order to be an SU, an LE should notify TCN of its LO during Token Get or Token Give procedures. The TCN
maintains and provides LOs with this information by sending TSR packets periodically. The TSR packet contains the
LO Information element that consists of a list of token IDs in each local group.

Using this information, an LO joins each LO-rooted inter-group tree by sending a TJ packet to every LO that has one or
more SUs in its local group.

Each LO that is the root of the inter-group tree then responds with a TC packet. The TC packet should indicate whether
the tree join request is accepted or not by using the F flag of the base header. The overall operations for inter-group tree

join

If th
TCq
give

9.2.3

Befo
child
then

The

hre shown in Figure 42:

LO LO
TJ

1J _RETRY TIMEOUT I TC

X.608(07)_F42

Figure 42 —Inter-group treejoin procedures

 TC packet does not arrive within the TJ RETRY_TIMEOUT, the/serider of TJ packet may try to sen
acket again. This process can be repeated up to TI_MAX_RETRY tifnes: If the node has not received TC pack
up the tree join procedures and terminates the N-plex multicast connection.

Logical treeleave

re leaving a session (User Leave) or changing a parentnode by logical tree adaptation procedure, an LE wi
nodes should leave the logical tree (intra-group tree)by sending a TLR packet to its parent node. The parent
removes the LE from the list of its children and responds with a TLC packet.

bverall operations for intra-group tree leave are shown in Figure 43:

LE LE/LO
TLR

TLR RETRY TIMEOUT I TLC

X.608(07)_F43

Figure 43 —Intra-group tree leave procedures

| the
et, it

hout
node
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When an LE with one or more children leaves a session, it should attach its children to its parent by sending a
TCR message to its children before leaving. A child node that receives the TCR message replies with a TCC message.
In addition to this, the child nodes send TJ messages to their new parent to join as children. After joining the new
parent, child nodes send TLR messages to its previous parent. Then the leaving LE replies to each TLR message with
TLC messages. After replying to TLR messages from all of its child nodes, the leaving LE now can leave the tree by
sending a TLR message to its parent. The overall operations for intra-group tree leave are shown in Figure 44:

An [
sessl|

An I
pack
oper

If th
mess
recel

LE/LO LE LE
(parent of node-N) (leaving node-N) (children of node-N)
TCR
TCR_RETRY TIMEOUT T —
v
TJ
TC i TJR_RETRY TIMEOUT
TLR
TLC | I TLR_RETRY \{IMEOUT
’ TLR >
TLC ‘ I TLR RETRY TIMEOUT

X.608(07), FA4

Figure 44 —Intra-group treeleave procedures for~node N with children

O should leave all the inter-group trees if it has no child inyits local group and it has no application to consum

O can leave an inter-group tree by sending a TLR packet to its parent LO. The parent LO that receives the

et then removes the LO from the list of its childrén and responds to the LO with a TLC packet. The oy
hitions for inter-group tree leave are shown in Figure 45:
LO LO
TLR
TLR_RETRY TIMEOUT I TLC
X 608(07)_F45

Figure 45— Inter-group treeleave procedures

e responding TLC message has not arrived within TLR_RETRY_TIMEOUT, the LE or LO may send the
age toits parent LE or LO again. This process can be repeated up to TLR_MAX_RETRY times. If the node fa
ve~TLC packet, it gives up the tree leave procedures and prunes itself from the parent.

pn data. If an LO has no SU, all other LOs should prune,themselves from the inter-group tree rooted by the L{.

e the

TLR
erall

TLR
ils to

9.24

Logical tree adaptation

When using TCO of '10', intra-group trees may evolve to multi-level trees close to underlying multicast routing trees by
comparing loss patterns of parent and child nodes in the tree. A node can determine relationships between itself and its
children by comparing error bitmaps of them.
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In order to describe the logical tree adaptation mechanism, three relational operators between a pair of nodes in an intra-
group tree are defined as follows:

B(N) =B(M)
Node N and node M have the relationship B(N) = B(M) (which is read as node N is potentially equal to
node M) if and only if B(N) = BY(M) for all k=1, 2, ... , n. Here B(N) denotes the k-th bit (from the
left) of the bitmap of node N and B(N) is a string of bits B;(N), B,(N), ..., By(N), while the bitmap length
is assumed to be n.

B(N) o B(M)

Node N and node M have the relationship B(N) > B(M) (which is read as node N is a potential parent of
node M) if and only if Bi(N) > B(M) for all k=1, 2, ..., n, but not B(N) = B(M).

BNy B
Similarly, B(N) < B(M) (which is read as node N is a potential child of node M) if and only-if BiN) <
By(M) for allk=1, 2, ..., n, but not B(N) = B(M).

In Figure 46, ERROR_BITMAP(N) represents a message containing the error bitmap of node N. TDR(N) messajge is
genefated by a node that cannot determine the position of node N. This message contains ERROR-BITMAP(N) for
further delegations. TCR(N) indicates to the node receiving the message that it should join nodeplN‘as a child. Parept(N)
and thild(N) represent parent node and child node of node N, respectively. The following pseudo code describgs the
logidal tree adaptation algorithm.

// node D receives a message m;
case (m is ERROR BITMAP(N))
if (B(D) c B(N))
send a TDR(N) message to parent(D);
else
if (3 a child C such that B(N) o B(C))
send a TDR(C) message to N;
else if (3 a child C such that-B(C) o B(N))
send a TDR(N)imessage to C;
else
do nothing;
case (m is TDR(N))
if (B(D) c B(N))
send a TDR(N) message to parent(D)
else if (B(D) = B(N))
send a TCR(D) message to N;
else
if (3 a child C such that B(N) > B(C))
send a TDR(C) message to N;
send a TCR(D) message to N;
else if (3 a child C such that B(C) o B(N))
send a TDR(N) message to C;

else

send a TCR(D) message to N;

Figure 46 — Pseudo code for logical tree adaptation
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TDR(N) message is delivered to the potential parent of node N. The same process is repeated upward or downward the
intra-group tree until node N finds proper position. Figure 47 shows a procedure for delegating a node to the potential

parent.
LE/LO
LELLO (potential parent)
TDR .
TDR_RETRY_TIMEOUT I TDC
X.608(07)_F47
Figure 4/ — Treedelegation procedures

If the TDC packet does not arrive within TDR_RETRY_TIMEOUT, the sender of TDR packet may fry to sen

TDR
pack
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TCR
TCQ
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9.2.5

packet again. This process can be repeated up to TDR_ MAX RETRY times. If the node fails)to receive
et, it gives up the tree delegation procedures.

node can determine a proper position of node N, it sends a TCR message to the hode N. Receiving
message, the node N replies with a TCC message to confirm the TCR message from,its'new parent. Node N
ew parent by sending a TJ message. Then, node N leaves its old parent. By leaving”its old parent after join
parent, node N can continuously recover lost packets from the old parent in the middle of the delegation ang
e Process.

e TCC packet does not arrive within TCR_RETRY_TIMEOUT, the sender of TCR packet may try to sen
packet again. This process can be repeated up to TCR MAXARETRY times. If the node fails to re
packet, it gives up the tree change procedures.

bverall operations for tree change procedures are shown in Figure'48:

LE/LO LE LE/LO
(new parent) (node-N) (old parent)

TER
TCR_RETRY TIMEOUT I TCC
TJ
1J _RETRY TIMEOUT 1 TC

TLR

TLR_RETRY_TIMEOUTI TLC

X.608(07)_F48

Figure 48 — Tree change procedures

L ogical tree change notification
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LO should manage its intra-group tree for generating control trees for SUs. Thus, LO should be informed of the change
of intra-group tree which has occurred by initial logical tree join procedure, the logical tree adaptation mechanism, or
adapting to the node failure.
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TNR is sent to LO by LEs at receiving TJC or detecting a failure of its child. The overall operations for tree change
procedures are shown in Figure 49:

LE LO

TNR RETRY TIMEOUT I

X.608(07)_FA9

Figure 49 — Tree change notification procedures
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In order to maintain logical tree, TS-users, exploit the information obtained from NACK and ACK packets. If a TS
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e TNC packet does not arrive within TNR_RETRY_TIMEOUT, the sender of TNR packet may try. toysen
packet again. This process can be repeated up to TNR_MAX_RETRY times. If the node fails to-receive
et, it gives up the tree change notification procedures, returns an error with status information to the-applicatiol
Inates the N-plex multicast connection.

ceiving TNR by LO, LO should update its logical tree information. With this concluded. logical tree, it exan
ontrol trees to notify each LEs that they should change parent-child relationship in the eontrol tree via CCR.

LO LE
CCR

CCR_RETRY_TIMEOUTI cce

X.608(07)_F50

Figure 50 — Control tree change procedures

e CCR packet does not arrive within CCR_RETRY_TIMEOUT, the LO of CCR packet may try to sen
packet again. This process can be repeated up to CCR_MAX_RETRY times. If the LO has not rec
packet, it gives up the control tree change procedures and sends LR packet to the corresponding receiver.

Logical tree maintenance

ot received any RD packets after*sending NACK_MAX RETRY NACK packets, it gives up the error rec
pdures and presumes that its. parent is failed. Then it tries to find other appropriate parent by contacting L
ser examines the LSNs of its-ehildren, and if the LSN of a child node lags behind its own LSN by MAX_LSN |
sumes that the child is-failed. Then it prunes the child from the logical tree, and informs LO.

Multicastdata transport

e ECTP-5 multicast data channel, the TCN or SU can send multicast DT packets to the group. When a data p
s detected by the receiving TS-user, the retransmission for error recovery will be performed by a parent node 4
ontroltree.

Multicast data transmission

| the
TNC
h and

hines

| the
bived

-user
very
D. A
LAG,

hcket
long

TCN or SU will generate DT packets by the segmentation procedure. To do this, the sender splits a multicast data
stream of application into multiple DT packets. Each DT packet has its own Token ID and sequence number.

Each TS-user delivers all the data packets received to the application in the order sent by TCN. Each receiver
reassembles the received packets. Corrupted and lost packets are detected by using a checksum and sequence number. A
corrupted packet is also considered as a loss. The lost DT packets are recovered in the error control function.

It is noted that the ACK packets are generated for each SU, which is identified by Token ID.

ECTP-5 uses the flow control based on a fixed-size window. The window size represents the number of
unacknowledged data packets in the sending buffer. The sender can maximally transmit the window size of data packets
at the configured data transmission rate. In ECTP-5, the transmission rate of multicast data is controlled by the
rate-based congestion control mechanisms.
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A new DT packet is sequentially numbered by the multicast sender. The sequence number of the DT packet starts from
initial PSN and increases by '1'. The sequence number is used to detect lost data packets by receivers. The initial PSN is
randomly generated other than '0'. The sequence number of '0' is reserved. The packet sequence number is increased for
eagzh new DT packet. Modulo 2% arithmetic is used and the sequence number wraps back around to '1' after reaching
"3z _qn

9.32 Reliability control for reliabletransport

a) Every TS-user should buffer the data stream from each SU for error recovery of child nodes along the
control tree.

b) When a TS-user detects one or more packet losses, it requests the retransmission of the lost packets to its
parent node along the control tree rooted by the corresponding SU via a NACK control message.

A O 1 11 s RS ) P DRI | R - - 1l b - | h N Wal s £ Jooll =l 1
\/} 2 TO=USUL STHTUUIU TULNALISITING UIv Udatld U_y INL UIIIUAST WIIVIT TU TULUTVUOU da INAACUIN TTUILD a UIITIU TTUOUU Ong

the control tree.

d) A TS-user should acknowledge the DT packets received by sending ACK to the parent nede_alonf the
control tree.

e) Data in the buffer managed by TS-user can be released when all the child nodes along the contro| tree
acknowledged it by ACK.

f)  All SU should buffer a set of its data stream even if all the child nodes have’acknowledged it. This is
used for error recovery of a TS-user who has failed to recover losses froin jits parent node alonp the
control tree. The set of the data stream is determined by the semantic\specified by application gt the
upper layer.

9.3.4.1 Error detection

The fhecksum field of the base header is used for detection of packet corruption, and the PSN field is for detection} of a
packgt loss. When a data packet is received, each receiver examines the. checksum. If the checksum field is invalid, the
packgt is regarded as a corruption and shall be discarded. A corruption s treated as a loss. The loss can be detected as a
gap pf two consecutive sequence numbers for DT packets. NACK ‘packets are used for the retransmission requefts at
loss fletection.

9.3.4.2 Error recovery by NACK and RD unicast

Figufe 51 shows the error recovery operations over corittél channel.

SU TS-user TS-user
DT (PSN=2) DT (PSN =2) «
> A
BT (PSN =3) DT (PSN = 3)

NACK (PSN =2)

X.608(07)_F51

Figure51 —Error recovery procedures

If a participant detects one or more packet losses, it immediately transmits a NACK packet to the parent along the
control tree. In response to the NACK, the parent transmits one or more RD packets to the child via unicast.

If the parent node has received a NACK packet requesting repair for already released data packet, it responds with an
RD packet with flag '1'. The child receiving the RD packet with flag '1' sends another NACK packet to corresponding
SU. For this, SU should buffer enough amounts of data so that it can repair any losses.
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9.3.2.3 NACK retransmission with atimer

An RD packet may not be delivered to the repair requester due to losses of a NACK packet from the requester or an RD
from the parent. Then a NACK packet can be retransmitted as shown in Figure 52:

AN
NAQ
and

time

TS-user TS-user
NACK
€~ ®
RD
SV
NACK RETRY TIMEOUT
DL A‘f:II
- ?
RD NACK _RETRY TIMEOUT
S >

X.608(07)_F52

Figure 52 —NACK retransmission procedure

ACK packet can be retransmitted to the parent if the repair requester did not tece€ive corresponding RD
K_RETRY_TIMEOUT. The timer with NACK_RETRY_TIMEOUT is started when sending every NACK p3
s cancelled when receiving the corresponding RD packet. The process can be tepeated up to NACK_MAX_RE
. If the node has not received any RD packet, it gives up the error recovery.procedures and presumes that its p

is fafled. Then it tries to find other appropriate parent by contacting LO.

9.3.2
Figu

Each

4 ACK generation

Fe 53 shows the acknowledgement operations over control channel.

SU TS-user TS-user

l DT (PSN % AGN = 0) DT (PSN % AGN = 0)

X.608(07)_F53

Figure 53 — ACK control procedure

child generates anACK packet by ACK_GENERATION_NUM (AGN). At every AGN number of packd

exanpines the packet delivery status from the previously acknowledged packet to the last received packet. If a

pack
Each

ets in the range-are/successfully received, it sends an ACK packet to its parent.

child sends\an ACK packet to its parent, if the PSN number of a DT packet modulo AGN equals zero, i.e., if:
PSN % AGN =0

after
cket,
FTRY
arent

ts, it
I the

Supposing AGN = 8, the child generates an ACK packet for the DT packets whose sequence numbers are 8, 16, 24, 32,
etc. This ACK generation rule is applied when the corresponding DT or RD packets are received by the child.

9.3.25 Acknowledgement of data reception and ACK aggregation

Each parent uses ACK packets to gather status information of data reception by TS-users. Each time a parent receives
an ACK packet from any of its children, it records and updates the status information on which packets have been
successfully received by its children.

A DT packet is defined as a 'stable' packet if all of the children have received it. The stable DT packets may be released
out of the buffer memory of the parent.
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9.4 Token control

In ECTP-5, a token represents the right for a TS-user to transmit multicast data. Each TS-user who wants to transmit
data must get a token from the TCN. The TS-user will be an SU after getting a token from TCN. In this way, TCN can
authorize a TS-user to become a sender so that TS-users can effectively filter out multicast data sent by unauthorized
users. However, note that use of token does not provide any protection for IP multicast.

An SU should return the token after completing the data transmission.

9.4.1 Token get

The TS-user can get a token in two different ways: TS-user-initiated Token Get and TCN-initiated Token Give. In the
Token Get operation, the TS-user first requests a token to TCN, whereas in the Token Give case the TCN first gives a
tokentaa prnqppr‘fi\ e TS-user

Figufe 54 shows the operations for Token Get and Token Give.

TS-user TS-user
TCN (token get) (token give)
TGR
TGC I TGR_RETRY _TIMEQUT
TGR
TGR RETRY TIMEOUT I TGO

X.608(07)_F54

Figure 54 — Token get and give'procedures

To get a token in the Token Get operation, a TS-usefi'sends a TGR message to TCN, and then waits fof the
corrgsponding TGC message. In response to the TGR pagket, the TCN should send a TGC message to the TS-user| The
TG( message should indicate whether the request is, accepted or not by using the F flag of the base header. In case of
the acceptance, the message will also contain a yalid Token ID in the base header. If the responding TGC messagf has
not arrived within TGR_RETRY_TIMEOUT, the,TS-user may send the TGR message to TCN again. This process ciin be
repeated up to TGR_MAX_RETRY times. If the node fails to receive TGC packet, it gives up the token get proceglures
and feturns an error with status information to the application.

In the Toke Give operation, the TCN-will send a TGR message to a TS-user. The TGR message should contaih the
Token ID in the base header.

The [T'S-user (i.e., SU) should.respond with the TGC message that sets the F flag to '1' (acceptance). If the resporpding
TG({ message has not arrived from the SU within TGR_RETRY_TIMEOUT, the TCN may send the TGR message tp SU
ih. This process cambe repeated up to TGR_MAX_RETRY times. If TCN fails to receive TGC packet, it gives up the
token give procedufes-dnd excludes the TS-user from the valid SU list so that the following TSR packets do not in¢lude

9.4.3 Token return
Wheh €onipleting data transmission, the SU may return the token to TCN. The SU can return its token to TCN ir} two
differe ays user-initiated-FokenReturn—anc ithdraws c—FokenReturnoperdtion,

the TS-user sends the TRR packet to TCN, whereas in the Token Withdrawal case the TCN will first send the
TRR message to a TS-user.
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