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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work, In the field of information technology, ISO and TEC have established a joint technical co

mittee,

p—

50/1EC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in,a¢¢ordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development\of the document will |
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

QO

ssessment, as well as information about ISO’s adherence to the WTO principles in the T
arriers to Trade (TBT) see the following URL: Foreword - Supplementary information

wel

he committee responsible for this document is, ISO/IEC JTC 1, Information technology, SC 17, C
ersonal identification.

his third edition cancels and replaces®he second edition (ISO/IEC 14443-4:2008), which
echnically revised. It also incorpdrates the Amendments ISO/IEC 14443-4:2008/Amd
50/1IEC  14443-4:2008/Amd 2:2012, ISO/IEC 14443-4:2008/Amd 3:2013 and ISO/IEC
:2008/Amd 4:2014.

D = ot = o

p—

50/1EC 14443 consists of thefollowing parts, under the general title Identification cards — Co
htegrated circuit cards — Proximity cards:

~.

—+ Part 1: Physical characteristics
-+ Part 2: Radioyfrequency power and signal interface
-+ Part 3: Initialization and anticollision

—+ Partd: Transmission protocol

h\nce are
bded for
with the

subject
h patent
e in the

Hoes not

or an explanation on the meaning of ISO specific terms and expressions related to copformity

echnical

ards and

as been
1:2012,
14443-

htactless
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Introduction

ISO/IEC 14443 is one of a series of International Standards describing the parameters for identification
cards as defined in ISO/IEC 7810, and the use of such cards for international interchange.

The protocol, as defined in this part of ISO/IEC 14443, is capable of transferring the application protocol
data units as defined in ISO/IEC 7816-4. Thus, application protocol data units may be mapped as defined
in ISO/IEC 7816-4 and application selection may be used as defined ISO/IEC 7816-5.

[72)

ISO/IEC[T#%23715 intended to allow operation ol proximity cards il the Presence ol Other contactles
cards cdqnforming to ISO/IEC 10536 and ISO/IEC 15693 and near field communication (NFC) dewieg
confornting to ISO/IEC 18092 and ISO/IEC 21481.

[72)

—_—

The Infernational Organization for Standardization (ISO) and International Electrotechnicg
Commiskion (IEC) draw attention to the fact that it is claimed that compliance with this|Internationz
Standarfls may involve the use of patents.

—_—
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Identification cards — Contactless integrated circuit cards

— Proximity cards —
Part 4:
T .. ]

1 Scope

—

his part of ISO/IEC 14443 specifies a half-duplex block transmission protoco] featuring the

—

his part of ISO/IEC 14443 is intended to be used in conjunction with othef parts of ISO/IEC 14
5 applicable to proximity cards or objects of Type A and Type B.

—e

2 Normative references

—]

he following documents, in whole or in part, are normatively referenced in this document
hdispensable for its application. For dated references,only the edition cited applies. For
eferences, the latest edition of the referenced document.(including any amendments) applies.

— e

]

50/1EC 7816-3, Identification cards — Integrated cireuit cards — Part 3: Cards with contacts — R
nterface and transmission protocols

~.

p—

BO/1EC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization, secy
bmmands for interchange

Q

IBO/IEC 14443-2, Identification cards-— Contactless integrated circuit cards — Proximity
Hart 2: Radio frequency power and-signal interface

et

bO/IEC 14443-3, Identification ‘cards — Contactless integrated circuit cards — Proximity
art 3: Initialization and antigollision

~

3 Terms and definitions

1

or the purposés of this document, the following terms and definitions apply.

a
it duration
dne elementary time unit (etu), calculated by the following formula:

o

b special

rleeds of a contactless environment and defines the activation and deactivation sequence of the protocol.

443 and

and are
undated

lectrical

rity and

rards —

rards —

£\

1 4= 1"\(\//]'\
Teta=1z07 U xJC]

the initial value of the divisor D is 1, giving the initial etu as follows:

letu=128/ fc

where fc is the carrier frequency as defined in ISO/IEC 14443-2

© ISO/IEC 2016 - All rights reserved
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3.2
block

special type of frame, which contains a valid protocol data format

Note 1 to entry: A valid protocol data format includes I-blocks, R-blocks or S-blocks.

3.3

invalid block
type of frame, which contains an invalid protocol format

Note 1 td

3.4
frame
sequenc

Note 1 to|

Alternati
the fram

4 Syn

For the purposes of this part of ISO/IEC 14443, the following symbols anid abbreviated terms apply.

A

ACK
ATS
ATQA
ATQB
CID
CRC
CRC1
CRC2
CRC_32

Cn

I

DR
DRI
DS
DSI

entry: A time-out, when no frame has been received, 1s not interpreted as an invalid block.

e of bits as defined in ISO/IEC 14443-3
entry: The PICC independent from its type may use the frame with error correction defined in Clause 1

vely, the PICC Type A can use one of the standard frames defined for Type A and the/RICC Type B can us
e defined for Type B. This Type B frame is called standard frame, too, within this(part of ISO/IEC 14443.

nbols and abbreviated terms

Hamming control bits generation matrix (6 rows, 56 colunins)

positive ACKnowledgement

Answer To Select

Answer To reQuest, Type A

Answer To reQuest, Type B

Card IDentifier

Cyclic Redundancy Check, as definedor each PICC Type in ISO/IEC 14443-3
most significant byte of CRC (b16&o b9)

least significant byte of CRC (b8to b1)

Cyclic Redundancy Check exror detection code used within enhanced block
Hamming control bitn

vector containing-56.data bits

data bitn

Divisor

Divisor.Receive (PCD to PICC)
Divisor Receive Integer (PCD to PICC)
Divisor Send (PICC to PCD)

Divisor Send Integer (PICC to PCD)

[

EDC
etu
fc
FSC
FSCI
FSD
FSDI
FWI
FWT

Error Detection Code

elementary time unit

carrier frequency

Frame Size for proximity Card

Frame Size for proximity Card Integer

Frame Size for proximity coupling Device

Frame Size for proximity coupling Device Integer
Frame Waiting time Integer

Frame Waiting Time

© ISO/IEC 2016 - All rights reserved
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FWTTEmpP temporary Frame Waiting Time

H matrix needed to calculate Hamming syndrome s (6 rows, 62 columns)
h'm,n element in row m and column n of matrix H’
H' matrix needed to get matrix A (6 rows, 62 columns)
W column vector of matrix H'
—n
HLTA HALT Command, Type A
66 6 by 6 Identity matrix
-block Information block
NF INformation field
LEN two bytes LENgth field used within enhanced block
m row index
MAX index to define a MAXimum value
MIN index to define a MINimum value
I column index
NAD Node ADdress
NAK Negative AcKnowledgement
DSI Open Systems Interconnection
PCB Protocol Control Byte
PCD Proximity Coupling Device
PICC Proximity Card or Object
PPS Protocol and Parameter Selection
PPSS Protocol and Parameter Selection Start
PPSO Protocol and Parameter Selectionparameter 0
PPS1 Protocol and Parameter Selectign parameter 1
R-block Receive ready block
R(ACK) R-block containing a positive acknowledge
R(NAK) R-block containing a negative acknowledge
RATS Request for Answer To Select
REQA REQuest Comamand, Type A
RFU Reserved\for Future Use by ISO/IEC
s 6-bitvector containing Hamming syndrome
! enror position code
error position
b-block Supervisory block
bAK Select AcKnowledge
pEGI Start-up Frame Guard time Integer
SFGT Start-up Frame Guard Time
SYNC SYNChronization sequence
WUPA Wake-UP command, Type A
WTX Waiting Time eXtension
WTXM Waiting Time eXtension Multiplier
Y 64-bit vector (_X' with no padding bits)
y' 64-bit vector containing received modified Hamming sub-block
V'n received bit n in each modified Hamming sub-block

© ISO/IEC 2016 - All rights reserved 3
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For the purposes of this part of ISO/IEC 14443, the following notations apply.

(xxxxx)b data bit representation;

lXYi

hexadecimal notation, equal to XY to the base 16.

5 Protocol activation of PICC Type A

The following activation sequence shall be applied.

NOTE

APICCd
The PCD

PIC

The
SAK

The
no |

If th
recq

The
RAT

If th
ast

The

[ activation sequence as defined in ISO/IEC 14443-3 (request, anticollision loop and select).

SAK byte shall be checked to get information if the PICC is compliant with ISO/IEC 14443-4. Thie
byte is defined in ISO/IEC 14443-3.

S

PICC may be set to HALT state, using the HLTA Command as defined in ISO/IEG\14443-3, if e.g.
50/1EC 14443-4 protocol is used at the PCD.

The PCD cannot continue the activation sequence in that case.

e PICC is compliant to ISO/IEC 14443-4, the RATS may be sent by the PCD as next command aftdr
iving the SAK.

PICC shall send its ATS as answer to the RATS. The PICC shall*only answer to the RATS if thie
Sis received directly after the selection.

O

e PICC supports any changeable parameters in the ATS,»a PPS request may be used by the PC
e next command after receiving the ATS to change parameters.

PICC shall send a PPS Response as answer to thé.PPS request.
oes not need to implement the PPS, if it doesfibt support any changeable parameters in the ATS.

activation sequence for a PICC Type A'is'shown in Figure 1.

© ISO/IEC 2016 - All rights reserved
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Field On

Send REQA

ISO/IEC 14443-4:2016(E)

/

A
Receive ATQA

Send WUPA

4443-3

Anticollision loop
and SELECT

PICC compliant with

Send HLTA

h faFaWa s afal
IOU/1LG

ISO/IEC 14443-4

PCD uses
ISO/IEC 14443-4
protocol ?

yes

Send RATS

v

Receive ATS

PPS
supported ?

Parameter
change ?

|

|
o | 1SO/IEC 14443-4
! protocol

Receive DESELECT Response

)

Send DESELECT Request

yes

no

Send PPS Request

v

Receive PPS Response

A

ICO AR C 14442 A4
IOU/ITLG 17 171 rJ™T

Exchange

Transparent Data

Figure 1 — Activation of a PICC Type A by a PCD

5.1 Request for answer to select

This Clause defines the RATS with all its fields (see Figure 2).

© ISO/IEC 2016 - All rights reserved
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The par

— The
size

— AP
IDI_
(FS]

NOTE
the beha

— The
add

shall be unique for all PICCs, which are in the ACTIVE state at the same time. The CID is fixed for the

timg
the

— AP
5.6.]

EO" Start byte
I
> . Parameter byte
arameter | ....codes FSDIand CID
I
CRC1
I
CRC2

Figure 2 — Request for answer to select

imeter byte consists of two parts (see Figure 3).

most significant half-byte b8 to b5 is called FSDI and codes FSD. The FSD definesthe maximutn
of a frame the PCD is able to receive. The coding of FSD is given in Table 1.

LD setting FSDI = ‘D’-'F’ is not compliant with this part of ISO/IEC 14443, Until the RFU value
F’ are assigned by ISO/IEC, a PICC receiving value of FSDI = ‘D’-’F’ should interpretitas FSDI = ‘C
D = 4 096 bytes).

[72)

This PCD recommendation is added for PCD’s compatibility with future PICC’s when ISO/IEC defing
Fiour for the RFU values of ‘D’-'F.

%)

least significant half byte b4 to bl is named CID and‘it defines the logical number of thle
Fessed PICC in the range from 0 to 14. The value 15 is.\RFU. The CID is specified by the PCD and

b the PICC is active and the PICC shall use the CID.as its logical identifier, which is contained ip
first error-free RATS received;

CD setting CID = 15 is not compliant with-this part of ISO/IEC 14443. For PICC behaviour sefe
.2 ¢).

b8 | b7 | b6(| b5 | b4 | b3 | b2 | bl

Figure 3 — Coding of RATS parameter byte

© ISO/IEC 2016 - All rights reserved
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Table 1 — FSDI to FSD conversion

016(E)

FSDI 40; 11; :21 43; 44; 45; ‘6' 17; 48; :9; :Av ‘B, lcr

D-F

FSD (bytes) 16 | 24 | 32 | 40 | 48 | 64 | 96 | 128 | 256 | 512 | 1024 | 2048 | 4096

RFU

5.2 Answer to select

This Clause defines the ATS with all its available fields (see Figure 4).

the-defautalues for

I-\ tha cacathat o Af+bha dofiond 101 1c ot plﬂnﬁr\v\f iman ATC cant l‘\‘vyv a2 DICC
+thecasethatoneot-the-detnedaHeldsis et preseptinanAtosentbyaPICE
that field shall apply.
Length byte
I
To Format byte
....code Y(1) and FSCI

Interface bytes
....codes DS and DR

....codes FWI and SFGI

....codes protocol.options
Historical bytes

CRC1
I
CRC2

Figure 4 — Structure of the ATS

§.2.1 Structure of the bytes

—]

he length byte TL is folewed by a variable number of optional subsequent bytes in the followir

— format byte TO;

- interface‘bytes TA(1), TB(1), TC(1);

- historieal bytes T1 to Tk.

§.2:2" Length byte

1g order:

The length byte TL is mandatory and specifies the length of the transmitted ATS including it

self. The

two CRC bytes are not included in TL. The maximum size of the ATS shall not exceed the indicated FSD.

Therefore, the maximum value of TL shall not exceed FSD-2.

5.2.3 Format byte

The format byte TO is optional and is present as soon as the length is greater than 1. The ATS
contain the following optional bytes when this format byte is present.

TO consists of three parts (see Figure 5).
— The most significant bit b8 shall be set to (0)b. The value (1)b is RFU.

© ISO/IEC 2016 - All rights reserved
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— The bits b7 to b5 contain Y(1) indicating the presence of subsequent interface bytes TC(1), TB(1)

and

The

TA(1).
least significant half byte b4 to b1 is called FSCI and codes FSC. The FSC defines the maximum

size of a frame accepted by the PICC. The default value of FSCI is 2 and leads to a FSC of 32 bytes. The
coding of FSC is equal to the coding of FSD (see Table 1).

— A PICC setting FSCI = ‘D’-’F’ is not compliant with this standard. Until the RFU values ‘D’-
'F’ are assigned by ISO/IEC, a PCD receiving value of FSCI = ‘D’-’F’ should interpret it as
FSCI = ‘C (FSC = 4 096 bytes).

NOTE
the beha
5.2.4
The inte
— The
Wh
— The
DS.
— The
— The
DR.
b8
8

This PICC recommendation is added for PICC’s compatibility with future PCDs when ISO/IEC defing
iour for the RFU values ‘D’-'F’.

[72)

b8| b7 [ b6 | b5 | b4| b3 | b2 | bl

TA(1) is transmitted, if bit set.to*1

0

TB(1) is transmitted, if bit’setto 1
TC(1) is transmitted, ifbit'set to 1
shall be setto 0, 1 is REU

Figure 5 — Coding of format byte

Interface byte TA(1)
rface byte TA(1) consists of four parts (see Eigure 6).

most significant bit b8 codes the possibility to handle different divisors for each direction.
bn this bit is set to 1 the PICC is unablé-to handle different divisors for each direction.

bits b7 to b5 code the bit rate capability of the PICC for the direction from PICC to PCD, called
[he default value shall be (000)b.

bit b4 shall be set to (0)b and the other value is RFU.

bits b3 to b1l code the-bit rate capability of the PICC for the direction from PCD to PICC, called
The default value shall be (000)b.

b7 | b6 [ b5 {b4"| b3 | b2 | bl

0

L DR=2 supported, if bit is set to 1

DR=4 supported, if bit is set to 1

—— DR=8 supported, if bitis set to 1
shall be setto 0, 1 is RFU

DS=2 supported, if bit is set to 1

DS=4 supported, if bitis set to 1

DS=8 supported, if bit is set to 1
Only the same D for both directions supported, if bit is set to 1

Different D for each direction supported, if bit is set to 0

Figure 6 — Coding of interface byte TA(1)

© ISO/IEC 2016 - All rights reserved
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The selection of a specific divisor D for each direction may be done by the PCD using PPS.

ISO/IEC 14443-4:2016(E)

A PICC setting b4 = 1 is not compliant with this part of ISO/IEC 14443. A received value of TA(1)
with b4 = 1 should be interpreted by the PCD as (b8 to b1) = (00000000)b (only ~106 kbit/s in both

directions).

5.2.5 Interface byte TB(1)

The interface byte TB(1) conveys information to define the frame waiting time and the start-up frame

cuard time

The interface byte TB(1) consists of two parts (see Figure 7).
4+ The most significant half-byte b8 to b5 is called FWI and codes FWT (see 7.2).

- The least significant half byte b4 to bl is called SFGI and codes a multiplier\value used t
the SFGT. The SFGT defines a specific guard time needed by the PICC befdre it is ready td
the next frame after it has sent the ATS. SFGI is coded in the range from 0*to 14. The valug
RFU. The value of 0 indicates no SFGT needed and the values in the range from 1 to 14 ar¢
calculate the SFGT with the formula given below. The default value'0f' SFGI is 0.

b8 | b7 | b6

b5

b4

b3 [ b2 | bl

N
L Srgl
FWI

SFGT = (256 x 16/fc) x 2SFGI

L o

L o

§.2:6" Interface byte TC(1)

§FGT is calculated by the following formulae:

SFGTMax = (256 x-16//c) x 214 (~4 949 ms)

Figure 7 — Coding of interface byte TB(1)

SFGTmN = minimum value of'the frame delay time as defined in ISO/IEC 14443-3

SFGTpEgrauLT = minimwmrvalue of the frame delay time as defined in ISO/IEC 14443-3

PICC setting SEGL =15 is not compliant with this part of ISO/IEC 14443. Until the RFU va
ssigned by ISQ/IEC, a PCD receiving SFGI = 15 should interpret it as SFGI = 0.

PICC setting FWI = 15 is not compliant with this part of ISO/IEC 14443. Until the RFU va
ssignediby’ISO/IEC, a PCD receiving FWI = 15 should interpret it as FWI = 4.

o define
receive
of 15 is
used to

ue 15 is

ue 15 is

The interface byte TC(1) specifies a parameter of the protocol.

The specific interface byte TC(1) consists of two parts (see Figure 8).

— The most significant bits b8 to b3 shall be (000000)b and all other values are RFU.

— The bits b2 and b1 define which optional fields in the prologue field a PICC does support. The PCD is
allowed to skip fields, which are supported by the PICC, but a field not supported by the PICC shall
never be transmitted by the PCD. The default value shall be (10)b indicating CID supported and NAD

not supported.

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=82418d551ed3d66847a0853f4172320e

ISO/IEC 14443-4:2016(E)

— A PICC setting (b8 to b3) <> (000000)b is not compliant with this part of ISO/IEC 14443. The PCD
should ignore (b8 to b3) and its interpretation of (b2,b1), or of any other field of the whole frame
shall not change.

b8 | b7 [ b6 | b5 | b4 | b3 [b2|bl

0j]0]J0]J0]0]|O0

L1 1 1 [ |
‘ NAD supported, if bit is set to 1

Fal AnY ad 2L e o s ke |
CTO SUpPPOTTCU T DTS STTTU™T

shall be set to (000000)b, all other values are RFU

Figure 8 — Coding of interface byte TC(1)

5.2.7 Historical bytes

=)

The historical bytes T1 to Tk are optional and designate general information. The-maximum length
the ATS gives the maximum possible number of historical bytes. ISO/IEC 7816<4'specifies the content d
the histgrical bytes.

=)

5.3 Protocol and parameter selection request

PPS reqiiest contains the start byte that is followed by two parametér bytes (see Figure 9).

PPSS Start byte

I

Parameter 0

PPSO

| ....codes-presence of PPS1
PPS1 Parameéter 1

: ..+.(Codes DRI and DSI
CRC1

I
GRC2

Figure 9'— Protocol and parameter selection request

5.3.1 fStartbyte

PPSS consists of twe parts (see Figure 10).
— The|mostsignificant half byte b8 to b5 shall be set to (1101)b and identifies the PPS.

— The|least significant half byte b4 to bl is named CID and it defines the logical number of the
addressed PICC.

b8 | b7 | b6 | b5 | b4 |b3 |b2 | bl

11101
L1 1 1 1

L L
L b
PPS = (1101)b

Figure 10 — Coding of PPSS

10 © ISO/IEC 2016 - All rights reserved
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5.3.2 Parameter 0
PPSO0 indicates the presence of the optional byte PPS1 (see Figure 11).

A PCD setting (b4 to b1) <> (0001)b and/or setting (b8 to b6) <> (000)b is not compliant with this part
of ISO/IEC 14443. A PICC receiving (b4 to b1) <> (0001)b and/or receiving (b8 to b6) <> (000)b shall
apply 5.6.2.2 b).

b8 | b7 | b6 | b5 | b4 | b3 [ b2 | bl

a a a a a a P
U U U U U U 1

L shall be setto 1, 0 is RFU

shall be set to (000)b, all other values are RFU
PPS1 is transmitted, if bit is set to 1
shall be set to (000)b, all other values are RFU

Figure 11 — Coding of PPS0O

3.3.3 Parameter 1

HPS1 consists of three parts (see Figure 12).

1+ The most significant half byte b8 to b5 shall be (0000Jb and all other values are RFU.

1+ The bits b4 and b3 are called DSI and code the selected divisor integer from PICC to PCD.
+ The bits b2 and b1 are called DRI and code thie'selected divisor integer from PCD to PICC.

—+ APCDsetting (b8tob5) <> (0000)bisnatcompliant with this part of ISO/IEC 14443. APICC rleceiving
(b8 to b5) <> (0000)b shall apply 5.6:2.2 b).

b8 | b7 | b6 | b5 | b4 | b3{bZ | bl

00100
(I N R R S

L |
L bri
DSI
Shall be set to (0000)b, all other values are RFU

Figure 12 — Coding of PPS1

Hor thedefinition of DS and DR (see 5.2.4).

—

hecoding of D is given in Table 2.

Table 2 — DRI, DSI to D conversion

DRI, DSI (00)b  [(01b  [(10)b  [(11)b
D 1 2 4 8

5.4 Protocol and parameter selection response

The PPS response acknowledges the received PPS request (see Figure 13) and it contains only the start
byte (see 5.3.1).

© ISO/IEC 2016 - All rights reserved 11
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The new bit rates shall become effective in the PICC immediately after it has sent the PPS response. A
PCD that changes the bit rate when the PPS response is missing or invalid or when the PPSS returned by
the PICC is not identical with the PPSS sent by the PCD is not compliant with this part of ISO/IEC 14443.

Start byte

PPSS
I
CRC1
I
CRC2

Figure 13 — Protocol and parameter selection response

5.5 Agctivation frame waiting time

[}

The activation frame waiting time defines the maximum time for a PICC to start sending its respons
frame after the end of a frame received from the PCD and has a value of 65 536/fc(~4 833 ps).

NOTE The minimum time between frames in any direction is defined in ISO/IEC14443-3.
5.6 Error detection and recovery
5.6.1 Handling of RATS and ATS

5.6.1.1 | PCD rules

When tHe PCD has sent the RATS and receives a valid ATS the PCD shall continue operation.

v

In any dther case, the PCD may retransmit the RATS before it shall use the deactivation sequence 4
defined [in Clause 8. In case of failure of this deagtivation sequence, it may use the HLTA command als
defined n ISO/IEC 14443-3.

5.6.1.2 | PICC rules
When tHe PICC has been selected with the last command and
a) recdives avalid RATS, the-PICC
— |shall send back its\ATS, and
— |shall disable’the RATS (stop responding to received RATS);
b) recdives a valid block (HLTA), the PICC
— |shall process the command and shall enter HALT state;
c) receivesaminvatidblockor RATS with €1b="15,the PI€€

— shall notrespond and shall enter IDLE state or HALT state as specified in ISO/IEC 14443-3:2016,
Figure 7.

5.6.2 Handling of PPS request and PPS response

5.6.2.1 PCD rules

When the PCD has sent a PPS request and received a valid PPS response, the PCD shall activate the
selected parameters and continue operation. In any other case, the PCD may retransmit a PPS request
and continue operation.

12 © ISO/IEC 2016 - All rights reserved
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5.6.2.2 PICCrules
When the PICC has received a RATS, sent its ATS and
a) received a valid PPS request, the PICC

— shall send the PPS response,

— shall disable the PPS request (stop responding to received PPS requests), and

— shall activate the received pnrnmnfnr;

h) received an invalid block, the PICC

— shall disable the PPS request (stop responding to received PPS requests), and
— shall remain in receive mode;

d received a valid block, except a PPS request, the PICC

— shall disable the PPS request (stop responding to received PPS requests), and

— shall continue operation.

§.6.3 Handling of the CID during activation

When the PCD has sent a RATS containing a CID = n not equal to 0 and

— received an ATS indicating CID is supported, the RED
— shall send blocks containing CID=n to this:PICC, and

— shall not use the CID=n for further RATS while this PICC is in ACTIVE state;

- received an ATS indicating CID is netsupported, the PCD
— shall send blocks containing:rio CID to this PICC, and
— shall not activate anyother PICC while this PICC is in ACTIVE state;

When the PCD has sent a-RATS containing a CID equal to 0

- received an ATS.ihdicating CID is supported, the PCD
— may sendblocks containing CID equal to 0 to this PICC, and

— shallhot activate any other PICC while this PICC is in ACTIVE state;

- receivéd an ATS indicating CID is not supported, the PCD shall

—  send blocks containing no CID to this PICC, and

— notactivate any other PICC while this PICC is in ACTIVE state.

6 Protocol activation of PICC Type B
The activation sequence for a PICC Type B is described in ISO/IEC 14443-3.

7 Half-duplex block transmission protocol

The half-duplex block transmission protocol addresses the special needs of contactless card
environments and uses the frame format as defined in ISO/IEC 14443-3.
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Other relevant elements of the frame format are
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defined
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block format,

maximum frame waiting time,

power indication, and

protocol operation.

nism.is prnvidpd in order to introduce additional prnfnr‘nl functions that mav be defined fron

phy
datd

Sesy

app
blod

apr|
ani

atw

alepgth field (mdndatory);

apr

ani

ime in this part of ISO/IEC 14443 or in other standards that use this part of ISO/IEC 14448-a
ndation.

tocol is designed according to the principle layering of the OSI reference model, with particula
h to the minimization of interactions across boundaries. Four layers are defined as follows:

sical layer exchanges bytes according to ISO/IEC 14443-3;
link layer exchanges blocks as defined in this Clause;
ion layer combined with the data link layer for a minimum overhead;

ication layer processing commands, which involve the exchange'of at least one block or chain ¢
ks in either direction.

ion selection may be used as defined in ISO/IEC 7816-4 Tmplicit application selection is nd
nded to be used with multi-application PICCs.

ock format
k format depends on the frame format useddor its transmission.

ndard block format as specified in Figune 14 shall be used in standard frames as defined i
14443-3 and consists of the following:

plogue field (mandatory);
hformation field (optional);
o-byte epilogue field (mandatory).

anced block formatzspecified in Figure 15 shall be used in frames with error correction a
n Clause 10 and ¢onsists of the following:

ploguesfield (mandatory);

hformation field (optional);

S

—

=

a four-byte epilogue field (mandatory).
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Prologue field Information field Epilogue field
PCB [CID] | [NAD] [INF] EDC
1byte | 1byte | 1byte 2 bytes
Error Detection Code T
B < Maximum frame size —

Figure 14 — Standard block format

NOTE1 The items in brackets indicate optional requirements.

Length field Prologue field Information field Epilogue field
LEN PCB [CID] | [NAD] [INF] EDC
2 bytes 1 byte | 1byte | 1byte 4 bytes

Exrror Detection Code

< Maximum frame size

Figure 15 — Enhanced block format

NOTE 2  The items in brackets indicate optional requirements.

71.1.1 Length field

The two-byte length field shalkcontain the total number of bytes contained in the following fields:

- length field;

—  prologue field;

— information field.

—

east significant byte is transmitted first, then most significant byte.

71.1.2 \7Prologue field

Theproloague field is mandatorv and mav bhe 1

I3e—p 5 < TO—Trterrrcrere Yoot 4 =+

optional.

—2or 3 bytes with PCB mandatory and CID dnd NAD

7.1.2.1 Protocol control byte field

The PCB is used to convey the information required to control the data transmission.

The protocol defines three fundamental types of blocks.

— I-block used to convey information for use by the application layer.

— R-block used to convey positive or negative acknowledgements. An R-block never contains an INF

field. The acknowledgement relates to the last received block.
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— S-block used to exchange control information between the PCD and the PICC. The support of the
S(PARAMETERS) block is optional for PCDs and PICCs. Three different types of S-blocks are defined.

1) “Waiting time extension” containing a 1 byte long INF field,

2) “DESELECT” containing no INF field,

3) “PARAMETERS” containing a n-byte long INF field with n = 0.

FSD and FSC should be large enough to contain the expected S(PARAMETERS) blocks.

The coding of the PCB depends on its type and is defined by the following figures. PCB coding not defiie
here arq either used in other clauses of ISO/IEC 14443 or are RFU. The coding of I-blocks, R-blocks an
S-blockg are shown in Figures 16, 17 and 18.

A PICC gr PCD setting b6 <> 0(b) of an I-block is not compliant with this part of ISO/IEC 14443. A PIC
or PCD detting b2 <> 1(b) of an R-block is not compliant with this part of ISO/IEC 144435A PICC or PC
setting (b1) <> (0)b of an S-block is not compliant with this part of ISO/IEC 14443.

[eFpen

AN ep)]

b8

b7 | b6 | b5 | b4 | b3 | b2 | bl

0

00 1

L |— Block number
shall be sette 1
NAD following, if bit is set to 1

CID foellowing, if bit is set to 1
Chaining, if bit is set to 1
shall be set to 0, 1 is RFU
I-Block

Figure 16 — Coding of I-block PCB

b8

b7 | b6 | b5 | b4 | b3:+b2 | bl

[EEN

— |— Block number
shall be set to 1, 0 is RFU
shall be set to 0

CID following, if bit is set to 1
ACK, if bitis setto 0

NAK, if bitis setto 1

shall be setto 1

R-Block

Figure 17 — (‘nding of R-block PCR

16
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b8 | b7 | b6 | b5 [ b4 | b3 | b2 | bl
1|1 0 0
l ! l ! L shall be set to (0)b, (1)b is RFU

PARAMETERS if bit is set to (0)b
DESELECT or WTX if bit is set to (1)b
shall be set to (0)b

CID following, if bit is set to (1)b

T

T

.1.2.2 Card identifier field

he CID field is used to identify a specific PICC and consists of three pants (see Figure 19).

he cading of CID is given in 5.1 for Type A and ISO/IEC 14443-3 for Type B.
Hehandling of the CID by a PICC is described below:

If b2 = (0)b, shall be set to (11)b
If b2 = (1)b, (00)b DESELECT or (11)b WTX
S-Block

Figure 18 — Coding of S-block PCB

The two most significant bits b8 and b7 are used to indicate the power level indication rece
PICC from a PCD. These two bits shall be set to (00)b for PED to PICC communication. Forad
of power level indication (see 7.4).

The bits b6 and b5 are used to convey additional infexrmation, which are not defined and sh
to (00)b and all other values are RFU.

016(E)

ved by a
bfinition

h1l be set

A PICC or PCD setting (b6,b5) <> (00)b is not‘compliant with this part of ISO/IEC 14443. (bj6,b5) <>

(00)b shall be treated as a protocol error,

The bits b4 to b1 code the CID.

b8 [ b7 | b6 | b5 | b4 [ b3.[(b2 | b1
0]0
L s 11

shall be set to (00)b, all other values are RFU
Power level indication

Figure 19 — Coding of card identifier

A PICC, which does not support a CID

— shall ignore any block containing a CID.

A PICC, which does support a CID

— shall respond to blocks containing its CID by using its CID,

— shall ignore blocks containing other CIDs, and

— shall, in case its CID is 0, respond also to blocks containing no CID by using no CID.

© ISO/IEC 2016 - All rights reserved
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7.1.2.3

Node address field

The NAD in the prologue field is reserved to build up and address different logical connections. The
usage of the NAD shall be compliant with the definition from ISO/IEC 7816-3, when the bits b8 and b4
are both set to 0. All other values are RFU.

A PICC or PCD setting b8 <> 0 and/or b4 <> 0 is not compliant with this standard. b8 <> 0 and/or b4 <>
0 shall be treated as a protocol error.

The following definitions shall apply for the usage of the NAD:

a) the
b) whe
c) dur

d) the
diff

e) whd

7.1.3

The INF
applicat
counting

7.1.4

The epil
correct

The ED(
and Typ

The ED(

The CR(
(LSB fir
transmi

Annex E|

7.2 Frame waitingtime

The FW|
frame (9

NAD field shall only be used for I-blocks;
n the PCD uses the NAD, the PICC shall also use the NAD;
ng chaining the NAD shall only be transmitted in the first block of chain;

PCD shall never use the NAD to address different PICCs (The CID shall be \tised to address
erent PICCs);

n the PICC does not support the NAD, it shall ignore any block containinigthe NAD.

Information field

field is optional. When present, the INF field conveys eitherapplication data in I-blocks or nor
on data and status information in S-blocks. The length ofithe information field is calculated by
b the number of bytes of the whole block minus length of prologue and epilogue field.

Epilogue field

pgue field contains the EDC of the transmitted block. A transmitted block shall be consideref
fitis received with a valid EDC value.

of standard blocks shall be the CRC defined in ISO/IEC 14443-3. Type A PICCs shall use CRC_A
e B PICCs shall use CRC_B in both ditections.

of enhanced blocks shall be CRC_32 as defined below.

—

[ 32 uses polynomial = 04C11DB7’ with initial value = ‘FFFFFFFF’ and reflected bit ordd
5t). The final CRC value.is bit-inverted before transmission and the least significant byte i
fted first. Refer to [SO/IEC 13239 for further details. A code sample and an example are given i

- n

T defines‘the time within which a PICC shall start its response frame after the end of a PCD
ee Bigure 20).

Sent by the PCD

NOTE 1

18

Sent by the PICC

t<FWT

Figure 20 — Frame waiting time

The minimum time between frames in any direction is defined in ISO/IEC 14443-3.
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where the value of FWI has the range from 0 to 14 and the value of 15 is RFU.

The default value of FWI is 4 (which gives a FWT value of ~4,8 ms) in the following cases:

— for Type A, if TB(1) is omitted, and

lpcated in the ATS (see 5.2.5).

Hor FWI =0, FWT = FWTmMmIN (~302 ps).

1.3 Frame waiting time extension

Hor FWI = 14, FWT = FWTmax (~4 949 ms).

- for S(CPARAMETERS) and S(DESELECT) blocks.

b8 | b7

b6

b5

b4

b3

b2

b1

The FWT value shall be used by the PCD to detect a protocol error or an unresponsive PICC.
dbtains the right to re-transmit if the start of a response from the PICC is not received within H

The FWI field for Type B is located in ATQB as defined in ISO/IEC 14443:3" The FWI field for ]

The PICC shall not set FWI to the RFU value of 15. Until the RFU value 15 is assigned by ISO/IE
receiving FWI = 15 should interpret it as FWI = 4.

NOTE 2  This Clause is added for PCD’s compatibility with future& PICCs when ISO/IEC defines the RFU

When the PICC needs more time than the defined FWT to process the received block, it sha
J(WTX) request for a waiting time extensionzAn S(WTX) request contains a 1 byte long INF f]
donsists of two parts (see Figure 21).

4+ The two most significant bits b8 ahd b7 code the power level indication (see 7.4).

4+ A PCD not setting (b8,b7) = (00)b is not compliant with this part of ISO/IEC 14443. The P
treat (b8,b7) <> (00)b as protocol error.

+ Theleastsignificantbits’b6 to bl code the WTXM. The WTXM is coded in the range from 1 t
values 0 and 60 to-63-are RFU.

—+ APICCsetting WTXM = 0 or WTXM = 60-63 is not compliant with this part of ISO/IEC 1444
receiving WEXM = 0 or WTXM = 60-63 the PCD shall treat it as a protocol error.

[he PCD
WT.
ype A is

C,a PCD

value 15.

I use an

ield that

CC shall

b 59. The

3. When

WTXM
Power level indication

Figure 21 — Coding of INF field of an S(WTX) request

The PCD shall acknowledge by sending an S(WTX) response containing also a 1 byte long INF field that
consists of two parts (see Figure 22) and contains the same WTXM as received in the request.

— The most significant bits b8 and b7 shall be (00)b and all other values are RFU.

— The least significant bits b6 to bl codes the acknowledged WTXM value used to define a

temporary FWT.

© ISO/IEC 2016 - All rights reserved
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b8 | b7 | b6 [ b5 | b4 | b3 [ b2 | bl

WTXM
shall be set to (00)b, all other values are RFU

Figure 22 — Coding of INF field of an S(WTX) response

The corgesponding temporary value of FWT is calculated by the following formula:

FW1 = FWT x WTXM

TEMP

The tim¢ FWTTgMp requested by the PICC, starts after the PCD has sent the S(WTX) response.
FWTwmak shall be used, when the formula results in a value higher than FWTpax:

The temjporary FWT applies only until the next block has been received by the)PCD.

7.4 Power level indication

The power level indication is coded as shown in Table 3 using twesbits embedded in the CID field (wheh
present) and in the S-block sent by the PICC (see 7.1.2.2 and 7.3).

Table 3 — Coding of power level indication

(00)b PICC does not support the'power level indication

(01D)b Insufficient power for full functionality

(10)b Sufficient power faffull functionality

(11)b More than sufficient power for full functionality

NOTE Interpretation of the power level iridication by the PCD is optional.

7.5 Protocol operation

After the activation sequenee.the PICC shall wait for a block as only the PCD has the right to send. Aftg
sending|a block, the PCD-shall switch to receive mode and wait for a block before switching back t
transmif mode. The PIC€-may transmit blocks only in response to received blocks (it is insensitive |
time delpys). After résponding, the PICC shall return to the receive mode.

O O =

[}

The PCD shall notinitiate a new pair of command/response until the current pair of command/respons
has beenn completed or if the frame waiting time is exceeded with no response.

7 5 1 OARAMETERDQY Llocol-o
e 1 T ATV T LIV OTOCKS

After the activation sequence, the PCD may send at any time a first S(PARAMETERS) block with or
without INF field to check if S(PARAMETERS) blocks are supported by the PICC.

This first PCD S(PARAMETERS) block and the PICC answer (if the PICC supports S(PARAMETERS)
blocks) may contain information indicating the support of different application protocol types and/or
other communication parameters.

The content of the S(PARAMETERS) INF field is defined in the relevant part of ISO/IEC 14443 and shall
comply with the BER-TLV encoding rules for the context-specific class according to ISO/IEC 7816-4.
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7.5.2 Multi-Activation

The Multi-Activation feature allows the PCD to hold several PICCs in the ACTIVE state simultaneously.
It allows switching directly between several PICCs without needing additional time for deactivation of a
PICC and activation of another PICC.

For an example of Multi-Activation, see Annex A.

NOTE The PCD needs to handle a separate block number for each activated PICC.

7.5.3 Chaining

The chaining feature allows the PCD or PICC to transmit information that does not fit ima-single block,
as defined by FSC or FSD respectively, by dividing the information into several blocks:"Each |of those
Hlocks shall have a length less than or equal to FSC or FSD respectively.
1
h

he chaining bit in the PCB of an I-block controls the chaining of blocks. Each Itblock with the thaining
it set shall be acknowledged by an R-block.

The chaining feature is shown in Figure 23, using a 16 byte long string tran'smitted in three bldcks.
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Notation:
I(Dx [-block with chaining bit set and block number x;
[(0)x I-block with chaining bit not set (last block of chain) and block number x;

R(ACK)x R-block thatindicates a positive acknowledge.

<
=
3
- R
o O
Send(...) Receive(...) >§ =
&
<
I e Y R e J
N
Assertion:
0123456 | 789ABCD |(EF PCD and PICC maximum frame size = 10 Answer
Bt
==—_ I S
/ /N ~~—
/ / N ~T——_ I > =
/ / N S~ T = | =
4 N T~ T~ | S
PCB INF EDC PCB INF EDC PCB INF EDC g
12 123456 'XX'|'XX' 13" | 789ABCD |'XX'['’XX' '02' EE 'XX'|'XX'
1(1)o 1(1), 1(0)o /
-—-t+-tr----------t+-------t---——tr—-—— -7t t—-————- Physical layej
N
PCB EDC PCB EDC PCB INF EDC
'A2' | 'XX|XX' 'A3" | xx{xx '02' | Answer | 'XX|XX' "
N R(ACK), / RACKy -7 10), | >
~ | - | ;
\\ I -~ | =
> | 2 | > =
~ — 8
~ | e | <
a
0123456 | 789ABCD (|EF Answer
— Jt _______________________ T ______ /
N
(=1
S
- R
Receive(...) Send(...) >§3 4
= ©
5=
<
J
NOTE This exampledoes not use the optional fields NAD and CID.
Figure 23 — Chaining
7.5.4 Block numbering rules

7.5.4.1 PCD rules

Rule A. The PCD block number shall be initialized to 0 for each activated PICC.

Rule B.  When an I-block or an R(ACK) block with a block number equal to the current block number
is received, the PCD shall toggle the current block number for that PICC before optionally

sending a block.
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7.5.4.2

Rule C.

Rule D.

NOTE 1

ISO/IEC 14443-4:2016(E)

PICC rules

The PICC block number shall be initialized to 1 at activation.

When an [-block is received, the PICC shall toggle its block number before sending a block.

The PICC can check if the received block number is not in compliance with PCD rules to decide neither

to toggle its internal block number nor to send a response block.

Rule E.  When an R(ACK) block with a block number not equal to the current PICC’s block number is received,
the PICC shall toggle its block number before sending a block.
NOTE 2  There is no block number toggling when an R(NAK) block is received.

7.5.5.1

Hule 1.

Hule 2.

Rule 3.

7.5.5.2

Rule 4.

Hule 5.

=z

OTE1

—

Rule 6.

NOTE 2

71.5.5 Block handling rules

bceiving an R(ACK) block in pther cases is not defined.

General rules

The first block shall be sent by the PCD.

When an [-block indicating chaining is received, the block.shall be acknowledged by gn
R(ACK) block.

S-blocks are only used in pairs. An S(...) request blo¢k shall always be followed by an $(...)
response block (see 7.3 and Clause 8).

PCD rules

When an invalid block is received.ora FWT time-out occurs, an R(NAK) block shall bg sent
[except in the case of PICC chaining or S(DESELECT) or S(PARAMETERS))].

In the case of PICC chaining,when an invalid block is received or a FWT time-out occfirs, an
R(ACK) block shall be sent.

An R(ACK) block can.be.sent by the PCD only in case of PICC chaining, as the PICC respomse when

When an R(ACK)block is received, if its block number is not equal to the PCD’s current block pumber,
the last I-bloeckshall be re-transmitted.

The lastT-block re-transmission is not required out of PCD chaining. The PCD can deternine the

presence of a PIEC by sending R(NAK) blocks at any time out of chaining (including before sending any I-block)
and receiving(R(ACK) from the PICC if present.

Rule 7. When an R(ACK) block is received, if its block number is equal to the PCD’s current block nunpber,
chaining shall be continued.
Rule 8.  Ifthe S(DESELECT)/S(PARAMETERS) request is not answered by an error-free S(DESELECT)/S(PA-

RAMETERS) response the S(DESELECT)/S(PARAMETERS) request may be re-transmitted.

In case of not receiving an S(DESELECT) response after an S(DESELECT) request, the PICC may be

ignored.
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7.5.5.3

Rule 9.

Rule 10.

NOTE

PICC rules

The PICC is allowed to send an S(WTX) block instead of an I-block or an R(ACK) block.

When an [-block not indicating chaining is received, the block shall be acknowledged by an
I-block.

If the I-block received is empty then the mandatory I-block sent can either be empty or contain any

applicative information (e.g. error code).

Rule 11.

Rule 12.

Rule 13.

7.5.6

The foll
I-block ¢

The PCI
complet

7.5.6.1
The PCO

7.5.6.2

Before t
to receiv

After th

a) send an R(NAK) block (with.current block number) and expect to receive an R(ACK) block from thie

When an R(ACK) or an R(NAK) block is received, if its block number is equal to the PICC’s current
block number, the last block shall be re-transmitted.

When an R(NAK) block is received, if its block number is not equal to the PICC’s current blogk numbe},
an R(ACK) block shall be sent.

When an R(ACK) block is received, if its block number is not equal to the PICC’s curretit block number,
and the PICC is in chaining, chaining shall be continued.

PICC presence check

wing methods may be used to check the presence of a PICC at any time including before anly
xchange.

shall not check the presence of a PICC until the current.pair of command/response has beep
ed or when the frame waiting time is exceeded with no.résponse.

Method 1

may send an empty I-block and expect to receive an I-block from the PICC.

Method 2

he first I-block exchange, the PCD may send an R(NAK) block (with block number 0) and exped
re an R(ACK) (with block numbet 1) block from the PICC (rule 12).

(i

b first I-block exchange, thesRCD may either

[ (rule 12), in which.case the PCD should not retransmit its last I-block as mentioned in the note
ile 6, or

le its block number then send an R(NAK) block and expect to receive the last I-block from thie
[ (rule 11).

Error detection and recovery

| Teast one error is detected (after the optional error recovery mechanism, see 10.4.7) thie

PIC

inri
b) togd

PIC
7.5.7
When a
followin

g recovery rules shall be applied. The definitions made in this Clause overrule the block

handling rules (see 7.5.4).

7.5.7.1

Errors detected by the PCD

The following errors shall be detected by the PCD.

a) Transmission error (Frame error or EDC error) or FWT time-out

The

24

PCD shall attempt error recovery by the following techniques in the order shown:

application of PCD rules (see 7.5.5.2);
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— optionally apply PCD rules (see 7.5.5.2) once more;

— use of S(DESELECT) request;
— optionally use of S(DESELECT) request once more (as specified in 8.2);
— ignore the PICC.

b) Protocol error (infringement of PCB coding or infringement of protocol rules)

The PCD shall attempt error recovery hy the Fn]lmming fpr‘hniqnpc inthe order shown:

— use of S(DESELECT) request;

— ignore the PICC.

71.5.7.2 Errors detected by the PICC

—

he following errors shall be detected by the PICC:

d) transmission error (Frame error or EDC error);

low

) protocol error (infringement of the protocol rules).

—

he PICC shall attempt no error recovery. The PICC shall always return to receive mode,
Ffansmission error or a protocol error occurs and it shall accept an S(DESELECT) request at an

—

NOTE An R(NAK) block is never sent by the PICC.

8 Protocol deactivation of PICC Type A:and Type B

—

he PICC shall be set to the HALT state, after the transactions between PCD and PICC h3
ompleted.

Q

The deactivation of a PICC is done bycusing a DESELECT Command.

he DESELECT Command is coded-as an S-block of the protocol and consists of an S(DESELECT)
lock sent by the PCD and an.S(DESELECT) response sent as acknowledge by the PICC.

lowli—|

8.1 Deactivation frame waiting time

The deactivation-frame waiting time defines the maximum time for a PICC to start sen
j(DESELECT) response frame after the end of the S(DESELECT) request frame received from
nd has a valae-of 65 536/fc (~4,8 ms).

NOTE The minimum time between frames in any direction is defined in ISO/IEC 14443-3.

when a
y time.

ve been

request

ding its
the PCD

8.2 ‘Error detection and recovery

When the PCD has sent an S(DESELECT) request and has received an S(DESELECT) response, the PICC

has been set successfully to the HALT state and the CID assigned to it is released.

When the PCD fails to receive an S(DESELECT) response the PCD may retry the deactivation sequence.

9 Activation of bit rates and framing options in the PROTOCOL state

S(PARAMETERS) blocks shall be used to negotiate bit rates and communication parameters when the

PICC is in PROTOCOL state. The information field shall contain tags and values as defined in
Table 5, Figure 24 and Figure 25.

© ISO/IEC 2016 - All rights reserved
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The following rules shall be applied to negotiate those parameters:

— the PCD shall send an S(PARAMETERS) block to request parameters;

— if the PICC supports S(PARAMETERS) blocks, the PICC shall respond with an S(PARAMETERS)
block containing values for all supported parameters. If the PICC does not support S(PARAMETERS)
it shall stay mute.

After the PICC has sent its response and has indicated its parameters the PCD may activate one bit rate
for each communication direction with the following rules:

— the

— the
acti

— the

PCD shall send an S(PARAMETERS) block to activate selected communication parameters;

PICC shall acknowledge the activated parameters with an S(PARAMETERS) block and thensha
7ate the negotiated parameters;

PCD shall activate the negotiated parameters.

Table 4 — S(PARAMETERS) tag definition

—_—

Tag (Hex) Description Length (Hex) Value
A0’ S(PARAMETERS) L Function Tags Idemntifier (see Table 5)
block information
NOTE The length field is in accordance with the full range of BER-TLV\(see ISO/IEC 7816-4).
26 © ISO/IEC 2016 - All rights reserved
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Table 5 — Bit rates function tags identifier definition

edgement

(;Zi) Description L(?eg;)h Value
‘A1’ | Bitrates Request 0’ —
‘A2’ Bit rates Indica- L Tag Length Value
tion (Hex) (Hex)
‘80’ ‘02’ Supported bit rates from PCD to PICC
1stbyte is specified in Figure 24
2nd byte set to ‘00’, other values aré&RFU
‘81’ ‘02’ Supported bit rates from PIEC-.to P(D
1st byte is specified in Figure 24
2nd byte set to ‘00, othervalues are RFU
'82’ ‘01 Supported framing options PICC to PCI (see
Eigure 25)
‘A3’ Bit rates Activa- L Tag Length Value
tion (Hex) (Hex)
‘83’ 02’ Seléeted bit rate from PCD to PICCp
{st byte is specified in Figure 24
2nd byte set to ‘00’, other values are RFU
‘84’ 02’ Selected bit rate from PICC to PCDp
1st byte is specified in Figure 24
2nd byte set to ‘00’, other values are RFU
‘85’ 01 Selected framing options PICC to PCD (see Fig-
ure 24)b
‘A4’ | Bitrates Acknowl- 0’ —

— The PICC shalldpply no character separation.

The PCD shall set only one bit. The PC€D shall not activate simultaneously a bit rate higher than fc/16
fo PICC communication and a bit rate of fc/128 for PICC to PCD communication in Type A.

The PCD shall not set both bl'(start bit and stop bit suppression) and b2 (SOF and EOF suppression).
When the PCD sets b1 (startbit'and stop bit suppression):

— The PICC shall use a SOEAow time of 10 etu and a SOF high time of 2 etu.
— The PICC shall us€arEOF low time of 10 etu.

for PCD

[an)

[mille)

nly relevantobjects should be sent. It is even possible to send an empty parent object with no
bjects (ife.)’A0 00’), although it is also possible to send an empty S(PARAMETERS) block (i.e.
he parent object sent).

children
hot even

© ISO/IEC 2016 - All rights reserved
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b8 | b7 | b6 | b5

b4 | b3 | b2 | bl

- fc/128, if bitis setto (1)b
fc/64, if bitis set to (1)b
fc/32, if bitis setto (1)b
fc/16, if bitis set to (1)b

fc/8, if bitis setto (1)b

JC/A T bitisSetto (1)b

fc/2,if bitis setto (1)b

For bit rptes of 3fc/4, fc, 3fc/2 and 2fc, see Annex D.

b8 | b7|| b6 | b5 | b4 | b3 | b2 | bl

- Start bit and stop bit suppression.from PICC to PCD, if bit is set to (1)b

shall be set to (0=b, (1)b is RFU

Figure 24 — Coding of bit rates

SOF and EOF suppression from PICC to PCD, if bit is set to (1)b
shall be set to (0)b, (1)b is.REU

shall be set to (0)b, (1)bi$RFU

shall be set to (0)b, (1Yb is RFU

shall be set to (0)b;.(1)b is RFU

shall be set to (0)b, (1)b is RFU

As an example, the sequence for an agtivation of the bit rate

— fc/8{from PCD to PICC, and
— fc/2from PICC to PCD

with a P[CC indicating to-support

— bitrates fc/128,f¢/16 and fc/8 for PCD to PICC communication,
— bit rates fc/ 128, fc/16 and fc/2 for PICC to PCD communication, and

— no ffaming options

shall be set to\(0)b, (1)b is RFU

Figure 25— Framing options

is illustrated in Figure 26.

28

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=82418d551ed3d66847a0853f4172320e

ISO/IEC 14443-4:2

016(E)

1

W

=

(il w|

o N

Step PCD PICC
1 S(PARAMETERS)('A0 02 A1 00' CRC) N
S(PARAMETERS)
(‘A0 0A'
2 'A2 08’
'80 0219 00"
'81 02 49 00'
CRC)
S(PARAMETERS)
L AU UR
3 'A3 08'
'83 0210 00 5
'84 02 40 00'
CRC)
4 <« S(PARAMETERS)('A0 02:A4.00' CRC)

Figure 26 — Bit rates activation example

0 Frame with error correction

0.1 General

rames with error correction as specified in 10.2 and 10.3 shall be used after their activ
pecified in 10.5. An example is given in Annex F.

0.2 Type A PCD frame format for bit rates up to fc/16 and higher than fc/2 and Typs¢
rame format for all bit rates

rames with error correction, as defined-in Figure 27, shall be used for data exchange and cons
he following order:

- start of communication;
— SYNC;
- enhanced block with erfor correction (see 10.4);

— end of communication.

his order.
'YNC andenhanced blocks with error correction shall be transmitted as bytes consisting of 8 1

OTE Parity bits (see ISO/IEC 14443-3:2016, 6.2.3.2) are not used.

ation as

A PICC

ist of, in

YNC consists©f)six dedicated bytes with the values ‘55’, ‘55’, ‘74’, ‘74’, ‘74’ and ‘74’ transnpitted in

bits.

S SYNC Enhanced block with error correction E

Figure 27 — Frame with error correction

© ISO/IEC 2016 - All rights reserved
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10.3 Type A PCD frame format for bit rates of fc/8, fc/4 and fc/2 and Type B PCD and PICC frame
format for all bit rates

Frames with error correction, as defined in Figure 28, shall be used for data exchange and consist of, in
the following order:

— SOF as defined in ISO/IEC 14443-3:2016, 7.1.4;
— SYNC as defined in 10.2, transmitted as characters as defined in ISO/IEC 14443-3:2016, 7.1.1;

=

h 111 1 il - d 40 4> o e 1 1 + h h -
— enngrced UIoCK WICIT ©ITOI COITECLIoNn OEC 1U.TF] UdISIIIINCU d5  LldIdULCLS 45 UCTTIHICU 1

ISO/IEC 14443-3:2016, 7.1.1;
— EOHas defined in ISO/IEC 14443-3:2016, 7.1.5.
No charjicter separation shall be applied in frames with error correction.

SOF, EOF, start bit, stop bit and SYNC may be suppressed in accordance with 10.5.

SOF SYNC Enhanced block with error correction EOF

Figure 28 — Frame with error correction

10.4 Enhanced block with error correction

10.4.1 General

Enhancg¢d block with error correction shall be composed of one or several 8-byte modified Hamminjg
sub-blogks, each of them being calculated from 7-bytée-sub-blocks from enhanced block (see Figure 29].

Enhanced block

| Length | Prologue | Data bytes(h.n | CRC 32 | (see Figure 15)
Enhanced block with

| 1 2 | | Modified Hamming Sub-block i | | h-1 | h | error correction

Figure 29>~ Enhanced block with error correction

10.4.2 Modified Hamming sub-block format

Each m¢dified Hamming sub-block shall consist of 7 bytes from enhanced block, followed by onje
Hamming control byte used to correct one single-bit error on the Hamming sub-block.

Modified Hamming sub-blocks shall always be complete. If necessary, ‘FF’ bytes shall be added tp
completp thé last bytes from enhanced block to get 7 bytes.

10.4.3 Hamming control byte

The Hamming control byte shall contain the Hamming control bits ¢, and logical “1” padding bits in the
following order:

— one logical “1” padding bit;
— six Hamming control bits ¢y, in the order c1, ¢3, c3, ¢4, cs, c6;
— one logical “1” padding bit.

An example for Hamming control byte calculation in ANSI C language is given in F.2.
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10.4.4 Hamming control generation matrix A

Hamming control bits generation matrix 4 (see Figure 32) shall be generated by following steps:

— generate Matrix H' (see Figure 31) using formula in Figure 30;

— remove column vectors h’n ,withn=1,2,4,8,16 and 32, of H'.

-1
h'm,n={1for(n/\2m )#0 withl<m<6and1<n<62

0 otherwise

[

@ | T

Figure 30 — Matrix H’ generation

1

OTE N stands for a bitwise AND operation.
1 0 1 0 010
01 1 0 0 0 1
= 0 0 01 1 11
10 0 0 O 1 1 1
0 0 0 O 1 1 1
0 0 0 O 1 11
Figure 31 — Matrix#’
1 1 01 0 1 0
1 0 1 1 0 0 1
A= 01 1 1 1 1 1
0 0 0*0 1 11
0 00" 0 1 1 1
0 8~0 O 1 1 1
Figure 32 —Hamming control generation matrix 4
0.4.5 Hamming control bits.calculation
amming control bits cf, (m = 1..6) shall be calculated over data d, (n = 1..56) using the formula in
igure 33. d1 is bit b1 ©fithe first byte and dsg¢ is bit b8 of the seventh byte of any 7-byte sub-black from
nhanced block.
c=Axd
Figure 33 — Hamming control bits generation
0:4.6 Hamming control check matrix H

The Hamming control check matrix H (illustrated in Figure 34) is a concatenation of matrix A and
matrix Ig 6.

H=A|I6‘6 =

S oo o R R
o O R OoOR
OO0 O R RO
C OO R LR
I = = = N =)
I = S S U e S SN
I N =
oo oo oR
oo oo o
oOrRr oo oo

Figure 34 — Hamming control check matrix H
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10.4.7 Error correction

Hamming control bits shall be used to detect and correct any single bit error in modified Hamming
sub-blocks.

The so called syndrome s shall be calculated using formula in Figure 35. To get y from y/, the padding
bits of the received data y', on position 57 and 64 shall be removed. y'; is bit b1 of the first received
byte and y’e4 is bit b8 of the eighth received byte of any 8-byte sub-block from enhanced block with
error correction.

The nunperical interpretation s’ of the syndrome s shall be used for error correction:

NOTE
with ver)

105 A

S(PARAMETERS) blocks shall be used to negotiaté’the used frame and communication parameter]
in PROT|IOCOL state. The information field shall contain tags and values as defined in Table 4, Table ¢,

Figure
The foll

After th
options

32

if s’

else

LL
S=1~)y

Figure 35 — Syndrome calculation

=0, 1,2,4,8, 16,32 or 63 no change in received bits y'1 to y'se;

calculate error position s by reducing s’ by the amount of powers©f-2 (1, 2, 4, 8, 16, 32) whic
are smaller than s’;

invert the received bit y’.

More than one bit error cannot be corrected by this method. EDC will detect these multiple error
F high probability.

The

If th
blod

S(PARAMETERS) it siall"stay mute. The PICC shall always indicate the same framing option

indg

the

tivation of frame with error correction in the<RROTOCOL state

-

%)

S

6 and Figure 37.

wing rules shall be applied to negotiate those parameters.
PCD shall send an S(PARAMETERS) block to request frame format parameters.

e PICC supports S(PARAMETERS) blocks, the PICC shall respond with an S(PARAMETERS
k containing values for-all supported frame format parameters. If the PICC does not support

pendent of which-tag is used.

e PICC has séntiits response and has indicated its parameters, the PCD may activate the desire
for each communication direction with the following rules:

PCD shall send an S(PARAMETERS) block to activate selected frame format parameters;

—+ —

[72)

the

[EC shall acknowledge the activated frame format parameters with an S(PARAMETERS) bloc

and

then shall activate the negotiated frame format parameters;

the PCD shall activate the negotiated frame format parameters.
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Table 6 — Frame format function tags identifier definition

Tags . Length
(Hex) Description (Hex) Value
‘A5’ | Frame Format 0 —
Request
’A6’ | Frame Format L Tags |Length Value
Indication (Hex) | (Hex)
80’ ‘01" |Supported frames PCD to PICC (see Figure 36)a
‘81’ ‘01" |Supported frames PICC to PCD (see Figure 36)a
82’ | '01" |Supported framing options PCD to PICC (see Figure 37)b
‘83’ 01" |Supported framing options PICC to PCD (see Figure 37)c
‘A7’ | Frame Format L Tags |Length|Value
Activation (Hex) | (Hex)
‘84’ 01" |Selected frame PCD to PICC (see Figure 36)d
‘85’ 01" |Selected frame PICC to PCD (see Figure 36)d
‘86’ 01" |Selected framing options from/PCD to PICC (see Figufe 37)be
‘87’ ‘01" |Selected framing options:from PICC to PCD (see Figute 37)cef
A8’ | Frame Format 0 ~
Acknowledge-
ment

Bit 8 shall be set to the same value in both communication directions.

Shall be omitted for Type A PICCs for bit rates up¢ofc/16.

Shall be omitted for Type A PICCs.

Bit 8 shall be set to (0)b and only one bit out of b1 and b2 shall be set to (1)b.

When SYNC is suppressed the PCD shallot select both start bit and stop bit suppression and[SOF and
LOF suppression. If start bit and stop bit suppression is selected, SOF and EOF low time of 10 etu and $OF high
time of 2 etu shall be used.

When tag ‘87’ is used, the corresponding tag of bit rates > fc/16 shall not be used and vice versj.

NOTE 1

The length field is in accordance with the full range of BER-TLV (see ISO/IEC 7816-4).

b8

b7 | b6 | b5 | b4

b3

b2 | bl

| —

Standard frame, if bit is set to (1)b

Frame with error correction, if bit is set to (1)b
RFU

RFU

RFU

NOTE 2

RFU
RFU

Only same frame format in both directions, if bit is set to (1)b

Figure 36 — Frame Formats

Standard frame support is mandatory.
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b8

b7 | b6 | b5

b4

b3

b2 | bl

i

Satrt bit and stop bit suppression, if bit is set to (1)b
SOF and EOF suppression, if bit is set to (1)b
SYNC suppression, if bit is set to (1)b

RFU

NOTE 3

Framing options depend on PICC Type, frame format, bit rate and commuiiication direction. An

overview is given in Annex G.

As an example the sequence for an activation of frame with error correctionin both directions with

Figure 37 — Framing options

— no JYNC suppression in both directions,

RFU
RFU
RFU
RFU

— no JOF and EOF suppression in both directions,

— starft bit and stop bit suppression in both directions, and
with a P[CC indicating to support

— standard and frame with error correction in both directions independent of each direction,

— SYNC suppression in both directions,

— SOF|{and EOF suppression in both directions, and

— starft bit and stop bit suppressiomin-both directions is illustrated in Figure 38.

An overyiew on allowed suppregsions of framing options is given in Annex G.

Step PCD PICC
1 | | S(PARAMETERS)('A0°02 A5 00' CRC)
S(PARAMETERS)
('A0 OE'
'A6 0C'
) '80 01 03'
'81 01 03"
'82.01 07"
'83 01 07"
CRC)
S(PARAMETERS)
('A0 OF'
'A7 0C'
3 '84 01 02"
'85 01 02"
'86 01 01"
'87 01 01"
CRC)
4 S(PARAMETERS)( 'A0 02 A8 00' CRC)

34

Figure 38 — Frame activation example
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NOTE4  For Type A PICCs, tags ‘82’ and ‘86’ are omitted in certain cases (see table footnote b in Table 6) and
tags ‘83" and ‘87’ are always omitted (see table footnote c in Table 6).
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Annex A
(informative)

Multi-Activation example

The follgwing-table-deseribes-an-example-of-the-usage-of- Multi-Aetivationfor-three PICEs:
Table A.1 — Multi-Activation
PCD Action Status PICC 1 Status PICC 2 Status’PICC 3

Power Opn field

Three PICCs enter the field. IDLE IDLE IDLE

Activate PICC with CID = 1 ACTIVE(1) IDLE IDLE

Any datq transmission with CID = 1 ACTIVE(1) IDLE IDLE

Activate| PICC with CID = 2 ACTIVE(1) ACTIVE(2) IDLE

Any datq transmission with CID = 1,2 ACTIVE(1) ACTIVE(2) IDLE

Activate| PICC with CID = 3 ACTIVE(1) ACTIVE(2) ACTIVE(3)

Any datq transmission with CID = 1,2,3 ACTIVE(1) ACTIVE(2) ACTIVE(3)
S(DESELECT) Command with CID = 3 ACTIVE(1) ACTIVE(2) HALT
S(DESELECT) Command with CID = 2 ACTIVE(1) HALT HALT
S(DESELECT) Command with CID =1 HALT HALT HALT

NOTE The number n in ACTIVE(n) represents the CID.
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Annex B
(informative)

Protocol scenarios

B.1 General

—

B.2 Notation

oy

ny block

oy

ny block

oy

ny block

(@)

eparator line
I[1)x

I{0)x

H(ACK)x
H(NAK)x

()

he block numbering in a scenario always starts with the PCD’s current block number for the deg
ICC. For ease of presentation, scenarios start after the PICC activation sequence and hence, thd

his Annex gives some scenarios for an error-free operation, as well as for error handlin
sicenarios may be used to build test cases for compliance tests.

===> correctly received
=#=> erroneously received
==> nothing received (FWT time-out)

end of the smallest protocol éperation

[-block with chaining bit set and bloek number x

[-block with chaining bit not set{(last block of chain) and block number x
R-block indicating a positive acknowledge

R-block indicating a negative acknowledge

S-block

lock numbers start with-0 for the PCD and with one for the PICC.

.3 Error-free’operation

.3.1 Exchange of I-blocks

cenarior1 Exchange of I-blocks

. These

tination
current

Gomment Block No. (0) PCD PICC Block No. (1) Comlinent
1. rule 1 [(0) ===> 0 rule D
2 rule B 1 <=== [(0) rule 10
3. 1(0), ===> 1 rule D
4 rule B 0 <=== [(0) rule 10

© ISO/IEC 2016 - All rights reserved

37


https://standardsiso.com/api/?name=82418d551ed3d66847a0853f4172320e

ISO/IEC 14443-4:2016(E)

B.3.2 Request for waiting time extension

Scenario 2 Waiting time extension

Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 I(0) ===> 0 rule D
2. <=== S(WTX) request rule 9
3. rule 3 S(WTX) response ===>
4. rule B 1 <=== 1(0) rule €0
5. 1(0), ===> 1 tuleD
6. rule B 0 <=== I(0) rule 10
B.3.3 DESELECT
Scenarig 3 DESELECT
Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 I(0) ===> 0 rule D
2. rule B 1 <=== 1(0)s rule 10
3. S(DESELECT) request ~ ===>
4. <=== S(DESELECT) response rule 3
B.3.4 (Chaining
Scenarig 4 PCD uses chaining
Comment Block No. (0) PCD PICC BlockNo. (1) Comment
1. ryle 1 I(1), ===> 0 rule D
2. ryle B 1 <=== R(ACK) ¢ rule 2
3. ryle 7 I(0); ===> 1 rule D
4. ryle B 0 <=== 1(0), rule 10
5. 1(0)o ===> 0 rule D
6. ryle B 1 <=== I(0) rule 10
Scenariq 5 PICC uses chaining
Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule-1 [(0) ===> 0 rule D
2. rule B 1 <=== I(1), rule 10
3. rule 2 R(ACK) ===> 1 rule E
4. rule B 0 <=== 1(0), rule 13
5. 1(0) ===> 0 rule D
6. rule B 1 <=== [(0) rule 10
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B.3.5 PICC Presence check

Scenario 6 PICC presence check using method 1

ISO/IEC 14443-4:2016(E)

Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rulel and
method 1 [(0) ===> 0 rule D
2. rule B 1 <=== [(0) rule-10 note
Scenario 7 PICC presence check using method 2 (before the first I-block exchange)
Comment Block No. (0) PCD PICC Block No-(1)° Cominent
1. rulel and
method 2 R(NAK) o ===> rule E[note
2. no change <=== R(ACK), rule 12
3. rule 6 note and
method 2 R(NAK) o ===> rule E|note
4. rule 6 note no change <=== R(ACK); rule 12
5. [(0)o ===> 0 rule D
6. rule B 1 <==x [(0) rule 10
Scenario 8 PICC presence check using method 2-a (dfter the first I-block exchange)
Comment Block No. (0) PCD PICC Block No. (1) C¢mment
1. rule 1 1(0)o ===> 0 rule D
3. rule B 1 <=== 1(0)o rule 10
method 2-a R(NAK) ===> ruje E note
4. rule 6 note no change <=== R(ACK), rule 12
. I(0) ===> 1 rule D
4. rule B 0 <=== 1(0) rule 10
Scenario 9 PICC presénce check using method 2-b (after the first I-block exchange)
Commgént Block No. (0) PCD PICC Block No. (1) Comment
1 rulé 1 1(0) ===> 0 ruje D
2 rule B 1 <=== 1(0) rule 10
3. method 2-b 0 R(NAK) o ===>
4. rule B 1 <=== 1(0)o rule 11
5 [(0), ===> 1 rule D
6 rule B 0 <=== 1(0), rule 10
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B.3.6 Exchange of additional parameters

Scenario 25 Exchange of additional parameters

Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 [(0) ===> 0 rule D
2. rule B 1 <=== 1(0) rule 10
3. S(PARAMETERS) request ~ ===>
4. 1 <=== S(PARAMETERS) response rule3
5. 1(0) ===> 1 rule D
6. rule B 0 <=== I(0) rule 10
B.4 Error handling
B.4.1 Exchange of I-blocks
Scenarig 10 Start of protocol
Comment Block No. (0) PCD PICC BlockNo. (1) Comment
1. rule 1 1(0), ===> 0 rule D
2. rule B 1 <=== 1(0) rule 10
3. S(PARAMETERS) request ===
4. 1 <=%= S(PARAMETERS) response rule 3
5. 1(0), ===> 1 rule D
6. rule B 0 <=== I(0) rule 10
Scenariq 11 Exchange of I-blocks
Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 1(0) ===> 0 rule D
2. rule B 1 <=== 1(0)o rule 10
3. 1(0), =#=>
4. |time-out <==
5. rule 4 R(NAK), ===>
6. no change <=== R(ACK), rule 12
7. rule 6 1(0), ===> 1 rule D
8. LruleR 0 === 1(0), rule 10
9. 1(0), ===> 0 rule D
10. ruleB 1 <=== I(0) rule 10
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Scenario 12 Exchange of I-blocks
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Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 [(0) ===> 0 rule D
2. <=#= 1(0) rule 10
3. rule 4 R(NAK) o ===>
4. rule B 1 <=== [(0)o rule 11
5. [(0), ===> 1 rule D
6. rule B 0 <=== 1(0), rule 10

Scenario 13 Exchange of I-blocks

Comment Block No. (0) PCD PICC Block No{1) Comiment
1. rule 1 [(0) ===> 0 ruje D
2 <=#= 1(0), rule 10
3 rule 4 R(NAK) o =#£=>
4 time-out <== -
5. rule 4 R(NAK) o ===>
6 rule B 1 <=== 1(0) rule 11
7 [(0), ===> 1 ruje D
8 rule B 0 <==Q [(0) rule 10

Scenario 26 Exchange of I-blocks

Comment Block No. (0) PCD PICC Block No. (1) Comiment
1 rule 1 1(0) ===> 0 ruje D
2 rule B 1 <=== [(0) rule 10
3 S(PARAMETERS) request ~ =#=>
4 time-out <===
5. rule 8 S(RARAMETERS) request ~ ===>
6 <=== S(PARAMETERS) response rule 3
7 I(0) ===> 1 ruje D
8 rule B 0 <=== I(0) rule 10
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B.4.2 Request for waiting time extension

Scenario 14 Request for waiting time extension

Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 I(0) ===> 0 rule D
2 <=#= S(WTX) request rule 9
3 rule 4 R(NAK), ===>
4. <=== S(WTX) request rule €%
5 rule 3 S(WTX) response ===>
6 rule B 1 <=== I(0) rule 10
7 1(0) ===> 1 rule D
8 rule B 0 <=== I(0) rule 10

Scenariq 15 Request for waiting time extension

Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 1(0) ===> 0 rule D
2. <=#= S(WTX) request rule 9
3. rule 4 R(NAK) =#=>
4. |time-out <== -
5. rule 4 R(NAK), ===>
6. <R= S(WTX) request rule 11
7. rule 3 S(WTX) response ===>
8. rule B 1 <=== 1(0), rule 10
9. 1(0) ===> 1 rule D
10. | ruleB 0 <=== [(0) rule 10

Scenarig 16 Request for waitingtime extension

Comment Block No. (0) PCD PICC BlockNo. (1) Comment
1. rule 1 [(0) ===> 0 rule D
2. <=== S(WTX) request rule 9
3. rule 3 S(WTX) response =#=>
4. |time-out <== -
5. rule 4 R(NAK), ===>
6. === SOA Y reqtrest rle 4L
7. rule 3 S(WTX) response ===>
8. rule B 1 <=== I(0) rule 10
9. I(0) ===> 1 rule D
10. ruleB 0 <=== 1(0) rule 10

42
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Scenario 17 Request for waiting time extension
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Comment Block No. (0) PCD PICC Block No. (1) Comment
1. rule 1 [(0) ===> 0 rule D
2 <=== S(WTX) request rule 9
3 rule 3 S(WTX) response ===>
4 <=¢= 1(0) rule 10
5. rule 4 R(NAK) o ===>
6 rule B 1 <=== [(0) rule 11
7 [(0), ===> 1 ruje D
8 rule B 0 <=== 1(0), rule 10
Scenario 18 Request for waiting time extension
Comment Block No. (0) PCD PICC Block No. (1) Comiment
1 rule 1 1(0) ===> 0 ruje D
2 <=== S(WTX) réquest rulle 9
3 rule 3 S(WTX) response ===>
4 <=#= 1(0), rulle 10
5. rule 4 R(NAK) o =#=>
6 time-out <=3 -
7 rule 4 R(NAK) 5==>
8 rule B 1 <=== [(0) rule 11
9 [(0), ===> 1 rule D
10. ruleB 0 <=== I(0), rule 10
B.4.3 DESELECT
Scenario 19 DESELECT
Comment Block No.)(0) PCD PICC Block No. (1) Cominent
1. rule 1 [(0) ===> 0 ruje D
2. rule B <=== [(0) rule 10
3. S(DESELECT) request ~ =#=>
4.  timé=ent <== -
5. rule 8 S(DESELECT) request ===>
6. <=== S(DESELECT) response rulle 3
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