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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work, In the field of information technology, ISO and TEC have established a joint technical co

mittee,

p—

50/1EC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in,a¢¢ordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development\of the document will |
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

o8]

ssessment, as well as information about ISO’s adherence to the WTO principles in the T
Harriers to Trade (TBT) see the following URL: Foreword - Supplementary information

—

he committee responsible for this document is ISO/IEC JTC 1, Information technology, Subco
C 17, Identification cards and related devices.

(@s)]

his third edition cancels and replaces(the second edition (ISO/IEC 14443-3:2011), which |
bchnically revised. It also incorpdrates the Amendments ISO/IEC 14443-3:2011/Amd
S0/IEC  14443-3:2011/Amd 2:2042, ISO/IEC 14443-3:2011/Amd 3:2014 and ISO/IEC
:2011/Amd 6:2014.

Q) — ct

p—

50/1EC 14443 consists of thefollowing parts, under the general title Identification cards — Co
htegrated circuit cards — Proximity cards:

~.

—+ Part 1: Physical characteristics
-+ Part 2: Radioyfrequency power and signal interface
-+ Part 3: Initialization and anti-collision

—+ Partd: Transmission protocol

h\nce are
bded for
with the

subject
h patent
e in the

Hoes not

Hor an explanation on the meaning of ISO specific terins and expressions related to comformity

echnical

mmittee

as been
1:2011,
14443-

htactless

This)corrected version of ISO/IEC 14443-3:2016 incorporates the following correction.

Figure 4 was corrected: The last parity bit of a PICC standard frame with bit rate higher than fc/128

was changed from “odd” to “even”.
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Introduction

ISO/IEC 14443 is one of a series of International Standards describing the parameters for identification
cards as defined in ISO/IEC 7810 and the use of such cards for international interchange.

This part of ISO/IEC 14443 describes polling for proximity cards entering the field of a proximity
coupling device, the byte format and framing, the initial Request and Answer to Request command
content, methods to detect and communicate with one proximity card among several proximity cards
(anticollision) and other parameters required to initialize communications between a proximity card
and a poximity coupling device. Protocols and commands used by higher layers and by applicatiens
and whifh are used after the initial phase are described in ISO/IEC 14443-4.

ISO/IEC[14443 is intended to allow operation of proximity cards in the presence of other contactlegs
cards cognforming to ISO/IEC 10536 and ISO/IEC 15693.

vi © ISO/IEC 2016 - All rights reserved
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Identification cards — Contactless integrated circuit cards
— Proximity cards —

Part 3:

—

N =] solllav]

y.

T

I ] : 1 icollisi

his part of ISO/IEC 14443 describes the following:

Scope

polling for proximity cards or objects (PICCs) entering the field of a proximity coupling devic

the byte format, the frames and timing used during the initial phase 6f communication
PCDs and PICCs;

the initial Request and Answer to Request command content;
methods to detect and communicate with one PICC amorng several PICCs (anticollision);
other parameters required to initialize communicatiofis between a PICC and PCD;

optional means to ease and speed up the selection of one PICC among several PICCs b
application criteria;

optional capability to allow a device to alternate between the functions of a PICC and 4§
communicate with a PCD or a PICC, respectively. A device which implements this cap{
called a PXD.

e (PCD);

between

ased on

1 PCD to
bility is

rotocol and commands used by higher layers and by applications and which are used after the initial

hase are described in ISO/IEC 14443-4.

his part of ISO/IEC 14443 issapplicable to PICCs of Type A and of Type B (as described in ISO/IE
) and PCDs (as described in/ISO/IEC 14443-2) and to PXDs.

OTE1 Part of the timing of data communication is defined in ISO/IEC 14443-2.

OTE2  Test methods for this part of ISO/IEC 14443 are defined in ISO/IEC 10373-6.

he following documents, in whole or in part, are normatively referenced in this document

i

hdispensable for its application. For dated references, only the edition cited applies. For

Normative references

[ 14443-

and are

undated

rererences, the Iatest edition of the referenced document (1ncluding any amendments) applies.

ISO/IEC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization, security and
commands for interchange

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

ISO/IEC 13239, Information technology — Telecommunications and information exchange between
systems — High-level data link control (HDLC) procedures

ISO/IEC 14443-2, Identification cards — Contactless integrated circuit cards — Proximity cards — Part 2:
Radio frequency power and signal interface

© ISO/IEC 2016 - All rights reserved
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ISO/IEC

14443-4, Identification cards — Contactless integrated circuit cards — Proximity cards — Part 4:

Transmission protocol

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 14443-2 and the
following apply.

31

anticollision Toop

algorithm used to prepare for dialogue between PCD and one or more PICCs out of the total number-gf
PICCs rejsponding to a request command

3.2

byte

byte cor]sisting of 8 bits of data designated b8 to b1, from the most significant bit (MSB,b8) to the leagt
significdnt bit (LSB, b1)

3.3

collision

transmipsion by two PICCs in the same PCD energizing field and during the’same time period, such thgt
the PCD|is unable to distinguish from which PICC the data originated

3.4

frame

sequencg of data bits and optional error detection bits, with fraine delimiters at start and end

3.5

frame error

error onf SOF, start and stop bits, parity bits, EOF

3.6

higher layer protocol

protocol layer (not described in this part ofISO/IEC 14443) that makes use of the protocol layer defined
in this gart of ISO/IEC 14443 to transfer_information belonging to the application or higher layers of
protocol that is not described in this part of ISO/IEC 14443

3.7

PCD Mode

mode injwhich a PXD operates-as a PCD

3.8

PICC Mqde

mode in|jwhich a PXD operates as a PICC

3.9

request command

comma ) . . . e

3.10

transmission error
frame error or CRC_A or CRC_B error

© ISO/IEC 2016 - All rights reserved
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4 Symbols and abbreviated terms

For the purposes of this part of ISO/IEC 14443, the following symbols and abbreviated terms apply.

ADC Application Data Coding, Type B
AFI Application Family Identifier, card preselection criteria by application, Type B
APf anticollision prefix f, used in REQB/WUPB, Type B
APn anticollision prefix n, used in Slot-MARKER command, Type B
A ARswerto-ReghestTHypef

ATQB Answer to Request, Type B
ATTRIB  PICC selection command, Type B

BCC Block Check Character (UID CLn check byte), Type A
1D Card Identifier

CLn cascade level n, Type A

CT cascade tag, Type A

[RC_A Cyclic Redundancy Check error detection code, Type A
[RC_B Cyclic Redundancy Check error detection code, Type B

D Divisor
E end of communication, Type A
EGT extra guard time, Type B
LOF end of frame, Type B
LU elementary time unit
DT frame delay time PCD to PICC, Type A
Jc carrier frequency
O Frame Option, Type B
1s subcarrier frequency
FWI Frame Waiting time Integer,
FWT Frame Waiting Time

ILTA halt command, TypeA
1LTB halt command, Type'B

D identification number, Type A

NF information'field belonging to higher layer, Type B
LSB least significant bit

MBL Maximum Buffer Length, Type B

MBLI Maximum Buffer Length Index, Type B

MSB most significant bit

N number of anticollision slots, Type B

variable integer value as defined in the specific clause

NAD node address

NVB number of valid bits, Type A

P odd parity bit, Type A

PCD proximity coupling device

PICC proximity card or object

PUPI Pseudo-Unique PICC Identifier, Type B

PXD proximity extended device

R slot number chosen by the PICC during the anticollision sequence, Type B

REQA REQuest command, Type A

© ISO/IEC 2016 - All rights reserved 3
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REQB REQuest command, Type B

RFU reserved for future use by ISO/IEC

S start of communication, Type A

SAK Select acknowledge, Type A

SEL select code, Type A

SELECT  SELECT command, Type A

SFGI Start-up Frame Guard time Integer

SFGT StarttpHraare-Gard-t e

SOF Start Of Frame, Type B

teye maximum automatic mode alternation cycle time
tdiff minimum time difference of PICC Mode durations

tg, PICC low EMD time, PICC
tE, PCD low EMD time, PCD

TRO guard time as defined in ISO/IEC 14443-2, Type B

TR1 synchronization time as defined in ISO/IEC 14443-2, Type B
TR2 frame delay time PICC to PCD, Type B

UID unique identifier, Type A

UID CLn| wunique identifier of CLn, Type A

uidn byte number n of unique identifier,n = 0
WUPA Wake-UP command, Type A

WUPB Wake-UP command, Type B

For the purposes of this part of ISO/IEC 14443, the following notations apply.

— (xxxxx)b ~ data bit representation
— XY’ hexadecimal notation, equal to XY td_the base 16

5 [Initial dialogs

5.1 Alternating PICC and PCDsupport (PXD)

A proximpity extended device (PXD) shall alternately support PICC requirements (PICC Mode) and PC

requirements (PCD Mode).

The altgrnation betwéen the PICC Mode and the PCD Mode may be either automatic or a Mode (PIC

Mode or{ PCD Modej).anay be explicitly selected by the user.
The PIC( Modesand the PCD Mode are defined as PICC and PCD in ISO/IEC 14443.

The autgmatic alternation is defined as follows:

(@]

— the PXD shall alternate between the PICC Mode and the PCD Mode with maximum cycle time tcyc=1s
and shall stay in PICC Mode (ready for receiving REQA/WUPA or REQB/WUPB commands, except
for the first 5 ms) longer than in PCD Mode (generating operating field), until a communication to

either a PICC, a PCD or another PXD is established;

— the PXD shall randomly set the PICC Mode duration for each cycle to a value chosen from a set of at

least two different values differing by at least tgijff = 5 ms between each of them;

— in PICC Mode, after reception of a valid REQA/WUPA or REQB/WUPB command, the PXD shall not

go in PCD Mode before a POWER-OFF state;

4 © ISO/IEC 2016 - All rights reserved
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— whenleaving the PCD Mode after processing of a PICC (or a PXD in PICC mode), the PXD shall resume
its automatic mode alternation with the PICC Mode first.

The PXD may check the presence of external operating field to decide not to enter PCD Mode, i.e. to stay
in PICC Mode for a further random PICC Mode duration.

The detection of the removal of a PICC (or PXD in PICC Mode) should be done by a PICC presence check
method without switching off the operating field to keep the same UID/PUPI and to avoid PXD entering
the PCD Mode.

5.2 Alternating between Type A and Type B commands

[&x ]

.2.1 Polling

h order to detect PICCs which are in the operating field, the PCD shall sehd-repeated|request
ommands. The PCD shall send REQA (or WUPA) and REQB (or WUPB) intany sequence fising an
qual or configurable duty cycle when polling Type A and Type B. In addition,the PCD may sehd other
ommands as described in Annex C.

Q 0O o =

Vhen a PICC is exposed to an unmodulated operating field (see ISQ/IEC 14443-2), it shall b¢ able to
ccept a request within 5 ms.

QD

sl

XAMPLE1  When a PICC Type A receives any Type B command; itshall be able to accept a REQA (qr WUPA)
Fithin 5 ms of unmodulated operating field.

<

sl

XAMPLE 2 When a PICC Type B receives any Type A command, it shall be able to accept a REQB (dr WUPB)
Fithin 5 ms of unmodulated operating field.

<

sl

XAMPLE 3  When a PICC Type A is exposed to field\activation, it shall be able to accept a REQA (qr WUPA)
Fithin 5 ms of unmodulated operating field.

<

s

XAMPLE4  When a PICC Type B is exposed\to field activation, it shall be able to accept a REQB (qr WUPB)
Fithin 5 ms of unmodulated operating field.

<

wsl

XAMPLE5  When a PICC supportingdype A and Type B is exposed to field activation, it shall be ableto accept
REQA (or WUPA) within 5 ms of unmodulated operating field.

s3]

s

XAMPLE 6  When a PICC supporting Type A and Type B is exposed to field activation, it shall be ableto accept
REQB (or WUPB) within 5 n1s\of unmodulated operating field.

jo5)

Ih order to detect PICEs requiring 5 ms, PCDs should periodically present an unmodulated field of at
lgast 5,1 ms duratiofi{{prior to both Type A and Type B request commands), but may poll mor¢ rapidly
hecause PICCs may-react faster.

]

F the PICC supports Type A and Type B, then it shall be locked in the type of the first processed request
ommandAafter Answer to Request of one type, the other type is disabled until the PICC enters POWER-
FF state).

QQ

HCBs'may need to adapt their polling cycles if they want to detect such a PICC in the disabled type.

5.2.2 Influence of Type A commands on PICC Type B operation

A PICC Type B shall either go to IDLE state (be able to accept a REQB) or be able to continue a transaction
in progress after receiving any Type A frame.

A PICC Type B should have the same behaviour after receiving any frame of any other standard using
the same carrier frequency.

© ISO/IEC 2016 - All rights reserved 5
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5.2.3 Influence of Type B commands on PICC Type A operation

A PICC Type A shall either go to IDLE state (be able to accept a REQA) or be able to continue a transaction
in progress after receiving any Type B frame. If the PICC Type A is in READY* or ACTIVE* state when
receiving any Type B frame, it may also go to HALT state as described in Figure 7.

A PICC Type A should have the same behaviour after receiving any frame of any other standard using
the same carrier frequency.

5.2.4 Transition to POWER-QOFF state

The PIC( shall be in the POWER-OFF state no later than 5 ms after the operating field is switched-off.

6 Type A — Initialization and anticollision
This Clapse describes the initialization and anticollision sequence applicable for PICCs\of Type A.

A PICC gr PCD sending RFU bits shall set these bits to the value indicated herein.or.to (0)b if no value i
given. A|PICC or PCD receiving RFU bits shall disregard the value of these bits\arid shall maintain an
not charjge its function, unless explicitly stated otherwise.

= wn

6.1 etu

The valye of the etu for each bit rate is defined in Table 1.

Table 1 — etu
Bit rates etu

fc/128  (~ 106 kbit/s) 128/fc (~ 9,4 pus)
fc/64 (~ 212 kbit/s) 128/(2fc) (~ 4,7 ps)
fc/32 (~ 424 kbit/s) 128/(4fc) (~ 2,4 us)
fc/16 (~ 848 khit/s) 128/(8fc) (~ 1,2 us)

fc/8 (~ 1,70'Mbit/s) 128/(16fc)  (~ 0,59 ps)

fc/4 (~:3,39 Mbit/s) 128/(32fc)  (~ 0,29 ps)

fc/2 (~'6,78 Mbit/s) 128/(64fc)  (~ 0,15 ps)

For bit rhtes of 3fc/4, fc, 3fc/2-and 2fc see E.1.

6.2 Frame formatand timing

This sulpclause defines the frame format and timing used during communication initialization and
anticollision. Ferbit representation and coding, refer to ISO/IEC 14443-2.

Frames fhall'be transferred in pairs, PCD to PICC followed by PICC to PCD, using the following sequencg:

— PCD frame:
— PCD start of communication;
— information and, where required, error detection bits sent by the PCD;
— PCD end of communication;

— Frame delay time PCD to PICC;

— PICC frame:

— PICC start of communication;

6 © ISO/IEC 2016 - All rights reserved
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— information and, where required, error detection bits sent by the PICC;

— PICC end of communication;

— Frame delay time PICC to PCD.

NOTE The frame delay time (FDT) from PCD to PICC overlaps the PCD end of communication.

6.2.1 Frame delay time

1

<

1

ot

he Irame delay time 1S defined as the time between two frames transmitted 1n opposite direc

.2.1.1 Frame delay time PCD to PICC

Fions.

his is the time between the end of the last pause transmitted by the PCD and the firsf modulatjon edge
Vithin the start bit transmitted by the PICC and shall respect the timing defined in/Figure 1 and Table 2
here n is an integer value.
or bit rates of fc/8, fc/4 and fc/2, the FDT starts at the end of the last modulation transmitted by the PCD.
or bit rates of 3fc/4, fc, 3fc/2, and 2fc see E.2.1.1.
able 2 defines values for n and FDT depending on the command type and the logic state off the last
ransmitted data bit in this command.
Last data bit transmitted by PCD First modulation of PICC
FDT
< >
| | | §§
L ’L J te picc
1 etu 2-etu
logic “1“  End-of-communication Start of
(E) communication |(S)
FDT
..... ‘ gg
Y > q ‘jﬁ'
1 etu 2 etu
logic “0“  End of communication Start of
(E) communication (S)

Figure 1 — Frame delay time PCD to PICC for bit rates up to fc/16

NOTE1 tg piccis specified in Clause 8.

© ISO/IEC 2016 - All rights reserved
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Table 2 — Frame delay time PCD to PICC

Command type n (integer value) FDT
last bit = (1)b last bit = (0)b

REQA command 9 (nx 128 + 84)/fc (nx 128 + 20)/fc
WUPA command [=1236/fc] [=1172/fc]
ANTICOLLISION command
SELECT command
All other commands at bit rates
PCD to HICC PICC to PCD
fc/128 =9 (nx 128 + 84)/fc (nx 128 + 20)/fc
fc/64 e/128 >8 (nx128+148)/fc | (nx 128+116)/fc

C
fc/32 =8 (nxx 128 + 116)/fc | (n x 128+ 100)/fc
fc/16 >8 (nx128+100)/fc | (n\%128+92)/fc
fc/128 of fc/64 or fc/32 |fc/64 or fc/32 or fc/16 Not applicable =1 116/fc =1 116/fc
or fc/16or fc/8 or fc/4 |or fc/8 or fc/4 or fc/2
or fc/2 or 3fc/4 or fc or
3fc/2 or|2fc
For anticpllision, all PICCs in the field shall respond in a synchronous way to the commandS)REQA, WUPA, ANTICOLLISION
and SELHCT.

NOTE 2 | Ifabitrate higher than fc/16 is selected for PCD to PICC commuiYication, then a bit rate of fc/128 is nd
allowed for PICC to PCD communication, see ISO/IEC 14443-4. This restpiction is required because the necessary
precise HDT is not defined for PCD NRZ coding which is used for bit rates higher than fc/16.

ot

The FDT measurement starts at the beginning of the rising-edge as specified and illustrated with small
circles if the following figures of ISO/IEC 14443-2:

— Figyre 3 for PCD to PICC bit rate of fc/128;

— Figyre 6 for PCD to PICC bit rates of fc/64, f¢/32 and fc/16;

— Figyre 16 for PCD to PICC bit rates of f¢/8, fc/4 and fc/2.

The megdsured FDT shall be between the value given in Table 2 and the value given in Table 2 + 0,4 ps.

The PC[J should accept a response.with a FDT tolerance of -1 /fc to (+0,4 us + 1/fc).

6.2.1.2 | Frame delay time-PICC to PCD

This is [the time betwegen the last modulation transmitted by the PICC and the first modulation
transmifted by the P€P and shall be atleast 1 172 /fc.

To enhajnce intéroperability, an additional waiting time of 100/fc should be incorporated in the PCD
operatign.

6.2.2

e al e
RCYUCSL GlUdi'a 111

The Request Guard Time is defined as the minimum time between the start bits of two consecutive
REQA or WUPA commands. It has the value 7 000/fc.

To enhance interoperability, an additional waiting time of 100/fc should be incorporated in the PCD
operation.

6.2.3 Frame formats
The following frame types are defined:

— short frames;

8 © ISO/IEC 2016 - All rights reserved
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— standard frames;

— bit oriented anticollision frame;

— PCD standard frames for bit rates of fc/8, fc/4 and fc/2.

6.2.3.1 Short frame

ISO/IEC 14443-3:2016(E)

A short frame is used to initiate communication and consists of, in the following order as illustrated in

Figure 2:

— start of communication;

— end of communication.

=z

o parity bit is added.

4.2.3.2 Standard frames

standard frame

— start of communication;

— end of communication.

— 7 data bits transmitted LSB first (for coding see Table 3);

LSB MSB

S | b1b2b3 b4 b5b6b7

Figure 2 — Short fraine

4.2.3.2.1 PCD standard frame for bit rates of fc/128, fc/64, fc/32 and fc/16 and PICC

Standard frames are used for data exchange and consist of, in the following order:

— n x (8 data bits + odd parity bit), with n = 1. The LSB of each byte is transmitted first. Eac
followed by an odd patiity bit. The parity bit P is set such that the number of 1s is odd in (b1 {

The PCD standard-frame for bit rates of fc/128, fc/64, fc/32 and fc/16 is illustrated in Figure 3.

h byte is
o b8, P);

Figure 3 — PCD standard frame for bit rates of fc/128, fc/64, fc/32 and fc/16

LSB
T T T T T T T T T T T T T T T T T T T
[5[o1 " Tstbyte ~ WB[P[5 " Zndbyte 9] p|b1/ / neibyte B[ PJE
odd parity odd parity odd parity at the
end of the frame

As an exception, the last parity bit of a PICC standard frame shall be inverted if this frame is transmitted
with bit rate higher than fc/128. PICC standard frames are illustrated in Figure 4.

© ISO/IEC 2016 - All rights reserved
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PICC standard frames for bit rate of fc/128

LSB

[S[b1" " dstbyte  b8|P[b1° " 2ndbyte 'b8|P|b1// nthbyte ~ b§[P|E

odd parity odd parity odd parity at the
end of the frame

PICC standard frames for bit rates higher than fc/128

LSB

6.2.3.2.]

The cha
shall be

The fran

6.2.3.2.]

See E.2.2

6.2.3.3

The PCI
transmi
values.

whole (1

Bit orier]
frames v

— part

— part

[S[b1" " istbyte ~ b8[P[bl" " 2ndbyte 'b8|P|b1// nthbyte Vb8 P |E

odd parity odd parity even parity at the
end of the frame

Figure 4 — PICC standard frames for all bit rates

. PCD standard frame for bit rates of fc/8, fc/4 and fc¢/2

Facter transmission format and character separationas defined in 7.1.1 and 7.1.2, respectively,
used.

he format is defined in 7.1.3.

8 PCD standard frame for bit rates of-3fc/4, fc, 3fc/2 and 2fc
p.1.

Bit oriented anticollision frame

shall be designed to detect a collision that occurs when at least two PICCs simultaneously
 bit patterns with one-ormore bit positions in which atleast two PICCs transmit complementarfy
n this case, the bit_patterns merge and the carrier is modulated with the subcarrier for the
00%) bit duratioh,(see ISO/IEC 14443-2:2016, 8.2.5.1).

ted anticollision frames shall only be used during bit frame anticollision loops and are standarfd
vith a length of 7 bytes, split into the following two parts:

1 forrtransmission from PCD to PICC;

24or transmission from PICC to PCD.

For the length of part 1 and part 2, the following rules shall apply:

— rule 1: The sum of data bits shall be 56;

— rule 2: The minimum length of part 1 shall be 16 data bits;

— rule 3: The maximum length of part 1 shall be 48 data bits.

Consequently, the minimum length of part 2 shall be 8 data bit and the maximum length shall be
40 data bits.

10
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Since the split can occur at any bit position within a byte, the following two cases are defined:

— case FULL BYTE: Split after a complete byte. A parity bit is added after the last data bit of part 1;
— case SPLIT BYTE: Split within a byte. No parity bit is added after the last data bit of part 1.

The Block Check Characters (BCC) is calculated as exclusive-or over the four previous bytes.

The following examples for case FULL BYTE and case SPLIT BYTE define the bit organization and order
of bit transmission, illustrated in Figure 5 and Figure 6.

NOTE These examples include proper values for NVB and BCC.

Standard frame, split after 4™ complete data byte

SEL NVB uido uid1 y  uid2 uid3 BCE
[s] 11001001 [ 1] 00000010 [0] 01001100 [ 0] 00001000 J0[ 11010101 [ 0] 10110011 | 0]100%00010 [ 1]E]
'93' 40’ 32" 10’ "AB’ ‘D’ ‘44
Anticollision frame, part 1: PCD to PICC
A
1 A

[s] 11001001 [ 1] 00000010 [ 0] 01001100 [ 0] 00001000 JO]E]|

Antieollision frame, part 2: PICC to PCD
AL

-

[s]1r0t0101 Jo 10110011 [ 0] 00100010 [ 1]E]|

Higure 5 — Bit organization and transmission of bit oriented anticollision frame, case FULL BYTE

Standard frame, split after 2 data bytes + 5 data bits

SEL NVB uido uid1 uid2 uid3 BCC
[s] 11001001 [ 1] 10100100 [ 0] 01002100 | 0] 00001000 Jo] 11010101 [ 0] 10110011 [ 0] 00100010 [ 1]E]
'93" '25' 8201 10’ ‘AB' ‘D’ ‘44'

e

Anticollision frame, part1%PCD to PICC
1C

1 A

[s] 11001001 | 2] To100100 [ o] 01001 [E]

Anticollision frame, part 2: PICC to PCD
N

[s] 100 [ x| 00001000 [ o] 11010101 [0 10110011 [ 0] 00100010 [ 1]E]|

Figure 6 — Bit organization and transmission of bit oriented anticollision frame, case SPLIT BYTE

1

or-a'SPLIT BYTE, the first parity bit of part 2 shall be ignored by the PCD.

6.2.4 CRCA
A frame that includes CRC_A shall only be considered correct if it is received with a valid CRC_A value.

The frame CRC_A is a function of k data bits, which consist of all the data bits in the frame, excluding parity
bits, S and E, and the CRC_A itself. Since data is encoded in bytes, the number of bits k is a multiple of 8.

For error checking, the two CRC_A bytes are sent in the standard frame, after the bytes and before
the E. The CRC_A is as defined in ISO/IEC 13239 but the initial register content shall be ‘6363’ and the
register content shall not be inverted after calculation.

For examples, refer to Annex B.

© ISO/IEC 2016 - All rights reserved 11
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6.3 PICC states

The following subclauses provide descriptions of the states for a PICC of Type A specific to the
anticollision sequence.

The following state diagram in Figure 7 specifies all possible state transitions caused by commands of
this part of ISO/IEC 14443. PICCs shall react to valid received frames only. No response shall be sent
when transmission errors are detected except for PICCs in ACTIVE or ACTIVE* state.

The following symbols apply for the state diagram shown in Figure 7.

AC ANTICOLLISION command (matched UID)
nAC ANTICOLLISION command (not matched UID)
SELECT SELECT command (matched UID)

nSELECT SELECT command (not matched UID)

RATS RATS command, defined in ISO/IEC 14443-4
DESELECT DESELECT command, defined in ISO/IEC 14443-4
Error transmission error detected or unexpected Type A command

12 © ISO/IEC 2016 - All rights reserved
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_—r

REQA,
WUPA,
AC,

SELECT,
nSELECT,
Error

A 4

nAC, SELECT

REQA,
WUPRA,
AC,

nAcC,
SELECT,
nSELECT,
Error

PROTOCOL

RAT

DESELECT

Specified in
ISO/IEC 14443-4

HLTA
A

A\ 4

A4
S

Out of Field
=\POWER-OFF
In Field

REQA, L AC,

AC, A

HAC nAC,

g SELECT,

SELECT, 7\ IDLE i ——

nSELECT, \ _/l— HLTA,

HLTA,

Error

Error
REQA, REQA,
WUPA, WUPA,
nAC, WUPA nAC, REQA, WUPA
nSELECT, nSELECT,
HLTA, HLTA,
Error Error

SELECT

HLTA

Figure 7 — PICC Type A state diagram

ICCs being compliant with ISO/IEC 14443-3 but not selected with RATS from ISO/IEC 1444
bdve the ACTIVE or ACTIVE* state by proprietary commands.

3-4 may

6.3.1 POWER-OFF state

Description:

In the POWER-OFF state, the PICC is not powered by a PCD operating field.

State exit conditions and transitions:

If the PICC is in an energizing magnetic field greater than Hpyi, (see ISO/IEC 14443-2), it shall enter its
IDLE state within a delay not greater than defined in 5.2.

© ISO/IEC 2016 - All rights reserved
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6.3.2 IDLE state
Description:

In the IDLE state, the PICC is powered. It listens for commands and shall recognize REQA and WUPA
commands.

State exit conditions and transitions:

The PICC enters the READY state after it has received a valid REQA or WUPA command and transmitted
its ATQA=

6.3.3 EADY state
Description:

In the READY state, the bit frame anticollision method shall be applied. Cascade lewels are handled
inside this state to get the complete UID.

State exit conditions and transitions:

The PIC( enters the ACTIVE state when it is selected with its complete UID:

6.3.4 ACTIVE state
Descripjtion:

If the PICC complies with ISO/IEC 14443-4 then the PICC shall'be ready to accept the protocol activatio
command (RATS) as specified in ISO/IEC 14443-4, elseit may proceed with non ISO/IEC 14443-
protocol.

=

State eyit conditions and transitions:
The PICC enters the HALT state when a valid HLTA command is received.

NOTE In the higher layer protocol, specific.commands can be defined to return the PICC to its HALT state.

6.3.5 HALT state

Descripjtion:

In the HALT state, the PICC'shall respond only to a WUPA command.
State exit conditionsand transitions:

The PIC( enters the READY* state after it has received a valid WUPA command and transmitted its ATQA.

6.3.6 READY* state

Description:

The READY* state is similar to the READY state. The differences are the transitions specified in Figure 7.
The bit frame anticollision method shall be applied. Cascade levels are handled inside this state to get
complete UID.

State exit conditions and transitions:

The PICC enters the ACTIVE* state when it is selected with its complete UID.

6.3.7 ACTIVE* state

Description:

14 © ISO/IEC 2016 - All rights reserved
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The ACTIVE* state is similar to the ACTIVE state. The differences are the transitions specified
in Figure 7. If the PICC complies with ISO/IEC 14443-4, then the PICC shall be ready to accept the
protocol activation command (RATS) as specified in ISO/IEC 14443-4, else it may proceed with non
ISO/IEC 14443-4 protocol.

State exit conditions and transitions:

The PICC enters the HALT state when a valid HLTA command is received.

6.3.8 PROTOCOI state

Description:

Ih the PROTOCOL state, the PICC behaves according to ISO/IEC 14443-4.

6.4 Command set

The commands used by the PCD to manage communication with several PIECs are as follows:
+— REQA;

-+ WUPA;

+ ANTICOLLISION;

+ SELECT;

-+ HLTA.

The commands use the byte and frame formats described above.

4.4.1 REQA and WUPA commands

]

he REQA and WUPA commands are seiit by the PCD to probe the field for PICCs of Type A. They are
ransmitted within a short frame. See/Figure 7 to check in which cases PICCs actually have to apswer to
hese respective commands.

—

—_—

articularly, the WUPA comiiand is sent by the PCD to put PICCs which have entered the HALT stjlate back
hto the READY* state. Theyshall then participate in further anticollision and selection procedures.

—

=

able 3 shows the coding of REQA and WUPA commands which use the short frame format.

Table 3 — Coding of short Frame

b7 |b6 | b5 (b4 | b3 | b2 | bl |Meaning
0|1(0|0|1|1]|0/|26=REQA
110]1|10|0]|1]0]|52=WUPA
0111170111071 1[35=O0ptionaltimeslotmethod;see AnnexC
110[0| x| x| x| x |40 to‘4F =Proprietary
111 |1]x]| x| x |'78to'7F =Proprietary
all other values RFU

A PCD sending an RFU value is not compliant with this part of ISO/IEC 14443.

A PICCreceiving an RFU value should consider the short frame as an error (see Figure 7) and should not
send a response.

© ISO/IEC 2016 - All rights reserved 15
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6.4.2 ANTICOLLISION and SELECT commands

These commands are used during an anticollision loop (see Figure 5 and Figure 6). The ANTICOLLISION
and SELECT commands consist of the following:

— select code SEL (1 byte);
— number of valid bits NVB (1 byte, for coding see Table 8);
— 0 to 40 data bits of UID CLn according to the value of NVB.

NOTE The composition of UID CLn for the different UID sizes is shown in Figure 12.

SEL spetifies the cascade level CLn.

The ANTICOLLISION command is transmitted within bit oriented anticollision frame.
The SELECT command is transmitted within standard frame.

As long s NVB does not specify 40 valid bits, the command is called ANTICOLLISION command, where
the PICJremains in READY or READY* state.

If NVB gpecifies 40 data bits of UID CLn (NVB = ‘70’), a CRC_A shall be appended. This command is
called SELECT command.

If the PICC has transmitted the complete UID, it transits from READY state to ACTIVE state or frotn
READY* state to ACTIVE* state and indicates in its SAK responsé that UID is complete.

Otherwise, the PICC remains in READY or READY* state and\the PCD shall initiate a new anticollisiop
loop with increased cascade level.

6.4.3 HLTA command

The HLT|JA command consists of two bytes followed by CRC_A and shall be transmitted within a standard
frame, defined in Figure 8.

S| 50" | ‘00° CRC_A E

Figure 8 = Standard frame containing HLTA command

If the PICC responds with.-any modulation during a period of 1 ms after the end of the frame containinjg
the HLTA command, this response shall be interpreted as ‘not acknowledge’.

The PCO should applyan additional waiting time margin of 0,1 ms.

6.5 Selectsequence

The purhose of the select sequence is to get the UID from one PICC and to select this PICC for furthdr
communication.

6.5.1 Select sequence flowchart

The select sequence is specified in Figure 9.

16 © ISO/IEC 2016 - All rights reserved
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ISO/IEC 14443-3

o)

'

Send REQA

!

Receive ATQA

v

Select
cascade level 1

I v v
Increase Perform bit frame
cascade level anticollision loop

A

UID not complete, PICC not
compliant to
ISO/IEC 14443-4

UID not complete

Check SAK

UID complete, PICC
compliant to
ISO/IEC 14443-4

I Y

I Prorietary

Proceed with cominands and protocols | commands
definedinISO/IEC 14443-4 I and protocols

Figure(9)— Initialization and anticollision flowchart for PCD

HICCs may use ATQAbit combinations of b9 to b12 for indication of proprietary methods.

law]

ICCs that do HotSupport the mandatory bit frame anticollision are not compliant with thig part of
50/1EC 14443.

]

4.5.2 _“ATQA — Answer to Request

After 'a REQA command is transmitted by the PCD, all PICCs in the IDLE state shall [respond
synchronousty with ATQA:

After a WUPA command is transmitted by the PCD, all PICCs in the IDLE or HALT state shall respond
synchronously with ATQA.

The PCD shall detect any collision that may occur when multiple PICCs respond.

An example is given in Annex A.

6.5.2.1 Coding of ATQA
Table 4 specifies the coding of ATQA. All RFU bits shall be set to (0)b.

© ISO/IEC 2016 - All rights reserved 17
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Table 4 — Coding of ATQA

MSB

LSB
b16 | b15 | b14 | b13 | b12 | b11 [ b10 | b9 | b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1
RFU Proprietary coding UID size RFU Bit frame anticollision
bit frame

The PICC shall send the byte consisting of (b1 to b8) first and then the byte consisting of (b9 to b16) in
a PICC standard frame.

A PICCs
with thi

APCDd
loop (se
value in

APCDr
should d

6.5.2.2
— Rulg
—  Rulg

anticollision (see Table 6).

ending an ATQA with (b8,b7) = (11)b or (b16 to b13) <> (0000)b or b6 <> (0)b is not complias]t
5 part of ISO/IEC 14443.
btecting a collision in any bit of (b16 to bl) shall commence with the first step of the anticollisiop

p 6.5.3.1). The PCD shall commence with the first step of the anticollision loop regdrdless of anly
the proprietary field b12 to b9.

pceiving (b8,b7) = (11)b or (b16 to b13) <> (0000)b or b6 <> (0)b should ignore the values and
ommence with the first step of the anticollision loop (see 6.5.3.1).

Coding rules for bit frame anticollision

 1: Bits b7 and b8 code the UID size (single, double or triple, seé Table 5).

p 2: Only one out of the five bits b1, b2, b3, b4 or b5 shall\be set to (1)b to indicate bit framie

Table 5 — Coding of b8 and b7 for bit frame anticollision

b8 b7 Meaning
0 0 UID size: single
0 1 UID size: double
1 0 UID size: triple
1 1 RFU

Table 6 — Coding of b5 to b1 for bit frame anticollision

b5 | b4, b3 | b2 | bl Meaning
bit frame anticollision

bit frame anticollision

bit frame anticollision

bit frame anticollision

o|loTOio |-
(=N Rl Nl N fa
o |Oo|Rr|O|O
o |lRr|O|lOC|O
Il = =R =N ]

bit frame anticollision

6.5.3

6.5.3.1

P 1L cian—and-Sal 'S
IIUICUIIISIVII dIIU JUITLU

Anticollision loop within each cascade level

The following algorithm shall apply to the anticollision loop.

Step 1 The PCD shall assign SEL with the code for the selected anticollision cascade level.

Step 2 The PCD shall assign NVB with the value of ‘20"
NOTE 1 This value defines that the PCD will transmit no part of UID CLn. Consequently, this com-
mand forces all PICCs in the field to respond with their complete UID CLn.

Step 3 The PCD shall transmit SEL and NVB.
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Step 4 All PICCs in the field shall respond with their complete UID CLn.

Step 5 If more than one PICC responds, a collision may occur. If no collision occurs, steps 6 to 10 shall be
skipped.
Step 6 The PCD shall recognize the position of the first collision.

Step 7 The PCD shall assign NVB with a value that specifies the number of valid bits of UID CLn. The valid
bits shall be part of the UID CLn that was received before a collision occurred followed by a (0)b or
(1)b, decided by the PCD. A typical implementation adds a (1)b.

Step 8 The PCD shall transmit SEL and NVB, followed by the valid bits.

Ftep 9 Only PICCS of which the part of UID CL7 1S equal to the valid bits transmitted by the PCD shpll
transmit their remaining bits of the UID CLn.

btep 10 If further collisions occur, steps 6 to 9 shall be repeated. The maximum number of loops is [32.
btep 11 If no further collision occurs, the PCD shall assign NVB with the value of ‘70’.

NOTE 2 This value defines that the PCD will transmit the complete UID CLn.
btep 12 The PCD shall transmit SEL and NVB, followed by all 40 bits of UID CLn, followed by CRC_A
btep 13 The PICCs which UID CLn matches the 40 bits shall respond with their' SAK.

btep 14 If the UID is complete, the PICC shall transmit SAK with cleared caséade bit and shall transift from
READY state to ACTIVE state or from READY* state to ACTIVE?* State.

btep 15 The PCD shall check if the cascade bit of SAK is set to decide'whether further anticollision Ipops
with increased cascade level shall follow.

]

F the UID of a PICC is complete and known by the PCD, the PGD may skip step 2 to step 10 to sglect this
HICC without performing the anticollision loop.

NOTE 3  Figure 10 explains steps 1 to 13.
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[Start of anticollision

loop

Y

)

@l SEL := code (cascade level) |

Y

0

NVB := 20’

Y

@ NVB :="20" + coll

SEL

Transmit

@ ANTICOLLISION Command

NVB

Figure 10 — Anticollision loop, flowchart for PCD

@ Receive UID CLn @
(2 OO
coll := Position of first
Yes collision

v v

O ANTICOLLISION Command
8

\
Transmit

| SEL I NVB I UID CLn

|

Transmit SELECT Command

| SEL | NVB | UIDCEn

| CRC_A |

Y

@

Receive SAK

Y

[ End of anticollision

loop

)

NOTE 4 | The cireled numbers correspond to the steps of the algorithm.
6.5.3.2 | Cading of SEL (select code)
Table 7 specifiesthe codingof SEL:
Table 7 — Coding of SEL
b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
1 010 1 010 1 1 '93": Select cascade level 1
1 0 0 1 0 1 0 1 '95": Select cascade level 2
1 0 0 1 0 1 1 1 '97’: Select cascade level 3
1 0 0 1 |other values except RFU
those here above
20
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The length of SEL is 1 byte. The possible values are ‘93’,‘95’, ‘97",

NOTE Only three SEL codings are defined and the PICC behavior when receiving undefined codings is
unpredictable.

6.5.3.3 Coding of NVB (number of valid bits)
Length: 1 byte

The upper 4 bits are called “byte count” and specify the integer part of the number of all valid data bits
transmitted by the PCD (including SEL and NVB) divided by 8. Consequently, the minimum |value of
“byte count” is 2 and the maximum value is 7.

—

he lower 4 bits are called “bit count” and specify the number of all valid data bits transmitted by the
CD (including SEL and NVB) modulo 8.

—

Table 8 — Coding of NVB

b8 | b7 | b6 | b5 Meaning b4 | b3 | b2/,-bl Meaning

0 0 1 0 | byte count=2 0 0 0 0 | bitcount=0
0 0 1 1 | byte count =3 0 0 0 1 | bitcount=1
0 1 0 0 | byte count=4 0 0] 1 0 | bitcount=2
0 1 0 1 | byte count=5 0 0 1 1 | bitcount=3
0 1 1 0 | bytecount=6 0 1 0 0 | bitcount=4
0 1 1 1 | byte count=7 0 1 0 1 | bitcount=5

0 1 1 0 | bitcount=6

0 1 1 1 | bitcount=7

—]

he PCD shall set NVB only to values defined in Table 8 except that for byte counts 6 and 7,|only bit
ount of 0 is allowed. A PCD setting NVB to any forbidden value is not compliant with thig part of
50/1EC 14443.

—

PCD setting the byte count (b8(to'b5) to any value outside the range 2 to 7 is not compliant yith this
art of ISO/IEC 14443. A PCD,setting the bit count (b4 to b1) > 7 for byte count equal 2 to 5 of setting
he bit count (b4 to bl) to any:walue other than 0 for byte count equal 6 or 7 is not compliant yith this
art of ISO/IEC 14443.

o M sl o Hila >

4.5.3.4 Coding of SAK (Select acknowledge)

SAK, as defined(in'Figure 11, is transmitted by the PICC when NVB has specified 40 valid data|bits and
Uhen all these{data bits match with UID CLn.

<

1" byte | 2", 3" bytes
SAK CRC_A
(1 byte) (2 bytes)

Figure 11 — Select acknowledge (SAK)

The coding of bits b3 (cascade bit) and b6 is given in Table 9.
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Table 9 — Coding of SAK

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

X [ x| x| x| x|1]|x]|X Cascade bit set: UID not complete

x | x| 1| x| x |0 x| X UID complete, PICC compliant with ISO/IEC 14443-4

x | x| 0] x| x| 0| x| x | UDcomplete, PICC not compliant with ISO/IEC 14443-4

“x” means a “don’t care” value.

For b3 = (1)b, the PCD shall ignore any other bit of SAK. For b3 = (0)b, the PCD shall interpret b6 and

shall ignore any of the remaining bits of SAK. A PCD behaving differently is not compliant with this par
of ISO/IEC 14443.

When b3 is set to (1)b, all other bits of SAK should be set to (0)b.

6.5.4

The UID|consists of 4, 7 or 10 UID bytes. Consequently, the PICC shall handle up to 3-cascade levels to gg
all UID bytes. Within each cascade level, a part of UID shall be transmitted to thé-P€D. The relationshi
betweer| the UID size (see Table 5), the numbers of UID bytes and cascade levels'is given in Table 10.

The UID|is

— eithpr a fixed unique number,
— ara
— afiyjed non-unique number (only allewed for single size UID).

The first byte (uid0) of the UID assigns the content of the following bytes of the UID as defined ip
Table 11} and Table 12.

UID contents and cascade levels

Table 10 — UID size

UID size Number of UID bytes Cascade levels
single 4 1
double 7 2
triple 10 3

hdom number which is dynamically generated by the PICC (only allowed for single size UID), ofr

Table 11 — Single size UIDs

uid0 Description
‘08’ uid1 to uid3 is a random number which is dynamically
generated
PXOF _ 4X7n’ 1X9P _ ‘XE',
'18%./28’,38’,‘48’,‘58’, ‘68’, ‘78, Proprietary number
,98', ’A8,, 'BB', 1C8r' 4D8|' 1E8v
'F8’ RFU
xF’ Fixed number, non-unique

A random UID shall be generated only on state transition from POWER-OFF state to IDLE state.

The value ‘88’ of the cascade tag CT shall not be used for uid0 in single size UID.
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Table 12 — Double and triple size UIDs

uid0 Description

Manufacturer ID according to |Each manufacturer is responsible for the uniqueness of
ISO/IEC 7816-62 the value of the other bytes of the unique number.

a  The values ‘81" to ‘FE’, which are marked for “Proprietary” in ISO/IEC 7816-6 shall not be
allowed in this context.

The value ‘88’ of the cascade tag CT shall not be used for uid3 in double size UID.

il

igure 12 defines the usage of cascade levels

UID size | PCD |93’
single

PICC uidOjuid1fuid2|uid3| BCC

UID size | PCD |'93" ‘957
double

PICC CT [uidOfuid1|uid2| BCC uid3|uid4|{uid5puid6| BCC

UID size | PCD |93’ 957 97’
triple

PICC CT |uidOfuid1|uid2| BCE CT |uid3|uid4| uid5| BCC uid6 juid7|uid8{uid9| [BCC

Cascade\level 1 Cascade Level 2 Cascade Level 3

Figure 12 — Usage of cascade levels

NOTE The purpose of the cascade tag is to force a collision with PICCs that have a smaller UID size.

—

he following algorithm shall apply to the PCD to get the complete UID:

btepsl The PCD selects cascade level 1.
btep) 2 The anticollision loop shall be performed.
Step 3 The PCD shall check the cascade bit of SAK.

Step 4 If the cascade bit is set, the PCD shall increase the cascade level and initiate a new anticollision loop.

A PICC sending uid0 with an RFU value is not compliant with this part of ISO/IEC 14443. A PICC sending
a proprietary number shall fulfil all other requirements of the anticollision sequence including CT;
otherwise, such a PICC is not compliant with this part of ISO/IEC 14443.

During the anticollision, the PCD shall regard uid0 with RFU or proprietary values as a regular uidO0.
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7 Type B — Initialization and anticollision
This Clause describes the initialization and anticollision sequence applicable for PICCs of Type B.

A PICC or PCD sending RFU bits shall set these bits to the value indicated herein or to (0)b if no value is
given. A PICC or PCD receiving RFU bits shall disregard the value of these bits and shall maintain and
not change its function, unless explicitly stated otherwise.

7.1 Character, frame format and timing

This Claluse defines the character, frame format and timing used during communication initializatioh
and antifcollision for PICCs of Type B. For bit representation and coding, refer to ISO/IEC 14443-2¢

etu is ddfined in 6.1.

7.1.1 [Character transmission format

Bytes arle transmitted and received between PICCs and a PCD by characters, the farmat of which durinjg
the antigollision sequence is as follows:

1 start bit at logic “0”;

8 dqta bits transmitted, LSB first;

1 stpp bit at logic “1”.

The trarjsmission of one byte is performed with a character requiring 10 etu as illustrated in Figure 13.

Start LSB MSB Stop EGT

bl b2 b3 b4 b5 b6 b7 b8

10 etu

Figure 13 —Character transmission format

For bit rptes of 3fc/4, fc, 3fc/2 and 2fc, see E.2.2.3.

From P(D to PICC, bit boundaries within a character shall occur as defined in Table 13, where n is thie
number |of bit boundaries:after the start bit falling edge (1 <n <9).

Table 13 — Bit boundaries from PCD to PICC

PCD to PICC bit rate
fc/128 fc/64 fc/32 fc/16
Bit boundaries from PCD to PICC for the fallingedge(s) | netu+8/fc | netu+1/fc | netu+1/fc | netu+1/fa
Bit boundaries from PCD to PICC for the rising edge(s) | netu+8/fc | netuz4/fc | netu2/fc | netu+1/fc

For PCD to PICC bit rates of fc/8, fc/4, fc/2, bit boundaries shall occur at nominal bit positions.

7.1.2 Character separation

7.1.2.1 Character separation for bit rates up to fc/16

A character may be separated from the next one by the extra guard time EGT.

The EGT between two consecutive characters sent by the PCD to the PICC shall be between 0 and 5,875
etu (not necessarily an integer number of etu), as defined in Table 14.
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The EGT between two consecutive characters sent by the PICC to the PCD shall be between 0 a
(not necessarily an integer number of etu), as defined in Table 15.

Table 14 — EGT from PCD to PICC

EGT PCD to PICC
PCD shall use EGT between PICC shall accept EGT between
Min Max Min Max
Qetu 5,875 etn 0 ety 6 etu

nd 2 etu

Table 15 — EGT from PICC to PCD

EGT PICC to PCD
PICC shall use EGT between PCD shall accept EGT between
Min Max Min Max
0 etu 2 etu 0 etu 2,125 etu

]

hteger number of etu for EGT should be used for all bit rates. Non integervalues may not be acd
fliture revisions of this part of ISO/IEC 14443.

71.1.2.2 Character separation for bit rates of fc/8, fc/4 and fe/2

No character separation shall be applied.

1.1.3 Frame format

—_—

CDs and PICCs shall send characters as framessThe frame is delimited by SOF and by EOF, as d
igure 14, unless suppressed in accordance.with 7.10.3.3.

ol

SOF Characters EOF

Figure 14 — Frame Format

Hor bit rates of 3fc/4, fc, 3fo/2 and 2fc, see E.2.2.2.

1.1.4 SOF

(@s)]

OF, as illustrated in Figure 15 and defined in Table 16, Table 17 and Table 18, is compose
bllowing:

-

- onefalling edge;

epted in

bfined in

d of the

—(followed by 10 to 11 etu with a logic “0” (SOF low);

— followed by one single rising edge;

— followed by 2 to 3 etu with a logic “1” (SOF high).

No (sub)carrier L _____________ >10etu,<lletu
modulation

Figure 15 — SOF

© ISO/IEC 2016 - All rights reserved

25


https://standardsiso.com/api/?name=d45baaf6be23b375c991fa2b38ed90c4

ISO/IEC 14443-3:2016(E)

Table 16 — SOF of PCD transmission

PCD shall use time between PICC shall accept time between
Min Max Min Max
PCD SOF low 10 etu 11 etu +1/16 etu 10 etu-1/16 etu 11 etu+ 1/8 etu
PCD SOF high 2etu-1/16 etu 3etu+1/16etu 2etu-1/8etu 3etu+1/8etu

Table 17 — SOF low of PICC transmission

Bit rate PICC shall use SOF low time between |PCD shall accept SOF low time between
Min Max Min Max
fc/128 10 etu-0,5/fs 11 etu+0,5/fs 10 etu-1/fs 11 etu+ 1/fs
fc/64 10 etu 11 etu 10 etu-0,5/fs 11 etu™+ 0,5/fs
fc/32 10 etu 11 etu 10 etu 11 etu
>fc/32 10 etu 11 etu 10 etu 11 etu

Table 18 — SOF high of PICC transmission

Bit rate PICC shall use SOF high time between |PCD shall\accept SOF high time between
Min Max Min Max
fc/128 2etu-0,5/fs 3etu+0,5/fs Zetu-1/fs 3etu+1/fs
fc/64 2 etu 3etu 2etu-0,5/fs 3etu+0,5/fs
fc/32 2 etu 3 etu 2 etu 3etu
>fc/32 2 etu 3etu 2 etu 3 etu
NOTE All values in Table 17 and Table 18 comply with the phase shifts requirements of ISO/IEC 14443-
2:2016,92.4.

For bit rptes of 3fc/4, fc, 3fc/2 and 2fc see E.2.2:2;

7.1.5

EOF, as illustrated in Figure 16 anddefined in Table 19 and Table 20, is composed of the following:
— oneffalling edge;
— follgwed by 10 to 11 etwwith a logic “0” (EOF low);

— follawed by one sifgle rising edge.

EOF

26

Last chavacter L 210 etu, <11 etu / No (sub)carrier
""""""""""""""""""""""""" modulation

transition

Figure 16 — EOF

Table 19 — EOF of PCD transmission

PCD shall use EOF time between |PICC shall accept EOF time between
Min Max Min Max
10 etu 1lletu+1/16etu | 10etu-1/16etu | 11etu+1/8etu
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Table 20 — EOF of PICC transmission

Bit rate PICC shall use EOF time between PCD shall accept EOF time between
Min Max Min Max

fc/128 10 etu-0,5/fs 11 etu+0,5/fs 10 etu-1/fs 1letu+1/fs

fc/64 10 etu 11 etu 10 etu-0,5/fs 11etu+0,5/fs

fc/32 10 etu 11 etu 10 etu 11 etu

>fc/32 10 etu 11 etu 10 etu 11 etu
NOTE All values in Table 20 comply with the phase shifts requirements of ISO/IEC 14443-2:2016,9|2.4.
Hor bit rates of 3fc/4, fc, 3fc/2 and 2fc, see E.2.2.2.
71.1.6 Timing before the PICC SOF
HICC start of communication after a PCD data transmission shall respect the timing defined in Fjgure 17.
The default minimum values of TR0 and TR1 are defined in ISO/IEC 14443+2"and may be reducdd by the
HCD; see 7.10.3.
The maximum value of TRO is as follows:
4+ 4096/fc (~ 302 ps) for ATQB;
4+ 65536/fc - TR1 for S(DESELECT) and S(PARAMETERS) blocks (see ISO/IEC 14443-4:2016} 8.1);
+ (4 096/fc) x 2FWI - TR1 for all other frames (see 7.9:4.3).
The maximum value of TR1 is 200/fs.

PCD Last character | EOF Unmodulated carrier
| TRO | TR1 i
feee e o -
------------------------ [
PICC Sgbearrier OFF "¢ | Unmodulated SOF
_______________________________ | subcarrier ON
Figure 17 — Timing before the PICC SOF

NOTE g picc is specified in Clause 8.
A PIECYmay turn on the subcarrier only if it intends to begin transmitting information.
Themimimratamd maximrat vatues of TROamd-TRTareappticabte to PICCs- PEDs shattaccept minimal

and maximal values of TRO with a margin of 16/fc and of TR1 with a margin of 1/fs.

7.1.7 Timing before the PCD SOF

PCD start of communication after a PICC data transmission and EOF shall respect the timing in

Figure 18.

The PICC shall turn off its subcarrier after the transmission of the EOF and respect the timing in

Table 21. The subcarrier signal shall
— not be stopped before the end of the EOF, and

© ISO/IEC 2016 - All rights reserved
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— be stopped no later than 2 etu after the end of the EOF.

NOTE If the subcarrier is turned off at the same time as the rising edge of the PICC EOF, then the stopping of
the subcarrier represents the rising edge of the PICC EOF.

The minimum value of TR2 is coded in ATQB by Protocol_Type in “Protocol Info” field (see 7.9.4.4).

PICC
. fs ON fs to OFF fz OFF
Subcarrier
| I
| I
I
PIGC Data -
Last character EOF =2etu ' Undefined
Lo .
TR2
- >
|
ACD Unmodulated Carrier SOF

Figure 18 — Timing before the PCD,SOF

Table 21 — Timing (fs to OFF) before PCD SOF

PICC shall use time between PCD'shall accept time between
Min Max Min Max
0 etu 2 etu 0 etu 2etu+1/fs

The minlimal value of TR2 is applicable to PICC$.PCDs shall respect minimal value of TR2 with a margi
of 100/f¢.

-

For bit rptes of 3fc/4, fc, 3fc/2 and 2fc, see-£.2.1.2.2.

7.2 CRC_B

A frame(shall only be considéred correct if it is received with a valid CRC_B value.

The frapne CRC_B is a function of k data bits, which consist of all the data bits in the frame, excluding
start bitfs, stop bits, delays between bytes, SOF and EOF, and the CRC_B itself. Since data is encoded ip
bytes, the number §fbits k is a multiple of 8.

For errdr checking, the two CRC_B bytes are included in the frame, after the data bits and before thie
EOF. Th¢ CRC B is as defined in ISO/IEC 13239. The initial register content shall be all ones: ‘FFFF".

For exainplies, Tefer to ANNEX B-

7.3 Anticollision sequence
An anticollision sequence is managed by the PCD through a set of commands detailed in this subclause.

The PCD is the master of the communication with one or more PICCs. It initiates PICC communication
activity by issuing a REQB/WUPB command to prompt for PICCs to respond.

During the anticollision sequence, it may happen that two or more PICCs respond simultaneously: this
is a collision. The command set allows the PCD to handle sequences to separate PICC transmissions in
time. The PCD may repeat its anticollision procedure until it finds all PICCs in the operating volume.
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Having completed the anticollision sequence, PICC communication will be under control of the PCD,

allowing only one PICC to talk at a time.

The anticollision scheme is based on definition of slots in which PICCs are invited to answer with
minimum identification data. The number of slots is parameterized in the REQB/WUPB and can vary
from one to some integer number. PICC response probability in each slot is also controllable. PICCs are

allowed to answer only once in the anticollision sequence.

Consequently, even in case of multiple PICCs present in the PCD field, there will probably be

a slot in

which only one PICC answers and where the PCD is able to capture the identification data. Based on the

iflentification data, the PCD is able to establish a communication channel with the identified PI

7.4 PICC states description

=

CC.

An anticollision sequence allows selection of one or more PICCs for further communicatien’at any time.

ifferent states and transition conditions between states describe the PICC,detailed behaviof during

the anticollision sequence.
The following symbols apply for Figure 19 and Figure 20.
REQB(AFI/nAFI, N, R)/WUPB(AFI/nAFI, N, R) REQB/WUPB commarids with matched/unmatchgd AFI
AFI matched AFI
NAFI unmatchedAFI
blot-MARKER Slot-MARKER command with matched slot numbejr
nSlot-MARKER Slot-MARKER command with unmatched slot number
HLTB(PUPI) HLTB command with matched PUPI
1LTB(mPUPI) HLTB command with unmatched PUPI
ATTRIB(PUPI) ATTRIB command with matched PUPI
ATTRIB(nPUPI) ATTRIB command with unmatched PUPI
Error transmission error detected or unexpected Type B com-
mand

© ISO/IEC 2016 - All rights reserved
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REQB(nAFI)
WUPB(nAFI)
HLTB(PUPI)
HLTB(nPUPI)
ATTRIB(PUPI)
ATTRIB(nPUPI)
Slot-MARKER

POWER-OFF

In Field

Out of Field

_—

Ald;UL'lVlnl\l\Ll\
Error |

REQB(AFI, N>1, R>1)

REQB(nAFI)
\VUPB(nAFI)

WUPB(AFI, N>1, R>1)
nSlot-MARKER
HLTB(PUPI)
HLTB(nPUPI)
ATTRIB(PUPI)
ATTRIB(nPUPI)

Error

REQB(AFI, N>1, R>1)

READY-REQUISTED

WUPB(AFI, N>1, R>1)

4 WUPB(AFI, N>1, R>1)

e REQB(nAFI)

REQB(AFI, N=1) WUPB(nAFI)

WUPB(AFI, N=1)
REQB(AFI, N>1, R=1)
WUPB(AFI, N>1, R=1)
y
REQB(AFI, N>1, R>1) —

Y
e

REQB(AFI, N=1)
WUPB(AFI, N=1)
REQB(AFI, N>1, R=1)
WUPB(AFI, N>1,:R=1)
Slot-MARKER

WUPB(AFI, N>1, R>1)

REQB(AFI, N=1)
WUPB(AFI], N=1)
REQB(AFI, N>1, R=1)
WUPB(AFI, N>1, R=1)
Slot-MARKER
nSlot-MARKER
HLTB(nPUPI)
ATTRIB(nPUPI)
Error

) WUPB(nAFI)

A
REQB(AH)
REQB(nAFI)

WUPB(ART)
WUPB(nAFI)
HLTB(PUPI)
HLTB(nPUPI)
ATTRIB(PYPI)

ATTRIB(nPp

Slot-MARKER

nSlot-MARK
Error

> READY-DECLARED
L \\

ATTRIB(PUPI)

WUPB(AFI, N=1)

WUPB(AFI, N>1, R=1)

HLTB(PUPI)

PROTOCOL

PI)
ER Specified in
ISO/IEC 14443-4

-l

Figure 19 — PICC Type B state diagram

REQB(AFI)
REQB(nAFI)
HLTB(PUPI)
HLTB(nPUPI)

ATTRIB(PUPI),

ATTRIB(nPUPI
Slot-MARKER

nSlot-MARKER

Error
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7.4.1 Initialization and anticollision flowchart

POWER-OFF
Generate PUPI

Else

[ waitforREQB ]

l or WUPB J

REQB or WUPB

Yes

R>1

Select R J +

R=1 Else

Wait for Matched REQB or WUPB
Slot-MARKER

Slot-MARKER

»lat
Ll

Send ATQB

Else
Waitfor/ATTRIBUT(PUPI) ] REQB or WUPB
Or HLTB(PUPI) J
ATTRIB(PUPRI) HLTB(PUPI)
Y
Send Answer to Send Answer to
ATTRIB(PUPI) HLTB(PUPI)
[T =TT T Ty T —— 1
| Specified.in |
: ISO/IEC 14443-4 PROTOCOL :
P CAN DESELECT | ____ |
Else y y
—[ HALT ]

Figure 20 — PICC initialization and anticollision flowchart

NOTE Ris a random number chosen by the PICC in the range from 1 to N (for coding of N, see 7.7.4).

7.4.2 General statement for state description and transitions

To any state, the following shall apply:

— the PICC shall return to POWER-OFF state if the RF field disappears.
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To any state specific to the anticollision sequence (except PROTOCOL state), the following shall apply:

— default communication parameters as defined in ISO/IEC 14443-2 and in the previous sections shall
be used;

— the PICC shall not emit subcarrier except to transmit response frames as specified in the previous
sections;

— ifaframe from the PCD is valid (correct CRC_B), the PICC shall perform the required action and/or
response depending on its state;

— as iianticollision commands the first three bits of the data in a frame are (101)b (three first bitsx

ant

— the
detsg

icollision Prefix byte) the PICC shall not answer to any command frame not starting with (101)k

PICC shall only react to valid frames received (no response sent when transmission errors an
cted).

POWER-OFF state

Descripjtion:

In the P

DWER-OFF state, the PICC is not be powered by a PCD operating figld.

State exit conditions and transitions:

If the PI
IDLE stg

CC is in an energizing magnetic field greater than Hpi, (s€e/1SO/IEC 14443-2), it shall enter it
te within a delay not greater than defined in 5.2.

IDLE state

Descripjtion:

In the I
commar

PDLE state, the PICC is powered. It listens for frames and shall recognize REQB and WUP
ds.

State exit conditions and transitions:

On rece
or REAI
REQB/W
commar

btion of a valid REQB or WUPB command frame, the PICC shall enter the READY-REQUESTE
Y-DECLARED sub-state, depending on values of N and if necessary R, as defined in 7.6. (Vali
/UPB means a valid frame with REQB/WUPB command and a matched AFI. See REQB/WUP
d specification for more details.)

READY-REQUESTED sub-state

Descripjtion:

In the R
commal

EADY-REQUESTED sub-state, the PICC is powered and has received a valid REQB or WUP
d.with a control parameter N (not equal to 1). The PICC has a random number R (not equal t|

=)

[72)

|ov ey

g

1) which isAused to control its subsequent operation as described in 7.6 It listens for frames and sha

— O

recognize REQB, WUPB and Slot-MARKER commands.

State exit conditions and transitions:

See 7.6 for details.

Specific remark:

In this state, the ATQB has not yet been sent.

7.4.6 READY-DECLARED sub-state

Description:

32
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In the READY-DECLARED sub-state, the PICC is powered and has sent its ATQB corresponding to the
last valid REQB/WUPB/Slot-MARKER command received. It listens for frames and shall recognize
REQB/WUPB, ATTRIB and HLTB commands.

State exit conditions and transitions:

On reception of a valid ATTRIB command, the PICC shall enter the PROTOCOL state if the PUPI in the
ATTRIB command matches the PICC PUPI.

If the PUPI in the ATTRIB command does not match the PICC PUPI, the PICC shall remain in the READY-
DECTLARED sub-state.

(n reception of a valid REQB/WUPB command frame, the same conditions and transitions shall apply
as on reception of a valid REQB/WUPB command frame in the IDLE state.

(n reception of a matched HLTB command, the PICC shall enter the HALT state.

71.4.7 PROTOCOL state
Description:
Ih the PROTOCOL state, the PICC is powered and has sent its answefto ATTRIB command.

[f the PICC was selected for the 14443-4 protocol with the ATTRIB)command, then the PICC shal] operate
ccording to ISO/IEC 14443-4 else it may proceed with nontSO/IEC 14443-4 protocol.

job)

Specific remarks:
Valid REQB/WUPB or Slot-MARKER frames shall notbe answered.

A valid frame with an ATTRIB command shall not be answered.

]

h the higher layer protocol, specific commands may be defined to return the PICC to other states (IDLE
r HALT). The PICC may return to these$tates only following reception of such commands.

o

71.4.8 HALT state
Description:

Ih the HALT state, the PICG1s powered. It listens for frames and shall recognize WUPB commands.
The PUPI shall not change (see 7.9.2) when entering or leaving the HALT state.
Ytate exit conditions and transitions:

(On receptioa~of a valid WUPB command, the PICC shall enter the READY-REQUESTED or|READY-
JECLARED/sub-state, depending on values of N and if necessary R, as defined in 7.6. (Valid REQB/WUPB
meansya*valid frame with REQB/WUPB command and a matched AFI. See REQB/WUPB c¢mmand
specification for more details.) If the AFI does not match, then the PICC moves to the IDLE state.

7.5 Command set

The following four primitive commands are used to manage multi-node communication channels:
— REQB/WUPB;

— Slot-MARKER;

— ATTRIB;

— HLTB.

All four commands use the character, frame format and timing detailed in 7.1.
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The commands and the responses of the PICC to these commands are described in the following
sections. Any frame received with a wrong format (wrong frame identifiers or invalid CRC_B) shall be
ignored.

7.6 Anticollision response rules

A PICC which is in the IDLE state or READY-REQUESTED sub-state or READY-DECLARED sub-state and
receives a valid REQB/WUPB command (AFI = 0 or AFI matched with an internal application), or which
is in the HALT state and receives a valid WUPB command (AFI = 0 or AFI matched with an internal

applicatEﬂﬂﬁhﬁWﬂWﬂW&?ﬁﬂﬁWﬁﬁﬂ'ﬁﬂWﬂWq
the REQB/WUPB command:
— if N 1, the PICC shall send an ATQB and shall move to the READY-DECLARED sub-state;

— if N[> 1, the PICC shall internally generate a random number R which shall be evenly distributefd
betyveen 1 and N;

— [if R =1, the PICC shall send an ATQB and shall move to the READY-DECLARED sub-state;

o0

— [if R > 1, the PICC shall wait until it has received a Slot-MARKER command with a matche
slot number (slot number = R) before sending the ATQB and moving-to the READY-DECLARE
sub-state.

o

Figure 19 illustrates the various state transitions.

7.6.1 PICC with initialization only

If anticdllision resolution is not required (e.g. only one PICC is expected in the PCD field), it is nqt
mandat¢ry for a PICC to support either the REQB/WUPB command with N > 1 or the Slot-MARKER
commarld. It is not mandatory for PCDs, especially-those not using REQB/WUPB with N = 1, or ip
multiplg PICC situations, to support such PICCs. These Type B PICCs shall comply with all other relevant
clauses ¢f this part of ISO/IEC 14443.

7.7 REQB/WUPB command

The REQB and WUPB commands sent by the PCD are used to probe the field for PICCs of Type B. I
additionj, WUPB is particularly used to also wake up PICCs which are in HALT state.

=}

The nunpber of slots N is includedin the command as a parameter to optimize the anticollision algorithiy
for a giyen application. See Figure 19 and Figure 20 for detailed description of when the PICC sha
respond|to these respective commands.

— >

7.7.1 EQB/WURB command format

REQB/WUPB command has the format defined in Figure 21.

1st byte 2 hyte 3rd pyte 4th 5th hytes
APf AFI PARAM CRC_B
(1 byte) (1 byte) (1 byte) (2 bytes)

Figure 21 — REQB/WUPB command format

7.7.2 Coding of anticollision prefix byte APf
The anticollision prefix byte is APf = ‘05" = (0000 0101)b.
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7.7.3 Coding of AFI

AFI (Application Family Identifier) represents the type of application targeted by the PCD and is used
to preselect PICCs before the ATQB. Only PICCs with applications of the type indicated by the AFI may
answer to a REQB/WUPB command with AFI different to ‘00’. When AFI equals ‘00’, all PICCs shall
process the REQB/WUPB.

The most significant half byte of AFI is used to code one specific or all application families, as defined in
Table 22. The least significant half byte of AFI is used to code one specific or all application sub-families.
Sub-family codes different from 0 are proprietary unless defined in Table 22.

Table 22 — AFI coding
AFI AFI Meaning - PICCs respond from Examples/Note
most significant least significant
half byte half byte
0’ 0’ All families and sub-families Nq ‘application presg¢lection
X 0’ All sub-families of family X Wide application pregelection
X Y Only the Yth sub-family of family X
0’ Y Proprietary sub-family Y@nly
1 0,Y Transport Mass transit, bus, air]ine, etc.
2’ 0,Y Financidl [EP, banking, retall, etc.
'3’ '0,Y Identification Access control, ¢tc.
4 '0,Y Telecotnmunication Public telephony, GYM, etc.
'5’ 0,Y Medical
‘6’ '0,Y Multimedia Internet services| etc.
"7’ '0,Y Gaming
'8’ '0,Y Data Storage Portable files, dtc.
9’ - D’ '0,Y RFU
'E’ '0,Y=1,Y =2 Machine Readable Travel Docu- Y =1 ePassport
Other Y valuesare ments (MRTDs) Y =2 eVisa
RFU
'F’ 05Y RFU
NOTE X=1toF,Y="Yto'F’
A PCD sending a REQB/WUPB command with an AFI field set to an RFU value is not compliant yith this
fdart of ISO/IECA4443. The PICC shall not respond when the AFI field is set to a value which is RFU.
1.7.4 Ceoding of PARAM
The coding of PARAM is defined in Figure 22.
b8 b7 b6 b5 b4 b3 b2 b1
Extended
REQB/
RFU ATQB WUPR N
supported

Figure 22 — Coding of PARAM

All RFU bits shall be set to (0)b.
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b4 = (0)b defines REQB: PICCs in IDLE state or READY state shall process this command.

b4 = (1)b defines WUPB: PICCs in IDLE state or READY state or HALT state shall process this command.

b1, b2 and b3 are used to code N according to Table 23.

b5 indicates the PCD capability to support extended ATQB response from the PICC. The use of extended

ATQB is

optional for the PICC. The coding of b5 is as follows:

— b5 =(0)b defines: extended ATQB defined in 7.9.4.7 is not supported by the PCD;

— b5

WARNII
the PIC(

APCDs
ISO/IEC

The PIC
not char

Until the
(11x)bs

A PCD s4

NOTE

7.8 Sl

After a REQB/WUPB-command, the PCD may send up to (N - 1) Slot-MARKER commands to define the

start of

Slot-MA

(1)b defines: extended ATQB defined in 7.9.4.7 is supported by the PCD.

NG — PCD manufacturers should take care that b5 was RFU in ISO/IEC 14443-3:2001 an
[ behavior with b5 = (1)b was not specified.

bnding a REQB/WUPB command with (b8 to b6) <> (000)b is not compliant with this part ¢
14443.

C should ignore (b8 to b6) and its interpretation of any other field of/the’ whole frame sha
3

Table 23 — Coding of N

b3 b2 b1 N
=20
2=21
4 =22
8=23
16 =24
RFU
RFU

RlRr R[OOI O|O
R OO |Rr|R[O|O
X PR |- O

e RFU values (101)b or (11x)b are assigned by ISO/IEC, a PICC receiving (b3 to b1) = (101)b d
hould interpret it as (b3 to bl) = (100)b (16 slots).

bnding (b3 to b1) = (101)b(oy(11x)b is not compliant with this part of ISO/IEC 14443.

For each PICC, the pypobability of response (ATQB) in the first slotis 1/N.

pt-MARKER cemmand

pach slot.

RKER‘commands may be sent

-

—

— afte

— earl

the end of an ATQB MessSage Teceived by the PCD;or

ier if no ATQB is received.

7.8.1 Slot-MARKER command format

Slot-MARKER command has the format defined in Figure 23.

36
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15t byte 2nd 3rd hytes
APn CRC_B
(1 byte) (2 bytes)

Figure 23 — Slot-MARKER command format

71.8.2 Coding of anticollision prefix byte APn

s

Pn = (nnnn 0101)b where nnnn codes the slot number as defined in Table 24.

Table 24 — Coding of slot number

nnnn Slot number

0001 2

0010 3

0011 4

1110 15

1111 16
NOTE It is not mandatory that the Slot-MARKER comtmands are sent sequentially with increm¢ntal slot
numbers.

1.9 ATQB Response

The response to both REQB/WUPB and.Slot-MARKER commands is named ATQB.

1.9.1 ATQB response format

ATQB response has one of the'two formats defined in Figure 24.
Basic ATQB format:
1stbyte | _2ud 3rd, 4th 5th bytes 6th, 7th, 8th, 9th bytes 10th, 11th, 12th bytes | 13th, 14th bytes
'50' PUPI Application Data Protocol Info CRCB
(1 byte) (4 bytes) (4 bytes) (3 bytes) (2 bytes)
Extended ATQB format:
1stbyte | 2nd,3rd, 4th, 5th bytes 6th, 7th, 8th, Oth bytes | 10th, 11th, 12th, 13th bytes | 14th, 15t bytes
'50° PUPI Application Data Protocol Info CRC_B
(1 byte) (4 bytes) (4 bytes) (4 bytes) (2 bytes)

Figure 24 — ATQB response formats

The PICC shall send the basic ATQB format if the extended ATQB is not supported by the PCD (see 7.7.4).
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The PICC may send the extended ATQB format if the extended ATQB is supported by the PCD (see 7.7.4).

7.9.2 PUPI (Pseudo-Unique PICC Identifier)

A Pseudo-Unique PICC Identifier (PUPI) is used to differentiate PICCs during anticollision. This four-byte
number may be either a number dynamically generated by the PICC or a diversified fixed number. The
PUPI shall only be generated by a state transition from the POWER-OFF to the IDLE state.

WARNING — PICCs based on ISO/IEC 14443-3:2001 may change their PUPI when leaving HALT
state a d'/nr in the IDLE state

7.9.3 Application data

The Appglication data field is used to inform the PCD which applications are currently installed in thie
PICC. THis information allows the PCD to select the desired PICC in the presence of more than one PIC(.

—_—

The Appllication data is defined dependent upon the ADC (Application Data Coding) field in the Protocq
Info field (see 7.9.4), which defines if either the CRC_B compressing method(described below g
proprietary coding is used.

—

When the CRC_B compressing coding is used, Application data field contents.is defined in Figure 25.

15t byte 2nd, 3rd hytes 4th byte
AFI CRC_B (AID) Number of Applications
(1 byte) (2 bytes) (1 byte)

Figure 25 — Application data format

NOTE The two bytes of CRC_B (AID) are sent iri\the same order as other CRC_B.

7.9.3.1 | AFI
For monfo application PICCs AFI givesithe family of the application (see AFI coding in Table 22).
For multi application PICCs AFI gives the family of the application described in CRC_B (AID).

7.9.3.2 | CRC_B(AID)

CRC_B(4ID) is the resirlt of calculation of CRC_B of the AID (as defined in ISO/IEC 7816-4) of a
applicatjon in the.PICC matching the AFI given in the REQB/WUPB command.

—

7.9.3.3 | Number of applications

The nun hatr af annlicatione fiald cnacifiac haw many annlbicatianc racida in thao PICC
T oTrop P Co oo I T O P T TITICO TI0 VY Tty O PIicacioiro T CoTa e T cire T T

The most significant half byte value gives the number of applications corresponding to the AFI given in
application data with ‘0’ meaning no application and ‘F’ meaning 15 applications or more.

The least significant half byte value gives the total number of applications in the PICC with ‘0’ meaning
no application and ‘F’ meaning 15 applications or more.

7.9.4 Protocol Info

The Protocol Info field indicates the parameters supported by the PICC. It is formatted as specified in
Figure 26.
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15t byte 2nd hyte 3rd byte 4th pyte (optional)
Extended ATQB
Bit_rate_capability | Max_Frame_Size | Protocol_Type FWI ADC FO SFGI RFU
(8 bits) (4 bits) (4 bits) (4 bits) | (2 bits) | (2 bits) | (4 bits) | (4 bits)

1.9.4.1 FO

1.9.4.2 ADC

1.9.4.3 FWI

Figure 26 — Protocol Info format

The RFU bits in Figure 26 shall be set to (0)b.

The Frame Option supported by the PICC is defined in Table 25.

Table 25 — Frame Option supported by the PICC

b2 b1 Meaning
1 X NAD supported by the PICC
X 1 CID supported by the PICC

DC consists of the two bits b3 and b4.

4 is RFU and shall be set to (0)b.

HWT is calcilated by Formula (1):
FW.E= (256 x 16/fc) x 2FWI

3 = (0)b means Application Data Coding is proprietary.

A
H
B3 = (1)b means Application Data Coding\is as described in 7.9.3.
H

Hrame Waiting time Integer (4 bits) is coded with b8 to b5:

HWI codes an integer-vdlue used to define the FWT.

The FWT definésythe maximum time for a PICC to start its response after the end of a PCD frame.

For FWI =0, FWT is minimal (~ 302 ps).

For FWI = 14, FWT is maximal (~ 4949 ms).

In case of extended ATQB supported by the PICC and the PCD

— FWT applies after the Answer to ATTRIB command, and

vitere the vatue of FWitas theTange from 0to H#amd the vatue of 15 s RFU:

— the waiting time for the Answer to ATTRIB command is a fixed value given by Formula (2).

© ISO/IEC 2016 - All rights reserved
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Answer to ATTRIB waiting time = (256 x 16/fc) x 24 (~ 4,8 ms) (2)
It is strongly recommended to use a FWT as low as possible to protect communications speed when
retry occurs.
A PICC setting FWI = 15 is not compliant with this part of ISO/IEC 14443.
Until the RFU value 15 is assigned by ISO/IEC, a PCD receiving FWI = 15 should interpret it as FWI = 4.

NOTE Thig rpqnirr—\mr—\nf is added for PCD’s r‘nmp;\fihilirv with futnre PICCs when IQ()I/IFF defines the
behavior{for an RFU value of 15.

7.9.4.4 | Protocol_Type

Table 24 defines the Protocol_Type supported by the PICC.

Table 26 — Protocol_Type supported by the PICC

b1 Meaning
1 PICC compliant with ISO/IEC 14443-4
0 PICC not compliant with ISO/IEC 14443-4

The minimum value of TR2 (delay between PICC EOF start and PCD\SOF start) is defined by Protocol_
Type bits (b3, b2), as specified in Table 27.

Table 27 — Minimum TR2'€¢oding

b3 b2 Minimum TR2
0 0 I0vetu + 512 /fc
0 1 10 etu + 2 048/fc
1 0 10 etu + 4 096/fc
1 1 10 etu + 8 192 /fc

The bit b4 is RFU and shall be set to (0)b.

The PC[ should not continue commuinicating with a PICC that sets b4 to (1)b.

7.9.4.5 | Max_Frame_Size

Table 2§ defines the maximum frame size.

Table 28 — Maximum frame size

Maximym Frame Size 0|1 |’2°| '3 |4 |'5’' |6 |7 | '8 |9 | A 'B’ 'C’ |'D’-'H
Code in|ATQB

Maximum frame SiZe (Dytes) | 10 | 24| 32 | 40 |48 04 |90 | 128 [ 250 | 012 | 102420484096 RrU

A PICC setting Maximum Frame Size Code = ‘D’ - ‘F’ is not compliant with this part of ISO/IEC 14443.

Until the RFU values ‘D’ - ‘F’ are assigned by ISO/IEC, a PCD receiving Maximum Frame Size
Code = ‘D’ - ‘F’ should interpret it as Maximum Frame Size Code = ‘C’ (maximum frame size 4 096 bytes).

NOTE This PCD recommendation is added for PCD’s compatibility with future PICCs when ISO/IEC defines
the behavior for the RFU values of ‘D’ - ‘F’.
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7.9.4.6 Bit_Rate_capability

Table 29 defines the bit rates supported by the PICC. A PICC setting b4 = (1)b is not compliant with this
part of ISO/IEC 14443.

Table 29 — Bit rates supported by the PICC

=N
=<}
o
N
=3
=)}
=3
=

b5 | b4 | b3 | b2 Meaning
PICC supports only fc/128 (~ 106 kbit/s) in both directions

Same bit rate from PCD to PICC and from PICCto PCD compylsory
PICC to PCD, 1 etu = 64/fc, bit rate supported is fc/64 (+212kbit/s)
PICC to PCD, 1 etu = 32/fc, bit rate supported is fc/32.(+424 kbit/s)
PICC to PCD, 1 etu = 16/fc, bit rate supported is fe/16’(~ 848 kbit/s)
PCD to PICC, 1 etu = 64/fc, bit rate supported is\fc/64 (~ 212 kbit/s)
PCD to PICC, 1 etu = 32/fc, bit rate supportedis fc/32 (~ 424 kbit/s)

PCD to PICC, 1 etu = 16/fc, bit rate supponted is fc/16 (~ 848 kbit/s)

KX XX =X O
o|o|o|lo|o|| o
RKoPX XXX XS

ST T T B R i e [ )
R =
KX XX R X | XO
=X X XXX ©
KX R XXX XS

X x| 0| 1] x
ther values (with b4 = (1)b) are RFU.

Until the RFU values with b4 = (1)b are assigned by ISO/IEC, a PCDTeceiving Bit_Rate_capability with
h4 = (1)b should interpret the Bit_Rate_capability byte as if (b8to b1) = (00000000)b (only f£/128 in
Hoth directions).

j(PARAMETERS), as defined in ISO/IEC 14443-4, is the only way to negotiate bit rates higher than fc/16
nd may also be used to negotiate any specified bit rate.

1.9.4.7 Extended ATQB (optional)

o |

he optional Extended ATQB byte (optional4th byte of Protocol Info field) consists of two jparts as
bllows:

-

- the least significant half byte (b4te b1) is RFU and shall be set to (0000)b;

- the most significant half byte.(b8 to b5) defines the Start-up Frame Guard time Integer (SHGI).
The SFGI codes an integer yalue used to define the Start-up Frame Guard Time (SFGT).

he SFGT defines a specific guard time replacing TR2 which is needed by the PICC before itfis ready
b receive the next framie after it has sent the Answer to ATTRIB command. SFGI is coded in the range
Fom 0 to 14. Theralue of 15 is RFU. The values in the range from 0 to 14 are used to calculate the SFGT
Uith Formula (3)y The default value of SFGI is 0.

SFGT =256 x 16/fc) x 2 SFGI 3)

< ot

Hor SFGI = 0, SFGT is minimal (~ 302 ps).

AmPakd 44 fah nValsal - 1L 4-O-4-O Y
Gl = 1%, Srul IS HIdXIIIdl (~ 7% 7 1115 ).

wp

OI
A PICC setting SFGI = 15 is not compliant with this part of ISO/IEC 14443.
Until the RFU value 15 is assigned by ISO/IEC, a PCD receiving SFGI = 15 shall interpret it as SFGI = 0.

A PICC sending a ATQB response with (b4 to bl) <> (0000)b is not compliant with this part of
ISO/IEC 14443.

The PCD shall ignore (b4 to b1l) and its interpretation of any other field of the whole frame shall not
change. A PCD changing its interpretation of any other field of the whole frame when (b4 to b1) <> (0000)
b is not compliant with this part of ISO/IEC 14443.
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When answering a REQB/WUPB command with bit b5 set to (0)b (no extended ATQB supported), the
PICC shall not send the optional 4th byte in its ATQB response.

7.10 ATTRIB command

The ATTRIB command sent by the PCD shall include information required to select a single PICC.

A PICC receiving an ATTRIB command with its identifier becomes selected and assigned to a dedicated
channel. After being selected, this PICC only responds to commands defined in the higher layer protocol

which includeitsunigue C1D.
The parameters selected in the ATTRIB command shall apply after the Answer to ATTRIB.
7.10.1 ATTRIB command format
The ATTRIB command format is defined in Figure 27.
15t byte | 219, 3rd, 4th 5th hytes| 6th byte | 7t byte | 8th byte | 9th byte 10t . L bytes
‘1D’ Identifier Param 1 Param 2 Param 3 Param 4 Higher layer INF CRC_B
(1 byte (4 bytes) (1 byte) (1 byte) (1 byte) (1 byte) (optionhal - 0 or more bytes) (2 bytes)
Figure 27 — ATTRIB commangd fermat

7.10.2 [dentifier
This identifier is the value of the PUPI sent by the PIEC in the ATQB.
7.10.3 [oding of Param 1
Figure 28 defines the Coding of Param 1(

b8 b7 b6 b5 b4 b3 b2 b1

Minimum TRO Minimum TR1 EOF SOF RFU

Figure 28 — Coding of Param 1

All RFU pits shalkbe set to (0)b if not otherwise specified. A PCD setting (b2,b1) <> (00)b is not compliar
with thif partof ISO/IEC 14443. The PICC should ignore any value (b2,b1) and its interpretation of anjy
other fidld-of the whole frame shall not change.

7.10.3.1 Minimum TRO

(s

The minimum TRO coding is defined in Table 30. It indicates to the PICC the minimum delay before
responding after the end of a command sent by a PCD. The default value has been defined in

ISO/IEC

42

14443-2:2016,9.2.5.
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Table 30 — Minimum TRO coding

b8 b7 Minimum TRO for a PCD to PICC bit rate of
fc/128 >fc/128
0 0 1024 /fc 1024/fc
0 1 768/fc 512/fc
1 0 256/fc 256/fc
1 1 RFU RFU
iARNING — PCD manufacturers should take care that some minimum TRO values weftie
orter in ISO/IEC 14443-3:2011. There may exist PICCs that use those short TRO values.
NOTE Minimum TRO is required by the PCD when switching from transmit to receive andits value

o

n the PCD performance.

PCD setting (b8,b7) = (11)b is not compliant with this part of ISO/IEC 14443. Until the R}
[1)b is assigned by ISO/IEC, a PICC receiving (b8,b7) = (11)b should interpret'it as (b8,b7)= (
efault value.

Q. >

74.10.3.2 Minimum TR1

o |

he minimum TR1 coding is defined in Table 31. It indicates,to(the PICC the minimum delay
sjubcarrier modulation start and beginning of data transmission. The default value has been dg
50/1EC 14443-2:2016, 9.2.5.

]

Table 31 — Minimum TR1 coding

b6 b5 Minimum TR1 for a PICC to PCD bit rate of
fc/128 > fc/128
0 0 80/fs 80/fs
0 1 64/fs 32/fs
1 0 16/fs 8/fs
1 1 RFU RFU

o

OTE Minimum TR1 is required by the PCD for synchronization with the PICC and its value depen|
CD performance.

v

PCD setting (b6, b5)"= (11)b is not compliant with this part of ISO/IEC 14443. Until the Rl
[1)b is assigned ®yISO/IEC, a PICC receiving (b6,b5) = (11)b should interpret it as (b6,b5) = (
efault value,

o N

71.10.3.3-;EOF /SOF

h3 afd’b4 indicate the PCD capability to support suppression of the EOF and/or SOF from PIC(

defined

depends

‘U value
0)b, the

between
bfined in

ds on the

‘U value
0)b, the

to PCD,

whith may reduce communication overhead. The suppression of EOF and/or SOF is optiona

| for the

PICC. The coding of b3 and b4 is specified in Table 32 and Table 33.

Table 32 — SOF handling

b3 SOF required
0 Yes
1 No
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Table 33 — EOF handling

b4 EOF required
Yes
No

SOF/EQF suppression applies only for communications at fc/128 (~ 106 kbit/s). For bit rates higher than
fc/128 (~ 106 kbit/s) up to fc/16 (~ 848 kbit/s), the PICC shall always provide SOF and EOF.

7.10.4 [oding of Param 2

The leagt significant half byte (b4 to bl) is used to code the maximum frame size that can be réceivefd
by the PLCD as specified in Table 34.

Table 34 — Coding of b4 to b1 of Param 2

Maximunj Frame Size Code in ATTRIB | '0’ | '1’ | ’2’ [ '3’ | 4’ |'5’ | '6’ | '7" | '8 | '9’ A "B 'c’ 'D’to ‘F
Maximum|frame size (bytes) 16 | 24 | 32 | 40 | 48 | 64 | 96 | 128 | 256 | 512 | 1024,[~2048 | 4096 RFU

The most significant half byte (b8 to b5) is used for bit rate selection, as{specified in Table 35 anfd
Table 34.

Table 35 — Coding of b6 and b5 of Param 2

b6 b5 Meaning

0 0 |PCDto PICC, 1 etu = 128/fc, bit rateis fc/128 (~ 106 kbit/s)
0 1 |PCD to PICC, 1 etu = 64/fc, bitrate is fc/64 (~ 212 kbit/s)
1 0

1 1

PCD to PICC, 1 etu = 32/fc;hitrate is fc/32 (~ 424 kbit/s)
PCD to PICC, 1 etu = 16/fe, bit rate is fc/16 (~ 848 kbit/s)

Table 36 — Coding of b8 and b7 of Param 2

b8 b7 Meaning
0 0 |PICCto.PCD, 1 etu =128/fc, bitrate is fc/128 (~ 106 kbit/s)
0 1 |PICCyo PCD, 1 etu = 64/fc, bit rate is fc/64 (~ 212 kbit/s)
1 0 |PICCto PCD, 1 etu = 32/fc, bit rate is fc/32 (~ 424 kbit/s)
1 1~-1PICC to PCD, 1 etu = 16/fc, bit rate is fc/16 (~ 848 kbit/s)

[®))

S(PARAMETERS), as défified in ISO/IEC 14443-4, is the only way to negotiate bit rates higher than fc/1
and may also be usgd<to negotiate any specified bit rate.

A PCD s¢tting Maximum Frame Size Code = ‘D’ - ‘F’ is not compliant with this part of ISO/IEC 14443.

Until thg RFU.values ‘D’ - ‘F’ are assigned by ISO/IEC, a PICC receiving Maximum Frame Size Code = ‘D’ - ‘F
should ihterpret it as Maximum Frame Size Code = ‘C (maximum frame size = 4 096 bytes)

NOTE This PICC recommendation is added for PICC’s compatibility with future PCDs when ISO/IEC defines
the behavior for the RFU values of ‘D’ - F".

7.10.5 Coding of Param 3

The least significant half byte (b4 to b1) is used for confirmation of the protocol type as specified in
Table 26 and of the minimum TR2, as specified in Table 27. b4 is RFU and shall be set to (0)b.

The PICC should ignore (b4 to b2) and the interpretation of any other field of the whole frame shall
not change.
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The most significant half byte (b8 to b5) is set to (0000)b, all other values are RFU.
A PCD setting (b8 to b4) <> (00000)b is not compliant with this part of ISO/IEC 14443.
The PICC should ignore and not answer the ATTRIB command when (b8 to b5) <> (0000)b.

7.10.6 Coding of Param 4

The Param 4 byte consists of two parts as follows:

-+ theleastsignificanthalt byte (b4 to bl)i1snamed Card Identifier (CID) and defines the logica
of the addressed PICC in the range from 0 to 14. The value 15 is RFU. The CID is specified.by]
and shall be unique for each active PICC. If the PICC does not support CID, code value\(000
be used;

— the most significant half byte (b8 to b5) is set to (0000)b, all other values are RFU.

oy

PCD setting CID = 15 is not compliant with this part of ISO/IEC 14443.

—

he PICC should ignore and not answer the ATTRIB command when received value of CID = 1
ction in the PICC for CID = 15 may be decided in the future by ISO/IEC:

o8]

oY

PCD setting (b8 to b5) <> (0000)b is not compliant with this part'ef ISO/IEC 14443.

—

he PICC should ignore (b8 to b5) and its interpretation of@ny other field of the whole fra
ot change.

=

71.10.7 Higher layer INF

—

he higher layer INF field may include any data. The PICC need not process this data.

7.11 Answer to ATTRIB command

—

he PICC shall answer to any valid ATTRIB command (correct PUPI and valid CRC_B) with th

described in Figure 29.
15t byte p AL bytes
MBLI CID Higher layer Response CRC_B
(1 byte) (optional 0 or more bytes) (2 bytes)

Figure 29 — Format of the Answer to an ATTRIB command

The PICC processing of the ATTRIB command‘shall not be altered by the inclusion of those dat4.

number
the PCD
D)b shall

5 as any

me shall

b format

The first byte consists of two parts as follows:

— theleast significant half byte (b4 to b1) contains the returned CID. If the PICC does not support CID,

code value (0000)b is returned;

— the most significant half byte (b8 to b5) is called the Maximum Buffer Length Index (MBLI). It is
used by the PICC to let the PCD know the limit of its internal buffer to received chained frames. The

coding of MBLI is as follows:

— MBLI = 0 means that the PICC provides no information on its internal input buffer size;

— MBLI > 0is used to calculate the actual internal Maximum Buffer Length (MBL) according to the

following formula: MBL = (PICC Maximum Frame Size) x 2(MBLI - 1) where the PICC m

© ISO/IEC 2016 - All rights reserved

aximum

45


https://standardsiso.com/api/?name=d45baaf6be23b375c991fa2b38ed90c4

ISO/IEC 14443-3:2016(E)

frame size is returned by the PICC in its ATQB. When it sends chained frames to a PICC, the PCD
shall ensure that the accumulated length is never greater than MBL.

Remaining bytes are optional and used for higher layer response.

As illustrated in Figure 30, a PICC shall answer the empty (no higher layer INF field) ATTRIB command
with an empty higher layer response.

NOTE A valid Answer (same CID and valid CRC_B) to an ATTRIB command (as‘defined in Figure 29 d
Figure 3(0) is the means for a PCD to verify that PICC selection has been successful.

15t byte 2nd 3rd hytes
MBLI CID CRC_B
(1 byte) (2 bytes)

7.12 HLTB command and Answer

The HLTB command is used to set a PICC in HALT state and stop résponding to a REQB.

After answering to this command, the PICC shall ignore any.commands except the WUPB commangd

(see Z.7)f

The HLTB command format is defined in Figure 31.

Figure 30 — PICC Answer to ATTRIB format without higher layer response

—

1st byte

an’ 3rd’ 4th 5th, bytes

6th 7th bytes

50’
(1 byte)

Identifier
(4 bytes)

CRC_B
(2 bytes)

The 4 bytes identifier is the value of the PUPI sent by the PICC in the ATQB.

The format of Answente’a HLTB command from the PICC is defined in Figure 32.

Figure’31 — Format of the HLTB command

15t byte 2nd, 3rd hytes
‘007 CRC_B
(T byte) (Zbytes)

Figure 32 — Format of PICC Answer to HLTB command
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8 Electromagnetic disturbance handling

8.1 General

This Clause enhances the robustness of the contactless communication between PCD and PICC against
PICC generated electromagnetic disturbance (EMD).

While the PCD is waiting for the PICC response, the PICC is processing the requested command. The
PICC dynamic current consumption during execution time may cause an arbitrary load (which may not

1
0

H
T

v

4

|

ol

_

1 e Y I . £E d d=l don F oI IR S 4 =l DO ——
C PUITly TTSISUIVE) TTITUUUIALIUIT TIITU U UL LT HTIdgHTUIU TITIUL TID SUITIT LASTS, LT T'UD IIdy TS T

MD as data sent by the PICC and this may negatively impact proper reception of the PICC nesp
he effect of the EMD on the PCD reception may depend on

- the PICC operation and speed,

— the PCD and PICC antenna geometries and relative distance (coupling factor}), and

— the sensitivity of PCD receiver channel.

his Clause improves the robustness of the contactless communication)from PICC to PCD by

— defining EMD handling timing constraints for PICC and for PED, and

- recommending a PCD algorithm for EMD handling.

.2 EMD handling timing constraints

he low EMD time tg, picc is the time period before'the start of PICC data transmission, when
hall not produce an EMD level higher than the EMD limit as defined in ISO/IEC 14443-2.

his low EMD time tg, picc has a value of F \1}'024/fc with a maximum value of 1 408/fc where
DT for Type A and TRO for Type B. Thexalue is 0/fc for TRO < 1 024/fc.

he low EMD time tg, pcp is theitime period to allow the PCD to recover from electron
isturbances.

he PCD shall be ready to precess a PICC frame no later than ¢tg, pcp after the last time the E
Uas above the EMD limitas-defined in ISO/IEC 14443-2.

his low EMD time tg\pép has a value of F - 1 044/fc with a maximum value of 1 388/fc where
DT for Type A and"IFRO for Type B. The value is 0/fc for TRO < 1 044 /fc.

he minimunyvatue of 0 for tg, picc and tg, pcp may only be reached when the PCD indicates sup,
RO shorterithan the default value (see 7.10.3.1).

he low~EMD time for PCD and PICC are illustrated in Figure 33.

1terpret
bnse.

the PICC

F equals

hagnetic

MD level

F equals

port of a
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8.3 Rq¢

As it is important for the PCD to distinguish betweén EMD and frame reception errors, the following

PCD rec
recovery
protoco

When th
(SOF, Stz

— ifth

shoulld restart its reception process, else

— the
the

NOTE
than 1 04

Low EMD A
time
[1/fc]
1408 tg, picc
1388 I tg, pcD
|
I
|
|
|
T
|
|
|
|
|
|
|
|
|
|
|
|
|
0 / | ' >
1024 ‘ 2432 FDT or TRO
[1/fc]

1044

Figure 33 — Low EMD time

rcommendations for a PCD EMD handling-algorithm

bmmendations are defined to maximize-the EMD rejection while applying error detection and
 as defined in ISO/IEC 14443-4. They donot apply to anticollision procedure Type A nor when
different from ISO/IEC 14443-4 is used.

s¥)

e PCD is ready to start receivingthe PICC frame, it should continuously check for frame error|s
irt and Stop bits, Parity bits;.EOF). As soon as an error occurs,

e number of supposed received bytes is less than 31, the PCD should consider them as EMD anfd

PCD should continue the reception process then apply the error detection and recovery whep
whole frame has’been received.

[72)

To avoid unnecessary reception of EMD, PCDs need not be ready to start receiving PICC frames le{
4/fc aftenthe end of their command frames (unless for Type B when minimum TRO has been reduced)

1) The

condition that invalid packets of lengths less than 3 bytes should be qualified as EMD should be adapted

for specific applications. Packet lengths of a few bits up to several bytes may be used as decision criteria to optimize
performance.
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Annex A
(informative)

Communication example Type A

Thicascamunlachauc tha o rancaunth £y DICCe 30 v £141d A +hn Scciinnti oy A f
IS eXampre-5oWwstie-561e€ et Wit tWorTeeSH e et e ere-aSSHptioh-or

- PICC #1 with UID size: single, value of uid0 is ‘10’, and

—  PICC #2 with UID size: double.

A Request
26’ PICC #1
(10000000 00000000)b

(10000010 00000000)b

Y
A

Anticollision loop, cascade level 1

'93' 20" ~—{ uido | uid1] uid2 | uidg [*BcC | PICC #1
(00001000)b

< CT [ uido [ uid1 Puid2 | Bcc | PICC #2
(00010001)b
| S

first.collision at bitposition #4

[ sEL | NnvB| |-

'93' 24" (0oonb <—| [Wid0 [ uidl | wid2 | BCC | PICC #2
(0001Yb
[ sEL [ NvB| c®\J uido] wid1 ] wid2 [ BcC | CRCA |-
'93' '70" (60040001)b <—| SAK | CRC_A
" (xx1xxxxx)b

\ Anticollisionloop, cascade level 2

SELA“NVB
98" 20 <—| uid3 | uid4| uid5| uid6| BcC
| SEL| NVB| uid3| uid4| uid5| uid6| BCC| CRC_A |—>
95" 70" ~| sak | CRC_A

(xx0x )b

Note: start of communication, end of communication and parity bits
are not shown for the sake of simplicity.

Representation: | PCD to PICC

< [PICCtoPCD | |

(xxx..x)b

L S first bit transmitted (LSB)

Figure A.1 — Select sequence with bit frame anticollision
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Explanations to Figure A.1:

Request

— PCD transmits the REQA command;
— All PICCs respond with their ATQA:
— PICC #1 indicates bit frame anticollision and UID size: single;

— PICC #2 indicates bit frame anticollision and UID size: double.

Anticollision loop,

— PCD transmits an ANTICOLLISION command:

cascade level 1 — SEL specifies bit frame anticollision and cascade level 1;
— the value ‘20’ of NVB specifies that the PCD will transmit no part of UID CL1§

— consequently, all PICCs in the field respond with their complete UID CL1;
— due to the value ‘88’ of the cascade tag, the first collision occurs at bit pogsition #4
— PCD transmits another ANTICOLLISION command that includes thefirst three
bits of UID CL1 that were received before the collision occurs, followed by a (1)b.
Consequently, the PCD assigns NVB with the value 24’;
— these 4 bits correspond to the first bits of UID CL1 of PICE #2;
— PICC #2 responds with its 36 remaining bits of UID CETySince PICC #1 does not
respond, no collision occurs;
— since the PCD “knows” all bits of UID CL1 of PIC&#2, it transmits a SELECT com-
mand for PICC #2;
— PICC #2 responds with SAK, indicating thatUID is not complete;
— consequently, the PCD increases the cascade level.

Anticollision loop, — PCD transmits another ANTICOLLISION command;

cascade[level 2 — SEL specifies bit frame anticollision and cascade level 2;
— NVB is reset to ‘20’ to force’PICC #2 to respond with its complete UID CLZ2;
— PICC #2 responds with-all 40 bits of its UID CL2;
— PCD transmits thes SELECT command for PICC #2, cascade level 2;
— PICC #2 responds'with SAK, indicating that UID is complete, and transits from
READY state to PROTOCOL state.
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