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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respegfive organizafion to deal with particular fields of technical aciivity. ISO and [EC technical committees
collabprate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaisor with ISO and IEC, also take part in the work.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,Part 3.
In thelfield of information technology, ISO and IEC have established a joint technical conimittee, ISO/IHC JTC 1.
Draft International Standards adopted by the joint technical committee are circulated.to ‘national bodies for voting.
Publicption as an International Standard requires approval by at least 75 % of the national bodies casting g vote.

Interngtional Standard ISO/IEC 14443-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
technglogy, Subcommittee SC 17, Identification cards and related devices.

ISO/IHC 14443 consists of the following parts, under the general title {dentification cards — Contactless iftegrated
circuit{s) cards — Proximity cards:

— Pprt 1: Physical characteristics
— Pprt 2: Radio frequency power and signal interface

Art 3: Initialization and anticollision

|
e

— Pprt 4: Transmission protocol

Annexes A, B, C and D of this part of ISQ/IEC 14443 are for information only.

© ISO/IEC 2001 — All rights reserved \
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Introduction

ISO/IEC 14443 is one of a series of International Standards describing the parameters for identification cards as
defined in ISO/IEC 7810, and the use of such cards for international interchange.

This part
the byte

0

commun|cate with one proximity card among several proximity cards (anticollision) and other parameters required
to initialize communications between a proximity card and a proximity coupling device. Protocolsand’commands

used byl higher layers and by applications and which are used after the initial phase ~are’ descril

ISO/IEC |14443-4.

ISO/IEC[14443 is intended to allow operation of proximity cards in the presence of ‘ether contactless

conformipg to ISO/IEC 10536 and ISO/IEC 15693.

The Intefnational Organization for Standardization (ISO) and International Electrotechnical Commission (IEC
attention| to the fact that it is claimed that compliance with this part of ISO/IEC 14443 may involve the

patents.

ISO and [IEC take no position concerning the evidence, validity and scope‘of this patent right.

The holders of these patent rights have assured 1ISO and IEC that they are willing to negotiate licences
reasonalple and non discriminatory terms and conditions with applicants throughout the world. In this respe

ed in

cards

draw

lse of

under
ct, the

statements of the holders of patent rights are registered with the)ISO and IEC. Information may be obtained fijom:

Patent hljolder

CASIO
General Manager
Intellectyall property Centre
Casio Cgmputer Co. Ltd
Hamura R & D Center

2-1 Sakge-cho 3Chome
Hamura-Shi

Tokyo 2(5-8555

Japan

Details

US Patent 4,810,862 and JP 2564480
“System for judging propriety of use of an
integrated circuit card with a card
terminal”, issued on March 07, 1989

Japan Patent No. 2564480

US Patent No. 4810862

British Patent No. 209092
German Patent No. P 3689089.8
French Patent No. 209092
Swiss Patent No. 209092
Canadian Patent No. 1301891
Netherlands Patent No. 209092
Italian Patent No. 209092
Austrian Patent No. 209092
Australian Patent No. 568457

FRANCE TELECOM

Branch Développement
Centre National d’Etudes des
Télécommunications

38-40 rue de Général Leclerc
92794 |Issy-les-Molineaux
Cedex 9

France

Vi

Rnlginn Patent No. 209092

Swedish Patent 86109530.5
EPO Patent No. 209092

US Patent US5359323

© ISO/IEC 2001 — All rights reserved
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INNOVOTRON

Philippe le Clech

Director of International Operations
Innovotrol

1 Rue Danton

75006 Paris

France

ISO/IEC 14443-3:2001(E)

WO 9936877A1

Europe 0 901 670

French Patent App 97.02501
Int Pat App

PCT/FR98/00132

Innovatron Electronique / RATP
sub clause 7.3, 7.6 and 7.7
French Patent App 98.00383
Int Pat App

PCT/FR99/00079

MOTQROLA

Motorpla ESG

207 rdute de Ferney

P O Bpx 15

1218 Grand-Saconnex
Geneya

Switzgrland

ON-TRACK INNOVATIONS
Z.H.R| Industrial Zone

P O Bpx 32

Rosh-Pina 12000

Israel

PHILIPS

Directpr Philips Corporate Intellectual
Prope[ty

Koninklijke Philips Electronics N.V.
P. O. Box 220

5600 AE Eindhoven

The Ngtherlands

Innovatron Electronique / RATP
sub clause 7.3,7.4.5,7.6,7.7,7.8

Details not available.

Patent EP 0 492 569 B1

A system and method for the-hon-contact
transmission of data.

PHO 94.520

EP-PS 066 9591

(BE,CH,DE,DK(ES,FR,GB,IT,NL,SE)
AT-PS 401127

Related tot*anticollision” as specified in

ISO/IEC14443-3

The fgllowing companies may hold patents (elating to this part of ISO/IEC 14443 but have not provided

the patents or agreed to provide licences:.

Patent holder

WAYNE S FOLETTA

4760 Castlewood Drive

San J¢se, California CA 9512
USA

JOHN|W HALPERN

C/O Vjncent M Deluca

Rothwell, FiggyErnst & Kurz, p.c.
555 Thirteenth - Street, N.W.
Suite Y01 East Tower
Washington, D.C. 20004

Details
US 4 650 981

US Patent No. 4, 661,691

Hetails of

MAGELLAN CORPORATION
8717 Research Drive

Irvine

CA 92618

USA

WO 89 05549 A

Attention is drawn to the possibility that some of the elements of this part of ISO/IEC 14443 may be the subject of
patent rights other than those identified above. ISO and IEC shall not be held responsible for identifying any or all

such patent rights.

© ISO/IEC 2001 — All rights reserved
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Identification cards — Contactless integrated circuit(s) cards —
Proximity cards —

Part 3:

Initi

1 S
This p|
— P
— th

P

h

—t

— m

— other parameters required to initialize communications\between a PICC and PCD;

alization and anticollision

cope
art of ISO/IEC 14443 describes:

lling for proximity cards (PICCs) entering the field of a proximity coupling device (PCD);

e byte format, the frames and timing used during the initial phase*of communication between P
CCs;

e initial Request and Answer to Request command content;

ethods to detect and communicate with one PICC among several PICCs (anticollision);

CDs and

hase are

B3-2).

isions of

— optional means to ease and speed up the selection of one PICC among several PICCs based on application
clliteria.

Protodol and commands used by higher layers and by applications and which are used after the initial p

descriped in ISO/IEC 14443-4.

This pprt of ISO/IEC 14443 is applicable to PICCs of Type A and of Type B (as described in ISO/IEC 1444

NOTE Part of the timing of data communication is defined in ISO/IEC 14443-2.

2 Normative references

The fdllowing nornyative documents contain provisions which, through reference in this text, constitute pro

this ppart of ISO/UEC 14443. For dated references, subsequent amendments to, or revisions of, any

public

invest

undatg¢dreferences, the latest edition of the normative document referred to applies. Members of ISO

gatesthe possibility of applying the most recent editions of the normative documents indicated bg

of these

htionsdo not apply. However, parties to agreements based on this part of ISO/IEC 14443 are encoyraged to

low. For

and IEC

maintain registers of currently valid International Standards.

ISO/IEC 7816-3:1997, Information technology — Identification cards — Integrated circuit(s) cards with contacts —
Part 3: Electronic signals and transmission protocols.

ISO/IEC 7816-5, Identification cards — Integrated circuit(s) cards with contacts — Part 5: Numbering system and
registration procedure for application identifiers.

ISO/IEC 7816-6:1996/Amd.1:2000, ldentification cards — Integrated circuit(s) cards with contacts — Part 6:

Interin

dustry data elements — Amendment 1: IC manufacturer registration.

© ISO/IEC 2001 — All rights reserved
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ISO/IEC 13239, Information technology — Telecommunications and information exchange between systems —
High-level data link control (HDLC) procedures.

ISO/IEC 14443-2, Identification cards — Contactless integrated circuit(s) cards — Proximity cards — Part 2: Radio
frequency power and signal interface.

ISO/IEC 14443-4, Identification cards — Contactless integrated circuit(s) cards — Proximity cards — Part 4:
Transmission protocol.

ITU-T X.25, Interface between Data Terminal Equipment (DTE) and Data Circuit-terminating Equipment (DCE) for
terminalg operating in the packet mode and connected to public data networks by dedicated circuit.

ITU-T V.41, Code-independent error-control system.

ITU-T V.f42, Error-correcting procedures for DCEs using asynchronous-to-synchronous conversion

3 Terms and definitions

For the| purposes of this part of ISO/IEC 14443, the terms and definitions given in ISO/IEC 14443-2,
ISO/IEC [7816-3 and the following apply.

3.1
anticollision loop
algorithm used to prepare for dialogue between PCD and one or moer& PICCs out of the total number of PICCs
respondipg to a request command

3.2
bit colligion detection protocol
anticollisjon method for PICCs of Type A, employing collision detection at bit level within a frame

3.3
byte
8 bits of flata designated b8 to b1, from the maost significant bit (MSB, b8) to the least significant bit (LSB, b1)

3.4
collision
transmisgion by two PICCs in the,same PCD energizing field and during the same time period, such that th¢ PCD
is unablg to distinguish from which*PICC the data originated

35
elementgry time unit
etu
for this part of ISOAEC 14443, one etu is defined as 1 etu = 128/fc (i.e. 9,4 us nominal)

3.6

frame
sequence of data bits and nptinnnl error detection bitswith frame delimiters at start and end

3.7

higher layer protocol

protocol layer (not described in this part of ISO/IEC 14443) that makes use of the protocol layer defined in this part
of ISO/IEC 14443 to transfer information belonging to the application or higher layers of protocol that is not
described in this part of ISO/IEC 14443

3.8

timeslot protocol

method whereby a PCD establishes logical channels with one or more PICCs of Type B, which makes use of
timeslot allocation for PICC response

2 © ISO/IEC 2001 — All rights reserved
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3.9
request command
command requesting PICC of the appropriate type to respond if they are available for initialization

4 Symbols and abbreviated terms

For the purposes of this part of ISO/IEC 14443, the following abbreviations are used:

ADC ———Application-bBata-Ceding—ypeB

AFI Application Family Identifier. Card preselection criteria by application, Type B
APf Anticollision Prefix f, used in REQB/WUPB, Type B

APn Anticollision Prefix n, used in Slot-MARKER Command, Type B
ATQA Answer To Request, Type A

ATQB Answer To Request, Type B

ATTR|B PICC selection command, Type B

BCC UID CLn check byte, calculated as exclusive-or overthe 4 previous bytes, Type A
CID Card IDentifier

CLn Cascade Level n, Type A

CT Cascade Tag, Type A

CRC_A Cyclic Redundancy Check error. detection code A

CRC B Cyclic Redundancy Check-error detection code B

E End of communication, Type A

EGT Extra Guard Time, Type B

EOF End Of Frame, Type B

etu Elementary time unit.

FDT Frame Delay Time, Type A

fc Carrier frequency

FO Frame Option

fs Subcarrier frequency

FWI Frame Waiting time Integer

FWT Frame Waiting Time

HLTA Halt Command, Type A

HLTB Halt Command, Type B

© ISO/IEC 2001 — All rights reserved 3
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ID IDentification number, Type A

INF INFormation field belonging to higher layer, Type B

LSB Least Significant Bit

MBL Maximum Buffer Length, Type B

MBLI Maximum Buffer Length Index, Type B

MSB Most Significant Bit

N Number of anticollision slots or PICC response probability in each slot, Type B
n Variable integer value as defined in the specific clause

NAD Node ADdress

NVB Number of Valid Bits, Type A

P Odd Parity bit, Type A

PCD Proximity Coupling Device

PICC Proximity Card

PUPI Pseudo-Unique PICC ldentifier, Type B

R Slot number chosen by the PICC during the*anticollision sequence, Type B
REQA Request Command, Type A

REQB Request Command, Type B

RFU Reserved for Future ISO/IEC)Use

S Start of communication;*Type A

SAK Select AcKnowledge, Type A

SEL SELect code;Type A

SELECT] SelectCommand, Type A

SOF Start Of Frame, Type B

TRO Guard Time as defined in ISO/IEC 14443-2, Type B

TR1 Synchronization Time as defined in ISO/IEC 14443-2, Type B
uib Unique Identifier, Type A

uidn Byte number n of Unique IDentifier, n >0

WUPA Wake-UP Command, Type A

WUPB Wake-UP Command, Type B

4 © ISO/IEC 2001 — All rights reserved
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For the purposes of this part of ISO/IEC 14443, the following notation applies:

(xxxxx)b  Data bit representation;

— XY’ Hexadecimal notation, equal to XY to the base 16.
5 Polling
In orde

shall $end REQA and REQB described herein in any sequence and in addition may send other com
descriped in Annex C.

When|a PICC is exposed to an unmodulated operating field (see ISO/IEC 14443-2) it shall be~able to
request within 5 ms.

EXAMIPLE 1 When a PICC Type A receives any Type B command it shall be able to accept a REQA withir
unmodulated operating field.

EXAMPLE 2 When a PICC Type B receives any Type A command it shall be able™o accept a REQB withif
unmodulated operating field.

6

This spction describes the initialization and collision detection protocol applicable for PICCs of Type A.

The PCD shall be designed to detect a collision that occurs,when at least two PICCs simultaneously trg
patterns with one or more bit positions in which at least two PICCs transmit complementary values. In this
bit patterns merge and the carrier is modulated with the‘subcarrier for the whole (100%) bit duration (see|
144431 2).

6.1

This sgection defines the frame format and’timing used during communication initialization and anticollisio
repregentation and coding refer to ISQ/IEC 14443-2.

Framgs shall be transferred in pairs, PCD to PICC followed by PICC to PCD, using the sequence:

Type A — Initialization and anticollision

Frame format and timing

PCD frame:

— PCD start of\communication
—t informatiefn and, where required, error detection bits sent by the PCD

—  PCDend of communication

ands as

accept a

5 ms of

5 ms of

nsmit bit
case the
ISO/IEC

n. For bit

Tm

ame delay time PCD to PICC

PICC frame:

— PICC start of communication
— information and, where required, error detection bits sent by the PICC

— PICC end of communication

Frame delay time PICC to PCD

The frame delay time (FDT) from PCD to PICC overlaps the PCD end of communication.

© ISO/IEC 2001 — All rights reserved
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6.1.1 Frame delay time

The frame delay time FDT is defined as the time between two frames transmitted i

6.1.2 Frame delay time PCD to PICC

n opposite directions.

This is the time between the end of the last pause transmitted by the PCD and the first modulation edge within the

start bit transmitted by the PICC and shall respect the timing defined in Figure 1, where n is an integer value.

Table 1 defines—valuesfornand EDT dnpnnding on the command fypo and the Ingih state—of the last-transmitted
data bit ip this command.
Last data bit transmitted by PCD First modulation 6f-PICC
FDT = (n*128 + 84) / fc
- -
| |
D —
128/ fc 256 / fc 128/ fc
Start of
logic “1* End of communication (E) communication (S)
FDT = (n * 128 + 20). /fc
|
PR > >
128/ fc 256 / fc 128/ fc
Start of
logic “0” End of communication (E) communication (S)
Figure 1.>~Frame delay time PCD to PICC
Table 1 — Frame delay time PCD to PICC
Command type n (integer value) FDT
last bit = (1)b last bit = (0)b
REQA Command 9 1236/ fc 1172/ fc
WUPA Command
ANTICOLLISION Command
SELECT'Command
Atkother commands >9 (n*128+84)/fc |(n*128+20)/fc
The vallei—=—9-means—thatealt-PlicEs—inthefield—shaltrespond—inea—synchronous—way—which—is—reeded for
anticollision.

For all other commands the PICC shall ensure that the first modulation edge within the start bit is aligned to the bit-

grid defined in Figure 1.

6.1.3 Frame delay time PICC to PCD

This is the time between the last modulation transmitted by the PICC and the first pause transmitted by the PCD

and shall be at least 1172 / fc.

© ISO/IEC 2001 — All rights reserved
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6.1.4 Request Guard Time

The Request Guard Time is defined as the minimum time between the start bits of two consecutive REQA
commands. It has the value 7000 / fc.

6.1.5 Frame formats
The following frame types are defined:

com dafinad in-Takhla 2-
cCom T o oS ot et T oot

— standard frames for regular commands;

— bit oriented anticollision frame for anticollision command.

6.1.5.1 Short frame

A shotft frame is used to initiate communication and consists of, in the following order:
— start of communication;

— 7|data bits transmitted LSB first (for coding see Table 2);

— end of communication.

No pafity bit is added.

LSB MSB

S | bl b2 b3 b4 b5 b6 b7 E

?

First bit transmitted

Figure 2 — Short frame

6.1.5.2 Standard frame
Standard frames are used for-data exchange and consist of:
— start of communication;

— nJ* (8 data bits*+ odd parity bit), with n > 1. The LSB of each byte is transmitted first. Each byte is followed by
N odd parity,bit. The parity bit P is set such that the number of 1s is odd in (b1 to b8, P);

QO

— end of communication.

LSB n*(8 data bits + odd parity bit)
[ s |[b1 b2 b3 b4 b5 b6 b7 b8 | P[bl b2 b3 b6 b7 bs |P[ b1 bs| P | E |
1st byte T 2nd byte nth byte T
1st bit transmitted parity End of communication

Figure 3 — Standard Frame

6.1.5.3 Bit oriented anticollision frame

A collision is detected when at least two PICCs transmit different bit patterns to the PCD. In this case the carrier is
modulated with the subcarrier for the whole bit duration for at least one bit.

© ISO/IEC 2001 — All rights reserved 7
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Bit oriented anticollision frames shall only be used during bit frame anticollision loops and are standard frames with
a length of 7 bytes, split into two parts:

— part 1 for transmission from PCD to PICC;
— part 2 for transmission from PICC to PCD.

For the length of part 1 and part 2, the following rules shall apply:

— rule 1:--The sum of data hits shall he 56;

— rule|2: The minimum length of part 1 shall be 16 data bits;

— rule3: The maximum length of part 1 shall be 55 data bits.

Consequently, the minimum length of part 2 shall be 1 data bit and the maximum length shall be 40 data bits.
Since the split can occur at any bit position within a byte, two cases are defined:

— case FULL BYTE: Split after a complete byte. A parity bit is added after the laStydata bit of part 1;

— case SPLIT BYTE: Split within a byte. No parity bit is added after the last‘data bit of part 1.

The follgwing examples for case FULL BYTE and case SPLIT BYTE(define the bit organization and order of bit
transmisgion.

NOTE These examples include proper values for NVB and BCC.

Standard frame, split after 4th complete data byte

SEL NVB uido uidl uid2 uid3 BCC

|s| 11001001 | ]1|00000010 |0|| 01004100 |o| 00001000 |o '11010101 |o| 10110011 |o| 00100010 | 1| E|
‘93’ ‘40’ ‘32’ ‘10’ | ‘AB’ ‘CD’ ‘44’

%

anticollisien frame./{aart 1: PCD to PICC

/ N
|s| 11601001 |1/000000100{01001100{0[ 00001000 |o|E|

T anticollision frame, part 2: PICC to PCD
/" \L
/ N

First bit transmitted

|s11010101[0]10110011 0] 00100010]1]E]

T

First bit transmitted

Figure 4 — Bit organization and transmission of bit oriented anticollision frame, case FULL BYTE

8 © ISO/IEC 2001 — All rights reserved
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ISO/IEC 14443-3:

Standard frame, split after 2 data bytes + 5 data bits

SEL NVB uidOv uidl uid2 uid3 BCC
[s] 11001001 [1] 10100100 [0]01001 100]0] 00001000 0] 11010101 0] 10110011 [0] 00100010 [1]E]
‘93’ ‘25’ ‘32’ ‘10’ ‘AB’ ‘CD’ ‘44’

7

2001(E)

anticollision frame, part 1: PCD to PICC
/\

N
|s| 11001001 [1] 10100100 |o[01001]€|

T anticollision frame, part 2: PICC to PCD

AN
/ AN
[s]100[x| 00001000 [0] 11010101 [0] 20110011 [0 B0100010 [1]E]

f

First bit transmitted

First bit transmitted

igure 5 — Bit organization and transmission of bit oriented anticollision frame, case SPLIT B

SPLIT BYTE, the first parity bit of part 2 shall be ignoréd by the PCD.

CRC_A
bme CRC_A is a function of k data bits, which consist of all the data bits in the frame, excluding par
and the CRC_A itself. Since data is\éncoded in bytes, the number of bits k is a multiple of 8.
ng, the two CRC_A bytes are sent innthe standard frame, after the bytes and before the E. The CR(

d after calculation.

example refer to annex B:

PICC states

llowing sections\provide descriptions of the states for a PICC of Type A specific to the bit collision
ol.

llowing'State diagram takes all possible state transitions caused by commands of this part of ISO/IH
count!

TE

ty bits, S
or error
L Ais as

0 in ISO/IEC 13239, but the initial)register content shall be ‘6363' and the register content shall not be

Hetection

C 14443

PICCs react to valid received frames only. No response is sent when transmission errors are detected.

The following symbols apply for the state diagram shown in Figure 6 below.

AC ANTICOLLISION Command (matched UID)
nAC ANTICOLLISION Command (not matched UID)
SELECT SELECT Command (matched UID)

NSELECT SELECT Command (not matched UID)

© ISO/IEC 2001 — All rights reserved
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DESELECT DESELECT Command, defined in ISO/IEC 14443-4
Error transmission error detected
Power OFF
v REQA,
AC /:ACC
— > nAC, .
L HALT SELECT, —% Sl
State NnSELECT, HLTA '
HLTA Error
REQA, Error REQA,
WUPA WUPA,
nAC, nAC,
NnSELECT WUPA nSELECT, REQA, WUPA
HLTA HLTA
Error Error
— AC
REQA,
WUPA
AC,
nAC,
SELECT
NSELECT EﬁErLECT‘
Error
ACTIVE* ACTIVE
L State State
Enter
ISO/IEC 14443-4
ISO/IEC 14443-4
HLTA DESELECT HLTA
< v v A 4
Figure 6 — PICC Type A state diagram
PICCs bet - -

State by proprietary commands.

6.2.1 POWER-OFF State

Description:

In the POWER-OFF State, the PICC is not powered due to a lack of carrier energy.

10

TIVE*
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State

ISO/IEC 14443-3:

exit conditions and transitions:

2001(E)

If the PICC is in an energizing magnetic field greater than H,,;, (see ISO/IEC 14443-2), it shall enter its IDLE State

within

6.2.2

Descr

In thg

a delay not greater than defined in clause 5.

IDLE State
iption:

IDLE _Ciatn  tha DI Lotonc £ maanda—and _chall vracooni—oa REOA o
L) ~4 7Tx Cut

g WUPA

Comm
State

The P
ATQA

6.2.3

Descr

In the
levels

State

The P

6.2.4

Descr
In the
State
The P

NOTE

6.2.5
Descr

In the

o —novarad | 3 oaL—eo chall
CE omtCT— aIC— T ToC 10 POWCTCOT— It IotCTIS 1O o artasS artc oot T COgTmZe— I\

ands.
PXit conditions and transitions:

ICC enters the READY State after it has received a valid REQA or WUPA Command-and trans

READY State
ption:

READY State, either the bit frame anticollision or a proprietary anticollision method can be applied.
are handled inside this state to get the complete UID.

PXit conditions and transitions:

CC enters the ACTIVE State when it is selected with its complete UID.

ACTIVE State

ption:

IACTIVE State, the PICC listens to any higher layer message.

EeXit conditions and transitions:

CC enters the HALT State ‘when a valid HLTA Command is received.

In the higher layer.protocol, specific commands may be defined to return the PICC to its HALT State.
HALT State
ption:

HALT State, the PICC shall respond only to a WUPA Command.

State

¥it conditions and transitions:

mitted its

Cascade

The PICC enters the READY* State after it has received a valid WUPA Command and transmitted its ATQA.

6.2.6

Descr

READY* State

iption:

The READY* State is similar to the READY State, either the bit frame anticollision or a proprietary anticollision

metho

d can be applied. Cascade levels are handled inside this state to get complete UID.

© ISO/IEC 2001 — All rights reserved
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State ex

it conditions and transitions:

The PICC enters the ACTIVE* State when it is selected with its complete UID.

6.2.7 ACTIVE* State

Description:

The ACTIVE* State is similar to the ACTIVE State, the PICC is selected and listens to any higher layer message.

State ex

The PIC

6.3 Cqg
The com
— RE(Q
— WU
— ANT
— SELU
— HLT]

The com

6.3.1 R

The RE
transmitt

See Figy

Particulal
the REA

Table 2 s

t conditions and transitions:

C enters the HALT State when a valid HLTA Command is received.

mmand set

mands used by the PCD to manage communication with several PICCs are:
A;

DA

ICOLLISION;

ECT,

A.

mands use the byte and frame formats describediabove.

EQA and WUPA Commands

DA and WUPA Commands are sent-by the PCD to probe the field for PICCs of Type A. Th
ed within a short frame.

re 6 to check in which cases-RICC actually have to answer to these respective commands.

rly the WUPA Command .is sent by the PCD to put PICCs which have entered the HALT State ba
DY* State. They shall.then participate in further anticollision and selection procedures.

hows the coding of REQA and WUPA Commands which use the Short frame format.

Table 2 — Coding of Short Frame

by are

ck into

12

b7 | b6 |b5|b4|b3|b2|bl Meaning
olilololi1li1lolos=REQA
110|110 ]0]1] 0 |'52=WUPA
Of1]1|0|21]0]1|[35=O0Optionaltimeslot method, see Annex C
1100 x| x| x| x |40 to ‘4F = Proprietary
111211 x| x| x |78 to'7F = Proprietary

all other values RFU
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6.3.2

ISO/IEC 14443-3:

ANTICOLLISION and SELECT Commands

2001(E)

These commands are used during an anticollision loop (see Figure 4 and 5). The ANTICOLLISION and SELECT
Commands consist of:

— select code SEL (1 byte);

— number of valid bits NVB (1 byte, for coding see Table 7);

— 0

SEL s

The A

The S

A0 ol " loid, E LIS 1 =l & L L £ AINID
1O =0 data OISO oD T actoramyglo e varde O INVD:
becifies the cascade level CLn.
NTICOLLISION Command is transmitted within bit oriented anticollision frame.

FLECT Command is transmitted within standard frame

As long as NVB does not specify 40 valid bits, the command is called ANTICOLLISIJON)Command, where

If NV
SELE

remails in READY or READY* State.

specifies 40 data bits of UID CLn (NVB='70"), a CRC_A shall be-appended. This command
CT Command.

If the PICC has transmitted the complete UID, it transits from READY State to ACTIVE State or from REAL
to ACTIVE* State and indicates in its SAK response that UID is complete.

Other

vise, the PICC remains in READY or READY* State and“the PCD shall initiate a new anticollision

increaped cascade level.

6.3.3

The H

If the

HLTA Command
LTA Command consists of two bytes followed by CRC_A and shall be transmitted within Standard F
First bit transmitted
{
S ‘50’ ‘00’ CRC_A E

kigure 7 — Standard frame containing HLTA Command

PICC respondswith any modulation during a period of 1 ms after the end of the frame containing t

Command, this response shall be interpreted as 'not acknowledge'.

6.4

Select.sequence

he PICC

is called

Y* State

oop with

ame.

he HLTA

r further

The purpose of the select sequence is to get the UID from one PICC and to select this PICC fq

comm

© ISO/I

. "
moeatvurt.

EC 2001 - All rights reserved
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6.4.1 Select sequence flowchart

ISO/IEC 14443-3

‘ START ’

v

Send REQA

v

| Receive ATQA |

v

bit frame anticollision

Check ATQA l

proprietary anticollision

Select
cascade level 1

 d

Increase Perform hijt.frame
cascade level anticollisen loop

UID complete, PICC not
compliant to
ISO/IEC 14443-4

UID not complete
Check SAK

UID complete, PICC
compliant to
ISO/IEC 14443-4

r I
v | (SONEC 14443-4 !
Proprietary ! i Proprietary
frames and ¢ Proceed with commands and protocols i commands
protocols ! defined in ISO/IEC 14443-4 i and protocols

Figure 8 — Initialization and anticollision flowchart for PCD

6.4.2 | TQA Answer To anllncf

After a REQA Command is transmitted by the PCD, all PICCs in the IDLE State shall respond synchronously with
ATQA.

After a WUPA Command is transmitted by the PCD, all PICCs in the IDLE or HALT State shall respond
synchronously with ATQA.

The PCD shall detect any collision that may occur when multiple PICCs respond.

An example is given in annex A.

14 © ISO/IEC 2001 — All rights reserved
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NOTE

Table 5)

Bit 9 to bit 12 indicate additional and proprietary methods

Table 4 — Coding of b7, b8 for bit frame anticollision

Table 5 — €ading of bl - b5 for bit frame anticollision

b8 b7 Meaning
0 0 | UID size: single
0 1 | UID size: double
1 0 | UlIDsize: triple
1 1 RFU

b5

b4

b3

b2

bl

Meaning

bit frame anticollision

bit frame anticollision

bit frame anticollision

bit frame anticollision

O |OoO|OC|OogRr

o|lo|o |+~ ]| O

o|lo|r|O|O

o|lr|O|O|O

R |O|J]O|O|O

bit frame anticollision

© ISO/IEC 2001 — All rights reserved

6.4.2.1 Coding of ATQA
Table 3 — Coding of ATQA
MSB LSB
b16 | b15 | bl4 | bl13 | b12 | bll | bl0O b9 b8 b7 b6 b5 b4 b3 b2 bl
RFU Proprietary coding UID size RFU Bit frame anticollision
bit frame

All RFJ bits shall be set to 0.
6.4.2.2 Coding rules for bit frame anticollision
— Ruyle 1: Bits b7 and b8 code the UID size (single, double or triple, see Table 4).
— Rule 2: One out of the five bits b1, b2, b3, b4 or b5 shall be set to (1)b to indicate bit frame anticolligion (see

15
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6.4.3 Anticollision and Select

6.4.3.

1 Anticollision loop within each cascade level

The following algorithm shall apply to the anticollision loop:

PICC

Step 1 The PCD shall assign SEL with the code for the selected anticollision type and cascade level.
Step 2 The PCD shall assign NVB with the value of ‘20’
NOTE This value defines that the PCD will transmit no part of UID CLn. Consequently this
command forces all PICCs in the field to respond with their complete UID CLn.
Step 3 The PCD shall transmit SEL and NVB.
Step 4 All PICCs in the field shall respond with their complete UID CLn.
Step 5 Assuming the PICCs in the field have unique serial numbers, then if more than one’PICC responds, §
collision occurs. If no collision occurs, steps 6 to 10 shall be skipped.
Step 6 The PCD shall recognize the position of the first collision.
Step 7 The PCD shall assign NVB with a value that specifies the number of-valid bits of UID CLn. The valid
bits shall be part of the UID CLn that was received before a collisien-occurred followed by a (0)b gr
()b, decided by the PCD. A typical implementation adds a (1)b.
Step 8 The PCD shall transmit SEL and NVB, followed by the valid bits.
Step 9 Only PICCs of which the part of UID CLn is equal to the valid bits transmitted by the PCD shall transmi|t
their remaining bits of the UID CLn.
Step 10 If further collisions occur, steps 6 to 9 shall be repeated. The maximum number of loops will be 32.
Step 11 If no further collision occurs, the PCD shall assign'NVB with the value of ‘70'.
NOTE This value defines that the PCDywill transmit the complete UID CLn.
Step 12 The PCD shall transmit SEL and NVB, followed by all 40 bits of UID CLn, followed by CRC_A
checksum.
Step 13 The PICC which UID CLn matches the 40 bits shall respond with its SAK.
Step 14 If the UID is complete, the PICC shall transmit SAK with cleared cascade bit and shall transit from
READY State to ACTIVE State or from READY* State to ACTIVE* State.
Step 15 The PCD shall checklif the cascade bit of SAK is set to decide whether further anticollision loops with
increased cascade level shall follow.
If the UID of a PICC is complete and known by the PCD, the PCD may skip step 2 - step 10 to select thig
without performing theZanticollision loop.
NOTE Figure'Qexplains steps 1 to 13.
16 © ISO/IEC 2001 — All rights reserved
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Start of anticollision
loop

v

@ SEL := code (cascade level)

} '

@ NVB = ‘20 @ NVB = ‘20’ + coll

' I

Transmit Transmit
6\ ANTICOLLISION Command ANTICOLLISION Command
) @)
SEL | NVB | SEL | NVB | UID CLn

@ Receive UID CLn @

coll ;= Position of first
collision

Transmit-SELECT Command
@| SEC | NVB | UID CLn [CRC_A|

\ 4
@ Receive SAK |
\ 4
End of anticollision
loop

Figure 9 — Anticollision loop. flowchart for PCD

NOTE The circled numbers correspond to the steps of the algorithm.

6.4.3.2 Coding of SEL (Select code)

Length: 1 byte
Possible values: ‘93’, ‘95’, ‘97’

© ISO/IEC 2001 — All rights reserved 17
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Table 6 — Coding of SEL

those here above

b8 [ b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

1 0 0 1 0 0 1 1 |'93": Select cascade level 1
1 0 0 1 0 1 0 1 |'95" Select cascade level 2
1 0 0 1 0 1 1 1 |'97": Select cascade level 3
1 0 0 1 | other values except | RFU

6.4.3.3

Length: 1

The uppt
by the P
maximur

The low
(includin

6.4.3.4

UID CLn

Coding of NVB (Number of Valid Bits)

byte

n value is 7.

j SEL and NVB) modulo 8.

b8 b7 b6 b5 Meaning

Byte count = 2

Byte count = 3

Byte count = 4

Byte count =5

Byte count =6

o|lo|lo|lo|lo]|o
R = =)
Rlrlo|lolr]|r
rlo|lr|lo|lr]|oO

Byte count'=7

Coding of SAK(Select acknowledge)

Table 7 — Coding of NVB

br 4 bits are called “Byte count” and specify the integer part of the number of all valid\data bits trang
CD (including SEL and NVB) divided by 8. Consequently, the minimum value of {Byte count” is 2 and the

br 4 bits are called “bit count” and specify the number of all valid data ‘bits transmitted by thg

o
N
T
W,
o
N
o
[EY

Meaning

bit count=0

bit count =1

bit count = 2

bit count =3

bit count = 4

bit count=5

bit count =6

o|lo|o|o|lo|lo|oto
Prlr|lr]r|lo]lo]lo|o
Rrlr|lololr]|r|lol|o
rlo|lr|lo|lr|lo]lr]|o

bit count =7

SAK is tfansmitted by,the PICC when NVB has specified 40 valid data bits and when all these data bits matg
1% byte 2" 3" bytes
SAK CRC_A
(1 byte) (2 bytes)

MSB LSB MSB

LSB

Figure 10 — Select acknowledge (SAK)

The coding of bits b3 (cascade bit) and b6 is given in Table 8.

18

mitted

PCD

h with
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Table 8 — Coding of SAK

b8 b7 b6 b5 b4 b3 b2 b1 Meaning
X X X X X 1 X X Cascade bit set: UID not complete
X X 1 X X 0 X X UID complete,

PICC compliant with ISO/IEC 14443-4

X X 0 X X 0 X X UID complete,
PICC not compliant with ISO/IEC 14443-4

6.4.4 | UID contents and cascade levels

The UID consists of 4, 7 or 10 UID bytes. Consequently, the PICC shall handle up to 3 cascade levels fo get all
UID bytes. Within each cascade level, a part of UID shall be transmitted to the PCD. According to the|cascade
level, three types of UID size are defined. This UID size shall be consistent with Table 4.

Table 9 — UID size

Cascade level UID size Number of UID\bytes
1 single 4
2 double 7
3 triple 10

The UJD is a fixed unique number or a random number which is;dynamically generated by the PICC. Theffirst byte
(uid0) |of the UID assigns the content of the following bytes of the' UID.

Table 10 —Single size UIDs

uid0 Description

'08' uid1 to uid3 is a random number which is dynamically generated
'X0' - 'X7' proprietary fixed number
'X9' - 'xE'
'18' - 'F8' RFU

< E'

The value '88' of the cascade tag CT shall not be used for uidO in single size UID.

Table 11 — Double and triple size UIDs

uido Description

Manufacturer ID according to | Each manufacturer is responsible for the uniqueness of the

IcCOol-c 7010 /AN X l £ tlo bl ot £+l 29
TOOMTEC 1T OTO™0I/IvIiL varaC ot Ottt oyt S O htomgoat oot

*  The values '81' to 'FE', which are marked for 'Private use' in ISO/IEC 7816-6/AM1 shall not
be allowed in this context.
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UID size | PCD | '93'
single
PICC uid0| uid1 |uid2 [uid3 |BCC
UID size] PCD |'93' '95'
double
PICC CT |uid0 |uidl |uid2 |BCC uid3 | uid4 | uid5 | uid6 | BCC
UID size] PLCD | '93' '95' 97"
triple
PIcC CT |uid0 |uidl |uid2 |BCC CT [uid3|uid4 | uid5 | BCC uid6 |uid?7| uid8 | uid$ | BCC
Cascade Level 1 Cascade Level 2 Cascade Level 3
} I | | |
Figure 11 — Usage of cascade levels
NOTE The purpose of the cascade tag is to force a collision with PICCs thathave a smaller UID size.

The folloving algorithm shall apply to the PCD to get the complete UID:

Step 1 | The PCD selects cascade level 1

Step 2 | The anticollision loop shall be performed

Step 3 | The PCD shall check the cascade bit of SAK

Step 4 | If the cascade bit is set, the PCD shall increase the cascade level and initiate a new anticollision loop

7 Type B — Initialization and antiegllision

This section describes the initialization.and collision detection protocol applicable for PICCs of Type B.

7.1 Character, frame format-and timing

This segtion defines the~character, frame format and timing used during communication initialization and
anticollisjon for PICCs of fyype B. For bit representation and coding refer to ISO/IEC 14443-2.

7.1.1 dJdharactertransmission format

Bytes ar¢ transmitted and received between PICCs and a PCD by characters, the format of which during the Anti-
collision peguence is as follows:

— 1 start bit at logic "0";
— 8 data bits transmitted, LSB first;
— 1 stop bit at logic "1".

The transmission of one byte is performed with a character requiring 10 etu as illustrated below.
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Start LSB MSB Stop EGT

bl b2 b3 b4 b5 b6 b7 b8

A
v

10 etu

Figure 12 — Character format

Bit boyindaries within a character shall occur between (n - 0,125) etu and (n + 0,125) etu where n Is the n|

bit bod

7.1.2

A chal

The E[GT between 2 consecutive characters sent by the PCD to the PICC shall be between 0 and 57 ps.

The E[GT between 2 consecutive characters sent by the PICC to the PCD shall be between 0 and 19 ps.

7.1.3

PCDs
7.10.3

7.1.4

SOF i$ composed of:

—
o

ndaries after the start bit falling edge (1 =n <9).

Character separation

acter is separated from the next one by the extra guard time EGT.

Frame format

and PICCs shall send characters as frames. The frame is stormally delimited by SOF and by E
for exceptions.

SOF Characters EOF

Figure 13 <\Frame Format

SOF

he falling edge;
llowed by 10 etu with a lagic™0";
llowed by one single-rising edge located anywhere within the following etu;

llowed by at least'2 etu (but no more than 3 etu) with a logic "1".

Lmber of

OF. See

\V"No (sub)carrier | >10etu, <11 etu >2 <3etu| Stat | bl | b2
modulation < < : :
_______ N DU S ———

T
>12etu, < 14 etu > 1% character
1

-

Figure 14 — SOF

© ISO/IEC 2001 — All rights reserved
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715 EOF

EOF is composed of:

— one falling edge;

— followed by 10 etu with a logic "0";

— followed by one single rising edge located anywhere within the following etu.

Last character >10etu,<1letu No (sub)carrier
modulation
transition
Figure 15 — EOF
NOTE The probability of receiving a false EOF is low and corresponds to the transmission of a '00' character with g wrong

reception |of the stop bit.

7.1.6 Tming before the PICC SOF
PICC stgrt of communication after a PCD data transmission shall reéspect the timing defined in Figure 16.

The defdult minimum values of TRO and TR1 are defined in ISO/IEC 14443-2 and may be reduced by the PCD,
see 7.10}3.

FWI

The maximum value of TRO is 256/fs for ATQB only and“(256/fs)*2" ™ for all other frames (see 7.9.4.3).

The maxymum value of TR1 is 200/fs.

PCD | Last character EOF Unmodulated carrier
i\ TRO ; TRI .
L | >« >
_____________________________________ e ——

]
PICC Subcarrier OFF i Unmodulated SOF
| subcarrier ON

Figure 16 — PICC subcarrier SOF

A PICC maxitirn ontha cithearriar anhy if it intandc 0 hanin trancmittina infarm atinn
I'Aet HHOHtHEe-StRtaHer— Byt teRaStopB e gmHttanSHHtt o HaHOH

7.1.7 Timing before the PCD SOF

PCD start of communication after a PICC data transmission and EOF shall respect the timing in Figure 17.
The PICC shall turn off its subcarrier after the transmission of the EOF. The subcarrier signal shall:

— not be stopped before the end of the EOF;

— be stopped no later than 2 etu after the end of the EOF.
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The minimum delay between the PICC EOF start (falling edge) and the PCD SOF start (falling edge) is

10 etu + 32 /fs.
PICC fs ON fs to OFF fs OFF
Subcarrier
| |
|
PICC Data| Last character EOF <2etu | Undefined
< ,,,,,,,,,,,,,,,,,,,, d
|
|
PCD : > 10 etu + 32/fs SOF
q L g
Figure 17 — PICC to PCD EOF
7.2 CRC B
ls-t, ................... bytes
Data bytes CRC_B
(n bytes) (2 bytes)
MSB LSB)MSB LSB
Figure 18 — Position of a CRC_B within a frame
A franje shall only be considered correct if it is received with a valid CRC_B value.

The fr
stop b
of bits

For en
CRC |

For eX

7.3
An an

The P
issuin

During

ame CRC_B is a function of k data bits, which consist of all the data bits in the frame, excluding
ts, delays between bytes, SOF and EOF; and the CRC_B itself. Since data is encoded in bytes, the
k is a multiple of 8.

yor checking, the two CRC_B bytes’are included in the frame, after the data bits and before the H
B is as defined in ISO/IEC 13289. The initial register content shall be all ones: ‘FFFF'.

ample refer to annex B.

Anticollision sequence
icollision sequence is managed by the PCD through a set of commands detailed in this section.

CD is the\xmaster of the communication with one or more PICCs. It initiates PICC communication &
) a REQB Command to prompt for PICCs to respond.

start bits,
number

OF. The

ctivity by

the anticollision sequence it may happen that two or more PICCs respond simultaneously: this is a

collision.

The command set allows the PCD to handle sequences to separate PICC transmissions in time. The PCD may
repeat its anticollision procedure until it finds all PICCs in the operating volume.

Having completed the anticollision sequence, PICC communication will be under control of the PCD, allowing only
one PICC to talk at a time.

The anticollision scheme is based on definition of timeslots in which PICCs are invited to answer with minimum
identification data. The number of slots is parameterized in the REQB/WUPB and can vary from one to some
integer number. PICC response probability in each timeslot is also controllable. PICCs are allowed to answer only
once in the anticollision sequence.

© ISO/IEC 2001 — All rights reserved
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Consequently, even in case of multiple PICCs present in the PCD field, there will probably be a slot in which only
one PICC answers and where the PCD is able to capture the identification data. Based on the identification data
the PCD is able to establish a communication channel with the identified PICC.

An anticollision sequence allows selection of one or more PICCs for further communication at any time.

The set of commands allows implementation of different anticollision management strategies at the PCD level. This
strategy is under the control of the application designer and can include:

— probabilistic (repetitive single slot prompt with response probability less than or equal to 1):

— pselido-deterministic (multiple slots with scanning of them during the anticollision sequence texhaye the
maxjmum probability that all present PICCs answer);

— any combination of these methods that can be conducted dynamically.

7.4 PICC states description

Different| states and transition conditions between states describe the PICC detailed behaviour during the
anticollisjon sequence.

24 © ISO/IEC 2001 — All rights reserved


https://standardsiso.com/api/?name=3596c627147ea9c653d7748eaed026ba

ISO/IEC 14443-3:2001(E)

7.4.1 State transition diagram

Power Off
Power Off +
Wait for REQB ¢
@[ or WUPB
(]
REQB or WUPB o
>«
Matched AFI -
VY | ¢
_____________________________ S o & R
©
ks}
Yles 1 E
5
Option 2 7
g
R=1 @ Wait for Matched |REQB or WUPB q E
Slot Marker >
Matched Py
Slot'Marker @
> <
\ 4
[ Send ATQB ] Y
©
_____________________________________ ©
[J]
I T3
e Wait for Matched -\~ | REQB or WUPB 2
ATTRIB or HLTB J g
Matched ATTRIBl Matched HLTB 2
©
v o
Send Answer Send Answer @
to ATTRIB to HLTB }
______________________________________ \ 4 I_!
@ ACTIVE Adfive
DESELECTi ______________________________________________
v Hialt
G )
WwupPB = TTTTTTTTTTTTTTTTTTTTTOT T T T T TS

Figure 19 — PICC state transition flowchart example
NOTE 1 R s arandom number chosen by the PICC in the range from 1 to N (for coding of N see 7.7.4).
NOTE 2  Option 1 — For PICCs not supporting Slot-MARKER Command (Probabilistic approach).

Option 2 — For PICCs supporting Slot-MARKER Command (Timeslot approach).
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7.4.2 General statement for state description and transitions

To any state the following shall apply:

— the PICC shall return to POWER_OFF State if the RF field disappears.

To any state specific to the anticollision sequence (except ACTIVE State) the following shall apply:

— default communication parameters as defined in ISO/IEC 14443-2 and in the previous sections shall be used;

— the

— if a frame from the PCD is valid (correct CRC_B), the PICC shall perform the required action and/er res

PICC shall not emit subcarrier except to transmit response frames as specified in the previous sectiQ

S,

ponse

n Prefix

dep¢nding on its state;
— as i anticollision commands the first 3 bits of the data in a frame are (101)b (3 first hits<of anticollisio
byte) the PICC shall not answer to any command frame not starting with (101)b;
— the PICC shall only react to valid frames received (no response sent when transmission errors are detecfed).
7.4.3 PHOWER-OFF State
Description:
In the PQWER-OFF State, the PICC is not powered due to a lack of carrier energy.

State ex

If the PI(

within a dlelay not greater than defined in clause 5.

7.4.4

I

Description:

In the ID

State ex

On reception of a valid REQB“or WUPB Command frames the PICC moves onto the READY REQUESTE

state. (V
Commar

745 R

t conditions and transitions:

C is in an energizing magnetic field greater than.Hmin (see ISO/IEC 14443-2), it shall enter its IDLH

DLE State

t conditions and transitions:

hlid REQB/WUPB -means valid frame with REQB/WUPB Command and matched AFl. See REQB
d specificatian:for more details).

EADY-REQUESTED sub-state

Descrip1iion:

| E State, the PICC is powered.\It listens for frames and shall recognize REQB and WUPB messages.

State

D sub-
NUPB

In the READY-REQUESTED sub-state, the PICC is powered and has received a valid REQB or WUPB Commands
with a control parameter N. The PICC calculate a random number R which is used to control its subsequent
operation as described in 7.6.

State ex

it conditions and transitions:

See 7.6 for details.
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ISO/IEC 14443-3:

READY-DECLARED sub-state

Description:

2001(E)

In the READY-DECLARED sub-state, the PICC is powered and has sent its ATQB corresponding to the last valid
REQB/WUPB message received.

It listens to frames and shall recognize REQB/WUPB, ATTRIB and HLTB commands.

State exit conditions and transitions:

On re
Comm

If the
sub-st

Onre
a valid

Onre

7.4.7
Descr

The P!
PICC

The P

The P
assign

State

The P!
define|

Speci
Valid |
A valig

In the
The P

Ception of a valid ATTRIB Command the PICC shall enter the ACTIVE State if the PUPI jn\the
and matches the PICC PUPI.

PUPI in the ATTRIB Command does not match the PICC PUPI the PICC remains in the'READY-DE
ate.

eption of a valid REQB/WUPB Command frame the same conditions and transitions apply as on reg
REQB/WUPB Command frame in the IDLE State.

eption of a matched HLTB Command the PICC shall enter the HALT State.

ACTIVE State
ption:

CC is powered and has entered a higher layer mode sifice a Card Identifier (CID) has been assign
hrough the ATTRIB Command.

CC listens to any higher layer message properly-formatted (proper CID and valid CRC_B).

ICC shall not emit subcarrier following .any frame with invalid CRC_B or with another CID than
ed.

PXit conditions and transitions:

CC enters the HALT State when a valid DESELECT Command frame is received (DESELECT Con
[ in ISO/IEC 14443-4).

ic remarks:
REQB/WUPB of. Slot-MARKER frames shall not be answered.
frame with'an ATTRIB Command shall not be answered.

higherlayer protocol, specific commands may be defined to return the PICC to other states (IDLE @
CC,may return to these states only following reception of such commands.

ATTRIB

CLARED

eption of

pd to this

the one

hmand is

r HALT).

7.4.8

Descr

The P

State

The P

HALT State
iption:
ICC shall respond only to a WUPB Command which brings it back to the IDLE State.
exit conditions and transitions:

ICC returns to the POWER_OFF State if the RF field disappears.
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7.5 Command set

Four primitive commands are used to manage multi-node communication channels:

— REQB/WUPB;

— Slot-MARKER,;

— ATT

RIB;

— HLT
All four ¢
The com

Any fram

7.6 Ar
A PICC v
(Reques
where th
IfFN=1t
FN>1t

If R

If R

7.7 RH
The RE(Q
In additid

The nun
given ap

B.
pmmands use the character, frame format and timing detailed in 7.1.
mands and the responses of the PICC to these commands are described in the following-sections.

e received with a wrong format (wrong frame identifiers or invalid CRC_B) shall bé.ighored.

ticollision response rules

vhich is in the READY-REQUESTED sub-state, after receiving a valid‘REQB/WUPB Command

ed AFI=0 or AFI matched with an internal application), shall responghaccording to the following rules
e parameter N has been given in the REQB/WUPB Command:

he PICC shall send an ATQB and shall move to the READY-BECLARED sub-state

he PICC shall internally generate a random number R which shall be evenly distributed between 1 tg
= 1 the PICC shall send an ATQB and shall moveto the READY-DECLARED sub-state.

> 1:

PICCs employing the probabilistic approach (informative option 1) shall return to IDLE State;

PICCs employing the slot marker approach (informative option 2) shall wait until they have rece

Slot-MARKER Command with\a matched slot number (slot number = R) before sending the ATQ
moving to the READY-DECLARED sub-state.

FQB/WUPB Command
B and WUPB C€ormands sent by the PCD are used to probe the field for PICCs of Type B.

n WUPB.is, particularly used to also wake up PICCs which are in HALT State.

plication. See Figure 19 for detailed description of when the PICC shall respond to these resy

comman

He
S

7.7.1 REQB/WUPB Command format

REQB/WUPB Command has the following format:

28

1% byte 2" byte 3" byte 4" 5" bytes
APf AFI PARAM CRC_B
(1 byte) (1 byte) (1 byte). (2 bytes)
MSB LSB MSB LSB MSB LSB MSB LSB

Figure 20 — REQB/WUPB Command format

N

ved a
B and

ber,of7slots N is included in the command as a parameter to optimize the anti-collision algorithn for a

ective
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7.7.2 Coding of Anticollision Prefix byte APf

The Anticollision Prefix byte is APf ='05’ = (0000 0101)b.

7.7.3 Coding of AFI

ISO/IEC 14443-3:

2001(E)

AFI (Application Family Identifier) represents the type of application targeted by the PCD and is used to preselect
PICCs before the ATQB. Only PICCs with applications of the type indicated by the AFI may answer to a
REQB/WUPB Command with AFI different to ‘00’.

When|AFI equals ‘00, all PICCs shall process the REQB/WUPB.

The mlost significant half byte of AFI is used to code one specific or all application families, as definedin T4

The Idast significant half byte of AFI is used to code one specific or all application sub-families. Sub-fam
differgint from O are proprietary.

Table 12 — AFI coding

\ble 12.

ily codes

AFI AFI Meaning — Examples / Note
Most Significant | Least Significant half PICCs respond from
half byte byte
‘0’ ‘0’ All families and sub-families No application preselecfion
X ‘0’ All sub-families‘of family X Wide application preselegtion
X Y Only the Yth sub-family of family X
‘0’ Y Proprietary/sub-family Y only
‘1 ‘0,Y Transport Mass transit, Bus, Airling,.
‘2! ‘0,Y Financial IEP, Banking, Retall,.|.
‘3 ‘0,Y Identification Access Control,...
‘4 ‘0,Y Telecommunication Public Telephony, GSM,...
‘5 ‘0,Y Medical
‘6’ ‘O5Y Multimedia Internet services....
7 ‘0,Y Gaming
‘g’ ‘0, Y Data Storage Portable Files, ...
‘9'-'F ‘0,Y RFU
NOTE X=1THtoF,Y="110F
7.7.4 | Coding of PARAM
b8 i 07 i 0]9) i b5 oz b3 i b2 i DI
RFU REQB / WUPB N (Number of slots)

All RFU bits shall be setto O

Figure 21 — Coding of PARAM

b4 = 0 defines REQB: PICCs in IDLE State or READY State shall process this command
b4 =1 defines WUPB: PICCs in IDLE State or READY State or HALT State shall process this command

b1, b2 and b3 are used to code the number of slots N according to Table 13.

© ISO/IEC 2001 — All rights reserved
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Table 13 — Coding of N

b3 b2 | b1 N
0 0 0 1=2°
0 0 1 2=2"
0 1 0 4=2°
0 1 1 g=2°
1 0 0 16 = 2°
1 Q 1 RELI
1 1 X RFU

NOTE For each PICC, the probability of response (ATQB) in the first slot is 1/N. Thus, if the probabilistic.approach |s used
in the PCD, N is not used to adjust the number of slots but the probability for the PICC to return its ATQB in this-unique slpt.

7.8 Slpt-MARKER Command

After a REQB/WUPB Command, the PCD may send up to (N-1) Slot-MARKER Commands to define the gtart of
each timgslot.

Slot-MARKER Commands can be sent:
— aftef the end of an ATQB message received by the PCD to mark thedstart of the next slot;
— or egrlier if no ATQB is received (no need to wait until the end.ef a slot, if this slot is known to be empty).

It is not mandatory for a PICC to support this command. In this case, the PICC shall ignore any Slot-MARKER
Commarjd. The PICC may only send its ATQB after REQB (in the first slot) in a probabilistic approach.

7.8.1 9Hlot-MARKER Command format

Slot-MARKER Command has the following format:

1%(byte 2" 3" bytes
APn CRC B
(1 byte) (2 bytes)
MSB LSB MSB LSB

Figure 22 — Slot-MARKER Command format

7.8.2 (oding of Anticollision Prefix byte APn

APn = (nnnn 0101)b where nnnn codes the slot number as defined in the Table 14.

Table 14 — (‘nding of slot number
nnnn Slot number
0001 2
0010 3
0011 4
1110 15
1111 16
NOTE It is not mandatory that the Slot-MARKER Commands are sent sequentially with incremental slot numbers.
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7.9 ATQB Response

The response to both REQB/WUPB and Slot-MARKER Commands is named ATQB.

7.9.1 ATQB Response format

ATQB Response has the following format:

1% byte | 2™ 39 4" 5" bytes | 6", 7", 8", 9" bytes | 10", 11", 12" bytes | 13", 14" bytes
50 PUOPt Appticatiom Data Protocotinfo CRCB
(1 byte) (4 bytes) (4 bytes) (3 bytes) (2 bytes)
MSB LSB MSB LSB MSB LSB MSB LSB MSB LSB

Figure 23 — ATQB Response format

7.9.2 | PUPI (Pseudo-Unique PICC Identifier)

A Psepdo-Unique PICC Identifier (PUPI) is used to differentiate PICCs during anticellision. This 4-byte number may

be either a number dynamically generated by the PICC or a diversified fixed number. The PUPI may only dhange in
the IDLE State.

7.9.3 | Application Data

The Application data field is used to inform the PCD which applications are currently installed in the PICC. This
informiation allows the PCD to select the desired PICC in the presence of more than one PICC.

The application data is defined dependent upon the ADC.(Application Data Coding) field in the Protocol |nfo (see
7.9.4.), which defines if either the CRC_B compressingimethod described below or proprietary coding is ugded.

When|the CRC_B compressing coding is used, Application Data field contains the following:

1* byte 2"%)3" bytes 4" pyte
AFI CRC_B(AID) Numbers of Applications
(1 byte) (2 bytes) (1 byte)
MSB LSB~""MSB LSB MSB LSB

Figure 24 — Application Data format

7.9.31 AFI
For mpno application PICCs AFI gives the family of the application (see AFI coding in Table 12).

For multi application PICCs AFI gives the family of the application described in CRC_B(AID).

7.9.3.2 “2CRC B(AID)

CRC_B(AID) is the result of calculation of CRC_B of the AID (as defined in ISO/IEC 7816-5) of an application in the
PICC matching the AFI given in the REQB/WUPB Command.

7.9.3.3 Numbers of Applications
Indicates on presence of other applications in the PICC.

The most significant half byte value gives the number of applications corresponding to the AFI given in Application
Data with ‘0’ meaning no application and ‘F’ meaning 15 applications or more.
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The least significant half byte value gives the total number of applications in the PICC with ‘0’ meaning no
application and ‘F’ meaning 15 applications or more.

7.9.4 Protocol Info

The Protocol Info field indicates the parameters supported by the PICC. It is formatted as detailed below.

1% byte 2" byte 3" byte
Bit_Rate_capability Max_Frame_Size | Protocol_Type FWI ADC FO
{8-bits) 4bits) t4bits) t4bits) {(2-bits)1—(2bit)
M$EB LSB MSB LSB MSB LSB

Figure 25 — Protocol Info format

7941 | FO
Table 15 — Frame Option supported by the PICC
b2 bl Meaning
1 X | NAD supported by the PICC
X 1 | CID supported by the PICC
7.9.4.2 | ADC
Table 16 — Application Data Coding supported by the PICC
b4 b3 Meaning
0 0 | Application is proprietary
0 1 | Application is coded as described in 7.9.3.
Other values are RFU
7.9.43 | FwI

Frame Waiting time Integer (4 bits):

FWI codgs an integer value used’'to define the FWT.

The FWT defines the maximum time for a PICC to start its response after the end of a PCD frame.
FWT is dalculated hythe formula:

FWT = (256 16/fc) x 2FW!

where thevalue of E\A/ L has the range from 0 to 14 and the value of 15 is REU
For FWI =0, FWT is minimal (~ 302 us);

For FWI = 14, FWT is maximal (~ 4949 ms).
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7.9.4.4 Protocol_Type
Table 17 — Protocol Types supported by the PICC
b4 b3 b2 bl Meaning
0 0 0 1 PICC compliant with ISO/IEC 14443-4
0 0 0 0 PICC not compliant with ISO/IEC 14443-4
Other values are RFU.
7.9.4.1 Max_Frame_Size
Table 18 — Maximum frame size
Maximum Frame Size Code in ATQB 0 1 2 3 4 5 6 7 8 9-H
Maximum Frame Size (bytes) 16 | 24 32 40 48 64 96 | 128 | 256 | RFU >[256
7.9.4.¢ Bit_Rate_capability
Table 19 — Bit rates supported by the PICC
b8 |b7 | b6 | b5 b4 |b3| b2 bl Meaning
0]J]O0OfO0O]Of O |[O] O | O |PICCsupportsonly 106 Kbit/s in both directions
1 | x| x|x]|] 0 |x X X | Same bit rate from PCD\to PICC and from PICC to PCD compulsory
Xx | x| x] 1] 0] x] x | x|PICCtoPCD, letu= 64/ fc, bit rate supported is 212 kbit/s
x| x| 1]|x] O X X x | PICC to PCD, %etu = 32/ fc, bit rate supported is 424 kbit/s
x| 1] x| x| 0] x] x | x|PICCtoPCB;y1letu =16/ fc, bit rate supported is 847 kbit/s
X | x| x| x] O X X 1 [ PCD toPICC, letu = 64 / fc, bit rate supported is 212 kbit/s
X | x| x| x] O X 1 x | PCDite’'PICC, letu = 32/ fc, bit rate supported is 424 kbit/s
X | x| x| x| 0]1 x | x ] PCD to PICC, letu = 16/ fc, bit rate supported is 847 kbit/s

Other values (with b4 = 1) are RFU.

7.10

ATTRIB Command

The AJFTRIB Command sent’bythe PCD shall include information required to select a single PICC.

A PICL receiving an AT-TRIB Command with its identifier becomes selected and assigned to a dedicated|channel.
After being selected; this PICC only responds to commands defined in ISO/IEC 14443-4 which include i{s unique
CID.
7.10.1 ATTRIB Command format
ATTR[BCommand has the following format:

1% byte | 2™ 37 4™ 5" | 6" byte | 7" byte | 8" byte | 9" byte 10™,.......... bytes

bytes
1D Identifier Param 1 | Param 2 | Param 3 | Param 4 Higher layer - INF CRC_B

(1 byte) (4 bytes) (1 byte) [ (1byte) | (1byte) | (1 byte) | (optional — 0 or more bytes) | (2 bytes)

MSB LSB MSB LSB MSB LSB MSB LSB MSB LSB MSB LSB MSB LSB MSB LSB
Figure 26 — ATTRIB Command format
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7.10.2 Identifier

This identifier is the value of the PUPI sent by the PICC in the ATQB.

7.10.3 Coding of Param 1

b8 b7

b6 b5

b4 b3

b2

bl

Minimum TRO

Minimum TR1

EOF SOF

RFU

All RFU bits shall be set to 0 if not otherwise specified

7.10.3.1

Minimum TRO

Figure 27 — Coding of Param 1

Minimun] TRO indicates to the PICC the minimum delay before responding after the end of a>command sent by a
PCD. The default value has been defined in ISO/IEC 14443-2, 9.2.5.

Table 20 — Minimum TRO coding

b8 b7 Minimum TRO
0 0 default value
0 1 |48/fs
1 0 |16/fs
1 1 RFU

NOTE
performance.

7.10.3.2

Minimum TR1

Minimum TRO is required by the PCD when switching from transmit to receive and its value depends on tHe PCD

Minimun] TR1 indicates to the PICC the minimum delay between subcarrier modulation start and beginning ¢f data
transmiskion. The default value has been-defined in ISO/IEC 14443-2, 9.2.5.

Table 21 — Minimum TR1 coding

b6 b5 Minimum TR1
0 0 default value
0 1 64l/fs
1 0 16/fs
1 1 RFU

NOTE
performance.

34

Minimum TRZI is required by the PCD for synchronization with the PICC and its value depends on the PCD
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7.10.3.3 EOF/SOF
b3 and b4 indicate the PCD capability to support suppression of the EOF and/or SOF from PICC to PCD, which

may reduce communication overhead. The suppression of EOF and/or SOF is optional for the PICC. The coding of
b3 and b4 is as follows:

Table 22 — SOF handling

b3 SOF required
0 Yes
1 No

Table 23 — EOF handling

b4 EOF required
0 Yes
1 No

7.10.4f Coding of Param 2

The lgast significant half byte (b4 to bl) is used to code the maximum frame size that can be received by|the PCD
as spdgcified in Table 24.

Table 24 — Coding of b4 tob1 of Param 2

Maximum Frame Size Code in ATTRIB 0 1 2 3 4 5 6 7 8 9-F

Maximum Frame Size (bytes) 16 24 { 32 | 40 | 48 | 64 | 96 | 128 256 RFU > 356

The most significant half byte (b8 to b5) is used forbit rate selection, as specified in Tables 25 and 26.

Table 25— Coding of b6 & b5 of Param 2

b6 b5 Meaning

0 Q- | PCDto PICC, letu = 128/ fc, bit rate is 106 kbit/s
0 1 | PCD to PICC, letu = 64/ fc, bit rate is 212 kbit/s
1 0 |PCD to PICC, 1letu = 32/ fc, bit rate is 424 kbit/s
1 1 |PCD to PICC, letu = 16/ fc, bit rate is 847 kbit/s

Table 26 — Coding of b8 & b7 of Param 2

b8 b7 Meaning

0 0 |PICCto PCD, letu = 128/ fc, bit rate is 106 kbit/s
0 1 [PICCto PCD, letu = 64/ fc, bit rate is 212 kbit/s
1 0 PICC to PCD, 1letu = 32/ fc, bit rate is 424 kbit/s
1 1 PICC to PCD, letu = 16 / fc, bit rate is 847 kbit/s

7.10.5 Coding of Param 3
The least significant half byte (b4 to bl) is used for confirmation of the protocol type as specified in Table 17.

The most significant half byte (b8 to b5) is set to (0000)b, all other values are RFU.
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7.10.6 Coding of Param 4

The Param 4 byte consists of two parts:

— the least significant half byte (b4 to bl) is named Card Identifier (CID) and defines the logical number of the
addressed PICC in the range from 0 to 14. The value 15 is RFU. The CID is specified by the PCD and shall be
unique for each active PICC. If the PICC does not support CID, code value (0000)b shall be used;

— the most significant half byte (b8 to b5) is set to (0000)b, all other values are RFU.

7.10.7 Higher layer INF
Any higher layer command transferable as the INF field of ISO/IEC 14443-4 may be included.
It is not mandatory for the PICC to process successfully any command in this context.

The PICC shall however process successfully such message if no application command is’included.

7.11 Arnswer to ATTRIB Command

The PICC shall answer to any valid ATTRIB Command (correct PUPI and valid €RC_B) with the format degcribed
below.

1% byte 2" bytes
MBLI | CID Higher layer Response CRC B
(1 byte) (optional 0 or more bytes) (2 bytes)
MSB LSB MSB LSB MSB LSB

Figure 28 — Format of the;Ar'swer to an ATTRIB Command

The first oyte consists of two parts:

— the |east significant half byte (b4 to bl)\contains the returned CID. If the PICC does not support CID} code
valup (0000)b is returned;

— the most significant half byte (B8\to b5) is called the Maximum Buffer Length Index (MBLI). It is used py the
PICC to let the PCD (kmow the Ilimit of its internal buffer to received chained filames.
The|coding of MBLI is as follpws:

— |MBLI = 0 means.that the PICC provides no information on its internal input buffer size;

— [MBLI > 0 is;used to calculate the actual internal maximum buffer length (MBL) according to the foljowing
formula:MBL = (PICC Maximum Frame Size)* 2(MBLI-1) where the PICC maximum frame size is refurned
by the PICC in its ATQB. When it send chained frames to a PICC, the PCD shall ensure that the
accumulated length is never greater than MBL.

Remaining bytes are optional and used for higher layer response.
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As illustrated below, a PICC shall answer the empty (no higher layer INF field) ATTRIB Command with an empty
higher layer response:

NOTE[L

NOTE R

A valid Answer (same CID and valid CRC_B) to an ATTRIB Command (as defined in Figure 28 or 29)-is
for a PCD to verify that PICC selection has been successful.

Higher layer response indicating that the higher layer command is not supported by the PICC within this

1% byte 2" 3" bytes
MBLI | CID CRC_B
(1 byte) (2 bytes)
MSB LSB MSB LSB

allowed as long as the PICC response meets the format described above.

7.12 HLTB Command and Answer

The HLTB Command is used to set a PICC in HALT State and stop respondingto'a REQB.

After gnswering to this command the PICC shall ignore any commands excéept the WUPB Command (see

HLTB[Command has the following format:

1% byte 2" 3" 4" 5" pytes 6", 7" bytes
‘50’ Identifier CRC_B
(1 byte) (4 bytes) (2 bytes)
MSB LSB MSB LSB MSB LSB

Figure 30 —Format of the HLTB Command

The 4|bytes identifier is the value of the RURVFsent by the PICC in the ATQB.

The fgrmat of Answer to a HLTB Command from the PICC is as follows:

1% byte 2" 3" bytes
'00 CRC_B
(1 byte) (2 bytes)

MSB LSB MSB

LSB

Figure 31 — Format of PICC Answer to HLTB Command

he means

context is

7.7)
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Annex A
(informative)

Communication example Type A

This example shows the select sequence with 2 PICCs in the field on the assumption of:

— PIC

— PIC

C #1 with UID size: single, value of uidO is ‘107,

C #2 with UID size: double.

Request

REQA
26" ATQA PICC #1

(10000000 00000000)b

ATQA PICC #2

(10000010 00000000)b

Anticollision loop, cascade level 1

NVB
93" 20' <~ uido | uid1 | uid2 | uid3 [ BCc&{] PICC #1
(00001000)b
<~ ¢ [ uido | wid1] uid2[ Bcc] PICC #2
(00010001)b

first collisian, at bitposition #4

| seL| nvB| +—

93" 24" oo <+ | uido.fDuid1 [ wid2 [ BCC | PICC #2
(0001)b
[ seL [ NvB] cT [ uido] uidi[ uid2] BCC] CRC_A |—
'93' '70' (00010001 <_| SAKl CRC_A
(xx1xxxxx)b
‘ Anticollision loopjcascade level 2
ESlog
'95' . <20° «—| uid3 | uid4 | uid5| uid6 | BCC
(sl | nvB | wids | uida | uids | uide | Bcc| CRC_A |»
‘95" 70" <—|— SAK| CRC_A

(xX0xxXXX)b

Note: start of communication, end of communication and parity bits
are not shown for the sake of simplicity.

Representation: | PCD to PICC

<«—] [Picctopcp ] |

(xxx...x)b

X first bit transmitted (LSB)

38

Figure A.1 — Select sequence with bit frame anticollision
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