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INFORMATION TECHNOLOGY -
FIBRE CHANNEL -

Part 331: Virtual interface (FC-VI)

10)

FOREWORD

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or JEC-participate in
the development of International Standards. Their preparation is entrusted to technical committées; any ISO and
IEC member body interested in the subject dealt with may participate in this preparatory, work. International
governmental and non-governmental organizations liaising with ISO and IEC also participate«in this preparation.

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Draft International Standards adopted by the joint technical committee are circulated’te national bodies for voting.
Publication as an International Standard requires approval by at least 75 % of the \national bodies casting a vote.

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation
from all interested IEC and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accepted
by IEC and ISO member bodies in that sense. While all redsonable efforts are made to ensure that the
technical content of IEC, ISO and ISO/IEC publications is aceurate, IEC or ISO cannot be held responsible for
the way in which they are used or for any misinterpretation by any end user.

In order to promote international uniformity, IEC and 1SO member bodies undertake to apply IEC, ISO and
ISO/IEC publications transparently to the maximum, extent possible in their national and regional publications.
Any divergence between any ISO/IEC publication and the corresponding national or regional publication
should be clearly indicated in the latter.

ISO and IEC provide no marking procedure’to indicate their approval and cannot be rendered responsible for
any equipment declared to be in conformity with an ISO/IEC publication.

All users should ensure that they ‘have the latest edition of this publication.

No liability shall attach to IE€ or ISO or its directors, employees, servants or agents including individual experts
and members of their technical committees and IEC or ISO member bodies for any personal injury, property
damage or other damagde of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
and expenses arising-out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC,
ISO or ISO/IEC publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attentien(is drawn to the possibility that some of the elements of this International Standard may be the subject of
patentrights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

International Standard ISO/IEC 14165-331 was prepared by subcommitiee 25:

Intércaonnection of information h:mhnnlngy nqnipmnnf’ of ISQ/IEC Jir\inf technical committee 1:

Information technology.

The list of all currently available parts of ISO/IEC 14165 series, under the general title
Information technology — Fibre channel, can be found on the IEC web site.
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This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

This International Standard defines an upper-layer protocol within the domain of Fibre Channel, that is de-
signed to permit efficient peer-to-peer or client-server messaging between nodes, and to comply with the
Virtual Interface (VI) Architecture. Vendors that wish to implement devices that connect to FC-VI may fol-
low the requirements of this and other normatively referenced standards to manufacture an FC-VI compli-

artdevice:
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INFORMATION TECHNOLOGY -
FIBRE CHANNEL -

Part 331: Virtual interface (FC-VI)

1 Scope
This part of ISO/IEC 14165 defines the Fibre Channel mapping protocol for the Virtual Interface (VI) Ar
tecture (FC-VI). FC-VI defines the Fibre Channel Information Units in accordance with the-VI Architect

model. FC-VI additionally defines how Fibre Channel services are used to perform the-services requi
by the VI Architecture model of its network transport.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
erences, only the edition cited applies. For undated references, the\latest edition of the referenced do
ments (including any amendments) applies.

ISO/IEC 14165-122, Information technology — Fibre channel — Arbitrated Loop-2 (FC-AL-2)

ISO/IEC 14165-251, Information technology — Fibre channel — Framing and Signalling Interface
(FC-FS) (To be published)

ISO/IEC 14165-414, Information technology* Fibre channel — Generic services-4 (FC-GS-4)
The following references for VI Architecture are the product of Intel, Microsoft and Compaq. The VI Ar
tecture 1.0 specification is completely defined in these three documents. For the convenience of the re
er they are added as supplementary-documents.

Virtual Interface Architecture*Specification, V1.0 (VI-ARCH)

Virtual Interface (VI).Architecture Developer’'s Guide, V1.0 (VI-DG)

Virtual Interfage(V1) Architecture Developer's Guide Error Table Supplement, V1.0

IP Versiofi’6-Addressing Architecture, RFC 2373, July 1998 (RFC2373)
(can be,downloaded from the Internet)

thi-
Lre
red

ref-

thi-
Ad-

3., ‘“Terms, definitions and abbreviations

3.1 FC-VI terms and definitions

3.1.1 completing a descriptor
a VI Provider completes a Descriptor by updating the status field and setting the Done bit
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3.1.2 FC-VI connection
a VI Connection that is established and maintained between two FC-VI Ports

3.1.3 FC-VI connection point

the context used to listen for FC-VI Connection requests and responses within an FC-VI Port. It is bound to

an |IP address and a Discriminator

3.1.4 FC-VI connection setup
an FC-VI operation that consists of a Sequence of FC-VI Connection IUs that establish an FC

-VI

o o
COUINecuort

3.1.5 FC-Vldisconnect
an FC-VI operation that consists of a Sequence of FC-VI Connection IUs that removes an FC
Connection or aborts a FC-VI Connection Setup

3.1.6 FC-VI endpoint
the context for a VI within an FC-VI Port. Each end of an FC-VI Connection is an FE-VI Endpoint

3.1.7 FC-VI message transfer

an FC-VI operation that consists of one or more FC-VI Message IUs to transfer’a VI Message between

VI Ports

\

C-

3.1.8 FC-VI port: a Fibre Channel Port that is capable of FC=VI operation and complies with this

standard.

3.1.9 FC-VI provider
the hardware and software services that implement the ¢ransport dependent functions of a VI Provider o
a Fibre Channel transport conforming to this standard

3.1.10 fully qualified message ID (FQMID)

ver

the tuple of {FCVI_HANDLE, FCVI_MSG_ID;Exchange Context (F_CTL:23)} that uniquely identifies and

routes each received FC-VI IU to the correct FC-VI Endpoint context within a FC-VI Port

3.1.11 host name
a symbolic name associated withra VI capable Node. The Host Name is represented as an AS
character string to the VI Application

3.1.12 in-order fabric
a Fibre Channel configuration where the order of frame arrival at a receiving Port is identical to
transmission order at'the originating Port. An Arbitrated Loop is one example of an In-Order Fabric

3.1.13 local
entity (Endp6int, Connectionpoint, Provider, etc.) at this end of a FC-VI Connection

3.1.14_out-of-order fabric
a Fibre-Channel configuration where the order of frame arrival at a receiving Port may be different than
transmission order at the originating Port

Cll

the

the

3.1.15 remote
entity (Endpoint, Connectionpoint, Provider, etc.) at the other end of a FC-VI Connection
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3.1.16 VI connection
connection between two VI Endpoints

3.1.17 VI endpoint
a pair of work queues and associated context visible to a VI Application. Also known as a VI

3.1.18 VI message

VI Application data that is transferred between FC-VI Ports over a previously established FC-VI

Connection.

3.2 VI Definitions

The following VI Terms used in this standard are defined in the VI Architecture Specification and the VI
chitecture Developer’s Guide, provided as supplementary documents.

Client-Server
Control Segment
Descriptor
Discriminator
Peer
Peer-to-Peer
RDMA

RDMA Read
RDMA Write
Reliability Level
Reliable Delivery
Reliable Reception
Send

Unreliable Delivery
Vi

VI Address

NEA

Ar-

L '
\ALl I‘\}JFII\;GLIUI T
VI Handle

VINIC
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VI Provider

3.3 Abbreviations

D_ID Destination_Identifier
[ISO/IEC 14165-251]
ELS Extended Link Service
[ISO/IEC 14165-251]
FC Fibre Channel
[ISO/IEC 14165-251]
FC-FS The architecture specified by the Fibre Channel standard
[ISO/IEC 14165-251]
FC-PH The architecture specified by the Fibre Channel standard
[ISO/IEC 14165-251]
FCP Fibre Channel Protocol for SCSI
[ISO/IEC 14776-222]
FC-4 Fibre Channel Layer 4 mapping layer
[ISO/IEC 14165-251]
V) Information Unit
[ISO/IEC 14165-251]
S_ID Source_ldentifier
[ISO/IEC 14165-251]
ULP Upper Layer Protocol

[ISO/IEC 14165-254]

3.4 Editorial conventions
Definitions, conventions, abbreviations; acronyms and symbols applicable to this standard are provid
unless they are identical to that described in any referenced standard, in which case they are included

reference. Some definitions from the glossary or body of other standards are included here for easy re
ence.

In this Standard, a number of conditions, mechanisms, sequences, parameters, events, states, or sim
terms are printed with-the following conventions:

— the first letter’of each word in uppercase and the rest lowercase (e.g., Exchange, Class, etc.).

Such terms(and words have special meaning and are defined in other standards. All terms and words
conforming to the convention noted above have the normal technical English meanings.

ed,

by
er-

ilar

not

Numbered items in this Standard do not represent any priority. Any priority is explicitly indicated.

In case of any conflict between text, figure, table and state diagram, the state diagram, then table, then fig-
ure, and finally, text takes precedence. Exceptions to this convention are indicated in the appropriate sub-

clauses.


https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

-16 - 14165-331 © ISO/IEC:2007(E)

The term “shall” is used to indicate a mandatory rule. If such a rule is not followed, the results are unpre-
dictable unless indicated otherwise.

The fields or control bits which are not applicable shall be set to zero.

If a field or a control bit in a frame is specified as not meaningful, the entity which receives the frame shall
not check that field or control bit.

Hexadecimal notation

Hexadecimal notation is used to represent fields. For example, a four-byte FCVI_HANDLE field contfaining
a binary value of 00000000 11111111 10011000 11111010 is shown in hexadecimal farmat|as
‘O0FF98FAhR'.

Binary notation

Binary notation is used to represent fields. For example, a one-byte Match Address Code Point ip a
FARP-REQ containing a binary value of 0000 0010 is shown in binary format as"“00000010b’.

Not Equal

The symbol “I=" means “not equal”.
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4 Structure and concepts
4.1 Fibre channel structure and concepts

Fibre Channel (FC) is logically a point-to-point serial data channel. FC architecture has been designed so
that it may be implemented with high performance hardware that requires little real-time software manage-
ment. The Fibre Channel Physical (FC-FS) transport described in ISO/IEC 14165-251 performs those
functions required to transfer data from one N_Port to another. The FC-PH transport may be treated as a
very powerful delivery service with information grouping and multiple defined classes of service.

A switching fabric allows communication among more than two N_Ports.

The Fibre Channel Arbitrated Loop (FC-AL) is an alternate N_Port interconnect architecture that’uses |FC
mechanisms to transfer data between an NL_Port selected by the arbitration process and any of the other
NL_Ports on the loop. Once communication is opened between two NL_Ports, standard-FC frames pre
used to provide an FC-PH compliant delivery service. An Arbitrated Loop may be attached to a Fabrid by
an FL_Port.

An FC-4 mapping layer defines the steps required to perform the functions defined by a ULP. The protdcol
is defined in terms of the stream of FC IUs generated by a pair of N_Ports that support the FC-4. In this
document, N_Ports and NL_Ports capable of supporting FC-VI transactions are collectively referred tg as
FC-VI Ports.

The number of Exchanges that may simultaneously be open bétween two FC-VI Ports is defined by the
FC-PH implementation. The architectural limit for this value is65,535. The maximum number of active Be-
quences that may simultaneously be open between two FEC<VI Ports is limited by FC-PH to no more than
255. To allow management Exchanges to be originated,.a certain number of extra Exchanges and at Igast
one extra SEQ_ID should always be available.

FC-FS allows management protocols above the FC-PH interface to perform link management functigns.
The standard FC-PH primitive sequences, link‘management protocols, and basic and extended link seryic-
es are used as required by FC-VI Endpoints.

4.2 FC-VI structure and concepts

FC-VI defines the mapping of VI Messages and VI Connections to FC-PH. FC-VI is based on the metiod
of first establishing an FC-V4&.Connection between two FC-VI Ports, and then sending VI Messages oyver
the FC-VI Connection. FC-VJ defines the Information Units (IUs) that are required to establish and rem¢ve
FC-VI Connections, and the 1Us that are required to send VI Messages.

Each VI Message lis-transferred in one Exchange, and each FC-VI Connection is established in one Ex-
change (Client-Sefver) or two Exchanges (Peer-to-Peer). As required by FC-FS, each FC-VI Informatfion
Unit (1U) is_constructed from one Sequence. One or more IUs are grouped together to form one Exchange.
FC-VI defines FC-VI Connection IUs to establish and remove FC-VI Connections, and defines FC-VI Mes-
sage IUs 10 send VI Messages.

FC-VI defines a FCVI_HANDLE to specify the destination VI for the VI Message VI Ports shall s¢nd
FCVI_HANDLE for each of its FC-VI Endpoints. The FC-VI Port is required to use the FCVI_HANDLE
specified by the other FC-VI Port when transmitting a VI Message. The FC-VI Provider may use any appro-
priate method to map a FCVI_HANDLE to a VI Handle as used by a VI Application, since FC-VI does not
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define a specific mapping between FCVI_HANDLEs and VI Handles. An FCVI_HANDLE shall be unique
for all open FC-VI Connections for an FC-VI Port.

FC-VI defines a FC-VI Message ID (FCVI_MSG_ID). The FCVI_MSG_ID is set to one by an FC-VI Port
when it sends the first IU of its first VI Message on a new FC-VI Connection. The FC-VI Port that receives
the VI Message shall echo the same FCVI_MSG_ID in any Response IU. Each FC-VI Port shall increment
the FCVI_MSG_ID value by one for every VI Message sent within a VI to facilitate the detection of lost VI
Messages at the receiver. A separate FCVI_MSG_ID count is kept for each direction of a VI. See Clause
8 for a complete description of FC-VI error detection and recovery.

VI Reliability Levels are defined with respect to VI Message delivery. FC-VI supports all three levels, of|re-
liability (Unreliable Delivery, Reliable Delivery, Reliable Reception) and all connection models_(Clignt-
Server, Peer-to-Peer) defined by the VI Architecture. FC-VI supports all VI data transfer models (Sepd,
RDMA Write and RDMA Read) defined by the VI Architecture.

FC-VI supports unacknowledged (class 2) and acknowledged (class 3) classes of service. FC-VI supports
Arbitrated Loop, Fabric, Loop attached Fabric, and Point-to-Point topologies. FC-VI supports an In-Order
Fabric and an Out-of-Order Fabric.

NOTE FC-VI may support additional classes of service other than class 2 and ¢lass 3. However, no consideration
was given to other classes of service during the creation of this standard.

The VI Architecture does not define the format of how VI Addresses are mapped to transport specific pd-
dresses. The FC-VI mapping of VI to Fibre Channel assaciates an IP address with a FC-VI Port. The
method of assigning IP addresses to FC-VI Ports is outside'the scope of this standard. FC-VI allows mpre
than one IP address to be assigned to the same FC-V} Port. FC-VI also allows the same IP address to be
assigned to more than one FC-VI Port. The format of,an IP address for FC-VI shall use the format spgci-
fied by RFC 2373.

FC-VI provides methods to map an N_Port Identifier to an IP address assigned to a FC-VI Port. The Fipre
Channel Name Server of the Directory Service as defined in FC-GS-2 is the preferred method to map|an
N_Port Identifier to an IP address for Fabric topologies. FC-VI additionally specifies the Fibre Channel
FARP ELS to resolve IP addresses®o N_Port Identifiers for configurations that do not support a Name
Server.

Figure 1 illustrates the addressing objects associated with an FC-VI Port.

Before VI Messages_ are-sent, an FC-VI Connection shall be established between a pair of FC-VI Epd-
points. An FC-VI Endpoint is an FC-4/ULP construct for a VI Endpoint. A VI Endpoint is created when g VI
Application executes'the VipCreateVI call (see VI-ARCH).

An FC-VI Port-may need to discover the N_Port Identifier of the FC-VI Port to which it wishes to send a
connection(request to. This is accomplished by querying the Name Server or issuing a FARP-REQ. The
process.of establishing an FC-VI Connection is defined as an FC-VI Connection Setup. FC-VI defings a
four'phase sequencing of IlUs within a single Exchange to establish a connection. The minimum numbef of
phases to support the VI Architecture is three. FC-VI adds an additional phase to terminate the Conngec-

4 ot = 1™ + | - . P ES ES £ htat
UUTT YTIUNY LAUTTATTYC Al UTT LALTTATTYC UTTYyImidivun U 1aviimdic TITulr TOCUUVTTYy .

An FC-VI Provider listens for incoming connection requests on an FC-VI Connectionpoint on behalf of a VI
Application. An FC-VI Provider creates an FC-VI Connectionpoint when a VI Application executes a Vip-
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ConnectWait for a Client-Server connection or VipConnectPeerRequest for a Peer-to-Peer connection

(see VI-DG).

The FC-VI Provider listens for incoming connection requests on a specific IP address and a Discrimina

tor

bound to the FC-VI Connectionpoint. A Discriminator is typically unique per FC-VI Connectionpoint, but it is
not required to be so. When the connection successfully completes, the connection originator FC-VI End-

point is bound to the connection responder FC-VI Endpoint.

An incoming Connect Request, FCVI_CONNECT_RQST, contains both the Local and Remote IP address-

es—anmd-Distrimmmators—Aconmectiom mmatchexists—ifthe P —address—amdBiscrimmimatorm

he

FCVI_CONNECT_RQST match the IP address and Discriminator in the FC-VI Connectionpointof fhe
Connect Request responder. See Section 6.7 in the VI Architecture Developer’'s Guide for-the exjact

matching rules for Connection Setup.

Each FC-VI Endpoint communicates a FCVI_HANDLE to the other FC-VI Endpoint during FC-VI Conngc-
tion Setup. Once the FC-VI Connection is established, the FCVI_HANDLE is used to route all VI Messages

to the proper FC-VI Endpoint within an FC-VI Port. IP addresses and Discriminators are not used fo
Message transfer. During an FC-VI Connection Setup, the FC-VI Provider shall'guarantee that the La

VI
cal

FC-VI Endpoint is bound to the connection and enabled for reception of Messages before any Connect Re-

sponse is issued.

The VI Architecture defines two methods to establish a connection. A”Client-Server Connection Setup is
similar to the Sockets model - a Server waits for connection requests from a Client. A Peer-to-Peer Cpn-
nection Setup involves two Peers attempting to establish a connection with each other at about the same

time.
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Figure 1 — FC-VI addressing objects
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5 FC-VI protocol overview

5.1

FC-VI information units

- 21—

The Information Units (IUs) used by FC-VI Ports and their characteristics are shown in Table 1. All FC-VI
IUs shall be composed of Device_Data frames. All Connect Request/Response IUs are either Unsolicited
Control or Solicited Control. This facilitates the FC-2 to route Message Request/Response IUs directly to
specialized FC-VI data transfer hardware assists and route the Connect Request/Response IUs to a CPU

software path.

The Table 1 column ‘Mand/Opt’ defines which IUs are Mandatory and which are Optional. The F/IM/L
umn indicates whether the U is the First, Middle or Last of the Exchange. FCVI_READ_RQST s optignal

since RDMA Read is optional. All Message Responses are optional, since they are only,required

RDMA Read or Reliable Reception. All connection IUs are mandatory.

Table 1 — FC-VI Information unit summary

IU Category FC-VI Information R_CTL | Device_Header | FC-VI Payload F/M/L | Mand/
Unit Type Size Opcod Content Opt
e

Message Request | FCVI_SEND_RQST 01h 32 Bytes 00h Message | F/M/L M
Data

Message Request | FCvI_WRITE_RQST 01h 32 Bytes 01h Message | F/MIL M
Data

Message Request | FCvI_ READ _RQST 06h 32Bytes 02h none F 0}

Message FCVI_SEND_RESP 07h 16'Bytes 08h none L o

Response

Message FCVI_WRITE_RESP 07h 16 Bytes 09h none L o}

Response

Message FCVI_READ_RESP 01h 32 Bytes 0Ah Message M/L o}

Response Data

Connect Request | FCVI_CONNECT_RQSF 02h 32 Bytes 10h | Connect Info F M

Connect Request | FCVI_DISCONNECT_RQST 02h 32 Bytes 12h none F M

Connect Response | FCVI_CONNECT RESP1 03h 32 Bytes 18h | ConnectInfo| M M

Connect Response | FCvI_CONNECT_RESP2 03h 32 Bytes 19h none M M

Connect Response | FCVI_GONNECT_RESP3 03h 32 Bytes 1Ah none L M

Connect Response [FCVI' DISCONNECT RESP 03h 32 Bytes 1Bh none L M

5.2

5.21

FC-VI message transfer operation

FC-Vlimessage transfer

An FC-VAMMessage Transfer consists of a Message Request and Message Response, or a Message
questwith no Message Response. A Message Request shall consist of one or more Message Request

of.the same IU type. A Message Response shall consist of one or more Message Response IUs of

1Ll hall
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sponse is expected, the last request IU shall terminate the Exchange. If a response is required, the last re-
sponse |U shall terminate the Exchange. Exchanges are dynamically created by the Fibre Channel
transport mechanism to move the VI Message from one FC-VI Port to another. Utilizing the same Ex-

% £ o Laitioti LE
Aol YUYHUTTIVT TTiatve . 1rh iy

re-


https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

-22 - 14165-331 © ISO/IEC:2007(E)

change for Message Request IlUs and Message Response IUs (if needed) binds all Sequences and
frames associated with one VI Message.

NOTE The FC-VI mapping of FC-VI Connections to FC-FS Exchanges is dynamic to allow the number of FC-VI
Connections to be independent from the number of Exchanges. The maximum number of FC-VI Connections is
2324 per port, limited by the FCVI_HANDLE field in the FC-VI Device_Header.

A VI Message may be transferred with a FC-VI Send Message Transfer, a FC-VI Write Message Transfer

oD A4 - ' .
Ul d T"U=VITNCalU Vicssayc TTallsicl OpPeldatUrl.

The use of Continuously Increasing SEQ_CNT, Continuously Increasing Relative Offset, and_ total’ Mes-
sage length facilitate the detection of lost frames at the Message responder within an Exchange. lIf the yal-
ue of SEQ_CNT repeats within an Exchange, Continuously Increasing Relative Offset may be used to
guarantee frame uniqueness within an Exchange and facilitate the detection of frame synonyms (identjcal
SEQ_ID and SEQ_CNT values for frames within an Exchange). The value of Relative-Offset is guarpn-
teed to never repeat within an Exchange. See 5.5.

The following subclauses detail the different cases for VI Messages mapping into one FC Exchanpe.
These subclauses only define error free operation for FC-VI operation. See‘Clause 8 for the definition of
FC-VI error detection and recovery.

5.2.2 FC-VI send message transfer operation

A VI Message may be transferred using one or more FCVI.SEND RQST IUs. The VI Message may|be
sent in Unreliable Delivery or Reliable Delivery mode, as.shown in Figure 2, or Reliable Reception mogde,
as shown in Figure 3. The FC-VI Provider may send ene or multiple FCVI_SEND_RQST IUs to trangmit
the VI Message. No Response shall be issued for Unreliable Delivery or Reliable Delivery modes. A|re-
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sponse consisting of one FCVI_SEND_RESP IU is required for Reliable Reception mode. Each figure be-
low represents one FC Exchange, and each arrow represents one FC Sequence or |U.

FC-VI Port A FC-VI Port B
(Port A's FCVI_HANDLE = HA, (Port B's FCVI_HANDLE = HB,
Last FCVI_MSG_ID originated was Last FCVI_MSG_ID originated was
MA) MB)

FCVI_SEND_RQST IU

Filbi SC\.{UUI 1T Uf E)\bi 1diTy®c
SEQ_ID = S1a
SEQ_CNT =0:l

Sl held
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)

FCVI_SEND_RQST IU
Middle / Last Sequence of Exchange

SEQ_ID = S2a
SEQ_CNT = [+1:J
Sl held

(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)
Optional additional RQST IUs as
needed

Figure 2 — FC-VI send for Unreliable Delivery or Reliable Delivery
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FC-VI Port A
(Port A's FCVI_HANDLE = HA,
Last FCVI_MSG_ID originated was
MA)

FC-VI Port B
(Port B's FCVI_HANDLE = HB,
Last FCVI_MSG_ID originated was
MB)

FCVI_SEND_RQST IU
First Sequence of Exchange

SEQ 1D =Sta
SEQ_CNT = 0:l
Sl held
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)

FCVI_SEND_RQST IU
Middle Sequence(s) of Exchange
SEQ_ID = S2a
SEQ_CNT = I+1:J
Sl transferred on last RQST IU
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)
Optional additional IUs as needed

FCVI_SEND_RESP IU
Last Sequence of Exchange
SEQ_ID =S1b
SEQ_CNT =0
(Device_Header details:
FCVI_HANDLE=HA,
FCVI_MSG_ID=MA+1)

Figure'3 — FC-VI send for Reliable Reception

5.2.3 FC-VI RDMA write. message transfer operation

A VI Message may-be-transferred using one or more FCVI_WRITE_RQST IUs. The VI Message may
sent in Unreliable Delivery or Reliable Delivery mode, as shown in Figure 4, or sent in Reliable Recepf
mode, as shown-in Figure 5. The FC-VI Provider may send one or multiple FCVI_WRITE_RQST IUs
deliver the VJ'Message. No response shall be issued for Unreliable Delivery or Reliable Delivery modeg.

be
ion
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response consisting of one FCVI_WRITE_RESP IU is required for Reliable Reception mode. Each figure
below represents one FC Exchange, and each arrow represents one FC Sequence.

FC-VI Port A FC-VI Port B
(Port A's FCVI_HANDLE = HA, (Port B's FCVI_HANDLE = HB,
Last FCVI_MSG_ID originated was Last FCVI_MSG_ID originated was
MA) MB)

FCVI_WRITE_RQST IU

Filbi SC\.{UUI 1T Uf E)\bi 1diTy®c
SEQ_ID = S1a
SEQ_CNT =0:l

Sl held
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)

FCVI_WRITE_RQST IU
Middle / Last Sequence of Exchange

SEQ_ID = S2a
SEQ_CNT = [+1:J
Sl held

(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)
Optional additional IUs as needed

Figure 4 — FC-VI RDMA write for Unreliable Delivery or Reliable Delivery
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FC-VI Port A
(Port A's FCVI_HANDLE = HA,
Last FCVI_MSG_ID originated was
MA)

FC-VI Port B
(Port B's FCVI_HANDLE = HB,
Last FCVI_MSG_ID originated was
MB)

FCVI_WRITE_RQST IU
First Sequence of Exchange

SEQ 1D =Sta
SEQ_CNT = 0:1
Sl held
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)

FCVI_WRITE_RQST IU
Middle Sequence(s) of Exchange
SEQ_ID = S2a
SEQ_CNT = I+1:J
Sl transferred on last RQST IU
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)
Optional additional IUs as needed

FCVI_WRITE_RESP IU
Last Sequence of Exchange
SEQ_ID =S1b
SEQ_CNT =0
(Device_Header details:
FCVI_HANDLE=HA,
FCVI_MSG_ID=MA+1)

Figure 5 + FC-VI RDMA write for Reliable Reception

5.2.4 FC-VI RDMA read.message transfer operation

A VI Message may-betransferred with one FCVI_READ_RQST IU and one or more FCVI_READ_RE
IUs. The VI Message my be transferred in Reliable Delivery or Reliable Reception mode, as shown in |
ure 6. The FC=V/IProvider may send one or multiple FCVI_READ_RESP IUs. A response is always
quired. Each/figure below represents one FC Exchange, and each arrow represents one FC Sequencsg.

SP
g
re-
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FC-VI Port A FC-VI Port B
(Port A's FCVI_HANDLE = HA, (Port B's FCVI_HANDLE = HB,
Last FCVI_MSG_ID originated was Last FCVI_MSG_ID originated was
MA) MB)

FCVI_READ_RQST IU
First Sequence of Exchange

SEQ_ID=3STa
SEQ_CNT =0
Sl transferred
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MA+1)

FCVI_READ_RESP U
Middle Sequence(s) of Exchange

Sl held
SEQ_ID'=S1b
SEQ~GNT = 0:]

(Device ‘Header details:
ECVJ)_HANDLE=HA,
FCVI_MSG_ID=MA+1)
Optional additional IUs as needed

FCVI_READ_RESP IU
Last Sequence of Exchange
SEQ_ID = S2b
SEQ_CNT = 1+1:J
(Device_Header details:
FCVI_HANDLE=HA,
FCVI_MSG_ID=MA+1)

Figure 6 — FC-VI RDMA read for Reliable Reception and Reliable Delivery

5.2.5 IU reception at an'EC-VI edpoint

A FC-VI Provider that'supports RDMA Reads or Reliable Reception shall be capable of managing two
tentially concurrentrreceive streams for each Local FC-VI Endpoint - a requestor stream and a respon

pO-
der

stream. A requéstor stream consists of solicited RDMA Read responses and solicited Reliable Recepfion

responses forMessages originated by the Local FC-VI Endpoint. A responder stream consists of unsol
ed Sends; RDMA Read requests, and RDMA Writes originated by the Remote FC-VI Endpoint.

An_example of concurrent requestor and responder receive streams is shown in Figure 7. The Local E
point at FC-VI Port X has originated a RDMA Read Message (Message MA) and is receiving the RD

faXMVilin} $ N/ A+ tl O\ Dot \/
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igi-

nated a RDMA Write Message (Message MB) to the Local Endpoint in FC-VI Port X. Since the FC-VI Pro-
viders in FC-VI Ports X and Y assign FCVI_HANDLEs independently, it is possible that MA may be equal

to MB.
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FC-VI Port X FC-VI Port Y
HY:MA
A FCVI_READ_RQST IU
\
\
\
' N
(FCVI_HANDLE:FCVI_MSG_ID) P

!

FCVI_READ_RESP IUs

FCVI_WRITE_RQST IUs

Figure 7 — Concurrent Receive Streams at-a.\FC-VI Endpoint

Thus, the Local Endpoint in FC-VI Port X needs another mechanism other than the tuple
{FCVI_HANDLE:FCVI_MSG_ID} to demultiplex the two.receive streams to the correct FC-VI Endpgint
context. The FC-VI Provider may use the Fully Qualified Message ID (FQMID), which is defined by the|tu-
ple {FCVI_HANDLE, FCVI_MSG_ID, Exchange Context (F_CTL:23)}, to route received IUs to the correct
FC-VI Endpoint context. The Exchange Context allows the FC-VI Provider to differentiate between solicit-
ed responses and unsolicited requests targeted\for the same Endpoint. An alternative is to use the Ex-
change ID and not the FCVI_HANDLE todemultiplex multiple requestor streams (RDMA Rgad
responses, Read responses and Write responses) to the correct FC-VI Endpoint at the Exchange origipha-
tor.
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5.3 FC-VI connection setup operation

5.3.1 FC-VI client-server and peer-peer connection setup

For a Peer-to-Peer Connection Setup, each Peer is a connection originator and a connection responder.
For Client-Server, only the Client is the connection originator, while the Server is the connection respond-

er.

Each Connect Request and Connect Response is a separate FC-VI Connection IU. Sequence Initiative is

atways passedforeactrconmectiom td—The FEH—CONNECT RQSTisthefirst Sequenceof
Exchange, the FCVI_CONNECT_RESP1 and FCVI_CONNECT_RESP2 IUs are the middle Sequence
the Exchange, and FCVI_CONNECT_RESP3 IU is the last Sequence of the Exchange.

This subclause and the following subclauses detail all of the different cases for FC-VI Connections be
established or removed. These subclauses only define error free operation for FC-VI eperation. §
Clause 8 for the definition of FC-VI error detection and recovery.

5.3.2 FC-VI client-server connection setup

Figure 8 illustrates FC-VI Connection Setup for Client-Server. In Figure 8.the Client is Port A while
Server is Port B. The FCVI_FLAGS = 0 in the FCVI_CONNECT_RESP{ IU indicates that the Server
accepted the Client’'s connection request. The FCVI_FLAGS = 0 innthe FCVI_CONNECT_RESP2 i
cates that the Client acknowledges the Server’s connect acCept. The FCVI_FLAGS =0 in
FCVI_CONNECT_RESP3 indicates that the Server acknowledges the Client’'s acknowledgment.

he
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FC-VI Port A (Client) FC-VI Port B (Server)
Port As FCVI_HANDLE = HA Port B's FCVI_HANDLE = HB

FCVI_CONNECT_RQST IU
First IU of Exchange
Sl transferred

{Device_Headerdetaits:
FCVI_HANDLE=FFFFFFFFh,
FCVI_RQST_HANDLE=HA,
FCVI_FLAGS="Client-Server Connect
Request”,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000001h)

FCVI_CONNECT_RESP1 IU
Middle U of\Exchange
Sl transferred
(Device “Header details:

FCVIl, HANDLE=FFFFFFFFh,
FEVIs RESP_HANDLE=HB,
FCVI_FLAGS=0("Accept”),

FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000001h)

FCVI_CONNECT_RESP2 IU
Middle U of Exchange
Sl transferred
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_FLAGS=0,
FCVI_MSG_ID=0,
FCVI_CONNEETION_ID=00000001h)

FCVI_CONNECT_RESP3 IU
Last IU of Exchange
(Device_Header details:
FCVI_HANDLE=HA,
FCVI_FLAGS=0,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000001h)

Figure 8 — FC-VI client-server connection setup
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The Connect Request originator shall set the FCVI_HANDLE field in the Device_Header of the

FCVI_CONNECT_RQST IU equal to the FFFFFFFFh, which indicates the responder handle is not yet
signed. The Connect Request originator shall set the FCVI_RQST_HANDLE field in the Device_Heade

as-
r of

the FCVI_CONNECT_RQST IU equal to the FCVI_HANDLE of the Local FC-VI Endpoint. The Connect

Request responder shall set the FCVI_HANDLE in the FCVI_CONNECT_RESP3 IU equal to this value
ceived in the FCVI_RQST_HANDLE field in the Device_Header of the FCVI_CONNECT_RQST IU.

re-

The Connect Request responder shall set the FCVI_HANDLE field in the Device_Header of the

FCVI_CONNECT_RESP1 IU equal to the FFFFFFFFh, which indicates the requestor handle is not yet

as-
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the FCVI_CONNECT_RESP1 IU equal to the FCVI_HANDLE of the Local FC-VI Endpoint. The Gennect

Request originator shall set the FCVI_HANDLE in the FCVI_CONNECT_RESP2 IU equal to thisvalue
ceived in the FCVI_RESP_HANDLE field in the Device_Header of the FCVI_CONNECT_RESP11U.

The FCVI_CONNECTION_ID shall be used by the Connect Request originator to assign a,unique identi

re-

fier

to all open Connection Setup operations. The FCVI_MSG_ID shall be set to zero for all,€onnection Setup

IUs.
5.3.3 FC-VI Peer-to-Peer Connection Establishment

Figure 9 illustrates the FC-VI Connection Setup for Peer-to-Peer when one Peer issues a Connect
quest before the other Peer has begun the Connection Setup. In FigureZ9, Peer 1 is Port A, while Peer
Port B. The VI Application in Peer 2 has not yet issued a<-Reer Connect Request when
FCVI_CONNECT_RQST IU is received from Peer 1. Peer 2 replies with a CONN_STS set to one an
Reason Code of “No Waiting Remote Connectionpoint”. At‘'some later point Peer 2 issues a match
FCVI_CONNECT_RQST IU and a FC-VI Connection is established between Port A and Port B.

Re-
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FC-VI Port A (Peer 1) FC-VI Port B (Peer 2)
Port A's FCVI_HANDLE = HA Port B's FCVI_HANDLE = HB

FCVI_CONNECT_RQST IU
First IU of Exchange 1; Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,
FCVI_RQST_HANDLE=HA,
FCVI_FLAGS="Peer-to-Peer Connect Request”,
FCVI_MSG_ID=0,

FUVI_CUNNEU TTON_ID=U00UUUUZN)

FCVI_CONNECT_RESP1 IU
Middle IU of Exchange 1; Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,
FCVI_RESP_HANDLE=FFFFFFh,
FCVI_FLAGS=CONN_STS,
FCVI_PARAMETER.REASON_CODE=
“No Waiting Remote Connectionpaint’,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000002h)

FCVI_CONNECT_RESP2 IU
Middle IU of Exchange 1; Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh, FCVI_FLAGS=0,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000002h)

FCVI-CONNECT_RESP3 IU
Last IU of Exchange 1
(DevicerHeader details: FCVI_HANDLE=FFFFFFFFh,
FCVI_FLAGS=0, FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000002h)

FCVI_CONNECT_RQST IU
First IU of Exchange 2; Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,
FCVI_RQST_HANDLE=HB,
FCVI_FLAGS="Peer-to-Peer Connect Request”’,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000005h)

FCVI_CONNECT-RESP1 IU
Middle IU of Exghange 2; Sl transferred
(Devite.Header details:
FCVILHANDLE=FFFFFFFFh,
FCVIy RESP_HANDLE=HA,
FCVI_FEAGS=0 (“Accept’), FCVI_MSG_ID=0,
FC\I/CONNECTION_ID=00000005h)

FCVI_CONNECT_RESP2 IU
Middle IU of Exchange 2; S| transferred;
(Device_Header details: FCVI_HANDLE=HA,
FCVI_FLAGS=0, FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000005h)

FCVI_CONNECT_RESP3 IU
Last IU of Exchange 2; (Device_Header details:
FCVI_HANDLE=HB, FCVI_FLAGS=0,
FCVI_MSG_ID=0,

FCVI_CONNECTION_ID=00000005h) \

Figure 9 — Peer-to-peer connection setup
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For Exchange 1, the Connect Request responder shall set the FCVI_RESP_HANDLE field in the
Device_Header of the FCVI_CONNECT_RESP1 IU (FCVI_CONNECTION_ID = 00000002h) equal to
FFFFFFFFh, since there is no waiting Peer at the Connect Request responder. The Connect Request orig-
inator shall set the FCVI_HANDLE in the Device_Header in the FCVI_CONNECT_RESP2 IU in Exchange
1 equal to FFFFFFFFh, the value of FCVI_RESP_HANDLE. The Connect Request responder shall set the
FCVI_HANDLE in the Device_Header in the FCVI_CONNECT_RESP3 IU in Exchange 1 equal to
FFFFFFFFh. The unassigned FCVI_HANDLES in FCVI_CONNECT_RESP2 and
FCVI_CONNECT_RESP3 indicate the Connection Setup did not establish a connection.

Device_Header of the FCVI_CONNECT_RESP1 IU (FCVI_CONNECTION_ID = 00000005h) equa] to
FFFFFFFFh. The Connect Request originator shall set the FCVI_HANDLE in the Device Header in the
FCVI_CONNECT_RESP2 IU in Exchange 2 equal to “HA”h, the value of FCVI_RESP_HANDLE, sifce
there now is a waiting Peer at the Connect Request responder. The Connect Request responder shall |set
the FCVI_HANDLE in the Device_Header in the FCVI_CONNECT_RESP3 IU in Exchange 2 equal to
“HB”h, the value of FCVI_RQST_HANDLE.

5.3.4 FC_VI concurrent peer-to-peer connection setup
Figure 10 illustrates FC-VI Connection Setup for Peer-to-Peer when each Peer issues a match|ng

FCVI_CONNECT_RQST IU before a FCVI_CONNECT_RESP1 IU is received. This situation is defined as
Concurrent Matching Peer-to-Peer Requests.
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FC-VI Port A (Peer 1) FC-VI Port B (Peer 2)
Port A's FCVI_HANDLE = HA, Port B’'s FCVI_HANDLE = HB,
Port A's Port_Name = Port B’s Port_Name =
0000000000000001h 0000000000000000h
FCVI_CONNECT_RQST IU FCVI_CONNECT_RQST IU

First IU of Exchange 1
Sl transferred
(Device_Header details:

First IU of Exchange 2
Sl transferred
(Device_Header details:

N\

FCVI_HANDLE=FFFFFFFFh,
FCVI_RQST_HANDLE=HA,
FCVI_FLAGS=
"Peer-to-Peer Connect Request”,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000001h)

FCVI_HANDLE=FFFFFFFFh,
FCVI_RQST_HANDLE=HB,
FCVI_FLAGS=
"Peer-to-Peer Connect Request”,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000002h)

FCVI_CONNECT_RESP1 IU
Middle U of Exchange 2
Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,
FCVI_RESP_HANDLE=HA,
FCVI_FLAGS=0("Accept”),
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000002h)

FCVI_CONNECT_RESP1 IU

Middle IU of Exchange 1
S| transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,
FCVI_RESP_HANDLE=FFFFFFFFh,
FCVI_FLAGS=CONN_STS,
FCVI_PARAMETER.REASON_CODE=
“Connect Reject - Concurrent Matching Peer Requests”,
FCVI_MSG_ID=0,
FCVI_CONNECTION_ID=00000001h)

FCVI_CONNECT_RESP2 IU
Middle U of Exchange 1
Sl transferred
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh;
FCVI_FLAGS="same as RESPI"IU”,
FCVI_MSG_ID=0y
00000001h)

FCVI_CONNECT_RESP2 IU
Middle IU of Exchange 2
Sl transferred
(Device_Header details:
FCVI_HANDLE=HA,
FCVI_FLAGS=0,
FCVI_MSG_ID=0,
00000002h)

FCVI_CONNECT_RESP3 IU
LastiU-of Exchange 2
(Device_Header details:
FCVI_HANDLE=HB,

FCVI_CONNECT_RESP3 IU
Last IU of Exchange 1
(Device_Header details:
FCVI_HANDLE=FFFFFFFFh,

FCVI_FLAGS=0, FCVI_FLAGS="same as RESP1 IU",
FCVI_MSG_ID=0, FCVI_MSG_ID=0,
00000002h) 00000001h)

Eigure 10 — Peer-to-peer connection setup, concurrent matching peer requests |

For Concurrent Matching Peer-to-Peer Requests, an arbitration protocol shall be used to guarantee that
only one Peer accepts a matching Connect Request and successfully completes the Connection Setup. A
comparison between the Port_Names of the connection originators is used for the arbitration protocol.
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The Peer with the numerically lower Port_Name shall win the arbitration and rejects the Peer's Connect
Request. The Peer with the numerically higher Port_Name shall lose the arbitration and accept the Peer’s
Connect Request. Thus, the Peer with the numerically lower Port_Name successfully completes the Con-
nection Setup. The following rules define the arbitration protocol for Concurrent Matching Peer-to-Peer Re-
quests:

a) If my Port_Name is greater than my Peer's Port Name, send a FCVI_CONNECT_RESP1 of “Ac-
cept” (CONN_STS =0 in FCVI_FLAGS).

— by Etse—if—my—Port Name—s—tess—tham—the—Peers—Port Name;,—wait—for—the—FPe®gr's
FCVI_CONNECT_RESP1.

1) If the Peer's FCVI_CONNECT_RESP1 is “No Waiting Remote Connectionpoint” or {No‘Discrimi-
nator Match”, send a FCVI_CONNECT_RESP1 of “Connect Accept”.

2) Else, if the Peers FCVI_ CONNECT RESP1 is “Connect Aeccept’, send | a
FCVI_CONNECT_RESP1 with CONN_STS equal to one with a Reason.Code of “Connect Re-
ject - Concurrent Matching Peer Requests”.

3) Else, if the Peer's FCVI_CONNECT_RESP1 is “Connect Reject «*Concurrent Matching Peer Re-
quests”, send a FCVI_CONNECT_RESP1 with CONN_STS edual to one with a Reason Cod¢ of
“Connect Reject - Protocol Error”.

4) Else, send a FCVI_CONNECT_RESP1 with CONN_S8TS equal to one with a Reason Codg of
“Connect Reject”.

c) Else, if my Port Name equal to Peer's Port.Name, send a FCVI_CONNECT_RESP1 ith
CONN_STS equal to one with a Reason Code pf “Connect Reject - Protocol Error”.

To support loopback of Peer-to-Peer Connection.Setup, a FC-VI Provider shall recognize that the Connect
Request originator and the Connect Request'responder are the same Port and simulate the Port_Name
comparison with an implementation dependent mechanism (i.e., the ability to arbitrate between concurnent
matching requests).

Table 2 defines the correct FCVI_CONNECT_RESP1 from the Peer (Peer B) with the lower Port_Name|for
Concurrent Matching Peer-to-Peer Requests for each possible FCVI_CONNECT_RESP1 from the Re-
mote Peer with the higher Port*Name (Peer A). See Annex A for examples of Concurrent Matching Pger-
to-Peer Requests.

Figure 2 is an example/of Concurrent Matching Peer-to-Peer Requests. Peer 1 is Port A, while Peer 2 is
Port B. The thickerarrows correspond to IUs for Exchange 2, while the thinner arrows correspond to Ex-
change 1. In the,case illustrated, Peer 1's Port_Name is numerically greater than Peer 2’s Port_Narmne.
Peer 1 accepts-the connection request while Peer 2 rejects it. Thus, Peer 2 shall successfully complete the
connection

5.3.5-FC-VI Disconnect Operation
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propriate to disconnect, according to the VI Architecture specifications. A FC-VI Disconnect operation may
be initiated from either FC-VI Port by sending a FCVI_DISCONNECT_RQST IU. The other FC-VI Port
shall respond with a FCVI_DISCONNECT_RESP IU. The FC-VI Provider that controls the FC-VI Port may
also issue a Disconnect in certain cases.
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Table 2 — Peer B actions based on connect responses from peer A

Response from Peer A Peer B (lower Port_Name) Replies with:
(higher Port_Name)
Connect Accept Connect Reject -
Concurrent Matching Peer Requests
No Discriminator Match Connect Accept
No\aitina Ramaota Connectionnoint CaonnactAccant
No-Waiting-Remet ARectionpoint onnect-Accept
Connect Reject - Connect Reject - Protocol Error
Concurrent Matching Peer Requests
Connect Reject - Transport Error Connect Reject
Connect Reject - Protocol Error Connect Reject
Any other response Connect Reject
FC-VI Port A FC-VI Port B
(Port A's FCVI_HANDLE = HA, (Port B's FEVI_HANDLE = HB,
Last Message ID Originated was MA Last Message ID Originated was MB
Last Message ID Successfully com- Last Message ID Successfully com-
pleted was MX) pleted was MY)

FCVI_DISCONNECT_RQST IU
First Sequence of Exchange
Sl transferred
(Device_Header details:
FCVI_HANDLE=HB,
FCVI_MSG_ID=MX)
FCVI_DISCONNECT_RESP IU
Last Sequence of Exchange
(Device_Header details:

FCVI_HANDLE=HA,
FCVI_MSG_ID=MY)

Figure 11 — FC-VI disconnect operation

5.4 Exchange)ID reuse

FC-VI requires Exchange termination on the last 1U, either request or response, of the Message. Each
Message-transfer starts a new Exchange. Since FCVI_MSG_ID is guaranteed to be unique for each Mes-
sage;-a Message Originator may immediately reuse an Exchange ID of a previously terminated Ex-
change.
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5.5 Sequence ID reuse

As required by ISO/IEC 14165-251 (FC-FS), all FC-VI Information Units shall be represented by one FC
Sequence. The Sequence ID (SEQ_ID) may be reused by the Sequence Initiator as soon as the Sequence
is closed.

NOTE FC-FS requires the use of at least two different SEQ_IDs for Sequence streaming.

- Class—3;the-Sequencetnitiatorstattconsider aSequence ctlosed-when thetast frameof the—Sequence

is sent. In Class 2, the Sequence Initiator shall consider a Sequence closed when all ACKs for all frames in
the Sequence have been received. For either class 2 or class 3 a Sequence ID may be reused.when the
Sequence ID has been recovered after a Sequence error.

5.6 Frame synonym detection

FC-VI frames shall use a Continuously Increasing Sequence Count for each Exchange to assist detec]:ng
potentially missing frames. Sequence Count shall not repeat within one IU. An FC-VI Port shall set Word 1,
bit 17 - SEQ_CNT (S) - to one in the N_Port Common Service Parameters when originating a PLOGI.[An
FC-VI Port shall set Word 1, bit17 in the ACC to a PLOGI.

If the SEQ_CNT (S) bit is not set in the PLOGI or ACC, an FC-VI Pertshall reject any Connect Request
from the Port that sent the PLOGI or ACC with the (S) bit not set by transmittin
FCVI_CONNECT_RESP1 with CONN_STS set to one and a Reason Code of “Invalid Service Parm”
addition, an FC_VI Port shall not originate a FC-VI Connection.Setup with a Port that sent a PLOGI or
with the (S) bit not set.

To facilitate frame synonym detection at the Sequence Recipient, FC-VI requires that the Sequence Initia-
tor shall use Continuously Increasing Relative Offset. All FC-VI compliant N_Ports shall indicate support
for Continuously Increasing Relative Offset by setting the Continuously Increasing (C) bit to one in the
Common Service Parameters of both the PLOGI and ACC (Word 1, bit 30). The Relative Offset of the first
byte of the VI Message payload in the first.frame of the next Sequence to transmit shall be +1 greater than
the maximum relative offset of any byte ofithe VI Message payload in the previous Sequence.

If the Continuously Increasing (C)bitis not set the PLOGI or ACC, an FC-VI Port shall reject any Connect
Request from the Port that sent the PLOGI or ACC with the (C) bit not set by transmitting a
FCVI_CONNECT_RESP1 with \CONN_STS set to one and a Reason Code of “Invalid Service Parm’{ In
addition, an FC_VI Port shall/not originate a FC-VI Connection Setup with a Port that sent a PLOGI or ACC
with the (C) bit not set.
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Figure 12 shows an example of FC-2 header operation during an FC-VI Exchange. Figure 12 assumes a

uniform frame size.

FC-VI Port A FC-VI Port B

Message Request Frame

first frame of first U
(FC2 Header details: \
SEQ_ID=S1a, SEQ_CNT=0,

Vel FaXy
RO—="107

Message Request Frame

last frame of first U
(FC2 Header details: \
SEQ_ID=S1a, SEQ_CNT=M,
RO = M-1 * Frame Size)
Message Request Frame

first frame of next IU

(FC2 Header details: \
SEQ_ID=S2a, SEQ_CNT=M+1,

RO =M * Frame Size)

Message Request Frame

last frame of next IU
(FC2 Header details: \
SEQ_ID=S2a, SEQ_CNT=N;
RO = N-1 * Frame Size)
Message Response Frame
first and last frame of IU
(FC2 Header details:

SEQ_ID=S1b, SEQ_CNT=0,
RO = 0)

Figure 12 — FC-FS header for send operation

5.7 VI message’length

VI Messages may be a maximum length of 232 4 bytes, which is the maximum VI Message size specif
by the-MMArchitecture.

ied
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5.8 FC-FS header usage for FC-VI

5.8.1 FC-FS header usage

For FC-VI, fields in the frame header use the standard FC-FS definitions. The following explanations of the
FC header fields provide information about the use of those fields to implement FC-VI functionality. If a

field is not defined below, then its usage is the same as defined by FC-FS.

5.8.2 CS_CTL field

FC-VI Providers that choose to make use of the PREF bit defined in the CS_CTL field of the frameheafer
(see FC-FS) shall conform to the following policy: Use of the Preference Function shall be on a-perFg-VI
Connection basis. If a particular FC-VI Connection is to make use of the Preference Function‘thén eviery
Fibre Channel frame for a VI Message sent on that FC-VI Connection shall have the PREF*bit set to { in
the CS_CTL field. If a particular FC-VI Connection is not making use of the Preference Funetion then each
and every Fibre Channel frame for a VI Message sent on that FC-VI Connection shall-have the PREF] bit
setto 0 inthe CS_CTL field. Each FC-VI Endpoint of an FC-VI Connection may independently make us¢ of
the Preference Function. It is not required that both FC-VI Endpoints simultaneously set the PREF bif to
one. The Preference Function shall only be used for FC-VI Message Transfer ‘operations.

5.8.3 TYPE field
The TYPE field shall be 58h for all frames of any FC-VI IU.
5.8.4 F_CTL field

For Message Requests that do not require a Message Response, the Last Sequence bit shall be set to ¢ne
in the last Message Request IU. For Message Requests that do require a Message Response, the Pe-
quence Initiative bit shall be set to one in the last Méssage Request IU. The Last Sequence bit shall be |set
to one in the last Message Response |U.

For FC-VI Connection Setup IUs, the Sequence Initiative bit shall be set to one i a
FCVI_CONNECT_RQST IU, a FCVI_CONNECT_RESP1 IU and a FCVI_CONNECT_RESP2 IU. The Uast
Sequence bit shall be set to one in a FCVI_CONNECT_RESP3 IU. The Sequence Initiative bit shall be [set
to one in a FCVI_DISCONNECT_RQST IU. The Last Sequence bit shall be set to one in a
FCVI_DISCONNECT_RESP IU:

5.8.5 DF_CTL field
The DF_CTL field indicates any optional headers that may be present. FC-VI IUs require either a 16 orn 32
byte Device_Headef. The Device_Header is present in all frames of any FC-VI IU. The size of [he
Device Header associated with each IU is defined in Table 1, in the DH Size column.

5.8.6 SEQ_CNT field

The SEQ_CNT field indicates the frame order within the Sequence as defined by FC-FS. FC-VI requires
that'the SEQ_CNT shall be continuously increasing within an Exchange, independent of whether the Be-

H + ol £y Tl o Laitiat hball 4 . SO _COMNT HI™N
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single Sequence.

See 5.5.
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5.8.7 Parameter field

The Parameter field shall indicate the Relative Offset of the first byte of each frame’s payload, referenced
to a starting value of 0. FC-VI requires that the Relative Offset shall be continuously increasing within an
Exchange. For RDMA operations, the Relative Offset value of each frame shall be added to the
FCVI_RMT_VA field in the Device Header to determine the starting address for the VI Application buffer
read or write.

See 5.5.

5.9 FC-VIdevice_header

5.9.1 FC-VI device_header description
Every FC-VI frame shall contain a Device_Header. For FCVI_SEND_RESP and FCVI, WRITE_RHESP
IUs, a 16 byte Device_Header is used, as shown in Table 3. For all other IUs, a 32 byfe Device_Headdr is

used, as shown in Table 4.

Table 3 — 16-byte FC-VI device_header

Bits 31to 24 23 to 16 15 to, 08 07 to00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 FCVI_HANDLE
1 FCVI_OPCODE FCVI_FLAGS Reserved
2 FCVI_MSG_ID
3 FCVI(RARAMETER

Table 4 — 32-byte FC-VI device_header

Bits 31to 24 23 to 16 15 to 08 07 to 00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 FCVI_HANDLE
1 FCVI_OPCODE FCVI_FLAGS Reserved
2 FCVI_MSG_ID
3 FCVI_PARAMETER
4 (MSB)
s FCVI_RMT_VA (LSB
6 FCVI_RMT_VA_HANDLE
7 FCVI_TOT_LEN /FCVI_CONNECTION_ID

5.9.2 FCVI_HANDLE field

The FCVI_HANDLE field is used by a FC-VI Port to uniquely identify the FC-VI Endpoint for the incoming
FC-VI IU. Each FC-VI Port shall put the correct FCVI_HANDLE value into every IU transmitted on an FC-
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VI Connection. The FCVI_HANDLE value for each FC-VI Endpoint of an FC-VI Connection is established
during FC-VI Connection Setup. Each FC-VI Port chooses its own FCVI_HANDLE value for the other FC-

VI Port to use. Values from 00000000h to FFFFFFFEh are valid FCVI_HANDLEs.

The value of FFFFFFFFh is used to indicate a not yet assigned FCVI_HANDLE. It shall be used for the first
two IUs sent during FC-VI Connection Setup, FCVI_CONNECT_RQST and FCVI_CONNECT_RESP1. It
shall also be used for a FCVI_DISCONNECT_RQST sent during FC-VI Connection Setup when the

FCVI_HANDLE is not yet for the Remote Endpoint of the connection.

5:9-3—FEVI-OPEODEfieid

The FCVI_OPCODE field completely specifies the FC-VI IU type and format. Table 1 indicates

he

FCVI_OPCODE assigned to the various FC-VI IUs. There are four different IU categories definedvThe FC-
VI Connect Request/Response |Us are used for creating and destroying FC-VI Connections-between FC-
VI Ports. The VI Message Request/Response |Us are used for Message Transfer only, after the FQ-VI
Connection is established.
5.9.4 FCVI_FLAGS field
5.9.4.1 FCVI_FLAGS field description
The FCVI_FLAGS field contains control flags for the FC-VI operations Réserved bits shall always be zgro.
Table 5 define the FCVI_FLAGS settings for Message Request IUs;Table 6 defines the FCVI_FLAGS set-
tings for Message Response IUs; Table 7 defines the FCVI_FLAGS settings for Connect Request IUs; la-
ble 9 defines the FCVI_FLAGS settings for Connect Respanse |Us; Table 10 define the FCVI_FLAGS
settings for Disconnect IUs.
5.9.4.2 FCVI_FLAGS for message request IlUs
The FCVI_FLAGS bit positions and definitions for\all Message Request IUs are shown in Table 5.
Table 5 — FCVI_FLAGS Bit definitions for message request IlUs
Bit Position Bit Name Bit Definition

7 Reserved 0

6 Reserved 0

3 Reserved 0

4 Reserved 0

3 Reserved 0

2 Reserved 0

1 Reserved 0

0 IMM_DATA FCVI_PARAMETER field is Immediate Data when one
H-H—DBATA(bitzero i FEVHFEAGSis—equat-toonre—the FEVHPARAMETFER fietdntheFE- VI
Device Header (Word 3) shall contain Immediate Data. If IMM_DATA in FCVI_FLAGS is equal to zero, the
FCVI_PARAMETER field in the FC-VI Device_Header (Word 3) is reserved. IMM_DATA may only be set

for a FCVI_SEND_RQST or a FCVI_WRITE_RQST IU.
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5.9.4.3 FCVI_FLAGS for message response IUs

The bit positions and definitions for all Message Response |Us are shown in Table 6.

Table 6 — FCVI_FLAGS Bit definitions for message response IUs

Bit Position Bit Name Bit Definition
7 Reserved 0
6 Reserved U
S) Reserved 0
4 Reserved 0
3 TRANS_ERR Transport Error when one.
2 PROT_ERR RDMA Protection Error when ane.
1 DESC_ERR Remote Descriptor Error when one.
0 RESP_ERR Message Transfer successful when(zero, errored when one.

For Message Response I1Us, the RESP_ERR bit is set when the VI Message responder indicates a failure
of the Message Transfer. The reason for the failure is indicated by TRANS_ ERR, PROT_ERR 3nd
DESC_ERR. The definitions of the TRANS_ERR, PROT_ERR-and DESC_ERR bits are defineqd in
5.9.7.3.1, Descriptor Error Reason Codes.

5.9.4.4 FCVI_FLAGS for connect request IUs

The bit positions and definitions for all Connect Request IUs are shown in Table 7.

Table 7 — FCVI_FLAGS Bit.definitions for connect request IUs

Bit Position Bit Name Bit Definition
7 Reserved 0
6 Reserved 0
S Reserved 0
4 RETRY Retried Connection Setup when one
3 FCVI, CONN_INF | If one, the Connect Request contains 256 bytes of FC-VI Provider Con
0 nect Info
If zero, the 256 bytes of FC-VI Provider Connect Info is not present
2 CONN_MODE2 Connection Mode bit 2
1 CONN_MODE1 Connection Mode bit 1
0 CONN_MODEO Connection Mode bit 0
Fer-ConnectRequestidsthe-Connection-Mode bits2:0-shalt-define-the-connectiormoderegquested— he

defined values are shown in Table 8.

If FCVI_CONN_INFO is set to one, the payload of the FCVI_CONNECT_RQST IU contains 256 bytes of
connection information from the Local FC-VI Provider in the FCVI_CONNECT_INFO field in the
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FCVI_CONNECT_RAQST payload. If FCVI_CONN_INFO is set to zero, the 256 bytes of connection infor-
mation are not present in the FCVI_CONNECT_RQST IU.

Connection information may be passed between FC-VI Providers in the FCVI_CONN _INFO field. There is
currently no defined VI Architecture interface to allow VI Applications to specify connection information dur-
ing Connection Setup.

If RETRY is set to one, the FCVI_CONNECT_RQST IU is part of a retried Connection Setup for a particu-
lar value of FCVI_CONNECTION_ID. If RETRY is set to zero, the FCVI_CONNECT_RQST IU part of an

TP PN - Qt c o ’ ’ TRV NI _V_SUTUT - PN U T k- T} a P =Y . T
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shall set the RETRY bit in the FCVI_CONNECT_RQST IU when a Connection Setup is being retried.

Table 8 — FC-VI connection mode definition

CONN_MODE[2:0] Connection Mode
111 0
110 0
101 0
100 0
011 0
010 Peer-to-Peer Gonnect Request
001 Client-Server-Connect Request
000 0

In Table 8, for Connect Request IUs a Connection{Mode of 001b indicates a Client-Server Connect Re-
quest, while a Connection Mode of 010b indicates a Peer-to-Peer Connect Request.

5.9.4.5 FCVI_FLAGS for connect response IUs
The bit positions and definitions for alFConnect Response IUs are shown in Table 9.

Table 9 — FCVI_FLAGS Bit definitions for connect response IUs

Bit Position BitName Bit Definition
7 Reserved 0
6 Reserved 0
5 Reserved 0
4 Reserved 0
3 Reserved 0
2 RETRY Retried Connection Setup when one
1 FCVI_CONN_INFO If one, the Connect Response contains 256 bytes
of FC-VI Provider Connect Info
If set to zero, the 256 bytes of FC-VI Provider Connect Info is not present
0 CONN_STS Connection Setup status is present when one.
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The CONN_STS bit is set to one when a Connection Setup status is available. It may be set in the
FCVI_CONNECT_RESP1 IU, FCVI_CONNECT_RESP2 IU or the FCVI_CONNECT_RESP3 IU. Thus,
CONN_STS may be set for all Connection IUs except FCVI_CONNECT_RQST. If CONN_STS is set, the
FCVI_PARAMETER field shall indicate the additional status information. See Table 11 and Table 12 for
the definition of Connection Setup status.

For a FCVI_CONNECT_RESP1 IU, if FCVI_CONN_INFO is set to one, the payload of the
FCVI_CONNECT_RESP1 IU contains 256 bytes of connection information from the Remote FC-VI Pro-
vider in the FCVI_CONNECT _INFO field. If FCVI_CONN_INFO is set to zero, the 256 bytes of connection

L o . i A\ ACMMEAT O 1l
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If RETRY is set to one, the Connect Response IU is part of a retried Connection Setup for a particular yal-
ue of FCVI_CONNECTION_ID. If RETRY is set to zero, the Connect Response U part of an‘initial Cpn-
nection Setup for a particular value of FCVI_CONNECTION_ID. RETRY shall be set to ongffor all IUs sgent
on a retried Connection Setup.

The Connect Setup responder shall set the RETRY bit in the FCVI_CONNECT_RESP1 gnd
FCVI_CONNECT_RESP3 IUs equal to the RETRY bit it received in the FCVI_CONNECT_RQST IU wjth-
in an Exchange. The Connect Setup requestor shall set the RETRY bit in the FCVI_CONNECT_REYP2
IU equal to the RETRY bit it sent in the FCVI_CONNECT_RQST IU within‘ah“Exchange.
5.9.4.6 FCVI_FLAGS for disconnect IlUs

The bit positions and definitions for all Disconnect IUs is shown(in Table 10.

Table 10 — FCVI_FLAGS Bit definitions for disconnect IUs

Bit Position Bit Name Bit Definition
7 Reserved 0
6 Reserved 0
S) Reserved 0
4 Reserved 0
3 Resérved 0
2 CONNMNSETUP_ABORT |  If one, a Connection Setup is being aborted
If zero, an established connection is being
aborted.
1 VI_APP_DISCON If one, the VI Application has issued a Disconnect
request
If zero, the FC-VI Provider has issued a Disconnect
request
0 CONN_STS Connection Setup status is present when one.

The CONN_STS bit is set to one when additional connection status information is available. It may be [set
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FCVI_PARAMETER field shall indicate the additional status information. See Table 11 and Table 12 for
the definition of connection status. If the CONN_STS bit is set to zero, no additional connection status in-
formation is available.
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For a FCVI_DISCONNECT_RQST IU, if VI_APP_DISCON (bit one in FCVI_FLAGS) is set to one, a VI Ap-
plication has issued the Disconnect Request. For a FCVI_DISCONNECT_RQST IU, if VI_APP_DISCON is

set to zero, the FC-VI Provider has issued the Disconnect Request. In a FCVI_DISCONNECT_RESP
the VI_APP_DISCON shall be set equal the VI_APP_DISCON in the FCVI_DISCONNECT_RQST IU
this Exchange.

If the CONN_SETUP_ABORT bit is set to one, the Disconnect request origniator is aborting a Connect

U
for

ion

Setup. If the CONN_SETUP_ABORT bit is set to zero, the Disconnect request origniator is aborting an es-

tablished connection. For a FCVI_DISCONNECT_RESP IU, CONN_SETUP_ABORT shall be the same

as
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5.9.5 Reserved fields

All bits in any Reserved field shall be set to zero by the originator. The responder shall ignofésall bit valties

in any Reserved field.
5.9.6 FCVI_MSG_ID field

The FCVI_MSG_ID field is used to uniquely identify a VI Message within a EC-VI Endpoint on a FQ

-V

Connection. The FCVI_MSG_ID field facilitates the Message responder déetecting lost Messages. Each

Message originator maintains a FCVI_MSG_ID count for Messages sent on each of its open FC-VI C
nections. The FCVI_MSG_ID shall be assigned by the originator for-allRequest IUs. The originator s
use a value of 00000001h on the first Message of the VI. Subsgquent Messages shall increment
FCVI_MSG_ID by one. When the FCVI_MSG_ID reaches FEFFFFFFh, the originator shall wrap
FCVI_MSG_ID to 0000000h on the next Message. Thé responder shall return the originatg
FCVI_MSG_ID value on all corresponding Response IUs forthat Message.

To prevent Message frame synonyms, the FC-VI Proyider shall not wrap FCVI_MSG_ID within R_A_T(

bn-
nall
the
the
r's

DV.
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5.9.7 FCVI_PARAMETER field
5.9.7.1 FCVI_PARAMETER field format
The format of the FCVI_PARAMETER field is specified by the FCVI_FLAGS field.
For VI Message Request IUs (except FCVI_READ_RQST), if the FCVI_FLAGS field has the IMM_DATA

bit asserted, then the FCVI_PARAMETER field contains Immediate Data from the Descriptor. Otherwise,
the FCVI_PARAMETER field shall be zero for Message Request IUs.

For Message Response IUs, the Parameter field shall be set to zero.
For Connect Request IUs, the Parameter field shall be set to zero.

For Connect Response and Disconnect IUs, if the CONN_STS bit is set in the FCV|,_ ELAGS field, the
FCVI_PARAMETER field contains additional connection status information as shown(in-Table 11.

Table 11 — FCVI_PARAMETER field for connect response and disconnect IUs

Bits 31to 24 23to 16 15 to 08 07 to 00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 Reserved Reason Reason Vendor
Code Explana- Unique

tion
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The Reason Codes are defined in Table 12. A Reason Explanation of 00h indicates no additional explana-
tion for that Reason Code; all other values are reserved.

Table 12 — Reason code for CONN_STS

Code Point Reason Code
00h Reserved
01h No Discriminator Match
02h Connect Timeout
03h No Waiting Remote Connectionpoint
04h Connect Reject
05h Connect Reject - Concurrent Matching Peer
Requests
06h to 1Fh Reserved
20h Connect Reject - Invalid Service Rafm
21h Connect Reject - ProtocolEtror
22h Connect Reject - Transpert Error
23h to 3Fh Reserved
40h Transport Error
41h RDMA¢Rrotection Error
42h Remdté Descriptor Error
43h Remote:RDMA Write Protection Error
44h Remote RDMA Write Data Error
45h Remote RDMA Write Packet Abort
46h Remote RDMA Transport Error
47h Remote RDMA Read Protection Error
48h Protocol Error
49h Connection Setup Timeout
4Ah Connection Does Not Exist
4Bh Disconnect Accept
4Ch to 5Fh Reserved
60h to EFh Reserved
FOh to FFh Vendor Unique Error

Reason Codes 01h to 1Fh are non-error response codes for Connect Response IUs
(FCVI_CONNECT_RESP1, FCVI_CONNECT_RESP2 and FCVI_CONNECT_RESP3). Reason Codes
20h to 3Fh are error response codes for Connect Response IUs. Reason Codes 40h to 5Fh are valid for
Disconnect IUs (FCVI_DISCONNECT_RQST IUs or FCVI_DISCONNECT_RESP IUs). Reason Codes
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60h to 6Fh are reserved. Reason Codes 60h to 6Fh are Vendor Unique. The Vendor Unique field may
used by FC-VI Providers to specify additional Reason Codes.

5.9.7.2 Connect response reason codes
5.9.7.2.1 Connect response non-error reason codes

The following Reason Codes are valid for all non-error status for Connect Response 1Us.

No-Biscrim Match—F . R . : —_ hes-the-Biscrin .

Connect Request.

Connect Timeout: The VI Application at the Connect Request originator has timed out waiting for a C
nect Response.

er.

Connect Reject: The Remote Endpoint has rejected the Connect Request.

Connect Reject - Concurrent Matching Peer Requests: The Remote FC-VI Provider has detecte
Concurrent Matching Peer Request and has rejected the Connect Request.

Reserved: Reserved for future Connect Response non-error codes.
5.9.7.2.2 Connect response error reason codes
The following Reason Codes are valid for all error stajus for Connect Response IUs.

Connect Reject - Invalid Service Param: The Remote FC-VI Provider has rejected the Connect Requ
due to invalid PLOGI service parameters (see5.5).

Connect Reject - Protocol Error: The Remote FC-VI Provider has detected a protocol error and has
jected the Connect Request.

rejected the Connect Request.

Reserved: Reserved.forfuture Connect Response error codes.

5.9.7.3 Message response / disconnect reason codes

5.9.7.3.1 Descriptor error reason codes

The VILArChitecture (see 2.3.1 in VI-ARCH), defines the following Descriptor error codes. The FC-VI H

vidermay directly map the following FC-VI error codes to the corresponding bits in the Status Field of
Descriptor Control Segment (see 5.2 in VI-DG).

No Waiting Remote Connectionpoint: There is no Connectionpoint waiting at the Rémote FC-VI Proyi

be

the

d a

est

Connect Reject - Transport Error: The Remote FC-VI Provider has detected a transport error and lpas

ro-
the

The following Reason Codes are valid for all Message Response IUs and all Disconnect IUs.

Transport Error: The Local or Remote FC-VI Provider has detected a Fibre Channel transport error.
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RDMA Protection Error: A protection error for an RDMA operation was detected by the Remote FC
Provider.

-VI

Remote Descriptor Error: The Remote FC-VI Provider has detected a Descriptor error. Possible errors

include no receive Descriptor posted, or length, format or protection error on Descriptor access.

5.9.7.3.2 Remote FC-VI port non-descriptor errors

The VI Architecture defines non-Descriptor error codes (except for protocol error) as seen by the Local VI

connect originator to report the originator’'s non-Descriptor error codes in the FCVI_DISCONNECT~RQ
IU, or the Disconnect responder to report the responder’s non-Descriptor error codés)in
FCVI_DISCONNECT_RESP IU.

NOTE The VI Architecture does not provide an interface to report these Remote errors to the Local-VI Applicatio
either the Descriptor or an asynchronous error notification. The Local FC-VI Provider may record-these errors for

prietary interface.

The following Reason Codes are valid for all Disconnect 1Us.

Remote RDMA Write Protection Error: The Remote FC-VI Provider detected a protection error on an
coming RDMA Write operation.

Remote RDMA Write Data Error: The Remote FC-VI Provider detected a data corruption error on an
coming RDMA Write operation.

Remote RDMA Write Packet Abort Error: The Remote FC-VI Provider detected a partial data packet
an incoming RDMA Write operation.

Remote RDMA Transport Error: The Remote FC-VI Provider detected a Fibre Channel transport error
an incoming RDMA operation.

coming RDMA Read operation.

Protocol Error: The Remaote FC-VI Provider detected a protocol error.

Connection Setup Timeout: The Connect Request originator has detected a timeout waiting fd
FCVI_CONNECTF_RESP3 IU.

Connection.Does Not Exist: The connection or Connection Setup does not exist at the Disconnect
sponder,

Disconhect Accept: The Disconnect responder is accepting the Disconnect request and is aborting
connection or the Connection Setup.

Remote RDMA Read ProtectionError: The Remote FC-VI Provider detected a protection error on an|i

Dis-
ST
he

hin
re-

porting to a VI management application, or it may make the information available to a VI Application through a pro-

n-

n-

on

on

5
T

the

Reserved: Reserved for future Message Response or Disconnect error codes.
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5.9.7.3.3 Reserved for future expansion

Reserved: Reserved for future connection status or error codes.
5.9.7.3.4 Vendor unique reason codes

Vendor Unique: Vendor unique error codes.

5.9.8 FCVI_RMT_VA field

The FCVI_RMT_VA field specifies the base virtual address for the Remote memory regionfor
FCVI_RDMA_READ_RQST IU, the FCVI_RDMA_WRITE_RQST IU or the FCVI_RDMA_READ)RHE
IU. It is reserved for all other IUs. The FCVI_RMT_VA is a 64 bit quantity. The MSB (Most*Signific
Byte) appears in Word 4, Byte 0, while the LSB (Least Significant Byte) appears in Word‘5; Byte 3.
value of FCVI_RMT_VA is identical for all IlUs for a Message.

5.9.9 FCVI_RMT_VA_HANDLE field

The FCVI_RMT_VA_HANDLE field specifies the handle for the Remotes memory region for
FCVI_RDMA_READ_RQST IU, the FCVI_RDMA_WRITE_RQST IU or the.FCVI_RDMA_READ_RE
IU. It is reserved for all other IUs.

5.9.10 FCVI_TOT_LEN field / FCVI_CONNECTION_ID field

The FCVI_TOT_LEN field specifies the VI Message total data length for all FC-VI Message Request |
It indicates the total Message length for FCVI_SEND ‘RQST IUs, FCVI_WRITE_RQST IUs, &
FCVI_READ_RQST IUs.

The FCVI_CONNECTION_ID field is used for all Génnection IUs. It shall be used by the Connect Requ
originator to assign a unique identifier to all oper\Connection Setup operations.

For all Connect Response IUs, the FCVI_CONNECTION_ID field shall be set equal to
FCVI_CONNECTION_ID field from the FCVI_CONNECT_RQST for that Exchange.

If a Connection Setup is aborted;the FCVI_CONNECTION_ID field in the FCVI_DISCONNECT_RQ
shall be set equal to the FCVI_CONNECTION_ID field from the FCVI_CONNECT_RQST. T

FCVI_CONNECTION_ID insthe Disconnect response shall be set equal to the FCVI_CONNECTION|

field from the FCVI_DISCONNECT_RQST.

A value of FFFFFEFER is reserved for an unassigned or unknown FCVI_CONNECTION_ID.

he
SP
ant
he

he
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6 FC-VIInformation Unit (IU) formats

6.1 FC-VIIU overview

The following subclauses describes the Device_Header and payload contents of the 1Us transferred during
an FC-VI operation. The Information Units used by FC-VI Ports and their characteristics are described in

5.1 of this document.

6.2 FCVI_SEND_RQST IU

6.2.1 FCVI_SEND_RQST IU description

The FCVI_SEND_RAQST IU shall transfer all or part of a VI Message to the Remote FC-VI Epdpaint.

ne

or more FCVI_SEND_RQST IUs may be sent per Exchange. Refer to Figure 2 or Figure 3for a definifion

of the complete Exchange. The Payload of each frame in this IU carries VI Application data-For Unrelig
Delivery and Reliable Delivery, the last FCVI_SEND_RQST IU shall terminate the Exchange. For Relig
Reception, the last FCVI_SEND_RQST IU shall transfer Sequence Initiative.

6.2.2 FCVI_SEND_RQST Device_Header information

The FCVI_SEND_RQST IU shall contain a 32 byte FC-VI Device_Headér as shown in Table 4.

The FCVI_HANDLE shall be set to the FCVI_HANDLE communicatéd by the Remote FC-VI Endpoint g
ing FC-VI Connection Setup.

The FCVI_OPCODE field is defined in Table 1.

ble
ble

The FCVI_FLAGS field is defined in Table 5. SendingVI'immediate Data is optional with this 1U. If Immedi-

ate Data is sent, the IMM_DATA bit in the FCVI_FLAGS field shall be one, and the FCVI_PARAMET]

ER

field shall contain the Immediate Data value. Otherwise, the FCVI_PARAMETER and FCVI_FLAGS figlds
shall be zero.

The FCVI_MSG_ID field shall be incremented by one from the previously sent Message on this connlec-
tion.

The FCVI_RMT_VA and FCVI_RMT_VA_ HANDLE shall be set to zero.

The FCVI_TOT_LEN field_is set to the total length of the VI Message. The FC-VI Provider shall set
FCVI_TOT_LEN equal.to-the Length field in the Control Segment of the Descriptor (see 4.3 in VI-DG).

6.3 FCVI_SEND RESP IU

6.3.1 FCVLESEND_RESP IU description

The FCMJ¥SEND_RESP IU shall be sent in response to a FCVI_SEND_RQST for Reliable Reception| At
mostione FCVI_SEND_RESP IU shall be sent per VI Message. This IU is not allowed for Unreliable Dgliv-
ery, or Reliable Delivery. Refer to Figure 3 for a definition of the complete Exchange. The Payload of thig IU
oha” bc Ulllpt.y. Thlo :I\JI oha” \ v | |ta;|| UII:y A\l B\ ~] fIGIIIU. Thc FC‘V’:_SEI’“{ID_RESP :U oha” tGIIII;IIGtU thc :X'

change.
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6.3.2 FCVI_SEND_RESP Device_Header information

The FCVI_SEND_RESP IU shall contain a 16 byte FC-VI Device_Header as shown in Table 3.

The FCVI_HANDLE shall be set to the FCVI_HANDLE communicated by the Remote FC-VI Endpoint dur-

ing FC-VI Connection Setup.

The FCVI_OPCODE field is defined in Table 1.

The FEVIFtAGS frefdisdefimed-by Table 6:
The FCVI_PARAMETER field shall be zero.
6.4 FCVI_WRITE_RQST IU

6.4.1 FCVI_WRITE_RQST IU overview
The FCVI_WRITE_RQST IU shall write all or part of a VI Message to the Remote\FC-VI Endpoint. Theg
Message data is written to the Remote virtual address generated by adding the FCVI_RMT_VA field in

Device_Header and the Relative Offset field in the frame header. One or\more FCVI_WRITE_RQST
may be sent per Exchange. Refer to Figure 4 or Figure 5 for a definition of the complete Exchange. |

VI
the
Us
he

Payload of each frame in this IU carries VI Application data. For Unreliable Delivery and Reliable Delivery,

the last FCVI_WRITE_RQST IU shall terminate the Exchange. For Reliable Reception, the |
FCVI_WRITE_RQST IU shall transfer Sequence Initiative.

6.4.2 FCVI_WRITE_RQST IU Device_Header information
The FCVI_WRITE_RQST IU shall contain a 32 byte EC=VI Device_Header as shown in Table 4.

The FCVI_HANDLE shall be set to the FCVI_HANDLE communicated by the Remote FC-VI Endpoint g
ing FC-VI Connection Setup.

The FCVI_OPCODE field is defined in Table 1.

The FCVI_FLAGS field is defined in~Table 5. Sending VI Immediate Data is optional with this [U. If Imr
diate Data is sent, then the IMM_DATA bit in the FCVI_FLAGS field shall be one, and
FCVI_PARAMETER field shall contain the Immediate Data value. Otherwise, the FCVI_PARAMET]
and FCVI_FLAGS fields-shall be zero.

The FCVI_MSG_ID-field shall be incremented by one from the previously sent Message on the conn
tion.

The FCVI_RMT_VA field shall be set to the base address of the Remote virtual memory region where
VI Message shall be written to. This value shall be the same for all Request IUs in the Message.

Ast

ur-

ne-
he
FR

eC-

the

The'F€VI_RMT_VA_ HANDLE is the handle for the Remote virtual memory region where the VI Message

shall be written to. This value shall be the same for all request IUs in the Message.

The FCVI_TOT_LEN field is set to the total length of the VI Message. The FC-VI Provider shall
FCVI_TOT_LEN equal to the Length field in the Control Segment of the Descriptor (see 4.3 in VI-D
This value shall be the same for all request IUs in the Message.

set
Q).
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6.5 FCVI_WRITE_RESP IU

6.5.1 FCVI_WRITE_RESP IU description

The FCVI_WRITE_RESP IU shall be sent in response to a FCVI_WRITE_RQST for Reliable Reception. It

is not allowed for Unreliable Delivery or Reliable Delivery. At most one FCVI_WRITE_RESP IU shall

be

sent per VI Message. Refer to Figure 5 for a definition of the complete Exchange. The Payload of this IU
shall be empty. This IU shall contain only one frame. The FCVI_WRITE_RESP IU shall terminate the Ex-

change.

6.5.2 FCVI_WRITE_RESP IU Device_Header information
The FCVI_WRITE_RESP IU shall contain a 16 byte FC-VI Device_Header as shown in Table 3.

The FCVI_HANDLE shall be set to the FCVI_HANDLE communicated by the Remote FC-\} Endpoint g
ing FC-VI Connection Setup.

The FCVI_OPCODE field is defined in Table 1.

The FCVI_FLAGS field is defined in Table 6.

The FCVI_MSG_ID field shall be the same as that received in the FCVIWRITE_RQST IU.

The FCVI_PARAMETER field shall be zero.

6.6 FCVI_READ_RQST IU

6.6.1 FCVI_READ_RQST IU description

The FCVI_READ_RQST IU shall request the read of a VI Message from the Remote FC-VI Endpoint Tl
IU is allowed only for Reliable Delivery or Reliable Reception. The VI Message data is read from the

mote memory region beginning at the yirtual address specified in the FCVI_RMT_VA field of

Device Header. The Payload of this IU shall be empty. This IU shall contain only one frame. Sequence
tiative shall be passed at the completion of this IU. Refer to Figure 6 for a definition of the complete

change.

6.6.2 FCVI_READ_RQST iU.Device_Header information

The FCVI_READ_RQSTHU shall contain a 32 byte FC-VI Device_Header as shown in Table 4.

The FCVI_HANDLE shall be set to the FCVI_HANDLE communicated by the Remote FC-VI Endpoint g
ing FC-VI Connection Setup.

The FCVOPCODE field is defined in Table 1.

The EEVI_FLAGS field is defined in Table 5. Sending VI Immediate Data is not allowed with this 1U. T

ur-

his
Re-
he
ni-
= X-

he

IMM* DATA bit in the FCVI_FLAGS field shall be zero, and the FCVI_PARAMETER field shall be zero.

The FCVI_MSG_ID field shall be incremented by one from the previously sent Message on the conn
tion.

ec-
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The FCVI_RMT_VA field shall be set to the base address of the Remote virtual memory region where the
VI Message shall be read from.

The FCVI_RMT_VA_ HANDLE is the handle for the Remote virtual memory region where the VI Message
shall be read from.

The FCVI_TOT_LEN field is set to the total length of the VI Message. The FC-VI Provider shall set
FCVI_TOT_LEN equal to the Length field in the Control Segment of the Descriptor (see 4.3 in VI-DG).

6.7 FCVIi_READ_RESP1UY

6.7.1 FCVI_READ_RESP IU description

Reliable Reception. It shall transfer all or part of a VI Message to the Remote FC-VI} Endpoint. Thg VI
Message data is read from the Remote virtual address generated by adding the FCVI-“RMT _VA field in
the Device_Header and the Relative Offset field in the frame header. One or more FCVI_READ_RHESP
IUs may be sent per Exchange. The last FCVI_READ_RESP IU shall terminate'the Exchange. Refef to
Figure 6 for a definition of the complete Exchange. The Payload of each frame. in this IU carries VI Appli-
cation data.

The FCVI_READ_RESP IU shall be sent in response to a FCVI_READ_RQST for Reliable Deliveryind
I

6.7.2 FCVI_READ_RESP IU Device_Header information
The FCVI_READ_RESP IU shall contain a 32 byte FC-VI Device_Header as shown in Table 4.

The FCVI_HANDLE shall be set to the FCVI_HANDLE communicated by the Remote FC-VI Endpoint qur-
ing FC-VI Connection Setup.

The FCVI_OPCODE field is defined in Table 1.

The FCVI_FLAGS field is defined by Table 6.

The MSG_ID field shall be the same as that received in the FCVI_READ_RQST IU.
The FCVI_PARAMETER field shall.be zero.

The FCVI_RMT_VA field shall'be set to the base address of the Remote virtual memory region where fthe
VI Message is read fram. This value shall be the same as the FCVI_RMT_VA field in the
FCVI_READ_RQST JU.*Fhis value shall be the same for all Response IUs in the Message.
The FCVI_RMTAV/A“HANDLE is the handle for the Remote virtual memory region where the VI Message
is read from\Fhis value shall be the same as the FCVI_RMT_VA_ HANDLE field in {he
FCVI_READ/ARQST IU. This value shall be the same for all Response IUs in the Message.

The FRCVY TOT_LEN field is set to the FCVI_TOT_LEN received in the FCVI_READ_RQST IU. This value
shall.be the same for all Response IUs in the Message.
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6.8 FCVI_CONNECT_RQST IU

6.8.1 FCVI_CONNECT_RQST IU description

The FCVI_CONNECT_RQST IU shall request that an FC-VI Connection be established. Refer to Figure 8,
Figure 9, or Figure 10 for a definition of the complete Exchange. The Payload for the
FCVI_CONNECT_RQST IU is shown in Table 13. Sequence Initiative shall be passed at the completion of
this IU. The payload length for the FCVI_CONNECT_RQST IU is 596 bytes if the FCVI_CONNECT_INFO
is present, or 340 bytes if the FCVI_CONNECT _INFO is not present.

6.8.2 FCVI_CONNECT_RQST Device_Header information

The FCVI_CONNECT_RQST IU shall contain a 32 byte FC-VI Device_Header as shown in Table’4.
The FCVI_HANDLE is unassigned.

The FCVI_OPCODE field is defined in Table 1.

The FCVI_FLAGS field are defined in Table 7.

The FCVI_MSG_ID field shall be set to zero.

The FCVI_PARAMETER field shall be zero.

The FCVI_RMT_VA shall be set to zero

The FCVI_RMT_VA_HANDLE shall be set to zero.

The FCVI_CONNECTION_ID shall be set to a unigue value by the Connect Request originator.
6.8.3 FCVI_CONNECT_RQST Payload Information

Table 13 shows the payload for the FCYINCONNECT_RQST IU.
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Table 13 — FCVI_CONNECT_RQST IU payload format

Bits 31to 24 23 to 16 15 to 08 07 to 00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 Reserved
1 Reserved FCV'_REV'S'ON
2 FCVI_RQST_HANDLE
3 WMSB
4 to 38 FCVI_LOC_ADDR
39 LS$B
40 MSB
41t0 75 FCVI_REM_ADDR
76 LS$B
77 MSB
78 to 83 FCVI_LOC_ATTRS
84 LSB
85 MSB
86 to 147 FCVI_CONNECT_INFO (optional)
148 LB
The FCVI_REVISION field shall be set to 0001h to indicate the first revision of this standard.
The FCVI_RQST_HANDLE field shall be-chosen by the Connect Request originator of this IU. The Cpn-

nect Request responder shall use this same FCVI_RQST_HANDLE in the FCVI_HANDLE field when

transferring VI Messages on this FC-VI Connection.

The FCVI_LOC_ADDR field:is*'the FCVI_NET_ADDRESS for the FC-VI Connectionpoint of the Conn
Request originator. Table 15 defines the format of this field.

The FCVI_REM_ABDR field is the FCVI_NET_ADDRESS for the FC-VI Connectionpoint of the Conn
Request responder.~Table 15 defines the format of this field.

ect

ect

The FCVI_E@E _ATTRS field is the VI attributes for the FC-VI Endpoint of the Connect Request originafor.

Table 16-defines the format of this field.

If the~FCVI_CONN_INFO is set to one in the FCVI_FLAGS field of the Connect Request,
FCVI_CONNECT _INFO field contains 256 bytes of optional Local FC-VI Provider supplied connection

LE.

he
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FCVI_CONN_INFO is set to zero, the FCVI_CONNECT _INFO field is not present.

he
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6.9 FCVI_CONNECT_RESP1IU

6.9.1 FCVI_CONNECT_RESP1 IU description

The FCVI_CONNECT_RESP1 IU shall be sent in response to a FCVI_CONNECT_RQST IU. Refer to Fig-
ure 8, Figure 9, or Figure 10 for a definition of the complete Exchange. The Payload for the
FCVI_CONNECT_RESP1 IU is shown in Table 14. Sequence Initiative shall be passed at the completion
of this IU. The payload length for the FCVI_CONNECT_RESP1 IU is 596 bytes if the
FCVI_CONNECT_INFO is present, or 340 bytes if the FCVI_CONNECT _INFO is not present. The format

of the FEV—CONNECTRESP+1-isdenticatto theformat of the FEVI—CONNECTRQSTHU:

6.9.2 FCVI_CONNECT_RESP1 Device_Header information

The FCVI_CONNECT_RESP1 IU shall contain a 32 byte FC-VI Device_Header as shown_ iivTable 4.
The FCVI_HANDLE field is unassigned.

The FCVI_OPCODE field is defined in Table 1.

The FCVI_FLAGS field shall be defined in Table 9.

The FCVI_MSG_ID field shall be set to zero.

If the FCVI_FLAGS field is zero, then the FCVI_PARAMETER field shall be zero. If the FCVI_FLAGS f
is not zero (i.e., the CONN_STS bit is set), then the FCVI_PARAMETER field shall contain connection s
tus information as shown in Table 11 and Table 12.

The FCVI_RMT_VA shall be set to zero

The FCVI_RMT_VA_HANDLE shall be set to zera.

The FCVI_CONNECTION_ID shall be the same as that received in the FCVI_CONNECT_RQST IU
this Exchange.

eld
ta-

for



https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

- 58— 14165-331 © ISO/IEC:2007(E)

6.9.3 FCVI_CONNECT_RESP1 Payload Information

Table 14 — FCVI_CONNECT_RESP1 IU Payload Format

Bits 31to 24 23 to 16 15 to 08 07 to 00
Word Byte 0 Byte 1 Byte 2 Byte 3

0 Reserved

1 Reserved FCVI_REVISION

2 FCVI_RESP_HANDLE

3 MSB
4-38 FCVI_LOC_ADDR

40 MSB
411075 FCVI_REM_ADDR

77 MSB
78 to 83 FCVI_LOC_ATTRS

84 L

85 MSB
86 to 147 FCVI_CONNEET INFO (optional)

148 LS

The FCVI_REVISION field shall be set to 00Q1h to indicate the first revision of this standard.

The FCVI_RESP_HANDLE field shall bé.chosen by the Connect Request responder, the originator of this

IU. The Connect Request originator. shall use the value specified in the FCVI_RESP_HANDLE field for
FCVI_HANDLE field in all Message request IUs sent to the Connect Request responder on this FQ
Connection.

The FCVI_LOC_ADDR field is the FCVI_NET_ADDRESS for the FC-VI Connectionpoint of the Conn
Request responder. Table 15 defines the format of this field.

The FCVI_REM~ADDR field is the FCVI_NET_ADDRESS for the FC-VI Connectionpoint of the Conn
Request originatof. Table 15 defines the format of this field.

The FCVL\LOC_ATTRS field is the VI attributes for the FC-VI Endpoint of the Connect Request respo
er. Table16 defines the format of this field.

If the FCVI_CONN_INFO is set to one in the FCVI_FLAGS field of the FCVI_CONNECT_RESP1,

OV _CONMMECOCT INEO £o1 faXMVile) ol

the
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a-

tion passed from the Connect Request responder to the Connect Request originator. If the

FCVI_CONN_INFO is set to zero, the FCVI_CONNECT _INFO field is not present.
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6.10 FCVI_CONNECT_RESP2 IU

6.10.1 FCVI_CONNECT_RESP2 IU description

The FCVI_CONNECT_RESP2 IU shall be sent in response to a FCVI_CONNECT_RESP1 IU. Refer to
Figure 8, Figure 9, or Figure 10 for a definition of the complete Exchange. The payload for the
FCVI_CONNECT_RESP2 IU shall be empty. Sequence Initiative shall be passed at the completion of this

IU. This IU shall contain only one frame.

6-10-2—FCVi_CONNECTRESP2 Device_Headerinformation
The FCVI_CONNECT_RESP2 IU shall contain a 32 byte FC-VI Device_Header as shown in Table'\4.

The FCVI_HANDLE field shall be set to the FCVI_RESP_HANDLE received in the payload of
FCVI_CONNECT_RESP1 IU.

The FCVI_OPCODE field is defined in Table 1.

The FCVI_FLAGS field is defined in Table 9.

The FCVI_MSG_ID field shall be set to zero.

If the FCVI_FLAGS field is zero, then the FCVI_PARAMETER field-shall be zero. If the FCVI_FLAGS f
is not zero (i.e., the CONN_STS bit is set), then the FCVI_PARAMETER field shall contain connection s
tus information as shown in Table 11 and Table 12.

The FCVI_RMT_VA shall be set to zero

The FCVI_RMT_VA_HANDLE shall be set to zero.

The FCVI_CONNECTION_ID shall be the sanje’as that sent in the FCVI_CONNECT_RQST IU for this
change.

6.11 FCVI_CONNECT_RESP3 IU

6.11.1 FCVI_CONNECT_RESP31U description

Figure 8, Figure 9, or Figure 10 for a definition of the complete Exchange. The payload for t
FCVI_CONNECT_RESP3 IU shall be empty. This IU shall terminate the Exchange. This IU shall cont
only one frame.

6.11.2 FCVI-CONNECT_RESP3 Device_Header information

The FCYJVCONNECT_RESP3 IU shall contain a 32 byte FC-VI Device_Header as shown in Table 4.

The FCVI_CONNECT_RESP3 IU shall be sent in response to a FCVI_CONNECT_RESP2 IU. Refef

he
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The*FCVI_HANDLE field shall be set to the FCVI_RQST_HANDLE received in the payload of

EO\A _CONMNMECT DDOCT 111

TOUVI_LUUININLLUT TNV T TU.

The FCVI_OPCODE field is defined in Table 1.

The FCVI_FLAGS field is defined in Table 9.
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The FCVI_MSG_ID field shall be set to zero.

If the FCVI_FLAGS field is zero, then the FCVI_PARAMETER field shall be zero. If the FCVI_FLAGS fi

eld

is not zero (i.e., the CONN_STS bit is set), then the FCVI_PARAMETER field shall contain connection

status information as shown in Table 11 and Table 12.
The FCVI_RMT_VA shall be set to zero

The FCVI_RMT_VA_ HANDLE shall be set to zero.

The FCVI_CONNECTION_ID shall be the same as that received in the FCVI_CONNECT_RQSFIU
this Exchange.

6.12 FCVI_DISCONNECT_RQST IU
6.12.1 FCVI_DISCONNECT_RQST IU description

The FCVI_DISCONNECT_RQST IU shall request an FC-VI Connection be removed or a Connection 3
up be aborted. Refer to Figure 11 for a definition of the complete Exchange. The Payload for
FCVI_DISCONNECT_RQST IU shall be empty. Sequence Initiative shall\bé.passed at the completior
this IU. This IU shall contain only one frame.

6.12.2 FCVI_DISCONNECT_RQST Device_Header information
The FCVI_DISCONNECT_RQST IU shall contain a 32 byte.RC+VI Device_Header as shown in Table

The FCVI_HANDLE shall be set to the FCVI_HANDLE.communicated by the Remote FC-VI Endpoint g
ing FC-VI Connection Setup. If a Connection Setup s being aborted and the FCVI_HANDLE of the
mote FC-VI Endpoint is unknown, the FCVI_HANDLE shall be set to FFFFFFFFh.

The FCVI_OPCODE field is defined in Table. 1.

The FCVI_FLAGS field is defined in Table’9. If the CONN_STS bit is set to one, the FCVI_PARAMET]
field contains additional connection. status information from the Disconnect responder as defined in T3
11 and Table 12. If the CONN_STSbit is set to zero, the FCVI_PARAMETER is set to zero. If the Disc|
nect originator is aborting a Connection Setup, the CONN_SETUP_ABORT shall be set to one. If the [
connect originator is aborting.an established FC-VI Connection, the CONN_SETUP_ABORT shall be
to zero. If the VI Application’ issues the Disconnect request, the VI_APP_DISCON shall be set to ong
the VI Provider issues.the’Disconnect request, the VI_APP_DISCON shall be set to zero.

for
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If the Disconnect-originator is aborting a Connection Setup, the FCVI_MSG_ID field shall be set to zerg. If

the Disconnectariginator is aborting an established connection, the FCVI_MSG _ID field shall be set to
FCVI_MSGUD of the last Message successfully completed by the Disconnect originator.

The RCVW RMT_VA shall be set to zero

the

The'FCVI_RMT_VA_ HANDLE shall be set to zero.

If the Disconnect originator is aborting a Connection Setup, the FCVI_CONNECTION_ID shall be the
same as that sent or received in the FCVI_CONNECT_RQST IU for this Exchange. If the Disconnect orig-

inator is aborting an established connection, the FCVI_CONNECTION_ID shall be zero.
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6.13 FCVI_DISCONNECT_RESP IU

6.13.1 FCVI_DISCONNECT_RESP IU description

The FCVI_DISCONNECT_RESP IU shall be sent in response to a FCVI_DISCONNECT_RQST IU. Refer
to Figure 11 for a definition of the complete Exchange. The Payload for the FCVI_DISCONNECT_RESP
IU shall be empty. This IU shall contain only one frame, and the Exchange is terminated at the completion

of this 1U.

6132 FEVI-DISCONNEECT RESP Device_Headerinformmation

The FCVI_HANDLE shall be set to the FCVI_HANDLE communicated by the Remote FC-VI’Endpoint g
ing FC-VI Connection Setup. If a Connection Setup is being aborted and the FCVI_HANDBLE of the
mote FC-VI Endpoint is unknown, the FCVI_HANDLE shall be set to FFFFFFFFh.

The FCVI_OPCODE field is defined in Table 1.

shall be the same as that received in the FCVI_DISCONNECT_RQST IU for this Exchange. If
CONN_STS bit is set to one, the FCVI_PARAMETER field contains additional connection status inforr
tion from the Disconnect responder as defined in Table 11 and Table\12. If the CONN_STS bit is set to
ro, the FCVI_PARAMETER is set to zero.

If a Connection Setup is being aborted (CONN_SETUP_.ABORT is set to one), the FCVI_MSG_ID fi
shall be set to zero. If an established connection is being‘aborted (CONN_SETUP_ABORT is set to ze
the FCVI_MSG_ID field shall be set to the FCVI_MSG_ID of the last Message successfully completed
the Disconnect responder.

The FCVI_RMT_VA shall be set to zero

The FCVI_RMT_VA_HANDLE shall be setto zero.

The FCVI_CONNECTION_ID shall be the same as that received in the FCVI_DISCONNECT_RQST IU
this Exchange. This field may only be non-zero when a Connection Setup is being aborted.

The FCVI_DISCONNECT_RESP IU shall contain a 32 byte FC-VI Device_Header as shown in Table 4.

ur-
Re-

The FCVI_FLAGS field is defined in Table 9. The CONN_SETUP_ABORT and VI_APP_DISCON flags

he
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7 FC-VI Addressing and naming

7.1 FC-VI Addressing and naming overview

This Clause defines address assignment for FC-VI Ports and the translation between VI Architecture ad-
dresses and FC-VI address constructs.

7.2 FCVI_NET_ADDRESS format

The VI Architecture does not define the format of a VI Address. Instead, the VI Architecture defines-an pb-
stract VI Address structure for a VI NIC, which contains a Host Address and a Discriminator. This) VI Ad-
dress structure is called a VIP_NET_ADDRESS and is defined by VI Architecture as follows:

typedef struct {
VIP_UINT16 HostAddressLen;
VIP_UINT16 DiscriminatorLen;
VIP_UINT8 HostAddress[1];
} VIP_NET_ADDRESS;

The VIP_NET_ADDRESS is visible to a VI Application and it is used 16 establish a VI connection with a
Remote VI Endpoint. The VI Architecture assumes that the VI Providerzmaps a VIP_NET_ADDRESS fo a
transport specific addressing structure. FC-VI maps a VIP_NET_ADDRESS to the FCVI_NET_ADDRHESS
format.

The Host Address for FC-VI shall be an IPv6 address (see'RFC2373). The VI Architecture defines an|in-
terface to a generic name service to map from Host Nanies to Host Addresses. Since the Host Addresp is
an IP address, FC-VI facilitates the use of DNS to map between Host Names and IP addresses. Thus,
FC-VI implicitly assumes that each FC-VI Host or:Node has the capability to access DNS, typically byjan
Ethernet connection running TCP/IP.

The specific format of the Discriminator portion of the VI Address is outside the scope of this standard] as
it is intended to be application specific, However, the VI Architecture specifies that the Discriminator gor-
tion may be of variable width from .0.t0 MaxDiscriminatorLen bytes as indicated in the VI NIC Attribufes.
FC-VI defines a 128 byte field imFCVI_NET_ADDRESS field for the Discriminator. An FC-VI Provider
shall indicate a MaxDiscriminatorLen in the VI NIC Attributes of no more than 128 bytes.

The actual byte length\allocated within the Connect Request and response payload for the
FCVI_NET_ADDRESS'shall be 2 bytes (Reserved) + 1 byte (HostAddressLen) + 1 byte (Discrimipa-
torLen) + 16 bytes~IP/Addr) + 128 bytes (Discriminator) = 148 bytes. For FC-VI, the value of HostAd-
dressLen shall be 16 bytes. The value of DiscriminatorLen may be any value between 16 and 128 byfes.
The Discriminator’is always allocated as a 128 byte field in FCVI_NET_ADDRESS.

Table 15-illustrates the format used within FC-VI Connection IUs to convey a FCVI_NET_ADDRESS. The
HOST_ADD field shall be the Host Address in IPv6 format. The MSB (Most Significant Byte) of the
HOST-"ADD is contained in Byte 0, Word 1. The LSB (Least Significant Byte) of the HOST_ADD is cpn-
tained in Byte 3, Word 4. The HOST_ADD_LEN shall be equal to 10h. The DISCRIM field shall be the Dis-

DISCRIM_LEN is 80h, while the minimum value is 10h. The MSB (Most Significant Byte) of the DISCRIM
is contained in Byte 0, Word 5. The LSB (Least Significant Byte) of the DISCRIM is contained in Byte 3,
Word 36.
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Table 15— FCVI_NET_ADDRESS Format

31to 24
Byte 0

23to 16
Byte 1

15to 08
Byte 2

07 to 00
Byte 3

Reserved

HOST_ADD_LEN

DISCRIM_LEN

MSB

HOST_ADD

LSB

MSB

DISCRIM

LSB

7.3 FCVI_ATTRIBUTES format

Table 16 illustrates the format used within FC-VI Connection IUs to conveyFCVI_ATTRIBUTES. Fd
Connect Request, the FCVI_ATTRIBUTES convey the VI Attributes of the connection originator. Fd

FCVI_CONNECT_RESP1, the FCVI_ATTRIBUTES convey the VI Attributes of the connection respond

Table 16 — FCVI_ATTRIBUTES format

ra
ra

Bits 31to24 23to 16 15 to 08 07 to 00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 Reserved FCVI_RELIABILITY_LVL | FCVI_ATTR_FLAGS
1 FCVI_MAX_TRANS_SIZE
2 MSB
3t05 FCVI_QOS
6 LSB

FCVI_RELIABILITY_LVL: The Reliability Level of the VI. If set to 01h, the Reliability Level is Unreligble
Delivery. If set to 02h, the Reliability Level is Reliable Delivery. If set to 03h, the Reliability Level is Religble

Reception. All other values.are reserved.

FCVI_ATTR_FLAGS:The VI Attributes flags are defined in Table 17.

FCVI_MAX_TRANS_SIZE: The maximum Message size in bytes for this VI.

FCVI_QOS¢ The VI QOS parameters are defined in Table 18.
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Table 17 — Format of FCVI_ATTR_FLAGS in FCVI_ATTRIBUTES

Bit Position Bit Name Bit Definition
7 Reserved 0
6 Reserved 0
5 Reserved 0
4 Reserved 0
3 Reserved 0
2 Reserved 0
1 EnRdmaWr VI enabled for RDMA Write when one
0 EnRdmaRd VI enabled for RDMA Read when one

Table 17 defines the format of the FCVI_ATTR_FLAGS field in the FCVI_ARRTIBUTES field (see T3
16). If EnRDMAWT is set to one, the VI is enabled to receive RDMA Write requests. If ENARDMAWTF is se
zero, the VI is not enabled to receive RDMA Write requests. If ENRDMARAJ is 'set to one, the Vl is enab
to receive RDMA Read requests. If EnNRDMARAJ is set to zero, the VI is'not enabled to receive RD
Read requests.

Table 18 — FCVI_QOS format

Bits 31to 24 23to 16 15 to 08 07 to 00
Word Byte 0 Byte 1 Byte 2 Byte 3
0 FCVI_PREF Reserved
1 FCVI*MAX_BANDWIDTH
2 FCVI_MIN_BANDWIDTH
3 FCVI_MAX_DELAY
4 FCVI_PIPELINE_DEPTH

Table 18 defines the format for FCVI_QOS field in FCVI_ATTRIBUTES field (see Table 16).

FCVI_PREF: If FCVI_PREF is set to 80h, the FC-VI Provider is requesting that all frames sent on this

ble
t to
led
MA

\

use the FC-FS Preferenee Function. When FCVI_PREF is set to 80h, the FC-VI Provider shall always

send a Message frame with the CS_CTL field specifying the Preference Function for this V
FCVI_PREF is set\to’00h, the FC-VI Provider is requesting that all frames sent on this VI shall not use
FC-FS Preference Function. When FCVI_PREF is set to 00h, the FC-VI Provider shall never send a M
sage frame‘with the CS_CTL field specifying the Preference Function for this VI. All other values are
served.

FCVIMAX_BANDWIDTH: Specifies the maximum bandwidth for the VI in bytes per second. If non-ze

Cf
the
es-
re-

ro,

the FC-VI Provider is guaranteeing the maximum bandwidth between the VI Endpoints of a connect

anteeing the maximum bandwidth between the VI Endpoints of a connection. For this version of the FC-VI

standard, this field shall always be zero.

ion
ar-
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FCVI_MIN_BANDWIDTH: Specifies the minimum bandwidth for the VI in bytes per second. If non-zero,

the FC-VI Provider is requiring the minimum bandwidth between the VI Endpoints of a connection shall

be

at least FCVI_MIN_BANDWIDTH bytes per second. If zero, the FC-VI Provider is not guaranteeing the
minimum bandwidth between the VI Endpoints of a connection. For this version of the FC-VI standard, this

field shall always be zero.

FCVI_MAX_DELAY: Specifies the maximum delay for the VI in microseconds. If non-zero, the FC-VI Pro-
vider is requiring the maximum delay between the VI Endpoints of a connection be no more than
FCVI_MAX_DELAY microseconds. If zero, the FC-VI Provider is not guaranteeing the maximum delay be-

tweermthe- vV Endpointsof acommectionFor this versionmof the FC=Vtstarmdard;thisfietdstatatways
zZero.
FCVI_PIPELINE_DEPTH: Specifies the maximum number of Messages that an originator may send w

out a confirmation of delivery indication from the Message responder. The pipeline depth ‘may repres
credits, command queue slots, unacknowledged messages or some other FC-VI Proyider specific ¢

be

struct. If FCVI_PIPELINE_DEPTH is set to zero, then only one Message may be opemat any one tim¢ in

this VI. If FCVI_PIPELINE_DEPTH is set to some positive integer N, then at most N.+*1 messages may
open at any one time on this VI.

A Message is open when the FC-VI Provider begins processing the Messagé/Descriptor. The Messag
closed when the Message Descriptor is completed by the FC-VI Providet.

7.4 FC-VI address resolution

be

A VI Application uses a Host Address to specify which VI Hgst)it wishes to connect to during Conneciion

Setup. FC-VI defines the Host Address as an IP address. The FCVI_CONNECT_RQST IU requires
N_Port Identifier for the destination FC-VI Port before a Connect Request may be originated.

FC-VI requires all FC-VI Ports to support FARP te‘tmap between IP addresses and N_Port Identifiers.
compliant implementations of FC-VI Ports shallthe capable of initiating FARP-REQ to request an IP
dress to N_Port ID mapping for an FC-VI PartZAll compliant implementations of FC-VI Ports shall rec|
nize and respond to a FARP-REQ with a FARP-REPLY if the IP address in the FARP-REQ matches the
address of the responding FC-VI Port. Alternative methods for FC-VI address resolution are allowed)
long as FARP is supported.

the

All
nd-
Dg-
IP
as

If a FC-VI Port is attached to a Fabric that supports a Name Server, the Name Server should be used in

lieu of FARP to resolve IP address to N_Port Identifier mappings.



https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

- 66 — 14165-331 © ISO/IEC:2007(E)

7.5 FARPELS
When issuing a FARP-REQ, an FC-VI Port shall
1) Set the Match Address Code Points equal to 00000100b (Match on IP address of responder).

2) Set the Responder Action equal to 02h, requesting the responder originate a FARP-REPLY to
FARP-REQ originator if the Match is successful.

the

3y SettheReqguestmgN—Porttdentifrerequat-tothe N—Porttdentifier of the FARP-REQorigimator-
4) Set the Responding N_Port Identifier field equal to zero.

5) Set the Requesting N_Port Port_ Name equal to the Port_Name of the FARP-REQ originator.
6) Set the Responding N_Port Port_Name equal to zero.

7) Set the Requesting N_Port Node_Name equal to the Node Name of the FARP-REQ originator.
8) Set the Responding N_Port Node_Name equal to zero.

9) Set the Requesting N_Port IP address equal to the IP address of the FARP-REQ originator.

10) Set the Responding N_Port IP address equal to the IP addréss of the FC-VI Port the FARP-REQ o
inator wishes to establish a FC-VI Connection with.

When receiving a FARP-REQ, an FC-VI Port shall perform the following three tests:

11) Compare for equality its FC-VI Port IP address‘{o the Responding N_Port IP address in the FARP
quest payload

[ig-

12) Test if the Match on IP address of responder code point, 00000100b, is set in the FARP-REQ Match

Address Code Points

13) Test if the Responder Action(in,;the FARP-REQ to is set to 02h, requesting the responder to origin
a FARP-REPLY with the Requesting N_Port Identifier if the Match is successful.

If any test fails, the FC-\d'Provider at the FARP-REQ recipient shall take no action.
NOTE Other ULPs-behind the Port, such as FC-IP, may take action on the FARP-REQ if the FC-VI Provider d

not act on the FARP-REQ.

If all three,tests pass, the FC-VI Provider at the FARP-REQ recipient shall originate a FARP-REPLY to
FARR-REQ originator by formatting the FARP-REPLY payload as follows:

ate

pes

the

14)'Set the Match Address Code Points equal to the Match Address Code Points in the FARP-R

LO0000400K)

FQ

\VUUUUTUUJ /.

15) Set the Requesting N_Port Identifier equal to the N_Port Identifier of the FARP-REQ originator.

16) Set the Responder Action equal to the Responder Action in the FARP-REQ (02h).
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17) Set the Responding N_Port Identifier equal to its N_Port Identifier.

18) Set the Requesting N_Port Port_ Name equal to the Port_ Name of the FARP-REQ originator.

19) Set the Responding N_Port Node_Name equal to the Port_Name of the FARP-REPLY originator.
20) Set the Requesting N_Port Node Name equal to the Node_Name of the FARP-REQ originator.

21) Set the Responding N_Port Node_Name equal to the Node_Name of the FARP-REPLY originator.

22) Set the Requesting N_Port IP address equal to the IP address of the FARP-REQ originator.
23) Set the Responding N_Port IP address equal to the IP address of the FARP-REPLY originatof.
7.6 Name server queries

An FC-VI Port that is attached to a Fabric which supports the Name Server may map*N_Port Identifiers
IP addresses by issuing a GID_IPP Request to the Name Server. The Name Server is defined in FC-G
and FC-GS-3. The originator of the GID_IPP Name Server Query supplies the IP address for which th
Port Identifier is sought.

The Name Server may return a list of N_Port Identifiers associated with“one IP address. The FC-VI Pro
er which receives more than one N_Port Identifier to a GID_IPP request may use an implementation
pendent method to select one of the N_Port Identifiers to use as the destination for a Connection Se
request.

7.7 Validation of host address to N_Port Identifierrmappings
7.7.1 Address mapping overview

At all times, the <Host Address, N_Port Identifier> mapping shall be valid before use by an FC-VI Provig
There are many events that can invalidate this mapping. After a FC link interruption occurs, the N_H
Identifiers of all other FC-VI Ports that have previously completed PLOGI (N_Port Login) with an FQ
Port may have changed, and its ownIN_Port Identifier may have changed. Because of this, validatior
the address mapping is required aftera LIP in a loop topology or after NOS/OLS in a point-to-point or F
ric topology. In addition, mappings may have changed due to remote link events in a Fabric topolog
N_Port Identifiers shall not change as a result of Link Reset (LR), thus validation is not required.

If a logout is sent to or.received from a Remote FC-VI Port, all FC-VI Connections shall be terminated v
that Remote FC-VI Port.

7.7.2 Point-to-point topology
In a point=ta-point topology, validation is not required after LR. NOS/OLS causes implicit Logout of the ¢

er FC-VLPort. After a NOS/OLS, each FC-VI Port shall perform a PLOGI before any communication
the.other FC-VI Port may occur.
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After a LIP in a private loop topology, an FC-VI Port shall not transmit any FC-VI IU’s to an FC-VI Port until
the <Host Address, N_Port Identifier> mappings of the logged in FC-VI Port has been validated. The vali-
dation shall consist of completing an ADISC (sending or receiving ADISC ACC) to all logged in FC-VI Ports
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after a LIP. If the three addresses returned in the ACC to the ADISC - N_Port Identifier, Port_Name,
Node_Name - exactly match the values of the Remote FC-VI Port prior to the LIP, then any active Ex-
changes may continue with that FC-VI Port. If any of the three addresses have changed, then the Remote
FC-VI Port must be explicitly logged out. If a FC-VI Port's N_Port Identifier changes after a LIP, then all
<Host Address, N_Port Identifier> mappings shall be invalidated and an explicit LOGO shall be sent to
each logged in FC-VI Port.

7.7.4 Public loop topology

A=t

ne

explicitly logged out. A public loop device shall perform private loop authentication to any,noedes on th
cal loop which have an Area + Domain Address = 00-00-XXh by issuing an ADISC t¢-each private F
Port and performing address validation as specified for a private loop topology in %.7.3.

7.7.5 Fabric topology

out.

A Fabric attached FC-VI Port may elect to register for Registered State Change Notification as define
FC-FS to receive notification for the loss of conng¢tivity (link, switch or node failures) to other Fabric|at-
tached FC-VI Ports.



https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

14165-331 © ISO/IEC:2007(E) - 69—

8 FC-VI Error detection and recovery

8.1 FC-Vl error detection and recovery overview

This Clause defines the rules for FC-VI error detection and recovery. Two sets of rules are defined. One
set is defined for Message Transfer operations, while a second set is defined for Connection Setup opera-
tions. The rules support acknowledged (class 2) and unacknowledged (class 3) classes of service, as well
as In-Order and Out-of-Order Fabrics.

Certain errors may cause the VI Endpoint to transition to the Error state. Once in the Error state, the-Fg-VI
Endpoint stops all inbound and outbound traffic. However, a VI Application decides when it is approprigte
to disconnect the VI Connection, according to the VI Architecture specifications.

to signal the Disconnect to the Remote VI Endpoint. A VipDisconnect causes the FC<{\-Provider to trans-
mit a FC-VI Disconnect IU. A VipDisconnect may be issued by either the Local or Remote VI Applicationf at
any time for a given connection.

A VipDisconnect is used by the VI Application to transition the Local VI Endpoint back to the'Idle state%nd

8.2 FC-VI endpoint states

The VI Architecture defines the valid states for a VI Endpoint. FC-VKEndpoints adopt these same states
and adds a fifth state - Pending Connect Retry. These states are defined below.

a) Idle - FC-VI Endpoint state after a VI is created. Idle state transitions to Pending Connect state when
a Connect Request is transmitted.

b) Pending Connect - FC-VI Endpoint state after a Connect Request is transmitted. If the Connec{ion
Setup succeeds, transition to the Connected{state. If the VI Application times out the Connect Re-
quest or the Connect Response indicateswa non-error condition (see 5.9.7.2.1, Connect Responfse
Non-error Reason Codes), transition to the Idle state. If the Connection Setup fails due to a transport
error, transition to the Pending Connect Retry state. Otherwise, transition to the Error state.

c) Pending Connect Retry - FC-V{ Endpoint state for retrying failed Connect Requests. If Connecfion
Setup succeeds, transition to €onnected state. If Connection Setup does not succeed, transition to
the Idle state. Otherwise, transition to the Error state.

NOTE The Connect Response status was No Discriminator Match, No Waiting Remote Connectionpoint, or Jon-

nect Reject.

d) Connected,="Connect Request completed successfully. Transition to Idle state after successful Dis-
connett-Upon error, transition to the Error state.

e) Eror - A Disconnect is required to transition back to the Idle state.

8.3 “ FCVI_ULP_TIMEOUT definition

FC-VI Providers shall wait for a Message Response for up to FCVI_ULP_TIMEOUT.

FC-VI Providers that are originating a Connect Request shall wait for a FCVI_CONNECT_RESP3 IU for
the same Exchange for up to FCVI_ULP_TIMEOUT.
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FC-VI Providers that have received a FCVI_CONNECT_RQST IU shall wait for a
FCVI_CONNECT_RESP2 IU for the same Exchange for up to two times FCVI_ULP_TIMEOUT.

FC-VI Providers that are originating a FCVI_DISCONNECT_RESP IU shall wait for a
FCVI_DISCONNECT_RESP IU for up to FCVI_ULP_TIMEOUT.

The value of FCVI_ULP_TIMEOUT shall be setto R_A_TOV.

8.4 Message transfer error detection and recovery rules

8.4.1 Message error detection

The following rules support error detection for Unreliable Delivery, Reliable Delivery, and Reliablé Recep-
tion for Sends, RDMA Writes and RDMA Reads. The detected error is a Message Error. E6rReliable De-
livery and Reliable Reception, an FC-VI Provider shall deliver all Messages in order to the VI Applicati¢n.

a) If a Message Response is required, the Message originator shall detect 'a Message Error if
FCVI_ULP_TIMEOUT expires for the Message Response.

b) For In-Order Fabrics and Unreliable Delivery, the Message responder‘may detect a Message Ejror
if any frames are received out-of-order.

c) For In-Order Fabrics and either Reliable Delivery or Reliable. Reception, the Message responder
shall detect a Message Error if any frames or Messages are received out-of-order.

d) For Out-Of-Order Fabrics, the Message responder, shall detect a Message Error when a missing
frame error is detected. See FC-FS.

Note 1 If the prior sequence within a Message was.réceived without error, a Message responder may wait anfim-
plementation dependent amount of time to receive\the next Sequence, since Fibre Channel does not require|the
Sequence Initiator to transmit a subsequent Sequence within any defined time period. If the next Sequence is|not
received before this implementation dependent:amount of time has expired a Message Error shall be detected.

e) For Out-Of-Order Fabrics, a Message responder shall detect a Message Error for missing Messpg-
es.

Note 2 A Message responder:should detect a missing Message by implementation dependent timeout methqds.
8.4.2 Message transfer.error recovery
The following rules-are’used to perform error recovery on a Local FC-VI Endpoint.

a) If the Méssage originator detected a FCVI_ULP_TIMEOUT on a Message response, it shall alyort
the Exehange associated with the Message using ABTS.

b) J[fithe Message originator receives an ACK with Abort Sequence Condition bits set to 01b (Abort Be-
quence, Perform ABTS) in F_CTL, it shall abort the Exchange associated with the Message using
ABTS.

c) For Unreliable Delivery, if a Message Error is detected, the FC-VI Provider may transition the Local
FC-VI Endpoint to the Error state.
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d) For Unreliable Delivery, if a Message Error is detected by a Message responder and the Local FC-VI
Endpoint is not transitioned to the Error state, the FC-VI Provider shall discard any frames for the
FCVI_MSG_ID corresponding to the Message Error for R_A_TOV.

e) For Reliable Delivery and Reliable Reception, if a Message Error is detected, the FC-VI Provider
shall transition the Local FC-VI Endpoint to the Error state.

f) If the Local FC-VI Endpoint has transitioned to the Error state, the FC-VI Provider shall discard all
Message frames received with the FCVI_HANDLE of the FC-VI Connection for R_A TOV. An

FEeVHHANDEE shattnotbereused-foramew FE=-vtCommectiomuntessa Discommect tasbeemsuc-
cessfully completed (i.e., a Disconnect response has been received) and R_A_ TOV has elapsed

g) If an implicit or explicit Port logout is sent or received from an FC-VI Port, the FC-VI Proyider may|re-
use any FCVI_HANDLEs and clear any Message Errors associated with the logged out)FC-VI Pdrt.

h) For class 2 service, if a Message Error is detected, the Message responder shall-transmit an ACK
with the Abort Sequence Condition bits set to 01b (Abort Sequence, PerformiABTS) in F_CTL.

8.5 Connection setup error detection and recovery rules
8.5.1 Connection setup error handling overview

The following rules support error detection and recovery for FC-VI Connection Setup. See 5.3 for the FC-
VI Connection Setup protocol description. Detected errors include a Connection Setup Exchange Efror
and a Connection Setup Timeout Error.

8.5.2 Connection setup error detection

a) If a Connect Request originator or responder.detects any Sequence errors on an Exchange cofre-
sponding to a Connection Setup, a Connegtion Setup Exchange Error shall be detected.

b) If a Connect Request originator “does not receive a FCVI_CONNECT_RESP3 within
FCVI_ULP_TIMEOUT from transmitting a FCVI_CONNECT_RQST within the same Exchangsg, a
Connection Setup Timeout Errar shall be detected.

c) If a Connect Request responder does not receive a FCVI_CONNECT_RESP2 within two times
FCVI_ULP_TIMEOUT+rom transmitting a FCVI_CONNECT_RESP1 in the same Exchange, a Cpn-
nection Setup Timeout/Error shall be detected.

8.5.3 Connection-setup error recovery
a) If a Connéction Setup Exchange Error or a Connection Setup Timeout Error is detected by the Cpn-
nect Request originator, it shall abort the Exchange using ABTS and discard all frames received With

the-earresponding FCVI_CONNECTION _ID forR_A TOV.

1) If the Local FC-VI Endpoint is in the Pending Connect Retry state, the Endpoint shall be trapsi-
tioned to the Error state.

2) If the Local FC-VI Endpoint is in the Pending Connect state, the Endpoint shall be transitioned to
the Pending Connect Retry state and the Connection Setup shall be retried.


https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

-72- 14165-331 © ISO/IEC:2007(E)

3) If the Local FC-VI Endpoint is in the Connect state, the Endpoint shall be transitioned to the
ror state.

Er-

NOTE If a FCVI_CONNECT_RESP2 or a a FCVI_CONNECT_RESP3 is lost, the Connect Request originator may
be in the Connect state. The connection cannot be retried transparent to the VI Application at the Connect Request

originator (see rule a)3) in 8.5.3).

b) An FCVI_CONNECTION_ID for a failed FC-VI Connection Setup shall not be reused by a Conn

ect

Requestorigimator untessa Disconmmecttasbeemsuccessfutty compteted(e = Discommect
sponse has been sent or received) and R_A_TOV has elapsed since the last use~of
FCVI_CONNECTION_ID in a Connect Request Message.

c) If an implicit or explicit Port logout is sent or received from an FC-VI Port, an FC-VI Pfovider may
use any FCVI_CONNECTION_ID associated with the logged out FC-VI Port.

d) If a Connection Setup Exchange Error or a Connection Setup Timeout Error is detected by the C
nect Request responder, the Local FC-VI Endpoint shall be transitioned to'the Error state.

8.5.4 Connection setup originator retry rules

The Connect Request originator shall perform a single retry for a failed Connection Setup request un
the conditions defined in this subclause. If the retry fails, the Local\FC-VI Endpoint is transitioned to
Error state. The following rules support Connect Request retries.

a) A Connect Request originator shall retry a previous.Cénnection Setup if the Local FC-VI Endpoirn
in the Pending Connect state by issuing a new FECYlI_ CONNECT_RQST on a new Exchange v
the original FCVI_HANDLE, a new FCVI_CONNECTION_ID, and the RETRY bit set to one in
FCVI_FLAGS field. The RETRY bit must be:séet'in all the IUs sent for this FCVI_CONNECTION |
The Endpoint state shall be transitioned tothe Pending Connect Retry state.

b) A Connect Request responder® that receives a FCVI_CONNECT RQST or
FCVI_CONNECT_RESP2 with the:RETRY bit set shall respond in accordance with the protocq
5.3, except that the RETRY bitcshall be set in all correspondingly transmitted 1Us.
8.6 Disconnect operation error detection and recovery rules
8.6.1 Disconnect operation error handling overview
The following rules-support error detection and recovery for the FC-VI Disconnect operation. See 5.3.5
the FC-VI Disconnect operation protocol description. Detected errors include a Disconnect Operation

change Error and-a Disconnect Operation Timeout Error.

8.6.2 Disconnect operation error detection

re-
he

der
the

tis
ith
the
ID.

lin

for
= X-

or-

a)\1f a Disconnect Request originator or responder detects any Sequence errors on an Exchange ¢

2l

responding to a Disconnection operation, a Disconnect Operation Exchange Error shall be detefct-

\—iv

b) If a Disconnect Request originator does not receive a FCVI_DISCONNECT RESP for a
FCVI_DISCONNECT_RAQST in the same Exchange within FCVI_ULP_TIMEOUT a Disconnect Op-

eration Timeout Error shall be detected.
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8.6.3 Disconnect operation error recovery rules

a) If a Disconnect Operation Exchange or Timeout Error is detected by a Disconnect Request origina-
tor, it shall abort the Exchange as specified in FC-FS, the FC-VI Endpoint shall be transitioned to the
Error state and complete the VipDisconnect with a return code of VIP_NOT_REACHABLE.

b) If a Disconnect Operation Exchange Error is detected by a Disconnect Request responder, the Dis-
connect Request responder shall ignore the Disconnect Request.
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Annex A
(normative)

Concurrent matching peer requests example

A.1 Overview

Thisammexshows Peer-to-Peer ConmectiomrSetupexamptes for Conmcurrent-Matchimg Peer-to-Peer Re-
quests. A Concurrent Matching Peer-to-Peer Request occurs when a Peer has issued a
FCVI_CONNECT_RQST IU and receives a FCVI_CONNECT_RQST IU from another Peer and.the Dis-
criminators and IP addresses in the two Connect Requests match (the Peers are attempting to’connect
with each other). To prevent both Peers from completing the connection, the Peer_ Wwith the lower
Port_Name completes the connection while the Peer with the higher Port_ Name has its Connect Request
rejected.

Table A.1 is a version of Table 2 annotated with a Case # column. An example'is used to illustrate eqch
row or Case in the table. The examples assume an Out-of-Order Fabric toillustrate that the FC-VI Cpn-
nection Setup protocol operates correctly for Out-of-Order Fabrics.

Table A.1 — Peer B actions based on connect responses from peer A

Case # Response from Peer A Peer‘B (lower Port_Name) Replies
(higher Port_Name) With:
1 Connect Accept Connect Reject -
Concurrent Matching Peer Requests
No Discriminator Match Connect Accept
No Waiting Remote Connectionpoint Connect Accept
Connect Reject - Connect Reject - Protocol Error
Concurrent Matching Peer Requests
Connect Reject=Transport Error Connect Reject
Connect Reject - Protocol Error Connect Reject
Any other response Connect Reject - Protocol Error

For all examples shown in this annex, Peer B on the left of the figure has a lower Port_Name than Pegr A
on the right side” of the figure. All examples eliminate FCVI_CONNECT_RESP2 and
FCVI_CONNEC~ RESP3 for clarity.
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A.2 Case1

Figure A.1 shows an example of Case 1 in Table A.1.

FCVI_CONNECT RQST
PEER B T

FCVI_CONNECT_RQST

FCVI_CONNECT_RESP1(Connect Accept)

-

FCVI_CONNECT_RESP1(Connect Reject - Concurrent Matching Peer Requests)

Figure A.1 — Case 1

Peer B receives a matching FCVI_CONNECT_RQST before it receives a FCVI_CONNECT_RESP1 tg

ts

own FCVI_CONNECT_RQST. Peer B waits for the FCVI_CONNECT_RESP-1\from Peer A. The response
of “Connect Accept” indicates Peer A has accepted Peer B’s Connect Request; since Peer A’s Port_Name

is greater than Peer B’s Port_Name.

Peer B then rejects Peer A’s Connect Request by transmittingta FCVI_CONNECT_RESP1 with a
CONN_STS Reason Code of “Connect Reject - Concurrent Matching Peer Requests”. Peer B successflilly

completes the connection to Peer A.

A.3 Case?2

Figure A.2 shows an example of Case 2 in Table A.1

FCVI_CONNECT_RQST
PEER B I
FCVI_CONNECT_RESP1(No Discriminator Matc

/ FCVI_CONNECT RQST

FCVI_CONNECT_RESPA{Connect Accept)

Figure A.2 — Case 2

Peer\B-receives a matching FCVI_CONNECT_RQST before it receives a FCVI_CONNECT_RESP1 tg
own*FCVI_CONNECT_RQST. Peer B waits for the FCVI_CONNECT_RESP1 from Peer A. The respo

ts
se

LN ImH AL EO\VA _CONMMECT RECCNDA4
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A’s FCVI_CONNECT_RAQST was transmitted, but they were reordered in the Fabric. There is a Peer w

ar
CCl

ait-

ing, but on a different Connectionpoint set up from another FCVI_CONNECT_RQST. Peer A’s reordered

FCVI_CONNECT_RQST is for the matching Connectionpoint.
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Peer B accepts Peer A’s Connect Request by transmitting a FCVI_CONNECT_RESP1 with a
CONN_STS set to zero, which signifies a “Connect Accept”. Peer A successfully completes the connec-

tion to Peer B. Otherwise, if Peer B rejects Peer A, neither side completes the Connection Setup.

A4 Case3

Figure A.3 shows an example of Case 3 in Table A.1.

FOCVI_CONNECT_RQUSI
PEER B T

e

FCVI_CONNECT_RESP1(Connect Accept)

FCVI_CONNECT_RESP1(No Waiting Remote CGonnectionpdint)
/ FCVI_CONNECT_RQST

Figure A.3 — Case 3

Peer B receives a matching FCVI_CONNECT_RQST before it receives a FCVI_CONNECT_RESP1 tg
own FCVI_CONNECT_RQST. Peer B waits for the FCVI_CONNECT_RESP1 from Peer A. The respo

its
hse

of “No Waiting Remote Connectionpoint” signifies that Peer/A’s FCVI_CONNECT_RESP1 was transmit-

ted before Peer A’s FCVI_CONNECT_RQST was transmitted, but they were reordered in the Fabric. P
A attempts a matching connection with Peer B just aftenit transmitted the “No Waiting Remote Conn|
tionpoint”.

Peer B accepts Peer A’s Connect Request by transmitting a FCVI_CONNECT_RESP1 wit
CONN_STS set to zero, which signifies a “Connect Accept”’. Peer A successfully completes the conn
tion to Peer B. Otherwise, if Peer B rejects Peer A, neither side completes the Connection Setup.

Case 3 is very similar to Case 2.

A.5 Case4

Figure A.4 shows an example of Case 4 in Table A.1.

eer
eC-

N a
eC-
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FCVI_CONNECT_RQST

FCVI_CONNECT_RQST
PEER B T
FCVI_CONNECT_RESP1(Connect Request -

/ Concurrent Matching Peer Requests)

FCVI_CONNECT_RESP1(Connect Reject - Protocol Error)

Figure A.4 — Case 4
Peer B receives a matching FCVI_CONNECT_RQST before it receives a FCVI_CONNECT_RESP1 tg
own FCVI_CONNECT_RQST. Peer B waits for the FCVI_CONNECT_RESP1 from Peer A. The respo

of “Connect Reject - Concurrent Matching Peer Requests” signifies that Peefr A believes it has the lo
Port_Name, which is clearly a protocol error.

Peer B rejects Peer A’'s Connect Request by transmitting a FCVI_CONNECT_RESP1 with a CONN_S
Reason Code “Connect Reject”. Neither side completes the Connection Setup.

A.6 Case5

Figure A.5 shows an example of Case 5 in Table A.1,

v

its
hse

er

TS

FCVI_CONNECT RQST
PEER B S

FCVI_CONNECT_RQST

FCVI_CONNECT_RESP1(Connect Request - Transport Erro
FCVI_CONNECT_RESP1(Conrect Reject)

S

Figure A.5-Case 5

Peer B.receives a matching FCVI_CONNECT_RQST before it receives a FCVI_CONNECT_RESP1 tg
own FEVI_CONNECT_RQST. Peer B waits for the FCVI_CONNECT_RESP1 from Peer A. The respo
of“Connect Reject - Transport Error” signifies that Peer A has detected a transport error with the Conn|

' oot
UUTT OCLUpY.

ts

se

Peer B rejects Peer A’'s Connect Request by transmitting a FCVI_CONNECT_RESP1 with a CONN_STS

Reason Code “Connect Reject”. Neither side completes the Connection Setup.
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A.7 Caseb6

Figure A.6 shows an example of Case 6 in Table A.1.

FCVI_CONNECT RQST
PEER B T

FCVI_CONNECT_RQST

FCVI_CONNECT_RESP1(Connect Request - Protocol Error)
FCVI_CONNECT_RESP1(Connect Reject)

Figure A.6 — Case 6

Peer B receives a matching FCVI_CONNECT_RQST before it receives a FCVIJCONNECT_RESP1 tq its
own FCVI_CONNECT_RQST. Peer B waits for the FCVI_CONNECT_RESP¥from Peer A. The response
of “Connect Reject - Protocol Error” signifies that Peer A is rejecting Péer'B’s Connection Setup request
due to a protocol error.

Peer B rejects Peer A's Connect Request by transmitting a FCY}_CONNECT_RESP1 with a CONN_STS
Reason Code “Connect Reject”. Neither side completes the-Conhection Setup.
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Annex B
(informative)

FC-VI message transfer error handling examples

B.1 Overview

AN

e

FhisAmmexshowsamexampte of amimptementatiom for FE=Vtermordetectiomandrecovery R—A—TO
used to time the arrival of missing frames or Messages. Other implementations are possible.

B.2 Message transfer error handling operation

B.2.1 Message transfer error handling operation overview

The following rules support error detection and recovery for Sends, RDMA Writes'and RDMA Reads. T
set of rules supports acknowledged (class 2) and unacknowledged (class 3) 'service, as well as In-Or|
Fabrics and Out-of-Order Fabrics.

B.2.2 Message transfer error definitions

Define “M” as a Message identified by the FCVI_MSG_ID,6omponent of a Fully Qualified Message

IS

his
der

D

(FQMID). For a Message responder, Message M is open if at least one Message payload frame has bg¢en

received and if any associated Descriptor has not been.¢completed. In addition, Message M is conside
open at the responder if no frames have arrived but M-is less than Mrcv (see definition for Mrcv below).
a Message originator, Message M is open if at least.one Message frame has been sent and if any ass
ated Descriptor has not been completed.

Define "Mexp" as the next expected FCVL.MSG_ID (modulo FCVI_MSG_ID) for a FQMID. There is @
one value of Mexp per FCVI_HANDLE.

Define "Mrcv" as the FCVI_MSG (D of the last received frame for a FQMID.

Define "SCexp" as the next expected SEQ_CNT value for each open Message M for a FQMID. For a 1

red
-or
DCi-

nly

ew

Message for which no frames have arrived, SCexp = 0. SCexp is incremented (modulo SEQ_CNT) after

each frame is processed:For an In-Order Fabric, there is only one value for SCexp per FCVI_HAND
since only one Message may be open per VI at the Message responder. For an Out-of-Order Fabric, th
may be many open\Messages at the Message responder, where each open Message has its own value|
SCexp.

Define "S€rcv" as the SEQ_CNT of the last received frame for a FQMID.

| E,
ere
for

Defing~*Merr” as a Message assembly error for Message M identified by a FCVI_MSG_ID for a FQMID.

Merris set only for Unreliable Delivery.

Define “Herr” as a connection error for FCVI_HANDLE H for a FQMID. An Herr is set for FCVI_HANDLE H

when an error is reported for Reliable Delivery or Reliable Reception. Certain catastrophic errors, such

as

a Protocol Error, can cause Herr to be set for Unreliable Delivery. An R_A_TOV timer is started when Herr

is set.
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B.2.3 Error Detection and Recovery Rule Processing
Rules 1 through 6 are processed whenever a Device_Data frame is received. Rules 7 and 8e are pro-

cessed when a timeout occurs, which is asynchronous to frame reception. If no rule evaluates to true (i.e.,
is processed), the received frame is processed normally.

B.2.4 Message responder and message originator error recovery actions

when an unrecoverable error has been detected and a Device_Data frame is rece|ved Rule 2 may dlso
be processed if Rule 1 is not in effect (i.e., Herr is not set for this FCVI-HANDLE). Rules 1 and 2‘are used
to discard either all IUs for a connection (rule 1) or to discard all IUs for a particular Message (rule’2). Rule
3 is only processed when Merr is first set for a FCVI_MESSAGE_ID. Any mechanism used to recojver
from errors are beyond the scope of the error detection and recovery method illustrated in this clause.

A Message Originator uses rules 1 and 2 to process received Message ‘Response frames
(FCVI_SEND_RESP, FCVI_WRITE_RESP, FCVI_READ_RESP). A Message'Responder uses rules 1
and 2 to process received Message Request frames (FCVI_SEND_RQST, FCVI_WRITE_RQ$
FCVI_READ_RQST).

If rule 1 is in effect, Herr can only be cleared after R_A_ TOV if the Connection has been closed with|an
acknowledged Disconnect (either a Disconnect response has beep sent or received). Otherwise, Herr will
remain indefinitely set for the FCVI_HANDLE (until logout or nade reset).

Rule 1: If Herr is set, then
a) Discard any received frames for FCVI_HANDLE"H. If class 2 and the Message Responder, then
transmit an ACK with the Abort Sequence Condition bits set to 01b (Abort Sequence, Perfqrm
ABTS) in F_CTL.

b) If a Disconnect has been successfully completed for this connection (i.e., a Disconnect response
has been received) and R_A_TOV has elapsed, clear Herr.

c) Else if a LOGO, either implicit' or explicit, has been issued to or received from the Remote FQ-VI

Port, clear Herr.
Rule 2: If Merr is set, then
a) Discard any reeeived frames for Message M. If class 2 and the Message Responder, then trangmit
an ACK with.the Abort Sequence Condition bits set to 01b (Abort Sequence, Perform ABTS) in
F_CTL.

b) If a kOGO, either implicit or explicit, has been issued to or received from the Remote FC-VI Pprt,
clear Merr

c) Else clear Merr after R_A TOV

Rule 3 is processed only by the Message Responder when Merr is first set.

Rule 3a: If any frames for M have been received prior to setting Merr for a Send or a RDMA Write with Im-
mediate Data, then complete the Descriptor for M in error.
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Rule 3b: If no Descriptor is completed in error for Merr, an FC-VI Provider may optionally log the error in
an implementation dependent manner.

B.2.5 Message responder error detection actions

Rules 4 through 7 are used to detect Message errors at the Message Responder. No ordering is implied by
the rule numbering. Rules 4, 5 and 6 are designed to maintain Message ordering within a VI connection by
tracking the expected Message ID (Mexp) for the next Device_Data frame. Rule 4 (Mrcv > Mexp), rule 5
(Mrcv < Mexp), and rule 6 (Mrcv = Mexp) are mutually exclusive - only one rule will be processed.

Some implementations that compare frame header fields (S_ID, SEQ_ID, SEQ_CNT, Relative Offset) to
determine if the received frame is the next expected frame within the current Sequence being assemhbled
may use this frame header comparison method as an alternative to rule 6 (Mrcv = Mexp).
Rule 4a: If Mrcv > Mexp, if In-Order Fabric, and if the Reliability Level is Unreliable Delivery, then
a) for each Message M, Mexp <= M < Mrcv, set Merr.
b) If SCrcv != 0, then
1) set Merr for Message Mrcv
2) set Mexp = Mrcv + 1
3) setSCexp =0.
c) If SCrev =0, then
1) set Mexp = Mrcv
2) set SCexp = SCrcv + 1

3) process the received frame.

Rule 4b: If Mrcv > Mexp, if In-Ordeér Fabric, and if the Reliability Level is Reliable Delivery or Reliable Re-
ception, then

a) ftransition the VI to the Error state
b) setHerr
Rule 4c: If Mrev>"Mexp and if Out-of-Order Fabric, then

a) foreach Message M, Mexp < M < Mrcyv, start an R_A_TOV timer for all potentially missing frames|for
M,

b)> for Message Mexp, start an R_A_TOV timer for all frames greater than or equal to SCexp,

c) for Message Mrcv, startan R_A_TOV timer for all frames less than SCrcv,

d) setSCexp=SC + 1,
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Rule 5a: If Mrcv < Mexp, if In-Order Fabric, and if Merr is not set, then
a) transition the VI to the Error state,
b) set Herr (this is a Protocol Error).

NOTE Since the Merr rule (Rule 2) has precedence, a frame where Mrcv is less than Mexp should not occur for In-

——Order Fabric, e, a TisSing frame or Message was ot detected:

Rule 5b: If Mrcv < Mexp and if Out-of-Order Fabric, process the frame.

Rule 6a: If Mrcv = Mexp, a Sequence error is detected and the Reliability Level is Unreliable Delivery,
then

a) set Merr for Message Mexp and process Rule 7,
b) set Mexp = Mrcv + 1,
c) set SCexp =0.

Rule 6b: If Mrcv = Mexp, a Sequence error is detected and the®Reliability Level is Reliable Delivery or Re-
liable Reception, then

a) transition the VI to the Error state,
b) set Herr (this is a Protocol Error).

Rule 6c: If Mrcv = Mexp, if In-Order Fabric, if'SCrcv = SCexp and SCexp != 0, and if the Reliability Lgvel
is Unreliable Delivery, then

a) set Merr for Message Mexp,
b) set Mexp = Mrcv + 1,
c) set SCexp =0.

Rule 6d: If Mrcv =MexXp, if In-Order Fabric, if SCrcv = SCexp, and if the Reliability Level is Reliable De-
livery or Reliable-Reception, then

a) transition'the VI to the Error state,
b) «setHerr.

Rule 6e: If Mrcv = Mexp, if Out-of-Order Fabric, and if SCrcv > SCexp, then

a) start an R_A_TOV timer for all potentially missing frames greater than or equal to SCexp and less
than SCrcv in Message Mexp,

b) process the received frame,
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c) setSCexp = SCrcv + 1.

Rule 7a: If an R_A_TOV timeout occurs for Message M and the Reliability Level is Unreliable Delivery,

then

a) set Merr for Message Mexp.

Rule 7b: If an R_A_TOV timeout occurs for Message M and the Reliability Level is Reliable Delivery or

Reliable Reception, then

a) ftransition the VI to the Error state,

b) set Herr.

B.2.6 Message originator Class 2 error detection actions

B.2.6.1 Message originator Class 2 error detection overview

Rules 8a to 8d are processed whenever a Link_Control frame is received.at the Message Originatof i

class 2. No ordering is implied by the rule numbering. If no rule evaluates to'true, the Link_Control fram
processed normally. Rule 8e is processed whenever an E_D_TOV timeout occurs, which may be as
chronous to Link_Control frame reception.
Rule 8a: If an F_BSY or P_BSY is received in response to a.@ata frame and if an In-Order Fabric, then

a) abort the Exchange by transmitting an ABTS,

b) if Unreliable Delivery, set Merr,

c) else (for Reliable Delivery or Reliable Réception),

1) transition the VI to the Error state;

2) set Herr.

Rule 8b: If an F_BSY or P_BSY is received in response to a data frame and if Out-of-Order Fabric,
transmit the data frame as'described in FC-FS.

Rule 8c: Ifan F_RJT'or P_RJT is received in response to a data frame, then
a) abort the’'Exchange by transmitting an ABTS,
b) if Unreliable, set Merr,

¢) \celse (for Reliable Delivery or Reliable Reception)

AWA Y

4\ _+ H T . AN = tat
) udarioitiurmT uic vi U uic LiTur oldaige,

2) set Herr.


https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

-84 - 14165-331 © ISO/IEC:2007(E)

Rule 8d: If an ACK is received with the Abort Sequence Condition bits in F_CTL set to 01'b (Abort Se-

quence, Perform ABTS), then
a) abort the Exchange by transmitting an ABTS,
b) if Unreliable, set Merr,

c) else (for Reliable Delivery or Reliable Reception)

H—tramsitiomrthe- Vo the Errorstate;
2) set Herr.
Rule 8e: If an E_D_TOV timeout occurs waiting for an ACK, then
a) abort the Exchange by transmitting an ABTS,
b) if Unreliable, set Merr,
c) else (for Reliable Delivery or Reliable Reception)
1) transition the VI to the Error state,
2) set Herr.

B.2.6.2 Message response timeout at message .originator

The Message Originator waits for up to FCVI_ULP_HMEOUT for a Message Response and then detg
a Message error.

Rule 9: If a Message Response IU (FCVI_SEND RESP, FCVI_WRITE_RESP, FCVI_READ_RESP
is not received within FCVI_ULP_TIMEOUT after Sequence Initiative has been passed on the last M
sage Request IU for this Message, then

a) abort the Exchange by transmitting an ABTS,

b) transition the VI to thexError state,

c) set Herr.

B.3 Message-transfer error detection and recovery examples
B.3.1 _Error examples overview

This\subclause illustrates examples of Message transfer error detection and recovery for the rules ill
trated in B.2.

cts

u
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B.3.2 Mrcv > Mexp error example

B.3.2.1 Mrcv > Mexp example description

Figure B.1 shows an example of a stream of Messages being received on one FCVI_HANDLE labeled H.

The receiver last received frame SEQ_CNT 26 (SCexp-1) for Message 5 (Mexp). The next expected M
sage frame is SEQ_CNT 27 for Message 5.

es-

Mexp Mi1 Mi2 Mi3 Mrcv
o 5§ [4 o 9
SCexp SCrcv
27 192

Figure B.1 — Mrcv > Mexp
When the next frame arrives, Mrcv is equal to 9, which is greater than Mexp\(8); and SCrcv is equal to 1

B.3.2.2 Mrcv > Mexp: In-order fabric and unreliable

Assume Figure B.1 an In-Order Fabric, class 3, a Reliability Kevel of Unreliable, and Message data is

transmitted with a Send operation. From B.2.5, Rule 4a appliés.

Merr is set for Messages 5, 6, 7, and 8. Since SCrcv =192, which is not equal to zero, Merr is also set
Message 9. The received frame is discarded. Mexp is, advanced to Mrcv + 1 or 10. SCexp is set to z¢
since the next expected non-errored frame is frameg‘0-for Message 10.

Since Merr has been set, Rule 3 from B.2.5 is.processed. Since frames have been received for Messag
with a Send operation, the Descriptor for Message 5 is completed in error with a status
VIP_STATUS_TRANSPORT_ERROR. The Connection is allowed to persist, since the Reliability Leve
Unreliable.

for
ro,

e 5
of
lis

If no Descriptors were completed in error (for example, assume in the above example that Message 5 Tad
i

completed and Mexp = 6, SGexp = 0), the FC-VI Provider may optionally log the error in an implementa
dependent manner. There.is no defined interface in the VI Architecture to signal an asynchronous e
condition (VipErrorGallback) for a transport error (i.e., there is no error code
VIP_ERROR_TRANSPORT) to the VI Application.

Since Merr is sétyrule 2 from B.2.5 is now in effect. Any subsequent frames that arrive for Messages 5 {

are discarded-for a period of R_A_TOV. The receiver starts looking for frame 0 (i.e., SEQ_CNT =0
Message-10.

B.3:2.3 Mrcv > Mexp: In-order fabric and reliable delivery

ion
ror
of

o 9
of

Assume Figure B.1, an In-Order Fabric, class 3 and a Reliability Level of Reliable Delivery. The results

would be the same if the Reliability Level was Reliable Reception. From B.2.5, Rule 4b applies.
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The VI mapped to FCVI_HANDLE H is transitioned to the Error state. Herr is set for FCVI_HANDLE H.

The received frame is discarded.

Since the VIl is in the Error state, the VI Application should eventually transmit a VipDisconnect and tear
down the connection. The Local FC-VI Provider may indicate the cause of the Disconnect to the Remote
FC-VI Provider by setting CONN_STS to one with a Reason Code of “Transport Error” in the
FCVI_DISCONNECT_RQST IU if it is the Disconnect originator or FCVI_DISCONNECT_RESP IU if it is

the Disconnect responder.

Qu ol : 4 o4 oo 4 L FNET) L 4 : s P ' - bl
OITICE TICTT 15 SCL, TUIC T 1TUIMTTD.£.5 TIOW applics. All SUDSEYUCTIU TELCIVEU TTdITICS TUT TT diIT Uistarucy 14 ra

period of R_A_TOV. If alogout is issued to or received from the Remote FC-VI Port, Herr is cleared-an

i H

may be reused. Otherwise, Herr is cleared after R_A_TOV and a Disconnect has been successfully cgm-

pleted. If a Disconnect is not successfully completed (a Disconnect response was neither,sent nor

ceived), Herr will remain set until a logout is sent or received from the Remote FC-VI Portyor the Ldcal

node is reset or power cycled.

B.3.2.4 Mrcv > Mexp: Out-of-order fabric

Assume Figure B.1, an Out-of-Order Fabric, class 3, and any Reliability hével. From B.2.5, Rule 4c
plies.

An R_A TOV timer is started for all frames for Messages 6, 7 and-8. An R_A_TOV timer is started for
frames greater than or equal to SEQ_ID 27 (SCexp) for Message 5. An R_A_TOV timer is started fof
frames less than SEQ_CNT 192 (SCrcv) for Message 9. SCéxp is set equal to 193 (SCrcv + 1) and M
is set equal to 9 (Mrcv).

The series of frames from SEQ_CNT 27, Message 5(SCexp, Mexp) to SEQ_ID 191, Message 9 (SCr
1, Mrcv) creates an “epoch”, for which all frames in‘the epoch must arrive within R_A_TOV.

all
all

EXP

LV -

If any frame in the epoch arrives before R_A.TOV, Rule 4c applies and the received frame is processeéd.

If R_A_TOV expires and not all frames in:the epoch have arrived, then Rule 7a applies for Unreliable
livery and Rule 7b applies for Reliable,;Delivery or Reliable Reception.

If any frame in the epoch arrives after an R_A_TOV for a potentially missing frame, then Rule 1 (Her
set) applies for Reliable Delivery and Reliable Reception and Rule 2 (Merr is set) applies for Unrelig
Delivery.

B.3.3 Mrcv s-Mexp error example

B.3.3.1 Mrev = Mexp example description

Figure-B:2 shows an example of frames being received for a single Message. The receiver last recei

De-

ris
ble

ed

frame~SEQ_CNT 26 (SCexp-1) for Message 5 (Mexp) for FCVI_HANDLE H. The next expected Message

frame is SEQ_CNT 27 for Message 5.
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Mexp Mrcv

SCexp SCrecv
27 192

Figure B.2 — Mrcv = Mexp

The next frame to arrive is SCrcv = 192, Mrcv = 5.

B.3.3.2 Mrcv = Mexp: In-order fabric and unreliable

Assume Figure B.2, an In-Order Fabric, class 3, a Reliability Level.of Unreliable, and Message data is
transmitted with a Send operation. From B.2.5, Rule 6a or 6¢ isprocessed.

Merr is set for Message 5. The received frame is discarded.Mexp is set to 6 (Mexp + 1) and SCexp is|[set
to zero, since next expected non-errored frame is frame 0 for Message 6. Rule 7a is processed and the
Descriptor for Message M is completed in error.

Rule 2 in B.2.5 is now in effect for Message 5.

B.3.3.3 Mrcv = Mexp: Out-of-orderfabric

Assume Figure B.B.2, an Out-of-Order Fabric, class 3, and any Reliability Level. From B.2.5, Rule 6e pp-
plies.

An R_A TOV timer is started for all frames greater than or equal to SEQ_ID 27 (SCexp) and less than
SEQ_CNT 192 (SCrcv) for Message 5. SCexp is set equal to 193 (SCrcv + 1) and Mexp is equal tp 5
(Mrcv). The received frame is processed.

The series of frames from SEQ_CNT 27, Message 5 (SCexp, Mexp) to SEQ_ID 191, Message 5 (SCrgv -
1, Mrcv) creates an “epoch”, for which all frames in the epoch must arrive within R_A_TOV.

If any frame in the epoch arrives before R_A_ TOV, the frame is processed.

_________________

VIP_STATUS_TRANSPORT_ERROR. The Connection is allowed to persist, since the Reliability Level is
Unreliable. Rule 2 is now in effect for Message M.
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If R_A_TOV expires and the Reliability Level is Reliable Delivery or Reliable Reception, Rule 7b applies.
The VI is transitioned to the Error state and Herr is set for FCVI_HANDLE H. Rule 1 is now in effect for
FCVI_HANDLE H.
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Annex C
(informative)

Connection setup error handling examples Overview

The following rules support error detection and recovery for FC-VI Connection Setup. This set of rules sup-
port acknowledged (class 2) and unacknowledged (class 3) service, as well as In-Order Fabrics and Out-

PP e
OI=UITUcCT Idorics.

C.1 Connection setup error handling definitions
Define “CSerr” as a Connection Setup error for FCVI_CONNECTION_ID “ID”. A CSerr is set
FCVI_CONNECTION_ID ID when a Connection Setup does not successfully complete due to the follow
errors (see Table 12):

a) Connect Reject - Protocol Error

b) Connect Reject - Transport Error

c) Connection Setup Timeout

d) Protocol Error

e) Transport Error

C.2 Connect request originator and connect request responder rules
Rule 1: If CSerr is set, then the Local FC-\VI Provider
a) discards any received frames.for,FCVI_CONNECTION_ID ID.

b) If a Disconnect has been-successfully completed (i.e., a Disconnect response has been receiv|
and R_A_TOV has elapsed, clears CSerr,

c) orifaLOGO, eitherimplicit or explicit, has been issued to or received from the Remote FC-VI P,
clears CSerr.

C.3 Connect request originator rules

Note_1The Originator does not time the arrival of FCVI_CONNECT_RESP1. A lost FCVI_CONNECT_RESP1 wil
sult-inna timeout on the arrival of FCVI_CONNECT_RESP3.

for
ing
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E X-

change within FCVI_ULP_TIMEOUT, and the Local FC-VI Endpoint is in the Idle state, the Local FC-VI

Provider

a) transmits an ABTS for the Exchange ID used in FCVI_CONNECT_RQST IU,
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b) waits for the BA_ACC to ABTS for up to R_A_TOV. If the BA_ACC does not arrive within the time-

out period, the FC-VI Provider may perform second level error recovery as specified in FC-FS.

c) The FC-VI Provider may log a “Transport Error” in an implementation dependent manner.

Note 2 There is no supported interface defined in the VI Architecture to indicate a transport error associated with a

VI Application timed out Connection Setup.

The Local FC-VI Endpoint may have transitioned from the Pending Connect to the Idle state for any of the

fottowimg TeasorTs:
a) The Local VI Application may have timed out waiting for a Connect Response.
b) One of the following replies from the Remote Endpoint was received in the Connect.Response:
1) no waiting Remote Connectionpoint;
2) no Discriminator match:

3) connect reject.

The Local Endpoint may have transitioned to the Idle state from eithet.the Pending Connect state or

Pending Connect retry state.

Rule 3: If a FCVI_CONNECT_RESP3 is not received for-a FCVI_CONNECT_RQST in the same

change within FCVI_ULP_TIMEOUT, and the Local FC-VI'Endpoint is in the Pending Connect state,

Local FC-VI Provider

a) transmits an ABTS for the Exchange ID usediin FCVI_CONNECT_RQST IU,

b) waits for the BA_ACC to ABTS for upi6¢’R_A_TOV. If the BA_ACC does not arrive within the tin

out period, the FC-VI Provider may perform second level error recovery as specified in FC-FS,

c) retries the Connection Setup by transmitting the Connect Request in a new Exchange with the s3
FCVI_HANDLE, a new FCYI;CONNECTION_ID and the RETRY bit set to one in the FCVI_FLA

field in the Device_Header of the Connect Request,
d) transitions the LocalkEC-VI Endpoint to the Pending Connect Retry state.

Rule 4: If a FCVI ,/CONNECT_RESP3 is not received for a FCVI_CONNECT_RQST in the same

the

= X-

the

ne-

me
GS

= X-

change within FEVIZULP_TIMEOQOUT, and the Local FC-VI Endpoint is in the Pending Connect retry state,

the Local FC-YI\Provider
a) transitions the VI to the Error state,

b)\7aborts the Exchange ID used in FCVI_CONNECT_RQST IU as defined in FC-FS,

COV/A _CONMNMMECOTION. 1D + H .
| == I ) LL=4

he

+ oo £ . ImY i Ll Al £
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FCVI_CONNECT_RQST IU,

d) completes any Descriptors queued on the VI with an error of “Descriptor Flushed”,
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e) returns the status (return code) of VIP_NOT_REACHABLE to the VI Application that issued the Vip-

ConnectRequest or the VipConnectPeerRequest.

Rule 5: If a FCVI_CONNECT_RESP3 is not received for a FCVI_CONNECT_RQST in the same

Ex-

change within FCVI_ULP_TIMEOUT, and the Local FC-VI Endpoint is in the Connected state, the Local

FC-VI Provider

a) ftransitions the VI to the Error state,

)

: PRTY = L T N VAWV N UTET V-0 M —V_ V- W TH e TREI VN P =
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c) sets CSerr for the FCVI_CONNECTION ID sent in the Device Header. " of
FCVI_CONNECT_RQST IU,

d) completes any Descriptors queued on the VI with an error of “Descriptor Flushed”;

e) returns the status (return code) of VIP_ERROR_CONN_LOST to the VI Application that issued
VipConnectRequest or the VipConnectPeerRequest.

C.4 Connect request responder rules

the

the

Retrying a Peer-to-Peer Connection Setup is more complicated than retrying a Client-Server Connecfion

Setup. As an example, the following situation may occur:

1) peer 1 issues a FCVI_CONNECT_RQST IU and*a FCVI_CONNECT_RESP1 IU never arri
(either 1U is lost),

2) peer 2 issues a Connect Request which to.Peer 1 looks like a concurrent matching request,
3) peer 1 wins (higher Port Name) and.accepts the Connect Request,

4) peer 1 times out, aborts the Exchange, and tears down the connection.

es

The problem is tearing down the ¢onnection and starting over for a retry would be visible to the VI Applica-
tion at either Endpoint. Besides; the connection is already set up. The solution is to require a Peer to|ig-

nore the timeout if a valid Peer-to-Peer connection exists. Rule 6a implements the solution.

Rule 6: If a FCVI_CONNECT_RESP2 is not received for a FCVI_CONNECT_RESP1 in the same
change within two times FCVI_ULP_TIMEOUT, the FC-VI Provider

a) if the Conngection Setup is Peer-to-Peer and the Local VI Endpoint is in the Connected state, ther

1) -eomplete the Connection Setup without terminating the connection,

2) optionally log a FCVI_ULP_TIMEOUT error;

b, ]

)
V) CIoT

1) transition the VI to the Error state,
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2) set CSerr for the FCVI_CONNECTION_ID received in the Device Header of the
FCVI_CONNECT_RQST IU,

3) complete any Descriptors queued on the VI with an error of “Descriptor Flushed.
C.4.1 Connect request responder retry rules

Rule 8: If the FC-VI Provider receives a FCVI_CONNECT_RQST IU, the RETRY bit is set in the
FCVI_FLAGS field, and a Connection Setup is open for the FCVI_HANDLE indicated in the

EOVA OAQT LIAACNG — - ’ e EOVI AARMAI— AT S A oD sy
FUVI_NJOT_TANULL TTTUTIC PaylldU OIS T"U VI VCUNINEU T _NWJOoT, UIC T"U=VI FTOVIUCT

a) transmits the FCVI_CONNECT_RESP1, which is identical to any previously transmitted\Connect
Response IU for this FCVI_HANDLE except:

1) the RETRY bit in the FCVI_FLAGS field is set,
2) the Exchange ID is set to the Exchange ID of the retried FCVI_CONNECT, _RQST,

3) the FCVI_CONNECTION_ID is set to the FCVI_CONNEGTION_ID of the retjed
FCVI_CONNECT_RQST,

4) set a Retry Flag for the FCVI_HANDLE indicated in FCVI_RQST_HANDLE,
5) set CSerr for any previous FCVI_CONNECTION_ID for this FCVI_RQST_HANDLE.

Rule 9: If the FC-VI Provider receives a FCVI_CONNECT_RQST IU, the RETRY bit is set in fhe
FCVI_FLAGS field, and the Local Endpoint is in the Connected state, the FC-VI Provider then

a) Transmits the FCVI_CONNECT_RESP1, which is identical to any previously transmitted Connect
Response IU for this FCVI_HANDLE except:

1) the RETRY bit in the FCVI_FLAGS'field is set,
2) the Exchange ID is set to.the ‘Exchange ID of the retried FCVI_CONNECT_RQST,

3) the FCVI_CONNECTION_ID is set to the FCVI_CONNECTION_ID of the retfied
FCVI_CONNECT <RQST,
4) set a Retry Elag‘for the FCVI_HANDLE indicated in FCVI_RQST_HANDLE.

Note 3 Since the“Connection Setup completed successfully, the CONN_STS in the FCVI_FLAGS in [the
FCVI_CONNEGCT.'RESP1 is set to zero (“Connect Accept”).

Rule 10: If\the FC-VI Provider receives a FCVI_CONNECT_RESP2 IU, the RETRY bit is set in the
FCVI_FLAGS field, and the Local Endpoint is in the Connected state, the FC-VI Provider then

a)transmits the FCVI_CONNECT_RESP3, which is identical to any previously transmitted Connect
Response IU for this FCVI_HANDLE except:

1) the RETRY bit in the FCVI_FLAGS field is set,

2) the Exchange ID is set to the Exchange ID of the retried FCVI_CONNECT_RESP2,
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3) the FCVI_CONNECTION_ID is set to the FCVI_CONNECTION_ ID of the retried
FCVI_CONNECT_RESP?2,

Note 4 clear the Retry Flag for the FCVI_HANDLE indicated in FCVI_CONNECT_RESP2.

Note 5 Since the Connection Setup completed successfully, the CONN_STS in the FCVI_FLAGS in the
FCVI_CONNECT_RESP1 is set to zero (“Connect Accept”).

Rule 11: If the FC-VI Provider receives a FCVI_CONNECT_RQST IU, the RETRY bit is set in the
FCVI_FLAGS field, a Connection Setup is not open for the FCVI_HANDLE indicated in the

the same FCVI_HANDLE, the FC-VI Provider responds as if it were a new Connect Request, with.the lex-
ception that the RETRY bit in the FCVI_FLAGS field is set for all Connect Responses for this Exchange.

EOVA DA QT LA AICNE — - ' — EO\ AAA N AT S : a - i . T
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Rule 12: If the FC-VI Provider is within a retried Connection Setup (Retry Flag set) forya particylar
FCVI_HANDLE and it receives a FCVI_CONNECT_RESP2 IU for the same FCVI_HANDLE with the gor-
rect FCVI_CONNECTION ID and Exchange ID, the FC-VI Provider responds with"the appropripte
FCVI_CONNECT_RESP3 IU and complete the Connection Setup at the Local Conneetionpoint.

C.5 Error detection and recovery examples for connection setup
C.5.1 Overview

Figure C.1 shows a typical Client-Server FC-VI Connection Setdp operation. For all figures in Clause ¢.5,
solid vertical lines indicate when VI Application calls to the VIProvider complete relative to FC-VI IU trans-

mission or reception. Dashed vertical lines indicate the duration of timer values specified in either thg VI
Application call or by the FC-VI Provider.

VipConnectWait(...TO,...) VipCreateVi()
0 VipPostRecv()
v‘/w VipConnectRequest(...T1,...)
VipCreateVi() T R
VipPostRecv()
VipConnectAccept() ; FCVI_CONNECT_RESP1
\ \
T2 |
LW \/
VipPostSend()
VipPostWait()
FCVI_CONNECT RESP3

VipPostSend()

vAV. V7N

AW/ ») f7A) lat
VIOT- OStvvart() COTMpPretcs

Figure C.1 - Client-server connection setup
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In the example shown in Figure C.1, the Client on the right side of the figure creates a VI by issuing a
VipCreateVI call to the VI Provider. The Client then posts a receive buffer with VipPostRecv and attempts
to establish a connection by issuing a VipConnectRequest call. The Client specifies how long it is willing to
wait for the Connection Setup to complete by setting the Timeout parameter of VipConnectRequest to
“T1”. VipConnectRequest completes at the Client when

a) FCVI_CONNECT_RESP2 IU is sent,

b) Timer T1 expires,

c) Connection Setup has been retried without success.

The Client may issue VipPostSend call(s) after VipConnectRequest successfully completes. In this exam-
ple, the Client waits for the completion of the VipPostSend by executing a VipPostWait calll

The Client FC-VI Provider should not complete any VipSendWait (or VipSendBene) calls untjl a
FCVI_CONNECT_RESP3 is received or T3 (see definition in next subclause) expires and the Conneciion
Setup fails. Since the Client goes to the Connected state (when FCVI_CONNECT. RESP2 is sent) befpre
the Server (when FCVI_CONNECT_RESP3 is sent), the motivation is to throttle)'the Client from sendinjg a
significant number of Messages before the Server can send a Message.

In Figure C.1, the Server on the left side of the figure issues a VipConnectWait call to the VI Provider. The
Server VI Application specifies how long it is willing to wait for a matehing Connect Request by setting fthe
Timeout parameter of VipConnectWait to “T0”. VipConnectWait completes at the Server wheh a
FCVI_CONNECT_RQST IU is received with a matching Host Address and Discriminator (see Clause p.7
in VI-ARCH) or TO expires. In this particular example, the Server VI Application accepts the Connect Re-
quest and creates a VI with matching attributes with thé,VipCreateVI call, then queues a receive buffer
with a VipPostRecv call. The Server then issues a VipConnectAccept call to accept the Connect Requést.
VipConnectAccept returns when a FCVI_CONNECT RESP3 IU is sent or T2 (see definition in next sub-
clause) expires. The Server may then issue VipPostSend calls if VipConnectAccept successfully cqm-
pletes.

A Peer-to-Peer Connection Setup is similar to the Client side of a Client-Server Connection Setup. Qne
difference is VipConnectPeerRequest is non-blocking and returns immediately (i.e., before fhe
FCVI_CONNECT_RESP1 is recgived). The VI Application uses VipConnectDone or VipConnectWai to
determine when the initial connection phase completes. In the above example, VipConnectRequest wauld
be replaced with the pair oficalls VipConnectPeerRequest, VipConnectPeerWait. Another differenceg is
that there is no ability for-the Peer application to accept or reject an incoming Connect Request.

C.5.2 FC-VI connection setup timers

On the Server; “T0” is the Timeout parameter specified by a VI Application in the VipConnectWait call. If
TO expiresy FCVI_CONNECT_RESP1 IU originated by the Server should not indicate a CONN_STS Rga-
son Code’ of “Connect Timeout”, since the Server does not need to maintain state of all VipConnectWait
calls;ithat have ever timed out. A CONN_STS Reason Code of “No Waiting Remote Connectionpoin{’ is
thecorrect response if the Server times out the VipConnectWait call.

On the Server, timer “T2” is set to two times FCVI_ULP_TIMEOUT and is specified by the Server FC-VI
Provider. It is set when a FCVI_CONNECT_RESP1 is sent and cleared when a
FCVI_CONNECT_RESP2 IU is received. If T2 expires, the Server FC-VI Providers completes the Vip-
ConnectAccept call with a return code of VIP_TIMEOUT, transition the VI to the Error state, and gener-
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ates an asynchronous error notification with an Error Code of VIP_ERROR_CONN_LOST. Note that in the
VI Architecture there is no mechanism to return a “transport error” for the VipConnectAccept call. The only
solution is to return VIP_TIMEOUT (which may also mean the Client stopped waiting for a reply to its Con-
nect Request) and then generates an asynchronous error notification of VIP_ERROR_CONN_LOST.

On the Client, “T1” is the Timeout parameter specified by a VI Application in the VipConnectRequest call. If
T1 expires before FCVI_CONNECT_RESP1 IU arrives, FCVI_CONNECT_RESP2 IU indicates a
CONN_STS Reason Code of “Connect Timeout”. VipConnectAccept then completes with return code of
VIP_TIMEOUT on the Server.

On the Client, timer “T3” is set to FCVI_ULP_TIMEOUT and is specified by the Client FC-VI Provider: It is
set when FCVI_CONNECT_RQST IU is sent and cleared when FCVI_CONNECT_RESP3 IU is.received.
Since T1 is settable by the VI Application, its value may be greater than, less than or equal to, T3VI1f T3 fex-
pires before T1 (the Client is still waiting for a Connect Response) and the Client is still waiting on a Cpn-
nect Response (a reject or no waiting Connectionpoint was not received), the Connect.Request is retified
once by the FC-VI Provider. If T1 expires before T3 (the Client is no longer waiting-fer a Connect Re-
sponse), the FC-VI Provider attempts to complete the Connection Setup handshake by waiting up to| T3
seconds for the FCVI_CONNECT_RESP3 IU.

C.5.3 VipConnectRequest completion

The Client FC-VI Provider executes the following steps as a single atomic operation when completing
ConnectRequest:

p_

1. Clear T1
2. transmit a FCVI_CONNECT_RESP2
3. complete VipConnectRequest

C.5.4 VipConnectAccept completion

The Server FC-VI Provider executes the following steps as a single atomic operation when completing
ConnectAccept:

_6.
[

1. Clear T2
2. transmit a FCVI_CONNECT RESP3
3. complete VipConnectAceept

C.5.5 Enabling message transmission and reception

The Client is enabled for Message reception after a FCVI_CONNECT_RESP1 IU is received and before a
FCVI_CONNECT-RESP2 IU is sent.

The Seryerys enabled for Message reception after a FCVI_CONNECT_RQST IU is received and beforg a
FCVI_.CONNECT_RESP1 IU is sent.

The Client is enabled for Message transmission after FCVI_CONNECT_RESP2 IU is sent and VipConngec-

] + +h £ N o ralH
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FCVI_CONNECT_RESP3 IU is received. The Client FC-VI Provider does not complete any Descriptors
until the Local Endpoint has transitioned to the Connected, Idle or Error states.
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If T3 expires when the Local Endpoint is in the Pending Connect retry state, all posted Descriptors are

completed in error. If T1 expires, the Local Endpoint transitions to the Idle state and all posted Descriptors
are completed with an error of “Descriptor Flushed”.

The Server is enabled for Message transmission after a FCVI_CONNECT_RESP3 IU is sent and VipCon-
nectAccept completes.

C.5.6 Client timeout of VipConnectRequest

Figure C.2 illustrates the Client timing out the Connect Request before it completes (T1 < T3). In this.case,
the FCVI_CONNECT_RESP2 IU indicates a CONN_STS with a Reason Code of “Connect Timeout”. The
VipConnectAccept call on the Server completes with a return code of VIP_TIMEOUT. Neither-Client or
Server see a completed connection and the Local Endpoint transitions to the Idle state.

W VipConnectRequest(...T1,...)

VipConnectAccept() W X
W

FCVI_CONNECT RESP3
VIP_TIMEOUT  »

Figure(C,2 — Client timeout of VipConnectRequest

C.5.7 Lost FCVI_CONNECT_RQST IU
C.5.7.1 Lost FCVL_LCONNECT_RQST IU example
Figure C.3 shows”“an example of a lost FCVI_CONNECT_RQST IU.

The Client\FC-VI Provider transmits a FCVI_CONNECT_RQST IU as a result of the Client VI Applicafion
issuing:@WipConnectRequest call to the VI Provider.

Assume that T1 (VIP_TIMEOUT parameter in V|pConnectRequest) <T3 (FCVI ULP TIMEOUT) The

EO\V A _CONNMEOCT DOCT L. 1 Atk alH £ \ LA o R t
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to complete. VipConnectRequest completes with a return code of VIP_TIMEOUT. The Client FC-VI Pro-
vider transitions the Local Endpoint from the Connect Pending to the Idle state.
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The Client FC-VI Provider waits for T3 seconds for the FCVI_CONNECT_RESP3 IU to arrive and times
out. The Client FC-VI Provider then transmits an ABTS to recover the Exchange ID used for the Connec-
tion Setup. The Server FC-VI Provider has no Exchange or Connection Setup context, since it never re-
ceived the FCVI_CONNECT_RQST IU. The Server FC-VI Provider replies by transmitting a BA_ACC (see
“Special case - new Exchange” in 23.6.1.1 of FC-FS). The Client FC-VI Provider may optionally log a
transport error.

The Client FC-VI Provider will not attempt a retry, since the Local VI Application is responsible for issuing a
new Connect Request.

Client

FCVI_CONNECT_RQST VipConnectRequest(...TJ;..Y)
Sever

T1
T3

\ Y

X

Figure C.3 — Lost FCVI_CONNECT_RQST IU

C.5.7.2 Retried connection setup

If T1 has not expired and T3 expires, the Client FC-VI Provider retries the Connection Setup and retrans-
mits the FCVI_CONNECT_RQST IU. The.RETRY bit is set to one in all Connection Setup IUs.

If the retried Connection Setup fails (T3 expires waiting for the retried FCVI_CONNECT_RESP3) and|T1
has not expired, the Client FC-VI Provider transitions the Local Endpoint from the Connect Pending retry
state to the Error state, clears 'the T1 timer and complete the VipConnectRequest with a return code of
VIP_NOT_REACHABLE.-The Client FC-VI Provider transmits an ABTS to recover the Exchange ID used
for the retried Connection-Setup.

If the Client VI Application issues a VipDisconnect call to the VI Provider, the Client FC-VI Provider trahs-
mits a FCVI_DISCONNECT_RQST IU with the CONN_SETUP_ABORT flag set, the VIP_APP_DISCPN
flag set and the CONN_STS set in the FCVI_FLAGS field.

NOTEXIfthe VI Application never issues a Disconnect, the VI remains in the Error state until the VI Application tefmi-
nates-or a VipCloseNIC call is issued.

The Reason Code for the error is set to “Connection Setup Timeout”. The FCVI_HANDLE in the
Device_Header of the FCVI_DISCONNECT_RQST IU is set equal to the FCVI_RQST_HANDLE sent in
the FCVI_CONNECT_RQST IU. The FCVI_CONNECTION_ID in the Device_Header is set equal to the
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FCVI_CONNECTION_ID in the Device_Header of the FCVI_CONNECT_RQST IU of the retried Connec-

tion Setup.

The Server FC-VI Provider responds by transmitting a FCVI_DISCONNECT_RESP IU with the
CONN_SETUP_ABORT and VIP_APP_DISCON flags set equal to those in the FCVI_CONNECT_RQST
IU. The CONN_STS set in the FCVI_FLAGS field. The Reason Code for the error is set to “Connection
Does Not Exist”. The FCVI_HANDLE is set to FFFFFFFFh. The FCVI_CONNECTION_ID in the
Device Header of the FCVI_DISCONNECT_RESP IU is set equal to the FCVI_CONNECTION_ID in the

Device_Header of the FCVI_DISCONNECT_RQST IU received on the same Exchange.

If the FCVI_DISCONNECT_RESP IU is received within FCVI_ULP_TIMEOUT seconds, the VipDisc
nect call completes with a return code of VIP_SUCCESS. If the FCVI_DISCONNECT_RESP IUfisynot
ceived within FCVI_ULP_TIMEOUT seconds, the Client FC-VI Provider may retry the Disconnect. If
retried FCVI_DISCONNECT_RESP IU is not received, the VipDisconnect call completes-with a ret
code of VIP_NOT_REACHABLE and the Local Endpoint is not transitioned from the Error state.

Whenever a FCVI_ULP_TIMEOUT occurs waiting for a FCVI_DISCONNECT_RESP:IU, the Client FQ
Provider recovers the Exchange ID by transmitting an ABTS.
C.5.8 Lost FCVI_CONNECT_RESP1 IU

Figure C.4 shows an example of a lost FCVI_CONNECT_RESP1 IU.

re-
the
Lirn

VI

The Client FC-VI Provider transmits a FCVI_CONNECT_RQST IU as a result of the Client VI Applicafion

issuing a VipConnectRequest call to the VI Provider. Assume that T1 (VIP_TIMEOUT parameter in
ConnectRequest) < T3 (FCVI_ULP_TIMEQOUT). The Server FC-VI Provider responds by issuin
FCVI_CONNECT_RESP1 IU.

The FCVI_CONNECT_RESP1 IU is lost and the Client VI Application times out waiting T1 seconds for
Connect Request to complete. VipConnectRéquest completes with a return code of VIP_TIMEOUT.
Client FC-VI Provider transitions the Local Endpoint from the Connect Pending to the Idle state.

Client
FCVI_CONNECT_RQST VipConnectRequest(...T1,...)
T
W "
\/ \/

X

ip-
b a

the
he

Figure C.4 - Lost FCVI_CONNECT_RESP1 IU
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Since the Client cannot tell the difference between a lost FCVI_CONNECT_RQST and a lost
FCVI_CONNECT_RESP1, the behavior is identical to the lost FCVI_CONNECT_RQST example de-
scribed in the previous section, with the exception that the Server FC-VI Provider has Connection Setup
context and will reply to a Disconnect request with a Reason Code other than “Connection Does Not Exist”.

C.5.9 Lost FCVI_CONNECT_RESP2 IU
C.5.9.1 Lost FCVI_CONNECT_RESP2 IU example

= o ’ c : M VAWV N ST UT PO I Y - V- TH}
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Client
Server

W VipConnectRequest(..T1,...)

VipConnectAccept() W ,
\J

FCVI_CONNECT_RESP2

T2 - X L
/ VipPostSend()
/ VipPostSend()
VIP_TIMEOUT / VipPostSend()

Figure C.5=Lost FCVI_CONNECT_RESP2
The Client FC-VI Provider transmits;the FCVI_CONNECT_RESP2 and completes VipConnectRequest
Assume the FCVI_CONNEGT\"RESP1 indicates a “Connect Accept’. VipConnectRequest returns with a

Return Code of VIP_SUCCESS. The Client Endpoint transitions to the Connected state. The Client VI Ap-
plication may then transmit Messages by issuing VipPostSend calls.

The Client FC-V|-Provider waits for T3 seconds for the FCVI_CONNECT_RESP3 IU to arrive and times
out. The Client'FC-VI Provider then transmits an ABTS to recover the Exchange ID used for the Connfec-
tion Setup. The Client Endpoint is transitioned to the Error state. An asynchronous error notification of
VIP_ERRQR_CONN_LOST is generated by the Client FC-VI Provider. A Herr is set for the Local
FCVI HANDLE and frames are discarded forup to R_A TOV.

flag set and the CONN_STS set in the FCVI_FLAGS field. The Reason Code for the error is set to “Trans-
port Error’. The FCVI_HANDLE in the Device_Header of the FCVI_DISCONNECT_RQST IU is set equal
to the FCVI_HANDLE for the connection. The FCVI_CONNECTION_ID in the Device_Header is set equal
to FFFFFFFFh.
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The Server FC-VI Provider responds by transmitting a FCVI_DISCONNECT_RESP IU with

the

CONN_SETUP_ABORT and VIP_APP_DISCON flags set equal to those received in the
FCVI_DISCONNECT_RQST IU. The FCVI_CONNECTION_ID in the Device_Header of the

FCVI_DISCONNECT_RESP IU is set equal to the FCVI_CONNECTION_ID in the Device_Header of
FCVI_DISCONNECT_RQST IU received on the same Exchange. A Herr is set for the Lo
FCVI_HANDLE sent as the FCVI_RESP_HANDLE and frames are discarded forup to R_A TOV.

If the FCVI_DISCONNECT_RESP IU is received by the Client within FCVI_ULP_TIMEOUT seconds,

the
cal

the

VipDisconnect call completes with a return code of VIP_SUCCESS. If the FCVI_DISCONNECT_RESP IU

If the retried FCVI_DISCONNEC_T_RESP IU is not received, the VipDisconnect call completes with a
turn code of VIP_NOT_REACHABLE and the state of the Client Endpoint is not changed from ‘the' E

FC-VI Provider recovers the Exchange ID by transmitting an ABTS.
C.5.9.2 Server timing out connection setup
Endpoint is transitioned to the Error state. Since the Client was in the Connected state, the Disconnect

R_A_TOV.
If T2 expires before FCVI_DISCONNECT_RQST IU arrives,.the Server Endpoint will be transitioned to
IU. Frames will be discarded for FCVI_CONNECTION,IDfor upto R_A_TOV.

The Server VI Application may issue a VipDiscannect, possibly before the Client VI Application. E
Endpoint must issue a VipDisconnect to transition the Local Endpoint from the Error state to the Idle st

s TotTeceivedwithim FE VS P—THMESY T secondstheClient FC=-VProvidermay retry the Biscommect.

re-
ror

state. Whenever a FCVI_ULP_TIMEOUT occurs waiting for a FCVI_DISCONNECT_RESP |U, the Client

If FCVI_DISCONNECT_RQST IU arrives before T2 expires at the Server, /T2 is cleared and the Seryver

re-

quest will indicate that a connection is being aborted (CONN_SETUP_ABORT flag clear). A Herr is sef|for
the Local FCVI_HANDLE sent as the FCVI_RESP_HANDLE and.frames are discarded for ug to

the

Error state and CSerr will be set for the FCVI_CONNECTION_ID received in the FCVI_CONNECT_RQST

ch
te.
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C.5.10 Lost FCVI_CONNECT_RESP3 IU
C.5.10.1 Lost FCVI_CONNECT_RESP3 IU example

Figure C.6 shows an example of a lost FCVI_CONNECT_RESP3 IU.

Client
Server
FCVI_CONNECT_RQST
-«
T3
W
FCVI_CONNECT RESP2
ViipPostSend()

|

S FCVI_CONNECT_RESP3 A/
VipPostSend()

W

X

Figure C.6 — Lost FCVI_CONNECT_RESP3 IU

The Server FC-VI Provider transmits a FCVI CONNECT_RESP3 IU and the VipConnectAccept complgtes

calls to transfer Messages to the Client.-Since the FCVI_CONNECT_RESP3 IU has been sent, the Se
FC-VI Provider may successfully©omplete Send Descriptors for Unreliable Delivery or Reliable Deliv
The Client FC-VI Provider does not issue any Message Response IUs until Connection Setup has §|
cessfully completed (FCVI_GONNECT_RESP3 arrives).

with a return code of VIP_SUCCESS. The:Server VI Application may then issue one or more VipPostSI/nd

The Client may transmit Message data as soon as the FCVI_CONNECT_RESP2 IU is sent. However,
Descriptors may not-be’completed until the FCVI_CONNECT_RESP3 IU arrives. The Client may rece
Message Respopse tUs from the Server.

When T3 expires at the Client, the Client Endpoint will be transitioned to the Error state and an Herr will
set for the-Client FCVI_HANDLE. When the Client VI Application issues a VipDisconnect call, the receip

er

ry.
LiC-

the
ive

be
t of

a FCVI_DISCONNECT_RQST IU will transition the Server Endpoint from the Connected to the Error state.

The Server VI Application must then issue its own VipDisconnect to transition the Server Endpoint from
Error state to the Idle state.

the
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Annex D
(informative)

Disconnect operation error handling examples

D.1 Disconnect operation example description

Out-of-Order Fabirics.

Rule 1: If a VI Application issues a VipDisconnect call and an established connection is being,aborted,
FC-VI Provider

a) transmits a FCVI_DISCONNECT_RQST IU with FCVI_APP_DISCON pset to one and
CONN_SETUP_ABORT flag set to zero. If the FC-VI Provider can provide information as to
cause of the connection abort, it may set CONN_STS to one and set the Reason Code approprig
ly (see Table 13). The FCVI_HANDLE in the Device Header is setiegual to the FCVI_HANDLE
the Remote Endpoint. The FCVI_MSG_ID in the Device Header i$'set equal to the highest M

in the Device_Header is set to a value of FFFFFFFFh.

b) waits for the FCVI_DISCONNECT_RESP IU{ up to FCVI_ULP_TIMEOUT. If
FCVI_DISCONNECT_RESP IU is not received within<the timeout period, the FC-VI Provider tra
mits an ABTS for the Exchange used for the FCVL"DISCONNECT_RQST IU. The FC-VI Provi
may retry the FCVI_DISCONNECT_RQST IU.

and complete the VipDisconnect with a‘return code of VIP_NOT_REACHABLE. Else, transition
Local Endpoint to the Idle state_ ahd complete the VipDisconnect with a return code
VIP_SUCCESS.

Rule 2: If a VI Application issues/a.VipDisconnect call as the result of a timeout during a Connection S
up (FCVI_CONNECT_RESP1 was never received and the Client did not time out the Connect Reque
the FC-VI Provider

a) transmits a FECVI_DISCONNECT_RQST IU with FCVI_APP_DISCON set to one,
Reason Coede-of “Connection Setup Timeout”. Set the FCVI_HANDLE equal to FFFFFFFFh. Set
FCVI_GONNECTION_ID in the Device_Header set to the FCVI_CONNECTION_ID sent in
FCVISCONNECT_RQST IU.

b) «waits for the FCVI_DISCONNECT RESP U wup to FCVI_ULP_TIMEOUT. If
FCVI_DISCONNECT_RESP IU is not received within the timeout period, the FC-VI Provider tra

sage ID successfully completed by the Disconnect request originator. The FCVI_CONNECTION|

mmmmw i = i foTT—THi les
support acknowledged (class 2) and unacknowledged (class 3) service, as well as In-Order Fabri¢s.dnd

the
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c) If a FCVI_DISCONNECT_RESP IU is never received, leave the Local Endpoint in the Error state

the
of

et-
St),

the

CONN_SETUP_ABORT flag set to one, and CONN_STS set to one in the FCVI_FLAGS field with a

the
the

a
ns-
Her

mits an ABTS for the Exchange used for the FCVI_DISCONNECT_RESP IU. The FC-VI Provi
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c) Transition the VI to the Idle state if a FCVI_DISCONNECT_RESP IU is received.
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Rule 3: If an FC-VI Provider receives a FCVI_DISCONNECT_RQST and the FCVI_HANDLE is not de-
fined and the FCVI_CONNECTION_ID is unknown, the FC-VI Provider

a) transmits a FCVI_DISCONNECT_RESP with the FCVI_HANDLE set to FFFFFFFFh in the
Device_Header, the FCVI_CONNECTION_ID set to FFFFFFFFh in the Device_Header, the
FCVI_APP_DISCON and CONN_SETUP_ABORT flags set equal to the value received in the
FCVI_DISCONNECT_RQST, and the CONN_STS set to one in the FCVI_FLAGS field with a Rea-
son Code of “Connection Does Not Exist”.

6 the

FCVI_CONNECTION_ID is unknown, and the CONN_SETUP_ABORT flag is set, the FC-VI Providér

a) transmits a FCVI_DISCONNECT_RESP with the FCVI_HANDLE set to the FCVI_HANDLE of the
Disconnect request originator, the FCVI_APP_DISCON and CONN_SETUP_ABORT flags set equal
to the value received in the FCVI_DISCONNECT_RQST, and the CONN_STS set to one in fhe
FCVI_FLAGS field with a Reason Code of “Protocol Error”.

D.2 FC-VI disconnect operation example
Figure D.1 illustrates a typical Disconnect of an established Connection between the two Endpoints ¢f a

FC-VI Connection. Assume the left Endpoint is the Local Endpoint and’the right Endpoint is the Rempte
Endpoint. Assume that an error has occurred and the Local Endpoijnt.has transitioned to the Error state.

VI FC-VI FC-VI \

Provider Provider FCVI_DISCONNECT-RESP Provider Provider

A

A

VipDisconne(i Y FCVI_DISCONNECT_RQST . VipEiorCaIIback
VIP_SUCESS
VI state: VIP_ERROR_CONN_LOST

VIP_NOT_REACHABLE -> Error
VI state if RESP received:

-> |dle

VI FC-VI FC-VI VI
Provider Provider Provider Provider

FCVI_DISCONNECT RESP

A\ 4

A

FCVI_DISCONNECT_RQST \ XipDisconnect

A

VI state: VIP_SUCESS
->E
rror VIP_NOT_REACHABLE
VI state if RESP received:

-> |dle
Figure D.1 — FC-VI disconnect operation
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the FC-VI Provider to transmit a FCVI_DISCONNECT_RQST IU.
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The receipt of the FCVI_DISCONNECT_RQST IU by the Remote FC-VI Provider causes a VipErrorCall-
back with an error code of VIP_ERROR_CONN_LOST to be issued to the Remote VI Application. The
Remote Endpoint is transitioned to the Error state.

The Remote FC-VI Provider transmits a FCVI_DISCONNECT_RESP IU. The VipDisconnect completes at
the Local Endpoint with a return code of VIP_SUCCESS after receipt of the FCVI_DISCONNECT_RESP
IU. If a FCVI_DISCONNECT_RESP never arrives, the VipDisconnect completes with a return code of
VIP_NOT_REACHABLE. The Local Endpoint remains in the Error State if the
FCVI_DISCONNECT_RESP IU never arrives.

At some point the Remote VI Application should issue a VipDisconnect to transition its Endpoint to the. ldle
state, as shown in the bottom of Figure D.1. This causes the Remote FC-VI Provider to transmijt a
FCVI_DISCONNECT_RQST IU. The Local FC-VI Provider replies with a FCVI_DISCONNEGCT_RESP|IU.
Since the Local Endpoint is already in the Idle state, no VipErrorCallback is issued to the Local VI Applica-
tion. The receipt of a FCVI_DISCONNECT_RESP IU transitions the Local Endpoint to the ldle state.

Under different circumstances, both the Local and Remote Endpoints may issue a\/ipDisconnect at abput
the same time. Each Endpoint would already be in the Error State when the FCVL DISCONNECT_RHESP
IU arrives, and no VipErrorCallback is issued on either Endpoint.
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Annex E
(informative)

Message streaming for reliable reception

Similar to Unreliable Delivery and Reliable Delivery, Messages may be streamed for Reliable Reception. A
Message is considered streamed when subsequent Messages have begun processing2 before all prior

Messagestave beermrcomptetedoma Vi

The failure semantics of Reliable Reception, as defined by the VI Architecture, dictate that if a failure joc-
curs on a particular Message, no subsequent Descriptors will be successfully completed for,that' VI. This
allows subsequent Descriptors to be processed by the FC-VI Provider, but they may not be €ompleted Until
all previous Descriptors have been completed for that VI. If a failure occurs on a given Deseriptor, all sub-
sequent Descriptors will be completed in error and the VI connection will be terminated-fer that VI.

In a hypothetical error-free transport, if an error occurs in processing the Message at the responder, bpth
the originator Descriptor and responder Descriptor for Message M will complete in error. All Descriptors|for
Messages less than M will have completed successfully on both the originator and responder, whilg all
Message Descriptors greater than or equal to M will complete in error on both the originator and respohd-
er. Thus, the Message originator and responder remain in lock step with_respect to Descriptor completigns.
This facilitates error recovery in a distributed environment such as SANs, since the originator knows exact-
ly where the responder has failed and that no subsequent steps{(i.e., Descriptors) is completed.

However, transport errors such as lost or corrupt frames maysresult in the Message responder successflilly
completing more Descriptors than the Message originator.'For example, if a FCVI_RESP IU is lost, the|re-
sponder may have successfully completed a Descriptor while the originator will complete the Descriptor in
error for the same Message. If Messages are streamed to some depth N (i.e., N open Messages), then the
responder may complete N more Descriptors than the originator for a VI if multiple transport errors occlr.

A VI Application may limit the streaming depth by setting the FCVI_PIPELINE_DEPTH to a value N that
limits the number of open Messages for a:VI to no more than N Messages. The FCVI_PIPELINE_DEHATH
is an attribute in the FCVI_QOS structure in the FCVI_ATTRIBUTES (see Table 18). This guarantees that,
even in the presence of multiple transport errors, the responder can complete at most N more Descripfors
than the originator.

Both the Disconnect request/and the Disconnect response contain the FCVI_MSG_ID of the last Message
successfully completed by'the Remote Endpoint. A VI Application may use this value to determine at what
point the Remote V}-Application stopped processing a chain of Descriptors on a VI that terminated dug to
error. How a VI Application access this information is FC-VI Provider specific. There is currently no defiped
interface in the"VAl*Architecture to accesses this information.

2-For example, some Message data has been transferred.
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Annex F
(informative)

Enabling Message transmission in the FC-VI NIC

This annex describes a mechanism to enable Message transmission in the FC-VI NIC during Connection
Setup without the direct involvement of the FC-VI Connection Manager in the critical path.

The Connection Manager is typically implemented as a software module within the Kernel Agent-lh the
implementation model used in this Annex, the Connection Manager receives and processes.all Fg-VI
Connection Setup IUs. On the Client, Message completion is enabled by the Connection Manageér after it
has received a FCVI_CONNECT_RESP3 IU, while Message reception is enabléd, before the
FCVI_CONNECT_RESP2 IU is sent (see Figure C.1). Since the Server may send Messages immediafely
after a FCVI_CONNECT_RESP3 IU is sent, Client receives must be enabled before {he
FCVI_CONNECT_RESP3 IU is received at the Client. There is a race between the €lient enabling Mes-
sage reception and the Server sending Messages. The only way to avoid this race.is to enable receives at
the Client before the “Clear-To-Send” (CTS) indication is given to the Server, soreceives must be enabjled
before the Client transmits the FCVI_CONNECT_RESP2 IU (the “CTS").

the Server may transmit Messages for up to FCVI_ULP_TIMEOUT-before the Client times out on the Cpn-
nection Setup and aborts the partial connection. The root of the{problem is the Server sees the connecfion
as established while the Client is waiting for the Connection-Setup to complete.

However, this creates a potential problem if the FCVI_CONNECT_RESP3 IU never arrives. If this OCC\F'S,
i

Any connection protocol is subject to one Endpoint believing the connection is established while the other
is waiting for the connection to complete if the last Connection Setup IU is lost. The Endpoint that transmit-
ted the last IU believes the connection is established and is clear to send, while the Endpoint that is whit-
ing for receipt of the last IU does not observeithe connection as established and is prohibited from
completing sends.

The mechanism proposed in this subclause significantly reduces the time during which a partially estab-
lished connection may operate. For the Client, the FCVI_CONNECT_RESP3 IU is used as the Clear-[lo-
Send (CTS) signal by the FC-VINIE. The FCVI_CONNECT_RESP3 IU is received by the FC-VI NI(j as
the first “Message” on the VI, However, it is routed to the receive queue for the Connection Manager|in-
stead of the receive queue forithe VI. The first real received Message on the VI is routed to the correct|re-
ceive context for the V).The FCVI_CONNECT_RESP3 IU has a FCVI_MSG_ID of zero and the fjrst
Message has a FCVI_MSG _ID of one. For an In-Order Fabric, the FC-VI NIC immediately detects a lost
Message if the FCMYINCONNECT_RESP3 IU is lost. For an Out-of-Order Fabric, the FC-VI NIC detecis a
lost Message withinfR_A_TOV.

The successftul receipt of CTS informs the Client FC-VI NIC that it may complete any Descriptors that
have been\processed. On the Server side, the FCVI_CONNECT_RESP2 IU cannot effectively be used as
a CTS:signal by the Server FC-VI NIC. The Server Connection Manager must create and transmjt a
FCVICONNECT_RESP3 IU and complete the VipConnectAccept before the Server transmits any Mes-
sages, so it must be involved in the receive path for FCVI_CONNECT_RESP3 IU.
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1. Introduction

1.1. Overview
This document describes an architecture for the interface between high performance network

hardware and computer systems. The goal of this architecture is to improve the performance of
distributed applications by reducing the latency associated with critical message passing
operations. This goal is attained by substantially reducing the system software processing
required to exchange messages compared to traditional network interface architectures. This
design is called the Virtual Interface (VI) Architecture.

This document is divided into several parts. They are arranged as follows:
Chapter 1 — Introduction.

This chapter describes the architecture’s purpose and scope. It also lays.a foundation
with definitions of some terms.

Chapter 2 — VI Architecture Overview.
This chapter identifies the main components and key featurgs-of the VI Architecture.
Chapters 3to 8

These chapters describe the semantics, behavior andfeatures of the VI Architecture in
detail.

Appendix A

As an aid to hardware implementers, this section contains examples of how the VI
Architecture might be interfaced to operating system communication facilities.

Appendix B
This section describes an example\VI Descriptor format.
Appendix C

This section describes an.example design for a VI enabled network interface controller
and a functional description of a VI Kernel Agent.

1.2. Purpose

Distributed applicatians require the rapid and reliable exchange of information across a network
to synchronize aperations and/or to share data. The performance and scalability of these
applications depend upon an efficient communication facility.

Traditionalyhetwork architectures do not provide the performance required by these applications,
largely due to the host-processing overhead of kernel-based transport stacks. This processing
overhiead has a negative performance impact in several ways:

o >-Bandwidth - the overhead limits the actual bandwidth that a given network can deliver.
Network hardware bandwidths are increasing by orders of magnitude, while software
overhead in available networking stacks remains relatively constant.

e Latency and Synchronization - efficient synchronization is a major scalability factor for
distributed and network-based applications. The overhead directly contributes to end-to-end
latency of messages used for synchronization.

e Host processing load - the overhead consumes CPU cycles that could be used for other
processing.
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These problems are addressed in the VI Architecture by moving the network interface much
closer to the application, increasing its functionality, and better matching its features to application
requirements. The result is a substantial reduction in processing overhead along the
communication paths that are critical to performance.

1.3. Architectural Scope

ThiS Specification defiNes an arcitecture Tor an INerrace Detween NigiT Performarnce Network
hardware and computer systems. The following items are within the scope of the specification:

e Logical and physical components that comprise the interface.
e Semantics/behavior seen by consumers and providers of the interface.

e Operations required of the interface components. The critical data movement operations are
covered in detail. Supporting operations, such as connection establishment, are cavered in
more general terms.

e Example software interface to illustrate how software could interact with the VI hardware.

e Example design for network hardware that supports the interface archit€eture. Implementers
are not required to utilize this design.

The following items are outside the scope of the specification:

e Specification of the implementation details of the VI Architecture components. This
information is operating system and network hardware specific. Implementations may vary as
long as the specified behavior is maintained.

e The programming interface used by applications to.access hardware that supports the VI
Architecture. This interface is operating system specific. It is expected that operating system
vendors will issue companion documents that-specify mappings of their programming
interfaces onto the VI Architecture.

e Absolute values for performance and reliability. General guidelines based on the strength of
the architecture are specified, allowing-for variance from one implementation to another.

1.4. Document Scope

This document serves two audiences: network hardware vendors and operating system vendors.
This document is not intended for applications programmers that use services built on top of the
VI Architecture.

1.5. Terminology

1.5.1. Acronyms and Abbreviations

API Application Programming Interface. A collection of function calls exported by
libraries and/or services.

CRC Cyclic Redundancy Check. A number derived from, and stored or transmitted
with, a block of data in order to detect corruption. By recalculating the CRC and

comparng it to the vatue orgimatty transmitted, the TECEIVEr cam detect SOme
types of transmission errors.

DMA Direct Memory Access. A facility that allows a peripheral device to read and write
memory without intervention by the CPU.

IHV Independent Hardware Vendor. Any vendor providing hardware. Used
synonymously at times with VI Hardware Vendor.
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Maximum Transfer Unit. The largest frame length that may be sent on a physical
medium.

Network Interface Controller. A NIC provides an electro-mechanical attachment
of a computer to a network. Under program control, a NIC copies data from
memory to the network medium, transmission, and from the medium to memory,
reception, and implements a unique destination for messages traversing the
network.

osv

QOS

SAN

SAR

TCP/IP

VM

Operating System Vendor. The software manufacturer of the operating system
that is running on the node under discussion.

Quality of Service. Metrics that predict the behavior, speed and latency of a
given network connection.

System Area Network. A high-bandwidth, low-latency network interconnecting
nodes within a distributed computer system.

Segmentation and Re-assembly. The process of breaking data to:be transferred
into quantities that are less than or equal to the MTU, transmitting them across
the network and then reassembling them at the receiving end.-to reconstruct the
original data.

Transmission Control Protocol/Internet Protocol. A standard networking protocol
developed for LANs and WANSs. This is the standard-communication protocol
used in the Internet.

Virtual Memory. The address space available,to a process running in a system
with a memory management unit (MMU&. Jhe virtual address space is usually
divided into pages, each consisting of 2X\bytes. The bottom N address bits (the
offset within a page) are left unchangéd, indicating the offset within a page, and
the upper bits give a (virtual) page @iumber that is mapped by the MMU to a
physical page address. This is recombined with the offset to give the address of
a location in physical memory;

1.5.2. Industry Terms

Callback

Data Payload

Frame

Link

Network Fabric

A scheme used in event-driven programs where the program registers a function,
called the callback handler, for a certain event. The program does not call the
callback handlerdirectly. Rather, when the event occurs, the handler is invoked
asynchroneusly, possibly with arguments describing the event.

The amount of data, not including any control or header information, that can be
carriedin one packet.

One’unit of data encapsulated by a physical network protocol header and/or
trailer. The header generally provides control and routing information for
directing the frame through the network fabric. The trailer generally contains
control and CRC data for ensuring packets are not delivered with corrupted
contents.

A full duplex channel between any two network fabric elements, such as nodes,
routers or switches.

Message

The collection of routers, switches, connectors, and cables that connects a set of
nodes.

An application-defined unit of data interchange. A primitive unit of communication
between cooperating sequential processes.
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Message Latency
The elapsed time from the initiation of a message send operation until the
receiver is notified that the entire message is present in its memory.

Message Overhead
The sum of the times required to initiate transmission of a message, notify the
receiver that the message is available, and the non-bandwidth dependent
latencies (e.g. time for a NIC to process data) incurred in moving a message

mrom tne source to the destnaton.

Node A computer attached by a NIC to one or more links of a network, and forming the
origin and/or destination of messages within the network.

Packet A primitive unit of data interchange between nodes, comprised of a set of data
segments transmitted in an ordered stream. A packet may be sent as a Single
frame, or may be fragmented into smaller units (cells) such that cells-feryvarious
packets may be interleaved in the fabric but the transmission ordenof-cells for a
packet is preserved and manifest as a contiguous unit at a recejving node.

Server The class of computers that emphasize 1/0 connectivity and(centralized data
storage capacity to support the needs of other, typically reniote, client computers.

Workstation, or Client
The class of computers that emphasize numerical and/or graphic performance
and provide an interface to a human being.

1.5.3. VI Architecture Terms

The following terms are introduced in this document.

Address Segment
The second of the three segments that comprise a remote-DMA operation
Descriptor, specifying the memiory region to access on the target.

Communication Memory
Any region of a process“memory that is registered with the VI Provider to serve
for storage of Descriptors and/or as communication buffers; i.e., any region of a
process’ memory that will be accessed by the VI NIC.

Connection  An association‘between a pair of VIs such that messages sent using either VI
arrives at the other VI. A VI is either unconnected, or connected to one and only
one otherVI.

Control Segment
The first component of a Descriptor containing information regarding the type of
\/PNIC data movement operation to be performed, the status of a completed VI
NIC data movement operation, and the location of the next Descriptor on a Work
Queue.

Completion Queue
A queue containing information about completed Descriptors. Used to create a
single point of completion notification for multiple queues.

Completion Queue Entry
A +odl

HZ=w | Aot CIIRP-C THT B Camalatian-Oraa-thatdl H 2N P |
I\ OIl IHIC Uudidal otrueiaure viTr a \JUIIIPICI.IUII \(UCUC TAL UCOUTTUC O A UUTT IPICLUU
Descriptor. This entity contains sufficient information to determine the queue that
holds the completed Descriptor.

Data Segment A component of a Descriptor specifying one memory region for the VI NIC to use
as a communication buffer.
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Descriptor A data structure recognized by the VI NIC that describes a data movement
request. A Descriptor is organized as a list of segments. A Descriptor is
comprised of a control segment followed by an optional address segment and an
arbitrary number of data segments. The data segments describe a
communication buffer gather or scatter list for a VI NIC data movement
operation.

Doorbell A mechanism for a process to notify the VI NIC that work has been placed on a

WOTK QUeUe. The Doorbelt mechanism must e protected by the operating
system—i.e., for address protection, only the operating system should be able to
establish a Doorbell—and the VI NIC must be able to identify the owner of a VI
by the use of its Doorbell.

Done The state of a Descriptor when the VI NIC has completed processing it.

Immediate Data
Data contained in a Descriptor that is sent along with the data to the remote node
and placed in the remote node’s pre-posted Receive Queue Descriptor.

Kernel Agent A component of the operating system required by the VI Architecture that
subsumes the role of the device driver for the VI NIC and.inCludes the kernel
software needed to register communication memory andy\manage VIs.

Memory Handle
A programmatic construct that represents a process’s authorization to specify a
memory region to the VI NIC. A memory handle is’created by the VI Kernel Agent
when a process registers communication mémory. A process must supply a
corresponding Memory Handle with any Virtual address to qualify it to the VI NIC.
The VI NIC will not perform an access toa virtual address if the supplied memory
handle does not agree with the memoty region containing the virtual address or if
the memory region is registered te'@/process other than the process that owns a
Virtual Interface (VI).

Memory Protection Attributes
The access rights for RDMA granted to VIs and to Memory Regions.

Memory Protection Tag
A unique identifier generated by the VI Provider for use by the VI Consumer.
Memory Protection Tags are associated with VIs and Memory Regions to define
the access permission the VI has to a memory region.

Memory Region
An arbitrary sized region of a process’s virtual address space registered as
communication memory such that it can be directly accessed by the VI NIC.

Memory Registtation
;The act of creating a memory region. The memory registration operation returns a
Memory Handle that the process is required to provide with any virtual address
within the memory region.

VI NIC Address
The logical network address of the VI NIC. This address is assigned to a VI NIC
by the operating system and allows processes within a network to identify a
remote node with respect to a VI NIC attachment of the remote node to the

network.

NIC Handle A programmatic construct representing a process’s authorization to perform
communication operations using a local VI NIC.

Outstanding The state of a Descriptor after it has been posted on a Work Queue, but before it
is Done. This state represents the interval of time between a process posting a
Descriptor and the completion of the Descriptor by the VI NIC.
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Peer A generic term for the process at the other end of a connection.
Post To place a Descriptor on a VI Work Queue.
RDMA Remote Direct Memory Access. A Descriptor operation whereby data in a local

gather or scatter list is moved directly to or from a memory region on a remote
node. A process authorizes remote access to its memory by creating a VI with
remote-DMA operations enabled, connecting it to a remote VI, and making the
memory handle for the memory region to be shared available to the peer that will

perform the remote-DMA operation. There are two remote-DMA operations: write
and read.

Receive Queue
One of the two queues associated with a VI. This queue contains Descriptors
that describe where to place incoming data.

Retired The state of a Descriptor after the VI NIC completes the operation specified by
the Descriptor, but before the done operation has been used to synchronize the
process with the status stored in the Descriptor.

Send Queue One of the two queues associated with a VI. This queue coentains Descriptors
that describe the data to be transmitted.

User Agent A software component that enables an Operating System communication facility
to utilize a particular VI Provider. The VI User Agentabstracts the details of the
underlying VI NIC hardware in accordance with anyinterface defined by the
Operating System communication facility.

VI Virtual Interface. An interface between a&V/l NIC and a process allowing a VI NIC
direct access to the process’ memory. A\VI consists of a pair of Work Queues—
one for send operations and one for reeeive operations. The queues store a
Descriptor between the time it is pasted and the time it is Done. A pair of Vis are
associated using the connect operation to allow packets sent at one VI to be
received at the other.

VI Address  The logical name for a VI.\The VI address identifies a remote end-point to be
associated with a local €nd-point using the connect-VI operation.

VI Consumer A software process-that communicates using a Virtual Interface. The VI
Consumer typically- consists of an application program, an Operating System
communications-facility, and a VI User Agent.

VI Handle A programmatic construct that represents a processes authorization to perform
operations on a specific VI. A VI handle is returned by the operation that creates
the Vhand is supplied as an identifier parameter to the other VI operations.

VI Hardware Vendor
Anyone who produces a VI Architecture enabled NIC implementation. The
vendor is responsible for providing the VI NIC, VI Kernel Agent and the VI User
Agent.

VI NIC A Network Interface Card that complies with the VI Architecture Specification.

VikProvider  The combination of a VI NIC and a VI Kernel Agent. Together, these two
components instantiate a Virtual Interface.

tod Lot of Maocorintore halaa dlbanra VA NIC Tyaanm \/l bhac fan \Alorl

e Onana A\ B

LAY \{u\lu\l LY IJUQI.\;U mou Ul IJ\;\J\.:II';II.UIQ U\allly PIU\J\;\JQ\;U lJ_y A VI TNT GO, I_V\ll.y VI TIUAO VWU VVUITIN
Queues: a send queue and a receive queue. The combination of the Work Queue
selected by a post operation and the operation type indicated by the Descriptor
determine the exact type of data movement that the VI NIC will perform.
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2. VI Architecture Overview

In the traditional network architecture, the operating system (OS) virtualizes the network

hardware into a set of logical communication endpoints available to network consumers. The OS
multiplexes access to the hardware among these endpoints. In most cases, the operating system
also implements protocols that make communication between connected endpoints reliable. This

model permits the interface between the network hardware and the operating system to be very
simple. The drawback of this organization is that all communication operations require a call or
trap into the operating system kernel, which can be quite expensive to execute. The de-
multiplexing process and reliability protocols also tend to be computationally expensive.

The VI Architecture eliminates the system-processing overhead of the traditional model by
providing each consumer process with a protected, directly accessible interface to thednetwork
hardware - a Virtual Interface. Each VI represents a communication endpoint. VI endpoint pairs
can be logically connected to support bi-directional, point-to-point data transfer. A/process may
own multiple VIs exported by one or more network adapters. A network adapter performs the
endpoint virtualization directly and subsumes the tasks of multiplexing, de-multiplexing, and data
transfer scheduling normally performed by an OS kernel and device driver An adapter may
completely ensure the reliability of communication between connected(VIs. Alternately, this task
may be shared with transport protocol software loaded into the application process, at the
discretion of the hardware vendor.

2.1. VI Architecture Components

The VI Architecture is comprised of four basic companénts: Virtual Interfaces, Completion
Queues, VI Providers, and VI Consumers. The VI Provider is composed of a physical network
adapter and a software Kernel Agent. The VI Cansumer is generally composed of an application
program and an operating system communication facility. The organization of these components
is illustrated in Figure 1.
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Figure 1: The VI Architectural Model

2.1.1. Virtual Interfaces

A Virtual Interface is the mechanisfvthat allows a VI Consumer to directly access a VI Provider to
perform data transfer operations.)Figure 2 illustrates a Virtual Interface.
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Figure 2: A Virtual Interface

A VI consists of a pair of Work Queues: a send queuetand a receive queue. VI Consumers post
requests, in the form of Descriptors, on the WorkQueues to send or receive data. A Descriptor is
a memory structure that contains all of the information that the VI Provider needs to process the
request, such as pointers to data buffers. VI/Providers asynchronously process the posted
Descriptors and mark them with a status value when completed. VI Consumers remove
completed Descriptors from the Work,Queues and use them for subsequent requests. Each Work
Queue has an associated Doorbell that'is used to notify the VI network adapter that a new
Descriptor has been posted to a \Work Queue. The Doorbell is directly implemented by the
adapter and requires no OS intervention to operate.

A Completion Queue allos:a VI Consumer to coalesce notification of Descriptor completions
from the Work Queues efmultiple VIs in a single location. Completion queues are discussed in
more detail in sectjon'274.

2.1.2. VI Provider

The VI Provider is the set of hardware and software components responsible for instantiating a
Virtual Interface. The VI Provider consists of a network interface controller (NIC) and a Kernel
Agent:

The.VI NIC implements the Virtual Interfaces and Completion Queues and directly performs data
transfer functions. The specific design of a VI NIC is not mandated in this document, but
reference material for the implementation of a VI NIC is included in an Appendix to facilitate

implementers.

The Kernel Agent is a privileged part of the operating system, usually a driver supplied by the VI
NIC vendor, that performs the setup and resource management functions needed to maintain a
Virtual Interface between VI Consumers and VI NICs. These functions include the
creation/destruction of VIs, VI connection setup/teardown, interrupt management and/or
processing, management of system memory used by the VI NIC, and error handling. VI
Consumers access the Kernel Agent using standard operating system mechanisms such as
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system calls. Kernel Agents interact with VI NICs through standard operating system device
management mechanisms.

2.1.3. VI Consumer

The VI Consumer represents the user of a Virtual Interface. While an application program is the
ultimate consumer of communication services, applications access these services through
standard operating system programming interfaces such as Sockets or MPI. The OS facility is

generally implemented as a library that 1S loaded Into the application process.

The OS facility makes system calls to the Kernel Agent to create a VI on the local system and
connect it to a VI on a remote system. Once a connection is established, the OS facility posts the
application’s send and receive requests directly to the local VI. The data transfer mechanism will
be discussed further in section 2.3.

The OS communication facility often loads a library that abstracts the details of the undérlying
communication provider, in this case the VI and Kernel Agent. This component is shown as the VI
User Agent in Figure 1. It is supplied by the VI Hardware vendor, and conforms to.an interface
defined by the OS communication facility. Appendix A illustrates an example/AJser Agent interface
that exposes all of the capabilities of the VI Architecture.

2.2. Memory Registration

Most computer system designs require that the memory pages used to hold messages are locked
down and that their virtual addresses be translated into physical locations before a NIC can
access them. The pages are unlocked when the transfer is)complete. Traditional network
transports perform these operations on every data transfer‘request. This processing contributes
significant overhead to the data transfer operation. The VI Architecture requires the VI Consumer
to identify memory used for a data transfer prior to submitting the request. Only memory that has
been registered with the VI Provider can be used for data transfers. This memory registration
process allows the VI Consumer to reuse registered memory buffers, thereby avoiding duplication
of locking and translation operations. Memaory registration also takes this processing overhead
out of the performance-critical data transfer path.

Memory registration enables the VI.Provider to transfer data directly between the buffers of a VI
Consumer and the network without_copying any data to or from intermediate buffers. Traditional
network transports often copy data between user buffers and intermediate kernel buffers. Data
copies and buffer management are a large component of overhead in communication and
consume memory bandwidtfr.

Memory registration consists of locking the pages of a virtually contiguous memory region into
physical memory and providing the virtual to physical translations to the VI NIC. The VI
Consumer gets an,epaque handle for each memory region registered. The VI Consumer can
reference all registered memory by its virtual address and its associated handle.

2.3, vPata Transfer Models

There are two types of data transfer facilities provided by the Virtual Interface Architecture. These
data transfer models are 1) a traditional Send/Receive messaging model, and 2) the Remote
Direct Memory Access (RDMA) model.

2.3.1. Send/Receive

The Send/Receive model of the VI Architecture follows a well known and well understood model
of transferring data between two endpoints. In this model, the VI Consumer on the local node
always specifies the location of the data. On the sending side, the sending process specifies the
memory regions that contain the data to be sent. On the receiving side, the receiving process
specifies the memory regions where the data will be placed. Given a single connection, there is a
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one to one correspondence between send Descriptors on the transmitting side and receive
Descriptors on the receiving side.

The VI Consumer at the receiving end pre-posts a Descriptor to the receive queue of a VI. The
VI Consumer at the sending end can then post the message to the corresponding VI's send
queue. The Send/Receive model of data transfer requires that the VI Consumers be notified of
Descriptor completion at both ends of the transfer, for synchronization purposes.

VI Consumers are responsible for managing flow control on a connection. The VI Consumer on

the receiving side must post a Receive Descriptor of sufficient size before the sender’s data
arrives. If the Receive Descriptor at the head of the queue is not large enough to handle the
incoming message, or the Receive Queue is empty, an error will occur. The connection may he
broken if it is intended to be reliable. See section 2.5.

The VI Architecture differs from some existing models in that all Send/Receive operations
complete asynchronously.

2.3.2. Remote Direct Memory Access (RDMA)

In the RDMA Model, the initiator of the data transfer specifies both the source buffer and the
destination buffer of the data transfer. There are two types of RDMA operations, RDMA Write
and RDMA Read.

For the RDMA Write operation, the VI Consumer specifies the source.of the data transfer in one
of its local registered memory regions, and the destination of the data transfer within a remote
memory region that has been registered on the remote system’,, The source of an RDMA Write
can be specified as a gather list of buffers, while the destination must be a single, virtually
contiguous region. The RDMA Write operation implies that{prior to the data transfer, the VI
Consumer at the remote end has informed the initiator of.the RDMA Write of the location of the
destination buffer, and that the buffer itself is enabledfor RDMA Write operations. The remote
location of the data is specified by its virtual address’and its associated memory handle.

For the RDMA Read operation, the VI Consumer specifies the source of the data transfer at the
remote end, and the destination of the data fransfer within a locally registered memory region.
The source of an RDMA Read operation must be a single, virtually contiguous buffer, while the
destination of the transfer can be specified as a scatter list of buffers. The RDMA Read operation
implies that prior to the data transferthe VI Consumer at the remote end has informed the
initiator of the RDMA Read of thejocation of the source buffer, and that the buffer itself is enabled
for RDMA Read operations. The/remote location of the data is specified by its virtual address
and its associated memorythandle.

No Descriptors on the rémote node’s receive queue are consumed by RDMA operations. No
notification is given to.the remote node that the request has completed. The exception to this rule
is that if Immediaté Data is specified by the initiator of an RDMA Write request it will consume a
Descriptor on the‘femote end when the data transfer is complete, thus allowing for
synchronizatior " The VI Consumer on the receiving side must post a Receive Descriptor to
receive the lmmediate Data, before the sender executes the RDMA Write. If no Descriptor is
posted san.error will occur and the connection may be broken. See Section 2.5. Immediate Data
is not allowed on RDMA Reads.

RDMA Write is a required feature of the VI Architecture. VI Provider support for RDMA Read is
optional. A VI Provider should supply a mechanism by which a VI Consumer can determine if the
Provider supports RDMA Read operations.

2.4. Completion Queues

Notification of completed requests can be directed to a Completion Queue on a per-VI Work
Queue basis. This association is established when a VI is created. Once a VI Work Queue is
associated with a Completion Queue, all completion synchronization must take place on that
Completion Queue.
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As with VI Work Queues, notification status can be placed into the Completion Queue by the VI
NIC without an interrupt, and a VI Consumer can synchronize on a completion without a kernel
transition.

Descriptors Submitted

L] Completion
Queue

Work

Queues < Descriptor
— Completion
| Notifieations

from VI NIC

L]

A
-

A A

S «

PollAait on
Completion Queue,
then Retrieve Entries

Descriptor Dequeued

Figure 3: VI Architecture Comptetion Queue Model

2.5. Reliability Levels

The VI Architecture supports three devels of communication reliability at the NIC level: Unreliable
Delivery, Reliable Delivery and Reliable Reception. All VI NICs are required to support the
Unreliable Delivery level. Support for Reliable Delivery and Reliable Reception is optional.
Support for one, or both, efthe higher reliability levels is strongly recommended because it
enables lighter weight Consumer software. The reliability level is an attribute of a VI. Only Vis
with the same reliability/level can be connected. Table 1 summarizes the properties of the three
levels of reliability!
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Property/Level of Reliability Unreliable | Reliable Delivery | Reliable Reception
Corrupt data detected Yes Yes Yes
Data delivered at most once Yes Yes Yes
Data delivered exactly once No Yes Yes
Data order guaranteed No Yes Yes
Data loss detected No Yes Yes
Connection broken on error No Yes Yes
RDMA Read Support No Optional Optional
RDMA Write Support Yes Yes Yes
State of Send/RDMA Write In-flight In-flight Completedon
when request completed remotelend also
State of in-flight Send/RDMA Unknown Unknown Firstone unknown,
Write when error occurs others not delivered

Table 1: Reliability Guarantees

2.5.1. Unreliable Delivery

Unreliable Delivery Vs guarantee that a Send or RDMA Write)is delivered at most once to the
receiving VI. In other words, a Send or RDMA Write request will cause at most one Receive
Descriptor to be consumed.

Unreliable VIs guarantee that corrupted transfers are always detected on the receiving side.
Specifically, if an incoming Send or RDMA Write‘consumes a Descriptor on the receive queue,
and the transferred data is corrupt, the associated error bit must be set in the status field of the
Receive Descriptor.

Sends and RDMA Writes may be lost opian Unreliable VI. VI Providers are required neither to
detect this condition nor to retransmit the lost data. Requests are not guaranteed to be delivered
to the receiver in the order submitted by the sender; however, the sending VI Provider must
adhere to the Descriptor processing ordering rules. See section 6.3.1.

RDMA Writes should only be used on Unreliable connections in situations where late delivery or
loss of the data can be tolérated. A video frame buffer is one example. Because the VI Provider
has direct access to the'Vl Consumer’'s memory, a delayed Write may occur at an arbitrary time.
The ordering of the-\Write with respect to Send requests also cannot be guaranteed. As a result,
it is difficult for a-\VI-€onsumer to achieve reliable RDMA Write service through standard schemes
such as retrapsmission.

The connettion between two Unreliable Vls is not broken when a request processing error is
detected."The error is simply reported to the VI Consumer. The VI does not transition to the Error
statex

RDMA Reads are not supported on an Unreliable VI. Posting an RDMA Read request on an
Unreliable VI will result in a Descriptor format error.

Because Unreliable I')nli\/pry Vs will often he used far Inmnr‘y sensitive nppmfinnc) such as

cluster membership heartbeats, they must not unduly delay transmission of messages. In other
words, a Reliable Delivery VI or Reliable Reception VI cannot act as an Unreliable Delivery VI if it
introduces substantial retransmission delays. An Unreliable Delivery VI that allowed very large
transfers to starve small transfers would also be unacceptable.
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2.5.2. Reliable Delivery

A Reliable Delivery VI guarantees that all data submitted for transfer will arrive at its destination
exactly once, intact, and in the order submitted, in the absence of errors. Transport errors are
considered catastrophic and should be extremely rare for VI Providers offering this level of
service. The VI Provider will deliver an error to the VI Consumer if a transfer is lost, corrupted, or
delivered out of order. An error will also be delivered if an RDMA Write with Immediate Data or a
Send is lost because the Receive Queue is empty or the Descriptor at the head of the queue is

not of sufficient size to contain the data. Upon detection of any error, the VI transitions to the
Error state, the connection is broken, and all posted Descriptors are completed with an error
status.

A Send or RDMA Write Descriptor is completed with a successful status once the associated ‘data
has been successfully transmitted on the network. An RDMA Read Descriptor is completed-with a
successful status once the requested data has been written to the target buffers on thé-initiator’'s
system.

Errors that occur on the initiating system, such as Descriptor format errors or lo¢al’'memory
protection errors, cause a Descriptor to be completed with an unsuccessful status. One or more
error bits will be set in the Descriptor’s Status field.

Errors that occur after a Descriptor has been completed with a successful'status, such as a
transport error, hardware error, lost packet, reception error, or sequerncing error, are delivered to
the VI Consumer asynchronously through a mechanism supplied by the VI Provider. Errors may
be reported at either the sending side or the receiving side. Opne or more additional Descriptors
may complete before a non-local error is reported for a previously completed Descriptor. The
status of the transfers initiated by these Descriptors is unknown.

2.5.3. Reliable Reception

Reliable Reception VIs behave like Reliable Delivery Vs with the following differences: A
Descriptor is completed with a successful status only when the data have been delivered into the
target memory location. If an error occurs that prevents the successful in-order, intact, exactly
once delivery of the data into the target-memory, the error is reported through the Descriptor
status. The Provider guarantees that, when an error occurs, no subsequent Descriptors are
processed after the Descriptor that(caused the error. From the point of view of a VI Consumer,
the VI Provider guarantees strict ordering, regardless of the actual behavior between the local
and remote end-points.

The asynchronous error-handling mechanism may still be invoked for errors such as
disconnection and hardware errors. Errors may be reported to the remote Consumer as well as to
the local one.

As with Reliable'Belivery connections, any error causes the connection to be broken, the VI to
transition to the)Error state, and all posted Descriptors to be completed in error. Transport errors
are considered catastrophic and should be extremely rare for VI Providers offering this level of
service

2:6. System Area Networks

The VI Architecture is designed to enable applications to communicate over a System Area

Network (SAN). A SAN is a type of network that provides high bandwidth, low latency
communication. SANs have very low error rates. SANs are often made highly available through
the use of redundant interconnect fabrics. SAN performance more closely resembles that of a
memory subsystem than a traditional network, such as a LAN.

A SAN is usually used to interconnect nodes within a distributed computer system, such as a
cluster. These systems are members of a common administrative domain and are usually within
close physical proximity. A SAN is assumed to be physically secure.
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A SAN must exhibit fair arbitration and forward progress for every connection. A SAN must scale
under load. A SAN may use media typically associated with a LAN or WAN, but this is not a

requirement. A SAN does not replace traditional LANs and WANS, but instead exhibits properties
that make it a unique network type.
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3. Managing VI Components

This section discusses how the components of a Virtual Interface are created, destroyed, and
managed.

3-i—Atctessinmg a Ve

A VI Consumer gains access to the Kernel Agent of a VI Provider using standard operating
system mechanisms. Normally, this involves opening a handle to the Kernel Agent that
represents the target VI NIC. The VI Consumer uses this handle to perform general management
operations such as registering Memory Regions, creating Completion Queues and creating-VIs.
This mechanism would also be used to retrieve information about the VI NIC, such asthe
reliability levels it supports and its transfer size limits.

VI hardware resources cannot be shared across multiple VI NICs, even if they are‘managed by
the same Kernel Agent. Hardware resources may include Completion Queues, , mapped memory
and other resources that are associated with an instance of the hardware,

A Kernel Agent must use standard operating system mechanisms to détéct when a VI Consumer
process exits so that it can cleanup any resources used by the process. The Kernel Agent must
keep track of all resources associated with a VI Consumer’s use of.a’VI NIC.

3.2. Memory Management
3.2.1. Registering and De-registering'Memory

The VI Architecture requires that memory used ferdata transfers, both buffers and Descriptors,
be registered with the VI Provider. The memary registration process defines one or more virtually
contiguous physical pages as a Memory Region. A VI Consumer registers a Memory Region with
the Kernel Agent, which returns a Memory-Handle that, along with its virtual address, uniquely
identifies the registered region. The VI Consumer must qualify any virtual address used in an
operation on a VI with the corresponding Memory Handle. A VI Consumer must de-register a
Memory Region when the region.is-ho longer in use.

When a Memory Region is registered, every page within the region is locked down in physical
memory. This guarantees_to.the VI NIC that the memory region is physically resident (not paged
out) and that the virtualoyphysical translation remains fixed when the NIC is processing requests
that refer to that region.) The VI Kernel Agent manages the VI NIC's Page Table. The Page
Table contains the'mapping and protection information for registered Memory Regions.

The VI Consumer-is allowed to specify arbitrary alignment and lengths of memory regions to be
registered, buf-the translation and the memory attributes of the region are applied to each
complete/page within that memory region. The VI Provider is only required to ensure that the
memorylecation being referenced is in a valid page of a registered memory region.

Memory is registered on a per process basis. Memory registered by a thread within a process is
accessible by any thread within that process. One process cannot use another process’s

Memory Handle to access the same memory region. An attempt to do so will result in a memory
pmtpr‘tinn error

Registration may fail due to the NIC’s inability to find a Page Table entry large enough to register
the memory region. No memory is registered in this case. Registration must either fully succeed
or fail, atomically.

The same virtual address range may be registered multiple times, resulting in multiple Memory
Handles. This is true on a single NIC, as well as across multiple NICs.
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Posted Descriptors that are contained in or reference memory that is de-registered will result in a
protection violation. This error will be generated at the time that the VI Provider attempts the
memory reference.

3.2.2. Memory Protection

Only the two VI Consumer processes associated with a pair of connected VIs are allowed to
exchange memory contents. The processes can also limit each other’s access to specific regions

of registered memory. This 1S accomplished by two mechanisms that complement Memory
Handles: Memory Protection Tags and Memory Protection Attributes.

3.2.2.1. Memory Protection Tags

Memory Protection Tags are unique IDs that are associated both with VIs and with Memory
Regions. The VI Provider creates and destroys Memory Protection Tags on behalf of the VI
Consumer. Each Memory Protection Tag must be unique within a VI Provider. The Mi.-Consumer
assigns a Memory Protection Tag to a Memory Region when the region is registefed and to a VI
when the VI is created. The tag can be replaced later on with a different tag by changing the
attributes of a Memory Region, and/or of the VI. The VI Provider must ensure-that the Protection
Tag that is associated with a VI or registered memory region is valid only\forthat VI Consumer. A
memory access is only allowed by a VI NIC if the Memory Protection Tag of the VI and of the
Memory Region involved are identical. Accesses that violate this ruleTesult in a memory
protection error and no data is transferred. The validation of Protection Tags applies to registered
memory regions that are used to hold Descriptors, as well as memory regions that hold data. A VI
Provider must be able to supply at least one Protection Tag{for-each VI instance that it supports.

A VI Consumer that is not concerned with protection would-use the same Memory Protection Tag
for all VIs and all Memory Regions. Another VI Consumer might need to keep different remote
systems from accessing memory used by each other. That VI Consumer would use one Memory
Protection Tag for each client, and associate the\tag with those VIs and Memory Regions that the
client may use. More sophisticated sharing relationships are made possible by registering the
same memory region multiple times.

3.2.2.2. Memory Protection Attributes

Memory Protection Attributes are.associated with Memory Regions and VIs. They are used to
control RDMA Read and RDMA Write access to a given Memory Region.

The Memory Protection Attributes are RDMA Read Enable and RDMA Write Enable. These
permissions are set for Memory Regions and VIs when they are created. These permissions can
be modified later on by ‘changing the attributes of the Memory Region, and/or of the VI.

If Memory Protectjon Attributes between a VI and a Memory Region do not match, the attribute
offering the mostiprotection will be honored. For instance, if a VI has RDMA Read Enabled, but
the Memory Region does not, the result is that RDMA Reads on that VI from that Memory Region
will fail.

Memory-Protection Attributes are enforced at the remote end of the connection that is referred to
by theé Address Segment of the Descriptor. They do not apply at the end posting the RDMA
request to the send queue.

Ahn RDMA operation that violates the permission settings results in a memory protection error and
no data is transferred.

3.3. Creating and Destroying Vs

A VI is created by a VI Provider at the request of a VI Consumer. A VI consists of a pair of Work
Queues and a pair of Doorbells, one for each Work Queue. Work Queues are structures that are
allocated from a VI Consumer process’ virtual memory. The VI Provider maps and locks this

memory and informs the VI NIC of its location. A Doorbell is hardware resource located on the VI
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NIC. The Kernel Agent maps this resource into the virtual address space of a VI Consumer
Process using standard operating system facilities. The VI Provider supplies the VI Consumer
with the information needed to directly access these structures when a VI is created. If these
resources cannot be allocated and mapped, an error will result and the VI will not be created.

There is no connection established upon creation of a VI. No data will flow until the VI is
connected to another VI. See section 4 for more information on connecting VIs.

A VI Consumer should instruct a VI Provider to destroy a VI that is no longer in use. A VI cannot

be destroyed if any packets remain on its Work Queues. A VI may only be destroyed if it is in the
Idle state. See Section 5 for a discussion of VI states. The Work Queue pair and Doorbell are de-
allocated when the associated VI is destroyed.

In order to avoid consuming large parts of a VI Consumer’s virtual address space, it is
recommended that the VI Provider map multiple Doorbells into a single page if a VI Consumer
opens multiple ViIs. Doorbells that belong to different processes must be mapped in different
pages.

3.4. Creating and Destroying Completion Queues

A Completion Queue can be used to direct notification of Descriptor compléetions from multiple
Work Queues to a single location. The Work Queues associated with'a €ompletion Queue may
span multiple VIs on the same VI NIC. A Completion Queue mustde Created before any of its
associated VI Work Queues are created. A Completion Queue, is(Created by a VI Provider at the
request of a VI Consumer. Each VI Work Queue is optionally-aSsociated with a Completion
Queue when the VI is created. Work queues on the sameA/lhmay be associated with a different
Completion Queue, if desired.

The maximum number of Descriptors that can be outstanding at any given time in a Completion
Queue is defined by the VI Consumer when the Completion Queue is created. The VI Consumer
is responsible for ensuring that this number is lafge enough to prevent overflow of the queue.
The VI NIC must be able to support Completion Queues with at least 1024 entries.

In order to create a Completion Queue, the\VI Provider allocates memory for the queue in the VI
Consumer’s virtual address space. It then maps and locks this memory and informs the VI NIC of
its location. If enough memory cannot be allocated, or it cannot be mapped and locked, an error
will result and the Completion Queuée will not be created.

Completion Queues may be resized dynamically through the VI Provider. It is important to
understand that while this.operation is taking place, all 10 to the Completion Queue may cease,
depending on the VI Provider’'s implementation of this function. Incoming requests should still be
satisfied, and no incoming data should be rejected unless there is an insufficient number of
Descriptors.

A VI Consumershould instruct a VI Provider to destroy a Completion Queue that is no longer in
use. A Completion Queue cannot be destroyed until all VIs associated with it have been
destroyed 2\ Providers are responsible for destroying any Completion Queues still associated
with a_proecess when the process is destroyed by the operating system.
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4. VI Connection and Disconnection

The VI Architecture provides connection-oriented data transfer service. When a VI is initially
created, it is not associated with any other VI. A VI must be connected with another VI through a
deliberate process in order to transfer data. When data transfer is completed, the associated Vs
must be disconnected.

4.1. VI Connection

A VI Consumer issues requests to its VI Provider in order to connect its VI to a remote VI. VI
Providers must implement robust and reliable connection protocols. In particular, VI Providers
must prevent interference with current connections and the creation of stale or duplicate
connections by delayed or duplicate packets from extinct connections.

The endpoint association model is a client-server model. The server side waits for incoming
connection requests and then either accepts them or rejects them based on the attributes
associated with the remote VI. A state diagram depicting this process is shewn in Figure 4. A
functional definition of the process is as follows.

The server VI Consumer issues a ConnectWait request to its VI Provider. This request contains
the address discrimination values that are acceptable to the VI Consumer. A VI Consumer should
be able to accept a connection from any remote endpoint or a.specific remote endpoint, based on
the discriminator supplied. The request also contains a datasstructure used to receive information
about the remote VI that is requesting a connection. The regquest may indicate a timeout value.

Sometime after the server VI Consumer begins waitingfer a connection, the client VI Consumer
issues a ConnectRequest request to its VI Provider., This request specifies the local VI that is to
be connected, an address structure that indicatescthe remote VI to which to connect, and a
timeout value. It also specifies a data structurewsed to receive information about the
corresponding server VI, if the connect operation completes successfully.

The client’s ConnectRequest request results in one of two actions. If the specified remote VI does
not exist, is not reachable, is in the wréng state, or its discriminator doesn’t match, then the VI
Provider will return an error to the VKC€onsumer’s request. If the specified remote VI is available
then the server VI Consumer’s €onnectWait request completes, and information about the client
VI is returned to the server VI Censumer. A unique identifier for the incoming connection request
is also returned.

The server VI Consumer_then decides whether to accept this incoming request or to reject it. If
the server intends to accept the connection, it must prepare a VI for the connection. The server
VI Consumer may'either choose a VI from a pool that it has previously created or it may create a
new VI with attributes it considers appropriate for this connection request. The reliability level of
the new VI must match that of the remote VI. The VI Providers must also agree on the MTU to be
used on the‘eonnection.

If the.server VI Consumer intends to accept the connection, it issues a ConnectAccept request to
the VINProvider, specifying the incoming connection ID as well as the local VI to be used. If the
Iaeal VI's reliability attributes match those required by the remote VI, the connection is
established and the VI State transitions according to the State Diagram in Section 5. If the local
VI's attributes do not meet the requirements, then the ConnectAccept will complete in error;

however, the incoming connection request remains valid. The server VI Consumer must either
issue a valid ConnectAccept request, or reject the connection.

If the server intends to reject the connection, it issues a ConnectReject request to the VI Provider,
specifying the incoming connection ID.

If the connection request was rejected, the client VI Consumer’s ConnectRequest request returns
with a status indicating that fact.
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If the connection request was accepted, the client VI Consumer’s ConnectRequest request
returns successfully. The VI transitions states according to the State Diagram in Section 5.

Figure 4 illustrates the VI connection process.

Server Process Client Process
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i
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Figure 4; VI Architecture Endpoint Connection Process

The VI connection model-does not attempt to apply either authorization or authentication of a VI
connection. It is reeommended that connected VI Consumers perform an authentication process,
especially before-previding RDMA access to registered memory.

The VI conneetion model must allow a connection to be established between two endpoints on
the same ede.

4.2,/ V1 Disconnection

AVI Consumer issues a Disconnect request to a VI Provider in order to disconnect a connected
VI. The Disconnect request unilaterally aborts the connection. A Disconnect request will result in

the completion of all outstanding Descriptors on that VI endpoint. The Descriptors are completed
with the appropriate error bit set.

Implementers must ensure that stale connections cannot be reused.

A VI Provider may issue an asynchronous notification to the VI Consumer of a VI that has been
disconnected by the remote end, but this feature is not a requirement. A VI Provider is required to
detect that a VI is no longer connected and notify the VI consumer. Minimally, the consumer must
be notified upon the first data transfer operation that follows the disconnect.
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When a VI Consumer issues a Disconnect request for a VI, the VI will transition to a new state
according to the change of state rules listed in Section 5.

4.3. VI Address Format

Each VI Provider must define an address format that uniquely identifies all possible VIs on a
SAN. A VI Consumer must be aware of the address format used by a VI Provider. The address

format must alfow VIdiSCrminaton across Syslems as Well as on the same node. 1The format
must also permit discrimination of connection requests from only a specific VI or from any VI. The
VI Address Format does not require support for multicast or broadcast capability.
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5. VI States

A VI may be in one of four states throughout its life. The four states are Idle, Pending Connect,
Connected, and Error. Transitions between states are driven by requests issued by the VI
Consumer and network events. Requests that are not valid while a VI is in a given state, such as
submitting a connect request while in the Pending Connect state, must be returned with an error

by the VI Provider.

Figure 5 depicts the VI states and the transitions between them.

Create VI ConnectRequest or ConnectAccept called
_ > .
Idle Pending
Destroy VI ConnectRequest Timeout or ConnectReject Connect
or Disconnect
DI ¢ ConnectRequest accepted or
Isconnec ConnectAccepf Returns
VI Error
< Connected
Figure 5: VI State Diagram

A Vlisin the ldle state when it is created. A VI can only be destroyed when in this state. There
must be ho"Descriptors on the VI's Work Queues in order to destroy it.

Subnitting a ConnectRequest request to the VI Provider will transition the VI to the Pending
Connect state. If the connection request does not complete within the timeout period specified,
the VI will return to the Idle state.

When a ConnectAccept request is made, the VI transitions into the Pending Connect state. If the

request fails or times out, the VI returns to the Idle state.

Descriptors may be posted to the Receive Queue for a VI while the VI is in the Idle state, but the
Descriptors will not be processed until the VI transitions to the Connected state or the VI
Consumer issues a Disconnect request.

Descriptors posted to the Send Queue of an Idle VI are immediately completed in error.
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Errors that occur while a VI is in the Idle state, which would normally result in the invocation of the
asynchronous error handling mechanism, are reported when the VI Consumer attempts to
connect the VI.

5.2. Pending Connect State

The Pending Connect state indicates that a connection request has been submitted to the VI

Froviaer but that the connection nas not yet been establisned.

This state is entered when a ConnectRequest operation is submitted to the VI Provider while the
VI isin the Idle state.

This state is entered when a ConnectAccept operation has been submitted to the VI Provider for
a VI in the Idle state. The VI stays in this state until the connection acceptance processing-has
completed.

A confirmed and successful response to a ConnectRequest request will transitionithe VI into the
Connected state.

A successful ConnectAccept request will transition the VI into the Connected state.
A timeout or rejection of the Connect request transitions the VI into the ddle state.

A Disconnect request issued for a VI in the Pending Connect state résults in the VI transitioning
into the Idle state.

Transport or hardware errors generated from the VI NIC will transition the VI into the Error state.

Descriptors may be posted to the Receive Queue of a VI ifvthe Pending Connect state, but they
will not be processed until the VI transitions to the Connected state or the VI Consumer issues a
Disconnect request.

Descriptors posted to the Send Queue of a VI inthe-Pending Connect state are completed in
error.

There cannot be any inbound or outbound-traffic on a VI in this state, because the VI is not
connected.

5.3. Connected State

The Connected state is the state of normal processing. This is the state in which data flows
across the connection.

A VI transitions into thisstate from the Pending Connect state upon a confirmed and successful
response to a ConnectRequest request.

A VI transitions.iato this state from the Pending Connect state upon successful completion of a
ConnectAcceptrequest.

A Disconnect request submitted to the VI Provider by the local VI Consumer transitions a VI to
the Idle‘state.

Hardware errors will result in the VI transitioning into the Error state. Other errors that occur may
also'result in the VI transitioning into the Error state. This behavior is dependent upon the
reliability level of the connection, as discussed in Section 2.5.

Descriptors posted 10 the Send or Recelve QUeuUe of a VI in the Connecied state are processed
normally.

All inbound and outbound traffic is processed normally.
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5.4. Error State

The Error state is entered as the result of an error during normal processing, or an event
generated by the VI NIC.

For Vis with Reliable Delivery or Reliable Reception guarantees, certain classes of errors that
occur while the VI is in the Connected state will result in transitions into the Error state. This is
discussed in Section 2.5.

A Disconnect request will transition the VI into the Idle state. Descriptors pending or posted to
either the Receive Queue or the Send Queue when the VI is in this state will result in the
Descriptor being completed in error.

Inbound traffic sent to this VI is refused. There is no outbound traffic, since requests posted.to
the Send Queue are completed in error. Any outbound traffic left on a queue when the VI
transitions into this state is aborted and the corresponding Descriptors are completed.imerror.
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6. Descriptor Processing Model

Data transfer requests are represented by Descriptors. Descriptors contain all the information
needed to process a request, such as the type of transfer to make, the status of the transfer,
queue information, immediate data and a scatter-gather style buffer pointer list.
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Model and the Completion Queue Model. They differ only in how the VI Consumer is notified of
Descriptor completion. In both cases, Descriptors are enqueued and dequeued from a VI's Work
Queue. Inthe Work Queue Model, the VI Consumer polls for completions on a particular Work
Queue by examining the status of the Descriptor at the head of the queue. When the head
Descriptor is completed, the VI Consumer dequeues it. In the Completion Queue Model{the VI
Consumer polls for completions on a set of Work Queues by examining the head of the
Completion Queue. When a Descriptor completes, its identity is written to the Completion Queue.
Once the VI Consumer receives notification of a Descriptor completion from the, Completion
Queue, the VI Consumer must dequeue the Descriptor from the appropriate Work Queue. A VI
Provider should supply a mechanism by which VI Consumers can wait for Descriptors to
complete on a VI Work Queue or wait for a notification to be posted to a Camipletion Queue.

Work Queue Model CompletionQueue Model
l ------ Descriptor Submitted '»——- Descriptor Submitted
Send or ] ::: . .
Receive — Descriptor VI Wor ::: < Descrlplpr Completion
Queue 4 Completion Queues g Complet_lon Queue
| Notification ::: Notification
PollANait on .
------ V1 Work Queue, then PollAVait on ----
Descriptor Dequeued Completion Queue,
then Entry Retrieved
Descriptor Dequeued

Figure'6: VI Architecture Descriptor Processing Models

6.1. Forming Descriptors

There are two types of Descriptors, each one serving two different functions. There are
Send/Receive type Descriptors and there are RDMA type Descriptors. The two functions are
outbound-data transfer and inbound data transfer.

A Bescriptor occupies a variable-length, virtually contiguous region of a process’s virtual address
space. Descriptors must be aligned on a 64-byte boundary. Descriptors must reside in memory
regions that have been registered by the VI Consumer with the VI Provider. Descriptors may
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region. Any time a Descriptor is used in a request to the VI Provider, it must be accompanied by
the memory handle associated with the region of memory where the Descriptor lies.

Descriptor allocation is managed by the VI Consumer.

Posting a Descriptor to a VI Work Queue transfers ownership of the Descriptor to the VI Provider.
Modification of a Descriptor by the VI Consumer while it is posted results in unpredictable
behavior. Ownership of the Descriptor is returned to the VI Consumer when the VI Provider
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completes the Descriptor. A VI Provider completes a Descriptor by writing a completion status
value into the Descriptor. The VI Provider must also write an entry to the associated Completion
Queue, if one isin use.

Descriptors are composed of segments. There are three types of segments: control, address and
data. Descriptors always begin with a Control Segment. The Control Segment contains control
and status information as well as reserved fields that are used for queuing.

An Address Segment follows the Control Segment, but only for RDMA operations. This segment

contains remote buffer information for RDMA Read and RDMA Write operations.

The Data Segment contains information about the local buffers of a send, receive or RDMA Read
or RDMA Write operation. A Descriptor may contain multiple Data Segments.

6.1.1. Data Considerations

6.1.1.1. Scatter-Gather Considerations

The Descriptor format allows the VI Consumer to specify a scatter-gather list in each Descriptor
so that data can be sent from or placed in the desired location(s) directly by the hardware. The VI
Consumer may construct a scatter-gather list of any length up to and inclading the NIC’s segment
count limit. The Scatter-Gather List length can be zero so that a data tfansfer of only Immediate
Data, or even no data, can take place. Zero length Scatter-Gather elements are also acceptable.
The VI NIC must support a minimum segment count limit of at least 252 Data Segments.

6.1.1.2. Size Considerations

Data transfers can be of any length, not exceeding the Maximum Transmission Unit (MTU) of any
VI Provider. The sum of the lengths of the Scatter-gather elements is the total data length.

The minimum allowable MTU is 32KB. This guarantees the VI Consumer that any VI Provider
can transmit at least 32KB in a single Descriptor.»Some vendors may choose to support an MTU
larger than 32KB. Each VI Provider should supply a mechanism by which a VI Consumer can
determine the MTU supported by the Provider.

6.2. Posting Descriptors

Once a Descriptor has been prepared, the VI Consumer submits it to the VI NIC for processing by
posting it to the appropriate.VI-Work Queue and ringing the queue’s Doorbell. The format and
operation of the Doorbell-is:specific to each VI Provider.

Send and Receive requests are posted to their respective Work Queues. Remote DMA requests,
both Write and Read, ‘are always posted to the Send Queue.

Receive Descripters may be posted before a connection is established, but they will not
complete, except in error cases, until the VI is connected and data is received. Pre-posting
Descriptars.can prevent error conditions, specifically data being dropped or rejected due to lack
of receive-Descriptors.

Send.and RDMA Descriptors that are submitted to a VI before a connection is established will be
completed in error. They cannot be processed until the receiving endpoint is defined, and thus
are considered an error.

POSTiNg a DESCTptor 00es Not PIOCK The processing of alfeady posted Descriprors.

6.3. Processing Descriptors

Once a Descriptor has been posted to a queue, the VI NIC can begin processing it.

Data is transferred between two connected VIs when a VI NIC processes a Descriptor or as the
data arrives on the network. Immediate data is transferred at this time as well.
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If an error is encountered during processing of the Descriptor, the VI NIC is expected to take the
appropriate action, according to the type of error encountered and the reliability level of the
Connection.

6.3.1. Ordering Rules and Barriers

The order of processing of Descriptors posted to the VI Work Queues must be consistent across
all VI Architecture implementations. These rules apply to the processing on a single queue.

Ordering across multiple Work Queues IS undefined, but IS expected to provide tairness.

6.3.1.1. Ordering Rules

Receive and Send queues are FIFO queues. Descriptors are enqueued and dequeued in grder.
The VI Provider does not reorder queues.

Receive queues are strict FIFO queues. Once enqueued, Descriptors are processed;.completed,
and dequeued in FIFO order.

Send queues are FIFO queues. Once enqueued, Descriptors begin processing in-order, but may
complete out of order. Descriptors are always dequeued in FIFO order regardless of completion
order. Send and RDMA Write Descriptors are completed in strict FIFO order. RDMA Read
Descriptors may complete out of order with respect to Send and RDMA Write Descriptors. RDMA
Reads complete in FIFO order with respect to one another.

Unlike Sends and RDMA Writes, RDMA Reads require a round trip*path. For performance
reasons, it is not optimal to specify that Descriptor processingtis stopped on a given queue when
an RDMA Read is issued until after the data are returned. This would make queue processing on
Reliable Delivery connections dependent on remote node ‘processing capability. Therefore,
Sends and RDMA Writes may begin processing before"RDMA Reads have completed.

A Send that bypasses an RDMA Read may write data into the receiving memory regions at any
time prior to the completion of the RDMA Read.*The contents of the pended receive buffer
memory are unpredictable until the associatedifemote Receive queue Descriptor is completed
successfully. On a Reliable Delivery connéction, the bypassing Send may consume a remote
Receive queue Descriptor and be completed successfully prior to the completion of the RDMA
Read. The remote VI Consumer may receive the bypassing Send successfully prior to the
completion of the RDMA Read and/gr-in the event of an error on the RDMA Read. On a Reliable
Reception connection, the receiving VI Provider must not successfully complete the bypassing
Send until after all RDMA Readdata have been transmitted without error. In the event of an error
on the RDMA Read, no remeté Receive queue Descriptor is consumed.

An RDMA Write that bypasses an RDMA Read may write data into the remote memory region
only on a Reliable Delivery connection. In the event of an error on the RDMA Read, the
bypassing RDMA. Write may have completed successfully and have side effects. It is the
responsibility of\the issuing VI Consumer to dequeue all commands and take appropriate action.
No such side.gffects are permitted on a Reliable Reception connection. The remote VI Provider
must notsnodify the contents of the remote memory region or, in the case of immediate data,
consume-a Receive queue Descriptor until after the RDMA Read has completed. In the event of
an efror on the RDMA Read, the RDMA Write must have no remote effect.

Sends and RDMA Writes always complete in the order in which they are queued.

e Sends do not pass sends

e Sends do not pass RDMA Writes
¢ RDMA Writes do not pass sends
¢ RDMA Writes do not pass RDMA Writes
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RDMA Reads do not necessarily complete before Sends or RDMA Writes queued after them
begin processing.

¢ RDMA Reads do not pass sends
¢ RDMA Reads do not pass RDMA Writes
¢ RDMA Reads do not pass RDMA Reads

— s —Sendstanpass RDOMA Reads
e RDMA Writes can pass RDMA Reads

If strict order is required, the VI Consumer will have to use a processing barrier. This would be
true in the case of a VI Consumer using a Reliable Delivery connection desiring that a Send
following an RDMA Read notify the connecting VI Consumer that the buffer is now free to’réuse.

The above rules provide ordering guarantees to VI consumers. VI implementers are permitted to
implement more strict ordering rules than those exposed above.

6.3.1.2. Barriers

Barriers are a way to indicate to the VI NIC that all Descriptors before the désignated Descriptor
must complete before processing can continue.

By setting the Queue Fence bit in a Descriptor, the VI Consumer ¢antensure that all Descriptors
posted on the Send Queue before that Descriptor have completed’before processing begins on
that Descriptor. This provides the VI Consumer with a synchronization mechanism to guarantee
the contents of registered memory.

6.3.2. Address Translation and Memaory Access

A VI NIC uses its Page Tables, combined with Memory Handles and Virtual Addresses in order to
perform address translation. This information is combined with the Memory Protection Tag to
ensure not only that the address is valid, but-that the memory access is permitted by this VI
and/or by incoming RDMA requests. All addresses of RDMA requests must be validated
according to the incoming Handle and.Virtual Address as well as the Memory Protection Tag and
Memory Protection Attributes associated with the Handle and the VI before data transfer can take
place.

6.4. Completing Descriptors

When data transfer has;completed, the Descriptor must be completed. This is achieved in two
phases. In the firstphase, the VI Provider updates the Control Segment contents and, if the
queue is linked to-a"Completion Queue, an entry is generated in the Completion Queue. In the
second phase;the VI Consumer dequeues the Descriptor.

6.4.1, <Completing Descriptors by the VI Provider

Wheh the VI NIC has completed processing a Descriptor, it must update the information in the
Control Segment of the Descriptor with completion codes, length fields and possibly immediate
data.

When the completion indicator is set in the Descriptor, the VI NIC is signaling that it has finished

updating all information in the Descriptor and the Descrlptor has been removed from the VI NIC’s
internal processing queues. Note that the Status must be the last item updated to ensure that the
Descriptor is not pulled prematurely. The Done bit in the Status is used for synchronization.

If a Completion Queue has been registered for the queue that this Descriptor is on, the VI NIC will
place an entry on the Completion Queue that indicates the completed Descriptor’s VI and queue.
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The VI Consumer is responsible for ensuring that a Completion Queue is large enough to hold a
Completion Queue entry for each Descriptor that may complete at any given time. The VI
Provider is not required to report an error if the Completion Queue Overruns. If a Completion
Queue overruns, completion entries will be lost.

If a data transfer incurs a data overrun error, the Receive Descriptor’s total length is set to zero,
the data is undefined and may result in the VI transitioning into the Error state as per the
discussions in Sections 2.5 and 5. The Receive Descriptor is marked in error with a length error.

If an error occurred, the Descriptor is marked with the appropriate error status and the VI will
transition to a new state according to the discussions in Sections 2.5 and 5.

6.4.1.1. Kernel Agent Interactions

The Kernel Agent is invoked during normal processing only if the VI NIC generates an jinterrupt.
The VI NIC always generates an interrupt on asynchronous errors. An interrupt is also.generated
when a VI Consumer thread is blocked in the VI Provider, waiting for a Descriptor, atthe head of a
queue to complete.

If the VI Queue or Completion Queue is enabled for interrupts and the VI NIC_has completed
processing a Descriptor for that VI Queue or Completion Queue, then thesWINIC will generate an
interrupt. This action allows the Kernel Agent to unblock any VI Consumer threads waiting for
completions.

If the interrupt is due to an error that is valid for the reliability levelof this VI, an asynchronous
error handling mechanism is invoked to deliver the error to the VI Consumer.

6.4.2. Completing Descriptors by the V4 Consumer

The VI Consumer may synchronize on completed Déseriptors in the following ways:
e Poll a VI Work Queue

e Wait on a VI Work Queue

e Poll a Completion Queue

e Wait on a Completion Queue

A VI Consumer polls on a Work Queue by reading the Status field of the Descriptor at the head of
the queue. When the Done bit is set, the Consumer may dequeue the Descriptor. A VI Consumer
polls on a Completion Queue’hy examining the head of the Queue. When a Descriptor is
completed, information describing it will be written to the Completion Queue. The VI Consumer
uses this information to'find the appropriate Work Queue and dequeue the head Descriptor.

A VI Consumer camwait for completions on a Work Queue or a Completion Queue through a
mechanism supplied by the Kernel Agent. This mechanism involves informing the NIC that an
interrupt should.be generated for the next completion on the specified Work Queue or Completion
Queue. The Kernel Agent fields this interrupt and unblocks the appropriate thread. The thread
then processes the completion as if it had polled for it.
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7. Error Handling

Most errors are reported synchronously to the VI Consumer, either at a time an operation is
attempted, or when a Descriptor completes. Some errors can not be reported synchronously.

Asynchronous errors include those that cause queue processing to hang, those that occur after a
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cable disconnection. A VI Provider should supply a mechanism by which asynchronous errors
may be delivered to a VI Consumer. Some errors may also be logged according to standard
operating system conventions.

The asynchronous errors reported by a VI Provider vary according to the reliability level of‘the
connection, as defined in the following sections. Certain types of errors will be reported
asynchronously regardless of the reliability level of the connection. These include hardware-
related issues that require immediate notification.

7.1. Error Handling for Unreliable Connections

The asynchronous error handling mechanism for Unreliable Connectiofis)is only invoked in the
case of a catastrophic hardware error. This includes queue hangs, VAWNIC errors, or link loss.

This class of connection assumes that the VI Consumer will implement any appropriate protocol
logic deemed necessary to ensure packet arrival, so no attempt is made to determine transport
level issues or to report them to the VI Consumer.

7.2. Error Handling for Reliable’Delivery Connections

The asynchronous error handling mechanism for.Reliable Delivery Connections is invoked in the
case of catastrophic transport or hardware errers. This includes queue hangs, VI NIC errors or
link loss, and catastrophic transport orientedcerrors such as dropped or missed packets.

Upon any error, the Connection is placed into the Error state and will behave according to the
rules discussed in Section 5.4. The_error handling mechanism is also invoked. The VI Consumer
should attempt to clean up and takewhatever action it deems necessary, according to the
conditions of the error.

For Reliable Delivery Vls, the asynchronous error handling mechanism will be invoked for
transport errors after one~0t'more posted Descriptors packets have been completed by the VI
NIC.

7.3. Error’Handling for Reliable Reception Connections

The asynehironous error handling mechanism for Reliable Reception Connections is invoked in
the case,0f catastrophic transport or hardware errors. This includes queue hangs, VI NIC errors
or link 1oss, and transport oriented errors such as dropped or missed packets.

Upon any error, the Connection is placed into the Error state and will behave according to the
rules discussed in Section 5.4. The error handling mechanism is also invoked. The VI Consumer
should attempt to clean up and take whatever action it deemed necessary, according to the

conditions of the error.

For Reliable Reception Connection, the asynchronous error handling mechanism will be invoked
for transport errors after no more than one, and possibly zero, posted Descriptors have been

completed by the VI NIC.
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8. Guidelines

VI Consumers should be aware of the trade-offs in time and resources when using the VI
Architecture. The VI Architecture optimizes only the data transfer path. Some VI Provider
operations are inherently more time consuming than data transfers. These operations are:

and manipulation of the VI NIC page tables. De-registration is also time consuming. Itis
recommended that memory regions are registered infrequently by the VI Consumer and that
space within the memory region is judiciously managed.

e Creation of a VI requires a kernel transition, allocation of resources in the kernel andqin the VI
NIC, and interaction with the VI NIC so that a Doorbell can be created and mapped.into the
VI Consumer’s address space.

e Connection of a VI to another VI implies execution of a protocol between endpoints and
consists of several operations by the VI Consumer and VI Provider.

e Transfer of data that is poorly aligned could result in longer transfer tinies.
Resources available on any given VI NIC are finite.

¢ The number of Vls that a VI NIC supports is finite.

e There may be side effects in over-using the registration/de‘registration process such as
fragmentation of the VI NIC's page tables.

e Registered memory consumes non-pageable memoty on the host node.
¢ The number of Completion Queues that a VI NI€ supports is finite.

e AVI Consumer will have to perform segmentation and reassembly to transfer data larger
than the MTU supported by the VI Provider.

8.1. Scalability

VI Architecture implementers should be especially concerned with scalability considerations. The
interconnect mechanisms, whick/include the VI NIC, the physical media and any switch or
connection facilitator, need‘to scale with the number of instances of the application as well as the
number of applications running within a node. The throughput of the network must scale as well.
Fairness and scalability,must be ensured at all levels to adequately grow the number of active
connections.

A usage modelof(1+M)(N-1) VIs per node is suggested as a minimum number of VIs supported
by an implementation, where N is the number of nodes in a cluster and M is the number of
distinct processes consuming VIs on each node. This allows for one VI in kernel mode, and for
each application to consume one VI to establish a connection to every other node in the cluster.

A sample usage of this formula is a 16 node cluster with three distributed applications running
across all nodes. This would result in (1+3)(16-1) or 100 VIs open in a given machine. This is the
recommended minimum number of VIs that a VI NIC should consider supporting, with 1024 Vs
being a more reasonable number to allow for growth and application flexibility.

Page 35



https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

VI Architecture Specification

9.Appendix A

9.1. Example VI User Agent Overview

This section describes an example functional interface to the VI Architecture. It is meant as an

aid to hardware implementers, to illustrate a reasonably complete software embodiment of the VI
Architecture. The material is presented in the form of groups of related routines, followed by
definitions of data structures, constants and error codes.

9.2. Hardware Connection
9.2.1. VipOpenNic

Synopsis
VIP_RETURN
VipOpenNic(
IN const VIP_CHAR *DeviceName,
OUT  VIP_NIC_HANDLE *NicHandle
)
Parameters

DeviceName: Symbolic name of the device (VI Pravider instance) associated with the NIC.

NicHandle: Handle returned. The handle is tised with the other functions to specify a
particular instance of a VI NIE;

Description

VipOpenNic associates a process.Wwith a VI NIC, and provides a NIC handle to the VI Consumer.
The NIC handle is used in subsequent functions in order to specify a particular NIC.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_ERROR_RESOURCE — An error was detected due to insufficient resources.
VIP_INVALIDZPARAMETER — One of the parameters were invalid.

9.22) VipCloseNic

Synopsis
— VP RETURN
VipCloseNic(
IN VIP_NIC_HANDLE NicHandle
)
Parameters

NicHandle: The NIC handle.

Page 36


https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

VI Architecture Specification

Description

VipCloseNic removes the association between the calling process and the VI NIC that was
established via the corresponding VipOpenNic function.

Returns

VIP_SUCCESS — Operation completed successiully.
VIP_INVALID_PARAMETER - Caller specified an invalid NIC handle.

9.3. Endpoint Creation and Destruction
9.3.1. VipCreateVi

Synopsis
VIP_RETURN
VipCreateVi(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_VI_ATTRIBUTES *ViAttribs,
IN VIP_CQ_HANDLE SendCQHandle,
IN VIP_CQ_HANDLE RecvCQHandle,
OUT VIP_VI_HANDLE *VViHandle
)
Parameters
NicHandle: Handle of the associated VINIC.
ViAttribs: The initial attributes to set for the new VI.

SendCQHandle: The handle of a Completion Queue. If a valid handle, the send Work Queue of
this VI will be associated with the Completion Queue. If NULL, the send queue is
not associated'with any Completion Queue.

RecvCQHandle: The handleof a Completion Queue. If valid, the receive Work Queue of this VI
will be associated with the Completion Queue. If NULL, the receive queue is not
associated with any Completion Queue.

ViHandle: The’‘handle for the newly created VI instance.

Description

VipCreateVi creates an instance of a Virtual Interface to the specified NIC.
TheAttributes input parameter specifies the initial attributes for this VI instance.

The SendCQHandle and RecvCQHandle parameters allow the caller to associate the Work
Queues of this VI with a Completion Queue. If one or both of the Work Queues are associated

with a Completion Queue, the calling process cannot wait on that queue via VipSendWait or
VipRecvWait.

When a new instance of a VI is created, it begins in the Idle state.

Returns

VIP_SUCCESS - Operation completed successfully.
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VIP_ERROR_RESOURCE - Insufficient resources.
VIP_INVALID_PARAMETER - One of the input parameters was invalid.

VIP_INVALID_RELIABILITY_LEVEL — The requested reliability level attribute was invalid or not
supported.

VIP INVALID MTU — The maximum transfer size attribute was invalid or not supported.

VIP_INVALID_QOS - The quality of service attribute was invalid or not supported.
VIP_INVALID_PTAG — The protection tag attribute was invalid.

VIP_INVALID_RDMAREAD - The attributes requested support for RDMA Read, but the V|
Provider does not support it.

9.3.2. VipDestroyVi

Synopsis
VIP_RETURN

VipDestroyVi(

IN VIP_VI_HANDLE ViHandle

)
Parameters
ViHandle: The handle of the VI instance to be destroyed.
Description

VipDestroyVi tears down a Virtual Interface~A VI instance may only be destroyed if the VI is in
the Idle state and all Descriptors on its work queues have been de-queued, otherwise an error is
returned to the caller. Use of the destroyed handle in any subsequent operation will fail.

Returns

VIP_SUCCESS - Operation‘completed successfully
VIP_INVALID_PARAMETER — An invalid VI Handle was specified.

VIP_ERROR_RESOURCE — The VI was not in the Idle state or there are still Descriptors posted
on the work queues.
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9.4. Connection Management
9.4.1. VipConnectWait

Synopsis
VIP_RETURN

vipLonnectvvall(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_NET_ADDRESS *LocalAddr,
IN VIP_ULONG Timeout,
OUT VIP_NET_ADDRESS *RemoteAddr,
OUT VIP_VI_ATTRIBUTES *RemoteViAttribs,
OUT VIP_CONN_HANDLE *ConnHandle

)
Parameters
NicHandle: Handle for an instance of a VI NIC.
LocalAddr: Local network address on which to wait.
Timeout: The count, in milliseconds, that VipConnectWait wijll wait to complete before

returning to the caller. VIP_INFINITE if no time-out is desired. A timeout of zero
indicates immediate return.

RemoteAddr: The remote network address that is requesting a connection.

ConnHandle: A handle to an opaque connection object subsequently used in calls to
VipConnectAccept and VipConnectReject.

RemoteViAttribs: The attributes of the remote.VI endpoint that is requesting the connection.

Description

VipConnectWait is used to look forAdhncoming connection requests.

The caller passes in a local network address that is used to filter incoming connection requests.
The format of the network address is VI Provider specific.

If a matching connectionrequest is not found immediately, VipConnectWait will wait for a request
until the Timeout period,has expired.

If a connection reguest is found that matches the LocalAddress, the caller is returned the remote
address that is requesting a connection, the attributes of the remote endpoint that is requesting
the connectiar,)and a connection handle to be used in subsequent calls to VipConnectAccept or
VipConnectReject.

Retufns

VIP_SUCCESS - The operation has successfully found a connection request.

VIP TIMEQUT — The npprnrinn timed aut_no connection request was. found

VIP_ERROR_RESOURCE — The connection operation failed due to a resource limit.
VIP_INVALID_PARAMETER - One of the parameters was invalid.

Page 39



https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

VI Architecture Specification

9.4.2. VipConnectAccept

Synopsis
VIP_RETURN
VipConnectAccept(
IN VIP_CONN_HANDLE ConnHandle,
N MHRAAHANDEE ViHandle
)
Parameters

ConnHandle: A handle to an opaque connection object created by VipConnectWait.

ViHandle: Instance of a local VI endpoint.

Description

VipConnectAccept is used to accept a connection request and associate.thé.connection with a
local VI endpoint.

The caller passes in the handle of an Idle, unconnected VI endpoint\te-associate with the
connection request. If the attributes of the local VI endpoint confliet\with those of the remote
endpoint, VipConnectAccept will fail. It is the function of the VI Provider to determine if the
connection should succeed based on the attributes of the two)endpoints.

If VipConnectAccept fails, no explicit notification is sent.to the remote end. The caller may
choose to modify the attributes of the local VI endpoift,and try again. In order to reject a
connection request, the VI Consumer must explicitly reject the connection request via the
VipConnectReject function.

Returns

VIP_SUCCESS — The connection was\successfully established.
VIP_INVALID_PARAMETER — Qnesof the parameters was invalid.

VIP_INVALID_ RELIABILITY_LEVEL — The reliability level attribute of the local endpoint
conflicted with'the reliability level of the remote VI.

VIP_INVALID_MTU — The maximum transfer size attribute of the local endpoint conflicted with
the maximum transfer size of the remote endpoint.

VIP_INVALID_QOS~ The quality of service attribute was invalid, or conflicted with the remote
endpoint.

9.4.3. VipConnectReject

Synopsis
VIP_ RETURN
VipConnectReject(
IN VIP_CONN_HANDLE ConnHandle
)
Parameters

ConnHandle: A handle to an opaque connection object created by VipConnectWait.
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Description

VipConnectReject is used to reject a connection request. Notification is sent to the remote end
that the associated connection request was rejected.

Returns

VIP_SUCCESS — The operation completed successtully.
VIP_INVALID_PARAMETER — The ConnHandle parameter was invalid.

9.4.4. VipConnectRequest

Synopsis
VIP_RETURN
VipConnectRequest(
IN VIP_VI_HANDLE ViHandle,
IN VIP_NET_ADDRESS *LocalAddr,
IN VIP_NET_ADDRESS *RemoteAddr,
IN VIP_ULONG Timeout,
OUT VIP_VI_ATTRIBUTES *RemoteViAttribs
)
Parameters
ViHandle: Handle for the local VI endpoint.
LocalAddr: Local network address.

RemoteAddr: The remote network address:

Timeout: The count, in milliseconds, that VipConnectRequest will wait for connection to
complete before returning to the caller, VIP_INFINITE if no time-out is desired. A
timeout value of z€ro Is invalid.

RemoteViAttribs: The attributes.of the remote endpoint if successful.

Description

VipConnectRequestyrequests that a connection be established between the local VI endpoint,
and a remote endpoint. The user specifies a local and remote network address for the
connection.

If a connegtion is successfully established, the specified local address is bound to the local VI
endpoint;.and the attributes of the remote endpoint are returned to the caller. The attributes of
the rémote endpoint allow the caller to determine whether the indicated RDMA operations can be
executed on the resulting connection.

If the remote end rejects the connection, a rejection error is returned. If a connection cannot be
established before the specified Timeout period, a timeout error is returned. Specifying a timeout

value of zero is invalid and will result in an immediate timeout error.

Returns

VIP_SUCCESS - The connection was successfully established.
VIP_TIMEOUT — The connection operation timed out.
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VIP_ERROR_RESOURCE — The connection operation failed due to a resource limit.
VIP_INVALID_PARAMETER - One of the parameters was invalid.
VIP_REJECTED - The connection was rejected by the remote end.

9.4.5. VipDisconnect

Synopsis

VIP_RETURN
VipDisconnect(
IN VIP_VI_HANDLE ViHandle
)

Parameters

ViHandle: Instance of a connected Virtual Interface endpoint.

Description

VipDisconnect is used to terminate a connection. When the local endpoint is disconnected, it
stops processing of all posted Descriptors, all posted Descriptorstare marked completed because
of disconnection, and the local endpoint transitions to the Idle\State.

Returns

VIP_SUCCESS - The disconnect was successful:
VIP_INVALID_PARAMETER - The ViHandle parameter was invalid.

9.5. Memory protection and registration
9.5.1. VipCreatePtag

Synopsis

VIP_RETURN
VipCreateRtag(
IN VIP_NIC_HANDLE NicHandle,
OUT VIP_PROTECTION_HANDLE *ProtectionTag

)

Parameters

NicHandle: The NIC handle associated with the protection tag.

Dyat o T o Tl B-AL + fion ooy
rotccunormag— e Ty protccuorag:
Description

The VipCreatePtag function creates a new protection tag for the calling process. The protection
tag is subsequently associated with VI endpoints via the VipCreateVi function, as well as memory
regions via the VipRegisterMem function. A process may request multiple protection tags.
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For all memory references by the VI Provider, including Descriptors and message buffers, the
protection tag of the VI instance, and the memory region, must match in order to pass the
memory protection check.

The Protection Tag is an element in the VI attributes data structure and the Memory Region
Attributes data structure. The protection tag of a memory region and/or a VI can be changed by
changing their attributes.

B
RCLUrtis

VIP_SUCCESS - The memory protection tag was successfully created.
VIP_ERROR_RESOURCE — The operation failed due to a resource limit.
VIP_INVALID_PARAMETER - One of the parameters was invalid.

9.5.2. VipDestroyPtag
Synopsis

VIP_RETURN
VipDestroyPtag(
IN VIP_NIC_HANDLE NicHangle,
IN VIP_PROTECTION_HANDLE ProtegtionTag

)

Parameters

NicHandle: The NIC handle associated with the“protection tag.
ProtectionTag: The protection tag.

Description

The VipDestroyPtag function destroys a protection tag.
If the specified protection tag is.associated with either a VI instance or a registered memory
region at the time of the call, an error is returned.

Returns

VIP_SUCCESS&-Fhe memory protection tag was successfully destroyed.

VIP_ERROR“RESOURCE - A VI instance or a registered memory region is still associated with
the specified protection tag.

VIP_INVALID_PARAMETER - One of the input parameters was invalid.
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9.5.3. VipRegisterMem

Synopsis
VIP_RETURN
VipRegisterMem(
IN VIP_NIC_HANDLE NicHandle,
N WRRVOID MirtdalAddress;
IN VIP_ULONG Length,
IN VIP_MEM_ATTRIBUTES *MemAttribs,
OuUT VIP_MEM_HANDLE *MemoryHandle
)
Parameters
NicHandle: Handle for a currently open NIC.

VirtualAddress: Starting address of the memory region to be registered.

Length: The length, in bytes, of the memory region.

MemAttribs: The memory attributes to associate with the memory region.
MemoryHandle: If successful, the new memory handle for the region, otherwise NULL.

Description

VipRegisterMem allows a process to register a region of\memory with a VI NIC. Memory used to
hold Descriptors or data buffers must be registered with'this function.

The user may specify an arbitrary size region of.memory, with arbitrary alignment, but the actual
area of memory registered will be registered on page granularity. Registered pages are locked
into physical memory.

The memory attributes include the Protection Tag, and the RDMA enable bits that are initially
associated with the memory region,

Descriptors and data buffers contained within registered memory can be used by any VI with a
matching protection tag that is‘owned by the process. A new memory handle is generated for
each region of memory that.is registered by a process.

The EnableRdmaWrite (memory attribute can be used to ensure that no remote process can
modify a region of mémpory, this could be particularly useful to protect regions of memory that
contain Descriptors (control information). The EnableRdmaRead parameter can be used to
ensure that no réemote process can read a particular region of memory.

Note that the.implementation of VipRegisterMem should always check for read-only pages of
memory andvnot allow modification to those pages by the VI Hardware.

A Length parameter of zero will result in a VIP_INVALID_PARAMETER error.

Thecontents of the memory region being registered are not altered. The memory region must
have been previously allocated by the VI Consumer.

Reot
M\TWUITro

VIP_SUCCESS - The memory region was successfully registered.
VIP_ERROR_RESOURCE - The registration operation failed due to a resource limit.
VIP_INVALID_PARAMETER - One of the parameters was invalid.
VIP_INVALID_PTAG - The protection tag attribute was invalid.
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VIP_INVALID_RDMAREAD - the attributes requested the memory region be enabled for RDMA
Read, but the VI Provider does not support it.

9.5.4. VipDeregisterMem

Synopsis
VIP_RETURN
VipDeregisterMem(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID VirtualAddress,
IN VIP_MEM_HANDLE  MemoryHandle
)
Parameters
NicHandle: The handle for the NIC that owns the memory region being de-registered.

VirtualAddress: Address of the region of memory to be de-registered.
MemoryHandle: Memory handle for the region; obtained from a previous call to VipRegisterMem.

Description

VipDeregisterMem de-registers memory that was previeusly registered using the
VipRegisterMem function and unlocks the associated pages from physical memory. The contents
and attributes of region of virtual memory being.de-registered are not altered in any way.

Returns

VIP_SUCCESS - The memory region<was successfully de-registered.
VIP_INVALID_PARAMETER — One;or more of the parameters was invalid.

9.6. Data transfer and completion operations
9.6.1. VipPastSend

Synopsis
VIP_RETURN
VipPostSend(
IN VIP_VI_HANDLE ViHandle,
IN VIP_DESCRIPTOR *DescriptorPtr,
IN VIP_MEM_HANDLE  MemoryHandle
)
Parameters
ViHandle: Instance of a Virtual Interface.

DescriptorPtr:  Pointer to a Descriptor to be posted on the send queue.
MemoryHandle: The handle for the memory region of the Descriptor being posted.
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VipPostSend adds a Descriptor to the tail of the send queue of a VI, notifies the NIC that a new

Descriptor is available, and returns immediately.

Returns

VIP_SUCCESS — The Send DesCriptor was SUCCESSIUly posted.
VIP_INVALID_PARAMETER - The VI handle was invalid.

9.6.2. VipSendDone

Synopsis
VIP_RETURN
VipSendDone(
IN VIP_VI_HANDLE ViHandle,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.

DescriptorPtr:  Address of the Descriptor that has completed, if any.

Description

VipSendDone checks the Descriptor at the head of the send queue to see if it has been marked
complete. If the operation has completed;the Descriptor is removed from the head of the queue
and the address of the Descriptor is rettrned. Otherwise an error is returned, and the contents of

DescriptorPtr are invalid.

Returns

VIP_SUCCESS — A completed Descriptor was returned.
VIP_NOT_DONE & No completed Descriptor was found.
VIP_INVALID-PARAMETER — The VI handle was invalid.

9.6.3! VipSendWait

Synopsis
VIP_RETURN
VipSendwait(
IN VIP_VI_HANDLE ViHandle,
IN VIP_ULONG TimeOut,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
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Parameters
ViHandle: Instance of a Virtual Interface.
TimeOut: The count, in milliseconds, before control is returned to the caller, VIP_INFINITE

if no time-out is desired.
DescriptorPtr:  Address of the Descriptor that has completed.

Description

VipSendWait checks the Descriptor on the head of the send queue to see if it has been marked
complete. If the send has completed, the Descriptor is removed from the head of the queue.and
the address of the Descriptor is immediately returned.

If the Descriptor at the head of the send queue has not been marked complete, VipSendWait
blocks the caller until a Descriptor is completed, or until the specified timeout has\eXpired.

VipSendWait cannot be used to block on a send queue that has been associated*with a
completion queue. Refer to VipCQWait for a more complete description.

Returns
VIP_SUCCESS - A completed Descriptor was found on the send-queue.
VIP_INVALID_PARAMETER - The VI handle was invalid.

VIP_TIMEOUT — The timeout expired and no completed Descriptor was found.
VIP_ERROR_RESOURCE - This send queue is associated with a completion queue.

9.6.4. VipPostRecv

Synopsis
VIP_RETURN
VipPostRecv(
IN VIP_VI_HANDLE ViHandle,
IN VIR_DESCRIPTOR *DescriptorPtr,
IN \VIP."MEM_HANDLE  MemoryHandle
)
Parameters
ViHandle< Instance of a Virtual Interface.

DescriptorPtr: Pointer to a Descriptor to be posted on the receive queue.
MemoryHandle: The handle for the memory region of the Descriptor being posted.

Bescription

VipPostRecv adds a Descriptor to the tail of the receive queue of the specified VI, notifies the NIC
that a new Descriptor is available, and returns immediately.

Returns

VIP_SUCCESS - The receive Descriptor was successfully posted.
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VIP_INVALID_PARAMETER - The VI handle was invalid.

9.6.5. VipRecvDone

Synopsis
VIP_RETURN
VipRecvDone(
IN VIP_VI_HANDLE ViHandle,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.

DescriptorPtr: Address of the Descriptor that has completed, if any.

Description

VipRecvDone checks the Descriptor on the head of the receive queue to see if it has been
marked complete. If the receive has completed, the Descriptor,isttemoved from the head of the
queue and the address of the Descriptor is returned. Otherwise an error is returned and the
contents of DescriptorPtr are invalid.

Returns

VIP_SUCCESS - A completed receive Descripterwas returned.
VIP_NOT_DONE — No completed Descriptorwas found.
VIP_INVALID_PARAMETER - The VI handle was invalid.

9.6.6. VipRecvWait

Synopsis
VIP_RETURN
VipRecvWait(
N VIP_VI_HANDLE ViHandle,
IN VIP_ULONG Timeout,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.

R Tt it — . I trer
if no time-out is desired.
DescriptorPtr:  Address of the Descriptor that has completed.
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Description

VipRecvWait checks the Descriptor on the head of the receive queue to see if it has been marked
complete. If the receive has completed, the Descriptor is removed from the head of the queue
and the address of the Descriptor is immediately returned.

If the Descriptor at the head of the receive queue has not been marked complete, VipRecvWait
blocks the caller until a Descriptor is completed, or until the specified timeout has expired.

VipRecvWait cannot be used to block on a receive queue that has been associated with a
completion queue. Refer to VipCQWait for a more complete description.

Returns
VIP_SUCCESS - A completed Descriptor was found on the receive queue.
VIP_INVALID_PARAMETER - The VI handle was invalid.

VIP_TIMEOUT - The timeout expired and no completed Descriptor was found.
VIP_ERROR_RESOURCE - This receive queue is associated with a comfpletion queue.

9.6.7. VipCQDone

Synopsis
VIP_RETURN
VipCQDone(
IN VIP_CQ_HANDLE CQHandle,
OUT VIP_VI_HANDLE *ViHandle,
OUT VIP_BOOLEAN *RecvQueue
)
Parameters

CQHandle: The handle of the Completion Queue.

ViHandle: The handleef the VI endpoint associated with the completion, if the return status
indicates success. Undefined otherwise.

RecvQueue: If TRUE, indicates that the completion was associated with the receive queue of
the-VI. If FALSE, indicates that the completion was associated with the send
gueue of the VI. Undefined if the returned status does not indicate success.

Description

VipCQDbone polls the specified Completion Queue for a completion entry (a completed operation).
Ifia;completion entry is found, it returns the VI handle, along with a flag to indicate whether the
completed Descriptor resides on the send or receive queue.

:t ;D U|J tU thC ba::;l IU PIUbCDD tU oubocqucl It:_y ;I IVU:’\C thc G.'JPIU’JI IG.tC fLII Ibt;ull tU abtua”y dc L{UCLIC
the completed Descriptor. The completed Descriptor may only be de-queued by the function
VipSendDone or VipRecvDone. VipCQDone only dequeues the completion entry from the
Completion Queue.

It is possible for a process to have multiple threads, some of which are waiting for completions on
a Completion Queue, and others polling the Work Queues of an associated VI. In this case, the
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caller must be prepared for the case where the Completion Queue indicated a completion, but a
subsequent call to de-queue the Descriptor fails.

If a process has associated a Work Queue of a VI instance with a Completion Queue, it may not
block directly on that Work Queue via the VipSendWait or VipRecvWait functions.

Returns

VIP_SUCCESS - A completion entry was found on the Completion Queue.
VIP_NOT_DONE — No completion entries are on the Completion Queue.
VIP_INVALID_PARAMETER — The Completion Queue handle was invalid.

9.6.8. VipCQWait

Synopsis
VIP_RETURN
VipCQWait(
IN VIP_CQ_HANDLE CQHandle,
IN VIP_ULONG TimeOut,
OUT VIP_VI_HANDLE *ViHandle,
OUT VIP_BOOLEAN *RecvQueue
)
Parameters

CQHandle: The handle of the Completion Queue.

TimeOut: The number of milliseconds to:-block before returning to the caller, VIP_INFINITE
if no time-out is desired.
ViHandle: Returnedto the caller. The handle of the VI endpoint associated
with the completion if‘feturned status indicates success.

RecvQueue: If TRUE, indicates\that the completion was associated with the receive queue of
the VI. If FALSE, indicates that the completion was associated with the send
queue of the*VI. Undefined if the returned status does not indicate success.

Description

VipCQWait polls-the/specified completion queue for a completion entry (a completed operation).
If a completionentry was found, it immediately returns the VI handle, along with a flag to indicate
the send orreceive queue, where the completed Descriptor resides.

If no complé€tion entry is found, the caller is blocked until a completion entry is generated, or until
the TimeOut value expires.

It.is\Up to the calling process to subsequently invoke the appropriate function to actually de-queue
the completed Descriptor. The completed Descriptor may only be de-queued by the function
VipSendDone or VipRecvDone.

It is possible for a process to have multiple threads, some of which are checking for completions
on a completion queue, and others polling the work queues of an associated VI directly. In this
case, the caller must be prepared for the case where the completion queue indicated a
completion, but a subsequent call to de-queue the Descriptor fails.

If a process has associated a work queue of a VI instance with a completion queue, it may not
block directly on that work queue via the VipSendWait or VipRecvWait functions. If this is
attempted, the function returns VIP_INVALID_PARAMETER.

Page 50



https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

VI Architecture Specification

Returns

VIP_SUCCESS — A completion entry was found on the completion queue.
VIP_INVALID_PARAMETER — The completion queue handle was invalid.
VIP_TIMEOUT — The request timed out and no completion entry was found.

9.6.9. VipSendNotify

Synopsis
VIP_RETURN
VipSendNotify(
IN VIP_VI_HANDLE ViHandle,
IN VIP_PVOID Context,
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_NIC_HANDLE NicHandle,
IN VIP_VI_HANDLE ViHandle,
IN VIP_DESCRIPTOR *DescriptorPtr
)
)

Parameters

ViHandle: Instance of a Virtual Interface.

Context: Data to be passed through to the'\Handler as a parameter. Not used by the VI
Provider.

Handler: Address of the user-defined-function to be called when a single Descriptor
completes. This functianyis not guaranteed to run in the context of the calling
thread. The handler function is called with the following input parameters:
Context: Data passed through from the function call. Not used by the VI

Provider.
NicHandle: Handle of the NIC.
ViHandle: Instance of a Virtual Interface.
DescriptorPtr:  Address of the Descriptor that has completed.
Description

VipSendNotify is used by the VI Consumer to request that the Handler routine be called when a
Descripter'completes.
VipSendNotify checks the Descriptor on the head of the send queue to see if it has been marked

complete. If the Descriptor has completed, it is removed from the head of the queue and the
Handler is invoked with the address of the completed Descriptor as a parameter.

I The DeSCriptor at the head of the send queue nas not been marked complete, VipSendNotTy Wil
enable interrupts for the given VI Send Queue. When a Descriptor is completed, the handler will
be invoked with the address of the completed Descriptor as a parameter..

This registration is only associated with the VI Send Queue for a single completed Descriptor. In
order for the Handler to be invoked multiple times, the function must be called multiple times.

Destruction of the VI will result in cancellation of any pending function calls.
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VipSendNotify cannot be used to block on a send queue that has been associated with a
Completion Queue. Refer to VipCQNotify for a more complete description.

Returns
VIP_SUCCESS - The routine was successfully completed.
VIP_INVALID_PARAMETER - The VI handle was invalid or the function call address was invalid.

9.6.10. VipRecvNotify

Synopsis
VIP_RETURN
VipRecvNotify(
IN VIP_VI_HANDLE ViHandle,
IN VIP_PVOID Context,
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_NIC_HANDLE NicHandle,
IN VIP_VI_HANDLE ViHandley
IN VIP_DESCRIPTOR *DesetriptorPtr
)
)

Parameters

ViHandle: Instance of a Virtual Interface.

Context: Data to be passed through te;the Handler as a parameter. Not used by the VI
Provider.

Handler: Address of the user-defined function to be called when a single Descriptor
completes. This fungction is not guaranteed to run in the context of the calling
thread. The handler function is called with the following input parameters:
Context: Data passed through from the function call. Not used by the VI

Provider.
NicHandle: Handle of the NIC.
ViHandle: Instance of a Virtual Interface.
DescriptorPtr:  Address of the Descriptor that has completed.
Description

VipRecyNotify is used by the VI Consumer to request that the Handler routine be called when a
Deseriptor completes.

VipRecvNotify checks the Descriptor on the head of the receive queue to see if it has been
marked complete. If the Descriptor has completed, it is removed from the head of the queue and

the Handler 1s invoked with the address of the completed Descriptor as a parameter.

If the Descriptor at the head of the receive queue has not been marked complete, VipRecvNotify
will enable interrupts for the given VI Receive Queue. When a Descriptor is completed, the
handler will be invoked with the address of the completed Descriptor as a parameter..

This registration is only associated with the VI Receive Queue for a single completed Descriptor.
In order for the Handler to be invoked multiple times, the function must be called multiple times.
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Destruction of the VI will result in cancellation of any pending function calls.

VipRecvNotify cannot be used to block on a receive queue that has been associated with a
Completion Queue. Refer to VipCQNotify for a more complete description.

Returns
VIP_SUCCESS - The routine was successfully completed.

VIP_ERROR_RESOURCE - The receive queue of the VI is associated with a Completion
Queue.

9.6.11. VipCQNotify

Synopsis
VIP_RETURN
VipCQNotify(
IN VIP_CQ_HANDLE CQHandle,
IN VIP_PVOID Context,
IN void(*Handler)(
IN VIP_PVOID Context;
IN VIP_NIC_HANDLE NieHandle,
IN VIP_VI_HANDLE ViHandle,
IN VIP_BOOLEAN RecvQueue
)
)

Parameters

CQHandle: Instance of a Completion.Queue.

Context: Data to be passed throeugh to the Handler as a parameter. Not used by the VI
Provider.

Handler: Address of the(user-defined function to be called when a single Descriptor
completes, This function is not guaranteed to run in the context of the calling
thread. The,handler function is called with the following input parameters:
Context: Data passed through from the function call. Not used by the VI

Provider.
NicHandle: Handle of the NIC.
ViHandle: Instance of a Virtual Interface.
RecvQueue: If TRUE, indicates that the completion was associated with the
receive queue of the VI. If FALSE, indicates that the completion
was associated with the send queue of the VI.
Description

VipCQNotify is used by the VI Consumer to request that the Handler routine be called when a
Descriptor completes on a VI Work Queue that is associated with a Completion Queue.

VipCQNotify checks the Entry on the head of the Completion queue to see if it indicates that a
Descriptor has been marked complete. If there is an entry, the Entry is removed from the
Completion Queue and the Handler is invoked with the ViHandle and RecvQueue set
appropriately to indicate to the VI Consumer which Work Queue contains the completed
Descriptor.
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If there is no valid Completion Queue Entry, VipCQNotify enables interrupts for the given
Completion Queue. When a Completion Queue Entry is generated, the handler will be invoked.

This registration is only associated with the Completion Queue for a single entry. In order for the
Handler to be invoked multiple times, the function must be called multiple times.

Destruction of the Completion Queue will result in cancellation of any pending function calls.

Returns

VIP_SUCCESS - The routine was successfully completed.

VIP_INVALID_PARAMETER — The VI handle, the CQ Handle or the function call address was
invalid.

9.7. Completion Queue Management
9.7.1. VipCreateCQ

Synopsis
VIP_RETURN
VipCreateCQ(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_ULONG EntryCount,
OUT VIP_CQ_HANDLE *CQHandle
)
Parameters

NicHandle: The handle of the associated/NIC.
EntryCount: The number of completion entries that this Completion Queue will hold.
CQHandle: Returned to the caller. The handle of the newly created Completion Queue.

Description

VipCreateCQ creates anew Completion Queue. The caller must specify how many completion
entries that the queue nust contain. If successful, it returns a handle to the newly created
Completion Queue:

Returns

VIP_SUCCESS - A new Completion Queue was successfully created.
VIPINVALID_PARAMETER — The NIC handle was invalid.

VIP> ERROR_RESOURCE — The Completion Queue could not be created due to insufficient
resources.

9.7.2. VipDestroyCQ
Synopsis

VIP_RETURN
VipDestroyCQ(
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IN VIP_CQ_HANDLE CQHandle
)

Parameters

CQHandle: The handle of the Completion Queue to be destroyed.

Daceorintian
SeFption
VipDestroyCQ destroys a specified Completion Queue. If any VI Work Queues are associated

with the Completion Queue, the Completion Queue is not destroyed and an error is returned,

Returns

VIP_SUCCESS - The Completion Queue was successfully destroyed.

VIP_INVALID_PARAMETER — The Completion Queue handle was invalid.

VIP_ERROR_RESOURCE - The Completion Queue could not be destroyéd because the Work
Queues of one or more VI instances are still associated.with it.

9.7.3. VipResizeCQ

Synopsis
VIP_RETURN
VipResizeCQ(
IN VIP_CQ_HANDLE CQHandle,
IN VIP_ULONG EntfyCount
)
Parameters
CQHandle: The handle of the CGompletion Queue to be resized.

EntryCount: The new number,of completion entries that the Completion Queue must hold.

Description

VipResizeCQ modifies_ the size of a specified Completion Queue by specifying the new number of
completion entries.that it must hold. This function is useful when the potential number of
completion entrieS'that could be placed on this queue changes dynamically.

Returns
VIP.SUCCESS - The Completion Queue was successfully resized.

VIP- INVALID_PARAMETER — The Completion Queue handle was invalid.
VIP_ERROR_RESOURCE — The Completion Queue could not be resized because of insufficient

resources.
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9.8. Querying Information
9.8.1. VipQueryNic

Synopsis

VIP_RETURN

VIpQUETYNIT{
IN VIP_NIC_HANDLE NicHandle,
OUT  VIP_NIC_ATTRIBUTES *Attributes

)

Parameters

NicHandle: The handle of a VI NIC.

Attributes: Returned to the caller, contains NIC-specific information.

Description

VipQueryNic returns information for a specific NIC instance. The jnformation is returned in the
NIC Attributes data structure.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER - The NIC handle wa§’invalid.

9.8.2. VipSetViAttributes

Synopsis
VIP_RETURN
VipSetViAttributes(
IN VIR, VI_HANDLE ViHandle,
IN VIP_VI_ATTRIBUTES *Attributes
)
Parameters
ViHandle; The handle of a VI instance.
Attributes: The attributes to be set for the VI.
Description

VipSetViAttributes attempts to modify the attributes of a VI instance. If the VI Provider does not

support the requested attributes, or if the VI is in a state that does not allow the attributes to be
modified, then it returns an error.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER - One of the input parameters was invalid.
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VIP_INVALID_RELIABILITY_LEVEL — The requested reliability level attribute was invalid or not
supported.

VIP_INVALID_MTU — The maximum transfer size attribute was invalid or not supported.
VIP_INVALID_QOS — The quality of service attribute was invalid or not supported.
VIP_INVALID_PTAG - The protection tag attribute was invalid.

VIP_INVALID RDMAREAD — The attributes requested support for RDMA Read, but the VI

Provider does not support it.

9.8.3. VipQueryVi

Synopsis
VIP_RETURN
VipQueryVi(
IN VIP_VI_HANDLE ViHandle,
OUT VIP_VI_STATE *State,
OUT VIP_VI_ATTRIBUTES *Attributes
)
Parameters
ViHandle: The handle of a VI instance.
State: The current state of the VI.
Attributes: Returned to caller, contains VI-spegific information.
Description

VipQueryVi returns information for a specific VI instance. The VI Attributes data structure and the
current VI State are returned.

Returns

VIP_SUCCESS - Operation.completed successfully.
VIP_INVALID_PARAMETER — The VI handle was invalid.

9.8.4. VipSetMemAttributes

Synopsis
VIP.RETURN
VipSetMemAttributes(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID Address,
TN ViIPMEMHANDLE MermHardte;
IN VIP_MEM_ATTRIBUTES *MemAttribs
)
Parameters
NicHandle: The handle of the NIC where the memory region is registered.
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Address: The base address of the memory region.
MemHandle:  The handle of the memory region.
MemaAittribs: The memory attributes to set for this memory region.

Description

\/innﬂ\/InmA'rfrihn'rnQ modifies the attributes of a rngiefnrnrl memaorny rnginn If the \/| Provider

does not support the requested attribute, it returns an error. Modifying the attributes of a memory
region, while a data transfer operation is in progress that refers to that memory region, can result
in undefined behavior, and should be avoided by the VI Consumer.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER — The Memory Handle or Address was invalid.
VIP_INVALID_PTAG — The protection tag attribute was invalid.

VIP_INVALID_RDMAREAD - The attributes requested support for RDMA Read, but the VI
Provider does not support it.

9.8.5. VipQueryMem

Synopsis
VIP_RETURN
VipQueryMem(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID Address,
IN VIP_MEM_HANDLE MemHandle,
OUT VIP_MEM_ATTRIBUTES *MemAttribs
)
Parameters
NicHandle: The handfe‘of the NIC where the memory region is registered.
Address: The base address of the memory region.

MemHandle:  Fhehandle of a memory region.
MemaAittribs: The memory attributes of this memory region.

Description

VipQueryMem returns the attributes of a registered memory region to the caller.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER — The Memory Handle or Address was invalid.
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9.8.6. VipQuerySystemManagementinfo
Synopsis

VIP_RETURN
VipQuerySystemManagementinfo(
IN VIP_NIC_HANDLE NicHandle,

1IN MR _LILONG nfoTvna
™ T oo oYy

PSS

OUT VIP_PVOID *SysManinfo
)

Parameters

NicHandle: The handle of a VI NIC.
InfoType: Specifies a particular piece of system management information.
SysManinfo:  Pointer to a system management information structure.

Description

VipQuerySystemManagementinfo returns system management information about the specified
NIC. The InfoType parameter allows the caller to specify specific-pieces of information. The
types of information that can be retrieved are VI Provider specific. The content of the System
Management Information Structure is VI Provider specific.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER — The NIC handle:was invalid.

9.9. Error handling
9.9.1. VipErrorCalback

Synopsis

VIP_RETURN
VipErrorCattback(
IN VIP_NIC_HANDLE NicHandle,

IN VIP_PVOID Context,
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_ERROR_DESCRIPTOR  *ErrorDesc
)
)
Parameters

NicHandle: Handle of the NIC

Context: Data to be passed through to the Handler as a parameter. Not used by the VI
Provider.
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Handler: Address of the user-defined function to be called when an asynchronous error
occurs. This function is not guaranteed to run in the context of the calling thread.
The error handler function is called with the following input parameters:

Context: Data passed through from the function call. Not used by the VI
Provider.
ErrorDesc: The error Descriptor.

Description

VipErrorCallback is used by the VI Consumer to register an error handling function with the VI
Provider. If the VI Consumer does not register an error handling function via this call, a default
error handler will log the error according to operating system conventions.

If an error handling function has been specified via the VipErrorCallback function, the default error
handling function can be restored by calling it with an Handler parameter of NULL.

Asynchronous errors are those errors that cannot be reported back directly into ‘a.Descriptor. The
following is a list of possible asynchronous errors:

e Post Descriptor Error — The virtual address and memory handle of the*Descriptor was not
valid when attempting to post a Descriptor.

e Connection Lost — The connection on a VI was lost and the associated VI is in the error state.

e Receive Queue Empty — An incoming packet was dropped/because the receive queue was
empty.

e VI Overrun — The VI Consumer attempted to post tee_many Descriptors to a Work Queue of a
VL.

e RDMA Write Protection Error — A protection ertor was detected on the remote end of an
RDMA Write operation. If the RDMA write_operation contained immediate data, this status
would be reported in the associated Desg¢riptor, and not via the asynchronous error
mechanism.

e RDMA Write Data Error — A data corruption error was detected on the remote end of an
RDMA Write operation. If the RDMA write operation contained immediate data, this status
would be reported in the associated Descriptor, and not via the asynchronous error
mechanism.

e RDMA Write Packet Aport — Indicates a partial packet was detected on the remote end of an
RDMA Write operation. If the RDMA write operation contained immediate data, this status
would be reported-in the associated Descriptor, and not via the asynchronous error
mechanism.

¢ RDMA Read Protection Error — A protection error was detected on the remote end of an
RDMA<Read operation.

e Completion Protection Error - When reporting completion, this could result from a user de-
registering a memory region containing a Descriptor after the Descriptor was read by the
hardware but before completion status was written.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER — One or more of the input parameters were invalid.
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9.10. Data Structures and Values
9.10.1. Return Codes

The various functions described herein return error or success codes of the type VIP_RETURN.
The possible values for VIP_RETURN follow:

e VIP_SUCCESS - The function completed successfully.

e VIP_NOT_DONE — No Descriptors are completed on the specified queue.

e VIP_INVALID_PARAMETER — One or more input parameters were invalid.

e VIP_ERROR_RESOURCE - An error occurred due to insufficient resources.
e VIP_TIMEOUT - The request timed out before it could successfully complete.
e VIP_REJECT — A connection request was rejected by the remote end.

e VIP_INVALID_RELIABILITY_LEVEL - The reliability level attribute for a VI was invalid or not
supported.

e VIP_INVALID_MTU — The maximum transfer size attribute for a VI wasiinvalid or not
supported.

e VIP_INVALID_QOS — The quality of service attribute for a VI was-invalid or not supported.
e VIP_INVALID_PTAG - The protection tag attribute for a Vt or-a memory region was invalid.

e VIP_INVALID_RDMAREAD — A memory or VI attribute requested support for RDMA Read,
but the VI Provider does not support it.

The declaration for VIP_RETURN is as follows:

typedef enum {
VIP_SUCCESS,
VIP_NOT_DONE,
VIP_INVALID_PARAMETER,
VIP_ERROR_RESOURCE,
VIP_TIMEOUT,
VIP_REJECT,
VIP_INVALID_RELIABILITY’ LEVEL,
VIP_INVALID_MTU,
VIP_INVALID_QOS,
VIP_INVALID_PTAG,
VIP_INVALID(RDMAREAD

} VIP_RETURN

9.10.2-~ VI Descriptor

The MV Descriptor is the data structure that describes the system memory associated with a VI
Packet. For data to be transmitted, it describes a gather list of buffers that contain the data to be
transmitted. For data that is to be received, it describes a scatter list of buffers to place the

mecomina-data It also contains fields for cantrol and -status information-—and-has variants to
J 7

accommodate send/receive operations as well as RDMA operations.

Descriptors are made up of three types of segments; control, address and data segments. The
control segment is the first segment for all Descriptors. An address segment follows the control
segment for Descriptors that describe RDMA operations. A variable number of data segments
come last that describe the system buffer(s) on the local host.

Page 61



https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

typedef union {

VI Architecture Specification

VIP_UINT64  AddressBits;
VIP_PVOID Address;

} VIP_PVOID64

typedef struct {
VIP_PVOID64 Next;
\VIP_MEM HANDIE  NextHandle:
VIP_UINT16 SegCount;
VIP_UINT16 Control;
VIP_UINT32 Reserved,;
VIP_UINT32 ImmediateData;
VIP_UINT32 Length;
VIP_UINT32 Status;

} VIP_CONTROL_SEGMENT

typedef struct {
VIP_PVOID64 Data;
VIP_MEM_HANDLE Handle;
VIP_UINT32 Reserved,;

} VIP_ADDRESS SEGMENT

typedef struct {
VIP_PVOID64 Data;
VIP_MEM_HANDLE  Handle;
VIP_UINT32 Length;

} VIP_DATA_SEGMENT

The possible values for the Control field of the Control Segment are as follows:

#define
#define
#define
#define
#define

VIP_CONTROL_OP_SENDRECV
VIP_CONTROL_OP_RPMAWRITE
VIP_CONTROL_OP-RDMAREAD
VIP_CONTROL IMMEDIATE
VIP_CONTROE’QFENCE

0x0000
0x0001
0x0002
0x0004
0x0008

The possible values for the Status field of the Control Segment are as follows:

#define  VIP.STATUS_DONE 0x00000001
#define  NIP/STATUS_FORMAT_ERROR 0x00000002
#define - VIP_STATUS_PROTECTION_ERROR 0x00000004
#define™y~ VIP_STATUS_LENGTH_ERROR 0x00000008
#definé-” VIP_STATUS_PARTIAL_ERROR 0x00000010
#define  VIP_STATUS_DESC_FLUSHED_ERROR 0x00000020
#défine  VIP_STATUS_TRANSPORT_ERROR 0x00000040
#define  VIP_STATUS_RDMA_PROT_ERROR 0x00000080
#define  VIP_STATUS_REMOTE_DESC_ERROR 0x00000100
#define  VIP_STATUS_ERROR_MASK 0X000001FE
#define  VIP_STATUS_OP_SEND 0x00000000
#define  VIP_STATUS_OP_RECEIVE 0x00010000
#define  VIP_STATUS_OP_RDMA_WRITE 0x00020000
#define  VIP_STATUS_OP_REMOTE_RDMA WRITE  0x00030000
#define  VIP_STATUS_OP_RDMA_READ 0x00040000
#define  VIP_STATUS_OP_MASK 0x00070000
#define  VIP_STATUS_IMMEDIATE 0x00080000
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9.10.3. Error Descriptor

The error Descriptor is used by the error handling routine VipErrorCallback. It is used to
determine the layer of software or hardware that caused the failure, and all relevant information
that is available about the error.

An error Descriptor is passed ta the user supplied error handler that was registered via
VipErrorCallback. The error Descriptor contains the following fields:

NIC handle — Indicates the NIC, or VI Provider, that is reporting the error.

Resource code — Allows the application to tell if the error was due to a NIC problem, VI
problem, queue problem or Descriptor problem.

VI handle — If non-NULL, refers to the VI instance related to the error.

Operation code — Describes the operation being performed when the error was detected.
This code is the same as the ‘completed operation’ code that is described in‘the Descriptor
status field.

Descriptor pointer — If non-NULL, refers to the Descriptor related to.the.érror.

Error code — A numeric code that identifies the specific error.

The declaration of the error Descriptor is as follows:

typedef struct {

VIP_NIC_HANDLE NicHandle;
VIP_VI_HANDLE ViHandle;
VIP_CQ_HANDLE CqgHandle;
VIP_DESCRIPTOR *DescriptafPtr;
VIP_ULONG OpCode;
VIP_RESOURCE_CODE ResourceCode;
VIP_ERROR_CODE ErrorCode

} VIP_ERROR_DESCRIPTOR

Possible values for ResourceCodelare:

typedef enum _VIP_RESQURCE_CODE {
VIP_RESOURCE:NIC,
VIP_RESOURCE) VI,
VIP_RESOURCE_CQ,
VIP_RESOQURCE_DESCRIPTOR

} VIP_RESOURCE_CODE

Possible values for ErrorCode follow, refer to the description of VipErrorCallback for a more
complete description:
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typedef enum _VIP_ERROR_CODE {
VIP_ERROR_POST_DESC,
VIP_ERROR_CONN_LOST,
VIP_ERROR_RECVQ _EMPTY,
VIP_ERROR_VI_OVERRUN,
VIP_ERROR_RDMAW_PROT,

VIP_ERROR_RDMAW_DATA,
VP _ERROR RDMAW AROPT1

VIP_ERROR_RDMAR_PROT,
VIP_ERROR_COMP_PROT
} VIP_ERROR_CODE

9.10.4. NIC Attributes

The NIC attributes structure is returned from the VipQueryNic function. It contains ihformation
related to an instance of a NIC within a VI Provider. All values that are returned\in'the NIC
Attributes structure are static values that are set by the VI Provider at the time that it is initialized.
It is not required that the VI Provider return dynamically updated values withifrthis structure at
run-time.

Name — The symbolic name of the NIC device.

Hardware Version — The version of the VI Hardware.

ProviderVersion — The version of the VI Provider.

NicAddressLen — The length, in bytes, of the local NICladdress.

LocalNicAddress — Points to a constant array of bytés containing the NIC Address.
ThreadSafe — Synchronization model (threadcsafe / not thread safe)

MaxDiscriminatorLen — The maximum number of bytes that the VI Provider allows for a
connection discriminator.

MaxRegisterBytes — Maximum number of bytes that can be registered
MaxRegisterRegions — Maximumnumber of memory regions that can be registered.

MaxRegisterBlockBytes — Largest contiguous block of memory that can be registered, in
bytes.

MaxVI — Maximum mumber of VI instances supported by this VI NIC.

MaxDescriptorsPerQueue — Maximum Descriptors per VI Work Queue supported by this VI
Provider.

MaxSegmentsPerDesc — Maximum data segments per Descriptor that this VI Provider
supports.

MaX€Q — Maximum number of Completion Queues supported.

MaxCQEntries — The maximum number of Completion Queue entries that this VI NIC will
Support per Completion Queue.

MaxTransferSize — The maximum transfer size supported by this VI NIC. The maximum

transter size 1s the amount of data that can be described by a single VI Descriptor.

NativeMTU — The native MTU size of the underlying network. For frame-based networks, this
could reflect its native frame size. For cell-based networks, it could reflect the MTU of the
appropriate abstraction layer that it supports.

MaxPTags — The maximum number of Protection Tags that is supported by this VI NIC. Itis
required that all VI Providers can support at least one Protection Tag for each VI supported.
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The declaration of the NIC attributes structure is as follows:

typedef struct {

VIP_CHAR Name [64];
VIP_ULONG HardwareVersion;
VIP_ULONG ProviderVersion;
VIP_UINT16 NicAddressLen;

canst VIP_UINTS

VI Architecture Specification

9.10.5.

*LacallNicAddress;

VIP_BOOLEAN ThreadSafe;
VIP_UINT16 MaxDiscriminatorLen;
VIP_ULONG MaxRegisterBytes;
VIP_ULONG MaxRegisterRegions;
VIP_ULONG MaxRegisterBlockBytes;
VIP_ULONG MaxVI;

VIP_ULONG MaxDescriptorsPerQueue;
VIP_ULONG MaxSegmentsPerDesc;
VIP_ULONG MaxCQ;

VIP_ULONG MaxCQEntries;
VIP_ULONG MaxTransferSize;
VIP_ULONG NativeMTU;
VIP_ULONG MaxPtags;

}VIP_NIC_ATTRIBUTES

VI Attributes

The VI attributes contain VI specific information. The W attributes are set when the VI is created
by VipCreateVi, can be modified by VipSetViAttributes; and can be discovered by VipQueryVi.
The VI attributes structure contains:

ReliabilityLevel — Reliability level of the VI(unreliable service, reliable delivery, reliable
reception). As an attribute of a VI, it isthé requested class of service for the requested
connection.

MaxTransferSize — As input parameter, it is the requested maximum transfer size for this
connection. As output parameter, it is the granted Maximum Transfer Size for the
connection. The Transfer Size specifies the amount of payload data that can be transferred in
a single VI packet.

QoS — As input parameter, it is the requested quality of service for the connection. As output
parameter, it is the granted quality of service for the connection.

Ptag — The protection tag to be associated with the VI.

EnableRdmaWrite — If TRUE, accept RDMA Write operations on this VI from the remote end
of a cohnection.

EnableRdmaRead - If TRUE, accept RDMA Read operations on this VI from the remote end
of.a connection.

The declaration of the VIP_VI_ATTRIBUTES is as follows:
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typedef struct {

VIP_RELIABLITY_LEVEL ReliabilityLevel;
VIP_ULONG MaxTransferSize;
VIP_QOS QoS;
VIP_PROTECTION_HANDLE Ptag;
VIP_BOOLEAN EnableRdmaWrite;
VIP_BQQILEAN EnableRdmaRead

}VIP_VI_ATTRIBUTES

The possible values for VIP_RELIABILITY_LEVEL are:

typedef enum {
VIP_SERVICE_UNRELIABLE,
VIP_SERVICE_RELIABLE_DELIVERY,
VIP_SERVICE_RELIABLE_RECEPTION
} VIP_RELIABILITY_LEVEL

9.10.6. Memory Attributes

The memory attributes structure contains the attributes of registered memory regions. The
attributes of a registered memory region are set by VipRegistérMem, can be modified by
VipSetMemAittributes, and can be discovered by VipQueryMem. The memory attributes structure
contains:

e Ptag — The protection tag to be associated with a<tegistered memory region.
e EnableRdmaWrite — If TRUE, allow RDMA Write operations into this registered memory
region.

e EnableRdmaRead — If TRUE, allow RDMA Read operations from this registered memory
region.

typedef struct {
VIP_PROTECTION_HANDLE Ptag;
VIP_BOOLEAN EnableRdmaWrite;
VIP_BOOLEAN EnableRdmaRead
} VIP_MEM_ATTRIBUTES

9.10.7. VFEEndpoint State

The VI State (Idle, Pending Connect, Connected, and Error). The VI State is returned from the
queryVKfunction. The type for VI endpoint state is VIP_VI_STATE, the possible values are:

typedef enum {
VIP_STATE_IDLE,

MIR_STATE CONNECTED,
VIP_STATE_CONNECT_PENDING,
VIP_STATE_ERROR

} VIP_VI_STATE
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9.10.8. VI Network Address

A VI Network Address holds the network specific address for a VI endpoint. Each VI Provider may
have a unique network address format. It is composed of two elements, a host address and an
endpoint discriminator. These elements are qualified with a byte length in order to maintain
network independence.

typedef struct {

VIP_UINT16 HostAddressLen;

VIP_UINT16  DiscriminatorLen;

VIP_UINT8 HostAddress[1];
}VIP_NET_ADDRESS

The HostAddress array contains the host address, followed by the endpoint discriminatof.
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10. Appendix B

10.1. Example Descriptor Format Overview

This Appendix describes an example format for Descriptors. The NIC hardware is aware of this

format, and cooperates with software in managing it. The format of a Descriptor is independent of
physical media type.

Descriptors are in little-endian byte order. Any media or architecture that cannot support this byte
order will require software or hardware translation of Descriptors and data.

Descriptors are composed of segments. There are three types of segments: control, address and
data. All segments of a single Descriptor must be in the order described below. Descriptors
always begin with a Control Segment. The Control Segment contains control and status
information, as well as reserved fields that are used for queuing.

An Address Segment follows the Control Segment for RDMA operations. Thissegment contains
remote buffer address information for RDMA Read and RDMA Write operations.

The Data Segment contains information about the local buffers of a send; receive, RDMA Write,
or RDMA Read operation. A Descriptor may contain multiple Data Segments.

The format of a send or receive Descriptor is shown in Figure 7. The format of an RDMA
Descriptor is shown in Figure 8.

1514 1312 811 70 byte offset
seg : .
control count |Mmemory handle [ next descriptor virtual address
Control
. . Segment
status total length |[immediate data reserved
) Data
seg length | memory handle buffer virtual address Segment
Figure 7: Send and Receive Descriptor Format
1514 1312 811 7.0 byte offset
seg . .
control sount | memory handle | next descriptor virtual address
Control
. . Segment
status total length |[immediate data reserved
remote . Address
reserved remote buffer virttaladdress Segment
memory handle
) Data
seg length [ memory handle buffer virtual address Segment

Figure 8: RDMA Descriptor Format
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10.2. Descriptor Control Segment

The fields of a Control Segment are described below. All Reserved fields must be zero or a
format error will occur.

Next Descriptor Virtual Address (control segment bytes 7:0):

This field links a series of Descriptors to form the send and receive queues for a VI. The
value is the virtual address of the next Descriptor on a queue. A VI Consumer fills in this

field in the Descriptor that is currently the tail of a queue to add a new Descriptor to the
gueue.

Next Descriptor Memory Handle (control segment bytes 11:8)

This field is the matching memory handle for the Next Descriptor Virtual Address-~A™VI
Consumer fills in this field when it fills in the Next Descriptor Virtual Address figld.

Descriptor Segment Count (control segment bytes 13:12)

This field contains the number of segments following the Control Segment; including the
Address Segment, if present. A VI Consumer sets this field when formatting the
Descriptor.

Control Field (control segment bytes 15:14)

This field contains control bits or information pertaining tothe-entire Descriptor. The VI
Consumer sets the bits in this field when formatting the Descriptor. These bits indicate
specific actions to be taken by the VI when processing/the Descriptor.

This Control Field contains sub-fields, as follows:
Control field bits 1:0: Operation Type
Defines the operation for this Descriptor. Acceptable values are:

00: Indicates that this is a Send operation if this Descriptor is posted on the send
queue. Indicates that thiss a Receive operation if this Descriptor is posted
on the receive queue.

01: Indicates that this:sis.a RDMA Write Descriptor if posted on the send queue.
This value is invalid if this Descriptor is posted on the receive queue, and will
result in a format error.

10: Indicates-that this is a RDMA Read Descriptor if posted on the send queue.
This value is only valid if the underlying VI Provider supports RDMA Read
operations. This value is invalid if this Descriptor posted on the receive
dueue, and will result in a format error.

21+-This value is undefined and will result in a format error.
Controhfield bit 2: Immediate Data Indication

If this bit is set, it indicates that there is valid data in the Immediate Data field of
this Descriptor.

If this is a Send Descriptor, it indicates that the data in the Immediate Data field is
to be transferred to the corresponding Receive Descriptor on the remote end of
the connection.

s Tsam RDMA Wite Descriptor, itindicates that the data i the mmediate
Data field is to be transferred to the corresponding Receive Descriptor on the
remote end of the connection. Normally RDMA Writes do not consume
Descriptors on the remote node, but Immediate Data will cause this to happen.

This bit is ignored for RDMA Read operations. Immediate Data is not transferred
with RDMA Read operations. This will not result in a format error. The
Immediate Data is simply ignored.
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If this is a pending Receive Descriptor, this bit is ignored. Once the Descriptor is
completed, this bit is used to indicate that the Immediate Data contains valid data
that was sent from the connected VI.

Control field bit 3: Queue Fence

The Queue Fence bit, when set, inhibits processing of the Descriptor until all

previous RDMA Read operations on the same queue are complete. This feature
is discussed in section 6312

Control field bits 15:4: Reserved

These bits are reserved for future use. They must be set to zero by the VI
Consumer or a format error will occur.

Reserved (control segment bytes 19:16):

This field is a reserved field. It must be set to zero by the VI Consumer or afermat error
will result.

Immediate Data (control segment bytes 23:20):

This field allows 32 bits of data to be transferred from the Descriptor 6f a Send or RDMA
Write operation to a corresponding Descriptor in the connected-\/I's Receive Queue.
Immediate Data is used in conjunction with the Immediate Data-thdication bit of the
Control Field in the Control Descriptor.

This field is optionally set by the VI Consumer in the case-of Send and RDMA Write
operation and is returned to the VI Consumer in the/case of Receives. The Immediate
Data field is ignored for RDMA Read operations.

Length Field (control segment bytes 27:24)

This field contains the total length of the data described by the Descriptor. The VI
Consumer sets this field when formatting the Descriptor. For send Descriptors, this field
must specify the sum of the Local Buffer Length fields of all Data Segments for the
packet. For outstanding receive Descriptors, this field is undefined. The VI NIC will use
the length parameters in the individual Data Segments when determining reception
length.

Upon completion of data transfer, this field is set by the VI NIC to reflect the total number
of bytes transferred fromjin the case of a Send or RDMA Write, or to, in the case of
Receive or RDMA Read, the Data Segment buffers. If the Descriptor completed with an
error, the Length field is undefined.

Status (control segment bytes 31:28):

This field contains status information that is written by a VI NIC in order to complete a
Descriptor! A VI Consumer polls for completion of a Descriptor by reading this field in the
Work-Queue completion model. In general, the format of the status field is that bits 0:15
allow’the VI Consumer to easily check for successful completion or for completion in
efror. Bits 16:31 contain flags to provide additional information to the VI Consumer. The
VI Consumer must set this field to zero before posting a Descriptor.

The format for the Status Field is shown below.

op

dome

reserved flags code error flags
|| |
31 23 18 16 7 bit O

Figure 9: Status Field Format

The individual bits of the Status Field are defined as follows:
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Status Field, bit 0: Done

This bit is set to 1 by a VI Provider to indicate that Descriptor execution has
completed. Zeroes in hits 1 through 15 of the status field indicate successful
completion. A 1 in any of the bits 1 through 15 of this field indicates that an error
was detected during Descriptor execution.

This bit in the Descriptor is set according to the level of reliability of the
Connection. as discussed in Section 2.5

Status Field, bit 1: Local Format Error

This field is set if the locally posted Descriptor has a format error. This includes
errors such as invalid operation codes, reserved fields set by the software and
invalid VI Identifiers. It does not include errors covered by other error bits!

This bit is valid on all Descriptor and Connection types.
Status Field, bit 2: Local Protection Error

This field is set if the locally posted Descriptor's data segment address and
memory handle pair does not point to a protection table entry.that is valid for the
requested operation. This may indicate a bad memory harfidle, a bad virtual
address, mismatched protection tags, or insufficient rights for the requested
operation.

This bit is valid on all Descriptor and Connectiontypes.
Status Field, bit 3: Local Length Error

This field is set if the sum of the locally posted Descriptor's Data Segment
lengths exceed the VI NIC's MTU on a-Descriptor posted to the send queue. It
will also be set if the total of the locally posted Descriptor's data segment lengths
does not match the control segmenitlength field of a Descriptor posted to the
send queue.

This bit will be set if the totalof the locally posted Descriptor's data segment
lengths is too small to receive the incoming packet for Descriptors posted to the
Receive Queue.

This bit is valid on@ll Descriptor and Connection types.
Status Field, bit 4: Partial Packet Error

This bit willbe set on a Descriptor posted to the send queue if an error was
detected after a partial packet was put on the fabric. This bit will be set in
conjunction with another bit that indicates the error causing the abort.

For-Descriptors posted to the receive queue, this bit indicates and aborted or
truncated packet was received.

This bit is valid on all Descriptor and Connection types.
Status Field, bit 5: Descriptor Flushed

This bit indicates that the Descriptor was flushed from the queue when the VI
was disconnected. The VI may have been disconnected either explicitly or due
to an error.

TS bitTs vatidomattDescriptor and-Conmection types.

Status Field, bit 6: Transport Error
This bit is used to indicate that there was an unrecoverable data error, data could
not be transferred, data was transferred but corrupted, the corresponding

endpoint was not responding or VI NIC link problem. If this bit is set, the VI has
transitioned to the Error state.
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On Unreliable connections, this bit is only valid on Receive Descriptors. For
Reliable Delivery connections, this bit is only valid on receive and RDMA Read
Descriptors. On Reliable Reception connections, this bit is valid on all types of
Descriptors.

Status Field, bit 7: RDMA Protection Error

This bit is set if the source of the RDMA Read, or destination of an RDMA Write,
had a protection error detected at the remote node

This bit is not valid for Descriptors on Unreliable Connections. For Reliable
Delivery Connections, this bit is set only on RDMA Read Descriptors. On
Reliable Reception Connections, this bit is set either on RDMA Read or RDMA
Write Descriptors. This bit is not set on other Descriptor types.

Status Field, bit 8: Remote Descriptor Error

This bit is set if there was a length, format, or protection error in a B&scriptor
posted at the remote node. It is also set if there was no receive Descriptor
posted for the incoming packet.

For Unreliable and Reliable Delivery Connections, this bit is'not valid for any
Descriptor posted. For Reliable Reception Connections; this bit is only set on
Send Descriptors and RDMA Write Descriptors with immediate Data.

Status Field, bits 15:9: Reserved Error Bits

These bits are reserved for future use and must be set to zero by VI Providers
complying with this version of the specification.

Status Field, bits 18:16: Completed Operation Code

This field describes the type of operation completed for this Descriptor. The
codes within this field are arranged<such that the least significant bit (LSB)
denotes the queue on which this‘eperation completed. An LSB of zero denotes
that the operation completed-on the Send Queue, while an LSB of 1 denotes that

the operation completed onvthe Receive Queue. The possible (binary) values
are:

000b: Send-operation completed.
001b: Receive operation completed.
01Qb: RDMA Write operation completed.

011b: Remote RDMA Write operation completed. This value indicates
that an RDMA Write operation that was initiated on the remote end of the
connection completed and consumed this Descriptor (implying that
immediate data is available in the Immediate Data field).

100b: RDMA Read operation completed (if supported, otherwise
undefined).

101b through 111b: are undefined.
Status Field, bit 19: Immediate Flag

This bit is set when the Immediate Data field is valid for a Descriptor on the
Receive queue The Immediate Flag is set at the completion of a Recejve

operation, or at the target side of a RDMA Write operation when a Receive
Descriptor is consumed.

Status Field, bit 31:20 Reserved Flag Bits

These bits are reserved for future use and must be set to zero by VI Providers
complying with this version of the specification.
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10.3. Descriptor Address Segment

The second Segment in a Descriptor is the Address Segment. This segment is only included in
RDMA operations. It is not included in normal Send operation nor in Receive Descriptors of any
type, since all RDMA requests are posted to the Send queue.

The purpose of this segment is to identify to the VI NIC the virtual address on the remote node
where the RDMA Data is to be read from or written to. The virtual address must reside in a

Memory Region registered by the process associated with the remote VI. The remote virual
address and corresponding memory handle must be known to the local process before an RDMA
request is initiated.

Remote Buffer Virtual Address (address segment bytes 7:0):

For an RDMA Write operation, this value specifies the virtual address of the destination
buffer at the remote end of the connection. For RDMA Read operation, it spetifies the
source buffer at the remote end of the connection.

Remote Buffer Memory Handle (address segment bytes 11:8):

This field contains the memory handle that corresponds to the Remote’/Buffer Virtual
Address.

Reserved (address segment bytes 15:12):

This field is reserved, and must be set to zero by the VI Consumer or the Descriptor will
be completed in error due to a format error.

10.4. Descriptor Data Segment

Zero or more Data Segments can exist within a Descriptor.

Every VI NIC has a limit on the number of Data Segments that a Descriptor may contain. All VI
NICs must be able to handle at least 252 Data:Segments in a single Descriptor. Each VI Provider
should supply a mechanism by which a VI:€ohsumer can determine the maximum number of
Data Segments supported by the Provider:

The minimum number of Data Segments that can be included in a Descriptor is zero. Itis
possible to send only Immediate.Data in a Descriptor, although even that need not be sent.

The total sum of the buffer lengths described by the Data Segments in a Descriptor cannot
exceed the MTU of the VI NIC’or a length error will result.

Local Buffer Virtual Address (data segment bytes 7:0):

This field coentains the virtual address of the data buffer described by the segment. This
field must-be filled in by the VI Consumer.

Local Buffer‘Memory Handle (data segment bytes 11:8):

Thisfield contains the corresponding Memory Handle for the Local Buffer Virtual
Address.

Local'Buffer Length (data segment bytes 15:12):

This field contains the length of the Local Buffer pointed to by the Local Buffer Virtual
Address field. Zero is a valid value for this field.
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11. Appendix C

11.1. Example Hardware Model Overview

This Appendix describes an example hardware model for a VI NIC. Also included is a discussion

of the associated VI Kernel Agent. The reader can use this chapter to help solidify the
architectural concepts previously discussed. Implementers may wish to use the example model
as a starting point for their own design.

11.2. Example VI NIC

This section describes an example hardware model for a VI NIC.

The VI Architecture relies on a significant portion of the functionality to be implemented in VI NIC
hardware to achieve the lowest communication latency. The following diagram shows the
example VI NIC hardware model:

\ | Lo | 1
! 1 Do '] Hostd,
| ! Queues ' ! Interrupt ; } cPU(s) |
| I I
 Host . &Buffers | | Queue | | | }
emory L ___________. [ S L G- —— -
\_ N Ao ! /
Memory % Memory
Mapped DMA Status Interrupt Mapped
Accesses Accesses Writes Signals Accesses
| T
Doorbell I NIC Reg

S 1 NIC to Host Interface
pace | Space

Per-VI A NIC
Doorbell Tokens & 110 Rer-VI Control
Interrupt Enables Data Status & Status
| Y
1

1 | Common Control

Hardware
|  (Queue Management)

A

VI (n)

Context Transmit & Receive

Hardware +>

Multiplexed
1/0 Traffic

A
/

Figure 10: VI NIC Hardware Model

This hardware controls a set of Virtual Interfaces and schedules (multiplexes) between them in an
order determined by a transmit scheduling mechanism and an input data stream.

tvirtualizes-the-hardware interfaces-and-associates-each-with-a V- by storing-contextforeach-

and each direction of transfer. When the common hardware executes a time slice for a given VI
and direction, it uses the corresponding context to control the operation of the common hardware.

It multiplexes data traffic from host memory through the NIC out to the network in an order
determined by a transmit scheduler and keeps the transmit hardware fed from host memory
accordingly.
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It executes virtualized receive interfaces and feeds receive data to host memory in an order
determined by the order of packets received from the network.

It manages the network side of all VI queues and directly accesses queues and buffers in host
memory through DMA transactions.

It recognizes transactions to Doorbell pages within the host’s physical address space and in
response, tracks the number of Descriptors posted on each VI queue.

tttranstates virtuataddressinformationreceivedimDescriptors, Doorbetttokens,and - RBMA
pseudo addresses to physical addresses and ensures that the owner of the associated VI also
owns the physical memory addressed.

It provides asynchronous notification of significant events to the host through DMA writes of per*
VI interrupt status words to a global interrupt queue in host memory. In addition, when necessary,
it uses an interrupt signal to invoke execution of the interrupt handler of its associated VI.Kernel
Agent.

It enables the host to access registers and memories on the NIC via programmed /O
transactions by kernel level driver software to provide overall control and initialization of the
hardware resources.

11.2.1. Hardware Interface

11.2.1.1. Address Translation

Memory is registered with the VI NIC for two reasons:
1) to allow the NIC to perform virtual to physical‘address translation
2) to allow the NIC to perform protection checking.

Consumers are able to use virtual addresses to refer'to VI Descriptors and communication
buffers. The VI NIC is able to translate from virtual to physical addresses through the use of its
Translation and Protection Table (TPT). The;TPT of the example NIC resides on the NIC in order
to assure fast, non-contentious access andtecause it is accessed during performance critical
data movement. The fields of each TPFentry are:

a) a physical page address
b) a protection tag

c) an RDMA Write Enable Bit
d) an RDMA Read Enable Bit
e) a Memory-Write Enable Bit

The size of the TPI"is configurable. There is one entry in the TPT for each page that can be
registered bydhe user. A memory region of N contiguous virtual pages consumes N contiguous
entries in the JTPT.
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Figure 11: Translation and Rrotection Table

When a memory region is registered with the NIC, the Kernel Agent allocates a contiguous set of
entries from the TPT and initializes them with the‘corresponding physical page addresses and
protection tag specified by the process that registered the memory region. The protection tag
specified by the process when it creates a \/Fis stored in the context memory of the VI. The NIC
has access to the protection tag in both of-these areas, allowing it to compare these values to
detect invalid accesses

Page sizes larger than 4KB are supported and page size may differ among nodes of the SAN.
For page sizes larger than 4KBthe'low order bits of the memory handle are sacrificed to make
room for an offset field larger-than 12 bits. This reduces the number of pages that can be
mapped, but the amount ef\memory that can be registered is constant regardless of the page size

On a node with a page size larger than 4KB the 32-bit memory handle is returned from the
register memory operation with the corresPonding low order bits set to 0. The example hardware
model has a TPF-with 2*? entries. Only 2** bytes of the virtual address space may be mapped by
the TPT at any time; i.e., the number of bits used for the offset and the significant number of bits
in the handle are a total of 44 bits.

A pseudo‘@address is an internal construct that supports remote-DMA operations. The pseudo
address'is transmitted from the RDMA initiator (in a control field of the RDMA request) to specify
thesremote address to read from or write to. Pseudo addresses are formed from virtual addresses
by’multiplying the corresponding protection index (see Figure 11) by the page size and adding the
page offset.

Because of the scheme described above for support of page sizes larger than 4KB, the
calculation of a pseudo address can be done without knowing the page size of the remote node.

11.2.1.2. Doorbells

A Doorbell is a window in memory that allows a process to inform the NIC that a new Descriptor
is available on a Work Queue. There is a Doorbell for every Work Queue. With respect to a
process, a Doorbell is a location in its virtual address space. With respect to the NIC, a Doorbell
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is a memory mapped control register. The Kernel Agent provides Doorbell mappings for all
processes and Work Queues.

To ring a Doorbell software writes a Doorbell token to a Doorbell register. Upon receiving the
Doorbell token the NIC increments a counter of outstanding requests on the associated Work
Queue. Whenever the NIC completes processing of a Descriptor it decrements the counter of
outstanding requests. The counter allows the NIC to determine whether there is work pending on
a Work Queue.

The format of the Doorbell token is shown in Table 2 below. The Doorbell is 64 bits long to
support up to 64 bit addressing. If the host supports atomic 64 bit writes then the entire Doorbell
can be written at once. If the host only supports 32 bit atomic writes then only the low-order 32
bits of the Doorbell can be written and addressing is limited to 32 bits. When the NIC sees al32
bit write to the Doorbell it assumes the high-order 32 bits of the token are zero.

Table 2: Doorbell Token Format

Bits Use Description

63:44  Unused

43:X Protection Index The protection index corresponding to the registered virtual
address of the Descriptor for the current data movement
operation request.

X-1:6  Descriptor Offset  The offset, in 64<byte increments, into the physical page where
the newly postéd Descriptor starts. The physical page size for
the host system determines how many bits are in this field.

5:0 Reserved Reserved for future use.

Where X is the number of bits in‘the offset portion of a virtual address; e.g., 12 for a 4KB page
size

Descriptors are posted by en-queuing them on the tail of a send or receive Work Queue and
writing a token to the, VI's corresponding send or receive Doorbell. Doorbell tokens are formed
using the followifg,calculation:

DoorbellToken = Virtual Address of Descriptor - (Handle << 12)

11.2,1°8: Marking Completion

When'the NIC finishes processing a Descriptor it writes the status and length back to the
Descriptor. Included in the status is the ‘done’ bit, which passes control back to the VI Consumer
from the VI NIC.

It there Is a Completion Queue associated with the VI then information identitying the VI and
queue (i.e., send or receive) on which the operation completed is written to the next Completion
Queue entry and the Completion Queue pointer is incremented.

11.2.1.4. NIC Context

11.2.1.4.1. Per-VI NIC Context
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For each VI the NIC keeps the following context:
e Protection tag associated with the VI

e An RDMA Read enable bit

e An RDMA Write enable bit

e The Maximum Transfer Size for this VI

ForeaciTsend and Teceive Work ueue on eachn vitne NIC Keeps tne TOIIOWing COritext.
e Count of outstanding operations on the queue

e Address of next Descriptor on the queue

e Reference to Completion Queue associated with the queue (NULL if none)

¢ Indicator as to whether interrupts are enabled for the queue (NA if a Completion Queue is
associated with the V1)

11.2.1.4.2. Per-Completion Queue NIC Context

For each Completion Queue the NIC keeps the following context:
e Address of start of Completion Queue

e Number of entries in Completion Queue

e Address of next entry in Completion Queue

¢ Indicator of whether interrupts are enabled for this Completion Queue

11.2.1.5. Packet Format

A network packet consists of a header, a data payload, and a payload CRC. One network packet
is generated for each Descriptor placed on a send'Work Queue.

Note: The example hardware model assumeés a single network frame per packet. A more
complex implementation may break a packet into a series of cells to prevent a single large packet
from tying up the network for long periogds.

11.2.1.5.1. Packet Header
Each network packet contains a-header consisting of the following fields:
e The VI for which the-packet is intended

e An opcode specifying the operation to perform; i.e., SEND, RDMA Write, RDMA Read-
Request, or RDMA Read-Reply

¢ Immediate data (NA for RDMA Read)

e Byte count; this is the length of the payload for send and RDMA/Write, and the number of
bytesto read in the case of RDMA Read

o Apseudo address of the region to read or write (RDMA operations only)
*\"~CRC covering the header

112152 Data Dnylnnd

Concatenation of all the data buffers specified in the data segment of the send or RDMA/Write
Descriptor. The data payload is of length O for RDMA Read-Request.

11.2.1.5.3. Payload CRC
CRC covering the data payload, it is ignored in the case of RDMA Read-Request.
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11.2.2. NIC Hardware Functions

11.2.2.1. Transmit Hardware Functions

The transmit hardware for a VI NIC reads a Descriptor from host memory, generates the CRC-32
values for the header and trailer, assembles a complete physical layer frame and transmits the
frame to the network. Each time a frame is transmitted the NIC writes completion status to the

Pnrrncnnnrhnn send nnct‘rlnfnr I a f‘r\mnlnhnn ﬁl leue-is-associatedwith the send \\aork nllﬂlln

compleuon status is also wr|tten to the next Complet|on Queue entry. If interrupts are enabled for
the send Work Queue the NIC issues an interrupt.

A round-robin transmit scheduling mechanism is used to ensure timely servicing of all active,send
queues and provide fairness in arbitration between Vls. This functionality must be implemented in
hardware to provide efficient multiplexing between a large number of VIs.

11.2.2.2. Receive Hardware Functions

VI receive queues are serviced according to the sequence that frames are received from the VI
fabric. The NIC attempts to always have the Descriptor segments for each,active VI pre-fetched
and ready for execution when the corresponding frame is received; note,\however, that not all
incoming frames consume a Descriptor.

The receive hardware reads the frame header from the network and‘checks the header CRC.
Further processing of incoming frames depends on the opcode contained in the header:

Send: If the frame header control field indicates there is imntediate data it is copied to the
corresponding receive Descriptor’'s immediate data field. The’NIC then sets up DMA operations to
copy data from the frame payload into the memory regiens specified by the receive Descriptor’s
data segments. When processing of a frame completes’the NIC writes completion status to the
receive Descriptor. If a Completion Queue is associated with the receive Work Queue then
completion status is also written to the next Completion Queue entry. If interrupts are enabled for
the receive Work Queue then the NIC issues-an interrupt.

RDMA/Write: The NIC sets up DMA operations to copy data from the frame payload into the
memory region specified by the RDMA pseudo address field of the frame header. If the frame’s
control field header indicates there is.n0 immediate data associated with this RDMA/Write then no
receive Descriptor is consumed,-no-completion status is written, and no interrupts are generated.

If the frame header control fieldindicates that there is immediate data it is copied to the
corresponding receive Descriptor's immediate data field and the NIC writes completion status to
the receive Descriptor. If a*Completion Queue is associated with the receive Work Queue
completion status is alsg written to the next Completion Queue entry. If interrupts are enabled for
the receive Work Queue then the NIC issues an interrupt.

Read-RequestiA’‘Read-Request opcode indicates the initiation of an RDMA Read operation.
The refereneeimplementation does not specify RDMA Read operation.

Read-Repty: A Read-Reply opcode indicates the reply to an RDMA Read operation. The
reference implementation does not specify RDMA Read operation.

11:2.2.3. Interrupt Support
The example VI hardware model provides a global interrupt queue. The NIC writes entries to the

queue In response to events generated at both the VI level and the NIC level. Entries in the global
interrupt queue contain an interrupt code and identify whether the interrupt was for a particular VI
and Work Queue, Completion Queue or is related to the NIC as a whole.

The VI architecture requires support for two kinds of asynchronous events: completions and
errors. The flow diagram in Figure 12 shows the hardware and software model for handling these
events. Note that Figure 12 assumes that the thread entering the wait path has mutually exclusive
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access to the VI work queue. Only those errors that cannot be reported through Descriptor status
are reported asynchronously.

Software Hardware
VI Programming Interface

VI Level Interrupt State Machine

Wait Primitive Return Init Error Thread * ‘
no

Target Descriptor Update Queue Handle Error, VI Descriptor Non-Descriptor
Done? Head Pointer Re-enable Error Done? \ VI Error?
Interrupt
A
L

Record Error
Status

VI Done
Interrupt

Disable VI
Done Interrupt

VI Errof, Interrupt
Enabled?

Enable VI Enabled?
Done Interrupt
Send VI
Send VI
Target Descriptor Done Interrupt (E:Ir;r;; Interrupt,
Done? Disable VI Error Status
Done Interrupt Disable VI
: Error Interrupt
Wake-up : :
___________________________ iy M
' ]
' 1
' NIC Driver 1 OS
Sleep, TR , mmeenas '
\?\IIEEF;V o Wait for Error o
ait for Done Notification '
Notification DoneInterrupt |, Error Interrupt
status v v status
Send Error .
Notification |
Send Done NIC Interrupt
Notification | Handler

Figure 12: Asynchronous Event Model

11.3. Kernel Agent Example

This section is.a functional description of a VI Kernel Agent associated with the example VI NIC
hardware.

The VI Kernél Agent implements the set of software services inside the target operating system. It
is implemented as a kernel-mode driver containing control and resource management functions.
They.reside in the kernel to provide centralized control and trusted operation using the facilities of
the-operating system itself.

Functionally, the services are:

¢ Network Device Control and Management
e Virtual Interface Resource Management

e Completion Queue Resource Management
e Host Memory Management

e Connection Management
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e Asynchronous Error Delivery

11.3.1. NIC Initialization

The Kernel Agent is responsible for initializing its internal state, as well as the NIC hardware at
the time that it is first invoked. Normally, the Kernel Agent will perform initialization at system
initialization time, or at the time that it is loaded and initially entered by its host operating system.

11.3.2. Interrupt Processing

The Kernel Agent is responsible for the handling of all NIC device interrupts. When the Kernel
Agent initializes, it must register itself with the OS in order to receive interrupts from its associated
VI NIC. When interrupts are generated by the NIC, it must dispatch them to the proper thredd
that is waiting for the event.

11.3.3. Memory Registration

The memory registration function is implemented in the Kernel Agent. Kernel'mode privilege is
required in order to translate the caller’s virtual address to physical addresses, to lock the pages
into physical memory, and to access the protection entries of the VI NIC:

Refer to the example function VipRegisterMem in Section 9.5.3.

11.3.4. Memory De-registration

Memory de-registration is implemented in the Kernel Agent,»Kernel mode privilege is required to
unlock the caller’s pages from physical memory and to invalidate the protection entries of the VI
NIC.

Refer to the example function VipDeregisterMem in/Section 9.5.4.

11.3.5. Setting and QueryingsMemory Attributes

The memory attributes for a registered memiory region are managed in the Kernel Agent. It
maintains the state of each memory region and sets the appropriate flags in the protection entries
of the VI NIC.

The memory attributes that are-visible to the VI Consumer are the Protection Tag, the RDMA
Write Enable and the RDMA Redad Enable. The example Kernel Agent also maintains an
additional bit, the Memory.Wiite Enable bit. The Memory Write Enable allows the Kernel Agent to
check for pages that are marked as read-only by the Virtual Memory system, and protect them
from being modified By the VI NIC.

Refer to the example functions VipSetMemAttributes and VipQueryMem in Section 9.

11.3.6. ~VI Creation

Creates.ainew Virtual Interface instance, allocates its resources and sets the initial state. It
returns\a VI identifier to the calling process along with the information needed in order to
magnipulate that VI.

Refer to the example function VipCreateVi in Section 9.3.1.

T 37— ViDestruction
Tears down a Virtual Interface, and frees any associated resources in kernel memory, as well as

on the VI NIC. If the specified VI is not in the idle state, or if all of the Descriptors have not been
de-queued from its work queues, the VI will not be destroyed.

Refer to the example function VipDestroyVi in Section 9.3.2.
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11.3.8. Setting and Querying VI Attributes

The Kernel Agent manages the attributes of a VI. It maintains the state of each VI instance and
sets the appropriate state in the VI NIC. The initial attributes of the VI are set when the VI is
created. VI attributes can subsequently be changed. If the VI is in a state such that changing the
attributes would cause non-deterministic behavior, the request to change the attributes fails.
Querying the attributes of a VI simply passes the current values back to the caller.

Rof datlo laf ' AW LW, W T I R A\ Lo AW = i O
MTTTT U UIT TAAITTPIC TUTTCUUTTS VIPDOTLVIAWTIVULITS Alfu VIP\WUCTTy v OTLUUIT J.

11.3.9. Protection Tag Creation
Creates a new protection tag for a specified NIC instance.

Protection tags must be unique identifiers for a particular instance of a NIC. Protection tags-are
subsequently associated with VI endpoints, and with registered memory regions. Theprotection
tag needs a reference count to ensure that they cannot be destroyed while associatee’with an
active VI, or with a registered memory region.

Refer to the example function VipCreatePtag in Section 9.5.1.

11.3.10. Protection Tag Destruction

Destroys a previously created protection tag. A protection tag shouldZnot be destroyed unless it
has no current associations to VI instances or registered memory-tegions.

Refer to the example function VipDestroyPtag in Section 9.5.2«

11.3.11. Connection Management

The Kernel Agent implements all connection management operations.

Refer to the example functions VipConnectWait, ¥ipConnectRequest, VipConnectAccept and
VipConnectReject in Section 9.4.

11.3.12. Block on Send and\Receive

For the example VI NIC, the blocking sémantics for send are implemented directly in the Kernel
Agent. The block on send functionblocks the calling thread until a done interrupt is generated by
the NIC for the associated VI Work Queue.

11.3.13. Create Completion Queue

Creates a new Completion Queue instance, allocates its resources and sets the initial state. It
returns a Completien Queue identifier to the calling process along with the information needed in
order to manipulate-that Completion Queue.

Refer to the éxample function VipCreateCQ.

11.3.14. Resize Completion Queue

Thekernel agent implements the resizing of Completion Queues. This operation allows the VI
Censumer to dynamically grow or shrink the number of entries that the Completion Queue can
potentially hold. The Kernel Agent is responsible for allocating the resources and registering
them with the NIC in support of the Completion Queue structure.

For the hardware example, three steps are performed by this function:

1. A new Completion Queue is created.
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2. The NIC is informed of the new Completion Queue parameters, such as the queue
address and size; once it knows of the new Completion Queue the NIC places all
subsequent completion status in the new queue.

3. At the point that software next checks the original previous Completion Queue and
finds no completed entry, software starts using the new queue, and can destroy the
previous queue. This solution requires that software must be able to atomically change
the (‘nmlnlntinn Queue address and Ipng’rh parameters stored in the NIC

Refer to the example function VipResizeCQ in Section 9.7.3.

11.3.15. Block on Completion Queue

In this reference, the blocking semantics for Completion Queues is implemented directly in the
Kernel Agent. The block on Completion Queue function blocks the calling thread until a.done
interrupt is generated by the NIC for the associated VI.

11.3.16. Destroy Completion Queue

Destroys a Completion Queue instance and de-allocates its resources.

Refer to the example function VipDestroyCQ in Section 9.7.2.

11.3.17. Error Callback

It is the responsibility of the Kernel Agent to associate completion events with Consumer
specified error handler functions, and to deliver all asynchronous errors to the Consumer.

11.3.18. Resource cleanup

When a process exits, a mechanism must be provided to allow the Kernel Agent to de-allocate all
of its resources associated with that VI Provider*Normal OS mechanisms must allow the Kernel
Agent to be notified when a process exits so that it can do resource cleanup. The Kernel Agent
keeps track of all per-process resources associated with a Consumer’s access to a NIC.
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1.Introduction

1.1. Overview

The Intel VI Architecture Developer’s Guide describes the Virtual Interface Provider Library (VIPL)
and the VI Kernel Agent along with illustrative programming examples and application notes.

VIPL is based on the example VI User Agent in Appendix A of the VI Architecture Specification
Version 1.0, with annotations, errata corrections and proposed extensions in italics to provide a
more complete interface for implementers and developers. The VI Kernel Agent is a component,
of the operating system required by the VI Architecture that subsumes the role of the device
driver for the VI NIC and includes the kernel software needed to register communication geémory
and manage VIs.

1.2. Terminology

1.2.1. Acronyms and Abbreviations

API Application Programming Interface. A collection of fanction calls exported by
libraries and/or services.

CRC Cyclic Redundancy Check. A number derived/from, and stored or transmitted
with, a block of data in order to detect corruption. By recalculating the CRC and
comparing it to the value originally transmitted, the receiver can detect some
types of transmission errors.

DMA Direct Memory Access. A facility that allows a peripheral device to read and write
memory without intervention bythe CPU.

IHV Independent Hardware Vendar: Any vendor providing hardware. Used
synonymously at times with.VI Hardware Vendor.

MTU Maximum Transfer Unif_The largest frame length that may be sent on a physical
medium.

NIC Network Interface.Controller. A NIC provides an electro-mechanical attachment

of a computer to“a network. Under program control, a NIC copies data from
memory to the network medium, transmission, and from the medium to memory,
receptionyand implements a unique destination for messages traversing the
netwaork.

osv Operating System Vendor. The software manufacturer of the operating system
that is running on the node under discussion.

QOS Quality of Service. Metrics that predict the behavior, speed and latency of a
given network connection.

SAN System Area Network. A high-bandwidth, low-latency network interconnecting
nodes within a distributed computer system.

SAR Segmentation and Re-assembly. The process of breaking data to be transferred
into quantities that are less than or equal to the MTU, transmitting them across

the network and then reassembling them at the receiving end to reconstruct the
original data.

TCP/IP Transmission Control Protocol/Internet Protocol. A standard networking protocol
developed for LANs and WANSs. This is the standard communication protocol
used in the Internet.
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VM Virtual Memory. The address space available to a process running in a system
with a memory management unit (MMU%. The virtual address space is usually
divided into pages, each consisting of 2" bytes. The bottom N address bits (the
offset within a page) are left unchanged, indicating the offset within a page, and
the upper bits give a (virtual) page number that is mapped by the MMU to a
physical page address. This is recombined with the offset to give the address of
a location in physical memory.

1.2.2. Industry Terms

Callback A scheme used in event-driven programs where the program registers a function,
called the callback handler, for a certain event. The program does not call the
callback handler directly. Rather, when the event occurs, the handler is invoked
asynchronously, possibly with arguments describing the event.

Data Payload The amount of data, not including any control or header information,\that can be
carried in one packet.

Frame One unit of data encapsulated by a physical network protocot-header and/or
trailer. The header generally provides control and routing.ibformation for directing
the frame through the network fabric. The trailer generally contains control and
CRC data for ensuring packets are not delivered with-Cerrupted contents.

Link A full duplex channel between any two network falric elements, such as nodes,
routers or switches.

Message An application-defined unit of data interchafhge. A primitive unit of communication
between cooperating sequential processes.

Message Latency
The elapsed time from the initiationvof a message send operation until the
receiver is notified that the entire message is present in its memory.

Message Overhead
The sum of the times required to initiate transmission of a message, notify the
receiver that the message Is available, and the non-bandwidth dependent
latencies (e.g. time.for'a NIC to process data) incurred in moving a message
from the source to(the destination.

Network Fabric
The collection-of routers, switches, connectors, and cables that connects a set of
nodes.

Network Partition
Alnéetivork partition is when a network of nodes breaks into two (or more)
séparate subnetworks where no communication can occur between the
Ssubnetworks.

Node A computer attached by a NIC to one or more links of a network, and forming the
origin and/or destination of messages within the network.

Packet A primitive unit of data interchange between nodes, comprised of a set of data
segments transmitted in an ordered stream. A packet may be sent as a single
frame, or may be fragmented into smaller units (cells) such that cells for various

nackatomav ba tntarlaavad tn tha folhvio bt tha trancricoinn arday of ~alle for o

PaCitC o oy e e T C oV C O e oo T o oottt et A t o o SToT T OToc T o Ce oo™

packet is preserved and manifest as a contiguous unit at a receiving node.

Server The class of computers that emphasize 1/0 connectivity and centralized data
storage capacity to support the needs of other, typically remote, client computers.

Workstation, or Client
The class of computers that emphasize numerical and/or graphic performance
and provide an interface to a human being.
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1.2.3. VI Architecture Terms

The following terms are introduced in this document.

Address Segment
The second of the three segments that comprise a remote-DMA operation
Descriptor, specifying the memory region to access on the target.

Ay AT +1 o W, PN vl
oo e atroTT IviCTIToTy

Any region of a process’ memory that is registered with the VI Provider to serve
for storage of Descriptors and/or as communication buffers; i.e., any region of a
process’ memory that will be accessed by the VI NIC.

Connection  An association between a pair of VIs such that messages sent using either VI
arrives at the other VI. A Vl is either unconnected, or connected to one and only
one other VI.

Control Segment
The first component of a Descriptor containing information regarding the type of
VI NIC data movement operation to be performed, the status.of a completed VI
NIC data movement operation, and the location of the nex{'Descriptor on a Work
Queue.

Completion Queue
A queue containing information about completed/Descriptors. Used to create a
single point of completion notification for multiple queues.

Completion Queue Entry
A single data structure on a Completion.Queue that describes a completed
Descriptor. This entity contains sufficient information to determine the queue that
holds the completed Descriptor.

Data Segment A component of a Descriptor specifying one memory region for the VI NIC to use
as a communication buffer.

Descriptor A data structure recognized by the VI NIC that describes a data movement
request. A Descriptor‘is-organized as a list of segments. A Descriptor is
comprised of a control segment followed by an optional address segment and an
arbitrary numberof data segments. The data segments describe a
communication-buffer gather or scatter list for a VI NIC data movement
operation.

Doorbell A mechanism for a process to notify the VI NIC that work has been placed on a
Woark\Queue. The Doorbell mechanism must be protected by the operating
system—i.e., for address protection, only the operating system should be able to
establish a Doorbell—and the VI NIC must be able to identify the owner of a VI
by the use of its Doorbell.

Done The state of a Descriptor when the VI NIC has completed processing it._This term
is not used in this document, refer to Section 5.5 for a description of Descriptor
states.

Immediate Data
Data contained in a Descriptor that is sent along with the data to the remote node
. I _ I . A
Kernel Agent A component of the operating system required by the VI Architecture that
subsumes the role of the device driver for the VI NIC and includes the kernel
software needed to register communication memory and manage VIs.
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Memory Handle
A programmatic construct that represents a process’s authorization to specify a
memory region to the VI NIC. A memory handle is created by the VI Kernel Agent
when a process registers communication memory. A process must supply a
corresponding Memory Handle with any virtual address to qualify it to the VI NIC.
The VI NIC will not perform an access to a virtual address if the supplied memory

handle does not agree with the memory region containing the virtual address or if
the memaory rnginn is rngictnrprl to a process ather than the process that owns a

Virtual Interface (VI).

Memory Protection Attributes
The access rights for RDMA granted to VIs and to Memory Regions.

Memory Protection Tag
A unique identifier generated by the VI Provider for use by the VI Consumer.
Memory Protection Tags are associated with VIs and Memory Regionsto define
the access permission the VI has to a memory region.

Memory Region
An arbitrary sized region of a process’s virtual address space-registered as
communication memory such that it can be directly accessed by the VI NIC.

Memory Registration
The act of creating a memory region. The memory.registration operation returns a
Memory Handle that the process is required to, provide with any virtual address
within the memory region.

VI NIC Address
The logical network address of the VI NIC. This address is assigned to a VI NIC
by the operating system and allows pfrocesses within a network to identify a
remote node with respect to a VI NIC attachment of the remote node to the
network.

NIC Handle A programmatic construct representing a process’s authorization to perform
communication operations:using a local VI NIC.

Outstanding The state of a Descriptor after it has been posted on a Work Queue, but before it
is Done. This state-t€presents the interval of time between a process posting a
Descriptor andthecompletion of the Descriptor by the VI NIC. This term is not
used in this document, refer to Section 5.5 for a description of Descriptor states.

Peer A generictterm for the process at the other end of a connection.
Post To placea Descriptor on a VI Work Queue.
RDMA Remote Direct Memory Access. A Descriptor operation whereby data in a local

gather or scatter list is moved directly to or from a memory region on a remote
node. A process authorizes remote access to its memory by creating a VI with
remote-DMA operations enabled, connecting it to a remote VI, and making the
memory handle for the memory region to be shared available to the peer that will
perform the remote-DMA operation. There are two remote-DMA operations: write
and read.

Receive Queue
One of the two queues associated with a VI. This queue contains Descriptors

that describe where to place incoming data.
Reliable Delivery

The middle communication reliability level. Guarantees that all data submitted for
transfer will arrive at its destination exactly once, intact and in the order
submitted, in the absence of errors. The VI Provider must deliver an error to the
VI Consumer if a transfer is lost, corrupted or delivered out of order.
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Reliable Reception

The most reliable communication reliability level. A Descriptor is completed with a

successtul status only when the data has been delivered into the target memory
location. If an error occurs that prevents a successful (in-order, intact and exactly
once) delivery of the data into the target memory, the error is reported through
the Descriptor status. Otherwise, a Reliable Reception VI behaves like a Reliable

Delivery VI.

Retired

Send Queue

The state of a Descriptor after the VI NIC completes the operation specified by
the Descriptor, but before the done operation has been used to synchronize the
process with the status stored in the Descriptor. This term is not used in this
document, refer to Section 5.5 for a description of Descriptor states.

One of the two queues associated with a VI. This queue contains Descriptors
that describe the data to be transmitted.

Unreliable Delivery

User Agent

\

VI Address

VI Application
VI Consumer

VI Handle

The least reliable communication level. This level quarantees.that a Send or
RDMA Write is delivered at most once to the receiving VI and-éorrupted transfers
are detected on the receiving side. Sends and RDMA Writeés’may be lost on an
Unreliable Delivery VI. In addition, requests are not quarahteed to be delivered to
the receiver in the order submitted by the sender. However, the order must
adhere to the Descriptor processing ordering ruless

A software component that enables an Operating System communication facility
to utilize a particular VI Provider. The VI User,/Agent abstracts the details of the
underlying VI NIC hardware in accordance‘with an interface defined by the
Operating System communication fagility-

Virtual Interface. An interface between a VI NIC and a process allowing a VI NIC
direct access to the process’ memory. A VI consists of a pair of Work Queues—
one for send operations and ene for receive operations. The queues store a
Descriptor between the timedit is posted and the time it is Done. A pair of VIs are
associated using the connect operation to allow packets sent at one VI to be
received at the other.

The logical name fer a VI. The VI address identifies a remote end-point to be
associated with alocal end-point using the connect-VI operation.

An applicatien that uses the primitives provided by the VI User Agent.

A software process that communicates using a Virtual Interface. The VI
Consumer typically consists of an application program, an Operating System
communications facility, and a VI User Agent.

Aprogrammatic construct that represents a processes authorization to perform
operations on a specific VI. A VI handle is returned by the operation that creates
the VI and is supplied as an identifier parameter to the other VI operations.

VI Hardware Vendor

Anyone who produces a VI Architecture enabled NIC implementation. The
vendor is responsible for providing the VI NIC, VI Kernel Agent and the VI User
Agent.

VINIC

VIPL

VI Provider

| Page 10

A Network Interface Controller that complies with the VI Architecture
Specification.

An implementation of the VI User Agent. VIPL is an acronym for Virtual Interface
Provider Library.

The combination of a VI NIC and a VI Kernel Agent. Together, these two
components instantiate a Virtual Interface.
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A posted list of Descriptors being processed by a VI NIC. Every VI has two Work
Queues: a send queue and a receive queue. The combination of the Work
Queue selected by a post operation and the operation type indicated by the

Descriptor determine the exact type of data movement that the VI NIC will
perform.
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2. Virtual Interface Provider Library (VIPL)

2.1. Overview

This section describes a reference interface to the VI Architecture, referred to as VIPL. The
material is presented in the form of groups of related routines, followed by definitions of data

structures, constants and error codes. Semantic clarifications on specific routines are provided at ,\
the end of respective sections, whenever deemed necessary. QQ

2.2. Conformance Phases o’

The conformance phases have been defined with input from ISVs and consultation wi s that
are planning products developed to the VIPL interface. The ISV community can us h phases to
determine which VI NIC products provide the functions needed for demonstration@a d products
and the VI NIC vendors can use this to understand the needs of the ISVs. Th Iﬁtel %
conformance test suite will provide the means to report the highest phase formance to this
guide attained by a VI NIC offering. N\

Three phases have been defined and have been named as fo//owsﬁ Adopter, Functional
and Full Conformance. The Early Adopter phase has been broad/y% ned as the set of VIPL API
calls and other functionality in the API required for demonstrationSyand application prototyping.
The Functional phase contains the additional functions that ISVs plan to use to develop products.
Finally, Full Conformance is defined to be the full set of A d functions defined in this guide.

The details of each of the phases are contained in the \g(o ing sections.

Q

2.2.1. __ Early Adopter ,@Q’
The following are the calls and functionality re&\lired to meet the requirements of the Early
Adopter phase: A’\
VipOpenNic \O VipPostSend
VipCloseNic \j: VipSendDone
’\\C) VipSendWait
VipCreateVi C) VipPostRecv
VipDestroyVi . VipRecvDone
VipRecvWait
VipConnectV@’ED
VipConnectAteept VipRegisterMem
VipConr% eject VipDeregisterMem

VipC tRequest
Vj onnect
@bueryNic
Q ipQueryVi
% VipQueryMem

é&\dditiona/ functionality requirements: Reliable Delivery and RDMA Write. (Although Reliable

I')pli\/pry isnata rpquirpmpnf inthe \/ Architecture Qpnr‘ifir‘,qfinn, many. af the ISVs have stated.

they require Reliable Delivery).

Note: It is acceptable to ignore the memory protection tags in the memory protection checks for
the early adopter release.
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2.2.2. Functional

VipConnectPeerRequest VipCreatePtag

VipConnectPeerDone VipDestroyPtag

VipConnectPeerWait

VipNSiInit

VipCQDone VipNSGetHostByName

VipCOWait VipNSGetHostByAddr

VipCreateCQ VipNS Shutdown /\

VipDestroyCQ Q

VipResizeCQ VipErrorCallback (19

r\‘ .
Additional Requirements: Protection Tag support (b(b
%/

2.2.3. Full Conformance b:\(b

VipSendNotify N

VipRecvNotify O

VipCQNotify \\<(/

VipSetViAttributes %O

VipSetMemAttributes ;\\

VipQuerySystemManagementinfo Q o |
Additional Requirements: Unreliable Delivery QQ |
RDMA Read capability is not a requirement to be coq{@want to any phase, but some ISVs have
expressed an interest in using it. o

$
2.3. _Multi-Threading Con@‘deratlons
N

3
Multi-threaded applications or transp yers above VIPL layer commonly employ locks to
a&r
o

protect their own data structures. Asqr thread-safe version of VIPL can avoid overhead and
deadlock conditions from redun 'ocking when working with these applications. Applications

can determine whether the Iibr@ upplied is thread-safe or not by checking the ThreadSafe field

in the NIC Attributes. (Section 3.7.1 explains how to retrieve NIC Attributes). General guidelines |
for multi-threaded usage énon thread-safe version of VIPL are described below.

Running on a mu/ti—pqgsor system in itself does not require locking as each VI is owned by a
single process. Expficit locking is required only when multiple threads are accessing the same
queue within a \& example, locks are required when two threads are sending to the same VI,
but not if one ad is sending and the other is receiving. Explicit locking is also necessary
between 's when manipulating the same completion queue. The VI provider must ensure
that explfeft-dpplication level locking is not required to ensure correct operation when multiple
%76 accessing different queues within a VI. Since the creation and destruction of a VI
Il the associated queues, locks for all queues must be taken before performing these
ations if multiple threads are accessing the same VI.

S

non-thread-safe implementation of VIPL does not provide thread synchronization to access the

YV work gueues arnd cormpietioT guenes T orger tu TeEduTE the overtieads T the speed pattis of
data movement operations. This is the only difference between thread-safe and non-thread-safe
implementations of VIPL. Both thread-safe and non-thread-safe VIPL implementations are
expected to provide thread synchronization for all other resources. This means the VI Application
needs to only manage locks for the VI work queues and completion queues when using a non-
thread-safe VIPL. For more information, see Section 6.4.
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2.4. Reliability Considerations

Section 2.5.2 Reliable Delivery in the VI Architecture Specification is not clear regarding how
asynchronous errors affect Descriptor processing, especially receive Descriptor processing for
Reliable Delivery Vls. A condition for a Reliable Delivery VI is the guarantee that all data
submitted for transfer will arrive exactly once, intact and in the order submitted. In order to meet

this guarantee, the VI Provider must detect transfers that are corrupted or delivered out of order
al.the receiver in ; -

catch a lost transfer. Q/\

When an error is detected, the VI transitions immediately to the Error state before processing aidy
more Descriptors and the VI Provider drops the connection. All Descriptors pending or posted- V/
while in the Error state are marked completed in error. This ensures that no subsequent recejve
Descriptors complete successtully after the Descriptor where the error occurred. -

7/
It is possible for one or more send Descriptors to have completed successfully befqré:@:eivinq a
non-local asynchronous error notification. The status of transfers initiated by thes&bescriptors is
unknown.

The send side Descriptor processing is the primary difference between Re}fag@ Delivery and
Reliable Reception. Reliable Reception guarantees that no subsequem;s\é\ﬁ%{ Descriptors are
processed after the Descriptor that generated the error. Q
N
o
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3. VIPL Calls

3.1. Hardware Connection

3.1.1. VipOpenNic

Synopsis
VIP_RETURN
VipOpenNic(
IN const VIP_CHAR *DeviceName,
OUT VIP_NIC_HANDLE *NicHandle
)
Parameters

DeviceName: Symbolic name of the device (VI Provider instance) associated with the NIC.
NicHandle: Handle returned. The handle is used with the other funetions to specify a
particular instance of a VI NIC.

Description

VipOpenNic associates a process with a VI NIC, and providesya NIC handle to the VI Consumer.
The NIC handle is used in subsequent functions in order to/specify a particular NIC. A process is
allowed to open the same VI NIC multiple times. Each tise a process calls VipOpenNic with the
same device name, a different NIC handle is returnech\that references the same NIC.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_ERROR_RESOURCE — An error was detected due to insufficient resources.
VIP_INVALID_PARAMETER - One.of the parameters was invalid.

3.1.2. VipCloseNic

Synopsis
VIP_RETURN
VipCloseNie(
IN VIP_NIC_HANDLE NicHandle
)
Parameters

NicHandle: The NIC handle.

Bescription

VipCloseNic removes the association between the calling process and the VI NIC that was
established via the corresponding VipOpenNic function.

When a VI NIC is closed, it is the responsibility of the VI Provider to clean up all resources
associated with that NIC instance. This includes any resources allocated by the library and
threads started on behalf of the NIC, such as error callback and notify threads.
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Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER - Caller specified an invalid NIC handle.

3.2. Endpoint Creation and Destruction

3.2.1. VipCreateVi

Synopsis
VIP_RETURN
VipCreateVi(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_VI_ATTRIBUTES *ViAttribs,
IN VIP_CQ_HANDLE SendCQHandle,
IN VIP_CQ_HANDLE RecvCQHandle,
OUT VIP_VI_HANDLE *ViHandle
)
Parameters
NicHandle: Handle of the associated VI NIC.
ViAttribs: The initial attributes to set for the new V1.

SendCQHandle: The handle of a Completion Queueifa valid handle, the send Work Queue of
this VI will be associated with the Completion Queue. If NULL, the send queue is
not associated with any Completioh Queue.

RecvCQHandle: The handle of a Completion:Queue. If valid, the receive Work Queue of this VI
will be associated with the.€ompletion Queue. If NULL, the receive queue is not
associated with any Completion Queue.

ViHandle: The handle for the newly created VI instance.

Description

VipCreateVi creates an instance of a Virtual Interface to the specified NIC.
The ViAttribs input parameter specifies the initial attributes for this VI instance.

The SendCQHandleyand RecvCQHandle parameters allow the caller to associate the Work
Queues of this Mlrwith a Completion Queue. If one or both of the Work Queues are associated
with a Complétion Queue, the calling process cannot wait on that queue via VipSendWait or
VipRecvWait,

When anew instance of a VI is created, it begins in the Idle state.

Returns

VIP_SUCCESS — Operation completed successfully.

| VIP_ERROR_RESOURCE - The operation failed due to insufficient resources.
VIP_INVALID_PARAMETER — One of the input parameters was invalid.

VIP_INVALID_RELIABILITY_LEVEL — The requested reliability level attribute was invalid or not
supported.

VIP_INVALID_MTU — The maximum transfer size attribute was invalid or not supported.
VIP_INVALID_QOS — The quality of service attribute was invalid or not supported.
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VIP_INVALID_PTAG — The protection tag attribute was invalid.

VIP_INVALID_RDMAREAD - The attributes requested support for RDMA Read, but the VI
Provider does not support it.

3.2.2. VipDestroyVi

Synopsis
VIP_RETURN

VipDestroyVi(

IN VIP_VI_HANDLE ViHandle

)
Parameters
ViHandle: The handle of the VI instance to be destroyed.
Description

VipDestroyVi tears down a Virtual Interface. A VI instance may only besdestroyed if the VI is in
the Idle state and all Descriptors on its work queues have been de-gueued, otherwise an error is
returned to the caller. Use of the destroyed handle in any subsequent operation will fail.

Returns

VIP_SUCCESS - Operation completed successfully
VIP_INVALID_PARAMETER — An invalid VI Handle was'specified.

VIP_INVALID_STATE — The VI is not in the Idle state or there are still Descriptors posted on the
work queues.

VIP ERROR RESOQURCE - The operation tailed due to insufficient resources.

3.3. Connection Management

This section illustrates the varigus.connection management models available in VIPL and
describes their semantics. Sections 3.3.1 to 3.3.4 provide the client/server connection
management APIs. The clieént/server connection model is described in detail in the VI
specification, and is inténged for use by standard client/server applications. Section 3.3.5
describes the disconnegt semantics for all the connection models. Sections 3.3.6 to 3.3.8 show
the extended peertto-peer connection management APIs. The peer-to-peer connection model is
intended for usé<by applications having distributed modules that logically fit into a peer-to-peer
relation rathektthan a client/server relation. The additional APIs for the peer-to-peer connection
managemeént)model were added to VIPL based on feedback from application developers and
ISVs. Thélclient/server and peer-to-peer connection models are completely separate and
applications must use the same model on both sides of the same connection. Both models can
be<s€d in an application as long as the rule requiring the same model on both sides of a
c@nnection is followed.

NOTE: In response to feedback from application developers and ISVs, the minimum value that is

required for the maximum discriminator length is 16 bytes. This means that all applications are
guaranteed that 16 byte discriminators can be used during connection setup for VIPL
implementations that conform to this developer's guide.

The client-server connection model provides blocking semantics. The peer-to-peer connection
model provides both blocking and non-blocking semantics. A typical peer-to-peer connection
scenario starts with a peer initiating a connection request by calling VipConnectPeerRequest. In
this scenario, there is no matching peer connection request with the given remote attributes at the
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time the connection request is initiated by the first peer. At some point, before the timeout expires
for the first peer’s connect request, the second peer comes up and issues a
VipConnectPeerRequest. The existence of a matching ConnectPeerRequest in the first peer is
determined and acknowledged. Finally, the ConnectPeerRequest is accepted and both VI’s

| transition to the Connected State. The timing diagram for this sequence is illustrated in Figure 1.

Peer Process Peer Process

Creaie

ConnectPeerRequest ConnectPeerRequest

Issued

Wait on
Response

ConnectPeerRequest
issued

) ConnectPeerRequest matching
Connection ConnectionAddress criteria Received
Request Waiting )« -
Times Out 9 )% :\<

Connection Request

»»“\}\ """ Wait on
s\ Response

V\ @

) ConnectPeerRequest
Waiton 4 si(\ Accepted a

Response
ConnectPeerWait or Done

Returns Successfully

‘\@
l ConnectPeerWAit or Done

Returnsi’@essfully
N

N\
Figu@\Peer-to-Peer Connection Model Timing Diagram

The detailed state diﬁﬂam for a client/server connection model is provided in the VI Architecture
Specification. A V@aly be in one of four states throughout its life. The four states are Idle,
Pending Conn onnected, and Error. Transitions between states are driven by requests
issued by t Consumer and network events. Requests that are not valid while a VI is in a
given st ch as submitting a connect request while in the Pending Connect state, must be
returne% an error by the VI Provider. The VI state diagram for peer-to-peer connections is
exa e same as the state diagram for client server connections except that the API call that
ca State transitions between the Idle state and the Pending Connect state and between the

ding Connect state and the Connected state are peer-to-peer connection calls. The state

qb iagram for the peer-to-peer connection model is shown in Figure 2.

| Page 18



https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

Intel VI Architecture Developer’'s Guide

Create VI /_\ ConnectPeerRequest is called _ /\
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- returns VIP_TIMEOUT or Disconnect
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ConnectPeerWait or
ConnectPeerDpne sueceeds
(VIP_SUCCESS)

Disconnect

VI Error on
Error P Reliable VI

Connected

Figure 2: Peer-to-Peer Conneétion Model State Diagram

Net Address Matching Rules

This section describes the rules for matching connection requests for the client/server and the
peer-to-peer model. Note that the matehihg rules for the two models are different.

In the client/server model, the cliedt yequest must specify a host and a discriminator in the
RemoteAddr parameter. The séryer waits for a connection request from any client node that
matches the discriminator portion of the net address specified in RemoteAddr by the client
application. The server application may accept or reject a connection request based on the
client’s remote address‘\and other criteria, such as the VI attributes.

The peer-to-peer cenqriection model requires that both the address and the discriminator portions
of the net addregs-specified in RemoteAddr match in order to complete the connection.

3.3.1. VipConnectWait

Synapsis
VIP-RETURN
VipConnectWait(
IN \IP_NIC_HANDIE NicHandle,
IN VIP_NET_ADDRESS *LocalAddr,
IN VIP_ULONG Timeout,
OUT VIP_NET_ADDRESS *RemoteAddr,
OUT VIP_VI_ATTRIBUTES *RemoteViAttribs,
OUT VIP_CONN_HANDLE *ConnHandle
)
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Parameters

NicHandle: Handle for an instance of a VI NIC.

LocalAddr: Local network address on which to wait. Only the discriminator portion of the net
address is used to determine if the request matches. The host address portion
must match the local NIC address.

Timeout: The count, in milliseconds, that VipConnectWait will wait to complete before

returning to the caller. VIP_INFINITE It no time-out Is desired. A timeout of zero
indicates immediate return.

RemoteAddr: The remote network address (host address and discriminator) that is requesting
a connection. The value of the network address returned is the same as the
LocalAddr parameter supplied to the matching VipConnectRequest.

RemoteViAttribs: The attributes of the remote VI endpoint that is requesting the conpéction.

ConnHandle: A handle to an opaque connection object subsequently used in calls‘to
VipConnectAccept and VipConnectReject.

Description

VipConnectWait is used to look for incoming connection requests on the_server side of the
client/server connection model.

The caller passes in a local network address that is used to filter incoming connection requests.
The format of the network address is VI Provider specific.

If a matching connection request is not found immediately;{VipConnectWait will wait for a request
until the Timeout period has expired.

If a connection request is found that matches the djscriminator in the LocalAddress, the caller is
returned the remote network address including the discriminator that is requesting a connection.
The attributes of the remote endpoint that is requesting the connection and a connection handle
to be used in subsequent calls to VipConnetGtAccept or VipConnectReject are also returned to the
caller.

If the host portion of the LocalAddr parameter does not match the local NIC address (the
LocalNicAddress field of the NicAttributes structure), then a VIP _INVALID PARAMETER error is
returned.

Returns

VIP_SUCCESS - The operation has successfully found a connection request.
VIP_TIMEOUT —_Theé operation timed out, no connection request was found.
VIP_ERROR ARESOURCE — The operation failed due to a resource limit.
VIP_INVALD PARAMETER — One of the parameters was invalid.

3.32! VipConnectAccept

Synopsis
—ViIP—RETURN
VipConnectAccept(
IN VIP_CONN_HANDLE ConnHandle,
IN VIP_VI_HANDLE ViHandle

| Page 20


https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

Intel VI Architecture Developer’'s Guide

Parameters

ConnHandle: A handle to an opaque connection object created by VipConnectWait.
ViHandle: Instance of a local VI endpoint.

Description

VipConnectAccept is used to accept a connection request and associate the connection with a

local VI endpoint. This function is called on the server side of the client/server connection model.

The caller passes in the handle of an Idle, unconnected VI endpoint to associate with the

connection request. If the attributes of the local VI endpoint conflict with those of the remote
endpoint, VipConnectAccept will fail. It is the function of the VI Provider to determine if the
connection should succeed based on the attributes of the two endpoints. Note: The VI attrbutes
that must match when establishing a connection are ReliabilityLevel, MaxTransferSize/afd QoS. |

If VipConnectAccept fails, no explicit notification is sent to the remote end. The callermay
choose to modify the attributes of the local VI endpoint, and try again. In order to.reject a
connection request, the VI Consumer must explicitly reject the connection request via the
VipConnectReject function.

For NICs that can detect network partitions, a VIP_NOT REACHABLE exror is returned if a
network partition is detected. For Reliable Delivery and Reliable Reception, the VI transitions to
the Error State and any pending receive descriptors are marked as. flished.

Returns

VIP_SUCCESS - The connection was successfully established.
VIP_INVALID_PARAMETER — One of the parametefs‘was invalid.

VIP_INVALID_ RELIABILITY_LEVEL — The reliahility level attribute of the local endpoint
conflicted with the reliability level*of the remote VI.

VIP_INVALID_MTU — The maximum transfecrsize attribute of the local endpoint conflicted with
the maximum transfer size*of the remote endpoint.

VIP_INVALID_QOS - The quality of service attribute was invalid, or conflicted with the remote
endpoint.

VIP_TIMEOUT - The connection/could not be completed, possibly due to a timeout failure on the
matching WipConnectRequest on the client node.

VIP_ERROR_RESOURCE - The operation failed due to insufficient resources. |
VIP_INVALID _STATE= The specified VI endpoint is not in the Idle state.
VIP_NOT_REAGHABLE - A network partition was detected. |

3.3.3. VipConnectReject

SynQpsis
VIP_RETURN
VipConnectReject(
N ViP—CONNHANDEE—CommHardte
)
Parameters

ConnHandle: A handle to an opaque connection object created by VipConnectWait.
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Description

VipConnectReject is used to reject a connection request._This function is called on the server side
of the client/server connection model. Notification is sent to the remote end that the associated
connection request was rejected.

For NICs that can detect network partitions, a VIP_NOT REACHABLE error is returned if a

Returns

VIP_SUCCESS — The operation completed successfully.
VIP_INVALID_PARAMETER - The ConnHandle parameter was invalid.
VIP_ERROR_RESOURCE - The operation failed due_insufficient resources.
VIP_NOT_REACHABLE - A network partition was detected.

3.3.4. VipConnectRequest

Synopsis
VIP_RETURN
VipConnectRequest(
IN VIP_VI_HANDLE ViHandle,
IN VIP_NET_ADDRESS *LocalAddr,
IN VIP_NET_ADDRESS *RemqoteAddr,
IN VIP_ULONG Timeout,
OUT VIP_VI_ATTRIBUTES .*RemoteViAttribs
)
Parameters
ViHandle: Handle for the local Vkendpoint.
LocalAddr: Local network address. The local address is used solely for naming purposes

and is not used for matching by VipConnectWait. The host address portion of this
network address must match the client NIC address. The discriminator portion is
passed urchanged to the RemoteAddr structure returned from the matching
VipCaonnectWait.

RemoteAddr: The.remote network address. The remote network address must contain both the
host address and discriminator.

Timeout: The count, in milliseconds, that VipConnectRequest will wait for connection to
complete before returning to the caller, VIP_INFINITE if no time-out is desired. A
timeout value of zero is invalid.

RemoteViAttribs: The attributes of the remote endpoint if successful.

Description

\/nlCaonnac tRoaanctracuncte that A ~conmantinn ha Actablichand hatvwnan tha lacal \/l Aandnaint

VI CUrTC e C U CorTequT ototrot o COTMTCTtiom ot C oo STIC O oC i C et oCar v - CTHo POt

and a remote endpoint. This function is called on the client side of the client/server connection
model. The user specifies a local and remote network address for the connection. Only the
remote network address is used by the server to match to a VipConnectWait.

When a connection is successfully established, the local address is bound to the local VI
endpoint, and the attributes of the remote endpoint are returned to the caller. The attributes of the
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remote endpoint allow the caller to determine whether the indicated RDMA operations can be
executed on the resulting connection.

If the remote end rejects the connection explicitly by calling VipConnectReject, a rejection error is
returned. If a connection cannot be established before the specified Timeout period, a timeout
error is returned. Specifying a timeout value of zero is invalid and will result in an immediate
VIP_INVALID PARAMETER error. If a VipConnectAccept or the VipConnectReject response is
not returned_within the specified timeout period (including a non-functional server or

Imterconnect), VIiP_TIMEOUT 15 retarned arner e umeout period expires. 1t the Server 15
responding but is not waiting for a connection that matches the discriminator specified in
RemoteAddr, or is not in the right state to handle connection requests, a VIP_NO_MATCH error
is returned.

For NICs that can detect network partitions, a VIP_NOT REACHABLE error is returned
immediately if a network partition is detected. For Reliable Delivery and Reliable Reception, the
VI transitions to the Error State and any pending receive descriptors are marked as flashed.

If the host portion of the LocalAddr parameter does not match the local NIC address (the
LocalNicAddress field of the NicAttributes structure), then a VIP_INVALID _PARAMETER error is
returned.

Returns

VIP_SUCCESS - The connection was successfully established.

VIP_TIMEOUT — The connection operation timed out or the sepver is not functional.
VIP_ERROR_RESOURCE — The connection operation faileddue to insufficient resources.
VIP_INVALID_PARAMETER - One of the parameters was invalid.

VIP_REJECT — The connection was rejected by the,remote end.

VIP_NO_MATCH - The server is up and is not wajting for a connection request with the specified
discriminator.

VIP_INVALID_STATE - The specified VI egdpoint is not in the Idle state.
VIP_NOT_REACHABLE - A network partition was detected.

3.3.5. VipDisconnect
Synopsis

VIP_RETURN
VipDisconnect(
N VIP_VI_HANDLE ViHandle
)

Parametets

ViHandle: Instance of a connected Virtual Interface endpoint.

Description

YipDisconmectis usedtotermimate a conmection. Whemthefocatendpomt s discomected; it

stops processing of all posted Descriptors, all pending (not completed) Descriptors are marked
completed because of disconnection with a Descriptor Flushed error, and the local endpoint
transitions to the Idle state. When the remote endpoint causes a connection to terminate by
closing the endpoint or by calling VipDisconnect, an asynchronous error callback happens
indicating the disconnected connection. The node that initiated the VipDisconnect will not get an
error callback. The local client should call VipDisconnect to reset the disconnected connection
from_the Error state to the ldle state.
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VipDisconnect can be called in any VI state to cause pending Descriptors on the VI to be

completed with the Descriptor Flushed error bit set and transition the VI to the Idle state.

Specifically, VipDisconnect can be called in the Idle state to force pending receive Descriptors to
| be completed in error so they can be de-queued prior to calling VipDestroyVi.

For NICs that can detect network partitions, a VIP_NOT REACHABLE error is returned if a
network partition is detected. For Reliable Delivery and Reliable Reception, the VI transitions to
the Error State and any pending receive descriptors are marked as flushed.

Returns Q/\
VIP_SUCCESS - The disconnect was successful. (19
VIP_INVALID_PARAMETER - The ViHandle parameter was invalid. (b'\ ’

| VIP_ERROR_RESOURCE - The operation failed due to insufficient resources. (Ofb

| VIP NOT REACHABLE - A network partition was detected. r\%

3.3.6.  VipConnectPeerRequest

Synopsis O
VIP_RETURN \%
VipConnectPeerRequest( 6\
IN VIP_VI_HANDLE ViHandle, Q

IN VIP_NET_ADDRESS *LocalA
IN VIP_NET_ADDRESS *Rem$ ddr,

IN VIP_ULONG Tim,
)
<
Parameters \\g\
ViHandle: Handle for the local VI en&%@nt.

Local Addr: Local network addres,igj he local address is used solely for administrative
purposes and is no(gs d for matching connection requests. The host portion of
this network add&@ must match the NIC’s address.

RemoteAddr: The remote negt)ork address.

Timeout: The co milliseconds, that VipConnectPeerRequest will wait for connection
to co e. VIP_INFINITE if no time-out is desired. A timeout value of zero
| resultsin a VIP_INVALID PARAMETER error return.

Description \%

VipConne erRequest posts a request that a connection be established between the local VI
endpoi a remote VI endpoint. The user specifies local and remote network addresses as

| part e connection request. This call returns as soon as the connection request is initiated.

ler of VipConnectPeerRequest can check the status of the connection request or wait for

ection completion by calling VipConnectPeerDone or VipConnectPeerWait respectively.

%I a connection is successfully established, the local address is bound to the local VI endpoint and

The atiributes orf e remote VI endpoint are returned to e caller when e connect completion
status is delivered. If a connection cannot be established before the specified Timeout period, a

| VIP_TIMEOUT error is returned in the return status of VipConnectPeerDone or
VipConnectPeerWait.

| If the host portion of the LocalAddr parameter does not match the local NIC address (specified in
the LocalNicAddress field of the NicAttributes structure), then a VIP_INVALID PARAMETER
error is returned.
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Returns

VIP_SUCCESS - The connection request was queued.

VIP_ERROR_RESOURCE - The request failed due to insufficient resources. |
VIP_INVALID_STATE - The specified VI endpoint is not in the Idle state.
VIP_INVALID_PARAMETER - One of the parameters was invalid.

3.3.7. VipConnectPeerDone QQ/\
NV

Synopsis
VIP_RETURN (b(b
VipConnectPeerDone( 21
IN  VIP_VI_HANDLE ViHandle, \Q)
OUT VIP_VI_ATTRIBUTES  *RemoteViAttribs '\b‘
) O
Parameters \\Q/
ViHandle: Handle for the local VI endpoint. \%O
RemoteVIAttribs: The attributes of the remote VI endpoint jfthe connection was

successfully completed. Q
Description Q
L

VipConnectPeerDone is called by a client to determi e results of a previously posted
VipConnectPeerRequest call on the specified VI h e, without blocking the calling thread. |

If a connection is successfully established, the atiributes of the remote endpoint are returned to
the caller._The attributes of the remote endp allow the caller to determine whether/which
RDMA operations can be executed on therésulting connection. Note: The VI attributes that must

match are ReliabilityLevel, MaxTransfeéE‘e and QoS.

If the connection was not successfully.established within the Timeout period specified in
VipConnectPeerRequest, a VIP. EOQUT error is returned. VipConnectPeerDone returns
VIP_NOT_DONE if the conne@n operation is still in progress.

For NICs that can dete;t_ﬁg/érk partitions, a VIP_NOT REACHABLE error is returned if a
network partition is det cted. For Reliable Delivery and Reliable Reception, the VI transitions to
the Error State and a@)pendinq receive descriptors are marked as flushed.

N\
VIP_SUC(@ — The connection completed successfully. Attributes of the remote endpoint are |
Q~ returned through the second function parameter.
VIP @LID_PARAME TER — One of the parameters was invalid.

VALID RELIABILITY _LEVEL — The reliability level attribute of the local endpoint
conflicted with the reliability level of the remote VI.

%\/ID INVZALID MTLL_ The maximum transfer size attribute of-the local nnrllnninf canflicted with

Returns

the maximum transfer size of the remote endpoint.

VIP_INVALID_QOS — The quality of service attribute was invalid, or conflicted with the remote
endpoint.

VIP_TIMEOUT - The connection request timeout expired before a successful connection
completion

VIP_NOT_DONE - The connection operation is still in progress.
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| VIP_ERROR_RESOURCE - The operation failed due to insufficient resources.
VIP_INVALID_STATE - The specified VI endpoint is not in the Pending Connect state.
| VIP_NOT REACHABLE - A network partition was detected.

3.3.8. VipConnectPeerWait

SyTrropsTs /\
VIP_RETURN QQ
VipConnectPeerWait( (1/
IN  VIP_VI_HANDLE ViHandle, N
OUT VIP_VI_ATTRIBUTES  *RemoteViAttribs rb(b
) 2
NO
Parameters ,\b‘
ViHandle: Handle for the local VI endpoint. C)
RemoteVIAttribs: The attributes of the remote VI endpoint if the co@tﬁon was
successfully completed
Description ;\\%

VipConnectPeerWait is used by a client to determine the rea% 951 previously posted
VipConnectPeerRequest call on the specified VI handle, b @l g the calling thread until the result
of the connection request is available.

If a connection is successfully established, the attnbu{té of the remote endpoint are returned to
the caller. The attributes of the remote endpoint allayy the caller to determine whether/which
RDMA operations can be executed on the resull connectlon Note: The VI attributes that must
match when establishing a connection are Re&&b/l/tyLeve/ MaxTransferSize and QoS.

If the connection was not successfully es%&hed within the Timeout period specified in
VipConnectPeerRequest, a VIP_ TIME error is returned. VipConnectPeerWait blocks until a
connection is established, the t/me plres or an error is detected.

For NICs that can detect netwoﬂg%h‘mons a VIP NOT REACHABLE erroris returned if a
network partition is detected. Far)Reliable Delivery and Reliable Reception, the VI transitions to
the Error State and any pesqinq receive descriptors are marked as flushed

Returns C)O

VIP_SUCCESS - connection completed successfully; Attributes of the remote endpoint are
| \¢gurned through the second function parameter.
VIP_IN VAI@C:»BARAME TER — One of the parameters was invalid.

VIP IN@D_ RELIABILITY _LEVEL — The reliability level attribute of the local endpoint
conflicted with the reliability level of the remote VI.

\@NVALID MTU — The maximum transfer size attribute of the local endpoint conflicted with
& the maximum transfer size of the remote endpoint.

\/ID INVALID QOS — The mlnllf\/ of service attribute was invalid_or conflicted with the remaote

endpoint.

VIP_TIMEOUT — The connection request timeout expired before a successful connection
completion.

| VIP_ERROR_RESOURCE - The operation failed due_to insufficient resources.
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VIP_INVALID_STATE - The specified VI endpoint is not in the Pending Connect state.
VIP_NOT REACHABLE - A network partition was detected.

3.4. Memory protection and registration
3.4.1. VipCreatePtag

Synopsis

VIP_RETURN
VipCreatePtag(
IN VIP_NIC_HANDLE NicHandle,
OUT VIP_PROTECTION_HANDLE *Ptag

)

Parameters

NicHandle: The NIC handle associated with the protection tag.

Ptag: The new protection tag.

Description

The VipCreatePtag function creates a new protection tag for-the calling process. The protection
tag is subsequently associated with VI endpoints via the Vip€reateVifunction, as well as memory
regions via the VipRegisterMem function. A process may request multiple protection tags.

For all memory references by the VI Provider, including’Descriptors and message buffers, the
protection tag of the VI instance, and the memoryggion, must match in order to pass the
memory protection check.

The Protection Tag is an element in the VI-aftributes data structure and the Memory Region
Attributes data structure. The protection tag of a memory region and/or a VI can be changed by
changing their attributes.

Returns

VIP_SUCCESS — The memory protection tag was successfully created.
VIP_ERROR_RESOUREE™> The operation failed due to_insufficient resources.
VIP_INVALID_PARAMETER — One of the parameters was invalid.

3.4.2. VipDestroyPtag
Synopsis

VIP.RETURN
VipDestroyPtag(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PROTECTION_HANDLE Ptag

)
Parameters

NicHandle: The NIC handle associated with the protection tag.

Ptag: The protection tag.
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Description

The VipDestroyPtag function destroys a protection tag.

If the specified protection tag is associated with either a VI instance or a registered memory
region at the time of the call, an error is returned.

Returns

VIP_SUCCESS — The memory protection tag was successfully destroyed.

VIP_ERROR_RESOURCE — A VI instance or a registered memory region is still associated with
the specified protection tag_or the operation failed due to insufficient resources.

VIP_INVALID_PARAMETER — One of the input parameters was invalid.

3.4.3. VipRegisterMem

Synopsis
VIP_RETURN
VipRegisterMem(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID VirtualAddress,
IN VIP_ULONG Length,
IN VIP_MEM_ATTRIBUTES *MemAttribs,
OouUT VIP_MEM_HANDLE *MemoryHandle
)
Parameters
NicHandle: Handle for a currently open NIC.

VirtualAddress: Starting address of the memory region to be registered.

Length: The length, in bytes, of the memory region.

MemAttribs: The memory attributes to associate with the memory region.
MemoryHandle: If successful, the iew memory handle for the region, otherwise NULL.

Description

VipRegisterMem allows a’process to register a region of memory with a VI NIC. Memory used to
hold Descriptors of-data buffers must be registered with this function.

The user may specify an arbitrary size region of memory, with arbitrary alignment, but the actual
area of memory)registered will be registered on page granularity. Registered pages are locked
into physical memory.

The memery attributes include the Protection Tag, and the RDMA enable bits that are initially
assegciated with the memory region.

Descriptors and data buffers contained within registered memory can be used by any VI with a
matching protection tag that is owned by the process. A new memory handle is generated for

each reaion of memaorv thatis reaistered by a nrocess
J 7 ~ 7 T

The EnableRdmaWrite memory attribute can be used to ensure that no remote process can
modify a region of memory, this could be particularly useful to protect regions of memory that
contain Descriptors (control information). The EnableRdmaRead parameter can be used to
ensure that no remote process can read a particular region of memory.

Note that the implementation of VipRegisterMem should always check for read-only pages of
memory and not allow modification to those pages by the VI Hardware.
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A Length parameter of zero will result in a VIP_INVALID_PARAMETER error.

The contents of the memory region being registered are not altered. The memory region must
have been previously allocated by the VI Consumer.

Returns

VIP_SUCCESS — The memory region was successfully registered.

VIP_ERROR_RESOURCE = The Tegistration operation faited due 10_MSurficIent TESOUTCES.
VIP_INVALID_PARAMETER — One of the parameters was invalid.
VIP_INVALID_PTAG - The protection tag attribute was invalid.

VIP_INVALID_RDMAREAD - the attributes requested the memory region be enabled for-RDMA
Read, but the VI Provider does not support it.

3.4.4. VipDeregisterMem

Synopsis
VIP_RETURN
VipDeregisterMem(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID VirtualAddress,
IN VIP_MEM_HANDLE  MemoryHandle
)
Parameters
NicHandle: The handle for the NIC that ownscthie memory region being de-registered.

VirtualAddress: Address of the region of memery to be de-registered.
MemoryHandle: Memory handle for the regdion; obtained from a previous call to VipRegisterMem.

Description

VipDeregisterMem de-registers-memory that was previously registered using the
VipRegisterMem function and unlocks the associated pages from physical memory. The contents
and attributes of the region‘of virtual memory being de-registered are not altered in any way.

Returns

VIP_SUCCESS ~ The memory region was successfully de-registered.
VIP_INVALIDZRARAMETER — One or more of the parameters was invalid.
VIP_ERROR/ RESOURCE - The operation failed due to insufficient resources.
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3.5. Datatransfer and completion operations

3.5.1. VipPostSend

Synopsis
VIP_ RETURN
VipPostSend(
IN VIP_VI_HANDLE ViHandle,
IN VIP_DESCRIPTOR *DescriptorPtr,
IN VIP_MEM_HANDLE  MemoryHandle
)
Parameters
ViHandle: Instance of a Virtual Interface.

DescriptorPtr:  Pointer to a Descriptor to be posted on the send queue.
MemoryHandle: The handle for the memory region of the Descriptor being posted.

Description

VipPostSend adds a Descriptor to the tail of the send queue of,a¥/I, notifies the NIC that a new
Descriptor is available, and returns immediately.

Returns

VIP_SUCCESS - The send Descriptor was successfully posted.
VIP_INVALID_PARAMETER - The VI handle was invalid.

3.5.2. VipSendDone

Synopsis
VIP_RETURN
VipSendDone(
IN \/IR\VI_HANDLE ViHandle,
OuUT (VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.

DescriptorPtr:  Address of the Descriptor that has completed, if any.

Description

VinSendDone checks the Descriptor at the head of the send queue to see if it has been marked
complete. If the operation has completed, the Descriptor is removed from the head of the queue

and the address of the Descriptor is returned. A VIP_DESCRIPTOR_ERROR is returned if the
operation completed with errors returned in the Descriptor status or the send queue is empty. If
the send queue is empty, DescriptorPtr is set to NULL. VipSendDone is a non-blocking call. In
particular, VipSendDone is not allowed to block behind a VipSendWait, even in a thread-safe
implementation.
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Returns

VIP_SUCCESS - A completed Descriptor was returned with a successful completion status.

VIP_DESCRIPTOR_ERROR - If the send queue is empty, the Descriptor pointer is set to NULL,
otherwise, a completed Descriptor is returned with an error completion status.

VIP_NOT_DONE — No completed Descriptor was found.
\IP_INVALID PARAMETER — The VI handle was invalid

3.5.3. VipSendWait

Synopsis
VIP_RETURN
VipSendWait(
IN VIP_VI_HANDLE ViHandle,
IN VIP_ULONG TimeOut,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.
TimeOut: The count, in milliseconds, before control is(returned to the caller, VIP_INFINITE

if no time-out is desired.
DescriptorPtr:  Address of the Descriptor that has cempleted.

Description

VipSend Wait checks the Descriptor on the head of the send queue to see if it has been marked
complete. If the send has completed, the Descriptor is removed from the head of the queue and
the address of the Descriptor is immediately returned. A VIP_DESCRIPTOR_ERROR is returned
if the operation completed with errors returned in the Descriptor status. If the send queue is
empty a VIP_DESCRIPTOR_ERROR is returned and DescriptorPtr is set to NULL.

If the Descriptor at the head of'thé send queue has not been marked complete, VipSendWait
blocks the caller until a Descriptor is completed, or until the specified timeout has expired.

VipSendWait cannot be(used to block on a send queue that has been associated with a
completion queue. Refer to VipCQWait for a more complete description.

Returns
VIP_SUCCESS — A completed Descriptor was found on the send queue with a successful
completion status.

VIP DESCRIPTOR_ERROR - If the send queue is empty, the Descriptor pointer is set to NULL,
otherwise a completed Descriptor is returned with an error completion status.

VIP_INVALID_PARAMETER — The VI handle was invalid.

VAP _TIMEQUT — The timeout nypirnd and-no r\nmplnfnd hncnriptnr was found

VIP_ERROR_RESOURCE - This send queue is associated with a completion queue or the
operation failed due to insufficient resources.
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3.5.4. VipPostRecv

Synopsis
VIP_RETURN
VipPostRecv(
IN VIP_VI_HANDLE ViHandle,
IN VIP_DFQ(‘PIPTOR *qur‘riptnrptr
IN VIP_MEM_HANDLE  MemoryHandle
)
Parameters
ViHandle: Instance of a Virtual Interface.
DescriptorPtr: Pointer to a Descriptor to be posted on the receive queue.
MemoryHandle: The handle for the memory region of the Descriptor being posted.
Description

VipPostRecv adds a Descriptor to the tail of the receive queue of the specified VI, notifies the NIC
that a new Descriptor is available, and returns immediately.

Returns

VIP_SUCCESS - The receive Descriptor was successfully-posted.
VIP_INVALID_PARAMETER — The VI handle was invalid,

3.5.5. VipRecvDone

Synopsis
VIP_RETURN
VipRecvDone(
IN VIP_VI_HANDLE ViHandle,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.
DescriptorPtr: Address of the Descriptor that has completed, if any.
Description

VipRecvDone checks the Descriptor on the head of the receive queue to see if it has been
marked complete. If the receive has completed, the Descriptor is removed from the head of the
gueue and the address of the Descriptor is returned. A VIP_DESCRIPTOR_ERROR is returned if
the operation completed with errors returned in the Descriptor status or the receive queue is
empty. If the receive queue is empty, DescriptorPtr is set to NULL. VipRecvDone is a non-

blocking call. In particular, VipRecvDone is not allowed to block behind a VipRecvWait, even in a
thread-safe implementation.
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Returns

VIP_SUCCESS - A completed receive Descriptor was returned with a successful completion
status.

VIP_DESCRIPTOR_ERROR - If the receive queue is empty, the Descriptor pointer is set to
NULL, otherwise a completed Descriptor is returned with an error completion
status.

VIP_NOT_DONE — No completed Descriptor was found.
VIP_INVALID_PARAMETER — The VI handle was invalid.

3.5.6. VipRecvWait

Synopsis
VIP_RETURN
VipRecvWait(
IN VIP_VI_HANDLE ViHandle,
IN VIP_ULONG Timeout,
OUT VIP_DESCRIPTOR **DescriptorPtr
)
Parameters
ViHandle: Instance of a Virtual Interface.
TimeOut: The count, in milliseconds, before conttelis returned to the caller, VIP_INFINITE

if no time-out is desired.
DescriptorPtr:  Address of the Descriptor that has‘completed.

Description

VipRecvWait checks the Descriptor on:the head of the receive queue to see if it has been marked
complete. If the receive has completéd, the Descriptor is removed from the head of the queue
and the address of the Descriptofis‘immediately returned. A VIP_DESCRIPTOR _ERROR is
returned if the operation completéd with errors returned in the Descriptor status or the receive
queue is empty. If the receive queue is empty, DescriptorPtr is set to NULL. If the Descriptor at
the head of the receive gueue has not been marked complete, VipRecvWait blocks the caller until
a Descriptor is completed; or until the specified timeout has expired.

VipRecvWait cannot)be used to block on a receive queue that has been associated with a
completion queue’) Refer to VipCQWait for a more complete description.

Returns

VIP_SUECESS — A completed receive Descriptor was found on the receive queue with a
successful completion status.

VIP- DESCRIPTOR_ERROR - If the receive queue is empty, the Descriptor pointer is set to
NULL, otherwise a completed Descriptor is returned with an error completion

Py oY TR
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VIP_INVALID_PARAMETER - The VI handle was invalid.
VIP_TIMEOUT - The timeout expired and no completed Descriptor was found.

VIP_ERROR_RESOURCE - This receive queue is associated with a completion queue or the
operation failed due to insufficient resources.
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3.5.7. VipCQDone

Synopsis
VIP_RETURN
VipCQDone(
IN VIP_CQ_HANDLE CQHandle,
QUT VIP VI HANDIFE *\/iHandle
OUT VIP_BOOLEAN *RecvQueue
)
Parameters

CQHandle: The handle of the Completion Queue.

ViHandle: The handle of the VI endpoint associated with the completion, if the kettrn status
indicates success. Undefined otherwise.

RecvQueue: If VIP_TRUE, indicates that the completion was associated with the receive
queue of the VI. If VIP_FALSE, indicates that the completion-was associated
with the send queue of the VI. Undefined if the returned status does not indicate
success.

Description

VipCQDone polls the specified Completion Queue for a complétion entry (a completed operation).
If a completion entry is found, it returns the VI handle, along with a flag to indicate whether the
completed Descriptor resides on the send or receive queue. VipCQDone is a non-blocking call. In
particular, VipCQDone is not allowed to block behindaYipCQWait, even in a thread-safe
implementation.

It is up to the calling process to subsequently invoke the appropriate function to actually de-queue
the completed Descriptor. The completed Degse¢riptor may only be de-queued by the function
VipSendDone or VipRecvDone. VipCQDohe only dequeues the completion entry from the
Completion Queue.

It is possible for a process to have multiple threads, some of which are waiting for completions on
a Completion Queue, and othepspolling the Work Queues of an associated VI. In this case, the
caller must be prepared for the‘ease where the Completion Queue indicated a completion, but a
subsequent call to de-queue.the Descriptor fails.

If a process has associated a Work Queue of a VI instance with a Completion Queue, it may not
block directly on that Work Queue via the VipSendWait or VipRecvWait functions.

Returns

VIP_SUCCESS — A completion entry was found on the Completion Queue.
VIP_NQ@J.DONE — No completion entries are on the Completion Queue.
VIPAINVALID_PARAMETER — The Completion Queue handle was invalid.
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3.5.8. VipCQWait

Synopsis
VIP_RETURN
VipCQWait(
IN VIP_CQ_ HANDLE CQHandle,
IN VIP_UL ONG TimeOut
OUT VIP_VI_HANDLE *ViHandle,
OUT VIP_BOOLEAN *RecvQueue
)
Parameters

CQHandle: The handle of the Completion Queue.

TimeOut: The number of milliseconds to block before returning to the callerpi\VIP_INFINITE
if no time-out is desired.

ViHandle: Returned to the caller. The handle of the VI endpoint assaCiated with the
completion if returned status indicates success.

RecvQueue: If VIP_TRUE, indicates that the completion was asséeiated with the receive
queue of the VI. If VIP_FALSE, indicates that thetcompletion was associated
with the send queue of the VI. Undefined if the returned status does not indicate
success.

Description

VipCQWait polls the specified completion queue for.a‘completion entry (a completed operation).
If a completion entry was found, it immediately returas the VI handle, along with a flag to indicate
the send or receive queue, where the completed Descriptor resides.

If no completion entry is found, the caller is\blocked until a completion entry is generated, or until
the TimeOut value expires.

It is up to the calling process to subsequently invoke the appropriate function to actually de-queue
the completed Descriptor. The completed Descriptor may only be de-queued by the function
VipSendDone or VipRecvDone. VipCQWait only dequeues the completion entry from the
Completion Queue.

It is possible for a processto have multiple threads, some of which are checking for completions
on a Completion Quegre;-and others polling the work queues of an associated VI directly. In this
case, the caller must be prepared for the case where the Completion Queue indicated a
completion, but a&zsubsequent call to de-queue the Descriptor fails.

If a process lias associated a work queue of a VI instance with a completion queue, it may not
block direetly,on that work queue via the VipSendWait or VipRecvWait functions. If this is
attempted; the function returns VIP_ ERROR _RESOURCE.

Returns

VIP_SUCCESS — A completion entry was found on the Completion Queue.

[T ALl _DADAMCTCMN Tl Lot o o i H Liel
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VIP_TIMEOUT - The request timed out and no completion entry was found.
VIP_ERROR_RESOURCE - The operation failed due to insufficient resources.
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3.5.9. VipSendNotify

Synopsis
VIP_RETURN
VipSendNotify(
IN VIP_VI_HANDLE ViHandle,
[N VIP_PVOID Context
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_NIC_HANDLE NicHandle,
IN VIP_VI_HANDLE ViHandle,
IN VIP_DESCRIPTOR *DescriptorPtr
)
)

Parameters

ViHandle: Instance of a Virtual Interface.

Context: Data to be passed through to the Handler as a parameter. Not used by the VI
Provider.

Handler: Address of the user-defined function to be callediwhen a single Descriptor
completes. This function is not guaranteed to‘wn in the context of the calling
thread. The handler function is called withthe/following input parameters:
Context: Data passed through from the function call. Not used by the VI

Provider.
NicHandle: Handle of the NIC:
ViHandle: Instance of aWirtual Interface.
DescriptorPtr:  Address of‘'the Descriptor that has completed.
Description

‘ VipSendNotify is used by the Vi-Consumer to request that a Handler routine be called when a
Descriptor completes.

VipSendNotify checks the'Bescriptor on the head of the send queue to see if it has been marked
complete. If the Descriptor has completed, it is removed from the head of the queue and the

| Handler associated with the Descriptor is invoked with the address of the completed Descriptor
as a parameter.

If the Descriptor,at the head of the send queue has not been marked complete, VipSendNotify will
enable intefrupts for the given VI Send Queue. When a Descriptor is completed, the Handler will
be invokédwith the address of the completed Descriptor as a parameter.

This fegistration is only associated with the VI Send Queue for a single completed Descriptor. In
orderfor the Handler to be invoked multiple times, the function must be called multiple times.
| AMltiple handlers can be registered at one time and will be queued in Descriptor order.

Destruction of the VI will result in cancellation of any pending function calls

VipSendNotify cannot be used to block on a send queue that has been associated with a
Completion Queue. Refer to VipCQNotify for a more complete description.

If the send queue is empty at the time that VipSendNotify is called, the function returns
VIP_DESCRIPTOR_ERROR. The Handler is called for outstanding Notify requests with the
Descriptor pointer set to NULL if the send queue becomes empty.
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Returns

VIP_SUCCESS - The routine was successfully completed.
VIP_INVALID_PARAMETER — The VI handle was invalid or the function call address was invalid.

VIP_DESCRIPTOR_ERROR - The send queue was empty when VipSendNotify was called.
\/ID_FPQOP_PFQDI JRCE — The send gueue of the V1 is assaociated with a (‘nmplntinn Qumm ar

the operation failed due to insufficient resources.

3.5.10. VipRecvNotify

Synopsis
VIP_RETURN
VipRecvNotify(
IN VIP_VI_HANDLE ViHandle,
IN VIP_PVOID Context,
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_NIC_HANDLE NicHandle,
IN VIP_VI_HANDLE ViHandle;
IN VIP_DESCRIPTOR *DescriptorPtr
)
)

Parameters

ViHandle: Instance of a Virtual Interface.

Context: Data to be passed through to-the Handler as a parameter. Not used by the VI
Provider.

Handler: Address of the user-defined function to be called when a single Descriptor
completes. This fungtion is not guaranteed to run in the context of the calling
thread. The handlerfunction is called with the following input parameters:
Context: Data passed through from the function call. Not used by the VI

Provider.
NicHandle: Handle of the NIC.
ViHandle: Instance of a Virtual Interface.
DescriptorPtr:  Address of the Descriptor that has completed.
Description

VipReeyviNotify is used by the VI Consumer to request that a Handler routine be called when a
Descriptor completes.

VipRecvNotify checks the Descriptor on the head of the receive queue to see if it has been
marked complete. If the Descriptor has completed, it is removed from the head of the queue and

e Handler_associated with e DEescripror 1S inVoKed with the address of the completed
Descriptor as a parameter.

If the Descriptor at the head of the receive queue has not been marked complete, VipRecvNotify
will enable interrupts for the given VI Receive Queue. When a Descriptor is completed, the
Handler will be invoked with the address of the completed Descriptor as a parameter.
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This registration is only associated with the VI Receive Queue for a single completed Descriptor.
In order for the Handler to be invoked multiple times, the function must be called multiple times.
| Multiple handlers can be registered at one time and will be queued in Descriptor order.

Destruction of the VI will result in cancellation of any pending function calls.

VipRecvNotify cannot be used to block on a receive queue that has been associated with a
Completion Queue. Refer to VipCQNotify for a more complete description.

therecevequene s empty at thetimeYipRecviNotify 1scattedthe-farctiorrretarns
VIP_DESCRIPTOR_ERROR. The Handler is called for outstanding Notify requests with the
| Descriptor pointer set to NULL if the receive queue becomes empty.

Returns

VIP_SUCCESS - The routine was successfully completed.
VIP_INVALID_PARAMETER — The VI handle was invalid or the function call address-was invalid.
VIP_DESCRIPTOR_ERROR - The receive queue was empty when VipRecvNotify was called.

VIP_ERROR_RESOURCE - The receive queue of the VI is associated with,a-Completion Queue
| or the operation failed due to insufficient resources.

3.5.11. VipCQNotify

Synopsis
VIP_RETURN
VipCQNotify(
IN VIP_CQ_HANDLE CQHandle,
IN VIP_PVOID context,
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_NIC_‘HANDLE NicHandle,
IN VIP_VI"HANDLE ViHandle,
IN VIR BOOLEAN RecvQueue
)
)
Parameters
CQHandle: Instance of a Completion Queue.
Context: Data to be passed through to the Handler as a parameter. Not used by the VI
Rrovider.
Handler: Address of the user-defined function to be called when a single Descriptor

completes. This function is not guaranteed to run in the context of the calling
thread. The handler function is called with the following input parameters:

Context: Data passed through from the function call. Not used by the VI
Provider.

NicHandle: Handle of the NIC.

ViHandle: Instance of a Virtual Interface.

RecvQueue: VIP_TRUE indicates that the completion was associated with the receive queue
of the VI. VIP_FALSE indicates that the completion was associated with the
send queue of the VI.
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Description

VipCQNotify is used by the VI Consumer to request that a Handler routine be called when a
Descriptor completes on a VI Work Queue that is associated with a Completion Queue.

VipCQNotify checks the Entry on the head of the Completion queue to see if it indicates that a
Descriptor has been marked complete. If there is an entry, the Entry is removed from the
Completion Queue and the Handler associated with the Entry is invoked. The ViHandle and

RacvOuata-ara cat annranriatalvy to indicata-to-tha \/ 1 Concsumarwhich \Waork Ouetle contains-tha
e FHEeHE S-St PrepHEt e to-HaHEate ot BRSHHE - WHHEH R B« gHeHEe-coHaHRSe
completed Descriptor.

If there is no valid Completion Queue Entry, VipCQNotify enables interrupts for the given
Completion Queue. When a Completion Queue Entry is generated, the handler will be invoked.

This registration is only associated with the Completion Queue for a single entry. In ordenfoer the
Handler to be invoked multiple times, the function must be called multiple times. Multigle-iandlers
can be registered at one time and will be queued in Completion Queue Entry order,

Destruction of the Completion Queue will result in cancellation of any pending funetion calls.

Returns
VIP_SUCCESS - The routine was successfully completed.

VIP_INVALID_PARAMETER - The VI handle, the CQ Handle or the function call address was
invalid.

VIP_ERROR_RESOURCE — The operation failed due to inskifficient resources.

3.5.12. Notify Semantics

This is a description of the recommended semantigs for the notify calls VipSendNotify,
VipRecvNotify and VipCQNotify. These semantics,were selected because they can be
implemented in a simple and straightforward manner by VI Providers and provide predictable
operation.

A single, dedicated thread per queue jsctised for all notify operations on a specified send, receive
or completion queue. This thread is started on the first notify call for the queue and persists
throughout the life of the associate@queue. With this model, the handler routine will always run in
the context of the dedicated nafify~thread for the queue and not in the context of the calling
thread.

Notify calls should not bedised concurrently with either Done or Wait calls on the same work
queue. If a Notify is ogtstanding when a Done or a Wait call is made, the order in which
completed Descripters are associated with the calls is indeterminate.

3.6. Cempletion Queue Management

3.6, VipCreateCQ

Synopsis
VIP_RETURN
VipCreateCQ(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_ULONG EntryCount,

OUT VIP_CQ_HANDLE *CQHandle
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Parameters

NicHandle: The handle of the associated NIC.
EntryCount: The number of completion entries that this Completion Queue will hold.
CQHandle: Returned to the caller. The handle of the newly created Completion Queue.

Description

VipCreateCQ creates a new Completion Queue. The caller must specify the minimum number of
completion entries that the queue must contain. If successful, it returns a handle to the newly
created Completion Queue. A Completion queue is created with at least the specified number ‘of
completion entries. To avoid dropped completion notifications, applications should make sure-that
the number of operations posted on send/receive queues attached to a completion queuérdees
not exceed the completion queue capacity at any time. A common technique to deal with’this in
multi-threaded environments is fo use atomic increment/decrement variables to keep{rack of the
available space in completion queues.

Returns

VIP_SUCCESS - A new Completion Queue was successfully created.
VIP_INVALID_PARAMETER - The NIC handle was invalid.

VIP_ERROR_RESOURCE — The Completion Queue could not becreated due to insufficient
resources.

3.6.2. VipDestroyCQ

Synopsis
VIP_RETURN
VipDestroyCQ(
IN VIP_CQ_HANDLE CQHandle
)
Parameters

CQHandle: The handle of the Completion Queue to be destroyed.

Description

VipDestroyCQ destreys a specified Completion Queue. If any VI Work Queues are associated
with the Completien'Queue, the Completion Queue is not destroyed and an error is returned.

Returns

VIP_SUEGCESS — The Completion Queue was successfully destroyed.
VIRZINVALID_PARAMETER — The Completion Queue handle was invalid.

VIP_ERROR_RESOURCE — The Completion Queue could not be destroyed because the Work
Queues of one or more VI instances are still associated with it.
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3.6.3. VipResizeCQ

Synopsis
VIP_RETURN
VipResizeCQ(
IN VIP_CQ_HANDLE CQHandle,
[N VIP_UI ONG EntryCount
)
Parameters
CQHandle: The handle of the Completion Queue to be resized.

EntryCount:  The new number of completion entries that the Completion Queue must-old.

Description

VipResizeCQ maodifies the size of a specified Completion Queue by specifying the new minimum
number of completion entries that it must hold. This function is useful whet.the potential number
of completion entries that could be placed on this queue changes dynamically.

Returns

VIP_SUCCESS — The Completion Queue was successfully resjzed.
VIP_INVALID_PARAMETER — The Completion Queue handle was invalid.

VIP_ERROR_RESOURCE — The Completion Queue could not be resized because of insufficient
resources.

3.7. Querying Information

3.7.1. VipQueryNic

Synopsis
VIP_RETURN
VipQueryNic(
IN VIP_NIC_HANDLE NicHandle,
OUT\ VIP_NIC_ATTRIBUTES *NicAttribs
)
Parameters

NicHandle* The handle of a VI NIC.
NICALriDs : Returned to the caller, contains NIC-specific information.

Description

VipQueryNic returns information for a specific NIC instance. The information is returned in the

NicAttribs data structure.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER — The NIC handle was invalid.
VIP ERROR RESOURCE - The operation failed due to insufficient resources.
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3.7.2. VipSetViAttributes

Synopsis
VIP_RETURN
VipSetViAttributes(
IN VIP_VI_HANDLE ViHandle,
IN VIP VI ATTRIBUTES *ViAtiribs
)
Parameters
ViHandle: The handle of a VI instance.
ViAttribs: The attributes to be set for the VI.
Description

VipSetViAttributes attempts to modify the attributes of a VI instance. If the VIProvider does not
support the requested attributes, or if the VI is in a state that does not allow the attributes to be
| modified, then it returns an error.

Changing VI attributes is valid only when the VI is in the Idle state. Am-error is returned if
VipSetViAttributes is called while the VI is in any other state. Whe_an error is returned, all of the
attributes remain unchanged. For instance, if only one of many requested attributes is invalid or
not supported, an error is returned and none of the new attribytes requested are updated.

Returns

VIP_SUCCESS — Operation completed successfully,
VIP_INVALID_PARAMETER - One of the input’parameters was invalid.
VIP_INVALID_STATE — The VI is not in a state where the attributes can be modified.

VIP_INVALID_ RELIABILITY_LEVEL — The requested reliability level attribute was invalid or not
supported.

VIP_INVALID_MTU — The maximum transfer size attribute was invalid or not supported.
VIP_INVALID_QOS - The quality of service attribute was invalid or not supported.
VIP_INVALID_PTAG — The\protection tag attribute was invalid.

VIP_INVALID_RDMAREAD - The attributes requested support for RDMA Read, but the VI
| Provider does not support it.

‘ VIP_ ERROR RESOURCE - The operation failed due to insufficient resources.

3.7.3. VipQueryVi

SynQpsis
VIP_RETURN
VipQueryVi(

iy VP HANDLEE Vittandte;
OUT VIP_VI_STATE *State,
OUT VIP_VI_ATTRIBUTES *ViAttribs,
OUT  VIP_BOOLEAN *ViSendQEmpty,
OUT VIP_BOOLEAN *ViRecvQEmpty
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Parameters

ViHandle: The handle of a VI instance.

State: The current state of the VI.

ViAttribs: Returned to caller, contains VI-specific information.

ViSendQEmpty:If VIP_TRUE, the send queue is empty.

VIReCcvVEMmPLy. IT VIF_ T RUE, (he receive queue'Is errnply.

Description

VipQueryVireturns information for a specific VI instance. The VI Attributes data structure and.the
current VI State are returned.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER — The VI handle was invalid.
VIP_ ERROR _RESOURCE - The operation failed due to insufficient resolirees.

3.7.4. VipSetMemAttributes

Synopsis
VIP_RETURN
VipSetMemAttributes(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID Address,
IN VIP_MEM_HANDLE MemHandle,
IN VIP_MEM_ATTRIBUTES *MemAttribs
)
Parameters
NicHandle: The handle of the*NIC where the memory region is registered.
Address: The base address of the memory region.

MemHandle:  The handle of the memory region.
MemAttribs: The memory attributes to set for this memory region.

Description

VipSetMemAttributes modifies the attributes of a registered memory region. If the VI Provider
does not support the requested attribute, it returns an error. Modifying the attributes of a memory
region,\while a data transfer operation is in progress that refers to that memory region, can result
in undéfined behavior, and should be avoided by the VI Consumer.

When an error is returned, all of the attributes remain unchanged. For instance if only one of
many requested attributes is invalid or not supported, an error is returned and none of the new

attributes requested are updated.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER — The Memory Handle or Address was invalid.
VIP_INVALID_PTAG - The protection tag attribute was invalid.
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VIP_INVALID_RDMAREAD - The attributes requested support for RDMA Read, but the VI
Provider does not support it.

VIP ERROR RESOURCE - The operation failed due to insufficient resources.

3.7.5. VipQueryMem

Synopsis
VIP_RETURN
VipQueryMem(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_PVOID Address,
IN VIP_MEM_HANDLE MemHandle,
OUT VIP_MEM_ATTRIBUTES *MemAittribs
)
Parameters
NicHandle: The handle of the NIC where the memory region is registéred.
Address: The base address of the memory region.

MemHandle:  The handle of a memory region.

MemAttribs: The memory attributes of this memory region:

Description

VipQueryMem returns the attributes of a registered memory region to the caller.
Returns

VIP_SUCCESS - Operation completed successfully.
‘ VIP_INVALID_PARAMETER — The Memory Handle or Address was invalid.
‘ VIP ERROR RESOURCE - The operation failed due to insufficient resources.

3.7.6. VipQuerySystemManagementinfo
Synopsis

VIP_RETURN
VipQuerySystemManagementinfo(
IN VIP_NIC_HANDLE NicHandle,
IN VIP_ULONG InfoType,
IN OUT VIP_PVOID SysManlinfo

)

Rarameters

NicHandle: The handle of a VI NIC.

InfoType: Specifies a particular piece of system management information.
SysManinfo: Pointer to a system management information structure.

Description

VipQuerySystemManagementinfo returns system management information about the specified
NIC. The InfoType parameter allows the caller to specify specific pieces of information. The
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types of information that can be retrieved are VI Provider specific. The content of the System
Management Information Structure is VI Provider specific.

The only defined InfoType is VIP_SMI_AUTODISCOVERY. This provides a mechanism for
applications to access auto-discovery information to get the network addresses of other nodes
that are attached to the SAN fabric.

The SysManlnfo structure is interpreted as both an IN and OUT parameter for the network
configuration request. The structure is as follows:

typedef struct { Q/\
VIP_ULONG NumberOfHops; (19
VIP_NET_ADDRESS **ADAddrArray; (b'\ ‘
VIP_ULONG NumAdAddrs; ((be
} VIP_AUTODISCOVERY LIST; ,\Q)
Structure Element Definitions ,\b‘
NumberOfHops: Specifies the maximum “depth” of interest to the r ter. Only network
addresses within the specified “depth” are retur epth is defined as
the number of links that are traversed by the discovery operation. A
depth of one is defined as the collection of S that are directly
connected. S\

ADAddrArray: Pointer to an array of pointers to the tL%/ VIP_NET_ADDRESS

structures that will receive the dis ed addresses. It is up to the caller
of this routine to allocate the A drArray and initialize the pointers to
point to the appropriately SiZ{ P_NET_ADDRESS structures.

The VIP_NET_ADDRESSstructures must be large enough to hold an
address for the speciﬁe@‘ C (specified by the NicAddressLen field of
the NicAttributes stn@/re). The HostAddress field must be long enough
to hold the host p n of the address and HostAddressLen must specify
a length equal toor greater than the number of bytes needed to specify
the HostAddm@. The DiscriminatorLen field and the discriminator
portion of HostAddress field are ignored.

NumAdAddrs: Speci e%e number of elements in the ADAddrArray. If the number of
adgre§ses discovered is larger than the number requested, then an error

I

O

Returns O .

VIP_SUCCE%\v Operation completed successfully.
VIP_INV @_PARAMETER — The NIC handle was invalid.

urned and this field is updated to contain the number of entries
uired to return the full list of node addresses.

VIP R_RESOURCE - The number of entries specified to hold the auto-discovery
é information is less than the number of addresses that were discovered
?\ within the specified NumberOfHops or the operation failed due to
%’\ insufficient resources.
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3.8. Error handling

3.8.1. VipErrorCallback
Synopsis
VIP_ RETURN

VipErrorCallback(

IN VIP_NIC_HANDLE NicHandle,

IN VIP_PVOID Context,
IN void(*Handler)(
IN VIP_PVOID Context,
IN VIP_ERROR_DESCRIPTOR  *ErrorDesc
)
)
Parameters
NicHandle: Handle of the NIC
Context: Data to be passed through to the Handler as a parameter. Not used by the VI
Provider.
Handler: Address of the user-defined function to be called when an asynchronous error
occurs. This function is not guaranteed to rdnyih the context of the calling thread.
The error handler function is called with the following input parameters:
Context: Data passed through frem the function call. Not used by the VI
Provider.
ErrorDesc: The error Descriptor.
Description

VipErrorCallback is used by the VI Consumer to register an error handling function with the VI
Provider. If the VI Consumer does nbt register an error handling function via this call, a default
error handler will log the error. If‘an-error handling function has been specified via the
VipErrorCallback function, the default error handling function can be restored by calling
VipErrorCallback with a NULL Handler parameter.

Asynchronous errors are those errors that cannot be reported back directly into a Descriptor. The
following is a list of passible asynchronous errors:

e Post Descriptar-Error — This error occurs under the following conditions:

e Theirtual address and memory handle of the Descriptor was not valid when the
Descriptor was posted.

o _ \THe Next Address and/or Next Handle field was inadvertently modified after the
Descriptor was posted.

e The Descriptor address was not aligned on a 64-byte boundary.

e Connection Lost — The connection on a VI was lost and the associated VI is in the error state.

e Receive Queue Empty — An incoming packet was dropped because the receive queue was

empty.

e VI Overrun — The VI Consumer attempted to post too many Descriptors to a Work Queue of a

VL.
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e RDMA Write Protection Error — A protection error was detected on an incoming RDMA Write
operation. If the RDMA write operation contained immediate data, this status would be
reported in the associated Descriptor, and not via the asynchronous error mechanism.

o RDMA Write Data Error — A data corruption error was detected on an incoming RDMA Write
operation. If the RDMA write operation contained immediate data, this status would be
reported in the associated Descriptor, and not via the asynchronous error mechanism.

Py RDMA \Write Packet Abort — Indicates a lr_\’;an‘i:\l Ir_\:mlznf was detected-on an innnming RDMA,

Write operation. If the RDMA write operation contained immediate data, this status would be
reported in the associated Descriptor, and not via the asynchronous error mechanism.

e RDMA Transport Error - A transport error was detected on an incoming RDMA operation. that
does not consume a Descriptor.

e RDMA Read Protection Error — A protection error was detected on an incoming RDMA Read
operation.

e Completion Protection Error - When reporting completion, this could result front a user de-
registering a memory region containing a Descriptor after the Descriptor wvas read by the
hardware but before completion status was written.

This error can also result if a Completion Queue becomes inaccesgible to the hardware. In
this case, an error will be generated for each VI that was associated with the Completion
Queue. Note that the status (Done or Done with Errors) of theSDéscriptors on work queues
associated with the Completion Queue may have already been written.

e  Catastrophic Error - The hardware has failed or has detected a fatal configuration problem.

Post Descriptor Error, VI Overrun, Completion Protectien.Error and Catastrophic Error are
catastrophic hardware errors. For more information dnbow these are handled, see Section 6.3.1
Catastrophic Hardware Error Handling.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_INVALID_PARAMETER — One ormore of the input parameters were invalid.
VIP_ ERROR _RESOURCE - The gperation failed due to insufficient resources.

3.9. Name Service

This section describes g-set of routines to be used to resolve names and addresses for VIPL
applications. The descTiption is intended to capture the semantics of how VIPL applications would
do simple name@nd address lookups It is not intended to specify how a name service is
implemented(iti§ intended that a variety of nameservices (such as file based (e.g. /etc/hosts)) or
network baséd(such as DNS, NIS, NDS, ActiveDirectory, etc) could be used to store the
informatien-that VIPL applications would request through this simple set of procedures.

3.9, VipNSInit

Synopsis
VIP_RETURN
VipNSInit(
IN VIP_NIC_HANDLE NicHandle,
IN  VIP_PVOID NSinitinfo
)
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Parameters
NicHandle: The VI NIC context in which to initialize the name service.
NSinitinfo: Initialization information for the name service. In the case of a file based name

service, this could be the name of the alternate file to use for name lookups. A
value of (VIP_PVOID)0 specifies default behavior.

I')pcrripfinn

VipNSInit initializes the name service using the specified parameters. It is recommended that it beQ/\
possible to successfully initialize the name service by specifying default behavior (e.g. set the (19
NSinitinfo parameter to (VIP_PVOID) 0). r\ .

It is up to the provider of the name service routines to specify the format of the initia//zazti«oéb
parameter. It is recommended that file-based name service implementations use the ifiitialization
parameter to specify an alternate database file. It is also recommended that other /;é@e service
implementations use string-based initialization parameters. '\b‘

Returns C)
N\

VIP_SUCCESS — Operation completed successfully.
VIP_INVALID_PARAMETER — The NSinitinfo parameter or Nich@@parameter was invalid.
VIP_ERROR_NAMESERVICE — Name service for the speciﬂ% NIC context is already initialized.

VIP_ERROR_RESOURCE - The operation failed due to i@@i ient resources or was unable to
initialize resources.

N
3.9.2. VipNSGetHostByName \(\@
R
Synopsis ®\$
VIP_ RETURN W
VipNSGetHostByName( O
IN VIP_N/c_HA/Q.E)\LE NicHandle,
IN  VIP_CHAR® *Name,
IN OUT VIP_NET ADDRESS *Address,
IN VIP%{LONG Namelndex,
) O
Parameters C)

-

NicHandle: \Ci'De VI NIC context in which to resolve the name.
The NULL terminated string that will be used to query the name service to find a

Q.Q matching address.

Add@gs The VIP_NET_ADDRESS structure that will receive the NIC address of the
specified host. The HostAddress field must be at least the size specified by the
?‘ NICAddressLen field in the VI_NIC_ATTRIBUTES structure.

%Namelndex: The “index” of NIC address to return. If a node has multiple NICs on a particular

‘ Name:

SAN, the client application can start at a Namelndex of O and increment the
index until an error is returned to fully enumerate all of the NIC addresses
associated with a particular nodename
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Description

VipNSGetHostByName maps string names to network addresses that are recognized by
VipConnectRequest and VipConnectPeerRequest for connect operations._The name matching is
case insensitive.

The name service is queried and returns an address in the context of the specified VI NIC. If this
operation completes successfully, a valid VIP_NET_ADDRESS structure is contained in the

nahn/nrl/ aﬂﬂrncc StrHctiHe snacifiad I’“/ AHHracc Tha /\Hr’lrncc StAHCLHE-RHHSE hn Qllnf‘ﬂfﬂf‘l l“I\I fha
PecHeE uss

caller with the HostAddressLen field initialized.
iy

The Namelndex is used to allow the name_service to associate multiple NIC addresses with th
same name on a SAN (as specified by the NicHandle parameter). For example, if a node on,

single SAN has two NICs to allow for twice the bandwidth and number of Vis than a singl;

the first call to this routine (with a Namelndex value of 0) returns one NIC address and tlgy cond
call (with a Namelndex value of 1) returns the other NIC address. A call to this ro@ th the

same name but with a Namelndex value of 2 or more returns a VIP_ERROR_NA RVICE.
Returns '\
VIP_SUCCESS — Operation completed successfully \Q/

VIP_ERROR_NAMESERVICE - The name specified was not foun ”}g name service, the
Namelndex for the given name is invalid or the na ervice was not initialized
for the specified NIC context.

VIP_INVALID_PARAMETER — One of the parameters Waség//d.
VIP_ERROR_RESOURCE - The operation failed due to\lﬂguﬁicient_resources.

3.9.3. VipNSGetHostByAddr \(\Qj\

BN
Synopsis N\

VIP_ RETURN A\Q)
VipNSGetHostByAddr ( O

IN  VIP_NIC_H, \L NicHandle,

IN  VIP NET\Q@DRESS *Address,

OUT VIP_CHAR “Name,
IN OUT ViR ULONG *NameLen
) O
Parameters C)

-

NicHandle: \%VicHand/e for which the Address parameter is valid.
Address: Q The network address used to query the name service.

Name: Q‘ A pointer to the array where the name_associated with the specified Address
returned by the name service will be stored. The array must be allocated by the

§ caller of this routine.

meLen: The size of the Name array. The caller of the routine sets this parameter to the
size of the array allocated._The array allocated must have enough storage to

include the NULL termination. It Is updated by the routine to contain the_actual
length of the host name string (does not include the NULL termination character).

Description

VipNSGetHostByAddr maps the Address to a host name by querying the name service in the |
context of the specified NicHandle. The name associated with the Address is returned to the
caller in the Name parameter. If the size specified by NameLen is not sufficient to hold the entire
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name, a VIP_INVALID_PARAMETER is returned. VipNSGetHostByAddr returns the size of the
array required to hold the entire string in NamelLen so the caller can increase the size of the array
and call VipNSGetHostByName again with the larger array to retrieve the name.

Returns

VIP_SUCCESS - Operation completed successfully.
VIP_ERROR NAMESERVICE - T ifi

name service was not initialized for the specified NIC context. Q/\

VIP_INVALID_PARAMETER — One of the parameters was invalid. If the NameLen size set by
caller is too small to hold the entire name, the value returned in the NameLep-
field is the size of the array required to hold the name. ‘b(b

VIP ERROR RESOURCE - The operation failed due to insufficient resources. (O/
,\Q)

3.9.4.  VipNSShutdown D
Synopsi O
ynopsis \\Q/
@)

VIP_RETURN
VipNSShutdown( \%
IN VIP_NIC_HANDLE NicHandle L
)

@)
N
Parameters Q

NicHandle: The VI NIC context to shutdown an g{@r\jy initialized name service.

r %)
Description \\g\
VipNSShutdown is called to indicate to the service that no more name resolutions will be

required. It is expected that programs thaty the VI Provider name service will call this routine
| for each VipNSinit call made previous!{’@r/or to normal shutdown.

Returns . \l‘
O

, N
VIP_SUCCESS - Operation gcgableted successfully.

VIP_ERROR_NAMESER%SE’ - The name service was already shutdown or was not initialized
for the pktified NIC context.

| VIP_IN VALID_PA@ TER — An invalid NicHandle parameter was specified.
VIP_ERROR_

Q
3
N
s
S

URCE - An error occurred while shutting down the name service, possibly
ue to insufficient resources available to process the shutdown request.
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4.Data Structures and Values

4.1. Generic VIPL Types

The following are generic VIPL types that were defined for portability.

typedef void * VIP_PVOID;
typedef int VIP_BOOLEAN;
typedef char VIP_CHAR;
typedef unsigned char VIP_UCHAR;
typedef unsigned short VIP_USHORT;
typedef unsigned long VIP_ULONG;

typedef unsigned __int64  VIP_UINT64;
typedef unsigned __int32  VIP_UINT32;
typedef unsigned __intl6 VIP_UINT16;
typedef unsigned __int8 VIP_UINTS;

VIP_TRUE and VIP_FALSE have been defined to provide a common gefjnition for TRUE and
FALSE.

#define VIP_TRUE 1)

#define VIP_FALSE 0)

The following is an implementation convenience defining the*memory alignment required by the
NIC for descriptors, in bytes.

#define VIP_DESCRIPTOR_ALIGNMENT 64

4.2. Return Codes

The various functions described hereinteturn error or success codes of the type VIP_RETURN.
The possible values for VIP_RETURN follow:

e VIP_SUCCESS - The function completed successfully.
e VIP_NOT_DONE — No«Descriptors are completed on the specified queue.
e VIP_INVALID_PARAMETER — One or more input parameters were invalid.

e VIP_ERROR_RESOURCE - An error occurred due to insufficient resources or resource
conflict.

e VIP_TIMEOGUT - The request timed out before it could successfully complete.
e VIP_REJECT — A connection request was rejected by the remote end.

e VIRIINVALID_RELIABILITY_LEVEL — The reliability level attribute for a VI was invalid or not
stipported.

¢ * VIP_INVALID_MTU — The maximum transfer size attribute for a VI was invalid or not
supported.

e VIP_INVALID_QOS - The quality of service attribute for a VI was invalid or not supported.
e VIP_INVALID_PTAG - The protection tag attribute for a VI or a memory region was invalid.

e VIP_INVALID_RDMAREAD - A memory or VI attribute requested support for RDMA Read,
but the VI Provider does not support it.
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e VIP_DESCRIPTOR_ERROR - A completed Descriptor was returned with errors in the
completion status, or the VI work queue was empty.

e VIP_INVALID _STATE - The operation is not valid in the current VI state.

e VIP_ERROR_NAMESERVICE - An unexpected error occurred while initializing, shutting
down or resolving a name/address in the name service.

e VIP_NO_MATCH - The local and remote connection discriminators do not match.

e VIP NOT REACHABLE - A network partition was detected while attempting to establish a VI
connection.

The declaration for VIP_RETURN is as follows:

typedef enum {
VIP_SUCCESS,
VIP_NOT_DONE,
VIP_INVALID_PARAMETER,
VIP_ERROR_RESOURCE,
VIP_TIMEOUT,
VIP_REJECT,
VIP_INVALID_RELIABILITY_LEVEL,
VIP_INVALID_MTU,
VIP_INVALID_QOS,
VIP_INVALID_PTAG,
VIP_INVALID_RDMAREAD,
VIP_DESCRIPTOR_ERROR,
VIP_INVALID_STATE,
VIP_ ERROR_NAMESERVICE,
VIP_NO_MATCH,
VIP NOT REACHABLE

} VIP_RETURN

4.3. VI Descriptor

The VI Descriptor is the data structure that describes the system memory associated with a VI
Packet. For data to be transmitted; it describes a gather list of buffers that contain the data to be
transmitted. For data that is to, be received, it describes a scatter list of buffers to place the
incoming data. It also contains fields for control and status information, and has variants to
accommodate send/receive operations as well as RDMA operations.

Descriptors are made .Up of three types of segments; control, address and data segments. The
control segmentds.the first segment for all Descriptors. An address segment follows the control
segment for Rescriptors that describe RDMA operations. A variable number of data segments
come last that describe the system buffer(s) on the local host.

typedefurion {
VIP_ADDRESS SEGMENT  Remote;
VIP_DATA SEGMENT Local;

WVIP_DESCRIPTOR_SEGMENT

Typeder SIct _ VIP_DESCRIPTOR ]
VIP_CONTROL_SEGMENT CS;
VIP_DESCRIPTOR_SEGMENT DS[2];

} VIP_DESCRIPTOR
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typedef union {

VIP_UINT64  AddressBits;
VIP_PVOID Address;

} VIP_PVOID64

typedef struct {
VIP_PVOID64 Next;
VIP MEM_HANDLE  NextHandle:
VIP_UINT16 SegCount;
VIP_UINT16 Control;
VIP_UINT32 Reserved;
VIP_UINT32 ImmediateData,;
VIP_UINT32 Length;
VIP_UINT32 Status;

} VIP_CONTROL_SEGMENT
typedef struct {

VIP_PVOID64 Data;
VIP_MEM_HANDLE Handle;
VIP_UINT32 Reserved;
} VIP_ADDRESS SEGMENT
typedef struct {
VIP_PVOID64 Data;
VIP_MEM_HANDLE Handle;
VIP_UINT32 Length;

} VIP_DATA_SEGMENT

The possible values for the Control field of the Control.Segment are as follows:

#define VIP_CONTROL_OP_SENDRECV 0x0000
#define VIP_CONTROL_OP_RDMAWRITE 0x0001
#define VIP_CONTROL_OP_RDMAREAD 0x0002
#define VIP_CONTROL_OP_RESERVED 0x0003
#define VIP_CONTROL _OP \MASK 0x0003
#define VIP_CONTROL_IMMEDIATE 0x0004
#define VIP_CONTROLNQFENCE 0x0008
#define VIP_CONTROLJRESERVED OXFFFO

The possible values for the ‘Status field of the Control Segment are as follows:
#define VIP_STATUS DONE 0x00000001
#define VIP. STATUS_FORMAT_ERROR 0x00000002
#define VIR/STATUS PROTECTION_ERROR 0x00000004
#define VIP_STATUS LENGTH_ERROR 0x00000008
#define VIP_STATUS_ PARTIAL_ERROR 0x00000010
#define VIP_STATUS DESC_FLUSHED_ERROR 0x00000020
#define VIP_STATUS TRANSPORT_ERROR 0x00000040
#define VIP_STATUS RDMA PROT_ERROR 0x00000080
#define VIP_STATUS REMOTE_DESC_ERROR 0x00000100
#define VIP_STATUS_ERROR_MASK 0x000001FE
#define VIP_STATUS_OP_SEND 0x00000000
#define VIP_STATUS_OP_RECEIVE 0x00010000
#define VIP_STATUS OP_RDMA WRITE 0x00020000
#define VIP_STATUS_OP_REMOTE_RDMA_WRITE 0x00030000
#define VIP_STATUS OP_RDMA_READ 0x00040000
#define VIP_STATUS OP_MASK 0x00070000
#define VIP_STATUS IMMEDIATE 0x00080000
#define VIP_STATUS RESERVED OXFFFOFEOO
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4.4. Error Descriptor

The error Descriptor is used by the error handling routine VipErrorCallback. It is used to
determine the layer of software or hardware that caused the failure, and all relevant information
that is available about the error.

An error Descriptor is passed to the user supplied error handler that was registered via
VipErrorCallback. The error Descriptor contains the following fields:

¢ NIC handle — Indicates the NIC, or VI Provider, that is reporting the error.

e VI handle — If non-NULL, refers to the VI instance related to the error.

e CQ handle - If non-NULL, refers to the Completion Queue related to the error.
o Descriptor pointer — If non-NULL, refers to the Descriptor related to the error.

e Operation code — Describes the operation being performed when the error was, detected.
This code is the same as the ‘completed operation’ code that is described in the ‘Descriptor
status field.

¢ Resource code — Allows the application to tell if the error was due to ad\l€ problem, VI
problem, queue problem or Descriptor problem.

e Error code — A numeric code that identifies the specific error.
The declaration of the error Descriptor is as follows:

typedef struct {
VIP_NIC_HANDLE NicHandle;
VIP_VI_HANDLE ViHandle;
VIP_CQ_HANDLE CQHandle;
VIP_DESCRIPTOR *DescriptorPtr;
VIP_ULONG OpCode}
VIP_RESOURCE_CODE ResourceCode;
VIP_ERROR_CODE ErrarCode;

} VIP_ERROR_DESCRIPTOR
Possible values for ResourceCode are:

typedef enum _VIP_RESOURCE_CODE {
VIP_RESOURCE_NIC;
VIP_RESOURCE_\/I,
VIP_RESOURCECQ,
VIP_RESOURCE_DESCRIPTOR
} VIP_RESOURCE-CODE

Possible values for ErrorCode follow, refer to the description of VipErrorCallback for a more
complete deseription:

typedef.enum _VIP_ERROR_CODE {
ViP_ERROR_POST_DESC,
VIP_ERROR_CONN_LOST,
VIP_ERROR_RECVQ_EMPTY,
VIP_ERROR_VI_OVERRUN,
VIP_ERROR_RDMAW_PROT,

VIP_ERROR_RDMAW _DATA,
VIP_ERROR_RDMAW_ABORT,
VIP_ERROR_RDMAR_PROT,
VIP_ERROR_COMP_PROT,
VIP_ERROR_RDMA_TRANSPORT,
VIP_ERROR_CATASTROPHIC

} VIP_ERROR_CODE
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4.5. NIC Attributes

The NIC attributes structure is returned from the VipQueryNic function. It contains information
related to an instance of a NIC within a VI Provider. All values that are returned in the NIC
Attributes structure are static values that are set by the VI Provider at the time that it is initialized.
It is not required that the VI Provider return dynamically updated values within this structure at
run-time.

e Name — The symbolic name of the NIC device.

e HardwareVersion — The version of the VI Hardware.

e ProviderVersion — The version of the VI Provider.

e NicAddressLen — The length, in bytes, of the local NIC address.

e LocalNicAddress — Points to a constant array of bytes containing the NIC Address;
e ThreadSafe — Synchronization model (thread safe / not thread safe)

e MaxDiscriminatorLen — The maximum number of bytes that the VI Provider, allows for a
connection discriminator. VI Providers are required to handle discriminators of at least 16
bytes in length. The value returned in this field must be at least 16 pytes.

e MaxRegisterBytes — Maximum number of bytes that can be registered
¢ MaxRegisterRegions — Maximum number of memory regions-that can be registered.

o MaxRegisterBlockBytes — Largest contiguous block of mremory that can be registered, in
bytes.

¢ MaxVI — Maximum number of VI instances supported by this VI NIC.

¢ MaxDescriptorsPerQueue — Maximum Descriptars per VI Work Queue supported by this VI
Provider.

¢ MaxSegmentsPerDesc — Maximum data:segments per Descriptor that this VI Provider
supports. The address segment is included in this count.

e MaxCQ — Maximum number of Completion Queues supported.

e MaxCQEntries — The maximum-number of Completion Queue entries that this VI NIC will
support per Completion Queue.

e MaxTransferSize — Theimaximum transfer size, specified in bytes, supported by this VI NIC.
The maximum transfersize is the amount of data that can be described by a single VI
Descriptor.

¢ NativeMTU ~The native MTU size, specified in bytes, of the underlying network. For frame-
based netwarks, this could reflect its native frame size. For cell-based networks, it could
reflect theMTU of the appropriate abstraction layer that it supports.

e MaxPTags — The maximum number of Protection Tags that is supported by this VI NIC. lItis
required that all VI Providers can support at least one Protection Tag for each VI supported.

o \ReliabilityLevelSupport - Indicates the reliability levels that are supported by this VI NIC.

o RDMAReadSupport - Indicates which reliability levels support RDMA Read operations. Zero

armare hits mav he set
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The declaration of the NIC attributes structure is as follows:

typedef struct {
VIP_CHAR Name [64];
VIP_ULONG HardwareVersion;
VIP_ULONG ProviderVersion;
VIP_UINT16 NicAddressLen;
const VIP_UINTS *L acalNicAddress:
VIP_BOOLEAN ThreadSafe;
VIP_UINT16 MaxDiscriminatorLen;
VIP_ULONG MaxRegisterBytes;
VIP_ULONG MaxRegisterRegions;
VIP_ULONG MaxRegisterBlockBytes;
VIP_ULONG MaxVl,
VIP_ULONG MaxDescriptorsPerQueue;
VIP_ULONG MaxSegmentsPerDesc;
VIP_ULONG MaxCQ;
VIP_ULONG MaxCQEntries;
VIP_ULONG MaxTransferSize;
VIP_ULONG NativeMTU;
VIP_ULONG MaxPtags;

VIP_RELIABILITY LEVEL ReliabilityLevelSupport:
VIP_RELIABILITY LEVEL RDMAReadSupport:
}VIP_NIC_ATTRIBUTES

4.6. VI Attributes

The VI attributes contain VI specific information. «The VI attributes are set when the VI is created
by VipCreateVi, can be modified by VipSetViAttributes, and can be discovered by VipQueryVi.

The VI attributes structure contains:

¢ ReliabilityLevel — Reliability level of the*VI (unreliable service, reliable delivery, reliable
reception). As an attribute of a VIjiit-is the requested class of service for the requested
connection.

‘ e MaxTransferSize —_The requested maximum transfer size for this connection. The Transfer

Size specifies the amount of payload data that can be transferred in a single VI packet.
‘ e QoS — The requestedquality of service for the connection

e Ptag — The protection tag to be associated with the VI.

e EnableRdmaWrite — If VIP_TRUE, accept RDMA Write operations on this VI from the remote

end of a ¢connection.

e EnableRdmaRead — If VIP_TRUE, accept RDMA Read operations on this VI from the remote

end ef'a connection.
The declaration of the VIP_VI_ATTRIBUTES is as follows:

typedef struct {

VIP_RELIABLITY_LEVEL ReliabilityLevel;

VIP—OTONG MaxTransferSize;

VIP_QOS QoS;
VIP_PROTECTION_HANDLE Ptag;
VIP_BOOLEAN EnableRdmaWrite;
VIP_BOOLEAN EnableRdmaRead;

| }VIP_VI_ATTRIBUTES

‘ typedef VIP_USHORT VIP RELIABILITY LEVEL;
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The possible values for VIP_RELIABILITY_LEVEL are:

#define VIP _SERVICE UNRELIABLE 0x01
#define VIP SERVICE RELIABLE DELIVERY 0x02
#define VIP SERVICE RELIABLE RECEPTION 0x04

The VIP_QOS s currently undefined, butis declared as:
typedef VIP_PVOID VIP_QOS; [* details are not defined */

Note: The only VI attributes that are checked when establishing a connection are ReliabilityLevel,
MaxTransferSize and QoS._The details for QoS have not been defined in the 1.0 VI Architecture

Specification.

4.7. Memory Attributes

The memory attributes structure contains the attributes of registered memory regions. The
attributes of a registered memory region are set by VipRegisterMem, can be modified by
VipSetMemAttributes, and can be discovered by VipQueryMem. The memary-attributes structure
contains:

e Ptag — The protection tag to be associated with a registered memaory region.

e EnableRdmaWrite — If VIP_TRUE, allow RDMA Write operatiens into this registered memory
region.

e EnableRdmaRead — If VIP_TRUE, allow RDMA Read-operations from this registered
memory region.

typedef struct {
VIP_PROTECTION_HANDLE Ptag;
VIP_BOOLEAN EnableRdmaWwrite;
VIP_BOOLEAN EnableRdmaRead;

} VIP_MEM_ATTRIBUTES

4.8. VI Endpoint State

The VI State (Idle, Pending.Connect, Connected, and Error). The VI State is returned from
the query VI function. The type for VI endpoint state is VIP_VI_STATE, the possible values
are:

typedef enum {
VIP_STATE) IDLE,
VIP_STATE_CONNECTED,
VIP_STATE_CONNECT_PENDING,
VIP. STATE_ERROR

} VIP{VI_STATE
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4.9. VI Network Address

A VI Network Address holds the network specific address for a VI endpoint. Each VI Provider may
have a unique network address format. Itis composed of two elements, a host address and an
endpoint discriminator. These elements are qualified with a byte length in order to maintain

network independence.
typedef struct {

VIP_UINTIG  HoStAddressLen,
VIP_UINT16  DiscriminatorLen;
VIP_UINT8 HostAddress[1];

} VIP_NET_ADDRESS

The HostAddress array contains the host address, followed by the endpoint discriminator:

Figure 3 depicts how a network address is laid out in memory.

Vs

HostAddress
HostAddressLen DiscriminatorLen
( Host Address Portion j ( Discriminat@r Portion J
Number of bytes in the | Number of bytes in the | _ Constant Width >< Variable Width
host address Discriminator NicAddressLen Bytes 0 to MaxDiscriminatorLen bytes

\

o J

§

]

Figure 3: VIP_NETSADDRESS memory layout
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5. Descriptors

5.1. Descriptor Format Overview

This section describes the format for Descriptors. The NIC hardware is aware of this format, and
cooperates with software in managing it. The format of a Descriptor is independent of physical

medatype.

Descriptors are in little-endian byte order. Any media or architecture that cannot support this byte
order will require software or hardware translation of Descriptors and data. Note that length fields
are specified in number of bytes, unless explicitly stated otherwise.

Descriptors are composed of segments. There are three types of segments: control, address and
data. All segments of a single Descriptor must be in the order described below. Descfipfors
always begin with a Control Segment. The Control Segment contains control and status
information, as well as reserved fields that are used for queuing.

An Address Segment follows the Control Segment for RDMA operations. This segment contains
remote buffer address information for RDMA Read and RDMA Write operations.

The Data Segment contains information about the local buffers of a sefd) receive, RDMA Write,
or RDMA Read operation. A Descriptor may contain multiple Data Segments.

The format of a send or receive Descriptor is shown in Figure 4. The format of an RDMA
Descriptor is shown in Figure 5.

15:14 13:12 11:8 7:0 byte offset
seg . .
control count | memory handle | next descriptor virtual address
Control
. . Segment
status total length imrmediate data reserved
_ Data
seg length memory handle buffer virtual address Segment

Eigute 4. Send and Receive Descriptor Format

15:14 13:12 11:8 7:0 byte offset
seg _ .
control count |memory handle | next descriptor virtual address
Control
. . Segment
status total length  Jimmediate data reserved
Address
reserved remote remote buffer virtual address Seament
memory handle Y
_ Data
seg length  [memory handle buffer virtual address Segment

Figure 5: RDMA Descriptor Format
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5.2. Descriptor Control Segment

The fields of a Control Segment are described below. All Reserved fields must be zero or a
format error will occur.

Next Descriptor Virtual Address (control segment bytes 7:0):

This field links a series of Descriptors to form the send and receive queues for a VI. The
| value is the virtual address of the next Descriptor on a gueue. A VI User Agent may fillin

this field in the Descriptor that is currently the tail of a queue to add a new Descriptor to
| the queue._The VI Application should not expect this field to be returned intact upon
| completion of a VI operation.

Next Descriptor Memory Handle (control segment bytes 11:8)

This field is the matching memory handle for the Next Descriptor Virtual Address:-A VI
User Agentfills in this field when it fills in the Next Descriptor Virtual Address field.

Descriptor Segment Count (control segment bytes 13:12)

This field contains the number of segments following the Control Segment, including the
| Address Segment, if present. A VI Application sets this field whenformatting the
Descriptor.

Control Field (control segment bytes 15:14)

This field contains control bits or information pertaining tathe entire Descriptor. The VI
| Application sets the bits in this field when formatting the Descriptor. These bits indicate
specific actions to be taken by the VI when processing the Descriptor.

This Control Field contains sub-fields, as follows:
Control field bits 1:0: Operation Type
Defines the operation for this Descriptor. Acceptable values are:

00: Indicates that this is a Send operation if this Descriptor is posted on the send
queue. Indicates that this is a Receive operation if this Descriptor is posted
on the receive queue.

01: Indicates that this-is a RDMA Write Descriptor if posted on the send queue.
This value jis\nvalid if this Descriptor is posted on the receive queue, and will
result in a format error.

10: Indicates that this is a RDMA Read Descriptor if posted on the send queue.
This value is only valid if the underlying VI Provider supports RDMA Read
operations. This value is invalid if this Descriptor posted on the receive
gueue, and will result in a format error.

14: This value is undefined and will result in a format error.
Cantrol field bit 2: Immediate Data Indication

If this bit is set, it indicates that there is valid data in the Immediate Data field of
this Descriptor.

If this is a Send Descriptor, it indicates that the data in the Immediate Data field is

to be transferred to the corresponding Receive Descriptor on the remote end of
the connection

If this is an RDMA Write Descriptor, it indicates that the data in the Immediate
Data field is to be transferred to the corresponding Receive Descriptor on the
remote end of the connection. Normally RDMA Writes do not consume
Descriptors on the remote node, but Immediate Data will cause this to happen.
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This bit is ignored for RDMA Read operations. Immediate Data is not transferred
with RDMA Read operations. This will not result in a format error. The
Immediate Data is simply ignored.

If this is a pending Receive Descriptor, this bit is ignored. A format error will not
be generated if this bit is set.

Control field bit 3: Queue Fence

Reserved (control segment bytes 19:16):

Immediate Data (control segment bytes 23:20):

Length Field (control segment bytes 27;24)

TheQueveFence bit,whenrset, mhibits processmgof the Descriptoruntitatt—————
previous RDMA Read operations on the same queue are complete.

If this is a pending Receive Descriptor, this bit is ignored. A format error will nat
be generated if this bit is set.

Control field bits 15:4: Reserved

These bits are reserved for future use. They must be set to zero by the'VI
Application or a format error will occur.

This field is a reserved field. It must be set to zero by the VI Appli€ation or a format error
will result.

This field allows 32 bits of data to be transferred from the"Descriptor of a Send or RDMA
Write operation to a corresponding Descriptor in the connected VI's Receive Queue.
Immediate Data is used in conjunction with the Immediate Data Indication bit of the
Control Field in the Control Descriptor.

This field is optionally set by the VI Applicatiotnin the case of Send and RDMA Write
operation and is returned to the VI Application in the case of Receives. The Immediate
Data field is ignored for RDMA Read operations.

This field contains the total length-of the data described by the Descriptor. The VI
Application sets this field when formatting the Descriptor. For send Descriptors and
RDMA Read requests, thisfield must specify the sum of the Local Buffer Length fields of
all Data Segments for the\packet. For outstanding receive Descriptors, this field is
undefined. The VI NICwill use the length parameters in the individual Data Segments
when determining rfeception length.

Upon completion of data transfer, this field is set by the VI NIC to reflect the total number
of bytes transferred from, in the case of a Send or RDMA Write, or to, in the case of
Receive ot RDMA Read, the Data Segment buffers. If the Descriptor completed with an
error, the“length field is undefined.

Notethat the 1.0 VI Architecture Specification is internally inconsistent. Section 6.4.1
Conipleting Descriptors by the VI Provider, states: “If a data transfer incurs a data
overrun error, the Receive Descriptor’s total length is set to zero, the data is undefined
and may result in the VI transitioning to the Error state as per the discussions in Sections
2.5 and 5.” This is inconsistent with the statement in the above paragraph: “If the
Descriptor completed with an error, the Length field is undefined.” For portability, the
recommendation is to assume the Length field is undefined in the case of a data overrun.

In order to conform to the specification, the VI Provider must set the length field to zero in
the case of a data overrun error.

The length field does not include the length of the immediate data field.

When a receive Descriptor is completed for an RDMA Write with immediate data, the
length field contains the number of bytes transferred.
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Status (control segment bytes 31:28):

This field contains status information that is written by a VI NIC in order to complete a
Descriptor. A VI User Agent polls for completion of a Descriptor by reading this field in the
Work Queue completion model. In general, the format of the status field is that bits 0:15
allow the VI User Agent to easily check for successful completion or for completion in
error. Bits 16:31 contain flags to provide additional information to the VI User Agent. The

VI User Agent must set this field to zero before posting a Descriptor to the VI NIC.

The format for the Status Field is shown in Figure 6.

op
reserved flags code error flags

21 23 18 16 7

Figure 6: Status Field Format

The individual bits of the Status Field are defined as follows:
Status Field, bit 0: Done

This bit is set to 1 by a VI Provider to indicate that<Descriptor execution has
completed. Zeroes in bits 1 through 15 of the status field indicate successful

E.

bt

completion. A 1 in any of the bits 1 throughA5°0f this field indicates that an error

was detected during Descriptor execution

This bit in the Descriptor is set according'to the level of reliability of the

Connection.
Status Field, bit 1: Local Format Error

This_bit is set if the locally pested Descriptor has a format error. This includes
errors such as invalid operation codes and reserved fields set by the software. It

does not include errorsccovered by other error bits.
This bit is valid on all-Descriptor and Connection types.
Status Field, bit 2: Local Protection Error

This bitis set if the locally posted Descriptor’'s data segment address and

memory-hiandle pair does not point to a protection table entry that is valid for the

requested operation. This may indicate a bad memory handle, a bad virtual
address, mismatched protection tags, insufficient rights for the requested

operation, or one or more of the specified data segments is not accessible due to

a“protection violation.

This bit is also set in the Descriptor posted to the receive queue corresponding to

an RDMA Write operation with Immediate data when a protection error occurs at

the target of the RDMA Write.
This bit is valid on all Descriptor and Connection types.
Status Field, bit 3: Local Length Error
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Descriptors posted on the Send Queue:

e The total length field in the control segment exceeds the maximum transfer
Size setting of this VI.

e The total length field in the control segment does not match the sum of the
locally posted Descriptor’'s Data Segment lengths.

Descriptors posted on the Receive Queue:

e The sum of the locally posted Descriptor’s Data Segment lengths was too
small to receive the incoming packet.

e The length of the incoming send exceeds the maximum transfer size setting
of this VI.

This bit is valid on all Descriptor and Connection types.
Status Field, bit 4: Partial Packet Error

This bit will be set on a Descriptor posted to the send queue if dn€rror was
detected after a partial packet was put on the fabric. This bit'will be set in
conjunction with another bit that indicates the error causing/the abort.

For Descriptors posted to the receive queue, this bit indicates and aborted or
truncated packet was received.

This bit is valid on all Descriptor and Connectionctypes.
Status Field, bit 5: Descriptor Flushed

This bit indicates that the Descriptor was flushed from the queue when the VI
was disconnected. The VI may have been disconnected either explicitly or due
to an error.

This bit is valid on all Descriptorand Connection types.
Status Field, bit 6: Transport Error

This bit is used to indicate-that there was an unrecoverable data error, data could
not be transferred, data-was transferred but corrupted, the corresponding
endpoint was not responding or VI NIC link problem. For reliable delivery and
reliable receptionynodes, a set bit indicates the VI has transitioned to Error State.
On Unreliable sonnections, this bit is only valid on Receive Descriptors. For
reliable delivery connections, this bit is only valid on receive and RDMA read
Descriptors. On reliable reception connections, this bit is valid on all types of
Descriptors.

Status Field) bit 7: RDMA Protection Error

This bit is set if the source of the RDMA Read, or destination of an RDMA Write,
had a protection error detected at the remote node._Possible causes include a
bad memory handle, a bad virtual address, mismatched protection tags, or
insufficient rights for the requested operation.

This bit is not valid for Descriptors on Unreliable Connections. For Reliable
Delivery Connections, this bit is set only on RDMA Read Descriptors. On
Reliable Reception Connections, this bit is set either on RDMA Read or RDMA

\Aleita Naoceorin tore Thic hit 1o not ot o Athar Nacorin tor fhvunac
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Status Field, bit 8: Remote Descriptor Error

This bit is set if there was a length, format, or protection error in a Descriptor
posted at the remote node. It is also set if there was no receive Descriptor
posted for the incoming packet.
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For Unreliable and Reliable Delivery Connections, this bit is not valid for any
Descriptor posted. For Reliable Reception Connections, this bit is only set on
Send Descriptors and RDMA Write Descriptors with Immediate Data.

Status Field, bits 15:9: Reserved Error Bits

These bits are reserved for future use and must be set to zero by VI Providers
complying with this version of the specification.

5.3.

StatasFefdbits 18-16—Compteted-OperatiomCode
This field describes the type of operation completed for this Descriptor. The
codes within this field are arranged such that the least significant bit (LSB)
denotes the queue on which this operation completed. An LSB of zero denotés
that the operation completed on the Send Queue, while an LSB of 1 denotes that

the operation completed on the Receive Queue. The possible (binary) values
are:

000b: Send operation completed.
001b: Receive operation completed.
010b: RDMA Write operation completed.

011b: Remote RDMA Write operation completed. This value indicates
that an RDMA Write operation that was initiated on the remote end of the
connection completed and consumed thisyDescriptor (implying that
immediate data is available in the Immediate Data field).

100b: RDMA Read operation completed (if supported, otherwise
undefined).

101b through 111b: are undefined.
Status Field, bit 19: Immediate Flag

This bit is set when the Immediate Data field is valid for a Descriptor on the
Receive queue. The Immediate Flag is set at the completion of a Receive
operation, or at the target side of a RDMA Write operation when a Receive
Descriptor is consumed.

Status Field, bit 31:20 Reserved Flag Bits

These bits are réserved for future use and must be set to zero by VI Providers
complying.with this version of the specification.

Descriptor Address Segment

The second Segment in a Descriptor is the Address Segment. This segment is only included in
RDMA operations. It is not included in normal Send operation nor in Receive Descriptors of any
type, sinee-all RDMA requests are posted to the Send queue.

The purpose of this segment is to identify to the VI NIC the virtual address on the remote node
where'the RDMA Data is to be read from or written to. The virtual address must reside in a
Memory Region registered by the process associated with the remote VI. The remote virtual
address and corresponding memory handle must be known to the local process before an RDMA

raouaoct o nitiatad
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Remote Buffer Virtual Address (address segment bytes 7:0):

For an RDMA Write operation, this value specifies the virtual address of the destination
buffer at the remote end of the connection. For RDMA Read operation, it specifies the
source buffer at the remote end of the connection.

Remote Buffer Memory Handle (address segment bytes 11:8):
This field contains the memory handle that corresponds to the Remote Buffer Virtual

Addlb‘bb.
Reserved (address segment bytes 15:12):

This field is reserved, and must be set to zero by the VI Consumer or the Descriptor will
be completed in error due to a format error.

5.4. Descriptor Data Segment

Zero or more Data Segments can exist within a Descriptor.

Every VI NIC has a limit on the number of Data Segments that a Descriptormay contain. All VI
NICs must be able to handle at least 252 Data Segments in a single Descriptor. Each VI Provider
should supply a mechanism by which a VI Application can determine theymaximum number of
Data Segments supported by the Provider.

The minimum number of Data Segments that can be included in a\Descriptor is zero. Itis
possible to send only Immediate Data in a Descriptor, althougtreven that need not be sent.

The total sum of the buffer lengths described by the Data<Segments in a Descriptor cannot
exceed the maximum transfer size of the VI or a length-ecror will result. |

Local Buffer Virtual Address (data segment bytes 7:0):

This field contains the virtual address ofithe data buffer described by the segment. This
field must be filled in by the VI Application.

Local Buffer Memory Handle (data segment bytes 11:8):

This field contains the corresponding Memory Handle for the Local Buffer Virtual
Address.

Local Buffer Length (data segment bytes 15:12):

This field contains the length of the Local Buffer pointed to by the Local Buffer Virtual
Address field. Zefo:is a valid value for this field.

5.5. Descfiptor Handoff and Ownership

This section describes the handoff of the descriptor between the VI Application, the VI Library
(VIPL) and%he VI NIC from the point of view of the VI Application. The figures contained in this
section SHOW the descriptor at each stage of the handoff. The sections that are shaded are filled
in byAh& current owner of the Descriptor.

WApplication
The Descriptor fields that the VI Application must fill in (the Immediate Data field is optional
—_—

shaded in gray in Figure 7. On a send or RDMA write operation, the Application generates the |
data in the data buffers. The descriptor is passed to VIPL when the application calls VipPostSend
or VipPostRecv.
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Buffer(s)
Eellell  NextMemory Next Descriptor Virtual Address

Count Handle ————

Control

Control
Segment

Status Total Length Immediate Data Reserved
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| Segmenikengih gatbue Data-Butfor Visual-Addess
= Memory Handle .
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@ Data Buffer -
] Segment Length Data Buffer Virtual Address

Memory Handle o q

‘ Figure 7: Descriptor fields updated by VI Application
VIPL

VIPL is responsible for setting the Status field to zero, enqueuing the Descyiptor and writing the
Doorbell token. The Descriptor fields that VIPL is responsible for updating\arwé shown in gray in
| Figure 8. The VI NIC takes ownership of the Descriptor when the Doorbéj} token is posted to the

I

Doorbell register on the VI NIC.
Data
Buffer(s)
S

Z
- Segment| Next Memory . ’
55 Control Count Handle Next Descriptor Vlnualé@
€ £
5%
©a Status Total Length Immediate Data Reserved
— Data Buffer ]
z Segment Length Memory Handle Data Buffer Virtual Address ]
g5
lal =
4 Data Buffer :
] Segment Length Data Buffer Virtual Address
Memory Handle
(.
Figure)8: Descriptor fields updated by VIPL
VI NIC

The VI NIC “processes’the descriptor. The VI NIC writes the Immediate Data, Length and Status
fields. When the V[ NIC writes the Done bit, the Descriptor is handed off to VIPL.

Data buffers that:dare associated with Descriptors posted on a receive queue may have their
contents mgulified by the VI NIC at any time while the VI NIC owns those Descriptors. The
applicatidp-can make no assumptions about the contents of data buffers that are associated with
Descriptors that were completed in error or the contents of the unused portion of data buffers
wheiNthe Descriptor completes successfully.

The Immediate Data field is only valid when the Immediate Flag is set in the status field and the
Descriptor completes without error.
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Figure 9: Descriptor fields updated by VI NIC on completion
VIPL

When the VI Application calls VipSendDone or VipRecvDone, VIPL checks i€ Done bit,
dequeues the Descriptor and returns the updated Descriptor to the VI Application as shown in
Figure 10. The VI application cannot use or make assumptions aboutthe' contents of the Next
Handle and Virtual Address fields. (Note that for these discussions the’Wait and Notify calls have
the same effect as the Done calls).

M
4 Buffer(s)
- € Control Segment giExMEloR Next Descriptor Virt gdress
S o Count Handle —
E E v A\
32
Oa Status Total Length Immediate Data Reserved
— Data Buffer )
) Segment Length Memory Handle DataBuffer Virtual Address i
£5
= .
) Segment Length Data Buffer Data Buffer Virtual Address
Memory Handle .
J
-
Figure 10nDescriptor fields updated by VIPL on completion
VI Application

The VI Applicationctakes ownership of the Descriptor when the Descriptor pointer is returned by
VipSendDone otMjpRecvDone.
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6. VI Provider Notes

This section contains clarifications and recommendations for VI Providers.

6.1. Completion Queue Ordering

To-preserre-the-Completion-Quede-semantics—the-Completon-Quere-entriesmust-bewrttonia
the same order as the Descriptor entries on the VI work queues. For example, an RDMA Read
could complete after a Send (or RDMA Write) operation even though the Descriptor for the RD
Read is ahead of the Send (or RDMA Write) Descriptor in the VI work queue. In this case, the
Completion Queue entry for the Send (or RDMA Write) operation must not appear on the N
Completion Queue before the entry for the completed RDMA Read. rb(b
s/
&

6.2. Disconnect Notification W

In Section 4.2, the VI Architecture Specification states the following: “ A VI Proyider may issue an
asynchronous notification to the VI Consumer of a VI that has been discoéyed by the remote
end, but this feature is not a requirement. A VI Provider is required to that a VI is no longer
connected and notify the VI Consumer. Minimally, the consumer mu notified upon the first
data transfer operation that follows the disconnect.” \

In some cases, it is not possible to notify the consumer that t réiote side has disconnected
without an asynchronous error. For this reason, it is recomr%/ed that the VI Provider issue a
Connection Lost error at both ends of the connection whefdthé connection is dropped as a result
of an error. It is also recommended that a Connection Qet error be issued when the
corresponding endpoint requests the connection be b&en.

Questions have been raised about the proper be@@or if a VI that has been disconnected is
associated with a Completion Queue. Section 4.2°of the VI Architecture Specification states: "A
Disconnect request will result in the completi®n of all outstanding Descriptors on that VI endpoint.
The Descriptors are completed with the agpropriate error bit set". Section 6.4.1 of the VI
Specification reads: "If a Completion Queue has been registered for the queue that this
Descriptor is on, the VI NIC will p/as;mcan entry on the Completion Queue that indicates the
completed Descriptor's VI and quee". The only time that completed Descriptors would not
appear in the Completion Oue@)‘@ when a catastrophic error occurred such that the hardware
could no longer update theQCDmpletion Queue.

6.3. Error I-@%)d/inq

For a detailed t. epicting the details of error handling for each reliability level, please see the
Error Supp/er@s’f'that accompanies this Developer's Guide.

6.3.1?{2~ Catastrophic Hardware Errors

Tl ‘Architecture Specification does not specify how catastrophic hardware errors are handled.
strophic hardware errors are asynchronous errors that render the Work Queues and/or

% ompletion Queues inoperable by the hardware. That is, the hardware is unable to read
I')pcr-ri'nfnrc write status to I')ncr‘ri,nfnrc and/or write {‘nmplpfinn Queue entries. The

recommendation for handling catastrophic hardware errors is for the VI Provider software (VI
Kernel Agent or VIPL) to clean up the VI Work Queues and transition the VI to the Error state for
all reliability levels. The catastrophic asynchronous errors are Post Descriptor Error (due to all
causes), VI Overrun Error and Catastrophic Error.
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6.3.2. Completion Queue Overrun

For those hardware implementations where a Completion Queue overrun could result in data
corruption, it is recommended that the VI Provider generate a VIP_ERROR_CATASTROPHIC
asynchronous error and disconnect the Vis.

6.3.3. Connection Lost on an Unreliable Delivery VI

VipDisconnect is called, the local endpoint breaks the connection and transitions the VI to the

VipDisconnect, an asynchronous error should be issued and transition the VI to the Error state. &
state.

When a connection is lost on an Unreliable Delivery VI for any reason other than a call to Q/\

6.4. Thread Safety

The threads created within VIP to service Notify requests will need to synchron /6?“% use of data
structures between the Notify service threads entering VipSendNotify, VipRe tify and
VipCQNotify. Even a non-thread-safe VIPL must ensure exclusive access @bse data
structures by implementing explicit mutual exclusion algorithms, since tthér application has no
control over the operation of the Notify service threads.

s\\%
6.5. VI Device Name

Use of a common VI NIC device allows VI applications to Q§> e same DeviceName parameter
for VipOpenNic()across multiple NIC implementations. recommended VI NIC device naming
convention is the ASCII NULL terminated string, VIN e ASCII representation for a number
can be appended to VINIC to allow multiple NICs framthe same vendor to be installed in the
system. For example, if two VI NICs are insta//e%& e system, the first NIC is assigned the
device name VINIC (VINIC is equivalent to VI ) and the second is named VINIC1. This is not
intended to solve the problem where a user@gﬂs to install and run multiple VI NICs from
different vendors at the same time. A\

xQO
6.6. Implications Q(c\lbostmq a Send Descriptor

Section 6.2 of the VI Arch/tectuS'JSpeCIf/catlon reads: "Once a Descriptor has been prepared, the
VI Consumer submits it ta.the VI NIC for processing by posting it to the appropriate VI Work
Queue and ringing the c‘D@?e’s Doorbell." Section 6.3 reads: "Once a Descriptor has been posted
to a queue, the VI NIQ)% beqgin processing it. Data is transferred between two connected Vls
when a VI NIC pratesses a Descriptor or as the data arrives on the network.

The above twg %aqraphs indicate that on a send, data is transferred when the VI NIC
processes criptor and Descriptor processing can begin as soon as it has been posted on a
queue er VIPL call is needed to initiate the data transfer.

%Q Connection Management Clarification

&FX/:: section contains details regarding comparison and exchange of net addresses during the
connection neqotiation process The five diagrams and exnlanations that follow detail the portions

of the addresses (both local and remote) and the VI attributes (both local and remote) that are
compared and exchanged as part of the connection management process.
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The five diagrams are:

1. Local and remote address comparison and data exchange for peer-to-peer connections
(VipConnectPeerRequest)

2. Local and remote address comparison and exchange for client/server connections
(VinConnectWait and VipConnectRequest)

Local and remote VI attributes comparison and exchange for all connection types

4. Combined address and VI attribute comparison and data exchange diagram for peer-to-peer
connections

5. Combined address and VI attribute comparison and data exchange diagram for client/server,
connections

Address Comparison and Data Exchange for Peer-to-peer Connectians

As shown in Figure 11, the address parameters are not exchanged for peer-to-peer tonnections.
Since the peer-to-peer connection model is rendezvous based, the comparison'of the host
portions of the local and remote addresses and the discriminators in the remiote addresses occurs
after both peers have issued their connect requests. It is not specified wherésthis comparison
occurs. That is, the comparison can occur on either of the two peers involved or on another node
that provides connection services.

Peer 1 Peer 2

LocalAddr (L@\ { LocalAddr (LA)
Local Address Local Address
(Host Portion) (Host Portion)

Local Address Local Address
(Discriminator Portion) (Discriminator Portion)

Naming Use Naming Use
Only Only

Peer2.RA.Host == _
Peerl.LA.Host Peerl.RA.Host ==

Peer2.LA.Host

Remote Addr (RA) # | { Remote Addr (R
I\
Remote Address [ | Remote Address
(Host Portion) (H) (Host Portion)
Remote Address [ Peerl.RA.Discrim == Peer2.RA.Discrim »{  Remote Address
(Discriminator Portion) (Discriminator Portion)

Legend

Host Portion must match Hest Portion must match
Peer 1 NIC address Peer 2 NIC Address

A

A 4

<+—> = Compared during
connection management

Figure 11: Address Comparison and Data Exchange for Peer-to-Peer

| Page 70

=


https://standardsiso.com/api/?name=d48460b6a6a46dabe9f5537624b28f55

Intel VI Architecture Developer’'s Guide

Address Comparison and Data Exchange for Client/Server Connections

The comparison of addresses follows a different pattern for client/server connections, as shown in
Figure 12. Notice that the remote address for the server is above the local address on the Server
side of the diagram. The client/server model requires the server VioConnectWait() to be issued
prior to the client VipConnectRequest(). As mentioned in the previous section, the location of the
comparison occurs is not specified. (Possible locations are the server node or some other node
that provides connections services)

|

bl

Client Server

ddr (RA)

Host Portion must match
ocalAddr (L@\ Client NIC address /|:Remote /

Y

Local Address Remote Address
(Host Portion) (Host Portion)
Local Address Remote Address
(Discriminator Portion) > (Discriminator Portion)

emote Addr (RA)

Host Portion mu|
Server NIC A

{ LocalAddr (L.

Remote Address [€————Client.RA.Host == Server.LA.Host Local Address
(Host Portion) (Host Portion)
Remote Address l¢———Client.RA.Diserim == Server.LA.Discrim Local Address
(Discriminator Portion) (Discriminator Portion)
Legend

<4—» = Compared during
connection management

» = Data Flow

Riguire 12: Address Comparison and Data Exchange for Client/Server

VI Attribute Comparison and Exchange

Asdetailed in Figure 13, the comparison of the VI attributes is the same for both connection
types. The local attributes for the VIs involved in the connection are compared. Notice that the
Rtag field of the VIP VI ATTRIBUTES structure is neither compared nor exchanged as part of

the connection process. (Ptags are used only to validate the relationship between Vs and

5t match
dress

\

=

memory regions locally). Again, the location of the comparison is not specified, though it is likely
that the location is coincident with the location where the address parameters are compared.
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Client or Peerl Server or Peer2

Local VI Local VI
Attributes (LVI) Attributes (LVI)
1 —_— | .

Reliability Level (RL) | LVI.RL == LVI.RL P Reliability Level (RL)

| £LVI.QOS == LVI.QOS——N————P
\

] r j— IS N\
Max Transfer Size (MTS) LVLMTS == LVI.MT ” Max Transfer Size (MTS)
Enable RDMA Read | | Enable RDMA Read
Enable RDMAWrite | | Enable RDMAWIite

Remote VI
Remote VI .
Attributes ] [ Attributes
Reliability Level (RL) > Reliability Level (RL)
QoS > 005

Max Transfer Size (MTS) > Max Transfer Size (MTS)
Enable RDMA Read |q| > Enable RDMA Read
Enable RDMAWrite > Enable RDMAWrite

Enable RDMA information
specifies what operations
Server or Peer? allows Legen d

Enable RDMA information
specifies what operations
Client or Peerl allows

<€—» = Compared during
connection management

» = Data Flow

Figure 13: VI Attribute Comparison and Exchange

Peer-to-peep Combined Address and VI Attribute Comparison and
Exchange

Figure~xI4 combines Figure 11 and Figure 13 and shows the ordering of the address and data
comparisons described in the previous figures. Space limitations prevent the first two steps of the
control flow shown in Figure 14 from fully documenting the correct behavior.

The diagram assuems that all peer-to-peer requests between two nodes (as identified by the

tuple <Peerl.LA.Host, PeerZ.LA.Host>) are tracked in a single "peer pool” and have their
discriminators matched in an ordered way. Once two outstanding peer-to-peer connection
requests are determined to have matching discriminators, the requests are removed from the
“peer pool” and the rest of the control steps in the diagram are followed. Otherwise, the
outstanding peer-to-peer connection requests remain in the “peer pool” until they have timed out.
This is represented by the VIP _TIMEOUT transition in Figure 14.
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Peer 1 Peer 2
VipConnectPeerRequest VipConnectPeerRequest

Host Portion must match
Peer 2 NIC address

LocalAddr (LA)
Local Address
(Host Portion)

Host Portion must match
Peer 1 NIC address

Start of Peer to PeerConnection
(Peer 1 and Peer2 issue
VipPeerConnectRequest)

{ LocalAddr (LA)

Local Address
(Host Portion)

Local Address

Local Address
([: iscriminatar Portion)

_/\

Remote Addr (RA) }
Remote Address
(Host Portion)

\ 4

Remote Address
Discriminator Portion)

Local yI
Attributes
[Reliability Level (RL) |
[

I QOsS
- —

@Traﬂsfer Size (MTS) '
| —
1
L

Enable RDMA Read |
- —

Enable RDMAWfrite ‘

Remotg VI
Attribytes

Wait for

Addr & Discriminator Match?
(Peerl.RA..Host == Peer2.LA.Host &&
Peer2.RA.Host == Peerl.LA.Host &&
eerl.RA.Discrim == Peer2.RA.Discri
or Timeout

Timeout
(VIP_TIMEOUT) Match

VI Attributes Match?
(Peerl. RL == Peer2,RL'&&
Peerl.QOS == Peer2.QOS &&
Peerl.MTS == Peer2.MTS

No
(VIP_INVALID_%)

(Discriminator Fortion)

¥/\

Remotg™Addr (RA

Remote Address

(Host Portion)

Remgte ‘Address
(Discriminator Portion)

Local VI
Attributes

Reliability Level (RL)

QOSs

Max Transfer Size (MTS)

| Enable RDMA Read

| Enable RDMAWrite

Remote VI
Attributes
Return Remote Attributes
(VipConnectPeer{Wait,Done}) | B
Reliability Level (RL) ‘4 S ' Reliability Level (RL)
4
QOS < > QO0S
. - —
@ Transfer Size (MTS) ‘4 > Max Transfer Size (MTS)
| — ]
L Enable ROMAREad | > Enable RDMA Read
R
L Enable RDMAWrite |¢ » Enable RDMAWrite
v
- — Ernabte-RBMA-formation-speetfies——
Enal?lg RDMA |nf0rm§t|0n which operations Peer 1 allows
specifies which operations Connection Connection [ ——
Peer 2 allows Failed Established Legend
——p = Control Flow
= Data Flow

Figure 14: Peer-to-Peer Combined
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Client Server Combined Address and VI Attribute Comparison and
Exchange

Figure 15 combines Figure 12 and Figure 13 and shows the ordering of the address and data
comparisons described in the previous figures.

The diagram assumes that all client/server connection requests between two nodes (as identified
by the tuple <Client.Host, Server.Host>) are tracked in a single “client/server pool”. Server

COTTTECHOT TEqUESTS are Kept T the“chiemt/server poot urtit a matehig chernt corectionr request
arrives or the server request times out. Client connection requests are either inmediately Q/\
matched upon arrival in the “client/server pool” or they fail. (VipConnectRequest returns

VIP NO MATCH). When a client connection request is matched to a server connection requsQ/
both are removed from the “client/server pool” and the subsequent control steps in Fiqure dé\ar'e

performed.

/

Space limitations prevent the transition from below the “VI Attributes Match?” decisi above
the “Server Issues VipConnectAccept or VipConnectReject” from fully documenting the correct
behavior. N

This transition occurs when a server supplies a VI by calling VipConnectAocgo} with attributes
that do not match the client VI’s attributes. An error is returned on the seré¥’and client does not
receive an error. In addition, if the server does not supply another VI Mb}he correct attributes or
rejects the request by calling VipConnectReject within the timeout péfidd specified by the client,
the client will time out and VipConnectRequest returns VIP TIME,ESUY). If the server attempts to
accept the connection by calling VionConnectAccept after the d'wh‘t’ has timed out, the error
returned is VIP_TIMEOUT. If the server attempts to reject tHe\connection via VipConnectReject,
then VIP_SUCCESS is returned, because the connectio:@?fot established and the client and
server both agree that the connection request has fai/e\g}
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