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Information technology — Security techniques — Non-repudiation —

PartZ:

Meghanisms using symmetric techniques

1 Scope

The gqal of the non-repudiation service is to generate, col-
lect, maintain, make available and validate evidence con-
cerning a claimed event or action in order to resolve dis-
putes about the occurrence or non occurrence of the event
or actipn. This part of ISO/IEC 13888 provides descriptions
of gengric structures that can be used for non-repudiation
servicgs, and of some specific, communication related
mechahisms which can be used to provide non-repudiation
of origin (NRO), non-repudiation of delivery (NRD), non-
repudigtion of submission (NRS), and non-repudiation of
transport (NRT) services. Other non-repudiation services
can be built using the generic structures described\in
Clausg 8 in order to meet the requirements defined by the
security policy.

This pprt of ISO/IEC 13888 relies on the (existence of a
trusted third party (TTP) to prevent fraudulent repudiation.
Usually an on-line trusted third party is«eeded.

Non-rejpudiation mechanisms provide protocols for the ex-
changg of non-repudiation tokens ‘specific to each non-re-
pudiatipn service. Non-repudiation tokens used in this part
consis{ of Secure Envelopes and additional data. Non-
repudiation tokens shalkbe stored as non-repudiation infor-
mation|that may bewused subsequently in case of disputes.

Depenfling onthe non-repudiation policy in effect for a spe-
cific agplication; and the legal environment within which the
applicgtien operates, additional information may be required
to com iation | i

- evidence including a trusted time stamp provided by
a Time Stamping Authority,

- evidence provided by a notary which provides as-
surance about the action or event performed by one
or more entities.

Non-repudiation can only be provided within the context of a
clearly defined security policy for a particular application
and its legal environment. Non-repudiation policies are de-
scribed in ISO/IEC 10181-4.

2 Normative references

The following standards contain provisions which, through
reference in this\text, constitute provisions of this part of
ISO/IEC 13888 At the time of publication, the editions indi-
cated werévalid. All standards are subject to revjsion, and
parties-fo_agreements based on this part of ISO/IEC 13888
are encouraged to investigate the possibility of applying the
mostv'recent editions of the standards indicat¢d below.
Members of IEC and ISO maintain registers of| currently
valid International Standards.
ISO 7498-2:1989, Information processing system$ — Open
Systems Interconnection — Basic Reference [Model —
Part 2: Security Architecture.
ISO/IEC 9797:1994, Information technology — Security
techniques — Data integrity mechanism using |a crypto-
graphic check function employing a block cipher algorithm.
ISO/IEC 9798-1:1997, Information technology — Security
techniques — Entity authentication — Part 1: Gengral.
ISO/IEC 10118-1:1994, Information technology — Security
techniques — Hash-functions — Part 1: General.
ISO/IEC 10181-4:1997, Information technology|— Open
Systems Interconnection — Security frameworkg for open
systems — Part 4: Non-repudiation framework.
ISO/IEC 13888-1:1997, Information technology — Security
techniques — Non-repudiation — Part 1: Genera

3 Definitions

tions described in ISO/IEC 13888-1 apply.

he defini-

4 Notation and Abbreviations
4.1 Notation
4.1.1 Notation from ISO/IEC 13888-1

Imp(y) imprint of data string y, either (1) the hash-code

of data string y, or (2) the data string y.
SENVy the secure envelope generated with the secret

key x of entity X.
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text a data item forming part of a token that may
contain additional information, e.g., key iden-
tifier and/or the message identifier.

Wz the result of the concatenation of y and z in that
order.

4.1.2 Notation unique for the purposes of this part
of ISO/IEC 13888

O ISO/IEC

5 Requirements

5.1  Two entities wishing to use one of the mechanisms
specified in this part of ISO/IEC 13888 must both trust the
same third party.

5.2 Prior to the use of these mechanisms, it is assumed
that each entity shares a secret key with the trusted third
party. The trusted third party (TTP) also holds a single key
known only to itself.

NOTE - Key management, key generation and key establish-
ment mechanisms are defined in the multipart standard

a a secret key known only to entity A and a TTP.

A the distinguishing identifier of entity A.

b a secret key known only to entity B and a TTP.

B the distinguishing identifier of entity B.

da secret key of the Delivery Authority DA.

f.fi data item (flag) indicating the kind of non-repu-
diation service in effect.

m a message for which evidence is generated.

MACx(y)| the cryptographic check value computed on the
data y using the key of entity X.

Tg date and time the evidence was generated.

Ti date and time the event or action took place.

ttp a secret key known only to the TTP to generate
non-repudiation tokens.

X a secret key known either to two entities or only
to the trusted third party.

Z1 a data field consisting of data fields relevant for
the provision of the NRO token.

Zo a data field consisting of data fields relevant for
the provision of the NRD token.

Z3 a data field consisting of data fields relevant for
the provision of the NRS token.

Zy a data field consisting of data fields relevant for
the provision of the NRT token.

Z5 a data field consisting of data fields-relevant for

the provision of the TST.

4.2  ARbreviations

ISO/EC 11/70.

5.3 A common function /mp is shared by allenfities in
the non-repudiation service. The function Imp.shall b¢ either
the identity function or a collision-resistant-hash-fungtion as
defined in ISO/IEC 10118.

5.4 A function MAC chosen fornvelope (SEN\j) crea-
tion must be held by all participants in the non-repydiation
service.

5.5  The TTP generating.the non-repudiation tokens shall
be able to access the time and date.

5.6  The strength bf the mechanisms specified in this part
of 13888 is dependent on the length and the secrecy of the
key, on the nature’of the function MAC, and on the lgngth of
the check value. These parameters shall be chosen fo meet
the requiredvsecurity level, as may be specified by [he se-
curity pelicy.

6 Organization of this part of
ISO/IEC 13888

The mechanisms described in this part of ISO/IEC| 13888
require that each of the two entities involved are pble to
communicate separately with the TTP. They require fhe use
of secure envelopes described in clause 7. The bagic con-
cepts for the generation and verification of non-repydiation
tokens, and thus of evidence, are described in cldquse 8.
The mechanisms described in clause 9 require the use of a
TTP which needs to be called for every evidence generation
and every evidence verification. Three variants [of this
mechanism are further described as examples in clayse 10.

7 Secure envelopes

Two entities that share a secret key (known only tq them)
may send messages to one another using a method for
data integrity known as a Secure ENVelope, SENV. A
SENV is formed by protecting the input data items|with a
secret key. A SENV can also be used by a TTP for|gener-
ating and verifying evidence, using the secret key hgld only
by the TTP

DA Delivery Authority.

GNRT Generic Non-Repudiation Token.

NRD Non-Repudiation of Delivery.

NRDT Non-repudiation of delivery token.

NRO Non-Repudiation of Origin.

NROT Nen-repudiation of origin token.

NRS Non-Repudiation of Submission.

NRST Nor-repudiation of SubImiSSio toKeTT.

NRT Non-Repudiation of Transport.

NRTT Non-repudiation of transport token.

Pol the distinguishing identifier of the non-repudia-
tion policy (or policies) which apply to the evi-
dence.

PON Positive Or Negative, the result of a verification
process.

TSA Trusted time Stamping Authority.

TST Time Stamping Token generated by the TSA.

TP Trusted Third Party.

The method of creating a secure envelope is through the
use of symmetric integrity techniques. The secret key x of
entity X is used to compute a cryptographic check value
MAC x(y) which is appended to the data y:

SENVx(y) = y [l MACX(Y),
where MACx(y) can be the message authentication code
as specified in ISO/IEC 9797.

The function MAC shall fulfill the following requirements as
specified in ISO/IEC 9798-4:
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- fo

r any key x and data string v, it shall be practical to

compute MACx(y);

- fo

r any fixed key x, and given no prior knowledge of x,

it shall be computationally infeasible to find a new pair
(y’,2) such that MACx(y’)=z; even given knowledge of a

set

of pairs (yj, zj) such that MACx(vj= z; (i=1,2,...),

where the value of y; may have been chosen after ob-
serving the value of zj (j=1,2,...,i-1).

8

Generation and verification of non-

ISO/IEC 13888-2

:1998(E)

Imp(m) the imprint of a message m related to the action

(either the hash-code of the message
message m itself).

NOTE — Depending on the non-repudiation policy,
items may be optional.

8.2.2 Data items used in non-repudiation toke

m or the

some data

ns

Non-repudiation tokens contain a text field denoted by text:

Non-repudiation token = text || SENV11p(2)

text

identifier

repudiation tokens

In the pon-repudiation mechanisms described in this clause,

the TT]
verificd
certain
any dig

8.1
The T

P acts as an evidence generation and an evidence
tion authority. It is trusted to maintain the integrity of
records and is directly involved in the resolution of
pute.

TTP

[P issues "tokens" to be associated with a message

Creation of tokens by the

m. A tpken is a secure envelope formed by the TTP using

its sec
other 4
that c4
generi

GN|
The T
eviden

8.2

8.2.1

The fol
envelo

to be
descril]

Z =
The d4g
Po

et key on data specific to a message. Because no
ntity knows secret key ttp, the TTP is the only one
n create or verify tokens. In ISO/IEC 13888-1 the
non-repudiation token (GNRT) is defined as follows:

RT = text || SENVx(y).

[P should check also the data items present in the
Ce request before the tokens are issued.

Data items used in the non-repudiation
mechanisms

Data items used in secure envelopes

lowing data fields will form the contents of secure
bes
SENVx(z) = z || MACx(z)

exchanged during the non-repudiation mechanisms
ed in this part of ISO/IEC 13888"

Pol|l ill All BILCIIDWEN Tyl T ll QI Imp(m,).
ta field z consists of-the-following data items:

the distinguishingidentifier of the non-repudiation
policy (or palicies) which apply to the evidence,

the type’of hon-repudiation service being provided,
the distinguishing identifier of the originating entity,
the.distinguishing identifier of the entity interacting

with the originating entity.

includes additional data (Iil(n a-message
or key identifier) that does not need (o

graphically protected but may be neede
tify the message and the key used, in the|
tion of the integrity check value*MAC. ]
mation depends upon the téehnique bein

8.3

Evidence is provided by non-repudiation tokens,
policy requires it, by\'additional tokens such 3
stamping token (TST), and a token provided b
trusted fourth partyAe.g., a Notary) giving additio
ance about an-gvent or action, or about the exist
message.

Non-repudiation tokens

If the trusted third party is able to generate a try
stamp itself, the addition of a time stamping toker
evidence is unnecessary. The time included in
diation tokens (NROT, NRDT, NRST and NR]
garded secure as it was provided by a trusted auth

If the trusted third parties (TTP, DA) are unable to
trusted time stamp, then a time stamping token

vided by the trusted time stamping authority (TSA
added to the set of non-repudiation information to
the evidence.

8.3.1

A non- repudiation of origin token (NROT) is crea
TTP at the request of the originator:

NROT =text || z1 || MACT7p(z7), With
z; =Pol|[f [l AllB I CIID |l Ty Il QI Imp

Non-repudiation of origin token

The information z; necessary for the NROT cons
following data items:

Pol the distinguishing identifier of the non-r

be crypto-
d to iden-
computa-
[his infor-
h used.

hnd, if the
s a time
y another
hal assur-
ence of a

sted time
(TST) as
non-repu-
[T) is re-
ority.

provide a
TST) pro-
) shall be
complete

ed by the

m).

sts of the

ppudiation

policy (or policies) which apply to the evigence,

f; aflag indicating non-repudiation of origin

C the distinguishing identifier of the evidence gener-

ator,

D the distinguishing identifier of the evidence reque-

ster when different from the originating entity,

E the distinguishing identifiers of other entities in-

volved with the action,

Ty the date and time the evidence was generated,

T; the date and time the event or action took place,

Q optional data that need to be protected,

A +la it ek el +if £+l P 4
A e UrSthmy o STy U T iieT O e~ oTmgnTat

r,

B the distinguishing identifier of the intended reci-

pient,

C the distinguishing identifier of the TTP generating

the evidence,

D the distinguishing identifier of the observer, if an

independent observer is involved,

Tg the date and time the evidence was generated,

Q optional data that need to be protected,

Imp(m) the imprint of the message m.
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8.3.2 Non-repudiation of delivery token

A non-repudiation of delivery token (NRDT) is created by
the TTP at the request of the recipient:

NRDT =text|| z, || MACTTp(2,) , with
z,=Pol|| , [[ANIBIICID Tl T, Il QI Imp(m).
The information z, necessary for the NRDT consists of the

following data items:

Pol the distinguishing identifier of the non-repudiation
policy (or policies) which apply to the evidence,

O ISO/IEC

The information z, necessary for the NRTT consists of the
following data items:
Pol the distinguishing identifier of the non-repudiation
policy (or policies) which apply to the evidence,
f4 aflag indicating non-repudiation of transport,
A the distinguishing identifier of the originator,
B the distinguishing identifier of the recipient,
C the distinguishing identifier of the delivery author-
ity,

fo & flag indicating non-repudiation of delivery,
A the distinguishing identifier of the originator,
B the distinguishing identifier of the recipient,

C the distinguishing identifier of the evidence gen-
rator,

D the distinguishing identifier of the observer, if an

independent observer is involved,
To the date and time the evidence was generated,

T, the date and time the message was delivered.

Q

Q optional data that need to be protected,
Imp(m) the imprint of the message m.

8.3.3 Non-repudiation of submission token

The non-fepudiation of submission token (NRST) is gener-
ated by tHe delivery authority (DA). The delivery authority, a
trusted thjrd party, may be the same as the one generating
the NROT or NRDT.

NRST|=text || z5 || MACpa(zy) with
zy =Py LA BIICIIDIEIN Tyl T5ll QI Imp(m).

The inforfnation z3 necessary for the NRST consists of the
following flata items:

Pol the distinguishing identifier of the non-repudiation
olicy (or policies) which apply to the evidence,

f3 @ flag indicating non-repudiation of\submission,
A

he distinguishing identifier ( of* the originator
submitting entity),

B the distinguishing identifier) 6f the intended recipi-
nt,

C the distinguishing,identifier of the delivery authority
DA),

D the distinguishing identifier of the observer, if an

independent observer is involved,

E the distinguishing identifier of the authority acting
n_behalf of the delivery authority (optional),

\»]

tha dictincuichina idantifiar aof tha ahcaria |f an
i TSR Ty TS TIRT=t o oY 1
independent observer is involved,

E the distinguishing identifier of the authority| acting
on behalf of the delivery authority (optional)

Tg the date and time the evidence ,was generated,
T4 the date and time the message was delivered to
the data storage of the récipient,
Q optional data that need to be protected,
Imp(m) the imprint of the message m.

8.35 Time stampihg’token

The time stamping*token (TST) provided by the time
stamping authority (TSA) is defined as follows:

TST=textll z5 || MACTsA(zs5) with
z5 = Pol || f5|| TSAIl Tg |l QI Imp(m,).
The'data field z5 consists of the following data items
Pol the distinguishing identifier of the non-repydiation
policy (or policies) which apply to the eviderjce,
fs aflag indicating time stamping token,
TSA the distinguishing identifier of the Time Stamping
Authority,
Ty the date and time when the evidence (i.e., [FST) is
generated for a particular message,
Q optional data that need to be protected,

Imp(m) the imprint of the message m with which|a time
stamp is to be associated.

8.4  Verification of tokens by the  TTP

At some point during the non-repudiation exchange| it may
be necessary for the TTP to verify tokens (as glefined
above) received from an entity. It may also be necegsary to
re-verify the tokens some time after the exchange is com-
pleted, or to provide evidence as to their veracity t¢ some
fourth party.

The process of verification includes not only checking that a

Tg he-date and time the evidence was generated

T3 the date and time the message was submitted for
transport,
Q optional data that need to be protected,
Imp(m) the imprint of the message submitted for delivery.

8.3.4 Non-repudiation of transport token

The non-repudiation of transport token (NRTT) is generated
by a delivery authority DA:

NRTT =text|| z4 || MACpa(z4) with
zy=Pol || 4 I[ Al BIICI DI EIN Tgll T4ll QI Imp(m).

token was created by the TTP, but also that the token is
appropriately associated with the data field of the message
for which it was created. To check that a token was created
for a given message, an entity can verify the message by
comparing the Imp(m) computed from the message and the
Imp(m) contained in the data field z, and then request the
TTP to verify the token together with its data field.

To verify secure envelopes generated by using symmetric
integrity techniques, the verification operation applied con-
sists of recalculating the cryptographic check value
MACx(y) using the appropriate secret key x of entity X and
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data y contained in the secure envelope, and of comparing
this result with that presented.

Two methods of verification of tokens by the TTP are pro-
vided.

8.4.1 On-line verification of the token

In this method, the TTP uses a security module containing
the secret key ttp to verify the token. The security module
compares the token with a value that is internally regener-
ated using the data item z; and the secret key ttp, and

ISO/IEC 13888-2:1998(E)

9.1.1 Transaction 1 — between originator A and TTP

a. Entity A generates a secure envelope SENV,z';)
using key a, where z'; is the z, specified in clause
8.3.1 with the data item Ty being empty. Entity A
then requests an NROT by sending the secure en-
velope to the TTP.

b. The TTP verifies that the secure envelope is from
entity A. If it is, the TTP then completes z, by insert-
ing the data item Ty and computes the

returny the outcome of the comparison by specifying
whethgr the token is valid or not. Since the key ttp is not
known|by anyone else than the TTP, the token presented
for verlfication is considered authentic, if the security mod-
ule retdyirns that the token is valid.

8.4.2 Table of tokens

In this|method, a table of all tokens issued by the TTP is
stored| For each token created, the TTP records the token
along with its associated data field (z;) and the key identifier
of the $ecret key ttp. To verify it, the TTP uses the token as
an index into the table to look it up. If the token presented
for verffication is found in the table, and the data field that is
presented with the token (or, is part of the token) corre-
spondg to the data field associated with it in the table, then
the token is considered to be authentic.

9 Ypecific non-repudiation mechanisms

The n¢n-repudiation mechanisms in this clause allow for
generation of evidence for non-repudiation of origin (NRQO);
delivery (NRD), submission (NRS), and of transport (NRT).
In addition the mechanism for generating the time stamp is
defined. Entity A wishes to send a message m to-entity B
and thys will be the originator of the non-repudiation trans-
fer. Enfity B will be the recipient.

In some mechanisms described in Clause"9, the z;data field
of the fequest does not contain timelinformation. Such time
information will be provided by the_TTP (or DA) or by the
time sfamping authority TSA Upon request of the TTP (or
DA).

NOTE — In case that Imp(m) is the message m, it is not neces-

sary to send m togetherWith tokens, and the steps for verifying
Imp(m) are also_omitted.

9.1 [Mechanism for non-repudiation of origin

The or|gihator has created a message which he will send to

NROT = text 1| z; 1l MACTTP(Z1)
using key ftp and returns SENVA(NROF)|to A.

c. Entity A verifies that SENV,(NRQT) is|from the
TTP.

9.1.2 Transaction 2 — from origifater A to recigient B
Entity A sends to B: my|'NROT.

9.1.3  Transaction 3<—between recipient Barld TTP
a. Entity B verifies'the value of /mp(m) contajned in z4,
then generates SENV(NROT) using key b and
sends(it to the TTP in order to request verffication of
thesNROT received from A.
b.JThe TTP verifies that SENV(NROT) is flom B and
also verifies that the NROT is authentic. If
SENVB(NROT) is not valid the mechanisin is to be
terminated. If SENVG(NROT) is valid, |the TTP
sends SENVg(PON || NROT ) to B where PON is
positive if the NROT is authentic and negative if the
NROT is not authentic.
c. Entity B verifies that SENVg(PON || NRQT) is from

the TTP. If it is valid and the verification i§ positive,
non-repudiation of origin (i.e., the mess@qge came
from A) is established.

d. The NROT is saved for future non-repudiation of
origin.

9.2  Mechanism for non-repudiation of delivery

After receipt of the message m, entity B sends ih the first
transaction of this mechanism, a request to genergate a non-
repudiation of delivery token to the TTP enclosefl in a se-
cure envelope. The TTP generates the non-repydiation of
delivery token (NRDT) and returns this to the recipient B. In
the second transaction, the NRDT is sent by the recipient B

a spec frett lcx.;p;cllt. Fhe ICb;p;CIIt eancheck—thatthis-mes
sage is from the claimed sender by using the TTP to verify
the associated non-repudiation of origin token.

In the first transaction of this mechanism, the originator
forms the data and transmits it in a SENV to the TTP. The
TTP generates the non-repudiation of origin token (NROT)
and returns this to the originator A. In the second transac-
tion, the NROT concatenated to message m s sent from the
originator A to the recipient B. In the third transaction, the
recipient sends the NROT enclosed in a secure envelope to
the TTP for verification. Non-repudiation of origin is estab-
lished in the third transaction.

to the originator A. In the third transaction, the originator
sends the NRDT enclosed in a secure envelope to the TTP
for verification. Non-repudiation of delivery is established in
the third transaction.

9.2.1 Transaction 1 — between recipient B and TTP
a. Entity B generates a secure envelope SENVgz's)
using key b, where 7', is the z, specified in clause
8.3.2. with the data item Tg being empty. Entity B

then requests an NRDT by sending the secure en-
velope to the TTP.
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9.2.2 Transaction 2 — from recipient
Entity B sends to A:

9.2.3

a

9.3

The TTP verifies that the secure envelope is from
entity B. If it is, the TTP completes z, by inserting

the data item Ty and computes

NRDT = text|| zz || MACtTp(z2) using key ttp
Entity B verifies that SENV(NRDT) is from the
TTP.

B to originator A
NRDT.

9.4

O ISO/IEC

Entity X verifies that SENVx(NRST) is from the DA.

If it is valid, the NRST is saved as evidence for non-
repudiation of submission (i.e., the message was
submitted).

Mechanism for non-repudiation of transport

In the first transaction of this mechanism, a sending entity X
sends message m to delivery authority DA for onward de-
livery. In the second transaction, the message m is sent by

Transaction 3 — between originator A and TTP

Eptity A verifies the value of /mp(m) contained in
zp, then generates SENV4(NRDT) using key a and

sends it to the TTP in order to request verification of
thle NRDT received from B.

The TTP verifies that SENV4(NRDT) is from A and

also verifies that the NRDT is authentic. If
SENV A(NRDT) is not valid the mechanism is to be

grminated. If SENVA(NRDT) is valid, the TTP
sgnds SENVA(PON || NRDT )to A, where PON is

sitive if the NRDT is authentic and negative if the
(RDT is not authentic.

ntity A verifies that SENV4(PON || NRDT) is from

he TTP. If it is valid and the verification is positive,
n-repudiation of delivery is established.

—+

= m >0

n
The NRDT is saved for future non-repudiation of
delivery.

Mgchanism for non-repudiation of submis-
sign

In the firs] transaction of this mechanism, a submitting entity
X sends 4 message mto a delivery authority DA-for onward
delivery. |n the second transaction, the nan-repudiation of
submissign token (NRST) is sent from the delivery authority
DA to th¢ entity X. The non-repudiation” of submission is
established in the second transaction.

9.3.1

9.3.2

Transaction 1 — fropT\submitting entity ~ X'to
delivery authority~, ‘DA

Tl

ntity X generates a secure envelope SENVx(z'3)
ing key x Where z'; is the z, specified in clause
3.3 wjth<the data item Tg being empty. Entity X

then rfequests an NRST by sending the secure en-
velope together with mto the DA.

0 C

delivery authority DA 10 a receiving entity v. n_ifje third
transaction, the non-repudiation of transport token{NRTT)
is generated by delivery authority DA and sentyto eptity X,

the originating entity of the message - m. Thd

non-

repudiation of transport is established in thé third tfansac-

tion.

9.4.1

Transaction 1 — from entity X to delivery
authority DA

Entity X sends the meSsage m and a request for NRTT

9.4.2

token to the delivery authority DA.

Transaction 2 — from delivery authority DA to

enfity Y

Delivery ‘duthority DA sends the message mto Ertity Y.

9.4.3

9.5 Mechanism for obtaining a time stamping
token

Transaction 3 — from delivery authority DA to

entity X
Delivery authority DA forms the NRTT:
NRTT = text|| z, || MACpa(z,), using the key da,
where z, is specified in clause 8.3.4.

Delivery Authority DA sends the SENVy(NRTT) to
entity X.

Entity X checks the SENVx(NRTT) and its dontent.

If it is valid, the NRTT is saved as the evidence for
non-repudiation of transport (i.e., the message was
delivered to the intended recipient Y).

The time stamping token (T7ST) is generated by a [trusted
time stamping authority (TSA) on request of the entity X.

In the first transaction the requesting entity X sends ja mes-
sage z's that is completed by the TSA with time Tg| In the

The DA verifies that the secure envelope is from
entity X and that the message m is valid by check-
ing Imp(m). If both are valid, the DA completes z,

by inserting the data item 7, and then computes the
NRST = text|| z3|| MACpa(z3) using key da.

Transaction 2 — from delivery authority = DA to

entity X
DA returns SENVx(NRST) to the submitting entity
X.

second-transaction—the—TFSA-sends-back-to-the—+reglesting

entity the time stamping token (TST).

9.5.1

Transaction 1 — from entity X to time stamping
authority TSA

Entity X generates a secure envelope SENV(z's)
using key x, where z's is a subset of z5 defined in
clause 8.3.5 with the data item T, being empty.

Entity X then requests a time stamping token by
sending the secure envelope to the TSA.
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TSA generates the Tg consisting of date and time
data, and thus completing the data field z'5 to zs.

ISO/IEC 13888-2:1998(E)

entity A. If it is, the TTP completes z; by inserting
the data item Ty and computes the

c. TSAgenerates TST: NROT = text|| z; || MACT1p(z1) using key ttp and
TST=text|| z5 || MACTsa(Z5)- returns SENV4(NROT) to A.
c. Entity A verifies that SENV,(NROT) is from the
9.5.2 Transaction 2 — from time stamping authority TTP.
TSA to entity X
a. The time stamping authority TSA returns the time 1.2) SENV A(2
stamping token (TST) to the requesting entity X in a (1.2) aZ) -
secure envelope SENVx(T1ST) using key x known to - (2.0) SENVAUINROT)
entity X and to TSA. A (5.2) SENV,(NRDT) p“T[TP
b. | Entity X checks the validity of the secure envelope. 4(5'b) SENVA(PON || NRDT)
(3.b) SENVz(PON|INROT|INRDT)
.. or SENVE(PON || NROT)
10 Examplgs of non-repudiation @) m LNROT A
mechanisms (3.2) SENVG(NROT)
The npn-repudiation mechanisms in this clause provide
non-repudiation of origin and non-repudiation of delivery
betwegn entities A and B. Entity A wishes to send a mes- Y
sage tp entity B and thus will be the originator of the non-
repudiation exchange. Entity B, as the message recipient, B
will be|the recipient. Prior to use of a mechanism, it is as-
sumed|that keys a and b are in place at entity A and entity
B, resectively, and that the TTP possesses keys aand b in
additiop to its own key ttp. Figure 1 — Mechanism M1
Three glifferent mechanisms (M1, M2, and M3) for non-repu-
diation|using an on-line TTP are provided. 10.1.2 Transaction 2 — from originator A to regipient B
NOTES Entity A sends to B: m || NROT.
1. [By letting the SENV messages also include time stamps, or ] B
seqgpience numbers, protection against unauthorized delay)or 10.1.3  Transaction 3 — between recipient B and TTP
replpy of messages can be achieved. By letting the NROT and . . .
NRDT include time stamps, future verification of_the time a. Entity B verifies the value of /mp(m) Foma nedin z3,
starhps at which a message was transferred can hé obtained. then generates SENVpg(NROT) using key b and
2. [In case that Imp(m) is the message m, it\is)not necessary sends it to the TTP in order to request verffication of
to gend m together with tokens, and the steps for verifying the NROT received from A
Imp(m) are also omitted. '
b. The TTP checks SENVG(NROT) and NRQT. If both
10.1 [Mechanism M1: Mandatory NRO, op- are valid, the TTP generates the non-repddiation of
tional NRD delivery token NRDT and sends
SENVB(PON || NROT || NRDT), where [ PON is
Non-repudlatlon of origin, is established in threg transac- positive, to B. If the SENV is valid, but thg NROT is
tions bptween _the entities”and t_ht_a T?’P. If the o_ptlonal NRD not, the TTP sends SENVj(PON || NROJT), where
steps qre continued (at the recipient's prerogative), non-re- . )
pudiatipn of deliVery is established within two more transac- PONis negative, to B.
tions (gee Figure 1). c. Entity B verifies that SENVg(PON || NRO[T |[NRDT)
NOTE~ ‘While it is up to the recipient to continue the steps re- is from the TTP. If it is valid and PON ig positive,
quirged for non-repudiation of delivery, it is important to note that non-repudiation of origin (i.e., the message came
this Optlonal nOﬂ-I’epudia’[ion of dellvery is fU”y blndlng once it from A) is established. Alterna’“vely, if B receives
has been established. . .
SENVpg(PON || NROT) and PON is negative, then
0 ) b . q the NROT is not valid and the mechanism is to be
10.1.1 Transaction 1 — between originator A and TTP terminated.
a. Entity A generates a secure envelope SENV(z'y) d. The NROT is saved for future non-repudiation of
using key a, where z'; is the z, specified in clause origin.
8.3.1. with the data item Tg being empty. Entity A
then requests an NROT by sending the secure en- 10.1.4 Transaction 4 — from recipient B to originator

velope to the TTP.
The TTP verifies that the secure envelope is from

A

Entity B sends the NRDT to A.
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10.1.5

a.

Transaction 5 — between originator A and TTP

Entity A verifies the value of Imp(m) contained in z,,
then generates SENV4(NRDT) using key a and

sends it to the TTP in order to request verification of
the NRDT received from B.

The TTP verifies that SENV4(NRDT) is from A and

also verifies that the NRDT is authentic. If both are
valid, the TTP sends SENV4(PON || NRDT), where

PON is positive, to A. If the NRDT is not valid, the

>

bgative, to A.
Eptity A verifies that SENV 4(PON || NRDT) is from

he TTP. If it is valid and the verification is positive,
n-repudiation of delivery is established.

—

n
The NRDT is saved for future non-repudiation of
delivery.

10.2 Megchanism M2: Mandatory NRO,

mandatory NRD

Non-repufliation of origin and non-repudiation of delivery
are established in four transactions between the two entities
and the TTP. In this mechanism, the TTP sends the mes-
sage recgipt directly to A in a SENV at the same time that
he sends|it to B (see Figure 2).

10.2.1

(1.a) SENV(2)

-

(1.b) SENVA(NROT)

TTP

(4.2) SENVA(NRDT)

(3.b) SENVg(PON || NROT || NRDT)
or SENVg (PON || NROT)

(3.a) SENVR(NROT)

(2) m||NROT

Figure 2{=Mechanism M2

Transaction’' 1 — between originator A and TTP

Eptity¢A(generates a secure envelope SENV,z';)
ugingkey a, where z'; is the z; specified in clause

O ISO/IEC

10.2.2 Transaction 2 — from originator
m|| NROT.

A torecipient B
Entity A sends to B:

10.2.3 Band TTP

a. Entity B verifies the value of Imp(m) contained in zy,
then generates SENVg(NROT) using key b and

sends it to the TTP in order to request verification of
the NROT received from A.

b. The TTP verifies that SENVg(NROT) is from B and

Transaction 3 — between recipient

TffP-serds SENY ATPONTTINRDT),wherePON—TS that the NROT is authentic. It both are valid, the

TTP generates the NRDT and sends
SENVpg(PON || NROT || NRDT),

where PON is positive, to B. If>the SENV i$ valid,
but the NROT is not, the TTP.Sends

SENV(PONN['NROT),

where PON is negative, to B.

c. Entity B verifies that SENVg(PON ||INROT |||INRDT)

is from the "L FP. If it is valid and PONis ppsitive,
non-repudiation of origin is established. Alternatively,
if B_receives SENVR(PON || NROT) and RON is
negative, then the NROT is not valid apd the
mechanism is to be terminated.

&~ The NROT is saved for future non-repudigtion of
origin.
10.2.4

a. Immediately after sending the NRDT to B in|Trans-
action 3, the TTP also sends SENVA(NRDT)|to A.

Transaction 4 — between TTP and origingdtor A

b. Entity A checks SENV4(NRDT) and NRDT.|If both
are valid, non-repudiation of delivery (i.e., the mes-
sage was received by B) is established.

c. The NRDT is saved for future non-repudiation of
delivery.

10.3 Mechanism M3: Mandatory NRO angd
NRD with intermediary TTP

Non-repudiation of origin and non-repudiation of delivery
are established in four transactions between the two pntities
and the TTP. In Mechanism M3, the TTP acts as|an in-
termediary between the originator and the recipiept — the
two entities never correspond directly. To accompligh this,

8.3.1. with the data item Ty being empty. Entity A

then requests an NROT by sending the secure en-
velope to the TTP.

The TTP verifies that the secure envelope is from
entity A. If it is, the TTP completes z, by inserting

the data item Tg and then computes the
NROT = text|| z1 || MACT1p(z1) using key ttp and
returns SENV4(NROT) to A using key a.

Entity A verifies that SENV4(NROT) is from the

TTP.

antibz A_candcs tha maccana ta tha TTD ac nart af T ansac-
Riity-A-sends-the—n ge-to-the—FFRP-as—par-oi]

tion 1, and the TTP passes it to entity B as part of Transac-

tion 2 (see Figure 3).

As the TTP in this mechanism takes the role of a delivery
authority it may optionally generate and send non-repudia-
tion of submission and non-repudiation of transport tokens
to the originating entity.

10.3.1 Aand TTP

a. Entity A generates a secure envelope SENV,z';)
using key a, where z'; is the z; specified in clause

Transaction 1 — between originator
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8.3.1 with the data item Tg being empty. Entity A
then requests an NROT by sending the secure en-
velope together with the message mto the TTP.
The TTP verifies that the secure envelope is from
entity A. If it is, the TTP completes z,; by inserting
the data item Tg and computes the
NROT = text|| z; || MACT7p(z1) Using key ttp and
returns SENV4(NROT) to A using key a.

Entity A verifies that SENVA(NROT) is from the

10.3.4

a.

ISO/IEC 13888-2:1998(E)

Transaction 4 — between TTP and originator A

Immediately after sending the NRDT to B in Trans-
action 3, the TTP also sends it to A,
SENVA(NRDT).

A verifies that this was received from the TTP, and
non-repudiation of delivery is established.

The NRDT is saved for future non-repudiation of
delivery.

10.3.2

10.3.3]

TTP.

(L.a) m || SENVj (z'7)

(1.b) SENVA(NROT)
(4.3) SENVA(NRDT)

TTP

(3.b) SENV(PON || NROT || NRDT)
or SENVg(PON || NROT)

(2) m || NROT

(3.a) SENV(NROT)| Y

B

Figure 3 — Mechanism M3

Transaction 2 — from TTP to recipient B

The TTP sends m and the NROT to B.

Transaction 3 — between recipient ~“B-and TTP

Since the NROT was not received in a secure enve-
lope, B must verify it with the FTP, so he verifies
Imp(m) and sends SENVg(NROT) to the TTP.

The TTP verifies that-SENVg(NROT) is from B and

also verifies the authenticity of the NROT. If both
are valid, the _TTP creates the non-repudiation of
delivery token{NRDT and responds to B with PON
positive byssending SENVg(PON || NROT || NRDT).

If the SENV is valid, but the NROT is not, the TTP
sends; SENVg(PON || NROT) to B, where PON is

negative.

B verifies that the SENV is from the TTP. If it is valid
and PON is positive, non-repudiation of origin is
established. Alternatively, if B receives
SENVB(PON || NROT) and PON is negative, then
the NROT is not valid and the mechanism is to be
terminated.

The NROT is saved for future non-repudiation of
origin.
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