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Foreword

ISO (the
Commis

International Organization for Standardization) and IEC (the International Electrotechnical
sion) form the specialized system for worldwide standardization. National bodies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Attention is drawn to the possibility that some of the elements of this document may be the subjedt
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rights. I
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cedures used to develop this document and those intended for its further maintenance| atie
d in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fdr
rent types of document should be noted. This document was drafted in accordancé.with thie
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

t rights. ISO and IEC shall not be held responsible for identifying any or all such patert
etails of any patent rights identified during the development of the document will be in thie
tion and/or on the ISO list of patent declarations received (see www.iso:0Tg/patents) or the IEC
tent declarations received (see http://patents.iec.ch).

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

bxplanation of the voluntary nature of standards, the{meaning of ISO specific terms anfd
ons related to conformity assessment, as well as information about ISO's adherence to thie
rade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org|/
vord.html.
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The maipn changes compared to the previous edition are as follows:

— (Clay
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complet

fument was prepared by Joint Technical. Committee ISO/IEC JTC 1 Information technology,
mittee SC 27, Information security, cybersecurity and privacy protection.

rth edition cancels and replaces thé-third edition (ISO/IEC 13888-1:2009), which has beeph
lly revised.

se 3 has been updated;
hinology issues have been fixed; and
w requirement-has been introduced when using hash functions.

b1l parts ingthie ISO/IEC 13888 series can be found on the ISO website.

=

|lback or-qliestions on this document should be directed to the user’s national standards body.
e listig of these bodies can be found at www.iso.org/members.html.

© ISO/IEC 2020 - All rights reserved


https://www.iso.org/directives-and-policies.html
https://www.iso.org/iso-standards-and-patents.html
http://patents.iec.ch/
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/members.html
https://standardsiso.com/api/?name=776288f2749fa0110abdbe8f16c3a94b

ISO/IEC 13888-1:2020(E)

Introduction

The goal of a non-repudiation service is to generate, collect, maintain, make available an

d verify

evidence concerning a claimed event or action in order to resolve disputes about the occurrence or
non-occurrence of the event or action. This document defines a model for non-repudiation mechanisms
providing evidence based on cryptographic check values generated using symmetric or asymmetric

cryptographic techniques.

Non-repudiation services establish evidence. Evidence establishes accountability regarding a particular

gvent or action. The entity responsible for the action, or associated with the event, with regard
gvidence is generated, is known as the evidence subject.

Non-repudiation mechanisms provide protocols for the exchange of non-repudiation’tokens

w0 _ct+

ignatures and, optionally, additional data:

- secure envelopes are generated by an evidence generating authority using' symmetric crypt
techniques;

— digital signatures are generated by an evidence generator or an evidence generating author
asymmetric techniques.

o~

on-repudiation tokens can be stored as non-repudiation information that can be used subseqy
isputing parties or by an adjudicator to arbitrate in disput€s.

| )

epending on the non-repudiation policy in effect for asspecific application, and the legal envi
ithin which the application operates, additional information can be required to complete
epudiation information, for example:

=5 <

- evidence including a trusted time-stamp ptovided by a time-stamping authority;

—+ evidence provided by a notary which.provides assurance about data created or the action
performed by one or more entities.

=

on-repudiation can only be provided within the context of a clearly defined security p
particular application and .its” legal environment. Non-repudiation policies are desci
50/1EC 10181-4.

—Q

Specific non-repudiatiofi jmechanisms generic to the various non-repudiation services 4§
described and then applied to a selection of specific non-repudiation services such as:

—  non-repudiatien of origin;

- non-repudiation of delivery;

- non-répudiation of submission;

- ~nonh-repudiation of transport.

to which

specific

b each non-repudiation service. Non-repudiation tokens consist of secure envelopes and/of digital

graphic

ty using

ently by

ronment

the non-

or event

blicy for
ibed in

ire first

Additional non-repudiation services mentioned in this document are:
— non-repudiation of creation;

— non-repudiation of receipt;

— non-repudiation of knowledge;

— non-repudiation of sending.
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020(E)

Information security — Non-repudiation —

Part 1:
General

1 Scope

|

his document serves as a general model for subsequent parts specifying non-repudiation mec
sing cryptographic techniques.

(et

—

he ISO/IEC 13888 series provides non-repudiation mechanisms for the féllowing phases
epudiation:

—

- evidence generation;

- evidence transfer, storage and retrieval; and
-+ evidence verification.

D)ispute arbitration is outside the scope of the ISO/IEC 13888'series.

2 Normative references

—]

he following documents are referred to in the text in such a way that some or all of thein
onstitutes requirements of this document.‘For dated references, only the edition cited app
undated references, the latest edition of the referenced document (including any amendments)

Q

Y

3 Terms and definitions

1

or the purposes of this document, the following terms and definitions apply.

I50 and [EC maintainterminological databases for use in standardization at the following addr

— ISO Onlinedrowsing platform: available at https://www.iso.org/obp

— [EC Electropedia: available at http://www.electropedia.org/

31
djudicator

50/1EC 18014 (all parts), Informatiop-technology — Security techniques — Time-stamping servi¢

hanisms

of non-

content
lies. For
applies.

es

esses:

tity which arbitrates disputes between parties

3.2
certificate
entity's data rendered unforgeable with the private or secret key (3.48) of a certification author

Note 1 to entry: Unforgeable means impossible to copy or imitate unlawfully.

© ISO/IEC 2020 - All rights reserved
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3.3

certification authority

CA

authority trusted by one or more entities to create and assign certificates (3.2) or digitally signed public
key certificates (3.46)

[SOURCE: ISO/IEC 9594-8:2017, 3.5.19, modified — In the definition, the initial article has been removed

and "ass

3.4

ign certificates" has been added.]

collisio}
hash-fun
distinct

Note 1 to

[SOURCH
removegd

3.5
cryptog
CHK

either a
a messa
origina

3.6

cryptog
output g

3.7
data std
means fi
the deliV

3.8
delivery
DA
authorit
the send

3.9
digital {

h-resistant hash-function
ction (3.18) satisfying the following property: it is computationally infeasible to find any [twp
inputs which map to the same output

entry: Computational feasibility depends on the specific security requirements and environment.

: ISO/IEC 10118-1:2016, 2.1, modified — In Note 1 to entry, the second senfence has beep
]

raphic check function
MAC (3.22) function or a digital signature (3.9) function, i.e. a function that takes as an inpyt

be and a secret or private key (3.44) and returns a string of¢bits that can be used to verify thie
nd integrity of the message

raphic check value
fa cryptographic check function (3.5)

rage
br storing information from which dataljs submitted for delivery, or into which data is put by
ery authority (3.8)

y authority

y trusted by the sender (3.43) to deliver the data from the sender to the receiver, and to provide
er with evidence (3.14),on the submission and transport of data upon request

ignature

SIG
data apf
the data

3.10

pended to; Or a cryptographic transformation of, a data unit that allows the recipient (3.47) of
unit te-prove the source and integrity of the data unit and protect against forgery e.g. by the

distinguishing identifier
information which unambiguously distinguishes an entity in the non-repudiation process (3.32)

3.11

evidence
information supporting the occurrence of an event or action

Note 1 to entry: Evidence does not necessarily prove the truth or existence of something but can contribute to
the establishment of such a proof.
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3.12
evidence generator
entity that produces non-repudiation evidence (3.11)

[SOURCE: ISO/IEC 10181-4:1997, 3.4.4, modified — The initial article has been removed from the

definition and the Note has been deleted]

3.13
evidence user
entity that uses non-repudiation evidence (3.11)

[FOURCE: ISO/IEC 10181-4:1997, 3.4.6, modified — The initial article has been removed-f
definition.]

3.14
vidence verifier
ntity that verifies non-repudiation evidence (3.11)

[N ¢>)

SOURCE: ISO/IEC 10181-4:1997, 3.4.7, modified — The initial article Has been removed fi
efinition.]

15

vidence requester
ntity that requests evidence (3.11) to be generated either by’another entity or by a trust
arty (3.55)

o, —

3

e

e

12

3.16

dvidence subject
gntity responsible for the action, or associated with’the event, with regard to which evidence
generated

3
h
S

17
ash-code
tring of bits that is the output of a hagh-function (3.18)

[FOURCE: ISO/IEC 10118-1:2016,3.3, modified — Note 1 to entry has been removed.]
3.18
Hash-function
fhinction which maps strings of bits of variable (but usually upper bounded) length to fixe
strings of bits, satisfying the following two properties:

+ for a given putput, it is computationally infeasible to find an input which maps to this outpd
+ foragiveninput, itis computationally infeasible to find a second input which maps to the sam

Note 1 tecentry: Computational feasibility depends on the specific security requirements and environm

Note.2'to entry: In the ISO/IEC 13888 series, hash-functions are required to be collision-resistant.

rom the

rom the

ed third

(3.11) is

d-length

1t;
e output

ent.

[SOURCE: ISO/IEC 10118-1:2016, 3.4, modified — In Note 1 to entry, the second sentence has been

removed and Note 2 to entry has been added.]

3.19

imprint

string of bits, either the hash-code (3.17) of a data string or the data string itself

© ISO/IEC 2020 - All rights reserved
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3.20
key
sequence of symbols that controls the operations of a cryptographic transformation (e.g. encryption,
decryption, cryptographic check function computation, signature calculation, or signature verification)

[SOURCE: ISO/IEC 11770-3:2015, 3.17, modified — In the definition, "operation” has been replaced with
"operations".]

3.21
monitoring authority

trusted {
about ad

3.22
Messag
MAC
string o

3.23

non-rep
service i
the mes

3.24
non-ref
service
its contg

3.25
non-ref
NRDT

hird party (3.55) that monitors actions and events, and that is trusted to provide evidence (3.1
tions and events that have been monitored

b Authentication Code

bits which is the output of a MAC algorithm

udiation of creation
ntended to protect against an entity's false denial of having created the content of a message o
sage itself (i.e. being responsible for the content of a message or the-message itself)

udiation of delivery
ntended to protect against a recipient's (3.47) false denial of having received a message an
nt

udiation of delivery token

data itefn which allows the sender (3.43) to establish non-repudiation of delivery (3.24) for a message

3.26

non-ref
sequenc
repudiaf

3.27
non-re
NRI
set of in
be genel

Note 1 to

3.28
non-ref

udiation exchange
e of one or more transfers of“non-repudiation information (3.27) for the purpose of nor
ion

udiation information

formation that may'contain information about an event or action for which evidence (3.11) is t
ated and verified, the evidence itself, and the non-repudiation policy (3.31) in effect

entry: Theexact format and specifications depend on the chosen mechanism.

udiation of knowledge

service

—

[=)

ntandoad +0 oot A gt ot r Ania

A yracinio
IOt O toOprotttragarnrota 1 CCToteT

of areceived message

Note 1 to entry: The exact format and specifications depend on the chosen mechanism.

3.29

non-repudiation of origin
service intended to protect against the sender’s (3.43) false denial of having created the content of a
message and of having sent a message

© ISO/IEC 2020 - All rights reserved
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3.30

non-repudiation of origin token

NROT

data item which allows recipients (3.47) to establish non-repudiation of origin (3.29) for a message

3.31
non-repudiation policy
set of criteria for the provision of non-repudiation services

Note 1 to entry: More specifically, it is a set of rules to be applied for the generation and verification of evidence
(B.11) and for adjudication.

3.32
rnon-repudiation process
set of interrelated or interacting activities which provides one or more non-repudiation servicgs

Note 1 to entry: The exact format and specifications depend on the chosen mechanism:

(%]

.33
on-repudiation of receipt
ervice intended to protect against a recipient’s (3.47) false denial of iaying received a messagg

wn =

[§%]

.34
on-repudiation of sending
ervice intended to protect against the sender’s (3.43) falsedenial of having sent a message

v =

.35

on-repudiation of submission
ervice intended to provide evidence (3.11) that a @elivery authority (3.8) has accepted a megsage for
Fansmission

o U =

.36

on-repudiation of submission token
RST

ata item which allows either the originator (3.43) or the delivery authority (3.8) (sender) to gstablish
on-repudiation of submission (3.35)for a message having been submitted for transmission

= QO 2= )

=z

ote 1 to entry: A non-repudiation of submission token is generated by the initial receiver except yhen the
eceiver is a recipient (3.47).

—

.37
on-repudiation token
[RT
pecial type efisecurity token (3.51), consisting of evidence (3.11), and, optionally, of additional gata

wn =

3.38

non-repudiation of transport
service intended to provide evidence (3.11) for the message sender (3.43) that a delivery authotity (3.8)
HasZdelivered a message to the intended recipient (3.47)

Note 1 to entry: A non-repudiation of transport token is generated by the initial receiver except when the receiver
is a recipient (3.47).

3.39

non-repudiation of transport token

NRTT

data item which allows either the originator (3.43) or the delivery authority (3.8) to establish non-
repudiation of transport for a message

© ISO/IEC 2020 - All rights reserved 5
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3.40
notary
NA
trusted

C 13888-1:2020(E)

authority

third party (3.55) trusted to provide evidence (3.11) about the properties of the entities involved

and of the data stored or communicated, or to extend the lifetime of an existing token beyond its expiry
or beyond subsequent revocation

3.41

notarization

provisiOﬁMMimwmmwMMﬂmr
d of the data stored or communicated

event, a

Note 1 toentry: Notarization can also extend the lifetime of an existing token.

3.42

notarization token

NT
non-rep

3.43

originator

sender

entity that sends a message to the recipient (3.47) or makes available a message for which nor

repudia

3.44

private [key
key (3.20) of an entity's asymmetric key pair which can only be used by that entity

Ydiation token (3.37) generated by a notary

tion services are to be provided

Note 1 §o entry: In the case of an asymmetric signature”system, the private key defines the signature
transform:ation. In the case of an asymmetric enciphermient system, the private key defines the decipherment
transforgnation.

3.45

public Key

key (3.20) of an entity's asymmetric key‘pair which can be made public

Note 1
transfor
transfor

to all members of a pre-specified group.

3.46

public Key certificate
public kdy (3.45) information of an entity signed by the certification authority (3.3) and thereby renderefd
unforgeable

[SOURC

3.47
recipie

(i

ation. In the case of an asymmetric encipherment system, the public key defines the enciphermer

E entry: In the case of an.asymmetric signature scheme, the public key defines the verification
ation. A key thatis 'publicly known' is not necessarily globally available. The key might only be availabl

[¢)

E: ISQ/IEC 11770-3:2015, 3.34]

nt

entity that gets (receives or fetches) a message for which non-repudiation services are to be provided

3.48

secret key
key (3.20) used with symmetric cryptographic techniques and usable only by a set of specified entities

[SOURC

E: ISO/IEC 11770-3:2015, 3.36, modified — In the definition, “and usable only” has been added

and “specified set of entities” has been changed to “set of specified entities”]

© ISO/IEC 2020 - All rights reserved
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3.49
secure envelope
SENV

set of data items which is constructed by an entity in such a way that any entity holding the secret key

(3.48) can verify their integrity and origin

Note 1 to entry: For the purpose of generating evidence (3.11), the SENV is constructed and verified by
third party (3.55) (TTP) with a secret key known only to the TTP.

Note 2 to entry: Cryptographic check functions are used to generate secure envelopes.

a trusted

set of data protected by one or more security services, together with security.information usg
rovision of those security services, that is transferred between communicating entities

.52
igner
tity generating a digital signature (3.9)

.53
tjme-stamp
time variant parameter which denotes a point in time with respect to a common time reference

OURCE: ISO/IEC 18014-1:2008, 3.12]

.54
time-stamping authority

.55

security authority, orlits agent, trusted by other entities with respect to security-related activi
ote 1 to entry: In‘the context of the ISO/IEC 13888 series, a trusted third party is trusted by the send

the recipient (34%), and/or the delivery authority (3.8) for the purposes of non-repudiation, and by anot
such as an adjudicator (3.1).

the definition, "by other entities" has been added, "security-relevant" has been changed to "s

bd in the

ties

er (3.43),
her party

OURGE®ISO/IEC 10181-1:1996, 3.3.30, modified — The abbreviated term "TTP" has been added. In

ecurity-

lated" and the parentheses have been removed. Note 1 to entry has been added.]

3.56
trusted time-stamp
time-stamp (3.53) generated by a time-stamping authority (3.54)

3.57
verification key
value required to verify a MAC (3.22)

3.58
verifier
entity that verifies evidence (3.11)

© ISO/IEC 2020 - All rights reserved
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4 Symbols and abbreviated terms

4.1 Symbols

A B C D E distinguishing identifiers

CHK(y) cryptographic check value computed on the data y using the key of entity X

DA distinguishing identifier of a delivery authority

f flag indicating the notary service

GNRT distinguishing identifier of a generic non-repudiation token

Imp(y) imprint of the data string y, either the hash-code of data string y, or the data'string y

MACy () MAC computed on the data y using the key of entity X

m message for which evidence is generated

n number of sub-delivery authorities in a chain of sub-deliveng-authorities

NA distinguishing identifier of the notary authority

NRDT distinguishing identifier of a non-repudiation of delivery token

NRI distinguishing identifier of a non-repudiationginformation

NROT distinguishing identifier of a non-repudiation of origin token

NRST distinguishing identifier of a non-rep@diation of submission token

NRTT distinguishing identifier of a non*repudiation of transport token

NT distinguishing identifier of'‘@notarization token

Pol distinguishing identifier of a non-repudiation policy (or policies) which apply to evidence

Q optional data that needs to be origin/integrity protected

SENV()f) secure envelope computed on data y using the secret key of entity X

SIGx(y) signed message generated on data y by entity X using its private key

Sx(¥) signature computed on data y using a signature algorithm and the private key of entity X

text data item forming a part of the token that may contain additional information, e.g., a
key identifier and/or message identifier

T, date and time the evidence was generated
NOTE The date and time are represented as specified in ISO 8601. ISO 14641 provides
guidance on methods for obtaining the current date and time.

T; date and time an event or action took place

TSA distinguishing identifier of the time-stamping authority

TTP distinguishing identifier of the trusted third party

8 © ISO/IEC 2020 - All rights reserved
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V() verification operation applied to data y (a secure envelope or a digital signature) by

using a verification algorithm and the verification key of entity X
A different data

W 2) result of the concatenation of y and z in that order

4.2 Abbreviated terms

(NRT generic non-repudiation token
TA trusted authority
TST time-stamp token

[&u |

Document organization

on-repudiation services are modelled by first specifying basic requitéments in Clause 6, g
escribing in Clause 7 the roles of the entities involved in the provision and verification of &
he involvement of trusted third parties in the various phases of ién-repudiation, in particul
rovision and verification of evidence, is described in Clause 8.Evidence generation and ver

ignatures based on symmetric and asymmetric cryptographic techniques. Cryptograph
inctions common to both basic mechanisms are derived«in order to better represent non-rep
pkens. In Clause 10, three kinds of tokens are defined:

= n = Q=

[ =

) the generic non-repudiation token suitable forthany non-repudiation services;

DD

) the time-stamp token generated by a time=stamping authority; and

3) the notarization token generated by, a notary to provide evidence about the propertig
entities involved and of the data stored or communicated.

Ypecific non-repudiation servicesand non-repudiation tokens are described in Clause 11. An ex
the use of specific non-repudiation tokens in a messaging environment is given in Clause 12.

6 Requirements

—

epending on the ndture of the CHK used for generating SENVs and SIGs, and independent of
epudiation sepwice supported by the non-repudiation mechanisms, the following requireme
br the entitieSinvolved in a non-repudiation exchange.

= =

1 The éntities of a non-repudiation exchange shall trust any TTP involved in the exchange.

NOTE When using symmetric cryptographic algorithms, a TTP is always required. Wh
asymmetric cryptographic algorithms, a TTP is always required to either generate a public-key c

nd then
vidence.
hr in the
ification

hechanisms are described in Clause 9, involving the genération of secure envelopes and digital

¢ check
udiation

s of the

hmple of

the non-
nts hold

en using
ertificate

orcreate a StGforevidence:

— Prior to the generation of evidence, the evidence generator shall know which non-repudiation policy
is acceptable to the verifier(s), the kind of evidence that is required and the set of mechanisms that

are acceptable to the verifier(s).

— Either the mechanisms for generating or verifying evidence shall be available to the entities of
the particular non-repudiation exchange, or a trusted authority shall be available to provide the

mechanisms and perform the necessary functions on behalf of the evidence requester.

— The relevant entities shall be in possession of (and, when necessary, share) the keys required for

the mechanisms being used (i.e., private keys for asymmetric mechanisms, and secret
symmetric mechanisms).
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— The

evidence user and the adjudicator shall be evidence verifiers or shall trust an entity to perform

the services of an evidence verifier.

— Ifatrusted time-stamp is required, or the clock provided by the party generating evidence cannot
be trusted, then a time-stamping authority shall be accessible to the evidence generator or the
evidence verifier.

— Ifa

hash-function is required in any of the mechanisms described in the ISO/IEC 13888 series, it

shall be a collision-resistant hash-function.

7 Gellleric non-repudiation services

7.1 Nq

Non-repjudiation involves the generation of evidence that can be used to prove that anCeyént or actiopn

has take
Data an
involved

Some n
repudiaf
sending
non-rep

7.2 Entities involved in the provision and verification-of evidence

A numb

Three entities are involved in the evidence generationphase:

— the
— the
— the
Two ent
— the
— the

In the e
may be |

In some
evidencg

pn-repudiation services

n place. Evidence is generated in the form of verifiable data describing thejactions or events.
l evidence are stored or communicated in a non-repudiation exchangecbetween the partie
. Evidence is transmitted in NRTs as part of non-repudiation exchanges:

[72)

bn-repudiation services may be provided by grouping other serwices. For example, non-
ion of origin can be provided by combining non-repudiation of eréeation and non-repudiation d
and non-repudiation of delivery can be provided by combining non-repudiation of receipt an
diation of knowledge.

=

1 of distinct entities are involved in the provision-8f a non-repudiation service.

bvidence requester that wants to obtain-evidence;

bvidence subject that performs an.aetion or is involved in an event;

bvidence generator that generates’evidence.

ties are involved in the eyidence verification phase:

bvidence user who may 0f may not be able to verify it directly;

bvidence verifierthat is able to verify evidence upon request from the evidence user.

vidence generation phase, the event or action is related to an evidence subject. The evidende
brovided upon request by the evidence requester or by the evidence subject itself.

e, buit in other cases a third party is necessary to produce evidence. Evidence is then returne

or madsd

cases;only two entities (the evidence subject and the evidence requester) are needed to providE

available to the evidence requester: evidence may then be transferred or made available

other entities.

In the evidence verification phase, an evidence user wishes to verify that the evidence is correct. If the
evidence user is unable to verify the evidence directly, the evidence is verified by an evidence verifier
upon request from the evidence user.

10
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8 Trusted third party involvement

8.1 General

Trusted third parties may be involved in the provision of non-repudiation services, depending on
the mechanisms used and the non-repudiation policy in effect. The use of asymmetric cryptographic
techniques requires authentic public keys which can be provided by certificates issued by third
parties, e.g. by certification authorities. The use of symmetric cryptographic techniques requires the
involvement of an online trusted third party to generate and verify SENVs. The non-repudiation policy
ifi effect can require evidence to be generated partly or totally by a T TP.

The non-repudiation policy in effect can also require that:
-+ atrusted time-stamp be provided by a TSA;

-+ anotary be involved to verify data provided by one or more parties and to return data to the parties
along with a SIG computed on this data ; and/or

-+ amonitoring authority be involved to provide evidence about the praperties of the entities jnvolved
and of the data stored or communicated.

=

TPs may be involved to differing degrees in the phases of non-reptidiation. When exchanging gvidence,
he parties shall either know, be informed or agree as to which non*repudiation policy is to be applicable
b the evidence.

=+

There may be anumber of TTPs involved acting in various foles (e.g., notary, time-stamping, monitoring,
ey certification, signature generation, signature yepification, secure envelope generation, secure

velope verification, token generation or deliveryroles), as dictated by the non-repudiation policy. A
single TTP may act in one or more of these roles.

.2 Evidence generation phase

vidence is information that can be used-to resolve disputes and is generated by an evidence generator
n behalf of an evidence subject, a-trfusted third party or upon request of an evidence requestdr. A TTP

n be involved in an evidence géneration phase in the following ways (for definitions of onling, in-line
nd offline authority, see ISOAIEC TR 14516):

- directly:

— when acting as)an online authority actively involved in every instance of the non-repudiation
service, the FTP generates evidence alone on behalf of the evidence subject. Online geperation
of cryptographic check values and NRTs may be required when symmetric cryptpgraphic
techniglies are used for the provision of evidence, i.e. to generate SENVs as defined in
ISO/AEC 13888-2;

—+-when acting as an in-line evidence generation authority, the TTP generates the evidence by
itself, e.g. as a delivery authority;

— indirectly:

— when acting as an off-line authority which is not involved in every instance of a non-repudiation
service, the TTP provides off-line public key certificates related to entities generating evidence
based on SIGs;

— when acting as a token generation authority, the TTP constructs an NRT composed of one or
more NRTs provided by the evidence subject or by one or more trusted authorities;

— when acting as a SIG generating authority, the TTP generates SIGs on behalf of the evidence
subject or an evidence requester;

© ISO/IEC 2020 - All rights reserved 11
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when acting as a TSA [see ISO/IEC 18014 (all parts)], the TTP is trusted to provide evidence
which includes the time when the time-stamp token was generated;

when acting as a notary authority (notary), the TTP is trusted to provide evidence about the
properties of the entities involved and of the data stored or communicated between the entities.
In some cases, the notary is trusted to extend the lifetime of an existing token beyond its expiry
or beyond subsequent revocation;

when acting as a monitoring authority, the TTP monitors actions and events and is trusted to
provide evidence about what was monitored.

8.3 Ey

During t
non-rep
repudiat

— Wh

replidiation of transport.

— Wh
retr

8.4 Ey

When a(
by the ¢
generate
involven

The med
— SEN

— SIGj
wer

— Pub
evid
the
for
accg

— (Pu

ridence transfer, storage and retrieval phase

his phase, evidence is transferred between parties, or to and from storage. Depending on the
hdiation policy in effect, the activities of this phase may not always occur in all eases of a nory
ion service. The activities of this phase may be performed by TTPs or other parties.

N acting as a delivery authority, the TTP is in-line for non-repudiation of;submission and nor

bn acting as an evidence record keeping authority, the TTP records‘evidence that can later be
ieved by an evidence user or an adjudicator.

ridence verification phase

ting as an evidence verification authority, the TTP acts:as an online authority which is trustefd
vidence user to verify non-repudiation information’provided in the NRT. When evidence is
d using symmetric cryptographic techniques, it,can only be verified by a TTP. Otherwise, thie
hent of a TTP may be optional.

ns used to verify an NRT depend on the techniques used to create it.
Vs can only be verified by a TTP.

may be verified using one or more.public key certificates and certificate revocation lists which
e all valid at the time the evidence was generated.

lic key certificates valid at the time the evidence is presented shall be verified for the time t
ence was generated. Inthe case where a public key certificate has either expired or revoked gt
Fime the evidence is presented, this may be accomplished by verifying the public key certifica
the time asserted.in a time-stamp token or a notarization token included in the evidencg,
rding to the non=repudiation policy in effect.

blic key) Certificate revocation lists valid at the time the evidence was generated shall be verifie

at the time the)evidence is presented. In some cases, this may be years later.

— Wh
pres

bre,4he non-repudiation service requires the use of a TSA to provide evidence, it shall b
ented in the following way. The time value enclosed in that evidence (i.e. in the TST) has to b

compared with the time value enclosed in the evidence produced by the generating entity, a T1
or an evidence requester. When the validity of these time values has been verified according to the
security policy, then the evidence of their generation by the generating entity, a TTP or an evidence
requester can be accepted.

— Add

itional NRTs (e.g. notarization token) are verified according to the techniques used for their

generation.

12
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9 Evidence generation and verification mechanisms

9.1 General

In these phases, evidence is represented by NRTs consisting of either SENVs or SIGs. Both are based on
cryptographic check values generated by either symmetric or asymmetric cryptographic techniques.
When using certificate-based signatures, the NRT consists of the signed message (which consists of
the message and the signature) and associated public key certificate(s). If an appropriate public key
certificate is not provided with the SIG, the certificate shall be made available to the appropriate parties
Hy other means. When using identity-based signatures [see ISO/IEC 14888 (all parts]], the NRT]consists
df the signed message, the signing entity's identification data and the identity (i.e. the diStinguishing
iflentifier) of the authority providing one or both keys to the signer.

9.2 Secure envelopes

vl

or a SENV to become valid evidence, it shall be generated by a TTP using asecret key known only to
he TTP.

—

A SENV is created through the use of symmetric integrity techniques-onidata y, using the secrgt key of
gntity X to provide MACy, (y) which is appended to the data y:

SENVy(y) = (v, MAC4())

NOTE The function MAC can be a message authentication €ade as specified in the ISO/IEC 9797 serles.

Hurther secure envelope mechanisms can be specified in specific parts of the ISO/IEC 13888 sqries.

(o)

.3 Digital signatures

An entity X can sign a message y using a-digital signing operation and its private key. The resulting
signed message is denoted by SIGy(y).vFhe validity of the signed message SIGy(y) can be verified by
anyone that has an authentic copy of the public key of entity X.

If the SIG operation does not allow message recovery, the signed message is formed by app¢nding a
ignature Sy(y) to the message y:

SlGx(y) = O, Sx(V)

w

]

[ the SIG operationallows message recovery, part or all of the message y can be recovered frgm Sy(y);
hen the signed-méssage SIGy(y) can be formed by appending Sy(y) to the part of y that cqgnnot be
ecovered fram.the signature Sy(y).

-t

NOTE 1 .SDjgital signatures giving message recovery are specified in the ISO/IEC 9796 series.

=z

OTE 2 ~ Digital signatures with appendix are specified in the ISO/IEC 14888 series and lightweight digital
gnatures are specified in ISO/IEC 29192-4.

0

9.4 Evidence verification mechanism

SENVs or SIGs are verified by applying the verification operation Vy(y), with y a SENV or a SIG
respectively using the verification key of the evidence generating entity X. The output of the verification
operation is positive or negative.

SENVs can only be verified by a TTP holding the secret key used to generate the secure envelope.

NOTE If the SENV is generated for origin/integrity protected communication, it can be verified by any entity
holding the appropriate secret key.
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SIGs can be verified by any entity holding the public key of the signer. The means used to provide the
public verification key to the verifier depends on the type of signature scheme applied to generate the SIG.

— Certificate-based signatures are verified using the public key of the signer, which can be retrieved
from a public key certificate issued by the CA.

— Identity-based signatures are verified by any entity holding the signing entity's identification data
and the public system parameters obtained from the TA providing the identity-based private keys
to the signer.

When u§ing SIGS, It Is Necessary, I SOME Cases, to Verily a chain of public Key Certiticates or Identities 1
order to[obtain the necessary assurance.

=)

10 Non-repudiation tokens

10.1 Ge¢neral

A non-r¢pudiation service involves the generation and the verification of NRI.*"NRI is composed (
one or more NRTs. The evidence generator shall provide at least one NRT.defived from the GNR
Additional tokens are normally required to verify the evidence. The additional tokens may or may nd
be provided to the verifier. When they are not provided, the verifier has to‘either fetch them (e.g. publi
key certlificates and/or certificate revocation lists) or request them (€g. time-stamping from TSAs).
Three types of generic token are described within this document,p@amely the GNRT, the TST, and the
NT. The [tokens derived from the GNRT are generated by an evidénee generator, while other tokens are
generat¢d by a TTP: the TST is generated by a TSA; the NT is generated by a NA.

Q7

Non-repudiation services can only be offered for a defined’period of time. It can be necessary to alte
the lifetjme of a token after it has been issued, e.g. to shorten its lifetime if an attack on a particuld
signatute scheme is found. On the other hand, if an NRT is adjudged to be (cryptographically) secur
beyond {ts lifetime then the non-repudiation policymay allow the lifetime of that token to be extende
(for example, by attaching to ita NT from a NA).

=0 = =

In the dpscriptions of generic tokens in Clause 10, CHKy(z) denotes either a MAC computed using the
secret MAC key of entity X or a SIG computed using the private signature key of entity X. In the formdr
case the|generic tokens include a SENV:

10.2 G¢neric non-repudiation-token
The GNRT GNRT is defined @s;follows:
GNRJ = (text, z, CHK3(Z)) with

zZ= (pOI,f; A; B; Cp D; E, Tgl T[I QJ Imp(m))

The data field z consists of the following data items:

Pol distinguishing identifier(s) of the non-repudiation policy (or policies) which applies
(apply) to the evidence;

f type of non-repudiation service being provided;

A distinguishing identifier of the evidence subject;

B distinguishing identifier of the evidence generator when different from the evidence
subject;
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C distinguishing identifier of the entity interacting with the evidence subject (e.g. the
sender of a message; an intended recipient of a message or a delivery authority);

D distinguishing identifier of the evidence requester when different from the evidence
subject;
E distinguishing identifiers of other entities involved with the action (e.g. the intended

recipients of a message);

’T'g date and time when the evidence wwas gnnnrnfnd;
T; date and time when the event or action took place;
Q optional data that need to be origin/ integrity protected;

Imp(m) imprint of a message m related to an event or action.

NOTE Depending on the non-repudiation policy in effect, some data items can-be optional.

<

Vhen included in the token, the data field z shall be encoded so that it canbhétiniquely and unambjguously
ecomposed into its elements, and so that the meaning of each elenient is unambiguous to any entity
hat processes the token.

o Q.

he distinguishing identifier A shall always be present. The,other distinguishing identifierd B, C, D,
need not be present. The distinguishing identifier B of the*evidence generator is needed when the
vidence is produced by an authority on behalf of the evidence subject. The distinguishing ilentifier
is needed in the case of the transfer of a message. The distinguishing identifier D of the ¢vidence
equester is needed to cover the case where the evidence requester is different from the ¢vidence
ubject. The distinguishing identifier(s) E of the gtlier entity(ies) involved in the action cover [the case
f non-repudiation of submission to a delivery authority and non-repudiation of transport by a|delivery
authority.

O W =5 NG Oy =

—]

he "text" field includes additional data’that does not need to be cryptographically protected. The
hformation in this field depends on the technique being used.

—e

- For certificate-based signatures, the "text" field may contain one or more public key certifjcates or
simply the distinguishing.identifier of a certification authority together with the certificate serial
number assigned to the-public key certificate.

-+ For identity-based\signatures, the "text" field may contain the distinguishing identifigr of the
authority providing one or both keys to the signer.

10.3 Time-stamp token

]

Fa trusted time-stamp is required or the clock provided by the NRT generating party cannot be|trusted,
is necessary to rely on a TTP, a TSA. Its role is to establish further evidence indicating the fime the
tpkef was generated.

[—

The TSTTST provided by the TSA TSA shatl be created using any method specified in the
ISO/IEC 18014 series.

10.4 Notarization token

The notary service is used to provide evidence by a NA about the properties of the entities involved and
of the data presented, or to extend the lifetime of an existing non-repudiation token beyond its expiry
or beyond subsequent revocation.

The data y to which the token refers to is provided by the service-requesting entity.

NOTE The data y can be a message, a non-repudiation token, the hash-code of a message, the hash-code of a
token, or any data the service requester wants to have certified by the notary.
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The NT NT is defined as follows:

NT =

(text, w, CHK4(w)), with

w = (Pol, f; A, NA, T, Q, Imp(y))

The data element w consists of the following data items:

Pol

When i

— it cdn be uniquely and unambiguously decomposed into its elements; and

— the

A simila

evidenc¢ subject and/or generated by the monitoring authority itself.

11 Specific non-repudiation services

11.1 Ge¢neral

The foll
and enti

Entity 4 creates a messagem .and establishes non-repudiation of origin of its own volition or a
requesté¢d by the non-repudidtion policy in effect or by another entity (e.g. a recipient). Non-repudiatio
of origir] is provided by the‘evidence generator, which can be the originator itself or a TTP.

Entity 4| sends the message m, together with the evidence contained in a NROT NROT to entity B, the

recipien|

In some|

authoritly Where there is a delivery authority, all of the non-repudiation services described in Clause 1
can be prnvidpd

In other
some of

Imi](y) imprint of the data y for which a notary service is to be provided.

distinswishinesidentifiers-ofthe-non-repudiation-poley rr\v- nn]-mno\ which-apples
b o o

SISt S OO S T C eI T (o o T e o T T pato o poTIcy POoTTCTIC S vy Tttt

(apply) to the evidence;

flag indicating the notary service;

distinguishing identifier of the entity requesting the notary service f;
distinguishing identifier of the notary authority;

date and time when the notarization was performed;

cluded in the token, the data field w shall be encoded so that:

meaning of each element is unambiguous to any entity.that processes the token.

 token may be used by the monitoring authority tdgenerate evidence on data y provided by thie

wing specifies a specific setwef actions, all related to the transfer of messages between entity A
ky B. Intermediaries, such-as\a delivery authority, are also involved.

- Wn

I (see Figure 1).

circamistances, one or more trusted third parties may perform the functions of a deliver

=<

circumstances, there cannot be a delivery authority. Where there is no delivery authority, only
the non-repudiation services described in Clause 11 can be provided, i.e. only non-repudiation

of origin and non-repudiation of delivery services can be provided.

Depending on the specific application and on the non-repudiation policy in effect, the delivery system is
trusted to generate evidence that it has:

— received the message m with the non-repudiation token NROT from entity A for transmission to

enti

ty B by generating a non-repudiation of submission token NRST:;

— delivered the message m with the non-repudiation token NROT to the data storage of entity B, to the

inte

16

nded recipient, by generating a non-repudiation of transport token NRTT.
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