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ISO (the International Organization for Standardization) and |EC (the International Electrotech-
nical Commission) form the specialized system for worldwide standardization. National bodies

that are nembers of ISO or IEC participate in the development of International standards through ., |

technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
internatignal organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take parfin the work.

In the figld of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1. Draft International Standards adopted by the joint technical committee are circu-
lated to pational bodies for voting. Publication as an Internationai Standard requires approval by
at least 15 % of the national bodies casting a vote.

Internatignal Standard ISO/IEC 13888-1 was prepared by Joint Technical Committee (ISO/IEC
JTC 1, Information technology, Subcommittee SC 27, IT Security techniques.
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—Part3: Mechanisms using asymmetric techniques
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Information technology — Security techniques — Non-repudiation

Part 1:

General
— evidence provided by a notafyywhich proyides as-
surance about data createdtor the action jor event
1 Sc ope performed by one or morée)entities.
The goRl of the Non-repudiation service is to generate Non-repudiation can only be-provided within the coptext of a
collect, | maintain, make available and validate evidence clearly defined security policy for a particular ay plication
concerrding a claimed event or action in order to resolve and I'tS legal environment. Non-repudiation policies are
described in ISO/IEC(10181-4.

dispute$ about the occurrence or non occurrence of the
event dr action. This part of ISO/IEC 13888 describes a
model for non-repudiation mechanisms providing evidence
based | on cryptographic techniques. Non-repudiation
mecharjisms generic to the various non-repudiation
service$ are first described and then applied to a selection
of specific non-repudiation services such as:

on-repudiation of origin,
mon-repudiation of delivery,
on-repudiation of submission,
on-repudiation of transport.

udiation services establish evidence: evidence
ighes accountability regarding a particular event or
. [The entity responsible for the action, or associated

Becure Envelopes generated” by an evidence
henerating authority using, symmetric cryptographic
echniques,

Digital signatures(_generated by an evidence
jenerator or an evidence generating authority using
hsymmetric cryptographic techniques.

Non-repudiation _mechanisms provide protocols for the
exchanpge of non-repudiation tokens specific to each non-
repudiation | service. Non-repudiation tokens consist of
Secure|Envelopes and/or digital signatures and, optionally,
of additjonal data. Non-repudiation tokens may be stored as
non-repudiation information that may b

by disputing parties or by an adjudlcator to arbitrate in
disputes.

Depending on the non-repudiation policy in effect for a
specific application, and the legal environment within which
the application operates, additional information may be re-
quired to complete the non-repudiation information, e.g.,

— evidence including a trusted time stamp provided by
a Time Stamping Authority,

This part of ISO/IEC’13888 serves as a general model for
subsequent parts specifying non-repudiation meg¢hanisms
using cryptographic techniques. ISO/IEC 13888 |provides
non-repudiation mechanisms for the following phases of
non-repudiation:

=\evidence generation,
= evidence transfer, storage and retrieval, ang
— evidence verification.
Dispute arbitration is outside the scope of ISO/IEC [13888.

2 Normative references

The following standards contain provisions which| through
reference in this text, constitute provisions of this part of
ISO/IEC 13888. At the time of publication, the edit[ons indi-
cated were valid. All standards are subject to revigion, and
parties to agreements based on this part of ISO/IHC 13888
are encouraged to investigate the possibility of applying the
most recent editions of the standards indicatefl below.
Members of IEC and ISO maintain registers of [currently
valid International Standards.

ISO 7498-2:1989, Information processing systemg — Open
Systems Interconnection — Basic Reference Model|— Part 2:
Security Architecture.

ISO/IEC 9594-8:1995, Information technology |- Open
Systems Interconnection — The Directory: Authentication
framework.

ISO/IEC 9796 (all parts), Informat/on techno/ogy -1 Security

g_message
recovery.
ISO/IEC 9797:1994, Information technology — Security
techniques - Data integrity mechanism using a

cryptographic check function employing a block cipher
algorithm.

ISO/IEC 10118-1:1994, Information technology — Security
techniques — Hash-functions — Part 1: General.

ISO/IEC 10181-1:1996, Information technology — Open Sy-
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stems Interconnection — Security frameworks for open sys-
tems — Part 1. Overview.

ISO/IEC 10181-4:1997, Information technology — Open
Systems Interconnection — Security frameworks for open
systems — Part 4: Non-repudiation framework.

ISO/NEC 14888-11) Information technology — Security tech-
niques — Digital signatures with appendix — Part 1. General.

o e
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activities.

w
tn

Definitions from ISO/IEC 101814

— evidence generator: an entity that produces non-repu-
diation evidence.

— evidence subject: an eniify whose invoivement in an
event or action is established by evidence.

— evidence user: an entity that uses non-repudiation evi-

iISOAEC 11770-3%) information techinoiogy — Seciirity tech- dence.
niques — Key management — Part 3. Mechanisms using — evidence verifier: an entity that verifies non-repudiation
evidence.

asymmetfic techniques.

— seculity policy: The set of criteria for the provision of
secufity services.

3.2 Deéfinitions from ISO/IEC 9594-8
— certiflcation authority: An authority trusted by one or
more|users to create and assign certificates. Optionally
the certification authority may create the users' keys.

3.3 Definitions from ISO/IEC 10118-1

— hashfcode: The string of bits that is the output of a
hashifunction.

— hashtfunction: A function which maps strings of bits to
fixedtlength strings of bits, satisfying_the following two
properties:

— it is computationally infeasible(tofind for a given out-
putt an input which maps to this.output,

— it |s computationally infeasible fo find for a given
input a second input which maps to the same output.

3.4 De¢finitions fromISO/MEC 10181-1
— secullity certificate’\a-set of security relevant data issued
by alsecurity authority or trusted third party, together
with security information which is used to provide the
integtity and data origin authentication.
— secufity“token: a set of security relevant data that is

— non-repudiation service requester: an eplity that re-

quests that non-repudiation evidence beygenerated for
a particular event or action.

3.6 Definitions from ISO/IEC 11770-3

— key: A sequence of symbols thatcontrols the ope
of a cryptographic transformation (e.g., enciphefment,

decipherment, cryptographic check-function computa-
tion, signature calculation, or signature verificatiof.

3.7 Definitions uriique to this Standard on Non-
repudiation

For the use of thisymultipart standard the following dgfiniti-
ons apply:

3.7.1 Certificate: An entity's data rendered unforge-
able with the private or secret key of a certification autpority.
3.7.2 Data storage: A means for storing inforrpation

from which data is submitted for delivery, or into which data
iS\put by the delivery authority.

3.7.3 Delivery authority: An authority trusted by the
sender to deliver the data from the sender to the regeiver,
and to provide the sender with evidence on the subnjission
and transport of data upon request.

3.7.4 Distinguishing identifier: Information whi¢h un-
ambiguously distinguishes an entity in the non-repugliation
process.

3.75 Evidence: Information that either by itgelf or
when used in conjunction with other information is uged to
establish proof about an event or action.

NOTE - Evidence does not necessarily prove truth or existence

of something (see proof) but contributes to establish proof.
3.7.6 Evidence requester: An entity requesting evi-
dence to be generated either by another entity of by a
trusted third party.

3.7.7 Evidence subject: the entity responsible for the
action, or associated with the event, with regard to [which
evidence is generated.

3.7.8 Imprint: A string of bits, either the hash-cpde of
a data string or the data string itself.

protected by imtegrity arnd data origim authentication
from a source which is not considered a security aut-
hority.

— trust: a relationship between two elements, a set of ac-
tivities and a security policy in which element x trusts
element y if and only if x has confidence that y will be-
have in a well defined way (with respect to the activi-
ties) that does not violate the given security policy.

- trusted third party: a security authority or its agent, tru-
sted by other entities with respect to security-related

1) To be published.

3.7.9 Message Authentication Code: A data item
derived from a message using symmetric cryptographic
techniques and a secret key. It is used to check the integrity
and origin of a message by any entity holding the secret
key.

3.7.10 Monitor (Monitoring Authority): A trusted third
party monitoring the actions and events and is trusted to
provide evidence about what was monitored.

3.7.11 Non-repudiation exchange: A sequence of one
or more transfers of non-repudiation information (NRI) for
the purpose of non-repudiation.
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3.7.12 Non-repudiation information: A set of informa-
tion that may consist of the information about an event or
action for which evidence is to be generated and validated,
the evidence itself, and the non-repudiation policy in effect.

3.7.13 Non-repudiation of Creation: This service is
intended to protect against an entity's false denial of having
created the content of a message (i.e., being responsible for
the content of a message).

3.7.14 Non- repudlatlon of Dellvery This service is

Non-repudiation of Submission: This service is
led to provide evidence tha_t a delivery authority has

Non-repudiation of Transport: This service is
ed to provide evidence for the message originator that

provigion of non-repudiation services. More spegcifically, a
set of rules to be applied for the generation and-verification

B Notarization: The provision of evidence by a
y about the properties of\the entities involyed in an

Notarys(notary authority): a trusted third party
d to providéjevidence about the propertie_s of the en-

ISO/IEC 13888-1:1997 (E)

A data item which allows either the originator or the delivery
authority to establish non-repudiation of transport for a
message.

3.7.30 Originator: The entity that sends a message to
the recipient or makes available a message for which non-
repudiation services are to be provided.

3.7.31 Private key: That key of an entity's asymmetric
key pair which is usable only by that entity. In the case of an
asymmetric signature system, the private key and the as-
sociated algorithms define the signature transformation.

3.7.32 Proof: The corroboration that evidencelis valid in
accordance with the non-repudiation policy jnforce.

NOTE - Proof is evidence that serves to'prove trlith or exis-
tence of something.

3.7.33 Public key: That key of-an entity's agymmetric
key pair which can be made @ublic. In the case of an
asymmetric signature system,the-public key and|the asso-
ciated algorithms define the verification transformation.

3.7.34 Public key certificate: A security gertificate
which binds unforgeably/the public key of an entity to the
entity's distinguishifg)identifier, and which indicatgs the va-
lidity of the corresponding private key.

3.7.35 Recipient: The entity that gets (receiyes or fet-
ches) a message for which non-repudiation services are to
be provided.

3.7.36 Redundancy: Any information that is known and
can.be checked.

3.7.37 Secret key: A key usable with symmeffric crypto-
graphic techniques and usable only by a set of specified
entities.

3.7.38 Secure Envelope (SENV): A set of dlata items
which is constructed by an entity in such a way that any
entity holding the secret key can verify their integrity and
origin. For the purpose of generating evidence, the SENV is
constructed and verified by a TTP with a secret key known
only to the TTP.

3.7.39 Signer: The entity generating a digital gignature.

3.7.40 Trusted third party: A security authgrity, or its
agent, trusted by other entities with respect to segurity rela-
ted activities. In the context of this multipart sfandard, a
trusted third party is trusted by the originator, the recipient,
and/or the delivery authority for the purposes of|non-repu-
diation, and by another party such as an adjudicator.

3.7.41 Trusted time stamp: A data item with time and
date information assured by a trusted time starpping aut-
hority.
3.7.42 Trusted time stamping authority:| A trusted
third party trusted to provide evidence which intludes the
time when the trusted time stamp is generated.

3743 Verification key: A value required to verify a

data ltem WhICh allows the ongmator to establlsh non-re-
pudiation of delivery for a message.

3.7.27 NRO token: Non-repudiation of origin token. A
data item which allows recipients tc establish non-repudia-
tion of origin for a message.

3.7.28 NRS token: Non-repudiation of submission to-
ken. A data item which allows either the originator (sender)
or the delivery authority to establish non-repudiation of
submission for a message having been submitted for trans-
mission.

3.7.29 NRT token: Non-repudiation of transport token.

cryptographic check value.
3.7.44  Verifier: An entity that verifies an evidence.

4 Notation and Abbreviations

A the distinguishing identifier of entity A.
B the distinguishing identifier of entity B.
CA Certification Authority.

CHKx(y) the cryptographic check value computed on the
data y using the key of entity X.
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DA the distinguishing identifier of the delivery author-
ity.
fi a data item (flag) indicating the kind of non-repu-

diation service in effect.
GNRT  Generic Non-repudiation Token.
H(y) the hash-code of data string y.

© ISO/IEC

generator has to know which non-repudiation policy is ac-

ceptable to the verifier(s), the kind of evidence that is re-
murnd and the set of mechanisms that are accentable to the

Cu ar o SCt aQic allbpialic

venfier( )-
5.3  The mechanisms for generating or verifying evidence

have to be either available to the entities of the particular
non-repudiation exchange, or a trusted authority has to be
available to provide the mechanisms and perform the nec-

essary functions on behalf o
essary functions on behalf of the evidence requester.

5.4 Keys appropriate to the mechanisms being used

Imp(y)  the imprint of the data string y, either (1) the
hash-code of data string y, or (2) the data string
y.

m a message for which evidence is generated.

MAC Message Authentication Code.

NA Notary Authority.

NRDT Non-repudiation of delivery token.

NRI Non-repudiation Information.

NROT Non-repudiation of origin token.

NRST Non-repudiation of submission toke

NRTT Non-repudiation of transport token.

NT Notarization token.

OSli Open Systems Interconnection

Pol the distinguishing identifier of the non-repudiation

policy (or policies) which apply to evidence.
SENV  |Secure Envelope.

SIG the digital signature obtained by applying a digital
signature operation to a message.

Sx the signature operation using a signature algo-
rithm and the private key of entity X.
text a data item forming a part of the token that may

contain additional information, e.g., key identifier
and/or the message identifier.

Ty date and time the evidence was generated.

T; date and time the event or action took place,

TSA the distinguishing identifier of the Trusted) Time
Stamping Authority.

TST Time Stamping Token generated by ‘the TSA.

TTP the distinguishing identifier of-the: Trusted Third
Party.

Vx Verification operation applied to a Secure Enve-
lope or a digital signature-by applying a verifica-
tion algorithm using ‘the’ verification key of entity
X

Wiz denotes the reSultof the concatenation of yand z
in that order!

5 Requirements

DependingCon the derivation of the cryptographic check

(i.e., private keys for asymmetric techniques, and gecret
keys for symmetric technigues) are possessed (and,'where
necessary, shared) by the relevant entities.

5.5  The evidence user and the adjudicator. are required
to be able to verify evidence.

5.6  The time information required,inyan evidencel con-
sists of both the time the event took,place and of thg time

ll e UVIUEI iC& Was yei lUld(UU

5.7 If a trusted time is required or the clock provided by
the party generating an evidence cannot be trusted, then a
time stamping authority §hall be accessibie by the evidience
generator or the evideneg verifier.

6 Organisation of the Standard

Non-repudiation services are modelled by first describipg (in
clause ).the roles of the entities involved in the proyision
and Vetification of evidence. The involvement of trusted third
parties in the various phases of non-repudiation, in p%rticu-
Jarin the provision and verification of evidence, is des¢ribed
in clause 8. Evidence generation and verification mgcha-
nisms are described in Clause 9, involving the generation of
Secure Envelopes and digital signatures based on syrpmet-
ric and asymmetric cryptographic techniques respectively.
Cryptographic check functions common to both basic pech-
anisms are derived in order to better represent non-regpudia-
tion tokens. In clause 10 three kinds of tokens are deffi
firstly, the generic non-repudiation token suitable for

generated by a trusted time stamping authority and, t
the notarization token generated by a notary to provi

services and non-repudiation tokens are described in clause
11. An example of using specific non-repudiation tokens in a
messaging environment is given in clause 12.

7  Generic Non-repudiation Service

7.1 Entities involved in the provision and
verification of evidence

value used-orget Yerating Seectire Ei"i'vciupco and-digital-sig
natures, and independent of the non-repudiation service
supported by the non-repudiation mechanisms, the following
requirements hold for the entities involved in a non-repudia-
tion exchange:

5.1  The entities of a non-repudiation exchange shall trust
a trusted third party (TTP).

NOTE — When using symmetric cryptographic algorithms a TTP
is always required. When using asymmetric cryptographic
algorithms a public key certificate has to be generated by an
off-line TTP. A public key certificate is not necessarily required
if the digital signature is generated by a TTP

5.2  Prior to the generation of evidence, the evidence

A number of distinct entities may be involved in the provi-
sion of a non-repudiation service.
Three entities are involved in the evidence generation
phase:

— the evidence requester that wants to obtain evidence,

— the evidence subject that performs an action or is invol-
ved with an event,

—. the evidence generator that generates evidence.
Two entities are involved in the evidence verification phase:

— the evidence user who wants to verify evidence but
cannot do it directly,


https://standardsiso.com/api/?name=ea4f87c80d94d21d60f45a335cc0e009

© ISONEC

— the evidence verifier that is able to verify evidence upon
request from the evidence users.

In the evidence generation phase, the event or action is rel-
ated to an evidence subject. The evidence may be provided
upon request from the evidence requester or by the evi-
dence subject itself.

If neither the evidence subject nor the evidence requester is
able to provide evidence directly, evidence is produced by
an evtdence generator Evndence is then returned or made
availablg-tothe-evidence este
transferr d or made avatlable to other entmes

In the evidence verification phase, an evidence user wishes
to verify[that the evidence is correct. If the evidence user is
unable tp verify the evidence directly, the evidence is veri-
fied by an evidence verifier upon request from the evidence
user.

7.2 on-repudiation Services

This gerferal model applies to the following six fundamental
non-repfidiation services: non-repudiation of creation, non-
repudiatfon of sending, non-repudiation of receipt, and non-
repudiatjon of knowledge, non-repudiation of submission,
-repudiation of transport. Other non-repudiation
services| may be provided by grouping some of these fun-
damentgl services. Non-repudiation of origin can be pro-
vided byl combining non-repudiation of creation and non-re-
pudiatiof of sending, non-repudiation of delivery can be pro-
vided byl combining non-repudiation of receipt and non-re-
pudiatiof of knowledge.

rusted Third Party Involvement

Trusted [third parties may be involved in the provision of
non-repfidiation services, depending on the mechanisms
used and the non-repudiation policy in force. The use’ of
asymmadtric cryptographic techniques requires the ‘involve-
ment of |an off-line trusted third party to guarantee.the gen-

ments o

s (SENV). The non-repudiation policy in force may
vidence to be generated partly or totally by a

nd-the lifetime of an existing token beyond its expiry
or beyond subsequent revocation, or

ISO/IEC 13888-1:1997 (E)

token generation, or delivery roles), as dictated by the non-
repudiation policy. A single trusted third party may act in
one or more of these roles.

8.1 Evidence Generation Phase

Evidence is information that can be used to resolve disputes
and is generated by an evidence generator on behalf of an
evidence subject, a trusted third party, or upon request of an
evidence requester

stance of the non- repudlatxon servnce the trusted third
party generates evidence alone on behalfof*the evi-
dence subject. On-line generation of, eryptographic
check values and non-repudiation tokens may| be re-
quired when symmetric cryptographic*technigyes are
used for the provision of evidence, i.e., to generate
Secure Envelopes as defined-in part 2 of [$O/NEC
13888.
— As an in-line evidence generation authority, the|trusted
third party generates the evidence by itself, e.g.| as de-
livery authority.
— As an off-line authority which is not involved in every
instance of a nofh*repudiation service, the trusted third
party providés off-line public key certificates refated to
entities generating evidence based on signatures.
— As a tokén generation authority, the trusted thifd party
construets any type of non-repudiation token composed
ofvone or more non-repudiation tokens provided by the
evidence subject or by one or more trusted authgrities.
= As a digital signature generating authority, the|trusted
third party generates digital signatures on behajf of the
evidence subject or an evidence requester.
— As a time stamping authority, the trusted third party is
trusted to provide evidence which includes the time
when the time stamping token was generated.
— As a notary authority (notary), the trusted third party is
trusted to provide evidence about the propertiep of the
entities involved and of the data stored or communi-
cated between the entities. The notary is trusted to ex-
tend the lifetime of an existing token beyond it§ expiry
or beyond subsequent revocation.
— As a monitoring authority, the trusted third party moni-
tors the actions and events and is trusted to |provide
evidence about what was monitored.

8.2 Evidence Transfer, Storage and Retrigval
Phase

During this phase, evidence is transferred between [parties,
or to and from storage. Depending on the non-replidiation
policy in effect, the activities of this phase may noff aiways
oceur in all cases of a non-repudiation service. The activities
of this phase may be performed by trusted third parties.

— a monitoring authority be involved to provide evidence
about the properties of the entities involved and of the
data stored or communicated.

Trusted third parties may be involved to differing degrees in
the phases of non-repudiation. When exchanging evidence,
the parties shall either know, be informed, or agree as to
which non-repudiation policy is to be applicable to the evi-
dence.

There may be a number of trusted third parties involved ac-
ting in various roles (e.g., notary, time stamping, monitoring,
key certification, signature generation, signature verification,
Secure Envelope generation, Secure Envelope verification,

— When actng as a delivery authority, the trusted third
party will be in-line for non-repudiation of submission
and non-repudiation of transport.

— When acting as an evidence record keeping authority,
the trusted third party records evidence that can later be
retrieved by an evidence user or an adjudicator.

8.3 Evidence Verification Phase

When acting as an evidence verification authority, the tru-
sted third party acts as an on-line authority which is trusted
by the evidence user to verify each kind of non-repudiation
information provided in the non-repudiation token. When
evidence is generated using symmetric cryptographic tech-
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niques, it can only be verified by a trusted third party, oth-
erwise the involvement of a trusted third party may be op-
tional.

The non-repudiation token is verified according to the tech-
niques used:
— Secure Envelopes can only be verified by a trusted third
party.
— Digital signatures may be verified by using one or more
public key certificates and certificate revocation lists

©ISONEC

SENVx(y)=y | CHKx(y).

The function CHK may be represented by different data
integrity mechanisms, such as:

CHKx(y)= MAC.
Further mechanisms may be specified in the specific parts
of this multipart standard ISO/IEC 13888.

NOTE - MAC can be the message authentication code as
specified in ISO/IEC 9797.

vidence was produced have to be verified at the
the evidence is presented. In some cases this may

e-based signatures, the, non-repudiation token
basically of the signed-message (which consists of

gnature, it hasyte,be available to the appropriate
sing identity-based signatures, the non-repudiation

digital
parties.

For a Secure Envelope (SENV) to become a part of evi-
dence it has to be generated by a trusted third party using a
secret key known only to the trusted third party.
NOTE — SENVs may also be used for the origin/ integrity pro-
tected communication between the entities of a non-repudiation
exchange and a TTP. In that case the SENV is generated and

verified with a key known by both the entity concerned and the
TTP.

The method of creating a secure envelope is through the
use of symmetric integrity techniques on data y using a se-
cret key xof entity X providing a cryptographic check value
CHK x(y) which is appended to the data y:

9.2 Digital Signatures

An entity X can sign a message y by transforming'it psing a
digital signature operation using its private key. The fesult is
denoted by SIGx(y) The validity of the'signed megssage
SIGx(y) can be verified by anyone-that has an aythentic
copy of the public key of entity X.

If the digital signature operationidoes not allow messgage re-
covery, the signed messageris formed by appending a sig-
nature Sx(y) to the messdge-y. If the digital signatyire op-
eration allows message.recovery, part of the message y can
be recovered from Sx{y)) then the signed message §/Gx(y)
can be formed by appending Sx(y) to the part of y that can-
not be recovered:from the signature Sx(y).

NOTES

1 Digitahsignatures giving message recovery are spegcified in
the ‘multipart standard ISO/IEC 9796.

2. Digital signatures with appendix are specified in the muitipart
standard ISO/IEC 14888.

9.3 Evidence Verification Mechanism

Secure Envelopes (SENV) or digital signatures (S|G} are
verified by applying the verification operation V using the
verification key of the evidence generating entity X.[The re-
sult of the verification Vx(SENV) or Vx(SIG) is posftive or
negative.

Secure Envelopes are verified only by a trusted third party
holding the secret key used to generate the Secur¢ Enve-
lope.

NOTE - If the SENV is generated for origin/ integrity protected

communication, it may be verified by any entity holding the ap-
propriate secret key.

Digital signatures can be verified by any entity holdling the
public key of the signer. The provision of the public yerifica-
tion key to the verifier depends on the type of signature
scheme applied to generate the digital signature.
— Certificate-based signatures are verified using the pub-
lic key of the signer available in the public key cgrtificate
issued by the certification authority (CA).

— ldentity-based signatures are verified by any erftity hol-
ding the signing entltys ldentmcatlon data and the pub-
ority pro-

y p
viding the identity-based keys to the S|gner

With digital signatures a chain of public key certificates or
identities may have to be verified subsequently to obtain the
necessary assurance.

10 Non-repudiation Tokens

A non-repudiation service is mediated by non-repudiation
information. A non-repudiation information is composed of
one or more non-repudiation tokens. The evidence genera-
tor has to provide at least one non-repudiation token derived
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from the generic non-repudiation token (GNRT). Additional
tokens are normally required to validate the evidence. The
additional tokens may or may not be provided to the verifier.
When they are not provided, the verifier has to either fetch
them (e.g., public key certificates and/or certificate revoca-
tion lists) or request them (e.g., time stamping from Time
Stamping Authorities). Three generic tokens are described
within this standard. The generic non-repudiation token
(GNRT), the time stamping token (TST), and the notariza-
tion token (NT) The tokens derived from the genenc non-
repudtiatio

whilg other tokens are generated by a trusted third party
the time stamping token is generated by a Time Stamping
Authority (TSA), the notarization token by a Notary Authority
(NA).

10.1 Generic Non-repudiation Token

The peneric non-repudiation token (GNRT) is defined as
follows:

GNRT=textll zIl CHKx(z) ~ with
z Polll fll AL BIL CII DI EIl Tl Till QI Imp(m)

The data field zconsists of the following data items:

Pg! the non-repudiation policy (or policies) which apply
to the evidence,
the type of non-repudiation service being provided,
A the distinguishing identifier of the evidence subject,
the distinguishing identifier of the evidence genera-
tor when different from the evidence subject,
the distinguishing identifier of the entity interacting
with the evidence subject (e.g., the sender of a
message, or an intended recipient of a message or
a delivery authority),
D the distinguishing identifier of the evidencereque-
ster when different from the evidence subject,
the distinguishing identifiers of other(entities in-
volved with the action (e.g., intended recipients of a
message),
T the date and time when the evidence was genera-
ted,
the date and time when the event or action took
place,
Q optional data that\nheed to be origin/ integrity pro-
tected,

Imp(m) the imprint of;a.message related to an event or ac-
tion.

)

NOTE - Depénding on the non-repudiation policy in force,
sgme data«items may be optional.

needed when the ewdence is produced by an authonty on
behalf of the evidence subject. The distinguishing identifier
C is needed in the case of the transfer of a message. The
distinguishing identifier D of the evidence requester is need-
ed to cover the case that the evidence requester is different
from the evidence subject. The distinguishing identifier(s) E
of the other entity(ies) involved in the action cover the case
of non-repudiation of submission to a delivery authority and
non-repudiation of transport by a delivery authority.

The "text" field includes additional data that does not need
to be cryptographically protected. The information depends
upon the technique being used:

ISO/EC 13888-1:1997 (E)

— For certificate-based signatures, the "text" field may
contain one or more public key certificates or simply the
distinguishing identifier of a certification authority to-
gether with the certificate serial number assigned to the
public key certificate.

— For identity-based signatures, the "text" field may con-
tain the distinguishing identifier of the authority provid-
ing one or both of the keys to the signer.

If a trusted time is required or the clock provided by the non-
repudiation token generating party cannobbe tqusted, it is
necessary to rely on a trusted third party,"a Tim% Stamping
Authority (TSA). Its role is to establish further evigence indi-
cating the time the token was genefated.

Data y is provided by the entity-fequesting the time stamp-
ing service .
The time stamping token(7,ST) is defined as follpws:

TST=text | wll CHKfsa(w),  with

w = Polll fIl FSAH Tgll Q1 Imp(y)

The data element w consists of the following datalitems:

Pol the nen-repudiation policy (or policies) which apply
to\the evidence,

) “the type of non-repudiation service being|provided,
ISA  the distinguishing identifier of the Time Stamping
Authority,
Tg the date and time when the time stampjng opera-
tion was performed,

Q optional data that need to be origin/ intggrity pro-
tected,

Imp(y) the imprint of the data yfor which a trysted time
stamp is to be provided.

10.3 Notarization Token

The notary service is used to provide evidence by a Notary
Authority (NA) about the properties of the entitiep involved
and of the data stored or communicated, or to ¢xtend the
lifetime of an existing non-repudiation token beypnd its ex-
piry or beyond subsequent revocation.
The data y is provided by the service requesting entity.
NOTE - Data y can be a message, a non-repudiation token, the
hash-code of a message, the hash-code of a token,|or any data
the service requester wants to be certified by the notary.
The Notarization Token (NT) is defined as followd:

NT = text It wll CHKa(W), with
w=Polll fIl X1l NAII Tg I| Q1 Imp(y)

Pol the policy (or policies) which apply to the evidence,
f aflag indicating the notary service,
X the distinguishing identifier of entity X requesting
the notary service,
NA  the distinguishing identifier of the Notary Authority,
Tg the date and time when the notarization was per-
formed,

Q optional data that need to be origin/ integrity pro-
tected,

Imp(y) the imprint of the data y for which a notary service
is to be provided.
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A similar token may be used by the monitoring authority to
generate evidence on data y provided by the evidence sub-
ject and/or generated by the monitoring authority itself.

11 Specific Non-repudiation Services

Non-repudiation involves the generation of evidence that
can be used to prove that some kind of event or action has
taken place. Evidence is generated on the data describing
the facts or_events Data and evidence is stored (non-OSI

©ISO/NEC

age of entity B, the intended recipient, by generating a
non-repudiation of transport token NRTT.

Depending on the non-repudiation policy in effect it may be
required to have a time stamp token (TST) or a notarization
token (NT) provided as (additional) evidence to the existing
non-repudiation token.
NOTE - Denial of sending or receiving a message includes the
possibility that a sender (or receiver), while not denying that a

message was sent (or received), may dispute the time at which
this message was sent (or received).

environmerh) or communicated in a non-repudiation ex-
change betlveen the parties involved. Evidence is transmit-
ted in non-rgpudiation tokens as part of non-repudiation pro-
tocols.

The following considers a specific set of actions, all related
to the tran%er of messages between entity A and entity B.
Intermediatlies, such as a delivery authority, are also con-
sidered.

Entity A creptes a message mand establishes non-repudia-
tion of origih stimulated by his own interest or requested by
the non-repjudiation policy in effect or by another entity (e.g.,
a recipient)| Non-repudiation of origin is provided by the evi-
dence gengrator that may be the originator itself or a trusted
third party.

Entity A sepds the message m together with the evidence
contained |n a non-repudiation of origin token NROT to
entity B, the recipient (see Figure 1).

Depending|on the specific application and on the non-repu-
diation poli¢y in effect the delivery system is trusted to gene-
rate evidenge that it has
— received the message m — and, if present — together
with the non-repudiation token NROT from entity A for
transmjssion to entity B by generating a non-repudiation
of subrhission token NAST,
— deliverpd the message m — and, if present — together
with thg non-repudiation token NROT to the data-stor-

Originator

Entity A

data storage > ‘\\

Non-repudiation of origin

=~ _ Non-repudiation

11.1 Non-repudiation of Origin

The non-repudiation of origin service covers the case where
the sender of a message both created and sent-that mes-
sage.

This service is intended to protect against-a sender's false
denial of being both the creator (the author of the content) of
a message and the sender of that message.

The service may be provided(by the sender itself of an
authority acting on behalf of the’ sender.

11.2 Non-repudiation of Delivery

The non-repudiation of delivery service covers the ¢ase
where the recipient-acknowledges the fact that it has poth
received a mesSage and taken notice of the content of the
message.

11.3 Non-repudiation of Submission

This_service requires the existence of a delivery authority
invalved in the transfer of a message between a senderf and
one or more recipients. The delivery authority is trustefd by
the sender to accept a message from it and then to make its
best effort to deliver that message. By accepting the hes-
sage the delivery authority provides evidence abou{ the
submission of the message by the sender. The delivery[aut-
hority acknowledges the fact that a message has been sub-

Recipient

Entity B

data storage

A =~ _of transport
~

] S~
Non-repudiation, ~ <
of submission | S~

! Delivery Authority S~

¥ TN

DAy ™ DA, -+ DA; [---» DAL1 ™ DA,

Legena:
i

— = Mmessage flow
non-repudiation service

Figure 1 — Specific non-repudiation services
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mitted but does not care what the content of the message
is.

11.4 Non-repudiation of Transport

This service requires the existence of a delivery authority
involved in the transfer of a message between a sender and
a receiver. The delivery authority is trusted by the sender to
deliver a message in a place where it is made available to
the receiver. While delivering the message the delivery au-
thority provides evidence about the deposit of the message

ISO/IEC 13888-1:1997 (E)

13888 using the generic non-repudiation token GNRT as
given in clause 10.1. These four tokens can be used in the
following way, in particular if the delivery authority system
consists of a chain of n sub-delivery authorities DA;, i=1... n.

In that case each sub-delivery authority generates a non-re-
pudiation of submission token NRST; at the time of receiv-
ing the message from the submitting entity or the preceding
delivery authority. This establishes a chain of intermediate
NRST; tokens to be stored as evidence by the respective
receiver. The first NRS token NRST; is sent to the sender

ackrjowledges the fact that a message has been deposited
but goes not care what the content of the message is. The
delifery authority cannot guarantee that the message is duly
recejved by the recipient.

in t(;J!e data storage of the recipient. The delivery authority

12| Use of specific Non-repudiation
Tokens in a Messaging Environment
The|non-repudiation tokens (NROT, NRST, NRTT, NRDT)

for the specific non-repudiation services discussed in the
previous clause are defined in the subsequent parts of

(originator) for storing it as the non-repudiation| of submis-
sion token NRST. A non-repudiation of drangport token
NRTT is generated only by the last sub-delivefy authority
DAj, at the time of providing the message to thg data stor-
age of the intended recipient (see Figure 2).

Requested either by the non-repudiation policy|in effect or
by the originator, entity B establishes non-repudigtion of de-
livery by generating evidente -on receipt of the message m
and sending a non-repudiation of delivery token NRDT back
to the originator A fordstoring it as evidence in fhe case of
disputes.

time

Figure 2 — Non-repudiation service protocols (example)
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