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Foreword

ISO (the Tnternational Organization for Standardization) and IEC I(fleenationa Electrotechnice Commission)
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international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take par
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Intern

International Standard ISO/IEC3248-4was preparedybJoirt Technich Committee ISO/IECJTC 1, Information t

Subco
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lized ypstem for worldwide standardization. National bodies that amembers ¢ ISO or IEC particig
pnert of Internation Standard throudh technical conmittees establishedybthe respective organization
lar fields of technical actiyit ISO and IEC technical oumittees collaborate irfields of mutud inter

field of information technolog, 1ISO and IEC have establishedj@int technical comittee, 1ISO/IEC JT
tion& Standardsdoptel by the joint technicd committee are circulated to national bodies for voting. PU
tional Standard requires approval by at least 75 % of the national bodies casting/a vote.

mmittee SC 3XBistributed application servicesn collaboration with ITU<TOThe identical text is publis
nmendation X.586.
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art 1: Protocol Implementation Conformance Statement (PICS) proforma for the Directory Access Pr
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Introduction

This

proce
which they hold, can be viewed as an integrated whole, called the Directory
collegtively known as the Directory Information Base (DIB), is typically used to facilitate communication.between
or abput objects such as application entities, people, terminals and distribution lists.

The

techrjical agreement outside of the interconnection standards themselves, the interconnection of ‘information proc
systefns:

To ejaluate confanance of a particulamiplementation, it is necessary to have a stetet of which capabilit
optigns have beermplemented for a given OSI protocol. Such a staet is called a Protocolmplemer
Confprmance Statement (PICS).

This

profgma for the Directory Infanation Shadowing Pratocol (DISP) specified in ITU-T Rec. X.500-Seri¢
ISO/|[EC 9594:1995. All references to the Directory Specificatiomade throughout this Regwnends
Interpational Standard, are to the second edition of those specifications (ITU-T Rec. X.500-S¢
ISO/|EC 9594:1995).

Anngx A specifies the PICS profoa forf~the Directory Infanation Shadowing Protocol as defined

Rec.

Vi

Issing systems to provide directory services. The set of all such systems, together with the directory infér

Directory plays a significant role in Open Systems Interconnection, whose aim is to alow; with a minim

—  from different manufacturers;

— under differat managements;

— of different levels of complexity; and
— of different ages.

Reconmendation | International Standard provides.the Protooplementation Confanance Statment

X.500-Series | ISO/IEC 9594.

with

m of
ing

es and
tation

PICS)

bs (1993) |
tion |

bries (1993) |

n ITU-T
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -
THE DIRECTORY: PROTOCOL IMPLEMENTATION CONFORMANCE
STATEMENT (PICS) PROFORMA FOR THE DIRECTORY
INFORMATION SHADOWING PROTOCOL

1
This

Protdcol (DISP) specified in ITU-T Rec. X.500-Series (1993) | ISO/IEC 9594:1995. ThisSPICS proforma

comy

ITU-T Rec. X.296 | ISO/IEC 9646-7.
The supplier of a DISP implementation that is claimed to conform to ITU-T Re¢. X.500-Series | ISO/IEC 95

Scope

Recommendation | International Standard provides the PICS proforma for the Directory Information Shadd

liance with the relevant requirements, and in accordance with the relevant guidance for PICS proforma, giV

wing
is in
enin

94 is

requifed to complete a copy of the PICS proforma provided in Annex A and isTequired to provide the infornpation

necegsary to identify both the supplier and the implementation.

The
Direq

bcope of this Recommendation | International Standard is the specifi€ation of the conformance statements
tory System Agent (DSA).

for a

2 Normative references
The following Recommendations and International Standarels contain provisions which, through reference in thi§ text,
constjtute provisions of this Recommendation | International Standard. At the time of publication, the editions indjcated
were|valid. All Recommendations and Standards-are subject to revision, and parties to agreements based ko this
Recommendation | International Standard are. enceuraged to investigate the possibility of applying the most fecent
editign of the Recommendations and Standardslisted below. Members of IEC and SO maintain registers of curfently
valid|International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of curfently
valid|I TU-T Recommendations.
2.1 Identical ITU-T Recommendations | International Standards
— ITU-T Recommendation X.500 (1993) | ISO/IEC 9594-1:1989®ymation technology — Open Syfstems
Interconnection — The Directory: Overview of concepts, models and services.
— ITU-TRecommendation X.501 (1993) | ISO/IEC 9594-2:198mymation technology — Open Systems
Interconnection — The Directory: Models.
— JNU-T Recommendation X.509 (1993) | ISO/IEC 9594-8:198®ymation technology — Open Systems
Interconnection — The Directory: Authentication framework.
=~ ITU-T Recommendation X.511 (1993) | ISO/IEC 9594-3:198&ymation technology — Open S)fstems

L Interconnection—The Directory: Abstract seypvice definition

— ITU-T Recommendation X.518 (1993) | ISO/IEC 9594-4:1989®ymation technology — Open Systems

Interconnection — The Directory: Procedures for distributed operation.

— ITU-T Recommendation X.519 (1993) | ISO/IEC 9594-5:198®ymation technology — Open Systems

Interconnection — The Directory: Protocol specifications.

— ITU-T Recommendation X.520 (1993) | ISO/IEC 9594-6:198®ymation technology — Open Systems

Interconnection — The Directory: Selected attribute types.

— ITU-T Recommendation X.521 (1993) | ISO/IEC 9594-7:198®ymation technology — Open Systems

Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (1993) | ISO/IEC 9594-9:198&ymation technology — Open Systems

Interconnection — The Directory: Replication.

ITU-T Rec. X.586 (1997 E)

1
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2.2

For the purposes of this Recommendation | International Standard, the following definitions,apply.

31

This

specffically ITU-T X.525 (1993) | ISO/IEC 9594-9:1995.

3.2

The

3.3
The

3.3.1
DSA

33.2
retur

IEC 13248-4 : 1998 (E)

Paired Recommendation | International Standards equivalent in technical content

— ITU-T Recommendation X.290 (19950S! conformance testing methodology and framework for

protocol Recommendations for ITU-T applications — General concepts.

ISO/IEC 9646-1:1994]nformation technology — Open Systems Interconnection — Conformance testing

methodology and framework — Part 1: General concepts.

— ITU-T Recommendation X.296 (19950)S! conformance testing methodology and framework for

protocol Recommendations for ITU-T applications — Implementation conformance statements.

ISO/IEC 9646-7:1995[nformation technology — Open Systems Interconnection — Conformance testing

methodology and framework — Part 7: Implementation Conformance Statements.

Definitions

Directory definitions

Recommendation | International Standard uses terms defined in the ITUT" Rec. X.500-Series |

Conformance definitions

ollowing terms are defined in ITU-T Rec. X.290 | ISO/IEC 9646-1:
a) Protocol Implementation Conformance Statemént (PICS);
b) PICS proforma;
¢) conformance;
d) mandatory requirement;
e) optional requirement;

f)  conditional requirement.

Basic directory conformance definitions
ollowing terms are defined in this Recommendation | International Standard:

centralized DSA: A DSA that is not capable of holding knowledge information about other DS
is not capable*of returning referrals.

cooperating DSA: A DSA that is capable of holding knowledge references. Such a DSA ig
hing.réferrals, and may also be a chaining DSA.

ISO/IEC 9594,

As. Such a

capable of

333

334
resul

chaining DSA: A cooperating DSA that is capable of invoking chained operations, functioning as a DSP
invoker. A chaining DSA is also a cooperating DSA.

security level: Security levels shall be declared for peer entity authentication, originator authentication and

ts authentication, respectively:

a) For originator authentication, there are five security levels which are "none", "simple without password",

"simple with unprotected password", "simple with protected password" and "strong".

b) For peer entity authentication, there are three security levels which are "none", "simple with distinguished

name" and "strong".

c) For results authentication, there are two security levels which are "none" and "strong".

ITU-T Rec. X.586 (1997 E)
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Abbreviations

For the purposes of this Protocol Implementation Conformance Statement, the following abbreviations apply:

This

listed in clause 2.

A conforming>PICS proforma shall be technically equivalent to ITU-T Rec. X.500-Series | ISO/IEC 9594 and
presgrve thenumbering and ordering of theitemsin ITU-T Rec. X.500-Series | ISO/IEC 9594.

APl

ACI Access Control Information

CCITT International Telegraph & Telephone Consultative Committee
DAP Directory Access Protocol

DIB Directory Information Base

DISP  Directory Information Shadowing Protocol

DIT Directory Information Tree

DSA Directory System Agent
DSE DSA Specific Entry

DSP Directory System Protocol
DUA Directory User Agent

IEC International Electrotechnical Commission
1SO International Organization for Standardization
ITU International Telecommunication Union

ITU-T  Internationa Telecommunication Union Telecommunication Sfandardization Sector
IuT Implementation Under Test

NSSR  Non-Specific Subordinate Reference

NSAP  Network Service Access Point

PDU Protocol Data Unit

PICS  Protocol Implementation Conformance Statement

RDN Relative Distinguished Name

ROSE Remote Operations Service Element

RTSE Reliable Transfer Service Element

SDSE  Shadowed DSA SpecificEntry

Conventions

Recommendation | International Standard refers exclusively to the second edition of the Directory Specific

Conformance

CSwhich conforms to this Recommendation | International Standard shall:
a) describe an implementation which conformsto ITU-T Rec. X.500-Series | ISO/IEC 9594;

btions

shall

b) be a conforming PICS proforma, which has been completed in accordance with the instructions for

completion givenin A.2;

¢) includeinformation necessary to uniquely identify both the supplier and the implementation.

ITU-T Rec. X.586 (1997 E)

3
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Annex AY

Directory Information Shadowing Protocol —
Protocol Implementation Conformance Statement (PICS) proforma

(This annex forms an integral part of this Recommendation | International Standard)

Al Identification of the ICS proforma corrigenda

The supplier of the PICS proforma shall identify any corrigenda (i.e. Technical Corrigenda or equivaent) to the
published proforma that have been applied. Suppliers of the proforma should modify the proforma, or attach relevant
additional pagesin order to apply the corrigenda, and then record the application of the corrigendain the table below.

Idergification of corrigenda applied to ITU-T X.586 (1997) | ISO/IEC 13248-4:1998
this PICS proforma

Corr:

Corr:

Corr:

Corr:

A2 Instructions

A.2.1 Purpose and structure of the proforma

The [purpose of this PICS proforma is to provide suppliers ofimplementations of ITU-T Rec. X.500-Sgies |
I SO/IEC 9594 with consistent means of stating which capabilities have been implemented.

The proformaisin the form of a questionnaire and consists of. a'set of items. An item is provided for each capabilify for
which an implementation choice is alowed. ltems arg*also provided for mandatory capabilities for whigh no
implg@mentation choice is allowed. Each item includes:an’ item number, item description, a status value specifyinjg the
supp@rt requirement, and room for a support answerto be provided by the supplier.

This pubclause provides general information andinstructions for completion of the proforma.

Subclause A.3 isfor the identification of the implementation.

Subclause A .4 isfor identifying the protecol within ITU-T Rec. X.500-Series | |SO/IEC 9594.

Subclause A5 isfor the identification of the Technical Corrigendato the protocol.

Subclause A.6 contains tables.in which the supplier specifies details of the implementation options chosen.
A.2.2 Symbols, terms,and abbreviations

A.2.2.1 Introduetion

Notalions have.been introduced in order to reduce the size of the tables in the PICS proforma. These have allowgd the
use gf multizeolumn layout where the columns are headed 'Status’ and 'Support’. Definitions of each are given below.
Additionally, the following definitions apply.

A.2.2.1.1 (PICS) item: A row in the PICS proformatable.

A.2.2.1.2 (PICS) question: The question to be answered in the intersection of a PICS item and either a support column
(i.e. "Is this item supported in the context applying to this table and column?") or supported value column (i.e. "What
values are supported for thisitem in the context applying to this table and column?') in a PICS proformatable.

D Copyright release for ICS proformas

Users of this Recommendation | International Standard may freely reproduce this ICS proforma so that it can be used for its
intended purpose and may further publish the completed ICS.

4 ITU-T Rec. X.586 (1997 E)
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A.2.2.1.3 status (value): An allowed entry in the status column for an item in a PICS proformatable.

A.2.2.1.4 (support) answer: An allowed entry in the support or supported values columns for an item in a PICS, in
answer to a PICS question.

A.2.2.2 Prerequisite notation

If a predicate applies to a whole table, a prerequisite line may be specified in front of the table to which it applies. A
prerequisite line takes the form:

Prerequisite: <Predicate>

The meaning of such alineisthat if <predicate> is True, then the table applies, elseit is not applicable.

A.2.2

Each
of un

inside the PICS proforma, and for references from other test specification documents.

Then

An ¢
Direg

A.2.2
This
The

Nest
table
aboV
statu

.3 Item reference numbers

line within the PICS proformais numbered at the left-hand edge of the line. This numbering is included-as a
iquely identifying all possible implementation details within the PICS proforma. This referencing .is used

heans of referencing individual responses is done by the following sequence:

— areference to the smallest enclosing the relevant item;

— asolidus character, '/';

— the reference number of the row in which the response appears,

— if, and only if, more than one response occurs in the row identified by the reference num
possible entry is implicitly labeled a, b, c, etc., from Jeftto right, and this letter is appg
sequence.

xample of the use of this notation would be A.6.2.3.1:1/1, which refers to the support for cr
toryBind protocol data unit.

.4 Status column
column indicates the level of support required. for conformance to this Recommendation | Internation

Values are as follows:
m  The capability is required to, be implemented in conformance with the related specification

0 The capability may be implemented and if it is implemented it is required to conform t
specification
¢ The requirement on the capability depends on the selection of other optional or conditional

i The capability~is:outside the scope of this PICS and hence irrelevant and not subject tg
testing

— Inthe given context it is impossible to use this capability

bd conditionalsS are denoted by nested numbering (e.g. 1, 1.1, 1.1.1, etc.) of the item descriptions]
may have'zero, one or more levels of nesting. The status of a leading item is specified by its status
e. Thesstatus of a subordinate (that is nested) item is specified as follows: If the superior item is
s of the subordinate item is determined by its status column entry and applicable predicate, if any

neans
both

per, then each
ended to the

pdentials in a

al Standard.

b the related

tems

conformance

in the tables. A
entry, as defined
supported, the
. If the superior

item

is“hot supported, the subordinate item is not applicable, independent of its status column entry.

A.2.2.5 Support column

This column shall be completed by the supplier or implementor, to indicate the level of implementation of each item. An
item is not considered implemented simply because a default value has been defined by the standard. In order for an
Implementation Under Test (IUT) to claim a protocol element is implemented, it must have the ability, where
appropriate, to generate, receive, and perform the appropriate action.

The proforma is designed such that support values are:

Y Yes, the item has been implemented
N No, the item has not been implemented

— The item is not applicable

ITU-T Rec. X.586 (1997 E)

5
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A.2.2.6 Definition of support

A capability is said to be supported if the Implementation Under Test (IUT) isable:

— to generate the corresponding operation parameters (either automatically or because the i
requires that capability);

nvoke explicitly

— tointerpret, handle and, when required, make available to the invoker the corresponding error or result.

A protocol element is said to be supported for a sending implementation if the IUT is able to generate it under some
circumstances (either automatically or because the invoker requires relevant services explicitly).

A protocol element is said to be supported for a receiving implementation if it is correctly interpreted and handled and,
when_appropriate, made available to the invoker

An
data

A.2.2.7 Predicate column

The

when the PICS states that one or more features identified by the item is supported.

A.2.2.8 Predicate Name

The
prec
with

A.2.2.9 Note column

This

A2.3 Instructions for completing the PICS proforma

The

guidance for completion may be necessary. Such guidance shall supplement the guidance given in thig

have
prov
requ
anu

All e
eras
reco

tribute type is said to be supported by a DSA implementation if the DSA supports the specified syrlltax, and hence

types, to which every value in such attributes shall conform.

tem number contained in the predicate column, if any, means that the status in the/'Status" colu

AN asterisk indicates the predicate on which the conditional support'is based.

column indicates the following:

notexx Refers to Note xx

receiver shall interpret it as having the default value specified in the standard.

See xx Refers to Table xx

supplier shall complete all entries in the column marked 'Support'. In certain clauses of the PICS

a scope restricted to thé_clause in which it appears. In addition, other specifically identified infort
ded by the implementol where requested. No changes shall be made to the proforma except th
red. Recognizing that’the level of detail required may, in some instances, exceed the space availal
mber of responses’specifically allow for the addition of appendices to the PICS.

ng or making the original entry illegible, and writing the new entry alongside the alteration. All such
ds shall-be initialized by the staff making them.

A3

mn applies only

predicate name indicates that name upon which the predicate is baséd) A predicate name flagged with an asterisk
bding the predicate name indicates the condition by which the predieate is being set. A predicate name not flagged

d(xx) A default value xx within () is defined in the standard. When absent in the PDU, both sender and

roforma further
clause and shall
hation shall be
e completion as
le for responses,

ntries withinthie PICS proforma shall be made in ink. Alterations to such entries shall be made by cfjossing out, not

alterations to

L~ |dentification of the implementation

A.3.1 Identification of PICS

Item No. Question Response
1 Date of Statement (DD/MM/YY)
2 PICS Serial Number
3 System Conformance
Statement Cross Reference

ITU-T Rec. X.586 (1997 E)
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A3.2

Identification of the implementation and/or system

ISO/IEC 13248-4 : 1998 (E)

Item No. Question

Response

Implementation Name

Version Number

Machine Name

Machine Version Number

Operating System Name

Operating System Version No

Specia Configuration Note

Other information

NO7

1
2
3
4
5
6
7
8
E

— Please enter one or more of the following:

Shadow Supplier DSA;
Shadow Consumer DSA.

A.3.3

Identification of the system supplier

Itg

Z
©

Question

Response

Organization Name

Contact Name(s)

Address

Telephone Number

Telex Number

Fax Number

E-Mail Address

GJ\IOU'IJ}OJI\)HB

Other information

A.34

Identification of the testlab client

Itg

m

NoO. Question

Response

Organization Name

Contact Name(s)

Address

Telephone Number

Telex Number

Fax Number

E-Mail Address

(N[O~ [W]|N|H

Other information

ITU-T Rec. X.586 (1997 E) 7
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A4 Identification of the protocol

Item No. Identification of protocol specification Support

1 ITU-T Rec. X.500 (1993) | ISO/IEC 9594-1:1995, Information technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services

2 ITU-T Rec. X.501 (1993) | ISO/IEC 9594-2:1995, Information technology — Open Systems
Interconnection — The Directory: Models

3 ITU-T Rec. X.511 (1993) | ISO/IEC 9594-3:1995, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition

4 ITU-T Rec. X.518 (1993) | ISO/IEC 9594-4:1995, Information technology — Open Systems
Hitereonnection—Hie-Directory—Proceduresiordistrbuted-operations

5 ITU-T Rec. X.519 (1993) | ISO/IEC 9594-5:1995, Information technology — Open Systems
Interconnection — The Directory: Protocol specifications

6 ITU-T Rec. X.520 (1993) | ISO/IEC 9594-6:1995, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types

7 ITU-T Rec. X.521 (1993) | ISO/IEC 9594-7:1995, Information technology — Open) Systems
Interconnection — The Directory: Selected object classes

8 ITU-T Rec. X.509 (1993) | ISO/IEC 9594-8:1995, Information technology & Open Systems
Interconnection — The Directory: Authentication framework

9 ITU-T Rec. X.525 (1993) | ISO/IEC 9594-9:1995, Information technology — Open Systems
Interconnection — The Directory: Replication

A5 Identification of corrigenda to the protocol
Itdm No. Specification Technical Corrigenda Suppprt

1 ITU-T Rec. X.501 (1993) | ISO/IEC 9594-2:1995 Cor.1: 1995

2 ITU-T Rec. X.501 (1993) | ISO/IEC 9594:2:1995 Cor.2: 1995

3 ITU-T Rec. X.509 (1993) | ISO/IEC.9594-8:1995 Cor.1: 1995

4 ITU-T Rec. X.509 (1993) | ISO/IE€9594-8:1995 Cor.2: 1995

5 ITU-T Rec. X.509 (1993) | ISO/IEC 9594-8:1995 Cor.3: 1995

6 ITU-T Rec. X.511 (1993)\] ISO/IEC 9594-3:1995 Cor.1: 1995

7 ITU-T Rec. X.511 (1993) | ISO/IEC 9594-3:1995 Cor.2: 1995

8 ITU-T Rec. X.528 {1993) | ISO/IEC 9594-4:1995 Cor.1: 1995

9 ITU-T Recs X518 (1993) | ISO/IEC 9594-4:1995 Cor.2: 1995

10 ITU-TRec”X.519 (1993) | ISO/IEC 9594-5:1995 Cor.1: 1995

11 ITYU-T. Rec. X.520 (1993) | ISO/IEC 9594-6:1995 Cor.1: 1995

12 ITU-T Rec. X.525 (1993) | ISO/IEC 9594-9:1995 Cor.1: 1995

13 ITU-T Rec. X.525 (1993) | ISO/IEC 9594-9:1995 Cor.2: 1995

ITU-T Rec. X.586 (1997 E)
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A.6 ICS Proforma tables

A.6.1 General capabilities and global statement of conformance

Answering "No" to A.6.1.1/1 indicates non-conformance to the protocol specification. Non-supported mandatory
capabilities are to be identified in the PICS, with an explanation of why the implementation is non-conformant. Such
information shall be provided in A.6.3 "Other information”.

A.6.1.1 General Capabilities

Item No. Question Status Support Predicate
1 ATe dl TTianaaiory gerierd (.,dpd[)ililies 1Or trie oA Il
implemented?
2 Are minimum knowledge requirements (ITU-T Rec. X.501 | m
I1SO/IEC 9594-2) implemented?
Isthe RTSE supported? cl
Can the DSA act as a secondary shadow supplier? 0
Does the DSA support shadowing of overlapping units of o]
replication?
6 Isfiltering on ObjectClass supported for o] *RepFilter
UnitOfReplication?
7 Does the DSA provide support for modify TimeStamp m
operational attribute?
8 Does the DSA provide support for the createTimeStamp m
operational attribute?
9 Does the DSA provide services of the copyShallDo service c2
control?

cl: | If the DSA supports the reliableShadowSupplierlnitiatedA C.or, the reliableShadowConsumerlnitiatedA C then support of this
featureism elseo.

c2: | If [RepFilter] then support of this feature is m else'<%

A.6.1.2 Supported Security Levels

Itgm No. Supperted Security Levels Status Support Predjcate
1 none 0.1l
2 simple 0.1 *Simple-DSA
3 strong 0.1 *Strong-DSA
4 extefpal i
0.1:| At least©ng security level shall be supported.

ITU-T Rec. X.586 (1997 E) 9
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A.6.1.3 Supported Application Contexts

Item No. Supported Application Contexts Status Support Predicate

1 shadowSupplierlnitiatedAC 0.2 *Supplier
2 shadowConsumer|nitiatedAC 0.2 *Consumer
3 shadowSupplierlnitiatedAsynchronousAC 0.2 *Supplier
4 shadowConsumer| nitiatedA synchronousAC 0.2 *Consumer
5 reliableShadowSupplierInitiatedAC c3
6 reliableShadowConsumerlnitiatedAC c4

c3: | If [Supplier] then support for this feature is o else —.

c4: | If [Consumer] then support for this feature is o else —.

0.2:| Atleast one AC shall be supported as specified in 7.2.3.1, 7.2.3.2, and 9.3.1a of ITU-T Rec. X,519 | ISO/IEC $594-5.

A.6.2

Capabilities and options

This|part of the PICS proforma identifies the supported application context,cthe"PDUs and operations. Finally, the
opergtion arguments and PDU parameters are identified.

A.6.2.1 Supported application context

The gpplication contexts supported by this PICS proforma are thie Shadow Supplier Initiated and the Shadow Congumer
Initigted application contexts. This PICS also supports the Reliable Shadow Supplier Initiated and the Reliable SHadow
Condumer Initiated application contexts.

A.6.].2 Operations (Ref. X.525 | 9594-9, 7.3)

Iltgm No. Protocol Element Status Support Predicate Nan|1e Npte
1 dSAShadowBind m
2 dSAShadowUnbind m
3 coordinateShadowUpdate c5 *Coordinate
4 requestShadowUpdate c6 *Request
5 updateShadow m

c5: | If [Supplier] then support of this feature is m else o.

c6: | If JCansumer] then support of this feature is m else o.

A.6.2.3 Protocol Elements

Some protocol elements may be digitally signed. In those cases where an operation can be signed, the PICS table is
divided into signed/unsigned columns. Suppliers of implementations claiming conformance to signed protocol elements,
for a given operation, should supply responses to the appropriate status/support columns under the signed column.
Suppliers of implementations not claiming conformance to signed protocol elements should supply responses to the
status/support columns under the unsigned column. Note that update operations return NULL results and that errors are
often single integers. They therefore are not digitally signed. To do so could compromise the private key of the digital

signature.
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A.6.2.3.1 DSAShadowBind Elements (Ref. X.525 | 9594-9, 7.4)

ISO/IEC 13248-4 : 1998 (E)

A.6.2.3.1.1 DSA Shadow Bind Arguments (Ref. X.511 | 9594-3, 8.1.2)
Item No. Protocol Element Status Support Predicate Note
1 credentials c7
11 simple c.c8
111 name cm
112 validity co
1121 timel c.o
1122 time2 c.o
1123 randoml1 c.o
1124 random?2 c.o
1.1 password co
1131 unprotected c.0.3
1132 protected c0.3
11321 algorithmldentifier cm *Algor-1D SeeA.6.2.3.10.2
11322 encrypted cm
12 strong c.c9
1.2.] certification-path co *Cert-Path See A.6.2.3.10
1.2 bind-token cm
1221 toBeSigned cm
12211 algorithm cm
12212 name cm
12213 time cm
12214 random cm
1222 algorithmldentifier cm *Algor-I1D SeeA.6.2.3.10.2
1223 encrypted cm
1.2. name c.o
13 external Procedure i
2 versions m d(vl)
c7: | If [Simple-DSA or ‘Strong-DSA] then support of thisfeatureis m else o.
c8: | If [Simple-DSA].then support of thisfeatureism elseo.
c9: | If [Strong-BSA] then support of thisfeatureism else o.
0.3:| The password, for the DSA, may be unprotected and/or protected as described in clause 6 of ITU-T Rec. X.509 |
I SO/I\EC 9594-8.

ITU-T Rec. X.586 (1997 E)
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A.6.2.3.1.2 DSA Shadow Bind Result (Ref. X.511 | 9594-3, 8.1.2)
Item No. Protocol Element Status Support Predicate Note
1 credentials c7
11 simple c.c8
111 name cm
112 validity c.0
1121 timel c.o
11772 timeZ C0
1123 randoml c.o
1124 random?2 c.o
11 password co
1131 unprotected c0.3
1132 protected c.0.3
11321 algorithmidentifier cm *Algor-1D See A.6.2.3.10.2
11322 encrypted cm
12 strong c:.c9
121 certification-path c.o *Cert-Path See A.6.2.3.10
123 bind-token cm
1221 toBeSigned cm
12211 algorithm cm
12212 name cm
12213 time [oxsg!
12214 random cm
1222 algorithmldentifier cm *Algor-1D See A.6.2.3.10.2
1223 encrypted cm
12 name c0
13 external Procedure i
2 versions m d(v1)
c7: | If [Simple-DSA or Strong-DSA] then support of thisfeatureis m else o.
c8: | If [Simple-DSAJther support of thisfeatureism elseo.
c9: | If [Strong-DSA] then support of this featureism else o.
0.3:| The password, for the DSA, may be unprotected and/or protected as described in clause 6 of ITU-T Rec. X.509 |
I SO/IEC 9594-8.

12
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A.6.2.3.1.3 DSA Shadow Bind Error (Ref. X.511 | 9594-3, 8.1.4)
Item No. Protocol Element Status Support Predicate Note

1 versions m d(v1)

2 error m

21 ServiceError m

22 SecurityError m
A.6.3:372DSA Stradow tnbimd Efements (RefX-51119594-3,82)
DSA BhadowUnbind has no arguments (see 8.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3).
A.6.2.3.3 Coordinate Shadow Update Elements (Ref. X.525 | 9594-9, 11.1)

Itgm No. Protocol Element Unsigned Signed Predicate Note
Status | Support | Status | Support

1 coordinateShadowU pdateArgument m m

11 ToBeSigned - m

1.2 agreementID m m

1.2.] identifier m m

1.2.3 version m m

1.3 lastUpdate o] o] Note 1

14 updateStrategy m m

1.4.] standard m m

1411 noChanges m m

1.4.1.2 incremental m m

1413 total m m

1.4.7 other i i

15 securityParameters o] m *Sec-Param See Ap.2.3.Pp
1.6 algorithmldentifier - m *Algor-ID See A.6.2/3.10.p
1.7 encrypted - m

2 coordinateShadowUpdateResults m m NULL
3 Errors m m Note 2,

See A.6.2.3.8
NOTE 1 - lastUpdate argument may only be omitted in the first instance of a coordinateShadowUpdate for a partigular shadowing
agreement;
NOTE2 ~Shadow Errors are returned by the Consumer in response to a supplier initiated Coordinate Shadow Update.
ITU-T Rec. X.586 (1997 E) 13
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A.6.2.3.4 Request Shadow Update Elements (Ref. X.525 | 9594-9, 11.2)

Item No. Protocol Element Unsigned Signed Predicate Note
Status | Support | Status | Support
1 requestShadowU pdateArgument m m
11 ToBeSigned - m
1.2 agreementID m m
121 identifier m m
1.2. version m m
1.3 lastUpdate o] o] Note-1
1.4 requestedStrategy m m
14.] standard m m
1411 incremental m m
1412 total m m
1.4.1 other i i
15 securityParameters o] m *Sec-Param See Ap.2.3.Pp
1.6 algorithmldentifier - m *Algor-1D See A.6.2/3.10.p
1.7 encrypted - m
2 requestShadowUpdateResult m m NULL
3 Errors m m Note 2,
See A.6.2.3.8
NOTE 1 - lastUpdate argument may only be omitted in the first instance of a requestShadowUpdate for a parti¢ular shadowing
agreement.
NOT|E 2 — Shadow Errors are returned by the Supplier in response to a Consumer initiated Request Shadow Updatg.

14
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A.6.2.3.5 Update Shadow Elements (Ref. X.525 | 9594-9, 11.3)
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Item No. Protocol Element Unsigned Signed Predicate Note
Status | Support | Status | Support
1 updateShadowA rgument m m
11 ToBeSigned - cm
1.2 agreementID m m
121 identifier m m
1.2. Version 2 A
1.3 updateTime m m
14 updateWindow o] o]
1.4.] start cm cm
1.4.3 stop cm cm
15 updatedinfo m m
15.] noRefresh m m
1.5. total m m
153 incremental m m
1.5.4 otherStrategy i i
1.6 securityParameters o] m *Sec-Param See Ap.2.3.Pp
1.7 algorithmldentifier - m *Algor-ID See A.6.2/3.10.p
1.8 encrypted - m
2 UpdateShadowResult m m NULL
3 Errors m m See A.6.2{3.8
A.6.2.3.6 Total Refresh Elements (Ref. X.525(] 9594-9, 11.3.1.1)
Itdm No. Protocol Element Status Support Predicate Ngte
1 TotalRefresh m
11 sDSE o]
1.1 sDSEType cm
1.1p subCaomplete c:m d(FALSE)
1.1B8 attComplete (oX{o]
114 attributes cm
1.2 subtree o
12.1 rdn cm
1.2.2 TotalRefresh c:m
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A.6.2.3.7 Incremental Refresh Elements (Ref. X.525 | 9594-9, 11.3.1.2)

Item No. Protocol Element Status Support Predicate Note

1 Incremental Refresh m

11 SDSEChanges c.o

111 add cm

112 remove cm

113 modify cm

1131 rename co

11311 newRDN cm

11312 newDN cm

1132 attributeChanges c.0

11321 replace cm

11322 changes cm

113221 addAttibute cm

113222 removeAttribute cm

113223 addValues cm

113224 removeVaues cm

1133 sDSEType cm

1134 subComplete cm d(false)
11.35 attComplete c.o

12 subordinateUpdates o]

1.2.] subordinates cm

1.2 changes cm
A.6.2.3.8 Errors and Parameters (Ref. X.525-9594-9, 12)

Itgm No. Protocol Element Supplier Consumer Predicate Note
Status | Support | Status | Support

1 shadowError m m
11 problem m m
1.1.1 invalidAgreement| D m m
1.1.2 inagtiveAgreement m m
1.1.3 invalidinformationReceived - m
1.1.4 unsupportedStrategy m m
1.11 missedPrevious - m
1.1.6 fullUpdateRequired m m
1.1.7 unwillingToPerform m m
1.1.8 unsuitableTiming m m
1.1.9 updateAlreadyReceived - m
1.1.10 invalidSequencing m m
1.1.11 insufficientResources m m
1.2 lastUpdate - o]
1.3 updateWindow o] o]
16 ITU-T Rec. X.586 (1997 E)
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