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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC patrticipate in the
development of International Standards through technical committees established by the respective organization to deal
with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest.
Other international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

In the Iield of information technology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. Draft
Interngtional Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication
as an International Standard requires approval by at least 75 % of the national bodies casting avote.

Interngtional Standard ISO/IEC 13236 was prepared by Joint Technical Committee ISO/IECIﬂTdZIlation
technojogy,Subcommittee SC 3distributed application servicesn collaboration with ITU-T. The identical text is
published as ITU-T Recommendation X.641.

Annex|A forms an integral part of this International Standard. Annexes B to E are for information only.
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Introduction

The purpose of this Recommendation | International Standard is to provide a common basis for the coordinated
development and enhancement of the wide range of standards that specify or reference Quality of Service (QOS)
requirements or mechanisms in an Information Technology (IT) environment. It offers a means of developing or
enhancing standards relating to QOS and provides concepts and terminology that will assist in maintaining the
consistency of related standards. This Recommendation | International Standard is complementary to existing
ITU-T Recommendations which define performance objectives and network signalling of QOS and it is not the intention
of this Framework to lead to a need to revise any such Recommendations.

Theinitial work in developing this Framework for QOS was done with the objective of supplementing and clarifying the
description of QOS contained in the Basic Reference Model of Open Systems Interconnection (OSI) (see
ITU-T Rec. X.200 | ISO/IEC 7498-1). It is recognised, however, that management of QOS is important not only in OSI
commiinications but also in a much wider context, and that there Is value In encouraging a common approach th QOS
extend to other IT and communications architectures, to distributed processing in general and\tq Open

Hencelthis Recommendation | International Standard is structured and written in such away as to make-it easy fof many
commyinities to adopt its approach, concepts, terminology and definitions. Its concepts and terms are defined \vithout

ist the OSI community, Annex A defines how the genera framework applies to the specific case ¢f OS|
nications, both peer-to-peer and multi-peer.

This QOS Framework contains an introduction, a scope and field of application and a set of QOS-related definitigns and
abbreviations. The concepts of QOS are introduced in clause 5, which also highlights user requirements. Clause 6
defines QOS characteristics with respect to the user requirements. Clauses/7, 8 and 9 cover QOS management, QOS
mechanisms and the expression of specific QOS requirements, respectively. QOS verification is discussed in clapise 10,
and conformance, consistency and compliance are discussed in clause 11.

Annexes are provided which stipulate:

¢ themodel of QOSfor OSI;

o dttistical derivations of characteristics,

e astandards structure with respect tg.QOS;
» adiscussion of the issue of“cost’; and
e abibliography.

Other|standards communities are;encouraged to study this Recommendation | International Standard gnd, in the interests
of cornjsistency, to consider the.adoption of the parts that are relevant to their field, when this can be|accomplished to
good effect, without destabilisation of existing Recommendations | International Standards.

ITU-T Rec. X.641 (1997 E) v
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - QUALITY OF SERVICE: FRAMEWORK

Servicg) and enables the partitioning of, and relationships between, the topics relevant to QOS~in Infor
Technplogy (IT) to be expressed by a common means of description. In particular, this QOS Framework is directs
systems and their use in providing Open Distributed Processing services.

This QOS Framework is intended to assist those designing and specifying IT systems, and those d
commiinications services and protocols, by providing guidance on QOS applicable to systems, services and resou

This QOS Framework defines terminology and concepts for QOSin IT. It intreduces the concept of QOS charac':_}(istics,

various kinds. It also describes the circumstances in whichyvarious combinations of mechanisms may be appropria

This QOS Framework provides a basis for the specCification of extensions and enhancements to existing or g
standafds, as a result of the need for, and application of, the QOS concepts defined in this Recommend
Interngtional Standard. It is not the intent of \this Recommendation | International Standard to destabilise any €
Recommendations | International Standards; \tather, it isintended that this QOS Framework may be used by:

e developers of new or revised I T-related standards which define or use QOS mechanisms; and

e IT users expressing‘requirements for QOS.

This QOS Framework does.net attempt to provide a basis for the specification of performance objectives or n
signalljng of QOS in_public communications networks. The QOS aspects of these communications serviq
addressed by other I TU-F Recommendations.

The intent of this Recommendation | International Standard is to provide a common vocabulary to both service pr
and sefvice users: Nothing in this Recommendation | International Standard should be construed as placing requir

1 Scope L
This QOS Framework is a structured collection of concepts and their relationships which describes QOS{Quality of

mation
d at I T

efining
rces of
DS can

ber of
trolled

5 (such
ents of
fe.

lanned
ation |
Xisting

etwork
es are

Dviders
bments
assist

on either Service providers or service users. It is hoped that a common approach and vocabulary for QOS wil
multip|e-service providers to deliver end-to-end QOS to end-systems.

This QOS Framework specifically excludes the detailed specification of QOS mechanisms. It is not the intent

of this

Recommendation | International Standard to serve as an implementation specification, to be a basis for appraising the
conformance of implementations, or to define particular services and protocols. Rather, it provides a conceptual and
functional framework for QOS which allows independent teams of experts to work productively on the development of

Recommendations | International Standards.

As applied to OSl, this QOS Framework is consistent with the OS| Basic Reference Model in that it describes operations
and mechanisms which are assignable to layers as specified in the OSI Basic Reference Model. It is consistent with the
0S|l Management Framework (see ITU-T Rec. X.700 | ISO/IEC 7498-4) and the Systems Management Overview (see
ITU-T Rec. X.701 | ISO/IEC 10040) in its assignment of functions to management entities. In Annex A, this QOS
Framework presents a model of QOS for OSI which identifies the entities that participate in the management of QOS,

defines the flow of QOS-related information between them and describes how thisinformation is used.

ITU-T Rec. X.641 (1997 E)
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2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:198fymation technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model.

— ITU-T Recommendation X.210 (1993) | ISO/IEC 10731:198/ymation technology — Open Jystems
Interconnection — Basic Reference Model: Conventions for the definition of OSI services.

— ITU-T Recommendation X.746 (1995) | ISO/IEC 10164-15:19%rmation ctechnology - Open
Systems Interconnection — Systems management: Scheduling function.

— ITU-T Recommendation X.902 (1995) | ISO/IEC 10746-2:1988¢rmation technology —{ Open
distributed processing — Reference Model: Foundations.

2.2 Paired Recommendations | International Standards equivalent in-technical content

—  CCITT Recommendation X.700 (19924anagement framework for Open Systems Interconnection (OSI)
for CCITT applications.

ISO/IEC 7498-4: 1989 /nformation processing systems — Open Systems Interconnection —| Basic
Reference Model — Part 4: Management Framework:

2.3 Additional references
—  CCITT Recommendation X.140 (199ZJ¢neral Quality of Service parameters for communicatfon via
public data networks.
3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Basic Reference Modéel of Open Distributed Processing definitions

This Recommendation-‘|\~International Standarses the following term drawn from ITU-T Rec. X.902 |
ISO/IEC 10746-2:

— Quality. of Service (QOS): A set of qualities related to the collective behaviour of one or mqgre objects.

3.2 Basic Reference Model — OSI Management Framework definitions

This Retommendation | International Standard uses the following term drawn from CCITT |Rec. X.700 |
ISO/IEC 7498-4:

— Managed Object (MO): The OSI Management view of a resource within the OSI Environment that may
be managed through the use of OSI Management protocol(s).

33 Service Conventions definitions

This Recommendation | International Standard uses the following terms drawn from ITU-T Rec. X.210 |
ISO/IEC 10731:

—  (N)-service-facility;
—  (N)-service-provider;
—  (N)-service-user;

2 ITU-T Rec. X.641 (1997 E)
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— Requester;
—  Acceptor.

NOTE - In this Recommendation | International Standargtice provider is a generic term to indicate the provision or use of a
service at some point in a system. It should not be confused with the provision of a commercial service by any commercial

agency.
34 OSI Basic Reference Model definitions
This Recommendation | International Standard uses the following terms drawn from ITU-T Rec. X.200 |
ISO/IEC 7498-1:

—  (N)-entity;

—  (N)-layer;

3.5

3.5.1
3.5.1.1
3.5.1.2

3.5.1.3
monit

3.5.14
possit
contrd

3.5.1.5
(N)-s¢

3.5.1.4
3.5.2

—  (N)-protocaol;

—  (N)-protocol-data-unit;

—  (N)-service;

—  (N)-service-access-point;
—  (N)-subsystem;

— open system;

—  OSl environment.

QOS Framework definitions

QOS concepts and modelling definitions

QOS category: A group of user requirements that leads.to the selection of a set of QOS require

QOS management: Any set of activities performed by a system or communications service to
bring, control and administration.

QOS mechanism: A specific mechanism-that may use protocol elements, QOS parameters o
ly in conjunction with other QOS mechanisms, in order to support establishment, monitorin
[, or enquiry of QOS.

QOS of OSI communications; A set of qualities related to the provision of an (N)-service, as pe
rvice-uset)

Information-oriented definitions

QOS context; QOS information that is retained, interpolated or extrapolated by one or more er

requirement for QOS) and QOS data (if it does not).

aging QOS: tis further classified into requirement context and data context.

ments.

QOS characteristic: A quantifiable aspect of QOS, which is defined independently of the means by which it
is replesented or controlled.

support QOS

QOS context,
J, maintenance,

ceived by an

QOS policy: A set of rules that determine the QOS characteristics and QOS management functons to be used.

tities and used

QOS data: QOS information other than QOS requirements, e.g. warnings, QOS measures and information
QOS enquiries.

in an entity)

Y

3.5.2.4 QOS measure: One or more observed values relating to a QOS characteristic.

(if it expresses a

3.5.2.5 QOS parameter: QOS information that is conveyed between entities as part of a QOS mechanism; parameters
are classified into requirement parameters and data parameters; the information conveyed may relate to one or more
QOS characteristics.

1) This definition of QOSisaspecialisation of the definition of QOS given in 3.1 above, as applied to OSI communications.

ITU-T Rec. X.641 (1997 E)
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3.5.2.6 QOS requirement: QOS information that expresses part or al of a requirement to manage one or more QOS
characteristics, e.g. a maximum value, a target, or a threshold; when conveyed between entities, a QOS requirement is
expressed in terms of QOS parameters.

3.5.2.7 QOS operating target: QOS information that represents the target values of a set of QOS characteristics,
derived from QOS requirements.

353 Management function definitions

3.5.3.1 QOS alert: The use of QOS mechanisms to signal to an entity that some limit has been reached or threshold
crossed.

3.5.3.2 QOS attribute: An attribute of a managed object relating to QOS.

3.5.3.3
attaine

jsticsis

3.53.4 QOS enquiry: The use of QOS mechanisms to determine properties of the environment relatingt0-QOS.

3.53.8 QOS establishment: The use of QOS mechanisms to create the conditions for some systems’activity,|before
that adtivity occurs, so that a desired set of QOS characteristics is attained.

3.5.3.4 QOS maintenance: The use of QOS mechanisms to maintain a set of QOS characteristics at required|vaues
for sorhe systems activity, while the activity isin progress.

3.5.3.7 QOS management function: A function specificaly intended to meet a user or application requirement for
QOS, provided by one or more QOS mechanisms.

3.5.3.4 QOS monitoring: The use of QOS measures to estimate the values of a set of QOS characteristics gctually
achieved for some systems activity.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ASO Application Service Object

CHQ Controlled Highest Quality

CL Connectionless

Co Connection-oriented

GDMO Guidelines for the Definition of Managed Objects
IT Information Technalogy

LAN Loca Area Netwerk

LQA Lowest Quality Acceptable

MTBHR Mean_ Time Between Failures

MTTR Mean Timeto Repair

(N)-PCF (N)-Policy Control Function

(N)-PDU (N)-protocol-data-unit

(N)-PE (N)-protocol-entity

(N)-QCF (N)-QOS Control Function
(N)-SAP (N)-service-access-point

(N)-Sbu (N)-service-data-unit

ODP Open Distributed Processing
osl Open Systems I nterconnection
OSIE OSI Environment

PDU Protocol Data Unit

4 ITU-T Rec. X.641 (1997 E)
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QMF
QOS

Sbu
SNPA
SP

SQCF
TCCA

QOS Management Function

Quality of Service

Service Access Point

Service Data Unit

Sub-network Point of Attachment

System Performance

System QOS Control Function
Time-Critical Communications Architecture

ISO/IEC 13236 : 1998 (E)

TCCS
TPDU
TSAP
ulu

5.1

Thisc
and fu

These
inherey

Time-Critical Communications System
Transport PDU
Transport SAP

User Information Unit

Concepts of this QOS Framework

Introduction

the concept of service to which QOS applies;

QOS characteristics that describe the fundamental aspects of QOS that are to be managed;
QOS requirements and policies and the QOS management functions that realize them;

basic QOS mechanisms that combine toform QOS management functions;

ause develops a set of fundamental concepts for QOS. It contains)a.description of concepts for the information
nctional aspects of QOS including:

QOS categories that represent, therparticular sets of user requirements for QOS imposed by [certain

environments (such as time-critical communications), or by systems-level policy;

the stages of an activity atwhich QOS can be managed.

functigns and QOS mechanisms.

Figure

5.2

In thig
gener

neces

5-1 shows the relationships between the fundamental QOS concepts.

The service to which QOS applies

concepts are described in a-way that highlights the operation of QOS management. It begins by discuss|ng the
t QOS characteristics and then considers how QOS requirements drive the selection and use of QOS managiement

QOS,Framework, as in the expression ‘Quality of Service’, the term ‘service’ is to be understood in a very
bl sense so as to permit the widest possible application of the Framework. Specifically, it includes (but is not
arily limited to):

the provision of processing and information repository functions by entities, objects, applications,
applications processes, etc.; for example, time-delay and reliability-related characteristics apply to these;
NOTE - the terms used to denote these entities, etc., depend upon the architectural models applicable to the

particular distributed systems environments in which QOS is to be represented: the term ‘entity’ is used in the
Framework in a neutral sense, i.e. with no implication for the choice of architectural model.

interactions between entities, objects, applications, etc.;

information held in the system; for example, confidentiality and lifetime characteristics apply to

information;

communications services;

(the possibility of use of) physical equipment.

ITU-T Rec. X.641 (1997 E) 5
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5.3

The tq
aspec
state
indepe

QOSs
they ¢

NQ
the

Service user

QOS requirements

Time
delay

< > QOS management

Capacity functions

Accuracy | ...

QOS characteristics

Service provider

T0728150:97/d01

Figure 5-1 — Relationships between QOS concepts

QOS characteristics

rm QOS characteristic is used in this QOS Framework in a particular sense. A QOS characteristi

pf affairs for the item, as opposed to any measurement or control parameter. QOS characte
endently of the means by which they are represented or controlled.

Characteristics are intended to be used to model the actual, rather than the observed, behaviour
haracterize.

[TE — For example, the characteristic of transit'delay (of something) between two points is the actual time th

approximated by measurement. Further, requirements can be stated concerning transit delay — such as that

Spé

Some
and ot

5.4

QOS mmanagement agtivities are driven by user requirements, the systems and communications environment,

policie
(which

Althod
chara

cified value.

DOS characteristics are considered to be generic characteristics, some are specialisations of these charact
ners are derived characteristics-(For further discussion of QOS characteristics see clause 6.)

User QOS requirements and QOS policies

S that are infoerce for the activity. User requirements are quantified and expressed as a set of QOS requir
isatypelf QOS information).

gh & user's requirements may vary considerably in detail between individual instances of an act
,tenstlcs of interest and the QOS management functions employed will typlcally be determined

syster

C represents some

t of the QOS of a system, service or resource that can be‘identified and quantified. It denotes t:re true underlying
i

istics are defined

of the systems tha

At occurs between

instants of passage of that thing past these points. This transit delay can never be known exactly, although it can be

t must not exceed &

eristics

and the

ements

ivity, the QOS
by the type of
It is not expected

that every system or network will |mplement every or any type of QOS mechanism. Systems and communications
networks will be designed, procured or configured in accordance with one or more QOS policies, which will determine

which

QOS characteristics and QOS management functions are to be used.

Some systems and networks will need to be configurable to operate with different QOS policies, requiring that different
sets of QOS management functions be available.

5.5

QOS requirements, QOS parameters and QOS context

A user requirement originates with a user entity that wishes to use a service, such as communications, and is formulated
into one or more QOS requirements. These QOS requirements can be expressed as QOS parameters (when they need
be conveyed between entities) and QOS context (when they are retained in an entity).

ITU-T Rec. X.641 (1997 E)
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In general, an activity is initiated by a user entity, whose requirements for QOS are either conveyed dynamically to the
provider of the service as QOS parameters, or made available to the service provider as QOS context, or a combination
of the two. The QOS parameters are conveyed to some or al of the entities involved in providing the service and
possibly also to the corresponding application process.

Entities that receive QOS requirements analyse them and determine the QOS management functions or mechanisms that
are required to meet them. This may involve generating further, typically more detailed, QOS requirements and
conveying them to other entities as QOS parameters. The receiving entities analyse the QOS requirements they receive,
and may generate yet further QOS requirements to be conveyed to other entities, and so on. One common example of
this process is QOS negotiation across multiple layers during OSI connection establishment.

Thus, in general, a QOS parameter is avector or scalar value that is conveyed between entities, either in the same system

ommendatio atio he-tse-6 A reter—is-speetficaty-tirnited to conveyed
valpes. Some documents do not distinguish between QOS characteristics and QOS parameters, and use the-term QOS parameter
for |both.

Foi example, it may be a QOS requirement that the transit delay of data units between two points should not exceed a stated
makimum, or that the average transit delay should be close to a stated target. In such cases, it is.the true trapsis deéy that

chgracteristic. The QOS requirement will be expressed as QOS parameters (or QOS context) giving.maximum ¢r target values, for
exgmple. The interactions between entities will use QOS parameters to convey the relevant QQ@S,information.

Depentding on the exact requirement, the QOS parameters conveyed (or the QOS context retained) may be of different
kinds, jncluding:

e adesred level of characteristic, i.e. atarget of some kind;

e amaximum or minimum level of acharacteristic, i.e. alimit;

e ameasured value, used to convey historical information;

e athreshold level;

e awarning or signa to take corrective action; or

e arequest for operations on managed objects relating-to QOS, or the results of such operations.

QOS requirements may relate to a number of QOS characteristics and, at least in principle, express trade-offs bgtween
them.

transfdrs or interactions (e.g. over a given period-of time, for the duration of a connection or association, or for the

QOSs %equirements may apply to a single instance(of information transfer or interaction, or may apply to nultiple
duratign of some longer provision of service, such'as a customer subscription).

5.6 QOS management functions and QOS mechanisms

QOS management refers to all thejactivities relating to the control and administration of QOS within a sygem or
network.

The tefm QOS management function (QMF) refers to any function designed to assist in satisfying one or more usgr QOS
requirgments. QM Fs will\ir’ general have a number of components, which are called QOS mechanisms (e.g. threp-party
QOS rfegotiation).

A QO$ mechanism'is performed by one or more entities to meet one or more QOS reguirements. Thus QOS mechanisms
are driven by, QOS requirements expressed as QOS parameters received by the entities that perform them, of made
avallaple to.them as QOS context. The operation of a QOS mechanism may be local processing (e.g. reservgion of
resourges, /setting window sizes, etc.) which by itself meets the QOS requirement; or it may involve the genergtion of
further QOS requirements and their communication to other entities, as described in 5.5. It may lead to the invocation of
further QOS mechanisms.

The activities that may be supported by QMFsinclude:
e establishment of QOS for a set of QOS characteristics;
< monitoring of the observed values of QOS;
e maintenance of the actual QOS as close as possible to the target QOS;
e control of QOS targets;
e enquiry upon some QOS information or action; and

- dertsasaresult of some event relating to QOS management.
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NOTE — QOS requirements are commonly met (in current static environments) by being built into the systems configuration by
systems design, by systems dimensioning, by the procurement of suitable services, or by dedicating resources. In more dynamic
environments, increased use of QMFs is likely to be necessary to establish the environment, to monitor and control the
environment during use and to capture historic information about system operation.

5.7

QOS categories

Different user application types will have different requirements for establishing QOS and for controlling and
maintaining the actual QOS achieved. For example, the QOS requirements for video streams are typically very different
from those for database update transactions.

These dlfferent types of user or appllcat|on requwement WhICh are termed QOS categorles Iead to the ch0|ce of
3 [ R X [ ] ¥ a

particy

5.8

Initiation of QOS management

QOS management involves the use of different QMFs at different points in a system activity. The QOS requirems

a parti
relatio

N to the events or activities whose QOS isto be managed.

QOS management would be used at the following stages of an activity (related to 7.1,1):

necessary to achieve some objective;

e & initiation of the activity — The QOS requirements“can be negotiated between the ser
service provider at establishment time (e.g. when_a connection is being established); and

e during the activity — The QOS requirementssmay change during the operational period of
to changed requirements, detected performance loss, explicit indications from the serv
explicit indications from one or more third parties.

For any specific activity, the selection of the mastiappropriate stages to carry out QOS management dg
of QOIS requirement and the duration of the agctivities to which it relates.

6.1

Definition of QOS characteristics

Introduction

This ¢lause develops-itie concept of QOS characteristics (in 6.2) and defines a number of QOS

impor

A QOfS characteristic is a quantifiable aspect of QOS, which is defined independently of the meanp

ance to communications and processing (in 6.3).

repregented.or controlled. It represents the true underlying state of affairs, as opposed to any measy
parametef, and can therefore be thought of as a quantity in a mathematical model of a (distributed)

defining-@ QOS characteristic such as throughput, the intention is to say what throughput means. This

nts for

ular activity or set of activities can be expressed and/or conveyed in different ways and at different times in

«  before initiation, when predictions are made about the QOS situation to gauge what mechanisms inay be

ice users and

the activity due
ce provider, or

pends on the type

characteristics of

by which it is
rement or control
system. Thus, in

is distinct from

how it may be measured, controlled, requested, negotiated, and so on, which are discussed in later subclauses.

The values that may be taken by QOS characteristics include not only numbers (e.g. Booleans, integers, reals, complex
numbers, etc.), but also vectors, matrices, ranks and names of states.

Efforts are made to achieve maximum consistency of definition across different characteristics by defining ‘generic’
characteristics, and then both specialising them to particular environments and deriving others from them. This is
discussed in 6.2.1 below.

It is recognised that the characteristics defined in this clause will not meet all future QOS requirements. Hence 6.2.2
gives guidance on how QOS characteristics should be defined. The definitions in 6.3 follow this guidance.

This clause also identifies a number of QOS categories.
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6.2 Aspects of QOS characteristic definition
6.2.1 Generic, specialised and derived characteristics
6.2.1.1 Specialisation

Many QOS characteristics can be applied to a variety of circumstances. For example, one can define the transit delay of
frames in a Local Area Network (LAN) supporting a real-time process-control environment, or of network access
protocol PDUs between two SNPAs. Similarly one can define the throughput of a connection, or of any other
communications channel.

In such cases it is important to have a common underlying definition of the characteristic that can be applied to al the
particular circumstances. To achieve this, the first step is to define a ‘generic characteristic’ independently of what it is
applied to and the second is to deflne varlous spemahsaﬂons that may or must be applled in order to make the

charag
then ¢
furthe
of dat

Thus,

Furthe

This
conce
be ust

Speci
chara
widely
For e
Specia

This H
neces|

6.2.1.2
Some

One i
throug

gpproach achieves consistency in two ways. First it gives consistency between different uses of

efines some speC|aI|sed characterlstlcs ftmmdelay, one of WhICh isransit delay It then |dent|f|es
specialisations that may or must be applied to make the characteristic concrete; these include s
h transferred, the points between which transit is defined, and so on.

there can be several levels of specialisation of a characteristic, for example:

time delay;

transit delay;

transit delay between two TSAPs;

transit delay of an Expedited TPDU between two TSAPS;

transit delay of an Expedited TPDU between two TSAPs for'd given T-connection.

rmore, a different sequence of specialisation would lead to fusther characteristics, e.g.:

transit delay between two TSAPs for a given T-connection.
pt of the characteristic in different circumstances inthat they share a common abstract definition;

hlisation makes an abstract characteristic more concrete. In any practical application of QO
Cteristic must be completely specialised;)so that it is clear what its values mean. But W
-applicable QOS mechanisms, it may bé.valuable to work with characteristics at appropriate leve
xample, a throughput negotiation _meehanism can be defined generically, with the intention t
lised by protocol designers to apply.to particular channels and data streams.

Recommendation | International Standard does not identify or define all the possible specialisat
Sary in practice, but does,include a subset that may find wide application.

Derived characteristics
characteristics can be defined as (mathematical) functions of others. These are termed ‘derived’

mportant type~ofderivation isatistical. For example, from the characteristicoughput one can deri
hput, maximum throughput, minimum throughput, variance of throughput, etc. Technically

derivations are‘regarded as functions of a random variable that represents the ‘base’ characteristic frg

deriv

The fgllowing statistical derivations are defined in this Recommendation | International Standard:

teristic. It
various

pecifying the type

the fundamental
and second it can

bd to give consistency between quite different characteristics where the same specialisations are applied.

~

5 management a
hen developing
s of abstraction.
hat it would be

ons that may be

haracteristics.

ve mean
the statistical
m which they are

maximum, minimum and range;

mean;

variance and standard deviation;

n-percentile;

statistical moments.

The precise definitions of these functions are given in Annex B.

The specialisations that apply to a statistical derivation are exactly those that apply to the base characteristic from which
it is derived. Fromime delay, for example, one can derive the characteristiesn transit delay, variance of transit

delay between two TSAPs, and so on. Thus, the statistical derivations can be regarded as orthogonal to the
specialisations, as illustrated in Figure 6-1.
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Characteristic Derived characteristics
Time dela Mean Variance of
y time delay time delay

Transit delay Mean transit

Other

delay
_ Variance of
Transit delay transit delay
v between 2 between 2
Specialisations TSAPs TSAPs

T0728160Q-97/d02

Figure 6-1 — Derived characteristics and specialisations

types of derived characteristic can also be defined. In particular, it js‘\possible to define derived claracteristics that

are mathematical functions of more than one base or derived characteristic. One example is availapility, which is a
functign of maintainability and reliability. It is also possible to dérive a characteristic as a functign of different
speciglisations of one or more base characteristics, for example the difference between the throughputp of two channels,

or the

In the
and th

6.2.2

It will
chara

Thed

Ideally

sum of the transit delays over two sections of a path.

Descriptive techniques

bfinition of a QOS characteristic includes the following information:

case of these more general derivations, the possible(Specialisations will depend on the base chpracteristic(s) usec
e intended meaning of the derived characteristic.

be necessary to define generic QOS:'characteristics and also some of their specialisatigns and derived
Cteristics. The descriptive techniques encompass all of these.

a name for the characteristic (NAME);
a definition that explains its purpose and intended area of application (DEFINED AS);

a statement of_how the characteristic is quantified, giving the units in which values |are expressed
(QUANTIEIED-AS);

(if a derived characteristic) its STATISTICAL DERIVATION;
(if a'specialised characteristic) its SPECIALISATIONS; and

(optional) further information.

,the*NAME should be chosen to reflect any specialisation or derivation that has been applied to if. For instance, if

adcnane-charactarictio 1o cnacialicond ta Aannhy 0 traoncnart conmnactinn Actabhlichimant it namna o

some

generie-characteristieis—specialisedte—apply—te-transpertcennection-establishment—ts—rame—should express this

fact. However, where many levels of specialisation or derivation have been applied, this may not be possible.

It may be useful to define some derivation rules independently of the generic characteristics they may be applied to.
Such definitions should include:

a NAME;
a NAME COMPONENT for the name of the derived characteristic;
a definition that explains the meaning of the derivation (DEFINED AS); and

any further information that may be necessary or desirable.

This is the case for statistical derivations, which may be derived from a wide variety of base characteristics (though not
necessarily all) and should be given a common definition.

10
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6.2.3 Specifiers

A number of characteristics may be specialised by applying ‘specifiers’ that define their application. Three types of
specifiers may have wide application: process, location and operation.

6.2.3.1 Process specifier

The process specifier defines the type of events that are concerned. Typically, one or two points P1 and P2 must be
considered (what they are is defined under ‘location’ below) along with the events under consideration (E1, E2, etc.). An
example involving a single point is that of ‘recovery’, where the process is ‘failure to provide a service’ and the
subsequent restoration of service. This leads to the definition of a characteristic ‘recovery delay’ as the elapsed time
between the events E1 (loss of service) and E2 (restoration of service) at a point P.

An example involving two points is that of transit delay, which is defined for some data unit or stream as the elapsed
time between two events E1 and E2 where

* E1is the passage of the first item of data past point P1; and

e E2is the passage of the last item of data past point P2.

Furthgr process specifiers may be defined to deal with the case of multiple transfers, i@ 10 specify that the events E1
and EP relate to multiple instances of communication. For example, a composite transit delay could |be defined for a
sequence of data units.

6.2.3.2 Location specifier
The Idcation specifier defines the points P1 and P2 introduced above.

Examples from OSI are:
e (N)-SAP: P1 and P2 are peer (N)-SAPs; and

«  SNPA: P1 and P2 are entry and exit SNPAs.{o"a single subnetwork or a chain of subipetworks.
NQTE — Examples of specialised characteristics are (N)-transit @elay and SNPA-transit delay.)

6.2.3.3 Operation specifier
The oeration specifier defines the types of data that are-af concern.

Examples from the communications environment, are:

«  connection-establishment:  establishment and confirmation primitives or PDUs as appropriate;

e connection-release; release and confirmation primitives or PDUs as appropriate;
e COdatatransfer: CO SDUs or data PDUs as appropriate;
e CL datatransfer; CL SDUs or data PDUs as appropriate.

NJTE — Examples of speeialised characteristics in an OSI context are (N)-establishment delay and connectionjess-mode (N)-data
transit delay.

6.3 QOS characteristics of general importance

6.3.1 Introduction

This quioclatse describes QOS characteristics of general importance to communications and processing, grouped as
follows:

* timerelated characteristics,

*  coherence characteristics,

e capacity-related characteristics;
e integrity-related characteristics;
«  safety-related characteristics;

e security-related characteristics;

e reliability-related characteristics;

e other characteristics.
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NOTE — Some QOS characteristics are network dependent, others are related to applications, and some are pervasive across al
system elements. Many of the communications-related characteristics identified were initially drawn from CCITT Rec. X.140.

Systems will be implemented with a specific set of characteristics, according to some QOS policy. These sets are
considered in 6.4 (QOS categories).

6.3.2 Table of characteristics
Table 6.1 — Table of characteristics
Characteristics group Name of characteristic Ref Name of specialisatign Rlef.
Time{related characteristics Date/time 6.3.3.1
Time delay 6.3.3.2
Lifetime 6.3.3.3 Remaining lifetime 6.313.4
Freshness 6.3(3.5
Cohefence characteristics Temporal coherence 6.3.3.6 Temporal data-production6.3.3}7
coherence
Temporal data transmission | 6.3.3]8
coherence
Temporal-data consumption | 6.3.3(9
coherence
Spatial consistency 6.3.3.10 Timeless spatial consistencly 6.3.3.11
Temporal spatial consistency 6.8.3.12
Caparity-related characteristics Capacity 6.3.3.13 Throughput 6.3.3.14
Throughput 6.3.3.14 Input user data rate 6.3.3.15
User information throughput 6.3.3.16
Application information 6.3.3117
throughput
Subsystem throughput 6.3.3.18
Processing capacity 6.3.3.19
Processing capacity 6.3.3.19 System throughput 5.3.3.20
Operation loading 6.3/3.21
Operation loading 6.3.3.21 Association loading 6]3.3.22
Subsystem loading 6.3(3.23
Integllity-related characteristics Accuracy. 6.3.3.24 Addressing error 6.3.3.25
Delivery error 6.3.3.26
Transfer error 6.3.B.27
Allowable error 6.3.3.28
Resilience 6.3.8.29
Transfer integrity 6.3.8.30
Establishment error 6.3]3.31
Recovery error 6.33.32
Release error 6.3|3.33
Safety-related characteristics Safety 6.3.3.34
Seculity-related characteristics Protection 6.3.3.35)
Access control 6.3.3.36
Data protection 6.3.3.37
Confidentiality 6.3.3.38
Authenticity 6.3.3.39
Reliability-related characteristics  Availability 6.3.3.40 Channel availability 6.3.3.41
Connection availability 6.3.3.42
Processing availability 6.3.3.43
Reliability 6.3.3.44
Fault containment 6.3.3.45
Fault tolerance 6.3.3.46
Maintainability 6.3.3.47
Other characteristics Precedence 6.3.3.48

12
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6.3.3 Specific characteristics

6.3.3.1 date/time characteristic
DEFINED AS:

QUANTIFIED AS:

SPECIALISATIONS:

6.3.3.2___time delay characteristic

ISO/IEC 13236 : 1998 (E)

The absolute time when an event occurs.

Any time unit such as minute, second, millisecond, etc. with reference to a known
time-origin.

Characteristics are specialised from date/time by specifying the particular event,
the unit/origin of measurement.

DEFINED AS:

The elapsed time (T2-T1) between two genera events E1 and E2, whickigccur at
timesTland T2.

NQTE 1 - In practical implementations, account may need to be taken of differences between the origins with rgspect to which T1

and T2 are defined, which may arise from differences in time zones or seasonal times such as summer time an

disgrepancies between systems.
QUANTIFIED AS:

SPECJALISATIONS:

STATISTICAL DERIVATIONS:

i/or synchronisation

Any time unit such as minute, second, millisecond, etc:
Characteristics are speciaised from time delay. by specifying the particular|events
E1 and E2. For example, given locations, P1-and P2, transit, request/regly and
request/confirm delays can be defined as follows:
transit: El isthe passage)of thefirst item of data past point P1

E2 isthe passage of the last item of data past point P2
request/reply: E1.isthe passage of the first item of data past point P

E2 is the passage of the last item of the related reply past
point P1

request/confirm: E1 isthe passage of the first item of data past point P2

E2 is the passage of the last item of a related (intermediate)
confirmation past point P1

Any of the statistical derivations defined in 6.2 may be applied to the time delay
characteristics defined above.

NQTE 2 — One statistical@erivation of particular importance is jitter, which is defined to be the range (minimum|to makimum) o
a specific time delay overthe duration of the communication. For example, jitter is important for data streams in| whitdlonly s
varjations in transit«delays can be tolerated without significant loss of service to the end user. Typical examples @k voice a

vidpo data streams)\Wwhere loss of data is often less damaging than variations in delay.

6.3.3.3 lifetime.characteristic

DEFINEDAS:

The period of time for which the datais valid.

QUANTIFIED AS:

Any time unit.

6.3.3.4 remaining lifetime characteristic

DEFINED AS:

QUANTIFIED AS:

The time remaining before the data ceases to be valid.

Any time unit.

6.3.3.5 freshness (or age of data) characteristic

DEFINED AS:

QUANTIFIED AS:

The time since the data was produced.

Any time unit.
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6.3.3.4 temporal coherence characteristic

DEFINED AS:

QUANTIFIED AS:

|¢——Freshness——p|
Remaining
< lifetime
< L ifetime. S
Time when data Current time Time when data
was produced no longer valid

T0728170-97/d03
Figure 6-2 — Relationship between freshness and lifetime

Indicates whether an action hasybeen performed on each entiy (data item,
value, etc.) in a list within a given time window.

Boolean value which can take the values ‘true’ or ‘false’.

SPECJALISATIONS: There is a range of pessible further specialisations for the tempofal coherence

6.3.3.7 temporal data production coherence characteristic

DEFIINED AS:

QUANTIFIED AS:

6.3.3.§ temporal data transmission coherence characteristic

DEFINED AS:

QUANTIFIED AS:

6.3.3.9 temperal data consumption coherence characteristic

characteristic including temporal data production coherence, tg@mporal data
transmission coherence and temporal data consumption coherence.

Indicates'whether the value of each variable in a list has been prodyced in a given
time window.

Boolean value which can take the values ‘true’ or ‘false’.

Indicates whether the value of each variable in a list has been trgnsmitted in a
given time window.

Boolean value which can take the values ‘true’ or ‘false’.

DEFINED AS: Indicates whether the value of each variable in a list has been cpnsumed in a
given time window.
QUANTIFIED AS: Boolean value which can take the values ‘true’ or ‘false’.

6.3.3.10 spatial consistency characteristic

DEFINED AS: Indicates whether or not all copies of a duplicated list or multiple copies of a list
of variables are identical at a given time or within a given time window.

QUANTIFIED AS: Boolean value which can take the values ‘true’ or ‘false’.

SPECIALISATIONS: There is a range of possible further specialisations for the spatial consistency

characteristic, including timeless spatial consistency, temporal spatial
consistency, etc.
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6.3.3.11 timeless spatial consistency characteristic

DEFINED AS: Spatia consistency where timeis not an issue.

QUANTIFIED AS: Boolean value which can take the values ‘true’ or ‘false’.

6.3.3.12 temporal spatial consistency characteristic

DEFINED AS: Spatial consistency within a time window or at a specific time.
QUANTIFIED AS: Boolean value which can take the values ‘true’ or ‘false’.

6.3.3.13 capacity

DEFINED AS: The amount of service that can be provided in a specified period of 1
QUANTIFIED AS: Since the capacity characteristic can be applied to different types\of

SPEC

6.3.3.1
DEFII

QUAN

NQ
ma|
ne

mu|
ave

Sofe of the ‘specifiers’ defined for time delay can be applied_tosthroughput too. ‘Process’ can be used to di

bitg
typ
If it]
neg
cal
SYS
loa

SPEC

6.3.3.1
DEFII

QUAN
NG

guantified using various units. The quantification of capacity also de
time unit used for the measurement.

JALISATIONS: Throughput.

4 throughput (communications capacity) characteristic

[ TIFIED AS: A rate such as bits/second or bytes/second

essary to identify the time interval over which the rate is defined. By vakyioge can deal with cases where|

rage is met\t large), e.g. video streams versus typical packet-switched data.

/bytes or packets/frames/cells; ‘location’ can define the .channel, e.g. OSI (N)-SAP to peer (N)-SAP; ‘opel|
P of data in question.

ensure that determinism is not degraded. Where throughput is affected by load in the communications syq

tem such as the communications stacks, or in-the network, it is essential for some users to be able to qu
Hing on the throughput.
JALISATIONS: There_is a very wide range of possible further speciaisations f

communications throughput characteristic including, input user data rat
information throughput, application information throughput, sub
throughput, processing capacity, etc.

5 input user data rate characteristic
NED AS: Therate of user data input to a channel averaged over atime interval At.

I TIFIED AS; A rate such as bits/second or bytes/second.
TE — This characteristic is defined for use in circumstances in which the input and output rates to a channg

resource, it is
pends on the

NED AS: The rate of user data output from a channel averaged over a time iMerval

TE — Throughput must be a rate; ‘user data’ should be made explicit in(order to differentiate it from control data used to
hage the channel (e.g. flow control window parameters); the point atéwhich the rate is defined must be igentified; and it is

throughput

5t be maintained essentially constaktt §mall) as well as those where wide variation is permitted so long gs a long-term

stinguish between
ation’ can be the

is important to ensure that queuing or other indeterminate delays do not occur when user information is transfarseds then
d to be able to request their maximum user information throughput for each class of traffic (i.e. degree of urgenitgyso that

tem, or parts of the
antifyothe effects

Or the
b, user
system

| mayediffer (oth
nyetsien ma

than through statistical variation in delay), for example where data-discarding filters are in operation, or data co
plare inthe channel.
Seé¢ also the Note t0 6.3.3.14.
SPECIALISATIONS: There is a very wide range of possible further specialisations, as f
communications throughput characteristic defined in 6.3.3.14.
6.3.3.16 user information throughput characteristic
DEFINED AS: An amount of user information transferred in a period of time.
QUANTIFIED AS: See Note under 6.3.3.14 above.
6.3.3.17 application information throughput characteristic
DEFINED AS: An amount of data transferred between applicationsin a period of time.
QUANTIFIED AS: See Note under 6.3.3.14 above.
ITU-T Rec. X.641 (1997 E)
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6.3.3.18 subsystem throughput characteristic

DEFINED AS: An amount of data transferred over al (N)-associations related to an
(N)-subsystem in a period of time.

QUANTIFIED AS: See Note under 6.3.3.14 above.

6.3.3.19 processing capacity characteristic

DEFINED AS: The amount of processing able to be performed in a period of time.
QUANTIFIED AS: I nstructions/second.

SPECIALISATIONS: There is a very wide range of possible further specialisations for the processing

6.3.3.20 system throughput characteristic
DEFINED AS: An amount of processing performed in a period of time.
QUANTIFIED AS: I nstructions/second.

6.3.3.21 operation loading characteristic

DEFINED AS: Proportion of capacity being used in a particular timeWwindow.
QUANTIFIED AS: Ratio of capacity used to capacity available.
SPECJALISATIONS: There is a very wide range of possible\further specialisations for the loading

characteristic including: association leading, subsystem loading, etc.
6.3.3.22 association loading characteristic

DEFINED AS: Proportion of (N)-association capacity being used in a particular time windpw.
QUANTIFIED AS: Ratio of capacity used to-capacity available.
6.3.3.23 subsystem loading characteristic

DEFINED AS: Proportion of{(N)-subsystem capacity being used in a particular time windgw.
QUANTIFIED AS: Ratio of.eapacity used to capacity available.

6.3.3.24 accuracy characteristic

DEFINED AS: The correctness of an event, aset of events, a condition, or data.
QUANTIFIED AS: Probability.
SPECJALISATIONS: Accuracy is a QOS characteristic of concern to the user, for whom this

characteristic refers to the integrity of the user information only. (The integrity of
headers and similar protocol control information may be the subject of other
characteristics) The accuracy characteristic is specialised in many| ways,
including addressing error, delivery error, residual error, etc.

6.3.3.25~addressing error characteristic

DEFINED AS: An incorrect choice of address(es) used for delivery of data.
QUANTIFIED AS: Probability.

6.3.3.26 delivery error characteristic

DEFINED AS: Delivery of datato an incorrect address.

QUANTIFIED AS: Probability.

6.3.3.27 transfer error characteristic

DEFINED AS: The incorrect transmission of an amount of data.

QUANTIFIED AS: Probability.
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6.3.3.28 allowable error characteristic

DEFINED AS: The amount of errors that may be considered to be acceptable.
QUANTIFIED AS: Probability.

6.3.3.29 resilience characteristic

DEFINED AS: The ahility to recover from errors.

QUANTIFIED AS: Probability.

6.3.3.30 transfer integrity characteristic

DEFINED AS: The amount of datatransferred in atime interval without error.

QUANTIFIED AS: Probability.

6.3.3.31 establishment error characteristic

DEFINED AS: Inability to establish, within a specified time window, a connection or assdciation
that was requested.
QUANTIFIED AS: Probability.

6.3.3.32 recovery error characteristic
DEFINED AS: Inability to recover from an error condition

QUANTIFIED AS: Probability.

6.3.3.33 release error characteristic
DEFINED AS: Inability to release, within a specified time window, a connection or associdtion.

QUANTIFIED AS: Probability.

6.3.3.34 safety characteristic

DEFINED AS: Thelevel of safety of an event, an action or aresource.
QUANTIFIED AS: Vaue or level derived from a safety policy.

6.3.3.35 protection characteristic

DEFINED AS: TFhe security afforded to a resource or to information.
QUANTIFIED AS: Probability of failure of the protection.

NQTE - Protection QOS iS-the degree to which a service provider attempts to counter security threats using sedurity services.

The¢ handling of protection QOS service parameters is a local matter controlled according to the security policy in force.
Prqtection QOS is_not)negotiated between the service users. For an instance of communication, a service uger may indicate its
pratection QOS réquirements to the service provider. A service provider may indicate the protection QOS provifled on an instance
of gommunicationto the service user. The protection QOS provided by the service provider need not be the same as that requeste

by the servicewuser.

In PSI,, any:lower layer protocol exchanges between open systems (referred to as ‘in band’ protocol exchanges) to convey
infgrmatioh about the security services to be selected, are carried in a security association protocol which is|independent of

insfance of communication. This may be carried implicitly by a security label or explicitly by other means.

For further information on the provision of security in the lower layers and the handling of protection QOS, see
ITU-T Rec. X.802 | ISO/IEC TR 13594 — Lower Layer Security Guidelines; and for the upper layers, ITU-T Rec. X.803 |

ISO/IEC 10745 — Upper Layers Security Model.
6.3.3.36 access control characteristic
DEFINED AS: Protection against unauthorized access to aresource.
QUANTIFIED AS: Vaue or level derived from an access control policy.
6.3.3.37 data protection characteristic
DEFINED AS: Protection against unauthorized access to data.
QUANTIFIED AS: Value or level derived from an integrity policy.
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6.3.3.38 confidentiality characteristic

DEFINED AS: Protection against unauthorized viewing of data.

QUANTIFIED AS: Vaue or level derived from a confidentiality policy.

6.3.3.39 authenticity characteristic

DEFINED AS: Protection for mutual authentication and data origin authentication.

QUANTIFIED AS: Value or level derived from an authentication policy.

6.3.3.40 availability characteristic

“Agreed service time” means the aggregate time over which it-islagreed between
service-users and service-provider that service is to be provided:

QUANTIFIED AS: A number in the range (0-1).
For a simple system which has no fault tolerance (or.no redundancly) availability
can be a simple function of reliability and maintainability:

A = MTBF/(MTBF + MTTR)
Scheduled maintenance and/or replacement policies can lead to improved levels
of availability.
For some applications, the availability requirement is specified over| a finite time
interval (e.g. 0.99 over a 30 day.period). This formulation permits a flesign where
repair or maintenance is “not possible during the operational| period; the
availability is then a function solely of the system reliability.
In more complex systems, the availability requirement can be met| even though
some elements ofithe system have failed, by the provision of some degree of
redundancy (e.g.~a communications service may use an alternat¢ routing in a
communications network).
In some(cases it will be sufficient to specify availability, and not neliability or
maintainability. For some systems it may however be necessary to|define a limit
to the length of time for which a system can be out of service, in which case the
‘downtime’ or maintainability characteristic must be specified as |well as the
availability. Since availability, reliability and maintainability are relatefd, it should
never be necessary to specify all three.
NQTE — This is a simplification of the definition in CCITT Rec. X.140, and demands a contractual undersfanding of what
corjstitutes ‘satisfactory?,

SPECJALISATIONS: A number of specialisations of the availability characteristic are pgssible,
including channel availability, connection availability, etc.

6.3.3.41 channel availability characteristic

DEFINED AS: The proportion of agreed service time that the communications challmel is
avartapte:

QUANTIFIED AS: A number in the range (0-1).

6.3.3.42 connection availability characteristic
DEFINED AS: The proportion of agreed service time that a connection is available.

QUANTIFIED AS: A number in the range (0-1).

6.3.3.43 processing availability characteristic

DEFINED AS: The proportion of agreed service time that a processis available.
QUANTIFIED AS: A number in the range (0-1).
18 ITU-T Rec. X.641 (1997 E)
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6.3.3.44 reliability characteristic

DEFINED AS: The Mean Time Between Failures (MTBF) to maintain a defined QOS
requirement.
QUANTIFIED AS: Any time unit.

6.3.3.45 fault containment characteristic
DEFINED AS: Ability to operate in the presence of one or more errors/faults.
QUANTIFIED AS:

6.3.3.46 fault tolerance characteristic

DEFINED AS: ADility 1o minimize the impact of component error/rallure.

Under assumptions regarding the independence of individual failures dnd the
statistical behaviour of the failures, these characteristics can_be-relate. The
reliability of a system is determined by the engineering quality(of the hgrdware
and software design, the quality of the components used and|the environment in
which the system is operated. In principle, the reliability~of a system is fjxed at
design time, but may subsequently be affected by the gperational conditions.

QUANTIFIED AS:

6.3.3.47 maintainability characteristic

DEFINED AS: The duration of any continuous period fof.which satisfactory, or tolerable, gervice
is not available, related to some observition period.

The maintainability of a system is essentially fixed during the design process
although small changes may\be possible subsequently through maiptainer
training, alternative upkeep-and support strategies.

QUANTIFIED AS: Mean Time To Repair (MTTR) — any time unit.

6.3.3.48 precedence characteristic
DEFINED AS: The relative’importance of an object or the urgency assigned to an eyvent.
QUANTIFIED AS: Precedence can be quantified in various ways:

e .as’arank ordering of a set;

s as a measure relative to some reference; or

e in comparison to some other object or event.

SPECJALISATIONS: A number of specialisations are possible, including event precedgnce, resource
precedence, function precedence, etc.

6.4 Fundaniental QOS categories

6.4.1 Introduction

The system and network architectures which have been standardized to date have not fully considered requirements for
specifie-guatities-of-servce—r-effect—theyare-intendedprimarilyfor-general-serrices—H-is—rew-elearthat there are a
variety of application areas where users have a specific policy which must be applied during communications and
processing activities. These policies will lead to the choice of a particular set of QOS characteristics to implement the
requirements.

The concept of @OS category has been developed to allow discussion of the requirements of specific user communities
as to what qualities of service best categorise their requirements. The qualities of service which are identified for each
category are likely to be similar, but each may have a different emphasis. The QOS categories will not be mutually
exclusive; rather a specific community may well demand, say, time-critical, secure and highly reliable systems. A
number of candidate QOS categories have been suggested. The list is not exhaustive, but includes:

. Secure;

- safety critical, i.e. those user environments which require assurances that failures of software and
hardware will not affect the ability to correctly provide services;
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e timecritical,;

« highly reliable, i.e. those user environments where high reliability is essential. This would include those

that require highly reliable components and well as those requiring fault tolerance;
e easytouse
*  extensible/flexible;

*  monitorable/auditable/testable.

It is intended that the characteristics relevant to each category will be identified by standards groups in each category

area.

6.4.2
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Time-critical

he-critical category consists of those user environments which place emphasis on time-related charactefistiq

[TE — Depending on the applications, various aspects may be of importance, like events occurfing-in a give
erence of multiple copies of data within a given timeframe, etc.

Ime traffic, in time-critical communications, a specific time window exists (and is {nder user specifica
) during which one or more specialised actions must be completed with a particulardevel of certainty.

For time-critical communications, the underlying architecture must support he user requirements in state-

event-

applicdtion association.

7.1
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QOS management

Introduction

ber of functions are used to manage the quality of the services provided in a system in order to meet the n
Ind applications. The term QOS management function is used to identify such functions.

e. It is therefore useful to regard them as composed of a number of smaller elements, termed QOS mechd
can be specified independently.) QMFs are then described as being performed by one or more entities op

This

and th
numbe
the sp¢

Specif

provid

00S nlvechanisms in sequence or inparalel.
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ause defines a general-sfructure for QMFs in terms of the phases of the QOS activity in which they are per
e types of QOS mechanism that are brought into play. It defines some general concepts and terminol
r of generic QOS.umechanisms are identified in clauses 8 and 9. Annex A defines a model of QOS as apy
cific case of ©SI.

¢ QMPFs-that are defined to meet identified application or user needs will differ in the types of functig

tion, there is arequirement for temporal and spatial coherence in time-critical data'to be supported in TCCS.
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riven and mixed systems and must alow time-critical and non timde-critical traffic to coexist on th¢ same
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may require many different types of action to be performed: negotiation, admission control and monitoring, for
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during which they are performed, and so on. QOS mechanisms are defined to perform or support a nu

b, the QOS characteristics they affect, the QOS mechanisms they make use of, the entities that perform thrFrn, the
b

er of

types

factivity TefatedtoQOS, mehudimg:
¢ QOS establishment;
e QOS monitoring;
+ QOSadet;
¢ QOS maintenance;
¢ QOScontral;

e QOSenquiry.

NOTE — This Recommendation | International Standard places no obligation on network providers to monitor QOS at any time.
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7.1.1 Phases of QOS activity

QOS-related activities can be categorised into three phases:

Prediction phase: The purpose of this phase is to predict aspects of system behaviour so that entities can
initiate QOS mechanisms appropriately. In this phase entities will typically make QOS enquiries, and the
subjects of the enquiries could include, for example, the current loading of systems elements or previous
levels of QOS achieved,;

Establishment phase: The purpose of this phase is to create the conditions so that desired values of QOS
characteristics are achieved for some systems activity before that activity occurs. In this phase entities
may express requirements for QOS, enter into negotiations or re-negotiations, make agreements on the
QOS to be delivered and the actions to be performed if it degrades, and initiate mechanisms that will be

needed during the operational phase; and

e Operational phase: The purpose of this phase is to honour the agreements made during the establi
phase, or to take appropriate action of that is not possible. In this phase entities perform QQS/imon
QOS maintenance and/or QOS enquiries.

The division into phasesis not intended to suggest that the activities performed as part of a QMF can always be
a smple time-sequence of prediction, establishment and operation: its purpose is to classify, QOS mechanis
practiaal cases, different entities supporting a single activity may require to be in different phases of QOS activity
same time. For example, an establishment phase that requires communications at one layer, to support negotiat
example, may require that the operational phase has been entered at lower layers.

Also, @ QMF does not necessarily require activity in all three phases. In simple ‘best-efforts’ QOS, for example
establjshment phase is used, the operational phase being null as far as QOS is concerned. Furthermo
to mofify or re-negotiate QOS requirements while an activity is in pregress, a subsequent establishm

Shiment
toring,

lit into
ms. In
at the
on for

only the
e, if it is necessar
ent phase can be

entergd in parallel with the existing operational phase. (This appreach avoids the need to define a ‘control’ phase that

would|use exactly the same mechanisms as the establishment phase.)

7.1.2 QOS information

QMFg and mechanisms use and generate information*“relating to QOS, which is @@Oiedformation]

informfation is independently classified according to.its’lise and according to its meaning, as follows:

7.1.3 QOS interactions
QMF4 may be initiated in thrég ways. They may be:
« always operational;

e requested by the user of a service, such as an application-process that wishes to ensure
a cettain level of throughput can be provided; or

e <nstigated by a third party, such as a remote systems manager or a local management pro

QOS

e ltis classified into QOS context when retained in an entity.
QOS parameters when conveyed between entities.

e ltis classified into QOS requirements if it expresses a requirement for QO$.
QOS data if it does not.

for example, that

Cess.

y be initiated by

Simildgrly; QOS mechanisms may be initiated by service-users or third parties. QOS mechanisms mag
servichWW@a@Q&i&gW&c&dV i Talall

In the particular case of communications between two service-users supported by a service-provider, this leads to a set of
interaction requirements between the entities participating in the communications, and a number of potential interactions

are identified, together with some examples of their use:

e service-user(s) to service-user(s): to agree on the QOS at which they will operate and the QOS

required of the underlying service;

e service-user(s) to service-provider: to request the QOS to be delivered by the service, or to modify

the existing QOS;

e service-provider to service-user(s): to convey responses (and indications) to service
convey monitoring information pertinent to t
characteristics of the service;
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e service-user(s) to third party(s): to establish or enquire about the QOS environment,
request monitoring information pertinent to the
environment or to a specific interaction;

and to
QOs

e third party(s) to service-user(s): to inform a service-user of information pertinent to the QOS

environment or a specific interaction;

e service-provider to third party(s): to request assistance in meeting the QOS requirements of

Service-users;

e third party(s) to service-provider: to respond to such reguests.

7.1.4 —Use-of-management-mechanisms

In any|of the phases, QOS activities may be initiated and performed:

« wholly by entities that participate in the normal course of systems activity;

e in part by management mechanisms, which are outside the scope of this Recommendation | Intern
Standard. (For example, in OSl, this would require OSI layer management or' QS| systems manag
or acombination of both.)

7.2 Prediction phase

The prediction phase is concerned with establishing the QOS context by-making relevant enquiries and perf
analys|s to predict the QOS characteristics of the system.

From this, it is possible to calculate any potential perturbation if specific actions are taken, to establish the appr
levelsfor QOS parameters and to check that requests will not conflict with any admission control policies.

7.3 Establishment phase

7.3.1 Introduction

During the establishment phasg, it is necessary)for the parties concerned to agree upon the QOS requirements tha
be mef| in the subsequent systems activity, and to initialise mechanisms to support the operational phase.

This QOS Framework places no ebligations on the parties to reach agreements of any particular kinds relating
particdlar QOS characteristicsAt isfor the parties concerned to identify their QOS requirements and to seek tq
agreements appropriately.

An lishment phase isinitiated by a service-user or third party that wishes to establish (or re-establish or n
requirgments on one‘ar-more QOS characteristics of the activity concerned. The initiator expresses its requirem
terms ¢f QOS reguirement parameters conveyed to the appropriate other entity or entities. In some cases a requirel
simply| imposed-an the other entities, but in others thisis the start of a negotiation process that leads, if successfu
agreement betiveen all the entities concerned on what levels of QOS are to be offered for the characteristicsin q

ational
lement,

Drming

Dpriate

areto

to any
reach

nodify)
ents in
ment is
, toan
Liestion

and ol what*actions are to be taken to monitor or maintain QOS, or to signal changesin what is being achieved.

The process of agreeing QOS requirements is described in 7.3.2. It includes the definition of the semantics of QOS

requirement parameters relating to negotiations and the associated actions. The agreements made during the

establishment phase can result in specific activities being required during the operational phase. There is a relati

onship

between the ability or willingness of a service-provider to perform certain activities and the level of QOS agreement into
which that service-provider can enter in response to a QOS requirements. In particular, agreements between a
service-provider and its service-users which are at the compulsory or guaranteed levels of agreement (see 7.3.2.4) place
a requirement on that service-provider to perform operational phase activities of monitoring and/or maintenance

(see 7.4). A number of negotiation mechanisms are identified in 8.2.

The initialisation activities that may be performed during the establishment phase are described in 7.3.2.5. They i

nclude

the allocation/reservation of resources to the users or providers of the service, and the initiation of mechanisms needed to

support the operational phase, such as monitoring.
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Agreeing QOS requirements

QOS requirement parameter semantics

QOS requirement parameters may have complex semantics, including:

— one or more values of one or more QOS characteristics;

— the role that the value plays in QOS establishment, which may involve negotiation: this role may be:

e an upper or lower limit;
e an upper or lower threshold;

+  an operating target;

In eny
cases,
those

It is t
requir
proba
exam

Limits
neces
and fu

The rd

e an ancillary parameter, such as a bound of some kind used to limit the posSib
negotiation;

— actions to be taken as a result of reaching a limit or threshold; and

— the nature of the agreement that the negotiating parties enter into.

ironments where agreements are typically reached for a given set of QOS characteristics, the ab
of QOS requirements for some of those characteristics may be signalled by the absence of Q
characteristics, or by special parameter values having the meaning ‘unspecified’, or by other mea

p be noted that the value of a QOS characteristic may express “a-statistical as opposed t
bment, such as a limit on the mean throughput (calculated over some specified time window),
pility of error. Such requirements are represented in terms of statistically derived characteristics
le, in 6.2.1.2).

and thresholds with which actions are associated are termed ‘trigger points’. During QOS establi{
sary to impose or negotiate a number of trigger points, together with an operating target, as illustr
rther to determine the actions associated with them.and the nature of the agreement that the part

les, actions and agreements are described in more detail below.

Increasing QOS

A
-1+ Controlled Highest Quality (CHQ) limit

Upper threshold(s)

—1— Operating target

Lower threshold(s)

—1— Lowest Quality Acceptable (LQA) limit

e results of a

sence in particular
DS parameters fol
ns.

b a deterministic
or a target for a
(as defined, for

hment it may be
ated in Figure 7-1
es enter into.

T0728180-97/d04

Figure 7-1 — QOS thresholds and limit

7.3.2.2 QOS trigger points and operating targets

Figure 7-1 illustrates the possible relationships between the values associated with limits, thresholds and the operating
target. A particular QOS requirement may include one or more of such values.

NOTE — This Recommendation | International Standard places no obligation on any system or communications service to
implement any or all of these facilities.
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They are described in terms of ‘high quality’ and ‘low quality’, rather than numerical values, because for some
characteristics high numerical values may correspond to high quality, whereas for others, such as transit delay, high

numeri

cal values may correspond to low quality.

A QOS operating target is a negotiated or imposed level at or near which QOS is agreed to be maintained.

There are two types of limit:

e alLowest Quality Acceptable (LQA) limit, below which the QOS ‘should not’ fall;
e aControlled Highest Quality (CHQ) limit, above which the QOS ‘should not’ go.

The strength of the prohibition against crossing a limit, and the action taken if it should happen, depends on the
agreement entered into, as described in 7.3.2.4.

Threshpolds are identified points at which specific actions are defined. They differ from limits in that

semailp

specifled, and higher quality than any LQA that is specified.

The np

each.[The ‘high quality’ value must represent QOS greater than or equal to the ‘low quality’ value. The

quality

action

there |s one. The general threshold is illustrated in Figure 7-2.

Simpléer thresholds are also possible. They may be defined as subsets of the general threshold defined
actions and/or just one value as opposed to two. In the case of a Single-valued threshold, it is neq
whether the single value is to be understood as ‘high quality’ orYlow quality’, so as to determine t
crossing it that will trigger the associated action.

7.3.2.3

tics that they should not be crossed. Each threshold value must represent lower quality_than

they carry no
any CHQ that is

ost general threshold has two specified values, ‘high quality’ and ‘low quality’, and an action passociated with

‘action on high

" is taken when the high-quality threshold is crossed in the increasing direction; and the ‘action op low quality’ is
taken |when the low-quality threshold is crossed in the decreasing direction. Typieally, one of the acfions is a ‘clear’
of some kind, and this is usually the action associated with the threshold\value closer to the operating target, if

QOS level QOS level
A
High quality
>‘< threshold level
Low quality
threshold level
v

T0728190-97/d05

>< Action point

Figure 7-2 — General threshold

—Aretions-assoctated-with-Hmits-and-threshold
IO TIIrvsnuvuiIusd

A number of possible actions may be taken by either party upon reaching a limit or threshold:

e take no action (for example, following ‘best-efforts’ QOS negotiation);

« modify the operation of the service-provider or service-user so as to attempt to keep within
e store a value for future reference (e.g. for enquiry purposes);

« send a signal, for example ‘warning’ or ‘clear’, to the service-user or service-provider; or

* abort the service.

above, with fewer

essary to specify
he direction of

limits;

NOTE - This Recommendation | International Standard places no obligation on network providers either to monitor achieved
QOS or to clear connections or calls when monitored QOS falls below a given limit or threshold.
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7.3.2.4 Levels of agreement

The term “level of agreement” is used to describe the actions that the service-provider and/or the service-users agree to
take to maintain agreed levels of QOS, as defined in 7.3.2.2 above. The appropriate actions may include:

*  no action;

e monitoring the achieved QOS;

e controlling information flow;

e acting to restrict achieved QOS;

e reserving or reallocating resources;

e warning that limits or thresholds are being crossed;

Given

e suspending or aborting the activity;

« suspending or aborting other activities that compete for resources.

the range of possible actions, very many possible levels of agreement may be defined,\There is

any particular service-provider to support any of these levels.

This

The W
is no
take 4
In the

howe
exam

In the|
barrin

Libclause defines three levels of agreement that may be imposed or negotiated,.namely:
e Best efforts;
e Compulsory; or

. Guaranteed.

eakest agreement is that all parties use BagirEfforts to meet the dsers’ requirements, but understa
hssurance that the agreed QOS will in fact be provided, with\no undertaking to monitor the QO
ny remedial action should the agreed QOS not be achieved if practice.

Compulsory level of agreement, the service must be aborted if the achieved QOS degrades below
er, the agreed QOS is not guaranteed, and indeed.it*may be deliberately degraded and the s
ble to satisfy a higher-precedence demand for service.

) ‘rare’ events such as equipment failure. This implies that the service will not be initiated u

7.3.3

ained within the specified limits.

Knowledge and peréeption of QOS agreements

o requirement on

nd that there
S achieved or to

the agreed level;
ervice aborted, for

Guaranteed level of agreement, the agreed QOS must be guaranteed so that the requested lg¢vel will be met,

nless it can be

Im to deliver the
rts) are aborted or

-guaranteed instances

end of the establishment phase, it will typically be the case that al participating parties have a cgmmon
anding of the grecise QOS agreements that have been reached. However, this QOS Framework does not n

andate

other

n such

it is |mportant to deflne the approprlate speualmnons of the QOS characterlstlcs concerned so that the
relationships between them can be expressed clearly, and to avoid the kind of description in which QOS characteristics
that are really different are represented as ‘the same’ QOS characteristic, which is perceived by different systems to have
different values.

Initialisation mechanisms

The initialisation activities that may be performed during the establishment phase include:

< allocation/reservation of resources to the users or providers of the service;

« initiation of QOS monitoring, for example by setting thresholds;

e setting parameters to be used by the system entities during the operational phase, e.g.

frame length.
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7.4 Operational phase

The task of the operational phase is to honour the agreements on QOS reached during the establishment phase, so far as
is possible, and to initiate appropriate actions whereiit is not.

The principal activities that may be performed during the operational phase include:

—  QOS monitoring, which may be initiated and performed:

wholly by entities that participate in the systems activity whose QOS is monitored, in which case it is
termed ‘local monitoring’;

in part by management mechanisms, which are outside the scope of this Recommendation |

7.5 Supporting services

QMF4 may make use of supporting services provided by management entities.

—  QOS enquiry, by which entities may-request QOS information from other entities.

— QOS alert, by which entities'may inform other entities of events that have occurred.

Lot e |_C4 <l a0 o aYall [l o £ OO | +
MneIrmaturiar otarivuaru - (mnr uic UoT TAATTIVIC,  UIC UotT Ul UOoT TAyTl  TTharmaycirncrit \.r OSI Systems

management, or both, would be ‘monitoring by OSI Management’);

filtering.

NOTE - By their nature, many QOS characteristics cannot be physically, continuously)or directly| monitored. For
example, some characteristics are required to be monitored over extremely long periods in order to [observe sufficient
events on which to obtain statistical consistency.

— QOS maintenance, which is aimed at maintaining QOS at acceptable levels; QOIS maintenance
mechanisms include:

resource allocation;

admission control, i.e. direct control of the rate or 4imes of admission of data at an interface, for
example to a communications channel;

tuning, i.e. compensatory adjustments of the operation of locally communicating entities, such as
those in adjacent OSI layers;

synchronization;

filtering.

One method of providingsgeneral-purpose management is by OSI Systems Management, which can support QOS as

follows:

— QOSrenquiry and QOS alert between entities in different systems are supported hy management
operations and notifications. For these purposes it is necessary to define the management capability of the
entities in the form of managed object definitions, as defined in the Management Information Model,
CCITT Rec. X.720 | ISO/IEC 10165-1 and the Guidelines for the Definition of Managed Objects
(GDMO), CCITT Rec. X.722 | ISO/IEC 10165-4.

— Comprehensive monitoring functions are provided by managed objects of the classes defined for
Performance Management in the Systems Management Function standards, for example:

Metric Objects and Attributes, ITU-T Rec. X.739 | ISO/IEC 10164-11;

Summarization Function, ITU-T Rec. X.738 | ISO/IEC 10164-13.

— Scheduling of activities is supported by the Scheduling Function, ITU-T Rec. X.746 | ISO/IEC 10164-15.

— Time synchronisation between systems is provided by the Time Management Function,
ITU-T Rec. X.743 | ISO/IEC 10164-20.

QMFs may also make use of supporting services provided for distributed processing, such as those specified in ODP.
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General QOS mechanisms

Introduction

This clause classifies a number of QOS mechanisms that can be used to meet the requirements identified in the previous
clauses. They are general mechanisms in the sense that they could, in principle, be applied to any QOS characteristic,
rather than being specific to any particular QOS characteristics. The management of particular QOS characteristics is the
subject of clause 9.

The mechanisms will in general be triggered in one of two ways:

« theinput of QOS requirements from another entity, in the form of QOS parameters; this may signal new

in the
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resources available for the provision of a service; or

e the detection of a condition requiring action, for example the fact that a QOS measure crosse
threshold or reaches some limit for which an action is defined (see 8.3.2).

Prediction phase mechanisms
ion phase mechanismsinclude those for:

e enquiries of historical information on QOS measures which reflect prévious levels of QOS achievel

e analysisof historical information on QOS measures which reflect previous levels of QOS achieved

e prediction of QOS characteristicsin the system (i.e. completion time);

< calculation of potential perturbation if specific QOS requirements are requested and granted;

e evauation of levels of QOS parameters to be requested in the establishment phase; and

«  checking that requests will not conflict with agdimission control policies.

Establishment phase mechanisms

Introduction
shment phase mechanisms includethose for:

e assignment of operating targets, limits or thresholds for particular QOS characteristics, and agree]
actions to be taken (if'any) if the QOS is not maintained; and

e initialising conditions or mechanisms needed during the operational phase.

Signment of operating targets, limits or thresholds (‘levels’) for particular QOS characteristics may ta
ays. The initiator may simply impose a value for a particular level without negotiation by simply
ponding.party. Alternatively, a negotiation mechanism may be used. In general, the type of negot
ay be-used will depend of the semantics of the QOS requirement.

8.3.2

b sOme

ng the

ke place in
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ation mechanism

Negotiation mechanisms

Negotiation mechanisms are used to establish operating levels for QOS characteristics and to agree on the actions to be
taken if these levels are not maintained. They are typically used in the establishment of communications and play a part
in determining which mechanisms are used in the operational phase. They may just require the participation of two
interacting parties. For bilateral (peer-to-peer) communications, in the general case they require the participation of three
parties (two service-users and a service-provider) and are therefore also descriliede-psry negotiation
mechanisms.

In the case of multi-peer communications, QOS characteristics need to be agreed on between the sender, the
service-provider and multiple receivers. Depending on the application, a value of a particular characteristic may be
agreed on between the sender, the service provider and each individual receiver independently or between the sender, the
service provider and all receivers jointly. This leads to a classification of QOS negotiation mechanisms into those for
‘connection-wide’ and those for ‘receiver-selected’ negotiation.
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In principle, any characteristic may be subject to either style of negotiation, depending on the particular application that

is to be supported. Throughput, for example, might be negotiated ‘connection-wide’ where it is important that all parties
should receive the data transmitted by a single party without loss. On the other hand, if loss of data can be tolerated,
throughput could be negotiated separately for each receiver by ‘receiver-selected’ negotiation. In such circumstances,
filters’ that control QOS characteristics by suitable processing (e.g. intelligent frame discarding) can be used during the
operational phase to process the sender’s flow to match the needs of individual receivers. This is an example in which
negotiation affects the choice of mechanisms used during the operational phase.

Similarly, in many cases transit delay would be negotiated separately for each sender-receiver pair, but for some
applications it could be a requirement that synchronisation had to be maintained across all receivers. This would require
transit delay to be equally bounded at all receivers and so a connection-wide value would have to be negotiated. In this
case, selective buffering could be used to control the QOS achieved.

Negotratiommechantsms—are—inherentty—asymmetricinmthatome—partynitiates—themand—one—party-ferminates them.

Howeyer, this does not imply that the requirements of any party are given greater weight than those 0f|the other(s): it is
possiljle to construct negotiation mechanisms that allow the parties to express their requirementsyin terms of ranges of
acceptable values and derive from those ranges an operating target acceptable to all.

8.3.3 Resource allocation

The eptablishment phase may invoke mechanisms to allocate resources, such as buffers, circuits, chanpel capacity and s
on, to|service-users and/or service-providers. Resources may be allocated in a deterministic fashion, ip which case they
are reperved for the activity in question, or statistically, in which case they are-shared with other activities on the basis

that the total available is estimated to be sufficient to meet all the needs, dbarring rare events. The fesources may be
allocafed once and for all as part of the establishment phase, or they may be subject to re-allogation during the

operational phase, for example to counteract a detected degradation of QOS or to support a higher-priecedence activity.
Mech@nisms for resource allocation are subject to separate standardisation.

8.34 Initialisation mechanisms

In pripciple, any of the operational phase mechanisms_described below might require initialisagion during the
establishment phase.

8.4 Operational phase mechanisms

This subclause describes operational phase mechanisms to support:
¢ QOS monitoring;

¢ QOS maintenance;

¢ QOS enquiry;

e QOS alert.

8.4.1 QOS monitoring

QOS monitoring maybe initiated and performed:

«  Wholly by entities that participate in the normal course of the systems activity whose QO§ is monitored,
in which case it is termed ‘local monitoring’.

«  In part by management mechanisms, which are outside the scope of this Recommendatipn | International
Standard. (In the OST example, this 1S termed monitoring by OSI Management.)

Monitoring mechanisms will need to be invoked by a service-provider if the service-provider has agreed to provide
compulsory or guaranteed levels of QOS.

In OSI Management case, monitoring functions are specified in terms of managed object definitions corresponding to
the resources that are being monitored. Information can be requested using operations to read attributes, or more
generally to perform ‘management actions’ that may be defined specific to the monitoring requirement. Unsolicited
information can be generated in the form of notifications.

Monitoring may be scheduled through the use of scheduling packages in the managed object definitions (as defined in
Definition of Management Information, CCITT Rec. X.721 | ISO/IEC 10165-2), or the Scheduling Function,
ITU-T Rec. X.746 | ISO/IEC 10164-15. Time values may be synchronised between systems through the use of the Time
Management Function, ITU-T Rec. X.743 | ISO/IEC 10164-20.
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Additional control over monitoring may be achieved by using metric objects (as defined in Metric Objects and
Attributes, ITU-T Rec. X.739 | ISO/IEC 10164-11, and other systems management function standards), to report
information regularly and to detect and signal threshold-crossing events.

NOTE — This Recommendation | International Standard places no obligation on network providers to monitor QOS at any time.

8.4.2

QOS maintenance

The objective of QOS maintenance isto maintain QOS at acceptable levels. QOS mai ntenance mechanisms include:

e  resource allocation;

e admission control, i.e. direct control of the rate or times of admission of data at an interface, for example

to a communications channel;
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e output control;

e tuning, i.e. compensatory adjustments of the operation of adjacent layers;
e synchronisation;

o filtering.

Resource allocation

ed in 8.3.3, resource alocation mechanisms are typically invoked during ‘the establishment phase. Hg

S or to support a higher-precedence activity. In the former case, they’ may be coupled with tuning mech
1.2.4 below).

Admission control

sion control mechanisms limit the acceptance of requestsdor service from user entities in order to ensy
Ces are not overloaded or that existing timing constraints'are not disrupted and accepts the users’ reques
huests can, potentially, be met.

Output control

t control mechanisms limit the transfer of data to user entities in order to ensure that their re
aded or that transfers are strictly timed.

Tuning mechanisms

aintenance of QOS at a ‘certain level is subject to QOS tuning. A control system is needed which

the difference between the desired and the measured QOS and allows feedback to the system to be tur

This subclause definestaymechanism for tuning the service provided by QOS to achieve the QOS reqy
since ROS may change dynamically due to various reasons (e.g. resource bottlenecks, additional servi
implefnentation of-a‘tuning mechanism is useful either for service designers to realise service guaranteq

Wever,

bes may be subject to re-allocation during the operational phase, for example to counteract a detected degradation

AN SMs

re that
s when

psources are not

takes account of
ed.

ested by the user,
Ce users, etc.). The
s and for external

QOS tuning indhe' case of services having no tuning mechanisms (e.g. to achieve well-defined perforfnance conditions

for vefification.experiments).

The tyning mechanism takes place while the system works and needs real-time calculation.

8.4.2.4.1 System internal tuning

A feedback loop has been introduced for the control of the internal system performance. The service provider will tune a
certain internal performance to a particular value to achieve the negotiated QOS.

The following operations for system internal tuning have to be performed:

a) calculate required system performance from negotiated QOS;

b) identify (measure) actual system performance;

c) calculate the difference between the required system performance and the measured system performance;

d) reset system facilities to achieve required system performance (negotiated QOS).
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Figure 8-1 — System internal tuninginechanism

8.4.2.4.2 System external tuning

System external tuning is applied to systems without'system internal tuning. The negotiated QOS will bg controlled from
the uger point of view, i.e. the calculation of the performance difference is done in QOS terms. Therefore, external
tuning explicitly serves user requirements. The>disadvantage of this mechanism is that QOS to SP|and SP to QOS
mappings are necessary. This may be provided by relationships established by user experience.

The operations included in the system external tuning mechanism are:
a) measurement of theservice-relevant performance parameters (e.g. end system or transfef service);
b) translation to Q@S values;

c) calculation-of-QOS differences; and

d) influence.of QOS-related components (end system or transmission service).

8.4.2.§ Synchronization mechanisms

The operational phase may invoke mechanisms to:

«distribute Timing informafion (e.g. reference clock);
e synchronise actions or events;

« ensure other forms of coherence and consistency are implemented.

8.4.2.6 Filtering mechanisms

Filtering mechanisms are mechanisms that transform data items being transferred in order to alter some of their
properties related to QOS and thereby assist in maintaining QOS. Examples include compression and intelligent
discarding, both of which can reduce the requirement for raw throughput and therefore enable systems to use
lower-capacity channels. Some types of filtering involve trade-offs between a number of QOS properties: discarding, for
example, may reduce image quality in order to meet timeliness requirements.
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Figure 8-2 — System external tuning me¢haism

QOS enquiry and QOS alert mechanisms

enquiry and QOS alert mechanisms are performed:\by management entities to retrieve managgement information

relating to QOS and to notify changes to QOS characteristics, respectively. Where OSI systems management is used to

suppart QOS enquiry or QOS alerts, it is necessaryto define the management capability of the entiti
hped object definitions, as defined in the Management Information Model, CCITT Rec. X.720 | ISO/IEC 10165-1
e Guidelines for the Definition of Managed-Objects (GDMO), CCITT Rec. X.722 | ISO/IEC 101654.
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Dynamic communications scheduling mechanism

iour of the network is changing dynamically.

hic communications scheduling mechanisms include those for providing:
»  PDU prioritization;

« temporaland spatial coherence; and

e dynamic PDU scheduling.

Specific QOS requirements

bs in the form of

hic communications scheduling mechanisms may be required in the operational phase to endure that the time
constraints or timeliness specified\by users are respected in the delivery of messages in circumsta

ces in which the

9.1
This s

9.1.1

QOS requirements related to single QOS characteristics
ubclause discusses a number of QOS requirements specific to particular QOS characteristics.

Time window requirements

Time window requirements are fundamental to the Time Critical QOS category. In general, a time window requirement
is a requirement that a particular time delay t shall fall within a given range, that is to say it is a requirement with two
parametersdin and kax, such that:
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9.1.2 Throughput requirements

In general arequest for a particular throughput is meaningless without information about the offered traffic. Depending
on the exact requirement, the additional information may include values of peak, average and burst duration for either or
both of bits/bytes and packets/frames/cells. (It should be possible to express these as values of an appropriate throughput
characteristic, plus a time period.) Specifically, throughput negotiation mechanisms will often require such additional
information to be carried and processed appropriately.

9.1.3 Latent failure detection requirement

Latent failure detection is a requirement fundamental to a wide variety of system categories. It relates to detection
mechanisms associated with characteristics which have a bearing on the overall system reliability, stability, etc. By
measuring selected charactenstlcs and comparl ng the r&eults with predeterml ned threshol ds Iatent fa|Iure detection may
be perf

Latent|failure detection may involve a number of mechanisms:

a) Monitoring and analysis of potential perturbation mechanism;
b) Early warning mechanism;

¢) Admission control mechanism; and/or

d) Output control mechanism.

9.1.4 Indication of potential perturbation

It is ajrequirement that any perturbation of a system due to the addition of, or chahge to, an application progess be
indicated so that appropriate action may be taken.

Specifically, prediction mechanisms shall be defined and the interactions of such mechanisms with the various elpments
of the RQOS model (see clauses 5 and 6) will need to be appropriately expressed.

The Parturbation Prediction Function predicts potential perturbationsand indicates the degree of the potential problems.

9.2 QOS requirements related to multiple characteristics

The mpst general requirement for QOS is a combination'of QOS requirements for individual QOS characteristics|where
the conbination is tailored to the particular requirements of the application. To assist in specifying such combinations,
this supclause identifies the following common cases.

e bulk data: high throughput, low error rate;
e interactive: low delay, low error rate;

e isochronous: high throughput, constant delay;
e timesensitive: constant delay, fixed throughput.

10 QOS verification

10.1 Introdiiction and stages

QOS vyerification is the process of comparison of requested QOS with observed and measured QOS in one or more of
the dedign/implementation,_testing and aperational phases of a given service,

The lifecycle of an implementation of a serviceis divided into three major stages, in which each stage involves particular

tasks needed for QOS verification. In the first stage, the service design stage, it may be a requirement to verify that a

given service design specification fulfils the desired QOS requirements as expressed by the service users. In the second,

the testing stage, the conformance verification of a service implementation to its specification could also include the

measurement and control of System Performance (SP) parameters. During the final stage, service operation, there could

be on-line verification that the actual QOS provided to the service users matches the QOS agreed within the service

contract. For this task to be accomplished, the service under consideration would have to implement mechanisms for

real-time monitoring, managing and tuning of its QOS.
NOTE 1 — There is no obligation that a given service has to provide such mechanisms. The service user is responsible for
determining whether that service has such a capability.

NOTE 2 — The service lifecycle stages described above do not correspond to, and should not be confused with, the phases of QOS
activity defined in clause 7.
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10.2 QOS verification concepts

Achieved QOS is dependent on the performance of the (underlying) system/network used. Therefore any QOS

statements from service suppliers depend, in turn, on the specific SP of the service.

QOS verification includes the comparison of requested (agreed) and measured (calculated) QOS. A QOS verification

statement is formulated as follows:

IF (SP constraints) THEN (QOS requirements)

and means: all QOS measures conveyed as parameter values (or parameter ranges or mean values) are to be verified after
the network has been controlled according to the SP constraints specified (see Figure 10-1). SP constraints are Boolean

functions which take on the value frue if QOS measures are found to satisfy user-specified relationships.

QOS verification statement

\ 4 A
Provided
QOs SP used

Service Under Test (SUT)

TO728220-97/d08

Figure 10-1 — QOS verification'statement

11 Conformance, consistency and compliance

11.1 Conformance and the inter-relationship of standards

In thelinformation technology environmenty.conformance is a property which is claimed by suppliers of i

mplementations

of parficular standards (i.e. protocol standards or other specifications). This QOS Framework is not itsglf a specification

to which an implementation will be expetted to conform, but it is intended to be used as a reference tex
specifjcations. Hence, there is no/Conformance to this Framework.

on QOS by such

Relatipnships between standards themselves are of a different kind and are described using a diffgrent terminology.

Thus,|the nature of the relationship between this QOS Framework and service, protocol and other

standards which

referepce it is such that‘coenventional clauses of conformance do not satisfy the need. The relationship is therefore

expregsed using the~cencepts of consistency and compliaides definitions and statements below

utilise the

definifjons of the approved commentary. Since the relationships between this framework and other frameworks, models,

services and protocols which reference it are relationships of consistency and conformity as described

below, there is no

confofmance_tovthis framework. Any verification will be carried out by examination of ITU-T Reconmmendations |

InternptionalyStandards which reference it.

11-2 DCﬁll;t;UllD

11.2.1  Consistency

A ‘referencing’ ITU-T Recommendation | International Standard is said to be consistent with a ‘referenced’ ITU-T
Recommendation | International Standard if the reference in the ‘referencing’ document does not alter the meaning of the

‘referenced’ standard.

2) These are derived from the approved interpretations of the OS| Basic Reference Model (see ITU-T Rec. X.200 | ISO/IEC 7498-1).
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11.2.2

Compliance

A ‘referencing’ ITU-T Recommendation | International Standard is said to comply with the applicable requirements of a

‘refere

nced’ ITU-T Recommendation | International Standard if the following are true:
a) the ‘referenced’ ITU-T Recommendation | International Standard specifies requirements

(using the verb

‘shall’) which are applicable to the type of ITU-T Recommendation | International Standard of which the

‘referencing’ ITU-T Recommendation | International Standard is an instance; and

b) the ‘referenced’ ITU-T Recommendation | International Standard includes a compliance clause to clarify
which requirements apply to the type of ITU-T Recommendation | International Standard of which the

‘referencing’ ITU-T Recommendation | International Standard is an instance,

i) either the ‘referencing’ ITU-T Recommendation | International Standard contains a claim of

compliance to the ‘referenced’ ITU-T Recommendation | International Standard; or

11.3

11.3.1

The s
Frame
compl

Standprds in order to minimise inconsistency and ambiguity.

11.3.2
An ar
claims

‘This

The 14
Framd

11.3.3
11.3.3

An ar
state:

‘This architecture, framework or multi-layer model is compliant with the QOS Framework in that it descr

and

11.3.3

exten]i this QOS Framework shall state the applicable elements-of those set out in the list below:

i) it is possible by inspection of the ‘referencing’ ITU-T Recommendation | Internatiana
verify that the applicable requirements have been fulfilled.

Application of consistency and compliance requirements

General

ubclauses below set out how ITU-T Recommendations | International Standards which refe
work may apply the concepts of consistency and compliance defined above. Statements of ¢
ance with this QOS Framework should be present in referencing ATU-T Recommendations

Consistency

Chitecture, framework, multi-layer model, single layer model, sérvice definition or protocol spec
consistency with this QOS Framework and other QOS ITU-T Recommendations | International

architecture, multi-layer model, single layer model,.8ervice definition or protocol specificition}

a) uses the concepts established by the Q@S Framework with identical definitions and terr]
following terms...;

b) extends the concepts established:by the QOS Framework for the following terms...;
c) defines the following concepts¢:

st element in the list above should‘be used when a term is used in a different sense from that con
work.

Compliance

1 Compliance of anaarchitecture — Framework or model

Chitecture, framework or multi-layer model that is compliant with and which refines this QOS Fr

echanisms’which are defined in the QOS Framework’.

2 ~Cempliance of a protocol specification

| Standard to

rence this QOS
bnsistency and/or
| International

fication which
Standards which

ninology for the

tained in this QOS

amework shall

bes operations

A prot

ocol detinition that Is compliant with this QOS Framework shall state:

‘This protocol definition is compliant with the QOS Framework in that it describes functions which pertain to a
particular layer as specified in the relevant clause of the QOS Framework’.

11.4

Consistency and compliance with ITU-T Rec. X.200 | ISO/IEC 7498-1
a) This framework is consistent with ITU-T Rec. X.200 | ISO/IEC 7498-1.

b) This framework is compliant with subclauses 5.10, 7.2, 7.4, 7.5 and 7.6 of ITU-T
ISO/IEC 7498-1.

3) The statement would delete those terms which are napplicable.
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Annex A

The model of QOS for OSI
(Thisannex forms an integral part of this Recommendation | International Standard)

Introduction

The model of QOS for OSI defines the architectural principles, the concepts and the structures that underlie the
provision of QOS in OSl. The model does not itself specify any of the QOS parameters of QOS information that are
exchanged when QOS is being established.

Together with the contents of clause 6, the model of QOS for OSl provides the basis for the application to OS| of

clausef
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b/, 6 and Y, 1N order 1o speciTy the provision and management of QUS of OS5I communications.

Architectural principles

bdel of QOS for OSI builds on the concepts of the OSI Basic Reference Model, and those of the OSI Mana
vork.

pdel considers two classes of entities that take part in the management of QOS in open(Systems:
e system QOS entities (entities which have a system-wide role); and
* layer QOS entities (entities associated with the operation of a particula~(N)-subsystem.

bsystem QOS entities are those that coordinate the response to the requirements imposed on the system.
ntities interact with layer QOS entities to monitor and control the péfformance of the system. In additio
hplement managed objects, as a means by which systems management entities may interact with the provi
N the system.

yer QOS entities implement direct control of protocol entities, etc., that are necessary for support of th
tions made by the system. In so doing, they respond to the‘control imposed on them by the system QOS ¢
by hegotiate with their layer service's user, and their immediate inferior service provider about the
ed upon them.

A.1 shows the relationship between the system QOS entities and the layer QOS entities. In
nship with the (N)-QOS-entities, the system QOS entities also have a relationship with the (N)-
e (N — 1)-service-provider [(N)-QOS-entities are not (N)-entities in the sense of the OSI Basic Re
btail of this relationship is not considered when modelling the (N)-layer.

(N)-service user

System
QO0s
entities

(N)-QOS-entities

hement

System
n, they
5ion of

e QOS
ntities,
requirements

addition, to their
service-user and
ference Model].

(N — 1)-service provider

Figure A.1 — The relationship for system to layer QOS entity

T0728230-97/d09

Some of the QOS entities may be empty (i.e. they may not perform any function related to QOS management) in open
systems conforming to particular sets of OSI standards; there is no requirement that every QOS entity has to be present
in every layer. Hence, particular real open systems may be configured to have only a subset of the most general
collection of QOS entities described in this subclause.
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A3 Motivation for the provision of QOS

A system that implements measures for specifying, controlling, and monitoring the QOS on its connections is
responding to an enterprise requirement for predictability of some aspect or other of its communications. This
requirement is represented in system policies; these policies establish the constraints under which all operations of the
system may perform.

In turn, these system policiesimply layer policies, which apply at each layer of the protocol stack.

Figure A.2 shows the overall model of the way in which provision of a service may respond to the requirements of the
service users. There are two overall control inputs to the service provision:

* theuser's QOS requirements, which establish initial conditions for the provision of the service; and

. the result of ohservation of the pnrfnrmnnr‘n of the communication system which pro /ides feedback

which may cause the network to re-establish the parameters under which it operates.

User

QOS requirements

A4

Communication

Observations
> system

T0728240-97/d10

Figure A.2 — The requirement for QOS

A4 Information flows in the model

A4.1 Information exchanged

The fqllowing kinds of QOS related information elements are conveyed between QOS entities, in QOS parameters:

« QOS requirements:(A)statement of requirement on one or more QOS characteristics. A example is the
set of QOS parameters used in the negotiation of QOS at a particular (N)-SAP.

e QOS data: QOS’data is QOS information other than QOS requirements. It includes meagures, warnings,
requests forinformation, etc.

The term (N)-QOS&4equirements is used to mean QOS requirement parameters that are conyeyed across an
(N)-sdrvice-boundary or between entities within an (N)-subsystem.

AA4.2 Infermation flow at an (N)-service-boundary

In genetral, the (N)-service-user and the (N)-service-provider exchange QOS related information. Figures A.3 and A.4
provide a typical example of the fflow of QUS requirements at an (N)-service-poundary for unconiirmed and confirmed
(N)-service-facilities respectively (the example is taken from existing OSI service standards); however, Figures A.3 and
A.4 are not intended to cover all possible cases.

A4.3 Information flow inside an (N)-subsystem

Figures A.5 and A.6 provide an overview of the flow of QOS requirements between and within (N)-subsystems for both
the outgoing and the incoming case (such information flows are described in detail in A.5.7 and A.5.8).

The flow is said to be outgoing when QOS requirements expressed at some point in an (N)-subsystem give rise to either:

e (possibly modified) QOS requirements passed to the (N — 1)-subsystem across the (N — 1)-service-
boundary; or

e (possibly modified) QOS requirements being conveyed to the peer (N)-subsystem in (N)-protocol.
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Figure A.3 — Example of flow of QOS requirements in an
unconfirmed (N)-service-facility
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Figure A.4 — Example of flow of QOS requirements in a confirmed (N)-service-facility

Conversely, the flow is said to beJincoming when an (N)-subsystem receives QOS requirements either:
e from the (N.£-1)-subsystem, across the (N — 1)-service-boundary; or

« containéd)in (N)-protocol conveyed from a peer (N)-subsystem.

Each pf the flows, 'shown in the Figures A.5 and A.6 has a corresponding ‘reverse’ flow, which occurs{when the entity
receiving thesQOS requirements determines that it cannot meet them. In that case, the responsibility|for action passes
back to the previous entity in the flow.

Additiorratty; the—{N)=subsystermitsetf Tmay mitiatecoming—or outgoing—flows - without TefatedTequirements  passing
across the (N — 1) or (N)-service-boundary respectively. Such a situation arises when one of the entities in the
(N)-subsystem detects a change in achieved QOS of such magnitude that intervention is required. Events of this type can
be triggered by QOS monitoring functions in the (N)-subsystem or as a result of interactions with layer or system
management. In these cases, Figure A.5 without the upper exchange between the (N)-service-user and the (N)-PCF may
apply. Similarly, Figure A.6 can apply without the lower exchange between the (N — 1)-service-provider and the (N)-
PCF.

Figures A.5 and A.6 show a decomposition of the (N)-subsystem into (N)-PCF, (N)-QCF and (N)-PE, the roles of which
are explained in detail below. This decomposition represents a finer level of description than that used in layer service
definitions, and the entire flow between (N)- and (N — 1)-subsystems is regarded as conveyed in (N — 1)-service-
primitives, whether it is modelled in this subclause as passing between (N — 1)-PE and (N)-PCF, or between (N — 1)-
PCF and (N)-PE.
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—> Flow of QOS-requirements
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the QOS requirements cannot be met

Figure A.5 — Outgoing flow of QOS requirements inside an (N)-subsystem

(N)-subsystem
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Figure A.6 — Incoming flow of QOS requirements inside an (N)-subsystem
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