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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members
of ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of ,inf
te¢chnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
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ernational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Par

e main task of the joint technical committee is to prepare International Standards. Draft Intg
hndards adopted by the joint technical committee are circulated to national bodies for voting. Publi
International Standard requires approval by at least 75 % of the national bodi€s casting a vote.

ention is drawn to the possibility that some of the elements of this document may be the subject
hts. ISO and IEC shall not be held responsible for identifying any-orall such patent rights.

D/IEC 13156 was prepared by Ecma International (as €CMA-387) and was adopted, und
ecial "fast-track procedure"”, by Joint Technical Committee dSO/IEC JTC 1, Information technolo
h its approval by national bodies of ISO and IEC.

is second edition cancels and replaces the first edition (ISO/IEC 13156:2009), which has been te
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uction

This International Standard specifies PHY, MAC and PALs for flexible and heterogeneous multi-Gigabit
Wireless Personal Area networks. The heterogeneous network consists of two types of devices (Types A
and B) that can fully coexist and interoperate but at the same time are able to operate independently. As a
result this standard enables a wide range of different implementations and applications ranging from simple
and low-power data transfer at short ranges, suitable for handheld devices, to high-rate multimedia streaming

at longe
points, W

The Typ
including
multi-lev
and low

Type A
respectiy
which m

This Intg
provides
provisior]

Multiple
sublayer|
and USH

distances, When ataptive anenna alrays are empioyed. Appiications mciude Sync-and-Go, ACC
ireless desktops and docking stations and uncompressed video streaming.

b A device is designed to be the high-end, high-performance device and provides many featur
high data rate, longer range, robustness against multipath, support for adaptive antenha-arrays al
b| Q0S. On the other hand, Type B devices, designed for handheld devices, are simpler, low pow
Cost, while offering high data rates.

and Type B devices offer data rates up to 6,350 Gbps and 3,175 Ghps.in a single chann
ely. This International Standard defines four frequency channels with Separation of 2,160 GH4
py be bonded to each other to increase the data rates by a factor of 2y, 3.0r 4.

brnational Standard defines a single decentralized MAC protecol for both device types, wh
interoperability and coexistence for the device types and features high bandwidth efficiency, Q
s, and spatial reuse capability (Figure 1).

PALs can reside on top of the MAC layer, which interact with the MAC layer through a multiplexi
(MUX). This edition of ISO/IEC 13156 provides an HDMI PAL as well as information regarding IR
PALs.

SS

ES

er

1. HDMI

is the registered trademark of the HDMI LLC.
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HDMI PAL mEa PAL, - >
MUX
y
5 MAC OMIE
= MLME Device
~ <11 MAC Layeg \<—»Management
Q ® ® : Entit
< Managemept Entity y
=
y y
o Type A Type B
()
= | PLcP PLCP PLME
- - » PHY Layer -= >
I Type A Type B Management Entity
o PHY PHY A
| |
Antenna
Figure 1 - Protocol structure
NQTE The DME, MLME, PLME, and PALs (except the HDMI PAL) are outside the scope of this Intgrnational
Standard and all references to these are informative.
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INTERNATIONAL STANDARD ISO/IEC 13156:2011(E)

Information technology — Telecommunications and
information exchange between systems — High rate 60 GHz
PHY, MAC and PALs

1 Scope

THis International Standard specifies a physical layer (PHY), distributed medium access cantrpl (MAC)
suplayer, and an HDMI protocol adaptation layer (PAL) for 60 GHz wireless networks.

2| Conformance

Caonforming devices of Type A, B or C shall implement the MAC sublayer and the PHY layer faind may
implement the HDMI PAL as specified herein.

3| Normative references

THe following referenced documents are indispensable for theapplication of this document. Hor dated
references, only the edition cited applies. For undated referénces, the latest edition of the referenced
dgcument (including any amendments) applies.

ISP/IEC 8802-11:2005/Amd.6, Information technology) — Telecommunications and infofmation
exchange between systems — Local and metropolitafyarea networks — Specific requirements|—
Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specificationd —
Amendment 6: Medium Access Control (MAC) Security Enhancements

IEEE 100, The Authoritative Dictionary of IEEE Standards Terms, Seventh Edition

4 Terms and definitions

Fqgr the purposes of this document, the following terms and definitions apply. For terms and definitions
ngt defined in this Clause, thesterm and definitions given in IEEE 100, The Authoritative Dictijonary of
IEEE Standards Terms, Seventh Edition apply.

4.1
Be¢acon Group
BG
sett of devices“from which a device receives beacons that identify the same beacon period start time
(BPST) as the'device

4.p
BI)acon Period

B
period of time declared by a device during which it sends or listens for beacons

4.3

Beacon Period Start Time
BPST

start of the beacon period

4.4
channel
medium over which cooperating entities exchange information
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4.5
data integrity
assurance that the data has not been modified from its original form

4.6
device
entity containing an implementation of this International Standard

4.7

Distribpited Reservation Protocol
DRP
protocol| implemented in each device to support negotiation and maintenance of channel timpe
reservatjons binding on all neighbours of the reservation participants

4.8
Equivalent Isotropic Radiated Power
EIRP
amount |of power that a theoretical isotropic antenna (that evenly distributes ‘power in all directior]s)
would emit to produce the peak power density observed in the direction of maximum antenna gain

4.9
Equivalent Isotropic Received Power
EIRXxP
amount |of power that a theoretical isotropic antenna (that evenly receives power in all directior]s)
would rdceive

4.10
extendgd beacon group
union offa device's beacon group and the beacon groups of all devices in the device's beacon group

4.11
frame
unit of dpta transmitted by a device

4.12
frame protection
security| service provided for a-~frame, including (but not limited to) payload encryption, messapge
authentication, and replay attack-protection

4.13
MAC clfient
entity albove the MAC_sublayer that generates MAC service data units for delivery to correspondipg
entities |n other devices, and receives MAC service data units from such entities

4.14
MAC Cpmidand Data Unit
MCDU

unit of data exchanged between peer medium access control sublayers in order to manage medium
access control functions

4.15

MAC Protocol Data Unit

MPDU

unit of data exchanged between two peer medium access control sublayers using the physical layer

4.16

MAC Service Data Unit

MSDU

information that is delivered as a unit between medium access control service access points (SAPS)
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4.17

Master-Slave Pair

MSPr

device-to-device link in which a first device acts as the master (initiates polling) and a second device
acts as a slave (responds to a polling inquiry)

4.18
Message Integrity Code
MILC
cryptographic checksum generated using a symmetric key that is typically appended to data’in| order to
prpvide data integrity and source authentication similar to a digital signature

4.119
ngighbour
arnly device in a device's beacon group

4.0

rej[servation
ngmed set of one or more medium access slots (MASs) within a superfraime during which a dgvice has
preferential access to the medium

4.p1
relservation block

onle or more temporally contiguous medium access slots (MASs) within a reservation not adjacent to
other MASs in the reservation

4.p2
sgcure frame
frgme in which frame protection is applied

4.p3
stream
ical flow of MSDUs from one devicé to one or more other devices

4
perframe
riodic time interval used. 'in/this International Standard to coordinate frame transmissions petween
vices, which contains_a‘beacon period followed by a data period

5
mmetric key
cret key shared.between two or more parties that may be used for both encryption and decryption as

bandwidth expansion ratio due to the application of time domain spreading sequence

5 Notational conventions

The use of the word shall is meant to indicate a requirement which is mandated by the Standard, i.e. it
is required to implement that particular feature with no deviation in order to conform to the Standard.

The use of the word should is meant to recommend one particular course of action over several other
possibilities, however without mentioning or excluding these others.

The use of the word may is meant to indicate that a particular course of action is permitted.
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The use of the word can is synonymous with is able to — it is meant to indicate a capability or a
possibility.

All floating-point values have been rounded to 3 decimal places.

6 Abbreviated terms

AC Access Category

ACK Acknowledgment

AES Advanced Encryption Standard

ASK Amplitude Shift Keying

ASIE Application-Specific Information Element
AWGN Additive White Gaussian Noise

B-ACK Block Acknowledgment

BcstAddr Broadcast Device Address

BP Beacon Period

BPOIE Beacon Period Occupancy Information Element
BPSK Binary Phase Shift Keying

BPST Beacon Period Start Time

cC Convolutional Code

CCA Clear Channel Assessment

CRC Cyclic Redundancy Check

CSMA/QA Carrier Sense Multiple Accéss with Collision Avoidance
CTT Clear To Train

DAC Digital-to-Analogue Converter

DBPSK Differential Binary Phase Shift Keying
DBS Discovery\Block Set

DCA Distributed Contention Access

DestAdqr Destination Device Address

DevAdd Device Address

DME Device Management Entity

DQPSK Differential Quadrature Phase Shift Keying
DRP Distributed Reservation Protocol

EO Encryption Offset

EUI Extended Unique Identifier

FEC Forward Error Correction

FER Frame Error Rate

FFT Fast Fourier Transform

Fz Frank-Zadoff Sequence

GCM Galois/Counter Mode
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GF Galois Field

Gbps Gigabits per second

Gsps Gigasymbols per second

GTK Group Temporal Key

HCS Header Check Sequence

ID Identifier

IDl:T Inverse Discrete Fourier Transform
IE Information Element

IFFT Inverse Fast Fourier Transform
IFB Inter-Frame Space

Imm-ACK Immediate Acknowledgment

KCK Key Confirmation Key

LIFS Long Inter-frame space

LQE Link Quality Estimator

LQI Link Quality Indicator

LSB Least-Significant Bit

MAC Medium Access Control

MAS Medium Access Slot

MCDU MAC Command Data Unit

Mbps Megabits per second

M¢estAddr Multicast Device Address

MIB Management'information Base
MIC Message:lntegrity Code

MIFS Minimum Interframe Spacing
MKID Master Key Identifier

MLME MAC Sublayer Management Entity
MPDU MAC Protocol Data Unit

MEB Most-Significant Bit

MEC Message Sequence Chart

MEPT Master-Slave Pair

MSDU MAC Service Data Unit

No-ACK No Acknowledgement

OFDM Orthogonal Frequency Division Modulation
OOB Out of Band

OOK On-Off Keying

oul Organizationally Unique Identifier
PAA Phased Array Antenna

PAN Personal Area Network

© ISO/IEC 2011 - All rights reserved


https://standardsiso.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

PAL

PDU
PER

PHY
PHY-SAP
PLCP

Protocol Adaptation Layer

Protocol Data Unit

Packet Error Rate

Physical (layer)

Physical Layer Service Access Point

Physical Layer Convergence Protocol

PLME
PMK
PPDU
PPM
PRBS
PRF
PSD
PSDU
PT
PTK
QPSK
RF
RMS
RS
RTT
RX
SAP
SBA
SCS
SFC
SFN
SIFS
SrcAddr
TCM

Physical Layer Management Entity
Pair-wise Master Key

PLCP Protocol Data Unit

Parts Per Million
Pseudo-Random Binary Sequence
Pseudo-Random Function
Power Spectral Density

PHY Service Data Unit
Preamble Type

Pair-wise Temporal Key
Quadrature Phase Shift Keying
Radio Frequency

Root Mean Square
Reed-Solomon

Request To Train

Receive or Receiver.

Service Access-Roint

Switched Beam Antenna
Segment.Check Sequence
Secune Frame Counter

Secure Frame Number

Short Interframe Spacing
Source Device Address

Trellis Coded Modulation

TDSF
TKID
X
TXOP
WPAN

Time Domain Spreading Factor
Temporal Key ldentifier
Transmit or Transmitter
Transmission Opportunity

Wireless Personal Area Network
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General description (informative)

1 PHY general description

This International Standard specifies a physical layer (PHY) for a Wireless Personal Area Network
(WPAN), utilizing the unlicensed 60 GHz frequency band. Two types of devices are defined: Type A
and Type B. both device types coexist and interoperate with other device types. Furthermore, all device
types can operate independently. That is, neither device type requires the presence of another type for
operation.

Ty
m
at
0.
at

b
In
TH
ba
th
ch
lo
pr
7

7
AS
re

SA
In

pe A devices operate at an SCBT mandatory mode (A0) at 0.397 Gbps with other optien
pdes at data rates 0.794 Ghps to 6.350 Ghps (without channel bonding) and optional ©FDN\
data rates 1.008 Gbps to 4.032 Gbps. Type B devices operate using DBPSK at) data
Y94 Ghbps to 1.588 Gbps (without channel bonding); with optional modes of DQPSKand UE
data rates of 3.175 Ghps.

Al SCBT
1 modes
rates of
P-QPSK

pe A devices also support directional antennas via sector antennas or ‘adaptive arralys. This

ernational Standard specifies the necessary training and tracking wavefoerms and protocols.

ere are multiple channels specified in this International Standard. Multiple adjacent channeld
nded together for increased data rate for Type A (SCBT) and TypeBdevices. With bonded
b data rates for these device types increase by a factor proportional to the number of
annels. One channel has been designated as the discovery,channel. The discovery chann
ver quality of service but supports the interference proney'and time consuming antenna
bcess. The data channels are optimized for high throughputand spatial reuse.

2 MAC general description
..1 General description of the architectre

illustrated in Figure 2, the MAC is a sublayervof the Data Link Layer defined in the O
erence model [1]. The MAC service is provided by means of the MAC service access poi
\P) to a single MAC service client, usually a higher layer protocol or adaptation laye
ernational Standard the MAC sublayer.iSrepresented by a device address.
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PHY SAP PHY SAP
Physical Layer PHY PHY Protocol PHY
PPDU

Figure 2 - Architectural reference model

The MAC sublayer in turn relies on the, service provided by the PHY layer via the PHY service accefss
point (PHY SAP). The MAC protoco] applies between MAC sublayer peers.

7.2.2 Device address

Individual MAC sublayers are -addressed via an EUI-48 [3], and are associated with a volatjle
abbrevigted address called-a DevAddr. Unicast frames carry a destination DevAddr that identifieqd a
single MAC sublayer.

DevAddfs are 16-bit’values, generated locally, without central coordination. Consequently, it|is
possiblg for a singlfe value to ambiguously identify two or more MAC entities. This International
Standargl provides/mechanisms for resolving ambiguous DevAddrs.

The MAL afldressing scheme includes multicast and broadcast address values. A multicast address
identifieg ‘@ group of MAC entities. The broadcast address identifies all MAC entities.

7.2.3 Features assumed from the PHY

A MAC entity is associated with a single PHY entity via that entity's PHY SAP. The MAC sublayer
requires the following features provided by the PHY:

» Frame transmission and reception;
* PLCP header error indication for both PHY and MAC header structures;
» Clear channel assessment for estimation of medium activity.

Frames are transmitted by the PHY from the source device and delivered to the destination device in
identical bit order. Throughout this specification reference to the start of a frame refers to the leading
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edge of the first symbol of the PHY frame at the local antenna and end of a frame refers to the trailing
edge of the last symbol of the PHY frame.

Frame transmission and reception are supported by the exchange of parameters between the MAC
sublayer and the PHY layer. These parameters are included in the PLCP header and allow the MAC
entity to control, and be informed of, the MAC and PHY related parameters.

Depending on antennas used by the PHY, the MAC sublayer may use the following features provided
by the PHY for directional frame transmission and reception:

« | Antenna beam switching among different sectors
¢ | Antenna beam steering toward a desired direction

7.2.4 Overview of MAC service functionality
THe MAC service defined in this International Standard provides:

* | A reservation-based channel access mechanism;

¢ | A contention-based channel access mechanism for antenna training in the discovery channel;
¢ | A synchronization facility among cooperating MAC entities;

« | Coexistence and interoperability among Type A and B devices;

« | Device power management by scheduling of frame transmissiofizand reception;

¢ | Secure communication with data authentication and encryption”using cryptographic algorithms;

Eqch device provides required MAC functions basedweh the device type, and optional fundtions as
dgtermined by the application.

Coordination of devices within radio range is achieved by the transmission and reception of beacon
and control frames. Periodic beacon transmission provides the basic timing for the network, pupports
dyinamic network organization, and carries +eservation and scheduling information for accegsing the
medium. Exchange of control frames enables antenna training among cooperating devices, and device
discovery of Type A and B devices.

Coordination among devices that send periodic beacon frames (referred to as beaconing deyices) is
fully distributed. Coordination among beaconing devices and devices that do not send beacof frames
is |achieved by the beaconingtdevices acting as controllers. Coordination among devices thgt do not
seind beacon frames is not-specified in this International Standard.

7.2.4.1 Logical gfoups

Lqggical groups are formed around each beaconing device to facilitate contention-free frame exchanges
while exploring medium reuse over different spatial regions. In this International Standard, these logical
grpups are a beaeon group and an extended beacon group. Both groups are determined with rg¢spect to
an individual.beaconing device, which has its own individual neighbourhood.

7..4.2 5 Device discovery

THe MAC sublayer defined in this International Standard enables device discovery through on¢g or more
oflthe’following mechanisms:

Transmission and reception of discovery frames in the discovery channel;

Exchange of antenna training control frames in the discovery channel;

Exchange of interoperability control frames between Type A and Type B devices.

7.2.4.3 Channel selection

Once a device discovers another device with which it intends to communicate with, the pair of the
devices use explicit channel selection procedure, as described in 16.4.1 to scan one or more channels
and to select a channel for frame exchange in a coordinated manner.

If no beacons are detected in the selected channel, the device creates its beacon period (BP) by
sending a beacon. If one or more beacons are detected in the selected channel, the device
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synchronizes its BP to existing beacons in the selected channel. The device exchanges data with
members of its beacon group using the same channel the device selected for beacons.

Each device operates in a dynamic environment and under unlicensed operation rules. Thus, it is
subject to interference from other networks, and other unlicensed wireless entities in its channel. To
enable the device to continue operation in this type of environment, each device has the capability to
dynamically change the channel in which it operates without requiring disruption of links with its peers.

If at any time a device determines that the current channel is unsuitable, it uses the implicit channel

Selectio nrocadira ac docerihad 1n 16 4 2 t0 movn 0 o nowvy ochannal
POt oTUTrCT o e St O T Ot T OV oy St e

7.2.4.4] The superframe

Once a|device finds its communication partner and selects a channel, the basic timing stracture for
frame exchange is a superframe. The superframe duration is specified as mSuperframeléngth. The
superfrgme is composed of 256 medium access slots (MASs), where each MAS -duration [is
MmMASLength.

Each superframe starts with a BP, which extends over one or more contiguous MASs. The start of the
first MA$ in the BP, and the superframe, is called the beacon period start time (BPST).

Superframe N Superframe N+1
h (256 Medium Access Slots = 16384 ps) T
Start timing of Superframe N Start timing of Superframe N+1
\ : N
BPST OV
(Tjme = 0) N\ T
P >~
' Time
ol la—
Medium Access Slot (MAS)=64 us
- e I —
Beacon Period Beacon Period
(Variable Length) (Variable Length)

Figure 3 - MAC.superframe structure

7.2.4.5] Beacon period protection
No trangmissions other than beacons are attempted during the BP of any device.

A devicg may protect an alien.BP, detected by reception of a beacon frame unaligned with the devicg
own BP,|by announcing a-reservation covering the alien BP in its beacon.

7.2.4.6] Mediumaccess
The medium is accessed in one of three ways:

» Durinf device-discovery (16.3) and antenna training, devices send beacon and control frames in discovg
channel usinig contention based access according to the rules specified in 16.2.

—

y

» During the BP, devices send only beacon frames, according to the rules specified in 16.5

» During reservations, devices participating in the reservation send frames according to rules specified in
16.6.

7.2.4.7 Data communication between devices

Data is passed between the MAC entity and its client in MSDUs qualified by certain parameters.
MSDUs are transported between devices in data frames. To reduce the frame error rate of a marginal
link, data frames can be fragmented and reassembled, as described in 16.9. Fragments are numbered
with an MSDU sequence number and a fragment number.

If the source device wishes to verify the delivery of a frame, then one of the acknowledgement policies
is used, as described in 16.12. This International Standard provides for three types of
acknowledgements to enable different applications. The No-ACK policy, described in 16.12.1, is
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appropriate for frames that do not require guaranteed delivery, or are delay sensitive and a
retransmitted frame would arrive too late. The Imm-ACK policy, described in 16.12.2, provides an
acknowledgement process in which each frame is individually acknowledged following the reception of
the frame. The B-ACK policy, described in 16.12.3, lets the source send multiple frames without
intervening ACK frames. Instead, the acknowledgements of the individual frames are grouped into a
single response frame that is sent when requested by the source device. The B-ACK process
decreases the overhead of the Imm-ACK process while allowing the source device to verify the delivery
of frames to the destination.

If the source device does not receive the requested acknowledgement, then it may retransmit the
frgme, as described in 16.1.5, or it may discard the frame. The decision to retransmit or~discard the
frgme depends on the type of data or command that is being sent, the number of timescthat the source
dgvice has attempted to send the frame, the length of time it has attempted to send, the frgme, and
other implementation-dependent factors.

7.2.4.8 MAC frame data rates

THis International Standard specifies two common PHY modes for the’ two types of|devices
regpectively. The frame payloads of MAC beacon frames are transmittedvusing one of the common
PHY modes corresponding to its device type, and hence at the rate-0f the common mode. Ih device
discovery or antenna training, MAC frames are transmitted using, on€ of the discovery mod¢s in the
discovery channel. Payloads of other frames may be transmitted at higher data rates if possible.

7.2.4.9 Security

Wi(reless networks present unique security challenges dueto the loss of protection provided py wires
and shielding. Distributed wireless networks present additional challenges due to the wide fange of
afplications and use models that they must support. Fo'name a few, eavesdroppers can overhear data
exchanges not intended for them, whereas imposters can send forged data not using its own|identity,
can replay previously transmitted data, and can transmit modified data captured from a previous
trgnsmission.

THis International Standard defines two levels of security (Clause 17): no security and strong|security
prptection. Security protection includes” data encryption, message integrity, and replay attack
prptection. Secure frames are used-{e@-provide security protection to data and aggregated data frames
agq well as selected control and command frames.

THree security modes are defined to control the level of security for devices in their communjcations.
THis International Standard.allows for a device to use one of the two security levels or a combipation of
them in communicating with/other devices by selecting the appropriate security mode (see 17.2).

ThHis International Standard further specifies a 4-way handshake mechanism to enable two dgvices to
dgrive their pair-wise ‘temporal keys (PTKs) while authenticating their identity to each other. A secure
relationship is established following a successful 4-way handshake between two devices (see[17.3.1).
A |[4-way handshake between two devices is conducted based on a shared master key. How two
dgvices obtain their shared master keys is outside the scope of this International Standard.

In|addition, this International Standard provides means for the solicitation and distribution pf group
te nporal keys (GTKs). While PTKs are used for protecting unicast frames exchanged between two

nnnnnn CITKa ara omnlovand for nratantina manltinact and heaoadoact fraomnc trancpnaitind from source
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device to a multicast or broadcast group of recipient devices (see 17.3.2).

A pseudo-random function is defined based on the MIC generation by GCM using AES-128 (see
17.3.3). It can be made available to entities outside the MAC sublayer for random number generation.

Secure frame counters and replay counters are set up on a per-temporal key basis to guarantee
message freshness (see 17.4). No specific mechanisms are created in this International Standard to
address denial of service attacks given the open nature of the wireless medium.

In this International Standard, 128-bit symmetric temporal keys are employed based on AES-128 with
GCM to provide payload encryption and message integrity code (MIC) generation (see 17.5).

In general, this International Standard specifies security mechanisms, not security policies.
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7.2.4.10 Information discovery

The protocols and facilities of this International Standard are supported by the exchange of information
between devices. Information can be broadcast in beacon frames or requested in Probe commands.
For each type of information, an Information Element (IE) is defined. IEs can be included by a device in
its beacon at any time and may optionally be requested or provided using the Probe command.

A device uses the MAC Capabilities IE and PHY Capabilities IE to announce information about its
support pfvarrabie or optional facitities. Dectaration of capabifities 15 especialty usefutrwhenm a device
detects thanges in its immediate neighbourhood.

7.2.4.11 Transmit rate and power adaptation

This Intgrnational Standard provides transmit rate and power control mechanisms to selectthe optimal
combingtion of transmit rate and power to increase throughput and/or reduce the frame error rgte
(FER).

A recipient device may recommend a transmit rate and/or power level change{be“used by a sourge
device Using explicit or implicit link feedback mechanisms. In addition, a source'device may request a
recipienf device provide feedback on the quality of the link, base on which”“the source determings
optimal fransmit rate and power.

The transmit power and rate control mechanisms are described in 1614 "and 16.15.

7.2.4.1p Power management

An impdrtant goal of this International Standard is to enable lobhg operation time for battery powergd
devices] An effective method to extend battery life is to enable devices to turn off completely or redute
power fqr long periods of time, where a long period is relative to the superframe duration.

This Int¢rnational Standard provides two power management modes in which a device can opera
active apd hibernation. Devices in active mode transmit and receive beacons in every superframn
Devices|in hibernation mode hibernate for multiple superframes and do not transmit or receive in tho
superframes.

2]
o ®®

In additipn, this International Standard provides facilities to support devices that sleep for portions|of
each superframe in order to save power.

Power npanagement mechanisms afe-described in 16.16.

7.2.5 |MAC policies

It is desirable to allow and facilitate equitable and efficient coexistence of devices with varying mediym
access fequirements. For'this purpose, Annex B specifies policies governing channel selection apd
sharing jof bandwidth. TheSe policies impose, among other things, certain restrictions on the numier
and configuration of MASs in DRP reservations, on the location of reserved MASs within a superfrane,
and on ¢hannel selgction order.

7.2.6 |Support for higher-layer timer synchronization

Some dpplications, for example, the transport and rendering of audio or video streams, requlre
synchroL'zaIion of timers located at different devices. Greater accuracy (in terms of jitter bounds)lor

finer timer granularity than that provided by the synchronization mechanism described in 16.8 may be
an additional requirement. In support of such applications, this International Standard defines an
optional MAC facility in Annex C that enables layers above the MAC sublayer to accurately
synchronize timers located in different devices. The facility is usable by more than one application at a
time.

7.3 MUX general description

In order to enable the coexistence of concurrently active higher layer protocols within a single device,
a multiplexing sublayer is defined. This sublayer routes outgoing and incoming MSDUs to and from
their corresponding higher layers. The mandatory MUX sublayer is described in Annex A.
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7.4 HDMI PAL description

This International Standard includes an HDMI pass-through PAL, Clause 18, which preserves the HDMI
content protection scheme. The HDMI PAL interfaces with the wired HDMI interface’s data channels,
clock channel, display data channel and CE control. The HDMI PAL removes the data channels’ TMDS
encoding prior to wireless transmission and reinstates the TMDS coding prior to forwarding to the
HDMI sink.

8 —PHY layer (informative)

THe PHY contains two functional entities: the PHY convergence function and the “PHY layer
management function. The PHY service is provided to the MAC through the PHY SAP.

9| Description of signal

9.1 Mathematical framework for SCBT, OFDM, DBPSK, DQPSK, UEP-QPSK,
OpPK and 4ASK
THe transmitted RF signal can be written in terms of the complex baseband signal as follows:

See (1) = Re{ZﬁN_‘;‘me_l s, (t—nT,,.Jexn(j 27z,fct)} (2)

where Re{.} represents the real part of the signal, Ty ;s the symbol length, N¢eame is the ngmber of
symbols in the frame, f. is the centre frequegcy, and sy(t) is the complex basebangl signal

representation for the nt symbol. The exact structure of the nth symbol depends on its locatign within
the frame:

Spreamble,n (t) O n< N preamble
s (t) _ Shea\der,n—Npreamble (t) N preamble <n<N preamble + Nheader (2)
! Spayload,n—Nmamh,e—Nheader (t) N preamble + Nheader <n<N preamble + Nheader +N payload
SATS,n—Npreamb,e—Nheade‘r—Npayload (t) N preamble + Nheader +N payload <n<N preamble + Nheader +N payload +N TS

where spreample n(t) describes the n'" symbol of the preamble, Sheadern(t) describes the n" symbol of the

ader, Spayigadft) describes the nth symbol of the PPDU, sargsn(t) describes the nth symbol of the
antenna training sequence (ATS), Nyreample iS the number of symbols in the preamble, Npeader is the

n D O Y 00O a

described in more detail in Clause 10.

The potentially complex time-domain signal s,(t) shall be created by passing the real and imaginary
components of the discrete-time signal s,[k] through digital-to-analogue converters (DACs) and
reconstruction filters as shown in Figure 4. When the discrete-time signal s,[k] is real, only the real
digital-to-analogue converter and reconstruction filter need to be used. Clause 10 describes how to
generate s,[k].
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The complex time-domain signal sygn(t) shall be created by passing the real and imaging

compon
reconstr,

10 PL(
10.1

This Clause provides a method for converting a PSDU (PHY layer SDU) into a PPDU (PHY layer PDU

Figure 5
the PLC

13156:2011(E)

Re{s,[k]} —| DAC |—» Reco;‘iﬁgfc“o” L > Re{s,(0)}

Im{s[K]} »| DAC | Reconstruction > Im{s.(6)}

fillioy
T

Figure 4 - Conversion from discrete-time signals to continuous-time signals

Mathematical framework for the narrow band section of the discovery
breamble

smitted RF signal can be written in terms of the complex baseband signal‘as follows:

L Re {3 s L (- 0T, Jexp (j24,0)+ exp (j27[f, — o 1)%exp (j27[f, + 1, )]}

e{.} represents the real part of the signal, Ty, is the symbol length, Nyg = 163839 is t
of symbols in the narrow band preamble, f; is the centrefrequency, ;=720 MHz is the offs

y and syg p(t) describes the nth symbol of the narrow band preamble.

ents of the discrete-time signal Syg[k] through*digital-to-analogue converters (DACs) a
uction filters as shown in Figure 4. The sequénce Sygl[k] is described in Clause 10.

CP sublayer
General PPDU frame format

shows the general format for the PPDU, which may be composed of four major componen
P preamble, the PLCP header, the PPDU payload, and the Antenna Training Sequence (AT

3)
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All device types shall follow this general frame format. However, particular parameters or components
of the frame format may be different for different device types.
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Figure 5 - General PPDU frame format

The components are listed in the order of transmission. The PLCP preamble shall be the first
component of the PPDU. It consists of a frame synchronization sequence, and a channel estimation

sequence (see 10.1.1). The goal of the PLCP preamble is to aid the receiver in timing synchronization,
carrier offset recovery, and channel estimation.

The PLCP header shall be the second major component of the PPDU. The goal of this component is to
convey necessary information about both the PHY and the MAC to aid in decoding of the PPDU

payload at the receiver. The PLCP header may be further decomposed into PHY header, MAC header,
HCS, and Reed-Solomon parity bits (see 10.1.2).
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The PPDU payload may be the third major component of the PPDU. The PPDU may contain one or
more segments as described in 10.1.3.

The ATS may be the last major component of the PPDU. This sequence is used to train an antenna
array (see 10.1.4).

When transmitting the PPDU frame, the PLCP preamble shall be sent first, followed by the PLCP

header,

10.1.1

potentially the PPDU payload, and potentially the ATS.
PLCP preamble

A PLCH
synchro

The PLC

10.1.2

A PLCP
the MA
scrambl

1.Form4gt the PHY header based on information provided by the MAC (See 10.1.2.1).
ate the HCS value (2 octets) over the combined PHY header/and MAC header (See 10.1.2.2).

2.Calcul

3.The rdg
HCS) is

4.Apply
for the f

be as s

5.Prepe
PHY he

Solomon encoded PLCP header.

Further
The det
10.2.2.4

P preamble shall be added prior to the PLCP header to aid the receiver in timi
nization, carrier-offset recovery, and channel estimation.

PLCP header

header shall be added after the PLCP preamble to convey information about)both the PHY a
C that is needed at the receiver in order to successfully decode the<PPDU payload. T
bd and Reed-Solomon encoded PLCP header shall be formed as shawn in Figure 6:

sulting HCS value is appended to the MAC header. The «ésulting combination (MAC Heade
scrambled according to 10.2.2.5.1.1.

a shortened Reed-Solomon code to the concatenation of variable length PHY header (exce
rst section), ATIF, scrambled MAC header and HCS. The shortened Reed-Solomon code sh
ecified in 10.2.2.5.1.2.

nd five repetitions of the fixed length PHY\header and the first section of the variable lend
hder and append the 16 parity octets at'the end to form the scrambled and shortened Ree

encoding and modulation for thechéader is different for Type A (SCBT and OFDM) and Type
hils of the further encoding and modulation for the header for each case can be found
10.2.3.4 and 10.3.2.4.

FL PHY Header@ang-VL PHY Header
1% section of Vi~ (remaining sections)

P preamble for Type A (SCBT and OFDM) and Type B are different. The details ofthe PLC
preamble in each case can be found in 10.2.2.3, 10.2.3.3 and 10.3.2.3.

~

pt
all

th
d-

16

PHY Header & ATIF
MAC
Header
v Yy
Calculate
Repeat 5 times HCS
Annand.an. d
L
Scramble
} \ 4
Shortened
RS Encoder
Y v Y v

FL PHY Header

and 1% section of
the VL PHY
header
(5 repetitions)

VL PHY Header
(remaining
sections) & ATIF

MAC Header and
HCS (Scrambled)

Shortened RS Parity bits

Figure 6- Formation of the header
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10.1.2.1 PHY header

The PHY header shall be formed by concatenating five repetitions of the fixed length PHY header and
five repetitions of the the first section of the variable length PHY header, followed by the remaining
Nsegments1 sections of the variable length PHY Header and potentially an antenna training indicator

field (ATIF). The overall length of the PHY header is therefore equal to 35+4(Nsegments-1)+3laTiF OCtets,
where a7 is equal to zero when the header does not include the ATIF and is equal to one when the

header includes the ATIF.
10ttt Fixedtenmgtir PHY Treader

THe fixed length PHY header contains information about the seed identifier for the data scrambler, the
bif reversal state for PPDU payload, the existence of the ATIF, the CP length for the cursent frame, the
refluested CP length for the following frame, the number of segments in the frame, and the nlimber of
MEDUs in the frame.

THe fixed length PHY header field shall be composed of 24 bits, numbered from*Q-to 23 as illugtrated in
Figure 7. Bits 1-2 shall encode the seed value for the initial state of the s€rambler, which is| used to
synchronize the descrambler of the receiver. Bit 3 shall encode whether 6y not all of the information
ddta bits are inverted. Bit 5 shall encode whether or not the header in¢gludes an ATIF. Bits ¥-8 shall
erjcode the CP length for the current frame and bits 10-11 shall encodeithe requested CP length for the
following frame. Bits 13-17 shall encode the number of segments in.the frame. Bits 19-23 shall encode
the number of MSDUs in the frame. All other bits which are not defined in this Clause |shall be
understood to be reserved for future use and shall be set to<zero. The values of the defined flelds are
dgscribed in 10.2.2.4.1.1, 10.2.3.4.1.1 and 10.3.2.4.1.1.

R: Reserved

5 n
g & 5
o & zZ w 0
u i T L = =)
— w o | [0} a
] > < b4 o i} (%]
S . ] i~ O ~ (2N =
< 2 X o |_|_‘ = a2 ) EI 2 EI 2
g 3 tl 3 FES .8 8 3 25 B
n o o2 < o x & ze z e
R Ao Ai B R C R Do D, R Eo E. R Fo Fiy F2 Fs Fa R Po P P> Ps3 Py
0 1 | 2 3 4 5 6 7 | 8 9 10 | 11 12 13 | 14 | 15 | 16 | 17 18 19 | 20 | 21 | 22 | 23

Transmit order (from left to right)

Figure 7 - Fixed length PHY header bit assignment

19.1.2.1.2 Variable length PHY header

Eqch section'of the variable length PHY header contains information about the data ratp of the
cdrresponding segment, the length of the payload in the corresponding segment, whefther the
cdrresponding segment includes a midamble, and whether the corresponding segment is partifioned at
the transmitter and should be reassembled at the receiver.

The variable length PHY header field shall be composed of 32Ngegments bits and shall be constructed by
concatenating Ngegments S€Ctions, each for one segment. Each section shall be composed of 32 bits,
numbered from 0 to 31, as illustrated in Figure 8. Bits 1-6 shall encode the MODE field, which conveys
the information about the type of modulation, the coding rate, and the spreading factor used in the
segment. Bits 8-23 shall encode the LENGTH field, with the least-significant bit being transmitted first.
Bit 28 shall encode whether the segment is appended by a midamble. Bit 29 shall encode whether the
segment has partitioned at the transmitter, and should be reassembled at the receiver. All other bits
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which are not defined in this Clause shall be understood to be reserved for future use and shall be set
to zero. The values of the defined fields are described in 10.2.2.4.1.2, 10.2.3.4.1.2 and 10.3.2.4.1.2.

R: Reserved

R

MODE

(6 bits)

G G G G Gy Gs

R | Ho Hi Hz Hs Hy Hs Hs H; Hg

LENGTH
(16 bits)

Ho Hio Hu Hiz Hiz Hu His| R| R R

MID_EX
(1 bits)

CONT

(1 bits)

0 1

I

I
—

| -
I

I

Lol bl bbb bl ool | )
11*1“1“1‘1“1‘1‘1“1‘1*1‘1“‘]‘*1 T

Transmit order (from left to right)

Figure 8 - Variable length PHY header bit assignment

10.1.2.1.3 Antenna training indicator field

The An
ATIF_E

symbolsg
training.

The ATI
encode

training.

for trangmit antenna training. All other bits which are not defined in this Clause shall be understood
be reselved for future use and shall be set to zero. Thewalues of the defined fields are described|in

enna Training Indicator Field (ATIF) shall follow the variable length \PHY header if the
ISTENCE bit in the fixed length PHY header is set to 1 (see 10.1.2.1:3) The ATIF contaips
informatjon about the number of block repetitions in the discovery mode, the number of trainipg
for receive antenna training, and the number of training symbels’for the transmit antenpa

- shall be composed of 24 bits, numbered from 0 to 23, as_illtistrated in Figure 9. Bits 2-5 shpll
he DISC_REP field which conveys the number of repetitions in the discovery mode. Bits 8-[L3
shall entode the field NUM_RXTS which conveys the number:of training symbols for receive antenpa
Bits 16-21 shall encode the field NUM_TXTS whichiconveys the number of training symbagls

to

10.2.2.4{1.3, 10.2.3.4.1.3 and 10.3.2.4.1.3.
R: Reserved
%) n
& £ <
& X PN
o'e S'B sZ
n a 5o ]
oz ze Ze
RIIR|L L L LIARIRIM M M, Ms Mi M| R R[N N N Ny Ny Ns|R|R
of| 1 2|3|4|5 6 | 7 8|9|10|11|12|13 14 | 15 16|17|18|19|20|21 22 | 23
Transmit order (from left to right)
Figure 9 - Antenna Training Indicator Field bit assignment
10.1.2.pCAeader check sequence (HCS)

The combination of PHY header and the MAC header shall be protected with a 2 octet CCITT CRC-16
header check sequence (HCS). The CCITT CRC-16 HCS shall be the ones complement of the
remainder generated by the modulo-2 division of the combined PHY and MAC headers by the

polynomial: x*® + x}? + x® + 1. The HCS bits shall be processed in the transmit order. All HCS

18
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calculations shall be made prior to data scrambling. A schematic of the processing order is shown in
Figure 10. The registers shall be initialized to all ones.

Preset
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Serial Serial
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.1.3 PPDU payload

e PSDU shall be split into the MAC header and up to 28 PSDU parts, where a PSDU part co
MSDU, an FCS and padding. Each PSDU part maycbe further split into two or more data bi
e total number of PSDU parts and data bit blegks shall not be larger than 57. A nymber of
nsecutive PSDU parts that use the same transmission mode may be combined into one
pck. The resulting data bit blocks shall be eneoded and mapped according to the modul
ding scheme of each device type to genetaté a transmit symbol block and may be appen
damble to form a segment. The details, of each modulation and coding scheme is des(
.2.2.5, 10.2.3.5 and 10.3.2.5. The resulting segments shall be joined consecutively to

PDU payload. Figure 11 depicts this operation. Each segment of the PPDU payload may
ing a different data rate mode( The least-significant bit (LSB) of an octet shall be the
nsmitted. Type A devices shall .be capable of transmission and reception of multi-segment

Serial
Data
Qutput

(MSB First)

ONES
Complement

Figure 10 - CCITT CRC-16 block diagram

nsists of
t blocks.

data bit
ion and
ed by a
ribed in
orm the
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first bit
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pe B devices may be capabjile\of transmission and reception of multi-segment frames.
r PSDU |
| MAC HEADER | | PSDU part #1 | | PSDU part #2 |
Data Bit Block |, | Data Bit Block #1 | | Data Bit Block #2 | |Data Bit Block #N | |Data BiffBlock #Ml
Processing \\
A
Encoding and mapping ) + + +
+ Data Bit Block | | Data Bit Block Data Bit Block R
Processing Processing e Processing
, R v v
II | Segment #1 | | Segment #2 | | Segment #N |
1
| Transmit Symbol block #1 |Midamble| Ill l l l l
i
|
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Figure 11 - Formation of the PPDU payload from the PSDU
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10.1.3.1 Midamble

The midamble for Type A (SCBT and OFDM) and Type B are different. The details of the midamble for
each case can be found in 10.2.2.5.4, 10.2.3.5.2, and 10.3.2.5.5.

10.1.4 Antenna training sequence

The Type A frames shall include the ATS, upon request. The Type B frames may include the ATS upon
request. When included, the ATS shall be the concatenation of Ntyts + Ngxts FZ sequences of length
256 (parameter Agz = 16). The FZ sequence is defined in 10.2.2.3, where Ntyts and Ngrxts are the

number [Of_training Sequences for transmilier and Teceiver anienna wraining, respecuvely (Spe
Figure 1J2).

FZ sequence | FZ sequence FZ sequence | FZ sequence | FZ sequence FZ sequence
(length 256) (length 256) (length 256) (length 256) (length 256) (length 256)
I I
-« — »l
Nrxrs FZ sequences Nrxts FZ sequences

Figure 12 - Antenna training sequence

10.2 Type A PPDU
10.2.1 [Mode dependent parameters
The PSDU mode dependent modulation parameters are listed. i Table 1.

Table 1- PSDU mode dependent Parameters

Base Data Rate! (Gbps) 3
c S v 2 [7
o ||s & 2 2 g 2 F
8 2 3 % ki % 3 % ‘_:76 I 3 © T2
= S = B < T c O C B 1% e ° &l e
8T € c S c € c ) 2 = 3 =
S S 88 88 88 = 8 w O ol g
o ~ © n © < © O —
z O
AO 0.397 | 0.794 1.191 1,588 SCBT BPSK RS & CC 1/2 2 i
Al 0.794 | 1.588 2.38% 3.175 SCBT BPSK RS & CC 1/2 1 i
A2 1.588 | 3.175 4./63 6.350 SCBT BPSK RS 1 1 )
A3 1.588 | 3.175 4.763 6.350 SCBT QPSK RS & CC 1/2 1 |
A4 2.722 | 5443 8.165 10.886 SCBT QPSK RS & CC 6/7 1 b
A5 3.175+}6.350 9.526 12.701 SCBT QPSK RS 1 1 D
A6 4(234 | 8.467 13.701 16.934 SCBT NS8QAM RS & TCM 5/6 118
A7 4,763 | 9.526 14.288 19.051 SCBT NS8QAM RS 1 110
A8 4,763 | 9.526 14.288 19.051 SCBT TCM-16QAM RS & TCM 2/3 116
A9 6.350 | 12.701 19.051 25.402 SCBT 16QAM RS 1 1|0
A102 1.588 | 3.175 4.763 6.350 SCBT QPSK RS & UEP-CC | Rysg: 1/2 1|4
All 4.234 | 8.467 12.701 16.934 SCBT 16QAM RS & UEP-CC | Rysg: 4/7, 1|4
Risg: 4/5
Al2 2.117 | 4.234 6.350 8.467 SCBT UEP-QPSK RS & CC 2/3 114
Al3 4,234 | 8.467 12.701 16.934 SCBT UEP-16QAM RS & CC 2/3 1|4
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Table 1- PSDU mode dependent Parameters (concluded)

Base Data Rate! (Gbps) 3
c 5 3 2 3
o | 3 2 g 2 s |52
[%) %) %) = ~
8B |£E2| B3 Fild Fl 5 I3 B o Sl g
= | 85 | BE 2 E 2E 3 2 2 3 o| 2
O O ®© O ®© O ®© s o L O a =
o8| 3% | a% | 35 O 3 F| &
Ala 1.008 | N/A N/A N/A OFDM QPSK RS & CC 1/3 1|6
Al5 2.016 | N/A N/A N/A OFDM QPSK RS & CC 2/3 1|6
Al6 4.032 | N/A N/A N/A OFDM 16QAM RS & CC 213 1]6
Al7 2.016 | N/A N/A N/A OFDM QPSK RS & UEPCC) | Rysg: 4/7, 1|6
A18 4.032 | N/A N/A N/A OFDM 16QAM RS &UEP-CC | Rysg: 4/7, 1|6
A19 2.016 | N/A N/A N/A OFDM UEP-QPSK RS & CC 2/3 1|6
A20 4.032 | N/A N/A N/A OFDM UEP-16QAM RS & CC 2/3 1|6
A21%2 | 2.016 | N/A N/A N/A OFDM QPSK RS & CC Rmsg: 2/3 1|6
NQTE 1 Base data rates assume a cyclic prefix length of zero.
NQTE 2 In modes A10 and A21 only the four MSB bits<of each octet shall be transmitted, while the fou LSB bits
of each octet are discarded by the transmitter.
All Type A devices shall support mode A0 (without channel bonding), and may support model AO with
chlannel bonding or modes Al through :A21. In addition all Type A devices shall support mode BO
(without channel bonding). Type A devices may support modes BO (with channel bonding), BL, B2, or
B3 (with or without channel bonding).See 10.3 for Type B modes.
19.2.2 SCBT
19.2.2.1 Timing related~parameters
THe timing parameters associated with the SCBT PHY are listed in Table 2.
Table 2 - Timing related parameters
Parameter Description Value
fsym Symbol frequency 1.728 Gsps
Tsym Symbol duration 0.5787 ns
NsceTs Number of symbols per SCBT block 256
Np Number of data symbols per SCBT block 252
Np Number of pilot symbols per SCBT block 4
Ncp Number of symbols in the CP 0
32
64
96
NscBTs Number of symbols per SCBT block 256
288
320
352
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Table 2 - Timing related parameters (concluded)

Parameter Description

Value

TscaTs SCBT block interval

148.148 ns

Tep CP interval

0
18.5185 ns
37.037 ns

| ol el el el ol A~
T IIIOTIS

TscaTs SCBT symbol interval

148.148 ns
166.667 ns
185.185 ns
203.707 ns

10.2.2.p Frame related parameters
The frame related parameters associated with the PHY are listed in Table 3.
Table 3 - Frame Related Parameters
Parameter Description Value
Nsync Number of symbols in the frame synchronization 2048
sequence
Teync Duration of the frame synchronization sequence 1185.19 ns
Nce Number of symbols in the channel estimationisequence | 768
Tce Duration of the channel estimation sequence 444.444 ns
Npreambl Number of symbols in the PLCP pfeamble 2816
Tpreambld Duration of the PLCP preamble 1629.63 ns
Nats Number of symbols in the ATS 256(NT><TS + N gyrs )N DISCREP
TaTs Duration of the ATS N ATSTSym
Ntrame Number of symbols in the frame Npreamble * Nheader * Npayload
+ Nats
Tirame Duration of the frame (Npreamble * Nheadert Npayload
+ NATS)Tsym
22 © ISO/IEC 2011 - All rights reserved
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10.2.2.3 PLCP preamble

The preamble for Type A SCBT frames can be subdivided into two distinct portions: a frame
synchronization sequence, Sgyc a scatl-], @and a channel estimation sequence, Scg a scerl.]. Figure 13
shows the structure of the PLCP preamble for Type A SCBT frames.

o Channel Estimation
Frame synchronization sequence

Sequence
Ssync,A,SCBT[-] SCE A sCBT[ ]
2048 symbols 768 symbols .
= > g
| | | |
. i ! !
:4—»: | ]
256 256
symbols symbols

Figure 13 - Structure of the Type A PLCP preamble for Type A-SCBT frames

Bqgth the frame synchronization sequence and the channel estimation“sequence are constructgd based
on the Frank-Zadoff (FZ) sequences. A Frank-Zadoff sequence with\parameter Agz, which hgs length

Nd;=Ag;, is defined as:

.270(q
S [n]= exp( j —] 4)
e As;

n

where p=(n mod Arz)+1, and 4= Lgﬁl, for=0,..., Agz>-1, and u denotes the floor function, which
refurns the largest integer value smaller than or equal to its argument.

1Q0.2.2.3.1 Frame synchronization sequence

THe frame synchronization sequence for Type A SCBT frames consists of eight repetitigns of a
higrarchical sequence S;[.], covered by sequence S.,./[.], as described in equation (7). The

higrarchical sequence, Sy[.J; s of length 256, and is defined as the Kronecker product of the Frank-
Zgdoff sequence of length.16, Sgz 4[.], with itself. That is,

S,[n]= S, ,[nmod 16]s F“H%H (5)

fof n=0,..5255. The cover sequence is of length eight and is defined as

(1

Sonl=1y 1_7

faY ad
—yu U

b

(6)

The frame synchronization sequence is defined as the Kronecker product of the hierarchical sequence
Sh[.] and the cover sequence S.qe([.]. That is,

n
Ssync,A,SCBT [n] = ScoverH‘ﬁJ}Sh [n m0d256] (7)

for n=0,...,2047.
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10.2.2.3.2 Channel estimation sequence

The channel estimation sequence consists of three repetitions of the Frank-Zadoff sequence of length
256, Sgz 16[.]. That is, the channel estimation sequence is given by:

SCE,A,SCBT [n] =S, 16 [n mod 256] (8)

for n=0,...,767.

NOTE The frame synchronization sequence can be used for frame acquisition and detection, coarse carrjer
frequency estimation, coarse symbol timing, and for synchronization within the preamble. Whereas, theCechannel
estimation sequence can be used for estimation of the channel frequency response, fine carrier. ' frequercy
estimatiojn, and fine symbol timing.

10.2.2.4 PLCP header

For Typg¢ A SCBT frames, the formed PLCP header (as described in 10.1.2) shall be first padded wijth
Npadhdr Hits where

N rbits
N padhdr — 192[%—‘ -N hdrbits 9)

9%
o

where Nhqrbits IS the number of bits in the formed PLCP header, (as described in 10.1.2). The padd
header ghall be encoded and modulated as described in $0.2.2.5, starting with the demultiplexir|g.
Encoding and modulation parameters identical to mode AQ/shall be used. The resulting data symbq
shall be|block modulated (see 10.2.2.5.3) in order to create the baseband signal.
10.2.2.4.1 PHY header

10.2.2.4.1.1 Fixed length PHY header

10.2.2.4.1.1.1 PLCP scrambler field (SCRAMBLER)

The bitd Ag and A, shall be set according:to the scrambler seed identifier value. This two-bit valpe
correspands to the seed value chosen forthe data scrambler (see 10.2.2.5.1.1).

10.2.2.4.1.1.2 Bit reversal fiefd (BIT_REVERSAL)
The valye of the BIT_REVERSAL bit shall be set to Og for all Type A SCBT frames.

0

10.2.2.4.1.1.3 ATIF existe€nce field (ATIF_EX)

The ATIF_EX field determines whether or not an ATIF field exists at the end of the PHY header. The
mapping between this,field and existence of the ATIF is given in Table 4. The ATIF_EX value for Type
A Beacdn and Type-B-Beacon shall be 0

Taljle 4_~<Mapping between the value of the ATIF_EX bit and existence of ATIF

ATIF_EX ATIF Existence
L)
0 ATIF does not exist
1 ATIF does exist
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10.2.2.4.1.1.4 CP length field (CP_LENGTH)

The mapping between the value of the CP_LENGTH field and Ncp for the current frame is given in
Table 5. The default value of N¢p for the first frame, or for beacons, discovery mode frames and TRN
frames shall be 96.

Table 5 - Mapping between the value of the CP_LENGTH field and N¢p

CP_LENGTH N
(D1Do) e

00 0

01 32

10 64

1 96

13.2.2.4.1.1.5 Requested CP length field (REQ_CP_LENGTH)

THe mapping between the value of the REQ_CP_LENGTH field and”N¢p for the following ffames is
giyen in Table 6.

Table 6 - Mapping between the value of the REQ_CP_LENGTH field and Nc¢p

REQ _CP_LENGTH N
(E1Eo) cP

00 0

01 32

10 64

11, 96

19.2.2.4.1.1.6 Number ofisegments field (NUM_SEGMENTS)
Djpending on the number of segments (NUM_SEGMENTS), bits Fq to F,4 shall be set according to the
values in Table 7. When aframe does not have a payload, this field shall be set to 0000g.

Table 7 - Mapjping between the value of the NUM_SEGMENTS field and number of

segments
NUM_SEGMENTS Number of segments
(F4F3F2F1Fp) (Nsegments)
00000 0
00001 1
00010 2
00011 3
00100 4
00101 5
00110 6
00111 7

© ISO/IEC 2011 - All rights reserved 25


https://standardsiso.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

Table 7 - Mapping between the value of the NUM_SEGMENTS field and number of
segments (concluded)

NOTE

26

NUM_SEGMENTS Number of segments
(F4F3F2F1Fo) (Nsegments)

01000 8

01001 9

01010 10
01011 11

01100 12

01101 13

01110 14

01111 15
10000 16
10001 17
10010 18

10011 19
10100 20

10101 21

10110 22

10111 23

11000 24

11001 25
11010 26

11012 27

14100 28

11101 Reserved
11110 Reserved
11111 Reserved

= drref- ALl L I ‘ 4 .
UISLCUVETY THOUC 1Tallics difu ACNKN TTAlTies Thiay TidveE ZETU SEYITICTILS (1.€. 11U Payiuadu).

© ISO/IEC 2011 - All rights reserved


https://standardsiso.com/api/?name=6852312a373028011c474f287a896832

10.2.2.4.1.1.7 Number of MSDUs field (NUM_MSDUS)

Depending on the number of MSDUs (NUM_MSDUS), bits P to P4 shall be set according to the values
in Table 8. When a frame does not have a payload, this field shall be set to 000005.

ISO/IEC 13156:2011(E)

Table 8 - Mapping between the value of the NUM_MSDUS field and number of

© ISO/IEC 2011 - All rights reserved

MSDUs
NUM_MSDUS Number of MSDUs
(P4P3P2P1Po) (Nmspus)

00000 0
00001 1
00010 2
00011 3
00100 4
00101 5
00110 6
00111 7
01000 8
01001 9
01010 10
01011 11
01100 12
01101 13
01110 14
01111 15
10000 16
10001 17
10010 18
10011 19
10100 20
TOTOT 7T
10110 22
10111 23
11000 24
11001 25
11010 26
11011 27
11100 28

27
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Table 8 - Mapping between the value of the NUM_MSDUS field and number of MSDUs
(concluded)

NUM_MSDUS Number of MSDUs
(P4P3P2P1Po) (Nmspus)
11101 Reserved
1110 Reserved
11111 Reserved
10.2.2.#4.1.2 Variable length PHY header
10.2.2.4.1.2.1 Mode field (MODE)
Depending on the mode (MODE), bits Gy to G5 shall be set according to the values-in Table 9.
Table 9 - MODE field
Mode (gs?%i) Mode (gg%i) Mode (gs?%i) Mode (gﬂg%i)
AO 000000 Al16 010000 Reserved 100000 Reserved 110000
Al 000001 Al7 010001 Reserved 100001 Reserved 110001
A2 000010 Al8 010010 Reserved 100010 Reserved 110010
A3 000011 A19 010011 Reserved 100011 Reserved 110011
A4 000100 A20 010100 Reserved 100100 Reserved 110100
A5 000101 A21 010101 Reserved 100101 Reserved 110101
A6 000110 Reserved | 010110 Reserved 100110 Reserved 110110
A7 000111 Reserved | 010111 Reserved 100111 Reserved 110111
A8 001000 Reserved™ 011000 Reserved 100111 Reserved 111000
A9 001001 Reserved | 011001 BO 101001 Reserved 111001
A10 001010 Reserved | 011010 B1 101010 Reserved 111010
All 001011 Reserved | 011011 B2 101011 Reserved 111011
Al2 001100 Reserved | 011100 B3 101100 Reserved 111100
Al3 001101 Reserved | 011101 Reserved 101101 Reserved 111101
Al4 001110 Reserved | 011110 Reserved 101110 Reserved 111110
A15 001111 Reserved | 011111 Reserved 101111 Reserved 111111

10.2.2.4.1.2.2 Segment length field (LENGTH)

The segment length field shall be an unsigned 16-bit integer that indicates the number of octets in the
uncoded segment payload (which does not include the tail bits, or the pad bits). The length of each
segment shall not be larger than 65535 octets.
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10.2.2.4.1.2.3 Midamble existence field (MID_EX)

The MID_EX field determines whether or not the segment is appended by a midamble. The mapping
between this bit and existence of the midamble is given in Table 10.

Table 10 - Mapping between the value of the MID_EX bit and existence of midamble

MID_EX Midamble existence
)
0 Midamble does not exist
1 Midamble exists

19.2.2.4.1.2.4 Segment continued field (CONT)

THe CONT field determines whether or not this segment is a fragment of the received PSPU, and
shiould be reassembled at the receiver. The value of this bit shall be accordifng,to Table 11.

Table 11 - Value of the CONT bit

CONT .
Fragmentation
(K) g
0 The segment is not a fragmentor is the last fragment
1 The segment is a fragment

19.2.2.4.1.3 Antenna training indicator field
19.2.2.4.1.3.1 Discovery mode repetition field (DISC_REP)

THe discovery mode repetition field represents the number of repetitions in the discovery mgde. The
mapping between the value of DISC_RER)and Npscrep iS given in Table 12. For all non-discovery

mode frames the value of DISC_REP shall be set to L3L,L,1Ly = 0000g.

Table 12 - Mapping between the value of the DISC_REP field and number|of
discovery mode repetitions

DISC_REP Nuﬁﬁz;i;?ﬁgﬁgsm
(LsLoLilo) (Npiscrep)

0000 1

0001 2

0010 4

0011 8

0100 16

0101 32

0110 64

0111 128

1000 Reserved

1001 Reserved

1010 Reserved
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Table 12 - Mapping between the value of the DISC_REP field and number of
discovery mode repetitions (concluded)

DISC REP Numt_;er of repetitions in
- discovery mode
(LaLolylo) N
(Npiscrep)
1011 Reserved
1100 RUDCI vc:u'
1101 Reserved
1110 Reserved
1111 Reserved

10.2.2.4.1.3.2 Number of training symbols for RX training field (NUM) RXTS)

The nunmber of training symbols for RX training field shall be an unsigned 6-bittinteger. Its value sh
indicate| the number of training symbols for RX training in the ATS. The/NUM_RXTS value
Discovely Mode Beacon shall be 0.

10.2.2.4.1.3.3 Number of training symbols for TX training field (NUM_TXTS)

The number of training symbols for TX training field shall be an ufsjgned 6-bit integer. Its value sh
indicate [the number of training symbols for TX training in the ATS:XThe NUM_TXTS value for Discovs
Mode Bg¢acon is O.

10.2.2.p PPDU payload

The PPIDU payload consists of one or more segments_as*described in 10.1. The segments are form
as desctibed in 10.1.3. Each data bit block shall be processed as follows:

1.The rgsulting bits shall be encoded and mapped as described in 10.2.2.5.1 or 10.2.2.5.2.
2.The rgsulting symbols shall be modulated into SCBT symbols as described in 10.2.2.5.3.

10.2.2.b.1 FEC and mapping (EqUal error protection)
Figure 14 depicts the general overview -of the encoding and mapping scheme for modes AO throu

A9. For [the payload, first, the databits shall be scrambled as specified in 10.2.2.5.1.1. Then, Npaqp;

zero pad bits shall be appended.to the end of the data bit block, where

N its
N padbits 1792 {ﬁ—l -N bits (1

and Npjk is thesnumber of bits in the data bit block. The padded data bit block shall be encod
according to the-Reed-Solomon code, as specified in 10.2.2.5.1.2.

AS

The reSlHIting RS coded payload bits or the formed header bits shall be demultiplexed into 4 groups,
described n T0.Z2.Z5.1.3. epending on the data fate mode, each group of bits sha en

e

interleaved using the bit interleaver described in 10.2.2.5.1.4. The resulting bits shall be appended

with Ny,j tail bits (in each branch). They then shall be encoded using the convolutional code or trel

lis

coded modulation described in 10.2.2.5.1.5 and 10.2.2.5.1.6. The resulting encoded bits from the 4
branches shall then be multiplexed together into one group of symbols as specified in 10.2.2.5.1.7.
The multiplexed bits are then mapped to constellations as specified in 10.2.2.5.1.8. The data symbols
shall be spread in time domain as described in 10.2.2.5.1.9. The resulting data symbols shall then be

appended with Npagsym z€ro symbols, where
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N sym

(11)

At the end of each segment, the resulting data symbols shall be interleaved with the Dual Helical Scan
(DHS) symbol interleaver as described in 10.2.2.5.1.10.

1d

A pide-stream scrambler shall be used to whiten only portions-ef.the PLCP header, i.e. the MAC
arld HCS, and the entirety of each segment. In addition, thevscrambler shall be initialized tg
vdlue specified by the MAC at the beginning of the MAC.header and then re-initialized to t

Hayload Data —| Scramble |

Add Pad
Bits

RS
Encoder

| Bit Interleaver | B

P DEMUX

Formed header —p»|

Add Pad
Bits.

(= Bit Interleaver (|

.2.2.5.1.1 Data scrambler

seled value at the beginning of each segment.

TH

e polynomial generator, g(D), for the pseudo-random binary sequence (PRBS) generator
gb) =1+ D + D, where D is a single bit:delay element. Using this generator polynofnial, the

La| Bit Interleaver |-a| Ad:“:a" > S,?cgj:; ™
Add“‘gail ~ é:,?cgé.:,’.g -~ Vv
MUX  {#{ Mapping [# TDS <*Os‘fi§:§‘.‘i | [
ail k
e P Encodng [
-] Bit interleaver [l A% Tl | g g&qﬂg ™
Figure 14 - General view of the encoding procedure

C header
a seed
e same
hall be:

cdrresponding PRBS, x[n], is generated as

l

w

ere @ denotes modulo-2 addition. The following sequence defines the initialization vec|

X[n] = x[n~214]1® x[n -15],n=01,2,...

ich is specified by the paratneter “seed value” in:

ere x;[-k] represents the binary initial value at the output of the kth delay element. The sd

X =60 %[-2] .. %[-14] %[-15]]

dgta bits, v, ‘are obtained as show in Figure 15.

vin]=s[m]® x[m],m =0,1,2,...

(12)

for, Xinit

(13)

rambled

(14)

where s[m] represents the non-scrambled data bits.

The 15-bit initialization vector or seed value shall correspond to the seed identifier as shown in Table
13. The seed identifier value shall be set to 00 when the PHY is initialized and this value shall be
incremented in a 2-bit rollover counter for each frame sent by the PHY.

Table 13 - Scrambler seed selection

Seed |ldentifier
(A1Ag)

Seed Value
Xinit = Xi[-1] %i[-2]... X[-15]

PRBS Output First 16 bits
x[0] x[1] ... x[15]

00

0011 1111 1111 111

0000 0000 0000 1000
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Table 13 - Scrambler seed selection (concluded)

01 0111 1111 1111 111 0000 0000 0000 0100
10 1011 1111 1111 111 0000 0000 0000 1110
Seed Identifier Seed Value PRBS Output First 16 bits
(A1A0) Xinit = Xi[-1] Xi[-2]... X[-15] x[0] x[1] ... X[15]
1 1111 1111 1111 111 0000 0000 0000 0010
Unsgrambled Scrambled
data data
s[n] v[n]
X[n] X[n-1] X[n-13] X[h-14] X[n-15]
—» D —» D |—» — D D

_I_

Figure 15 - Block diagram of the side-stream scramble

10.2.2.p.1.2 Reed-Solomon code

A systeratic (N=255, K=239, T=8) Reed-Solomon code is shortened to different lengths to be used for
the header and the payload. The RS(255,239) shall be shortened to RS(255-Nggpad,239-NRrspad) by fifst

padding|a block of 239-Nggp,q data octets/with Npgpaq zero octets. The resulting block shall be codpd
using the RS(255,239) Reed-Solomon. code described below. The resulting 16 parity octets rys, ...,|rg
shall bejappended to the data blockjto form the coded data block of length 255-Nggpqq-

For the |header, the Nggpaq shall be equal to 237-4Ngegments-31aTIF-NMACheaders Where Nyacheader 1S the
length of the MAC header (refer to 15.2.1 and 15.2.2). For the payload, the Nggpaq Shall be equal to 15.

The RS(255,239) cade\is defined over GF(28) with a primitive polynomial p(z) = z8+ z4+z3+z2+1. As
notation| the elemefit-M = b;z’+bgz8+bsz°+b,z*+b3z3+b,7%+b, z+by, where M T GF(28), has the followihg
binary reépresentation b;bgbsb,bsb,b,bg, where b is the MSB and by is the LSB.

The codg i specified by the generator polynomial g(x) defined over GF(28).

2T -1

g(x) =[] (x-a') (15)

where a=02y is the root of the polynomial p(z).

The mapping of the information octets m = (my3g, My37, ..., Mp) to codeword octets ¢ = (My3g, My37, ...,
Mo, 15, 4, ..., o) is achieved by computing the remainder polynomial r(x)
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r(x) = ﬁ rx' = x"*m(x) mod g(x)

i=0

where m(x) is the information polynomial

238 _
m(x) = [Lm x

(16)

(17)

an
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dri,i=0,...,15,and mi,i=0, ..., 238, are elements of GF(28).

.2.2.5.1.3 Demultiplexer

e Reed-Solomon encoded bits b[.] shall be demultiplexed to create four bit streams c,,[.], 1]
e cp[.] shall be obtained from b[.] from c,[k] = b[4k+m].

.2.2.5.1.4 Bit interleaver

e bit streams shall be interleaved by a bit interleaver of length 48;~The interleaved bit d,[I]
ual to cy[k] by

| = H% J +7(k mod 6)} mod 48

.2.2.5.1.5 Convolutional code
e convolutional encoder shall use the rate R=1/2 code with generator polynomials, gg = 23,

shall be

(18)

and g =

b, as shown in Figure 16. The bit denoted as "A" shall be the first bit generated by the

nvolutional code by employing "puncturing”. Puncturing is a procedure for omitting som
coded bits at the transmitter (thusreducing the number of transmitted bits and increasing th
e) and inserting a dummy "zero" metric into the decoder at the receiver in place of the omi

ch of these cases, the tables shall be filled in with encoder output bits from left to right. Fo
pck of bits, the process\shall be stopped at the point at which encoder output bits are exhaud
P puncturing pattern-applied to the partially filled block.

lowed by the bit denoted as "B". Additional coding rates are derived from the "mother” r%e R=1/2

bncoder,

of the
coding
ted bits.

e puncturing patterns areqllustrated in Figure 17, Figure 18, Figure 19, Figure 20, and Figufe 21. In

the last
ted, and

e encoder shathstart from the all-zero state. After the encoding process for the PLCP header has

for each
ate. The

©l

en completedi-the encoder shall be reset to the all-zero state before the encoding starts
gment; in-other words, the encoding of each segment shall also start from the all-zero st
DU shall\be encoded using the appropriate coding rate of R = 4/7, 2/3, 4/5, 5/6, or 6/7.
Output
>@ >@ > Data A
Input
e E D D D
Data
Output
>
U U U Data B

Figure 16 - Convolutional encoder: rate R=1/2, constraint length K=5
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Source Data Xo X1 Xz X3

Encoded Data Stolen Bit

Bit Stolen Data

(Sent/Received Data) B | b | A | b &) b o

Bit Inserted Data Inserted Dummy Bit,
bo by b, bs

Decoded Data Yo Y1 Y2 Ys

Figure 17 - An example of bit stealing and bit insertion for R=4/7 code

Source Data Xo X1
ao a

Encoded Data Stolen Bit
bo by

Bit'Stolen Data
(Sent/Received Data)

ao a
Bit Inserted Data Inserted Dummy Bit
bo by
Y
Decoded Data Yo Y1

Figure 18- An example of bit-stealing and bit-insertion for R=2/3 code
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Source Data Xo X1 X2 X3

Encoded Data Stolen Bit
by by b, bs

Bit Stolen Data
(Sent/Received Data)

Bit Inserted Data Inserted Bummy Bit
bo by b, bs

Decoded Data Yo Y1 Y2 Y3

Figure 19 - An example of bit-stealing and*hit-insertion for R=4/5 code

Source Data Xo X1 Xo X3 Xa

Encoded Data Stolen Bit
bo by b, bs by

Bit Stolen Data

(Sent/Received Data) B [ B | by | @ | 8 | a

Bit Inserted Data Inserted Dummy Bit
bo by b, bs by

Decoded Data Yo Y1 Y2 Y3 Ya

Figure 20 - An example of bit-stealing and bit-insertion for R=5/6 code
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Source Data

Encoded Data

Xs

o

ai

az

az

a

as

by

by

b,

b3

by

bs

Stolen Bit

NOTE

10.2.2.

For NS8
using th

Before the convolutional encoding, the bits e4[] shall be demultiplexed into two groups e; y[.] apd

euml-]: W

and

Bit Stolen Data
(Sent/Received Data)

Bit Inserted Data

Decoded Data

Figure 21 - An example of bit-stealing and bit-insertion for R=6/7 code

Decoding by the Viterbi algorithm is recommended

by

by

az

b

as

o

ap

az

ag

as

by

by

b,

by

by

bs

Yo

Y1

Y2

Ys

Ya

¥s
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b.1.6 Trellis coded modulation
QAM and 16QAM constellations, a "pragmatic®trellis coded modulation (TCM) is employed py

b convolutional code and the puncturing patterns as described in 10.2.2.5.1.5.

The bits

here
e, (fil=e, HULJ(U +C)+i modu} (19)
. o [i] :emHéJ(u +C)+imodC +u} (20)
ezml.] shall be encoded and punctured to produce the bits py[.]. The resulting bits, py[.], shall

Inserted Dummy, Bit

then be multiplexed with bits e, ,[.] to generate f[.], where

36

fm[i]={

e, nli/P]
enlli/PJ(P-2)+imodP-1] imodP =0

imodP =0 (21)
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For a given data rate mode, the convolutional code rate (including encoding and puncturing) and C, P
and U shall be as described in Table 14.

Table 14 - Parameters for trellis coded modulation

Mode U C P

Ar

H
N
H»

example of this operation for data rate mode A6 is depicted in Figure 22.

Conv. Encoder
and Puncturer
R =5/6

— -

ecml0]

T

eeml1]

T

ecm[2]

T

ecm[3]

T

ecm[4]

|

Pml0] | Pm[1]

l

Pnl2] [ Pn[3] | Pmf4] | P[5]

en[0] | enl1] | en[2] | enl3] | en[4] | en[5] [ en[6] | enl7] ful0] | ful1] | ful2)

8]

by P & f
I
eum[0]|eum[1]|euml2] > leym[O1feum[1]|euml2]
Figure 22 - An example of encoding for trellis coded modulation for mode A6
19.2.2.5.1.7 Multiplexer
THe coded bits from the four branches f,,[.], m=0....,3 shall be multiplexed to create a single strgam g[.].

TH

e g[.] shall be obtained from f,,[.] from

k
g[k] = Flore,, Jm0d4|:k mod Ky + Kyux le H (22)
MUX
where kyux = 1 for modes A0 to A5, A7 and A9, kyyux = 3 for mode A6, and kyyx = 4 for mode| A8.
13.2.2.5.1.8 Maéapping
THe data bits shallbe mapped to the constellations according to the data rate mode. The congtellation
mappings aregiven in 10.2.4.
19.2.2.5:b9 Time domain spreading (TDS)
THe data symbols shall be consecutively repeated Ntpg times, that is the output of the spread|[symbols
s[] shall be derived from the data symbols v[.] by
n
s[n]=v { J (23)
NTDS

where Ntpg is the time domain spreading factor (TDSF) defined for each mode in Table 48.

10.2.2.5.1.10 Symbol interleaver

The data symbols, u[.], shall be interleaved using a 21 by 24 dual helical scan (DHS) interleaver. The
DHS interleaver interleaves the data symbols by writing and reading the data symbols in a memory
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block with a helical scan pattern. Each block of 504 data symbols, u[0],...,u[503], shall be interleaved
separately to form the interleaved symbols w[0],...,w[503].

The interleaving operation is described by defining the auxiliary symbols r[m,n]. The r[m,n] are then
given by r[m,n] =u[k] where

m = {(k mod 21)+ {%H mod 24 (24)

and

n=kmod21 (29)

and w[k] are given by w[k]=r[m,n], where

m =23 - {(k mod 21)+ L%H mod 24 (26)

and

n = k mod-21 q7)

10.2.2.5.2 FEC and mapping (Unequal*error protection)

Figure 213 depicts the general overview of:the'encoding and mapping scheme for modes A10 through
Al13. Fof the payload, first, the MSB and'LSB bits of the each octet is separated as described|in
10.2.2.5(2.1. Then, for each group, the'data bits shall be scrambled as specified in 10.2.2.5.2.2. Thgn,
Npadbits $hall be appended to the entof the data bit block, where

N its
padbits — 1792{%1 -N bits (28)

N

1%
o

and Ny is the number of bits in the data bit block. The padded data bit block shall be encod
according to thexReed-Solomon code, as specified in 10.2.2.5.2.3.

The reSuHillg RS-coded pay:uad bits-or-the-formedheader-bits—shatte dcnlu:tip:r.')\cd tto—=4 groups;—as
described in 10.2.2.5.2.4. Depending on the data rate mode, each group of bits shall then be
interleaved using the bit interleaver described in 10.2.2.5.2.5. The resulting bits shall be appended
with Ny,j; tail bits (in each branch). Then they shall be encoded using the convolutional code described

in 10.2.2.5.2.6. The resulting encoded bits from all 8 branches shall then be multiplexed together into
one group of bits as specified in 10.2.2.5.2.7. The multiplexed bits are then mapped to constellations
as specified in 10.2.2.5.2.8. The resulting data symbols shall then be appended with N,a4sym zero

symbols, where

Nsm
Npadsym = ZNDIVZNYD—I_ Nsym (29)
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At the end of each segment, the resulting data symbols shall be interleaved with the Dual Helical Scan

(DHS) symbol interleaver as described in 10.2.2.5.2.9.
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Figure 23 - General view of the encoding procedure
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10.2.2.5.2.1 MSB/LSB separation

The incoming bit stream, a[.], shall be demultiplexed into two streams, such that the MSBs and LSBs
of each octet are separated. That is, the two bit streams a gg[.] and aysg[.] are created from the

incoming bit stream a[.] by

a lk]= a{n mod4 + SEH (30)

and

k
ayssk] = {n mod4+8hJ +4} dy

10.2.2.p.2.2 Data scrambler
Refer to[10.2.2.5.1.1.

10.2.2.p.2.3 Reed-Solomon code
Refer t0[10.2.2.5.1.2.

10.2.2.b.2.4 Demultiplexer
Refer t0[10.2.2.5.1.3.

10.2.2.p.2.5 Bit interleaver
Refer t0[10.2.2.5.1.4

10.2.2.p.2.6 Convolutional code

The conpolutional encoding in each branch shalkbe as described in 10.2.2.5.1.5. For modes A10 ahd
A1l the|code rate for the branches 0 through 3*(MSB branches) shall be Ry sg, and the code rate for

the brangches 4 through 7 (LSB branches) shall be R, sg, as given in Table 48. For mode A10 only MSBs
shall belencoded, modulated and transmitted. The LSBs shall be discarded.

10.2.2.5.2.7 Multiplexer

For mode A10, the bits from the eight branches f,[.], m=0,...,7 shall be multiplexed to create a single
stream as described in 10.2.2.5.1.7.
For mode All, the bits from“the eight branches f,,[.], m=0,...,7 shall be multiplexed to create a single

stream g[.]. The g[.] shall'be obtained from f,[.] from

glk]= me% J+ p} 32)

where m and n are given in Table 15 as a function of k mod 48.

Table 15 - Multiplexing parameters for mode All

kmod48 | m n p | kmod48 | m n p fkmod48 | m n p
0 0 7 0 16 2 7 2 32 4 5 4
1 0 7 1 17 2 7 3 33 5 5 0
2 0 7 2 18 2 7 4 34 5 5 1
3 0 7 3 19 2 7 5 35 5 5 2
4 0 7 4 |20 2 7 6 36 5 5 3
5 0 7 5 21 3 7 0 37 5 5 4
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Table 15 - Multiplexing parameters for mode A1l (concluded)

Fd
cr

kmod48 | m n p | kmod48 | m n p | kmod48 | m n p
6 0 7 6 22 3 7 1 38 6 5 0
7 1 7 0 |23 3 7 2 39 6 5 1
8 1 7 1 24 3 7 3 40 6 5 2
9 1 7 2 25 3 7 4 41 6 5 3
10 1 Z 2 26 2 Z =~ 42 & [~ Vil
11 1 7 4 |27 3 7 6 43 7 5 0
12 1 7 5 |]28 4 5 0 44 7 5 1
13 1 7 6 29 4 5 1 45 7 5 2
14 2 7 0 |]30 4 5 2 46 7 5 3
15 2 7 1 31 4 5 3 47 7 5 4

r modes A12 and Al3, the symbols from the eight branches f,[.], m=0¢..,7 shall be multip
pate a single stream g[.]. The g[.] shall be obtained from f[.] from

lexed to

K K k
g[k]: f[k/kMUXjmod4+4(L2k/kMuxjmod2) k' mod Mzux \ Mzux (33)
4kMUX

where kynx = 2 for mode A12, and kp ,x = 4 for mode A1S3:
1Q.2.2.5.2.8 Mapping
Refer to 10.2.2.5.1.8.
19.2.2.5.2.9 Symbol interleaver
Refer to 10.2.2.5.1.10.
10.2.2.5.3 Block modulation
THe multiplexed transmit symbols, w[.] shall be formed into SCBT symbols. First the trangmit data
symbols shall be divided intosblocks of length Np=252. This transmit symbol block shall be appended
with pilot symbol. The pilats;symbols consist of a sequence of length Np=4, Spnot[n]:(—l)””, n¥0,1,...,3,
to[form an SCBT block> The resulting SCBT block shall be pre-appended with a cyclic prefiq. This is
ddne by prefixing the-SCBT block with the last N¢p transmit symbols of the SCBT symbol. The cyclic
prefix length, NeprShall be set based on the REQ_CP_LENGTH field of the last received frame from
the current receiver. The Nqop may take the values 0, 32, 64 or 96. The N¢p for the first data frafne or for
dgta frames-that have multiple destinations, e.g. beacon frames, is set to 96. Figure 24 dgpicts an
example.ofithe SCBT symbol formation.

| SCBT Symbol R

| |

New-Ns CP | N7 Plot . N> Pilot
sC;mgoIs syF;nboIs No Transmit symbols syF;nbols
. o o
i‘ Cyclic Prefix 'i‘ SCBT Block 'i
Figure 24 - Formation of the SCBT symbol

10.2.2.5.4 Midamble
The midamble sequence shall be identical to the channel estimation sequence, Scgascerl], as

described in 10.2.2.3.2.

NOTE

ca

©l

rrier frequency estimation, and fine symbol timing.
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10.2.2.6 Channel bonding

Two, three or four adjacent channels may be bonded together. In this case, the formation of frames

shall be as specified in 10.2.2.1 through 10.2.2.5. The symbol rate shall be increased according to
Table 16.

Table 16 - Symbol rates for channel bonding

Number of bonded channels fsym (Gsps)
2 3.456
3 5.184
4 6.912
10.2.3 |OFDM
10.2.3.L Timing related parameters
The OFDM PHY timing related parameters are listed in Table 17.
Table 17 - OFDM timing related parameéeter
Parameters Description Value
fsym Symbol rate 2.592 Gsps
Tsym Symbol time 0.386 ns
Neer Number of subearriers 512
TerT FFTl-period 197.53 ns
Np Number of data carriers 360
Nbc Number of DC carriers 3
Np Number of pilot carriers 16
Ny Number of null carriers 133
NCp Cyclic prefix length 64
Tep Cyclic prefix duration 24.70 ns
Tsym,OFDM OFDM symbol Duration 222.23ns

10.2.3.2 Frame related parameters
The OFDM PHY frame related parameters are listed in Table 18.

Table 18 - OFDM frame related parameters

Parameters Description Value
Nsync Number of symbols in frame synchronization sequence 1792
Teync Duration of the frame synchronization sequence 691.7 ns
Nce Number of symbols in the channel estimation sequence 1088
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Table 18 - OFDM frame related parameters (concluded)

Parameters Description Value
Tce Duration of the channel estimation sequence 419.97 ns
Npreamble Number of symbols in the PLCP preamble 2880
Tpreamble Duration of the frame preamble 1111.68 ns
NATS Number of symbols in the ATS 256(N1x1st NrxTs)NpIscrep
Tats Duration of the ATS NatsTsym
Nframe Number of Symbols in the frame Noreamble*Nheader*Npayload tNaTs
Ttrame Duration of the frame Nframe Tsyfn

190.2.3.3 PLCP preamble
THe preamble includes 7 short training sequences and 2 long training,sequences, which are jused for
frgme synchronization and channel estimation, respectively. The short-training sequence Sg, 7[.] is
296 symbols long, while the last sequence is rotated by 180 degree to indicate the end |of short
selquences and beginning of long sequences. The long training,seguence S,q 7[.] is 512 symbpls long,

with a cyclic prefix of length 64. The total length of the greamble is 5 OFDM symbols Igng. The
preamble is normalized to unity.

2 Length-512

6 Length-256 repeated sequences

repeated sequences Length 64 CP

180 degree rotated
sequence

Figure 25 - PLCP preamble

THe length-256 short.training sequence shall be defined in the frequency domain using QPSK signal
with inserted zeros.The frequency domain representation Sgqt g[.] is illustrated in Table 19.

Table 19 - Short training sequence in the frequency domain

n 1= = n = |= n |2 = n = =
o= [ [ o= [ o= [ o=
T T T T T T T T
s € s g g |4 I
D < D < D [t D (ad
o = o = o = o =

0 0 0O J128| 1 | -1 256 O | O 1384 |-1]| 1

1 0 J129| O 0 1257 0| 0 |38 |0 0

2 -1 1 J130| -1 | -11258| 0 0 1386 1 | -1

3 0 0 J131| O 0 |259| 0 | O |387 0

4 1 1 132 -1 | 1 )1260| 0 | O |388]| -1

5 0 0 J133| 0 0 |261| O 0 1389| 0

6 1 -1 134 1 1]262| 0 0 1390| -1 -1

7 0 0 J135| O 01263 0 | O J391| O 0
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Table 19 - Short training sequence in the frequency domain (continued)

{[u]FHo%s}w

1

-1

0
1

0
-1

0
-1

0
1

0
-1

0
1
0
1
0
1
0
1
0

0
-1

0
-1

0
-1

0
1

0
-1

0

0
-1

{[u]F**s}ey

-1

1

-1
0
-1

<1
0
1

-1

1

-1

-1
0
1

-1

-1
0
-1

-1
0
1

1

-1

1

s

420

{[u]F s}y

0 | 392

0 |394

0 |39 | O
0 | 396
0 | 397
0 | 398

0 1399| 0

0 400
0 | 401
0 4402

0/1403| O
0 | 404

0 J405| O
0 | 406

0 J407| O
0 | 408

0 J409| O
0 | 410
0 411
0 | 412

0 [413] 0
0 412

0 J415| O
0 | 416
0 | 417
0 | 418

0 J419| 0

0

0 |421
0 | 422

0 [423] 0
0 [424

0 J425| O
0 | 426

0 J427| O
0 | 428

{[u]F**s}ey

0
0

0
0
0
0
0

0
0
0
0
0

0
0

0
0
0
0
0
0
0

0

0
0
0

0

s

266
267

268 | 0
269
270
271
272
273

275

277
278
279

281
282

283 | 0

284 | O
285
286
287

289

291
292
293

295
296
297

208 | 0
299

300 | O

{[u]F s

-1 1264 | O

1

1

1

0

-1 1274 O

-1 1276

=<1 280 | O

0
1

1

-1 | 288

-1 1290

0

-1 1294 | 0

1

1

1

{[u]F**s}ey

1

-1

1

-1

1

1

1

-1

-1

1

-1

1

-1

1

-1

e

136

138

140

142

1451 0
146

148

152

155| 0
156

158

160

162

165| O
166

168

170

172

{[u]3 s wy

-1

-1

0
1

1

0
-1

-1

1

0

1

1

{[u]F¥o%s}ey

0

0

€l

0

-1

c

10
11
12
13
14
15
16
17
18
19
20
21

23
24
25
26
27

28
29
30

31

33

34
35

37
38

39

40

41

42

43

44
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Table 19 - Short training sequence in the frequency domain (continued)
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Table 19 - Short training sequence in the frequency domain (continued)
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Table 19 - Short training sequence in the frequency domain (concluded)

n |= |= n = = n = |= n = |=

< [ [ [y [ [y [ [y

5 |5 5 |5 5|5 5|5

o |y o’ oy oy | oy |y

T E’ oy E oy E oy E

[add = [add —_ [add = [add =
119 O 0 J247| O 0 |J]375| O 0 |503| 0 0
120 -1 240 0] 0] 3/0 | -1 -1 10041 -1 -1
121 O 0 1249| O 0 |377| 0 | O |505| 0| O
122 1 -1 ]250| O 0 |378] -1 1 1506 1 -1
123 0 0 |251| O 0 |379| 0 | O |507| 0O | O
124 1 -1 1252 O 0 1380 1 -1 1508 | -1 | <1
125 0 2531 O 0 |]381| O 0 |509 | 0 0
126 | -1 1 254 | 0 0 1382] 1 1 | 51041 | -1
127 O 255| 0 0 |]383| 0 511 0 | O

The short training sequence, Sgnori7l.] is then determinedyby the inverse FFT of the Ygnorpl[.]-
Specifically, let

511 i2z
Sshort E [k] o 512 km

S m]=) —ot.fo -
short,T[ ] kZ::O \/ﬁ

(34)

where Sgnort T[M] represents the m" element of the sequence Sshort, TIM] @nd Sgort f[M] repregents the

k"l element of the sequence Sshort,eEMJ: Note that the /356 in (111) is the normalization factor dpe to the
356 non-zero QPSK symbols in the frequency representation.

THe overall short training sequence shall be of length 1792 and be given by

Ty 7 [(NMod 256 )+1]  n=0,.,1535

S nl = 35
sync, Azorom (1] ~Tyor 7 [(NMod 256 )+1] n =1536,...,1791 %)

THe length®512 long training sequence is generated also in frequency domain using BPSK signal. The
frequency.domain representation Siong,e[-1 is illustrated in Table 20.

Table 20 - Frequency domain long training sequence

n E n E n E n E
E S S E

O | O |128| -1 |256| O |384| -1

1 | 0 J129| 1 |257| 1 |385| 1

2 1 J130| 1 }258| O |386

3 | -1]131| -1 |259| 0O |387

4 | -11]1132) 1 J260| O |388| -1

5 1 J133| -1 |261| O |389| 1
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Table 20 - Frequency domain long training sequence (continued)
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Table 20 - Frequency domain long training sequence (continued)

A | |H A A |A A [ | A q T AT A A A | q [ | [ [ [ [ [
4'Buoy 1 1 ' ' ' ' 1 ' ' 1 ' 1 1 ' ' ' 1 ' ' ' '
[ul=™™ls
O I~ (0 O O | |N M| Y |INTO/ |0 |0 (| NM (T |10 |O© ([0 0[O |dN MIS (1B (O (| (0|0 O |
c NN PN OMMMMMOOMOmMMmMmOmM S I T I |19 (19§ (7§ (7§ |9 |0 |00 (wjlw |w|wiwnwn|wn (o o
bEAEAEAELAEAEAEAEAEAEASSSEEAEAELAEAEAEAEAEAEAEAEAEAEAEAEAESEAEAEAEAEAEAEN
_”C”_H_.@co_m o OO |O |0 |0|0o|0|0O|00 0Oy OO0 0Oj0O0O|0O|0O|0O|0O|0O|0O|0O|O |0l |©O|©O|O |0 |0 |O o
0D |d N M |T O[O |V DO [«H N M T | (O || |0 |dNMmIT VIO (-0 (0 |d N (M
= O oD OO0 (0|0 |d [d0gA |d[d|d(d || [ [N N[N [N N NN NN MM m
N NP OHOO®OMOOMMM®MmMOMMIOMMMMMOMOMOMMMMOMOMMMe;moMmMmmmmm oM
_”C”_H_.@co_m — [ | ‘l._ — | [ 1__ o O |0 |0 |0 |0 |ojo | |0 |0O|0O |0 |0O|0O 0|0 |0 |0O|© ||| |o|o|o o
O |d [ |M T IO |O© I~-]00 |0 (O |d|N M| 1D O/ 0|0 |10 [N MY |0 O[]0 [ O |d [N |M|IT (W
c P~ P~ [N [P~ [P~ [P [P~ [~ [P~ |~ (00 |00 |00 [0 |0 |00 [0 (00 |0 &) O O O O |O) O OO O |© |© O |O O O
L B I B I B B I B B I B I I B I O o IO B e O e B o I I O I I o B B I e B I B e R B e IR B QN I K VAR K o NI a U o VA N Y
. A | H A AT A A A H || q | [ & || (A [H A [ |
_HCH_H_ @CO_m 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
= N M | (O [0 (0[O |d (N M|S 1D |[O© (00| O |dAN M [ (D (O | [0 [O|O [N M (|10 (O [~
< IY (Y (YT T TS0 |0 ;000N ;W00 Wm0 OO0 (O O O O |O© O OM [~ P~~~

49

© ISO/IEC 2011 - All rights reserved


https://standardsiso.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

Table 20 - Frequency domain long training sequence (continued)
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Table 20 - Frequency domain long training sequence (concluded)

nE 1" l=E nl= | "=
S S S S
114 | 1 242 0 J370| 1 J498| 1
115 1 243 0 371 -1 J499| 1
6142440 13721 15001
117 | -1 |245| O |373| -1 |501| -1
118 | -1 |246| O |374| 1 |502| -1
119| -1 |247| 0 375 1 |503
120| -1 |248, 0 |376| 1 |504
121 | -1 |249| O |377| -1 |505| -1
122 1 |250| O |378| -1 |506| -1
123 | -1 |251| O |379| -1 |507 |.“<1
124 1 |252| O |380| -1 |508y 1
125| 1 |253| O 381 -1,}509| -1
126 | 1 |254| 0 |382|.-1 |510| 1
127| 1 |255| 0 383} 1 |511

THe long training sequence is determined by theinverse FFT of the Sj5pg F given by

s S [k] 2%km
S fm] = L Z g2 (36)
o= ;) 354

where Sjong 7[mM] represents the m" element of the sequence Siong,7[-] and Sygng rl.] represents the kth

element of the sequence-Sigq ¢[.]. Note that the J/354 in equation (36) is the normalization factpr due to
the 354 non-zero QPSKsymbols in the frequency representation.

10.2.3.4 PLCP~header

Fgr Type A OFBDM frames, the formed PLCP header has a length of Nygaqer- The PLCP header|shall be

firpt padded with zeros where the number of zero bits is 24. The padded header shall be demu|tiplexed
and thensshall be encoded with four encoders of rate 2/3 convolutional coding (labelled A throygh D) in
the MSB branch before QPSK modulation (see 10.2.3.5.1.10), OFDM symbol paddipng (see
10.2-3.5.1.11), tone interleaver (see 10.2.3.5.1.13) and OFDM modulation (see 10.2.3.5.1.12), as
illustrated n Figure 26. Let A({0), A(D), ..., A(n), ... be the bit stream at the oufpuf of encoder A with
A(0) being the first bit, B(0), B(1), ..., B(n), ... be the bit stream at the output of encoder B with B(0)
being the first bit, let C(0), C(1), ..., C(n), ... be the bit streams at the output of encoder C with C(0)
being the first bit, D(0), D(1), ..., D(n), ... be the bit stream at the output of encoder D with D(0) being
the first bit, the multiplexer in Figure 26 shall be implemented such that the output bit stream of the
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multiplexer is A(0), B(0), C(0), D(0), A(1), B(1), C(1), D(2), ..., A(n), B(n), C(n), D(n),... with A(0) being

the first bit.
N 2/3 Convolutional N

encoder code A

2/3 C%nvolugonéil

encoder code QPSK OFDM

——OFDM header—» Demultiplexer Multiplexer » Constellation symbol —

mapping padding

2/3 Convolutional

encoder code C

2/3 Convolutional

encoder code D

> . Tone > OFDM
interleaver modulation

10.2.3.4.1 PHY header

10.2.3.4.1.1 Fixed length PHY header

10.2.3.4.1.1.1 PLCP SCRAMBLER FIELD (SCRAMBYKER)
Refer t0[10.2.2.4.1.1.1.

10.2.3.4.1.1.2 Bit reversal field (BIT_REVERSAL)
The BIT| REVERSAL bit shall be set to zero for all. Type A OFDM frames.

10.2.3.4.1.1.3 ATIF existence field (ATIF_EX)
Refer t0|10.2.2.4.1.1.3.

10.2.3.4.1.1.4 CP length field (CP/LENGTH)

Figure 26 - OFDM block diagram for header operation

The CP[LENGTH field D;Dg shall be.set to 10g, which corresponds to the cyclic prefix length of 64 for

Type A OFDM.

10.2.3.4.1.1.5 Requestéd CP length field (REQ_CP_LENGTH)
The REQ_CP_LENGTH fielg"D,Dg shall be set to 10g.

10.2.3.4.1.1.6 Number of segments (NUM_SEGMENTS)

Refer t0]10.2.2.4,1.2:6.

10.2.3.4.1.1.%=~"Number of MSDUs (NUM_MSDUS)
Refer to|1072.2.4.1.1.7.

1023&12 \vlaliab:c :Cllyth P::\II hCCldCI
10.2.3.4.1.2.1 Mode field (MODE)
Refer to 10.2.2.4.1.2.1.

10.2.3.4.1.2.2 Segment length field (LENGTH)
Refer to 10.2.2.4.1.2.2.

10.2.3.4.1.2.3 Midamble existence field (MID_EX)
Refer to 10.2.2.4.1.2.3.

10.2.3.4.1.2.4 Segment continued field (CONT)
Refer to 10.2.2.4.1.2.4.
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.2.3.4.1.3 Antenna training indicator field
.2.3.4.1.3.1 Discovery mode repetition field (DISC_REP)
fer to 10.2.2.4.1.3.1.

.2.3.4.1.3.2 Number of training symbols for RX training field (NUM_RXTS)

Refer to 10.2.2.4.1.3.2.

10
Reg

.2.3.4.1.3.3 Number of training symbols for TX training field (NUM_TXTS)

fartao 102 2 4.1 2 2

14

THh
as

1.
2.

1d
TH

reTr—to—To =TT OO

.2.3.5 PPDU payload

e PPDU payload consists of one or more segments as described in 10.1. The segments ar¢
described in 10.1.3. Each data bit block shall be processed as follows:

The bits shall be encoded and mapped as described in 10.2.3.5.1.
The resulting symbols shall be modulated into OFDM symbol as described’in 10.2.3.5.1.12.

.2.3.5.1 FEC and mapping
e block diagram of the OFDM PHY for modes A14 to A21 is shown¢in-Figure 27. The informa

:2011(E)

e formed

ition bits

arg first split into two streams as described in 10.2.3.5.1.1. Thenthe bits shall be scranmpbled as

dgscribed in 10.2.3.5.1.2. Then, Npaqpits, oFrpm Z€r0 pad bits shall be)appended to the end of thg data bit
blpck as described in 10.2.3.5.1.3. The padded data bit block'shall be encoded according to the Reed-
Sqglomon code as described in 10.2.3.5.1.4.
THe resulting RS coded payload bits shall be interleaved by the outer interleaver as desgribed in
10.2.3.5.1.5. The resulting bits shall be encoded cusing eight parallel convolutional encqders as
dgscribed in 10.2.3.5.1.7. Depending on the data rate mode, puncturing may be perfofmed as
dgscribed in 10.2.3.5.1.8.
Fqr EEP modes (Al14 to A16), the encoded hits from the 8 branches shall be multiplexed into|a single
ddta stream as described in 10.2.3.5.1.9{D and interleaved as described in 10.2.3.5.1.9.2. For UEP
cading (A17 and A18), the encoded bhits. from the 8 branches shall be multiplexed into a single data
stfeam as described in 10.2.3.5.1.9.8and interleaved as described in 10.2.3.5.1.9.4. For UEP mapping
(AlL9 and A20), the encoded bits frem the 8 branches shall be multiplexed into a single data s{ream as
dgscribed in 10.2.3.5.1.9.5 andvinterleaved as described in 10.2.3.5.1.9.6. For MSB-only trangmission
(AR1), the upper branch that' consists of MSB RS encoder, outer interleaver, demultiplgxer and
cgnvolutional encoders A through D as shown in Figure 27 shall be used. The data MUX shall only use
the bits from the upper(bhanch.
THe resulting bits shall' then be mapped to the appropriate constellation as described in 10.2)3.5.1.10
prlor to the bit revérsal tone interleaver as described in 10.2.3.5.1.13. The QPSK and 16 QAM|[symbols
shlall be modulated with OFDM modulation as described in 10.2.3.5.1.12.
S <>1 Encoder A —
N o S Ly BN RS encoder >  Outer interl —— [ "7 7
Scrambler Padding - e I
_ e | S— +‘ Encoder D —
Multiplexer
I
— chi:‘;:ler% PadB(Iiting > RS encoder —>  Outerinterleaver  —— ) — +* —>
[ Encoder G —
T S
\—r Bit interleaver —»| Corr;s;:gz;trion [—— S;’;)"pl?slg I — OF?{’:mﬁfg"bOI ——>| Tone interleaver —»| mgjillja’;fon
Figure 27 - Block diagram of the OFDM PHY baseband
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10.2.3.5.1.1 MSB/LSB splitting
Refer to 10.2.2.5.2.1.

10.2.3.5.1.2 Data scrambler
Refer to 10.2.2.5.1.1.

10.2.3.5.1.3 Bit padding
Npadbits,oFpmM Z€r0 pad bits shall be appended to the end of the data bit block, where

N its
N padbits, OFDM  — 1792[%—‘ -N bits, OFDM (3 7)

1%
o

and Ny oppm IS the number of bits in the data bit block. The padded data bit block shall be encod
accordirng to the Reed-Solomon code, as specified in 10.2.3.5.1.4.

10.2.3.p.1.4 Reed-Solomon encoder
Refer to[10.2.2.5.1.2.

10.2.3.p.1.5 Outer interleaver
Let Ngp} be the interleaver size in bits. Interleaving encoders shall have an interleaving depth |4,
leading [to an interleaver size of Ngpj = 32Nrg = 8064 bits, whefe Ngrg is number of bytes in a RS
codewold.

Let X = 0,...,Ngpj-1 be the ordering of the original bits entering the interleaver. Let p _ ollos: Nori 1 be the

smallest power of 2 that is greater than or equal to the interleaver size and let S=0,...,P-1. The orderipg
of bits Igaving the interleaver shall be defined as the permutation

Y = prune ((S(STJrl)j mod PJ (38)

where pfune(.) is the operation that.réemoves all elements that are larger than Ngpj-1 from the ingut
sequende without changing the erder of the remaining elements.

10.2.3.p.1.6 Demultiplexing

For the first outer interleaver which accepts inputs from the first RS encoder, the output bit streams
shall be|demultiplexedste-encoders A, B, C, D (see 10.2.3.5.1.7) in a round robin manner. Let bit 0 pe
the first jncoming bitdn-the bit stream. With i=0, 1...,n, ..., the bit streams at the input of encoder A shgll
be b[3], p[7], ..., b[4n+3] where b[3] is the first incoming bit at the input of encoder A. The bit streams]at
the inpuf of encoder B shall be b[2], b[6], ..., b[4n+2] where b[2] is the first incoming bit at the input|of
encoder| B. The-bit streams at the input of encoder C shall be b[1], b[5], ..., b[4n+1] where b[1] is the
first incdming bit at the input of encoder C. The bit streams at the input of encoder D shall be b[0], b[#],
..., b[4n] i St i i i

For the second outer interleaver which accepts inputs from the second RS encoder, the output bit
streams shall be demultiplexed to encoders E, F, G, H (see 10.2.3.5.1.7) in a round robin manner. Let
bit 0 be the first incoming bit in the bit stream. With i=0, 1...,n, ..., the bit streams at the input of
encoder E shall be b[3], b[7], ..., b[4n+3] where b[3] is the first incoming bit at the input of encoder E.
The bit streams at the input of encoder F shall be b[2], b[6], ..., b[4n+2] where b[2] is the first incoming
bit at the input of encoder F. The bit streams at the input of encoder G shall be b[1], b[5], ..., b[4n+1]
where b[1] is the first incoming bit at the input of encoder G. The bit streams at the input of encoder H
shall be b[0], b[4], ..., b[4n] where b[0] is the first incoming bit at the input of encoder H.
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10.2.3.5.1.7 Parallel convolutional codes

A parallel of 8 convolutional encoders shall be used, as depicted in Figure 28. The OFDM PHY
transmitter uses eight parallel convolutional encoders, labelled A through H. The first four encoders,
labelled A through D, is for the first outer Reed-Solomon coding branch and the last four encoders,
labelled E through H is for the second outer Reed-Solomon coding branch.

For each of the 8 parallel convolutional codes, a mother code of rate 1/3 shall be used. The
convolutional encoder shall use constraint length K = 7, delay memory 6, generator polynomial
00,=1335. 0, =17145. 9, = 1654, mother code rate 1/3, A detailed schematic diagram of the convolutional
ercoder is shown in Figure 29. The initial value of the delay register shall be zero at the beg|nning of
every OFDM frame.

——» Conv.code A | —>»

——» Conv.codeB >

——» Conv.codeC —»

—» Conv.codeD —»

—» Conv.code EN—»

—» .Conv.code F |—»

—~—>» ConvcodeG —>»

—» Conv.codeH —>»

Figure 28 - lllustration of parallel convolutional codes

Coded
Data out

> X

Uncoded
Data in

\ ‘ Coded
. Data out

Coded
Z  Dataout

\

Figure 29 - Mother convolutional code generator
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10.2.3.5.1.8 Code puncturing

Convolutional encoded data is punctured to generate code rates 4/7, 2/3, and 4/5. The puncturing
patterns are illustrated in Figure 30, Figure 31, and Figure 32. In each of these cases, the tables shall
be filled in with encoder output bits from left to right. For the last block of bits, the process shall be
stopped at the point at which encoder output bits are exhausted and the puncturing pattern is applied
to the partially filled block.

Source Data %) X1 Xz X3

Encoded Data Stolen bit
bo by b bs
Bit Stolen Data
; a b a a b, a b.
(Send/Received Data) 0 0 1 2 2 3 3
Inserted
Bit Inserted Data Qo ar a as Hummy bit

bo by b, bz

Decoded Data Yo Y1 Y2 Y3

Figure 30 - An example of bit stealingiand bit insertion for R=4/7 code

Source Data Xo X1
Qo ai .
Encoded Data Stolen bit
bo by
Bit Stolen Data ao bo a
(Send/Received Data)
Inserted
Bit Inserted Data B | & dummy bit
bo by
|
Decoded Data Yo Y1

Figure 31 - An example of bit stealing and bit insertion for R=2/3 code
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Source Data Xo X1 X2 X3

Encoded Data Stolen bit

Bit Stolen Data
(Send/Received Data)

. Inserted
Bit Inserted Data | a | & | as dummy bit

bo by b bz

Decoded Data Yo Y1 Y2 Ys

Figure 32 - An example of bit stealing and bit insertion for R=4/5 code

19.2.3.5.1.9 Data multiplexer and bit interleaver
THe output of the 8 encoders, labelled A through H, shall be multiplexed to a single data streanp prior to
the bit interleaver, as illustrated in Figure 33. Thepmethod used to multiplex the encodedl bits is
dgpendent on the type of OFDM PHY mode.

—cCc A—p
—CC B—p
—cc C—p
—cC D—p
—cc E—p
—CcC F—p
—cc G=p
—cc H5p

A

multiplexer bit interleaver —»

Rigure 33 - lllustration of the multiplexer and bit interleaver

19.2.3.5.1.9.1 ~Multiplexer in EEP modes

In[the EEP modes (Al4 to Al16), all the 8 encoders shall use the same code rate. The encqded bits
shall be multiplexed and bit-interleaved every 48 bits. During the length 48 multiplexing/intgrleaving
cycle, a group multiplexer shall be used first with fixed group size 6 for all eight encoders. Use A(1),
AR), A[3), A(4), A(5), A(6) to label the 6 encoded bits (in increasing order in time) from encodgr A, and
itarly B(1) through B(6), C(1) through C(6), D(1) through D(6), E(1) through E(6), F(1) throygh F(6),

3 R oy hroteh 6 er—eRe ede B—C—Db—EGandH—respectively. At the
output of the multiplexer, the 48 encoded bits shall be ordered and numbered as illustrated in Table 21,
where the numbering for each bit represents the position of the bit in the bit stream after the multiplexer

and bit O is the first bit at the output of the multiplexer.

Table 21 - Input pattern for the EEP modes (Al4 to Al6)

Numbering 0 1 2 3 4 5 6 7 8 9 10 11

Labelling AL | AQ) | AB) | A | AG) | AB) | B(1) | B(2) | B(3) | B@) | B(B) | B(®)

Numbering 12 13 14 15 16 17 18 19 20 21 22 23
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Table 21 - Input pattern for the EEP modes (A14 to A16) (concluded)

Labelling cw) | cE) | c@) | c@ |cE | c®) | DO | DE | DE) | D@) | DE) | DE)

Numbering 24 25 26 27 28 29 30 31 32 33 34 35

Labelling E() | EQ@) | E@) | E@) | EG) | E®6) | F1) | F@) | F3) | F@) | FG) | F(6)

Numbering 36 37 38 39 40 41 42 43 44 45 46 47

Leyetting ST ST S8y T )T 65T 6T YT TSy T HA) T HHE)THH(E)
10.2.3.p.1.9.2 Bit interleaver in EEP modes
The mulfiplexed 48 bits are then sent to the bit interleaver. Letx =0, ..., 47and y =0, ..., 47, be,the index
at the input and output of the bit interleaver, respectively. The bit interleaver in the EEP-mode shgll
implemgnt the following relation:

X
y= {%EJ —5(xmod 6)} mod 48 (39)
10.2.3.p.1.9.3 Multiplexer in UEP coding modes
In the UEP coding mode, top 4 encoders (or encoders A, B, CyD) shall use rate 4/7 convolutional
codes, and bottom 4 encoders (or encoders E, F, G, H) shall;use rate 4/5 convolutional codes. The
encoded bits shall be multiplexed and bit interleaved every 48-bits. A group multiplexer with group sige
7,7,7,[7,5, 5,5, 5 for all eight encoders, A through G, respectively, shall be used. Use A(1), A(R),
A(3), A(4), A(5), A(6), A(7) to label the 7 encoded bits (indncreasing order in time) from encoder A, apd
similarly] B(1) through B(7), C(1) through C(7), D(1) through D(7), E(1) through E(5), F(1) through F(}),
G(1) thrpugh G(5), and H(1) through H(5) from encagders B, C, D, E, F, G, and H, respectively. At the
output of the multiplexer, the 48 encoded bits shall be ordered and numbered as illustrated in Table 42,
where the numbering for each bit represents-the position of the bit in the bit stream after the
multiplexer and bit O is the first bit at the oufput of the multiplexer.
Table 22 - Input.pattern for the UEP coding modes

Numbering 0 1 2 3 4 5 6 7 8 9 10 11

Libelling AQ) | A@NAR) | AG) | AG) | AGG) | A() | B() | B(2) | B(3) | B(4) | B(5)

Numbering 12 13 14 15 16 17 18 19 20 21 22 23

Libelling B6)”| B(7) | C(1) | C2) | CMB) | C@) | CG) | C6) | C(7) | DA) | DQ) | DB)

Numbering 24 25 26 27 28 29 30 31 32 33 34 35

Libellirig D@4) | D) | D) | D(7) | E(1) | EQ) | E) | E@) | EG) | FQQ) | F2) | F®B)

Numbering 36 37 38 39 40 41 42 43 44 45 46 47

Labelling F(4) | F5) | G(1) | G(2) | G@B) | G(4) | G(B) | H) | HE@) | HEB) | H@) | H()

10.2.3.5.1.9.4 Bit interleaver in UEP coding modes

The multiplexed 48 bits are then sent to the bit interleaver. Let x =0, ..., 47 be the index at the input of
the bit interleaver, andy =0, ..., 47 be the index at the output of the bit interleaver. The bit interleaver in

the first

58

half cycle of the UEP coding mode shall implement the following relation:

y= {GLEJ —5(xmod 6)} mod 48 (40)
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10.2.3.5.1.9.5 Multiplexer in UEP mapping modes

In the UEP mapping mode, all eight encoders shall use the same coding rate, but encoded bits from
the top 4 encoders (or encoders A, B, C, D) shall be mapped to the | branch, and encoded bits from
bottom 4 encoders (or encoders E, F, G, H) shall be mapped to the Q branch. In this case, the encoded
bits shall be multiplexed and bit interleaved every 48 bits. During the length 48 multiplexing/
interleaving cycle, a group multiplexer shall be used with fixed group size 6 for all eight encoders. Use
A(1), A(2), A(3), A(4), A(B), A(B) to label the 6 encoded bits (in increasing order in time) from encoder
A, and similarly B(1) through B(6), C(1) through C(6), D(1) through D(6), E(1) through E(6), F(1)

th
re

st

14
TH

OUgT F (6], G(1) througiT G(6 ), and H{ L) through H(6) from encoders B, C, D, E, F G] and H,

spectively. At the output of the multiplexer, the 48 encoded bits shall be ordered and numipered as
illiustrated in Table 23, where the numbering for each bit represents the position of the bit ih the bit
eam after the multiplexer and bit O is the first bit at the output of the multiplexer.
Table 23 - Input pattern for the UEP mapping modeés
Numbering 0 1 2 3 4 5 6 7 8 9 10 11
Labelling A | AQ) | AB) | A@) | AG) | A6) | BQ) | B(2) £B(3) | B() | B(5) | B(d)
Numbering 12 13 14 15 16 17 18 19 20 21 22 23
Labelling C(l) | Cc@ | c@ | c@ | coE | ce | b, [BE) | DE) | D@ | DG) | D@)
Numbering 24 25 26 27 28 29 30 31 32 33 34 35
Labelling E(1) | EQ) | E@R) | E@) | EG) | E6)N] FQ) | F(2) | F@) | F@) | EG) | F(8
Numbering 36 37 38 39 40 41 42 43 44 45 46 47
Labelling G(1) | G | GE) | G4 | GB) | G6) | HA) | HR) | HB) | H&) | HG) | H@)
.2.3.5.1.9.6 Bit interleaver in UER mapping modes
e multiplexed 48 bits are then sent tolthe bit interleaver. Letx =0, ..., 47 andy =0, ..., 47 be the index

at

implement the following relation

10
R4

2(H§J —5(xmod 6)}mod 24} 0<x<23
2(H§J —5(xmod 6)}mod 24} 11 24<x<47

.2.3%5+1.10 Mapping
ferto 10.2.4.

the input and at the output of the™bitinterleaver. The bit interleaver in the UEP mapping md

de shall

(41)

10.2.3.5.1.11 Symbol padding
The resulting data symbols shall then be appended with Npa4sym oFrpm Z€ro symbols, where

©l

N Neym
N padsym = 360 360 -N sym
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10.2.3.5.1.12 OFDM PHY modulation

The subcarriers are numbered from -256 to 255. The subcarriers shall be arranged as indicated in
Table 24.

Table 24 - OFDM subcarrier allocation

Subcarrier type Subcarrier number, k
Null k=-256....-190 and k=190,...255
Rilots k=-189, -164, -139, -114, -89, -64, -39, -14, 14, 39, 64, 89, 114, 139, 164, 189
onC k=-1,0,1
Data All other k

The strdam of complex symbols from the modulation mapping is divided into groups of 360 complex
numberg, numbered from n = 0 to n = 359 where n = 0 corresponds to thelfirst complex number
received in time. Each of the complex numbers are mapped sequentially tocthe subcarriers, skippipg
the pilots and DC subcarriers, beginning with n = 0 mapped to k = -188 and“m= 359 mapped to k = 1§8.
10.2.3.p.1.13 Bit reversal tone interleaver

All modplated QPSK or QAM symbols shall be interleaved by a_block interleaver with a block sige
correspgnding to the size of FFT in a single OFDM symbol. Thednterleaver ensures that the adjacgnt
data symbols are mapped onto separate subcarriers.

At the transmitter side, the interleaver permutation shall bedefined as follows: Let k be the index of the
tones (including data tones, pilot tones, DC tones and null'tones) before permutation ranging betwegn
0 and 511, and i be the index of the interleaved tonessalso ranging between 0 and 511 (including dgta
tones, pjlot tones, DC tones and null tones) after permutation. Let

8
k:Zaij (43)
i=0

with agay...ag being the binary representation of integer k. Then the binary representation of integer i
can be written as aga;...ag, i.e.,

8 .
=Y a2 (44
j=

DC, nullf and¢pilot tones shall be inserted in the bit-reversal position before the tone interleaver.

10.2.3.p2, " Midamble
The midamble sequence shall be identical to the channel estimation sequence, Scg a oppm[-]: Which

consists of the two long training sequence, with a cyclic prefix of length 64 to be added in front of the
long training sequence, as described in 10.2.3.3.

10.2.4 Constellation mapping

This Clause describes the techniques for mapping the coded and interleaved binary data sequence
onto a complex constellation. The constellation mapping shall be chosen according to Table 1.
10.2.4.1 BPSK

The coded and interleaved binary serial input data, g[i] where i=0,1,2,..., shall be converted into a
complex number representing one of the two BPSK constellation points. The output values, v[k] where
k=0,1,2,..., are formed by:
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VIk] = K o (1] + §Q[K]) (45)

where I[k] and Q[k] are given by Table 25. The resulting constellation is illustrated in Figure 34. The
normalization factor K. ,,=1 for a BPSK constellation. An approximate value of the normalization

factor may be used, as long as the device conforms to the modulation accuracy requirements.

A Q A Q
+1- +1J) 1
0 1
O o— . S
-1 +1 | -1 ek |
14 -1-0.0
k is even k is odd

Figure 34 - BPSK constellation bit encoding

Table 25 - BPSK encoding table

k is'even k is odd
Input bit 1[K] Q[K] I[K] QIK]
g[k]
0 -1 0 0 -1
1 1 0 0 1

19.2.4.2 QPSK

THe coded and interleaved binary serial input data, g[i] where i=0,1,2,..., shall be divided into droups of
twp bits and conyerted into a complex number representing one of the four QPSK constellatioh points.
THe conversiofi'shall be performed according to the Gray-coded constellation mapping, illusfrated in
Figure 35 and/described in Table 73, with the input bit, g[2k] where k=0,1,2,..., being the earligst of the
twp in the_stream. The output values, v[k] where k=0,1,2,..., are formed by:

vik]=K_.. . (k]+ jQlk]) (46)

where I[k] and Q[k] are given by Table 73. The resulting constellation is illustrated in Figure 35. The

normalization factor Kggng= 1/\/5 for a QPSK constellation. An approximate value of the

normalization factor may be used, as long as the device conforms to the modulation accuracy
requirements. For QPSK, g[2k] determines the | value, and g[2k+1] determines the Q value, as
illustrated in Table 26.
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A Q
O +1- O
01 11
: : S
-1 +1 |
O -14 O
00 10

Figure 35 - QPSK constellation bit encoding

Table 26 - QSPK encoding table

Input bits 1TK] QIK]
(9[2k].g[2k+1])
00 -1 -1
01 -1 1
10 -1
11 1

10.2.4.B UEP-QPSK

The coded and interleaved binary serial inputldata, g[i] where i=0,1,2,..., shall be divided into groups|of
two bits|and converted into a complex number representing one of the four UEP-QPSK constellatipn
points. [The conversion shall be performed according to the Gray-coded constellation mapping,
illustratdd in Figure 36 and described\in Table 27, with the input bit, g[2k] where k=0,1,2,..., being the

earliest pf the two in the stream. The output values, v[k] where k=0,1,2,..., are formed by:

VK] = Koonq (1 K]+ jQIK])

(47)

where I]|k] and Q[k] &re“given by Table 27. The resulting constellation is illustrated in Figure 36. The

value ofl ais 1.25.)The normalization factor K, =1/+v1+a’® for the UEP-QPSK constellation. An

approximate value of the normalization factor may be use, as long as the device conforms to the
modulatjon™accuracy requirements. For UEP-QPSK, g[2k] determines the | value, and g[2k+1]
determines-the Q value, as illustrated in Table 27.

62
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A Q
A Q
O o4 @)
Q  +1- O 11 10
01 11
T T > T T -
¢ a I -1 +1 I
@) -1 1 @
00 10 o .l o
01 00
kis even k is odd
Figure 36 - UEP-QPSK constellation bit encoding
Table 27 - UER*QPSK encoding table
k is even k is odd
Input bits ITk] QIK] I[k] QIK]
(9[2K],g[2k+1])
00 -a -1 1 -a
01 -a 1 -1 -a
10 a -1 1 a
11 a 1 -1 a
14.2.4.4 NS8QAM
THe coded<and interleaved binary serial input data, g[i] where i=0,1,2,..., shall be divided into droups of
thfee bitssand converted into a complex number representing one of the four NS8QAM congtellation
pdintsi, The conversion shall be performed according to constellation mapping illustrated in Higure 37
and-described in Table 28, with the input bit, g[3k] where k= 0,1,2,..., being the earliest of the|three in

the stream. The output values, v[k] where k= 0,1,2,..., are performed by:

V[k] = Ko (1K ]+ §Q[K]) (48)

where I[k] and Q[k] are given by Table 28. The resulting constellation is illustrated in Figure 37. The

normalization factor K., =1/+4/10 for a NS8SQAM constellation.
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A Q 4 @
O +31 o o +34 0O
111 000 000 011
@) +1+ (@) O +14 ©)
01 110 110 101
34 +1 3 3 1 +1 2 |
O -1- @) @) -1+ ©)
100 011 111 100
(@) -3 - (@) O -3- 0]
D10 101 001 010
k is even kis odd
Figure 37 - NS8QAM constellation bit encoding
Table 28 - NSQAM encading table
k is even k is odd
Input bits ITk] QIK] I[k] QIK]
(9[3K], g[3k+1], g[3k+2])
000 3 -3 3
001 -3 -1 -3
010 -3 -3 3 -3
011 3 -1 1 3
100 -1 -1 1 -1
101 1 -3
110 1 1 -1
111 -1 3 -3 -1
10.2.4.p 16QAM
The coded and-interleaved binary serial input data, g[i] where i=0,1,2,..., shall be divided into groups|of
four bitd ahd ‘converted into a complex number representing one of the four 16QAM constellatipn
points, Che” conversion shall be pprfnrmpd arrnrding to the constellation mapping illustrated lin

Figure 38 and described in Table 29, with the input bit, g[4k] where k=0,1,2,..., being the earliest of the
four in the stream. The output values, v[k] where k=0,1,2,..., are performed by:

V[k] = Ko (1] + iQ[K ) (49)

where I[k] and Q[k] are given by Table 29. The resulting constellation is illustrated in Figure 38. The

normalization factor K_ . =1/+/10 for a 16QAM constellation. An approximate value of the

normalization factor may be used, as long as the device conforms to the modulation accuracy
requirements. For 16QAM, g[4k] determines the | value, and g[4k+1] determines the Q value, as
illustrated in Table 29.
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Figure 38 - 16QAM constellation bit encoding

Table 29 - 16QAM encoding table

Input bits 1Tk] QIK]
(o[4k],9[4k+1],9[4k+2],9[4k+3])
0000 -3 -3
0001 -1 -3
0010 3 -3
0011 1 -3
0100 -3 -1
0101 -1 -1
0110 3 -1
0ttt T =%
1000 -3 3
1001 -1 3
1010 3 3
1011 1 3
1100 -3 1
1101 -1 1
1110 3 1
1111 1 1
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10.2.4.6 TCM-16QAM

The coded and interleaved binary serial input data, g[i] where i=0,1,2,..., shall be divided into groups of
four bits and converted into a complex number representing one of the four TCM-16QAM constellation
points. The conversion shall be performed according to the constellation mapping, illustrated in
Figure 39 and described in Table 30, with the input bit, g[4k] where k=0,1,2,..., being the earliest of the
four in the stream. The output values, v[k] where k=0,1,2,..., are performed by:

SRR

[k
|/

where I]k] and Q[k] are given by Table 29. The resulting constellation is illustrated in Figure-39. T:[e

=1/+4/10 for a TCM-16QAM constellation. An approximate (alue of t

ation factor may be used, as long as the device conforms to the modutation accuragy
requirenpents. For TCM-16QAM, g[4k] determines the | value, and g[4k+1] determinesithe Q value, as

normaliz
normaliz

illustrate

ation factor

d in Table 30.

K

const

L]

e

A Q

O O +34 @) @)
1111 1110 1200 1101

O O+l (@) @)
1011 1010 1000 1001

T T T T >

-3 -1 +1 +3 |

O O -1 (@) @)
0100 0101 0111 0110

O O -34 @) @)
0000 0001 0011 0010
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Figure 39 - TCM-16QAM constellation bit encoding
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Table 30 - TCM-16QAM encoding table

Input bits 1[K] QIK]
(9[4k],g[4k+1],9[4k+2],9[4k+3])
0000 -3 -3
0001 -1 -3
0010 3 -3
0011 1 -3
0100 -3 -1
0101 -1 -1
0110 3 -1
0111 1 1
1000 1
1001 1
1010 -1 1
1011 -3 1
1100 1 3
1101 3
1110 -1 3
1111 -3 3

19.2.4.7 UEP-16QAM

THe coded and interleaved binary serial input data, g[i] where i=0,1,2,..., shall be divided into droups of
folir bits and converted into a complex number representing one of the four UEP-16QAM congtellation
pdints. The conversion shall-be performed according to the Gray-coded constellation mapping,
specified in Table 31 and illustrated in Figure 40, with the input bit, g[4k] where k=0,1,2,..., bBeing the
edrliest of the four in the stream. The output values, v[k] where k=0,1,2,..., are formed by:

VIK] = K o (1] + §QIK]) (51)

where I[K] and Q[k] are given by Table 31. The resulting constellation is illustrated in Figure|40. The

value of.ais 1.25. The normalization factor is K. =1/v5+5a® for a UEP-16QAM constelldtion. An
agproximate value of the normalization factor may be used, as long as the device conforn]s to the
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modulation accuracy requirements. For UEP-16QAM, g[4k] determines the | value, and g[4k+1]
determines the Q value, as illustrated in Table 31.

A Q
(@) O 3aq (@] (@]
N Q 1010 1110 0110 0010
1C60 1(\)61 - 1511 1510
(@] O o o O
D 0) +1 e) e) 1011 1111 0111 0011
1300 1101 1111 1110
ba ‘ e o ‘ A 3 1 +1 P
D O -l o )
0300 0101 0111 0110 o) o -aY e 0]
_ 1001 1101 0101 0001
0] @] -3+ o (@] 5
0goo 0001 0011 0010
O O -3+ ] o
1000 1100 0100 0000
k is even k is odd
Figure 40 - UEP-16QAM constellation bit encoding
Table 31 - UER-16QAM encoding table
k is even k is odd
Input bits I[k] Qlk] ITk] QlKI
(g[4K],g[4k+1],g[4k+2]{g[#k+3])
0000 -3a -3 3 -3a
0001 -a -3 3 -a
0010 3a -3 3 3a
0011 a -3 3 a
0100 -a -1 1 -a
0101 -a -1 1 -a
U110 3a T T 3a
0111 a -1 1 a
1000 -3a 3 -3 -3a
1001 -a 3 -3 -a
1010 3a 3 -3 3a
1011 a 3 -3 a
1100 -3a 1 -1 -3a
1101 -a 1 -1 -a
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Table 31 - UEP-16QAM encoding table (concluded)

k is even k is odd
Input bits I[K] QIK] I[k] QK]
(9[4k],g[4k+1],g[4k+2],g[4k+3])
1110 3a -1 3a
1111 a 1 a

1€
TH
th

re
10
.

D

Th
Np

1(
TH

.2.5 Discovery mode

e discovery mode is used for communications prior to training of antenna arrays. To compe
b lack of array gain prior to training, the discovery mode increases the time-bandwidth pr
betition. The frame format for discovery mode shall follow the general frame format des
.1. Eight modes, DO through D7, are defined. These modes are identical execept for the n
betitions (see Table 32).

Table 32 - Discovery modes

Mode Npiscrep Data Rate (Mbps)
DO 128 2.255

D1 64 4510

D2 32 9.020

D3 16 18:041

D4 8 36.082

D5 4 72.164

D6 2 144.327

D7 1 288.655

.2.5.1 Discovery mode'RLCP preamble
e discovery mode preamble’shall consist of the concatenation of a narrowband preamble, Syg[.], and
videband preamble, Sygl[], as shown in Figure 41.

e value of the Npscrep shall be setpased on the requested value by the receiver. The initial
1screp Shall be equal to 128 (made*DO).

nsate for
bduct by
ribed in
mber of
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, | | | | | |
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Narrow Band Preamble
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Figure 41 - Discovery mode preamble
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The narrowband preamble, Sygl.], is defined as the Kronecker product of the sequence Sy[.] and the a
cover sequence Sggyer giscl-]- That is,

n

SNB [n] = Scover,disc H‘%

HSO [nmod 32768 ] (52)

forn=0 163839 where the cover sequence is of length five and is defined as

1 n=0..3

Scoverdisc[n] = {_1 n= 4 (5 3)

and Sp[]l is a narrowband sequence of length 32768 and shall be obtained from Sy[.] (defined|in

10.2.2.3/1) by
Sy[n]= SH%H (54)

The wideband preamble, Sygl[.], is the concatenation of six cepies of S4[.], followed by one copy |of
sequende Sqy[.], followed by three copies of sequence S,[.]. That is,

S,[nmod32768] 0:x n<196608
Sws[N]=1S,,[Nnmod32768]. 196608 < n < 229376 (35)
S,[Nnmod32768] 229376 < n < 327680

forn =40,...,.327679, where S;[.] is a wideband sequence of length 32768 and shall be obtained frgm
Sy[.] (defined in 10.2.2.3.1) by

S,[n]=S, [nmod 256] (56)

S1nl] is  wideband sequence of length 65536 and shall be obtained from Sy[.] and the cover sequente
Spal-] by

S, ]~ 5,[nmod 25615,.,|

-

256 |

n H &7
where S,e7[.] is a differentially encoded FZ sequence of length 256 (parameter Agz=16) defined by

Sth [0] =3 FZ,16 [0] (58)

and

Shz[n]: Shz[n_l]SFZ,lG [I’l] (59)
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for n=1,...,255, and S,[.] is a wideband sequence of length 32768 and shall be obtained from Sgz 16[.] by

S,[n]=S., ;s[nmod 256]

10.2.5.1.1 Three carrier modulation

The narrowband preamble, Syg[.], shall be modulated using three carriers, f., f.+fy, and f.-fy, as
described in 9.2 The wideband preamble shall be modulated using one carrier f\, as describe

(60)

din 9.1.
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.2.5.2 Discovery mode PLCP header

e header for a discovery mode frame shall be formed based on the header of thé |Type
mes, as described in 10.2.2.4. After the formation of the header, each SCBT symbol of thg
all be repeated consecutively 128 times.

.2.5.3 Discovery mode PPDU payload

e payload for a discovery mode frame is based on the payload of the Type A SCBT mode A(
described in 10.2.2.5. After the formation of the payload, each SCBT-symbol of the payload
peated consecutively Npjscrep times.

.2.5.4 Discovery mode ATS

e ATS for a discovery mode frame is based on the ATS of the{Type A frames, as described i
er the formation of the ATS, each block (of length 256) of\the ATS shall be repeated cons

IScRep times.

.3 Type B PPDU
.3.1 Mode dependent parameters
e Type B PSDU data rate-dependent modulation parameters are listed in Table 33.

Table 33 - PSDU,mode dependent parameters

A SCBT
e header

frames,
shall be

n 10.1.4.
bcutively

Base.Data Rate
(Gbps)
o s ]
. EF 8 | 3| 3 S 2 | B
S 3 c c c =2 5 pd
<) S G g g ) 9 I
0 o L
= Q = < e 1] 2 &
E (8] o (8] g w a
= | 8 | 8 | B S =
c o ko] o
5 5 5 5
g o] o o)
c N (92] <t
BO | 0.794 1.588 2.381 3.175 DBPSK RS & Diff | 2
B1 | 1.588 3.175 4,763 6.350 DBPSK RS & Diff | 1
B2 | 3.175 6.350 9.526 12.701 | DQPSK RS&DIff | 1
B3 | 3.175 6.350 9.526 12.701 | UEP-QPSK | RS 1

All Type B devices shall support mode BO (without channel bonding). Type B devices may support
modes B0 (with channel bonding) or modes B1 through B3. In addition, all Type B devices shall support
the transmission of mode A0 (without channel bonding). See 10.2 for Type A modes.
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10.3.2 Single carrier (DBPSK, DQPSK, UEP-QPSK)
10.3.2.1 Timing related parameters

The timing parameters associated with the Type B PHY are listed in Table 34.
Table 34 - Timing related parameters

Parameter |Description Value
fsym Symbol frequency 1.728 Gsps
Tbylll Qymhnl duration 05787 ns
Ng Number of symbols per SC block 256
Np Number of data symbols per SC block 252
Np Number of pilot symbols per SC block 4
Ncp Number of symbols in CP 0
Tep CP interval 0
10.3.2.p  Frame related parameters
The frame related parameters associated with the PHY are listed in Table 35.
Table 35 - Frame related parameters
Parameter | Description Value
Nsyn Number of symbols in the frame synchronization sequence 2048
Tsynd Duration of the frame synchronization sequence 1185.19 ns
Ncg Number of symbols in the channel estimation sequence 768
Tce Duration of the channel estimation sequence 444.444 ns
Npreample | Number of symbols in the PLCP preamble 2816
Toreample | Duration of the PLCP preamble 1629.63 ns
NATS Number of symbols in the ATS 256N ...
TaTs Duration of the ATS N_T
ATS ! sym
Nframk | Number of symbols in the frame Npreamble*Nheader
+Npay|0ad+NATS
Tramk Duration of the frame (Npreamble+Nheader
+Npay|oad+NATS)Tsym
10.3.2.B PLCP preamble
The preamble farype B frames can be subdivided into two distinct portions: a frame synchronizatipn
sequende, Sy g[.], and a channel estimation sequence, Scg g[.]. Figure 42 shows the structure of the
PLCP pfeamble for Type B frames.

Frame synchronization sequence

Channel Estimation

72

Sequence
Ssync‘B[-] SCE B[]

| 2048 symbols _ 768 symbols .
» >l >~
| — — |

i ! ' -

:4—’: | |

256 256
symbols symbols

Figure 42 - Structure of the Type B PLCP preamble for Type B frames
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Both the frame synchronization sequence and the channel estimation sequence are constructed based
on the Frank-Zadoff sequences as defined in 10.2.2.3.
10.3.2.3.1 Frame synchronization sequence

The frame synchronization sequence for Type B is a modified hierarchical sequence Sy, g[.], based on
the hierarchical sequence Sy[.] defined in 10.2.2.3.1.

The modified synchronization sequence Sy, g[.] for Type B is obtained by adding the real and imaginary
part of each term of sequence S.[.] as follows

Sh,sln] = Re{Sy[n]} + Im{Sy,[n]} (61)

for n=0,...,255.

THe frame synchronization sequence for Type B frames is defined as the Knonecker produgt of the
higrarchical sequence Sy g[.] and the cover sequence S [.] defined in 10,22.3.1. That is,

Ssync,B,sc [n] = Scover I]_z_geﬂsh,s[n mod 256] (62)

for n=0,...,2047.

1Q.3.2.3.2 Channel estimation sequence
ThHe channel estimation sequence for Type B frames<is a modified channel estimation spquence
Sck gl-]; based on the channel estimation sequence Sgc'a scptl.] defined in 10.2.2.3.2.

The channel estimation sequence for Type B frames, Scg g[n] is defined as:

S _ 1 Re{Sceascer[N}> IM{Sce a scar[NIIor Re{Sce a scer [N} = 1M{Sce ascer[N]}>0 63)
o=l =11 RefSemocer 11} <HOMSece s scon 110" RS o [N = 1S o[ <0
fof n=0,...,767.

NQTE The frame synchronization sequence can be used for frame acquisition and detection, coarge carrier
frgquency estimation, coarsé symbol timing, and for synchronization within the preamble. Whereas, thg¢ channel
esfimation sequence can bhe used for estimation of the channel frequency response, fine carrier frequency
estimation, and fine symbol timing.

10.3.2.4 PLCP~header
Fgr Type B frames, the formed PLCP header (as described in 10.1.2) shall be

i

=

5t padded with Npagngr bits where

A 1 nr\l’ N hdrbits —; —nd (64)

N padhdr — J-‘“’ 192 N hdrbits

where Npgrpits 1S the number of bits in the formed PLCP header (as described in 10.1.2). The padded
header shall be encoded and modulated as described in 10.3.2.5, starting with the demultiplexing.
Encoding and modulation parameters identical to mode BO shall be used. The resulting data symbols
shall be block modulated (as described in 10.3.2.5.4) in order to create the baseband signal.
10.3.2.4.1 PHY header

10.3.2.4.1.1 Fixed length PHY header

10.3.2.4.1.1.1 PLCP scrambler field (SCRAMBLER)

Refer to 10.2.2.4.1.1.1.
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10.3.2.4.1.1.2 Bit reversal field (BIT_REVERSAL)
The value of the BIT_REVERSAL bit shall be set to Og for all Type B frames.

10.3.2.4.1.1.3 ATIF existence field (ATIF_EX)
Refer 10.2.2.4.1.1.3.

10.3.2.4.1.1.4 CP length field (CP_LENGTH)
The value of the CP_LENGTH field shall be set to 00g for all Type B frames.

10.3.2.4.1.1.5 Requested CP length field (REQ_CP_LENGTH)
The valye of the REQ_CP_LENGTH field shall be set to 00g for all Type B frames.

10.3.2.#.1.1.6 Number of segments field (NUM_SEGMENTS)
Refer t0[10.2.2.4.1.1.6.

10.3.2.4.1.1.7 Number of MSDUs field (NUM_MSDUS)
Refer t0[10.2.2.4.1.1.7.

10.3.2.#.1.2 Variable length PHY header
10.3.2.4.1.2.1 Mode field (MODE)
Refer t0[10.2.2.4.1.2.1.

10.3.2.4.1.2.2 Segment length field (LENGTH)
Refer t0]10.2.2.4.1.2.2.

10.3.2.4.1.2.3 Midamble existence field (MID_EX)
Refer t0|10.2.2.4.1.2.3.

10.3.2.#4.1.2.4 Segment continued field (CONT)
Refer t0]|10.2.2.4.1.2.4.

10.3.2.4.1.3 Antenna training indicato¥ field
10.3.2.4.1.3.1 Discovery mode repetition field (DISC_REP)
Refer t0[10.2.2.4.1.3.1.

10.3.2.4.1.3.2 Number of trafming symbols for RX training field (NUM_RXTS)

The valye of the NUM_RXTS field,for all Type B frames transmitted by a Type A device shall be set|to
000000g. For the value of thes"NUM_RXTS field for all Type B frames transmitted by a Type B devige

refer to 10.2.2.4.1.3.2.
10.3.2.4.1.3.3 Number of training symbols for TX training field (NUM_TXTS)

The valye of the NUM_TXTS field for all Type B frames transmitted by a Type B device shall be set|to
000000g. For the walue of the NUM_TXTS field for all Type A frames transmitted by a Type A devite

refer to 10.2.2.4.1.3.3.

10.3.2.pPPDU payload

The PPDU payload consists 0T ONE Of MOTe Segments as descriped I 10.1.3. The each Segment is
formed as described in 10.1.3. Each data bit block shall be processed as follows:

1. The bits shall be mapped as described in 10.3.2.5.1 or 10.3.2.5.2.

2. The resulting symbols shall be modulated into SC blocks as described in 10.3.2.5.4.

10.3.2.5.1 FEC and mapping (Equal error protection)

Figure 43 depicts the general overview of the encoding and mapping scheme for modes B0, B1, and
B2. For the payload, first, the data bits shall be scrambled as specified in 10.3.2.5.1.1. Then, Npagpits

zero pad bits shall be appended to the end of the data bit block, where
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N

padbits T

=1792 N — Nypis
1792

(65)

and Ny is the number of bits in the data bit block. The padded data bit block shall be encoded
according to the Reed-Solomon code, as specified in 10.3.2.5.1.2.

The resultrng RS coded payload bits or the formed header bits shall be demultrplexed mto 4 groups, as

dgs
ddg
on
co
ddg

scrrbed in 10.3.2.5.1.4. The resultrng brts from the 4 branches shaII then be multrplexed togy
e group of symbols as specified in 10.3.2.5.1.5. The multiplexed bits are theny ma
nstellations as specified in 10.3.2.5.1.6. The data symbols shall be spread in.time dog

symbols, where

I\Isym
Npadsym =ND ND _Nsym

THe differential encoding shall then be applied as described in0.3.2.5.1.8.

N\
- Bit Interleaver ->\
Add Pad RS )
Payload Data —»| Scramble | ““op S oo x\’
-] Bi%ﬂeav T -
N ) Add Pad Differential
DEMUX — MUX = Mapping TDS | Symbols R Encoding B
6 J\M
= Bit Interleaver |
Add Pad O
Formed header —| Bits \
E | Bit Interleaver (|

Figure 43 - Type B encoding procedure

19.3.2.5.1.1 Data sclrambler
Re¢fer to 10.2.2.5.1.1.

19.3.2.5.1.2 Reed-Solomon code
Re¢fer to 10.2.2:51.2.

19.3.2.5.13¢( Demultiplexer
Refer t0 10:2.2.5.1.3.

19.3.2.5.1.4 Bit interleaver

an-o o -~ a 4

scribed in 10.3.2.5.1.7. The resulting data symbols shall then be appended with/-Npagsym “

erleaver
ther into
pped to
main as
1 "valued

(66)

10.3.2.5.1.5 Multiplexer
Refer to 10.2.2.5.1.7.

10.3.2.5.1.6 Mapping
Refer to 10.3.2.5.3.

10.3.2.5.1.7 Time domain spreading (TDS)
Refer to 10.2.2.5.1.9.
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10.3.2.5.1.8 Differential encoding

For modes BO, B1 and B2, the padded data symbols shall be differentially encoded. The differently
encoded data symbols t[n] are formed from data symbols v[n] by

~[v[n] nmod N, =0 &7
tn]= {t[n ~1v[n]/v[n-1] nmod N, >0 0

NOTE As equation (67) specifies, the differential encoding shall be reset for every SC block. The last symiol
of the chinnel estimation sequence or the last symbol of the pilot symbol sequence may be used to injtialize the
differentifl decoder.

10.3.2.p.2 FEC and mapping (Unequal error protection)

Figure 44 depicts the general overview of the encoding and mapping scheme for mode B3. For the
payload| first, the MSB and LSB bits of the each octet is separated as described in"10.3.2.5.2.1. Thgn,
for eachl group, the data bits shall be scrambled as specified in 10.3.2.5.2.2. THien, Npagpits Zero ppd

bits shall be appended to the end of the data bit block, where

N

padbits

_ 1792““%} N, (@8)

and Nyt is the number of bits in the data bit block. The ‘padded data bit block shall be encodgd

accordirjg to the Reed-Solomon code, as specified in 10.3.2/5.2.3.

The resuilting RS coded payload bits or the formed header bits shall be demultiplexed in 4 groups, ps
describgd in 10.3.2.5.2.4. Depending on the data’rate mode, each group of bits may then pe
interleayed using the bit interleaver described in 10.3.2.5.2.5. The resulting bits from all 8 branchpes
shall then be multiplexed together into one“group of symbols as specified in 10.3.2.5.2.6. The
multiplexed bits are then mapped to constéellations as specified in 10.3.2.5.3. The resulting ddta
symbols shall then be appended with Npg4sym zero symbols, where

Nsm
Npadsym :ZND|72Ny —‘_Nsym (69)

D

At the epd of each segmient, the resulting data symbols shall be interleaved with the dual helical scpn
(DHS) symbol interleaver as described in 10.3.2.5.2.7.
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-1 Bit Interleaver [

1 Bit Interleaver [

Add Pad RS _
[ Scramble [ Bits Encoder | DEMUX
-1 Bit Interleaver |
- Bit Interleaver [
J
Add Pad. Syfbol
MSB/LSB f .
Payioad Data — MBI MUX (| Mapping [ s@ ™ intefeaver [™
N
- Bit Interleaver [
-~ Bit Interleaver [~
Add Pad RS o
= Scramble ] Bits Encoder - DEMUX c
| Bit Interleaver [ s\\

O

7N

- Bit |nter|Q$—>
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Figure 44 - General view of the encoding procedure

19.3.2.5.2.1 MSB/LSB separation
Refer to 10.2.2.5.2.1.

19.3.2.5.2.2 Data scrambler
Re¢fer to 10.2.2.5.1.1.

19.3.2.5.2.3 Reed-Solomon‘\code
Re¢fer to 10.2.2.5.1.2.

19.3.2.5.2.4 Demultiplexer
Refer to 10.2.2.5.1.3.

19.3.2.5.2.5 BitNriterleaver
Re¢fer to 10.2.2.5.1.4.

1Q.3.2.5.2.67~ Multiplexer
THe multiplexer shall be identical to that described for mode A12 in 10.2.2.5.2.7.

1Q.372.5.2.7 Symbol interleaver
Referto 1022518

10.3.2.5.3 Constellation mapping
The constellation mapping for mode BO, B1, B2 and B3 shall be chosen according to Table 33.

10.3.2.5.3.1 DBPSK

The coded and interleaved binary serial input data, g[i] where i=1,2,..., shall be converted into a
complex number representing one of the two DBPSK constellation points. The output values, v[k]
where k=0,1,2,... are formed by:

VIK] = Keonst 1[K] (70)
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where I[K] is given by Table 36. The resulting constellation is illustrated in Figure 45. The normalization
factor K.,,st=1 for a DBPSK constellation. An approximate value of the normalization factor may be
used, as long as the device conforms to the modulation accuracy requirements. The differential
encoding is described in 10.3.2.5.1.8 and is applied after the multiplexing and symbol padding as
described in Table 36.

Table 36 - DBPSK encoding table

10.3.2.

The cod
two bits
points.

illustrate
stream.

b.3.2

DQPSK

0 1
1 1
A Q
+1
0 1
Q o—>
-1 +1 {
-1 -

Figure 45 - DBPSK gonstellation bit encoding

VIK] = Keonst (ITk] + JQIK])

ed and interleaved binary serial input data, g[i] where i=1,2,..., shall be divided into groups|of
and converted into a complex number representing one of the four DQPSK constellatipn
The conversion shall be performed according to the Gray-coded constellation mapping,
d in Figure 46, with the jnput bit, g[2k] where k=1,2,..., being the earliest of the two in the
The output values, v[k]ywhere k=1,2,..., are formed by:

(1)

where I[|k] and Qfk](are given by Table 37. The resulting constellation is illustrated in Figure 46. The

normaliz

ation faector K.yng=1 for a DQPSK constellation. An approximate value of the normalizatipn
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factor may be used, as long as the device conforms to the modulation accuracy requirements. For
DQPSK, g[2k] determines the | value, and g[2k+1] determines the Q value, as illustrated in Table 37.

1(

14
Th
d4d
ag
n3

A
+1-001
11
N PN
1 MR
-1 010

Figure 46 - DQPSK constellation bit encoding

Table 37 - DQPSK encoding table

Input bits

(9[2K], g[2k+1])

1]

Q[K]

00 -1
01 0
10 0
11 1

.3.2.5.3.3
Re¢fer to 10.2.4.3.

.3.2.5.4 Block modulation

e multiplexed transmit symbols, t[.] shall be modulated formed into the SC block. First the
ta symbols shall be~divided into blocks of length Np=252. This transmit symbol block

UEP-QPSK

SC Block

pended with pilot'symbols. The pilot symbols consist of a sequence of length Np=4, Spjj[n]
0,1,2,3. FigureAv-depicts an example of the SC block formation.

A

\ J

Np Transmit symbols

Np Pilot
symbols

transmit
shall be

:(_1)n+1'

10.3.2.5.5

Midamble

Figure 47 - Formation of the SC block

The midamble sequence shall be identical to the channel estimation sequence, Scg g[.], as described in

10.3.2.3.2.
NOTE

carrier frequency estimation, and fine symbol timing.
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10.3.3 Channel bonding

Type B devices may perform channel bonding. If a Type B device uses channel bonding, it shall be as
described in 10.2.2.6.

10.3.4 Discovery mode
Type B devices shall not transmit frames in the discovery mode.

11 General requirements

11.1
11.1.1
This PH

11.1.2

This def]

Operating band frequencies
Operating frequency range

Y operates in the 57 - 66 GHz frequency band.
Channel numbering
The relationship between centre frequency, f., and BAND_ID number, ny, is given in Table 38.

Table 38 - Band allocation

BA’(\:]D)—ID Channel Bonding Frle_ngeer:cy Fr(e:gggr?cy Fr:qpupeer:cy
b (GHz) (GHZ) (GHz)
1 No 57.240 58:320 59.400
2 No 59.400 60.480 61.560
3 No 61.560 62.640 63.720
4 No 63.720 64.800 65.880
5 Yes (1 & 2) 57.240 59.400 61.560
6 Yes (2 & 3) 59.400 61.560 63.720
7 Yes (3 & 4) 61.560 63.720 65.880
8 Yes (1,2,°& 3) 57.240 60.480 63.720
9 Yes (2/3, & 4) 59.400 62.640 65.880
10 Yes (1, 2, 3, & 4) 57.240 61.560 65.880

nition providessa unigue numbering system for all channels within the band 57 - 66 GHz. The

third channel (BAND-'ID = 3) shall be used as the discovery channel. Figure 48 depicts the definpd

channel

p.

80
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Figure 48 - Channel numbering

11.2 RHY layer timing
The values of PHY layer timing parameters are defined in Table 39.

Table 39 - PHY layer timing parameters

PHY Parameter Value
pMIFS 888 ns
pSIFS 2666 ns
pCCADetectTime 5037 ns

11.2.1 Receive-to-transmit turnaround time

The RX-to-TX turnaround time shall not be greater than pSIFS. This turnaround time shall be
measured at the air interface. The time elapsed from the trailing edge of the last received symbol to the
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leading edge of the first transmitted symbol of the PLCP preamble for the next frame shall not be
greater than pSIFS.

11.2.2 Transmit-to-receive turnaround time

The TX-to-RX turnaround time shall not be greater than pSIFS. This turnaround time shall be
measured at the air interface. The time elapsed from the trailing edge of the last transmitted symbol
until the receiver is ready to begin the reception of the next PHY frame shall not be greater than pSIFS.

11.2.3 Time between successive transmissions

For unirfterrupted successive transmissions by a device, the interframe spacing after the frame shgll
be pSIHS if Number of segments field is zero, and shall not be less than pMIFS if the Number |of
segments field is nonzero. The interframe spacing time shall be measured at the air interface-”"Whgn
the Nunjber of segments field is zero, the time elapsed from the trailing edge of the last(transmittpd
symbol fo the leading edge of the first transmitted symbol of the PLCP preamble for the followihg
packet ghall be equal to pSIFS. When the PLCP length field is nonzero, the time glapsed from the
trailing ¢dge of the last transmitted symbol to the leading edge of the first transmitted symbol of the
PLCP pileamble for the following frame shall not be less than pMIFS.

12 Trapsmitter specifications

12.1 |[Transmit PSD mask
12.1.1 [Transmit PSD
The transmit spectral mask shall conform to the values as indicated in the Figure 49 and Table 40.

A PSD{dBr)

0 dBr

-20 dBr

-25 dBr

-30 dBr

£ - -f 0 f, f, f, f, f-fc

Frgure 49— Transnitspectrat mask

Table 40 - Transmit spectral mask limit

Frequency Relative Limit (dBr)
|[f-fol<fy 0
f,<|f-f|<f, -20(|f-fcl-f1)/(fo-f1)
fo<|f-fo|<fs -20-5(|f-fo|-F)/(f5-f2)
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Table 40 - Transmit spectral mask limit (concluded)

Frequency Relative Limit (dBr)

os|f-Fol<f, -25-5(|f-Fl-F3)/(f-fo)

[f-Fo|>F, -30

where f, f,, f3 and f, for a single channel transmission, a two bonded channels transmission, a three

ba

TH

mask requirement does not include any carrier leakage.

17
THh
17
Th
17
THh
re
17
A

Table 41 - Transmit spectral mask requirements

Channel Bonding f; (MHz) fy (MHz) f3 (MHz) fp(MHz)
Single Channel Transmission 1050 1080 1500 2000
Two Bonded Channels Transmission 2100 2160 3000 4000
Three Bonded Channels Transmission 3150 3240 4500 6000
Four Bonded Channels Transmission 4200 4320 6000 8000

e transmit spectral mask shall be measured with 1 MHz résolution bandwidth. The transmit

.2 Transmit centre frequency tolerance
e transmitted centre frequency tolerance shall he’£20 ppm maximum.

.3 Symbol clock frequency tolerance
e symbol clock frequency tolerance shall be*+20 ppm maximum.

.4 Clock synchronization

erence oscillator.

.5 Transmit power €ontrol
device should provide support for transmit power control to optimize its power consump,

in
Tr
in

ex
dH

17

mlnimize interferences to other existing links, while still providing a reliable link for the trg

ormation. The trangmitter should change its transmission power at the receiver's request.

Ansmit power shall be changed with a step size granularity of 2dB. The relative accuracy o
transmit power/shall be the maximum of £1 dB or +20% of the change (in the dB scaleg
ample, for @~change of 4 dB and a change of 8 dB, the allowed relative accuracy is +1.0 dB
, respectively.

.6 Transmitter EVM

13

nded channels transmission and a four bonded channels transmission are given in Table 41].

spectral

e transmit centre frequencies and-.the symbol clock frequency shall be derived from the same

tion and
nsfer of

change
. As an
hnd +1.6

61 Type A

12.6.1.1 SCBT
The Error Vector Magnitude (EVM) defines the average constellation error power with reference to the

po

wer of a highest constellation point of the modulation scheme.

Figure 50 illustrates EVM.

©l
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Error vector

ideal point __-

Measured point

y

Figure 50 - lllustrative diagram for EVM for one constellation point

This EVM is defined in percentage as

N
1 2 2
NT@feah 2

— 1
EVM = R

max

. . 2 2. .
where N is the number of symbols used in measurement, Al;""+ AQ;" is the error vector, and Ry is

the magnhitude of the maximum constellation point. The EVM shall be measured over the payload wjth
identical modulation scheme.

Considefing the error vector as noise added to thermal and channel noise, the required EVM can pe
estimatgd from the transmitter implementation<margin. The transmitter implementation margin is the
excess power needed at the transmitter to hegate the effect of transmitter imperfections so that the
received SNR of a real transmitter will be-identical to that of an ideal transmitter.

The measurement of the EVM assumes the use of a raised cosine filter with 25% excess bandwidth|at
the trangmitter and a near “ideal” receiver corresponding to an AWGN channel.

The EVM measurement includes.imperfections of the transmitter due to transmitter filter inaccuracy, D/
A convefter, I/Q imbalances, (phase noise, and non-linearity of amplifiers.

Based on the assumption-on the required margin at transmitter shown in the following table, the EYM
is complted using thefrequired SNR and transmitter margin. The results are shown in Table 42. The
requirenpent for EVM'Shall be as shown in this table based on a near ideal receiver and AWGN chanrjel

Table 42 - Maximum allowable EVM values for Type A SCBT modes

Mode Max. Allowed EVM (dB) Max. Allowed EVM (%)
A0 -4.8 334
Al -6.3 237
A2 -9.5 11.2
A3 -6.4 23.1
A4 -8.4 14.4
A5 -9.6 10.9
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Table 42 - Maximum allowable EVM values for Type A SCBT modes (concluded)

13
TH

(o0
ag

similar to that of an ideal receiver. The necessary steps for receiver processing are listed belo

OO Qo A W N P

where N is the-number of packets under test, Nyatasyms IS the number of data symbols in the

(

trg
all

D

.|Detect the start of the packet and frame boundary.

.|Estimate the correct sampling time. Correct as needed.

.|Estimate the channel impulse response.

.|Equalize the sampled signal with the estimated channel impulse response.

.| For each of the sampled signal, find<the closest constellation point and compute the E

.|Compute the RMS error, averaged over all data symbols and over all frames, as follows:

Mode Max. Allowed EVM (dB) Max. Allowed EVM (%)
A6 -10.9 8.1
A7 -12.0 6.3
A8 -11.1 7.7
A9 -12.5 5.6
Al10 -6.4 23.1
All -95 11.1
Al2 -7.4 18.2
Al3 -11.1 7.7

.6.1.1.1 RMS error measurement and calculation

e relative constellation RMS error calculation shall be performed using a device ca
nverting the transmitted signal into a stream of samples at 4,728 Gsps or more, with s
curacy in the DC offset, phase noise, etc. The sampled signal shall then be processed in a

stance.

. > |R[n]-c[n]’
EVM =—, |- P

N f N datasyms ' 0

kKcluding\thie pilot symbols), Py is the average power over all payload data symbols, C[

nsmitted n" data symbol, and R[n] is the observed nth data symbol, and the sum is calcul
the data symbols in the segments.

pable of
ufficient
manner
.

uclidean

(73)

segment
] is the

ed over

The RMS error shall be computed over one segment of the frame only. Py is re-computed for each
frame. The test shall be performed over a minimum of Ny = 100 frames, where the PSDU of each
packet is at least 16384 symbols in length and is generated from random data.

©l
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12.6.1.2 OFDM

The relative constellation RMS error, averaged over all data and pilot subcarriers of the OFDM
symbols and over all of the frames shall not exceed the values given in Table 43.

Table 43 - Permissible relative constellation error

. Accepted degradation due to Relative
. Multipath . Co - .
Mode Modulation Marain (dB inaccuracies in the constellation constellation error
argin (dB) points (dB) (dB)

AlL4 QPSK (1/2) 15 2 7.3

AlLS QPSK (2/3) 15 3 -12.3

AlL6 16 QAM (2/3) 3 4 -19.6

AlL7 UEP-QPSK 1.5 3 -13.1
(Coding)

AlL8 UEP-16 QAM 3 4 220.9
(Coding)

AlL9 UEP-QPSK 15 3 -13.1
(Mapping)
2/3

ARO UEP-16 QAM 3 4 -20.9
(Mapping)
2/3

ARl QPSK 15 3 -12.3
MSB-only
2/3

The reldtive constellation error values for each of the data rates and modulations used are based or] a

multi-pa

h margin listed in Table 43 with @n implementation loss of 3 dB. In addition, it is assumed that

the degnadation due to the relative censtellation error can be no more than 2.0 dB, 3.0 dB and 4.0 ¢B

for data

rates at 1.008 Gbps, 2.016-and 4.032 Gbps, respectively.

The relative constellation RMS_Jerror calculation shall be performed using a device capable |of

converti

ng the transmitted _sighal into a stream of complex samples at 2.592 Gsps or more, wjth

sufficient accuracy in the lf{Q4Ambalance, DC offset, phase noise, etc. The sampled signal shall then pe

process

processing are listed’below:

1.
2.
3.
4.

5.

86

Detgct the start'of the packet and frame boundary.

Estimatesthe correct sampling time and frequency offset. Correct as needed.

Estimate the channel frequency response and equalize the channel.

bd in a mannep-similar to that of an ideal receiver. The necessary steps necessary for receier

For each of the data and pilot subcarriers, find the closest constellation point and compute the
Euclidean distance.

Compute the RMS error, averaged over all the data and pilot subcarriers, and over all frames as
given by
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Np Np
1 N N frame ;‘RD,n[k]_CD,n[k]Z+Z‘Rp,n[k]_CP,n[k]‘2

E. =
RS Nfiz_l: _ (Ng +N, NP,

n=N preamble + Nheader

(74)

frame

wiiere Ny 1S the nUmMber of packets Under eSt, Npcyet 1S the number of symbols i the packet, Nlreamble iS
the number of symbols in the PLCP preamble, Npeager iS the number of symbols in the PLCP| header,
Nftame = Npacket = Npreamble = Nheader iS the number of symbols in the PSDU, Np is the iumbef of data
subcarriers, Np is the number of pilot subcarriers, Py is the average power of Ah@ ‘data and pilot

constellations, Cp [k] and Cp,[K] are the transmitted k" data subcarrier and k" pilot subcarrigr for the

t

n"l OFDM symbol, respectively, and Rp ,[k] and Rp,[k] are the observed K data subcarrief] and ki

pilot subcarrier for the n'" OFDM symbol, respectively. The values for Ny.and Np are defined|in Table
14.
14.6.2 Type B

THe relative constellation RMS error, averaged over all datar,and over all of the frames, g$hall not
eXceed the values given in Table 44 when using the method 6fy12.6.1.1.1.

THe measurement of the EVM assumes the use of a raised cosine filter with 25% excess bandwidth at
the transmitter and a near ideal receiver corresponding:to-an AWGN channel.

THe EVM measurement includes imperfections of the'transmitter due to transmitter filter inaccliracy, D/
A converter, I/Q imbalances, phase noise, and non-linearity of amplifiers.

Table 44 - Permissible relative constellation error

Modes Relative Constellation | Relative Constellation
Error (dB) Error (%)
BO -7 20
B1 -7 20
B2 -8.2 15
B3 -8.2 15

13 Receiver-specification

13.1 < Type A device
13.£.1> SCBT receiver sensitivity

Fora packetrerror rate (PER) eSS tham 896 with paytoad fengtit of 2048 0Ctets, the iU receiver
sensitivity numbers (expressed in EIR,P) in AWGN for modes AO through A13 are listed in Table 45.

Table 45 - Minimum receiver sensitivity for different SCBT modes

Mode Minimum Receiver Sensitivity (dBm)
A0 -60.0
Al -57.0
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Table 45 - Minimum receiver sensitivity for different SCBT modes (concluded)

13.1.2

Mode Minimum Receiver Sensitivity (dBm)
A2 -50.5
A3 -53.9
A4 -49.8
A5 -47.4
A6 -45.7
A7 -43.5
A8 -43.5
A9 -40.7
Al0 -53.9
All -43.5
Al2 -52.3
A13 -43.5

OFDM receiver sensitivity

For a pdcket error rate (PER) less than 8% with payload léngth of 2048 octets, the minimum receiver

sensitivity numbers (expressed in EIR,P) in AWGN for moedes Al14 up to and including A21 are listed

n

Table 44.
Table 46 - Minimum receiver(@ensitivities for the different modes
Mode Minimum R((aggir\:gr Sensitivity
Al4 -60.6
AlS5 -54.3
Al6 -50.2
Al7 -56.0
Al18 -52.0
A19 -54.3
A20 -50.2
RAZL -24.9
13.2 Type B device receiver sensitivity

For a packet error rate (PER) less than 8% with payload length of 2048 octets, the minimum receiver
sensitivity numbers (expressed in EIR,P) in AWGN for modes BO up to and including B3 are listed in

Table 47.

88

Table 47 - Minimum receiver sensitivity for different modes

Mode

Minimum Receiver Sensitivity (dBm)

BO

-60.7
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Table 47 - Minimum receiver sensitivity for different modes (concluded)

Mode Minimum Receiver Sensitivity (dBm)
B1 -57.7
B2 -54.6
B3 -54.6

13.
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caries the information abouttATS field such as transmission spreading factor (DISC_R
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THh
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tré
tré
th

3 Receiver CCA performance
Ansmissions at a receiver at an EIR,P a receiver level equal to or greater than -85.0 dBm sh

| Antennatraining symbols and feedback methods

vices transmit antenna training symbols to each other to perform @ntenna training or
hining symbols are transmitted in the ATS field in variable lengthyPHY header (10.1.4

ttings that it will use subsequently, and, if requested, 2) the transmitting antenna weight se
b device that sends the antenna training symbols.

r training receiving antenna, the transmitter shall include-asaumber of training symbols in th
bingle training frame.

r training transmit antenna, there are two modes:

m the other device;
bpen-loop mode: a device uses the same-antenna weight settings for transmission as for re

.1 Antenna training sequence transmission

e antenna training symbols are transmitted in the ATS field in the variable length PHY hea
ining frame. The antenna training’ indicator field (ATIF) in the variable length PHY header

mbers of training symbols- for receiving (NUM_RXTS) as well as transmitting (NUN
tennas. Existence of theyATIF is indicated through the ATIF_EXISTENCE field in the fix
ader.

e transmission of training sequences from a source device to a destination device is impacté
gotiated antenmaytraining configurations of source and destination devices and the state of an
ining process~Table 48 specifies the inclusion of ATS (for receiving and/or transmitting ante
ining/traeking feedback in training frame exchange based on the antenna training configu
b initiatior() and responder(R) devices.

|l cause

CA to indicate the channel is busy with a probability greater than 90% within pCCADetectTime.

racking.
). Upon

Ception of training symbols, a training peer device determines®l) its receiving antenna weight

ttings of

B ATS of

closed-loop mode: a device determines its transmitting antenna weight settings based on feedback

Ception.

der of a
10.1.2.1
EP) and
I TXTS)
ed PHY

bd by the
iterative
na) and
htions of
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The antenna training configuraiton is negociated through the RTT/CTT handshake (16.18.2). The
Request Training and Request Feedback fields in the ATIE carried in RTT/CTT frames determines
inclusion of ATS in training frames and transmission of feedback frames.

Table 48 - Configurability of antenna training/tracking frame exchange

ATIE fields

R configuration

Request Training = ONE

Request Training = ONE

Request Training = ZERO

Request Feedback = ONE

Request Feedback = ZERO

| configur

htion

Request Training = ONE
Request Feedback = ONE

I sends: ATS (receiver,
transmitter), Feedback

R sends: ATS (receiver,
transmitter), Feedback

| sends: ATS(receiver,
transmitter),

R sends: ATS(receiver),
Feedback

| sends: ATS(transmitter)
R sends: ATiS(receiver),
Feedback

Request Training = ONE
Request Feedback = ZERO

| sends: ATS (receiver),
Feedback

| sends: ATS(receiver)

R sends: ATS(transmitter, R sends: ATS(receiver)

receiver)

R sends: ATS(receiver)

Request Training = ZERO | | sends: ATS (receiver),

Feedback
R sends: ATS (transmitter)

no ATS and Feedback

| sends: ATS(receiver) frames are sent

For tran
training
the train
symbols

For rece
ATS of ¢
field of

weights,
14.1.1

A transn
of size N

the kM ty
element

The com
propertyl
correspq

For a tra

Emitting antenna weight training in closed-loop mode,\the transmitter shall include a number
symbols in the ATS of a single frame. This number'shall be equal to the number of columns
ing matrix (14.1.1), and shall be signaled via the’'NUM_TXTS field of the ATIF. Each of the
is sent with different antenna weights, according to the training matrix.

iving antenna weight training, the transmitter shall include a number of training symbols in t
L single training frame. The number of training symbols shall be signalled via the NUM_RX
the ATIF. These training symbols:$hall all be transmitted using the same transmit anten

Training matrix in closed-loop mode
hitter with N antenna elements shall train its transmit antenna weights using a training matrix
by K as defined belpw.."The antenna weight of the n'" antenna element in the transmission

Thk- K is the number of training symbols and is determined as below.

plex Hadamard matrices H(K), listed below, satisfy H(K)H(K)" = Klx = H(K)'H(K) and have t
that allématrix elements take values in {1, j, -1, -j}. This eases the implementation of t
ndingantenna weights. These matrices exist when K is even.

insmitter with N antennas, K shall be chosen follows: if N<16, K is chosen as the lowest ev

aining symbol for tramsmit antenna training (n = 1,...,N ; k = 1,...,K) shall be equal to the matfi

of
of

he
S

of

number

hatisnotsmallerthan N ie K=NifNisevenand K= N+1 if Nisodd If N>16 K is chas

as the lowest multiple of 4 that is not smaller than N. Finally, the training matrix T shall be chosen as

the first

N rows of H(K).

The following lists the complex Hadamard matrix used to construct the training matrix.

90

ot 2

(75)

© ISO/IEC 2011 - All rights reserved


https://standardsiso.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

(76)

(77)

(78)
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4,8,12, 16, 20, 24, 28 and 32 is formed as the Kronecker

The complex Hadamard matrix H(K) for K

product H (K /2)® H (2) -

H(6) ® H(6) . Here the

Finally H(36) equals the Kronecker product

91
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Kronecker product of a matrix A of size p x g and a matrix B of size r x s is the matrix C = A® B of

size pr x gs with elements C = Alem 0o where k=1,...,p, I=1,...,q, m=1,...,r, and n=1,...,s.

(k=1)r+m,(1-1)s+n

14.1.2 Tracking matrix
The training matrix for antenna tracking shall be of size N x 3 and shall be chosen as

Tnk :Wncurrent exp[—j27f(rn—1)(ck—1)/M]’ where M and the numbers r, are as in the Fourier

currgnt
codebogk, clause 14.2.1, and the numbers c, are given by ¢, =M,c,=1c,=2. Here W,
stands fpr the transmit antenna weights that the transmitter is currently using. The three columns’of the
training matrix correspond to an angular sweep around the current antenna weights.

14.2 |Antenna training feedback in closed-loop mode
In closefl-loop mode specified in Table 48, after receiving the training frame containing the K trainihg
symbols, the receiver shall give feedback about the transmitting antenna/weight settings the
transmitfer shall use in subsequent transmissions, Such feedback shall be sent\in one of the followipg
forms:

e an i:[dex of best received training symbols.
» anindex of a codeword in a codebook
e quantised antenna weights

Table 49 summarizes the possible modes of feedback and ‘indicates whether they are mandatory [or
optional|for the transmitter, i.e., whether the transmitter shatl be able to interpret that kind of feedbalck
in closef loop mode, and the receiver, i.e., whether the receiver shall be able to give that kind |of
feedback when requested to do so.

Table 49 - Summary of feedback methods

. Mandatory/aptional for transmitter | Mandatory/optional for
Kind of feedback (interpfeting feedback) receiver (giving feedback)
index of best received mandatory for Type A optional for Type B
training symbol
transmission weights with mandatory for Type A mandatory for Type A
Fourier codebook
transmission weights with optional for Type A optional for Type A
Walsh codebogk
transmission weights with optional for Type A optional for Type A
quantised’coefficients

14.2.1 |Index feedback

In index feedback, the feedback is the index of best received training symbol. It is also the column of
the training matrix which gave the best reception quality. This index i,y iS encoded using 8 bits as

specified in Table 50.

14.2.2 Codebook based feedback

There are two types of codebook, the Fourier codebook and the Walsh codebook. Their constructions
are described below.

The transmit beamforming vector v is estimated at the receiver side. In order to feed the knowledge of
v back to the transmitter, a vector quantization approach is used. Let C be the Fourier or Walsh

codebook matrix of size NxM as defined below and let ¢; denote the i column of C. The receiver
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Hol o 0 . _ .
‘Ci V‘ , 1.€., imax IS the index of the codeword that is most

correlated to the estimated beamforming vector v. Then the binary representation of the index ipax
shall be fed back to the transmitter, using 8 bits as specified in Table 50.

Table 50 - Representation of the beamforming index

imax bs.....0g i bs.....bg i bs.....0q i bs.....0g
1 00000000 | 33 00100000 | 65 01000000 | 97 01109000
2 00000001 | 34 00100001 | 66 01000001 | 98 01109001
3 00000010 | 35 00100010 | 67 01000010 | 99 01109010
4 00000011 | 36 00100011 | 68 01000011 | 100 01109011
5 00000100 | 37 00100100 | 69 01000100-54,101 01109100
6 00000101 | 38 00100101 | 70 01000162 | 102 01109101
7 00000110 | 39 00100110 | 71 01000110 | 103 01100110
8 00000111 | 40 00100111 | 72 01000111 | 104 01100111
9 00001000 | 41 00101000 | 73 01001000 | 105 01103000
10 00001001 | 42 00101001 | 74 01001001 | 106 01101001
1 00001010 | 43 00101010 .75 01001010 | 107 01101010
12 00001011 | 44 00101011, | 76 01001011 | 108 01101011
13 00001100 | 45 00101100 | 77 01001100 | 109 01101100
14 00001101 | 46 00101101 | 78 01001101 | 110 01101101
15 00001110 | 47 00101110 | 79 01001110 | 111 01101110
16 00001111 | 48 00101111 | 80 01001111 | 112 01107111
17 00010000  |.49 00110000 | 81 01100000 | 113 01114000
18 00010002, | 50 00110001 | 82 01010001 | 114 01114001
19 00010010 | 51 00110010 | 83 01010010 | 115 01114010
20 00010011 | 52 00110011 | 84 01010011 | 116 01114011
21 00010100 | 53 00110100 | 85 01010100 | 117 01114100
22 00010101 | 54 00110101 | 86 01010101 | 118 01114101
25 00010110 515) 00110110 of 01010110 119 01110110
23 00001110 | 47 00101110 | 79 01001110 | 111 01101110
24 00010111 | 56 00110111 | 88 01010111 | 120 01110111
25 00011000 | 57 00111000 | 89 01011000 | 121 01111000
26 00011001 | 58 00111001 | 90 01011001 | 122 01111001
27 00011010 | 59 00111010 | 91 01011010 | 123 01111010
28 00011011 | 60 00111011 | 92 01011011 | 124 01111011
29 00011100 | 61 00111100 | 93 01011100 | 125 01111100
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Table 50 - Representation of the beamforming index (concluded)

imax bo,....bg imax b7,....bg imax b7,....bg imax bo,....bg

30 00011101 62 00111101 94 01011101 126 01111101

31 00011110 63 00111110 95 01011110 127 01111110

32 00011111 64 00111111 96 01011111 128 11111111
Upon rgceiving the index iy, the transmitter shall use the corresponding codeword & ~ |to
approximate the actual beamforming vector v.
14.2.2.1 Construction of Fourier codebook
The Foldrier codebook is constructed based on a Fourier transformation matrix and a-difference sgt.
Let N be the number of transmit antennas. Compute | = 22:00:(N)] _1 ang K = 2Mloe:(NM] _j

: . : . 1 -
Define the Fourier matrix Fy, of size MxM as [Fy 1, ., = ——=exp[-j27z(n<H)(Mm—-1)/M] . The Fourfer

7'M

codebogk matrix Cg shall be chosen as the normalized NxM submatrix of Fy, such that the chosgen
column Indices are {1,2,...,M} and the chosen row indices are {r142,¥.,r\}, where R :{rl, Fypeeey rK} is

a modul

b M difference set as given in Table 51, i.e.

[C.]. I =—=exp[-j2z(r,-)(m-1)/M]
Fdn,n n .
VN
Table 51- Parameters of Fourier codebook matrix
N M K rly..-qu
2,3 7 3 2,3,5
4,..,7 15 7 1,6,8,11, 12, 14, 15
8,...,,15 31 15 2,3,4,5,7,9, 13, 16, 17, 18, 24, 25, 28, 30, 31
16,...31 63 31 1, 8, 10, 12, 15, 16, 19, 23, 26, 28, 29, 31, 32, 36, 37,
38, 40, 45, 46, 48, 50, 51, 52, 55, 56, 57, 59, 60, 61, 62,
63
32,...,.36 127 63 2,3,4,5,6,7,9,10, 11, 12, 13, 16, 17, 18, 19, 21, 23,
24,25, 30, 31, 33, 34, 35, 37, 40, 41, 45, 47, 49, 50, 56,
58, 59, 60, 61, 65, 66, 67,69, 70,72, 73, 76, 79, 81, 84,
89, 92, 93, 94, 97, 99, 100, 102, 106, 110, 111, 114,
115 117 119 121
14.2.2.2 Construction of Hadamard codebook

The Hadamard codebook is constructed based on the Hadamard matrix H(2K) of size 2x2X, as given in
14.1.2, with the addition that H(64)=H(32)® H(2). Let N be the number of transmit antennas.

Compute M :2“092’\”. The Hadamard codebook C,, shall be chosen as the NxM submatrix of the

Hadamard matrix H(M) such that the chosen column indices are {1,2,3,...,M} and the chosen row
[l =y~ -[H(M)]
indices are {1,2,3,...,N}. The (n,m) element of C is specified as H Jn,m N nm
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14.2.3 Quantised weights
The phases d; and amplitudes a; of the N components of the estimated transmit beamforming vector v

are uniguely determined by v, = a exp(jzd, /180) , where & 20 and —11.25° <d; <348.75° . The

. d. . . .
receiver calculates n, =[—' , where [.] denotes rounding to the nearest integer. Each n; is an

integer in {0.1 15}

The feedback shall consist of N octets, the first four bits, bg,...,b3 of the it" octet shall comptisé [the 4-bit
representation of n;, as specified in Table 52, the last four bits by,...,b; are reserved for future|use and
shiall be set to zero.

Table 52 - Quantised weights feedback

n; bs,...,.bg n; bs,...,.bg
0 0000 8 1600
1 0001 9 1001
2 0010 10 1010
3 0011 11 1011
4 0100 12 1100
5 0101 13 1101
6 0110 14 1110
7 0111 15 1111

1% MAC frame formats

THis Clause specifies the format of MAC frames. An overview of the MAC frame with descriptions of
coammon fields is follewed by Clauses for each frame type and subtype. The final Clause contdins a list
offinformation elements that may appear in beacon frames and some command frames. Octdts of the
EUWI [3] are passéd)to the PHY SAP in ascending index-value order.

1%.1 Fratme format conventions
THe followitg conventions and definitions apply throughout this Clause.

15.14 “Figures
MAC-Arames are described as a sequence of fields in a specific order. Figures in this claude depict
fields in the order they are delivered to the PHY SAP, from left to right, where the left-most field is
transmitted first in time. In field figures, bits within the field are numbered from the least-significant bit
on the right to the most-significant bit on the left.

An example sequence of fields is specified in Figure 51.

octets: 2 1 4

First field transmitted (2 octets) | Second field transmitted (1 octet) | ... | Last field transmitted (4 octets)

Figure 51 - Example sequence of fields
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15.1.2 Octet order

Unless otherwise noted, fields longer than a single octet are delivered to the PHY SAP in order from
the octet containing the least-significant bits to the octet containing the most-significant bits.

An example of a bitmap specification for a two-octet field is specified in Figure 52.

bits: b15-b13 b12-b8 b7-b0

Most-significant bits of second octet transmitted | Least-significant bits of second octet transmitted | First octet transmitted

Figure 52 - Example bitmap specification for a field

15.1.3 [Encoding
Values dpecified in decimal are encoded in unsigned binary unless otherwise stated.

A bitmap is a sequence of bits, labelled as bit[0] through bit[N-1]. A bitmap is encoded in a field sugh
that bit[0] corresponds to the least-significant bit of the field and subsequent’ bitmap elements
correspgnd to subsequent significant bits of the field. Octets of the field are presented to the PHY SAP
in order [from least-significant octet to most-significant octet.

Reserved fields and subfields are set to zero on transmission and ignored on reception.

15.2 General MAC frame format

Frame tfansactions that do not employ aggregation shall use unaggregated MAC frames, while frame
transactjons that employ aggregation shall use aggregated MAC. frame format.

15.2.1 [Unaggregated MAC frame

An unadgregated MAC frame consists of a fixed-lengthxMAC Header and an optional variable-lendth
MAC Frame Body.

The Fixged-Length MAC header is specified in Figure*53.

octets: 2 2 2 2 2

Frame Control | DestAddr | SrcAddr | Access Information | Sequence Control

Figure53 - Fixed-length MAC Header format

The ovefall length of the MAC Header of an unaggregated MAC frame is 10 octets.

The MAC frame body,when present, contains a Frame Payload and Frame Check Sequence (FCS) ps
shown ip Figure 54.

octets: L 4

Frame Payload FCS

Figure 54 - MAC frame body format
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In secure frames the frame payload includes security fields as shown in Figure 55. The left-most four

fields in Figure 55 are collectively referred to as the security header.

(TKID)

octets: 3 1 2 6 P 16
Temporal Key Security Encryption Offset Secure Frame Secure Message Integrity
Identifier Reserved (EO) Number (SFN) Payload Code (MIC)

THe length of the frame body shall be limited to pMaxFrameBodySize. If the Frame Rayload

Figure 55 - Frame payload field format for secure frames

ength is

zelro, the FCS field is not included, and there is no MAC Frame Body. The Frame Payload length
in¢ludes the length of the security fields for a secure frame.

Infthis Clause, a reference to the payload of a frame indicates the Frame Payload field of a nop-secure
frgme, or the Secure Payload field of a secure frame. The payload is a se€qUence of octets lahelled as

QD

p

13.2.2 Aggregated MAC frame

Ar

Bqdy. The MAC header of an aggregated MAC frame is specifiéd in Figure 56.

THe ACK Policy of the Frame Control*field in the MAC header of any aggregated MAC frames

yload[0] through payload[P-1]. Octets are passed to the PHY SAP infascending index-value|order.

aggregated MAC frame consists of a variable-length MAC headeéer and a variable-length MAC Frame

octets: 2 2 2 2 2+4N
Frame Control DestAddr SrcAddr Access Aggregation
Information | Header

Figure 56- Variable-length MAC header of an aggregated MAC frame

Khall not

bg set to B-ACK (See 15.2.3.3). The aggregation header field is specified in Figure 57.
octets: 2 2 2 2 2
MSDU Count Seguence Control Length of MSDU 1 Sequence Control Length of MSPU N

of/MSDU 1

of MSDU N

THe MSBU.€ount field contains the number of MSDUs included in the aggregated frame.

Figure 57 - Aggregation header

THe Fength fields in the Aggregation Header field indicate the length in octets of the corregponding
MEDUs. The lengths do not include the Pad octets.

The overall length of the MAC Header of an aggregated MAC frame is 10+N*4 octets.

The MAC Frame Body of an aggregated MAC frame contains multiple MSDUs, each aligned to a 4-
octet boundary, and their corresponding FCS. The aggregated MAC frame body is specified in

Figure 58.
octets: My 4 0-3 Mo 4 0-3 Mn 4
MSDU 1 FCS of Pad to MSDU 2 FCS of Pad to MSDU N FCS of
MSDU 1 4-octet MSDU 2 4-octet MSDU N
boundary boundary

Figure 58 - Frame body for aggregated MAC frames
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The length of the frame body shall be limited to pMaxFrameBodySize.

15.2.3 Frame control
The Frame Control field is specified in Figure 59.

bits: b15 b14 b13 b12-b9 b8-b6 b5-b4 b3 b2-b0
Tacking Aggregation Retry | Frame Subtype | Frame ACTK Secure Protocol
I+dication Request / Delivery 1D Type Policy Version

Figure 59 - Frame control field format

15.2.3. Protocol version
The Protocol Version field is invariant in size and placement across all revisionsof this International
Standar@l. For this revision of the Standard, Protocol Version is set to zero{All other values dre
reserved.

15.2.3.p Secure

The Sedure bit is set to ONE in a secure frame, which is protected usingithe temporal key specified py
the Temporal Key Identifier (TKID). The Secure bit is set to ZERO othierwise. Frames with the Secyre
bit set t¢ ONE use the Frame Payload format for secure frames_as.shown in Figure 55. Valid settings
for the Secure bit in each frame type are listed in Table 103 in 17.2.

15.2.3.8 ACK policy

The AdK Policy field is set to the type of acknewledgement requested by the transmitter.
Acknowledgement procedures are described in 16.12 +The allowed values for the ACK Policy field gre
defined |n Table 53.

=

Table 53 - ACK«<policy field encoding

Vallie ACK policy type Description

0 No-ACK The trecipient(s) do not acknowledge the transmission, and the sender treats
the transmission as successful without regard for the actual result. The use
of-this policy is defined in 16.12.1.

1 Imm-ACK The addressed recipient returns an Imm-ACK frame after correct reception,
according to the procedures defined in 16.12.2.

2 B-ACK The addressed recipient keeps track of the frames received with this policy
until requested to respond with a B-ACK frame, according to the procedures
defined in 16.12.3.

3 B-ACK Request The addressed recipient returns a B-ACK frame after reception, according
to the procedures defined in 16.12.3.

— -
15.2.3.4 Frame type

The Frame Type field is set to the type of frame that is being sent. Table 54 lists the valid frame type
values, descriptions, and the Clauses that describe the format and use of each of the individual frame
types.

Table 54 - Frame type field encoding

Value Frame type Clause

0 Beacon frame 15.3
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Table 54 - Frame type field encoding (concluded)

15
Th
fra
15
an
15
Th
an
15
Th
m
at
15
Th

Value Frame type Clause
1 Discovery frame 15.4
2 Control frame 15.5
3 Command frame 15.6
4 Data frame 15.7
5 Aggregated MAC frame 15.8
6-7 Reserved

he Frame type field is set to Aggregated data frame, a variable-length MAC header that is d
15.2.2 shall be used.
.2.3.5 Frame subtype / delivery ID

e Frame Subtype / Delivery ID field is used to assist a receiver in_the proper processing of
mes. In control or command frames, this field is used as Framé Subtype, as defined in Ta

pscribed

received
ble 60 in

.5 and Table 62 in 15.6. In data frames and aggregated dataframes, this field is used as Ddllivery ID

d set to Stream Index. This field is reserved in all other frame types.
.2.3.6 Retry

e Retry bit is set to ONE in any data, aggregated data;-or command frame that is a retransmfission of

earlier frame. It is reserved in all other frame types.

.2.3.7 Aggregation request

e Aggregation Request bit is set to ONE\in a data frame to initiate an instance of agdregation
pchanism as specified in 16.10. The Aggregation Request is set to ZERO in data frames trapsmitted

all other times. It is reserved in all otherframe types.

.2.3.8 Tracking indication
e Tracking Indication bit is set To ONE in a control frame, or an aggregated tracking

rame to

inglicate the inclusion of ATTIE.and/or AFIE in the last MSDU for antenna tracking purpose. The bit is

se
15
TH

Sp
a
15

J

TH
15

t to ZERO otherwise, and\is'reserved in all other types of frames.

.2.4 DestAddr

e DestAddr fieldss/set to the DevAddr of the intended recipient(s) of the frame. The
ecifies a single-device for a unicast frame, a group of devices for a multicast frame, or all de
broadcast frame? DevAddr values are described in 16.1.1.

.2.5 SrcAddr
e SrcAddr field is set to the DevAddr of the transmitter of the frame.

.2.6° Sequence control

DevAddr
vices for

T

e Sequence Lontrol Tield raentiries the order of MISDUS/MCDUS and thelr rragments. The S

equence

Control field is specified in Figure 60. The Sequence Control field is reserved in control frames.

©l

bits: b15 b14 b13-b3 b2-b0

Reserved | More Fragments | Sequence Number | Fragment Number

Figure 60 - Sequence control field format
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15.2.6.1 Fragment number

The Fragment Number field is set to the number of the fragment within the MSDU or MCDU. The
fragment number is zero in the first or only fragment of an MSDU or MCDU and is incremented by one
for each successive fragment of that MSDU or MCDU.

15.2.6.2 Sequence number

The Sequence Number field is set to the sequence number of the MSDU or MCDU, as defined in
16.1.9.3

The Sequence Number field is used for duplicate frame detection, as described in 16.1.7,Cand [to
preserve frame order when using the B-ACK mechanism, as described in 16.12.3.

The Sequence Number field is reserved in control frames.

15.2.6.B More fragments
The Mofe Fragments field is set to ZERO to indicate that the current fragment.is the sole or final
fragment of the current MSDU or MCDU; otherwise, the field is set to ONE.
15.2.7 |Access information

The Access information field is specified in Figure 61.

bits: b15 b14 b13/b0

Access Method More Frames Duration

Figure 61 - Access information field format

15.2.7.L Duration

The Durption field is 14 bits in length and is set\to an expected medium busy interval after the end|of
the PLCP header of the current frame in unifstef microseconds. The duration value is set as defined|in
16.1.9.1

15.2.7.p More frames

In framds sent with the Access Method bit set to ONE, the More Frames bit is set to ZERO if the
transmitfer will not send furthef frames to the same recipient during the current reservation blogk;
otherwige it is set to ONE.

In framgs sent with the Access Method bit set to ZERO, the More Frames bit is set to ZERO if the
transmitfer will not send-\further frames to the same recipient during the current superframe; otherwigse
it is set fo ONE.

The Moile Frames pit is reserved in beacon, discovery and control frames. Additional rules regardipg
the Mor¢ Frames field are specified in 16.1.9.2.
15.2.7.Bc.Access method

The Access Method bit 15 Setto ONE T att frames transmitted Withim a hiard or private DRP Teservation
block by the reservation owner or target prior to the release of the reservation block.

The Access Method bit in an Imm-ACK, B-ACK or CTT control frame is set to the same value as the
Access Method bit in the corresponding received frame.

The Access Method bit is set to ZERO in discovery frames.
The Access Method bit is reserved in beacon frames.

The Access Method bit is set to ZERO in frames transmitted at all other times.

100 © ISO/IEC 2011 - All rights reserved


https://standardsiso.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

15.2.8 Frame payload

The Frame Payload field is a variable length field that carries the information that is to be transferred to
a device or group of devices. In a secure frame, it includes the required security fields as shown in
Figure 55 and defined below.

15.2.8.1 Temporal key identifier (TKID)

The TKID field is an identifier for the temporal key used to protect the frame. The TKID uniquely
identifies this key from any other temporal keys held by the sender and the recipient(s) of the frame. It

d acnat nand tao nnaaniabhy adantifvy tha leav, far dovicac nat haoldina tha leavy
CoTorrecotourgutry—ratroat Yy ek ey ooty e eSO ottt gt Kkey-

15.2.8.2 Security reserved
THe Security Reserved field is reserved, but included in authentication of the frame.

13.2.8.3 Encryption offset (EO)

THe Encryption Offset field indicates where encryption starts, in octets, relative, tojthe beginning of the
Sqcure Payload, as shown in Figure 55. A value of zero indicates that the~entire Secure Payload is
encrypted. A non-zero value in this field indicates that the first EO octets{of the Security Paylload are
ndt encrypted. Regardless of the value of this field, the entire Secure:Payload, along wi{th other
appropriate fields, is authenticated by the MIC.
15.2.8.4 Secure frame number (SFN)

THe SFN field provides message freshness as a defence against replay attacks. The SFN field in a
selcure frame is set to the next value of the sender's secure,ftame counter (SFC) for the temporal key
uged by this frame. SFC setting and replay protection aresdescribed in 17.4.2.
13.2.8.5 Secure payload

The Secure Payload field in secure frames is the egunterpart of the Frame Payload field in nop-secure
frgmes. It contains the information specific to individual frame types and protected by the symmetric
kely identified in the TKID field of the same frafde.
15.2.8.6 Message integrity code (MIC)
THe MIC field contains an 16-octet cryptographic checksum used to protect the integrity of the MAC
He¢ader and Frame Payload.

13.2.9 FCS

THe FCS field contains a 32<bit'value that represents a CRC polynomial of degree 31.
ThHe CRC is calculated. over a calculation field, which is the entire Frame Payload field| for this

specification. The caleulation field is mapped to a message polynomial M(x) of degree k-1, where Kk is
the number of bits-inthe calculation field. The least-significant bit of the first octet presentgd to the

PHY SAP is theCoefficient of the x*1 term, and the most-significant bit of the last octet transpitted is
the coefficient,6f the x° term.

ThHe CRC.is\calculated using the following Standard generator polynomial of degree 32:

G(X) = X32 + x26 + x23 4 x22 4 )16 4 512 4 311 4 310 L\ 8 07 4354 3402 4y g (79)

The CRC polynomial is the one's complement of the modulo 2 sum of the following remainders:
- The remainder resulting from xK x (xg’l +x30+ L+ x+ 1) divided (modulo 2) by G(x).

- The remainder resulting from x32 x M(x), divided (modulo 2) by G(x).

The FCS field value is derived from the CRC polynomial such that the least-significant bit is the

coefficient of the x31 term and the most-significant bit is the coefficient of the x° term. Figure 62
illustrates the encoding of the FCS field for the CRC polynomial:
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a31X31 + a30X30 + a29X29 + ...+ a2X2 + a X + adp (80)
bits: b31 b30 b29 b2 bl b0
Qo a a ag azo agl

Figure 62 - FCS field encoding

In a commmon implementation, at the transmitter, the initial remainder of the division is preset to Rll
ONEs apd is then modified via division of the calculation field by the generator polynomial G(x). The
one’s cdmplement of this remainder is the FCS field. At the receiver, the initial remainder is) preset|to
all ONEp. The serial incoming bits of the calculation field and FCS, when divided by -G(x) in the
absencq of transmission errors, results in a unique non-zero remainder value. The unigue remainder
value is [the polynomial:

X314 430 4 326 1 425 4 424 4 (18 L (15 L 14 4 12 4 o114 010 4 48 4364 g5 A 3y v 1 (dl)

15.3 Beacon frames

MAC hdader field settings for beacon frames are described in Takle 55. Beacon frames are algo
referred|to as beacons throughout this specification.

Table 55 - MAC header field values~for beacon frames

Header field Value
Protocol Version 0
Secure 0
ACK Policy 0 (No-ACK)
Frame Type 0 (beacon frame)
Frame Subtype7-Delivery ID Reserved
Retry Reserved
Adgregation Request Reserved
Tracking Indication Reserved
DestAddr BcstAddr
SrcAddr DevAddr of the transmitter
Sequence Control As defined in 15.2.6 and 16.1.9.3
Duration As defined in 15.2.7.1 and 16.1.9.1
More Frames Reserved
Access Method Reserved
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The beacon frame payload is specified in Figure 63.

T
IE
IE
th

TH

S€

Th
trg

TH
th

slots. In signalling slots it is set\to the number of the device's non-signalling beacon slot.

TH

octets: 9 L, Ly

Beacon Parameters | Information Element 1 Information Element N

Figure 63 - Payload format for beacon frames

e information elements (IEs) that may be included in a beacon frame are listed in Table 74
5 are included in order of increasing Element ID, except for ASIEs. ASIEs do not appear pri
with Element ID zero through seven, but may appear anywhere after those IEs. DRP IEs t
e same Target DevAddr and Stream Index are adjacent to each other in the beacon

e beacon parameters field is specified in Figure 64.

in 15.9.
Dr to any
hat have

octets: 6

1

1

1

Device Identifier

Beam Identifier

Beacon Slot Number,

Device Control

Figure 64 - Beacon parameters field format

e device identifier field is set to the EUI-48 [3] of the,device sending the beacon. A device m
JLL EUI-48 value (all bits set to ONE) to indicate it. doés not have a unique EUI-48 value.TH

ay use a
e EUl is

sequence of 6 octets, labelled as eui[0] throughweui[5]. The first three octets (eui[0] througr eui[2])
a

b the manufacturer's OUI, and the last three\octets (eui[3] through eui[5]) are the manu
lected extension identifier.

e Beam Identifier field is set to a valueythat uniquely identifies the beam that the device
nsmit this beacon frame.

e Beacon Slot Number field is set\to the number of the beacon slot where the beacon is se
b beacon period (BP), in the range of [0, mMaxBPLength-1], except in beacons sent in g

e Device Control field is"specified in Figure 65.

cturer-

uses to

Nt within
ignalling

bits: b7-b®

b5

b4

b3-b2

b1l

b0

Security*Mode

Reserved

Forced Sync

Status

Signaling Slot

Movable

Figure 65 - Device control field format

The Movable bit is set to ONE if the beacon is movable according to 16.5.3.10, and is set to ZERO
otherwise.

The Signalling Slot bit is set to ONE if the beacon frame is sent in a signalling beacon slot according to
16.5.3.6, and is set to ZERO otherwise.

The Status field is set to the following values to indicate the status or function of the beacon frame.

© ISO/IEC 2011 - All rights reserved
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Value

Meaning

0

Ready
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Table 56 - Status field meaning (concluded)

Value Meaning
1 Preemptive
2 Dual

The Forced Sync bit is set ONE to indicate the device is a forced synchronization device, according to

16.8, an(d I1s set to ZERO otherwise.
The secprity mode field is set to the security mode at which the device is currently operating.
15.4 |([Discovery frames
MAC hepder field settings for discovery frames are described in Table 57.
Table 57 - MAC header field values for discovery frames
Header field Value
Protocol Version 0
Secure 0
ACK Policy 0 (Ng-A€K)
Frame Type 1 (discovery frame)
Frame Subtype / Delivery ID Reserved
Retry Reserved
Aggregation Request Reserved
Tracking Indication Reserved
DestAddr BcstAddr
SrcAddr DevAddr of the transmitter
Sequence’ Control As defined in 15.2.6 and 16.1.9.3
Duration As defined in 15.2.7.1 and 16.1.9.1
More Frames Reserved
Access Method Reserved
The disqovery frame payload is specified in Figure 66.

octets: 7 Ly Ln

Discovery Parameters | Information Element1 | ... | Information Element N

Figure 66 - Payload format for discovery frames

The information elements (IEs) that may be included in a discovery frame are listed in Table 74 in 15.9.
IEs are included in order of increasing Element ID, except for ASIEs. ASIEs do not appear prior to any
IE with Element ID zero through seven, but may appear anywhere after those IEs. DRP IEs that have
the same Target DevAddr and Stream Index are adjacent to each other in the discovery frame.
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The Discovery Parameters field is specified in Figure 67.

octets: 6 1

Device ldentifier Device Control

Figure 67 - Discovery parameters field format

THe device identifier field is set to the EUI-48 [3] of the device sending the beacon. A devicesmgy use a
NWLL EUI-48 value (all bits set to ONE) to indicate it does not have a unique EUI-48 value.The EUI is
a pequence of 6 octets, labelled as eui[0] through eui[5]. The first three octets (eui[Q) through eui[2])
arg the manufacturer's OUI, and the last three octets (eui[3] through eui[5]) are the manufacturer-
selected extension identifier.

THe Device Control field is specified in Figure 68.

bits: b7-b6 b5 b4-60

Security Mode Status Reserved

Figure 68 - Device controhfield format

THe security mode field is set to the security mode at which the device is currently, or will be, dperating
inja data channel.

THe status field is set to the following valuesto indicate the function of the discovery frame.

Table'58 - Status field meaning

Value Meaning
0 Discovery
1 Response

1%.5 Controlcframes

Default MAC Header field settings for control frames are listed in Table 59. Specific MAC Hedder field
sefttings and_payload descriptions for each of the control frames are shown in the following Clguses.

Table 59 - MAC header field values for control frames

Header field Value
Protocol Version 0
Secure As defined in 15.2.3.2
ACK Policy 0 (No-ACK)
Frame Type 2 (control frame)
Frame Subtype Value from Table 60
Retry Reserved
Aggregation Request Reserved
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Table 59 -

MAC header field values for control frames (concluded)

Header field

Value

Tracking Indication

As described in 15.2.3.8

DestAddr DevAddr of the recipient
SrcAddr DevAddr of the transmitter
Sequence Control Reserved
Duration As described in 15.2.7.1 and 16.1.9.1
More Frames Reserved
Access Method As described in 15.2.7.3
Table 6( lists valid values for the frame subtype field for control frames.
Table 60 - Frame subtype field encoding for controtframes
Value Control frame subtype Description
0 Imm-ACK Acknowledges eorrect receipt of the
previously-received frame
1 B-ACK Acknowledges correct or incorrect receipt of
one ortere preceding frames
2 RTT Announces to a recipient device that the
sender is ready to initiate antenna training
and requests confirmation of the ability to
perform antenna training
3 CTT Responds to a RTT control frame that the
recipient is able to perform antenna training
4 TRN Provides antenna training status and/or
feedback and requests to change training
parameters
5 B-Poll Provides Master services to Type B slave
device
6 B-Poll Response Acknowledges B-Poll sent by a Type A
Master device
7-13 Reserved Reserved
14 Application-specific At discretion of application owner
15 Reserved Reserved

15.5.1

Immediate acknowledgement (Imm-ACK)

In Imm-ACK frames, the DestAddr field is set to the SrcAddr of the received frame that is
acknowledged. Imm-ACK frames with Tracking Indication set to ZERO have no frame payload.
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When used in implicity antenna tracking, the Tracking Indication bit in the MAC header is set to ONE
to indicate inclusion of ATTCIE and/or AFIE. Its payload format is specified in Figure 69.

Octets: 0, or 4 0,orL

ATTCIE AFIE

Figure 69 - Payload format of ACK frames

15.5.2 Block acknowledgement (B-ACK)
In[B-ACK frames, the DestAddr field is set to the SrcAddr of the frame that requested the. B-ACK.
THe B-ACK frame acknowledges correct or incorrect receipt of the previous sequéfce of frajnes and

prpvides information for the transmission of the next sequence of frames as des¢ribed in 16.12.3. The
B-ACK frame payload is specified in Figure 70.

octets: 2 1 1 2 o-n 0,or4 0, or|L
Buffer Size Frame Count Reserved Sequence Frame ATTCIE AFIE
Control Bitmap

Figure 70 - Payload format. for B-ACK frames

THe Buffer Size field specifies the maximum number-of octets in the sum of the frame paylogds of all
frgmes in the next B-ACK sequence.

THe Frame Count field specifies the maximuninumber of frames in the next B-ACK sequence.

If the Fixed Size B-ACK Buffer Element*hit’ of the MAC capability IE of the device is set to QNE, the
fixed size of a buffer element in the device is the Buffer Size value divided by the Frame Codnt value
splecified in the B-ACK frame.

THe sequence control and frame bitmap fields together specify an acknowledgement window ¢f MSDU
frggments and their reception.Status. The Sequence Control field specifies the Sequence Number and
Fragment Number that start the acknowledgement window.

bits: b15-14 b13-b3 b2-b0

Reserved Sequence Number Fragment Number

Figure 71 - Sequence control field format

Thei~Frame Bitmap field varies in length. A zero-length Frame Bitmap field indichtes an
acknowledgement window of length zero. Otherwise, the least-significant octet of the Frame Bitmap
field corresponds to the MSDU indicated by the Sequence Control field, and each bit of the octet
corresponds to a fragment of that MSDU. The least-significant bit in each octet corresponds to the first
fragment and successive bits correspond to successive fragments. Successive octets present in the
Frame Bitmap field correspond to successive MSDUs, and each bit corresponds to a fragment of the
MSDU. The acknowledgement window ends at fragment seven of the MSDU that corresponds to the
most-significant octet in the Frame Bitmap.

For all bits within the Frame Bitmap, a value of ONE indicates that the corresponding fragment was
received in either the current sequence or an earlier one. A value of ZERO indicates that the
corresponding fragment was not received in the current sequence (although it may have been received
in an earlier one). Bits of the least-significant octet of the Frame Bitmap field corresponding to
fragments prior to the start of the acknowledgement window are undefined. Frames with a Sequence
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Number earlier than the Sequence Number indicated in the Sequence Control field were not received
in the last B-ACK sequence. Such frames were previously received or are no longer expected.

The Tracking Indication bit in the MAC header of B-ACK frames indicates the existance of the ATTCIE
and/or AFIE at the end of the frame. It is set ONE, if any of ATTCIE or AFIE is included for the purpose
of antenna tracking; otherwise, it is set to ZERO.

15.5.3 Application-specific
The payload format for Application-specific control frames is specified in Figure 72

Octets: 2 N

Specifier ID Data

Figure 72- Payload format for application-specific control frames

The Specifier ID field is set to a 16-bit value that identifies a company or orgafization, as listed in [C.{1].
The owrler of the Specifier ID defines the format and use of the Data field:

15.5.4 |B-Poll

A B-Poll Frame shall be used by a Type A device to start Master-3lave operation with a Type B slaje
device and to direct the Type B Slave when to send its dual-beacoh:

The pay|oad of a B-Poll frame is specified in Figure 73.

octets: 4 L1 Ln

Directed Beacon Parameters Informatjon.Element 1 Information Element N

Figure 73 -(Payload format for B-poll frames

The infdrmation elements (IEs) thattmay be included in a B-Poll frame are listed in Table 74 in 15]9.
IEs are |ncluded in order of increasing Element ID, except for ASIEs. ASIEs do not appear prior to any
IE with Element ID zero through:seven, but may appear anywhere after those IEs. DRP IEs that hayve
the same Target DevAddr @and Stream Index are adjacent to each other in the beacon. In a B-Ppll
frame, the Type A masterShall only include the IEs that need to be included in the directed dugl-
beacon [of the Type B{slave. ATTCIE may be included in a B-Poll frame to initiate implicit antenpa
tracking

The Dirgcted Beacon Parameters field is specified in Figure 74.

octets: 2 1 1

Directed Beacon Offset Beacon Slot Number Device Control

Figure 74 - Directed Beacon Parameters field format

The Directed Beacon Offset field is set to the time when Type B is directed to send its dual-beacon,
measured from the end of the PLCP header of the B-Poll frame in units of microseconds.

The Beacon Slot Number field is set to the number of the beacon slot where the Type B slave is
directed to send its dual-beacon within the beacon period (BP), in the range of [mSignalSlotCount,
mMaxBPLength-1].
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The Device Control field is specified in Figure 75.

b7-b2 bl b0
Reserved Signalling Slot Movable
Figtre+5—DBevice-Contretfieldformat
THe Movable bit is set to ONE if the beacon is movable according to 16.5.3.10, and is~set o ZERO
otherwise.

TH

signalling beacon slot according to 16.5.3.6, and is set to ZERO otherwise.

15
In
pa

AR

15
R
an

an
ddg

pr
15

In
dsg

15
In

15

e Signalling Slot bit is set to ONE if the Type B master is directed to send an additional bea

.5.5 B-Poll response frame

yload of B-Poll response frames may carry a number of IEs, which is _specified in Figure 76.
Octets: L, Ly
Information Element 1 Information Element N

Figure 76 - payload format for B-Poll response frame

FIE may be included in a B-Poll response frame\to send back antenna tracking feedback.

.5.6 Antenna training/tracking control frames

T and CTT control frames shall be used to initiate and negotiate antenna training betwee
d destination devices. RTT is transmitted by the source device whenever it wants to in
tenna training procedure with a-destination device. Upon receipt of a RTT frame, the ag
vice shall respond with a CTT“frame provided it is available to engage in the antenna
bcedure. The antenna training procedure is performed by exchanging TRN frames.

.5.6.1 Request to train (RTT)

RTT frames, the DestAddr field is set to the DevAddr of the device to which antenna tr

.5.6.2 Cleanrto train (CTT)

.5.6¢3> Training control (TRN)

A

cOrfirm-trathing-configuration-hthereversed-direstioch—m8m8 ——— |

TRNframe contains an ATTCIE and/or an AFIE in its payload. A TRN frame may also contain

conina

B-Poll response frame, the DestAddr field is set to the SrcAddr of theréceived B-Poll frame. The

N source
tiate an
dressed
training

hining is

sired. RTT frames shall carry in their frame payload the ATIE with the transmitter device settings.

CTT frames;(the DestAddr field is set to the SrcAddr of the received RTT frame. CTT frames shall
calry in theinframe payload the ATIE with the receiver device settings.

ATIE to

The payload of a TRN frame is specified in Figure 77.

©l

Octets: 4 0,or5 0,orL

ATTCIE ATIE AFIE

Figure 77 - Payload format of a TRN frame
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15.6 Command

frames

Default MAC header settings for command frames are shown in Table 61.

Table 61 - Default MAC header field values for command frames

Header field

Value

Protocol Version

0

Secure As defined in 15.2.3.2
ACK Policy 0 (No-ACK) or 1 (Imm-ACK)
Frame Type 3 (command frame)

Frame Subtype

Value from Table 62

Retry As defined in 15.2.3.6
Aggregation Request Reserved
Tracking Indication Reserved

DestAddr

DevAddr of the recipient

SrcAddr

DevAddr of the transmitter

Sequence Control

As definedin 15.2.6

Duration

As defined in45.2.7.1 and 16.1.9.1

More Frames

As defined in 15.2.7.2

Access Method

As defined in 15.2.7.3

Table 64

specifies the values for the frame subtype field for command frames.

Table 62 - Frame subtype field encoding for command frames

Value Command frame subtype Description

0 DRP Reservation Request Used to request creation or modification of a
DRP reservation

1 BRP Reservation Response Used to respond to a DRP reservation request
command

2 Probe Used to request for, or respond with,
information elements

3 Pair-wise Temporal Key (PTK) Used to derive a PTK via a 4-way handshake
between two devices

4 Group Temporal Key (GTK) Used to solicit or distribute a GTK within a
secure relationship

5 Link Feedback Used to exchange link feedback information
and/or to recommend transmit power/rate
change

6 Relay Used to request for or respond with information
elements

7 Transmit Switched Diversity Used to initiate or to terminate the TSD

(TSD) Set Request operation. In addition, used to acquire channel

state information
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Table 62 - Frame subtype field encoding for command frames (concluded)

15

TH
DH

Eg
th
15

TH
Cco

Value Command frame subtype Description
8 Transmit Switched Diversity Used to respond to the TSD Set Request
(TSD) Set Response command
9 FUCA Informs a recipient device of FUCA map
information on the next frame
10 TSD Switch Requests to switch the transmit antenna to an
arbitrary antenna during the TSD operation
11 Channel Selection Used to select initial channel to send-beacons
12 -13 Reserved Reserved
14 Application-specific At discretion of application owner
15 Reserved Reserved

.6.1 DRP reservation request

RP Reservation Request command frame payload is specified’in Figure 78.

octets: M, M, My

DRP IE-1 DRP 1E=2 DRP IE-N

Figure 78 - Payload format for DRP reservation request
command frames

ch DRP |E field included in the cominand frame corresponds to a reservation request ider
b Target/Owner DevAddr, Stream Index, and Reservation Type in the IE. The DRP IE is defined
.6.2 DRP reservation response

e DRP Reservation Respense command frame is used to respond to a DRP Reservation
mmand frame. The DRP Reservation Response command frame payload is specified in Fig

octets: My M, My 0,or2to 34

DRP IE-1 DRP IE-2 DRP IE-N DRP Availability IE

Figure 79 - Payload format for DRP Reservation Response
command frames

[

e DRP Reservation Request command frame is used to create,or modify a DRP reservation. The

tified by
n15.9.12.

Request
ire 79.

Tl

DD e o £ H 1 ] il Dl
C UNF IToTTvVaAllUTT TNEoPUITST  LUITTITTaria 1rafre miciuucs dit Uic UIRT 1
|

request. The DRP Availability IE is included according to the rules defined in 16.6.

15.6.3 Channel selection
The set of channel selection command frames are used to request channel scanning, to respond with

ch

annel scanning results and to select channel to exchange MPDUSs.

Fs—from—the—reservation

The ACK policy field in the MAC header of channel selection command frame shall always be set to
Imm-ACK.
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The payload of channel selection command frame is specified in Figure 80.

octets: 2

Ly

Ln

Channel Selection Control

Information Element 1

Information Element N

The Ch3g

Figure 80 - Payload format for Channel selection command frames

nnel Selection Control field is specified in Figure 81.

bits: b15-b14

b13-b12

b11-b10

b9-b0

Command ID

Reserved

Reason Code

Channel Bitmap

Figure 81 - Channel Selection Control field format

The Command ID field is set to the value as listed in Table 63 that identifies the Channel selectipn

comman

The enc

d.

Table 63 - Channel selection command ID

Command ID Channel selection command
0 Channel Scanning Request
1 Channel Scanning Response
2 Channel Change Request
3 Channel Change Response

pding of Channel Bitmap-field is specified in in Figure 82.

Bit

Band ID

Description

Channel 1

Channel 2

Channel 3

Channel 4

112

Channel 5

Channel 6

Channel 7

Channel 8

O 0| N| O] Of|d] W[ N|

Channel 9

©O©| 0| N[O O M]J|W| N| | O

[EnY
o

Channel 10

Figure 82 - Channel Bitmap Field Encoding
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15.6.3.1 Channel Scanning Request

The Channel Bitmap field is set such that the bits corresponding to the channels requested to be
scanned are set to ONE.

The Reason Code field in a Channel Scanning Request is reserved.

The first Information Elements field shall include a Scan Timing IE to indicate the time when the device
returns back to Discovery Channel to listen for scanning response to the scanning request.

15.6.3.2 Channel Scanning Response
THe Channel Bitmap field is set to the same as in the Channel Scanning Request.

THe Reason Code field in a Channel Scanning Response is reserved.

ThHe Information Elements fields shall include a number of DRP availability IEs. The-number of DRP
availability IEs shall be the same as the number of channels requested to be scanned.

Fqllowing a number of DRP availability IEs, the Information Elements fields may also include g number
of| channel measurement IEs. The number of channel measurement IEs¢hall be either the pame as
the number of channels requested to be scanned or the number of-channels with no superframe
stfucture.

If p scanned channel has no superframe structure, the corresponding DRP availability IE shall have
zero length DRP availability bitmap and a channel measurement 1E (for channels without superframe
stfucture, see 15.9.11) shall be included in the Channel Scanning Response.
15.6.3.3 Channel Change Request

THe first Information Elements field shall include a Channel Change IE.

THe Reason Code and Channel Bitmap fields in a*‘Channel Change Request are reserved.

13.6.3.4 Channel Change Response

THe first Information Element field shall include a Channel Change IE that is the same as the ope in the
Channel Change Request to which it is réesponding. The Reason Code field shall be set apprppriately
ag listed in Table 64.

Table*64 - Reason code field encoding

Value Code Meaning
0 Accepted The channel change request is agreed upon
1 Unavailable The channel change request is rejected

because the channel in concern does not have
enough MASs

2 Conflict The channel change request is rejected
because the channel change request conflicts
with the scanning response sent.

3 Invalid The device does not support channel

The Channel Bitmap field is reserved in the Channel Change Response.

15.6.4 Link feedback

The set of Link Feedback command frames are used to exchange feedback information pertaining to
power control, rate control and certain link quality metrics between two devices. The payload of the
Link Feedback command is specified in Figure 83.
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octets: 1

Oor N

Feedback Control

Link Feedback

Figure 83 - Payload format for link feedback command frames

The Feedback Control field is specified in Figure 84.

The command ID field is set to the value as listed in Table 65 that identifies the link feedback comma

bits: b7-b6 b5-b3 b2-b0

Command ID Reserved Request Bitmap

Figure 84 - Feedback Control field format

Table 65 - Feedback Control field format

Command ID

Link feedback command

Description

Transmit power and rate control

to a source device.

Recommends transmit power and rate change

Link Feedback Response

Provides, in response to a link feedback
request, link quality metrics and/or
recommendation of rate and transmission
power change.

Link Feedback Request

Requests a sink device to provide link
feedback.

The Reduest Bitmap field is set accotding to Table 66.

Table 66- Request bitmap

Bit

Meaning

Description

TPRC

Bit set to ONE to indicate requesting for, or the
existence of sink's recommendation on transmit
rate and power change

LQI

Bit set to ONE to indicate requesting for, or the
existence of feedback on LQI of the link

FER

Bit set to ONE to indicate requesting for, or the

existence of feedback on frame loss/error rate
of the link

A link feed back command may contain 0-3 link feedback fields depending on setting of the Feedback

Control field.

15.6.4.1 Link feedback request
There shall be none Link Feedback field in the Link feedback request frame.
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15.6.4.2 Transmit power and rate control (TPRC)
The Feedback Control field of the TPRC is specified in Figure 85.

Bits: b7-b6 b5-b3 b2-b0

=0 Reserved =0

Figure 85 - Setting of Feedback Control field of TPRCs

THe Link Feedback field of the TPRC is specified in Figure 86.

bits: b7-b4 B3-b0

Data rate Transmit Power Level Change

Figure 86 - Link Feedback field format.of TPRCs

THe Transmit Power Level Change sub field is set to the change in transmit power level that
dgvice recommends according to Table 87.

THe Data Rate sub field is set to the data rate that the sink device recommends according to T

13.6.4.3 Link feedback response

THe Request Bitmap field of a link feedback regponse is set to the same as in the link feedback
to[which the device is responding.

THe Link Feedback field of a link feedback-response is specified in Figure 87.

octets: 4 1 7

TPRC LQI FER

Figure 87 - Link feedback field format

the sink

able 88.

request

THe existence{f"TPRC, LQI and FER sub fields in the Link Feedback field is determined by the

Re¢quest Bitmap field. A bit set to ONE in the Request Bitmap field indicates that the correspon

figdld exists.in’ the Link Feedback field. The order the sub fields appear is specified in Figure 87.

THe TPRC sub field is set according to Figure 86.

ding sub

THe£Ql sub field is set to the |ink QIIQ“Ty Indicator (I QI) af the link hetween the saurce
devices. Its encoding is specified in Table 67.

Table 67- LQI field encoding

LQI value SNR/SINR value
0 0.0db
1 0.5db
2 1.0db

© ISO/IEC 2011 - All rights reserved
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Table 67- LQI field

encoding (concluded)

LQI value SNR/SINR value
62 31.0db
63 31.5db
64-255 Reserved

The format of the FER sub field is specified in Figure 88.
pctets: 1 1 2 2 1
Recipient Frame Loss Recipient Frame Error Recipient Frame Source Frame Measurement Window
Count Count Count Count Size
Figure 88 - FER field format

The Me
measure

The Sol
transmit

The Red
the sink

The Re
FCS err

The Red
have be
15.6.5

The Prd
request.

bn lost.
Probe

ipient Frame Count field is set to the total number‘of frames that were correctly received
device from the source device.

ipient Frame Error Count field contains the-total number of frames that were received w
brs but not with HCS errors by the sink device from the source device.

ipient Frame Loss Count field is setta-the number of frames as observed by the sink device

be command frame is used to request information from a device or respond to a Pro
The payload format is specified in Figure 89.

Octets My

M

My

Information Element 1

Information Element 2

Information Element N

Figure 89 - Payload format for probe command frames

hsurement Window Size field is set to the amount of time in ‘milliseconds during which the
ments as included in FER field were taken.

rce Frame Count field is set to the total number of frames; including retransmissions that were
ed by the sink device to the source device.

If the payload includes a Probe IE, the command requests information from the recipient. Each
Information Element field contains one information element.
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15.6.6 Pairwise temporal key (PTK)

The PTK command frame is used in a 4-way handshake by a pair of devices, as described in 17.3.1, to
authenticate each other and to derive a shared symmetric PTK for securing certain unicast traffic
between the two devices. The PTK command frame is specified in Figure 90.

octets: 1 1 3 11 16 16 8

N L
NOTCceT

Number Code R-Nonce

AL Ciot n ol AULLD } [t o VAN W AP
wieSSage SatoS nEeServet VIS T T TI< ViTe

Figure 90 - Payload format for PTK command frames

THe Message Number is set to 1, 2, 3, or 4, respectively, in the PTK command containing the first,
seicond, third, or fourth message of the 4-way handshake. The other values of this field are regerved.

THe Status Code in a PTK command indicates the current status of the 4xway handshake at the device
sending this command. It is encoded as shown in Table 68.

Table 68 - Status code field encoding in<RTK commands

Value Meaning
0 Normal-the 4-way hahdshake proceeds
1 Aborted-the 4-way,handshake is aborted per

security policy.

2 Aborted-the 4-way handshake is aborted in order
to yield~to a concurrent 4-way handshake using
the:same master key

3 PTKID not accepted-it is the TKID of a PTK or
GTK being possessed by this device

4 - 255 Reserved

THe PTKID is set to a nen-zero number as the TKID of the PTK to be derived from this
4-wvay handshake pracedure. The initiator of the 4-way handshake chooses this value after determining
that this value is different from the TKID of the PTK, if any, that is to be replaced by the new RTK, and
the TKID of any PTK or GTK it currently possesses.

THe MKID idéntifies the master key used in this 4-way handshake as described in 17.3.1.

THe I-Noncé€/R-Nonce is a random number generated by the initiator or responder for this 4-way
ndshake. This field is set to I-Nonce, the random number generated by the initiator in the cpmmand
containing a Message Number of 1 or 3, and is set to R-Nonce, the random number generatdd by the
e ; L

The PTK MIC in the PTK command containing a Message Number of 1 is set to zero on transmission
and is ignored on reception.

The PTK MIC in the PTK command containing a Message Number of 2, 3, or 4 is set to the MIC that
protects the fields in the payload of this command using the KCK generated from the first two
messages of the 4-way handshake as specified in 17.3.1.

The MAC Header for the PTK command frame is set as indicated in Table 61, with the ACK Policy set
to Imm-ACK.
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15.6.7 Group temporal key (GTK)

The GTK command frame is used to solicit or distribute a GTK following a PTK update. The GTK is
used to secure certain multicast traffic from a sending device to a group of recipient devices, and is
chosen by the sending device. The GTK command frame is always in secure form, and the Secure
Payload field is specified in Figure 91.

octets: 1 1 3 3 2 6 16
Message Status GTKID | Reserved GroupAddr | GTK SFC GTK
Number Code

Figure 91 - Payload format for GTK command frames

The Message Number is set to 0 in the GTK command transmitted by a multicast recipient device|to
solicit alnew GTK from a multicast sender. The Message Number is set to 1 in\the GTK commahd
transmitfed by a multicast sender to distribute a new GTK to a multicast récipient. The Messape
Number|is set to 2 in the GTK command transmitted by a multicast recipient device to respond to the
distributjon of a new GTK command.

The Stalus Code in a GTK command indicates the current status of the\GTK solicitation or distributipn
at the de¢vice sending this command. It is encoded as shown in Tabte69.

Table 69 - Status Code field encodingin'GTK commands

Value Meaning
0 Normal-GTK selicitation or distribution
proceeds
1 Rejected*GTK solicitation or distribution is

rejected per security policy

2 GTKID not accepted-it is the TKID of a PTK or
GTK being possessed by this device

3-255 Reserved

The GTKID in the GTK command containing a Message Number of O is set to the TKID of the GTK
being sdlicited. It is set to-zero if the soliciting device does not know the TKID of the GTK it is solicitirg.

The GTKID in the GJFK.eommand containing a Message Number of 1 is set to a non-zero number ps
the TKIID of the GTK> being distributed. The distributor chooses this value after determining that this
value is differentfrom the TKID of the GTK, if any, that is to be replaced by the new GTK, and the TK|ID
of any PITK or.GTK the distributor or recipient currently possesses.

The GTKID,in the GTK command containing a Message Number of 2 is set to the GTKID in the Igst

1 Vs ul } &l oo W] Nl L £.1
rece|Ve T IN CUTTITTTanrtu bUIII.ClIIIIIIg A IVICDOauC INUTITUCTT UT L.

The GroupAddr is set to the McstAddr or BestAddr for which the GTK is being solicited or distributed. It
is set to O0x0001 if the GTK is applied to all broadcast and multicast traffic from the device distributing
this GTK.

The GTK SFC in the GTK command containing a Message Number of O is set to zero on transmission
and ignored on reception.

The GTK SFC in the GTK command containing a Message Number of 1 is set to the current value of
the secure frame counter set up for the GTK being distributed.

The GTK SFC in the GTK command containing a Message Number of 2 is set to the GTK SFC in the
last received GTK command containing a Message Number of 1.
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The GTK is the GTK distributed by the multicast sender for the McstAddr. In a GTK command soliciting
a GTK, the GTK is set to zero prior to encryption.

The MAC Header for the GTK command frame is set as indicated in 15.6.7, with the ACK Policy set to
Imm-ACK.

15

.6.8 Application-specific

The payload format for Application-specific command frames is specified in Figure 92.

The Specifier ID field is set to a 16-bit value that identifies a company or-@rganization, as listed
THe owner of the Specifier ID defines the format and use of the Datadield.

15
TH
TH
15

TH
te

ogeration. This command frame also indicates whether the TSD operation is in scan mode or
payload format for TSD Set Request commanddrame payload is specified in Figure 93.

TH

whether the TSD-sgt'operation is in scan mode or not. The TSDStatus field is specified in Tabl

octets: 2 N

Specifier ID Data

Figure 92 - Payload format for application-specific command frame

.6.9 Relay

e Relay command frame is used to request information from>a device or respond to a Relay
e payload is the Relay IE as specified in 15.9.24.

.6.10 Transmit switched diversity (TSD) request

Octet: 1 2

TSDStatus Reserved

Figure'93 - Payload format for TSD set request command frames

e TSDStatus field\indicates whether the TSD set operation begins or ends. This field also i

bits: b7-b1 bO

Reserved TSD Status indicator

in [C.4].

request.

e TSD Set Request command frame is used to ipitiate the TSD operation, to scan channgls or to
minate the TSD operation by acquiring the information on the destination’s capability of the TSD

not. The

hdicates
e 94,

B —————————————————————————————————
Figure 94 - TSD status field format

The TSD status indicator field is set to 0b0O to indicate that this TSD set procedure is to begin the TSD
operation, to Ob01 to indicate that this TSD set procedure is to end the TSD operation or to Ob10 to

© ISO/IEC 2011 - All rights reserved

119


https://standardsiso.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC

13156:2011(E)

indicate that this TSD set procedure is to request channel status measured from this command frame.
The value of Ob11 is reserved. The TSD status indicator field is encoded as Table 70.

Table 70 - TSD status indicator field encoding

15.6.11

The TSI
TSD Se

The TSI
field is s

The TSI
indicate
encoded

The Chs
as an eg
guantizg
The star
(Ob0000;
supporte
range fr

TSD Status indicator Message
0b00 BEGIN
Obot END
0b10 SCAN
Ob11 Reserved

Transmit switched diversity (TSD) set response

D Set Response command frame is used to respond TSD Set Request command frame. T
Request command frame payload is specified in Figure 95 .
Octet: 1 1 1
TSDStatus TSDPermit ChannelStatus

Figure 95 - Payload format for TSD set response command frames

DPermit field indicates whether the device supports the TSD operation or not. The TSDPerr
pecified in Figure 96.

bits: b7-b1 b0

Reserved TSD support indicator

Figure 96 - TSD permit field format

DPermit field is set to one to indicate that the device supports the TSD operation or to zero
that the device does not support the-TSD operation. The TSD support indicator field

as Table 71.
Table 71 - TSD'\support indicator field encoding
TSD supportdndicator Message
0 NO_PERMIT
1 PERMIT

nnelStatus field indicates the link quality of the channel, where the link quality shall be defin
timate of the réceived SNR. When reporting the estimates of the link quality, the device sh
these values-to the nearest values in Table 72 and report them as the link quality estimatg
dard engoding, summarized in Table 72, is used to report the estimates in the range from 0
001) te+25 dB (0b0001 1010). The all-ZERO bit implies that reporting of the estimates is 1
d by'the device, or that the estimate is too small to be measured accurately. Additionally, t
bm-0b0001 to Ob1111 1111 are reserved for further use.

nit

is

bd
all
S.
1B
ot
he

Table 72 - Channel status field encoding
Bits: b7-b0
0b0000 0000
0b0000 0001 - 0b0001 1010
0b0001 1011 - Ob1111 1111

Description

Link quality estimate is too low to be measured

Estimate of the link quality = ChannelStatus - 1 dB

Reserved

15.6.12 Transmit switched diversity (TSD) switch

This frame is used to feedback the transmit antenna switching information for the TSD operation. The
TSD Switch control frame commands the recipient of the frame to switch the transmit antenna. This
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frame is sent from the destination to the source when the source is required to switch the TX antenna.
A payload of the TSD Switch control frame is specified in Figure 97.

Octet: 1

TSD Switch

TH
TH

Th
fie

15.6.13 Fast uplink channel atlecation (FUCA)
THe FUCA command frame is uséd to inform the reservation target the duration of the next dat

af
re

w

THe FUEA frame payload is shown in Figure 99.

ThHe Next Frame Duratioh’field is set to the duration of the next data frame, in unit of micrg
which is sent by reservation owner following the FUCA command frame.

THe Sequence Number field is set to the sequence number of the next data frame to be transr
regervation ownéer. FUCA map field contains the information generated by HDMI PAL in acd

Figure 97 - TSD switch control frame payload

e TSD Switch field specifies the antenna switching information for the recipient of the,contrp
e TSD Switch field is specified in Figure 98.

bits: b7-b1 bo

Reserved Antenna Switch

Figure 98 - TSD switch field format

Id is encoded as shown in Table 73.

Table 73 - Antenna switch field encoding

Antenna Switch Message
0 No Switch
1 Switch

er which the target may sefndia short frame back to the reservation owner in the current privj
Servation.

ith the nextydata frame.

| frame.

e Antenna Switch field indicates that the source switches the\transmit antenna. The Antennp Switch

a frame,
ate DRP

second,

hitted by
ordance

1

Octets: 2 2 5

Next Frame Duration Sequence Number FUCA Map

Figure 99 - Payload format for FUCA frames

5.7 Data frames

MAC Header and Frame Payload fields in data frames are set as specified in 15.2.1 and 15.2.3-15.2.9.
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15.8 Aggregated MAC frames

Aggregated MAC frames are aggregated data frames and tracking frames. The Frame Payload field in
aggregated MAC frames are set as specified in 15.2.2.

15.8.1 Aggregated data frames

In additonal to settting MAC Header fields as specified in 15.2.2 -15.2.9, the ACK Policy of the Frame
Control Field in any aggregated data frames shall not be set to Imm-ACK.

15.8.2 Aggregated tracking frames

Aggregdted tracking frames are aggregated data frames that carry AFIE or ATTCIE in its last MSIDU
and may carry ATS in its PLCP header according to antenna tracking configuration (16.18.2).

In additipn to setting the MAC header fields specified in 15.2.2 -15.2.9, the Tracking Indieation bit|of
the Frame Control field of any aggregated tracking frames shall be set to ONE. And the ACK Policy|of
the Frame Control field in any tracking frame shall not be set to Imm-ACK unless théxtracking frame
has only two MSDUs including the one that contains AFIE or ATTCIE.

In Frame Payload, the AFIE or ATTCIE shall be the last MSDU in the aggregated MAC frame. The
MAC Frame Body of such a tracking frame is specified in Figure 100.

Figure 100 - Payload format of an aggregated tracking frame

octets: M 4 0-3 0-3 My, 4
MSDU 1 FCS of Pad to 4-octet Pad to 4-octet AFIE or ATTCIE FCS of
MSDU 1 boundary boundary MSDU N

15.9 Information elements

This Clquse defines the information elements (IEs). that can appear in beacons and certain control [or
commar]d frames.

The general format of all IEs is specified in Rigure 101.

octets: 1 1 N

ElementID Length (=N) |IE-specific fields

Figure 101 - General |IE format

The Element ID field is’set' to the value as listed in Table 74 that identifies the information element.
The Length field issset to the length, in octets, of the IE-specific fields that follow.
The IE-gpecificfields contain information specific to the IE.

Table 74 contains a list of IEs defined in this International Standard.

Table 74 - Intormation elements

Element ID Information element Description
0 Beacon Period Occupancy IE Provides information on neighbours' BP occupancy in the
(BPOIE) previous superframe
1-7 Reserved Reserved
8 ACIE Provides information on antenna types and training/tracking
feedback capabilities.
9 AFIE Provides antenna training/tracking feedback
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Table 74 - Information elements (concluded)

Element ID Information element Description

10 Application-specific Probe IE Indicates a device is requesting an Application-specific IE from
another device

11 ATIE Configures antenna training and tracking processes.

12 ATTCIE Sets antenna frnining parameters or initiates antenna tr:\pking

13 BP Switch IE Indicates the device will change its BPST at a specified|future
time

14 Channel Bonding IE (CBOIE) Negotiates and indicate the use of channel\bonding

15 Channel Change IE Indicates a device will change to anotherchannel

16 Channel Measurement IE Provides directional channel measurement report

17 Distributed Reservation Indicates a reservation with ‘another device

Protocol (DRP) IE

18 DRP Availability IE Indicates a device's availability for new DRP reservatiorns

19 Hibernation Anchor IE Provides information on devices in hibernation mode

20 Hibernation Mode |IE Indicates thedevice will go to hibernation mode for one pr more
superframes but intends to wake at a specified time in the future

21 Identification 1E Provides identifying information about the device, including a
flame string

22 Link Feedback IE Provides data rate and power control feedback

23 MAC Capabilities IE Indicates which MAC capabilities a device supports

24 Master Key Identifier(MKID) IE | Identifies some or all of the master keys held by the trangmitting
device

25 Multicast Address Binding Indicates an address binding between a multicast EUI-48 and a

(MAB),IE McstAddr

26 PHY Capabilities IE Indicates which PHY capabilities a device supports

27 Probe IE Indicates a device is requesting one or more IEs from apother
device or/and responding with requested IEs

28 Relay IE Indicates a device requesting relay information element|from
another device or/and responding with requested IE

29 Relinquish Request IE Indicates that a neighbour requests that a device releasg one or
more MASs from its reservations

30 Scan Timing IE Announces the start and duration of a scanning period

31 UEP IE Provide information on supported UEP types and UEP MCS
modes

32 - 249 Reserved Reserved
250 - 254 Reserved Reserved for allocation in assigned numbers as specified in

[D4]

255 Application-Specific IE (ASIE) Use varies depending on the application

© ISO/IEC 2011 - All rights reserved
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15.9.1 Application-specific IE (ASIE)
The ASIE is specified in Figure 102.

octets: 1 1 2 N

Element ID | Length (=2+N) | ASIE Specifier ID | Application-specific Data

Figure 102 - ASIE format

The ASIE Specifier ID field is set to a 16-bit value that identifies a company or organization, as|listed|in
[C.4].
The owrjer of the ASIE Specifier ID defines the format and use of the Application-specific Data field.
15.9.2 [Application-specific probe IE
The Apmlication—specific Probe IE is used to request an application-specific\MEvfrom a device. lt|is
specified in Figure 103.

octets: 1 1 2 2 N

Element Length Target ASIE Specifier Application-specific Request

ID (=4+N) DevAddr ID Information
Figure 103 - Application-specific probe IE format

The TarTet DevAddr field is set to the DevAddr of the device from which an ASIE is requested.
The ASIE Specifier ID is set to a 16-bit value_that identifies a company or organization, as listed|in

[C.4].

The 0W;||er of the ASIE Specifier ID defines the format and use of the Application-specific Requgst
Informafion field.

15.9.3 |Antenna Capabilities;TE (ACIE)

The ACIE provides informatignjabout the device type and the training and feedback capabilities of the
RX and [TX antenna of thestransmitting device. The ACIE is specified in Figure 104.

Octets: 1 1 2

Element ID Length (= 2) Antenna Capabilities

Figure 104 - ACIE Tormat

The Antenna Capabilites field is specified in Figure 105.
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bits: b15-8 b7-b6 b5-b4 b3-b0

Reserved Device Type and ATS

Capability

Antenna Type Feedback Capability

Figure 105 - Antenna Capabilities field format

THe encoding of Antenna Capabilitities field is specified in Table 75.
Table 75- Antenna Capabilities field bitmap
Capabilities Bit Attribute Description
Reserverd 7
ATS Capability 6 ATS Bit set to ONE to indicate the
transmitting device)is capable of
transmitting atteénna training
sequence.
Antenna Types 5 Trainable TX Bit set'to ONE to indicate the
PAA transmitting device has trainable
transmit Phased Array Antenna
(PAA)
4 Trainable RX Bit set ONE to indicate the
PAA transmitting device has trainable
receiving Phased Array Antenna
(PAA)
Feedback 3 Index Bit set to ONE to indicate the
Capabilities device is capable to provide index
feedback
2 Fourier Bit set to ONE to indicate the
codebook device is capable to provide Fourier
code book feedback
1 Walsh Bit set to ONE to indicate the
codebook device is capable to provide Walsh
code book feedback
0 Quantised Bit set to ONE to indicate the
weights device is capable to provide
Quantised weights feedback
A [Type.A device shall set the ATS attribute to ONE.

1594 ATIE

The ATIE is used to negotiate and configure the antenna training and tracking. It is specified in
Figure 106.

Octets: 1

1

4 1

Element ID

Length (=5) Antenna Properties Training Configuration

Figure 106 - ATIE frame format
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The Antenna Properties field is specified in the Figure 107.

Bits: 16 6 6 4
Antenna Number of TX Number of RX Initial Discovery
Capabilities Elements Elements Mode

Figure 107 - Antenna Properties field format

The Ant

The Nu
transmig

The Nun
antenna

Initial D
training

The Tra

bnna Capabilities field is set to the same value as in the ACIE (see 15.9.3).

mber of TX Elements field is set to the number of antenna elements the device's t

sion antenna array has, in the range of [1, 36 ].

hber of of RX Elements field is set to the number of antenna elements the dévice's receivi

has, in the range of [1, 36].

scovery Mode field is set to the discovery mode to be used for the first iteration of anten
for the device’s receiving antenna.

ning Configuration field is specified in Figure 108.

Bits: 1 3 1 1 2

Req

Llest Feedback

Feedback Type Request Training Continuition Status

The Req
request
not neeq

Table 4§.

The Fesg
the Req
Feedbag

Figure 108 - Training Configuration field format

uest Feedback bit is set to ONE to indicate closed-loop mode training and subsequently

ed. This field has an implication in the subsequent training sequence exchange as specified

dback Type field is set to what type of feedback is expected in closed-loop mode training wh
llest Feedback bit is set to\ONE. Otherwise if the Request Feedback bit is set to ZERO, t
k Type field is reserved, The encoding of the Feedback Type field is specified in Table 76.

Table 76 - Encoding of Feedback Type field

antenna training feedback, or to ZERO-to indicate open-loop mode training and feedback|i

Valtie Code Meaning
0 Index Requesting Index feedback
1 Fourier Requesting feedback using Fourier
codebook
pA waish Requesting feedback USg Waisit codebook
3 Quantised | Requesting feedback of quantised weights
4-7 Reserved | Reserved

The Request Training bit is set to ONE to request the training of the device’s transmitting antenna and
the target’s receiving antenna. Otherwise, it is set to ZERO to indicate no training is needed for that
direction. This field has an implication in the subsequent training sequence exchange as specified in
Table 48

The Continuation bit is set to ONE if the device is requesting continuation of the previous training

session,

126

or set to ZERO if the device is requesting a new training session.
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The Status field is set by the antenna training initiator or responder to indicate the status of the
negotiation. Its encoding is specified in Table 77.

Table 77 - Status field Encoding

Value Code Meaning

0 Request The device is requesting antenna training

1 Accantad Thao daovica hac aooantad tha trainina raninct anth tha

1 Aceepted Fhe-deviee-has-accepted-the-tralning-request—with-the

specified training configuration

2 Unsupported | The requested training configuration is not supported

3 Rejected The device rejects the training request
13.9.5 ATTCIE
Antenna Training/Tracking Control IE (ATTCIE) is used to set antenna trainig/tracking parame
fofmat of ATTCIE is specified in Figure 109.

octets: 1 1 2
Element ID Length (=2) ATT Control
Figure 109 - ATTCIE format
THe ATT Control field is specified in Figure 110.
bits: 1 3 4 1 1 6
Tracking Iteration Discovery X RX RX
Mode Training Training Training
Status Status Size
Figure 110 - ATT Control field format

THe Tracking field is set to'ONE, if the ATTCIE is in used in antenna tracking; or ZERO, if the IE
infjantenna training,
THe Iteration field counts the iteration number of the iterative training process, in the range of
is [set to O if used’in antenna tracking.
THe TX Training Status field is set to ZERO, if the transmitter is performing transmitting
trgcking-ar has completed training of its transmitting antenna. It is set to ONE if the transmitt

Cco

ntinuing training its transmitting antenna.

ers. The

F is used

[0, 4]. It

antenna
er is still

T

e RX Training status t1ield Is sel 1o ZEROQ, IT the transmitier Is perrorming receiving antenna

tracking

or has completed training of its receiving antenna. It is set to ONE if the transmitter is still continuing
training its receiving antenna.

The Discovery Mode field is set to the discovery mode to be used for the next TRN/tracking frame in
the reverse direction. Its encoding is specified in Table 78.

Table 78 - Discovery Mode field encoding
Value Code Meaning
0 mode D7 request to use mode D7 for the next TRN/tracking
frame in the reverse direction
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Table 78 - Discovery Mode field encoding (concluded)

Value Code Meaning

1 mode D6 request to use mode D6 for the next TRN/tracking
frame in the reverse direction

2 mode D5 request to use mode D5 for the next TRN/tracking
frame in the reverse direction

3 mode D4 request to use mode D4 for the next TRN/tracking
frame in the reverse direction

4 mode D3 request to use mode D3 for the next TRN/tracking
frame in the reverse direction

5 mode D2 request to use mode D2 for the next TRN/tracking
frame in the reverse direction

6 mode D1 request to use mode D1 for the next TRN/tracking
frame in the reverse direction

7 mode DO request to use mode DO for the next TRN/tracking
frame in the reverse direction

8-15 Reserved

The RX|[Training Size field is set to number of receiving antenna training symbols to be transmitted|in

the next| TRN/tracking frame, in the range of [1, 36].

15.9.6 | AFIE

Antenng Feedback IE (AFIE) is used to indicate the’status of the antenna training procedure and|to
provide [he feedback to the transmitte on the transmitter weights. AFIE is specified in Figure 111.

octets: 1 1 1 L
Element ID Length (=1+L) Feedback Control Antenna Feedback
Figure 111 - AFIE format

The Fegdback Control field is specified in the Table 112.

bits: 5 3

Reserved Feedback Type

Figure 112 - Feedback control field format

The Feedback Type field is set to indicate the type of antenna feedback that is included in the AFIE. Its
encoding is specified in Table 76.

The Antenna Feedback field and its length depend on the Feedback Type in the Feedback Control field
and are specfied in Table 79.

Table 79- Length and content of the Antenna Feedback field

Feedback Type L (in Octets) content
Index 1 index of best received training
symbol
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Table 79- Length and content of the Antenna Feedback field (concluded
Feedback Type L (in Octets) content
Fourier 1 index of selected codeword
Walsh 1 index of selected codeword
Quantised L (= number (ifRTg(AE\Iements, asin | Quantised transmitter weights

)

hen Feedback Type is set to Index, Fourier or Walsh, the encoding of the Antenna Feéedbac

mat is specified in Table 113 .

Octets: 1 1 1

Weights 0 Weight 1 Weight L

Figure 113 - Antenna Feedback field foramt ( Feedback Type set as Quantised )

e field Weight i is set to the quantised weight of transmitter antenna element i. And its eng
ecified in Table 52.
.9.7 Beacon period occupancy IE (BPOIE)

e BPOIE provides information on the BP observed by the device sending the IE
rresponding receiving beams. The BPOIE is specified in Figure 114.

octets: 1 1 1 1 L

ElementID | Length (=2#L)\} BP Length | Number of Beams | Beacon Slot Info

Figure 114 - BPOIE format

e BP Length field«is’set to the length of the BP, measured in beacon slots, as defined in 16.
e Number of Beams field is set the total number of beams that the device uses to transmit 4

e format of Beacon Slot Info field is specified in the figure below.

k field is
cedback

oding is

and the

b.3.3.

eacons.

$e-pe-—t 2 2 M V)

T VT

Beacon Slot Info Bitmap | DevAddr1 | ... DevAddr N | Receiving Beams1 | ... | Receiving Beams N

Figure 115 - Beacon Slot Info field format

The Beacon Slot Info Bitmap field consists of K octets of 2-bit elements to indicate the beacon slot
occupancy and movability in the BP, where K = Ceiling (BP_Length/4). Each element n, numbered from

©l
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0 to 4xK-1, corresponds to beacon slot n and is encoded as shown in Table 80. Element zero is the
least-significant two bits of the field. Unused elements, if any, are set to zero.

Table 80 - Beacon slot info bitmap element encoding

Element value

Beacon slot status

0

Unoccupied (non-movable)

No PHY indication of medium activity was received in the corresponding beacon slotf in the

last superframe, or any frame header received with a valid HCS was not a beacon frame.

Occupied & non-movable

A beacon frame was received with a valid HCS and FCS in the corresponding beagon slot
in the last superframe, and the Movable bit in that beacon was set to ZERO, ora-beacon
frame was received in the corresponding beacon slot in a previous superframe that
indicated a hibernation period that has not expired, as described-in 16.16.

Occupied & movable

A PHY indication of medium activity was received in the corresponding beacon slot in the
last superframe, but did not result in reception of a frame, with valid HCS and FCS.

Occupied & movable

A beacon frame was received with a valid HCS and/FCS in the corresponding beacon slot
in the last superframe, and the Movable kit irt that beacon was set to ONE.

The DeyAddr fields correspond to beacon slots encoded as’occupied in the Beacon Slot Info Bitms
They arg included in ascending beacon slot order. If a*beacon was received with a valid HCS at
beacon Elot in the last superframe, the corresponding-DevAddr field is set to the SrcAddr in the M4
header ¢f that received beacon. If a frame was recgived with an invalid HCS from a beacon slot in t
last supgrframe, the corresponding DevAddr field is set to BcstAddr. If a neighbour of the device is|i
hibernatjon mode, the DevAddr field that corrésponds to the hibernating neighbour’s beacon slot is 3

to the DevAddr of that neighbour.

The Redeiving Beams fields correspond to beacon slots encoded as occupied in the Beacon Slot In
Bitmap field. The Receiving Beams:field lists the beam identifiers of the antenna beams, from whi

the devite can receive the corresponding beacon.

The format of Receiving Beams field is specified in the figure below,

octets: 1 M

Number of Receiving Beams (=M) | Beam ldentifiers

et

fo
ch

Figure 116 - Receiving beams field format

The Number of Receiving Beams field is set to the number of beam identifiers that follow.

The Beam Identifiers field contains a list of the beam identifiers, each occupying 1 octet, of the
antenna beams from which the device can receive the beacon sent at the specific beacon slot.
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15.9.8 BP Switch IE
The BP Switch IE indicates a device will change its BPST to align with an alien BP. It is specified in
Figure 117.

octets: 1 1 1 1 2

Element ID Length (=4) BP Move Countdown Beacon Slot Offset BPST Offset

TH
BH
by

TH
ny
ng

TH

TH
th

Th

Figure 11/ - BF Switch [E tormat

PST. If BP Move Countdown is zero, the next beacon frame transmitted will be at-the time 9
this IE.

e Beacon Slot Offset field is set to a positive number by which the device~will adjust its bed
mber when changing its BPST or is set to zero to indicate the devicelwill join the alien H
rmal BP join rules.

e BPST Offset field is set to the positive amount of time the_device will delay its H
croseconds.
.9.9 Channel bonding IE (CBOIE)

CBOIE is used to negotiate bonding of two or more channels and to announce the channels
olved in the channel bonding. The CBOIE is specified\n Figure 118.

octets: 1 1 2 1

ElementID Length_(=3) Target DevAddr | Bonding Control

Figure 118 - Channel Bonding IE format

e Target DevAddr field is set\to the DevAddr of the recipient device to which the device is
e channel bonding request.

e Bonding Control fietd iS specified in Figure 119.

bits: b7 b6 b5-b4 b3-b0

Bonding Status Reserved Reason Code Bonded Channel Bit Map

Figure 119 - Bonding control field format

e BP Move Countdown field is set to the number of superframes after which the device’will adjust its

pecified

jcon slot
P using

PST, in

that are

sending

The Bonding Status bit indicates the status of the channel bonding negotiation process. The Bonding
Status bit is set to ZERO in a CBOIE for a channel bonding request. It is set to ONE by a device
granting or accepting the bonding request, which is then referred to as an established channel
bonding.

The Reason code field is used by the targeted device to indicate whether it accepts a channel bonding
request and is encoded as shown in Table 81.
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Table 81 - Reason code field encoding

Value Code Meaning

0 Accepted The channel bonding request is granted

1 Unavailable | The channel bonding request is rejected
Decause one of the channels 15 not iare

2 Conflict The channel bonding request is rejected
because one of the channels is already
bonded.

3 Invalid The band ID is not bonded channel band
ID

The Borlded Channel Bitmap field is specified in Figure 120.

Bit Band ID Description

0 1 Bonding'channel 1
1 2 Bonding channel 2
2 3 Bonding channel 3
3 4 Bonding channel 4

Figure 120.Bonded channel bitmap

15.9.1dChannel change IE
A Channel Change IE announcesthat a device is preparing to change to another channel.

The Chgnnel Change IE is specified in Figure 121.

octefs/1 1 1 1

Element ID Length (=2) | Channel Change Countdown | New Channel Number

Figure 121 - Channel change IE format

The Channel Change Countdown field is set to the number of superframes remaining until the devire
changes to the new channel. If this field is zero, the device will change to the new channel at the end
of the current superframe.

The New Channel Number field is set to the channel number of the new channel to which the device
will change.

The Channel Change Countdown field in the Channel Change IE included in discovery frames or
channel selection command frames shall be set to Zero; and the New Channel Number field in the
Channel Change IE included in discovery frames shall be set to the channel in which the device sets
up its superframe structure.
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15.9.11 Channel measurement |IE

The Channel Measurement IE is used to report the result of directional channel measurement. The
format of the Channel Measurement IE is specified in Figure 122.

octets: 1 1 1 1 Ly Lm
ElementlD | anghf(—’)-&.l l-l. =+ I“) Beam Number of Measurement Measyrement
Identifier Measurement Report 1 Reporf m
Reports (m)

TH

Figure 122 - Channel measurement IE format

basure the channel condition.

pasurement Reports field is set to the number of Measurement Repertfields included in the

Eqch Measurement Report field is encoded using a zone structure. The superframe is spli

Z0
ar

e numbered from 0 to 15 within the zone.

THe format of Measurement Report field is specified in Figure 123.

TH
th

Th
a
is
Th

M
or

e Beam Identifier field is set to a value that uniquely identifies the beam that the device| uses to

Channel Measurement IE contains one or more Measurement Report fields. The Number of

E.
into 16

nes numbered from 0 to 15 starting from the BPST. Each zone contains 16 consecutive MAYs, which

bits: 16 16 4 4 Oor4
Zone Bitmap MAS Bitmap NILIg NILI,-1 Pad to octet
boundary

Figure 123 - Measurement Report field format

b corresponding zone contains reported MASs, where bit zero corresponds to zone zero.

e MAS Bitmap specifies-which MASs in the zones identified by the Zone Bitmap field are re
it in the field is setto ONE, the corresponding MAS within each zone identified by the Zon
included in the report, where bit zero corresponds to MAS zero within the zone.

der of MAS numbers. The NILI for each MAS is set to the Noise plus Interference Level

(NILI), that indicates the average noise plus interference power measured on the MAS

re

Ceiving beam corresponding to the value of the Beam ldentifier field. The encoding of the N

IS

©l

specified-inTable 82

e Zone Bitmap field identifies\the zones that contain reported MASs. If a bit in the field is set{to ONE,

ported. If
¢ Bitmap

e Measurement Report field consists of one or more NILI fields. Each NILI field corresponhds to a
\S that is-indicated by Zone Bitmap and MAS Bitmap fields. NILI fields are placed in the alscenting

ndicator
with the
LI fields

Table 82 - NILI field encoding

Value NILI level (dBm)
0 <=-110
1 (-110, -102]
2 (-102, -94]
3 (-94, -86]

SO/IEC 2011 - All rights reserved
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Table 82 - NILI field encoding (concluded)

Value NILI level (dBm)

4 (-86, -78]

5 (-78, -70]

6 (-70, -62]

7 (-62, -54]

8 (-54, -46]

9 (-46, -38]

10 (-38, -30]

1 (-30, -22]

12 (-22, -14]

13 (-14, -6]

14 (-6, 2]

15 >2
When tHe Channel Measurement IE is used to report the condition of a channel that does not havg a
superfragme structure, the Number of Measurement Reparis field shall be set to “1” and only ope
Measurg¢ment Report field shall be included. In the Measurement Report field, both Zone Bitmap ahd
MAS Bifmap fields shall be set to 0x0 and the (4 bit)-NILI field shall be set to the average NILI leyel
during the entire scanning period. The format of Chanhel Measure |IE for a channel without superframe
structure is specified in Figure 124.

octetp: 1 1 1 1 2 2 1
Element ID Lenght (=7) Beam (=1) Zone Bitmap MAS Bitmap NILI
Identifier (=0x0) (=0x0) + padding (4bits

Higure 124 - Channelmeasurement IE format for channels without superframe structure

15.9.19 Distributed/reservation protocol (DRP) IE

A DRP IE is used to‘negotiate a reservation or part of a reservation for certain MASs and to announge
the resefved MASs{The DRP IE is specified in Figure 125.

octats—t 1 2 1 2 4 4
Element ID | Length DRP Beam Target/Owner DRP DRP
(=5+4xN) Control Identifier DevAddr Allocation 1 Allocation N

Figure 125 - DRP IE format
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The DRP Control field is specified in Figure 126.

bits: b15 bit14 b13 b12 b1l b10 b9 b8-b6 b5-h3 b2-h0
Reserved Waveform | Unidirectional Unsafe Conflict Owner Reservation | Reason Stream Reservation
Tie-breaker Status Code Index Type

Figure 126 - DRP control field format

THe Reservation Type of the reservation and is encoded as shown in Table 83.

Table 83 - Reservation type field encoding

Value Reservation Type
0 Alien BP
1 Hard
2 DCA
3 Private
4 Absence
5-7 Reserved

THe Stream Index field identifies the stream oftdata to be sent in the reservation. This field is feserved
if fhe Reservation Type is Alien BP.

THe Reason Code is used by a reservation target to indicate whether a DRP reservation reqiiest was
successful and is encoded as shown'in Table 84. The Reason Code is set to zero in a DRH IE sent
ddring negotiation by a reservation. owner and by a device maintaining an established reservation. The
Reason Code is set to Modified. by a device if some of the MASs claimed in the reservation hgve been
removed or if DRP IEs have:been combined, split or both. The Reason Code is set to] 5 by a
regervation target if someof-MAS(s) in a DRP IE sent during negotiation by a reservation owner have
significant interferenceThe field is reserved if the Reservation Type is Alien BP.

Table 84 - Reason code field encoding

Value Code Meaning
0 Accepted The DRP reservation request is granted
1 Conflict The DRP reservation request or existing reservation is in
conflict with one or more existing DRP reservations
2 Pending The DRP reservation request is being processed
3 Denied The DRP reservation request is rejected or existing DRP
reservation can no longer be accepted
4 Modified The DRP reservation is still maintained but has been
reduced in size or multiple DRP IEs for the same reservation
have been combined
5 Interfered Some of MAS(s) included in the DRP reservation request
have significant interference
6-7 Reserved Reserved
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The Reservation Status bit indicates the status of the DRP negotiation process. The Reservation
Status bit is set to ZERO in a DRP IE for a reservation that is under negotiation or in conflict. It is set to
ONE by a device granting or maintaining a reservation, which is then referred to as an established
reservation. The bit is set to ONE if Reservation Type is Alien BP.

The Owner bit is set to ONE if the device transmitting the DRP IE is the reservation owner, or to ZERO
if the device transmitting the DRP IE is a reservation target. The bit is reserved if the Reservation Type
is Alien BP.

The Co bres 5 o—a—Fardomyatte—o O—a+ONE—w 5 vato e
made. Tlhe same value selected is used as long as the reservation is in effect. For all DRP IEs"that
represeit the same reservation, the Conflict Tie-breaker bit is set to the same value.

The Talget/Owner DevAddr field is set to the DevAddr of the reservation target if (the device
transmitfing this DRP IE is the reservation owner. The reservation target may be a unicast.or multicgst
DevAdd[. The field is set to the DevAddr of the reservation owner if the device transmitting the DRP [IE
is a resgrvation target. The field is reserved if the Reservation Type is Alien BP.

The Undafe bit is set to ONE if any of the MASs identified in the DRP Allocation.fields is considered
excess of reservation limits.

n

The Unigirectional bit is set to ONE if the owner only transmits MSDUs with-ACK Policy set to No-ACK
in the rejservation.

The Waleform bit encoding for Hard and DCA reservations is.{specified in Table 85. This bit
reserved for reservations of other types

S

Table 85 - Waveform field*encoding

Device Type

Value TypeA Type B

0 SCBT SC

1 OFDM Reserved

The Begm Identifier field is set t0 the same as the Beam ldentifier field in the beacon transmitted to the
reservatjon target.

A DRP IE contains one pr\more DRP Allocation fields. Each DRP Allocation field is encoded usingd a
zone structure. The superframe is split into 16 zones numbered from 0 to 15 starting from the BPST.
Each zophe contains 46-Consecutive MASs, which are numbered from 0 to 15 within the zone.

The format of a BRP Allocation field is specified in Figure 127.

octets: 2 2

Zone Bitmap MAS Bitmap

Figure 127 - DRP allocation field
format

The Zone Bitmap field identifies the zones that contain reserved MASs. If a bit in the field is set to
ONE, the corresponding zone contains reserved MASs, where bit zero corresponds to zone zero.

The MAS Bitmap specifies which MASs in the zones identified by the Zone Bitmap field are part of the
reservation. If a bit in the field is set to ONE, the corresponding MAS within each zone identified by the
Zone Bitmap is included in the reservation, where bit zero corresponds to MAS zero within the zone.

136 © ISO/IEC 2011 - All rights reserved


https://standardsiso.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

15.9.13 DRP availability IE
The DRP Availability IE is used by a device to indicate its view of the current utilization of MASs in the

Ccu

rrent superframe. The DRP Availability IE is specified in Figure 128.

octets: 1 1 N (0 to 32)

Element ID | Length (=N) | DRP Availability Bitmap

Th
th
co
in
th
15
Th

TH

TH
m

TH
hi

15
TH

Figure 128 - DRP availability IE format

e DRP Availability Bitmap field is up to 256 bits long, one bit for each MAS in the superfram
b |east-significant bit of the field corresponds to the first MAS in the superframerand succeg
rrespond to successive MASs. Each bit is set to ONE if the device is availablg for a DRP res
the corresponding MAS, or is set to ZERO otherwise. If the DRP Availabjlity Bitmap field is

hn 32 octets, the bits in octets not included at the end of the bitmap are treated as ZERO.
.9.14 Hibernation anchor IE
e Hibernation Anchor IE is specified in Figure 129.
octets: 1 1 3 3
Length Hibernation Mode Hibemation Mode

Device Information
N

Element ID (=3xN) Device Information

Figure 129 - Hibernation anchor IE format

e Hibernation Mode Device Informationdield is specified in Figure 130.
octets: 2 1
Hibernation Mede Neighbour DevAddr Wakeup Countdown

Figure 130 - Hibernation mode device information field
format

e Hibernation Mode ‘Neighbour DevAddr field is set to the DevAddr of the neighbour in hib
hde.

e Wakeup Countdown field is set to the number of remaining superframes before the ¢
pbernation moede is expected to wake up. A value of zero indicates that the device is schedu
active niode in the next superframe.

b, where
sive bits
ervation
smaller

ernation

evice in
ed to be

.9.45Hibernation mode IE
elHibernation Mode IE is specified in Figure 131.
octets: 1 1 1 1
Element ID Length (=2) Hibernation Countdown Hibernation Duration

Figure 131 - Hibernation mode IE format

The Hibernation Countdown field is set to the number of superframes remaining until the device begins
hibernation. A value of zero indicates that the device will enter hibernation mode at the end of the

cu

rrent superframe.

The Hibernation Duration field is set to the number of superframes for which the device intends to
hibernate.

©l
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15.9.16 Identification |IE

The ldentification IE provides identifying information about the device, including a name string. The
Identification IE is specified in Figure 132.

octets:1

1

My

Mn

Element ID

Length (=M+...+ My)

Device
Information 1

Device
Information N

The gen

The enc

The De
Field tha

The DeV

Figure 132 - Identification IE format

eral format of the Device Information field is specified in Figure 133.

octets: 1

1

N

Device Information Type

Device Information Length (=N)

Device Information Data

Figure 133 - Device information field format

pding for the Device Information Type field is shown in Table\86.

Table 86 - Device information type«field encoding

ice Information Length field indicates the length, in octets, of the Device Information D3

1t follows.

ice Information Datafield, if Device Information Type is Vendor ID, is specified in Figure 134

Device Information Data
Value !
field:€contents
0 Vendor ID
1 Vendor Type
2 Name String
3-255 Reserved

octets: 3

Vendor ID

Figure 134 - Device information data field format for

vendor ID

The Vendor ID is set to an OUI that indicates the vendor of the device. The OUI is a sequence of 3
octets, labelled as oui[0] through oui[2]. Octets of the OUI are passed to the PHY SAP in ascending
index-value order.

138
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The Device Information Data field, if Device Information Type is Vendor Type, is specified in

Figure 135.

Figure 135 - Device information data field format for vendor type

octets: 3

3

Vendor ID

Device Type ID

THe Vendor ID field is set to an OUI that indicates the entity that assigns the values uséd,in th

Tylpe ID field. The Device Type ID field indicates the type of device.

The Device Information Data field, if Device Information Type is Name String, contains the nan

dgvice encoded in Unicode UTF-16LE format, and is specified in Figure 136,

octets: 2 2
Name String Name String
Unicode Char 1 Unicode"Char N

Figure 136- Device information data.field format for name string

14.9.17 Link feedback IE

THe Link Feedback IE contains information on the recommended change to the data rate and

b Device

ne of the

transmit

pdwer level by a recipient device for one or mote source devices. The Link Feedback IE is spécified in

Figure 137.

octets: 1

1

3

Element ID

Length (=3xN)

Link 1

Link N

Figure 137 - Link feedback IE format

THe Link field is spegified in Figure 138.

bits: b23-b20

b19-b16

b15-b0

Data Rate

Transmit Power Level Change

DevAddr

Figure 138 - Link field format

The DevAddr field is set to the DevAddr of the source device for which the feedback is provided.

The Transmit Power Level Change field is set to the change in transmit power level that the recipient
recommends to the source device. The Transmit Power Level Change field encoding is shown in Table

87.

Table 87 - Transmit power level change field encoding

Value

Power level change

Power level change (dB)

1000 - 1101

Reserved

Reserved

© ISO/IEC 2011 - All rights reserved
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Table 87 - Transmit power level change field encoding (concluded)

Value Power level change Power level change (dB)
1110 -2 -4
1111 -1 2
0000 no change no change
0001 +1 +2 dB
0010 +2 +4 dB
0011 - 0111 Reserved Reserved
The Datp Rate field is set to the PHY mode of the data rate that the recipient device recommends that
the source device use. The Data Rate field is encoded as shown in Table 88.
Table 88 - Data rate field encoding
Value Type A SCBT modes Type A OFDM modes Type B modes
0 A0 Al4 BO
1 Al Al5 B1
2 A2 Al6 B2
3 A3 Al? B3
4 A4 A18 Reserved
5 A5 Al9 Reserved
6 A6 A20 Reserved
7 A7 A21 Reserved
8 A8 Reserved Reserved
9 A9 Reserved Reserved
10 A10 Reserved Reserved
11 All Reserved Reserved
12 Al12 Reserved Reserved
13 Al3 Reserved Reserved
14-15 Resened Resened Resernved

15.9.18 MAC capabilities IE
The MAC Capabilities IE is specified in Figure 139.

octets: 1 1

2

2

140

Element ID

Length (=4)

MAC Capability Bitmap

Reserved

Figure 139 - MAC capabilities IE format
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The MAC Capability Bitmap field indicates capabilities supported by the MAC entity. A bit is set to ONE
if the corresponding attribute is supported, or is set to ZERO otherwise. This field is encoded as
described in Table 89. Subsequent octets are reserved and may or may not be present.

Table 89 - MAC capability bitmap

octet Bit Attribute Description
0 0 Hard DRP Capable of being the owner and target of Hard DRP reservations

1 Aggregation Capable of transmitting and receiving aggregated data framgs, =1
for Type A; 0/1 for Type B

2 Block ACK Capable of transmitting and acknowledging frames{using the B-ACK
mechanism

3 Fixed size B-ACK buffer | To inidcate that B-ACK frames report available buffer in termgs of

element number of fixed size buffer elements in the Frame Count fieldl

(Annex F).

4 Explicit DRP negotiation | Capable of negotiating a DRR feservation using command frames

5 Hibernation anchor Capable of acting as a hibérhation anchor

6 Probe Capable of responding to Probe IEs received in command frames

7 Reserved Reserved

1 0 TPRC Capable of receiver-driven transmit power and rate control

1 Link Feedback Capable of transmitter-driven link feedback

2 Relay Capability Capable of being a relay device

3 Relay Support Capable of being a device that send or receive data via relay| device

Capability

4 TSD Capability Capable of TSD (Transmit Switched Diversity) operation

5 FUCA Capability Capable of sending or receiving FUCA command frame

6 OOB Capability Capable of OOB operation

7 Reserved Reserved

15.9.19 Master key identifier (MKID) IE

THe MKIDJE)is used to identify some or all of the master keys possessed by the device. The [MKID IE
is |[specified’in Figure 140.

octets: 1

16

Each MKID field is set to the identifier of a master key possessed by the device.

Element ID

Length (=16xN)

MKID 1

MKID N

Figure 140 - MKID IE format

15.9.20 Multicast address binding (MAB) IE

Each device maps multicast EUI-48s to McstAddrs in the 16-bit DevAddr address range. The MAB |IE
declares the binding between a multicast EUI-48 and the McstAddr that the device will use when
transmitting frames destined for that multicast EUI-48.
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The format of the MAB IE is shown in Figure 141.

octets: 1

1

8

8

Element ID

Length (=8xN)

Multicast Address Binding
Block 1

Multicast Address Binding
Block N

Figure 141 - MAB IE format

The format of the Multicast Address Binding Block field is shown in Figure 142.

The MEUI field is set to the multicast EUI-48 supplied by the MAC client at‘the MAC SAP.

The MDgvAddr field is set to the multicast DevAddr bound to the MEUI field by the MAC entity from the
McstAddr address range.

octets : 6

2

MEUI

MDevAddr

Figure 142 - Multicast address binding block

15.9.2Y PHY capabilities IE

The PH

format

Capabilities IE pertaining to the PHY is specified in.kigure 143.

octets: 1

1

9

2

Element ID

Length (=11)

PHY Capability Bitmap

Reserved

The PHY Capability Bitmap field indicates capabilities supported by the PHY, as defined in the Physigal
Layer Clauses of this specification-(Clauses 7 - 15). A bit is set to ONE if the corresponding attribute|is
supported, or is set to ZERO-otherwise. This field is encoded as described in Table 90. Subsequgnt

Figure 143 ~'PHY capabilities IE format

octets afe reserved and may.er may not be present.

142
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Table 90 - PHY capability bitmap

Octet | Bit Attribute Description Type | Type
A B
0 0 Type A Bit set to one indicates that the device type is A 1 0
1 Type B Bit set to one indicates that the device type is B 1
Channel 1 | Bit set to one indicates support for channel 1 0/1 0/
(BAND ID=1)
3 Channel 2 |Bit set to one incates support for channel 2 0/1 o/1L
(BAND ID=2)
4 Channel 4 |Bit set to one incates support for channel 4 0/1 o/1L
(BAND ID=4)
5 Channel 5 |Bit set to one incates support for channel 5 0/1 0/1
(BAND ID=5)
6 Channel 6 |Bit set to one incates support for charihel 6 0/1 0/1
(BAND ID=6)
7 Channel 7 |Bit set to one incates support.for channel 7 0/1 o/1
(BAND ID=7)
1 0 Channel 8 |Bit set to one incates support for channel 8 0/1 o/1
(BAND ID=8)
1 Channel 9 |Bit set to one incates support for channel 9 0/1 o/L
(BAND ID=9)
2 Channel 10 |Bit set to.one incates support for channel 10 0/1 o/L
(BAND tD=10)
3 Al (TX) Bit'set to one indicates TX support for mode Al 0/1 0
4 Al (RX) Bit set to one indicates RX support for mode Al 0/1 0
5 A2 (TX) Bit set to one indicates TX support for mode A2 0/1 0/1
6 A2 (RX) Bit set to one indicates RX support for mode A2 0/1 0
7 A3 (TX) Bit set to one indicates TX support for mode A3 0/1 0
2 0 A3 (RX) Bit set to one indicates RX support for mode A3 0/1 0
1 A4 (TX) Bit set to one indicates TX support for mode A4 0/1 0
2 A4 (RX) Bit set to one indicates RX support for mode A4 0/1 0
3 A5 (TX) Bit set to one indicates TX support for mode A5 0/1 0/1
4 A5 (RX) Bit set to one indicates RX support for mode A5 0/1 0/1
5 A6 —Bitsetto-ene-ndicatesX-suppertformodeA6 o4 8
6 6 (RX) Bit set to one indicates RX support for mode A6 0/1 0
7 A7 (TX) Bit set to one indicates TX support for mode A13 | 0/1 0
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Table 90 - PHY capability bitmap (continued)

Octet | Bit Attribute Description Type | Type

A B
3 0 A7 (RX) Bit set to one indicates RX support for mode A14| 0/1 0
1 A8 Bit set to one indicates TX support for mode A8 0/1 0
2 A8 Bit set to one indicates RX support for mode A8 0/1 0
3 A9 (TX) Bit set to one indicates TX support for mode A9 0/1 0
4 A9 (RX) Bit set to one indicates RX support for mode A9 0/1 0
5 A10 (TX) Bit set to one indicates TX support for mode A10 | 0/1 0]
6 A10 (RX) Bit set to one indicates RX support for mode A10| 0/1 0
7 All (TX) Bit set to one indicates TX support for mode A11 | 0/% 0
i 0 All (RX) Bit set to one indicates RX support for mode A1l | ~0/1 0
1 Al12 (TX) Bit set to one indicates TX support for mode A12\{, 0/1 0
2 Al12 (RX) Bit set to one indicates RX support for mode(Al12| 0/1 0
3 Al3 (TX) Bit set to one indicates TX support for mode"A13 | 0/1 0
4 A13 (RX) Bit set to one indicates RX support for mode A13| 0/1 0
5 Al4 (TX) Bit set to one indicates TX support.for mode A14 | 0/1 0
6 Al4 (RX) Bit set to one indicates RX sugport for mode A14| 0/1 0
7 Al15 (TX) Bit set to one indicates TX support for mode A15| 0/1 0
b 0 A15 (RX) Bit set to one indicates:RX support for mode A15| 0/1 0
1 Al6 (TX) Bit set to one indicates TX support for mode A16 | 0/1 0
2 A16 (RX) Bit set to one indicates RX support for mode A16| 0/1 0
3 Al7 (TX) Bit set to one“indicates TX support for mode A17 | 0/1 0
4 Al7 (RX) Bit set to-one indicates RX support for mode A17| 0/1 0
5 Al18 (TX) Bit set'to one indicates TX support for mode A18 | 0/1 0
6 A18 (RX) Bit'set to one indicates RX support for mode A18| 0/1 0
7 Al19 (TX) Bit set to one indicates TX support for mode A19 | 0/1 0
b 0 A19 (RX) Bit set to one indicates RX support for mode A19| 0/1 0
1 A20 (TX) Bit set to one indicates TX support for mode A20 | 0/1 0
2 A20 (RX) Bit set to one indicates RX support for mode A20| 0/1 0
3 A21 (TX) Bit set to one indicates TX support for mode A21 | 0/1 0
4 A21 (RX) Bit set to one indicates RX support for mode A21| 0/1 0

5 B1 (TX) Bit set to one indicates TX support for mode B1 0/1 0/1

6 Bl (RX) Bit set to one indicates RX support for mode B1 0/1 0/1

7 B2 (TX) Bit set to one indicates TX support for mode B2 0/1 0/1
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Octet | Bit Attribute Description Type | Type
A B
7 0 B2 (RX) Bit set to one indicates RX support for mode B2 0/1 0/1
1 B3 (TX) Bit set to one indicates TX support for mode B3 0/1 0/1
2 B3 (RX) Bit set to one indicates RX support for mode B3 0/1 0/1
3 B4 (TX) Bit set to one indicates TX support for mode B4 0/1 0/
4 B4 (RX) Bit set to one indicates RX support for mode B4 0/1 0/1
5 C1 (TX) Bit set to one indicates TX support for mode C1 0/1 0/1
6 C1l (RX) Bit set to one indicates RX support for mode C1 0/ 0/1
7 C2 (TX) Bit set to one indicates TX support for mode C2 0/1 0/1
8 0 C2 (RX) Bit set to one indicates RX support for mode-C2 0/1 0/1
1 | Multi-Segment | Bit set to one indicates support for multi-segment 1 o/1L
PPDU
2 Reserved
3 Reserved
4 Reserved
5 Reserved
6 Reserved
7 Reserved
15.9.22 Probe IE
THe Probe IE is used to request information from a device. It is specified in Figure 144.
octets: 1 1 2 1 1
Element ID Léngth (=2+N) Target DevAddr Ei?ﬁgﬁﬁgdl E'i;?ggﬁf ItSdN
Figure 144 - Probe IE format for standard IEs
THe Target DevAddr field is set to the DevAddr of the device from which IEs are requesteld or the
dgvice that requests IEs.
Eqch Requested Element ID field is set to the element ID of a requested IE.
15.9.28Relinquish request IE
THeZRelinquish Request IE is used to request that a device release one or more MASs from one or
motre—existingtreservations—itidentiffes—the—targetdevice—andthe—desirec—MASs—and—ts—specified in
Figure 145.
octets: 1 1 2 2 4 4
Element ID | Length (=4+4xN) | Relinquish Request Control | Target DevAddr | Allocation 1 Allocation N

Figure 145 - Relinquish request IE format
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nquish Request Control field is specified in Figure 146.
bits: b15-b4 b3-b0
Reserved Reason Code

Figure 146 - Relinquish request control field format

The Resd

son Code field indicates the reason for the request, and is encoded as shown in Table 91"

Table 91 - Reason code field encoding

Value Code Meaning

0 Non-specific No reason specified

1 Over-allocation The target device holds more MASs than permitted by policy
2-15 Reserved Reserved

The Target DevAddr field is set to the DevAddr of the device that is reguested to release MASs.

A Reling
a zone §
Each zo

The gen

The Zon
ONE, th

The MA

uish Request IE contains one or more Allocation fields. Each Allocation field is encoded usi
tructure. The superframe is split into 16 zones numbered from O to 15 starting from the BP9
he contains 16 consecutive MASs, which are numberéd from 0 to 15 within the zone.

eral format of an Allocation field is specified in Eigure 147.

octets: 2 2

Zone Bitmap MAS Bitmap

Figure 147+ Allocation field format

e Bitmap field identifies the.zones that contain requested MASs. If a bit in the field is set
b corresponding zone contains requested MASs, where bit zero corresponds to zone zero.

5 Bitmap specifies which MASs in the zones identified by the Zone Bitmap field are part of t

request.

Zone Bifmap is includeddmthe request, where bit zero corresponds to MAS zero within the zone.

15.9.24 Relay |IE

If a bit in the fieldCisset to ONE, the corresponding MAS within each zone identified by t

T.

Relay IH is used to\fequest or respond for relay operation such as Relay Reservation, Relay Set, Relpy
Complete and<Relay Switch or is also used for a device to inform a corresponding device or relpy
device df setting parameters for relay operation. Relay IE is shown in Figure 148.
octets: 1 1 1 1 1 1 2 2 2 2
Element | Length Relay Relay R-D Relay Path Detour Relay Source Destina-
ID Command | Control | Link Mode | Change Start DevAddr | DevAddr tion
Type LQI Interval | Duration DevAddr

Figure 148 - Relay IE

The Relay Command Type field is specified in Table 92.

146

Table 92 - Relay command type field

Value Relay Command Type

0 Relay Reservation Request
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Table 92 - Relay command type field (concluded)

Value Relay Command Type

Relay Reservation Response

Relay Set Request

Relay Set Response

TH

Th
Cco

Th
re

TH

values and its interpretations are:

0:
1
2:
3:

TH
an

TH
[o]o
0:
ddg
so

Relay Complete Request

Relay Complete Response

Relay Switch Request

N | O g MW NP

Relay Switch Response

e Relay Control field is specified in Figure 149.

bits: b7-b6 b5 b4-b3 b2 b1-b0

Path ID Result Code Relay Start Relay Relay Antenna Complete
Reservation

Figure 149 - Relay contrehfield

e Path ID field indicates the ID of the path requested by the source device in Relay Switch
mmand.

e Result Code field is set to ONE if the request-cémmand is successful and is set to ZEFR
uest command is failed.

e Relay Reservation field indicates the redason codes of relay reservation request. The

Relay reservation is accepted by a relay device.

Relay reservation is rejected beCause the relay has been already reserved by another devig

Reserved.

e Start Relay field is set to ONE if a device received Relay Set Request command is ak
tenna training with'source and destination device. Otherwise it is set to ZERO.

e Relay Antenhna Complete field indicates the reason codes of Relay Complete requ
ssible valugs{and its interpretations are:

Relay ‘Complete request is accepted because the antenna training between relay de
stination device is successful. In this case, a number of DRP availability IEs which infg
urce.of the result of Channel Scanning Response shall be included in the Relay Complete R

frg

Relay reservation request is‘invalid because the requested device does not support relaying

Request

RO if the

possible

e.

le to do

bst. The

ice and
rms the
esponse

me.

1. Relay Complete request is rejected because the antenna training between relay device and
destination device is failed.

2 - 3: Reserved.

The R-D Link LQI field indicates LQI of the link between a relay device and a destination device. It is
set only for Relay Complete Response command frame in order for the destination device to inform the
source of the LQI of the relay-destination link if antenna training of the link is successfully done.
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The Relay Mode field is specified in Figure 150.

bits: b7-b5 b4-b1l b0
Reserved Path Order Transmission Mode

Figure 150 - Relay mode field

The Transmission Mode field indicates whether transmission mode in DRP is Normal or Alternation.
The Transmission Mode bit is set to ZERO for the Normal mode and is set to ONE for the Alternation
mode, as_described in 20 2 2 rpqlnp(‘ti\/ply

The Path Order field is set to the order of path usage when Alternation mode is set. The Path)Order
field endoding is shown in Table 93.

Table 93 - Path order field

Value Path Order

0000 0-1

0001 0-2

0010 0-1-2

0011 0-2-1
0100 - 1111 Reserved

Each number in the path order specifies the Path's ID. 0 méans direct path between source device apd
destinat|on device. Successive numbers such 1, 2 are hamed as the relay paths in order of antenpa
training | between relay and two devices. Direct jpath is used first and relay paths are usgpd
conseCI]\iver. After one cycle of path order is usedy'the path order is repeated.

The Path Change Interval field indicates the*instant when the path of data transmission betwepn
source device and destination device is changed. From the start position of one reserved consecutive
MASSs, gvery instant of Path Change Interval can have an opportunity to change the path, Within ope
Path Chpnge Interval, only one path is used for data transmission. The unit of this field is MAS.

The Detpur Start Duration field indicates when data transmission via detour path starts in the currgnt
DRP. It is set only for Relay Switch Request/Response Command.

The Relpy DevAddr field is,set/to the DevAddr of the device which is requested from a source device
for relaying. This is used-onty for Relay Complete Request command frame in order to let destinatipn
device ipform the address-of a relay device.

Source |DevAddr field is set to the DevAddr of the device which requests relay operation apd
Destination DevAddr is set to the DevAddr of the recipient device to which the device is sending the
relay operation-request. Two fields are used for informing to the relay device that these two devices
intend tq use_it.

15.9.23-Sear—magtE

The Scan Timing IE announces the start and duration of a period of time when a device listens for
specific frame transmissions. The format of Scan Timing IE is specified in Figure 151.

octets: 1 1 5

ElementID Length (=5) Scan Timing

Figure 151 - Scantiming IE format
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The Scan Timing field is set to the start time and duration of the scanning time period and is specified

in Figure 152.

bits: b39-b20

b19-b0

Scan Duration

Scan Start-time

Figure 152 - Scan timing field

Sgan Start-time field is set to the starting time of scanning using the same antenna beam mneasured

frgm the end of the PLCP header of the beacon frame in units of microseconds.

Sgan Duration is set to the duration of the scanning in units of microseconds, using the same

bdam.

14.9.26 UEP information IE

UEP information IE shall be used to indicate the supported UEP types and UEP MCS m
splecified in UEP information response command.

octets: 1 1 1 1 1
UEP UEP MCS UEP MCS
Element ID Length Information block*1, block-n
bits: 2 1 1 4 bits: 6 2
UEP - UEP
Reserved MCS
mode UEP coding mapping Reserved

UEP mode definition is specified in Table 94.

Table 94 - UEP mode

Figure 153 - UEP information response command

antenna

odes as

UEP Mode Description
0b00 EEP
0b01 S-UEP
0b10 P-UEP
Ob11 Reserved

UEP coding bit shall set to "1" if UEP coding is supported.

UEP mapping bit shall set to "1" if UEP mapping is supported.
Each UEP MCS block is used to indicate a supported UEP MCS mode.
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16 MAC sublayer functional description

This Clause specifies MAC sublayer functionality. The rules for transmission and reception of MAC
frames, including setting and processing MAC header fields and information elements, are specified in
16.1.

Devices discover each other through the transmission of discovery frames in the Discovery Channel,
as specified in 16.3; Devices perform antenna training frames in the Discovery channel using the
antenna training and tracking protocol (ATTP) specified in 16.18. Devices coordinate the selection of a
Data Chlannel using the channel selection protocol specified in 16.4. CSMA/CA with random backoff|is
used to|access the Discovery Channel for the purposes of device discovery, antenna training, apd
channel|selection, and is specified in 16.2.

For scheduled channel access, channel time is divided into superframes, with each,.-sSuperframe
composed of two major parts, the beacon period (BP) and the data period. Beacon transmission apd
receptioh in the BP and merging of BPs are specified in 16.5.

During the data period devices send and receive data using reservations €stablished using the
distributpd reservation protocol (DRP). The DRP enables a device to gain sche€duled access to the
medium|within a negotiated reservation, and is specified in 16.6.

Clause 16.7 specifies the rules and mechanisms to support coexistence among mixed types of devices
and data exchange between heterogeneous types of devices.

Device gynchronization is specified in 16.8. The fragmentation and\reassembly of MSDUs is specifipd
in 16.9.|Aggregation of multiple MSDUs in a single frame is specified in 16.10. Channel Bonding|is
specifie¢l in 16.11. Acknowledgement mechanisms are specified in 16.12. Clauses 16.13 through 16.[L7
specify |probe commands, channel selection, multi-ratesupport, transmit power control, power
management mechanisms and use of ASIEs. Clause 16.19 specifies dynamic relay transmission for
blocked [or shadowed links. Clause 16.20 specifies values for all MAC sublayer parameters.

16.1 |[Frame processing
This Clause provides rules on preparing MAE frames for transmission and processing them pn
receptioh. The rules cover MAC header fields'and information elements.
16.1.1 [Frame addresses

Frames|are addressed using DevAddrs. There are four types of DevAddrs: Private, Generatgd,
Multicagt, and Broadcast. Table 95 shows the range for each type of DevAddr.

Table 95 - DevAddr types and ranges

Type Range
Private 0x0000 - OX00FF
Generated 0x0100 - OXFEFF
Multicast 0xFFOO0 - OXFFFE
(McstAddr)
Broadcast OxFFFF
(BcstAddr)

A device shall associate a DevAddr of either type Private or type Generated with its local MAC
sublayer. A device may use a NULL EUI-48 value (all bits set to ONE) to indicate it does not have a
unique EUI_48 value. A device that uses a NULL EUI-48 shall use a Private DevAddr. If a device uses
a Generated DevAddr, it shall select the DevAddr from the Generated DevAddr range at random with
equal probability and should ensure that the generated value is unique among all devices in its
extended beacon group. Private DevAddres are reserved for devices outside the scope of this
specification. Selection and conflict resolution for Private DevAddrs is out of scope of this International
Standard.
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In all frames transmitted, a device shall set the SrcAddr field to its own DevAddr. In unicast frames, the
DestAddr field shall be set to the DevAddr of the recipient. In multicast frames, the DestAddr field shall
be set to an address from the Multicast DevAddr range, as specified in 16.1.10.20. In broadcast
frames, the DestAddr field shall be set to the Broadcast DevAddr.

A device shall not transmit frames addressed to a recipient with a Private DevAddr at any time outside
a Private reservation. A device with a Private DevAddr shall not transmit non-beacon frames outside a
Private reservation.

16 11 1 DoavAddr caonflictc
T =

T Voo c o T ety

A fevice with a Generated DevAddr shall recognize that its DevAddr is in conflict if any of the*{ollowing
conditions occurs:

* |It receives a MAC header in which the SrcAddr is the same as its own DevAddr; or

« |It receives a beacon frame in which the BPOIE contains a DevAddr that is the~same as its|own but
corresponds to a beacon slot in which the device did not transmit a beacon and-was not in hibernation
mode.

A [device that recognizes that its DevAddr is in conflict shall generate"a‘\new DevAddr to reqolve the
DevAddr conflict.

14.1.2 Frame reception

Unless otherwise indicated, a frame is considered to be received by the device if it has a valigl header
check sequence (HCS) and segment check sequence (FCS) as defined in 15.2.9 and indicates a
prptocol version that is supported by the device. The HES is validated by the PHY, which indicates
whether or not a header error occurred.

A MAC header is considered to be received by the:device if it has a valid HCS and indicates a|protocol
velrsion supported by the device, regardless of the FCS validation.

14.1.3 Antenna training frame transaction

An antenna training frame transactionxin’ the discovery channel consists of an RTT/CT[T frame
exchange and a sequence of training frames.

Figure 154 shows a frame transaction example where the initiator requests to train its neceiving
artenna and respondor requests .to train both its transmitting and receiving antenna with 4| training
itgrations. Figure 155 shows-a:frame transaction example where both the initiator and the rgspondor
refluest training of both transmitting and receiving antennas. The initiator and respondor deviges shall
set the Duration field to-protect the training iterations as specified in 16.1.9.1. Other devices Heceiving
these frames shall update their NAV as described in 16.2.2.

Frames

transmitted by
source’device | RTT TRN TRN TRN TRN

Frames crrll TRN TRN TRN TRN
transmitted by

recipient device

Figure 154 - Frame transaction of an antenna training example with 4 iterations

16.1.4 Frame transfer

A source device shall transmit MSDUs associated with the same Delivery ID (15.2.3.5) and addressed
to the same destination EUI-48 in the order in which they arrived at the local MAC SAP. The device
shall treat each MSDU of length n as a sequence of octets, labelled MSDU[0] to MSDU[n-1], and shall
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place these octets in the payload field in ascending index-value order. The device shall transmit
fragments of an MSDU or MCDU in order of increasing fragment number.

When using the B-ACK mechanism, a source device may retransmit some previously transmitted
frames, causing the sequence numbers and fragment numbers of the retransmitted frames to be out of
order with respect to previously transmitted frames.

A source device may reorder MSDUs for transmission if their associated Delivery IDs or destination
EUI-48s are different.

A recipiént device shall release MSDUs to the MAC client that were transmitted by the same sourge
device with the same Delivery ID in order of increasing sequence number values.

A sourcg device may fragment or aggregate MSDUs for transfer between peer MAC entities,/but the
recipient device shall deliver whole individual MSDUs through the MAC SAP to the MAC client.

16.1.5 [Frame retry

A framd retry is a retransmission of a previously transmitted frame from the same Source device to the
same rgcipient device. In a frame that is retransmitted, the source device shall set the Retry pit
(15.2.3.6) to ONE.

Unless ptherwise stated, in this specification "transmission" means transmission of a new frame |or
retransnpission of a previously transmitted frame.

A device may retransmit a frame as needed, taking into conSideration such factors as delpy
requirenpents, fairness policies, channel conditions, and mediumavailability. A device shall apply the
medium| access rules for new frame transmissions whentetransmitting frames, unless statpd
otherwige.

16.1.6 |Inter-frame space (IFS)

Three types of IFS are used in this International Standard: the long inter-frame space (LIFS), the
minimum inter-frame space (MIFS), the short inter-frame space (SIFS). The actual values of the MIHS,
SIFS ar¢ PHY-dependent.

A device shall not start transmission of a.frame on the medium with non-zero length payload earlier
than MIFS, or with zero length payload earlier than SIFS, after the end of a frame it transmittpd
previoudly on the medium. A device shall'hot start transmission of a frame on the medium earlier than
SIFS dufation after the end of a previously received frame on the medium.
16.1.6.1. MIFS

The length of MIFS is given by the pMIFS parameter defined in Table 39.

16.1.6.2 SIFS

Within g frame transagction, all frames shall be separated by a SIFS interval. The length of SIFS
given byl the pSIFSparameter defined in Table 39.

16.1.6.B LIRS

When transmitting beacon frames in discovery channel, LIFS is the minimum time that a device defer
access Ilo the medium after it determines the medium to have become idle.

is

16.1.7 Duplicate detection

Because a device may not receive an Imm-ACK or B-ACK response for a frame it transmitted, it may
send duplicate frames even though the intended recipient has already received and acknowledged the
frame. A recipient device shall consider a received frame to be a duplicate if the Retry bit is set and the
Sequence Control field has the same value as the previous frame received with the same SrcAddr,
DestAddr, and Delivery ID field values. A recipient device shall not release a duplicate frame to the
MAC client.

16.1.8 RTT/CTT use

An RTT/CTT exchange is used to initiate antenna training between a source and a destination device,
and shall be used only on the discovery channel. With an appropriately set Duration field as specified
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in 16.1.9.1, the RTT and CTT frames prevent the neighbours of the source and recipient devices from
accessing the medium while the source and recipient are exchanging the following frames.

If a device receives an RTT frame addressed to it in the discovery channel, it shall transmit a CTT
frame SIFS after the end of the received frame if and only if its NAV is zero.

On receiving an expected CTT response, the source device shall transmit the antenna training frames
for which it transmitted the preceding RTT frame SIFS after the end of the received CTT frame. If the
source device does not receive the expected CTT frame SIFS plus the CTT frame transmission time

afterthe—end—oef-the R frametransmissier—andH—transmittedthe- R —n-the—diseevery—ehannel, it
shall invoke a backoff as specified in 16.2.6.
14.1.9 MAC header fields

14.1.9.1 Duration
A fevice shall set the Duration field in beacon frames to one of the following:

—|{ The time remaining in the BP measured from the end of the PLCP header of the beacon ffame, as
ddtermined by the largest BP length announced by neighbours of the—~device in the previous
superframe;

—|{ The transmission time of the frame body of the beacon frame;
—{ Zero.

A [device shall set the Duration field in discovery, command; data, or aggregated data framegs to the
sum of:

—|{ The transmission time of the frame body of the current frame,;

—|{ The transmission time of the expected responsé-frame for the current frame (Imm-ACK, gdr B-ACK
frgme), if any;

—| The transmission time of subsequent frames, if any, to be sent to the same recipient up to and
in¢luding (a) the next frame with ACK Policy set to Imm-ACK or B-ACK Request or (b) the last|frame in
the DCA TXOP or reservation block, whichever is earlier; or, alternatively, the transmission time of the
ngxt frame in the DCA TXOP or reservation block to be sent to the same recipient, if any; and

—|{ All the IFSs separating the frames included in the Duration calculation.

A Pevice shall set the Duratjorfield in RTT and TRN frames to the sum of:

—|{ The transmission time-of the frame body of the current frame,;

—| The transmissiof-time of the expected CTT,

—|{ The transmission time of subsequent TRN frames of one training iteration if any; and
— All the IESs separating the frames included in the Duration calculation.

Fgr the pugrpose of calculation of duration field for RTT and TRN frames, a device shall asgume the
me spreading factor as current iteration for the next training iteration. In addition, in calculatipn of the
ration field for a RTT frame, the device shall assume the training peer device also requireqd training

A device shall set the Duration field in CTT, responding TRN, Imm-ACK and B-ACK frames to the larger
of zero or a value equal to the duration value contained in the previous frame minus SIFS, minus the
transmission time of the frame body of the received frame to which the CTT, Imm-ACK or B-ACK is
responding, minus the transmission time up to the end of the PLCP header of this CTT, Imm-ACK or B-
ACK frame.

Figure 155 illustrates setting of Duration field for RTT, CTT and TRN frames.
A device shall round a fractional calculated value for Duration in microseconds up to the next integer.

A device may estimate the transmission time of a B-ACK frame body based on the expected length and
data rate, or may assume a zero-length frame body.
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The following exceptions to previous rules are allowed:

— For frames with ACK Policy set to B-ACK Request, a device may set the Duration to the sum of
the transmission time of the frame body of the B-ACK Request frame plus a SIFS plus the estimated
transmission time of the expected B-ACK response frame.

— A device may set the Duration for any frame sent in a Hard or Private reservation block to zero.

Duration N Duration N
Duration N > Duration N ”
| Duration Ddrat{or
Framep l > |
transmitted by
source deice RTT TRN-I1 TRN-12 TRN-13 TRN-14 TRN-I5
Frame CTT TRN-R1 TRN-R2 TRN-R2 TRN-R3
transmittepl by T )
recipient dpvice Duration > \ ) >
Duration Duration Duration Duration

Figure 155 - Duration field values of an example of antenna training with 4 iterations

16.1.9.p More frames

If a device sets the More Frames bit to ZERO in a frame sent with Access Method set to ONE, it shgll
not trangmit additional frames to the same recipient(s) within the reservation block.

16.1.9.B Sequence number

The Sedquence Number field value is usedfof duplicate detection for frames sent using the Imm-ACK
acknowledgement policy. It is used for both duplicate detection and reordering for frames sent usipg
the B-ACK mechanism.

A device¢ shall assign each MSDU/or MCDU transmitted a sequence number from a modulo 2048
counter.

A device shall assign the same sequence number to each fragment of an MSDU or MCDU.
A devicg shall use a dedicated counter for MCDUSs.
A device shall use a,dedicated counter for discovery frames.

A deviceg shall usé“a dedicated counter for each sequence of MSDUs addressed to the same DestAddr
with the [sameDelivery ID using B-ACK acknowledgement policy.

A deviceg may use one counter for all other MSDUs, or may use a dedicated counter for MSDUs wijth
the same Delivery ID field value addressed to the same DestAddr.

In each beacon frame transmitted in a superframe, a device shall set the Sequence Number field from
a dedicated counter that increments once per superframe, modulo 2048, or shall set it to zero.

16.1.10 Information elements

IEs are contained in beacon, discovery, command and control frames. They convey certain control and
management information. IEs may be explicitly requested using Probe command frames.

A device shall include IEs in its beacon frame such that they apply to the superframe in which the
beacon is transmitted. A device shall interpret IEs contained in beacons received in the current
superframe to apply to that superframe.

The remainder of this Clause describes when each IE is generated.
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16.1.10.1 Application-specific IE (ASIE)
A device may include an ASIE in its beacon for each of its applications which have made the request,
as described in 16.17. The scope of the ASIE is dependent on the application that requested the
inclusion of the ASIE.

16.1.10.2 Application-specific probe IE

A device may send an Application-specific Probe IE in order to request a specific ASIE. The scope and
required response is dependent on the application that defines the ASIE.
14.1.10.3 Antenna Capability IE (ACIE)

A fevice shall include a ACIE in all the discovery frames when participating in the discovery'prpcess as
speficified in 16.18.1. A device may inlcude ACIE in its beacon.
14.1.10.4 Antenna Training IE (ATIE)

Ag specified in 16.18.2. the ATIE shall be included in the RTT and CTT contrab frames usqd in the
antenna training/tracking configuration, and may be included in a TRN frame-sent by a training initiator
to[respond to the configuration request sent by a training responder.
14.1.10.5 Antenna Training/Tracking Control IE (ATTCIE)
ATTCIE shall be included in TRN frames in iterative antenna training (16.18.3) or explicit|tracking
(1p.18.4.1) and aggredated training frames, Imm-ACK or B-ACK frame in implict tracking (16.18.4.2).
14.1.10.6 Antenna Feedback IE (AFIE)
At request, AFIE shall be included in TRN frames in antefina training (16.18.3) and explict|tracking
(1p.18.4.1) and B-ACK, Imm-ACK and aggregated_.training frames in implicit antenna [tracking
(1p.18.4.2).

14.1.10.7 Beacon period occupancy IE (BROIE)
A [device shall always include a BPOIE in its dgacon. In the BPOIE the device shall reflect peacons
received from neighbours in the previous~superframe, as well as information retained bpsed on
hilpernation mode rules.
14.1.10.8 BP Switch IE
A [device should include a BP Switch IE in its beacon prior to changing its BPST, as spdqcified in
14.5.3.11.3.

14.1.10.9 Channel bonding IE (CBOIE)

A CBOIE is used to negetiate bonding of two or more channels and to announce the channels|that are
inyolved in the channglbonding.

When using channel bonding, a device shall include a CBOIE in its beacons transmitfed in a
dgsignated beatoning channel to indicate the (proposed) bonded channels as defined in 16.11.

14.1.10.10Channel change IE

A pevice'should include a Channel Change IE in its beacon prior to changing to a different chiannel. A
dqvicé, that includes a Channel Change IE should change channels as indicated in the IE. A Type A
dgvice shall include a Channel Change IE in its discovery frame to announce its home chjannel to
potential newly discovered device when the device returns to Discovery Channel to discover additional
device.

16.1.10.11 Channel measurement |E

A device shall include a channel measurement IE in a Channel Scanning Response command frame
for each scanned channel without superframe structure in explict channel scan procedure (16.4.1.1). A
device may include channel measurement IEs in a Channel Scanning Response command frames for
all the scanned channels with or without superframe structure (15.6.3.2).

16.1.10.12 Distributed reservation protocol (DRP) IE

A device shall include DRP IEs in its beacon for all reservations in which it participates as a reservation
owner or target, as described in 16.6.
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16.1.10.13 DRP availability IE

A device shall include a DRP Availability IE in its beacon as required to support DRP reservation
negotiation, as described in 16.6.

16.1.10.14 Hibernation anchor IE

A device that indicates it is capable of acting as a hibernation anchor should include a Hibernation
Anchor IE in its beacon to provide information on neighbours that are currently in hibernation mode as
described in 16.16.4.

16.1.1(}.15 Hibernation mode |IE

A device¢ shall include a Hibernation Mode IE in its beacon before entering hibernation mede, ps
specifiedl in 16.16.3. A device that receives a Hibernation Mode IE shall report the beacon slotof the
transmitfer as occupied and non-movable in the BPOIE included in its beacons duringthe ‘reportgd
hibernatjon duration.
16.1.19.16 Identification IE
A devicg may include an Identification IE in its beacon to provide its own identifying information |to
neighbolrs.

16.1.14.17 Link feedback IE
A deviceé may include a Link Feedback IE in its beacon to provide feedback on a link with a specif
neighbolir.

16.1.17.18 MAC capabilities IE

A device may include a MAC Capabilities IE in its beacon.

16.1.1d.19 Master key identifier (MKID) IE
A devicg may include a MKID IE in its beacon to identify some or all of the master keys it possesses.

16.1.1¢.20 Multicast address bind (MAB) IE

A devicg¢ may include a MAB IE for any active)multicast bindings between multicast EUI-48s aphd
McstAddrs. A device should include a MAB 1E in its beacon for at least mMaxLostBeaconsjl
superframes on registering a multicast_address binding for transmission and upon detection of| a
change |n the beacon group.

C

The MAC entity shall translate the multicast EUI-48 provided by the MAC client along with an MSDU|to
the bound multicast DevAddr for-use in the transmission of the MSDU over the medium.

A device shall not transmit frames with a McstAddr destination address unless a binding to a multicgst
EUI-48 has been declared byyinclusion of a corresponding MAB IE in its beacon.

On recejpt of a MAB IE\the MAC sublayer shall establish an association between the source of the
MAB IE |and the multicast DevAddr and multicast EUI-48 in each Multicast Address Binding Block, [to
be used|in address \translations for the bound multicast addresses.

The MAC entity~shall deliver received MSDUs addressed to an activated multicast DevAddr to the MAC
client on] the multicast EUI-48 bound to that multicast DevAddr by the source device of the MSDU.

16.1. 102+PHY¥Y—ecapabthtestE
A device may include a PH apabilities IE in its beacon.
16.1.10.22 Probe IE

A device may include a Probe IE in its beacon to request certain IEs from another device.

16.1.10.23 Relinquish Request IE

A device may include a Relinquish Request IE in its beacon to request that a neighbour release one or
more MASs from reservations.

If a reservation target receives a request to relinquish MASs included in the reservation, it shall include
in its beacon a DRP Availability IE and a Relinquish Request IE identifying those MASs with the Target
DevAddr field set to the DevAddr of the reservation owner.
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16.1.10.24 Relay IE

If a device supports the relay procedure as specified in 20.1.2, 20.1.4, and 20.1.5; it shall include a
Relay IE in its beacon or command frame to support the relay procedures.

If a device supports the relay procedure as specified in 20.2.7.1, it shall include a Relay IE in its
beacon or command frame to detour to another reliable path when a current path is considered
unavailable as described in 20.2.6.

16.1.10.25 Scan Timing IE

A device shall always include a Scan Timing IE in a discovery frame. In the Scan Timing IE,,thie device
shall indicate the time and duration the device will listen for response to the beacon using the same
arntenna beam. A device shall include Scan Timing IE in a Channel Scanning Request coammaipd frame
tolindicate the time when the device returns to Discovery Channel to listen for Channel $canning
Re¢sponse command frame.

14.1.10.26 UEP IE
A device may include an UEP IE in its beacon to indicate the UEP types and/UEP MCS modg¢s that it
can support.

16.2 Distributed contention access (DCA)

THe DCA mechanism provides distributed contention access to the. medium for the following|types of
frgme exchanges in the discovery channel:

« | Discovery frames

¢ |RTT/CTT control frames

¢ | Antenna training frames

¢ | Channel selection command frames

Inladdition, DCA is also the medium access method in DCA reservation blocks.

A frame transferred over the wireless medium using DCA is referred to as a DCA frame.

All devices shall use both physical and’ virtual carrier sensing before accessing the medium. The RTT
and CTT frames shall be transmitted using PHY mode DO (see 10.2.5). The training frames|shall be
trgnsmitted using one of the discovery PHY modes with adaptive spreading factor.

14.2.1 DCA medium availability
A fdevice shall considerthe“medium available for DCA at the following times:

< | All the times in the.discovery channel.

« | DCA reservation blocks except for a zero-length interval at the start of DCA reservation blgcks with
Reservation ‘Status set to one if a neighbor is the reservation owner, for purposes of determinipg TXOP
limits.

Atlall other times, a device shall consider the medium unavailable for DCA.

14.2-2° NAV

A device that transmits and receives frames using DCA shall maintain a network allocation vector
(NAV) that contains the remaining time that a neighbour device has indicated it will access the medium.
The device that receives a MAC header not addressed to it shall update its NAV with the received
Duration field if the new NAV value is greater than the current NAV value. A device shall consider the
updated NAV value to start at the end of the PLCP header on the medium.

A device that receives a MAC header with invalid HCS outside shall update its NAV as if the frame
were correctly received with Duration equal to ZERO.

A device shall reduce its NAV as time elapses until it reaches zero. The NAV shall be maintained to at
least mClockResolution.
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Medium status

For DCA purposes, a device shall consider the medium to be busy for any of the following conditions:

* When its CCA mechanism indicates that the medium is busy;

» When the device is transmitting or receiving a frame on the medium;

* When the Duration announced in a previously transmitted frame has not yet expired,;

» When the device's NAV is greater than zero, if the device maintains a NAV;

* Wher

the medium is unavailable for DCA.

At all other times a device shall consider the medium to be idle.

16.2.4
A device

e Thed

e Thed
DCA

 Thed

The dey
conditio
medium

A device
 Thed

e The d
idle fq
count

The TX(

A device
become

Figure 1

Obtaining a TXOP
shall consider itself to have obtained a TXOP if it meets the following conditions:

evice has one or more newly generated DCA frames;

evice had a backoff counter of zero value and had no DCA frames prior to thg.generation of the n
rames;

evice determines that the medium has been idle for LIFS or longer.

ice shall start transmitting a frame, which may be an RTT frame, as soon as the abo
s are satisfied. The device shall treat the start of the frame transmission on the wirelg
as the start of the TXOP.

shall also consider itself to have obtained a TXOP ifiit'meets the following conditions:
evice has one or more DCA frames buffered for transmission, including retry;

evice set the backoff counter to zero in the last-backoff and determines that the medium has be
r LIFS since that backoff at the end of the curfent DCA slot, or the device decrements its backl
pr from one to zero in the current DCA slof(

DP shall start at the end of the current'backoff slot, i.e., the start of the next backoff slot.

shall ensure that the TXOP it has obtained ends SIFS plus mGuardTime before the medit
5 unavailable for DCA.

56 illustrates the timing relationship in obtaining a TXOP.

- LIF: >

Medium busy = SIFS—g——pSlotTime——{» o o [ ——pSI|otTime—m——pSIotTime——m= ——pSlot Time——m|

CCA CCA CCA CCA
MACDelay | MACDelay | | MACDelay | | MACDelay |

D
>

m

PHYDelay /[ PHYDelay PHYDelay T PHYDelay

158

' | ' I
For backoff counter =0, if For backoff counter = 1, if
CCA_Result = Idle, MAC PHY transmits the CCA_Result = Idle, MAC PHY transmits the
prepares for aframe == frame into medium prepares for aframe = frame into medium
transmission transmission

CCA = pCCADetectTime
MACDelay = Time required by MAC for preparing a frame transmission and transfering the frame to PHY SAP
PHYDelay = Time required of PHY to transfer the frame from PHY -SAP to wireless medium

Figure 156 - DCA timing relationships
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16.2.5 Using a TXOP

A device that has obtained a TXOP is referred to as a TXOP owner. A TXOP owner shall initiate one or
more frame transactions without backoff, in the TXOP it has obtained, subject to the following criteria:

¢ Each transaction in the TXOP will be completed within the obtained TXOP; and
¢ The recipient device will be available to receive and respond during that frame transmission.

A reC|p|ent deV|ce shall not transm|t a CTT frame in response to a received RTT frame if its NAV is

Under the rules stated above, the following timings apply to transmissions, including.responses, in a
TAOP (these timings are referenced with respect to transmission to or reception/from the wireless
medium):

¢ | The TXOP owner shall transmit the first frame of the first or sole frame transaction in the TXOP a{ the start
of the TXOP.

« | After transmitting a discovery frame, the TXOP owner shall transmit a-subsequent discovery frame MIFS
after the end of that transmitted frame.

« | After transmitting a frame with the ACK Policy set to No-ACK oy B~ACK, the TXOP owner shall tfansmit a
subsequent frame pMIFS or pSIFS after the end of that transmitted frame.

« | After receiving an RTT frame or a non-RTT frame with the;xACK Policy set to Imm-ACK or B-ACK Request,
the recipient device shall transmit a CTT frame or an Imm-ACK or B-ACK frame SIFS after the gnd of the
received frame.

« | After receiving an expected CTT, Imm-ACK or B-ACK response to the preceding frame it transniitted, the
TXOP owner shall transmit the next frame, of retransmit a frame it transmitted earlier in thg case of
receiving a B-ACK, SIFS after the end of the-received frame.

« | After receiving a requested B-ACK frame with a valid HCS but an invalid FCS, the TXOP owhner shall
retransmit the last frame it transmitted, or transmit the next frame, SIFS after the end of the B-ACK frame.

If p device cannot transmit its next-ffame according to these timing requirements, it shall congider the
TXOP ended.

14.2.6 Invoking a backeff procedure

A fevice shall maintain‘aybackoff counter to transmit frames using DCA.
A [device shall set'the backoff counter to an integer sampled from a random variable yniformly
digtributed over the-range [0, CW], inclusive, when it invokes a backoff. The device shall initialize CW

to[mCWmin before invoking any backoff, adjusting CW in the range [MCWmin, mCWmax], inclusive, in
the course of\performing DCA as described below.

THe device shall set CW back to mCWmin after receiving a CTT or Imm-ACK frame or the MAC header
offa BSACK frame expected in response to the last transmitted frame, or upon transmitting a frame with
ACKPolicy set to No-ACK. A device shall also set CW back to mCWMin, but shall not sele¢t a new
backoff counter value, after discarding a buffered DCA frame.

A device shall invoke a backoff procedure and draw a new backoff counter value as specified below.

1. A device shall invoke a backoff, with CW set to mCWmin, when it has a DCA frame arriving at its
MAC SAP, or a DCA frame generated at the MAC sublayer entity under the following conditions:

- The device had a backoff counter of zero value but is not in the middle of a DCA frame transaction;
and the device determines that the medium is busy.

2. A device shall invoke a backoff, with CW set to mCWmin, at the end of transmitting a DCA frame
with the ACK policy set to No-ACK or B-ACK, or at the end of receiving an expected Imm-ACK or B-
ACK response to its last transmitted DCA frame, under the following condition:
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- The device has no other DCA frames for transmission in the current TXOP obtained.

3. A device shall invoke a backoff, with CW set to mCWmin, at the end of transmitting a DCA frame
with the ACK policy set to No-ACK or B-ACK, or at the end of currently receiving the DCA frame
header of an expected Imm-ACK or B-ACK response frame to its last transmitted DCA frame, under
the following conditions:

- The device has one or more DCA frames that need to be transferred over the wireless medium;
and

- The|device finds that there is not enough time remaining in the current TXOP obtained to complgte
the [next DCA frame transaction.

4. A deyice shall invoke a backoff, with CW (but not the backoff counter in general) kept to-the same
value| at the start of a TXOP obtained under the following condition:

- The|device finds that there is not enough time to complete a pending DCA frame framsaction in the
obtgined TXOP.

5. A deyice shall invoke a backoff, with CW set to the smaller of mCWmax or 2XCW+1 (the latter QW
being|the last CW value), at SIFS plus the Imm-ACK frame transmission(time after the end of the
last DCA frame it transmitted, under the following condition:

- The device does not receive an expected CTT or Imm-ACK framé&,Jor does not correctly receiye
the [MAC header of a requested B-ACK frame by this time.
16.2.7 |[Decrementing a backoff counter

Upon injoking a backoff, a device shall ensure that the medium is idle for LIFS before starting |to
decrem@nt the backoff counter. To this end, a device shall define the first DCA slot to start at the time
SIFS after the medium has been idle, as defined in Figure 157, with subsequent DCA slots followihg
successjvely until the medium becomes busy. All DCASslots have a length of pSlotTime.

% LIFS———»<«——————Contention window—————————»|

Fe==r=TT
Busy medium {,’ DCA slots / Next frame
/ b

«SIFS—P‘ B <«€pSlotTime—

Select slot and decrement backoff
as long as medium is idle

Defer access————P€¢——

Figure 157 - Transmission of beacons in the discovery channel

A device_Shall treat the CCA result at pCCADetectTime _after the start of a DCA slot to be the CCA
result for that DCA slot. If the medium is idle in a DCA slot, and the medium has been idle for at least
LIFS, the device shall decrement the backoff counter by one at that time. This procedure is also
defined in Figure 157.

The device shall freeze the backoff counter when the medium becomes busy. The device shall treat the
residual backoff counter value as if the value were set due to the invocation of a backoff, following the
above procedure to resume decrementing the backoff counter.

16.3 Device discovery

To discover another device with which it intends to exchange MPDUSs, a device shall transmit discovery
frames in the Discovery Channel follwowing an initial scan upon power-up.
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Discovery frames shall be transmitted using a specified PHY mode according to its device type. To dis-
cover devices of different types it supports, a device shall transmit discovery frames using different
PHY modes corresponding to the types of the devices it intends to discover, as specified in the follow-
ing sub clauses. To discover Type A devices, discovery frames shall be transmitted using mode-DO,
and are referred to as A-Discovery frames. To discover Type B devices, discovery frames shall be
transmitted using mode-BO, and are refered to as B-Discovery frames.

16.3.1 Power-up scan

After powering up, a de pecfiied

bdlow.

14.3.1.1 Type A

A [Type A device shall scan for Type A beacons in the Discovery Channel for at least-one superframe
affer powering up. If such beacons are received, the Type A device shall send a beacon with Sfatus set
to|Preemptive in a signalling slot that is randomly chosen in the BP indicated by,the received bgacon. If
the Status field of the received beacon is Ready, the preempting beacon shall be of Type A; Otherwise
if fhe Status field is Dual, the preempting beacon shall be of Type B. In addijtion, the Type A deyice may
al$o send the same preempting beacons in any slots in the BP indicated.by the received beadon. If no
Tylpe A beacons are received during the scan, the Type A device shallstart device discovery pijocess in
the discovery channel as described in 16.3.2. In order to discover other devices after stafting the
trgnsmission in a Data Channel, a Type A device shall switch backito the Discovery Channel and send
a fliscovery block set as described in 16.3.2.2.

If p discovey frame is received correctly in the Discovery‘Channel, the Type A device may ptart the
antenna training with the device from which the discoveryframe is received as described in 16.18, or
may start the explicit channel selection with the deviege from which the discovery frame was received,
ag specified in 16.4.1, or may transmit a discovery.frame with Status field set to Response.

14.3.1.2 Type B

A [Type B device shall scan each channelfor at least one superframe after powering up. After the
sc@anning, the Type B device shall not transmit any frames unless the scanning indicates that ope of the
following conditions is true:

« |If a channel is detected as busy angd at least one Type B beacon is received correctly, the Type B device
may join the device from which the Type B beacon is received by sending a dual-beacon as degcribed in
16.5.2.

« |If a channel is detected.as busy and at least one B-Discovery frame is received correctly, th¢ Type B
device may join the_device from which the B-Discovery frame is received by transmitting a B-Discovery
frame with Status sefto Response during the time period as indicated in the Scan Timing IE in the|received
B-Discovery frame!

 |Ifit has detected an idle channel during the scanning and has not joined another device by responding to a
Type B dbeacon or discovery frame, the Type B device shall continue the discovery process [specified
below:

A Type B device shall scan for Type B beacons in the Discovery Channel for at least one supefframe. If
suech beacons are received, the Type B device shall send a Type B beacon with Status set to Preemptive in
a signalling slot that is randomly chosen in the BP indicated by the received beacon. In addition, the Type
B device may also send the same preempting beacons in any slots in the BP indicated by the received
beacon. If no Type B frames are received during the scan, the device shall start the device discovery
process in the discovery channel as described in 16.3.2.1.

If a B-Discovery frame is received correctly in the discovery channel, the Type B device may start an
explicit channel selection process with the device from which the B-Discovery frame is received, as
described in 16.4.1, or may transmit a discovery frame with the Status field set to Response, or if the
device from which the discovery frame was received is of Type A, it may start the antenna training
procedure with the originating device, as specified in 16.18.
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16.3.2 Transmission and reception of discovery frames

For the purposes of device discovery, a device shall transmit discovery frames in Discovery Channel
as specified in this subclause. DCA shall be used to transmit discovery frames in Discovery channel.

16.3.2.1 Type B discovery block set

A Type B device shall transmit B-Discovery frames only in the Discovery Channel. After completion of
a B-Discovery frame transmission, the Type B device shall scan for responses for a duration of B-
SCAN. The scanning shall start a SIFS after the end of the B-Discovery frame transmission. The
transmissier—efa—B-Disceveryframe—and-the-secanningafterwoerds—formaB-Disceverrbleck—Hithas
multiple Jantenna that cover multiple sectors, after the completion of the scanning in the first sector,\the
Type B glevice shall switch to the next sector and repeat the same B-Discovery block for every sector
that the |device can cover using a different antenna block, or beam. A Type B discovery blockiset i§ a
series of B-Discovery blocks that are performed in turn sweeping though all the sectors that-the device
has. The timing of a Type B discovery block set is depicted in Figure 158.

B-Discovery block B-Discovery block | * * ¢ B-Discovery block
<« Sector 1— b4 Sector 2 <« Sector N——»
____________ 3
B-Discovery frame Mode-B0 Scan
TXOP B-SCAN

Figure 158 - Type B discovery block set
Normindl duration of a Type-B DBS (with no medium access collision) is specified in Table 96.

Table 96 - Norminal duration of a Type B DBS

PHY-dependent Parameter Value

pDBSDuration 573.3 us

16.3.2.2 Type A discovery block set
A Type A device shall transmit A-Discovery frames only in the Discovery Channel.

After the completion of an A-Discovery frame transmission, the Type A device shall perform one or
more B-Discovery blocks. The number of B-Discovery blocks shall be equal to the number of sectors
that the device is capable of covering using a number of antenna blocks or beams. The transmission of
the A-Discovery and B-discovery frames in series in the same sector shall be separated by MIFS and
completed in one TXOP obtained. The scanning shall start SIFS time after the end of the B-Discovery
frame transmission. The Type A device shall first scan for responses to the transmitted B-Discovery
frame for a duration of B-SCAN, after which the Type A device shall scan for responses to the
previously transmitted A-Discovery frame for a duration of D-SCAN. If the Type A device has multiple
antennas that cover multiple sectors, after the completion of the scanning in the first sector, the Type A
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device shall switch to the next sector to perform the next B-Discovery block in which the transmission
of the B-Discovery frame shall be completed in one TXOP obtained. A Type A discovery block set
consists of an A-Discovery frame and a Type B discovery block set with a scanning for Type A
discovery responses in between. The timing of a Type A discovery block set is specified in Figure 159.

IXOP In Sector 1

A

MIFS B-Discovery Mode-D0 B-Discovery e e 0 B-Discovery
< > block Scan block block

A-Discovery frame

N

*-D-SCAN—>
Sector 1 = > Sector 2—p, (€=~ Sector N—p

/
TXOP in'Sector 1
g

»
»

/

B-Discovery Mode-B0 Scan

frame

N

< y——BSCAN—>
TXOP in Sector 2...N

Figure 159 - Type Adiscovery block set
Na@rminal duration of a Type A DBS (with no medium access collision) is specified in Table 97.

Table 97 - Normrinal duration of a Type A DBS

PHY-dependent.Rarameter Value

pDBSDuration 10003.2 ps

14.3.2.3 Discovery scanning while performing DBS

When accessing Discavery Channel for the purpose of device discovery, the channel time |shall be
diyided into DiscoveryJintervals with equal durations of mDILength, where the Discovery Inferval is
repeated in time,

In| each Discovery Interval, a device shall perform one and only one discovery block set. When
trgnsmitting-the first discovery frame of a discovery block set as described in 16.3.2.2 and 16.3.2.1, a
dgvice shall'schedule its transmission at a time randomly drawn from a uniform distribution ovgr the set
{0] mBBSMax} measuring from the begining of the Discovery Interval.

When' performing the next discovery block set, a Type A device shall switch to the next gector to
transmit the A-Discovery frame using a different antenna block or beam, if it covers multiple sectors
using a number of antenna blocks, or beams. The order of antenna blocks, or beams used when
switching shall remain the same in repetition.

During each Discovery Interval except for the time to perform a DBS, a Type A device shall scan for
discovery responses transmitted in mode-DO0, and a Type B device shall scan for discovery responses
transmitted in mode-BO0. A device shall scan all the sectors in turn and repeat in the same order if no
response to a transmitted discovery frame is received. For each sector it covers, a Type A shall scan
for A-DIS-SCAN Discovery Intervals (embedded with all DBSs) before switching to scan the next
sector, and a Type B device shall scan for B-DIS-SCAN Discovery Intervals (embedded with all DBSs)
before switching to scan the next sector. Such processes of discovery scanning while performing DBS
are illustrated in Figure 160 and Figure 161 for Type A and Type B devices respectively.
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Figure 160 - Discovery intervals.ofs a Type A device
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Figure 161 - Discovery intervals of a Type B device

Channel selection

A device shall use the explicit channel selection process specified in 16.4.1 to select a channel to send
its beacons or B-Poll, before it sets up or joins a beacon group in that channel.
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A device shall send channel selection command frames with a mode that its intended recipient
supports. A device shall not send channel selection command frames with any discovery mode.

After devices started or joined a beacon group by sending beacons in a selected data channel, an
implicit channel selection procedure described in 16.4.2 allows a group of devices in the beacon group
to change channels in a coordinated manner.

16.4.1 Explicit channel selection

A device shall not start explicit channel selection unless the device has received a discovery frame in
Dipcovery Chanmeftfrom another device with which Tt imends 1o exchange MPDUS.THe devjce shall
trgnsmit channel selection command frames only in Discovery Channel using DCA. Innthg explicit
channel selection process, the device shall first coordinate explicit channel scanning-with the newly
discovered device as described in 16.4.1.1 followed by explicit channel switch as described in 1§6.4.1.2.

14.4.1.1 Explicit channel scan

A |device shall request newly discovered device to perform channel scanning™y sending a |Channel
Sganning Request. Once the device receives an ACK frame to its Channel) Scanning Request, the
dgqvice shall leave the Discovery Channel to scan the same channel(s).as specified in its [Channel
Sdanning Request. At the time it specified in the Scan Timing IE in its Channel Scanning Reqpest, the
dgvice shall return to Discovery Channel to listen for Channel Scanning Response.

Upon reception of such a Channel Scanning Request, a device,shall respond with an ACK frame, after
Wmich it shall remain in Discovery Channel for a duration of mChannelScanRequestRetry. If it Hoes not
reteive additional Channel Scanning Request from the sam@ device during this period, the deyice shall
pgrform the requested scanning in the channels indicated in the Channel Scanning Request.
Otherwise, the device shall respond with another ACK ffame. The device shall return back to Dliscovery
Channel at the time indicated in the Channel Scanning Request and send a Channel $canning
Response which includes DRP availability IE(s) to-indicate the scanning result. In addition, [for each
chlannel without superframe structure, the dewvice shall include a channel measurement IE in the
Channel Scanning Response. And the device may include channel measurement IEs fo[ all the
chlannels with or without superframe structore in the Channel Scanning Response as specified.

The formats of Channel Scanning .Request and Response are specified in 15.6.3.1 and |15.6.3.2
regpectively.

st to the
Change
Change
andomly
set up a
ices will
b device
ansmit a
d by the

2 3 . 5 A Change
Response frame with Reason Code field appropriately set as in Table . A device shall not switch to a
channel until an Ack frame to its accepted Channel Change Response is received. Before it switches to
an agreed channel to set up a superframe structure, the device shall wait for a period of time that is
randomly chosen over the range [0, mSuperframelLength] with the exception that the pair of devices
will engage in a Master-Slave operation, as specified in 16.7.2, in the agreed channel.

The formats of Channel Change Request and Response are specified in 15.6.3.3 and 15.6.3.4
respectively.
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16.4.2 Implicit channel selection

A device may initiate implicit channel selection after it has performed a channel scan. If a device
initiates implicit channel selection, it shall include a Channel Change IE in its beacon sent in the

current channel, as described in 15.9.10.

In a Channel Change IE, the device shall set the New Channel Number field to the number of the new
channel. It shall set the Change Channel Count field to the remaining number of superframes before
the device moves to another channel. In successive superframes, the Change Channel Count field

should be decremented

If the vajue set in the Change Channel Count field is zero, the device shall move to the new channel
the end jof the current superframe.

On recgption of the Channel Change IE, a device that also intends to change chafinels in
coordingted manner should include a Channel Change IE with the same field values in.its beacon.

16.5 |[Transmission and reception of beacons

For datI exchange, the device shall set up a superframe structure by transmitting beacon(s)
specified in 16.5.3.

16.5.1 [Transmission and reception of Type A beacons

A Type A device that has unreserved MAS, shall not transmit any beaconrs with Status set to Ready
any channel unless it has (1) discovered another device with which the Type A device intends
exchange MPDUs, as described in 16.3 and (2) completed the antenna training if the newly discover
device i$ capable of antennna training.

Before d Type A device transmits any beacon using the antenna beam determined in 16.3, it shall sc
for Type|A beacons for at least one superframe, or at least\two superframes if no Type A beacon fran
is receijed, using the same antenna beam. The device ‘shall follow the following rules based on t
scanning result:

A. If the|device receives one or more Type A beacon headers, but no beacon frames with a valid F(
during the scan, the device should scan for an additional superframe.

» If the device receives no Type A beacon frame headers during the scan, it shall create a new BP and se¢
a Type A beacon in the first beacen slot after the signalling slots;

at

in
to
bd

» otherwise, if either of the following conditions (in the following sub-bullets) is true, it shall transmit an

additional Type A beacon, using the same antenna beam as the one used in the scan, in a beacon s

lot

chosen from up to mBPExtension beacon slots located after the highest numbered unavailable beacon

slot it observed in the last superframe and within mMaxBPLength after the BPST.

 If the device receives no Type A beacon frame headers during the scan; or

e The Type A beacon frame received indicates an aligned BPST to its own.
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Figure 162 illustrates the Type A beacon transmission procedure after device discovery and
beamforming using a flow chart.

Scan 1 superframe; or
2 if no valid FCS

e
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@

Y
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y relocation process

Transmit additional beacon
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Figure 162 - Transmission of Type A beacons

When transmitting any Type A beacons, a Type A device shall follow the rules specified in 16.5.3.

W/[th the exception of transmitting its own beacon as described in 16.5.1 and 16.5.3, a device ghall not
trgnsmit frames in the current superffame during the BP length indicated in the most recen{ beacon
received from any neighbour in the)previous mMaxLostBeacons+1 superframes. A device shall not
chlange beacon slots to a slotearlier than the highest-numbered unavailable beacon slot in| the last
superframe.

14.5.1.1 Discovery of_additional devices

After starting the transmission of Type A beacons in a channel, a Type A shall make a DRP regervation
with Reservation Type“set to Absence no later than mMaxDiscoveryLatency superframes. The length
of|this DRP reservation shall be greater than the minimal time needed by the Type A device to|transmit
a [Type A discovery block set. Within this reservation, the Type A device shall change to Dliscovery
Channel and,perform a Type A Discovery Block Set as described in 16.3.2.2. The discovery frgme sent
infthe Discevery Channel after starting the transmission of Type A beacons in a channel shall ipnclude a
ChanpelP€hange IE to indicate which channel the device sends its Type A beacons.

14.5.2 Transmission and reception of Type B beacon frames

A Type B device shall not transmit any beacons with Status set to Ready in any channel unless it has
located another device with which the Type B device will exchange MPDUs. Before a Type B device
transmits any beacon, it shall scan for Type B beacons for at least one superframe or at least two
superframes if no Type B beacon frame is received. If the channel is detected as idle, it shall create a
new BP and send a dual-beacon in the first beacon slot after the signalling slots. If the device receives
one or more Type B beacon headers only, but no beacon frames with a valid FCS during the scan, the
device should scan for an additional superframe. If the device receives only Type B beacons during the
scan, it shall not create a new BP. Instead, prior to communicating with another device, the device shall
transmit a dual-beacon in a beacon slot chosen from up to mBPEXxtension beacon slots located after
the highest numbered unavailable beacon slot it observed in the last superframe and within
mMaxBPLength after the BPST. Otherwise, the Type B device shall not transmit a Type B beacon with
Status set to Ready in that channel.
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When transmitting its dual-beacon, a Type B device shall follow the rules specified in 16.7.1.

With the exception of transmitting its own beacon as described in this sub clause and 16.5.3., a Type B
device shall not transmit any frames during the announced BP length of any of its neighbours.

A Type B device shall listen for duration of one superframe when it skips its beacon transmission as
specified in 16.5.3.8. If transmission other than dual beaconing is detected using Physical sensing, the
Type B device shall not move its (dual-) beacon slots.

16.5.3 Superframe

Refer td 7.2.4.4 for the timing structure of the superframe. A device shall use superframe timiphg
structur¢ for any frame exchange in a Data Channel. Superframe timing structure may be used. in the
discovelly channel for MPDU exchange subject to preemption by device discovery or antennal frainipg
frame exchanges. A device shall not use superframe timing structure for MPDU exchange/in_Discovdry
Channel, if the initial scanning indicates that Discovery Channel is busy. A device shall-suspend gll
transmigsion using superframe timing structure in Discovery Channeln for at leps
mMaxNegighbourDetectionInterval, If the device receives a beacon with Status set'to preemptive. The
device ghall access the channel after the suspension as it is powered up for thefifst time as describgd
in 16.3.

16.5.3. Beacon period

Each superframe starts with a BP, which has a maximum length of mMaxBPLength beacon slots. The
length of each beacon slot is mBeaconSlotLength. Beacon slots inthé BP are numbered in sequenge,
starting pt zero. The first mSignalSlotCount beacon slots of a BP@re’referred to as signalling slots ahd
are used to extend the BP length of neighbours. Beaconing devices shall transmit beacons in the BP
and listgn for neighbour’s beacons in all beacon slots specified by its BP length in each superframne,
except gs described in 16.5.1. When transmitting in a beacon slot, a device shall start transmission|of
the frame on the medium at the beginning of that beacon' slot. A device shall transmit beacons using
the PHY| modes based on the type of beacons to be-sent as described in 16.5. The transmission time
of beacpn frames shall not exceed mMaxBeaconkéength. This allows for a guard time of at legst
mGuard[lime and pSIFS between the end of a heacon and the start of the next beacon slot. Figure 153
illustratgs an example of a BP observed by a.device in a given superframe.

< Superframe >
< mMaxBPLength —————>
P Largest BP Length announced N [ P Data period N
|
Sipnaling slots |
<« |
Beacon Slots |
0t 23 475 I
Me
1T TR [ I
po Lo (=] [s2] | K o I
> > > >11> > |
L] [1N] [1N] Ly L
vl — 7 77

Highest-numbered unavailable
beacon slot seen by DEV 8

Figure 163 - Example BP structure
When a device selects an initial beacon slot after scanning for beacons as described in 16.5.1 and

16.5.2, the device shall transmit a beacon only if it selected a slot within mMaxBPLength after the
BPST.
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16.5.3.2 Beacon slot state

A device shall consider a beacon slot unavailable if in any of the latest mMaxLostBeacons+1
superframes:

- The beacon slot was considered to be occupied (according to Table 80); or

- The beacon slot was encoded as occupied (according to Table 80) in the BPOIE of any beacon
received by the device.

A device shall consider a beacon slot available in all other cases

14.5.3.3 BP length

A [device shall consider a beacon slot to be monitored if in any of the latest mMaxbostBepcons+1
superframes:

- | The device received a beacon frame in that beacon slot that is aligned to its-BPST;

- The device received a beacon frame with an invalid FCS within 2xmGuardTime of that beacon slot
bgqundary; or

- | The beacon slot was encoded as occupied (according to Table 80))with a DevAddr not jequal to
BdstAddr in the BPOIE of any beacon received by the device.

A Pevice shall announce its BP length in its beacon as a count of(beacon slots starting from tHe BPST.
THe announced BP length shall include a) the device's own_béacon slot in the current superffame, b)
all monitored beacon slots in the BP of the prior superframe,vand c) the beacon slot indicatdd in any
bgacon received in a signalling slot in the prior superframe.

THe announced BP length shall not include more than,mMBPExtension beacon slots after the latest of a,
b,|land c, above. The announced BP length shall noi*éxceed mMaxBPLength. Power-sensitive| devices
ggnerally should not include any beacon slots after the last monitored beacon slot in their anpounced
BR length.

THe BP length reported by a device varies;)as new devices become members of its extended beacon
grpup, and as the device or other devices'in its extended beacon group choose a new beacoi slot for
bgacon slot collision resolution or BR«gontraction.

14.5.3.4 Neighbours

A device shall consider another device to be a neighbour if it has received a beacon from that device
within the last mMaxLostBeacons+1 superframes, and the latest beacon from the device indicated a
BRST aligned with its ewn? If a device has not received a beacon from another device for|the last
mMaxLostBeacons+1_superframes, it shall not consider the device a neighbour. A device shall not
cansider a received-beacon with the Signalling Slot bit set to one as received from a neighbouf.

14.5.3.5 Beacen slot collision

If f device detects a beacon collision as described in 16.5.3.9 it shall choose a different beacop slot for
its| subseguent beacon transmissions from up to mBPExtension beacon slots located after the|highest-
numbered unavailable beacon slot it observed in the last superframe and within mMaxBPLength after
the BPST.

16.5.3.6 Use of signalling slots

If the beacon slot in which a device will transmit its beacon in the current superframe is located beyond
the BP length indicated in any beacon the device received from a neighbour in the previous
superframe, the device shall also transmit the same beacon, except with the Signalling Slot bit set to
one, in a randomly selected signalling slot, except as follows:

- A device should follow recommendations in 16.5.3.11.4, if applicable.

- If a device transmits a beacon in a signalling slot for mMaxLostBeacons+1 consecutive
superframes, it shall not transmit a beacon in a signalling slot in the next mMaxLostBeacons+1
superframes, and it should not transmit a signalling slot beacon for an additional aperiodic interval that
does not exceed mMaxSignalingSlotBackoff superframes
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Subject to the preceding exceptions, a device also may send a beacon in a signalling slot in response
to abnormal conditions, such as failure to receive a beacon from a neighbour that previously did not
include the device's beacon slot in its BP Length, or failure of a neighbour to report reception of the
device's beacon in its BPOIE.

A device may consider a beacon received in a signalling slot as if it were not a received beacon,
except to report reception as required in 16.1.10.7 and to process the Beacon Slot Number field as
required in 16.5.3.3 and 16.5.3.9.

16.5.3. —Reguiredreceptioninterval
An actiye mode device shall listen for neighbours' beacons in the first N beacon slots inneaf
superframe, where N is the greater of its BP Length values for the current and previous superframegs

as definpd in 16.5.3.3. At a minimum, the device shall listen for intervals such that it would:receivd a
frame with a reception time within mGuardTime of the start of any of the N beacon slots.

=y

If a dev|ce received a beacon with invalid FCS, or detected a medium activity that\did not result|in
receptioh of a frame with valid HCS in a signalling slot in the previous superframe, no BP Lendth
adjustment is required, but it shall listen for beacons for an additional mBPExtension beacon slots affer
its BP Igngth indicated in the current superframe, but not more than mMaxBRLength beacon slots.

16.5.3.B Skipping beacon transmission

An actiye mode device shall transmit a beacon in each superframe, €xcept as follows: In order |to
detect beacon slot collisions with neighbours, a device shall skip bgacon transmission aperiodically,
and listgn for a potential neighbour in its beacon slot. A device shall/skip beacon transmission, but rjot
any ass¢ciated signalling slot beacon, at least every mMaxNeighbourDetectionInterval. When a devitce
skips bejacon transmission, it shall act as if the skipped beacer’were transmitted.

16.5.3.

A device¢ shall consider itself involved in a beacon slot collision with another device in its extendgd
beacon proup if one of the following events occurs:

Beacon slot collision detection

- Its beacon slot is reported as occupied in‘the BPOIE in any beacon it receives in the currgnt
superfragme, but the corresponding DevAddr-is neither BcstAddr nor its own DevAddr used in the
previoug superframe.

- Aftgr skipping beacon transmission in the previous superframe, its beacon slot is reported ps
occupieql in the BPOIE in any beaton it receives in the current superframe, and the correspondipg
DevAddf is not BestAddr.

- When skipping beacon _ttansmission in the current superframe, it receives a MAC header of type
beacon frame in its beacon Slot.

- It rgceives a signalling slot beacon aligned with one of its own signalling slots, with the Beacpn
Slot Number field set40 its own beacon slot.

Certain pvents indicate a potential beacon slot collision. A device should consider the possibility of a
beacon [slot cellision and take appropriate action if one or more of the following anomalous events
occurs, pr-occurs consistently over multiple superframes:

- Thedevite's beacon SOt was Teported as occupied and e corresponding DevAddrwas BestAddr
in the BPOIE of a beacon it received in the current superframe, and it sent a beacon in its beacon slot
in the previous superframe.

- After skipping beacon transmission in the previous superframe, its beacon slot is reported as
occupied in the BPOIE in any beacon it receives in the current superframe and the corresponding
DevAddr is BcstAddr.

- When skipping beacon transmission in the current superframe, it receives a PHY indication of
medium activity in its beacon slot that does not result in correct reception of a frame header.

In reaction to events that indicate a potential beacon slot collision, a device should:

- consider itself involved in a beacon slot collision and change slots as required in 16.5.3.5;
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- skip beacon transmission; or
- send a beacon in a signalling slot, subject to requirements in 16.5.3.6.

At a minimum, a device shall execute at least one of these recommended reactions in the next
superframe if in mMaxBeaconSlotCollisionDetectionLatency consecutive superframes one or more of
the anomalous events described above occurs, and the device has not executed a recommended
reaction in those mMaxBeaconSlotCollisionDetectionLatency superframes.

Other events can also indicate a potential beacon slot collision. For example, if a device's beacon slot
is [frequently reported as unoccupied in the BPOIE of a beacon it receives, it could indicate a ¢ollision,
d the device may take action as described above.

.5.3.10 BP contraction

evice shall consider its beacon to be movable if in the previous superframe it\found at I¢ast one
ailable beacon slot between the signalling slots and the beacon slot it indicatés in its beacgn in the
rrent superframe. However, for purposes of BP contraction, a device may. consider an ungccupied
acon slot to be occupied for up to mMaxMovableLatency superframesyif.it detects conditions that
icate contraction into that beacon slot might lead to a beacon slot ‘cellision, such as a previous
acon slot collision or indication of poor link conditions in that beacon.slot.

evice that includes a Hibernation Mode IE in its beacon shall consider its beacon to be non-movable
ring the announced hibernation period.

> o9»r TSTOQ P> L

evice not involved in a beacon slot collision or a BP merge shall shift its beacon into thg earliest
aviailable beacon slot following the signalling beacon slots in the BP of the next superframe, if in each
of|the latest mMaxLostBeacons+1 superframes:

he device's beacon was movable; and

he device did not receive a beacon from a neighbour that indicated a beacon slot after its pwn and
d the Movable bit set to one; and

he device did not receive a beacon from.a neighbour that contained a BPOIE that encoded g beacon

slot after its own as Movable (per Table'80).

However, if in the last mMaxLostBeacons+1 superframes the device received a beacon from a
ndighbour that indicated a BP [Léngth that did not include the device's beacon slot, and tha{ beacon
hgad the Movable bit set to ,one, the device should not change to an earlier beacon slot in fthe next
superframe.

Figure 164 shows somé examples of BP contraction.

«——F—— mMaxBPLength —————— > | «——  mMaxBPLength >
Movable Not Movable
¥ \ \ |
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Figure 164 - lllustration for BP contraction by example device

16.5.3.11 Merger of multiple BPs

Due to changes in the propagation environment, mobility, or other effects, devices using two or more
unaligned BPSTs may come into range. This causes overlapping superframes. A received beacon that
indicates a BPST that is not aligned with a device's own BPST is referred to as an alien beacon. The
BP defined by the BPST and BP length in an alien beacon is referred to as an alien BP.
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Synchronization problems could cause the beacon of a fast device to appear to be an alien beacon.

A

device shall consider a BPST to be aligned with its own if that BPST differs from its own by less than
2xmGuardTime. A device shall consider an alien BP to overlap its own if its BPST falls within the alien
BP or if the alien BPST falls within its own BP. A device shall not consider a beacon that has the

Signalling Slot bit set to one to be an alien beacon.

If a device does not receive an alien beacon for up to mMaxLostBeacons superframes after receiving
one in a previous superframe, it shall use information contained in the most-recently received beacon

as if the alien beacon were received at the same offset within the current superframe.

16.5.3.11.1 Overlapping BPs

If the BRST of a Type A device falls within an alien BP, the device shall relocate its beacon to-the ali
BP accdrding to the following rules:

1. The device shall change its BPST to the BPST of the alien BP.

2.The de¢vice shall follow normal BP join rules as specified in 16.5.1 and 16.5.2 to_relocate its beac
to the jalien BP.

3.The dg¢vice shall not send further beacons in its previous BP.

16.5.3.l1.2 Non-overlapping BPs

If a Type A device detects an alien BP that does not overlap in time with.its own BP, it shall merge B
according to the following rules.

1.The device shall include in its beacon a DRP IE with Reservation Type set to Alien BP for the ali
BP. Since the MAS boundaries may not be aligned, the device may need to include an additior
MAS in the reservation to completely cover the alien BP. If,the device received multiple beacons frg
the alien BP, it shall include all MASs used by the largestreported BP length in the reservation. If t
MASs|occupied by the alien BP change over time, thé device shall update the DRP IE accordingly,

2.The device shall follow start the relocation process to the alien BP, according to 16.5.3.11.3, with
mBPMergeWaitTime if the alien BPST fallsOwithin the first half of the superframe, or with
1.5xmBPMergeWaitTime if the alien BPST falls within the second half of the superframe, but sh
not start the relocation process if a beacon-received in that alien BP includes a BP Switch IE.

A Type |A device that transmits or receives a beacon in its own BP that contains a DRP IE w
Reservdtion Type set to Alien BP shalllisten for beacons during the MASs indicated in the reservatio

A Type B shall not relocate to an alien BP unless the received alien beacon is of Type B with Status S
to Mastgr. When relocating itS"beacon to an alien, the Type B shall use the same procedure as defin
for Type| A device above.

16.5.3.11.3 Beacony€location
If a device starts or_has started the beacon relocation process and receives an alien beacon, it sh
follow these rules:

A. If the glevice-did not include a BP Switch IE in its last beacon, it shall include a BP Switch IE in its beacon
the following superframe with the fields set as follows:

9%
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Al. The device shall set the BP Move Countdown field to minitiaIMoveCountdown.

A2. The device shall set the BPST Offset field to the positive difference in microseconds between t
alien BPST and the device’s BPST. That is, the field contains the number of microseconds that t

he
he

device must delay its own BPST to align with the alien BPST. If multiple alien beacons are received,

the device shall set the BPST Offset field to the largest calculated value.
A3. The device shall set the Beacon Slot Offset field to:

a. One plus the number of the highest occupied beacon slot indicated by any beacon received in t

he
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alien BP, based on the Beacon Slot Number field and BPOIE, minus mSignalSlotCount; or

b. Zero to indicate the device will join the alien BP using normal BP join rules as specified in 16.5.1
and 16.5.2.

B. If the device included a BP Switch IE in its last beacon, it shall modify the BP Switch IE in the following
superframe as follows:

B1. If the elapsed time between the device’s BPST and the following alien BPST is larger [than the
device's BPST Offset field + 2xmGuardTime, the device shall set the BP Move Countdownl|field, the
BPST Offset field, and the Bea con Slot Offset field as described in Al, A27)and A3 above
respectively.

B2. If the elapsed time between the device’s BPST and the following alien BPST is larger [than the
device’'s BPST Offset field - 2xmGuardTime and smaller than the device’s BPST Offset field +
2xmGuardTime, the device shall set the BPST Offset field as describedin-A2. It shall set th¢ Beacon
Slot Offset field as described in A3 if the value in the field would be.increased, or leave it urjchanged
otherwise. It shall set the BP Move Countdown field to one less than-the value used in its lagt beacon
if the Beacon Slot Offset field is unchanged, or set it as described:in Al if the Beacon Slot Offset field
is changed.

If & device receives a neighbor’s beacon that contains a BR~-Switch IE, it shall follow these rulgs:

C.|If the device did not include a BP Switch IE in its last beacon, it shall include a BP Switch IE in its jeacon in
the following superframe with the fields set as follows:

CL1. The device shall set the BP Move Countdown*field to the BP Move Countdown field of the ngighbor’s
BP Switch IE.

C2. The device shall set the BPST Offsebfield to the value of the same field contained in the ngighbor’s
beacon.

C3. The device shall set the Beacon Slot Offset field to:

a. The larger of: one plus the number of the highest occupied beacon slot indicated by any dlien bea-
con received in the alien BP identified by the neighbor’'s BP Switch IE, based on the Begqcon Slot
Number fieldrahd BPOIE, minus mSignalSlotCount; or the Beacon Slot Offset field corftained in
the neighbor’s beacon; or

b. Zero;'to indicate the device will join the alien BP using normal BP join rules as specified|in 16.5.1
and 16.5.2.

D.|Ifthe device included a BP Switch IE in its last beacon, it shall modify the BP Switch IE as follows:

D1. If the BPST Offset field contained in the neighbor’s beacon is larger than the device’'s BPST Offset
field + 2xmGuardTime, the device shall set the BP Move Countdown field, the BPST Offset field, and
the Beacon Slot Offset field as described in C1, C2 and C3 above respectively.

D2. If the difference between the BPST Offset field contained in the neighbor’s beacon and the device’s
BPST Offset field is smaller than 2xmGuardTime, the device shall modify its BP Switch IE as follows:

a. If the Beacon Slot Offset field contained in the neighbor’s beacon is larger than the device’s Bea-
con Slot Offset field, the device shall set the BP Move Countdown field, the BPST Offset field, and
the Beacon Slot Offset field as described in C1, C2 and C3 above respectively.
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b. If the Beacon Slot Offset field contained in the neighbor’s beacon is equal to or smaller than the

device’s Beacon Slot Offset field, the device does not receive alien beacons from the alien BP indi-
cated by its current BPST Offset field, and the BPMoveCountdown field contained in the neigh-
bor’'s beacon is less than the device’s BPMoveCountdown field, then the device shall set the
BPST Offset field as described in C2 above. It shall not change the Beacon Slot Offset field. It

shall set the BP Move Countdown field to one less than the value used in its last beacon.

If a devi
within B

and shdll set the BP Move Countdown field to one less than the value used in its beacon-of t

previoug

If a devi
relocatid
planned

To halt the relocation process, a device shall include a BP Switch IE in its beacon with BPST Offs

field se
minitialN

after sending a BP Switch IE with BPST Offset set to 65535 and BP Move Countdown set to zero, t

device §
continudg

At the e
field eqd
beacon
relocatir
DRP IE
in the bg
Slot Off{
follow th

16.5.3.
After ch

is requifed to send a beacon in_a signalling slot according to 16.5.3.6, it should wait for a randd

number
random
before r

16.5.3.
A device

zero shall set its, BP length to at least the sum of the Beacon Slot Offset field and the BP leng

reported

16.6

Ce included a BP Switch IE in its beacon of the previous superframe and none of the conditio
or D apply, the device shall not change the BPST Offset field or the Beacon Slot Offset\fie

superframe.

Ce includes a BP Switch IE in its beacon, it shall continue to do so until it completes or halts t
n process. If a device receives an alien beacon that indicates relocation\earlier than
relocation, the device shall halt the relocation process.

to 65535, Beacon Slot Offset field set to zero, and BP Move,-Countdown field set
loveCountdown. In following superframes, it shall follow the rules above. In the superfrar

hall remove the BP Switch IE from its beacon, but shall net‘change its beacon slot and sh
to synchronize to current neighbors.

nd of the superframe in which a device includes a BPySwitch IE with a BP Move Countdo
al to zero, the device shall adjust its BPST based-on its BPST Offset field. It may transmif
n that superframe, or delay one superframe to hegin beacon transmission in its new BP. Af

n its beacon. If the Beacon Slot Offset field“was non-zero, the device shall transmit a beac
pacon slot with number equal to its prior.beacon slot number plus the value from the Beac
et field. If this beacon slot number is greater than or equal to mMaxBPLength, the device sh
e normal BP join rules as described:in to relocate its beacon to the alien BP.

11.4 Use of signalling slots/after BP merge

hnging its BPST, regardless.of\whether due to overlapping or non-overlapping BPs, if a devi

of superframes before 'sending a beacon in a signalling slot. The device should choose t
number with equal probability in the range zero to the BP Length declared in its last beac
plocating to the alien/BP.

1.5 BP extension
that receives an alien beacon with a BP Switch IE with Beacon Slot Offset field greater th

in the alien beacon, but not greater than mMaxBPLength.

Distributed reservation protocol (DRP)
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g its beacon to the alien BP, the device shall include neither the BP Switch IE nor the alien BP

bNn
bNn
all
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th

The DRP enables devICES 10 reserve one or more MASS that the deviCe can USe t0 communicaie w

th

one or more neighbours. All devices that use the DRP for transmission or reception shall announce
their reservations by including DRP IEs in their beacons (see Distributed reservation protocol (DRP)
IE). A reservation is the set of MASs identified by DRP IEs with the same values in the Target/Owner
DevAddr, Owner, Reservation Type, and Stream Index fields.

Reservation negotiation is always initiated by the device that will initiate frame transactions in the
reservation, referred to as the reservation owner. The device that will receive information is referred to
as the reservation target.
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16.6.1 Reservation type

Each DRP IE, whether included in a beacon or separately transmitted during explicit DRP negotiation,
specifies a reservation type. A device shall decode all DRP IEs in all beacons received from
neighbours and shall not transmit frames except as permitted by the reservation type. For all
reservation types, a device shall not initiate a frame transaction in a reservation block if that
transaction would not complete pSIFS plus mGuardTime before the end of the reservation block.

Reservation types are defined and summarized in Table 98.

Table 98 - Reservation types

Reservation Type Description Reference
Alien BP Prevents transmission during MASs occupied by an alien BP. 16.6.1.0
Hard Provides exclusive access to the medium for the reservation owner 16.6.1.p
and target.
DCA Reserves time for DCA. No device has preferential access 16.6.1.B
Private Provides exclusive access to the medium for the resepvation owner 16.6.14
and target. Channel access methods and frame exchange
sequences are out of scope of this specification.
Absence Indicates the medium time where the reservation owner returns to 16.5.14
Discovery Channel to find additional device

14.6.1.1 Alien BP reservations

A [device shall announce an alien BP reservation to protect alien BPs as described in 16.5.3.11.2. A
dgvice shall not transmit frames during an aliensBP reservation except possibly to send a beacpn in the
alien BP.

14.6.1.2 Hard reservations

Inla hard reservation, devices other.than the reservation owner and target(s) shall not transmif frames.
Devices other than the reservation.owner shall not initiate frame transactions.

A fevice shall not transmit a data or aggregated data frame in a hard reservation unless the Dglivery ID
fidld is set to a Stream IndeX that is the same as the Stream Index for the reservation and the DestAddr
offthe frame is the same.as the Target DevAddr for the reservation or the DestAddr of the frame
matches the DevAddr.of any target of an established multicast reservation. The reservation owner may
trgnsmit any commangd-or control frame in a hard reservation.

14.6.1.3 DCA“reservations
During a DCAreservation, any device may access the medium using DCA rules.

14.6.1.4>Private reservations

THe channel access method and frame exchange sequences used during a private reservatiof are out
of|the scope of this International Standard. Standard frame formats and frame types shaIITbe used
during a private reservation. In a private reservation, neighbours of the reservation owner and target(s)
shall not transmit frames.

16.6.2 Reservation waveform

Each DRP IE, whether included in a beacon or separately transmitted during explicit DRP negotiation,
specifies the waveform that shall be used for all the frame transactions in the reservation.

16.6.3 Medium access

A device shall not transmit a unicast frame within a reserved MAS in a hard, or private reservation in
the current superframe unless:

— itincluded a DRP |E with the Reservation Status bit set to ONE that included that MAS in its beacon
in the previous superframe;
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— the destination device is a neighbor; and

— the most-recently received beacon from the destination device included a DRP IE with the
Reservation Status bit set to ONE that included that MAS.

A device shall not transmit a multicast frame within a reserved MAS in a hard, or private reservation in
the current superframe unless:

— itincluded a DRP IE with the Reservation Status bit set to ONE that included that MAS in its beacon
in the previous superframe.

16.6.4 [DRP availability IE
The DRI Availability IE identifies the MASs where a device is able to establish a new DRP reservatidn.

The cor:r]bination of information from DRP Availability IEs and DRP IEs allows an owner o determihe
an appr¢priate time for a new DRP reservation.

A deviceg shall mark a MAS unavailable if the device includes it in a DRP IE with the.Reservation Status
bit set tg) one. It shall mark a MAS unavailable if any BP occupies any portion of that MAS, based pn
informatjon in any beacon received in the latest mMaxLostBeacons+1 superframes.

If a neighbour includes a MAS in a DRP IE with a target other than the-device itself, whether the
Reservdtion Status bit is zero or one, the device shall mark the MAS unavailable if one of the followiphg
cases is|true:

a. The device’s transmission in the MAS would interfere with the neighbour’s reception, which entails: (1) the
antenha beam to be used by the device for the new DRP reservation is the same beam that is used|to
transmit a beacon perceived by the neighbour, (2) the Beam Identifier in the neighbour’s DRP IE is alsg|in
the ngighbour’s BPOIE’'s Receiving Beams field corresponding to the same (device’s) beacon, (3) the
neighpour is the target of its reservation or the neighbour's‘reservation is NOT unidirectional, and (4) the
new DRP request is not unidirectional either

b. The ngighbour’s transmission in the MAS would interfere with the device’s reception, which entails (1) the
Bean Identifier in the neighbour’s DRP IE is‘the same as in the neighbour’s beacon perceived by the
device, (2) the Beam Identifier to be used. forithe new DRP reservation by the device also appears in the
device’'s BPOIE’s Receiving Beams field ‘corresponding to the same (neighbour’s) beacon, and (3) the
neighpour is the owner of its reservation or the neighbour’s reservation is NOT unidirectional.

16.6.5 [DRP reservation negtiation

There gdre two mechanisms_used to negotiate a reservation: explicit and implicit. For expligit
negotiatjon, the reservatiop- ewner and target use DRP Reservation Request and DRP Reservatipn
Respongse command frames to negotiate the desired reservation. For implicit negotiation, the
reservagjon owner and\target use DRP IEs transmitted in their beacons. For either negotiatipn
mechan|sm, the reseérvation owner completes the negotiation by including an appropriate DRP IE in Jts
beacon.

A device shall.not negotiate for MASs that are marked as unavailable, unless the MASs are referencgd
only in § DRP'IE with Reason Code set to Denied.

Co for
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non-Type B transmission is detected during the device's beacon period.
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TeStTvatrors if
J

A device shall announce in the MAC Capabilities IE in its beacon whether it is capable of explicit DRP
negotiation. A device shall not initiate an explicit DRP negotiation with devices that do not support it.

A device shall only initiate negotiation for a reservation as the reservation owner.

For reservations of type Alien BP, there is no negotiation with neighbours. A device shall include the
appropriate DRP IE with Reservation Status set to ONE on detection of an alien BP, as specified in
16.6.1.1.

For reservations of type DCA, there is no negotiation with neighbors. A device may select any
available MAS to include in a reservation of type DCA. The device may also select MASs included in a
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neighbor’s reservation of type DCA. The device shall not set the Reservation Status bit to ONE in a
DCA reservation unless it included a DRP IE in its beacon in the previous superframe that identified the
same MASs, with Reservation Type set to DCA and Reservation Status set to ZERO or ONE.

16.6.5.1 Negotiation

When negotiating a reservation, the reservation owner shall set the Target/Owner DevAddr field of the
DRP IE to the DevAddr of the reservation target. It shall set the Reservation Status bit to ZERO and the
Reason Code to Accepted in the DRP IE. For new streams, the Stream Index shall be set to a value
that is currently not used with this Target DevAddr and has not been used as such for
mMaxLostBeacons+1 superframes. To negotiate additional MASs for an existing stream, thg Stream
Ingex shall be set to the value used for the existing stream. The device shall set the Beamldeptifier as
the Beamldentifier in the beacon transmitted to the reservation target.

A reservation owner shall not transmit unicast frames within reserved MASs in a hard; DCA or private
regervation unless it and the recipient included DRP IEs with the Reservation Status bit set tg ONE in
their most-recently transmitted beacons.

When negotiating a reservation, a reservation target shall set the Target/©@wner DevAddr fie]Jd of the
DRP IE to the DevAddr of the reservation owner. The device shall~set the Beamldentifier as the
Bgamldentifier in the beacon transmitted to the reservation owner. If @unicast reservation is gfanted, it
shiall set the Reservation Status bit to one and the Reason Code to<Accepted. If a multicast regervation
is|granted, it shall set the Reservation Status bit to the same, value included in the DRP IE by the
regervation owner, and shall set the Reason Code to Accepted If the reservation is not granted, it shall
set the Reservation Status bit to zero. If the reservation cannot be granted due to a conflict with its own
or|its neighbours' reservations, the reservation target shall set the Reason Code to Confli¢t. If the
regervation cannot be granted due to some interference, the reservation target shall set the| Reason
Cade to Interfered. If the reservation is not granted;’it shall set the Reason Code to Denidd. If the
regervation target cannot grant the reservation immediately, it may set the Reason Code to Pending,
arld deliver a final response later. For a unicast'reservation, the reservation target shall set fhe DRP
Allocation fields to match those in the request. For a multicast reservation, it shall set the DRP
Allocation fields to match the request, orite include a subset of the MASs included in the requégst.

D

14.6.5.2 Explicit negotiation

Tg start explicit DRP negotiationy_the reservation owner shall send a DRP Reservation [Request
command frame to the target device, as defined in 15.6.1.

On reception of a DRP Reservation Request command the reservation target shall send a DRP
Re¢servation Response command, as defined in 15.6.2, to the reservation owner. The fields in the DRP
IE|shall be set according/to 16.6.5.1. If the reservation cannot be granted due to a conflict with its own
or|its neighbours' reservations or interference, the reservation target shall include a DRP Availgbility IE
infthe DRP Reservation Response command frame.

InJa DRP Resérvation Response command frame for a multicast reservation, the reservatign target
shall include)a DRP Availability IE for a Reason Code other than Denied. Final multicast resgrvations
arg estaplished implicitly, as described in 16.6.5.3.

14.6.5:3 Implicit negotiation

Impficit negotaton 1S carried out by ransmitting DRP TE(S) I beacon frames. A Jdevice that supports
the DRP shall parse all beacons received from neighbours for DRP IE(s) whose Target/Owner DevAddr
field matches either the device's DevAddr or a multicast DevAddr for which the device has activated
multicast reception. From this initial selection, the device shall process the DRP IE(s) that are new with
respect to DRP IE(s) included in the most recently received beacon from the same device as a DRP
reservation request or a DRP reservation response.

To start implicit negotiation, a reservation owner shall include a DRP IE that describes the proposed
reservation in its beacon. The device should continue to include the DRP IE for at least
mMaxLostBeacons+1 consecutive superframes or until a response is received.

On reception of a unicast DRP reservation request in a beacon, the reservation target shall include a
DRP reservation response in its beacon no later than the next superframe, with fields set as described
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in 16.6.5.1. If the Reason Code indicates Conflict or Interfered, the reservation target shall include a

DRP Availability IE in its beacon.

As long as the reservation owner includes a unicast DRP reservation request in its beacon, the
reservation target shall continue to include the DRP reservation response in its beacon. The

reservation target shall not change the Reservation Status bit to ONE if there is a reservation confl
with its neighbours.

ict

On reception of a multicast DRP reservation request, a reservation target shall include a reservation

responsg—bBRR A beacenrotaterthanrthene cperframe sa—rember—of-thetarge
multicagt group. The fields in the DRP IE shall be set according to . If the Reservation Status bit,in\
responsg is ZERO, the reservation target shall include a DRP Availability IE in its beacon unless t

A devicq that elects to receive traffic in an already established multicast reservation does hot negotig
the reservation. To join an established multicast reservation that does not conflict withhother existi
reservatjons, a device shall include corresponding DRP IE(s) in its beacon with Reservation Status

set to ONE and Reason Code set to Accepted.

A devicg¢ that cannot join an established multicast reservation because of an ‘availability conflict m
inform the source by including the corresponding DRP IE(s) in its beacon with Reservation Status
set to ZERO, and the Reason Code set to Conflict. The device shall also.include the DRP Availabil
IE in thg beacon.

16.6.5.4 Negotiation conclusion

To conclude negotiation for a unicast reservation, the reservation-owner shall set Reservation Status
ONE in the DRP IE in its beacon after receiving a beacon frem the reservation target that containg
correspgnding DRP |E with Reservation Status set to @NE. To conclude negotiation for a multica
reservatjon, the reservation owner may set Reservation, Status to ONE in a DRP IE in its beacon in t
next sugerframe after transmitting the same DRP IEcwith Reservation Status set to ZERO, regardle]
of responses from potential multicast recipients. If-a reservation conflict exists, the reservation own
shall no{ set the Reservation Status bit to ONE:éxcept as specified in 16.6.7.

16.6.6 |[DRP reservation announceménts

Once nggotiation for a reservation suceessfully completes, the reservation owner and target sh
include DRP IE(s) in their beacons that describe the reservation. Within each DRP IE, the Reas
Code shall be set to Accepted and-the Reservation Status bit shall be set to ONE. The devices sh
include the DRP IEs in each beacon transmitted until the reservation is modified or terminated.

16.6.7 |Resolution of DRP' reservation conflicts

Devices|engaged in independent DRP negotiation could attempt to reserve the same MAS, or due
mobility,| devices could )have reserved the same MAS. A device is considered to conflict with
neighbolir's DRP reservation if a MAS included in the device reservation is also included in t
neighbolir’'s reservation and one of the following cases is true:

a. The ngighout’s transmission in the MAS interferes with the device’s reception, which entails: (1)the Bea
Identifier'in the neighbour’s DRP IE is the same in the neighbour’s beacon perceived by the device, (2) {
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Beam_ldentifier in the device’'s DRP _IE that includes the MAS also appears in the device's BPOIH

F'S

Receiving Beams field corresponding to the same (neighbour’s) beacon, (3) the device is the target of
reservation or the device’s reservation is not unidirectional, and (4) the neighbour is the owner of
reservation or the neighbour’s DRP reservation is NOT unidirectional.

its
its

b. The device’s transmission in the MAS interferes with the neighbour’s reception, which entails: (1) the Beam

Identifier in the device’s DRP IE is the same in thedevice’s beacon perceived by the neighbour, (2) t

he

Beam Identifier in the neighbour’s DRP IE also appears in the neighbour’s BPOIE’s Receiving Beams field

corresponding to the same (device’s) beacon, (3) the neighbour is the target of its reservation or t
neighbour’s reservation is not unidirectional, and (4) the device is the owner of its reservation or t
device’s reservation is NOT unidirectional.

he
he
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A device might detect a conflict during a DRP negotiation or after a reservation has been established.
Reservations of type Alien BP never conflict with other reservations of type Alien BP.

A device shall apply the following rules to a conflict between a DRP IE included in its beacon and
another DRP IE included by a neighbour:

1.
2.

If the device's reservation is of type Alien BP, the device shall maintain the reservation.

If the neighbour’s reservation is of type Alien BP, the device shall not transmit frames in conflicting
MASs. If the device is the reservation target, it shall also set the Reason Code in its DRP IE to

.|If the device is a Type B device, the device shall maintain the reservation

.|If the neighbour is a Type B device, the device shall not transmit frames in conflicting MAS

.|If the device's DRP IE has the Reservation Status bit set to ZERO and the neighbour’'s DR

.|If the device's DRP IE has the Reservation Status bit set to ONE\and the neighbour’'s DR

.|[If the device's DRP IE and neighbour’s DRP IE have the Reservation Status bit set to ZERO

.|If the device's DRP IE and neighbour’'s DRP IE have the Reservation Status bit set to ONE

Conflict.

device is the reservation target, it shall also set the Reason Code in its DRP IE}o-Conflict.

the Reservation Status bit set to ONE, the device shall not set the Resérvation Status bit
and shall not transmit frames in conflicting MASs. If the device is the reServation target, it s
set the Reason Code in its DRP IE to Conflict.

the Reservation Status bit set to ZERO, the device may maintaipn the reservation.

and one of the following conditions is true, the device may maintain the reservation.

a. The device's DRP IE and neighbour’s DRP IE have the Conflict Tie-breaker bit set to the sal
and the device's occupied beacon slot number_isfower than the beacon slot number of the n
or

b. The device's DRP IE and neighbour’s DRP’IE have the Conflict Tie-breaker bit set to differe
and the device's occupied beacon slotnumber is higher than the beacon slot number of the n

of the following conditions is true, the device shall not set the Reservation Status bit to ON
device is the reservation target,.it shall set the Reason Code in its DRP IE to Conflict.

a. The device's DRP IE and neighbour’s DRP IE have the Conflict Tie-breaker bit set to the sa
and the device's occupied beacon slot number is higher than the beacon slot number of the n
or

b. The device’s-DRP IE and neighbour’'s DRP IE have the Conflict Tie-breaker bit set to differe

and the device's occupied beacon slot number is lower than the beacon slot number of the ng

of the_following conditions is true, the device shall not transmit frames in conflicting MASS
remove the conflicting MASs from the reservation or set the Reservation Status to ZER

bs. If the

P |E has
to ONE
hall also

P |E has

.|If the device's DRP IE and neighbour’s DRP IE have the Reservation Status bit set to the saine value

me value
Pighbour;

Nt values
bighbour.

and one
E. If the

me value
bighbour;

Nt values
ighbour.

and one
. It shall
D. If the

device is the reservation target, it shall set the Reason Code in its DRP |IE to Conflict.

a. The device's DRP IE and neighbour’'s DRP IE have the Conflict Tie-breaker bit set to the same value
and the device's occupied beacon slot number is higher than the beacon slot number of the neighbour;

or

b. The device's DRP IE and neighbour’s DRP IE have the Conflict Tie-breaker bit set to different values
and the device's occupied beacon slot number is lower than the beacon slot number of the neighbour.

© ISO/IEC 2011 - All rights reserved

When a reservation owner withdraws a reservation or part of a reservation due to a conflict, it shall
invoke a backoff procedure prior to requesting additional MASs in any reservation. The device shall
initialize the backoff window BackoffWin to mDRPBackoffWinMin. When the backoff algorithm is
invoked, the device shall select a random number N uniformly from [0, BackoffWin-1]. The device shall
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not request additional MASs for N superframes. If a further negotiation fails due to a conflict, the
device shall double BackoffWin, up to a maximum of mDRPBackoffWinMax. After a negotiation
completes, the device shall generate a new backoff N. If a device does not request any MASs for
4xBackoffWin superframes, the device may terminate this backoff procedure and request MASs at any
time unless another conflict occurs.

If a reservation target sets Reason Code to Conflict in any DRP IE in its beacon, it shall include a DRP
Availability IE in the same beacon.

16.6.8 BPRSFreaHgrmen
A devicg that realigns its BPST as described in 16.5.3.11 may assert new DRP reservations_wijth
Reserva P

reservatjons are equivalent if their corresponding Target/Owner DevAddr, Stream‘lindex, apd
Reservdtion Type fields are the same and the number of MASs claimed by the new reServation is lejss
than or ¢qual to the number claimed by the old reservation.

it annoujnced or detected. The device shall not assert DRP reservations withhn\MASs that conflict wjth
reservatjons with Reservation Status equal to ONE announced in the new.BP unless no other MABs
are avallable. Any conflict with existing reservations shall be resolved“according to the procedures
specified in 16.6.7.

16.6.9 [Modification and termination of existing DRP peservations

A reseryation owner may reserve additional MASs for a stream by negotiating an addition to the
reservatjon using a DRP IE with the same Target/Owner DevAddr, Stream Index, and Reservatipn
Type. Ohce negotiation has completed successfully, the reservation owner should combine the DRP
IEs. When combining DRP IEs, the reservation owner, shall set the Reason Code to Modified unti| a
DRP IE |s received from the reservation target that describes the combined reservation.

A reserjation owner may remove MASs from "an established reservation without changing the
Reservz;tion Status bit in the DRP IE. If a reservation owner removes some MASs from an establishgd
reservatjon, it shall set the Reason Code infits DRP IE to Modified until the reservation target hps
changed its DRP IE to match.

A reserpation target may remove tMASs from an established reservation without changing the
Reservdtion Status bit in the DRP-1E"due to a conflict, as described in 16.6.7 or due to reception of a
Relinquish Request IE. If the réservation target is unicast, the reservation owner shall remove the
same MASs from the reservation or terminate the reservation in the current or following superframe|

To termipate a reservation)\the reservation owner shall remove the DRP |IE from its beacon.

If a resdrvation ownef,'changes or removes a DRP IE, the reservation targets shall update or remoje
the corr¢sponding DRP IE from their beacons in the current or following superframe.

To terminate a.reservation, a reservation target shall set the Reservation Status bit to ZERO and the
Reason| Code~to an appropriate value, as if responding to an initial reservation request. The

reservagjon.owner shall terminate the corresponding reservation or set the corresponding Reservatipn
Status b i { :

If a reservation owner or target does not receive a beacon or any other frame from the other participant
in the reservation for more than mMaxLostBeacons superframes, it shall consider the reservation
terminated, and shall remove the corresponding DRP IE(s) from its beacon.

16.6.10 Retransmit procedures in DRP reservations

In a hard DRP reservation block, if the reservation owner transmits a frame with ACK Policy set to
Imm-ACK or B-ACK, but does not receive the expected acknowledgement frame, it may retransmit the
frame within the same reservation block if the reservation block has not been released.

A device shall not retransmit a frame earlier than pSIFS after the end of an expected
acknowledgement, whether or not it receives the expected frame. A device shall not retransmit a frame
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in the current reservation block if there is not enough time remaining in the reservation block for the
entire frame transaction.

16.7 Coexistence and interoperability

This clause specifies mechanisms to prevent potential interference among devices of different types
and to facilitate transmission between devices of different types.

16.7.1 Coexistence

A Type B device shall send dual-beacon to announce its DRP reservation.

When it is required to transmit a dual-beacon in this specification, a Type B device shall.|select a
bgacon slot according to the rules specified in 16.5.3 and 16.7.2. The Type B device shall'transmit a
Tylpe B beacon with Status set to Ready and a Type A beacon of the same payload withr Statyis set to
Dyal separated by MIFS in the selected beacon slot. The timing of the dual beacohing is spegcified in
Figure 165.

Type B

beacon [€WIFSP» Type A Beacon

v

««—mBeaconSlotLength~~——>

Figure 165 - Timing of'a dual beacon

14.7.2 Interoperability

Interoperability between different types of devices is accomplished using Master-Slave operafion. The
MEPr shall select a channel to exchange MSDUs using the explicit channel selection procegs before
the master device starts the transmission‘of Type A beacons with the Status set to Ready in a channel.
If the master device has already started-or joined a beacon group by transmitting Type A beagons in a
sellected channel, the slave device shall switch to the selected channel as indicated in the [Channel
ange IE in the Type A discovery frame sent by the master device. A Type A device shall discover
additional slave devices as specified in 16.7.2.1, if there is sufficient medium time available fpr frame

exchange of discovery block set (as specified in 16.3.2.2).

14.7.2.1 Discoveryof slave devices in a data channel

After starting the transmission of Type A beacons with Status set to Ready in a channel, g Type A
dgvice shall make.a’DRP reservation of type Private to transmit Type A Discovery Blocks if there are
MASs available).The Type A device shall scan for responses to the transmitted Type A Dliscovery
blpcks as speeified in 16.3.2.2. If a Type B discovey frame with Status set to Response is feceived

cdrrectly inva’/channel, the Type A device shall start a Type A-B MSPr following the procedure $pecified

A [Type A device may adjust the reservation used for transmission of a DBS to release the feserved
A O ) ransily Ol. Nne vobe A deviCce Inay elrminate al ex Nng reservatior Jsed fOf
transmission of a DBS, if all MASs are needed for data transmission.

16.7.2.2 Type A-B MSPr

After starting the transmission of Type A beacons in a channel, a Type A master device shall make a
DRP reservation of type Private to transmit B-Poll frames in every superframe. The Type A device shall
follow the same rules specified in 16.5.3 to select a beacon slot for its Type B slave device to send its
dual-beacon and indicate the timing of the selected beacon slot in the B-Poll frame it sends. The Type
A master shall indicate the selected slot as Occupied in the BPOIE in the Type A beacon it sends
before sending the B-Poll frame in the current superframe.

After a Type B slave device switches to a selected channel to exchange MPDUs with its master, the
Type B device shall not transmit any frames until it receives a B-Poll frame from the Type A master
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device. The Type B device shall send a B-Poll Response frame a SIFS after the reception of a B-Poll
frame. In addition, the Type B device shall transmit a dual-beacon at the time indicated in the received
B-Poll frame.

16.8 Synchronization of devices

Each beaconing device shall maintain a beacon period start time (BPST). The device shall derive all
times for communication with its neighbours based on the current BPST. The device shall adjust its
BPST in order to maintain superframe synchronization with its neighbours, through the reception of
neighbours' beacons. Since a Type B device cannot decode beacons transmitted by Type A devices,
the Typp B device cannot determine timing information needed for synchronization with Type|A
devices] Therefore, a Type A device shall always synchronize with its slowest Type B neighbeur if it
has any} The Type A device determines the difference between the actual reception timé jand the
expectef reception time of the mode-A0 beacon transmitted by a Type B device. The beacon's actyal
receptioh time is an estimate of the time that the start of the beacon preamble arrived atthe receivihg
device's|antenna. The expected reception time is determined from the Beacon Slot Number field of the
received beacon and the receiving device's BPST. If the difference is positive, thén the neighbour]|is
slower. Ptherwise, the neighbour is faster. A Type A device that synchronizes with’a Type B device i a
referred|to as a forced synchronization device. A forced synchronization device shall set the Forcgd
Sync fie|d of each transmitted beacon to ONE.

If a Type A device is not a forced synchronization device and receives Type A beacons only from Type
A neighbours, the device shall synchronize with a neighbour that is a‘forced synchronization. If none|of
the Type A device's neighbours is forced synchronization device,the Type A device shall synchronige
with its $lowest neighbour. A Type B device shall synchronize with its slowest Type B neighbour.

To mainfain superframe synchronization with a slower neighbour, the device shall delay its BPST py
the diffgrence. To maintain superframe synchronization~with a faster neighbour, the device shgll
advancq its BPST by the difference. Any adjustment_of‘the BPST shall be limited to a maximum |of
mMaxSynchronizationAdjustment per superframe.. #Fhe adjustment to BPST may occur at any time
following the detection of a slower device, but shall\be done before the end of the superframe.

A devicg shall not use a beacon with the Signalling Slot bit set for synchronization. If a device does rjot
receive [a beacon from a neighbour, the:device may use historical measurements to estimate the
impact ¢n superframe synchronization @nd increment its BPST accordingly. This estimate may pe
applied for up to mMaxLostBeacons, consecutive superframes. Beacon transmit time and measurgd
beacon feceive time shall be accurate to at least mClockResolution.

A Type B device that is operating in the slave mode shall derive all times for communication with jts
master from the B-Poll frames transmitted by the master device.

16.8.1 [Clock accuracy

MAC sublayers shall maintain a clock at least as accurate as mClockAccuracy. All time measurements,
such as|MAS boundary and frame reception time measurements, shall be measured with a minimym
resolutign of mCfockResolution.

16.8.2 | Syn'Chronization for devices in hibernation mode

Devices| innhibernation mode may become unsynchronized beyond the mGuardTime value duripg
hibernaton. A device M hibernation mode shalt wake up at feast one Superframe before T wiltsend a
beacon and shall synchronize to the slowest clock in the beacon group during this superframe.

16.8.3 Guard times

Due to inaccuracy in the superframe synchronization and drift between synchronization events, the
MAS start times of different devices are not synchronized perfectly. To ensure a full SIFS interval
between transmissions in adjacent MASs, the devices shall maintain a SIFS interval and guard interval
at the end of a reservation block. Guard times apply to all boundaries of DRP reservation blocks and
BPs.

Figure 166 is an illustration of how a device uses the guard interval to maintain a SIFS interval
between transmissions in adjacent reservation blocks. The length of the guard interval, mGuardTime,
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depends on the maximum difference between devices' MAS boundary times. The difference arises
from synchronization error and drift. The guard time is determined as follows:

Slower DEV
MAS boundary

Slower DEV TX SIFS | Guard

Faster DEV
MAS boundary

Faster DEV.FX

Figure 166 - Guard time

mGuardTime = MaxSynchronizationError + MaxDrift (82)

where MaxSynchronizationError is the worst.case error in superframe synchronization and MaxDrift is
the worst case drift. Synchronization is achieved during the BP as described in 16.6. For purposes of
ddtermining guard time, MaxSynchronizationError is calculated as twice mClockResolution. Drift is a
fupction of the clock accuracy and the-time elapsed (Synchronizationinterval) since a synchrgnization
evlent. The maximum drift, MaxDprift,vis calculated using the worst case value for clock gccuracy,
mglockAccuracy, and the longest Synchronizationinterval:

MaxDrift = 2 x. mClockAccuracy (ppm) x 1E-6 x Synchronizationinterval (83)

where Synchronizationlnterval = (mMaxLostBeacons+1) x mSuperframeLength. Propagation delay will
alg$o affect timing mgncertainty, but in a short-range network propagation delays are small. At 10 m
rahge, the propagation delay is around 33 ns. This is much smaller than mClockResolution Jand it is
ignhored in calcutating the length of the guard interval.

A fevice transmitting in a reservation block may start transmission of the preamble for the firstiframe at
the point where it calculates the start of the reservation block to be based on its local clock. Fgr frames
that use'No-ACK or B-ACK acknowledgement policy, the transmitting device shall ensure thaf there is
enough time remaining in the reservation block to transmit the frame and allow for a S|FS plus
mGuardTime before the end of the reservation block as calculated by that device.

Start of End of

———— . I
reservation block

reservation block

SIFS SIFS
Frame or Frame or Frame SIFS | Guard
MIFS MIFS

Figure 167 - SIFS and guard time in a DRP reservation block - No-ACK
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If Imm-ACK is used, or a B-ACK is requested by the last frame, the transmitting device shall also
ensure there is enough time for a SIFS interval, the ACK, another SIFS interval, and the guard time, as
shown in Figure 168. A device shall be able to receive a frame that is transmitted within the bounds of
allowable transmission, accounting for the worst case drift. A device shall begin listening mGuardTime
prior to the start of a DRP reservation block, the start of a BP, or the start of a MAS in which the device
announced it would be available.

Start of End of
reservation block reservation block

Frame | SIFS | ACK | SIFS | Frame | SIFS | ACK | SIFS | Frame | SIFS | ACK | SIFSq|.Guard

Figure 168 - SIFS and guard time in a DRP reservation block - Imm-ACK

16.9 |[Fragmentation and reassembly
A source device may fragment each MSDU/MCDU.

A device shall not fragment any MSDU/MCDU to more than mMaxFragmentCount fragmenis.
Fragmemts may be of varying sizes. Once the MSDU/MCDU is fragmented and a transmissipn
attempted, the device shall not refragment the frame. The device~shall not create frame fragments
smaller than mMinFragmentSize.

The deyice shall set the Fragment Number field in the first fragment to zero. It shall set each
subsequent fragment to the Fragment Number field in the previous fragment plus one. The device shpall
not incr¢gment the Fragment Number field when a fragment'is retransmitted.

A devicp shall assign the same Sequence Number, te;all fragments of an MSDU/MCDU.

The deVice shall completely reassemble an MSDU/MCDU in the correct order before delivery to the
MAC clig¢nt. The device shall discard any MSDU/MCDU with missing fragments. If the No-ACK policy]is
used, the recipient device shall discard.- anr MSDU/MCDU immediately if a fragment is missir|g.
Otherwige, a recipient device shall discard-the fragments of an MSDU if the MSDU is not completgly
received within an implementation-dependent timeout.

If B-ACK is used, unacknowledgedfragments from multiple MSDUs belonging to the same stream mpy
be retrahsmitted in the same séquence. In this case it is the responsibility of the recipient device|to
deliver the MSDUs in the corfect order to the MAC client.

If a sourge device discards afragment of an MSDU/MCDU, the device shall discard all fragments of the
MSDU/NICDU.

16.10 [Aggregation
A transmitter may/aggregate multiple MSDUs with identical Delivery ID into a single data frame.[A
device ghall, aggregate no more than mAggregationLimit MSDUs into an aggregated data frame. The
aggregared data frame format (15.2.2) shall be used in frame transactions that employ aggregation.

A source device Inifiates the use of an aggregafion mechanism with a recipient device for frames either
from the same stream or of the same user priority. If the recipient device accepts use of the
aggregation mechanism, it indicates the maximum number and size of the frames it can buffer. The
source device includes a number of MSDUs in the aggregated frame, limited by the announced buffer
size and maximum number of frames.

On receipt of such an aggregated frame that requires an acknowledgement, the recipient device
returns a B-ACK frame giving feedback on the MSDUs received and indicating the buffer space
available for the next aggregated frame.

A source device may invoke multiple instances of the aggregation mechanism with the same recipient
device, each for a different stream or user priority. A source device may also invoke the aggregation
mechanism with multiple recipient devices.
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A source device may transmit an aggregated frame to any potential recipient device advertising
aggregation capability in its MAC Capabilities IE. A source device shall initiate use of the aggregation
mechanism by transmitting an aggregation request frame from the same stream or of the same user
priority. An aggregation request frame is a data frame with Aggregation Request set to ONE and Ack
Policy set to B-ACK Request. After transmitting the aggregation request frame, the source device shall
follow the rules of operation as described below.

When receiving an aggregation request frame from a source device for a specific stream or user
priority, the recipient device shall respond as follows:

» | To acknowledge receipt of the frame but reject the request for starting transmission of a new_aggregation
frame, the recipient device shall respond with a B-ACK frame with no frame payload.

» | To accept the request for starting transmission of a new aggregation frame, the recipjent deyice shall
respond with a B-ACK frame with a frame payload indicating the allowed maximumsize (in frgmes and
octets) for the next aggregation frame. The recipient shall acknowledge the receivedframe by indicating its
reception in the acknowledgement window.

Affer transmitting the aggregation request frame , the source device expects‘to receive a B-AGK frame
injresponse and takes one of the following actions:

« |If the source device does not receive a B-ACK frame, it shall assume that the recipient devicg did not
receive the request frame. To continue operation, the source device shall retransmit the requgst frame
using medium access rules as described in 16.6.

« | If the source device receives a B-ACK frame with no frame ‘payload, it shall treat the transmitted [frame as
received and consider this use of the aggregation mechanism to be rejected.

« |If the source device receives a B-ACK frame with a-frame payload and with either Frame Count|or Buffer
Size set to zero, it shall process the acknowledgement as described below. To continue rgquesting
aggregation operation, the source device shall;do one of the following: (1) if the frame was ind|cated as
received correctly, the source shall transmit‘a-hew frame or a frame with zero payload with Aggregation
Request bit set to ONE and ACK Policy s€t to B-ACK Request. (2) Otherwise, the source shall retransmit
the same aggregation request frame.

« |If the source device receives a B=ACK frame with a frame payload containing non-zero valueq for both
Frame Count and Buffer Size, then'it shall process the acknowledgement as described below.

THe source device processes-hie B-ACK frame acknowledgement as follows:

e |MSDUs being held for retransmission with a sequence number earlier than the one indicated by the
Sequence Control field.were not received correctly from the reception of the last aggregated sequgnce, but
shall not be retransmitted.

* |MSDUs being held for retransmission with sequence and fragment number within the acknowlgddgement
window (specified by the Sequence Control field and the Frame Bitmap field) with corresponding|bit set to
one werge received and shall not be retransmitted.

» | OtheMSDUs being held for retransmission should be retransmitted in the next aggregated frame}, ordered
by.increasing sequence and fragment numbers.

After receiving a B-ACK frame with non-zero values for Frame Count and Buffer Size, the source
device may transmit a new aggregated frame. The total number of MSDUs included in the new
aggregated frame shall not exceed the Frame Count value specified in the B-ACK frame and the sum
of the lengths of the frame payloads shall not exceed the Buffer Size value specified in the B-ACK
frame. Within an aggregated frame, the MSDUs shall be ordered by increasing sequence and fragment
numbers. Due to retransmissions, this ordering might not hold from one aggregated frame to the next
and MSDUs transmitted in an aggregated frame might not have consecutive sequence and fragment
numbers.

When the recipient device receives a frame with Frame Type set to Aggregation data frame and ACK
Policy set to B-ACK Request, it shall respond using SIFS with a B-ACK frame. To continue operation,
the B-ACK frame shall contain a frame payload. If the recipient device receives a frame with a valid
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HCS but an invalid FCS and with ACK Policy set to B-ACK Request, the device shall also respond with
a B-ACK frame with a frame payload. Within the B-ACK frame payload, the recipient device shall set
the Frame Count and Buffer Size fields to limit the size of the next sequence of frames. If any subframe
in the received aggregated frame has an invalid FCS and has not timed out, the recipient device shall
also set the Sequence Control and Frame Bitmap fields to indicate to the source device which frames
should be retransmitted.

A recipient device may implement a timeout that indicates when to stop waiting for missing frames,
allowing some MSDUs to be released to the MAC client and the buffer resources to be freed.

16.11 |Channel bonding

A device may use channel bonding as described in 10.2.2.6 to exchange MPDU or MSPUs wijth
devices [that also support channel bonding. The device shall access the bounded channel as.actessipg
an unbounded channel defined in this clause, except for transmission of beacon frames,

When using channel bonding, a device shall transmit beacons in a designated beaconing channel. Hor
each bopded channel, the designated beaconing channel shall be selected as given in Table 99 onply
as defined in 16.5. The device shall include a CBOIE in its beacons that déescribes the proposgd
bonded phannels as defined in 15.9.9.

Table 99 - Designated beaconing channels for bonded channels

Bonded Channel BAND_ID Designated.beaconing
channel'BAND_ID
5 2
6 3
7 3
8 3
9 3
10 3

Before accessing any of the channels, 1, 2 or 4, a device shall scan for beacons in all designatged
beaconipg channels for which/their corresponding bonded channels overlap that channel along the
directior] determined by the antenna training in 16.18. If a CBOIE with Status set to One is included|in
the recejved beacons during the scan, the device shall consider the channels indicated in the Bondgd
Channel Bitmap field.of'the CBOIE busy and shall not access those channels, except the designated
beaconipg channel,

A device shall_.not initiate or accept channel bonding unless the channels to be bonded, excluding the
designafed“heaconing channel, are free of any transmission along the direction determined by the
antennaltraining.

A device shall not initiate or accept a new channel bonding unless the new bonded channel is identical
to the existing bonded channel initiated or accepted by the device. Two bonded channel are
considered identical if they are composed of the same channels.

To initiate channel bonding, a source device shall include a CBOIE that describes the proposed
bonded channel with Status set to Zero in its beacon. The device should continue to include the CBOIE
for at least mMaxLostBeacons+1 consecutive superframes or until a response is received.

A recipient device shall include a CBOIE in its beacon no later than the next superframe after receiving
a CBOIE with Target DevAddr field matches the device's DevAddr. If the channels indicated by the
Bonded Channel Bitmap field of the received CBOIE are available for channel bonding as describe
above, the recipient device may set the Status to One in the CBOIE. Otherwise, the device shall set the
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Reason Code to an appropriate value as described in Table 91. A source device shall not change the
Status in the CBOIE from Zero to One until the recipient device has set the Status to One in the CBOIE
in its beacons. The recipient device shall include the CBOIE in its beacons until the source device
removes CBOIE from its beacons regardless of the value of Bonding status field in its CBOIE.

16.12 Acknowledgement policies

This Clause defines three acknowledgement policies: no acknowledgement (No-ACK), immediate
acknowledgement (Imm-ACK) and block acknowledgement (B-ACK).

A eV tattact I . N— r - Cv-tat . m-ACK
or[B-ACK Request and DestAddr set to the DevAddr of this device. The device shall acknowlg¢dge the

regception without regard to security validation. A device that receives a frame with a higher |Protocol
Vdrsion than it supports shall discard the frame without acknowledgement.

A fdevice shall not set ACK Policy of any aggregated MAC frames to Imm-ACK, or'B-ACK.

14.12.1 No-ACK

A [frame with ACK policy set to No-ACK, as defined in 15.2.3.3, shall not be acknowledgefl by the
retipient. The transmitting device MAC sublayer assumes the frame has.been successfully trahsmitted
and proceeds to the next frame upon completion of current frame. Alt.broadcast and multicast frames
shiall have ACK Policy set to No-ACK.

14.12.2 Immediate ACK
On reception of a frame with ACK Policy set to Imm-ACKgna device shall respond with an Imm-ACK
frgme, as defined in 15.5.1, transmitted pSIFS after the end of the received frame.
14.12.3 Block ACK

ThHe B-ACK mechanism allows a source device to transmit multiple frames and to receive |a single
agknowledgement frame from the recipient indicating which frames were received and which| need to
bg retransmitted.

A [source device initiates the use of the, BSACK mechanism with a recipient device for framgs either
frgm the same stream or of the same\usér priority. If the recipient device accepts use of th¢ B-ACK
mechanism, it indicates the maximum-aumber and size of the frames it can buffer. The sourcg device
trgnsmits a sequence of frames toJthe recipient, each from the same stream or of the same user
priority, limited by the announced buffer size and maximum number of frames. The initial framgs in the
sequence are all transmitted with ACK Policy set to B-ACK. The final frame in the seqlience is
trgnsmitted with ACK Policy set to B-ACK Request. On receipt of such a frame, the recipiert device
refurns a B-ACK frame\giving feedback on the frames received and indicating the buffer space
aviailable for the next‘!ByACK sequence.

A [source device'may invoke multiple instances of the B-ACK mechanism with the same recipient
dgvice, each for-a different stream or user priority. A source device may also invoke thg B-ACK
mechanism-with multiple recipient devices.

14.12.3 1" Initiation

A [solrce device may activate the B-ACK mechanism independently for any stream or usef priority
traffie’ to _any potential recipient device advertising B-ACK capability in its MAC Capabilities IE. A
source device shall initiate use of the B-ACK mechanism by transmitting a frame with ACK Policy set to
B-ACK Request to the recipient device. A source device shall use a dedicated Sequence Number
counter for each stream or user priority traffic using the B-ACK mechanism with a recipient. After
transmitting the frame, the source device shall follow the rules of operation as described in 16.12.3.2.

When receiving a frame with ACK Policy set to B-ACK Request from a source device for a stream or
user priority traffic not currently using the B-ACK mechanism, the recipient device shall respond as
follows:

- To acknowledge receipt of the frame but reject the request for starting a new instance of B-ACK
mechanism, the recipient device shall respond with a B-ACK frame with no frame payload.
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- To accept the request for starting a new instance of B-ACK mechanism, the recipient device
shall respond with a B-ACK frame with a frame payload indicating the allowed maximum size (in
frames and octets) for the next B-ACK sequence. The recipient shall acknowledge the received frame
by indicating its reception in the acknowledgement window.

A recipient device may also accept a request to use the B-ACK mechanism even if the request frame
has an invalid FCS. To accomplish this, the recipient device shall respond with a B-ACK frame with a
frame payload that indicates the allowed maximum size for the next B-ACK sequence, but without
acknowledgement of the frame with the invalid FCS.

A recipiJant device, even though it advertises B-ACK capability in its MAC Capabilities IE, may reject a
request fo use the B-ACK mechanism for any reason, including a temporary unavailability of reSeurcgs
or a lengthy setup process requiring a delayed start time. Thus, after being rejected, a source’devige
may kedp trying to initiate use of the B-ACK mechanism by sending the next frame with ACK-Policy det
to B-ACK Request.

16.12.3.2 Operation

After trahsmitting a frame with ACK Policy set to B-ACK Request, the source device expects to receiye
a B-ACHK frame in response and takes one of the following actions:

» If the|source device does not receive a B-ACK frame, it shall assume that-the recipient device did not
receiye the request frame. To continue B-ACK operation, the source device shall retransmit the request
fram¢g with the same ACK Policy using applicable medium access rules’as described in 16.6.

» If the|source device receives a B-ACK frame with no frame payload, it shall treat the transmitted frame jas
receijed and consider this use of the B-ACK mechanism to be tetminated.

» If the|source device receives a B-ACK frame with a frame payload and with either Frame Count or Buffer
Size pet to zero, it shall process the acknowledgement.as described below. To continue the B-ACK
opergtion, the source device shall retransmit thetrequesting frame with the same ACK Poligy,
independently of whether the frame was indicated as¥éceived or not. If the requesting frame was indicatgd
as regeived, the source device alternatively may transmit a zero-length payload frame with the same
Sequence Control and Delivery ID to the recipient device.

» If the|source device receives a B-ACK frante with a frame payload containing non-zero values for bgth
Framg Count and Buffer Size, then it shall’process the acknowledgement as described below. To continue
the BFACK operation, the source.device shall send frames with ACK Policy set to B-ACK or B-ACK
Request as described below.

The soufce device processes-theB-ACK frame acknowledgement as follows:

* Frames being held for_retransmission with a sequence number earlier than the one indicated by the
Sequence Control field.were not received in the last B-ACK sequence, but shall not be retransmitted.

» Frames being helddor retransmission with sequence and fragment number within the acknowledgement
windgw (specified'by the Sequence Control field and the Frame Bitmap field) with corresponding bit set|to
ONE were received and shall not be retransmitted.

e Othen frames being held for retransmission should be retransmitted in the next sequence, ordered [py
increasing sequence and fragment numbers

After receiving a B-ACK frame with non-zero values for Frame Count and Buffer Size, the source
device may transmit a sequence of frames. Each sequence of frames shall consist of zero or more
frames with ACK Policy set to B-ACK followed by a single frame with ACK Policy set to B-ACK
Request. The total number of frames shall not exceed the Frame Count value specified in the B-ACK
frame and the sum of the lengths of the frame payloads shall not exceed the Buffer Size value
specified in the B-ACK frame. The sequence of frames may be transmitted in multiple DRP reservation
blocks and may be interleaved with frames to other recipients or of other streams or user priorities,
subject to all the medium access rules. Within a sequence, the frames shall be ordered by increasing
sequence and fragment numbers. Due to retransmissions, this ordering might not hold from one
sequence to the next and frames transmitted within a sequence might not have consecutive sequence
and fragment numbers.
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When the recipient device receives a frame with ACK Policy set to B-ACK Request, it shall respond
using SIFS with a B-ACK frame. To continue operation, the B-ACK frame shall contain a frame payload.
If the recipient device receives a frame with a valid HCS but an invalid FCS and with ACK Policy set to
B-ACK Request, the device shall also respond with a B-ACK frame with a frame payload. Within the B-
ACK frame payload, the recipient device shall set the Frame Count and Buffer Size fields to limit the
size of the next sequence of frames. It shall also set the Sequence Control and Frame Bitmap fields to
indicate to the source device which frames should be retransmitted.

A recipient device may implement a timeout that indicates when to stop waiting for missing frames,
allowing some MSDUs to be released to the MAC client and B-ACK buffer resources to be [freed. A
regcipient device may also implement a timeout to expire an instance of the B-ACK mechanism that
appears to be inactive.

14.12.3.3 Termination

To terminate use of the B-ACK mechanism, the source device shall transmit*a frame from the
afpropriate stream or of the appropriate user priority to the recipient device with ACK Poli¢y set to
arlything other than B-ACK or B-ACK Request.

THe recipient device may terminate use of the B-ACK mechanism by responding to a frame With ACK
Pqlicy set to B-ACK Request with a B-ACK frame with no frame payléad-

14.13 Probe

THe Probe IE and Application-specific Probe IE may be used in beacons and probe commands to
refluest one or more IEs from the target device identified in the probe IE. Target devices| are not
refluired to respond with all requested IEs. If a target device supports the Probe command frame for
orle or more IEs, it shall set the Probe bit in its MAC Capabilities IE to ONE, or otherwise it shall set the
bi{ to ZERO.

A pevice shall include a MAC Capabilities IE or a,PHY Capabilities IE in its beacon if it is the ffarget of
a |Probe IE received in a beacon that includes the MAC Capabilities IE Element ID or fhe PHY
Capabilities IE Element ID, respectively.

On reception of either probe IE in a beacon, a target device shall include a response in its bdacon for
the next mMaxLostBeacons superframes.

On reception of either probe IE-in"a Probe command frame, a target device should respond with a
Probe command frame addressed to the sender within one superframe or include a response in its
bgacon for the next mMaxLastBeacons superframes.

Inthe Probe commandframe or beacon, the target device shall include:

« | A Probe IE, with Target DevAddr set to the DevAddr of the requester, that includes no Requested Element
IEs to reject the probe; or

« | One or morerequested IEs.

16.14 Mivti-rate support

In[device discovery (16.3) or antenna training, device shall transmit beacons or control framgs using
orleCoef discovery modes as specified in 10.2.5.

In frame exchange other than device discovery or antenna training, a device shall transmit beacons
using one of common PHY modes according to its device type, hence at the rate of the corresponding
mode. More specifically, in a BP, a Type A device shall transmit beacon using mode-AO0; while a Type B
device shall transmit its beacons using both mode-A0 and mode-B0 (dual beaconing).

Devices shall transmit non-beacon frames only at data rates supported by the intended recipient,
based on information from the recipient's PHY Capabilities IE.

A recipient device may suggest the optimal data rate to be used by a source device, for example, to
increase throughput and/or to reduce the frame error rate using explicit or implicit transmit rate control
(TRC) mechanisms. For explicit TRC, the recipient sends the TPRC command frame to the source
device. In addition, a source device may send a Link Feedback Request command frame to request a
recipient device provide feedback on the quality of the link. The recipient sends a Link Feedback
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Response command frame to the source device SIFS after the reception of a Link Feedback Request
command frame from the source device. For implicit TRC, the recipient includes a Link Feedback IE in
its beacon. The data rate in the Link Feedback IE or the received link feedback command frame should
be interpreted as the maximum data rate that the source device should use for this particular link, for
an acceptable frame error rate. The source device should either follow the recommendation, or
determine a data rate based on the received feedback on the quality of the link, which should not
exceed the data rate recommended in the received Link Feedback command frame. The method to
determine the optimal data rate in the recipient is beyond the scope of this International Standard.

16.15 |Transmit power control (TPC)

A device shall not transmit frames at a higher transmit power level than that used for its most-recent
transmitfed beacon.

y

A recipignt device may recommend a transmit power level change to be used by a source‘device usipg
explicit ¢r implicit TPC mechanisms. For explicit TPC, the recipient sends a TPRC command frame|to
the source device to recommend transmit power change. In addition, a source device may send a Lihk
Feedbag¢k Request command frame to request a recipient device provide feedbagk‘on the quality of the
link. The recipient sends a Link Feedback Response command frame to the squrCe device SIFS affer
the reception of a Link Feedback Request command frame from the source\device. For implicit TPC,
the recipient includes a Link Feedback IE in its beacon to recommend, change in transmit power.| A
device that receives a Link Feedback IE or a Link Feedback commandframe should either follow the
recommgndation of change, or should determine its transmit poweér based on the feedback on the
quality df the link in the received Link Feedback Response. The method to determine transmit power|is
out of tHe scope of this International Standard, but the recipient device might use the signal to noige
ratio, regeived signal strength, frame error ratio or other patameters to determine the transmit power
change.

16.16 [Power management mechanisms
This Clguse specifies the power management mechanism of a device during its various operational
modes. Part of this clause should be considered as‘informative.
16.16.JPower management modes

A devicg may be in one of two power management modes during a superframe.

16.16.1.1 Active Mode

In the ag¢tive mode the device sends and receives beacon frames in the current superframe. A devige
in activg mode may switch betwgen two power states during a superframe:

(a) Awalke: device is able to-transmit or receive frames.

(b) Sleep: device does nétitransmit or receive frames. Most of its Tx and Rx units are turned-off to saye
power eikcept the timifig/and control units that should recover the system in relatively short time. The
peer deyice(s) are not informed of the device transition to Sleep state.

16.16.1.2 Hibhernation Mode

In the hlbernation mode the device does not send or receive beacons or other frames in the currgnt
superframey however, a device shall announce in previous superframe(s) that it plans to enter the
hibernatiom mode.

16.16.2 Power state transitions at active mode
16.16.2.1 Power state transition from awake to sleep state

During the discovery process (device discovery, Antenna training or association), a device shall not
switch to Sleep state.

A device may switch to Sleep state in the following cases:
1. After the end of BP till beginning of its first DRP reservation block in the current superframe.
2. Between two DRP reservation blocks in the current superframe

3. The device completes its DRP session in the current superframes.
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A device may transmit a frame with Access field set to ONE and More Frame field set to ZERO to
indicate the last frame in current DRP. And a device may transmit a frame with Access field set to
ZERO and More Frame field set to ZERO to inicate that the device has no more frames to transmit in
current superframe.

16.16.2.2 Power state transition from sleep to awake state
A device shall transient from Sleep to Awake state according to the following rules:
(1) A device shall be in the Awake state mGuardTime prior to its BPST in every superframe to

pgrtTipate 1 the transmission and receptiorr of beacons. ... |

(2) If a device has any pending frame to be transmitted in DRP reservations in the current.supgerframe,
it shall be in Awake state mGuardTime prior the start of each relevant DRP reservation block tg start its
trgnsmission.

(3) If a device expects to receive transmissions from other devices in a DRPrreservation hlock, as
inglicated in the beacons of those devices, it shall be in Awake state mGuardTime prior to the start of
the reservation block for the reception of the planned transmission.
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Figure 169 - Power state transition for devices in active mode

Figure 169 illustratés‘the power state transition for devices in active mode.

(a) DEV A is a)xdevice that has pending frames to be transmitted in a DRP reservation blo¢k in the
current superframe.

(b) DEV<B~is a device that is expecting to receive a planned transmission from DEV A i a DRP
regervation block in the current superframe.

(e d is not

expecting any planned transmission from other devices.

16.16.3 Hibernation mode operation

A device using hibernation mode shall transient to and from hibernation mode according to the
following rules:

(1)The device shall signal its intent to go into hibernation mode by including a Hibernation Mode IE in
its beacon, as defined in 15.9.15. The Hibernation Duration field in the Hibernation Mode IE shall
contain a non-zero value that specifies the duration of the hibernation period.

(2) The device may signal its intent to go into hibernation mode in several superframes. The value of
the Hibernation Countdown field in the Hibernation Mode IE shall be set to indicate the number of
remaining superframes before the device enters hibernation mode. In each successive superframe,
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the device shall reduce the value of the Hibernation Countdown field by one. If this field is set to
zero, the device enters hibernation mode at the start of the next superframe.

(3) During hibernation mode, the device shall not send a beacon or other frame. The device should
terminate all established DRP reservations before entering hibernation.

(4) A device may leave hibernation mode prior to the end of its announced hibernation period by
sending its beacon.

(5) A device in hibernation mode shall scan for beacons during the BP for one or more superframes
immediately prior to the end of its hibernation period, in order to re-establish synchronization.

(6) If a fgevice in hibernation mode finds that its former beacon slot is still available in the extendged
beadon group, the device may transmit a beacon in that beacon slot. Otherwise, the device shpll
trangmit a beacon as if it was doing so for the first time.

Active mjode devices in the presence of hibernation mode devices shall operate as follows:

(a) If an|active mode device receives a neighbour’s beacon that includes a Hibernation Mode IE, the
devig¢e shall consider all DRP reservations with that neighbour to be terminated at the start of jts
hibefnation period. An active mode device shall not commence any )}communication with| a
hibefnation mode device until that device leaves hibernation mode. Aftér receiving a beacon that
includes a Hibernation Mode IE with Hibernation Countdown less than or equal (to
mMgxLostBeacons, an active mode device that misses the remaining expected beacons shgll
consjder the device to be in hibernation mode as indicated in the Hibernation Mode IE.

(b) If an]active mode device does not receive an expected beacon from a hibernation mode device] it
shallf treat the beacon slot of that device as occupied and-non-movable, but shall not indicate the
beadon slot as occupied by the hibernation mode devicelin its BPOIE, until the beacon is receivgd,
for up to mMaxHibernationProtection.

During g neighbour’s hibernation period an active made device shall continue to mark the hibernatipn
mode device's beacon slot as occupied and non=movable in its BPOIE. If the active mode device
receiveq another neighbour’s beacon in the hibernation mode device's beacon slot, the device shpll
still advertise the hibernation mode device!scDevAddr in its BPOIE.

(a) If an]active mode device has unicast'traffic for a hibernation mode device, it should buffer its traffic
until the hibernation mode devicetenters active mode.

(b) If an]active mode device has.multicast or broadcast traffic it should not delay transmission of the
traffig, even if it is aware that'some intended recipients are in hibernation mode. It may buffer Jts
multicast traffic for a hibernation mode device until the intended recipient enters active mode, ahd
then|deliver the buffered-multicast data.

16.16.4 Hibernatiomanchor operation

Active mode devices-that are capable of acting as a hibernation anchor should indicate hibernatipn
anchor ¢apabilitynin its MAC Capabilities IE. A device that indicates such capability should includgd a
Hibernation Anchor IE in its beacon to convey information about neighbours in hibernation mode.| A
device may terminate its role as a hibernation anchor at any time, but at that time it should remopye
indication_ef the capability from its MAC Capabilities IE

Devices, such as those that were recently off or in hibernation mode, may not have information about
the hibernation state of their neighbours. These devices may use the information provided by
Hibernation Anchor IEs for scheduling communication with neighbours in hibernation mode.

Upon reception of a beacon containing a Hibernation Mode IE in which the Hibernation Countdown is
set to zero, a hibernation anchor should include a Hibernation Anchor IE. It shall set the Wakeup
Countdown field in the Hibernation Anchor IE based on the Hibernation Duration field in the received
Hibernation Mode IE. It shall decrement the Wakeup Countdown field in each successive superframe
until the field reaches zero. After it transmits a beacon with a Hibernation Anchor IE that contains a
Hibernation Mode Device Information field with Wakeup Countdown set to zero, it shall remove the
corresponding Hibernation Mode Device Information field from the Hibernation Anchor IE. It shall not
include a Hibernation Anchor IE if there are no Hibernation Mode Device Information fields in the IE.
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If the hibernation anchor receives a beacon from a hibernation mode device prior to the end of the
announced hibernation duration, the hibernation anchor shall remove the corresponding Hibernation
Mode Device Information field from the Hibernation Anchor IE in the next beacon.

After receiving a neighbour’s beacon that includes a Hibernation Mode IE with Hibernation Countdown
less than or equal to mMaxLostBeacons, a hibernation anchor device that misses the remaining
beacons from the neighbour shall consider the device to be in hibernation mode as indicated in the
Hibernation Mode IE and should include that device in the Hibernation Anchor IE.

1 17 ACIC AanAarat:
L1 T oI OpPTT T
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Zdro or more ASIEs may be included in each beacon. ASIEs may appear within the IE areanin'g beacon
aq defined in 16.1.10. Unrecognized ASIEs shall be ignored. The format of the ASIE payload i defined
by the owner of the value in the ASIE Specifier ID field and is outside the scope of this:document.

16.18 Antenna training and tracking

After performing device discovery as specified in 16.3, a device shall perform antenna training|(16.18.3
) Yith the device which it instends to exchange MPDUs with to obtain antemnna weight settings that
in¢rease its transmitting and receiving antenna gains if the device is capable of beamformipg. After
moving to a data channel through channel selection procedure specified in 16.4, the deviges may
update their antenna weight settings. This is called antenna tracking. (16.18.4).

A [Type A device shall support the training/tracking of its own anténna and of the antenna of| another
Type A device. A Type B device may support the training/tracking of the receiving and trapsmitting
antenna of a Type A device.

A |device may have multiple phased arrays (PAA) annténnas to cover wider angle with each array
covering one sector. The number of sectors each device may have shall not exceed 4.

14.18.1 Announcement of antenna capabihties

A [device shall announce its antenna capabilities in an ACIE that shall be included in all discovery
frgmes when performing device discovery (16.3)

14.18.2 Antenna training/tracking eonfiguration

A [device shall use a RTT/CTT handshake to initiate antenna training with another device. The ATIE
in¢luded as the payload of RTT/C€TT and subsequent TRN frames configures the antennal training
prpcess that follows the RTT/CIT-handshake. The initiating device is referred to as the | de\fice. The
hdglping device is refered to~as the respondor device or the R device. Single RTT/CTT ekchange
canfigures antenna training,for the | device. The R device may train its own antenna whilg helping
trgining I's antenna. In the-case when the R device also desires to train its antenna, R shall include an
additional ATIE in the-GTT frame or subsequent TRN frame to configure training parameters for the R
dgvice.

The | device shall initiate the training negociation by sending an RTT frame to the R devige. The |
dgvice shalksget the Status field of the ATIE included in the RTT frame to Request and shal| set the
Continuitiopvbit to ZERO when initiating the RTT/CTT handshake for the first time.

SIFS-after the reception of the RTT frame, the R device shall respond with a CTT frame with fn ATIE.
If fhe”R device accepts the configuration specified in the received ATIE, it shall include the same ATIE
except for the Status set to Accepted. Moreover, if it desires to train its own antenna, the R device shall
include an additional ATIE with training configuratin for its own antenna and set its Status to Request.

SIFS after the reception of an CTT frame, the | device shall respond with a TRN frame. If the CTT
frame contains an addtional ATIE that requests to train the R device’s antenna, the TRN frame shall
also include the same ATIE that configures the R device’s anntenna training and indicate the
acceptance or rejection of the R device’s training configuration in the Status field.

The agreed configurations for the | and R devices shall be used in antenna tracking as well after the
devices move to a data channel.

The Request Training fields in the ATIEs of the | and R devices carried in RTT/CTT frames determine
the inclusion of ATS field in the subsequent frame exchange in antenna training and tracking
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processes. Devices shall transmit training symbols in subsequent frame exchange in antenna training
as well as tracking according to Table 48.

16.18.3 lIterative antenna training

In general, the optimal receiving antenna weight settings for a device depend on the transmitting
antenna weight settings of the peer device. Hence, devices transmits TRN frames back and forth to
train their transmitting and/or receiving antenna weights. And the antenna training process
consequently consists of one or more consecutive iterations. Each iteration of training involves
transmission of a TRN frame, a responding TRN frame from training peer device SIFS after, and
optionally another TRN frame that contains feedback if the training peer device requests feedback:

A device keeps track of iterations using the Iteration field of the ATTIE contained in TRN framegq it
transmitp and receives. Upon reception of a TRN frame from the training peer device witha matchipg
iteration|value as that in the previous TRN frame it sends, the device shall increment the iteration figld
of the ATTCIE contained in the next TRN frame it transmits to the training peer device)xThe maximym
number [of iterations shall not exceed 4. As antenna training progresses, in each iteration the trainipg
device ghould use a discovery mode with a smaller number of repetitions than that in previous
iteration] The device shall indicate the desired nhumber of repetitions by specifying the correspondipg
discovelly mode in the Discovery Mode field of the ATTCIE contained in the TRIN frame being sent to |ts
training |peer device. In addition, in the RX Training Size field of the ATTEIE, the device shall also
specify the number of training symbols to be used in the next iteration for its receiving antenha
training.| In the next iteration, the training peer device shall use the specified discovery mode [to
transmit| the training symbols for both the (training peer device’s) transmitting antenna and the
(device’$) receiving antenna. And the number of training symhals transmitted for training the device’s
receiving antenna shall be equal to value in the RX Training<Size field of the ATTCIE it received in the
previouy iteration.

Once th¢ a device has completed 4 iterations and it stilkdesires to continue training its antenna, it shgll
start angther RTT/CTT exchange and set the Continuition bit of the ATIE included in the RTT/CTT frames|to
ONE. THe transmission mode used in the followingitraining iterations shall be the one specified in the
previouq iteration. And the device shall set the'lnitial Discovery Mode field of the ATIE contained|in
this RTT/CTT exchange to the same value. lntan antenna training procedure between two devices, the
| devicelthat transmits the first RTT shall als0 be the one that transmits any other RTTs for that trainihg
pair.

16.18.3.1 Transmission of TRN*frames

SIFS after the RTT/CTT exchangg, the | device shall first send a TRN frame in all configuratiops
except fpr the one specified in“Table 100.

Table4100 - Training configuation that requires MIFS

ATIE fields
Training device
Request Training Request Feedback
| ONE ZERO
|2 ERU ZERU

In the configuration specified in Table 100, the R device shall first send a TRN frame MIFS after CTT
frame.

Except for the first TRN frame following the CTT frame, all other TRN frames shall be transmitted SIFS
after the reception of the TRN frame sent by the training peer device.

If a device requests feedback as indicated by the Request Feedback field in the pre-agreed ATIE, the
training peer device shall include AFIE in all TRN frames it sends in response to the TRN frames sent
by the device.
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16.18.4 Antenna tracking

After it starts or joins a beacon group in a data channel, a device may update its antenna weight
settings using either explict or implict tracking. Antenna tracking does not involve the RTT/CTT
handshake. However, the devices shall use the same configuration as agreed in the last RTT/CTT
exchange in antenna training. Either device of a training pair may initiate tracking. In this subclause,
the device initiating tracking is referred to as the | device despite of the role it plays in antenna training.

When closed-loop mode is used in tracking and the device providing feedback is Type B, then index
feedback method shall be used; if the device giving feedback is Type A, the Fourier codebogk based
feedback method shall be used.

14.18.4.1 Explicit tracking

Infexplict antenna tracking, the | and R device shall use TRN frame to perform tracking,-To staft explict
trgcking, the | device shall send a TRN frame to R device. SIFS after the reception’of the TRN frame,
the R device shall respond with another TRN frame. And the responding TRN, frame shall cgntain an
AKIE if the configuration of the | device requests feedback. If the configuration of R device ¢loes not
refluire feedback, the second TRN frame concludes the explict tracking and-the | device may| resume
repular MSDU exchange afterwords. Otherwise if the configuration of R-device requires feedbgack, the |
dgvice shall respond with another TRN frame that includes an AFIEin its payload to condlude the
trgcking procedure.

14.18.4.2 Implicit tracking

Either a reservation owner or target may initiate implicit traeking. In addition, implicit tracking fnay also
bg carried out employing B-Poll and response frame exchange.

14.18.4.2.1 Initiation by a reservation owner

To initiate implicit antenna tracking, a reservation owner shall aggregate an ATTCIE| with a
(apgregated) data frame into an aggregated traeking frame (15.8.2) before sending to the target. The
ACK Policy of the aggregated training frame 'shall be set to B-ACK Request. If the configuratipn of the
owner requires feedback, the target shall include AFIE in the payload of the responding B-AQK frame
and set the Tracking Indication bit to ONE.-If the configuration of target does not require feedhack, the
B-ACK frame concludes the implicit (tracking. Otherwise if the configuration of the target |requires
feedback, to conclude this implicittracking, the owner shall aggregate an AFIE with the next MSDU(s)
info an aggregated training frame before sending to the target.

.18.4.3 Initiation by aréservataion target

1

Td initiate implicit antenna tfacking, a reservation target device shall include ATTCIE in an Imm- or B-
ACK frame sent to the teservation owner. The Tracking Indication bit of the Imm- or B-ACK frame shall
b
A
b

set to ONE. Andnifithe configuration of the target requires feedback, the owner shall aggrggate an

IE with MSDU(S)’into an aggregated tracking frame and set the Tracking Indication bit|to ONE

fore transmitting it to the target. If the configuration of owner does not require feedbjck, the
rgnsmission of the aggregated training frame concludes the implicit tracking. Otherwi if the
nfiguration’ of owner requires feedback, the ACK Policy field of the aggregated training frame shall
set to.B-ACK Request. To conclude this implicit tracking in this case, the target shall inglude an
IE"in the next B-ACK frame that it sends to the owner SIFS after the reception of the agg¢regated
training frame

—

p =)

16.18.4.4 Implicit tracking using B-Poll frames

If a Type B slave is capable of assisting its Type A master in antenna training, the Type A master
device may include ATTCIE in a B-Poll frame to initiate implicit tracking. If the training configuration of
the Type A master device requires feedback, the Type B slave shall include an AFIE in its B-Poll
response frame sent to the Type A master.
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16.19 Transmit switched diversity (TSD) operation

The transmit switched diversity (TSD) is used to achieve diversity gain from shadowing or blockage. To
perform the TSD operation, the source must have multiple antennas either sharing one common RF
chain or using independent RF chains, respectively, as shown in Figure 170.

Transmitter

Y

RF Y z/ RF - Receiver

A4
Swigching Comparator
Cqntrol (with Threshold)

A

Feedback .
(Antenna Switching Indicator) |

Figure 170 - Structure of transmit switched diversity system

16.19.) TSD initiating procedure

The source shall send a TSD SET Request commandito the destination using an arbitrarily selectgd
antennal among multiple TX antennas, with the TSD’Status set to BEGIN, as defined in 15.6.10. The
destinat|on, upon receiving the TSD SET Request command, shall send a TSD SET Responge
command, as defined in 15.6.11 to the source;’proving the capability of the TSD operation of the
destinat|on.

16.19.3 Antenna switching

There afe two mechanisms for switching TX antenna: reactive and proactive switching. In case |of
reactive|switching, the destination/Sends the TSD Switch command frame with the TSD Switch field qet
to “Switch” to the source and (then the source unconditionally switches to any other available TX
antenna] In case of proactive switching, the source individually collects the channel status from evdry
logical dhannel (link) which-Corresponds to each of the TX antennas, and switches the TX antenna|to
an optinpal TX antenna-which provides the maximum data rate among all TX antennas. The reactive
switchinp is a simple-way of the TX antenna switching which can overcome the link interruption, whjle
the prodctive switching can be used along with adaptive modulation and coding schemes to provifle
the max|mum datarate, but it requires relatively complicated operating procedure.

16.19.9.1 Reactive switching

Before ¢ommencing data transmission, the source may arbitrarily select one antenna from multigle
transmit antennas. At each frame transmission, the destination shall compare a certain metric based
on the received SNR with a predetermined threshold after receiving data transmitted by the source. If
the received SNR is smaller than the threshold, the destination shall feedback a TSD Switch command
frame with the TSD Switch field set to “Switch” to the source. Note that the threshold may be selected
by the receiver to satisfy the required criterion for a given data rate. Determining threshold may be
decided by the implementers to get the required performance.

16.19.2.2 Proactive switching

In order to support proactive switching, the source should have the status information of each channel
which corresponds to each of the TX antennas. To collect channel status for every TX antenna, the
source shall be periodically operated in channel scan mode to acquire the status information of the
channel which corresponds to each of the inactive antennas. When the data transmission is idle, the
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source and the destination may be operated in channel scan mode. During channel scan mode, the
source shall stop using the current active TX antenna and switch to any TX antenna to acquire the
channel state information by sending TSD SET Request command frame with the TSD Status field set
to "SCAN" and by receiving TSD SET Response command frame with channel state information.
Based upon the channel information acquired from all TX antennas, the source shall choose the
optimal TX antenna which provides the best performance. The proactive switching may occur at every
event of data rate change due to bad channel condition. However, if the current data rate is below the
predetermined threshold, the proactive switching shall be periodically done to prevent staying with the

16.20 MAC sublayer parameters

ble 101 contains the values for the MAC sublayer parameters.

Table 101 - MAC sublayer parameters

Parameter Value
mAggregationLimit 28
mBeaconSlotLength 21.3 us

mBPEXxtension

6 beacon slots

mBPMergeWaitTime 128 superframes
mClockAccuracy 20 ppm
mClockResolution 1us

mChannelScanRequestRetry

pSIFS+10.2 us

mDlILength

4 x mSuperframelLength

mDRPBackoffWinMax

16 superframes

mDRPBackoeffWinMin

2 superframes

mGuardTime

4.7 us

mlinitialMoveCountdown

3 x mMaxLostBeacons

mMasLength 64 us
mMaxBeaconLength mBeaconSlotLength - pSIFS -
mGuardTime
mMaxBeaconSlotCollisionDetectionLatency 16

mMaxBPLength

72 beacon slots

mMayxDiceavaryl otanoy
TV TeOC TS ey tettert

128

mMaxFragmentCount

8

mMaxHibernationProtection

128 superframes

mMaxLostBeacons

3

mMaxMovableLatency

32

mMaxNeighbourDetectionInterval

128 superframes

mMaxSignalingSlotBackoff

128

mMaxSynchronizationAdjustment

4 us
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Table 101 - MAC sublayer parameters (concluded)

Parameter Value
mMinFragmentSize 1
mSignalSlotCount 2 beacon slots
mSuperframeLength 256 x mMMASLength
mCWMin 3
mCWMax 255
mDBSMax mDILength-mDBSDuration
A-DIS-SCAN 6
B-DIS-SCAN 2
B-SCAN 128 s
D-SCAN 8192'us
LIFS 10666 ns
MIFS PMIFS
SIFS pSIFS
mDBSDuration pDBSDuration

Table 102 contains the values of the PHY dependent parameters used by the MAC sublayer for the
PHY.

Table 102 - PHY-dependent’ MAC sublayer parameters for the PHY

Parameter Value
pCCADetectTime Defined in Tables 39
pGlogkAccuracy 20 ppm
pMaxFrameBodySize 65535 octets
pSlotTime 8 us

17 Segurity.

This Clguseé specifies the security mechanisms needed to provide the security service introduced|in
7.2.4.9. 17.1 reviews these security mechanisms. 17.2 defines security modes that govern the
security operation of devices. 17.3 specifies the 4-way handshake procedure for two devices to
establish pair-wise temporal keys (PTKs) and a secure relationship. This Clause also describes how a
device may solicit or distribute group temporal keys (GTKs) within a secure relationship. 17.4
describes the procedures for frame reception and replay prevention. 17.5 provides the parameters
needed in applying the AES-128 GCM cryptography to compute the message integrity code (MIC) and
encrypt the secure payload for secure frames.

17.1 Security mechanisms

The security mechanisms specified in this International Standard control the security operation of
devices by setting appropriate security modes. They allow devices to authenticate each other, to derive
PTKs, and to establish secure relationships. They also enable devices to solicit or distribute GTKs
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within established secure relationships. In addition, the security mechanisms provide replay attack
prevention measures through the use of secure frame counters (SFCs) and replay counters. The
security mechanisms specify the parameters needed in applying the AES-128 GCM to protect the
privacy and integrity of unicast and broadcast/multicast traffic using PTKs and GTKs, respectively.
Privacy is protected by encrypting the secure payload, while integrity is protected by including a MIC.

Two devices use a shared master key to establish a secure relationship. The establishment and
management of master keys are additional security facilities that need to be provided outside the MAC
sublayer.

17.1.1 Security operation

Sdcurity modes are defined to control the level of security required of a device in its cammunmications
with other devices. Three security modes are provided. Mode 0 allows a device-to“communicate
without security protection. Mode 1 allows a device to use both secure and non-secure frameg for data
changes. Mode 2 restricts a device to use security facilities in transmittingfand receiving certain
mes.

evice announces its selected security mode in the Beacon Parameters‘ield in its beacons.

.1.2 4-way handshake

e 4-way handshake mechanism enables two devices to use a shared master key to authent|cate the
identity of each other and to establish a new PTK for protecting,cértain frames exchanged between the
devices. By way of a successful 4-way handshake, the twae<devices establish a secure relationship
with each other.

A |device initiates a 4-way handshake with another device only if it has determined that it $hares a
mﬁster key with that device. The master key is not exposed in the 4-way handshake; it is specified by a
master key identifier (MKID).

17.1.3 Key transport

Two devices establish a new PTK via a 4-way handshake. The PTK is derived from a sharedl master
kegly and two new random numbers generated by the two devices. A PTK is never transmitted djrectly in
arly frame, encrypted or not.

Two devices, after establishing a secure relationship via a successful 4-way handshake, distrigute their
regpective GTKs for protectingtheir broadcast traffic to each other, if applicable. Additionally, a device
may distribute GTKs for protecting certain multicast traffic addressed to those devices with which the
dgvice has a valid secure-relationship. A device may also request, or solicit, GTKs used tg protect
muilticast traffic from the-multicast source devices.

A GTK is solicited ordistributed by use of the GTK commands and is sent in encrypted form.

17.1.4 Freshness protection

Freshness pretection insures that no parties can successfully replay previously captured messages as
an attack.<This International Standard defines secure frame counters and replay counters gn a per-
temporal’key basis to provide freshness protection.

17.£.5 Data encryption

Data encryption USEes a SyMmmetric Cipher 10 protect data fTom acCcess by partes not possessing the
encryption key. This key is a PTK for unicast traffic transmitted between two devices and a GTK for
broadcast/multicast traffic transmitted from a sender to a group of recipients.

AES-128 counter mode is used for data encryption in this International Standard.

17.1.6 Frame integrity protection

Frames are protected from modification by other parties by message authentication using a MIC. The
MIC also provides assurance that the sender of the frame possesses the correct temporal key. This key
is shared among a group of devices or only between two devices. The MIC is a cryptographic
checksum of the message to be protected.
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AES-128 cipher block chaining - message authentication code (GCM) is used for MIC calculation in
this International Standard.

17.2

Security modes

The security mode indicates whether a device is permitted or required to establish a secure
relationship with another device for data communications.

Two devices establish a secure relationship by a 4-way handshake based on a shared master key as
described in 17.3.

Once tw
between
from the
frame.

Data an

o devices establish a secure relationship, they shall use secure frames for frame transfdrs
them as specified in Table 103 and Table 104. Either device shall discard a received. frame
other device if the frame is required to be a secure frame but was transmitted as a non-secuyre

i aggregated data frames shall be transmitted using the temporal key specified by the TK|D

associated with the corresponding MSDU. Command and control frames, when transmitted as secyre

frames
relations

In Table

hip.

103, "N" indicates a non-secure frame, and "S" indicates a secure(frame.

Table 103 - Frame protection in a secure relationship

n a secure relationship, shall employ a temporal key currently possessed in that secyre

Frame .
Frame type or subtype protection Meaning
Beacon frame N Beacon frames shall be sent as non-secure frames.
Imm-ACK control frame N Imm-ACK frames shall be sent as non-secure frames.
B-ACK control frame N B-ACK-frames shall be sent as non-secure frames.
RTT control frame N RTT frames shall be sent as non-secure frames.
CTT control frame N CTT frames shall be sent as non-secure frames.
Application-specific control N, S Application-specific control frames may be sent as
frame secure or non-secure frames.
DRP Reservation Request N, S DRP Reservation Request frames may be sent as secure
command frame, or non-secure frames.
PDRP Reservation.Reésponse N,S DRP Reservation Response frames may be sent as
commanedframe secure or non-secure frames.
Probe ecommand frame N, S Probe frames may be sent as secure or non-secure
frames.
PTK command frame N, S PTK frames may be sent as secure or non-secure
frames
GTK command frame S GTK frames shall be sent as secure frames.
Application-specific N, S Application-specific command frames may be sent as
command frame secure or non-secure frames.
Data frame S Data frames shall be sent as secure frames.
Aggregated data frame S Aggregated data frames shall be sent as secure frames.
TRN control frame N, S The TRN control frame may be sent as secure or non-

secure.
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Table 104 specifies the values of the Encryption Offset (EO) field in secure frames

Table 104 - EO values in secure frames

17
A
S

17
A
o[
de
us
o[
re

A
dd

If
h3

If
re

Frame type or subtype EO value
Application-specific control frame Application defined
DRP Reservation Request command Length of Secure Payload
DRP Reservation Response command Length of Secure Payload
frame
PTK command frame 0
GTK command frame 0
Probe command frame Variable
Application-specific command frame Applicatign‘defined
Data frame \ariable
Aggregated data frame Length ef\(Aggregation Header +
Aggregation Header Pad octets)

.2.1 Security mode 0

fHevice operating in security mode 0 shall use non-secure frames to communicate with other
ch a device shall not establish a secure relatienship with any other device.

h device operating in this mode receives a.secure frame, the MAC sublayer shall discard the

.2.2 Security mode 1

device operating in security mode(_1 shall use non-secure frames to communicate with
erating in security mode 0. The )device shall also use non-secure frames to communig

e secure frames according:*to Table 103 and Table 104 to communicate with anothe

ationships with other-devices unless those devices are also operating in security mode 1.

Hevice operating inSecurity mode 1 may or may not respond to command frames received fr
vices with which'itdoes not have a secure relationship.

A device operating in security mode 1 receives a secure frame from a device with which it
ve a secdre relationship, the MAC sublayer shall discard the frame.

h deviee operating in mode 1 receives a non-secure frame from a device with which it has
ationship, but the frame is required to be a secure frame per Table 103, the MAC subla

:2011(E)

devices.

frame.

devices
ate with

vices operating in security mode 1 with which it does not have secure relationships. The deyice shall

[ device

erating in security mode ¥ with which it has a secure relationship. It shall not establish secure

bm other

Hoes not

h secure
er shall

di

scard the frame

A device that chooses to enable security mode 1 must understand and accept the responsibility that
comes with receiving non-secure frames. The device shall instruct the higher layers to handle the
received non-secure frames in a safe and secure manner.

A compliant MAC sublayer shall never use security mode 1 by default. Security mode 1 shall be
entered from either mode 0 or mode 2. Requiring that a device explicitly select this mode serves as an
indication that the device is aware of the security responsibilities it accepts when enabling security
mode 1.

17.2.3 Security mode 2

A device operating in security mode 2 shall not establish a secure relationship with devices operating
in either security mode O or security mode 1. The device shall use secure frames based on Table 103
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and Table 104 to communicate with another device operating in security mode 2 and having a secure
relationship with it. A device operating in security mode 2 shall establish a secure relationship with
another device operating in the same security mode by a 4-way handshake prior to data exchanges.

If a device operating in mode 2 receives a secure frame from a device with which it does not have a
secure relationship, the MAC sublayer shall discard the frame.

If a device operating in mode 2 receives a non-secure frame that is required to have frame protection
per Table 103, regardless of whether the device has a secure relationship with the device transmitting

the fra tha MAC cubhlaviar chall dicoard tha frama
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17.3 |Temporal keys

Two deVices establish a secure relationship based on a shared master key by employing a4-wpy
handshdke to derive a PTK as described in this Clause. They may establish a PTK for each\tmaster key
they shdre. Two devices have a secure relationship as long as they possess a currently'installed PTIK.
A device's DevAddr is part of the information used in deriving a PTK. Once a PTKnis-established| it
shall not{ be changed due to a change in the device's DevAddr.

A device solicits a GTK from, or distributes a GTK to, another device sharing a RTK as also describpd
in this Cllause.

Master Keys are identified by MKIDs. A device is not required to include ‘an*MKID IE in its beacon, rjor
is it reqliired to advertise every MKID it possesses in the MKID IE jncluded in its beacon. They mpy
advertisp some or all of the MKIDs they possess in an MKID IE inc¢their beacons. A device may prope
another|device for the MKIDs possessed by that device by addressing an appropriate Probe IE in a
beacon pr Probe command to that device. A device shall list all:xthe MKIDs it possesses in the MKID |IE
in respohse to a probe request for its MKIDs.

17.3.1 [Mutual authentication and PTK derivation

This International Standard uses a 4-way handshake to provide mutual authentication and PTK
generatipn for two devices sharing a master key.\To perform a 4-way handshake, the two devices
assume|the roles of "initiator" and "responder) respectively. A 4-way handshake consists of fqur
messages, called message 1, message 2, message 3, and message 4, that are sent back and fofth
betweer] the two devices. The device sending message 1 becomes the initiator. The other devige
becomesg the responder.

17.3.1.1 4-way handshake message 1

The initiptor shall begin a 4-wayshandshake by composing and sending message 1 in a PTK commahd
to the rgisponder. In this command, the initiator shall specify the MKID for use in the 4-way handshake,
propose|a TKID for the PTKto-be derived, and include a unique 128-bit cryptographic random number,
I-Nonce| The proposed TKID shall be different from any TKID currently installed in the initiator's logal
MAC suplayer or being usSed in an in-progress 4-way handshake involving this initiator device. The| I-
Nonce shall be generated anew each time the initiator starts a new 4-way handshake.

On recegption of\message 1, the responder shall verify that the requested TKID is unique (i.e., rjot
currently installed for an active temporal key or requested by an in-process 4-way handshake
exchangde).” The responder shall perform the following steps:

1. Genherate a new 128-hitcryprographic random number, R-NONCE.
2. Derive the PTK and KCK as specified in 17.3.4.
3. Construct and send message 2 in a PTK command.

17.3.1.2 4-way handshake message 2

The responder shall send message 2 to the initiator as specified in 17.3.1.1. In this command, the
responder shall include an appropriate Status Code, the newly generated R-Nonce, and the PTK MIC
value computed for the message using the newly derived KCK according to 17.3.5. If the proposed
TKID in message 1 is not unique, the responder shall so indicate in the Status Code.

On reception of message 2, the initiator shall perform the following steps:
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1. Derive the PTK and KCK as specified in 17.3.4.

2. Recalculate the PTK MIC for the received message using the KCK according to 17.3.5. If the
recalculated PTK MIC does not match the PTK MIC field from this message, discard and disregard
message 2 and abort the 4-way handshake. Otherwise, consider this message a proof that the
responder holds the correct master key, and proceed to the next step.

3. Check the Status Code returned in the received message. If the Status Code indicates an abortion
of the 4-way handshake by the responder, stop the 4-way handshake as well. If the Status Code

in leatac o conflict Af tha nranacad TIKIN ot tha racnandar ractart tha 4 vvyav handcohalea vanth o different
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THID. If the Status Code indicates a normal status, proceed to the next step.

4. Construct and send message 3 in a PTK command.

17.3.1.3 4-way handshake message 3

THe initiator shall send message 3 to the responder as specified in 17.3.1.2.7n this commpnd, the
initiator shall include the same I-Nonce as contained in message 1 and a PTK MIC computed for this
pssage using the newly derived KCK according to 17.3.5.

M reception of message 3, the responder shall perform the following steps:

Verify the PTK MIC for this message using the KCK according-to 17.3.5. If the calculgted PTK
C does not match the PTK MIC field from this message, discard~and disregard message 3 and abort
b 4-way handshake. Otherwise, consider this message a_proof that the initiator holds thg correct
aster key, and proceed to the next two steps.

Construct and send message 4 in a PTK command:

w M 3532+ O 3

Install the PTK using the appropriate MLME primitives.

17.3.1.4 4-way handshake message 4

THe responder shall send message 4 to the initiator as specified in 17.3.1.3. In this commpnd, the
regponder shall include the same R-Nonce as contained in message 2 and a PTK MIC computed for
this message using the KCK according t0817.3.5.

On reception of message 4, the initiator shall perform the following step:

1. Verify the PTK MIC for this message using the KCK according to 17.3.5. If the calculgted PTK
MIC does not match the PTK MIC field from this message, discard and disregard message 4 and abort
the 4-way handshake; otherwise, install the PTK.

17.3.2 GTK exchange

Upon successful completion of a 4-way handshake and installation of the resulting PTK, the initiator
arnd responder each.shall use GTK command frames (with Message Number set to 1) to distrigute their
reppective GTKs for broadcast traffic to each other. Each may also use a GTK command to digtribute a
GTK for protéeting certain multicast traffic to an intended recipient with which it holds a valid HTK.

On reception of a valid GTK command frame marked as Message Number 1, a device shall verify that
the GTKID is a unique TKID. The device shall then respond with a GTK command frame with Message
NL||mber set to 2 and Status Code set to the appropriate value.

A recipient may request a GTK for certain multicast traffic in the form of a GTK command (with
Message Number set to 0) from the source device if it holds a valid PTK with the source.

On reception of a valid GTK command marked as Message Number 0, the multicast source device
shall respond with a GTK command marked as Message Number 1, which may or may not contain the
requested GTK. The requesting device, upon receiving this GTK command and verifying the
unigueness of the proposed TKID, shall further return a GTK command with Message Number set to 2
and Status Code set to the appropriate value.

A source device distributing a GTK shall check the Status Code indicated in the returned GTK
command (Message Number set to 2). If the Status Code indicates a conflict of the proposed TKID at
the recipient device, the source device shall propose a new TKID and re-distribute the GTK to the
recipient. After receiving a returned GTK command from the recipient with the Status Code indicating a
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normal status, the source device shall use the new TKID to re-distribute the GTK to each of the
devices to which it has previously distributed the GTK and with which it maintains a secure
relationship.

A GTK shall be a 128-bit cryptographic-grade random number. A fresh GTK shall be generated when
the distributing device establishes a new group relationship. 17.3.6 provides an example means of
generating a fresh GTK.

17.3.3 Pseudo-random function (PRF) definition

A PRF igUSet M Severat ptaces i the Security Specification. Depending on the Use, the PRFmay negpd
to outpuf values of 64 bits, 128 bits, and 256 bits. This Clause defines three PRF variants:

* PRF-64, which outputs 64 bits,
* PRF-128, which outputs 128 bits, and
* PRF-P56, which outputs 256 bits.

In the fgllowing, K denotes a 128-hit symmetric key, N denotes a 13-octet nonge\value, A denoteq a
unique 14-octet ASCII text label for each different use of the PRF, B denotes\thé input data stream,
Blen spgcifies the length of this data stream, and || denotes concatenation.-Blacks are each 16 octets
long, anfl are defined as inputs to the AES-128 GCM for the MIC generation-as specified in 17.5.

GCM-MAC-FUNCTION(K, N, A, B, Blen)
begin
Form authentication block B_0 from flags = 0x59, N, and I(m)»='0
Form aj:hentication block B_1 from I(a) = 14 + Blen and<A

Form additional authentication blocks from B

(with last block zero padded as needed)

Form encryption block A_0 from flags = OX01y:N, and Counter 0 =0
R« MIG (K,B_0,B_1, .., A_0)

return H

PRF(K, N, A, B, Blen, Len)

fori« 1to (Len + 63)/64do

R « R || GCM:MAC-FUNCTION(K, N, A, B, Blen)
N « N $1

return (R, 0, ten) = Len most-significant bits of R

PRF-64(K N, A, B, Blen) = PRF(K, N, A, B, BIEn, 64)
PRF-128(K, N, A, B, Blen) = PRF(K, N, A, B, Blen, 128)
PRF-256(K, N, A, B, Blen) = PRF(K, N, A, B, Blen, 256)

17.3.4 PTK and KCK derivation

PRF-256 shall be employed to generate the PTK and KCK associated with a 4-way handshake as used
in 17.3.1 based on the following parameters as defined in Table 105.

K- The PMK
N - B12-11= InitiatorDevAddr, B10-9= ResponderDevAddr, B8-6 = PTKID, B5-0 = zero

A - "Pair-wise keys"
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Table 105 - PTK and KCK generation parameters

Name Size (octets) | Description
InitiatorDevAddr 2 DevAddr of device with role of initiator
ResponderDevAddr 2 DevAddr of device with role of responder
I-Nonce 16 Random number selected by initiator (in message 1)
R- Nonce 16 Random number selected by responder (in message)2)
PTKID 3 Negotiated TKID value for the PTK to be derived (in message 1)
PMK 16 A pre-shared pair-wise master key identified by the MKID (in message 1)

THe PRF-256 is called with these parameters to compute a 256-bjtkey stream:

KgyStream « PRF-256(K, N, A, B, Blen)

THis key stream is then split to form the desired PTK .and KCK. The least-significant 16 ¢ctets of
KgyStream become the KCK while the most-significanty16 octets become the PTK, as spdcified in

Table 106.

Table 106 - KCK"and PTK source

Key

Source

KCK

KeyStream octets 0 through 15

PTK

KeyStream octets 16 through 31

117.3.5 PTK MIC generatigh

THe 4-way handshake uses an "out-of-band MIC" calculation for the PTK MIC field in hahdshake
messages 2-4. PRF-64 shall be used to provide the PTK MIC calculation. The PRF-64 pafameters

shiall be defined as follows based on Table 105:

Kt The KCK

Nt Bl2-1li=JnitiatorDevAddr, B10-9 = ResponderDevAddr, B8-6 = PTKID, B5-0 = zero
A} Tout-ef-bandMIC"

B “kields from Message Number to I-Nonce/R-Nonce contained in the PTK command
Blenm—tengthimroctetsof B==48

PTK MIC « PRF-64(K, N, A, B, Blen)

17.3.6 Random number generation

To implement the cryptographic mechanisms outlined in this International Standard, devices need to
generate cryptographic grade random numbers. ISO/IEC 8802-11 Amendment 6 gives a detailed
explanation of cryptographic grade random numbers and provides guidance for collecting suitable
randomness. It recommends collecting random samples from multiple sources followed by conditioning
with PRF. This method can provide a means for an implementation to create an unpredictable seed for
a pseudo-random generation function. The example below shows how to distil such a seed using

random samples and PRF-128.
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LoopCounter =0

Nonce =0

while LoopCounter < 32 begin

result = PRF-128(0, Nonce, "InitRandomSeed", DevAddr || Time || result
LoopCounter, dataLen)

Nonce « Nonce + 1

result « result || <randomness samples>

end

GlobalSked = PRF-128(0, Nonce, "InitRandomSeed", DevAddr || Time || result || LeppCounter,

dataLen

Once thg seed has been distilled, it can be used as a key for further random numbergeneration. The

4-way Handshake requires each party to supply a 128-bit random number. This number can pe

generat¢d using the seed and PRF-128.

GenerateRandomNonce

begin

N = DevAddr || DevAddr || zero

Collect randomness samples

result = PRF-128(Global Seed, N, "Random Numbers", <randomness sampleg>,
length of samples)

return result

17.4 |Frame reception steps and replay-prevention measures

A recipigént device shall carry out the reception steps and replay prevention measures as specified|in

this Cladise.

17.4.1 |[Frame reception

The MACL sublayer shall perform the following validation steps in sequence when receiving frames:

1. Valiglate the FCS. If this validation fails, discard the frame. Otherwise, acknowledge the received
frame using the appropriate ‘acknowledgment rules, and proceed to the next step.

2. \Valiglate the Secure bit‘setting in the MAC Header and take the appropriate actions according to fts
secyrity mode as specified in 17.2. If the frame is not discarded and the Secure bit is set to ONE,
prodeed to the next.step.

3. Valigate the FKID. If the TKID does not identify a currently installed PTK or GTK, discard the
frame; otherwise, proceed to the next step.

4. Valigate.the MIC using the identified PTK or GTK as specified in 17.5. If this validation fails,
discardithe frame; otherwise, proceed to the next step.

5. Detect frame replay as specified in 17.4.2. If replay is detected, discard the frame; otherwise,

7.

update the replay counter that was set up for the PTK or GTK used for this frame as also specified
in 17.4.2, and proceed to the next step.

Process the frame as specified in Clause 16, including duplicate frame filtering. If the frame was
already received, discard it. Otherwise, proceed to the next step.

Dec

rypt the frame. This step may be taken in parallel with the MIC validation step.

17.4.2 Replay prevention

Each transmitting MAC sublayer shall set up a 48-bit SFC and initialize it to zero when a temporal key,
PTK or GTK, is installed to it. The MAC sublayer shall increment the SFC by one before transmitting a
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secure frame - whether a new frame or a retry - that uses the temporal key, and shall set the SFN in
that secure frame to the value of the SFC after the increment.

Each recipient MAC sublayer shall set up a 48-bit replay counter when a temporal key, PTK or GTK, is
installed to it. The MAC sublayer shall initialize the replay counter to zero for an installed PTK, and to
the GTK SFC for an installed GTK which was contained in the GTK command distributing the GTK.

Upon receipt of a secure frame with valid FCS and MIC, the recipient shall perform replay attack
detection and protection as follows:

THe recipient shall compare the SFN extracted from the received frame with the reading of,tHe replay
cdunter for the temporal key used by the frame. If the extracted SFN is smaller than or_equgl to the
replay counter reading, the recipient MAC sublayer shall discard the frame; otherwise,the fecipient
shall set the corresponding replay counter to the received SFN.

THe recipient shall insure that the frame passes FCS validation, replay prevention, and MIC veyification
bgfore using the SFN to update its replay counter.

117.4.3 Implications on GTKs

Bgcause a recipient maintains only one replay counter per installed temporal key, that recigient can
regeive traffic from only one source using a given temporal key. A sc¢heme that allows multiplg source
dgvices to use the same GTK will result in frames sent from some*of those sources being[seen as
replay attacks. To avoid this problem, each source device in a.group is required to distribute fa unique
GTK to the recipients in the group.

17.5 AES-128 GCM inputs

AES-128 GCM provides confidentiality, authentication;cand integrity for secure frames defingd in this
Infernational Standard. This Clause specifies the various fields required for AES-128 GCM opgration.

14.5.1 Overview

AES, the Advanced Encryption Standard, is specified in FIPS PUB 197. AES-128 defines a symmetric
blpck cipher that processes 128-bit data blocks using 128-bit cipher keys. GCM is specified [in ‘NIST
Special Publication 800-38D’. GCM employs counter mode for encryption and authentication. AES-128
GCM combines AES-128 with GCM tolencrypt and authenticate messages.

Encryption is done on part or all of'the Secure Payload, while authentication is provided by a [message
infegrity code (MIC) that is included in each secure frame. MIC also protects the integrity of the MAC
He¢ader and Frame Payload(inya secure frame.

GCM has two input parameéters - M (number of octets in authentication field) and L (number of pctets in
length field). For thisdnternational Standard, M = 8 and L = 2.

GCM requires theZuse of a temporal key and a unique Nonce for each transmitted franje to be
prptected. The/SFN is combined with frame addressing and temporal key identification information to
prpvide a unigue Nonce for every secure frame. Since every frame protection with a key requires a
urfigue Nonce, temporal keys have a known lifetime. Each temporal key can be used to protegt up to n
frgmesswhere n is the maximum value of the SFN. All security guarantees are void if a nonce|value is
uged’'more than once with the same temporal key.

In The folfowing flgures M s Clause showing the format of NONnce and GCM BIocks, the most-
significant octet is represented to the left of the other octets.

17.5.2 Nonce

The GCM Nonce is a 13-octet field, consisting of the 2-octet SrcAddr, 2-octet DestAddr,

3-octet TKID, and 6-octet SFN for the current frame. The Nonce is used as a component of
authentication block B_0, an input to GCM. It is also used as a component of input block A_i for GCM
encryption. It provides the uniqueness that GCM requires for each instance of authentication/
encryption. The GCM Nonce shall be formatted as shown in Figure 171. In this figure, each component
of the Nonce is represented with the most-significant octet on the left and the least-significant octet on
the right.
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octets: 2

2

3

SrcAddr

DestAddr

TKID

SFEN

Figure 171 - Nonce input to the GCM algorithm

17.5.3 [GCM blocks
The GCM authentication blocks shall be formatted as shown in Figure 172 and further déscribgd
below.
octets| 1| 13 2 2 10 2 1 1 EO 0-15 | '"P-EO 0-15
Flags (= | Nonce | Encrypted | Additional MAC Encryption | Security | O Secure Zefo Secure Zero)
0x59 data length |authenticated| Header | Offset (EO) | Reserved Payload( |padding| Payload |paddirg
I(m) =P — | datalength portion(not portion to
EO (@) =14 + te.be be
EO encrypted encrypted
B_O B_1 B_2, ..., B_(M-1) B_M, ..., B_N
Figure 172 - Input to GCM authentication blocks
17.5.3.1 Authentication block B_0
Authentication block B_0 is the first input block to the GCM algorithm. It shall be formatted as shown|in
Figure 1J73. The component I(m) is represented.with the most-significant octet on the left and the leagt-
significant octet on the right. The Nonce comjponent is represented with the least-significant octet pn
the left and the most-significant octet on the:right.
octets: 1 13 2
Flags = 0x59 Nonce I(m)
Figure 173 - Format of authentication block
B O
17.5.3.2 Authentication block B_1
Authentication“btock B_1 is the second input block to the GCM algorithm. It shall be formatted ps
shown ip Figufe 174. In this block, the I(a) component is represented with the most-significant octet pn
and the least-significant octet on the right. The EO and MAC Header components gre

the left

T

represented with the first octet transmitted into the wireless medium on the Teft and the Tast transmitted

octet on the right.
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octets: 2

10

1

I(2)

MAC Header

EO

Security Reserved

Figure 174 - Format of authentication block B_1
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17.5.3.3 Authentication blocks B_2, ..., B_N

Authentication blocks B_2, ..., B_(M-1) and B_M, ..., B_N, if any, are additional input blocks to the
GCM algorithm. They shall be formatted as shown in Figure 175. They are formed by breaking the
Secure Payload portion not to be encrypted into 16-octet blocks and the Secure Payload portion to be
encrypted into 16-octet blocks. The last block constructed from the Secure Payload portion not to be
encrypted is padded with zero values as needed to insure 16-octet block length. Likewise, the last
block constructed from the Secure Payload portion to be encrypted is padded with zero values as
needed to insure 16-octet block length. The padding octets are not transmitted onto the wireless
meararm.

octets: EO 0-15 P-EO 0-15
Secure Payload Zero Secure Payload Zero
portion not to be padding portion to be padding

encrypted encrypted
B 2, ..., B_(M-1) B_M, ..., BN

Figure 175 - Format of authenticatiomplocks
beginning from B_2

Infeach of the blocks B_2, ..., B_(M-1) or B_M, ..., B_N, the Secure Payload portion not to be, |or to be,
ercrypted shall be represented with the earliest octet ttansmitted into the wireless medium o the left
ard the latest transmitted octet on the right. When nééded, B_(M-1) and B_N are padded with|zeros to
the right.

117.5.3.4 Encryption blocks A_0, A_1,.&., A_m

GCM uses encryption blocks A_0, A_1, ... -A_m to generate key stream blocks that are used tq encrypt
the GCM and the Secure Payload portionto be encrypted. These blocks shall be formed as $shown in
Figure 176. In this figure, Counter (s a 2-octet monotonically incrementing counter that [shall be
initialized to O for each secure frame. It shall be incremented by one for each successive erncryption
blpck. The Counter i component ‘of A_i shall be represented with the most-significant octet on the left
and the least-significant octefion the right. The Nonce component shall be represented with the least-
significant octet on the left-and the most-significant octet on the right.

octets: 1 13 2

Flags = 0x01 Nonce Counter i

Figure 176 - Format of A_i blocks

1776 Tokem authemtcation
Tokens are used by devices to authenticate with each other indicating they belong to the same security
domain. The user designates one device as the domain authorizer, and uses the domain authorizer to
issue tokens to devices in which the user trusts.

17.6.1 Token issuance

A device transmits a token request to the domain authorizer when it needs to join the domain. The
request contains the device's public key. The user verifies the request. The method of how to interact
with the user is implementation related. A simple example is a flashing light flash button which the user
can push to confirm the authorization. After the verification, the domain authorizer generates a token.
The token is the signature of a hash value signed using the domain authorizer's private key. The hash
value is the hash of the requesting device's public key. The domain authorizer then transmits the token,
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together with the domain authorizer's public key, back to the device. The device then verifies the token

and stor

es it.

Two devices shall authenticate with each other that they belong to the same security domain before
transmission starts. The tokens are exchanged and verified between two devices and the Revocation
List is checked before key exchange. The Revocation List is described in 17.6.2.

17.6.2

Token revoke

The User uses the domain authorizer to revoke tokens by generating a Revocation List (RL). The

Revocatfornm Cistis the tistof the ash vatues of each TevoRed device S public kKey and 15 Signed by 1]
authorizer's private key. After one device is added or removed from the list, a new pRL|i

bd with a higher version number. After a new RL is generated, it is broadcast to all the 'devic
main. Devices receiving a higher version numbered RL will update its RL.

domain
generatg
in the dg

18 HD

18.1

This cla
scheme

The 60

MI PAL

Introduction

Ise describes an HDMI protocol adaptation layer which preserves the HDMI content protecti
Details on HDMI can be found in the HDMI specification.

GHz wireless solution is placed between the HDMI sourceCand HDMI sink as shown (i

Figure 1§77 and Figure 178.
TMDS Channel 0
> Audio
TMDS Channel 1
- )
TMDS Video
TMDS Channel 2 Decoding
.
Control
TMDS Clock Channel >
Audio, Video 60GHz
HDMI Source !
and Control —m»= MAC and
EDID Packetization PHY
ROM
Display Data Channélt(DDC ¢
| 2Py ¢ ) >
€E Control (CEC
[ ( ) -
Figure 177 - Wireless HDMI transmitter
TMDS Channel 0
Audio >
TMDS Channel 1
>
Video TMDS
Decoding TMDS Channel 2
V4 >
Control
60GHz Audio, Video and .
' TMDS Clock Channel HDMI Sink
MAC and |—p» Control P
PHY De-packetization

210

f Display Data Channel (DDC) >l

CE Control (CEC)

Figure 178 - Wireless HDMI receiver

y
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18.2 HDMI transmission

Atthe transmitter, the TDMS coding is removed prior to transmission. The three data channels are then
multiplexed together, along with the display data channel and the CE control. Both the Control Period
and the Data Island Period contain the HSYNC and VSYNC information. If the data is video, then the
pixel words are identified and the LSBs are flagged for unequal error protection (UEP). If the data is
not video, then the data is flagged for equal error protection (EEP). The serial bit stream is then
framed and presented to the MAC SAP.

18.2.1 lIdentification of video vs. data
Infeach video frame, a Control Period is required between any two periods that are not Control |Periods.
It [s used to identify the type of the following Period (Video Data Period or Data Island Period)
14.2.2 TMDS removal

THere are four colour depths supported: 24, 30, 36 and 48 bits per pixel. The pixelrencoding method is
pre-negotiated as part of the E-EDID (Extended display identification data) structure.

THe 10 bit code words are identified on the TMDS channels 0 through 2. The.device extracts 10 bits of
ddta per Clock period on each TMDS pin.
14.2.3 Data type multiplexing
14.2.3.1 Video data

THe video packet contains the PAL header and packet body. The leading guard band shall be|stripped
by the PAL and will not be part of payload. It is the receiverPAL's responsibility to insert thg leading
gyard band into the HDMI Sink's TMDS data channel based*on the PAL Header.

THe layout of the packet body with "payload size = n bytes" is described below.

Name Offset Size Content
PAL Header 0 32 hits Header data

Pixel stream on TMDS 0 PAL*Header+0 8 hits Pixel data
Pix el stream on TMDS 1 PAl-Header+1 8 hits Pixel data
Pix el stream on TMDS 2 PAL Header+2 8 hits Pixel data
Pixel stream on TMDS @ PAL Header+n-3 8 hits Pixel data
Pixel stream on TMDS. 2 PAL Header+n-2 8 hits Pixel data
Pix el stream on TMDS 2 PAL Header+n-1 8 hits Pixel data

Figure 179 - Video packet body layout

14.2,83\2° Data island

The-data island packet contains the PAL header and packet body. The leading guard band ang trailing
guard band shall be stripped by the PAL and will not be part of payload. It is the receiver PAL's
responsibility to insert the leading guard band and trailing guard band into the HDMI Sink's TMDS data
channel base on the PAL Header.

The minimum size of payload size = 32 TMDS periods (1 data packet * 32 Data TMDS period each).
The maximum payload size = 576 TMDS periods (18 data packets * 32 Data TMDS period each).

1 Data packet = 32 TMDS periods = 30 bits * 32 = 960 bits = 120 bytes

The layout of the packet body with "payload size = n bytes" is described below.

© ISO/IEC 2011 - All rights reserved 211


https://standardsiso.com/api/?name=6852312a373028011c474f287a896832

ISO/IEC 13156:2011(E)

Name Offset Size Content

PAL Header 0 32 bits Header data
Data packet clock 0 on PAL Header+0 8 bits MSB 8 bits of TMDS O
TMDS 0
Data packet clock 0 on PAL Header+1 8 bits LSB 2 bits of TMDS 0 + MSB 6
TMDS 1 bits of TMDS 1
Data packet clock 0 on PAl Header+2 8 bits | SB4 bits of TMDS 1 + MSB 4
TMDE 2 bits of TMDS 2
Data|packet clock 1 on PAL Header+3 8 bits LSB 6 bits of TMDS 2 + MSB-2
TMDE 0 bits of TMDS 0
Data|packet clock 1 on PAL Header+4 8 bits LSB 8 bits of TMDS 0
TMDE 1
Data|packet clock 1 on PAL Header+5 8 bits MSB 8 bits of TMDS'1
TMDB 2
Data|packet clock k on PAL Header+n-1 8 bits LSB 8 hits,of TMDS 2

TMDE 2

18.2.3.B Control

The control period contains a 4 bytes PAL header and_packet body (control only). The preamble shgll
;ted by the PAL and will not be part of payload:. It is the receiver PAL's responsibility to insert
the Pregmble into the HDMI Sink's TMDS data channel base on the PAL Header.

be strip

The layqut of the packet body with "payload size'= n bytes" is described below.

Minimum Control Packet Payload Size =,4TNMDS periods = 15 bytes

Figure 180 - Data packet body-layout

Name Offset Size Content
PAL Header 0 32 bits Header data

Control packet clock 0 on PAL Header+0 8 hits MSB 8 bits of TMDS 0
TMDS 0

C’?/Ivtrol packet clogk\6’on PAL Header+1 8 bits LSB 2 bits of TMDS 0 +
TMDS 1 MSB 6 bits of TMDS 1
C’(\)/rtrol packet'clock 0 on PAL Header+2 8 bits LSB 4 bits of TMDS 1 +
TMDS 2 MSB 4 bits of TMDS 2
C’(\)/rtrol packet clock 1 on PAL Header+3 8 bits LSB 6 bits of TMDS 2 +
TMDS 0 MSB 2 bits of TMDS 0
Cohfrnl Innr‘lznf clock 1 on PAL Header+4 8 hits LSB 8 hitsof TMDS Q
TMDS 1

Control packet clock 1 on PAL Header+5 8 bits MSB 8 bits of TMDS 1
TMDS 2

Control packet clock k on PAL Header+n-1 8 hits LSB 8 bitsof TMDS 2
TMDS 2

212

Figure 181 - Control packet body layout
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18.2.3.4 DDC/CEC packet

The DDC/CEC packet contains the PAL header and packet body. The packet body includes the 6 bytes
DDC/CEC message header, followed by the variable size message body. The format of the DDC and
CEC message body can be find in the HDMI specification. The layout of the packet body is described
below.

Name Offset Size Content
PAL Header 0 32 bits Header data
Message Header (Type) PAL Header+0 8 bits EDID Protocol: 1
CEC Protocolr2
Message Header PAL Header+1 8 bits Read: 0
(RAWrt) Write: 1
Message Header PAL Header+2 8 bits Address
(Address)
Message Header PAL Header+3 8 bits Segment Pointer
(SegPtr)
Message Header PAL Header+4 16 bits Message Length: 1
(MsglLen) - 65535
Message body byte O PAL Header+Message
Header+0
Message body byte 1 PAL Header+Message 8 bits
Header+1
Message body byte n PAL Header+Message 8 bits
Header+n-1

Figure\182 - DDC/CEC packet body layout

18.3 HDMI reception
Atthe receiver, the packet-is-received via the MAC SAP. The PAL header is read to indicgte if the
packet is video, audio, eontrol or DDC/CEC. If the packet is video then the TDMS coding i4 applied
prlor to passing the yideo data onto the HDMI receiver. The three data channels are demultiplexed
apart, along with the. display data channel and the CE control.
14.3.1 TMDS)encoding

Fgr video pagkets the PAL needs to apply the TMDS coding prior to passing it to the HDMI|sink, as
dgscribedin.the HDMI specification.

14.32 YPacket demultiplexing

The packet body is routed. as indicated. to the appropriate port of the HDMI sink.

18.3.2.1 Video

Video packets are demultiplexed and distributed to TMDS data channels 0 through 2. The receiver
PAL shall receive and examine the PAL header for packet type. If the type of packet is video, then a
leading guard band shall be insert into TMDS data channel before the video stream.

After the leading guard band, the PAL shall encode the 8 bits video data into 10 bits format before
mapping to the TMDS data channel. The 2-stage TMDS encoding process shall be performed before
mapping into the TMDS data channel, starting with TMDS data channel O for the first video data byte in
the video packet, as shown in the figure below.
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