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Abstract: This International Standard establishes a common framework for software life cycle processes,
with well-defined terminology, that can be referenced by the software industry. It applies to the acquisition
of systems and software products and services, to the supply, development, operation, maintenance, and
disposal of software products and the software portion of a system, whether performed internally or
externally to an organization. Those aspects of system definition needed to provide the context for software
products and services are included. Software includes the software portion of firmware. This revision
integrates ISO/IEC 12207:1995 with its two amendments and was coordinated with the parallel revision of
ISO/IEC 15288:2002 (System life cycle processes) to align structure, terms, and corresponding
organizational and project processes. This standard may be used stand alone or jointly with
ISO/IEC 15288, and supplies a process reference model that supports process capability assessment in
accordance with ISO/IEC 15504-2 (Process assessment). An annex provides support for IEEE users and

H Lok: [ Lt o 1ot ' LO4L | DU | e el P 8 | 2l
HTOUTTUTS TTIAllUTTISTTTIPS UT TS TITTTiaturiar oldiiuaru U T L L Sstdaliuaiuus.

Keywords: acquisition, agreement, assessment, audit, configuration management, _déeyvelopment,
maintenance, disposal, operation, process reference model, process improvement, quality assurance,
etirement, supply, validation, verification

—

his document is an International Standard and is .copyright-protected by ISO and the IEEE. Except as permitted under| the
bplicable laws of the user's country, neither this {SO/IEC-IEEE standard nor any extract from it may be reproduced, stored|in a
dtrieval system or transmitted in any form orby’any means, electronic, photocopying, recording or otherwise, without prior
Fitten permission being secured. Requests,for permission to reproduce should be addressed to either ISO or the IEEE af the
idresses below.

v S 3o

130 Copyright Office Institute of Electrical and Electronics Engineers
Cpse postale 56 - CH-1211 Gengeva 20 IEEE Standards Activities Department

Tel. +4122749 01 11 445 Hoes Lane

Fax +41 227490947 Piscataway, NJ 08854

Etmail copyright@iso.org E-mail stds.ipr@ieee.org

Web www.iso.org Web www.ieee.org

Cppyright:©2008 ISO/IEC-IEEE. All rights reserved.

Ee)

Lblished 31 January 2008. Printed in the United States of America.
|IHEE~s a reqistered trademark in the U S Patent & Trademark Office owned by the Institute of Flectrical and Flectr
Engineers, Incorporated.

ics

Print: ISBN 0-7381-5663-9 SH95713
PDF: ISBN 0-7381-5664-7 S§895713

No part of this publication may be reproduced in any form, in an electronic retrieval system or otherwise, without the prior written
permission of the publisher.

© ISO/IEC 2008 — All rights reserved

© IEEE 2008 — All rights reserved iii


mailto:copyright@iso.org
http://www.iso.org/
mailto:stds.ipr@ieee.org
https://standardsiso.com/api/?name=e7d1eb7850f2ba20d2715f64e119270f

ISO/IEC 12207:2008(E)
IEEE Std 12207-2008

International Standard ISO/IEC 12207:2008(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology,
ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft InternatiovLaI
Standard$ adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention |is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISP and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 12207 was prepared by Joint Technical Committee ISO/IEC JTC 1, dnformation technology,
Subcomnpittee SC 7, Software and systems engineering.

This secgnd edition cancels and replaces the first edition (ISO/IEC 12207:1995), which has been technicglly
revised. I} also incorporates the Amendments ISO/IEC 12207:1995/Amd.1:2002 and ISO/NEC 12207:1995/Amd.2:2004.

Changes|in this revision of ISO/IEC 12207 were developed in conjunction with a corresponding revision|of
ISO/IEC [15288. The purpose of these revisions is to better align the two International Standards to facilitate
their jointjuse. This alignment is the first step toward harmonization of the structures and contents of the tyo
Internatiopal Standards, while supporting the requirements of’the assessment community. This alignment
provides the foundation to facilitate evolution to an integrated and fully harmonized treatment of life cy¢le
processes. This International Standard was developed with:the following goals:

— incorporate and rationalize both Amendments;

— provide a common terminology between the'revision of ISO/IEC 15288 and ISO/IEC 12207;

— wherg applicable, provide common process names and process structure between the revision of the
ISO/IEC 15288 and this International Standard;

— enable the user community to[ evolve towards fully harmonized standards and to provide a stable
standlard, while maximizing backward compatibility; and

— leverpge ten years of experience with the development and use of ISO/IEC 12207 and ISO/IEC 15288.

A subsequent revision is_intended to achieve a fully harmonized view of the system and software life cy¢le
processep. Identified _afeas to address in the future include: common process purposes and outcomgs,
architectyre of thesstandards, level of prescription of activities and tasks, life cycle treatments, treatment|of
products [and services, common verification and validation concepts, common configuration management
concepts| deferred recommendations and alignment with other applicable standards.

The |IEEE—Cemputer—Sesiety—ecollaberated—with+SOAECJFC——in—the—development—ef—this—trternational
Standard. IEEE/EIA 12207.0-1996, Industry Implementation of International Standard ISO/IEC 12207:1995
Standard for Information Technology — Software Life Cycle Processes, was one of the base documents used

in the development of this International Standard.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of the
IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy of
any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The TEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly dlsdﬁaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpope, or
that the use of the material contained herein is free from patent infringement. IEEE Standards documents (are-sugplied
“ASIS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test,uneasure, purg¢hase,
market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments [n the
state of the art and comments received from users of the standard. Every IEEE Standard is subjected to review af least
every five years for revision or reaffirmation. When a document is more than five years, old-and has not been reaffifmed,
it is reasonable to conclude that its contents, although still of some value, do not wholly, reflect the present state of the art.
Users are cautioned to check to determine that they have the latest edition of any IEEE-Standard.

In publishing and making this document available, the IEEE is not suggesting-or rendering professional or other sefvices
for, or on behalf of, any person or entity. Nor is the IEEE undertaking togerform any duty owed by any other perdon or
entity to another. Any person utilizing this, and any other IEEE Standards’ document, should rely upon the advic¢ of a
competent professional in determining the exercise of reasonable caré\in any given circumstances.

Interpretations: Occasionally questions may arise regarding the thedning of portions of standards as they relate to specific
applications. When the need for interpretations is brought to’the attention of IEEE, the Institute will initiate action to
prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is importgnt to
ensure that any interpretation has also received the coneurrence of a balance of interests. For this reason, IEEE arfd the
members of its societies and Standards Coordinafing Committees are not able to provide an instant response to
interpretation requests except in those cases where-the matter has previously received formal consideration. At lecfures,
symposia, seminars, or educational courses, an‘\individual presenting information on IEEE standards shall make it|clear
that his or her views should be consideréd the personal views of that individual rather than the formal podition,
explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiljation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, togetherl with
appropriate supporting commients. Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institjite of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Centgr. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood

Drive Danvers MA 01923 TISA; +1 978 750 8400 Permission to photocopy portions of any individual standatd for

educational classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

ISO/IEC 12207 was published on 1 August 1995 and was the first International Standard to provide a
comprehensive set of life cycle processes, activities and tasks for software that is part of a larger system, and
for stand alone software products and services. That International Standard was followed in November 2002
by ISO/IEC 15288 which addressed system life cycle processes. The ubiquity of the software meant that the
software and its design processes should not be considered separately from those systems, but be
considered as an integral part of the system and system design processes. The ISO/IEC 12207 Amendments
in 2002 and 2004 added process purpose and outcomes to the International Standard and established a
Process Reference Model in accordance with the requirements of ISO/IEC 15504-2.

This Intefnational Standard, a revision of the amended ISO/IEC 12207, is an initial step in the SC7
harmonization strategy to achieve a fully integrated suite of system and software life cycle processes’ apd
guidance [for their application.

This revisjon integrates ISO/IEC 12207:1995 with its two Amendments and applies SC7 guidelines for procegs
definition [to support consistency and improved usability. Project execution was carefully ceordinated with the
parallel revision of ISO/IEC 15288:2002 to align structure, terms, and corresponding organizational apd
project prpcesses.

This Interpational Standard can be used in one or more of the following modes:

— By an organization — to help establish an environment of desired processes. These processes can be
supported by an infrastructure of methods, procedures, techniquesy tools and trained personnel. The
organization may then employ this environment to perform and manage its projects and progress systems
through their life cycle stages. In this mode this International Standard is used to assess conformance |of
a deglared, established set of life cycle processes to its provisions.

— By a| project — to help select, structure and employ the elements of an established set of life cygle
procgsses to provide products and services. In thistmode this International Standard is used in the
asseg$sment of conformance of the project to the declared and established environment.

— By am acquirer and a supplier — to help develop an agreement concerning processes and activities. \fia
the ggreement, the processes and activities in this International Standard are selected, negotiatgd,
agreed to and performed. In this mode(this International Standard is used for guidance in developing the
agreement.

— By ofganizations and assessors\=— to perform assessments that may be used to support organizatioral
procgss improvement.

This Interpational Standard-centains requirements in four Clauses: Clause 6, which defines the requiremerts
for the system life cycle grocesses, Clause 7, which defines the requirements for specific software life cygle
processes, clauses of{Annex A, which provides requirements for tailoring of this International Standard apd
clauses of Annex B Which provides a Process Reference Model (PRM) which may be used for assessmgnt
purposes

Five informative annexes support the harmonization strategy initiated by this revision.

— Annex C expands on history and rationale for the changes, and provides high-level traceability among the
International Standards which were used as the inputs to this revision.

— Annex D describes the alignment of the processes of ISO/IEC 15288 and ISO/IEC 12207 — a key focus
of this revision.

— Annex E provides an example of a process view for Usability, intended to illustrate how a project might
assemble processes, activities and tasks of ISO/IEC 12207 to provide focused attention to the
achievement of product characteristics that have been selected as being of special interest.

© ISO/IEC 2008 — All rights reserved
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— Annex F contains some example process descriptions that are considered useful to some readers of this
International Standard.

— Annex G provides support for IEEE users and describes relationships of this International Standard to
IEEE standards.

Readers of this International Standard are advised to consult Clause 5 to gain understanding of the key
concepts used.

NOTE A future Technical Report (ISO/IEC TR 24748) will describe the relations between this International Standard
and ISO/IEC 15288:2008.

© ISO/IEC 2008 — All rights reserved
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IEEE Introduction

This introduction is not part of IEEE Std 12207 ™-2008, Systems and Software Engineering—Software Life Cycle
Processes.

IEEE Std 12207™-2008 and IEEE Std 15288™-2008 are identical to ISO/IEC 12207:2008 and
ISO/IEC 15288:2008. Therefore, all references to ISO/IEC 12207 or ISO/IEC 15288 apply equally well to their
IEEE counterparts. Further details regarding relationships to IEEE standards can be found in Annex G

This stanfard replaces IEEE/EIA 12207.0-1996, Industry Implementation of International Standard ISO/IEC
12207: 1995 Standard for Information Technology — Software Life Cycle Processes, which was_an adoptipn
with charges of ISO/IEC 12207:1995. Users of the earlier standard may be interested toknow what will
happen tg its companions, IEEE/EIA 12207.1-1996 and IEEE/EIA 12207.2-1997. There is)currently a projgct
underway| to replace IEEE/EIA 12207.1 with an adoption of ISO/IEC 15289. Completionof the current projgct
will rendef IEEE/EIA 12207.2 obsolete; it will probably be withdrawn unless there is a dentonstration of intergst
to revise if.

The origipal ISO/IEC 12207 was published on 1 August 1995 and was the first international standard |to
provide alcomprehensive set of life cycle processes, activities and tasks fot software that is part of a larder
system, and for stand alone software products and services. That international standard was followed |in
November 2002 by ISO/IEC 15288 which addressed system life cycleqrocesses.

IEEE cooperated with the Electronic Industries Alliance (EIA) inkadopting ISO/IEC with changes to become
IEEE/EIA|12207-1996. In 2004, IEEE performed an identical adoption of ISO/IEC 15288:2002.

The ISO/IEC 12207 amendments in 2002 and 2004 addediprocess purpose and outcomes to the International
Standard [and established a Process Reference Model in‘accordance with the requirements of ISO/IEC 15504-2.
IEEE did pot pick up these amendments, preferring a-stable base for the users of its standard.

This new [revision of ISO/IEC 12207 is the product of a coordinated effort by IEEE and ISO/IEC JTC 1/SC|7.
The base| documents for the revision included the ISO/IEC standard and its amendments, and the IEEE/E|A
standard and its unique material.

This revisjon integrates ISO/IEC 12207:1995 with its two Amendments and applies SC7 guidelines for procegs
definition [to support consistency_and improved usability. Project execution was carefully coordinated with the
parallel revision of ISO/IEC A45288:2002 to align structure, terms, and corresponding organizational apd
project prpcesses.

This revised standard is’a*step in the SC7 harmonization strategy to achieve a fully integrated suite of systgm
and software life cycle’processes and guidance for their application. It is also an important step in the shargd
strategy df ISO/IECJTC 1/SC 7 and the IEEE to harmonize their respective collections of standards. The ngw
editions of ISOHEC 12207 and ISO/IEC 15288, and their identical IEEE editions, will provide a single, shargd
baseline of systems and software life cycle processes applicable to both ISO/IEC and the IEEE standarfls
collectiong.

Notice to users

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http:/
standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for errata
periodically.

© ISO/IEC 2008 — All rights reserved
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Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieeelinterp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying patents

orpatent Qpp“r“QﬁﬁhQ for which a license may. be rnqnirnd to implnmnnf an |[EEE standard or for ¢ nducting

inguiries into the legal validity or scope of those patents that are brought to its attention.
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Systems and software engineering — Software life cycle

p

rocesses

1 Overview

1.1 Scope

This International Standard establishes a common framework for software life cycle processes, with well-
defined terminology, that can be referenced by the software industry. It contains processes,-actiyities, and
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3 Limitations

ks that are to be applied during the acquisition of a software product or service and during th
velopment, operation, maintenance and disposal of software products. Software-includes the
rtion of firmware.

is International Standard applies to the acquisition of systems and software products and servig
pply, development, operation, maintenance, and disposal of software produets’and the software p
stem, whether performed internally or externally to an organization. _Those aspects of system
eded to provide the context for software products and services are included.

is International Standard also provides a process that can be employed for defining, contrg
proving software life cycle processes.

e processes, activities and tasks of this International Standard—either alone or in conjun
O/IEC 15288—may also be applied during the acquisition of a system that contains software.

e purpose of this International Standard is-to provide a defined set of processes to facilitate comn
hong acquirers, suppliers and other stakeholders in the life cycle of a software product.

is International Standard is writteh ;for acquirers of systems and software products and servics
ppliers, developers, operators, maintainers, managers, quality assurance managers, and users 0
pducts.

is International Standard-is intended for use in a two-party situation and may be equally applied
0 parties are from the_same organization. The situation may range from an informal agreeme
pally binding contract.” The International Standard may be used by a single party through a self-im
processes. This\Clause does not prevent the use of ISO/IEC 12207 by suppliers or developers
elf software.

is>International Standard does not detail the life cycle processes in terms of methods or p
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This International Standard does not detail documentation in terms of name, format, explicit content and
recording media. The International Standard may require development of documents of similar class or type;
various plans are an example. The International Standard, however, does not imply that such documents be
developed or packaged separately or combined in some fashion. These decisions are left to the user of the
International Standard.

NOTE ISO/IEC 15289 addresses the content for life cycle process information items (documentation).

This International Standard does not prescribe a specific system or software life cycle model, development

methodology, method, model or technique.
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selecting a life cycle model for the software project and mapping the processes, activities, and tasks in this

International Standard onto that model.

software development methods and for performing the activities and tasks suitable for the software project.

The parties are also responsible for selecting and applying the

This International Standard is not intended to be in conflict with any organization’s policies, procedures, and
standards or with any national laws and regulations. Any such conflict should be resolved before using this
International Standard.

2 Con

formance

2.1 Inten

The requ

Internatiopal Standard provides requirements for a number of processes suitable for usage during/the-life cyc

of a softw|
of the pr
Standard
ways that
claim of ¢

2.2 Full ¢

A claim o
is achievd
using the

2.3 Tailagred conformance

When thig
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process p
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using the

NOTE 1

clauses of
this case,
with this In

NOTE 2
as a condit
constitute

NOTE 3
marked by

ded usage
rements in this International Standard are contained in Clauses 6 and 7 and Annex)A. TH

are product or service. It is recognized that particular projects or organizations may not need to use
pcesses provided by this International Standard. Therefore, implementation ofcthis Internation
typically involves selecting a set of processes suitable to the organization or project. There are t\
an implementation can be claimed to conform with the provisions of this International Standard. A
bnformance is cited in only one of the two forms below.

conformance

full conformance declares the set of processes for which confofmance is claimed. Full conforman
d by demonstrating that all of the requirements of the declared.set of processes have been satisfi
outcomes as evidence.

International Standard is used as a basis for establishing a set of processes that do not qualify for f
nce, the clauses of this International Standard are selected or modified in accordance with the tailori
rescribed in Annex A. The tailored text, for which tailored conformance is claimed, is declared. Tailor
hce is achieved by demonstrating that requirements for the processes, as tailored, have been satisfi
butcomes as evidence.

When this International Standard i$ used to help develop an agreement between an acquirer and a suppli
this International Standard can ‘he selected for incorporation in the agreement with or without modification.
t is more appropriate for the.acquirer and supplier to claim compliance with the agreement than conforman
ernational Standard.

ion of trade, should-specify and make public the minimum set of required processes, activities, and tasks, whi
uppliers' conformance with this International Standard.

Requiremients of this International Standard are marked by the use of the verb "shall." Recommendations 4
the usexofithe verb "should". Permissions are marked by the use of the verb "may".

Any organization (for €xample, national, industrial association, company) imposing this International Standaf:
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Terms and definitions

For the purposes of this document, the following terms and definitions apply.

4,

1

acquirer
stakeholder that acquires or procures a product or service from a supplier

NOTE The acquirer could be one of the following: buyer, customer, owner, purchaser.

4,

2

agertisition

prpcess of obtaining a system, software product or software service

B

agtivity

sdt of cohesive tasks of a process

h

agreement

Litual acknowledgement of terms and conditions under which a working relationship is conducted

b

audit

Hependent assessment of software products and processes conducted by an authorized person i

agsess compliance with requirements

.p

baseline

4,

sgecification or product that has been formally reviewed and agreed upon, that thereafter serves as|
for further development, and that can be changed only through formal change control procedures

7

configuration item

entity within a configuration that satisfies;an end use function and that can be uniquely identified

reference point

B

contract

W

.p

inding agreement between.two parties, especially enforceable by law, or a similar internal agreem

thin an organization

cuystomer
organization opperson that receives a product or service

N

N

DTE 1 A customer can be internal or external to the organization.

n order to

the basis

ht a given

ent wholly

DTE)2  Adapted from ISO 9000: 2005.

NOTE 3  Other terms commonly used for customer are acquirer, buyer, and purchaser.

4,

10

developer
organization that performs development tasks (including requirements analysis, design, testing through
acceptance) during a life cycle process

NOTE In this International Standard, the terms developer and implementer are synonymous.

©
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4.1

enabling system

system that supports a system-of-interest during its life cycle stages but does not necessarily contribute
directly to its function during operation

NOTE 1 For example, when a system-of-interest enters the production stage, a production-enabling system is required.

NOTE 2 Each enabling system has a life cycle of its own. This International Standard is applicable to each enabling
system when, in its own right, it is treated as a system-of-interest.

412
evaluatio
systemati¢ determination of the extent to which an entity meets its specified criteria

413
facility
physical means or equipment for facilitating the performance of an action, e.g. buildings, instruments, tools

414

firmware
combinatipn of a hardware device and computer instructions or computer data that reside’as read-only softwgre
on the hafdware device

NOTE  The software cannot be readily modified under program control.

4.15
implementer
organizatijon that performs implementation tasks

NOTE n this International Standard, the terms developer and iniplementer are synonymous.

4.16

life cycle
evolution [of a system, product, service, project'or other human-made entity from conception through
retiremen

417
life cyclelmodel
framework of processes and activities concerned with the life cycle that may be organized into stages, which
also acts ps a common reference for communication and understanding

418
maintainer
organizatipn that performs.maintenance activities

4.19
monitoring
examinatipn of the status of the activities of a supplier and of their results by the acquirer or a third party

4.20
non-deliverable item

hardware or software product that is not required to be delivered under the contract but may be employed in the
development of a software product

4.21
off-the-shelf
<product> already developed and available

4.22
operator
entity that performs the operation of a system

© ISO/IEC 2008 — All rights reserved
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organization.

NOTE 2  In the context of this specific definition, the term entity means an individual or an organization.

4.23
organization
person or a group of people and facilities with an arrangement of responsibilities, authorities and relationships

NOTE1  Adapted from ISO 9000:2005.

The role of operator and the role of user may be vested, simultaneously or sequentially, in the same individual

NOTE 2 A body of persons organized for some specific purpose, such as a club, union, corporation, or society is an
organization.

NOTE 3 An identified part of an organization (even as small as a single individual) or an identified group of
organizations can be regarded as an organization if it has responsibilities, authorities and relationships.

NOTE4 A form of an organizational entity is often called an enterprise, so the organizational aspefts of this
Infernational Standard would apply to an enterprise as well.

4.4

party

organization entering into a contract

NOTE In this International Standard, the agreeing parties are called the acquirer and the supplier.

4.25

process

sdt of interrelated or interacting activities which transforms<inputs into outputs

[1$0 9000:2005]

4.26

process purpose

high level objective of performing the process and the likely outcomes of effective implementation of the

p1
N
4.,

p1
ol

4,

0Cess

DTE The implementation of the process should provide tangible benefits to the stakeholders.

R7
ocess outcome
servable result of the successful achievement of the process purpose

DTE An outeome statement describes one of the following:
productien\of an artefact;

a significant change in state;
meeting of specified constraints, e.g., requirements, goals, etc.

28

product

re

sult of a process

[ISO 9000:2005]

4.29

project
endeavour with defined start and finish dates undertaken to create a product or service in accordance with
specified resources and requirements

NOTE1  Adapted from ISO 9000:2005.

© ISO/IEC 2008 — All rights reserved
© |IEEE 2008 — All rights reserved


https://standardsiso.com/api/?name=e7d1eb7850f2ba20d2715f64e119270f

ISO/IEC 12207:2008(E)
IEEE Std 12207-2008

NOTE 2 A project may be viewed as a unique process comprising coordinated and controlled activities and may be
composed of activities from the Project Processes and Technical Processes defined in this International Standard.

4.30
project portfolio
collection of projects that addresses the strategic objectives of the organization

4.31
qualification
process of demonstrating whether an entity is capable of fulfilling specified requirements

4.32
qualificajieon requirement

set of criteria or conditions that have to be met in order to qualify a software product as complying~with
specifications and being ready for use in its target environment or integration with its containing systeém

—

S

4.33
qualificalion testing
testing, conducted by the developer and witnessed by the acquirer (as appropriate), to demonstrate that a
software product meets its specifications and is ready for use in its target environmenf or integration with jts
containing system

4.34
quality assurance
all the planned and systematic activities implemented within the quality syStem, and demonstrated as needqd,
to providg adequate confidence that an entity will fulfil requirements for.quality

NOTE 1 There are both internal and external purposes for quality assurance:

a) Internjl quality assurance: within an organization, quality assurance provides confidence to management;

%

b) Exterpal quality assurance: in contractual situations, quality>assurance provides confidence to the customer or othe
NOTE 2 | Some quality control and quality assurance actions are interrelated.

NOTE 3 | Unless requirements for quality fully reflect the needs of the user, quality assurance may not provide adequate
confidence).

4.35

release
particular| version of a configuration’ item that is made available for a specific purpose (for example, tgst
release)

4.36
request fpr proposal
tender
document used by\the acquirer as the means to announce its intention to potential bidders to acquire| a
specified pystef;-software product or software service

4.37
resource
asset that is utilized or consumed during the execution of a process

4.38

retirement

withdrawal of active support by the operation and maintenance organization, partial or total replacement by a
new system, or installation of an upgraded system

© ISO/IEC 2008 — All rights reserved
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4.39

security
protection of information and data so that unauthorized persons or systems cannot read or modify them and
authorized persons or systems are not denied access to them

4.40
service
performance of activities, work, or duties associated with a product

4.41

software item

item

squrce code, object code, control code, control data, or a collection of these items

NOTE A software item can be viewed as a system element of ISO/IEC 15288:2008.

4.42

software product

sgt of computer programs, procedures, and possibly associated documentation and data
4.43

software unit

sdparately compilable piece of code

4iE4

stage

period within the life cycle of an entity that relates to the state of.its description or realization

N
er

DTE 1 As used in this International Standard, stages relate to major progress and achievement milestd
tity through its life cycle.

DTE 2  Stages may be overlapping.

5

keholder
Jividual or organization having a right,:share, claim or interest in a system or in its possession of char
bt meet their needs and expectations

6

tement of work

cument used by the acquirer as the means to describe and specify the tasks to be performed
ntract

4.47

SU
on

pplier
ganization or individual that enters into an agreement with the acquirer for the supply of a product d

nes of the

acteristics

under the

r service

NOTEA The "supplier" could be a contractor, producer, seller, or vendor.

N\)TE 2 SUIIIUt;IIIUO thU GU\.'U;IUI (JII\’:II thc OUPP:;UI arc pai’t Uf thc LdlTIS UIHOII;LGt;UII.
4.48

system

combination of interacting elements organized to achieve one or more stated purposes

NOTE 1 A system may be considered as a product or as the services it provides.

NOTE 2

In practice, the interpretation of its meaning is frequently clarified by the use of an associative noun, e.g.,

aircraft system. Alternatively, the word “system” may be substituted simply by a context-dependent synonym, e.g., aircraft,
though this may then obscure a system principles perspective.

© ISO/IEC 2008 — All rights reserved
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4.49
system element
member of a set of elements that constitutes a system

NOTE A system element is a discrete part of a system that can be implemented to fulfil specified requirements. A
system element can be hardware, software, data, humans, processes (e.g. processes for providing service to users),
procedures (e.g., operator instructions), facilities, materials, and naturally occurring entities (e.g., water, organisms,
minerals), or any combination.

4.50
task
requirement, recommendation, or permissible action, intended to contribute to the achievement of one or more
outcomesg of a process

4.51
test coverage
extent to which the test cases test the requirements for the system or software product

4.52

testability

extent to which an objective and feasible test can be designed to determine whether a.requirement is met
4.53

user

individuallor group that benefits from a system during its utilization

NOTE The role of user and the role of operator may be vested, simultaneously or sequentially, in the same individdial
or organizgtion.

4.54
validation
confirmation, through the provision of objective evidencegthat the requirements for a specific intended use |or
application have been fulfilled

[ISO 9000:2005]

NOTE Validation in a life cycle context is the set of activities ensuring and gaining confidence that a system is able|to
accomplish its intended use, goals and objectives.

4.55
verification
confirmation, through the provision of objective evidence, that specified requirements have been fulfilled

[ISO 9000:2005]

NOTE Verification in~a life cycle context is a set of activities that compares a product of the life cycle against the
required characteristics’ for that product. This may include, but is not limited to, specified requirements, design descriptipn
and the system itself.

4.56
version
identified instance of an item

NOTE Modification to a version of a software product, resulting in a new version, requires configuration management
action.

© ISO/IEC 2008 — All rights reserved
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5 Application of this International Standard

This clause presents an overview of the software life cycle processes that can be employed to acquire, supply,
develop, operate, maintain, and dispose of software products and services. The objective is to provide a road
map for the users of this International Standard so that they can orient themselves in it and apply it judiciously.

5.1 Key concepts of this International Standard

This subclause introduces key concepts useful in reading and applying this International Standard. In a few
cases, commonly used words are used in a special way in this International Standard. This subclause will also
describe those special usages. Further elaboration of these concepts can be found in ISO/IEC TR 15271, A
Gliide for the application of ISO/IEC 12207 Software life cycle processes.

NOTE A future Technical Report (ISO/IEC TR 24748, Guide for life cycle management) will alse proyide further
elaboration.

5..1 Relationship of software products and software services

In|general, this International Standard applies to both software products and software services. The provisions
of{specific processes state their applicability.

NOTE ISO/IEC 20000 provides processes, requirements, and guidance\io’ service providers for the (delivery of
managed services.

5.1.2 Relationship between systems and software

This International Standard establishes a strong link betwegn a system and its software. It is based upon the
general principles of systems engineering. Software is>treated as an integral part of the total system and
performs certain functions in that system. This is implemented by extracting the software requirements from
the system requirements and design, producing«the software, and integrating it into the system. It is a
fuhdamental premise of this standard that softWare always exists in the context of a system, eyen if the
syfstem consists of only the processor upon which the software is executed. Therefore, a software product or
sdrvice is always treated as one item in a<system. For example, the standard makes a distinction] between
syistem requirements analysis and software requirements analysis, because, in the general casg, system
architectural design will allocate the\system requirements to various items of the system and software
requirements analysis will derive .software requirements from the system requirements allocated to each
sdftware item. Of course, in same, cases, the non-software items of a system may be so minimal that it may
nat be necessary to perform disfinct system and software analyses.

This standard has a strang relationship with ISO/IEC 15288:2008, System Life Cycle Processes, arld may be
uged in conjunction withit. In many cases, the processes of this International Standard directly correspond to
processes of ISO/IEC 15288 but with some specialization for software products and services. A notable
efample is that,the Software Implementation process of this standard is a specialization — @ detailed
specialization;—of the Implementation Process of ISO/IEC 15288.

In| the case where the system has important non-software elements, an organization may wisH to apply
ISO/IEC{ 15288 to provide the appropriate life cycle processes. For each software element of the system, the
organization would apply the Software Implementation Process of this standard to create the software element.

In the case where the non-software portions of the system are minimal, an organization may wish to apply this
standard without reference to ISO/IEC 15288. This standard contains the additional system-level process —
albeit specialized to the needs of software — to provide the minimum appropriate system context for the
software.

When applying this standard in conjunction with ISO/IEC 15288, one minor mismatch in terminology must be
considered. ISO/IEC 15288 decomposes a system into a set of system "elements". Some of those elements
may be determined to be software products to be implemented using this standard. This standard uses the
term "item" to refer to a major element of the system. In short, this standard uses the term "item" where
ISO/IEC 15288 would use the term "element of software".

© ISO/IEC 2008 — All rights reserved
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Some of the items may eventually be designated as being subject to configuration management; they are then
called "configuration items". The Software Architectural Design Process transforms items into "components"
and the Software Detailed Design Process refines components into "units".

5.1.3 Organizations and parties

In this standard, the terms "organization" and "party" are closely related. An organization is a body of persons
with identified responsibilities and authorities organized for some specific purpose, such as a club, union,
corporation, or society. When an organization, as a whole or a part, enters into a contract, it is a party. Parties
may be from the same organization or from separate organizations. An individual is an example of an
organization, if the individual is assigned responsibilities and authorities.

An organ|zation or a party derives its name from the process for which it is responsible. For example,it|is
called an|acquirer when it performs the Acquisition Process. So, when the following terms are usedin this
standard,|they do not have their generic meaning, but instead, refer to the organization or party, responsible
for executing the process with a similar name: acquirer, supplier, implementer, maintainer, and operator.

A few other terms are applied to organizations in this standard: "user" can be the organization that benefjts
from the utilization of the software product or service; "customer” refers to the user and acquirer collectively;
and "stakeholder" refers to an organization with an interest in the success of the projeci.

The procg¢sses and organizations (or parties) are only related functionally. The~standard does not dictate jor
imply a structure for an organization (or a party).

The procg¢sses in this standard form a comprehensive set to serve various organizations. An organizatign,
small or large, depending on its business purpose or its acquisition stfategy, can select an appropriate set|of
the processes (and associated activities and tasks) to fulfil that purpose. An organization may perform one
process gr more than one process. Under one contract or application of this standard, a given party should ot
perform both the Acquisition Process and the Supply Process, Gut it can perform other processes. A procepss
may be performed by one organization or more than one organization. An example of a process performed py
more than one organization is the Software Review process:

This standlard is intended to be applied by an organization internally or externally by two or more organizatiohs.
When applied internally, the two agreeing parties, typically act under the terms of an agreement that may vdry
in formality under different circumstances. When applied externally, the two agreeing parties typically gct
under the|terms of a contract. In order to facilitate application of this standard either internally or contractually,
the tasks|are expressed in contractual language. When applied internally, the contractual language is to be
interpretef as self-imposed discipline.

For the plirpose of this standard, any project is assumed to be conducted within the context of an organizatipn.

of dependencies that'the project places upon the organization

5.1.4 Organization-level and project-level adoption

Modern software businesses strive to develop a robust set of software life cycle processes that are applied
repeatedly to the software projects of the business. Therefore, this standard is intended to be useful for
adoption at either the organization level or at the project level. An organization would adopt the standard and
supplement it with appropriate procedures, practices, tools and policies. A software project of the organization
would typically conform to the organization's processes rather than conform directly to this standard.

In some cases, projects may be executed by an organization that does not have an appropriate set of
processes adopted at the organizational level. Such a project may apply the provisions of this standard
directly to the project.

© ISO/IEC 2008 — All rights reserved
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5.1.5 Tailoring

Annex A, which is normative, defines the basic activities needed to perform tailoring of this International
Standard.

It should be noted that tailoring may diminish the perceived value of a claim of conformance to this standard.
This is because it is difficult for other organizations to understand the extent to which tailoring may have
deleted desirable provisions. An organization asserting a single-party claim of conformance to this standard
may find it advantageous to claim absolute conformance to a smaller list of processes rather than tailored
conformance to a larger list of processes.
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b processes, activities, and tasks as appropriate and effective. This standard encourages iterati
b activities and recursion within an activity to offset the effects of any implied sequence of acti
5ks. The parties of this standard are responsible for selecting a life cycle model for the project and
b processes, activities, and tasks onto that model.

1.7 Evaluation versus verification, and validation

this standard, the processes and their activities and tasks are arranged in a sequence st
position. This positional sequence does not prescribe or dictate any time-dependent sequence. R
nsensus on or use of a universal time-dependent sequence, the user of this standard-may select

rganizations that are involved in any process of the life cycle conduct evaluations of the products o
e Software Verification and Software Validation processes pravide the opportunity for additional e
ese processes are conducted by the acquirer, the supplieri,/or an independent party to verify an
e products in varying depth depending on the project. These evaluations do not duplicate or rep
aluations, but supplement them. Additional opportunities.for evaluation are provided by the Softwa
pftware Audit, Software Quality Assurance and the LifeCycle Model Management Processes.

1.8 Criteria for processes

is standard establishes a framework for<the life cycle of software. The life cycle begins with an
ed that can be satisfied wholly or partly by software and ends with the retirement of the soft
chitecture is built with a set of procésses and interrelationships among these processes. The dets
the life cycle processes is based upon two basic principles: cohesion and responsibility.

itable for
or lack of
and order
bN among
vities and

mapping

f that task.
aluations.
d validate
ace other
re Review,

idea or a
vare. The
brmination

Cohesion: The life cycle processes are cohesive and coupled to the optimum extent deemed practical

and feasible.

Responsibilityt~A" process is placed under the responsibility of an organization or a pa
software lifée-cycle.

1.9 Description of processes

e processes of this standard are described in a manner that is similar to ISO/IEC 15288 in order t
e use of both standards in a single organization or project.

rty in the

b facilitate

Each process of this standard is described in terms of the following attributes:

— The title conveys the scope of the process as a whole

— The purpose describes the goals of performing the process

— The activities are a list of actions that are used to achieve the outcomes

© ISO/IEC 2008 — All rights reserved
© |IEEE 2008 — All rights reserved

The outcomes express the observable results expected from the successful performance of the process

11


https://standardsiso.com/api/?name=e7d1eb7850f2ba20d2715f64e119270f

ISO/IEC 12207:2008(E)
IEEE Std 12207-2008

— The tasks are requirements, recommendations, or permissible actions intended to support the
achievement of the outcomes.

Additional detail regarding this form of description can be found in ISO/IEC 24774, System and Software
Engineering — Life Cycle Management — Guidelines for process definition.

5.1.10 General Characteristics of processes

The attributes described in subclause 5.1.9 characterize the specificity of each process. When an
implemented process conforms to these attributes, the process’ specifically defined purpose and outcomes
are achieved through the implementation of its defined activities.

to these basic attributes, processes may be characterized by other attributes commoncte/pll
. ISO/IEC 15504-2 identifies common process attributes which characterize 6 levels of achievemgnt
within a measurement framework for process capability. Annex B of this International Standard ,includes the
list of progess attributes which contribute to the achievement of higher levels of process capability. as defingd
in ISO/IEC 15504-2.

5.1.11 Decomposition of processes

Each progess of this standard satisfies the criteria described above. For the puarpose of clear descriptign,
processe$ are sometimes decomposed into smaller pieces. Some processes dare)decomposed into activities
and/or lower-level processes. A lower-level process is described when the decomposed portion of the procegs
itself satidfies the criteria to be a process. An activity is used when the decomposed unit does not qualify ad a
process. fAn activity can be considered as simply a collection of tasks (s€é)below).

It is somegtimes useful to decompose processes into lower-level processes at a finer level of detail. Some
lower-level processes are described solely for the purpose of asseéssment. These lower-level processes dre
not descilibed in the body of the standard, but are provided~in an annex. In each case, the lower-level
assessmeént process described in the annex is an elaboration-of one activity of the associated process in the
body of tHe standard.

A task is expressed in the form of a requirement, reCommendation, or permissible action, intended to support
the achieyement of the outcomes of a processi_For this purpose, this standard carefully employs certgin
auxiliary yerbs (shall, should, and may) to differentiate between the distinct forms of a task. "Shall" is used|to
express B provision required for conformance, "should" to express a recommendation among other
possibilitieés, and "may" to indicate a course-of action permissible within the limits of this standard.

Additiona| informative material is provided in the form of non-normative notes or non-normative annexes.

5.1.12 Life cycle models andstages

The life of a system or,a s@ftware product can be modelled by a life cycle model consisting of stages. Modgls
may be ysed to represent the entire life from concept to disposal or to represent the portion of the life
correspor{ding to .the ‘current project. The life cycle model is comprised of a sequence of stages that mpy
overlap and/or_iterate, as appropriate for the project's scope, magnitude, complexity, changing needs and
opportunifies{Each stage is described with a statement of purpose and outcomes. The life cycle processges
and activitiés)are selected and employed in a stage to fulfil the purpose and outcomes of that stage. Differgnt
organizations may undertake different stages in the life cycle. However, each stage Is conducted by the
organization responsible for that stage with due consideration of the available information on life cycle plans
and decisions made in preceding stages. Similarly, the organization responsible for that stage records the
decisions made and records the assumptions regarding subsequent stages in the life cycle.

This International Standard does not require the use of any particular life cycle model. However, it does
require that each project define a suitable life cycle model, preferably one that has been defined by the
organization for use on a variety of projects. Application of a life cycle model provides the means to establish
the time-dependent sequence necessary for project management.

Furthermore, this International Standard does not require the use of any particular set of stages. An example
set of stages for the life cycle of a system includes: concept, development, production, utilization, support and
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retirement. An example set of stages for the life cycle of a software product is development, operation and

maintenance.

Various types or classes of life cycle models have been described. Examples of these types are known by
names such as waterfall, incremental development, evolutionary development, and spiral. It should be noted
that simply selecting the name of a type of model does not satisfy the requirement to define a model
comprised of stages with defined purpose and outcomes accomplished via the processes of this International

Standard.

NOTE A future Technical Report (ISO/IEC TR 24748) provides additional detail regarding life cycle models and

stages.

5.2 Organization of this International Standard

5.2.1 Categories of Life Cycle Processes

This International Standard groups the activities that may be performed during the life cycle of g
syistem into seven process groups. Each of the life cycle processes within these’groups is describe
off its purpose and desired outcomes and lists activities and tasks which™hged to be performed t

thpse outcomes.

a)l Agreement Processes — two processes (subclauses 5.2.2.1.1and 6.1)

c)| Project Processes — seven processes (subclauses 5:2:2.1.3 and 6.3)

d) Technical Processes — eleven processes (subclauses 5.2.2.1.4 and 6.4)

e) Software Implementation Processes — seven processes (subclauses 5.2.2.2.1and 7.1)
f)| Software Support Processes — eight/processes (subclauses 5.2.2.2.2 and 7.2)

g)| Software Reuse Processes — thrée processes (subclauses 5.2.2.2.3 and 7.3)

The purposes and outcomes ofithe life cycle processes constitute a Process Reference Model.

W{ithin this International Standard clauses numbering:

—1 6.a and 7.a denete a process group

— 6.a.b and-Z:a.b denote a process (or lower-level process) within that group
—t 6.a.b:1"and 7.a.b.1 describe the purpose of the process

—t “6a.b.2 and 7.a.b.2 describe the outcome of the process

b) Organizational Project-Enabling Processes — five processes” (subclauses 5.2.2.1.2 and 6.2)

software
d in terms
D achieve

— 6.a.b.3.c and 7.a.b.3.c list activities of the process and clauses
— 6.a.b.3.c.d and 7.a.b.3.c.d list tasks of the activity 'c'

These life cycle process groups are introduced below and depicted in Figure 1.

© ISO/IEC 2008 — All rights reserved
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System Context Processes

Software Specific Processes

Agreement Project Technical SW Implement- SW Support
Processes Processes Processes ation Processes Processes
Stakeholder Software Implementation Software Documentation

Acquisition Process
(Clause 6.1.1)

Project Planning Process
(Clause 6.3.1)

Requirements Definition

Process

Management Process

Process (Clause 6.4.1) (Clause 7.1.1) (Clause 7.2.1)
Supply Process Project Assessment and System Requirements Software Requirements Software Configuration
pp yp 6192) Control Process Analysis Process Analysis Process Management Process
(Crause6.3:2) (Crause6.2°2) (Crause 7-1:2) tCrause 7.2:2)
Decision Management System Architectural Software Architectural Software Quality
Process Design Process Design Process Assurance Process
(Clause 6.3.3) (Clause 6.4.3) (Clause 7.1.3) (Clause 7.2.3)
()rgamzatlonal Software Detailed Desi Software Verificati
h - i M ol P o re Detailed Design oftware Verification
Project-Enabling Risk gement ¥ Process Process Process
Process (Clause 6.3.4) (Clause 6.4.4)
Processes (Clause 7.1.4) (Clause 7,2.4)
Life Cycle Model Configuration System Integration Software Construction Software Validation
Management Process Management Process Process Process Process
(Clause 6.2.1) (Clause 6.3.5) (Clause 6.4.5) (Clause 7.1.5) (Clause 7.2.5)

Infrastructure
Management Process
(Clause 6.2.2)

Information Management
Process
(Clause 6.3.6)

System Qualification
Testing Process
(Clause 6.4.6)

Software Integration
Process
(Clause 7.1.6)

Software Review Process
(Clause 7.2.6)

Software Installation
Process
(Clause 6.4.7)

Project Portfolio
Management Process
(Clause 6.2.3)

Software Qualification
Testing Process
(Clause 7.1.7)

Measurement Process
(Clause 6.3.7)

Software Audit Process
(Clause 7.2.7)

Human Resource
Management Process
(Clause 6.2.4)

Software Problem
Resolution Process
(Clause 7.2.8)

Software Acceptance
Support Process
(Clause 6.4.8)

Quality Management
Process
(Clause 6.2.5)

Software Operation
Process

(Clause 6.4.9) Software Reuse Processes

Software Maintenance
Process
(Clause 6.4.10)

Domain Engineering
Process
(Clause 7.3.1)

Reuse Program
Management Process
(Clause 7.3.3)

Reuse Asset
Management Process
(Clause 7.3.2)

Software Disposal
Process
(Clause 6.4:11)

Figure 1 — Life Cycle Process groups

The Procgss Reference Model does not represent a particular process implementation approach nor doegq it
prescribe @ system/software life cycle model, methodology or technique. Instead the reference model is intended
to be adgpted by an organization basgd on its business needs and application domain. The organization’s
defined priocess is adopted by the organization’s projects in the context of the customer requirements.

Process qutcomes are used«{o_demonstrate successful achievement of the purpose of a process. This helps
process assessors to deternine the capability of the organization’s implemented process and to provide sourfe
material t¢ plan organizational process improvement.

5.2.2 SymmaryoflLife Cycle Processes

There arg
context fdr d anda
software- speC|f|c processes for use in |mplement|ng a software product or service that is an element of a
larger system.

two major sub-divisions of process in this Internat|onal Standard Clause 6 provrdes a system

To aid the concurrent use of ISO/IEC 15288 and ISO/IEC 12207, corresponding processes of Clause 6 have
the same subclause number (at the 6.x.x level).

In general, the collection of processes provided in this International Standard are software-appropriate
specializations, or contributions to the outcomes of the processes provided in ISO/IEC 15288. Many of the
ISO/IEC 15288 processes seem similar to software-specific process implementations, but they preserve
crucial distinctions based on the purpose, outcomes and audiences. Users of both ISO/IEC 15288 and
ISO/IEC 12207 should be sure to consider the distinct explanations and notes in each specific process.
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5.2.2.1 System Context Processes

5.2.21.1 Agreement Processes

These processes define the activities necessary to establish an agreement between two organizations. If the
Acquisition Process is invoked, it provides the means for conducting business with a supplier of products that
are supplied for use as an operational system, of services in support of an operational system, or of elements
of a system being developed by a project. If the Supply Process is invoked, it provides the means for
conducting a project in which the result is a product or service that is delivered to the acquirer.

In general, the Agreement Processes provided in this International Standard are software-appropriate

sgecatizations of the Agreement Processes provided M SOHEC15288:

5.2.21.2 Organizational Project-Enabling Processes

The Organizational Project-Enabling Processes manage the organization’s capability_toyacquire apd supply
products or services through the initiation, support and control of projects. Theyyprovide resodrrces and
infrastructure necessary to support projects and ensure the satisfaction of organizational objedtives and
egtablished agreements. They are not intended to be a comprehensive set of business processes that enable
mpanagement of the organization's business.

The Organizational Project-Enabling Processes consist of the following:
a) Life Cycle Model Management Process;

b) Infrastructure Management Process;

c)| Project Portfolio Management Process;

d) Human Resource Management Process;

e) Quality Management Process.

In| general, the Organizational Project-Enabling Processes provided in this International Standard are
sdftware-appropriate specializations of the corresponding set of processes provided in ISO/IEC 15288.

5.2.2.1.3 Project Processes

In|this International Standard) the project has been chosen as the context for describing processes ¢oncerned
with planning, assessmént and control. The principles related to these processes can be applied in any area
offan organization’s management.

There are two categories of Project Processes. The Project Management Processes are used to plan, execute,
agsess and control the progress of a project. The Project Support Processes support specialized mahagement
ohjjectives.Both are described below.

The PRroject Management Processes are used to establish and evolve project plans, to assgss actual
aghievement and progress against the plans and to control execution of the project through to ffulfilment.
Individual Project Management Processes may be invoked at any time in the life cycle and at any level in a
hierarchy of projects, as required by project plans or unforeseen events. The Project Management Processes
are applied with a level of rigor and formality that depends on the risk and complexity of the project.

a) Project Planning Process
b) Project Assessment and Control Process
The Project Support Processes provide a specific focused set of tasks for performing a specialized

management objective. They are all evident in the management of any undertaking, ranging from a complete
organization down to a single life cycle process and its tasks.

© ISO/IEC 2008 — All rights reserved
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a)
b)
c)
d)

e)

Decision Management Process;

Risk Management Process;

Confi

guration Management Process;

Information Management Process;

Measurement Process.

In general, the Project Support Processes provided in this International Standard are identical to the Project

Support |
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Supporting Processes may have a relationship to Project Supporting Processes.

Technical Processes

hical Processes are used to define the requirements for a system, to transform the réquirements in
e product, to permit consistent reproduction of the product where necessary, to us€ the product,
e required services, to sustain the provision of those services and to dispose (©f the product wher
rom service.

hical Processes define the activities that enable organizational and préject functions to optimize t
nd reduce the risks that arise from technical decisions and actions. These activities enable produg
bes to possess the timeliness and availability, the cost effectiveness, and the functionality, reliabili
bility, producibility, usability and other qualities required by acquiring and supplying organizatior]
enable products and services to conform to the expectations ‘or legislated requirements of socie
health, safety, security and environmental factors.

hical Processes consist of the following processes:

StakIhoIder Requirements Definition (a specialization of the Stakeholder Requirements Definiti

Proc

Systd
1528

Syste

Imple
elabd

Syste

Syste
Verifi

Softw

ss of ISO/IEC 15288);

m Requirements Analysis (a specialization of the Requirements Analysis Process of ISO/IH
B);

m Architectural Design (a specialization of the Architectural Design Process of ISO/IEC 15288);

mentation Process (a specialization of the Implementation Process of ISO/IEC 15288 and furth
rated in Clause 7 of this International Standard as the Software Implementation Process);

m Integration Process (a specialization of the Integration Process of ISO/IEC 15288);

m Qualification- Testing Process (a process that contributes to achieving the outcomes of
cation Proeess of ISO/IEC 15288);

are, Installation Process (a process that contributes to achieving the outcomes of the Transiti

o
9,

to
to
it

he
ts

y,
S.

yy

C

ne

ProcTss of ISO/IEC 15288);

Software Acceptance Support Process (a process that contributes to achieving the outcomes of the
Transition Process of ISO/IEC 15288);

Software Operation Process (a specialization of the Operation Process of ISO/IEC 15288);

Software Maintenance Process (a specialization of the Maintenance Process of ISO/IEC 15288);

Software Disposal Process (a specialization of the Disposal Process of ISO/IEC 15288).

In general, the Technical Processes provided in this International Standard are software-appropriate
specializations or contributions to the outcomes of the Technical Processes provided in ISO/IEC 15288. Many
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seem similar to Software Implementation Processes but preserve crucial distinctions, e.g., System
Requirements Analysis and Software Requirements Analysis start from different points and have different
audiences.

5.2.2.2 Software-Specific Processes

5.2.2.21 Software Implementation Processes

The Software Implementation Processes are used to produce a specified system element (software item)
implemented in software. Those processes transform specified behaviour, interfaces and implementation
constraints into implementation actions resulting in a system element that satisfies the requirements derived

frq

TH
Im

T
a)
b)
c)

d)

Th
sd
a

PN

m the system requirements.

e umbrella process is the Software Implementation Process, a software-specific specializati
plementation Process of ISO/IEC 15288.

e Software Implementation Process has several software-specific lower-level processes:
Software Requirements Analysis Process;
Software Architectural Design Process;
Software Detailed Design Process;
Software Construction Process;
Software Integration Process;

Software Qualification Testing Process.

.2.2.2.2 Software Support Processes

e Software Support Processes provide*a’specific focused set of activities for performing a s
ftware process. A supporting process-assists the Software Implementation Process as an integra
distinct purpose, contributing to the success and quality of the software project. There are eigh
pcesses:

Software Documentation(Management Process;

Software Configuration’'Management Process;

Software Quality/Assurance Process;

Software\Verification Process;

Software Validation Process;

Software Review Process;

bn of the

becialized
part with
t of these

h)

Software Audit Process;

Software Problem Resolution Process.

5.2.2.2.3 Software Reuse Processes

The Software Reuse Process Group consists of three processes that support an organization’s ability to reuse
software items across project boundaries. These processes are unique because, by their nature, they operate
outside the bounds of any particular project.

© ISO/IEC 2008 — All rights reserved
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The Software Reuse Processes are:

a)
b)

c)

Domain Engineering Process;

Reuse Asset Management Process;

Reuse Program Management Process.

5.2.3 Process Reference Model

Annex B defines a Process Reference Model (PRM) at a level of abstraction higher than that of the detailed
requirem
organizat

purpose 4§

goals pe

evaluation. For example, novel process definitions can be evaluated against the statements of<Purpose a

Outcomes in Annex B rather than against the detailed provisions in the main text of this International Standa
NOTE 1 In this International Standard, the term “Process Reference Model” is used with the same meaning as ISO/IE
15504-2.

NOTE 2 | The PRM is intended to be used to develop assessment model(s) for assessing processes using ISO/IE
15504-2.

6 System Life Cycle Processes

nis_contained in the main (ext of this International standard. The PRM 1S applicable 10

on that is assessing its processes in order to determine the capability of these processes\™@
nd outcomes are a statement of the goals of the performance of each process. This statement
mits assessment of the effectiveness of the processes in ways other than simple conform

6.1 Agreement Processes

6.1.1 Acquisition Process

6.1.1.1 Purpose

The purp|

acceptance of the product and/or service needed by the acquirer.

6.1.1.2 [ Outcomes

As a result of successful implementation of the Acquisition Process:

a)

b)

c)
d)
e)
f)

9)

18

acquisition needs, Qoals, product and/or service acceptance criteria and acquisition strategies 4

defingd;

an agreementis developed that clearly expresses the expectation, responsibilities and liabilities of bg

the apquirer-and the supplier;

pse of the Acquisition Process is. 1@ obtain the product and/or service that satisfies the ne
expressed by the acquirer. The process begins with the identification of customer needs and ends with t

n
he
of

ty
hd
rd.
C

Cc

bd
he

re

th

one ormore bupp“clo is-sefected:
a product and/or service is acquired that satisfies the acquirer’s stated need;
the acquisition is monitored so that specified constraints such as cost, schedule and quality are met;

supplier deliverables are accepted; and

any identified open items have a satisfactory conclusion as agreed to by the acquirer and the supplier.
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6.1.1.3 Activities and tasks

The acquirer shall implement the following activities in accordance with applicable organizational policies and
procedures with respect to the Acquisition Process.

NOTE The activities and tasks in this process can apply to one or more suppliers.
6.1.1.3.1  Acquisition preparation. This activity consists of the following tasks:

6.1.1.3.1.1 The acquirer begins the acquisition process by describing a concept or a need to acquire,
develop, or enhance a system, software product or software service.

6.1.1.3.1.2 The acquirer shall define and analyze the system requirements. The system\requirements
should include business, organizational and user as well as safety, security, and other criticality requirements
alpng with related design, testing, and compliance standards and procedures.

6.1.1.3.1.3 The acquirer may perform the definition and analysis of software requirements by itself or may
refain a supplier to perform this task.

6.1.1.3.1.4 If the acquirer retains a supplier to perform system or softvare requirements analysis, the
agquirer shall retain approval authority for the analyzed requirements.

N.1.3.15 The Technical Processes (subclause 6.4) should be ‘used to perform the tasks in stibclauses
.1.3.1.2 and 6.1.1.3.1.4. The acquirer may use the Stakeholder Requirements Definition Process to
egtablish the customer requirements.

6.1.1.3.1.6 The acquirer shall consider options for-acquisition against analysis of appropriate |criteria to
inglude risk, cost and benefits for each option. Options’include:

a) Purchase an off-the-shelf software product-that satisfies the requirements.

b) Develop the software product or obtain«the software service internally.

c)| Develop the software product or-obtain the software service through contract.
d) A combination of a, b, and.c'above.

e) Enhance an existing software product or service.

6.1.1.3.1.7 Whenh -an off-the-shelf software product is to be acquired, the acquirer shall ehsure the
following conditions, are satisfied:

a) The requirements for the software product are satisfied.

b) Therequired documentation is available.

c)_Proprietary, usage, ownership, warranty and licensing rights are satisfied

d) Future support for the software product is planned.

6.1.1.3.1.8 The acquirer should prepare, document and execute an acquisition plan. The plan should
contain the following:

a) Requirements for the system.
b) Planned employment of the system.

c) Type of contract to be employed.

© ISO/IEC 2008 — All rights reserved
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d) Responsibilities of the organizations involved.
e) Support concept to be used.

f) Risks considered as well as methods to manage the risks.
6.1.1.3.1.9 The acquirer shall define and document the acceptance strategy and conditions (criteria).

6.1.1.3.1.10 The acquirer should document the acquisition requirements (e.g., request for proposal), the
content of which depends upon the acquisition option selected in subclause 6.1.1.3.1.6. The acquisition
documentation should include, as appropriate:

a) Systeém requirements.

b) Scope statement.

c) Instryctions for bidders.
d) List gf software products.
e) Terms and conditions.

f)  Control of subcontracts.

g) Techpical constraints (e.g., target environment).

6.1.1.3.1.11 The acquirer should determine which processes of this International Standard are appropridte
for the aqquisition and specify any acquirer requirements for tailoring those processes. The acquirer shoyld
specify if any of the processes are to be performed by parties‘other than the supplier, so that suppliers may,|in
their proposals, define their approach to supporting the wark of other parties. The acquirer shall define the
scope of those tasks that reference the contract.

6.1.1.3.1.112 The acquisition documentation  shall also define the contract milestones at which the
supplier's|progress shall be reviewed and auditéd as part of monitoring the acquisition (see subclauses 7.4.6
and 7.2.7).

6.1.1.3.1.113 The acquisition requirements should be given to the organization selected for performing the
acquisitiop activities.

6.1.1.3.2 | Acquisition advértisement. This activity consists of the following task:

6.1.1.3.2.1 The acquirer shall communicate the request for the supply of a product or service to identifigd
suppliers.
NOTE Thisimay include supply chain management partnering which exchanges information with related suppligrs

and acquirgrs e _achieve a harmonized or collective approach to common technical and commercial issues.

6.1.1.3.3  Supplier selection. This activity consists of the following tasks:

6.1.1.3.3.1 The acquirer should establish a procedure for supplier selection including proposal evaluation
criteria and requirements compliance weighting.

6.1.1.3.3.2 The acquirer should select a supplier based upon the evaluation of the suppliers' proposals,
capabilities, and in accordance with the acquirer's acceptance strategy and conditions.

6.1.1.3.4 Contract agreement. This activity consists of the following tasks:
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6.1.1.3.4.1 The acquirer may involve other parties, including potential suppliers or any necessary third
parties (such as regulators), before contract award, in determining the acquirer’s requirements for tailoring of
this International Standard for the project. In making this determination, the acquirer shall consider the effect
of the tailoring requirements upon the supplier's organizationally-adopted processes. The acquirer shall
include or reference the tailoring requirements in the contract.

6.1.1.3.4.2 The acquirer shall then prepare and negotiate a contract with the supplier that addresses the
acquisition requirements, including the cost and schedule, of the software product or service to be delivered.
The contract shall address proprietary, usage, ownership, warranty and licensing rights associated with the
reusable off-the-shelf software products.

6.1.1.3.4.3 Once the contract is underway, the acquirer shall control changes to the contragt through
negotiation with the supplier as part of a change control mechanism. Changes to the contract shall be
inyestigated for impact on project plans, costs, benefits, quality, and schedule.

NOTE 1 The acquirer determines whether the term "contract" or "agreement" is to be used in\the application of this
Infernational Standard.

NOTE 2  The agreement between the acquirer and the supplier should clearly expressthe expectation, resgonsibilities
ar|d liabilities of both.

NOTE 3  The contract change control mechanism should address the change management roles and resppnsibilities,
leyel of formality of the proposed change requests and contract renegotiation, and communication to the affected
stakeholders. An informative Annex F contains a sample contract change management process that may bqg utilized to
support this.

6.1.1.3.5 Agreement monitoring. This activity consists of.the following tasks:

6.1.1.3.5.1 The acquirer shall monitor the supplief’s activities in accordance with the Softwafje Review
Process (subclause 7.2.6) and the Software Audit Process (subclause 7.2.7). The acquirgr should
sypplement the monitoring with the Software Verification Process (subclause 7.2.4) and the| Software
Validation Process (subclause 7.2.5) as needed:

6.1.1.3.5.2 The acquirer shall cooperate with the supplier to provide all necessary information in[a timely
manner and resolve all pending items;

6.1.1.3.6  Acquirer acceptance. This activity consists of the following tasks:

6.1.1.3.6.1 The acquirer’ should prepare for acceptance based on the defined acceptance strategy and
criteria. The preparation_of test cases, test data, test procedures, and test environment should be|included.
The extent of supplierinvolvement should be defined.

6.1.1.3.6.2 The acquirer shall conduct acceptance review and acceptance testing of the deliverable
sdftware proeduct or service and shall accept it from the supplier when all acceptance conditions arg satisfied.
The acceptance procedure should comply with the provisions of subclause 6.1.1.3.1.9.

6.141:3.6.3 After acceptance, the acquirer should take the responsibility for the configuration
managementof thedetivered-software product{seesubclause 722y

NOTE The acquirer may install the software product or perform the software service in accordance with instructions
defined by the supplier.

6.1.1.3.7 Closure. This activity consists of the following tasks:

6.1.1.3.7.1 The acquirer shall make payment or provide other agreed consideration to the supplier for the
product or service rendered.
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NOTE 1

NOTE 2
provided in increments.

When the supplied product or service has satisfied the conditions of the agreement and identified open items
have been satisfactorily closed, the acquirer concludes the agreement by rendering payment or other agreed
consideration and notification of conclusion of the agreement.

A product or service may be supplied incrementally and payment or other agreed consideration may

6.1.2 Supply Process
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Outcomes

t of successful implementation of the Supply Process:
quirer for a product or service is identified;

bonse to an acquirer's request is produced;

reement is established between the acquirer and the supplier for developing, maintaining, operatin
hging, delivering, and installing the product and/or service;

duct and/or service that meets the agreed requirements are developed by the supplier;
roduct and/or service is delivered to the acquirer in accordance with the agreed requirements; and

Foduct is installed in accordance with the agreed requirements.

Activities and tasks

ier shall implement the following activities in accordance with applicable organizational policies a
s with respect to the Supply Process.

Opportunity identification. \This activity consists of the following task:

( The supplier sheuld” determine the existence and identity of an acquirer who has, or w
5 an organization ororganizations having, a need for a product or service.

For a product arservice developed for consumers, an agent, e.g., a marketing function within the suppl
n, may represént-the acquirer.

Supplier tendering. This activity consists of the following tasks:

hd

no

to

( The supplier should conduct a review of requirements in the request for proposal taking in

account organizational policies and other regulations.

6.1.2.3.2.2 The supplier should make a decision to bid or accept the contract.
6.1.2.3.2.3 The supplier shall prepare a proposal in response to the request for proposal.
6.1.2.3.3 Contract agreement. This activity consists of the following tasks:

6.1.2.3.3.1

product or service.

22

The supplier shall negotiate and enter into a contract with the acquirer to provide the software
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6.1.2.3.3.2 The supplier may request modification to the contract as part of the change control
mechanism.

6.1.2.3.4 Contract execution. This activity consists of the following tasks:

6.1.2.3.4.1 The supplier shall conduct a review of the acquisition requirements to define the framework
for managing and assuring the project and for assuring the quality of the deliverable software product or
service.

6.1.2.3.4.2 If not st|pulated in the contract the suppller shall deflne or select a life cycle model
nprised of
ernational

Standard shall be selected and mapped onto the life cycle model.

NOTE Ideally, this is performed by using an organizationally-defined life cycle model.

6.1.2.3.4.3 The supplier shall establish requirements for the plans for managing ‘and assuring the project
and for assuring the quality of the deliverable software product or service. Requirements for the plans should
include resource needs and acquirer involvement.

6.1.2.3.4.4 Once the planning requirements are established, the supplier shall consider the dptions for
dgveloping the software product or providing the software service against an analysis of risks assodiated with
edch option. Options include:

a)l Develop the software product or provide the software serviceUsing internal resources.
b) Develop the software product or provide the software‘service by subcontracting.

c)| Obtain off-the-shelf software products from interrial or external sources.

d) A combination of a, b, and c above.

6.1.2.3.4.5 The supplier shall develop and document project management plan(s) based [upon the
planning requirements and options selectéd in subclause 6.1.2.3.4.4.

NOTE Iltems to be considered in the plan include but are not limited to the following:

a) Project organizationalstructure and authority and responsibility of each organizational unit,| including
external organizations.

b) Engineering envitonment (for development, operation, or maintenance, as applicable), inclfding test
environment library, equipment, facilities, standards, procedures, and tools.

c)] Work breakdown structure of the life cycle processes and activities, including the software [products,
software’” services and non-deliverable items, to be performed together with budgets, staffing, physical
resources, software size, and schedules associated with the tasks.

d\ KA + of +ho Lt [ $ S H £ 4l £4 P2 | $ H o $ 1 I't
WiATIaytTlTICTIit UT TS Yyudlity LiiarduiTiiolivo UT U1C oUTtwdal© prouuutlo Ul oTTVILTo. ITpparailc yiario Or qua | y

may be developed.

e) Management of the safety, security, and other critical requirements of the software products or services.
Separate plans for safety and security may be developed.

f) Subcontractor management, including subcontractor selection and involvement between the
subcontractor and the acquirer, if any.

g) Quality assurance (see subclause 7.2.3).
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h) Verification (see subclause 7.2.4) and validation (see subclause 7.2.5), including the approach for
interfacing with the verification and validation agent, if specified.

i) Acquirer involvement; that is, by such means as reviews (see subclause 7.2.6), audits (see subclause
7.2.7), informal meetings, reporting, modification and change; implementation, approval, acceptance, and
access to facilities.

j) User involvement; by such means as requirements setting exercises, prototype demonstrations and
evaluations.

k) Risk management; that is, management of the areas of the project that involve potential technical, cost, or
schedule-risks-

[) Security policy; that is, the rules for need-to-know and access-to-information at each project organizatipn
level)

m) Apprgval required by such means as regulations, required certifications, proprietary, usage, ownersh|p,
warrgnty and licensing rights.

n) Means for scheduling, tracking, and reporting.

0) Training of personnel (see subclause 6.2.4).

6.1.2.3.4.6 The supplier shall implement and execute the project management plan(s) developed under

subclause 6.1.2.3.4.5.

6.1.2.3.4.¥ The supplier shall:

a) Devéllop the software product in accordance with the Teghnical Processes (subclause 6.4).

b) Operpte the software product in accordance with the-Software Operation Process (subclause 6.4.9).

c) Maintain the software product in accordance with'the Software Maintenance Process (subclause 6.4.10).
6.1.2.3.4.8 The supplier shall monitor and.control the progress and the quality of the software products [or
services qf the project throughout the contracted life cycle. This shall be an ongoing, iterative task, which shall
provide fdr:

a) Monitoring progress of technical performance, costs, and schedules and reporting of project status.

b) Problem identification, recording, analysis, and resolution.

6.1.2.3.4.9 The supplier shall manage and control the subcontractors in accordance with the Acquisitipn

Process (subclause.6:1.1). The supplier shall pass down all contractual requirements necessary to ensure
that the spftware pteduct or service delivered to the acquirer is developed or performed in accordance with the

prime-corjtract requirements.

6.1
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specified in the contract and project plans.

6.1

6.1

.2.3.4.11 The supplier shall interface with other parties as specified in the contract and project plans.

.2.3.4.12 The supplier should coordinate contract review activities, interfaces, and communication with

the acquirer's organization.

6.1

.2.3.4.13 The supplier shall conduct or support the informal meetings, acceptance review, acceptance

testing, joint reviews, and audits with the acquirer as specified in the contract and project plans. The joint
reviews shall be conducted in accordance with subclause 7.2.6, audits in accordance with subclause 7.2.7.
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6.1.2.3.4.14 The supplier should perform verification and validation in accordance with subclauses 7.2.4

and 7.2.5 respectively to demonstrate that the software products or services and processes fully satisfy their
respective requirements.

6.1.2.3.4.15 The supplier shall make available to the acquirer the reports of evaluation, reviews, audits,
testing, and problem resolutions as specified in the contract.

6.1.2.3.4.16 The supplier shall provide the acquirer access to the supplier's and subcontractors' facilities
for review of software products or services as specified in the contract and project plans.

6.1.2.3.4.17 The supplier shall perform quality assurance activities in accordance with subclause 7.2.3.

6.1.2.3.5 Product/service delivery and support. This activity consists of the following tasks:

6.1.2.3.5.1 The supplier shall deliver the software product or service as specified inthe contract

NOTE When required by the agreement, the supplier should install the product in laceordance with e¢stablished
requirements.

6.1.2.3.5.2 The supplier shall provide assistance to the acquirer in(Support of the delivered software
prioduct or service as specified in the contract.

6.1.2.3.6 Closure. This activity consists of the following tasks:
6.1.2.3.6.1 The supplier shall accept and acknowledge .payment or other agreed consideration.

6.1.2.3.6.2 The supplier shall transfer the responsibility for the product or service to the acquiref, or other
party, as directed by the agreement.

NOTE The agreement should address terms and\authorization for initiating closure of the project.
6.2 Organizational Project-Enabling/ Processes
6.2.1 Life Cycle Model Management Process

6.2.1.1 Purpose

The purpose of the Life.Cycle Model Management Process is to define, maintain, and assure avdilability of
palicies, life cycle processes, life cycle models, and procedures for use by the organization with respect to the
sdope of this International Standard.

This process_provides life cycle policies, processes, and procedures that are consistent with the organization's
ohjjectives;y.that are defined, adapted, improved and maintained to support individual project needs jwithin the
cdntextsefithe organization, and that are capable of being applied using effective, proven methods and tools.

6.2.%52— Outcomes

As a result of the successful implementation of the Life Cycle Model Management Process:

a) policies and procedures for the management and deployment of life cycle models and processes are
provided;

b) responsibility, accountability and authority for life cycle management are defined;

c) life cycle processes, models and procedures for use by the organization are defined, maintained and
improved; and
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d) prioritized process improvements are implemented.

6.2.1.3

Activities and tasks

The organization shall implement the following activities in accordance with applicable organization policies
and procedures with respect to the Life Cycle Model Management Process.

6.2.1.3.1 Process establishment. This activity consists of the following task:

6.2.1.3.1.1 The organization shall establish a suite of organizational processes for all software life cycle
processes.and life cycle models as they apply to its business activities. The processes and their application to
specific gases shall be documented in the organization's publications. As appropriate, a process cantjol
mechanisim should be established to develop, monitor, control, and improve the process(es).

NOTE Establishing the process control mechanism includes the definition of responsibility, accotntability apd
authority fqr life cycle management.

6.2.1.3.2  Process assessment. This activity consists of the following tasks:

6.2.1.3.2.11 The organization should develop, document and apply a process\assessment procedufe.
Assessmeént records should be produced and maintained.

6.2.1.3.2p The organization shall plan and carry out reviews of the processes at appropriate intervals [to
ensure their continuing suitability and effectiveness in the light of assessment results.

6.2.1.3.3 | Process improvement. This activity consists of the following tasks:

6.2.1.3.3.11 The organization shall effect such improvements to its processes as it determines to be
necessary as a result of process assessment and review. Process documentation should be updated [to
reflect improvement in the organizational processes.

6.2.1.3.3.2 Historical, technical, and evaluation data should be collected and analyzed to gain an
understarding of the strengths and weaknesses of the employed processes. These analyses should be usgd
as feedback to improve these processes, to recommend changes in the direction of the projects (or
subsequent projects), and to determine technology advancement needs.

6.2.1.3.3.8 Quality cost data should be collected, maintained, and used to improve the organization's
processe$ as a management activity. These data shall serve the purpose of establishing the cost of both the
prevention and resolution of problems and non-conformity in software products and services.

6.2.2 Infrastructure Management Process

6.2.2.1 Purpose

The purpose”of the Infrastructure Management Process is to provide the enabling infrastructure and services
to projects tosupport organization and project objectives throughout the life cycle.

This process defines, provides and maintains the facilities, tools, and communications and information
technology assets needed for the organization’s business with respect to the scope of this International

Standard.

6.2.2.2

As a resu

Outcomes

It of the successful implementation of the Infrastructure Management Process:

a) the requirements for infrastructure to support processes are defined;
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the infrastructure elements are identified and specified;
infrastructure elements are acquired;
the infrastructure elements are implemented; and

a stable and reliable infrastructure is maintained and improved.

facilities for development, operation, or maintenance.

6.
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The infrastructure elements may include hardware, software, methods, tools, techniques, standards, and

e organization shall implement the following activities in accordance with applicable organizatiog
d procedures with respect to the Infrastructure Management Process.

.2.2.3.1  Process implementation. This activity consists of the following tasks:

..2.3.1.1 The infrastructure should be defined and documented to meet the requiremer

pcess employing this process, considering the applicable procedures, standards, tools, and technid

..2.3.1.2 The establishment of the infrastructure should be planned-and documented.

.2.2.3.2 Establishment of the infrastructure. This activity eansists of the following tasks:

.2.3.2.1 The configuration of the infrastructure should be planned and documented. Fun

n policies

ts of the
ues.

ctionality,

rformance, safety, security, availability, space requirements, equipment, costs, and time constraifts should

considered.

..2.3.2.2 The infrastructure shall be installed in time for execution of the relevant process.
.2.2.3.3 Maintenance of the infrastructure. This activity consists of the following task:

..2.3.3.1 The infrastructure shall'be maintained, monitored, and modified as necessary to ens

ntinues to satisfy the requireménts of the process employing this process. As part of maint
rastructure, the extent to whighsthe infrastructure is under configuration management shall be defin

.2.3 Project Portfolio'Management Process

.L.31 Purpose

e purpose of-the Project Portfolio Management Process is to initiate and sustain necessary, suff
itable projects in order to meet the strategic objectives of the organization.

is process commits the investment of adequate organization funding and resources, and san
thorities needed to establish selected projects. It performs continued qualification of projects f

ure that it
hining the
ed.

cient and

ctions the
o confirm

they justify, or can be redirected to justify, continued investment.

6.2.3.2 Outcomes

As a result of the successful implementation of the Project Portfolio Management Process:

a)
b)

c)

business venture opportunities, investments or necessities are qualified, prioritized and selected
resources and budgets for each project are identified and allocated;

project management accountability and authorities are defined,;
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d) projects meeting agreement and stakeholder requirements are sustained; and
e) projects not meeting agreement or stakeholder requirements are redirected or terminated.
6.2.3.3  Activities and tasks

The organization shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Project Portfolio Management Process.

6.2.3.3.1 Project initiation. This activity consists of the following tasks:

6.2.3.3.1.1 The organization shall identify, prioritize, select and establish new business opportunitigs,
ventures pr undertakings in a manner that is consistent with the business strategy and action plans.of the
organization.

NOTE Prioritize the projects to be started and establish thresholds to determine which projects will be\executed.
6.2.3.3.1.2 The organization shall define accountabilities and authorities for each preject.

6.2.3.3.1.8 The organization shall identify the expected outcomes of the projects.

6.2.3.3.1.4 The organization shall allocate resources for the achievement:of project objectives.
6.2.3.3.1.5 The organization shall identify any multi-project interfaces/that must be managed or supported

by the praject.

NOTE This includes the use of enabling systems used by more-than one project and the use of common syst¢m
elements Hy more than one project.

6.2.3.3.1.6 The organization shall specify the projeet reporting requirements and review milestones that
will goverp the execution of the project.

6.2.3.31F The organization shall authorize the project to commence execution of approved project plaps,
including the technical plans.

6.2.3.3.2 | Portfolio evaluation. This.activity consists of the following tasks:

6.2.3.3.2.1 The organization shall evaluate ongoing projects to confirm that:

a) Projects are making pregress towards achieving established goals.

b) Projects are complying with project directives.

c) Projects arebeing conducted according to system life cycle plans and procedures.

d) ProjectsTremain viable, as indicated by, for example, continuing need for the service, practicable prodyct
implementation, acceptable investment benefits.

6.2.3.3.2.2 The organization shall act to continue or redirect projects that are satisfactorily progressing or
can be expected to progress satisfactorily by appropriate redirection

6.2.3.3.3 Project closure. This activity consists of the following tasks:

6.2.3.3.3.1 The organization shall act to cancel or suspend projects whose disadvantages or risks to the
organization outweigh the benefits of continued investments, where agreements permit this.
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6.2.3.3.3.2 After completion of the agreement for products and services, the organization shall act to
close the project per organizational policies and procedures and the agreement.

NOTE 1 The organization ensures that project closure accounts for documentation retention by the organization after
the project is closed.

NOTE 2  After closure of the project, the organization may authorize release of the project from the project portfolio.
6.2.4 Human Resource Management Process

6.2.4.1 Purpose

The purpose of the Human Resource Management Process is to provide the organization with-necessary
hyman resources and to maintain their competencies, consistent with business needs.

The process assures the providing of a supply of skilled and experienced personnel qualified to pgrform life
cylcle processes to achieve organization, project and customer objectives.

6.2.4.2 Outcomes

As a result of the successful implementation of the Human Resource Management Process:
a)| skills required by projects are identified;

b) necessary human resources are provided to projects;

c)| skills of personnel are developed, maintained or enhanced;

d) conflicts in multi-project resource demands are resolved; and

e) individual knowledge, information and skillscare collected, shared, reused and improved throughout the
organization.

6.2.4.3 Activities and tasks

The organization shall implement the following activities in accordance with applicable organizatign policies
and procedures with respect toi¢he Human Resource Management Process:

6.2.4.3.1  Skill identification. This activity consists of the following tasks:

6.2.4.3.1.1 A réview of the organization and project requirements shall be conducted to estgblish and
mpke timely pravision for acquiring or developing the resources and skills required by the managgment and
technical staff. Tthese needs may be met through training, recruitment or other staff development meg¢hanisms.

6.2.4.3.132 The types and levels of training and knowledge needed to satisfy organization and project
requirements shall be determined.

6.2.4.3.2 Skill development. This activity consists of the following tasks:

6.2.4.3.2.1 A training plan, addressing implementation schedules, resource requirements, and training
needs, should be developed and documented.

6.2.4.3.2.2 Training manuals, including presentation materials used in providing training should be
developed or acquired.

6.2.4.3.2.3 The training plan shall be implemented to provide training to personnel. Training records
should be maintained.
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6.2.4.3.3 Skill acquisition and provision. This activity consists of the following tasks:

6.2.4.3.3.1 Establish a systematic program for recruitment of staff qualified to meet the needs of the
organization and projects. Provide opportunities for the career development of existing staff.

6.2.4.3.3.2 Define objective criteria that can be used to evaluate staff performance.

6.2.4.3.3.3 Evaluate the performance of the staff in respect of their contributions to the goals of the
organization or project.

6.2.4.3.3. Ensure-thatfeedbackis-providedte-the-staffFontheresulis-ofany-evaluationsperormed:
6.2.4.3.3.5 Maintain adequate records of staff performance including information on skills;\trainipg

completed, and performance evaluations.

6.2.4.3.3.6 Define the organization’s and project’'s need for project teams. Define team/structure and
operating|rules.

NOTE Conflicts in multi-project resource demands should be resolved.

6.2.4.3.3.¥ Empower teams to perform their role by ensuring the teams have:

a) Anunderstanding of their role on the project.

b) A shared vision or sense of common interests on the success of.thie project.

c) Apprppriate mechanisms or facilities for communication andsinteractions among teams.

d) Support from appropriate management to accomplish project requirements.

6.2.4.3.3.8 It should be ensured that the right mix and categories of appropriately trained personnel gre
available for the planned activities and tasks in a timely manner.

6.2.4.3.4 Knowledge management. This activity consists of the following tasks:

6.2.4.3.4.1 The organization shall~plan the requirements for managing the organization’s knowledge
assets. The planning shall include(the definition of the infrastructure and training to support the contributgrs
and the users of the organization’s- knowledge assets, the classification schema for the assets and the asget
criteria.

6.24.3.4p The organization shall establish a network of experts within the organization. The netwqgrk
shall contain the identification of the organization’s experts, a list of their area of expertise and the
identificatjon of available information within a classification schema, e.g., knowledge area. The organizatipn
shall ensyre that the network is maintained current.

6.2.4.3.4. The organization shall establish a mechanism to support the exchange of information
between the experts and the flow of expert information to the organization’s projects. The mechanism shall
support the organization’s access, storage and retrieval requirements.

6.24.3.4.4 The organization shall perform configuration management of assets in accordance with the
Configuration Management Process specified in subclause 6.4.2.

6.2.4.3.4.5 The organizations shall capture and maintain information for access by the organization per
the plan.
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6.2.5 Quality Management Process

6.2.51 Purpose

The purpose of the Quality Management Process is to assure that products, services and implementations of
life cycle processes meet organizational quality objectives and achieve customer satisfaction.

6.2.5.2 Outcomes

As a result of the successful implementation of the Quality Management process:

a)l organization quality management policies and procedures are defined;
b) organization quality objectives are defined;

c)| accountability and authority for quality management are defined;

d) the status of customer satisfaction is monitored; and

e) appropriate action is taken when quality objectives are not achieved.

6.2.5.3 Activities and tasks

The organization shall implement the following activities and tasks«n accordance with applicable organization
palicies and procedures with respect to the Quality Management \Process.

6.2.5.3.1  Quality management. This activity consists 6fthe following tasks:

6.2.5.3.1.1 The organization shall establish quality management policies, standards and proced(res.

NOTE 1 A process model for quality management system can be found in ISO 9001:2000. For organizationg wishing to
mpve beyond ISO 9001:2000, in pursuit of contingal improvement of performance, guidance is provided in ISO $004:2000.

NOTE 2  Guidance for application of 1ISQ.9001:2000 to software can be found in ISO/IEC 90003:2004.

6.2.5.3.1.2 The organization.shall establish organization quality management goals and objectiyes based
on business strategy for customer satisfaction.

6.2.5.3.1.3 The organization shall define responsibilities and authority for implementation ppf quality
mpanagement.

6.2.5.3.1.4 Theé organization shall assess customer satisfaction and report.

NOTE JThe implementation of this International Standard provides the organization with an approach tg achieving

customer.satisfaction.

6.2.5:3.1.5 The organization shall conduct periodic reviews of project quality plans
NOTE Assure that quality objectives based on the stakeholder requirements are established for each project.
6.2.5.3.1.6 The organization shall monitor the status of quality improvements on products and services.

6.2.5.3.2 Quality management corrective action. This activity consists of the following tasks:

6.2.5.3.2.1 The organization shall take corrective actions when quality management goals are not
achieved.
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6.2.5.3.2.2 The organization shall implement corrective actions and communicate results through the
organization.

6.3 Project Processes
6.3.1 Project Planning Process

6.3.1.1  Purpose

The purpose of the Project Planning Process is to produce and communicate effective and workable project
plans.

This process determines the scope of the project management and technical activities, identifies proceps
outputs, groject tasks and deliverables, establishes schedules for project task conduct, including achievemgnt
criteria, apd required resources to accomplish project tasks.

6.3.1.2 [Outcomes

As a result of successful implementation of the Project Planning Process:
a) the scope of the work for the project is defined;

b) the feasibility of achieving the goals of the project with available resourcés and constraints are evaluated;
c) the tgsks and resources necessary to complete the work are sized and estimated,;
d) interfaces between elements in the project, and with other project and organizational units, are identifieq;
e) plang for the execution of the project are developed; and

f)  plang for the execution of the project are activated.

6.3.1.3 | Activities and tasks

The manager shall implement the following\activities in accordance with applicable organization policies and
procedures with respect to the Project Planning Process:

6.3.1.3.1 | Project initiation. This activity consists of the following tasks:

6.3.1.3.1.1 The manager.shall establish the requirements of the project to be undertaken.
NOTE Establishing the.requirements includes identifying the project's objectives, motivations and boundaries.
6.3.1.3.1.2 Once the project requirements are established, the manager shall establish the feasibility |of

the proje¢t by Thecking that the resources (personnel, materials, technology, and environment) required [to

execute @and ‘manage the project are available, adequate, and appropriate and that the timescales [to
completion-are achievable

6.3.1.3.13 As necessary, and by agreement of all parties concerned, the requirements of the project may
be modified at this point to achieve the completion criteria.

6.3.1.3.2 Project planning. This activity consists of the following tasks:

6.3.1.3.2.1 The manager shall prepare the plans for execution of the project. The plans associated with
the execution of the project shall contain descriptions of the associated activities and tasks and identification
of the software products that will be provided. These plans shall include, but are not limited to, the following:
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a) Schedules for the timely completion of tasks.

b) Estimation of effort.

Adequate resources needed to execute the tasks.

d) Allocation of tasks.

e) Assignment of responsibilities.

Th
er
89

Th
V3
af

6.

Ad

g) Quality assurance measures to be employed throughout the project.

h) Costs associated with the process execution.

.B.1.3.3  Project activation. This activity consists of the following‘tasks:

.p.1.3.3.1 The manager shall obtain authorization for the\project.
.p.1.3.3.2 The manager shall submit requests for pecessary resources to perform the project.
..1.3.3.3 The manager shall initiate the implémentation of the project plan/s to satisfy the obje

.B.2 Project Assessment and Control Process

.B.21  Purpose

$ aresult of the successful implementation of the Project Assessment and Control Process:

Quantification of risks associated with the tasks or the process itself.

Provision of environment and infrastructure.

models for projects of the organization.

d criteria set, exercising control over the project

e purpose of the Project Assessment and Control Process is to determine the status of the p
tisfies technical objectives.
is process includes' redirecting the project activities, as appropriate, to correct identified devig

riations from,Other project management or technical processes. Redirection may include repl
propriate.

B.2.2 . ~Outcomes

Definition and maintenance of a life cycle model that is comprised of stages using the defined life cycle

DTE Organizational models for project use would be provided through the Life-Cycle Model Management Process.

ctives

oject and

sure that the project performs according to plans and schedules, and within projected budgets, and that it

tions and
hnning as

a)
b)

c)

d)

progress of the project is monitored and reported;

interfaces between elements in the project, and with other project and organizational units, are monitored;

actions to correct deviations from the plan and to prevent recurrence of problems identified in the project

are taken when project targets are not achieved; and

project objectives are achieved and recorded.

© ISO/IEC 2008 — All rights reserved
© |IEEE 2008 — All rights reserved

33


https://standardsiso.com/api/?name=e7d1eb7850f2ba20d2715f64e119270f

ISO/IEC 12207:2008(E)
IEEE Std 12207-2008

6.3.2.3 Activities and tasks

The manager shall implement the following activities in accordance with applicable organization policies and
procedures with respect to the Project Assessment and Control Process:

6.3.2.3.1  Project monitoring. This activity consists of the following task:

6.3.2.3.1.1 The manager shall monitor the overall execution of the project, providing both internal
reporting of the project progress and external reporting to the acquirer as defined in the contract.

NOTE The manager ensures that internal project element interfaces, as well as interfaces with other relevant projects
and organigational units, are monitored during this activity.

6.3.2.3.2 | Project control. This activity consists of the following tasks:

6.3.2.3.2.1 The manager shall investigate, analyze, and resolve the problems discovered during the
execution| of the project. The resolution of problems may result in changes to plans. It‘is,'the managel's
responsibility to ensure the impact of any changes is determined, controlled, and monijtored. Problems apd
their resolution shall be documented.

6.3.2.3.2.p The manager shall report, at agreed points, the progress of the“project, declaring adherenge
to the plaps and resolving instances of the lack of progress. These include interhal and external reporting fs
required By the organizational procedures and the contract.

6.3.2.3.3 [ Project assessment. This activity consists of the following tasks:

6.3.2.3.3.1 The manager shall ensure that the software produets and plans are evaluated for satisfaction
of requirements.

6.3.2.3.3. The manager shall assess the evaluatiof‘results of the software products, activities, and tasks
completed during the execution of the project for achievement of the objectives and completion of the plans.

NOTE The manager uses assessment results, to-take steps to prevent future recurrence of problems identified on the
project.

6.3.2.3.4 ( Project closure. This activity‘consists of the following tasks:

6.3.2.3.4.1 When all software products, activities, and tasks are completed, the manager shall determine
whether the project is complete,/taking into account the criteria as specified in the contract or as part |of
organizatijon's procedure.

6.3.2.3.4.2 These results and records shall be archived in a suitable environment as specified in the
contract.

6.3.3 DTcision Management Process

6.3.3.1  Purpose

The purpose of the Decision Management Process is to select the most beneficial course of project action
where alternatives exist.

This process responds to a request for a decision encountered during the system life cycle, whatever its
nature or source, in order to reach specified, desirable or optimized outcomes. Alternative actions are
analyzed and a course of action selected and directed. Decisions and their rationale are recorded to support
future decision-making.
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6.3.3.2 Outcomes

As a result of the successful implementation of the Decision Management Process:
a) a decision-making strategy is defined;

b) alternative courses of action are defined;

c) a preferred course of action is selected; and

d) the resolution, decision rationale and assumptions are captured and reported.

6.8.3.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
palicies and procedures with respect to the Decision Management Process.

6..3.3.1  Decision planning. This activity consists of the following tasks:

6.5.3.3.1.1 The project shall define a decision-making strategy.

NOTE This includes identifying decision categories and a prioritization scheme, and identifying responsible parties.
THe decision makers are identified and given the responsibility and authority to-make decisions. Decisions may arise as a
result of an effectiveness assessment, a technical trade-off, a problem negding to be solved, action needed as & response
to|risk exceeding the acceptable threshold, a new opportunity or approyval for project progression to the next life cycle
stage. A decision-making strategy includes the identification and aflecation of responsibility for, and authority to make,
dgcisions.

6.5.3.3.1.2 The project shall involve relevant parties in the decision-making in order to|draw on
experience and knowledge.

6.5.3.3.1.3 The project shall identify the circumstances and need for a decision.

NOTE Record, categorize and promptly-and objectively report problems or opportunities and the alternative courses
of|action that will resolve their outcome.

6.3.3.3.2 Decision analysis«.This activity consists of the following tasks:

6.8.3.3.2.1 The project-shall select and declare the decision-making strategy for each decision| situation.
The project shall identify~desired outcomes and measurable success criteria.

6.5.3.3.2.2 The project shall evaluate the balance of consequences of alternative actions, [using the
defined decision-making strategy, to arrive at an optimization of, or an improvement in, an identified decision
si{uation.

6.3.33.3 Decision tracking. This activity consists of the following tasks:

6.3.3.3.3.1 The project shall record, track, evaluate and report decision outcomes to confirm that
problems have been effectively resolved, adverse trends have been reversed and advantage has been taken
of opportunities.

6.3.3.3.3.2 The project shall maintain records of problems and opportunities and their disposition, as
stipulated in agreements or organizational procedures and in a manner that permits auditing and learning from
experience.
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6.3.4 Ri

6.3.4.1

sk Management Process

Purpose

The purpose of the Risk Management Process is to identify, analyze, treat and monitor the risks continuously.

The Risk Management Process is a continuous process for systematically addressing risk throughout the life
cycle of a system or software product or service. It can be applied to risks related to the acquisition,

development, maintenance or operation of a system.

6.3.4.2 Outcomes

As a resu|t of successful implementation of the Risk Management Process:

a) the sgope of risk management to be performed is determined;

b) appropriate risk management strategies are defined and implemented;

c) risks fare identified as they develop and during the conduct of the project;

d) risksare analyzed, and the priority in which to apply resources to treatment of these risks is determined

e) risk measures are defined, applied, and assessed to determine changés in the status of risk and the
progress of the treatment activities; and

f) appropriate treatment is taken to correct or avoid the impact of risk based on its priority, probability, and
consg¢quence or other defined risk threshold.

6.3.4.3 [ Activities and tasks

The projgct shall implement the following activities and tasks in accordance with applicable organizatipn

policies apd procedures with respect to the Risk Management Process.

NOTE ISO/IEC 16085, Risk Management Progess, provides a more detailed set of activities and tasks that gre

aligned with the activities and tasks shown below;

6.3.4.3.1 | Risk management planning: This activity consists of the following tasks:

6.3.4.3.1.1 Risk management policies describing the guidelines under which risk management is to be

performed shall be defined.

6.3.4.3.1.p A description of the Risk Management Process to be implemented shall be documented.

6.3.4.3.18 Thie parties responsible for performing risk management and their roles and responsibilities

shall be identified.

6.3.4.3.1.4 The responsible parties shall be provided with adequate resources to perform the Risk

Management Process.

6.3.4.3.1.5

be provided.

NOTE

6.3.4.3.2

This includes the capture of lessons learned.

Risk profile management. This activity consists of the following tasks:

6.3.4.3.2.1 The context of the Risk Management Process shall be defined and documented.

36

A description of the process for evaluating and improving the Risk Management Process shall
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NOTE This includes a description of stakeholders’ perspectives, risk categories, and a description (perhaps by
reference) of the technical and managerial objectives, assumptions and constraints.

6.3.4.3.2.2 Risk thresholds, defining the conditions under which a level of risk may be accepted, shall be
documented.

6.3.4.3.2.3 A risk profile shall be established and maintained.

NOTE The risk profile records: the risk management context; a record of each risk’s state including its probability,
consequences, and risk thresholds; the priority of each risk based on risk criteria supplied by the stakeholders; and the risk
action requests along with the status of their treatment. The risk profile is updated when there are changes in an individual

risks-state—TFhe-priertv-i-the-risk-profile-is-used-te-determine-the-application Hees-for-treatment
ISK-S-State—rRe-PHOATY-RE-ASKProthe1SHSeato-aeterRetheappreatoR-erFresotreesTortreatmeht:

6.5.4.3.2.4 The relevant risk profile shall be communicated periodically to stakeholders based lipon their
needs.

6.8.4.3.3 Risk analysis. This activity consists of the following tasks:

6.5.4.3.3.1 Risks shall be identified in the categories described in the risk management context.
6.3.4.3.3.2 The probability of occurrence and consequences of eachrisk identified shall be estimated.
6.5.4.3.3.3 Each risk shall be evaluated against its risk thresholds:

6.5.4.3.3.4 For each risk that is above its risk threshold, recommended treatment strategies shall be
dg¢fined and documented. Measures indicating the effectiveness of the treatment alternatives shgll also be
defined and documented.

NOTE Risk treatment strategies include, but are_not limited to, eliminating the risk, reducing its pr¢bability of
odcurrence or severity of consequence, or accepting the risk.

6.3.4.3.4 Risk treatment. This activity cefsists of the following tasks:

6.3.4.3.4.1 Stakeholders shall pe\provided recommended alternatives for risk treatment in rjsk action
reguests.
6.3.4.3.4.2 If the stakeholders determine that actions should be taken to make a risk acceptable, then a

rigk treatment alternative-shall be implemented.

6.5.4.3.4.3 If the stakeholders accept a risk that exceeds its threshold, it shall be considergd a high
prjority and monitored continuously to determine if any future risk treatment actions are necessary.

6.5.4.3.4.4 Once a risk treatment is selected, it shall receive the same management actions as|problems
da, in acéordance with the assessment and control activities in subclause 6.3.2 of this standard oy ISO/IEC
15288:2008.

6.3.4.3.5 Risk monitoring. This activity consists of the following tasks:

6.3.4.3.5.1 All risks and the risk management context shall be continuously monitored for changes. Risks
whose states have changed shall undergo risk evaluation.

6.3.4.3.5.2 Measures shall be implemented and monitored to evaluate the effectiveness of risk
treatments.
6.3.4.3.5.3 The project shall continuously monitor for new risks and sources throughout its life cycle.
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6.3.4.3.6 Risk management process evaluation. This activity consists of the following tasks:

6.3.4.3.6.1 Information shall be collected throughout the project’s life cycle for purposes of improving the
Risk Management Process and generating lessons learned.

NOTE The risk information includes the risks identified, their sources, their causes, their treatment, and the success
of the treatments selected

6.3.4.3.6.2 The Risk Management Process shall be periodically reviewed for its effectiveness and
efficiency.
6.3.4.3.6. Information on the risks identified, their treatment, and the success of the treatments shall-bé

reviewed periodically for purposes of identifying systemic project and organizational risks.
6.3.5 Configuration Management Process

6.3.5.1 [ Purpose

The purppse of the Configuration Management Process is to establish and maintain” the integrity of ll

identified putputs of a project or process and make them available to concerned parties.

6.3.5.2 | Outcomes

As a result of the successful implementation of the Configuration Management Process:

a) a corffiguration management strategy is defined;

b) itemd requiring configuration management are defined;

c) configuration baselines are established;

d) changes to items under configuration management are controlled;

e) the cpnfiguration of released items is controlfed; and

f)  the status of items under configuration management is made available throughout the life cycle.

NOTE The Software Configuration,Management Process is a specialization of the Configuration Managemgnt
Process and is included in the Software Support Process Group.

6.3.5.3 | Activities and tasks

The projgct shall implement the following activities and tasks in accordance with applicable organizatipn
policies apd procedures with respect to the Configuration Management Process.

6.3.5.3.1 | Configuration management planning. This activity consists of the following tasks:

6.3.5.3.1.1 The project shall define a configuration management strategy.

NOTE This includes defining authorities for the deposition of, access to, release of and control of changes to
configuration items; defining the locations and conditions of storage, their environment and, in the case of information,
storage media, in accordance with designated levels of integrity, security and safety; defining the criteria or events for
commencing configuration control and maintaining baselines of evolving configurations and defining the audit strategy and
the responsibilities for ensuring continuous integrity and security of the configuration definition information. The
configuration management activities should be compatible with the guidance provided in ISO 10007.

6.3.5.3.1.2 The project shall identify items that are subject to configuration control.
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NOTE Items are distinguished by unique, durable identifiers or markings, where appropriate. The identifiers are in
accordance with relevant standards and product sector conventions, such that the items under configuration control are
unambiguously traceable to their specifications or equivalent, documented descriptions.

6.3.5.3.2 Configuration management execution. This activity consists of the following tasks:

6.3.5.3.2.1 The project shall maintain information on configurations with an appropriate level of integrity
and security.

NOTE This includes taking into account the nature of the items under configuration control. Configuration
descrlptlons conform, Where pOSSIb|e to product or technology standards Ensure that conflguratlon |nformat|on permits
fog b b n states of

canfiguration items to form documented basellnes at designated tlmes or under deflned cwcumstances Record the
rationale for the baseline and associated authorizations in configuration baseline data. Maintain configuratipn records
through the system life cycle and archive them according to agreements, relevant legislation or best industry prdctice.

6.5.5.3.2.2 The project shall ensure that changes to configuration baselines @re’ properly [identified,
recorded, evaluated, approved, incorporated and verified.

NOTE Consolidate the evolving configuration states of configuration items tg,form documented bgselines at
dgsignated times or under defined circumstances. Record the steps of configuration)the rationale for the bgseline and
agsociated authorizations in configuration baseline data. Maintain configuration records through the system lifg@ cycle and
archive them according to agreements, relevant legislation or best industry practice. Manage the recording, rgtrieval and
cansolidation of the current configuration status and the status of all precéding configurations to confirm [nformation
carrectness, timeliness, integrity and security. Perform audits to verify cenformance of a baseline to drawings, interface
cgntrol documents and other agreement requirements.

6.3.6 Information Management Process

6.3.6.1 Purpose

The purpose of the Information Management Ptocess is to provide relevant, timely, complete, valid and, if
reguired, confidential information to designated-parties during and, as appropriate, after the system life cycle.

This process generates, collects, transforms, retains, retrieves, disseminates and disposes of infoymation. It
mpnages designated information, ingluding technical, project, organizational, agreement and user information.

6.3.6.2 Outcomes

As a result of the successfulimplementation of the Information Management Process:
a)l information to be\managed is identified;

b) the forms ef’thie information representations are defined;

c)| information is transformed and disposed of as required;

d) Ahe status of information is recorded;

e) information is current, complete and valid; and
f) information is made available to designated parties.

NOTE The Software Documentation Management Process is a specialization of the Information Management
Process and is included in the Software Support Process Group.

6.3.6.3  Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Information Management Process.
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NOTE ISO/IEC 15289 summarizes requirements for information items (documentation) and provides guidance on
their development.

6.3.6.3.1 Information management planning. This activity consists of the following tasks:

6.3.6.3.1.1 The project shall define the items of information that will be managed during the system life
cycle and, according to organizational policy or legislation, maintained for a defined period beyond.

6.3.6.3.1.2 The project shall designate authorities and responsibilities regarding the origination,
generation, capture, archiving and disposal of items of information.

6.3.6.3.1.8 The project shall define the rights, obligations and commitments regarding the retention~of,
transmissjon of and access to information items.

NOTE Due regard is paid to information and data legislation, security and privacy, e.g., ownership, agreemegnt
restrictiong, rights of access, intellectual property and patents. Where restrictions or constraints apply,_information|is
identified accordingly. Staff having knowledge of such items of information are informed of their lobligations aphd
responsibilities.

6.3.6.3.1.4 The project shall define the content, semantics, formats and medium>for the representatign,
retention, [transmission and retrieval of information.

NOTE The information may originate and may terminate in any form (e.g., verbalxtextual, graphical, numerical) ahd
may be stgred, processed, replicated and transmitted using any medium (e.g., ele€ctronic, printed, magnetic, optical). Pay
due regard to organization constraints, e.g., infrastructure, inter-organizational communications, distributed project working.
Relevant [nformation storage, transformation, transmission and presentation” standards and conventions are usgd
according {o policy, agreements and legislation constraints.

6.3.6.3.1.5 The project shall define information maintenanee’actions.

NOTE This includes status reviews of stored information for integrity, validity and availability and any needs for
replication|or transformation to an alternative medium. Consider the need to either retain infrastructure as technology
changes s¢ that archived media can be read or the need tore-record archived media using new technology.

6.3.6.3.2 [ Information management execution. This activity consists of the following tasks:

6.3.6.3.2.1 The project shall obtain_the identified items of information.
NOTE This may include generating the information or collecting it from appropriate sources.
6.3.6.3.2.p The project.shall maintain information items and their storage records according to integrity,

security and privacy requirements.

NOTE Record the ‘status of information items, e.g., version description, record of distribution, security classificatign.
Information} should be, legible and stored and retained in such a way that it is readily retrievable in facilities that providg a
suitable environment, and that prevent damage, deterioration and loss.

6.3.6.3.2.8 The project shall retrieve and distribute information to designated parties as required py
agreed schedules or defined circumstances.

NOTE Information is provided to designated parties in an appropriate form.

6.3.6.3.2.4 The project shall provide official documentation as required.

NOTE Examples of official documentation are certification, accreditation, pilot license and assessment ratings.
6.3.6.3.2.5 The project shall archive designated information, in accordance with the audit, knowledge

retention and project closure purposes.
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NOTE Select the media, location and protection of the information in accordance with the specified storage and
retrieval periods, and with organization policy, agreements and legislation. Ensure arrangements are in place to retain
necessary documentation after project closure.

6.3.6.3.2.6 The project shall dispose of unwanted, invalid or unverifiable information according to
organization policy, and security and privacy requirements.

6.3.7 Measurement Process

6.3.7.1  Purpose

The purpose of the Measurement Process is to collect, analyze, and report data relating to thel products
developed and processes implemented within the organizational unit, to support effective management of the
processes, and to objectively demonstrate the quality of the products.

6.8.7.2 Outcomes

As a result of successful implementation of the Measurement Process:

a)l the information needs of technical and management processes are identified;

b) an appropriate set of measures, driven by the information needs aré.identified and/or developed
c)] measurement activities are identified and planned;

d) the required data are collected, stored, analyzed, and the results interpreted;

e) information products are used to support decisions and provide an objective basis for communicgtion;
f)| the Measurement Process and measures are evaluated; and

g) improvements are communicated to the Measurement Process owner.

6.8.7.3  Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
palicies and procedures with respect to the Measurement Process.

NOTE 1 ISO/IEC 15939, Software Measurement Process, provides a more detailed set of activities and tagks that are
aligned with the activities-and/'tasks shown below.

NOTE 2  Clause 8 -of ISO 9001:2000 specifies Quality Management System requirements for measurgment and
menitoring of processes and products.

6.B.7.3.1_~"Measurement planning. This activity consists of the following tasks:

6.p7.31.1 The project shall describe the characteristics of the organization that are rglevant to
measurerment:

6.3.7.3.1.2 The project shall identify and prioritize the information needs.

6.3.7.3.1.3 The project shall select and document measures that satisfy the information needs.
6.3.7.3.1.4 The project shall define data collection, analysis, and reporting procedures.

6.3.7.3.1.5 The project shall define criteria for evaluating the information products and the measurement
process.
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6.3.7.3.1.6 The project shall review, approve, and provide resources for measurement tasks.

6.3.7.3.1.7 The project shall acquire and deploy supporting technologies.

6.3.7.3.2

6.3.7.3.2.1

Measurement performance. This activity consists of the following tasks:

into the relevant processes.

6.3.7.3.2.2 The project shall collect, store, and verify data.

The project shall integrate procedures for data generation, collection, analysis and reporting

6.3.7.3.2.

6.3.7.3.2.

6.3.7.3.3

6.3.7.3.3.

6.3.7.3.3.

6.4 Techhnical Processes

6.4.1 Stakeholder Requirements Definition Process

NOTE 1
Stakeholdg
process ra

6.4.1.1

The purp
that can ¢

It identifie
needs an

express the intended interaction, the system will have with its operational environment and that are t

reference|
fulfils nee|

6.4.1.2

As aresu

B The project shall analyze data and develop information products.

1 The project shall document and communicate results to the measurement users.
Measurement evaluation. This activity consists of the following tasks:

( The project shall evaluate information products and the measurement{rocess.

p The project shall identify and communicate potential improvemefts.

'he Stakeholder Requirements Definition Process in thisCinternational Standard is a specialization of {
r Requirements Definition Process of ISO/IEC 15288. Users may consider claiming conformance to the 152
her than the process in this standard.

Purpose

pbse of the Stakeholder Requirements'Definition Process is to define the requirements for a syste
rovide the services needed by users)and other stakeholders in a defined environment.

s stakeholders, or stakeholder classes, involved with the system throughout its life cycle, and th
d desires. It analyzes andtransforms these into a common set of stakeholder requirements th

against which each resulting operational service is validated in order to confirm that the syste
s,

Outcomes

t of suecessful implementation of the Stakeholder Requirements Definition Process:

a) the refquired characteristics and context of use of services are specified;

he

m

pir
at
he
m

b) the constraints on a system solution are defined;

c) traceability of stakeholder requirements to stakeholders and their needs is achieved;

d) the basis for defining the system requirements is described;

e) the basis for validating the conformance of the services is defined; and

f) a basis for negotiating and agreeing to supply a service or product is provided.
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6.4.1.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to Stakeholder Requirements Definition Process

6.4.1.3.1  Stakeholder identification. This activity consists of the following task:

6.4.1.3.1.1 The project shall identify the individual stakeholders or stakeholder classes who have a
legitimate interest in the system throughout its life cycle.

NOTE This includes, but is not limited to, users, operators, supporters, developers, producers, trainers, maintainers,
disposers, acquirer and supplier organizations, parties responsible for external interfacing entities, regulatory bodies and
members of society. Where direct communication is not practicable, e.g., for consumer products—ang services,
representatives or designated proxy stakeholders are selected.

6.4.1.3.2 Requirements identification. This activity consists of the following tasks:

6.4.1.3.2.1 The project shall elicit stakeholder requirements.

NOTE Stakeholder requirements describe the needs, wants, desires, expectations and perceived constraints of
identified stakeholders. They are expressed in terms of a model that may be textual or formal, that concgntrates on
system purpose and behaviour, and that is described in the context of the operational environment and conditions. A
prpduct quality model and quality requirements, such as found in ISO/IEC 9126-1 and ISO/IEC 25030, may b¢ useful for
aidling this activity. Stakeholder requirements include the needs and requirements imposed by society, the fconstraints
posed by an acquiring organization and the capabilities and operationalicharacteristics of users and operatof staff. It is
useful to cite sources, including solicitation documents or agreeéments, their justification and rationald, and the
assumptions of stakeholders and the value they place on the satisfaction of their requirements. For key stakehqlder needs,
the measures of effectiveness are defined so that operational performance can be measured and assessed. [ significant
rigks are likely to arise from issues (i.e., needs, wants, constraints, limits, concerns, barriers, factors or condiderations)
relating to people (users and other stakeholders) and their invelvement in or interaction with a system at any timg in the life
le of that system, recommendations for identifying and, treating human-system issues can be found in ISO HAS 18152,
A ppecification for the process assessment of human-system issues.

1.3.2.2 The project shall definexthe constraints on a system solution that are unavoidable
cqnsequences of existing agreements, management decisions and technical decisions.

NOTE These may result from 1) instances or areas of stakeholder-defined solution; 2) implementatior) decisions
made at higher levels of system hierarchical structure; 3) required use of defined enabling systems, resources and staff.

6.4.1.3.2.3 The project_shall define a representative set of activity sequences to identify all required
sdrvices that correspond 0 anticipated operational and support scenarios and environments.

NOTE Scenarios7are used to analyze the operation of the system in its intended environment in order and to identify
requirements thatymay not have been formally specified by any of the stakeholders, e.g., legal, regulatory |and social
oljligations. The.Context of use of the system is identified and analyzed. Include in the context analysis the aqtivities that
users perform'to achieve system objectives, the relevant characteristics of the end-users of the system (e.g}, expected
trdining, degr€e of fatigue), the physical environment (e.g., available light, temperature) and any equipment o be used
(elg., protective or communication equipment). The social and organizational influences on users that could affect system
useor constrain its design are analyzed when applicable.

6.4.1.3.2.4 The project shall identify the interaction between users and the system, taking into the
account human capabilities and skills limitations.

NOTE 1 Usability requirements are determined, establishing, as a minimum, the most effective, efficient, and reliable
human performance and human-system interaction. Where possible, applicable standards, e.g., ISO 9241, and accepted
professional practices are used in order to define:

a) Physical, mental, and learned capabilities;

b) Work place, environment and facilities, including other equipment in the context of use;
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c) Normal, unusual, and emergency conditions;
d) Operator and user recruitment, training and culture.

NOTE 2 If usability is important, usability requirements should be planned, specified, and implemented through the life
cycle processes, and the following standards or technical reports may be applicable for obtaining a desired level of
usability: ISO 9241-11:1998, ISO 13407:1999, ISO/TR 18529. Annex E contains a process view which is focused on
usability.

6.4.1.3.2.5 The project shall specify health, safety, security, environment and other stakeholder

requirements and functions that relate to critical qualities and shall address possible adverse effects of use of
the system-on human health and Qafnf_\,/

NOTE Identify safety risk and, if warranted, specify requirements and functions to provide safety. This includes’rigks
associated| with methods of operations and support, health and safety, threats to property and environmental finfluencgs.
Use applicable standards, e.g., IEC 61508, and accepted professional practices. Identify security risk andy\ if warranted,
specify all ppplicable areas of system security, including physical, procedural, communications, computers{ programs, dgta
and emissjons. Identify functions that could impact the security of the system, including access and damage to protected
personnel,|properties and information, compromise of sensitive information, and denial of approved aceess to property apd
informatior). Specify the required security functions, including mitigation and containment, referencing applicable standards
and accepfed professional practices where mandatory or relevant.

6.4.1.3.3 [ Requirements evaluation. This activity consists of the following task:

6.4.1.3.3.11 The project shall analyze the complete set of elicited requitements.

NOTE Analysis includes identifying and prioritizing the conflicting, missing, incomplete, ambiguous, inconsistent,
incongruoys or unverifiable requirements.

6.4.1.3.4 Requirements agreement. This activity consists'of the following tasks:

6.4.1.3.4.1 The project shall resolve requirements problems.
NOTE This includes requirements that cannot be realized or are impractical to achieve.
6.4.1.3.42 The project shall feed bacK the analyzed requirements to applicable stakeholders to ensure

that the needs and expectations have been adequately captured and expressed.

NOTE Explain and obtain agreement.to the proposals to resolve conflicting, impractical and unrealisable stakeholder
requirements.

6.4.1.3.48 The projectshall establish with stakeholders that their requirements are expressed correctly

NOTE This includes¢confirming that stakeholder requirements are comprehensible to originators and that the
resolution of conflict inthe requirements has not corrupted or compromised stakeholder intentions.

6.4.1.3.5| Requirement recording. This activity consists of the following tasks:

6.4.1.3.5. The project shall record the stakeholder requirements in a form suitableé for requirements
management through the life cycle and beyond.

NOTE These records establish the stakeholder requirements baseline, and retain changes of need and their origin
throughout the system life cycle. They are the basis for traceability to the system requirements and form a source of
knowledge for requirements for subsequent systems and communications with stakeholders on requirements status.

6.4.1.3.5.2 The project shall maintain stakeholder requirements traceability to the sources of stakeholder
need.
NOTE The stakeholder requirements are reviewed at key decision times in the life cycle to ensure that account is

taken of any changes of need.

© ISO/IEC 2008 — All rights reserved
44 © IEEE 2008 — All rights reserved


https://standardsiso.com/api/?name=e7d1eb7850f2ba20d2715f64e119270f

ISO/IEC 12207:2008(E)
IEEE Std 12207-2008

6.4.2 System Requirements Analysis Process

NOTE The System Requirements Analysis Process in this International Standard is a specialization of the
Requirements Analysis Process of ISO/IEC 15288. Users may consider claiming conformance to the 15288 process rather
than the process in this standard.

6.4.2.1 Purpose

The purpose of System Requirements Analysis is to transform the defined stakeholder requirements into a set
of desired system technical requirements that will guide the design of the system.

6.4-2.2—Outcomes
As a result of successful implementation of System Requirements Analysis:

a) a defined set of system functional and non-functional requirements describing thecproblem to pe solved
are established;

b) the appropriate techniques are performed to optimize the preferred project solution;
c)| system requirements are analyzed for correctness and testability;

d) the impact of the system requirements on the operating environmént'are understood;
e) the requirements are prioritized, approved and updated as needed;

f)| consistency and traceability are established between)the system requirements and the customer’s
requirements baseline;

g) changes to the baseline are evaluated for cost, schedule and technical impact; and

h) the system requirements are communicated\to all affected parties and baselined.

6.4.2.3 Activities and tasks

The project shall implement the follewing activities and tasks in accordance with applicable organization
palicies and procedures with respect to the System Requirements Analysis Process.

6.4.2.3.1 Requirements.specification. This activity consists of the following tasks:

6.4.2.3.1.1 The-specific intended use of the system to be developed shall be analyzed to specify system
regquirements. The\system requirements specification shall describe: functions and capabilities of the system;
business, orgahizational and user requirements; safety, security, human-factors engineering (ergonomics),
inferface, operations, and maintenance requirements; design constraints and qualification requirements. The
syistem requirements specification shall be documented.

NOTE 1 Appropriate techniques should be performed to optimize the preferred solution.

NOTE 2  The impact of the system requirements on the operating environment should be understood.

NOTE 3  System requirements should be prioritized, approved, baselined and communicated to all affected parties.
Updates to the requirements baseline should be evaluated for cost, schedule and technical impact.

6.4.2.3.2 Requirements evaluation. This activity consists of the following tasks:

6.4.2.3.2.1 The system requirements shall be evaluated considering the criteria listed below. The results
of evaluations shall be documented.

a) Traceability to acquisition needs;
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b) Consistency with acquisition needs;

c) Testability;

d) Feasibility of system architectural design;
e) Feasibility of operation and maintenance.

NOTE Acquisition needs include the stakeholder requirements baseline.

6.4.3 System Architectural Design Process

NOTE The System Architectural Design Process in this International Standard is a specialization of the Architectufal
Design Prpcess of ISO/IEC 15288. Users may consider claiming conformance to the 15288 process rather (than the
process in|this standard.

6.4.3.1 ([ Purpose

The purpose of the System Architectural Design Process is to identify which system requirements should be
allocated fo which elements of the system.

6.4.3.2 | Outcomes

As a result of successful implementation of the System Architectural Desigh Process:

%
(o}

a) a sydtem architecture design is defined that identifies the elements of the system and meets the defin
requifements;

b) the system’s functional and non-functional requirements are-addressed;

c) the re¢quirements are allocated to the elements of the>system;

d) internal and external interfaces of each system.element are defined;

e) verification between the system requirements and the system architecture is performed;

f) the requirements allocated to the_system elements and their interfaces are traceable to the customef’s
requifements baseline;

g) consistency and traceabilityy between the system requirements and system architecture design |is

mainfained; and

h) the gystem requirements, the system architecture design, and their relationships are baselined and
communicated to-all affected parties;

i) human factors*and ergonomic knowledge and techniques are incorporated in system design; and

j)  humph-centred design activities are identified and performed.

6.4.3.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the System Architectural Design Process.

6.4.3.3.1 Establishing architecture. This activity consists of the following task:

6.4.3.3.1.1 A top-level architecture of the system shall be established. The architecture shall identify
items of hardware, software, and manual operations. It shall be ensured that all the system requirements are
allocated among the items. Hardware configuration items, software configuration items, and manual
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operations shall be subsequently identified from these items. The system architecture and the system
requirements allocated to the items shall be documented.

NOTE 1 Internal and external interfaces of each system element should be defined in the system architecture.

NOTE 2 Human-centred design activities should be identified and performed and human factors and ergonomic
knowledge and techniques should be incorporated in system design.

NOTE 3  The system architecture design and the relationship with the system requirements should be baselined and
communicated to all affected parties.

6.43.3.2  Archi | evaluation This activi ists of the follow _

6.4.3.3.2.1 The system architecture and the requirements for the items shall be evaluated(Consifering the
criteria listed below. The results of the evaluations shall be documented.

a)l Traceability to the system requirements.

b) Consistency with the system requirements.

c)| Appropriateness of design standards and methods used.

d) Feasibility of the software items fulfilling their allocated requirements:
e) Feasibility of operation and maintenance.

NOTE System architecture traceability to the system requirements should also provide for traceabllity to the
stakeholder requirements baseline.

6.1.4 Implementation Process

6.4.41 Purpose
The purpose of the Implementation Process is to realize a specified system element.

NOTE Users of this International Standard have the intention of treating a software product or a software [element of
a |arger system. The Software Implementation Process (subclause 7.1.1) is a conforming instance of the Implementation
Process of ISO/IEC 15288, specialized to the particular needs of implementing a software product or sgrvice. The
Sqftware Implementation Process-replaces the Implementation Process in this International Standard.

6.4.5 System Integration Process

NOTE The System Integration Process in this International Standard is a specialization of the Integration |Process of
ISO/IEC 15288, Wsers may consider claiming conformance to the 15288 process rather than the process in this|standard.

6.4.5.1 _<Purpose

Thelpurpose of the System Integration Process is to integrate the system elements (including software items,
hardware items, manuat operations, and other Systems, as Necessary) to produce a compiete system that will
satisfy the system design and the customers’ expectations expressed in the system requirements.

6.4.5.2 Outcomes

As a result of successful implementation of the System Integration Process:

a) a strategy is developed to integrate the system according to the priorities of the system requirements;

b) criteria are developed to verify compliance with the system requirements allocated to the system

elements, including the interfaces between system elements;
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c)
d)

e)

f)

g)

the system integration is verified using the defined criteria;

a regression strategy is developed and applied for re-testing the system when changes are made;

consistency and traceability are established between the system design and the integrated system
elements;

an integrated system is constructed that demonstrates compliance with the system design; and

an integrated system is constructed that demonstrates that a complete set of usable deliverable system
elements exists.

6.4.5.3

The projg

policies a

6.4.5.3.1

6.4.5.3.1.
manual o
are devel

NOTE 1

into account the priorities of the system requirements.

NOTE 2
integrated

6.4.5.3.2

6.4.5.3.2.
test crite

documented. The developer shall ensure that.the integrated system is ready for System Qualification Testin

NOTE

6.4.5.3.2.

the evaluations shall be documented:

a)
b)
c)
d)

e)

Test

Appr
Conf

Feas

Activities and tasks

ct shall implement the following activities and tasks in accordance with applicable organizati
hd procedures with respect to the System Integration Process.

Integration. This activity consists of the following task:

( The software configuration items shall be integrated, with hardware configuration iten
berations, and other systems as necessary, into the system. The aggregates shall be tested, as th
bped, against their requirements. The integration and the test results shall be documented.

The system integration activity should be performed according to a ptedefined integration strategy that taki

The integration strategy should address consistency and traceability between the system design and t
System elements.

Test readiness. This activity consists of the following tasks:

( For each qualification requirement of the system, a set of tests, test cases (inputs, outpu
ia), and test procedures for conducting--System Qualification Testing shall be developed a

A regression strategy, to be applied for re-testing the system when changes are made, should be developed

P The integrated system/shall be evaluated considering the criteria listed below. The results

coverage of systemrequirements.
ppriateness of test methods and standards used.
brmance to’‘expected results.

bility~of system qualification testing.

of

Feasibility of operation and maintenance.

6.4.6 System Qualification Testing Process

NOTE
Verification Process of ISO/IEC 15288. Users may consider claiming conformance to the 15288 process rather than the
process in this standard.

48

The System Qualification Testing Process in this International Standard contributes to the outcomes of t

he
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6.4.6.1 Purpose

The purpose of the Systems Qualification Testing Process is to ensure that the implementation of each
system requirement is tested for compliance and that the system is ready for delivery.

6.4.6.2 Outcomes

As a result of successful implementation of Systems Qualification Testing Process:

a) criteria for evaluating compliance with system requirements are developed;

b)—the integrated system Is tested using the defined criteria,

c)| testresults are recorded; and

d) readiness of the system for delivery is assured.

6.4.6.3  Activities and tasks

The project shall implement the following activities and tasks in accordance”/with applicable organization
palicies and procedures with respect to the System Qualification Testing Process.

6.4.6.3.1 Qualification testing. This activity consists of the following*tasks:

6.4.6.3.1.1 System qualification testing shall be conducted in accordance with the qualification
requirements specified for the system. It shall be ensured that the implementation of each system
reguirement is tested for compliance and that the system iswready for delivery. The qualification testing results
shall be documented.

NOTE Qualification requirements for the system.should include criteria for evaluating compliance wjth system
requirements.

6.4.6.3.1.2 The system shall be evaluated considering the criteria listed below. The resuits of the
evaluations shall be documented.

a)l Test coverage of system requirements;

b) Conformance to expected-results;

c)| Feasibility of operation and maintenance.

NOTE Evaluation-criteria should address readiness of the system for delivery.

6.4.6.3.1.3 The developer shall support audit(s) in accordance with subclause 7.2.7. The reslits of the
aydit(s) shall'be documented.

NOTE This subclause is not applicable to those software configuration items for which audits were |conducted
previsushy-

6.4.6.3.1.4 Upon successful completion of the audit(s), if conducted, the developer shall update and
prepare the deliverable software product for Software Installation and Software Acceptance Support.

NOTE

or

the Software Validation Process (subclause 7.2.5).
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6.4.7 Software Installation Process

NOTE The Software Installation Process of this International Standard contributes to the outcomes of the Transition
Process of ISO/IEC 15288. Users may consider claiming conformance to the 15288 process rather than the process in this
standard.

6.4.7.1 Purpose

The purpose of the Software Installation Process is to install the software product that meets the agreed
requirements in the target environment.

6.4.7.2 [Outcomes
As a resu|t of successful implementation of the Software Installation Process:
a) a soffware installation strategy is developed;

b) criter|a for software installation are developed that demonstrate compliance with the seftware installatipn
requifements;

c) the spftware product is installed in the target environment; and

d) readihess of the software product for use in its intended environment is assured.

6.4.7.3 | Activities and tasks

The projgct shall implement the following activities and tasks ,invaccordance with applicable organizatipn
policies apd procedures with respect to the Software Installation Process

6.4.7.3.1 | Software installation. This activity consists ofithe following tasks:

6.4.7.3.1.1 The implementer shall develop a plan to install the software product in the target environmgnt
as designated in the contract. The resources and information necessary to install the software product shall
be determined and be available. As specified (h*the contract, the implementer shall assist the acquirer with
the set-up activities. Where the installed software product is replacing an existing system, the implementer
shall support any parallel running activities that are required by contract. The installation plan shall be
documented.

NOTE 1 The software installation strategy should be developed in agreement with the customer and the operating
organizatign.

>

NOTE 2 | An important part 6f developing an installation strategy is to develop a strategy to return to the last workipng
system vepsion. In order toybe’able to re-install the last working version, a complete backup of the system should be mafle
before starting the instatlation.

NOTE 3 Based®on the installation requirements, the installer should develop criteria for the environment where the
software wjll beinstalled.

Tle—t ol L Lal bl H bob. ol ki £ble " £ etk ol ol : 4
NOTE 4 TS Towalict Suuiu Spoully U1T TCSTYUTTTITITTIS TUT aUadplaliulmt Ul Uuic SySLTITT TUT TS ITICTIUCU THVITUTTTTICTIL

NOTE 5  The installer should adapt the system to meet the requirements for operation.

6.4.7.3.1.2 The developer shall install the software product in accordance with the installation plan. It
shall be ensured that the software code and databases initialize, execute, and terminate as specified in the
contract. The installation events and results shall be documented.

NOTE The installer should assure that the software product is ready for use in its intended environment.
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6.4.8 Software Acceptance Support Process

NOTE The Software Acceptance Support Process of this standard contributes to the outcomes of the Transition
Process of ISO/IEC 15288. The Software Acceptance Support Process of this standard may also contribute to the
outcomes of the Validation Process of ISO/IEC 15288. Users may consider claiming conformance to the 15288 process or
processes rather than the process in this standard.

6.4.8.1 Purpose

The purpose of the Software Acceptance Support Process is to assist the acquirer to achieve confidence that
the product meets requirements.

6.I4.8.2 Outcomes

As a result of the successful implementation of the Software Acceptance Support Process:
a)l the productis completed and delivered to the acquirer;

b) acquirer acceptance tests and reviews are supported;

c)| the productis put into operation in the customers’ environment; and

d) problems detected during acceptance are identified and communigated to those responsible for resolution.

NOTE Incremental delivery would be in completed increments.

6.4.8.3 Activities and tasks

The project shall implement the following activities.@and tasks in accordance with applicable organization
palicies and procedures with respect to the Software Acceptance Support Process.

6.4.8.3.1 Software acceptance support. This activity consists of the following tasks:

6.4.8.3.1.1 The developer shall support the acquirer's acceptance review and testing of thg software
prpduct. Acceptance review and testing shall consider the results of the Software Review (subclayse 7.2.6),
Software Audit (subclause 7.2.7), Software Qualification Testing, and System Qualification Testing (if
performed) processes. The results of the acceptance review and testing shall be documented.

NOTE This includes documentation and communication of problems detected during acceptance testinfg to those
regponsible for resolution.

6.4.8.3.1.2 The-developer shall complete and deliver the software product as specified in the coptract.
NOTE The /contract may require the developer to put the product into operation in the customer's environmgnt.
6.4.8.3.1:3 The developer shall provide initial and continuing training and support to the ag¢quirer as

sdecified in the contract.

NOTE Initial support includes identifying and communicating problems detected during acceptance to those
responsible for resolution.

6.4.9 Software Operation Process

The Software Operation Process in this International Standard is a specialization of the Operation Process of
ISO/IEC 15288. Users may consider claiming conformance to the 15288 process rather than the process in
this standard.
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6.4.9.1 Purpose

The purpose of the Software Operation Process is to operate the software product in its intended environment
and to provide support to the customers of the software product.

6.4.9.2 Outcomes
As a result of the successful implementation of the Software Operation Process:

a) an operation strategy is defined;

b) condftions Tor correct operation of the software in its intended environment are identiiied and evaluated,
c) the spftware is tested and determined to operate in its intended environment;
d) the spftware is operated in its intended environment; and

e) assisfance and consultation is provided to the customers of the software product in accordance with the
agregment.

6.4.9.3 | Activities and tasks

The projgct shall implement the following activities and tasks in accordance with applicable organizatipn
policies apd procedures with respect to the Software Operation Process.

6.4.9.3.1 | Preparation for operation. This activity consists of the following tasks:

6.4.9.3.1.1 The operator shall develop a plan and set operational standards for performing the activities
and tasks| of this process. The plan shall be documented and.executed.

6.4.9.3.1.2 The operator shall establish procedures*for receiving, recording, resolving, tracking problenys,
and proviging feedback. Whenever problems are @ncountered, they shall be recorded and entered into the
Software Problem Resolution Process (subclause 7.2.8).

6.4.9.3.1.8 The operator shall establish’ procedures for testing the software product in its operatipn
environment, for entering problem reports ‘and modification requests to the Software Maintenance Procegs
(subclausg 6.4.10), and for releasingthe software product for operational use.

6.4.9.3.2 [ Operation activation'and check-out. This activity consists of the following tasks:

6.4.9.3.2.1 For eachTelease of the software product, the operator shall perform operational testing, and,
on satisfy|ng the specifigd criteria, release the software product for operational use.

6.4.9.3.2.p The”operator shall ensure that the software code and databases initialize, execute, anpd
terminate|as described in the plan.

6.4.9.3.2. Ihe operator shall aclivate the system in its intended operational situation 1o deliver instances
of service or continuous service according to its intended purpose.

NOTE Where agreed, maintain continuous service capacity and quality when the system replaces an existing system
that is being retired. During a specified period of changeover or concurrent operation, manage the transfer of services so
that continuing conformance to persistent stakeholder needs is achieved.

6.4.9.3.3 Operational use. This activity consists of the following tasks:

6.4.9.3.3.1 The system shall be operated in its intended environment according to the user
documentation.
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NOTE 1 Operating in the intended environment includes developing criteria for operational use so that compliance with
agreed requirements can be demonstrated, and performing operational testing of each release of the product, assessing
satisfaction against specified criteria.

NOTE 2  Risks to product operation are identified and monitored.

NOTE 3  The operator monitors operational service on a regular basis, where appropriate, against defined criteria.

6.4.9.3.4 Customer support. This activity consists of the following tasks:

rt services

6.4.9.3.4.2 The operator shall forward user requests, as necessary, to the (Software Majntenance
Process (subclause 6.4.10) for resolution. These requests shall be addressedrand the actiong that are
planned and taken shall be reported to the originators of the requests. All resolutions shall be mgnitored to
cqnclusion.

6.4.9.3.5 Operation problem resolution. This activity consists of the following tasks:

6.4.9.3.5.1 The operator shall forward identified problems to the Software Problem Resolution Process
fof resolution.
6.4.9.3.5.2 If a reported problem has a temporarycwork-around before a permanent solutign can be

released, the originator of the problem report shall be>given the option to use it. Permanent cgrrections,
reJeases that include previously omitted functions orfeatures, and system improvements shall be applied to
the operational software product using the Software-Maintenance Process (subclause 6.4.10).

6.4.10 Software Maintenance Process
NOTE 1 The Software Maintenance Pracess in this International Standard is a specialization of the Mpintenance
Process of ISO/IEC 15288. Users may consider claiming conformance to the 15288 process rather than the progess in this
standard.

NOTE 2  The Software Mainténance Process of this International Standard is compatible with ISO/IEC 14764{2006.

6.4.10.1 Purpose

The purpose of the\Software Maintenance Process is to provide cost-effective support to a delivered software
prpduct.

NOTE Pre-delivery Software Maintenance activities include planning for post-delivery operations, supportgbility, and
logisticstdetermination. Post-delivery activities include software modification and operational support, such as|training or
operating a help desk.

6.4.10.2 Outcomes
As a result of successful implementation of the Software Maintenance Process:

a) a maintenance strategy is developed to manage modification and migration of products according to the
release strategy;

b) the impact of changes to the existing system on organization, operations or interfaces are identified;

c) affected system and software documentation is updated as needed;
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d) modified products are developed with associated tests that demonstrate that requirements are not
compromised;

e) product upgrades are migrated to the customer’s environment; and

f)  the system software modification is communicated to all affected parties.

6.4.10.3 Activities and tasks

The maintainer shall implement the following activities in accordance with applicable organization policies and
procedures with respect to the Software Maintenance Process.

6.4.10.3.1 Process implementation. This activity consists of the following tasks:

6.4.10.3.1.1 The maintainer shall develop, document, and execute plans and procedures fof, conductipg
the activitjes and tasks of the Software Maintenance Process.

6.4.10.3.1.2 The maintainer shall establish procedures for receiving, recording, and tracking problgm
reports and modification requests from the users and providing feedback to the users: “Whenever problems
are encopntered, they shall be recorded and entered into the Software Problem Resolution Procepgs
(subclausg 7.2.8).

6.4.10.3.1.3 The maintainer shall implement (or establish organizationalinterface with) the Configuratipn
Management Process (subclause 7.2.2) for managing modifications to the existing system.

6.4.10.3.2 Problem and modification analysis. This activity consists of the following tasks:

6.4.10.3.2.1 The maintainer shall analyze the problem report or modification request for its impact on the
organization, the existing system, and the interfacing systems for the following:

a) Typej for example, corrective, improvement, prevéntive, or adaptive to new environment;
b) Scopg; for example, size of modification, costinvolved, time to modify;

c) Criticplity; for example, impact on performance, safety, or security.
6.4.10.3.2.2 The maintainer shall‘replicate or verify the problem.

6.4.10.3.4.3 Based uponcithe analysis, the maintainer shall develop options for implementing the
modificatipn.

6.4.10.3.2.4 The maintainer shall document the problem/modification request, the analysis results, and
implementation options.

6.4.10.3.2.5 The maintainer shall obtain approval for the selected modification option as specified in the
contract.

6.4.10.3.3 Modification implementation. This activity consists of the following tasks:

6.4.10.3.3.1 The maintainer shall conduct analysis and determine which documentation, software units,
and versions thereof need to be modified. These shall be documented.

6.4.10.3.3.2 The maintainer shall enter the Technical Processes (subclause 6.4) to implement the
modifications. The requirements of the Technical Processes shall be supplemented as follows:

a) Test and evaluation criteria for testing and evaluating the modified and the un-modified parts (software
units, components, and configuration items) of the system shall be defined and documented.
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b) The complete and correct implementation of the new and modified requirements shall be ensured. It also

shall be ensured that the original, unmodified requirements were not affected. The test results shall be
documented.

6.4.10.3.4 Maintenance review/acceptance. This activity consists of the following tasks:

6.4.10.3.4.1 The maintainer shall conduct review(s) with the organization authorizing the modification to
determine the integrity of the modified system.

6.4.10.3.4.2 The maintainer shall obtain approval for the satisfactory completion of the modification as
specified in the contract

6.4.10.3.5 Migration. This activity consists of the following tasks:

6.4.10.3.5.1 If a system or software product (including data) is migrated from an old~to. a new operational
erfvironment, it shall be ensured that any software product or data produced or modified,during migration is in
agcordance with this International Standard.

6.4.10.3.5.2 A migration plan shall be developed, documented, and executed? The planning actiyities shall
include users. ltems included in the plan shall include the following:

a)l Requirements analysis and definition of migration.
b)) Development of migration tools.

c)| Conversion of software product and data.

d) Migration execution.

e) Migration verification.

f)| Support for the old environment in the future.

6.4.10.3.5.3 Users shall be given notification of the migration plans and activities. Notificatjons shall
include the following:

a) Statement of why the old ehvironment is no longer to be supported.
b)] Description of the new environment with its date of availability.

c)| Description of\6ther support options available, if any, once support for the old environment [has been
removed.

6.4.10.3.5:4 Parallel operations of the old and new environments may be conducted for smooth| transition
to|the newenvironment. During this period, necessary training shall be provided as specified in the gontract.

AHaens a

documentation, logs, and code should be place

6.4

4 iorshaltbe—ser o-alt-concernec —Associated
olde

U o
d in archives.

nvironment

6.4.10.3.5.6 A post-operation review shall be performed to assess the impact of changing to the new
environment. The results of the review shall be sent to the appropriate authorities for information, guidance,
and action.

6.4.10.3.5.7 Data used by or associated with the old environment shall be accessible in accordance with
the contract requirements for data protection and audit applicable to the data.
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6.4.11 Software Disposal Process

NOTE The Software Disposal Process in this International Standard is a specialization of the Disposal Process of
ISO/IEC 15288. Users may consider claiming conformance to the 15288 process rather than the process in this standard.

6.4.11.1 Purpose
The purpose of the Software Disposal Process is to end the existence of a system’s software entity.

This process ends active support by the operation and maintenance organization, or deactivates,
disassembles and removes the affected software products, consigning them to a final condition and leaving
theenVir aim—accepta "”ii' HE—Breeess ESTOYS—C or€eS—SYyStem—Sortware—erements—=a
related pfoducts in a sound manner, in accordance with legislation, agreements, organizational constraints
and stakgholder requirements. Where required, it maintains records that may be monitored.

Pt O o10 C O O Y

NOTE The objective is to retire a system's existing software products or services while preserving-the integrity |of
organizatignal operations.

6.4.11.2 | Outcomes

As a result of successful implementation of the Software Disposal Process:
a) a soffware disposal strategy is defined;

b) dispdsal constraints are provided as inputs to requirements;

c) the system's software elements are destroyed or stored;

d) the epvironment is left in an agreed-upon state; and

e) records allowing knowledge retention of disposal actions and any analysis of long-term impacts gre
available.

6.4.11.3 | Activities and tasks

The projegct shall implement the following activities in accordance with applicable organization policies apd
procedures with respect to the Software Disposal Process.

6.4.11.3.1 Software disposal planning. This activity consists of the following tasks:

6.4.11.3.1.1 A software disposal strategy is defined and documented. A plan to remove active support py
the operation and maintenance organizations shall be developed and documented. The planning activities
shall inclyde users. Thelsoftware disposal plan shall address the items listed below:
a) Cessption of fullor partial support after a certain period of time.

b) Archiving“of the software product and its associated documentation.

c) Responsibility for any future residual support issues.
d) Transition to any new software product, if applicable.
e) Accessibility of archive copies of data.

NOTE 1 This defines schedules, actions and resources that: 1) terminate the delivery of software services; 2) transform
the system into, or retain it in, a socially and physically acceptable state, thereby avoiding subsequent adverse effects on
stakeholders, society and the environment; 3) take account of the health, safety, security and privacy applicable to
disposal actions and to the long-term condition of resulting physical material and information.

NOTE 2  Disposal constraints should be provided as inputs to requirements for the planned disposal activities.
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6.4.11.3.2 Software disposal execution. This activity consists of the following tasks:

6.4.11.3.2.1 The software disposal plan shall be executed.

6.4.11.3.2.2

products and services. Notifications shall include the following:

a)

b)

Description of any replacement or upgrade with its date of availability.

Statement of why the software product is no longer to be supported.

Users shall be given notification of the plans and activities for the retirement of software

c)

Description of other support options available, once support has been removed.

6.4.11.3.2.3 Parallel operations of the retiring and any new software product should bé cond

SI
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ntract.

6.4.11.3.24 When the scheduled retirement arrives, notification shall bessent to all conce

ay

sociated development documentation, logs, and code should be placed in arChives, when appropri

6.4.11.3.2.5 Data used by, or associated with, the retired software product shall be acc

ag
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TH
cr
TH
st
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cordance with the contract requirements for data protection and audit applicable to the data.

Software Specific Processes

1 Software Implementation Processes

.1 Software Implementation Process

DTE The Software Implementation Process, is a conforming instance of the Implementation Process
288, specialized to the particular needs of implementing a software product or service.

N1 Purpose

e purpose of the Software tmplementation Process is to produce a specified system element img
a software product or service.

is process transforths~specified behaviour, interfaces and implementation constraints into ac
bate a system element implemented as a software product or service, otherwise known as a "softw

is process results’in a software item that satisfies architectural design requirements through verifig
bkeholder reqdirements through validation.

1.1.2 _<Outcomes

b aresult of the successful implementation of the Software Implementation Process:

ucted for

hooth transition to the new system. During this period, user training shall be provided| as specified in the

ned. All
ate.

pssible in

bf ISO/IEC

lemented

tions that
are item."
ation and

a)
b)
c)

d)

an implementation strategy is defined;
implementation technology constraints on the design are identified;
a software item is realized; and

a software item is packaged and stored in accordance with an agreement for its supply.

In addition to its activities, the Software Implementation Process has the following lower-level processes:

— Software Requirements Analysis Process*
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— Software Architectural Design Process*
— Software Detailed Design Process

— Software Construction Process

— Software Integration Process*

— Software Qualification Testing Process*

NOTE Users of ISO/IEC 15288 may decide that the processes marked by an asterisk (*) in the list above are to be
provided b/ recursive applcdation Or roU/TEL 1020606 evell 106 SOTtwdare eleitients Of e SySIelTl.

7.1.1.3 | Activities and tasks

The project shall implement the following activities in accordance with applicable organization\policies and
procedurgs with respect to the Software Implementation Process.

7.1.1.3.1| Software implementation strategy. This activity consists of the following tasks:

711314 If not stipulated in the contract, the developer shall define or-select a life cycle model
appropriate to the scope, magnitude, and complexity of the project. The life cycle-model shall be comprised |of
stages and the purpose and outcomes of each stage. The activities and tasks)of the Software Implementatipn
Process ghall be selected and mapped onto the life cycle model.

NOTE These activities and tasks may overlap or interact and may be performed iteratively or recursively.

NOTE Ideally, this is performed by using an organizationally-defined life cycle model.

71.1.31.2 The implementer shall:

a) Document the outputs in accordance with the Seftware Documentation Management Process (subclause
7.2.1).

b) Place the outputs under the Software Configuration Management Process (subclause 7.2.2) and perfotm
change control in accordance with it.

c) Document and resolve problems. and non-conformances found in the software products and tasks (in
accordance with the Software Rroblem Resolution Process (subclause 7.2.8).

d) Perfgrm supporting processes as specified in the contract.

e) Establish baselings~and incorporate configuration items at appropriate times, as determined by the
acquirer and the 'supplier.

711318 The implementer shall select, tailor, and use those standards, methods, tools, and computer
program bd
by the o g
processes.

NOTE Implementation technology constraints on the design should be identified as part of the software
implementation strategy.

711314 The implementer shall develop plans for conducting the activities of the Software
Implementation process. The plans should include specific standards, methods, tools, actions, and
responsibility associated with the development and qualification of all requirements including safety and
security. If necessary, separate plans may be developed. These plans shall be documented and executed.
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71.1.3.1.5 Non-deliverable items may be employed in the development or maintenance of the software
product. However, it shall be ensured that the operation and maintenance of the deliverable software product
after its delivery to the acquirer are independent of such items; otherwise, those items should be considered
as deliverable.

7.1.2 Software Requirements Analysis Process

NOTE The Software Requirements Analysis Process in this International Standard is a lower-level process of the
Software Implementation Process. Users of ISO/IEC 15288 may decide that this process is to be provided by the
Requirements Analysis Process of ISO/IEC 15288 in a recursive application of that standard.

7.t2-+—Purpose

The purpose of Software Requirements Analysis Process is to establish the requirements. of, thg software
elements of the system.

7.1.22 Outcomes

As a result of successful implementation of the Software Requirements Analysis Process:
a)l the requirements allocated to the software elements of the system and(their interfaces are defingd;
b) software requirements are analyzed for correctness and testability;

c)| the impact of software requirements on the operating envirofiment are understood;

d) consistency and traceability are established between the software requirements ang system
requirements;

e)| prioritization for implementing the software requirements is defined;
f)| the software requirements are approved and updated as needed;
g)| changes to the software requirements-are evaluated for cost, schedule and technical impact; and

h) the software requirements are baselined and communicated to all affected parties.

7.1.2.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
palicies and procedures/with respect to the Software Requirements Analysis Process.

7.1.2.3.1 Software requirements analysis. For each software item (or configuration item, if identified) this
agtivity consistsof the following tasks:

7.1.2,3.171 The implementer shall establish and document software requirements (including the quality
characteristics specifications) described below.

a) Functional and capability specifications, including performance, physical characteristics, and
environmental conditions under which the software item is to perform.

b) Interfaces external to the software item.
c) Qualification requirements.

d) Safety specifications, including those related to methods of operation and maintenance, environmental
influences, and personnel injury.

e) Security specifications, including those related to compromise of sensitive information.
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f) Human-factors engineering (ergonomics) specifications, including those related to manual operations,
human-equipment interactions, constraints on personnel, and areas needing concentrated human
attention, that are sensitive to human errors and training.

g) Data

definition and database requirements.

h) Installation and acceptance requirements of the delivered software product at the operation and
maintenance site(s).

i) User

documentation requirements.

aberatiopn-and-execHtion-raoiramantc.

j)  User
k) User
NOTE 1
NOTE 2

NOTE 3
found in |
description

7.1.2.3.1.
The resul

operation-and-executonrequirements:
maintenance requirements.
Guidance for specifying quality characteristics may be found in ISO/IEC 9126-1.
Implementation priority of the software requirements should be determined.

If usability is an important requirement, recommendations for obtaining a desired’ level of usability can
SO TR 18529, Ergonomics—Ergonomics of human-system interaction—Human-céntred lifecycle proce
s. Annex E contains a process view which is focused on usability.

p The implementer shall evaluate the software requirements censidering the criteria listed belg
s of the evaluations shall be documented.

a) Tracgability to system requirements and system design.

b) Exter
c) Interd
d) Testd
e) Feas

f) Feas

7.1.2.31.

NOTE

nal consistency with system requirements.
al consistency.

bility.

bility of software design.

bility of operation and maintenance:

B The implementer shall.conduct review(s) in accordance with subclause 7.2.6.

Following a successful ‘evaluation and review, the software requirements should be approved, baselined a

communicxted to all affected parties. Subsequent changes to the software requirements baseline should be evaluated

cost, sche

7.1.3 S¢

NOTE
Software |
Architectun

ule and technicakimpact.

pftware Architectural Design Process

The ‘Seftware Architectural Design Process in this International Standard is a lower-level process of t
mplementation Process. Users of ISO/IEC 15288 may decide that this process is to be provided by t

W.

or

he
he

pl Design Process of ISO/IEC 15288 in a recursive application of that standard.

7.1.3.1

Purpose

The purpose of the Software Architectural Design Process is to provide a design for the software that

implemen

7.1.3.2

ts and can be verified against the requirements.

Outcomes

As a result of successful implementation of the Software Architectural Design Process:
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a) a software architectural design is developed and baselined that describes the software items that will

b)

c)

implement the software requirements;

internal and external interfaces of each software item are defined; and

consistency and traceability are established between software requirements and software design.

7.1.3.3 Activities and tasks

The project shall implement the following activities in accordance with applicable organization policies and

procedures with respect to the Software Architectural Design Process.

NOTE This activity is implemented for each software item, consistent with a system architectural design.

7.1.3.3.1  Software architectural design. For each software item (or configuration item,.if identified) this
agtivity consists of the following tasks:

7.1.3.31.1 The implementer shall transform the requirements for the software“item into an architecture
that describes its top-level structure and identifies the software components. /lt.shall be ensured that all the
requirements for the software item are allocated to its software components\and further refined t¢ facilitate
degtailed design. The architecture of the software item shall be documented.

NOTE The software architectural design also provides a basis for verifying. the software items, integration pf software
itgms with each other, and integration of software items with the rest of the’ system items.

7.01.3.3.1.2 The implementer shall develop and document‘a top-level design for the interfaces gxternal to
the software item and between the software components of the software item.

7.01.3.31.3 The implementer shall develop and document a top-level design for the database.

7.1.3.3.1.4 The implementer should develop-and document preliminary versions of user documentation.
7.1.3.3.1.5 The implementer shall define and document preliminary test requirements and the| schedule
fof Software Integration.

7.1.3.3.1.6 The implementer shall evaluate the architecture of the software item and the intgrface and
dgtabase designs considering the criteria listed below. The results of the evaluations shall be docunijented.

a)| Traceability to the réequirements of the software item.

b) External consistency with the requirements of the software item.

c)| Internal consistency between the software components.

d) Appropriateness of design methods and standards used.

e)| “Eeasibility of detailed design.

f)  Feasibility of operation and maintenance.

71.3.31.7 The implementer shall conduct review(s) in accordance with subclause 7.2.6

7.1.4 Software Detailed Design Process

NOTE

Implementation Process.
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71.441

Purpose

The purpose of the Software Detailed Design Process is to provide a design for the software that implements
and can be verified against the requirements and the software architecture and is sufficiently detailed to permit

coding an

71.4.2

d testing.

Outcomes

As a result of successful implementation of the Software Detailed Design Process:

a) a detailed design of each software component, describing the software units to be built, is developed;

b) exter|

c) cons
archi

7143

The projg
procedure

7.1.4.31
consists d

7.1.4.31.
item. The
compiled,
compone

7.1.4.31.

nal interfaces of each software unit are defined; and

stency and traceability are established between the detailed design and the requirements a
ectural design.

Activities and tasks

ct shall implement the following activities in accordance with applicable organization policies a
s with respect to the Software Detailed Design Process.

Software detailed design. For each software item (or configuration item, if identified) this activit
f the following tasks:

( The implementer shall develop a detailed design for:each software component of the softw3
software components shall be refined into lower levelsicontaining software units that can be codg
and tested. It shall be ensured that all the softwarezrequirements are allocated from the softwag

hts to software units. The detailed design shall be documented.

p The implementer shall develop and document a detailed design for the interfaces external to

the software item, between the software componenis;and between the software units. The detailed design

the interfg
7.1.4.3.1.
7.1.4.3.1.

7.1.4.31.
software
requireme

7.1.4.3.1.

7.1.4.3.1.
considerir

ces shall permit coding without the need for further information.

B The implementer shall develop and document a detailed design for the database.

i The implementer shall update user documentation as necessary.

b The implementer/shall define and document test requirements and the schedule for testi
units. The test-requirements should include stressing the software unit at the limits of

nts.

J The~implementer shall update the test requirements and the schedule for Software Integrati
/ The implementer shall evaluate the software detailed design and test requiremer
d-the criteria listed below. The results of the evaluations shall be documented.

nd

hd

re
d ’
re

bf

Ng
ts

a) Traceability to the requirements of the software item;

b) External consistency with architectural design;

c) Internal consistency between software components and software units;

d) Appropriateness of design methods and standards used,;

e) Feasibility of testing;

f)  Feasibility of operation and maintenance.
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71.4.3.1.8 The implementer shall conduct review(s) in accordance with subclause 7.2.6.

7.1.5 Software Construction Process

NOTE The Software Construction Process in this International Standard is a lower-level process of the Software
Implementation Process.

7.1.51 Purpose

The purpose of the Software Construction Process is to produce executable software units that properly reflect
the software design.

7.1.5.2 Outcomes

As a result of successful implementation of Software Construction Process:

a)| verification criteria are defined for all software units against their requirements;
b) software units defined by the design are produced;

c)| consistency and traceability are established between software units and requirements and design; and

d) verification of the software units against the requirements and the-design is accomplished.

7.1.5.3 Activities and tasks

The project shall implement the following activities and.fasks in accordance with applicable organization
palicies and procedures with respect to the Software Construction Process.

7.1.5.3.1  Software construction. For each software item (or configuration item, if identified) this activity
cdnsists of the following tasks:

7.01.5.31.1 The implementer shall develop and document the following:
a) Each software unit and database.

b)] Test procedures and datafor testing each software unit and database.

7.1.5.3.1.2 The implementer shall test each software unit and database ensuring that it satisfies its
requirements. The testresults shall be documented.

7.01.5.3.1.3 JIhe implementer shall update the user documentation as necessary.
7.1.5.3.14 The implementer shall update the test requirements and the schedule for Software Iptegration.
7.N15:3.1.5 The implementer shall evaluate software code and test results considering the crit|eria listed

betow.—The Tesults of the evaluations shaltbe documented:

a) Traceability to the requirements and design of the software item.

b) External consistency with the requirements and design of the software item.
c) Internal consistency between unit requirements.

d) Test coverage of units.

e) Appropriateness of coding methods and standards used.
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f)  Feasibility of software integration and testing.
g) Feasibility of operation and maintenance.
7.1.6 Software Integration Process

NOTE The Software Integration Process in this International Standard is a lower-level process of the Software
Implementation Process. Users of ISO/IEC 15288 may decide that this process is to be provided by the Integration
Process of ISO/IEC 15288 in a recursive application of that standard.

7.1.6.1 Purpose

The purpose of the Software Integration Process is to combine the software units and software companents,
producing integrated software items, consistent with the software design, that demonstrate that the functional
and non-functional software requirements are satisfied on an equivalent or complete operational platform.

7.1.6.2 |[Outcomes
As a result of successful implementation of the Software Integration Process:

a) an integration strategy is developed for software units consistent with thé software design and the
prioritized software requirements;

b) verification criteria for software items are developed that ensute “Compliance with the softwdre
requifements allocated to the items;

c) softwlare items are verified using the defined criteria;

d) software items defined by the integration strategy are prodtced;

e) results of integration testing are recorded;

f)  consistency and traceability are established between software design and software items; and

g) aregression strategy is developed and applied for re-verifying software items when a change in softwgre
units|(including associated requirements;-design and code) occur.

7.1.6.3 [ Activities and tasks

The projgct shall implement the )following activities and tasks in accordance with applicable organizatipn
policies apd procedures with«teéspect to the Software Integration Process.

7.1.6.3.1 | Software integration. For each software item (or configuration item, if identified) this activity
consists df the following tasks:

7.1.6.31.1 The implementer shall develop an integration plan to integrate the software units and softwdre
components~into the software item. The plan shall include test requirements, procedures, dafa,
responSi :ItIUO, and-sehedule—he p:an shalt-be-doeumented:

7.1.6.3.1.2 The implementer shall integrate the software units and software components and test as the

aggregates are developed in accordance with the integration plan. It shall be ensured that each aggregate
satisfies the requirements of the software item and that the software item is integrated at the conclusion of the
integration activity. The integration and test results shall be documented.

NOTE A regression strategy should be developed to be applied for re-verifying the software items when a change is
made to software units (including associated requirements, design and code).

7.1.6.3.1.3 The implementer shall update the user documentation as necessary.
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1.6.3.1.4

The implementer shall develop and document for each qualification requirement of the

software item a set of tests, test cases (inputs, outputs, test criteria), and test procedures for conducting
Software Qualification Testing. The developer shall ensure that the integrated software item is ready for
Software Qualification Testing.

7.

1.6.3.1.5 The implementer shall evaluate the integration plan, design, code, tests, test results,

and user

documentation considering the criteria listed below. The results of the evaluations shall be documented.

a) Traceability to the system requirements.

b) External consistency with the system requirements.

c)| Internal consistency.

d) Test coverage of the requirements of the software item.

e) Appropriateness of test standards and methods used.

f)| Conformance to expected results.

g)| Feasibility of software qualification testing.

h) Feasibility of operation and maintenance.

.I;l DTE Evaluation criteria should include consistency and traceability\between the software design and the software
nems.

7.1.6.3.1.6 The implementer shall conduct review(s) in‘accordance with subclause 7.2.6.

7.1.7 Software Qualification Testing Process

NOTE The Software Qualification Testing Process in this International Standard is a lower-level prodess of the
Sqftware Implementation Process. Users of ISQ/JIEC 15288 may decide that this process is to be provided by the

\:

7.

rification Process of ISO/IEC 15288 in a recursive application of that standard.

1.7.1 Purpose

The purpose of the Software/Qualification Testing Process is to confirm that the integrated software product

mEeets its defined requirements.

71.7.2 Outcomes

As a result of suecessful implementation of the Software Qualification Testing Process:

a)| criterianfor the integrated software is developed that demonstrates compliance with the| software
requirements;

b)_integrated software is verified using the defined criteria;

c) testresults are recorded; and

d) a regression strategy is developed and applied for re-testing the integrated software when a change in
software items is made.

NOTE A regression strategy should be developed, to be applied for re-testing the integrated software when a change

is

made to software items.
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7.1.7.3 Activities and tasks

The project shall implement the following activities in accordance with applicable organization policies and
procedures with respect to the Software Qualification Testing Process.

7.1.7.3.1 Software qualification testing. For each software item (or configuration item, if identified) this
activity consists of the following tasks:

71.7.311 The implementer shall conduct qualification testing in accordance with the qualification
requirements for the software item. It shall be ensured that the implementation of each software requirement
is tested for compliance. The qualification testing results shall be documented.

71.7.31.2 The implementer shall update the user documentation as necessary.

717318 The implementer shall evaluate the design, code, tests, test results, and user documentatipn
considering the criteria listed below. The results of the evaluations shall be documented.

a) Test poverage of the requirements of the software item.
b) Confprmance to expected results.
c) Feas|bility of system integration and testing, if conducted.

d) Feasjbility of operation and maintenance.

71.7.31.4 The implementer shall support audit(s) in accordange.with subclause 7.2.7. The results of the
audits shall be documented. If both hardware and software are tnder development or integration, the audjts
may be ppstponed until the System Qualification Testing.

71.7.31.5 Upon successful completion of the audits, if conducted, the implementer shall update and
prepare the deliverable software product for System ‘Integration, System Qualification Testing, Softwdre
Installation, or Software Acceptance Support as applicable.

NOTE The Software Qualification Testing Process may be used in the Software Verification Process (subclause
7.2.4) or the Software Validation Process (subclause 7.2.5).

7.2 Softyare Support Processes

NOTE  The support processes listed under this subclause are specific to software and are labelled Software Suppprt
Processes| Although they play .a@n-integral role in assisting the Software Implementation Process, the Software Suppprt
Processes|may also provide seryvices to other processes, e.g., the Agreement Processes, Systems Qualification Testing,
Software Acceptance Support) Software Operation, and the Software Maintenance Process.

7.21 Software Documentation Management Process

NOTE The ‘Software Documentation Management Process is a specialization of the Information Managemgnt
Process fronrthe Project Process Group in this International Standard.

7211 Purpose

The purpose of the Software Documentation Management Process is to develop and maintain the recorded
software information produced by a process.

NOTE ISO/IEC 15289 provides more detailed content for life cycle process information items (documentation).
7.21.2 Outcomes

As a result of successful implementation of the Software Documentation Management Process:
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a) a strategy identifying the documentation to be produced during the life cycle of the software product or
service is developed;

b) the standards to be applied for the development of the software documentation are identified;
c) documentation to be produced by the process or project is identified:;

d) the content and purpose of all documentation is specified, reviewed and approved;

e) documentation is developed and made available in accordance with identified standards; and

f a Haaeniabiap-ie-Rainiaed-ia-aecardan witbh-daefiaad-critaria
aqoTOTTeTatoTT o ranran teu i aoturadarticCwit T aoT ioU oriteTias

7.2.1.3 Activities and tasks

The project shall implement the following activities in accordance with applicable organization policies and
prpcedures with respect to the Software Documentation Management Process.

7.2.1.3.1  Process implementation. This activity consists of the following task:

71311 A plan, identifying the documents to be produced during-the’life cycle of the softwafe product
shall be developed, documented, and implemented. For identified, doeumentation, the following shall be
addressed:

a) Title or name.

b) Purpose and content.

c)| Intended audience.

d) Procedures and responsibilities for inputsidevelopment, review, modification, approval, production,
storage, distribution, maintenance, and configuration management.

e) Schedule for intermediate and final yersions.
7.2.1.3.2 Design and development. This activity consists of the following tasks:

7.1.3.21 Each identified document shall be designed in accordance with applicable documentation
standards for medium, ."format, content description, page numbering, figure/table pjacement,
proprietary/security marking, packaging, and other presentation items.

NOTE The documentation may originate and may terminate in any form (e.g., verbal, textual, graphical, [numerical)
arld may be storéd;-processed, replicated and transmitted using any medium (e.g., electronic, printed, magnetic] optical).

7.2.1.3.2:2 The source and appropriateness of input data for the documents shall be g¢onfirmed.
Altomated documentation support tools may be used.

7.2.1.3.2.3 The prepared documents shall be reviewed and edited for format, technical content, and
presentation style against their documentation standards. They shall be approved for adequacy by authorized
personnel prior to issue.

7.2.1.3.3 Production. This activity consists of the following tasks:

7.21.3.31 The documents shall be produced and provided in accordance with the plan. Production and
distribution of documents may use paper, electronic, or other media. Master materials shall be stored in
accordance with requirements for record retention, security, maintenance, and backup.
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7.21.3.3.2 Controls shall be established in accordance with the Software Configuration Management
Process (subclause 7.2.2).

7.21.3.4 Maintenance. This activity consists of the following task:

7.21.3.41 The tasks of the Software Maintenance Process, that are required when documentation is to
be modified, shall be performed (see subclause 6.4.10). For those documents that are under configuration
management, modifications shall be managed in accordance with the Software Configuration Management
Process (subclause 7.2.2).

7.2.2 Software Configuration Management Process

NOTE The Software Configuration Management Process is a specialization of the Configuration Management
Process from the Project Process Group in this International Standard.

7.2.21 Purpose

The purpose of the Software Configuration Management Process is to establish and maintain the integrity [of
the software items of a process or project and make them available to concerned parties.

7.2.2.2 |[Outcomes

As a resu|t of successful implementation of the Software Configuration Managément Process:
a) a soffware configuration management strategy is developed;

b) itemd generated by the process or project are identified, defineéd and baselined;

c) modifications and releases of the items are controlled;

d) modifications and releases are made available to affected parties;

e) the sfatus of the items and modifications are recorded and reported;

f) the cpmpleteness and consistency of the items is ensured; and

g) the sforage, handling and delivery efithe items are controlled.

7.2.2.3 | Activities and tasks

The project shall implementthe following activities in accordance with applicable organization policies apd
procedures with respect.fo the Software Configuration Management Process.

7.2.2.3.1| Process)implementation. This activity consists of the following task:

7.2.2.31. A software configuration management plan shall be developed. The plan shall describe: the
configuralion” managemen ivities: pr I n hedule for rforming th ivities: the
organization(s) responsible for performing these activities; and their relationship with other organizations, such
as software development or maintenance. The plan shall be documented and implemented.

NOTE The plan may be a part of the system configuration management plan.
7.2.2.3.2 Configuration identification. This activity consists of the following task:

7.2.2.3.21 A scheme shall be established for identification of software items and their versions to be
controlled for the project. For each software item and its versions, the following shall be identified: the
documentation that establishes the baseline; the version references; and other identification details.
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7.2.2.3.3 Configuration control. This activity consists of the following task:

7.2.2.3.31 The following shall be performed: identification and recording of change requests; analysis
and evaluation of the changes; approval or disapproval of the request; and implementation, verification, and
release of the modified software item. An audit trail shall exist, whereby each modification, the reason for the
modification, and authorization of the modification can be traced. Control and audit of all accesses to the
controlled software items that handle safety or security critical functions shall be performed.

NOTE The Software Problem Resolution Management Process could provide support for this activity.

7.2.2.3.4 Configuration status accounting. This activity consists of the following task:

7.2.2.3.4.1 Management records and status reports that show the status and history\of lcontrolled
sdftware items, including baselines shall be prepared. Status reports should include the number of changes
for a project, latest software item versions, release identifiers, the number of releases,.and comparisons of
releases.

7.2.2.3.5 Configuration evaluation. This activity consists of the following task:

7.2.2.3.5.1 The following shall be determined and ensured: the functional completeness of the software
itgms against their requirements and the physical completeness of the Software items (whether their design
and code reflect an up-to-date technical description).

7.2.2.3.6 Release management and delivery. This activity consists of the following task:

7.2.2.3.6.1 The release and delivery of software products and documentation shall be formally ¢ontrolled.
Mpster copies of code and documentation shall be maintained for the life of the software product. [The code
anld documentation that contain safety or security critieal functions shall be handled, stored, packaged, and
dglivered in accordance with the policies of the organizations involved.

7..3 Software Quality Assurance Process

7.2.3.1  Purpose

The purpose of the Software Quality Assurance Process is to provide assurance that work proglucts and
priocesses comply with predefiried provisions and plans.

7.2.3.2 Outcomes

As a result of successful implementation of the Software Quality Assurance Process:
a) a strategy.forconducting quality assurance is developed;

b) evidence of software quality assurance is produced and maintained;

c)| Gproblems and/or non-conformance with requirements are identified and recorded; and

d) adherence of products, processes and activities to the applicable standards, procedures and
requirements are verified.

7.2.3.3 Activities and tasks

The project shall implement the following activities in accordance with applicable organization policies and
procedures with respect to the Software Quality Assurance Process.

7.2.3.3.1  Process implementation. This activity consists of the following tasks:
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7.2.3.311 A quality assurance process suited to the project shall be established. The objectives of the
quality assurance process shall be to assure that the software products and the processes employed for
providing those software products comply with their established requirements and adhere to their established
plans.

7.2.3.31.2 The quality assurance process should be coordinated with the related Software Verification
(subclause 7.2.4), Software Validation (subclause 7.2.5), Software Review (subclause 7.2.6), and Software
Audit (subclause 7.2.7) Processes.

7.2.3.313 A plan for conducting the quality assurance process activities and tasks shall be developed,
documented, implemented, and maintained for the life of the contract. The plan shall include the following:

a) Quality standards, methodologies, procedures, and tools for performing the quality assurance activities
(or their references in organization's official documentation).

b) Proceédures for contract review and coordination thereof.

c) Procegdures for identification, collection, filing, maintenance, and disposition of quality reeords.
d) Resaurces, schedule, and responsibilities for conducting the quality assurance agtivities.

e) Selegted activities and tasks from supporting processes, such as Software Verification (subclause 7.2.4),

Software Validation (subclause 7.2.5), Software Review (subclause 7,2.6), Software Audit (subclauge
7.2.7), and Software Problem Resolution (subclause 7.2.8).

7.2.3.3.1.4 Scheduled and on-going quality assurance activitiestand tasks shall be executed. When
problems|or non-conformances with contract requirements are detected, they shall be documented and serye
as input fo the Problem Resolution Process (subclause 7.2.8)., Records of these activities and tasks, their
execution], problems, and problem resolutions shall be prepared-and maintained.

7.2.3.3.1.5 Records of quality assurance activities.and tasks shall be made available to the acquirer as
specified |n the contract.

7.2.3.31.6 It shall be assured that persons responsible for assuring compliance with the contrgct
requirements have the organizational freedam resources, and authority to permit objective evaluations and |to
initiate, effect, resolve, and verify problem resolutions.

7.2.3.3.2| Product assurance. This-activity consists of the following tasks:

7.2.3.3.2.1 It shall be assured that all the plans required by the contract are documented, comply with the
contract, are mutually consistent, and are being executed as required.

7.2.3.3.2p It shall"be assured that software products and related documentation comply with the contrapt
and adhefe to the'plans.

7.2.3.3.2.8 In preparation for the delivery of the software products, it shall be assured that they have fully

satisfied their-contractualrequirements-and-are-acceptable-to-the-acquirer-

7.2.3.3.3 Process assurance. This activity consists of the following tasks:

7.2.3.3.31 It shall be assured that those software life cycle processes (supply, development, operation,
maintenance, and support processes including quality assurance) employed for the project comply with the
contract and adhere to the plans.

7.2.3.3.3.2 It shall be assured that the internal software engineering practices, development environment,
test environment, and libraries comply with the contract.
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7.2.3.3.3.3 It shall be assured that applicable prime-contract requirements are passed down to the
subcontractor, and that the subcontractor's software products satisfy prime-contract requirements.

7.2.3.3.34 It shall be assured that the acquirer and other parties are provided the required support and
cooperation in accordance with the contract, negotiations, and plans.

7.2.3.3.3.5 It should be assured that software product and process measurements are in accordance with
established standards and procedures.

7.2.3.3.3.6 It shall be assured that the staff assigned have the skill and knowledge needed to meet the
requirements of the project and receive any necessary fraining

7.2.3.3.4 Assurance of quality systems. This activity consists of the following task:

7.2.3.3.4.1 Additional quality management activities may be assured in accordance with the ¢lauses of
IS0 9001.

7.2.4 Software Verification Process

7.2.41 Purpose

The purpose of the Software Verification Process is to confirm that each software work product and/or service
ofla process or project properly reflects the specified requirementst

7.2.4.2 Outcomes

As a result of successful implementation of the SoftwargVerification Process:
a) a verification strategy is developed and impleniented;

b) criteria for verification of all required software work products is identified;
c)| required verification activities are performed;

d) defects are identified and recorded; and

e) results of the verification ‘activities are made available to the customer and other involved parties.

7.2.4.3 Activities andtasks

The project shall implement the following activities and tasks in accordance with applicable organization
palicies and procédures with respect to the Software Verification Process.

7.2.4.3.15"Process implementation. This activity consists of the following tasks:

7.243.1.1 A determination shall be made if the project warrants a verification effort and the [degree of
organizational independence of that effort needed. The project requirements shall be analyzed for criticality.
Criticality may be gauged in terms of:

a) The potential of an undetected error in a system or software requirement for causing death or personal
injury, mission failure, or financial or catastrophic equipment loss or damage.

b) The maturity of and risks associated with the software technology to be used.

c) Availability of funds and resources.
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7.24.31.2 If the project warrants a verification effort, a verification process shall be established to verify
the software product.

7.24.31.3 If the project warrants an independent verification effort, a qualified organization responsible
for conducting the verification shall be selected. This organization shall be assured of the independence and
authority to perform the verification activities.

724314 Based upon the scope, magnitude, complexity, and criticality analysis above, target life cycle
activities and software products requiring verification shall be determined. Verification activities and tasks
defined in subclause 7.2.4.3.2, including associated methods, techniques, and tools for performing the tasks,
shall be selected for the target life cycle activities and software products.

7.24.31.5 Based upon the verification tasks as determined, a verification plan shall be developed and
documenied. The plan shall address the life cycle activities and software products subject to verification, the
required |verification tasks for each life cycle activity and software product, and related| resourcgs,
responsibjlities, and schedule. The plan shall address procedures for forwarding verification'reports to the
acquirer gnd other involved organizations.

7.24.31.6 The verification plan shall be implemented. Problems and non-conforrmances detected by the
verification effort shall be entered into the Software Problem Resolution Process™\(Subclause 7.2.8). All
problems| and non-conformances shall be resolved. Results of the verification/activities shall be magde
available o the acquirer and other involved organizations.

7.2.4.3.2 | Verification. This activity consists of the following tasks:

7.24.3.2. Requirements verification. The requirements shall be verified considering the criteria listed
below:

a) The gystem requirements are consistent, feasible, and testable.

b) The pystem requirements have been appropriatély allocated to hardware items, software items, apd
manual operations according to design criteria,

c) The goftware requirements are consistent,\feasible, testable, and accurately reflect system requirements.

d) The poftware requirements relatedwto -safety, security, and criticality are correct as shown by suitably

rigorgus methods.

7.24.3.2.p Design verification. The design shall be verified considering the criteria listed below:
a) The design is correct.and consistent with and traceable to requirements.

b) The gesign implements proper sequence of events, inputs, outputs, interfaces, logic flow, allocation |of
timing and sizihg budgets, and error definition, isolation, and recovery.

c) Selegted‘design can be derived from requirements.

d) The design implements safety, security, and other critical requirements correctly as shown by suitably
rigorous methods.

7.24.3.2.3 Code verification. The code shall be verified considering the criteria listed below:

a) The code is traceable to design and requirements, testable, correct, and compliant with requirements and
coding standards.

b) The code implements proper event sequence, consistent interfaces, correct data and control flow,
completeness, appropriate allocation timing and sizing budgets, and error definition, isolation, and
recovery.
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c) Selected code can be derived from design or requirements.

d) The code implements safety, security, and other critical requirements correctly as shown by suitably
rigorous methods.

7.2.4.3.2.4 Integration verification. The integration shall be verified considering the criteria listed below:

a) The software components and units of each software item have been completely and correctly integrated
into the software item.

b) The hardware items, software items, and manual operations of the system have been completely and
caorrectly Imedrated into e syslerrl.

c)| The integration tasks have been performed in accordance with an integration plan.

7..4.3.2.5 Documentation verification. The documentation shall be verified considéring the criteria listed
below:

a)l The documentation is adequate, complete, and consistent.
b) Documentation preparation is timely.

c)| Configuration management of documents follows specified procedures.
7..5 Software Validation Process

7.2.51 Purpose

The purpose of the Software Validation Process is to*Confirm that the requirements for a specific intended use
of{the software work product are fulfilled.

7.2.5.2 Outcomes

As a result of successful implementation-of the Software Validation Process:
a) a validation strategy is developed and implemented;

b) criteria for validation of/all-required work products are identified;

c)| required validation-activities are performed;

d) problems aré.identified and recorded;

e) evidence)is provided that the software work products as developed are suitable for their intended use;
and

f)| Cresults of the validation activities are made available to the customer and other involved parties.

7.2.5.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Software Validation Process.

7.2.5.3.1 Process implementation. This activity consists of the following tasks:
7.25.311 A determination shall be made if the project warrants a validation effort and the degree of

organizational independence of that effort needed.
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7.25.3.1.2 If the project warrants a validation effort, a validation process shall be established to validate
the system or software product. Validation tasks defined below, including associated methods, techniques,
and tools for performing the tasks, shall be selected.

7.25.313 If the project warrants an independent effort, a qualified organization responsible for
conducting the effort shall be selected. The conductor shall be assured of the independence and authority to
perform the validation tasks.

7.25.314 A validation plan shall be developed and documented. The plan shall include, but is not
limited to, the following:

a) Itemg subject to validation.
b) Validption tasks to be performed.
c) Resdurces, responsibilities, and schedule for validation.

d) Proce¢dures for forwarding validation reports to the acquirer and other parties.

7.25.31.p The validation plan shall be implemented. Problems and non-conformances detected by the
validation| effort shall be entered into the Software Problem Resolution Process (subclause 7.2.8). All
problems|and non-conformances shall be resolved. Results of the validation activities shall be made available
to the acquirer and other involved organizations.

7.2.5.3.2 ( Validation. This activity shall consist of the following tasks;

NOTE Other means besides testing (such as, analysis, modelling, simulation, etc.) may be employed for validation
7.2.5.3.2.1 Prepare selected test requirements, test cases, and test specifications for analyzing test
results.

7.25.3.2.2 Ensure that these test requirements, test cases, and test specifications reflect the particular

requirements for the specific intended use.

7.2.5.3.2.8 Conduct the tests in subclauses 7.2.5.3.2.1 and 7.2.5.3.2.2, including:
a) Testihg with stress, boundary, andsingular inputs;

b) Testipg the software product)for its ability to isolate and minimize the effect of errors; that is, graceful
degradation upon failure, réquest for operator assistance upon stress, boundary, and singular conditiong;

c) Testihg that representative users can successfully achieve their intended tasks using the software prodyct.
7.2.5.3.24 Validate that the software product satisfies its intended use.

7.25.3.2.56 Test the software product as appropriate in selected areas of the target environment.

7.2.6 Software Review Process

7.2.61 Purpose

The purpose of the Software Review Process is to maintain a common understanding with the stakeholders of
the progress against the objectives of the agreement and what should be done to help ensure development of
a product that satisfies the stakeholders. Software reviews are at both project management and technical
levels and are held throughout the life of the project.
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7.2.6.2 Outcomes

As a result of successful implementation of the Software Review Process:

a)
b)
c)
d)
e)
7.

Th
pn

7.
7.
in
7
m
pr
7.

7.
ad

re

af
pn

.2.6.3.1 Process implementation. This activity consists of the following tasks:

Stakeholders should determine the need for any ad hoc reviews in which agreeing parties may partic

.2.6.3.1.3 The parties that participate in a review<should agree on the following items at ea

Problem Resolution Process (subclause 7:2.8) as required.

.2.6.3.1.6 Participating” parties shall agree on the outcome of the review and any ag

.2.6.3.2 Project Management Reviews. This activity consists of the following task:

.L.6.3.21 Project status shall be evaluated relative to the applicable project plans, schedules,

management and technical reviews are held based on the needs of the project;
the status and products of an activity of a process are evaluated through review activities;
review results are made known to all affected parties;

action items resulting from reviews are tracked to closure; and

risks and problems are identified and recorded.

2.6.3 Activities and tasks

e project shall implement the following activities in accordance with applicable prganization po
pcedures with respect to the Software Review Process.

.6.3.1.1 Periodic reviews shall be held at predetermined milestones as specified in the proje

2.6.3.1.2 All resources that are required to conduct thé) reviews shall be provided. These
clude personnel, location, facilities, hardware, software, and.tools.

beting agenda, software products (results of anvactivity) and problems to be reviewed; s
pcedures; and entry and exit criteria for the review.

2.6.3.1.4 Problems detected during<the reviews shall be recorded and entered into the

2.6.3.1.5 The review results “shall be documented and distributed. This communication|

sponsibilities and closure criteria.

d guidelines. The outcome of the review should be considered by appropriate management a
pvide for the following:

equacy of review (for example, approval, disapproval, or contingent approval) of the review results|

licies and

ct plan(s).
pate.

fesources

h review:
cope and

Software

includes

tion item

standards,
hd should

a)

b)
c)

d)

Making activities progress according to plan, based on an evaluation ot the activity or software product

status.
Maintaining global control of the project through adequate allocation of resources.
Changing project direction or determining the need for alternate planning.

Evaluating and managing the risk issues that may jeopardize the success of the project.

7.2.6.3.3 Technical Reviews. This activity consists of the following task:
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7.2.6.3.3.1 Technical reviews shall be held to evaluate the software products or services under
consideration and provide evidence that:

a) They are complete.
b) They comply with their standards and specifications.

c) Changes to them are properly implemented and affect only those areas identified by the Configuration
Management Process (subclause 7.2.2).

d) They are adhering to applicable schedules.

e) Theylare ready for the next planned activity.

f) The development, operation, or maintenance is being conducted according to the plans, schedulgs,
standards, and guidelines of the project.

7.2.7 Software Audit Process

7.2.71 Purpose

—

The purppse of the Software Audit Process is to independently determine compliance of selected produg
and procgsses with the requirements, plans and agreement, as appropriate.

S

7.2.7.2 |Outcomes
As a resu|t of successful implementation of the Software Audit Process:
a) an aydit strategy is developed and implemented;

b) compliance of selected software work products and/or services or processes with requirements, plaps
and ggreement is determined according to the audit strategy;

c) audits are conducted by an appropriate independent party; and

d) problems detected during an audit are identified and communicated to those responsible for correctiye
actiop, and resolution.

7.2.7.3 | Activities and tasks

The project shall implemept'the following activities in accordance with applicable organization policies apd
procedures with respect to'the Software Audit Process.

7.2.7.3.1 | Process implementation. This activity consists of the following tasks:

7.2.7.31.1 Audits shall be held at predetermined milestones as specified in the project plan(s).

7.2.7.31.2 Auditing personnel shall not have any direct responsibility for the software products and
activities they audit.

7.27.313 All resources required to conduct the audits shall be agreed by the parties. These resources
include support personnel, location, facilities, hardware, software, and tools.

727314 The parties should agree on the following items at each audit: agenda; software products (and
results of an activity) to be reviewed; audit scope and procedures; and entry and exit criteria for the audit.

7.2.7.3.1.5 Problems detected during the audits shall be recorded and entered into the Software Problem
Resolution Process (subclause 7.2.8) as required.
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7.2.7.3.1.6 After completing an audit, the audit results shall be documented and provided to the audited
party. The audited party shall acknowledge to the auditing party any problems found in the audit and related
problem resolutions planned.

7.2.7.31.7 The parties shall agree on the outcome of the audit and any action item responsibilities and
closure criteria.

7.2.7.3.2 Software audit. This activity consists of the following task:

7.2.7.3.21 Software audits shall be conducted to ensure that:

a)  AS coded, Sortwdre products (Suchn as a software 1em) refiect tne design aocumentation.

b) The acceptance review and testing requirements prescribed by the documentation are adequate for the
acceptance of the software products.

c)| Test data comply with the specification.

d) Software products were successfully tested and meet their specifications.
e) Test reports are correct and discrepancies between actual and expected\results have been reso|ved.
f)| User documentation complies with standards as specified.

g)| Activities have been conducted according to applicable requirements, plans, and contract.

h) The costs and schedules adhere to the established plans:
7.2.8 Software Problem Resolution Process

7.2.8.1 Purpose

The purpose of the Software Problem Resolution Process is to ensure that all discovered problems are
identified, analyzed, managed and contrelled to resolution.

7.2.8.2 Outcomes

As a result of successful implementation of the Software Problem Resolution Process:
a)l a problem management strategy is developed;

b) problems are recorded, identified and classified;

c)| problemsare analyzed and assessed to identify acceptable solution(s);

d) problem resolution is implemented;

e)| “problems are tracked to closure; and

f)  the status of all problems reported is known.

NOTE The Software Problem Resolution Process could be used or easily adapted to manage, track and control
software change requests.

7.2.8.3 Activities and tasks

The project shall implement the following activities in accordance with applicable organization policies and
procedures with respect to the Software Problem Resolution Process.
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7.2.8.3.1 Process implementation. This activity consists of the following task:

7.2.8.31.1 A problem resolution process shall be established for handling all problems (including non-
conformances) detected in the software products and activities. The process shall comply with the following
requirements:

a)

b)

d)

7.2.8.3.2  Problem resolution. This activity consists of the following task:

The process shall be closed-loop, ensuring that: all detected problems are promptly reported and entered
into the Problem Resolution Process; action is initiated on them; relevant parties are advised of the
existence of the problem as appropriate; causes are identified, analyzed, and, where possible, eliminated;
resolution and disposition are achieved; status is tracked and reported; and records of the problems are
maintained as stipulated in the contract.

The process should contain a scheme for categorizing and prioritizing the problems. Each preblgm
should be classified by the category and priority to facilitate trend analysis and problem resolution|

Analysis shall be performed to detect trends in the problems reported.
Problem resolutions and dispositions shall be evaluated: to evaluate that problems have’been resolvgd,

advefse trends have been reversed, and changes have been correctly implemented in the appropridte
software products and activities; and to determine whether additional problems have been introduced.

7.2.8.3.2.1 When problems (including non-conformances) have beef detected in a software product [or

an activity, a problem report shall be prepared to describe each problem)detected. The problem report shpall
be used |as part of the closed-loop process described above: from detection of the problem, through
investigatjon, analysis and resolution of the problem and its cause,.and onto trend detection across problems.

7.3 Software Reuse Processes

NOTE Users of this International Standards who desire toadopt organizational software reuse practices may wish|to
supplemer]t the provisions of this International Standards with those of IEEE Std 1517™-1999, IEEE Standard for

Information Technology—Software Life Cycle Processes“=Reuse Processes.
7.3.1 Domain Engineering Process

7.3.1.1 | Purpose

The purpose of the Domain Engineering Process is to develop and maintain domain models, dom3
architectures and assets for the-domain.

7.3.1.2 | Outcomes

As a result of successful implementation of the Domain Engineering Process:

a)
b)

c)

d)

e)

f)

78

n

the representation forms for the domain models and the domain architectures are selected;

the boundaries of the domain and Its relationships to other domains are establisheaq,

a domain model that captures the essential common and different features, capabilities, concepts, and
functions in the domain are developed;

a domain architecture describing the family of systems within the domain, including their commonalities
and variabilities, is developed;

assets belonging to the domain are specified;

assets belonging to the domain are acquired or developed and maintained throughout their life cycles;
and
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g) the domain models and architectures are maintained throughout their life cycles.
NOTE 1 Domain engineering is a reuse-based approach to defining the scope (i.e., domain definition), specifying the
structure (i.e., domain architecture), and building the assets (e.g., requirements, designs, software code, documentation)

for a class of systems, subsystems, or applications.

NOTE 2  The Domain Engineering Process may overlap with development and maintenance processes that use assets
produced by the Domain Engineering Process.

7.3.1.3 Activities and tasks

The prnjprf shall implpmpnf the fnllnwing activities and tasks in accordance with nlnlnlir‘:lhlp Qr Janization
palicies and procedures with respect to the Domain Engineering Process.

NOTE IEEE Std 1517™, IEEE Standard for Information Technology—Software Life Cycle Processes—Reuse
Prpcesses, provides a more detailed set of activities and tasks that are aligned with the activities and,tasks shown below.

7.8.1.3.1  Process implementation. This activity consists of the following tasks:
7.5.1.3.1.1 The domain engineer shall create and execute a domain engineering plan.

7.5.1.3.1.2 The domain engineer shall select the form(s) of representation to be used fgr domain
architectures and models.

7.8.1.3.1.3 The domain engineer shall establish procedures for receiving, resolving, and |providing
fepdback to the asset manager whenever problems or change requests occur for assets developed by the
dgmain engineer.

7..1.3.2 Domain analysis. This activity consists ef\the following tasks:

7.5.1.3.21 The domain engineer shall definethe boundaries of the domain and the relationship$ between
th|s domain and other domains.

7.8.1.3.2.2 The domain engineersshall identify the current and anticipated needs of stakeholders of
sdftware products within this domain.

7.5.1.3.2.3 The domain éngineer shall build the domain models using the representation forms selected
in[the Process Implementation Activity for this process.

7.5.1.3.24 The.domain engineer shall construct a vocabulary that provides the terminology t@ describe
the important domain/concepts and the relationships among similar or common assets of the domain|.

7.8.1.3.2.5 The domain engineer shall classify and document the domain models.

7.3.1.3.2.6 The domain engineer shall evaluate the domain models and domain vocdbulary in
agcordance with the provisions of the modelling technique selected and in accordance with the orggnization’s
assetacceptarce and certificatiornm procedures:

7.31.3.2.7 The domain engineer shall conduct domain analysis review(s). Software developers, asset
managers, domain experts, and users shall be included in the reviews.

7.3.1.3.2.8 The domain engineer shall submit domain models to the asset manager.
7.3.1.3.3 Domain design. This activity consists of the following tasks:

7.3.1.3.31 The domain engineer shall create and document the domain architecture, consistent with the
domain model and following the organization’s standards.
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7.3.1.3.3.2 The domain architecture shall be evaluated in accordance with the provisions of the
architecture design technique selected and the organization’s asset acceptance and certification procedures.

7.3.1.3.33 For each entity selected to be designed for reuse, the domain engineer shall develop and
document an asset specification.

7.3.1.3.34 For each asset specified, the specification shall be evaluated in accordance with the
organization’s asset acceptance and certification procedures.

7.3.1.3.3.5 The domain engineer shall conduct domain design review(s). Software developers, domain
experts, and asset managers shall be included in the reviews

7.3.1.3.3.6 The domain engineer shall submit the domain architecture to the asset manager.

7.3.1.3.4 | Asset provision. For each asset developed or acquired, this activity consists of-the followipg
tasks:

7.31.3.4.4 The domain engineer shall obtain the asset by acquisition or by development.
7.3.1.3.4.p The domain engineer shall document and classify the asset.
7.31.3.48 The domain engineer shall evaluate the asset in accordance with the organization’s asdet

acceptange and certification procedures.

7.31.3.4.4 The domain engineer shall conduct asset review(s)»Software developers and asset managegrs
shall be included in the reviews.

7.3.1.3.4.5 The domain engineer shall submit the asset to the asset manager.

7.3.1.3.5| Asset maintenance. The following reuse-related task is added to this Software Maintenante
Process when it is applied to maintain an asset.

7.3.1.3.5.1 When analyzing requests fory'asset modification and choosing implementation options, the
domain engineer shall consider:

a) Confprmance with the domain meodels and the domain architecture;
b) Impaft on the systems and'software products that use the asset;
c) Impagt on future usersyof the asset;

d) Impagt on the reusability of the asset.

7.3.2 Reuse Asset Management Process

7.3.21 Purpose

The purpose of the Reuse Asset Management Process is to manage the life of reusable assets from
conception to retirement.

7.3.2.2 Outcomes
As a result of successful implementation of the Reuse Asset Management Process:

a) an asset management strategy is documented;
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b) an asset classification scheme is established;

c) criteria for asset acceptance, certification and retirement are defined;
d) an asset storage and retrieval mechanism is operated,;

e) the use of assets is recorded;

f)  changes to the assets are controlled, and

g) users of assets are notified of problems detected, modifications made, new versions created and deletion

f oa tafrona aterac andraetraval-machanicrs
U aSSTTS Mo e~ StoragCana TeaTevar o orTarittoTTT

7.8.2.3 Activities and tasks

The project shall implement the following activities in accordance with applicable organization policies and
procedures with respect to the Reuse Asset Management Process.

7.8.2.3.1 Process implementation. This activity consists of the following tasks:

7.8.2.3.1.1 The asset manager shall create an asset management'\plan to define the resodirces and
procedures for managing assets.

7.5.2.3.1.2 The asset manager shall execute the plan.

7.8.2.31.3 The asset management plan shall be reviewed in accordance with the Software Review
Process. Domain engineers and reuse program administrators shall be included in the review.

7.B.2.3.2 Asset storage and retrieval definition\ This activity consists of the following tasks:
7.8.2.3.2.1 The asset manager shall implement and maintain an asset storage and retrieval meghanism.

7.8.2.3.2.2 The asset manager should develop, document, and maintain a classification schemg to be
uged in classifying the assets.

7.8.2.3.2.3 The asset manager shall conduct review(s) of the asset storage and retrieval mechapism in
agcordance with the Software Review Process. Reuse program administrators and domain engineerg shall be
included in the review(s):

7.8.2.3.3 Asset management and control. For each asset, this activity consists of the following tasks:

7.5.2.3.31 For each asset submitted to the asset manager, the asset shall be evaluated basgd on the
agset acceptance and certification criteria.

7.82.3:3.2 For each asset accepted, it shall be made available for reuse through the asset stprage and
retrieval mechanism

7.3.2.3.3.3 The asset shall be classified in accordance with the reuse classification scheme, if any exists.

7.3.2.3.3.4 The asset manager shall perform configuration management for the asset using the Software
Configuration Management Process.

7.3.2.3.3.5 The asset manager shall keep track of each reuse of the asset and report to the domain
engineer information about actual reuses of the asset.
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7.3.2.3.3.6 The asset manager shall forward asset modification requests and problem reports received
from asset reusers to the domain engineer for review and correction/modification plans and actions.

7.3.2.3.3.7 The asset manager shall monitor and record these asset requests/reports and the subsequent
actions taken.

7.3.2.3.3.8 The asset manager shall notify all asset reusers, and the domain engineer, of the problems
detected in the asset, modifications made to the asset, new versions of the asset, and deletion of the asset
from the asset storage and retrieval mechanism.

7.3.3 Reuse Program Management Process

7.3.3.1 | Purpose

The purp¢se of the Reuse Program Management Process is to plan, establish, manage, control, and monifor
an organigation’s reuse program and to systematically exploit reuse opportunities.

7.3.3.2 |Outcomes

As a resu|t of successful implementation of Reuse Program Management Process:

a) the ofganization’s reuse strategy, including its purpose, scope, goals and objectives, is defined;

b) the dpmains for potential reuse opportunities are identified;

c) the ofganization’s systematic reuse capability is assessed:;

d) the rgeuse potential of each domain is assessed;

e) reuse proposals are evaluated to ensure the\reuse product is suitable for the proposed application;
f)  the reuse strategy is implemented in the-erganization;

g) feedback, communication, and/notification mechanisms that operate between affected parties dre
estaflished; and

h) the reuse program is monitored and evaluated.

NOTE The affected,~parties may include reuse program administrators, asset managers, domain engineefs,
developerd, operators, and, maintainers.

7.3.3.3 | Activities and tasks

The project7shall implement the following activities in accordance with applicable organization policies and
procedures with respect to the Reuse Asset Management Process.

7.3.3.3.1 Initiation. This activity consists of the following tasks:

7.3.3.3.1.1 The reuse program for an organization shall be initiated by establishing the organization’s
reuse strategy that includes its reuse goals, purposes, objectives, and scope.

7.3.3.3.1.2 A reuse sponsor should be named.

7.3.3.31.3 Reuse program participants shall be identified and their roles shall be assigned.
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7.3.3.31.4 A reuse steering function shall be established to assume the authority and responsibility for
the organization’s reuse program.

7.3.3.3.1.5 A reuse program support function shall be established.
7.3.3.3.2 Domain identification. This activity consists of the following tasks:

7.3.3.3.21 The reuse program administrator, aided by the appropriate manager, domain engineers,
users, and software developers, shall identify and document the domains in which to investigate reuse
opportunities or in which the organization intends to practice reuse.

7.8.3.3.2.2 The reuse program administrator, aided by the appropriate managers, domain“gngineers,
ugers, and software developers, shall evaluate the domains to assure that they accurately reflect the
organization’s reuse strategy.

7.8.3.3.2.3 The reuse program administrator shall conduct reviews in accordance with the| Software
Review Process. Software developers, domain engineers, and users shall be included'ih the reviews

7.8.3.3.24 As more information about the organization’s domains and plans for future software products
becomes available or when the domains are analyzed, the domains may ‘be refined and rescopgd by the
reuse program administrator.

7.8.3.3.3 Reuse assessment. This activity consists of the following tasks:
7.8.3.3.3.1 The reuse program administrator shall assess the organization’s systematic reuse capability.

7.8.3.3.3.2 The reuse program administrator shall<assess each domain being considered fof reuse to
dgtermine the potential for reuse success in the domain.

7.8.3.3.3.3 The reuse program administrator shall make recommendations for refining the organization’s
reuse strategy and reuse program implementation plan based on the results of the reuse assessments.

7.8.3.3.34 The reuse program~administrator, in conjunction with the appropriate acquirers, [suppliers,
developers, operators, maintainers, asset managers, and domain engineers, shall incrementally improve the
skKills, technology, reuse processes, organizational structure, and metrics that together comprise the reuse
infrastructure.

7.8.3.3.4 Planning,This activity consists of the following tasks:

7.8.3.3.4.1 A retse program implementation plan shall be created, documented, and maintained to define
the resources and procedures for implementing a reuse program.

7.5.3.3.4:2 The plan shall be reviewed and evaluated for completeness, feasibility of implementgtion, and
ahjility<to( realize the organization's reuse strategy. Those evaluating the plan should include membiers of the
reuse)steering function.

7.3.3.3.43 Approval and support for the reuse program implementation plan shall be obtained from the
reuse steering function, and the appropriate managers.

7.3.3.34.4 The reuse program administrator shall conduct review(s) in accordance with the Software
Review Process. Members of the reuse steering function and the appropriate managers shall be included in
the reviews.

7.3.3.3.5 Execution and Control. This activity consists of the following tasks:
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7.3.3.3.5.1 Activities in the reuse program implementation plan shall be executed in accordance with the
plan.
7.3.3.3.5.2 The reuse program administrator shall monitor the progress of the reuse program against the

organization’s reuse strategy, and make any necessary adjustments to the plan to realize the strategy.

7.3.3.3.5.3 Problems and non-conformances that occur during the execution of the reuse program
implementation plan shall be recorded and resolved.

7.3.3.3.54 The reuse program administrator shall periodically reaffirm management sponsorship, support,
and commitment o the reuse program

7.3.3.3.6 [ Review and evaluation. This activity consists of the following tasks:

7.3.3.3.6.1 The reuse program administrator shall periodically assess the reuse program for-achievemgnt
of the orgpnization’s reuse strategy, and the continued suitability and effectiveness of the reuse|program.

7.3.3.3.6.2 The reuse program administrator shall provide assessment results and lessons learned to the
reuse steering function, and to the appropriate managers.

7.3.3.3.6.8 The reuse program administrator shall recommend and make changes to the reuse progra,
expand the reuse program, and improve the reuse program in accordance.
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Annex A
(normative)
Tailoring Process

.1 Introduction

This Annex provides requirements for the tailoring of this International Standard.
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DTE Tailoring is not a requirement for conformance to the standard. In fact, tailoring is not permitted-if

this process.

12 Tailoring Process

2.1 Purpose of the Tailoring Process

e purpose of the Tailoring Process is to adapt the processes of this International Standard
rticular circumstances or factors that:

Surround an organization that is employing this International\Standard in an agreement.

Influence a project that is required to meet an agreement in which this International St
referenced.

Reflect the needs of an organization in order torsupply products or services.

2.2 Tailoring Process outcomes
b a result of the successful implementation of the Tailoring Process:

Modified life cycle processes.are defined to achieve the purposes and outcomes of a life cycle m

2.3 Tailoring Process activities

this International Standard is tailored, then the organization or project shall implement the followin
cordance with applicable policies and procedures with respect to the Tailoring Process, as require

2.3.1 Identify and document the circumstances that influence tailoring. These influences include,
t limited\te:

Stability of, and variety in, operational environments.

a claim of

Il conformance" is to be made. If a claim of "tailored conformance" is made then tailoring is to be performed as required

to satisfy

andard is

odel.

g tasks in
.

but are

b)
c)
d)
e)
f)

¢)]

Risks, commercial or performance, to the concern of interested parties.
Novelty, size and complexity.

Starting date and duration of utilization.

Integrity issues such as safety, security, privacy, usability, availability.
Emerging technology opportunities.

Profile of budget and organizational resources available.
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h) Availability of the services of enabling systems.

i) Roles and responsibilities in the overall life cycle of the system.

j)  The need to conform to other standards.

A.2.3.2

In the case of properties critical to the system, take due account of the life cycle structures

recommended or mandated by standards relevant to the dimension of the criticality.

A.2.3.3 Obtain input from all parties affected by the tailoring decisions. This includes, but may not be limited

to:

a) The{
b) Thei

c) Theq

A.2.34
purposes

NOTE 1
may be ap|
and outcor]

NOTE 2
Process. It
stages of t

NOTE 3
processes
cycle modg

A.2.3.5
tasks.

NOTE 1
additional

NOTE 2
Internation
processes

appropriate claim of tailored.conformance) and, with careful consideration of consequences, implementing a process th

achieves a

ystem stakeholders.
hterested parties to an agreement made by the organization.

ontributing organizational functions.

Make tailoring decisions in accordance with the Decision Management Proce$s-to achieve the
and outcomes of the selected life cycle model.

Organizations establish standard life cycle models as a part of the Life Cycle-Model Management Process
propriate for an organization to tailor processes of this International Standard in order to achieve the purpos
hes of the stages of a life cycle model to be established.

Projects select an organizationally-established life cycle model fort¢he project as a part of the Project Planni
may be appropriate to tailor organizationally-adopted processes\to achieve the purposes and outcomes of f
ne selected life cycle model.

In cases where projects are directly applying this International Standard, it may be appropriate to tai
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el
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Irrespective of tailoring, organizations and projects are always permitted to implement processes that achiej
butcomes or implement additionatactivities and tasks beyond those required for conformance to this standard

An organization or project'may encounter a situation where there is the desire to modify a provision of t
bl Standard. Modification_should be avoided because it may have unanticipated consequences on oth
outcomes, activities\or/tasks. If necessary, modification is performed by deleting the provision (making f
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Annex B
(normative)
Process Reference Model (PRM) for Assessment Purposes

.1 Introduction

It is understood that some users of this International Standard may desire to assess the implemented
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pcesses in accordance with ISO/IEC 15504-2, Information Technology — Process assessment
brforming an assessment. This Annex provides a Process Reference Model suitable for use. inyc
th that standard.

e source for the processes in this model is the processes in the body of this International Standar
se, the name, statement of purpose, and statement of outcomes for each process in the bo
bndard have been referenced for use in this annex. In some cases, the processSes in the bag
bndard have a scope that is considered too large to be effectively assessed. j;Therefore, in tho
ver-level processes have been added in this annex for the purpose of assessment. Each of these
ver-level processes reflects an elaboration of one of the activities of the associated process in th
b standard.

|12 Conformance with ISO/IEC 15504-2

2.1 General

e Process Reference Model included in this annexds suitable for use in process assessment pe
cordance with ISO/IEC 15504-2, Information Technology — Process Assessment — Part 2: Perfi
sessment.

O/IEC 15504-2 subclause 6.2 places requirements on Process Reference Models suitable for ag
that standard. The following sections quote the requirements for Process Reference Models ang
w these are met by this International:Standard. In each of the following clauses the italicized text g

quirement from the text of ISO/IEC 15504-2 and the upright text describes the manner in
guirement is satisfied in this International Standard.

2.2 Requirements for.Process Reference Models
Process Reference\Model shall contain:
A declaration of the domain of the Process Reference Model. This is provided in Clause 1.

A description, meeting the requirements of subclause 6.2.4 of this International Standar
progesses within the scope of the Process Reference Model. This is provided in Annex B.3.

— Part 2:
bnjunction

d. In each
dy of this
dy of the
se cases,
additional
e body of

formed in
brming an

sessment

describe
uotes the
which the

d, of the

xt of use.

A description of the relationship between the Process Reference Model and its intended conte

d)

This is provided by Clause 5.

A description of the relationship between the processes defined within the Process Reference Model. This

is provided in Annex B.3 in the description of each process. For example, some process desc

riptions in

this annex include the statement that the process is a lower-level process and that the process replaces a

specific activity in the higher level process.
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The Process Reference Model shall document the community of interest of the model and the actions taken to
achieve consensus within that community of interest:

a) The relevant community of interest shall be characterized or specified. The relevant community of interest
is the users of ISO/IEC 15288 and ISO/IEC 12207.

b) The extent of achievement of consensus shall be documented. Both ISO/IEC 15288 and ISO/IEC 12207
are International Standards satisfying the consensus requirements of ISO/IEC JTC1.

c) If no actions are taken to achieve consensus, a statement to this effect shall be documented. (Not
applicable.)

The processes defined within a Process Reference Model shall have unique process descriptions-ahd
identificatjon. The process descriptions are unique. The identification is provided by unique names and-by the
clause numbering of this annex.

B.2.3 Pirocess descriptions

The fundamental elements of a Process Reference Model are the descriptions of the( processes within the
scope of the model. The process descriptions in the Process Reference Model incorperate a statement of the
purpose o©f the process which describes at a high level the overall objectives ©of,\performing the process,
together With the set of outcomes which demonstrate successful achievement of-the process purpose. These
process descriptions shall meet the following requirements:

a) a progess shall be described in terms of its purpose and outcomes;

b) in any process description the set of process outcomes shall be.necessary and sufficient to achieve the
purpose of the process;

—

c) procégss descriptions shall be such that no aspects of-the Measurement Framework as described
Clausge 5 of [ISO/IEC 15504-2] beyond level 1 are contained or implied.

n

An outcome statement describes one of the following:

— Production of an artefact;

— A sighificant change of state;

— Meetjng of specified constraints, e.g., requirements, goals, etc.
These requirements are met by,the process descriptions in this Annex. Some outcomes might be interpretgd

as contrifuting to levels of-eapability above level 1. However, a conforming implementation of the relevgnt
processes does not require)achievement of these higher levels of capability.

B.2.4 Common process attributes for capability determination

The attriqutes.in 5.1.9 of this International Standard characterize the specificity of each process. When &n
implemented)process conforms to these attributes, the process’ specifically defined purpose and outcomes
are achieved through the implementation of its defined activities.

In addition to these basic attributes, processes may be characterized by other attributes common to all
processes. These common attributes contribute to the achievement of higher level of process capabilities as
defined in ISO/IEC 15504-2. There are 6 levels of process capability in the measurement framework of
ISO/IEC 15504-2 as described in the following table:
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Table B.1 — Six Levels of Process Capability

Capability Level | Process Capability
0 Incomplete Process
1 Performed Process
2 Managed Process
3 Established Process
4 Predictable Process
5 Optimizing Process

The achievement of higher level attributes and capabilities is enabled by the interaction of the prgcess with
sypport and organizational processes such as Documentation, Configuration Management, Quality Assurance,
etr.

ISO/IEC 15504-2 identifies the following common process attributes (PA) affiliated with the achieyement of
higher levels pf process capability:

o [ performance management (PA 2.1) — it determines the extent to which the performance of the process
is managed. The achievement of this attributes involves the planning, monitoring and adjdyisting the
process performance.

o | work product management (PA 2.2) — it determines the extent to which the work products praduced by
the process are appropriately managed. The achievement of this attribute ensures that work prgducts are
appropriately established, controlled and maintained.

o [ process definition (PA 3.1) — it determines the extent to which the process is established as g standard
process within the organization. The achievement of this attribute involves the definition of the process in
terms of required competencies and roles for performing a process, required infrastructure jand work
environment, methods for monitoring its effectiveness and suitability and tailoring guidelines.

o [ process deployment (PA.3.2) — it determines the extent to which the process is effectively deployed as
a tailored instance of the’standard process. The achievement of this attribute is reflected in the| fidelity to
the standard process, the effective deployment of resources to the implementation of the procesg, and the
collection and analysis of data for understanding and refining the behaviour of the process.

o | process measurement (PA 4.1) — it determines the extent to which process measurements afe used to
ensure that performance of the process supports the achievement of defined business gpals. The
achievement of this attribute is concerned with the existence of an effective system for the collection of
measures relevant to the performance of the process and the quality of the work products. The measures
are.applied to determine the extent of achievement of the organization's business goals.

e process control (PA 4.2) — it determines the extent to which process is quantitatively managed to
produce a process that is stable, capable, and predictable within defined limits. The achievement of this
attribute implies the application of analysis and control techniques to ensure that the process performs
within defined limits and that corrective action are taken to address deviations.

e process innovation (PA 5.1) — it determines the extent to which changes to the process are identified
from analysis of variation in performance, and from investigations of innovative approaches to process
definition and implementation. The achievement of this attribute is concerned with the existence of a
proactive focus on continuous improvement in the fulfilment of both current and projected business goals.
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e process optimization (PA 5.2) — it determines the extent to which changes to the definition, management
and performance of the process result in effective impact that achieves the relevant process improvement
objectives. The achievement of this attribute is concerned with an orderly and proactive approach to
identifying and introducing appropriate changes to the process minimizing undesired disruption, evaluating
the effectiveness of changes and making adjustments as necessary.

B.3 Process Reference Model

The Process Reference Model is composed of the statement of purpose and outcomes of each of the
processes included in Clause 6 and Clause 7 of this International Standard. These are listed in Table B.2.

Table B.2 — ISO/IEC 12207:2008 Processes
ISO/IEC 12207 ISO/IEC 12207:2008 Process Name
Clause Number
6 System Life Cycle Processes
6.1 Agreement Processes
6.1.1 Acquisition Process
6.1.2 Supply Process
6.2 Organizational Project-Enabling
Processes
6.2.1 Life Cycle Model Management Process
6.2.2 Infrastructure Management.Process
6.2.3 Project Portfolio Management Process
6.2.4 Human Resource Management Process
6.2.5 Quality Management,Process
6.3 Project Processes
6.3.1 Project Planning Process
6.3.2 Project Asse€ssment and Control Process
6.3.3 Decision-Management Process
6.3.4 Risk Management Process
6.3.5 Configuration Management Process
6.3.6 Information Management Process
6.3.7 Measurement Process
6.4 Technical Processes
6.4.1 Stakeholder Requirements Definition
Process
6.4.2 System Requirements Analysis
6.4.3 System Architectural Design
6.4.4 Implementation Process
6.4.5 System Integration Process
6.4.6 System Qualification Testing Process
6.4.7 Software Installation
6.4.8 Software Acceptance Support
6.4.9 Software Operation Process
6.4.10 Software Maintenance Process
6.4.11 Software Disposal Process
7 Software Life Cycle Processes
71 Software Implementation Processes
711 Software Implementation Process
7.1.2 Software Requirements Analysis Process
713 Software Architectural Design Process
714 Software Detailed Design Process
71.5 Software Construction Process
7.1.6 Software Integration Process
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ISO/IEC 12207 ISO/IEC 12207:2008 Process Name

Clause Number

71.7 Software Qualification Testing Process

7.2 Software Support Processes

7.21 Software Documentation Management
Process

7.2.2 Software Configuration Management
Process

7.2.3 Software Quality Assurance Process

7.2.4 Software Verification Process

125 Software Validation Process

7.2.6 Software Review Process

7.2.7 Software Audit Process

7.2.8 Software Problem Resolution Process

7.3 Software Reuse Processes

7.3.1 Domain Engineering Process

7.3.2 Reuse Asset Management Process

7.3.3 Reuse Program Management Process

Some activities of the processes in Clauses 6 and 7 are replaced with corresponding lower-level processes.
The descriptions of these lower-level processes are shown below.

B|3.1 Acquisition Process Lower-Level Processes

BJ3.1.1 Acquisition Preparation Process

This process is a lower-level process of the Acgquisition Process. It replaces the Acquisition Pfeparation
agtivity (6.1.1.3.1).

B|3.1.1.1 Purpose

The purpose of the Acquisition Preparation Process is to establish the needs and goals of the acquisition and
tolcommunicate these with the poténtial suppliers.

Bj3.1.1.2 Outcomes

As a result of successfuljimplementation of the Acquisition Preparation Process:

a) the concept.or the need for the acquisition, development, or enhancement is established;
b) stakeholder requirements are defined;

c)| an acquisition strategy is developed; and

d)—supptiersefection criterta are defined:

B.3.1.2 Supplier Selection Process

This process is a lower level-process of the Acquisition Process. It replaces the Supplier Selection activity
(6.1.1.3.3).

B.3.1.2.1 Purpose

The purpose of the Supplier Selection Process is to choose the organization that is to be responsible for the
delivery of the requirements of the project.
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B.3.1.2.2 Outcomes
As a result of successful implementation of the Supplier Selection Process:
a) the supplier selection criteria are established and used to evaluate potential suppliers;

b) the supplier is selected based upon the evaluation of the supplier's proposals, process capabilities, and
other factors; and

c) an agreement is established and negotiated between the acquirer and the supplier.

B.3.1.3 [Agreement NMonitoring Process

This process is a lower level-process of the Acquisition Process. It replaces the Agreement Monitoring.activjty
(6.1.1.3.5).

B.3.1.3.1| Purpose

The purpgse of the Agreement Monitoring Process is to track and assess performance of the supplier agairst
agreed reguirements.

B.3.1.3.2| Outcomes

As a result of successful implementation of the Agreement Monitoring Pro€ess:

a) joint @ctivities between the acquirer and the supplier are performed as needed;
b) information on technical progress is exchanged regularly with the supplier;

c) performance of the supplier is monitored against the agreed requirements; and

d) agregement changes, if needed, are negotiated between the acquirer and the supplier and documented|in

the agreement.

B.3.1.4 [Acquirer Acceptance Process

This process is a lower-level process.-9fthe Acquisition Process. It replaces the Acquirer Acceptance activjty
(6.1.1.3.6).

B.3.1.4.1| Purpose

The purpgse of the Acquirer Acceptance Process is to approve the supplier's deliverable when all acceptante
criteria arg¢ satisfied.

B.3.1.4.2( Outcomes

As a resu|t'of)successful implementation of the Acquirer Acceptance Process:

a) the delivered software product and/or service are evaluated with regard to the agreement;
b) the acquirer’'s acceptance is based on the agreed acceptance criteria; and

c) the software product and/or service is accepted by the acquirer.
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B.3.2 Supply Process Lower-Level Processes

B.3.2.1 Supplier Tendering Process

This process is a lower level-process of the Supply Process. It replaces the Supplier Tendering activity
(6.1.2.3.2).

B.3.2.1.1 Purpose

The purpose of the Supplier Tendering Process is to establish an interface to respond to acquirer inquiries and
requests for proposal, prepare and submit proposals.

Bj3.2.1.2 Outcomes
As a result of successful implementation of the Supplier Tendering Process:

a)l a communication interface is established and maintained in order to respond ‘to."acquirer inquiries and
requests for proposal;

b) requests for proposal are evaluated according to defined criteria to determine whether or not t@ submit a
proposal;

c)| the need to undertake preliminary surveys or feasibility studies iscdetermined;
d) suitable resources are identified to perform the proposed work; and

e) a supplier proposal is prepared and submitted in response to the acquirer request.

BJ3.2.2 Contract Agreement Process

This process is a lower level-process of the_Supply Process. It replaces the Contract Agreement activity
(611.2.3.4).

B{3.2.2.1 Purpose
The purpose of Contract Agreement Process is to negotiate and approve a contract/agreement that clearly

and unambiguously specifies~the expectations, responsibilities, work products/deliverables and ligbilities of
bqgth the supplier and the acquirer.

B|3.2.2.2 Outcomes
As a result of suecessful implementation of the Contract Agreement Process:

a)l a contfact/agreement is negotiated, reviewed, approved and awarded to the supplier(s);

identified risks are reviewed and considered for inclusion in the contract conditions;

b) mechanisms for monitoring the capability and performance of the supplier(s) and for mil[gation of

c) proposers/tenderers are notified of the result of proposal/tender selection; and
d) formal confirmation of agreement is obtained.

NOTE The Contract Agreement Process is used to obtain formal confirmation of assignments that were offered
during the Supplier Tendering Process.
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B.3.2.3 Product/Service Delivery and Support Process

This process is a lower-level process of the Supply Process. It replaces the Product/Service Delivery and
Support activity (6.1.2.3.6).

B.3.2.3.1 Purpose

The purpose of the Product/Service Delivery and Support Process is to provide the specified product or
service to the acquirer with support appropriate to achieve confidence that the requirements have been met.

B.3.2.3.2 Outcomes

As a resu|t of the successful implementation of the Product/Service Delivery and Support Process:
a) the cpntents of the product release are determined;

b) the release is assembled from configured items;

c) the r¢lease documentation is defined and produced;

d) the release delivery mechanism and media are determined;

e) releape approval is effected against defined criteria;

f)  the product release is made available to the acquirer;

g) confimation of release is obtained;

h) the product is completed and delivered to the acquirer;

i) acqulrer acceptance tests and reviews are supported;

j)  the product is put into operation in the customers’ environment; and

k) problems detected during acceptance areidentified and communicated to those responsible for resolutipn.

NOTE Incremental delivery would be in ‘completed increments.
B.3.3 Life Cycle Model Management Process Lower-Level Processes

B.3.3.1 [Process Establishment Process

This procgss is a lowerslevel process of the Life Cycle Model Management Process. It replaces the Procegs
Establishment activity(6.2.1.3.1).

B.3.3.1.1| Purpose

The purpGse of the Process Estabtishment Process 15 to estabtisha suite of organizationat processes forall

life cycle processes as they apply to its business activities.

B.3.3.1.2 Outcomes
As a result of successful implementation of the Process Establishment Process:

a) a defined and maintained standard set of processes are established, along with an indication of each
process's applicability;

b) the detailed tasks, activities and associated work products of the standard process are identified, together
with expected performance characteristics;
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a strategy for tailoring the standard process for the product or service is developed in accordanc
needs of the project; and

e with the

information and data related to the use of the standard process for specific projects exist and are

maintained.

3.3.2 Process Assessment Process

This process is a lower-level process of the Life Cycle Model Management Process. It replaces the Process
Assessment activity (6.2.1.3.2).
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3.3.2.1 Purpose
e purpose of the Process Assessment Process is to determine the extent to which the-orga

bndard processes contribute to the achievement of its business goals and to help the organizatior
e need for continuous process improvement.

3.3.2.2 Outcomes
b a result of successful implementation of the Process Assessment Process:

information and data related to the use of the standard process-for specific projects exis
maintained;

the relative strengths and weaknesses of the organization’s'standard processes are understood;

accurate and accessible assessment records are kept.and maintained.

3.3.3 Process Improvement Process

is process is a lower-level process of the LifeCycle Model Management Process. It replaces th
provement activity (6.2.1.3.2).

3.3.3.1 Purpose

e purpose of the Process Improvement Process is to continually improve the organization’s effg
d efficiency through the proeesses used and maintained and aligned with the business need.

3.3.3.2 Outcomes
5 a result of successful implementation of the Process Improvement Process
commitment is established to provide resources to sustain improvement actions;

issuésarising from the organization's internal/external environment are identified as imp
opportunities and justified as reasons for change;

nization's
focus on

ts and is

and

b Process

ctiveness

rovement

d)

e)

analysis of the current status of the existing process IS performed, focusing on those processes from

which improvement stimuli arise;

improvement goals are identified and prioritized, and consequent changes to the process are defined and

implemented,;

the effects of process implementation are monitored and confirmed against the defined improvement

goals;

knowledge gained from the improvements is communicated within the organization; and
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g) the improvements made are evaluated and consideration given for using solutions elsewhere within the
organization.

NOTE 1 Information sources providing input for change may include: process assessment results, audits, customer's
satisfaction reports, organizational effectiveness/efficiency, cost of quality.

NOTE 2  The current status of processes may be determined by process assessment.
B.3.4 Human Resource Management Process Lower-Level Processes

B.3.4.1 Skill Development Process

This process is a lower-level process of the Human Resource Management Process. It replaces the\ Skill

Development activity (6.2.4.3.2).

B.3.4.1.1| Purpose

The purpgse of the Skill Development Process is to provide the organization and project with individuals who
possess the needed skills and knowledge to perform their roles effectively.

B.3.4.1.2| Outcomes
As a resu|t of successful implementation of the Skill Development Process:
a) trainipg is developed or acquired to address the organization and preject training needs; and

b) trainipg is conducted to ensure that all individuals have theskills required to perform their assignments,
using mechanisms such as training strategies and materials:

B.3.4.2 |[Skill Acquisition and Provision Process

This process is a lower-level process of the Human Resource Management Process. It replaces the Skill

Acquisition and Provision activity (6.2.4.3.3).

B.3.4.2.1| Purpose
The purppse of the Skill Acquisition-and Provision Process is to provide the organization and projects with

individuals who possess skills and” krniowledge to perform their roles effectively and to work together as| a
cohesive group.

B.3.4.2.2| Outcomes
As a result of successful implementation of the Skill Acquisition and Provision Process:
a) individuals.with the required skills and competencies are identified and recruited;

b) effecjivelinteraction between individuals and groups are supported;

c) the work force have the skills to share information and co-ordinate their activities efficiently; and

d) objective criteria are defined against which group and individual performance is monitored to provide
performance feedback and to enhance performance.

B.3.4.3 Knowledge Management Process

This process is a lower-level process of the Human Resource Management Process. It replaces the
Knowledge Management activity (6.2.4.3.4).
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