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In

in

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission),form
specialized system for worldwide standardization. National bodies that are members of ISO or IEC_participatg
the development of International Standards. Their preparation is entrusted to technical committees; any ISO 4

he
in
nd

IEC member body interested in the subject dealt with may participate in this preparatorypwork. Internatiopal

governmental and non-governmental organizations liaising with ISO and IEC also participatetin this preparatior].

In the field of information technology, ISO and IEC have established a joint technical Lommittee, ISO/IEC JTQ

Draft International Standards adopted by the joint technical committee are circulated\te riational bodies for votipg.

Publication as an International Standard requires approval by at least 75 % of the ihational bodies casting a vof

The formal decisions or agreements of IEC and ISO on technical matters¢express, as nearly as possible,
international consensus of opinion on the relevant subjects since each technical committee has representat
from all interested IEC and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accep
by IEC and ISO member bodies in that sense. While all reasonable efforts are made to ensure that
technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held responsible
the way in which they are used or for any misinterpretation by any end user.

In order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, ISO &
ISO/IEC publications transparently to the maximum_extent possible in their national and regional publicatio
Any divergence between any ISO/IEC publicatien’/and the corresponding national or regional publicat
should be clearly indicated in the latter.

ISO and IEC provide no marking proceduré._to indicate their approval and cannot be rendered responsible
any equipment declared to be in conformity 'with an ISO/IEC publication.

All users should ensure that they have'the latest edition of this publication.

No liability shall attach to IEGernISO or its directors, employees, servants or agents including individual expg
and members of their technical committees and IEC or ISO member bodies for any personal injury, propq
damage or other damage_of-any nature whatsoever, whether direct or indirect, or for costs (including legal fe
and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other IH
ISO or ISO/IEC publications.

Attention is drawnto the normative references cited in this publication. Use of the referenced publicationg
indispensablé fer'the correct application of this publication.

Attentioniis)drawn to the possibility that some of the elements of this International Standard may be the subjec
patentsrights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

[

an
on

ed
he
for

NS.
on

for

rts
rty
bs)
C,

S

of

of

ernational Standard ISO/IEC 11989 was prepared by subcommittee 25: Interconnection

ormation technology equipment, of [SO/IEC joint technical committee 1: Information
technology.

International Standard ISO/IEC 11989 was prepared by ANSI, was adopted, under the fast
track procedure, by joint technical committee 1: Information technology and has been
assigned to subcommittee 25: Interconnection of information technology equipment.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a

colour printer.



https://standardsiso.com/api/?name=03df08014d687311d8409896bb0a954b

1

-12 - 11989 © ISO/IEC:2010(

INFORMATION TECHNOLOGY -

iISCSI management API
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exchange between systems <.Local and metropolitan area networks — Specific requirements

P4
ph

bvides interfaces to discover and manage iSCSI resources on a system. This Internation

is International Standard specifies an Application Programming Interface (API) th

andard is applicable to vendors who deliver drivers that provide iSCSI resounces to
Stem.

Normative references

e following referenced documents are indispensable for the application of this docume
r dated references, only the edition cited applies. For undated references, the latest editi
the referenced document, including any amendments, applies.

cuments, as identified in this clause, are valid within“the context of this Internation
andard. The reference to such a specification withinxthis International Standard does 1
e it any further status within ISO/IEC. In particular, it does not give the referenc
ecification the status of an International Standardc

O/IEC 14776-453, Information technology —~Small Computer System Interface — Part 4§
US! Primary Commands-3 (SPC-3)

D/IEC 19501, Unified Modeling Language (UML)

O/IEC 8802-3:2000, Information technology — Telecommunications and informati

rt 3: Carrier sense multiplé ‘access with collision detection (CSMA/CD) access method a
ysical layer specification$

TF RFC 1994, PPR-Challenge Handshake Authentication Protocol (CHAP)
TF RFC 2945,"The SRP Authentication and Key Exchange System

TF RE€3720, Internet Small Computer Systems Interface (iSCSI)

e provisions of the referenced specifications other than ISO/IEC, IEC, ISO and IT
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ISUINCITS 386-2004, Fibre Channel HBA API (FC-HBA)

3

Document conventions

Each API's description is divided into seven sections. These sections are described below.

1. Synopsis
This section gives a brief description of what action the API performs.

2. Prototype

1

IEEE 802.1AX, IEEE Standard for Information technology
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This section gives a C prototype of the function. The prototypes show the following.

e The name of the API.
e The return type of the API.

3. Parameters

This section lists each parameter along with an explanation of what the parameter
represents.

4. Typical Return Values
This section lists the Typical Return Values of the API with an explanation of\why| a
particular return value would be returned. It is important to note that this listis’no{ a
comprehensive list of all of the possible return values. There are certain.‘errors, e|g.
IMA_ERROR_INSUFFICIENT_MEMORY, that might be returned by any\'APl. Retyrn
values such as these are not listed.

5. Remarks

This section contains comments about the API that may be\.useful to the reader.|In
particular, this section will contain extra information about‘\the information returned py
the API.

6. Support

This section states whether an APl is mandatory to be supported, optional to pe
supported, or mandatory to be supported under.Certain conditions.

e If an API is mandatory to be supported a client can rely on the API functionihg
under all circumstances.

e If the API is optional to be supported then a client cannot rely on the API
functioning.

e If the API is mandatory.té_be supported under certain conditions then a client chn
rely on the API functioning if the specified conditions are met. Otherwise a clignt
should assume that the API is not supported.

7. See Also

This section lists, other related APIs or related code examples that the reader might
find useful.
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4 Background technical information

4.1 Terms, definitions and abbreviations

For the purposes of this document the following terms, definitions and abbreviations apply.

4.1.1
Alias
an alias string can be associated with an iISCSI| Node. The alias allows an organization to
agsociate a user-friendly string with the iSCSI Name. However, the alias string is net| a
substitute for the iISCSI Name

NQTE Definition taken from IETF RFC 3720.

4.1.2

Discovery Address
address used in a SendTargets discovery session. The discovery, address is used [to
represent one or more targets to be discovered. One example of a disecovery address is| a
gdteway that exposes one or more targets to one or more iSCSI initiators

iISCSI Node represents a single iSCSI initiater or iSCSI target. There are one or mdre
iSCSI Nodes within a Network Entity. The iISCSh Node is accessible via one or more Netwdrk

frgm the addresses used by and for the iSCSI node allows multiple iISCSI nodes to use the
me address, and the same iSCSI node-to use multiple addresses

NQTE Definition taken from IETF RFC 3720

4.1.5
Lqgical HBA
a fepresentation of a parallel SCSI HBA to the operating system

4.1.6

Lqgical Network-Port
a Jogical network“port is a collection of one or more physical network ports that have begn
adgregated_fogether. This can be done using link aggregation (see IEEE Std 802.1AX, Qut
may be deng'in other ways as well

NQTE" “f more than one physical network port is used to create a logical network port those physical network pqrts
do|not.have to be on the same PHBA.

4.1.7

Network Entity

the Network Entity represents a device or gateway that is accessible from the IP network. A
Network Entity must have one or more Network Portals, each of which can be used to gain
access to the IP network by some iSCSI Nodes contained in that Network Entity

NOTE Definition taken from IETF RFC 3720.

4.1.8

Network Portal

the Network Portal is a component of a Network Entity that has a TCP/IP network address and
that may be used by an iSCSI Node within that Network Entity for the connection(s) within one
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of its iSCSI sessions. A Network Portal in an initiator is identified by its IP address. A Network
Portal in a target is identified by its IP address and its listening TCP port

NOTE Definition taken from IETF RFC 3720.

4.1.9

Object ID

a unique identifier assigned to any object within the IMA. Objects sometimes represent
physical entities, e.g. physical HBAs. At other times, objects represent logical entities, e.g.
network portals

4.€II.10
Parsistent
the quality of something being non-volatile. This usually means that it is recorded: on some

ngn-volatile medium such as flash RAM or magnetic disk. Implicitly, this is also réadable frgm
the non-volatile medium

Examples of persistent storage:

[4%
Q.

e under Windows, the Registry would be a common place to_find persistently stor
values (assuming that the values are not stored as volatile);

e under any OS a file on magnetic hard disk would be persistent

4.1.11

Physical HBA
a |physical HBA (PHBA) is a controller card that has)one or more physical network pofts
mounted on it and that plugs into a slot in a motherboard. If a motherboard has physigal
ngtwork ports mounted on it directly, in can:be considered a PHBA in regards to the
repuirements specified in this document. Normally, a motherboard would not be considered a
PHBA

4.1.12

Physical Network Port
a physical connection on a physical"HBA that connects the PHBA to the network, e.g. an RJ-
49. A physical HBA has one or, more physical network ports

4.1.13
Plugin
a plugin is software, ¢ypically written by an HBA vendor, that provides support for one or mdre
models of iISCSI HBAS. The plugin’s job is to provide a bridge between the library’s interfage
and the vendor’s HBA device driver. A plugin is implemented as a loadable module: a DLL(in
Wijndows and‘a-shared object in UNIX. A plugin is accessed by an application through the
iISCSI Management API library.

THe SNIA*FC HBA API’s concept of a vendor library is the equivalent to a plugin

4.+44

Portal Groups
iSCSI supports multiple connections within the same session; some implementations will have
the ability to combine connections in a session across multiple Network Portals. A Portal
Group defines a set of Network Portals within an iSCSI Network Entity that collectively
supports the capability of coordinating a session with connections spanning these portals. Not
all Network Portals within a Portal Group need participate in every session connected through
that Portal Group. One or more Portal Groups may provide access to an iSCSI Node. Each
Network Portal, as utilized by a given iSCSI Node, belongs to exactly one portal group within
that node

NOTE Definition taken from IETF RFC 3720.
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4.1.15

Portal Group Tag
this 16-bit quantity identifies the Portal Group within an iSCSI Node. All Network Portals with
the same portal group tag in the context of a given iSCSI Node are in the same Portal Group

NOTE Definition taken from IETF RFC 3720.

4.1.16
Primary Discovery Method
a discovery method that does not depend upon any other discovery method to discover

ta

raats ISNS taraet discovervy SlI P taraat discovervy —and static taraat discovervy ara
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mary discovery methods

1.17

Sacondary Discovery Method

a |discovery method that depends upon other discovery methods to discover targefs.
SendTargets target discovery is a secondary discovery method because it"cannot discoer
any targets without using some other discovery method

4.1.18

Stale Data

stale data is configuration data that refers to targets or logical upits that are no longer presgnt
or|that are no longer visible to the system.

Fqr example, setting iSCSI login parameters associated with a target using the
IMA_SetFirstBurstLength APl and then removing the target from the network will create stale
dqta because the configuration data that’s been set forthe target is retained after the targef]is
removed from the network. Similarly, calling the IMAZExposelLu API for a logical unit and then
removing the logical unit’s target from the network-will create stale data because configuratipn
ddta indicating that the logical unit is exposed-is retained after the target is removed from the
ngtwork

4.1.19

Unicode

unicode is a system of uniquely-identifying (numbering) characters such that nearly any
chlaracter in any language is identified

4.1.20

UTF-8

unicode Transformationh Format, 8-bit encoding form. UTF-8 is the Unicode Transformatipn

Fa

NG
htt

rmat that serialiZe's a Unicode scalar value as a sequence of one to four bytes

TE Definition\. taken from the glossary of the Unicode Consortium web site. S
b://www.upicode.org/glossary/index.html.

4.1.21\ Abbreviations

API Application Programming Interface

FC Fibre Channel

ID IDentifier

iSCSI internet Small Computer System Interface
iISNS internet Storage Name Service

HBA Host Bus Adaptor

IMA iSCSI Management API
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LHBA Logical Host Bus Adaptor

LNP Logical Network Port

LUN Logical Unit Number

RAM Random-Access Memory

OID Object ID

PHBA Physical Host Bus Adaptor

PNP Physical Network Port

SYP Service Location Protocol

SNIA Storage Networking Industry Association
UTF Unicode Transformation Format

4.2 Concepts
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21 Library and plugins

unjes to aecomplish its work is entirely vendor specific. It is anticipated that mg

e iSCSI Management API shall be implemented in one of two ways:

e a library;

e alibrary in combination with plugins.

an implementation uses a library without plugins then either the plugin functionality is byi

o the library itself or the library is able toZinterface with vendor specific modules using
e-existing interface. These vendor specific modules would provide functionality equivale
plugins.

e library provides an interface that applications use to perform iSCSI management. Amo
ner things, the library is responsible for loading plugins and dispatching requests from
hnagement application to the\appropriate plugin(s).

Ligins are provided by-iSCSI HBA vendors to manage their hardware. Typically, a plugin v
e a request in the_generic format provided by the library and then translate that requg
o a vendor specific format and forward the request onto the vendor’s device driver.
ctice, a plugimymay use a DLL or shared object library to communicate with the devi
ver. Also, ittmay communicate with multiple device drivers. Ultimately, the method a plug

plementations will use plugins and such an implementation is generally assum
oughput this document. With the exception of two APIs (IMA_GetAssociatedPluginOid a
A~GetPluginOidList), the method of implementation does not matter to the client.
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The figure below shows a simple block diagram of how the iISCSI Management API library and
plugins fit into a total iISCSI management application architecture.
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».2  Object ID

e core~element of the iISCSI Management API (IMA) is the object ID (OID). An object ID is
ucture that “uniquely” identifies an object. The reason uniquely is in quotes in the previo

E)

S

se

ntehce is that it is pneeihln, fhmlgh very ||n|il(r=|y) that an nhjnpf 1D would be reused a

hd

refer to a different object.

An object ID consists of three fields:

1) An object type. This identifies the type of object, e.g. iISCSI node, PHBA, LHBA, etc.,

that the object ID refers to.

2) An object owner identifier. This is a number that is used to uniquely identify the owner

of the object. Objects are owned by either the library or a plugin.

3) An object sequence number. This is a number used by the owner of an object, possibly

in combination with the object type, to identify an object.
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To a client that uses the library object IDs shall be considered opaque. A client shall use only
documented APIs to access information found in the object ID.

There are several rules for object IDs that the library, plugins, and clients shall follow. They
are:

An object ID can only refer to one object at a time.

An object can only have one object ID that refers to it at any one time. It is not permissible to
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s may be difficult, but the rule still shall be followed.

removed and then reinserted (while the associated plugin is running) then one @f,two thin

can happen:

Tt
PH

e The PHBA can retain the same object ID as it had before it was remoyed
OR

e The PHBA can get a new object ID and the old object ID willlmo longer be usable.

is can only happen if the same PHBA is reinserted. If a,PHBA is removed and anoth
IBA is inserted that has not been in the system while a particular instance of the library a

plligins are running then that PHBA shall be given a new gbject ID.

T

e library and plugins can uniquely identify an objectwithin their own object space by usi

eifher the object sequence number or by using the”object sequence number in combinati

wi

th the object type. Which method is used is up te'the implementer of the library or plugin.

@)

ject sequence numbers shall be reused inva conservative fashion to minimize the possibil

that an object ID will ever refer to two (or’more) different objects in any once instance of t
lirary or plugin. This rule for reuseNenly applies to a particular instance of the library
pligin. Neither the library nor plugins are required or expected to persist object sequen
nymbers across instances.
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cause neither the library nhor plugins are required to persist object sequence numbers
ent using the library shall not use persisted object IDs across instances of itself.

milarly, different-‘instances of the library and plugins may use different object IDs
bresent the same-physical entity.

p.3 Object ID list

object ID list is a list of zero or more object IDs. There are several AP

9 AMA_GetNonSharedNodeOidList, that return object ID lists. Once a client is finished usi

S

r example, suppose a PHBA is in a system. That PHBA will have an object ID. If\the PHBA

0s

er
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a

nhjnr\f ID_list the client shall fraa tho memory used hy the list hy r\:illing t

IMA_FreeMemory API.

4.2.4 The Shared Node versus Non-shared Nodes

The following is the definition of an iISCSI node found in IETF RFC 3720:

ne

The iSCSI Node represents a single iSCSI initiator or iSCSI target. There are one or more
iSCSI Nodes within a Network Entity. The iSCSI Node is accessible via one or more
Network Portals. An iSCSI Node is identified by its iSCSI Name. The separation of the
iSCSI Name from the addresses used by and for the iISCSI| node allows multiple iSCSI
nodes to use the same addresses, and the same iSCSI node to use multiple addresses.

iSCSI nodes also have addresses.
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The following text from IETF RFC 3720 gives a somewhat clearer idea of what an iSCSI node

IS:

An iSCSI name really names a logical software entity, and is not tied to a port or other
hardware that can be changed. For instance, an initiator name should name the iSCSI
initiator node, not a particular NIC or HBA. When multiple NICs are used, they should
generally all present the same iSCSI initiator name to the targets, because they are just
paths to the same SCSI layer. In most operating systems, the named entity is the operating
system image.

S
o

i
this is the case please refer to the various iSCSI related specifications.)

, in simple terms, an iSCSI| node is a uniquely named entity that runs on a particular
erating system image. IETF RFC 3720 allows for more than one node to run on a patcticular
age, but it strongly encourages that only one node be used. (For more information) on why

Tq this end the iISCSI Management API has the concept of a shared node. The shared node
infended to be the single node of an operating system image that is encodraged in the iSGC
specification. The reason that it's called the shared node is that the node is shared by all t
velndors whose iSCSI HBAs are in a system.

Al| other nodes in an operating system image are considered to be non-shared nodes. That
they are nodes that are created by an HBA vendor to be used“exclusively by that vendo
iSCSI HBAs in combination with the operating system image.» Non-shared nodes run coun

is
Sl
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to|the spirit of what IETF RFC 3720 intended a node to bé/ However, the need for them in this

specification reflects some limitations of existing HBA implementations.

4.2.5 Logical HBA

A llogical HBA (LHBA) is a representation of>a parallel SCSI HBA to the operating syste
Typically, today’s operating systems only have an understanding of the specifics of paral
SCSI. They don’t understand other SCS|(fransports such as FCP or iSCSI. Therefore, devi
drlvers for these other transports are\required to map transport specific concepts to paral
SCSI concepts. For example, an iISES| HBA device driver cannot identify a device to the (
uging the iSCSI node name. Instead, it must conjure up a parallel SCSI ID (0-15) for t
dgvice. In addition, it may have.to map eight byte SCSI LUNs to three bit SCSI LUNs.

allows the host to communicate with targets using different initiator ports in the host, th
allowing the devicé driver to provide both load balancing and fail over capabiliti
trgnsparently to the) operating system. An LHBA allows a device driver to easily implems
these features transparently to the operating system.

4.2.6 Target OIDs and Logical Unit OIDs

A [target OID should not be confused with a parallel SCSI target ID. A target OID is
IMAZOID structure in which the object type field indicates that the OID structure specifies

In| addition, some HBA vendors provide dynamic multi-pathing in their device drivers. Tb[;s

el

el
DS

s
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iSCST target accessible via a LHBA. An iSCSI target will have a unique OID on each LH
that can access a LU of the target.

A

Similarly, a logical unit OID should not be confused with a SCSI LUN. A logical unit OID is an
IMA_OID structure in which the object type field indicates that the OID structure specifies an
iSCSI logical unit accessible via an iSCSI target. A logical unit will have a unique OID on each

LHBA that can access the LU.
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4.2.7 Software Initiators versus Hardware Initiators

There are two basic types of implementations of iSCSI initiators, they are typically referred to
as software initiators and hardware initiators.

e A software initiator usually is a device driver that runs on top of the TCP/IP stack that
comes with the operating system. It connects to iSCSI targets using the NICs that are
being used for traditional networking tasks.

e A hardware initiator usually includes a specialized adapter, usually referred to as an
HBA, that includes special hardware and/or firmware for accelerating TCP/IP and
sometimes 1SCSI as well. This solution also includes a device driver to allow- the
operating system to use the HBA.

THese terms are imprecise as both types of initiators use software and hardware-‘However,
these terms have come into common use and so this specification uses them as _welt.

THe reason to introduce these two types of initiators is that they provide- different levels |of
discovery and management capabilities, which requires clients to manage them somewhat
differently.

Fqr example, a software initiator will typically know little, if anythihg, about the underlyipg
hgardware that is being used. Therefore, an IMA client cannob ‘determine (using IMA) the
topology of the storage network, the redundancy of connections between the initiator and a
target, etc. Meanwhile, a hardware initiator will know the hardware that it is using and be able
to|provide an IMA client with this kind of information.

Another example, is that when querying and setting various discovery methods for iSGSI
tafgets a software initiator will require this be done using the logical HBA, while a hardwdre
inziFator may allow either the logical or the physical HBA to be used. The software initialor

refluires that the logical HBA be used because it doesn’t know anything about the underlyipg

hgrdware and it cannot therefore expose any physical HBA objects.

THe diagram below shows the software and hardware stack needed for both a hardwgre
initiator and a software initiator.
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4.2.8 iSCSI session and connection parameters

iSCSI| supports the negotiation of both session specific and connection specific parameters,
e.g., max burst length. This API recognizes two levels at which a client can query and set
these parameters: the target level, the LHBA level. There is a third level which is used, but is
not queryable or settable: the driver level.

If a client sets one or more of these parameters at the target level then those values will be
used as the proposed initial value when negotiating the actual value to use at runtime with a


https://standardsiso.com/api/?name=03df08014d687311d8409896bb0a954b

11989 © ISO/IEC:2010(E)

- 23—

target. A client can only set a proposed initial value for a parameter; it cannot specify an
actual value that is guaranteed to be used.

If a client sets a value for a parameter at the LHBA level, then that value will be used as the
proposed initial value when negotiating the actual value to use at runtime unless a value for
that parameter has been set for that parameter on that specific target. Thus a target specific
value overrides the setting of an LHBA specific value.

If a client does not set a value for a parameter at either the target or the LHBA level then the

dr

ver level value, i.e., a default value specified by the driver implementation is used

In

4,

Be
re

If a target level value for a parameter has been specified it is used.
If no target level value has been specified for a parameter, but an LHBA level val

Finally, if neither a target level nor an LHBA level value for a{parameter has be
specified then the driver level (implementation default) value is-used.

exjample properties.

summary:
[ ]
[ ]
has been specified then it is used.
[ ]
.9 Class relationship diagram

low is a Universal Modeling Language (ISO/IEC 19501 UML) diagram that shows t
ationship between the various classes of objects in the-IMA. Each class may contain a few

ne

iISCSI Objects

There is a 1 to ™' composite
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plugin and every class in
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5 Constants and types

5.1 IMA_WCHAR

Typedef'd as a wchar_t.

5.2 IMA_BYTE

The smallest unsigned integer that is at least 8 bits in length.

5.8 IMA_BOOL

Typedef'd to an IMA_UINT32. A variable of this type can have either of the following Values:

e IMA_TRUE
This symbol has the value 1.
e IMA_FALSE

This symbol has the value 0.
5.4 IMA_XBOOL

Typedef'd to an IMA_UINT32. This is an extended boolean. A Variable of this type can haje
any of the following values:

e IMA_TRUE
This symbol has the value 1.
e IMA_FALSE

This symbol has the value 0.

e IMA_UNKNOWN
This symbol has the value OXFFFFFFFF.

5.p IMA_UINT

THe smallest unsigned integer that.is at least 32 bits in length.

5.6 IMA_UINT16

THe smallest unsigned(integer that is at least 16 bits in length.

5. IMA_UINT32

THe smallestiunsigned integer that is at least 32 bits in length.

5.8 IMAXUINT64

THeSmallest unsigned integer that is at least 64 bits in length.

5.9 IMA_DATETIME

Typedef'd to a struct tm. This is a structure declared in time.h that comes with the
standard C runtime library.

5.10 IMA_OBJECT_VISIBILITY_FN

5.10.1.1 Format

typedef void (* IMA_OBJECT_VISIBILITY_FN)(
[*in */ IMA_BOOL becomingVisible,
[*in*/ IMA_OID oid
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5.10.1.2 Parameters

becomingVisible

A boolean indicating if the object specified by oid is becoming visible or is disappearing. If
this parameter has the value IMA_TRUE then the object is becoming visible. If this
parameter has the value IMA_FALSE then the object is disappearing.

oid

The object ID of the object whose visibility is changing.

5.10.1.3 Remarks

THis type is wused to declare client functions that can be used  with the
IMA_RegisterForObjectVisibilityChanges and
IMA_DeregisterForObjectVisibilityChanges APIs.

5.11 IMA_OBJECT_PROPERTY_FN

5.11.11 Format

typedef void (* IMA_OBJECT_PROPERTY_FN)(
/*in */ IMA_OID oid
);

5.11.1.2 Parameters
oid
The object ID of the object whose property(ies) changed.

5.11.1.3 Remarks

THis type is wused to declare client functions that can be wused with the
IMA_RegisterForObjectPropertyChanges and
IMA_DeregisterForObjectPropertyChanges APIs.

5.12 IMA_OBJECT_TYPE

5.12.1 Format

typedef enum IMA_object_type

{
IMA_OBJECT_TYPE_UNKNOWN
IMA_OBJECT_TYPE_PLUGIN
IMA_OBJECT_TYPE_NODE
IMA OBJECT TYPE LHBA
IMA_OBJECT_TYPE_PHBA
IMA_OBJECT_TYPE_NETWORK_PORTAL
IMA_OBJECT_TYPE_PORTAL_GROUP
IMA_OBJECT_TYPE_LNP
IMA_OBJECT_TYPE_PNP
IMA_OBJECT_TYPE_TARGET
IMA_OBJECT_TYPE_LU
IMA_OBJECT_TYPE_DISCOVERY_ADDRESS
IMA_OBJECT_TYPE_STATIC_DISCOVERY_TARG

} IMA_OBJECT_TYPE;
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5.12.2 Fields
5.12.21 IMA_OBJECT_TYPE_UNKNOWN

The object has an unknown type. If an object has this type it's most likely an uninitialized
object.

This symbol has the value 0.

5.12.2.2 IMA_OBJECT_TYPE_PLUGIN

THe object represents a plugin to the IMA library.
THis symbol has the value 1.

5.12.2.3 IMA_OBJECT_TYPE_NODE

THe object represents an iSCSI node.
ThHis symbol has the value 2.

5.12.2.4 IMA_OBJECT_TYPE_LHBA

THe object represents a logical HBA.
ThHis symbol has the value 3.

5.12.2.5 IMA_OBJECT_TYPE_PHBA

THe object represents a physical HBA.
THis symbol has the value 4.

5.12.2.6 IMA_OBJECT_TYRE_NETWORK_PORTAL

THe object represents an iSCSI network portal.
ThHis symbol has the &alue 5.

5.12.2.7 IMASOBJECT_TYPE_PORTAL_GROUP

THe objecidrepresents an iSCSI portal group.

THis_symbol has the value 6.

5.12.2.8 IMA_OBJECT_TYPE_LNP

The object represents a logical network port.
This symbol has the value 7.

5.12.2.9 IMA_OBJECT_TYPE_PNP

The object represents a physical network port.

This symbol has the value 8.
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5.12.2.10 IMA_OBJECT_TYPE_TARGET

The object represents an iSCSI target relative to an LHBA.

This symbol has the value 9.

5.12.2.11 IMA_OBJECT_TYPE_LU

The object represents a logical unit relative to a target.

T

5
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is symbol has the value 10.

.12.2.12 IMA_OBJECT_TYPE_DISCOVERY_ADDRESS

e object represents a discovery address relative to a PNP or an LHBA.

is symbol has the value 11.

.12.2.13 IMA_OBJECT_TYPE_STATIC_DISCOVERY_TARGET

e object represents a static discovery target relative to a LNP,or an LHBA.

is symbol has the value 12.

13 IMA_STATUS

A_STATUS is an enumerated type used to indicate the status of an API call. Most status
b errors, however some are not. The ngn-error statuses indicate that an operati
ccessfully completed. However, there is additional information that the client needs to
are of and the status indicates what this information is.

rrently there are a limited number of status values that indicate that an invalid parame

w

s specified to an API call. Additional statuses which indicate more precisely why

er
a

pgrameter was invalid may be .added to future versions of the iSCSI Management API
specification. Statuses in the" range of 0xC0000000 to OxCFFFFFFF are reserved
inglicating conditions that ,mean an invalid parameter was specified to an API. Clients shall
wilitten to handle invalid--parameter statuses that may be added in later versions of this
specification.

5.13.1 Macros

5.13.1.1 JMA_SUCCESS

ThHis maero returns IMA_TRUE if the specified status code indicates that a call succeeded
refurns.IMA_FALSE if the specified status code indicates that the call failed.

or
pe

5.13.1.2 IMA_ERROR

This macro returns IMA_TRUE if the specified status code indicates that a call failed. It
reutrns IMA_FALSE if the specified status code indicates that the call succeeded.

5.13.2 Non-error statuses

5.13.2.1 IMA_STATUS_SUCCESS

This status indicates that the API call succeeded.

This symbol has the value 0x00000000.
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5.13.2.2 IMA_STATUS_REBOOT_NECESSARY

This status indicates that the operation succeeded, but a reboot is necessary to have the
change take affect.

This symbol has the value 0x00000001.

5.13.2.3 IMA_STATUS_INCONSISTENT_NODE_PROPERTIES

This status indicates there is an inconsistency between the node properties, specifically either
theE node name or node alias, kept by the library and one or more plugins. The client shoyld
sgt both the node name (using IMA_SetNodeName) and node alias (using IMA_SetNodegAligs)
to[fix this problem.

This symbol has the value 0x00000002.

5.13.2.4 IMA_STATUS_SCSI_STATUS_CONDITION_MET

This status indicates that a SCSI command succeeded with a CONDIHON MET status.
ThHis symbol has the value 0x00000100.

5.13.3 Error statuses
5.13.3.1 IMA_ERROR_NOT_SUPPORTED

THhis error indicates that the specified APl is not supported by the owner of the object.
ThHis symbol has the value 0x80000001.

5.13.3.2 IMA_ERROR_INSUFFICIENT_MEMORY

THis error indicates that there was-insufficient memory to complete the request. It is possil
that any API can return this error.

e

ThHis symbol has the value.0x80000002.

5.13.3.3 IMA_ERROR/LAST_PRIMARY_DISCOVERY_METHOD
THis error indicates’ that the call would disable the last primary discovery method for the

PHBA specified-iri the call. A client is not allowed to disable all primary discovery methods for
a PHBA.

This symbol has the value 0x80000003.

5.13.3.4 IMA_ERROUOR_UNEXPECTED_US_ERROR

This error indicates that either the library or plugin encountered an unexpected error from an
OS API while attempting to perform the requested operation.

This symbol has the value 0x80000004.

5.13.3.5 IMA_ERROR_SYNC_TIMEOUT

This error indicates that an attempt to acquire ownership of some synchronization
mechanism, e.g. a mutex or semaphore, has timed out.

This symbol has the value 0x80000005.
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5.13.3.6 IMA_ERROR_LU_EXPOSED

This error indicates the requested operation cannot be completed because an LU is currently
exposed to the operating system. For the called API to succeed the logical unit shall not be
posed to the operating system. This error is returned by the IMA_ExposeLu and

ex
IM

A_RemoveStaticDiscoveryTarget APls.

This symbol has the value 0x80000006.

5.13.3.7 IMA ERROR LU NOT EXPOSED

TH
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is error indicates an attempt to use a logical unit that is not currently exposed to™-t
erating system. For the called API to succeed the logical unit shall be exposed.io t
erating system. This error is returned by the IMA _UnexposeLu cyand t
A_GetDeviceStatistics APls.

is symbol has the value 0x80000007.

.13.3.8 IMA_ERROR_LU_IN_USE

is error indicates an attempt to unexpose a logical unit that is"in use by the operati
stem. This error is returned by the IMA_UnexposeLu API.

is symbol has the value 0x80000008.

.13.3.9 IMA_ERROR_TARGET_TIMEOUT

is error indicates that communication with a target was necessary to perform the request
P| and that the target didn’t respond to a command that was sent to it.

is symbol has the value 0x80000009.

.13.3.10 IMA_ERROR_LOGIN_REJECTED

is error indicates that a loginto a target was needed to perform the requested APl and t
get rejected the attempt.

is symbol has the yalue 0x8000000A.

13.3.11 IMA<ERROR_STATS_COLLECTION_NOT_ENABLED

is error jndicates that an attempt was made to retrieve statistics from an object that did 1
ve statistics collection enabled.

is.symbol has the value 0x8000000B.

ne
ne
ne

ot

5.13.3.12 IMA_ERROR_SCSI_STATUS_CHECK_CONDITION

This error indicates that a SCSI command failed with a CHECK CONDITION status.

This symbol has the value 0x80000100.

5.13.3.13 IMA_ERROR_SCSI_STATUS_BUSY

This error indicates that a SCSI command failed with a BUSY status.

This symbol has the value 0x800000101.
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5.13.3.14 IMA_ERROR_SCSI_STATUS_RESERVATION_CONFLICT

This error indicates that a SCSI command failed with a RESERVATION CONFLICT status.

This symbol has the value 0x800000102.

5.13.3.15 IMA_ERROR_SCSI_STATUS_TASK_SET_FULL

This error indicates that a SCSI command failed with a TASK SET FULL status.

T

5.
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.13.3.17 IMA_ERROR_SCSI_STATUS_TASK_ABORTED

.13.3.18 IMA_ERROR_PLUGINS_NOT_SUPPORTED

.13.3.19 IMA_ERROR_INVALID_PARAMETER

Th

is symbol has the value 0x80000103.

13.3.16 IMA_ERROR_SCSI_STATUS_ACA_ACTIVE

is error indicates that a SCSI command failed with a ACA ACTIVE status.

is symbol has the value 0x80000104.

is error indicates that a SCSI command failed with a TASK ABORTED status.

is symbol has the value 0x80000105.

is error indicates that the library implementationidoes not support plugins.

is symbol has the value 0x80000106.

is error indicates that a specified jparameter was invalid.

is error can be returned ima number of situations, such as

is eymbr\! has-the-value-0xC0000000-

When a client calls an APl and specifies a NULL pointer as a parameter to an API th
does not accept NULL pointers.

When a client calls an APl and specifies an integer parameter that is out range of t
acceptable’values for the parameter.

Whenfa client specifies a pointer to a structure as a parameter to an API and t
centents of the structure contain invalid pointers or out of range integer parameters
stated above.

E)

5.13.3.20 IMA_ERROR_INVALID_OBJECT_TYPE

This error indicates that the object type of the specified IMA_OID structure is invalid. Most
likely an uninitialized variable or a corrupted variable was used in an API call.

This symbol has the value 0xC0000001.

5.13.3.21 IMA_ERROR_INCORRECT_OBJECT_TYPE

This error indicates that an object with an incorrect type was specified in an API call. This can
be caused by passing an object ID of the wrong type to an API call. It can also be caused by
using an uninitialized variable or a corrupted variable.
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This symbol has the value 0xC0000002.

5.13.3.22 IMA_ERROR_OBJECT_NOT_FOUND

This error indicates an object specified in the API call was not found. This can be caused by
ing an uninitialized variable or a corrupted variable. It can also be caused by using an
object ID that referred to an object or plugin that is no longer known to the system.

us

This symbol has the value 0xC0000003.

5
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.13.3.23 IMA_ERROR_NAME_TOO_LONG

is error indicates that a name specified in an API call is too long.

is symbol has the value 0xC0000004.

.13.3.24 IMA_ERROR_UNKNOWN_ERROR

is error indicates that some sort of unknown error has occurred.

is symbol has the value OXx8FFFFFFF.

.14 IMA_OID

.14.1 Format

typedef struct IMA_oid

{
IMA_OBJECT_TYPE objectType;
IMA_UINT32 ownerld;
IMA_UINT64 objectSequenceNumber;
} IMA_OID;
.14.2 Fields

.14.2.1  objectType

e type of the object. When an object ID is supplied as a parameter to an API the libre

TH
uzes this value to ensure-that the supplied object’s type is appropriate for the API that w|
c

lled.

14.2.2 ownerld

number determined by the library that it uses to uniquely identify the owner of an obje
e ownenof an object is either the library itself or a plugin. When an object ID is supplied
pbarameter to an API the library uses this value to determine if it should handle the call its

ry
as

Ct.
S
e |f

direct the call to one or more plugins.

5.14.2.3 objectSequenceNumber

A number determined by the owner of an object, that is used by the owner possibly in

Cco

mbination with the object type, to uniquely identify an object.

5.14.3 Remarks

This structure shall be treated as opaque by clients of the API. Appropriate APIs, e.g.,
IMA_GetObjectType and IMA_GetAssociatedPluginQOid, shall be used to extract information
from the structure.
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5.15 IMA_OID_LIST

5.15.1 Format

typedef struct IMA_oid_list

IMA_UINT oidCount;
IMA_OID oids[1];
} IMA_OID_LIST;

5.15.2 Fields

5.
T

5.
A

5.

TH
st
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5.
5.
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id
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Bg

5.

15.2.1 oidCount

e number of object IDs in the oids array.

15.2.2 oids

variable length array of zero or more object IDs. There are oidCount object IDs in this arrgy.

15.3 Remarks

is structure is used by a number of APIs to return lists of objécts. Any instance of this

ucture returned by an API shall be freed by a client using the IMA_FreeMemory API.

hough oids is declared to be an array of one IMA_OIB/structure it can in fact contain any
nymber of IMA_OID structures.

16 IMA_NODE_NAME

16.1 Format
typedef IMA_ WCHAR IMA_NODE_ NAME[224];

.16.2 Remarks

is type is used to represent (@an*iSCSI node name. An iSCSI node name is a uniq
entifier for an iISCSI node.

e name shall be terminated with a Unicode nul character.

th initiators and targets have node names.

7 IMA_NODE/ALIAS

.17.1 FEormat

typedef IMA_WCHAR IMA_NODE_ALIAS[256];
172 Remarks

This type is used to represent an iSCSI node alias. An iSCSI node alias is intended to be

us

ed as a human useful description of an iSCSI node.

The alias shall be terminated with a Unicode nul character.

Both initiators and targets may have node aliases.
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5.

5.

5.
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IP

18 IMA_IP_ADDRESS
18.1 Format
typedef struct IMA_ip_address
IMA_BOOL ipv4Address;
IMA_BYTE ipAddress[16];
} IMA_IP_ADDRESS;
18.2 Fields
.18.2.1 ipv4Address
boolean indicating the type of IP address this structure represents. If this field>has valpe
IMA_TRUE then this is an IPv4 address; if this field has the value IMA_FALSE then this is pn
V6 address.
.18.2.2 ipAddress

An array of bytes containing the IP address.

e If ipv4Address has the value IMA_TRUE then bytes 0 thfough 3 of this array conta
the IP address. Byte 0 of the array contains the most §ignificant byte of the IP addre
and byte 3 contains the least significant byte of the-address.

e If ipv4Address has the value IMA_FALSE then bytes 0 through 15 of this array conta
the IP address. Byte 0 of the array contains the most significant byte of the IP addre
and byte 15 contains the least significant bytesof the address.

5.19 IMA_HOST_NAME
5.19.1 Format
typedef IMA_WCHAR IMA.HOST_NAME[256];
5.19.2 Remarks
THis type is used to represent @ DNS hostname.
THis type is used as part ef’'the IMA_HOST_ID union.
THe hostname shall 'be terminated by a Unicode nul character.
5.20 IMA_HOST_ID
5.20.1 [Format
typedef struct IMA_host_id
{
TMA_BOOL hosthnamelnUsSE;
union
{
IMA_HOST_NAME hostname;
IMA_IP_ADDRESS ipAddress;
}id;

} IMA_HOST_ID;
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5.20.2 Fields

5.20.2.1 hostnamelnUse

E)

A boolean indicating whether a DNS hostname or IP address is represented by the IpAddress
field. If this field has the value IMA_TRUE then the hostname field contains the value. If this
field has the value IMA_FALSE then the ipAddress field contains the value.

5.20.2.2 hostname

If
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herwise the value of this field is undefined.

.20.2.3 ipAddress

hostnamelnUse has the value IMA_FALSE then this field contains an IP addcess, otherwi
b value of this field is undefined.

.20.3 Remarks

is type is used to represent a hosthame or IP address used in a\iSCSI target address.

.21 IMA_TARGET_ADDRESS

.21.1 Format

typedef struct IMA_target_address

IMA_HOST_ID hosthamelpAddress;
IMA_UINT16 portNumber;
} IMA_TARGET_ADDRESS;

.£21.2 Fields

5.21.2.1 hostnamelpAddress

A

5.

TH
CO

5.

TH
ta

DNS hostname or IP address at which a target can be contacted.

P1.2.2 portNumber

e IP port number which can used in conjunction with the DNS hostname or IP address
ntact an iSCSI target.

P1.3 Remarks

is structure is used to represent a target address that can be used to contact an iSG
gel

Sl

5.22 IMA_ADDRESS KEY

5.22.1 Format

typedef struct IMA_address_key

{
IMA_IP_ADDRESS ipAddress;
IMA_BOOL portalNumberValid;
IMA_UINT16 portNumber;
IMA_BOOL portalGroupTagValid;
IMA_UINT16 portalGroupTag;

} IMA_ADDRESS_KEY;
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5.22.2 Fields

5.22.2.1 ipAddress

An IP address at which a target can be contacted.

5.22.2.2 portNumberValid

A

boolean indicating if the field portNumber has a valid value.

5.

TH
If
th

A
ta

Jole
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p2.2.3 _portNumber
e |IP port number that is used in conjunction with the IP address to contact an iSCS\ targ

portNumberValid has the value IMA_TRUE then this value is valid. If portNumberValid h
b value IMA_FALSE then this value is undefined.

bortNumberValid has the value IMA_TRUE then this field shall not be the value zero.

.2.2.4 portalGroupTagValid

boolean indicating if the field portalGroupTag has a valid value,

.2.2.5 portalGroupTag

16-bit unsigned integer indicating the portal group tag to be used when connecting to t
get. If portalGroupTagValid has the value IMAODTRUE then this value is valid.
rtalGroupTagValid has the value IMA_FALSE thepthis value is undefined.

.22.3 Remarks

is structure is used as a part of the IMAL. ADDRESS_KEYS structure.

.23 IMA_ADDRESS_KEYS

.23.1 Format

typedef struct IMANaddress_keys

IMA_UINT addressKeyCount;
IMA_ADDRESS_KEY addressKeys[1];

} IMA_ADDRESS_KEYS;

.£3.2 Fields

.£3.2.1 addressKeyCount

e.count of address keys in the addressKeys array.

%
—

he
If

5.23.2.2 addressKeys

This is an array of one or more target address keys that can be used to contact a target.

5.23.3 Remarks

This structure is returned by the IMA_GetAddressKeys API.
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5.24 IMA_STATIC_DISCOVERY_TARGET

5.24.1 Format

typedef struct IMA_static_discovery_target

{
IMA_NODE_NAME targetName;
IMA_TARGET_ADDRESS targetAddress;

IMA_BOOL portalGroupTagValid;
IMA_UINT16 portalGroupTag;

E)
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ta
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} IMA_STATIC_DISCOVERY_TARGET;

.24.2 Fields

.24.2.1 targetName

e iISCSI node name of the statically discovered target.

.24.2.2 targetAddress

farget address at which the statically discovered target resides;

.4.2.3 portalGroupTagValid

boolean indicating if the field portalGroupTag has a valid value.

.4.2.4 portalGroupTag

16-bit unsigned integer indicating the portal'group tag to be used when connecting to t
get. If portalGroupTagValid has the wvalue IMA_TRUE then this value is valid.
rtalGroup TagValid has the value IMA_FALSE then this value is undefined.

.24.3 Remarks

is structure is used to represent a statically discovered target. This structure is used in t
A_AddStaticDiscoveryTarget API.

a valid portalGroupTag- value is not provided then the initiator should use a SendTargg
bcovery session toddetermine a value to use.

.25 IMA_DISCOVERY_ADDRESS_PROPERTIES

.25.1 Format

typedef struct IMA_discovery_address_properties

he
If

—

S

IMA_OID associatedNodeOid:;

IMA_OID associatedLhbaOid;
IMA_TARGET_ADDRESS discoveryAddress;
} IMA_DISCOVERY_ADDRESS_PROPERTIES;

5.25.2 Fields

5.25.2.1 associatedNodeOid

The object ID of the node through which the target is being accessed.

5.25.2.2 associatedLhbaOid

The object ID of the LHBA that is used to communicate with the discovery address.
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5.25.2.3 discoveryAddress

A target address representing the discovery address.

5.25.3 Remarks

This structure is returned by the IMA_GetDiscoveryAddressProperties API.

5.26 IMA_STATIC_DISCOVERY_TARGET_PROPERTIES

5.76.T Format

typedef struct IMA_static_discovery_target_properties
IMA_OID associatedNodeOid;
IMA_OID associatedLhbaOid;
IMA_STATIC_DISCOVERY_TARGET staticConfigTarget;

} IMA_STATIC_DISCOVERY_TARGET_PROPERTIES;
5.06.2 Fields

5.26.2.1 associatedNodeOid

THe object ID of the node through which the target is being acCessed.

5.26.2.2 associatedLhbaOid

THe object ID of the LHBA that is used to communjcate with the target.

5.£6.2.3 staticConfigTarget

THe statically configured target.

5.26.3 Remarks

THis structure is returned by the IMA_GetStaticDiscoveryTargetProperties API.

5.7 IMA_IP_PROPERTIES

5.27.1 Format

typedef'struct IMA ip_properties
{

IMA_BOOL ipConfigurationMethodSettable;
IMA_BOOL dhcpConfigurationEnabled;
IMA_BOOL subnetMaskSettable;

IMA BOOL subnetMaskValid;
IMA_IP_ADDRESS subnetMask;

IMA_BOOL defaultGatewaySettable;
IMA_BOOL defaultGatewayValid;
IMA_IP_ADDRESS defaultGateway;

IMA_BOOL primaryDnsServerAddressSettable;
IMA_BOOL primaryDnsServerAddressValid;
IMA_IP_ADDRESS  primaryDnsServerAddress;
IMA_BOOL alternateDnsServerAddressSettable;
IMA_BOOL alternateDnsServerAddressValid;

IMA_IP_ADDRESS alternateDnsServerAddress;
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IMA_BYTE reserved[64];

} IMA_IP_PROPERTIES;
5.27.2 Fields

5.27.2.1 ipConfigurationMethodSettable

A boolean indicating if the I[P configuration method is settable using the
IMA_SetlpConfigMethod API. If the value of this field is IMA_TRUE then the
IMA_SetlpConfigMethod API is supported for the associated object. If the value of this field is
IMA_FALSE then the APT IS not supported for that object.

5.27.2.2 dhcpConfigurationEnabled
A [boolean indicating if the subnetMask, defaultGateway, primaryDnsServerAddress, ahd
alternateDnsServerAddress fields have been set via DHCP or using static configuration. If the
vdlue of this field is IMA_TRUE then these fields have been set using DHCP: If the value|of

this field is IMA_FALSE then these fields have been set via static configuration or they are rot
otherwise settable.

5.27.2.3 subnetMaskSettable

A poolean indicating if the subnet mask can be set using the AIMA_SetSubnetMask API. If the
dHcpConfigurationEnabled field has the value IMA_TRUE-thén this field shall have the valpe
IMA_FALSE. The subnet mask can only be set when stati¢.configuration is enabled.

5.27.2.4 subnetMaskValid

A boolean indicating if the field subnetMask has‘a valid value.

5.27.2.5 subnetMask

A [structure containing the subnet mask. If subnetMaskValid has the value IMA_TRUE th
thils value is valid. If subnetMaskValjd has the value IMA_FALSE then this value is undefine

5.27.2.6 defaultGatewaySettable

A poolean indicating if the-default gateway can be set using the IMA_SetDefaultGateway API.
If the dhcpConfigurationEnabled field has the value IMA_TRUE then this field shall have the
value IMA_FALSE,-The default gateway can only be set when static configuration is enabled.

5.7.2.7 defaultGatewayValid

A pooleannindicating if the field defaultGateway has a valid value.

5.27.2.8 defaultGateway

A structure containing the default gateway. If defaultGatewayValid has the value IMA_TRUE
then this value is valid. If defaultGatewayValid has the value IMA_FALSE then this value is
undefined.

5.27.2.9 primaryDnsServerAddressSettable

A boolean indicating if the primary DNS server address can be set using the
IMA_SetDnsServerAddress APIl. If the dhcpConfigurationEnabled field has the value
IMA_TRUE then this field shall have the value IMA_FALSE. The primary DNS server can only
be set when static configuration is enabled.
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5.27.2.10 primaryDnsServerAddressValid

A boolean indicating if the field primaryDnsServerAddress has a valid value.

5.27.2.11 primaryDnsServerAddress

An array containing the name or address of the primary DNS server. If
primaryDnsServerAddressValid has the value IMA_TRUE then this value is valid. If
primaryDnsServerAddressValid has the value IMA_FALSE then this value is undefined.

5.27.2.12 alternateDnsServerAddressSettable
A| boolean indicating if the alternate DNS server can be set using the
IMA_SetDnsServerAddress API. If the dhcpConfigurationEnabled field has ~the” valpe
IMA_TRUE then this field shall have the value IMA_FALSE. The alternate DNS-server cpn
onlly be set when static configuration is enabled. If primaryDnsServerAddressSettable has the

vdlue IMA_FALSE then this field shall have the value IMA_FALSE. The alternate DNS ser\er
address can only be set if the primary DNS server can be set.

5.27.2.13 alternateDnsServerAddressValid

A boolean indicating if the field alternateDnsServerAddress has a‘valid value.

5.27.2.14 alternateDnsServerAddress
An array containing the name or address (.Of the alternate DNS server. |If

alternateDnsServerAddressValid has the value IMA_TRUE then this value is valid. | If
alternateDnsServerAddressValid has the value IMAYFALSE then this value is undefined.

5.27.2.15 reserved

This field is reserved.

5.27.3 Remarks

If both the primary and alternate DNS servers are valid then the implementation tries to upe
the primary DNS server forldomain name resolution. If there are errors using the primary DNS
srﬂrver the implementation will use the alternate DNS server. The method that gn
implementation uses to_determine which DNS server to use is implementation specific.

5.8 IMA_LIBRARY_PROPERTIES

5.28.1 Format
typedef struct IMA_library properties

{
IMA_UINT supportedimaVersion;
HAAWEHAR vendorf256t;
IMA_WCHAR implementationVersion[256];
IMA_WCHAR fileName[256];
IMA_DATETIME buildTime;
IMA_BYTE reserved[64];

} IMA_LIBRARY_PROPERTIES;
5.28.2 Fields

5.28.2.1 supportedimaVersion

The version of the iSCSI Management API implemented by the library. The value returned by
a library for the API as described in this document is one.
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5.28.2.2 vendor

A nul terminated Unicode string containing the name of the vendor that created the binary
version of the library.

5.28.2.3 implementationVersion

A nul terminated Unicode string containing the implementation version of the library from the
vendor specified in vendor.

5.28.2.4 fileName
A nhul terminated Unicode string ideally containing the path and file name of the library that|is
being used by the currently executing process can be found. If the path cannot be determingd

then it is acceptable to fill this field with only the name (and extension if applicablg) of the fjle
of|the library. If this cannot be determined then this field shall be an empty string:

5.£8.2.5 buildTime

THe time and date that the library that is executing was built.

5.28.2.6 reserved

This field is reserved.

5.28.3 Remarks

THis structure is returned by the IMA_GetLibraryRroperties API.

5.29 IMA_PLUGIN_PROPERTIES

5.29.1 Format
typedef struct IMA_pluginsproperties

{
IMA_UINT supportedimaVersion;
IMA_WCHAR vendor[256];
IMA_WCHAR implementationVersion[256];
IMA_ WEHAR fileName[256];
IMA_BDATFETIME buildTime;
IMA“BOOL IhbasCanBeCreatedAndDestroyed;
IMA_BYTE reserved[64];

} IMA_PLUGIN_PROPERTIES;
5.29-2 " Fields

5.29.2.1 supportedimaVersion

The version of the iISCSI Management APl implemented by a plugin. The value returned by a
library for the API as described in this document is one.

5.29.2.2 vendor

A nul terminated Unicode string containing the name of the vendor that created the binary
version of the plugin.
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5.29.2.3 implementationVersion

A nul terminated Unicode string containing the implementation version of the plugin from the

vendor specified in vendor.

5.29.2.4 fileName

A nul terminated Unicode string ideally containing the path and file name of the plugin that
filing in this structure.

is

If the path cannot be determined then this field will contain only the name (and extensjon
agplicable) of the file of the plugin. If this cannot be determined then this field will be he
empty string.

5.29.2.5 buildTime

—

e time and date that the plugin that is specified by this structure was built.

5.29.2.6 IhbasCanBeCreatedAndDestroyed

if
an

A [boolean indicating if LHBAs can be created or destroyed. For this version of the IMA this

value is always IMA_FALSE.

5.29.2.7 reserved

THis field is reserved.

5.29.3 Remarks

THis structure is returned by the IMA_GetPluginProperties API.

5.80 IMA_NODE_PROPERTIES

5.80.1 Format
typedef struct IMA ‘node_properties

{
IMA_BOOL runninglnlnitiatorMode;
IMA_BQ@OL runninglnTargetMode;
IMA-BOOL nameValid;
HMA_NODE_NAME name;
IMA_BOOL aliasValid;
IMA_NODE_ALIAS alias;
IMA_BOOL nameAndAliasSettable;
IMA_BYTE reserved[64];

} IMA_NODE_PROPERTIES;
5.30.2 Fields

5.30.2.1 runninglnlnitiatorMode

A boolean indicating if the node is running as initiator or not.

5.30.2.2 runninginTargetMode

A boolean indicating if the node is running as a target or not.
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5.30.2.3 nameValid

A

boolean indicating if the node’s name is valid or not.

5.30.2.4 name

A

nul terminated Unicode string that contains the name of the node.

The value in this field is only valid if nameValid is set to IMA_TRUE. If nameValid is set to
IMA_FALSE then this field will contain an empty string.

5.
A

80.2.5 aliasValid

boolean indicating if the node’s alias is valid or not.

5.80.2.6 alias

W
>

hd

A hul terminated Unicode string that contains the alias of the node.
This field is only valid if aliasValid is set to IMA_TRUE. If aliasValid.is set to IMA_FALSE th
this field will contain an empty string.
5.80.2.7 nameAndAliasSettable
A |boolean indicating if both the name and alias are settable using IMA_SetNodeName a
IMA_SetNodeAlias.
5.80.2.8 reserved
This field is reserved.
5.80.3 Remarks
THis structure is returned by the IMA_GetNodeProperties API.
It |is possible for both _tuhhinglininitiatorMode and runninginTargetMode to be set
IMA_TRUE. This means that the node is operating both as an initiator and as a target.
5.831 IMA_LHBA_PROPERTIES
5.31.1 Format
typedef struct IMA_lhba_properties
{

IMA_WCHAR osDeviceName[256];

IMA_BOOL luExposingSupported;

HA—BOOL isBestroyable:

IMA_BOOL staleDataRemovable;

IMA_UINT staleDataSize;

IMA_BOOL initiatorAuthMethodsSettable;

IMA_BOOL targetAuthMethodsSettable;

IMA_BYTE reserved[128];

} IMA_LHBA_PROPERTIES;
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5.31.2 Fields

5.31.2.1 osDeviceName

A nul terminated Unicode string that contains the operating system’s name for a logical HBA.
If this is an empty string then the device name for the LHBA is unknown.

See Annex A for details on the value(s) of this field for each operating system.

5.31.2.2 luExposingSupported

A [boolean indicating if the LHBA supports exposing and unexposing of individual LUsnusi

th

IMA_ExposelLu and IMA_UnexposelLu APIs. If the value of this field is IMA_TRUE. then

client can control the exposing and unexposing of all LUs associated with the LHBA:uSing t

I
c

A_ExposelLu and IMA_UnexposeLu APIls. If th value of this field is IMA_FALSEthen a clie
nnot control the exposing and unexposing of LUs using the IMA.

5.831.2.3 isDestroyable

TH

boolean indicating if the LHBA can be destroyed.

r this version of the IMA this value shall always be IMA_FALSE.

.81.2.4 staleDataRemovable

boolean indicating if stale data associated with ther LHBA is removable. If this value
A_TRUE then the data can be removed using IMA?;RemoveStaleData.

.B1.2.5 staleDataSize

value is zero then there is no stale data associated with the LHBA.

5.
A

81.2.6 initiatorAuthMethodsSettable

boolean indicating if the initiator authentications methods used by the LHBA can be set by

client using the IMA_SetlpitiatorAuthMethods API.

T

.$1.2.7 targetAuthMethodsSettable

boolean that, fonthis version of the IMA specification, shall be set to IMA_FALSE.

.81.2.8 <reserved

is field"is reserved.

9

he
nt

S

e approximate size, in bytes, of the amount of stale data associated with the LHBA. If this

5.

1.3 Remarks

This structure is returned by the IMA_GetLhbaProperties API.

5.32 Upper Level Protocol (ULP) flags

These are flag values used in the supportedUIps field of the IMA_PHBA_PROPERTIES
structure.

5.32.1.1 IMA_ULP_TCP

This flag indicates that TCP is supported.
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This symbol has the value 0x01.

5.32.1.2 IMA_ULP_SCTP

This flag indicates that SCTP is supported.
This symbol has the value 0x02.

5.32.1.3 IMA_ULP_UDP
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THis flag indicates that UDP is supported.
THis symbol has the value 0x04.
THese flags may be OR’d together. For example, it’s valid for a PHBA to suppert both TCP
and SCTP. In this case, a value of 0x03 would be returned in the supportedUips field of the
IMA_PHBA_PROPERTIES structure filled in by a call to IMA_GetPhbaProperties.
5.83 IMA_PHBA_PROPERTIES
5.83.1 Format
typedef struct IMA_phba_properties
{

IMA_WCHAR vendor[64];

IMA_WCHAR model[256];

IMA_WCHAR description[256];

IMA_ WCHAR serialNumber{64];

IMA_ WCHAR hardwareVersion[256];

IMA_ WCHAR asicVersion[256];

IMA_WCHAR firmwareVersion[256];

IMA_ WCHAR optionRomVersion[256];

IMA_WCHAR driverName[256];

IMA_WCHAR driverVersion[256];

IMA_UINT supportedUlps;

IMA_XBOQL bidirectionalTransfersSupported.

IMA_UINT maximumCdbLength;

IMAZXBOOL canBeNic;

IMA_XBOOL isNic;

IMA_XBOOL isInitiator;

IMA_XBOOL isTarget;

IMA_XBOOL usingTcpOffloadEngine;

IMA_XBOOL usinglscsiOffloadEngine;

IMA_BYTE reserved[128];

} IMA_PHBA_PROPERTIES;
5.33.2 Fields

5.33.2.1 vendor

A nul terminated Unicode string that contains the name of the vendor of a PHBA. If the first
character in this field is nul then the vendor is unknown.
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5.33.2.2 model

A nul terminated Unicode string that contains the name of the model of a PHBA. If the first

ch

aracter in this field is nul then the model is unknown.

5.33.2.3 description

A nul terminated Unicode string that contains a description of a PHBA. This is a user friendly
description of the PHBA. If the first character in this field is nul then there is no description.

5.83.2.4 serialNumber

A [nul terminated Unicode string that contains the serial number of a PHBA. If-the fifst
character in this field is nul then the serial number is unknown.

5.83.2.5 hardwareVersion

A [nul terminated Unicode string that contains the hardware version of- a_PHBA. If the fifst
character in this field is nul then the hardware version is unknown.

5.833.2.6 asicVersion

A [nul terminated Unicode string that contains the ASIC «ersion of a PHBA. If the fifst
chlaracter in this field is nul then the ASIC version is unknown’ or is not applicable.

5.83.2.7 firmwareVersion

A |nul terminated Unicode string that contains the' firmware version of a PHBA. If the fifst
character in this field is nul then the firmware vetsion is unknown or is not applicable.

5.833.2.8 optionRomVersion

A [nul terminated Unicode string that(contains the option ROM version of a PHBA. If the fifst
character in this field is nul then the;option ROM version is unknown or is not applicable.
5.833.2.9 driverName

A hul terminated Unicode string that contains the full name of the driver controlling a PHBA] If
the first character in this/field is nul then the name of the driver is unknown.

On operating systems, such as Windows, where files have extensions the full name includges
the extension."The full name does not include the path to the file.

5.83.2.10driverVersion

A [ nul “terminated Unicode string that contains the version of the driver specified |in
dl Vb'llAV'dlllb'. if “IU filbi b;ldldbtcl iII “Iib flciu' ib Ilui “ICII iiIC VUlbiUII Uf “IU dliVb‘l ;D ulllr\IIUWII.

This field can have a known value only if driverName has a known value as well.

5.33.2.11 supportedUIps

A field containing flags that indicate what upper level protocols are supported by a PHBA.
Examples of upper level protocols include:

e TCP, represented by IMA_ULP_TCP
e SCTP, represented by IMA_ULP_SCTP
e UDP, represented by IMA_ULP_UDP
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5.33.2.12 bidirectionalTransfersSupported

E)

A extended boolean that indicates if a PHBA supports executing SCSI commands that cause
bidirectional transfers.

NOTE The value of this field applies to the entire “stack”: the hardware, ASIC, firmware, driver, etc. All shall
support SCSI commands that cause bidirectional transfers for this field to be set to IMA_TRUE.

5.33.2.13 maximumCdbLength

The maximum length, in bytes, of a CDB that can be transferred by a PHBA. If this field has

\"
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N
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5.
AT

dlue of zero that indicates that this value is unknown.

TE The value of this field applies to the entire “stack” the hardware, ASIC, firmware, driver, etfcl All sh
bport the maximum CDB length returned in this field.

83.2.14 canBeNic

extended boolean that indicates if a PHBA can also function as_a “standard” N
ncurrently with functioning as an iSCSI PHBA.

TE The value of this field applies to the entire “stack”. the hardware, ASIC, _firmware, driver, etc. All sk
bport the PHBA functioning concurrently as a NIC for the value returned in this field to be IMA_TRUE.

.$3.2.15 isNic

th functioning as an iSCSI PHBA.

.$3.2.16 islnitiator

extended boolean indicating if the PHBAis-functioning as an initiator.

.$3.2.17 isTarget

extended boolean indicating iftthe PHBA is functioning as a target.

83.2.18 usingTcpOffloadEngine

extended boolean ipdicating if the PHBA is using a TCP offload engine.

TE This value shall-only be set to IMA_TRUE if a TCP offload engine is present and is being used. If it can
ermined that a TCR"offload engine is present, but it cannot be determined if that offload engine is being ug
n this value shall.be set to IMA_UNKNOWN.

83.2.19-SusinglscsiOffloadEngine

extended boolean indicating if the PHBA is using a iSCSI offload engine.

extended boolean that indicates if a PHBA is functioning as a “standard” NIC concurren

IC

y

be
ed

NOTE This value shall only be set to IMA_TRUE if a iSCSI offload engine is present and is being used. If it can
be determined that an iSCSI offload engine is present, but it cannot be determined if that offload engine is being
used then this value shall be set to IMA_UNKNOWN.

5.33.2.20 reserved

This field is reserved.

5.33.3 Remarks

This structure is returned by the IMA_GetPhbaProperties API.

Both islnitiator and isTarget cannot be set to IMA_FALSE as this would mean that the PHBA
was not functioning as either an initiator or target: which means that it’s not functioning.
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5.34 IMA_DISCOVERY_PROPERTIES

5.34.1 Format

typedef struct IMA_discovery_properties

NG
va
ca

5.
A

iS
un

5.

A
PH

.p4.2 Fields

.4.2.1 iSnsDiscoverySettable

.4.2.2 iSnsDiscoveryEnabled

{
IMA_BOOL iSnsDiscoverySettable;
IMA_XBOOL iSnsDiscoveryEnabled;
IMA_ISNS_DISCOVERY_METHOD iSnsDiscoveryMethod;
IMA_HOST_ID iSnsHost;
IMA_BOOL slpDiscoverySettable;
IMA_XBOOL slpDiscoveryEnabled,;
IMA_BOOL staticDiscoverySettable;
IMA_XBOOL staticDiscoveryEnabled;
IMA_BOOL sendTargetsDiscoverySettable;
IMA_XBOOL sendTargetsDiscoveryEnabled;
IMA_BYTE reserved[128];

} IMA_DISCOVERY_PROPERTIES;

boolean that indicates if iSNS target discovery-can be enabled and disabled using t
A_SetlsnsDiscovery API.

extended boolean that indicates if iISNS' target discovery is currently enabled or disabled

TE It is possible for this field to haye 'a' value of IMA_TRUE and the iSnsDiscoverySettable field to havg
ue of IMA_FALSE. This means that the associated PHBA/LHBA performs iSNS target discovery and tha
not be disabled.

B4.2.3 iSnsDiscoveryMethod

value which indicates’how the iSNS server is being discovered. This field is valid only
hsDiscoveryEnabpled” has the value IMA_TRUE, otherwise the value of this field
defined.

84.2.4 ,iSnsHost

nhul tépminated Unicode string containing the domain name of the iSNS server the specifi
IBANs using. If there is no iISNS server in use, either because iSNS target discovery

S

di

abled or because no iISNS server is fmlndy then this shall be an nmp’r\ll ering

5.34.2.5 slpDiscoverySettable

A boolean that indicates if SLP target discovery can be enabled and disabled using the
IMA_SetSIpDiscovery API.

5.34.2.6 slpDiscoveryEnabled

An extended boolean that indicates if SLP target discovery is currently enabled or disabled.

NOTE

It is possible for this field to have a value of IMA_TRUE and the sipDiscoverySettable field to have a value

of IMA_FALSE. This means that the associated PHBA/LHBA performs SLP target discovery and that it cannot be
disabled.
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5.34.2.7 staticDiscoverySettable

E)

A boolean that indicates if static target discovery can be enabled and disabled using the

IM

A_SetStaticDiscovery API.

5.34.2.8 staticDiscoveryEnabled

An extended boolean that indicates if static target discovery is currently enabled or disabled.

NOTE It is possible for this field to have a value of IMA_TRUE and the staticDiscoverySettable field to have a

vawﬁtﬁmmmmm

digabled.

5.

A
th
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84.2.9 sendTargetsDiscoverySettable

boolean that indicates if SendTargets target discovery can be enabled and disabled usi
b IMA_SetSendTargetsDiscovery API.

.34.2.10 sendTargetsDiscoveryEnabled

extended boolean that indicates if SendTargets target discovery”is currently enabled
babled.

TE It is possible for this field to have a value of IMA_TRUE and the\sendTargetsDiscoverySettable field
e a value of IMA_FALSE. This means that the associated PHBA/LHBAwerforms SendTargets target discov
I that it cannot be disabled.

.B4.2.11 reserved

is field is reserved.

.B4.3 Remarks

is structure is returned by the IMA_GetDiscoveryProperties API.

s possible for all of the xxxDiscoveryEnabled fields to have the value IMA_FALSE and
of the xxxDiscoverySettahle\fields to also have the value IMA_FALSE. This indicates th
target discovery is being done by the PHBA/LHBA and no target discovery can be enabl
the PHBA/LHBA. Such_a set of discovery properties would indicate that a PHBA/LHBA
ting as a target, but hot'as an initiator.

.85 IMA_PHBA.DOWNLOAD_IMAGE_TYPE

.85.1 Format

typedef enum IMA_phba_download_image_type

be

or

to
Pry

or
at
bd
S

IMA_DOWNLOAD_IMAGE_TYPE_FIRMWARE = 0,
HVA—DOWNLEOAD—HAGE_TFYPE ORTION—ROM—=+
IMA_DOWNLOAD_IMAGE_TYPE_ALL = 2

} IMA_PHBA_DOWNLOAD_IMAGE_TYPE;

5.35.2 Fields

5.35.2.1 IMA_IMAGE_TYPE_FIRMWARE

This value indicates that a file contains a firmware download image.

This symbol has the value 0.

5.35.2.2 IMA_IMAGE_TYPE_OPTION_ROM

This value indicates that a file contains an option ROM download image.
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This symbol has the value 1.

5.35.2.3 IMA_IMAGE_TYPE_ALL

This value indicates that a file contains all of the download images, i.e. it contains both a
firmware download image and an option ROM download image.

This symbol has the value 2.

5.35.3—Remarks

Th
IM

TH

TH
dag
en

TH

pa
st

5

Ar

is type is used in the IMA_PHBA_DOWNLOAD IMAGE_PROPERTIES structure and.by t
A_PhbaDownload API.

.6 IMA_PHBA_DOWNLOAD_IMAGE_PROPERTIES

.36.1 Format
typedef struct IMA_phba_download_image_properties
{
IMA_PHBA_DOWNLOAD IMAGE_TYPE imageType;
IMA_WCHAR version[32];
IMA_WCHAR description[512];
IMA_XBOOL upgrade;
} IMA_PHBA_DOWNLOAD_ IMAGE_PROPERMNES;
.36.2 Fields
.36.2.1 imageType

is field indicates the type of the associated¢download image.

.86.2.2 version

is field contains a nul terminated Unicode string which indicates the version of t
wnload image. If the version cannot be determined or there is no version then this string

pty.

.$6.2.3 description

extended boolean indicating if the specified download image would be an upgrade, i.e

lat

er_version, than the image that currently resides in the associated PHBA. If this field h

he
is

hd

is field contains_apul terminated Unicode string which describes the download image a
ssibly any bug-fixes that the download image contains. If there is no description then this
ing is empty~

.$6.2.4_ - upgrade

a
Bas

the value IMA_TRUE then it is an upgrade. If this field has the value IMA_FALSE then it is not
an upgrade, i.e. it may be the same version or it may be a downgrade. If this field has the

va

lue IMA_UNKNOWN then it cannot be determined if this is an upgrade or not.

5.36.3 Remarks

This type is used by both the IMA_IsPhbaDownloadFile and the IMA_PhbaDownload APIs.

5.37 IMA_ISNS_DISCOVERY_METHOD

5.37.1 Format

typedef enum IMA_isns_discovery_method

{
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IMA_ISNS_DISCOVERY_METHOD_STATIC = 0,
IMA_ISNS_DISCOVERY_METHOD_DHCP = 1,
IMA_ISNS_DISCOVERY_METHOD_SLP = 2

} IMA_ISNS_DISCOVERY_METHOD;

5.37.2 Fields

5.37.2.1 IMA_ISNS_DISCOVERY_METHOD_STATIC

Th

is value indicates that the discovery method is static.

T

5.87.2.2 IMA_ISNS_DISCOVERY_METHOD_DHCP

TH

Tt

5.87.2.3 IMA_ISNS_DISCOVERY_METHOD_SLP

Tt

TH

TH
IM
AR

5.
5.

.B7.3 Remarks

.8 IMA_PHBA_DOWNLOAD_PROPERTIES

.B8.1 Format

is symbol has the value 0.

is value indicates that the discovery method is DHCP.

is symbol has the value 1.

is value indicates that the discovery method is SLP.

is symbol has the value 2.

is type is used to indicate how a the iISNS serVer is discovered. It is used as a field in t
A_DISCOVERY_PROPERTIES structure and\as a parameter to the IMA_SetlsnsDiscovg

.

typedef struct IMA phba_download_properties
{

IMA_BOOL isPhbaDownloadFileSupported,;
IMA_BOQL optionRomDownloadSupported;
IMA_BOOL firmwareDownloadSupported;
IMA-BYTE reserved[32];

} WA _PHBA DOWNLOAD_ PROPERTIES;
88.2 “Fields

B8.2.1 isPhbaDownloadFileSupported

A

boolean indicating if the PHBA supports the IMA_IsPhbaDownloadFile API.

5.38.2.2 optionRomDownloadSupported

A

boolean indicating if the PHBA supports downloading option ROM code.

5.38.2.3 firmwareDownloadSupported

A

boolean indicating if the PHBA supports downloading firmware code.

5.38.2.4 reserved

This field is reserved.
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5.38.3 Remarks

This structure is returned by the IMA_GetPhbaDownloadProperties API.

5.39 IMA_IPSEC_PROPERTIES

5.39.1 Format

5.
5
A

standard.

5.

Ar

Ar

Tt

Tt

It

vdlue of IMA FRUE. This means that some IPsec algorithms are implemented in hardwa

wi
al

.$9.2.1 ipsecSupported

.$9.2.3 implementedinSoftware

.89.2.4 reserved

.89.3 Remarks

typedef struct IMA_ipsec_properties

IMA BOOL ipsecSupported;
IMA_BOOL implementedinHardware;
IMA_BOOL implementedInSoftware;
IMA_BYTE reserved[32];

} IMA_IPSEC_PROPERTIES;
89.2 Fields

boolean indicating if IPsec is supported in accordance with the\requirements of the iSC

89.2.2 implementedinHardware

boolean indicating if IPsec is provided in hardware;

boolean indicating if IPsec is provided in\software.

is field is reserved.

is structure is returned by the IMA_GetlpsecProperties API.

s possible for_both implementedinHardware and implementedinSoftware to both have t

ile other algorithms are implemented in software. It is not possible to determine whi
jorithms<ane implemented in which location.

—

implémentedinHardware and implementedInSoftware are set to IMA FALSE.

is_fot valid to return this structure where ipsecSupported is set to IMA_TRUE and bg

Sl

5.40 IMA_MIN_MAX_VALUE

5.40.1 Format

typedef struct IMA_min_max_value

{
IMA_BOOL currentValueValid;
IMA_BOOL settable;
IMA_UINT32 currentValue;
IMA_UINT32 defaultValue;
IMA_UINT32 minimumValue;

IMA_UINT32 maximumValue;
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IMA_UINT32 incrementValue;

} IMA_MIN_MAX_VALUE;

5.40.2 Fields

5.40.2.1 currentValueValid

A boolean indicating if the currentValue field contains a valid value.

5.40.2.2 settable

In
th

vdlid values. If this field has the value IMA_FALSE then these fields have undefinedyvalues.

5.

If
as

figld is undefined.

5.

If
of
un

.40.2.5 minimumValue

vglue of the associated property. If settab/e has the value IMA_FALSE then the value of this

.40.2.6 maximumValue

icates if the corresponding property is settable. If this field has the value IMA_TRUE.thgen
e defaultValue, minimumValue, maximumValue, and incrementValue fields shalk'contain

10.2.3 currentValue

currentValueValid has the value IMA_TRUE then this field contains the, current value of the
sociated property. If currentValueValid has the value IMA_FALSE \then the value of this

10.2.4 defaultValue

seftable has the value IMA_TRUE then this field contains‘the implementation’s default valpe
the associated property. If settable has the value IMA_FALSE then the value of this field|is
defined.

settable has the value IMA_TRUE then this field contains the implementation’s minimym

Id is undefined.

settable has the value IMALTRUE then this field contains the implementation’s maximym

\"

figdld is undefined.

5.40.2.7 incrementValue

lue of the associated property. If settable has the value IMA_FALSE then the value of this

If settable has. the value IMA_TRUE then this field contains a value that can be added to |or
subtracted frem currentValue to obtain other possible values of the associated property.| If

selttable has‘the value IMA_FALSE then the value of this field is undefined.

5.40.3"° Remarks

If
IM

the currentValueValid field is IMA_FALSE then the value of settable shall also be set to
A_FALSE.

The fields in this structure contain values that are defined by the implementation and not by
IETF RFC 3720. It is possible that an implementation may be more or less restrictive in the

va

lues that it can accept than IETF RFC 3720 allows.

An example of how to use incrementValue: Suppose that a structure is obtained where

cu
50

rrentValueValid is IMA_TRUE, settable is IMA_TRUE, currentValue is 50, defaultValue is
, minimumValue is 30, maximumValue is 70 and incrementValue is 10. In this case, the

possible values that the property can be set to are 30, 40, 50, 60, and 70. The new value shall

be

the current value plus or minus some multiple of incrementValue.
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5.41 IMA_BOOL_VALUE

5.41.1 Format

typedef struct IMA_bool_value

{
IMA_BOOL currentValueValid;
IMA_BOOL settable;
IMA_BOOL currentValue;
IMA_BOOL defaultValue;

In
th
de

5.

If
as

} IMA_BOOL_VALUE;

.#1.2 Fields

41.2.1 currentValueValid

boolean indicating if the currentValue field contains a valid value.

41.2.2 settable

b defaultValue shall contain a valid value. If this field has the,value IMA_FALSE then t
faultValue field contains an undefined value.

11.2.3 currentValue

currentValueValid has the value IMA_TRUE thenchis field contains the current value of t

figld is undefined.

If
of
un

.41.2.4 defaultValue

ettable has the value IMA_TRUE then this field contains the implementation’s default val
the associated property. If settable has the value IMA_FALSE then the value of this field
defined.

.#2 IMA_MAC_ADDRESS

.#42.1 Format

typedef-tMA_BYTE IMA_MAC_ADDRESS[6];

42.2 Remarks

IMAC address is a series of six bytes which uniquely identifies a physical or logical netwg
rt. Byte.0 of the array is the most significant byte of the MAC address, byte 1 is the né
pst/significant byte, etc., on to byte 5 of the array which is the least significant byte of t

Jicates if the corresponding property is settable. If this field has\the value IMA_TRUE thg

ne

ne

sociated property. If currentValueValid has the. value IMA_FALSE then the value of this

e
is

rk
xt
he

NC address.

5.43 IMA_LNP_PROPERTIES

5.43.1 Format

typedef struct IMA_Inp_properties

IMA_MAC_ADDRESS macAddress;
IMA_BOOL macAddressSettable;

IMA_BYTE reserved[32];

} IMA_LNP_PROPERTIES;
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5.43.2 Fields
5.43.2.1 macAddress

An array of bytes containing the MAC address.

It is possible that an LNP will have the same MAC address as a PNP. This means that there is
a one to one relationship between the LNP and the PNP.

5.43.2.2 macAddressSettable

A boolean indicating if the MAC address of the logical network port can be set.

5.43.2.3 reserved

THis field is reserved.

5.43.3 Remarks

THis structure is returned by the IMA_GetLnpProperties API.

5.44 IMA_PNP_PROPERTIES

5.44.1 Format
typedef struct IMA_pnp_properties

{
IMA_OID associatedPhbaOid;
IMA_MAC_ADDRESS macAddress;
IMA_BOOL macAddressSettable;
IMA_UINT maximumTransferRate;
IMA_UINT currentTransferRate;
IMA_UINT maximumFrameSize;
IMA_BYTE reserved[64];

} IMA_PNP.PROPERTIES;
5.44.2 Fields

5.44.2.1 associatedPhbaOid

The objechlD of the PHBA to which the PNP the structure describes is attached.

5.44.2.2 macAddress

An array of bytes containing the MAC address.

It is possible that a PNP will have the same MAC address as an LNP. This means that there is
a one to one relationship between the PNP and the LNP.

5.44.2.3 macAddressSettable

A boolean indicating if the MAC address of the physical network port can be set.
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5.44.2.4 maximumTransferRate

The maximum number of megabits that can be transferred in one second through the port at

an

y time.

So, if the maximum transfer rate of the port is 10 Mb then this field will contain 10. If the
maximum transfer rate of the port is 100 Mb then this field will contain 100, etc.

5.44.2.5 currentTransferRate

TH
th

Sq
trg

T
ag

5.
T

5.
T

Tt

5.
5.

e maximum number of megabits that can be transferred in one second through the port
b current time.

, if the current transfer rate of the port is 10 Mb then this field will contain 10. If\the currg
nsfer rate of the port is 100 Mb then this field will contain 100, etc.

is value is the current transfer rate of the port, it has nothing to do with how much data
tually being transferred through the port.

14.2.6 maximumFrameSize

e maximum size of a frame, in bytes.

14.2.7 reserved

is field is reserved.

.#44.3 Remarks

is structure is returned by the IMA_GetPnpProperties API.

15 IMA_PNP_STATISTICS

#15.1 Format
typedef struct IMA-pnp_statistics
{
IMA_UINT64 bytesSent;
IMA_UINT32 pdusSent;
IMA-"UINT64 bytesReceived;
IMA-UINT32 pdusReceived;
}IMA_PNP_STATISTICS;
15.2 <Fields
15.2.1 bytesSent

The number of bytes sent in iSCSI PDUs on a physical network port.

5.45.2.2 DbytesReceived

The number bytes received in iISCSI PDUs on a physical network port.

5.45.2.3 pdusSent

The number of iISCSI PDUs sent on a physical network port.

5.45.2.4 pdusReceived

The number of iISCSI PDUs received on a physical network port.

at

nt

S
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5.45.3 Remarks

This structure is returned by the IMA_GetPnpStatistics API.

5.46 IMA_NETWORK_PORTAL_PROPERTIES

5.46.1 Format
typedef struct IMA_network_portal_properties

IMA IP_ADDRESS _ ipAddress;
IMA_OID associatedLnp;

IMA_BYTE reserved[32];

} IMA_NETWORK_PORTAL_PROPERTIES;
5.46.2 Fields

5.46.2.1 ipAddress

THe IP address of the network portal.

5.46.2.2 associatedLnp

THe OID of the LNP with which the network portal is associated.

5.46.2.3 reserved

THis field is reserved.

5.46.3 Remarks

THis structure is returned by the IMA_GetNetworkPortalProperties API.

5.47 IMA_PHBA_STATUS

5.47.1 Format
typedef enum IMA_phba_status
IMA \PHBA_STATUS_WORKING

IMAZPHBA_STATUS_FAILED
} IMANVPHBA_STATUS;

5.47.2 Values

I n
- O

5.47.2.1.> IMA_PHBA_STATUS_WORKING

THisZstatus indicates that the PHBA is working properly.

This symbol has the value 0.

5.47.2.2 IMA_PHBA_STATUS_FAILED

This status indicates that the PHBA has failed and is no longer functioning.
This symbol has the value 1.

5.47.3 Remarks

This status is returned by the IMA_GetPhbaStatus API.
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5.48 IMA_ NETWORK_PORT_STATUS

5.48.1 Format
typedef enum IMA_network_port_status

{
IMA_NETWORK_PORT_STATUS_WORKING
IMA_NETWORK_PORT_STATUS_DEGRADED
IMA_NETWORK_PORT_STATUS_CRITICAL
IMA_NETWORK_PORT_STATUS_FAILED
IMA_NETWORK_PORT_STATUS_DISCONNECTED
} IMA_NETWORK_PORT_STATUS;

5.48.2 Fields

HwN =Oo

5.48.2.1 IMA_NETWORK_PORT_STATUS_WORKING
THis status indicates that the specified link is in a normal operational state.

e For a PNP this status indicates that the port is working correctly.

e For an LNP this status indicates means that all of the PNPs jassociated with the LNP
are working.

5.48.2.2 IMA_NETWORK_PORT_STATUS_DEGRADED
THis status indicates that the specified link is in a degraded operational state.

e This status cannot be specified for a PNP.

e For an LNP this status indicates that two ar.more of the PNPs associated with the LNP
are in a working state, but one or more“of the PNP’s associated with the LNP hps
failed or is disconnected.

THis means that some failures have occurred, but there is still redundancy.

5.48.2.3 IMA_NETWORK_PORT.STATUS_CRITICAL
THis status indicates that the spécified link is in a critical operational state.

e This status cannot.be_specified for a PNP.

e For an LNP thig7status indicates that only one of the PNPs associated with the LNP
in a working state; all other associated PNPs have either failed or are disconnected.

S

THis means that{some failures have occurred, and there is no redundancy.

5.48.2.4 <{MA_NETWORK_PORT_STATUS_FAILED

THis status indicates the specified link has failed.

| DALD L ey H H 4
v Ul a T 1IN ulio oladatuo 11riuivatco

transmit data.

e For an LNP this status indicates that all of the PNPs associated with the LNP have
failed.

oot Ll $ 1o £t 1o <l t
tidt s purt 1 vdalirmutl T UotTU (0}

5.48.2.5 IMA_NETWORK_PORT_STATUS_DISCONNECTED
This status indicates that the specified link is disconnected.

e For a PNP this status indicates that the port is disconnected from the network.

e For an LNP this status indicates that one of the PNPs associated with the LNP is in a
disconnected state and that all PNPs associated with the LNP are not in a working
state.
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Another way of thinking of this is that none of the PNPs associated with the LNP is in a
working state and at least one of the PNPs is in a disconnected state.

5.48.3 Remarks

This status is returned by the IMA_GetLinkStatus API.

A link’s status should in no way be confused with iSCSI connection or iSCSI session failures
that may have used that link. An LNP that fails or becomes disconnected may result in iSCSI
connection failures and possibly iISCSI session failures as well. However, iISCSI| connection
and iSCSI session failures can occur for reasons other than an LNP failure or disconnect.

5.49 IMA_TARGET_DISCOVERY_METHOD

5.49.1 Format

typedef enum IMA_TARGET_DISCOVERY_METHOD
{

IMA_TARGET_DISCOVERY_METHOD_STATIC

IMA_TARGET_DISCOVERY_METHOD_SLP

IMA_TARGET_DISCOVERY_METHOD_ISNS

IMA_TARGET_DISCOVERY_METHOD_SENDTARGETS
} IMA_TARGET_DISCOVERY_METHOD;

5.49.2 Fields

([T
TN SRS

5.49.2.1 IMA_TARGET_DISCOVERY_METHOD_STATIC

THhis value indicates that a target was discovered_ using static discovery.
THis symbol has the value 1.

5.49.2.2 IMA_TARGET_DISCOVERY*“METHOD_SLP

THis value indicates that a target was discovered using SLP.
THis symbol has the value 2.

5.49.2.3 IMA_TARGET._DISCOVERY_METHOD_ISNS

THis value indicates that a target was discovered using iSNS.
ThHis symbol hasthe value 4.

5.49.2.4 " "IMA_TARGET_DISCOVERY_METHOD_SENDTARGETS

ThHis-value indicates that a target was discovered using SendTargets.

This symbol has the value 8.

5.50 IMA_TARGET_PROPERTIES

5.50.1 Format

typedef struct IMA_target_properties

{
IMA_OID associatedNodeOid;
IMA_OID associatedLhbaOid;

IMA_NODE_NAME  name;
IMA_NODE_ALIAS alias;
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IMA_UINT32 discoveryMethodFlags;
IMA_BOOL sendTargetsDiscoverySettable;
IMA_BOOL sendTargetsDiscoveryEnabled;
IMA_BYTE reserved[128];

} IMA_TARGET_PROPERTIES;

5.50.2 Fields

5.

p0.2.1 associatedNodeOid
The object ID of the node through which the target is being accessed.

.p0.2.2 associatedLhbaOid

THe object ID of the LHBA that is used to communicate with the target.

.$0.2.3 name

hul terminated Unicode string that contains the name of the target;

.90.2.4 alias

nul terminated Unicode string that contains the alias ©f‘the target. If the target does 1

hgve an alias or the alias is not available then this valueshall be an empty string.

.p0.2.5 discoveryMethodFlags

An integer which contains flags indicating how' the target was discovered. This value is
bifwise OR’ing of the flags defined in IMA_TARGET_DISCOVERY_METHOD.

5.

A
in

0.2.6 sendTargetsDiscoverySettable

boolean indicating if a client canJcontrol if SendTargets commands are sent to the targ
an attempt to discover additional targets. If this field has the value IMA_TRUE then a clig

can call IMA_SetSendTargetsDiscovery to enable/disable the sending SendTargets to t

ta
cli

get associated with the properties structure. If this field has the value IMA_FALSE then i
ent called the IMA_SetSendTargetsDiscovery API specifying the target associated with t
bperties structure that’call would fail with an IMA_ERROR_NOT_SUPPORTED error.

.p0.2.7 sendTargetsDiscoveryEnabled

booleandndicating if SendTargets commands are being sent to the target in an attempt

igcovertadditional targets.

ot

.p072.8 reserved

This field is reserved.

5.50.3 Remarks

This structure is returned by the IMA_GetTargetProperties API.

It is possible for the field sendTargetsDiscoverySettable to have the value IMA_FALSE and
the field sendTargetsDiscoveryEnabled to have the value IMA_TRUE at the same time. If this
is the case then sendTargets discovery is being performed on the target and the client
cannot disable this.
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5.51 IMA_TARGET_ERROR_STATISTICS

5.51.1 Format
typedef struct IMA_target_error_statistics

{
IMA_BOOL loginFailedCountValid;
IMA_UINT32 loginFailedCount;
IMA_BOOL sessionFailedCountValid;
IMA_UINT32 sessionFailedCount;
IMA_BOOL headerOrDigestSessionFailedCountValid;
IMA_UINT32 headerOrDigestSessionFailedCount
IMA_BOOL timeLimitExceededSessionFailedCountValjd;
IMA_UINT32 timeLimitExceededSessionFailedCount;
IMA_BOOL formatErrorSessionFailedCountValid;
IMA_UINT32 formatErrorSessionFailedCount;
IMA_BOOL closedConnectionDueToTimeottCountValid;
IMA_UINT32 closedConnectionDueToTimieoutCount;
IMA_BOOL lastLoginFailureTimeValid;
IMA_DATETIME lastLoginFailureTime;
IMA_BYTE reserved[64];

} IMA_TARGET_ERROR_STATISTICS;

5.61.2 Fields
5.91.2.1 loginFailedCountValid

A boolean indicating if the loginFailedCount field contains a valid value.

5.$1.2.2 loginFailedCount
If the loginFailedCountValid field has the value IMA_TRUE then this field contains the number

of[times that iSCSI.Jegin attempts failed across all attempted sessions with the target. If the
loginFailedCountVatid field has the value IMA_FALSE then the value of this field is undefined.

5.p1.2.3 sessionFailedCountValid

A boolean’indicating if the sessionFailedCount field contains a valid value.

5.81.2.4 sessionFailedCount

If the sessionFailedCountValid field has the value IMA_TRUE then this field contains the
number of times iSCSI sessions failed with the associated target. If the
sessionFailedCountValid field has the value IMA_FALSE then the value of this field is
undefined.

5.51.2.5 headerOrDigestSessionFailedCountValid

A boolean indicating if the headerOrDigestSessionFailedCount field contains a valid value.
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5.51.2.6 headerOrDigestSessionFailedCount

If the headerOrDigestSessionFailedCountValid field has the value IMA_TRUE then this field
contains the total number of iSCSI PDU header or data digest errors across all iSCSI
sessions of the associated target. If the headerOrDigestSessionFailedCountValid field has the
value IMA_FALSE then the value of this field is undefined.

5.51.2.7 timeLimitExceededSessionFailedCountValid

A boolean indicating if the timeLimitExceededSessionFailedCount field contains a valid value.

5.91.2.8 timeLimitExceededSessionFailedCount
If the timeLimitExceededSessionFailedCountValid field has the value IMA_TRUE, then this
fiald contains the number of sessions which were failed due to a sequence exceeding a time

limit. If the timeLimitExceededSessionFailedCountValid field has the value IMAZFALSE then
the value of this field is undefined.

5.$1.2.9 formatErrorSessionFailedCountValid

A boolean indicating if the formatErrorSessionFailedCount field contains a valid value.

5.$1.2.10 formatErrorSessionFailedCount

If |the formatErrorSessionFailedCountValid field has thé. value IMA_TRUE then this figld
cantains the total number of sessions which were.failed due to receipt of a PDU whigch
cantained a format error. If the formatErrorSessionFailedCountValid field has the valpe
IMA_FALSE then the value of this field is undefingd:

5.$1.2.11 closedConnectionDueToTimeoutCountValid

A boolean indicating if the closedConnectionDueToTimeoutCount field contains a valid valug.

5.91.2.12 closedConnectionDuéTioTimeoutCount
If [the closedConnectionDuedaTimeoutCountValid has the value IMA_TRUE then this figld
cantains the number of times iSCSI connections with the associated target were terminatgd

dye to timeout. If the closedConnectionDueToTimeoutCountValid has the value IMA_FAL$E
then the value of this field is undefined.

5.91.2.13 lastLoginFailureTimeValid

A poolean indicating if the /astLoginFailureTime field contains a valid value.

5.91.2.14- lastLoginFailureTime

If the’ lastl nginFnilurnTimn\/nlid field has the value II\/IA_TR’IIF then this field caontains the

time stamp of the last failed iSCSI login attempt with the associated target. If the
lastLoginFailureTimeValid field has the value IMA_FALSE then the value of this field is
undefined.

5.51.2.15 reserved

This field is reserved.

5.51.3 Remarks

This structure is returned by the IMA_GetTargetErrorStatistics API.
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5.52 IMA_LU_PROPERTIES

5.52.1 Format
typedef struct IMA_Iu_properties

{
IMA_OID associatedTargetOid;
IMA_BYTE targetLun[8];
IMA_BOOL exposedToOs;
IMA_DATETIME timeExposedToOs;
IMA_BOOL osDeviceNameValid;
IMA_WCHAR osDeviceName[64];
IMA_BOOL osParallelldsValid;
IMA_UINT32 osBusNumber;
IMA_UINT32 osTargetld;
IMA_UINT32 osLun;
IMA_BYTE reserved[128];

} IMA_LU_PROPERTIES;
5.52.2 Fields

5.92.2.1 associatedTargetOid

THe object ID of the target to which the specified logical unit is attached.

5.92.2.2 targetLun

THe logical unit number of the logical unit on‘the target.

5.92.2.3 exposedToOs
A [boolean indicating if the logical Unit is currently exposed to the operating system, i.e., the

opgerating system can communicate with the logical unit using standard operating systgm
dgvice interfaces.

5.92.2.4 timeExposedToOs

If exposedToOs,contains the value IMA_TRUE this field contains the date and time the LU
was exposed torthe OS.

5.92.2.5. . 0sDeviceNameValid

A [beolean indicating if the osDeviceName field contains a valid value. This field shall pe
IMATRUE if the name is known. This field shall be IMA FALSE if the name is not known ofr if

the logical unit has no name that indentifies it to the operating system.

5.52.2.6 osDeviceName

If osDeviceNameValid has the value IMA_TRUE then this field contains a nul terminated
Unicode string that indicates the name that the logical unit was declared to the operating
system with.

If osDeviceNameValid has the value IMA_FALSE then the value of this field is undefined.

See Annex A for details on how to set this field for each operating system.


https://standardsiso.com/api/?name=03df08014d687311d8409896bb0a954b

11

989 © ISO/IEC:2010(E) - 63 -

5.52.2.7 osParallelldsValid

A boolean indicating if the subsequent parallel SCSI identifiers are valid or not. If the parallel
SCSI identifiers are known then this field shall have the value IMA_TRUE.

If these values are not known or if the logical unit is declared to the operating system as a

pa

rallel SCSI logical unit then this field shall have the value IMA_FALSE.

5.52.2.8 osBusNumber

If
n

sParallelldsValid has the value IMA_TRUE then this field contains the parallel SCS|-b
mber that the LU was declared to the operating system with. If the operating system\do

S

e

et

al

ngt have the concept of buses on a parallel SCSI controller then this field shall have the val
zelro.
If bsParallelldsValid has the value IMA_FALSE then the value of this field is undefined.
5.92.2.9 osTargetid
If psParallelldsValid has the value IMA_TRUE then this field contains-the parallel SCSI targ
ID[that the logical unit was declared to the operating system with
If psParallelldsValid has the value IMA_FALSE then the value of this field is undefined.
5.92.2.10 osLun
If psParallelldsValid has the value IMA_TRUE then-this field contains the parallel SCSI logiq
unitnumber that the logical unit was declared to the operating system with.
If psParallelldsValid has the value IMA_FALSE then the value of this field is undefined.
5.92.2.11 reserved
THis field is reserved.
5.92.3 Remarks
THis structure is returned by the IMA_GetLuProperties API.
5.3 IMA_DEVICE_STATISTICS
5.93.1 Format
typedef struct IMA_device_statistics
{

IMA_UINT64 scsiPayloadBytesSent;

HAA—OHINT 64 scsiPaytoadBytesReceived;

IMA_UINT64 iScsiPduBytesSent;

IMA_UINT64 iScsiPduBytesReceived;

IMA_UINT64 iScsiPdusSent;

IMA_UINT64 iScsiPdusReceived;

IMA_UINT64 millisecondsSpentSending;

IMA_UINT64 millisecondsSpentReceiving;

} IMA_DEVICE_STATISTICS;
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5.53.2 Fields

5.53.2.1 scsiPayloadBytesSent

This value contains the number of bytes sent in SCSI payloads.

5.53.2.2 scsiPayloadBytesReceived

This value contains the number of bytes received in SCSI payloads.

5
TH

TH

TH

TH

Tt
th

Tt
th

TH

PI.2.9 1IScsiPdubytesosent

is value contains the number of bytes sent in iISCSI PDUs.

.p3.2.4 iScsiPduBytesReceived

is value contains the number of bytes received in iSCSI| PDUs.

.p3.2.5 iScsiPdusSent

is value contains the number of iISCSI PDUs sent.

.p3.2.6 iScsiPdusReceived

is value contains the number of iSCSI| PDUs received.

.p3.2.7 millisecondsSpentSending

is value is the approximate number of milliseconds that have been spent sending data.
s value is zero then the value is unknown;

.p3.2.8 millisecondsSpentReceiving

is value is the approximate number of milliseconds that have been spent receiving data
s value is zero then the value is unknown.

.p3.3 Remarks

is structure is returned by the IMA_GetDeviceStatistics API.

.p4 IMA_STATISTICS_PROPERTIES

.p4.1 Format

typedef struct IMA_statistics_properties

IMA_BOOL statisticsCollectionSettable;

IMA_BOOL statisticsCollectionEnabled;

} IMA_STATISTICS_PROPERTIES;

5.54.2 Fields

5.54.2.1 statisticsCollectionSettable

A

boolean indicating if statistics collection is settable, i.e., it can be enabled and disabled.

5.54.2.2 statisticsCollectionEnabled

A

boolean indicating if statistics collection is enabled.
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5.54.3 Remarks

This structure is returned by the IMA_GetStatisticsProperties API.

It

is possible for statisticsCollectionEnabled to have the value IMA_TRUE and
statisticsCollectionSettable to have the value IMA_FALSE. In this case, statistics collection is
always enabled and cannot be disabled.

5.55 IMA_AUTHMETHOD

5.

TH

TH

TH
CO

Tt

Tt
37

TH

Th

5.1 Format

typedef enum IMA_authmethod

{
IMA_ AUTHMETHOD_NONE
IMA_AUTHMETHOD_CHAP
IMA_AUTHMETHOD_SRP
IMA_AUTHMETHOD_KRB5
IMA_AUTHMETHOD_SPKM1
IMA_AUTHMETHOD_SPKM2

} IMA_ AUTHMETHOD;

o~ WON-=O

.p5.2 Fields

.$5.2.1 IMA_AUTHMETHOD_NONE

is indicates that no authentication is performed.

is symbol has the value 0.

.p5.2.2 IMA_AUTHMETHOD_CHAP

is indicates that Challenge Handshake Authentication Protocol (CHAP) authenticati
mpatible with IETF RFC 3720 is pefformed.

is symbol has the value 1.

.p5.2.3 IMA_AUTHMETHOD_SRP

20 is performed,

is symbol has-the value 2.

.$5.2.4<~IMA_AUTHMETHOD_KRB5

is~indicates that Kerberos V5 (KRB5) authentication compatible with IETF RFC 3720

is indicates that Secure Remote Password (SRP) authentication compatible with IETF RE

S

rfarmad
HoeHRea-

p

This symbol has the value 3.

5.55.2.5 IMA_AUTHMETHOD_SPKM1

This indicates that Simple Public Key Mechanism one (SPKM1) authentication compatible with
IETF RFC 3720 is performed.

This symbol has the value 4.
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5.55.2.6 IMA_AUTHMETHOD_SPKM2

E)

This indicates that Simple Public Key Mechanism two (SPKM2) authentication compatible with
IETF RFC 3720 is performed.

This symbol has the value 5.

5.56 IMA_CHAP_INITIATOR_AUTHPARMS

5.56.1 Format

5.
5.
w

implementation will perform when a-challenge fails.

w
th

5.

Ar

TH

.p6.2.3 namelength

typedef struct IMA_chap_initiator_authparms

{
IMA_UINT retries;
IMA_BYTE name[512];
IMA_UINT namelength;
IMA_UINT minValueLength;
IMA_UINT maxValuelLength;
IMA_BYTE challengeSecret[256];
IMA_UINT challengeSecretLength;
IMA_BYTE reserved[512];

} IMA_CHAP_INITIATOR_AUTHPARMS;
6.2 Fields

56.2.1 retries

hen this structure is retrieved this- field contains the number of retries that t

hen this structure is being set this field contains the recommended number of retries th
b implementation should use: The implementation is free to ignore this value if it chooses.

66.2.2 name

array of one or(more bytes and shall be formatted per section 4.1 of RFC 1994.

e number of bytes that have been set in name.

he

at

5.

66.2.4 minValueLength

When this structure is retrieved this field contains the minimum number of bytes that can be

us

ed by the implementation to construct the CHAP Value.

When this structure is being set this field contains the recommended minimum number of
bytes to be used by the implementation to constructor the CHAP Value.

5.56.2.5 maxValuelLength

When this structure is retrieved this field contains the maximum number of bytes that can be
used by the implementation to construct the CHAP Value.
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When this structure is being set this field contains the recommended maximum number of
bytes to be used by the implementation to constructor the CHAP Value.

5.56.2.6 challengeSecret

W

hen this structure is retrieved this field is unused and this array shall contain all zeros.

When this structure is set this field contains the CHAP Secret that is used when computing
the hash value that is used to challenge a target. It is also used to compute the hash value
when challenged by a target.

5.
w

W

TH

TH

TH

Ci
al

5.

.96.2.8 reserved

.6.3 Remarks

.p7 IMA_SRP_INITIATOR_AUTHRARMS

.7.1 Format

66.2.7 challengeSecretLength

hen this structure is retrieved this field is unused and shall contain the value zero.

hen this structure is being set this field contains the the length, in bytes, of the secret th
s been stored in challengeSecret.

is field is reserved and shall be set to all zeros.

is structure is used to set the CHAP initiator authentication parameters for an LHBA.

is structure is included in the IMA_INITIATOR JAUTHPARMS union.

jorithms to use, or their preferred order-of use.

typedef struct IMASrp_initiator_authparms

{
IMA__BXYTE userName[512];
IMAZUINT userNamelLength;
IMA_BYTE reserved[512];

}IMA_SRP_INITIATOR_AUTHPARMS;
67,2\ ' Fields

5.97.2.1 userName

at

rrently, no method is provided to determine-the hash algorithms that may be used, the hagh

The name of the user to be transmitted to the host (in this case the target) as specified in
RFC 2945.

5.57.2.2 userNamelLength

The length, in bytes, of the name specified in userName.

5.57.2.3 reserved

This field is reserved and shall be set to zero.
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5.57.3 Remarks

This structure is used to set the SRP initiator authentication parameters for an LHBA.

This structure is included in the IMA_INITIATOR_AUTHPARMS union.

5.58 IMA_KRBS5_INITIATOR_AUTHPARMS

5.58.1 Format

fypnrinf struct IMA_krb5 initiator anfhpnrme

s =

[3,]

TH

{
IMA_BYTE clientkey[1024];
IMA_UINT clientKeyLength;
IMA_BYTE reserved[2048];

} IMA_KRB5_INITIATOR_AUTHPARMS;

.p8.2 Fields

.p8.2.1 clientKey

hen this structure is retrieved this field shall be set to zero-

hen this structure is set this field shall contain the client key to be used.

.p8.2.2 clientKeyLength

hen this structure is retrieved this field shalbbe set to zero.

hen this structure is set this field shall*contain the length, in bytes, of the client key stored
entKey.

.98.2.3 reserved

is field is reserved and shall be set to 0.

.p8.3 Remarks

is structure iscused to set the Kerberos initiator authentication parameters for an LHBA.

Only target,( authentication is supported; mutual authentication, where the initia

au

thenticates the target and the target authenticates the initiator is not currently supported.

TH

iS-structure is included in the IMA_INITIATOR_AUTHPARMS union.

5.59 IMA_SPKM_INITIATOR_AUTHPARMS

5.59.1 Format

typedef struct IMA_spkm_initiator_authparms

{
IMA_BYTE privateKey[4096];
IMA_UINT privateKeyLength;
void publicKey[4096];

IMA_UINT publicKeyLength;

n

or
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IMA_BYTE reserved[4096];

} IMA_SPKM_INITIATOR_AUTHPARMS;

5.59.2 Fields

5.59.2.1 privateKey

W

W

hen this structure is retrieved this field shall be set to all zeros.

hen this structure is set this field contains the private key of the associated object.

5
w

W

W
pu

TH
LH

TH

N¢
SH

.p9.2.2 privateKeyLength

hen this structure is retrieved this field shall be zero.

hen this structure is set this field contains the length, in bytes, of the private key stored
vateKey.

.59.2.3  publicKey

hen this structure is retrieved this field shall be the currently set public key of t
sociated object.

hen this structure is set this field contains the new public key of the associated object.

.$9.2.4 publicKeyLength

hen this structure is retrieved this field shall be the length, in bytes, of the public key stor
publicKey.

hen this structure is set this field contains the length, in bytes, of the public key stored
blicKey.

.p9.3 Remarks

is structure is used to set.the SPKM1 and SPKM?2 initiator authentication parameters for
BA.

is structure is inclided in the IMA_INITIATOR_AUTHPARMS union.

method is provided to retrieve or control the algorithm identifiers used by SPKM1
PKM2.

.60 IMA_INITIATOR_AUTHPARMS

n

4%
o

n

or

.60.1 Format

typedef union IMA _initiator_authparms

{
IMA_CHAP_INITIATOR_AUTHPARMS chapParms;
IMA_SRP_INITIATOR_AUTHPARMS srpParms;
IMA_KRB5_INITIATOR_AUTHPARMS kerberosParms;
IMA_SPKM_INITIATOR_AUTHPARMS spkmParms;

} IMA_INITIATOR_AUTHPARMS;
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5.60.2 Fields
5.60.2.1 chapParms

The initiator authentication parameters for CHAP
IMA_AUTHMETHOD_CHAP.

5.60.2.2 srpParms

The initiator authentication parameters for SRP

”\”I_\\ ALLTLIMEOTLIAN OCDMD
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if the authentication

if the authentication

method

method

MU TTTIVIISTTTUL  JT\T .

5.60.2.3 kerberosParms

THe initiator authentication parameters for Kerberos
IMA_AUTHMETHOD_KRBS.

5.60.2.4 spkmParms

THe initiator authentication parameters for SPKM

if the authentication

if the authentication

IMA_AUTHMETHOD_SPKM1 or IMA_AUTHMETHOD_SPKM2.

5.60.3 Remarks

THis structure is used as a parameter to the |MA_GetInitiatorAuthParms and t

IMA_SetlnitiatorAuthParms APls.

6| APIs

There are ten groups of APIs in the iSCSI Management API. These groups are:

1. Library and Plugin APIs

Node APIs

Logical HBA APIs

Physical HBA'APIs

Network Portal APls
LogicalyNetwork Port (LNP) APIs
Physical Network Port (PNP) APls
Target APls

oL N o o ke N

Logical Unit (LU) APIs

method

method

ne

10. Miscellaneous APls

6.1 APIs by Category

6.1.1 Library and Plugin APls

There are five APIs that deal with the library and plugins. They are:

1. IMA_GetLibraryProperties
2. IMA_GetPluginOidList
3. IMA_GetPluginProperties
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4. IMA_PluginlOCitl
5. IMA_GetAssociatedPluginOid

6.1.2 Node APIs
There are seven node related APIs. They are:

1. IMA_GetSharedNodeOid
IMA_GetNonSharedNodeOidList

IMA_GetNodeProperties

2

3

4. IMA_SetNodeName
5. IMA_GenerateNodeName
6. IMA_SetNodeAlias

7

IMA_GetAssociatedPluginOid

6.1.3 Logical HBA APIs

THere are 43 logical HBA related APIs. They are:

1. IMA_GetLhbaOidList
IMA_GetLhbaProperties
IMA_GetNetworkPortalOidList
IMA_GetTargetOidList

2

3

4

5. IMA_GetLuOidList
6. IMA_GetDiscoveryProperties

7. IMA_SetlsnsDiscovery

8. IMA_SetSIpDiscovery

9. IMA_SetStaticDiscovery

10. IMAZ-AddStaticDiscoveryTarget
11<MA_RemoveStaticDiscoveryTarget
12. IMA_SetSendTargetsDiscovery

13. IMA_GetlpsecProperties

tHttARemoveStatebata

15. IMA_GetFirstBurstLengthProperties

16. IMA_SetFirstBurstLength

17. IMA_GetMaxBurstLengthProperties

18. IMA_SetMaxBurstLength

19. IMA_GetMaxRecvDataSegmentLengthProperties
20. IMA_SetMaxRecvDataSegmentLength

21. IMA_GetMaxConnectionsProperties
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IMA_SetMaxConnections
IMA_GetDefaultTime2RetainProperties
IMA_SetDefaultTime2Retain
IMA_GetDefaultTime2WaitProperties
IMA_SetDefaultTime2Wait
IMA_GetlnitialR2TProperties
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T

41

N

28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.

42.
43.

IMA_SetlnitialRT2
IMA_GetMaxOutstandingRT2Properties
IMA_SetMaxOutstandingR2T
IMA_GetErrorRecoverylLevelProperties
IMA_SetErrorRecoverylLevel
IMA_GetlmmediateDataProperties
IMA_SetlmmediateData
IMA_GetDataPdulnOrderProperties
IMA_SetDataPdulnOrder
IMA_GetDataSequencelnOrderProperties
IMA_SetDataSequencelnOrder
IMA_GetSupportedAuthMethads
IMA_GetInUselnitiatorAuthMethods

. IMA_SetlnitiatorAuthMethods

IMA_GetlnitiatorAuthParms
IMA_SetlnjtiatorAuthParms

.4 Physical HBA APIs

ere are 15 physical HBA related APIs. They are:

IMA_GetPhbaOidList
IMA_GetPhbaProperties
IMA GetPhbaStatus

2
3
4
5
6.
7
8
9

10.

IMA_GetDiscoveryProperties
IMA_SetlsnsDiscovery
IMA_SetSIpDiscovery
IMA_SetStaticDiscovery
IMA_AddStaticDiscoveryTarget
IMA_RemoveStaticDiscoveryTarget

IMA_SetSendTargetsDiscovery
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11. IMA_GetPnpOidList

12. IMA_GetPhbaDownloadProperties
13. IMA_IsPhbaDownloadFile

14. IMA_PhbaDownload

15. IMA_SetStatisticsCollection

6.1.5 Network Portal APIs

THere are currently three network portal related APIs. They are:
1. IMA_GetNetworkPortalOidList

2. IMA_GetNetworkPortalProperties

3. IMA_SetNetworkPortallpAddress

6.1.6 Logical Network Port (LNP) APIs

THere are currently four logical network port related APIs. They are:
1. IMA_GetLnpOidList

2. IMA_GetPnpOidList

3. IMA_GetLnpProperties

4. IMA_GetNetworkPortStatus

6.1.7 Physical Network Port (PNP) APls
THere are currently four physical network-port related APIs. They are:
1. IMA_GetPnpOidList

IMA_GetNetworkPortStatus

IMA_GetPapProperties

IMA_GetStatisticsProperties

IMA-~GetPnpStatistics

IMA_SetlpConfigMethod
IMA_SetDefaultGateway

2
3
4
5
65 >-MMA_GetlpProperties
4
8
9

IMA_SetDnsServerAddress
10. IMA_SetSubnetMask

6.1.8 Target APIs

There are currently 32 target related APIs. They are:
1. IMA_GetAddressKeys
2. IMA_GetTargetOidList
3. IMA_GetTargetProperties
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IMA_GetStatisticsProperties
IMA_GetTargetErrorStatistics
IMA_SetSendTargetsDiscovery
IMA_GetLuOidList
IMA_GetFirstBurstLengthProperties
IMA_SetFirstBurstLength
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

22.
23.
24.
25.
26.
27.
28;
29.
30.

IMA_GetMaxBurstLengthProperties
IMA_SetMaxBurstLength
IMA_GetMaxRecvDataSegmentLengthPropertie
IMA_SetMaxRecvDataSegmentLength
IMA_GetMaxConnectionsProperties
IMA_SetMaxConnections
IMA_GetDefaultTime2RetainProperties
IMA_SetDefaultTime2Retain
IMA_GetDefaultTime2WaitProperties
IMA_SetDefaultTime2Wait
IMA_GetlnitialR2TProperties

. IMA_SetInitialRT2

IMA_GetMaxOutstandingRT2Properties
IMA_SetMaxOutstandingR2T
IMA_GetErrorRecoverylLevelProperties
IMA_SetErforRecoverylLevel
IMA_GetlmmediateDataProperties
IMA-SetimmediateData
IMA_GetDataPdulnOrderProperties
IMA_SetDataPdulnOrder

IMA_GetDataSequencelnOrderProperties

31.
32.
33.

IMA_SetDataSequencelnOrder
IMA_GetDeviceStatistics
IMA_SetStatisticsCollection

6.1.9 Logical Unit (LU) APIs

There are currently ten logical unit related APls. They are:

1.
2.

IMA_GetLuOid
IMA_GetLuOidList
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IMA_GetLuProperties
IMA_Lulnquiry
IMA_LuReadCapacity
IMA_LuReportLuns
IMA_ExposelLu

IMA_UnexposelLu

3
4
5
6.
7
8
9

IMA_GetStatisticsProperties

10. IMA_GetDeviceStatistics
11. IMA_SetStatisticsCollection

6.1.10 Miscellaneous APIs

THere are six miscellaneous APIls. They are:

—_

IMA_GetObjectType

IMA_FreeMemory
IMA_RegisterForObjectVisibilityChanges
IMA_DeregisterForObjectVisibilityChanges
IMA_RegisterForObjectPropertyChanges
IMA_DeregisterForObjectPropertyChanges
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6.2 APIs by Name

11989 © ISO/IEC:2010(E)

There are 98 APIs in the iSCSI Management API. They are:

1.

IMA_AddDiscoveryAddress

32

IMA_GetLuOidList

2. IMA_AddStaticDiscoveryTarget 33. IMA_GetLuProperties
3. IMA_DeregisterForObjectPropertyChanges 34. IMA_GetMaxBurstl engthProperties
4. IMA_DeregisterForObjectVisibilityChanges 35. IMA_GetMaxConnectionsPropertie's
5. IMA_ExposelLu 36. IMA_GetMaxOutstandingRT2Rropertigs
4. IMA_FreeMemory 37. IMA_GetMaxRecvDataSegmentLength
Properties
1. IMA_GenerateNodeName
38. IMA_GetNetworkPartalOidList
8. IMA_GetAddressKeyProperties
39. IMA_GetNetworkPortalProperties
9. IMA_GetAssociatedPluginOid
40. IMA_GetNetworkPortStatus
10. IMA_GetDataPdulnOrderProperties
41. IMA_GetNodeProperties
11. IMA_GetDataSequencelnOrderProperties
42. IMA “GetNonSharedNodeOidList
12. IMA_GetDefaultTime2RetainProperties
43: IMA_GetObjectType
13. IMA_GetDefaultTime2WaitProperties
44. IMA_GetPhbaDownloadProperties
14. IMA_GetDeviceStatistics
45. IMA_GetPhbaOidList
15. IMA_GetDiscoveryAddressOidList
46. IMA_GetPhbaProperties
16. IMA_GetDiscoveryAddressPropetties
47. IMA_GetPhbaStatus
17. IMA_GetDiscoveryProperties
48. IMA_GetPluginOidList
18. IMA_GetErrorRecoverylevelProperties
49. IMA_GetPluginProperties
19. IMA_GetFirstBurstLengthProperties
50. IMA_GetPnpOidList
20. IMA_GetlmmediateDataProperties
51. IMA_GetPnpProperties
21. IMA_Get|nitialR2TProperties
52. IMA_GetPnpStatistics
22. IMA_@GefInitiatorAuthParms
53. IMA_GetSharedNodeOid
23. IMA=-"GetIlnUselnitiatorAuthMethods
54. IMA_GetStaticDiscoveryTargetOidList
24 IMA _GetlpProperties
55. IMA_GetStaticDiscoveryTargetProperties
25. IMA_GetlpsecProperties
56. IMA_GetStatisticsProperties
26. IMA_GetLhbaOidList
57. IMA_GetSupportedAuthMethods
27. IMA_GetLhbaProperties
58. IMA_GetTargetErrorStatistics
28. IMA_GetLibraryProperties
59. IMA_GetTargetOidList
29. IMA_GetLnpOidList
60. IMA_GetTargetProperties
30. IMA_GetLnpProperties
61. IMA_IsPhbaDownloadFile
31. IMA_GetLuOid
62. IMA_Lulnquiry
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63.
64.
65.
66.
67.
68.

IMA_LuReadCapacity
IMA_LuReportLuns

IMA_PhbaDownload

IMA_PluginlOCtl
IMA_RegisterForObjectPropertyChanges
IMA_RegisterForObjectVisibilityChanges

. IMA_RemoveDiscoveryAddress

- 77 —

81

82.
83.
84.
85.
86.
87.

. IMA_SetInitialRT2
IMA_SetlnitiatorAuthMethods
IMA_SetlnitiatorAuthParms
IMA_SetlpConfigMethod
IMA_SetlsnsDiscovery
IMA_SetMaxBurstLength

IMA_SetMaxConnections

1
o © o] ~ (o)) )] R w N

. IMA_RemoveStaleData

. IMA_RemoveStaticDiscoveryTarget
. IMA_SetDataPdulnOrder

. IMA_SetDataSequencelnOrder
. IMA_SetDefaultGateway

. IMA_SetDefaultTime2Retain

. IMA_SetDefaultTime2Wait

. IMA_SetDnsServerAddress

. IMA_SetErrorRecoverylLevel

. IMA_SetFirstBurstLength

. IMA_SetimmediateData

88.
89.
90.
91.
92.
93.
94.
95.
96.
O~
98.

IMA_SetMaxOutstandingR2T
IMA_SetMaxRecvDataSegmentLiéngth
IMA_SetNetworkPortallpAddress
IMA_SetNodeAlias
IMA_SetNodeNanie
IMA_SetSendTargetsDiscovery
IMA_SetSlpDiscovery
IMA~SetStaticDiscovery

IMA _SetStatisticsCollection
IMA_SetSubnetMask

IMA_UnexposelLu
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6.2.1 IMA_AddDiscoveryAddress

6.2.1.1 Synopsis

E)

Adds a discovery address to be used for send targets discovery by the specified physical
network port or logical HBA.

6.2.1.2 Prototype

IMA_STATUS IMA_AddDiscoveryAddress(

Jk i %/ INA _ O |
T T

oi

di

pL

.2.1.3 Parameters

214 Typical return values

LA Tiviry_OTD UTd;

[*in*/ const IMA_TARGET_ADDRESS discoveryAddress,
[* out */ IMA_OID *pDiscoveryAddressQOid

);

/
The object ID of the PNP or LHBA to which the discovery address is‘\being added.
bcoveryAddress

The target address of the target to add to the specified/RNP’s or LHBA's list of discovg
addresses that are to be used in a send targets discovery’session.

iscoveryAddressOid

A pointer to a IMA_OID structure allocated by the caller or NULL. If not NULL,
successful return it will contain the OID of\the discovery address added by this API.

A_STATUS_REBOOT_NECESSARY

Returned if a reboot is necgssary before the discovery address is used by the PNP or t
LHBA in a send targets_discovery session.

A_ERROR_NOT_SUPPORTED
Returned if send-fargets discovery is not supported by the specified PNP or LHBA.
A_ERROR_INVALID_PARAMETER

ReturnedVif discoveryAddress is NULL or specifies a memory area from which data cann
be read. Also, returned if discoveryAddress specifies an empty structure.

]

y

ot

IM

IM

IM

- N LL D A Lol o NN B L A LL L 1 L b e L L L
M\CuwJrrreu mn [JUIObUVb'Iy/—\uUIU-)OUIU 1S TTUOU INULL dallu bpcblllcb d IIIUIIIUIy alcd U WITIUIT Ua
cannot be written.

A_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
A_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a PNP or LHBA object.
A_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a PNP or LHBA that is currently known to the system.

ta
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6.2.1.5 Remarks

The discovery address is persistent, i.e., it will continue to be used until removed by the
IMA_RemoveDiscoveryAddress API.

It is not an error to specify a discovery address that is already being used.

This call does not verify that the specified discovery address exists or that the PNP or LHBA
has sufficient rights to login into the specified discovery address.

If [the return value from this APl is IMA_SUCCESS then an attempt to use the discavgry
address in a send targets discovery session will be made by the iSCSI stack as seon ps
pdssible, possibly before the API returns control to the caller. If a client wishes to know when
the target(s) represented by the discovery address are discovered it should ‘call the
IMA_RegisterForObjectVisibilityChanges API before calling this API to registefOa-notificatipn
fupction.

If the return value from this APl is IMA_STATUS_REBOOT_NECESSARY then an attempt|to
use the discovery address will be made by the iSCSI stack on réboot. This discovery|i
gyaranteed to have been attempted by the time the top of the iSCSI-stack finishes initializing.
THis may or may not occur prior to the time an IMA client can exécute.

»

6.2.1.6 Support

Mandatory if the sendTargetsDiscoverySettable field insxthe IMA_DISCOVERY_PROPERTIES
structure returned by IMA_GetDiscoveryProperties is true for the same oid.

6.2.1.7 See Also
IMA_RemoveDiscoveryAddress
IMA_GetDiscoveryAddressProperties
IMA_RegisterForObjectVisibilityChanges
IMA_GetDiscoveryProperties

6.2.2 IMA_AddStaticDiscoveryTarget
6.2.2.1 Synopsis

Adds a target to be statically discovered by the specified physical network port or logical HBA.

6.2.2.2 Prototype

IMA_STATUS IMA_AddStaticDiscoveryTarget(
[*in ¥/ IMA_OID oid,
[*in*/ constIMA_STATIC_DISCOVERY_TARGET staticDiscoveryTarget,
/* out */ IMA_OID *pStaticDiscoveryTargetOid

)!
6.2.2.3 Parameters

oid
The object ID of the PNP or LHBA to which the target to be discovered is being added.
staticDiscoveryTarget

The name and target address of the target to add to the specified PNP’s or LHBA’s list of
targets that are to be statically discovered.
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pStaticDiscoveryTargetOid

E)

A pointer to a IMA_OID structure allocated by the caller or NULL. If not NULL, on

successful return it will contain the OID of the static discovery target added by this API.

6.2.2.4 Typical return values

IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before discovery of the specified target takes affect.

TH
re

ot

TH

3.
(o)

If

A _ERROR_NOT_SUPPORTED
Returned if static target discovery is not supported by the specified PNP or LHBA:
A _ERROR_INVALID_PARAMETER

Returned if staticDiscoveryTarget is NULL or specifies a memory area, from which dg
cannot be read. Also, returned if staticDiscoveryTarget specifies an empty structure.

Returned if pStaticDiscoveryTargetOid is not NULL and specifies)a memory area to whi
data cannot be written.

A_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type:
A_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a PNP or LHBA object.
A_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a RNP or LHBA that is currently known to the system.

.2.2.5 Remarks

e discovery of the target\is persistent, i.e., it will continue to be “discovered” until it
moved using IMA_RemoOvgStaticDiscoveryTarget.

is not an error to.specify a target that is already being discovered, either statically or
her methods.

is call does'not verify that the specified target exists or that the PNP or LHBA has sufficig

ghts to Jogin into the specified target.

the.return value from this APl is IMA_SUCCESS then an attempt to discover the specifi

adtla) anll bha oo oada by thn IQOQL otonl on oo oo Aol ibhla _pnoccoiblh, bafora tha ADI -t

S

nt

2d

ta

gotto/ Wi oCTTauC oy T FRrooT-StatKk—as—Soe—as POSSTOTCS puooluly Petofre—the—Art+Fetur

S

control to the caller. If a client wishes to know when the target(s) is/are actually discovered it
should call the IMA_RegisterForObjectVisibilityChanges API before calling this API to register
a notification function.

If the return value from this APl is IMA_STATUS_REBOOT_NECESSARY then an attempt to
discover the specified target(s) will be made by the iSCSI stack on reboot. This discovery is
guaranteed to have been attempted by the time the top of the iSCSI stack finishes initializing.
This may or may not occur prior to the time an IMA client can execute.

When a client is finished using the returned list it shall free the memory used by the returned
list by calling IMA_FreeMemory.
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6.2.2.6 Support

Mandatory if the staticDiscoverySettable field in the IMA_DISCOVERY_PROPERTIES
structure returned by IMA_GetDiscoveryProperties is true for the same oid.

6.2.2.7 See Also

IMA_RemoveStaticDiscoveryTarget

IMA_GetStaticDiscoveryTargetProperties
IMA _RegisterForObjectVisibilityChanges

6
6.
D

pd

6.2.3.5 Suppofrt

Mandatory

6.
TH

.2.3.2 Prototype

.2.3.3 Parameters

.2.3.4 Typical return values

A_GetDiscoveryProperties

A_SetStaticDiscovery
3 IMA_DeregisterForObjectPropertyChanges
.31 Synopsis

registers a client function to be called whenever an object’s property.changes.

IMA_STATUS IMA_DeregisterForObjectPropertyChanges (
[*in */ IMA_OBJECT_PROPERTY_FN pClientFn
);

lientFn

A pointer to an IMA_OBJECT_PROPERTFY: FN function defined by the client that w
previously registered using the IMA:> RegisterForObjectPropertyChanges API. (
successful return this function will no,longer be called to inform the client of object prope
changes.

A_ERROR_INVALID_PARAMETER

Returned if pClientFn.\is"TNULL or specifies a memory area that is not executable.

p.3.6 Remarks

as
Dn

ty

efunction specified by pClientFn will no longer be called whenever an object’'s prope

ch

anges.

It is not an error to unregister a client function that is not registered.

6.2.3.7 See Also

IM

A_RegisterForObjectPropertyChanges

6.2.4 IMA_DeregisterForObjectVisibilityChanges

6.2.4.1 Synopsis

Deregisters a client function to be called whenever a high level object appears or disappears.
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6.2.4.2 Prototype

IMA_STATUS IMA_DeregisterForObjectVisibilityChanges (
[*in */ IMA_OBJECT_VISIBILITY_FN pClientFn
);

6.2.4.3 Parameters

pClientFn

E)

A pointer to an IMA_OBJECT_VISIBILITY_FN function defined by the client that was

successful return this function will no IongeTr be called to inform the client of object viéibil
changes.
6.2.4.4 Typical return values
IMA_ERROR_INVALID_PARAMETER
Returned if pClientFn is NULL or specifies a memory area that is not.executable.
6.2.4.5 Support
Mandatory
6.2.4.6 Remarks
THe function specified by pClientFn will be no longer-be called whenever high level objeq
appear or disappear.
It [s not an error to unregister a client functioncthat is not registered.
6.2.4.7 See Also
IMA_RegisterForObjectVisibilityChatges
6.2.5 IMA_ExposelLu
6.2.5.1 Synopsis
EXposes the specified logical unit to the operating system.
6.2.5.2 Prototype
IMA> STATUS IMA_ExposeLu(
[*in*/ IMA_OID IuOid
);
6.2.5.3 Parameters
luOid

The object ID of the LU to expose to the operating system.

6.2.5.4 Typical return values

IM

IM

A_STATUS_REBOOT_NECESSARY
Returned if a reboot is necessary before the LU is exposed to the OS.

A_ERROR_NOT_SUPPORTED

n
ty

—

S
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Returned if the LHBA associated with the LU does not support selective exposing/exposing

of logical units.

A_ERROR_INVALID_OBJECT_TYPE

Returned if luOid does not specify any valid object type.
A_ERROR_INCORRECT_OBJECT_TYPE

Returned if luOid does not specify a LU object.

TH
wh
th

If
an
ao
se

6.

Mandatory if the “/uExposingSupported field of the IMA_LHBA_PROPERTIES structy
urned by theXIMA_GetLhbaProperties API for the LHBA that is associated with the LU hpgs

re
th

6.

.2.5.5 Remarks

A_ERROR_OBJECT_NOT_FOUND

Returned if luOid does not specify a LU that is currently known to the system.
A_ERROR_LU_EXPOSED

Returned if luOid specifies a LU that is currently exposed to the operating system.
A_ERROR_TARGET_TIMEOUT

Returned if the target associated with the specified LU failed tosrespond to an iSCSI log
request from an initiator.

A_ERROR_LOGIN_REJECTED

Returned if the target associated with the specified KU rejected an iSCSI login requsg
from an initiator.

e exposing of the LU is persistent, i.e. the LU will continue to be exposed to the (
enever the associated device driver loads, until a successful call to IMA_UnexposelLu
b same LU.

p session has not already been(created with the target associated with the logical unit th
iSCSI login will be performed with the target to ensure that the initiator has permission
cess the target. If a session\already exists between the LHBA and the target then anoth
ssion may or may not belcreated, at the discretion of the LHBA software and firmware.

p.5.6 Support

b value IMATRUE.

p.5.7 See Also

n

st

or

En
to
er

Cq

ncepts: Target Object IDs and Logical Unit Object IDs

IMA_UnexposelLu
IMA_GetLuld
IMA_GetLuOidList

6.2.6 IMA_FreeMemory

6.2.6.1 Synopsis

Frees memory returned by an IMA API.
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6.2.6.2 Prototype
IMA_STATUS IMA_FreeMemory(

[*in*/ void *pMemory
);
6.2.6.3 Parameters

pMemory

A pointer to memory returned by an IMA API, such as IMA_OID_LIST structure returned by
thretibrary—fthespecifiedpoimter is NUttthemthefunctiomrsucceeds; but takes moactign.
On successful return if the specified pointer is non-NULL the allocated memory is freed.

6.2.6.4 Typical return values
IMA_ERROR_INVALID_PARAMETER

Returned if pMemory is non-NULL and specifies a memory area to which data cannot pe
written.

6.2.6.5 Support

Mandatory

6.2.6.6 Remarks

Clients shall free all IMA_OID_LIST structures returned by any API by using this function.

6.2.6.7 See Also
IMA_GetLhbaOidList
IMA_GetLnpOidList
IMA_GetLuOidList
IMA_GetNonSharedNodeOidList
IMA_GetPhbaOidList
IMA_GetPnpOidList
IMA_GetTargetOidList

6.2.7 IMA_GenerateNodeName
6.2.7.1 Synopsis

Generatesia’‘unique’ node name for the currently running system.

6.27:2 Prototype

IMA_STATUS IMA_GenerateNodeName(
/* out */ IMA_NODE_NAME generatedName
);

6.2.7.3 Parameters

generatedName

On successful return contains the generated node name.
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6.2.7.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if generatedName is NULL or specifies a memory area to that data cannot be

written.

6.2.7.5 Remarks

This API only generates a single name for a system, therefore it shall only be used to

g

Th
IM

TH
ru
al
sh

6.2.7.6 Support
Mandatory
6.2.7.7 See Also

IM
IM
IM
EXx

6.
6.

Gets the address keys of a target.

6.

ta

.2.8.3 Parameters

% b L <l ol PR 3 ball + b P~ % k. <l 2l
MeTatv TS olmfarTu TTUUT TTaliTe, TU olTTdll TTUT VT UoTU TU YT TiTTalt TTUTToTtdirTvu TTUu T TTAalTivo.

is API call only generates a node name, it does not set the node name. To do that'call t
A_SetNodeName API.

e name generated by this APl is based on the name of the computer that"the client
nning on. This APl does not search the network to ensure that the generated name is n
eady in use. If the client chooses to use the node name generated by-this API the clie
ould ensure that the node name is not already being used by another\node.

A_GetSharedNodeOid
A_GetNonSharedNodeOidList
A _SetNodeName

ample of Setting a Node Name

p.8 IMA_GetAddressKeys

p.8.1 Synopsis

p.8.2 Prototype

IMA_STAFMJS IMA_GetAddressKeys(

[rin=/ IMA_OID targetOid,

/~out*/ IMA_ADDRESS_KEYS **ppKeys
)

is
ot
nt

getOid

The object ID of the target whose address keys are being retrieved.

ppKeys

A pointer to a pointer to an IMA_ADDRESS_KEYSstructure allocated by the caller. On

successful return this will contain a pointer to an IMA_ADDRESS_KEYS structure.

6.2.8.4 Typical return values

IM

A_ERROR_INVALID_PARAMETER

Returned if ppKeys is NULL or specifies a memory area to which data cannot be written.
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IMA_ERROR_INVALID_OBJECT_TYPE

Returned if targetOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if targetOid does not specify a target object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if targetOid does not specify a target that is currently known to the system.

IMA_ERROR_TARGET_TIMEOUT

Returned if the target failed to respond to an iSCSI discovery session creation ffom pn
initiator.

6.2.8.5 Remarks

THe returned list of address keys is guaranteed to contain no duplicate valdes.

When a client is finished using the returned keys structure it shallfree the memory used py
the list by calling IMA_FreeMemory.

6.2.8.6 Support

Mandatory

6.2.8.7 See Also

IMA_FreeMemory

6.2.9 IMA_GetAssociatedPluginOid

6.2.9.1 Synopsis

Gets the object ID for the plugin-associated with the specified object ID.

6.2.9.2 Prototype

IMA_STATUS IMA_GetAssociatedPluginOid(
[*in %/ IMA_OID oid
[*oub*/  IMA_OID *pPluginOid

);

6.2.9.3 Rarameters

oigl

Tha ohicet 1D
TTIC L% L

£
OoJCT |=aav

pPluginOid

A pointer to an IMA_OID structure allocated by the caller. On successful return this will
contain the object ID of the plugin associated with the object specified by oid. This can
then be used to work with the plugin, e.g., to get the properties of the plugin or the send
the plugin an IOCtl.

6.2.9.4 Typical return values

IMA_ERROR_INVALID_PARAMETER
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Returned if oid specifies an object not owned by a plugin, but instead one that is owned by

the library.

Returned if pPluginOid is NULL or specifies a memory area to which data cannot be

written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid specifies an object with an invalid type.

”\ A_LCDDAD MAD ICAT ANOT CALINMD
VITU_ CTNI\UT\_CODuUrC T A | T 9 =4

Returned if oid does not specify a plugin that is currently known to the system.
IMA_ERROR_PLUGINS_NOT_SUPPORTED

Returned if the library implementation does not support plugins.

6.2.9.5 Remarks

None

6.2.9.6 Support
Mandatory
6.2.9.7 See Also

Ex{ample of Getting an Associated Plugin ID
IMA_PluginlOCtl

6.2.10 IMA_GetDataPdulnOrderProperties

6.2.10.1 Synopsis

Gegts the DataPDUInOrder iISCSHMogin parameter properties for the specified logical HBA

target.

6.2.10.2 Prototype

IMA_STATYS IMA_GetDataPdulnOrderProperties(
[* inxf IMA_OID oid,
[Yout*/ IMA_BOOL_VALUE *pProps

);

6.2.10.3 SParameters

oidgl

or

The object ID of the LHBA or target whose DataPDUInOrder properties are to be

retrieved.

pProps

A pointer to an IMA_BOOL_VALUE structure allocated by the caller. On successful return
this structure will contain the DataPDUInOrder properties for the specified LHBA or

target.

6.2.10.4 Typical return values
IMA_ERROR_INVALID PARAMETER
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Returned if pProps is NULL or specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned ifoid does not specify a LHBA or target object.

IMA_ERROR_OBJECT_NOT_FOUND

E)

N¢

6.

Returned if oid does not specify a LHBA or target that is currently known to the system:

.2.10.5 Remarks

ne

.10.6 Support

Mandatory for both LHBAs and targets

6.
IM

I =9 ©

[=2]

oi

P.10.7 See Also
A_SetDataPdulnOrder
CSI| Session and Connection Parameters

.11 IMA_GetDataSequencelnOrderProperties
p.11.1  Synopsis

ts the DatasSequenceInOrder iSCSI login parameter properties for the specified logid
A or target.

.2.11.2  Prototype

IMA_STATUS IMA .GetDataSequencelnOrderProperties(
/*in */ IMA:OID oid,
[* out */ IMA_BOOL_VALUE *pProps

);

.2.11.3 Parameters

i

The object ID of the LHBA or target whose DataSequenceInOrder properties are to
retrieved.

al

rops

pA

A pointer to an IMA_BOOL_VALUE structure allocated by the caller. On successful return

this structure will contain the bataSequenceInOrder properties for the specified LHBA
target.

6.2.11.4 Typical return values

IM

IM

A_ERROR_INVALID_PARAMETER

or

Returned if pProps is NULL or specifies a memory area to which data cannot

be written.

A_ERROR_INVALID_OBJECT_TYPE
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Returned if oid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned ifoid does not specify a LHBA or target object.

IMA_ERROR_OBJECT_NOT_FOUND
Returned if oid does not specify a LHBA or target that is currently known to the

system.

N¢

.2.11.5 Remarks

ne

6.2.11.6 Support

Mandatory for both LHBAs and targets

6.
IM
iS

IO =9 ©

[=2]

oi

PpA

p.11.7 See Also
A_SetDataSequencelnOrder

CS| Session and Connection Parameters
p.12 IMA_GetDefaultTime2RetainProperties
p.12.1  Synopsis

ts the DefaultTime2Retain iSCSI login parameter properties for the specified logid
A or target.

.2.12.2 Prototype

IMA_STATUS IMA_GetDefaultTime2RetainProperties(
[*in ¥/ IMA_OID.qid;
/*out*/  IMA_MINyMAX_VALUE *pProps

);

.2.12.3 Parameters

The object ID.ef)the LHBA or target whose DefaultTime2Retain properties are to
retrieved.

rops

al

pe

ful

A pointer to an IMA_MIN_MAX_VALUE structure allocated by the caller. On success
o i . , , :  thic LILIBA

6.2.12.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA object.
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IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA that is currently known to the system.

6.2.12.5 Remarks

The returned structure contains the minimum and maximum values for the implementation,

which may or may not be the minimum and maximum values as found in IETF RFC 3720.

6.2.12.6 Support

MLndatory for both LHBAs and targets

6.2.12.7 See Also
IMA_SetDefaultTime2Retain

iSCSI Session and Connection Parameters
6.2.13 IMA_GetDefaultTime2WaitProperties

6.2.13.1 Synopsis

Gets the DefaultTime2Wait iSCSI login parameter properties-for the specified logical HBA

or[target.

6.2.13.2 Prototype

IMA_STATUS IMA_GetDefaultTime2WaitRroperties(
/*in */ IMA_OID oid,
[*out* IMA_MIN_MAX_ VALUE *pProps

);

6.2.13.3 Parameters
oidgl

The object ID of the LHBA or target whose DefaultTime2Wait properties are to
retrieved.

pRrops

or target-

6.2.13.4~ Typical return values

A pointer to @an-IMA_MIN_MAX_VALUE structure allocated by the caller. On success
return this strdCture will contain the DefaultTime2Wait properties for the specified LHBA

De

ful

IMA=ERROR—NVALID-PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or target object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.


https://standardsiso.com/api/?name=03df08014d687311d8409896bb0a954b

11989 © ISO/IEC:2010(E) -91 -

6.2.13.5 Remarks

The returned structure contains the minimum and maximum values for the implementation,
which may or may not be the minimum and maximum values as found in IETF RFC 3720.

6.2.13.6 Support
Mandatory for both LHBAs and targets
6.2.13.7 See Also

IMA_SetDefaultTime2Wait

iSCSI Session and Connection Parameters

6.2.14 IMA_GetDeviceStatistics
6.2.14.1 Synopsis

Gets the statistics of the specified target or logical unit which is expesed to the operatipg
syjstem.

6.2.14.2 Prototype

IMA_STATUS IMA_GetDeviceStatistics(

[*in*/ IMA_OID oid,

/* out */ IMA_DEVICE_STATISTICS *pStats
);
6.2.14.3 Parameters

The object ID of the target or LU whosgystatistics are being retrieved.
pStats

A pointer to an IMA_DEVICE. STATISTICS structure allocated by the caller. On successjul
return it will contain the statistics of the specified target or LU.

6.2.14.4 Typical return values
IMA_ERROR_INVALID PARAMETER
Returned if-pStats is NULL or specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LU object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LU that is currently known to the system.
IMA_ERROR_LU_NOT_EXPOSED

Returned if oid specifies a target that has no LUs exposed to the operating system.

Returned if oid specifies a LU that is not exposed to the operating system.
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IMA_ERROR_STATS_COLLECTION_NOT_ENABLED

6.

Returned if statistics collection is not enabled for oid.

2.14.5 Remarks

If oid specifies a target then the statistics for the target are returned. At least one LU shall be
exposed to the operating system for the target to have statistics.

If oid specifies a LU then the statistics for the LU are returned. The LU shall be exposed to

th

b operating system for the LU to have statistics.

6.2.14.6 Support

Mandatory if the statisticsCollectionEnabled field of the IMA_STATISTICS BROPERTIE

st

6.

ucture returned by the IMA_GetStatisticsProperties APl has the value IMA,TRUE.

P.14.7 See Also

IMA_STATISTICS _PROPERTIES
IMA_GetLuOidList
IMA_SetStatisticsCollection

6.
6.

P.15 IMA_GetDiscoveryAddressOidList

p.15.1 Synopsis

Gets a list of the object IDs of all the discovery.‘addresses associated with the specifi

lo

6.

fo]]

fofe

jical HBA or physical network port.

.15.2 Prototype

IMA_STATUS IMA_GetDiscoveryAddressOidList(
/*in */ IMA_OID oid;
/*out*/  IMA_OIPNEIST **ppList

);

.2.15.3 Parameters

1

The object ID of\the logical HBA object or a physical network port object for which
retrieve the known discovery addresses.

List

A pointer to a pointer to an IMA_OID_LIST structure. On successful return this will contd

in

a~pointer to an IMA_OID_LIST that contains the object IDs of all of the discove

addresses assoclated with the specitied object.

6.2.15.4 Typical return values

IM

IM

IM

A_ERROR_INVALID _PARAMETER

Returned if ppList is NULL or specifies a memory area to which data cannot be written.
A_ERROR_NOT_SUPPORTED

Returned if send targets discovery is not supported by the specified PNP or LHBA.
A_ERROR_INVALID_OBJECT_TYPE
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Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or a PNP object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify an object that is currently known to the system.

6.2-15.5——Remarks

THe returned list is guaranteed to not contain any duplicate entries.

When a client is finished using the returned list it shall free the memory used by the list

calling IMA_FreeMemory.

6.2.15.6 Support

Mandatory if the sendTargetsDiscoverySettable field in the IMA_DISCOVERY_PROPERTIE

structure returned by IMA_GetDiscoveryProperties is true for the same oid.

6.2.15.7 See Also
IMA_FreeMemory
IMA_AddDiscoveryAddress
IMA_RemoveDiscoveryAddress

IMA_GetDiscoveryAddressProperties

6.2.16 IMA_GetDiscoveryAddressProperties
6.2.16.1 Synopsis

Gets the properties of the specified discovery address.

6.2.16.2 Prototype

IMA_STATUS(IMA_GetDiscoveryAddressProperties(
[*in */ IMA_OID discoveryAddressOid,
/* out&H~ IMA_DISCOVERY_ADDRESS_ PROPERTIES *pProps

);

6.2.16.3 Parameters

discoveryAddressTargetOid

The.object ID of the discovery address whose properties are being retrieved.

pProps

A pointer to an IMA_DISCOVERY_ADDRESS_PROPERTIES structure allocated by the
caller. On successful return this will contain the properties of the discovery address

specified by discoveryAddressOid.

6.2.16.4 Typical return values
IMA_ERROR_INVALID PARAMETER
Returned if pProps is NULL or specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE
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Returned if discoveryAddressOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if discoveryAddressOid does not specify a discovery address.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if discoveryAddressOid does not specify a discovery address that is currently
known to the system.

6.2.16.5 Remarks

None

6.2.16.6 Support
Mandatory

6.2.16.7 See Also
IMA_AddStaticDiscoveryTarget

IMA_RemoveStaticDiscoveryTarget
IMA_GetStaticDiscoveryTargetOidList

6.2.17 IMA_GetDiscoveryProperties
6.2.17.1 Synopsis
Gets the discovery properties of the specified physical or logical HBA.

6.2.17.2 Prototype
IMA_STATUS IMA_GetDiscoveryProperties(

[*in */ IMA_OIP pid,
\ /*out*/  IMA_DISCOVERY_PROPERTIES *pProps
6.2.17.3 F;arameters
oigl
The object ID{of the PHBA or LHBA whose discovery properties are being retrieved.
pRrops

A/pointer to an IMA_DISCOVERY_PROPERTIES structure allocated by the caller. On
stccessful return it will contain the discovery properties of the specified PHBA or LHBA.

6.2.17.4 Typical return values
IMA_ERROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a PHBA or LHBA object.


https://standardsiso.com/api/?name=03df08014d687311d8409896bb0a954b

11989 © ISO/IEC:2010(E) - 95 -

IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a PHBA or LHBA that is currently known to the system.

6.2.17.5 Remarks

None

6.2.17.6 Support

.17.7 See Also
A_GetPhbaOidList
A_GetLhbaOidList
A_SetlsnsDiscovery
A_SetSIpDiscovery
A_SetStaticDiscovery
A_SetSendTargetsDiscovery

.18 IMA_GetErrorRecoverylLevelProperties
.18.1 Synopsis

ts the ErrorRecoveryLevel iSCSI loginvproperties for the specified logical HBA
tafget.

6.2.18.2 Prototype

IMA_STATUS IMA_GetEtrorRecoverylLevelProperties(
/*in */ IMA_OQIB-0id,
/*out*/  IMAYMIN_MAX_VALUE *pProps

);

6.2.18.3 Parameters
oidgl

The object<lb-"of the LHBA or target whose ErrorRecoveryLevel properties are to
retrieved-

pRrops

or

pe

A pointer to an IMA_MIN_MAX_VALUE structure allocated by the caller. On success

ul

return this structure will contain the ErrorRecoveryLevel properties for the specified

LHBA or target.

6.2.18.4 Typical return values
IMA_ERROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
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IMA_ERROR_INCORRECT_OBJECT_TYPE
Returned ifoid does not specify a LHBA or target object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.18.5 Remarks

The—teturned—structure—contains—the—minimum—and—maximum—Vvalues—for-the implnmnnfgfir‘n

which may or may not be the minimum and maximum values as found in IETF RFC 3720,

6.2.18.6 Support

Mandatory for both LHBAs and targets.

6.2.18.7 See Also
IMA_SetErrorRecoverylLevel

iSCSI Session and Connection Parameters
6.2.19 IMA_GetFirstBurstLengthProperties
6.2.19.1 Synopsis

Ge¢ts the FirstBurstLength iSCSI login parameterproperties of the specified logical HBA
or[target.

6.2.19.2 Prototype

IMA_STATUS IMA_GetFirstBurstLengthProperties(
[*in*/ IMA_OID oid,
[*out*/ IMA_MIN_MAX_ VALUE *pProps

);

6.2.19.3 Parameters
oidgl

The object ID of/the’ LHBA or target whose FirstBurstLength properties are to pe
retrieved.

pRrops

A poainter to an IMA_MIN_MAX_VALUE structure allocated by the caller. On successjul
returh this structure will contain the FirstBurstLength properties of the specified LHEIBA
ot target.

6.2.19.4 Typical return values
IMA_ERROR_INVALID PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or target object.
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IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.19.5 Remarks

The returned structure contains the minimum and maximum values for the implementation,
which may or may not be the minimum and maximum values as found in IETF RFC 3720.

6.2.19.6 Support

MLndatory for both LHBAs and targets.

6
IM
IM

6.
6.

ta

.2.19.7 See Also

A_MIN_MAX_VALUE
A_SetFirstBurstLength

.20 IMA_GetimmediateDataProperties

.20.1 Synopsis

Gets the ITmmediateData iSCSI login parameter properties for'the specified logical HBA
get.
p.20.2 Prototype

6.

oi

PpA

IMA_STATUS IMA_GetlmmediateDataProperties(
/*in */ IMA_OID oid,
[* out */ IMA_BOOL_VALUE *pProps

);

.2.20.3 Parameters

rops

A pointer to anAMA_BOOL_VALUE structure allocated by the caller. On successful retd

.2.20.4 Typical return values

A_ERROR_INVALID_PARAMETER

The object ID of the LHBA ot target whose ImmediateData properties are to be retrieved.

this structureawilcontain the TmmediateData properties for the specified LHBA or targef.

or

_1
5

IM

IM

IM

Returned if pProps is NUI 1 or specifies a memory area to which data cannot he written
A_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
A_ERROR_INCORRECT_OBJECT_TYPE

Returned ifoid does not specify a LHBA or target object.
A_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.
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6.2.20.5 Remarks

None

6.2.20.6 Support

Mandatory for both LHBAs and targets.

6.2.20.7 See Also

A_SeotlmmediateData

iS
6
6.

CS| Session and Connection Parameters

.2.21 IMA_GetInitialR2TProperties

p.21.1 Synopsis

Ge¢ts the TnitialR2T iSCSI login parameter properties for the specified logical HBA

ta

6.

oi

PpA

get.

p.21.2 Prototype

IMA_STATUS IMA_GetlnitialR2TProperties(
[*in */ IMA_OID oid,
[* out */ IMA_BOOL_VALUE *pProps
);

.2.21.3 Parameters

The object ID of the LHBA or target whose'InitialR2T properties are to be retrieved.
rops

A pointer to an IMA_BOOL_VALUE structure allocated by the caller. On successful retd
this structure will contain the*InitialR2T properties of the specified LHBA or target.

.2.21.4 Typical return-values

A _ERROR_INVALID PARAMETER
Returned if@Props is NULL or specifies a memory area to which data cannot be written.
A_ERROR INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.

or

IM

A_ERRORIINCORRECT OBJECT _TYPE
Returned if oid does not specify a LHBA or target object.
A_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.21.5 Remarks

None
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6.2.21.6 Support

Mandatory for both LHBAs and targets.

6.2.21.7 See Also
IMA_SetlnitialRT2

iS

CSI Session and Connection Parameters

6.2.22 IMA_GetInitiatorAuthParms

6.

p.22.1 Synopsis

Gets the parameters for the specified authentication method on the specified LHBA.

6.

Ih

PpA

p.22.2 Prototype

IMA_STATUS IMA_GetlnitiatorAuthParms(
[*in */ IMA_OID IhbaOid,
[in[ IMA_AUTHMETHOD method,
/*out*/ IMA_INITIATOR_AUTHPARMS *pParms

);

.2.22.3 Parameters

baOid
The object ID of the LHBA whose authentication parameters are to be retrieved.
bthod

The authentication method of the LHBA whose authentication parameters are to
retrieved.

Parms

A pointer to an IMA_INITIATOR_AUTHPARMS structure. On successful return this W
contain the initiator authentication parameters for the specified authentication method
the specified LHBA.

.2.22.4 Typicalreturn values

A_ERROR_NOT_SUPPORTED

Returned/if the getting of authentication parameters is not supported by the specifi
LHB®A=~1n this case, it is likely that LHBA does not support any authentication methods.

pe

ill
DN

A-ERROR_INVALID_PARAMETER

IM

IM

Returned if method does not specify a valid authentication method or does not specify a

supported authentication method.
Returned if method has the value IMA_ AUTHMETHOD_NONE.

Returned if pParms is NULL or specifies a memory area to which data cannot be written.
A_ERROR_INVALID_OBJECT_TYPE

Returned if IhbaOid does not specify any valid object type.
A_ERROR_INCORRECT_OBJECT_TYPE
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Returned if IhbaOid does not specify an LHBA.
A_ERROR_OBJECT_NOT_FOUND

Returned if IhbaOid does not specify an LHBA that is currently known to the system.

6.2.22.5 Remarks

None

6.7.22.6 Support

Optional

6.
IM
Cl

6.
6.

Gets the authentication methods currently in use by the speeified logical HBA.

6.

Ih

pMethodCount

pMethodLlist

.2.23.3 Parameters

p.22.7 See Also
A_SetlnitiatorAuthParms
ent Implementation Notes: Transmission of Authorization Parameters

.23 IMA_GetinUselnitiatorAuthMethods

p.23.1 Synopsis

p.23.2 Prototype

IMA_STATUS IMA_GetInUselnitiatorAuthMethods(
/*in */ IMA_OID IhbaOid,
[/*in, out */] IMA_UINT *pMethodCount,
/*out*/ IMA_AUTHMETHOD *pMethodList;

);

paOid

The object ID of an LHBA-whose authentication methods are to be retrieved.

contain thesmaximum number of entries that can be placed into pMethodList. On return
will contain-the number of entries that could be placed into pMethodList.

alloecaotad ba tha oollae Thio

Apaointaor o o0 oo, £ IMMA _ALITLIMNMETLIAN
T =T A=~

L o W7~y I BA-EA L
7 PUTItCT o ar array O i1 vo O anmoTatCU— oy trC—oaicT.— ringo varac—rray

A pointer to anJIMA_UINT allocated by the caller. On entry the pointed to value shpll

it

e

NULL. If this value is not NULL on successful return the array will be filled in with the
authentication methods currently being used by the LHBA. These entries will be sorted in

decreasing order of preference for use by the LHBA.

If this value is NULL then the value pointed to by pMethodCount on entry shall be zero.

6.2.23.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if pMethodList specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE
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Returned if IhbaOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if IhbaOid does not specify an LHBA.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if IhbaOid does not specify an LHBA that is currently known to the system.

THis API is the counterpart of the IMA_SetinitiatorAuthMethods API. The list of authenticati
methods returned by this APl is the same list, in the same order, as those specified to) the Iz
successful call to IMA_SetlnitiatorAuthMethods. If no  successful.Vcall
IMA_SetlnitiatorAuthMethods has been made then the authentication methods in\the return
list and their order in the list is vendor specific.

A puccessful call to this API will always return at least one authenticationdnethod.
THe returned list is guaranteed to contain no duplicate values.

THe number of authentication methods returned in pMethodList will be the minimum of t
vdlue in *pMethodCount on entry to the APl and the value)of *pMethodCount on succes
refurn from the API.

If [the call fails and the value of pMethodList isgnot NULL then the data pointed to
pMethodList will be unchanged.

6.2.23.6 Support
Mandatory
6.2.23.7 See Also

IMA_GetSupportedAuthMetheds
IMA_SetlnitiatorAuthMethods

6.2.24 IMA_GetlpProperties
6.2.24.1 Synopsis

Gets the IP properties of the specified physical network port.

6.2.24.2..> Prototype

bn
st
to
bd

IMA_STATUS IMA_GetlpProperties(

Frf HHA—ODoid;

/* out */ IMA_IP_PROPERTIES *pProps
);
6.2.24.3 Parameters

oid
The object ID of the PNP whose IP properties are to be retrieved.

pProps

A pointer to an IMA_IP_PROPERTIES structure. On successful return this will contain the

IP properties of the PNP specified by oid.
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6.2.24.4 Typical return values
IMA_ERROR_INVALID PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a PNP object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a PNP that is currently known to the system.

6.2.24.5 Remarks

None

6.2.24.6 Support

ndatory

6.2.24.7 See Also
A_SetDefaultGateway
A_SetDnsServerAddress
A_SetlpConfigMethod
A_SetSubnetMask

6.2.25 IMA_GetlpsecProperties
6.2.25.1 Synopsis

ts the IPsec properties of the specified physical network port or logical HBA.

6.2.25.2 Prototype
IMA_STATUS IMA_GetlpsecProperties(
£ ¢/ IMA_OID oid,
Fout*/ IMA_IPSEC_PROPERTIES *pProps
);
6.2.25.3,.> Parameters

phbaQid

The object ID of the PNP or LHBA whose IPsec properties are being retrieved.
pProps

A pointer to an IMA_IPSEC_PROPERTIES structure allocated by the caller. On successful
return this will contain the IPsec properties of the specified PNP or LHBA.

6.2.25.4 Typical return values
IMA_ERROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
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A_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
A_ERROR_INCORRECT_OBJECT_TYPE

Returned if pid does not specify a PNP or LHBA object.
A_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a PNP or LHBA that is currently known to the system.

of

6.2.25.6 Support

Mandatory

6.
IM
IM
IP

6
6.

Gets a list of the object IDs of all the logical HBAs in the system.

6.

PA

6.

.2.25.5 Remarks

.2.26 IMA_GetLhbaOidList

.2.26.3 Parameters

the ipsecSupported field in the returned IMA_IPSEC_PROPERTIES structure has\the val
IMA_FALSE then the values of all other fields in the structure are not defined;

p.25.7 See Also
A_GetLhbaOidList
A_GetPnpOidList

sec Security in Client Usage Notes

p.26.1 Synopsis

P.26.2 Prototype

IMA_STATUS IMA_GetkhbaOidList(
/*out*/  IMAYOID_LIST **ppList
);

List

A pointer toa-pointer to an IMA_OID_LIST structure. On successful return this will contd
a pointertoan IMA_OID_LIST that contains the object IDs of all of the LHBAs currently
the system.

p26.4 Typical return values

in
in

IMA_ERROR_INVALID_PARAMETER

Returned if ppList is NULL or specifies a memory area to which data cannot be written.

6.2.26.5 Remarks

If there are no LHBAs then the call completes successfully and the returned list contains zero
entries.

The returned list is guaranteed to not contain any duplicate entries.

When a client is finished using the returned list it shall free the memory used by the list by

ca

lling IMA_FreeMemory.
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6.2.26.6 Support
Mandatory
6.2.26.7 See Also

IMA_FreeMemory
Example of Getting LHBA Properties

6.2.27 IMA_GetLhbaProperties

6.2.27.1 Synopsis
Gets the properties of the specified logical HBA.

6.2.27.2 Prototype

IMA_STATUS IMA_GetLhbaProperties(

[*in */ IMA_OID IhbaOid,

[* out */ IMA_LHBA PROPERTIES *pProps
);
6.2.27.3 Parameters

IhbaOid
The object ID of the LHBA whose properties are being.retrieved.
pRrops

A pointer to an IMA_LHBA_PROPERTIESGstructure allocated by the caller. On successful
return this will contain the properties of the LHBA specified by /hbaQid.

6.2.27.4 Typical return values

IMA_ERROR_INVALID PARAMETER

Returned if pProps is NULL: or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID~OBJECT_TYPE

Returned if IhbaQid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned/if IhbaOid does not specify anLHBA.

IMA_ERROR_OBJECT_NOT_FOUND

Returned if /hbaOid does not specify an LHBA that is currently known to the system.

6.2.27.5 Remarks

None

6.2.27.6 Support

Mandatory

6.2.27.7 See Also
Example of Getting LHBA Properties
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6.2.28 IMA_GetLibraryProperties

6.2.28.1 Synopsis

Gets the properties of the IMA library that is being used.

6.2.28.2 Prototype

PpA

N¢

6.2.28.6 Support

Mandatory

6
Ex

6.
6.

Gets a list of the objeet IDs of all the iSCSI usable logical network ports in the system.

6.

.2.28.4 Typical return values

.2.28.5 Remarks

.2.28.7 See Also

IMA_STATUS IMA_GetLibraryProperties(
/*out*/ IMA_LIBRARY_PROPERTIES *pProps
);

Props

A pointer to an IMA_LIBRARY_PROPERTIES structure allocated by théhHcaller. (
successful return this structure will contain the properties of the IMA library-that is bei
used.

A_ERROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area todvhich data cannot be written.

ne

ample of Getting Library Properties
.29 IMA_GetLnpOidList

.29.1 Synopsis

p.29.2 Prototype

IMA_STATUS IMA_GetLnpOidList(
[* out */ IMA_OID_LIST **ppList
);

6..

pp

Dn
ng

p.29.3 Parameters

List

A pointer to a pointer to an IMA_OID_LIST. On successful return this will contain a pointer

to an IMA_OID_LIST that contains the object IDs of all of the iSCSI usable LNPs known
the system.

6.2.29.4 Typical return values

IM

A_ERROR_INVALID_PARAMETER

Returned if ppList is NULL or specifies a memory area to which data cannot be written.

to
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6.2.29.5 Remarks

The returned list is guaranteed to not contain any duplicate entries.

When the caller is finished using the list it shall free the memory used by the list by calling
IMA_FreeMemory.

6.2.29.6 Support

Mandatory

6.2.29.7 See Also
IMA_FreeMemory

6.2.30 IMA_GetLnpProperties
6.2.30.1 Synopsis
Gets the properties of the specified logical network port.

6.2.30.2 Prototype

IMA_STATUS IMA_GetLnpProperties(

[*in */ IMA_OID InpOQid,

/* out */ IMA_LNP_PROPERTIES *pProps
);
6.2.30.3 Parameters

InpOid
The object ID of the LNP whose properties are being retrieved.

pRrops

A pointer to an IMA_LNP_RROPERTIES structure. On successful return this will contgin

the properties of the LNP specified by InpOid.

6.2.30.4 Typical return values

IMA_ERROR_INVADRID_PARAMETER

Returned if,pProps is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if InpOid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if InpOid does not specify an LNP.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if InpOid does not specify an LNP that is currently known to the system.

6.2.30.5 Remarks

None
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6.2.30.6 Support

Mandatory

6.2.31 IMA_GetLuOid

6.2.31.1 Synopsis

Gets a logical unit object ID for the specified LUN connected to the specified target.

6

ta

lu

pl

£.01.2 Prototype

.2.31.3 Parameters

.2.31.4 Typical return values

IMA_STATUS IMA_GetLuOid(
/*in*/ IMA_OID targetOid,
/*in*/ IMA_BYTE lun[8],
/*out*/  IMA_OID *pluQid
);
getOid

The object ID of the target that controls the logical unit whose gbject ID is being retrieved.

The LUN specifying the logical unit of the target whose object ID is being retrieved.

Oid

A pointer to an IMA_OID structure allocated by the caller. On successful return it
contain the object ID of the logical uhit for the specified LUN connected to the specifi
target.

D

A_ERROR_INVALID_PARAMETER

Returned if p/uOid is'NULL or specifies a memory area to which data cannot be written.
A_ERROR_INVALID_OBJECT_TYPE

Returned ifitargetOid does not specify any valid object type.
A_ERROR_INCORRECT_OBJECT_TYPE

Returned if targetOid does not specify a target object.

A_ERROR_OBJECT_NOT_FOUND

Returned if targetOid does not specify a target that is currently known to the system.

6.2.31.5 Remarks

This APl does not verify that the specified LUN actually exists. The client should use the

IM

A_LuReportLuns API to retrieve the LUNs that are available on the specified target.

6.2.31.6 Support

Mandatory
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6.2.31.7 See Also

Concepts: Target Object IDs and Logical Unit Object IDs
IMA_GetLuOidList

IMA_GetLuProperties

IMA_LuReportLuns

6.2.32 IMA_GetLuOidList
6.2.32.1 Synopsis

Glts a list of the object IDs of all the logical units associated with the specified LHBA’|or
tafget object ID that are exposed to the operating system.

6.2.32.2 Prototype

IMA_STATUS IMA_GetLuOidList(

[*in */ IMA_OID oid,

[* out */ IMA_OID_LIST **ppList
);
6.2.32.3 Parameters

oid
The object ID of the LHBA or target whose logical unit object IDs are being retrieved.

pAdList

A pointer to a pointer to an IMA_OID_LISTFstructure. On successful return this will contgin
a pointer to an IMA_OID_LIST that contains the object IDs of all of the logical unjts
associated with the specified object that are exposed to the operating system.

6.2.32.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if ppList is NOLE or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID-OBJECT_TYPE

Returned if oidndoes not specify any valid object type.
IMA_ERRORJINCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or target object.

IMAZERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.32.5 Remarks
The entries in the returned list represent LUs that are currently exposed to the operating

system. These LUs may have been exposed to the OS using the IMA_ExposelLu API or may
have been exposed to the OS via some other mechanism outside of IMA.

The returned list is guaranteed to not contain any duplicate entries.

When a client has finished using the returned list it shall free the memory used by the list by
calling IMA_FreeMemory.
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6.2.32.6 Support

Mandatory

6.2.32.7 See Also
Concepts: Target Object IDs and Logical Unit Object IDs

IMA_FreeMemory
IMA_GetLuOid

1Y
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.33 IMA_GetLuProperties

.2.33.1  Synopsis

Gets the properties of the specified logical unit.

6.

lu

PpA

p.33.2 Prototype

IMA_STATUS IMA_GetLuProperties(

/*in */ IMA_OID luQid,

[* out */ IMA_LU_ PROPERTIES *pProps
);

.2.33.3 Parameters

Did
The object ID of the LU whose properties are being retrieved.
Props

A pointer to an IMA_LU_PROPERIHES structure allocated by the caller. On success
return it will contain the properties.of the specified LU.

.2.33.4 Typical return values

A_ERROR_INVALID_RARAMETER

Returned if pProps-is"NULL or specifies a memory area to which data cannot be written.
A_ERROR_INVALID_OBJECT_TYPE

Returned.if lTuOid does not specify any valid object type.
A_ERROR_INCORRECT_OBJECT_TYPE

Returned if /uOid does not specify a LU object.

Ful

IMA_ERROR_OBJECT_NOT_FOUND

Returned if luOid does not specify a LU that is currently known to the system.

6.2.33.5 Remarks

A successful call to this APl does not guarantee that the LU associated the /uOid actually
exists. The best way for a client to ensure that a LU exists is to call the IMA_Lulnquiry API
and examine the returned data to determine if it indicates that the LU exists.

6.2.33.6 Support

Mandatory
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6.2.33.7 See Also
IMA_GetLuOid
IMA_GetLuOidList

6.2.34 IMA_GetMaxBurstLengthProperties

6.2.34.1 Synopsis

Gets the MaxBurstLength iSCSI login parameter properties of the specified logical HBA or

ta

rget.

6.

oi

PpA

p.34.2 Prototype

IMA_STATUS IMA_GetMaxBurstLengthProperties(
[*in*/ IMA_OID oid,
/* out */ IMA_MIN_MAX_VALUE *pProps

);

.2.34.3 Parameters

The object ID of the LHBA or target whose MaxBurstIiength properties are to
retrieved.

rops

A pointer to an IMA_MIN_MAX_VALUE structure allocated by the caller. On success
return this structure will contain the MaxBurgtLength properties of the specified LHBA
target.

.2.34.4 Typical return values

A _ERROR_INVALID_ PARAMETER

Returned if pProps is NULL er specifies a memory area to which data cannot be written.
A_ERROR_INVALID_QBJECT_TYPE

Returned if oid doesnot specify any valid object type.
A_ERROR_INCORRECT_OBJECT_TYPE

Returned.if"oid does not specify a LHBA or target object.
A_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

pe

or

6.2.34.5 Remarks

The returned structure contains the minimum and maximum values for the implementation,
which may or may not be the minimum and maximum values as found in IETF RFC 3720.

6.2.34.6 Support

Mandatory for both LHBAs and targets.

6.2.34.7 See Also

IM

A_SetMaxBurstLength
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Example of Getting/Setting LHBA Max Burst Length
6.2.35 IMA_GetMaxConnectionsProperties
6.2.35.1 Synopsis

Gets the MaxConnections iSCSI login parameter properties for the specified logical HBA or
target.

6.2.35.2 Prototype

IMA_STATUS IMA_GetMaxConnectionsProperties(
[*in */ IMA_OID oid,
/*out*/ IMA_MIN_MAX_ VALUE *pProps

);

6.2.35.3 Parameters

oigl

The object ID of the LHBA or target whose MaxConnections properties are to pe
retrieved.

pRrops

A pointer to an IMA_MIN_MAX_VALUE structuretallocated by the caller. On successjul
return this structure will contain the MaxConned&tions properties of sessions associat
with this LHBA or target.

149
o

6.2.35.4 Typical return values

IMA_ERROR_INVALID PARAMETER

Returned if pProps is NULL or 'specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJEECT TYPE

Returned if oid does_not'specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid/does not specify a LHBA or target object.
IMA_ERR@R*OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.35.5 Remarks

The returned structure contains the minimum and maximum values for the implementation,
which may or may not be the minimum and maximum values as found in IETF RFC 3720.

6.2.35.6 Support
Mandatory for both LHBAs and targets.
6.2.35.7 See Also

IMA_SetMaxConnections

iSCSI Session and Connection Parameters
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6.2.36 IMA_GetMaxOutstandingR2TProperties
6.2.36.1 Synopsis

Gets the MaxOutstandingR2T per task iSCSI login parameter properties for the specified
logical HBA or target.

6.2.36.2 Prototype

IMA_STATUS IMA_GetMaxOutstandingR2TProperties(
[*in */ IMA_OID oid,
/* out */ IMA_MIN_MAX_VALUE *pProps

);
6.2.36.3 Parameters

oidgl

The object ID of the LHBA or target whose MaxOutstandingR2T jproperties are to pe
retrieved.

pRrops

A pointer to an IMA_MIN_MAX_VALUE structure allocatéd by the caller. On successjul
return this structure will contain the MaxOutstandimgR2T properties for the specifi
LHBA or target.

1%
o

6.2.36.4 Typical return values

IMA_ERROR_INVALID PARAMETER

Returned if pProps is NULL or specifies,a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify-any valid object type.

IMA_ERROR_INCORRECT OBJECT_TYPE

Returned if oid does™not specify a LHBA or target object.

IMA_ERROR_OBJEET NOT_FOUND

Returned if{gid does not specify a LHBA or target that is currently known to the system.

6.2.36.5—Remarks

THe returned structure contains the minimum and maximum values for the implementatiqgn,

6.2.36.6 Support
Mandatory for both LHBAs and targets.
6.2.36.7 See Also

IMA_SetMaxOutstandingR2T

iSCSI Session and Connection Parameters
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6.2.37 IMA_GetMaxRecvDataSegmentLengthProperties
6.2.37.1 Synopsis

Gets the MaxRecvDataSegmentLength iSCSI login parameter properties of the specified
logical HBA or target.

6.2.37.2 Prototype

IMA_STATUS IMA_GetMaxRecvDataSegmentLengthProperties(
[*in */ IMA_OID oid,
/* out */ IMA_MIN_MAX_VALUE *pProps

);
6.2.37.3 Parameters

oidgl

The object ID of the LHBA or target whose MaxRecvDataSegmentLehgth properties gre
to retrieved.

pRrops

A pointer to an IMA_MIN_MAX_VALUE structure allocatéd by the caller. On successjul
return this structure will contain the MaxRecvDataSedmentLength properties of the
LHBA or target.

6.2.37.4 Typical return values

IMA_ERROR_INVALID PARAMETER

Returned if pProps is NULL or specifies,a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify-any valid object type.

IMA_ERROR_INCORRECT OBJECT_TYPE

Returned if oid does™not specify a LHBA or target object.

IMA_ERROR_OBJEET NOT_FOUND

Returned if{gid does not specify a LHBA or target that is currently known to the system.

6.2.37.5<-—Remarks

THe returned structure contains the minimum and maximum values for the implementatiqgn,

6.2.37.6 Support
Mandatory for both LHBAs and targets.
6.2.37.7 See Also

IMA_SetMaxRecvDataSegmentLength
iSCSI Session and Connection Parameters
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6.2.38 IMA_GetNetworkPortalOidList
6.2.38.1 Synopsis

Gets a list of the object IDs of the network portals that can be used to enumerate the network
portals of a logical HBA.

6.2.38.2 Prototype

IMA_STATUS IMA_GetNetworkPortalOidList(
[*in */ IMA OID oid,
/*out*  IMA_OID_LIST **ppList

);
6.2.38.3 Parameters

oid
The object ID of the LNP whose network portals are being enumerated.

pAList

A pointer to a pointer to an IMA_OID_LIST structure. On suctessful return this will contain
a pointer to an IMA_OID_LIST that contains the object. iDs of all of the network portals
associated with the specified OID.

6.2.38.4 Typical return values

IMA_ERROR_INVALID PARAMETER

Returned if ppList is NULL or specifies a m&mory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify.any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does npt'specify an LNP object.

IMA_ERROR_OBJEGT_NOT_FOUND

Returned if ojd\does not specify an LNP that is currently known to the system.

6.2.38.5 _Remarks

THe returhed list is guaranteed to not contain any duplicate entries.

W Ba-olicant 1o fioicbhad ot L
T o CTIToTTC 1o ST U— aSTiTy— © T

calling IMA_FreeMemory.

6.2.38.6 SupportMandatory
6.2.38.7

6.2.38.8 See Also
IMA_FreeMemory
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6.2.39 IMA_GetNetworkPortalProperties

6.2.39.1 Synopsis

Gets the properties of the specified network portal.

6.2.39.2 Prototype

IMA_STATUS IMA_GetNetworkPortalProperties(
[*in*/ IMA_OID networkPortalOid,
[* out */ IMA_ NETWORK PORTAL PROPERTIES *pProps

neg

PpA

6.

N¢

);

.2.39.3 Parameters

tworkPortalOid
The object ID of the network portal whose properties are being retrieved.
Props

A pointer to an IMA_NETWORK_PORTAL_PROPERITES structure allocated by the call
On successful return this structure will contain the properties of the network por
specified by networkPortalOid.

.2.39.4 Typical return values

A _ERROR_INVALID_ PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
A_ERROR_INVALID_OBJECT_TYPE

Returned if networkPortalOid does*not specify any valid object type.
A_ERROR_INCORRECT_OBJECT TYPE

Returned if networkPortalQid does not specify a network portal object.
A_ERROR_OBJECT_NOT_FOUND

Returned if networkPortalOid does not specify an LNP that is currently known to t
system.

p.39.5 _Remarks

ne

W
=

fal

6 2 20 6 [~ ITT- - +
Y o aad VUPPOTT

Mandatory

6.2.40 IMA_GetNetworkPortStatus

6.2.40.1 Synopsis

Gets the status of a specified logical or physical network port.
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6.2.40.2 Prototype

IMA_STATUS IMA_GetNetworkPortStatus(
[*in*/ IMA_OID portOid,
[*out* IMA_NETWORK_PORT_STATUS *pStatus
);
6.2.40.3 Parameters

portOid

+e-obiecttB-othe-fogicat-oroHvsical | ; e eved

pStatus

A pointer to an IMA_NETWORK_PORT_STATUS variable allocated by the-/caller. On
successful return it will contain the current status of the specified logical or physigal
network port.

6.2.40.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if pStatus is NULL or specifies a memory area toawhich data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if portOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if portOid does not specify a logical or physical network port object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if portOid does not Specify a logical or physical network port that is current
known to the system.

y

6.2.40.5 Remarks

None

6.2.40.6 Support

Mandatory for’'both LNPs and PNPs.

6.2.41 (IMA_GetNodeProperties
6.241+1—Synopsis
Gets the properties of the specified iSCSI node.

6.2.41.2 Prototype

IMA_STATUS IMA_GetNodeProperties(
[*in */ IMA_OID nodeOid,
/*out*/ IMA_NODE_PROPERTIES *pProps
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6.2.41.3 Parameters

nodeOid
The ID of the node to get the properties of.
pProps

A pointer to an IMA_NODE_PROPERTIES structure allocated by the caller. On successful

return this will contain the prnpnrfine of the &pnhifinr{ hy nodeQid

6.2.41.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot*be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if nodeOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if nodeOid does not specify a node object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if nodeOid does not specify a node thatds currently known to the system.

6.2.41.5 Remarks

None

6.2.41.6 Support
Mandatory

6.2.41.7 See Also
IMA_GetSharedNodeQid

IMA_GetNonSharedNodeOidList
Exfample of Getting Node Properties

6.2.42 IMA GetNonSharedNodeOidList

6.2.42.1 Synopsis

Gets—ztfistof theobjecttBDs—for theor=straredTodes—of theTurrentty executimg—operati
system image.

Q

6.2.42.2 Prototype

IMA_STATUS IMA_GetNonSharedNodeOidList(
/*out*  IMA_OID_LIST **ppList
);
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6.2.42.3 Parameters

ppList

E)

A pointer to a pointer to an IMA_OID_LIST. On successful return this will contain a pointer

to an IMA_OID_LIST that contains the object IDs of all of the non-shared nodes curren
in the system.

6.2.42.4 Typical return values

tly

IM

6.

If
Cco

T

W

A_ERROR_INVALID_PARAMETER

Returned if ppList is NULL or specifies a memory area to which data cannot be written.

p.42.5 Remarks

there are no non-shared nodes then the call completes successfully and the returned |
ntains zero entries.

e returned list is guaranteed to not contain any duplicate entries.

hen a client is finished using the returned list it shall free the’ memory used by the list

cdlling IMA_FreeMemory.

6.2.42.6 Support

Mandatory

6.
Cq
IM
IM
IM
EX

6.
6.

p.42.7 See Also

ncepts: The Shared Node versus Non-shared Nodes
A_FreeMemory

A_GetSharedNodeOid

A_GetNodeProperties

ample of Getting an Assaociated Plugin ID

.43 IMA_GetObjectType

p.43.1 Synopsis

Gets the object/type of an initialized object ID.

6.

p.43.2<—Prototype
IMA_STATUS IMA_GetObjectType(

[*in */ IMA_OID oid,

ist

/*out*/  IMA_OBJECT_TYPE *pObjectType
);

6.2.43.3 Parameters

oid

The initialized object ID to get the type of.

pObjectType

A pointer to an IMA_OBJECT_TYPE variable allocated by the caller. On successful return

it will contain the object type of oid.
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6.2.43.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if pObjectType is NULL or specifies a memory area to which data cannot
written.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type. This is most likely to happen if
uninitialized object ID is passed to the API.

be

an

TH
TH
ch

6.2.43.6 Support

Mandatory

6.2.44.1 Synopsis

Gets the download properties for the specified PHBA.

6.

ph

.2.43.5 Remarks

.2.43.7 See Also

.2.44 IMA_GetPhbaDownloadProperties

.2.44.3 Parameters

A_ERROR_OBJECT_NOT_FOUND

Returned if oid has an owner that is not currently known to the system.

is APl is provided so that clients can determine the type of object anobject ID represen
is can be very useful for a client function that receives notifications of object visibil
anges.

A_RegisterForObjectVisibilityChanges

p.44.2 Prototype

IMA_STATUS IMA"GetPhbaDownloadProperties(

/*in */ IMA_OID phbaOid,

/* out */() IMA_PHBA_DOWNLOAD PROPERTIES *pProps
);

baOid

The ‘Object ID of the PHBA whose download properties are being queried.

S.
ity

b
Tops

A pointer to an IMA_PHBA DOWNLOAD_PROPERTIES structure allocated by the caller.

On successful return it will contain the download properties of the specified PHBA.

6.2.44.4 Typical return values

IM

IM

A_ERROR_INVALID_PARAMETER
Returned if pProps is NULL or specifies a memory area to which data cannot be written.
A_ERROR_INVALID_OBJECT_TYPE

Returned if phbaOid does not specify any valid object type.
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IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if phbaOid does not specify a PHBA object.

IMA_ERROR_OBJECT_NOT_FOUND

Returned if phbaOid does not specify a PHBA that is currently known to the system.

6.2.44.5 Remarks

Ngne

6.2.44.6 Support

Mandatory

6.
IM
IM
IM

6.
6.

Gets a list of the object IDs of all the physical HBAs inthe system.

6.

fofe

.2.45.3 Parameters

..45.4 Typical return values

p.44.7 See Also
A_GetPhbaOidList
A_IsPhbaDownloadFile
A_PhbaDownload

.45 IMA_GetPhbaOidList

p.45.1 Synopsis

p.45.2 Prototype

IMA_STATUS IMA_GetPhbaOidList{
/*out*  IMA_OID_LIST **ppList
);

List

A pointer to a pointer to;an IMA_OID_LIST. On successful return this will contain a point
to an IMA_OID_LIST, that contains the object IDs of all of the PHBAs currently in t
system.

A_ERRG@R'INVALID_PARAMETER

Returned if ppList is NULL or specifies a memory area to which data cannot be written.

er
ne

6.

.45.5 Remarks

The returned list is guaranteed to not contain any duplicate entries.

If there are no PHBASs then the call completes successfully and the returned list contains zero

en

tries.

When a client is finished using the returned list it shall free the memory used by the list by

ca

lling IMA_FreeMemory.

6.2.45.6 Support

Mandatory
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6.2.45.7 See Also
IMA_FreeMemory

6.2.46 IMA_GetPhbaProperties

6.2.46.1 Synopsis

Gets the general properties of a physical HBA.

6.2.46.2 Prototype

ph

PpA

6.
N¢

IMA_STATUS IMA_GetPhbaProperties(

/*in */ IMA_OID phbaOid,

/*out* IMA_PHBA_PROPERTIES *pProps
);

.2.46.3 Parameters

baOid
The object ID of the PHBA whose properties are being queried.
rops

A pointer to an IMA_PHBA_PROPERTIES structure allocated by the caller. On success
return this will contain the properties of the PHBA specified by phbaOid.

.2.46.4 Typical return values

A_ERROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies,a memory area to which data cannot be written.
A_ERROR_INVALID_OBJECT_TYPE

Returned if phbaOid does not specify any valid object type.
A_ERROR_INCORRECTCOBJECT_TYPE

Returned if phbaOiddoes not specify a PHBA object.
A_ERROR_OBJECT_NOT_FOUND

Returned if{@hbaOid does not specify a PHBA that is currently known to the system.

P.46.5<—Remarks

ne

Ful

6.2.46.6 Support

Mandatory

6.2.46.7 See Also

IM
Ex

A_GetPhbaOidList
ample of Getting PHBA Properties
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6.2.47 IMA_GetPhbaStatus
6.2.47.1 Synopsis
Gets the status of a specified physical HBA.

6.2.47.2 Prototype

IMA_STATUS IMA_GetPhbaStatus(
/*in*/ IMA_OID hbaOid,
[*out*/ IMA PHBA STATUS *pStatus

);
6.2.47.3 Parameters

hhaOid
The object ID of the physical HBA whose status is being retrieved.
pStatus

A pointer to an IMA_PHBA_STATUS variable allocated by the caller. On successful retyrn
it will contain the current status of the specified physical HBAC

6.2.47.4 Typical return values

IMA_ERROR_INVALID PARAMETER

Returned if pStatus is NULL or specifies a memiory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if hbaOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJEGTTYPE

Returned if hbaOid does not specify a physical HBA object.
IMA_ERROR_OBJECT_NOT/FOUND

Returned if hbaOid'does not specify a physical HBA that is currently known to the systen.

6.2.47.5 Remarks

None

6.2.47.6~ Support

Mandnfnry for PHRBAS

6.2.48 IMA_GetPluginOidList
6.2.48.1 Synopsis
Gets a list of the object IDs of all currently loaded plugins.

6.2.48.2 Prototype

IMA_STATUS IMA_GetPluginOidList(
/*out*  IMA_OID_LIST **ppList
);
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6.2.48.3 Parameters
ppList
A pointer to a pointer to an IMA_OID_LIST. On successful return this will contain a pointer

to an IMA_OID_LIST that contains the object IDs of all of the plugins currently loaded by
the library.

6.2.48.4 Typical return values

IMA_ERROR_INVALID PARAMETER
Returned if ppList is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_PLUGINS NOT_SUPPORTED

Returned if the library implementation does not support plugins.

6.2.48.5 Remarks

THe returned list is guaranteed to not contain any duplicate entries,

When the caller is finished using the list it shall free the meémory used by the list by calling
IMA_FreeMemory.

6.2.48.6 Support

Mandatory

6.2.48.7 See Also
IMA_FreeMemory
IMA_GetPluginProperties

Exfample of Getting Plugin Properties

6.2.49 IMA_GetPluginProperties
6.2.49.1 Synopsis

Gets the properties - of_the specified vendor plugin.

6.2.49.2 Prototype
IMA_STATUS IMA_GetPluginProperties(
[*in */ IMA_OID pluginOid
/*out*/ IMA_PLUGIN_PROPERTIES *pProps
);
6.2.49.3 Parameters

pluginOid
The ID of the plugin whose properties are being retrieved.
pProps

A pointer to an IMA_PLUGIN_PROPERTIES structure allocated by the caller. On
successful return this will contain the properties of the plugin specified by pluginid.
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6.2.49.4 Typical return values
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if p/luginOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if pluginOid does not specify a plugin object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if pluginOid does not specify a plugin that is currently known to the system.
IMA_ERROR_INVALID_PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot'be written.

6.2.49.5 Remarks

None

6.2.49.6 Support

Mandatory

6.2.49.7 See Also
IMA_GetAssociatedPluginOid
IMA_GetPluginOidList

Example of Getting Plugin Properties

6.2.50 IMA_GetPnpOidList
6.2.50.1 Synopsis

Gets a list of the object IDs of ‘all the physical network ports associated with an object.

6.2.50.2 Prototype

IMA_STATUS IMA_GetPnpOidList(

I* i IMA_OID oid,

[¥out */ IMA_OID_LIST **ppList
);
6.2.50.3 <{Parameters

olg

The object ID of the PHBA or LNP whose PNPs are being retrieved.
ppList

A pointer to a pointer to an IMA_OID_LIST. On successful return this will contain a pointer
to an IMA_OID_LIST that contains the object IDs of all of the PNPs that associated with
the specified PHBA or LNP.

6.2.50.4 Typical return values
IMA_ERROR_INVALID_PARAMETER

Returned if ppList is NULL or specifies a memory area to which data cannot be written.
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IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a PHBA or LNP.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a PHBA or LNP that is currently known to the system.

6.2.50.5 Remarks

The returned list is guaranteed to contain at least one entry.
THe returned list is guaranteed to not contain any duplicate entries.

When the caller is finished using the list it shall free the memory used by the list by calling
IMA_FreeMemory.

6.2.50.6 Support
Mandatory
6.2.50.7 See Also

IMA_FreeMemory
IMA_GetPnpProperties

6.2.51 IMA_GetPnpProperties
6.2.51.1 Synopsis
Gets the properties of the specified physical network port.

6.2.51.2 Prototype

IMA_STATUSNMA_GetPnpProperties(

[*in */ IMA_OID pnpOQid,

/*out*) IMA_PNP_PROPERTIES *pProps
);

6.2.51.3 Parameters

prpOid

Theobject ID of the physical network port whose properties are being retrieved.

pProps

A pointer to an IMA_PNP_PROPERTIES structure. On successful return this will contain
the properties of the physical network port specified by pnpOid.

6.2.51.4 Typical return values
IMA_ERROR_INVALID PARAMETER
Returned if pProps is NULL or specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE
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Returned if pnpOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if pnpOid does not specify a physical network port object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if pnpOid does not specify a physical network port that is currently known to the
system.

6.2.51.5 Remarks

None

6.2.51.6 Support

Mandatory

6.2.52 IMA_GetPnpStatistics
6.2.52.1 Synopsis
Gets the statistics related to a physical network port.

6.2.52.2 Prototype

IMA_STATUS IMA_GetPnpStatistics(

[*in */ IMA_OID pnpOid,

/* out */ IMA_PNP_STATISTICS *pStats
);
6.2.52.3 Parameters

pripOid
The object ID of the physical network port whose statistics are being retrieved.
pStats

A pointer to anJIMA_PNP_STATISTICS structure allocated by the caller. On successful
return it will contain the current statistics of the specified physical network port.

6.2.52.4 Typical return values
IMA_ERROR_INVALID_PARAMETER

Returned if pStats is NULL or specifies a memory area to which data cannot be written.

IMA_ERROR_INVALID_OBJECT_TYPE
Returned if pnpOid does not specify any valid object type.
IMA_ ERROR_INCORRECT_OBJECT_TYPE

Returned if pnpOid does not specify a physical network port object.
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IMA_ERROR_OBJECT_NOT_FOUND

Returned if pnpOid does not specify a physical network port that is currently known to t
system.

IMA_ERROR_STATS_COLLECTION_NOT_ENABLED

Returned if statistics collection is not enabled for the PNP specified by pnpOid.

6.2.52.5 Remarks

he

IMA_GetStatisticsProperties API is used to determine if statistics collection is enabted-a

c
IM

6

S’jatistics can only be retrieved if statistics collection is enabled. (T

n be enabled. If statistics collection is not enabled, but can be enabled, t
A_SetStatisticsCollection APl is used to enable statistics collection.

.2.52.6 Support

Mandatory if either the statisticsCollectionEnabled or statisticsCollectionSettable fields of t

IM
fo

6.
IM
IM
IM

6.
6

the specified PNP have the value IMA_TRUE.

p.52.7 See Also
A_STATISTICS_PROPERTIES
A_GetStatisticsProperties
A_SetStatisticsCollection

.53 IMA_GetSharedNodeOid

.2.53.1  Synopsis

Gets the object ID of the shared node.of the currently executing operating system image.

6.

[

p.53.2 Prototype

IMA_STATUS IMA.GetSharedNodeOid(
[* out */ IMA_ OID *pSharedNodeOid
);

.2.53.3 Parametets

haredNodeOid

A pointeryto an IMA_OID structure allocated by the caller. On successful return it
contain-the object ID of the shared node of the currently executing system is placed.

he
hd
he

ne

A_STATISTICS_PROPERTIES structure returned by the IMA_GetStatisticsProperties API

6.

p53.4 Typical return values

IM

A_ERROR_INVALID_PARAMETER

Returned if pSharedNodeOQid is NULL or specifies a memory area to which data cannot be

written.

6.2.53.5 Remarks

None

6.2.53.6 Support

Mandatory
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6.2.53.7 See Also

Concepts: The Shared Node versus Non-shared Nodes
IMA_GetNonSharedNodeOidList
IMA_GetNodeProperties

Example of Getting Node Properties

Example of Setting a Node Name

6.2.54 IMA_GetStaticDiscoveryTargetOidList

6.2.54.1 Synopsis

4%
o

Gets a list of the object IDs of all the static discovery targets associated with the ‘specifi
logical HBA or physical network port.

6.2.54.2 Prototype

IMA_STATUS IMA_GetStaticDiscoveryTargetOidList(
[*in */ IMA_OID oid,
/*out*/ IMA_OID_LIST **ppList

);

6.2.54.3 Parameters

oigl

The object ID of the logical HBA object or a physical network port object for which |to
retrieve the known static discovery targets.

pdList

A pointer to a pointer to an IMA_OID“EIST structure. On successful return this will contgin
a pointer to an IMA_OID_LIST that contains the object IDs of all of the static discovgry
targets associated with the specified object.

6.2.54.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if ppList-is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_JNVALID_OBJECT_TYPE

Returnedhif oid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if aoid does not Qppr‘ify al HBA oran PNP nhjprt

IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify an object that is currently known to the system.

6.2.54.5 Remarks

The returned list is guaranteed to not contain any duplicate entries.

When a client is finished using the returned list it shall free the memory used by the list by
calling IMA_FreeMemory.
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6.2.54.6 Support

Mandatory if the staticDiscoverySettable field in the IMA_DISCOVERY_PROPERTIES
structure returned by IMA_GetDiscoveryProperties is true for the same oid.

6.2.54.7 See Also
IMA_FreeMemory
IMA_AddStaticDiscoveryTarget

IMA RemoveStaticDiscoveryTarget

IMA_GetStaticDiscoveryTargetProperties

6.2.55 IMA_GetStaticDiscoveryTargetProperties
6.2.55.1 Synopsis

Gets the properties of the specified static discovery target.

6.2.55.2 Prototype

IMA_STATUS IMA_GetStaticDiscoveryTargetProperties(
[*in */ IMA_OID staticDiscoveryTargetOid,
[*out*/ IMA_STATIC_DISCOVERY_TARGET “PROPERTIES *pProps

);
6.2.55.3 Parameters

staticDiscoveryTargetOid
The object ID of the static discovery target whose properties are being retrieved.
pRrops

A pointer to an IMA_STATIC_DISCOVERY_TARGET_PROPERTIES structure allocated py
the caller. On successful return-this will contain the properties of the static discovery target
specified by staticDiscoverylargetOid.

6.2.55.4 Typical return_values

IMA_ERROR_INVALID _PARAMETER

Returned if pRrops is NULL or specifies a memory area to which data cannot be written.
IMA_ERRORYINVALID_OBJECT_TYPE

Returned if staticDiscoveryTargetOid does not specify any valid object type.

IMAERROR_INCORRECT_OBJECT_TYPE

Returned if staticDiscoveryTargetOid does not specify a static discovery target.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if staticDiscoveryTargetOid does not specify a static discovery target that is
currently known to the system.

6.2.55.5 Remarks

None
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6.2.55.6 Support

Mandatory

6.2.55.7 See Also
IMA_AddStaticDiscoveryTarget
IMA_RemoveStaticDiscoveryTarget
IMA_GetStaticDiscoveryTargetOidList

6.2.56 IMA_GetStatisticsProperties
6.2.56.1 Synopsis
Gets the statistics properties of the specified target, logical unit, or physical netwerk-port.

6.2.56.2 Prototype

IMA_STATUS IMA_GetStatisticsProperties(

/*in */ IMA_OID oid,

/* out */ IMA_STATISTICS_PROPERTIES *pProps
);
6.2.56.3 Parameters

oid
The object ID of the target, LU, or PNP whose statistics are to be retrieved.
pRrops

A pointer to an IMA_STATISTICS_PROPERTIES structure. On successful return this
contain the statistics properties of the'specified object.

6.2.56.4 Typical return values

IMA_ERROR_NOT_SUPPQRTED

Returned if setting statistics collection is not supported for the specified object.
IMA_ERROR_INVALID PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_ERR@R'INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.

ECT _TVDLO
= 1T =

Returned if oid does not specify a target, LU, or PNP object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a target, LU, or PNP that is currently known to the system.

6.2.56.5 Remarks

The setting of this value is persistent.
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6.2.56.6 Support

Mandatory

6.2.56.7 See Also
IMA_GetDeviceStatistics
IMA_GetTargetErrorStatistics
IMA_SetStatisticsCollection

6.2.57 IMA_GetSupportedAuthMethods

6.2.57.1 Synopsis

G

6.

Ih

oLz

pMethodCount

.2.57.3 Parameters

ts a list of the authentication methods supported by the specified logical HBA.

p.57.2 Prototype

IMA_STATUS IMA_GetSupportedAuthMethods(
[*in */ IMA_OID IhbaOid,
[*in */ IMA_BOOL getSettableMethods,
/*in, out */ IMA_UINT *pMethodCount,
/*out*/ IMA_AUTHMETHOD *pMethodList;

);

paOid
The object ID of an LHBA whose authentication’methods are to be retrieved.
tSettableMethods

A boolean that indicates which sef* of authentication methods should be returned. If t
value of this parameter is IMA*TRUE then a list of authentication methods that ¢
currently settable is returned. Settable authentication methods are those methods who
authentication parametersthave been set. If the value of this parameter is IMA_FALSE th
a list of all of the supported authentication methods is returned. This list may inclu
authentication methods-which cannot be set, i.e. enabled, until the method’s authenticati
parameters are set.

contain-the maximum number of entries that can be placed into pMethodList. On return
will_ contain the number of entries that could be placed into pMethodList.

pMethodList

A pointéryto an IMA_UINT allocated by the caller. On entry the pointed to value shpll

it

A pointer to an array of IMA_AUTHMETHODSs allocated by the caller. This value may be
NULL. If this value is not NULL on successful return the array will be filled in with the
authentication methods supported by the LHBA. These entries will be sorted in decreasing
order of preference of the vendor of the LHBA. If this value is NULL then the value pointed

to by pMethodCount on entry shall be zero.
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6.2.57.4 Typical return values

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if IhbaOid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if IhbaOid does not specify an LHBA.

IMA_ERROR_OBJECT_NOT_FOUND

E)

TH

TH

Returned if IhbaOid does not specify an LHBA that is currently known to the system.
A_ERROR_INVALID_PARAMETER

Returned if pMethodList specifies a memory area to which data cannot be written.

.2.57.5 Remarks

successful call to this APl will always return at least one( authentication methg
A_AUTHMETHOD_NONE.

e returned list is guaranteed to contain no duplicate values({

e number of authentication methods returned in pMethodList will be the minimum of t

vdlue in *pMethodCount on entry to the APl and the. value of *pMethodCount on succes

re

If

urn from the API.

the call fails and the value of pMethodList is not NULL then the data pointed to

pMethodList will be unchanged.

6.

p.57.6 Support

Mandatory

6.
IM
IM

6
6.

p.57.7 See Also
A_GetlnUselnitiatorAuthMethods
A_SetlnitiatorAuthiMethods

.2.58 IMA_GetTargetErrorStatistics

p.58.1 _Syhopsis

he
ful

Gets the, error statistics of the specified target.
G.LJ_MM

IMA_STATUS IMA_GetTargetErrorStatistics(
[*in */ IMA_OID targetOid,
/*out*/ IMA_TARGET_ERROR_STATISTICS *pStats
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6.2.58.3 Parameters

targetOid
The object ID of the target whose error statistics are being retrieved.

pStats

A pointer to an IMA_TARGET_ERROR_STATISTICS structure allocated by the caller. On

successful return it will cantain the erraor statistics of the epnhifind forgnf_

6.2.58.4 Typical return values

IMA_ERROR_INVALID_PARAMETER

Returned if pStats is NULL or specifies a memory area to which data cannet be written.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if targetOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if targetOid does not specify a target object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if targetOid does not specify a target that is currently known to the system.
IMA_ERROR_STATS_COLLECTION_NOT_ENABLED

Returned if statistics collection is not enabled for the specified target.

6.2.58.5 Remarks

Stptistics are only collected when statistics collection is enabled for the target. Determining
statistics collection can «.be enabled and is enabled is done using t
IMA_GetStatisticsProperties ) API. Statistics  collection is  enabled using t
IMA_SetStatisticsCollection API.

6.2.58.6 Support

Mandatory if ¢he” statisticsCollectionEnabled field of the IMA_STATISTICS_PROPERTIH
structure returned by the IMA_GetStatisticsProperties API for the specified target has t
value IMALTRUE.

6.2.58.7 See Also

he
he

ES
he

IMA_STATISTICS_PROPERTIES
IMA_GetStatisticsProperties
IMA_GetTargetOidList
IMA_SetStatisticsCollection

6.2.59 IMA_GetTargetOidList

6.2.59.1 Synopsis

Gets a list of the object IDs of all the targets that have been discovered by the specified

logical HBA or that are reachable via the specified logical network port.
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6.2.59.2 Prototype

IMA_STATUS IMA_GetTargetOidList(
/*in */ IMA_OID oid,
[* out */ IMA_OID_LIST **ppList
);

6.2.59.3 Parameters

oid

fofe

TH
m

TH
an
ap
ta
re

.2.59.4 Typical return values

.2.59.5 Remarks

or a logical network port object.
List

A pointer to a pointer to an IMA_OID_LIST structure. On successful return_ this will contd
a pointer to an IMA_OID_LIST that contains the object IDs of all of the~targets associat
with the specified object.

A_ERROR_INVALID_PARAMETER

Returned if ppList is NULL or specifies a memory areatowwhich data cannot be written.
A_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid objeet\type.
A_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or an LNP object.
A_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify an object that is currently known to the system.

e returned list is the union of all targets that have been found via the various discove
bthods: static discovery, SLP, iSNS, and SendTargets.

LHBA and an iSCSI target is discovered using more than one discovery method it
pear enly“once in the returned list. However, if oid specifies an LNP then a single iSG
getrmay be accessible via multiple LHBAs, in which case a single iSCSI target would
erred to be mulitple OIDs — one for each LHBA. In this case, all of the OIDs that refererd

= et tBoithe ot et A toatea-HE Ao

E)

ct

in

U =
o

—

y

e returned. list"is guaranteed to not contain any duplicate entries. Therefore, if oid specifies

ill
Sl
be
to

th

h 1ISCCl tarant vwould hao in tha ratiirnad Lict
cTroToTtatrgot Dot e—Teturt e 1ot

\AA~A~ A~

When a client is finished using the returned list it shall free the memory used by the list by

ca

lling IMA_FreeMemory.

6.2.59.6 Support

Mandatory
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6.2.59.7 See Also

Concepts: Target Object IDs and Logical Unit Object IDs
IMA_FreeMemory

IMA_GetTargetProperties

6.2.60 IMA_GetTargetProperties
6.2.60.1 Synopsis

Gets-the-propertiesof-thespecifiedtarget——m—m—m—m—————————————————————————

6.2.60.2 Prototype

IMA_STATUS IMA_GetTargetProperties(

[*in */ IMA_OID targetOid,

[* out */ IMA_TARGET_PROPERTIES *pProps
);
6.2.60.3 Parameters

targetOid
The object ID of the target whose properties are being retrieved.
pRrops

A pointer to an IMA_TARGET_PROPERTIES?;structure allocated by the caller.
successful return it will contain the properties ‘of.the specified target.

6.2.60.4 Typical return values

IMA_ERROR_INVALID PARAMETER

Returned if pProps is NULL or specifies a memory area to which data cannot be written.
IMA_ERROR_INVALID_OBJECT TYPE

Returned if targetOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if targetOid does not specify a target object.
IMA_ERRORYOBJECT_NOT_FOUND

Returned if targetOid does not specify a target that is currently known to the system.

IMAZERROR TARGET TIMEOUT

Returned if the target failed to respond to an iSCSI login request from an initiator.
IMA_ERROR_LOGIN_REJECTED

Returned if the target rejected an iSCSI login request from an initiator.

6.2.60.5 Remarks

This call can force an iSCSI login to the specified target.

6.2.60.6 Support

Mandatory
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6.2.60.7 See Also
IMA_GetTargetOidList

6.2.61 IMA_IsPhbaDownloadFile

6.2.61.1 Synopsis

Determines if a file is suitable for download to a physical HBA.

6.2.61.2 Prototype

PpA

PpA

IMA_STATUS IMA_IsPhbaDownloadFile(
/*in */ IMA_OID phbaOid,
[*in */ const IMA_WCHAR *pFileName,
[*out* IMA_PHBA_DOWNLOAD_ IMAGE_PROPERTIES *pProps

);

.2.61.3 Parameters

baOid
The object ID of the PHBA whose download properties are being queried.
ileName

A pointer to the name, and if necessary the pathy,of a file that is to be examined
determine if it contains a downloadable image for the’specified PHBA.

Props

A pointer to an IMA_PHBA_ DOWNLOAD: IMAGE_PROPERTIES structure allocated by t
caller. On successful return this strueture will contain the properties of the specified ima
file.

.2.61.4 Typical return values

A_ERROR_NOT_SUPPQRTED
Returned if this API(is)not supported by the specified PHBA.
A _ERROR_INVALID PARAMETER

Returned if\pFileName is NULL or specifies a memory area from which data cannot
read.

Returned if pFileName specifies a file that cannot be opened for reading or that does T

ne
je

ot

¢ontain a download image that can be download to the specified PHBA.

IM

IM

IM

Returned if pProps is NULL or specifies a memory to which data cannot written.
A_ERROR_INVALID_OBJECT_TYPE

Returned if phbaOid does not specify any valid object type.
A_ERROR_INCORRECT_OBJECT_TYPE

Returned if phbaOid does not specify a PHBA object.
A_ERROR_OBJECT_NOT_FOUND

Returned if phbaOid does not specify a PHBA that is currently known to the system.
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6.2.61.5 Remarks

A client can use this API to validate that a file contains a download image before attempting
to download a file using IMA_PhbaDownload.

6.2.61.6 Support

Mandatory if the isPhbaDownloadFileSupported field of the
IMA_PHBA_DOWNLOAD_PROPERTIES structure returned by the
IMA_GetPhbaDownloadProperties API for the same PHBA has the value IMA_TRUE.

6.2.61.7 See Also
IMA_GetPhbaDownloadProperties
IMA_PhbaDownload

6.2.62 IMA_Lulnquiry
6.2.62.1 Synopsis
Gets the specified SCSI INQUIRY data for the specified logical units

6.2.62.2 Prototype

IMA_STATUS IMA_Lulnquiry(
[*in */ IMA_OID deviceQid,
[*in */ IMA_BOOL evpd,
/*in */ IMA_BOOL cmddt,
[*in*/ IMA_BYTE pageCode,

[* out */ IMA_BYTE *pOutputBuffer,
[/*in, out */] IMA_UINT *pOQutputBufferLength,

[* out */ IMA_BYTE *pSenseBuffer,

[/*in, out */] IMAUINT *pSenseBufferLength
);
6.2.62.3 Parameters

dgviceOid

The object ID of the target or LU whose INQUIRY data is to be retrieved. If the object |D
specifies a target then the command will be sent to LUN 0 of the target.

evpd

A boolean indicating if the EVPD bit shall be set.

cmddt
A boolean indicating if the CMDDT bit shall be set.
pageCode

The value to be placed in the page or operation code byte.

pOutputBuffer

A pointer to the memory location which on successful completion will contain the data
returned by the logical unit.
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pOutputBufferLength

On entry this shall point to the length, in bytes, of the memory area specified by
pOutputBuffer. On successful return this shall point to the number of bytes that were
placed into the output buffer.

pSenseBuffer

A pointer to a memory location which upon this command failing with a CHECK

- - - a €O 8 crats - © ©¢ A IS

parameter may be NULL, in which case no sense data will be transferred to the clienf if the
INQUIRY command fails with a CHECK CONDITION status.

pJenseBufferLength

A pointer to the sense buffer length. On entry to the function this shall-point to a variahle

containing the maximum length, in bytes, of pSenseBuffer.

If IMA_ERROR_SCSI_STATUS_CHECK_CONDITION is returned-by the API then on exi it
will contain the number of sense data bytes returned in pSenseBuffer. If pSenseBuffer|is
NULL then this value shall be 0. If any other value is returnéd by the API then on exit this
value will be unchanged.

6.2.62.4 Typical return values
IMA_ERROR_INVALID PARAMETER

Returned if pOutputBuffer is NULL .or specifies a memory area to which
pOutputBufferLength bytes cannot be written.

Returned if outputBufferLength is O,

Returned if *pSenseBufferLength is greater than zero and pSenseBuffer specifies| a
memory area to which pSenseBufferLength bytes cannot be written.

Returned if evpd or cmddt have a value other than IMA_TRUE or IMA_FALSE.
IMA_ERROR_INVALID _OBJECT_TYPE

Returned if deviceOid does not specify any valid object type.
IMA_ERRORYINCORRECT_OBJECT_TYPE

Returned if deviceOid does not specify a target or LU object.

IMAZERROR_OBJECT_NOT_FOUND

Returned if deviceOid does not specify a target or LU that is currently known to the system.
IMA_ERROR_SCSI_STATUS_CHECK_CONDITION

Returned if the SCSI INQUIRY command failed with a CHECK CONDITION status. If this
value is returned then if pSenseBuffer is not NULL it will contain the sense data returned
by the logical unit.

IMA_ERROR_TARGET_TIMEOUT

Returned if the target associated with the specified LU failed to respond to an iSCSI login
request from an initiator.
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IMA_ERROR_LOGIN_REJECTED

Returned if the target associated with the specified LU rejected an iSCSI login request
from an initiator.

6.2.62.5 Remarks

None

6.2.62.6 Support

MLndatory

6.2.62.7 See Also
IMA_LuReadCapacity
IMA_LuReportLuns

6.2.63 IMA_LuReadCapacity
6.2.63.1 Synopsis
Gets the SCSI READ CAPACITY data for the specified logical uhit.

6.2.63.2 Prototype

IMA_STATUS IMA_LuReadCapacity(
[*in */ IMA_OID deviceQid,
[*in */ IMA_UINT cdbLength,

[* out */ IMA_BYTE *pOutpuiBuffer,
[/*in, out */] IMA_UINT *pOutputBufferLength,

[* out */ IMA_BYTE"pSenseBuffer,

[/*in, out */] IMA-UINT *pSenseBufferLength
);
6.2.63.3 Parameters

dgviceOid

The object ID of-the target or LU whose READ CAPACITY data is being retrieved. If the
object ID specifies a target then the command will be sent to LUN 0 of the target.

cabLength

The length in bytes of the READ CAPACITY CDB that shall be sent to the target or LU.
Valid values are 10 and 16. Support of the 10 byte CDB is mandatory, while support for the
16 byte CDB is optional.

pOutputBuffer

A pointer to the memory location that on successful completion will contain the data
returned by the logical unit.

pOutputBufferLength

On entry this shall point to the length, in bytes, of the memory area specified by
pOutputBuffer. On successful return this shall point to the number of bytes that were
actually placed into the output buffer.
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pSenseBuffer

A pointer to a memory location that upon this command failing with a CHECK CONDITION

status will contain the sense data received from the logical unit. This parameter may

be

NULL, in which case no sense data will be transferred to the client if the READ CAPACITY

command fails with a CHECK CONDITION status.

pSenseBufferLength

.2.63.4 Typical return values

A —-aintar—it +h P biffar lanoath M o PoC IV 3 . fmatio o ball H- S 3
N pPUTTTCT U T STTTIS T OUTTOT TOTIgUT.— ITT CITtry - to— e Taimo oo LL] LY

containing the maximum length, in bytes, of pSenseBuffer.

If IMA_ERROR_SCSI_STATUS_CHECK_CONDITION is returned by the API thern oh exi
will contain the number of sense data bytes returned in pSenseBuffer. If pSéhseBuffer

value will be unchanged.

A_ERROR_INVALID_PARAMETER

Returned if pOutputBuffer is NULL or specifies/,a~ memory area to whi
pOutputBufferLength bytes cannot be written.

Returned if outputBufferLength is 0.

Returned if pSenseBufferLength is greater than:zero and pSenseBuffer specifies a memg
area to which pSenseBufferLength bytes cannot be written.

A_ERROR_INVALID_OBJECT_TYPE

Returned if deviceOid does not speeify any valid object type.
A_ERROR_INCORRECT_OBJECT_TYPE

Returned if deviceOid does:not specify a target or LU object.

A_ERROR_OBJECT-NOT_FOUND

A_ERROR_SCSI_STATUS_CHECK_CONDITION

Returned )if the SCSI READ CAPACITY command failed with a CHECK CONDITION statd
If this\value is returned then if pSenseBuffer is not NULL it will contain the sense d3
returned by the logical unit.

Returned if devijce@id does not specify a target or LU that is currently known to the system.

it
is

NULL then this value shall be 0. If any other value is returned by the API then on exit this

ch

S.

—
[V

A_ERRUR_TARGET_TIMEOU'I

Returned if the target associated with the specified LU failed to respond to an iSCSI log
request from an initiator.

IMA_ERROR_LOGIN_REJECTED

Returned if the target associated with the specified LU rejected an iSCSI login reque
from an initiator.

in

st
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6.2.63.5 Remarks
The length of the CDB affects both the length of the data buffer used and the format of the

data in pOutputBuffer on successful return from this API. It is up to the caller to properly
specify the length of the data buffer and to interpret the format of the returned data.

6.2.63.6 Support

Mandatory

6.2.63.7 See Also
IMA_Lulnquiry
IMA_LuReportLuns

6.2.64 IMA_LuReportLuns
6.2.64.1 Synopsis
G

ts the SCSI REPORT LUNS data for the specified logical unit.

6.2.64.2 Prototype

IMA_STATUS IMA_LuReportLuns(
[*in*/ IMA_OID deviceOid,
[*in*/ IMA_BOOL sendToWellKnownLu,
[*in*/ IMA_BYTE selectReport,

[* out */ IMA_BYTE *pOutputBuffer,
[/*in, out */] IMA_UINT *pOutputBufferLength,

[* out */ IMA_BYTE *pSenseBuffer,

[/*in, out */] IMA_UINT**pSenseBufferLength
);
6.2.64.3 Parameters

dgviceOid

The object ID of the target or LU whose REPORT LUNS data is being retrieved. If the
object ID identifies:a’ target then the command will be sent to either LUN 0 or the wgll
known REPORT-LEUNS LUN of the target, depending upon the value of wellKnownLun.

sendToWellKnewnLu

If oid“specifies a target then sendToWellKnownLu indicates if the REPORT LUNS
command shall be sent to the REPORT LUNS well known LU or to the LU at LUN 0.

e [T 0/d Specifies a target and sendTowWellknownLu has the value IMA_TRUE then the
REPORT LUNS command will be sent to the REPORT LUNS well known LU of the
target.

e If oid specifies a target and sendToWellKnownLu has the value IMA_FALSE then the
REPORT LUNS command will be sent to LUN 0 of the target.

e If oid specifies a LU then the REPORT LUNS command is sent to the specified LU and
the value of sendToWellKnownLu is ignored.

See Clause 8 of ISO/IEC 14776-453 for more information regarding well known LUs.

selectReport
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The select report value as defined for the REPORT LUNS command. See
ISO/IEC 14776-453 or your device’s SCSI interface documentation for more information on

the values this field can contain.

pOutputBuffer

A pointer to the memory location that on successful completion will contain the data

returned by the logical unit.

..... Dy £ L aoih
T L2A

[

.2.64.4 Typical return-values

A pointers to the output buffer length. On entry to the function this shall point to a-varial
containing the maximum length, in bytes, of pOutputBuffer.

On successful return it will contain the number of bytes that were actually returned
pOutputBuffer. On failed return this value will be unchanged.

enseBuffer

A pointer to a memory location that upon this command failing with a CHECK CONDITI(
status will contain the sense data received from the logieal*dnit. This parameter may
NULL, in which case no sense data will be transferred 4o,the client if the REPORT LUN
command fails with a CHECK CONDITION status.

enseBufferLength

A pointer to the sense buffer length. On entfy to the function this shall point to a varial
containing the maximum length, in bytes,. 0f’)pSenseBuffer.

If IMA_ERROR_SCSI_STATUS_CHECK_ CONDITION is returned by the API then on exi
will contain the number of sense data bytes returned in pSenseBuffer. If pSenseBuffer

e

n

be
S

e

it
is

NULL then this value shall be 0.)if any other value is returned by the API then on exit this

value will be unchanged.

A_ERROR_NOT_SUJPPORTED

Returned if «deviceOid specifies a target and sendToWellKnownLu has the val
IMA_TRUE<¢nd sending to the REPORT LUNS well known LUN is not supported.

A_ERROR_INVALID_PARAMETER

Returned if pOutputBuffer is NULL or specifies a memory area to whi

ch

pOutputBufferLength bytes cannot be written.

IM

Returned if pOutputBufferLength is NULL or specifies a memory which cannot be written.

Returned if *pOutputBufferLength is 0.

Returned if pSenseBufferLength is greater than zero and pSenseBuffer specifies a memory

area to which pSenseBufferLength bytes cannot be written.

Returned if sendToWellKnownLu has a value other than IMA_TRUE and IMA_FALSE.
A_ERROR_INVALID_OBJECT_TYPE

Returned if deviceOid does not specify any valid object type.
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A_ERROR_INCORRECT_OBJECT_TYPE

Returned if deviceOid does not specify a LU object.
A_ERROR_OBJECT_NOT_FOUND

Returned if deviceOid does not specify a LU that is currently known to the system.
A_ERROR_SCSI_STATUS_CHECK_CONDITION

Returned if the SCSI REPORT LUNS command failed with a CHECK CONDITION status.

If

N¢

6.2.64.6 Support

Mandatory in all situations except when oid spécifies a target and sendToWellKnownLu h

th

6.
IM
IM

Dq

.2.64.5 Remarks

.p.65 IMA_PhbaDownload

..65.1 Synopsis

.2.65.2 _Prototype

this value is returned then if pSenseBuffer is not NULL it will contain the sense .dg
returned by the logical unit.

A_ERROR_TARGET_TIMEOUT

Returned if the target associated with the specified LU failed to respond to.an iSCSI log
request from an initiator.

A_ERROR_LOGIN_REJECTED

Returned if the target associated with the specified LU rejected~an iSCSI login requsg
from an initiator.

ne

b value IMA_TRUE. Supporting this situation is optional.

p.64.7 See Also
A_Lulnquiry
A_LuReadCapacity

wnloads the image in the specified file to the specified physical HBA.

IMA_STATUS IMA_PhbaDownload(
/in*  IMA_OID phbaOid,

ta

n

st

/*in*  IMA_PHBA_DOWNLOAD_IMAGE_TYPE imageType,

rmm-7 const IMA_VWUHRAR "prlleName

);

6.2.65.3 Parameters

phbaOid

The object ID of the PHBA whose to which the image file is being downloaded.

imageType

The type of a image that is to be downloaded.
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pFileName

A pointer to the name, and if necessary the path, of a file that contains the image to
download to the PHBA.

6.2.65.4 Typical return values
IMA_ERROR_NOT_SUPPORTED

Returned if this API is not supported by the specified PHBA.

IMA_ERROR_INVALID_PARAMETER

Returned if imageType does not specify a valid IMA_PHBA_DOWNLOAD_ IMAGE TYRE
value.

Returned if pFileName is NULL or specifies a memory area from which ‘data cannot pe
read.

Returned if pFileName specifies a file that cannot be opened forreading or that does not
contain a download image of the specified image type.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if phbaOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if phbaOid does not specify a PHBA object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if phbaOid does not specify 'a PHBA that is currently known to the system.

6.2.65.5 Remarks

None

6.2.65.6 Support

If IMA_GetPhbaDoewnloadProperties is not supported then this API shall not be supported ps
well.

Mandatory(ifi'any of the fields in the IMA_PHBA_DOWNLOAD_PROPERTIES structure ps
waquld be-returned by the IMA_GetPhbaDownloadProperties API for the specified PHBA chn
bd setto IMA_TRUE.

6.2.65.7 See Also
IMA_PHBA_DOWNLOAD_IMAGE_TYPE
IMA_GetPhbaDownloadProperties
IMA_IsPhbaDownloadFile

6.2.66 IMA_PluginlOCtl
6.2.66.1 Synopsis

Sends a vendor specific command to a specified plugin.
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6.

6.2-66-3—Parameters

2.66.2 Prototype

IMA_STATUS IMA_PluginlOCtl(

[*in*/ IMA_OID pluginOid,

[*in*/ IMA_UINT command,

[*in */ const void *pInputBuffer,

[*in */ IMA_UINT inputBufferLength,

[*out*/  void *pOutputBuffer,

[/*in, out */] IMA_UINT *pOutputBufferLength,
);

pllginOid
The object ID of the plugin to which the command is being set.

cammand
The command to be sent to the plugin.

plhputBuffer
A pointer to a buffer allocated by the caller that cantains any input parameters the
specified command needs. A value of NULL for this parameter indicates that there are pho
input parameters being provided by the caller. In this case the value of inputBufferLength
shall be 0.

inputBufferLength
The length, in bytes, of the input buffer” The plugin shall not attempt to read more ddta
than is specified by the caller.

pQutputBuffer
A pointer to a buffer atlecated by the caller that contains any output of the specifipd
command. A value of NULL for this parameter indicates that the caller expects to receiyje
no output data frommthe plugin. In this case the value of pOutputBufferLength shall pe
NULL.

pQutputBufferlength
A pointer/to a value that on entry contains the length, in bytes, of the output buffer. On
successful return that value will be the number of bytes returned in pOutputBuffer. If this
value is NULL then both plnputBuffer and pOutputBuffer shall be NULL ahd
inputBufferl ength shall be 0.

6.2.66.4 Typical return values

IMA_ERROR_NOT_SUPPORTED

Returned if the plugin does not support this API call.

IMA_ERROR_INVALID_PARAMETER

Returned if:

e plnputBuffer is NULL and inputBufferLength is not 0.
e pOutputBuffer is NULL and plnputBufferLength points to a value that is not 0.
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e pOutputBuffer is not NULL and pOutputBufferLength is NULL or points to a value that
is 0.

e if the plugin does not support the specified command or if the input and/or output
buffers and lengths are not correct for the given command.

IMA_ERROR_INVALID_OBJECT_TYPE
Returned if pluginOid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if pluginOid does not specify a plugin object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if pluginOid does not specify a plugin that is currently known to the system.

6.2.66.5 Remarks

THis purpose of this API call is to allow a client to send a plugin a command that is vendor
unique, i.e., a command that is specific to a particular plugin. The-command values and the
fofmat of both the input and output buffers is entirely plugin spécific. It is up to a client|to
ddtermine if a particular plugin supports particular plugin IOCtls-that the client wants to send.
Cljents can do this by using the vendor and version fields ofd¢he IMA_PLUGIN_PROPERTIES
stfucture as returned by the IMA_GetPluginProperties AP

6.2.66.6 Support

Optional

6.2.66.7 See Also
IMA_PLUGIN_PROPERTIES
IMA_GetPluginOidList
IMA_GetPluginProperties

6.2.67 IMA_RegisterForObjectPropertyChanges
6.2.67.1 Synopsis
Registers a client function to be called whenever the property of an object changes.

6.2.67.2 Prototype

IMA_STATUS IMA_RegisterForObjectPropertyChanges (
/*in */ IMA_OBJECT_PROPERTY_FN pClientFn
);

6.2.67.3 Parameters

pClientFn

A pointer to an IMA_OBJECT_PROPERTY_FN function defined by the client. On
successful return this function will be called to inform the client of objects that have had
one or more properties change.

6.2.67.4 Typical return values
IMA_ERROR_INVALID PARAMETER

Returned if pClientFn is NULL or specifies a memory area that is not executable.
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6.2.67.5 Support

Mandatory

6.2.67.6 Remarks

The function specified by pClientFn will be called whenever the property of an object changes.
For the purposes of this function a property is defined to be a field in an object’s property
structure and the object’s status. Therefore, the client function will not be called if a statistic
of the associated object changes. But, it will be called when the status changes (e.g. from

W(

It
re

rkimgtofaited)y orwhemamame or other fietdima property structure thanges:

calls to register the function have been made.

If
orn

ce to be notified that the changes have occurred.

.2.67.7 See Also

A_DeregisterForObjectPropertyChanges

.p.68 IMA_RegisterForObjectVisibilityChanges

..68.1  Synopsis

Registers a client function to be called whenever a high level object appears or disappears.

6.

pd

p.68.2 Prototype

IMA_STATUS IMA_RegisterForObjectVisibilityChanges (
[*in */ IMA_OBJECTAVISIBILITY_FN pClientFn
);

.2.68.3 Parameters

lientFn

A pointer to an IMA-OBJECT_VISIBILITY_FN function defined by the client. On success
return this function-will be called to inform the client of objects whose visibility h
changed.

.2.68.4 Typical return values

A_ERROR_INVALID_PARAMETER

Returned if pClientFn is NULL or specifies a memory area that is not executable.

is not an error to re-register a client function. However, a client function has @nly ohe
gistration. The first call to deregister a client function will deregister it, no matter-how many

multiple properties of an object change simultaneously a client function/may be called ofly

Ful

6.2.68.5 Support

Mandatory
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6.2.68.6 Remarks

The function specified by pClientFn will be called whenever high level objects appear or
disappear. The following are considered high level objects:

e Nodes (IMA_OBJECT_TYPE_NODE)
e Logical HBAs (IMA_OBJECT_TYPE_LHBA)
e Physical HBAs  (IMA_OBJECT_TYPE_PHBA)
e Targets (IMA_OBJECT_TYPE_TARGET)

Al
wi
de

It
re

other objects are considered lower level objects and the function specified by pClient
I not be called for their appearance or disappearance. Lower level object visibility\can
termined from high level object visibility.

is not an error to re-register a client function. However, a client functionnhas only o
gistration. The first call to deregister a client function will deregister it no matter how ma

callls to register the function have been made.

Reé
pg

di

.2.68.7 See Also

A_DeregisterForObjectVisibilityChanges

.2.69 IMA_RemoveDiscoveryAddress

.2.69.1 Synopsis

moves a discovery address being used for sendytargets discovery by a physical netwd
rt or logical HBA.

..69.2 Prototype

IMA_STATUS IMA_RemoveDiscoveryAddress(
[*in*/ IMA_OID diseoveryAddressOid
);

.2.69.3 Parameters

bcoveryAddressOid

discovery.

.2.69.4 Typical return values

A_STATUS REBOOT_NECESSARY

Reéturned if a reboot is necessary before the specified discovery address is no longer us

for send targets discaovery

he
ny

k

-

The object ID ofthe discovery address that is to no longer be used for send targets

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if discoveryAddressOid does not specify any valid object type.

IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if discoveryAddressOid does not specify a discovery address object.

IMA_ERROR_OBJECT_NOT_FOUND

Returned if discoveryAddressOid does not specify a discovery address that is curren
known to the system.

tly
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IMA_ERROR_LU_EXPOSED

Returned if discoveryAddressOid specifies an iSCSI target that currently has a LU exposed
to the operating system.

6.2.69.5 Remarks

This change is persistent. The specified discovery address will no longer be used by the
associated PNP or LHBA for send targets discovery.

6.2.69.6 Support

Mandatory

6.2.69.7 See Also
A_AddDiscoveryAddress
A_GetDiscoveryAddressProperties
A_GetDiscoveryProperties

A_SetSendTargetsDiscovery

6.2.70 IMA_RemoveStaleData

6.2.70.1 Synopsis

moves all of the stale persistent data of the specified’)LHBA.

6.2.70.2 Prototype

IMA_STATUS IMA_RemoveStaleData(
/*in */ IMA_OID lhbaQid;
);

6.2.70.3 Parameters

IhpaOid
The object ID of the LHBA/whose stale data is to be removed.

6.2.70.4 Typical return values
IMA_ERROR_NOT SUPPORTED
Returned\if the LHBA does not support removing stale data.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if IhbaOid does not specify any valid object type.

IMA_ ERROR_INCORRECT_OBJECT_TYPE
Returned if IhbaOid does not specify a LHBA object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if IhbaOid does not specify a LHBA that is currently known to the system.
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6.2.70.5 Remarks

St

ale data includes the following:

e Any data required to expose LUs that belong to targets that are not present. This could

occur by calling the IMA_ExposeLu API.

e Any iSCSI login parameter applied specifically to targets that are not present. This
could occur by calling the IMA_SetMaxBurstLength,

IMA_SetMaxRecvDataSegmentLength, or other similar APIs.

M
re
by
IM

Removes a target being statically discovered by a physical network port or logical HBA.

6.

st

6.[. 7006 Support

.2.70.7 See Also

.2.71 IMA_RemoveStaticDiscoveryTarget

.2.71.1  Synopsis

.2.71.3 Parameters

.2.71.4 Typical return-wvalues

ndatory if the staleDataRemovable field of the IMA_LHBA PROPERTIES structy
urned by the IMA_GetLhbaProperties APl has the value IMA_TRUE for the LHBA: specifi

IhbaOid. Otherwise not supported, i.e., this call shall rety
A _ERROR_NOT_SUPPORTED.

A_GetLhbaProperties

p.71.2  Prototype

IMA_STATUS IMA_RemoveStaticDiscoveryTarget(
[*in*/ IMA_OID staticDiscoveryTargetOid
);

hticDiscoveryTargetOid

The object ID of the static.discovery target that is to no longer be discovered.

A_STATUS_REBOOT_NECESSARY

Returned ifa“reboot is necessary before the specified static discovery target is no lond
discovered;

A_ERROR_INVALID_OBJECT_TYPE

Returned if staticDiscoveryTargetOid does not specify any valid object type.

re
2d

er

IM

IM

IM

A_ERROR_INCORRECT_OBJECT_TYPE
Returned if staticDiscoveryTargetOid does not specify a static discovery target object.
A_ERROR_OBJECT_NOT_FOUND

Returned if staticDisocveryTargetOid does not specify a static discovery target that
currently known to the system.

A_ERROR_LU_EXPOSED

is

Returned if staticDiscoveryTargetOid specifies an iSCSI target that currently has a LU

exposed to the operating system.
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6.2.71.5 Remarks

This change is persistent. The specified target will no longer be discovered by the associated
PHBA or LHBA.

6.2.71.6 Support
Mandatory
6.2.71.7 See Also

IMA_AddStaticDiscoveryTarget
IMA_GetStaticDiscoveryTargetProperties

IMA_GetDiscoveryProperties
IMA_SetStaticDiscovery

6.2.72 IMA_SetDataPdulnOrder
6.2.72.1 Synopsis

Sgts the DataPDUInOrder iSCSI login parameter value for the.Specified logical HBA |or
target.

6.2.72.2 Prototype

IMA_STATUS IMA_SetDataPdulnOrder(
[*in*/ IMA_OID oid,
/*in*/ IMA_BOOL dataPdulnOcder
);
6.2.72.3 Parameters

The object ID of the LHBA or target whose DataPDUInOrder value is being set.
dgtaPdulnOrder
The new value for the)DataPDUInOrder value for the specified LHBA or target.

6.2.72.4 Typical-return values
IMA_STATUS~REBOOT_NECESSARY

Returned if a reboot is necessary before the setting of the DataPDUInOrder takes affect.

IMA“ERROR_NOT_SUPPORTED

Returned if the LHBA does not support setting the DataPDUInOrder value.
IMA_ERROR_INVALID PARAMETER

Returned if dataPdulnOrder does not contain the value IMA_TRUE or IMA_FALSE.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or target object.
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IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.72.5 Remarks

The setting of this value is persistent and applies only to subsequent sessions created by the

initiator; existing sessions are not affected.

6.2.72.6 Support

MLndatory if the setftable field in the IMA_BOOL_VALUE structure returned
IMA_GetDataPdulnOrderProperties for the same oid has the value IMA_TRUE.

6.2.72.7 See Also
IMA_GetDataPdulnOrderProperties
iSCSI| Session and Connection Parameters

6.2.73 IMA_SetDataSequencelnOrder

6.2.73.1 Synopsis

Sets the DatasSequenceInOrder iSCSI login parameter value for the specified logical HBA

or[target.

6.2.73.2 Prototype

IMA_STATUS IMA_SetDataSequencelnOrder(
/*in */ IMA_OID oid,
[*in*/ IMA_BOOL dataSeguencelnOrder
);
6.2.73.3 Parameters

The object ID of the LHBAor target whose DataSequenceInOrder value is being set.
ddtaSequencelnOrder
The new DataSequenceInOrder value for the specified LHBA or target.

6.2.73.4 (Typical return values
IMA_ERROR_NOT_SUPPORTED

Returned if the | HBA does not ':nlnlnnrf QnHing the DataSequencelnQrder value

IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before the setting of the DatasequenceInOrder takes

affect.

IMA_ERROR_INVALID_PARAMETER

Returned if dataSequencelnOrder does not contain the value IMA_TRUE or IMA_FALSE.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
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A_ERROR_INCORRECT_OBJECT_TYPE
Returned if oid does not specify a LHBA or target object.

A_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.73.5 Remarks

T
in

iator; existing sessions are not affected.

6.2.73.6 Support

Mandatory if the settable field in the IMA_BOOL_VALUE structure
A_GetDataSequencelnOrderProperties for the same oid has the value IMANTRUE.

IM

IM

iS

Se

fo]]

de

.2.73.7 See Also

A_GetDataSequencelnOrderProperties

CS| Session and Connection Parameters

.2.74 IMA_SetDefaultGateway

.2.741 Synopsis

ts the default gateway for the the specified physical network port.

..74.2 Prototype

IMA_STATUS IMA_SetDefaultGateway(

/*in */ IMA_OID oid,

/*in */ IMA_IP_ADDRESS defaultGateway
);

.2.74.3 Parameters

The object ID of the\PNP whose default gateway is to be set.
faultGateway

The new default gateway for the PNP.

.2.74.4 Typical return values

by

A_STATUS_REBOOT _NECESSARY

Returned if a reboot is necessary before the setting of the default gateway takes affect.

IMA_ERROR_NOT_SUPPORTED

Returned if setting the default gateway is not supported by the specified PNP.

IMA_ERROR_INVALID_PARAMETER

Returned if any fields in defaultGateway contains any invalid values.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
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IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify an PNP.

IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify an PNP that is currently known to the system.

6.2.74.5 Remarks

The setting of this value is persistent.

6.2.74.6 Support

Mandatory if the defaultGatewaySettable field in the IMA_IP_PROPERTIES structure return

S4
ta

oi

de

the IMA_GetlpProperties API for the same oid has the value IMA_TRUE.

.2.74.7 See Also

A_GetlpProperties

.2.75 IMA_SetDefaultTime2Retain

.2.75.1  Synopsis

ts the DefaultTime2Retain iSCSI login parameter value for the specified logical HBA
get.

.2.75.2 Prototype

IMA_STATUS IMA_SetDefaultTime2Retain(
/*in */ IMA_OID oid,
[*in*/ IMA_UINT defaultTime2Retain
);

.2.75.3 Parameters

The object ID of the LHBA or target whose DefaultTime2Retain value is being set.
faultTime2Retain

The new value’for the new DefaultTime2Retain for the specified LHBA or target.

.R.75.4<—~Typical return values

A~ERROR_NOT_SUPPORTED

or

Returned if the LHBA does not support setting the DefaultTime2Retain value.

IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before the setting of the DefaultTime2Retain value

actually takes affect.

IMA_ERROR_INVALID_PARAMETER

Returned if defaultTime2Retain is out of range for the LHBA.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.


https://standardsiso.com/api/?name=03df08014d687311d8409896bb0a954b

11

989 © ISO/IEC:2010(E) - 155 —

IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or target object.

IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.75.5 Remarks

T
in

TH
IM
re

iator; existing sessions are not affected.

e valid range of DefaultTime2Retain values can be determined by !/ calli
A_GetDefaultTime2RetainProperties and examining the minimum and maximum valu
urned in the IMA_MIN_MAX_VALUE structure.

6.2.75.6 Support

Mandatory if the settable field in the IMA_MIN_MAX_ VALUE( structure returned

A_GetDefaultTime2RetainProperties for the same oid is true.

6.2.75.7 See Also

A_GetDefaultTime2RetainProperties

iSCSI| Session and Connection Parameters

S4
ta

oi

.2.76 IMA_SetDefaultTime2Wait

.2.76.1  Synopsis

ts the DefaultTime2Wait iISCSI login parameter value for the specified logical HBA
get.

.2.76.2 Prototype

IMA_STATUS IMA.SetDefaultTime2Wait(
/*in */ IMA_OID oid,
[*in*/ IMA_UINT defaultTime2Wait
);

.2.76.3 Parameters

The object ID of the LHBA or target whose DefaultTime2Wait value is being set.

de

faultTime2Wait

or

The new value for the new DefaultTime2Wait for the specified LHBA.

6.2.76.4 Typical return values

IM

IM

A_ERROR_NOT_SUPPORTED
Returned if the LHBA does not support setting the DefaultTime2Wait value.
A_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before the setting of the DefaultTime2Wait val
takes affect.

ue


https://standardsiso.com/api/?name=03df08014d687311d8409896bb0a954b

IM

IM

IM

- 156 - 11989 © ISO/IEC:2010(E)

A_ERROR_INVALID_PARAMETER

Returned if defaultTime2Wait is out of range for the LHBA.
A_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
A_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify a LHBA or target object.

6.
TH

initiator; existing sessions are not affected.

T
IM
re

6.2.76.6 Support

Mandatory if the settable field in the IMA_MIN_MAX VALUE structure returned

IM

IM
iS

P.76.5 Remarks

.2.76.7 See Also

.77 IMA_SetDnsServerAddress

.2.77.1  Synopsis

.2.77.2 Prototype

A_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

e setting of this value is persistent and applies only to subsequent sessions created by t

e valid range of DefaultTime2Wait values can be\~determined by calli

urned in the IMA_MIN_MAX_VALUE structure.

A_GetDefaultTime2WaitProperties for the sameoid is true.

A_GetDefaultTime2WaitProperties
CS| Session and Connection Paranieters

ts the address of thé primary and alternate DNS servers for the specified physical netwd
rt.

HIA__STATUS IMA_SetDnsServerAddress(
[*in ¥/ IMA_OID oid,
[*in */ const IMA_IP_ADDRESS *pPrimaryDnsServerAddress,
[*in*/ const IMA_IP_ADDRESS *pAlternateDnsServerAddress

—

\ -

VAl

6.2.77.3 Parameters

oid

The object ID of the PNP whose DNS servers are to be set.

primaryDnsServerAddress

g
A_GetDefaultTime2WaitProperties and examining the minintum and maximum values

k

A pointer to the IP address of the primary DNS server. This parameter can be NULL in
which case the primary DNS server address is being cleared. In this case

alternateDnsServerAddress shall also be NULL.


https://standardsiso.com/api/?name=03df08014d687311d8409896bb0a954b

11989 © ISO/IEC:2010(E) - 157 -
alternateDnsServerAddress

A pointer to the IP address of the alternate DNS server. This parameter can be NULL in
which case the alternate DNS server address is being cleared.

6.2.77.4 Typical return values
IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before the setting of the DNS servers takes affect.

IMA_ERROR_NOT_SUPPORTED

Returned if setting the primary DNS server address is not supported by the specified PNR.

Returned if setting the alternate DNS server address is not supported by thé.specified PNP
and alternateDnsServerAddress is not NULL.

IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not specify an PNP.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid does not specify an PNP that isCurrently known to the system.
IMA_ERROR_INVALID PARAMETER

Returned if primaryDnsServerAddres$§)or alternateDnsServerAddress are not NULL ahd
specify a memory area from whichdata cannot be read.

Returned if primaryDnsServerAddress is NULL and alternateDnsServerAddress is not
NULL. It is not valid to havevan alternate DNS server without having a primary DNS servqr.

—

Returned if primaryDnsServerAddress and alternateDnsServerAddress are both not NULL
and both specify the_same IP address.

6.2.77.5 Remarks

THe setting-of’'these values is persistent.

6.2.77.6~ Support

Mandatory if the primaryDnsServerAddressSettable field in the IMA 1P PROPERTIFS
structure returned by the IMA_GetlpProperties API for the same oid has the value IMA_TRUE.

6.2.77.7 See Also
IMA_GetlpProperties
6.2.78 IMA_SetErrorRecoverylLevel
6.2.78.1 Synopsis

Sets the ErrorRecoveryLevel iSCSI login parameter value for the specified logical HBA or
target.
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6.2.78.2 Prototype

IMA_STATUS IMA_SetErrorRecoverylLevel(
[*in ¥/ IMA_OID oid,
[in[ IMA_UINT errorRecoverylLevel
);
6.2.78.3 Parameters

oid

ertorRecoverylLevel
The new value for the ErrorRecoveryLevel for the specified LHBA or target,

6.2.78.4 Typical return values

IMA_ERROR_NOT_SUPPORTED

Returned if the LHBA does not support setting the ErrorRecoveryLevel value.
IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before the setting.of the ErrorRecoveryLevel takes
affect.

IMA_ERROR_INVALID_PARAMETER

Returned if errorRecoverylLevel is out of range for the LHBA.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does not specify.any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if oid does not'specify a LHBA or target object.
IMA_ERROR_OBJECT_NOT_FOUND

Returned if oid‘does not specify a LHBA or target that is currently known to the system.

6.2.78.5 Remarks

THe setting of this value is persistent and applies only to subsequent sessions created by the
inTiator; existing sessions are not affected.

The valid range of ErrorRecoverLevel values can be determined by calling
IMA_GetErrorRecoveryLevelProperties and examining the minimum and maximum values
returned in the IMA_MIN_MAX_VALUE structure.

6.2.78.6 Support

Mandatory if the settable field in the IMA_BOOL_VALUE structured returned by
IMA_GetErrorRecoverylLevelProperties for the same oid has the value IMA_TRUE.

6.2.78.7 See Also
IMA_GetErrorRecoverylLevelProperties
iSCSI Session and Connection Parameters


https://standardsiso.com/api/?name=03df08014d687311d8409896bb0a954b

11989 © ISO/IEC:2010(E) - 159 -

6.2.79 IMA_SetFirstBurstLength
6.2.79.1 Synopsis
Sets the FirstBurstLength iSCSI login parameter of the specified logical HBA or target.

6.2.79.2 Prototype

IMA_STATUS IMA_SetFirstBurstLength(
/*in*/ IMA_OID oid,
[*in */ IMA_UINT firstBurstlLength

);
6.2.79.3 Parameters

oid
The object ID of the LHBA or target whose FirstBurstLength value is being set.

fi

oy

rstBurstLength
The value for the new FirstBurstLength for the LHBA or target.

6.2.79.4 Typical return values

IMA_ERROR_NOT_SUPPORTED

Returned if the LHBA does not support setting the)FirstBurstLength.
IMA_STATUS_REBOOT_NECESSARY

Returned if a reboot is necessary before the setting of FirstBurstLength takes affect.
IMA_ERROR_INVALID_PARAMETER

Returned if firstBurstLength is oyt of range for the LHBA.
IMA_ERROR_INVALID_OBJECT_TYPE

Returned if oid does-not specify any valid object type.
IMA_ERROR_INCORRECT_OBJECT_TYPE

Returned if{oid’does not specify a LHBA or target object.

IMA_ERROR 'OBJECT_NOT_FOUND

Returned if oid does not specify a LHBA or target that is currently known to the system.

6.2.79.5 Remarks

The setting of this value is persistent and applies only to subsequent sessions created by the
initiator; existing sessions are not affected.

The wvalid range of FirstBurstLength values can be determined by calling
IMA_GetFirstBurstLengthProperties and examining the minimum and maximum values
returned in the IMA_MIN_MAX_VALUE structure.

6.2.79.6 Support

Mandatory if the settable field in the IMA_MIN_MAX_ VALUE structure returned by
IMA_GetFirstBurstLengthProperties for the same oid is true.
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