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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Ir|1ternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, PartP.

Tlhe main task of the joint technical committee is to prepare International Standards. Draft Intdrnational
Standards adopted by the joint technical committee are circulated to national bodies for yotihg. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting-a vote.

>

ttention is drawn to the possibility that some of the elements of this document may be the subject jof patent
ghts. ISO and IEC shall not be held responsible for identifying any or all such,patent rights.

—

SO/IEC 11889-4 was prepared by the Trusted Computing Group (TCG) and was adopted, under |the PAS
rocedure, by Joint Technical Committee ISO/IEC JTC 1, Information teChnology, in parallel with its|approval
y national bodies of ISO and IEC.

oo

BO/IEC 11889 consists of the following parts, under the gé€neral title Information technology — Trusted
latform Module:

-

— Part 1: Overview

— Part 2: Design principles

—  Part 3: Structures

-+ Part 4: Commands
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Introduction

Part 1
Trusted Platform Overview

Figure 1

Start of{informative comment

ISO/IEQ

specification 1.2 version 10

Part 2
Trusted Platform Design
Principles

Part 3
Trusted Platform Structures

ISO-15408 Common Criteria Protection Profile

<l
. TPM Main Specification Roa \)

11889 is from the q@ed Computing Group (TCG) Trusted Platform Module (TPM
e part numbers for ISO/IEC 11889 and the TCG specification d

U O <—

not match. The reason is nclusion of the Overview document that is not a member of the TC(
part numbering. The m ng between the two is as follows:

ISO Reference Q~ TCG Reference

Part 1 Qvervie Not published

Part 2 Oesi inciples Part 1 Design Principles

Part 3 Stﬁ@tures Part 2 Structures

Part 4 Commands Part 3 Commands

End of informative comment

XVi
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INTERNATIONAL STANDARD ISO/IEC 11889-4:

2009(E)

Information technology — Trusted Platform Module —

Part 4:

Commands

1. cope

ISO/IEC 11889 defines the Trusted Platform Module (TPM), a device that enables*{rust in cagmputing
platforms in general. ISO/IEC 11889 is broken into parts to make the role of each{document cl¢ar. Any
version of the standard requires all parts to be a complete standard.

A TPM designer MUST be aware that for a complete definition of all requirements necessary tq build a
TPM, the designer MUST use the appropriate platform specific specification-to understand all of the TPM
requirgments.

Part 4 |defines the commands that allow software to communicate with and use the TPM. It defines the

command format as both the TPM and calling software must agree on the exact command fo

many

pf the commands require cryptographic authorization and)the format of the authorization

standardized.

1.1

The ke
NOT,”
interpr

1.2

Please
will en
of the
defineq
They h
text in
can co

For ex
Start d
This is

Key words

y words “MUST,” “MUST NOT,” “REQUIRED,” “SHALL,” “SHALL NOT,” “SHOULD,” “S
“RECOMMENDED,” “MAY,” and “OPTIONAL” in this document’s normative statements a
pted as described in RFC-2119, Key words for use in RFCs to Indicate Requirement Levels

Statement Type

note a very important distinction between different sections of text throughout this docum

counter two distinctive kinds-of text: informative comment and normative statements. Becau
text in this specification.will be of the kind normative statements, the authors have in
| it as the default and, ‘as such, have specifically called out text of the kind informative cq
ave done this by flagging the beginning and end of each informative comment and highlig
gray. This means‘that unless text is specifically marked as of the kind informative comm
nsider it of the'Kind normative statements.

hmple:
f informative comment
thefirst paragraph of 1—-n paragraphs containing text of the kind informative comment ...

'mat, as
must be

HOULD
re to be

ent. You
se most
formally
mment.
hting its
ent, you

This is
This is

thesecondparagraptrof textof the kind-informative cormment

the nth paragraph of text of the kind informative comment ...

To understand the standard the user must read the standard. (This use of MUST does not require any

action)

End of informative comment

This is the first paragraph of one or more paragraphs (and/or sections) containing the text of the kind
normative statements ...

To understand the standard the user MUST read the standard. (This use of MUST indicates a keyword

usage

and requires an action).
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2. Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies

ISO 8825-1|ITU-T X.690: Information technology — ASN.1 encoding rules: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules

(DER)

ISO/IEC 10118-3, Information technology — Security techniqgues — Hash-functigns —
Part 3: Dedicated hash-functions, Clause 9, SHA-1

ISO/IEC 18033-3, Information technology — Security techniques — Encryption .algorithms —

Part 3, Block ciphers, Clause 5.1 AES
IEEE P1363, Institute of Electrical and Electronics Engineers: Standard Spegcifications For [Public-
Key Cryptography
IETF RFC 2104, Internet Engineering Task Force Request for Comments 2104: HMAC: Keyed-
Hashing for Message Authentication
IETF RFC 2119, Internet Engineering Task Force Request for Comments 2119: Key words [for use
in RFCs to Indicate Requirement Levels

PKCS #1 Version 2.1, RSA Cryptography Standard. This document is superseded by P1363,
except for section 7.2 that defines the V1.5 RSA signature scheme in use by the TPM.
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3.

Abbreviated Terms

ISO/IEC 11889-4:2009(E)

Abbreviation

Description

AACP Asymmetric Authorization Change Protocol
ADCP Authorization Data Change Protocol
ADIP Authorization Data Insertion Protocol
AIK AttestetiontdentyKey

AMC Audit Monotonic Counter

APIP Time-Phased Implementation Plan
AuthData Authentication Data or Authorization Data, depending on the context
BCD Binary Coded Decimal

BIOS Basic Input/Output System

CA Certification of Authority

CDI Controlled Data Item

CMK Cerifiable/Certified Migratable Keys
CRT Chinese Remainder Theorem

CRTM Core Root of Trust Measurement

CTR Counter-mode encryption

DAA Direct Autonomous Attestation

DIR Data Integrity Register

DOS Disk Operating System

DSA Digital Signature Algorithm

DSAP Delegate-Specific Authorization Protocol
ECB Electronic Codebook Mode

EK Endorsement Key

ET ExecuteTransport or Entity Type

FIPS Federal Information Processing Standard
GPIO General Purpose 1/0

HMAC Hash Message Autheritication Code
HW Hardware Interface

1B Internal Base

/0 Input/Odtput

v Initialization Vector

KH Key Handle

LEAP Lightweight Extensible Authentication Protocol for wireless computer networks
LK Loaded Key

LOM Limited Operation Mode

LPC Low Pin Count

LSB Least Significant Byte

MA Migration Authority/Authorization

MIDL Microsoft Interface Definition Language
MSA Migration Selection Authority

MSB Most Significant Byte

NV Non-volatile

NVRAM Non-Volatile Random Access Memory
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Abbreviation

Description

OAEP Optimal Asymmetric Encryption Padding
OEM Original Equipment Manufacturer

OIAP Object-Independent Authorization Protocol
(e]]n] Object Identifier

OSAP Object-Specific Authorization Protocol

PCR Platform Configuration Register

Pl Persanal Infarmation

Pl Personally Identifiable Information

POST Power On Self Test

PRIVEK Private Endorsement Key

PRNG Pseudo Random Number Generator

PSS Probabilistic Signature Scheme

PUBEK Public Endorsement Key

RNG Random Number Generator

RSA Algorithm for public-key cryptography. The letters R, S, and A represent the initials of the first public describers of the algorithm.
RTM Release to Manufacturing/Ready to Market
RTR Root of Trust for Reporting

RTS Root of Trust for Storage

SHA Secure Hash Algorithm

SRK Storage Root Key

STF Self Test Failed

TA Time Authority

TBB Threading Building Blocks

TCG Trusted Computing Group

TCV Tick Count Value

TIR Tick Increment Rate

TIS TPM Interface Specification

TNC Trusted Network Connect

TOE Target of Evaluation

TOS Trusted Operating System

TPCA Trusted Platform Computing Alliance

TPM Trusted Rlatform Module

TPME Trusted{Platform Module Entity

TSC Tick)Stamp Counter

TSC_ TPM Software Connection, when used as a command prefix
TSN Tick Session Name

TSR TIcK Stamp Reset

TSRB TickStampReset for blob

TSS TCG Software Stack

TTP Trusted Third Party/Time-Triggered Protocol
TS Tick Stamp

uTC Universal Time Clock

VPN Virtual Private Network
4 © ISO/IEC 2009 — All rights reserved
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4,
Sta

ISO/IEC 11889-4:

Admin Startup and State

rt of informative comment:

This section is the commands that start a TPM.

End of informative comment.

4.1
Sta

TPM_Init

2009(E)

rt af informative comment:

TPM_Ihit is a physical method of initializing a TPM. There is no TPM_Init ordinal as this\is a platform
message sent on the platform internals to the TPM. On a PC this command arrives atithe’ TPM via the
LPC buis and informs the TPM that the platform is performing a boot process.

TPM_Ihit puts the TPM into a state where it waits for the command TPM_Startup ,which specifies [the type

of initiglization that is required.

End of informative comment.

Definition

TPM_ Init () ;

Operation of the TPM. This is not a command that any software can execute. It is inherent in the design of

the TPM and the platform that the TPM resides on.

Paranmpeters

None

Descijiption

1. Thé TPM_lInit signal indicates to the.TPM that platform initialization is taking place. The TPM SHALL
sef| the TPM into a state such that the only legal command to receive after the TPM_Injt is the
TPM_Startup command. The TRM_Startup will further indicate to the TPM how to handle and [initialize
thel TPM resources.

2. The platform design MUST be that the TPM is not the only component undergoing initializatign. If the
TPM_Init signal forces,the TPM to perform initialization then the platform MUST ensure that ALL
components of thelplatform receive an initialization signal. This is to prevent an attacker from|causing
thel TPM to initialize to a state where various masquerades are allowable. For instance, gn a PC
caysing the TPM to initialize and expect measurements in PCRO but the remainder of the jplatform
dog¢s not initialize.

3. The¢ design of the TPM MUST be such that the ONLY mechanism that signals TPM_Init alsq signals
init|lalization to the other platform components.

Actions

1. The TPM sets TPM_STANY_FLAGS -> postlinitialise to TRUE.
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4.2 TPM_Startup

Start of informative comment:

TPM_Startup is always preceded by TPM_Init, which is the physical indication (a system-wide reset) that

TPM initialization is necessary.
There are many events on a platform that can cause a reset and the response to these events can

require

different operations to occur on the TPM. The mere reset indication does not contain sufficient information

to inform the TPM as to what type of reset is occurring. Additional information known by the p
initializag itth i
transmit the information.

The TPM can startup in three different modes:
A “clear| start where all variables go back to their default or non-volatile set state

A “savel| start where the TPM recovers appropriate information and restores various)values basg
prior TPM_SaveState. This recovery requires an invocation of TPM_Init to be successful.

A failing "save" start must shut down the TPM. The CRTM cannot leave the TPM in a state wh
untrustgd upper software layer could issue a "clear" and then extend PCRs-and thus mimic the CR|

A “deadtivated” start where the TPM turns itself off and requires another TPM_Init before the T
executelin a fully operational state.

End of {(nformative comment.

Table 1. TPM_Init Incoming Parameters and Sizes

latform
nism to

d on a

ere an
M.

PM will

PARAM HMAC S

Type Name Descfription
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal TPM_ORD_Startup
4 2 28 2 TPM_STARTUP_TYPE startupType Type of startup that is occurring

Table 2. TPM-Init Outgoing Parameters and Sizes

PARAM HMAC L.

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM~RESULT returnCode The return code of the operation.

2S 4 TPM-"COMMAND_CODE ordinal Command ordinal: TPM_ORD_Startup

Description

TPM_Siartup MUST be generated by a trusted entity (the RTM or the TPM, for example).

1. If the TPM s in failure mode
a. TPM_STANY_FLAGS -> postlinitialize is still set to FALSE
b. The TPM returns TPM_FAILEDSELFTEST

Actions
1. If TPM_STANY_FLAGS -> postlnitialise is FALSE,
a. Thenthe TPM MUST return TPM_INVALID_POSTINIT, and exit this capability
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2. If stType = TPM_ST_CLEAR

a.

Ensure that sessions associated with resources TPM_RT_CONTEXT, TPM _RT_AUTH,
TPM_RT_DAA TPM, and TPM_RT_TRANS are invalidated

Reset TPM_STCLEAR_DATA -> PCR]] values to each correct default value

i. pcrResetis FALSE, set to 0x00..00

ii. pcrResetis TRUE, set to OxFF..FF
SetthefollowingFRPM—STCLEARFLAGSto-theirdefaultstate——
i. PhysicalPresence

ii. PhysicalPresencelLock

iii. disableForceClear

The TPM MAY initialize auditDigest to all zeros

i. If notinitialized to all zeros, the TPM SHALL ensure that auditDigest contains a valid vglue.

ii. If initialization fails, the TPM SHALL set auditDigest to all zeros and SHALL set the| internal
TPM state so that the TPM returns TPM_FAILEDSELFTEST to-all subsequent commands.

The TPM SHALL set TPM_STCLEAR_FLAGS -> deactivated to the same sfate as
TPM_PERMANENT_FLAGS -> deactivated

The TPM MUST set the TPM_STANY_DATA fields to:

i. TPM_STANY_DATA->contextNonceSession is'set to all zeros

ii. TPM_STANY_DATA->contextCount is set:to0

iii. TPM_STANY_DATA->contextList is set;to 0

The TPM MUST set TPM_STCLEAR_DATA fields to:

i. Invalidate contextNonceKey

ii. countID to zero

iii. ownerReference to TRM>KH_OWNER

The TPM MUST set the following TPM_STCLEAR_FLAGS to

i. bGlobalLock to. FALSE

Determine whichikeys should remain in the TPM

i. For each Key that has a valid preserved value in the TPM
1.ifyparentPCRStatus is TRUE then call TPM_FlushSpecific(keyHandle)
2¢ if isVolatile is TRUE then call TPM_FlushSpecific(keyHandle)

fl—ln O\vwner E\:int ﬂ MUICT oy niAAnt ir\ ﬂn

a a0 ra a TDhA
oI OwWIrCiEvio ag Voo T Stay ToSTatT e 1T

M Kaovae 11
B IXCysS—anm VT

3. If stType = TPM_ST_STATE

a.

If the TPM has no state to restore, the TPM MUST set the internal state such that it returns
TPM_FAILEDSELFTEST to all subsequent commands.

The TPM MAY determine for each session type (authorization, transport, DAA, ...) to release or
maintain the session information. The TPM reports how it manages sessions in the
TPM_GetCapability command.
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4. If stType = TPM_ST_DEACTIVATED

a.

b.

C.

5. The|TPM MUST ensure that state associated with TPM_SaveState is invalidated
6. The[TPM MUST set TPM_STANY_FLAGS -> postlnitialise to FALSE

4.3
Start o

This wafns a TPM to save,some state information.

If the relevant shielded storage is non-volatile, this command need have no effect.

The TPM SHALL take all necessary actions to ensure that all PCRs contain valid preserved
values. If the TPM is unable to successfully complete these actions, it SHALL enter the TPM
failure mode.

i. For resettable PCR the TPM MUST set the value of TPM_STCLEAR DATA -> PCR][]to the
resettable PCR default value. The TPM MUST NOT restore a resettable PCR to a preserved
value

The TPM MAY initialize auditDigest to all zeros.

valid value. If the TPM is unable to successfully complete these actions, the TRMOBSHALL
initialize auditDigest to all zeros and SHALL set the internal state such that the-TPM feturns
TPM_FAILEDSELFTEST to all subsequent commands.

The TPM MUST restore the following flags to their preserved states:
it Allvaluesin TPM_STCLEAR_FLAGS
ij. All values in TPM_STCLEAR_DATA

'he TPM MUST restore all keys that have a valid preserved value.

The TPM resumes normal operation. If the TPM is unable to résume normal operation, it SHALL
e¢nter the TPM failure mode.

Invalidate sessions

it Ensure that all resources associated with saved and active sessions are invalidated
Pet the TPM_STCLEAR_FLAGS to their default-state.

Pet TPM_STCLEAR_FLAGS -> deactivatedto TRUE

TPM_SaveState

flinformative comment:

If the relevant shielded storage is volatile and the TPM alone is unable to detect the loss of externa| power

in time

low or np power:state.

End of

move data to non-volatile memory, this command should be presented before the TPM enters a

nformative comment.
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Table 3. TPM_SaveState Incoming Parameters and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SaveState.
Table 4. TPM_SaveState Outgoing Parameters and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and’tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SaveState.
Descrjiption
1. Prgserved values MUST be non-volatile.
2. If data is never stored in a volatile medium, that data MAY be-used as preserved data. In such cases,
no explicit action may be required to preserve that data.
3. If gn explicit action is required to preserve data, it MUST be possible for the TPM to dg¢termine
whether preserved data is valid.
4. If 3 parameter mirrored by any preserved value.is altered, all preserved values MUST be ¢eclared
invalid.
5. The TPM MAY declare all preserved values-invalid in response to any command other than TRM_Init.
Actions
1. Stqre TPM_STCLEAR_DATA -> PCR contents except for
a. |If the PCR attribute pcrReset is TRUE
b. [Any platform identified debug PCR
2. The¢ auditDigest MUST be handled according to the audit requirements as repofted by

TPM_GetCapability.

a. |If the ordinalAuditStatus is TRUE for the TPM_SaveState ordinal and the auditDigest |s being
stored in\the saved state, the saved auditDigest MUST include the TPM_SaveState input
parameters and MUST NOT include the output parameters.

3. Allpaltes in TPM_STCLEAR_DATA MUST be preserved.
4. All vatvesim TPM—_STCLEAR FLAGS MIST bepreserved:

The contents of any key that is currently loaded SHOULD be preserved if the key's parentPCRStatus
indicator is FALSE and its isVolatile indicator is FALSE.

The contents of any key that has TPM_KEY_CONTROL_OWNER_EVICT set MUST be preserved
The contents of any key that is currently loaded MAY be preserved.

The contents of sessions (authorization, transport, DAA, etc.) MAY be preserved as reported by

" TPM_GetCapability.
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5. Admin Testing
51 TPM_SelfTestFull

Start of informative comment:
TPM_SelfTestFull tests all of the TPM capabilities.
Unlike TPM_ContinueSelfTest, which may optionally return immediately and then perform the tests,

TPM_S¢iffestFuttatways performs the tests andthen Tetums Success or fafure———————————————
End of {nformative comment.
Table 5. TPM_SelfTestFull Incoming Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 UINT32 paramSize Total number of input bytes including paramSize and tag
3 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SelfTestFull
Table 6. TPM_SelfTestFull Outgoing Operands-and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSR/COMMAND
2 UINT32 paramSize Total numberof output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return‘code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SelfTestFull
Actiong
1. TPM_SelfTestFull SHALL cause a TPM to perform self-test of each TPM internal function.

a. If the self-test succeeds, return TPN," SUCCESS.

b. If the self-test fails, return TPM_FAILEDSELFTEST.
2. Faildyre of any test results in overall failure, and the TPM goes into failure mode.
3. Ifth¢ TPM has not executed the action of TPM_ContinueSelfTest, the TPM

a. MAY perform the full self-test.

b. MAY return TEMZNEEDS_ SELFTEST.

5.2 |TPM_ContinueSelfTest
Start of{informative comment:
TPM_ContinueSelfTest informs the TPM that it should complete the self-test of all TPM functions.

The TPM may return success immediately and then perform the self-test, or it may perform the self-test
and then return success or failure.

End of informative comment.
Table 7. TPM_ContinueSelfTest Incoming Operands and Sizes

PARAM HMAC .
Type Name Description
# Sz # Sz
1 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 UINT32 paramSize Total number of input bytes including paramSize and tag
3 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ContinueSelfTest
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Table 8. TPM_ContinueSelfTest Outgoing Operands and Sizes

2009(E)

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ContinueSelfTest
Descrjiption
1. Pripr to executing the actions of TPM_ContinueSelfTest, if the TPM receives a command €1 t
an juntested TPM function, the TPM MUST take one of these actions:
a. [The TPM MAY return TPM_NEEDS_SELFTEST
i. This indicates that the TPM has not tested the internal resources required to execute C{1.
ii. The TPM does not execute C1.
iii. The caller MUST issue TPM_ContinueSelfTest before re-issuing the command C1.

1. If the TPM permits TPM_SelfTestFull prior “«t6 completing the acti
TPM_ContinueSelfTest, the caller MAY issue’ TPM_SelfTestFull rathe
TPM_ContinueSelfTest.

b. | The TPM MAY return TPM_DOING_SELFTEST
i. This indicates that the TPM is doing the actions of TPM_ContinueSelfTest implicitly,
TPM_ContinueSelfTest command had been issued.
i. The TPM does not execute C1.
iii. The caller MUST wait for the actions of TPM_ContinueSelfTest to complete before r
the command C1.
c. |The TPM MAY return TPM_SUCEESS or an error code associated with C1.
i. This indicates that thetTPM has completed the actions of TPM_ContinueSelfTest
completed the command C1.
ii. The error code MAY be TPM_FAILEDSELFTEST.
Actions
1. If IPM_PERMANENT_FLAGS -> FIPS is TRUE or TPM_PERMANENT_FLAGS -> TPMpost i
a. [The TRM)MUST run all self-tests
2. Else
a. [The TPM MUST complete all self-tests that are outstanding
i. Instead of completing all outstanding self-tests the TPM MAY run all self-tests
3. The TPM either

a.

b.

nat uses

pns  of
r than

bs if the

eissuing

hnd has

s TRUE

MAY immediately return TPM_SUCCESS

i. When TPM_ContinueSelfTest finishes execution, it MUST NOT respond to the caller with a

return code.
MAY complete the self-test and then return TPM_SUCCESS or TPM_FAILEDSELFTEST.
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5.3

TPM_GetTestResult

Start of informative comment:

TPM_GetTestResult provides manufacturer specific information regarding the results of the self-test. This
command will work when the TPM is in self-test failure mode. The reason for allowing this command to
operate in the failure mode is to allow TPM manufacturers to obtain diagnostic information.

End of informative comment.
Table 9. TPM_GetTestResult Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# | sz | # | sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and.tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetTestResult
Table 10. TPM_GetTestResult Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# | sz | # | sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of outpuf bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return codé of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetTestResult
4 4 38 4 UINT32 outDataSize The size of the outData area
5 <> 4S <> BYTE[] outData The ‘outData this is manufacturer specific
Description
This command will work when the TPM is in self test failure mode or limited operation mode.
Actions
1. The|TPM SHALL respond to.this command with a manufacturer specific block of informati
desgribes the result of the latest self-test
2. Thelinformation MUST NOT contain any data that uniquely identifies an individual TPM.

12

bn that
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6.
6.1

Admin Opt-in
TPM_SetOwnerinstall

Start of informative comment:

ISO/IEC 11889-4:2009(E)

When enabled but without an owner this command sets the PERMANENT flag that allows or disallows the
ability to insert an owner.

End of informative comment.
Table 11. TPM_SetOwnerinstall Incoming Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SétOwnerlnstall
4 1 28 1 BOOL state State to which ownership flag.is to be set.
Table 12. TPM_SetOwnerinstall Outgoing Operands and Sizes
PARAM HMAC o
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG:.RSP_COMMAND
2 4 UINT32 paramSize Total.number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetOwnerlnstall
Actio:[
1. If the TPM has a current owner, this cammand immediately returns with TPM_SUCCESS.
2. Th¢ TPM validates the assertion of physical presence. The TPM then sets the Value of
TPM_PERMANENT_FLAGS -> ownership to the value in state.
6.2 | TPM_OwnerSetDisable
Start of informative comment:
The TRM owner sets the PERMANENT disable flag
End of informative’comment.
Table 13. TPM_OwnerSetDisable Incoming Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerSetDisable
4 1 28 1 BOOL disableState Value for disable state — enable if TRUE
5 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authentication.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
The authorization session digest for inputs and owner
8 20 TPM_AUTHDATA ownerAuth authentication. HMAC key: ownerAuth.
© ISO/IEC 2009 — All rights reserved 13
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Table 14. TPM_OwnerSetDisable Outgoing Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerSetDisable
4 20 21t 20 TPV_NORCE TTONCEEVET EVEnT TONCE MEWy generated by 1PMtocoveroutputs |
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth The. authorization session digest for the returned parameters. HMAC
key: ownerAuth.
Action
1. The|TPM SHALL authenticate the command as coming from the TPM Owner. If unsuccess
TPM SHALL return TPM_AUTHFAIL.
2. The|TPM SHALL set the TPM_PERMANENT_FLAGS -> disable flag-to the value in the disab
pargmeter.
6.3 |TPM_PhysicalEnable

Start oflinformative comment:

Ful, the

eState

Sets thg PERMANENT disable flag to FALSE using physieal presence as authorization.
End of [nformative comment.

Table 15. TPM_PhysicalEnable Incoming Operands and Sizes
PARAM HMAC e

Type Name Description

# | sz # | sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_GCODE ordinal Command ordinal: TPM_ORD_PhysicalEnable

Table16-TPM_P

hysicalEnable Outgoing Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
zS % FPM—COMMAND—CODE ordimat uullllllmﬂmic

Action

1. Validate that physical presence is being asserted, if not return TPM_BAD_PRESENCE
2. The TPM SHALL set the TPM_PERMANENT_FLAGS.disable value to FALSE.

14
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6.4

TPM_PhysicalDisable

Start of informative comment:
Sets the PERMANENT disable flag to TRUE using physical presence as authorization
End of informative comment.

ISO/IEC 11889-4:2009(E)

Table 17. TPM_PhysicalDisable Incoming Operands and Sizes

PARAM HMAC ..
Type Name Description
# SZ | # Sz
1 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 UINT32 paramSize Total number of input bytes including paramSize and tag
18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PhysicalDisable
Table 18. TPM_PhysicalEnable Outgoing Operands and Sizes
PARAM HMAC i s
Type Name Description
# SZ|| # Sz
1 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 1S TPM_RESULT returnCode The return code of the operation.
2S TPM_COMMAND_CODE ordinal Command ordinal: TPM\, ©ORD_PhysicalDisable
Action

1. Validate that physical presence is being asserted, if not retdrn TPM_BAD_PRESENCE
2. Thé¢ TPM SHALL set the TPM_PERMANENT_FLAGS:disable value to TRUE.

6.5

Start gf informative comment:

TPM_PhysicalSetDeactivated

Enablgs the TPM using physical presence as‘authorization.

This cgmmand is not available when the TPM is disabled.

End of informative comment.
Table 19. TPM_PhysicalSetDeactivated Incoming Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM-COMMAND_CODE ordinal Command ordinal: TPM_ORD_PhysicalSetDeactivated
4 1 28 1 BOOL state State to which deactivated flag is to be set.
Table 20. TPM_PhysicalSetDeactivated Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # SZ
1 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 18 TPM_RESULT returnCode The return code of the operation.
2S TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PhysicalSetDeactivated
Action

1. Validate that physical presence is being asserted, if not return TPM_BAD PRESENCE

2. The TPM SHALL set the TPM_PERMANENT_FLAGS.deactivated flag to the value in the
parameter.

© ISO/IEC 2009 — All rights reserved
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6.6 TPM_SetTempDeactivated

Start of informative comment:

This command allows the operator of the platform to deactivate the TPM until the next boot of the
platform.

This command requires operator authentication. The operator can provide the authentication by either the
assertion of physical presence or presenting the operator AuthData value.

End of informative comment.

Table 21. TPM_SetTemp Deactivated Incoming Operands and Sizes
PARAM HMAC
S Type Name Description
# # Sz
z
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetTempDeactivated
4 4 4 TPM_AUTHHANDLE authHandle Auth handle for operation validation. Session type MUST be OIAP
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously gerierated by TPM to cover inputs
5 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession The continue useflag for the authorization session handle
7 20 TPM_AUTHDATA operatorAuth HMAC keysoperatorAuth
Table 22. TPM_SetTemp Deactivated Otitgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetTempDeactivated
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth Thg authorization session digest for the returned parameters. HMAC
key: operatorAuth.
Action
1. If tag = TPMOTAG_REQ_AUTH1_COMMAND
a. If TPM_PERMANENT_FLAGS -> operator is FALSE return TPM_NOOPERATOR
b. Valdatecommandandparan ;‘I‘Ii'*;'Al’i’;'i":I" -‘,'A'
2. Else

a. If physical presence is not asserted the TPM MUST return TPM_BAD_PRESENCE
3. The TPM SHALL set the TPM_STCLEAR_FLAGS.deactivated flag to the value TRUE.

16
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6.7

TPM_SetOperatorAuth

Start of informative comment:

ISO/IEC 11889-4:2009(E)

This command allows the setting of the operator AuthData value.

There is no confidentiality applied to the operator authentication as the value is sent under the assumption
of being local to the platform. If there is a concern regarding the path between the TPM and the keyboard

then unless the keyboard is using encryption and a secure channel an attacker can read the values.

End of informative comment.

Table 23. TPM_SetOperatorAuth Incoming Operands and Sizes

PARAM HMAC o
Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetOperatorAuth
4 20 2S 20 TPM_SECRET operatorAuth The operator AuthData

Table 24. TPM_SetOperatorAuth Outgoing Operands and Sizes
PARAM HMAC o

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_LRSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetOperatorAuth

Action
1. If physical presence is not asserted the(TPM MUST return TPM_BAD_PRESENCE
2. The TPM SHALL set the TPM_PERMANENT_DATA -> operatorAuth
3. The TPM SHALL set TPM_PERMANENT_FLAGS -> operator to TRUE

© ISO/IEC 2009 — All rights reserved
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7.
7.1

Admin Ownership

TPM_TakeOwnership

Start of informative comment:

This command inserts the TPM Ownership value into the TPM.

End of informative comment.

Table 25. TPM_TakeOwnership Incoming Operands and Sizes

PARAM HMAC
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including,paramSize and tag

3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_TakeOwnership

4 2 2S 2 TPM_PROTOCOL_ID protocollD The ownership protocol in use:

5 4 3S 4 UINT32 encOwnerAuthSize The size of the encOwnerAuth field

6 <> 48 <> BYTE[] encOwnerAuth The owner AuthData eficrypted with PUBEK

7 4 58 4 UINT32 encSrkAuthSize The size of the eneSrkAuth field

8 <> 6S <> BYTE[] encSrkAuth The SRK{AuthData encrypted with PUBEK

Structure containing all parameters of new SRK.
9 <> 78 <> TPM_KEY srkParams pubKey.keyLength & encSize are both 0. This structure MAY bd
TPM_KEY12.
10 4 TPM_AUTHHANDLE authHandle The authorization session handle used for this command
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

11 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle

12 1 4H1 1 BOOL continuéAuthSession The continue use flag for the authorization session handle

6| = e P A o e
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Table 26. TPM_TakeOwnership Outgoing Operands and Sizes

2009(E)

PARAM HMAC L.
sz " - Type Name Description
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_TakeOwnership
s [ o] s | o [ romrer T T Vot A
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs

3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
7 20 TPM_AUTHDATA resAuth 1’2; ?#éhr?;i;a;i\;::esreAsustit(])r\ml;jlij:):st for the returned parameters. HMAC
Descirjiption
The type of the output srkPub MUST be the same as the type of the_input srkParams, either both
TPM_KEY or both TPM_KEY12.
Actions
1. If IPM_PERMANENT_DATA -> ownerAuth is valid return TPM_OWNER_SET
2. If IPM_PERMANENT_FLAGS -> ownership is FALSE return TPM_INSTALL_DISABLED
3. If TIPM_PERMANENT_DATA -> endorsementKey is ifivalid return TPM_NO_ENDORSEMENT
4. Veyify that authHandle is of type OIAP on error return TPM_AUTHFAIL
5. If protocollD is not TPM_PID_OWNER, the TRM MAY return TPM_BAD_PARAMETER
6. Create A1 a TPM_SECRET by decrypting-encOwnerAuth using PRIVEK as the key

a.
b.

7. Va

8. Va

a.

This requires that A1 was encrypted-using the PUBEK
Validate that A1 is a length of 20 bytes, on error return TPM_BAD_KEY_PROPERTY
idate the command and parameters using A1 and ownerAuth, on error return TPM_AUTHF,

idate srkParams

If srkParams -> keyUsage is not TPM_KEY_STORAGE return TPM_INVALID_KEYUSAGE

If srkParams ~>"migratable is TRUE return TPM_INVALID_KEYUSAGE

If srkParams -> algorithmParms -> algorithmlD is NOT TPM_ALG_RSA
TPM_BAD' KEY_PROPERTY

If srkParams -> algorithmParms -> encScheme is NOT TPM_ES_RSAESOAEP_SHAT

AlL

return

_MGF1

return TPM_BAD_KEY_PROPERTY

9. Ge

a.

If srkParams -> algorithmParms -> sigScheme is NOT TPM_SS_NONE
TPM_BAD_KEY_PROPERTY

return

If srkParams -> algorithmParms -> parms -> keyLength MUST be greater than or equal to 2048,

on error return TPM_BAD KEY_PROPERTY

If TPM_PERMANENT_FLAGS -> FIPS is TRUE

i. If srkParams -> authDataUsage specifies TPM_AUTH_NEVER return TPM_NOTFIPS
nerate K1 according to the srkParams, on error return TPM_BAD_KEY_PROPERTY

This includes copying PCRInfo from srkParams to K1

© ISO/IEC 2009 — All rights reserved
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10. Create A2 a TPM_SECRET by decrypting encSrkAuth using the PRIVEK
a. This requires A2 to be encrypted using the PUBEK
b. Validate that A2 is a length of 20 bytes, on error return TPM_BAD_KEY_PROPERTY
c. Store A2 in K1 -> usageAuth

11. Store K1 in TPM_PERMANENT_DATA -> srk

12. Store A1 in TPM_PERMANENT_DATA -> ownerAuth

13. Create TPM_PERMANENT_DATA -> contextKey according to the rules for the algorithm in usg by the
TPM to save context blobs

14. Create TPM_PERMANENT_DATA -> delegateKey according to the rules for the algarithm in [use by
the TPM to save delegate blobs

15. Create TPM_PERMANENT_DATA -> tpmProof by using the TPM RNG

16. Export TPM_PERMANENT_DATA -> srk as srkPub

17. Set TPM_PERMANENT_FLAGS -> readPubek to FALSE

18. Calqulate resAuth using the newly established TPM_PERMANENT_DATA -> ownerAuth

7.2 |TPM_OwnerClear

Start of{informative comment:

The THM_ OwnerClear command performs the clear ©peration under Owner authentication. This
command is available until the Owner executes the TPM, DisableOwnerClear, at which time any |further
invocatipn of this command returns TPM_CLEAR_DISABLED.
End of {nformative comment.
Table 27. TPM_OwnerClear Incoming Operands and Sizes
PARAM HMAC o
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_EOBE ordinal Command ordinal: TPM_ORD_OwnerClear
4 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authentication.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
5 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Ignored
The authorization session digest for inputs and owner
7 20 §M_AUTHDATA ownerAuth authentication. HMAC key: ownerAuth.
Table 28. TPM_OwnerClear Outgoing Operands and Sizes
PARAM DMAC Fype Name——— cription
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerClear
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Fixed value FALSE
6 20 TPM_AUTHDATA resAuth The. authorization session digest for the returned parameters. HMAC
key: old ownerAuth.
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Actions

1. Verify that the TPM Owner authorizes the command and all of the input, on error return
TPM_AUTHFAIL.

2. If TPM_PERMANENT_FLAGS -> disableOwnerClear is TRUE then return TPM_CLEAR_DISABLED.
3. Unload all loaded keys.

a. If TPM_PERMANENT_FLAGS -> FIPS is TRUE, the memory locations containing secret or
private keys MUST be set to all zeros.

4. The¢ TPM MUST NOT modify the following TPM_PERMANENT _DATA items
endorsementKey

revMajor

revMinor
manuMaintPub
auditMonotonicCounter
monotonicCounter
pcrAttrib

rngState

EKReset
maxNVBufSize
lastFamilylD
tpmDAASeed
.|authDIR[0]
daaProof
daaBlobKey

5. The TPM MUST invalidate the following TPM_PERMANENT_DATA items and any internal rgsources
asgociated with these items

T @ "9 o0 T o

- x v -

© 5 3

ownerAuth

srk
delegateKey
delegateTable
contextKey

-~ 0 o0 TP

tpmRroof

g. |operatorAuth
6. The TPM MUST reset to manufacturing defaults the following TPM_PERMANENT_DATA items

a. noOwnerNVWrite MUST be setto 0

b. ordinalAuditStatus

c. restrictDelegate
7. The TPM MUST invalidate or reset all fields of TPM_STANY_DATA

a. Nonces SHALL be reset

b. Lists (e.g. contextList) SHALL be invalidated
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8. The

TPM MUST invalidate or reset all fields of TPM_STCLEAR_DATA except the PCR’s

a. Nonces SHALL be reset
b. Lists (e.g. contextList) SHALL be invalidated
c. deferredPhysicalPresence MUST be set to 0

9. The

TPM MUST set the following TPM_PERMANENT _FLAGS to their default values

disable

a
b
C.
d
e

eactivated

eadPubek
isableOwnerClear
isableFullDALogiclnfo

10. The|TPM MUST set the following TPM_PERMANENT_FLAGS

a.

b.

c.

d.
11. The

(

12. The
a.
b.
C.

13. The

14. The

7.3

wnership to TRUE
perator to FALSE
aintenanceDone to FALSE
llowMaintenance to TRUE
TPM releases all TPM_PERMANENT_DATA -> monotaehicCounter settings

This includes invalidating all currently allocated counters. The result will be no currently al
ounters and the new owner will need to allocate(Gounters. The actual count value will confinue to
increase.

TPM MUST deallocate all defined NV storage areas where
TPM_NV_PER_OWNERWRITE is TRUE if nvindex does not have the “D” bit set
TPM_NV_PER_OWNERREAD is.TRUE if nvindex does not have the “D” bit set

The TPM MUST NOT deallocate-any other currently defined NV storage areas.

TPM MUST invalidate all-familyTable entries

TPM MUST terminate all sessions, active or saved.

TPM_ForceClear

Start of{informative eomment:

The TP
availabl

e until the execution of the TPM_DisableForceClear, at which time any further invocation

command returns TPM_CLEAR_DISABLED.
End of mformativecomment:

ocated

M_ForceClear command performs the Clear operation under physical access. This command is

of this

Table 29. TPM_ForceClear Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ForceClear
22 © ISO/IEC 2009 — Al rights reserved
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Table 30. TPM_ForceClear Outgoing Operands and Sizes

2009(E)

PARAM HMAC L.
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND

2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ForceClear

Acti0|||s

1. Th¢ TPM SHALL check for the assertion of physical presence, if not present
TPM_BAD PRESENCE

If IPM_STCLEAR_FLAGS -> disableForceClear is TRUE return TPM_CLEAR_BISABLED
The¢ TPM SHALL execute the actions of TPM_OwnerClear (except for the TPM_Owner-Authe

check)

7.4 | TPM_DisableOwnerClear

Start gf informative comment:

The TPM_DisableOwnerClear command disables the ability to-execute the TPM_OwnerClear cq
permanently. Once invoked the only method of clearing the TPMwill require physical access to thg

After the execution of TPM_ForceClear, ownerClear is resenabled and must be explicitly disablg
by the hew TPM Owner.

End of informative comment.

Table 31. TPM_DisableOwner€Clear Incoming Operands and Sizes

return

htication

bmmand
b TPM.

bd again

PARAM HMAC o
e , o Type Name Description
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODBE ordinal Command ordinal: TPM_ORD_DisableOwnerClear
4 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authentication.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
5 20 3H1 20 | TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
Ak
Table 32. TPM_DisableOwnerClear Outgoing Operands and Sizes
PARAM HMAC Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_DisableOwnerClear
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth 1’2; iﬁ:g:ﬁ:ﬁiﬁn session digest for the returned parameters. HMAC

© ISO/IEC 2009 — All rights reserved
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Actions
1. The TPM verifies that the authHandle properly authorizes the owner.
2. The TPM sets the TPM_PERMANENT_FLAGS -> disableOwnerClear flag to TRUE.

3. When this flag is TRUE the only mechanism that can clear the TPM is the TPM_ForceClear
command. The TPM_ForceClear command requires physical access to the TPM to execute.

7.5 TPM_DisableForceClear
Start of{informative comment:
The TPM_DisableForceClear command disables the execution of the TPM_ForceClear command until
the next startup cycle. Once this command is executed, the TPM_ForceClear is disabled.until ganother
startup ¢ycle is run.
End of {nformative comment.
Table 33. TPM_DisableForceClear Incoming Operands and Sizes
PARAM HMAC L
T b 7 2 Type Name Description
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 UINT32 paramSize Total number of input bytes in¢luding paramSize and tag
3 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TRM_ORD_DisableForceClear
Table 34. TPM_DisableForceClear Outgeirig Operands and Sizes
PARAM HMAC i e
T 7 [ =2 Type Name Description
1 2 TPM_TAG tag TRM_TAG_RSP_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 TPM_RESULT returnCode The return code of the operation.
2S TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_DisableForceClear
Actions
1. The| TPM sets the TPM_STCLEAR_FLAGS.disableForceClear flag in the TPM that disables the
exegution of the TPM_ForceClear command.
7.6 |TSC_PhysicalPresence
Start of{informative comment:
Some TPM operations require the indication of a human’s physical presence at the platformn. The
presence of the human either provides another indication of platform ownership or a mecharism to
ensure that thézexecution of the command is not the result of a remote software process.
This command allows a process on the platform to indicate the assertion of physical presence. As this
command=s—executable—by—software—there—must-be—protections—against-the—improperinvocationd of this

command.

The physicalPresenceHWEnable and physicalPresenceCMDEnable indicate the ability for either SW or
HW to indicate physical presence. These flags can be reset until the physicalPresenceLifetimelLock is set.
The platform manufacturer should set these flags to indicate the capabilities of the platform the TPM is
bound to.

The command provides two sets of functionality. The first is to enable, permanently, either the HW or the
SW ability to assert physical presence. The second is to allow SW, if enabled, to assert physical
presence.

End of informative comment.
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Table 35. TSC_PhysicalPresence Incoming Operands and Sizes

2009(E)

PARAM

HMAC

Type Name Description

TPM_TAG tag TPM_TAG_RQU_COMMAND

UINT32 paramSize Total number of input bytes including paramSize and tag

SlwIN| -
NN

1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TSC_ORD_PhysicalPresence.

28 2 TPM_PHYSICAL_PRESENCE physicalPresence The state to set the TPM’s Physical Presence flags.

Table 36. TSC PhysicalPresence Outgoing Operands and Sizes

PARAM

HMAC

Type Name Description

TPM_TAG tag TPM_TAG_RSP_COMMAND

wW|N |~

UINT32 paramSize Total number of output bytes including paramSize and tag

1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TSC_ORD_PhysicalPresence.

Actions

1. Fo
se(

a.

Lifetin

2. If any A1 setting is present

a.

documentation ease, the bits break into two categories. The first-is the lifetime settings
ond is the assertion settings.

Define A1 to be the lifetime settings: TPM_PHYSICAL PRESENCE_LIFETIME
TPM_PHYSICAL_PRESENCE_HW_ENABLE, TPM PHYSICAL PRESENCE_CMD_E
TPM_PHYSICAL_PRESENCE_HW_DISABLE,
TPM_PHYSICAL_PRESENCE_CMD_DISABLE

Define A2 to be the assertion (settings: TPM_PHYSICAL PRESENCH
TPM_PHYSICAL_PRESENCE_PRESENT,and TPM_PHYSICAL_PRESENCE_NOTPRE

he lock settings

If TPM_PERMANENT_FLAGS -> physicalPresencelLifetimeLock is TRUE,
TPM_BAD_PARAMETER

If any A2 setting is present return TPM_BAD_PARAMETER

and the

| LOCK,
NABLE,
and

| LOCK,
SENT

return

If both physicalPresence -> TPM_PHYSICAL _PRESENCE_HW_ENABLE and physicalPr:

sence -

> TPM_PHYSICAL) PRESENCE_HW_DISABLE are TRUE, return TPM_BAD_PARAMETER.

If both physicalPresence -> TPM_PHYSICAL_PRESENCE_CMD_ENABLE and physicalFresence
-> TPM_PHYSICAL_PRESENCE_CMD_DISABLE are TRUE, return TPM_BAD_PARAMHTER.

If physicalPresence -> TPM_PHYSICAL_PRESENCE_HW_ENABLE is TRU
TPM>PERMANENT _FLAGS -> physicalPresenceHWEnable to TRUE

[f2 physicalPresence  -> TPM PHYSICAL PRESENCE HW DISABLE is TRU

Set

Set

TPM_PERMANENT_FLAGS -> physicalPresenceHWEnable to FALSE

If physicalPresence -> TPM_PHYSICAL_PRESENCE_CMD_ENABLE is TRUE, Set

TPM_PERMANENT_FLAGS -> physicalPresenceCMDEnable to TRUE.

If physicalPresence -> TPM_PHYSICAL_PRESENCE_CMD_DISABLE is TRUE, Set

TPM_PERMANENT_FLAGS -> physicalPresenceCMDEnable to FALSE.

If physicalPresence -> TPM_PHYSICAL_PRESENCE_LIFETIME_LOCK is TRUE
i. Set TPM_PERMANENT_FLAGS -> physicalPresenceLifetimeLock to TRUE
Return TPM_SUCCESS

© ISO/IEC 2009 — All rights reserved
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SW physical presence assertion

3. If any A2 setting is present

a.

If any A1 setting is present return TPM_BAD_PARAMETER

i.
was ok

If TPM_PERMANENT_FLAGS -> physicalPresenceCMDEnable is FALSE,

TPM_BAD_PARAMETER

ij. Set TPM_STCLEAR_FLAGS -> physicalPresencelLock to TRUE
iji. Return TPM_SUCCESS

1.7

Start oflinformative comment:

The PC
HASH_

Platform}s will use the value of tpmEstablished to determine if operations necessary to maint
security|perimeterare necessary.

The tpmEstablished bit provides a non-volatile, secure reporting that a HASH_START was previou

on the

tpmEstgblished as the operation is no longer necessary.

TPM_PHYSICAL_PRESENCE_PRESENT are TRUE, return TPM_BAD_PARAMETER

TPM_PHYSICAL_PRESENCE_NOTPRESENT are TRUE, return TPM_BAD_RPARAMETER

it SetTPM_STCLEAR_FLAGS -> physicalPresence to TRUE

it SetTPM_STCLEAR_FLAGS -> physicalRresence to FALSE
i. Return TPM_SUCCESS

4. Elsg// There were no A1 or A2 parameters'set
a. Return TPM_BAD_ PARAMETER

This check here just for consistency, the prior checks would have already ensured that this

return

IIf both physicalPresence -> TPM_PHYSICAL_PRESENCE_LOCK and physicalPrese
If both physicalPresence -> TPM_PHYSICAL PRESENCE_PRESENT and physjcalPrese

II: TPM_STCLEAR_FLAGS -> physicalPresencelLock is TRUE, return TPM,BAD_PARAME]
If physicalPresence -> TPM_PHYSICAL_PRESENCE_LOCK is TRUE
it SetTPM_STCLEAR_FLAGS -> physicalPresence to FALSE

If physicalPresence -> TPM_PHYSICAL_PRESENCE_PRESENT is TRUE

If physicalPresence -> TPM_PHYSICAL_PRESENCE_NOTPRESENT is TRUE

TSC_ResetEstablishmentBit

SBTART sequence; The setting implies the creation of a Trusted Operating System on the pl

platferm. When a platform makes use of the tpmEstablished bit, the platform car

nce ->

nce ->

[ER

TPM Interface Speeification (TIS) specifies setting tpmEstablished to TRUE upon execution of the

atform.
bin the

sly run
reset

For example, a platform could use tpmEstablished to ensure that, if HASH START had ever been,
executed the platform could use the value to invoke special processing. Once the processing is complete
the platform will wish to reset tpmEstablished to avoid invoking the special process again.

The TPM_PERMANENT_FLAGS -> tpmEstablished bit described in the TPM specifications uses positive
logic. The TPM_ACCESS register uses negative logic, so that TRUE is reflected as a 0.

End of

26
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Table 37. TCG_ResetEstablishmentBit Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TSC_ORD_ResetEstablishmentBit
Table 38. TCG_ResetEstablishmentBit Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# 74 # 74
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize ‘and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TSC_ORD_ResetEstablishmentBit
Actions
1. Validate the assertion of locality 3 or locality 4
2. Se{ TPM_PERMANENT_FLAGS -> tpmEstablished to FALSE
3. Refurn TPM_SUCCESS

© ISO/IEC 2009 — All rights reserved
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8. The Capability Commands

Start of informative comment:

The TPM has numerous capabilities that a remote entity may wish to know about. These items include
support of algorithms, key sizes, protocols and vendor-specific additions. The TPM_GetCapability
command allows the TPM to report back to the requestor what type of TPM it is dealing with.

The request for information reqwres the requestor to speC|fy which piece of mformatlon that is required.

In failur

version.

In versi
capabili
and the

End of
4. The
5. The

by the TPM. Configuration information for these areas could conceivably be unique

8.1

bn 1.2 with the deletion of TPM_GetCapabilitySigned the way to obtain a_ sighed listing

\ close the transport session using TPM_ReleaseTransportSigned.
nformative comment.
standard information provided in TPM_GetCapability MUST NOT: provide unique informatig

TPM has no control of information placed into areas on the TRM like the NV store that is rg

TPM_GetCapability

ece of

e mode, the TPM returns a limited set of information that includes the TPM manufactuter and

of the

ies is to create a transport session, perform TPM_GetCapability commands\to list the infofmation

pported

Start of{informative comment:
This conmand returns current information regarding the TPM.

The limitation on what can be returned in failure mede restricts the information a manufacturer may return
when cgpArea indicates TPM_CAP_MFR.

End of {(nformative comment.

Table 39. TPM_GeétCapability Incoming Parameters and Sizes

PARAM HMAC
Type Name Description
# 74 # 74
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetCapability
4 4 2S 4 TPM_CAPABILITY_AREA capArea Partition of capabilities to be interrogated
5 4 38 4 UINT32 subCapSize Size of subCap parameter
6 <> 4S <> BYTE[] subCap Further definition of information
Table 40. TPM_GetCapability Outgoing Parameters and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetCapability
4 4 38 4 UINT32 respSize The length of the returned capability response
5 <> 4S <> BYTE[] resp The capability response
28 © ISO/IEC 2009 — All rights reserved
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1. The TPM validates the capArea and subCap indicators. If the information is available, the TPM
creates the response field and fills in the actual information.

The structure document contains the list of caparea and subCap values

If the TPM is in failure mode or limited operation mode, the TPM MUST return

a. TPM_CAP_VERSION
b. FPM—CAPVERSION-VAL
c. |[TPM_CAP_MFR
d. |TPM_CAP_PROPERTY -> TPM_CAP_PROP_MANUFACTURER
e. |TPM_CAP_PROPERTY -> TPM_CAP_PROP_DURATION
f. |TPM_CAP_PROPERTY -> TPM_CAP_PROP_TIS_TIMEOUT
g. |The TPM MAY return any other capability.
8.2 | TPM_SetCapability
Start gf informative comment:
This cgmmand sets values in the TPM.
A setVplue that is inconsistent with the capArea and subCap_is.considered a bad parameter.
End of informative comment.
Table 41. TPM_SetCapability Incoming Parameters and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal ordinal: TPM_ORD_SetCapability
4 4 2S 4 TPM_CAPABILITY_AREA capArea Partition of capabilities to be set
5 4 3S 4 UINT32 subCapSize Size of subCap parameter
6 <> 4S <> BYTE[] subCap Further definition of information
7 4 58 4 UINT32 setValueSize The size of the value to set
8 <> 6S <> BYTER setValue The value to set
9 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authenticatign.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
10 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
11 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
12 20 TPM_AUTHDATA OwWnerAutn Authorization. HVIAT Key: owner.usageAutn.

© ISO/IEC 2009 — All rights reserved
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Table 42. TPM_SetCapability Outgoing Parameters and Sizes

PARAM HMAC ..
" - " - Type Name Description
1 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 1S TPM_RESULT returnCode The return code of the operation.
2S TPM_COMMAND_CODE ordinal ordinal: TPM_ORD_SetCapability
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth Authorization HMAC key:owner.usageAuth.
ActionI
1. If tag = TPM_TAG_RQU_AUTH1_COMMAND, validate the command and parameters| using
owngrAuth, return TPM_AUTHFAIL on error
2. The|TPM validates the capArea and subCap indicators, including the ability’to set value based jon any
set nestrictions
3. If the capArea and subCap indicators conform with one “of the entries in the structure
TPM_CAPABILITY_AREA (Values for TPM_SetCapability)
a. The TPM sets the relevant flag/data to the value of setValue parameter.
4. Else
a. Return the error code TPM_BAD_PARAMETER,
8.3 |TPM_GetCapabilityOwner
Start of{informative comment:
TPM_GgtCapabilityOwner enables the TPM-Owner to retrieve all the non-volatile flags and the polatile
flags in p single operation.
The flags summarize many operational aspects of the TPM. The information represented by some flags is
private fo the TPM Owner. So, forSimplicity, proof of ownership of the TPM must be presented to fetrieve
the set ¢f flags. When necessary,-the flags that are not private to the Owner can be deduced by Ugers via
other (more specific) means;

The normal TPM authentieation mechanisms are sufficient to prove the integrity of the respon

se. No

additionpl integrity check-is required.

End of [nformative comment.

Table 43. TPM_GetCapabilityOwner Incoming Operands and Sizes
PARAM HMAC
Type Name Description

# 74 # | SZ

1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag

3 4 1S 4 TPM_COMMAND_CODE | ordinal Command ordinal: TPM_ORD_GetCapbilityOwner

4 4 TPM_AUTHHANDLE authHandle The authorization handle used for Owner authorization.

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

5 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle

6 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization handle

7 20 TPM_AUTHDATA ownerAuth The authorization digest for inputs and owner authorization. HMAC key:

OwnerAuth.

30 © ISO/IEC 2009 — Al rights reserved


https://standardsiso.com/api/?name=fce94217bbbe44d67cce800404b8f26c

ISO/IEC 11889-4:2009(E)

Table 44. TPM_GetCapabilityOwner Outgoing Operands and Sizes

PARAM

HMAC

Sz

Sy

Type

Name

Description

TPM_TAG

tag

TPM_TAG_RSP_AUTH1_COMMAND

UINT32

paramSize

Total number of output bytes including paramSize and tag

TPM_RESULT

returnCode

The return code of the operation. See section 4.3.

2S5

IPM_COMMAND CODE |

| ordinal

Qrdinal: TPM_QRD_GetCapahilityOwner

38

TPM_VERSION

version

A properly filled out version structure.

4S8

UINT32

non_volatile_flags

The current state of the non-volatile flags.

58

UINT32

volatile_flags

The current state of the volatile flags.

2H1

20

TPM_NONCE

nonceEven

Even nonce newly generated by TPM to cover oltputs

3H1

20

TPM_NONCE

nonceOdd

Nonce generated by system associated with"authHandle

4H1

BOOL

continueAuthSession

Continue use flag, TRUE if handle is still active

20

TPM_AUTHDATA

resAuth

The authorization digest for the returnéd parameters. HMAC key:

OwnerAuth.

Descr
For 31

1.

Bit

ve
Bit]
of T
bit
Bit]

iption

>=N>=0

N of the TPM_PERMANENT_FLAGS structure is.the Nth bit after the opening bracke
defjnition of TPM_PERMANENT_FLAGS in the version of ISO/IEC 11889 indicated by the pz

rsion”. The bit immediately after the opening bfacket is the 0" bit.

N of the TPM_STCLEAR_FLAGS structure’is the Nth bit after the opening bracket in the g
[PM_STCLEAR_FLAGS in the version-of ISO/IEC 11889 indicated by the parameter “versi

mmediately after the opening bracket is the 0" bit.

N of non_volatile_flags corresponds to the Nth bit in TPM_PERMANENT_FLAGS, and tk

nom_volatile_flags corresponds te bit0 of TPM_PERMANENT_FLAGS

Bit-
vol

N of volatile flags corresponds to the Nth bit in TPM_STCLEAR_FLAGS, and thg

ptile_flags corresponds to bit0 of TPM_STCLEAR_FLAGS

Actio
Theé TPM validatés)that the TPM Owner authorizes the command.

The TPM creates the parameter non_volatile_flags by setting each bit to the same state
corresponding bit in TPM_PERMANENT_FLAGS. Bits in non_volatile_flags for which the

]

corresponding bit in TPM_PERMANENT _FLAGS are set to zero.

The “PPM creates the parameter volatile_flags by setting each bit to the same state

t in the
rameter

efinition
bn”. The

e Isb of

Isb of

as the
e is no

as the

corresponding bit

in TPM_STCLEAR_FLAGS. Bits

corresponding bit in TPM_STCLEAR_FLAGS are set to zero.

The TPM generates the parameter “version”.

The TPM returns non_volatile_flags, volatile_flags and version to the caller.
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in volatile_flags for which there

iSs no

31


https://standardsiso.com/api/?name=fce94217bbbe44d67cce800404b8f26c

ISO/IEC 11889-4:2009(E)

9. Auditing

9.1

Audit Generation

Start of informative comment:

The TPM generates an audit event in response to the TPM executing a function that has the audit flag set
to TRUE for that function.

The TP

Input aydit generation occurs before the listed actions and output audit generation occurs after-th
actions.

End of

Descri

be gxecuted. The only exception is if the ordinal about to be executed,is\TPM_SetOrdinalAudi

1. The|TPM extends the audit digest whenever the ordinalAuditStatus is TRUE for the ordinal atEout to
In that case, output parameter auditing is performed if the ordinalAuditStatus resulting from co

VI maintains an extended value for all audited operations.

nformative comment.

btion

b |isted

tatus.
mand

exegution is TRUE.
2. If th¢ command is malformed
a. II; the ordinal is unknown, unimplemented, or cannot be‘determined, no auditing is performed.
b. If the ordinal is known and audited, but the “above-the line” parameters are malformed and the
input parameter digest cannot be determined, use<an input digest of all zeros.
il Use an output digest of the return code and ordinal.
c. If the ordinal is known and audited, the “above the line” parameters are determined, but the|“below
he line” parameters are malformed, use’an input digest of the “above the line” parameters.
it Use an output digest of the return code and ordinal.
d. IMalformed in this context meansthat, when breaking up a command into its parameters, there are
oo few or too many bytes in-the command stream.
e. Breaking up a command in this context means only the parsing required to extract the parameters.
it E.qg., for parameter'set comprising a UINT32 size and a BYTE][] array, the BYTE]] array|should
not be furtherparsed.
f. If the ordinal’s’ returns an error because the TPM is deactivated, disabled, or has no [owner,
uditing is-performed.
g. If the_ordinal returns an error because the input tag is invalid for the command, audjting is
erfermed.
Actions
The TPM will execute the ordinal and perform auditing in the following manner

1. Map V1 to TPM_STANY_DATA
2. Map P1to TPM_PERMANENT_DATA

3. IfV
a.

32

1 -> auditDigest is all zeros

Increment P1 -> auditMonotonicCounter by 1
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4. Create A1a TPM_AUDIT_EVENT_IN structure

a.

b.
c.
5. Ex

Set A1 -> inputParms to the digest of the input parameters from the command

i. Digest value according to the HMAC digest rules of the "above the line" parameters
first HMAC digest calculation).

Set A1 -> auditCount to P1 -> auditMonotonicCounter
Set V1 -> auditDigest to SHA-1 (V1 -> auditDigest || A1)

ocuto command
poTtCooTT T T ar s

2009(E)

(i.e. the

a.
6. Cre

a.

b.

C.

9.2
Start d
The TH

With o
or fail
TPM_A
TPM_A

This new functionality changes the 1.1 TPM functionality when this condition occurs.

End of

1. WH
etc
TP

2. Thq
a.
b.
c.
d.

Execution implies the performance of the listed actions for the ordinal.
bate A2 a TPM_AUDIT_EVENT_OUT structure
Set A2 -> outputParms to the digest of the output parameters from the command

i. Digest value according to the HMAC digest rules of the "above the line" parameters
first HMAC digest calculation).

Set A2 -> auditCount to P1 -> auditMonotonicCounter
Set V1 -> auditDigest to SHA-1 (V1 -> auditDigest || A2)

Effect of audit failing
f informative comment:
PM audit process could have an internal error when attempting to audit a command.

he return parameter, The TPM is unable to returi“both the audit failure and the command
ire results. To indicate the audit failure, the TPM will return one of two error
A\UDITFAIL_SUCCESSFUL (if the command completed successfully
AUDITFAIL_UNSUCCESSFUL (if the command completed unsuccessfully).

informative comment.

en, in performing the audit process, the TPM has an internal failure (unable to write, SHA
) the TPM MUST (set the internal TPM state such that the TPM retul
M_FAILEDSELFTEST ferror on subsequent attempts to execute a command

e return code for the.eommand uses the following rules

Command resultsuccess, Audit success -> return TPM_SUCCESS
Command-résult failure, Audit success -> return command result failure

Command result success, Audit failure -> return TPM_AUDITFAIL_SUCCESSFUL
Command result failure, Audit failure -> return TPM_AUDITFAIL_UNSUCCESSFUL

(i.e. the

SUCCESS
codes:
) or

1 failure
ns the

TDDAMM-AMLIICT 1

3. Ift

T DAA . 4l Jal £4 | | ) 4l
IS TV TS PCTITIANICTIUY TIUTITTELUVETADIT dllcT diT dUUll 1diure, Uicit uUic Trivi VMIUOo T divwdy

s return

TPM_FAILEDSELFTEST for every command other than TPM_GetTestResult. This state must persist

reg

ardless of power cycling, the execution of TPM_Init or any other actions.
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9.3

TPM_GetAuditDigest

Start of informative comment:

This returns the current audit digest. The external audit log has the responsibility to track the parameters
that constitute the audit digest.

This value may be unique to an individual TPM. The value however will be changing at a rate set by the
TPM Owner. Those attempting to use this value may find it changing without their knowledge. This value

represents a very poor source of tracking uniqueness.

End of {nformative comment.
Table 45. TPM_GetAuditDigest Incoming Parameters and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including/paramSize and tag
3 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetAuditDigest
4 4 UINT32 startOrdinal The starting ordinal for the list of'audited ordinals
Table 46. TPM_GetAuditDigest Outgoing Parameters and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
2 TPM_TAG Tag TPM_TAG_RSP_COMMAND
4 UINT32 paramSize Toétal number of output bytes including paramSize and tag
4 TPM_RESULT returnCode The return code of the operation.

TPM_COUNTER_VALUE

counterValue

The current value of the audit monotonic counter

ol la|lw]|DN|-~
N
o

TPM_DIGEST auditDigest Log of all audited events
1 BOOL more TRUE if the output does not contain a full list of audited ordinals
4 UINT32 ordSize Size of the ordinal list in bytes
<> UINT32[] ordList List of ordinals that are audited.

Description

1. This

Actions

command is never audited.

1. The[TPM sets auditDigest to TPM_STANY_DATA -> auditDigest
2. The|TPM setscounterValue to TPM_PERMANENT_DATA -> auditMonotonicCounter

3. The|TPM'creates an ordered list of audited ordinals. The list starts at startOrdinal listing each

thatfis@udited.

ordinal

a. If startOrdinal is O then the first ordinal that could be audited would be TPM_OIAP (ordinal
0x0000000A)

b. The next ordinal would be TPM_OSAP (ordinal 0x0000000B)
4. If the ordered list does not fit in the output buffer the TPM sets more to TRUE
Return TPM_STANY_DATA -> auditDigest as auditDigest

34
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9.4

TPM_GetAuditDigestSigned

Start of informative comment:

ISO/IEC 11889-4:

2009(E)

The signing of the audit log returns the entire digest value and the list of currently audited commands.

The inclusion of the list of audited commands as an atomic operation is to tie the current digest value with
the list of commands that are being audited.

Note to future architects

When

set of
sessio
requirg
wishes

ordinals as the signing fu

nctio

C V c

nality of this

command could be handled in a signed-t
n. While true, this command has a secondary affect also, resetting the audit log digest. As the reset
s TPM_Owner-Authentication, there must be some way in this command to reflect.the TPN
. By requiring that a TPM Identity key be the only key that can sign and reset)the TPM

authentication is implicit in the execution of the command (TPM Identity Keys are ereated and ¢

e active
ansport

Owner
ODwner’s
bntrolled

by the|TPM Owner only). Hence, while one might want to remove an ordinal thisis not one that can be
removed if auditing is functional.
End of informative comment.
Table 47. TPM_GetAuditDigestSigned Incoming Parameters and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPMNTAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetAuditDigestSigned
4 4 TPM_KEY_HANDLE keyHandle The handle of a loaded key that can perform digital signatures
5 1 28 1 BOOL closeAudit Indication if audit session should be closed
6 20 38 20 TPM_NONCE antiReplay A nonce to prevent replay attacks
7 4 TPM_AUTHHANDLE authMandle The authorization session handle used for key authentication.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
10 20 TPM_AUTHDATA keyAuth Authorization. HMAC key: key.usageAuth.
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Table 48. TPM_GetAuditDigestSigned Outgoing Parameters and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetAuditDigestSigned
4 10 3S 10 TPM_COUNTER_VALUE counterValue The value of the audit monotonic counter
5 20 4S 20 TPM_DIGEST auditDigest Log of all audited events
6 20 58 20 TPM_DIGEST ordinalDigest Digest of all audited ordinals
7 4 6S 4 UINT32 sigSize The size of the sig parameter
8 <> 7S <> BYTE[] sig The signature of the area
9 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM'to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
10 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
11 20 TPM_AUTHDATA resAuth Authorization HMAC Key: kéy.usageAuth.
Action

1. Valigate the AuthData and parameters using keyAuth, return TPM_AUTHFAIL on error

2. Valiglate

that

keyHandle

-> keyUsage

is TPM_KEY_SIGNING, TPM_KEY_IDENTI]

TPM_KEY_LEGACY, if not return TPM_INVALID_KEYUSAGE

3. The| TPM validates that the key pointed to~ by keyHandle has a signature sche
TPM_SS_RSASSAPKCS1v15_SHA1 TPM_SS RSASSAPKCS1v15_INFO,

TPM_INVALID_KEYUSAGE on error

or.

4. Create D1 a TPM_SIGN_INFO structurerand set the structure defaults
a. Pet D1 -> fixed to “ADIG”

et D1 -> replay to antiReplay.
reate D3 a list of all audited ordinals as defined in the TPM_GetAuditDigest UINT32[]

o

utgoing parameter

- 0o o

J @

reate D4 the SHA-1 of D3
et auditDigest.to TPM_STANY_DATA -> auditDigest

et counterYalue to TPM_PERMANENT_DATA -> auditMonotonicCounter
reate, D2 the concatenation of auditDigest || counterValue || D4

etD1 -> data to D2

Y or

me of
return

ordList

i. Create a digital signature of the SHA-1 of D1 by using the signature scheme for keyHandle

j- Set ordinalDigest to D4
5. If closeAudit == TRUE

a. If keyHandle->keyUsage is TPM_KEY _IDENTITY

i. TPM_STANY_DATA -> auditDigest MUST be set to all zeros.

b. Else

i. Return TPM_INVALID_KEYUSAGE
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9.5

TPM_SetOrdinalAuditStatus

Start of informative comment:

ISO/IEC 11889-4:2009(E)

Set the audit flag for a given ordinal. Requires the authentication of the TPM Owner.

End of informative comment.

Table 49. TPM_SetOrdinalAuditStatus

Incoming Parameters and Sizes

PARAM HMAC L.
Type Name Description
# 74 # SZ
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetOrdinalAuditStatus
4 4 2S 4 TPM_COMMAND_CODE ordinalToAudit The ordinal whose audit flag is to be set
5 1 38 1 BOOL auditState Value for audit flag
6 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authentication.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated’by TPM to cover inputs
7 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system-associated with authHandle
8 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
9 20 TPM_AUTHDATA ownerAuth HMAC key: ownerAuth.
Table 50. TPM_SetOrdinalAuditStatus Outgoing Parameters and Sizes
PARAM HMAC L.
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetOrdinalAuditStatus
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM AUTHDATA resAuth The. authorization session digest for the returned parameters. HWAC
- key: ownerAuth.
Actions
1. Validate the AuthData to execute the command and the parameters
2. Validate that the ordinal points to a valid TPM ordinal, return TPM_BADINDEX on error
a. |Valid¢TPM ordinal means an ordinal that the TPM implementation supports
3. Setthe non-volatile flag assaociated with ordinalToAudit to the value in auditState
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10. Administrative Functions - Management

10.1 TPM_FieldUpgrade

Start of informative comment:

The TPM needs a mechanism to allow for updating the TPM_Protected-Capabilities once a TPM is in the
field. Given the varied nature of TPM |mplementat|ons there will be numerous methods of performing an

specific method of performlng the upgrade

The mahufacturer can determine, within the listed requirements, how to implement this commarid.

command may be more than one command and actually a series of commands.

The IDW definition is to create an ordinal for the command. However, the remaining’ paramets
manufagturer specific.

The pollcy to determine when it is necessary to perform the actions of TPM_RevokeTrust is outs|
TPM spgec and determined by other TCG workgroups.

prs are

de the

TPM_Fi

IdUpgrade is gated by either owner authorization or deferred assertion of Physical Presen

acknowledgement that the entity that sets the security policy for a platierm must approve field upg

that plafform. This gating can block a global attack on TPMs _when the TPME’s privilege info

(private| key) has been compromised. For blocking to be effective in an unowned TPM, the

ownership flag must be FALSE. (This prevents software" from taking ownership and ex
_FieldUpgrade with owner authorization.)

the TPM_STCLEAR_DATA -> deferredPhysicalPresence -> unownedFEieldUpgrade flag). This gFing is

If an owner is present, field upgrade MUST be owner:authorized, as the actions indicate. This p
an attagker from using physical presence to upgrade.a TPM without detection by the owner.

The adVantages of deferred assertion of Physical\Presence are that it:
permits |a TPM to be upgraded if taking ownership is undesirable or impractical.

permits(a TPM to be upgraded in the ©S environment (where Physical Presence typically can
asserted), when the TPM has no ownetr.

If it is a¢ceptable to take ownership_of a TPM temporarily, an alternative to deferred assertion of P
Presenge is the process: (1) take ownership; (2) perform an owner authorized field upgrade; (3) cl
owner fiom the TPM.

There is no requirement~for patch confidentiality. Confidentiality may be implemented u

manufagturer specific mechanism, and may use a global secret such as a symmetric encryption key.

End of {nformative.comment.

IDL Definition
TPM_RHSULT' TPM_FieldUpgrade (

ce (via

de for
mation
TPM’s
bcuting

events

not be

hysical
Bar the

sing a

[in] “eut] TPM_AUTH* ownerAuth,

)i

Type
This is an optional command and a TPM is not required to implement this command in any form.
Table 51. TPM_FieldUpgrade Parameters

Type Name Description

TPM_AUTH ownerAuth Authentication from TPM owner to execute command

Remaining parameters are manufacturer specific
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Descriptions

2009(E)

The patch integrity and authenticity verification mechanisms in the TPM MUST not require the TPM to
hold a global secret. The definition of global secret is a secret value shared by more than one TPM.

The TPME is not allowed to pre-store or use unique identifiers in the TPM for the purpose of field
upgrade. The TPM MUST NOT use the endorsement key for identification or encryption in the upgrade
process. The upgrade process MAY use a TPM Identity to deliver upgrade information to specific TPM’s.

The upgrade process can only change TPM_Protected-Capabilities.

The u(
validat

The T
upgrad

The se

When
execut|

Actions

The TH
1. If T

a.

2. Els

3. Va

grade process can only access data in PM_Shielded-Locations where this data Is necg
b the TPM Owner, validate the TPME and manipulate the blob

PM MUST be conformant to ISO/IEC 11889, protection profiles and security targets 4
e. The upgrade MAY NOT decrease the security values from the original security, target.

curity target used to evaluate this TPM MUST include this command in the TOE:

A field upgrade occurs, it is always sufficient to put the TPM into the same: state as a suc
bd TPM_RevokeTrust.

PM SHALL perform the following when executing the command:
PM Owner is installed

Validate the command and parameters using TPM_©wner-Authentication, return TPM_AU
on error

e

Ssary to

ifter the

cessfully

THFAIL

If TPM_STCLEAR_DATA -> deferredPhysicalPresence -> unownedFieldUpgrade is FALSE return

TPM_BAD_PRESENCE.

a
4. Va
Prq

Se
val

st%ngth of function that is at least the(same strength of function as a digital signature perform

idate that the upgrade information wassent by the TPME. The validation mechanism MUS

48 bit RSA key.
idate that the upgrade targetis the appropriate TPM model and version.
cess the upgrade information and update the TPM_Protected-Capabilities

the TPM_PERMANENT_DATA -> revMajor and TPM_PERMANENT_DATA -> revMing
Lies indicated inthe-Upgrade. The selection of the value is a manufacturer option.

The TPM MAY¥-validate that the upgrade major and minor revision are monotonically incres

The TPMNMAY allow upgrade with a major and minor revision that is less than currently ins
the TRM.

the " TPM_STCLEAR_FLAGS.deactivated to TRUE

T use a
bd using

r to the

sing.

talled in
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10.2 TPM_SetRedirection

Start of informative comment
The redirection command attaches a key to a redirection receiver.

When making the connection to a GPIO channel the authorization restrictions are set at connection time
and not for each invocation that uses the channel.

End of informative comment

PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize-and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SetRedirection
4 4 TPM_KEY_HANDLE keyHandle ;I;t:ﬁr:(zt);gr?ndle identifier of a loaded key that can implement
5 4 28 4 TPM_REDIR_COMMAND redirCmd The command to execute
6 4 3S 4 UINT32 inputDataSize The size of the input data
7 <> 48 <> BYTE inputData Manufacturer paraneter
8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle authorizatior]
2H1 20 TPM_NONCE authLastNonceEven Even noneé previously generated by TPM to cover inputs
9 20 3H1 20 § TPM_NONCE nonceOdd Nonee'generated by system associated with authHandle
10 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
11 20 TPM_AUTHDATA ownerAuth HMAC key ownerAuth

Table 53. TPM_SetRedirection Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tdg TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND__CODE ordinal Command ordinal: TPM_ORD_SetRedirection
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 J TRM=NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM AUTHDATA resAuth The. authorization session digest for the returned parameters. HMAC
- key: key.usageAuth

Action
1. Iftag == TPM_TAG_REQ_AUTH1_COMMAND

a. Validate the command and parameters using TPM_Owner-Authentication, on error return
TPM_AUTHFAIL

2. if redirCmd == TPM_REDIR_GPIO
a. Validate that keyHandle points to a loaded key, return TPM_INVALID_KEYHANDLE on error
b. Validate the key attributes specify redirection, return TPM_BAD_TYPE on error
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c. Validate that inputDataSize is 4, return TPM_BAD_PARAM_SIZE on error
d. Validate that inputData points to a valid GPIO channel, return TPM_BAD_PARAMETER on error
e. Map C1 to the TPM_GPIO_CONFIG_CHANNEL structure indicated by inputData
f. If C1 -> attr specifies TPM_GPIO_ATTR_OWNER
i. Iftag!=TPM_TAG_REQ_AUTH1_COMMAND return TPM_AUTHFAIL
g. If C1 -> attr specifies TPM_GPIO_ATTR_PP
. If  TPM_STCLEAR_FLAGS -> physicalPresence == FALSE, then,| return
TPM_BAD_PRESENCE
h. |Return TPM_SUCCESS
3. The TPM MAY support other redirection types. These types may be specified by-FCG or proyided by
thel manufacturer.
10.3 | TPM_ResetLockValue
Start qf informative comment
Commgand that resets the TPM dictionary attack mitigation values
This allows the TPM owner to cancel the effect of a number of successive authorization [failures.
Dictionfary attack mitigation is vendor specific, and the actions_here are one possible implementatjon. The
TPM may treat an authorization failure outside the mitigation time as a normal failure and not disable the
command.
If this command itself has an authorization failure, it.is“blocked for the remainder of the lock out period.
This prlevents a dictionary attack on the owner authgrization using this command.
It is upderstood that this command allows the“TPM owner to perform a dictionary attack on other
authorization values by alternating a trial and-this command. Similarly, delegating this commang allows
the owper’s delegate to perform a dictionary attack.
End of informative comment
Table 54. TPM_ResetLockValue Incoming Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ResetLockValue
4 4 TPM_AUTHHANDLE authHandle The authorization session handle used for TPM Owner authorizalion
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
5 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 Gann] 4 BOOt contimueAuthSessiom FHecontmueuse fia'g'fm‘t'hﬁu‘thmizaﬁmrsessi‘tm‘hm‘rﬁe—
7 20 TPM_AUTHDATA ownerAuth HMAC key TPM Owner auth
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Table 55. TPM_ResetLockValue Outgoing Operands and Sizes

PARAM HMAC L
Type Name Description
# [sz] # | sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ResetLockValue
4 20 21t 20 TPV_NORCE TTONCEEVET EVEnT TONCE MEWy generated by 1PMtocoveroutputs |
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle

5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth HMAC key: TPM Owner auth
Action
1. If TRM_STCLEAR_DATA -> disableResetLock is TRUE return TPM_AUTHFAIL

a. The internal dictionary attack mechanism will set TPM_STCLEAR-DATA -> disableResetlock to

FALSE when the timeout period expires

2. If th¢ command and parameters validation using ownerAuth fails

a. $et TPM_STCLEAR_DATA -> disableResetLock to TRUE

b. Restart the TPM dictionary attack lock out period

c. Return TPM_AUTHFAIL
3. Reset the internal TPM dictionary attack mitigationr mechanism

a. The mechanism is vendor specific and“can include time outs, reboots, and other mifigation

strategies
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11. Storage functions

11.1 TPM_Seal

Start of informative comment:

The SEAL operation allows software to explicitly state the future “trusted” configuration that the platform
must be in for the secret to be revealed. The SEAL operation also implicitly includes the relevant platform
Config ation{RPCR-value MReR—the—o=F operation—was—performed—Fhe SEA operation—4yses the
tpmPrqof value to BIND the blob to an individual TPM.

If the UNSEAL operation succeeds, proof of the platform configuration that was in effect when the SEAL
operation was performed is returned to the caller, as well as the secret data. This proof may, or fnay not,
be of ipterest. If the SEALed secret is used to authenticate the platform to a third party,-a caller is hormally
uncong¢erned about the state of the platform when the secret was SEALed, and the proof may be of no
interest. On the other hand, if the SEALed secret is used to authenticate a third.party to the plgtform, a
caller is normally concerned about the state of the platform when the secret was SEALed. Then the proof
is of inferest.

For example, if SEAL is used to store a secret key for a future configuration (probably to prove|[that the
platforfn is a particular platform that is in a particular configuration),«the only requirement is that fthat key
can belused only when the platform is in that future configuration, Then there is no interest in the platform
configyration when the secret key was SEALed. An example of-this case is when SEAL is used t¢ store a
network authentication key.

On thg other hand, suppose an OS contains an encrypted database of users allowed to log oh to the
platform. The OS uses a SEALED blob to store the eneryption key for the user-database. However, the
nature|of SEAL is that any SW stack can SEAL a blob.for any other software stack. Hence, the O$ can be
attacked by a second OS replacing both the SEALED-blob encryption key, and the user databage itself,
allowing untrusted parties access to the services of the OS. To thwart such attacks, SEALED blobs
includg the past SW configuration. Hence, if.the OS is concerned about such attacks, it may chedk to see
whether the past configuration is one that is-known to be trusted.

TPM_%eal requires the encryption of one parameter (“Secret”). For the sake of uniformity with other
commands that require the encryption of more than one parameter, the string used for XOR encryption is
genergted by concatenating a nonce (created during the OSAP session) with the session shared secret
and then hashing the result.

End of informative comment.
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Table 56. TPM_Seal Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Seal.
4 4 TPM_KEY_HANDLE keyHandle Handle of a loaded key that can perform seal operations.
5 20 —0 rAvy TP"V"_E"‘I\JAUT; : CI IL,I:\LIL: 1 T: 1S TTICT y’JLGL: Au I.; IDde I'UI l: < Dﬂmd-dald.
6 4 3 4 UINT32 perinfoSize ;Ir']h;esselze of the pcrinfo parameter. If O there are no PCR registers
The PCR selection information. The caller MAY use,
7 <> 48 <> TPM_PCR_INFO pcrinfo TPM_PCR_INFO_LONG.
8 4 58 4 UINT32 inDataSize The size of the inData parameter
9 <> 6S <> BYTE[ ] inData The data to be sealed to the platform and any specified PCRs
The authorization session handle dsed for keyHandle authorizatign.
10 4 TPM_AUTHHANDLE authHandle Must be an OSAP session for this. command.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously geperated by TPM to cover inputs
11 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
12 1 4H1 1 BOOL continueAuthSession Ignored
13 20 TPM_AUTHDATA pubAuth Thg authorization session digest for inputs and keyHandle. HMA
key: key.usageAuth.
Table 57. TPM_Seal Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCodé The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Seal.
4 < 3s < TPM_STORED_DATA sealedData Encrypted, integri?y—protected data object that is the result of the
TPM_Seal operation.
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, fixed value of FALSE
7 20 TPMAUTHDATA resAuth The. authorization session digest for the returned parameters. HMA
S key: key.usageAuth.
Descriptions
TPM_Seal is'used to encrypt private objects that can only be decrypted using TPM_Unseal.
Actions

1. Validate the authorization to use the key pointed to by keyHandle
2. If the inDataSize is 0 the TPM returns TPM_BAD_PARAMETER

3. If the keyUsage field of the key

indicated by keyHandle does not

TPM_KEY_STORAGE, the TPM must return the error code TPM_INVALID KEYUSAGE.

4. If the keyHandle points to a migratable key then the TPM MUST return the error code

TPM_INVALID_KEY USAGE.

44
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5. Determine the version of pcrinfo
a. If pcrinfoSize is 0
i. setV1to1
b. Else
i. Point X1 as TPM_PCR_INFO_LONG structure to pcrinfo
ii. IfX1->tagis TPM_TAG_PCR_INFO_LONG

2009(E)

1. SetV1to?2
ii. Else
1. SetV1to1

6. If\1is1then
a. |Create S1 a TPM_STORED_DATA structure

7. elsp
a. |Create S1 a TPM_STORED_DATA12 structure
b. |SetS1->etto0

8. Sefs1->encDataSize to 0

9. Sef s1 -> encData to all zeros

10. Sef s1 -> seallnfoSize to pcrinfoSize

11. If perinfoSize is not 0 then
a. |if V1is 1 then

ii. Sets1->seallnfo -> pcrSelection to pcrinfo -> pcrSelection

iii. Create h1 the composite hash of the PCR selected by pcrinfo -> pcrSelection
iv. Set s1 -> seallnfo -> digestAtCreation to h1

v. Set s1 -> seallnfo £ digestAtRelease to pcrinfo -> digestAtRelease

b. |else

i. Validate pcrinfo as a valid TPM_PCR_INFO_LONG structure, return TPM_BADIN
error

ii. Sets1 > seallnfo -> creationPCRSelection to pcrinfo -> creationPCRSelection

iii. ,.Sets1 -> seallnfo -> releasePCRSelection to pcrinfo -> releasePCRSelection

ivD Set s1 -> seallnfo -> digestAtRelease to pcrinfo -> digestAtRelease

i. Validate pcrinfo as a valid TPM_PCR® INFO structure, return TPM_BADINDEX on errof

DEX on

v. Set s1-> seallnfo -> localityAtRelease to pcrinfo -> localityAtRelease

vi. Create h2 the composite hash of the TPM_STCLEAR_DATA -> PCR selected by pcrinfo ->

creationPCRSelection
vii. Set s1 -> seallnfo -> digestAtCreation to h2
viii. Set s1 -> seallnfo -> localityAtCreation to TPM_STANY_FLAGS -> localityModifier
12. Create a1 by decrypting encAuth according to the ADIP indicated by authHandle.

13. The TPM provides NO validation of a1. Well-known values (like all zeros) are valid and possible.
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14. Create s2 a TPM_SEALED_DATA structure
a. Sets2->payload to TPM_PT_SEAL
b. Set s2 ->tpmProof to TPM_PERMANENT_DATA -> tpmProof
c. Create h3 the SHA-1 of s1
d. Set s2 -> storedDigest to h3
e. Sets2 ->authData to a1
f
g

et s2 -> data to inData

15. Valigate that the size of s2 can be encrypted by the key pointed to by keyHandle,| return

TPM_BAD_ DATASIZE on error
16. Create s3 the encryption of s2 using the key pointed to by keyHandle
17. Set pontinueAuthSession to FALSE
18. Set 51 -> encDataSize to the size of s3
19. Set 1 -> encData to s3
20. Return s1 as sealedData

11.2 |TPM_Unseal

Start of{informative comment:

The TPM_Unseal operation will reveal TPM_Seal’ed data,only if it was encrypted on this platform and the
current gonfiguration (as defined by the named PCR contents) is the one named as qualified to deg¢rypt it.
Internally, TPM_Unseal accepts a data blob generated by a TPM_Seal operation. TPM_Unseal decrypts
the strugture internally, checks the integrity of theresulting data, and checks that the PCR named lpas the
value ngmed during TPM_Seal. Additionally, the caller must supply appropriate AuthData for blob pnd for
the key that was used to seal that data.

If the infegrity, platform configuration and-authorization checks succeed, the sealed data is returned to the

caller; ofherwise, an error is generated.

End of {nformative comment.

Table'58. TPM_Unseal Incoming Operands and Sizes
PARAM HMAC e
Type Name Description

# Sz # Sz

1 TPM_TAG tag TPM_TAG_RQU_AUTH2_COMMAND

2 UINT32 paramSize Total number of input bytes including paramSize and tag

3 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Unseal.

4 4 TPM_KEY_HANDLE parentHandle Handle of a loaded key that can unseal the data.

5 <> 2S <> TPM_STORED_DATA inData The encrypted data generated by TPM_Seal.

6 4 TPM_AI JITHHANDI E authHandle The autharization session handle nised for In:m:ntH:mdlp

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
7 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
8 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
The authorization session digest for inputs and parentHandle.

° 20 TPM_AUTHDATA parentAuth HMAC key: parentKey.usageAuth.

10 4 TPM_AUTHHANDLE dataAuthHandle The authorization session handle used to authorize inData.

2H2 20 TPM_NONCE datalLastNonceEven Even nonce previously generated by TPM

11 20 3H2 20 TPM_NONCE datanonceOdd Nonce generated by system associated with entityAuthHandle
12 1 4H2 1 BOOL continueDataSession Continue usage flag for dataAuthHandle.

13 20 TPM_AUTHDATA dataAuth Thg authorization session digest for the encrypted entity. HMAC

key: entity.usageAuth.
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Table 59. TPM_Unseal Outgoing Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Unseal.
4 4 oo “f ILJ‘:I“IIT\)L DCLIClQ;LC T:IG UDGUI Di A~ \.II' l:IG Uuiput arcda I’\.II SCUITL
5 <> 4S <> BYTE[ ] secret Decrypted data that had been sealed
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
The authorization session digest for the rettrned parameters.
8 20 TPM_AUTHDATA resAuth HMAC key: parentKey.usageAuth.
9 20 2H2 20 § TPM_NONCE dataNonceEven Even nonce newly generated by FPM.
3H2 20 TPM_NONCE datanonceOdd Nonce generated by system\associated with dataAuthHandle
10 1 4H2 1 BOOL continueDataSession Continue use flag, TRUYE if handle is still active
The authorizatiop-Session digest used for the dataAuth session
11 20 TPM_AUTHDATA dataAuth HMAC key: entity-tisageAuth.
Actions
1. Thé TPM MUST validate that parentAuth authorizes.the use of the key in parentHandle, pn error
retbrn TPM_AUTHFAIL
2. If [the keyUsage field of the key indicated by parentHandle does not have th¢ value
TPM_KEY_STORAGE, the TPM MUST return-the error code TPM_INVALID_KEYUSAGE.
3. Th¢ TPM MUST check that the TPM_KEY- FLAGS -> Migratable flag has the value FALSE in| the key
indjcated by parentHandle. If not, the #PM MUST return the error code TPM_INVALID_KEYU$AGE
4. Determine the version of inData
a. |If inData -> tag = TPM_TAG STORED_DATA12
i. SetV1to2
i. Map S2 a TPM~-STORED_DATA12 structure to inData
b. |Else If inData~=>ver = 1.1
i. SetV1tio1
i. Map.82 a TPM_STORED_DATA structure to inData
c. |Else

I Return TPM_BAD_VERSION
Create d1 by decrypting S2 -> encData using the key pointed to by parentHandle
Validate d1
a. d1 MUST be a TPM_SEALED_DATA structure
b. d1->tpmProof MUST match TPM_PERMANENT_DATA -> tpmProof
c. Set S2 ->encDataSize to 0
d

Set S2 -> encData to all zeros
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10.

11.
12.

48

e. Create h1 the SHA-1 of inData
d1 -> storedDigest MUST match h1
g. d1->payload MUST be TPM_PT_SEAL
h. Any failure MUST return TPM_NOTSEALED_BLOB
If S2 -> seallnfoSize is not 0 then
a. IfV1is1then

it Validate that S2 -> pcrinfo is a valid TPM_PCR_INFO structure

ij. Create h2 the composite hash of the PCR selected by S2 -> pcrinfo -> pcrSelection
b. Ilf V1is 2 then

it Validate that S2 -> pcrinfo is a valid TPM_PCR_INFO_LONG structure

ij. Create h2 the composite hash of the TPM_STCLEAR_DATA -> PCR selected by S2

-> releasePCRSelection

TRUE

localityAtRelease -> TPM_LOC_TWO would have terbe TRUE

->

1. For example if TPM_STANY_DATA -> localityModifier was 2 then S2 -> pcr

c. Compare h2 with S2 -> pcrinfo -> digestAtRelease, on mismatch return TPM_WRONGPCR
The[TPM MUST validate authorization to use d1 by checking that the HMAC calculation using d1 ->

authData as the shared secret matches the dataAuth{{Return TPM_AUTHFAIL on mismatch.
If V1 is 2 and S2 -> et specifies encryption (i.e. isthot all zeros) then
a. Iftagis not TPM_TAG_RQU_AUTH2_COMMAND, return TPM_AUTHFAIL

pcrinfo

iji. Check that S2 -> pcrinfo -> localityAtRelease for TPM_STANY,"DATA -> localityModlifier is

nfo ->

VAL

b. Verify that the authHandle session type‘is TPM_PID_OSAP, return TPM_BAD_MODE on efror.

c. Ifthe MSB of S2 -> etis TPM_ET:XOR

if Use MGF1 to create sstring X1 of length sealedDataSize. The inputs to M
authLastnonceEven, (monceOdd, “XOR”, and authHandle -> sharedSecret.
concatenated values form the Z value that is the seed for MFG1.

ij. Create 01 by XOR-of d1 -> data and X1
d. Else

it Create @X.by encrypting d1 -> data using the algorithm indicated by inData -> et

ij. Keyisfrom authHandle -> sharedSecret
iji. AV/%is SHA-1 of (authLastNonceEven || nonceOdd)

GF
Th

1 are;
e four

e. SetcontinteAuthSessiontoFALSE
else

a. Seto1tod1->data

Set the return secret as o1

Return TPM_SUCCESS
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11.3 TPM_UnBind

Start of informative comment:

ISO/IEC 11889-4:2009(E)

TPM_UnBind takes the data blob that is the result of a Tspi_Data_Bind command and decrypts it for
export to the User. The caller must authorize the use of the key that will decrypt the incoming blob.

TPM_UnBind operates on a block-by-block basis, and has no notion of any relation between one block

and another.

End of informative comment.

Table 60. TPM_UnBind Incoming Operands and Sizes

PARAM HMAC
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_UniBind.
4 4 TPM_KEY_HANDLE keyHandle ngrlgﬁzl:;ndle identifier of aleadéd key that can perform UnBin
5 4 28 4 UINT32 inDataSize The size of the input blob
6 <> 38 <> BYTE[] inData Encrypted blob tosbe‘decrypted
7 4 TPM_AUTHHANDLE authHandle The handle-used for keyHandle authorization

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H1 20 § TPM_NONCE nonceOdd Nonee generated by system associated with authHandle
9 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
10 20 TPM_AUTHDATA privAuth The authorization session digest that authorizes the inputs and upe

of keyHandle. HMAC key: key.usageAuth.
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Table 61. TPM_UnBind Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_UnBind
4 4 3S 4 UINT32 outDataSize The length of the returned decrypted data
5 <> 4S <> BYTE[ ] outData The resulting decrypted data.
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with autiHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
8 20 TPM_AUTHDATA resAuth 1’2; ak:t;S;iazgger;e.ssion digest for the returned parameters. HMAC
Description
TPM_UpBind SHALL operate on a single block only.

Action
The TPM SHALL perform the following:

1. If th¢ inDataSize is 0 the TPM returns TPM_BAD_PARAMETER
2. Valigate the AuthData to use the key pointed to by*keyHandle
3. If th¢ keyUsage field of the key referenced by keyHandle does not have the value TPM_KEY_BIND or

TPM_KEY_LEGACY, the TPM must return the error code TPM_INVALID_KEYUSAGE

Dectypt the inData using the key pointed-to by keyHandle

if (kgyHandle -> encScheme does not'equal TPM_ES RSAESOAEP_SHA1_MGF1) and (keyH

> kelyUsage equals TPM_KEY_LEGACY),

a. The payload does not have TPM specific markers to validate, so no consistency check

erformed.

landle -

can be

b. $et the output parameter outData to the value of the decrypted value of inData. (Hadding

ssociated with_the encryption wrapping of inData SHALL NOT be returned.)

c. Pet the output-parameter outDataSize to the size of outData, as deduced from the degryption

rocess.

6. else

a. Interpret the decrypted data under the assumption that it is a TPM_BOUND_DATA structu

re, and

validate that the payload type is TPM_PT_BIND

b. Set the output parameter outData to the value of TPM_BOUND_DATA -> payloadData. (Other
parameters of TPM_BOUND_DATA SHALL NOT be returned. Padding associated with the
encryption wrapping of inData SHALL NOT be returned.)

c. Set the output parameter outDataSize to the size of outData, as deduced from the decryption
process and the interpretation of TPM_BOUND_DATA.

7. Return the output parameters.

50
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11.4 TPM_CreateWrapKey

Start of informative comment:

The TPM_CreateWrapKey command both generates and creates a secure storage bundle for asymmetric

keys.

The newly created key can be locked to a specific PCR value by specifying a set of PCR registers.

End of informative comment.

ISO/IEC 11889-4:2009(E)

PARAM HMAC
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramsSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateWrapKey
4 4 TPM_KEY_HANDLE parentHandle Handle of a loaded key that can pérform key wrapping.
5 20 28 20 § TPM_ENCAUTH dataUsageAuth Encrypted usage AuthData for'the sealed data.
6 20 38 20 § TPM_ENCAUTH dataMigrationAuth Encrypted migration’AuthData for the sealed data.
o] s | o e it e it s
8 4 TPM_AUTHHANDLE authHandle parent kéyauthorization. Must be an OSAP session.

2H1 20 TPM_NONCE authLastNonceEven Eventonce previously generated by TPM to cover inputs
9 20 3H1 20 § TPM_NONCE nonceOdd Norice generated by system associated with authHandle
10 1 4H1 1 BOOL continueAuthSession Ignored

11 20 TPM_AUTHDATA pubAuth Authorization HMAC key: parentKey.usageAuth.
Table 63. TPM_CreateWrapKey Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateWrapKey

The TPM_KEY structure which includes the public and encrypted

a1 s | = | TPMKEY wrappedKey private key. MAY be TPM_KEY12
5 20 2H1 20 | TRM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs

3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, fixed at FALSE

TPM_AUTHDATA

resAuth

Authorization HMAC key: parentKey.usageAuth.
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Actions
The TPM SHALL do the following:
Validate the AuthData to use the key pointed to by parentHandle. Return TPM_AUTHFAIL on any

1.

10.
11.
12.
13.
14.

52

error.
Validate the session type for parentHandle is OSAP.

If the TPM is not designed to create a key of the type requested in keylnfo, return the error code

TPM_BAD_KEY_PROPERTY

Verify that parentHandle->keyUsage equals TPM_KEY_STORAGE

If pgrentHandle -> keyFlags -> migratable is TRUE and keylnfo -> keyFlags -> migratable-is
then return TPM_INVALID_KEYUSAGE

Valigate key parameters

a. keylnfo -> keyUsage MUST NOT be TPM_KEY_IDENTITY or TPM_KEY_ AUTHCHANGE.
rlreturn TPM_INVALID_KEYUSAGE
b. |

keylnfo -> keyFlags -> migrateAuthority is TRUE then return TPM_INVALID_KEYUSAGE
If TRM_PERMANENT_FLAGS -> FIPS is TRUE then

a. If keylnfo -> keySize is less than 1024 return TPM_NOTFIPS

b. If keylnfo -> authDataUsage specifies TPM_AUTH_NEVER return TPM_NOTFIPS
c. If keylnfo -> keyUsage specifies TPM_KEY_LEGACY return TPM_NOTFIPS

If kelyInfo -> keyUsage equals TPM_KEY_STORAGE or TPM_KEY_MIGRATE

a. algorithmID MUST be TPM_ALG_RSA

b. encScheme MUST be TPM_ES_RSAESOAEP _“SHA1_MGF1

c. $igScheme MUST be TPM_SS_NONE

d. key size MUST be 2048

Detarmine the version of key

a. If keylnfo -> veris 1.1

i SetV1to1

if. Map wrappedKey ta'a TPM_KEY structure

iji. Validate all remaining TPM_KEY structures

b. Else if keylnfo ->tag is TPM_TAG_KEY12

it SetV1ta2

if. MapwrappedKey to a TPM_KEY12 structure

ifi. Validate all remaining TPM_KEY12 structures

Create-DU1 by decrypting dataUsageAuth according to the ADIP indicated by authHandle

FALSE

If it is,

Create DM1 by decrypting dataMigrationAuth according to the ADIP indicated by authHandle
Set continueAuthSession to FALSE

Generate asymmetric key according to algorithm information in keylnfo

Fill in the wrappedKey structure with information from the newly generated key.

a. Set wrappedKey -> encData -> usageAuth to DU1

b. If the KeyFlags -> migratable bit is set to 1, the wrappedKey -> encData -> migrationAuth SHALL

contain the decrypted value from dataMigrationAuth.
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c. If the KeyFlags -> migratable bit is set to 0, the wrappedKey -> encData -> migrationAuth SHALL
be set to the value tpmProof

15. If keylnfo->PCRInfoSize is non-zero
a. IfV1is1

i. Set wrappedKey -> pcrinfo to a TPM_PCR_INFO structure using the pcrSelection to indicate
the PCR’s in use

b. Else
I. SetwrappedKey -> pcrinto to a TPM_PCR_INFO_LONG structure
Set wrappedKey -> pcrinfo to keylnfo -> pcrinfo

d. |Set wrappedKey -> digestAtCreation to the TPM_COMPOSITE _HASH. .indicgted by
creationPCRSelection

e. [If V1 is 2 set wrappedKey -> localityAtCreation to TPM_STANY_DATA -> locality
16. Engrypt the private portions of the wrappedKey structure using the key in parentHandle

17. Refurn the newly generated key in the wrappedKey parameter

11.5 | TPM_LoadKey2

Start gf informative comment:

Before|the TPM can use a key to either wrap, unwrap, unbind,)seal, unseal, sign or perform apy other
action,|it needs to be present in the TPM. The TPM_LoadKey2 function loads the key into the [TPM for
furtherfuse.

The TPM assigns the key handle. The TPM always_locates a loaded key by use of the hangle. The
assumption is that the handle may change due to key management operations. It is the respongibility of
upper level software to maintain the mapping between handle and any label used by external software.

To permit this mapping between handle and upper software labels (called key handle virtualizatjon), the
key hj:dle returned by TPM_LoadKey2 must not be included in the response HMAC. This mgy cause
problems if several keys are authorized-using the same authorization data. Care should be {aken to
assign|different authorization data to each key.

This command has the responsibility of enforcing restrictions on the use of keys. For example, when
attempting to load a STORAGE-key it will be checked for the restrictions on a storage key (2048 size
etc.).

The load command must-maintain a record of whether any previous key in the key hierarchy was bound
to a PCR using parentPCRStatus.

The flag parentPCRStatus enables the possibility of checking that a platform passed through some
particujar state or-states before finishing in the current state. A grandparent key could be linked to| state-1,
a pareht key could linked to state-2, and a child key could be linked to state-3, for example. The usge of the
child key then.indicates that the platform passed through states 1 and 2 and is currently in state 8, in this
example.”TPM_Startup with stType == TPM_ST_CLEAR indicates that the platform has been reset, so
the platform has not passed through the previous states. Hence keys with parentPCRStatus=TRUE
must be unloaded if TPM_Startup is issued with stType == TPM_ST_CLEAR.

If a TPM_KEY structure has been decrypted AND the integrity test using "pubDataDigest" has passed
AND the key is non-migratory, the key must have been created by the TPM. So there is every reason to
believe that the key poses no security threat to the TPM. While there is no known attack from a rogue
migratory key, there is a desire to verify that a loaded migratory key is a real key, arising from a general
sense of unease about execution of arbitrary data as a key. Ideally a consistency check would consist of
an encrypt/decrypt cycle, but this may be expensive. For RSA keys, it is therefore suggested that the
consistency test consists of dividing the supposed RSA product by the supposed RSA prime, and
checking that there is no remainder.

End of informative comment.
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Table 64. TPM_WrapKey Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag

3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_LoadKey2.

4 4 TPM_KEY_HANDLE parentHandle TPM handle of parent key.

- trreomm 5

5| <= | 8 | < | TPMKEY inkey portions. MAY be TPM_KEY12

6 4 TPM_AUTHHANDLE authHandle The aqthqrization session handle used for parentHandle
authorization.

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

7 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with.authHandle

8 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization' session handle

9 20 TPM_AUTHDATA parentAuth The. authorization session digest forinputs and parentHandle. HMAC
key: parentKey.usageAuth.

Table 65. TPM_WrapKey Outgoing Operands and)Sizes
PARAM HMAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAGHRSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total humber of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The'return code of the operation.
28 4 TPM_COMMAND_CODE ordinal €ommand ordinal: TPM_ORD_LoadKey2
4 4 TPM_KEY_HANDLE inkeyHandle Internal TPM handle where decrypted key was loaded.
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continieAuthSession Continue use flag, TRUE if handle is still active
7 20 TPM_AUTHDATA resAuth 1’2; ?)L;trr:]rtiézt)i,(.)&zgziz?hc.jigest for the returned parameters. HMAC
Action

The TPM SHALL perform the following steps:
1. Valigate the commandand the parameters using parentAuth and parentHandle -> usageAuth
2. If parentHandle <>-KeyUsage is NOT TPM_KEY_STORAGE return TPM_INVALID_KEYUSAGE

3. If the TPM is_not designed to operate on a key of the type specified by inKey, return the errgr code
TPM_BAD_KEY_PROPERTY

The[TPM MUST handle both TPM_KEY and TPM_KEY12 structures

Decrypt the inKey -> privkey to obtain TPM_STORE_ASYMKEY structure using the key in
parentHandle

6. Validate the integrity of inKey and decrypted TPM_STORE_ASYMKEY

a. Reproduce inKey -> TPM_STORE_ASYMKEY -> pubDataDigest using the fields of inKey, and
check that the reproduced value is the same as pubDataDigest
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Validate the consistency of the key and it’s key usage.

a. If inKey -> keyFlags -> migratable is TRUE, the TPM SHALL verify consistency of the public and
private components of the asymmetric key pair. If inKey -> keyFlags -> migratable is FALSE, the
TPM MAY verify consistency of the public and private components of the asymmetric key pair. The
consistency of an RSA key pair MAY be verified by dividing the supposed (P*Q) product by a
supposed prime and checking that there is no remainder.

b. If inKey -> keyUsage is TPM_KEY_IDENTITY, verify that inKey->keyFlags->migratable is FALSE.
If it is not, return TPM INVALID KEYUSAGE
If inKey -> keyUsage is TPM_KEY_AUTHCHANGE, return TPM_INVALID_KEYUSAGE
If inKey -> keyFlags -> migratable equals 0 then verify that TPM_STORE‘ASYMKEY ->
migrationAuth equals TPM_PERMANENT _DATA -> tpmProof

e. |Validate the mix of encryption and signature schemes
If TPM_PERMANENT_FLAGS -> FIPS is TRUE then
i. If keylnfo -> keySize is less than 1024 return TPM_NOTFIPS
ii. If keylnfo -> authDataUsage specifies TPM_AUTH_NEVER return TPM_NOTFIPS
iii. If keylnfo -> keyUsage specifies TPM_KEY_LEGACY retdrn"TPM_NOTFIPS

g. |If inKey -> keyUsage is TPM_KEY_STORAGE or TPM_KEY_ MIGRATE
i. algorithmID MUST be TPM_ALG_RSA
ii. Key size MUST be 2048
iii. sigScheme MUST be TPM_SS_NONE

h. |If inKey -> keyUsage is TPM_KEY_IDENT}TY
i. algorithmID MUST be TPM_ALG_RSA
ii. Key size MUST be 2048
iii. encScheme MUST be TPM_ES NONE

i. |If the decrypted inKey -> perinfo is NULL,

i. The TPM MUST et the internal indicator to indicate that the key is not using any PCR
registers.

j. |Else
i. The TPM-MUST store pcrinfo in a manner that allows the TPM to calculate a composgite hash

whenever the key will be in use
i. The TPM MUST handle both version 1.1 TPM_PCR_INFO and 1.2 TPM_PCR_INFQ_LONG
structures according to the type of TPM_KEY structure
— . The TPMMUOST vatidate the TPMPCRINFOor TPMPCRINFO_LONGstructures
Perform any processing necessary to make TPM_STORE_ASYMKEY key available for operations
. Load key and key information into internal memory of the TPM. If insufficient memory exists return
error TPM_NOSPACE.

Assign inKeyHandle according to internal TPM rules.

Set InKeyHandle -> parentPCRStatus to parentHandle -> parentPCRStatus.

If ParentHandle indicates that it is using PCR registers, then set inKeyHandle -> parentPCRStatus to

12.

TRUE.
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11

.6

TPM_GetPubKey

Start of informative comment:

The owner of a key may wish to obtain the public key value from a loaded key. This information may have
privacy concerns so the command must have authorization from the key owner.

End of informative comment.

Table 66. TPM_GetPubKey Incoming Operands and Sizes

PARAM HVAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and.tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetPubKey.
4 4 TPM_KEY_HANDLE keyHandle TPM handle of key.
5 4 TPM_AUTHHANDLE authHandle The authorization session handle uged for keyHandle authorizatior].
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated‘by TPM to cover inputs
6 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system,associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The continue use flag, fonthe authorization session handle
8 20 TPM_AUTHDATA keyAuth Authorization HMAG-key: key.usageAuth.
Table 67. TPM_GetPubKey Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode. The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetPubKey.
4 <> 38 <> | TPM_PUBKEY pubKey Public portion of key in keyHandle.
5 20 2H1 20 TPM_NONCE fonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
7 20 TPM_AUTHDATA resAuth Authorization. HMAC key: key.usageAuth.
Action

The TPM SHALL perform the following steps:
1. Iftag = TPMUTAG_RQU_AUTH1_COMMAND then

a. Yalidate the command parameters using keyHandle -> usageAuth, on error
PM_AUTHFAIL
2. Else
a. Verify that keyHandle -> authDataUsage is TPM_AUTH_PRIV_USE_ONLY

3.
a.

56

TPM_AUTH_NEVER, on error return TPM_AUTHFAIL

If

TPM_INVALID_KEYHANDLE

If keyHandle == TPM_KH_SRK then
TPM_PERMANENT_FLAGS

->

readSRKPub

is FALSE then
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If keyHandle -> pcrinfoSize is not 0

a.

11.7

Start d

ISO/IEC 11889-4:2009(E)

If keyHandle -> keyFlags has pcrignoredOnRead set to FALSE

i. Create a digestAtRelease according to the specified PCR registers and compare to keyHandle
-> digestAtRelease and if a mismatch return TPM_WRONGPCRVAL

ii. If specified validate any locality requests
5. Create a TPM_PUBKEY structure and return

TPM_Sealx

f informative comment:

The SEALX command works exactly like the SEAL command with the additionalvrequirement of
encryption for the inData parameter. This command also places in the sealed blob therinformation|that the
unseal|also requires encryption.
SEALX requires the use of 1.2 data structures. The actions are the same as SEAL without the cHecks for
1.1 dafa structure usage.
The method of incrementing the symmetric key counter value is different from that used by some standard
crypto [libraries (e.g. openSSL, Java JCE) that increment the entire counter value. TPM users should be
aware pf this to avoid errors when the counter wraps.
End of informative comment.
Table 68. TPM_Sealx Incoming Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Sealx
4 4 TPM_KEY_HANDLE keyHandle Handle of a loaded key that can perform seal operations.
5 20 28 20 TPM_ENCAUTH encAuth The encrypted AuthData for the sealed data.
6 4 3 4 UINT32 perinfoSize ;Ir']hjsseize of the pcrinfo parameter. If O there are no PCR registefs
7 | <=|| 4s | <= | TPM_PCR_INFO perinfo MUST use TPM_PCR_INFO_LONG.
8 4 58 4 UINT32 inDataSize The size of the inData parameter
9 <> 6S <> BYTE[] inData The data to be sealed to the platform and any specified PCRs
The authorization session handle used for keyHandle authorizafion.
10 4 QRUMAUTHHANDLE authHandle Must be an OSAP session for this command.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
11 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
12 1 4H1 1 BOOL continueAuthSession Ignored
Fhe-a t A\C
13 20 TPM_AUTHDATA pubAuth key: key.usageAuth.
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Table 69. TPM_Sealx Outgoing Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Sealx

Encrypted, integrity-protected data object that is the result of the

4 <> 38 4 TPM_STORED_DATA sealedData TPM_Sealx operation.
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, fixed value of FALSE
7 20 TPM AUTHDATA resAuth The. authorization session digest for the returned parameters. HMAC
- key: key.usageAuth.
Action

1. Valigate the authorization to use the key pointed to by keyHandle
2. If th¢ inDataSize is 0 the TPM returns TPM_BAD_PARAMETER

3. If the keyUsage field of the key indicated by kéyHandle does not have the| value
TPM_KEY_STORAGE, the TPM must return the error code“TPM_INVALID_KEYUSAGE.

4. If the keyHandle points to a migratable key then” the TPM MUST return the errof code
TPM_INVALID_KEY_USAGE.

Create S1a TPM_STORED_DATA12 structure
Set $1 -> encDataSize to 0
Set §1 -> encData to all zeros

Set 51 -> seallnfoSize to pcrinfoSize

© © N o o

If parinfoSize is not 0 then

a. VYalidate pcrinfo as a valid-TPM_PCR_INFO_LONG structure, return TPM_BADINDEX on efror
et s1 -> seallnfo ->'creationPCRSelection to pcrinfo -> creationPCRSelection
et s1 -> seallnfor> releasePCRSelection to pcrinfo -> releasePCRSelection

b

c

d. $et s1 -> seallnfo -> digestAtRelease to pcrinfo -> digestAtRelease
e. Pet s1 -Zseallnfo -> localityAtRelease to pcrinfo -> localityAtRelease
f

reate”h2 the composite hash of the TPM_STCLEAR_DATA -> PCR selected by pcrinfo ->
reationPCRSelection

g. Sets1 -> seallnfo -> digestAtCreation to h2
h. Set s1 -> seallnfo -> localityAtCreation to TPM_STANY_DATA -> |ocalityModifier
10. Create s2 a TPM_SEALED_ DATA structure
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11. Create a1 by decrypting encAuth according to the ADIP indicated by authHandle.

12.
13.

14.

15.

16.

17.
18.
19.
20.
21.

a.

b.

The TPM provides NO validation of a1. Well-known values (like all zeros) are valid and pos$sib

If quthHandle indicates XOR encryption

a. |[Use MGF1 to create string X2 of length inDataSize. The inputs to MGF1 are; authLastNon
nonceOdd, “XOR”, and authHandle -> sharedSecret. The four concatenated values for
value that is the seed for MFG1.

b. [Create 01 by XOR of inData and X2

Else
Create o1 by decrypting inData using the algorithm indicated by authHandle
Key is from authHandle -> sharedSecret

c. |CTR is SHA-1 of (authLastNonceEven || nonceOdd)

Cregate s2 a TPM_SEALED_ DATA structure

g.
Validate that the size—of s2 can be encrypted by the key pointed to by keyHandle
TPM_BAD_DATASIZE on error

Cre¢ate s3 the encryption of s2 using the key pointed to by keyHandle
Set continueAuthSession to FALSE
Set s1_-3encDataSize to the size of s3

Set s1-> encData to s3

a
b
C.
d
e
f

If authHandle indicates XOR encryption for the AuthData secrets
i. Sets1->etto TPM_ET_XOR || TPM_ET_KEY

2009(E)

1. TPM_ET_KEY is added because TPM_Unseal uses zero as a special value indicating no

encryption.

Else

H Sat S1 > at taotha alaorithm indicatad bhv anthHandla
T ottrot ot GOt rercate o By oot ancie

Set s2 -> payload to TPM_PT_SEAL

Set s2 -> tpmProof to TPM_PERMANENTZDATA -> tpmProof
Create h3 the SHA-1 of s1

Set s2 -> storedDigest to h3

Set s2 -> authData to a1

Set s2 -> dataSize to inDataSize

Set s2 -> data to o1

ceEven,
m the Z

. return

Return s1 as sealedData
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12. Migration

Start of

informative comment:

The migration of a key from one TPM to another is a vital aspect to many use models of the TPM. The

migratio

n commands are the commands that allow this operation to occur.

There are two types of migratable keys, the version 1.1 migratable keys and the version 1.2 certifiable
migratable keys.

End of

12.1
Start off

The TP
key to 4

of the ke¢y to be migrated.

Migrate
a key o
with. Th
blob for

The TP
executid

Rewrap
TPM sin
subseqy

TPM_C
required
value e

End of

nformative comment.

TPM_CreateMigrationBlob

informative comment:

V_CreateMigrationBlob command implements the first step in the process of thoving a mig
new parent or platform. Execution of this command requires knowledge ofthe migrationAu

mode is generally used to migrate keys from one TPM to another for backup, upgrade or t

is is done by loading in a backup public key that will be used by the TPM to create a n¢
a migratable key.

M Owner does the selection and authorization of migration public keys at any time priof
n of TPM_CreateMigrationBlob by performing the TRM_AuthorizeMigrationKey command.

mode is used directly to move the key to a new.parent (on either this platform or anothe
Nply re-encrypts the key using a new parent, and -outputs a normal encrypted element that
ently used by a TPM_LoadKey command.

eateMigrationBlob implicitly cannot be used to migrate a non-migratory key. No explicit ¢
. Only the TPM knows tpmProof. Therefore, it is impossible for the caller to submit an AU
ual to tpomProof and migrate a non-migratory key.

nformative comment.

ratable
th field

D clone

n another platform. To do this, the TPM needs to create a data“blob that another TPM can deal

w data

to the

r). The
can be

heck is
thData
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Table 70. TPM_CreateMigrationBlob Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateMigrationBlob
4 4 TPM_KEY_HANDLE parentHandle Handle of the parent key that can decrypt encData.
5 2 28 2 FPMIHERATE-SCHEME mgratioT type T e migratiorr type; either MeRATE or REWRAP—
6 <> 3S <> TPM_MIGRATIONKEYAUTH migrationKeyAuth Migration public key and its authorization session digest:
7 4 48 4 UINT32 encDataSize The size of the encData parameter
8 <> 58 <> BYTE[] encData The encrypted entity that is to be modified.
9 4 TPM_AUTHHANDLE parentAuthHandle The authorization session handle used. forthe parent key.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
10 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with parentAuthHangle
11 1 4H1 1 BOOL continueAuthSession Continue use flag for parent/session
12 20 20 TPM_AUTHDATA parentAuth Authorization HMAC key: parentKey.usageAuth.
13 4 TPM_AUTHHANDLE entityAuthHandle The authorization'séssion handle used for the encrypted enttty.
2H2 20 TPM_NONCE entitylastNonceEven Even nonge previously generated by TPM
14 20 3H2 20 TPM_NONCE entitynonceOdd Nonce€ generated by system associated with entityAuthHand|e
15 1 4H2 1 BOOL continueEntitySession Continue use flag for entity session
16 20 TPM_AUTHDATA entityAuth Authorization HMAC key: entity.migrationAuth.
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Table 71. TPM_CreateMigrationBlob Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# 74 # S yp P
4
1 TPM_TAG tag TPM_TAG_RSP_AUTH2_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateMigrationBlob
4 4 3S 4 UINT32 randomSize The used size of the output area for random
5 <> 4S8 : BYTE[] random String used for xor encryption
6 4 58 4 UINT32 outDataSize The used size of the output area for outData
7 <> 6S : BYTE[ ] outData The modified, encrypted entity.
8 20 3H1 20 | TPM_NONCE nonceEven Even nonce newly generated by TPM to(cover outputs
4H1 20 | TPM_NONCE nonceOdd Nonce generated by system associated.with parentAuthHandle
9 1 5H1 1 BOOL continueAuthSession Continue use flag for parent key session
10 20 20 | TPM_AUTHDATA resAuth Authorization. HMAC key: parentKey.usageAuth.
11 20 3H2 20 § TPM_NONCE entityNonceEven Even nonce newly generated’by TPM to cover entity
4H2 20 § TPM_NONCE entitynonceOdd Nonce generated by.system associated with entityAuthHandle
12 1 5H2 1 BOOL continueEntitySession Continue use flag forentity session
13 20 TPM_AUTHDATA entityAuth Authorization HMAC key: entity.migrationAuth.
Description
The TPIM does not check the PCR values when migrating values locked to a PCR.
The seg¢ond authorization session (using entityAuth) MUST be OIAP because OSAP does not have a
suitable|entityType
Action

1. Valigate that parentAuth authorizes the use-of the key pointed to by parentHandle.

ate that parentHandle ->.‘OkeyUsage is TPM_KEY _STORAGE, if not
_INVALID_KEYUSAGE

ite d1 a TPM_STORE_ASYMKEY structure by decrypting encData using the key pointed
ntHandle.

erify that d1 -> payload is TPM_PT_ASYM.

2. Vali
TPM
3. Cres
pare
a.
4. Valid
ast
5. Veri

6. Ifmi

ii. K2 =d1.privkey[20..131] (position 16-127 of d1 . privKey.key), sizeof(K2) = 112

Jlate that entityAuth-authorizes the migration of d1. The validation MUST use d1 -> migratip
e secret.

y that the digest within migrationKeyAuth is legal for this TPM and public key
grationType == TPM_MS_MIGRATE the TPM SHALL perform the following actions:

uild.two byte arrays, K1 and K2:

4 4 a) a 4 1 4 4
= 1. DIV CVIU 9 1TV CVY CYLTITIJ O VATALS Ul UT.

b. Build M1 a TPM_MIGRATE_ASYMKEY structure

i.
i. TPM_MIGRATE_ASYMKEY .usageAuth = d1.usageAuth

TPM_MIGRATE_ASYMKEY .payload = TPM_PT_MIGRATE

ii. TPM_MIGRATE_ASYMKEY .pubDataDigest = d1. pubDataDigest

iv. TPM_MIGRATE_ASYMKEY .partPrivKeyLen = 112 — 127.
v. TPM_MIGRATE_ASYMKEY..partPrivKey = K2

62

© ISO/IEC 2009 — All rights reserved

return

to by

nAuth

= 20


https://standardsiso.com/api/?name=fce94217bbbe44d67cce800404b8f26c

ISO/IEC 11889-4:

2009(E)

c. Create o1 (which SHALL be 198 bytes for a 2048 bit RSA key) by performing the OAEP encoding

of m using OAEP parameters of
i. m=M1the TPM_MIGRATE_ASYMKEY structure
ii. pHash = d1->migrationAuth

iii. seed=s1=K1

d. Create r1 a random value from the TPM RNG. The size of r1 MUST be the size of 01. Return r1 in

the Random parameter.

e.
f.

g.

Create x1 by XOR of 01 with r1
Copy r1 into the output field “random”.
Encrypt x1 with the migration public key included in migrationKeyAuth.

7. If migrationType == TPM_MS_REWRAP the TPM SHALL perform the following ‘actions:

a.
b.
8. Els
a.
12.2
Start @
This ct

loaded
Note t

Rewrap the key using the public key in migrationKeyAuth, keeping the existing content
key.

Set randomSize to 0 in the output parameter array
e
Return TPM_BAD_PARAMETER

TPM_ConvertMigrationBlob

f informative comment:

bmmand takes a migration blob and creates\a*normal wrapped blob. The migrated blob
into the TPM using the normal TPM_LoadKey function.

nat the command migrates private keys only. The migration of the associated public key

5 of that

must be

s is not
may be

specified by TPM because they are not security sensitive. Migration of the associated public keys|
specified in a platform specific specification. A TPM_KEY structure must be recreated before the migrated
key can be used by the target TPM in‘a/TPM_LoadKey command.

End of informative comment.

Table 72. TPM, ConvertMigrationBlob Incoming Operands and Sizes

PARAM HMAC L

e , o Type Name Description

1 2 TBMUTAG tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag

3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ConvertMigrationBlob.

4 4 TPM_KEY_HANDLE parentHandle Handle of a loaded key that can decrypt keys.

5 4 2S 4 UINT32 inDataSize Size of inData

6 <> 3S <> BYTE[] inData The XOR’d and encrypted key

7 4 48 4 UINT32 randomSize Size of random

8 <> 58 <> BYTE[] random Random value used to hide key data.

9 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle.

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
10 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
11 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
The authorization session digest that authorizes the inputs and the
12 20 TPM_AUTHDATA parentAuth migration of the key in parentHandle. HMAC key:
parentKey.usageAuth
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Table 73. TPM_ConvertMigrationBlob Outgoing Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ConvertMigrationBlob
4 4 po 1o} % BTS2 uuLDalE'S‘iZE__-HTE'USEdTiZE'U{'HTE'UUTpUH'Ica foroutBata
5 <> 4S <> BYTE[ ] outData The encrypted private key that can be loaded with TPM_LoadKey
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
8 20 TPM AUTHDATA resAuth The. authorization session digest for the rettrned parameters. HMAC
- key: parentKey.usageAuth
Action
The TPM SHALL perform the following:
1. Valigate the AuthData to use the key in parentHandle

2. If the keyUsage field of the key referenced by pafentHandle does not have the| value
TPM_KEY_STORAGE, the TPM must return the error code“TPM_INVALID_KEYUSAGE

te d1 by decrypting the inData area using the key in"parentHandle

te o1 by XOR d1 and random parameter

te m1 a TPM_MIGRATE_ASYMKEY structure, seed and pHash by OAEP decoding o1
te k1 by combining seed and the TPMCMIGRATE_ASYMKEY -> partPrivKey field

te d2 a TPM_STORE_ASYMKEY structure

erify that m1 -> payload == TPM_PT_MIGRATE

et d2 -> payload = TPM_PT _ASYM

et d2 -> usageAuth to'mi1 -> usageAuth

N o o b~ w
@)
=
[}

et d2 -> migratiomAuth to pHash
et d2 -> pubDataDigest to m1 -> pubDataDigest
et d2 -> privKey field to k1

8. Create outData using the key in parentHandle to perform the encryption

12.3 |TPM_AuthorizeMigrationKey

Start of informative comment:

This command creates an authorization blob, to allow the TPM owner to specify which migration facility
they will use and allow users to migrate information without further involvement with the TPM owner.

It is the responsibility of the TPM Owner to determine whether migrationKey is appropriate for migration.
The TPM checks just the cryptographic strength of migrationKey.

End of informative comment.
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Table 74. TPM_AuthorizeMigrationKey Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_AuthorizeMigrationKey
4 2 2S 2 TPM_MIGRATE_SCHEME migrationScheme Type of migration operation that is to be permitted for this key.
4 <> oS TFI‘V‘I_PUBII 1= ur'rgmlim.'. TY Fie pu'u:i\. Ir\cy tobeauthorized:
5 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authentication).
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
The authorization session digest for inputs‘and owner
8 20 TPM_AUTHDATA ownerAuth authorization. HMAC key: ownerAuth.
Table 75. TPM_AuthorizeMigrationKey Outgoing Operands and Sizes
PARAM HMAC Lo
Type Name Description
# Sz # Y4
1 2 TPM_TAG tag TPM_TAG/RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total,number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The.return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_AuthorizeMigrationKey
4 <> 3S <> TPM_MIGRATIONKEYAUTH outData Returned public key and authorization session digest.
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
The authorization session digest for the returned parameters.
7 20 TPM_AUTHDATA resAuth HMAC key: ownerAuth.
Action
The TRM SHALL perform the following:
1. Chgck that the cryptographic strength of migrationKey is at least that of a 2048 bit RSA key. If
migrationKey is an\RSA key, this means that migrationKey MUST be 2048 bits or greater
2. Validate the AuthData to use the TPM by the TPM Owner
Cr¢ate a fi~a TPM_MIGRATIONKEYAUTH structure
Verify that migrationKey-> algorithmParms -> encScheme is TPM_ES_RSAESOAEP_SHA1| MGF1,
and-returp-the-errer-codeTFRMINARRPROPRIATE_ENG-f-t-isrot
Set f1 -> migrationKey to the input migrationKey
Set f1 -> migrationScheme to the input migrationScheme
Create v1 by concatenating (migrationKey || migrationScheme || TPM_PERMANENT_DATA ->
tpmProof)
8. Create h1 by performing a SHA-1 hash of v1
9. Set f1 -> digest to h1

10. Return f1 as outData
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12.4 TPM_MigrateKey

Start of informative comment:
The TPM_MigrateKey command performs the function of a migration authority.

The command is relatively simple; it just decrypts the input packet (coming from
TPM_CreateMigrationBlob or TPM_CMK_CreateBlob) and then re-encrypts it with the input public key.
The output of this command would then be sent to TPM_ConvertMigrationBlob or
TPM_CMK_ConvertMigration on the target TPM.

TPM_MijgrateKey does not make ANY assumptions about the contents of the encrypted blob:

ince it

does nat have the XOR string, it cannot actually determine much about the key that is being migrated.
This command exists to permit the TPM to be a migration authority. If used in this way, it is’ expected that
the physical security of the system containing the TPM and the AuthData value for thecMA key wauld be
tightly cpntrolled.
To prevent the execution of this command using any other key as a parent key, this command works only
if keyUsiage for maKeyHandle is TPM_KEY_ MIGRATE.

End of {nformative comment.

Table 76. TPM_MigrateKey Incoming Operands and Sizes
PARAM HMAC Lo
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM.TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Totaknumber of input bytes including paramSize and tag

3 4 1S 4 TPM_COMMAND_CODE ordinal €ommand ordinal: TPM_ORD_MigrateKey

4 4 TPM_KEY_HANDLE maKeyHandle Handle of the key to be used to migrate the key.

5 <> 2S <> TPM_PUBKEY pubKey Public key to which the blob is to be migrated

6 4 38 4 UINT32 inDataSize The size of inData

7 <> 48 <> BYTE[] inData The input blob

8 4 TPM_AUTHHANDLE maAuthHandle The authorization session handle used for maKeyHandle.

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
9 20 3H1 20 §| TPM_NONCE nonceOdd Nonce generated by system associated with certAuthHandle
10 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
The authorization session digest for the inputs and key to be
1 20 TPM_AUTHGATA keyAuth signed. HMAC key: maKeyHandle.usageAuth.
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Table 77. TPM_MigrateKey Outgoing Operands and Sizes

Param HMAC o
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_MigrateKey
4 4 3S 4 UINT32 outDataSize The used size of the output area for outData
5 <> 4S <> BYTE[ ] outData The re-encrypted blob
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with.certAuthHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag for cert key session
8 20 TPM_AUTHDATA keyAuth The authorization session digest for, thestarget key. HMAC key:
maKeyHandle.usageAuth
Actions
1. Validate that keyAuth authorizes the use of the key pointed to by makKeyHandle
2. Th¢ TPM validates that the key pointed to by maKeyHandle has a key usage Jalue of
TPM_KEY_MIGRATE, and that the allowed encryption scheme is
TPM_ES_RSAESOAEP_SHA1 MGF1.
3. The TPM validates that pubKey is of a size supported by the TPM and that its size is consis{ent with
the| input blob and maKeyHandle.
4. The TPM decrypts inData and re-encrypts it using pubKey.
12.5 | TPM_CMK_SetRestrictions
Start of informative comment:
This command is used by the OwnerJto dictate the usage of a certified-migration key with de¢legated
authorization (authorization other than actual owner authorization).
This command is provided for\privacy reasons and must not itself be delegated, because a ¢ertified-
migratipn-key may involve a-contractual relationship between the Owner and an external entity.
Since festrictions are validated at DSAP session use, there is no need to invalidate DSAP sessiops when
the regtriction value changes.
End of informative.comment.
Table 78. TPM_CMK_SetRestrictions Incoming Operands and Sizes
PARAM HMAC L
Type Name Description
# Sz # SZ
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes incl. paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Ordinal: TPM_ORD_CMK_SetRestrictions
4 4 28 4 TPM_CMK_DELEGATE restriction The bit mask of how to set the restrictions on CMK keys
5 4 TPM_AUTHHANDLE authHandle The authorization session handle TPM_Owner-Authentication
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
8 20 TPM_AUTHDATA ownerAuth The authorization session digest. HMAC key:ownerAuth
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Table 79. TPM_CMK_SetRestrictions Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # 574
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes
3 4 1S 4 TPM_RESULT returnCode The return code of the operation
2S 4 TPM_COMMAND_CODE ordinal Ordinal: TPM_ORD_CMK_SetRestrictions
4 20 2T 20 TPV RONCE TTONTCEEVETT EVEnT ToNCE MEWy generated by TP Mto cover outputs |
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth Authorization HMAC key: ownerAuth.
Description
TPM_PERMANENT_DATA -> restrictDelegate is used as follows
1. If the session type is TPM_PID_DSAP and TPM_KEY -> keyFlags -> migrateAuthority is TRUE

a. |

TPM_KEY_USAGE is TPM_KEY_SIGNING and restrictDelegate -> TPM_CMK_DELEGATE_SIGNING is

TRUE, or

TPM_KEY_USAGE is TPM_KEY_STORAGE and restrictDelegate
TPM_CMK_DELEGATE_STORAGE is TRUE, or

TPM_KEY_USAGE is TPM_KEY_BIND and restrictDelegate -> TPM_CMK_DELEGATE_BIND is [TRUE,

or

TPM_KEY_USAGE is TPM_KEY_LEGACY and restrictDelegate -> TPM_CMK_DELEGATE_LEGACY is

TRUE, ¢r

TPM_KEY_USAGE is TPM_KEY_MIGRATE and restrictDelegate -> TPM_CMK_DELEGATE_MIGRATE

is TRU
then thg key can be used.
b. [Else return TPM_INVALIDKEYUSAGE.

Action

1. Valigate the ordinalCand parameters using TPM_Owner-Authentication, return TPM_AUTHFAIL on

errof
Set TPM_PERMANENT_DATA -> TPM_CMK_DELEGATE -> restrictDelegate = restriction
Return TRM_SUCCESS
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12.6 TPM_CMK_ ApproveMA

Start of informative comment:

ISO/IEC 11889-4:2009(E)

This command creates an authorization ticket, to allow the TPM owner to specify which Migration
Authorities they approve and allow users to create certified-migration-keys without further involvement
with the TPM owner.

It is the responsibility of the TPM Owner to determine whether a particular Migration Authority is suitable
to control migration

End of informative comment.
Table 80. TPM_CMK_ApproveMA Incoming Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD<CMK_ApproveMA
4 | 20[l 2s | 20 | TPm DiGEST migrationAuthorityDigest ';g;%fjto?m bT”'Z "ﬁg)"ﬁi—lfn%mS%Srggr::irgﬁt:ﬁh(gzﬁgs‘;“e or njore
5 4 TPM_AUTHHANDLE authHandle The authorization-session handle used for owner authenticatior}.
2H1 20 TPM_NONCE authLastNonceEven Even nonce'previously generated by TPM to cover inputs
6 20 3H1 20 TPM_NONCE nonceOdd Nonce geneérated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The'continue use flag for the authorization session handle
8 20 TPM_AUTHDATA ownerAuth Authorization HMAC, key: ownerAuth.
Table 81. TPM_CMK_ApproveMA-Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODBE ordinal Command ordinal: TPM_ORD_CMK_ApproveMA
4 20 3S 20 TPM_HMAC outData HMAC of migrationAuthorityDigest
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 | TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOLk continueAuthSession Continue use flag, TRUE if handle is still active
7 20 TPM_AUTHDATA resAuth Authorization HMAC, key: ownerAuth.
Actio

The TiM SHALL perform the following:

1. Validate the AuthData to use the TPM by the TPM Owner
2. Create M2 a TPM_CMK_MA_APPROVAL structure
a. Set M2 ->migrationAuthorityDigest to migrationAuthorityDigest
Set outData = HMAC(M2) using tpmProof as the secret
Return TPM_SUCCESS
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12.7 TPM_CMK_CreateKey

Start of informative comment:

The TPM_CMK_ CreateKey command both generates and creates a secure storage bundle for
asymmetric keys whose migration is controlled by a migration authority.

TPM_CMK CreateKey is very similar to TPM_CreateWrapKey, but: (1) the resultant key must be a
migratable key and can be migrated only by TPM_CMK_CreateBlob; (2) the command is Owner
authorized via a ticket.

TPM_CMK CreateKey creates an otherwise normal migratable key except that (1) migrationAuth is an
HMAC of the migration authority and the new key’s public key, signed by tpmProof (instead)of being
tpomProgf); (2) the migrationAuthority bit is set TRUE; (3) the payload~ type is
TPM_PT_MIGRATE_RESTRICTED.
The migdration-selection/migration authority is specified by passing in a public key (actually the digests of
one or rmore public keys, so more than one migration authority can be specified).
End of {nformative comment.
Table 82. TPM_CMK_CreateKey Incoming Operands-and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Y4
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total ndmber of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_CreateKey
4 4 TPM_KEY_HANDLE parentHandle Handle of a loaded key that can perform key wrapping.
5 20 28 20 § TPM_ENCAUTH dataUsageAuth Encrypted usage AuthData for the sealed data.
Information about key to be created, pubkey.keyLength and
6 <> 38 <> | TPM_KEY12 keyinfo keylnfo.encData elements are 0. MUST be TPM_KEY12
A ticket, created by the TPM Owner using
7 20 48 20 TPM_HMAC migrationAuthorityApproval TPM_CMK_ApproveMA, approving a TPM_MSA_COMPOSITE|
structure
8 20 58 20 TPM_DIGEST migrationAuthorityDigest The digest of a TPM_MSA_COMPOSITE structure
The authorization session handle used for parent key
9 4 TPM_AUTHHANDLE authHandle authorization. Must be an OSAP session.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
10 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
11 1 4H1 1 BOOL continueAuthSession Ignored
The authorization session digest that authorizes the use of the
12 20 TRHUWTHDATA pubAuth public key in parentHandle. HMAC key: parentKey.usageAuth.
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Table 83. TPM_CMK_CreateKey Outgoing Operands and Sizes

2009(E)

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_CreateKey
4 < 3 < TPM_KEY12 wrappedKey Z:;\(/aa'[el:’ll:ﬂe_yl'(EAYUZt{_ugteu_rrep\'/\vﬂili(éréyflzudes the public and encrypted
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, fixed at FALSE
7 20 TPM_AUTHDATA resAuth 1’2; ?):trr;?]rtiézt)iltﬁszgziﬁ?hc.jigest for the returhed parameters. HMAC
Actions
The TRM SHALL do the following:
1. Validate the AuthData to use the key pointed to by parentHandle. Return TPM_AUTHFAIL on any
errpr
2. Validate the session type for parentHandle is OSAP
If the TPM is not designed to create a key of the type requested in keylnfo, return the erfor code
TPM_BAD KEY_ PROPERTY
4. Veyify that parentHandle->keyUsage equals TPM _KEY_ STORAGE
5. Veyify that parentHandle-> keyFlags-> migratable == FALSE and parentHandle-> encpata ->
migrationAuth == tpmProof
If keylnfo -> keyFlags -> migratableis:FALSE, return TPM_INVALID_KEYUSAGE
If keylnfo -> keyFlags -> migrateAuthority is FALSE, return TPM_INVALID_KEYUSAGE
8. Veyify that the migration authority is authorized
a. |Create M1 a TPM_CEMK_MA_APPROVAL structure
i. SetM1 ->migrationAuthorityDigest to migrationAuthorityDigest
b. [Verify that miigrationAuthorityApproval == HMAC(M1) using tpmProof as the secret and return
error TPM>MA _AUTHORITY on mismatch
9. Validate key'parameters
a. |keyinfo -> keyUsage MUST NOT be TPM_KEY_IDENTITY or TPM_KEY_AUTHCHANGH. If it is,
return TPM_INVALID _KEYUSAGE
10. If TPM_PERMANENT_FLAGS -> FIPS is TRUE then
a. If keylnfo -> keySize is less than 1024 return TPM_NOTFIPS
b. If keylnfo -> authDataUsage specifies TPM_AUTH_NEVER return TPM_NOTFIPS
c. If keylnfo -> keyUsage specifies TPM_KEY LEGACY return TPM_NOTFIPS
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11. If keylnfo -> keyUsage equals TPM_KEY_STORAGE or TPM_KEY_MIGRATE
a. algorithmID MUST be TPM_ALG_RSA
b. encScheme MUST be TPM_ES_RSAESOAEP_SHA1_MGF1
c. sigScheme MUST be TPM_SS_NONE
d. key size MUST be 2048
12. If keylnfo -> tag is NOT TPM_TAG_KEY12 return error TPM_INVALID_STRUCTURE
13. Map| wrappedKey to a TPM_KEY12 structure
14. Create DU1 by decrypting dataUsageAuth according to the ADIP indicated by authHandle(
15. Set fontinueAuthSession to FALSE

16. Gengrate asymmetric key according to algorithm information in keylnfo
17. Fill ip the wrappedKey structure with information from the newly generated key:
a. $et wrappedKey -> encData -> usageAuth to DU1
b. $et wrappedKey -> encData -> payload to TPM_PT_MIGRATE_RESTRICTED
c. Create thisPubKey, a TPM_PUBKEY structure containing wrappedKey’s public key and algorithm
arameters
d. Create M2 a TPM_CMK_MIGAUTH structure
Set M2 -> msaDigest to migrationAuthorityDigest
Set M2 -> pubKeyDigest to SHA-1 (thisPubKey)
e. Pet wrappedKey -> encData -> migrationAuthyequal to HMAC(M2), using tpmProof as the [shared

ecret

18. If kelyInfo->PCRInfoSize is non-zero
a. $et wrappedKey -> pcrinfo to a TRM" PCR_INFO_LONG structure
b. $et wrappedKey -> pcrinfo to keylnfo -> pcrinfo
c. Pet wrappedKey -> digestAtCreation to the TPM_COMPOSITE_HASH indicatgd by
reationPCRSelection
d. $et wrappedKey ->-ocalityAtCreation to TPM_STANY_FLAGS -> localityModifier

19. Encrypt the private-portions of the wrappedKey structure using the key in parentHandle

20. Return the newly<generated key in the wrappedKey parameter

12.8 |[TPM.CMK_CreateTicket

Start oflinformative comment:

The TPM_CMK_CreateTicket command uses a public key to verify the signature over a digest.

TPM_CMK_ CreateTicket returns a ticket that can be used to prove to the same TPM that signature

verification with a particular public key was successful.
End of informative comment.
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Table 84. TPM_CMK_CreateTicket Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_CreateTicket
4 <> 28 <> TPM_PUBKEY verificationKey The public key to be used to check signatureValue
5 20 38 20 § TPM_DIGEST signedData The data to be verified
6 4 4S 4 UINT32 signatureValueSize The size of the signatureValue
7 <> 58 <> BYTE[] signatureValue The signatureValue to be verified
8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authénticatign.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to-eover inputs
9 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated-with authHandle
10 1 4H1 1 BOOL continueAuthSession Ignored
1 20 TPM_AUTHDATA pubAuth 1’2; 2Lx:g;i/§jtt:$n session digest for inputs and owner. HMAC

Table 85. TPM_CMK_CreateTicket Outgoing Operands and Sizes

PARAM HMAC L.
e , o Type Name Description
1 2 TPM_TAG tag TPM_TAG.RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Totalnumber of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The.return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_CreateTicket
4 20 38 20 TPM_HMAC sigTicket Ticket that proves digest created on this TPM
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag
7 20 TPM_AUTHDATA resAuth Authorization. HMAC key:. ownerAuth.

Actions

The TRM SHALL do the following:

1. Validate the TPM_Owner-Authentication to use the command

2. Validate that the key type and algorithm are correct

Validate that:verificationKey -> algorithmParms -> algorithmID == TPM_ALG_RSA
Validate that verificationKey -> algorithmParms ->encScheme == TPM_ES NONE

c. |Validate that verificationKey ->algorithmParms ->sigScheme is
TPM_SS_RSASSAPKCS1v15_SHA1 or TPM_SS_RSASSAPKCS1v15_INFO

3. Use verificationKey to verify that signatureValue is a valid signature on signedData, and return error
TPM_BAD_SIGNATURE on mismatch

4. Create M2 a TPM_CMK_SIGTICKET
a. Set M2 -> verKeyDigest to the SHA-1 (verificationKey)
b. Set M2 -> signedData to signedData

Set sigTicket = HMAC(M2) signed by using tpmProof as the secret
Return TPM_SUCCESS
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12.9 TPM_CMK_ CreateBlob

Start of informative comment:

TPM_CMK_CreateBlob command is very similar to TPM_CreateMigrationBlob, except that it: (1) uses an
extra ticket (restrictedKeyAuth) instead of a migrationAuth authorization session; (2) uses the migration
options TPM_MS RESTRICT_MIGRATE or TPM_MS_RESTRICT_APPROVE; (3) produces a wrapped
key blob whose migrationAuth is independent of tpmProof.

If the destination (parent) public key is the MA, migration is implicitly permitted. Further checks are
requireg i fratt i ; igrati tratjon: (1)
sigTickgt must prove that restrictTicket was signed by the MA; (2) restrictTicket must vouch that-the target
public key is approved for migration to the destination (parent) public key. (Obviously, this more cpmplex
method|may also be used by an MA to approve migration to that MA.) In both cases, the MA 'must pe one
of the MAs implicitly listed in the migrationAuth of the target key-to-be-migrated.

End of [nformative comment.
Table 86. TPM_CMK_CreateBlob Incoming Operands angd Sizes

PARAM HMAC L.
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTHT_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command-erdinal: TPM_ORD_CMK_CreateBlob
4 4 TPM_KEY_HANDLE parentHandle Handle of the parent key that can decrypt encData.

Themigration type, either TPM_MS_RESTRICT_MIGRATE or

5 2 28 2 TPM_MIGRATE_SCHEME migrationType TPM_MS_RESTRICT APPROVE

6 <> 3S <> TPM_MIGRATIONKEYAUTH migrationKeyAuth Migration public key and its authorization session digest.
7 20 4S 20 § TPM_DIGEST pubSourceKeyDigest The digest of the TPM_PUBKEY of the entity to be migrated
. The size of the msaList parameter, which is a variable length
8| 4 S| 4 |unt msalListSige TPM_MSA_COMPOSITE structure
9 <> 6S <> | TPM_MSA_COMPOSITE msakist One or more digests of public keys belonging to migration authorities

The size of the restrictTicket parameter, which is a
10 4 7S 4 UINT32 réstrictTicketSize TPM_CMK_AUTH structure if migration type is
TPM_MS_RESTRICT_APPROVE

Either a NULL parameter or a TPM_CMK_AUTH structure,
11 <> 8S <> BYTE[] restrictTicket containing the digests of the public keys belonging to the Migration
Authority, the destination parent key and the key-to-be-migrated.

The size of the sigTicket parameter, which is a TPM_HMAC

124 fos | 4 JUNTR2 sigTicketSize structure if migration type is TPM_MS_RESTRICT_APPROVE.
S S % ey oL et or s TP A it generatea
14 4 118 4 UINT32 encDataSize The size of the encData parameter
15 <> 128 <> BYTE[] encData The encrypted entity that is to be modified.
16 4 TPM_AUTHHANDLE parentAuthHandle The authorization session handle used for the parent key.

2144 20 | TPM NONCE authl astNonceFven | Even nance previausly generated hy TPM ta cover inputs
17 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with parentAuthHandle
18 1 4H1 1 BOOL continueAuthSession Continue use flag for parent session
19 20 20 TPM_AUTHDATA parentAuth HMAC key: parentKey.usageAuth.
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Table 87. TPM_CMK_CreateBlob Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# | sz] # | sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_CreateBlob
4 4 3S 4 UINT32 randomSize The used size of the output area for random
5 <> 4S <> BYTE[ ] random String used for xor encryption
6 4 58 4 UINT32 outDataSize The used size of the output area for outData
7 <> 6S <> BYTE[ ] outData The modified, encrypted entity.
8 20 3H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPNtg-cover outputs
4H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with parentAuthHapdle
9 1 5H1 1 BOOL continueAuthSession Continue use flag for parent'key session
10 20 20 TPM_AUTHDATA resAuth HMAC key: parentKey.usageAuth.
Descrjiption
The TRM does not check the PCR values when migrating valuesdocked to a PCR.
Actions
1. Validate that parentAuth authorizes the use of the key pointed to by parentHandle.
2. The¢ TPM MAY verify that migrationType == migrationKeyAuth -> migrationScheme angl return
TPM_BAD_MODE on error.
a. |The TPM MAY ignore migrationType.
3. Velify that parentHandle-> keyFlags=> migratable == FALSE and parentHandle-> encpata ->
migrationAuth == tpmProof
4. Cregate d1 by decrypting encData using the key pointed to by parentHandle.
5. Verify that the digest within. migrationKeyAuth is legal for this TPM and public key
6. Veyify that d1 -> payload'¥= TPM_PT_MIGRATE_RESTRICTED or TPM_PT_MIGRATE_EXTERNAL
7. Vefify that the migration authorities in msaList are authorized to migrate this key
a. |Create M2 @TPM_CMK_MIGAUTH structure
i. Setd2 ->msaDigestto SHA-1[msaList]
ii. ,Set M2 ->pubKeyDigest to pubSourceKeyDigest
b. |Verify that d1 -> migrationAuth == HMAC(M2) using tpmProof as the secret and retdrn error
TPM_MA_AUTHORITY on mismatch
8. If migrationKeyAuth -> migrationScheme == TPM_MS_RESTRICT_MIGRATE
a. Verify that intended migration destination is an MA:
i. Forone of n=1 to n=(msalList -> MSAlist), verify that SHA-1[migrationKeyAuth -> migrationKey]
== msalList -> migAuthDigest[n]
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9.

10.
11.

12.

15.
16.
17.

76

b. Validate that the MA key is the correct type

i. Validate that migrationKeyAuth -> migrationKey -> algorithmParms -> algorithml
TPM_ALG_RSA

ii. Validate that migrationKeyAuth -> migrationKey -> algorithmParms -> encScheme
encryption scheme supported by the TPM

D ==

is an

iii. Validate that migrationKeyAuth -> migrationKey ->algorithmParms -> sigScheme is

TPM_SS_NONE
else|lf migrationKeyAuth -> migrationScheme == TPM_MS_RESTRICT_APPROVE
a. VYerify that the intended migration destination has been approved by the MSA:

sigTicket == HMAC (V1) using tpmProof as the secret where V1 is a TPM,.CMK_SIGT|l
structure such that:

1. V1 ->verKeyDigest = msaList -> migAuthDigest[n]
2. V1 ->signedData = SHA-1[restrictTicket]

ij. If [restrictTicket -> destinationKeyDigest] != SHA-1[migrationkeyAuth -> migrationKey]
error TPM_MA_DESTINATION

Elsg return with error TPM_BAD_PARAMETER.
Build two bytes array, K1 and K2, using d1:

it Verify that for one of the n=1 to n=(msalList -> MSAlist) values of msaList -> migAuthDigest[n],

CKET

return

iji. If [restrictTicket -> sourceKeyDigest] = pubSourceKeyDigest, return error TPM_MA_SOURCE

a. K1 = TPM_STORE_ASYMKEY .privKey[0..19] {TPM_STORE_ASYMKEY.privKey.keyLength + 16

ytes of TPM_STORE_ASYMKEY..privKey.key), sizeof(K1) = 20

b. K2 = TPM_STORE_ASYMKEY.privKey[20..131] (position 16-127 of TPM_STORE_ASYNIKEY .

rivKey.key), sizeof(K2) = 112
Builg M1 a TPM_MIGRATE_ASYMKEYstructure
a. TPM_MIGRATE_ASYMKEY.payload = TPM_PT_CMK_MIGRATE
b. TPM_MIGRATE_ASYMKEY-usageAuth = TPM_STORE_ASYMKEY .usageAuth
c. TPM_MIGRATE_ASY¥MKEY .pubDataDigest = TPM_STORE_ASYMKEY. pubDataDigest
d. TPM_MIGRATE_ASYMKEY .partPrivKeyLen = 112 — 127.
e. TPM_MIGRATE) ASYMKEY .partPrivKey = K2

c. seed = s1 = the previously created K1

14. Create r1 a random value from the TPM RNG. The size of r1 MUST be the size of o1. Return r1 in the
random parameter

Create x1 by XOR of o1 with r1
Copy r1 into the output field “random”
Encrypt x1 with the migrationKeyAuth-> migrationKey
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12.10 TPM_CMK_ConvertMigration

Start of informative comment:

ISO/IEC 11889-4:2009(E)

TPM_CMK_ConvertMigration completes the migration of certified migration blobs.

This command takes a certified migration blob and creates a normal wrapped blob with payload type
TPM_PT_MIGRATE_EXTERNAL. The migrated blob must be loaded into the TPM using the normal
TPM_LoadKey function.

Note that the command migrates private keys only. The migration of the associated public keys is not

specifi
specifi

key ca
TPM_(

N be used by the target TPM in a TPM_LoadKey command.
CMK_ConvertMigration checks that one of the MAs implicitly listed in the migrationAuth of th

bd by TPM because they are not security sensitive. Migration of the associated public keysl may be
pd in a platform specific specification. A TPM_KEY structure must be recreated before-the

igrated

e target

key has approved migration of the target key to the destination (parent) key, and that the settings (flags

etc.) in
End of

informative comment.

the target key are those of a CMK.

Table 88. TPM_CMK_ConvertMigration Incoming Operands and Sizes

PARAM HMAC
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG "RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total ndmber of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_ConvertMigration
4 4 TPM_KEY_HANDLE parentHandle Handle of a loaded key that can decrypt keys.
5 | eoff 2s | 6o | TPM_CMK AUTH restictTicket dostnston parentkey and tne Keyto-be-migrated. |
o | 2| 55 | 20 | rovswc A sanaturs Lokt generted by he TP, sgrainga vl
Tl s | o | rrmkev pigrateckey MUST be 511 MIGRATE. ASYMKEY propery XORE.
o |l ss | o [onree T e e st gt i s 2 vl i
9 < 65 < TPM_MSA_COMPQSITE msalList ;)Lﬂﬁ;:tirggre digests of public keys belonging to migration
10 4 7S 4 UINT32 randomSize Size of random
11 <> 8S <> BYTE[] random Random value used to hide key data.
12 4 TPM-AUTHHANDLE authHandle The authorization session handle used for keyHandle.

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
13 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
14 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
15 20 TPM_AUTHDATA parentAuth Authorization HMAC: parentKey.usageAuth
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Table 89. TPM_CMK_ConvertMigration Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CMK_ConvertMigration
4 4 3S 4 UINT32 outDataSize The used size of the output area for outData
5 <> 4S <> BYTE[ ] outData The encrypted private key that can be loaded with TPM_LoadKey
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with autiHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
8 20 TPM_AUTHDATA resAuth Authorization HMAC key .usageAuth
Action
1. Valigate the AuthData to use the key in parentHandle
2. If the keyUsage field of the key referenced by parentHandle does not have the| value
TPM_KEY_STORAGE, the TPM must return the error code TPM_INVALID_KEYUSAGE
3. Create d1 by decrypting the migratedKey -> encData area using the key in parentHandle
4. Create o1 by XOR d1 and random parameter
5. Create m1 a TPM_MIGRATE_ASYMKEY, seed and.pHash by OAEP decoding o1
6. Create migratedPubKey a TPM_PUBKEY structure corresponding to migratedKey
a. VYerify that pHash == SHA-1( SHA-1[msalList] || SHA-1(migratedPubKey )
Create k1 by combining seed and the TPM_MIGRATE_ASYMKEY -> partPrivKey field
Create d2 a TPM_STORE_ASYMKEY structure.
a. et the TPM_STORE_ASYMKEY -> privKey field to k1
b. $et d2 -> usageAuth tolm1 -> usageAuth
c. $et d2 -> pubDatabigest to m1 -> pubDataDigest
9. Verify that parentHandle-> keyFlags -> migratable == FALSE and parentHandle-> encData ->
migrationAuth ==ApmProof
10. Verify that{_m1 -> payload == TPM_PT_CMK_MIGRATE then set d2-> paylgad =
TPM_PT . MIGRATE_EXTERNAL
11. Verify_that for one of the n= msaList -> MSAlist) values of msaList -> migAuthDjgest[n]
sig PTO0 NEe Secret where V PMCMR_SIGTICKET
structure such that:
a. V1 ->verKeyDigest = msaList -> migAuthDigest[n]
b. V1 ->signedData = SHA-1[restrictTicket]
12. Create parentPubKey, a TPM_PUBKEY structure corresponding to parentHandle
13.If  [restrictTicket ->  destinationKeyDigest] I= SHA-1(parentPubKey), return  error
TPM_MA_DESTINATION
14. Verify that migratedKey is corresponding to d2
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15. If migratedKey -> keyFlags -> migratable is FALSE, and return error TPM_INVALID_KEYUSAGE
16. If migratedKey -> keyFlags -> migrateAuthority is FALSE, return error TPM_INVALID_KEYUSAGE
17. If [restrictTicket -> sourceKeyDigest] '= SHA-1(migratedPubKey), return error TPM_MA_SOURCE
18. Create M2 a TPM_CMK_MIGAUTH structure

a. Set M2 -> msaDigest to SHA-1[msalList]

b. Set M2 -> pubKeyDigest to SHA-1[migratedPubKey]
19. Set d2 -> migrationAuth = HMAC(M2) using tpmProof as the secret

20. Create outData using the key in parentHandle to perform the encryption
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13. Maintenance Functions (optional)
Start of informative comment:

When a maintenance archive is created with generateRandom FALSE, the maintenance blob is XOR
encrypted with the owner authorization before encryption with the maintenance public key. This prevents
the manufacturer from obtaining plaintext data. The receiving TPM must have the same owner
authorization as the sending TPM in order to XOR decrypt the archive.

authoriz
out of b

ion about his auth value. The receiving and sending TPMs may have different
ations. The random data is transferred from the sending TPM owner to the receiving TPM

hnd, so the maintenance blob remains hidden from the manufacturer.

This is g typical maintenance sequence:

1. Manufacturer:

generat

bs maintenance key pair

gives pyblic key to TPM1 owner

2. TPM1: TPM_LoadManuMaintPub

load mdlintenance public key

3. TPM1: TPM_CreateMaintenanceArchive

XOR encrypt with owner auth or random

encrypt

with maintenance public key

4. Manufacturer:

decrypt

with maintenance private key

(still XOR encrypted with owner auth orrandom)

encrypt

with TPM2 SRK public key

5. TPM2: TPM_LoadMaintenaneeArchive

decrypt

with SRK private key

XOR decrypt with owner:auth or random

End of

80

nformative.comment.

which is

nto the
reveal
owner
owner
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13.1 TPM_CreateMaintenanceArchive

Start of informative comment:

This command creates the maintenance archive. It can only be executed by the owner, and may be shut
off with the TPM_KillMaintenanceFeature command.

End of informative comment.

Table 90. TPM_CreateMaintenanceArchive Incoming Operands and Sizes

PARAM HMAC
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Cmd ordinal: TPM_ORD_CreateMaintenanceArchive
4 1 28 1 BOOL generateRandom Use RNG or Owner auth to gerierate ‘random’.
5 4 TPM_AUTHHANDLE authHandle The authorization session’handle used for owner authentication.

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 3H1 20 TPM_NONCE nonceOdd Nonce generatedy system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The continue,Use flag for the authorization session handle
8 20 TPM_AUTHDATA ownerAuth HMAC key: ownerAuth.

Table 91. TPM_CreateMaintenanceArchive-Outgoing Operands and Sizes
PARAM HMAC
Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Cmd ordinal: TPM_ORD_CreateMaintenanceArchive
4 4 s 4 UINT32 randomSize Size of the returned random data. Will be 0 if generateRandom ig

FALSE.

5 <> 4S <> BYTE[] random Random data to XOR with result.
6 4 58 4 UINT32 archiveSize Size of the encrypted archive
7 <> 6S <> BYTEY] archive Encrypted key archive.
8 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs

3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
10 20 TPM AUTHDATA resAuth The authorization session digest for the returned parameters. HMAC

Ky OWnerAuT.
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Actions

Upon authorization being confirmed this command does the following:
Validates that the TPM_PERMANENT_FLAGS -> allowMaintenance is TRUE. If it is FALSE, the TPM

1.

SHALL return TPM_DISABLED_CMD and exit this capability.

2. Validates the TPM Owner AuthData.

. If the value of TPM_PERMANENT_DATA -> manuMaintPub is zero, the TPM MUST return the error
code TPM KEYNOTFOUND

10.

11.
12.

13.
14.
15.

82

al a TPM_KEY structure using the SRK. The encData field is not a

m1 by creating and filling in a TPM_MIGRATE_ASYMKEY structure

1 -> usageAuth is set to TPM_PERMANENT_DATA -> tpmProof

1 -> pubDataDigest is set to the digest value of the SRK-fields from step 4
1 -> payload is set to TPM_PT_MAINT

1 -> partPrivKey is set to k2

a. = TPM_MIGRATE_ASYMKEY structure:(step 7)
b. pHash = TPM_PERMANENT_DATA-> ownerAuth
c. s$eed =s1=k1 (step 6)

reate r1 by obtaining yalues from the TPM RNG. The size of r1 MUST be the same size
et random parameter. to'r1

If generateRandom ="FALSE

reate r1 by dpplying MGF1 to the TPM Owner AuthData. The size of r1 MUST be the sar
s 01. Set randomSize to 0.

Create x1 by.XOR of 01 with r1
Encrypt'x1 with the manuMaintPub key using the TPM_ES_RSAESOAEP_SHA1_MGF1 eng

normal
ing the

P bytes

D bytes

ding of

as o1.

ne size

ryption

schaéme

Set a1 -> encData to the encryption of x1
Set TPM_PERMANENT_FLAGS -> maintenanceDone to TRUE

Return a1 in the archive parameter
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13.2 TPM_LoadMaintenanceArchive

Start of informative comment:

ISO/IEC 11889-4:2009(E)

This command loads in a Maintenance archive that has been massaged by the manufacturer to load into
another TPM.

If the maintenance archive was created using the owner authorization for XOR encryption, the current
owner authorization must be used for decryption. The owner authorization does not change.

If the maintenance archive was created using random data for the XOR encryption, the vendor specific

argum
End of

informative comment.

bnts must include the random data. The owner authorization may change.

Table 92. TPM_LoadMaintenanceArchive Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM>ORD_LoadMaintenanceArchive
4 4 2S 4 UINT32 archiveSize Sice of the encryptéd archive
5 <> 38 <> BYTE[] archive Encrypted key archive
Vendor specific arguments

- 4 TPM_AUTHHANDLE authHandle Theauthorization session handle used for owner authentication.

20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
- 20 20 | TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
- 1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
_ 20 TPM_AUTHDATA ownerAuth LWA%JT:;:iZ:\Eg;SAiS;i'on digest for inputs and owner authenticafion.

Table 93. TPM_LoadMaintenanceArchive Outgoing Operands and Sizes
PARAM HMAC
Type Name Description

# 74 # 74
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 4 TPMNRESULT returnCode The return code of the operation.

4 JPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_LoadMaintenanceArchive

Vendor specific arguments

- 20 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs

20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
- 1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
e o 2oz sesson e 0 o el paramotrs. HAC
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Descriptions

The maintenance mechanisms in the TPM MUST not require the TPM to hold a global secret. The
definition of global secret is a secret value shared by more than one TPM.

The TPME is not allowed to pre-store or use unique identifiers in the TPM for the purpose of
maintenance. The TPM MUST NOT use the endorsement key for identification or encryption in the
maintenance process. The maintenance process MAY use a TPM Identity to deliver maintenance
information to specific TPMs.

The ma;

The ma
to validg

The TH
mainten

The sec

Action
The TPM SHALL perform the following when executing the command
Valigate the TPM Owner’s AuthData

1.
2.

84

ntenance process can only access data in TPM_Shielded-Locations where this data is(heq
te the TPM Owner, validate the TPME and manipulate the blob.

M MUST be conformant to ISO/IEC 11889, protection profiles and security target
ance. The maintenance MAY NOT decrease the security values from the original-security 4

urity target used to evaluate this TPM MUST include this command in the TOE.

Vali
use
usin
The

Ens
MUS
perf

Exe

Prog

ate that the maintenance information was sent by the 7PME. The validation mechanism
a strength of function that is at least the same strength‘ef function as a digital signature per
g a 2048 bit RSA key.

packet MUST contain m2 as defined in section 13:1.

re that only the target TPM can interpret_the maintenance packet. The protection mec
bT use a strength of function that is at least the same strength of function as a digital sig
brmed using a 2048 bit RSA key.

cute the actions of TPM_OwnerCleat:
ess the maintenance information
Update the SRK
Set the SRK usageAuth to be the same as the source TPM owner's AuthData
pdate TPM_PERMANENT_DATA -> tpmProof
Update TPM_PERMANENT_DATA -> ownerAuth
TPM_PERMANENT_FLAGS -> maintenanceDone to TRUE

essary

5 after
rget.

MUST
formed

hanism
nature
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13.3 TPM_KillMaintenanceFeature

Informative Comments:

ISO/IEC 11889-4:2009(E)

The TPM_KillMaintenanceFeature is a permanent action that prevents ANYONE from creating a
maintenance archive. This action, once taken, is permanent until a new TPM Owner is set.

This action is to allow those customers who do not want the maintenance feature to not allow the use of
the maintenance feature.

At the discretion of the Owner, it should be possible to kill the maintenance feature in such a way that the

only

y to recover maintainability of the platform would be to wipe out the root keys. Thisg
mandatory in any TPM that implements the maintenance feature.

ature is

End informative Comment
Table 94. TPM_KillMaintenanceFeature Incoming Operands and Sizes
PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes’including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinak, TPM_ORD_KillMaintenanceFeature
4 4 TPM_AUTHHANDLE authHandle The authorization-session handle used for owner authenticatior}.
2H1 20 TPM_NONCE authLastNonceEven Even nonce jpreviously generated by TPM to cover inputs
5 20 3H1 20 § TPM_NONCE nonceOdd Norice generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
7 20 TPM_AUTHDATA ownerAuth HMAC key: ownerAuth.
Table 95. TPM_KillMaintenanceFeature Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_KillMaintenanceFeature
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONGE nonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BQOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth HMAC key: ownerAuth.
Actions
1. Validate the TPM Owner AuthData

2. Setthe TPM_PERMANENT_FLAGS.allowMaintenance flag to FALSE.
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13.4 TPM_LoadManuMaintPub

Start of informative comment:

The TPM_LoadManuMaintPub command loads the manufacturer’s public key for use in the maintenance
process. The command installs manuMaintPub in PERMANENT data storage inside a TPM. Maintenance
enables duplication of non-migratory data in protected storage. There is therefore a security hole if a
platform is shipped before the maintenance public key has been installed in a TPM.

The command is expected to be used before installation of a TPM Owner or any key in TPM protected

storage rittherefore-doesnotuseauthorization:
End of [nformative Comment
Table 96. TPM_LoadManuMaintPub Incoming Operands and Sizes
PARAM HMAC L
Type Name Description
# | sz # sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_QRD *LoadManuMaintPub
4 20 28 20 TPM_NONCE antiReplay AntiReplay and validation-honce
5 <> 38 <> TPM_PUBKEY pubKey The public key of the manufacturer to be in use for maintenance
Table 97. TPM_LoadManuMaintPub Outgoing Operands and Sizes
PARAM HMAC W
Type Name Description
# | sz # sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_LoadManuMaintPub
4 20 38 20 § TPM_DIGEST checksum Digest of pubKey and antiReplay
Description
The pubbKey MUST specify an algorithm whose strength is not less than the RSA algorithm with 2048bit
keys.
The pubKey SHOULD unambiguously identify the entity that will perform the maintenance proceps with
the TPM Owner.
TPM_PERMANENT<DATA -> manuMaintPub SHALL exist in a TPM_Shielded-Location, only.
If an enfity (Platform Entity) does not support the maintenance process but issues a platform credential for
a platform \»¢€ontaining a TPM that supports the maintenance process, the valpe of
TPM_PERMANENT_DATA -> manuMaintPub MUST be set to zero before the platform leaves the entity’s
control. Fhatisthis-ordinatcan U||=y be-ruronceandusedtoeithertoad-the Ir\cy ortoad-a- NGtk Y.

Actions
The first valid TPM_LoadManuMaintPub command received by a TPM SHALL
1. Store the parameter pubKey as TPM_PERMANENT_DATA -> manuMaintPub.

2. Set checksum to SHA-1 of (pubKey || antiReplay)

3. Export the checksum

4. Subsequent calls to TPM_LoadManuMaintPub SHALL return code TPM_DISABLED CMD.
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13.5 TPM_ReadManuMaintPub

Informative Comments:

The TPM_ReadManuMaintPub command

ISO/IEC 11889-4:2009(E)

is used to check whether the manufacturer's public

maintenance key in a TPM has the expected value. This may be useful during the manufacture process.
The command returns a digest of the installed key, rather than the key itself. This hinders discovery of the
maintenance key, which may (or may not) be useful for manufacturer privacy.

The command is expected to be used before installation of a TPM Owner or any key in TPM protected
storage—tttherefore-doesnotuseauthorization:

End of Informative Comments
Table 98. TPM_ReadManuMaintPub Incoming Operands and Sizes

PARAM HMAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes ificluding paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM{ ORD_ReadManuMaintPub
4 20 28 20 TPM_NONCE antiReplay AntiReplay and validation nonce

Table 99. TPM_ReadManuMaintPub Outgoing Operands and Sizes

PARAM HMAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.

28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReadManuMaintPub

4 20 3S 20 TPM_DIGEST checksunT Digest of pubKey and antiReplay
Descrjiption

This cpmmand returns the hash.of the antiReplay nonce and the previously loaded manufacturer’s
maintenance public key.

Actions

The TRM_ReadManuMaintPub command SHALL
1. Crgate “checksUm” by concatenating data to form (TPM_PERMANENT_DATA -> manuM

||antiReplay)and passing the concatenated data through SHA-1.

2. Export.the'checksum
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14. Cryptographic Functions

14.1

TPM_SHA1Start

Start of informative comment:

This capability starts the process of calculating a SHA-1 digest.

The exposure of the SHA-1 processing is a convenience to platforms in a mode that do not have sufficient

memo

The TP
only on
volatile
This bu

After
TPM_S
invalida

End of

to perform SHA-1 themselves. As such, the use of SHA-1 is restrictive on the TPM.

may not allow any other types of processing during the execution of a SHA-1 session: T|
SHA-1 session active on a TPM. The exclusivity of a SHA-1 context is due to the relative

here is
y large

uffer it requires in order to hold the intermediate results between the SHA-1 centéxt cominands.

er can be in contradiction to other command needs.

the execution of TPM _SHA1Start, and prior to TPM_SHA1Complet
HA1CompleteExtend, the receipt of any command other than TPM_SHA1Update will cal
ion of the SHA-1 session.

nformative comment.
Table 100. TPM_SHA1Start Incoming Operands and Sizes

B or
se the

HMAC
Type Name Description

TPM_TAG tag TPM_TAG.RQU_COMMAND

UINT32 paramSize Total.Admber of input bytes including paramSize and tag

18 4 TPM_COMMAND_CODE ordinal Cormmand ordinal: TPM_ORD_SHA1Start

Table 101. TPM_SHA1Start"Outgoing Operands and Sizes

Type Name Description

TPM_TAG tag TPM_TAG_RSP_COMMAND

UINT32 paramSize Total number of output bytes including paramSize and tag

1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND~CODE ordinal Command ordinal: TPM_ORD_SHA1Start

Maximum number of bytes that can be sent to TPM_SHA1Update. Must
be a multiple of 64 bytes.

38 4 UINT32 maxNumBytes

Descri

1. This| capability prepares the TPM for a subsequent TPM_SHA1Update, TPM_SHA1Comp
TPM_SHAtCompleteExtend command. The capability SHALL open a thread that calculates a
digest.

btion

lete or
SHA-1

2. After receipt of TPM SHA1Start, and prior to the receipt of TPM_SHA1Complete or
TPM_SHA1CompleteExtend, receipt of any command other than TPM_SHA1Update invalidates the
SHA-1 session.

a.

If the command received is TPM_ExecuteTransport, the SHA-1 session invalidation is ba
the wrapped command, not the TPM_ExecuteTransport ordinal.

sed on

b. A SHA-1 thread (start, update, complete) MUST take place either completely outside a transport

88

session or completely within a single transport session.
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14.2 TPM_SHA1Update

Start of informative comment:

ISO/IEC 11889-4:2009(E)

This capability inputs complete blocks of data into a pending SHA-1 digest. At the end of the process, the
digest remains pending.

End of informative comment.
Table 102. TPM_SHA1Update Incoming Operands and Sizes

PARAM HVAC .
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SHA1Update
4 4 28 4 UINT32 numBytes The number of bytes in hashData. Must be a muiltiple of 64 bytes.
5 <> 38 <> BYTE[] hashData Bytes to be hashed
Table 103. TPM_SHA1Update Outgoing Operands.and Sizes
PARAM HMAC L
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP~COMMAND
2 4 UINT32 paramSize Total numberof output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The returnvcode of the operation.
2S 4 TPM_COMMAND_CODE ordinal Commnand ordinal: TPM_ORD_SHA1Update
Descrjiption
This command SHALL incorporate complete blocks of data into the digest of an existing SHA-1 thread.
Only integral numbers of complete blocks (64-bytes each) can be processed.
14.3 | TPM_SHA1Complete
Start gf informative comment:
This capability terminates a pending SHA-1 calculation.
End of informative comment.
Table 104. TPM_SHA1Complete Incoming Operands and Sizes
PARAM HMAC L
Type Name Description
# Sz # SZ
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SHA1Complete
4 4 2S 4 UINT32 hashDataSize Number of bytes in hashData, MUST be 64 or less
5 <> 3S <> BYTE[] hashData Final bytes to be hashed
© ISO/IEC 2009 — All rights reserved 89
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Table 105. TPM_SHA1Complete Outgoing Operands and Sizes

PARAM HMAC L.
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SHA1Complete
4 20 38 20 TPM_DIGEST hashValue The output of the SHA-1 hash.

Description

This connmand SHALL incorporate a partial or complete block of data into the digest of anrexisting|SHA-1
thread, fand terminate that thread. The hashDataSize MAY have values in the range>of O throygh 64,
inclusive.

If the SHA-1 thread has received no bytes the TPM SHALL calculate the SHA-1 of'the empty buffen

14.4 [TPM_SHA1CompleteExtend

Start OJ informative comment:

This cdpability terminates a pending SHA-1 calculation and EXTENDS the result into a Platform
Configuration Register using a SHA-1 hash process.

This cgmmand is designed to complete a hash sequence and extend a PCR in memqry-less

environments.

End of {nformative comment.
Table 106. TPM_SHA1CompleteExtend Incoming Operands and Sizes
PARAM HMAC
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SHA1CompleteExtend

4 4 2S 4 TPM_PCRINDEX pcrNum Index of the PCR to be modified

5 4 38 4 UINT32 hashDataSize Number of bytes in hashData, MUST be 64 or less

6 <> 4S <> BYTE[] hashData Final bytes to be hashed

Table 107. TPM_SHA1CompleteExtend Outgoing Operands and Sizes

PARAM HMAC o

Tl 7 T Type Name Description

1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND

2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM RESULT returnCode The return code of the operation

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SHA1CompleteExtend

4 20 3S 20 TPM_DIGEST hashValue The output of the SHA-1 hash.

5 20 48 20 | TPM_PCRVALUE outDigest The PCR value after execution of the command.
Description

This command SHALL incorporate a partial or complete block of data into the digest of an existing SHA-1
thread, EXTEND the resultant digest into a PCR, and terminate the SHA-1 session. hashDataSize MAY

have values in the range of 0 through 64, inclusive.

The SHA-1 session MUST terminate even if the command returns an error, e.g. TPM_BAD_LOCALITY.
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Actions
1. Map V1to TPM_STANY_DATA
2. Map L1 to V1 -> localityModifier

3. If the current locality, held in L1, is not selected in TPM_PERMANENT_DATA -> pcrAttrib [pcrNum].
pcrExtendLocal, return TPM_BAD_LOCALITY

4. Create H1 the TPM_DIGEST of the SHA-1 session ensuring that hashData, if any, is added to the
SHA-1 session

5. Pefform the actions of TPM_Extend using H1 as the data and pcrNum as the PCR to extend

14.5 | TPM_Sign

Start qf informative comment:

The Sign command signs data and returns the resulting digital signature
End of informative comment.

Table 108. TPM_Sign Incoming Operands and-Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG, RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Totalnumber of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Sign.
4 4 TPM_KEY_HANDLE keyHandle 'Sl'igi:ti¥2:ndle identifier of a loaded key that can perform digital
5 4 2s 4 UINT32 areaToSignSize The size of the areaToSign parameter
6 <> 3s <> BYTE[] areaToSign The value to sign
7 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle authorizatipn
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
0 | 2 R S S oSt aonzs e use o

Table 109. TPM_Sign Outgoing Operands and Sizes

PARAM HMAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Sign.
4 4 3S 4 UINT32 sigSize The length of the returned digital signature
5 <> 4S <> BYTE[] sig The resulting digital signature.
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
8 20 TPM_AUTHDATA resAuth 1’2; ak:tyﬁgiazggzraiession digest for the returned parameters. HMAC
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Description

The TPM MUST support all values of areaToSignSize that are legal for the defined signature scheme and
key size. The maximum value of areaToSignSize is determined by the defined signature scheme and key
size.

In the case of PKCS1v15_SHA1 the areaToSignSize MUST be TPM_DIGEST (the hash size of a SHA-1
operation - see 85.1 TPM_SS RSASSAPKCS1v15 SHA1). In the case of PKCS1v15 DER the
maximum size of areaToSign is k-11 octets, where k is limited by the key size (see
TPM_SS RSASSAPKCS1v15_DER).

Actionls
1. The[TPM validates the AuthData to use the key pointed to by keyHandle.
2. If the¢ areaToSignSize is 0 the TPM returns TPM_BAD_PARAMETER.

3. Valigate that keyHandle -> keyUsage is TPM_KEY_SIGNING or TPM_KEY_LEGACY, if not return the
errof code TPM_INVALID_KEYUSAGE

4. The| TPM verifies that the signature scheme and key size can preperly sign the arealloSign
pargmeter.

5. If signature scheme is TPM_SS_RSASSAPKCS1v15_SHA1 then
a. Validate that areaToSignSize is 20 return TPM_BAD_PARAMETER on error
b. $et S1 to areaToSign

6. Elsqif signature scheme is TPM_SS_RSASSAPKCS1%15_DER then

a. VYalidate that areaToSignSize is at least(11 bytes less than the key size, | return
PM_BAD_PARAMETER on error

b. $et S1 to areaToSign
7. Elsgif signature scheme is TPM_SS_RSASSAPKCS1v15_INFO then
a. Create S2 a TPM_SIGN_INFO structure
b. $et S2 -> fixed to “SIGN”
c. $et S2 -> replay to nonceQdd
it If nonceOdd is notpresent due to an unauthorized command return TPM_BAD_PARAMETER
d. et S2 -> dataLen to areaToSignSize

e. Pet S2 -> data.to areaToSign
f. Pet S1 tathe SHA-1(S2)
Else retufn-TPM_INVALID_KEYUSAGE

9. The|TBPM computes the signature, sig, using the key referenced by keyHandle using S1 as th¢ value
to sign

10. Return the computed signature in Sig
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Start of informative comment:

ISO/IEC 11889-4:2009(E)

TPM_GetRandom returns the next bytesRequested bytes from the random number generator to the

caller.

It is recommended that a TPM implement the RNG in a manner that would allow it to return RNG bytes
such that the frequency of bytesRequested being more than the number of bytes available is an
infrequent occurrence.

End of informative comment.

Table 110. TPM_

GetRandom Incoming Operands and Sizes

PARAM HMAC

Type Name Description
# 74 # 74
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetRaridom.
4 4 2S 4 UINT32 bytesRequested Number of bytes to return

Table 111. TPM_GetRandom Outgoing Operands and Sizes

PARAM HMAC

Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total humber of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_GetRandom.
4 4 38 4 UINT32 randomBytesSize The number of bytes returned
5 <> 4S <> BYTE[ ] randomBytes The returned bytes
Actions

1. The¢ TPM determines if amount.bytesRequested is available from the TPM.

2. SefrandomBytesSize to the.number of bytes available from the RNG. This number MAY be I¢ss than
bytesRequested.

3. SefrandomBytes to the next randomBytesSize bytes from the RNG

14.7 | TPM_StirRandom

Start gf informative comment:
TPM_$tirRandom adds entropy to the RNG state.

End ot informative comment

Table 112. TPM_StirRandom Incoming Operands and Sizes
PARAM HMAC L
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag

3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_StirRandom

4 4 2S 4 UINT32 dataSize Number of bytes of input (<256)

5 <> 38 <> BYTE[ ] inData Data to add entropy to RNG state
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Table 113. TPM_StirRandom Outgoing Operands and Sizes

PARAM HMAC
Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_StirRandom
Actionls
The TPM updates the state of the current RNG using the appropriate mixing function.
14.8 |TPM_CertifyKey
Start of{informative comment:
The TPM_CertifyKey operation allows one key to certify the public portion of anether key.
A TPM |identity key may be used to certify non-migratable keys but is not\permitted to certify migratory
keys or|certified migration keys. As such, it allows the TPM to make the-statement “this key is hgld in a
TPM_Slielded-Location, and it will never be revealed.” For this statement to have veracity, the Chdllenger
must tryst the policies used by the entity that issued the identity and-the maintenance policy of the TPM
manufagturer.
Signing|and legacy keys may be used to certify both migratable and non-migratable keys. Then the
usefulngss of a certificate depends on the trust in the certifying key by the recipient of the certificatg.
The keyl to be certified must be loaded before TPM_CertifyKey is called.
The determination to use the TPM_CERTIFY_INFOor TPM_CERTIFY_INFO2 on the output is bgsed on
which PCRs and what localities the certified key-is restricted to. A key to be certified that does n¢t have
locality restrictions and which uses no PCRs greater than PCR #15 will cause this command to retyrn and
sign a TPM_CERTIFY_INFO structure, which provides compatibility with V1.1 TPMs.
When this command is run to certify all other keys (those that use PCR #16 or higher, as well a$ those

limited &

TPM_C
be prov
TPM_C

y locality in any way), it will return and sign a TPM_CERTIFY_INFO2 structure.

ded but (b) the key-to-be-certified does not. In such cases, TPM_CertifyKey2 must be
prtifyKey cannot be-used to certify CMKs.

If a colnmand tag (in.‘the parameter array) specifies only one authorization session, then th

convent
incomin
is the ¢
session

g session data is used for the second auth session in the list. In TPM_CertifyKey, the first s
ertifying-key and the second session is the key-to-be-certified. In TPM_CertifyKey2, t
is thekey-to-be-certified and the second session is the certifying key.

brtifyKey does not supportthe case where (a) the certifying key requires a usage authorization to

used.

e TPM

on is that the first session listed is ignored (authDataUsage must be NEVER for this key) and the

ession
ne first

The key

handles of both the certifying key and the key to be certified are not included in the

HMAC

protecting the command. This permits key handle virtualization (swapping of keys in and out of the TPM
that results in different key handles while at the same time maintaining key identifiers of upper layer
software). In environments where the interface to the TPM is accessible by other parties, the key handles
not being protected allows an attacker to change the handle of the key to be certified. This can be avoided
by processing this command within a transport session and making sure that antiReplay indeed contains

a nonce

End of informative comment.
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Table 114. TPM_CertifyKey Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CertifyKey
4 4 TPM_KEY_HANDLE certHandle Handle of the key to be used to certify the key.
5 4 FPIM—KEY—HANDEE keyHamdte Hamdteofthekeyto-becertifred:
6 20 o5 20 TPM_NONCE antiReplay :)?e()vzgf roefptla;(;(_a;r:tzl(l:)ll(:)upplied data (typically a nonce proyided fo
7 4 TPM_AUTHHANDLE certAuthHandle The authorization session handle used for certHandle,
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to _cover inputs
8 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with certAuthHandle
9 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorizatjon session handle
10 20 TPM_AUTHDATA certAuth 12; it;mg;i)zl'aatﬁﬂ'session digestfor'inputs and certHandle. HMAC
11 4 TPM_AUTHHANDLE keyAuthHandle The authorization session bandle used for the key to be signed
2H2 20 TPM_NONCE keylastNonceEven Even nonce previously generated by TPM
12 20 3H2 20 TPM_NONCE keynonceOdd Nonce generated-by system associated with keyAuthHandle
13 1 4H2 1 BOOL continueKeySession The continué use flag for the authorization session handle
u | TR fhrzaton sesion digest forhe it and ey o be
Table 115. TPM_CertifyKeyQutgoing Operands and Sizes
Param HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG Tag TPM_TAG_RSP_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND.CODE Ordinal Command ordinal: TPM_ORD_CertifyKey
4 | |l 3s | <= | 7PM_CERTIEV\INFO certifylnfo lﬁ“ﬂaﬁffgﬂ;ﬁﬂﬁ%&ﬂ z’:’c')—g/ﬁ;'lzre—'woz structure that
5 4 48 4 UINT32 outDataSize The used size of the output area for outData
6 <> 58 <> BYTE['] outData The signature of certifylnfo
7 20 2H1 20 R TPM_NONCE nonceEven Even nonce newly generated by TPM
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with certAuthHandle
8 1 4H1 1 BOOL continueAuthSession Continue use flag for cert key session
9 20 20 TPM AUTHDATA resAuth The agt‘horifatilolrj ‘sAesslion dig(::lst for the [Ieturned parameters gnd
parentHandteHAC keycerti<ey=—zauthr
10 20 2H2 20 TPM_NONCE keyNonceEven Even nonce newly generated by TPM
3H2 20 TPM_NONCE keynonceOdd Nonce generated by system associated with keyAuthHandle
11 1 4H2 1 BOOL continueKeySession Continue use flag for target key session
12 20 TPM_AUTHDATA keyAuth l’g;:&taorization session digest for the target key. HMAC key:
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Actions

1.

" TPM

96

The TPM validates that the key pointed to by certHandle has a signature scheme of

TPM

SS_RSASSAPKCS1v15_SHA1 or TPM_SS_RSASSAPKCS1v15_INFO

Verify command and key AuthData values:
a. If tag is TPM_TAG_RQU_AUTH2_COMMAND

The TPM verifies the AuthData in certAuthHandle provides authorization to use the key
pointed to by certHandle, return TPM AUTHFAIL on error

b. ¢lse if tag is TPM_TAG_RQU_AUTH1_COMMAND

c. elseiftagis TPM_TAG_RQU_COMMAND

If keyHandle -> payload is not TPM_PT_ASYM, returt’'TPM_INVALID_KEYUSAGE.

The TPM verifies the AuthData in keyAuthHandle provides authorization to use the key)pointed
to by keyHandle, return TPM_AUTHZ2FAIL on error

Verify that authDataUsage is TPM_AUTH_NEVER for the key referenced by certhlandle,
return TPM_AUTHFAIL on error.

The TPM verifies the AuthData in keyAuthHandle provides authorization to use the key pointed
to by keyHandle, return TPM_AUTHFAIL on error

Verify that authDataUsage is TPM_AUTH_NEVER for dhe key referenced by certhflandle,
return TPM_AUTHFAIL on error.

Verify that authDataUsage is TPM_AUTH_NEVER*or TPM_AUTH_PRIV_USE_ONLY |for the
key referenced by keyHandle, return TPM_AUTHFAIL on error.

If the key pointed to by certHandle is-%'an identity key (certHandle -> keyUsage is

 KEY_IDENTITY)
keyHandle -> keyFlags -> migratable.is TRUE return TPM_MIGRATEFAIL

igdate that certHandle -> _keyUsage is TPM_KEY_SIGN, TPM_KEY_IDENTITY or
| KEY_LEGACY, if not return TRM_INVALID_KEYUSAGE

igate that keyHandle-5-> keyUsage is TPM_KEY_SIGN, TPM_KEY_STORAGE,
 KEY_IDENTITY, TPM_KEY_BIND or TPM_KEY_LEGACY, if not return
| INVALID_KEYUSAGE

If keyHandle -> digestAtRelease requires the use of PCRs 16 or higher to calculate or if keyHandle ->

If keyHandle -> pcrinfoSize 1S not U

a. If keyHandle -> keyFlags has pcrignoredOnRead set to FALSE

Create a digestAtRelease according to the specified TPM_STCLEAR _DATA -> PCR registers
and compare to keyHandle -> digestAtRelease and if a mismatch return
TPM_WRONGPCRVAL

If specified validate any locality requests on error TPM_BAD_LOCALITY
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11.

12.
13.
14.
15.

ISO/IEC 11889-4:2009(E)

b. IfV1is 1.1

iv.

Create C1 a TPM_CERTIFY_INFO structure
Fill in C1 with the information from the key pointed to by keyHandle
The TPM MUST set c1 -> pcrinfoSize to 44.

The TPM MUST set ¢1 -> pcrinfo to a TPM_PCR_INFO structure properly filled out using the
information from keyHandle.

Tha TPMMLULIST cat o1 > diadactAtCraation o020 hyvutas of OO0
He—Tr—T/rhrooT—oetot St toTeatiorto==Lo P ytesBruxoo:

c. |Else

V.

Else

a. |Create C1 a TPM_CERTIFY_INFO structure
b. [Fill in C1 with the information from the key pointed te:by keyHandle
c. |The TPM MUST set ¢c1 -> pcrinfoSize to 0

iv.

Create C1 a TPM_CERTIFY_INFO2 structure
Fill in C1 with the information from the key pointed to by keyHandle
Set C1 -> pcrinfoSize to the size of an appropriate TPM_PCR_INFO_SHORT structure,.

Set C1 -> pcrinfo to a properly filled out TPM_PCR_INFO_SHORT structure, uging the
information from keyHandle.

Set C1 -> migrationAuthoritySize to 0

Create TPM_DIGEST H1 which is the SHA-1 hashof keyHandle -> pubKey -> key. Note that rkey> is

the| actual public modulus, and does not include“any structure formatting.
Set C1 -> pubKeyDigest to H1

Thé TPM copies the antiReplay parameter to c1 -> data.

Th¢ TPM sets certifylnfo to C1.

The TPM creates m1, a message digest formed by taking the SHA-1 of c1.

a. |The TPM then computes a signature using certHandle -> sigScheme. The resulting signed blob is

returned in outData(
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14.9 TPM_CertifyKey2

Start of informative comment:

This command is based on TPM_CertifyKey, but includes the ability to certify a Certifiable Migration Key
(CMK), which requires extra input parameters.

TPM_CertifyKey2 always produces a TPM_CERTIFY_INFO2 structure.

TPM_CertifyKey2 does not support the case where (a) the key-to-be-certified requires a usage
authorization to be provided but (b) the certifying key does not.

If a corlnmand tag (in the parameter array) specifies only one authorization session, then-ith

convent
incomin
session

The key

that res|
software

handles of both the certifying key and the key to be certified are not included in the
protecting the command. This permits key handle virtualization (swapping of keys.in and out of th
ults in different key handles while at the same time maintaining key. identifiers of uppgr layer
). In environments where the interface to the TPM is accessible by other parties, the key H

e TPM

on is that the first session listed is ignored (authDataUsage must be NEVER for this.key) and the
j session data is used for the second auth session in the list. In TPM_CertifyKey2, t
is the key to be certified and the second session is the certifying key.

ne first

HMAC
e TPM

andles
voided
bntains

not being protected allows an attacker to change the handle of the key to be)certified. This can be 3
by procgssing this command within a transport session and making sure-that antiReplay indeed ¢
a honcel.
End of {nformative comment.
Table 116. TPM_CertifyKey2 Incoming Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG Tag TPM_TAG_RQU_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE Ordinal Command ordinal: TPM_ORD_CertifyKey2
4 4 TPM_KEY_HANDLE keyHandle Handle of the key to be certified.
5 4 TPM_KEY_HANDLE certHandle Handle of the key to be used to certify the key.
6 20 23 20 | TPM™_DIGEST migrationPubDigest The digest of a TPM_MSAl_CO_MPOSITE_structure, containing at
least one public key of a Migration Authority
7 20 35 20 TPM_NONCE antiReplay 160 bits of externally supplied data (typically a nonce provided to
prevent replay-attacks)
8 4 TPM_AUTHHANDLE keyAuthHandle The authorization session handle used for the key to be signed.
2H1 20 TPMANONCE keylastNonceEven Even nonce previously generated by TPM
9 20 3H1 20 § TRM=NONCE keynonceOdd Nonce generated by system associated with keyAuthHandle
10 1 4H1 1 BOOL continueKeySession The continue use flag for the authorization session handle
The authorization session digest for the inputs and key to be
1 20 TPM_AUTHDATA keyAuth signed. HMAC key: key.usageAuth.
12 4 TPM_AUTHHANDLE certAuthHandle The authorization session handle used for certHandle.
2H2 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
13 20 3H2 20 §| TPM_NONCE nonceOdd Nonce generated by system associated with certAuthHandle
14 1 4H2 1 BOOL continueAuthSession The continue use flag for the authorization session handle
15 20 TPM_AUTHDATA certAuth Authorization HMAC key: certKey.auth.
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Table 117. TPM_CertifyKey2 Outgoing Operands and Sizes

2009(E)

HMAC

Sz

Type

Name

Description

TPM_TAG

tag

TPM_TAG_RSP_AUTH2_COMMAND

UINT32

paramSize

Total number of output bytes including paramSize and tag

TPM_RESULT

returnCode

The return code of the operation.

28

TPM_COMMAND_CODE

ordinal

Command ordinal: TPM_ORD_CertifyKey2

<>

3S

TPM _CERTIEVY _INEQ2

certifvinfc
Y

IPM _CERTIE INEQ2 relative tokevHandle
= = Y

4S8

UINT32

outDataSize

The used size of the output area for outData

<>

58

<>

BYTE[]

outData

The signed public key.

Njf[fo|lo| >

20

2H1

20

TPM_NONCE

keyNonceEven

Even nonce newly generated by TPM

3H1

20

TPM_NONCE

keyNonceOdd

Nonce generated by system associated with/certAuthHandle]

4H1

BOOL

keyContinueAuthSession

Continue use flag for cert key session

20

20

TPM_AUTHDATA

keyResAuth

Authorization HMAC key: keyHandle -> auth.

20

2H2

20

TPM_NONCE

certNonceEven

Even nonce newly generated'by TPM

3H2

20

TPM_NONCE

AuthLastNonceOdd

Nonce generated by systemassociated with certAuthHandle]

1

4H2

BOOL

CertContinueAuthSession

Continue use flag for cert key session

20

20

TPM_AUTHDATA

certResAuth

Authorization HMAC key: certHandle -> auth.

Actions

1.

The

Ve

TPM validates that the key pointed to by..certHandle has a signature sch
TPM_SS_RSASSAPKCS1v15_SHA1 or TPM_SS_RSASSAPKCS1v15_INFO

ify command and key AuthData values:

a. |If tag is TPM_TAG_RQU_AUTH2_COMMAND

The TPM verifies the AuthData in keyAuthHandle provides authorization to use the key
to by keyHandle, return TPM_AUTHFAIL on error

eme  of

pointed

ii. The TPM verifies the AuthData in certAuthHandle provides authorization to use
pointed to by certHandle, .return TPM_AUTH2FAIL on error

b. |else if tag is TPM_TAG_RQU_AUTH1_COMMAND

i. Verify that authDataUsage is TPM_AUTH_NEVER or TPM_AUTH_PRIV_USE_ONLY
key referenced by keyHandle, return TPM_AUTHFAIL on error

ii. The TPM-verifies the AuthData in certAuthHandle provides authorization to use
pointeddo-by certHandle, return TPM_AUTHZ2FAIL on error

c. |else if tagyis TPM_TAG_RQU_COMMAND

i. Verify that authDataUsage is TPM_AUTH_NEVER or TPM_AUTH_PRIV_USE_ONLY
key referenced by keyHandle, return TPM_AUTHFAIL on error

i. Verify that authDataUsage is TPM_AUTH_NEVER for the key referenced by certHandle,
return TPM_AUTHFAIL on error.

If the key pointed
TPM_KEY_IDENTITY)

a. If keyHandle -> keyFlags -> migratable is TRUE and [keyHandle -> keyFlags-> migrateAuthority is
FALSE or (keyHandle -> payload != TPM_PT_MIGRATE_RESTRICTED and keyHandle ->
payload != TPM_PT_MIGRATE_EXTERNAL)] return TPM_MIGRATEFAIL

Validate that certHandle -> keyUsage is TPM_KEY_SIGNING, TPM_KEY_IDENTITY or
TPM_KEY_LEGACY, if not return TPM_INVALID_KEYUSAGE

the key

for the

the key

for the

to by certHandle is an identity key (certHandle -> keyUsage is
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5. Validate that keyHandle -> keyUsage is TPM_KEY_SIGNING, TPM_KEY_STORAGE,
TPM_KEY_IDENTITY, TPM_KEY_BIND or TPM_KEY_LEGACY, if not return
TPM_INVALID_KEYUSAGE

6. The TPM SHALL create a ¢1 a TPM_CERTIFY_INFO2 structure from the key pointed to by
keyHandle

7. Create TPM_DIGEST H1 which is the SHA-1 hash of keyHandle -> pubKey -> key. Note that <key> is
the actual public modulus, and does not include any structure formatting.

8. Set(C1-> puthyDigpc‘r to H1

9. Copy the antiReplay parameter to c1 -> data

10. Coply other keyHandle parameters into C1

11. If keyHandle -> payload == TPM_PT_MIGRATE_RESTRICTED or TPM_PT_MIGRATE_EXTERNAL
a. ¢reate thisPubKey, a TPM_PUBKEY structure containing the public key, algofithm and pargmeters

¢orresponding to keyHandle
b. VYerify that the migration authorization is valid for this key
it Create M2aTPM_CMK_MIGAUTH structure
ij. Set M2 ->msaDigest to migrationPubDigest
ifi. Set M2 -> pubkeyDigest to SHA-1[thisPubKey]
iv. Verify that [keyHandle -> migrationAuth] == HMAC(M2) signed by using tpmProof as thd secret
and return error TPM_MA_ SOURCE on mismatch
$Pet C1 -> migrationAuthority = SHA-1(migrationPubDigest || keyHandle -> payload)
if keyHandle -> payload == TPM_PT_MIGRATE-RESTRICTED
ii SetC1->payloadType = TPM_PT_MIGRATE_RESTRICTED
e. If keyHandle -> payload == TPM_PT_MIGRATE_EXTERNAL
ii SetC1->payloadType = TPM_PT_MIGRATE_EXTERNAL

12. Els
a. set C1 -> migrationAuthority-= NULL
b. sget C1 -> migrationAuthoritySize =0
c. $et C1-> payloadType = TPM_PT_ASYM

13. If keyHandle -> pcrlffoSize is not 0
a. The TPM MUST set c1 -> perinfoSize to match the pcrinfoSize from the keyHandle key.

b. The TPMMUST set c1 -> pcrinfo to match the pcrinfo from the keyHandle key
c. If keyRHandle -> keyFlags has pcrignoredOnRead set to FALSE
il “ZCreate a digestAtRelease according to the specified TPM STCLEAR DATA -> PCR rggisters
and compare to keyHandle -> digestAtRelease and if a mismatch return
TPM_WRONGPCRVAL
ii. If specified validate any locality requests on error TPM_BAD_LOCALITY
14. Else

a. The TPM MUST set c1 -> pcrinfoSize to O

15. The TPM creates m1, a message digest formed by taking the SHA-1 of c1

a. The TPM then computes a signature using certHandle -> sigScheme. The resulting signed blob is
returned in outData
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15. Endorsement Key Handling

Start of informative comment:

There are two create EK commands. The first matches the 1.1 functionality. The second provides the
mechanism to enable revokeEK.

The TPM and platform manufacturer decide on the inclusion or exclusion of the ability to execute

revokeEK.
The regtriction to have the TPM generate the EK does not remove the manufacturing option to “s:!uid” the
EK. During manufacturing, the TPM does not enforce all protections or requirements;{hemnce, the
restriction on only TPM generation of the EK is also not in force.
End of informative comment.
1. A [TPM SHALL NOT install an EK unless generated on the TPMy”by execytion of
TPM_CreateEndorsementKeyPair or TPM_CreateRevocableEK
15.1 | TPM_CreateEndorsementKeyPair
Start gf informative comment:
This command creates the TPM endorsement key. It returns a failure code if an endorsement key| already
exists.
End of informative comment.
Table 118. TPM_CreateEndorsementKeyPair Incoming Operands and Sizes
PARAM HMAC e
Type Name Description
# | sz|| # | sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateEndorsementKeyPair
4 20 2S 20 TPM_NONCE antiReplay Arbitrary data
5 < 35 <> | TPM_KEY_PARMS keylnfo Information about key to be created, this includes all algorithm
parameters
Table 119. TPM ‘CreateEndorsementKeyPair Outgoing Operands and Sizes
PARAM HMAC L
Type Name Description
# | sz|| # | sz
1 2 TRPM TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateEndorsementKeyPair
4 <> 3S TPM_PUBKEY PUDENTOrSEMENKEY | 1he public endorsement Key
5 20 48 20 TPM_DIGEST checksum Hash of pubEndorsementKey and antiReplay
© ISO/IEC 2009 — All rights reserved 101


https://standardsiso.com/api/?name=fce94217bbbe44d67cce800404b8f26c

ISO/IEC 11889-4:2009(E)

Actions
1. If an EK already exists, return TPM_DISABLED_CMD
2. Validate the keylnfo parameters for the key description

a. If the algorithm type is RSA the key length MUST be a minimum of 2048. For interoperability the
key length SHOULD be 2048

b. If the algorithm type is other than RSA the strength provided by the key MUST be comparable to
RSA 2048

c. The other parameters of keylnfo (signatureScheme etc.) are ignored.

3. Create a key pair called the “endorsement key pair” using a TPM_Protected-Capability. The type and
size|of key are that indicated by keylnfo

4. Create checksum by performing SHA-1 on the concatenation of (PUBEK || antiReplay)
5. Storg the PRIVEK

6. Create TPM_PERMANENT_DATA -> tpmDAASeed from the TPM RNG

7. Create TPM_PERMANENT_DATA -> daaProof from the TPM RNG

8. Create TPM_PERMANENT_DATA -> daaBlobKey from the TPM RNG

9. Set [PM_PERMANENT_FLAGS -> CEKPUsed to TRUE
10. Set TPM_PERMANENT_FLAGS -> enableRevokeEK to FALSE

15.2 |TPM_CreateRevocableEK

Start of{informative comment:

This command creates the TPM endorsement key. Itireturns a failure code if an endorsement key already
exists. The TPM vendor may have a separate mechanism to create the EK and “squirt” the value into the
TPM.

The inppt parameters specify whether the-EK is capable of being reset, whether the AuthData vplue to
reset the EK will be generated by the TPM, and the new AuthData value itself if it is not to be generated
by the TIPM. The output parameter is the new AuthData value that must be used when resetting thé EK (if
it is capable of being reset).

The command TPM_RevokeTrust must be used to reset an EK (if it is capable of being reset).

Owner authorization is unsuitable for authorizing resetting of an EK: someone with Physical Preser|ce can
remove |a genuine Owner;.install a new Owner, and revoke the EK. The genuine Owner can reinsfall, but
the platjorm will have(lost its original attestation and may not be trusted by challengers. Therefore if a
password is to be used to revoke an EK, it must be a separate password, given to the genuine Owrler.

In v1.2 &an OEMhas extra choices when creating EKs.
a) An OEM.could manufacture all of its TPMs with enableRevokeEK==TRUE.

If the QEM has tracked the EKreset passwords for these TPMs, the OEM can give the passweprds to
customers. The customers can use the passwords as supplied, change the passwords, or clear the EKs
and create new EKs with new passwords.

If EKreset passwords are random values, the OEM can discard those values and not give them to
customers. There is then a low probability (statistically zero) chance of a local DOS attack to reset the EK
by guessing the password. The chance of a remote DOS attack is zero because Physical Presence must
also be asserted to use TPM_RevokeTrust.

b) An OEM could manufacture some of its TPMs with enableRevokeEK==FALSE. Then the EK can never
be revoked, and the chance of even a local DOS attack on the EK is eliminated.

End of informative comment.
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Table 120. TPM_CreateRevocableEK Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG Tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateRevocableEK
4 20 2S 20 TPM_NONCE antiReplay Arbitrary data
5 < 35 <> | TPM_KEY_PARMS keylnfo Information about key to be created, this includes all algorithm
parameters
6 1 45 1 BOOL generateReset :/fa-:—uReL:EpL:JStE;rZQAeFNG to generate EKreset. If FALSEwse the pagsed
) The authorization value to be used with TPM)RevokeTrust if
7 20 58 20 TPM_NONCE inputEKreset generateReset==FALSE, else the parameter'is present but ignorei
Table 121. TPM_CreateRevocableEK Outgoing Operands(and Sizes
PARAM HMAC
Type Name Description
# 74 # 74
1 2 TPM_TAG Tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number.of/output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateRevocableEK
4 <> 38 <> TPM_PUBKEY pubEndorsementKey Fhe public endorsement key
5 20 4S 20 TPM_DIGEST checksum Hash of pubEndorsementKey and antiReplay
6 20 58 20 TPM_NONCE outputEKreset The AuthData value to use TPM_RevokeTrust
Actio;l's
1. If an EK already exists, return TPM .DISABLED CMD
2. Pefform the actions of TPM_CreateEndorsementKeyPair, if any errors return with error
3. Se{ TPM_PERMANENT_FLAGS -> enableRevokeEK to TRUE
a. |If generateReset is TRUE then
i. Set TPM_PERMANENT_DATA -> EKreset to the next value from the TPM RNG
b. |Else
i. Set TPM_PERMANENT_DATA -> EKreset to inputEKreset
4. Return PUBEK, checksum and EKreset
The coutputEKreset AuthData is sent in the clear. There is no uniqueness on the TPM avallable to
actmwmmmrmmmm—dm%mmm-ﬂm:{' for i ation is

occurring in a controlled environment and sending the value in the clear is acceptable.
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15.3 TPM_RevokeTrust

Start of informative comment:

This command clears the EK and sets the TPM back to a pure default state. The generation of the
AuthData value occurs during the generation of the EK. It is the responsibility of the EK generator to
properly protect and disseminate the RevokeTrust AuthData.

End of informative comment.

This is an optional command

Table 122. TPM_RevokeTrust Incoming Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReVvokeTrust
4 20 28 20 TPM_NONCE EKReset The value that will be matchedto.EK Reset
Table 123. TPM_RevokeTrust Outgoing Operands)and Sizes
PARAM HMAC
Type Name Descriptioh
# Sz # Sz
1 2 TPM_TAG tag TPM.TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_RevokeTrust
Actions
1. The| TPM MUST validate that TPM_RPERMANENT_FLAGS -> enableRevokeEK is TRUE,| return
TPM_PERMANENTEK on error
2. The|TPM MUST validate that the .EKReset matches TPM_PERMANENT_DATA -> EKResef return
TPM_AUTHFAIL on error.
Ensuire that physical presence is being asserted
Perfprm the actions of "PM_OwnerClear (excepting the command authentication)
a. NV items withythe publnfo -> nvindex D value set MUST be deleted. This changes the
TPM_OwnefClear handling of the same NV areas
b. $et TPMPERMANENT_FLAGS -> nvLocked to FALSE
5. InvalidateXTPM_PERMANENT_DATA -> tpmDAASeed
6. Invali — NT_DATA-> daaProof
7. Invalidate TPM_PERMANENT_DATA -> daaBlobKey
8. Invalidate the EK and any internal state associated with the EK
104 © ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=fce94217bbbe44d67cce800404b8f26c

15.4 TPM_ReadPubek

Start of informative comment:
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Return the endorsement key public portion. This value should have controls placed upon access, as it is a

privacy sensitive value.

The readPubek flag is set to FALSE by TPM_TakeOwnership and set to TRUE by TPM_OwnerClear,
thus mirroring if a TPM Owner is present.

End of informative comment.

Table 124. TPM_ReadPubek Incoming Operands and Sizes

PARAM HMAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReddPubek
4 20 28 20 | TPM_NONCE antiReplay Arbitrary data

Table 125. TPM

_ReadPubek Outgoing Operands and Sizes

PARAM HMAC

Type Name Description
# 74 # 74
1 2 TPM_TAG tag TPM_TAG.RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReadPubek
4 <> 38 <> TPM_PUBKEY pubEndorsemeritKey The public endorsement key
5 20 4S 20 TPM_DIGEST checksum Hash of pubEndorsementKey and antiReplay

Descirjiption
This coammand returns the PUBEK.,

Actions

The TRM_ReadPubek command SHALL
1. If IPM_PERMANENT_FLAGS -> readPubek is FALSE return TPM_DISABLED_CMD
If no EK is present'the TPM MUST return TPM_NO_ENDORSEMENT

Export.theePUBEK and checksum

2
3. Cregate checksum by performing SHA-1 on the concatenation of (pubEndorsementKey || antiR¢play).
4
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15.5 TPM_OwnerReadinternalPub

Start of informative comment:
A TPM Owner authorized command that returns the public portion of the EK or SRK.

The keyHandle parameter is included in the incoming session authorization to prevent alteration of the
value, causing a different key to be read. Unlike most key handles, which can be mapped by higher layer
software, this key handle has only two fixed values.

End of informative comment.

Table 126. TPM_OwnerReadInternalPub Incoming Operands and Sizes

PARAM HMAC
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerReadInternalPub
4 4 2S 4 TPM_KEY_HANDLE keyHandle Handle for either PUBEK or SRK
5 4 TPM_AUTHHANDLE authHandle The authorization sessjon handle used for owner authentication.

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
o |

Table 127. TPM_OwnerReadInternalPub’Outgoing Operands and Sizes
PARAM HMAC
Type Name Description

# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OwnerReadInternalPub
4 <> 3S <> TPM_PUBKEY publicPortion The public portion of the requested key
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs

3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
7 20 TRM-AUTHDATA resAuth 1’:; 2&:2::33:),[1 session digest for the returned parameters. HMAC

Action

1. Valigate the parameters and TPM Owner AuthData for this command
2. If keyHandle is TPM_KH_EK

a. Set publicPortion to PUBEK
3. Else If keyHandle is TPM_KH_SRK

a. Set publicPortion to the TPM_PUBKEY of the SRK

Else return TPM_BAD_PARAMETER

Export the public key of the referenced key
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16. Identity Creation and Activation

16.1 TPM_Makeldentity

Start of informative comment:

Generate a new Attestation Identity Key (AIK).

ISO/IEC 11889-4:

2009(E)

labelPrivCADigest identifies the privacy CA that the owner expects to be the target CA for the AIK. The

selectipn is not enforced by the TPM. It is advisory only. It is included because the TSS cgnnot be
trusted to send the AIK to the correct privacy CA. The privacy CA can use this parameter to.\aligate that
it is the¢ target privacy CA and label intended by the TPM owner at the time the key was'created. The
label can be used to indicate an application purpose.
End of informative comment.
Table 128. TPM_Makeldentity Incoming Operands and Sizes
PARAM HMAC L.
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of ghput bytes incl. paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Commangd-grdinal: TPM_ORD_Makeldentity.
4 20 28 20 TPM_ENCAUTH identityAuth Encrypted usage AuthData for the new identity
5 20 38 20 § TPM_CHOSENID_HASH labelPrivCADigest The digest of the identity label and privacy CA chosen for the A|[K
Structure containing all parameters of new identity key.
6 <> 4S <> TPM_KEY idKeyParams pubKey.keyLength & idKeyParams.encData are both 0 MAY be
TPM_KEY12
7 4 TPM_AUTHHANDLE srkAuthHandle The authorization session handle used for SRK authorization.
2H1 20 TPM_NONCE srkLastNonceEven Even nonce previously generated by TPM
8 20 3H1 20 TPM_NONCE srknonceOdd Nonce generated by system associated with srkAuthHandle
9 1 4H1 1 BOOL continueSrkSession Ignored
10 20 TPM AUTHDATA srkAuth Thg authorization session digest for the inputs and the SRK. HWIAC
- key: srk.usageAuth.
The authorization session handle used for owner authentication|.
11 4 TPM_AUTHHANDLE authHandle Session type MUST be OSAP.
2H2 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
12 20 3H2 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
13 1 4H2 1 BQOL continueAuthSession Ignored
14 20 20 TPM_AUTHDATA ownerAuth The authorization session digest for inputs and owner. HMAC kgy:
ownerAuth.
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Table 129. TPM_Makeldentity Outgoing Operands and Sizes

PARAM

HMAC

Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Makeldentity.
4 <> 3S <> TPM_KEY idKey The newly created identity key. MAY be TPM_KEY12
5 4 4S 4 UINT32 identityBindingSize The used size of the output area for identityBinding
6 <> 58 <> BYTE[] identityBinding Signature of TPM_IDENTITY_CONTENTS using idKey:private.
7 20 2H2 20 TPM_NONCE srkNonceEven Even nonce newly generated by TPM.

3H2 20 TPM_NONCE srknonceOdd Nonce generated by system associated with(srkAuthHandle
8 1 4H2 1 BOOL continueSrkSession Continue use flag. Fixed value of FALSE
o |
10 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs

3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
11 1 4H1 1 BOOL continueAuthSession Continue use flag. Fixed value of FALSE
12 20 20 | TPM_AUTHDATA resAuth The authorization session digest for the returned parameters. HMAC

key: ownerAuth.

Description

The public key of the new TPM identity SHALL be *identityPubKey. The private key of the ne
identity SBHALL be tpm_signature_key.

Table 130. Properties of the new identity

Type

Name

Description

TPM_PUBKEY

identityPubKey

This SHALL be the public key of a previously unused asymmetric key pair.

TPM_STORE_ASYMKEY

tpm_signature_key

This SHALL be the private key that forms a pair with identityPubKey and SHALLL
be extant only in a TPM_Shielded-Location.

This capability also generates,.a TPM_KEY containing the tpm_signature_key.

If identi

is availgble to authorized-entities.

Action

A Trusted Platform Module that receives a valid TPM_Makeldentity command SHALL do the follow

1. Valigate the idKeyParams parameters for the key description

PubKey is stored’on a platform it SHALL exist only in storage to which access is controll

v TPM

led and

ng:

a. If the algorithm type is RSA the key length MUST be a minimum of 2048. For interoperability the
key length SHOULD be 2048

b. If the algorithm type is other than RSA the strength provided by the key MUST be comparable to

RSA 2048

c. If the TPM is not designed to create a key of the requested type, return the error code
TPM_BAD_KEY_PROPERTY

d. If TPM_PERMANENT_FLAGS -> FIPS is TRUE then

i. If authDataUsage specifies TPM_AUTH_NEVER return TPM_NOTFIPS
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Use authHandle to verify that the Owner authorized all TPM_Makeldentity input parameters.

Use srkAuthHandle to verify that the SRK owner authorized all TPM_Makeldentity input parameters.

4. Verify that idKeyParams -> keyUsage is TPM_KEY_IDENTITY. If it is not, return

10.

11.
12.
13.
14.
15.
16.

17.

TPM_INVALID_KEYUSAGE

Verify that idKeyParams -> keyFlags -> migratable is FALSE. If it is not, return
TPM_INVALID_KEYUSAGE

Create a1 by decrypting identityAuth according to the ADIP indicated by authHandle.

Sef continueAuthSession and continueSRKSession to FALSE.
Determine the structure version

a. [If idKeyParams -> tag is TPM_TAG_KEY12

i. SetV1to2

i. Create idKkey a TPM_KEY12 structure using idKeyParams as the "default values| for the
structure

b. |If idKeyParams -> ver is 1.1
i. SetV1to1

ii. Create idKey a TPM_KEY structure using idKeyParams as the default values for the stfucture
Set the digestAtCreation values for pcrinfo

a. |For TPM_PCR_INFO_LONG include the locality of:the current command

Create an asymmetric key pair (identityPubKey:and tpm_signature_key) using a TPM_Prptected-
Capability, in accordance with the algorithm specified in idKeyParams

Ensgure that the AuthData information in A1-s properly stored in the idKey as usageAuth.
Attach identityPubKey and tpm_signature- key to idKey

Sef idKey -> migrationAuth to TPM- RERMANENT_DATA-> tpmProof

Ensure that all TPM_PAYLOAD. TYPE structures identify this key as TPM_PT_ASYM
Eng¢rypt the private portion-of idKey using the SRK as the parent key

Crgate a TPM_IDENTITY: CONTENTS structure named idContents using labelPrivCADigest|and the
infgrmation from idKey

Sign idContents using tpm_signature_key and TPM_SS_RSASSAPKCS1v15_SHA1. Store the result
in igentityBinding.
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16.2 TPM_Activateldentity

Start of informative comment:

The purpose of TPM_Activateldentity is to twofold. The first purpose is to obtain assurance that the
credential in the TPM_SYM_CA ATTESTATION is for this TPM. The second purpose is to obtain the
session key used to encrypt the TPM_IDENTITY_CREDENTIAL.

This is an extension to the 1.1 functionality of TPM_Activateldentity. The blob sent to from the CA can be
in the 1.1 format or the 1.2 format. The TPM determines the type from the size or version information in

the blobr
TPM_Agtivateldentity checks that the symmetric session key corresponds to a TPM-identity | before
releasing that session key.

Only th¢ Owner of the TPM has the privilege of activating a TPM identity. The Owner is required to
authorize the TPM_Activateldentity command. The owner may authorize the command using either the
TPM_O|AP or TPM_OSAP authorization protocols.
The creator of the Activateldentity package can specify if any PCR values are to be checked|before
releasing the session key.

End of {nformative comment.

Table 131. TPM_ Activateldentity Incoming Parameters and Sizes
PARAM HMAC K
Type Name Description

# Sz # Y4

1 2 TPM_TAG tag TRMJTAG_RQU_AUTH2_COMMAND

2 4 UINT32 paramSize Total number of input bytes incl. paramSize and tag

3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Activateldentity

4 4 TPM_KEY_HANDLE idKeyHandle Identity key to be activated

5 4 28 4 UINT32 blobSize Size of encrypted blob from CA

6 <> 3s <> | BYTE[] blob The encrypted ASYM_CA_CONTENTS or TPM_EK_BLOB

7 4 TPM_AUTHHANDLE idKeyAuthHandle The authorization session handle used for ID key authorization.

2H1 20 TPM_NONCE idKeyLastNonceEven Even nonce previously generated by TPM

8 20 3H1 20 TPM_NONCE idKeynonceOdd Nonce generated by system associated with idKeyAuthHandle

9 1 4H1 1 BOOL continueldKeySession Continue usage flag for idKeyAuthHandle.

10 20 TPM_AUTHBATA idKeyAuth '}I('hg guthorization session digest for the inputs and ID key. HMAQ

ey: idKey.usageAuth.
11 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authentication.
2H2 20 TRM=NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

12 20 3H2 209\ TPM_NONCE nonceOdd Nonce generated by system associated with authHandle

13 1 4H2 | BOOL continueAuthSession The continue use flag for the authorization session handle

14 20 20 TPM_AUTHDATA ownerAuth The authorization session digest for inputs and owner. HMAC key:

ownerAuth.
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Table 132. TPM_ Activateldentity Outgoing Parameters and Sizes

PARAM HMAC
Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Activateldentity
4 <> 3S <> TPM_SYMMETRIC_KEY symmetricKey The decrypted symmetric key.
5 20 2H1 20 TPM_NONCE idkeyNonceEven Even nonce newly generated by TPM.

3H1 20 § TPM_NONCE idKeynonceOdd Nonce generated by system associated with idKeyAuthHandle
6 1 4H1 1 BOOL continueldKeySession Continue use flag, TRUE if handle is still active
K efrrarpmmpiin oo s amei st
8 20 2H2 20 TPM_NONCE nonceEven Even nonce newly generated by/TPM to cover outputs

3H2 20 TPM_NONCE nonceOdd Nonce generated by systemiassociated with authHandle
9 1 4H2 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
10 20 20 TPM_AUTHDATA resAuth Lr':/?A%Teo;:iz:vtvigg;is{ﬁi.on digest for the returned parameters.
Descrjiption
1. Th¢ command TPM_Activateldentity activates a, TPM identity created using the command

TPM_Makeldentity.

2. Thé command assumes the availability of the private key associated with the identity. The command
will verify the association between the keys dufing the process.

3. Thé command will decrypt the input blob ‘and extract the session key and verify the connection

befween the public and private keys. The'input blob can be in 1.1 or 1.2 format.

Actions

A Trusled Platform Module that receives a valid TPM_Activateldentity command SHALL do the following:

1. Using the authHandle field, validate the owner's AuthData to execute the command and gl of the
incpming parameters.

2. Using the idKeyAuthHandle, validate the AuthData to execute command and all of the ihcoming
pafameters

3. Validate that the idKey is the public key of a valid TPM identity by checking that idKkeyHandle ->

keyUsageisAPM_KEY_IDENTITY. Return TPM_BAD_PARAMETER on mismatch

Cr¢ate\H1 the digest of a TPM_PUBKEY derived from idKey

VT =l V4

ot l ) b D4 - Y WAY 4l (] e 1
Deulypl PDIOU CIeaully D T UsIiyg FINTVEN daS UIE UCUTypPuoOIT REY

Determine the type and version of B1
a. IfB1->tagis TPM_TAG_EK_BLOB then
i. B1lisaTPM_EK_BLOB

b. Else

i. B1isa  TPM_ASYM_CA_CONTENTS. As there is no tag for this structure it is possible for the
TPM to make a mistake here but other sections of the structure undergo validation
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7. IfB1isaversion 1.1 TPM_ASYM_CA CONTENTS then
a. Compare H1 to B1 -> idDigest on mismatch return TPM_BAD_PARAMETER
b. Set K1to B1 -> sessionKey
8. IfB1isa TPM_EK_BLOB then
a. Validate that B1 -> ekType is TPM_EK_TYPE_ACTIVATE, return TPM_BAD_TYPE if not.
b. Assign A1 as a TPM_EK_BLOB_ACTIVATE structure from B1 -> blob
c. Compare H1 to A1 -> idDigest on mismatch return TPM_BAD_PARAMETER
d J:A1 -> pcrSelection is not NULL
it Compute a composite hash C1 using the PCR selection A1 -> pcrSelection
ij. Compare C1 to A1 -> pcrinfo->digestAtRelease and return TPM_WRONGPCRVAL on a
mismatch
iji. If A1 -> pcrinfo specifies a locality ensure that the appropriate locality has been agserted,
return TPM_BAD_LOCALITY on error
e. Pet K1to A1 -> symmetricKey
9. Return K1
112 © ISO/IEC 2009 — All rights reserved
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17. Integrity Collection and Reporting

Start of informative comment:

This section deals with what commands have direct access to the PCR

End of informative comment.

1. The TPM SHALL only allow the following commands to alter the value of TPM_STCLEAR_DATA ->

PCR

a. |TPM_Extend

b. [TPM_SHA1CompleteExtend
c. |TPM_Startup

d. [TPM_PCR_Reset

17.1 | TPM_Extend

Start gf informative comment:

This adlds a new measurement to a PCR

End of informative comment.

Table 133. TPM_ Extend Incoming Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Extend.
4 4 2S 4 TPM_PCRINDEX pcrNum The PCR to be updated.
5 20 38 20 | TPM_DIGEST inDigest The 160 bit value representing the event to be recorded.
Table 134. TPM_Extend Outgoing Operands and Sizes
PARAM HMAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TRM=RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Extend.
4 20 38 20 TPM_PCRVALUE outDigest The PCR value after execution of the command.

Descriiptions

Add a measurement value to a PCR

Actions

1. Map L1 to TPM_STANY_FLAGS -> localityModifier
2. Map P1to TPM_PERMANENT_DATA -> pcrAttrib [pcrNum]. pcrExtendLocal
3. |If, for the value of L1, the corresponding bit is not set in the bit map P1, return TPM_BAD_ LOCALITY
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4. Create c1 by concatenating (TPM_STCLEAR_DATA -> PCR[pcrNum] || inDigest). This takes the
current PCR value and concatenates the inDigest parameter.
Create h1 by performing a SHA-1 digest of c1.
Store h1 to TPM_STCLEAR_DATA -> PCR[pcrNum]
If TPM_PERMANENT_FLAGS -> disable is TRUE or TPM_STCLEAR_FLAGS -> deactivated is
TRUE
a. Set outDigest to 20 bytes of 0x00

8. Else

a. $Pet outDigest to h1

17.2 |TPM_PCRRead

Start oflinformative comment:

The TPIM_PCRRead operation provides non-cryptographic reporting of the conterits of a named P(

End of {(nformative comment.

Table 135. TPM_ PCRRead Incoming Operands_and Sizes

R.

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PCRRead.
4 4 2S 4 TPM_PCRINDEX pcrindex Index of the PCR to be read
Table 136. TPM_ PCRRead Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# 74 # 74
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PCRRead.
4 20 38 20 | TPM_PCRVALUYE outDigest The current contents of the named PCR

Description

The TPM_PCRRead operation returns the current contents of the named register to the caller.

Action

1. Set outDigest to TPM_STCLEAR_DATA -> PCR[pcrindex]

2. Return TPM_SUCCESS

114
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Start of informative comment:

ISO/IEC 11889-4:2009(E)

The TPM_Quote operation provides cryptographic reporting of PCR values. A loaded key is required for
operation. TPM_Quote uses a key to sign a statement that names the current value of a chosen PCR and
externally supplied data (which may be a nonce supplied by a Challenger).

The term "ExternalData" is used because an important use of TPM_Quote is to provide a digital signature
on arbitrary data, where the signature includes the PCR values of the platform at time of signing. Hence

se in an

the "E = ;
integrify challenge.
End of informative comment.
Table 137. TPM_Quote Incoming Operands and Sizes
PARAM HMAC L.
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_CONIMAND
2 4 UINT32 paramSize Total number of input byteS ineluding paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TRM_ORD_Quote.
4 4 TPM_KEY_HANDLE keyHandle ;F:li::yHandle identifier of a loaded key that can sign the PCR
5 20 25 20 TPM_NONCE externalData 160 bits, ef'externally supplied data (typically a nonce provided by a
server togprevent replay-attacks)
6 <> 3S <> TPM_PCR_SELECTION targetPCR The'indices of the PCRs that are to be reported.
7 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle authorizatipn.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H1 20 §| TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
10 20 TPM_AUTHDATA privAuth The. authorization session digest for inputs and keyHandle. HMAL
key: key -> usageAuth.
Table 138. TPM_Quote Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Quote.
4 < 3 N TPM_PCR_COMPOSITE pcrData A structure lcontalnmg the same indices as targetPCR, plus the
corresponding current PCR values.
5 4 48 4 UINT32 sigSize The used size of the output area for the signature
6 <> 59 B 'I'I:[} eig Thea °‘gned-dat° |’\|r\|’\_
7 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
8 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
9 20 TPM_AUTHDATA resAuth The. authorization session digest for the returned parameters. HMAC
key: Key -> usageAuth.
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Actions
1. The TPM MUST validate the AuthData to use the key pointed to by keyHandle.

2. Validate that keyHandle -> sigScheme is TPM_SS RSASSAPKCS1v15 SHA1 or

TPM_SS_RSASSAPKCS1v15_INFO, if not return TPM_INAPPROPRIATE_SIG.

3. Validate that keyHandle -> keyUsage is TPM_KEY_SIGNING, TPM_KEY_IDENTITY, or

TPM_KEY_ LEGACY, if not return TPM_INVALID KEYUSAGE
4. Validate targetPCR

rgetPCR is a valid TPM_PCR_SELECTION structure
n errors return TPM_INVALID_PCR_INFO

a. $et Q1 ->versionto 1.1.0.0

b. $et Q1 -> fixed to “QUOT”

c. $et Q1 -> digestValue to H1

d. $et Q1 -> externalData to externalData

Sigrl SHA-1 hash of Q1 using keyHandle as the signature key

8. Return the signature in sig

17.4 |TPM_PCR_Reset

Start of{informative comment:

For PCR with the pcrReset attribute set to TRUE, this command resets the PCR back to the defaul
this minpics the actions of TPM_Init. The. PCR may have restrictions as to which locality can perfq
reset ogeration.

Sending a null pcrSelection resultstin an error is due to the requirement that the command acty
something. If pcrSelection is nullhere are no PCR to reset and the command would then do nothin

For PCR that are resettable the“presence of a Trusted Operating System (TOS) can change the b
of TPM |PCR_Reset. The following pseudo code shows how the behavior changes.

At TPM| Startup
If TRM_PCR_ATTRIBUTES->pcrReset is FALSE
et PCR.to 0x00...00

> PCR

value,
rm the

ally do
0.
bhavior

At TPM_PCR_Reset
If TPM_PCR_ATTRIBUTES->pcrReset is TRUE
If TOSPresent
Set PCR to 0x00...00
Else
Set PCR to OxFF...FF
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Else

Return error

2009(E)

The above pseudocode is for example only, for the details of a specific platform, the reader must review
the platform specific specification. The purpose of the above pseudocode is to show that both pcrReset
and the TOSPresent bit control the value in use to when the PCR resets.

End of informative comment.

Table 139. TPM_PCR_Reset Incoming Parameters and Sizes

PARAM HMAC L
Type Name Description
# | sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize)and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PCR_Resét
4 <> 2S <> TPM_PCR_SELECTION pcrSelection The PCRs to reset
Table 140. TPM_PCR_Reset Outgoing Parameters and Sizes
PARAM HMAC L
Type Name Description
# | sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number’of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_PCR_Reset
Descrjiptions
This command resets PCR values back to the-default value. The command MUST validate that
registers that are selected are available to<be reset before resetting any PCR. This comman
either feset all selected PCR registers or pone of the PCR registers.
Actions
1. Validate that pcrSelection is/valid

Ma
Fo

is a valid TPM_PCR-SELECTION structure
pcrSelection -> pcr3elect is non-zero

On errors retrn TPM_INVALID_PCR_INFO

p L1 to TPM-STANY_FLAGS -> localityModifier
each PCR selected perform the following

If-,~ TPM_PERMANENT_DATA -> pcrAttrib[pcrindex].pcrReset is FALSE,

TEOAM- - MAOAOATRERECETARL

all PCR
I MUST

return

ITIVI_NUTINCOC TADLLE

If, for the value L1, the corresponding bit is clear in the bit map TPM_PERMANENT_DATA ->

pcrAttrib[pcrindex].pcrResetLocal, return TPM_NOTLOCAL

4. For each PCR selected perform the following

a.

The PCR MAY only reset to 0x00...00 or OxFF...FF

b. The logic to determine which value to use MUST be described by a platform specific specification
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17.5 TPM_Quote2

Start of informative comment:

The TPM_Quote2 operation provides cryptographic reporting of PCR values. A loaded key is required for
operation. TPM_Quote2 uses a key to sign a statement that names the current value of a chosen PCR
and externally supplied data (which may be a nonce supplied by a Challenger).

The term "externalData" is used because an important use of TPM_Quote2 is to provide a digital
signature on arbitrary data, where the signature includes the PCR values of the platform at time of

signing. = = ; ed for
that purpose in an integrity challenge.
TPM_Qliote2 differs from TPM_Quote in that TPM_Quote2 uses TPM_PCR_INFO_SHORT {o hold
informafion relative to the PCR registers. TPM_PCR_INFO_SHORT includes localityvinformation to
provide fthe requestor a more complete view of the current platform configuration.
End of {nformative comment.
Table 141. TPM_Quote2 Incoming Operands and SiZes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Commangd-erdinal: TPM_ORD_Quote2
4 4 TPM_KEY_HANDLE keyHandle I:li::yHandle identifier of a loaded key that can sign the PCR
5 20 25 20 TPM NONCE externalData 180 bits of externally supplied data (typically a nonce provided by 4
- server to prevent replay-attacks)
6 <> 3S <> TPM_PCR_SELECTION targetPCR The indices of the PCRs that are to be reported.
7 1 48 1 BOOL addVersion When TRUE add TPM_CAP_VERSION_INFO to the output
8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle authorizatior|.
2H1 20 TPM_NONCE authbastNonceEven Even nonce previously generated by TPM to cover inputs
9 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
10 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
11 20 TPM_AUTHDATA privAuth Thg authorization session digest for inputs and keyHandle. HMAC
key: key -> usageAuth.
Table\142. TPM_Quote2 Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Quote2
4 <> 3S FRM—PRCGRAINFO-SHORT perBate Fhe-vatue-ereated-and-signed-for-the-guot
5 4 48 4 UINT32 versionInfoSize Size of the version info
6 <> 58 <> TPM_CAP_VERSION_INFO versioninfo The version info
7 4 6S 4 UINT32 sigSize The used size of the output area for the signature
8 <> 7S <> BYTE[ ] sig The signed data blob.
9 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
10 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
11 20 TPM_AUTHDATA resAuth Thg authorization session digest for the returned parameters. HMAC
key: Key -> usageAuth.
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Actions
1. The TPM MUST validate the AuthData to use the key pointed to by keyHandle.

2. Validate that keyHandle -> sigScheme is TPM_SS RSASSAPKCS1v15 SHA1 or
TPM_SS_RSASSAPKCS1v15_INFO, if not return TPM_INAPPROPRIATE_SIG.

3. Validate that keyHandle -> keyUsage is TPM_KEY_SIGNING, TPM_KEY_IDENTITY, or
TPM_KEY_LEGACY, if not return TPM_INVALID KEYUSAGE

4, Validate targetPCR is a vald TPM PCR SELECTION structure, on errors return
TPM_INVALID PCR_INFO

5. Crgate H1 a SHA-1 hash of a TPM_PCR_COMPOSITE using the TPM_STCLEAR_DATA - PCR][]
indjcated by targetPCR -> pcrSelect

6. Cregate S1a TPM_PCR_INFO_SHORT

Set S1->pcrSelection to targetPCR

Set S1->localityAtRelease to TPM_STANY_DATA -> localityModifier
c. |Set S1->digestAtRelease to H1

7. Cregate Q1 a TPM_QUOTE_INFO2 structure

Set Q1 -> fixed to “QUT2”

Set Q1 -> infoShort to S1
c. [Set Q1 -> externalData to externalData

8. If addVersion is TRUE
a. [Concatenate to Q1 a TPM_CAP_VERSION:INFO structure

Set the output parameters for versioninfe

9. Else

a. |Set versionInfoSize to 0

-

b. [Return no bytes in versionlnfo
10. Sign a SHA-1 hash of Q1 using keyHandle as the signature key

11. Refurn the signature in(sig
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18. Changing AuthData
18.1 TPM_ChangeAuth

Start of informative comment:

The TPM_ChangeAuth command allows the owner of an entity to change the AuthData for the entity.

This command cannot invalidate the old entity. Therefore, the authorization change is only effective if the

applicat
one with

If this c

restrictid

TPM_C
other ca
encrypti
and the

The parfameter list to this command must always include two authorization sessions, regardless

ns.

pmmand is delegated, the delegated party can expand its key use privileges.
create @ copy of the key with known authorization, and it can then use the key without any

nangeAuth requires the encryption of one parameter (“NewAuth”). For the.sake of uniform
mmands that require the encryption of more than one parameter, the (parameters used fq
pbn are generated from the authLastNonceEven (created during the OSAP session), non
session shared secret.

That pa

on can guarantee that the old entity can be securely destroyed. If not, two valid entities will exist,
the old and one with the new authorization secret.

ty can
ordinal

ty with
r used
ceOdd,

of the

state of puthDataUsage for the respective keys.
End of {nformative comment.
Table 143. TPM_ChangeAuth Incoming Operands and Sizes
PARAM HMAC o
Type Name Description
# 74 # Sz
1 2 TPM_TAG Tag TPM_TAG_RQU_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE Ordinal Command ordinal: TPM_ORD_ChangeAuth
4 4 TPM_KEY_HANDLE parentHandle Handle of the parent key to the entity.
5 2 28 2 TPM_PROTOCOL_ID pfotocolID The protocol in use.
6 20 3S 20 J TPM_ENCAUTH newAuth The encrypted new AuthData for the entity
7 2 48 2 TPM_ENTITY_TYPE entityType The type of entity to be modified
8 4 58 4 UINT32 encDataSize The size of the encData parameter
9 <> 6S <> | BYTE[] encData The encrypted entity that is to be modified.
10 4 TPM_AUTHHANDLE parentAuthHandle The authorization session handle used for the parent key.
2 H1 20 | TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
11 20 | 3H1 20,8 TPM_NONCE nonceOdd Nonce generated by system associated with parentAuthHandle
12 1 4 H1 1 BOOL continueAuthSession Ignored, parentAuthHandle is always terminated.
The authorization session digest for inputs and parentHandle.
13 20 TPM_AUTHDATA parentAuth HMAC key: parentKey.usageAuth.
- Fheauthorizatiomrsessiomhamdteused-for theemcryptedentity—The
14 4 TPM_AUTHHANDLE entityAuthHandle session type MUST be OIAP
2H2 20 § TPM_NONCE entitylastNonceEven Even nonce previously generated by TPM
15 20 3 H2 20 | TPM_NONCE entitynonceOdd Nonce generated by system associated with entityAuthHandle
16 1 4 H2 1 BOOL continueEntitySession Ignored, entityAuthHandle is always terminated.
. The authorization session digest for the inputs and encrypted entity.
17 20 TPM_AUTHDATA entityAuth HMAC key: entity.usageAuth.
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Table 144. TPM_ChangeAuth Outgoing Operands and Sizes
:ARAZZ #HMACSZ Type Name Description
1 TPM_TAG Tag TPM_TAG_RSP_AUTH2_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 1S 4 TPM_RESULT returnCode The return code of the operation. See section 4.3.
2S 4 TPM_COMMAND_CODE Ordinal Command ordinal: TPM_ORD_ChangeAuth
4 4 3S 4 UINT32 outDataSize The used size of the output area for outData
5 <> 48 <> | BYTE[] outData The modified, encrypted entity.
6 20| | 2H1 20 | TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3 H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with parentAuthHandle
7 1 4 H1 1 BOOL continueAuthSession Continue use flag, fixed value of FALSE
o | 2 e e e ametrs o
9 20| | 2H2 20 | TPM_NONCE entityNonceEven Even nonce newly generated by TPM o cover entity
3 H2 20 | TPM_NONCE entitynonceOdd Nonce generated by system assoCiated with entityAuthHandle
10 1 4 H2 1 BOOL continueEntitySession Continue use flag, fixed valuenxof EALSE
The authorization sessiondigest for the returned parameters and
11 20 TPM_AUTHDATA entityAuth entity. HMAC key: entity.usageAuth, the original and not the new|auth
value
Descrjiption
1. The¢ parentAuthHandle session type MUST be TPM_PID _QSAP.

2. In this capability, the SRK cannot be accessed as entityType TPM_ET_KEY, since the SRK is not
wrapped by a parent key.

Actions

1. Vefify that entityType is one of TRPM_ET _DATA, TPM_ET_KEY and return thg error
TPM_WRONG_ENTITYTYPE if not.

2. Verify that parentAuthHandle sessiondype is TPM_PID_OSAP return TPM_BAD_MODE on erfor

3. Verify that entityAuthHandle session’type is TPM_PID_OIAP return TPM_BAD_MODE on errgr

4. If protocollD is not TPM_PID_ADCP, the TPM MUST return TPM_BAD_PARAMETER.

5. The¢ encData parameter(MUST be the encData field from either the TPM_STORED_DOATA or
TPM_KEY structures.

6. Create decryptAuth-by-decrypting newAuth according to the ADIP indicated by parentHandle.

7. The TPM MUST. \validate the command using the AuthData in the parentAuth parameter

8. Validate that- parentHandle -> keyUsage is TPM_KEY_STORAGE, if not| return
TPM_INVALID_KEYUSAGE

9. After parameter validation, the TPM creates b1 by decrypting encData using the key point¢d to by
parnentHandle.

10. The TPM MUST validate that b1 is a valid TPM structure, either a TPM_STORE_ASYMKEY or a
TPM_SEALED DATA
a. Check the tag, length and authValue for match, return TPM_INVALID STRUCTURE on any

mismatch

11. The TPM replaces the AuthData for b1 with decryptAuth created above.

12. The TPM encrypts b1 using the appropriate mechanism for the type using the parentKeyHandle to
provide the key information.

13. The TPM MUST enforce the destruction of both the parentAuthHandle and entityAuthHandle

sessions.
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18.2 TPM_ChangeAuthOwner

Start of informative comment:

The TPM_ChangeAuthOwner command allows the owner of an entity to change the AuthData for the

TPM Owner or the SRK.
This command requires authorization from the current TPM Owner to execute.

TPM's targeted for an environment (e.g. a server) with long lasting sessions should not invalidate all

sessions.
End of [nformative comment.
Table 145. TPM_ChangeAuthOwner Incoming Operands and Sizes
PARAM HMAC o
Type Name Description
# Sz # Sz
1 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 UINT32 paramSize Total number of input bytes including paramSize and tag
3 1S TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ChanhgeAuthOwner
4 2S TPM_PROTOCOL_ID protocollID The protocol in use.
5 20 38 20 § TPM_ENCAUTH newAuth The encrypted new AuthData for the entity
6 4S 2 TPM_ENTITY_TYPE entityType The type of entity to beunodified
7 TPM_AUTHHANDLE ownerAuthHandle The authorization session handle used for the TPM Owner.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H1 20 §| TPM_NONCE nonceOdd Nonce gengrated by system associated with ownerAuthHandle
9 1 4H1 1 BOOL continueAuthSession Continue Use flag the TPM ignores this value
10 20 TPM AUTHDATA ownerAuth The. authorization session digest for inputs and ownerHandle. HMAC
- key:ownerAuth.
Table 146. TPM_ChangeAuthOwner Outgoing Operands and Sizes
PARAM HMAC o
Type Name Description
# Sz # Y4
1 2 TPM_TAG Tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 18 TPM_RESULT returnCode The return code of the operation.
28 TPM_COMMAND_CODE Ordinal Command ordinal: TPM_ORD_ChangeAuthOwner
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with ownerAuthHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, fixed value of FALSE
The authorization session digest for the returned parameters and
6 20 TPM_AUTHBDATA resAuth ownerHandle. HMAC key: ownerAuth, the original value and not thp
new auth value
Actions
1. The[TPM MUST validate the command using the AuthData in the ownerAuth parameter
2. ThelownerAuthHandle session type MUST be TPM_PID_OSAP
3. If protocollD is not TPM PID ADCP, the TPM MUST return TPM BAD PARAMETER
4. Verify that entityType is either TPM_ET _OWNER or TPM_ET_SRK, and return the error
TPM_WRONG_ENTITYTYPE if not.
Create decryptAuth by decrypting newAuth according to the ADIP indicated by ownerAuthHandle.
6. The TPM MUST enforce the destruction of the ownerAuthHandle session upon completion of this

command (successful or unsuccessful). This includes setting continueAuthSession to FALSE

7. Set the AuthData for the indicated entity to decryptAuth
8. The TPM MUST invalidate all owner authorized OSAP and DSAP sessions, active or
9. The TPM MAY invalidate all sessions, active or saved
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19. Authorization Sessions

19.1 TPM_OIAP
Table 147. TPM_OIAP Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OIAP.

Table 148. TPM-OIAP Outgoing Operands and Sizes

PARAM HMAC

Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM.ORD_OIAP.
4 4 TPM_AUTHHANDLE authHandle Handle that TPNI creates that points to the authorization state.
5 20 TPM_NONCE nonceEven Nonce generated by TPM and associated with session.

Actions

1. Th¢ TPM_OIAP command allows the creation_ef an authorization session handle and the trgcking of
thel handle by the TPM. The TPM generates the handle and nonce.

2. Th¢ TPM has an internal limit as to thetnumber of handles that may be open at one time, so the
request for a new handle may fail if there is insufficient space available.

3. Internally the TPM will do the following:

a. |TPM allocates space te.\save handle, protocol identification, both nonces and arly other
information the TPM needs to manage the session.

b. [TPM generates authHandle and nonceEven, returns these to caller
On|each subsequent use of the OIAP session the TPM MUST generate a new nonceEven valije.

WHhen TPM_OIAP“is wrapped in an encrypted transport session, no input or output paramgters are
engrypted.
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19.1.1 Actions to validate an OIAP session

Start of informative comment:

This section describes the authorization-related actions of a TPM when it receives a command that has
been authorized with the OIAP protocol.

Many commands use OIAP authorization. The following description is therefore necessarily abstract.

End of informative comment.

Action
The TPM MUST perform the following operations:

1. The|TPM MUST verify that the authorization session handle (H, say) referencedyin the comnmand
points to a valid session. If it does not, the TPM returns the error code TPM_INVALID  AUTHHANDLE

2. The| TPM SHALL retrieve the latest version of the caller's nohce (nonceOdd) and
continueAuthSession flag from the input parameter list, and store it in intefnal TPM memory with the
authiSession ‘H’.

3. The|TPM SHALL retrieve the latest version of the TPM’s nonce stored-with the authorization g$ession
H (authLastNonceEven) computed during the previously executed‘command.

4. The|TPM MUST retrieve the secret AuthData (SecretE, say).of the target entity. The entity pnd its
secret must have been previously loaded into the TPM.

a. [If the command using the OIAP session requires owner authorization

ii If TPM_STCLEAR_DATA -> ownerReference;is TPM_KH_OWNER, the secret AuthData is
TPM_PERMANENT_DATA -> ownerAuth

ij. If TPM_STCLEAR_DATA -> ownerReference is pointing to a delegate row
1. Set R1 arow index to TPM_STCLEAR_DATA -> ownerReference

2. Set D1 a TPM_DELEGATE-TABLE_ROW to TPM_PERMANENT_DATA -> delegateTable
-> delRow[R1]

3. Set the secret AuthData-to D1 -> authValue
4. Validate the TPM (DELEGATE_PUBLIC D1 -> pub
a. Validate D1 -> pub -> permissions based on the command ordinal

b. Validate ‘D1 -> pub -> pcrinfo based on the PCR values

5. The|TPM SHALL ‘perform a HMAC calculation using the entity secret data, ordinal, input command
pargmeters and,authorization parameters per Part 1 Object-Independent Authorization Protocol

ey are
ne first
bn of a
N output

7. The TPM SHALL generate a nonce (nonceEven).

The TPM creates an HMAC digest to authenticate the return code, return values and authorization
parameters to the same entity secret per Part 1 Object-Independent Authorization Protocol.

9. The TPM returns the return code, output parameters, authorization parameters and authorization
session digest.

10. If the output continueUse flag is FALSE, then the TPM SHALL terminate the session. Future
references to H will return an error.
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19.2 TPM_OSAP

Start of informative comment:

ISO/IEC 11889-4:2009(E)

The TPM_OSAP command creates the authorization session handle, the shared secret and generates

nonceEven and nonceEvenOSAP.

End of informative comment.
Table 149. TPM_OSAP Incoming Operands and Sizes

PARAM HVAC .
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag

3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_OSAP.

4 2 TPM_ENTITY_TYPE entityType The type of entity in use

5 4 UINT32 entityValue The selection value based on entityTyp€, e.g. a keyHandle #

6 20 TPM_NONCE nonceOddOSAP The nonce generated by the caller,associated with the shared secret.

Table 150. TPM_OSAP Outgoing Operands and Sizes

PARAM HMAC L.

Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND

2 4 UINT32 paramSize Totalmumber of output bytes including paramSize and tag

3 4 1S 4 TPM_RESULT returnCode Théteturn code of the operation.

2S 4 TPM_COMMAND_CODE ordinal €ommand ordinal: TPM_ORD_OSAP.

4 4 TPM_AUTHHANDLE authHandle Handle that TPM creates that points to the authorization state.

5 20 TPM_NONCE nonceEven Nonce generated by TPM and associated with session.

6 20 TPM_NONCE nonceEvenOSAP Nonce generated by TPM and associated with shared secret.

Descrjiption

1. Thé¢ TPM_OSAP command allews the creation of an authorization session handle and the trgcking of
thel handle by the TPM. The PPM generates the handle, nonceEven and nonceEvenOSAP.

2. The¢ TPM has an internallimit on the number of handles that may be open at one time, so the|request
forfa new handle may fail if there is insufficient space available.

3. Th¢ TPM_OSAR-allows the binding of an authorization to a specific entity. This allows the galler to
continue to send in AuthData for each command but not have to request the information or cache the
actual AuthBData.

4. WhendPM_OSAP is wrapped in an encrypted transport session, no input or output parameters are
engrypted.

5. If the owner pointer is pointing to a delegate row, the TPM internally MUST treat the OSAP session as
a DSAP session

TPM_ET_SRK or TPM_ET_KEYHANDLE with a value of TPM_KH_SRK MUST specify the SRK.

If the entity is tied to PCR values, the PCR’s are not validated during the TPM_OSAP ordinal session
creation. The PCR’s are validated when the OSAP session is used.
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Actions

1.

10.

11

The TPM creates S1 a storage area that keeps track of the information associated with the
authorization.

S1
a.
b.

d. ADIP encryption scheme from TPM_ENTITY_TYPE entityType

e.

The[TPM MUST create and MAY track the following information

a.

The|TPM calculates the shared secret using an HMAC calculation.The key for the HMAC caldg

is t

calcplation is the concatenation of nonces nonceEvenOSAP.-and nonceOddOSAP. The outpu
HMAC calculation is the shared secret which is saved 4n“the authorization area associatg
authHandle

Chepk if the ADIP encryption scheme specified, by entityType is supported, if not
TPM_INAPPROPRIATE_ENC.

If enttityType = TPM_ET_KEYHANDLE

a.

elselif entityType = TPM_ET_OWNER

elselif entityType = TPRM_ET_SRK

a.

elselif entityType = TPM_ET_COUNTER

a.

elselif entityType = TPM_ET_NV

a.

On

MUST track the following information
Protocol identification (i.e. TPM_PID_OSAP)

nonceEven

H Lol
1 LLRLLY [

shared secret

Any other internal TPM state the TPM needs to manage the session

monceEvenOSAP
il Initialized to the next value from the TPM RNG

secret AuthData assigned to the key handle identified by entityValue. The input to the

The entity to authorize is a key held in the TPM. entityValue contains the keyHandle that hg
key.

If entityValue is TPM_KH_OPERATOR return TPM_BAD_HANDLE

This value indicates that-the entity is the TPM owner. entityValue is ignored

The HMAC key is the secret pointed to by ownerReference (owner secret or delegated secr

The entity todauthorize is the SRK. entityValue is ignored.

Thecentity is a monotonic counter, entityValue contains the counter handle

ulation
HMAC

of the
ed with

return

Ids the

bt)

The entity is a NV index, entityValue contains the NV index

. else return TPM_BAD_PARAMETER
12.
13.

each subsequent use of the OSAP session the TPM MUST generate a new nonce value.

The TPM MUST ensure that OSAP shared secret is only available while the OSAP session is valid.
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14. The session MUST terminate upon any of the following conditions:
a. The command that uses the session returns an error
b. The resource is evicted from the TPM or otherwise invalidated

c. The session is used in any command for which the shared secret is used to encrypt an input
parameter (TPM_ENCAUTH)

The TPM Owner is cleared

TRPM _ChanaaAuthOwnarice avaecutad-and thic caccian ic attachad ta tha ownar ou{‘hr\ri—lcﬁr\n
i ottt owHe o Exeoute ot tro S oSO o attabrie ototre-ovwwrerautortaty

The session explicitly terminated with continueAuth, TPM_Reset or TPM_FlushSpecifi¢

@ = o o

All OSAP sessions associated with the delegation table MUST be invalidated when any of the
following commands execute:

i. TPM_Delegate_Manage
ii. TPM_Delegate_ CreateOwnerDelegation with Increment==TRUE
iii. TPM_Delegate_LoadOwnerDelegation
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19.2.1 Actions to validate an OSAP session

Start of informative comment:

This section describes the authorization-related actions of a TPM when it receives a command that has

been authorized with the OSAP protocol.

Many commands use OSAP authorization. The following description is therefore necessarily abstract.

End of {nformative comment

Actions

1. On feception of a command with ordinal C1 that uses an authorization sessioncthe TPM SHALL
perform the following actions:

2. The|TPM MUST have been able to retrieve the shared secret (Shared, say) of.the target entity when
the authorization session was established with TPM_OSAP. The entity and\its secret must have been
previously loaded into the TPM.

3. The|TPM MUST verify that the authorization session handle (H,.say) referenced in the command
points to a wvalid session. If it does not, the TPM returns the error| code
TPM_INVALID_AUTHHANDLE.

4. The|TPM MUST calculate the HMAC (HM1, say) of the €Command parameters according to|Part 1
Objgct-Specific Authorization Protocol.

5. The|TPM SHALL compare HM1 to the AuthData value received in the command. If they are different,
the TPM returns the error code TPM_AUTHFAIL ‘if\the authorization session is the first sessipn of a
command, or TPM_AUTH2FAIL if the authorization session is the second session of a command., the
TPM executes command C1 which produces:an output (O, say) that requires authentication and uses
a pdrticular return code (RC, say).

The[TPM SHALL generate the latest version of the even nonce (nonceEven).

The| TPM MUST calculate the HMAC (HM2) of the return parameters according to section|Part 1
Object-Specific Authorization Rrotocol.

The[TPM returns HM2 in the parameter list.

The|TPM SHALL retrieve_the continue flag from the received command. If the flag is FALSE, the TPM
SHALL terminate the session and destroy the thread associated with handle H.

10. If the shared secret' was used to provide confidentiality for data in the received command, the TPM
SHALL terminate'the session and destroy the thread associated with handle H.

11. Each time that access to an entity (e.g., key) is authorized using OSAP, the TPM MUST
a. e¢nsure that the OSAP shared secret is that derived from the entity using TPM_OSAP
b. validate the PCR values if specified for the entity

i. The TPM SHOULD validate the PCR values before using the shared secret to validate the
command parameters. This prevents a dictionary attack on the shared secret when the PCR
values are invalid for the entity.
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19.3 TPM_DSAP

Start of informative comment:

ISO/IEC 11889-4:

2009(E)

The TPM_DSAP command creates the authorization session handle using a delegated AuthData value
passed into the command as an encrypted blob or from the internal delegation table. It can be used to
start an authorization session for a user key or the owner.

Identically to TPM_OSAP, it generates a shared secret and generates nonceEven and nonceEvenOSAP.

End of informative comment.
Table 151. TPM_DSAP Incoming Operands and Sizes

cking of

request

PARAM HMAC o
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag

3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_DSAP.

4 2 TPM_ENTITY_TYPE entityType The type of delegation information\te,usé

Key for which delegated autherity_corresponds, or 0 if delegated owne

514 TPM_KEY_HANDLE keyHandle acfivity. Only relevant if entityValue equals TPM_DELEGATE_KEY_BLlOB

6 20 TPM_NONCE nonceOddDSAP The nonce generated by the caller associated with the shared secret.

7 4 UINT32 entityValueSize The size of entityMalue.

TPM_DELEGATE_KEY_BLOB or TPM_DELEGATE_OWNER_BLOB pr
. index MUST. not be empty
8 <> 2S <> BYTE [] entityValue . | . .
If entityType is TPM_ET_DEL_ROW then entityValue is a
TPM.DELEGATE_INDEX
Table 152. TPM_DSAP Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND

2 4 UINT32 paramSize Total number of output bytes including paramSize and tag

3 4 18 4 TPM_RESULT returnCode The return code of the operation.

28 4 TPM_COMMAND_CQDE ordinal Command ordinal: TPM_ORD_DSAP.

4 4 TPM_AUTHHANDLE authHandle Handle that TPM creates that points to the authorization state.

5 20 TPM_NONGE nonceEven Nonce generated by TPM and associated with session.

6 20 TPM_NONCE nonceEvenDSAP Nonce generated by TPM and associated with shared secret.

Descirjiption

1. Thé TPM<DSAP command allows the creation of an authorization session handle and the tr3
the{ handle by the TPM. The TPM generates the handle, nonceEven and nonceEvenOSAP.

2. The EPM_has an internal limit on the number of handles that may he open at one time_so the
for a new handle may fail if there is insufficient space available.

3. The TPM_DSAP allows the binding of a delegated authorization to a specific entity. This allows the
caller to continue to send in AuthData for each command but not have to request the information or
cache the actual AuthData.

4. Each ordinal that uses the DSAP session MUST validate that TPM_PERMANENT_DATA ->

restrictDelegate does not restrict delegation, based on keyHandle -> keyUsage and keyHandle ->
keyFlags, return TPM_INVALID_KEYUSAGE on error.
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5. On each subsequent use of the DSAP session the TPM MUST generate a new nonce value and
check if the ordinal to be executed has delegation to execute. The TPM MUST ensure that the DSAP
shared secret is only available while the DSAP session is valid.

6. When TPM_DSAP is wrapped in an encrypted transport session

a.
b.

For input the only parameter encrypted is entityValue

For output no parameters are encrypted

7. The DSAP session MUST terminate under any of the following conditions

a. The command that uses the session returns an error
b. If attached to a key, when the key is evicted from the TPM or otherwise invalidated
c. The session is used in any command for which the shared secret is used toyencrypt ap input
parameter (TPM_ENCAUTH)
d. The TPM Owner is cleared
e. TPM_ChangeAuthOwner is executed and this session is attached to the owner authorizatiof
f.  The session explicitly terminated with continueAuth, TPM_Reset of. TPM_FlushSpecific
g. Al DSAP sessions MUST be invalidated when any of the following commands execute:
it TPM_Delegate_ CreateOwnerDelegation
ij. When Increment is TRUE
iji. TPM_Delegate_LoadOwnerDelegation
iv. TPM_Delegate_Manage
8. entityType = TPM_ET_DEL_OWNER_BLOB
a. The entityValue parameter contains an ewner delegation blob structure.
9. entityType = TPM_ET_DEL_ROW
a. The entityValue parameter contains a row number in the nv Delegation table that should be used
r the AuthData value.
10. entityType = TPM_DEL_KEY._.BLOB
a. The entityValue paramgeter contains a key delegation blob structure.
Action
1. If entityType ==.FTPM_ET_DEL_OWNER_BLOB
a. Map entityValue to B1 a TPM_DELEGATE_OWNER_BLOB
b. Validate that B1 is a valid TPM_DELEGATE_OWNER BLOB, return
PM WRONG ENTITYTYPE on error
c. Locate B1 -> pub -> familylD in the TPM_FAMILY_TABLE and set familyRow to indicate row,
return TPM_BADINDEX if not found
d. Set FRto TPM_FAMILY_TABLE.famTableRow[familyRow]
e. IfFR ->flags TPM_FAMFLAG_ENABLED is FALSE, return TPM_DISABLED_CMD
Verify that B1->verificationCount equals FR -> verificationCount.
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Validate the integrity of the blob

i. Copy B1 -> integrityDigest to H2

ii. SetB1 ->integrityDigest to all zeros

iii. Create H3 the HMAC of B1 using tpmProof as the secret
iv. Compare H2 to H3 return TPM_AUTHFAIL on mismatch

2009(E)

Create S1 a TPM_DELEGATE_SENSITIVE by decrypting B1 -> sensitiveArea using

FRM-—DBELEGATEKEY

Validate S1 values

i. S1->tagis TPM_TAG_DELEGATE_SENSITIVE

ii. Return TPM_BAD DELEGATE on error

Set A1 to S1 -> authValue

se if entityType == TPM_ET_DEL_ROW

Verify that entityValue points to a valid row in the delegation table,
Set D1 to the delegation information in the row.

Set A1 to D1->authValue.

Locate D1 -> familyID in the TPM_FAMILY_TABLE and-set familyRow to indicate that roy
TPM_BADINDEX if not found

Set FR to TPM_FAMILY_TABLE.famTableRow[familyRow]

If FR -> flags TPM_FAMFLAG_ENABLED is FALSE, return TPM_DISABLED_CMD
Verify that D1->verificationCount equals FR -> verificationCount.

se if entityType == TPM_ET_DEL_KEY(BLOB

Map entityValue to K1 a TPM_DELEGATE_KEY_BLOB

Validate that K1 is a valid TPM-DELEGATE_KEY_BLOB, return TPM_WRONG_ENTITY]
error

return TPM_BADINDEX if not found

Set FR to TPMcZEAMILY _TABLE.famTableRow[familyRow]

If FR -> flags. 7PM_FAMFLAG_ENABLED is FALSE, return TPM_DISABLED_CMD
Verify that'K1 -> pub -> verificationCount equals FR -> verificationCount.

Validate the integrity of the blob

v, return

'YPE on

Locate K1 -> pub -> familyID in the TPM_FAMILY_TABLE and set familyRow to indicate that row,

i.2 Copy K1 -> integrityDigest to H2

i. Set K1 ->integrityDigest to all zeros

iii. Create H3 the HMAC of K1 using tpmProof as the secret

iv. Compare H2 to H3 return TPM_AUTHFAIL on mismatch

Validate that K1 -> pubKeyDigest identifies keyHandle, return TPM_KEYNOTFOUND on e

rror

Create S1 a TPM_DELEGATE_SENSITIVE by decrypting K1 -> sensitiveArea using

TPM_DELEGATE_KEY
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k.

Validate S1 values

i. S1->tagis TPM_TAG_DELEGATE_SENSTIVE
i. Return TPM_BAD_DELEGATE on error

Set A1 to S1 -> authValue

Else return TPM_BAD_PARAMETER

Generate a new authorization session handle and reserve space to save protocol identification,

shared-seeret—perinfo—beth—ronces—ADIP—eneryption—scheme—delegated—permission—bits—a
othgr information the TPM needs to manage the session.
Reaf two new values from the RNG to generate nonceEven and nonceEvenOSAP.

The|TPM calculates the shared secret using an HMAC calculation. The key for the HIMAC calg
is A1. The input to the HMAC calculation is the concatenation of nonces nenceEvenOSA
non¢eOddOSAP. The output of the HMAC calculation is the shared secret‘that is saved
authorization area associated with authHandle.

19.4

Start of{informative comment:

This cojmmand will set a reference to which secret the TPM will use when executing an owner
related

This conmand should only be used to provide an owner delegation function for legacy code that d

itself

TPM_KH_OWNER, indicating that OIAP and OSAP sessions should use the owner authorizatio
commaid allows ownerReference to point to an index’in the delegation table, indicating that OIA

OSAP

In use, [a TSS supporting delegation would_create and load the owner delegation and set the
pointer
sessiong with the delegated owner authotization.

Since this command is not authorized, the ownerReference is open to DoS attacks. Applicatio
attempt|to recover from a failingsowner authorization by resetting ownerReference to an appr

value.

End of {(nformative comment.

TOT

TPM_SetOwnerPointer

DIAP or OSAP session.

support  delegation. Normally, @ TPM_STCLEAR_DATA->ownerReference  point

ssions should use the delegation authorization.

to that delegation. From then on, a“legacy TSS application would use its OIAP and

Table:153. TPM_SetOwnerPointer Incoming Operands and Sizes

nd any

ulation
P and
in the

secret

pbes not
S to
n. This
AP and

owner
OSAP

hs can
opriate

PARAM HMAC L.
Type Name Description

# Sz # SZ

1 2 TPM_TAG tag TPM_TAG_RQU_ COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag

3 4 1< 4 TRPM_COMMAND _CQDE ordinal Qrdinak-TPM _QRD. SetQwnerPainter

4 2 28 2 TPM_ENTITY_TYPE entityType The type of entity in use

5 4 3S 4 UINT32 entityValue The selection value based on entityType
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Table 154. TPM_SetOwnerPointer Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_ COMMAND
2 4 UINT32 paramSize Total number of output bytes
3 4 1S 4 TPM_RESULT returnCode The return code of the operation
2S 4 TPM_COMMAND_CODE ordinal Ordinal: TPM_ORD_SetOwnerPointer
Acti0|||s
1. Map TPM_STCLEAR_DATA to V1
2. If entityType = TPM_ET_DEL_ROW
This value indicates that the entity is a delegate row. entityValue is a, delegate indek in the
delegation table.
. |Validate that entityValue points to a legal row within the delegate table stored within the| TPM. If
not return TPM_BADINDEX
i. Set D1 to the delegation information in the row.
Locate D1 -> familyID in the TPM_FAMILY_TABLE and set familyRow to indicate that row, return
TPM_BADINDEX if not found.
Set FR to TPM_FAMILY_TABLE .famTableRow[familyRow]
If FR -> flags TPM_FAMFLAG_ENABLED is FALSE, return TPM_DISABLED_CMD
Verify that B1->verificationCount equals FR ->'verificationCount.
The TPM sets V1-> ownerReference to entityValue
Return TPM_SUCCESS
3. elsg if entityType = TPM_ET_OWNER
This value indicates that the entity is the TPM owner. entityValue is ignored.
The TPM sets V1-> ownerReference to TPM_KH_OWNER
Return TPM_SUCCESS
4. Return TPM_BAD_PARAMETER
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20. Delegation Commands

20.1
Start of

TPM_Delegate Manage is the fundamental process for managing the Family tables,

TPM_Delegate_Manage

informative comment:

including

enabling/disabling Delegatlon for a selected Famlly NormaIIy TPM Delegate Manage must be executed

at least
in that f:

TPM_D
table is
privilegg
loading

inappro
Tables

his dele

TPM_D

(1) TPN
belongir

(2) TPM_
, or until the Owner is removed from the TPM. (Note that the Physical Presence cofmmand

installed
TPM_F¢

is mstaly]ed )
(3) TPM_FAMILY CREATE creates a new family;“Sessions are invalidated even in this case b
the lastk

(4) TPM_

is retur
malfunc

End of

imily can succeed

blegate_Manage is authorized by the TPM Owner if an Owner is installed, because char
to execute. This does not disenfranchise an Owner, since there is no Owner, and sif

of tables during platform manufacture or on first-boot. Burn-out of TPM nonsvolatile stor

priate use is mitigated by the TPM’s normal limits on NV-writes in the labsence of an

can be locked after loading, to prevent subsequent tampering, and only unlocked by the
pate, or the act of removing the Owner (even if there is no Owner).

blegate_ Manage command is customized by opCode:

g to that family,
FAMILY_ADMIN can be used to prevent further management of the Tables until an O

prceClear always enables further management, even if TPM_ForceClear is used when no

amilylD could wrap.

FAMILY_INVALIDATE invalidates an-existing family. The TPM_SELFTEST_FAILED err¢
ned because the familyRow has  already been validated earlier. Failure here indic
tion of the TPM.

nformative comment.

I FAMILY_ENABLE enables/disables use of a family and-all the rows of the delegatg

mand

ging a

a privileged Owner operation. If no Owner is installed, TPM_Delegate_Manage requfres no

nplifies
age by
Dwner.
Dwhner,

table

vner is

Owner
bcause

br code
ates a
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Table 155. TPM_Delegate_Manage Incoming Operands and Sizes

2009(E)

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_Manage
4 4 28 4 TPM_FAMILY_ID familylD The familyID that is to be managed
5 4 3s 4 TPM_FAMILY_OPERATION opCode Operation to be performed by this command.
6 4 4s 4 UINT32 opDataSize Size in bytes of opData
7 <> 5s <> BYTE[] opData Data necessary to implement opCode
8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for ownet authenticatign.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM.to’cover inputs
9 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated ‘with authHandle
10 1 4H1 1 BOOL continueAuthSession The continue use flag for the authdrization session handle
11 20 TPM_AUTHDATA ownerAuth HMAC key: ownerAuth.
Table 156. TPM_Delegate_Manage Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPMATAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Teotal/number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_Manage
4 4 3S 4 UINT32 retDataSize Size in bytes of retData
5 <> 48 <> BYTE[] retData Returned data
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
8 20 TPM_AUTHDATA resAuth HMAC key: ownerAuth.
Action
1. If opCode != TPM_FAMILY CREATE
a. |Locate famiilylD in the TPM_FAMILY TABLE and set familyRow to indicate row| return
TPM_BADINDEX if not found
b. |Set FR;*a TPM_FAMILY_TABLE_ENTRY, to TPM_FAMILY_TABLE. famTableRow [familyRow]

2. If tags TPM_TAG_RQU_AUTH1_COMMAND

a. Validate the command and parameters using ownerAuth, return TPM_AUTHFAIL on error

b.

If the command is delegated (authHandle session type is TPM_PID_DSAP or through
ownerReference delegation)

i. IfopCode =TPM_FAMILY_CREATE
The TPM MUST ignore familylD

ii. Else

1.

1.

Verify that the familylD associated with authHandle matches the familylD parameter, return
TPM_DELEGATE_FAMILY on error

© ISO/IEC 2009 — All rights reserved

135


https://standardsiso.com/api/?name=fce94217bbbe44d67cce800404b8f26c

ISO/IEC 11889-4:2009(E)

3. Else

S

= @

J-

136

k.

If TPM_PERMANENT _DATA -> ownerAuth is valid, return TPM_AUTHFAIL

If opCode != TPM_FAMILY_CREATE and FR -> flags -> TPM_DELEGATE_ADMIN_LOCK is

TRUE, return TPM_DELEGATE_LOCK
Validate max NV writes without an owner
i. SetNV1to TPM_PERMANENT_DATA -> noOwnerNVWrite

Ferement-NY by

iv. Set TPM_PERMANENT_DATA -> noOwnerNVWrite to NV1

UST invalidate all DSAP sessions

UST invalidate all OSAP sessions associated with the delegation table

AY invalidate any other session

ewly allocated space.
alidate that opData is a TPM_FAMILY_LABEL

Map F2 to a TPM_FAMILY_TABLE_ENTRY

it SetF2->tagto TPM_TAG_FAMILY) TABLE_ENTRY

ij. SetF2->familyLabel to opData

Increment TPM_PERMANENT_DATA -> lastFamilylD by 1

et F2 -> familylD = TPM-PERMANENT_DATA -> lastFamilylD
et F2 -> verificationCount = 1

et F2 -> flags ->FPM_FAMFLAG_ENABLED to FALSE

et F2 -> flags.-> " TPM_DELEGATE_ADMIN_LOCK to FALSE

et retDataSize = 4

et retData = F2 -> familylD
eturn TPM_SUCCESS

iji. IfNV1>TPM_MAX_NV_WRITE_NOOWNER return TPM_MAXNVWRITES

UST set TPM_STCLEAR_DATA -> ownerReference to TPM_KH_-OWNER

alidate that sufficient space exists within the TPM to store an additional family and map F

it If opDataSize != sizeof(TPM_FAMILY_LABEL) return TPM_BAD_PARAM_SIZE

P to the

If authHandle is of type DSAP then continueAuthSession MUST set to FALSE
If opCode == TPM_FAMILY_ADMIN

a.

b
C.
d

Validate that opDataSize == 1, and that opData is a Boolean value.
Set (FR -> flags -> TPM_DELEGATE_ADMIN_LOCK) = opData
Set retDataSize = 0

Return TPM_SUCCESS
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8. else If opCode == TPM_FAMILY_ENABLE

a.
b.
C.
d.

Validate that opDataSize == 1, and that opData is a Boolean value.
Set FR -> flags-> TPM_FAMFLAG_ENABLED = opData

Set retDataSize = 0

Return TPM_SUCCESS

9. else If opCode == TPM_FAMILY_INVALIDATE

a.

b.
C.
10.E

20.2
Start d
This ca

There
key us

S

These

Invalidate all data associated with familyRow

i. All data is all information pointed to by FR
ii. return TPM_SELFTEST_FAILED on failure
Set retDataSize = 0

Return TPM_SUCCESS

e return TPM_BAD_PARAMETER

TPM_Delegate_CreateKeyDelegation
f informative comment:

mmand delegates privilege to use a key by creating a blob that can be used by TPM_DSAW.

Age is incorrect, this command succeeds, but the delegated command will fail.

(TPM_PDelegate_CreateOwnerDelegation must-be used to delegate Owner privilege.)
End of informative comment
Table 157. TPM_Delegate-CreateKeyDelegation Incoming Operands and Sizes
PARAM HMAC L.
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag

3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_CreateKeyDelegation.

4 4 TRMVKEY_HANDLE keyHandle The keyHandle identifier of a loaded key.

5 <> 28 <> TPM_DELEGATE_PUBLIC publicinfo The public information necessary to fill in the blob

6 20 35 20 TPM ENCAUTH delAuth The encrypted new AuthData for lthe blob._ The encryption key is fhe

- shared secret from the authorization session protocol.
7 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle authorizatipn
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4H1 1 BOOL continueAuthSession Ignored
. The authorization session digest that authorizes the use of
10 20 TPM_AUTHDATA privAuth keyHandle. HMAC key: key.usageAuth

© ISO/IEC 2009 — All rights reserved
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blobs CANNOT be used as input data for TPMLoadOwnerDelegation because the interpal TPM
delegate table can store owner delegations only.
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Table 158. TPM_Delegate_CreateKeyDelegation Outgoing Operands and Sizes

HMAC
Name

Type Description

# Sy

TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND

UINT32 paramSize Total number of output bytes including paramSize and tag

TPM_RESULT returnCode The return code of the operation.

2S TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_CreateKeyDelegation

pore) OTINTOZ DIoDSTZE TITe TeTgtT o tTe retared o1oo

<>

TPM_DELEGATE_KEY_BLO

4S8 B

<> blob The partially encrypted delegation information.

20

2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs,

3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle

4H1 BOOL continueAuthSession Continue use flag. Fixed value of FALSE

20

The authorization session digest for the returned parameters. HMA

TPM_AUTHDATA key: key.usageAuth

resAuth

Descri
1. The

com
Action
. Veri

Locs
TPM

If th
par

a.

b.

¢

Che
5. Veri

errof

TPM_DELEGATE_FAMILY on error

If
TPM_FAMFLAG_ENABLED is FALSE, return error TPM_DISABLED_CMD.

erify that the delegation bits in publicinfo do not grant more permissions then currently del¢gated.

btion

use restrictions that may be present on the key pointed to bytkeyHandle are not enforced
mand. Stated another way, TPM_CreateKeyDelegation is not.a use of the key.

y AuthData for the command and parameters using privAuth

ite publicinfo -> familylD in the TPM_FAMILY.(FABLE and set familyRow to indicate row
| BADINDEX if not found

key authentication is in fact a delegation, then the TPM SHALL validate the comma
meters using Delegation authorization;.then

alidate that authHandle .<>" familyID equals publicinfo -> familylD

TPM_FAMILY_TABLE.famTableRow|[ authHandle -> familyID] -> flag

Dtherwise return_erfor TPM_AUTHFAIL
ck that publiclnfo -> delegateType is TPM_DEL_KEY_BITS
y that authHandle indicates an OSAP or DSAP session return TPM_INVALID_AUTHHANI

Crea
Crea
Create M1 a TPM_DELEGATE_SENSITIVE structure

for this

return

hd and

return

->

)

DLE on

a. Set M1->tagto TPM_TAG_DELEGATE_SENSITIVE
b. Set M1 -> authValue to a1

c. The TPM MAY add additional information of a sensitive nature relative to the delegation

138

Create M2 the encryption of M1 using TPM_DELEGATE_KEY
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10. Create P1 a TPM_DELEGATE_KEY_BLOB
a. SetP1->tagto TPM_TAG_DELG_KEY_BLOB
b. Set P1->pubKeyDigest to H1
c. Set P1-> pub to Publicinfo
d. Set P1 -> pub -> verificationCount to familyRow -> verificationCount

e. Set P1 -> integrityDigest to all zeros

2009(E)

f. |The TPM sets additionalArea and additionalAreaSize appropriate for this TPM. The inf¢rmation

MAY include symmetric IV, symmetric mode of encryption and other data that allows{the
process the blob in the future.

g. |Set P1 -> sensitiveSize to the size of M2
h. [Set P1 -> sensitiveArea to M2
11. Calculate H2 the HMAC of P1 using tpmProof as the secret
12. Set P1 -> integrityDigest to H2
13. Igniore continueAuthSession on input set continueAuthSession to FALSE on output
14. Return P1 as blob

20.3 | TPM_Delegate_CreateOwnerDelegation
Start qf informative comment:

TPM_[Delegate CreateOwnerDelegation delegates the” Owner’s privilege to use a set of c(
ordinals, by creating a blob. Such blobs can~be used as input data for TPM_D
TPM_Delegate_LoadOwnerDelegation.

TPM_Delegate CreateOwnerDelegation includes the ability to void all existing delegati
i nting the verification count) before “creating the new delegation. This ensures that
delegation will be the only delegation.that can operate at Owner privilege in this family. T

TPM to

bmmand
SAP  or

bns  (by
he new
his new

delegation could be used to enable a‘\security monitor (a local separate entity, or remote separate entity,

or local host entity) to reinitialize atfamily and perhaps perform external verification of delegation
Normally the ordinals for a delegated security monitor would

TPM_[Delegate_CreateOwnerDelegation (this command) in order to permit the monitor to creats
delegations, and TPM_Delegate UpdateVerification to reactivate some previously voided delegati

If the verification countiis incremented and the new delegation does not delegate any privileges
ordinals) at all, or uses an authorization value that is then discarded, this family’s delegations arg
and dellegation must be managed using actual Owner authorization.

(TPM
End of informative comment.

elegateCreateKeyDelegation must be used to delegate privilege to use a key.)

settings.
include

e further

DNS.

(to any
all void
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Table 159. TPM_Delegate_CreateOwnerDelegation Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal TPM_ORD_Delegate_CreateOwnerDelegation.
4 1 28 1 BOOL increment Flag dictates whether verificationCount will be incremented
5 <> 35 FPM—DELESATEPUBHE pubticinfo Frepublicparametersforthe-biotr
6 20 4S 20 TPM_ENCAUTH delAuth The encrypted new AuthData for the blob. The encryption keyis thg
shared secret from the OSAP protocol.
7 4 TPM_AUTHHANDLE authHandle The authorization session handle TPM_Owner-Authentication
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to coverinputs
8 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with-authHandle
9 1 4H1 1 BOOL continueAuthSession Ignored
10 20 TPM_AUTHDATA ownerAuth The authorization session digest,/HMAC key:ownerAuth
Table 160. TPM_Delegate_CreateOwnerDelegation Outgoing.Operands and Sizes
PARAM HMAC L.
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG/RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total humber of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal TPM_ORD_Delegate_CreateOwnerDelegation
4 4 38 4 UINT32 blobSize The length of the returned blob
5 <> 4S <> EE('\DAEDELEGATE—OWNER— blob The partially encrypted delegation information.
6 20 2H1 20 TPM_NONCE nongceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag. Fixed value of FALSE
8 20 TPM AUTHDATA resAuth The. authorization session digest for the returned parameters. HMAC
- key: ownerAuth
Action
1. The| TPM SHALL- authenticate the command using TPM_Owner-Authentication. |Return
TPM_AUTHFAIL<on failure.
2. Locate publiclnfo -> familylD in the TPM_FAMILY_TABLE and set familyRow to indicate the row
retufn TPM: BADINDEX if not found
a. $EtFR to TPM_FAMILY_ TABLE.famTableRow[familyRow]
3. Ifthe TPM_Owner-Authentication is in fact a delegation
a. Validate that authHandle -> familyID equals publicinfo -> familylD return

TPM_DELEGATE_FAMILY on error

140

If FR -> flags -> TPM_FAMFLAG_ENABLED is FALSE, return error TPM_DISABLED_CMD.

Verify that the delegation bits in publicInfo do not grant more permissions then currently delegated.
Otherwise, return error TPM_AUTHFAIL.
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11.

12.
13.
14.
15.

ISO/IEC 11889-4:

Check that publicinfo -> delegateType is TPM_DEL_OWNER_BITS

5. Verify that authHandle indicates an OSAP or DSAP session return TPM_INVALID_AUTHHANDLE on
error

If increment == TRUE

a.
b.

C.

Increment FR -> verificationCount
Set TPM_STCLEAR_DATA-> ownerReference to TPM_KH_OWNER

Tha TRPM invalidatas cascsions
T TC—T T VI TV SITOTt o O OCOOTOT D

2009(E)

i. MUST invalidate all DSAP sessions
i. MUST invalidate all OSAP sessions associated with the delegation table

iii. MAY invalidate any other session

Cre¢ate a1 by decrypting delAuth according to the ADIP indicated by authHandle.
Crgate M1 a TPM_DELEGATE_SENSITIVE structure

C.
C

-~ 0 Qo0 T ®

Set M1 -> tag to TPM_TAG_DELEGATE_SENSITIVE
Set M1 -> authValue to a1
Set other M1 fields as determined by the TPM vendor

re¢ate M2 the encryption of M1 using TPM_DELEGATE_KEY
. Cr¢ate B1 a TPM_DELEGATE_OWNER_BLOB

Set B1 ->tag to TPM_TAG_DELG_OWNER_BLOB
Set B1 -> pub to publiclnfo

Set B1 -> sensitiveSize to the size of M2

Set B1 -> sensitiveArea to M2

Set B1 -> integrityDigest to all zeros

Set B1 -> pub -> verificationCount to FR -> verificationCount

Thé TPM sets additionalAréa)and additionalAreaSize appropriate for this TPM. The informati
include symmetric IV, symmetric mode of encryption and other data that allows the TPM to
the| blob in the future.

Cregate H1 the HMAG of B1 using tpmProof as the secret
Set B1 -> integrityDigest to H1

Ignjore continueAuthSession on input set continueAuthSession to FALSE on output
RefurnB1 as blob

on MAY
process

© ISO/IEC 2009 — All rights reserved
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20.4 TPM_Delegate_LoadOwnerDelegation

Start of informative comment:

This command

loads a delegate table

row blob

into a non-volatile delegate

table

row.

TPM_Delegate LoadOwnerDelegation can be used during manufacturing or on first boot (when no Owner
is installed), or after an Owner is installed. If an Owner is installed, TPM_Delegate LoadOwnerDelegation
requires Owner authorization, and sensitive information must be encrypted.

Burn-out of TPM non-volatile storage by inappropriate use is mitigated by the TPM’s normal limits on NV-

age, to

on the

writes inthe—ab e-of-amOw gusing—TFPM—Detegate—a
preventisubsequent tampering.
A management system outside the TPM is expected to manage the delegate table rows ‘stored
TPM, and can overwrite any previously stored data.
This command cannot be used to load key delegation blobs into the TPM
End of {nformative comment.
Table 161. TPM_Delegate_LoadOwnerDelegation Incoming Operands and Sizes
PARAM HMAC L
Type Name Description
# Sz # Y4
1 2 TPM_TAG tag TPM_TAG_RQUY_AUTH1_COMMAND
2 4 UINT32 paramSize Total numbér of input bytes incl. paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Ordinak TPM_ORD_Delegate_LoadOwnerDelegation
4 4 3S 4 TPM_DELEGATE_INDEX index The index of the delegate row to be written
5 4 4S 4 UINT32 blobSize The size of the delegate blob
6 <> 58 <> ;Pgll_—gBELEGATE—OWNE blob Delegation information, including encrypted portions as appropriatg
7 4 TPM_AUTHHANDLE authHandle The authorization session handle TPM_Owner-Authentication
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H1 20 TPM_NONCE nonceQdd Nonce generated by system associated with authHandle
9 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
10 20 TPM_AUTHDATA ownerAuth The authorization session digest. HMAC key:ownerAuth
142 © ISO/IEC 2009 — All rights reserved
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Table 162. TPM_Delegate_LoadOwnerDelegation Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes
3 4 1S 4 TPM_RESULT returnCode The return code of the operation
2S 4 TPM_COMMAND_CODE ordinal TPM_ORD_Delegate_LoadOwnerDelegation
5 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
6 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
7 20 TPM_AUTHDATA resAuth Authorization HMAC key: ownerAuth.

Actions
1. Map blob to D1 a TPM_DELEGATE_OWNER_ BLOB.
a. |Validate that D1 -> tag == TPM_TAG_DELEGATE_OWNER_BLOB

2. Logate D1 -> pub -> familylD in the TPM_FAMILY_TABLE and setfamilyRow to indicate row, return
TPM_BADINDEX if not found

Set FR to TPM_FAMILY_TABLE -> famTableRow[familyRew]
4. [f TIPM Owner is installed

a. |Validate the command and parameters using TRM_Owner-Authentication, return TPM_AUTHFAIL
on error

b. [If the command is delegated (authHandle session type is TPM_PID_DSAP or |through
ownerReference delegation), verify that D1 -> pub -> familylD matches authHandle -> famjlylD, on
error return TPM_DELEGATE_FAMILY

5. Else
a. [If tag is not TPM_TAG_RQU_ COMMAND, return TPM_AUTHFAIL

If FR -> flags -> TPM_DELEGATE_ADMIN_LOCK is TRUE return TPM_DELEGATE_LOQK

c. |Validate max NV writes without an owner

i. SetNV1toPD=<>noOwnerNVWrite

ii. IncrementNV1 by 1

ii. If N4> TPM_MAX_NV_WRITE_NOOWNER return TPM_MAXNVWRITES

iv. ,Set PD -> noOwnerNVWrite to NV1

6. If HR=> flags -> TPM_FAMFLAG_ENABLED is FALSE, return TPM_DISABLED_CMD
If TPM Owner is installed, validate the integrity of the blob

a. Copy D1 -> integrityDigest to H2

b. Set D1 -> integrityDigest to all zeros

c. Create H3 the HMAC of D1 using tpmProof as the secret
d. Compare H2 to H3, return TPM_AUTHFAIL on mismatch

8. If TPM Owner is installed, create S1 a TPM_DELEGATE_SENSITIVE area by decrypting D1 ->
sensitiveArea using TPM_DELEGATE_KEY. Otherwise set S1 = D1 -> sensitiveArea
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9. Validate S1

a. Validate that S1 -> tag == TPM_TAG_DELEGATE_SENSITIVE, return
TPM_INVALID_STRUCTURE on error

10. Validate that index is a valid value for delegateTable, return TPM_BADINDEX on error
11. The TPM invalidates sessions
a. MUST invalidate all DSAP sessions

c. IMAY invalidate any other session
12. Copy data to the delegate table row
a. Copy the TPM_DELEGATE_PUBLIC from D1 -> pub to TPM_DELEGATE_TABLE ->

b. Copy the TPM_SECRET from S1 -> authValue to TPM_DELEGATE_TABLE -> delRow][infex] ->

c. $et TPM_STCLEAR_ DATA-> ownerReference to TPM_KH_OWNER
d. [If authHandle is of type DSAP then continueAuthSession MUST set to FALSE
13. Return TPM_SUCCESS

20.5 |[TPM_Delegate_ReadTable

Start o:lri‘nformative comment:

This command reads from the TPM the public contents of the family and delegate tables that are| stored
on the TPM. Such data is required during external yetification of tables.

There afe no restrictions on the execution of this command; anyone can read this information regardless
of the state of the PCRs, regardless of whether they know any specific AuthData value and regardless of
whethen or not the enable and admin bits:are set one way or the other.

End of [nformative comment.
Table 163. TPM_Delegate_ReadTable Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINTB2 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_ReadTable

Table 164. TPM_Delegate_ReadTable Outgoing Operands and Sizes

PARAM HMAC
Type Name Description

# Sz 7 SZ
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_ReadTable
4 4 38 4 UINT32 familyTableSize Size in bytes of familyTable
5 <> 4S <> BYTE[] familyTable Array of TPM_FAMILY_TABLE_ENTRY elements
6 4 58 4 UINT32 delegateTableSize Size in bytes of delegateTable
7 < | 6s < | ByTEQ delegateTable greramye(r)]fts'l'PM_DELEGATE_lNDEX and TPM_DELEGATE_PUBLIC
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Actions

1. Set

familyTableSize  to
sizeof(TPM_FAMILY_TABLE_ELEMENT).

Copy the valid entries in the internal family table to the output array familyTable

number  of

ISO/IEC 11889-4:2009(E)

valid families on the TPM

times

Set delegateTableSize to the number of valid delegate table entries on the TPM times
(sizeof(TPM_DELEGATE_PUBLIC) + 4).

4. For each valid entry

a. [Write the TPM_DELEGATE_INDEX to delegateTable
b. [Copy the TPM_DELEGATE_PUBLIC to delegateTable
5. Return TPM_SUCCESS
20.6 | TPM_Delegate_UpdateVerification
Start gf informative comment:
TPM_UWpdateVerification sets the verificationCount in an entity (a blob or-a‘delegation row) to the
family palue, in order that the delegations represented by that entity will continue to be accepte
TPM.
End of informative comment.
Table 165. TPM_Delegate_UpdateVerification Incoming Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_UpdateVerification
4 4 2S 4 UINT32 inputSize The size of inputData
. TPM_DELEGATE_KEY_BLOB or
51 =] 38 | = |BTE inputData TPM_DELEGATE_OWNER_BLOB or TPM_DELEGATE_INDEX
6 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authenticatign.
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
7 20 3H1 20 | TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
8 1 4H1 1 BOOly continueAuthSession The continue use flag for the authorization session handle
9 20 TRM_AUTHDATA ownerAuth Authorization HMAC key: ownerAuth.
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Table 166. TPM_Delegate_UpdateVerification Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# | sz # | sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_Delegate_UpdateVerification
4 4 3S 4 UINT32 outputSize The size of the output
s | =] | < |ore T T e L
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with atthHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
8 20 TPM_AUTHDATA resAuth 1’2; 21;:22&233]0& session digest forsthe returned parameters. HMAC
Actiong
1. Verify the TPM Owner, directly or indirectly through delegation, authorizes the command and
pargmeters, on error return TPM_AUTHFAIL
2. Detgrmine the type of inputData (TPM_DELEGATE_TABLE_ROW or
TPM_DELEGATE_OWNER _BLOB or TPM_DELEGATE-KEY_BLOB) and map D1 to that strug¢ture
a. Mapping to TPM_DELEGATE_TABLE_ROW _réquires taking inputData as a tableInd¢x and
Ipcating the appropriate row in the table
3. If D] is a TPM_DELEGATE_OWNER_BLOB:.gr TPM_DELEGATE_KEY_BLOB, validate the integrity
of D{i
a. Copy D1 -> integrityDigest to H2
b. $et D1 -> integrityDigest to all zeros
c. Create H3 the HMAC of D1wusing tpmProof as the secret
d. Compare H2 to H3 return,TPM_AUTHFAIL on mismatch
4. Locate (D1 -> pub -> familylD) in the TPM_FAMILY_TABLE and set familyRow to indicate row| return
TPM_BADINDEX if notfound
Set FR to TPM_FAMILY_TABLE.famTableRow[familyRow]
If dlegated verlfy that famlly of the delegated Owner-auth is the same as D1: (authHapdle ->
7. hilyID -

Set D1 -> verificationCount to FR -> verificationCount
If D1 is a TPM_DELEGATE_OWNER_BLOB or TPM_DELEGATE_KEY_BLOB set the integrity of D1
a. Set D1 -> integrityDigest to all zeros

b. Create H1 the HMAC of D1 using tpmProof as the secret
c. Set D1 -> integrityDigest to H1

10. If D1 is a blob recreate the blob and return it
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20.7 TPM_Delegate VerifyDelegation

Start of informative comment:

ISO/IEC 11889-4:2009(E)

TPM_VerifyDelegation interprets a delegate blob and returns success or failure, depending on whether
the blob is currently valid. The delegate blob is NOT loaded into the TPM.

End of informative comment.

Table 167. TPM_Delegate_VerifyDelegation Incoming Operands and Sizes

PARAM HMAC - ~ o A

m 57 m P~ TYP® Name DESTTTPUOMN

1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S TPM_COMMAND_CODE ordinal Command ordinal, TPM_Delegate_VerifyDelegation

4 4 28 UINT32 delegationSize The length of the delegated information blob

5 <> 3S <>

BYTE[ ]

delegation

TPM_DELEGATE_KEY_BLOB or
TPM_DELEGATE_OWNER_BLOB

Table 168. TPM_Delegate_VerifyDelegation Outgoing Operands and Sizes

:ARAZZ #HMACSZ Type Name Description
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 1S TPM_RESULT returnCode The return,cede of the operation.

2S TPM_COMMAND_CODE ordinal Commahnd ordinal, TPM_Delegate_VerifyDelegation
Actions

1. Defermine the type of blob, If delegation -> tag:is equal to TPM_TAG_DELGATE_OWNER

then

a. [Map D1 a TPM_DELEGATE_OWNER_BLOB to delegation
2. Elsg if delegation -> tag = TPM_TAG_DELG_KEY_BLOB
a. |Map D1 a TPM_DELEGATE_KEYJUBLOB to delegation

3. E

TPM_BADINDEX if not found

se return TPM_BAD_PARAMETER
4. Logate D1 -> familylD in the TPM_FAMILY_TABLE and set familyRow to indicate row

5. Setf FR to TPM_FAMILY JTABLE.famTableRow[familyRow]

R_BLOB

, return

h return

6. If AR -> flags TPMAFAMFLAG_ENABLED is FALSE, return TPM_DISABLED_CMD
7. Validate that D1*-> pub -> verificationCount matches FR -> verificationCount, on mismatc
TPM_FAMILYECOUNT
8. Validate the'integrity of D1
a. |Cepy D1 -> integrityDigest to H2
b. LSet D1 -> integrityDigest to all zeros
c. Create H3 the HMAC of D1 using tpmProof as the secret
d. Compare H2 to H3 return TPM_AUTHFAIL on mismatch
9. Create S1 a TPM_DELEGATE_SENSITIVE area by decrypting D1 -> sensitiveArea using

TPM_DELEGATE_KEY
10. Validate S1 values

a.
b.

S1->tagis TPM_TAG_DELEGATE_SENSTIVE
Return TPM_BAD_PARAMETER on error

11. Return TPM_SUCCESS
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21. Non-volatile Storage
Start of informative comment:

This section handles the allocation and use of the TPM non-volatile storage.
End of informative comment.

If nvindex refers to the DIR, the TPM ignores actions containing access control checks that have no
meaning for the DIR. The TPM only checks the owner authorization.
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21.1 TPM_NV_DefineSpace

Start of informative comment:

ISO/IEC 11889-4:2009(E)

This establishes the space necessary for the indicated index. The definition will include the access
requirements for writing and reading the area.

The space definition size does not include the area needed to manage the space.

Settind TPM_PERMANENT_FLAGS -> nvLocked TRUE when it is already TRUE is not an error:

End of informative comment.

Table 169. TPM_NV_DefineSpace Incoming Operands and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes\incldding paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Ordinal, TPM_ORD_NYV ‘DefineSpace
4 <> 2S <> TPM_NV_DATA_PUBLIC publnfo The public paraméters of the NV area
5 20 3s 20 TPM_ENCAUTH encAuth The encrypted Autthta, only valid if the attributes require
subsequent,authorization
6 4 TPM_AUTHHANDLE authHandle The authorization session handle used for ownerAuth
2H1 20 TPM_NONCE authLastNonceEven Evenrnonce previously generated by TPM to cover inputs
7 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle

8 1 4H1 1 BOOL

continueAuthSession

The continue use flag for the authorization session handle

9 20 TPM_AUTHDATA ownerAuth The authorization session digest HMAC key: ownerAuth
Table 170. TPM_NV_DefineSpace Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT. returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal ordinal, TPM_ORD_NV_DefineSpace
4 20 2H1 20 § TPM.NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 § TPMYNONCE nonceOdd Nonce generated by system associated with authHandle

5 1 4H1 1 BOOL

continueAuthSession

Continue use flag, fixed to FALSE

TPM_AUTHDATA

ownerAuth

The authorization session digest HMAC key: ownerAuth
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Actions

1. If pubInfo -> nvindex == TPM_NV_INDEX_LOCK and tag = TPM_TAG_RQU_COMMAND
a. If publnfo -> dataSize is not 0, the command MAY return TPM_BADINDEX.
b. Set TPM_PERMANENT_FLAGS -> nvLocked to TRUE
c. Return TPM_SUCCESS

2. If TPM_PERMANENT_FLAGS -> nvLocked is FALSE then all authorization checks except for the Max
NV writes are ignored

a. Ignored checks include physical presence, authorization, 'D' bit check, bGlobalkogk, no
uthorization with a TPM owner present, bWriteSTClear, and the check that publnfo ~> datgSize is
in Action 5.c. (the no-authorization case).

it The check that publnfo -> dataSize is 0 is still enforced in Action 6.f. (returning after deleting a
previously defined storage area) and Action 9.f. (not allowing a space of size 0 to be def|ned).

ij. The check for publnfo -> nvindex == TPM_NV_INDEXO in Action 3. js not ignored.
3. If pubInfo -> nvindex has the D bit (bit 28) set to a 1 or publnfo -> nvindex:s= TPM_NV_INDEX0( then
a. Return TPM_BADINDEX

b. The D bit specifies an index value that is set in manufacturing:and can never be deleted orf added
the TPM

c. Index value TPM_NV_INDEXO is reserved and cannot be defined
4. Iftag = TPM_TAG_RQU_AUTH1_COMMAND then

a. The TPM MUST validate the command and parameters using the TPM_Owner-Authentication and
wnerAuth, on error return TPM_AUTHFAIL

b. authHandle session type MUST be OSAP
c. Create A1 by decrypting encAuth accerding to the ADIP indicated by authHandle.

5. else
a. Yalidate the assertion of physical-presence. Return TPM_BAD_PRESENCE on error.
b. If TPM Owner is present then'return TPM_OWNER_SET.

c. If publnfo -> dataSize i§ 0then return TPM_BAD_DATASIZE. Setting the size to 0 represgnts an
ttempt to delete the(value without TPM_Owner-Authentication.

d. Yalidate max N\\-writes without an owner

it SetNV14oFPM_PERMANENT_DATA -> noOwnerNVWrite

ij. Increment NV1 by 1

iji. IfNV1T>TPM_MAX_NV_WRITE_NOOWNER return TPM_MAXNVWRITES
ilv. Set TPM_PERMANENT_DATA -> noOwnerNVWrite to NV1

e. Set A1 to encAuth. There is no nonce or authorization to create the encryption string, hence the
AuthData value is passed in the clear

6. If publnfo -> nvindex points to a valid previously defined storage area then
a. Map D1 a TPM_NV_DATA_SENSITIVE to the storage area

b. If D1 -> attributes specifies TPM_NV_PER_GLOBALLOCK then
i. IfTPM_STCLEAR_FLAGS -> bGlobalLock is TRUE then return TPM_AREA_LOCKED
c. If D1 -> attributes specifies TPM_NV_PER_WRITE_STCLEAR
i. If D1 -> publnfo -> bWriteSTClear is TRUE then return TPM_AREA_LOCKED
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9.

10.

d.

e.

f.

ISO/IEC 11889-4:

2009(E)

Invalidate the data area currently pointed to by D1 and ensure that if the area is reallocated no

residual information is left

The TPM invalidates authorization sessions

i. MUST invalidate all authorization sessions associated with D1
ii. MAY invalidate any other authorization session

If publnfo -> dataSize is 0 then return TPM_SUCCESS

Pa rea nuihlnfa S narlnfaDAanA
AT =A== \~4 PormTortcoc

Validate pcrinfoRead structure on error return TPM_INVALID_STRUCTURE

i. Validation includes proper PCR selections and locality selections

Pafse publinfo -> pcrinfoWrite

Validate pcrinfoWrite structure on error return TPM_INVALID_STRUCTURE
i. Validation includes proper PCR selections and locality selections

If pcrinfoWrite -> localityAtRelease disallows some localities

i. Set writeLocalities to TRUE

Else

i. Set writeLocalities to FALSE

Validate that the attributes are consistent

a.

f.

The TPM SHALL ignore the bReadSTClear, b\WriteSTClear and bWriteDefine attributes du
execution of this command

If TPM_NV_PER_OWNERWRITE is TRUE and TPM_NV_PER_AUTHWRITE is TRU
TPM_AUTH_CONFLICT

If TPM_NV_PER_OWNERREAD is TRUE and TPM_NV_PER_AUTHREAD is TRU}
TPM_AUTH_CONFLICT

If TPM_NV_PER_OWNERWRITE and TPM_NV_PER_AUTHWRITE
TPM_NV_PER_WRITEDPEFINE and TPM_NV_PER_PPWRITE and writeLocalities are all

i. Return TPM_PER NOWRITE
Validate publnfo<=>’nvindex

i. Make sure that the index is applicable for this TPM. Return TPM_BADINDEX on error|
index dsiplatform and context sensitive. That is, attempting to validate an index
suceessful in one configuration and invalid in another configuration. The individu
values MUST indicate if there are any restrictions on the use of the index.

ring the

E return

E return

and
FALSE

A valid
may be
bl index

it TPM_NV_INDEX_ DIR is always an invalid defined index.

If dataSize is 0 return TPM_BAD_ PARAM_SIZE

Create D1 a TPM_NV_DATA_SENSITIVE structure

© o 0o T

Set D1 -> publnfo to publinfo

Set D1 -> authValue to A1

Set D1 -> publinfo -> bReadSTClear to FALSE
Set D1 -> publnfo -> bWriteSTClear to FALSE
Set D1 -> publnfo -> bWriteDefine to FALSE
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11. Validate that sufficient NV is available to store D1 and publinfo -> dataSize bytes of data
a. Return TPM_NOSPACE if pubinfo -> dataSize is not available in the TPM

12. If publnfo -> nvindex is not TPM_NV_INDEX_TRIAL

a. Reserve NV space for publnfo -> dataSize

b. Set all bytes in the newly defined area to OxFF

13. Ignore continueAuthSession on input and set to FALSE on output

zed or

owner
on.

14. Retyrn TPM_SUCCESS
21.2 |TPM_NV_WriteValue
Start of{informative comment:
This cdmmand writes the value to a defined area. The write can be TPM ,Owner authori
unauthgrized and protected by other attributes and will work when no TPM Owner'is present.
The action setting bGlobalLock to TRUE is intentionally before the aetion checking the
authorization. This allows code (e.g., a BIOS) to lock NVRAM without knowing the owner authorizati
End of [nformative comment.
Table 171. TPM_NV_WriteValue Incoming Operands and Sizes
PARAM HMAC /) \
Type Name Description
# Sz # Y4
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Ordinal, TPM_ORD_NV_WriteValue
4 4 28 4 TPM_NV_INDEX nvindex The index of the area to set
5 4 38 4 UINT32 offset The offset into the NV Area
6 4 4S 4 UINT32 dataSize The size of the data parameter
7 <> 58 <> BYTE data The data to set the area to
8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for TPM Owner
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
9 20 3H1 20 TPM_NONCE authNonceOdd Nonce generated by caller
10 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
11 20 TPM_AUTHDATA ownerAuth The authorization session digest HMAC key: ownerAuth
Table 172. TPM_NV_WriteValue Outgoing Operands and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal ordinal, TPM_ORD_NV_WriteValue
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE authNonceOdd Nonce generated by caller
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA ownerAuth The authorization session digest HMAC key: ownerAuth
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Actions

If TPM_PERMANENT_FLAGS -> nvLocked is FALSE then all authorization checks except for the max
NV writes are ignored

Ignored checks include physical presence, authorization, TPM_NV_PER_OWNERWRITE, PCR,

1.

a.

b.

bWriteDefine, bGlobalLock, bWriteSTClear, and locality.
TPM_NV_PER_AUTHWRITE is not ignored.

If nvindex is TPM NV INDEXO then

a.
b.
c.

Logate and set D1 to the TPM_NV_DATA_AREA that corresponds <10 nvindex,
TPM_BADINDEX on error

a.
If O1 -> permission -> TPM_NV_PER_AUTHWRITE is TRUE return. TPM_AUTH_CONFLICT
If tag = TPM_TAG_RQU_AUTH1_COMMAND then

Else

Check that D1 -> pcrinfoWrite -> localityAtRelease for TPM_STANY_DATA -> localityMg
TRUE

b.

If D1 <= attributes specifies TPM_NV_PER_PPWRITE then validate physical presence is as
nofreturn TPM_BAD_PRESENCE

2009(E)

If dataSize is not 0, the TPM MAY return TPM_BADINDEX.
Set TPM_STCLEAR_FLAGS -> bGlobalLock to TRUE
Return TPM_SUCCESS

If nvindex = TPM_NV_INDEX_DIR, set D1 to TPM_PERMANENT _DATA -> authDir[0]

If D1 -> permission -> TPM_NV_PER_OWNERWRITE is FALSE return TPM_AUTH_CON

Validate command and parameters using ownerAuth"HMAC with TPM_Owner-Authentic
the secret, return TPM_AUTHFAIL on error

If D1 -> permission -> TPM_NV_PER_OWNERWRITE is TRUE return TPM_AUTH_CON-R
If no TPM Owner validate max NV writes‘\without an owner

i. SetNV1to TPM_PERMANENT DATA -> noOwnerNVWrite

ii. Increment NV1 by 1

ii. 1fNV1>TPM_MAX_NWV. WRITE_NOOWNER return TPM_MAXNVWRITES

iv. Set TPM_PERMANENT DATA -> noOwnerNVWrite to NV1

For example )if TPM_STANY_DATA -> localityModifier was 2 then D1 -> pc
localityAtRefease -> TPM_LOC_TWO would have to be TRUE

On errorreturn TPM_BAD_LOCALITY

return

FLICT

ation as

LICT

difier is

Info ->

serted if

If D1 -> attributes specifies TPM_NV_PER_WRITEDEFINE

a.

If D1 -> bWriteDefine is TRUE return TPM_AREA_LOCKED

10. If D1 -> attributes specifies TPM_NV_PER_GLOBALLOCK

a.

If TPM_STCLEAR_DATA -> bGlobalLock is TRUE return TPM_AREA_LOCKED

11. If D1 -> attributes specifies TPM_NV_PER_WRITE_STCLEAR

a.

If D1 ->bWriteSTClear is TRUE return TPM_AREA LOCKED
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12. If D1 -> pcrinfoWrite -> pcrSelection specifies a selection of TPM_STCLEAR_DATA -> PCRJ]

a. Create P1 a composite hash of the TPM_STCLEAR_DATA -> PCR[] specified by D1 ->
pcrinfoWrite

b. Compare P1 to D1 -> pcrinfoWrite -> digestAtRelease return TPM_WRONGPCRVAL on mismatch
13. If dataSize = 0 then
a. Set D1 ->bWriteSTClear to TRUE

15. Set
16. Retd

21.3

et S1 to offset + dataSize
b. [f S1> D1 -> dataSize return TPM_NOSPACE

c. If D1 -> attributes specifies TPM_NV_PER_WRITEALL

If dataSize != D1 -> dataSize return TPM_NOT_FULLWRITE

(Vrite the new value into the NV storage area

D1 -> bReadSTClear to FALSE

rn TPM_SUCCESS

TPM_NV_WriteValueAuth

Start oflinformative comment:

This command writes to a previously defined area. Thé.area must require authorization to write. U
command when authorization other than the owner authorization is to be used. Otherwis

se this
e, use

TPM_NV_WriteValue.

End of {[nformative comment.

Table 173. TPM_NV_WriteValueAuth Incoming Operands and Sizes
PARAM HMAC L.
Type Name Description

# Sz # Sz

1 2 TPM_TAG Tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Ordinal, TPM_ORD_NV_WriteValueAuth

4 4 28 4 TPMANV_INDEX nvindex The index of the area to set

5 4 3S 4 UINT32 offset The offset into the chunk

6 4 4S 4 UINT32 dataSize The size of the data area

7 <> 58 <> BYTE data The data to set the area to

8 4 TPM_AUTHHANDLE authHandle Ilr]iagtrl(:ﬂiation session handle used for NV element

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs

9 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
10 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
11 20 TPM_AUTHDATA authValue HMAC key: NV element auth value
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Table 174.TPM_NV_WriteValueAuth Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal ordinal, TPM_ORD_NV_WriteValueAuth
4 20 21t 20 TPV—NORCE TTONCEEVET EVen monce newly generated by TPMtocoveroutpputs |
3H1 20 TPM_NONCE NonceOdd Nonce generated by system associated with authHandle
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA authValue HMAC key: NV element auth value
Actions
1. Log¢ate and set D1 to the TPM_NV_DATA_AREA that corresponds to nvindex| return
TPM_BADINDEX on error
If D1 -> attributes does not specify TPM_NV_PER_AUTHWRITE then-return TPM_AUTH_CONFLICT
3. Validate authValue using D1 -> authValue, return TPM_AUTHFAIL on error
Check that D1 -> pcrinfoWrite -> localityAtRelease for FTRM_STANY_DATA -> localityMqdifier is
TRUE
a. [For example if TPM_STANY_DATA -> localityModifier was 2 then D1 -> pcfinfo ->
localityAtRelease -> TPM_LOC_TWO would have to be TRUE
b. [On error return TPM_BAD_LOCALITY
5. If D1 -> attributes specifies TPM_NV_PER.APPWRITE then validate physical presence is asgserted if
nof return TPM_BAD_PRESENCE
6. If Q1 -> pcrinfoWrite -> pcrSelection:specifies a selection of PCR
a. [Create P1 a composite hash” of the TPM_STCLEAR_DATA -> PCR[] specified by D1 ->
pcrinfoWrite
b. [Compare P1 to digestAtRelease return TPM_WRONGPCRVAL on mismatch
7. If O1 -> attributes speeifies TPM_NV_PER_WRITEDEFINE
a. [If D1 -> bWriteDefine is TRUE return TPM_AREA_LOCKED
8. If 01 -> attributes specifies TPM_NV_PER_GLOBALLOCK
a. [If TPM.STCLEAR_FLAGS -> bGlobalLock is TRUE return TPM_AREA_LOCKED
9. If O1 -= attributes specifies TPM_NV_PER_WRITE_STCLEAR
a. UEBb4—=bWriteSTClearis TRUE+eturnFRM-AREALOCKED
10. If dataSize = 0 then
a. Set D1 ->bWriteSTClear to TRUE
b. Set D1 -> bWriteDefine to TRUE
11. Else
a. Set S1 to offset + dataSize
b. If $S1> D1 -> dataSize return TPM_NOSPACE
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c. If D1 -> attributes specifies TPM_NV_PER_WRITEALL

d. Write the new value into the NV storage area

12. Set D1 -> bReadSTClear to FALSE

13. Return TPM_SUCCESS

21.4 TPM NV ReadValue

If dataSize != D1 -> dataSize return TPM_NOT_FULLWRITE

Start oi{
Read a
Action 1

informative comment:

value from the NV store. This command uses optional owner authentication.
indicates that if the NV area is not locked then reading of the NV area continues witho

it ANY
N back,

authorization. This is intentional, and allows a platform manufacturer to set the NV areas, read then
and then lock them all without having to install a TPM owner.
End of {nformative comment.
Table 175. TPM_NV_ReadValue Incoming Operands-and Sizes
PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG{RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total.number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Ofrdinal, TPM_ORD_NV_ReadValue
4 4 2S 4 TPM_NV_INDEX nvindex The index of the area to set
5 4 3S 4 UINT32 offset The offset into the area
6 4 4S 4 UINT32 dataSize The size of the data area
7 4 TPM_AUTHHANDLE authHandle The aqthqrization session handle used for TPM Owner
authorization
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H1 20 § TPM_NONCE authNonceOdd Nonce generated by caller
9 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
10 20 TPM_AUTHDATA ownerAuth HMAC key: ownerAuth
Table 176, TPM_NV_ReadValue Outgoing Operands and Sizes
PARAM HMAC
Type Name Description
# Sz # Y4
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal TPM_ORD_NV_ReadValue
4 4 38 4 UINT32 dataSize The size of the data area
5 <> 48 <> BYTE data The data to set the area to
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
8 20 TPM_AUTHDATA ownerAuth HMAC key: ownerAuth
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Actions
1. If TPM_PERMANENT_FLAGS -> nvLocked is FALSE then all authorization checks are ignored.

a.

b.

Ignored checks include physical presence, authorization, PCR, bReadSTClear, local
TPM_NV_PER_OWNERREAD.

TPM_NV_PER_AUTHREAD is not ignored.

2009(E)

ity, and

2. Set D1 a TPM_NV_DATA_AREA structure to the area pointed to by nvindex, if not found return
TPM_BADINDEX

a.

If nvindex = TPM_NV_INDEX_DIR, set D1 to TPM_PERMANENT_DATA -> authDir[0]

3. Iftag = TPM_TAG_RQU_AUTH1_COMMAND then

4. Else

If D1 -> TPM_NV_PER_OWNERREAD is FALSE return TPM_AUTH_CONFLICT

Validate command and parameters using TPM Owners authentication on erro
TPM_AUTHFAIL

If D1 -> TPM_NV_PER_AUTHREAD is TRUE return TPM_AUTHL.CONFLICT
If D1 -> TPM_NV_PER_OWNERREAD is TRUE return TPM_AUTH_CONFLICT

5. Chgck that D1 -> pcrinfoRead -> localityAtRelease for TPM_STANY_DATA -> localityMg
TRUE

For example if TPM_STANY_DATA -> localityModifier was 2 then D1 -> pc
localityAtRelease -> TPM_LOC_TWO would have to be TRUE

On error return TPM_BAD_LOCALITY

6. If D1 -> attributes specifies TPM_NV_PERPPREAD then validate physical presence is as
nof return TPM_BAD_PRESENCE

7. 1fO1->TPM_NV_PER_READ STCLEAR then

If D1 -> bReadSTClear is TRUE return TPM_DISABLED CMD

8. If 01 -> pcrinfoRead -> pcrSelection specifies a selection of PCR

Create P1 a composite hash of the TPM_STCLEAR_DATA -> PCRJ] specified by
pcrinfoRead

Compare P1 do,~D1 -> pcrinfoRead -> digestAtRelease return TPM_WRONGPCR
mismatch

9. If dataSize js.\Qthen

a.
b.

Set BP1.-> bReadSTClear to TRUE

Set data to all zeros

return

difier is

Info ->

erted if

D1 >

VAL on

10. Else

a.
b.

Set S1 to offset + dataSize
If S1 > D1 -> dataSize return TPM_NOSPACE

i. Set data to area pointed to by offset

11. Return TPM_SUCCESS
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21.5 TPM_NV_ReadValueAuth
Start of informative comment:
This command requires that the read be authorized by a value set with the blob.
End of informative comment.
Table 177. TPM_NV_ReadValueAuth Incoming Operands and Sizes

PARAM HMAC
Type Name Description

# Sz 7 SZ
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Ordinal, TPM_ORD_NV_ReadValueAuth
4 4 28 4 TPM_NV_INDEX nvindex The index of the area to set
5 4 38 4 UNIT32 offset The offset from the data area
6 4 58 4 UINT32 dataSize The size of the data area
7 4 TPM_AUTHHANDLE authHandle authThe auth handle for the NV, element authorization

2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
8 20 3H1 20 § TPM_NONCE authNonceOdd Nonce generated by system associated with authHandle
9 1 4H1 1 BOOL authContinueSession The continue use flag.for the authorization session handle
10 20 TPM_AUTHDATA authHmac HMAC key: nw€lement authorization

Table 178. TPM_NV_ReadValueAuth Outgoing Operands and Sizes

PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal ordinal, TPM_ORD_NV_ReadValueAuth
4 4 3S 4 UINT32 dataSize The size of the data area
5 <> 48 <> BYTE data The data
6 20 2H1 20 TPM_NONCE authNonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 TPM_NONCE authLastNonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL authContinueSession Continue use flag, TRUE if handle is still active
8 20 TPM_AUTHBATA authHmacOut HMAC key: nv element authorization

Action

1. Locate and<set D1 to the TPM_NV_DATA_AREA that corresponds to nvindex, on error| return
TPM_BADINDEX

If D1 < TPM_NV_PER_AUTHREAD is FALSE return TPM_AUTH_CONFLICT
Validate authHmac using D1 -> authValue on error return TPM_AUTHFAIL

If D1 -> attributes specifies TPM_NV_PER_PPREAD then validate physical presence is asserted if
not return TPM_BAD_PRESENCE

5. Check that D1 -> pcrinfoRead -> localityAtRelease for TPM_STANY_DATA -> localityModifier is
TRUE

a. For example if TPM_STANY_DATA -> localityModifier was 2 then D1 -> pcrinfo ->
localityAtRelease -> TPM_LOC_TWO would have to be TRUE

b. On error return TPM_BAD_LOCALITY
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6. If D1 -> pcrinfoRead -> pcrSelection specifies a selection of PCR

ISO/IEC 11889-4:2009(E)

a. Create P1 a composite hash of the TPM_STCLEAR_DATA -> PCR[] specified by D1 ->

pcrinfoRead

b. Compare P1 to D1 -> pcrinfoRead -> digestAtRelease return TPM_WRONGPCRVAL on

mismatch
7. If D1 specifies TPM_NV_PER_READ_STCLEAR then
a. If D1 ->bReadSTClear is TRUE return TPM_DISABLED_CMD

8. If dataSize is 0 then
a. [Set D1 -> bReadSTClear to TRUE
b. |Set data to all zeros

9. Else
a. [Set S1 to offset + dataSize
b. |If S1 > D1 -> dataSize return TPM_NOSPACE
c. |Set data to area pointed to by offset

10. Rejurn TPM_SUCCESS
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22. Session Management
Start of informative comment:

Three TPM_RT_CONTEXT session resources located in TPM_STANY_DATA work together to control
session save and load: contextNonceSession, contextCount, and contextList[].

All  three session resources MUST be initialized at TPM_Startup(ST_CLEAR) and
TPM_Startup(ST_DEACTIVATED), and MAY be initialized at TPM_Startup(ST_STATE). Initializing
invalidate vee-SeSSions: e—+e —Startup(ST—STA —Fhis—easq would
allow gaved sessions to be The actual ST _STATE operation is reported-by the
TPM_RT_CONTEXT startup effect.

TPM_SaveContext creates a contextBlob containing an encrypted contextNonceSession.x The npnce is
checked by TPM_LoadContext. So initializing contextNonceSession invalidates all sayed contexts. The
nonce ig large and protected, making a replay infeasible.

The corntextBlob also contains a public but protected contextCount. The count increments for eachl saved
contextBlob. The TPM also saves contextCount in contextList[]. The TPM validates contextBlob against
the congextList[] during TPM_LoadContext. Since the contextList[] is finite,\it"limits the number ¢f valid
essions. Since the contextCount cannot be allowed to wrap, it’limits the total number of saved

After a ¢ontextBlob is loaded, its contextCount entry is removed frem contextList[]. This releases space in
the congext list for future entries. It also invalidates the contextBlob. So a saved contextBlob fan be

| FlushSpecific can also specify a contextCount to“be removed from the contextList[], allowing
invalidation of an individual contextBlob. This is different from TPM_FlushSpecific specifying a gession
handle, which invalidates a loaded session, not a saved contextBlob.

End of {(nformative comment.

221 |TPM_KeyControlOwner

Start of{informative comment:
This command controls some attributes of keys that are stored within the TPM key cache.

OwnerByict: If this bit is~set to true, this key remains in the TPM non-volatile storage through all
TPM_Startup events. The only way to evict this key is for the TPM Owner to execute this command again,
setting the owner controlbit to false and then executing TPM_FlushSpecific.

The key| handle does'not reference an authorized entity and is not validated.

End of {nformative comment.
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Table 179. TPM_KeyControlOwner Incoming Parameters and Sizes

PARAM HMAC ..
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 UINT32 paramSize Total number of input bytes incl. paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_KeyControlOwner
4 4 TPM_KEY_HANDLE keyHandle The handle of a loaded key.
5 <> 28 <> TPM_PUBKEY pubKey The public key associated with the loaded key
6 4 3S 4 TPM_KEY_CONTROL bitName The name of the bit to be modified
7 1 48 1 BOOL bitValue The value to set the bit to
8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for owner authentication}.
9 2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to coverinputs
10 20 3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated witmauthHandle
11 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
12 20 20 TPM_AUTHDATA ownerAuth HMAC authorization: key ownerAuth
Table 180. TPM_KeyControlOwner Outgoing Parameters and Sizes
PARAM HMAC ..
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP.AUTH1_COMMAND
2 4 UINT32 paramSize Total numberof output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The réturn code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal:TPM_ORD_KeyControlOwner
4 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM.
3H1 20 TPM_NONCE nonceOdd Nonce generated by system
5 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
6 20 TPM_AUTHDATA resAuth HMAC authorization: key ownerAuth
Descrjiptions
1. Set an internal bit within the key cache that controls some attribute of a loaded key.
Actions
1. Validate the AuthData using the owner authentication value, on error return TPM_AUTHFAIL
2. Validate that keyHandle refers to a loaded key, return TPM_INVALID_KEYHANDLE on error.
3. Validate that pubKey matches the key held by the TPM pointed to by keyHandlef return
TPM_BAD_ PARAMETER on mismatch
a. | This check added so that virtualization of the keyHandle does not result in attacks as the

keyHandle is not associated with an authorization value

Validate that bitName is valid, return TPM_BAD_MODE on error.
If bitName == TPM_KEY_CONTROL_OWNER_EVICT
If bitValue == TRUE

i. Verify that after this operation at least two key slots will be present within the TPM that can
store any type of key both of which do NOT have the OwnerEvict bit set, on error return
TPM_NOSPACE

ii. Verify that for this key handle, parentPCRStatus is FALSE and isVolatile is FALSE. Return
TPM_BAD_ PARAMETER on error.

iii. Set ownerEvict within the internal key storage structure to TRUE.

a.
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b. Else if bitValue == FALSE
i. Set ownerEvict within the internal key storage structure to FALSE.
6. Return TPM_SUCCESS

22.2 TPM_SaveContext

Start of informative comment:

TPM_SaveContext saves a loaded resource outside the TPM. After successful execution of the

command, the TPM automatically releases the internal memory for sessions but leaves keys in plage.

There i§ no assumption that a saved context blob is stored in a safe, protected area. Since.the gontext
blob can be loaded at any time, do not rely on TPM_SaveContext to restrict access to an entity su¢h as a
key. If use of the entity should be restricted, means such as authorization secrets or)PCRs shquld be

used.

In general, TPM_SaveContext can save a transport session. However, it cannot save an exclusive
transport session, because any ordinal other than TPM_ExecuteTransportiterminates the exclusive
transpoit session. This action prevents the exclusive transport session fromibeing saved and reloaded

while infervening commands are hidden from the transport log.
End of {nformative comment.

Table 181. TPM_SaveContext Incoming Parameters and Sizes

PARAM HMAC

Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM.TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SaveContext
4 4 TPM_HANDLE handle Handle of the resource being saved.
5 4 28 4 TPM_RESOURCE_TYPE resourceType The type of resource that is being saved
6 16 3S 16 BYTE[16] label Label for identification purposes

Table 182. TPM_SaveContext Outgoing Parameters and Sizes

PARAM HMAC

Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPMARESULT returnCode The return code of the operation.

2S 4 TRM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_SaveContext

4 4 38 4 UINT32 contextSize The actual size of the outgoing context blob
5 <> 4S <> | TPM_CONTEXT_BLOB contextBlob The context blob

Description

1. The caller of the function uses the label field to add additional sequencing, anti-replay or other items to

the blob. The information does not need to be confidential but needs to be part of the blob integrity.

Actions
1. Map V1 to TPM_STANY_DATA

2. Validate that handle points to resource that matches resourceType, return

TPM_INVALID_RESOURCE on error
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a.
b.
c.
d.

ISO/IEC 11889-4:

2009(E)

a.

. Se
6. Cre

3. Validate that resourceType is a resource from the following list if not return
TPM_INVALID_RESOURCE
TPM_RT_KEY
TPM_RT_AUTH
TPM_RT_TRANS
TPM_RT_DAA_TPM
4. Locate the correct nonce
If resourceType is TPM_RT_KEY
i. If TPM_STCLEAR_DATA -> contextNonceKey is all zeros
1. Set TPM_STCLEAR_DATA -> contextNonceKey to the next value from the' TPM RNG
i. Map N1to TPM_STCLEAR_DATA -> contextNonceKey
ii. If the key has TPM_KEY_CONTROL_OWNER_EVICT set then return
TPM_OWNER_CONTROL
Else
i. IfV1->contextNonceSession is all zeros
1. Set V1 -> contextNonceSession to the next value from’the TPM RNG
i. Map N1 to V1 -> contextNonceSession
K1 to TPM_PERMANENT_DATA -> contextKey
pate R1 by putting the sensitive part of the resource pointed to by handle into a structdire. The

striicture is a TPM manufacturer option. The TPMMUST ensure that ALL sensitive informatig

res
7. Cre
a.

8. Cre

ource is included in R1.
bate C1 a TPM_CONTEXT_SENSITIVE structure

C1 forms the inner encrypted wrapper for the blob. All saved context blobs MUST i
TPM_CONTEXT_SENSITIVE structure and the TPM_CONTEXT_SENSITIVE structure M
encrypted.

Set C1 -> contextNonce to:-N1

Set C1 -> internalDatato R1

bate B1 a TPM_CONTEXT_BLOB

Set B1 -> tag 16-TPM_TAG_CONTEXTBLOB
Set B1 -> resourceType to resourceType

Set B1.£>)handle to handle

Set B1-> integrityDigest to all zeros

Set B1 -> label to label

n of the

clude a
UST be

-~ ® a0 TP

Set B1 -> additionalData to information determined by the TPM manufacturer. This data will help
the TPM to reload and reset context. This area MUST NOT hold any data that is sensitive

(symmetric IV are fine, prime factors of an RSA key are not).

i. For OSAP sessions, and DSAP attached to keys, the hash of the entity MUST be included in

additionalData
Set B1 -> additionalSize to the size of additionalData
Set B1 -> sensitiveSize to the size of C1
Set B1 -> sensitiveData to C1

© ISO/IEC 2009 — All rights reserved

163


https://standardsiso.com/api/?name=fce94217bbbe44d67cce800404b8f26c

ISO/IEC 11889-4:2009(E)

9. IfresourceType is TPM_RT_KEY

a. Set B1 -> contextCount to O

10. Else
a. If V1 -> contextCount > 2°2-2 then
i. Return with TPM_TOOMANYCONTEXTS
b. Else
il Validate that the TPM can still manage the new count value
1. If the distance between the oldest saved context and the contextCount is too(largg return
TPM_CONTEXT_GAP
ij. Find contextindex such that V1 -> contextList[contextindex] equals 0. If met found ekit with
TPM_NOCONTEXTSPACE
IE Increment V1 -> contextCount by 1
iv. Set V1-> contextList[contextIndex] to V1 -> contextCount
Set B1 -> contextCount to V1 -> contextCount
c. The TPM MUST invalidate all information regarding the resource except for information neefded for
fleloading
11. Calqulate B1 -> integrityDigest the HMAC of B1 using TPM{ PERMANENT_DATA -> tpmProof| as the
secret
12. Create E1 by encrypting C1 using K1 as the key
a. et B1 -> sensitiveSize to the size of E1
b. $et B1 -> sensitiveData to E1
13. Set fontextSize to the size of B1
14. Retyrn B1 in contextBlob
22.3 |TPM_LoadContext
Start of{informative comment:
TPM_LgadContext loads into-the TPM a previously saved context. The command returns a handle.
End of [nformative comment.
Table 183. TPM_LoadContext Incoming Parameters and Sizes
PARAM HMAC.
Type Name Description
# Sz # 574
1 2 TPM _TAG tag TPM TAG RQU COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_LoadContext
4 4 TPM HANDLE entityHandle The handle the TPM MUST use to locate the entity tied to the
- OSAP/DSAP session
5 1 28 1 BOOL keepHandle Indication if the handle MUST be preserved
6 4 38 4 UINT32 contextSize The size of the following context blob.
7 <> 4S <> | TPM_CONTEXT_BLOB contextBlob The context blob
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Table 184. TPM_LoadContext Outgoing Parameters and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_LoadContext
4 4 FRM—HANDEE trarrdte Fhetramdteassigned-totheresourceafterithasbeemrsuccessfutty-toagled.
Actions
1. Map contextBlob to B1, a TPM_CONTEXT_BLOB structure
2. Map V1to TPM_STANY_DATA
3. Cre¢ate M1 by decrypting B1 -> sensitiveData using TPM_PERMANENT_DATA -> contextKey
4. Cre¢ate C1 and R1 by splitting M1 into a TPM_CONTEXT_SENSITIVE structure and internal nesource
da
5. Chgck contextNonce
a. [If B1 ->resourceType is NOT TPM_RT_KEY
i. If C1->contextNonce does not equal V1 -> contextNonceSession return TPM_BADCQNTEXT
ii. Validate that the resource pointed to by the context is loaded (i.e. for OSAP the key referenced
is loaded and DSAP connected to the key) return TPM_RESOURCEMISSING
1. For OSAP sessions the TPM MUST. wvalidate that the incoming pubkey hash mat¢hes the
key held by the TPM
2. For OSAP and DSAP sessions referring to a key, verify that entityHandle identifieq the key
linked to this OSAP/DSAP session, if not return TPM_BAD_HANDLE.
b. |Else

6. Validate the Sstructure

a.
b.

C.

i. If C1 -> internalData ->.parentPCRStatus is FALSE and C1 -> internalData -> isV
FALSE

1. Ignore C1 ->contextNonce
ii. else

1. If ChH>>'contextNonce does not equal TPM_STCLEAR_DATA -> contextNonceKs
TPM: BADCONTEXT

Set'H1 to B1 -> integrityDigest

platile is

y return

Set B1 -> integrityDigest to all zeros
Copy M1 to B1 -> sensitiveData

d. Create H2 the HMAC of B1 using TPM_PERMANENT_DATA -> tpmProof as the HMAC key

e.

a.
b.

If H2 does not equal H1 return TPM_BADCONTEXT

If keepHandle is TRUE

Set handle to B1 -> handle
If the TPM is unable to restore the handle the TPM MUST return TPM_BAD_HANDLE
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8. Else

a. The TPM SHOULD attempt to restore the handle but if not possible it MAY set the handle to any
valid for B1 -> resourceType

9. If B1->resourceType is NOT TPM_RT_KEY

a. Find contextindex such that V1 -> contextList[contextindex] equals B1 -> TPM_CONTEXT_BLOB
-> contextCount

b. If not found then return TPM_BADCONTEXT
c. et V1 -> contextList[contextindex] to 0

10. Progess B1 to return the resource back into TPM use
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23. Eviction

Start of informative comment:

The TPM has numerous resources held inside of the TPM that may need eviction. The need for eviction

occurs

when the number or resources in use by the TPM exceed the available space. For resources that

are hard to reload (i.e. keys tied to PCR values) the outside entity should first perform a context save

before evicting items.
Invers' 5 REFE—WEee epatrate— o iaht Sanva Epatate—+eSod E—tYPEeS: » REYY O andset
uses the resource types defined for context saving and creates a generic command that wilb[evict all
resourge types.
End of informative comment.
The TRM MUST NOT flush the EK or SRK using this command.
Versiop 1.2 deprecates the following commands:
TPM_Terminate_Handle
TPM_RvictKey
TPM_Reset
23.1 | TPM_FlushSpecific
Start of informative comment:
TPM_FKlushSpecific flushes from the TPM a specific handle.
End of informative comment.
Table 185. TPM_FlushSpecific Incoming Parameters and Sizes
PARAM HMAC L
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND (CODE ordinal Command ordinal: TPM_ORD_FlushSpecific
4 4 TPM_HANDLE handle The handle of the item to flush
5 4 2S 4 TPM_RESOURCE_TYPE resourceType The type of resource that is being flushed
Table 186. TPM_FlushSpecific Outgoing Parameters and Sizes
PARAM HMAC L
Type Name Description
# SZ|}| # SZ
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 18 4 TPM_RESULT returnCode The return code of the operation
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_FlushSpecific
Description
TPM_FlushSpecific releases the resources associated with the given handle.
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Actions
1. If resourceType is TPM_RT_CONTEXT

a. The handle for a context is not a handle but the "context count" value. The TPM uses the "context
count" value to locate the proper contextList entry and sets R1 to the contextList entry

2. Else if resourceType is TPM_RT_KEY
a. Set R1 to the key pointed to by handle

b. IR owrRerEvietisFR etura-TFPM

if resourceType is TPM_RT_AUTH

a. $et R1 to the authorization session pointed to by handle
4. Elsqif resourceType is TPM_RT_TRANS
a. $et R1 to the transport session pointed to by handle
5. Elsgif resourceType is TPM_RT_DAA_TPM
a. Pet R1 to the DAA session pointed to by handle
6. Els€return TPM_INVALID_RESOURCE
7. Valiglate that R1 determined by resourceType and handle points te a valid allocated resource. |Return

TPM_BAD_PARAMETER on error.
8. Invalidate R1 and all internal resources allocated to R1

a. [Resources include authorization sessions
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24. Timing Ticks

Start of informative comment:

ISO/IEC 11889-4:2009(E)

The TPM timing ticks are always available for use. The association of timing ticks to actual time is a
protocol that occurs outside of the TPM. See the design document for details.

The setting of the clock type variable is a one-time operation that allows the TPM to be configured to the
type of platform that is installed on.

The ability for the TPM to continue to increment the timer ticks across power cycles of the platfprm is a
TPM ahd platform manufacturer decision.
End of informative comment.
241 | TPM_GetTicks
Start gf informative comment:
This command returns the current tick count of the TPM.
End of informative comment.
Table 187. TPM_GetTicks Incoming Parameters and Sizes
PARAM HMAC =
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM.TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Ordinal: TPM_ORD_GetTicks
Table 188. TPM_GetTicks'‘Outgoing Parameters and Sizes
PARAM HMAC L
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND-EODE ordinal Ordinal: TPM_ORD_GetTicks
4 32 3S 32 TPM_CURRENT_TICKS currentTime The current time held in the TPM
Descirjiptions
This command,returns the current time held in the TPM. It is the responsibility of the external system to
maintajn any«relation between this time and a UTC value or local real time value.
Actionps
1. Set T1 to the internal TPM_CURRENT_TICKS structure
2. Return T1 as currentTime.
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24.2 TPM_TickStampBlob

Start of informative comment:

This command applies a time stamp to the passed blob. The TPM makes no representation regarding the

blob merely that the blob was present at the TPM at the time indicated.

End of informative comment.

Table 189. TPM_TickStampBlob Incoming Parameters and Sizes

PARAM HVAC
Type Name Description

# Sz # Sz

1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of input bytes including paramSize@and'tag

3 4 1S 4 TPM_COMMAND_CODE ordinal Ordinal, fixed value of TPM_ORD_TickStampBlob

4 4 TPM_KEY_HANDLE keyHandle ;gi:ti¥2:ndle identifier of a loaded key'that can perform digital

5 20 28 20 § TPM_NONCE antiReplay Anti replay value added to signature

6 20 3S 20 TPM_DIGEST digestToStamp The digest to perform the tick stamp on

7 4 TPM_AUTHHANDLE authHandle The authorization segsionfiandle used for keyHandle authorizatior]

2H1 20 TPM_NONCE authLastNonceEven Even nonce previousty generated by TPM to cover inputs

8 20 3H1 20 §| TPM_NONCE nonceOdd Nonce geperated by system associated with authHandle

9 1 4H1 1 BOOL continueAuthSession The centinue use flag for the authorization session handle

o | 2 o oz he e of
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Table 190. TPM_TickStampBlob Outgoing Parameters and Sizes
PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND CODE | ordinal Ordinal, fixed value of TPM_ORD TickStampBlob
4 32 3S 32 TPM_CURRENT_TICKS currentTicks The current time according to the TPM
5 4 48 4 UINT32 sigSize The length of the returned digital signature
6 <> 58 <> BYTE[ ] sig The resulting digital signature.
7 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to covénoutputs
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with-authHandle
8 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle7s still active
9 20 TPM AUTHDATA resAuth The. authorization session digest for the returned parameters. HWAC
- key: key.usageAuth
Descirjiption
The fupction performs a digital signature on the hash of digestToSfamp and the current tick count.

It is thT responsibility of the external system to maintain any relation between tick count and a UT

or loca

real time value.

Actio

]

1. The¢ TPM validates the AuthData to use the key, pointed to by keyHandle.

2. Va
TP

3. Va
TP

4. If T
Init
Cre

idate that keyHandle -> keyUsage is TPM_KEY_SIGNING, TPM_KEY_IDENT
M_KEY_LEGACY, if not return the error code TPM_INVALID_KEYUSAGE.

idate that keyHandle -» ) sigScheme is TPM_SS_RSASSAPKCS1v15_SH
M_SS RSASSAPKCS1v15_INFO, if not return TPM_INAPPROPRIATE_SIG.

PM_STCLEAR_DATA ->currentTicks is not properly initialized

alize the TPM_STCLEAR_DATA -> currentTicks

bate T1, a TPM_CURRENT_TICKS structure.

Create H1 a-FPM_SIGN_INFO structure and set the structure defaults
Set H1 >> fixed to “TSTP”

Set H1.-> replay to antiReplay

C value
ITY or
A1 or

Create H2 the concatenation of digestToStamp || T1

®© a0 T ®

f.

Set H1 -> dataLen to the length of H2
Set H1 -> data to H2

7. The TPM computes the signature, sig, using the key referenced by keyHandle, using SHA-1 of H1 as

the

information to be signed

8. The TPM returns T1 as currentTicks parameter
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25. Transport Sessions

251 TPM_EstablishTransport

Start of informative comment:

This establishes the transport session. Depending on the attributes specified for the session this may
establish shared secrets, encryption keys, and session logs. The session will be in use for by the

TPM_E

The onl
session

End of

nformative comment.

Table 191. TPM_EstablishTransport Incoming Parameters and Sizes

occotaTlrancnort comman

oUUle T TUr IUrJVI CUOUUVITITTITUT T .
ly restriction on what can happen inside of a transport session is that there is no “nesfing” of
5. It is permissible to perform operations that delete internal state and make the TPM ineperable.

PARAM HMAC
Type Name Description
# 74 # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes’including paramSize and tag
3 4 18 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_EstablishTransport
4 4 TPM_KEY_HANDLE encHandle The handle t6'the key that encrypted the blob
5 <> 28 <> TPM_TRANSPORT_PUBLIC transPublic The publicdnformation describing the transport session
6 4 3S 4 UINT32 secretSize The size of the secret Area
7 <> 4S <> BYTE[] secret The encrypted secret area
8 4 TPM_AUTHHANDLE authHandle The authorization session handle used for keyHandle authorizatior]
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
9 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
10 1 4H1 1 BOOL continueAtthSession The continue use flag for the authorization session handle
11 20 TPM_AUTHDATA KeyAuth Authorization. HMAC key: encKey.usageAuth
172 © ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=fce94217bbbe44d67cce800404b8f26c

ISO/IEC 11889-4:2009(E)

Table 192. TPM_EstablishTransport Outgoing Parameters and Sizes

PARAM HMAC L,
sz " - Type Name Description
1 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 UINT32 paramSize Total number of output bytes including paramSize and tag
3 1S TPM_RESULT returnCode The return code of the operation.
2S TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_EstablishTransport
4 4 TPM_TRANSHANDLE transHandle The handle for the transport session
5 4 3S 4 ;P'.v"—"""uz:r:ER—:ND:“ATU locality The locality that called this command
6 32 4S 32 TPM_CURRENT_TICKS currentTicks The current tick count
7 20 58 20 TPM_NONCE transNonceEven The even nonce in use for subsequent execute transport
8 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outptts
3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with‘authHandle
9 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still’active
10 20 TPM_AUTHDATA resAuth Authorization. HMAC key: key.usageAuth
Descrjiption

This command establishes the transport sessions shared secret. Thelencryption of the sharefl secret

uses the public key of the key loaded in encKey.

Actions
1. If gncHandle is TPM_KH_TRANSPORT then
a. |If tag is NOT TPM_TAG_RQU_COMMAND returh TPM_BADTAG

b. [If  transPublic  -> TPM_TRANSPORT_ENCRYPT
TPM_BAD_SCHEME

c. |If secretSize is not 20 return TPM_BAD, PARAM_SIZE
d. [Set A1 to secret
2. Else

a. lencHandle -> keyUsage. \MUST be TPM_KEY_STORAGE or TPM_KEY_LEGACY
TPM_INVALID_KEYUSAGE on error

b. [If encHandle -> @uthDataUsage does not equal TPM_AUTH_NEVER and tag
TPM_TAG_RQU.‘AUTH1_COMMAND return TPM_AUTHFAIL

c. |Using encHandle -> usageAuth validate the AuthData to use the key and the paramete
command

transAttributes  .specifies

return

return

s NOT

s to the

d. |Create K1 a TPM_TRANSPORT_AUTH structure by decrypting secret using the key pointed to by

encHandle

e. |Validate K1 for tag

f. Set A1to K1->authData
3. If transPublic -> transAttributes has TPM_TRANSPORT_ENCRYPT

a. If TPM_PERMANENT_FLAGS -> FIPS is true and transPublic -> algld
TPM_ALG_MGF1 return TPM_INAPPROPRIATE_ENC

b. Check if the transPublic -> algld is supported, if not return TPM_BAD_KEY_PROPERTY

is equal

to

c. If transPublic -> algid is TPM_ALG_AES, check that transPublic -> encScheme is supported, if not

return TPM_INAPPROPRIATE_ENC
d. Perform any initializations necessary for the algorithm

© ISO/IEC 2009 — All rights reserved

173


https://standardsiso.com/api/?name=fce94217bbbe44d67cce800404b8f26c

ISO/IEC 11889-4:2009(E)

Generate transNonceEven from the TPM RNG

Create T1 a TPM_TRANSPORT _INTERNAL structure

a.

~ ® oo T

6. If TRM_STANY_DATA -> currentTicks is not properly initialized
a.
Set
If T1 -> transPublic -> transAttributes has TPM_TRANSPORT_LOG setthen

a.

10. Retyrn.1°-> transHandle as transHandle

174

Ensure that the TPM has sufficient internal space to allocate the transport session,
TPM_RESOURCES on error

Assign a T1 -> transHandle value. This value is assigned by the TPM
Set T1 -> transDigest to all zeros

SetT4 Publ Publ

Pet T1-> transNonceEven to transNonceEven

$Pet T1 -> authData to A1

Initialize the TPM_STANY_DATA -> currentTicks
currentTicks to TPM_STANY_DATA -> currentTicks

Create L1 a TPM_TRANSPORT_LOG _IN structure

it SetL1->parameters to SHA-1 (ordinal || transPublic || secretSize || secret)
ij. SetL1->pubKeyHash to all zeros

iji. SetT1 ->transDigest to SHA-1 (T1 -> transDigest|} L1)

Create L2 a TPM_TRANSPORT_LOG_OUT structure

if Set L2 -> parameters to SHA-1 (returnCode || ordinal || locality || currentT]
transNonceEven)

Set L2 -> locality to the locality of this command

iji. Set L2 -> currentTicks to currentTicks, this MUST be the same value that is returneg
currentTicks parameter

iv. SetT1 ->transDigest ta.SHA-1 (T1 -> transDigest || L2)
1 -> transPublic (-3 transAttributes has TPM_TRANSPORT_EXCLUSIVE the

rgeting this 4ransport session will cause the abnormal invalidation of this transport s
ansHandle

return

icks ||

in the

n set

xecution of any.cémmand other than TPM_ExecuteTransport or TPM_ReleaseTransportSigned

ession

he TRM gives no indication, other than invalidation of transHandle, that the session is termjinated

© ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=fce94217bbbe44d67cce800404b8f26c

25.2 TPM_ExecuteTransport

Start of informative comment:

ISO/IEC 11889-4:2009(E)

Delivers a wrapped TPM command to the TPM where the TPM unwraps the command and then executes

the command.

TPM_ExecuteTransport uses the same rolling nonce paradigm as other authorized TPM commands. The
even nonces start in TPM_EstablishTransport and change on each invocation of TPM_ExecuteTransport.

The only restriction on what can happen inside of a transport session is that there is no “nesting” of

sessions. It is permissible to perform operations that delete internal state and make the TPM inopgrable.
Because, in general, key handles are not logged, a digest of the corresponding public key.is logged. In
cases Where the key handle is logged (e.g. TPM_OwnerReadInternalPub), the public key;is .also Ipgged.
The method of incrementing the symmetric key counter value is different from that used’by some standard
crypto [libraries (e.g. openSSL, Java JCE) that increment the entire counter value, “DPM users should be
aware pf this to avoid errors when the counter wraps.
End of informative comment.
Table 193. TPM_ExecuteTransport Incoming Parameéters and Sizes
PARAM HMAC L
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAGN\RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Totakhumber of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Comimand ordinal: TPM_ORD_ExecuteTransport
4 4 2S 4 UINT32 wrappedCmdSize Size of the wrapped command
5 <> 3S <> BYTE[] wrappedCmd The wrapped command
6 4 TPM_TRANSHANDLE transHandle. The transport session handle
2H1 20 TPM_NONCE transLastNonceEven Even nonce previously generated by TPM
7 20 3H1 20 TPM_NONCE transNonceOdd Nonce generated by caller
8 1 4H1 1 BOOL continueTransSession | The continue use flag for the authorization session handle
9 20 TPM_AUTHDATA transAuth HMAC for transHandle key: transHandle -> authData
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Table 194. TPM_ExecuteTransport Outgoing Parameters and Sizes

PARAM HMAC

e , < Type Name Description

1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND

2 4 UINT32 paramSize Total number of output bytes including paramSize and tag

s | 4| s | o | reuresur
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ExecuteTransport

4 8 38 8 UINT64 currentTicks The current ticks when the command was executed

5 4 4S 4 ;PM—MODIFIERJNDICATO locality The locality that called this command

6 4 58 4 UINT32 wrappedRspSize Size of the wrapped response

7 <> 6S <> BYTE[] wrappedRsp The wrapped response

8 20 2H1 20 TPM_NONCE transNonceEven Even nonce newly generated by TPM
3H1 20 § TPM_NONCE transNonceOdd Nonce generated by caller

9 1 4H1 1 BOOL continueTransSession | The continue use flag for the session

10 20 TPM_AUTHDATA transAuth HMAC for transHandle key: transHandle -> authData

Description

176

This|command executes a TPM command using the transport-session.

Priof to execution of the wrapped command (action 11 below) failure of the transport session
have no effect on the resources referenced by the wrapped command. The exception is wh
TPM goes into failure mode and return FAILED SELETEST for all subsequent commands.

Afte[ execution of the wrapped command, failurg of the transport session MAY NOT affect w
com[:and resources. That is, the TPM is .not required to clean up the effects of the w
command. Sessions and keys MAY remain toaded. It is understood that the transport session
retufning an error code and not reporting.any session nonces. Therefore, wrapped sessions
longer useful to the caller. It is the responsibility of the caller to clean up the result of the w
command.

Exegution of the wrapped command (action 11) SHOULD have no effect on the transport sessid

a. The wrapped command-SHALL use no resources of the transport session, this ir
uthorization sessions

b. If the wrapped command execution returns an error (action 11 below) then the sessi
PM_Executefransport still operate properly.

c. The exception to this is when the wrapped command causes the TPM to go into failure mo
eturn TRM ' FAILSELFTEST for all subsequent commands

Field layout

MUST
en the

Fapped
rapped
will be
are no
Fapped

n.
cludes

bns for

de and

a. INotation

i. etindicates the outer TPM_ExecuteTransport command and response

ii. w indicates the inner command and response that is wrapped by the TPM_ExecuteTransport.

ii. (o) indicates optional parameters that may or may not be present in the wrapped command.

Command representation

khkkkkkkhkhkkhkkkhkhhkkhkhkhkhkhkhkhkhkhhkhkhkhhkkhkhhhkhhhkhkhkhkhkhhhkkhkhhhkkhhkkkhkhhkkkkhkkhkkkkkk

TAGet | LENet | ORDet | wrappedCmdSize | wrappedCmd | AUTHet

khkkkkkkhkkkkkhhhkkhkhhhkhkhhkhkhhhkkhkhkkhkkhhhkhkhkhhhhkhhkhkhhhkkhkhkkkkhkkhkkhkhkhhkkkhkkkkhkkkkkhkkkk

®© o o T
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wrappedCmd looks like the following

L e T e e e e T e s et

TAGw | LENw | ORDw | HANDLESw(0) | DATAw | AUTH1w (o) | AUTH2w (0)
| LEN1 |
| E1 | (encrypted)
| C1 | (decrypted)

.|Response representation

B T L e e e e T e T s T

TAGet | LENet | RCet | wrappedRspSize | wrappedRsp | AUTHet

khkkkkkkhkkkhkkkkhkkkhhkhhkkhkhkhhkhkkhkkhkkhkkhkkhkkhhkkhhkkhkkhkkhhkkkkkhkkkhkkhkkhkkk

wrappedRsp looks like the following

khkkkkkkkkkkkkkkhkkhkkhhkkhhkhkkhkhkkhkkhkkkkhkkkhkkhhkkhhkkhhkhkkhkkhhkkkkhkkhkkhkkhhkh¥khRkhkkkkk

TAGw | LENw | RCw | HANDLESw(0) | DATAw | AUTH1w (o) AUTH2w (0)
| LEN2 |

| € C2 > |
| S2 J{decrypted)
| E2527| (encrypted)

The only command and response parameter that is possibly encrypted is DATAw.

dditional DATAw comments

For TPM_FlushSpecific and TRPM® SaveContext

i. The DATAw part of these commands does not include the handle.
ii. Itis understood that encrypting the resourceType prevents a determination of the hand|e type.
iii. If the resourceType is TPM_RT_KEY, then the public key SHOULD be logged.
For TPM_DAA~Join and TPM_DAA_Sign

i. The DATAw part of these commands does not include the input handle. The output handle
fromstage 0O is included in DATAW.

For TRM_LoadKey2

i~ The outgoing handle is not part of the outgoing DATAw and is not encrypted or loggefd by the
outgoing transport.

For TPM_LoadKey
i. The outgoing handle is part of the outgoing DATAw and is encrypted and logged.
For TPM_LoadContext

i. The outgoing handle is not part of the outgoing DATAw and is not encrypted or logged by the
outgoing transport.

1. It is understood that encrypting the contextBlob prevents a determination of the handle
type.
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7. TPM_ExecuteTransport returns an implementation defined result when the wrapped command would
cause termination of the transport session. Implementation defined possibilities include but are not
limited to: the wrapped command may execute, completely, partially, or not at all, the transport
session may or may not be terminated, continueTransSession may not be processed or returned

178

correctly, and an error may or may not be returned. The wrapped commands include:
a. TPM_FlushSpecific, TPM_SaveContext targeting the transport session
b. TPM_OwnerClear, TPM_ForceClear, TPM_RevokeTrust

a. $et TAGw, LENw, and ORDw to the parameters from wrappedCmd
b. $et E1to DATAw
it This pointer is ordinal dependent and requires the execute transport command tg
wrappedCmd
c. $et LEN1 to the length of DATAw

DATAw always ends at the start of AUTH1w if AUTH1w’is present

If LEN1 is less that 0, or if ORDw is unknown, unimplementedy’or cannot be determined

eturn TPM_BAD_PARAMETER

If T1 -> transPublic -> transAttributes has TPM_TRANSPORT_ENCRYPT set then

a. If T1 ->transPublic -> algld is TPM_ALG_MGF1

it Using the MGF1 function, create string G1 of length LEN1. The inputs to the MG

transLastNonceEven, transNonce©dd, “in”, and T1 -> authData. These four
concatenated together form the-Z-value that is the seed for the MGF1.

iL Create C1 by performing an'"XOR of G1 and wrappedCmd starting at E1.
b. I

it Using the MGF1 fuhction, create string IV1 or CTR1 with a length set by the block size
encryption algorithm. The inputs to the MGF1 are transLastNonceEven, transNonceO¢
“in”. These three/values concatenated together form the Z value that is the seed for the
Note that any-terminating characters within the string “in” are ignored, so a total of 42 by
hashed.

ij. Thesymmetric key is taken from the first bytes of T1 -> authData.

the encryption algorithm_ requires an IV or CTR, calculate the IV or CTR value

iji. Decrypt DATAw and replace the DATAw area of E1 creating C1

parse

1 are
values

of the
d, and
MGF1.
tes are

c. [BM_OSAP, TPM OIAP have na parameters encrypted

d. TPM_DSAP has special rules for parameter encryption
Else

a. Set C1 to the DATAw area E1 of wrappedCmd

Create H1 the SHA-1 of (ORDw || C1).

a. C1 MUST point at the decrypted DATAw area of E1

b. The TPM MAY use this calculation for both execute transport authorization, authorization of the

wrapped command and transport log creation
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7. Validate the incoming transport session authorization
a. SetinParamDigest to SHA-1 (ORDet || wrappedCmdSize || H1)
b. Calculate the HMAC of (inParamDigest || transLastNonceEven || transNonceOdd ||

C.

continueTransSession) using T1 -> authData as the HMAC key
Validate transAuth, on errors return TPM_AUTHFAIL

8. If TPM_ExecuteTransport requires auditing

a.
b.

o o RAL__A ) A\ A a¥a

On any error return TPM_AUDITFAIL_UNSUCCESSFUL

9. If QRDw is from the list of following commands return TPM_NO_WRAP_TRANSPORT

a.
b.

C.

TPM_EstablishTransport
TPM_ExecuteTransport
TPM_ReleaseTransportSigned

10. If T|1 -> transPublic -> transAttributes has TPM_TRANSPORT_LOG set\then

a.
b.

C.

Create L2 a TPM_TRANSPORT_LOG _IN structure
Set L2 -> parameters to H1

If ORDw is a command with no key handles

i. SetL2->pubKeyHash to all zeros

If ORDw is a command with one key handle

i. Create K2 the hash of the TPM_STORE, PUBKEY structure of the key pointed to by
handle.

ii. SetL2->pubKeyHash to SHA-1+(K2)
If ORDw is a command with two key handles

i. Create K2 the hash of the TPM_STORE_PUBKEY structure of the key pointed to by
key handle.

ii. Create K3 the hashof the TPM_STORE_PUBKEY structure of the key pointed tg
second key handle:

ii. SetL2 ->pubKeyHash to SHA-1 (K2 || K3)
Set T1 -> transDigest to the SHA-1 (T1 -> transDigest || L2)

If ORBDw' is a command with key handles, and the key is not loaded,
TPM_INVALID_KEYHANDLE.

11. Sepd_the wrapped command to the normal TPM command parser, the output is C2 and th
codeis REw

the key

the first

by the

return

e return

If ORDw is a command that is audited then the TPM MUST perform the input and output
the command as part of this action.

audit of

The TPM MAY use H1 as the data value in the authorization and audit calculations during the

execution of C1

12. Set CT1 to TPM_STANY_DATA -> currentTicks -> currentTicks and return CT1 in the currentTicks
output parameter
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13.

14.

15.

16.

17.

18.

19.

20.

21.

180

Calculate S2 the pointer to the DATAw area of C2
a. Calculate LEN2 the length of S2 according to the same rules that calculated LEN1
Create H2 the SHA-1 of (RCw || ORDw || S2)

a. The TPM MAY use this calculation for execute transport authorization and transport log out
creation

Calculate the outgoing transport session authorization

b. $et outParamDigest to SHA-1 (RCet || ORDet || TPM_STANY_DATA -> currentTicks ->

c. Calculate transAuth, the HMAC of (outParamDigest || transNonceEven || transNoncgOdd ||

a. Create L3 a TPM_TRANSPORT_LOG_OUT structure

b. Pet L3 -> parameters to H2

c. $et L3 -> currentTicks to TPM_STANY_DATA -> currentTicks

d. $Pet L3 -> locality to TPM_STANY_DATA -> localityModifier

e. $et T1 -> transDigest to the SHA-1 (T1 -> transDigest [[M-3)

If T1 -> transPublic -> transAttributes has TPM_TRANSRPORT_ ENCRYPT set then
a. If T1 ->transPublic -> algld is TPM_ALG_MGF1

it Using the MGF1 function, create string~G2 of length LEN2. The inputs to the MGF1 are
transNonceEven, transNonceOdd, “out”, and T1 -> authData. These four values concatenated
together form the Z value that is the.seed for the MGF1.

ij. Create E2 by performing an XOR of G2 and C2 starting at S2.
b. Else

it Create IV2 or CTR2~using the same algorithm as IV1 or CTR1 with the input [values
transNonceEven, transNonceOdd, and “out”. Note that any terminating characters within the
string “out” are ignored, so a total of 43 bytes are hashed.

The symmetric Key is taken from the first bytes of T1 -> authData

iji. Create E2:by encrypting C2 starting at S2

et E2to the DATAw area S2 of wrappedRsp

tinueTransSession is FALSE

a. Invalidate all session data related to transHandle
If TPM_ExecuteTranport requires auditing
a. Create TPM_AUDIT_EVENT_OUT using H2 for the parameters and update the auditDigest

b. On any errors return TPM_AUDITFAIL_SUCCESSFUL or TPM_AUDITFAIL_UNSUCCESSFUL
depending on RCw

Return C2 but with S2 replaced by E2 in the wrappedRsp parameter
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25.3 TPM_ReleaseTransportSigned

Start of informative comment:
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This command completes the transport session. If logging for this session is turned on, then this
command returns a hash of all operations performed during the session along with a digital signature of
the hash.

This command serves no purpose if logging is turned off, and results in an error if attempted.

This command uses two authorization sessions, the key that will sign the log and the authorization from

the segsion. Having the session authorization proves that the requestor that is signing the log is-the owner
of the pession. If this restriction is not put in then an attacker can close the log and sign using their own
key.
The hgsh of the session log includes the information associated with the input phasecef executign of the
TPM_ReleaseTransportSigned command. It cannot include the output phase information.
End of informative comment.
Table 195. TPM_ReleaseTransportSigned Incoming Parameters and Sizes
PAPAN e Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU ‘AUTH2_COMMAND
2 4 UINT32 paramSize Total number)of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReleaseTransportSigned
4 4 TPM_KEY_HANDLE keyHandle Handle of a loaded key that will perform the signing
5 20 2S 20 TPM_NONCE antiReplay Yalue provided by caller for anti-replay protection
6 4 TPM_AUTHHANDLE authHandle The authorization session to use key
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
7 20 3H1 20 §| TPM_NONCE authNonceOdd Nonce generated by system associated with authHandle
8 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
9 20 TPM_AUTHDATA KeyAuth Lr':/(laAEéJt::;:izkaeti;lslfssasgoer}_\iit%est that authorizes the use of key.
10 4 TPM_TRANSHANDLE transHandle The transport session handle
2H2 20 TPM_NONCE transLastNonceEven Even nonce in use by execute Transport
11 20 3H2 20 TPM_NONCE transNonceOdd Nonce supplied by caller for transport session
12 1 4H2 1 BOOL continueTransSession | The continue use flag for the authorization session handle
13 20 TPM-AUTHDATA transAuth HMAC for transport session key: transHandle -> authData
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Table 196. TPM_ReleaseTransportSigned Outgoing Parameters and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH2_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
28 4 TPM COMMAND CODE ordinal Command ordinal: TPM _ORD ReleaseTransportSigned
4 4 3S 4 ;PM_MODIFIER_lNDlCATO locality The locality that called this command
5 32 48 32 TPM_CURRENT_TICKS currentTicks The current ticks when the command executed
6 4 58 4 UINT32 signSize The size of the signature area
7 <> 6S <> BYTE[] signature The signature of the digest
8 20 2H1 20 TPM_NONCE authNonceEven Even nonce newly generated by TPM
3H1 20 § TPM_NONCE authNonceOdd Nonce generated by caller
9 1 4H1 1 BOOL continueAuthSession The continue use flag for the session
10 20 TPM_AUTHDATA keyAuth HMAC: key -> usageAuth
11 20 2H2 20 TPM_NONCE transNonceEven Even nonce newly génerated by TPM
3H2 20 TPM_NONCE transNonceOdd Nonce generated, by Caller
12 1 4H2 1 BOOL continueTransSession | The continue.use flag for the session
13 20 TPM_AUTHDATA transAuth HMAG: transHandle -> authData
Description
This command releases a transport session and signs the transport log
Actiong
1. Using transHandle locate the TPM_TRANSPORT _INTERNAL structure T1
2. Valigate that keyHandle ->. sigScheme is TPM_SS RSASSAPKCS1v15 SHA1 or
TPM_SS_RSASSAPKCS1v15_INFO, if not return TPM_INAPPROPRIATE_SIG.
3. Valigate that keyHandle keyUsage is TPM_KEY_SIGNING, if not |return
TPM_INVALID_KEYUSAGE
Using key -> authData.validate the command and parameters, on error return TPM_AUTHFAIL
Using transHandle’ -> authData validate the command and parameters, on error | return
TPM_AUTH2FAIL
6. If T1-> transAttributes has TPM_TRANSPORT_LOG set then
a. (Create A1 a TPM_TRANSPORT_LOG_OUT structure
b. SetAT—> parameters to the SHA-T (ordinal || antiRepiay)
c. Set A1 ->currentTicks to TPM_STANY_DATA -> currentTicks
d. Set A1 ->locality to the locality modifier for this command
e. Set T1 ->transDigest to SHA-1 (T1 -> transDigest || A1)
7. Else

a. Return TPM_BAD_ MODE
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8. Create H1 a TPM_SIGN_INFO structure and set the structure defaults
a. Set H1 ->fixed to “TRAN”
b. Set H1 ->replay to antiReplay
c. Set H1->datato T1 -> transDigest
d. Sign SHA-1 hash of H1 using the key pointed to by keyHandle
9. Invalidate all session data related to T1
10. Sef continueTransSession to FALSE
11. Rejurn TPM_SUCCESS
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26. Monotonic Counter

26.1 TPM_CreateCounter

Start of informative comment:

This command creates the counter but does not select the counter. Counter creation assigns an AuthData
value to the counter and sets the counters original start value. The original start value is the current

internal haca valiia nliic Ana Cattina tha nowaw cotntar $0 tha intarnal haon Avnide attanlke An tha o Stem
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that are[attempting to use old counter values.

End of {(nformative comment.

Table 197. TPM_CreateCounter Incoming Parameters and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes incl. paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM “©RD_CreateCounter
4 20 2S 20 TPM_ENCAUTH encAuth The encrypted auth data for the new counter
5 4 3s 4 BYTE label Label to asSogiate with counter
7 4 TPM_AUTHHANDLE authHandle The auth@rization session handle used for owner authentication.
2H1 20 TPM_NONCE authLastNonceEven EVen nonce previously generated by TPM to cover inputs
8 20 3H1 20 §| TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4H1 1 BOOL continueAuthSession Ignored
10 20 20 TPM_AUTHDATA ownerAuth Authorization ownerAuth.

Table 198. TPM_CreateCounter Outgoing Parameters and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramsSize and tag
3 4 1S 4 TPM{RESULT returnCode The return code of the operation.
28 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_CreateCounter
4 4 3s 4 TPM_COUNT_ID countID The handle for the counter
5 10 48 10 TPM_COUNTER_VALUE counterValue The starting counter value
6 20 251 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 | TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession Fixed value of FALSE
8 20 20 TPM_AUTHDATA resAuth Authorization. HMAC key: ownerAuth.

Description

This command creates a new monotonic counter. The TPM MUST support a minimum of 4 concurrent
counters.
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Actions
The TPM SHALL do the following:

1. Using the authHandle field, validate the owner’s AuthData to execute the command and all of the
incoming parameters. The authorization session MUST be OSAP or DSAP

Ignore continueAuthSession on input and set continueAuthSession to FALSE on output

Create a1 by decrypting encAuth according to the ADIP indicated by authHandle.

Validate—thatthere—is—sufficient—interral—space—in—the—FRMio—ereate—a—new—counter—H—there is

inspfficient space, the command returns an error.

a. [The TPM MUST provide storage for a1, TPM_COUNTER_VALUE, countID, and any, other| internal

data the TPM needs to associate with the counter
5. Incfement the max counter value
6. Set the counter to the max counter value
7. Set the counter label to label
8. Cregate a countlD
26.2 | TPM_IncrementCounter
Start gf informative comment:
This guthorized command increments the indicated counter by one. Once a counter h3gs been
incremented then all subsequent increments must be for the same handle until a successful
TPM_$tartup(ST_CLEAR) is executed.
The ofder for checking validation of the command parameters when no counter is active, keeps an
attackegr from creating a denial-of-service attack.
End of informative comment.
Table 199. TPM_IncrementCounter Incoming Parameters and Sizes
PARAM HMAC L
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 18 4 TPM_EOMMAND_CODE ordinal Command ordinal: TPM_ORD_IncrementCounter
4 4 2s 4 TPM_COUNT_ID countlD The handle of a valid counter
5 4 TPM_AUTHHANDLE authHandle The authorization session handle used for counter authorization
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 3H1 20 TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
7 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
The authorization session digest that authorizes the use of countID.
8 20 TPM_AUTHDATA counterAuth HMAC key: countlD -> authData
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Table 200. TPM_IncrementCounter Outgoing Parameters and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.
2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_IncrementCounter
5 10 35 10— TPM—COUNTERVALLE couTTt Frecourtervatue
6 20 2H1 20 TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 20 § TPM_NONCE nonceOdd Nonce generated by system associated with authHandlé
7 1 4H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
8 20 TPM_AUTHDATA resAuth 1’2; acgtl:ﬁ:geitio;u?sgsai;n digest for the returned-parameters. HMAC

Description
This funiction increments the counter by 1.
The TPIM MAY implement increment throttling to avoid burn problems

Actions
1. If TRM_STCLEAR_DATA -> countID is 0
a. VYalidate that countlD is a valid counter, return TPM<BAD_COUNTER on mismatch
b. Validate the command parameters using counterAuth
c. $et TPM_STCLEAR_DATA -> countID to.countID
2. else
a. If TPM_STCLEAR DATA -> countlB:does not equal countID
it Return TPM_BAD_COUNTER
b. VYalidate the command parameters using counterAuth
c. Increments the counter(by

3. Return new count value.in’count

26.3 |TPM_ReadCounter

Start of|informative comment:
Reading the eounter provides the caller with the current number in the sequence.

End of {(nformative comment.

Table 201. TPM_ReadCounter Incoming Parameters and Sizes

PARAM HMAC L.
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_COMMAND
2 4 UINT32 paramSize Total number of input bytes incl. paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReadCounter
4 4 2S 4 TPM_COUNT_ID countID ID value of the counter
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Table 202.TPM_ReadCounter Outgoing Parameters and Sizes

PARAM HMAC L.
Type Name Description

# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RSP_COMMAND
2 4 UINT32 paramSize Total number of output bytes including paramSize and tag
3 4 1S 4 TPM_RESULT returnCode The return code of the operation.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReadCounter
4 10 oo “I‘ TPI‘V‘I_\;UUI‘V‘TER_‘V’I‘A\LUE CUUTIU T:IG CUUTICT va"uc

Descirjiption

This returns the current value for the counter indicated. The counter MAY be any valid counter.

Actions
1. Validate that countID points to a valid counter. Return TPM_BAD_ COUNTER on error.

2. Refurn count

26.4 | TPM_ReleaseCounter
Start qf informative comment:

This cammand releases a counter such that no reads or increments of the indicated counter will slicceed.
End of informative comment.

Table 203. TPM_ReleaseCounter.ilncoming Parameters and Sizes

PARAM HMAC
Type Name Description
# Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal: TPM_ORD_ReleaseCounter
4 4 2s 4 TPM_COUNT_ID countID ID value of the counter
5 4 TPM_AUTHHANDLE authHandle The authorization session handle used for countID authorization
2H1 20 TPM_NONCE authLastNonceEven Even nonce previously generated by TPM to cover inputs
6 20 3H1 20 TPM_NQONCE nonceOdd Nonce associated with count|D
7 1 4H1 1 BOOL continueAuthSession The continue use flag for the authorization session handle
8 20 TOM_AUTHDATA counterAuth LWA%JT;);?Z:;ESISDE-SEE&S::S)J:tsat that authorizes the use of count|D.
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